intel)

Broadwell PCH-LP -
Intel® Management Engine
Firmware 10.0

5MB Firmware Bring Up Guide

June 2014
| Revision 1.0 - Release

Intel Confidential

] Mobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0Broadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide



INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY
ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN
INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL
DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR
WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT,
COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application” is any application in which failure of the Intel Product could result, directly or indirectly, in personal
injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL
INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND
EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES
ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY
WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE
DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition
and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The information
here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained by
calling 1-800-548-4725, or go to: http://www.intel.com/design/literature.htm

This document contains information on products in the design phase of development.

The original equipment manufacturer must provide TPM functionality, which requires a TPM-supported BIOS. TPM functionality must
be initialized and may not be available in all countries.

WIMAX Technology requires a WiMAX-enabled device and subscription to a WiMAX broadband service. May require purchase of
additional software or hardware. WiMAX availability is limited; consult your service provider for details and network limitations.
Actual performance will vary depending on your service provider and other variables. See www.intel.com/go/wimax for more
information.

Intel® vPro™ Technology is sophisticated and requires setup and activation. Availability of features and results will depend upon the
setup and configuration of your hardware, software and IT environment. To learn more visit: http://www.intel.com/technology/vpro.

Intel® Active Management Technology (Intel® AMT) requires activation and a system with a corporate network connection, an
Intel® AMT-enabled chipset, network hardware and software. For notebooks, Intel AMT may be unavailable or limited over a host
0OS-based VPN, when connecting wirelessly, on battery power, sleeping, hibernating or powered off. Results dependent upon
hardware, setup and configuration. For more information, visit Intel® Active Management Technology.

No system can provide absolute security under all conditions. Intel® Anti-Theft Technology (Intel® AT) requires an enabled chipset,
BIOS, firmware and software, and a subscription with a capable Service Provider. Consult your system manufacturer and Service
Provider for availability and functionality. Service may not be available in all countries. Intel assumes no liability for lost or stolen
data and/or systems or any other damages resulting thereof. For more information, visit http://www.intel.com/go/anti-theft.

No system can provide absolute security under all conditions. Intel® ldentity Protection Technology (Intel® IPT) requires an Intel®
Identity Protection Technology-enabled system, including a 2nd gen Intel® Core™ processor enabled chipset, firmware and
software, and participating website. Consult your system manufacturer. Intel assumes no liability for lost or stolen data and/or
systems or any resulting damages. For more information, visit http://ipt.intel.com.

KVM Remote Control (Keyboard, Video, Mouse) is only available with Inte® Core™ i5 vPro™ and Core™ i7 vPro™ processors with
Intel® Active Management technology activated and configured and with integrated graphics active. Discrete graphics are not
supported.

Intel, vPro, and the Intel Logo are trademarks of Intel Corporation in the U.S. and/or other countries.

*Other names and brands may be claimed as the property of others.
Copyright © 2014 Intel Corporation. All rights reserved

2 Mobile 4th Generation Intel® Core™ Processor (U-Series) Platform I/OBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide

Intel Confidential


http://ipt.intel.com
http://ipt.intel.com
http://www.intel.com/technology/vpro
http://www.intel.com/design/literature.htm
http://www.intel.com/design/literature.htm
http://www.intel.com/go/anti-theft
http://www.intel.com/go/anti-theft
www.intel.com/go/wimax
www.intel.com/go/wimax

Table of Contents

1.1
1.2
1.3
1.4

1.5
1.6
1.7
1.8

2.1
2.2
2.3
2.4
2.5
2.6

2.7

3.1

3.2

3.3
3.4

4.1
4.2
4.3

B.1

) e T 116 o [ Y o PSS 8
Related DOCUMENTAtION ... ... e e et 8
INEEID ME FW FEATUIES ... et 8
g ST =0 [ LT 1 (=2 9
Acronyms and DefinitioNS ......oiiiiii it e 9
O R =T o = = Y 9
1.4.2 Intel® Management ENQINE ...ttt ettt eeeeaeaas 10
1.4.3 System States and Power Management ..........ooiiiiiiiiiiiiiiii it 11
Reference DOCUMENTS ...t ettt ettt e e ane e eaaaas 12
Format and NOTtatioN ..ot ettt e e e aeeenn 12
L SO 0 01 = 1 £ 14
External Hardware Requirements for Bring Up ....coviiiiiiiiiii i vceeeeen e 18
Image Creation: Flash Image Tool (FITC) ..o 19
Start FITC and Set Up The Build ENVIrONMeNt. ... ..o 19
Configure MCP SiliCON StePPING «toiiii et ettt aaaneees 22
Set Up SPI FIash ReQIONS ...ttt ettt et e e e 22
Set Up Descriptor and SPI Flash DeViCe(S) ..uuiiiiiiriiiiiiiiiiiiiie et eeceeeaeees 25
2.4.1 Set UpP SO t-StraPS . ot 31
Configure MCP Silicon SKU .. ... e 41
Intel®ME FW Feature (O70] o) {To 8] = 11 o] o [ P 41
2.6.1 Firmware Features and Capabilities ..........c..coiiiiiiiiiii e 42
2.6.2 Clock CoNtrol Parameters. . ....ou.ui i e 51
Build SPI Flash Binary IMage .......eeeiiiieiii ittt et e e e eeaaaaans 58
2.7.1 Build SPI Flash Binary Image........ccoiiiiiiiiii i 58
2.7.2 SAVE YOUN SeUHINGS .ttt ettt ettt e a e e eaas 58
2.7.3 Protect Saved Configuration XML File....... ..o 59
Programming SPI1 Flash Devices and Checking Firmware Status............... 61
Flash BUFNEr/PrOgrammImMEr. ... .. et ettt ettt et e et e aae e e aaaneeennn 61
3.1.1 In-Circuit SPI Flash Programming for Mobile CRB ...........ccoiiiiiiiiiiinnnen. 61
Flash Programming TOO! (FPT) ...t e e aeen 62
3.2.1 FPT WINAOWS™ VEISION . ... ettt ettt ettt e eees 63
Checking INEEI® ME FirMWAre STATUS ......oenneeeeee e 63
Common Bring Up Issues and Troubleshooting Table ...........ccoviiiiiiiiiiiiiinnn.... 65
Intel® ME Firmware Features - Details and Settings ...oviiiiiii 66
Basic Intel AMT functionality teSting ......ccoviiiiiiiii i e e aeaaes 66
Features SUPPOITEA ......eiii ittt ettt ettt e e et e eaeeaaaannaaeees 86
DTS & ) QS 1= 1 o [T 1= 87
Appendix — Flash Configurations ....... ..o 88
Appendix — INtel® 1ICCS SKU SUPPOIt MatriX..........eeeeeeeeeeeeeeeeeeeeeeeennnnn. 90
INEEl® ICCS SKU SUPPOIT MALIIX .. eeeeeeee e e 90

Broadwell PCH-LPMobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0 - Intel® ME - 5MB FW Bring Up Guide 3

Intel Confidential



C.1
c.2
C.3

D.1

Appendix — Boot Guard Configuration ... ... ..o 91
BOOt GUArd Profiles ... s 91
ENforement POLICIES. ... .o s 91
OEM Profile Parameters .. ... ettt 92
Appendix — Intel® Platform Trust Technology ..o 93
Intel® Platform Trust 1= ] 701 Lo T |V 2 93

Broadwell PCH-LPMobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0 - Intel® ME - 5MB FW Bring Up Guide 4

Intel Confidential



Figures

2-1 Build | Environment Variables ... s 20
2-2 BUild | BUild SettingsS. .. «neiiei ettt ettt et aaas 21
2-3 MCP Silicon Stepping CombO BOX . ... e 22
2-4 SKU Manager COMBO BOX ...ttt ettt e et ettt e e e e e e aaannees 41
2-5 2T 11 T B I = 10 11 [ I I = Vo 58
2-6 Protecting FITC Configuration XML File ......ccoiiiiiiiiiiii e e e 60
A-1 (70T 01T 11 ] = 14 o o ey N 88
A-2 CoN iU ATION B ... e 89
A-3 1070 ] o] 1o 8T =1 1[0 I L 89
Tables

1-1 Number Format NOtation ........ooii i et e e aeanes 12
1-2 Data FOrmat NOTATION . ... .ottt et e e e e eane e 12
1-3 L RO ) (= | PP 14
2-1 Flash Image | PDR ReQION ... it e e 22
2-2 Flash Image | GhE ReQION. ... .. e 23
2-3 Flash Image | ME ReQION ...t e e e 24
2-4 Flash Image | BIOS REQGION ...nuii ittt 25
2-5 Flash Image | DeSCriptor REQION .....ueiii it ettt e e e eaaneeenan 25
2-6 Flash Image | Descriptor Region | Descriptor Map .....c.eeveiiiiieiiiiii i eeaaeanns 26
2-7 Flash Image | Descriptor Region | Component Section.........c..ooiiieiiiiiiiiiiiieann.. 27
2-8 Flash Image | Descriptor Region | Master Access Section | CPU/BIOS................ 28
2-9 Flash Image | Descriptor Region | Master Access Section | Manageability Engine (ME)

28

2-10 Flash Image | Descriptor Region | Master Access Section | GbE LAN.................. 29
2-11 Flash Image | Descriptor Region | VSCC Table | W25Q64BV (example).............. 29
2-12 Flash Image | Descriptor Region | OEM SecCtion ........ccoiiiiiiiiiiiiiii i 30
2-13 Flash Image | Descriptor Region | PCH Straps | PCH Strap O (Sheet 1 of 2)........ 31
2-14 Flash Image | Descriptor Region | PCH Straps | PCH Strap O (Sheet 2 of 2)........ 32
2-15 Flash Image | Descriptor Region | PCH Straps | PCH Strap 1 ......cooiviviiiiiiinnnn... 32
2-16 Flash Image | Descriptor Region | PCH Straps | PCH Strap 2 ......ccoovviiiiiiiennn... 33
2-17 Flash Image | Descriptor Region | PCH Straps | PCHStrap 4 .....cccovvvviiiieveinnn... 33
2-18 Flash Image | Descriptor Region | PCH Straps | PCH Strap 7 ....ocoieiiiiiiiiiiinnn.. 34
2-19 Flash Image | Descriptor Region | PCH Straps | PCH Strap 9 .....ccocviviiiiiiiiian... 35
2-20 Flash Image | Descriptor Region | PCH Straps | PCH Strap 10 ......c.coiiiiiiiiiinan... 36
2-21 Flash Image | Descriptor Region | PCH Straps | PCH Strap 11 ........ccoiiieiiieennn... 37
2-22 Flash Image | Descriptor Region | PCH Straps | PCH Strap 14 ........ccoiiiiiiieenn... 38
2-23 Flash Image | Descriptor Region | PCH Straps | PCH Strap 15 ....cccevviiivivvinn... 39
2-24 Flash Image | Descriptor Region | PCH Straps | PCH Strap 17 .....ccooviiiiiiiiiinnn... 40
2-25 Flash Image | Descriptor Region | PCH Straps | PCH Strap 19 ........c.ooiiiiiiiiinan... 40
2-26 Flash Image | ME Region | Configuration | ME ..o 42
2-27 Flash Image | ME Region | Configuration | Features Supported.............cocoennne.. 44

Broadwell PCH-LPMobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0 - Intel® ME - 5MB FW Bring Up Guide 5

Intel Confidential



2-28
2-29
2-30
2-31
2-32
2-33
2-34
2-35
2-36
2-37

2-38

2-39

2-40

2-41

2-42

2-43

3-1
3-2
4-1
4-2
4-3
4-4
4-5
4-6
B-1
c-1
c-2
c-3
D-1

Flash Image | ME Region | Configuration | Manageability Application................. 45
Flash Image | ME Region | Configuration | Intel® NFC Capabilities .................... 46
Flash Image | ME Region | Configuration | Intel® Anti-Theft Technology ............ 46
Flash Image | ME Region | Configuration | Boot Guard ..........cccovvviiiiiieiiiinennn.. 47
Flash Image | ME Region | Configuration | Platform Trust ............ccooiiiiiiiiiian. 47
Flash Image | ME Region | Configuration | RPMC ... 48
Flash Image | ME Region | Configuration | ME Debug Event Service .................. 49
Flash Image | ME Region | Configuration | Setup and Configuration .................. 50
Flash Image | ME Region | Configuration | Integrated Clock Controller............... 51
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
S 1 = 10 [ =T o 52
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
- Standard | Power Management Settings ... ..c.ooiiiii it 53
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
- Standard | LPC ClOCK SettiNgS . ... .ceeiii ittt et aaeee e 54
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
- Standard | Nominal CloCK SettingsS........ciiiiii i e 55
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
- Standard | Clock Range Definition RECOIdS. ... ..ot 56
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
- Standard | Clock Enables Masks .......cciiiiiiii it e e e 57
Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC Profile O
- Standard | Hardware RegiSterS. .. ..ttt ettt e e e eaneeenas 58
Jumper Settings for Mobile CRB SPI Flash Programming..........cccceevvivveiiiiiaann.. 61
Common Bring Up Issues and Troubleshooting Table ..., 65
Building and Flashing Image to Target Platform ........ ...t 66
Basic Intel® AMT TEStING SUEPS . 67
What you need for Basic Intel® AMT functionality testing..........ccoovvviiiienninnn... 76
Console / Client Intel® AMT functionality teStiNG ........c.ueeeeeeeeeeeee e eeeeeeeeenn. 77
Deep Sx Settings for Desktop CRB .....coiiiiiiiiii e e e 87
Deep Sx Settings for Mobile CRB ... e eaeaas 87
INTEI® ICCS SKU MALIIX ...eeeeeeeeeeeeeeee e e e e e e e e e e e e 90
(g o) {1 TSI 1= Tod g« o] o 1R 91
Enforcement POliCY DeSCriPliOoN ......uiii ettt e e e e ineeeaeanns 91
Profile Parameters DeSCriptioN ...ttt eeeeaas 92
Intel® Platform Trust Technology Configuration table ..., 93

Broadwell PCH-LPMobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0 - Intel® ME - 5MB FW Bring Up Guide 6

Intel Confidential



Revision History

Revision Description Date
10.0.0.7123 | Pre-Alpha Release: See change bars on the left side of the page. September 2013
10.0.0.1042 | Alpha Release: See change bars on the left side of the page. December 2013
10.0.20.1156 | Beta Release: See change bars on the left side of the page. March 2014
10.0.20.1258 | PC Release: See change bars on the left side of the page. May 2014

1.0 Final Release: See change bars on the left side of the page. June 2014

Broadwell PCH-LPMobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0 - Intel® ME - 5MB FW Bring Up Guide

Intel Confidential

7




Introduction

1

intel)

Introduction

1.1

1.2

This document covers the Intel® Management Engine Firmware (Intel® ME) 10.0 - 5MB
SKU Firmware bring up procedure. Intel® ME is tied to essential platform functionality
— this dependency cannot be avoided for engineering reasons.

The bring up procedure primarily involves building a Serial Peripheral Interface (SPI)
Flash image that will contain:

« [required] Descriptor region — Contains sizing information for all other SPI Flash
image regions, SPI settings (including Vendor Specific Configuration - or VSCC -
tables, SPI device parameters), and region access permissions.

e [required] BIOS region — Contains firmware for the processor (or host) and/or
Embedded Controller (EC).

e [required] Intel® ME FW region — Contains firmware for the Intel® Management
Engine.

= [optional] GbE region — Contains firmware for Intel LAN solution.

For more details on SPI Flash layout, see the document PCH-LP SP1 Programming
Guide and Appendix A. Once the SPI Flash image is built, it will be programmed to the
target based platform and the platform will be booted. This document also covers any
tests and checks required to ensure that this boot process is successful and that Intel®
ME 5MB FW is operating as expected.

Related Documentation

VIP: Kit# xxxxxx - Intel® Ethernet Network Connections (16.3 PC OEM Gen) - LAN
Software Drivers -- 05-May-2011 LAN Acess Division (LAD) - V16.3C00061 TIC =
239717 .Release 16.3 Production Candidate with selected bug fixes for E1K, E1C and
IXE silicon products.

Intel® ME FW Features

This firmware release includes the following applications:

« Platform Clocks — Tune clock silicon to the parameters of a specific board,
configure clocks at run time, and power management clocks. Benefit: Allows
extensive customizability and soft control of “Third generation” clock solution and
makes clocks available before CPU powers up.

- Silicon Workaround Capability — Intel® ME FW will have limited capabilities to
perform targeted workarounds for silicon issues. Benefit: Allows Intel® ME FW to
address some issues that otherwise would require a new silicon stepping.

= Thermal Reporting — Intel® ME FW has the ability to collect platform thermal data
and provide that data to embedded controllers and super 1/0 devices over
SMLINK1 as well as in memory map 1/0 space.

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide 8
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1.3 Prerequisites

Before this document is read and utilized, it is essential that the reader first review the
5MB FW Release Notes (included with this Intel® ME 5MB FW kit).

This document is constructed so that the reader can complete the bring up steps as
given for the Intel Customer Reference Board (CRB). However, in the case that bring up
is being performed on a different based platform, this document will highlight any
changes that must be imposed onto the bring up steps accordingly.
This document makes only the following limited assumptions regarding hardware:

* The platform is based

= The platform is equipped with one or more SPI Flash devices with a total capacity
sufficient for storing all relevant firmware images.

1.4 Acronyms and Definitions

1.4.1 General

Acronym or Term Definition
API Application Programming Interface
ASCII American Standard Code for Information Interchange
BIOS Basic Input Output System
DIMM Dual In-line Memory Module
DLL Dynamic Link Library
DMI Direct Media Interface
EC Embedded Controller
EEPROM Electrically Erasable Programmable Read Only Memory
FDI Flexible Display Interface
FPF Field Programmable Fuses
FW Firmware
GbE Gigabit Ethernet
HECI Host Embedded Controller Interface (aka Intel® MEI)
1BV Independent BIOS Vendor
ID Identification
Intel® ICCS Intel® Integrated Clock Controller Service
Intel® ME Intel® Management Engine (InteI®ME)
Intel® MEI Intel® Management Engine Interface (Intel® MEI) (renamed from HECI)
Intel® IPT Intel® Identity Protection Technology (Intel® IPT)
Intel® PTT Intel® Platform Trusted Technology (Intel® PPT)
Intel® MSS Intel® Management and Security Status Application
ISV Independent Software Vendor
JTAG Joint Test Action Group
KVM Keyboard, Video, Mouse
LAN Local Area Network
1 Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide 9
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1.4.2

intel

Acronym or Term

Definition

LED Light Emitting Diode

MCP Multi-Chip Package (Central Processing Unit / Platform Controller Hub)
NVM Non-Volatile Memory

NVRAM Non-Volatile Random Access Memory

OOB Out-of-Band

os Operating System

PAVP Protected Audio and Video Path

PCI Peripheral Component Interconnect

PCle* Peripheral Component Interconnect Express
PHY Physical Layer (Networking)

PRTC Protected Real Time Clock

RNG Random Number Generator

RSA RSA is a public key encryption method

RTC Real Time Clock

SBA Intel® Small Business Advantage

SDK Software Development Kit

SHA Secure Hash Algorithm

SMBus System Management Bus

SPI Flash Serial Peripheral Interface Flash

TCP/IP Transmission Control Protocol / Internet Protocol
TPM Trusted Platform Module

ul User Interface

UNS User Notification Service

VSCC Vendor Specific Configuration

WMI Windows Management Instrumentation

Intel® Management Engine

Acronym or Term

Definition

3PDS 3rd Party Data Storage

Agent Software that runs on a client PC with OS running

Intel® AT Intel® Anti-Theft Technology (Intel® AT)

End User The person who uses the computer (either Desktop or Mobile). In

corporate, the user usually does not have an administrator

is managed by Intel® AMT.

privileges.The end user may not be aware to the fact that the platform

Host or Host CPU

The processor that is running the operating system. This is different
than the management processor running the Intel® Management
Engine Firmware.

Host Service/Application

An application that is running on the host CPU

INF

An information file (.inf) used by Microsoft* operating systems that
supports the Plug & Play feature. When installing a driver, this file
provides the OS the necessary information about driver filenames,
driver components, and supported hardware.

Intel® AMT Firmware

The Intel® AMT Firmware running on the embedded processor

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide
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1.4.3

intel

Acronym or Term

Definition

Intel® Management Engine
Interface (Intel® MEI)

Interface between the Management Engine and the Host system

Intel® MEI driver

Intel® ME host driver that runs on the host and interfaces between 1SV
Agents and the Intel® ME HW.

IT User Information Technology User. Typically very technical and uses a
management console to ensure multiple PCs on a network function.

LMS Local Management Service: A SW application which runs on the host
machine and@grovide a secured communication between the ISV agent
and the Intel™ Management Engine Firmware.

Intel® ME Intel® Management Engine: The embedded processor residing in the
chipset MCP

Intel® MEBx Intel® Management Engine BIOS Extensions

MECI ME-VE Communication Interface

NVM Non-Volatile Memory: A type of memory that will retain its contents

even if power is removed. In the Intel® AMT current implementation,
this is achieved using a FLASH memory device.

OOB Interface

Out Of Band interface: This is WSMAN interface over secure or non-
secure TCP protocol.

OS not Functional

The Host OS is considered non-functional in Sx power state and any one
of the following cases when system is in SO power state:

= OSis hung

= After PCI reset

= OS watch dog expires
= OS is not present

System States

Operating System power states such as SO. See detailed definitions in
System States and Power Management section.

TDT Theft Deterrence Technology: Previous name for AT-p, which is part of
the Intel® Anti-Theft Technology.
UM User Identifiable Mark

Un-configured state

The state of the Intel® Management Engine Firmware when it leaves the
OEM factory. At this stage the Intel® Management Engine Firmware is
not functional and must be configured.

System States and Power Management

Acronym or Term

Definition

G3

A system state of Mechanical Off where all power is disconnected from
the system. G3 power state does not necessarily indicate that RTC
power is removed.

MO

Intel® Management Engine power state where all HW power planes are
activated. The host power state is SO.

M3

Intel® Management Engine power state where all HW power planes are
activated however the host power state is different than SO (Some host
power planes are not activated). Host PCle* interface are unavailable to
the host software. Main memory is not available for Intel® Management
Engine use.

M-Off

No power is applied to the management processor subsystem. Intel®
Management Engine is not operating.

OS Hibernate

System state where the OS state is saved on the hard drive.

SO A system state where power is applied to all HW devices and the system
is running normally.
S1, S2, S3 A system state where the host CPU is halted but power remains
available to the memory system (memory is in self-refresh mode).
Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide 11
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1.5

1.6

Table 1-1.

Table 1-2.

intel.

Acronym or Term

Definition

S4 A system state where the host CPU and memory are not active.

S5 A system state where all power to the host system is off, however the
power cord (and/or battery in mobile designs) is still connected.

Shut Down Equivalent to the S5 state.

Snooze Mode

Intel® Management Engine activities are mostly suspended to save
power. The Intel® Management Engine monitors HW activities and can

restore its activities depending on the HW event.

Standby System state where the OS state is saved in memory and resumed from
the memory when mouse/keyboard is clicked.
Sx All S states which are different than SO.

Reference Documents

Doc Number/

Document Location*
Shark Bay ULT CRB- Platform Design Guide TBD / IBL
Intel® Management Engine (Intel® ME) and Embedded Controller Interaction for Shark Bay 471984 / IBL
ULT Platform
RS — Intel® Management Engine BIOS Writers Guide TBD / *

[Shark Bay] Platforms - Intel® Management Engine (Intel® ME) 10.0 - 5 MB SKU Firmware
for Lynx Point-LP - Compliancy and Testing Guide -Rev. 0.8

xxxxxx / CDI

Intel® 82576 and 82579 Gigabit Ethernet Controllers — Intel Software Support for Cisco’s
MACsec Protocol Supplicant — 10-Dec-2010

xXxxxxx / 1BL

Note:

Intel Field Applications Engineer.

Format and Notation

* Unless specified otherwise, a document can be ordered by providing its reference number to your

The formats and notations used within this document model are those typically used by
BIOS vendors. This section describes the formatting and the notations that will be
followed in this document.

Number Format Notation
Number Format Notation Example
Decimal (default) d 14d. Note that any number without an explicit suffix can be
assumed to be decimal.
Binary b 1110b
Hex h OEh
Hex Ox OxOE
Data Format Notation
Data Type Notation Size
Bit b Smallest unit, O or 1
Byte B 8 bits
Word w 16 bits or 2 bytes
Double-word DW 32 bits or 4 bytes

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide
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Table 1-2. Data Format Notation

Data Type Notation Size
Quad-word Qw 8 bytes or 4 words
Kilobyte KB 1024 bytes
Megabit Mb 1,048,576 bits or 128 KB
Megabyte MB 1,048,576 bytes or 1024 KB
Gigabit Gb 1,073,741,824 bits
Gigabyte GB 1024 MB

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide
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1.7 Kit Contents

intel.

The Intel® ME 5MB FW kit can be downloaded from VIP
(https://platformsw.intel.com/). The contents of this kit are detailed below (Note that

only key files are listed).

Table 1-3. Kit Contents (Sheet 1 of 4)

File or [Directory]

Content Description

[root]

Root directory

5MB FW Bring Up Guide.pdf

This document

Mobile 4th Generation Intel® Core™ Processor (U-Series)
Platform 1/0 PCH-LP SPI Programming Guide.pdf

How to program SPI device parameters, VSCC
tables, descriptor region details. Also contains a
complete SPI Flash softstrap reference.

Intel(R) AMT 10_0 OEM WebUI Guide.pdf

This document explains how to configure client
systems and access the Intel® AMT

web pages from any other system on the
network, using local network provisioning

model. Features supported by Remote
Configuration model are available with software

provided by vendors who support Intel® AMT.

5MB FW - Intel(R) MEBX User Guide for Haswell ULT.pdf

This document explains user options for the Intel
Q)

MEBX interface.

[Image Components]

[B10S]

BDW_MP2_PV_ECP_79_acm2975_PreprodSigned_Relea
se.rom

BDW_MP2_PV_ECP_79_acm2975_ProdSigned_Release.
rom

BIOS image only for Intel CRB. This BIOS image
works for ULT mobile CRBs.

For other Broadwell PCH-LP platforms, a
custom BIOS image will be required.

[GbE]

NAHUMG6_LP_CLARKVILLE_ULT_6.bin

Intel® LAN PHY LPT-LP firmware image.

NAHUM6_WPT_0_2.bin

Intel® LAN PHY WPT firmware image. T

[ME]

ME10.0_5M_PreProduction_Rom_Bypass.bin

Intel® ME firmware image (Non Production
FW Rom Bypass) - supports unfused
Broadwell PCH-LP Platform 1/0 MCP steppings:

= Unfused (Super SKU)

Note: For PAVP Testing, you must match
Production FW with Production Part and Non
Production FW with Non Production Parts.

ME10.0_5M_PreProduction.bin

Intel® ME firmware image (Non Production
FW) - supports unfused Broadwell PCH-LP
Platform 1/0 MCP steppings:

* Fused (Pre-QS and QS)

Note: For PAVP Testing, you must match
Production FW with Production Part and Non
Production FW with Non Production Parts.

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide
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Introduction

Table 1-3. Kit Contents (Sheet 2 of 4)

intel.

File or [Directory]

Content Description

ME10.0_5M_Production.bin

Intel® ME firmware image (Production FW) -
supports fused Broadwell PCH-LP Platform 1/0
MCP steppings:

« Fused (Pre-QS and QS)

Note: For PAVP Testing, you must match
Production FW with Production Part and Non
Production FW with Non Production Parts.

ME10.0_5M_PreProduction.bin

Intel® ME firmware image (Non Production
FW) - supports unfused Broadwell PCH-LP
Platform 1/0 MCP steppings:

* Unfused (Super SKU)

Note: For PAVP Testing, you must match
Production FW with Production Part and Non
Production FW with Non Production Parts.

[ME_BIOS_Extension]

MebxSetupBrowser_10.0.0.0006.efi

MEBXx Launch image

Mebx_10.0.0.0006.efi

MEBx Main image

[Installers]

Intel(R)_ME_SW_ Installation_Guide_WPT_10.pdf

Intel® ME Software installation Guide.

[ME_SW_MSI]

Intel(R) IMSS User Guide.pdf

IMSS User Guide

SetupME.exe

Install executable MSI installer of Intel® ME
Drivers for Windows> OS for Pre-Production
MCPs. See readme.txt for more information.

MEI-Only Installer MSI

MEISetup.exe

Intel® MEI Driver only executable MSI installer
for Windows* OS. See readme.txt for more
information.

[MEI-Only Installer]

MEISetup.exe

Install executable (non-InstallShield) of Intel®
MEI Drivers for Windows> OS.

[Tools]

[1CC_Tools]

Intel(R) ME Firmware Integrated Clock Control (ICC)
Tools User Guide.pdf

ICC Tools User Guide

[CCT]

cct.exe Clock Control Tool (CCT)
cct.efi CCT for EFI

Windows
cct.ini Configuration file for CCT
cctWin.exe CCT for Windows™*

[System Tools]

Open Watcom Public License.pdf

Sybase Open Watcom Public License version 1.0
document.

System Tools User Guide.pdf

System Tools User Guide

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide

Intel Confidential

15




Introduction

Table 1-3.

Kit Contents (Sheet 3 of 4)

File or [Directory]

Content Description

Tools_Version.txt

Tools version information

[Flash Image Tool]

fitc.exe

Flash Image Tool (FITC)

fitc.ini

Configuration file for FITC

newfiletmpl.xml

FITC Configuration XML file

vsccommn.bin

Binary containing the supported SPI parts

VSCCommn_bin Content.pdf

Documentation listing the SPI parts supported
by vscccommn.bin

[Flash Programming Tool]

[DOS]
fparts.txt List of supported SPI Flash devices with specific
Flash parameters
fpt.exe Flash Programming Tool (FPT) for DOS
[EFI]
fparts.txt List of supported SPI Flash devices with specific
Flash
parameters
fpt.efi Flash Programming Tool (FPT) for EFI
[Windows]
fparts.txt List of supported SPI Flash devices with specific
Flash parameters
fptw.exe Flash Programming Tool (FPT) for Windows>*

[Windows64]

fparts.txt List of supported SPI Flash devices with specific
Flash parameters
fptw64.exe Flash Programming Tool (FPT) for Windows>*
(64-bit) OS
[FWUpdate]
[EFI]
FWUpdLcl.efi FW Update Tool (EFI version)
[Local-DOS]

FWUpdLcl.exe

FW Update Tool (DOS version)

[Local-Win]

FWUpdLcl.exe

FW Update Tool (Windows* version 32bit)

[Local-Win64]

FWUpdLcl64.exe

FW Update Tool (Windows™* version 64bit)

[MEInfo]

[DOS]

MEInfo.exe

Intel®ME Information Tool (DOS version)

[EFI]

MEInfo.efi

Intel®ME Information Tool (EFI version)

[Windows]

MEInfoWin.exe

Intel®ME Information Tool (Windows* version
32bit)

Broadwell PCH-LPBroadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide
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Table 1-3. Kit Contents (Sheet 4 of 4)

intel.

File or [Directory]

[Windows64]

Content Description

MEInfoWin64.exe

Intel®ME Information Tool (Windows* version
64bit)

[MEManuf]

[DOS]

MEManuf.cfg

Intel®vE Manufacturing Tool config file

MEManuf.exe

Intel®vE Manufacturing Tool (DOS version)

vsccommn.bin

Binary containing the supported SPI parts

VSCCommn_bin Content.pdf

Documentation listing the SPI parts supported
by vscccommn.bin

[EFI]

MEManuf.cfg

Intel®vE Manufacturing Tool config file

MEManuf.efi

Intel®vE Manufacturing Tool (EFI version)

vsccommn.bin

Binary containing the supported SPI parts

[Windows]

MEManuf.cfg

Intel®vE Manufacturing Tool config file

MEManufWin.exe

Intel®vE Manufacturing Tool (Windows*
version 32bit)

vsccommn.bin

Binary containing the supported SPI parts

VSCCommn_bin Content.pdf

Documentation listing the SPI parts supported
by vscccommn.bin

[Windows64]

MEManuf.cfg

Intel®vE Manufacturing Tool config file

MEManufWin64.exe

Intel®vE Manufacturing Tool (Windows>
version 64bit)

vsccommn.bin

Binary containing the supported SPI parts

VSCCommn_bin Content.pdf

Documentation listing the SPI parts supported
by vscccommn.bin

[UpdParam]

UpdParam.exe

Refer to the System Tools User Guide.pdf for
further details on this tool
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intel.

External Hardware Requirements for Bring Up

Acquire the following hardware tools before moving on to the next step.

Windows* OS System

Flash Burner

DOS Bootable USB Key

-
‘_; .I "l
-
Ik | ",e'
Equipment: Equipment: Equipment:

= Laptop or desktop that
supports win32 applications

Purpose:

«  Will run firmware image
assembly and build process
software.

« (Optional) For platforms that
don’t boot, a Flash Chip
Programmer will be required

« For platforms that can boot to
DOS or Windows*, a Flash
Programming Tool (FPT) is
provided in this kit

Purpose:
« Will burn firmware images
onto the target system Flash
device(s).

= A DOS Bootable USB Key
(Size > 512 MB)

Purpose:

= Acting as a bootable device
and will be used to run Flash
Programming Tool (fpt.exe)
directly on the system that is
undergoing Bring Up process.

« Or will be used to transfer a
firmware image onto a Flash
burner.

8§ 8
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[ ®
Image Creation: Flash Image Tool (FITC) l n tel ,

2

Image Creation: Flash Image
Tool (FITC)

Flash Image Tool (FITC) will be used to generate a full SPI Flash binary image with
Descriptor, GbE, BIOS, and Intel® ME Regions. Use the steps shown in following
sections.

Note: The FITC Tool may be updated throughout the release cycles. As a general rule,
please ensure you use the tools, images and other content from the same kit and
refrain from using different version tools.

After this SPI Flash image is created, it will need to be burned onto the target
platform’s SPI Flash device(s). Section 3, “Programming SPI Flash Devices and
Checking Firmware Status” later in this document provides steps to do this.

2.1 Start FITC and Set Up The Build Environment
1. Invoke Flash Image Tool. Using Explorer*, navigate to [root]\Tools\System
Tools\Flash Image Tool. Ensure that FITC's directory contents are intact (see
Section 1.7). Double-click fitc.exe.
2. In the main menu select Build | Environment Variables.... Edit your
configuration as shown below. Note that in the example, [root]\Tools\System
Tools\Flash Image Tool is “.”.
— Keep the Working Directory $WorkingDir as “.”
— Source Directory $SourceDir is where FITC will look to find binary images
during the image creation process, change $SourceDir to “.\..\..\..\Image
Components”
— Destination Directory $DestDir is where FITC will save the SPI Flash binary
image, keep $DestDir as “.”
Broadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide 19
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Figure 2-1. Build | Environment Variables

Envircnment Variab

directony

Eument workind [y EYE DVEAMES_Bh_8.0.0.101 24T acls\System TooksVFlash ImagehT ool

$Curw arkDir - |

FdorkingDir : |

$Sourcelir : |_'\_.'\_.\..'\Image Companents]

$0estDir: |

FUzervarl I

$zervar : |

$lzerfard |

o]

F B B EE

Cancel I

3. Click OK to apply your changes.
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Image Creation: Flash Image Tool (FITC) l n tel

4. In the main menu select Build | Build Settings.... Leave the defaults for Output
path, Generate intermediate build files, and Build compact image as shown.
Click OK to apply your changes.

Figure 2-2. Build | Build Settings...

Build Settings [

Build

Output path; |$DestDir'\Dutimage.bin

I¥ Generate intermediate build files
[ Build compact image [ignares the flazh compaonent sizes in the descriptar].

r Do ot set End of Manutacturing bit when BIOS Master access reqions
are zet to Intel Recommended setting.

Mate: Once an image is built with End of Manufacturing bit zet, it cannot
be unzet or changed by decompozing an existing image in the tool. [tis
necezzamn to buld a new image in order to have this bit unzet,

[¥ Enable Boot Guard warning message box at build time,

[+ Emnable Platfarm Trust warming rmessage box at build time.

Cancel

5. In the main menu select File | Open.... In the Open dialog that appears navigate
to [root]\Tools\System Tools\Flash Image Tool. Click on newfiletmpl.xml
and click OK.

Broadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide 21
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2.2

intel.

Configure MCP Silicon Stepping

Leave the MCP Silicon Stepping Combo Box at its default value of Intel® LP Series

Chipset.

Figure 2-3.

MCP Silicon Stepping Combo Box

Intel LP Series Chipset -

2.3

Table 2-1.

Set Up SPI Flash Regions

Flash Image | PDR Region

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
« Select the Flash Image
* Select Flash Image | PDR
Region
* Set the parameters in the
PDR Region section as
shown

—|-423 Flash Image
-5 Descriptor Region
([ Descriptor Map
(3 Component Section
+-[(] Master Access Section
+--[[]] PCH Straps
(I3 Upper Map
+-[(] VSCC Table
([ OFEM Section
5]
[C GBE Region
+|--[_]] ME Reqion

PDR Region Length

PDR Region is

Displays Region size information when

disabled Binary input file is specified.
Binary Input File PDR Region is Load a Platform Data Region binary if
disabled required and available.

...or if NOT using Platform Data Region (PDR)

A red “X” will indicate whether this Region is disabled. If this
Region is not disabled, disable it by right-clicking on Flash
Image | PDR Region and selecting Disable Region.

+ (7 VSCC Table
(£ ©OEM Section

PJFR g

[C3 GBbE Region
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Table 2-2. Flash Image | GbE Region

Location Parameter CRB Set To Settings for Any Platform

Follow navigation tree below: Yellow means custom settings may be required.

« Select the Flash Image

- Select Flash Image | GbE GDbE LAN region 0x00000000 Note: This value will be field automatically
Region length populated by FITc during image build.
= Set the parameters in the Binary input file Navigate to your Source Directory (as specified in

GbE Region section as shown Section 2.1) and switch to the GbE subdirectory.

=425 Flash Image Choose the appropriate Intel GbE LAN Firmware binary image.
+|-- ([T Descriptor Region
[ POR Region If not using Intel LAN then leave this parameter blank.
] coe Regon
+- (3 ME Region Intel® Integrated false This field only is editable after an Intel integrated
[[7 BIOS Region LAN Enable LAN image is loaded. If not planning to validate
Intel LAN on target platform, or for debug reasons,
set to false.
Major Version 0 Displays major revision value for Intel LAN GbE FW

version when Binary input file is specified.

Minor Version [0] Displays minor revision value for Intel LAN GbE FW
version when Binary input file is specified.

Image ID o] Displays image ID value for Intel LAN GbE FW
version when Binary input file is specified.

...or if not using Intel wired LAN device

A red “X” will indicate whether this Region is disabled.
If this Region is not disabled, disable it by right- m POR Region
clicking on Flash Image | GbE Region and selecting &

Disable Region. W : -
° 4 (2 ME Regon

P
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Table 2-3. Flash Image | ME Region

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required, otherwise use CRB setting.
« Select the Flash Image tab
- Select Flash Image | ME Binary input file Navigate to your Source Directory (as specified in
Region Section 2.1) and switch to the Firmware subdirectory. Choose
the Intel® ME FW binary image.

* Set the parameters in the ME - @ .
Region section as shown Note: You may choose to build the Intel™ ME Region only. To

. . ) do so, Flash Image | Descriptor Region |
N_ote. I__oadlng an ME F\.N Descriptor Map parameter Number of Flash
binary image that contains ME TS (o B S (@ ©)

ROM Bypass unlocks the ME p .

Boot from Flash parameter Note: Loading an Intel® ME FW binary image that contains
in Flash Image | Descriptor ME ROM Bypass unlocks the ME Boot from Flash
Region | PCH Straps | PCH parameter in Flash Image | Descriptor Region |
Strap 10 PCH Straps | PCH Strap 10.

WCOD Id 0x08B1 Determines which WLAN micro code will be
supported in the firmware image

=]-423 Flash Image WILKINS pp g
+1-[[] Descriptor Region LOCL Id 0x01 EN Determines which localized language data
m FOR Region will be used by firmware for secure output
(23 GbE Region screens (Examples: SOL / KVM)
+ [:I * Partition Rom Bypass Not a parameter. This information panel
[C3 BICS Reqion Enabled appears when an ME FW image enables ME
boot directly from Flash.

Major Version 0 Displays major revision value for ME FW
version when Binary input file is
specified.

Minor Version (0] Displays minor revision value for ME FW
version when Binary input file is
specified.

Hotfix Version (0] Displays hotfix value for ME FW version

when Binary input file is specified.

Build Version o] Displays build value for ME FW version
when Binary input file is specified.

Note: Starting with Intel® ME 8.0, the FW image provided in the kits includes additional code
partitions which are used by both full and partial FW update mechanisms as a result of these
changes the image is larger than FW images from previous generations. In addition to this change
the FW image in the Kits will be used for generating full image binaries using FITc and full or partial
FW updates using FWUpdlcl.

Customers will not be able to write the image provided in the Kits directly to flash. The image must
be loaded into FITc tool then built in order to create a working ME region.
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Image Creation: Flash Image Tool (FITC)

Table 2-4. Flash Image | BIOS Region

intel.

* Set the parameters in the
B10OS Region section as

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required, otherwise use CRB setting.
« Select the Flash Image tab
- Select Flash Image | BIOS BIOS region length 0x00000000 This field allows user to allocate a
Region specific size in the SPI Flash for the

BIOS image. If set to O, FITC will
automatically set the size based on
the BIOS image.

subdirectory. Choose
+--[(J ME Region the BIOS binary image.

[BE}510S Region

shown
Binary input file For the Intel CRB For all other platforms point this
navigate to your parameter to the appropriate BIOS
—|-423] Flash Image Source Directory (as | image.
+|-- (7 Descriptor Region specified in If BIOS is stored in a separate SPI
PR Regi Section 2.1) and Flash device or in FWH (see
e =aen switch to the BIOS | configurations “B”, “C”, and “D” in
({3 GbE Region el

Appendix A) then leave this
parameter blank.

2.4 Set Up Descriptor and SPI1 Flash Device(s)
Table 2-5. Flash Image | Descriptor Region
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required, otherwise use CRB setting.
* Select the Flash Image tab.
Select Flash Image | Descriptor region length 0x00000000 Leave this at zero. Allows FITC to auto-size
Descriptor Region the descriptor region length.

« Set the parameters in the
Descriptor Region section
as shown

—|-+3 Flash Image
o negon
] FOR Region
(L GbE Reqion
+-- (2] ME Region
(I3 BICS Region
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Image Creation: Flash Image Tool (FITC)

Table 2-6.

intel.

Flash Image | Descriptor Region | Descriptor Map

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
« Select the Flash Image tab

* Select Flash Image |
Descriptor Region |
Descriptor Map

* Set the parameters in the
Descriptor Map section as
shown

—|-<=3) Flash Image
—|-+=3 Descriptar Region
EYocs bt o)
(I3 Component Section
+--[[]] Master Access Section
+ ([T PCH Straps
[Z2 Upper Map
+--[I VSCC Table
(I3 ©EM Section
[ POR Region
[Z3) GhE Reqion
+|- 23 ME Region
[C BICS Region

Yellow means custom settings may be

required, otherwise use CRB setting.

Region base address 0x04 Read Only, See SPI programming Guide for
details.

Number of Flash 2 Number of SPI Flash devices on the

components platform
1 or 2 = Total SPI Flash devices
O = Build ME region only
Note: The number of Flash components

is dependent on the platform
design.

Component base address 0x03 Read Only, See SPI programming Guide for
details.

Number of PCH straps 21 Read Only, See SPI programming Guide for
details.

PCH straps base address 0x10 Read Only, See SPI programming Guide for
details.

Number of Masters 2 Read Only, See SPI programming Guide for
details.

Master base address 0x06 Read Only, See SPI programming Guide for
details.

Number of PROC straps 1 Read Only, See SPI programming Guide for
details.

PROC straps base address 0x20 Read Only, See SPI programming Guide for

details.
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intel

Table 2-7. Flash Image | Descriptor Region | Component Section
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required, otherwise use CRB setting.
« Select the Flash Image tab.
Select Flash Image | Read ID and Read Status 50MHz Lowest common frequency of all SPI Flash
Descriptor Region | clock frequency parts on the platform.
Component Section -
- Set the parameters in the Write and erase clock 50MHz Lowest common frequency of all SPI Flash
c p ; . frequency parts on the platform.
omponent Section section
as shown Fast read clock frequency 50MHz In order for MCP HW to override its own
lash internal default value (20 MHz), Fast read
=143 Flash Image support must be set To true.
—|--25 Descriptor Region
- Fast read support true true = Enables opcode OBh opcode on a
D tar M .
a escrlp o p . read. This allows for faster read
[:' frequencies on serial flash by having a
+ [0 Master Access Section single dummy byte before valid data is
+-[[] PCH Straps output from the flash.
3 Upper Map Read clock frequency 20MHz Treat as reserved.
+ ([ VSCC Table -
[ QEM Section Flash_ component 2 8MB Size of second SPI Flash part on the
m POR Region density platform.
" , Note: This value will be grayed out if the
(3 GbE Region number of SPI Flash components is set to 1
+|-[_] ME Region in the Descriptor Map options.
BIOS Regi
a egon Flash component 1 8MB Size of first SPI Flash part on the platform.
density
Dual Output Fast Read true This field enables the opcode 3Bh to use
Support Single Input Dual Output Fast Read. This
speeds up the fast read throughput of the
serial flash part.
Note: This should only be set to ‘true’ if all
Serial Flash parts support the 3Bh
command. See 4th Gen Intel Core
Processor U-Series SPI Programming
Guide for more details.
Invalid instruction O o] Opcode entered here will not be allowed by
— - the MCP’s SPI controller for HW
Invalid instruction 1 0 sequencing. See 4th Gen Intel Core
Invalid instruction 2 0 Processor U-Series SP1 Programming Guide
for more details.
Invalid instruction 3 0 O = no instruction is specified
Invalid instruction 4 0
Invalid instruction 5 0
Invalid instruction 6 0
Invalid instruction 7 0
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Image Creation: Flash Image Tool (FITC)

intel

Table 2-8. Flash Image | Descriptor Region | Master Access Section | CPU/BIOS
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
« Select the Flash Image tab
- Select Flash Image | PCI Bus ID 0 Treat as reserved.
Descriptor Region | Master -
Access Section | CPU/BIOS PCI Device ID 0 Treat as reserved.
* Set the parameters in the PCI Function ID 0 Treat as reserved.
CPU/BIOS section as shown
Read Access OxFF Controls read access by BIOS to:
Ela Descriptor Region = Bit 0: Descriptor (region 0)
D Descriptor Map - B?t 1: BIOS regio'n (regio.n 1)
{3 Component Section - B!t 2: ME FW regu?n (regl(?n 2)
523 Master Access Section . EI: 3 SSE ';W .regl?n (.reg'Z;‘ 3)
: - Bit 4: egion (region
[ S | CPU/BIOS
g'l' Engine (ME = Bits 5-7: Regions 5 through 7
) anageability Engine (ME) 0Ox0B = Production platform
w1 GBELAN OXFF (default) = Non-production/debug
platform
Write Access OXFF Controls write access by BIOS. Structure is
identical to Read access parameter.
OxOA = Production platform
OxFF (default) = Non-production/debug
platform

Table 2-9. Flash Image | Descriptor Region | Master Access Section | Manageability
Engine (ME)
Location Parameter CRB Set To Settings for target platform
Follow navigation tree below: Yellow means custom settings may be required.
* Select the Flash Image tab
- Select Flash Image | PCI Bus ID 0 Treat as reserved.
zgcsgglsp;c;';sgg'?n | Master PCI Device 1D 0 Treat as reserved.
Manageability Engine (ME) | pcl Function ID 0 Treat as reserved.
« Set the parameters in the
Manageability Engine (ME) | Read access OxFF Controls read access by ME to:
section as shown = Bit 0: Descriptor (region 0)
. . ) « Bit 1: BIOS region (region 1)
=23 Descrlpto_r Region - Bit 2: ME FW region (region 2)
(3 Descripter Map = Bit 3: GbE FW region (region 3)
(0 Component Section - Bit 4: PDR Region (region 4)
=23 Master Access Section - Bits 5-7: Regions 5 through 7
...[[Q CPU/EIOS 0x0D = Production platform
..D OXFF (default) = Non-production/debug
(3 GbE LAN platform
Write access OxFF Controls write access by ME FW. Structure

is identical to Read access parameter.
Ox0C = Production platform

OxFF (default) = Non-production/debug
platform
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intel

Table 2-10. Flash Image | Descriptor Region | Master Access Section | GbE LAN

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
« Select the Flash Image tab
- Select Flash Image | PCI Bus ID 1 Treat as reserved.
Descriptor Region | Master -
Access Section | GbE LAN PCI Device ID 3 Treat as reserved.
* Set the parameters in the PCI Function ID 0 Treat as reserved.
GbE LAN section as shown
Read access OxFF Controls read access by GbE FW to:
=43 Descriptor Region = Bit 0: Descriptor (region 0)
[ Descriptor Map « Bit 1: BIOS region (region 1)
[ Component Section = Bit 2: ME FW region (region 2)
-3 Master Access Section * Bit 3: GbE FW region (region 3)
« Bit 4: PDR Region (region 4)
(2 Manageability Engine (ME) * Bits 5-7: Reglons 5 through 7
0x08 = Production platform
Dm OxFF (default) = Non-production/debug
platform
Write access OXFF Controls write access by GbE FW. Structure
is identical to Read access parameter.
0x08 = Production platform
OxFF (default) = Non-production/debug
platform

Table 2-11. Flash Image | Descriptor Region | VSCC Table | W25Q64BV (example)

a Flash entry.
(23 Upper Map

SR=Ysce Tatie]
EPREY  Add TableEntry... |

C3 w2sgeeey
(221 CEM Section

0ox17

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
= Select Flash Image |
Descriptor Region | VSCC VendorID Intel® CRBs use | For information on values that need to be
Table | OXEF entered in this section, refer to the Intel®
- Set the parameters for the LPT-LP SPI programming Guide and the
Atmel 4-MB SPI part in the SPI Flash device datasheet. Vendor ID,
W25Q64BV section as shown Device ID 0 and Device ID 1 are all derived
from the output of the JEDEC ID command
which can be found in the vendor
datasheet for the specific SPI Flash part.
£ Flash Image
-3 Desmpmf Region Section VSCCO — Vendor Specific
[ Descriptar Map Component Capabilities O in the Intel
L0 Component Section WPT-LP SPI programming Guide describes
+ D Master Access Section the 32-bit VSCC register value.
+-[[]) PCH Straps Default is 0x00.
[Z Upper Map
|23 ¥SCC Table Note:
(3 AT26DF321 Device ID O Intel® CRBs use | Use values obtained by using Vendor Serial
[B=] W 250648y 0x40 Flash datasheet and Intel® WPT-LP SPI
(L OEM Section programming Guide
- Default is 0x00.
= Right click VSSC Table to add - = - - -
Device ID 1 Intel™ CRBs use | Use values obtained by using Vendor Serial

Flash datasheet and Intel® WPT-LP SPI
programming Guide
Default is 0x00.

Note: For Broadwell-Y platforms set to

value to Ox18
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Table 2-12. Flash Image | Descriptor Region | OEM Section

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.

« Select Flash Image |
Descriptor Region | OEM Binary input file (leave blank) This is an optional field. Input depends on
Section Note: On Mobile | Customer Design and features support.

« Set the parameters in the CRBs modifying
OEM Section section as this value may
shown cause Multi-BIOS

not to behave
£ Flash Image properly

-5 Descriptor Region
(3 Descriptor Map
(3 Component Section
+-[(] Master Access Section
+--[[]] PCH Straps
(I3 Upper Map
+-[ VSCC Table

e secion
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2.4.1

Set Up Soft-Straps

intel

Table 2-13. Flash Image | Descriptor Region | PCH Straps | PCH Strap O (Sheet 1 of 2)

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

Select the Flash Image tab
Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap O

Set the parameters in the
PCH Strap O section as
shown

1423 Descriptor Region

..... [C Descriptor Map

----- 0 Component Section
[0 Master Access Section
=423 PCH Straps

----- o BT

..... 3 PCH Strap 1

----- [ PCH Strap 2

----- [Z PCH Strap 4

..... [Z PCH Strap 7

..... L PCH Strap 9

..... 31 PCH Strap 10

..... 3 PCH Strap 11

..... 3 PCH Strap 14

..... [ PCH Strap 15

----- [ PCH Strap 17

..... 0 Upper Map

Yellow

means custom settings may be required.

BIOS Boot Block Size

64KB

BIOS Boot Block (BBB) is bare minimum
BIOS code required to boot a platform.
This soft-strap allows for proper address
bit to be inverted as required by BBB Size.
64KB (default) = Invert A16 if Top Swap
is set

128KB = Invert A17 if Top Swap is set
256KB = Invert A18 if Top Swap is set

If BIOS is stored in a separate SPI Flash
device or in FWH (see Configurations “B”,
“C”, and “D” in Appendix A then leave this
parameter at 64KB.

Note: This must be determined by the
target platform BIOS developer.

DMI RequesterID Check
Disable

false

Indicates if RequesterID checking during
DMI accesses is disabled. This parameter
should only for server platforms that
contain multiple Processors.

false (default) = Single Processor
Platform

true = Multiple Processor Platform

Note: A quad/dual core processor counts
as a single processor for this parameter.

MACsec Disable

false

This setting should be set to ‘false’ to
enable MACsec. The “MACsec ready” bit in
the ME descriptor region should be enabled
for support.

= This bit must be set in the manufacturing
plant and cannot be changed after
shipment.

Note: If MACsec is enabled in IT
infrastructurelntel®AMT will not function
properly. See ‘CDI #461067’ for further
details.

Note: This field is read only if Intel
integrated LAN is disabled. See Table 2-2

LAN PHY Power Control
GP1012 Select

GPI1012 is used
in native mode as
LANPHYPC

GP1012 is used in native mode as
LANPHYPC (default) = Only required if
target platform has Intel wired LAN and
MCP GP12 is used as LAN_PHYPC for Intel
LAN.

GP1012 default is General Purpose
(GP) output = MCP GP12 is used as
General Purpose Input/Output (GPIO) pin.
Must be O if Third-party LAN and no Intel
wired LAN is present.

Note: Please consult with the target
hardware designer to determine this
setting.
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Table 2-14. Flash Image | Descriptor Region | PCH Straps | PCH Strap O (Sheet 2 of 2)

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.

* Select the Flash Image tab

- Select Flash Image | Intel® ME SMBus Enable true true = Set for all platforms
Descriptor Region | PCH
Straps | PCH Strap O Intel® ME SMBus Standard Mode | Treat as reserved.

- Set the parameters in the Frequency (up to 100kHz)
PCH Strap O section as - -
shown p SMLinkO Enable true true (default) = Intel LAN is present

false = Third-party LAN is present
----- [0 Descriptor Map

----- 23 Component Section
- [C3 Master ficcess Section
=-+=3 PCH Straps

MiEs) PCH Strap 0

SMLink1 Enable true true (default) = SMLink1 is being used
[Z3J PCH Strap 1

[03 PCH Strap 2 by EC/S10/BMC for Thermal Reporting.

. [ PCH Strap 4 false = Set for all other platforms

[ PCH Strap 7 SMLink1 Frequency Standard Mode | Treat as reserved.
-.[Z0 PCH Strap @ (up to 100kHz)
-2 PCH Strap 10
--[C3 PCH Strap 11
-[Z0 PCH Strap 14
-.[[3 PCH Strap 15
—-[_0 PCH Strap 17
[ PCH Strap 19

SMLinkO Frequency Fast Mode Plus Treat as reserved.
(up to 1MHz)

Table 2-15. Flash Image | Descriptor Region | PCH Straps | PCH Strap 1

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
* Select the Flash Image tab
- Select Flash Image | TPM CLock Frequency 33MHz This field identifies the frequency that
Descriptor Region | PCH should be used with the TPM on
Straps | PCH Strap 1 SPI. This field is undefined if the TPM on
e Set the parameters in the SPI is disabled by softstrap

PCH Strap 1 section as
shown

..... 3 Descriptor Map

----- [Z31 Component Section

G- C0 Master Access Section
Dual Output Read Enable true This soft strap only has effect if Dual

= PCH 5t

SRS raps Output read is discovered as

TPM on SPI false

""" o= _ trap supported via SFDP
""" o= If parameter table is not detected via
----- 3 PCH Strap 2 SFDP, this bit has no effect and
----- [Z3 PCH Strap 4 Dual Output Read is controlled via the
..... Z3 PCH Strap 7 Flash Descriptor Component
..... Z3 PCH Strap 9 Section. Dual Output Fast Read Support Bit
""" ua ead Enable true is soft strap only has effect if Dual
[0 PCH Strap 10 Dual 10 Read Enabl This soft ly has effect if Dual 1/0
..... [Z31 PCH Strap 11 Read is discovered as supported
----- 231 PCH Strap 14 via SFDP
""" (3 PCH Strap 15 Quad Output Read Enable true This soft strap only has effect if Quad
----- [C2 PCH Strap 17 Output Read is discovered as
----- [C3 PCH Strap 19 supported via SFDP
Quad 10 Read Enable true This soft strap only has effect if Quad

Output Read is discovered as
supported via SFDP
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Table 2-16. Flash Image | Descriptor Region | PCH Straps | PCH Strap 2

ntel.

Location

G-
E_].

Follow navigation tree below:

Select the Flash Image tab

Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 2

Set the parameters in the
PCH Strap 2 section as
shown

-[C3 Descriptor Map
-[Z3 Component Section
[C1 Master Access Section
A25) PCH Straps

----- [Z3 PCH Strap 0

----- 3 PCH Strap 1

----- =1ocH sirop 2

----- [Z3 PCH Strap 4

----- Z3 PCH Strap 7

----- 3 PCH Strap 9

----- 23 PCH Strap 10

----- 3 PCH Strap 11

----- Z3 PCH Strap 14

----- 221 PCH Strap 15

----- [Z3 PCH Strap 17

----- Z3 PCH Strap 19

Table 2-17. Flash Image

Location

Parameter CRB Set To Settings for Any Platform
Yellow means custom settings may be required.
Intel® ME SMBus 12C false Treat as reserved.
Address Enable
Intel® ME SMBus 12C 0x00 Treat as reserved.
Address (SMBI2CA)
Intel® ME SMBus MCTP false Treat as reserved.
Address Enable
Intel® ME SMBus MCTP 0x00 Treat as reserved.
Address
Intel® ME SMBus ASD false This field is only used when Intel® AMT is
Address Enable enabled and there is an Alert Sending
(MESMASDEN) Device (ASD) attached to the host SMBus
segment.
Note: Please consult the target hardware
designer to determine this setting.
Intel® ME SMBus ASD 0x00 Note: Please consult the target hardware
Address (MESMASDA) designer to determine this setting
| Descriptor Region | PCH Straps | PCH Strap 4
Parameter CRB Set To Settings for Any Platform

Follow navigation tree below:

Select the Flash Image tab

Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 4

Set the parameters in the
PCH Strap 4

[ Descriptor Map

3 Component Section
3 Master Access Section

=3 PCH Straps

----- C3 PCH Strap 0
----- 3 PCH Strap 1
----- Z3 PCH Strap 2
----- o EETn
----- 3 PCH Strap 7
----- C3 PCH Strap 9
----- Z3 PCH Strap 10
----- Z3 PCH Strap 11
----- Z3 PCH Strap 14
----- Z3 PCH Strap 15
----- 23 PCH Strap 17
----- Z3 PCH Strap 19

Yellow

means custom settings may be required.

GbE PHY SMBus Address 0x64 Intel wired LAN PHY SMBus address. No
change required for this soft-strap value.
GbE MAC SMBus Address 0x70 Intel wired LAN MAC SMBus address. No
change required for this soft-strap value.
GbE MAC SMBus Address true true (default) = Intel integrated LAN is
Enable enabled
false = Third-party LAN is present
Note: This field is read only if Intel
integrated LAN is disabled. See Table 2-2
PHY Connectivity 10: PHY on 10: PHY Connectivity = Intel LAN is
SMLinkO present

00: No PHY Connected (default) =
Third-party LAN is present only

Note: This field is read only if Intel
integrated LAN is disabled. See Table 2-2
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intel.

Table 2-18. Flash Image | Descriptor Region | PCH Straps | PCH Strap 7

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Intel® ME SMBus 0x00000000 Intel® ME SMBus Subsystem Vendor &
- Select the Flash Image tab. | Subsystem Vendor & Device ID for ASF2.
Device ID for ASF2
* Select Flash Image |

Note: Please consult the target hardware

Descriptor Region | PCH designer to determine this setting

Straps | PCH Strap 7

* Set the parameters in the
PCH Strap 7

----- |21 Descriptor Map

----- 3 Component Section

-0 Master Access Section

=43 PCH Straps

..... [Z31 PCH Strap 0

..... 3 PCH Strap 1

..... Z PCH Strap 2

..... [Z1 PCH Strap 4

----- =Pct stran 7

..... 3 PCH Strap 9

----- [Z3 PCH Strap 10

..... [Z PCH Strap 11

..... C PCH Strap 14

----- Z PCH Strap 15

..... [Z1 PCH Strap 17

..... 3 PiCH Strap 19
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intel

Table 2-19. Flash Image | Descriptor Region | PCH Straps | PCH Strap 9

Location

Parameter

CRB Set To

Settings for Any Platform

Foll

3]

ow navigation tree below:
Select the Flash Image tab
Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 9

Set the parameters in the
PCH Strap 9

-[Z3 Descriptor Map

-[C3 Cemponent Section
-_3 Master Access Section
=4 PCH Straps

----- Z3 PCH Strap 0
----- Z3a PCH Strap 1
----- Z3 PCH Strap 2
----- Za PCH Strap 4
----- Z3J PCH Strap 7
----- o CEETE
----- Ca PCH Strap 10
----- Z3 PCH Strap 11
----- Za PCH Strap 14
----- Z3 PCH Strap 15
----- Za PCH Strap 17
----- 23 PCH Strap 19

Yellow means custom settings may be required.

TEMP_ALERT# or
SML1ALERT# Select

TEMP_ALERT#

Treat as Reserved.

Subtractive Decode Agent
Enable

true

true = A PCI Bridge chip is connected to
the MCP

false (default) = A PCI Bridge chip is not
connected to the MCP

Note: Please consult the target hardware
designer to determine this setting

Intel® PHY Over PCI Express
Enable

true

Treat as Reserved.

GbE PCle Port Select

100:Port 5
Lane 2

Only necessary if Intel LAN is present.
101 = Third-party LAN is present (don’t
care setting)

Note: This field is read only if Intel
integrated LAN is disabled. See Table 2-2

000 = Port 3
001 = Port 4
010 = Port 5 Lane O
011 =Port 5 Lane 1

100 = Port 5 Lane 2
101 = Port 5 Lane 3

PCle Lane Reversal 2

false

This parameter must reflect platform
topology.

Note: This parameter can only be set to
PCle Lanes 4-7 are reversed if PCle
Port configuration 2 is set to 1x4.

PCle Lane Reversal 1

false

This parameter must reflect platform
topology.

Note: This parameter can only be set to
PCle Lanes 0-3 are reversed if PCle
Port configuration 1 is set to 1x4.

PCle Port Configuration 1

00: 4x1 Ports
1-4 (x1)

Note: Please consult the target hardware
designer to determine this setting

USB3 Port 3 PCle Port 1
Mode

PCle Lane 1 is
statically
assigned to
PCI Express
(or GbE)

This soft strap set the dafault value of the
USB3 PCI Express Port 2 Mode register
that resides in the core well:

PCle Lane 1 is statically assigned to PCI
Express (or GbE)

PCle Lane 1 is statically assigned to USB3
Port 3

Note: Please consult the target hardware
designer to determine this setting

USB3 Port 4 PCle Port 2
Mode

PCle Lane 2 is
statically
assigned to
USB3 Port 4

This soft strap set the dafault value of the
USB3 PCI Express Port 1 Mode register
that resides in the core well:

PCle Lane 2 is statically assigned to PCI
Express (or GbE)

PCle Lane 2 is statically assigned to USB3
Port 4

Note: Please consult the target hardware
designer to determine this setting
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intel

Table 2-20. Flash Image | Descriptor Region | PCH Straps | PCH Strap 10

=4 PCH Straps

Descriptor Region | PCH
Straps | PCH Strap 10

Set the parameters in the
PCH Strap 10 section as
shown

23 Descriptor Map
3 Compeonent Section
[ Master Access Section

----- Z3 PCH Strap 0
----- Za PCH Strap 1
----- [Z3J PCH Strap 2
----- Z3 PCH Strap 4
----- 3 PCH Strap 7
----- Z3 PCH Strap 9
----- PCr Stran 10
----- C3 PCH Strap 11
----- 3 PCH Strap 14
----- Z3J PCH Strap 15
----- 3 PCH Strap 17
----- Z3J PCH Strap 19

Image | ME Region | Configuration] Integrated Clock Controller.

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
« Select the Flash Image tab
* Select Flash Image | ® - -
Note: Intel™ ICCS settings from PCH Strap 10 is removed and are moved to Flash

ME boot from Flash

true

false (default) = No ME Region binary
loaded, or ME Region binary does not
contain ME ROM bypass image

Note: On BO and later MCP stepping
parts this setting should be set to
‘false’

Reserved

false

This value must be set to ‘false’

ME Debug SMBus

Emergency Mode Enable

false

Note: This option should not be enabled.
Treat as Reserved.

ME Debug SMBus

Emergency Mode Address

0x00

0x38 = Recommended SMBus address for
ME Debug Set for non-production/debug
platforms.

0Ox00 = Set for production platforms.

ME Debug LAN
Emergency Mode

false

Note: This option should not be enabled.
Treat as Reserved.

ME Debug Extended Data

Enable

Disabled
(default)

MDES Extended Data:

Disabled (default)

MDES data transmitted over SMBUS by
boot path (including ROM)

ME Reset Capture on
CL_RST1#

false

Determines if ME reset assert/de-assert
can be observed on MCP pin CL_RST1#.
true = ME reset assert/de-assert can be
observed on MCP pin CL_RST1#

false = CL_RST1# usage is available as
per Wildcat Point-LP EDS

Deep SX Enable

false

true (default) = Platform HW
configuration supports DSW rail and entry
into Deep S3, S4 / S5.

false = For platform that do not support
DSW rail or Deep S3, S4 / S5.

Note: Please consult with the target
hardware designer to determine this
setting.

Note: See Section 4.3 — for details on
configuring this option.

Intel® Platform Trust

Technology Permanent

Disable

No

This option enables / disables the Intel®
Platform Trust Technology using soft strap.

Yes - Disable Intel® Platform Trust
Technology

No - (default) Enable Intel® Platform
Trust Technology

See Appendix D for configuration details

DCI Pre-manufacturing

Enable

Disabled

This setting configures the DCI interface
for the platform.
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Table 2-21. Flash Image | Descriptor Region | PCH Straps | PCH Strap 11

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
« Select the Flash Image tab
- Select Flash Image | SMLink1 12C Target CRB uses false | true (default) = Enable EC/SIO/BMC to
Descriptor Region | PCH Address Enable interact Thermal Reporting feature over
Straps | PCH Strap 11 SMLink1
- Set the parameters in the false = Platform has no EC/SIO/BMC on
PCH Strap 11 section as SMLink1
shown SMLink1 12C Target CRB uses O0x0 This parameter defines a write address for
----- Z2 Descriptor Map Address PCH over SMLink1. Set this to an address
_____ 3 Component Section supported by EC/SIO/BMC hardware. Note
. that PCH/Intel® ME acts as slave on
G- (3 Master Access Section SMLink and EC/SIO/BMC acts as master.
=23 PCH Straps 0x4C (default) = PCH SMBus write
----- 3 PCH Strap 0 address for EC on mobile CRB
..... a1 PCH Strap 1 OxO_O = Platform has no EC/SIO/BMC on
----- (3 PCH Strap 2 SMLink1
----- rap in arget uses false | true (default) = Enable to
3 PCH 5t 4 SMLink1 GP T CRB fal defaul Enable EC/S10/BMC
..... C3 PCH Strap 7 Address Enable interact Thermal Reporting feature over
""" (3 PCH Strap 9 fSN:LmklPl tform h EC/SIO/BMC
alse = Platform has no on
----- [Z31 PCH Strap 10 SMLink1
----- [E=] PCH Strap 11
_____ ) PCH Strap 14 SMLink1 GP Target CRB uses 0x0 This parameter defines a read address for
P Address PCH over SMLink1. Set this to an address
----- [ PCH Strap 15 supported by EC/SIO/BMC hardware. Note
..... Z31 PCH Strap 17 that PCH/Intel® ME acts as slave on
_____ 31 PCH Strap 19 SMLink and EC/SIO/BMC acts as master.
0x4B (default) = PCH SMBus read
address for EC on mobile CRB
0x00 = Platform has no EC/SIO/BMC on
SMLink1
Broadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide 37

Intel Confidential



Image Creation: Flash Image Tool (FITC)

Broadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide

Intel Confidential

38



]
Image Creation: Flash Image Tool (FITC) l n tel

Table 2-22. Flash Image | Descriptor Region | PCH Straps | PCH Strap 14

Location Parameter I CRB Set To I Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
* Select the Flash Image tab SMLink1/GPIO Select Pins assigned to | This setting determies if the GPIO 74 and
< Select Flash Image | GPIO [GPIO74/ | GPIO 75 pins are assigned to Native mode
Descriptor Region | PCH GPIO75] or assigned to GPIO.

Straps | PCH Strap 14

* Set the parameters in the

PCH Strap 14 section as Pins assigned to GPIO [GPIO74/GPIO75]

shown Pins assigned to Native mode
) [SMLink1_Data/SMLink1_CIk]
""" 3 Descripter Map ) PCle Lane Reversal 3 PCle Port 6 Lane | This configures the Lane Reversal behavior
----- L0 Component Section 0-3 are not for PCle Port 6 if configured as a 4x1 port.
-3 Master Access Section reserved
E1-S3 PCH Straps PCle Port 6 Lane 0-3 are not reserved
(3 PCH St o PCle Port 6 Lane 0-3 are reserved when
""" rap configured as 1x4
""" [ PCH Strap 1 PCle Port Configuration 11: 1x4 This configures the default value of the
----- 3 PCH Strap 2 Strap 3 PCle port COnfiguration 2 register for PCle
----- Z3 PCH Strap 4 Port 6.
..... Z3 PCH Strap 7 00: 1x1
..... [Z3J PCH Strap 9 10: 1x2
..... Z3 PCH Strap 10 11: 1x4
----- 3 PCH Strap 11 PCle Port Configuration 11: 1x4 This configures the default value of the
----- [@=) PCH Strap 14 Strap 2 PCle port COnfiguration 2 register for PCle
..... 3 PCH Strap 15 Port 5.
..... 3 PCH Strap 17 00: 1x1
..... Z3 PCH Strap 19 10: 1x2
11: 1x4
SATA Port O PCle Port 6 Statically This configures the SATA Port O PCle Port 6
Lane 3 Mode assigned to SATA | Lane 3 mode.
Port O

Statically assigned to SATA Port O
Statically assigned to PCle Port 6 Lane 3
Reserved

Assigned based on the native mode of
GP1034 pin

SATA Port 1 PCle Port 6 Statically This configures the SATA Port 1 PCle Port 6
Lane 2 Mode assigned to SATA | Lane 3 mode.

Port 1

Statically assigned to SATA Port 1
Statically assigned to PCle Port 6 Lane 2
Reserved

Assigned based on the native mode of
GPIO35 pin

SATA Port 2 PCle Port 6 Statically This configures the SATA Port 2 PCle Port 6
Lane 1 Mode assigned to SATA | Lane 3 mode.

Port 2

Statically assigned to SATA Port 2
Statically assigned to PCle Port 6 Lane 1
Reserved

Assigned based on the native mode of
GPI1036 pin

SATA Port 3 PCle Port 6 Assigned based | This configures the SATA Port 3 PCle Port 6

Lane O Mode on the native Lane 3 mode.

mode of GPIO37
pin Statically assigned to SATA Port 3

Statically assigned to PCle Port 6 Lane O

Reserved

Assigned based on the native mode of

GPIO37 pin

Backbone Clock Source OPI PLL is the This setting configures the Backbone Clock
Select source Source.

OPI PLL is the source
PCle PLL is the source
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Table 2-23. Flash Image | Descriptor Region | PCH Straps | PCH Strap 15

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.

« Select the Flash Image tab

- Select Flash Image | PCle Power Stable Timer t205b timer is This strap controls the behavior of the
Descriptor Region | PCH Enable disabled t205b timer.
Straps | PCH Strap 15

* Set the parameters in the t205b timer is disabled
PCH Strap 15 section as MCP will count 99ms from PWROK
shown assertion before PLTRST# is de-asserted

..... [Z1 Descriptor Map

3 Component Section Note: See Wildcat Point-LP EDS for details

-2 Master Access Section SLP_WLAN#/GP1029 false true = Enables GP1029 and disables
153 PCH Straps Select SLP_WLAN# functionality.
_____ £ PCH Strap 0 false =Set to false to use have GPIO

3 PCH S 1 behave as SLP_WLAN#.
..... trap

..... PCH Strap 2 t1001 Timing 1 ms This setting controls t1001 timing from
g PCH Strap 4 CPUWRGD assertion to SUS_STAT#.
..... rap

----- L3 PiCH Strap 7
----- L3 PCH Strap 9

1ms (default)

30us
----- L3 PCH Strap 10 5ms
----- C3a PCH Strap 11 >ms
----- [ PCH Strap 14
_____ a Note: See Wildcat Point-LP EDS for details
----- 3 PCH Strap 17 t573 Timing 1ims This setting controls minimum t573 timing
..... 31 PCH Strap 19 from XCK_PLL locked to CPUWRGD.

100 ms (default)
50 ms

5 ms

1ms

Note: See Wildcat Point-LP EDS for details

Intel®Integrated LAN true true = Intel LAN is enabled

Enable false = Intel LAN is disabled

Note: This field is read only if Intel
integrated LAN is disabled. See Table 2-2.

Deep Sx Platform false true (default) = Platform HW
configuration supports DSW rail and entry
into Deep S3, S4 / S5.

false = For platform that do not support
DSW rail or Deep S3, S4 / S5.

Note: Please consult with the target
hardware designer to determine this
setting.

Note: See Section 4.3 — for details on
configuring this option.
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Table 2-24. Flash Image | Descriptor Region | PCH Straps | PCH Strap 17

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

« Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 17

« Set the parameters in the
PCH Strap 17 section as
shown

..... [Z3 Descriptor Map
----- 3 Component Section

=423 PCH Straps

----- Z2 PiCH Strap 0
----- [Z3 PCH Strap 1
----- Z2 PiCH Strap 2
----- 2 PiCH Strap 4
----- 23 PCH Strap 7
----- 2 PiCH Strap @
----- 233 PCH Strap 10
----- 2 PCH Strap 11
----- [Z3 PCH Strap 14
----- Z21 PiCH Strap 15

----- =] PCH Strap 17

----- 233 PCH Strap 19

Yellow

means custom settings may be required.

F-- L3 Master Access Section

BTM/FCIM Select

Full Clock
Integrated Mode

If MCP clock boot mode is specified by soft
strap then this parameter specifies
whether the MCP clocks boot in Full Clock
Integrated Mode (FCIM) or Buffer Through
Mode (BTM).

NOTE: Buffer Through Mode (BTM) is NOT
POR mode supported by Broadwell PCH-LP
Platform 1/0 and it will not be validated by
Intel.

Table 2-25. Flash Image | Descriptor Region | PCH Straps | PCH Strap 19

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
« Select the Flash Image tab

= Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 19

« Set the parameters in the
PCH Strap 19 section as
shown

----- L2 Descriptor Map

----- [ Component Section

=44 PCH Straps

----- Z3 PCH Strap 0
----- 3 PCH Strap 1
----- C3 PCH Strap 2
----- 3 PCH Strap 4
----- 3 PCH Strap 7
----- 23 PCH Strap 9@
----- 23 PCH Strap 10
----- Z3 PCH Strap 11
----- Z3 PCH Strap 14
----- C3 PCH Strap 15
----- 3 PCH Strap 17

..... (@8] PCH Strap 19

Yellow

means custom settings may be required.

SATA MPHY Power Control

Default

O=configures pin
as SATA MPHY PC
(out)

This strap configures the default state of
GP1035/

SATAP1_PCIE6L2B_MODE/SATAPC.

0 = Set as SATA MPHY Power Control
(SATAPC) - Default

1 = Enable SATA Port 1 PCle Port 6 Lane 2
Mode (SATAP1_PCIEP6L2_MODE)

- [Z3 Master Access Section

USB3 MPHY Power
Control Default

O=configures pin
as USB3 MPHY
PC (out)

This strap configures the default state of
GP1076/BMBUSYB/USB3PC. If

it is not set as USB3PC, the pin will switch
to GPIO (Input) until it is

configured by SW to BMBUSY#.

0 = Set as USB3 MPHY Power Control
(USB3PC) - Default

1 = Set as GP1O76
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2.5

Figure 2-4.

Note:

Note:

2.6

Note:

Configure MCP Silicon SKU

Use the SKU Manager Combo Box to select the appropriate platform type for your
specific chipset.
For Intel® ME 5MB FW, the only valid choices are:

- Mobile 4th Generation Intel® Core™ Processor (U-Series) Platform 1/0Broadwell
PCH-LP Platform 1/0 Chipset

— Premium - Mobile

— Mainstream - Mobile

— Premium BDW U - Mobile
— Base BDW U - Mobile

— Premium BDW Y - Mobile
— No Emulation

Note: To configure a single image that will work on Haswell / Wildcat Point and
Broadwell /7 Wildcat Point MCPs set the SKU dropdown selection to No Emulation.

Note: For Haswell /7 Wildcat Point Super SKU MCPs the LPC Device ID will not show
as 9CC1h as noted in the Wildcat POint-LP EDS specifications it will be shown as
9CC3h

SKU Manager Combo Box

Premium BDW U - Mobile |

E Premium - Mobile
Mainstream - Maobile
Premium BOW U - Mobile
Base BDW L - Mahile
Premium BDW Y - Mohile
Mo Emulation

When a MCP SKU is selected in FITC, Super SKU MCP silicon will then behave as if it
were the selected Production SKU MCP silicon from Intel® ME FW perspective. The SKU
Manager selection option has no effect on Production SKU MCP silicon. Features cannot
be enabled on such SKUs that do not support them.

The SKU Manager combination box changes the LPC device ID which is used to identify
the MCP. If there are issues with drivers, host software, or BIOS that do not recognize
the MCP, then select the appropriate SKU with Super SKU DID.For more information
see Section 4.2 for Intel® ME FW features listed by Production SKU silicon.

Sections of FITC other than the Features Supported folder under Flash Image ME]|
Region| Configuration will not reflect what is disabled for the selected MCP silicon
SKU and/or ME FW binary.

Intel®ME FW Feature Configuration

Do not load or change any parameters in the Configuration tab until you load an
Intel®ME Region binary (see Table 2-3).
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Note:

2.6.1

Table 2-26.

For LynxPoint / Wildcat Point MCP configurations use the
PreProduction_Rom_Bypass binary.

Firmware Features and Capabilities

Flash Image | ME Region | Configuration | ME (Sheet 1 of 2)

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

« Select Flash Image | ME
Region | Configuration |

Yellow means custom settings may be required.

FW Update OEM

00000000-0000-

This field provides the ability to target FWUpdate

ME ID 0000-0000- (FWUpdLcl.exe) by Platform OEM. This ID will make
. 000000000000 | sure that customers can only update a platform
= Set the parameters in the ME with an image coming from the platform OEM. If set
section as shown to an all zeros, then any input is valid when doing a
£ Flash1 firmware update.
ash Image
. . LAN Power Well 3 Intel LAN power configuration selection:
+--[_] Descriptor Region 3
=-0 P ] 9 Config 0 = Core Well (SLP_S3#)
----- (&} PDR Region 1 = Sus Well (RSMRST#)
..... D GhE Regign 2 = ME Well (SLP_M#)
23 ME Region 3 (recommended) = SLP_LAN#
Ea Configuration WLAN Power Well 0x86 0x80 = Disabled
e E Config 0x82 = Sus Well
: 0x83 = ME Well
(0 Features Supported 0x86 = WLAN Sleep via SLP_ WLAN# (default)
M3 Power Rails true true = M3 power rails designed on platform (ME is
Availability powered by standby)
false = M3 power rails not designed on platform
(ME is powered by core)
Note: Please consult the target hardware designer
to determine this setting.
Host ME Region true false = Disable HMFPRO LOCK and HMFPRO

Flash Protection
Override

ENABLE Intel® MEI messages for BIOS-based FW
Update

true = Enable this capability

Note: Please consult the target BIOS developer to
determine this setting.

PROC_MISSING

No onboard glue
logic

Only set if there is glue logic present on the board
to enable if the processor is missing.

Note: This field is read only if a Mobile SKU is
selected in the SKU Manager pull down box.

Note: Please consult the target hardware designer
to determine this setting.
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Table 2-26. Flash Image | ME Region | Configuration | ME (Sheet 2 of 2)

Location

Parameter

CRB Set To

Settings for Any Platform

Processor
Emulation

Emulate Intel®
vPRO™
capable

Processor

Set this parameter to the type of processor that the
target system will use during production. This field
will emulate that processor class for pre-production
silicon.

It is necessary to set this to Emulate Intel® vPRO
Processor in order to enable Intel® AMT.

OEM Tag

0x00000000

This value allows OEMs to set a unique nhumber
value in their firmware images to allow for easier
identification.

Hide FW Update
Control

false

This option determines if the MEBx FW Update is
visible or hidden from end users.

‘false’ - The Intel® MEBx FW update option will be
visible to end users.

‘true’ - The Intel® MEBx FW update option will not
be visible to the end user.

Debug Si
Features

0x00000000

Allows OEM Control to enable FW features to assist
with the debug of the platform. This control has no
effect if used on production silicon.

Bit O: Disable DRAM_INIT_DONE timeout

Bit 1: Disable FW WDT (when descriptor is
unlocked)

Bit 2: Disable CPU_RESET_DONE timeout
Bit 3: Override power package to always enter M3
Bit 4: Disable Power Gating

Prod Si Features

0x00000000

Allow OEM Control to enable FW features to assist
with the production platform.

Bit O: Extend DRAM_INIT_DONE timeout to 30
minutes

Bit 1: Disable FW WDT (when descriptor is
unlocked)

Bit 2: Disable CPU_RESET_DONE timeout
Bit 3: Override power package to always enter M3

M3 Autotest
Enabled

false

This enables Intel®ME FW M3 auto test during
platform early boot.

‘false’ - The Intel®ME FW will not run M3 tests
during first boot after

plattorm image flash.

‘true’ - The Intel®ME FW will run M3 tests during
first boot after

platform image flash.

Independent
Firmware
Recovery Enable

true

This option determines if Independent Firmware
Recovery

is enabled.

‘false’ - Independent Firmware Recovery is disabled
in the

firmware.

‘true’ - Independent Firmware Recovery is enabled
in the

firmware.

Screen Blanking
Enabled

false

This option will enable monitor screen blanking
during remote screen redirection sessions.

Note: This feature is only available on specific
CPU models.

CEK
Configuration

Blank

Treat as Reserved
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Table 2-27. Flash Image | ME Region | Configuration | Features Supported

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

* Select Flash Image | ME
Region | Configuration |
Features Supported

« Set the parameters in the
Features Supported section
as shown

425 Flash Image

B2 Descriptor Region
..... [X] PDR Region

..... 1 GbE Region
-9 ME Region
B3 Configuration

B8] Features Supported

Yellow means custom settings may be required.

Enable Intel® Standard No
Mane(lgeability; Disable
Intel™ AMT
Intel® Manageability No Note: Setting any of these options
Application Permanently to ‘Yes’ will permanently disable that
Disabled? specific feature.
Once the feature is disabled in this
AP P T No manner only re-flashing the ME
Disabled .
region can re-enable the
KVM Permanently No feature.
Disabled? Fields are read only if the feature is
not supported by respective PCH
TLS Permanently No
Disabled? SKU selected by PCH SKU pull down
(see ).
Intel® Anti-Theft No
Technology Permanently
disabled
Intel® ME Network No
Service Permanently
disabled
Manageability Application Enabled This setting determines shipping state of
Enable/Disable the Manageability Application in the base
image.
Setting Options:
Enabled (Full Manageability) Default
Disabled (No Manageability)
Intel® Platform Trust Disabled See Appendix D for configuration details

Technology Enable/
Disable

Note: The Feature supported settings shown above are an example.
Refer to Appendix 4.2 for information on specific SKU related settings.
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Table 2-28. Flash Image | ME Region | Configuration | Manageability Application

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

« Select Flash Image | ME
Region | Configuration |
Manageability Application

« Set the parameters in the
Manageability Application
section as shown

-3 ME

[0 Features Supported

BV iresesives Apsicaton
-3 Intel (R) NFC Capabilities
-2 Intel (R) Anti-Theft Technalogy
[ Boot Guard

-7 Platform Trust

-3 RPMC

-3 ME Debug Event Service
-7 Setup and Configuration
-3 Integrated Clock Controller

Yellow

means custom settings may be required.

Boot into BIOS Setup
Capable

false

This setting has no FW impact and is used
to report BIOS capability.

Note: This must be determined by the
target platform BIOS developer.

Pause during BIOS Boot
Capable

false

This setting has no FW impact and is used
to report BIOS capability.

Note: This must be determined by the
target platform BIOS developer.

BIOS Reflash Capable

false

This setting has no FW impact and is used
to report BIOS capability.

Note: This must be determined by the
target platform BIOS developer.

Enforce Secure Boot over
IDER

false

This setting controls the enforement of
BIOS Secure boot for IDEr sessions.

true = Notifies BIOS that Secure boot
during IDEr sessions is available.

false = Notifies BIOS that Secure boot
during IDEr sessions is not available.

This setting has no FW impact and is used
to report BIOS capability.

Note: This must be determined by the
target platform BIOS developer.

USBr EHCI 1 Enabled

11b Enabled

Enables KVM to use keyboard and mouse
input on USB ports connected to EHCI 1

USBr EHCI 2 Enabled

10b Disabled

Enables KVM to use keyboard and mouse
input on USB ports connected to EHCI 2

Privacy/Security Level

Default

Configures the Manageability Engine
Redirection ports:

Default - Enables all ports with no User
Consent required for Redirection and
enables Remote Configuration / Client
Control Mode (Host Based Setup and
Configuration).

Enhanced - Requires User Consent for
Redirection and enables Remote
Configuration / Client Control Mode (Host
Based Setup and Configuration).

Extreme - Disables Redirection and
Remote Configuration / Client Control
Mode (Host Based Setup and
Configuration)

Note: Intel strongly recommends creating
images that require user consent to begin
KVM sessions. Disabling user consent may
compromise privacy protections provided
by Intel®AMT.

AMT Idle Timeout

65535

This setting determines the how long the
Manageability Application will stay on
before transitioning to the M-off state.
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Table 2-29. Flash Image | ME Region | Configuration | Intel® NFC Capabilities

-3 Platform Trust

-[C3 RPMC

-3 ME Debug Event Service
-[_0 Setup and Configuration
-[C Integrated Clock Controller

Location Parameter CRB Set To Settings for Any Platform

Follow navigation tree below: Yellow means custom settings may be required.
° gileicé:lﬁzgr:?iqafrinlimﬁ Near Field false This parameter controls whether or not

Int?el® NFEC Car?abilities Set Communication Enabled NFC is enabled on the platform.

the parameters in the Intel®

NFC Capabilities section as true - NFC Enabled

shown false - NFC Disabled
-3 ME SMBus Address 0x28-NXP This parameter controls the SMBUS slave

address of the NFC HW module. This
~[10 Features Supported address may vary from one NFC module
-1 Manageability Application vendor to another. Make sure you know the
W] intel (R NEC Capabiliti SMBUS address used by your NFC HW
[:I module. If you use Magnetics Peak (MGP)
-[Z0 Intel (R} Anti-Theft Technology module, the address should be set to OX5E.
-[.1 Boot Guard = = :
Active GPIO GP1026 This parameter determines the GPIO used

as IRQ line between the MCP (Intel ME FW)
and the NFC module. You should set the
GPIO based on the HW design of the
platform. Options are: GP1026 or GP1073

Table 2-30. Flash Image

| ME Region | Configuration | Int

el® Anti-Theft Technology

Location

Follow navigation tree below:

* Select Flash Image | ME
Region | Configuration |
Intel® Anti-Theft
Technology

« Set the parameters in the
Intel® Anti-Theft
Technology section as shown

-3 ME

-[[ Features Supported

-1 Manageability Application
[0 Intel (R} MFC Capabilities
B=icc @ At Thet Technolog)
.1 Boot Guard

-2 Platform Trust

-3 RPMC

-3 ME Debug Event Service
([ Setup and Configuration
[ Integrated Clock Controller

Parameter CRB Set To Settings for Any Platform
Yellow means custom settings may be required.

Allow Unsigned Assert false Treat as reserved.

Stolen

Intel(R) Anti-Theft BIOS Disabled Treat as reserved.

Recovery Timer

Flash Protection Override
Policy Hard

Allowed When AT
Not Provisioned

Treat as reserved.

Flash Protection Override
Policy Soft

Allowed When AT
Not Provisioned

Treat as reserved.
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Table 2-31. Flash Image | ME Region | Configuration | Boot Guard

Location

Follow navigation tree below:

« Select Flash Image | ME
Region | Configuration |
Boot Guard Set the
parameters in the Boot
Guard section as shown

.3 ME

-[[7 Features Supported

-0 Manageability Application
- Intel (R) MFC Capabilities
[ Intel (R) Anti-Theft Technology
Bt oo

-[Z3 Platform Trust

- RPMC

-1 ME Debug Event Service
([ Setup and Configuration
[ Integrated Clock Controller

Parameter CRB Set To Settings for Any Platform
Yellow means custom settings may be required.
OEM Public Key Hash <Raw hash string | This is a 256-bit field representing the
or certificate SHA-256 hash of the OEM public key that
file> corresponds to the private key used to sign

the BIOS-SM.
Enter raw hash string or certificate
file.

Key Manifest 1D 0x0 Contains the has of another public key,
used by the ACM to verify the Boot Policy
Manifest.

Boot Guard Profile Boot Guard See Appendix C for profile details.

Configuration Profile O -

No_FVME

CPU Debug Disabled false false - Do not disable any CPU debug
modes.
true - Disable CPU debug modes.

BSP Initialization Disabled false false - If BSP receives an INIT, BSP
handles it normally.
true - If BSP receives an INIT, BSP signals
an error to the BSS register and enters
unrecoverable shutdown.

Note: After the End of Manufacturing command, these settings will be permenatly set into the FPFs contained in the
MCP. If disabled, the specific MCP can never be enabled for Boot Guard

If the MCP has already been set through a previous End of Manufacturing command, these settings will not have
any affect

Table 2-32. Flash Image | ME Region | Configuration | Platform Trust

Location

Follow navigation tree below:

* Select Flash Image | ME
Region | Configuration |
Platform Trust

« Set the parameters in the
Platform Trust section as
shown

-3 ME

[0 Features Supported

|20 Manageability Application
-2 Intel (R} NFC Capabilities
-0 Intel (R) Anti-Theft Technology
-1 Boot Guard

B o 1ot

-2 RPMC

|23 ME Debug Event Service
[0 Setup and Cenfiguration
|20 Integrated Clock Controller

Parameter CRB Set To Settings for Any Platform
Yellow means custom settings may be required.
Intel® Platform Trust No This value can be changed under PCH
Technology Permanent Strap 10.
Disable
Intel® Platform Trust Enabled This value can be changed under ME
Technology Enable / Features Supported.
Disable
Intel PTT HW Enable / Enabled Enabled - Intel® Platform Trust Technology

Disable

is set to enabled

Disabled - Intel® Platform Trust
Technology is set to disabled

See Appendix D for configuration details

Note: After the End of Manufacturing
command, this setting will be
permenatly set into the FPFs
contained in the MCP. If disabled, the
specific MCP can never be enabled for
Intel® PTT

If the MCP has already been set
through a previous End of
Manufacturing command, this setting
will not have any affect.
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Table 2-33. Flash Image | ME Region | Configuration | RPMC

intel.

RPMC section as shown

-3 ME

-[[1 Features Supported

-[Z0 Manageability Application
-[Z3 Intel (R} NFC Capabilities
-3 Intel (R} Anti-Theft Technology
-[[3 Boot Guard

-2 Platform Trust

oo

-[ZJ ME Debug Event Service
-|Z0 Setup and Configuration
-[_1 Integrated Clock Controller

Rebinding of RPMC enabled SPI part(s).

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
* Select Flash Image | ME RPMC Supported true This option if depenent on SPI part which
Region | Configuration | have RPMC support
RPMC pport.
« Set the parameters in the RPMC Rebinding true Setting this option to ‘true’ will enable the
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Table 2-34. Flash Image | ME Region | Configuration | ME Debug Event Service

Location

Follow navigation tree below:

+ Select Flash Image | ME Region |
Configuration | ME Debug Event
Service

« Set the parameters in the ME Debug
Event Service section as shown

Intel () Anti-Theft Technelogy
Boot Guard

([ Platform Trust

1 RPMC

ME Debug E
Setup and Configuration
-[[1 Integrated Clock Controller

rent Service

Parameter Value
Error Filter Critical
Logging Interface Flash
Buffer Size 1

Buffer Mode Blocking
Source IP Address 10202

Destination IP Address 10.2.0.255
Destination MAC Address  OCFF17 22 FF 2D

Slave Address 000

Event Filters Click To Edit
Basic Filter configuration:
Filker Group 1 000000001
Filter Group S 000000003
Filker Group & Ox000F0000
Filker Groaup 70 000000001

Advanced Filter configuration (LAN):

Filter Group 1 000000001
Filter Group 4 0x000003FE
Filker Group 5 000000003
Filker Group & Ox000FO000
Filter Group 700 000000001

Advanced Filter configuration (SMBus):

ME Debug Full ME Debug
Parameter Enabled SPI Enabled Settings for Any Platform
Logging™ (FITC 9 Y
Default)

Kame of Event Filter
_Group

Loader

Posver Management

MPC

HECI

MEP

BIOS Debug

WWLAN

Filter Group 1 Ox00000001
Filter Group 4 0x000003F6
Filter Group 5 Cx00000003
Filer Group & Ox000F0000
Filter Group 70 Ox00000001
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Table 2-35. Flash Image | ME Region | Configuration | Setup and Configuration

Location

Parameter

‘ CRB Set To ‘ Settings for Any Platform

-3 ME

-3 RPMC

Follow navigation tree below:

« Select Flash Image | ME
Region | Configuration |
Setup and Configuration

= Set the parameters in the
Setup and Configuration
section as shown

-|_7 Features Supported

-1 Manageability Application

-[_3 Intel (R} NFC Capabilities

-[(0 Intel (R) Anti-Theft Technology
-[Z3 Boot Guard

-2 Platform Trust

-[C3J ME Debug Event Service

MEs] Setup and Configuration

-[_0 Integrated Clock Controller

Yellow means custom settings may be required.

ODM ID used by Intel(R) 0x00000000 These fields are used by Intel® Services.

Services Intel® Identity Protection Technology

System Integrator ID 0x00000000 (Intel® IPT) use ODM ID field only (for

used by Intel(R) Services platform identification between the OEM

Reserved ID used by 0x00000000 | &nd the ISBV).

Intel(R) Services

MCTP static EIDs 0x920030 Defines the Intel® ME 8 bit MCTP endpoint
IDs for Each SMBus segment. Only bits 0-7
are supported to be modified. Bits 8-23
must be left to 0x9200

Permit Period Timer Days This setting determines what the Upgrade

Resolution

Test permit period timer resolution will be.

PKI DNS Suffix

Leave Blank

Determines the DNS Suffix for the
Provisioning Sever.

OEM Default Certificate
Active

false

Certificate Hashes are used to establish
trust during Manageability Application
provisioning. Set the respective field to
true to enable target hash.

OEM Default Certificate
Friendly Name

Leave Blank

Human readable name for respective hash
stream.

OEM Default Certificate
Stream

Leave Blank

Input in raw hashes or certificate files for
the respective hash stream.

OEM Customizable
Certificate 1-3 Active

false

Certificate Hashes are used to establish
trust during Manageability Application
provisioning. Set the respective field to

true to enable the target customizable
hash.

OEM Customizable
Certificate 1-3 Friendly
Name

Leave Blank

Human readable name for respective
customizable hash stream.

OEM Customizable
Certificate 1-3 Stream

Leave Blank

Input in raw hashes or certificate files for
the respective customizable hash stream.

Embedded Host Based
Configuration

false

This option controls the behavior for
Embedded Host Based Configuration.

If set to ‘true’ the Privacy / Security Level
will be read-only and set to default.

If the Privacy / Security Level is set to
Non-Default this option will be read-only
and set to ‘false’.
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2.6.2

Clock Control Parameters

intel.

Table 2-36. Flash Image | ME Region | Configuration | Integrated Clock Controller

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

= On the navigation tree to the
left, select the Flash Image |
ME Region | Configuration
| Intergrated Clock
Controller.

a2 ME

(7 Features Supported

L1 Manageability Application

(3 Intel (R) NFC Capabilities

(1 Intel (R) Anti-Theft Technology
(] Boot Guard

.7 Platfarm Trust

23 RPMC

(3 ME Debug Event Service

(1 Setup and Configuration

a Integrated Clock Centroller

-0 ICC Profile 0 - UserProfile

Note:

Intel® 1CCS settings from PCH Strap 10 are removed . These settings are moved to

Flash Image | ME Region | Configuration| Integrated Clock Controller.

Default Profile Selection

ICC Profile O -
Standard

This value is used to select default profile
to be used by the final generated SPI Flash
binary image by the target platform at
boot time.

This value is valid only if ICC Boot profile is
selected by softstrap.

SPI Flash binary images across multiple
board designs are expected to contain the
same block of clock control parameters.

Selection is limited to the profiles defined
under “Integrated Clock Controller” up to
maximum 16 profiles. Profiles can be
added by right clicking on “Integrated
Clock Controller” and selecting “Add
profile”.

The ‘Record #’ refers to profile created
under the Configuration Tab, Flash Image
| ME Region | Configuration |
Integrated Clock Controller.

Default boot profile for system is 1CC
Profile O - Standard.

Profile Selection By
SoftStrap/BIOS

SoftStrap

Specifies if the ICC Boot Profile is selected
by Soft Strap or controlled by BIOS.

Default Lock Enables
Mask

0:Default

This parameter controls lock enable mask.
it defines the integrated clock registers left
accessible to OS after EOP. Default - Locks
all but the registers used to adjust nominal
clock frequency and spread settings. All
Locked - Locks all clock adjustments after
EOP message received. All Unlocked -
Unlocks all clocks. This option is mainly
used for debug purpose.
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Table 2-37. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
* On the navigation tree to the
left, select the Flash Image |
ME Region | Configuration
| Intergrated Clock
Controller |ICC Profile O-
Standard.

L ME
(7 Features Supported
-3 Manageability Application

Note:

Note:

0.5%DownSpread.

WiMax3G: This profile provides Wimax friendly configuration. This profile will configure
the platform based on the standard profile allowing adaptive clocking adjustment to
reduce EMI interference. Defalut clock frequency is 99.8267MHz with spread

percentage 0.288%-down spread.

FITC provides 2 pre- defined ICC profiles.

Standard: This profile provides default settings for standard configuration, no adaptive
clocking is allowed. Platform clocks output internal and external(CPU,PCle,USB3 and
SATA) are driven from MODDIV2. Default clock frequency is 100 MHz with

In FITC, default profile is Standard. To add other pre -defined profiles ,right
click on Flash Image | ME Region | Configuration | Integrated Clock
Controller | Add profile and choose profile from drop down menu.

-3 Intel (R) NFC Capabilities

-3 Intel (R) Anti-Theft Technology
(3 Boot Guard

(3 Platform Trust

L3 RPML

Profile Name/Description

Standard

This parameter allows user to customize
profile name for for easy identification. By
deafult it uses pre-defined profile name.

-Z1 ME Debug Event Service
-7 Setup and Configuration
423 Integrated Clock Controller

M) 1CC Profile 0 - UserProfile

Parameter | Value
Note: Profile can be re...
Profile Name/Description  Standard

Base Profile Template Standard

Base Profile Template

Standard

This parameter indicates which pre-
defined profile selected when profile was
added.
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Table 2-38. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard | Power Management Settings

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

* On the navigation tree to the
left, select the Flash Image |
ME Region | Configuration
| Intergrated Clock
Controller| ICC Profile O -
Standard| Power
Management Settings.

[ Features Supported
[0 Manageahility Application
[ Intel (R) NFC Capabilities
(3 Intel (R) Anti-Theft Technology
.7 Boot Guard
[ Platform Trust
3 RPMC
|3 ME Debug Event Service
[0 Setup and Configuration
43 Integrated Clock Controller
EE ICC Profile 0 - UserProfile
. O
(13 LPC Clock Settings
[[3 Nominal Clock Settings
[[3 Clock Range Definition Records
(1 Clock Enables Masks
([0 Hardware Registers

Parameter | Yalue

Output Clock Enables
ITPXDP Enable(lb)
SRCO Enable(lb)
SRC1 Enable(lb)
SRC2 Enable(lb)
SRC3 Enable(lb)
SRC4 Enable(lb)

Output Clock Enables

Keep defaults.

This parameter controls enabling /disabling
of specific output clocks at boot time.
These settings should match with platform
hardware design.

For CRB, recommend keeping defaults for
bring up with Intel™ ME FW.

LPC Clock Power

This parameter controls enabling/disabling

Management Keep defaults. of CLKRUN support for CLKOUT_LPC
clocks.
For CRB, recommend keeping defaults for
bring up with Intel® ME FW.

CLKREQ# Associations Keep defaults. This parameter controls association of

dynamic CLKREQ control with SRC(PCle
and CPU) clocks.

For CRB, recommend keeping defaults for
bring up with Intel™ ME FW.

Miscellaneous Power
Settings

Keep defaults.

Dynamic Power Management of HDA PLL
parameter controls enabling/disabling HD
Audio clock source to dynamically bring
this clock down to lower power state when
hardware detects idle condition. This clock
source is used for Gbe, TimeSync and
Azalia.

WarmRest Gating of CLKOUT_DP
parameter controls enabling/disabling the
output enable of the CLKOUT_DP signal
during warm reset.

Note: for WarmReset Gating of
CLKOUT_DP parameter, keep default value.
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Table 2-39. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard | LPC Clock Settings

Location

Parameter CRB Set To

Settings for Any Platform

Follow navigation tree below:

« On the navigation tree to the left,
select the Flash Image | ME
Region | Configuration |
Intergrated Clock Controller]
ICC Profile O - Standard|PC
Clock Settings

----- [0 Features Supported

----- ([0 Manageability Application

----- [0 Intel (R) NFC Capahilities

----- [ Intel (R Anti-Theft Technology
..... [ Boot Guard

----- [ Platform Trust

----- (11 ME Debug Event Service

----- [0 Setup and Configuration

33 Integrated Clock Controller
Ea ICC Profile 0 - UserProfile

[0 Power Management Settings
2 ok Sins

(11 Nominal Clock Settings

(13 Clock Range Definition Records

[0 Clock Enables Masks

Parameter | Value

LPC Buffer Parameters
LPCD Single/Double L..  25chm singl
LPC1 Single/Double L..  25chm singl
LPC2 Single/Double L..  25chm singl
LPCO Slew Rate Control  O:\Weakest(~
LPC1 Slew Rate Control  (0:\Weakest(~
| Bi™2 Sleaws Rate Cnntrnl - MW ealracti -

LPC Buffer Parameters

keep defaults

LPC[0:1] Slew Rate Control parameter
controls slew rate for output clock
CLKOUT_LPC[0:1].

LPC [0:2] Single/Double Load Series
Register parameter allows to set
programmable series resistance for
output clock CLKOUT_LPC[0:2].
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Table 2-40. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard | Nominal Clock Settings

Location Parameter CRB Set To Settings for Any Platform

Follow navigation tree below:

« On the navigation tree to the left,
select the Flash Image | ME
Region | Configuration |
Intergrated Clock Controller]

CPU/PCle/USB3/SATA This parameter controls clock frequency
Clock Settings Keep defaults | and spread setting for MODDIV2 clock.

ICC Profile O - For CRB, recommend keeping defaults for
Standard|Nominal Clock bring up with Intel® ME FW.
Settings.

-[_] Features Supported
-[Z1 Manageability Application
-1 Intel (R) NFC Capabilities
-(Z1 Intel (R) Anti-Theft Technology
-1 Boot Guard
[ Platform Trust
(20 RPMC
-[Z1 ME Debug Event Service
-((1 Setup and Configuration
-4 Integrated Clock Controller
Eﬁ 1CC Profile 0 - UserProfile
[_3 Power Management Settings
[0 LPC Clock Settings
o Coce etings
|23 Clock Range Definition Records
|23 Clock Enables Masks

Parameter Value
CPU/PClefUSB3/SATA Clock Settings
Clock Frequency 100.00
Spread Settings 0.50%
Spread Generator Mode Down
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Table 2-41. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard | Clock Range Definition Records

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

« On the navigation tree to the left,
select the Flash Image | ME
Region | Configuration |
Intergrated Clock Controller]
ICC Profile O - Standard|Clock
Range Definition Record.

Note: Max Nominal Frequency
refers to maximum divider
value which corresponds to
minimum frequency output
value. Min Nominal
Frequency refers to minimum
divider value which
corresponds to maximum
frequency output value.

-[[1) Features Supported

-[Z1 Manageability Application

-1 Intel (R) NFC Capabilities

-1 Intel (R) Anti-Theft Technaology

-] Boot Guard

-7 Platferm Trust

-1 RPMC

-[Z1 ME Debug Event Service

-[( Setup and Configuration

423 Integrated Clock Controller
B3 1CC Profile 0 - UserProfile

|2 Power Management Settings
[0 LPC Clock Settings
[0 Nominal Clock Settings

48] Clock Range Definition Records

.1 Clock Enables Masks

...... |_1 Hardware Registers

Parameter Val
PCle/CPU Clock Source Range Limit...
Max Nominal Frequency 100
Min Neminal Frequency 100
55C Changes Allowed TRY

55C Spread Mode Up Supported FAL
55C Spread Mode Down Supported  TRU
55C Spread Mode Center Supported  FAL
55C Halt Allowed TRY
55C Spread Percentage 0.50

PCle/CPU Clock Source
Range Limit(MODDIV2)

Keep defaults

This parameter controls Max nominal and
Min nominal frequency as well as Max
spread % range for MODDIV2.
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Table 2-42. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard | Clock Enables Masks

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

« On the navigation tree to the left,
select the Flash Image | ME
Region | Configuration |
Intergrated Clock Controller]
ICC Profile O - Standard|Clock
Enables Masks

[ Features Supported

-1 Manageability Application

-0 Intel (R) NFC Capabilities

[0 Intel (R) Anti-Theft Technology

.7 Boot Guard

-7 Platform Trust

3 RPMC

-3 ME Debug Event Service

[ Setup and Configuration

4 Integrated Clock Controller

Ea ICC Profile 0 - UserProfile
[ Power Management Settings
+[0 LPC Clock Settings

-1 Nominal Clock Settings

-3 Cleck Range Definition Records
i) Clock Enables Masks

Parameter

Clock Mask Before POST
LPCO OE Adjustment Allowed TRUE
LPC1 OF Adjustment Allowed TRUE
Clock Mask After POST

LPCO OF Adjustment Allowed  FALSE
LPC1 OF Adjustment Allowed  FALSE

| Value

Clock Mask Before POST

keep defaults

This parameter allows which clocks can
be turned On/Off using HECI command
before POST.

Mask determining which clock output
enables can be modified through the
SET_CLOCK_ENABLES interface prior to
End-Of-POST. Typically prior to EOP, all
OE adjustments should be allowed by the
BIOS. Disabling OE adjustment prior to
EOP will prevent BIOS from runtime
enabling/disabling the clock.

Clock Mask After POST

keep defaults

This parameter allows which clocks can
be turned On/Off using HECI command
after POST.

Mask determining which clock output
enables can be modified through the
SET_CLOCK_ENABLES interface after to
End-Of-POST. Typically after to EOP, only
clocks associated with slotted devices
should remain enabled. All others will be
disabled, so that no runtime adjustments
are allowed.
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Table 2-43. Flash Image | ME Region | Configuration | Integrated Clock Controller | ICC
Profile O - Standard | Hardware Registers

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Keep Defaults This section displays all ICC registers.
« On the navigation tree to the Values are programed k_Jased on
left, select the Flash Image | | Parameter Value par?_lmetﬁrs selected utsmg prﬁ-deflgefd ICcC
i i i profile. If any parameter is changed from
'IVI[IEnth:gg;:’):telngrof::?(uratlon SECURITYD (x00000000 its default value , Hardware register
Controller | ICC Profile O - SECURITVL 0x00000000 ts1r?erfli.fich :odtrtlat pﬁrameter will be
Standard | Hardware ighlighted to yellow.
Registers. SECURITY2 000000000
BIASO (n2ABOZABD Note: Do not modify any Hardware
3 Integrated Clock Controller BIAS] 00000002 registers.

=539 ICC Profile 0 - UserProfile BIAS) (00000000
----- (3 Power Management Settings BIASMISC 000000088
----- [0 LPC Clack Settings CLKPATH 0070F7F99
----- [0 Nominal Clack Settings MODDIV_FB 000000134
----- (13 Clock Range Definition Records |  LCPLLO 00000000
----- (] Clock Enables Masks LCPLUL 000000000
..... 8] Hardware Registers LCPLL2 000005560

LCPLL3 000000000
2.7 Build SPI Flash Binary Image

2.7.1 Build SPI1 Flash Binary Image

In the main menu select Build | Build Image. The image will be saved in the directory
specified by $DestDir parameter and will be named outimage.bin, unless the default
Output Directory in Build | Build Settings was changed (see Section 2.1).

Figure 2-5. Build | Build Image

-mvﬁletmpl.xml - Flazh e ia

File | Build | Help
O

Build Image

Environment Variables...

Build Settings...

------ (3 Component Section

-7 Master Access Section

2.7.2 Save Your Settings

In the main menu select File | Save As.... Select a name and location for the XML file
that contains all the settings configured thus far. It is recommended that you save this
file in your [root)]\Tools\System Tools\Flash Image Tool directory for easy
access.
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Assuming that the custom settings file was saved as customfile.xml to the FITC
directory ([root)]\Tools\System Tools\Flash Image Tool), then these settings
could be loaded in the FITC GUI itself using the main menu option File | Load....

Note: Previous platform generations of the FITC tool required multiple configuration
files to be edited and saved. For this generation, only one configuration file
(customfile.xml) is required.

This custom settings file could also be used to generate an SPI Flash binary image
using the command line, with a command of the form:

fitc.exe [xml_File] [/o <file>] /b
Example usage: > fitc.exe newfiletmpl.xml /o .\temp.bin /b

where:
« <xml_file= — The XML configuration file saved when configuring FITC.

* /0 <file= — The path and filename where the image will be saved. This command
overrides the 'Output path' in the XML file.

» /b — Automatically builds the Flash image. The FIT GUI will not be displayed when
this flag is set, since FIT will run in auto-build mode. Error messages will be
displayed by FITC, if necessary.

2.7.3 Protect Saved Configuration XML File

To avoid custom-configured values from ever overwritten when loading new binaries
files (ie: when loading binaries into BIOS, GbE and ME regions in FITC) do the following
(see Figure 2-6):

= After building the SPI Flash binary image and saving your configuration, close Flash
Image Tool

« Right-click on the saved FITC configuration XML file (customfile.xml) and select
Properties

= Check the Read-Only checkbox and click OK
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Figure 2-6. Protecting FITC Configuration XML File

|2 newfiletmplxml

|| vsccommn.bin

L £?| newfiletmp! |

Type offie: XML Document (i)
Opers it 53 XL Edtar

Locaien:  CAMES.S_1.5M_9.5.0.1133\Tools\Syatem Took\Fl.
Size: £9.1 KB (70.797 bytes)
Sizeondsk: 720 KB (73,728 bytes)

Cresled: Today, August 09, 2012, 18 minutes ago
Modified: Tuesday. July 10, 2012, 3:10:21 PM
Accessed:  Today, fugust 09, 2012, 18 minutes aoo

Emm. Eﬁemﬂmﬂ [ Hidden

PMew folder
Mame = r s ks — e
# | newfiletmplxml Properties u
& fitc.exe -
5 fitcini General | Secuity | Detais | Previous Versions |
|| fitc.log

88
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3

Programming SPI Flash Devices
and Checking Firmware Status

Now that the Flash image file has been created, it can be programmed into the SPI
Flash device(s) of the target machine. For platforms that don’t boot, a Flash Chip
Programmer will be required. For platforms that can boot to DOS or Windows™*, the
Flash Programming Tool (FPT) can be used.

3.1 Flash Burner/Programmer
The specific use of a Flash burner/programmer is beyond the scope of this document.
Here are some general steps that may be followed:

1. Navigate to your Output Directory (as specified in Section 2.7.2) where your
generated SPI Flash image(s) are saved. It is assumed that this image file is named
outimage.bin.

If two total SPI Flash devices were specified during the build process, then
additional image files will be saved, one for each SPI Flash device. These files are
assumed to be named outimage(1).bin and outimage(2).bin.

2. Utilize a Flash burner/programmer to program the image(s). For multiple SPI Flash
devices, the images are numbered sequentially to correspond to the first and
second SPI Flash device accordingly.

3.1.1 In-Circuit SPI Flash Programming for Mobile CRB
Mobile CRBs have the SPI Flash devices soldered down. As a result, to program the SPI
Flash for mobile CRBs, follow these steps:

1. Leave mobile CRB powered off.

2. Connect Flash Programmer (such as DediProg SF100) header to connector JBE1
which is labelled “SPI PROG”. Make sure to line up pin 1 on the header.

3. Change the jumpers to the “Programming SPI1-0” mode as shown in Table 3-1
below.

Table 3-1. Jumper Settings for Mobile CRB SPI Flash Programming
Mode Jjsca J8cs JsD1
Programming SPI-0 1-2 1-2 1-2
Programming SPI-1 1-2 1-2 2-3
Normal Operation 1-X 1-X 1-X

4. Program the first image [outimage(1).bin] to the CRB.

5. Following Table 3-1, change the jumpers to the “Programming SPI-1" mode.

6. Program the second image [outimage(2).bin] to the CRB.

7. Once programming is complete, disconnect the Flash Programmer header. The CRB
is now ready for power on.
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3.2 Flash Programming Tool (FPT)
FPT can be used to substitute for a Flash burner/programmer, provided the system is
capable of booting to a DOS or Windows* OS.
Note: FPT will automatically disable the Intel® ME prior to flashing the image to the
platform.
FPT DOS Version
The DOS versions supported by FPT are: DOS, Free DOS, and DRMK DOS. Use the
following steps to program the SPI Flash devices,

1. Copy all the files in the “(root)\Tools\System Tools\Flash Programming Tool\DOS”
directory to the root directory of a bootable USB key.

2. Navigate to your Output Directory (as specified in Section 2.7.2) where your
generated SPI Flash image(s) are saved. It is assumed that this image file is named
outimage.bin. Copy this image file to the root directory of the USB key.

3. Boot the target system to DOS and change to the root directory of the bootable
USB key. At the DOS prompt type:

fpt.exe /i

The system should respond with the number of SPI Flash devices available. For
example:

--- Flash Devices Found ---

W25Q64BV 1D:0xEF4017 Size: 8192KB (65536Kb)

W25Q64BV 1D:0xEF4017 Size: 8192KB (65536Kb)

Note: If the SPI Flash device does not currently contain a descriptor it may
report only a single device.

4. Program the SPI Flash image to the Flash device(s) by issuing the following
command at the prompt:

fpt.exe /T outimage.bin

If the programming was successful, then the following message will be shown.

FPT Operation Passed

If the programming was NOT successful, then repeat this step to try again. If
programming problems persist, then check the SPI Flash devices and platform
hardware.

5. Execute a platform global reset using FPT -greset. Next go to Section 3.3 to check
the Intel® ME Firmware status.
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3.2.1 FPT Windows* Version

The Windows* OS versions supported by FPT are: Windows* PE, Windows> XP SP2,
Windows* Vista and Windows* 7. There are two versions of FPT for Windows*: a 32-bit
version and a 64-bit version. Most Windows* OS, Windows* XP, Vista and Windows* 7
(32-bit or 64-bit) can use Windows* version of FPT. However, Windows* OS which do
not support 32 bit compatible mode (Win PE 64-bit) must use FPT Windows* 64-bit
version due to compatibility issues.

Use the following steps to program the SPI Flash devices,

1. Navigate to your Output Directory (as specified in Section 2.7.2) where your
generated SPI Flash image(s) are saved. It is assumed that this image file is named
outimage.bin. Copy this image file to FPT directory located at “(root)
\Tools\System Tools\Flash Programming Tool\Windows".

2. Boot the target system to Windows* and open a Command Prompt window. In this
window, change to the FPT directory and at the prompt type:

fptw.exe /i

The system should respond with the number of SPI Flash devices available. For
example:

--- Flash Devices Found ---
W25Q64BV 1D:0xEF4017 Size: 8192KB (65536Kb)
W25Q64BV 1D:0xEF4017 Size: 8192KB (65536Kb)

Note: If the SPI Flash device does not currently contain a descriptor it may
report only a single device.

3. Program the SPI Flash image to the Flash device(s) by issuing the following
command at the prompt:

fptw.exe /f outimage.bin

If the programming was successful, then the following message will be shown.

FPT Operation Passed

If the programming was NOT successful, then repeat this step to try again. If
programming problems persist, then check the SPI Flash devices and platform
hardware.

4. Power down the platform with a G3 power cycle (ensure all power is disconnected
from the system). Next go to Section 3.3 to check the Intel® ME Firmware status.

3.3 Checking Intel® ME Firmware Status

Use the following steps to check the platform health and Intel® ME FW status,

1. Copy the file MEInfo.exe in the “(root)\Tools\System Tools\MEInfo\DOS” directory
to the root directory of a bootable USB key.
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2. Boot the target system and use F2 or Del to enter the BIOS setup menu. Load
default values for BIOS (on Intel® CRBs press F3 to load default values). Save and
reboot (on Intel® CRBs press F4 and select Yes).

3. Boot the target system to DOS and change to the root directory of the bootable
USB key. At the DOS prompt type:

The system should respond with a message similar to below.

As in the above example if there are NO errors shown, then
< your platform’s health is good
« Intel® ME FW has successfully initialized
< Intel® ME FW is operating normally

Note: This section is only intended to show how to use the MEInfo.exe tool for
checking firmware status. For full usage and capabilities of the MEInfo.exe tool, please
see the System Tools User Guide.
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3.4 Common Bring Up Issues and Troubleshooting
Table

Table 3-2. Common Bring Up Issues and Troubleshooting Table

System does not boot to | By default, the system will boot to EFI Shell. To boot to DOS,

DOS 1. Enter BIOS menu, then go to the ‘Boot’ screen

2. Change ‘Boot Option #1’ to be your USB key (ensure USB key is
formatted to be DOS bootable)

3. Press ‘F4’ to save settings and reboot

Hear 3 beeps when Possible device is disconnected or device not found, check
platform powers on « platform power and MCP fan power connectors
e DIMM memory modules

= USB devices (keyboard, mouse, USB key) may be plugged into
inactive USB port

= missing/incorrect jumpers
= missing MCP

No display on monitor Try external graphics card.

USB device not detected | USB device may be plugged into inactive USB port
or does not work

System does not boot Incorrect Flash image — possible reasons:

(Post Code 00) - wrong FW selected during Flash image build process

= wrong Flash size selected

Re-build image with correct settings and re-flash using Flash burner.

8§ 8
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4 Intel® ME Firmware Features -
Details and Settings

4.1 Basic Intel AMT functionality testing

The following information outlined in this section will allow you to verify basic
functionality for Intel® AMT, WebUI and Ping response on the platform.

Table 4-1. Building and Flashing Image to Target Platform

Building and Flashing Image to Target Platform

Stepl: Create the SPI Flash binary image using FITC using the steps outlined in Section 2.

Step2: Configure your type FITC for either Desktop or MOBILE using the steps outlined in Section 2.5.

Step3: Flash the SPI binary image created in Step 2 to the target platform with FPT using the steps outlined in
Section 3
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 1 of 9)

®

intel

Screen

Setup / Testing Steps

POPUP Henu .

Boot the system and verify that
you are able to see the MEBx
splash screen and the <CTRL-P>
prompt is presented.

Next Enter the MEBX using
<CTRL-P>

Intel (R} Management Engine BIOS Extension vB.0.0.0028/Intel (R} HME vB8.0.0.1012
Copyright(C) 2003-11 Intel Corporation. All Rights Reserved

Intel (R} HE General Settings
Intel (B} AMT Configuration
MEBx Exit

Intel(R) HE Passuord

Intel (R} ME Password

[T41=Move Highlight [Enterl=Select Entry [Escl=Exit

Select MEBx Login and hit
<Enter>. Type in the default
MEBXx password ‘admin’ at the
‘Intel(R) ME Password’ prompt
as shown and hit <Enter>.
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 2 of 9)

®

intel

Screen

Setup / Testing Steps

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copuright (C} 2003-11 Intel Corporation. All Rights Reserved

Intel (R} ME General Settings
Intel (B} AMT Configuration
MEBx Exit

Intel (R} HE New Pass

Intel(R) ME Password

[T1]1=Hove Highlight [Enter]l=Select Entry [Escl=Exit

Next you will be presented with
the ‘Intel(R) ME New
Password’ prompt and hit
<Enter>.

Example Password:
Admin~12

Intel (R} Management Engine BIDS Extension v8.0.0.0028/Intel (R} ME v8.0.0.1012
Copyright (C) 2003-11 Intel Corporation. All Rights Reserved

HAIN HENU

Intel (R} ME General Settings
Intel (R} AT Configuration
HMEBx Exit

Uerify password

Intel(R) ME Password

[T1]1=Move Highlight [Enter]l=Select Entry [Escl=Exit

Next you will be prompted to
Verify the new password again.
Re-Enter your new password and
hit <Enter=>.

Re-Enter Example Password:
Admin~12
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 3 of 9)

®

intel

Screen

Setup / Testing Steps

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copuright (C} 2003-11 Intel Corporation. All Rights Reserved

MAIN MENU

> Intel (B
> Intel (R)
bx Ex1

nera i
ANT Configuration

[t1]=Hove Highlight [Enter]l=Select Entry [Escl=Exit

Select the ‘Intel(R) AMT
Configuration’ menu option as
shown and hit <Enter=>.

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copyright (C} 2003-11 Intel Corporation. All Rights Reserved

INTEL (R} AMT CONFIGURATION

Manageability Feature Selection <Enabled>
SOL/IDER/KUH
User Consent

<Anyt ime>

ictivate Network Access
Unconfigure Netuwork Access <Full Unprovision>
Remote Setup find Configuration

[T1]1=Move Highlight [Enter]l=Select Entry [Escl=Exit

Use the arrow keys to move down
to the ‘Network Setup’ menu
option and hit <Enter> to select.
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 4 of 9)

Screen # Setup / Testing Steps

Intel (R) Management Engine BIOS Extension uB8.0.0.0028/Intel(R) ME vB.9.0.1012
Copyright (C) 2003-11 Intel Corporation. All Rights Reserved

INTEL (R ME NETWORK SETUP

Select the ‘INTEL(R) ME
9 Network Name Settings’ and
hit <Enter> to select.

[111=Move Highlight " [Escl=Exit

Intel (K) Management Engine BIUS Extension vH.0.0.00ZU/Intel (K} AE vb.0.0.1012
Copyright (C) 2003-11 Iwtel Corporation. All Rights Reserved

INTEL(R)} ME NETWORK NAME SETTINGS

Domain Mame Select '"Host Name' and hit
Shared/Dedicated FQDM <Shared> <Enter> to select.
Dynamic DNS Update <Disabled>

Next enter a unique name
designation for the Target
platform then hit <Enter>.
9 Example: 'DT-CRB' as shown.

After entering the ‘Conputer
Host Name' Hit <Esc> to return
the previous 'INTEL(R) ME
NETWORK SETUP' menu.

If you’re environment is using a router with DHCP capabilities you can skip to Steps 16

ME Static IP Address Configuration Instructions
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 5 of 9)

Screen # Setup / Testing Steps

Intel () Management Engine BIOS Extension vB8.0.0.0028/Intel(R) ME vB8.0.0.1012
Copyright (C) 2003-11 Intel Corporation. All Rights Reserved

INTEL(R) ME NETWORK SETUP
york Mame Settings

(9

b <
> TCP/IP Settings

Use the arrow keys to move down
9 to ‘TCP/IP Settings’ and hit
<Enter> to select.

[ti]1=Hove Highlight [Enter]=Select Entry [Escl=Exit

Intel (R} Management Engine BIOS Extension vB8.0.0.0028/Intel (R} ME vB8.0.0.1012
Copyright (C) 2003-11 Intel Corporation. All Rights Reserved

TICP/IP SETTINGS

> Wired LAN IPU4 Configuration

Hit <Enter> to select ‘Wired
@ LAN IPV4 Configuration’.

[T11=Move Highlight [Enter]l=Select Entry [Escl=Exit
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 6 of 9)

®

intel

Screen

# Setup / Testing Steps

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copuright (C} 2003-11 Intel Corporation. All Rights Reserved

WIRED LAN IPV4 CONFIGURATION

DHCP Hode Enabled>]

[ti]1=Hove Highlight <Enter>=Conplete Entry [Escl=Discard Changes

Highlight ‘DHCP Mode’ and hit
<Enter> to select.

0 Next select the ‘Disabled’ option

as shown and hit <Enter>.

Intel (R} Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copyright (C} 2003-11 Intel Corporation. All Rights Reserved

UIRED LAN TPU4 CONFIGURATION

DHCP Mode <Disabled>
IPU4 fiddress 0.0.0.0)
Subnet Mask Address 0.0.0.0
Default Gateway Address 0.0.0.0
Preferred DNS Address 0.0.0.0

filternate DNS Address

IP address (e.g. 173.123.123.100)
0.0.9.0_

<Enter>=Conplete Entry [Escl=Discard Changes

After selecting the disabled option and
hitting <Enter> from Step 11 you
should see the following menu options
shown.
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 7 of 9)

intel.

Screen

Setup / Testing Steps

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copuright (C} 2003-11 Intel Corporation. All Rights Reserved

UIRED LAN IPU4 CONFIGURATION

DHCP Mode

<
TPU4 Address )
Subnet Mask Address 0.0.0.
Default Gateway Address 0
Preferred DNS Address 0
filternate DNS Address

IP address (e.g. 123.123.123.100)

192.168.1.101_

<Enter>=Complete Entry [Escl=Discard Changes

Use the arrow keys to move down
to the 'IPV4 Address' menu
option and hit <Enter> to select.

Next enter a unique 'IP Address'
for the Target platform.

For example '192.168.1.101' as
shown.

Intel (R} Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copyright (C} 2003-11 Intel Corporation. All Rights Reserved

UIRED LAN TPU4 CONFIGURATION

DHCP Mode <Disabled>
IPU4 fiddress 192.168.1.101
Subnet Mask Address
Default Gateway Address 0.0.0.0
Preferred DNS Address 0.0.0.0

filternate DNS Address

Subnet mask {e.g. 255.255.255.0)
255.255.255.0_ 13

<Enter>=Conplete Entry [Escl=Discard Changes

Use the arrow keys to move down
to the 'Subnet Mask Address'
menu option and hit <Enter> to
select.

Next enter '255.255.255.0" as
the Subnet Mask Address
designation for the Target
platform as shown.

Hit <Esc> three times to return
to the '"INTEL(R) AMT
CONFIGURATION' menu

Broadwell PCH-LP - Intel® ME - 5MB FW Bring Up Guide

Intel Confidential

74




Intel® ME Firmware Features - Details and Settings

Table 4-2. Basic Intel® AMT Testing Steps (Sheet 8 of 9)

®

intel

Screen

Setup / Testing Steps

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copuright (C} 2003-11 Intel Corporation. All Rights Reserved

INIEL(R) AMI CONFIGURAIION

Hanageahility Feature Selection <Enabled>
SOL/TDER/KUH
User Consent

Password Policy <fAnyt ine>

k 0
fictivate Metwork Access

Inconi igure Hetwork Hccess
Remote Setup And Configuration

<Full Unprovision>

[ti]1=Hove Highlight

[Enter]l=Select Entry [Escl=Exit

Use the arrow keys to move down
to the ‘Activate Network
Access’ menu option and hit
<Enter> to select.

Intel (R} Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copyright (C} 2003-11 Intel Corporation. All Rights Reserved

INTEL (R} AMT CONFIGURATION

Manageability Feature Selection <Enabled>
SOL/IDER/KUH
User Consent
Password Policy <Anyt ime>

Network Setup
Unconfigure Netuwork Access
LT Loty G N BT eee ([Activates the current network settings
and opens the ME network interface
Continue: (¥Y/N)

[T1]1=Hove Highlight [Enter]l=Select Entry [Escl=Exit

Next you should see the following
‘Yes / No’ dialog box. Hit they
‘Y’ to enable Network Access.
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Table 4-2. Basic Intel® AMT Testing Steps (Sheet 9 of 9)

®

intel

Screen

Setup / Testing Steps

Intel () Management Engine BIOS Extension vB.0.0.0028/Intel (R} ME vB8.0.0.1012
Copuright (C} 2003-11 Intel Corporation. All Rights Reserved

MAIN MENU

Intel (R} ME General Settings
Intel (R} AMT Configuration

MEBx Exit]
fire you sure you want to ex
Exit

[t41=Hove Highlight [Enter] lect Entry [Escl=Exit

Hit <Esc> to return to the Main
Menu then use the arrow key to
highlight 'MEBx EXxit' then hit
<Enter>.

Next you should see the following
'Yes / No' dialog box. Hit they
'Y' to exit the MEBX.
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Table 4-3. What you need for Basic Intel® AMT functionality testing

Windows* OS Test Console RJ45 Network (LAN) Cable Intel® AMT Client

OR

Equipment: Equipment: Equipment:
Laptop or desktop with a RJ45 Network (LAN) Cable. Desktop or Mobile Intel® AMT
Windows* OS installed. Client system.
Purpose:
Purpose: This will be used to connect the Purpose:
This will serve as the Test Console | INtel® AMT client and the Test This will be the test system for
for controlling the Intel® AMT Console. verification of basic Intel® AMT
client platform. functionality.

Connect the Test Console directly to the Intel® AMT Client system using
the RJ45 Network (LAN) Cable.

Note:
If you are using a Router based networking environment for testing you

you will need to connect the Test Console and Intel® AMT Client into your
network environment using two RJ45 Network (LAN) Cables.

RJ45
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Table 4-4.

intel.

Console / Client Intel® AMT functionality testing (Sheet 1 of 10)

Screen

#

Setup / Testing Steps

& Blank Page - Windows Internet Explorer [

€l I.e_ http://192.168.1.101:16992 |v + | X

& Blank Page

Open Internet Explorer on the
Test Console and input the IP
address of the target platform in
the following format ‘http://
<ip_address>:16992’.

Example:
http://192.168.1.101:16992 —
Static IP from Step 12

Static IP:

For Static IP address configuration
make sure that the Test Console
and the Client (SUT) are on the
same Subnet.

Examples:

Test Console IP: 192.168.1.100
Client (SUT) IP: 192.168.1.101

DHCP:

For DHCP environments you will
need to determine the IP address
that was assigned to the client
platform through query of the
assigned IP address list in your
router.

Note: Make sure that Java script
is enabled in your Web browser.

Done

€ Intel® Active Technelegy - Windews Internet Explorer [ = = e

roe 2 & ' - s Bina -
@v v e 1921681101 15352 13 7| X Bing P

& Intel £ Active Management Technalogy MR v ommoee #v v @

Intel® Active Management Technology

Log On
Log on to Intel® Active Management Technology on this computer

@

& Intemnet | Protected Mode: Off 3 T R100% v

You should be presented with the
Intel® AMT WebUI login screen.
Move the mouse cursor over the
‘Log On’ and click it to log in.
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intel.

Table 4-4. Console 7 Client Intel® AMT functionality testing (Sheet 2 of 10)

Screen # Setup / Testing Steps
B Intel® Active Management Technology - Windows Internet Explorer a || E8]) =
G~ e e w10 e [ B[4 x|[ 7 aing P~
{_! Intel® Active Management Technology DB - m oy By @

Intel®Active Management Technology

g. * @ Ao 1921681101 15302 tokenag htn - 4| x 8ing
\ <. g

i_! Intel® Active Management Technology

Intel®Active Management Technology

Windows Security (==

The server 1921681101 at

DigestF0A332C45B07T1 ACFDCFAFI02D649BEDA requires a username and

password.
= admin
@ pr—— |
o Remember my credentials

OK Cancel
index.htm (=] & Internet | Protected Mode: Off a v

Hh10% ~

Next

Enter the target platform

password ‘Admin~ 12" in the
password entry field (Step 20).

Note: If you have selected a
password which is different from
Step 3 in the previous section
enter that password in the entry

field.

The server 192.168.1.101 at
Digest:FOA332C45B071 ACFDCFAFI02D649BEDA requires a usemame and
d. .
e 1. You should see the security log
in screen.
= "9
‘J eenennes @ 2. Enter 'admin’ in the user
o b name entry field (Step 19)
0K Cancel
index.htm =1 & Internet | Protected Mode: Off ‘a ™ R1W% -
B Intel® Active Management Technology - Windows Internet Explorer a || E8]) =
);, -
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intel.

Table 4-4. Console 7 Client Intel® AMT functionality testing (Sheet 3 of 10)
Screen # Setup / Testing Steps
& Inted® Active Management Technclogy - Windows Intemet Explorer el
@u- [, fetp: 1921681 200:18382 indachtm -'_--,"A [ Bing e
& Intel® Active Mansgement Technology B8 - il ki, il

Intel® Active Management Technology

Computer: DT-CRB
System Status System Status
Hardware Information

System Power on

Pl P adress 182 1681101

Disk IPv6 address Disatlad
EventLog System D $5538885-3857-8853-5385-
Remote Control
Power Poicies Date S
Network Settings Time 10:05 am
PG Network Setungs
System Name Settings Refresh |
User Accounts -

COPINOM D 20032010 N COTPOTAICN. Al RIGNIS RESENVEC.  INTEIT ACtivi MANBQRMENT TEChAOIORy Hrmiare versi

Dane & Intemet | Protectad Mode: 0% a v R10% -

This section will test Basic ME /7 AMT Remote Co

ol functional

Once login is complete you should see
the main WebUI screen as shown.

ity in the SO power state

Intel® Active Management Technology

Computer: DT-CRB

System Status System Status

Hardware Information

& Intel® Activ Technology - Internet Explorer o[ @ e
G\ v |2 mor 19216812001552 ngenit <[ B4 x][2 bing P~
& Intel® Active Management Technology T8 - = v O v

uild 1208

http://192.168.1.101:16992/remote.htm & Internet | Protected Mode: Off

Syst Power On
IP address 192.168.1.101
IPvG address Disabled
System ID 00000000-0000-0000-0000-000001000501
Date 11472005
Network Settings Time 433am
IPv6 Network Settings
System Name Settings | Refresh
User Accounts
Copyright & 2005-2008 Intel Corparation. All Rights Reserved. Inte)@ Active Management Technology firmnware version: §.0.31-

- £100% ~

Next select the ‘Remote Control’
WebUI menu option as shown.
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Table 4-4.

intel.

Console / Client Intel® AMT functionality testing (Sheet 4 of 10)

Screen

# Setup / Testing Steps

& el T Actice Management Technology - Windows Internet Exploeer

P~ e

@ Intel® Actrve Management Technalogy

1921681101 15332 remate e 2+ x

Intel® Active Management Technology

Computer: DT-CRB

Remote Centrel

System Status
Hardware informaton
Power state: On
o Send a command Io this compulter.
Event Log @ Tum power off* 9"“'
Remote Coatrod Cycle power offand on® Namal
Power Policies Reset* Boaot from local CO/DVD dme

Boct in safe mode
Boot from local hard drve

“Caution: These commands may Cause user application data loss.

Network Seftings

PV Network Settings
Systam Name Sattings
User Accounts

You should now see the ‘Remote
Control’ screen as shown.

& Intel® Active Management Technclogy

Intel® Active Management Technology

Computer: DT-CRB

System Status Remote Control

Hardware Information

Semnarrwnam‘i;
& Intemet | Protected Mode: O - R0k -
& Intel® Active Technolagy - Internet Explorer = 3 [
@v' |2 rep 192168130012592 remcte i | B|*%| % || F 8ing il
" - D - - - - o~

1. Select the 'Reset' from the

Power state: On
o Send a command to this computer:
isk =
Event Log Tum power off lSﬂU‘dﬂ boot option:
Remote Control & power off and on* |
Power Policies == | Boot from local CD/DVD drive

| Boot in safe mode

| Boot from local hard drive

*Caution: These commands may cause user application data loss.

Network Settings

IPvE Network Settings
System Name Settings
User Accounts

listed Remote Control options as
shown.

(%)

2. Next click on the 'Send
Command' button.

Send Command h

@ Intemet | Protected Mode: Off

iv w100% ~
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intel.

Table 4-4. Console 7 Client Intel® AMT functionality testing (Sheet 5 of 10)
Screen # Setup / Testing Steps
|
& Intel® Active Management Technology - Windows Internet Explorer =@ (= ‘
@\1 w | g ntte 1921681.10116397 remcte bt | 3| 4| X || 8ing P
& Intel® Active Management Technology ": 8B - - v B A " A

System Status Remote Control
Hardware Information

tern

Power state: On
—CWETSEE SN | Message from webpage @ pem——

Send a command
Event Log Tum poy - \—
Remote Control Cyde pq e Send the command te this computer? E
Power Policies @ Reset” -
Network Settings s
IPv6 Network Settings
System Name Settings . =
Hser Acconits *Caution: T} Cancel

Send Command

+100% =

& Intemnet | Protected Mode: Off a-

Next you should see the ‘Send
the command to this
computer’ prompt dialog box.
Click OK as shown. This will sent
the reset command to the target
platform.

& Intel® Active Management Technology - Windows Intemet Explorer

O~ |2 e 12161100 10200 tmerem ~ &% | x|[7 ging

€ Intel® Active Management Technology

Run Command

Performing the command sent to this computer.
Please wait
17
seconds before accessing another page.

Event Log

Remote Control
Power Policies
Network Settings

IPv6 Network Settings
System Name Settings
User Accounts [:}

"

Done & Intemet | Protected Mode: Off 3* ®1W0% -

Once the remote command has
been sent the WebUI should
present you with the ‘Run
Command’ screen as shown.

This screen will execute a 20
second countdown.
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Table 4-4.

intel.

Console / Client Intel® AMT functionality testing (Sheet 6 of 10)

Screen

# Setup / Testing Steps

"E e Active Menagement Technology - Windows Itemet Explorer
G- (2 e mumiin s indecen - &[4 x| |~ Bing P

@ Intel® Active Management Technology

Intel® Active Management Technology

Computer: DT-CRE

System Status System Status
Hardh
System IPmr on |
st P address 1921681101
Disk IPvG address Disatled
EventLog Systam 1D 383588885-9357-8858-3838
Remote Control
Power Policies Date SR
Network Settings Time 10:05 am
(PG Network Settings
System Name Settings Refresh |
User Accounts .
Copngt © 20052010 1) Corporatin A1l RIGNIS Reseryes. INTEI Kotk MANSQRMEnt Technolofy IFmAare +ersion: 7.0 -EuNd 1020
——
Dane & Intemet | Protected Mode: OF v RIWE -

section will test Basic ME / AMT Remote Co

When the countdown timer has reached
'0' the WebUI should return to the initial
main menu screen as shown.

The Power state under 'System Status'
should be showing 'On'.

ol functionatily in the Sx power state

€ Intel® Active Manag, Technology - Intemet Explorer
G w e rmr 21681100 15522 ingeun v 24| x Sing
€ Intel® Active Management Technology
Intel® Active Management Technology
System Status System Status
Hardware Information
Systam Power On
’.:I o IP address 192.168.1.101
E} S IPvG address Disabled
Event Log System 1D 0000-0000-0000- 1000501
gernole Control 292010 E
) =
IPv6 Network Settings
System Name Settings Refresh
User Accounts —————
Copyright € Intel Carperation. All Rights Reserved 2 Active Management Technalogy firmware version: §.0.21-
bu
http://192.168.1.101:16992/power.ntm & Intemet | Protected Mode: Off ‘g v Mk -

Next select the ‘Power Policies’
WebUI menu option as shown.
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Table 4-4.

intel.

Console / Client Intel® AMT functionality testing (Sheet 7 of 10)

Screen

# Setup / Testing Steps

€ Intel® Active Management Technology - Windows Intemet Explorer = | 3 e
G v (2 ree 192188210015%2 poner mm | B4 | x|~ 8ng £
‘.’, -8 - - - - - e—

& Intel® Active Management Technology

Intel® Active Management Technology

Computer: DT-CRB

System Status Power Policies

Hardware Information
System

Select a power paolicy for the managed device:

Disk
EventLog
Remote Control
Power Policies
Network Settings
IPv6 Network Settings
System Name Settings
User Accounts

Deskiop: ON in S0
[5 Deskiop: ON in S0, ME Wake in 53, 545 |

Submit m

Verify the target platform is
configured for Sx state operations

@ Power Policy 2 ‘On in SO, ME

Wake in S3, S4-5’ as shown.

/PowerForm & Intemet | Protected Made: Off a v R100% -

& Intel® Actn Technology - Internet Explorer = o =

[« IR e 1921681101 15582 inden.nt - B 6| X P
oo 8 - - - Fw - W

& Intel® Actrve Management Technology

Intel® Active Management Technology

Computer: DT-CRB

System Status System Status

Hardware Information

S Power On
IP address 192.168.1.101
IPv6 address Disabled
a0
System ID 00000000-0000-0000-0000-000001000501
5
Network Settings Time 433am

IPvE Network Settings
System Name Settings
User Accounts

Refresh

sctive Management Technology firmuare version. §0.31-

Copyright § 2065-2008 intel Corporation. A

http://192.168.1.101:16992/remote.htm & Internet | Protected Mede: Off a v K10k -

Next select the ‘Remote Control’
@ WebUI menu option as shown.
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intel.

Console / Client Intel® AMT functionality testing (Sheet 8 of 10)

Table 4-4.
Screen # Setup / Testing Steps
& Intel® Active Technalogy - Intemet Explorer
@Qv‘g-:: 1921681101 . ~| @[] x|~ aing

17 @ Intel® Active Management Technalogy "

Intel® Active Management Technology

‘Computer: DT-CRB

System Status
Hardware Information
System
Processar
Memary
Disk
Event Log
Remote Cgtrol
Power Po{ﬁas
Network Settings
IPvE Network Settings
System Name Settings

Remote Control

Power state: On

Send a command to this computer:
© Turn power off*
_ Cycle power off and on*
_ Resel”

Select a boot option:

m

*Caution: These commands may cause user application data loss.

You should now see the ‘Remote
Control’ screen as shown.

Computer: DT-CRB

System Status
Hardware Information

Syst

Disk
Event Log
Remote Control
Power Policies
Network Settings
IPv6 Network Settings
System Name Settings
User Accounts

¢ @ IntelT Active Management Technology

User Accounts
i Send Command
Done &P Internet | Protected Mede: Off g ow M100% -
& Intel® Active Management Technology - Windaws Internet Explarer = | = ]
G v e 1921681.101:16302 remate itm R[4 | x|[ 7 ging Biv
"I *B - - v ¥ - W

Intel® Active Management Technology

Remote Control

Power state: On
Send a command to this computer

@

Select a boot option:

Cyde power off and on*
Reset*

*Caution: These commands may cause user application data loss.

Send Command D

e Internet | Protected Mode: Off a > H®i% -

1. Select the 'Turn power off’
from the listed Remote Control
options as shown.

2. Next click on the 'Send
Command' button.
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intel.

Console / Client Intel® AMT functionality testing (Sheet 9 of 10)

Table 4-4.
Screen # Setup / Testing Steps
& Intel T Active Management Technology - Windows Internet Explorer @] =
@\ v e 1921681101 L5352 ramcte nt - 2lés X D -
IR 5 I = e Fe v @

@ Intel® Active Management Technology

Intel® Active Management Technology

Computer: DT-CRB

System Status
Hardware Information

Event Log

Remote Control

Power Policies
Network Seftings

IPv6 Network Settings
System Name Seftings
User Accounts

Remote Control

Power state: On
Send a command
9 Tum poy
Cycle pd
Reset*

Message from webpage |,

o Send the command te this computer?

D=

Send Cnmmand[:

Next you should see the ‘Send
the command to this
computer’ prompt dialog box.
Click OK as shown. This will sent
the reset command to the target
platform.

Computer: DT-CRB

System Status
Hardware Information

Disk
Event Log
Remote Control
Power Policies
Network Seftings
IPv6 Network Settings
System Name Seftings
User Accounts

Dene

£ Intel® Active Management Technelogy

Intel® Active Management Technology

Run Command

sentto this
Please wail
1z
seconds before accessing another page.

& Intemet | Protected Mode: Off 3 v R100%

& Internet | Protected Mede: Off 3 v R100% ~
€ Intel® Active Managy Technology - Windows Intemet Explorer =R ==
O~ 1924681101 16282 tmer re | 8| 4| X% 8ing =

B - - v v v g

m

Once the remote command has been
sent the WebUI should present you with
the 'Run Command' screen as shown.

This screen will execute a 20 second
countdown.
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Table 4-4.

intel.

Console / Client Intel® AMT functionality testing (Sheet 10 of 10)

Screen

# Setup / Testing Steps

& Inta Active Management Technology - Windows Intemet Explarer

G~ e

oo 1921681101 15252

8 Intel T Active Management Technology

Intel® Active Management Technology

Computer: DT-CRE

System Status
Hard

System Status

Event Log

Remote Control

Power Policies
Settings

work Settings
System Name Settings
User Accounts

!Power

or]

IP address

192 158 1 101

IPv6 address

System 1D

Disabled

Date

2412010

Time

10-15am

Refresh

& Intemnet | Protected Mode: Off

v RIN% v

When the countdown timer has reached
'0' the WebUI should return to the initial
main menu screen as shown.

The Power state under 'System Status'
should be showing 'Off".

4.2

Features Supported

These options control the availability/visibility of firmware features.

In instances where a specific feature is configurable in MEBX, disabling it through the
‘Features Supported’ section will hide/disable that specific feature in MEBX.

The ability to change certain options is SKU dependent and some default values will be
grayed out and will not be changeable depending on the SKU selected.

Note:

The Intel® Manageability Application setting combines several manageability
technologies that are related to each other. This setting controls the following
manageability technologies:

Intel® Active Management Technology
Intel® Standard Management
Intel® KVM Remote Assistance Application

Setting “Intel® Manageability Application Permanently Disabled?” to “Yes” will

permanently disable all the features listed above without any way to enable them at a
later time. The only way to re-enable these features is to completely re-burn the Intel®
ME region with this setting value set to “No.” A firmware update using FWUpdLcl.exe
cannot re-enable these features.
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4.3 Deep Sx Settings

This chapter covers configuration settings for the Mainstream - Mobile Platform 1/0
based Desktop and Mobile CRB platforms Deep Sx operation.

Table 4-5. Deep Sx Settings for Desktop CRB

FITC Strap 10 DeepSx True
BIOS Advanced -> PCH-10 Configuration-> | Enabled in S5
DeepSx Power Policies or

Enabled in S4-S5

DeepSx Disabled

FITC Strap 10 DeepSx True

BIOS Advanced -> PCH-10 Configuration-> Disabled
DeepSx Power Policies

Table 4-6. Deep Sx Settings for Mobile CRB

FITC Strap 10 DeepSx True
BIOS Advanced -> PCH-10 Enabled in S5/Battery
Configuration-> DeepSx Power | o
Policies

Enabled in S4-S5/Battery

DeepSx Disabled

FITC Strap 10 DeepSx True

BIOS Advanced -> PCH-10 Disabled

Configuration-> DeepSx Power
Policies
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Appendix — Flash Configurations

A
Configurations

Appendix — Flash

ntel.

This chapter covers only the basic information needed for clock control parameter
programming. For a more detailed treatment of Mainstream - Mobile Family clocks, see
Broadwell PCH-LP Clocks and Intel® Management Engine — Platform Compliancy Guide

for ME Hardware.

Figure A-1. Configuration “A”

Lynx
SPI flash device is Point
required, and must be SPI 'LPC
attached directly to Bus  !Bus
Lynx Point through E
SPI
Required

region

} GbE Region ,

i (if Intel GBE &

{ LANused) ! | BIOS | Required

Optional region
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Figure A-2. Configuration “B”

SPI flash device is
required, and must be
attached directly to
Lynx Point through

SPI
SPI Flash
Required Behind EC
region

RE&D will place BIOS in
one of these places.

| BIOS | Required

i--- -'-'-'.
M GbE Region

1 [if Intel GBE
¥ LAN used) !

- ...

Optional region

Figure A-3. Configuration “D”

Firmware Hub can still be

used for BIOS.
SPI flash device is

required, and must be LPC

attached directly to Bus _[ Firmware-\
Lynx Point through = L Huh I
SPI —_———

SPI Flash
Required Behind EC
region

RE&D will place BIOS in
one of these places.

| BIOS | Required

i--- -'-'-'.
M GbE Region

¥ [if Intel GBE »
¥ LAN used) 0

Optional region

8§ 8
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B

Appendix — Intel® 1CCS SKU
Support Matrix

Note: Please refer to Broadwell PCH-LP Platform Controller Hub (PCH) External Design
Specification (EDS) for details about Broadwell PCH-LP Chipset Full Clock Integration
Mode Architecture and Intel®ME FW clock control parameters.

For more information on validating and checking compliancy for MCP clocks, see
Broadwell PCH-LP Intel® Management Engine — Compliancy Guide.

® ;
B.1 Intel™ ICCS SKU Support Matrix
The following table describes features, clock range (maximum and minimum), spread
mode supported by Broadwell Platform 1/0 Chipset MCP SKU. The Intel® ICCS SKU is
divided into 2 categories; Basic and enhanced.
Table B-1.  Intel® ICCS SKU Matrix
PCH SKU Basic Enhanced
Base X
Premium X
Performance X
Oi - - -
Features isplay Clock Bending Dlspla.y Clock B.endlnq .
Supported Adaptive Clocking (Wimax Friendly
Clocking)
Pre-Defined | Standard Standard
ICC profile WiMax3G
supported.
Clock R MODDIV2 MODDIV2
ock Range S _ . _ _
Supported [Min-Max]=100MHz. [ Min - Max ] = 99.5392 - 100 MHz.
Spread Mode | Lynx Point PCH HW supports Down Spread mode with Max Spread % =
and Max 0.5%
Spread %
Supported
Min = Clock Div Max (minimum allowed frequency)
Max = Clock Div Min (maximum allowed frequency)
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C

Appendix — Boot Guard
Configuration

C.1

Boot Guard Profiles

The following table describes the profiles available for Boot Guard Configuration.

Table C-1. Profile Description
Index Profile Name F |V |M]| ENF | PBE Description
Boot Guard Profile - 0] 00 0 This configuration will invoke Boot Guard during boot with

No_FVME

neither Verification nor Measurement. For platforms with all
the required Boot Guard components but do not wish to enable
Boot Guard boot block verification protection.

Boot Guard VE

When Verification is desired but if verification fails the platform
will continue to boot with the unverified IBB for a short period,
to allow remediation.

Boot Guard VME

When Verification and Measured are desired and the asset
protection is provided by both TPM protection and a timed
remediation period.

Boot Guard VM

When Verification and Measured are desired and the asset
protection is provided by TPM protection.

Boot Guard FVE

Strict Verification enforcement.

Boot Guard FVME

Strict Verification and Measured enforcement. Prevents
unverified IBB from running.

C.2

Enforement Policies

Table C-2. Enforcement Policy Description
Error Enforcement N
Policy (ENF) Enforcement Mode Name Description
. Infinite time before shutdown — don’t shutdown the

0 Unrestricted Mode platform, let everything run normally.
30 minutes before shutdown — enough time to

1 Remediation Mode remediate the system, e.g. update BIOS or other data
on flash via host tools.

2 Reserved

3 Restricted Mode 0 minutes before shutdown — instant shutdown policy.
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C.3

Table C-3.

OEM Profile Parameters

Profile Parameters Description

intel

Parameter

Description

Settings

Force Boot Guard ACM Enabled
Q)

Force Boot Guard Boot determines if the
platform starts the Force Boot Guard Boot
timer. If it successfully starts it indicates
success. When the Force Boot Guard timer
stops, it starts the Protect Bios Environment
timer, if indicated by the boot policy
restrictions. Anchor ACM then jumps to the
Initial Boot Block(I1BB) with the Force Boot
Guard Boot time stopped and the Protect BIOS
enable timer running.

false - Allow the CPU to jump to the
legacy reset vector if the Boot Guard
Module cannot be successfully loaded.
(default)

true - Force the Boot Guard ACM to
execute.

Verified Boot Enabled (V)

Boot Guard cryptographically verifies the
platform Initial Boot Block (IBB) using the
boot policy key. On successful verification,
Boot Guard executes Initial Boot Block (IBB)
using the boot policy key. If the verification
fails, Anchor signals or enters Remediation.

false - Platform does not perform
verified boot (default)

true - Platform performs verified boot

Measured Boot Enabled (M)

Boot Guard measures the Initial Boot Block
(IBB) into the TPM. Boot Guard perform no
verification that the IBB is correct or from the
platform manufacturer. The Haswell
implementation of Boot Guard will support
measurements into TPM or Intel’s Platform
Trust Technology.

false - Platform does not perform
measured boot (default)

true - Platform performs measured
boot

Protect Bios Environment
Enabled (PBE)

Platform manufacturer may want Initial boot
block to be protected between verification/
measurement and execution from attacks on
buses and non-CPU components. Boot Guard
accomplishes this by allowing the initial boot
block to be verified and executed in LLC in
NEM if PBE is enabled.

false - Take no actions to control the
environment during execution of the
BIOS components (default)

true - Takes actions to control the
environment during the execution of
the BIOS components.

Error Enforcement Policy (ENF)

Boot Guard invokes the Enforcement Policy
when a fatal error is encountered. The action
taken by ENF is determined by the OEM set
persistent policies. Like,

« Allowing platform to continue to boot

= Immediate Shutdown

= Shutdown with Timeout intervals

When the ENF logic is invoked, PTT or TPM
also disconnects.

See Section C-2 for details.
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D Appendix — Intel® Platform
Trust Technology

D.1 Intel® Platform Trust Technology

The following table describes the platform configurations supported by Intel® Platform
Trust Technology.

Note: Intel® Platform Trust Technology does not support the full TPM functionality
requirements and should not be used for Intel® vPro based platforms.

Table D-1. Intel® Platform Trust Technology Configuration table

Configuration Description

p 10 ->
Platform Trust Technology Permanent Disable

ME Region -> Configuration -> Platform Trust ->
Enable Intel® Platform Trust Technology

ME Region -> Configuration -> Features Supported ->
Intel® Platform Trust Technology Enable / Disable

PCH Stra
Intel®

2
N
>
E
>

Intel® PTT Permanently Disabled After the End of Manufacturing command, this setting will
Disabled in HW via FPF permenatly set into the FPFs contained in the MCP. If disabled, the
specific MCP can never be enabled for Intel® PTT.

Intel® PTT Permanently Enabled N/A Yes | This setting allows Intel® PTT to disabled without disabling the
disabled in base firmware MCP FPFs.
image

This is the recommended option to permanently disable Intel®
PTT on a platform.

Intel® PTT ship state Enabled | Disabled No Intel® PTT initially shipped in disabled mode, can be enabled by
disabled in base firmware BIOS command.

image

Intel® PTT enabled Enabled | Enabled No Recommended setting for Windows*8 Connected Standby

platforms and Intel® SBA platforms.

Intel® PTT can be disabled by BIOS command
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