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INTELLIGENCE

Paul R. Pillar

The basic problem that terrorism poses for intelligence is as simple as it is

chilling, A group of conspirators conceives a plot. Only the few conspirators

know of their intentions, although they may get help from others. They men- ,

tion nothing about their plot to anyone they cannot absolutely trust. They i

communicate nothing about their plans in a form that can be intercepted. |

They are careful not to expose to others any materials that would betray their

intentions. They do not purchase, procure, or build anything that, on the face

of it, is suspicious. They live and move normally and inconspicuously, and §

any preparations that cannot be done behind closed doors they do as part of 1%

those movements. The problem: How do we learn of the plot? ‘
The challenge does not stop there. As with many perpetrators of past ter-

rorist attacks, the conspirators whose plans we need to discover may not

have had any prior involvement in terrorism or be members of a previously

known terrorist group. The target for intelligence is not just proven terror- ‘

ists; it is anyone who might commit terrorism in the future. -
Terrorism is a fundamentally different and more difficult subject than the

great majority of other topics the intelligence community is asked to cover. L3

The bull’s-eye of this intelligence target—an individual terrorist plot—lacks ! )

the size and signatures of most other targets, from nuclear weapons programs i

to political instability. The need to uncover the activities not only of speci-

fied groups or states but also of potential terrorists makes intelligence ques-
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tions about terrorism, not just the answers, more indeterminate than with
most other topics. Some of the most important limits to collecting informa-
tion about terrorism are inherent to the subject and the way terrorists oper-
ate. Those limits are permanent and ineradicable.

A painful but true implication is that no matter how much brainpower
and resources the United States devotes to counterterrorist intelligence, how
much brilliance goes into the relevant intelligence operations, and how ag-
gressively the intelligence community is reorganized or revamped to go after
the problem of terrorism, some of what terrorists do will remain, for all prac-
tical purposes, unknowable. Some terrorist plots will go undiscovered, and
some terrorist attacks, including some major ones, will occur. Intelligence has
an enormously important role in learning as much as can be learned about
terrorists’ activities and in so doing reducing the number of terrorist incidents
and lives lost. U.S. intelligence has saved lives from terrorism in the past, and
how well it performs its mission will be a major determinant of how many
American lives will be lost to, or saved from, terrorism in the years ahead.
But even the best intelligence will never be able to save them all.

In this chapter I describe the functions that intelligence performs in coun-
terterrorism, as well as what it should not be relied upon to do; the direc-
tions in which the U.S. counterterrorist intelligence apparatus has already
evolved; and the aspects in which future change and evolution hold the most
promise of improving (but only modestly) the results. [ conclude with a cau-
tion about how some well-intentioned attempts to get U.S. intelligence to do
even better on terrorism can be counterproductive. T argue for care and re-
straint in making changes—particularly in the emotional aftermath of
wrenching terrorist attacks, which is when most changes to counterterrorist
programs are made—and for realism in expectations about the part intelli-
gence can play in helping to safeguard a nation against terrorism. '

Functions of Counterterrorist Intelligence

The counterterrorist role that intelligence most commonly is expected to per-
form is to discover the details of terrorist plots so that the plots can be rolled
up before they are carried out oz, as a second-best response, the intended tar-
gets can be protected by relocating them, augmenting security, or canceling
or rescheduling events. This is the most direct, most satisfying, and—when
such incidents are made public—the most spectacularly successful way in
which intelligence can help to curb terrorism. Certainly intelligence agen-
cies need to do what they can to increase their odds of collecting this kind
of plot-specific intelligence. For the reasons mentioned above, however, in-
telligence specific to terrorist plots often is unattainable. This function, how-
g .
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with ever satisfying and potentially spectacular, therefore will never be the biggest o
rma- contribution that intelligence makes to counterterrorism. ' | ;
oper- That truth is uncomfortable not only for the public but for secunty man- i
‘ ' agers. Given the costs—monetary and nonmonetary—of security counter- h
ower : measures and preventive actions such as closing an embassy or canceling a ‘jz
how . flight, there is an understandable tendency to rely on tactical watning so that ?
¥ ag- protective measures can be bolstered when threats are present but relaxed l
after ‘,,,, ~ whentheyarenot. As the panel’l‘"d“B‘TEf[fﬁWat ; IJ
prac- ; : studied the bombings of the U.S. embassies in East Africa in 1998 noted, that ~ ~ | |
,and ' ' tendency is a mistake.! It puts too much faith in the likelihood of collecting 5.1 ’%
e has tactical intelligence on whatever will be the next terrorist plot to materjalize. E ]
bout ' Intelligence agencies must work to dispel that misplaced faith. They have a [’ |
dents ' _ responsipility not only to report to their consumers what useful information }"
,and ' ‘ they have but also to instruct them on the limits of the intelligence they'are .. | |
nany ‘ : providing, including some sense of what is #of known. There is no subject ¢
1ead. . ‘on which that responsibility is more important than the warning of terror-
' ' ist attacks., . o=
oun- : . The largest contribution that intelligence actually makes to counterter-- i
lirec- i rorism is the collection of information on individual terrorists, terrorist lead-, - l i
eady ' : ers, cells, and groups that is used to disrupt terrorist organizations. The in- ”
most ' formation collected can be quite specific (names, addresses, phone numbers, g ' 4
cau- A ' etc.), even if it does not identify specific plots. Terrorists are highly security < f
to do | ‘ conscious about their attack plans, but they do not live and operate in co- '
d re- coons. They have identities (albeit sometimes multiple ones), they meet, they ., ;!?
hof . : move, and they communicate. There are. many types of collectable informa- - j;
‘orist tion that, though fragmentary and mcomplete can provide clues to'the lo- ‘ j!
elli- cation, activities, and associations of suspected terrorists. With enough such !i

clues, a would-be terrorist can be arrested, deported, interrogated, or even

prosecuted. Cells can be broken up and{i):heLr members left to wonder what | a r;

each one may. be telling to the authoritiés. ' :
Although every counterterrorist instrument must be used to the fullest, - i

in some respects the terrorist-by-terrorist, cell-by-cell diseuption of terrorist . b
) per- , infrastructures is the most fruitful. To be sure, this instrument—like all the L
olled - ‘ others—has considerable limitations. The most serious is the uncertainty that -
1tar- : " a would-be terrorist, especially one who has not been involved in previous i
eling . : attacks, will come on to the intelligence agencies® screens in the first place. ii
when ' The potential payoffs, however, also are considerable. Put up secunty coun- i
ay in . termeasures around one potential terrorist target and you have protected that * ~__
gen- one target from attack (probably attack through orie particular method), for
kind ) as long as you keep the security in place. Disrupt a terrorist cell and you have |
1, in- ' prevented that cell from attacking any target, at any time, with any method.” : |

how- ' Because terrorists often comit other illegal acts (such as smuggling or use




118 Intelligence

of false documents), disruption of their organizations can build on the
enforcement of national laws by foreign police and security services. There
also are beneficial secondary effects, Disruption can sow suspicion and dis-
trust within a terrorist organization far beyond the cell that is disrupted, and
materials that are confiscated when a cell is broken up often provide intelli-
gence leading to the disruption of other cells—even cells in other countries.
Most of the counterterrorist successes by U.S. intelligence have involved such
disruption.

Intelligence makes many different types of analytic contributions to coun-
terterrorism. Even the contributions that can be described as warning or as-
sessmént of terrorist threats cover a broad range, from the highly tactical to
the broadly strategic (see table 5—1). These contributions, in turn, serve a
compatrably broad range of ways in which the nation tries to meet the
threats. Toward the tactical end is the task of sifting through the snips and
shards of information about possible terrorists and suspected terrorist cells,
trying to make enough sense of it to distinguish terrorists from nonterrorists,
to cause possible disruption of terrorist cells, and to guide the collection of
further intelligence that would fill knowledge gaps. Ata less tactical level
there are a host of analytic questions such as guestions concerning the in-
tentions and capabilities of large terrorist organizations or the overall ter-
rorist threat in a given country or region. Intelligence analysis at this level
has saved lives; for example, the assessment that the terrorist threat to U.S.
forces in Saudi Arabia was high at the time of the bombing at Khobar Tow-
ers in 1996 underlay security measures that prevented the truck carrying the
huge bomb from penetrating the perimeter of the military compound. Pene-
tration would have produced a death toll far higher than the nineteen ser-
vicemen who did die. At the most strategic level, analysis becomes a task of
educating the consumer of intelligence on global trends and patrerns in in-
ternational terrorism. The policy decisions informed by this kind of analy-
sis include overarching decisions invélving the resources devoted to coun-
terterrorism and how counterterrorism should fit in the larger foreign policy
agenda.

Intelligence supports other counterterrorist instruments in many ways
that go beyond warning or assessment of terrorist threats. Intelligence about
the nature and activities of extremist groups provides the basis, for example,
for decisions on designating foreign terrorist organizations (FTOs) under U.S.
law. Intelligence makes a similar contribution regarding the activities of state
sponsors of terrorism. It supports diplomacy not only by informing senior
officials who have to make designation decisions and persuade other gov-
ernments to cooperal®™in counterterrorism but also in developing material
that can be shared with those governments. When military force is used in a
counterterrorist mode, the contribution of intelligence includes the determi-

1
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Table 5-1  Spectrum of Terrorism Warning and Threat Assessment

Types of Grand
Threat Information Plot-Specific Tactical Strategic Strategic Educational
Location Exact address A few citics Country or Regions Worldwide
B Time Exact date Days or weeks  Weeks or Monthsor  Years or
‘,:FG_, E ‘months years decades
a = Targets Single named  Several named  Single category  Several U.S. Interests 4
@ target targets of interests {e.g., categories of ]
! embassies or interests 3
' military bases) ' !é
g Roll up the Short-term, . Raise alert Permanent  Legislation;
9 § plot; evacuate  high-cost levels; temporary new major .
= & or relocate the  security but sustainable  physical national 4
é }g target measures; security measures programs
g watch for the  measures and 4
° perpetrators procedures g
|
nation of responsibility for terrorist attacks to which the military action is a 3

response, as well as the same sort of support to military targeting that is pro-
vided whenever armed forces are used for other purposes. Suppozt to law en- '
forcement includes detailed exchanges of information and following up on A
leads, not just to determine responsibility for terrorist crimes but to chase
down the perpetrators.

Intelligence analysis on terrorism is all-source analysis. That is, it draws
on every available source of information—human and technical intelligence
sources, as well as what is publicly available—to develop insights about ter-
rorist activity. Much of the analysis parallels analytical work outside gov- ).
ernment, but the intelligence analyst is the only one who can meld the clas-
sified information with the unclassified and guide the efforts of intelligence
collectors to attempt to fill in the gaps.

" Counterterrorist intelligence analysis includes a couple of other functions
that, though valid, are—like the collection of plot-specific tactical intelli-
gence—not as large a part of the job of intelligence as is often supposed. One
is the prediction of terrorist tactics and techniques (which is related to the
issue of targets). Among the frequent reactions to a terrorist attack is the pos-
ing of the question, “Why didn’t someone think of that method of hitting

et et T T R

which were equally plauSIble Intelhgenc:e reportmg sometimes reveals that
certain groups are interested in a particular method of attack or even devel-
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oping the capability to use that method. Intelligence analysis must use that
reporting in sensitizing security managers and policymakers to the range of
terrorist tactics they should be prepared to counter and in explaining why
terrorists may be turning more to some tactics than to others. Intelligence
agencies have no special advantage, however, in blue-sky speculation about
methods terrorists might use in the future. Thinkers outside government do
plenty of that kind of speculation. Whether inside or outside government,
predicting the specific method to be used in the next major terrorist atcack
gets back to the basic problem of trying to uncover plot-specific information.
(Before the attacks on September 11, 2001, there was much speculation
about ways in which terrorists could hit the U.S. homeland. Most of that
speculation involved biological, nuclear, or other exotic materials or meth-
ods—musing that may yet turn out to be useful in anticipating future attacks
but was irrelevant to the hijackings that did occur.)* An agency (or individual
analyst) that boldly and correctly predicted the method of the next terrorist
attack might be applauded after the fact for prescience, but that prediction
probably would be nothing more than a lucky guess. .
Another funcrion that is prominent in public perceptions of intelligence
analysis is that of “connecting the dots” of information about a terrorist plot
in the making. This function is the analytical equivalent of the task of col-
lecting plot-specific information. As with that task, intelligence agencies (usu-
ally working in concert with law enforcement} must continually search for
all possible connections among whatever fragments of information they have.
This function is at the heart of the tactical-level analytical work that intelli-
gence agencies do continually, through techniques such as cross-checking of
names and other information with previous reporting and tasking intelli-
gence assets to fill in gaps that may involve still other connections. The re-
ality that the agencies face—and often is overlooked in the aftermath of a
major terrorist incident, when there is an understandable focus on the bits
of information that pertained to that one incident—is that there is never just
one set of “dots” but many of them, each of which can be connected in mul-
tiple ways. All of them must be vigorously pursued through all of the name-
~ checking, asset-tasking techniques that are available. Successful pursuit usu-
ally results in a disruption—which is likely to prevent future, still-unknown
terrorist attacks—rather than the rolling up of a plot in progress. There sel-
dom is a basis for pointing to any one set of “dots™ as predictive of the next
terrorist attack and worthy of more attention than all the other sets.
Intelligence analys‘f'?aon terrorism illustrates a principle that ts applicable
to intelligence analysis generally: It is a business not primarily of prediction
but of helping the consumers of intelligence deal with an unpredictable
world.? It involves enlightening the policymaker about the range of threats,
the directions threatening developments may take, the relative likelihood of
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each direction, the indicators suggesting that one direction is being taken
rather than others, and the implications for the nation’s interests of each of

.the possibilities. In one sense analysis of counterterrorism is even farther

removed from prediction than is analysis of other national security issues
because the whole purpose of “predicting” a terrorist event would be to
prevent it. Countertetrorist analysts could never get as much satisfaction as
their intelligence colleagues-covering other topics from seeing their predic-
tions come true. A world in which intelligence never “failed” to foresee a ter-

One prediction that can be made with confidesice is that such a world will

never materialize,

i

Evolution of Counterterrorist Intelligence

Amid the rhetoric about how September 1z and the U.S. response.to it
marked a sea change from an earlier world, the continuity and history of U.S.
efforts against terrorism get overlooked, The intelligence portion of that ef-
fort has received close attention for more than a decade and a half. The meth-
ods and institutions that perform. the counterterrorist intelligence mission
today are the product of evolution throughout that period, with many les-
sons applied and innovations tried. -
Americans first became highly concerned about international terrorism
in the 1980s, with bu11d1ngs bombed and hostages taken in Lebanon and a
spate of airplane hijackings elsethere. (Until September 2001, the deadliest
terrorist attack against Americans had been the bombing of the Marine bar-
racks in Beirut in 1983.) The report in. 1985 of a task force headed by then-
Vice President George H. W. Bush led, in part, to creation the following year d
of the Directorate of Central Intelligence (DCI) Counterterrorist Center
(CTC), m ed together and angmented counterterrorist work that pre-
viously had been performed in different parts of the Central Intelligence
Agency (CIA) and the intelligence E:ommunity. The establishment of the CTC
was a bureaucratic revolution, cutting across established hierarchies in the
CIA to create an integrated element unlike anything that had come before.
The novel aspect of the center was to bring operations officers, analysts, ré- v
ports officers, technical experts, and other specialists into a single organiza-
tion. It provided one-stop shopping on everything related to terrorism. It
maximized synergy by having members of these different disciplines work- .
ing literally side by side. The CTC became a model for centers later estab-
lished to work on subjects such as narcotics and counterintélligence.
Subsequent refinements enhanced the synergy as well 4ds the expertise of
the CTC, A permanent professional corps of counterterrorist analysts was «

¢ . -

\ g




122 Intelligence

established in the mid-1990s, for example, replacing an earlier system in
which analytical resources had to be borrowed from other offices in CIA.
Particular emphasis was placed on developing the multiagency character of
the center. More than a dozen agencies—including agencies with intelligence,
law enforcement, and regulatory responsibilities—came to have full-time rep-
resentation in the CTC. Sharing and cross-checking of data became easier
when, for example, an officer of the Immigration and Naturalization Service
(INS) was just a few desks away from a CIA analyst working on a case that
involved someone entering the United States. The critical relationship be-
tween intelligence and law enforcement received special emphasis, particu-
larly through cross-assignments of personnel. These cross-assignments in-
cluded a deputy chief’s job in the CTC being reserved for a senior Federal
Bureau of Investigation (FBI) officer, with a CIA officer of comparable rank
filling a corresponding position at the FBI. Such arrangements proved valu-
able not only in facilitating the flow of information but in breaking down
what had been significant cultural barriers between the intelligence and law
enforcement portions of the U.5. counterterrorist apparatus.

The intense commitment and imaginative organizational arrangements
embodied in the CTC were applied in an even more concentrated way to spe-
cial topics such as the threat posed by Osama bin Laden. In the mid-r99as,
well before bin Laden became a recognized name in the United States or had
been placed under indictment and well before anyone had heard of al-Qaeda,
the CTC created a special unit focused solely on bin Laden. Resources were
shifted into a coordinated effort to learn everything possible about bin Laden
and his activities, to develop additional sources of information about him,
and to formulate options for policymakers to deal with the threat he posed.
Procedures for communicating between headquarters and the field were
streamlined to assure quick responsiveness. The unit became a prototype for
dealing in a well-focused way with vexing but high-priority problems.

The concentrated intelligence work on bin Laden provided the depth of
understanding that became apparent in the wake of later incidents. This
work enabled culpability for the bombings of embassies in 1998 to be de-
termined so swiftly and certainly that the president could order a retaliatory
strike in a matter of days. It also enabled CIA Director George Tenet to say
with high confidence in the first hour after the attack on September 11, with-
out any claims of responsibility and before any postincident reporting, “This
has bin Laden all over it.”™*

The development of the CTC took place within a larger contex_t’gflig,-
¢reast writy and focus that the intelhgence community devoted to coun-
tertefforism. Alter SHATIg irgeneral Cuts to national security programs in
the first.halfof the 1990s, the CTC and other counterterrorist-related efforts

\
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in the intelligence community were given higher priority in mid-decade after
incidents such as the bombing at Khobar Towers raised concerns about ter-
rorism; the priority was raised even further when the embassies in Africa
were attacked in 1998. Since at least as far back as the embassy bombings,

no subject has received higher priority from the intelligence community than
counterterrorism—especially efforts to develop well-placed sources with a
chance of obtaining information about plans for future terrorist atracks.

-~ The point of this history-is that most of the roads worth trying-in-coun--
terterrorist intelligence have already been tried. Most of what needed to be
reorganized has been reorganized, most of the institutional barriers that -
needed to come down have been smashed, most of the needed reprioritiza-
tion has already been done, and most of the fires that needed to be lit under
bureaucracies to keep them energized have been burning for some time. The
distance the mtelhgence community has come in improving its counterter-
rorist efforts is reflected in its considerable successes in the form of terrorist
operations preempted, terrorist infrastructures disrupted, and individual fer:
rorists captured and brought to justice. Unfortunately, the intelligencé offi-
cer’s curse of being unable to reveal most of his successes while his failures
become public applies in spades to counterterrorism, where the failures are
dramatic and traumatic and most of the operations that underlie the suc-
cesses are especially perishable were they to become known. What the Di-
rector of Central Intelligence (DCI) has been able to say publicly about the
successes only scratches the surface . -

Any posture that smacks of “business as usual,” however, will not be tol-
erated, particularly in the post-September 11 climate. Any answer that
sounds like “we were already doing all that could reasonably be done” does
not fly before a Congress and a public that want change. There will be con-
tinued pressure for new procedures, new organizations, new something.
Finding things that look new and actually have a chance of improving coun-
terterrorist intelligence will be difficuls.

\

1

Responding to National Trauma

Significant events that are perceived as intelligence failures invariably are fol- -
lowed by voluminous commentary, as well as statements by congressmen and
other quotable figures, on the theme that the U.S. intelligence community has
deep flaws and needs overhauling. This phenomenon is especially true of
major terrorist incidents. Because of the enormity of the death toll, the af-
termath of the attacks on September 11 became the best example. The House
Intelligence Committee expressed the prevailing tone in its report accompa-
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nying the next intelligence authorization bill by stating that “there is a fun-
damental need for both a cultural revolution within the intelligence com-
munity as well as significant structural changes.”

This urge to overhaul is a natural response to the pain of the moment and
to the desire to believe that by changing things we can somehow avoid a re-
currence of the pain. The unfortunate irony is that these moments when there
is the greatest political support for change in some respects are the least
favorable times for enacting sound, well-thought-out changes. The sheer
emotion and atmosphere of recrimination do not lend themselves to well-
reasoned debate. There usually is rush to legislate, with anniversary dates
in mind as arbitrary deadlines {true of the omnibus counterterrorist legisla-
tion hurriedly passed in 1996 as the one-year anniversary of the Oklahoma
City bombing approached and of debate on the homeland security bill in
2002 before the September 17 anniversary). Application of hindsight to a ter-
rorist event that has just taken place distorts the realities that faced intelli-
gence agencies before the event, with a blurring in the public consciousness
of what was known before the incident with what was discovered afterward.

The greatest perceptual problem about intelligence is the tendency to
focus narrowly on whatever errors were committed relevant to the most re-
cent case and to draw larger conclusions about overall performance without
placing those data points in any larger context. An example from the Sep-
tember 11 case is the issue of communication between the U.S. intelligence
and law enforcement communities. A couple of well-publicized mistakes {the
CIA’s tardiness in placing two of the hijackers on a watch list and resistance
by FBI headquarters to letting an FBI field office check some names with the
CIA) became the basis for a widely accepted belief—repeated unquestion-
ingly by scores of commentators—that “the FBI and CIA don’t communicate
with each other” The errors were a tiny fraction of what has been, since in-
creased integration in the mid-1990s, a huge daily flow of terrorist-related
teads and other information between those two agencies, as well as between
the larger law enforcement and intelligence communities. To base conclu-
sions about what needs to be changed on the publicized errors would be akin
to a blind man diagnosing the ailments of an elephant based on a wart he is
feeling on one of the animal’s legs.

Similar narrowness characterized some other aspects of what came to be
accepted wisdom about the U.S. intelligence community’s performance rela-
tive to September 11. The shock of that event made it easy to overlook how
similar the intelligence realities of that case had been to earlier gnes—v—zz:-;m
absence of plot-specific tactical intelligence in the face of plotters who kept
their plot well hidden, amid good strategic intelligence about the threat a
group was posing to U.S. interests. The September 11 hijackers appear to
have taken simple but effective steps, as in the prototypical terrorist plot de-
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o

scribed at the beginning of this chapter, to keep their plans under wraps.
They do not appear to have communicated the existence of their plan, let
alone the derails of it, to anyone beyond a small circle of knowledgeability.
Osama bin Laden, in the most revealing of his videotapes, said that even “-
some of the hijackers were unaware of the nature of the operation.” Proba-

- bly only the operation’s ringleader, -Mohammed-Atta; a-few of the other |
pilot/hijackers; and bin Laden and a handful of his lieutenants knew what |
was going to happen. It is difficult to refute President Bush’s contention that ]
the attack was not preventable or the conclusion reportedly reached by mem-
bers of the Congressional intelligence committees Investigating the disaster
that there was no single piece of information that, if properly analyzed, could
have prevented it.*

The strategic intelligence on the terrorist threat that al-Qaeda posed to
the United States as September 2001 approached was strong. Director of /
Central Intelligence George Tenet, in his annual testimony to Congress in .
February 2001 on worldwide threats to U.S. national security, highlighted
the threat from terrorism as “real” and “immediate.” He spoke of terrorists
as having become more operationally adept, seeking ways to deal with in-
creased security around government and military facilities, and using strate-
gies such as simultaneous attacks to increase the number of people they kill.
“Osama bin Laden and his global network of lieutenants and associates,”
Tenet stated, were “the most immediate and serious threat”® These state-
ments were the general warnings in unclassified testimony; as always, the
classified intelligence provided to policymakers was more specific. Informa- .
tion collected as the year wore on led the intelligence community to conclude 4
that the threat was becoming even more immediate and serious. Tenet was
described as “nearly frantic® during the summer with concern over this
threat, and he repeatedly conveyed his warnings to senior administration of- g
ficials.’ This was not the face of an intelligence community that failed to rec-
ognize a danger. It was a community that recognized the danger clearly, was
exploiting every opportunity to collect further information on it, and felt
first-hand the frustration of being unable to collect the details’ of exactly
what, when, and where the next attack would be.

Good strategic intelligence with a lack of tactical intelligence has been a
recurrent theme in postmortem examinations of major anti-U.S, terrorist in-
cidents. It was a finding of the inquiry led by General Wayne Downing into
the bombing of Khobar Towers in 1 996." It was a finding of the Crowe panel
that examined the bombings of the embassies in Africa in 1 998.1 The theme
recurs not because different cohorts of intelligence officers keep making the
same mistake and not because of some systemic flaw that the intelligence
community stubbornly refuses to correct. It recurs because of the intrinsic
difficulty of cracking into the plans of terrorist groups and because of the

L
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type of intelligence that earnest and comprehensive efforts to cover terror-
ism tend to yield.

Proper understanding of past tragedies is important not to determine
whose heads should roll or whose professional pride should be wounded but
for two more basic reasons having to do with how intelligence efforts against
future terrorism ought to be designed and organized. One reason is that fix-

w(u is—or is not—brokén.
ange for the sake of change may help a losing baseball team, say, but it'is
unlikely to save lives from future terrorism.

Another reason is to understand how much of a contribution intelligence
can and should make to the overall counterterrorist effort. Getting plot-
sPecihc tactical information clearly is an intefligence responsibility; it is hard
to imagine any “policy failure™ at that level because the obvious response to
getting such information is to roll up the plot. At the more general level where
most of the available information exists, however, the intelligence community
often can only lead the policy horse to water but not force it to drink.

An example is the employment of military force in Afghanistan. The
United States used arms in the autumn of zoo1 to sweep away al-Qaeda’s
headquarters, its training camps, and the regime that hosted them because
the attack on September 171, like the Japanese attack on Pearl Harbor, so en-
raged the American public and government that they were willing to assume
costs and risks they would have shunned in the absence of such a calamity.
Unlike Pear]l Harbor (before which there might have been doubt about
Japan’s intention to make war against the United States), however, Septem-
ber 11 revealed nothing new about the intentions or general capabilities of
al-Qaeda. The size and scope of the group’s presence in Afghanistan, its re-
lationship with the Taliban, its global reach, and most of all its intention to
do the United States deadly harm were the subjects of repeated—and accu-
rate—production by the intelligence community. Military intervention in
Afghanistan did not extinguish al-Qaeda, and a preemptive attack there
would have been harder to justify internationally than the post-September
11 operation that took place. The intelligence community’s performance had
very little to do with the United States waiting until after the September x1
disaster to finally clean out the terrorist den that Afghanistan had become.”

Organizations, Personnel, and Cultures

The dominant themes in discussions of how to improve U.S. intelligence have
been sounded for years. They are heard more frequently {ollowing major ter-
rorist attacks. Truly new ideas are scarce. Few of the ideas expressed relate
specifically to terrorism. Many of them involve valid principles for a sound
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intelligence program but do not entail change from what is already being
. done. Many of them relate less to how the intelligence community actually

operates than to lore, passed from commentator to commentator, of how it
is presumed to operate. Almost none of them offer a way of cracking the co-
nundrum of penetrating terrorist plots.

How does the intelligence community (or the president, or Congress) re-
spond to entreaties such as to “get more human sources of intelligence on

- terrorist-groups”? There certainly is no substitute for a human source within - -

a group, particularly within the inner circle that does the plotting and plan-
ning—which is why the leadership of the intelligence community has placed
such high priority on the recruitment of such sources. One has to search
hard, however, amid expressions of dissatisfaction with the intelligence com-
munity’s performarnce, to find even semispecific ideas about how the com-
munity might do things differently, .‘

One subject of potential ideas is the organization and structure of the in-
telligence community. The decades-old issue of the DCIs control {or-lack of
it) over the entire community, for example, is receiving renewed attention.™
That attention is healthy, and the issue is important for other reasons. It is
difficult to see, however, how redefinition of the DCI’s relationship with in-
telligence agencies other than the CIA—or other mixing or merging of agen-
cies—would make any discernible difference in the quality of counterterror-
ist intelligence. The integration already achieved through such mechanisms
as the CTC, along with the consensus among all agencies that counterter-
rorism deserves top priority, makes discussion of, say, where the National Se-
curity Agency (NSA) should fit in the government’s organization chart seem
almost irrelevant. '

An organizational change that would make a greater difference for coun-

terterrorism would be to centralize work on the subject even further by merg-
._‘_‘_‘__u—""""'-‘“"—u_‘_‘_‘_

ing the counterterrorist functions of the intelligence and law enfo ent
commupities. One proposal would do this by essentially shifting the CTC
tc;‘t_@.“ Although this shift would appeal to the oft-expressed objective
of enhancing cooperation between intelligence and law enforcement, it
would have the disadvantage of separating the resulting counterterrorist en-
tity from the field elements (necessarily run by the CIA’s Directorate of Op-
erations) that collect human intelligence on terrorism. Integration in coun-
terterrorist work is important—which is why so much has been done
already—but it already is near the point beyond which further integration
would yield little or no improvement. That is the main reason it is important
to have a clear understanding of existing cooperation between the intelli-
gence and law enforcement communities. -

Another frequent subject of comment is the quality of the intelligence
community’s personnel. A common refrain is that the community needs to
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recruit more bright, talented people to work on counterterrorism. “When I
was there, we could not get a single person from the Ivy League to join the
CIA,” complained one retired (and anonymous) official. “To fight terrorism,
we need to deal with the dregs of the Earth, and we need very bright Ameri-
cans who can figure out how to go overseas and do these things.”'s Recruit-
ment into this segment of public service, like most other segments, no doubt
has been affected adversely by the relative attractiveness of career opportu-
nities in the private sector (although the Ivy League has been represented at
the CIA all along). The end of the economic boom of the 1990s and a surge
in interest in intelligence work following September 1z already may be
changing the incentives of potential recruits.”” Quality of personnel matters,
of course, and this particular security need is just one of many reasons to
maintain strong incentives for talented people to enter and remain in public

~ service, It would be the hubris of the best and the brightest, however, to think

that the problem of penetrating terrorist groups is solvable simply by apply-
ing enough smarts to the problem.

A related theme centers on the alleged eclipse of a certain type of CIA
specialist: the field operations officer, fluent in the language and steeped in
the culture of the country in which he works and collecting critical infor-
mation through wits, daring, intrigue, and local knowledge. This theme---
heard disproportionately from former operations officers—includes the com-
plaint that reward structures have evolved to where “a year in some country
where it was dangerous to drink the water would get you no farther up the
ladder than a year pushing paper in Langley.”* The type of officer whose
deemphasis is lamented is indeed critical to the collection of intelligence on
terrorism—which is why that type has not been deemphasized at all for at
least the past five years. To the contrary, a major priority of the CIA and the
congressional committees that authorize and appropriate its funds has been
the recruitment and training of that type of officer—part of a long-term ef-
fort to reverse earlier downsizing of the field operations corps.

Valuabie though the individual, unilaterally collected nugget of terrorism
intelligence may be, the rarity of true nuggets (because of the inherent diffi-
culty of penetrating terrorist groups) means that most intelligence break-
throughs against terrorism will continue to involve the piecing together of
nonnugget- like information from a variety of human, technical, and open

who do the piecing together, reports officers who get information into the
hands of those who can exploit it, and managers who ensure that collection
resources are deployed where they will complement rather than duplicate
other sources of information. The transnational nature of the terrorism that
most threatens U.S. interests accentuates the importance of piecing together
disparate information collected in widely separated places. Terrorist opera-
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nl tions that are funded on one continent, planned on another continent, and .
‘he carried out on a third by perpetrators of multiple nationalities (as was true ‘
m, of the attacks on September 11})are unlikely to reveal their entire shape-to
i even the most skiltful local collection effort. Living where the water is bad,
lit- by itself, is apt to yield more stomach ailments than insights about terror-
ibt ism—insights that are at least as likely to be gleaned in the papers being
- pushed at Langley. _ ~
at- . _Another theme of discussions of U.S. intelligence concerns institutional "~
rge culture. Critics of the CIA in particular repeatedly describe it as “risk
be averse”"” This label has become such common currency that it gets repeated
1, matter-of-factly by commentators who have no way of knowing whether it
to is true—and in the face of the few public indicators of the actual level of risk-
slic taking in the agency (such as the fact that the first U.S. death from hostile firg":
ink during Operation Enduring Freedom in Afghanistan was a CIA officer, killed
ly- while interrogating detainees for terrorist-related information).
The issue of risk aversion has centered around CIA guidelines established

TA 1_[.1_‘12-9_ 5 that required additional senior-level headquarters approval for re-
| in cruitment of intelligence sources suspected of having committed human
or- rights abuses or other serious acts of violence. The National Commission on '
- Terrorism recommended rescinding the guidelines, which it charged had in-
11 hibited recruitment of sourges with potentially valuable information on ter-
ry rorism.? The commission’s recommendation appeals to the sense that any-
the thing that involves more bureauncracy is bad and anything that lets risk-taking
ose officers in the field get on with the job of fighting terrorism is good. “After

on all,” points out one commentary on the subject, “James Bond never had to
¢ at fill out paperwork or myriad bureaucratic forms.”* However, the effect, if

the any, that the guidelines have had on recruitment of sources of intelligence on
een terrorism has been greatly overstated. Every proposal that has come to head-

ef- quarters for approval under the guidelines has been approved, with delays

- too minimal to affect either the success of the recruitment or the usefulness
isrm of any information gathered. Moreover, if risk aversion is a problem, having
i senior management buy into a potentially controversial recruitment before

ak- it is made reduces the risk to the individual officer who does the recruiting.
rof At least the commission’s recommendation had the virtue of being spe-
pen cific. Codifying it, however—as Congress attempted to do in the Intelligence
ysts Authorization Act of 2002—is more difficult. (How does one tell the head

the of an agency not to exercise supervision intended to ensure respect for human
ion rights?) The result sounds like a buzzword-laden exhortation rather than a 1
-ate law. The legislation instructed the DCI to replace the 1995 guidelines with , 1
‘hat “new guidelines that more appropriately weigh and incentivize [sic] risks to .
‘her ensure that qualified intelligence officers can and should swiftly gather in- 3

era- telligence from human sources in such a fashion as to ensure the ability to
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provide timely information that would allow for indications and warnings
of plans and intentions of hostile actions or events, and ensure that such in-
formation is shared in a broad and expeditious fashion so that, to the ex-
tent possible, actions o protect American lives can be taken.”* This kind of
flourish is of little use as guidance in establishing operational rules and pro-
cedures. Nonetheless, the agency has rescinded the T 995 guidelines and has
tried to make the human rights considerations underlying them an integral
part of the larger headquarters review process that is essential to any human
intelligence operation. The process is essential because other information
must be applied to direct human collection resources to where they are most
needed and likely to be most effective, as well as to assess the credibility and
access of agents. It is ironic that much comumentary about counterterrorism
notes the need to integrate data from different sources but overlooks this
aspect of integration in managing the collection of human intelligence.

Reality, Not Romanticism

The image of the Ivy Leaguer who goes where it is dangerous to drink the
water and—unencambered by annoying instructions from headquarters—
applies his brilliance and James Bond-like daring to the job of saving America
from terrorism appeals to our imaginations but has little to do with the real
business of intelligence and counterterrorism. The task ahead for the intelli-
gence community appears more mundane, not only because it lacks the ro-
mantic aspect of that imagemmﬁ_sé it is not all that different from what
it has been for some time. Obviously there is room for improvement—as
there will be as long as the counterterrorist batting average is not 1.000,
which means indefinitely—but even large increases in what U.S, intelligence
does, or major changes in how it does it, offer only modest prospects for

more reassuring results,?

- More well-trained operations officers in the field, as well as more ana-
lysts and other critical personnel and the monetary and technical resources
to go with them, will make a difference, but not in the sense of closing some
key and well-defined gap that has kept the United States from going the last
mile it needs to go to ind out What terrorists are up to. Rather, such increases
would nﬁmwﬂﬁhce of gaining useful information and in-
sights about terrorist activity, which in turn would marginally heighten the
chance of forestalling some future terrorist attacks and eay

€ | saving $ome ives.
They would do so by alleviating shortages that—despite the considerable in-

. s e e e S L ———
creases in dollars and manpower devoted in recent years to counterterror-
ism—still limit the ability of several agencies to carry out the sweeping tasks

- - T
they are now being relied upon to perform. The EBIL, for example, simply
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does not have the manpower to surveil and investigate everyone in the United
States who ought to be scrutinized for possible connections to terrorism.*
Similarly, there would be less risk of slip-ups or slowness at the CIA or NSA
in processing, exploiting, and disseminating information if the typical crush

ing load of information to be processed could be distributed into more man-
ageable proportions to be handled by more hands. Sound management and
adroit use of automation are critical but can go only so far. The core of the

_work to be done—the part that will be the stuff of inquiries-after future— -

major terrorist incidents—will still have to be done by skilled pe ople col-
lecting, assessing, and acting on individual pieces of information, ,
Beyond the question of resources, there are two principal areas in which

to look for potential improvements in intelligence about terrorism. Both g0

beyond what the intelligence community itself can do. The first concerns the
acquisition of information from foreign governments. Probably no other in-
telligence topic depends more on foreign liaison than does terrorism. Certain
foreign governments will always be better able than the United States to op-
erate against certain terrorist groups, for reasons of geography, culturegor
past contacts. The willingness of those governments to share mte!hgence de-
pends not only on what the CIA does to cultivate the liaison relationships
but also on the overall state of bilateral relations with the United States, and
that is a function of broader U.S. foreign policy. Moreover, some of the gov-
ernments with the most intelligence to share about terrorists are ones that
have presented significant problems, including terrorist-related problems, for
U.S. policy. To collect intelligence on terrorism, the United States needs to
take risks in dealing with regimes—not just individuals—with blood-stained
pasts. ‘ 7

The other area for attention involves the integration of intelligence with
nonintelligence sources of information. This does not primarily mean the
criminal investigations of law enforcement agencies such as the FBI, where
integration with intelligence for counterterrorist purposes already is exten-
sive. The greatest potential opportunities for further integration of informa-
tion involve other types of data about the movements and activities of large
numbers of people—especially data on travel and immigration. Encyclope-
dic mining of such data for intelligence purposes (as distinct from spot in-
quiries concerning cases already being investigated) has not been done to date
for several reasons, most of which involve the needle-in-haystack aspect of
any such endeavor and the prospect that it would yield a meager payoff on
a very high investment. A host of practical problems, ranging from the use
of pseudonyms by terrorists to the reluctance of some owners of data banks
to make them available for such scrutiny, reduces the probable yield further.
Moreover, some of the key elements of exploiting information would still
have to be done by live analysts assessing sui generis cases; they could not be

. —
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programmed into a data-mining algorithm. Despite all these limitations, the
change since the September 11 attacks in national priorities and in the thresh-
olds for spending resources for counterterrorism warrants fresh attention to
this frontier in the exploitation of potentially useful information.

The converse of mining data on the movements of large numbers of
people to extract terrorist-related intelligence also deserves renewed atten-
tion—that is, the use of intelligence to restrict the movements of potential
by consular officers in granting visas and ofﬁcers of the INS in adml\ttmg for-
_eigners at points of. entry. “Although there have been ‘well-publicized instances
of the lists either not being used or being incomplete, the system generally
works smoothly and has kept scores of suspected terrarists out of the United
States. The best candidate for broadening the use of such procedures would

be civil aviation. How was it, for example, that at least a couple of the Sep-

tember 11 hijackers had come to the intelligence community’s attention for
prior contacts with suspected terrorists and yet were able to buy tickets and
board civilian airliners in the United States under their true names? Proba-
bly the only way to avoid a recurrence would be a drastic revision of avia-
tion security that in essence would require all air passengers to undergo a
background check. This strategy raises issues of privacy that also would
apply to some data mining. These issues, along with the question of whether
the small payoffs would be worth the high costs and the intrusion, call for
public debate and extensive consideration by Congress.

Domestic Intelligence

Tradeoffs between counterterrorism and privacy abound in the collection
of intelligence within the United States, which must be a major part of the
overall counterterrorist intelligence function. Debates in the United States
about homeland security have been slow to address the most important is-
sues of domestic intelligence collection. Discussion of intelligence during con-
gressional consideration of the homeland security bill of zoo2 had to do with
what kind of intelligence element the new Department of Homeland Secu-
rity would have and how the department would relate to the FBI and the
CIA. This issue need not have been controversial. The department’s intelli-
gence arm can perform the same sort of role as the State Department’s Bu-
reau of Intelligence and Research—an analytical and coordinating office that
works closely with the rest of the intelligence community to meet its own de-
partment’s intelligence needs.

The biggest departure the United States could take regarding counter-
terrorist intelligence—one that has not been a subject of congressional de-
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he - bate—would be to create a domestic security service, separate from foreign
sh- intelligence agencies such as the CIA and NSA and law enforcement agen-
to cies such as the FBI. The United States is atypical in not having an agency
comparable to MI-5 in the United Kingdom, the Federal Office for the Pro- -
of tection of the Constitution (BfV) in Germany, or the Public Security Investi-
n- gation Agency in Japan. Collettion of intelligence on foreign terrorists within
il -~~~ their respective homelands is-a major mission for these-and similar agencies - —— — — —§
ms in other countries.
pr- Whether to create such an agency in the United States is largely an issue
ces of whether this mission should be left to the FBL (The CIA would be an in-
ly appropriate place for the job, mainly because its mission of collecting for-
ted cign intelligence differs in important respects. Recruiting a foreign spy, for
ald example, may involve persuading that person to violate the laws of his own
ep- country.) The principal argument against establishment of a new service is
for that the FBL although primarily a law enforcement organization, has long™
ind had the secondary mission of collecting intelligence on persons or groups
ba- posing threats to national security. In the wake of the September 11 attacks,
ria- FBI Director Robert Mueller, through reorganization and reallocation of re- -
oa sources, has given increased emphasis to the collection and preemptive use
uld of counterterrorist intelligence. Another consideration is that creation ofa
her new service would mean one more set of organizational lines that informa-
for tion would have to cross—information that, given the relationship between
{aw enforcement and the gathering of information on threats within the
E United States, needs to flow as freely as possible.
The main argument in favor of establishing a new service is that because
f the culture and expertise of the FBI center around law enforcement and the
e - assembling of criminal cases for prosecution, the intelligence mission—no
ion : matter how much emphasis the bureau’s directors place on it—will always
the be a secondary mission in fact if not in.name. And no mission can be per-
ates formed really well if it is only somebody’s secondary mission. The bureau’s
t is- ethos is so closely centered around law enforcement and criminal prosecu-
‘on- tions that it remains uncertain how well-suited it is to an intelligence mis-
vith . sion, no matter how many adjustments are made from the top. The training,
:cu- Q skills, and promotability of FBI special agents all revolve around the crimi-
the nal faw function. This fact is evident in countless habits and patterns of
elli- work, such as a disinclination of FBI agents to document many substantive .
Bu- discussions—such documentation being second nature to an intelligence of- e i3
that ficer—out of concern about creating a written record that would be discov-
Lde- : erable in a trial. ‘
The traditional autonomy of FBI field offices, with the informational dis-
itet- : connects such autonomy can cause, also would argue for creation of a new
. de- intelligence service. Director Mueller has attempted to address this issue with




134 Intelligence

creation of a headquarters-based “supersquad” that would direct terrorist
investigations that traditionally have been handled by field offices. Yet field-
to-headquarters relationships may be one of the.aspects of an organization’s
culture and operating habits that is most resistant to change. And although
something like the investigation of a bank robbery usually can be handled
fully within the locale of the crime, inquiries into terrorist groups—with their
transnational dimensions—cannot.

Another possible reason to create a new domestic intelligence and secu-
rity agency would be the symbolic value of such a major step, with all of the
signals it would send regarding the nation’s commitment to the agency’s mis-
sion and the resources and legal powers necessary for it to do its job prop-
erly. It would represent a break with past shortcomings and a sea change in
national priorities. A new organization would be unencumbered by the bag-
gage of the CIA and the FBI, including past controversies involving alteged
abuses or overstepping of bounds and popular perceptions of past failures.

Regardless of whether the domestic counterterrorist mission is performed
by a new service or by a reoriented FBI, many other questions about the mis-
sion will be unavoidable topics of controversy and appropriate topics of de-
bate. Besides the ubiquitous matter of resources, there are issues involving
legal authorities to monitor activity and conduct searches and seizures. Skep-
ticism that met Artorney General John Ashcroft’s widening of the FBI’s mon-
itoring powers in May 2002 reflected deep and longstanding American reser-
vations about such aunthorities.®* Another question is whether U.S. citizens
and noncitizens should be targeted in the same way. The American public
might be willing to support more intrusive investigative powers aimed at
noncitizens (who probably include most of the terrorist threats). Yet even
foreign terrorist groups can enlist—and, to a limited degree, already have
used—U.S. citizens.

There also is the problem of where investigative leads come from. It may
be somewhat easier to search a haystack in one’s own yard than a haystack
elsewhere, but it is still a haystack. The criticism of the Terrorism Informa-
tion and Prevention System (TIPS)—an effort to encourage reporting by in-
dividual citizens of suspicious circumstances or behavior that could have ter-
rorist implications—highlighted the biggest barrier to more extensive
domestic intelligence collection: Americans don’t like to be spied on, by ei-
ther their government or their fellow citizens. For many Americans, TIPS car-
ried the odor of an Fast German-style system of friends and family mem-
bers “ratting” on each other.

Another subject that already has an odor in the United States but can-
not be avoided in considering how to focus the search of the haystack is pro-
filing on the basis of religion, race, or ethnicity. The best profiling systems
use other indicators that are less controversial and more closely cotrelated




rorist
field-
tion’s
ough
ndled
1 their

secu-

of the
's mis-
prop-
nge in
£ bag-
leged
ilures.
ormed
1€ mis-
i of de-
rolving
. Skep-
s mMon-
1reser-
:itizens
public
med at
et even
Iy have

. It may
aystack
iforma-
g by in-
|ave ter-
gtensive
a, by ei-
TIPS car-
ly mem-

but can-
k is pro-
systems

serelated

Paul R. Pillar N 135

with the behavior one is trying to detect. In trying to narrow the gargantuan
task of finding as-yet-unfound threats in a nation of neatly 300 million
people, however, an uncomfortable fact is that religion and ethnicity would
have some search-narrowing valie. Somehow that fact will have to be dealt
with in any enhanced domestic intelligence effort.

Al?ove All, Do No Hayp -

The intensity of pressure on the intelligence community to be seen doing
things in new and different ways, coupled with the meager prospects that
such change actually will reduce the chance of more major terrorist attacks,
means that the challenge for U.S. intelligence will be not only to do the best
possible job of collecting and anal_)z'gg__lg.t_o-r'n'ﬁtion about terrorism bt to .
respond to the demand for change in ways that avoid doing more harm than
good. One of the most important “risks” for the CIA and the rest of the infra" '
telligence community is the political risk of standing up to these short-term
pressures to avoid undermining long-term effectiveness. -

Since September 11, U.S. intelligence agencies have devoted an even larger
proportion of their resources than before to counterterrorism. This reallo-
cation has been the kind of nimble shift that the CIA in particular often—
and mistakenly—has been criticized for not being able to do. The shift means
pulling analysts and collectors off other important subjects, however. The
House Intelligence Committee expressed concern about this shift in its report
accompanying the intelligence authorization bill for fiscal year 2003, not-
ing that the “significant and inventive” counterterrorist efforts that the in-
telligence commbmity had under way were being achieved by shifts of per-
sonnel “that create gaps in coverage and understanding in other areas of
nationalﬁemﬁ____t_):‘i_l_l_tgrest.”” In responding to the inevitable PIESSULES L0 mOVe
more resources to counterterrorism, the intelligence community must be care-
ful not to denude itself in these other areas. The costs of doing so would be
felt not only with other U.S. foreign policy interests but, over the long term,
with counterterrorism itself. Although understanding political stresses and
socioeconomic patterns in foreign lands does not bear the “counterterrorist”
label, thimﬁ conditions that tend to breed terrorists
and therefore is im;ﬁ&:—t_ant in anticipating future terrorism and supporting .
U.S. policy mthmg about it.

Another hazard involves the rules and restrictions under which the in- ~—
telligerice community operates and how the mood of the moment, in which
counterterrorism has become an overriding public priority, has changed those
rules. The September 11 attacks appear to have swept aside many old sus-

picions and concerns about the country’s national security agencies. The
—
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changes are reflected in such things as the cong;g_sgp_rgiﬂ directive regarding
recruitment guidelines and the omnibus counterterrorist legislation enacted
in October 2001 that, among, other things, gives the CIA access to grand jury
testirmmmg\_wdlwwen If a couple of years
go by with the United States successful enough and fortunate enough to
avoid another major terrorist attack, countertcg:tﬂrismﬂﬂl_ﬂg_l_@&ggﬂe an
overriding priority.\kluman rights, privacy, and similar issues will get re-
newed atte what? What happens to the “incentivized” intelli-
gence 1ce officer who takes the risk of making a recruitment that becomes con-
troversial, and how will his agency be viewed after the members of Congress
who changed the rules have moved on to other commltt'éE'E"s;@nments?’ And
does a step such as giving intelligence agencies access t0 grand jury records
contain the seeds of future congressional inquiries reminiscent of the Church
and Pike committees of the 1970s?% The changes may be warranted, and
there is no reason to anticipate abuses. Those making the changes should re-
member, however, that among the most effective weapons the United States
has in fighting terrorism is the long-term strength of its intelligence agencies,
based in part on their inwﬁw American

people.
~Public confidence in the counterterrorist role of intelligence agencies also
is put at risk when that role is misappropriated 1o serve purposes other than

terrorlst issue in | thls way. Supporters of the war apainst Iraq did so when they

'explmted the militant post-September 11 mood of the American public to

muster support for the war, which they had long favored chiefly for reasons
other than counterterrorism.* Selling the war involved playing up any link
that could be found between Saddam Hussein’s regime and terrorism—es-

~ei'y pecially between the regime and al- Qaeda. Proponents of the war used in-

telligence not to identify threats and inform policymaking but to justify a pol-
cﬁﬁ?ﬁm made.. ——
—TheTtelligen Igence communltsf“\;;ft'hstood the policy pressures fairly well. Its
treatment of Iraq and al-Qaeda did not go beyond detailed description of the
minimal and inconclusive “links” between the two—as was evident on a
careful reading of the administration’s only public statement on Iraq that had
a direct intelligence community input: Secretary of State Powell’s presenta-
tion to the United Nations Security Council in February 2003.%' Nonetheless,
the Iraq episode damaged the intelligence community’s ability to play its part
in counterterrorism. Servicing the administration’s public relations require-
ments on this issue consumed vast amounts of time and attention on the part
of counterterrorist specialists, who thereby were diverted from their main

mission of locating and countering actual and impending terrorist threats.
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The American public’s understanding of the role of state sponsors in inter-
national terrorism was badly distorted, in a way it would not have been if
intelligence had been used publicly in a more straightforward manner. Most

important, as postwar difficulties in Iraq became increasingly apparent and .

the failure to find weapons of mass destruction caused alleged misuse of in~
telligence to become a major issue, the integrity of the intelligence commu-

_nity was_called into_question. This outcome will make public trust Harder  }

to win the next time intelligence identifies a major terrorist threat, even if the
threat is real and the assessment of it unpoliticized.

Conclusion

The most useful thing that Americans can do about U.S. intelligence assets’
in the campaign against international terrorism may be to acquire a realis-
tic appreciation for what those assets can and cannot accomplish. It is im=
portant to understand the small chance of obtaining critical inside informa-
tion on the next terrorist plot and the multitude of other ways intelligence
contributes to counterterrorism. Such understanding would guide strategy
on how much reliance to place on the intelligence community’s “first line of
defense” against terrorism and how much needs to be done by the other lines.
1t would belp to'avoid reinventing wheels that the intelligence community in-
vented some time ‘ago and focus attention on areas—particularly a more
comprehensive integration of intelligence with nonintelligence data—where
there is at least a modest chance of major new initiatives yielding results.
Moreover, clearing away misconceptions would sharpen the focus on im-
portant issues—particularly what compromises Americans are willing to
make to their privacy and liberties to facilitate the collection of information
about possible threats in their own homeland—that still need debate.

Almost all of the functions of, and possible new initiatives in, counter-
terrorist intelligence discussed in this chapter rest on strong and knowledge-
able public support. Such support is critical for resources, of course, in the
form of appropriations by Congress. Public acceptance also would be vital
to implement the kinds of procedures necessary for an expanded domestic
intelligence collection effort to be effective. Although less immediately ap-
parent, the amount of public backing that U.S. officials have when they so-
licit cooperation from foreign governments also helps to determine how suc-.
cessful such solicitations are. .

The upsurge in Americans’ support for counterterrorism in the wake of
the September 11 attacks provides the principal grounds for optimism about
realizing the full potential of what intelligence——despite all of its continuing
limitations—can contribute to the larger counterterrorist effort. The
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markedly increased success since the attacks in freezing of terrorist financial
assets, for example, is due not to the intelligence suddenly getting better but
to the national strength of commitment that has enabled U.S. officials to
pound on the desks of foreign officials and insist that they act on the intelli-
gence that was already available. And Operation Enduring Freedom in
Afghanistan was the most forceful possible example of acting on intelligence
about the principal source of the principal terrorist threat of the day. To the
extent that American interest in counterterrorism can be sustained longer
than after previous spikes in such interest, there will be more successful ap-
plications of intelligence to the problem of international terrorism, beyond
the eternally hoped-for uncovering of details of the next plot.
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