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Foreword

SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the World Trade Organization (WTO)
principles in the Technical Barriers to Trade (TBT), see the following URL: http://www.iso.org/iso/
foreword.html

The committee responsible for this document is ISO/TC 204, Intelligent transport systems.

Alist of all the parts in the ISO 21219 series can be found on the ISO website.

© IS0 2017 - All rights reserved v


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
http://www.iso.org/iso/foreword.html

ISO/TS 21219-24:2017(E)

Introduction

History

TPEG technology was originally proposed by the European Broadcasting Union (EBU) Broadcast
Management Committee, who established the B/TPEG project group in the autumn of 1997 with a brief
to develop, as soon as possible, a new protocol for broadcasting traffic and travel-related information
in the multimedia environment. TPEG technology, its applications and service features were designed
to enable travel-related messages to be coded, decoded, filtered and understood by humans (visually
and/or audibly in the user’s language) and by agent systems. Originally, a byte-oriented data stream
format, which may be carried on almost any digital bearer with an appropriate adaptation layer,
was developed. Hierarchically structured TPEG messages from service providers to end-users were
designed to transfer information from the service provider database to an end-user’s equipment.

One year later, in December 1998, the B/TPEG group produced its first EBU specifications. Two
documents were released. Part 2 (TPEG-SSF, which became ISO/TS 18234-2) described the Syntax,
Semantics and Framing structure, which was used for all TPEG applications. Meanwhile, Part 4 (TPEG-
RTM, which became ISO/TS 18234-4) described the first application for Road Traffic Messages.

Subsequently, in March 1999, CEN/TC 278, in conjunction with ISO/TC 204, established a group
comprising members of the former EBU B/TPEG and this working group continued development work.
Further parts were developed to make the initial set of four parts enabling the implementation of a
consistent service. Part 3 (TPEG-SNI, ISO/TS 18234-3) described the Service and Network Information
Application used by all service implementations to ensure appropriate referencing from one service
source to another.

Part 1 (TPEG-INV, ISO/TS 18234-1) completed the series by describing the other parts and their
relationship; it also contained the application IDs used within the other parts. Additionally, Part 5, the
Public Transport Information Application (TPEG-PTI, ISO/TS 18234-5), was developed. The so-called
TPEG-LOC location referencing method, which enabled both map-based TPEG-decoders and non-map-
based ones to deliver either map-based location referencing or human readable text information, was
issued as ISO/TS 18234-6 to be used in association with the other applications parts of the ISO/TS 18234
series to provide location referencing.

The ISO/TS 18234 series has become known as TPEG Generation 1.
TPEG Generation 2

When the Traveller Information Services Association (TISA), derived from former forums, was
inaugurated in December 2007, TPEG development was taken over by TISA and continued in the TPEG
applications working group.

It was about this time that the (then) new Unified Modelling Language (UML) was seen as having major
advantages for the development of new TPEG Applications in communities who would not necessarily
have binary physical format skills required to extend the original TPEG TS work. It was also realized
that the XML format for TPEG described within the ISO/TS 24530 series (now superseded) had a greater
significance than previously foreseen, especially in the content-generation segment and that keeping
two physical formats in synchronism, in different standards series, would be rather difficult.

As aresult, TISA set about the development of a new TPEG structure that would be UML based. This has
subsequently become known as TPEG Generation 2.

TPEG2 is embodied in the ISO/TS 21219 series and it comprises many parts that cover introduction,
rules, toolkit and application components. TPEG2 is built around UML modelling and has a core of rules
that contain the modelling strategy covered in ISO/TS 21219-2, ISO/TS 21219-3, ISO/TS 21219-4 and
the conversion to two current physical formats: binary and XML; others could be added in the future.
TISA uses an automated tool to convert from the agreed UML model XMI file directly into an MS Word
document file, to minimize drafting errors, that forms the Annex for each physical format.

Vi © IS0 2017 - All rights reserved
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TPEG2 has a three container conceptual structure: Message Management (ISO/TS 21219-6), Application
(many Parts) and Location Referencing (ISO/TS 21219-7Y). This structure has flexible capability and
can accommodate many differing use cases that have been proposed within the TTI sector and wider
for hierarchical message content.

TPEG2 also has many Location Referencing options as required by the service provider community, any
of which may be delivered by vectoring data included in the Location Referencing container.

The following classification provides a helpful grouping of the different TPEG2 parts according to their
intended purpose.

Toolkit parts: TPEG2-INV (ISO/TS 21219-1), TPEG2-UML (ISO/TS 21219-2), TPEG2-UBCR
(ISO/TS 21219-3), TPEG2-UXCR (ISO/TS 21219-4), TPEG2-SFW (ISO/TS 21219-5), TPEG2-MMC
(ISO/TS 21219-6), TPEG2-LRC (ISO/TS 21219-7), TPEG2-LTE (ISO/TS 21219-24);

Special applications: TPEG2-SNI (ISO/TS 21219-9), TPEG2-CAI (ISO/TS 21219-10);

Location referencing: TPEG2-ULR (ISO/TS 21219-112)), TPEG2-GLR (ISO/TS 21219-213)), TPEG2-
OLR (ISO/TS 21219-224);

Applications: TPEG2-PKI (ISO/TS 21219-14), TPEG2-TEC (ISO/TS 21219-15), TPEG2-FPI
(ISO/TS 21219-16), TPEG2-TFP (ISO/TS 21219-18), TPEG2-WEA (ISO/TS 21219-19), TPEG2-RMR
(ISO/TS 21219-23), TPEG2-EMI (ISO/TS 21219-25).

TPEG2 has been developed to be broadly (but not totally) backward compatible with TPEG1 to assist
in transitions from earlier implementations, while not hindering the TPEG2 innovative approach and
being able to support many new features, such as dealing with applications having both long-term,
unchanging content and highly dynamic content, such as Parking Information.

This document is based on the TISA specification technical/editorial version reference:

SP14002/1.0/001

iy
2)
3)
4)

Under development.
To be published.
Under development.

Under development.
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TECHNICAL SPECIFICATION ISO/TS 21219-24:2017(E)

Intelligent transport systems — Traffic and travel
information (TTI) via transport protocol experts group,
generation 2 (TPEG2) —

Part 24:
Light encryption (TPEG2-LTE)

1 Scope

This document defines the LTE encryption mechanism for TPEG Service Data Frames. It has been
specifically designed for use with Business to Business (B2B) business models.

The objective of this document is to provide a simple to use, yet effective Conditional Access mechanism
for TPEG including encryption for use with both broadcast and/or point-to-point delivery.

For both service providers and device manufacturers, a standardized conditional access mechanism is
beneficial to avoid a proliferation of proprietary methods with multiplied implementation effort and
lead times.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO/TS 21219-1, Intelligent transport systems (ITS) — Traffic and travel information (TTI) via transport
protocol experts group, generation 2 (TPEGZ2) — Part 1: Introduction, numbering and version (TPEG2-INV)

[SO/TS 21219-2, Intelligent transport systems (ITS) — Traffic and travel information (TTI) via transport
protocol experts group, generation 2 (TPEGZ) — Part 2: UML modeling rules (TPEG2-UMR)

ISO/TS 21219-3, Intelligent transport systems (ITS) — Traffic and travel information (TTI) via transport
protocol experts group, generation 2 (TPEGZ) — Part 3: UML to binary conversion rules (TPEG2-UBCR)

ISO/TS 21219-4, Intelligent transport systems (ITS) — Traffic and travel information (TTI) via transport
protocol experts group, generation 2 (TPEGZ) — Part 4: UML to XML conversion rules (TPEG2-UXCR)

ISO/TS 21219-5, Traffic and travel information (TTI) via transport protocol experts group, generation 2
(TPEG2) — Part 5: TPEG service framework (TPEG2-SFW)

ISO/TS 21219-9, Traffic and travel information (TTI) via transport protocol experts group, generation 2
(TPEG2) — Part 9: Service and network information (TPEGZ2-SNI)

Federal Information Processing Standards Publication 197 — Specification for the ADVANCED
ENCRYPTION STANDARD (AES), November 26, 2001

NIST Special Publication 800-38A:2001 Recommendation for Block Cipher Modes of Operation: Methods
and Techniques

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© IS0 2017 - All rights reserved 1
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31
access controlled
conditions for use apply for which permission in writing is required

3.2
block cipher
family of functions and their inverse functions that is parameterized by cryptographic keys

Note 1 to entry: The functions map bit strings of a fixed length to bit strings of the same length.

3.3

block cipher mode of operation

algorithm that uses a block cipher to provide an information service such as confidentiality or
authenticity

3.4

Control Word

cryptographic key used to protect the data stream, i.e. the payload data in a TPEG service data frame,
by means of encryption

3.5

cryptographic key

parameter used in the block cipher algorithm that determines the forward cipher operation and the
inverse cipher operation

3.6
encryption
process of encoding messages (or information) in such a way that only authorized parties can read it

3.7
service key
cryptographic key used to encrypt the transmission of the Control Word

Note 1 to entry: Service keys may be customer specific.

3.8

TPEG application

application layer protocol fulfilling the general TPEG requirements at the highest layer of the ISO OSI
model and standardized by TISA/ISO

Note 1 to entry: A TPEG Application consists of a set of classes and rules for encoding information required to a
traffic information service.

3.9
TPEG service
multiplex of TPEG Service Components with a dedicated Service Identifier

3.10
TPEG service component
virtual channel for messages of a dedicated TPEG Application

3.11
TPEG service multiplex
multiplex of TPEG Services within one data stream or file

2 © IS0 2017 - All rights reserved
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3.12

service frame

ISO/TS 21219-24:2017(E)

data structure implementing the TPEG Service in the TPEG binary representation

3.13

service component frame
data structure implementing the TPEG Service Component stream in the TPEG binary representation

3.14

service data frame
service frame of type 1 containing TPEG service data as a multiplexed set of Service Component Frames

3.15

unrestricted access
no conditions for use apply, may be freely used without any permission or authorization

4 Abbreviated terms

AES
B2B
CRC
CTR
Cw
EBU
ECB
EMM
FRAND
LTE
ServEncID
SID
SFW
TISA
TPEG
TTI
UML

XOR

Advanced Encryption Standard

Business to Business

Cyclic Redundancy Check

Counter (a block cipher mode of operation)

Control Word

European Broadcasting Union

Electronic Code Book (a block cipher mode of operation)
Entitlement Management Message

Fair, Reasonable and Non-Discriminatory

LighT Encryption

Service encryption indicator (signalled in a TPEG Service Data Frame)
TPEG Service ID

TPEG Service Framework: Modelling and Conversion Rules
Traveller Information Services Association

Transport Protocol Expert Group

Traffic and Traveller Information

Unified Modelling Language

eXclusive OR operation (a bit manipulation technique)

© IS0 2017 - All rights reserved 3



ISO/TS 21219-24:2017(E)

5 Light Encryption specific constraints

5.1 Version number signalling

Version numbering is used to track the separate versions of an application through its development and
deployment. The differences between these versions may have an impact on client devices.

The version numbering principle is defined in ISO/TS 21219-1.

Table 1 shows the current version numbers for signalling LTE:

Table 1 — Current version numbers for signalling of LTE

major version number 1

minor version number

5.2 Extendibility

Light Encryption is based on a TPEG2 style specification of encryption parameters. Light Encryption
information and parameters specifications are specified with a TPEG2Z component, in accordance
with the TPEG2 modelling rules in ISO/TS 21219-2 (TPEG2-UMR), ISO/TS 21219-3 (TPEG2-UBCR) and
ISO/TS 21219-4 (TPEG2-UXCR). Future LTE extensions then may insert new components or may replace
existing components by new ones without losing backward compatibility. That means an LTE decoder
shall be able to detect and skip unknown components.

5.3 Endianness

TPEG assumes big endian representation of all multi byte constructs in the TPEG binary representation
defined in ISO/TS 21219-3 (TPEG2-UBCR)), as does the AES standard (Federal Information Processing
Standards Publication 197) and the NIST recommendation for Block Cipher Mode of Operations (NIST
Special Publication 800-38A).

This document also assumes a big endian representation throughout, i.e. the Most Significant Byte/Bit
is transmitted/stored first, and the Least Significant Byte/Bit is transmitted/stored last.

5.4 Supported business models

This document supports a number of common business models with the following two modes of
encryption:

— Light Encryption Mode 1: free to air, yet encrypted transmission of TPEG data;

— Light Encryption Mode 2: controlled access, encrypted transmission of TPEG data, on basis of a
business-2-business contract agreement.

Mode 1 isa generic mode, which does not differentiate between various client devices nor manufacturers.
Mode 2 targets business-to-business (B2B) relations. This mode is able to differentiate various (B2B)
customers.

In mode 2, a service provider is able to activate or revoke access to its service by changing its
transmission scheme. Moreover, in mode 2, access can be separately activated for individual (B2B)
customers.

Conversely, in mode 2, access can also be revoked separately for individual (B2B) customers, through
updates of the transmitted Light Encryption parameters. In this last use case, new encrypted Control
Words will be provided to all customers except the revoked B2B customer. This revoked customer is no
longer able to decrypt TPEG data, due to the lack of the new version of the Control Word.

4 © IS0 2017 - All rights reserved
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Table 2 — Supported business models

Business model

B2B relation estab-
lished before sale
of device

B2B relation established after sale of
device

No relation, unre-
stricted access

Service type

Mode 2, Access Controlled Service

Mode 1, free Trial

Mode 1, Free-to-

On-air Activation
before sale of device

On-air Activation
only after establish-
ment B2B relation

(no access rights
management
required for client

B2B Keys exchanged before sale of device Service Air Service
Activation model B2B Service Keys B2B Service Keys Temporary free Permanent free to
given to established | given to potential | service; activation air service
customers customers by SP only

(no access rights
management
required for client
manufacturer)

manufacturer, free

service kept alive

until Software Up-
date o client devices)

Table 2 shows a number of supported business models. Light Encryption Mode 1 can be used either as a
temporary, free trial service or as a permanent free-to-air service with encrypted content.

Mode 2 supports business-to-business relationships. When a B2B relationship is established before
the sale of the client device, all necessary precautions should be taken such as exchange of needed
“parameters-in-confidence”. Light Encryption provides the means for a service provider to activate
access for the particular customer after the commencement of a contract agreement. In advance,
by pre-allocating and pre-sharing “parameters-in-confidence” with a potential customer, device
manufacturers are able to prepare their devices ahead of service transmissions. In this way, potential
B2B user devices can be prepared in parallel to a contract agreement, reducing or eliminating lead-time
for device implementations.

5.5 Performance requirements

5.5.1 Repetition rate of light encryption parameters

All necessary entitlement parameters for any access-permitted TPEG client (i.e. a client with active
access permissions to the current state of the service) to start using the service and decrypting its
content shall be available with a repetition rate of one minute or less. This is to reduce start-up latency.

Advance information of upcoming changes in entitlement parameters may be distributed at a slower
rate. Clients are recommended to store relevant encryption parameters and Control Words over power-
down cycles for fastest start-up. The Control Word Version ID (attribute CWversionID) signals the
version in use, and clients shall match stored versions with the signalled version before proceeding
with decryption on basis of stored parameters.

5.5.2 Update rate of light encryption parameters

Encryption parameters and consequent Control Word versions should be updated infrequently, but
shall not be updated more than once every 10 min. TPEG clients may receive reliably all necessary
parameters, even under less than perfect reception conditions.

5.6 License agreement and security requirements

5.6.1 General

This document uses two secret pieces of information (cryptographic parameters - see 6.2.1). These are
distributed by TISA under FRAND conditions, but subject to a license agreement. The license agreement
with TISA shall ensure strict confidentiality in handling, storage, and proper use (for intended purposes
only) of these secret cryptographic parameters.

© IS0 2017 - All rights reserved 5
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5.6.2 Security requirements on service providers

5.6.2.1 Development

During development of Light Encryption, service providers should limit to a minimum the personnel
having access to the secret cryptographic parameters distributed by TISA, and any customer and
service specific cryptographic parameters. Development artefacts related to these parameters shall be
stored in a protective fashion, to prevent unauthorized access.

5.6.2.2 Operation

During Light Encryption operations (including service key, Control Word and
customerParameterInConfidence generation, and generation of encrypted content) access to server
rooms and servers running Light Encryption operations or storing Light Encryption parameters should
be protected. Physical storage of all cryptographic parameters should be governed by a conditional
access mechanism including encryption. The chosen protection scheme should make it difficult to find,
use, or replace confidential cryptographic parameters.

The Service Provider should limit to a minimum personnel having access to servers running Light
Encryption or storing Light Encryption cryptographic parameters.

5.6.3 Security requirements on client manufacturers

5.6.3.1 Development

During development of Light Encryption, client device manufacturer should limit to a minimum the
personnel having access to the secret cryptographic parameters distributed by TISA, and/or customer
and service specific cryptographic parameters. Development artifacts related to these parameters shall
be stored in a protective fashion, to prevent unauthorized access.

5.6.3.2 Firmware and firmware distribution

The secret cryptographic parameters distributed by TISA, and any further customer and service specific
cryptographic parameters should be stored in encrypted/obfuscated form in a device’s firmware, such
as to prevent security leaks from inspecting firmware or firmware updates. The chosen protection
scheme should make it difficult to find, use, or replace confidential cryptographic parameters. The
chosen protection scheme for storage in a device’s firmware may be proprietary.

6 Light encryption method of encryption and operation

6.1 Principles of operation for light encryption

The objective of Light Encryption for TPEG is to achieve a simple encryption method, while still
allowing effective compression of service frame payload data. To do so, the selected operating principle
is to encrypt the complete service frame payload data in one go (as opposed to encryption of individual
service component frames). This principle affords a single access point for decryption in the TPEG
client, which gets passed a complete TPEG service data frame to process. Efficient transmission can be
achieved, since the service frame payload data can be compressed first, before applying encryption.

Consequently, when a service provider desires mixing unencrypted and encrypted TPEG data, this
provider needs to set up different TPEG services with different TPEG Service IDs and mix these in the
TPEG service multiplex. Access rights management and encryption shall be handled at the TPEG service
multiplex level, where individual TPEG services are either encrypted or clear-to-air.

This scheme allows a TPEG service composition in which clear-to-air contentin TPEG service multiplex is
accessible for TPEG clients, without these clients needing to know of any encryption and/or conditional
access system knowledge. Service providers can link content of such various services to each other, by

6 © IS0 2017 - All rights reserved
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means of the TPEG concept of “originator” TPEG service ID ISO (TS21219-9). With the “originator” TPEG
service ID, a service provider can inform a TPEG client that content from one clear-to-air TPEG service
is from the same source as the content of an encrypted TPEG service.

Key requirements addressed in this conditional access mechanism are the following:
— The method shall support commonly used business models in TPEG over broadcast delivery;

— The method shall provide an appropriate level of security against unauthorized access and usage in
Traffic and Traveller Information (TTI) context;

— The method shall be license-free to operate;

— The method shall be easy to implement at the TPEG client side and TPEG server side and shall have
minimal overhead;

— The method shall be bearer-independent;

— The method shall allow granting and revoking of access to individual B2B customers.
6.2 Overview of the light encryption method

6.2.1 General

For Light Encryption, the used encryption algorithms are based on the Advanced Encryption Standard
(AES; see Federal Information Processing Standards Publication 197). Light Encryption distinguishes
two modes to support different business models. Technically, the two modes differ only in distribution
of the “parameterInConfidence” with which the service keys are composed.

TPEG service provider TPEG client device
~
A/ \
Service Key Service Key

Control A1 s e T P Control
Word —bd ] Encrypted Control Wort —i h—& Word
Service frame ' I A Encrypted Service Frame =N I ‘ Service frame
payload data ~J Payload data bz payload data

Figure 1 — Mode 1 encryption method principle

Figure 1 shows the encryption scheme for Light Encryption mode 1. In this mode 1, the service frame
payload data is encrypted with a Control Word. This Control Word (common to all clients) may be
changing over time for security reasons. New Control Words are encrypted with a Service Key before
transmission to a client. The encrypted Control Words are distributed in the service with Entitlement
Messages. In mode 1, a single Entitlement Message is provided for all clients.

The Service Keys are composed of a pre-shared, secret, key table maintained and distributed by TISA
under strict confidentiality. The service key composition selects a substring of the TISA secret table,
and then applies bit manipulation techniques (two XOR operations interspersed with a shift operation).
For symmetry with mode 2, the TISA secret information contains the TISA key table and a generic
“TISAparameterInConfidence”. In mode 1, this parameter shall be used by all clients in the same way
(whereas in mode 2, this “parameterInConfidence” shall be customer specific).

© IS0 2017 - All rights reserved 7
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TPEG service provider TPEG client device
Customer Specific Customer Specific

Service Key Service Key

- EEEEREE
Control . "l< Customer Specific ; > J‘ ; Control
Word Encrypted Control Word Word
Service frame ' ! :} Encrypted Service Frame - ,1: ! ‘ Service frame
payload data Payload data o payload data

Figure 2 — Mode 2 encryption method principle

Figure 2 shows the encryption scheme for Light Encryption mode 2 which operates in the same fashion
as mode 1. Only when composing the Service Key, instead of the TISAparameterinConfidence, a customer-
specific parameterinConfidence is used to specify the Service Key for a specific customer. This customer
specific “parameterIlnConfidence” (and allocated “customerID”) shall be pre-shared between a specific
TPEG Service Provider and a specific TPEG Client manufacturer as part of a contract agreement. Once
the Service Key is used to encrypt (at service side) or decrypt (at client side) the transmitted encrypted
Control Word, the rest of the process remains identical.

The encrypted Control Words are distributed in the service with Entitlement Messages. In mode
2, for every (B2B) customer a separate Entitlement Message is provided. The client shall check the
“customerID” attribute contained in the Entitlement Message to obtain its customer-specific entitlement
parameters.

TPEG clients under valid contract with a Service Provider shall be able to decode both Light Encryption
Mode 1 and Mode 2. This enables the Service Provider to switch temporarily to mode 1, when business
reasons would warrant so.

Clients shall ascertain at all times whether they have the correct (decrypted) Control Word for a specific
signalled Light Encryption Mode and Control Word Version Id. Only then they may proceed to decrypt
the encrypted payload data. If not, they shall discard encrypted payload data.

NOTE In Annex C, guidelines (informative) for use of this document are given.

6.2.2 TISA secret KeyTable and TISAparameterInConfidence

This document uses two secret pieces of information which are distributed by TISA under strict
confidentiality rules:

— TISA KeyTable: a several kilobyte, long byte, array containing random numbers;

— TISAparameterInConfidence: a 16 bytes, long byte, array containing random numbers for use in
light encryption mode 1.

For secrecy reasons, this document does not contain these parameters. They can be obtained from TISA
under FRAND conditions. An application shall be made using the request form on the TISA website
(www.tisa.org). After signing and returning the corresponding confidentiality agreement to TISA, this
TISA KeyTable and TISAparameterIinConfidence shall be made available in digital form.
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6.3 Encryption and decryption of service data frame payload data

6.3.1 General

The service data frame payload is encrypted using the AES standard (Federal Information Processing
Standards Publication 197). The Control Word is used as the cryptographic key in AES for service
payload data encryption. The 128-bit (16 bytes) long version of AES cipher is chosen (referred to as
AES128 in NIST Special Publication 800-38A). Since the length of the service data frame payload is
much longer than this standard 16 or (alternatively 32-byte AES) block cipher length, a block cipher
mode of operation is needed. A mode of operation specifies how to repeatedly apply a block cipher’s
single-block operation to securely transform amounts of data larger than a block.

6.3.2 Block cipher mode of operation

For Light Encryption of service frame payload data, the Counter Mode (CTR) mode of operation is
employed (NIST Special Publication 800-38A). Counter mode is the fastest mode of operation and
processed concurrently by both the Service Provider and the client device.

The CTR mode is applied only for service frame payload encryption. For both Light Encryption modes 1
and 2, the service frame payload data is encrypted with CTR-AES128 (NIST Special Publication 800-38A).

NIST has made available CTR-AES128 test vectors in NIST Special Publication 800-38A, Appendices
F5.1 and F5.2. These test vectors shall be used for validation of implementations of this document.

Payload encryption is performed on blocks of application data. In the CTR-AES128 mode of operation, a
block consists of 16 bytes of service frame payload data as contained in a TPEG Service Data Frame. The
CTR mode ensures that distinct ciphertexts blocks are produced even when the same plaintext block is
encrypted multiple times independently with the same Control Word.

To do so, for each block a new Initialisation Vector (1V) is needed. Information for this IV (a Nonce [A
NONCE isa Number used ONCE], the TPEG SID, and the LTE mode) is transmitted in front of the encrypted
Service Data Frame payload data as part of the Light Encryption Information (“Ltelnformation”)
component (see Clause 7). These transmitted parameters are complemented by a running counter to
construct the initialisation vector per block of data.
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V- Nonce SID ...... Counter Nonce SID ... ... Counter Nonce SID ... ... Counter
' c59bcf.... ... ... ... 0000 c59bcf.... v e o 0001 c59bcf.... ... ... ... 0002
HEENEERNRENEN HEEEEENENEREN HEEEEEEERREEN
Control block cipher Control block cipher Control block cipher
Word encryption Word encryption Word encryption
Plaintext — Plaintext — Plaintext —_—
HEEEENEERNEEN HEEEEEEEEREEN HEEEEEEEEREEN
LTI HEEEEENENEREN HEEEEEEENEEEN
Ciphertext Ciphertext Ciphertext
Counter (CTR) mode encryption
V- Nonce SID ... ... Counter Nonce SID ... ... Counter Nonce SID ... ... Counter
' c59bcf.... ... ... ... 0000 c59bcf.... ... .o . 0001 c59bcf.... ... ... ... 0002
HNENENEENEEEN HEEEEEEENEEEN HEEEEEEEEREEN
Control block cipher Control block cipher Control block cipher
Word encryption Word encryption Word encryption
Ciphertext ———> Ciphertext ———> Ciphertext ———>
HEEEEENEENEEN HEEEENEEEREEN HEEEEEEEEREEN
HEEEEEEREEEEN HIEEEEEENEREN HEEEEEEEEREEN
Plaintext Plaintext Plaintext
Counter (CTR) mode decryption

Figure 3 — CTR mode of operation for encryption and decryption of service data frame
payload data

Figure 3 shows the principle of the CTR mode of operation. For each block of data, the constructed
Initialisation Vector is encrypted using the Control Word. The encrypted Initialisation Vector is then
subject to an XOR operation with the plaintext to produce the ciphertext for encryption (top), or
alternatively, the encrypted Initialisation Vector then subject to an XOR operation with the ciphertext
to produce the plaintext for decryption (bottom).

The counter is incremented by one (as an IntUnLi value) for every successive block of service frame
payload data in the Initialisation Vector. The structure of this Initialisation Vector is detailed next.
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6.3.3 Initialisation Vector

For Light Encryption mode 1 and mode 2, the binary representation of the 16 byte initialisation vector
[V of the CTR mode is specified as follows:

<InitialisationVector<IV)>>:= : 16 byte Initialisation Vector IV for CTR mode.

10 *<IntUnTi>(nonceValue), : 10 byte value of the Nonce, signalled in the data
structure modelNonce or mode2Nonce for mode
1 or mode 2 respectively (see 5.5). The value of
this Nonce shall contain a unique numeric value
for every service frame encrypted with the same
Control Word.

<Serviceldentifier>(SID), : The TPEG Service Identifier (SID) as signalled in
the header of the Service Frame.

<lte001:LightEncryptionMode> (lteMode), : The Light Encryption Mode in use for this ser-
vice, as signalled in the LteInformation compo-
nent (see Figure 8).

<IntUnLi> (counter); : 2 byte counter (initialized at 0 at the start of
every encrypted service data frame)

The constructed Initialisation Vector shall be unique for every Service Provider and every mode. The
attributes nonceValue, lteMode and CWversionID are transmitted in the Ltelnformation component (see
Clause 7). The attribute SID is transmitted in the header of every Service Frame. The counter is not
transmitted, but rather reset to 0 for every new encrypted service data frame, and then incremented by
one for every successive block of 16 bytes to be encrypted or decrypted (see Figure 3).

Service providers shall transmit a unique Nonce (Number used once) value for every service data frame
encrypted with the same Control Word. Only then, the [V satisfies the requirement of the CTR mode for
a unique “counter block” (IV) for each plaintext block that is ever encrypted under a given key (Federal
Information Processing Standards Publication 197). If, contrary to this requirement, the “counter block”
(IV) would be used repeatedly, then the confidentiality of all of the plaintext blocks corresponding to
that counter block could be compromised (Federal Information Processing Standards Publication 197).

Given the 10 byte value of the Nonce, a Service Provider would be able in principle to use the same
Control Word for over 1024 Service Data Frames, and are able to satisfy the requirement for a unique
“counter block”. Practical security considerations however should suggest changing the Control World
much more often.

counter (IntUnLi; 2 bytes)
(initalised at 0 at the start of
every encrypted service frame)

nonceValue TPEG SID lteMode
(10 Bytes) (3 bytes) (1 byte)

Figure 4 — Structure of Initialisation vector

In Figure 4, the structure of the 16 byte Initialisation vector is shown graphically. The parameters are
detailed in 7.4.

A 2-byte counter is sufficient. A Service Frame is a maximum of 65 535 bytes, i.e. may contain maximally
4 096 cipher blocks. The counter shall be reset to 0 for every encrypted Service Frame.

6.4 Encryption and decryption of transmitted Control Words

New Control Words may be transmitted to protect the confidentiality of the payload data. To protect the
transport of Control Words itself to TPEG clients, these Control Words are encrypted, with a Service Key.
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For Light Encryption of Control Words, the Electronic Codebook (ECB) mode of operation is employed
(NIST Special Publication 800-38A). In both Light Encryption modes 1 and 2, the transmitted Control
Words are encrypted with ECB-AES128 (NIST Special Publication 800-38A).

NIST has made available ECB-AES128 test vectors in NIST Special Publication 800-38A, Appendices
F1.1 and F1.2. These test vectors shall be used for validation of implementations of this document.

6.5 Service Key composition

6.5.1 General

The transmitted Control Words are encrypted with a Service Key. In Light Encryption, Service
Keys are not transmitted, but rather composed of pre-shared information and a transmitted
configuration parameter. That is, Service keys shall be composed based on a transmitted
“mode<X>EncryptionConfiguration” parameter, the secret TISA information, and TPEG Service ID.

(xtseem “TISAkeyString”: 16 Byte secret TISA Key Table substring, starting at index “mode<X>EncryptionConfig (with <X>= 1 or 2) (BytheB15)

XOR

Service sipA | sig | sioc| M | sipa|sos | sioc | M |sipa|sios|soc| Y | sipa | sins | sioc| 1€
Mask Mode Mode Mode Mode
(xtseBm 16 Bytes of Intermediate Service Key (ByL:aBls)
]

Rotate Right

N,ot bytes
MSB LSB

16 Bytes of Intermediate Service Key, Rotated Right N bytes
(Byte 16-N) Byte.. Bytels  Byted (Byte 15-N)

XOR

Confidentiality MSB
Mask (Byte 0)

LSB

16 byte ParameterInConfidence
(Byte 15)

MSB
(Byte 0)

LSB

16 Byte Service Key (Byte 15)

Figure 5 — Procedure for composing a Service Key, based on the secret TISA Key Table,
transmitted service parameters and the ParameterInConfidence

Figure 5 shows the procedure for composing the Service Key, applicable both for Light Encryption mode
1 and mode 2.
The steps to compose a Service Key are as follows:

a) Selection of a 16 byte keystring TISAkeyString, based on the TISA KeyTable (see 6.2.1), and the
transmitted parameter IteMode<X>EncryptionConfig (where <X> equals 1 or 2); see 6.5.2.

b) Construction of a Service Mask; see 6.5.2.

c) Applying an exclusive OR operation between the TISAkeyString and the Service Mask, and storing
the result as an Intermediate Service Key.

d) Determine the number of bytes Nyt to Rotate Right the Intermediate Service Key; see 6.5.2
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e) Rotate Right the Intermediate Service Key Nyot bytes.
f) Construct the mode-specific Confidentiality Mask, see 6.5.3 for mode 1 and 6.5.4 for mode 2.

g) Applying an exclusive OR operation between the Right Rotated Intermediate Service Key and the
Confidentiality Mask, and storing the result as the desired Service Key.

After step g), the Service Key is available for decrypting a transmitted, encrypted Control Word,
following 6.4.

6.5.2 Light Encryption modes 1 and 2 common parameters for Service Key composition

6.5.2.1 TISAKeyString

For Light Encryption, the binary representation of the 16 byte TISAkeyString is determined as follows,
using the secret TISAkeyTable (see 6.2.1) and the transmitted parameter mode<X>EncryptionConfig,
where the <X> equals 1 or 2, for mode 1 or mode 2 respectively.

In mode 2, this mode<X>EncryptionConfig may be customer specific.

<KeyString<TISAkeyString)>>:= : 16 byte TISA Key Table string which
is the starting point for the Service
Key composition.

<byte>(TISAkeyTable[mode<X>EncryptionConfig]), : first byte of indexed TISA Key Table
string.

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 1]), : second byte of indexed TISA Key
Table string.

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 2]), : third byte of indexed TISA Key
Table string

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 14]), :fifteenth byte of indexed TISA Key
Table string.

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 15]), :sixteenth byte of indexed TISA Key
Table string

6.5.2.2 ServiceMask

For Light Encryption, the binary representation of the 16 byte Service Mask is specified as follows,
using the transmitted parametersTPEG SID and IteMode:

<ServiceMask<serviceMask)>>:= : Service Mask used for Service Key composition.

<Serviceldentifier>(SID), : The TPEG Service Identifier (SID) as signalled in
the header of the Service Frame.

<lte001:LightEncryptionMode> (IteMode), :The Light Encryption Mode for this service data
frame, as signalled in the Light Encryption Infor-
mation component (see Figure 8).

<Serviceldentifier>(SID), : The TPEG Service Identifier (SID) (repeated).

<lte001:LightEncryptionMode> (IteMode), :The Light Encryption Mode in use for this service
data frame (repeated).

<Serviceldentifier> (SID), : The TPEG Service Identifier (SID) (repeated).
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<lte001:LightEncryptionMode> (lteMode), :The Light Encryption Mode in use for this service
data frame (repeated).

<Serviceldentifier> SID), : The TPEG Service Identifier (SID) (repeated).

<lte001:LightEncryptionMode> (IteMode); :The Light Encryption Mode in use for this service
data frame (repeated).

6.5.2.3 Nrot

The parameter Nyot, (the number of bytes to rotate right in step 5) is determined as the lower nibble
from the first byte of the TISAkeyString as follows:

Npot = ((TISAkeyString[0]) & (0x0F)), (where “&” represents the bitwise AND
operation).

This yields a “rotate right” value from 0 to 15 inclusive.

6.5.3 Light Encryption Mode 1 specific parameters for Service Key composition

For Light Encryption mode 1, the 16 byte Confidentiality Mask is specified as follows:

<ConfidentialityMask<modelConfidentialityMask)>>:= |: Confidentiality Mask used in mode 1 for
Service Key composition.

16 *<byte>(TISAparameterIinConfidence); : The secret TISAparameterInConfidence
provided by TISA together with the TISA
Key Table under strict confidentiality rules
(see 6.2.1).

6.5.4 Light Encryption Mode 2 specific parameters for Service Key composition

For Light Encryption mode 2, the binary representation of the 16 byte Confidentiality Mask is specified
as follows:

<ConfidentialityMask<mode2ConfidentialityMask)>>:= : Confidentiality Mask used in mode 2 for
Service Key composition.

16 *<byte>(customerParameterlnConfidence); : The customer-specific parameterInConfi-
dence provided by the Service Provider to
the Client Manufacturer under strict confi-
dentiality rules together with an allocated
customerID.

For this mode 2, the “customerID” and the customer-specific “parameterinConfidence” shall be pre-
shared between Service Provider and Client Manufacturer as part of a contract agreement. Table 3

shows example parameter values.

Table 3 — Assumed parameters for example service key composition (all values in hex)

lteMode = 01

TPEG SID (100.100.255) = 6404ff

TISAKeyString = 0alb2c3d4e5£60718293a4b5c6d7e8£9
TISAparameterInConfidence = 0011223344556677889%aabbccddeeff

6.5.5 Example Service Key Composition

Figure 6 shows an example of the construction of a service key for mode 1. Using the input parameters
given in Table 3, in this figure a service key is constructed following the seven steps of 6.5.1.
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In the first step, the TISAKeyString is selected as the substring of the TISA KeyTable from index
modelEncryptionConfig to, and including, index modelEncryptionConfig+15 (for example 0alb2c3d4e5
£60718293a4b5c6d7e8£9).

NOTE This is an example value for the TISAKeyString without any relation with real TISA Key Table.

In the second step the Service Mask is constructed from the TPEG Service ID and IteMode (value
6464ff016464ff016464ff016464££01).

In the third step, the intermediate Service Key is formed with an XOR operation of the Service Mask and
TISAKeyString (Intermediate Service Key value 6e7£d33c2a3b9f70e6£75bb4a2b317£8).

“_n

In the fourth step, the number of bytes to be rotated right is determined to be 10, based on the lower “a
nibble in the first byte “0a” of the TISAKeyString.

In the fifth step, the Intermediate Service Key is then rotated right 10 bytes, yielding the value 9£70e6
£75bb4a2b317£86e7£d33c2a3b.

Inthesixthstep,the Confidentiality Maskissetforltemode 1 tothevalue ofthe TISAparameterInConfidence
(assumed value for this example 0011223344556677889%aabbccddeeff).

NOTE This is an example value only.

In the seventh step, the service key is determined with an XOR operation of the ConfidentialityMask
and the right rotated Intermediate Service Key. This Service Key consequently has the value 9f61c4c4
1felc4c49f6lcdcdlfelc4cs.

TISAkeyString

Oa | 1b | 2c | 3d | 4e | 5f | 60 | 71 | 82 | 93 | a4 | b5 | c6 | d7 | e8 | f9

XOR

ServiceMask

64 | 64 | ff |01 | 64 | 64 | ff |01 |64 | 64 | ff | 01 | 64 | 64 | ff | O1

Intermediate Service Key

6e | 7f | d3 | 3c [ 2a [3b | 9f | 70 | e6 | f7 [ 5b | b4 | a2 | b3 | 17 | 8

Rotate Right
N,o: bytes (10) Intermediate Service Key
Rotated right 10 bytes

of | 70 | e6 | f7 | 5b [ b4 | @2 | b3 | 17 | f8 | 6e | 7f | d3 | 3c | 2a | 3b

XOR ConfidentialityMask

00 | 11 | 22 [ 33 |44 | 55| 66 | 77 | 88 | 99 | aa | bb | cc | dd | ee | ff

Service Key

of [ 61 | c4 | c4 | 1f | el | c4 | c4 | of | 61 | c4 | c4 | If | el | c4 | c4

Figure 6 — Example Service Key Composition (all values in hexadecimal)
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7 Light Encryption structure and embedding in TPEG service data frames

7.1 General

The chosen concept for realizing a light encryption method in a TPEG service transmission is an in-line
access control/encryption method at the TPEG service data frame level. A service data frame is either
completely encrypted (all content is encrypted) or clear-to-air (no encryption). This affords a single
access point inside the TPEG client such that all conditional access/encryption functionality can be kept
local in a client’s system.

7.2 Light encryption embedding in TPEG service data frames

The Light Encryption service concept is based on in-line transmission of encryption parameters and
encrypted payload as shown in Figure 7. In Figure 8, the service concept is shown with the service
data frame containing an encryption indicator signalling the type of encryption used, followed by the
encrypted service data frame payload. This payload contains a preamble containing the necessary
encryption parameters and Control Words. This Light Encryption Information preamble is structured
as an (unencrypted) TPEG2-style component (Ltelnformation). The following CRC protects the data
integrity of this component. The encrypted, and possibly compressed, service component multiplex
is contained. The compression function, when used, is signalled in the Light Encryption Information
preamble. After decryption, and when needed, decompression, the Service Component Frames can be
accessed.

In Annex A, the TPEG binary representation of this Light Encryption service data frame structure is
defined. In Annex B, the TPEG-ML representation for Light Encryption is specified.

TPEG Transport Frame

Frame

Service frame
header

Transport
Frame header

Sync |Frame|Header|Frame| Service Frame| Frame

el e e - Type =1 header Service Frame payload = Fencryption (COMponent Frame multiplex)

Service Frame header

Encryption | |Light Encryption|

SIDCAYSIDEE] SIDe Indicator information

CRC XXXYYZ FFGGBBXX NMEEFFYY

Light Encryption Function

Compressed Service Component Multiplex

Compression Function

Service Component | Service Component | Service Component | Service Component | Service Component
Frame 1 Frame 2 Frame ... Frame ... Frame N

Service Component Frame

Service Component| Component Frame Component Data (opt)
Identifier Header Parameters (SNI, TEC, TFP, FPJ, ...) CRC

Figure 7 — Composition, compression, encryption, and framing for TPEG Light Encryption

7.3 Light Encryption components

The preamble containing all encryption information (the Ltelnformation component) is defined
as a TPEG2 style component (see Figure 8). This top-level component contains the service general
information, such as the version ID of the LTE specification, the encryption mode in use by the service
and the payload (i.e. service component multiplex) compression method in use.
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class LTE Structure

Ltelnformation

+ specVersonlD: MajorMinorVersion
+ IteMode: Ite001:LightEncryptionMode
+ payloadCompresionServEncD: IntUnTi

«OrderedComponentGroup»
+ IteParamsForframe: LteParameters

V

LteParameters

+ CWversonldForMode: IntUnLoMB

el TS

LteMode1Parameters LteMode2Parameters

+ modelNonce: Nonce + mode2Nonce: Nonce

«OrderedComponentGroup» + numActiveCustomers IntUnLoMB

+ modelEMM: ModelEMMessage [0..1] «Ordered ComponentGroup»
+ mode2EMM: Mode2EMMessage [0..¥]
T T
| o~ ~ -7 |
| S -7 |
' R & Y
Mode1EMMessage «DataStructure» Mode2EMMessage

Nonce

+ modelEncryptionConfig: IntUnLoMB

+ customerlD: IntUnLoMB
+ modelEncryptedCW: ControlWord + nonceValue: IntUnTi [10] + customerightsActive: Boolean

+ mode2NewCWversonID: IntUnLoMB [0..1]

S~ + mode2EncryptionConfig: IntUnLoMB [0..1]

gl _ 4+ mode2EncryptedCW: ControlWord [0..1]
L~
«DataStructure»
ControlWord

+ cwValue: IntUnTi [16]

Figure 8 — LteInformation component structure

This top-level LteInformation component includes mode specific LteParameters components.

This document distinguishes two encryption modes, each having its own mode specific LteParameters
component (see Figure 8). Common to all modes is the Control Word version ID (CWversionID).

Clients shall ascertain at all times whether they have the correct (decrypted) Control Word for a specific
signalled Light Encryption Mode and Control Word Version Id (clients are expected to store the last
received Control Word corresponding to the LTE Mode and Control Word ID for this purpose). Only then
they may proceed to decrypt the encrypted Service Data Frame payload data. If not, they shall discard
the encrypted Service Data Frame payload data.

For mode 1, a nonce (“number used once”) is included as a parameter for the encryption seed (the
Initialisation Vector) used in the decryption of the payload. Furthermore, a single model EMMessage for
all users is included (but at the discretion of the TPEG service provider, optionally only once every few
frames). This general entitlement management message contains the model Encryption Configuration,
specifying how the service key used for the encryption of the Control Word is computed, and the
encrypted Control Word for mode 1 itself.

For mode 2, also a nonce is included as a parameter for the encryption seed used in the decryption of
the payload. Also, the total number of active customers is signalled (numActiveCustomers) as a means
to reliably detect whether after a change of access rights have been revoked (see C.4). Furthermore,
for each customer a separate mode2EMMessage is included. This message contains the customerID, an
indication whether the customer rights are active, and if so the (customer-specific) mode 2 Encryption
Configuration and the (customer specific) encrypted Control Word.

In mode 2, new Control Words can be signalled in advance of their use, to enable a seamless change over
in the client device. If so, in the Mode2ZEMMessage, the attribute “modeZNewCWversionID” indicates the
new version of the Control Word and new configuration transmitted in the entitlement management
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message. In all other cases, the mode2ZEMMmessage applies to the current Control Word Version 1D, as
signalled in the lteMode2Parameters.

7.4 LTE tables

This document contains only one table, which enumerates the applicable Encryption Modes (see Figure 9).

class LTE Tables

«Enumeration»
Ite001:LightEncryptionMode

+ 000:Mode undefined
+ 001:Mode 1
+ 002:Mode 2

Figure 9 — LTE tables

7.5 Initialisation Vector composition

The Initalisation Vector composition is detailed in 6.3.3. Details are given here how the constituent
parameters are transmitted for modes 1 and 2.

— ThenonceValueshallbetransmitted inthe datastructure “model1Nonce” (formode 1), oralternatively
in data structure “mode2Nonce” (for mode 2). For both modes 1 and 2, the nonceValue inside this
data structure contains exactly 10 bytes. This nonceValue shall be used in the composition of the
initialisation vector.

— The TPEG “SID” is transmitted in the Service Frame Header (see Figure 7).
— The “lteMode” parameter is signaled in the Ltelnformation component (see Figure 8).

— The 2-byte IntUnLi counter is not transmitted, but rather reset to 0 at the start of every encrypted
Service Data Frame. Then, following the CTR-AES128 function (NIST Special Publication 800-38A),
this counter shall be incremented by 1 for decryption of every subsequent cipher text block as
contained the Service Data Frame payload data.

NOTE In accordance with the TPEG UML to binary conversion rules in ISO/TS 21219-3 (TPEG2-UBCR), in the
binary format of the Nonce data structure, the nonceValue array is signalled first with a IntUnLoMB array length
indicator, and then the nonceValue IntUnTi array itself (see Annex A). The same applies for the ControlWord data
structure.

7.6 Service Key composition

The Service Key composition is detailed in 6.5. Details are given on how the constituent parameters are
transmitted for modes 1 and 2.

— The TPEG “SID” is transmitted in the Service Frame Header (see Figure 7).
— The “lteMode” parameter is signalled in the Ltelnformation component (see Figure 8).

— The “modelEncryptionConfig” (for mode 1) or alternatively “mode2EncryptionConfig” parameter
(for mode 2) is signaled in the model EMMessage or modeZEMMmessage respectively (see Figure 8).

— The secret TISA KeyTable and TISAparameterInConfidence (for mode 1) need to be obtained from
TISA (see 6.2.1). For mode 2, the customer specific parameterlnConfidence need to be obtained
from the service providers.
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8 LTE components

8.1 Ltelnformation

Table 4 shows the root, TPEG2-compliant component for Light Encryption Information to be included in
the Service Data Frame in front of the encrypted Service Component Multiplex.

Table 4 — Ltelnformation

Name Type Multiplicity Description

specVersionID MajorMinorVersion 1 Major and Minor version of the Light
Encryption specification as used to
encrypt (and possibly compress)
the service component multiplex.

lteMode 1te001:LightEncryptionMode 1 Active Encryption Mode in used by
service provider for this service.
The encryption mode in use may
change over time for the service, but
after every changeover of encryp-
tion mode, all frames shall use the
same encryption mode until a next
changeover of the encryption mode.

payloadCompressionServEncID |IntUnTi 1 Indicator for the compression meth-
od which is used for compressing
the payload Service Component
Multiplex, i.e. before encryption
is applied. Valid values for this
attribute are those TPEG Service
Encryption Indicators indicating
solely a compression method.

The chosen compression method
is applied to the complete Service
Component Multiplex before en-
cryption.

Note:

Range 0 to 127 refers to the TISA
standard Service Encryption In-
dicators.

Range 128 to 255 values may be
freely chosen by Service Providers.
Multiple service providers may use
the same value in this range for
different methods.

Ordered Components

IteParamsForFrame LteParameters 1 Mode specific Light Encryption pa-
rameters for this Service Data Frame.

8.2 LteParameters

Table 5 shows the abstract class for Light Encryption Parameters. Each mode specific Light Encryption
Parameters class shall be derived from this abstract class.
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Table 5 — LteParameters

Name

Type

Multiplicity

Description

CWversionldForMode

IntUnLoMB

1

The current (mode specific) version of the Control World
used for encryption of this frame. Control Words may
be changed infrequently. Clients shall remember the
last transmitted Control World per supported mode
such that the (encrypted) Control Word does not need
to be transmitted in every frame.

The CWversionldForMode is a monotonic increasing
number per LTE mode.

8.3 LteModelParameters

Table 6 shows the Light Encryption Parameters for Encryption Mode 1.

Table 6 — LteModelParameters

Name

Type

Multiplicity

Description

CWversionldForMode

IntUnLoMB

1

The current (mode specific) version of the Control World
used for encryption of this frame. Control Words may
be changed infrequently. Clients shall remember the
last transmitted Control World per supported mode
such that the (encrypted) Control Word does not need
to be transmitted in every frame.

The CWversionldForMode is a monotonic increasing
number per LTE mode.

modelNonce

Nonce

1

Nonce for use in the Initialisation Vector (IV) of mode 1.

Ordered Components

modelEMM

|Mode1EMMessage

0.1

General mode 1 entitlement information for all clients.

8.4 LteMode2Parameters

Table 7 shows Light Encryption Parameters for Encryption Mode 2.

20
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Table 7 — LteMode2Parameters

Name

Type

Multiplicity

Description

CWversionldForMode

IntUnLoMB

1

The current (mode specific) version of the Control World
used for encryption of this frame. Control Words may
be changed infrequently. Clients shall remember the
last transmitted Control World per supported mode
such that the (encrypted) Control Word does not need
to be transmitted in every frame.

The CWversionldForMode is a monotonic increasing
number per LTE mode.

mode2Nonce

Nonce

Nonce for use in the Initialisation Vector (IV) of mode 2.

numActiveCustomers

IntUnLoMB

Total number of customers with active access rights to
the LTE mode 2 service for the current Control Word
version ID. TPEG clients are able to check with this
parameter whether they have seen all customerIDs
which still have access rights to the service, when
inspecting successive frames encrypted with LTE
mode 2. If in this list the expected customerID is not
present, then the client knows that its service access
right has been revoked.

Ordered Components

mode2EMM

Mode2EMMessage

0.*

Customer Specific Entitlement Information for various
customers.

8.5 ModelEMMessage

Table 8 shows the Entitlement Management Message for Mode 1 Light Encryption.

Table 8 — ModelEMMessage

Name

Type

Multiplicity

Description

modelEncryptionConfig |IntUnLoMB

1

Index into the secret TISA Service Key Table to indicate
the service encryption configuration used for Mode
1 in this Service.

The service encryption configuration for mode 1 shall
change only with a Control Word version ID change for
mode 1, or after a switch from LTE mode 2 to LTE mode 1.

modelEncryptedCW

ControlWord

Control Word for mode 1 encrypted according to
attribute modelEncryptionConfig.

8.6 Mode2EMMessage

Table 9 defines the Customer Specific Entitlement Management Message for Mode 2 Light Encryption
for either the mode2NewCWversionID if explicitly signalled, or, if not signalled, the current
CWversionIDForMode for this mode as signalled in the Light Encryption parameters for this frame.
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Table 9 — Mode2EMMessage

Name Type Multiplicity Description
customerID IntUnLoMB 1 Customer ID as allocated by the Service Provider
responsible for this encrypted service.
customerRightsActive |Boolean 1 Boolean indicating whether customer rights are active
(True) or revoked (False) for this service.
mode2NewCWversionID |IntUnLoMB 0..1 The new version of the Control World for which this

Customer Specific Control Word Information is given.

This attribute is signalled in case information for a
new Control Word is transmitted in advance of the
actual change of the Control Word in the transmission.
Advanced clients may store this advance information
to speed up change over.

If not provided, the current Control Word version ID
(as signalled in the Mode2LightEncyptionParameters)
applies to this Mode2EntitlementMessage.

mode2EncryptionConfig | IntUnLoMB 0..1 Customer specificindex into the secret TISA Service Key
Table to indicate the service encryption configuration
used for mode 2 in this service, for this customer. This
attribute shall be signalled only if customer rights
are (still) active.

When in the Mode2ZEMMessage the attribute mode-
2NewCWyversionld is included, this service encryption
configuration is signalled in advance, and corresponds
to the mode2NewCWversionID version (not the current
version in use).

This customer specific service encryption configura-
tion for mode 2 shall change only with a Control Word
Version ID change for mode 2, or after a switch from
LTE mode 1 to LTE mode 2.

mode2EncryptedCW ControlWord 0.1 Control Word for this customer, which is encrypted
according to attribute mode2EncryptionConfig. This
attribute shall be signalled only if customer rights
are (still) active. When in the Mode2EMMessage the
attribute mode2NewCWyversionld is included, this
Control Word is signalled in advance, and corresponds
to the mode2NewCWversionlID version (not the current
version in use).

9 LTE Datatypes

9.1 ControlWord

Table 10 shows the data structure for a 16 byte Control Word.

Table 10 — ControlWord

Name Type Multiplicity Description
cwValue IntUnTi 16..16 16 byte value of the Control Word
9.2 Nonce

Table 11 shows the data structure for a 10 byte nonce. A NONCE is a Number used ONCE. For modes 1
and 2, a nonce is used in the Initialisation Vector (IV).
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Name Type

Multiplicity

Description

nonceValue

IntUnTi

10..10 10 byte value of the nonce.

10 LTE Tables

10.1 1te001:LightEncryptionMode

Table 12 enumerates the applicable modes for Light Encryption.

Table 12 — LightEncryptionMode

Code Reference-English Comment Example
‘word’

000 Mode undefined
Light Encryption Mode 1. This mode is

001 Mode 1 used for encrypted, but otherwise unre-
stricted, access service provisioning.
Light Encryption Mode 2. This mode is

002 Mode 2 used for encrypted and access con-
trolled service provisioning.
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Annex A
(normative)

TPEG application, TPEG-Binary Representation

A.1 General

In this annex, the TPEG-Binary representation for Light Encryption is specified. The Service Data Frame
contents when applying Light Encryption mode 1 or 2 are specified, and the specific (sub) components
for the Ltelnformation component as contained in the Service Data Frame are given.

A.2 Service Frame of frame type = 1 (Service Data Frame) with Light Encryption
mode 1 or 2 applied

A.2.1 Service Frame Specification

A TPEG Service Data Frame may contain a different range and number of Service Component Frames
as required by the service provider. Furthermore, each Service Data Frame shall include service
information that comprises the service identification elements and the service encryption indicator.
The general concept and specification of the TPEG service data frame is contained in the TPEG2 Service
Framework ISO/TS 21219-5.

The service encryption indicator signals the encryption method in use (in this document, the logical
value LteServEncID is used to identify Light Encryption).

For Light Encryption, the Service Encryption Indicator in the Service Data Frame shall contain the
appropriate value LteServEncID. Then for the two modes as specified in this document, the Service Data
Frame definition is specialized as follows.

<ServiceData<ServiceFrame(1)>>:= : Service data frame
<Serviceldentifier>(SID), : Service identification (SID-A, SID-
B, SID-C)
<IntUnTi>(ServEncID), : Service encryption indicator,

0 = no encryption, the logical value
LteServEncID indicates use of Light

Encryption
LightEncryptionFunctionModeland2(<ServCompMulti- : With ServEncID==LteServEncID,
plex>); encryption function LightEncryp-

tionFunctionModeland? is utilized
for encryption of the Service Compo-
nent Multiplex
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This document distinguishes two modes of operation. For encryption of the Service Component
Multiplex, however, this function LightEncryptionFunctionModeland? yields the same structure and
internal functions as follows:

LightEncryptionFunctionModeland2<ServCompMultiplex)>>:= :
<LightEncryptionInformation>(lightEncryptionInfor- : LightEncryptionInformation com-

mation), ponent
<CRC>(IteInfoCRC), : CRC of lightEnryptionInformation
component,
CTR-AES128 (compressionFunction<ServCompMulti- : CTR-AES128 encryption of the (pos-
plex>)); sibly compressed) Service Component

Multiplex. The compression function
as used is signalled in the LightEn-
cryptionInformation component.

A.2.2 Attributes

ServiceFrame attributes are specified in the TPEG2 Service Framework specification ISO/TS 21219-
5 (TPEG2-SFW). Here, only those attributes/functions are specified which are specific to this Light
Encryption mechanism.

IteInfoCRC
The IteInfoCRC attribute enables an error detection of the LightEncryptionInformation component.
This CRC shall be two bytes long, and shall be based on the ITU-T polynomial x16 + x12 + x5 + 1.

Calculation of the CRC is specified in the TPEG2 Service Framework ISO/TS 21219-5, Annex D. The
calculation of this CRC shall be done on the complete Ltelnformation component, including component
ID, component length and attribute length fields.

When a CRC mismatch is detected, the integrity of the LightEncryptionlnformation cannot be
guaranteed, therefore the entire service frame shall be discarded by a receiver.

CTR-AES128
The CTR-AES128 function is specified by NIST in NIST Special Publication 800-38A.
compressionFunction

The compressionFunction is used as signal in the LightEncryptionInformation component, attribute
payloadCompressionServEncID. An attribute value of 0 indicates absence of compression.

A.3 Message components

A.3.1 List of Generic Component IDs

Table A.1 defines the Generic Component IDs for use in the TPEG binary representation

Table A.1 — Generic Component IDs

Name Id
Ltelnformation
LteModelParameters
LteMode2Parameters
ModelEMMessage 101
Mode2EMMessage 102
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A.3.2 Ltelnformation

<Ltelnformation(0)>:=

<IntUnTi>(0),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB>(lengthAttr),

: number of bytes in attributes

<MajorMinorVersion>(specVersionID),

: Major and Minor version of the Light Encryption
specification as used to encrypt (and possibly
compress) the service component multiplex.

<lte001:LightEncryptionMode>(lteMode),

: Active Encryption Mode is used by service pro-
vider for this service. The encryption mode in use
may change over time for the service, but after
every changeover of encryption mode all frames
shall use the same encryption mode until a next
changeover of the encryption mode.

<IntUnTi>(payloadCompressionServEncID),

: Indicator for the compression method which is
used for compressing the payload Service Compo-
nent Multiplex, i.e. before encryption is applied.
Valid values for this attribute are those TPEG
Service Encryption Indicators indicating solely a
compression method.

The chosen compression method is applied to the
complete Service Component Multiplex before
encryption.

Note:

Range 0 to 127 refers to the TISA standard Service
Encryption Indicators.

Range 128 to 255 values may be freely chosen

by Service Providers. Multiple service providers
may use the same value in this range for different
methods.

ordered {

<LteParameters>(lteParamsForFrame)

: Mode specific light encryption parameters for
this Service Data Frame.

b

A.3.3 LteParameters

<LteParameters(x)>:=

<IntUnTi>(x),

:id of this component

<IntUnLoMB>(lengthComp),

:number of bytes in component

<IntUnLoMB>(lengthAttr),

:number of bytes in attributes

<IntUnLoMB>(CWversionldForMode);

: The current (mode specific) version of the Control
Word used for encryption of this frame. Control
Words may be changed infrequently. Clients shall re-
member the last transmitted Control Word per sup-
ported mode such that the (encrypted) Control Word
does not need to be transmitted in every frame.

The CWversionldForMode is a monotonic increas-
ing number per LTE mode.
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<LteModelParameters(1)<LteParameters(1)>>:=

<IntUnTi>(1),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB>(lengthAttr),

: number of bytes in attributes

<IntUnLoMB>(CWversionldForMode);

: The current (mode specific) version of the
Control Word used for encryption of this
frame. Control Words may be changed infre-
quently. Clients shall remember the last trans-
mitted Control Word per supported mode
such that the (encrypted) Control Word does
not need to be transmitted in every frame.

The CWversionldForMode is a monotonic
increasing number per LTE mode.

<Nonce>(modelNonce),

: Nonce for use in the Initialisation Vector
(IV) of mode 1.

ordered {

n *<ModelEMMessage>(modelEMM)[0..1]

: General mode 1 entitlement information for
all clients.

b

A.3.5 LteMode2Parameters

<LteMode2Parameters(2)<LteParameters(2)>>:=

<IntUnTi>(2),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB>(lengthAttr),

: number of bytes in attributes

<IntUnLoMB>(CWversionldForMode);

: The current (mode specific) version of the
Control Word used for encryption of this
Frame. Control Words may be changed infre-
quently. Clients shall remember the last trans-
mitted Control Word per supported mode
such that the (encrypted) Control Word does
not need to be transmitted in every frame.

The CWversionldForMode is a monotonic
increasing number per LTE mode.

<Nonce>(mode2Nonce),

: Nonce for use in the Initialisation Vector
(IV) of mode 2.

<IntUnLoMB>numActiveCustomers),

: Total number of customers with active
access rights to the LTE mode 2 service for
the current Control Word version ID. TPEG
clients are able to check with this parame-
ter whether they have seen all customerIDs
which still have access rights to the service,
when inspecting successive frames encrypt-
ed with LTE mode 2. If in this list the expect-
ed customerID is not present, then the client
knows that its service access right has been
revoked.
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ordered {

n *<Mode2EMMessage>(mode2EMM)

: Customer Specific Entitlement Information
for various customers.

b

A.3.6 ModelEMMessage

<ModelEMMessage(101)>:=

<IntUnTi>(101),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB>(lengthAttr),

: number of bytes in attributes

<IntUnLoMB>(modelEncryptionConfig),

: Index into the secret TISA Service Key Table to in-
dicate the service encryption configuration used for
mode 1 in this Service.

The service encryption configuration for mode 1 may
change only with a Control Word version ID change for
mode 1, or after a switch from LTE mode 2 to LTE mode
1.

<ControlWord>(modelEncryptedCW);

: Control Word for mode 1 encrypted according to at-
tribute modelEncryptionConfig.

A.3.7 Mode2EMMessage

<Mode2EMMessage(102)>:=

<IntUnTi>(102),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB> lengthAttr),

: number of bytes in attributes

<IntUnLoMB>(customerID),

: Customer ID as allocated by the Service Provider re-
sponsible for this encrypted service.

BitArray(selector),

if (bit O of selector is set)

<Boolean>(customerRightsActive),

: Boolean indicating whether customer rights are active
(True) or revoked (False) for this service.

if (bit 1 of selector is set)

<IntUnLoMB>(mode2NewCWversionID),

: The new version of the Control Word for which this
Customer Specific Control Word Information is given.

This attribute is signalled in case information for a new
Control Word is transmitted in advance of the actual
change of the Control Word in transmission. Advanced
clients may store this advance information to speed up
changeover.

If not provided, the current Control Word version ID
(as signalled in the Mode2LightEncyptionParameters)
applies to this Mode2EntittlementMessage.

if (bit 2 of selector is set)
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<IntUnLoMB>(mode2EncryptionConfig),

: Customer specific index into the secret TISA Service
Key Table to indicate the service encryption configura-
tion used for mode 2 in this Service, for this customer.
This attribute shall be signalled only if customer rights
are (still) active.

When in the Mode2EMMessage, the attribute mode-
2NewCWversionld is included, this service encryption
configuration is signalled in advance and corresponds
to the mode2NewCWyversionID version (not the current
version in use).

This customer specific service encryption configura-
tion for mode 2 may change only with a Control Word
Version ID change for mode 2, or after a switch from
LTE mode 1 to LTE mode 2.

if (bit 3 of selector is set)

<ControlWord>(mode2EncryptedCW);

: Control Word for this customer, which is encrypted
according to attribute mode2EncryptionConfig. This
attribute shall be signalled only if customer rights

are (still) active. When in the Mode2EMMessage, the
attribute mode2NewCWversionld is included, this
Control Word is signalled in advance and corresponds
to the mode2NewCWversionID version (not the current
version in use).

A.4 LTE Datatypes

A.4.1 ControlWord

<ControlWord>:=

<IntUnLoMB>(16),

16 * <IntUnTi>(cwValue);

: 16 byte value of the Control Word

A.4.2 Nonce

<Nonce>:=

<IntUnLoMB>(10),

10 *<IntUnTi>(nonceValue);

: 10 byte value of the nonce
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Annex B
(normative)

TPEG application, TPEG-ML Representation

B.1 General

In this annex, the TPEG-ML representation for Light Encryption is specified. Only the TPEG-ML
representation for the (sub) schema for the LteInformation schema is specified here. On TPEG-ML level,
encryption is not applied, but rather only when converting to binary representation [see the TPEG2
Service Framework specification ISO/TS 21219-5 (TPEG2-SFW))].

B.2 Message components

B.2.1 Ltelnformation

<xs:element name="LteInformation" type="LteInformation"/>
<xs:complexType name="LteInformation">

<xs:complexContent>

<xs:extension base="tsf:ApplicationRootMessageML">
<xs:sequence>

<xs:element name="specVersionID" type="tdt:MajorMinorVersion”/>
<xs:element name="lteMode" type="1te00l LightEncryptionMode"/>
<xs:element name="payloadCompressionServEncID" type="tdt:IntUnTi”/>
<xs:element name="lteParamsForFrame" type="LteParameters"/>
</xs:sequence>

</xs:extension>

</xs:complexContent>

</xs:complexType>

B.2.2 LteParameters

<xs:complexType name="LteParameters">

<xs:sequence>

<xs:choice minOccurs="1" maxOccurs="1">

<xs:element name="optionLteModelParameters" type="LteModelParameters" minOccurs="1"
maxOccurs"1"/>

<xs:element name="optionLteMode2Parameters" type="LteMode2Parameters" minOccurs="1"
maxOccurs="1"/>

</xs:choice>

</xs:sequence>

</xs:complexType>

B.2.3 LteModelParameters

<xs:complexType name="LteModelParameters">

<xs:sequence>

<xs:element name="CWversionIdForMode" type="tdt:IntUnLoMB”/>
<xs:element name="modelNonce" type="Nonce"/>

<xs:element name="modelEMM" type="ModelEMMessage" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

B.2.4 LteMode2Parameters

<xs:complexType name="LteMode2Parameters">

<xs:sequence>

<xs:element name="CWversionIdForMode" type="tdt:IntUnLoMB” />

<xs:element name="mode2Nonce" type="Nonce"/>

<xs:element name="numActiveCustomers" type="tdt:IntUnLoMB”/>

<xs:element name="mode2EMM" type="Mode2EMMessage" minOccurs="0" maxOccurs="unbounded"/>
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</xs:sequence>
</xs:complexType>

B.2.5 ModelEMMessage

<xs:complexType name="ModelEMMessage">

<xs:sequence>

<xs:element name="modelEncryptionConfig" type="tdt:IntUnLoMB”/>
<xs:element name="modelEncryptedCW" type="ControlWord"/>
</xs:sequence>

</xs:complexType>

B.2.6 Mode2EMMessage

<xs:complexType name="Mode2EMMessage">

<xs:sequence>

<xs:element name="customerID" type="tdt:IntUnLoMB”/>

<xs:element name="customerRightsActive" type="tdt:Boolean”/>

<xs:element name="mode2NewCWversionID" type="tdt:IntUnLoMB" minOccurs="0"/>
<xs:element name="mode2EncryptionConfig" type="tdt:IntUnLoMB" minOccurs="0"/>
<xs:element name="mode2EncryptedCW" type="ControlWord" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

B.3 Datatypes

B.3.1 ControlWord

<xs:complexType name="ControlWord">

<xs:sequence>

<xs:element name="cwValue" type="tdt:IntUnTi" minOccurs="16" maxOccurs="16"/>
</xs:sequence>

</xs:complexType>

B.3.2 Nonce

<xs:complexType name="Nonce'">

<xs:sequence>

<xs:element name="nonceValue" type="tdt:IntUnTi" minOccurs="10" maxOccurs="10"/>
</xs:sequence>

</xs:complexType>

B.4 Full LTE schema definition

<?xml version="1.0" encoding="UTF-8"7?>

<!-- This XML schema is generated with tpegUMLconverter V2.3-->
<xs:schema xmlns="http://www.tisa.org/TPEG/LTE_ 1 0"
targetNamespace="http://www.tisa.org/TPEG/LTE 1 0"
xmlns:xs="“http://www.w3.0rg/2001/XMLSchema"
xmlns:tsf="http://www.tisa.org/TPEG/SFW 1 1"
xmlns:tdt="http://www.tisa.org/TPEG/TPEGDataTypes 2 0"
elementFormDefault="qualified"

attributeFormDefault="qualified">

<xs:import namespace="http://www.tisa.org/TPEG/SFW 1 1" schemaLocation="SFW 1 1.xsd"/>
<xs:import namespace="http://www.tisa.org/TPEG/TPEGDataTypes 2 0" schemaLocation="TDT 2 0.
xsd"/>

<xs:element name="LteInformation" type="LteInformation"/>
<xs:complexType name="LteInformation">

<xs:complexContent>

<xs:extension base="tsf:ApplicationRootMessageML">

<xs:sequence>

<xs:element name="specVersionID" type="tdt:MajorMinorVersion”/>
<xs:element name="lteMode" type="1te00l1 LightEncryptionMode"/>
<xs:element name="payloadCompressionServEncID" type="tdt:IntUnTi”/>
<xs:element name="lteParamsForFrame" type="LteParameters"/>
</xs:sequence>

</xs:extension>

</xs:complexContent>

</xs:complexType>

<xs:complexType name="LteParameters">

<xXs:sequence>
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<xs:choice minOccurs="1" maxOccurs="1">

<xs:element name="optionLteModelParameters" type="LteModelParameters" minOccurs="1"
maxOccurs="1"/>

<xs:element name="optionLteMode2Parameters" type="LteMode2Parameters" minOccurs="1"
maxOccurs="1"/>

</xs:choice>

</xs:sequence>

</xs:complexType>

<xs:complexType name="LteModelParameters">

<xs:sequence >

<xs:element name="CWversionIdForMode" type="tdt:IntUnLoMB” />

<xs:element name="modelNonce" type="Nonce"/>

<xs:element name="modelEMM" type="ModelEMMessage" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="LteMode2Parameters">

<xs:sequence>

<xs:element name="CWversionIdForMode" type="tdt:IntUnLoMB”/>

<xs:element name="mode2Nonce" type="Nonce"/>

<xs:element name="numActiveCustomers" type="tdt:IntUnLoMB”/>

<xs:element name="mode2EMM" type="Mode2EMMessage" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="ModelEMMessage'">

<xs:sequence

<xs:element name="modelEncryptionConfig" type="tdt:IntUnLoMB”/>

<xs:element name="modelEncryptedCW" type="ControlWord"/>

</xs:sequence>

</xs:complexType>

<xs:complexType name="Mode2EMMessage">

<xs:sequence>

<xs:element name="customerID" type="tdt:IntUnLoMB”/>

<xs:element name="customerRightsActive" type="tdt:Boolean”/>

<xs:element name="mode2NewCWversionID" type="tdt:IntUnLoMB" minOccurs="0"/>
<xs:element name="mode2EncryptionConfig" type="tdt:IntUnLoMB" minOccurs="0"/>
<xs:element name="mode2EncryptedCW" type="ControlWord" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="ControlWord">

<xs:sequence>

<xs:element name="cwValue" type="tdt:IntUnTi" minOccurs="16" maxOccurs="16"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="Nonce">

<xs:sequence>

<xs:element name="nonceValue" type="tdt:IntUnTi" minOccurs="10" maxOccurs="10"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="1te00l1 LightEncryptionMode">

<xs:attribute name="table" type="xs:string" fixed="1te001 LightEncryptionMode"
use="required"/>

<xs:attribute name="code" use="required">

<xs:simpleType>

<xs:restriction base="xs:unsignedByte">

<xs:minInclusive value="0"/>

<xs:maxInclusive value="2"/>

</xs:restriction>

</xs:simpleType>

</xs:attribute>

</xs:complexType>

</xs:schema>
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Annex C
(informative)

Light Encryption Guidelines

C.1 General

In this annex, guidelines for use of this document by TPEG Service Providers and TPEG clients are
presented. These guidelines are informative only, and aim to improve understanding of preferred
patterns for use of this Light Encryption document.

C.2 Light Encryption use cases

C.2.1 General
Service providers may use this document to restrict use of, or access to, their service content.

For free-to-air TPEG services, the use of Light Encryption mode 1 may be driven by the consideration to
limit access to content only for purposes of end-user presentation and benefit. That is, service content,
though free-to-air, is solely made available for use in end-user TPEG clients.

For commercial TPEG services, a further use of Light Encryption mode 1 may be to grant access
temporarily to service content for all end-user TPEG clients. This may be done in order to reduce
lead-time for a new B2B client manufacturer to integrate the service content for their users. End-
user TPEG clients of this client manufacturers then already may receive the service content, while the
client manufacturer has time to create and distribute a software update needed to access the newly
contracted service in mode 2.

Light Encryption mode 2 is envisioned for use by commercial TPEG services primarily. In Light
Encryption mode 2, TPEG service providers have the ability to grant or revoke access to specific B2B
customers, while seamlessly continuing service to their other B2B customers.

To do so, service providers and client manufacturers need to consider the following use cases.

C.2.2 Service access control use cases for both mode 1 and mode 2
— Change of service access control from encrypted (both modes) to unencrypted service and vice versa.
— Change of Light Encryption mode (from mode 1 to mode 2 and vice versa).

— Change of Control Word (i.e. change of the payload encryption key).

C.2.3 Additional service access control use cases on individual B2B customer level in
mode 2

In mode 2, additional B2B customer specific access control scenarios need to be considered as follows:
— Granting of access rights to a specific B2B customer;

— Revocation of access rights to a specific B2B customer, including information of revocation to a
TPEG client of the contracted B2B customer.
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C.2.4 TPEG Client Service Discovery use cases

Finally, TPEG clients need to consider how they will discover, (or ignore, or reject) services in a broadcast
landscape given the following situations:

— Discovery of light encryption mode 1 service.

— Discovery of light encryption mode 2 service with contract agreement.

— Discovery of light encryption mode 2 service with potential agreement.
— Discovery of light encryption mode 2 service with revoked agreement.

In the remainder of this annex, guidelines are given for service providers and client manufacturers
based on consideration of these use cases.

C.3 Guidelines for Service Providers

C.3.1 Use of compression

In general, Service Providers are recommended to use service data frame payload compression.
Compressing TPEG frames not only reduces frame size, but also increases the ‘entropy’ of the
(compressed) data. Thatis, with compression repetitive binary patterns in a service frame are removed.
Hence, after encryption it is even more difficult for attackers to understand what the plain text data
potentially could have looked like. Thus, use of compression increases the strength of encryption.

When electing to use compression in mode Light Encryption mode 1, a service is recommended to use
one of the TISA recommended compression techniques (indicated with Service Encryption Indicator
in the range 1-127). This maximizes TPEG client acceptance of a free-to-air Light Encryption mode 1
service.

C.3.2 Change of service access control status of Light Encryption mode

— Any change of service access control status (unencrypted to encrypted or vice versa) or a Light
Encryption mode change should be performed overnight, such thatday-time users are not confronted
with a potential outage of service content during operation.

— Any change of service access status should be signalled in such a way that clients are enabled to
seamlessly continue service decoding. In mode 1, the new Control Word should be provided in the
same frame as in which the change of CWversionID first occurs. In mode 2, new Control Words for
all customerIDs should be provided in advance of change of CWversionID.

C.3.3 Change of a Control Word

Service Providers are recommended to increase repetition rates of Entitlement Management Messages
during a change of a Control Word.

— Any change of Control Word should be performed outside rush hour periods.

— In Light Encryption mode 1, after change of a Control Word, service providers should send the
(encrypted) new Control Word in every frame for a period of several minutes.

— In Light Encryption mode 2, service providers should transmit any new version of the Control Word
in advance of the on-air changeover for seamless changeover. They can do so by sending Entitlement
Management Messages with the new (encrypted) Control Word for every active customer, next to
the current version of the (encrypted) Control Word.
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C.3.4 Change of customer entitlements in Light Encryption mode 2

In Light Encryption mode 2, any change of the (B2B) customer entitlement composition for a service is
recommended to be paired with a Control Word change as follows:

— With any change of customer entitlement composition, including the addition of a new customer,
service providers are recommended to change the Control Word as well. Then, TPEG clients need
only inspect the change in Control Word Version ID to ascertain whether the service composition
did indeed change. For clients with pending agreements, any Control Word version ID change then
functions as trigger to perform a further detailed analysis to check whether access rights were
granted.

— Revocation of access rights for any existing customer by necessity shall proceed through the
update of customer-common Control Word, where the new version is provided (encrypted) only to
remaining customers via new Entitlement Management Messages.

— Service providers should inform revoked customers of their revocation for a period of at least a full
week through updated Entitlement Management Messages indicating that their service rights are not
active anymore. This gives TPEG clients the option to confirm any revocation status unequivocally
to frequent users of this, now revoked service.

C.4 Guidelines for Client Devices and Client Device Manufacturers

C.4.1 Discovery of LTE mode 1 service

Unlike LTE mode 2 services (which are expected to form typical commercial services), an LTE mode
1 service may not be identifiable as a specific (contracted) TPEG SID. Hence, client devices should
approach service discovery for such services in the same way as for general, non-access controlled
services and consider the Service and Network Information (SNI) to determine the most appropriate
service to select.

NOTE In an LTE mode 1 access controlled service, SNI data is transported in encrypted service frames.

C.4.2 Monitoring of Control Word version ID

Client devices receiving an access controlled service (either mode) shall continuously monitor the
CWversionID given in the LteParameters. When a change in the CWversionID is detected, the new
Control Word must be decrypted first, before any payload decryption may proceed (which needs the
new Control Word for correct decryption). Payload decryption shall not proceed when the current
CWversionID does not match the version ID of the available Control Word in the TPEG client.

C.4.3 Caching of Control Words for faster cold start-up

Client devices should store Control Words (appropriately protected) over power-down cycles to
speed up start-up. This applies both for LTE mode 1 and mode 2. Control Words may change rather
infrequently, hence with the last Control Word stored, client devices can immediately start decrypting,
instead of having to wait for the (same version of) Control Word to be transmitted again.

C.4.4 Acceptance of both LTE mode 1 and LTE mode 2 in case of contracted services

Client devices should be prepared to handle both LTE mode 1 and mode 2 in case of contracted services
(i.e. a specific TPEG SID). Client devices should provide an uninterrupted service even when a service
provider would switch LTE modes temporarily, e.g. to accommodate market conditions.

C.4.5 Acceptance of a service frame only in case the LTE information has a valid CRC

Service Frames should only be accepted for further processing in the client device in case the LTE
information has a valid CRC. If not, then potentially the Control Word could be changed. Then decryption
of the payload data may yield invalid TPEG data.
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C.4.6 Detection of revocation for an LTE mode 2 service

In Light Encryption mode 2, access rights may be revoked for a specific (B2B) customer after a period
of time. Receivers may detect a potential revocation by three means:

1. The service provider explicitly signalling revocation of access rights with specific Entitlement
Management Messages indicating so.

2. Counting the number of different customers (unique customerID) for which service rights are
signalled as active in transmitted EMMessages for the current Control Word version, and comparing
these to the value of the attribute “numActiveCustomers” to see whether all active customers have
been accounted for without the needed EMMessage for the own customerID being present.

3. Waiting for a period of time exceeding by a safe margin the minimum repetition time of the
EMMmessages for access-permitted TPEG clients as specified in 5.6, again without the needed
EMMessage for the own customerID being present.

The second method is recommended over the third one, as this second method is not influenced by
imperfect reception conditions. Such conditions could potentially cause (some) corrupted transport
frames, and hence longer repetition times than with perfect reception. In the presence of random
transmission errors, clients shall ensure to have received all unique customer IDs before a definite
“service revoked” status is detected.

C.4.7 C(lient device manufacturer responsibilities for authorized use of services

With the increasing number and variants of TPEG client devices (nomadic and OEM), it is possible that
one client device manufacturer sells variations of devices to multiple (B2B) customers who may have
LTE contracts. To prevent that one “LTE revoked” client device illegally can access an active mode 2 LTE
service of another B2B sold device, the client manufacturer need to manage access rights properly, and
separately, per device variant and respect all LTE contract stipulations.

A client device may be built up by several companies where company A is delivering, for example, the
navigation software, company B the Portable Navigation Device hardware and company C the traffic
adapter. The party who needs to store the Control Word is responsible for ensuring that LTE access
rights management is done properly and that it respects all LTE contract stipulations.
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