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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with 1SO, also take part in the work. ISO collaborates closely with the
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

In exceptional circumstances, when a technical committee has collected data of a different kind from that
which is normally published as an International Standard (“state of the art”, for example), it may decide by a
simple majority vote of its participating members to publish a Technical Report. A Technical Report is entirely
informative in nature and does not have to be reviewed until the data it provides are considered to be no
longer valid or useful.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO/TR 22312 was prepared by Technical Committee ISO/TC 223, Societal Security.

© 1SO 2011 — All rights reserved



ISO/TR 22312:2011(E)

Introduction

In ISO/TC 223's business plan version 1 from 2006-11-24, the scope of ISO/TC 223 is defined as international
standardization in the area of societal security, aimed at increasing crisis and continuity management and
capabilities through technical, human, organization, operational, and management approaches as well as
operational functionality and interoperability, as well as awareness amongst all interested parties and
stakeholders.

ISO/TC 223 will work towards international standardization that provides protection from and response to risks
of unintentionally, intentionally, and naturally caused crises and disasters that disrupt and have consequences
on societal functions. The committee will use an all-hazards perspective covering the phases of emergency
and crisis management before, during, and after a societal security incident.

ISO/TC 223 will address and supplement issues not currently addressed by other technical committees or
international bodies with which ISO has formal agreements.

From this scope, it is clear that ISO/TC 223 has set its goals to develop International Standards in the area of
societal security that will relate to crisis and continuity management from a number of different angles, among
them the following:

— the cause of the crisis; the cause of the crisis relates to intentional (i.e. crime or terror), unintentional, i.e.
accidents caused by persons, and natural;

— the phase of the crisis; the phase of the crisis is defined as before, during and after;

— the elements of the management of the crisis; these elements include technical, human, organizational,
operational and management.

In addition, the scope of ISO/TC 223 is unique from a typical technical committee in that ISO/TC 223 has
taken a holistic approach to the International Standards to be developed and the emphasis is on developing
deliverables that will contribute to improving the resilience of society. The work is not to be focused on a
specific type of International Standard, i.e. a management system, terms, a specification, or to be focused on
a specific technological field or capability, but in regards to the contribution the International Standard has to
the resilience of society with the condition that the subject of the International Standard is not currently being
addressed by other technical committees or international bodies with whom ISO has formal agreements.

To achieve its goals, ISO/TC 223 has established, at the beginning of its activities, three working groups to
develop a framework document, vocabulary and an incident management framework which was called
command and control, coordination and cooperation. In addition to these three WGs, the TC established a
task group which focused on setting a base for the development of relevant management system standards.
This task group evolved and became a fourth WG which focused on developing management system
International Standards for societal security related events, i.e. emergency management, crisis management,
business continuity management. ISO/TC 223 did not focus on technical capabilities and the needs for
technical International Standards until the establishment of the Ad-hoc group on societal security technological
capabilities was created.

The need for including the development of technically oriented International Standards in the field of societal
security in the scope of ISO/TC 223 was voiced and advocated by Israel from the stage when the first draft of
the business plan was prepared. The logic was that the deliverables of ISO/TC 223 should give a complete
solution for security and equipment and, therefore, security systems are a vital piece of the equation.

Based on this, in its 2008 spring plenary meeting held in Seoul, ISO/TC 223 passed a resolution to form the

Ad-hoc group (AHG1) to conduct a six-month study in which the key societal security technological domains
will be identified and recommendations made to the TC on how to deal with them.
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1 Scope

The purpose of this Technical Report is to document the knowledge accumulated in the six-month study
period conducted by ISO/TC 223/Ad-hoc group 1 (AHG1), in which AHG1 examined the different existing
available technologies which would be relevant to standardize within the field of societal security.

The terms of reference of the AHG1 are as follows:
— identify the “key technical domains” that are important for the work of the committee;

— recommend how the committee should deal with identified “key technical domains”.

2 Existing international security standardization work

2.1 General

The AHG1 was formed and was comprised by a convenor and experts from within the P-members of
ISO/TC 223. The first stage was to identify work being done by recognized Standards Development
Organizations (SDOs) that can contribute to the mission of the AHG1. The activities that were identified are
outlined in 2.2 to 2.5.

2.2 ANSI-Homeland Security Standards Panel (HSSP)

A number of workshops were organized to explore different elements related to homeland security while
focusing on gaps and the contribution standards can have on the awareness and preparedness of society to
meet security challenges. The workshops that were studied by the AHG1 included the Standardization
Related to Biological and Chemical Threat Agents workshop, the Biometrics Standardization workshop, the
Emergency Communications workshop, the Standardization for Enterprise Power Security and Continuity
workshop, the Training Program Standardization for First Response to Weapons of Mass Destruction (WMD)
Events workshop, the Perimeter Security workshop and the Transit Security Standardization workshop.

2.3 CEN BT/WG 161 Protection of the Citizen

At the request of the EU, CEN has established a strategic group to explore the different aspects of the security
of the European public and determined where standardization can make a contribution. This group formed a
number of expert groups whose report served as material and information for the AHG1. The reports used by
the AHG1 include Critical Infrastructure — Buildings and Civil Engineering Works mini business; Chemical,
Biological, Radiological and Nuclear (CBRN) business plan; Critical Infrastructure-Energy Supply final report;
Supply chain final report; Integrated Border Management report; Water supply security mini business
program; Emergency Services business plan; and the Defense against Terror (DAT) business plan.

2.4 ISO/IEC/ITU-T/SAG-S

ISO's Technical Management Board (TMB) established an Advisory Group on Security (AGS) to conduct a
review of existing 1SO deliverables related to the field of security, assess the needs of all relevant
stakeholders for international security standards, assess relevant standards developed by other organizations

Ao anas s sgnts reserved 1
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that may support international needs for security standards, and recommend actions to be taken by the
ISO Council and/or ISO/TMB on subjects within the field of security that may benefit from the development of
International Standards and that ISO would have the capability to provide. The final report was used by the
AHG1.

2.5 Asian-Pacific Economic Cooperation (APEC) and Standards Australia initiative

Standards Australia and APEC initiated a survey whose results will be used to promote a better standards
infrastructure for security Critical Infrastructure and Support Systems. The rational and background
documents were used by the AHG1.

In addition to the above documentation, there are SDO's developing standards related to security at the
national level such as SlI and there are different industries with security related products that are exploring the
possibility to promote the use of this type of equipment by identifying and setting standards for necessary
capabilities that can be satisfied by using technologies.

3 Work being done in other technical committees within ISO, IEC and ITU-T

3.1 General

ISO/TC 223 will address and supplement issues not currently addressed by other technical committees or
international bodies with which ISO has formal agreements. ISO/TC 223 will not initiate standards' projects
that fall within the scope of existing TCs, whether ISO, IEC or ITU-T. The need for standards in the security
domain has been noted by ISO, IEC and ITU-T and activities have been initiated. The outstanding initiatives
are as follows.

3.2 ISO

ISO has formed an advisory group on security which was given the task to evaluate the gaps in security
standardization and make recommendations to the TMB. Among the recommendations was the need to form
a Strategic Advisory Group for Security (SAG-S). The report also lists the ISO/TCs that are involved in
security. This list was revised by the ISO/IEC/ITU/SAG-S. The list of the ISO/TCs involved in security as
stated in the AGS with the additional list as discussed in the SAG-S meeting is given in Annex A.

3.3 IEC
IEC submitted a report to the SAG-S in January 2008 showing the security activities in the IEC. The areas
stated are alarm systems and access control. It should be noted that IEC/TC 79, Alarm Systemes, is involved in

security-related work which consists of the preparation of standards for detection, alarm and monitoring
systems for protection of persons and property, and for elements used in these systems.

34 ITU-T
ITU-T has been running a security standardization program for several years. The areas in which ITU-T is

focusing are tele-biometrics, security management, mobility security, cyber-security, home-networking security,
NGN security, countering spam and emergency telecommunications.

4 AHG1 study methodology

4.1 General

Since this effort is the first step in introducing technical International Standards into the work of ISO/TC 223,
the main objective is to locate key technical domains that contain products and technologies which are clearly
candidates for standardization processes within ISO/TC 223. The International Standards which will be
identified will have market relevance and be of interest to defined parties, including industry, regulators and
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end users. Based on this, the technical International Standards to be in the focus of the AHG1 will have the
attributes outlined in 4.2.

4.2 The key technical area's attributes

— The topic of the International Standard is not covered by any other International Standards' committee
within ISO or other standards' organization such as the IEC or ITU-T.

— The technology or product subjected to being standardized is technically mature.

— The International Standard will focus on the function/performance (capabilities) requirements and not on
procurement specification or product standardization.

— The International Standard will have market and global relevance.

— There are stakeholders with a specific interest in developing the International Standard (i.e. industry,
academia, government and end users).

4.3 Method

4.3.1 General

The AHG1 was commissioned to identify the key technical domains that are applicable to societal security. In
order to analyze the field of security, the AHG1 used a security model commonly used by the different SDOs
in their pursuit of gaps to be filled by International Standards. See Figure 1.

Threats
Explosives, Chemical, Biological,
Rad/Nuclear, Cyber, Conventional
Weapons, Physical Objects,
Human Beings, Natural Disasters
Assessment
Protection
Resources (e.g. Water) azt;%f;i -
Infrastructure (e.g. Buildings) Response
Networks (e.g. IT) Mitigation
;rag:g,plt_)ln (ﬁhg(' Supﬁly C_Talin)) Restoration
ublic Health (e.g. Hospitals
Targets Industrial Base (e.g. Refineries) Managemen
Government
People
Countermeasures

Figure 1 — Three-dimensional security gaps model

The model is based on defining three dimensions: targets, threats and phases of an incident; in the
ISO/TMB/AGS the third dimension is called “countermeasures”. The AHG1 added an additional dimension,
the 4th dimension: basic security capabilities. The AHG1 compiled an exhaustive list for all four dimensions -
drawing the roadmap. Based on this list, the AHG1 identified the technological capabilities. The AHG1
achieved this by the following steps outlined in 4.3.2 and 4.3.3.
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4.3.2 Data collection

Much security standards gap analysis work has been done within standards development organizations.
These documents and reports have been used by the AHG1 where relevant and used for compiling a list of
the elements of the four dimensions mentioned above. The recommendations made in these documents has
also been considered by the AHG1 when drafting recommendations for ISO/TC 223. The following is a partial
list of sources and publications:

— ISO/TMB/AGS, final report;

— ANSI/HSSP, final reports from the workshops;

— CEN/BT/WG 161, final business plans from nine expert groups and additional relevant documents;

— Standards Australia, Critical infrastructure security standards survey;

— APEC, Critical Infrastructure and Support Systems Standardization Project.

4.3.3 Analysis

The AHG1 compiled four lists, a list for each dimension. The AHG1 first compiled the lists of threats, targets
and phases of an incident to focus the group, and then a list of technologies and technological capabilities to
form the 4th dimension. Finally, the list of capabilities was examined and considered to be relevant based on
the following parameters:

— the capability of improving societal resilience;

— the relevance of the work being done by ISO/TC 223;

— the maturity of the market to supply products that meet the required capabilities;

— the interest of the members of the AHG1 and other stakeholders in promoting the standardization of the
capability in question.

To compile these lists, four teams were formed to address each of the lists.

4 © 1SO 2011 — All rights reserved
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5 Raw results

The list of threats is given in Figure 2, the list of targets is given in Figure 3 and the list of phases is given in
Figure 4. Based on these three lists, a list of technologies, capabilities, equipment and technology was derived,
as shown in Figure 5. This list was organized to form the list of technological capabilities to be presented to
ISO/TC 223.

The conclusions of the AHG1 are actually the categories (first level nodes) in the list of capabilities as shown
in Figure 5, i.e. surveillance, detection technologies. The additional nodes are a list of examples of specific
systems or capabilities that are inclusive of the category and should be considered as examples that can
clarify the scope of the recommend key technological field.

Fire in/with transportation Genetic industry

systems
Infrastructure
fires

. Unintended scientific outcome
Technological

Control of hazardous substances
» Nuclear industry

Violence Wildfires Ethical misconduct
Geo-political issues Societal cohesi Social responsibility
Extremism ocletal conesion ID-fraud
Human rights Piracy
CBRNE
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Sanitation Crime/Terrorism
Lack of energy Natural resources War/Genocide
Famine / Malnutrition (human)

Natural resources shortage

Breathing air quality

Drinking water Financial system breakdown

Economical
Radiation levels (Ozone depletion) < Volcano / Lahars
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. Information-
Internet failure L 3 Zoonotics
) Communication ‘

Virus (computer, Biological » Bio-attacks

Logistics Epidemics/Pandemics
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Transporft;ﬂﬁr; systems 4 Transportation - Heat / Cold waves
) Meteorological Floods
Mass transportation . Storms. Hurricanes
disaster Tc;rnados ’
e vt - il
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Al pollut Environmental 9 > Drought
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Figure 2 — List of threats
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Figure 3 — List of targets
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Figure 4 — Phases of a crisis
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6 Results

6.1 The societal security technological capabilities

The capabilities, systems and areas of interest listed in Figure 5 were considered when compiling this list of
key technical domains. The list of technological capabilities was compiled based on the collective knowledge,
expertise and interests of the AHG1 members and on the relevant conditions specified in the AHG1's content
of work.

The societal security technological capability domains listed in 6.2 to 6.8 were identified by the AHG1.
Examples of specific capabilities are found in the second and third level nodes in Figure 5.

6.2 Sensing technologies

This domain includes all the elements that enable the sensing of an oncoming threat. The threats can be
based on intentional/unintentional actions or based on a natural cause. This domain relates to technological
capabilities ranging from the sensing and detection of large magnitude, and highly visible, events such as
landslides, earthquakes and tsunamis, to the sensing of minor, low-profile incidents such as the insertion of a
contaminant into the water supply or air supply. Sensing technologies also include the detection capabilities of
the threat and the detection capabilities needed for search and rescue operations.

6.3 Command and control, communications and coordination

ISO/TC 223 is familiar with this domain as it has established a WG that deals with command and control,
coordination and cooperation. This domain basically includes all the support capabilities needed to carry out
the actions involved in managing a societal security incident and encompasses the relevant elements.

6.4 Surveillance

This domain focuses on the utilization of commonly used surveillance products such as cameras, video
networks, digital signal processing, TV monitors, etc., and addresses them in the context of societal security.
This domain addresses the world of video surveillance as a system with the purpose of contributing to
improving the protection of the public and its assets.

6.5 General public protection

There is a gap in producing security related standards that are focused on improving the security of the
general public.

Standardization is generally dominated by interest parties that can afford the costs involved. Societal security
focuses on society which, in general, means the general public and its assets. When surveying the technical
committees involved in security related fields, it becomes apparent that the focus is on occupational hazards
(safety and security) in relation to the area in which the TC is active. Either the projects under work are related
to specific equipment for the safety/security of the specialist (i.e. personnel protective equipment for first
responders), or the project includes the requirements for making the handling of this equipment more secure
or safe. This domain includes standards for technological capabilities that are not focused on a specific group
or occupation but are meant to benefit the general public and improve their security.

6.6 Simulations

It is often costly to develop a system for security for many reasons, among them the need to consider many
critical key factors, i.e. different scenarios, safety elements, ambient conditions. In addition, security related
equipment is used in complicated and sensitive situations and there is always concern that a failure in the
equipment will be very costly in life and property (protection for the user and liability for the supplier). It is
common practice to use simulation based on operational research methods to make operational and other
analyses and create the requirements for security related equipment and systems. Simulations can also be
used to determine the optimal deployment of sensors and preventive measures. This domain is related to the
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common practices and codes of practice for the simulation capabilities needed for the variety of security
related elements needed by different stakeholders.

6.7 Physical protection

This domain includes the capabilities needed for physical protection which can include critical infrastructure,
VIPs, resources, etc.

6.8 Crisis logistics

There is a reasonable chance that logistical challenges will be involved when responding and managing a
societal security incident. It would be a fair assumption that logistical complexity increases proportionately with
the magnitude of the incident. The logistics include, transport, deployment, storage and resources, i.e. energy,
water. It is also fair to assume that in a large scale incident, the parties involved in responding and managing
the incident will be from different jurisdictions.

This domain relates to the technical capabilities needed to efficiently manage logistical efforts through best
practices, suitable and adequate equipment, and also the interoperability of this equipment and systems.

The following additional capabilities were listed but did not meet the established conditions:
a) Geographical Information Systems (GIS);

b) Visualization;

c) Fire detection;

d) Identification;

e) Information and Computer Technologies (ICT);

f)  Nanotechnology;

g) Human machine interface;

h) Anti-seismic structures.

1n © 1SO 2011 — Al rights reserved
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Annex A
(informative)

List of ISO Technical Committees involved in security

The following is a list of ISO Technical Committees, and subcommittees, that have been identified by the
ISO/TMB/AGS as having security related projects. Scopes of these committees can be found on www.iso.org.

JTC 1/SC 17, Cards and personal identification

JTC 1/SC 27, IT Security techniques

JTC 1/SC 31, Automatic identification and data capture techniques
JTC 1/SC 37, Biometrics

TC 8, Ships and marine technology

TC 20, Aircraft and space vehicles

TC 21, Equipment for fire protection and fire fighting

TC 22, Road vehicles

TC 23/SC 3, Tractors and machinery for agriculture and forestry/Safety and comfort
TC 28, Petroleum products and lubricants

TC 31, Tyres, rims and valves

TC 34, Food products

TC 58, Gas cylinders

TC 59, Buildings and civil engineering works

TC 67, Materials, equipment and offshore structures for petroleum, petrochemical and natural gas
industries

TC 68/SC 2, Financial services, Security management and general banking operations
TC 68/SC 6, Financial services, Retail financial services
TC 71, Concrete, reinforced concrete and pre-stressed concrete

TC 76, Transfusion, infusion and injection, and blood processing equipment for medical and
pharmaceutical use

TC 85, Nuclear energy, nuclear technologies, and radiological protection
TC 86, Refrigeration and air-conditioning

TC 92, Fire safety

Arenanad AU -ghts reserved 11
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— TC 94, Personal safety — Protective clothing and equipment
— TC 98, Bases for design of structures

— TC 104, Freight containers

— TC 122, Packaging

— TC 142, Cleaning equipment for air and other gases

— TC 145, Graphical symbols

— TC 146, Air quality

— TC 147, Water quality

— TC 154, Processes, data elements and documents in commerce, industry and administration
— TC 159, Ergonomics

— TC 160, Glass in building

— TC 162, Doors and windows

— TC 178, Lifts, escalators and moving walks

— TC 190, Soil quality

— TC 192, Gas turbines

— TC 197, Hydrogen technologies

— TC 204, Intelligent transport systems

— TC 211, Geographic information/Geomatics

— TC 212, Clinical laboratory testing and in vitro diagnostic test systems
— TC 215, Health informatics

— TC 220, Cryogenic vessels

— TC 223, Societal Security

— TC 224, Service activities relating to drinking water supply systems and wastewater systems - Quality
criteria of the service and performance indicators

— TC 229, Nanotechnologies
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