
 

IEC TR 80001 -2-8 

Edition  1 .0 201 6-05 

TECHNICAL 
REPORT 

Application of risk management for IT-networks incorporating  medical  devices – 

Part 2-8:  Application guidance – Guidance on standards for establishing  the 

security capabilities identified in  IEC TR 80001 -2-2 

IE
C
 T

R
 8
0
0
0
1
-2

-8
:2
0
1
6
-0

5
(e

n
) 



 

 

  

 THIS PUBLICATION IS COPYRIGHT PROTECTED 

 Copyright © 201 6 IEC,  Geneva,  Switzerland   
 
Al l  ri gh ts  reserved.  Un less  otherwise speci fied,  no  part  of th is  publ ication  may be reproduced  or u ti l ized  i n  any form  
or by any means,  electron ic or mechanical ,  i ncluding  photocopying  and  microfi lm,  wi thout permission  i n  wri ting  from  
ei ther IEC or IEC's  member National  Committee  in  the  country of the  requester.  I f  you  have any questions  about IEC 
copyright or have an  enqu i ry about obtain ing  addi tional  ri ghts  to  th is  publ ication,  please contact the  address  below or 
your local  IEC member National  Committee  for fu rther i n formation .  
 

IEC Central  Offi ce  Tel . :  +41  22  91 9  02  1 1  
3,  rue  de  Varembé Fax:  +41  22  91 9  03  00  
CH-1 21 1  Geneva 20  in fo@iec.ch  
Swi tzerland  www. iec.ch  

 

About the IEC 
The In ternational  Electrotechnical  Commission  (IEC)  is  the  l eading  g lobal  organization  that  prepares  and  publ ishes  
I n ternational  Standards  for al l  e lectrical ,  electron ic and  related  technolog ies.  
 

About IEC publ ications  
The technical  content of  IEC publ ications  i s  kept under constant review by the  IEC.  Please make  sure  that you  have the 
latest edi tion ,  a corrigenda or an  amendment m ight  have been  publ ished.  
 

IEC Catalogue - webstore.iec.ch/catalogue 
The stand-alone appl ication  for consulting  the entire 
bibl iographical  information on  IEC International  Standards,  
Technical  Specifications,  Technical  Reports and other 
documents.  Avai lable for PC,  Mac OS,  Android Tablets and  
iPad.  
 

IEC publications search - www.iec.ch/searchpub 
The advanced search  enables to find IEC publ ications by a 
variety of criteria (reference number,  text,  technical  
committee,…).  I t also g ives information on  projects,  replaced 
and withdrawn publ ications.  
 

IEC Just Published -  webstore.iec.ch/justpublished 
Stay up to date on  al l  new IEC publ ications.  Just Publ ished 
detai ls al l  new publ ications released.  Avai lable onl ine and 
also once a month  by email .  

Electropedia - www.electropedia.org  
The world's leading  onl ine dictionary of electronic and  
electrical  terms containing  20 000 terms and defini tions in  
Engl ish  and French,  with  equivalent terms in  1 5 additional  
languages.  Also known as the International  Electrotechnical  
Vocabulary (IEV)  onl ine.  
 

IEC Glossary - std.iec.ch/glossary 
65 000 electrotechnical  terminology entries in  Engl ish  and 
French extracted from the Terms and Definitions clause of 
IEC publications issued since 2002.  Some entries have been  
col lected from earl ier publ ications of IEC TC 37,  77,  86 and 
CISPR.  
 

IEC Customer Service Centre - webstore.iec.ch/csc 
I f you  wish  to g ive us your feedback on  this publ ication  or 
need further assistance,  please contact the Customer Service 
Centre:  csc@iec.ch.  
 

 

 

  

  

mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch


 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IEC TR 80001 -2-8 

Edition  1 .0 201 6-05 

TECHNICAL 
REPORT 

 

Application of risk management for IT-networks incorporating  medical  devices – 

Part 2-8:  Application guidance – Guidance on standards for establishing  the 

security capabilities identified in  IEC TR 80001 -2-2 

 

 

 

 

INTERNATIONAL 

ELECTROTECHNICAL 

COMMISSION  
ICS 1 1 .040.01  

 

ISBN 978-2-8322-341 2-9 

  

  

   Warning!  Make sure that you obtained this publication from an authorized distributor.  



 – 2  – I EC  TR  80001 -2-8:201 6  © IEC  201 6  

CONTENTS 

FOREWORD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4  

INTRODUCTION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6  

1  Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

2  Normati ve  references. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

3  Terms  and  defin i t i ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 0  

4  Gu idance  for  establ i sh ing  SECURI TY CAPABI LI TI ES  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

4. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 3  

4.2  Automatic  l ogoff  – ALOF . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 4  

4.3  Audi t  con tro ls  – AUDT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 5  

4.4  Authori zation  – AUTH  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 7  

4.5  Configu rati on  of  securi ty  featu res  – CNFS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 9  

4.6  Cyber securi ty  product  upgrades  – CSUP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

4.7  H EALTH  DATA  de- iden ti fi cation  – D IDT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24  

4.8  Data backup and  d i saster recovery – DTBK . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

4.9  Emergency access  – EMRG  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27  

4. 1 0  H EALTH  DATA  i n teg ri ty  and  au then tici ty  – IGAU  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

4. 1 1  Malware  detection /protection  – MLDP  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

4. 1 2  Node  au thentication  – NAUT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  32  

4. 1 3  Person  au then tication  – PAUT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

4. 1 4  Physical  l ocks  on  device  – PLOK . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

4. 1 5  Th i rd-party  componen ts  i n  product  l i fecycle  roadmaps  – RDMP . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39  

4. 1 6  System  and  appl i cation  harden ing  – SAHD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

4. 1 7  Securi ty  gu ides  – SGUD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

4. 1 8  H EALTH  DATA  s torage  confiden tial i ty  – STCF . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  47  

4. 1 9  Transmission  con fiden tial i ty  – TXCF . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

4.20  Transmission  i n tegri ty  – TXIG  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

Bibl iog raphy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51  

 

Table  1  – ALOF con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 4  

Table  2  – AUDT con trols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 6  

Table  3  – AUTH  con trols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 8  

Table  4  – CNFS con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20  

Table  5  – CSUP con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22  

Table  6  – D IDT con trols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24  

Table  7  – DTBK contro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26  

Table  8  – EMRG  con trols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

Table  9  – IGAU  contro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29  

Table  1 0  – MLDP contro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

Table  1 1  – NAUT con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33  

Table  1 2  – PAUT con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  36  

Table  1 3  – PLOK con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38  

Table  1 4  – RDMP con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  40  

Table  1 5  – SAHD  contro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  



I EC  TR  80001 -2-8:201 6  © IEC  201 6  – 3  – 

Table  1 6  – SGUD  con tro ls. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

Table  1 7  – STCF con trol s  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48  

Table  1 8  – TXCF con trols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49  

Table  1 9  – TXIG  con tro ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

 

  



 – 4  – I EC  TR  80001 -2-8:201 6  © IEC  201 6  

INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
APPLICATION  OF RISK MANAGEMENT FOR IT-NETWORKS 

INCORPORATING  MEDICAL DEVICES – 
 

Part  2-8:  Appl ication  guidance – Guidance on  standards for  
establ ishing  the securi ty capabi l i ties identi fied  in  IEC TR 80001 -2-2  

 
FOREWORD 

1 )  The  I n tern ati onal  E l ectrotechn i cal  Commi ss i on  ( I EC)  i s  a  worl dwide  o rg an i zati on  fo r  s tandard i zati on  compri s i ng  
al l  nati onal  e l ectrotech n i cal  comm i ttees  ( I EC  Nati onal  Comm i ttees) .  Th e  object  o f  I EC  i s  to  promote  
i n ternati on al  co-operati on  on  al l  questi ons  con cern i n g  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron i c  f i e l ds .  To  
th i s  end  an d  i n  add i t i on  to  o ther  acti vi t i es ,  I EC  pu bl i sh es  I n ternat i onal  Stan dards ,  Techn i cal  Speci f i cati ons ,  
Techn i cal  Reports ,  Publ i cl y  Avai l abl e  Speci f i cat i ons  (PAS)  an d  Gu i des  (hereafter  referred  to  as  “ I EC  
Publ i cati on (s) ”) .  The i r  preparati on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may part i ci pate  i n  th i s  preparatory  work.  I n ternati onal ,  g overnmen tal  and  n on -
governm en tal  organ i zat i ons  l i ai s i ng  wi th  the  I EC  al so  parti c i pate  i n  th i s  preparati on .  I EC  co l l aborates  cl ose l y  
wi th  th e  I n ternat i onal  Organ i zati on  fo r  Standard i zat i on  ( I SO)  i n  accordan ce  wi th  cond i t i ons  determ ined  by  
ag reement  between  th e  two  org an i zati ons .  

2 )  Th e  form al  deci s i on s  or  ag reemen ts  o f  I EC  on  techn i cal  m atters  express,  as  n earl y  as  poss ib l e,  an  i n ternati onal  
consensus  o f  opi n i on  on  the  re l evan t  subjects  s i nce  each  techn i cal  comm i ttee  has  represen tati on  from  al l  
i n terested  I EC  N ati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  th e  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Comm i ttees  i n  th at  sense.  Wh i l e  al l  reasonable  e fforts  are  made  to  ensu re  that  the  techn i cal  con ten t  of  I EC  
Publ i cati ons  i s  accu rate ,  I EC  cann ot  be  hel d  responsi bl e  for  the  way i n  wh i ch  they are  used  or  for  an y 
m i s i n terpretati on  by  any end  u ser.  

4)  I n  order  to  promote  i n ternati onal  u n i form i ty,  I EC  N ati onal  Commi ttees  u ndertake  to  appl y  I EC  Publ i cati on s  
transparen tl y  to  the  maximum  exten t  poss ibl e  i n  thei r  nat i onal  and  reg i on al  publ i cati ons .  Any d i vergence  
between  an y I EC  Publ i cat i on  and  the  correspond i ng  nati onal  or  reg i on al  publ i cati on  shal l  be  cl earl y  i nd i cated  i n  
the  l atter.  

5)  I EC  i tse l f  does  no t  provi de  any attestat i on  o f  con form i ty.  I ndependen t  cert i f i cati on  bod ies  provi de  con form i ty  
assessmen t  servi ces  an d ,  i n  some  areas,  access  to  I EC  marks  of  con form i ty.  I EC  i s  not  responsi bl e  for  an y  
servi ces  carri ed  ou t  by i ndependen t  certi f i cat i on  bod i es .  

6)  Al l  u sers  sh ou ld  ensu re  that  they h ave  the  l atest  ed i t i on  o f  th i s  pu bl i cati on .  

7)  N o  l i abi l i ty  shal l  attach  to  I EC  or  i ts  d i rectors,  employees,  servan ts  or  agen ts  i n cl u d i ng  i nd i vi du al  experts  and  
members  of  i ts  techn i cal  comm i ttees  and  I EC  N ati on al  Commi ttees  for  any person al  i n j u ry,  property  damage  or  
o ther  damage  o f  any natu re  whatsoever,  wh eth er d i rect  or  i nd i rect,  o r  for  costs  ( i ncl ud i ng  l egal  fees)  an d  
expenses  ari s i ng  ou t  o f  the  pu bl i cati on ,  u se  o f,  o r  re l i ance  u pon ,  th i s  I EC  Publ i cati on  or  any o th er  I EC  
Pu bl i cati ons .   

8 )  Atten t i on  i s  d rawn  to  the  N orm ati ve  references  ci ted  i n  th i s  publ i cat i on .  U se  o f  the  referenced  publ i cati ons  i s  
i nd i spensable  for  the  correct  appl i cati on  o f  th i s  publ i cati on .  

9 )  Atten ti on  i s  d rawn  to  th e  poss ib i l i ty  that  some  of  the  e l emen ts  o f  th i s  I EC  Pu bl i cati on  may be  the  subj ect  o f  
paten t  ri g h ts .  I EC  sh al l  not  be  he l d  responsi bl e  for  i den ti fyi ng  any or  a l l  such  paten t  ri g h ts .  

The  main  task of  I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ ication  of  a  techn ical  report  when  i t  has  co l lected  
data of  a  d i fferen t  ki nd  from  that  wh ich  i s  normal l y  publ i shed  as  an  I n ternational  Standard ,  for 
example  "state  of  the  art" .  

I EC  80001 -2-8,  wh ich  i s  a  techn ical  report,  has  been  prepared  by subcommi ttee  62A:  
Common  aspects  of  e lectri cal  equ ipment  used  i n  med ical  practi ce,  of  I EC  techn ical  commi ttee  
62:  E lectrical  equ ipment  i n  medical  practi ce,  and  I SO techn ical  commi ttee  21 5:  Heal th  
i n formatics.  1 )  

___________ 

1 )  Th i s  document  con tai ns  o ri g i nal  materi al  th at  i s  © 201 3 ,  Dundalk I nst i tu te  o f  Techno logy,  I re l and .  Perm iss i on  i s  
g ran ted  to  I SO  and  I EC  to  reproduce  and  ci rcu l ate  th i s  materi al ,  th i s  be i ng  wi thou t  pre j ud i ce  to  the  ri gh ts  o f  
Du ndal k I nsti tu te  o f  Techn ol ogy to  expl o i t  the  ori g i nal  text  e l sewh ere .  
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I t  i s  publ i shed  as  a  double  l ogo  techn ical  report.  

The  text  of  th i s  techn ical  report  i s  based  on  the  fo l lowing  documents  of  I EC:  

En qu i ry  d raft  Report  on  vo ti ng  

62A/1 01 8/DTR 62A/1 043A/RVC  

 

Fu l l  i n formation  on  the  voting  for  the  approval  o f  th is  techn ical  report  can  be  found  i n  the  
report  on  voti ng  i nd icated  i n  the  above  table.   I n  I SO,  the  standard   has   been   approved   by 
1 4  P-members  ou t  o f  31  having  cast  a  vote.  

Th is  publ i cation  has  been  drafted  i n  accordance  wi th  the  ISO IEC  Di recti ves,  Part  2 .  

Terms  used  th roughou t  th i s  techn ical  report  that  have  been  defined  i n  C lause  3  appear i n  
SMALL CAPI TALS .  

A  l i s t  o f  al l  parts  of  the  IEC  80001  series,  publ i shed  under the  general  t i t l e  Application of risk 
management for it-networks incorporating medical devices,  can  be  found  on  the  I EC  websi te.  

The  commi ttee  has  decided  that  the  con ten ts  of  th is  publ icati on  wi l l  remain  unchanged  un ti l  
the  stabi l i ty  date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data 
related  to  the  speci fi c  publ ication .  At  th is  date,  the  publ ication  wi l l  be   

•  recon fi rmed,  

•  wi thdrawn,  

•  replaced  by a  revised  ed i ti on ,  or  

•  amended .  

A bi l i ngual  version  of  th is  publ icati on  may be  i ssued  at  a  later date.  
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INTRODUCTION  

The  IEC  80001 -1  s tandard ,  the  Application of risk management to IT-networks incorporating 
medical devices,  provides  the  ro les,  responsibi l i t i es  and  acti vi t i es  necessary for  RI SK 

MAN AGEMENT.  I EC  TR  80001 -2-2,  the  Application of risk management for IT-networks 
incorporating medical devices – Part 2-2: Guidance for the disclosure and communication of 
medical device security needs,  risks and controls  i s  a  techn ical  report  that  provides  add i ti onal  
gu idance  i n  re lation  to  how SECURI TY CAPABI LI TI ES  m igh t  be  referenced  (d isclosed  and  
d iscussed)  i n  both  the  RI SK MAN AGEM ENT PROCESS  and  stakeholder commun ications  and  
agreements.  Th is  techn ical  report  provides  gu idance  for  the  establ i shment  of  each  of  the  
SECU RI TY CAPABI LI TI ES  presen ted  i n  IEC  TR  80001 -2-2.  

I EC  TR  80001 -2-2  con tains  an  i n formati ve  set  o f  common ,  descripti ve  SECURI TY CAPABI LI TI ES  
i n tended  to  be  the  starting  poin t  for  a  secu ri ty-cen tri c  d i scussion  between  the  vendor and  
pu rchaser or  among  a  larger  g roup of  s takeholders  i nvolved  i n  a  M EDI CAL DEVI CE  I T-N ETWORK  
pro ject.  Scalabi l i ty  i s  possible  across  a  range  of  d i fferen t  s i zes  of  RESPON SI BLE  ORGANI ZATI ON S  
(henceforth  cal led  heal thcare  del i very organ izations  – HDOs)  as  each  evaluates  RI SK  u s ing  
the  SECU RI TY CAPABI LI TI ES  and  decides  what to  i nclude  or  not  to  i nclude  accord ing  to  thei r  RI SK  
to lerance  and  avai lable  resources.  Th is  documentation  can  be  used  by HDOs  as  i npu t  to  thei r  
I EC  80001  PROCESS  or  to  form  the  basis  of  RESPONSI BI LI TY AGREEMENTS  among  stakeholders.  
Other IEC  80001  techn ical  reports  wi l l  provide  step-by-step  gu idance  i n  the  RI SK MAN AGEMENT  
PROCESS .  I EC  TR  80001 -2-2  SECU RI TY CAPABI LI TI ES  encourage  the  d isclosu re  of  more  detai led  
SECU RI TY CONTROLS .  Th is  techn ical  report  i den ti f ies  SECURI TY CON TROLS  from  key securi ty 
standards  wh ich  aim  to  provide  gu idance  to  a  RESPON SI BLE  ORGANI ZATI ON  when  adapting  the  
framework ou tl i ned  i n  I EC  TR  80001 -2-2.  

The  framework ou tl i ned  i n  I EC  TR  80001 -2-2  requ i res  shared  responsibi l i ty  between  HDOs 
and  MEDI CAL DEVI CE  manu facturers  (MDMs) .  S im i larly,  th i s  gu idance  appl ies  to  both  
stakeholders,  as  a  shared  responsibi l i ty,  to  ensu re  safe  MEDI CAL DEVI CE  I T  networks.  I n  order 
to  bu i l d  a  secu re  MEDI CAL DEVI CE  I T  network a j o in t  effort  from  both  stakeholders  i s  requ i red .  

A  SECURI TY CAPABI LI TY,  as  defined  i n  I EC  TR  80001 -2-2,  represen ts  a  broad  category of  

techn ical ,  adm in istrati ve  and/or organ izational  SECU RI TY CONTROLS 2)  requ i red  to  manage  RI SKS  
to  con fiden tial i ty,  i n tegri ty,  avai labi l i ty  and  accoun tabi l i ty  of  data and  systems.  Th is  document 
presen ts  these  categories  of  SECURI TY CON TROLS  prescribed  for a  system  and  the  operational  
envi ronment  to  establ i sh  SECU RI TY CAPABI LI TI ES  to  protect  the  con fi den tial i ty,  i n tegri ty,  
avai labi l i ty  and  accountabi l i ty  of  data and  systems.  The  SECURI TY CON TROLS  support  the  
main tenance  of  con fiden tial i ty  and  the  protection  from  mal icious  i n trusion  that  m igh t  l ead  to  
compromises  i n  i n tegri ty  or  system/data avai labi l i ty.  The  SECURI TY CONTROLS  for  each  
SECU RI TY CAPABI LI TY can  be  added  to  as  the  need  arises 3) .  Con tro ls  are  i n tended  to  protect  
both  data and  systems  bu t  special  atten tion  i s  g i ven  to  the  protection  of  both  PRI VATE  DATA  
and  i ts  subset  cal led  HEALTH  DATA.  

I n  add i t ion  to  provid ing  a  basis  for  d i scussing  RI SK  and  respective  ro les  and  responsibi l i t i es  
toward  RI SK MANAGEMEN T,  th i s  report  i s  i n tended  to  supply:  

a)  Heal th  Del i very Organ izations  (HDOs)  wi th  a  catalogue  of  management,  operational  and  
adm in istrati ve  SECU RI TY CONTROLS  to  main tain  the  EFFECTI VEN ESS  o f  a  SECURI TY CAPABI LI TY  
for  a  MEDI CAL DEVI CE  on  a  MEDI CAL DEVI CE  I T-NETWORK;  

b)  MEDI CAL DEVI CE  manu factu rers  (MDMs)  wi th  a  catalogue  of  techn ical  SECURI TY CONTROLS  
for  the  establ i shment  of  each  of  the  1 9  SECU RI TY CAPABI LI TI ES .  

___________ 

2)  For  the  pu rpose  o f  cons i s tency th roug hou t  th i s  report,  the  term  SECU RI TY CON TROLS  refers  to  th e  techn i cal ,  
adm in i strat i ve  an d  organ i zati onal  con tro l s/safeguards  prescri bed  to  establ i sh  SECU RI TY CAPABI LI TI ES .  

3)  The  sel ecti on  of  SECU RI TY CAPABI LI TI E S  and  SECU RI TY CON TROLS  wi l l  vary due  to  the  d i vers i ty  o f  M EDI CAL DEVI CE  
products  and  con text  i n  re l at i on  to  envi ronmen t  and  I N TEN DED  U SE .  Therefore ,  th i s  techn i cal  report  i s  not  
i n tended  as  a  “one  s i ze  f i ts  al l ”  so l u ti on .  
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Th is  report  presen ts  the  1 9  SECURI TY CAPABI LI TI ES ,  the i r  respective  “requ i rement  goal ”  and  
“user need”  ( i den ti cal  to  that  i n  I EC  TR  80001 -2-2)  wi th  a  correspond ing  l i s t  o f  SECU RI TY 

CONTROLS  from  a  number of  secu ri ty  standards.  The  securi ty  standards  used  for  mapping  
SECU RI TY CON TROLS  to  SECURI TY CAPABI LI TI ES  i nclude 4) :  

•  N IST SP  800-53,  Revis ion  4,  Recommended Security Controls for Federal Information 
Systems and Organizations  

N IST Special  Publ ication  800-53  covers  the  steps  i n  the  R I SK M ANAGEMENT  Framework 
that  address  SECURI TY CON TROL  se lection  for  federal  i n formation  systems  i n  accordance  
wi th  the  securi ty  requ i rements  i n  Federal  I n formation  Processing  Standard  (FIPS)  200.  
Th is  i ncludes  selecting  an  i n i t ial  set  o f  basel i ne  SECU RI TY CONTROLS  based  on  a  FIPS  1 99  
worst-case  impact  analysis ,  tai lori ng  the  basel ine  SECURI TY CON TROLS ,  and  supplementing  
the  SECU RI TY CONTROLS  based  on  an  organ izational  assessment  of  RI SK.  The  securi ty  ru les  
cover 1 7  areas  i nclud ing  access  con trol ,  i nci den t  response,  business  con tinu i ty,  and  
d isaster recoverabi l i ty.  

•  I SO IEC  1 5408-2:2008,  Information technology – Security techniques – Evaluation criteria 
for IT security – Part 2: Security functional components  

Th is  standard  defines  the  con ten t  and  presentation  of  the  securi ty  functional  requ i rements  
to  be  assessed  i n  a  securi ty  evaluation  us ing  ISO IEC  1 5408.  I t  con tains  a  comprehensive  
catalogue  of  predefined  securi ty functional  componen ts  that  wi l l  fu l f i l  the  most  common  
securi ty  needs  of  the  marketplace.  These  are  organ ized  us ing  a  h ierarch ical  s tructure  of  
classes,  fami l i es  and  componen ts,  and  supported  by comprehensive  user  notes.  

Th is  standard  also  provides  gu idance  on  the  speci fi cation  of  custom ized  securi ty  
requ i rements  where  no  su i table  predefi ned  securi ty  functi onal  componen ts  exist.  

•  I SO IEC  1 5408-3:2008,  Information technology – Security techniques – Evaluation criteria 
for IT security – Part 3: Security assurance components  

Th is  standard  defi nes  the  assurance  requ i rements  of  the  evaluati on  cri teria.  I t  i ncludes  the  
evaluation  assu rance  l evels  that  defi ne  a  scale  for  measuring  assurance  for  componen t  
targets  of  evaluation  (TOEs) ,  the  composed  assu rance  packages  that  defi ne  a  scale  for  
measuri ng  assurance  for  composed  TOEs,  the  i nd ividual  assurance componen ts  from  
wh ich  the  assu rance  levels  and  packages  are  composed ,  and  the  cri teria  for  evaluati on  of  
protection  profi l es  and  securi ty  targets.  

Th is  standard  defines  the  con ten t  and  presen tati on  of  the  assu rance  requ i rements  i n  the  
form  of  assu rance  classes,  fami l i es  and  componen ts  and  provides  gu idance  on  the  
organ ization  of  new assurance  requ i rements.  The  assurance  componen ts  wi th in  the  
assurance  fam i l ies  are  presen ted  i n  a  h i erarch ical  order.  

•  I EC  62443-3-3:201 3,  Industrial communication networks – Network and system security – 
Part 3-3: System security requirements and security levels  

Th i s  standard  provides  detai l ed  techn ical  con tro l  system  requ i rements  (SRs)  associated  
wi th  the  seven  foundational  requ i rements  (FRs)  described  i n  I EC  TS  62443-1 -1  i nclud ing  
defi n ing  the  requ i rements  for  con tro l  system  capabi l i ty  secu ri ty  l evels,  SL-C  (con tro l  
system) .  These  requ i rements  wou ld  be  used  by various  members  of  the  i ndustrial  
au tomation  and  con trol  system  ( IACS)  commun i ty  along  wi th  the  defi ned  zones  and  
condu i ts  for the  system  under consideration  (SuC)  wh i le  developing  the  appropriate  
con tro l  system  target  SL,  SL-T(con trol  system) ,  for  a  speci fi c  asset.  

•  I SO IEC  27002:201 3 ,  Information technology – Security techniques – Code of practice for 
information security controls  

Th is  standard  ou tl i nes  gu idel i nes  for organ izati onal  i n formation  securi ty  standards  and  
i n formation  securi ty  management  practices  i nclud ing  the  se lection ,  implementation  and  
management  of  con tro ls  taking  i n to  consideration  the  organ ization 's  i n formation  securi ty  
RI SK  envi ronment(s) .  I t  i s  designed  to  be  used  by organ izati ons  that  i n tend  to :  

___________ 

4)  The  sel ecti on  o f  secu ri ty  s tandards  u sed  i n  th i s  techn i cal  report  does  not  represen t  an  exh austi ve  l i s t  o f  al l  
po ten ti al l y  u sefu l  s tandards.  
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1 )  se lect  con tro ls  wi th in  the  PROCESS  o f  implementing  a  MEDI CAL DEVI CE  system  based  on  
I SO IEC  27001 ;  

2)  implement  common ly  accepted  i n formation  SECURI TY CONTROLS ;  

3 )  develop  thei r  own  i n formation  securi ty  management  gu idel ines .  

•  I SO 27799:—5) ,  Health informatics – Information security management in health using ISO 
IEC 27002 

Th is  standard  defi nes  gu idel i nes  to  support  the  i n terpretati on  and  implementation  i n  heal th  
i n formatics  of  I SO IEC  27002  and  i s  a  compan ion  to  that  s tandard .  

I t  speci fi es  a set  o f  detai led  con tro ls  for  manag ing  heal th  i n formation  securi ty  and  provides  
heal th  i n formation  securi ty  best  practice  gu idel i nes.  By implementi ng  th is  I n ternational  
Standard ,  HDOs  and  other custod ians  of  heal th  i n formation  wi l l  be  able  to  ensu re  a  
m in imum  requ is i te  l evel  o f  secu ri ty  that  i s  appropriate  to  thei r  organ ization 's  
ci rcumstances  and  that  wi l l  main tain  the  con fiden tial i ty,  i n tegri ty  and  avai labi l i ty  of  
personal  heal th  i n formation .  

  

___________ 

5)  To  be  publ i shed .  
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APPLICATION  OF RISK MANAGEMENT FOR IT-NETWORKS 
INCORPORATING  MEDICAL DEVICES – 

 
Part  2-8:  Appl ication  guidance – Guidance on  standards for  

establ ishing  the securi ty capabi l i ties identi fied  in  IEC TR 80001 -2-2  
 
 
 

1  Scope 

Th is  part  o f  I EC  80001 ,  wh ich  i s  a  Techn ical  Report,  provides  gu idance  to  Heal th  Del i very 
Organ izati ons  (HDOs)  and  MEDI CAL DEVI CE  manu factu rers  (MDMs)  for  the  appl i cation  of  the  
framework ou tl i ned  i n  I EC  TR  80001 -2-2.  Manag ing  the  RI SK  i n  connecti ng  MEDI CAL DEVI CES  to  
I T-NETWORKS  requ i res  the  d isclosu re  of  secu ri ty-related  capabi l i t i es  and  RI SKS .  
I EC  TR  80001 -2-2  presen ts  a  framework for  th is  d i sclosure  and  the  securi ty  d ialog  that  
su rrounds  the  IEC  80001 -1  RI SK MANAGEMEN T  o f  I T-NETWORKS .  I EC  TR  80001 -2-2  presen ts  an  
i n formative  set  o f  common ,  descripti ve  securi ty-related  capabi l i t ies  that  are  usefu l  i n  terms  of  
gain ing  an  understand ing  of  user needs.  Th is  report  addresses  each  of  the  SECU RI TY 

CAPABI LI TI ES  and  i den ti fies  SECU RI TY CONTROLS  for  consideration  by HDOs  and  MDMs  during  
RI SK M ANAGEMEN T  acti vi t i es,  suppl ier  selection ,  device  selection ,  device  implementation ,  
operation  etc.  

I t  i s  not  i n tended  that  the  securi ty  standards  referenced  herein  are  exhausti ve  of  al l  u sefu l  
s tandards;  rather,  the  pu rpose  of  th is  techn ical  report  i s  to  i den ti fy  SECURI TY CONTROLS ,  wh ich  
exist  i n  these  particu lar  securi ty  standards  ( l i s ted  i n  the  i n troduction  of  th is  techn ical  report) ,  
that  apply  to  each  of  the  SECURI TY CAPABI LI TI ES .  

Th is  report  provides  gu idance  to  HDOs  and  MDMs  for  the  se lection  and  implementation  of  
management,  operational ,  admin istrati ve  and  techn ical  SECURI TY CON TROLS  to  protect  the  
con fi den tial i ty,  i n tegri ty,  avai labi l i ty and  accoun tabi l i ty  of  data and  systems during  
development,  operation  and  d isposal .  

Al l  1 9  SECURI TY CAPABI LI TI ES  are  not  requ i red  i n  every case  and  the  i den ti fi ed  SECURI TY  
CAPABI LI TI ES  i ncluded  i n  th i s  report  shou ld  not  be  considered  exhaustive  i n  natu re.  The  
selection  of  SECU RI TY CAPABI LI TI ES  and  SECURI TY CON TROLS  shou ld  be  based  on  the  RI SK 

EVALUATI ON  and  the  RI SK  to lerance  wi th  consideration  for  protection  of  pati en t  SAFETY,  l i fe  and  
heal th .  I NTENDED  U SE ,  operational  envi ronment,  network structure  and  l ocal  factors  shou ld  
also  determ ine  wh ich  SECURI TY CAPABI LI TI ES  are  necessary and  wh ich  SECU RI TY CONTROLS  
most  su i tably  assist  i n  establ i sh ing  that  SECURI TY CAPABI LI TY.  

2  Normative references 

The  fo l l owing  documents,  i n  whole  or  i n  part,  are  normati vely referenced  i n  th is  document  and  
are  i nd ispensable  for  i ts  appl i cation .  For dated  references,  on ly  the  ed i ti on  ci ted  appl i es.  For 
undated  references,  the  l atest  ed i t ion  of  the  referenced  document  ( i nclud ing  any 
amendments)  appl ies.  

I EC  80001 -1 :201 0,  Application of risk management for IT-networks incorporating medical 
devices – Part 1: Roles,  responsibilities and activities  
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I EC  TR  80001 -2-2:201 2,  Application of risk management for IT-networks incorporating 
medical devices – Part 2-2: Guidance for the communication of medical device security 
needs,  risks and controls6)  

3  Terms and  defin i tions  

For the  pu rposes  of  th is  document,  the  fo l l owing  terms  and  defin i t i ons  apply.  

3.1   
DATA AND SYSTEMS SECURITY  
operational  s tate  of  a  MEDI CAL I T-N ETWORK  i n  wh ich  i n formation  assets  (data and  systems)  are  
reasonably protected  from  degradation  of  con fiden tial i ty,  i n tegri ty,  and  avai labi l i ty  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 5]  

3.2   
EFFECTIVENESS  
abi l i ty  to  produce  the  i n tended  resu l t  for  the  patien t  and  the  RESPONSI BLE  ORGANI ZATI ON  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 6]  

3.3   
HARM  
physical  i n ju ry  or  damage  to  the  heal th  of  people,  or  damage  to  property  or the  envi ronment,  
or  reduction  i n  EFFECTI VEN ESS ,  or  breach  of  DATA AN D  SYSTEMS  SECU RI TY 

[SOURCE:  IEC  80001 -1 :201 0,  2 . 8]  

3.4   
HAZARD  
poten tial  sou rce  of  H ARM  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 9]  

3.5   
HEALTH  DATA  
PRI VATE  DATA that  i nd icates  physical  or  men tal  heal th  

Note  1  to  en try:  Th i s  term  g eneri cal l y  def i n es  PRI VATE  DATA  and  i t  subset,  H EALTH  DATA ,  wi th i n  th i s  report  to  perm i t  
u sers  o f  th i s  report  to  adapt  i t  eas i l y  to  d i fferen t  pri vacy compl i ance  l aws  and  regu l at i ons .  For  example ,  i n  Eu rope,  
th e  requ i rem ents  m i gh t  be  taken  and  re ferences  ch anged  to  “Person al  Data”  and  “Sensi t i ve  Data”;  i n  the  USA,  
H EALTH  DATA  m i g h t  be  changed  to  “Protected  H eal th  I n formati on  (PH I ) ”  wh i l e  maki ng  ad j ustmen ts  to  text  as  
necessary.  

3.6   
INTENDED USE  
INTENDED PURPOSE  
use  for  wh ich  a  product,  PROCESS  or  service  i s  i n tended  accord ing  to  the  speci fi cations,  
i nstructi ons  and  i n formation  provided  by the  manu facturer 

[SOURCE:  IEC  80001 -1 :201 0,  2 . 1 0]  

___________ 

6)  I EC  TR  80001 -2-2  con tai ns  many add i t i onal  s tandards ,  po l i ci es  an d  reference  materi al s  wh i ch  are  a l so  
i n d i spensable  for  the  appl i cati on  o f  th i s  Techn i cal  Report.  
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3.7   
IT-NETWORK  
INFORMATION  TECHNOLOGY NETWORK  
system  or systems  composed  of  commun icating  nodes  and  transmission  l i nks  to  provide  
physical l y  l i nked  or  wi re less  transmission  between  two  or  more  speci fi ed  commun ication  
nodes  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 1 2]  

3.8  
MEDICAL DEVICE  
means  any i nstrument,  apparatus,  implement,  mach ine,  appl iance,  implan t,  in vitro reagen t  or  
cal ibrator,  software,  material  or  o ther  s im i lar  or  re lated  arti cle:  

a)  i n tended  by the  manu factu rer to  be  used ,  alone  or  i n  combination ,  for human  beings  for 
one  or  more  of  the  speci fi c  pu rpose(s)  o f:  

– d iagnosis,  prevention ,  mon i toring ,  treatment  or  al leviation  of  d i sease,  

– d iagnosis,  mon i toring ,  treatment,  al l eviation  of  or  compensation  for  an  i n j u ry,  

– i nvestigati on ,  replacement,  mod i fi cation ,  or  support  o f  the  anatomy or  of  a  
physiolog ical  PROCESS ,  

– supporti ng  or  sustain ing  l i fe ,  

– con tro l  o f  conception ,  

– d i s in fection  of  MEDI CAL DEVI CES ,  

– provid ing  i n formation  for  medical  or  d iagnostic  pu rposes  by means  of  i n  vi tro  
examination  of  specimens  deri ved  from  the  human  body;  and  

b)  wh ich  does  not  ach ieve  i ts  primary i n tended  action  i n  or  on  the  human  body by 
pharmacolog ical ,  immunolog ical  or  metabol ic  means,  bu t  wh ich  may be  assisted  i n  i ts  
i n tended  function  by such  means.  

Note  1  to  en try:  The  defi n i t i on  o f  a  devi ce  for  in vitro exam i nat i on  i ncl u des,  for  example,  reagen ts,  cal i brators ,  
sample  co l l ect i on  and  s torage  devi ces,  con tro l  materi al s ,  and  re lated  i ns trumen ts  o r  apparatus .  The  i n formati on  
provi ded  by  such  an  in vitro d iagnosti c  devi ce  may be  for  d i agnost i c,  mon i tori ng  or  compati b i l i ty  pu rposes.  I n  some  
j u ri sd i cti ons ,  some  in  vitro d i ag nosti c  devi ces,  i ncl ud i ng  reagen ts  and  the  l i ke ,  m ay be  covered  by  separate  
regu l at i ons.  

Note  2  to  en try:  Products  wh i ch  may be  consi dered  to  be  M EDI CAL DEVI CES  i n  some  j u ri sd ict i ons  bu t  for  wh i ch  
th ere  i s  no t  yet  a  harmon i zed  approach ,  are :  

– ai ds  for  d i sabled /hand i capped  people;  

– devi ces  for  th e  treatmen t/d i agnosi s  o f  d i seases  and  i n j u ri es  i n  an imals ;  

– accessori es  fo r  M EDI CAL DEVI CES  ( see  N ote  to  en try  3 ) ;  

–  d i s i n fecti on  substances;  

– devi ces  i ncorporati ng  an i mal  and  hum an  t i ssues  wh i ch  may meet  the  requ i remen ts  o f  the  above  defi n i t i on  bu t  
are  subject  to  d i f feren t  con tro l s .  

N ote  3  to  en try:  Accessori es  i n tended  speci fi cal l y  by  manu factu rers  to  be  u sed  togeth er wi th  a  ‘ paren t’  M EDI CAL  

DEVI CE  to  enabl e  that  MEDI CAL DEVI CE  to  ach i eve  i ts  I N TEN DED  PU RPOSE  shou l d  be  subj ect  to  the  same  GH TF  
procedu res  as  appl y  to  th e  MEDI CAL DEVI CE  i tse l f .  For  example,  an  accessory wi l l  be  c l ass i f i ed  as  th ough  i t  i s  a  
MEDI CAL DEVI CE  i n  i ts  own  ri gh t.  Th i s  may resu l t  i n  the  accessory h avi ng  a  d i fferen t  c l ass i fi cati on  than  the  ‘ paren t’  
devi ce.  

N ote  4  to  en try:  Com ponen ts  to  M EDI CAL  DEVI CES  are  general l y  con tro l l ed  th rou gh  the  man u factu rer’ s  qual i ty  
managemen t  system  and  th e  con form i ty assessmen t  procedu res  for  the  devi ce.  I n  some  j u ri sd i cti ons ,  com ponen ts  
are  i ncl uded  i n  the  def i n i t i on  o f  a  ‘med i cal  devi ce ’ .  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 1 4]  

3.9   
MEDICAL IT-NETWORK  
I T-NETWORK  that  i ncorporates  at  l east  one  MEDI CAL DEVI CE  
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[SOURCE:  IEC  80001 -1 :201 0,  2 . 1 6]  

3.1 0   
OPERATOR  
person  hand l i ng  equ ipment 

[SOURCE:  IEC  80001 -1 :201 0,  2 . 1 8]  

3.1 1   
PRIVATE  DATA  
any i n formation  re lati ng  to  an  i den ti fi ed  or  i den ti fiable  person  

3.1 2   
PROCESS  
set  of  i n terrelated  or  i n teracting  acti vi ti es  wh ich  transforms  i npu ts  i n to  ou tpu ts  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 1 9]  

3.1 3   
RESPONSIBILITY AGREEMENT  
one  or  more  documents  that  together fu l l y  defi ne  the  responsibi l i t i es  of  al l  re levant  
stakeholders  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 21 ,  mod i fied  – The  note  has  been  deleted . ]  

3.1 4   
RESPONSIBLE  ORGANIZATION  
enti ty  accoun table  for  the  use  and  main tenance  of  a  MEDI CAL I T-NETWORK  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 22,  mod i fi ed  – The  notes  have  been  deleted . ]  

3.1 5   
RISK  
combination  of  the  probabi l i ty  of  occurrence  of  HARM  and  the  severi ty of  that  H ARM  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 23]  

3.1 6   
RISK ANALYSIS  
systematic  use  of  avai lable  i n formation  to  i den ti fy  H AZARDS  and  to  estimate  the  RI SK  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 24]  

3.1 7  
RISK ASSESSMENT  
overal l  PROCESS  compris ing  a  RI SK ANALYSI S  and  a RI SK EVALU ATI ON  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 25]  

3.1 8   
RISK EVALUATION  
PROCESS  o f  comparing  the  estimated  RI SK  against  g i ven  RI SK  cri teria  to  determ ine  the  
acceptabi l i ty  of  the  RI SK  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 27]  
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3.1 9   
RISK MANAGEMENT  
systematic  appl icati on  of  management  pol i cies,  procedures  and  practices  to  the  tasks  of  
analyzing ,  evaluati ng ,  con tro l l i ng ,  and  mon i tori ng  RI SK  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 28]  

3.20   
SAFETY  
freedom  from  unacceptable  RI SK of physical  i n ju ry  or  damage  to  the  heal th  of  people  or  
damage  to  property  or  the  envi ronment 

[SOURCE:  IEC  80001 -1 :201 0,  2 . 30]  

3.21   
SECURITY CAPABILITY  
broad  category of  techn ical ,  adm in istrati ve  or  organ izati onal  contro ls  to  manage  RI SKS  to  
con fiden tial i ty,  i n tegri ty,  avai labi l i ty  and  accoun tabi l i ty  of  data and  systems  

3.22   
SECURITY CONTROL  
management,  operational ,  and  techn ical  con tro ls  ( i . e . ,  safeguards  or coun termeasures)  
prescribed  for an  i n formation  system  to  protect  the  con fiden tial i ty,  i n tegri ty,  and  avai labi l i ty  of  
the  system  and  i ts  i n formation  

[SOURCE:  N IST IR  7298]  

3.23   
VERIFICATION  
confi rmation  th rough  provis ion  of  objective  evidence  that  speci fi ed  requ i rements  have  been  
fu l fi l l ed  

[SOURCE:  IEC  80001 -1 :201 0,  2 . 32]  

4  Gu idance for establ ish ing  SECURITY CAPABILITIES  

4.1  General  

Th is  clause  presen ts  each  of  SECURI TY CAPABI LI TI ES ,  as  ou tl i ned  i n  I EC  TR  80001 -2-2,  wi th  
correspond ing  tables  (Tables  1  to  1 9)  o f  recommended  SECU RI TY CONTROLS  from  the  fo l lowing  
standards:  

Techn ical  SECU RI TY CONTROLS :  

•  N IST SP-800-53;  

•  I SO IEC  1 5408-2;  

•  I SO IEC  1 5408-3;  

•  I EC  62443-3-3;  

Operational /admin istrati ve  SECURI TY CONTROLS :  

•  I SO IEC  27002;  

•  I SO 27799.  

For i n frastructure  and  MEDI CAL IT  NETWORK SECURI TY CON TROLS ,  I SO IEC  27002  and  
ISO 27799  are  g rouped  together i n  the  below tables  as  the  standards  are  fu l l y  al i gned .  
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I SO IEC  27002  speci fi es  a  set  o f  detai l ed  con tro ls  for  manag ing  i n formation  securi ty.  
I SO 27799  speci fies  add i ti onal  gu idance  speci fi cal l y  for heal th  i n formation  securi ty  and  
provides  heal th  i n formation  securi ty  best  practice  gu idel i nes.  

4.2  Automatic  logoff  – ALOF 

Requ i rement  goal :  Reduce  the  RI SK  o f  unau thori zed  access  to  H EALTH  DATA  from  an  
unattended  workspot.  

Preven t  m isuse  by other users  i f  a  system  or  workspot  i s  l eft  i d le  for  a  
period  of  t ime.  

User need :  Unau thori zed  users  are  not  able  to  access  H EALTH  DATA  at  an  
unattended  workspot.  

Au thorized  user  sessions  need  to  au tomatical l y  term inate  or  l ock after  a  
pre-set  period  of  t ime.  Th is  reduces  the  RI SK  o f  unau thorized  access  to  
H EALTH  DATA  when  an  au thorized  user l eft  the  workspot  wi thou t  l ogg ing  
off  or  l ocking  the  d isplay or  room.  

Au tomatic  l ogoff  needs  to  i nclude  a  clearing  of  H EALTH  DATA  from  al l  
d i splays  as  appropriate.  

The  l ocal  au thori zed  IT admin istrator needs  to  be  able  to  d i sable  the  
functi on  and  set  the  expi rati on  t ime  ( i nclud ing  screen  saver)  

A screen  saver wi th  short  i nacti vi ty  t ime  or  manual l y  enabled  by a  
shortcu t  key m igh t  be  an  add i ti onal  featu re.  Th i s  H EALTH  DATA  d i splay 
cleari ng  cou ld  be  i nvoked  when  no  key i s  pressed  for  some  short  period  
(e. g .  1 5  s  to  several  m inu tes) .  Th is  wou ld  not  l og  ou t  the  user bu t  wou ld  
reduce  RI SK  o f  casual  viewing  of  i n formation .  

I t  i s  desi rable  that  cl i n i cal  users  shou ld  not  l ose  uncommi tted  work due  
to  au tomatic  l ogoff.  Consider detai l i ng  characteri sti cs  under ALOF that  
d i stingu ish  between  (a)  l ogoff  and  (b)  screen  l ocking  wi th  resumption  of  
session .  

 

Table  1  – ALOF controls  

Standard  Reference  Control  

SP  800-53  AC-1  Access  con tro l  po l i cy  and  managemen t  

AC-2  Accoun t  man agemen t  

AC-7  Un successfu l  l ogon  attempts  

AC-1 1  Sessi on  l ock 

AC-1 2  Sessi on  term i nati on  

AC-23  Data  m i n i ng  pro tect i on  

AC-24  Access  con tro l  deci s i ons  

CM-4  Secu ri ty  impact  anal ys i s  

I A-4  I den ti f i er  managemen t  

I A-1 1  Re-au th en ti cat i on  

I SO I EC  1 5408-2  FTA_SSL Sessi on  l ocki ng  and  term i nati on  

FMT_SAE  Secu ri ty  attri bu te  expi rat i on  

FI A_UAU  User au th en ti cat i on  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  
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Table  1  (continued)  

Standard  Reference  Control  

I EC  62443-3-3  SR  2 . 5  Sessi on  l ock 

SR  2 . 6  Remote  sess ion  term i nati on  

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i ci es  for  i n form ati on  secu ri ty  

5 . 1 . 2  Review o f  the  I n formati on  Secu ri ty  Po l i cy  

9 . 1 . 1  Access  con tro l  po l i cy  

9 . 4. 2  Secu re  l ogon  procedu res  

1 1 . 2 . 8  Un attended  user  equ i pmen t  

1 1 . 2 . 9  C l ear  desk an d  cl ear  screen  po l i cy  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tan dards  

 

4.3  Aud i t  controls  – AUDT 

Requ i rement  goal :  Define  harmon ized  approach  towards  rel iably  aud i ti ng  who  i s  doing  
what  wi th  HEALTH  DATA,  al lowing  HDO IT to  mon i tor  th i s  us ing  publ i c  
frameworks,  s tandards  and  technology.  

Our i ndustry ag reed  upon  and  HDO IT strong ly  prefers  I n teg rating  the  
Heal thcare  En terprise  ( IHE)  aud i t  trai l  profi le  support.  

Aud i t  goal  ( from  IHE) :  To  al l ow a  securi ty  offi cer  i n  an  i nsti tu tion  to  
aud i t  acti vi t i es,  to  assess  compl iance  wi th  a  secure  domain ’s  po l i cies,  
to  detect  i nstances  of  non-compl ian t  behaviou r,  and  to  faci l i tate  
detection  of  improper creation ,  access,  mod i fi cation  and  deletion  of  
Protected  Heal th  I n formation  (PH I ) .  

User need:  Capabi l i ty  to  record  and  examine  system  acti vi ty  by creating  aud i t  trai l s  
on  a  device  to  track system  and  H EALTH  DATA  access,  mod i fi cation ,  or  
deletion .  

Support  for  use  e i ther as  a  stand-alone  reposi tory ( logg ing  aud i t  f i l es  i n  
i ts  own  f i l e  system)  or,  when  con fi gu red  as  such ,  wi l l  send  l ogged  
i n formation  to  a  separate,  HDO-managed  cen tral  reposi tory.  

Aud i t  creation  and  main tenance  supported  by appropriate  aud i t  review 
tools .  

Securing  of  aud i t  data as  appropriate  (especial l y  i f  they con tain  
personal  data themselves) .  

Aud i t  data that  cannot  be  ed i ted  or deleted .  

Aud i t  data l i ke ly  con tains  personal  data and/or H EALTH  DATA  and  al l  
processing  (e. g .  access,  s torage  and  transfer)  shou ld  have  appropriate  
con tro ls .  
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Table  2  – AUDT controls  

Standard  Reference Control  

SP  800-53  AC-21  I n formati on  sh ari n g  

AC-23  Data  m i n i ng  protecti on  

AU -1  Au d i t  and  accoun tabi l i ty  po l i cy  and  procedu res  

AU -2  Au d i t  even ts  

AU -3  Con ten t  o f  aud i t  records  

AU -4  Au d i t  s torage  capaci ty  

AU -5  Response  to  aud i t  processi ng  fai l u res  

AU -6  Au d i t  revi ew,  an al ys i s  and  report i ng  

AU -7  Au d i t  redu cti on  and  report  generati on  

AU -8  Ti me  stamps  

AU -9  Protecti on  o f  aud i t  i n formati on  

AU -1 0  N on -repud i ati on  

AU -1 1  Au d i t  record  reten t i on  

AU -1 2  Au d i t  g enerati on  

AU -1 3  M on i tori ng  fo r  i n formati on  d i scl osu re  

AU -1 4  Sessi on  au d i t  

AU -1 5  Al ternate  aud i t  capaci ty  

AU -1 6  Cross-organ i zati onal  aud i t i ng  

I SO  I EC  1 5408-2  FAU_ARP  Secu ri ty  aud i t  au tomati c  response  

FAU_GEN  Secu ri ty  aud i t  data  generati on  

FAU_SAA Secu ri ty  aud i t  anal ys i s  

FAU_SAR Secu ri ty  aud i t  revi ew 

FAU_SEL Secu ri ty  aud i t  even t  se lect i on  

FAU_STG  Secu ri ty  aud i t  even t  s torag e  

FCO_NRO Non -repud i ati on  o f  ori g i n  

FCO_NRR Non -repud i ati on  o f  rece i pt  

FMT_SAE  Secu ri ty  attri bu te  expi rati on  

FPT_STM  Ti me  s tamps  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  2 . 8  Aud i tabl e  even ts  

SR  2 . 9  Aud i t  s torage  capaci ty  

SR  2 . 1 0  Response  to  au d i t  processi ng  fai l u res  

SR  2 . 1 1  Ti mestamps  

SR  2 . 1 2  Non -repud i at i on  

SR  3 . 9  Protecti on  o f  aud i t  i n formati on  

SR  6 . 1  Aud i t  reduct i on  an d  report  generat i on  

SR  6 . 2  Con ti nu ous  mon i tori ng  
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Table  2  (continued)  

Standard  Reference Control  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew o f  the  i n formati on  secu ri ty  po l i cy  

6 . 1 . 2  Seg reg ati on  o f  du t i es  

6 . 2 . 2  Te l eworki ng  

1 2 . 4. 1  Even t  l ogg i n g  

1 2 . 4. 2  Protecti on  o f  l og  i n formati on  

1 2 . 4. 3  Adm i n i strator  an d  OPERATOR  l ogs  

1 2 . 4. 4  C l ock synch ron i sati on  

1 2 . 7. 1  I n formati on  systems  aud i t  con tro l s  

1 6 . 1 . 7  Co l l ect i on  o f  evi dence  

1 8 . 1 . 3  Protecti on  o f  records  

1 8 . 1 . 4  Pri vacy and  protect i on  o f  personal l y  i den ti f i abl e  i n formati on  

 

4.4  Authorization  – AUTH  

Requ i rement  goal :  Fo l lowing  the  principle  of  data m in im ization ,  provide  con trol  of  access  to  
H EALTH  DATA  and  functi ons  on ly  as  necessary to  perform  the  tasks  
requ i red  by the  HDO consisten t  wi th  the  I N TEN DED  USE .  

User need :  Avoid ing  unau thorized  access  to  data and  functions  i n  order to  (1 )  
preserve  system  and  data con fi dential i ty,  i n tegri ty  and  avai labi l i ty  and  
(2)  remain  wi th in  perm i tted  uses  of  data and  systems.  

As  defined  by HDO IT pol i cy and  based  on  the  au then ticated  i nd ividual  
user’s  i den ti f i cation ,  the  au thori zation  capabi l i ty  al l ows  each  user  to  
on ly  access  approved  data and  on ly perform  approved  functions  on  the  
device.  

Au thorized  users  i nclude  HDO and  service  staff  as  defi ned  by that  
pol i cy.  

•  MEDI CAL DEVI CES  typical l y support  a  perm issions-based  system  
provid ing  access  to  system  functions  and  data appropriate  to  the  
role(s)  o f  the  i nd ividual  i n  the  HDO (ro le-based  access  con trol ,  
RBAC) .  For example:  OPERATORS  can  perform  thei r  assigned  tasks  
us ing  al l  appropriate  device  functions  (e . g .  mon i tor or  scan  
pati en ts) .  

•  Qual i ty  s taff  (e. g .  med ical  physicist)  can  engage  i n  al l  appropriate  
qual i ty  and  assurance  testing  acti vi ti es.  

•  Service  staff  can  access  the  system  i n  a  manner that  supports  thei r  
preven ti ve  main tenance,  problem  investigati on ,  and  problem  
e l im inati on  acti vi t i es.  

Au thorization  permi ts  the  RI SK  to  effecti vely  del iver heal thcare  wh i l e  (1 )  
main tain ing  system  and  data securi ty  and  (2)  fo l l owing  the  principle  of  
appropriate  data access  m in im izati on .  Au thori zati on  can  be  managed  
l ocal l y  or  en terprise-wide  (e . g .  via  cen tral i zed  d i rectory) .  

Where  I N TEN DED  USE  does  not  perm i t  the  t ime  necessary for  l ogg ing  
on to  and  off  of  a  device  (e . g .  h i gh - th roughpu t  use) ,  the  local  I T  Pol icy 
can  perm i t  reduced  au thorization  con tro ls  presuming  adequacy of  
con tro l led  and  restri cted  physical  access.  
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Table  3  – AUTH  controls  

Standard  Reference  Control  

SP  800-53  AC-1  Access  con tro l  po l i cy  and  m anag emen t  

AC-2  Accou n t  managemen t  

AC-3  Access  en forcemen t  

AC-5  Separati on  o f  du t i es  

AC-6  Least  pri vi l eg e  

AC-7  U nsuccessfu l  l ogon  attempts  

AC-1 7  Remote  access  

AC-1 8  Wi re l ess  access  

AC-1 9  Access  con tro l  for  mobi l e  devi ces  

AC-21  I n formati on  sh ari n g  

AC-23  Data  m i n i ng  protecti on  

AC-24  Access  con tro l  deci s i on s  

PL-4  Ru l es  o f  behavior  

I SO  I EC  1 5408-2  FDP_ACC Access  con tro l  po l i cy  

FI A_ATD  User attri bu te  defi n i t i on  

FMT_MOF Managemen t  o f  fu ncti ons  i n  TSF  

FMT_MSA Managemen t  o f  secu ri ty  attri bu tes  

FMT_MTD  Managemen t  o f  TSF  data 

FMT_REV Revocati on  

FMT_SAE  Secu ri ty  attri bu te  expi rat i on  

FMT_SMR Secu ri ty  managemen t  ro l es  

FTA_LSA Li m i tat i on  on  scope  o f  se l ectabl e  attri bu tes  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 3  Accoun t  managemen t  

SR  2 . 1  Au thori zati on  en forcemen t  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew o f  the  i n formati on  secu ri ty  po l i cy  

6 . 1 . 1  I n formati on  secu ri ty  ro l es  and  responsi bi l i t i es  

6 . 1 . 2  Seg reg ati on  o f  du t i es  

7 . 2 . 1  Man agemen t  responsi bi l i t i es  

8 . 1 . 3  Acceptable  use  o f  assets  

8 . 2 . 3  H and l i ng  o f  assets  

9 . 1 . 1  Access  con tro l  po l i cy  

9 . 1 . 2  Access  to  networks  and  network servi ces  

9 . 2 . 1  User  reg i s trat i on  and  de-reg i strat i on  

9 . 2 . 2  User  access  provi s i on i n g  

9 . 2 . 3  Man agemen t  of  pri vi l eged  access  ri g h ts  

9 . 2 . 4  Man agemen t  of  secret  au then ti cati on  i n formation  o f  u sers  

9 . 4. 1  I n formati on  access  restri ct i on  

9 . 4. 4  Use  of  pri vi l eged  u ti l i ty  prog ram s  

9 . 4. 5  Access  con tro l  to  prog ram  sou rce  code  
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Table  3  (continued)  

Standard  Reference Control  

I SO  I EC  27002  

I SO 27799  

1 2 . 1 . 1  Documen ted  operat i ng  procedu res  

1 3 . 1 . 3  Seg reg ati on  i n  n etworks  

1 3 . 2 . 4  Con fi den ti al i ty  o r  non -d i scl osu re  ag reemen ts  

 

4.5  Configuration  of  securi ty features  – CNFS 

Requ i rement  goal :  To  al low the  HDO to  determ ine  how to  u ti l i ze  the  product  SECURI TY 

CAPABI LI TI ES  to  meet  thei r  needs  for  po l i cy and/or workflow.  

User need:  The  l ocal  au thorized  I T  adm in istrator  needs  to  be  able  to  se lect  the  use  
of  the  product  SECU RI TY CAPABI LI TI ES  o r  not  to  use  the  product  SECURI TY 

CAPABI LI TI ES .  Th is  can  i nclude  aspects  of  pri vi l ege  management 
i n teracting  wi th  SECURI TY CAPABI LI TY  con tro l .  
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Table  4  – CNFS controls  

Standard  Reference Control  

SP  800-53  AC-2  Accoun t  m anagemen t  

AC-5  Separati on  o f  du t i es  

AC-6  Least  pri vi l ege  

CM-1  Con fi gu rati on  managemen t  po l i cy and  procedu res  

CM-2  Basel i n e  con fi gu rati on  

CM-3  Con fi gu rati on  chang e  con tro l  

CM-4  Secu ri ty  i mpact  anal ys i s  

CM-5  Access  restri cti ons  for  change  

CM-6  Con fi gu rati on  sett i n gs  

CM-7  Least  functi on al i ty  

CM-9  Con fi gu rati on  managemen t  p l an  

SA-1 0  Devel oper con fi gu rati on  man agem en t  

I SO  I EC  1 5408-2  FI A_ATD  User attri bu te  defi n i t i on  

FM T_M OF Managemen t  o f  fu ncti ons  i n  TSF  

FM T_M SA Managemen t  o f  secu ri ty  attri bu tes  

FM T_M TD  Managemen t  o f  TSF  data 

FM T_REV Revocati on  

FM T_SMF Speci f i cati on  o f  m anag emen t  fu ncti ons  

FM T_SMR Secu ri ty  managemen t  ro l es  

FTA_LSA Li m i tat i on  on  scope  o f  se l ectabl e  attri bu tes  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 3  Accoun t  managemen t  

SR  7. 6  Network an d  secu ri ty  con fi gu rati on  sett i ngs  

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Pol i c i es  for  i n formati on  secu ri ty  

5. 1 . 2  Revi ew of  the  i n form ati on  secu ri ty  po l i cy  

6 . 1 . 1  I n form ati on  secu ri ty  ro l es  and  responsi bi l i t i es  

6 . 1 . 2  Seg regati on  o f  du t i es  

9 . 1 . 1  Access  con tro l  po l i cy  
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Table  4  (continued)  

Standard  Reference Control  

I SO  I EC  27002  

I SO 27799  

9 . 2 . 3  Man agemen t  o f  pri vi l eged  access  ri g h ts  

9 . 2 . 4  Managemen t  o f  secret  au then ti cati on  i n formati on  o f  u sers  

9 . 4 . 1  I n formati on  access  restri ct i on  

9 . 4 . 4  Use  of  pri vi l eged  u ti l i ty  prog rams  

1 2 . 1 . 1  Documen ted  operati ng  procedu res  

1 2 . 1 . 2  Change  managemen t  

1 2 . 2 . 1  Con tro l s  agai nst  malware  

1 4. 2 . 2  System  ch ange  con tro l  procedu res  

1 4. 2 . 3  Techn i cal  revi ew of  appl i cati ons  after  operat i ng  pl atform  
changes  

9 . 2 . 4  Managemen t  o f  secret  au then ti cati on  i n formati on  o f  u sers  

1 4. 2 . 4  Restri cti ons  on  ch anges  to  software  packag es  

1 4. 2 . 9  System  acceptan ce  testi n g  

1 8 . 1 . 5  Reg u lati on  of  cryptog raph i c  con tro l s  

 

4.6  Cyber securi ty product  upgrades – CSUP 

Requ i rement  goal :  Create  a  un i fied  way of  working .  I nstal lati on  / Upgrade  of  product  
securi ty  patches  by on-s i te  service  staff,  remote  service  staff,  and  
possibly  au thori zed  HDO staff  (down loadable  patches) .  

User need :  I nstal lation  of  th i rd  party securi ty  patches  on  med ical  products  as  soon  
as  possible  i n  accordance  wi th  regu lations  requ i ri ng :  

•  H ighest  priori ty  i s  g iven  to  patches  that  address  h igh -RI SK  
vu lnerabi l i t i es  as  j udged  by objecti ve,  au thori tati ve,  documented ,  
MDM  vu lnerabi l i ty  RI SK EVALUATI ON .  

•  The  med ical  product  vendor and  the  heal thcare  provider  are  
requ i red  to  assure  con tinued  safe  and  effecti ve  cl i n ical  functi onal i ty  
of  the i r  products.  Understand ing  of  l ocal  MEDI CAL DEVI CE  regu lation  
( i n  general ,  MEDI CAL DEVI CES  shou ld  not  be  patched  or  mod i fied  
wi thou t  expl i ci t  wri tten  i nstructions  from  the  MDM) .  

•  Adequate  testing  has  to  be  done  to  d i scover any unan ticipated  s ide  
effects  of  the  patch  on  the  med ical  product  (performance  or  
functional i ty)  that  m igh t  endanger a  PATI EN T.  

User,  especial l y  HDO IT staff  and  HDO service,  requ i res  proactive  
i n formation  on  assessed/val idated  patches.  
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Table  5  – CSUP controls  

Standard  Reference Control  

SP  800-53  AC-1 7  Remote  access  

CM-2  Basel i ne  con fi gu rati on  

CM-3  Con fi gu rati on  ch ange  con tro l  

CM-4  Secu ri ty  i mpact  anal ys i s  

CM-5  Access  restri cti ons  for  change  

I A-1  I den ti f i cat i on  and  au th en ti cati on  po l i cy  and  procedu res  
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Table  5  (continued)  

 Reference Control  

SP  800-53  I A-9  Servi ce  i den ti f i cati on  an d  au then ti cati on  

MA-1  System  mai n tenance  po l i cy  and  procedu res  

MA-2  Con tro l l ed  main tenance  

MA-3  Mai n tenance  too l s  

MA-4  Non local  main tenance  

MA-5  Mai n tenance  person nel  

MA-6  Ti mel y  mai n tenance  

MP-1  Med ia  protecti on  po l i cy  and  procedu res  

SA-8  Secu ri ty  eng i neeri ng  pri nci pl es  

SA-1 1  Devel oper secu ri ty  testi ng  and  eval uati on  

SA-1 4  Cri t i cal i ty  anal ys i s  

S I - 1 1  E rror  han d l i ng  

I SO  I EC  1 5408-2  No applicable SECU RI TY CON TROLs  

I SO I EC  1 5408-3  ALC_FLR Fl aw remed i ati on  

ATE_COV Coverage  

ATE_DPT Depth  

ATE_FUN  Functi onal  tests  

ATE_I N D  I ndependen t  tests  

AVA_VAN  Vu lnerabi l i ty  anal ys i s  

I EC  62443-3-3  No applicable SECU RI TY CON TROLS  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew o f  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  Mobi l e  devi ce  po l i cy  

1 2 . 1 . 2  Ch ange  man agemen t  

1 2 . 2 . 1  Con tro l s  ag ai nst  malware  

1 2 . 5 . 1  I n stal l at i on  o f  software  on  operati onal  systems  

1 2 . 6 . 1  Man agemen t  of  techn i cal  vu l nerabi l i t i es  

1 2 . 6 . 2  Restri cti ons  on  software  i n stal l ati on  

1 4. 1 . 1  I n formati on  secu ri ty  requ i rem en ts  anal ys i s  and  speci fi cati on  

1 4. 2 . 2  System  change  con tro l  procedu res  

1 4. 2 . 3  
Techn i cal  revi ew of  appl i cati ons  after  operat i ng  p l atform  
chan ges  

1 4. 2 . 4  Restri cti ons  on  chang es  to  software  packages  

1 4. 2 . 5  Secu re  system  en g i neeri ng  pri nci p l es  

1 4. 2 . 8  System  secu ri ty  test i ng  

1 4. 2 . 9  System  acceptance  testi ng  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tandards  
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4 .7  HEALTH  DATA  de-identi fication  – DIDT 

Requ i rement  goal :  Abi l i ty  of  equ ipment  (appl i cation  software  or  add i ti onal  too l i ng )  to  
d i rectly  remove  i n formation  that  al l ows  i den ti fi cation  of  patien t.  

Data scrubbing  prior to  sh ipping  back to  factory;  arch i tecting  to  al l ow 
remote  service  wi thou t  H EALTH  DATA  access/exposure;  i n - factory 
quarantine,  l abel l i ng ,  and  trai n ing .  

User need :  C l i n i cal  user,  service  eng ineers  and  marketing  need  to  be  able  to  de-
iden ti fy  H EALTH  DATA  for  various  pu rposes  not  requ i ri ng  PATI ENT  i den ti ty.  

 

Table  6  – DIDT controls  

Standard  Reference  Control  

SP  800-53  AC-8  System  use  not i f i cati on  

AC-21  I n formati on  shari ng  

AC-23  Data  m i n i ng  pro tecti on  

AR-7  Pri vacy-enh anced  system  des ig n  and  developmen t  

AT-1  Secu ri ty  assu rance  and  trai n i ng  po l i cy  an d  protecti on  

AU -3  Con ten t  o f  aud i t  records  

AU -9  Pro tecti on  o f  aud i t  i n formati on  

AU -1 1  Aud i t  record  reten ti on  

DM-1  M i n i m i zati on  o f  person al l y  i den t i f i abl e  i n formati on  

DM-2  Data  reten ti on  and  d i sposal  

I SO  I EC  1 5408-2  No applicable SECU RI TY CON TROLS  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  4. 2  I n form ati on  pers i s tence  

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

7 . 2 . 2  I n formati on  secu ri ty  awareness,  educati on  and  trai n i n g  

8 . 1 . 3  Acceptable  u se  o f  assets  

8 . 1 . 4  Retu rn  of  assets  

8 . 2 . 1  C l ass i fi cat i on  of  i n form ati on  

8 . 2 . 2  Label l i ng  o f  i n form ati on  

8 . 2 . 3  H an d l i ng  o f  assets  

8 . 3 . 1  Man agemen t  of  removable  med i a  

8 . 3 . 2  D i sposal  o f  med i a  

1 1 . 2 . 4  Equ ipment  main tenance  

1 1 . 2 . 6  Secu ri ty  o f  equ i pmen t  and  assets  o ff-prem ises  

1 1 . 2 . 7  Secu re  d i sposal  or  re-use  o f  equ ipmen t  

1 2 . 1 . 4  
Separati on  of  development,  testi ng  and  operati onal  
envi ronmen ts  

1 4. 3 . 1  Protecti on  o f  test  data 

1 8 . 1 . 4  Pri vacy and  protecti on  o f  person al l y  i den t i f i abl e  i n formati on  

1 8 . 2 . 2  Com pl i ance  wi th  secu ri ty  po l i ci es  and  s tandards  
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4.8  Data  backup and  d isaster recovery – DTBK 

Requ i rement  goal :  Assure  that  the  heal thcare  provider  can  con tinue  business  after damage 
or  destruction  of  data,  hardware,  or  software.  

User need :  Reasonable  assurance  that  pers isten t  system  settings  and  pers isten t  
H EALTH  DATA  s tored  on  products  can  be  restored  after a  system  fai l u re  
or compromise  so  that  business  can  be  con tinued .  

NOTE  Th i s  requ i remen t  m i gh t  n ot  be  appropri ate  for  smal l er,  l ow-cost  devi ces  and  
can ,  i n  practi ce ,  re l y  on  the  ab i l i ty  to  co l l ect  new,  re l evan t  data  i n  the  next  acqu i s i t i on  
cycl e  (e . g .  short-du rati on  h eart  rate  data  l ost  du e  to  occasi onal  wi re l ess  s i gnal  l oss)  
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Table  7  – DTBK controls  

Standard  Reference Control  

SP  800-53  AU -9  Protecti on  o f  au d i t  i n formation  

CM-1  Con fi g u rati on  managemen t  po l i cy and  procedu re  

CM-2  Basel i n e  con fi gu rati on  

CM-3  Con fi g u rati on  chang e  con tro l  

CM-5  Access  restri cti ons  for  changes  

CM-6  Con fi g u rati on  sett i n gs  

CP-1  Con ti ng ency p lann i ng  po l i cy  and  procedu res  

CP-2  Con ti ng ency p lan  

CP-3  Con ti ng ency trai n i n g  

CP-4  Con ti ng ency p lan  testi ng  

CP-6  Al ternate  storage  s i te  

CP-7  Al ternate  processi ng  s i te  

CP-8  Te l ecommu n icati on s  servi ces  

CP-9  I n formati on  system  backup  

CP-1 0  I n formati on  system  recovery and  reconsti tu ti on  

CP-1 3  Al ternati ve  secu ri ty  mechan i sms  

I R-1  I n ci den t  response  po l i cy  and  procedu res  

I R-2  I n ci den t  response  trai n i ng  

I R-3  I n ci den t  response  test i ng  

I R-4  I n ci den t  hand l i n g  

I R-5  I n ci den t  mon i tori ng  

I R-6  I n ci den t  report i ng  

I R-7  I n ci den t  response  ass i s tan ce  

I R-8  I n ci den t  response  p lan  

I R-9  I n formati on  spi l l age  response  

I R-1 0  I n teg rated  i n formati on  secu ri ty  anal ys i s  team  

S I - 1  System  and  i n formati on  i n teg ri ty  po l i cy  and  procedu res  

PM-9  R I SK M AN AG EM E N T  s trategy 

I SO I EC  1 5408-2  FDP_ROL Rol l back 

FPT_I TA Avai l abi l i ty  o f  exported  TSF  data  

FPT_RCV Trusted  recovery  

FRU_FLT Fau l t  to l erance  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  
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Table  7  (continued)  

Standard  Reference  Control  

I EC  62443-3-3  SR  2 . 8  Aud i tabl e  even ts  

SR  3 . 6  Determ i n i s ti c  ou tpu t  

SR  7 . 3  Con tro l  system  backup  

SR  7 . 4  Con tro l  system  recovery and  reconsti tu t i on  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew o f  the  i n formati on  secu ri ty  po l i cy  

6 . 1 . 1  I n formati on  secu ri ty  ro l es  and  responsi bi l i t i es  

6 . 1 . 3  Con tact  wi th  au thori t i es  

1 1 . 1 . 4  Protecti ng  agai nst  external  and  envi ron men tal  th reats  

1 2 . 1 . 1  Docu men ted  operati n g  procedu res  

1 2 . 3 . 1  I n formati on  backu p  

1 6 . 1 . 1  Responsi bi l i t i es  and  procedu res  

1 6 . 1 . 2  Reporti ng  i n formati on  secu ri ty  even ts  

1 6 . 1 . 5  Response  to  i n formati on  secu ri ty  i nci den ts  

1 6 . 1 . 6  Learn i ng  from  i n formati on  secu ri ty  i nci den ts  

1 6 . 1 . 7  Co l l ect i on  o f  evi dence  

1 7. 1 . 1  P l ann i ng  i n formati on  secu ri ty  con ti nu i ty  

1 7. 1 . 2  I m plemen ti ng  i n formati on  secu ri ty  con ti nu i ty  

1 7. 1 . 3  Veri fy,  revi ew an d  evalu ate  i n formati on  secu ri ty  con ti nu i ty  

1 8 . 1 . 3  Protecti on  o f  records  

1 8 . 1 . 4  Pri vacy and  protect i on  o f  personal l y  i den ti f i ab le  i n formati on  

 

4.9  Emergency access  – EMRG  

Requ i rement  goal :  Ensure  that  access  to  protected  H EALTH  DATA  i s  possible  i n  case  of  an  
emergency s i tuation  requ i ring  immediate  access  to  stored  H EALTH  DATA .  

User  need :  Du ri ng  emergency s i tuations,  the  cl i n ical  user needs  to  be  able  to  
access  H EALTH  DATA  wi thou t  personal  user i d  and  au then tication  (break-
g lass  functional i ty) .  

Emergency access  i s  to  be  detected ,  recorded  and  reported .  I deal l y 
i nclud ing  some  manner of  immediate  noti fi cation  to  the  system  
admin istrator or  med ical  s taff  ( i n  add i ti on  to  aud i t  record ) .  

Emergency access  needs  to  requ i re  and  record  se l f-attested  user 
i den ti f i cation  as  en tered  (wi thou t  au thenticati on ) .  

HDO can  solve  th is  th rough  procedural  approach  us ing  a  speci fi c  user 
accoun t  or  functi on  of  the  system.  

The  admin istrator needs  to  be  able  to  enable/d isable  any emergency 
functions  provided  by the  product  dependen t  on  techn ical  or  procedural  
con tro ls  are  requ i red.  
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Table  8  – EMRG  controls  

Standard  Reference Control  

SP  800-53  AC-1  Access  con tro l  po l i cy  an d  managemen t  

AC-2  Accou n t  m anagemen t  

AC-1 4  Perm i tted  acti ons  wi thou t  i den ti f i cat i on  o r  au then ti cat i on  

I A-1  I den ti f i cati on  an d  au then ti cati on  po l i cy  an d  procedu res  

RA-5  Vu l nerabi l i ty  scan n i ng  

I SO I EC  1 5408-2  FDP_ACC  Access  con tro l  po l i cy  

FDP_ACF  Access  con tro l  fu ncti on s  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 4  I den ti f i er  managemen t  

SR  1 . 5  Au then t i cator  managemen t  

SR  2 . 8  Aud i tabl e  even ts  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i ci es  for  i n form ati on  secu ri ty  

5 . 1 . 2  Review o f  the  i n formati on  secu ri ty  po l i cy  

6 . 1 . 1  I n formati on  secu ri ty  ro l es  and  responsibi l i t i es  

7 . 2 . 2  I n formati on  secu ri ty  awareness,  edu cati on  and  trai n i ng  

9 . 1 . 1  Access  con tro l  po l i cy  

9 . 1 . 2  Access  to  networks  an d  network servi ces  

9 . 2 . 2  User access  provi s i on i n g  

9 . 2 . 3  Managemen t  of  pri vi l eg ed  access  ri g h ts  

9 . 2 . 5  Review o f  u ser access  ri g h ts  

9 . 4. 1  I n formati on  access  restri ct i on  

9 . 4. 4  Use  of  pri vi l eged  u ti l i ty  prog rams  

1 2 . 1 . 1  Documen ted  operati n g  procedu res  

1 2 . 4 . 1  Even t  l ogg i n g  

1 7. 1 . 1  P l ann i ng  i n formati on  secu ri ty  con ti nu i ty  

1 7. 1 . 2  I m plementi ng  i n formati on  secu ri ty  con ti nu i ty  

1 7. 1 . 3  Veri fy,  revi ew and  evaluate  i n formati on  secu ri ty  con ti nu i ty  

 

4.1 0  HEALTH  DATA  i n tegri ty and  authentici ty – IGAU  

Requ i rement  goal :  Assure  that  H EALTH  DATA  has  not  been  al tered  or  destroyed  i n  non-
au thori zed  manner and  i s  from  the  orig inator.  Assu re  i n tegri ty  of  H EALTH  

DATA.  

User  need :  User wan ts  the  assurance  that  H EALTH  DATA  i s  re l iable  and  not  tampered  
wi th .  

Solu tions  are  to  i nclude  both  f i xed  and  also  removable  med ia.  
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Table  9  – IGAU  controls  

Standard  Reference Control  

SP  800-53  SA-1 3  Trustworth i ness  

SC-1 2  Cryptog raph i c  key establ i sh men t  and  managemen t  

SC-1 3  Cryptog raph i c  protecti on  

SC-1 7  Publ i c  key i n frastructu re  cert i f i cates  

SC-28  Protecti on  o f  i n formati on  at  rest  

S I -1  System  and  i n formati on  i n teg ri ty  po l i cy and  procedu res  

S I -3  Mal i c i ou s  code  pro tecti on  

S I -7  Software  and  i n form ati on  i n teg ri ty  

S I -1 0  I n formati on  i n pu t  val i dati on  

I SO I EC  1 5408-2  FAU _ARP  Secu ri ty  aud i t  au tomati c  response  

FDP_DAU  Data  au th en ti cat i on  

FDP_I TT I n ternal  TOE  transfer  

FDP_SDI  S tored  data i n teg ri ty  

FDP_U I T I n ter_TSF user data  i n teg ri ty  transfer  pro tecti on  

FPT_I TT I n ternal  TOE  TSF  data transfer  

FPT_TRC I n ternal  TOE  TSF  data repl i cat i on  consi stency  

FPT_TST Sel f  test  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  3 . 1  Commu n icati on  i n teg ri ty  

SR  3 . 3  Secu ri ty  fu ncti onal i ty  VERI FI CATI ON  

SR  3 . 4  Software  an d  i n formati on  i n teg ri ty  

SR  3 . 5  I npu t  val i dati on  

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c ies  fo r  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

8 . 1 . 1  I nven tory  o f  assets  

8 . 1 . 2  Own ersh i p  of  assets  

8 . 1 . 3  Acceptable  use  o f  assets  

8 . 2 . 2  Label l i ng  o f  i n formati on  

8 . 2 . 3  H and l i n g  o f  assets  

9 . 1 . 1  Access  con tro l  po l i cy  

1 0 . 1 . 1  Po l i cy  on  the  use  of  cryptog raph ic  con tro l s  

1 0 . 1 . 2  Key managemen t  

1 2 . 4 . 1  Even t  l og g i ng  

1 3 . 2 . 1  I n formati on  transfer  po l i ci es  and  procedu res  

1 8 . 1 . 3  Protecti on  o f  records  

1 8 . 1 . 4  Pri vacy and  protecti on  o f  personal l y  i den ti f i abl e  i n form ati on  

1 8 . 1 . 5  Regu lati on  of  cryptog raph i c  con tro l s  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tandards  
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4 . 1 1  Malware detection/protection  – MLDP 

Requ i rement  goal :  Product  supports  regu latory,  HDO and  user  needs  i n  ensuring  an  
effective  and  un i form  support  for  the  preven tion ,  detection  and  removal  
o f  malware.  Th is  i s  an  essential  step  i n  a  proper defence  i n  depth  
approach  to  securi ty.  

Malware  appl i cation  software  i s  updated ,  malware  pattern  data f i l es  
kept  cu rren t  and  operating  systems  and  appl icati ons  are  patched  i n  a  
t imely  fash ion .  Post-updating  VERI FI CATI ON  testing  of  device  operation  
for  both  continued  I NTENDED  USE  and  SAFETY  i s  often  necessary to  meet 
regu latory qual i ty  requ i rements.  

User need :  HDOs  need  to  detect  trad i ti onal  malware  as  wel l  as  unau thorized  
software  that  cou ld  i n terfere  wi th  proper operation  of  the  device/system.  

 

Table  1 0  – MLDP controls  

Standard  Reference  Control  

SP  800-53  CM-3  Con fi g u rati on  chan ge  con tro l  

I R-1  I nci den t  response  po l i cy  and  procedu res  

I R-2  I nci den t  response  trai n i ng  

I R-3  I nci den t  response  test i ng  

I R-4  I nci den t  han d l i ng  

I R-5  I nci den t  mon i tori n g  

I R-6  I nci den t  report i ng  

I R-7  I nci den t  response  ass i stance  

I R-8  I nci den t  response  pl an  

M A-3  Mai n ten ance  too l s  

M P-2  Med ia  access  

RA-5  Vu l nerabi l i ty  scan n i ng  

SA-4  Acqu is i t i on  PROCESS  

SA-8  Secu ri ty  en g i neeri ng  pri n ci p l es  

SA-1 2  Suppl y  ch ai n  pro tecti on  

SA-1 3  Trustworth i n ess  

SC-7  Boundary protecti on  

SC-26  H on eypots  

SC-28  Protecti on  o f  i n formati on  at  rest  

SC-30  Con cealmen t  and  m i sd i recti on  

SC-34  Non -mod i fi abl e  execu tabl e  prog rams  

SC-35  H on eycl i en ts  

SC-37  Ou t-of-ban d  chan nels  

SC-44  Detonati on  ch ambers  

S I -2  Fl aw remed i ati on  

S I -3  Mal i c i ous  code  protecti on  

S I -4  I n formati on  system  mon i tori n g  

S I -7  Software  and  i n formati on  i n teg ri ty  

S I - 1 5  I n formati on  ou tpu t  f i l teri ng  
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Table  1 0  (continued)  

Standard  Reference  Control  

I SO  I EC  1 5408-2  FPT_TST Sel f  test  

FAU _ARP  Secu ri ty  aud i t  au tomati c  response  

FAU _SAA Secu ri ty  aud i t  anal ys i s  

FDP_I FF I n form ati on  f l ow con tro l  fu ncti ons  

FDP_I TT I n tern al  TOE  transfer  

FDP_SDI  S tored  data i n teg ri ty  

FDP_U I T I n ter_TSF user data  i n teg ri ty  transfer protecti on  

FPT_FLS  Fai l  secu re  

FPT_I TI  I n teg ri ty  o f  exported  TSF data 

FPT_RPL Replay detecti on  

FPT_TRC  I n tern al  TOE  TSF data  repl i cati on  consi s tency  

I SO I EC  1 5408-3  ADV_I MP  I mplementati on  represen tati on  

ADV_I NT TSF  i n tern al s  

ADV_TDS TOE  desi gn  

ALC_DVS Devel opmen t  secu ri ty  

ALC_FLR Fl aw Remed i at i on  

I EC  62443-3-3  SR  1 . 2  Software  PROCESS  and  devi ce  i den ti f i cat i on  and  
au then t i cati on  

SR  2 . 3  Use  con tro l  for  portable  and  mobi l e  devi ces  

SR  3 . 2  Mal i c i ous  code  protecti on  

SR  3 . 3  Secu ri ty  fu ncti onal i ty  VERI FI CATI ON  

SR  5 . 3  General  pu rpose  person - to-person  commun i cat i on  
restri ct i ons  

SR  6 . 2  Con t i nuous  mon i tori ng  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n form ati on  secu ri ty  po l i cy  

6 . 1 . 4  Con tact  wi th  speci al  i n terest  g rou ps  

6 . 2 . 1  Mobi l e  devi ce  po l i cy  

7 . 2 . 2  I n form ati on  secu ri ty  awareness,  educati on  and  trai n i ng  

9 . 1 . 2  Access  to  n etworks  and  network servi ces  

1 0 . 1 . 1  Po l i cy on  the  use  o f  cryptog raph i c  con tro l s  

1 1 . 2 . 4  Equ ipm ent  main tenance  

1 2 . 1 . 2  Chan ge  m anagemen t  

1 2 . 2 . 1  Con tro l s  agai nst  malware  

1 2 . 4 . 1  Even t  l ogg i ng  

1 2 . 4 . 2  Pro tecti on  o f  l og  i n formati on  

1 2 . 4 . 3  Adm i n i s trator  and  OPERATOR  l ogs  

1 2 . 4 . 4  C l ock synch ron i sati on  

1 2 . 5 . 1  I n s tal l at i on  o f  software  on  operat i onal  systems  

1 2 . 6 . 1  M anag emen t  o f  techn i cal  vu l nerabi l i t i es  

1 2 . 6 . 2  Restri cti ons  on  software  i ns tal l at i on  
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Table  1 0  (continued)  

I SO  I EC  27002  

I SO 27799  

1 2 . 7. 1  I n form ati on  systems  au d i t  con tro l s  

1 3 . 1 . 1  N etwork con tro l s  

1 3 . 1 . 2  Secu ri ty  o f  network servi ces  

1 3 . 1 . 3  Seg regat i on  i n  networks  

1 3 . 2 . 1  I n formati on  transfer  po l i ci es  and  procedu res  

1 3 . 2 . 3  E l ectron i c  messag i ng  

1 4. 2 . 2  System  change  con tro l  procedu res  

1 4. 2 . 3  Tech n i cal  revi ew o f  appl i cati ons  after  operati n g  p l atform  
ch anges  

1 4. 2 . 4  Restri cti ons  on  chan ges  to  software  packages  

1 4. 2 . 7  Ou tsou rced  devel opmen t  

1 4. 2 . 8  System  secu ri ty  test i ng  

1 4. 2 . 9  System  acceptance  testi ng  

1 6 . 1 . 2  Reporti n g  i n form ati on  secu ri ty  even ts  

1 6 . 1 . 7  Co l l ecti on  of  evi dence  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tan dards  

 

4.1 2  Node authentication  – NAUT 

Requ i rement  goal :  Au then tication  po l i cies  need  to  be  f l exible  to  adapt  to  l ocal  HDO IT 
pol i cy.  As  necessary,  use  node  au then tication  when  commun icating  
H EALTH  DATA.  

User need:  Capabi l i ty  of  manag ing  cross-mach ine  accoun ts  on  a modal i ty  to  protect  
H EALTH  DATA  access.  

Support  for  stand-alone  and  cen tral  adm in istration .  

Support  for  node  au thenti cation  accord ing  to  i ndustry  standards.  

To  detect  and  preven t  en ti ty  fals i fi cation  (provide  non-repud iati on ) .  
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Table  1 1  – NAUT controls  

Standard  Reference  Control  

SP  800-53  AC-2  Accoun t  managemen t  

AC-7  Unsuccessfu l  l ogon  attempts  

AC-1 4  Perm i tted  acti on s  wi thou t  i den t i f i cati on  or  au th en ti cat i on  

AC-1 7  Remote  access  

AC-1 8  Wi re l ess  access  

AC-1 9  Access  con tro l  for  mobi l e  devi ces  

AU -2  Aud i t  even ts  

AU -1 0  Non -repu d i ati on  

CM-1  Con fi gu rati on  managemen t  po l i cy  an d  procedu res  

CM-3  Con fi gu rati on  change  con tro l  

CM-6  Con fi gu rati on  sett i ngs  

I A-1  I den ti f i cati on  an d  au then ti cati on  po l i cy  and  procedu res  
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Table  1 1  (continued)  

Standard  Reference  Control  

SP  800-53  I A-2  I den ti f i cati on  and  au then ti cati on  (org an i zati on al  u sers)  

I A-3  Devi ce  i den ti f i cat i on  and  au th en ti cati on  

I A-4  I den ti f i er  managemen t  

I A-5  Au then ti cator  managemen t  

I A-7  Cryptog raph i c  modu l e  au then ti cati on  

I A-8  I den ti f i cati on  and  au then ti cati on  (non -organ i zati on al  u sers)  

I A-1 0  Adapti ve  i den t i f i cati on  and  au then ti cat i on  

I A-1 1  Re-au then t i cati on  

M A-1  System  mai n tenance  po l i cy  and  procedu res  

M A-4  N on l ocal  main tenan ce  

SC-1 2  Cryptog raph i c  key establ i shmen t  and  managemen t  

SC-1 3  Cryptog raph i c  pro tect i on  

I SO I EC  1 5408-2  FAU _GEN  Secu ri ty  aud i t  data  generati on  

FAU _SAA Secu ri ty  aud i t  anal ys i s  

FCO_NRO Non -repud iati on  o f  ori g i n  

FCO_NRR N on -repud iati on  o f  rece ipt  

FCS_CKM  Cryptog raph i c  key managemen t  

FCS_COP Cryptog raph i c  operati on  

FI A_AFL Au then ti cati on  fai l u res  

FI A_ATD  User  attri bu te  def i n i t i on  

FI A_SOS Speci fi cati on  o f  secrets  

FI A_UAU  U ser au then t i cati on  

FI A_U I D  U ser i den ti f i cati on  

FMT_MSA Manag emen t  o f  secu ri ty  attri bu tes  

FPT_RPL Replay detecti on  

FTA_LSA Li m i tat i on  on  scope  o f  se l ectabl e  attri bu tes  

FTA_TSE  TOE  sess i on  establ i shment  

FTP_I TC  I n ter-TSF tru sted  ch ann el  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 2  Software  PROCESS  an d  devi ce  i den ti f i cat i on  and  au then ti cati on  

SR  1 . 3  Accoun t  managemen t  

SR  1 . 4  I den ti f i er  m anag emen t  

SR  1 . 5  Au th en ti cator  man agemen t  

SR  1 . 6  Wi re l ess  access  manag emen t  

SR  1 . 8  Publ i c  key i n frastructu re  (PKI )  certi f i cates  

SR  1 . 9  S treng th  o f  pu bl i c  key au then t i cati on  

SR  1 . 1 0  Au th en ti cator  feedback 

SR  1 . 1 1  Unsuccessfu l  l og i n  attempts  

SR  1 . 1 3  Access  vi a  u n trusted  networks  

SR  4. 3  Use  o f  cryptog raphy 

I SO I EC  27002  5 . 1 . 1  Po l i c i es  fo r  i n formati on  secu ri ty  
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Table  1 1  (continued)  

Standard  Reference  Control  

I SO  27799  5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  M obi l e  devi ce  po l i cy  

6 . 2 . 2  Te l eworki ng  

9 . 2 . 4  M anag emen t  o f  secret  au then ti cati on  i n formati on  o f  u sers  

9 . 4. 1  I n formati on  access  restri ct i on  

9 . 4. 2  Secu re  l og -on  procedu res  

1 0 . 1 . 1  Po l i cy  on  the  use  of  cryptog raph i c  con tro l s  

1 0 . 1 . 2  Key managemen t  

1 1 . 2 . 1  Equ ipment  s i t i ng  an d  protecti on  

1 1 . 2 . 4  Equ ipment  m ain tenance  

1 1 . 2 . 6  Secu ri ty  o f  equ i pm en t  and  assets  o ff-prem ises  

1 2 . 1 . 1  Documen ted  operat i ng  procedu res  

1 2 . 1 . 2  Chan ge  managemen t  

1 2 . 4 . 1  Even t  l og g i ng  

1 2 . 4 . 3  Adm i n i s trator  and  OPERATOR  l ogs  

1 2 . 7 . 1  I n formati on  systems  au d i t  con tro l s  

1 4. 2 . 2  System  change  con tro l  procedu res  

1 8 . 1 . 1  I den ti f i cati on  o f  appl i cable  l eg i s l at i on  and  con tractual  
requ i remen ts  

1 8 . 1 . 5  Regu lati on  of  cryptog raph i c  con tro l s  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tan dards  

 

4.1 3  Person  authentication  – PAUT 

Requ i rement  goal :  Au then tication  po l i cies  need  to  be  f l exible  to  adapt  to  HDO IT po l i cy.  
Th is  requ i rement  as  a  l og ical  place  to  requ i re  person  au then tication  
when  provid ing  access  to  H EALTH  DATA.  

To  con trol  access  to  devices,  network resources  and  H EALTH  DATA  and  
to  generate  non-  repud iatable  aud i t  trai l s .  Th is  featu re  shou ld  be  able  to  
i den ti fy  unambiguously and  wi th  certain ty  the  i nd ividual  who  i s  
accessing  the  network,  device  or  resource.  

NOTE  Th i s  requ i rem en t  i s  re l axed  du ri ng  “break-g l ass”  operati on .  See  capabi l i ty  
“Emerg ency access. ”  

User need :  Capabi l i ty  of  manag ing  accoun ts  on  a  modal i ty  to  protect  HEALTH  DATA  
access.  

Desi rable  to  l i nk to  personal  setti ngs/preferences.  

Support  for  s tand-alone  and  cen tral  admin istration .  

S i ng le  s i gn-on  and  same  password  on  al l  workspots.  

To  detect  and  preven t  person  fals i fi cation  (provide  non-repud iati on ) .  

Role  based  access  con tro l  (RBAC)  capabi l i ty  desi rable.  
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Table  1 2  – PAUT controls  

Standard  Reference  Control  

SP  800-53  AC-2  Accoun t  managemen t  

AC-7  U nsuccessfu l  l ogon  attempts  

AC-1 4  Perm i tted  acti on s  wi thou t  i den ti f i cati on  or  au th en ti cat i on  

AC-1 7  Remote  access  

AC-1 8  Wi re l ess  access  

AU -2  Aud i t  even ts  

AU -1 0  Non -repu d i ati on  

CM-1  Con fi gu rati on  managemen t  po l i cy  an d  procedu res  

I A-1  I den ti f i cat i on  an d  au then ti cati on  po l i cy  and  procedu res  

I A-2  I den ti f i cat i on  an d  au then ti cati on  (organ i zati onal  u sers)  

I A-4  I den ti f i er  manag emen t  

I A-5  Au th en ti cator  man agemen t  

I A-7  Cryptog raph i c  modu l e  au th en ti cati on  

I A-8  I den ti f i cat i on  and  au then ti cati on  (non -organ i zati onal  u sers)  

I A-1 0  Adapti ve  i den ti f i cati on  an d  au then ti cati on  

I A-1 1  Re-au then ti cati on  

SC-1 2  Cryptog raph i c  key establ i shmen t  and  managemen t  

I SO  I EC  1 5408-2  FAU _GEN  Secu ri ty  au d i t  data  generati on  

FAU _SAA Secu ri ty  au d i t  anal ys i s  

FCO_NRO Non -repu d i ati on  o f  ori g i n  

FCO_NRR Non -repu d i ati on  o f  recei pt  

FCS_CKM  Cryptog raph i c  key m anag emen t  

FCS_COP Cryptog raph i c  operati on  

FI A_AFL Au th en ti cat i on  fai l u res  

FI A_ATD  User  attri bu te  def i n i t i on  

FI A_SOS Speci fi cati on  o f  secrets  

FI A_UAU  User  au then ti cati on  

FI A_U I D  User  i den ti f i cat i on  

FMT_MSA Managemen t  o f  secu ri ty  attri bu tes  

FMT_SM R Secu ri ty  managemen t  ro l es  

FPT_RPL Replay detecti on  

FTA_LSA Li m i tat i on  on  scope  o f  se l ectabl e  attri bu tes  

FTA_TSE  TOE  sess i on  establ i shm ent  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 1  H u man  user i den t i f i cat i on  and  au then ti cati on  

SR  1 . 3  Accoun t  managem en t  

SR  1 . 4  I den ti f i er  man agemen t  

SR  1 . 5  Au then ti cator  managemen t  

SR  1 . 6  Wi re l ess  access  man agemen t  

SR  1 . 7  S tren g th  o f  password -based  au then ti cati on  
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Table  1 2  (continued)  

Standard  Reference  Control  

I EC  62443-3-3  SR  1 . 8  Publ i c  Key I n frastructu re  (PKI )  certi f i cates  

SR  1 . 9  S tren g th  o f  publ i c  key au then ti cati on  

SR  1 . 1 0  Au then ti cator  feedback 

SR  1 . 1 1  U nsuccessfu l  l og i n  attempts  

SR  1 . 1 3  Access  vi a  u n trusted  networks  

SR  2 . 3  Use  Con tro l  fo r  portabl e  an d  mobi l e  devi ces  

SR  2 . 8  Aud i tabl e  even ts  

SR  2 . 1 1  Ti mestamps  

SR  2 . 1 2  N on -repud i ati on  

SR  4 . 1  I n formati on  con fi den ti al i ty  

SR  4 . 3  Use  of  cryptog raphy  

SR  6 . 2  Con ti n uous  mon i tori ng  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i ci es  for  i n form ati on  secu ri ty  

5 . 1 . 2  Revi ew o f  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  Mobi l e  device  po l i cy  

6 . 2 . 2  Te l eworki n g  

9 . 2 . 1  User reg i s trat i on  and  de-reg i strat i on  

9 . 2 . 4  Managemen t  o f  secret  au then ti cati on  i n formati on  o f  u sers  

9 . 4. 2  Secu re  l ogon  procedu res  

1 0 . 1 . 1  Po l i cy  on  th e  use  of  cryptog raph i c  con tro l s  

1 0 . 1 . 2  Key manag emen t  

1 2 . 1 . 1  Documen ted  operat i n g  procedu res  

1 2 . 1 . 2  Ch ang e  managem en t  

1 2 . 4 . 1  Even t  l ogg i n g  

1 2 . 4 . 3  Adm i n i s trator  and  OPERATOR  l og s  

1 2 . 7. 1  I n form ati on  systems  au d i t  con tro l s  

1 8 . 1 . 1  I den ti f i cati on  o f  appl i cabl e  l eg i s l at i on  an d  con tractual  
requ i remen ts  

1 8 . 1 . 5  Reg u lati on  of  cryptog raph i c  con tro l s  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  an d  s tandards  

 

4.1 4  Physical  locks  on  device  – PLOK 

Requ i rement  goal :  Assure  that  unau thorized  access  does  not  compromise  the  system  or 
data con fiden tial i ty,  i n teg ri ty  and  avai labi l i ty.  

User need :  Reasonable  assurance  that  H EALTH  DATA  s tored  on  products  or  med ia  i s  
and  stays  secure  i n  a  manner proportionate  to  the  sensi ti vi ty  and  
vo lume  of  data records  on  the  device.  

Systems  are  reasonably  free  from  tampering  or  componen t  removal  that  
m igh t  compromise  i n teg ri ty,  con fiden tial i ty  or  avai labi l i ty.  Tampering  
( i nclud ing  device  removal )  i s  detectable.  
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Table  1 3  – PLOK controls  

Standard  Reference  Control  

SP  800-53  AC-1  Access  con tro l  

AU -2  Aud i t  even ts  

CA-7  Con ti nu ous  mon i tori ng  

CP-6  Al ternate  storage  s i te  

M P-2  Med ia  access  

M P-4  Med ia  

M P-7  Med ia  u se  

PE-1  Phys i cal  and  envi ron men tal  protecti on  po l i cy  and  procedu res  

PE-2  Phys i cal  access  au th ori zati ons  

PE-3  Phys i cal  access  con tro l  

PE-4  Access  con tro l  for  t ransm issi on  med i um  

PE-5  Access  con tro l  for  ou tpu t  devi ces  

PE-6  Mon i tori ng  phys i cal  access  

PE-9  Power equ ipmen t  and  power cabl i ng  

PE-1 8  Locati on  o f  i n formati on  system  componen ts  

PL-2  System  secu ri ty  p l an  

RA-5  Vu l nerabi l i ty  scann i ng  

SC-8  Transm issi on  con fi den ti al i ty  an d  i n teg ri ty  

I SO  I EC  1 5408-2  FPT_PH P  TSF  phys i cal  protecti on  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 1  H uman  user  i den ti f i cat i on  and  au th en ti cat i on  

SR  1 . 3  Accoun t  managemen t  

SR  1 . 5  Au th en ti cator  man agemen t  

SR  4. 1  I n form ati on  confi den ti al i ty  

SR  7. 7  Least  fu ncti onal i ty  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Review o f  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  Mobi l e  devi ce  po l i cy  

8 . 3 . 1  Managemen t  of  removable  med i a  

1 1 . 1 . 1  Phys i cal  secu ri ty  perim eter 

1 1 . 1 . 2  Phys i cal  en try  con tro l s  

1 1 . 1 . 3  Secu ri ng  o ff i ces,  rooms  and  faci l i t i es  

1 1 . 1 . 5  Worki ng  i n  secu re  areas  

1 1 . 1 . 6  De l i very  and  l oad i ng  areas  

1 1 . 2 . 1  Equ ipment  s i t i ng  and  protecti on  

1 1 . 2 . 2  Supporti ng  u ti l i t i es  

1 1 . 2 . 3  Cabl i ng  secu ri ty  

1 1 . 2 . 4  Equ ipment  main ten ance  

1 2 . 1 . 1  Documen ted  operati ng  procedu res  

1 2 . 4 . 1  Even t  l ogg i ng  
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Table  1 3  (continued)  

Standard  Reference  Control  

I SO  I EC  27002  

I SO 27799  

1 2 . 6 . 1  Manag emen t  o f  techn i cal  vu l nerabi l i t i es  

1 2 . 7 . 1  I n formati on  systems  aud i t  con tro l s  

1 6 . 1 . 2  Reporti n g  i n formati on  secu ri ty  even ts  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tan dards  

 

4.1 5  Th ird-party components  in  product  l i fecycle  roadmaps – RDMP 

Requ i rement  goal :  HDOs  wan t  an  understand ing  of  securi ty  th roughou t  the  fu l l  l i fe  cycle  of  
a  MEDI CAL DEVI CE .  

MDM  plans  such  that  products  are  sustainable  th roughout  thei r  l i fe  
cycle  accord ing  i n ternal  qual i ty  systems  and  external  regu lations.  
Products  provided  wi th  clear statement  of  expected  l i fe  span .  

Goal  i s  to  proacti vely  manage  impact  of  l i fe  cycle  of  components  
th roughou t  a  product’s  fu l l  l i fe  cycle.  Th is  commercial  o ff- the-shel f  or  
3rd  party  software  i ncludes  operati ng  systems,  database  systems,  
report  generators,  medical  imag ing  processing  componen ts  etc.  
(assumption  i s  that  exi sti ng  product  creation  processes  al ready 
manages  hardware  componen t  obsolescence) .  Th i rd  party  i ncludes  
here  also  i n ternal  suppl iers  of  securi ty  vu lnerable  components  wi th  own  
l i fe  cycle  and  support  programs.  

User need :  HDO con tracts,  po l i cy  and  regu lations  requ i re  that  vendors  
main tain /support  the  system  du ri ng  product  l i fe .  

Updates  and  upgrades  are  expected  when  platform  componen ts  
become obsolete.  

HDOs  and  service  provider show extreme  care  i n  i rreversibly  erasing  
H EALTH  DATA  prior  to  storage  devices  being  decommissioned  (d i scarded ,  
reused ,  resold  or  recycled) .  Such  acti vi ti es  shou ld  be  logged  and  
aud i ted .  

Sales  and  service  are  wel l  i n formed  abou t  securi ty  support  o ffered  per 
product  du ring  i ts  l i fe  cycle.  
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Table  1 4  – RDMP controls  

Standard  Reference  Control  

SP  800-53  MA-1  System  mai n tenance  po l i cy  an d  procedu res  

M A-2  Con tro l l ed  main tenance  

M A-3  Main tenance  too l s  

M A-6  Ti mel y  mai n tenance  

M P-1  Med ia  protecti on  po l i cy  an d  procedu res  

M P-8  Med ia  downg rad i ng  

SA-1  System  and  servi ces  acqu i s i t i on  po l i cy and  procedu res  

SA-3  System  devel opmen t  l i fe  cycle  

SA-4  Acqu i s i t i on  PROCESS  

SA-5  I n formati on  system  documen tat i on  

SA-8  Secu ri ty  eng i neeri ng  pri nci pl es  

SA-9  External  i n formati on  system  servi ces  

SA-1 0  Devel oper con fi gu rati on  managem en t  

SA-1 1  Devel oper secu ri ty  testi ng  and  eval uati on  

 



I EC  TR  80001 -2-8:201 6  © IEC  201 6  – 41  – 

Table  1 4  (continued)  

Standard  Reference Control  

SP  800-53  SA-1 2  Su ppl y  chai n  protecti on  

SA-1 5  Devel opmen t  PROCESS ,  s tandards  an d  too l s  

SA-1 6  Devel oper-provi ded  trai n i ng  

SA-1 7  Devel oper secu ri ty  arch i tectu re  and  des i gn  

SA-21  Devel oper screen i ng  

I SO I EC  1 5408-2  FMT_MOF Man agemen t  o f  fu ncti ons  i n  TSF  

FMT_MSA Man agemen t  o f  secu ri ty  attri bu tes  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  4. 2  I n formati on  pers i s tence  

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i ci es  for  i n form ati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  Mobi l e  devi ce  po l i cy  

1 2 . 1 . 1  Documen ted  operat i n g  procedu res  

1 2 . 1 . 2  Chang e  man agem en t  

1 4. 1 . 1  I n formati on  secu ri ty  requ i rem en ts  anal ys i s  and  speci fi cati on  

1 4. 2 . 1  Secu re  devel opmen t  po l i cy  

1 4. 2 . 2  System  chan ge  con tro l  procedu res  

1 4. 2 . 3  
Techn i cal  revi ew o f  appl i cati ons  after  operati ng  p l atform  
changes  

1 4. 2 . 4  Restri ct i ons  on  chang es  to  software  packages  

1 4. 2 . 5  Secu re  system  en g i neeri ng  pri nci p l es  

1 4. 2 . 6  Secu re  devel opmen t  envi ronmen t  

1 4. 2 . 7  Ou tsou rced  devel opmen t  

1 4. 2 . 8  System  secu ri ty  test i ng  

1 4. 2 . 9  System  acceptance  testi ng  

1 8 . 1 . 1  
I den ti f i cati on  o f  appl i cabl e  l eg i s l ati on  and  con tractual  
requ i remen ts  

1 8 . 1 . 2  I n te l l ectual  property ri g h ts  

1 8 . 2 . 1  I n dependen t  revi ew of  i n formati on  secu ri ty  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  standards  

1 8 . 2 . 3  Techn i cal  compl i ance  revi ew 
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4 . 1 6  System  and  appl ication  hardening  – SAHD 

Requ i rement  goal :  Ad just  SECURI TY CON TROLS  on  the  MEDI CAL DEVI CE  and/or software  
appl i cations  such  that  securi ty  i s  maxim ized  (“hardened”)  wh i le  
main tain ing  I NTENDED  USE .  M in im ize  attack vectors  and  overal l  attack 
su rface  area via  port  clos ing ;  service  removal ,  e tc.  

User need :  User requ i res  a  system  that  i s  s table  and  provides  j ust  those  services  
speci fied  and  requ i red  accord ing  to  i ts  I NTENDED  USE  wi th  a  m in imum  of  
main tenance  acti vi t ies.  

HDO IT requ i res  systems  connected  to  thei r  network to  be  secure  on  
del i very and  hardened  against  m isuse  and  attacks.  

I t  i s  desi rable  for  the  user  to  i n form  the  MDM  of  suspected  securi ty  
breaches  and  perceived  weaknesses  i n  user equ ipment.  
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Table  1 5  – SAHD controls  

Standard  Reference Control  

SP  800-53  AC-1 9  Access  con tro l  for  m obi l e  devi ces  

CM-6  Con fi gu rati on  sett i n gs  

CM-7  Least  functi on al i ty  

SA-1 4  Cri t i cal i ty  anal ys i s  

SA-1 7  Devel oper secu ri ty  arch i tectu re  and  des i gn  

SA-1 8  Tamper res i s tance  and  detecti on  

SC-25  Th i n  nodes  

SC-28  Protecti on  o f  i n formati on  at  rest  

SC-29  H eterogenei ty  

SC-30  Concealmen t  and  m i sd i recti on  

SC-31  Covert  chan nel  anal ys i s  

SC-35  H oneycl i en ts  

SC-40  Wi rel ess  l i nk protect i on  

SC-41  Port  and  I /O  devi ce  access  

SC-42  Sen sor capabi l i ty  and  data 

SC-43  Usage  restri cti ons  

S I -1 1  E rror  han d l i ng  

I SO  I EC  1 5408-2  FMT_MSA Managemen t  o f  secu ri ty  attri bu tes  

FPT_PH P TSF  phys i cal  protecti on  

I SO I EC  1 5408-3  ASE_TSS  TOE  summ ary speci f i cat i on  

ADV_ARC Secu ri ty  arch i tectu re  

ADV_TDS TOE  desi g n  

ALC_DEL De l i very  

ACO_COR Compos i t i on  rat i onal e  

ACO_REL Re l i ance  o f  i ndepen den t  componen t  

I EC  62443-3-3  SR  2 . 1  Au thori zati on  en forcem en t  

SR  2 . 2  Wi re l ess  use  con tro l  

SR  2 . 3  Use  con tro l  for  portabl e  and  mobi l e  devi ces  

SR  3 . 4  Software  and  i n formati on  i n teg ri ty  

SR  5 . 1  Network segmen tati on  

SR  5 . 2  Zone  bou ndary  protecti on  

SR  5 . 3  
General  pu rpose  person - to-person  com mun icat i on  
restri ct i ons  

SR  5 . 4  Appl i cati on  part i t i on i n g  

SR  7. 7  Least  functi on al i ty  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n form ati on  secu ri ty  

5 . 1 . 2  Review o f  the  i n formati on  secu ri ty  po l i cy  

1 2 . 4. 2  Protecti on  o f  l og  i n formati on  

1 2 . 5 . 1  I n s tal l at i on  o f  software  on  operati onal  systems  

1 2 . 6 . 2  Restri ct i ons  on  software  i n stal l ati on  

1 3 . 1 . 1  Network con tro l s  

1 3 . 1 . 2  Secu ri ty  o f  n etwork servi ces  
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Table  1 5  (continued)  

Standard  Reference Control  

I SO  I EC  27002  

I SO 27799  

1 3 . 1 . 3  Seg regat i on  i n  networks  

1 4. 2 . 1  Secu re  devel opmen t  po l i cy  

1 4. 2 . 4  Restri ct i ons  on  chang es  to  software  packages  

1 4. 2 . 8  System  secu ri ty  test i ng  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  standards  

 

4.1 7 Securi ty gu ides  – SGUD 

Requ i rement  goal :  Ensure  that  securi ty  gu idance  for  OPERATORS  and  adm in istrators  of  the  
system  i s  avai lable.  Separate  manuals  for  OPERATORS  and  
admin istrators  ( i nclud ing  MDM  sales  and  service)  are  desi rable  as  they 
al low understand ing  of  fu l l  admin istrati ve  functions  to  be  kept  on ly  by 
adm in istrators.  

User need :  OPERATOR  shou ld  be  clearly  i n formed  abou t  h is  responsibi l i t i es  and  
secure  way of  working  wi th  the  system.  

The  adm in istrator needs  i n formation  abou t  manag ing ,  custom iz ing  and  
mon i toring  the  system  ( i . e.  access  con tro l  l i s ts ,  aud i t  l ogs,  etc. ) .  

Admin istrator  needs  clear understand ing  of  SECURI TY CAPABI LI TI ES  to  
al l ow H EALTH  DATA  RI SK ASSESSMENT  per  appropriate  regu latory 
requ i rement.  

Sales  and  service  also  need  i n formation  abou t  the  system ’s  SECURI TY 

CAPABI LI TI ES  and  secure  way of  working .  

I t  i s  desi rable  for  the  user to  know how and  when  to  i n form  the  MDM  of  
suspected  securi ty  breaches  and  perceived  weaknesses  i n  user 
equ ipment.  
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Table  1 6  – SGUD controls  

Standard  Reference Control  

SP  800-53  AC-1  Access  con tro l  po l i cy  and  manag emen t  

AC-2  Accou n t  managemen t  

AT-1  Secu ri ty  awareness  and  trai n i n g  po l i cy  and  procedu res  

AT-2  Secu ri ty  awareness  trai n i ng  

AT-3  Secu ri ty  trai n i ng  

CP-1  Con t i ngency p lann i ng  po l i cy  an d  procedu res  

CP-2  Con t i ngency p lan  

CP-3  Con t i ngency trai n i ng  

I R-1  I nci den t  response  po l i cy  an d  procedu res  

I R-2  I nci den t  response  trai n i ng  

I R-7  I nci den t  response  ass i stance  

I R-8  I nci den t  response  pl an  

PL-1  Secu ri ty  p l ann in g  po l i cy  and  procedu res  

PL-2  System  secu ri ty  p l an  

PL-4  Ru l es  of  behaviou r  

PL-7  Secu ri ty  concept  o f  operat i ons  
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Table  1 6  (continued)  

Standard  Reference Control  

SP  800-53  PL-8  I n formati on  secu ri ty  arch i tectu re  

PS-1  Personn el  secu ri ty  po l i cy  an d  procedu res  

SA-4  Acqu i s i t i on  PROCESS  

SA-5  I n formati on  system  documen tati on  

SA-1 6  Devel oper-provi ded  trai n i n g  

SC-1  System  an d  comm un i cati ons  protect i on  po l i cy and  procedu res  

S I - 1  System  an d  i n form ati on  i n teg ri ty  po l i cy  an d  procedu res  

S I -2  F l aw remed i ati on  

S I -3  M al i c i ous  code  protect i on  

S I -4  I n formati on  system  mon i tori ng  

S I -5  Secu ri ty  al erts ,  advi sori es,  and  d i recti ves  

S I -6  Secu ri ty  functi onal i ty  VERI FI CATI ON  

S I -7  Software  and  i n form ati on  i n teg ri ty  

S I -8  Spam  protecti on  

S I -1 0  I n formati on  i n pu t  val i dati on  

S I -1 1  E rror  han d l i ng  

S I -1 2  I n formati on  h and l i ng  and  reten ti on  

S I -1 7  Fai l -safe  procedu res  

PM -1  I n formati on  secu ri ty  prog ram  pl an  

PM -9  R I SK MAN AG EM E N T  s trategy 

PM-1 2  I ns i der th reat  prog ram  

PM-1 4  Testi ng ,  trai n i ng  and  mon i tori ng  

PM-1 5  Con tacts  wi th  secu ri ty  g roups  and  associ ati on s  

PM-1 6  Th reat  awareness  prog ram  

I SO I EC  1 5408-2  FAU_GEN  Secu ri ty  aud i t  data  gen erati on  

FAU_SAR Secu ri ty  aud i t  revi ew 

FDP_ACC Access  con tro l  po l i cy  

FDP_ACF Access  con tro l  fu nct i ons  

I SO I EC  1 5408-3  APE_REQ Secu ri ty  requ i rem en ts  

ASE_I NT ST i n troducti on  

ASE_CCL Con formance  cl ai ms  

ASE_SPD  Secu ri ty  problem  defi n i t i on  

ASE_OBJ  Secu ri ty  object i ves  

ASE_TSS  TOE  summary speci f i cat i on  

ADV_FSP  Functi on al  speci f i cat i on  

AGD_OPE  Operati onal  u ser  g u i dance  

I EC  62443-3-3  No applicable SECU RI TY CON TROLS  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

6 . 1 . 2  Seg reg ati on  o f  du t i es  

I SO  I EC  27002  6 . 1 . 3  Con tact  wi th  au thori t i es  
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Table  1 6  (continued)  

Standard  Reference Control  

I SO  27799  6 . 2 . 1  Mobi l e  devi ce  po l i cy  

6 . 2 . 2  Te l eworki n g  

7 . 2 . 2  I n formati on  secu ri ty  awaren ess,  educati on  and  trai n i ng  

9 . 4. 2  Secu re  l ogon  procedu res  

1 2 . 1 . 1  Documen ted  operat i ng  procedu res  

1 3 . 2 . 1  I n formati on  transfer  po l i ci es  and  procedu res  

1 4. 1 . 1  I n formati on  secu ri ty  requ i remen ts  anal ys i s  and  speci fi cati on  

1 4. 2 . 1  Secu re  devel opmen t  po l i cy  

1 4. 2 . 2  System  chan ge  con tro l  procedu res  

1 4. 2 . 3  
Techn i cal  revi ew of  appl i cat i ons  after  operati ng  pl atform  
changes  

1 5 . 1 . 1  I n formati on  secu ri ty  po l i cy for  suppl i er  re l ati on sh ips  

1 6 . 1 . 1  Responsi bi l i t i es  and  procedu res  

1 6 . 1 . 5  Response  to  i n formati on  secu ri ty  i nci den ts  

1 8 . 1 . 1  
I den ti f i cati on  o f  appl i cabl e  l eg i s l ati on  and  con tractual  
requ i rem en ts  

1 8 . 1 . 5  Regu lati on  of  cryptog raph i c  con tro l s  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tandards  

1 8 . 2 . 3  Techn i cal  compl i ance  revi ew 

 

4.1 8 HEALTH  DATA  storage confidential i ty – STCF 

Requ i rement  goal :  MDM  establ i shes  techn ical  con tro ls  to  m i t i gate  the  poten tial  for 
compromise  to  the  i n tegri ty  and  con fi den tial i ty  of  H EALTH  DATA  s tored  on  
products  or  removable  med ia.  

User need :  Reasonable  assurance  that  H EALTH  DATA  s tored  on  products  or med ia  i s  
and  stays  secure.  

Encryption  has  to  be  considered  for  HEALTH  DATA  s tored  on  MEDI CAL 

DEVI CES  based  on  RI SK ANALYSI S .  

For H EALTH  DATA  s tored  on  removable  med ia,  encryption  m igh t  protect  
con fi den tial i ty/ i n tegri ty  for  cl i n i cal  users  bu t  al so  MDM  service  and  
appl i cation  eng ineers  col lecti ng  cl i n ical  data.  

A mechan ism  for  encryption  key management  consisten t  wi th  
conven tional  use,  service  access,  emergency “break-g lass”  access.  

Encryption  method  and  streng th  takes  i n to  consideration  the  vo lume  
(exten t  of  record  co l lection /aggregation)  and  sensi ti vi ty  of  data.  
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Table  1 7  – STCF controls  

Standard  Reference  Control  

SP  800-53  SC-1 2  Cryptog raph i c  key establ i sh men t  and  managem en t  

SC-1 3  Cryptog raph i c  pro tecti on  

SC-1 7  Pu bl i c  key i n frastructu re  cert i f i cates  

SC-28  Protecti on  o f  i n formati on  at  rest  

I SO  I EC  1 5408-2  FCS_CKM  Cryptog raph i c  key man agem en t  

FCS_COP Cryptog raph i c  operati on  

I SO I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  4. 1  I n form ati on  confi den ti al i ty  

SR  4 . 3  Use  of  cryptog raphy 

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  Mobi l e  devi ce  po l i cy  

6 . 2 . 2  Te l eworki ng  

8 . 2 . 2  Label l i ng  o f  i n form ati on  

8 . 2 . 3  H an d l i ng  o f  assets  

8 . 3 . 1  Man agemen t  of  removable  med i a  

9 . 1 . 1  Access  con tro l  po l i cy  

9 . 1 . 2  Access  to  networks  and  network services  

9 . 4. 1  I n formati on  access  restri ct i on  

1 0 . 1 . 1  Po l i cy  on  the  use  of  cryptog raph i c  con tro l s  

1 0 . 1 . 2  Key managemen t  

1 2 . 1 . 4  Separati on  of  development,  testi ng  and  operati onal  
envi ronmen ts  

1 2 . 3 . 1  I n formati on  backup  

1 4. 3 . 1  Protecti on  o f  test  data 

1 8 . 1 . 3  Protecti on  o f  records  

1 8 . 1 . 4  Pri vacy and  protecti on  o f  person al l y  i den t i f i abl e  i n formati on  

1 8 . 1 . 5  Reg u lati on  of  cryptog raph i c  con tro l s  

1 8 . 2 . 2  Com pl i ance  wi th  secu ri ty  po l i ci es  and  s tandards  

 

4.1 9  Transmission  confidential i ty – TXCF 

Requ i rement  goal :  Device  meets  local  l aws,  regu lations  and  standards  (e . g .  USA H IPAA,  
EU  95/46/EC  deri ved  national  l aws)  accord ing  to  HDO needs  to  ensure  
the  con fiden tial i ty  of  transmi tted  HEALTH  DATA.  

User  need :  Assurance  that  H EALTH  DATA  con fiden tial i ty  i s  main tained  duri ng  
transmission  between  au then ticated  nodes.  Th is  al lows  transport  o f  
H EALTH  DATA  over re lati vely  open  networks  and/or envi ronment  where  
strong  HDO IT po l i cies  for  H EALTH  DATA  i n teg ri ty  and  con fi den tial i ty  are  
i n  use.  

See  IEC  TR 80001 -2-3:201 2  for  more  i n formation  on  RI SK M ANAGEMEN T  
for  wi reless  network systems.  
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Table  1 8  – TXCF controls  

Standard  Reference Control  

SP  800-53  PE-4  Access  con tro l  for  t ransm issi on  med i um  

SC-1  
System  and  commun i cati ons  pro tecti on  po l i cy  and  
procedu res  

SC-8  Tran sm iss i on  con f i den ti al i ty  and  i n teg ri ty  

SC-1 2  Cryptog raph i c  key establ i shmen t  and  managemen t  

SC-1 3  Cryptog raph i c  protecti on  

I SO I EC  1 5408-2  FCS_CKM  Cryptog raph i c  key managemen t  

FCS_COP Cryptog raph i c  operati on  

FDP_I TT I n ternal  TOE  transfer  

FDP_U CT I n ter-TSF  user data  con fi den ti al i ty  t ransfer  protecti on  

FPT_I TT I n ternal  TOE  TSF  data transfer  

FTP_I TC  I n ter-TSF  trusted  channel  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  1 . 8  Publ i c  key i n frastructu re  (PKI )  certi f i cates  

SR  4 . 1  I n formati on  con fi den ti al i ty  

SR  4 . 3  Use  of  cryptog raphy 

I SO I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  for  i n formati on  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n formati on  secu ri ty  po l i cy  

6 . 2 . 1  Mobi l e  devi ce  po l i cy  

6 . 2 . 2  Te l eworki ng  

1 0 . 1 . 1  Po l i cy  on  the  use  of  cryptog raph i c  con tro l s  

1 0 . 1 . 2  Key managemen t  

1 2 . 2 . 1  Con tro l s  agai nst  malware  

1 2 . 3 . 1  I n formati on  backup  

1 3 . 1 . 1  Network con tro l s  

1 3 . 1 . 2  Secu ri ty  o f  network servi ces  

1 3 . 1 . 3  Seg regati on  i n  networks  

1 3 . 2 . 1  I n formati on  transfer po l i ci es  an d  procedu res  

1 3 . 2 . 2  Ag reemen ts  on  i n formati on  transfer  

1 3 . 2 . 3  E l ectron i c  messag i ng  

1 3 . 2 . 4  Con fi den ti al i ty  or  n on -d i scl osu re  ag reemen ts  

1 4. 1 . 2  Secu ri ng  appl i cat i on  servi ces  on  publ i c  networks  

1 4. 1 . 3  Pro tecti n g  appl i cati on  servi ces  transacti ons  

1 8 . 1 . 1  
I den ti f i cat i on  o f  appl i cabl e  l eg i s l at i on  and  con tractual  
requ i remen ts  

1 8 . 1 . 3  Pro tecti on  o f  records  

1 8 . 1 . 4  Pri vacy and  pro tecti on  o f  person al l y  i den t i f i abl e  i n formati on  

1 8 . 1 . 5  Reg u lati on  of  cryptog raph i c  con tro l s  

1 8 . 2 . 2  Com pl i ance  wi th  secu ri ty  po l i ci es  an d  s tandards  
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4 .20  Transmission  in tegri ty – TXIG  

Requ i rement  goal :  Device  protects  the  i n tegri ty  of  transmi tted  H EALTH  DATA.  

User  need :  Assurance  that  i n tegri ty  of  H EALTH  DATA  i s  main tained  du ring  
transmission .  Th is  al l ows  transmission  of  H EALTH  DATA  over re lati vely 
open  networks  or  envi ronment  where  strong  po l i cies  for  H EALTH  DATA  
i n teg ri ty  are  i n  use.  

 

Table  1 9  – TXIG  controls  

Standard  Reference Control  

SP  800-53  PE-4  Access  con tro l  for  t ransm issi on  med i um  

SC-1  
System  and  commun icati ons  protecti on  po l i cy  and  
procedu res  

SC-8  Tran sm iss i on  con f i den ti al i ty  and  i n teg ri ty  

S I - 1  System  and  i n formati on  i n teg ri ty  po l i cy and  procedu res  

S I -3  Mal i c i ous  code  protecti on  

I SO I EC  1 5408-2  FDP_I TT I n ternal  TOE  transfer  

FDP_U I T I n ter_TSF user data  i n teg ri ty  t ransfer  protecti on  

FPT_I TI  I n teg ri ty  o f  exported  TSF data 

FPT_I TT I n ternal  TOE  TSF  data transfer  

FTP_I TC  I n ter-TSF  trusted  channel  

I SO  I EC  1 5408-3  No applicable SECU RI TY CON TROLS  

I EC  62443-3-3  SR  3 . 1  Commu n icati on  i n teg ri ty  

SR  3 . 8  Session  i n teg ri ty  

I SO  I EC  27002  

I SO 27799  

5 . 1 . 1  Po l i c i es  fo r  i n formation  secu ri ty  

5 . 1 . 2  Revi ew of  the  i n form ati on  secu ri ty  po l i cy  

1 2 . 2 . 1  Con tro l s  agai nst  malware  

1 2 . 3 . 1  I n formati on  backup  

1 3 . 1 . 1  N etwork con tro l s  

1 3 . 1 . 2  Secu ri ty  o f  network servi ces  

1 3 . 1 . 3  Seg regat i on  i n  networks  

1 3 . 2 . 1  I n formati on  transfer po l i ci es  and  procedu res  

1 3 . 2 . 2  Ag reemen ts  on  i n formati on  tran sfer  

1 3 . 2 . 3  E l ectron i c  messag i ng  

1 8 . 2 . 2  Compl i ance  wi th  secu ri ty  po l i ci es  and  s tan dards  
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