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____________ 

 
NUCLEAR POWER PLANTS – INSTRUMENTATION   

AND CONTROL IMPORTANT TO SAFETY – PLATFORM  
QUALIFACTION  FOR SYSTEMS IMPORTANT TO SAFETY 

 
FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by  I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Publ i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es.  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agents  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
patent  ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  paten t ri gh ts .  

The main  task of I EC techn ica l  committees  is  to  prepare  I n ternational  Standards.  However,  a  
techn ical  committee  may propose  the  publ ication  of a  techn ica l  report when  i t  has  col l ected  
data  of a  d i fferent ki nd  from  that wh ich  i s  normal l y publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC TR 63084,  wh ich  is  a  techn ical  report,  has  been  prepared  by subcommittee  45A:  
I nstrumentation ,  control  and  e lectrica l  systems  of nuclear faci l i ties ,  of I EC techn ical  
committee  45:  Nuclear i nstrumentation .  

The  text of th is  techn ica l  report i s  based  on  the  fol l owing  documents :  

Enqu i ry d raft  Report  on  voti ng  

45A/1 1 06/DTR 45A/1 1 41 /RVDTR 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ica l  report can  be  found  in  the  
report on  voti ng  ind icated  i n  the  above  table.  
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Th is  document has  been  drafted  i n  accordance  wi th  the  I SO/IEC  D i recti ves,  Part 2 .  

A b i l i ngual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  l ogo  on  the  cover page  of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understand ing  of i ts  contents.  Users  shou ld  therefore print th is  document using  a  
colour printer.  
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INTRODUCTION  

a)  Techn ica l  background ,  main  i ssues  and  organ isation  of the  Techn ical  Report  

I t  i s  recommended  that p l atforms  are  used  for the  development and  implementation  of I &C 
systems.  These  p latforms are  understood  here  as  a  set of hardware  and  software  
components  that may work co-operativel y i n  one  or more  defined  arch i tectures  
(configurations).  

Some I&C p latforms were  not conceived  orig ina l l y for the  implementation  of nuclear 
speci fic,  safety appl ications.  These  I &C p latforms  have  been  proven  and  certi fied  for 
i ndustria l  appl ications  but the  qual i fication  for the  nuclear safety appl ication  has  to  be  
demonstrated .  

There  are  s tandards  wi th in  SC  45A and  i n  particu lar WG  A3  wh ich  cover the  development 
and  qual i fication  of computer-based  systems  and  the  correspond ing  appl ication  functions.  
However,  i t  i s  not cl ear how the  standards  from  SC  45A can  be  used  on  the  qual i fication  of 
I&C p latforms.  

Other re levan t standards  of SC  45A are  i n  WG  A7  (safety categories)  and  i n  WG  A9  
(qual i fication  of e l ectrical  equ ipment) .  

Annexes  are  included  to  i l l ustrate  the  approaches  appl ied  i n  d i fferent coun tries  and  thei r 
experiences.  

Th is  Techn ical  Report i s  wri tten  to  support decis ion  makers  re lated  to  the  i ssues,  goals  
and  resu l ts  of the  p latform  qual i fication  and  the  system  qual i fication .  

b)  S i tuation  of the  current Techn ical  Report i n  the  structure  of the  I EC SC  45A standard  
series  

I EC 63084  as  a  techn ica l  report  i s  a  fourth  level  I EC SC  45A document.  

For more  detai ls  on  the  structu re  of the  I EC SC 45A standard  series ,  see  i tem  d )  of th is  
i n troduction .  

c)  Recommendations  and  l im i tations  regard ing  the  appl ication  of the  Techn ica l  Report  

I t  i s  important to  note  that  a  techn ica l  report i s  en ti re l y i n formative  i n  nature.  I t  gathers  
data  col l ected  from  d i fferen t ori g ins  and  i t  establ ishes  no  requ i rements .  

d )  Description  of the  s tructu re  of the  I EC SC  45A standard  series  and  re lationsh ips  wi th  other 
I EC documents  and  other bod ies ’  documents  ( I AEA,  I SO)  

The  top-level  documents  of the  I EC SC 45A standard  series  are  I EC  61 51 3  and  
IEC 63046.  I EC  61 51 3  provides  general  requ irements  for I &C systems  and  equ ipment that 
are  used  to  perform  functions  importan t to  safety i n  NPPs.  I EC 63046  provides  general  
requ i rements  for e lectrical  power systems  of NPP;  i t  covers  power suppl y systems 
i nclud ing  the  suppl y systems of the  I &C systems.  I EC  61 51 3  and  I EC  63046  are  to  be 
cons idered  i n  con j unction  and  at the  same l evel .  I EC  61 51 3  and  I EC 63046  s tructure  the  
I EC SC 45A standard  series  and  shape  a  complete  framework establ ish ing  general  
requ irements  for i nstrumentation ,  control  and  e lectrical  systems for nuclear power p lants.  

I EC 61 51 3  and  I EC  63046  refer d i rectl y to  other I EC SC 45A standards  for general  topics  
re lated  to  categorization  of functions  and  class i fication  of systems,  equ ipment 
qual i fication ,  separation ,  defence against common  cause  fa i l u re,  con trol  room  des ign ,  
e lectromagnetic compatibi l i ty,  cybersecuri ty,  software  and  hardware  aspects  for 
programmable  d ig i tal  systems,  coord ination  of safety and  securi ty requ irements  and  
management of ageing .  The  s tandards  referenced  d i rectl y at  th is  second  l evel  shou ld  be  
considered  together wi th  I EC 61 51 3  and  I EC 63046  as  a  cons istent document set.  

At a  th i rd  l evel ,  I EC SC 45A standards  not d i rectl y referenced  by I EC 61 51 3  or by 
I EC 63046  are  standards  re lated  to  speci fic equ ipment,  techn ica l  methods,  or speci fic  
acti vi ties.  Usual l y these  documents,  wh ich  make reference to  second- level  documents  for 
general  top ics,  can  be  used  on  thei r own .  

A fourth  l evel  extend ing  the  I EC SC  45  s tandard  series,  corresponds  to  the  Techn ical  
Reports  wh ich  are  not normative.  

The  I EC SC  45A standards  series  consistentl y implements  and  detai l s  the  safety and  
securi ty princip les  and  bas ic aspects  provided  i n  the  re levant I AEA safety standards  and  



I EC TR 63084:201 7  © I EC 201 7  – 7  –  

i n  the  re levant documents  of the  IAEA nuclear securi ty series  (NSS).  I n  particu lar th is  
i ncl udes  the  I AEA requ i rements  SSR-2/1 ,  establ i sh ing  safety requ i rements  related  to  the  
design  of nuclear power plants  (NPP),  the  I AEA safety gu ide  SSG-30  deal i ng  wi th  the  
safety cl assi fication  of structures,  systems and  components  in  NPP,  the  I AEA safety gu ide  
SSG-39  deal i ng  wi th  the  des ign  of i nstrumentation  and  control  systems for NPP,  the  I AEA 
safety gu ide  SSG-34  deal ing  wi th  the  design  of e l ectrica l  power systems  for NPP and  the  
implementing  gu ide  NSS1 7  for computer securi ty at nuclear faci l i ti es .  The  safety and  
securi ty term inology and  defin i ti ons  used  by SC  45A standards  are  consistent wi th  those  
used  by the  IAEA.  

I EC 61 51 3  and  I EC  63046  have  adopted  a  presentation  format s im i lar to  the  basic  safety 
publ ication  I EC  61 508  wi th  an  overal l  l i fe-cycle  framework and  a  system  l i fe-cycle  
framework.  Regard ing  nuclear safety,  I EC 61 51 3  and  IEC 63046  provide  the  i n terpretation  
of the  general  requ i rements  of I EC  61 508-1 ,  I EC  61 508-2  and  I EC 61 508-4 ,  for the  
nuclear appl ication  sector.  I n  th is  framework I EC  60880,  I EC 621 38  and  I EC  62566  
correspond  to  I EC  61 508-3  for the  nuclear appl i cation  sector.  I EC  61 51 3  and  I EC  63046  
refer to  I SO as  wel l  as  to  IAEA GS-R-3  and  I AEA GS-G-3. 1  and  I AEA GS-G-3. 5  for topics  
re lated  to  qual i ty assurance (QA).  At l evel  2 ,  regard ing  nuclear securi ty,  I EC  62645 i s  the  
en try document for the  I EC  SC  45A securi ty s tandards.  I t  bu i lds  upon  the  val i d  h igh  l evel  
princip les  and  main  concepts  of the  generic securi ty standards,  i n  particu lar 
I SO/IEC 27001  and  I SO/IEC 27002;  i t  adapts  them  and  completes  them  to  fi t  the  nuclear 
con text and  coord inates  wi th  the  I EC  62443  series.  At level  2 ,  regard ing  control  rooms,  
I EC 60964  is  the  entry document for the  I EC  SC 45A control  rooms  standards  and  
IEC 62342  i s  the  en try document for the  I EC  SC  45A ageing  management standards.  

NOTE  I t  i s  assumed  that  for the  des ign  of I &C systems  i n  NPPs  that  implement conventi onal  safety  functions  
(e. g .  to  address  worker safety,  asset  protection ,  chem ical  hazards,  process  energy hazards)  i n ternational  or 
national  s tandards  wou l d  be  appl i ed .  

NOTE  2  I EC SC 45A domain  was  extended  i n  201 3  to  cover e l ectri cal  systems.  I n  201 4  and  201 5  d i scussions  
were  hel d  i n  I EC SC 45A to  d ecide  how and  where  genera l  requ i rement for the  des ign  of e l ectri cal  systems 
were  to  be  considered .  I EC SC 45A experts  recommended  that  an  i n dependent  standard  be  deve loped  at  the  
same  l evel  as  I EC 61 51 3  to  establ i sh  general  requ i rements  for e l ectri cal  systems.  Project  I EC 63046  i s  now 
l aunched  to  cover th i s  ob jecti ve.  When  I EC 63046  wi l l  be  pub l i shed  th i s  Note  2  of the  i n troduction  of 
I EC SC 45A standards  wi l l  be  suppressed .  
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NUCLEAR POWER PLANTS – INSTRUMENTATION   
AND CONTROL IMPORTANT TO SAFETY – PLATFORM  
QUALIFACTION  FOR SYSTEMS IMPORTANT TO SAFETY 

 
 
 

1  Scope 

1 . 1  General  

This  Techn ical  report provides  an  assessment framework and  acti vi ties  for efficient and  
transparent qual i fication  of I&C  platforms for use  in  nuclear appl ications  importan t to  safety,  
accord ing  to  nuclear standards  and  s tate  of the  art.  The  assessment a ims  at  a  pre-
qual i fication  of I &C p latforms outside  the  framework of a  speci fic p l an t des ign .  Qual i fication  i s  
assumed  to  be  pre-requ is i te  for a l l owing  the  particu lar I &C p latform  to  be  used  for 
implementation  of the  safety cl assi fi ed  I &C system .  I t  i s  to  enable  parties  implementing  
particu lar p l ant speci fic I &C systems to  concentrate  on  appl ication  functions,  wh i le  for bas ic 
system  functions  to  re l y on  platform  qual i fication .  

The  I &C p latform  qual i fication  is  based  on  evaluation  of the  hardware  and  software  functions  
provided  by the  p latform  ensuring  safe  and  cost-effecti ve  l i fe-cycle  support of I &C systems.  
That wou ld  include  tools  for software  eng ineering  and  software  development (software  modu le  
l ibraries),  code  generation ,  va l i dation ,  main tenance,  etc.  

Basic means  of equ ipment qual i fication ,  as  prescribed  by the  I EC/I EEE  60780-323,  are  
through  anal ys is,  type  testi ng  and  documented  operational  experience.  Other documents  
appl icable  for qual i fication  for nuclear use  i nclude  I EC  61 51 3,  I EC  60880,  I EC  621 38,  
IEC 62566,  I EC 62671  and  I EC 61 226.  

The  features  of the  I &C p latform  to  be  qual i fi ed  wi l l  be  i den ti fi ed  i n  requ i rements  on  the  I &C  
p latform .  The  requ i rements  can  vary,  bu t  i n  essence are  based  on  suppl iers '  cl aims  on  the  
product  scope and  functional i ty.  Those  cla ims  are  normal l y g iven  i n  pl atform  documentation  
such  as  system  descriptions  and  suppl ier's  requ i rements  for design ,  implementation ,  
veri fication  &  val i dation .  They are  a l l  based  on  the  appropriate  I EC  SC  45A standards  and  
national  regu lations.  

1 .2  Framework 

This  document i s  organ ized  as  fo l l ows:  

•  C l ause  5  addresses  the  role  of the  platform  qual i fication ,  i ncl ud ing  the  conceptual  design  
and  the  documentation  consti tu ti ng  the  basis  for the  process  of p latform  qual i fication .  

•  C lause  6  i s  the  main  cl ause  of th is  document address ing  the  process  and  methods  of 
p latform  qual i fication .  Crucia l  aspects  of documentation  and  main tenance  of the  
qual i fication  are  i ncluded .  

•  Cl ause  7  addresses  p latform  elements  necessary for safe  and  efficien t implementation  
and  l i fe  cycle  support of p lan t-speci fic  I &C  systems.  

•  Aspects  of the  I &C platform  qual i fication  are  further developed  and  exempl i fied  i n  
annexes.  Annex A l i s ts  l i censing  issues  of the  F inn ish  l icens ing  approach .  Annex B  
d iscusses  the  qual i fication  of Areva's  TELEPERM  XS  p latform ,  actual i zed  wi th  notes  on  
qual i fication  from  the  F inn ish  O lki l uoto  3  NPP.  Annex C  d iscusses  the  qual i fication  of 
Westinghouse's  FPGA-based  p latform  of modu les  type  ALS  (Advanced  Log ic System).  
Annex D  d iscusses  the  qual i fication  of CTEC’s  d ig i ta l  p latform  F i rmSys  for use  i n  systems 
important to  safety i n  NPP.  Annex E  d iscusses  the  qual i fication  of SOOSAN  ENS’s  
POSAFE-Q  p latform .  Annex F  d iscusses  the  qual i fication  of Rol ls-Royce’s  d ig i ta l  safety 
I&C p latform  Spin l i ne  i n  the  framework of the  type  approval  for the  ELSA project.  The  fi ve  
examples  g iven  i n  Annexes  B  to  F  are  al l  of p latforms  developed  for nuclear appl ication .  
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2  Normative references  

The fol l owing  documents  are  referred  to  i n  the  text in  such  a  way that some or a l l  of thei r 
con ten t consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i tion  
ci ted  appl i es.  For undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  
any amendments)  appl i es.  

I EC/IEEE  60780-323: 201 6,  Nuclear facilities – Electrical equipment important to safety –  
Qualification 

I EC 60880: 2006,  Nuclear power plants – Instrumentation and control systems important to 
safety – Software aspects for computer-based systems performing category A  functions 

IEC 61 226: 2009,  Nuclear power plants – Instrumentation and control important to safety – 
Classification of instrumentation and control functions  

I EC  61 51 3: 201 1 ,  Nuclear power plants – Instrumentation and control important to safety – 
General requirements for systems 

I EC 621 38: 2004,  Nuclear power plants – Instrumentation and control important for safety –  
Software aspects for computer-based systems performing category B or C functions 

IEC 62566: 201 2 ,  Nuclear power plants – Instrumentation and control important to safety – 
Development of HDL-programmed integrated circuits for systems performing category A  
functions 

IEC 62645: 201 4,  Nuclear power plants – Instrumentation and control systems – Requirements 
for security programmes for computer-based systems 

I EC 62671 : 201 3,  Nuclear power plants – Instrumentation and control important to safety – 
Selection and use of industrial digital devices of limited functionality 

IAEA SSG-39: 201 6,  Specific Safety Guide: Design of Instrumentation and Control Systems for 
Nuclear Power Plants 

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  

I SO and  I EC main tain  term inolog ica l  databases  for use  i n  standard ization  at the  fol l owing  
addresses:  

•  I EC E lectroped ia:  avai lable  at  h ttp: //www.electroped ia. org /  

•  I SO  On l ine  browsing  p latform :  avai l ab le  at h ttp: //www. iso.org/obp  

3. 1   
appl ication  software  l ibrary 

col lection  of software  modu les  implementing  typ ical  appl ication  functions  

Note  1  to  en try:  When  us ing  pre-existi ng  equ ipment (here  p l atform),  such  a  l i brary i s  considered  to  be  part  of the  
system  software  and  qual i fi ed  as  such .  

[SOURCE:  I EC 61 51 3: 201 1 ,  3 . 3,  mod i fied  – The  parentheses  "(here  p latform)"  have  been  
added  to  Note  1  to  entry. ]  

http://www.iso.org/obp
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3.2   
assessment  
systematic process  that i s  carried  ou t throughout  the  design  process  to  ensure  that a l l  the  
re levant  safety requ i rements  are  met by the  proposed  (or actual )  des ign  

Note  1  to  en try:  See  i n dependent  assessment  i n  3 . 1 0  bel ow.  

3.3   
aud i t  
planned  and  documented  acti vi ty performed  by qual i fi ed  personnel  to  determ ine  by 
i nvestigation ,  exam ination ,  or evaluation  of obj ective  evidence,  the  adequacy and  compl iance  
wi th  establ ished  procedures,  or appl icable  documents ,  and  the  effecti veness  of 
implementation  

Note  1  to  en try:  The  term  refers  here  to  i n ternal  or external  control  of organ isati ons  on  q ual i ty management,  
pro ject  management,  and  a l l  other i ssues  concern ing  safety requ i rements  on  nuclear processes.  

Note  2  to  en try:  I t  i s  fu rther assumed  that  the  aud i ted  organ isation  provides  “aud i tabl e  data”,  i . e .  techn ical  
i n formation  wh ich  i s  documented  and  organ ized  i n  a  read i l y u nderstandable  and  traceable  manner that  perm i ts  
i ndependent  revi ew of the  i n ferences  or concl us ions  based  on  the  i n formation  (see  I EC/I EEE  60780-323).  

3.4   
automated  code generation  
function  of au tomated  tools  a l l owing  transformation  of the  appl ication-oriented  language i n to  a  
form  su i table  for compi lation  or execution  

[SOURCE:  I EC 60880: 2006,  3 . 5]  

3.5   
commissioning  
process  by means  of wh ich  systems  and  componen ts  of faci l i ties  and  activi ti es,  having  been  
constructed ,  are  made  operational  and  veri fi ed  to  be  in  accordance wi th  the  des ign  and  to  
have  met the  requ ired  performance  cri teria  

Note  1  to  en try:  Commission ing  may i ncl ude  both  non -nuclear/non -rad ioacti ve  and  nucl ear/rad ioacti ve  testi ng .  

[SOURCE:  IAEA Safety G lossary,  2007  ed i ti on ]  

3.6   
equ ipment platform  
set of hardware  and  software  components  that may work co-operative l y i n  one  or more  
defined  arch i tectures  (configurations).  The  development of p lant  speci fic configurations  and  of 
the  re lated  appl ication  software  may be  supported  by software  tools.  An  I &C  platform  usual l y 
provides  a  number of standard  functional i ti es  (e. g .  appl ication  functions  l i brary)  that may be  
combined  to  generate  speci fic appl ication  software  

Note  1  to  en try:  An  I &C  p l atform  may be  a  product  of a  d efi ned  manufacturer or a  set  of products  i n terconnected  
and  adapted  by a  supp l i er.  

[SOURCE:  I EC  61 51 3:201 1 ,  3 . 1 7 ,  mod i fied  – The  term  “equ ipment fam i l y”  has  been  replaced  
by “equ ipement p latform”  and  by “ I &C platform”  i n  the  defin i ti on .  Note  1  and  3  have  been  
removed  and  Note  2  has  been  adapted  to  I &C p latform . ]  

3.7   
Hardware  Description  Language  
HDL  
l anguage used  to  formal l y describe  the  functions  and/or the  structure  of an  e lectron ic  
component for documentation ,  s imu lation  or syn thes is  

Note  1  to  en try:  The  most wi dely used  HDLs  are  VHDL ( I EEE  1 076)  and  Veri l og  ( I EEE  1 364) .  

[SOURCE:  I EC 62566: 201 2,  3 . 6 ]  
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3.8   
HDL-Programmed  Device  
HPD  
i n tegrated  ci rcu i t configured  (for NPP I &C systems),  wi th  Hardware  Description  Languages  
and  re lated  software  tool s  

Note  1  to  en try:  HPDs  are  typ ical l y represented  by ASICs,  FPGAs,  PLDs  or s im i l ar m icro-el ectron ic  technol og i es.  

[SOURCE:  I EC  62566:201 2,  3 . 7,  mod i fied  – Notes  1  and  2  have  been  removed  and  Note  3  
has  been  mod i fied . ]  

3.9   
I&C  System  
system ,  based  on  e lectrical  and /or e lectron ic and /or programmable  e lectron ic technology,  
perform ing  I &C functions  as  wel l  as  service  and  mon i toring  functions  re lated  to  the  operation  
of the  system  i tse l f 

The  term  is  used  as  a  general  term  wh ich  encompasses  a l l  e lemen ts  of the  system  such  as  
i n ternal  power suppl ies ,  sensors  and  other i npu t devices,  data  h i ghways  and  other 
communication  paths,  i n terfaces  to  actuators  and  other ou tput devices  (see  Note  2).  The  
d i fferent functions  wi th in  a  system  may use  ded icated  or shared  resources.  

Note  1  to  en try:  See  a l so  "system" .  

Note  2  to  en try:  The  e l ements  i ncl uded  i n  a  speci fi c  I &C  system  are  defi ned  i n  the  speci fi cation  of the  boundaries  
of the  system .  

Note  3  to  en try:  Accord i ng  to  thei r typical  functi onal i ty,  I AEA d i sti ngu ishes  between  au tomation  /  con trol  systems,  
HMI  systems,  i n terl ock systems  and  protection  systems.  

Note  4  to  en try:  I n  the  scope  of th i s  techn ical  report,  the  term  I &C system  i s  l i nked  to  the  parti cu lar process,  i n  
con trast  to  the  generic  term  of I &C p latform .  

[SOURCE:  I EC  61 51 3: 201 1 ,  3 . 29,  mod i fied  – The  words  "and  I&C function "  have  been  
removed  from  Note  1  and  Note  4  has  been  added . ]  

3. 1 0   
independent  assessment 
assessments  such  as  aud i ts  or survei l lances  carried  ou t to  determ ine  the  extent to  wh ich  the  
requ irements  for the  management system  are  fu l fi l l ed ,  to  evaluate  the  effectiveness  of the  
management system  and  to  i den ti fy opportun i ti es  for improvement.  They can  be  conducted  by 
or on  behal f of the  organ ization  i tse l f for i n ternal  purposes,  by i n terested  parties  such  as  
customers  and  regu lators  (or by other persons  on  the ir behal f) ,  or by external  i ndependent 
organ izations  

Note  1  to  en try:  Th i s  defi n i ti on  appl i es  i n  management systems and  re lated  fi e l ds.  

Note  2  to  en try:  Persons  conducti ng  i n dependent  assessments  do  not  parti cipate  d i rectl y i n  the  work being  
assessed .  

Note  3  to  en try:  I ndependen t assessment acti vi ti es  i ncl ude  i n ternal  and  external  aud i t,  survei l l ance,  peer 
eva luati on  and  techn ical  review,  wh ich  are  focused  on  safety aspects  and  areas  where  prob lems  have  been  found .  

[SOURCE:  IAEA Safety G lossary,  2007  ed i ti on ]  

3. 1 1   
i tem  important  to  safety 
i tem  that i s  part  of a  safety group and /or whose  mal function  or fa i l u re  cou ld  l ead  to  rad iation  
exposure  of the  s i te  personnel  or members  of the  publ ic  

[SOURCE:  IAEA Safety G lossary,  2007  ed i ti on ]  
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3. 1 2   
l i cense  
l egal  document i ssued  by the  regu latory body gran ti ng  au thorization  to  perform  speci fied  
acti vi ti es  re lated  to  a  faci l i ty or acti vi ty 

Note  1  to  en try:  Any au thori zation  g ranted  by the  regu latory body to  the  appl i cant  to  have  the  responsibi l i ty for 
the  s i ti ng ,  d es ign ,  construction ,  comm ission ing ,  operati on  or decommission ing  of a  nuclear i nsta l l ati on .  I n  I AEA 
usage,  a  l i cence  i s  a  parti cu l ar type  of au thori zation ,  normal l y representi ng  the  primary au thori zation  for the  
operati on  of a  whol e  faci l i ty or acti vi ty.  The  cond i ti ons  attached  to  the  l i cence  may requ i re  that  fu rther,  more  
speci fi c,  au thori zation  or approval  be  obtained  by the  l i censee  before  carrying  ou t  parti cu lar acti vi ti es .  

[SOURCE:  IAEA Safety G lossary,  2007  ed i ti on ]  

3. 1 3   
operating  experience  
accumu lation  of veri fiab le  operational  data  for cond i tions  equ iva lent to  those  for wh ich  
particu lar equ ipment i s  to  be  qual i fi ed  

3. 1 4   
qual i fication  
process  of determ in ing  whether a  system  or component i s  su i table  for operational  use.  The  
qual i fication  i s  performed  i n  the  context of a  speci fic class  of the  I &C system  and  a  speci fic  
set  of qual i fication  requ irements  

Note  1  to  en try:  Qual i fi cation  of I &C systems  i s  a lways  a  p l an t-  and  appl i cati on -speci fi c  acti vi ty wh i l e  p l atform  
qual i fi cation  re l i es  to  a  l arge  degree  on  q ual i fi cation  acti vi ti es  performed  ou ts ide  the  framework of a  speci fi c  p l an t  
design  (these  are  cal l ed  “generic  qual i fi cati on ”  or “pre-qual i fi cation ”) .  

[SOURCE:  I EC  61 51 3:201 1 ,  3 . 38,  mod i fied  – Notes  1  and  2  have  been  removed  and  Note  3  
has  been  revised . ]  

3. 1 5   
redundancy 
provis ion  of a l ternative  ( i den tical  or d i verse)  structures,  systems or components,  so  that any 
one  can  perform  the  requ i red  function  regard less  of the  state  of operation  or fa i lu re  of any 
other 

[SOURCE:  I EC 60880: 2006,  3 . 29]  

3. 1 6   
regu latory body 
au thori ty or system  of au thori ties  designated  by the  government of a  State  as  having  l egal  
au thori ty for conducting  the  regu latory process,  i ncl ud ing  i ssu ing  au thorizations,  and  thereby 
regu lati ng  nuclear,  rad iation ,  rad ioactive  waste  and  transport safety 

Note  1  to  en try:  For each  Contracti ng  Party any body or bod ies  g i ven  the  l egal  au thori ty by that  Contracti ng  Party  
to  g rant  l i cences  and  to  regu late  the  s i ti ng ,  design ,  construction ,  commission ing ,  operation  or d ecomm ission ing  of 
nuclear i nstal l ati ons.  

[SOURCE:  IAEA Safety G lossary,  2007  ed i ti on ]  

3. 1 7   
system  
set of components  wh ich  in teract accord ing  to  a  des ign ,  where  an  element of a  system  can  be  
another system ,  cal led  a  subsystem  

Note  1  to  en try:  See  a l so  " I &C system" .  

Note  2  to  en try:  I &C systems  are  d i sti ngu ished  from  mechan ical  systems  and  e l ectri cal  systems  of the  NPP.  

Note  3  to  en try:  Th i s  I EC SC  45A defi n i ti on  i s  tota l l y  compatib le  wi th  the  sub-defi n i ti on  of "system"  g i ven  i n  the  
frame  of the  2007  ed i ti on  of the  I AEA Safety G lossary defi n i ti on  of "Structu res ,  Systems  and  Components  (SSC)" .  
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Note  4  to  en try:  The  term  “system”  i s  a  very general  term  that  i s  used  for d i fferent  objects.  Examples  are  Reactor 
Trip  Systems,  Eng ineered  Safety Actuation  Systems,  etc.  But  a l so  Core  Cool i ng  systems,  ven ti l ati on  systems,  etc.  
are  systems.  The  I EC SC 45A standards  provi de  requ i rements  and  recommendations  for such  systems.  

Note  5  to  en try:  Systems  can  be  bu i l t  from  equ i pment  p l atforms.  

[SOURCE:  I EC 61 51 3: 201 1 ,  3 . 56,  mod i fied  – Notes  4  and  5  have  been  added . ]  

3. 1 8   
type test  
demonstration  of the  capabi l i ty of a  type  of equ ipment to  meet speci fi ed  requ i rements  by 
subj ecti ng  a  representati ve  i tem ,  or number of i tems,  of the  type  to  a  set of physical ,  
chem ical ,  environmental  or operational  cond i tions  

3. 1 9   
val idation  
process  of determ in ing  whether a  product or service  i s  adequate  to  perform  i ts  i n tended  
function  satisfactori l y.  Val i dation  i s  broader i n  scope,  and  may i nvolve  a  greater element of 
j udgement,  than  veri fication  

[SOURCE:  IAEA Safety G lossary,  2007  ed i tion ]  

3.20   
vendor 

design ,  contracting  or manufacturing  organ ization  suppl ying  a  service ,  component or faci l i ty 

Note  1  to  en try:  The  organ i zation  able  and  capable  to  provi de  requ i red  services  and  accepti ng  contracted  
responsibi l i t i es  bound  to  those  services.  

Note  2  to  en try:  An  a l ternati ve  term  wh ich  may be  used  i n  th i s  report  i s  “contractor” ,  referri ng  to  the  suppl i er 
quoti ng ,  con tracti ng ,  manufacturi ng  and  i nstal l i ng  the  I &C equ ipment  for systems  important  for safety.  I t  means  as  
wel l  that  con tractor i s  a  certi fi ed  vendor.  

[SOURCE:  IAEA Safety G lossary,  2007  ed i ti on ]  

3.21   
vendor qual i fication  
process  of determ in ing  whether a  vendor i s  su i table  for del i very,  techn ical  support and  
main tenance of the  equ ipment and  services  con tracted  formal l y by the  nuclear p lant operati ng  
organ ization  

Note  1  to  en try:  Formal  contracti ng  means  i n  th i s  context as  bei ng  abl e  and  competen t to  fu l fi l  a l l  by con tract 
defi ned  responsibi l i ti es.  

3.22   
veri fication  
confi rmation  by exam ination  and  by provis ion  of obj ecti ve  evidence that the  resu l ts  of an  
activi ty meet the  objectives  and  requ irements  defined  for th is  acti vi ty 

[SOURCE:  I EC  621 38: 2004,  3 . 35,  mod i fied  – The  reference to  I SO  1 2207  at the  end  of the  
defin i tion  has  been  removed . ]  

4 Abbreviated  terms  

ALS  Advanced  Log ic System® Platform  

ASIC  Appl ication  Speci fic  I n tegrated  Ci rcu i t  

BTP  Branch  Techn ical  Pos i ti on  

CFR Code  of Federal  Regu lations  

CPLD  Complex Programmable  Log ic Device  
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CPU  Central  Process ing  Un i t  

CTEC Company Profi l e-Ch ina  Techenergy Co. ,  Ltd .  

DI&C  Dig i ta l  I nstrumentation  and  Control  

EMC E lectromagnetic Compatib i l i ty 

EMI  E lectromagnetic I n terference  

EPR European  Power Reactor 

EQ  Equ ipment Qual i fication  

FPGA F ie ld  Programmable  Gate  Array 

GDC General  Design  Cri teria  

GRS  Gesel lschaft für An lagen-  und  Reaktors icherhei t  (Association  for p l an t and  
reactor safety)  

HDL  Hardware  Description  Language  

HPD  HDL Programmed  Device  

I&C  I nstrumentation  and  Con trol  

IAEA I n ternational  Atom ic Energy Agency 

IEC  I n ternational  E lectrotechn ical  Commission  

I EEE  I nsti tu te  of E lectrical  and  E lectron ic Eng ineers  

I SG  I n terim  Staff Gu idance  

ISO  I n ternational  Organ ization  for Standard ization  

I SSN  I n ternational  Standard  Seria l  N umber 

ISTec TÜV Rhein land  I STec GmbH  – I nsti tu t fü r S icherhei tstechnolog ie  

IV&V I ndependent Veri fication  and  Val i dation  

KTA Nuclear Safety Standards  Commission  (Kern techn ischer Ausschuss)  

LOP  List  of Open  Poin ts  

N IST SP  National  I nsti tu te  of Standards  and  Technology,  Specia l  Publ ication  

NPIC&HMIT Nuclear P lant I nstrumentation ,  Control  &  Human-Mach ine  I n terface  
Technolog ies  

NPP  Nuclear Power P lan t  

NRC Nuclear Regu latory Commission  

OBE  Operating  Bas is  Earthquake  

PLC Programmable  Log ic Control l er 

PLD  Programmable  Log ic Device  

POSAFE-Q Qual i fied  Poscon  Safety PLC  

PSAR Prel im inary Safety Anal ysis  Report  

QA Qual i ty Assurance  

RFI  Rad iofrequency I n terference  

RG  Regu latory Gu ide  

SC  Sub-Committee  

SSC Structures,  Systems  and  Componen ts  

SFS-EN  European  standard  implemented  i n  F in land  

SRP Publ ication  under Systematic Review 

SSE  Safe  Shutdown  Earthquake 

TXS TELEPERM  XS  

V&V Veri fication  and  Val idation  
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WG Working  Group  

5 I&C platform  versus  I&C system  

5.1  General  – Structure of the  platform  qual i fication  

The subject of th is  document i s  the  qual i fication  of p latforms  to  obta in  a  pre-qual i fication  that  
can  be  cred i ted  for the  implementation  in  I &C systems important to  safety.  The  pre-
qual i fication  wi l l  sti l l  requ ire  that appl ication -speci fic qual i fication  for an  I &C system  is  
performed.  The  aim  i s  to  confi rm  the  compl iance  of the  evidence  of pre-qual i fication  wi th  the  
requ i rements  for nuclear use  of the  existi ng  I &C system ,  and  the  eng ineering  processes  for 
generation  of the  appl ication  speci fic aspects  of the  I &C system .  The  qual i fication  process  wi l l  
i denti fy and  repair the  gaps  i den ti fied .  

When  a  p latform  is  used  on  an  appl ication ,  the  properties  of the  p latform  provide  constrain ts  
on  the  appl ication .  These  constrain ts  are  real i zed  by us ing  the  requ irements  for the  platform  
as  inputs  i n to  the  des ign  and  implementation  phases  of the  appl ication .  By appl ying  the  
p latform  requ i rements ,  the  features  of the  p latform  are  used  during  design  and  
implementation  phases  of the  appl ication .  During  i n tegration  of the  appl ication  the  production  
modu les  from  the  p latform  are  i n tegrated  in to  the  system .  The  system  is  then  tested  and  
i nstal l ed  i n  the  p lan t.  Th is  l i fe  cycle  is  shown  i n  F igu re  1 .  The  l eft  part of F igure  1  shows  a  
process  for platform  development,  and  the  right  part,  for the  appl ication  development (see  
a lso  Clause  7) .  

 

Figure 1  – Platform  and  appl ication  development process  

Since  the  p latform  is  developed  prior to  use  in  a  p l an t appl ication ,  the  development of the  
p latform  requ i rements  must use  eng ineering  j udgment to  foster the  enveloping  requ i rements.  
For th is  reason ,  p l atforms are  not d ri ven  d i rectl y by any p lant  safety requ irements,  bu t  the  
developer must be  i n formed  on  how i t  wi l l  be  u sed  i n  order to  provide  features  that wi l l  be  
requ ired  in  various  appl ications.  
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Platform  qual i fication  comprises  the  hardware  modu les  ( i nclud ing  compl iance  wi th  the  
appl icable  envi ronmental  cond i tions),  the  software  modu les  and  the  appl ication  software  
development envi ronment (tools).  The  separate  modu le  qual i fication  i s  usual l y complemented  
by hardware/software  in tegration  qual i fication .  

The  general  overview is  g i ven  i n  F igure  2 .  Based  on  the  i n tended  safety class  of I &C systems  
to  be  implemented  by the  I &C p latform  the  qual i fication  of the  p latform  is  carried  ou t  as  the  
fi rst level  i n  a  two  level  approach  (see  F igure  2).  The  second  l evel  deals  wi th  the  appl ication -
speci fic qual i fication  of the  I &C  system ,  th is  i s  not  i n  the  scope  of th is  document.  

 

Figure 2  – General  overview of a  typical  qual i fication  process  

On  the  fi rst l evel  compl iance  of the  ind ividual  hardware  and  software  modu les  of the  I &C 
platform  is  evaluated  wi th  suppl iers’  system  descriptions  and  wi th  general  requ i rements  for 
des ign ,  implementation  and  veri fication  & val i dation  provided  by the  appropriate  I EC  SC 45A 
standards.  These  requ i rements  are  essentia l  to  establ ish  the  fundamental  features  of the  I &C  
platform .  Usual l y these  fundamenta l  features  are  va l i dated  by means  of representati ve l y 
i n tegrated  I &C systems  (configurations  of i n terconnected  modu les).  The  a im  of that evaluation  
is  to  determ ine  the  I &C p latforms’  bas ic su i tabi l i ty for I &C systems  of a  certa in  safety cl ass  as  
earl y as  poss ib le.  

5.2  I&C  platform  as  an  object of qual i fication  – Conceptual  design  

Due to  the  fact that I &C  standards  normal l y are  wri tten  for I &C systems i t  i s  necessary to  
i n terpret/adopt the  requ i rements  and  recommendations  g i ven  for I &C systems to  I &C  
p latforms.  That i s  expected  to  ensure  that p latform  qual i fication  provides  a  pre-requ is i te  for 
the  safety system  qual i fi cation  as  shown  i n  F igure  2 .  The  benefi t for the  system  qual i fi cation  
res ides  i n  the  fact that p latform  modu les  are  tested  and  anal ysed  prior to  I &C  system  
implementation  wi thout need  for repeating  tests  and  anal ys is.  I t  i s  cl ear,  that the  generic 
p latform  qual i fication  can  on l y support bu t not replace  the  I &C  system  qual i fication .  

P latform  qual i fication  is  accord ing l y a  pre-requ is i te  for selecti ng  and  purchasing  an  I &C 
p latform  for a  plant-speci fic I&C system .  Al l  eva luations  described  i n  th is  report are  meant to  
faci l i tate  purchasing  processes  by decid ing  i f scope and  re l iabi l i ty of the  p latform  correspond  
to  needs  and  requ irements  of the  I &C system  to  be  implemented .  

5.3  Documentation  of the  I&C  platform  

The I &C p latform  can  be  qual i fi ed  on l y i f properl y documented .  Documentation  of the  p latform  
is  to  be  d iscussed  wi th  the  vendor,  bu t general l y the  fol lowing  i tems  wi l l  be  expected :  

•  A general  description  of the  product wi th  references  to  a l l  materia l  a l l owing  detai led  
i ns ight in to  product operation .  

IEC  

Level  1  

Level  2  

P lan t  speci fi c  
i n teg rati on  

Plan t i ndependant  
i n teg rati on  

Modu l e  
qual i fi cation  

Plant  speci fi c  
assessment  

Generic  
qual i fi cation  

I &C system  
( i n  a  NPP)  

I &C modu le  
of the  pl atform  
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•  Vendor's  product warranty ob l igations.  

•  L i st of standards  and  regu lations  defin ing  basis  for product development,  i nclud ing  
vendor's  formal  comm itmen t to  compl iance  wi th  the  requ irements  of the  l i sted  standards .  

•  (Access  to)  conceptual  des ign  and  manufacturing  d rawings  and  schemes  of components,  
sub-assembl ies,  ci rcu i ts,  etc.  Al l  wi th  descriptions  and  explanations  necessary for the  
understand ing  of those  d rawings  and  schemes.  

•  P latform  software  arch i tecture,  the  l evel  of access  to  the  code  of modu les  wi l l  be  
dependent on  the  class  of i n tended  use.  

•  I n formation  on  manufacturer's  software  development envi ronment,  procedures  and  
software  tools;  the  l evel  of detai l  wi l l  be  dependent on  the  class  of i n tended  use.  

•  A description  of the  vendors  (and/or sub-suppl iers  as  appropriate)  manufacturing  
processes,  hardware  des ign  processes,  and  hardware  testing  techn iques  used  for creating  
the  hardware  of the  I &C p latform .  

•  I n formation  on  securi ty of the  product development processes.  

•  Documentation  of V&V procedures.  Here  both  access  to  records  of un i t tests  and  of 
va l i dation  tests  at the  fi na l  product i n tegration .  I n formation  on  val i dation  methods  and  
tools  i ncluded .  

•  Records  of product main tenance,  product fa i l u res  etc.  (necessary for evaluation  of 
operating  experience) .  

I n  add i ti on  to  the  above techn ica l  documentation ,  the  vendor wi l l  be  expected  to  provide  
general  i n formation  on  organ isation(s)  responsible  for the  p latform  procurement processes,  
i ncl ud ing  l evel  of crucia l  staff expertise.  

6 Platform  qual i fication  

6.1  Organ isation  of the  qual i fication  

6. 1 . 1  General  

The process  of the  p latform  qual i fication 1  sha l l  be  formal l y organ ised  accord ing  to  commonl y 
establ ished  management methods  prescribed  for safety re lated  projects  i n  I AEA gu ides  (e. g .  
SSG-39)  and  in  I EC standards  (e. g .  I EC  61 51 3).  These  methods  are  summarized  i n  the  
fol l owing :  

•  There  must be  a  clearl y i denti fi able  party taking  i n i ti ative  and  responsib i l i ty for the  
qual i fication  process.  That party may be  the  p lan t owner,  vendor or I &C branch  
representati ve  (e. g .  i ndependent assessor or regu lator).  The  qual i fication  proj ect group  – 
a  qual i fication  body,  cou ld  then  be  establ ished  (of parties  as  i n  6. 1 . 2) .  

•  Speci fication  of p latform  requ irements  must be  g i ven  for example  as  a  pl atform  concept 
report;  th is  report i den ti fi es  the  safety needs  of the  target or market i nd ustries  and  cl ien ts.  
The  p latform  concept decis ions  are  market d ri ven ,  based  on  what functional i ty the  vendor 
decides  to  implement.  

•  Qual i fication  scope  and  plan  must be  defined  and  documented ;  i nd ispensable  for the  
qual i fication  i s  that the  hardware  and  software  components,  and  thei r consti tu en ts,  are 
un iquel y i den ti fi able .  

•  Processes  and  methods  of qua l i fication /certi fication  are  speci fi ed  and  establ ished .  

•  Presentation  of resu l ts  i s  agreed  upon ,  i ncl ud ing  documentation  and  scope of 
qual i fication /certi ficati ons  to  be  issued .  

————————— 
1  An  example  of such  a  process  i s  the  type  approval  approach  defi ned  by the  F i nn i sh  regu latory body (see  

Annex A).  Type  approva l  veri fi es  that  the  product  and  i ts  implementation  meet the  appl i cabl e  techn ica l  
requ i rements  
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I t  i s  recommended  that a l l  demonstrations,  both  those  proposed  by the  vendor and  those  
requ i red  by qual i fication  body,  be  p lanned .  The  p lans  are  expected  to  i den ti fy how the  
demonstration  wi l l  be  ach ieved  by i den ti fying  the  types  of evidence that wi l l  be  used ,  and  how 
and  when  th is  evidence is  to  be  produced .  P lann ing  is  particu larl y important i n  case  safety 
and  securi ty i ssues  are  concerned .  

6. 1 .2  Parties  involved  

The fol l owing  parties  (depend ing  on  the  qual i fication  obj ecti ve)  are  i nvolved  i n  the  process  of 
p latform  qual i fication :  

•  P latform  vendor (see  defin i ti on  3 . 20)  

I t  i s  advisable  to  remember that product development,  manufacturing ,  d istribu tion ,  and  
maintenance is  often  done  by d i fferen t organ isations.  I n  such  cases  the  vendor wi l l  be  a  
main  contractor l egal l y representing  a l l  those  organ izations .  

•  I ndependent assessor 

An  au thorized  or accred i ted  organ ization  ass igned  to  and  responsib le  for i ndependent 
assessment (see  defin i ti on  3. 1 0)  of the  I &C p latform .  I t  wi l l  be  accord ing ly an  organ ization  
determ in ing  i f claims  and  proofs  of the  vendor are  adequate  (sufficien t)  and  trustworthy.  
The  authorization  or accred i tation  can  be  gran ted  by national  accred i tation  bod ies  as  an  
essentia l  means  of provid ing  evidence of the  competence of conform ity assessment 
organ izations.  

•  Regu latory body (see  defin i tion  3 . 1 6)  

The  i nvolvement of the  regu latory body may be  optional  depend ing  on  national  practice.  

•  P lan t operating  organ isation  – p lant owner that i s  responsible  for the  p lant and  i ts  
particu lar I &C  proj ect where  the  I &C  p latform  may be  used .  

The  involvement of the  p lan t operati ng  organ isation  may be  optional  depend ing  on  
national  practice.  

As  ro les  and  pos i ti ons  of the  parties  are  concerned ,  note  the  fol l owing :  

•  The  qual i fication  process  covers  both  vendor's  organ ization  and  vendor's  product – I &C  
p latform .  Both  stages  of qua l i fication  may requ ire  d i fferent competences  of the  qua l i fying  
party.  

•  P lan t owner wi l l  normal l y be  recipien t of p latform  qual i fication  a l l owing  h im  se lection  of the  
p latform  fu l fi l l i ng  h is  p lant I &C  requ irements.  The  owner may a lso  take  an  active  role  i n  
the  qual i fication  by ordering  that from  an  i ndependent assessor or by assignment of i ts  
own  experts.  

•  Depend ing  on  the  party i n i ti ati ng  the  qual i fication ,  the  resu l t can  be  generic for the  
p latform  or val i d  speci fical l y for particu lar kinds  of I &C  systems.  

•  The  i ndependen t assessor (see  defin i ti on  3. 1 0)  has  to  be  agreed  by a l l  parties  i nvolved  in  
the  process.  

The  independent assessor i s  knowledgeable  and  competen t for the  complexi ty of I &C 
p latform ,  and  has  an  acceptable  period  of experiences  i n  p latform  domain .  He/she  may not be  
responsib le  for any part of the  p latform  development l i fe  cycle  such  as  procurement,  des ign ,  
implementation  and  testi ng  phases.  

I ndependent assessor,  regu lator and  owner are  expected  to  be  represented  by qual i fied  
experts,  i . e.  i nd ividuals  who,  by vi rtue  of certi fi cation  by appropriate  boards  or societies,  
professional  l icences  or academ ic qual i fications  and  experience,  are  du l y recogn ized  as  
having  expertise  in  a  re levant fie ld  of specia l i zation .  

Vendors  can  be  qual i fied  by stud ies  of the  selected  issues  of thei r organ isations,  e. g .  
eva luation  of vendor's  records  on  execu tion  of proj ects  of product development,  design ,  
manufacturing ,  de l i veries,  service  and  maintenance.  Ways  of vendors '  qua l i fication  can  be  
found  in  major I &C  producers'  ru les  for sub-suppl ier qual i fication  (see  B ibl i ography).  
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6.2  Scope of the  qual i fication  

6.2. 1  Hardware  modu les  

Evaluation  and  assessment of hardware  modu les  i s  expected  to  demonstrate  that thei r 
characteristics  comply wi th  the  I &C p latform  requ i rements  speci fication .  I nd ispensable  for th is  
i s  to  have  wel l -documented  hardware  modu les  a l l owing  evaluation  of:  

•  The  ab i l i ty of the  hardware  modu le  to  perform  the  speci fied  functions.  

•  Susceptib i l i ty of the  hardware  modu le  to  envi ronmental  cond i ti ons  ( temperature,  moisture,  
vibration ,  e lectro-magnetic i n fl uences).  

•  The  abi l i ty of the  evaluated  hardware  modu le  to  function  under a l l  envi ronmenta l  
cond i ti ons  claimed  by the  suppl ier,  and  fol lowing  I EC/IEEE  60780-323  and  other i den ti fied  
standards.  

•  The  re l iabi l i ty and  maintainabi l i ty of the  evaluated  hardware  modu le.  

•  The  correct version  of the  fi rmware  (as  i den ti fi ed  by configuration  management) ,  i f used  
( the  correct performance  of the  fi rmware  is  part of the  software  qual i fication ).  

Assessing  the  vendors  manufacturing  processes,  hardware  testi ng  techn iques,  and  hardware  
des ign  process  must a lso  be  considered .  Matters  to  be  addressed  i nclude  the  use  of certi fied  
components  (versus  coun terfei t  componen ts) ,  suppl y chain  in tegri ty,  hardware  testing  to  
ensure  operabi l i ty,  conformance to  requ i rements ,  and  qual i ty.  Hardware  des ign  must ensure  
that  un in tended  functions  and  fa i l u re  modes  are  not in troduced  in  the  des ign .  

The  usefu lness  of operati ng  experience,  poss ib l y previous  non -nuclear qual i fications  or 
certi ficates  may be  taken  i n to  accoun t.  Complementary testi ng  and  anal yses  of se lected  
modu les  wi l l  be  recommended .  

Some e lectron ic  boards  embed  Hardware  Description  Language  Programmed  Device  (HPD)  
ensuring  electron ic functions.  For software  componen ts,  the  HPD  development documentation  
is  assessed  for conform ity wi th  the  eng ineering  procedures,  and  the  recommendations  and  
requ i rements  of,  e . g . ,  I EC  62566.  The  assessment procedure  i s  s tructured  accord ing  to  the  
l og ic software  l i fe  cycle  development phases  (design  flow)  that i s  described  i n  the  fo l l owing  
three  paragraphs.  

The  development of a  board  i nclud ing  a  HPD  is  governed  by a  g l obal  process  for the  board  as  
a  whole  wh ich  i ncludes  a  speci fic process  for the  HPD  development by i tsel f.  The  fi nal  
va l i dation  s tep  of the  HPD development i s  performed  on  the  “rea l  target”  (HPD  wi th  the  
implemented  functions  on  the  board) .  Th is  speci fic process  aims  to  va l idate  the  des ign  and  
functions  of the  “custom ized”  HPD.  

Once  the  HPD is  developed  and  va l i dated ,  the  board  by i tsel f and  as  a  whole  is  managed  and  
qual i fied  l ike  any other boards  (type  testing ,  environmenta l ,  se ism ic,  etc. ) .  

Development documents  are  checked  against general  development pri ncip les  l ike  top-down  
des ign ,  modu lari ty,  etc.  The  development document i s  assessed  for formal  and  functional  
cons istency.  Formal  consistency impl ies,  for example,  mean ingfu l  i denti fication ,  cons istent 
use  of references,  cl ear structure  and  comprehensible  document text i nclud ing  i l l ustrations.  
Functional  cons istency i s  assessed  for the  development document i tsel f as  wel l  as  for the  
phase  trans i tions.  Th is  impl ies,  for example,  the  check of correct and  complete  transi ti on  of 
functional  and  non-functional  requ i rements  between  the  documents  of subsequent 
development phases.  For th is  i ssue  emphasis  i s  p laced  on  the  test execu tion  of a l l  essen tia l  
requ i rements.  Functional  cons istency comprises  a lso  the  presence  of certa in  i n formation  i n  
the  development documents ,  e . g .  tim ing  behaviour,  i n ternal  and  external  i n terface  description ,  
fai l u re  behaviour,  se l f-tests,  etc.  
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6.2.2  Operational  system  software  

The operational  system  software,  i . e.  software  runn ing  on  the  target processor during  system  
operation ,  such  as  operating  system ,  i nput/ou tpu t d rivers,  exception  hand ler,  communication  
software,  appl ication -software  l i braries  (e. g . ,  functional  b locks  l i brary),  on - l i ne  d iagnostic,  
redundancy and  gracefu l  degradation  management i s  i n  the  scope  of a  p latform  qual i fication .  

The  software  V&V acti vi ties  comprise  the  veri fication  of development documents  ( l i fe  cycle  
documentation)  and  the  va l i dation  of the  completel y coded  software  components .  Veri fication  
requ i res  assess ing  and  evaluating  whether the  documents  themselves  are  cons isten t wi th  the  
speci fications  of national  and  in ternational  s tandards  as  wel l  as  in ternal  gu ide l ines  and  ru les  
of the  software  des igner.  Furthermore,  the  documents  have  to  be  assessed  and  evaluated  to  
what  exten t they concur wi th  the  requ i rements  establ ished  i n  the  preced ing  phases.  I n  case  of 
generated  software  code,  veri fication  acti vi ties  can  combine  development phases.  

Val i dation  requ ires  assessing  and  evaluating  whether the  software  meets  the  requ irements  
stated  i n  the  requ irement speci fication .  Val idation  comprises  extens ive  tests  of the  software.  

The  V&V acti vi ties  are  performed  as  reviews,  anal yses  and  tests .  There  are  numerous  
methods  and  techn iques  to  rea l i ze  these  acti vi ties.  Annex E  ( i n formative)  of I EC  60880:2006  
and  Annex G  of the  standard  I EEE  Std  1 01 2TM-2004  provide  comprehensive  d iscuss ion  of 
V&V methods.  

The  requ i rements  speci fi cation  i s  the  fi rst and  essen tia l  part of the  development of software  
components  and  systems.  I t  must define  the  functional ,  techn ical  and  qual i tative  requ i rements  
for the  component to  be  developed .  Add i tional l y,  i t  has  to  speci fy the  qual i ty assurance  
measures  as  wel l  as  acceptance cond i tions.  I n  case  of software  components ,  the ir ro le  wi th in  
the  system  has  to  be  presented .  Dependent on  the  safety requ i rements  there  are  gradations  
wi th  respect to  con ten t and  methods  for the  development and  V&V acti vi ties.  

The  review tasks  concern ing  the  requ i rements  speci fication  may be  organ ized  in  three  steps.  
At fi rst the  consistency check demonstrates  the  transparency and  the  consistent usabi l i ty of 
the  document.  The  check of completeness  re lated  to  con tent shows  that the  component 
description  is  comprehensive  and  su fficient.  F i na l l y,  evidence  i s  provided  that the  l ayou t 
format su i ts  for the  techn ical  real i zation  of the  requ ired  functions.  

The  review tasks  as  described  for the  requ i rements  speci fication  can  be  transferred  to  the  
documents  of the  subsequen t l i fe  cycle  phases,  i . e.  the  pre l im inary design ,  the  detai led  
des ign  and  the  test documentation .  The  review tasks  depend  on  the  organ ization  of the  
speci fic phase  model  of the  development l i fe  cycle.  

As  part of the  overal l  software  l i fe  cycle  development process  cyber securi ty requ irements  
must be  included  as  part of the  des ign .  Th is  incl udes  developing  and  p lann ing ,  i ncl ud ing  
cyber securi ty requ i rements  i n  the  product design ,  and  implementing  and  testing  that the  
requ i rements  are  met.  Gu idance may be  taken  from  IEC  62645  and  the  N IST SP 800  series  
documents.  The  review task confi rms  the  cyber securi ty requ i rements  have  been  identi fied  
and  met.  

For the  V&V of coded  program  parts  the  test of the  programs is  of decis ive  importance.  Th is  
i ncl udes  the  selection  of su i table  test cases  and  the  observation  that  the  behaviour is  
compl ian t to  the  requ i rements.  For the  effecti ve  preparation  of testi ng  of the  programs 
(se lection  of an  exhaustive  test set for a  defi ned  test strategy)  a  series  of complementary and  
add i ti onal  program  anal yses  can  be  foreseen,  besides  the  actual  tests  for correctness  and  
robustness.  Therefore,  the  review of the  test speci fication  and  test report i ncl udes  not on l y the  
check of the  planned  and  executed  program  tests  (test s trategy,  se lection  of test cases,  test  
execu tion ,  test evaluation)  bu t a lso  the  assessment and  evaluation  of the  program  analyses  to  
be  appl ied .  
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Anal yses  have  to  be  carried  ou t to  check the  formal  and  techn ica l  traceabi l i ty of the  functional  
and  non-functional  requ i rements.  The  formal  traceabi l i ty i s  re lated  to  the  complete  trans i tion  
of the  requ i rements  during  al l  phases  of the  development l i fe  cycle.  The  requ irements  are  
traced  downwards  to  the  final  software  code  and  upwards  to  the  V&V acti vi ti es.  Traceabi l i ty 
i ncl udes  demonstration  that a l l  testab le  requ irements  are  tested  and  a l l ows  knowing  wh ich  
testable  requ irements  are  covered  by each  test.  The  techn ica l  traceabi l i ty i s  re lated  to  the  
consistency and  p laus ib i l i ty of the  con ten ts  of the  derived /refined  requ i rements,  des ign  
decis ions  or other phase  outputs.  Consistency and  p lausib i l i ty are  anal yzed  wi th  respect to  
the  preced ing  phase  and  between  the  phase  outpu ts  themselves.  

For the  transfer of the  program  des ign  i n to  the  source  code  l anguage a  set of ru les  has  to  be  
obeyed  in  the  context  of “good  programming  styl e”  i n  order to  obtain  improved  readabi l i ty,  
mod i fi abi l i ty and  testabi l i ty.  Some requ i rements,  e . g .  the  l im i tation  to  certa in  l anguage  
constructs ,  are  a  necessary precond i tion  for speci fic val i dation  techn iques  and  effecti ve  
program  testi ng .  The  review task wi l l  confi rm  the  cod ing  ru les  have  been  identi fied  and  
fol l owed .  

6.2.3  Appl ication  software  

Usual l y appl ication  software  is  speci fic for I&C systems  and  not a  generic part of the  p latform .  
Nevertheless,  speci fic developments  of a  p latform  may exist,  e . g .  a  neu tron-flux measurement 
system  based  on  a  more  general  p latform .  I n  th is  case,  parts  of the  appl ication  software  can  
be  i n  the  scope  of a  p l atform  qual i fication .  For more  i n formation  about appl ication  software  
development,  see  7 . 3. 3.  

6.2.4  Tools  

The qual i fication  of tools  depends  on  the  requ i red  re l i abi l i ty and  risk of errors  and  fau l ts  to  be  
i n troduced  by the  tools,  and  the  extent to  wh ich  the  tools ’  ou tputs  wi l l  be  veri fi ed .  G u idance  i s  
provided  in  I EC 60880  and  I EC  621 38.  

The  qual i fication  of tools  cons iders  the ir coverage  of the  safety l i fe  cycle  phases  
(completeness  of the  tools  provided ),  where  benefi ts  to  the  assurance  of qual i ty and  to  the  
re l i ab i l i ty of the  functions  importan t to  safety can  be  obta ined .  C lari ty i n  hand l ing  i nstructions  
and  i n terconnectivi ty are  of i n terest,  as  wel l .  

Tools  having  impact on  the  implementation  of the  appl ication  software  (e. g .  code  generators)  
need  to  be  i ncluded  i n  the  qual i fication  process.  These  tools  wi l l  be  evaluated  in  order to  
confi rm  that they are  functional l y and  qual i tativel y su i table  for perform ing  thei r tasks.  The  
tools  used  to  produce the  code  of the  appl ication  software  wi l l  be  evaluated  accord ing  to,  e. g . ,  
Clause  1 4  of I EC  60880: 2006.  For software  tools  wi th  no  impact on  the  appl ication  software  
(e. g .  documentation  tool s)  the  qual i fication  approach  re l ies  on  appl ication  of the  I SO  9001  
development process.  

6.2.5  In tegration  to  a  representative system  

Hardware  and  software  components  re levant for a  representati ve  I &C system  are  in tegrated  
to  be  tested  in  order to  demonstrate  the  operabi l i ty of the  software/hardware  complex and  
generic p latform  characteristics.  The  representative  system  wou ld  be  configured  accord ing  to  
qual i fication  expectations  (speci fication),  and  typical  usage  of the  p latform .  

P latform  characteristics  can  be  confi rmed  as  generic ones  i f they are  val i d  i ndependent from  
the  configuration  of the  hardware  and  software  components.  I f th is  i s  not the  case,  the  
qual i fication  resu l t i s  restricted  to  the  correspond ing  configuration  for wh ich  the  p latform  
characteristic i s  va l id .  
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6.3  Methods  of qual i fication  

6.3. 1  General  

Accord ing  to  I EC 61 51 3,  i t  i s  good  practice  to  perform  qual i fication  i n  wel l -defined  stages,  i . e.  
by taking  cred i t from  platform  qual i fication  (see  F igure  2).  

Type  testing ,  operati ng  experience  and  anal ys is  are  the  bas ic means  of the  qual i fication  
prescribed  by the  standards  I EC  I EEE  60780-323,  I EC  60880,  and  I EC  621 38.  Modu les  are  
general l y qua l i fi ed  by type  testing  or a  combination  of methods,  e. g .  evaluation  of operational  
experiences,  aud i ts ,  ana lys is,  add i tional  testi ng ,  etc.  

The  methods  of qual i fi cation  wi l l  re l y general l y on  review and  evaluation  of p l atform  
development processes,  as  wel l  as  on  general  evaluation  of p l atform  functions  and  
capabi l i ties .  

I t  i s  essen tia l  to  start q ua l i fication  from  review of p latform  in formation  provided  by (requ ired  
of)  the  vendor (see  5. 3) .  That review is  expected  to  be  done  i n  close  cooperation  wi th  the  
vendor ensuring  access  to  a l l  i n formation  requ i red  by the  assess ing  parties.  

Specia l  atten tion  wi l l  be  paid  to  appl ication  development environment (see  7. 3. 3)  where  the  
qual i fication  may be  enhanced  by the  fo l lowing  gu idance:  

•  Prepare  speci fication  ( l ist)  of the  requ i red  envi ronment properties  (see  Clause  6)  
complemented  wi th  i n formation  on  p latform  documentation  and  on  the  particu lar 
requ i rements  of the  qual i fying  parties.  

•  Start qua l i fication  wi th  vendor's  demonstration  of p l atform  properties .  

•  Fo l low demonstration  by the  aud i t of the  i ssues  se lected  at  the  demonstration .  

•  Al low representati ves  of the  qual i fying  parties  short train ing  and  “hands  on ”  experience  of 
the  appl ication  envi ronment chosen  for the  representati ve  system  (see  6 . 2 . 5).  

•  Define  test  cases  for deta i l ed  evaluation  of se lected  environment features.  

•  Refer to  earl ier projects  of p l an t I&C systems,  paying  specia l  atten tion  to  the  occurrence 
of l ate  changes  in  speci fi cations  and  scope  of the  fie l d  tests  requ i red .  

6.3.2  Type testing  

The concept of type  testi ng  was  orig inal l y developed  for the  qual i fication  of hardware  
modu les.  I t  i s  based  on  the  idea  of testi ng  representati ve  samples  of modu les.  Th is  concept 
has  been  a lso  adapted  to  software  modu les  as  far as  appl icable.  

The  bas ic goal  of type  testi ng  is  the  separation  of tests  and  i nspections  wh ich  are  
i ndependent of a  speci fic  p lan t from  those  wh ich  are  p lan t speci fic due  to  the  speci fic des ign  
of the  l&C system .  Having  type  tested  modu les  al l ows  re l i ance  on  the  accordance of th is  
modu le  wi th  the  speci fication  of the ir functional  properties  i n  the  data  sheet or i n  the  software  
development documents .  Moreover,  tests  and  i nspections  can  be  performed  i ndependentl y 
from  and  in  advance of employing  them  i n  the  p lant.  Even  more  importan t i s  the  fact that the  
type  testi ng  procedure  has  to  be  executed  on l y once.  Each  subsequent employment in  an  l&C  
system  can  refer to  the  type  testing ,  wh ich  has  been  performed  successfu l l y.  Thus  the  use  of 
type  tested  modu les  renders  a  sol i d  bas is  for l&C system  reducing  the  amount of tests  and  
i nspections  for a  speci fic  p lan t and  i nduces  a  cl ear structu re  for the  l icensing  process  of an  
I&C system .  

The  qual i fication  resu l ts  for a l l  hardware  and  software  modu les  necessary for the  
implementation  of the  I &C system  need  to  be  con trol l ed  under configuration  management  
accord ing  to  6 . 3 . 2. 3  (System  configuration  management p lan)  of I EC  61 51 3: 201 1  at system  or 
p latform  level  and  to  5. 6  for software.  Th is  i s  i n  order to  be  ab le  to  i den ti fy that the  del i verable  
target p l atform  includ ing  software  products  and  hardware  equ ipment i s  the  same as  the  one  
qual i fied  through  test.  
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Qual i fication  i s  performed  i n  accordance wi th  the  speci fi ed  appl icable  i ndustry codes  and  
standards  to  ensure  that the  p latform  modu les  wi l l  function  as  requ i red .  

The  qual i fication  effort depends  on  the  envisaged  usage of the  p latform ,  i . e.  whether i t  i s  
i n tended  to  be  used  for class  1 ,  cl ass  2 ,  or cl ass  3  I &C systems.  Accord ing  to  I EC  61 51 3  the  
software  des ign  and  V&V effort can  be  graded .  For class  1  systems  the  cri teria  and  the  
requ irements  of I EC 60880  appl y.  For cl ass  2  and  3  systems  the  cri teria  and  the  requ irements  
of I EC 621 38  appl y.  

6.3.3  Operating  experience  

Effective  operati ng  experience  requ i res  adequatel y documented  data  wh ich  reflect the  
re levant operational  cond i tions  and  performance,  and  thus  the ir usefu lness.  The  past  
operational  cond i tions  and  performance have  to  be  assessed  wi th  respect to  the  actual  
cond i ti ons  and  performance  of the  equ ipment under qual i fication .  Thus  the  use  of operating  
experience  is  l im i ted  to  these  ci rcumstances.  

For the  use  of operati ng  experience  the  standards  and  gu ide l i nes  do  not provide  concrete  
support.  Al ternativel y tests  and  certi fication  are  recommended .  Operating  experience  can  be  
cred i ted  to  compensate  gaps  revealed  i n  the  qual i ty of the  product.  Often  operati ng  
experience  is  taken  as  a  confidence-bu i ld ing  measure  in  the  overal l  q ual i fi cation  process.  

Statistical  testi ng  to  obtain  operati ng  experience  data  has  shown  to  be  not a  viable  approach.  

Vendor i s  expected  to  be  able  to  present a l l  data  on  p latform  operational  safety performance.  
I t  wi l l  be  advisable  that records  of p latform  performance are  graded  accord ing  to  pre-defined  
sets  of performance i nd icators .  Records  of safety i nciden ts  are  of the  u tmost i n terest,  
i nclud ing  human  errors  l i nked  to  wrong  appl ication  of the  p latform .  Al l  vendor's  data  on  the  
operational  performance wi l l  be  expected  to  be  avai lable  to  the  qual i fying  g roup ,  and  past and  
present users  of the  p latform  be  encouraged  to  g ive  references.  

I n  case  of newly developed  I &C p latforms,  operati ng  experience  may be  ga ined  by us ing  the  
p latform  at  fi rst i n  l ower classi fied  systems.  

6.3.4  Analyses  

Qual i fication  by anal ys is  – fo l l owing  I EC/I EEE  60780-323  – requ ires  a  l og ica l  assessment or a  
representati ve  model  of the  modu les  to  be  qual i fi ed .  The  model  i s  based  on  physical  l aws  of 
nature,  resu l ts  of test data,  operati ng  experience,  and  cond i tion  i nd icators .  Anal ys is  of data  
and  tests  for material  properties ,  equ ipment rating ,  and  envi ronmenta l  to lerance can  be  used  
to  demonstrate  qual i fication .  However,  anal ys is  a lone  cannot be  used  to  demonstrate  
qual i fication .  

There  is  a  variety of techn iques  to  anal yse  hardware  and  software  modu les.  They are  needed  
on l y from  case  to  case.  The  techn iques  can  be  grouped  i n to:  

•  Proofs  (from  s imple  a lgori thm  checks  to  formal i zed  mathematica l  deductions).  

•  Static  anal yses  (exam inations  of the  program  code;  from  simple  s tandard  tests  to  complex 
path  anal yses).  

•  Dynam ic anal yses  (observation  and  record ing  of the  run time behaviour;  from  s imple  time 
measures  to  the  anal ys is  of the  rea l -time behaviour) .  

•  Testi ng  (from  speci fying  s imple  test patterns  to  the  development of complex test 
strateg ies).  

The  formal  correctness  wou ld  bu i l d  on  the  proof of the  algori thm ic solu tion  being  correct wi th  
respect to  a  speci fied  requ i rement (of the  modu le  speci fication) .  Th is  techn ique  i s  not feas ib le  
i n  fu l l  scope  due  to  m iss ing  tool  support.  
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Static  program  anal yses  exam ine  development documents  or program  texts  wi thou t execution  
of the  programs themselves.  The  objecti ves  of static program  anal yses  can  be  d i fferen t e . g . ,  
to  check the  compl iance  wi th  programming  ru les ,  to  visual i ze  the  structu re  of the  program  
system ,  to  reveal  weak poin ts  and  deficiencies  i n  the  control  and  data  fl ow,  or to  prepare  
program  testing .  

Dynam ic program  anal yses  exam ine  programs  by observing  the  runtime environment.  The  
goals  of d ynam ic program  anal yses  can  be  e . g . ,  p lausib i l i ty check at assertions,  or mon i toring  
of the  run time  behaviour and  performance  measuring .  

Program  testi ng  a ims  at se lecti ng  test cases  such  that a  h igh  certain ty for the  re l iable  
operation  can  be  obtained  from  the  behaviour of the  tested  data.  Therefore  a  test  strategy,  
i . e .  a  method ical  and  goal -oriented  selection  of test data  has  to  be  stri ved  for wh ich  compl ies,  
as  far as  poss ible ,  wi th  the  concept of testi ng  the  functional i ty covering  a l l  requ i rements  and  
operational  demands.  Cri teria  for the  selection  of the  test cases  can  be  obta ined  from  the  l i st  
of requ i rements  (functional  testing)  or from  the  organ ization  and  s tructure  of the  program  text 
(structura l  testing ).  

6.4  Documentation  of qual i fication  resu l ts  

The qual i fication  resu l ts  are  recorded  i n  L is ts  of Open  Poin ts  (LOPs).  The  LOPs  can  be  
structu red  i n  tab les  of 

•  m inor i ssues  (e . g .  typ ing  errors,  form  errors) ;  

•  requests  (e . g .  wrong  descriptions  of techn ical l y correct i tems,  i nconsistent or i nsufficient 
descriptions);  

•  key i ssues  (e. g .  non-conformance wi th  I EC standards  or equ ipment characteristics) .  

The  LOPs are  clari fied  wi th  the  developer/suppl ier of the  I &C p latform .  Any remain ing  non-
conform ities  wi l l  be  documented  i n  the  final  qual i fication  report.  The  fi nal  qual i fication  report  
summarizes  the  qual i fication  acti vi ties  and  resu l ts ,  and  g i ves  an  evaluation  of the  overal l  
p latform  qual i ty and  provides  poss ib le  recommendations.  I n  case  of successfu l  qual i fication  
certi ficates  are  issued  corroborati ng  su i tabi l i ty of the  I &C platform  for speci fic usage.  The  
speci fic usage  i ncludes  the  appl icable  safety classes.  

The  resu l t  of qua l i fication  i s  documented  and  certi ficates  may be  issued ,  i n  case  of successfu l  
qual i fication  resu l t.  

6.5  Maintenance  of qual i fication  

The va l id i ty of the  p latform  qual i fication  and  of the  correspond ing  certi ficates  is  usual l y time 
l im i ted ,  and  is  reval idated  at the  end  of the  val id i ty period .  P latform  qual i fication  may be  
sustained  for mod i fied  hardware  and  software  modu les  i f the  d i fferences  are  of m inor natu re.  
M inor changes  cou ld  be  e . g . ,  a  hardware  l ayout mod i fication  or s impl y the  expi ry of the  
certi ficate.  The  mod i fications  have  to  be  evaluated  wi th  respect to  the  components ’  function  
and  i n terfaces.  The  accumulation  of many m inor changes  on  the  same part can  resu l t  i n  the  
need  for supplementary qual i fication .  

Major changes  such  as  a  new hardware  modu le,  or a  l im i ted  mod i fi cation  in  software  
functional  requ irements  or i n  qual i fied  generic parts  of the  p latform  can  resu l t  i n  a  
supplementary qual i fication .  Essentia l  changes  as  i n  hardware  or software  des ign  cri teria  or 
properties,  or a  new CPU  can  resu l t even  in  a  new platform  qual i fication .  F igure  3  i l l ustrates  a  
process  for main tain ing  the  platform  qual i fication .  
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Figure 3  – Process  for maintain ing  the platform  qual i fication  

There  m igh t be,  of course,  other reasons  question ing  the  p latform  qual i fication ,  e . g . ,  changes  
i n  manufacturers  or suppl ier’s  competence,  or serious  i ncidents  coupled  to  platform  
properties.  I n  add i ti on ,  new standards  and  regu lations  may i nval idate  a  previousl y obtained  
p latform  qual i fication .  

Notwi thstand ing  that i t  i s  the  du ty holder ( the  p lan t operator /  ho lder of the  perm ission  to  
operate)  that i s  responsible  for main tain ing  the  qual i fication  once  a  system  based  on  the  
p latform  has  gone  i n to  service,  others  can  contribu te  to  th is  acti vi ty.  

The  responsibi l i ties  and  obl i gations  to  main ta in  the  p latform  qual i fication  cou ld  be  prescribed  
– on  behal f of the  regu lator – between  the  suppl ier and  the  independent assessor of the  
p latform .  The  i ndependent assessor cou ld  keep  i tse l f apprised  of any changes  in  the  
standards  and  regu lations  i nd icati ng  that the  qual i fied  des ign  may no  longer comply wi th  the  
appl icable  requ i rements.  On  the  other hand  the  suppl ier wou ld  i n form  the  i ndependent 
assessor of any mod i fication  to  the  qual i fi ed  des ign  that may affect the  conform i ty wi th  
essen tia l  safety requ i rements  or the  cond i tions  for val i d i ty of the  certi ficate.  

Al l  main tenance has  to  be  documented  through  maintenance p lan  and  records  of actual  
main tenance acti vi ti es.  The  issues  addressed  i n  the  main tenance p lan  are  expected  to  fo l low 
requ i rements  of the  I EC  61 51 3.  I t  i s  recommended  to  establ ish  that a l l  changes,  corrections  of 
the  I &C p latform  features  important for safety,  even  i f m inor,  are  hand led  formal l y;  i . e.  th rough  
formal  hardware  or software  mod i fication  requests  fol lowed  by the  wel l -defined  procedures  
reflected  i n  configuration  management system .  

Subject to  national  regu latory requ i rements  i t  i s  recommended  that,  i n  the  event that the  
parties  agree  that the  owner takes  over a l l  I &C system  support,  the  vendor wou ld  hand  over to  
the  owner development and  configuration  management envi ronment for the  actual  p l atform .  
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7 Dependency on  the platform  through  l i fe-cycle  of the I&C system  

7. 1  General  

Defin i tion  3 . 6  (see  I EC 61 51 3)  describes  the  p latform  as  not on l y equ ipment of hardware  and  
software  executing  I &C functions  bu t even  a  product provid ing  environment for smooth  and  
safe  implementation  of I &C systems.  Implementation  refers  there  to  a l l  phases  of a  system  l i fe  
cycle,  as  e . g .  presen ted  i n  I EC  SC  45A standards  by the  trad i tional  “V-cycle” .  

When  evaluati ng  the  p latform ,  i t  i s  advisable  to  pay specia l  atten tion  to  the  fol l owing  aspects .  
Though  the  aspects  m igh t be  beyond  the  scope  of th is  techn ical  report experiences  show that 
they are  worth  be ing  taken  i n to  account in  order to  ach ieve  smooth  and  safe  implementation  
of I &C systems.  

•  Cooperation  of the  parties  i nvolved  i n  I &C  system  implementation  (see  7. 2) .  

•  Features  of the  appl ication  implementation  envi ronment (see  7. 3).  

•  System  i n tegration ,  va l idation  and  commission ing  (see  7. 4).  

7.2  Models  of cooperation  between  the  parties  of the  I&C  system  project  

I&C system  implementation  i nvolves  primari l y the  u ti l i ty (owner),  the  suppl ier (vendor)  and  the  
regu lator.  The  p latform  has  to  be  qual i fi ed  i n  frames  of agreement between  those  parties ,  
provid ing  means  for thei r smooth  cooperation .  

Trad i tional  models  of cooperation  wou ld  bu i ld  on  the  strict  d i vis ion  of responsibi l i ti es  between  
the  owner and  the  suppl ier.  Owner speci fi es  requ i rements,  wh ich  vendor i s  contracted  to  fu l fi l .  
The  problem  of th is  model  i s  that the  owner wh i l e  speci fying ,  i s  as  yet not fam i l iar wi th  the  
p latform .  The  con tracts  are  then  often  renegotiated  to  adopt owner's  requ i rements  to  
particu lar p latform  and  confl icts  arise  as  both  parties  lack complete  in formation  and  focus  
claims  on  added/unfu l fi l l ed  functional i ti es,  wi th  proj ect management fu l l y occupied  wi th  
so lving  confl icts .  

An  a l ternative  model  wou ld  be  j o i n t user-suppl ier organ isation  for a  speci fic I &C project or 
even  for a  set of proj ects.  The  organ isation  wou ld  be  based  on  an  earl y agreement to  base  
I&C on  the  pre-qual i fi ed  platform ,  e. g .  pre-qual i fied  accord ing  to  I EC  SC  45A or I EEE  
standards.  However,  experiences  show that national  regu lations  or d i fferent i n terpretation  of 
standards  i s  a lso  a  source  of s ign i ficant problems so  i t  cannot be  assumed  that choosing  a  
pre-qual i fied  p latform  wi l l  complete l y solve  the  qual i fication  problem .  Th is  means  that the  
qual i fication  of the  platform  has  to  be  considered  i n  the  frame of an  I &C system  project even  
us ing  a  pre-qual i fi ed  p latform .  The  p latform 's  capabi l i ti es  are  used  to  al i gn  i nd ividual  bus iness  
obj ecti ves  wi th  common  strategy to  ach ieve  best poss ib le  resu l ts  of I &C  implementation .  The  
essentia l  part of such  partnersh ip  wou ld  be  p latform  capabi l i ti es  faci l i tating  earl y i denti fication  
of risks  and  rewards  a l l owing  those  to  be  conti nuous l y i denti fi ed  and  shared  accord ing  to  
predefined  ru les.  

Sti l l  another option  wou ld  be  standard ised  appl ication  implementation  environment avai l ab le  
for the  owners,  prior to  fi nal  purchase  of the  particu lar p l atform .  

7.3  Platform  environment for implementation  of appl ications  

7.3. 1  Platform  supported  procedures  for I&C system  implementation  

Development of I &C p latforms resu l ts  in  provis ion  of au tomatic tools  and  services  enabl ing  
safe  and  efficient  hand l i ng  of various  l i fe-cycle  s tages  of I &C  system .  

Figu re  4  may be  used  as  a  gu ide  and  an  example  of such  a  development.  The  eng ineering  
procedures  for the  implementation  of I &C systems  are  re lated  there  to  a  cl assical  “V-cycle”  
i n troduced  i n  I EC 60880.  
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The  l eft  part s ide  shows  the  “speci fication  acti vi ti es” ,  wh ich  are  i n  the  focus  of whole  I&C 
implementation .  Those  activi ties  resu l t  i n :  

•  requ i rement speci fication ;  

•  speci fication  of I&C system  includ ing  the  conceptual  des ign ;  

•  detai l ed  speci fication  of I &C  functions  and  arch i tecture,  addressing  both  system  hardware  
and  software;  

•  speci fication  of test cases  to  veri fy the  des ign  targets .  

The  detai l ed  des ign  of I &C system  is  re lated  to  tasks  of software  eng ineering ,  grouped  there  
in  the  l ower box of F igure  4 .  The  same resu l ts  a l l ow now detai led  des ign  of I &C hardware  
equ ipment and  then  manufacturing  and  i nstal lation  of the  same in  the  factory.  

 

Figure 4 – Li fe  cycle  procedures/tasks  of the  I&C  system  implementation  

The platform  wi l l  be  expected  to  support the  val i dation  acti vi ties  of I &C system  completel y 
now wi th  software  modu les  i n tegrated  in  the  hardware.  Those  activi ti es,  as  at the  ri ght upper 
box of F igure  4,  can  be  run :  

•  at  the  factory,  i n  the  test fie ld  envi ronment during  system  in tegration ,  for the  veri fication  of 
pre-defined  performance  of the  I &C  system  (e. g .  CPU -loads  of processing  un i ts  and  bus  
l oads);  

•  i n  the  test fi e l d  environment,  after software  i n tegration  i n to  the  complete  target system  
address ing  adequateness  of the  I &C  system  des ign  (e. g .  redundancies,  fau l t  to lerance) ;  

•  on  s i te,  by va l i dation  of on-s i te  functional i ty and  performed  by s i te  acceptance  tests  on  the  
target system  i nstal led  i n  the  plant.  

The  val i dation  activi ties  requ i re  normal l y the  target system  and  avai labi l i ty of the  process  
con trol l ed .  The  platform  wou ld  be  expected  to  m i ti gate  i t  by provis ion  of the  process  
s imu lation  envi ronment.  
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The  acti vi ties  to  main tain  p latform  qual i fication  are  described  i n  6. 5.  Depend ing  on  the  
main tenance task a l l  or on l y part of the  l i fe  cycle  phases  of F igure  4  m ight be  affected .  E. g . ,  
for a  change of the  software  requ irements  speci fication ,  the  whole  software  development 
process  for any part  of the  I &C  system  impacted  by the  change  have  to  be  re-exam ined .  

7.3.2  Tool-based  implementation  – Kind  of tools  requ ired  

The platform  supported  procedures  d iscussed  above  are  implemented  th rough  various  tools.  
The  fol lowing  are  examples  of recommended  tools :  

•  Tools  for s imu lation  of the  process  control led  enabl ing  development and  earl y val i dation  of 
I&C control  functions  (preferabl y avai lable  a l ready for the  requ i rements  speci fication) .  

NOTE  The  requ i rements  speci fi cation  can  be  presented  i n  form  of models  of both  the  process  and  I &C  
functions.  

•  Hand lers  ( translators ,  compi lers)  of g raph ical  speci fication  l anguages  ensuring  formal  
environment for detai l ed  speci fications,  structuring  and  arch i tecture  of appl ication  bound  
I &C hardware  and  software  systems.  Here  as  wel l  des ign  tools  for I &C functions  and  I &C  
system :  

•  Au tomatic source  code  generators  and  compi lers,  d i rectl y from  the  formal  speci fications.  

•  Test tools  for val i dation  of the  requ i rement speci fication  of the  target code.  

•  Test tools  for val i dation  of the  i n tegrated  I &C system .  

•  Tools  for hand l i ng  test cases  for veri fication  of eng ineering  acti vi ties  re levant  to  safety.  

•  Management tools  for effecti ve  management of a l l  project data,  preferabl y configuration  
management prescribed  by I EC standards.  Methods  for software  authentication  i n  the  
target  system .  

7.3.3  Appl ication  software  development 

Appl ication  development envi ronment of the  p latform  may be  further evaluated  on  the  
fol l owing  i ssues:  

•  The  envi ronment i s  expected  to  bu i l d  on  the  appl ication  functions'  modu lari ty.  

•  The  p latform  operation  system  is  expected  to  ensure  s tandard ised  access  to  i n te l l i gent 
d ri vers,  sens ing  devices,  actuati ng  devices,  commun ication  channels/protocols ,  etc.  The  
i n terface  between  the  system  software  and  the  appl ication  software  has  to  be  complete l y 
defined  and  documented .  

•  The  envi ronment i s  expected  to  support documentation  of appl ication  modu les  and  modu le  
arch i tecture  (e. g .  comments ,  explanatory text i n  modu le  code).  

•  The  concept of parameter configu rable  software  may be  supported :  typical l y software  that 
a l ready exists  bu t i s  configured  for the  speci fic  appl ication  by us ing  s imple  parameter 
va lues  and /or an  appl ication  oriented  i nput  l anguage.  

•  L ibrary modu les  have  to  benefi t from  an  adequate  level  of defensive  programming  at the  
appl ication  l evel ,  i n  parti cu lar wi th  respect to  the  “wi th in  range”  val i dation  of their i npu t 
parameter va lues,  the  detection  of anomal ies  and  the  generation  of safe  ou tpu ts .  

•  System  for detection  and  safe  reaction  on  modu le/system  fai l ure  modes  is  expected .  

•  Features  faci l i tati ng  static anal ys is  and  testing  of appl ication  software  are  expected  to  be  
avai l ab le  under the  fu l l  range  of speci fied  operating  cond i tions.  

•  Support for development and  usage  of modu le  templates  is  expected .  The  template  
packag ing  wou ld  ensure  l im i ts  to  the  maximum  size  of the  modu le  and  confine  
changes/fa i lu res  to  a  s i ng le  or to  a  smal l  number of modu les.  

•  Modu les  are  expected  to  be  defined  i n  a  way a l l owing  un i t  tests,  i . e.  i n  i solation  from  other 
modu le  parts  and  from  other modu les.  

I t  i s  essential  that the  p latform  wi l l  provide  means  faci l i tating  appl ication  development based  
on  the  concept of l i braries,  as  presented  here  in  F igure  5.  
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Figure  5  – Appl ication  development based  on   
the  project l ibrary (V-for vendor,  O-for owner)  

The user wou ld  be  able  to  bu i l d  “project l ibrary” ,  establ ished  for the  particu lar I &C system .  I t  
wou ld  be  supported  by p latform  speci fic components  (vendor's  l i brary)  and  platform  features  
supporti ng  owner new developments  and  eventual  establ ishment of p lan t speci fic modu les  
(owner's  l i brary).  The  owner's  l i brary wi l l  be  then  avai lable  for con tinuous  improvement and  
va l i dations  through  operating  experience,  ensuring  bas is  for a l l  ongoing  I &C  projects.  

7.4  I&C system  in tegration ,  val idation  and  commission ing  

Final  implementation  of tested  and  accepted  source  code  is  done  i n  testing  s i te  by compi l i ng  
and  l oad ing  of the  code  to  the  target system .  The  I &C p latform  wou ld  be  evaluated  for 
efficient and  secure  means  of code  load ing  and  for avai labi l i ty of i n tegrated  test envi ronment 
compris ing  s imu lation  and  fau l t  mon i toring  functions.  

As  the  I &C implementation  process  is  concerned ,  specia l  atten tion  wou ld  be  paid  to  p latform 's  
abi l i ty to  faci l i tate  hand l ing  of test-scripts  speci fying  test cases.  Selection  and  evaluation  of 
tests  wou ld  be  faci l i tated  through  s imu lation  based  factory testi ng  and  the  choice  of tests  
wh ich  wou ld  be  processed  again  i n  the  p lan t.  Such  dupl icate  use  of the  test-scripts  wou ld  
enable  comparison  between  testi ng  of the  appl i cation  software  on  s imu lators  and  system  
va l i dation  at  i n -fie l d  testi ng  and  commission ing  of the  i n tegrated  target system .  

Platform  environment for test-scripts  hand l ing  wou ld  faci l i tate  preparation  of val i dation  and  
commission ing  plans.  
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I&C p latforms  wi th  means  for that approach  wou ld  al l ow deep  understand ing  of con trol l ers  
and  processes  and  by reducing  i n -plant  testing ,  enhance  safety and  reduce costs .  

8 Conclusions  

This  techn ical  report  provides  an  assessment framework and  acti vi ti es  for efficient and  
transparent qual i fication  of I&C platforms for use  in  nuclear appl ications  importan t to  safety.  
The  assessment a ims  at a  pre-qual i fication  of I &C  p latforms  ou tside  the  framework of a  
speci fic p lan t des ign .  

Due  to  the  l ack of consensus ,  the  topic i s  not yet amenable  to  standard ization .  At  the  present  
time,  there  is  apparentl y no  consensus  to  define  a  commonl y accepted  approach  for I &C 
p latform  qual i fication .  The  whole  process  of I &C p latform  qual i fication  has  d i fferent mean ing  
i n  d i fferent coun tries .  There  are,  for example,  d i fferent perceptions  of the  i nvolvement of 
regu lators  and  p lants  i n  the  process.  The  d i l emma is  i ncreased  by the  huge  number of both  
national  and  i n ternational  gu ides  and  s tandards.  

On  the  other s i de,  I &C p latform  qual i fication  supports  efficiency by enabl ing  parties  
implementing  particu lar p lant speci fic I &C systems to  concentrate  on  appl ication  functions,  
wh i l e  for bas ic system  functions  to  re l y on  p latform  qua l i fication .  

One  proposal  that arose  during  the  generation  of th is  report was  to  use  the  techn ical  report as  
an  explanatory basis  for the  new work i tem  proposal  on  commercia l  g rade  i tem  ded ication  
made  during  the  201 4  Las  Vegas  meeting .  

The  working  group WG A3  wi l l  mon i tor the  possib i l i ty to  launch  – i n  the  fu ture  – the  
development of a  s tandard  on  the  topic  covered  by th is  techn ical  report.  
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Annex A 
(informative)  

 
Issues  of the Finnish  l icensing  approach  

Annex A exam ines  the  i ssues  of the  F inn ish  l i censing  approach .  As  such ,  the  “shal ls”  and  
“shou lds”  used  i n  the  text of Annex A do  not represent requ i rements  or recommendations  of 
th is  document.  

Typical  use  of I &C  p latform  qual i fication  resu l ts  i s  i n  the  l i censing  process  of I&C systems.  

L icens ing  an  I &C p latform  is  usual l y part of l icensing  a  new safety re lated  I &C system  or part 
of l i censing  a  major change in  a  safety re lated  I &C system .  I t  shou ld  be  noted  that the  same 
p latform  can  be  used  i n  more  than  one  system  form ing  the  functional  chain  or can  even  be  
used  in  several  para l le l  systems.  I n  the  last a l ternative  the  restrictions  com ing  from  the  p lan t 
defence- in -depth  and  d ivers i ty requ i rements  must  be  observed .  

A platform  to  be  l i censed  usual l y has  previous  qual i fications  for the  same or more  usual l y for 
some earl ier vers ion  of the  p latform .  

I n  a  system  qual i ty and /or qual i fication  plan  the  l i censee  presents  to  the  l icens ing  au thori ty 
(Regu latory body,  see  defin i ti on  a l ternative  2  i n  I AEA Safety G lossary)  how the  p latform  of a  
safety related  I &C  system  is  to  be  qual i fi ed  and  l i censed .  

The  prel im inary safety anal ys is  report of a  new or renovated  safety re lated  I &C system  is  
usual l y accompan ied  wi th  the  documents  of the  I &C p latform  generic  qual i fication  i f the  
p latform  is  a l ready chosen .  

I n  some Finn ish  projects  i t  has  been  conven ient to  d ivide  the  p lan t speci fic qual i fication  and  
l i censing  i n to  two phases:  the  prel im inary and  fina l  su i tabi l i ty analys is.  The  l i cens ing  
requ i rements  presented  hereafter fo l l ow that two  phase  practice.  

When  the  I &C  p latform  is  chosen  for a  certa in  safety re lated  appl ication ,  the  l icens ing  of i t  
starts  wi th  presenting  to  the  regu latory body the  prel im inary qual i fication  documentation  i n  the  
prel im inary su i tabi l i ty anal ysis :  

•  requ i rement speci fication  for equ ipment speci fic  for the  i n tended  location  of use;  

•  i n  safety cl ass  1  ( I AEA safety class) ,  an  evaluation  report from  the  review of the  
requ i rement speci fication  of the  I &C equ ipment (here  “equ ipment”  can  mean  the  whole  
p latform  or the  p latform  qual i fication  can  be  d i vided  to  parts  l i ke  the  main  PLC modu les  
and  the  priori ty modu les. )  

•  veri fication  of the  su i tabi l i ty of the  component;  

•  description  of the  componen t;  

•  description  of the  manufacturer;  

•  q ual i ty p l an ,  i f requ ired ;  

•  qual i fication  plan ,  i f requ i red ;  

•  i n formation  and  p lans  concern ing  type  approvals  and  tests  as  wel l  as  the  standards,  
organ izations  and  accred i tations  used  in  them .  

Requ irement speci fication  (these  are  the  requ irements  set by the  i n tended  p lace  of service  i n  
the  system  where  the  i tem  of the  equ ipment i s  to  be  instal led) :  

•  A requ irement speci fication  shal l  be  prepared  when  se lecting  or procuring  I&C equ ipment 
i n  safety classes  1  and  2 .  
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•  The  requ i rement speci fication  of I &C equ ipment i n  safety classes  1  and  2  sha l l  i nd icate  
the  properties  requ ired  from  the  equ ipment at the  i n tended  l ocation  of use  (such  as  the 
functional  requ irements,  performance  and  re l i abi l i ty requ i rements,  requ i rements  set by 
envi ronmenta l  cond i tions  and  operation  cond i ti ons,  and  requ i rements  concern ing  
connections,  period ic tests,  main tenance,  i n formation  securi ty,  qua l i fication ,  and  service  
l i fe).  

•  The  requ i rement speci fication  of I &C equ ipment i n  safety classes  1  and  2  sha l l  i nd icate  
the  safety cl assi fication  and  seism ic cl assi fication  of the  component.  

•  The  requ i rement speci fication  of I &C equ ipment i n  safety classes  1  and  2  sha l l  i nd icate  
the  essentia l  safety s tandards  appl ied  to  the  component and  the  deviations  to  thei r 
requ i rements .  

•  The  requ i rement speci fication  of I &C equ ipment i n  safety classes  1  and  2  shal l  i nd icate  
the  requ i rements  regard ing  the  component presented  in  the  qual i ty p l an  of the  system  and  
i ts  components.  

•  The  requ i rement speci fication  of I &C equ ipment i n  safety classes  1  and  2  shal l  i nd icate  
the  requ i rements  regard ing  the  component set forth  in  the  system  or component 
qual i fication  plan .  

•  The  requ i rement speci fication  of I &C  equ ipment in  safety cl asses  1  and  2  shal l  be  
maintained  throughout the  design ,  manufacture  and  operation  period  of the  system .  

•  The  fi na l  requ irement speci fication  of I &C equ ipment i n  safety cl ass  1  or 2  shal l  be  
detai led  enough  in  order to  a l low for the  traceable  veri fication  of the  compl iance  to  the  
requ irements  i n  question  of the  fi na l  product.  

•  The  requ irements  of I &C  equ ipment i n  safety classes  1  and  2  sha l l  be  unambiguous  and  
shal l  not  con tain  confl icti ng  i n formation .  

•  The  requ irements  of I&C equ ipment i n  safety class  1  or 2  shal l  be  traceable  to  the ir 
h igher- level  requ irements  (such  as  system  level  requ irements,  faci l i ty l evel  concept 
requ irements ,  etc. ) .  

•  The  requ irement speci fication  of I&C equ ipment i n  safety cl ass  1  shal l  be  assessed  by an  
expert that has  not been  i nvolved  i n  the  des ign  of the  i tem  in  question .  The  assessment 
shal l  demonstrate  that the  requ irements  set  for the  product meet the  h igher- level  
requ i rements.  

•  I n  safety class  1 ,  a  report shal l  be  prepared  on  the  assessment of the  requ i rement 
speci fication  of I &C equ ipment presenting  the  observations  made  during  the  assessment 
and  a  j usti fi ed  conclus ion  regard ing  the  accuracy,  scope and  cons istency of the  
requ i rement speci fication .  

•  The  assessment report on  the  requ irement speci fication  of I&C equ ipment i n  safety cl ass  1  
shal l  be  updated  when  the  requ i rement speci fication  i s  mod i fied .  

Su i tabi l i ty assessment:  

I n  the  prel im inary su i tabi l i ty anal ys is,  the  su i tabi l i ty of the  component shal l  be  veri fied  by 
comparing  the  rated  values  wi th  the  requ i rement speci fication .  I n  the  necessary scope,  the  
fol l owing  characteristics  of the  component shal l  be  exam ined :  

•  functional  features  and  performance;  

•  re l i abi l i ty;  

•  endurance of environmenta l  cond i tions ;  

•  e lectrotechn ical  d imension ing  and  protection ;  

•  operation  of the  component i n  case  of d is turbances  or trans ients  i n  the  e lectrical  network;  

•  the  appl icabi l i ty of the  standards  used  i n  the  design  and  manufacture  of the  component;  

•  testabi l i ty and  main tainabi l i ty;  

•  service  l i fe.  
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Description  of the  manufacturer:  

A report of the  manufacturer and  the  manufacturer’s  prerequ isi tes  for manufacturing  the  
product i n  question  accord ing  to  the  qual i ty management requ i rements  for the  speci fic type  of 
equ ipment shal l  be  presen ted  in  connection  wi th  the  prel im inary su i tabi l i ty anal ysis .  Specia l  
atten tion  shal l  be  pa id  to  the  fol l owing :  

•  the  manufactu rer’s  organ isation ;  

•  the  manufactu rer’s  competence  for manufacturing  the  product;  

•  the  manufactu rer’s  management system ,  i ts  assessment method  and  assessment resu l ts.  

I n  connection  wi th  the  s tart of cabinet furn ish ing  or i nsta l lations  (depend ing  on  the  proj ect 
speci fic requ irements)  the  final  su i tabi l i ty anal ys is  wou ld  be  presented :  

•  qua l i fication  resu l ts  i nclud ing  qual i fication  test resu l ts ,  EMC properties,  anal yses  and  type  
approval  i f requ ired ;  

•  i ndependent review of the  acceptabi l i ty of the  qual i fication  measures,  i f requ ired ;  

•  any measures  related  to  the  fol low-up  of the  storage  l i fe,  service  l i fe  and  ageing  of 
equ ipment and  materia ls ;  

•  a  summary of the  resu l ts  of qual i ty management during  manufacturing ,  i f needed ;  

•  a  summary of the  resu l ts  of factory tests,  i f needed  ( i f the  component i n  question  is  not 
seria l l y manufactured) ;  

•  any deviations  from  the  i n formation  presented  i n  the  prel im inary su i tabi l i ty anal ys is  of the  
component,  and  j usti fication  of thei r acceptabi l i ty;  

•  a  review of the  effectiveness  of qua l i ty management during  des ign  and  manufacture,  i f 
needed :  I &C equ ipment i n  safety cl ass  1 ;  

•  a  software  evaluation ,  i f needed .  

Qual i fication  resu l ts :  

I n  connection  wi th  the  fi nal  su i tabi l i ty anal ys is ,  the  component sha l l  be  demonstrated  to  fu l fi l l  
i ts  rated  values  on  the  basis  of the  va l idation .  Special  attention  shal l  be  pa id  to  the  fo l l owing :  

•  q ual i fication  test resu l ts ;  

•  compatib i l i ty wi th  the  e lectrical  network;  

•  q ual i fication  to  envi ronmental  cond i ti ons ;  

•  EMC properties;  

•  anal yses  re lated  to  qual i fication ;  

•  operati ng  experience  feedback;  

•  type  tests  and  type  approval ;  

•  software  qual i fication .  

Type  approval :  

The  prerequ is i te  for the  type  approval  of equ ipment shal l  be  a  type  inspection  certi ficate  
issued  by a  th i rd  party confi rm ing  the  acceptabi l i ty of the  des ign  and  implementation  of the  
equ ipment against the  equ ipment rated  values.  A th i rd -party assessment of the  type  
conform ity of the  qual i ty assurance-based  production  process,  or a  th i rd -party certi ficate  of 
conform ity that confi rms  the  type  conform ity of the  manufactured  equ ipment based  on  
product-speci fic i nspection  and  testing ,  shal l  a l so  be  requ ired .  The  type  i nspection  and  
veri fication  of conform i ty shal l  fo l l ow modu les  B  and  D  of Decis ion  768/2008/EC of the  
European  Parl iament and  of the  Counci l .  Modu le  F  may be  used  instead  of modu le  D .  
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The  th i rd  party au thorized  to  perform  the  type  i nspection  and  type  conform ity assessment of a  
component shal l  be  a  certi fication  body that has  been  accred i ted  for the  conform i ty evaluation  
of the  appl ied  standards  under s tandard  SFS-EN  I SO/I EC 1 7065,  or an  inspection  
organ ization  accred i ted  for a  s im i l ar task under s tandard  SFS-EN  I SO/IEC  1 7020.  I n  order to  
supervise  the  testi ng ,  the  certi fication  body or i nspection  organ ization  shal l  have  appl icable  
qual i fications  under s tandard  SFS-EN  I SO/I EC 1 7025.  The  certi fication  body or inspection  
organ ization  shal l  a lso  be  a  noti fied  body appropriate  for the  task.  

The  accred i tation  decis ion  perta in ing  to  the  organ ization  perform ing  type  i nspections  and  type  
conform ity evaluations  shal l  be  appended  to  the  prel im inary su i tabi l i ty anal ysis .  

I n  the  type  inspection ,  the  th i rd  party shal l  i nspect the  componen t as  a  combination  of design  
type  and  product  type  as  referred  to  i n  modu le  B  of the  Decis ion .  

The  type  i nspection  certi ficate  or append ices  thereto  shal l  i nd icate  a l l  the  i n formation  
confi rmed  wi th  a  type  i nspection  ( techn ical  breakdown)  and  any l im i tations  on  operation  
requ i red  to  assess  the  acceptabi l i ty of the  componen t for i ts  i n tended  use.  

A document prepared  by a  th i rd  party concern ing  the  approval  of the  qual i ty system  pursuant  
to  modu le  D  of the  Decis ion  shal l  be  appended  to  the  type  approval  documentation .  

I f modu le  F  of the  Decis ion  is  used ,  the  conform i ty certi ficate  i ssued  on  the  bas is  of product-
speci fic i nspections  and  testi ng  shal l  i nd icate  the  fol lowing :  

•  the  un ique  i denti fiers  of the  de l i very batch ,  and  the  un ique  i den ti fiers  of the  componen ts  
i nspected  from  the  del i very batch ;  

•  i nspections  performed  and  tests  supervised  by a  th i rd  party (scope of product-speci fic 
i nspection)  i n  order to  confi rm  the  conform i ty to  requ i rements  of the  del i very batch ;  

•  the  conform ity certi ficate  shal l  refer to  the  type  i nspection  certi ficate,  and  i t  shal l  confi rm  
that the  components  i n  the  de l i very batch  correspond  to  the  componen t type  for wh ich  the  
type  i nspection  certi ficate  has  been  issued .  

The  type  approval  of a  component con ta in ing  software-based  technology shal l  cover the  
assessment of both  software  and  hardware.  
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Annex B  
(informative)  

 
Review of Areva's  TELEPERM XS platform  qual i fication 2  

The development of a  software-based  safety I &C system  needs  carefu l  cons ideration  of a  
qual i fication  p lan  from  the  very beg inn ing  and  is  a  l ong-term  process.  The  concept of the  new 
d ig i ta l  safety I &C p latform  TELEPERM  XS  (TXS)  was  evaluated  by GRS/ISTec as  a  th i rd -
party i ndependen t assessor in  1 992.  Based  on  agreed  princip les  for d i g i ta l  I &C systems,  the  
d ig i ta l  p l atform  TXS was  developed .  I t  i s  characterized  by a  set of fixed  reusable  software  
modu les  (operation  system ,  function  b lock l i brary,  etc. )  as  wel l  as  by the  speci fication  of 
des ign  tools  for p lant-speci fic  appl ication  (graph ica l  ed i tor,  code  generators,  etc. ) .  

Such  a  system  al l ows  the  qual i fication  process  to  be  sp l i t  i n to  two phases,  the  p lant-
independent generic qual i fication  (qual i fication  of the  I &C p latform),  and  the  p lant-speci fic 
qual i fication  of the  particu lar I &C real i zations  (wi th  a l l  the  p lan t I &C  functions).  

The  qual i fication  process  of the  I &C p latform  TXS  cons isted  of deta i l ed  anal yses  of the  ou tput  
of a l l  d evelopment phases  of the  d i fferen t modu les  (hardware,  software  and  tools)  by 
i ndependent experts.  Us ing  a  representati ve  system  configuration ,  a  generic i n tegration  test  
was  performed  to  demonstrate  the  appl icabi l i ty of the  modu les  and  thei r i n terre lations.  The  
goal  i s  to  confi rm  al l  the  appl ication -i ndependent p latform  properties  and  to  show the  correct  
behaviour.  

The  type  test of the  modu les  i ncluded  hardware  type  test and  software  type  test.  Hardware  
type  test i s  wel l -defined  by the  German  national  standard  KTA 3503  “Type test of e l ectrical  
modu les  of the  reactor protection  system”.  For the  software  type  test,  the  procedure  shown  i n  
F igu re  B. 1  has  been  establ ished  cons idering  I EC 60880  and  requ i rements  of KTA 3503  
accord ing l y appl i ed  to  software.  

 

Figure B. 1  – Software  type test procedure  

————————— 
2  Th i s  i n formation  i s  g i ven  for the  conven ience  of users  of th i s  document  and  does  not  consti tu te  an  endorsement  

by I EC of the  compan ies  named .  
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During  the  software  type  test,  at  fi rst a l l  manual l y developed  software  modu les  were  qual i fied .  
These  modu les  are  not mod i fied  during  the  appl ication  software  generation .  Therefore,  the  
p lan t- independent system  software  i s  a l ready val idated  during  the  type  test procedure.  On l y 
the  au tomatical l y generated  appl ication  software  must be  evaluated  during  the  p lan t-speci fic 
software  qual i fication .  The  code  generators  were  i ncluded  in  the  software  type  test.  

With  the  p lant-i ndependent system  test,  the  vendor demonstrates  that the  hardware  and  
software  modu les  can  be  i n tegrated  to  a  representati ve  I &C system .  During  th is  test,  system  
properties  l ike  the  determ in istic time behaviour,  the  constant CPU  load ,  the  constant  
communication  l oad ,  the  i ndependence  of the  system  behaviour from  inpu t s i gnals,  etc.  were  
veri fi ed .  The  assessment of the  p lant- i ndependent system  test was  focused  to  the  
completeness  of the  test  cases,  the  accurate  test implementation ,  and  the  evaluation  of the  
test resu l ts.  The  speci fication  and  code  generation  of the  software  for the  p lan t- independent 
system  test was  part of the  evaluation  of the  eng ineeri ng  workstation .  As  a  resu l t,  the  
essentia l  p l atform  properties  were  certi fi ed  by the  assessors.  I n  add i ti on ,  recommendations  
for V&V measures  to  be  performed  during  p lan t-speci fic assessments  were  l i sted .  

Des ign  phases  re lated  to  a  new EPR plant  safety I &C  system  and  i ts  p l atform :  

The  prel im inary safety anal ysis  report (PSAR)  and  associated  topical  reports:  

•  Role  of the  safety I &C p latforms  in  the  I &C arch i tecture  and  the  a l l ocation  of pl an t safety 
functions.  

Des ign  of I &C  arch i tecture:  

•  Functions  a l l ocated  to  I &C systems and  thei r i n terfaces;  

•  Envi ronmental  requ i rements  and  protection  against i n ternal  and  external  hazards  for 
systems;  

•  Performance and  independence  requ irements  of the  functions ;  

•  Requ i rements  of commun ication  between  the  I &C  systems,  user i n terfaces  and  fie ld  
equ ipment.  

Design  of an  I &C  system :  

•  I n ternal  sub  systems  and  functions  a l l ocated  to  them ;  

•  System  structure  to  fu l fi l  the  envi ronmenta l ,  safety,  performance,  i ndependence and  
i n terface  requ irements  for the  system  and  i ts  subsystems  and  the ir i n terfaces;  

•  Equ ipment of the  system  and  requ i rements  for them .  

Choice  of the  I &C equ ipment:  

•  The  equ ipment speci fications  ind icate  that an  i nd ividual  i tem  of equ ipment or needed  
configuration  of an  I &C p latform  fu l fi l  the  requ irements  set by the  system  des ign  e . g .  the  
equ ipment i s  su i table  for a  certa in  p lan t l ocation  of use;  

•  The  i tem  of equ ipment or the  I&C p latform  is  qual i fied  so  that there  is  enough  confidence 
on  the  speci fications  e . g .  type  approval .  

I n  the  PSAR phase,  some prel im inary in formation  of the  possib le  I &C  p latform  can  be  
presented :  possible  previous  qual i fications,  operational  experience  and  generic qual i fications.  

During  the  design  of I &C  arch i tecture  and  system ,  a  prel im inary su i tabi l i ty anal ys is  of the  I &C 
platform  is  generated  i nd icating  that i t  i s  capable  of execu ting  the  a l l ocated  functional i ti es  
wi th  requ ired  performance  ( includ ing  commun ication  features)  and  has  the  requ ired  
wi thstand ing  for envi ronmental ,  safety,  i solation  and  communication  separation  requ i rements .  
Th is  i s  i nd icated  wi th  the  equ ipment speci fications,  manuals  and  previous  qual i fications.  

I n  the  fi nal  su i tabi l i ty anal ys is ,  the  choice  of the  equ ipment i s  j usti fi ed  wi th  the  up  to  date  and  
proj ect speci fic qual i fications  and  anal ys is  of su i tabi l i ty to  the  i n tended  p lan t l oca tion  of use.  
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Annex C  
(informative)  

 
Review of Westinghouse ALS platform  qual i fication 3  

C.1  General  

Annex C  provides  a  review of Westinghouse  ALS platform  qual i fication .  As  such ,  the  
“shou lds”  used  in  the  text  of Annex C  do  not represent recommendations  of th is  document.  

C.2  Introduction  and  ALS-background  

The ALS  p latform  is  a  l og ic based  p latform  wh ich  does  not u ti l i ze  a  m icroprocessor or 
software  for operation ,  bu t instead  re l ies  on  a  s imple  hardware  arch i tecture.  The  log ic i s  
implemented  using  fi e ld  programmable  gate  array (FPGA)  technology.  The  ALS  p latform  is  
nuclear safety re lated  (Class  1 E)  and  has  been  developed  by Westinghouse  E lectric  
Company4,  a  1 0  CFR Part  50,  Append ix B  suppl ier.  

I n  l a te  2003,  Wol f Creek Nuclear Generating  Station  had  a  need  to  replace  the  safety-related  
I&C systems due  to  re l iab i l i ty and  obsolescence i ssues.  Based  on  th is  need  and  the  fact that  
no  viable  solu tions  existed  i n  the  market p lace,  Wolf Creek began  working  towards  a  new 
approach .  I n  earl y 2004,  Wol f Creek partnered  wi th  CS  I nnovations  on  a  new approach  to  
replacing  safety re lated  I &C  systems.  As  a  resu l t of th is  partnersh ip,  the  ALS arch i tecture  was  
proposed  as  a  general  safety p latform  to  target the  U .S.  Nuclear Power P lan t (NPP)  Safety 
Related  I &C System  market.  

The  ALS  platform  is  designed  as  a  un iversal  safety system  platform .  The  ALS  provides  
advanced  d iagnostics  and  testabi l i ty features.  The  re l iabi l i ty of the  system  increases  due  to  
the  s impl ici ty of the  ALS  arch i tecture  and  i ncorporation  of advanced  design  processes  for 
system  development.  I ssues  associated  wi th  fu ture  obsolescence are  solved  by i ncorporating  
a  s impl i fied  board  l evel  des ign  and  main tain ing  proven  log ic i n  an  abstracted  form  in  the  event 
that the  underl ying  hardware  i s  requ i red  to  be  updated  i n  the  fu tu re.  Th is  e l im inates  the  i ssue  
of essential l y starting  from  scratch  wi th  each  update.  

The  ALS  is  a  modu lar p latform  where  generic modu les,  referred  to  as  ALS boards,  can  be  
combined  in  various  configurations  to  solve  a  wide  variety of nuclear safety appl ications.  Th is  
a lso  provides  scalabi l i ty a l l owing  for a  s ing le  system  upgrade  up  to  a  fu l l  set  of safety system  
upgrades  us ing  the  same  ALS  p latform .  

The  ALS  platform  incorporates  two poss ib le  l evels  of d i vers i ty:  Core  D iversi ty and  Embedded  
Design  D ivers i ty.  

The  fi rst l evel ,  Core  D iversi ty,  i s  implemented  for each  of the  FPGAs  on  a l l  of the  ALS  boards.  
The  d i versi ty between  the  two cores  is  ach ieved  by chang ing  the  l og ic implementation  during  
the  syn thes is  and  P lace  &  Rou te  process.  The  second  l evel  of d i vers i ty,  Embedded  Design  
Divers i ty,  implements  add i ti onal  des ign  d i vers i ty.  The  fi nal  resu l t i s  two d i verse  FPGA images,  
A and  B,  wh ich  implement the  same functional i ty i n  a  d i verse  manner.  

————————— 
3  Th i s  i n formation  i s  g i ven  for the  conven ience  of users  of th i s  document  and  does  not  consti tu te  an  endorsement  

by I EC of the  compan ies  named .  

4  The  ALS  p l atform  was  ori g i nal l y developed  by CS  I nnovati ons,  a  1 0  CFR Part  50,  Append i x B  (Reference  1 )  
suppl i er,  wh ich  l ater became a  whol l y owned  subsi d iary of Westi nghouse  E lectri c  Company.  The  subsid iary no  
l onger exi sts  and  the  product  i s  now fu l l y  owned ,  d evel oped  and  main tained  by Westi nghouse  E l ectri c  
Company.  
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The  l evel  of d i vers i ty employed  for a  particu lar appl ication  i s  determ ined  by the  complexi ty of 
the  appl ication .  

C.3  Westinghouse’s  l i fe  cycle  management process  

The ALS  p latform  development were  structured  to  fo l low a  trad i tional  waterfal l  l i fe  cycle  that 
i ncl udes  a  top-down  requ i rement and  speci fication  development,  design  implementation ,  and  
a  bottoms-up  veri fication  and  val i dation  (V&V)  effort  at each  level  of i n tegration .  Prototyping  
activi ti es  and  i n -process  qual i ty assurance efforts  were  execu ted  in tegral  to  the  development 
stages.  

The  documentation  needed  for l i cens ing  [by the  NRC]  was  developed  accord ing  to  I SG-06,  
I n terim  Staff Gu idance 6  – Task Working  Group #6:  D ig i ta l  I &C L icens ing  Process,  Revis ion  1  
( I n i ti a l  I ssue  for Use),  ML1 1 01 401 03,  U .S .  Nuclear Regu latory Commission .  

V&V acti vi ties  were  performed  in  a  bottoms-up  fash ion  that progresses  from  the  FPGA d ig i ta l  
l og ic programming  l evel ,  to  the  board  l evel ,  and  then  to  the  system  level .  V&V was  performed  
by the  I ndependent Veri fication  and  Val i dation  ( iV&V)  team  wh ich  consti tu te  the  formal  iV&V 
process.  Westinghouse’s  iV&V team  is  i ndependent i n  management,  schedu le ,  and  fi nance.  

C.4 Standards,  gu idel ines  and  regulatory compl iance  

C.4. 1  Equ ipment qual i fication  

The ALS  test program  for equ ipment qual i fication  i ncludes  the  fol l owing :  

•  Envi ronmental  qual i fication ;  

•  Seism ic qual i fication ;  

•  EMC qual i fication ;  

•  Fau l t/isolation  qual i fication ;  

•  Software  qual i fication .  

C.4.2  Envi ronmental  qual i fication  

The ALS  p latform  hardware  was  qual i fi ed  for Class  1 E  appl ications  i nstal led  i n  a  m i l d  
envi ronment.  To  comply wi th  the  requ irements  of GDC 4,  1 0  CFR 50. 49,  and  I EEE  603-1 991 ,  
the  qual i fication  program  was  performed  i n  accordance wi th  I EEE Standard  323-1 974  and  
IEEE  Standard  323-2003.  

C.4.3  Seismic qual i fication  

The ALS  p latform  hardware  was  qual i fied  for C lass  1 E  safety functions  and  operations  per 
IEEE  Standard  344-1 987.  

Clause  4  of I EEE  Standard  344-1 987  and  Clause  5  of I EEE  Standard  344-2004  state  that the  
seism ic qual i fication  of Class  1 E  equ ipment shou ld  demonstrate  an  equ ipment’s  ab i l i ty to  
perform  i ts  safety function  during  and  after the  time i t  i s  subj ected  to  the  forces  resu l ti ng  from  
one  safe  shutdown  earthquake (SSE).  I n  add i ti on ,  the  equ ipment must wi thstand  the  effects  of 
a  number of operati ng  basis  earthquakes  (OBEs)  prior to  the  appl ication  of an  SSE.  

To  demonstrate  that the  ALS  platform  hardware  functions  during  a  se ism ic even t,  the  test  
specimen  was  subj ected  to  a  series  of seism ic s imu lation  tests  us ing  a  tri -axia l  se ism ic shake 
table.  These  tests  i ncluded  resonance  search  tests,  fi ve  OBE  tests,  and  an  SSE  test.  
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C.4.4  EMC qual i fication  

The ALS  p latform  hardware  was  qual i fi ed  for e lectromagnetic  compatib i l i ty per Regu latory 
Gu ide  1 . 1 80  Rev.  1 .  The  speci fic test methods  found  in  M I L-STD-461 E  and  the  I EC  61 000  
series  that have  been  endorsed  by Regu latory Gu ide  1 . 1 80  are  appl ied  to  the  ALS  p latform  
hardware.  These  tests  are  reasonable  methods  of evaluati ng  the  effects  of conducted  and  
rad iated  e lectromagnetic  in terference (EMI ) ,  rad iofrequency i n terference (RFI ) ,  and  power 
surges  on  safety re lated  I &C  systems.  

C.4.5  Fau l t/isolation  qual i fication  

The  ALS  p latform  hardware  was  qual i fi ed  for safety/non-safety (Class  1 E/Non-1 E)  and  i n ter-
d ivis ional  i n terfaces  per Regu latory Gu ide  1 . 75  Rev.  3  and  I EEE  384-1 992  for i ndependence  
of C lass  1 E  ci rcu i ts .  

C.4.6  Software qual i fication  

The ALS  p latform  software  has  been  veri fied  and  va l i dated  i n  accordance wi th  Regu latory 
Gu ide  1 . 1 68  Revis ion  1  and  I EEE  1 01 2-1 998.  

Software  veri fication  and  val idation  (V&V)  i s  a  techn ical  d iscipl i ne  of systems  eng ineering .  
The  purpose  of software  V&V is  to  help  the  development organ ization  bu i l d  qual i ty i n to  the  
software  during  the  software  l i fe  cycle.  The  software  V&V processes  determ ine  i f development 
products  of a  g i ven  acti vi ty conform  to  the  requ i rements  of that acti vi ty,  and  i f the  software  
satisfies  the  in tended  use  and  user needs.  

C.4.7  Regulatory compl iance  

To fu l fi l  the  regu latory requ irements  the  ALS-platform  was  des igned  to  fu l fi l  the  fo l l owing  
standards  and  gu idel i nes:  

•  I EEE  603  – I EEE  Standard  Cri teria  for Safety Systems  for Nuclear Power Generati ng  
Stations  

•  I EEE  7-4. 3. 2  – Standard  Cri teria  for D ig i ta l  Computers  i n  Safety Systems  of Nuclear 
Power Generating  Stations  

•  D I &C-I SG-04  – H igh l y-I n tegrated  Control  Rooms  – Communications  I ssues  

•  BTP 7-1 4  – Gu idance on  Software  Reviews  for Dig i ta l  Computer-Based  I nstrumentation  
and  Con trol  Systems  

•  BTP 7-1 9  – Gu idance  for Evaluation  of D ivers i ty and  Defense- I n -Depth  in  D ig i ta l  
Computer-Based  I nstrumentation  and  Control  Systems  

•  Regu latory Gu ide  1 . 1 52  – Cri teria  for Use  of Computers  in  Safety Systems  of Nuclear 
Power P lants  

•  D I &C I SG-06  – D ig i ta l  I &C Licensing  Process  

C.4.8  Review by NRC  

The ALS-platform  has  been  reviewed  and  approved  by the  NRC – U .S.  Nuclear Regu latory 
Commission .  

C.4.9  Review of equ ipment qual i fication  

The NRC reviewed  the  “ALS  Topical  Report, ”  “ALS  EQ Plan , ”  and  “ALS  Platform  EQ Summary 
Report”  and  determ ined  the  manufacturer’s  equ ipment qual i fication  conforms to  Regu latory 
Posi tion  1 ’s  preference  for type  testi ng ,  as  provided  i n  the  RG  1 . 209,  “Gu idel i nes  for 
Envi ronmental  Qual i fication  of Safety-Related  Computer-Based  I nstrumentation  and  Control  
Systems  i n  Nuclear Power P lan ts, ”  because  the  ALS  platform  manufacturer performed  type  
testing  on  seven  s tandard ized  ci rcu i t boards,  a  backplane,  and  a  chass is  using  a  set of FPGA 
programs  representati ve  of production  FPGA programs.  The  NRC further determ ined  whether 
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the  manufacturer documented  i ts  equ ipment qual i fication  i n  a  manner that supports  
evaluations  by appl icants  and  l icensees  to  determ ine  whether the  ALS  p latform  equ ipment 
qual i fication  meets  i ts  environmental  qua l i fication  program  and  demonstrates  i ts  pl ant-speci fic 
safety equ ipment’s  safety functions  wi l l  remain  functional  during  and  fol l owing  i ts  des ign  bas is  
even ts.  

C.4. 1 0  Review of regu latory compl iance  

C.4. 1 0. 1  Compl iance to  IEEE  603  

The  platform  topica l  report was  evaluated  against i ts  ab i l i ty to  support the  appl ication -speci fic 
system  provis ions  of I nsti tu te  of E lectrica l  and  E lectron ics  Eng ineers  ( I EEE)  Standard  (Std)  
603-1 991 ,  “ I EEE  Standard  Cri teria  for Safety Systems  for Nuclear Power Generating  
Stations. ”  The  NRC staff’ s  evaluation  i s  based  on  the  gu idance contained  i n  SRP Chapter 7,  
Append ix 7. 1 -C,  “Gu idance for Evaluation  of Conformance to  I EEE  Std  603, ”  wh ich  provides  
acceptance cri teria  for th is  standard .  

The  NRC determ ined  the  ALS  p latform  supports  meeting  various  sections  and  clauses  of 
IEEE  Std  603-1 991 ,  an  appl ican t or l i censee referencing  the  ALS  Safety Evaluation  Report 
shou ld  i den ti fy the  approach  taken  to  meet each  appl icable  clause  of I EEE  Std  603-1 991 .  The  
appl ican t or l icensee shou ld  cons ider i ts  p l an t-speci fic des ign  basis  because  the  “ALS  Topica l  
Report”  scope is  l im i ted .  The  Safety Evaluation  report does  not address  a  speci fic appl ication ,  
establ ish  a  defi n i ti ve  safety system  or protective  action ,  or i den ti fy and  anal yze  the  impact of 
cred ib le  even ts  a long  wi th  thei r d i rect and  i nd i rect consequences.  Therefore,  an  appl icant or 
l i censee shou ld  i denti fy i ts  p lan t-speci fic des ign  bas is  for i ts  safety system  appl ication  and  the  
appl icabi l i ty of each  I EEE  Std  603-1 991  clause  to  i ts  appl ication -speci fic  ALS-based  safety 
system  or component.  Also  the  appl ican t or l i censee shou ld  demonstrate  the  p lan t-speci fic 
and  appl ication-speci fic use  of the  ALS  p latform  meets  the  appl icable  I EEE  Std  603-1 991  
cl auses  i n  accordance wi th  the  p lant-speci fic  des ign  bas is  and  safety system  appl ication .  

C.4. 1 0.2  Compl iance to  IEEE  7-4.3.2  

Equ ipment based  on  ALS  p latform  components  is  i n tended  for use  i n  safety systems  and  
other safety-related  appl i cations.  Therefore,  the  p latform  topical  report was  evaluated  against  
i ts  abi l i ty to  support the  appl ication -speci fic system  provisions  of I nsti tu te  of E lectrica l  and  
E lectron ics  Eng ineers  ( I EEE)  Standard  (Std )  7-4. 3. 2-2003,  “ I EEE  Standard  Cri teria  for D ig i ta l  
Compu ters  i n  Safety Systems  of Nuclear Power Generati ng  Stations. ”  RG  1 . 1 52,  “ I EEE  
Standard  Cri teria  for Use  of Computers  i n  Safety Systems  of Nuclear Power P lants, ”  states  
conformance  wi th  the  requ i rements  of I EEE  Std  7-4 . 3. 2-2003  is  a  method  that the  NRC staff 
has  deemed  acceptable  for meeting  the  Commission ’s  regu lations  wi th  respect to  h igh  
functional  re l i abi l i ty and  design  requ irements  for computers  used  in  safety systems of nuclear 
power p lan ts.  The  NRC’s  evaluation  is  based  on  the  gu idance  conta ined  in  SRP Chapter 7,  
Append ix 7. 1 -D,  “Gu idance for Evaluation  of the  Appl ication  of I EEE  Std  7 -4 .3 . 2, ”  wh ich  
provides  acceptance cri teria  for th is  s tandard .  

The  NRC determ ined  the  ALS  p latform  supports  meeting  various  sections  and  clauses  of 
IEEE  Std  7-4. 3. 2-2003.  An  appl icant or l i censee  referencing  The  Safety Evaluation  Report 
shou ld  i den ti fy the  approach  taken  to  meet each  appl icable  cl ause  of I EEE  Std  7-4. 3. 2-2003.  
The  appl ican t or l icensee shou ld  cons ider i ts  p l ant-speci fic des ign  bas is,  because  the  “ALS  
Topical  Report”  scope is  l im i ted .  The  Safety Evaluation  Report does  not address  a  speci fic  
appl ication ,  establ ish  a  defin i ti ve  safety system  or protective  action ,  or i den ti fy and  anal yze  
the  impact of cred ib le  even ts  a long  wi th  their d i rect and  ind i rect consequences.  The  appl icant  
or l i censee shou ld  i den ti fy i ts  p l an t-speci fic des ign  basis  for i ts  safety system  appl ication  and  
the  appl icabi l i ty of each  IEEE  Std  7-4 . 3. 2-2003  clause  to  i ts  appl i cation -speci fic ALS-based  
safety system  or component.  

C.4. 1 0.3  Addi tional  compl iance  

Compl iance  to  DI&C-I SG-04,  BTP  7-1 4,  BTP 7-1 9,  Regu latory Gu ide  1 . 1 52  as  wel l  as  DI&C 
ISG-06  and  other referenced  standards  and  gu idel i nes  has  a lso  been  reviewed  by the  US  
NRC staff and  further i n formation  to  be  found  i n  “U .S.  Nuclear Regu latory Commission  Safety 
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Evaluation  for Topical  Report 6002-00301  “Advanced  Log ic System  Topical  Report”  “ :  
h ttp: //pbadupws. nrc. gov/docs/ML1 321 /ML1 321 8A979.pdf.  

C.5 NRC conclusion  

During  the  review,  several  requests  for add i ti onal  in formation  were  subm i tted  by the  NRC and  
were  responded  to  by the  appl ican t.  During  the  review process,  the  NRC add i tional l y 
performed  aud i ts  at  several  of the  faci l i ti es  i nvolved  i n  the  development of the  ALS-platform .  

The  NRC staff determ ined  the  ALS  p latform ,  consisti ng  of standard ized  ci rcu i t boards,  thei r 
design  features,  and  the  processes  to  produce  them  support meeting  the  appl icable  
regu latory requ irements  for p l an t-speci fic  and  appl ication -speci fic use  wi th in  safety-related  
I&C systems  when  each  p lant-speci fic and  appl ication-speci fic use  meets  the  l im i tations  and  
cond i ti ons  defined .  The  NRC staff determ ined  the  ALS  p latform  can  be  used  i n  safety-related  
systems to  provide  reasonable  assurance  of adequate  protection  of publ ic heal th ,  safety,  and  
securi ty,  wh ich  appl ies  curren t and  appl icable  regu latory evaluation  cri teria.  On  th is  bas is,  the  
NRC staff determ ined  the  ALS  p latform  is  acceptable  for use  i n  safety-related  I &C systems.  
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Annex D  
(informative)  

 
Review of CTEC’s  FirmSys platform  qual i fication 5  

D.1  General  

Ch ina  Techenergy Co.  Ltd .  (CTEC),  a  j o in t ventu re  co-funded  by Ch ina  Guangdong  Nuclear 
Power Group and  Bei j ing  Hol l ysys  Co.  Ltd . ,  does  eng ineering  des ign  of d ig i ta l  I &C  systems,  
system  i n tegration ,  and  techn ical  service  for nuclear power p lan ts.  

CTEC has  developed  the  d i g i ta l  i nstrumentation  and  control  ( I &C)  platform  Fi rmSys  to  be  
used  i n  systems important  to  safety for nuclear power p lants  (NPP).  I n  order to  qual i fy the  
F i rmSys  platform  for the  i n ternational  market,  CTEC asked  I STec to  carry ou t  – as  th i rd  party 
– the  i ndependen t veri fication  and  va l idation  ( I V&V)  of the  F i rmSys  platform  software.  

D.2  IV&V procedure  

The IV&V was  performed  by I STec and  assisted  by the  V&V team  of CTEC.  The  V&V team  of 
CTEC is  i ndependent from  the  development team  of CTEC.  I STec has  been  responsib le  for 
the  overal l  I V&V works  and  resu l ts  approval .  Any issues  raised  by the  I V&V tasks  were  
col l ected  in  L ists  of Open  Poin ts  (LOP).  The  LOP col lected  the  I V&V fi nd ings  i n  tab les  of 
m inor i ssues,  requests  and  key issues.  Compl iance  wi th  standard  requ i rements  is  
documented  i n  speci fic  tables  of the  LOP.  

Al l  open  poin ts  have  been  clari fi ed  by the  development team  of CTEC.  The  clari fication  
resu l ts  were  veri fi ed  and  closed  by I STec assisted  by the  V&V team  of CTEC.  The  overal l  
software  assessment acti vi ti es  and  assessment resu l ts  were  compi led  i n  assessment reports.  
The  assessment reports  summarize  the  con ten ts  of the  LOPs and  g i ve  the  assessment 
conclus ions.  I n  add i tion ,  the  assessment reports  g i ve  detai led  reference to  the  assessed  
documents  and  code  fi les.  The  referenced  data  is  un iquel y i den ti fied  by checksums  using  the  
method  of RIPEMD-1 60.  Together wi th  the  assessment reports  I STec issued  certi ficates.  The  
certi ficates  corroborate  the  basic su i tabi l i ty of F i rmSys  p latform  concept and  software,  and  the  
F i rmSys  software  safety modu les  for the  use  to  implement the  software  of I&C functions  
important  to  safety i n  NPP.  

The  assessment was  performed  i n  form  and  con ten t,  appl ying  the  requ irements  of the  
standards  g i ven  i n  Table  D. 1  and  wi th  respect to  the  cons istent trans i ti on  of one  phase  to  the  
other wi th in  the  software  safety l i fe  cycle.  I n  order to  l ocate  potentia l  deficiencies  a l l  assessed  
documents  were  subj ected  to:  

•  formal  check;  

•  cons istency check,  and  

•  functional  check.  

I n  add i ti on ,  the  fo l l owing  anal yses  were  performed  for the  development documents :  

•  cri tica l i ty anal ysis ;  

•  requ irements  al l ocation  anal ys is ;  

•  traceabi l i ty anal ys is;  

•  i n terface  anal ys is;  

————————— 
5  Th i s  i n formation  i s  g i ven  for the  conven ience  of users  of th i s  document  and  does  not  consti tu te  an  endorsement  

by I EC of the  compan ies  named .  
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•  hazard  anal ys is ;  

•  securi ty anal ys is ,  and  

•  Risk anal ys is.  

For the  test  documents,  the  fo l lowing  anal yses  were  appl ied :  

•  Traceabi l i ty anal ys is ;  

•  Hazard  anal ys is;  

•  Securi ty anal ys is,  and  

•  Risk anal ys is.  

D.3  Assessment cri teria  

The deta i led  assessment has  been  carried  ou t in  order to  prove  compl iance  of the  software  
and  i ts  development l i fe  cycle  wi th  the  requ i rements  based  on  the  i n ternational  s tandards  as  
l i sted  i n  Table  D. 1 .  I n  case  of I EEE  Std  7-4 .3. 2TM-201 0  a lso  the  d i fferences  to  the  former 
vers ion  from  the  year 2003  were  taken  i n to  account during  assessment.  

Table  D . 1  – Standards  appl ied  

No.  Standards  

1  I EC 61 51 3: 201 1 ,  Nuclear power p l an ts  – I nstrumentati on  and  con trol  importan t to  safety – General  
requ i rements  for systems,  Ed .  2 . 0 ,  201 1 -08  

2  I EEE  Std  7-4. 3. 2TM -201 0,  S tandard  cri teria  for d i g i tal  computers  i n  safety systems  of nuclear power 
generati ng  stati ons,  201 0-08  

3  I EC 60880: 2006,  Nuclear power p l an ts  – I nstrumentati on  and  control  systems  importan t to  safety – 
Software  aspects  for computer-based  systems  perform ing  category A functions,  Ed .  2 . 0 ,  2006-05  

4  I EC 62566: 201 2,  Nuclear power p l an ts  – I nstrumentati on  and  con trol  importan t to  safety – Deve lopment 
of HDL-programmed  i n teg rated  ci rcu i ts  for systems  perform ing  category A functi ons,  Ed . 1 . 0 ,  201 2-01  

5  I EEE  Std  1 01 2TM -2004,  I EEE  Standard  for Software  Veri fi cati on  and  Val i dation ,  2005-06  

 

The i n ternational  standard  I EC 61 51 3: 201 1  provides  requ irements  on  system  aspects  of 
d ig i ta l  I &C  systems  important  to  safety.  The  in ternational  s tandard  I EEE  Std  7-4. 3.2TM-201 0  
main l y focuses  on  safety systems  of NPP.  Of particu lar importance  for the  assessment are  
the  i n ternational  standards  I EC  60880: 2006  and  I EEE  Std  1 01 2™ -2004.  I EC  60880:2006  
provides  requ i rements  for the  software  of computer-based  I &C for safety systems of NPP.  
I EEE  Std  1 01 2™ -2004  describes  processes  and  acti vi ti es  for software  V&V depend ing  on  the  
software  in tegri ty level .  I EC  62566:201 2  describes  development requ i rements  of 
programmable  devices  wh ich  are  based  on  hardware  description  language (HDL)  and  are  
important  to  NPP safety I &C  system  perform ing  category A functions.  

D.4 Assessment scope 

The assessment has  been  appl ied  to  the  development documentation  and  test documentation  
of the  F i rmSys  p latform  concept and  software,  the  software  safety modu les,  the  CPLD log ic 
software  i n  net commun ication  modu les,  code  transformation  modu les  of the  eng ineering  
workstation  software,  and  of the  function  b lock l i brary of appl ication  software.  These  
documents  cover re levant process  and  product i ssues.  

The  I V&V procedure  con tained  activi ties  for requ i rements  anal ys is,  des ign ,  cod ing  and  
testing .  The  acti vi ties  were  organ ized  accord ing  to  the  software  l i fe  cycle  phases  as  appl ied  to  
the  F i rmSys  p latform  concept and  software,  and  to  the  software  safety modu les.  
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Annex E  
(informative)  

 
Review of SOOSAN  ENS’s  POSAFE-Q platform  qual i fication 6  

E.1  Presentation  of POSAFE-Q PLC  

POSAFE-Q,  wh ich  meets  i n ternational  s tandards  such  as  I EEE  7-4. 3. 2  and  EPRI  TR-1 07330  
is  a  safety g rade  Q  Class  1 E  PLC-based  I &C p latform  for nuclear power plant.  Therefore  
hardware  p latform  was  qual i fi ed  and  system  software  runn ing  on  i t  was  reviewed  by CT,  I T,  
ST  and  S IT.  Add i tional l y the  veri fication  and  val i dation  accord ing  to  i n ternational  standards  by 
I EEE  1 01 2  and  I EEE  1 074  was  conducted  to  ensure  the  h ighest l evel  of avai lab i l i ty,  safety 
and  re l i abi l i ty.  POSAFE-Q a lso  wen t through  a  variety of anal ys is  procedures  i nclud ing  
re l i ab i l i ty anal ysis ,  safety anal ys is,  and  EQ (Equ ipment Qual i fication)  testi ng  and  anal ys is .  
Based  on  al l  of these  efforts ,  POSAFE-Q has  been  certi fi ed  for i ts  re l iabi l i ty and  safety by the  
au thorized  i nsti tu tions.  

E.2  Equipment qual i fication  

The POSAFE-Q qual i fication  program  as  be low is  appl ied  to  ensure  the  operation  i n  generic  
p lant cond i tion  and  p lan t-speci fic operating  cond i ti ons  accord ing  to  the  re levant i n ternational  
standards:  

•  Envi ronmental  qual i fication ;  

•  EMC qual i fication ;  

•  Seism ic qual i fication .  

 

a)  Envi ronmental  qual i fication  

The  POSAFE-Q hardware  was  qual i fi ed  for C lass  1 E  appl ications  i nsta l l ed  i n  a  m i ld  
environment.  The  qual i fication  was  performed  i n  des ign  temperature,  pressure  and  
hum id i ty i ncl ud ing  ag ing  anal ys is  i n  accordance  wi th  I EEE  Standard  323.  

b)  EMC qual i fication  

The  POSAFE-Q  hardware  was  qual i fied  for el ectromagnetic compatib i l i ty i n  accordance 
wi th  Regu latory Gu ide  1 . 1 80 ,  EPRI  TR-1 02323  and  I EC  61 000  series  i n  order to  show that 
I&C p latform  includ ing  hardware  and  software  is  fau l t-free  from  conducted  and  rad iated  
e lectromagnetic  i n terference  (EMI ) ,  rad iofrequency i n terference  (RFI ) ,  and  power surges.  

c)  Seism ic  qual i fication  

The  POSAFE-Q hardware  was  qual i fied  for Class  1 E  safety functions  and  operations  per 
I EEE Standard  344.  Accord ing  to  I EEE  Standard  344,  se ism ic qual i fication  of C lass  1 E  
equ ipment demonstrated  an  equ ipment’s  abi l i ty to  perform  i ts  safety functions  before,  
during  and  after Operating  Bas is  Earthquake (OBE)  and  Safe  Shu tdown  Earthquake 
(SSE).  To  demonstrate  the  phys ical  and  functional  in tegri ty of POSAFE-Q PLC platform  
during  a  seism ic even t,  the  test specimen  was  subjected  to  a  series  of sei sm ic s imu lation  
tests  i nclud ing  resonance  search  tests,  fi ve  OBE  tests ,  and  one  SSE  test using  a  tri -axia l  
se ism ic shake  table.  

————————— 
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E.3  Software veri fication  and  val idation  

a)  Software development procedure and  plan  

POSAFE-Q software  was  developed  through  the  Software  Development L i fe  Cycle  
accord ing  to  the  I EEE  standards  concept as  wel l  as  implemented  through  a  top-down  
modu lar approach  as  below:  

•  p lann ing  phase;  

•  requ irement phase;  

•  des ign  phase;  

•  implementation  phase;  

•  i n tegration  phase;  

•  veri fication  and  val idation  phase;  

•  i nsta l l ation  and  main tenance  phase.  

Accord ing  to  the  waterfal l  model  for software  development,  veri fication  and  va l i dation  
acti vi ti es  for POSAFE-Q software  was  carried  ou t through  a l l  the  l i fe  cycle  phases  i n  
accordance wi th  the  veri fication  and  va l i dation  p lan  that satisfies  Safety Review 
Gu idel ines  for Pressurized  Power Reactor (PWR),  Append ix 7-1 3  Software  Review 
Gu idel ines  publ ished  by Korea  I nsti tu te  for Nuclear Safety (KINS)  on  a  computer-based  
d ig i ta l  i nstrumentation  and  con trol  systems,  and  I EEE standards  perta in ing  to  veri fication  
and  val i dation .  

Al l  the  resu l ts  of software  l i fe  cycle  process  for the  traceabi l i ty,  accuracy and  
completeness  were  reviewed ,  and  i ts  resu l t  was  reflected  in to  des ign ,  software  testing  that 
had  been  performed  in  accordance wi th  the  step-by-step  l i fe  cycle  veri fication  and  
va l i dation  plan .  

POSAFE-Q processor modu les  configured  for redundancy and  i ts  redundancy 
management software  modu le  were  analyzed  to  detect  the  risks  that were  not i den ti fied  i n  
the  s tep-by-step  l i fe  cycle  veri fication  and  val i dation  acti vi ti es.  

b)  Software  test and  val i dation  

Software  test and  va l idation  was  performed  to  ensure  that POSAFE-Q has  appropriate  
functions  and  performance requ ired  by the  safety system .  Tests  for software  were  carried  
ou t separate l y by i n tegration  test,  system  test,  system  i n teroperation  test i n  accordance  
wi th  techn ical  cri teria  such  as  the  PWR Nuclear Power P lant Safety Exam ination  
Gu idel ines  Append ix 7-1 3  and  I EEE  Standard  7-4 .3. 2 .  

1 )  Software  component test  

Component test was  carried  ou t to  ensure  that POSAFE-Q software  satisfies  des ign  
requ i rements,  i n terface  requ i rements  and  software  des ign  speci fication  based  on  
hardware  i n  accordance wi th  the  techn ical  s tandards  such  as  I EEE Standard  1 008  and  
EPRI  TR-1 07330.  

2)  Software  i n tegration  test  

Software  i n tegration  test  was  carried  ou t to  confi rm  the  functional  dependencies  that 
are  configured  in  POSAFE-Q software  in  accordance wi th  the  techn ical  references  
such  as  I EEE  Std .  829  and  EPRI  TR-1 07330.  

3)  Software  system  test  

Software  system  test was  carried  ou t to  confi rm  that POSAFE-Q software  satisfies  
each  requ irement of requ irement speci fication  normal l y i n  accordance wi th  the  
techn ica l  references  such  as  I EEE  Std .  829  and  EPRI  TR-1 07330.  

4)  Software  system  i n teroperation  test  

Software  systems in teroperation  test were  performed  to  confi rm  that  POSAFE-Q 
software  satisfies  the  requ irements  speci fi ed  in  the  design  speci fication .  



 – 46  – I EC TR 63084:201 7  © I EC 201 7  

E.4 Rel iabi l i ty analysis  

To satisfy the  re l iabi l i ty requ i rement of I EEE 603,  the  quan ti tati ve  as  wel l  as  the  qual i tative  
anal ys is  for POSAFE-Q were  conducted  through  fai l u re  rate  and  MTBF anal ys is ,  and  FMEA 
review through  presumed  operation  scenarios.  The  resu l t  of re l i abi l i ty anal ys is  was  fi t  i n to  
orig inal  design  of POSAFE-Q i terati vel y.  

E.5 Regulatory compl iance  

The fol l owing  is  part of standards,  regu lations,  gu ide l i nes  and  report wh ich  are  used  to  des ign  
POSAFE-Q  I &C p latform  i n  order to  implement the  requ i rements  i n  them :  

a)  I EEE  603  – I EEE Standard  Cri teria  for Safety Systems  for Nuclear Power Generating  
Stations.  

b)  I EEE  7-4. 3. 2  – Standard  Cri teria  for D ig i tal  Computers  i n  Safety Systems  of Nuclear 
Power Generating  Stations.  

c)  Regu latory Gu ide  1 . 1 52  – Cri teria  for Use  of Computers  i n  Safety Systems  of Nuclear 
Power P lants  

d )  I EEE  1 01 2  – Standard  Software  Veri fication  and  Val idation  P lans  

e)  EPRI  TR-1 07330,  Generic Requ i rements  Speci fication  for Qual i ty a  Commercia l  Avai l ab le  
PLC  for Safety Related  Appl ications  in  Nuclear Power P lants .  
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Annex F  
(informative)  

 
Review of Rol ls-Royce’s  Spinl ine platform type approval 7  

F.1  Overview 

Rol ls-Royce is  a  lead ing  suppl ier of safety-cri tical  I &C systems  and  re lated  services  for NPPs.  
Rol ls-Royce has  developed  the  d ig i ta l  safety I &C  p latform  Spin l ine  to  implement cl ass  1  
safety I &C systems (accord ing  to  the  class i fication  of I EC  61 226:2009).  Spin l i ne  consists  of 
hardware  components  (such  as  cabinets,  racks  and  boards),  software  componen ts  (such  as  
the  operational  system  software  and  class  1  l i braries) ,  and  a  ded icated  proprietary System  
and  Software  Development Envi ronment CLARISSE.  Al l  Spin l i ne  hardware  and  software  
components  taken  i nd ividual l y are  class  1  (accord ing  to  the  class i fication  of I EC 61 226: 2009)  
qual i fi ed  and  meet in ternational  standards.  They have  a l ready been  widely used  and  proven  
on  several  NPPs.  

The  Spin l i ne  p latform  is  des igned ,  qual i fi ed  and  manufactured  by Rol l s-Royce.  From  the  
beg inn ing  Spin l i ne  has  been  des igned  and  qual i fied  to  meet European  nuclear safety 
standards.  Typical  appl ications  i nclude  reactor tri p  functions,  neu tron  fl ux measurement and  
eng ineered  safety features  actuation  systems  (ESFAS).  I t  has  been  i nstal led  successfu l l y i n  
several  existing  NPPs in  the  framework of refurb ishment of reactor protection  systems and  i n  
newly constructed  p lan ts.  

I n  order to  be  used  for the  implementation  of d i g i ta l  l&C systems designed  for safety l&C  
appl ications  i n  F inn ish  NPPs,  Rol ls-Royce  Civi l  N uclear SAS commiss ioned  the  TÜV 
Rhein land  I nsti tu t für S icherhei tstechnolog ie  ( I STec)  GmbH  for the  Type  Approval  of the  
d ig i ta l  safety I &C platform  Spin l i ne  i n  the  framework of the  ELSA refurbishment proj ect  
(Lovi isa  NPPs).  

F.2  Type approval  

Accord ing  to  the  F inn ish  Regu latory Gu idel ine  YVL E. 7  [YVLE7] ,  subsection  5. 1 0  "Type  
Approval ",  a  Type  Approval  shal l  be  acqu i red  for a l l  safety class  2  (see  the  note  below)  
equ ipment and  essentia l  accident i nstrumentation  i n  safety cl ass  3  (*)  (safety class  ЗA)  [para.  
569] .  The  Type  Approval  shal l  veri fy that the  product and  i ts  implementation  meet the  
appl icable  techn ica l  requ i rements .  

NOTE:  YVL cl assi fi cation  d i ffers  from  I EC 61 226: 2009  cl assi fi cation ;  safety cl ass  2  i n  YVL corresponds  to  cl ass  1  
i n  I EC 61 226: 2009  and  safety cl ass  3  re lated  to  essen tia l  accident  i nstrumentati on  i n  YVL corresponds  to  cl ass  2  i n  
I EC 61 226: 2009.  

The main  objecti ve  of the  type  approval  i s  to  ensure  that  

•  the  Spin l i ne  p latform  compl ies  wi th  the  appl icable  nuclear industry standards  accord ing  
the  type  approval  p l an ,  

•  the  Spin l i ne  p latform  con forms  to  i ts  speci fication ,  and  

•  the  Spin l i ne  des ign  and  manufactu ring  process  i s  control led  by a  qual i ty management 
system  compl ian t wi th  an  appropriate  s tandard  to  ensure  h i gh  qual i ty I &C  products.  

The  type  approval  approach  is  based  on  the  assessment of the  equ ipment des ign  (type  test)  
and  the  qual i ty management of manufacturing  of components.  

————————— 
7  Th i s  i n formation  i s  g i ven  for the  conven ience  of users  of th i s  document  and  does  not  consti tu te  an  endorsement  

by I EC of the  compan ies  named .  
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The  type  approval  covers  the  generic  qual i fication  of hardware  and  software  components.  The  
existi ng  qual i fication  is  cred i ted  to  obta in  the  type  approval  certi ficate.  I f m issing  tests  or 
unreached  constrain ts  are  i den ti fied ,  i t  wi l l  be  detai l ed  and  j usti fied .  

The  appl ication-speci fic qual i fication  is  not covered  by the  type  approval .  Appl ication-speci fic  
qual i fication  wou ld  typica l l y be  covered  d i rectl y the  NPP u ti l i ti es  and  poten tia l l y be  completed  
by a  th i rd  party i ndependen t expert assessment.  

The  requ i rements  appl i ed  for the  type  approval  are  fu l fi l l ed  by complying  wi th  the  i n ternational  
standards  l i s ted  i n  Table  F . 1 .  

Table  F .1  – I n ternational  IEC  standards  appl ied  for the  assessment  

No.  Standards  

1  I EC 61 51 3: 201 1 ,  Nuclear power p l an ts  – I nstrumentati on  and  con trol  for systems  importan t to  safety – 
Genera l  requ i rements  for systems,  Ed .  2 . 0,  201 1 -08  

2  I EC 60880: 2006,  Nuclear power p l an ts  – I nstrumentati on  and  control  systems  importan t to  safety – 
Software  aspects  for computer-based  systems  perform ing  category A functions,  Ed .  2 . 0 ,  2006-05  

3  I EC 60987: 2007,  Nuclear power p l an ts  – I nstrumentati on  and  con trol  importan t to  safety – Hardware  
des ign  requ i rements  for compu ter-based  systems,  Ed . 2 . 0,  2007-08  
I EC 60987: 2007/AMD1 : 201 3  

4  I ЕС  60780: 1 998,  Nuclear faci l i ti es  – E lectri cal  equ i pment importan t to  safety – Qua l i fi cation  

5  I EC 61 500: 2009,  Nuclear power p l an ts  – I nstrumentati on  and  con trol  importan t to  safety – Data  
commun ication  i n  systems  perform ing  category A functions,  Ed  2 . 0 ,  2009-1 0  

6  I EC 62566: 201 2,  Nuclear power p l an ts  – I nstrumentati on  and  con trol  importan t to  safety – Deve lopment 
of HDL-programmed  i n teg rated  ci rcu i ts  for systems  perform ing  category A functi ons,  Ed . 1 . 0 ,  201 2-01  

 

F.3  Type approval  process  

The type  approval  process  of the  Spin l i ne  p latform  i ncludes  the  fol lowing  subjects:  

•  the  assessment of the  hardware  wh ich  wi l l  be  u sed  to  bu i l d  the  del i vered  I&C systems 
(e. g .  process ing  boards,  i npu t/ou tpu t boards,  term inal  b locks,  cabinet components) ;  

•  the  assessment of generic software  (e. g . ,  operational  system  software,  speci fic proprietary 
class  1  l i braries) ;  

•  the  assessment of software  development tools  (e. g . ,  system  and  software  development 
envi ronment CLARISSE);  

•  the  assessment of generic embedded  F ie ld  Programmable  Gate  Array (FPGA)  used  for 
e lectron ic functions  of the  boards.  

The  type  approval  i s  performed  on  the  bas is  of documents.  Documents  wh ich  are  on l y 
avai lable  for review at Rol ls-Royce  prem ises  are  reviewed  i n  the  factory.  The  documents  used  
for the  type  approval  are  d i vi ded  in to  

•  "standards  and  gu idel ines",  the  “standards  and  gu idel ines”  defi ne  the  frame of the  type  
approval  process;  

•  " fundamenta l  documents",  the  “fundamental  documents”  cons idered  by I STec as  the  most 
re levant  documents  related  to  safety are  assessed  completel y and  in  detai l ;  

•  " referenced  documents" ,  the  “referenced  documents”  are  assessed  selecti vel y i n  order to  
evaluate  e. g . ,  traceabi l i ty aspects,  speci fic test cases,  etc. ;  

•  "supplementary documents" ,  the  “supplementary documents”  are  used  to  obtain  the  
overview about the  Spin l ine  p latform .  The  supplementary documents  comprise  a lso  the  
aud i t  documents.  
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The  assessment resu l ts  are  documented  i n  the  L ist of Open  Poin ts  (LOP)  as  m inor issues  
(e. g .  typ ing  errors,  form  errors),  requests  (e . g .  wrong  descripti ons  of techn ical l y correct i tems,  
i ncons istent or i nsufficien t descriptions) ,  and  key i ssues  (e. g .  non -conformance wi th  
gu idel i nes  or s tandards) .  

The  bas ic  pri ncip le  i s  the  review of the  considered  documentation  i nclud ing  thei r cons istency,  
formal  aspects,  and  functional  aspects .  The  documents  are  assessed  for i n ternal  cons istency 
and  completeness  (sel f-con tained  assessment)  and  for cons istency wi th  superior documents,  
respective l y wi th  the  requ i rements  from  previous  development phases.  The  documents  are  
exam ined  in  form  and  con ten t and  specia l  atten tion  is  paid  to  the  conform i ty wi th  the  
appl icable  s tandards.  

The  LOPs  are  commun icated  to  Rol ls-Royce who g ives  answers  to  the  LOP and  agrees  to  
necessary revis ions  of the  correspond ing  document.  The  LOPs  are  clari fi ed  between  I STec 
and  Rol ls-Royce  during  several  project meetings.  Rol ls-Royce adds  the  open  poin ts  (m inor 
issues  and  requests,  no  key i ssues)  i n  i ts  document management system  to  correct the  issues  
i n  fu ture  revis ions.  

The  assessed  documents  provide  the  essen tia l  i n formation  abou t the  qual i fication  of the  
d ig i ta l  safety I &C p latform  Spin l ine.  The  documents  i den ti fy the  components  and  i ts  i n ternal  
design .  Operational  performance requ i rements  under normal ,  abnormal  and  accident  
cond i tions  are  speci fied .  

The  appl ication  of the  qual i ty management system  for the  development of Spin l ine  is  
assessed  on  the  bas is  of documents  and  complemented  by aud i ts  at Rol l s -Royce.  The  qual i ty 
management system  is  supported  by eng ineering  procedures  provid ing  the  bas is  for h igh  
qual i ty I&C products .  The  eng ineering  and  qual i ty procedures  are  used  for system  des ign  and  
manufacturing .  
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