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FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard izati on  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by  I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agents  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
patent  ri gh ts.  I EC shal l  not  be  hel d  responsibl e  for i denti fyi ng  any or a l l  such  paten t  ri gh ts.  

A PAS is  a  techn ical  speci fication  not fu l fi l l i ng  the  requ i rements  for a  s tandard ,  bu t made  
avai l ab le  to  the  publ ic.  

I EC PAS 63062  has  been  processed  by I EC techn ical  committee  80:  Mari time navigation  and  
rad iocommunication  equ ipment and  systems.  

The  text  of th i s  PAS  i s  based  on  the  
fol l owing  document:  

Th i s  PAS  was  approved  for 
publ i cation  by the  P-members  of the  
comm i ttee  concerned  as  i nd icated  i n  

the  fol l owi ng  document 

Draft PAS  Report on  voting  

80/804/PAS  80/81 1 /RVD  

 
Fol lowing  publ ication  of th is  PAS,  wh ich  is  a  pre-standard  publ ication ,  the  techn ical  comm ittee  
or subcommittee  concerned  may transform  i t  i n to  an  I n ternational  Standard .  
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Th is  PAS shal l  remain  val i d  for an  i n i ti a l  maximum  period  of 3  years  starti ng  from  the  
publ ication  date.  The  val i d i ty may be  extended  for a  s ing le  period  up  to  a  maximum  of 
3  years,  at the  end  of wh ich  i t  shal l  be  publ ished  as  another type  of normative  document,  or 
shal l  be  wi thdrawn .  
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1  Scope 

This  document speci fi es  requ irements ,  methods  of testing  and  requ ired  test resu l ts  for 
removable  external  data  sources  (REDS)  appl ied  to  a l l  equ ipment described  hereunder:  

a)  sh ipborne  rad io  equ ipment form ing  part of the  g lobal  mari time d istress  and  safety system  
requ i red  by the  I n ternational  Convention  for Safety of L i fe  at Sea  (SOLAS)  as  amended ,  
and  by the  Torremol i nos  I n ternational  Convention  for the  Safety of F ish ing  Vessels  as  
amended ;  

b)  sh ipborne  navigational  equ ipment requ ired  by the  I n ternational  Convention  for Safety of 
L i fe  at Sea  (SOLAS)  as  amended ,  and  by the  Torremol i nos  I n ternational  Convention  for 
the  Safety of F ish ing  Vessels  as  amended ,  and  to  other navigational  a ids,  where  
appropriate.  

I t  i s  based  upon  the  requ irements  of I EC  61 1 62-460  for removable  external  data  source  
(REDS).  

2  Normative references  

There  are  no  normative  references  i n  th is  document.  

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  

I SO and  I EC main tain  term inolog ica l  databases  for use  i n  standard ization  at the  fol l owing  
addresses:  

•  I EC E lectroped ia:  avai lable  at  h ttp: //www.electroped ia. org /  

•  I SO  On l ine  browsing  p latform :  avai l able  at h ttp: //www. iso.org/obp  

3. 1   
removable  external  data source  
REDS  
user removable  non-network data  source,  i ncl ud ing ,  bu t not l im i ted  to  compact d iscs,  memory 
sticks  and  B luetooth

®
 d evices  

Note  1  to  en try:  B l uetooth  i s  the  trademark of a  product suppl i ed  by B l uetooth  Speci al  I n terest  Group.  Th i s  
i n formation  i s  g i ven  for the  conven ience  of users  of th i s  document  and  does  not  consti tu te  an  endorsement  by I EC  
of the  product named .  

[SOURCE:  I EC 61 1 62-460: 201 5,  3. 30 ]  

4 Requirements  

4.1  Physical  protection  

The number of connection  poin ts  (USB  ports ,  d isc d rives,  etc. )  sha l l  be  l im i ted  to  the  absolu te  
m in imum  requ i red  for the  operation  of the  system  and  i ts  l i fetime main tenance  and  support.   
Al l  other poin ts  shal l  be  phys ical l y b locked  from  easy access  by a  user wi thou t a  tool  or key.  
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4.2  Operational  protection  

USB  connection  poin ts  i n tended  for keyboards,  prin ters,  e tc.  sha l l  be  b locked  from  easy 
access  to  connect and  use  a  d i fferent device,  for example  by means  of a  tool  or key or 
password  protected  device  set-up  (d isable/enable).  

Connection  poin ts  used  for access  to  data  storage  shal l  be  configured  to  perm i t connection  
on l y to  data  sources  i den ti fied  as  USB  device  class  08h  (USB  mass  storage).  

For other operation  wi th  other USB  device  classes  and  non-USB REDS,  the  manufacturer 
shal l  provide  i n formation  about the  technology used  and  how the  connection  poin t fu l fi l s  the  
requ i rement to  l im i t  connection  to  on l y data  sources.  

4.3  Executable  program  fi le  veri fication  

Al l  au tomatic  execution  from  REDS i nclud ing  au to-run  from  USB  and  CD/DVD shal l  be  
proh ib i ted .   Manual  execution  of any type  of fi l es  from  REDS shal l  on ly be  poss ible  after 
pass ing  au then tication  for access ing  the  execu table  con ten t of the  REDS.  Manual  execution  
shal l  be  poss ib le  on l y for the  fi l es  wh ich  are  veri fied  before  execution ,  us ing  d i g i ta l  s ignature  
or specia l  keys.  

NOTE  1  A d i g i tal  s i gnatu re  method  i s  based  on  a  pri vate/publ i c  key pai r.  Typical l y,  a  hash  function  i s  used ,  for 
example  the  SHA-2  fam i l y.  (Use  of MD5 and  SHA-1  are  now d i scouraged ,  see  I SO/I EC 1 01 1 8-3. )  

NOTE  2  Specia l  keys  can  be  val ues  calcu lated  from  the  de l i vered  data  us ing  a  speci fi ed  function  and  compared  
agai nst  a  known  and  expected  val ue,  both  the  function  and  the  val ue  being  speci fi ed  by the  trusted  source  or 
sender.  

4.4  Non-executable  data  veri fication  

Al l  non-execu table  data  i n  REDS  shal l  be  veri fi ed  before  i t  i s  used  i n  equ ipment.  

5 Methods  of testing  and  required  test resul ts  

Refer to  the  device  and  the  manufacturer’s  documentation  and  confi rm  by i nspection  of the  
documented  evidence that the  number of connection  poin ts  for REDS (USB ports ,  d isc d ri ves,  
etc. )  are  l im i ted  to  the  m in imum  requ i red  for the  operation  of the  system  and  i ts  l i fetime 
maintenance  and  support.  

Confi rm  by observation  that any other connection  poin ts  are  phys ical l y b locked  from  easy 
access  by a  user wi thou t a  tool  or key.  

For USB  based  connection  poin ts  for REDS attach  one  by one  a  keyboard  or mouse  device  
( i . e .  USB  device  class  other than  08h)  to  the  port and  confi rm  by anal ytical  evaluation  that the  
EUT both  refuses  to  recogn ize  the  attached  device  and  refuses  to  perform  any functional i ty 
wi th  the  attached  device.  

For USB  based  ports  for other purposes  than  data  sources,  confi rm  by observation  that they 
are  blocked  from  easy access  by a  user.  

For connection  poin ts  other than  for USB  based  REDS use  i n formation  provided  by the  
manufacturer abou t the  technolog ical l y poss ib le  ro les  of the  REDS.  I f such  a  REDS is  
technolog ica l l y subject for poss ib le  change  of role  then  attach  one  by one  an  example  of such  
a  non-data  storage  device  to  the  port and  confi rm  by anal ytical  evaluation  that the  EUT both  
refuses  to  recogn ize  the  attached  device  and  refuses  to  perform  any functional i ty wi th  the  
attached  device.  
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One  by one  attach  a  device  to  the  connection  poin ts  for REDS or insert  a  med ia  i n to  the  
REDS (d isc d ri ves,  etc. )  and  confi rm  by anal yti ca l  evaluation  that a l l  au tomatic executions  at 
the  EUT is  proh ibi ted .  

I f the  EUT provides  manual  execution  of any type  of fi l es  from  REDS,  confi rm  by anal yti ca l  
evaluation  that manual  execu tion  i s  on l y possib le  for fi les  wh ich  have  been  veri fi ed  by d i g i ta l  
s ignatures  or specia l  keys.  

Use  the  manufacturer’s  documentation  abou t non-execu table  fi les  wh ich  can  be  used  by EUT.  
Confi rm  by anal yti ca l  evaluation  that a l l  non -executable  fi l es  are  veri fi ed  as  described  in  the  
manufacturer’s  documentation  before  use  by the  EUT.   
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