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____________ 

 
PROBABILISTIC  RISK ANALYSIS  OF TECHNOLOGICAL SYSTEMS –  
ESTIMATION  OF FINAL EVENT RATE AT A GIVEN  IN ITIAL STATE 

 
FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees) .  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC 
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  g overnmen tal  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e ,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsib l e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t possi b l e  i n  thei r nati onal  and  reg ional  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tse l f does  not  provi de  any attestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provi de  con form i ty 
assessmen t  services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsibl e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6 )  Al l  u sers  shou l d  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i cal  commi ttees  and  I EC  Nati onal  Commi ttees  for any persona l  i n j u ry,  property d amage  or 
o ther damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  pub l i cati ons  i s  
i nd i spensabl e  for the  correct appl i cati on  of th i s  publ i cati on .  

9)  Atten ti on  i s  d rawn  to  the  possib i l i ty that some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  sub ject  of 
paten t ri gh ts .  I EC  shal l  n ot  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The  main  task of I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ ication  of a  Techn ical  Report when  i t  has  col lected  
data  of a  d i fferen t kind  from  that wh ich  i s  normal ly publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC  TR 63039,  wh ich  i s  a  Techn ical  Report,  has  been  prepared  by I EC techn ical  commi ttee  
56:  Dependabi l i ty.  

The  text of th is  Techn ical  Report i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

56/1 655/DTR 56/1 684/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  Techn ical  Report can  be  found  i n  the  
report on  voting  ind icated  i n  the  above  table.  

Th is  publ ication  has  been  d rafted  i n  accordance  wi th  the  I SO/IEC Di rectives,  Part 2 .  
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The  commi ttee  has  decided  that the  conten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC  websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
related  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore print th is  document using  a  
colour printer.  
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I NTRODUCTION  

Th is  document defines  the  basic properties  of even ts  from  the  perspective  of probabi l i stic  ri sk 
analysis  and  use  of dependabi l i ty-related  techn iques  for the  analysis  of occurrence  of the  fi nal  
even t that resu l ts  i n  a  final  state  i n  wh ich  the  final  consequences  of a  ri sk may appear (see  
3. 1 . 1 ,  3 . 1 . 1 0  and  3 . 1 . 1 7).  

Techn iques  that are  appl ied  to  ri sk analysis  such  as  checkl i sts,  what-i f/analysis,  hazard  and  
operabi l i ty (HAZOP)  stud ies,  event tree  analysis  (ETA),  fau l t  tree  analysis  (FTA),  were  
orig inated  in  the  fie ld  of system  safety and  have  been  h igh ly developed  by bring ing  those  
fie lds  of dependabi l i ty and  system  safety i n to  connection  for many years  [1 1 ] [1 4] [1 7] [34] [35]  
[36] 1 .  The  analytical  techn iques  described  in  I EC 61 025,  I EC 61 1 65  and  I EC  62502  are  wel l  
defined  and  systematised  for dependabi l i ty analysis.  However i t  shou ld  be  considered  that 
there  are  s ign i fican t d i fferences  between  the  dependabi l i ty and  probabi l i stic  ri sk analyses.  

F i rstly,  states  of an  i tem  such  as  the  up,  down ,  operating  and  non-operating  states  as  wel l  as  
those  even ts  of fa i lu re  and  restoration  are  usual l y brought i n to  focus  i n  the  dependabi l i ty 
analysis  [5] [7] .  The  probabi l i stic  ri sk analysis  i s  often  concerned  wi th  not on ly those  aspects  
of the  states  and  even ts  re lated  to  the  down  and  up  bu t a lso  states  of demand  and  non-
demand ,  and  i n i tia l ,  i n termed iate  and  final  states,  as  wel l  as  such  add i tional  even ts  as  
demand ,  completion ,  final  and  renewal  even ts  (see  3 . 1 . 3 ,  3 . 1 . 8 ,  3 . 1 . 1 0 ,  3 . 1 . 1 1 ,  3 . 1 . 1 7  and  
3 . 1 . 20).  

Second ly,  types  of the  fi nal  even t shou ld  be  considered  for the  probabi l i stic  ri sk analysis  
because  systemic dependencies  between  i tems  are  often  dominan t over the  occurrence  of the  
fi nal  even t.  Namely,  the  fi nal  events  are  categorised  i n to  the  repeatable  and  unrepeatable  
from  the  perspective  of probabi l i stic ri sk analysis  (see  3. 1 . 1 8  and  3 . 1 . 1 9) .  I n  add i tion  the  
sequence  of occurrences  of even ts  shou ld  be  taken  i n to  account because  the  even t sequence  
often  dominates  the  occurrence  of the  final  even t (see  7 . 2 ,  9 . 2 ,  9 . 3  and  9 . 4).  

The  quan ti tative  measures  targeted  by the  dependabi l i ty analysis  are  main ly the  fa i l u re  rate,  
fa i l u re  frequency,  repai r rate,  re l iabi l i ty,  avai labi l i ty and  main tainabi l i ty,  etc.  of an  i tem.  Not 
on ly those  target measures  bu t a lso  add i tional  measures  such  as  rates  and  frequency of 
those  even ts  of demand ,  completion  and  renewal ,  as  wel l  as  ri sk exposure  time  shou ld  be  
expl ici tl y and  comprehensively analysed  for the  probabi l i stic  ri sk analysis  (see  3. 1 . 30).  

When  risk analysis  i s  performed  quanti tatively,  the  even t rate  and  frequency are  general ly 
used  for the  target measures  of occurrence  of final  even t (see  for i nstance  Annex B).  I n  th is  
document,  the  target measures  of occurrence  of fi nal  even t are  defined  by such  measures  as  
a  fi nal  event frequency (FEF),  average  FEF,  fi nal  even t rate  (FER)  at a  g i ven  in i tia l  state,  and  
FEF  at a  g i ven  i n i tia l  state  (see  3 . 1 . 21 ,  3 . 1 . 22,  3 . 1 . 25  and  3 . 1 . 26).  

Such  measures  as  FEF  at a  g iven  in i tia l  state  are  newly i n troduced  target measures  for the  
probabi l i stic ri sk analysis,  wh ich  are  qu i te  d i fferen t from  those  target measures  of 
conventional  dependabi l i ty analyses  mentioned  above,  because  such  variables  as  demand  
and  completion  rates  and  frequencies,  as  wel l  as  ri sk exposure  time  that have  not been  
appl ied  to  the  conventional  dependabi l i ty analyses  are  expl ici tl y i n troduced  i n to  the  new 
target measures.  Therefore,  those  new measures  shou ld  be  defined  and  those  conventional  
techn iques  mod i fed  appropriately for the  appl ication  to  the  probabi l i stic  ri sk analysis.  

I n  add i tion  i t  i s  i nevi table  for the  ri sk analysis  of complex systems  that such  analytic 
techn iques  as  the  HAZOP,  FMEA,  RBD,  FTA and  Markov techn iques  shou ld  be  appl ied  
complementari l y.  Th is  document i l l ustrates  how to  orchestrate  those  mod i fied  techn iques  to  
extract the  maximum  synerg istic efficacy for the  probabi l i stic  ri sk analysis.  

_____________ 

1   N umbers  i n  square  brackets  refer to  the  B i b l i og raphy.  

Copyright International  Electrotechnical  Commission  



 –  8  – I EC  TR 63039:201 6  © IEC  201 6  

Thus,  th is  document a ims  at defin ing  the  target measures  of occurrence  of a  final  even t by the  
FER at a  g iven  i n i ti a l  state,  FER at a  recogn ised  state  and  FER at a  recogn ised  group  state  
for the  probabi l i stic  ri sk analysis ,  and  advises  how to  apply the  mod i fied  techn iques  
complementari l y to  the  analysis  of those  target measures  by referring  to  the  topics  focusing  
on  risk analyses  of nuclear power p lan ts,  a i rbag  con trol ,  au tomated  brake  and  steering  con trol  
systems  for sel f-driving  cars,  system  wi th  fau l t recogn ised  on ly by demand ,  as  wel l  as  the  
appl ication  of th is  document to  functional  safety.  

I t  i s  general l y bel ieved  that probabi l i stic  ri sk analyses  are  more  compl icated  than  those  of 
dependabi l i ty.  However,  th is  document wi l l  provide  a  much  s impler and  real istic  approach  for 
probabi l i stic ri sk analyses  compared  to  the  conventional  approaches,  and  wi l l  make  i t  easier 
to  cope  wi th  the  risks  of complex systems  (see  Table  1 ,  Clause  6 ,  9 . 1 ,  9 . 2 ,  9 . 5,  C lauses  A.5  
and  B.3).  
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PROBABILISTIC  RISK ANALYSIS  OF TECHNOLOGICAL SYSTEMS –  
ESTIMATION  OF FINAL EVENT RATE AT A GIVEN  IN ITIAL STATE 

 
 
 

1  Scope 

Th is  document provides  gu idance  on  probabi l i sti c ri sk analysis  (hereafter referred  to  as  ri sk 
analysis)  for the  systems  composed  of e lectrotechn ical  i tems  and  i s  appl icable  (bu t not 
l im i ted )  to  a l l  e lectrotechn ical  i ndustries  where  risk analyses  are  performed .  

Th is  document deals  wi th  the  fol lowing  topics  from  the  perspective  of ri sk analysis :  

– defin ing  the  essentia l  terms  and  concepts;  

– speci fying  the  types  of even ts;  

– classi fying  the  occurrences  of even ts;  

– describ ing  the  usage  of mod i fied  symbols  and  methods  of graph ical  representation  for 
ETA,  FTA and  Markov techn iques  for applying  those  mod i fied  techn iques  complementari l y 
to  the  complex systems;  

– suggesting  ways  to  hand le  the  event frequency/rate  of complex systems;  

– suggesting  ways  to  estimate  the  even t frequency/rate  based  on  risk mon i toring ;  

– provid ing  i l l ustrative  and  practical  examples.  

The  relationsh ip  between  the  even ts  covered  by th is  document and  associated  ri sks  are  
described  in  Table  1 .  Risk i s  defined  as  the  effect of uncertain ty on  objectives  (see  3 . 1 . 1 ) .  
The  uncertain ty i s  here  assumed  to  be  composed  of two  e lements:  the  epistemic and  a leatory.  
The  epistemic i s  categorised  i n to  the  known  and  unknown ,  and  the  effect of the  aleatory i s  
classi fied  i n to  the  control led  and  the  uncontrol led ,  respectively.  Therefore,  the  risk associated  
wi th  the  known  event of wh ich  impact i s  control led  i s  the  control led  ri sk,  and  the  risk 
associated  wi th  the  known  event of wh ich  impact i s  not con trol led  i s  the  uncontrol led  risk.  
Favourable  meta-risk i s  of an  unknown  event of wh ich  impact can  be  casual l y con trol led  even  
i f th is  unknown  event appears,  and  un favourable  meta-risk i s  of an  unknown  event of wh ich  
impact cannot be  con trol l ed .  

For example,  the  risks  resu l ting  from  random  hardware  fa i lu res  of e lectrotechn ical  i tems  wi l l  
be  categorised  in to  the  con trol led  or uncontrol led  risks,  wh i le  the  ri sks  owing  to  software  bugs  
cou ld  be  classi fied  i n to  the  favourable  or un favourable  meta-risks.  Th is  document covers  the  
con trol led  and  uncontrol l ed  ri sks  resu l ting  from  the  even ts  that can  be  assumed  to  occur 
randomly and  i ndependently of time  (see  Clause  6 ,  9 . 1 ,  9 . 2 ,  9 . 5  and  Clause  B.3) .  

Table  1  – Events  and  associated  risks  

 
Epi stemic 

Known  Unknown  

A
le
a
to
ry
 

Con trol l ed  
Con trol l ed  

Even t  ri sk 

Con trol l ed  

Meta-ri sk 

Uncon trol l ed  
Uncontro l l ed  

Even t  ri sk 

U ncontrol l ed  

Meta-ri sk 
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2  Normative references  

The  fol l owing  documents  are  referred  to  i n  the  text i n  such  a  way that some or a l l  of thei r 
con ten t consti tu tes  requ i rements  of th is  document.  For dated  references,  on ly the  ed i tion  
ci ted  appl ies.  For undated  references,  the  l atest ed i tion  of the  referenced  document ( includ ing  
any amendments)  appl ies.  

I EC  60050-1 92,  International Electrotechnical Vocabulary – Part 192: Dependability (avai lable  
at  www.electroped ia. org)  

I EC  61 703,  Mathematical expressions for reliability,  availability,  maintainability and 
maintenance support terms 

3  Terms,  defin i tions  and  abbreviated  terms 

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  terms  and  defin i tions  g iven  i n  I EC  60050-1 92  and  
I EC  61 703,  as  wel l  as  the  fol lowing  apply.  

I SO  and  I EC  main tain  terminolog ical  databases  for use  i n  standard ization  at the  fol lowing  
addresses:  

•  I EC  Electroped ia:  avai lable  at h ttp: //www.electroped ia.org / 

•  I SO  On l ine  browsing  platform:  avai lable  at h ttp: //www. iso.org/obp  

3.1 .1   
risk 
effect of uncertain ty on  objectives  

Note  1  to  en try:  Ri sk i s  often  expressed  i n  terms  of a  combinati on  of the  consequences  of an  even t  ( i ncl ud ing  
changes  i n  ci rcumstances)  and  the  associated  l i ke l i hood  of occu rrence  (see  I SO  Gu i de  73 : 2009,  1 . 1 ,  Note  4 ) .  

Note  2  to  en try:  Safety-re l ated  ri sk i s  defi ned  as  the  combinati on  of the  probabi l i ty of harm  and  the  severi ty of 
that  harm  (see  3 . 9  i n  I SO/I EC  Gu i de  51 : 201 4).  

Note  3  to  en try:  Resi dual  ri sk i s  the  ri sk remain i ng  after ri sk treatmen t.  The  ri sk treatmen t i ncl udes  the  process  to  
mod i fy any ri sk by protecti on  l ayers  i n  th i s  document (see  3 . 8 . 1 . 6  i n  I SO  Gu i de  73 : 2009,  7 . 2 . 1 ,  9 . 1  and  Clause  B . 6).  

[SOURCE:  I SO  Gu ide  73: 2009,  1 . 1 ,  mod i fied  — the  notes  from  the  orig inal  defin i tion  have  
been  replaced  by new notes. ]  

3.1 .2   
state  

3. 1 .2 .1   
state  
<mathematical  expression>  particu lar cond i tion  wh ich  an  i tem  keeps  i n  a  speci fic time  i n terval  

Note  1  to  en try:  A fau l t  i s  for example  a  s tate  wh i l e  a  fa i l u re  i s  an  even t.  A state  transi ti on  d i ag ram  descri bes  
system  states  and  s tate  transi ti ons  (see  1 92-03-01  i n  I EC  60050-1 92: 201 5,  and  3 . 1 . 4 ,  3 . 1 . 5  and  3 . 1 . 7) .  

3.1 .2 .2   
state  
<risk i den ti fication ,  analysis  and  con trols>  property of a  system  being  of certa in  duration  

Note  1  to  en try:  S tates  are  cl ass i fi ed  i n to  acti vated  and  i nert  s tates  accord ing  to  the i r degree  of d i sorder (or 
order) .  The  acti vated  s tate  i s  i n  the  l ower degree  of d i sorder ( i . e . ,  the  h i gher deg ree  of order)  and  the  i nert  s tate  i s  
i n  the  h i gher degree  of d i sorder.  The  measure  of d i sorder of a  system  state  i s  en tropy that i s  a l so  a  measu re  of the  
“mu l ti p l i ci ty”  associated  wi th  the  system  state  (see  3 . 1 . 2 . 2 ,  N ote  4 ,  3 . 1 . 3 ,  Note  2 ,  and  C lause  B . 2) .  
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Note  2  to  en try:  I f i tems  i n teract wi th  each  other,  an  acti vated  acti on  can  occur i n  thei r acti vated  state ,  however i n  
the i r i nert  s tate  the  acti vated  acti on  cannot  occu r and  an  i nert  acti on  i s  generated  i nstead  of the  acti vated  acti on .  

Note  3  to  en try:  Acti vated  acti ons  are  categori zed  i n to,  for example,  types  of:  a )  energy transm issi on ,  b)  
i n formati on  propagation ,  c)  agen t  transfer,  d )  suppl y obstructi on ,  and  e)  the  rest  [1 6 ] .  

Note  4  to  en try:  Functi on  i s  an  abi l i ty of an  i tem  to  generate  acti vated  acti on (s)  or i nert  acti on (s)  or both  as  
requ i red  (see  3 . 1 . 3 ,  3 . 1 . 1 3 ,  3 . 1 . 32 ,  3 . 1 . 33 ,  3 . 1 . 34 ,  7 . 2 ,  9 . 1 ,  C l auses  B . 1 ,  B . 4 ,  B . 5  and  B . 6)  [1 6 ] .  

3.1 .3   
demand  state  
state  i n  wh ich  a  function  i s  demanded  from  a  system  

Note  1  to  en try:  Under a  d emand  s tate  an  i tem  i s  requ i red  to  be  operati ng  to  d emonstrate  i ts  speci fi c  functi on (s),  
i . e . ,  to  generate  acti vated  acti on (s)  or i nert  acti on (s)  or both  as  requ i red  (see  3 . 1 . 2 . 2 ,  N ote  4 ) .  

Note  2  to  en try:  A non -demand  s tate  i s  the  state  where  a  functi on  i s  n ot  d emanded  from  a  system,  i . e . ,  the  i tem  i s  
requ i red  to  be  i n  a  non -operati ng  state  for a  speci fi c  functi on (s)  (see  1 92-02-06  i n  I EC  60050-1 92 : 201 5) .  

Note  3  to  en try:  A state,  for i n stance,  i n  wh ich  a  d ri ver of au tomobi l e  i s  acti vati ng  the  compu ter-regu lated  brake  
con trol  system  to  s top  the  au tomobi l e  i s  a  demand  state  for th i s  functi on  of the  system,  and  the  s tate  i n  wh i ch  the  
d ri ver i s  not  acti vati ng  th i s  con trol  system  i s  a  non -demand  s tate  for th i s  functi on  of the  con trol  system.  The  s tate  
i n  wh ich  the  d river i s  not  acti vati ng  th i s  con tro l  system  i s  the  demand  state  for the  add i ti ona l  functi on  of th i s  con trol  
system  to  preven t  unnecessary acti vati on  of the  brake  con trol  functi on  to  stop  an  au tomobi l e  from  occurri ng ,  and  
the  s tate  where  the  d ri ver i s  acti vati ng  the  con tro l  system  i s  the  non -demand  s tate  for the  add i ti ona l  functi on  (see  
9 . 3 . 1  b)  and  C lause  B . 2) .  

Note  4  to  en try:  A d emand  i s  d efi ned  as  the  s tart  of a  d emand  state ,  and  a  completi on  i s  defi ned  as  the  
term inati on  of the  demand  s tate.  A d emand  and  completi on  are  even ts  (see  3 . 1 . 4 ).  

Note  5  to  en try:  Con ti nuous  mode  of operati on  for a  fu ncti on  i s  a  mode  of operati on  where  a  demand  s tate  for the  
functi on  l asts  for u se.  The  demand  mode  of operati on  of a  function  i s  that where  those  demand  and  non -demand  
states,  i . e . ,  d emands  and  completi ons  appear a l ternate l y for u se  (see  7 . 2 ,  9 . 3 ,  Cl auses  A. 1 ,  B . 1 ,  B . 4 ,  B . 5  and  B . 7) .  

Note  6  to  en try:  Demand  and  operati ng  states  are  not equ iva len t because  of the  poss ib i l i ty of two  fa i l u re  modes:  
an  i tem  i s  operati ng  u nder a  non -demand  s tate,  and  another i tem  i s  not operati ng  under a  demand  s tate  (see  3 . 1 . 3 ,  
Notes  1  and  2 ,  and  9 . 3) .  

3.1 .4  
event 
transi tion  
change  from  one  state  to  another state  

N ote  1  to  en try:  An  even t i s  the  term ination  of a  s tate  or the  s tart  of a  next  state.  

Note  2  to  en try:  I n  the  con text  of ri sk ana l ys i s ,  a  ri sk i s  often  represen ted  not  on l y by verba l  express i ons  bu t  a l so  
i n  terms  of states  and  the i r transi ti ons  by u se  of a  fau l t  tree  (FT) ,  a  s tate  transi ti on  d i ag ram,  e tc.  

Note  3  to  en try:  Even ts  are  cl assi fi ed  i n to  i n termed iate  and  fi na l  even ts  from  the  perspecti ve  of s tate  transi ti on  
d i ag rams  for representati on  of ri sks  (see  3 . 1 . 1 6  and  3 . 1 . 1 7).  

[SOURCE:  I EC 61 1 65: 2006,  3 . 9 ,  mod i fied  — the  notes  from  the  orig inal  defin i tion  have  been  
replaced  by new notes. ]  

3.1 .5   
system 
set of i n terrelated  or i n teracting  e lements  

Note  1  to  en try:  The  s tructu re  of a  system  may be  h i erarch i ca l .  An  overa l l  system  i s  composed  of several  
subsystems.  

Note  2  to  en try:  For conven ience  the  term  “system  state”  wi l l  be  u sed  to  d enote  a  state  of a  system  (see  3 . 1 . 7) .  

[SOURCE:  I SO  9000:201 5,  3 . 5. 1 ,  mod i fied  — notes  have  been  added . ]  

3.1 .6   
e lement 
component or set of components,  wh ich  acts  as  a  s ing le  en ti ty 
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3.1 .7   
system  state  
particu lar combination  of the  states  of e lements  that compose  a  system  

Note  1  to  en try:  The  system  state  often  cons i sts  of up,  down ,  operati ng  and  non -operati ng  states  of i tems,  
demand  and  non -demand  states ,  and  other envi ronmental  cond i ti ons  ou ts i de  of the  i tems  (see  3 . 1 . 5,  N ote  2 ) .  

3 . 1 .8   
i n i tial  state  
system  state  i n  wh ich  a  system  orig inates  the  fi rst state  transi tion  i n  a  state  transi tion  d iagram  
that represents  (a)  ri sk(s)  

Note  1  to  en try:  I f a  ri sk i s  i den ti fi ed ,  i t  can  be  represen ted  not  on l y verbal l y bu t  a l so  by u se  of such  d i ag rams  as  
an  even t tree,  FT,  e tc.  for q ua l i tati ve  or probabi l i s ti c  ri sk anal yses  (see  for example  F i gu re  3 ,  F i gu re  9  and   
F i gu re  1 0 ) .  

Note  2  to  en try:  I f system  state  X i s ,  for i nstance,  an  i n i ti a l  s ta te ,  th i s  i s  a l so  expressed  as  i n i ti a l  s tate  X.  

3.1 .9   
vi rtual  in i tial  state  
system  state  to  wh ich  a  vi rtual  state  transi tion  from  a  final  state  i s  assumed  to  calcu late  MTFE  
at a  recogn ised  state  and  FER at a  recogn ised  state  

Note  1  to  en try:  See  3 . 1 . 1 0 ,  3 . 1 . 24 ,  3 . 1 . 25,  3 . 1 . 27  and  3 . 1 . 28 .  

Note  2  to  en try:  See  for example  F i gu re  1 7 .  

Note  3  to  en try:  I f system  state  X i s ,  for i nstance,  a  vi rtual  i n i ti a l  s tate ,  th i s  i s  expressed  as  vi rtual  i n i ti a l  s ta te  X.  

3.1 .1 0   
final  state  
system  state  i n  wh ich  the  fi nal  consequences  of a  ri sk may appear  

N ote  1  to  en try:  The  fi na l  consequence  does  not a lways  appear i n  the  fi na l  s tate  because  i t  may depend  on  the  
sequence  of appearances  of i n t.  s tates  (see  3 . 1 . 1 1 ,  7 . 2 ,  9 . 2  and  9 . 3) .  

Note  2  to  en try:  A system  en ters  the  fi nal  s tate  by a  fi na l  even t  (see  3 . 1 . 1 7).  

3.1 .1 1   
i n t.  state  
in termediate  state  
system  state  i n  a  state  transi tion  d iagram  that represents  (a)  ri sk(s),  wh ich  i s  not the  i n i tia l  or 
fi nal  states  

3.1 .1 2   
antecedent state  
i n i ti al  state,  or,  i f i t  exists,  any i n t.  state  i n  a  state  transi tion  d iagram  that represents  (a)  ri sk(s)  

Note  1  to  en try:  See  3 . 1 . 8  and  3 . 1 . 1 1 .  

Note  2  to  en try:  An  an teceden t  state  can  be  desi gnated  by u se  of a  set  of s tates  such  as  up ,  down ,  operati ng ,  
non -operati ng ,  demand ,  non-demand ,  shu tdown  s tates ,  and  other envi ronmen tal  cond i ti ons  (see  for example  
F i gu re  3) .   

3.1 .1 3   
recognised  state  
antecedent state  that i s  detected  and /or recogn ised  at a  speci fic time  

Note  1  to  en try:  An teceden t  s tates  are  often  (bu t  not  a lways)  recogn i sed  by u se  of such  means  as  sel f-d i agnosi s  
functi ons  of products ,  period ical  tests  of componen ts ,  h uman  recogn i ti on  of ci rcumstances,  human  recogn i ti on  of 
operati on ,  e tc. ,  a t  a  speci fi c  time.  

Note  2  to  en try:  I f an  an teceden t  s tate  of a  system  i s  a  recogn ised  s tate ,  then  i t  can  be  recogn ised  that  the  
system  state  i s  or i s  not  i n  th i s  an teceden t  state  at  a  speci fi c  t ime,  and  vi ce  versa.  
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Note  3  to  en try:  A fi nal  s tate  i s  assumed  to  be  recogn i sed  at  any time  i n  th i s  documen t (see  9 . 3  and  9 . 4) .  

Note  4  to  en try:  Because  there  may be  an tecedent  s tate(s)  ou ts i de  of mon i tori ng  and  recogn i ti on ,  the  an teceden t 
states  are  not  a lways  recogn ised  and  therefore  cl assi fi ed  i n to  the  recogn ised  and  not  recogn ised  s tates  (see  3 . 1 . 1 5,  
Note  1 ) .  

3.1 .1 4  
group  state  
set of two  or more  an tecedent states  that cannot be  recogn ised  as  s ing le  an tecedent states  

Note  1  to  en try:  See  3 . 1 . 1 3,  N ote  4 .  

3.1 .1 5  
recognised  group state  
group  state  that i s  recogn ised  at a  speci fic time  

Note  1  to  en try:  Suppose,  for example,  that an teceden t  s tates  are  system  states  A,  B  and  C,  and  the  recogn ised  
state  i s  system  state  C  on l y,  then  the  g roup  state  that  i s  composed  of A and  B  i s  the  recogn i sed  g roup  s tate,  
because  i t  can  be  recogn ised  that the  system  i s  i n  th i s  g roup  state  i f i t  i s  recogn i sed  that  the  system  i s  i n  n ei ther 
the  system  state  C  nor the  fi nal  s tate  at  a  speci fi c  t ime,  and  vi ce  versa  (see,  3 . 1 . 1 3 ,  Notes  3  and  4 ) .  

3.1 .1 6   
i n t.  event 
in termediate  event 
state  transi tion  wh ich  i s  not the  fi nal  or the  renewable  even ts  

Note  1  to  en try:  See  3 . 1 . 4 ,  3 . 1 . 1 7  and  3 . 1 . 20 .  

Note  2  to  en try:  A state  transi ti on  between  an teceden t states  i s  an  i n t.  even t,  bu t  not  vi ce  versa  (see  3 . 1 . 1 8) .  

3.1 .1 7   
final  event 
start of the  fi nal  state,  i . e. ,  a  state  transi tion  from  any an tecedent state  (or cri ti cal  s tate)  to  the  
fi nal  state  

Note  1  to  en try:  See  3 . 1 . 1 0  and  3 . 1 . 1 2 .  

Note  2  to  en try:  A fi nal  even t  i s  a l so  ca l l ed  a  cri ti cal  even t,  bu t  not  vi ce  versa  [7 ] .  

Note  3  to  en try:  Th i s  term  may refer to  a  hazardous  or harmfu l  even t  i n  the  fi e l d  of ( functi onal )  safety [1 0 ] .  

3.1 .1 8   
repeatable  final  event 
final  even t that can  repeat 

Note  1  to  en try:  See  for example  F i gu re  3 .  

Note  2  to  en try:  I t  i s  n ecessary for a  repeatabl e  fi na l  even t that  th i s  fi nal  even t  does  not  affect  the  way of 
appearance  and  d i sappearance  of (an )  i n t.  s tate(s) ,  because  i f a  fi na l  even t changes  the  way(s)  of appearance  and  
d i sappearance  of the  i n t.  s tate(s) ,  the  ori g i nal  system  state(s)  and  the  associated  ri sk that  resu l ts  from  the  ori g i nal  
system  state(s)  wi l l  not  remain  any l onger after the  fi na l  even t.  

Note  3  to  en try:  The  fi na l  s tate  that resu l ts  from  a  repeatabl e  fi na l  even t may cause  trans i ti on  to  i n t.  s tate(s)  and  
the  fi nal  even t  may repeat  (see  3 . 1 . 1 6 ,  Note  2 ) .  

3.1 .1 9   
unrepeatable  final  event 
fi nal  even t that cannot repeat 

Note  1  to  en try:  See  for example  F i gu re  3 .  

Note  2  to  en try:  I f a  fi nal  even t  changes  the  way(s)  of appearance  and  d i sappearance  of (an )  i n termed iate  state(s)  
permanentl y then  the  fi nal  even t  cannot repeat,  because  the  ori g i nal  system  state(s)  and  the  ri sk resu l ti ng  from  the  
ori g i na l  system  state(s)  do  not  remain  any l onger after the  fi na l  even t  (see  3 . 1 . 1 8 ,  Note  2 ) .  
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Note  3  to  en try:  I f a  fi na l  s tate  i s  transferred  to  the  i n i ti a l  s tate  and  the  system  i s  renewed ,  the  fi na l  even t  i s  the  
un repeatable  fi na l  even t because  the  renewed  system  state  i s  d i fferen t from  the  ori g i nal  system  state  (namely the  
renewed  system  state  i s  not  the  ori g i na l  system  state  i tse l f) .  

3 . 1 .20   
renewal  event 
termination  of a  final  state  that resu l ts  from  an  unrepeatable  fi nal  even t,  causing  transi tion  to  
an  i n i tia l  state  or a  vi rtual  i n i tia l  state  

Note  1  to  en try:  The  fi nal  s ta te  resu l ti ng  from  a  repeatabl e  fi na l  even t  may cause  transi ti on  to  an  i n t.  s tate(s)  (see  
3 . 1 . 1 8,  Note  3 ).  

3.1 .21   
event frequency 
l im i t,  i f i t  exists,  of the  quotien t of the  mean  number of occurrences  of an  event wi th in  time  

i n terval  [t,  t+∆t] ,  to  ∆t,  when  ∆t  tends  to  zero,  g i ven  that the  system  is  i n  a  g iven  i n i tia l  state  at 
time  t  =  0  

Note  1  to  en try:  Even t  frequency ω (t)  i s  expressed  i n  the  formu la  

ttNttNEt
t

∆−∆+=
+→∆

/)]()([lim)(
0

ω  

where  

N(t)   i s  the  s tati sti ca l l y-expected  number of occu rrences  of an  even t  i n  the  t ime  i n terval  [0 ,  t] ,  where  E  d enotes  the  
expectati on .  

Note  2  to  en try:  The  un i t  of measu remen t of even t  frequency i s  the  un i t  of time  to  the  power -1 .   

3.1 .22   
average  event frequency 
event frequency averaged  over a  period  of time  H 

Note  1  to  en try:  Average  even t  frequency of ω (t) ,  ω (0 ,H) ,  i s  defi ned  as  

( ) ( ) ( )dttHH
H

∫=
0

/1,0 ωω  

where  

( )tω  i s  even t  frequency at  time  t;  

( )dtt
H

∫0 ω  i s  the  probabi l i ty that  an  un repeatabl e  even t occu rs  i n  the  time  i n terval  [0 ,  H]  or i s  the  stati s ti cal l y-

expected  number of occu rrences  of a  repeatabl e  even t  i n  the  t ime  i n terval  [0 ,  H] .  

3.1 .23   
state  transition  rate  
conditional  event intensity 
l im i t,  i f i t  exists,  of the  quotien t of the  cond i tional  probabi l i ty that an  even t,  i . e . ,  a  state  

transi tion  from  system  state  X to  Y,  occurs  wi th in  time  i n terval  [t,  t+∆t] ,  to  ∆t,  when  ∆t  tends  to  
zero,  g i ven  that the  system  is  i n  system  state  X a t  time  t  

Note  1  to  en try:  I f the  occu rrence  of an  even t  fo l l ows  an  exponen ti a l  d i s tri bu ti on ,  i . e . ,  an  even t  occu rs  a t  random  
and  i n dependen tl y of time,  then  the  cond i ti ona l  even t i n tensi ty i s  constan t  and  the  constan t  cond i ti ona l  even t 
i n tensi ty i s  ca l l ed  a  constan t  even t  rate  or a  constan t  s tate  transi ti on  rate  i n  th i s  documen t (see  Cl auses  1 ,  5 ,  7 ,  9 ,  
A. 1  and  B . 1 ) .  

Note  2  to  en try:  The  un i t  of measu remen t of even t  rate  and  s tate  transi ti on  rate  i s  the  un i t  of time  to  the  power -1 .  

3.1 .24  
MTFE  at a  g iven  in i tial  state  
mean  time  to  final  event at  a  g iven  in i tial  state  
mean  time  from  an  i n i tia l  state  or a  vi rtual  i n i tia l  state  to  the  occurrence  of the  fi rst final  even t 

Note  1  to  en try:  A g i ven  i n i ti a l  s tate  means  any an tecedent  s tate  (see  3 . 1 . 8 ,  3 . 1 . 9 ,  3 . 1 . 1 2  and  3 . 1 . 20).  
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Note  2  to  en try:  The  MTFE  at  a  g i ven  i n i ti a l  s tate  i s  s im i l ar to  mean  up  time  (MUT)  rather than  mean  operati ng  
time  to  fa i l u re  (MTTF),  however an tecedent  states  i ncl ude  not  on l y u p,  down ,  operati ng  and  non -operati ng  s tates  of 
i tems  bu t  a l so  d emand ,  non -demand ,  shu tdown  s tates  and  other envi ronmen tal  cond i ti ons  ou ts i de  of the  i tems  (see  
I EC  60050-1 92 :  201 5, 1 92-05-1 1  and  I EC 60050-1 92 : 201 5, 1 92-08-09).  

3.1 .25  
FER at a  g iven  in i tial  state  
final  event rate  at  a  g iven  in i tial  state  
l im i t,  i f i t  exists,  of the  quotien t of the  cond i tional  probabi l i ty that a  fi nal  even t  occurs  wi th in  

time  in terval  [t,  t+∆t] ,  to  ∆t,  when  ∆t  tends  to  zero,  g iven  that the  system,  of wh ich  state  
transi tion  rates  are  constan t,  and  of wh ich  final  state  causes  transi tion  on ly to  an  i n i tia l  state  
or a  vi rtual  i n i tia l  state,  i s  i n  a  steady state  and  i s  not i n  the  final  state  

Note  1  to  en try:  For the  renewable  system  wi th  constan t  s tate  transi ti on  rates  the  FER at  a  g i ven  i n i ti a l  s tate  
becomes  constan t  and  equa ls  the  reciproca l  of the  MTFE  at  a  g i ven  i n i ti a l  s ta te  [1 8 ] [1 9] [27] [29] .  

Note  2  to  en try:  The  FER at  a  g i ven  i n i t i a l  s tate  may refer to  a  harmfu l  or hazardous  even t  rate  (HER)  i n  the  fi e l d  
of functi onal  safety (see  3 . 1 . 1 7 ,  Note  3 ,  7 . 2 ,  9 . 3 . 2 ,  C l auses  B . 1  and  B . 4) .  

Note  3  to  en try:  S teady s tate  i s  the  s tate  of a  system  where  i n fi n i te  time  has  e l apsed  and  the  probabi l i ti es  of a l l  
systems  states  of a  s tate  transi ti on  d i ag ram  that  represents  (a)  ri sk(s)  converged  to  constan t  val ues.  

3.1 .26   
FEF  at  a  g iven  in i tial  state  
final  event frequency at  a  g iven  in i tial  state  
frequency of the  fi nal  event,  g iven  that the  system,  of wh ich  state  transi tion  rates  are  constan t,  
and  of wh ich  final  state  causes  transi tion  on ly to  an  i n i tia l  state  or a  vi rtual  i n i tia l  state,  i s  i n  a  
steady state  

Note  1  to  en try:  See  3 . 1 . 1 7,  3 . 1 . 21  and  3 . 1 . 25,  Note  3 .  

Note  2  to  en try:  For the  renewable  system  wi th  constan t  s tate  transi ti on  rates  the  FEF  at  a  g i ven  i n i ti a l  s tate  
becomes  constan t  and  equal s  the  reci procal  of mean  time  from  the  i n i ti a l  s tate  to  the  occurrence  of the  fi rst  
renewal  even t  [1 8 ] [1 9] [27] [29] .  

Note  3  to  en try:  FER at  a  g i ven  i n i t i a l  s tate ,  φ ,  i s  expressed  i n  the  formu la  [1 8 ] [1 9] [27] [29] :  

{ }( )XP−= 1/ωϕ  

where  

ω  i s  the  FEF  at  a  g i ven  i n i ti a l  s tate ;  

{ }XP  i s  the  probabi l i ty that  the  system  i s  i n  the  fi na l  s tate  i n  a  s teady s tate .  

3.1 .27   
MTFE  at a  recognised  state  
mean  time to  final  event at  a  recognised  state  
MTFE  at a  g i ven  i n i tia l  state  when  the  g iven  in i ti al  state  i s  a  recogn ised  state  

Note  1  to  en try:  See  3 . 1 . 24.  

3.1 .28   
FER at a  recognised  state  
final  event rate  at  a  recognised  state  
FER at a  g i ven  i n i tia l  state  when  the  g iven  i n i tia l  state  i s  a  recogn ised  state  

Note  1  to  en try:  See  3 . 1 . 25.  

Note  2  to  en try:  The  re l ati onsh i p  between  the  FER at  a  recogn ised  s tate  and  the  FEF  a t  a  recogn ised  state  i s  
i den ti ca l  wi th  that  between  the  FER at  a  g i ven  i n i ti a l  s tate  and  the  FEF  at  a  g i ven  i n i ti a l  s ta te  (see  3 . 1 . 26 ,  N ote  3 ,  
8 . 2  and  9 . 3 . 3) .  

3.1 .29   
FER at a  recognised  group state  
final  event rate  at  a  recognised  group state  
weigh ted  average  of a l l  the  FER at a  g i ven  i n i tia l  state  i n  a  g roup  state  
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Note  1  to  en try:  See  8 . 2 ,  9 . 3 . 4  and  9 . 4 . 5.  

3.1 .30   
risk exposure  time 
T 
statistical l y expected  time  wh i le  a  system  wi l l  be  exposed  to  a  speci fic ri sk during  i ts  l i fe  

Note  1  to  en try:  See  5 . 2 ,  7 . 2 . 2 ,  7 . 2 . 3 ,  C l auses  A. 3  and  A. 4 .   

Note  2  to  en try:  Ri sk exposu re  time  T i s  often  referred  to  such  terms  as  u sefu l  l i fe  (see  I EC  60050-1 92 : 201 5,  1 92-
02-27) ,  operati onal  l i fe  and  m iss i on  time.  However those  terms  are  not  n ecessari l y equ i va l en t  to  the  ri sk exposure  
time  because  a  ri sk can  be  changed  i n to  a  number of transformed  ri sks  d u ri ng  the  usefu l  (or operati onal )  l i fe  or the  
m iss i on  time  of a  system,  and  a  speci fi c  ri sk among  those  ri sks  cou l d  on l y be  of i n terest to  the  ri sk exposure  t ime.  
I n  such  a  case,  the  ri sk exposure  time  wi l l  not  be  equ i val en t  to  the  time  speci fi ed  by those  terms.  

3.1 .31   
APFdrg  

approximate  probabi l i ty of dangerous  fai lure  during  a  demand  state  
Pb  
approximate  probabi l i ty that a  dangerous  fai l u re  of an  i tem  occurs  i n  statistical l y expected  

time  i n terval  of a  demand  state  [0 ,  τ ] ,  g iven  that the  demand  at  the  i tem  occurred  at  time  zero  

Note  1  to  en try:  I t  i s  a  n ecessary cond i ti on  for the  approximation  that  the  probabi l i ty of two  or more  occurrences  

of the  dangerous  fa i l u re  i n  the  time  i n terval  [0 ,  τ ]  i s  n eg l i g i b l e  (see  7 . 2 . 3 ,  9 . 3 . 1  b) ,  9 . 3 . 2  and  Annex B) .  

N ote  2  to  en try:  Th i s  term  i s  appl i ed  to  the  ri sk ana lys i s  i n  the  fi e l d  of safety on l y (see  Annex B) .  

3.1 .32   
PFDavg  
average probabi l i ty of dangerous  fai lure  on  demand  
Pa  
mean  unavai l abi l i ty of an  i tem  to  perform  a  speci fied  safety function  when  a  demand  occurs  

Note  1  to  en try:  Th i s  term  i s  appl i ed  to  functi onal  safety on l y (see  I EC  61 508-4 : 201 0 ,  3 . 6 . 1 8) .  

Note  2  to  en try:  I t  i s  postu l ated  for th i s  term  that the  state  of i tem  i s  changed  from  a  non -operati ng  s tate  to  an  
operati ng  s tate  by the  demand  and  the  i tem  can  fa i l  i n  the  non -operati ng  s tate  (see  7 . 2 . 3 ,  9 . 3 . 1  b ),  9 . 3 . 2  and   
Annex B).  

3.1 .33   
PFH  
average  frequency of dangerous  fai lure  per hour 
λ  

average  frequency of a  dangerous  fa i l u re  of an  i tem  to  perform  a  speci fied  safety function  
over a  g i ven  period  of time  

Note  1  to  en try:  Th i s  term  i s  appl i ed  to  functi onal  safety on l y (see  I EC  61 508-4 : 201 0 ,  3 . 6 . 1 9) .  

Note  2  to  en try:  The  PFH  approximates  to  the  reci procal  of a  mean  operati ng  time  to  fi rst  fa i l u re  i n  the  case  
where  the  dangerous  fa i l u re  i s  an  un repeatab l e  fi na l  even t,  whereas  i t  approximates  to  the  reciprocal  of a  mean  
operati ng  time  between  fa i l u res  i n  the  case  where  the  dangerous  fa i l u re  i s  a  repeatabl e  even t.  The  i tem  i s  usual l y  
assumed  to  be  abl e  to  fa i l  i n  a  n on -operati ng  state  (see  I EC  61 508-4: 201 0 ,  3 . 6 . 1 9,  Note  4 ,  as  wel l  as  I EC  61 508-
6 : 201 0,  B . 2 . 3 . 2  and  B . 2 . 3 . 3 ;  and  3 . 1 . 32 ,  N ote  2 ,  7 . 2 . 3 ,  9 . 3 . 1  b ) ,  9 . 3 . 2  and  Annex B  i n  th i s  documen t) .   

3.1 .34  
channel  
Ch   
component or g roup  of components  that i ndependently implements  a  function  of an  i tem  

Note  1  to  en try:  An  i ndependen t  Ch  i s  a  s i ng l e  1 -ou t-of-1  arch i tectu re  system  for a  functi on (s) ,  i . e . ,  i f any 
componen t of the  Ch  i s  i n  a  fau l t  then  the  Ch  i s  a l so  i n  a  fau l t.  

3.1 .35  
basic  element 
MCS  element 
element that composes  an  MCS  extracted  through  FTA or RBD  analysis  or both  
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Note  1  to  en try:  An  MCS  e l emen t  i s  a lways  a  basic  even t  of an  FT,  bu t  not vi ce  versa.  Therefore,  for conven ience,  
the  term  “basic e l emen t”  wi l l  be  u sed  to  denote  an  MCS  e l emen t.  

3.2  Abbreviated  terms 

APFdrg  Approximate  probabi l i ty of dangerous  fai lu re  during  a  demand  state  

CCF  Common  cause  fa i l u res  

Ch  Channel  

D  Detected  

DU  Detected  on ly by demand  

E/E/PE E lectrical /e lectron ic/programmable  e lectron ic 

ETA Event tree  analysis  

FEF  Final  even t frequency 

FER Final  event rate  

FMEA Fai l u re  modes  and  effects  analysis  

FPL F inal  protection  l ayer 

FT Fau l t  tree  

FTA  Fau l t  tree  analysis  

HAZOP Hazard  and  operabi l i ty 

HER Harmfu l  (hazardous)  even t rate  

I n t.  I n termed iate  

MCS M in imal  cu t set 

MTFE Mean  time  to  final  even t 

MTRE Mean  time  to  renewal  even t 

MTTF   Mean  operating  time  to  fa i lu re  

MUT Mean  up  time  

PAND Priori ty AND  

PFDavg  Average  probabi l i ty of dangerous  fai l u re  on  demand  

PFH  Average  frequency of dangerous  fai l u re  per hour 

PL Protection  l ayer 

RBD  Rel iabi l i ty b lock d iagram  

SI L  Safety i n tegri ty l evel  

TTFE  Time  to  final  even t 

TTRE Time  to  renewal  even t 

UD  Undetected  

4 Di fference between  frequency and  rate  of final  event 

The  term  frequency can  be  used  both  to  refer to  the  number of times  an  even t occurs  over a  
g i ven  sample  and  to  refer to  the  number of times  i t  occurs  i n  a  g i ven  time  period .  I n  th is  
document the  latter mean ing  i s  used  and  therefore  defined  i n  3 . 1 . 21 .  

On  the  other hand ,  the  term  rate  general ly means  the  speed  at wh ich  someth ing  moves  or 
happens,  and  in  the  fie ld  of dependabi l i ty an  even t rate  such  as  a  fa i l u re  rate  i s  defined  as  a  
l im i t,  i f i t  exists,  of the  quotien t of the  cond i tional  probabi l i ty that the  even t occurs  wi th in  time  

i n terval  [t,  t+∆t] ,  to  ∆t,  when  ∆t tends  to  zero,  g iven  that the  even t has  not occurred  up  un ti l  
time  t.  
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The  defin i tions  of the  even t rate  and  event frequency seem  qu i te  d i fferen t.  However,  i n  the  
fi e ld  of ri sk assessment,  the  even t frequency and  event rate  are  often  confused  as  described  
below.  F igure  1  describes  changes  of states  of an  overal l  system,  i n  wh ich  occurrences  of the  
fi nal  and  renewal  even ts  fol low exponential  d istribu tions,  i . e . ,  the  fi nal  even t rate  (FER)  and  
renewal  even t rate  are  constan t (see  3 . 1 . 1 7,  3 . 1 . 20  and  3 . 1 . 23).  Two system  states,  the  final  
and  an tecedent states,  are  described  i n  F igure  1  (see  3 . 1 . 1 0  and  3 . 1 . 1 2) .  

F igure  2  describes  a  process  of occurrences  of fi nal  and  renewal  even ts,  i n  wh ich  the  TTFE  
and  TTRE  are  equ ivalent to  the  amount of time  wh i le  the  antecedent state  con tinues  ( i . e . ,  the  
duration  of the  antecedent state)  and  the  amount of time  wh i le  the  final  state  con tinues  ( i . e . ,  
the  duration  of the  fi nal  state) ,  respectively.  Here,  i t  i s  assumed  that the  stochastic process  of 
the  occurrences  of fi nal  and  renewal  even ts  can  be  model led  by use  of a  Markov transi tion  
d iagram,  and  the  MTFE and  MTRE are  Ta  (≠0)  [h ]  and  Tb  (≠0)  [h ] ,  respectively.  Then ,  i n  a  
steady state  of the  process,  the  FEF,  ω  [1 /h ] ,  i s  expressed  i n  the  fol l owing  equation :  

 ω  =  1 /(Ta+Tb)  (1 )  

where  

Ta  i s  MTFE  [h ]  

Tb  i s  MTRE [h ]  

The  final  even t rate  (FER),  φ [1 /h ] ,  and  renewal  even t rate,  m  [1 /h ] ,  are  a l so  expressed  by:  

 φ  =  1 /Ta     ( i . e . ,  Ta  =  1 /φ) ;  (2)  

 m  =  1 /Tb     ( i . e . ,  Tb  =  1 /m)  (3)  

 

Figure  1  – Antecedent state,  final  event,  final  state  and  renewal  event 

IEC  

Antecedent  s tate  
 

Final  even t  
 

Renewal  even t  
 

Final  s tate  
 

(fi nal  consequences  of a  ri sk appear)  
 

Time   (t)  

S
ta

te
s
 o

f 
s
y
s
te
m

 
 

0  
 

Antecedent  s tate  
 

Copyright International  Electrotechnical  Commission  



I EC  TR 63039:201 6  © I EC  201 6  – 1 9  – 

 

Figure  2  – Time to  final  event (TTFE)  and  time to  renewal  event (TTRE)  

The  FEF  can  be  expressed  by use  of φ  and  m  from  Equations  (1 ) ,  (2)  and  (3):  

 ω  =  φm /(φ+m)  =  φ/{(Tb/Ta)+1 }  (4)  

I f Ta  i s  much  greater than  Tb ,  namely i f φ  i s  much  l ess  than  m ,  then  ω  i s  nearly equal  to  φ .  
However the  FEF  is  not necessari l y equal  to  the  FER,  and  the  fol lowing  d i scussion  i s  possible.  

a)  I n  the  fie ld  of ri sk assessment of nuclear power p lan ts,  for example,  the  tolerable  ri sk of 
severe  acciden ts  l i ke  mel tdown  is  defined  by use  of the  even t frequency per year-plan t.  
Here,  the  fi nal  even t i s  a  mel tdown .  

b)  I f a  tolerable  frequency of the  fi nal  even t i s  1 0 -4  [1 /year-plan t] ,  then  typical l y two  cases  
can  be  assumed .  One  i s  1 /φ  =  50  years  and  1 /m  =  9  950  years,  and  therefore  1 /ω  =  
1 0  000  years.  Another case  i s  1 /φ  =  9  950  years  and  1 /m  =  50  years,  and  1 /ω  =  1 0  000  
years.  

c)  Al though  the  even t frequencies  of those  two  cases  are  equal ,  the  probabi l i ti es  that the  
even t wi l l  occur i n  i ts  operating  l i fe  or ri sk exposure  time  of 50  years  are  d i fferen t.  Namely,  
those  probabi l i ties  may be  60  %  or more  for the  fi rst case,  and  be  0 , 5  %  or l ower for the  
second  case.  Th is  means  the  level  of ri sk of the  fi rst  case  i s  much  h igher than  that of the  
second  case.  

Thus,  i t  i s  desi rable  to  u ti l i ze  not the  even t frequency bu t the  event rate  for the  target 
measure  of occurrence  of a  rare  fi nal  even t.  

5 Final  event frequency and  final  event rate  at  a  g iven  in i tial  state  

5.1  General  

Clause  5  clari fies  the  FEF  at a  g iven  i n i ti al  state  and  FER at a  g i ven  i n i tia l  state,  and  defines  
how to  adapt those  to  the  target measures  of the  occurrence  of a  fi nal  event.  

5.2  Classification  of final  events  

Figure  3  a) ,  F igure  3  b)  and  F igure  3  c)  are  the  state  transi tion  d iagrams that represent risks,  
where  system  states  A,  B  and  C  are  an  i n i tia l  state,  i n t.  state  and  fi nal  state,  respectively (see  
3. 1 . 4 ,  Note  2).  

I f F igure  3  refers  to  risks  associated  wi th  some human  activi ty,  for example,  symbol  B  
i nd icates  the  system  state  in  wh ich  a  human  i s  at work,  A i s  the  system  state  i n  wh ich  he  
stops  working  and  takes  a  rest,  and  C  i s  the  system  state  i n  wh ich  some  s l i gh t i nciden t or 
some  d isaster has  befal len  h im .  
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I f a  final  even t occurs,  there  are  two  possible  successive  s i tuations.  

a)  Th is  fi nal  even t has  no  effect on  the  way of occurrence  of the  in t.  even t(s) ,  the  final  state  
can  cause  transi tion  to  the  in t.  state(s)  and  the  fi nal  even t can  repeat (see  Figure  3  a)) .  
Th is  final  event i s  hereafter referred  to  as  a  repeatable  fi nal  even t (see  3 . 1 . 1 8).  

b)  That fi nal  even t does  not repeat because  i t  changes  permanently the  way i n  wh ich  the  i n t.  
states  appear and  d isappear,  and  therefore  the  risk i den tical  wi th  that of the  orig inal  
system  state  i s  no  l onger retained  (see  F igure  3  b)  and  F igure  3  c)) .  Th is  fi nal  even t i s  
hereafter referred  to  as  an  unrepeatable  final  event (see  3 . 1 . 1 9).  

F igure  3  a)  shows  a  state  transi tion  model  of the  system  i n  wh ich  the  transi tion  i s  caused  from  
fi nal  state  C  to  i n t.  state  B ,  and  the  fi nal  even t can  repeat.  I n  th is  model  the  constant event 

rates,  λA,  µA,  λB ,  µB  and  2 /T,  are  the  state  transi tion  rates,  g iven  1 /T<<λA,  1 /T<<µA  and  

λB<<1 /T hold  (see  3 . 1 . 23).  T i s  the  mean  time  wh i le  the  system  wi l l  be  exposed  to  the  risk 
(see  3 . 1 . 30).  

Suppose  some  human  activi ty contains  a  ri sk.  

1 )  1 /λA  i s  equal  to  the  mean  time  wh i l e  a  worker stops  working  and  takes  a  rest,  and  1 /µA  i s  
equal  to  the  mean  time  wh i le  he  i s  at work;  

2 )  1 /λB  i s  equal  to  the  mean  time  to  occurrence  of a  m istake,  g i ven  that he  i s  at work,  and  

1 /µB  i s  equal  to  the  mean  time  wh i le  he  stops  working  to  correct h is  m istake;  

3)  T i s  the  period  of employment of the  worker (however the  transi tions  due  to  the  period  of 

employment,  i . e . ,  the  ri sk exposure  time,  may be  neg l ig ib le  i f i nequal i ties,  1 /T<<λA,  

1 /T<<µA  and  1 /T<<µB ,  hold . )  

I n  F igure  3  b)  the  final  state  i s  unrenewable,  i . e. ,  the  fi nal  even t does  not repeat.  I n  F igure  3  

b)  the  constant even t rates,  λA,  µA  and  λB ,  are  the  same  as  those  i n  F igure  3  a)  except the  

even t rate  µB  (=  0) .  I n  th i s  case,  the  fi nal  state  means,  for example,  that a  human  i s  d isabled .  

I n  F igure  3  c) ,  a  transi tion  i s  caused  from  the  fi nal  state  C  to  the  i n i ti a l  state  A,  and  constant 
even t rate,  m ,  i s  a  constan t renewal  even t rate  (see  3 . 1 . 20  and  3 . 1 . 23).  Here  the  final  state  
a l so  means,  for example,  that a  human  i s  d i sabled .  

5.3  F inal  event frequency in  a  steady state  

I n  F igure  3  a),  FEF  i n  a  steady state,  ωR,  i s  expressed  in  the  fol lowing  formu la,  g i ven  that the  
system  is  i n  a  steady state  [1 8] :  

 ωR  =  λB  Pr  {B}  (5)  

where  

Pr{B}  i s  the  probabi l i ty that the  system  is  i n  system  state  B  i n  a  steady state  i n  F igure  3  a) .  
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a)  Model  for a  repeatable  fi nal  event  

 

b)  Model  for an  unrepeatable  fi nal  event  

 

c)  Model  for a  fi nal  s tate  wi th  renewal  

System  state  A:  I n i ti a l  s tate  (an teceden t state)  

System  state  B :  I n t.  s tate  (an tecedent  s tate)  

System  state  C:  F i na l  s tate  

Figure  3  – State  transition  models  with  various  final  states  

I n  F igure  3  c) ,  (unreal )  FEF  at i n i tia l  state  A,  ωUA,  i s  g iven  formal ly,  assuming  that the  
renewed  system  i s  i dentical  to  the  orig inal  system  (note  that the  renewed  system  i s ,  however,  
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not the  orig inal  system  i tsel f) .  The  FEF  at i n i tia l  state  A i s  then  expressed  i n  the  fol lowing  
formu la,  g i ven  that the  system  i s  i n  a  steady state  [1 8] :  

 ωUA  =  λBPr{B}  (6)  

where  

Pr{B}  i s  the  probabi l i ty that the  system  i s  i n  system  state  B  i n  a  steady state  i n  F igure  3  c) .  

5 .4  Final  event rate  at  a  g iven  in i tial  state  and  at  a  recognised  state  

I n  F igure  3  c) ,  FER at i n i tia l  state  A,  φA,  i s  expressed  by the  fol lowing  formu la,  g iven  that the  
system  is  i n  a  steady state  and  Pr{C}  i s  the  probabi l i ty that the  system  i s  i n  system  state  C  at 
that time  [1 8] [27] [29] :  

 φA  =  ωUA/(1 –Pr{C})  (7)  

MTFE  at i n i tia l  state  A,  TA,  i s  (see  3 . 1 . 24)  [1 8] [27] [29] :  

 TA  =  1 /φA  (8)  

I n  F igure  3  c) ,  FER at recogn ised  state  B ,  φB ,  i s  expressed  in  the  fol lowing  formu la  by 
assuming  a  vi rtual  state  transi tion  ( i . e . ,  vi rtual  renewal  even t)  from  final  state  C  to  i n t.  state  B  
( i . e . ,  recogn ised  state  B) ,  and  by pu tting  FEF  at recogn ised  state  B  i n  ωUB  (see  3 . 1 . 26):  

 φB  =  ωUB /(1 –Pr{C})  (9)  

MTFE  at recogn ised  state  B ,  TB ,  i s  g iven  as  (see  3 . 1 . 27):  

 TB  =  1 /φB  ( 1 0)  

5.5 Relationship  between  final  event rate  and  frequency at  a  g iven  in i tial  state  

I f the  sojourn  time  at  state  C  of F igure  3  c)  i s  i n fi n i te,  i . e . ,  m→0  (or m  asymptotical l y 
approaches  to  0) ,  the  renewable  system  becomes  equ ivalen t to  the  unrenewable  system  in  
F igure  3  b) .  The  FER at a  g i ven  i n i tia l  state  and  FER at a  recogn ised  state  do  not con tain  the  
renewal  even t rate  m  and  therefore  they do  not depend  on  the  value  of m .  Th is  means  that the  
MTFE at a  g iven  i n i tia l  state  and  MTFE  at a  recogn ised  state  i n  F igure  3  b)  are  equ ivalen t to  
those  in  F igure  3  c)  [1 8] [27] [29] .  

Thus,  i n  the  con text of FER at a  g iven  i n i tia l  state  and  FER at a  recogn ised  state,  the  system  
wi th  an  unrenewable  fi nal  state  i s  equ ivalen t to  the  renewable  system,  g i ven  that the  state  
transi tions  are  exactly the  same between  those  systems  except the  renewable  feature.  

For any renewable  system  wi th  renewal  even t rate,  m ,  l et  φ  be  FER at a  g i ven  i n i tia l  state  (or 
a  recogn ised  state)  and  ω  be  FEF  at  a  g i ven  in i tia l  state  (or a  recogn ised  state)  i n  a  steady 
state  of the  system;  thus  the  fol l owing  generic re lationsh ip  i s  usefu l  [1 8] [27] [29] :  

 { }( )XP
m

−==
∞→

1/lim ωωϕ  ( 1 1 )  

where  

{ }XP  i s  the  probabi l i ty that the  system  is  i n  final  state  X  i n  a  steady state.  
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6 Procedure for probabi l istic  risk analysis  and  flow to  reach  risk profi le  

Checkl i sts,  what- i f/analysis,  HAZOP stud ies  [1 1 ] ,  FMEA [9] ,  etc. ,  are  general l y performed  to  
i denti fy ri sks  that wi l l  be  i nvolved  i n  a  targeted  system  at fi rst [4 ] .  The  targeted  system  may 
i nclude  i ndustria l  i tems  each  of wh ich  i s  often  composed  of thousands  or more  components  
and  therefore  the  system  cou ld  consist of thousands  or more  up  or down  states  of the  
components.  The  risks  of complex systems  wi th  such  complex system  states  are  analysed  
qual i tatively and  quan ti tati vely by use  of such  techn iques  as  FMEA,  RBD  [8] ,  FTA and  ETA,  
and  the  main  mechan isms  that are  dominan t over the  causation  of a  fi nal  even t wi l l  be  found  
(see  9 . 1 ,  9 . 5  and  Clause  B. 2).  Those  main  mechan isms  are  often  expressed  for example  by 
use  of MCSs  extracted  th rough  FTA.  

The  MCSs  dominan t over the  occurrence  of the  fi nal  even t are  usual l y composed  of several  
MCS  e lements,  i . e . ,  several  basic e lements  (see  3. 1 . 35).  Namely the  effect of the  MCSs  
composed  of a  l arger number of basic e lements  i s  often  neg l ig ib le  compared  to  that of the  
MCSs  composed  of fewer basic e lements  from  the  quanti tative  poin t of view.  For example,  
CCFs  are  often  (bu t not a lways)  dominan t over the  causation  of fi nal  events  from  th is  poin t of 
view (see  Annex A).  The  quan ti tati ve  risk analysis  wi l l  be  performed  ri gorously and  precisely 
to  the  MCSs wi th  fewer basic e lements  by use  of,  for i nstance,  state  transi tion  d iagrams  wh i le  
each  basic e lement such  as  a  cond i tion  of a  channel  (Ch)  may consist of up  and  down  
cond i tions  of hundreds  or more  components  (see  3 . 1 . 34  and  3. 1 . 35).  Thus  the  FER at a  g i ven  
in i tia l  state  can  be  estimated  for l arge-scale  complex systems  based  on  th is  MCS  screen ing .  

The  procedure  of ri sk analysis  of technolog ical  systems  i nvolving  estimation  of FER at a  g iven  
i n i ti a l  state  for complex systems  i s  (see  Table  1 ,  9 . 1 ,  9 . 5,  Clauses  A.5  and  B. 3):  

– i den ti fying  risks  at  fi rst and  analysing  qual i tati vely the  risks  to  fi nd ,  for example,  the  MCSs 
composed  of fewer basic e lements  that wi l l  be  dominan t over the  causation  of the  fi nal  
even t,  by use  of such  techn iques  as  checkl i sts,  what- i f/analysis,  HAZOP stud ies,  FMEA,  
RBD,  ETA and  FTA (detai l s  are  ou t of the  scope  of th is  document);   

– establ i sh ing  analytical  models  for quan ti fication ,  wi th  due  regard  to  the  causation  of the  
basic e lements  that are  dominan t over the  occurrence  of the  fi nal  even t from  the  
quan ti tative  poin t of view,  by use  of such  techn iques  as  ETA,  FTA and  Markov techn iques;  

– estimating  FEF,  FER,  FEF  at a  g i ven  i n i tia l  state,  FER at a  g i ven  in i tia l  state,  FER at a  
recogn ised  state  and  FER at a  recogn ised  group  state  for a l l  system  states  of a  state  
transi tion  model ,  i . e . ,  an  analytical  model  that i s  composed  of a  set of basic e lements;  

– va l idating  the  model l i ng  and  analysis  from  the  perspective  of the  types,  measures,  
comprehensiveness  and  sequentia l  causation  of the  even ts,  the  approximation ,  the  even t 
rate/frequency data  sources,  etc. ,  (detai l s  are  ou t of the  scope  of th is  document);  

– repeating  the  analytical  process  i f the  analysis  i s  not satisfactory;  

– documentation  (detai l s  are  ou t of the  scope  of th is  document);  

– hand ing  over the  resu l ts  of the  analyses  to  the  risk-evaluation  process.  

The  procedure  for the  analysis  of the  occurrence  of fi nal  event i s  summarized  i n  F igure  4 .  
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Figure  4  – Procedure  for analysis  of repeatable/unrepeatable  final  events  

7  Techniques  for quanti tative  analysis  of the  occurrence  of a  final  event 

7.1  Graphical  symbols  for three  types  of final  events  

7. 1 . 1  General  

I t  i s  importan t for the  ri sk analysis  of complex systems  that such  analyti c techn iques  as  the  
HAZOP,  FMEA,  RBD,  FTA and  Markov techn iques  shou ld  be  appl ied  complementari l y.  The  
causation  of a  fi nal  even t i s  quan ti tati vely analysed  by using  typical l y ETA,  FTA and  Markov 
techn iques.  However,  conventional  ETA and  FTA techn iques  do  not i nclude  symbols  to  
classi fy (fi nal )  even ts  as  repeatable,  renewable  as  wel l  as  unrepeatable  types,  wh ich  are  
necessary to  extract the  maximum  synergy effi cacy for the  complementary use  of those  
techn iques.  Thus  th is  document newly i n troduces  the  symbols  for ETA,  FTA and  Markov 
techn iques  as  described  in  Table  2  to  5 ,  i l l ustrates  the  manner i n  wh ich  those  symbols  are  to  
be  used ,  and  demonstrates  the  effectiveness  of mod i fied  techn iques  on  ri sk analysis  i n  7 . 2 .  

Basic symbols  for ETA and  FTA are  shown  in  Table  2  to  classi fy (final )  even ts  to  Type  1  
(repeatable),  Type  2  (unrepeatable  and  renewable)  and  Type  3  (unrepeatable  and  
unrenewable).  

7.1 .2  Repeatable  final  event 

Table  3The  symbols  and  g raph ical  representations  are  i l l ustrated  i n  Table  3  for the  estimation  
of the  FEF  of repeatable  i n t.  and  fi nal  even ts  by complementary use  of ETA,  FTA and  Markov 
techn iques.  A ri sk i s  represented  by i n i ti a l  state  1 ,  i n t.  states  2  and  3 ,  and  final  state  4 ,  as  
wel l  as  events  1→2,  2→1 ,  2→4,  4→2,  1→3,  3→1 ,  3→4  and  4→3  as  shown  i n  the  even t tree,  
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2.1  Calculate FEF at an  initial  and  FER at an   intial  
 state for al l  the states except the final  state.  
 (FER at state A is equivalent to the reciprocal   
 of the MTFE from A to the final  state).  

 
2.2 I f an  antecedent state is recognised  at time t,   
 FER at a recognised  state is the measure of the 

 occurrence of a final  event at time t.  

2.3 I f a group state is recognised  at time t,  FER at a 
 recognised  group state is defined  as the 
 measure of the occurrence of a final  event  
 at time t.  

3 Repeatable final  event 
3.1  Calculate FEF and  FER in  a steady state defined  
 as the measures of the occurrence of the final  
 event in  a steady state.  
3.2 Calculate FER at a recognised  antecedent state 
 or FER at a recognised  group state simi lar to  
 the unrepeatable final  event if a state or group 
 state is recognised  at time t,  which is the 
 measures of the occurrence of a final  event at 
 time t.  

 
4 Validation of modelling and analysis  
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FT and  Markov state  transi tion  d iagram  i n  Table  3 .  Here,  notation  “m→n  (m ,  n  =  1 ,  2 ,  … )”  
means  the  transi tion  from  system  state  m  to  system  state  n .  

Concrete  expressions  for those  system  states  and  even ts  are  for i nstance  i l l ustrated  in  7 . 2 .  
Here  final  even ts  are  even ts  2→4  and  3→4.  Those  final  events  do  not change  any property of 
the  ri sk and  therefore  do  not change  the  occurrences  of the  paths  from  the  in i tia l  to  the  fi nal  
state.  

A branch  of the  event tree,  wh ich  has  arrows  at both  ends,  means  that the  even t i nd icated  by 
the  branch  can  repeat.  Th is  branch  i s  categorised  as  the  repeatable  branch  of Type  1 .  The  
PAND  gate  wi th  a  triang le  for the  FT means  that the  ou tpu t even t of th is  PAND  gate  i s  
repeatable.  Th is  i s  categorised  as  the  PAND  gate  of Type  1 .  

Table  2  – Symbols  newly in troduced  for event tree  and  fau l t  tree  analyses  

Symbols  Name  Description  

 
 
 
 

Repeatabl e  branch  of Type  1  
The  even t  of th i s  branch  i n  an  even t  tree  
(ET)  i s  repeatabl e .  

 
 
 
 

Unrepeatabl e  branch  of Type  2  
The  even t  of th i s  branch  i n  an  ET i s  
u n repeatab le ,  and  resu l ts  i n  a  renewable  
fi nal  s ta te  i f th i s  even t  i s  a  fi na l  even t.  

 
 
 
 

Unrepeatabl e  branch  of Type  3  
The  fi nal  even t of th i s  branch  i n  an  ET i s  
u n repeatab le  and  resu l ts  i n  an  
un renewable  fi na l  s tate .  

 

PAND  gate  of Type  1  

The  ou tpu t  even t  of th i s  PAND  gate  i s  
repeatabl e  (a  combinati on  of an  AND  
gate  and  i nh i b i t  g ate  can  be  app l i ed  to  
an  un repeatable  i n t.  ou tpu t  even t. )  

 

PAND  gate  of Type  2  
The  ou tpu t  even t  of th i s  PAND  gate  i s  
u n repeatab le  and  resu l ts  i n  a  renewable  
fi nal  s tate .  

 

PAND  gate  of Type  3  
The  ou tpu t  even t  of th i s  PAND  gate  i s  
u n repeatab le  and  resu l ts  i n  an  
un renewable  fi na l  s tate .  
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Table  3  – Symbols  and  graphical  representation  for a  repeatable  (final )  event 

Techn iques  D iagrams  

ETA 

 

 

FTA 

 

 

IEC  

Frequency  

Event 2→1  
State  1  

Frequency  
Final  s tate  4  

Frequency  

Event 1→2  
I n i ti a l  s tate  1  

Frequency  
State  1  

Frequency  
Final  s tate  4  

Frequency  
I n i ti a l  s tate  1  

Event  2→4  

Event 1→3  

Even t 3→1  

Event 3→4  

IEC  

I n i ti a l  s tate  1  

Event  

1→2  
Event  

2→4  
Event  

1→3  
Event   

3→4  

2→4  |  1→2  3→4  |  1→3  

F i nal  even t resu l ti ng  i n  repeatabl e  fi nal  s ta te  4  
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Techn iques  D iagrams  

Markov s tate  
transi ti on  

 

 

 

 

Table  4  – Symbols  and  graph ical  representation  for a  renewable  final  state  

Techn iques  Diagrams  

ETA 

 

 

IEC  

I n i ti a l   
s ta te   
1  

I n t.  even t   

1→2  

I n t.  even t   

2→1  

I n t.  even t   

3→1  

I n t.  s ta te   
2  

I n t.  even t   

4→2  

I n t.  even t   

4→3  

F i nal   
s ta te   
4  

I n t.  even t   

1→3  

F i nal  even t  

2→4  

F i nal  even t  

3→4  

I n t.  s tate   
3  

IEC  

Frequency  

Even t 2→1  
State  1  

Final  s tate  4  

Frequency  

Event 1→2  
I n i ti a l  s tate  1  

Frequency  
State  1  

FER at  i n i ti a l  s ta te  1  
Final  s tate  4  

Frequency  
I n i ti a l  s tate  1  

Event 2→4  

Event 1→3  

Event  3→1  

Even t 3→4  

FER at  i n i ti a l  s ta te  1  
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Techn iques  Diagrams  

FTA 

 

 

Markov s tate  
transi ti on  

 

 

 

IEC  

I n i ti a l  s tate  1  

Event  

1→2  
Even t  

2→4  
Event  

1→3  
Event   

3→4  

2→4  |  1→2  3→4  |  1→3  

F i nal  even t  resu l ti ng  i n  renewable  fi nal  s tate  4  

IEC  

I n i ti a l   
s tate   
1  

I n t.  even t   

1→2  

I n t.  even t   

2→1  

I n t.  even t   

3→1  

I n t.  s tate   
2  

F i na l   
s tate   
4  

I n t.  even t   

1→3  

F i na l  even t   

2→4  

F i nal  even t  

3→4  

I n t.  s tate   
3  

Renewal  
even t   

4→1  
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Table  5  – Symbols  and  graphical  representation  for an  unrenewable  final  state  

Techn iques  Diagrams  

ETA 

 

 

FTA 

 

 

 

IEC  

Frequency  

Event  2→1  
State  1  

Fina l  s tate  4  
Event  1→2  

I n i ti a l  s tate  1  

Frequency  
State  1  

FER at  i n i ti a l  s tate  1  
Fina l  s tate  4  

I n i ti a l  s ta te  1  

Even t 2→4  

Event  1→3  

Event 3→1  

Event  3→4  

FER at  i n i ti a l  s tate  1  

IEC  

I n i ti a l  s tate  1  

Even t  

1→2  
Event   

2→4  
Event  

1→3  
Event   

3→4  

2→4  |  1→2  3→4  |  1→3  

F i nal  even t resu l ti ng  i n  u n renewable  fi nal  s ta te  4  
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Techn iques  Diagrams  

Markov s tate  
transi ti on  

 

 

 

7.1 .3  Unrepeatable  final  event resu lting  in  a  renewable  final  state  

I n  Table  4  the  symbols  and  g raph ical  representations  are  i l l ustrated  for the  estimation  of FER 
at i n i ti al  state  1  for an  unrepeatable  fi nal  even t resu l ting  i n  a  renewable  fi nal  state  by use  of 
the  ETA,  FTA and  Markov techn iques.  A ri sk i s  represented  s imi larl y to  Table  3  by i n i tia l  
state  1 ,  i n t.  states  2  and  3 ,  and  fi nal  state  4 ,  and  events  1→2,  2→1 ,  2→4,  1→3,  3→1 ,  3→4  
and  4→1  as  shown  i n  the  even t tree,  FT and  Markov state  transi tion  d iagram  in  Table  4 .  

Here  even ts  2→4  and  3→4  are  final  even ts,  and  event 4→1  i s  a  renewal  even t.  The  final  
even t changes  the  risk,  i . e . ,  the  ways  from  the  in i tia l  state  to  the  fi nal  state  because  the  
system  state(s)  of the  overal l  system  i s(are)  permanently changed  by the  fi nal  even t and  the  
s im i lar ri sk cannot be  retained  as  l ong  as  the  overal l  system  i s  not restructured .  

The  branch  of the  event tree  in  Table  4 ,  wh ich  has  an  arrow at the  ri gh t end ,  means  that the  
even t i nd icated  by the  branch  brings  abou t a  renewable  fi nal  state.  Th is  branch  i s  categorised  
as  the  unrepeatable  branch  of Type  2 .  The  PAND  gate  wi th  a  horizon tal  l i ne  i n  the  FT d iagram  
means  that the  ou tpu t of the  gate  resu l ts  i n  a  renewable  fi nal  state,  and  i s  categorised  as  the  
PAND  gate  of Type  2 .  

The  FER at i n i tia l  state  1  i s  ca lcu lated  by use  of those  d iagrams.  

7.1 .4 Unrepeatable  final  event resu lting  in  an  unrenewable  final  state  

I n  Table  5  the  symbols  and  g raph ical  representations  are  i l l ustrated  for analysis  of an  
unrepeatable  fi nal  event resu l ting  i n  an  unrenewable  final  state  by use  of the  even t tree,  FT 
and  Markov state  transi tion  d iagram.  A risk i s  represented  sim i larly to  Table  3  by i n i ti al  state  1 ,  
i n t.  states  2  and  3 ,  and  fi nal  state  4 ,  as  wel l  as  even ts  1→2,  2→1 ,  2→4,  1→3,  3→1  and  3→4  
as  shown  i n  Table  5 .  The  fi nal  even ts  are  2→4  and  3→4.  The  fi nal  even ts  change  the  overal l  
system  so  s ign i fican tl y that i t  wi l l  never be  renewed  any more.  

The  branch  of the  event tree  in  Table  5 ,  wh ich  has  both  an  arrow and  a  vertical  l i ne  at the  
righ t end ,  means  that the  even t of th is  branch  resu l ts  i n  an  unrenewable  fi nal  state,  and  i s  
categorised  as  the  unrepeatable  branch  of Type  3 .  The  PAND  gate  wi th  dual  horizontal  l i nes  
i n  the  FT in  Table  5  means  that the  ou tpu t of the  PAND  gate  resu l ts  i n  an  unrenewable  fi nal  
state,  and  i s  categorised  as  the  PAND  gate  of Type  3.  
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Here,  FER at i n i tia l  state  1  i s  i den tical  wi th  the  FER at i n i tia l  state  1  obtained  in  7 . 1 . 3  for the  
renewable  system  wi th  the  renewable  final  state  (see  5. 5) .  

7.2  Analytical  example  of an  unrepeatable  final  event 

7.2 .1  General  

Suppose  a  ri sk i s  represented  by i n i ti a l  state  A,  i n t.  states  B  and  D ,  and  fi nal  state  C,  as  wel l  
as  two  paths  through  the  in i tia l  state  to  the  fi nal  state,  A→B→C and  A→D→C.  Here,  i t  i s  
assumed  that the  final  event i s  unrepeatable  and  on ly path  A→B→C brings  abou t the  fi nal  
state  i n  wh ich  the  fi nal  consequences  of the  risk appear (see  3 . 1 . 1 0 ,  Note  1 ) .  I n  F igure  5  the  
causation  of the  unrepeatable  final  even t i s  described .  I n  the  fi gure  system  state  D  i s  om i tted  
because  the  fi nal  even t through  path  A→D→C does  not bring  abou t any fi nal  state  i n  wh ich  
the  fi nal  consequences  of the  ri sk appear.  The  causation  of the  final  even t i s  a l so  model led  by 
use  of the  Markov state  transi tion  d iagram  described  as  i n  F igure  6 .  

Two  ri sks  owing  to  the  fa i l u re  of an  a i rbag  con trol  system  for au tomobi les  are  i den ti fied  at  
l east [31 ] :  1 )  the  ai rbag  control  system  i n flates  i ts  a i rbag  un in ten tional ly when  the  au tomobi le  
i s  normal l y runn ing ,  and ,  2)  the  a i rbag  con trol  system  fai l s  to  i n flate  the  a i rbag  when  a  
col l i s ion  occurs.  Here,  the  a i rbag  con trol  system  i s  typical ly composed  of e lectrotechn ical  
i tems  such  as  sensors,  con trol lers  and  actuators.  The  former risk,  i . e . ,  the  risk of the  
un in tentional  i n flation ,  can  be  ci ted  as  an  actual  example  of the  state  transi tion  model  shown  
i n  F igure  6 .  I n  th is  case  the  ri sk i s  represented  by the  fol lowing  system  states  of A to  D  in  
F igures  5  and  6 .  

A au tomobi le  i s  stationary and  the  a i rbag  con trol  system  is  UP;  

B   au tomobi le  i s  runn ing  and  the  a i rbag  con trol  system  i s  UP;  

C  au tomobi le  i s  runn ing  and  the  a i rbag  has  been  in fl ated  un in ten tional l y;  

D  au tomobi le  i s  stationary and  the  a i rbag  has  been  i n flated  un in ten tional l y.  

 

 

NOTE  System  state  D  i s  om i tted  from  the  fi gu re.  

Figure  5  – FT for an  unrepeatable  final  event resu lting  in  an  unrenewable  final  state  

IEC  

I n i ti a l  s tate  A  

Event   

A→B  
Event  

B→C  

Final  even t  resu l ti ng  i n  u n renewable  fi nal  s tate  C  

Copyright International  Electrotechnical  Commission  



 –  32  – I EC  TR 63039:201 6  © IEC  201 6  

 

System  state  A:  I n i ti a l  s tate  (an teceden t state)  

System  state  B :  I n t.  s tate  (an teceden t  s tate)  

System  state  C:  F i na l  s tate  

Figure  6  – State  transition  model  resu lting  in  an  unrenewable  final  state  

I f the  a i rbag  con trol  system  in flates  i ts  a i rbag  un in ten tional l y i n  system  state  B ,  a  state  
transi tion  B  to  C  i s  caused  and  th is  cou ld  bring  about a  traffi c acciden t to  an  overal l  system  
that i ncludes  a  d river and  traffic ci rcumstances.  The  causation  of state  transi tion  from  A to  C  
corresponds  wi th  the  path  A→B→C in  the  model .  

Whereas  i f the  un in tended  i n flation  of the  a i rbag  occurs  i n  system  state  A,  a  state  transi tion  A 
to  D  i s  caused .  However s im i lar traffic acciden ts  wi l l  not occur even  i f a  state  transi tion  D  to  C  
occurs,  because  the  a i rbag  cannot be  in flated  wh i le  the  au tomobi le  i s  runn ing ,  i . e . ,  a  wrecker 
i s  pu l l ing  the  damaged  au tomobi le  to  an  au to  repai r shop.  Th is  even t sequence  i s  represented  
by the  path  A→D→C as  mentioned  above.  Thus,  the  final  even t that can  cause  a  traffic 
accident i s  the  un in tended  i n flation  of the  a i rbag  when  the  au tomobi le  i s  runn ing ,  i . e . ,  state  
transi tion  from  B  to  C  on ly.  Th is  final  even t i s  a lso  cal led  a  cri ti cal  event [7] .  

Here,  the  start  of a  runn ing  state  of the  au tomobi le  i s  the  demand  to  activate  the  function  of 
the  a i rbag  con trol  system  to  prevent un in tended  i n flation  from  occurring  because  the  
un in tended  i n flation  can  resu l t  i n  a  traffic accident.  Thus  the  system  state  B  i s  regarded  as  the  
demand  state  for the  function  of the  a i rbag  control  system  to  prevent the  a i rbag  from  in flating  
un in ten tional l y and  dangerously.  

I n  F igure  6 ,  i f i t  can  be  assumed  that the  demand  and  fai lu re  of the  ai rbag  con trol  system  

occur at random  and  i ndependently of time,  then  the  constan t even t rates,  λA  [1 /h ]  and  λB  
[1 /h ] ,  are  assigned  to  the  demand  rate  and  the  fai lu re  rate  for the  function  of the  a i rbag  
con trol  system,  respectively (see  9 . 3. 1  b)) .  

7.2.2  Average  final  event frequency 

Suppose  that an  overal l  system  in  wh ich  a  ri sk i s  represented  by Figure  5  and  F igure  6  i s  i n  
i n i ti al  state  A at time  0 ,  and  probabi l i ti es  that the  overal l  system  wi l l  be  i n  system  state  A and  
B  at time  t,  g iven  that nei ther state  transi tion  B  to  A nor D  to  A occurs  during  [0 ,  t] ,  are  PA,A(t)  
and  PA,B(t) ,  respectively,  then  those  probabi l i ties  are  expressed  i n  the  fol lowing  equations:  

 PA,A(t)  =  {exp(-λAt)}exp(-λBt)   (1 2)  

 PA,B(t)  =  {1 -exp(-λAt)}exp(-λBt)  (1 3)  

where  

t i s  the  time;  

λA  i s  the  demand  rate,  i . e . ,  constan t state  transi tion  rate  from  A to  B  (and  D  to  C)  [1 /h ] ;  

λB  i s  the  fai lu re  rate,  i . e . ,  constan t state  transi tion  rate  from  B  to  C  (and  A to  D)  [1 /h ] .  
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The  frequency of the  fi nal  even t that resu l ts  i n  the  fi nal  consequences  of the  risk,  ωA(t)  [1 /h ] ,  
i s  expressed  i n  the  fol lowing  equation ,  g i ven  that the  system  i s  i n  i n i tia l  state  A at time  0  and  
nei ther state  transi tion  B  to  A nor D  to  A occurs  during  [0 ,  t] :  

ωA(t)  =  ωABC(t)  

 =  λBPA,B(t)  =  λB{1 -exp(-λAt)}exp(-λBt)  (1 4)  

where  

ωABC(t)  i s  the  frequency of the  final  even t caused  by path  A→B→C  [1 /h ] .  

I t  i s  noted  that the  frequency of the  final  event caused  by path  A→D→C,  ωADC(t) ,  does  not 
con tribu te  to  ωA(t) ,  because  th is  final  event does  not bring  abou t any final  state  i n  wh ich  the  

fi nal  consequences  of the  risk appear,  namely,  ωA(t)  =  ωABC(t)+ωADC(t)  =  ωABC(t)  holds.  

The  average  FEF  derived  from  Equation  (1 4),  ωA(0,T)  [1 /h ] ,  i s  expressed  as  (see  3. 1 . 22  and  
3 . 1 . 30):  

ωA(0 ,T)  =  ωABC(0 ,T)  =  (1 /T)[1 -exp(-λBT)-{λB /(λA+λB)}[1 -exp{-(λA+λB)T}] ]  

 =  (1 /T)[{λA/(λA+λB)}-exp(-λBT)+{λB /(λA+λB)}exp{-(λA+λB)T}]  (1 5)  

where  

ωABC(0 ,T)  i s  the  average  frequency of the  final  even t caused  by path  A→B→C  [1 /h ] ;  

T i s  the  risk exposure  time  [h ]  (see  3. 1 . 30).  

The  fol l owing  a)  to  e)  can  be  said  on  the  FEF,  i . e. ,  ωA(t)  =  ωABC(t) ,  and  the  average  FEF,  i . e . ,  
ωA(0 ,T)  =  ωABC(0 ,T) ,  from  Equations  (1 4)  and  (1 5).  

a)  I f λAt<<1  and  λBt<<1 ,  then  ωA(t)≈λAλBt.  

I f 1 <<λAt  and  λBt<<1 ,  then  ωA(t)≈λB .     

I f 0<t<(1 /λA) l n {(λA+λB)/λB},  then  ωA(t)  tends  to  i ts  maximum  value  of λB [1 -exp[-ln {(λA+  
λB)/λB}] ]exp[-(λB /λA) l n {(λA+λB)/λB}] .  

I f (1 /λA) ln {(λA+λB)/λB}<t,  then  ωA(t)  tends  to  0 .  

b)  I f  λAT<<1  and  λBT<<1 ,  then  ωA(0 ,T)≈λAλBT/2 .  

c)  I f 1 <<λAT and  λBT<<1 ,  then  ωA(0 ,T)≈λB .  

I EC  61 508  (a l l  parts)  i s ,  for i nstance,  a  ri sk-based  functional  safety standard  series  and  
speci fies  safety i n tegri ty,  i . e . ,  an  average  fai l u re  frequency (PFH)  of a  safety-related  i tem  
as  the  target fa i l u re  measure  of the  i tem  to  con trol  and /or reduce  a  risk(s)  i n  a  h igh  
demand  mode  of or con tinuous  mode  operation ,  based  on  th is  approximate  formu la  of 

average  FEF,  ωA(0 ,T)≈λB  (see  3 . 1 . 33  and  Clause  B. 1 ) .  Here  λB  i s  the  dangerous  fai lu re  
rate  of the  safety-related  i tem  that i s  the  target fa i l u re  measure  for the  safety i n tegri ty of 
the  i tem  (see  Clause  B. 2).  I t  i s  noted  the  demand  completion  rate  i s  not supposed  in  
I EC  61 508  (a l l  parts) .  

d )  I f 0<T<T*,  then  ωA(0 ,T)  tends  to  i ts  maximum  value  of (1 /T*)[{λA/(λA+λB)}-exp(-λBT*)-

{λB /(λA+λB)}exp{-(λA+λB)T*] ,  where  T*  i s  the  value  that satisfies  Equation  (1 6) :  

exp(-λBT*)-{λB /(λA+λB)}exp{-(λA+λB)T*}+λBT*[exp(-λBT*)-exp{-(λA+λB)T*}]  =  λB /(λA+λB) .    
( 1 6)  

e)  I f T*<T,  then  ωA(0 ,T)  tends  to  0 .  
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7.2.3  F inal  event rate  at  a  g iven  in i tial  state  

I f an  overal l  system  is  exposed  to  the  risk as  represented  by F igure  5  and  F igure  6  for ri sk 
exposure  time  T,  the  FER at i n i tia l  state  A,  i . e . ,  the  reciprocal  of the  mean  time  from  in i tia l  
state  A to  final  state  C  ( i . e . ,  the  reciprocal  of the  mean  time  from  t  =  0  to  occurrence  of the  
unrepeatable  fi nal  even t) ,  shou ld  be  estimated .  

Causation  of a  fi nal  even t i n  an  overal l  system  wi th  renewal  i s  model l ed  i n  F igure  7  and  
F igure  8  i n  wh ich  system  states  A,  B ,  C  and  D ,  wh ich  i s  omi tted ,  have  the  same  features  as  
those  i n  F igure  6 ,  respectively.  I f the  average  duration  of the  demand  state  i s  τ  hours  and  the  
completion  can  be  model led  to  occur at constan t completion  rate,  1 /τ  [1 /h ] ,  then  the  FEF  at 
i n i tia l  state  A and  FER at i n i tia l  state  A can  be  formu lated  by use  of those  models  described  i n  
F igure  7  and  F igure  8.  

Suppose  that the  probabi l i ties  that the  overal l  system  wi l l  be  i n  system  state  A,  B  and  C  in  a  
steady state  are  PA,A,  PA,B  and  PA,C ,  respectively.  Then ,  PA,A,  PA,B  and  PA,C  are  expressed  i n  
the  fol l owing  equations  for constan t renewal  event rate  m  [1 /h ]  (see  9 . 3 . 1  b)) :  

 PA,A  =  (λA+1 /τ)(λB+1 /τ)/{(λA+1 /τ)(λB+1 /τ)+λA(λA+1 /τ)(1 +λB /m)+λB(λB+1 /τ)(1 +λA/m)}   (1 7)  

 PA,B  =  {λA/(λB+1 /τ)}PA,A  ( 1 8)  

 PA,C  =  [{λA/(λB+1 /τ)}(λB /m)+{λB /(λA+1 /τ)}(λA/m) ]PA,A  ( 1 9)  

The  FEF  at i n i tia l  state  A i n  wh ich  the  fi nal  consequences  of the  ri sk appear,  ωA,  of wh ich  
reciprocal  i s  the  mean  time  from  i n i ti a l  state  A to  the  fi rst renewal  event described  as  i n  
F igure  8 ,  i s  easi l y formu lated ,  g iven  that ri sk exposure  time  i s  T (see  3 . 1 . 30  and  5. 3):  

ωA  =  ωABC  

 =  λBPA,B  =  λB{λA/(λB+1 /τ)}(λA+1 /τ)(λB+1 /τ)/{(λA+1 /τ)(λB+1 /τ)+λA(λA+1 /τ)(1 +λB /m)  

 +λB(λB+1 /τ)(1 +λA/m)}  (20)  

where  

ωABC  i s  FEF  at  i n i tia l  state  A,  where  the  final  even t occurs  on  path  A→B→C  [1 /h ] .  

S im i larl y,  i t  i s  noted  that FEF  at i n i tia l  state  A that resu l ts  from  the  fi nal  even t caused  by path  

A→D→C,  ωADC [1 /h ] ,  does  not con tribu te  to  ωA,  namely,  ωA  =  ωABC+ωADC  =  ωABC  hol ds.  

 

Copyright International  Electrotechnical  Commission  



I EC  TR 63039:201 6  © I EC  201 6  – 35  – 

 

Figure  7  – FT for an  unrepeatable  final  event resu lting  in  a  renewable  final  state  

 

Figure  8  – State  transitions  resu lting  in  a  renewable  final  state  

FER at i n i tia l  state  A,  φA,  of wh ich  reciprocal  i s  the  mean  time  from  in i tia l  state  A to  final  state  
C  i n  F igure  7  and  Figure  8 ,  as  wel l  as  the  mean  time  from  A to  C  in  F igure  5  and  F igure  6 ,  i s  
easi l y formu lated  from  Equation  (20),  g i ven  that ri sk exposure  time  i s  T:  

φA  =  φABC  

 =  ωABC/{1 -PA,C}  

  =  λAλB /[(λB+1 /τ){1 +λA/(λB+1 /τ)+λB/(λA+1 /τ)}]  (21 )  

where  

φABC  i s  FER at i n i ti a l  state  A,  where  the  fi nal  even t occurs  on  path  A→B→C [1 /h ] .  

S im i larl y,  i t  i s  noted  that FER at i n i tia l  state  A that resu l ts  from  the  final  even t caused  by path  

A→D→C,  φADC ,  does  not contribu te  to  φA,  i . e . ,  φA  =  φABC+φADC  =  φABC  holds.  

The  fol lowing  a)  to  c)  can  be  said  from  Equation  (21 ) .  

a)  I f λAτ<<1  and  λBτ<<1 ,  then  φA  =  φABC≈λAλBτ.  Th is  approximate  formu la  i s  i den tical  wi th  
that of average  FEF,  g iven  that τ  =  T/2  holds  (see  7 . 2 .2  b) ,  9 . 3 . 2  and  Annex B).  

I n  the  con text of the  a i rbag  con trol  system,  i t  i s  clear for path  A→B→C that the  probabi l i ty 

φA/λB  =  φABC/λB≈λAτ  i s  the  approximate  average  probabi l i ty that the  overal l  system  i s  i n  
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the  demand  state  for the  a i rbag  con trol  system  when  a  fa i l u re  of the  ai rbag  con trol  system  

occurs.  On  the  other hand ,  i t  i s  a lso  clear for path  A→B→C that the  ratio,  φA/λA  =  φABC/λA 
≈λBτ,  i s  the  approximate  probabi l i ty that a  fa i lu re  of the  a i rbag  con trol  system  occurs  
wi th in  the  mean  time  i n terval  of the  demand  state  [0 ,  τ] ,  g i ven  that a  demand  occurred  at  

time  0 .  Namely,  φABC/λA≈λBτ  i s  equal  to  APFdrg ,  i . e . ,  φABC/λA≈λBτ≈Pb .  

However,  i t  i s  bel ieved  in  I EC  61 508  (al l  parts)  that on ly path  A→D→C can  bring  abou t a  
fi nal  even t that resu l ts  i n  the  appearance  of the  fi nal  consequences  of ri sk by the  fa i lu re  of 
the  i tem  i n  the  l ow demand  mode  of operation .  Namely φABC ≡ 0  i s  assumed .  The  FER (or 
HER in  I EC 61 508  (al l  parts)) ,  φ ,  i s  the  target measure  of occurrence  of the  fi nal  event for 
the  i tem  in  the  low demand  mode operation ,  and  i s  defined  on ly by the  approximate  

formu la,  φ≈λBλAτ≈φADC ,  i . e . ,  φ≈λAλBτ≈λAPa ,  where  λA  and  λB  are  the  demand  rate  of the  
i tem  and  the  (dangerous)  fa i lu re  rate  of the  i tem,  respectively (see  9 . 3. 2  and  Annex B).  

I f the  fi nal  even t i s  brought about on ly by the  demand  that occurs  in  a  fau l t  of an  i tem,  i . e. ,  

the  final  even t occurs  on ly on  path  A→D→C,  then  the  probabi l i ty,  φA/λA  =  φADC/λA≈λBτ  =  
λBT/2 ,  i s  the  approximated  average  probabi l i ty that the  i tem  i s  i n  a  fau l t at  time  t  (0<t≤T) ,  
g i ven  that the  i tem  is  i n  an  up  state  at time  zero  and  λBT/2<<1  holds.  

Th is  approximated  average  probabi l i ty,  λBτ  =  λBT/2(=  Pa) ,  i s  defined  as  “average  
probabi l i ty of fa i l u re  on  demand  (PFDavg )”  i n  I EC  61 508.  Curren tl y on ly PFDavg  i s  the  
target fa i l u re  measure  of S I L  for the  i tem  in  the  l ow demand  mode  of operation  as  
mentioned  above.  Thus,  I EC  61 508  (a l l  parts)  cannot cover such  speci fic i tems  as  the  
a i rbag  con trol  systems  i l l ustrated  above  i f those  systems  work in  the  low demand  mode  of 
operation  (see  9 . 3 . 2  and  Annex B).  

b)  I f 1 <<λAτ  and  λBτ<<1 ,  then  φA  =  φABC≈λB  hol ds.  Th is  approximation  i s  i den tical  wi th  that of 
the  average  FEF  (see  7. 2 . 2  c) ,  9 . 3 . 2  and  Annex B).  

c)  I f 1 <<λAτ  and  1 <<λBτ,  then  φA(=  φABC)  tends  to  λA/(1 +λA/λB+λB /λA) .  Th is  characteristic i s  
qu i te  d i fferent from  that of the  average  FEF  (see  7 . 2 . 2  d )  and  e),  and  Annex B).  

I n  case  of the  ai rbag  control  system  ci ted  above,  system  state  B  i n  F igure  5  to  F igure  8,  i n  
wh ich  the  au tomobi le  i s  runn ing ,  i s  the  demand  state  for the  function  of the  a i rbag  con trol  
system  to  prevent the  ai rbag  from  in flating  un in tentional ly.  Thus,  those  i n t.  even ts  from  
system  state  A to  B  and  B  to  A i n  F igure  8  are  a  demand  and  a  completion ,  respectively.  
Suppose  that the  occurrences  of i n t.  even ts  fol low exponential  d istribu tions,  and  the  
average  duration  of the  demand  state  i s  τ  hours,  then  a  completion  can  be  model led  to  
occur at the  constan t rate  of 1 /τ  [1 /h ] .  Th is  constan t rate  i s  defined  as  the  completion  rate  
of the  demand  state.  Namely 2 /T =  1 /τ  holds  i n  th is  case,  and  therefore  i t  can  be  known  
that 2τ  hours  shou ld  be  a l located  to  risk exposure  time  T for the  a i rbag  control  system  
above.  Here  i t  i s  noted  again  that the  completion  rate  i s  not considered  i n  I EC  61 508  (a l l  
parts).  

I f the  a i rbag  con trol  system  is  analysed  i n  accordance  wi th  I EC  61 508  (a l l  parts),  two  
extreme  target measures  for an  i tem  to  con trol  and /or reduce  a  ri sk are  to  be  considered  

as  described  above.  For i nstance,  approximate  HERs  are  φ≈λBλAT/2≈φADC  and  

φ≈ωA(0 ,T)≈λB  for the  1 -ou t-of-1  arch i tecture  i tems  i n  the  low demand  mode  of operation  
and  i n  the  h igh  demand  mode  of/con tinuous  operation ,  respectively.  Thus  the  target 

measure  PFDavg  for the  former i s  equal  to  φ/λA≈λBT/2(=  Pa) ,  and  the  target measure  for 

the  l atter PFH  is  equal  to  ωA(0 ,T)≈λB  (see  3 . 1 . 32 ,  3 . 1 . 33,  and  Clause  B . 1 ) ,  respectively.  

However,  the  approximate  HER,  φ≈λBλAτ≈φADC ,  and  therefore  PFDavg  ( that i s  equal  to  Pa  

=  φ/λA≈λBτ)  cannot be  derived  in  the  con text of the  risk of un in tended  i n flation  of an  a i r 
bag  owing  to  the  fa i l u re  of the  a i rbag  con trol  system,  because  actual ly the  path  A→D→C 
wi l l  not bring  abou t any fi nal  state  i n  wh ich  the  final  consequences  of the  ri sk appear.  

The  FER at a  g i ven  in i tia l  state  presents  a  resolu tion  to  cope  wi th  the  PFDavg  i ssue  i n  the  
functional  safety by i n troducing  a  new target measure  for the  i tem  to  reduce  and /or con trol  a  
ri sk i n  the  l ow demand  mode  of operation .  Th is  new target measure  i s  the  risk-reduction  ratio,  

φA/λA,  where  φA  i s  the  FER at a  g i ven  i n i tia l  state  and  λA  i s  the  demand  rate.  I n  general ,  i t  can  

be  said  that the  formu la  of the  risk-reduction  ratio  (e. g . ,  φA/λA  =  (φABC+φADC)/λA)  i s  nearly 
equal  to  the  sum  of APFdrg  and  PFDavg  i n  the  l ow demand  mode  of operation .  Thus,  i f 

φADC  =  0  holds,  the  ri sk-reduction  ratio,  φA/λA  =  φABC/λA,  i s  nearly equal  to  APFdrg .  Whereas  
i f φABC  =  0  holds,  then  the  ri sk-reduction  ratio  i s  nearly equal  to  PFDavg .  Thus,  the  ri sk-
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reduction  ratio  of φA/λA  can  cover the  PFDavg  and  APFdrg  for both  paths  A→B→C and  
A→D→C (see  9 .3 .2 ,  Clauses  B. 4,  B . 5,  B .6  and  B. 7) .  Numerical  analyses  are  i l l ustrated  wi th  
the  fol l owing  examples.  

1 )  Suppose  a  d river d rives  h is  private  car,  where  state  transi tion  rates  are,  λA  =  0 , 1  [1 /h ]  ( i . e. ,  
the  d river beg ins  to  d ri ve  h is  car each  1 0  hours  on  average),  1 /τ  =  2 , 0  [1 /h ]  ( i . e . ,  the  car i s  

runn ing  for 30  m inu tes  on  average)  and  λB  =  1 , 0  ×  1 0
-5  [1 /h ] .  Then  the  low demand  mode  

of operation  wi l l  be  preferred  for analysis  of the  risk con trol  and  the  reduction  performed  

by th is  a i rbag  control  system,  because  the  demand  frequency,  1 /(1 /λA+τ)≈0, 1  [1 /h ] ,  i s  
l ower compared  to  the  reciprocal  of the  risk exposure  time  1 /T =  1 /(2τ)  =  1 , 0  [1 /h ] .  Thus  

the  approximate  formu la  g ives  the  estimation ,  φA  =  φABC≈λAλBτ  =  5 , 0  ×  1 0
-7  [1 /h ] .  Exact 

estimations  φA  =  φABC  =  4 , 8  ×  1 0
-7  [1 /h ]  and  ωA(0, 2τ)  =  ωABC(0 , 2τ)  =  4 , 7  ×  1 0

-7  [1 /h ]  are  
calcu lated  from  Equations  (21 )  and  (1 5) ,  respectively.  The  approximate  formu la  provides  a  
good  approximation .  

2 )  Another example  i s  of a  taxi  being  d riven  at more  frequent i n tervals,  λA  =  2 , 0  [1 /h ]  ( i . e . ,  
the  d river beg ins  to  d rive  each  30  m inu tes  on  average),  1 /τ  =  2 , 0  [1 /h ]  ( i . e. ,  same  as  i n  1 ))  

and  λB  =  1 , 0  ×  1 0
-6  [1 /h ] .  The  demand  frequency,  1 /(1 /λA+τ)  =  1 , 0  [1 /h ] ,  seems  to  be  on  a  

d i vid ing  l i ne  between  two  modes  of operation  in  comparison  wi th  1 /T =  1 , 0  [1 /h ] .  

Approximate  formu las  are  φA  =  φABC≈λAλBτ  =  1 , 0  ×  1 0
-6  [1 /h ]  ( low demand  mode  of 

operation)  and  ωA(0, 2τ)  =  ωABC(0, 2τ)≈λB   =  1 , 0  ×  1 0
-6  [1 /h ]  (h igh  demand  mode  of 

operation),  wh i le  the  exact estimations  are  φABC  =  5 , 0  ×  1 0
-7  [1 /h ]  and  ωA(0 , 2τ)  =   

5 , 7  ×  1 0 -7  [1 /h ]  from  Equations  (21 )  and  (1 5),  respectively.  I n  th is  case,  the  approximate  
formu las  φA≈φABC≈λAλBτ  and  ωA(0 , 2τ)≈ωABC(0 , 2τ)≈λB  provide  the  approximations  abou t 
two  times  greater than  the  exact estimations  (see  Clause  B .4).  

I t  i s  noted  that the  a i rbag  con trol  system  assumed  above  i s  a  1 -ou t-of-1  arch i tecture  system.  
However real  a i rbag  control  systems may have  a  feature  of redundancy and  be  structu red  i n  a  
more  compl icated  way.  Mal function ing  parts  of the  system  wi l l  be  detected  au tomatical l y and  
the  system  may cause  transi tion  to  a  safe  shu tdown  state  i n  order to  be  repai red .  I n  add i tion ,  
the  causation  process  of harm  brought abou t by un in tended  in flation  of an  ai rbag  m igh t be  
considered  for real  ri sk analysis.  The  FTs  and  state  transi tion  models  described  in  F igure  5  to  
F igure  8  shou ld  be  mod i fied  and /or remodel led  more  real istical l y for such  analyses.  

F igure  9  and  F igure  1 0  describe  a  practical  example  of the  hazard ,  i . e . ,  the  causation  process  
of un in tended  i n flation  of an  a i rbag  due  to  mal function ing  of an  ai rbag  con trol  system  [31 ] .  
Here,  the  a i rbag  control  system  is  supposed  to  be  a  1 -ou t-of-2  arch i tectu re  system,  i . e . ,  th is  
system  is  composed  of two  i ndependent Chs,  Ch  1  and  Ch  2 .  Not on ly detected  (D)  fa i l u res  
bu t a lso  undetected  (UD)  fa i l u res  occur i n  each  Ch ,  and  both  Chs  have  equ ivalen t D  fai l u re  

rates,  λD ,  and  equ ivalen t UD  fa i l u re  rates,  λUD ,  respectively (see  9 . 3 . 1  b)) .  The  safe  system  
state  i s  i nvariable  against th is  un in tended  i n fl ation  hazard  (or ri sk)  that i s  reciprocal  to  that 
caused  by the  fa i l u re  of the  a i rbag  con trol  system  to  i n flate  the  a i rbag  when  a  col l i s ion  occurs  
(see  Clause  B. 2) .  

I f a  D  fau l t  of any Ch  i s  detected  by the  sel f-d iagnosis  function  of the  system,  the  sensor and  
control  part  causes  the  a i rbag  con trol  system  to  a  safe  shu tdown  state  and  a larms  the  d river 
immed iately,  i n  wh ich  case  any un in tended  in flation  cannot occur.  However,  i f both  Chs  fal l  
i n to  the  UD  fau l ts  when  the  au tomobi le  i s  runn ing ,  then  the  sensor and  con trol  part fa i l s  to  
prevent an  un in tended  i n flation  of the  a i rbag  and  a  traffic acciden t can  occur.  

The  CCF  between  both  Chs  are  not represented  i n  F igure  9  and  F igure  1 0  because  those  
fa i lu res  can  be  analysed  separately from  the  independent fa i lu res  for s impl ici ty of analysis.  
Risk exposure  time  i s  here  assumed  to  be  a  proof test i n terval  i f the  proof test exists,  or a  
l i fetime  of the  ai rbag  control  system  i f i t  does  not exist.  The  probabi l i ties  of system  states  A to  
G  i n  F igure  1 0 ,  PA  to  PG ,  are  easi l y calcu lated ,  g i ven  that the  system  is  i n  a  steady state.  FER 

at i n i tia l  state  A,  φA,  i s  a lso  obtained  easi l y from  the  formu la  φA  =  λUDPC/(1 -PG )  [31 ] .  
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Figure  9  – FT for un intended  inflation  of an  airbag  due  to  fai lure  of control  

  

IEC  

Final  even t  

At an  i n i ti a l  s tate  

Fai l u re  l og i c  1  Fa i l u re  l og i c  2  Fa i l u re  l og i c  3  Fa i l u re  l og i c  4  

Ch  1  
UD  

fa i l u re  

Ch  2  
UD  

fa i l u re  

Ch  2  
UD  

fa i l u re  

Ch  2  
UD  

fa i l u re  
Ch  1  
UD  

fa i l u re  

Ch  1  
UD  

fa i l u re  

Ch  1  
UD  

fa i l u re  

Ch  2  
UD  

fa i l u re  

Demand  

Demand  
Demand  

Demand  

Copyright International  Electrotechnical  Commission  



I EC  TR 63039:201 6  © I EC  201 6  – 39  – 

 

 

System  states  

A :  Both  Chs  are  up  when  the  au tomobi l e  hal ts ;  

B  :  Both  Chs  are  up  when  the  au tomobi l e  i s  ru nn i ng ;  

C  :  One  Ch  i s  i n  a  UD  fau l t  when  the  au tomobi l e  i s  runn ing ;  

D  :  Ai rbag  con trol  system  i s  i n  shu tdown  owing  to  detecti on  of a  D  fau l t;  

E  :  One  Ch  i s  i n  a  UD  fau l t  when  the  au tomobi l e  hal ts ;  

F  :  U n i n tended  i n fl ati on  of a i rbag  when  the  au tomobi l e  hal ts ;  

G  :  U n i n tended  i n fl a ti on  of a i rbag  when  the  au tomobi l e  i s  runn i ng .  

S tate  transi ti on  ra tes  

λ
UD  :  UD  fa i l u re  ra te  of the  Ch  of a i rbag  con trol  system;  

λ
D      :  D  fa i l u re  rate  of the  Ch  of a i rbag  con trol  system ;  

µ
D      :  repai r rate  of the  shu tdown  state;  

λ
M     :  d emand  rate ;  

µ
M      :  completi on  rate ;  

m’     :  repai r rate  of the  un i n tended  i n fl ati on  when  the  au tomobi l e  ha l ts ;  

m      :  renewal  rate ;  

T    :  ri sk  exposure  time  (bu t 1 /T<<µ
M
 and  1 /T<<m’) .  

Figure  1 0  – State  transi tion  model  of un intended  inflation  of an  airbag  

Thus,  the  analytical  techn ique  of FER at a  g i ven  in i tia l  state  X,  φX,  covers  a  wide  range  of 
i ssues  i n  ri sk analysis  i nvolving  those  that cannot be  hand led  by use  of conventional  
techn iques.  The  new target measures  of the  occurrence  of an  unrepeatable  fi nal  even t,  i . e . ,  
the  FEF  at a  g iven  in i ti al  state,  ωA,  and  FER at a  g iven  in i ti al  state,  φA,  are  qu i te  d i fferen t from  
any one  of the  conventional  dependabi l i ty target measures  such  as  a  fa i l u re  rate,  fai l u re  
frequency,  re l iabi l i ty,  unrel iabi l i ty,  avai labi l i ty and  unavai labi l i ty of i tems  because  not on ly the  
up  and  down  states  of the  i tems  bu t a l so  the  demand  and  non-demand  states,  shu tdown  
states,  fi nal  consequences  of a  ri sk,  other envi ronmental  cond i tions  as  wel l  as  risk exposure  
time  that have  not been  appl ied  to  conventional  dependabi l i ty analyses  are  general ly i nvolved  
i n  the  formu lation  of ωA  and  φA.  

I n  general ,  for example,  i f the  ri sk exposure  time  T i s  not too  l ong  and  state  transi tion  rates  

are  not too  h igh ,  namely,  i f λAT<<1  and  λBT<<1 ,  or,  1 <<λAT and  λBT<<1  hold  i n  the  example  
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shown  i n  F igure  6 ,  the  average  FEF  may be  nearly equal  to  the  FER at a  g iven  in i tia l  state.  
However,  they are  not i den tical ,  and  i f ri sk exposure  time  T becomes  too  long  the  former 
tends  to  0 .  Th is  i s  the  reason  why the  average  FEF  is  seldom  su i table  for the  target measure  
of the  occurrence  of unrepeatable  fi nal  even ts  (see  Clauses  4  and  B .4).  

Thus,  the  risk of the  un in ten tional  i n flation  of the  a i rbag  when  the  au tomobi le  i s  normal ly 
runn ing  and  the  ri sk of the  m isfi re  of the  ai rbag  when  a  col l i s ion  occurs  (of wh ich  analysis  i s  
omi tted  i n  th is  document)  due  to  the  fa i l u re  of the  con trol  system  can  be  analysed  separately 
i n  order to  create  a  ri sk profi l e  for the  next stage  of ri sk assessment [31 ] .  

8  Final  event rate  at a  recognised  state  and  recognised  group state  

8.1  General  

Antecedent states  shou ld  be  mon i tored  con tinuously i n  an  overal l  system  in  order to  conform  
to  I SO  31 000  [3 ] .  I f an  an tecedent state  or a  group  of an tecedent states  i s  recogn ised  and  
designated  at any g iven  time,  FER at a  recogn ised  state  or FER at a  recogn ised  group  state  
shou ld  be  analysed  based  on  th is  ri sk-mon i toring  i n formation  (see  3. 1 . 28  and  3 . 1 . 29).  For 
example,  i f system  state  3  i n  the  state  transi tion  d iagram  in  Table  6  or group  state  G  that i s  
composed  of system  states  1  and  2  i n  the  state  transi tion  d iagram  in  Table  7  i s  mon i tored  and  
recogn ised  at  any g iven  time,  the  fol lowing  descriptions  for the  estimation  of FER at 
recogn ised  state  3  and  FER at g roup  state  G  are  possib le.  

I f the  an tecedent state  3  i s  mon i tored  and  recogn ised  at time  t,  then  FER at recogn ised  state  
3  i s  analysed  for an  unrepeatable  final  event by use  of Table  6 .  The  FER at recogn ised  state  
3  i s  defined  as  the  target measure  of the  occurrence  of the  fi nal  event at time  t.  Table  6  
i l l ustrates  the  symbols  and  graph ical  representation  for the  analysis  of FER at recogn ised  
state  3  for an  unrepeatable  fi nal  even t by use  of the  ETA,  FTA and  Markov techn iques.  Here  
the  an tecedent state  3  i s  a  vi rtual  i n i ti a l  state  to  wh ich  the  final  state  4  reverts  to  be  renewed .  
The  FER at recogn ised  state  3  i s  estimated  by use  of those  d iagrams  (see  9. 3. 3) .  

Table  7  i l l ustrates  the  symbols  and  g raph ical  representation  for the  analysis  of FER at 
recogn ised  g roup  state  G  for an  unrepeatable  final  event by use  of the  ETA,  FTA and  Markov 
techn iques.  I f the  g roup  state  G  i s  mon i tored  and  recogn ised  at  time  t,  FER at recogn ised  
group  state  G  i s  defined  as  the  target measure  of the  occurrence  of the  fi nal  event at  time  t.  
The  FER at recogn ised  g roup  state  G  i s  estimated  by use  of those  d iagrams  (see  9. 3. 4) .   

8.2  Example  of recognised  (group)  states  

I n  F igure  1 0,  for i nstance,  the  in i tia l  state  A i s  a  recogn ised  state  at time  t  =  0  and  j ust after a  
proof test,  g iven  that the  proof test i s  performed  perfectly.  I f CCF  are  d isregarded ,  the  system  
state  D  and  F  wi l l  be  recogn ised  states  at any time,  system  state  G  i s  the  final  state,  system  
state  A and  E  compose  recogn ised  group  state  G1 ,  and  the  system  state  B  and  C  compose  
group  state  G2  at  any time  except the  moment j ust after the  proof test (see  9 . 4 . 6).  
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Table  6  – Symbols  and  graph ical  representation  for the  FER at  recognised  state  3  

Techn iques  Diagrams  

ETA 

 

FTA 

 

Markov s tate  
transi ti on  

 

 

 

 

IEC  

Event  3→4  
Final  s tate  4  

Even t 2→1  

Frequency  

State  1  

Final  s tate  4  

Event 3→1  

Event 2→4  

Even t 1→3  

FER at  recogn ised  s tate  3  
Recogn ised   
s tate  3  
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s tate  3  

State  3  
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IEC  
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1  
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Table  7  – Symbols  and  graphical  representation  for FER at recognised  group state  G  

Techn iques  Diagrams  

ETA 

 

 

FTA 

 

 

 

IEC  

Event G→4  
Final  s tate  4  

Frequency  
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Techn iques  Diagrams  

Markov s tate  
transi ti on  

 

 

 

9  Analysis  of mul tiple  protection  layers  

9.1  General  

Mul tiple  protection  layers  (PLs)  are  h ierarch ical  mechan isms  that acti vate  thei r proactive  
functions  to  prevent a  fi nal  even t that can  resu l t  i n  a  fi nal  state  of a  ri sk from  occurring .  I f one  
of the  mu l tip le  PLs  fai l s  to  acti vate  i ts  own  proactive  function ,  th is  fa i l u re  wi l l  resu l t  i n  the  
demand  that activates  the  proactive  function(s)  of the  next PL  (see  F igure  1 1 ) .  Here  the  PL 
that may activate  the  next PL  i s  categorised  as  the  i n t.  PL,  and  the  PL  of wh ich  fai l u re  brings  
the  overal l  system  to  th is  fi nal  state  i s  categorised  as  the  final  PL  (FPL)  for the  risk of concern .  

F igure  1 1  shows  an  event tree  for an  overal l  system  wi th  a  demand  source,  i n t.  PL  and  FPL  to  
con trol  and /or reduce  (a)  ri sk(s) .  For i nstance,  a  se l f-d riving  car being  in  operation ,  i ts  cru ise  
con trol  and  pre-crash  con trol  systems  are  referred  to  the  demand  source,  i n t.  PL  and  FPL 
against a  crash  ri sk,  respectively (see  Clause  B. 2)  [30] [32] .  Those  systems  con trol  and  
reduce  the  crash  ri sk,  and  make  the  FER at an  i n i tia l  state  φ  meet a  to lerable  l evel  (see  3. 1 . 1 ,  
Note  3).  

I f an  FPL  fai l s  under a  demand  state  ( i . e. ,  an  FPL  fa i l s  i n  i ts  operating  state)  or i f a  demand  
occurs  when  the  FPL  i s  i n  a  fau l t  ( i . e . ,  the  FPL  i s  demanded  in  a  fau l t) ,  a  final  even t wi l l  
usual l y be  brought abou t.  Even  i f the  fi nal  event i s  unrepeatable,  the  fa i l u res  of i n t.  PL(s)  may 
be  repeatable.  Th is  means  that the  demand  at the  PLs  can  be  repeatable.  For such  
repeatable  even ts  as  fa i l u res  and  demands,  PAND  gate  of Type  1  i s  usefu l  for the  FTA of i n t.  
PL(s)  (see  9. 2).  
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Figure  1 1  – Event tree  of a  demand  source,  int.  PL  and  FPL for a  risk 

I f a  ri sk analysis  i s  performed  by using  the  RBD  and  FTA techn iques  complementari l y for an  
i n t.  PL(s),  numerous  MCSs may be  extracted  (see  Clause  6).  Here  the  MCS  i s  a  set that 
consists  of mu tual l y i ndependent basic e lements  of 1 ,  2 ,  … ,  and  n  (see  3 . 1 . 35).  The  basic 
e lements  wi l l  be  such  even ts  as  “ fa i l u re  of i tem”,  “ fa i l u re  of Ch” ,  “demand  at  i tem”,  “demand  at 
Ch” ,  etc.  Thus  the  basic e lement,  for example  “fai l u re  of Ch” ,  can  i nvolve  a  s ign i fican t number 
of fa i lu res  caused  by the  hundreds  or more  components  of wh ich  the  Ch  i s  composed .  I t  i s  
noted  that the  treatment of several  Chs  that compose  a  PL  may often  mean  the  treatment of 
thousands  or more  components.  Such  a  PL  i s  ca l led  a  l arge-scale  PL.  Risk analysis  of an  
overal l  system  that i s  composed  of a  l arge-scale  PL(s)  and  therefore  may involve  mu l tip le  
risks  i s  often  cal led  risk analysis  of a  complex system  (see  Table  1 ,  Clause  6 ,  9 . 5,  C lauses  
A.5,  B . 2  and  B. 3) .  

Risks  owing  fa i l u res  of PLs  are  analysed  quan ti tati vely i n  Clause  9.  F i rstl y,  how the  fa i lu re  of 
i n t.  PL  becomes  the  demand  at  the  next PL  i s  i l l ustrated  for complex systems  wi th  sequentia l  
fa i lu re  l og ics  i n  9 . 2 .  Then  analyses  of FPL  are  i l l ustrated  in  9 . 3  and  9 . 4 .  

Notations  

(0, 0)  FPL  i s  UP  under a  non-demand  state;  

(1 , 0)  FPL  i s  i n  a  UD  fau l t  under a  non-demand  state;  

(0, 1 )  FPL  i s  UP  under a  demand  state,  i . e . ,  FPL i s  normal l y operating ;  

(1 , 1 )  fi nal  state,  i . e . ,  the  state  i n  wh ich  the  fi nal  consequences  of a  ri sk may appear;  

λi  constant even t rate  of basic e lement Ei  (i  =  1 ,  2 ,… ,  n :  Ei∊ {1 ,  2 ,  … ,  n})  that 

comprises  an  MCS,  bu t λi>0  (rates  are,  for i nstance,  fa i l u re  rate,  demand  rate,  
etc. )  [1 /h ] ;  

µi  constan t repai r rate  of the  state  resu l ting  from  Ei  (i  =  1 ,  2 ,  … ,  n)  that comprises  

an  MCS,  bu t µki>0  (rates  are,  for i nstance,  repai r rate,  completion  rate,  etc. )  
[1 /h ] ;  

λki  constan t even t rate  of basic e lement Eki  ( i  =  1 ,  2 ,  … ,  n ;  Eki∊ {1 ,  2 ,  … ,  n})  that 

comprises  MCS  Kk  (k =  1 ,  2 ,  … ,  m) ,  bu t λki>0  [1 /h ] ;  

µki  constan t repai r rate  of the  state  resu l ti ng  from  the  Eki,  bu t µki>0  [1 /h ] ;  

λkSi  constan t even t rate  of basic e lement EkSi  ( i  =  1 ,  2 ,  … ,  n ;  EkSi∊ {1 ,  2 ,  … ,  n})  that 
comprises  basic e lement sequence  S (  =  1 ,  2 ,  … ,  h)  of the  MCS  Kk  (k =  1 ,  2 ,  … ,  

m) ,  bu t λkSi>0  [1 /h ] ;  

µkSi  constan t repai r rate  of the  state  resu l ting  from  the  EkSi,  bu t µkSi>0  [1 /h ] ;  
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λUD  constan t UD  fa i lu re  rate  of FPL  [1 /h ] ;  

µUD  reciprocal  of the  mean  time  to  restoration  of UD  fau l t  of FPL due  to  the  proof 
test [1 /h ] ;  

λD  constan t D  fa i l u re  rate  of FPL [1 /h ] ;  

µD  constan t D  repai r rate  of FPL  [1 /h ] ;  

λM  constan t demand  rate  at FPL [1 /h ] ;  

µM  constan t completion  rate  at FPL ( i . e. ,  reciprocal  of the  mean  time  to  completion)  
[1 /h ] ;  

m   constant renewal  even t rate  [1 /h ] ;  

T  ri sk exposure  time  at FPL  [h ] ;  

Px, y(X,Y)  probabi l i ty that a  system  is  i n  system  state  (X,Y)  i n  a  steady state,  g iven  that i t  
i s  i n  system  state  (x,  y)  at time  0  and  i ts  fi nal  state  causes  transi tion  on ly to  (x,  
y) ;  

PG i(X, Y)(t)  probabi l i ty that a  system  is  i n  system  state  (X,Y)  at time  t,  g iven  that the  
system  en tered  the  recogn ised  group  state  G i  (i  =  1 ,  2 ,… ,  n)  at  time  0  and  has  
not l eft  th is  g roup  un ti l  time  t;  

ωx, y  FEF  at i n i ti a l  (or recogn ised)  state  (x,  y)  [1 /h ] ;  

φx, y  FER at i n i tia l  (or recogn ised)  state  (x,  y)  [1 /h ] ;  

Tx, y  MTFE  at i n i tia l  (or recogn ised )  state  (x,  y)  [h ] ;  

φG i(t)  FER at g roup  state  G i  (dynamic estimation)  [1 /h ] ;  

TG i(t)  MTFE  at g roup  state  G i  (dynamic estimation)  [h ] ;  

φG i(x,  y)  (x,  y)  cen tred  FER at group  state  G i  [1 /h ] ;  

TG i(x,  y)  (x,  y)  cen tred  MTFE  at group  state  G i  [h ] ;  

{φx, y,  Tx, y}G i  set of FER at recogn ised  group  state  G i  ( i  =  1 ,  2 ,… ,  n)  (φx, y  and  Tx, y  are  for a l l  
(x,y)  i ncluded  i n  the  recogn ised  group  state  G i) .  

9.2  Frequency and  rate  for repeatable  events  

9 .2 .1  General  

I n t.  PLs  wi l l  be  arranged  i n  arbi trary arch i tecture  systems.  I t  i s  supposed  the  MCSs of K1 ,  K2 ,  
… ,  and  Km  are  extracted  for arbi trary number m  th rough  the  FTA of an  i n t.  PL,  and  Kk  (k =  1 ,  2 ,  
… ,  m)  consists  of the  arbi trary number of basic e lements  of 1 ,  2 ,  … ,  and  n .  I n  general ,  basic 
e lements  are  often ,  bu t not a lways,  repeatable,  however,  i t  i s  assumed  i n  9 . 2  that a l l  basic 

e lements  of MCS  Kk  are  repeatable,  i . e . ,  µki>0  ( i  =  1 ,  2 ,  … ,  n)  holds  for a l l  k (see  9 . 1 ).  Thus,  
quanti tative  analyses  of a  PAND  gate  of Type  1  are  i l l ustrated  for both  of the  non-sequentia l  
and  sequentia l  fa i l u re  l og ics  i n  9 . 2 . 2  and  9 . 2 .3 ,  respectively [1 2 ] [1 4] [1 5] .  

For a l l  basic e lements  that are  unrepeatable,  i . e . ,  µi  =  0  ( i  =  1 ,  2 ,  … ,  n) ,  Fussel l  et  a l .  have  
quan ti fied  the  sequential  fa i l u re  log ic of a  PAND  gate  for such  basic e lements  [1 3] .  However,  
i f repeatable  and  unrepeatable  basic e lements  coexist i n  an  MCS,  then  the  FEF  at a  g iven  
i n i ti a l  state  and  FER at a  g i ven  in i tia l  state  wi l l  be  appl ied  to  the  quan ti tati ve  analysis  of such  
PAND  gate  fai lu re  l og ics  as  shown  in  9 . 3  and  9 . 4  [1 8] [27] [29] .  

9.2.2  Independent of event sequence 

I f repeatable  fa i l u res  of an  i n t.  PL  occur i ndependently of the  sequence  of the  occurrences  of 
basic e lements,  1 ,  2 ,  … ,  n ,  that comprise  MCS  Kk,  then  the  fa i lu re  log ic l ead ing  to  the  top  
even t can  be  described ,  for i nstance,  as  i n  F igure  1 2  wi th  PAND  gates  of Type  1 .  The  input 
events  i n to  a  PAND gate  of Type  1  for MCS  Kk  are  basic elements  of 1 ,  2 ,  … ,  and  n .  The  
ou tpu t even t of the  PAND  gate  i s  the  top  even t “ fai l u re  of the  i n t.  PL  (due  to  MCS  Kk)” .  
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The  top  even t becomes  true  i f a l l  the  i npu t events  of Eki≠ j  ( i  =  1 ,  2 ,  … ,  n ;  bu t i≠ j)  become true  
earl i er than  the  inpu t event Ekj  and  the  true  cond i tions  are  not restored  un ti l  the  i npu t event 
Ekj  fi na l l y becomes  true,  g iven  that a l l  the  i npu t even ts  are  not true  at  time  zero.  Th is  fa i l u re  
l og ic l ead ing  to  the  top  even t i s  described  i n  F igure  1 2 ,  where  

Eki≠ j    a l l  basic e lements  i  ( i  =  1 ,  2 ,  … ,  and  n ;  bu t i≠j)  of MCS   Kk  (k =  1 ,  2 ,  … ,  m)  become 
true;  

Ekj  basic e lement j  (j  =  1 ,  2 ,  … ,  or n ;  bu t j≠i)  of MCS  Kk  (k =  1 ,  2 ,  … ,  m)  becomes  true.  

The  top  even t described  in  F igure  1 2  resu l ts  i n  a  demand  at the  next PL  or FPL 
(see  F igure  1 1 ) .  Thus  the  probabi l i ty of the  next PL  or FPL being  under a  demand  state,  Q*k,  
and  demand  frequency at the  next PL  or FPL,  w*k,  owing  to  MCS  Kk  i n  a  steady state  are  
defined :  

Q*k  probabi l i ty that the  next PL  or FPL i s  under a  demand  state  that resu l ts  from  a  demand  
occurring  accord ing  to  the  fa i lu re  l og ic of an  i n t.  PL  of concern  as  shown  i n  F igure  1 2 ,  
i n  a  steady state;  

w*k   frequency of the  demand  that occurs  accord ing  to  the  fa i l u re  l og ic of an  i n t.  PL  of 
concern  as  shown  i n  F igure  1 2 ,  i n  a  steady state.  

 

 

Figure  1 2  – Fai lure  of in t.  PL  independent of event sequence 

Q*k  and  w*k  are  represented  i n  the  fol lowing  formu las  [1 2] [1 4] :  

 Q*k  =  ∏
=

n

i 1

{λki/(λki+µki)}   (22)  

 w*k  =  ∑
=

n

j 1

[ ∏
≠=

n

jii ,1

{λki/(λki+µki)}]  λkjkµkj/(λkj+µkj)  (23)  

Therefore,  the  upper l im i t  of the  demand  state  probabi l i ty Q*UL  and  the  upper l im i t  of the  

demand  frequency w*UL  are  defined ,  g i ven  that Q*k<<1  (k =  1 ,  2 ,  … ,  m)  holds  [1 2 ] [1 4] :  

IEC  

Min imal  cu t  set Kk  

Eki  ≠  1  

Fai l u re  of an  i n termed iate  PL  

Fai l u re  l og i c  1  Fai l u re  l og i c  j  Fai l u re  l og i c  n  

Ek1  Eki  ≠  j   Ekj   Eki  ≠  n  Ekn  

Copyright International  Electrotechnical  Commission  



I EC  TR 63039:201 6  © I EC  201 6  – 47  – 

Q*UL   u pper l im i t of the  approximate  probabi l i ty that the  next PL  or FPL  i s  under a  demand  
state  accord ing  to  a l l  the  fai l u re  l og ics  of MCSs Kk  (k =  1 ,  2 ,  … ,  m)  of an  i n t.  PL  of 
concern  shown  in  F igure  1 2  i n  a  steady state;  

w*UL   u pper l im i t  of the  approximate  frequency of the  demand  at the  next PL  or FPL 
accord ing  to  a l l  the  fa i l u re  log ics  of MCSs  Kk  (k =  1 ,  2 ,  … ,  m)  of an  i n t.  PL  of concern  
described  i n  F igure  1 2  i n  a  steady state.  

Q*UL  and  w*UL  are  expressed  i n  the  fol lowing  formu las:  

 Q*UL  =  ∑
=

m

k 1

∏
=

n

i 1

{λki/(λki+µki)}   (24)  

 w*UL  =  ∑
=

m

k 1

[∑
=

n

j 1

{ ∏
≠=

n

jii ,1

(λki/(λki+µki))}λkjµkj/(λkj+µkj) ]  (25)  

I f the  postu late  above,  i . e . ,  Q*k<<1  for a l l  k (k =  1 ,  2 ,  … ,  m ) ,  does  not hold ,  two  options  a)  and  
b)  below are  suggested .  

a)  The  demand  state  probabi l i ty and  the  demand  frequency shou ld  be  formu lated  accord ing  
to  the  accurate  procedure  for quan ti fying  m in imal  cu t sets,  however,  th is  i s  beyond  the  
scope  of th is  document (see  for i nstance  [1 4] ) .  

b)  The  assumption  that the  top  even t “ fa i l u re  of the  i n t.  PL”  i s  repeatable  cou ld  be  
i nappropriate.  For example,  i f the  demand  at the  in t.  PL  of concern  i s  con tinuous,  then  

Q*k<<1  may not hold .  I n  such  a  case,  option  a)  cou ld  lead  to  an  unfavourable  resu l t,  and  
therefore  the  FEF  at a  g i ven  i n i tia l  state  and  FER at a  g i ven  in i tia l  state  shou ld  be  appl ied  
to  the  estimation  of the  demand  state  probabi l i ty and  demand  frequency at  the  next PL.  

Because  fa i l u re  of an  i n t.  PL  activates  (a)  proactive  function (s)  of the  next PL  or FPL 
(see  F igure  1 1 ) ,  the  fol lowing  re lationsh ips  between  w*UL ,  Q*UL ,  demand  frequency at the  
next PL  or FPL,  wM ,  and  demand  state  probabi l i ty at the  next PL  or FPL,  QM ,  hold  i n  a  steady 
state:  

wM  =  λMµM /(λM+µM )≈w*UL ;  

QM  =  λM /(λM+µM )≈Q*UL .  

Thus  the  fol lowing  approximate  equations  are  usefu l :  

λM≈w*UL/(1 -Q*UL) ;  

µM≈w*UL/Q*UL .  

9.2.3  Depending  on  event sequence 

9 .2 .3.1  General  

I f the  fa i l u re  of an  i n t.  PL  i s  repeatable  and  depends  on  the  sequence  of occurrences  of basic 
e lements,  i . e . ,  the  basic element sequence  S  (=  1 ,  2 ,  … ,  h) ,  then  the  fai lu re  log ic i n  basic 
e lement sequence  S  (=  1 ,  2 ,  … ,  h)  resu l ting  i n  the  top  event can  be  described  wi th  a  PAND  
gate  of Type  1 .  Th is  fa i l u re  log ic i s  shown  i n  F igure  1 3 ,  where  the  ou tpu t even t of the  PAND  
gate  of Type  1  “ fai l u re  of an  i n t.  PL  (owing  to  the  fa i lu re  l og ic i n  basic e lement sequence   
S  (=  1 ,  2 ,  … ,  h)  of MCS  Kk)”  becomes  true  i f a l l  i npu t even ts  EkSi  ( i  =  1 ,  2 ,  … ,  n;  EkSi∊ {1 ,  2 ,  … ,  
n})  of MCS Kk  (k =  1 ,  2 ,  … ,  m)  become true  in  the  sequence  S,  i . e . ,  i n  the  order from  the  l eft to  
the  righ t i n  the  figure,  and  i f the  true  states  are  not restored  un ti l  i npu t even t EkSn  fi na l l y 
becomes  true,  g iven  that a l l  the  basic e lements  are  not true  at time  zero.  I npu t even t EkSi  i n  
F igure  1 3  i s  defined :  

EkSi   basic e lement of ith  order ( i  =  1 ,  2 ,  … ,  n)  i n  sequence  S (S  =  1 ,  2 ,  … ,  h)  of MCS  Kk  (k =  
1 ,  2 ,  … ,  m)  becomes  true.  
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9.2.3.2  Formulas  in  a  steady state  

Demand  state  probabi l i ty,  QkS,  and  demand  frequency,  wkS,  i n  a  steady state  are  defined :  

QkS   probabi l i ty that the  next PL  or FPL i s  under a  demand  state  that resu l ts  from  a  demand  
occurring  accord ing  to  the  fai lu re  l og ic of an  i n t.  PL  of concern  i n  sequence  S  (S  =  1 ,  2 ,  
… ,  h)  as  shown  in  F igure  1 3,  i n  a  steady state;  

wkS   frequency of the  demand  that occurs  accord ing  to  the  fa i l u re  l og ic of an  i n t.  PL  of 
concern  i n  sequence  S  (S  =  1 ,  2 ,  … ,  h)  as  described  in  F igure  1 3 ,  i n  a  steady state.  

QkS  and  wkS  are  expressed  i n  the  fol lowing  formu las  [1 5] :  

 QkS  =  ∏
=

n

i 1

{λkSiµkSi/(λkSi+µkSi)}/{∏
=

n

i 1

(∑
=

i

j 1

µkSj)}   (26)  

 wkS  =  ∏
=

n

i 1

{λkSiµkSi/(λkSi+µkSi)}/{∏
−

=

1

1

n

i

(∑
=

i

j 1

µkSj)}    (27)  

Demand  state  probabi l i ty,  Qk,  and  demand  frequency,  wk,  i n  any basic e lement sequences  of 
S  (S  =  1 ,  2 ,  … ,  and  h)  of MCS  Kk  i n  a  steady state  are  formu lated  as  [1 5] :  

 Qk  =  ∑
=

h

S 1

[∏
=

n

i 1

{λkSiµkSi/(λkSi+µkSi)}/{∏
=

n

i 1

(∑
=

i

j 1

µkSj)}]   (28)  

 wk  =  ∑
=

h

S 1

[∏
=

n

i 1

{λkSiµkSi/(λkSi+µkSi)}/{∏
−

=

1

1

n

i

(∑
=

i

j 1

µkSj)}]   (29)  

S im i larl y,  the  upper l im i ts  of the  demand  state  probabi l i ty,  QUL ,  and  the  demand  frequency,  
wUL ,  owing  to  a l l  the  MCSs  of Kk  (k =  1 ,  2 ,  … ,  and  m)  are  expressed  i n  the  fol l owing  formu las,  

g i ven  that Qk<<1  (k =  1 ,  2 ,  … ,  m)  holds  [1 5] :  

 QUL  =  ∑
=

m

k 1

[∑
=

h

S 1

[∏
=

n

i 1

{λkSiµkSi/(λkSi+µkSi)}/{∏
=

n

i 1

(∑
=

i

j 1

µkSj)}] ]   (30)  

 wUL  =  ∑
=

m

k 1

[∑
=

h

S 1

[∏
=

n

i 1

{λkSiµkSi/(λkSi+µkSi)}/{∏
−

=

1

1

n

i

(∑
=

i

j 1

µkSj)}] ]  (31 )  
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Figure  1 3  – FT for fai lure  of in t.  PL  through  sequential  fai lure  log ic 

Simi larl y i f the  fa i l u re  of the  i n t.  PL  of concern  activates  the  proactive  function(s)  of the  next 
PL  or FPL,  the  fol lowing  relationsh ips  between  wM ,  QM ,  wUL  and  QUL  are  usefu l :  

λM≈wUL/(1 -QUL) ;  

µM≈wUL/QUL .  

9.2.3.3  Approximate  formulas  in  the  dynamic state  g iven  that  λkSi/µkSi<<1  

I f λkSi/µkSi<<1  holds  for any k,  S  and  i,  approximate  demand  state  probabi l i ty,  QakS(t) ,  and  
approximate  demand  frequency,  wakS(t) ,  at  time  t  are  defined ,  g i ven  that a l l  the  basic 
e lements  were  not true  at time  0 :  

QakS(t)   approximate  probabi l i ty that the  next PL  or FPL  i s  under a  demand  state  at time  t  
that resu l ts  from  a  demand  occurring  accord ing  to  the  fa i l u re  l og ic of an  i n t.  PL  of 
concern  i n  sequence  S  (S  =  1 ,  2 ,  … ,  h)  as  described  in  F igure  1 3;  

wakS(t)   approximate  frequency of the  demand  at time  t  that occurs  accord ing  to  the  fa i lu re  
l og ic of an  i n t.  PL  of concern  i n  sequence  S (S  =  1 ,  2 ,  … ,  h)  as  described  i n  
F igure  1 3.  

QakS(t)  i s  formu lated  as  [1 5] :  

 QakS(t)  =  (∏
=

n

i 1

λkSi)∑
=

n

r 0

[exp(-art)/{ ∏
≠=

n

rjj ,0

(a j-ar)}]  (32)  

where  

au ∑
=

≡
u

i 1

µkSi  (u  =  1 ,  2 ,  … ,  n) ,  and  a0 ≡ 0.  

S im i larly,  wakS(t)  i s  as  fol lows  [1 5] :  

 wakS(t)  =  (∏
=

n

i 1

λkSi)∑
−

=

1

0

n

r

[exp(-art)/{ ∏
−

≠=

1

,0

n

rjj

(a j-ar)}]   (33)  
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S im i larly,  the  approximate  demand  state  probabi l i ty,  Qak(t) ,  and  approximate  demand  
frequency,  wak(t) ,  i n  any basic e lement sequence  of S  (S  =  1 ,  2 ,  … ,  and  h)  of MCS  Kk  (k =  1 ,  2 ,  
… ,  m)  are  formu lated  as:  

 Qak(t)  =  ∑
=

h

S 1

[(∏
=

n

i 1

λkSi)∑
=

n

r 0

[exp(-art)/{ ∏
≠=

n

rjj ,0

(a j-ar)}] ]   (34)  

 wak(t)  =  ∑
=

h

S 1

[(∏
=

n

i 1

λkSi)∑
−

=

1

0

n

r

[exp(-art)/{ ∏
−

≠=

1

,0

n

rjj

(a j-ar)}] ]    (35)  

The  approximate  upper l im i ts  of the  demand  state  probabi l i ty,  QaUL(t) ,  and  approximate  
demand  frequency,  waUL(t) ,  owing  to  a l l  the  MCSs  of Kk  (k =  1 ,  2 ,  … ,  and  m ) ,  are  expressed  in  

the  fol lowing  formu las,  g iven  that Qak(t)<<1  holds  for a l l  the  MCSs  [1 5] :  

 QaUL(t)  =  ∑
=

m

k 1

[∑
=

h

S 1

[(∏
=

n

i 1

λkSi)∑
=

n

r 0

[exp(-art)/{ ∏
≠=

n

rjj ,0

(a j-ar)}] ] ]   (36)  

 waUL(t)  =  ∑
=

m

k 1

[∑
=

h

S 1

[(∏
=

n

i 1

λkSi)∑
−

=

1

0
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r

[exp(-art)/{ ∏
−

≠=

1

,0

n

rjj

(a j-ar)}] ] ]    (37)  

9.2.3.4 Formula  in  a  dynamic state  for n  =  3  

Suppose,  for i nstance,  that n  =  3  i n  F igure  1 3  and  the  i nputs  i n to  the  PAND gate  of Type  1  are  
EkS1  =  1 ,  EkS2  =  2  and  EkS3  =  3  for basic e lement sequence  S of the  basic e lements  1 ,  2  and  3  
of MCS  Kk.  Then  the  frequency of the  demand  from  th is  PL  to  the  next PL  (or FPL)  i n  th is  
even t sequence  of the  basic e lements  1 ,  2  and  3  at time  t,  w3kS(t) ,  i s  expressed  by the  
fol lowing  equation ,  g i ven  that a l l  the  basic e lements  of th is  MCS  are  not true  at time  0 ,  and  

λ1 ≠µ2  and  µ1 ≠λ2  ho ld  [1 5] :  

w3kS(t)  =  [∏
=

3

1i

{λ i/(λ i+µi)}] [{µ2µ3/(µ1 +µ2)}-{µ2µ3/(µ2-λ1 )}exp{-(λ1 +µ1 )t}-{λ2µ3/(λ2-µ1 )}exp{-

(λ2+µ2)t}  

+µ3{(λ1 /(λ1 +λ2))+(µ1 /(µ1 +µ2))+(µ1 /(λ2-µ1 ))+(λ1 /(µ2-λ1 ))}exp{-(µ1 +µ2)t}  

+{λ2µ3/(λ1 +λ2)}exp{-(λ1 +µ1 +λ2+µ2)t}+{µ2λ3/(µ1 +µ2)}exp{-(λ3+µ3)t}-{µ2λ3/(µ2-λ1 )}exp{-
(λ1 +µ1 +λ3+µ3)t}  

-{λ2λ3/(λ2-µ1 )}exp{-(λ2+µ2+λ3+µ3)t}+{λ2λ3/(λ1 +λ2)}exp{-(λ1 +µ1 +λ2+µ2+λ3+µ3)t}  

 +λ3{(λ1 /(λ1 +λ2))+(µ1 /(µ1 +µ2))+(µ1 /(λ2-µ1 ))+(λ1 /(µ2-λ1 ))}exp{-(µ1 +µ2+λ3+µ3)t}]   (38)  
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9.3  Final  protection  layer arranged  in  a  1 -out-of-1  arch itecture  system 

9.3.1  General  

The  possib i l i ty of CCF  is  often  measured  by the  use  of the  beta  factor,  β .  I f β  i s  estimated  at 
several  per cen t or more,  the  CCF  are  often  (bu t not a lways)  dominan t over the  system  fa i lu re  
from  the  perspective  of ri sk analysis  (see  F igure  A. 4 ,  Clauses  A.3  and  B. 4) .  Therefore  i t  i s  
i nevi table  to  d iscuss  the  i tem  arranged  in  a  1 -ou t-of-1  arch i tecture  system  because  the  CCF 
of mu l tip le  Chs  can  often  be  model led  as  the  fa i l u re  i n  a  s ing le  Ch  system  [27] .  F igure  1 4  to  
F igure  1 9  represent FTs  and  state  transi tion  models  of an  overal l  system  in  the  context of the  
demand  at an  FPL  arranged  i n  a  1 -ou t-of-1  arch i tecture  system  wi th  UD  fau l ts  on ly.  At fi rst 
the  fol l owing  postu lates  are  made.  

a)  I n  F igure  1 5  parameter T i s  the  risk exposure  time,  and  π  i s  the  quotien t of the  fa i l u re  rate  
of an  i tem  that i s  not operating  under a  non-demand  state  to  the  fa i lu re  rate  of the  i tem  

operating  under a  demand  state.  General l y 0<π≤1  holds.  I f π  =  1  holds,  the  fa i l u re  rate  of 
the  i tem  in  the  operating  state  i s  equ ivalen t to  that i n  the  non-operating  state.  I f the  value  

of quotien t π  asymptotical l y approaches  0 ,  the  i tem  cannot fa i l  i n  the  non-operating  state.  
I n  th is  document,  however,  the  value  of the  quotien t i s  hereafter pu t at 1  for easier 

d iscussion  (see  [24] [26]  for ri sk analyses  i nvolving  the  topics  for quotient π) .  

b)  When  an  overal l  system  i s  i n  a  demand  state  for (a)  function(s)  of an  i tem,  the  i tem  is  
requ i red  to  be  and  on ly to  be  operating  for the  function(s)  whereas  the  i tem  i s  requ i red  to  
be  and  on ly to  be  not operating  under the  non-demand  state  for the  function(s).  Therefore  
two  fai lu re  modes  are  requ i red  to  be  considered ,  i . e . ,  the  i tem  is  not operating  under a  
demand  state,  and  the  i tem  i s  operating  under a  non-demand  state  (see  3. 1 . 3 ,  Note  6).  

c)  The  UD  fau l t  i s  found  on ly when  the  proof test i s  performed .  The  proof test i s  a  kind  of 
period ic i nspection  performed  by main tenance  mechan ic(s)  to  d iscover and  restore  (a)  
fau l ty part(s)  of i n t.  PLs  and  FPL.  The  proof test i s  usual l y performed  every year or every 
two  years,  and  several  hours  or days  wi l l  be  necessary for main tenance.  The  time  
requ i red  for the  main tenance  i s  neg l ig ible  compared  wi th  the  i n terval  between  proof tests,  
and  therefore  here  the  fau l ty parts  can  be  assumed  to  be  recovered  i nstan taneously and  
completely by the  proof test (see  Clause  A. 1  for an  example  of an  i ncomplete  proof test) .  

d )  The  UD  fau l t  cannot be  recogn ised  during  the  i n terval  between  proof tests  whereas  the  
demand  state  can  be  recogn ised  when  the  i n t.  PL  or FPL  i s  operating  normal l y under the  
demand  state,  and  the  fi nal  state  i s  a l so  recogn isable  because  the  overal l  system  i s  
s ign i fican tl y degraded  in  th is  state  (see  3 . 1 . 1 3,  Note  3) .  The  fi nal  event i s  un repeatable  
and  the  fi nal  state  i s  renewable;  state  transi tion  rates  are  assumed  to  be  constan t i n  9 . 3 . 2  
to  9 . 4 .   

9.3.2  F inal  event rate  at  in i tial  state  (0 ,  0 )  for unrepeatable  final  event 

Figure  1 4  and  F igure  1 5  represent the  causation  of the  final  even t owing  to  both  the  UD  

fa i l u re  of the  FPL  and  the  demand  at the  FPL,  g iven  that 1 /T<<µM  and  λUD<<1 /T hol d .  From  
F igure  1 5,  P0, 0(1 , 0),  P0, 0(0, 1 )  and  P0, 0(1 , 1 )  are  easi l y calcu lated  (see  notations  i n  9 . 1 ) .  Thus,  
FEF  at  i n i tia l  state  (0 , 0) ,  ω0, 0 ,  FER  at i n i tia l  state  (0 , 0) ,  φ0, 0 ,  and  MTFE  at i n i tia l  state  (0 , 0) ,  
T0, 0  are  formu lated ,  g i ven  that the  in i tia l  state  (0 , 0)  i s  recogn ised  at  t  =  0  [1 8] [1 9] [20] :  

ω0, 0  =  P0, 0(1 , 0)λM+P0, 0(0, 1 )λUD  

φ0, 0  =  ω0, 0/{1 -P0, 0(1 , 1 )}  

T0, 0  =  1 /φ0, 0  

where  

P0, 0(0, 0)  =  1 /[1 +{λM /(µM+λUD)}{1 +(λUD/m)}+{λUD /(λM+µUD)}{1 +(λM /m)}]  

P0, 0(1 , 0)  =  {λU /(λM+µUD)}P0, 0(0 , 0)  

P0, 0(0, 1 )  =  {λM /(µM+λUD)}P0, 0(0 , 0)  
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P0, 0(1 , 1 )  =  [(λUD /m){λM /(µM+λUD)}+(λM /m){λUD /(λM+µUD)}]  P0, 0(0, 0)  

g i ven  that 2 /T<<µUD  and  π  =  1  hold  (see  9 . 3).  

I f the  fi nal  state  i n  wh ich  the  final  consequence  of the  risk appears  i s  brought about i n  both  
the  even t sequences  (0 , 0)→(1 , 0)→(1 , 1 )  and  (0 , 0)→(0 , 1 )→(1 , 1 ) ,  i . e . ,  accord ing  to  the  fi nal  
even t log ics  of “fa i lu re  fi rst and  demand  later”  ( log ic #1 )  and  “demand  fi rst  and  fai lu re  later”  
( l og ic #2),  FER at i n i tia l  state  (0 , 0),  φ0 , 0 ,  i s  expressed  i n  the  fol l owing  formu la,  g i ven  that 

λUD<<(λM+µUD)  and  λUD<<µM  ho ld  [1 8] [1 9] [20] :  

 φ0, 0≈ [{(1 -QM )}λUDwM /{(1 -QM )µUD+wM }]+QMλUD   (39)  

where   

QM   i s  the  demand  state  probabi l i ty and  wM  i s  the  demand  frequency,  and  the  fol lowing  
holds:  

QM  =  λM /(λM+µM )  

wM  =  λMµM /(λM+µM )  

I f the  fi nal  consequence  of ri sk appears  accord ing  to  log ic #1  on ly,  then  Equation  (39)  i s  
rewri tten  as  

φ0, 0≈(1 -QM )λUDwM /{(1 -QM )µUD+wM }  

I f the  fi nal  consequence  of ri sk appears  accord ing  to  log ic #2  on ly,  then  Equation  (39)  i s  
rewri tten  as  

φ0, 0≈QMλUD  

I f QM<<1  and  wM<<µUD  hold ,  then  the  system  seems to  be  i n  a  l ow demand  mode  of operation  
and  the  fol l owing  equation  holds  from  Equation  (39):  

φ0, 0≈λUDwM /µUD+QMλUD  

  =  (λUD /µUD)wM+(λUD /µM )wM≈ (Pa+Pb)wM   (40)  

I t  i s  however assumed  i n  I EC  61 508  (al l  parts)  that φ0, 0≈PawM  a lways  holds,  i . e. ,  PbwM ≡ 0  
holds  i n  the  l ow demand  mode  of operation .  Th is  means  that the  fi nal  consequence  of ri sk 
appears  accord ing  to  l og ic #1  on ly (see  7 . 2 . 3  and  Annex B).  

I f QM<<1  and  µUD<<wM  hol d ,  then  the  system  seems  i n  a  h igh  demand  mode  of operation  and  
the  fol lowing  equation  holds  from  Equation  (39)  (see  7 . 2 . 3  and  Annex B):  

 φ0, 0≈λUDwM /(µUD+wM )+QMλUD  (41 )  
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Figure  1 4  – FT for an  unrepeatable  final  event at in i tial  state  (0 ,0)  

 

Figure  1 5  – State  transition  model  for an  unrepeatable  final  event at  in i tial  state  (0 ,0)  

I f the  final  consequence  of ri sk appears  accord ing  to  l og ic #1  on ly,  the  second  term  of the  
righ t s i de  of Equation  (41 ),  QMλUD ,  i s  removed  and  therefore  

φ0, 0≈λUDwM /(µUD+wM )≈λUD  

S im i l arl y i f the  fi nal  consequences  of the  risk appear accord ing  to  log ic #2  on ly,  the  fi rst term  

of the  righ t s i de  of Equation  (41 ),  λUDwM /(µUD+wM ) ,  i s  removed  and  therefore  

φ0, 0≈QMλUD  

I f QM≈1  and  µUD<<wM  ho ld ,  then  the  system  i s  i n  a  con tinuous  operation  and  the  fol lowing  
formu la  holds  from  Equation  (39):  

 φ0, 0≈ (1 -QM )λUD+QMλUD  =  λUD  (42)  

9.3.3  F inal  event rate  at  recognised  state  (x,  y)  

I f i t  i s  recogn ised  that the  FPL i s  working  normal l y at  time  t,  then  i t  i s  recogn ised  that the  
system  is  i n  an tecedent state  (0 , 1 )  shown  in  F igure  1 6  and  F igure  1 7  at  that time.  F igure  1 6  
and  F igure  1 7  show how to  model  and  analyse  the  causation  of the  fi nal  even t for the  
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estimation  of FEF  at recogn ised  state  (0 , 1 ) ,  ω0, 1 ,  FER at recogn ised  state  (0 , 1 ) ,  φ0, 1 ,  and  
MTFE  at recogn ised  state  (0 , 1 ) ,  T0, 1 ,  g i ven  that an tecedent state  (0 , 1 )  i s  recogn ised  at  time  t,  

and  1 /T<<µM  and  λUD<<1 /T.   

 

Figure  1 6  – FT for an  unrepeatable  final  event for recognised  state  (0, 1 )  

 

Figure  1 7  – State  transition  model  for recognised  state  (0, 1 )  

In  F igure  1 7,  the  state  transi tion  from  the  fi nal  state  (1 , 1 )  to  the  recogn ised  state  (0, 1 )  i s  an  
unreal  state  transi tion ,  i . e . ,  vi rtual  renewal  even t,  to  calcu late  ω0, 1  and  φ0, 1 .  Thus,  ω0, 1 ,  φ0, 1  
and  T0, 1  can  be  formu lated  i n  the  same  manner as  shown  in  9 . 3. 2  (see  5. 4  and  7 . 2 . 3):  

ω0 , 1  =  P0, 1 (1 , 0)λM+P0, 1 (0 , 1 )λUD  

φ0, 1  =  ω0, 1 /{1 -P0, 1 (1 , 1 )}  

T0, 1  =  1 /φ0, 1  

9.3.4 F inal  event rate  at  a  recognised  group state  

9 .3.4.1  General  

I f i t  i s  recogn ised  that the  overal l  system  is  i n  nei ther an tecedent state  (0 , 1 )  nor final  state  
(1 , 1 )  at time  t,  i t  i s  known  that the  overal l  system  i s  i n  g roup  state  G1  at  that time  as  shown  i n  
F igure  1 8  and  F igure  1 9.  The  figures  show how to  model  and  analyse  the  causation  of the  
fi nal  even t for the  estimation  of FER at recogn ised  group  state  G1  and  MTFE  at recogn ised  
g roup  state  G1 ,  g i ven  that the  overal l  system  en tered  th is  g roup  at time  0  and  has  not l eft  

there  un ti l  time  t,  and  1 /T<<µM  and  λUD<<1 /T ho ld .  
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Because  i t  cannot be  i nd icated  in  wh ich  state  (0 , 0)  or (1 , 0)  the  overal l  system  remains  at time  
t,  the  FER at recogn ised  group  state  G1  shou ld  be  estimated  by use  of a  weigh ted  average.  

9.3.4.2  Dynamic estimation  of final  event rate  at  recognised  group state  G i  

I n  general ,  i f the  probabi l i ty that the  overal l  system  is  i n  system  state  (X,Y)  that composes  
recogn ised  group  state  G i  can  be  expressed  i n  a  function  of time  t,  th is  probabi l i ty of state  
(X,Y)  at  time  t,  g i ven  that the  overal l  system  en tered  th is  g roup  at  time  0  and  has  not l eft th is  
g roup  un ti l  time  t,  PGi (X,Y)(t) ,  i s  usefu l  as  the  weigh t for the  estimation  of weigh ted  average  
FER at recogn ised  g roup  state  G i  (see  notations  i n  9 . 1 ) .  

For system  states  (0 , 0)  and  (1 , 0)  that compose  the  recogn ised  group  state  G1  i n  F igure  1 9,  
the  probabi l i ti es  of system  states  (0 , 0)  and  (1 , 0)  at time  t,  g iven  that the  overal l  system  
en tered  G1  at time  0  and  has  not l eft there  un ti l  time  t,  PG1 (0 , 0)(t)  and  PG1 (1 , 0)(t) ,  cou ld  be  
described  i n  a  function  of time.  Then  FER at recogn ised  group  state  G1  at time  t,  φG1 (t) ,  i s  
formu lated  as:  

φG1 (t)  =  (1 /T0, 0)PG1 (0 , 0)(t)/{PG1 (0 , 0)(t)+PG1 (1 , 0)(t)}+(1 /T1 , 0)PG1 (1 , 0)(t)/{PG1 (0 , 0)(t)+PG1 (1 , 0 )(t)}  

Here,  1 /T0, 0  =  φ0, 0 ,  1 /T1 , 0  =  φ1 , 0 ,  and  PG1 (0 , 0)(t)+  PG1 (1 , 0)(t)  =  1  hold ,  and  therefore  φG1 (t)  and  
TG1 (t)  are  expressed  i n  the  fol l owing  formu las:  

φG1 (t)  =  φ0, 0PG1 (0 , 0)(t)+φ1 , 0PG1 (1 , 0)(t) ;  

TG1 (t)  =  1 /φG1 (t)  

 

 

Figure  1 8  – FT for an  unrepeatable  final  event for recognised  group state  G1  

9.3.4.3  (x,  y)  centred  final  event frequency at  group  state  G i  

I f the  state  probabi l i ty that the  system  i s  i n  G i  cannot be  described  in  any function  of time,  the  
probabi l i ty of system  state  (X,Y)  i n  a  steady state,  g iven  that the  overal l  system  en tered  (x,y)  
at time  0  and  the  final  state  causes  transi tion  on ly to  (x,y) ,  Px, y(X,Y) ,  i s  usefu l  wi th  respect to  
the  weigh t (see  notations,  9 . 1 ) .  Here,  state  (x,y)  i s  a  true  or vi rtual  i n i tia l  state  that i s  i ncluded  
i n  recogn ised  group  state  G i.  

a)  (0, 0)  cen tred  FER at g roup  state  G1  
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For F igure  1 8  and  F igure  1 9,  P0, 0(0, 0)  and  P0, 0(1 , 0)  are  usefu l  for the  weigh ts  to  estimate  
FER at recogn ised  g roup  state  G1 .  Thus,  (0 , 0)  centred  FER at g roup  state  G1 ,  φG1 (0 , 0) ,  and  
(0 , 0)  cen tred  MTFE  at group  state  G1 ,  TG1 (0, 0)  are  formu lated  as:  

φG1 (0 , 0)  =  φ0, 0P0, 0(0, 0)/{  P0, 0(0 , 0)+  P0, 0(1 , 0)}+φ1 , 0P0, 0(1 , 0)/{  P0, 0(0 , 0)+  P0, 0(1 , 0)}  

TG1 (0 , 0)  =  1 /φG1 (0 , 0)  

b )  (1 , 0)  cen tred  final  event rate  at  g roup  state  G1  

For F igure  1 8  and  F igure  1 9,  P1 , 0(0, 0)  and  P1 , 0(1 , 0)  are  usefu l  for the  weigh ts  to  estimate  
FER at recogn ised  group  state  G .  Thus,  (1 , 0)  centred  FER at group  state  G1 ,  φG1 (1 , 0 ) ,  and  
(1 , 0)  cen tred  MTFE  at group  state  G1 ,  TG1 (1 , 0)  are  formu lated  as:  

φG1 (1 , 0 )  =  φ0, 0P1 , 0(0, 0)/{  P1 , 0(0 , 0)+  P1 , 0(1 , 0)}+φ1 , 0P1 , 0(1 , 0)/{  P1 , 0(0 , 0)+  P1 , 0(1 , 0)}  

TG1 (1 , 0 )  =  1 /φG1 (1 , 0 )  

9.3.4.4 Upper/lower l imits  of final  event rate  at  recognised  group state  G i  

I f a l l  φx, y  of wh ich  (x,  y)  belong  to  recogn ised  group  state  G i  are  estimated ,  then  the  m in imum  
and  maximum  values  of φx, y  can  be  easi l y known.  The  m in imum  value  of φx, y  i s  the  l ower l im i t  
and  the  maximum  value  of φx, y  i s  the  upper l im i t  of FER at recogn ised  group  state  G i.  Namely,  
the  reciprocal  of the  l ower l im i t  and  the  reciprocal  of the  upper l im i t  g ive  the  fu rthest posi tion  
(or system  state)  and  the  nearest posi tion  (or system  state)  from  the  final  even t i n  the  
recogn ised  group  state,  respectively.  

The  set of FER at recogn ised  group  state  G1  i s  {φ0, 0 ,  T0, 0 ,  φ1 , 0 ,  T1 , 0}G1 ,  and  i t  wou ld  be  easy 
to  know the  fu rthest and  nearest posi tions  (or system  states)  from  the  final  even t,  as  wel l  as  
the  MTFE  at those  posi tions  i n  th is  recogn ised  group  state.  

 

Figure  1 9  – State  transition  model  for recognised  group state  G1  

9 .4  F inal  protection  layer arranged  in  a  1 -out-of-2  arch i tecture  system 

9.4.1  General  

Suppose  that an  FPL  i s  composed  of two  Chs,  Ch  1  and  Ch  2 ,  i n  wh ich  i ndependent D  and  
UD  fai l u res  as  wel l  as  common  cause  D  and  UD  fa i l u res  occur,  and  i s  requ i red  to  perform  a  
function  to  cope  wi th  an  i n trinsical ly variable  safe  system  state  l i ke  an  au tomated  steering  
function  of au tomobi le  (see  Clause  B. 2) .  
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Here  the  D  fai lu re  resu l ts  i n  the  D  fau l t  that i s  detected  au tomatical l y by (a)  sel f-d iagnosis  
function(s) ,  etc. ,  and  the  UD  fai lu re  resu l ts  i n  the  UD  fau l t  that i s  not au tomatical l y detected  
bu t i s  recogn ised  by period ic proof tests  performed  by (a)  main tenance  mechan ic(s)  (see  9 . 3).  

The  FPL i s  described ,  for i nstance,  by the  use  of an  RBD  arranged  i n  a  1 -ou t-of-2  arch i tecture  
system  wi th  a  CCF  part as  shown  i n  F igure  20.  I n  F igure  20,  the  independent fa i l u re  parts  that 
consist of both  Chs  are  arranged  in  paral l e l  and  the  CCF  part i s  connected  to  the  paral l e l  
parts  i n  series  [8] [22] .  

9.4.2  Independent fai lure  parts  of the  1 -out-of-2  arch i tecture  system  

An  RBD  of the  independent parts,  i . e . ,  the  paral l e l  parts  of the  Chs  i n  F igure  20,  i s  shown  as  
F igure  21 .  The  D  fai lu re  part and  UD  fa i l u re  part of each  Ch  are  connected  i n  series,  and  both  
Chs  are  connected  i n  paral le l .  

The  RBD  shown  i n  F igure  21  i s  equ ivalently rewri tten  again  as  shown  i n  F igure  22.  The  “D  
fa i l u re  part of Ch  1  and  D  fai lu re  part of Ch  2” ,  “D  fai l u re  part of Ch  1  and  UD  fa i l u re  part of 
Ch  2” ,  “UD  fai lu re  part of Ch  1  and  D  fai lu re  part of Ch  2” ,  and  “UD  fai lu re  part of Ch  1  and  UD  
fa i l u re  part of Ch  2”  are  arranged  i n  paral l e l ,  and  those  paral le l  structures  are  connected  i n  
series  [8] [22] .  

I f one  of the  four paral le l  structures  described  i n  F igure  22 ,  for i nstance  the  paral le l  structure  
composed  of the  UD  fai lu re  part of Ch  1  and  the  D  fa i l u re  part of Ch  2 ,  i s  i n  a  fau l t  and  a  
demand  occurs  at the  FPL,  or i f the  FPL  i s  under a  demand  state  and  a  fa i l u re  occurs  in  one  
of the  four paral le l  structures,  then  fa i lu re  of the  FPL  cou ld  occur (depend ing  on  sequentia l  
fa i lu re  log ics).  Here,  assumptions  are  made that the  probabi l i ty that two  or more  paral le l  
structures  are  i n  fau l ts  s imu l taneously i s  neg l ig ible  compared  wi th  the  probabi l i ty that any one  
of the  four paral le l  structures  i s  i n  a  fau l t  and  that the  probabi l i ty that the  paral l el  structure  
and  CCF  part are  in  fau l ts  s imu l taneously i s  a lso  neg l ig ible.  

 

Figure  20  – RBD of FPL arranged  in  a  1 -out-of-2  arch itecture  system 

 

Figure  21  – RBD  of the  independent parts  of Ch  1  and  Ch  2  
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Figure  22  – RBD equ ivalent to  that in  Figure  21  

9 .4.3  Fau lt  tree  for independent undetected  and  detected  fai lures  

The  causation  of a  top  even t,  for i nstance,  “ final  even t due  to  the  fa i lu re  of the  paral le l  
structure  of the  UD  fa i l u re  part of Ch  1  and  the  D  fa i lu re  part of Ch  2”  i s  developed  as  an  FT 
shown  i n  F igure  23,  g i ven  that a l l  the  sequentia l  fa i l u re  log ics  composed  of the  even ts  of the  
UD  fa i l u re  of Ch  1 ,  the  D  fa i lu re  of Ch  2 ,  and  the  demand  cause  the  top  even t.  

The  top  even t of FT becomes  true  when  one  of s i x permutations  of the  occurrences  of three  
basic e lements,  i . e . ,  UD  fa i l u re  of Ch  1 ,  D  fa i l u re  of Ch  2  and  demand ,  becomes  true.  Those  
three  basic e lements  that are  contained  in  the  s ix permutations  are  the  i npu ts  to  a  PAND  gate  
of Type  2  i n  F igure  23.  

9.4.4 F inal  event rate  at  a  g iven  in i tial  state  owing  to  independent fai lures  

The  approximate  FER at a  g i ven  in i tia l  state  for i ndependent Ch  1  and  Ch  2  fai l u res  i s  
formu lated  as  the  sum  total  of FER at a  g iven  in i tia l  state  due  to  the  fa i l u re  of each  one  of the  
four paral le l  structures  shown  in  F igure  22 ,  g i ven  that the  probabi l i ty that two  or more  paral le l  
structures  are  in  fau l ts  s imu l taneously i s  neg l ig ib le  compared  wi th  the  probabi l i ty that any one  
of the  paral le l  structures  i s  i n  a  fau l t.  

 

Figure  23  – FT for UD  fai lure  of Ch  1 ,  D  fai lure  of Ch  2  and  demand  
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Figure  24 – State  transi tions  due  to  UD  fai lure  of Ch  1 ,  D  fai lure  of Ch  2  and  demand  

The  FER at i n i ti a l  state  A,  i . e . ,  system  state  (0 , 0, 0),  due  to,  for i nstance,  the  fa i l u re  of paral le l  
structure  of UD  fai l u re  part of Ch  1  and  D  fa i l u re  part of Ch  2  i s  calcu lated  by use  of the  state  
transi tion  model  shown  in  F igure  24,  where  state  transi tion  rates  are:  

1 )  UD  fa i lu re  and  repai r rates:  λUD  [1 /h ]  and  µUD  [1 /h ]  respectively;  

2 )  D  fa i lu re  and  repai r rates:  λD  [1 /h ]  and  µD  [1 /h ]  respectively;  

3)  demand  and  completion  rates:  λM  [1 /h ]  and  µM  [1 /h ]  respectively;  

4)  renewal  rate:  m  [1 /h ] .  

Suppose  that P0, 0 , 0(x,y, z)  i s  the  probabi l i ty that the  system  i s  i n  system  state  (x,y, z)  described  
as  i n  F igure  24  in  a  steady state,  g iven  that the  in i tia l  state  i s  system  state  (0 , 0 , 0).  The  
probabi l i ties  the  overal l  system  state  i s  i n  system  state  (u , 0 , d ) ,  (0 ,D, d ),  (u ,D,0)  and  (u ,D , d )  
are  P0, 0 , 0(u , 0 , d ) ,  P0, 0 , 0(0 ,D, d ) ,  P0, 0 , 0(u ,D, 0)  and  P0, 0 , 0(u ,D, d ) ,  wh ich  are  easi l y calcu lated  
based  on  the  approach  described  i n  5. 4  and  5.5.  Thus  FEF  at i n i tia l  state  (0 , 0 , 0) ,  ω0, 0 , 0 ,  FER  
at i n i ti al  state  (0 , 0 , 0),  φ0, 0 , 0 ,  and  MTFE  at i n i tia l  state  (0 , 0 , 0),  T0, 0 , 0 ,  g iven  that i n i tia l  state  
(0 , 0 , 0)  i s  recogn ised  at t  =  0 ,  are  formu lated  as  [22] :  

ω0, 0, 0  =  P0, 0 , 0(u , 0 , d )λD+P0, 0 , 0(0 ,D, d )λUD+P0, 0 , 0(u ,D,0)λM  

φ0, 0 , 0  =  ω0, 0 , 0/{1 -P0, 0 , 0(u ,D, d )}  

T0, 0, 0  =  1 /φ0, 0 , 0  

A recogn ised  state  and  recogn ised  group  states  are  referred  to  i n  9 . 4 .5  and  9 . 4 . 6 .  

9.4.5  Recognised  states  at  each  part 

9 .4.5.1  General  

A postu late  i s  made  at fi rst that the  probabi l i ties  of s imu l taneous  existence  of two  or more  
fau l ts  i n  a  s ing le  Ch  and  s imu l taneous  existence  of any i ndependent and  common  cause  
fau l ts  i n  the  1 -ou t-of-2  arch i tecture  system  are  neg l ig ible  (see  9 . 4. 2) .  
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9.4.5.2  Ch  1  D  fai lure  and  Ch  2  D  fai lure  part 

At th is  part,  the  overal l  system  is  i n  i n i tia l  state  (0 , 0 , 0)  at t  =  0 ,  and  thereafter can  en ter a  
recogn ised  state,  a  recogn ised  group  state  or the  fi nal  state  i n  a  moment (see  F igure  24  for 
symbol  (x,y, z)) .  

Then  recogn ised  state  (D ,D,0),  (D ,0, d )  and  (0 ,D, d ),  and  final  state  (D,D,d )  are  found  from  the  
postu late.  Any an tecedent state  (0 , 0 , 0),  (D ,0 , 0),  (0 ,D,0)  or (0 , 0 , d )  i s  not recogn ised  as  a  
s ing le  system  state.  

9.4.5.3  Ch  1  D  fai lure  and  Ch  2  UD  fai lure  part 

Simi larly,  recogn ised  state  (D, 0, d )  and  fi nal  state  (D,u , d )  are  found  for th is  part.  Any 
an tecedent state  (0 , 0, 0),  (0 , u , 0),  (D, 0, 0) ,  (D , u , 0),  (0 , 0 , d )  or (0 , u , d )  i s  not recogn ised  as  a  
s ing le  system  state.  

9.4.5.4 Ch  1  UD  fai lure  and  Ch  2  D  fai lure  part 

Simi larl y,  recogn ised  state  (0 ,D,d )  and  fi nal  state  (u ,D, d )  are  found  at th is  part.  Any 
an tecedent state  (0 , 0 , 0),  (u , 0 , 0) ,  (0 ,D ,0),  (u ,D ,0) ,  (0 , 0 , d )  or (u , 0, d )  i s  not recogn ised  as  a  
s ing le  system  state.  

9.4.5.5  Ch  1  UD  fai lure  and  Ch  2  UD  fai lure  part 

Simi larl y,  final  state  (u , u , d )  i s  found ,  and  any an tecedent state  (0 , 0 , 0),  (u , 0 , 0) ,  (0 , u , 0),  (u , u , 0) ,   
(0 , 0 , d ) ,  (u , 0 , d )  or (0 , u , d )  i s  not recogn ised  as  a  s ing le  system  state  at th is  part.  

9 .4.5.6  Common  cause  fai lures  part wi th  UD  and  D  fai lures  

At th is  part,  recogn ised  state  (0 , d )  and  (D,0),  and  final  state  (u , d )  and  (D, d )  are  found  i n  a  
s im i lar manner to  the  i ndependent fa i lu re  parts  above.  An tecedent state  (0 , 0)  or (u , 0)  i s  not 
recogn ised  as  a  s ing le  system  state  from  the  postu late  (see  9. 4 . 5. 1 ) .  Here  

(0 , d )  FPL  i s  not i n  any common  cause  fau l ts  under a  demand  state;  

(D , 0)  FPL i s  i n  common  cause  D  fau l ts  under a  non-demand  state;  

(0 , 0)  FPL i s  not i n  any common  cause  fau l ts  under a  non-demand  state;  

(u , d )  FPL  i s  i n  common  cause  UD  fau l ts  under a  demand  state;  

(D , d )  FPL  i s  i n  common  cause  D  fau l ts  under a  demand  state.  

9.4.6  Recognised  (group)  states  and  final  states  for the  overal l  system 

For the  overal l  system  analysed  i n  9. 4 . 5.2  to  9 . 4. 5. 6 ,  the  system  states  of the  overal l  system  
are  iden ti fied  comprehensively by system  state  (0, x,y, z) ,  (D ,x,y, z)  and  (u , x,y, z) ,  wh ich  means  
that the  FPL i s  not i n  any common  cause  fau l ts,  i n  a  common  cause  D  fau l ts  and  in  a  common  
cause  UD  fau l ts,  g i ven  that the  independent parts  of Ch  1  and  Ch  2  and  demand  are  i nd icated  
by system  state  (x,y, z) ,  respectively (see  F igure  24  for symbol  (x,y, z)).  Namely x  and  y  are  pu t 
as  “0” ,  “D”  or “u ”  to  i nd icate  an  UP  state,  D  fau l t  or UD  fau l t,  respectively,  and  z  i s  pu t as  “0”  
or “d ”  to  i nd icate  the  non-demand  state  or demand  state,  respectively.  

Fol l owing  the  recogn ised  states,  the  recogn ised  group  states  of G1 ,  G2,  G3  and  G4,  the  final  
states  and  the  operating  system  states  are  summarised  for the  overal l  system  (see  9. 4. 5):  

1 )  recogn ised  states  are  (D,0 , 0, 0) ,  (0 ,D,D,0) ,  (0 ,D, 0, d )  and  (0 , 0 ,D, d ) ;  

2)  G1  i ncludes  system  states  of (0 , 0 , 0 , 0),  (u , 0 , 0 , 0),  (0 , u , 0, 0) ,  (0 , 0 , u , 0)  and  (0 , u , u , 0);  

3)  G2  i ncludes  system  states  of (0 , 0 , 0 , d ),  (0 , u , 0, d )  and  (0 , 0, u , d );  

4)  G3  i ncludes  system  states  of (0 ,D,0 ,0)  and  (0 ,D,u , 0);  

5)  G4  i ncludes  system  states  of (0 , 0,D,0)  and  (0 , u ,D ,0);  
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6)  fi nal  states  are  (u , 0, 0, d ),  (D ,0 , 0 , d ),  (0 , u , u , d ) ,  (0 , u ,D, d ),  (0 ,D,u , d )  and  (0 ,D ,D,d ) ;  

7)  operating  system  states  are  (0 , 0 , 0 , d ),  (0 ,D, 0 , d ),  (0 , 0 ,D, d ) ,  (0 , u , 0 , d )  and  (0 , 0 , u , d ) .  

The  FER at a  recogn ised  state  and  FER at a  recogn ised  g roup  state  can  be  analysed  and  
estimated  for those  recogn ised  states  (D,0 ,0 , 0),  (0 ,D,D,0) ,  (0 ,D, 0, d )  and  (0 , 0 ,D, d ),  and  
recogn ised  g roup  states  G1 ,  G2,  G3  and  G4  i n  accordance  wi th  the  procedure  i l l ustrated  in  
9 . 3 . 2  to  9 . 4 . 4.  

9.5 Common  cause  fai lures  between  protection  layers  and  complexi ty of a  system  

The  possibi l i ty of CCF  wi l l  be  a  factor of complexi ty of an  overal l  system.  The  CCF  between  
not on ly mu l tip le  Chs  for a  proactive  function(s)  i n  a  PL  bu t a l so  mu l tip le  PLs  that may i nvolve  
orig inal  demand  sources  shou ld  be  considered .  General l y i t  can  be  said  that the  overal l  
system  wi th  CCF between  mu l tip le  PLs  wi l l  be  more  complex than  that wi thou t those  CCF.  

There  can  be  two  types  of CCF  between  mu l tip le  PLs,  i . e . ,  the  pred ictive  and  unpred icted .  
The  ri sk owing  to  the  pred icti ve  or known  CCF  is  categorised  in to  the  con trol led  or 
uncontrol l ed  even t ri sk,  and  therefore  shou ld  be  i ncluded  i n  the  scope  of th is  document (see  
Table  1 ) .  

The  risks  owing  to  the  unpred icted  or unknown  CCF  are  categorised  as  meta-risks,  and  
therefore  are  beyond  the  scope  of th is  document (see  Table  1 ) .  The  overal l  system  that can  
be  regarded  to  con tain  unknown  CCF between  mu l tip le  PLs  wi l l  be  more  complex than  that 
wi thou t those  CCF.  

The  pred ictive  CCF  between  mu l tip le  PLs  can  be  treated  i n  a  s im i lar manner to  that shown  i n  
9. 3  and  9 . 4 .  

9 .6  Summary and  remarks  

The  hol i stic  and  i n tegrated  approach  i nvolving  the  estimation  of FER at a  g i ven  in i tia l  state,  
FER at a  g i ven  recogn ised  state  and  FER at a  recogn ised  group  state  provided  by th is  
document i s  su fficien tly powerfu l  to  analyse  the  ri sks  of complex systems  that con tain  
e lectrotechn ical  i tems  quan ti tati vely or probabi l i stical l y as  demonstrated  i n  Clause  9 .  

The  i n t.  PLs  are  assumed  to  be  arranged  i n  arbi trary arch i tecture  systems  in  9 . 2 ,  however the  
FPLs  are  arranged  in  the  1 -ou t-of-1  or 1 -ou t-of-2  arch i tecture  systems  i n  the  examples  
i l l ustrated  in  9 . 3  and  9. 4.  The  FPLs  may be  constructed  by redundancy i n  a  more  compl icated  
way.  Then  the  FTs  and  state  transi tion  models  described  i n  those  examples  of FPLs  can  be  
mod i fied  and /or remodel led  more  real i stical l y i n  such  a  case.  

I t  wou ld  sti l l  i nvolve  more  of an  art  rather than  a  science  to  develop  real i stic  models  for ri sk 
analysis.  I t  depends  on  the  ski l l  of the  analysts  whether the  developed  model  i s  appropriate  or 
not for the  ri sk analysis.  A number of articles  i ncluded  in  the  B ibl iography wi l l  con tribu te  
toward  the  enhancement of the  ski l l  of the  ri sk analysts.  
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Annex A 
( informative)  

 
Risk owing  to fau l t recognised  only by demand  

A.1  Demand,  detection  and  fai lure  log ic 

When  a  fau l t  i n  an  i tem  i s  not detected  by d iagnostic tests  or proof tests,  the  fau l t  may be  
found  or recogn ised  by other methods  aris ing  from  an  i n t.  even t such  as  a  demand  that cou ld  
activate  the  function(s)  of the  i tem  to  make  the  i tem  in  an  operating  state  (see  9. 3) .  However,  
i f the  fau l t  i s  not recogn ised  by those  methods  i nclud ing  overhau ls,  i t  wi l l  remain  for the  l i fe  of 
the  i tem.  I n  Annex A an  example  of ri sk analysis  of an  FPL  wi th  fau l ts  recogn ised  on ly by 
demand  (hereafter referred  to  as  DU  fau l ts)  wi l l  be  demonstrated .  

Consider DU  fau l ts  i n  an  FPL  that are  revealed  on ly when  the  FPL  i s  demanded .  The  demand  

and  completion  are  assumed  to  fol low the  exponential  d i stribu tions  wi th  demand  rate  λM  [1 /h ]  
and  completion  rate  µM  [1 /h ] ,  respectively.  The  FPL  i s  assumed  to  be  arranged  i n  the  1 -ou t-
of-2  arch i tecture  system  wi th  the  i ndependent fa i lu re  parts  of Ch  1  and  Ch  2 ,  and  the  CCF  
part as  shown  in  F igure  A. 1  (see  9. 4).  I t  i s  a l so  assumed  that i f a  demand  occurs  when  the  
FPL i s  i n  a  DU  fau l t  or i f the  FPL  fai l s  under a  demand  state,  an  unrepeatable  final  even t 
occurs.  Th is  fi nal  even t i s  analysed  and  expressed  by use  of an  FT as  shown  i n  F igure  A. 2  
[33] .  

The  top  even t of the  FT occurs  i f common  cause  DU  fa i l u res  and  a  demand  occur ( i . e . ,  fa i lu re  
l og ic #1 )  or i f i ndependent DU  fai l u res  and  a  demand  occur ( i . e . ,  fa i l u re  l og ic #2).  The  fa i l u re  
l og ics  #1  and  #2  are  fu rther developed  as  sequentia l  fa i lu re  log ics  #1 -1  and  #1 -2 ,  and  
sequentia l  fa i lu re  log ics  #2-1  through  #2-6,  respectively.  I t  can  be  clari fied  th rough  the  FTA 
whether those  fa i l u re  log ics  can  or cannot bring  abou t the  fi nal  state  i n  wh ich  the  fi nal  
consequences  of ri sk appear.  

a)  Log ic #1 -1 :  Common  cause  DU  fa i l u res  occur under a  demand  state.  

Log ic #1 -2 :  A demand  occurs  i n  common  cause  DU  fau l ts.  

The  top  even t occurs  i f e i ther sequentia l  fa i l u re  log ic #1 -1  or #1 -2  i s  true.  

b)  Log ic #2-1 :  A demand  occurs  at fi rst,  then  an  independent DU  fa i l u re  of Ch  1  happens  and  
fi nal l y an  i ndependent DU  fa i l u re  of Ch  2  occurs  in  both  of the  demand  state  and  
i ndependent DU  fau l t  of Ch  1 .  

Log ic #2-2 :  A demand  occurs  at fi rst,  then  an  independent DU  fa i l u re  of Ch  2  happens  and  
fi nal l y an  i ndependent DU  fa i l u re  of Ch  1  occurs  i n  both  of the  demand  state  and  
i ndependent DU  fau l t  of Ch  2 .  

The  other sequential  fa i l u re  l og ics  #2-3  through  #2-6  are  analysed  i n  the  same  manner,  
and  the  top  even t i s  confi rmed  to  occur i f one  of the  s ix sequentia l  fa i l u re  l og ics  #2-1  
through  #2-6  becomes  true.  

 

Figure  A. 1  – Rel iabi l i ty bock d iagram  with  independent and  common  cause  fai lures  

 

IEC  

I ndependen t fa i l u re  part  of Ch  1  

I ndependen t fa i l u re  part  of Ch  2  

DU  fa i l u res,  βλDU  

CFF  part  of Ch  1  and  Ch  2  
DU  fa i l u re,  (1 –β )λDU  

DU  fa i l u re,  (1 –β )λDU  
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Figure  A.2  – Fau l t  tree  of unrepeatable  final  event due  to  DU  fai lures  

 

IEC  

Unrepeatabl e  fi na l  even t  d ue  to  DU  fa i l u re  recogn ised  on l y by demand  

At  the  i n i ti a l  s tate  A  

Demand  and  common  cause  
DU  fa i l u res  (CCDF)  

Fa i l u re  

l og i c  #1 -1  

De-  
mand  

Demand  and  i ndependent 
( i n d . )  DU  fa i l u res   

Fa i l u re  

l og i c  #1 -2  
Fa i l u re  

l og i c  #2-1  
Fa i l u re  

l og i c  #2-6  

CCDF  CCDF  
De-  
mand  

De-  
mand  

Ch  1  
i nd .  DU  
fa i l u re  

Ch  2  
i nd .  DU  
fa i l u re  

Ch  2  
i nd .  DU  
fa i l u re  

Ch  1  
i nd .  DU  
fa i l u re  

De-  
mand  

Copyright International  Electrotechnical  Commission  



 –  64  – I EC  TR 63039:201 6  © IEC  201 6  

 

X =   

0 :   Ch  1  i s  UP.  

1 :   Ch  1  i s  i n  a  DU  fau l t  and  i s  not being  restored .  

1 * :  Ch  1  i s  i n  a  DU  fau l t  and  i s  being  restored .  

Y =   

0 :   Ch  2  i s  UP.  

1 :   Ch  2  i s  i n  a  DU  fau l t  and  i s  not being  restored .  

1 * :  Ch  2  i s  i n  a  DU  fau l t  and  i s  being  restored .  

Z =   
0 :   The  overal l  system  is  i n  a  non-demand  state.  

1 :   The  overal l  system  is  i n  a  demand  state.  

Figure  A.3  – State  transition  model  for unrepeatable  final  event caused  by DU  fai lures  

The  Chs  have  an  i dentical  rate  of DU  fa i l u re  that i s  recogn ised  on ly by demand ,  and  an  
i den tical  rate  of restoration .  The  DU  fai l u re  and  restoration  fol low the  exponential  d istribu tions  
wi th  constant DU  fa i l u re  rate  λDU  [1 /h ]  and  repai r rate  µR  [1 /h ] .  The  rate  of i ndependent DU  
fa i lu re  of the  Ch  i s  (1 -β)λDU  and  the  rate  of the  common  cause  DU  fa i l u res  i s  βλDU  [1 /h ] .  Here  
symbol  β  i s  the  beta  factor of the  Chs,  bu t 0≤β<1 ,  0<λM ,  0<µM ,  0<λDU  and  0<µR  ho ld .  

A state  transi tion  model  i s  developed  i n  F igure  A. 3  based  on  the  analysis  of the  RBD  [8]  and  
FTA above  (see  Table  4),  g i ven  that the  probabi l i ty that both  an  i ndependent fai lu re  and  a  
CCF  occur during  a  period  of time  i s  neg l ig ib le  compared  wi th  the  probabi l i ty that the  CCF  
occurs  sole ly during  the  same  period .  E igh t sequential  fa i l u re  l og ics  are  con tained  in  the  
model ,  and  twelve  system  states  A th rough  H  are  defined  by notation  (X,  Y,  Z)  as  shown  in  
F igure  A.3.  

A.2  Final  event rate  at a  g iven  in i tial  state  

I n  F igure  A. 3,  system  state  (0 , 0 , 0)  i s  the  in i tia l  state  A,  and  system  state  (1 , 1 , 1 )  i s  the  
unrepeatable  fi nal  state  H .  Here  PK i s  defined  as  the  probabi l i ty that the  overal l  system  i s  i n  
system  state  K ( :  B ,  E ,  F ,  G  or H )  i n  a  steady state.  

From  Figure  A.3,  the  FEF  at i n i ti a l  state  A,  
Cω  [1 /h ] ,  i s  expressed  in  the  fol lowing  equation  

wi th  system  state  probabi l i ties  and  event rates  [33] :  

IEC  

m  

µM  

λM  

A 
(0 , 0 , 0)  

B  
(0 , 0 , 1 )  

D  
(1 , 0 , 0 )  or 
(0 , 1 , 0)  

G  
(1 , 1 , 0)  

E  
(1 * , 0 , 1 )  or 
(0 , 1 * , 1 )  

F  
(1 * , 1 , 0)  or 
(1 , 1 * , 0)  

C  
(1 * , 0 , 0 )  or 
(0 , 1 * , 0)  

µR  

λM  

H  
(1 , 1 , 1 )  

µM  

λM  

λM  

µR  2(1 -β )λDU   ( 1 -β )λDU  

βλDU  

 ( 1 -β )λDU  

 ( 1 -β )λDU  

µR  βλDU  

2(1 -β )λDU  
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 ( ) ( )HGMFMEDUBDUC PmPPPP ⋅=⋅+⋅+⋅−+⋅= λλλββλω 1  (A. 1 )  

From  the  above  equation  Cω  can  be  expressed  as  

 )/1/( 06543210 mXXXXXXXXC +++++++=ω  (A. 2)  

Here,  

)()1( 62130 XXXXX MDUDU ++⋅−+⋅= λλββλ
 

MDUMRX µλβλµ /})1({1 −++=  

)/()1(2 RMDUX µλλβ +−=  

} ])1{(})1(2[{)1(2/})1(2{ 213 MDUMDUDUDURMRDU XXX λλβµβλλβλβµλµλβ +−+++−−−−=  

} ])1{(})1(2[{)1(2/})1(]{})1({[ 1 MDUMDUDUDUDUMMDUMRX λλβµβλλβλβλβλλλβµµ +−+++−−−+−−+++

 

})1(2]{})1({[ 14 MDUDUMDUMRXX µβλλβλλβµµ ++−−−++=  

} ])1{(})1(2{/[ MDUMMDUDUM λλβλµβλλβλ +−+++−  

              

} ])1{(})1(2{/[})1(2{ 21 MDUMMDUDUMRMRDU XX λλβλµβλλβλµλµλβ +−+++−+−−+  

})1(2/{})1()1({ 421335 MDUDUMDUDURM XXXXXX λλβλβλλββλµµ +−⋅−+⋅+⋅−+⋅++⋅=  

MDUDU XXX λβλλβ /})1{( 546 ⋅+⋅−=  

Thus,  FER at i n i ti al  state  A,  r  [1 /h ] ,  i s  formu lated  as:  

)/1/(lim)1/( 06543210
∞→m

mXXXXXXXXPr HC +++++++=−= ω  

 )1/()}()1{( 6543216231 XXXXXXXXXX MDUDU ++++++++⋅+⋅−= λβλλβ   (A.3)  

A.3  Comparison  between  new and  conventional  analyses  

Figure  A.4  shows  the  relationsh ip  between  the  variable  of the  demand  rate  λM  and  the  FER at 
i n i tia l  state  A,  r,  expressed  in  a  function  of λM ,  i . e . ,  r(λM) ,  pu tting  other variables  (or 

parameters)  as  λDU  =  1 0
-6  [1 /h ] ,  µR  =  1 0

-1  [1 /h ]  and  µM  =  1 0  [1 /h ] ,  and  pu tting  β  a t  1 0  %,  1  %  
and  0  %,  respectively.  

I n  F igure  A.4  the  loci  represented  by the  broken  curves  are  calcu lated  by use  of the  formu las  
g iven  i n  Clause  A. 2  and  those  represented  by the  stra igh t real  l i nes  are  calcu lated  by the  
conventional  analysis  as  shown  below.  
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I n  I EC  61 508-1 ,  I EC  61 508-5  and  I EC  61 508-6,  HER,  ϖ  [1 /h ] ,  i s  the  target measure  of 
occurrence  of a  fi nal  event (see  3 . 1 . 25,  Note  2 ,  and  Clause  B. 1 )  [37] [43] [44] .  Thus  the  FER at 
a  g i ven  in i tia l  state  refers  to  the  HER in  those  parts  of I EC  61 508.  The  HER ϖ  can  be  
formu lated  by the  use  of PFDavg ,  Pa ,  and  demand  rate,  λM  [1 /h ] ,  for the  l ow demand  mode of 
operation  [44] .  I n  accordance  wi th  I EC  61 508-6:201 0,  B .3 .2 . 5,  the  HER ϖ  i s  expressed  i n  the  
fol lowing  equations  for the  safety-related  i tem  that i s  arranged  i n  a  1 -ou t-of-2  arch i tecture  
system  wi th  the  DU  fai l u res  shown  i n  F igure  A. 1  [37] :  

 ϖ  =  λM  Pa   (A.4)  

where  

Pa  =  2((1 -β)λDU )
2tCEtGE+βλDU (T2 /2+1 /µR)  

and  

tCE  =  (T2 /2+1 /µR) ;  

tGE  =  (T2 /3+1 /µR) ;  

T2  =  1 /λM  [h ]  (mean  time  to  demand);  

1 /µR  i s  MRT [h ]  (mean  restoration  time).  

The  fol lowing  can  be  said  for the  formu lation  of I EC  61 508-6  [37] .  

a)  F i rstl y,  i t  i s  noted  that the  formu lation  i n  I EC 61 508-6  i s  appl icable  to  the  l ow demand  

mode  of operation  on ly and  the  fi rst  order approximation ,  exp{-λDUT2}≈1 -λDUT2 ,  i s  appl ied  

to  the  formu lation .  Therefore  both  of the  cond i tions  of the  low demand  mode  of operation ,  

i . e . ,  λM≤1 0
-4  [1 /h ] ,  and  the  fi rst order approximation ,  i . e . ,  λDUT2<<1  (namely,  λDU<<λM )  

shou ld  be  satisfied  for the  demand  rate.  

b)  Then ,  i f the  value  of λDU  i s ,  for i nstance,  1 0
-6  [1 /h ] ,  the  value  of λM  shou ld  be   

1 0 -6<<λM≤1 0
-4  [1 /h ] ,  namely a lmost between  1 0 -5  and  1 0 -4  [1 /h ] .  

Thus,  i t  seems  that the  formu la  of I EC  61 508-6  can  be  appl ied  wi th in  a  very l im i ted  range  of 
the  demand  rate  (see  F igure  A. 4) .  

On  the  other hand ,  the  whole  range  of the  demand  rate  can  be  covered  by the  analysis  of th is  
document as  shown  i n  F igure  A.4 .  
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Figure  A.4  – Comparison  between  analyses  of r(λM )  and  ϖ  

The  fol lowing  view is  presented  by the  analysis  of th is  document [33] .  

a)  I f the  demand  rate  becomes  su fficien tly l ow,  then  the  HER approaches  the  demand  rate,  
i . e . ,  r(λM)≈λM .  

b)  I f the  demand  rate  i s  su fficien tly h igh ,  the  formu la  r(λM)≈2{(1 -β)λDU }
2 /{(1 -β)λDU+µR}+βλDU ,  

holds,  and  th is  means  that r(λM)≈2{(1 -β)λDU }
2 /µR+βλDU  hol ds  g iven  that λDU<<µR  ho lds,  or,  

r(λM)≈(2-β)λDU  holds  g iven  that µR<<λDU  ho lds.  

c)  I t  i s  general l y bel ieved  that,  i f a  measure  of CCF  of a  mu l tip le-Ch  system  such  as  beta  
factor β  i s  estimated  at  several  per cen t or more,  the  CCF  wi l l  be  dominan t over the  
system  fai l u re  ( i . e . ,  the  HER)  (see  9. 3  and  Clause  B.4).  However,  th is  i s  not a lways  true.  
Al though  the  CCF  are  a lmost dominant over the  HER in  the  reg ion  of h igh  demand  rate  
( i . e . ,  where  the  demand  rate  i s  h igher than  nearly 1 0 -2  [1 /h ] ) ,  the  HER is  a lmost not 
affected  by β  i n  the  reg ion  of the  low demand  rate  ( i . e . ,  where  the  demand  rate  i s  l ower 
than  nearly 1 0 -6  [1 /h ] )  as  shown  in  F igure  A.4 .  

d )  I f the  to lerable  HER for the  risk i s  pu t at 2  ×  1 0 -7  [1 /h ] ,  then  the  to lerable  HER wi l l  not be  
satisfied  at the  demand  rate  between  2  ×  1 0 -7  [1 /h ]  and  2  ×  1 0 -5  [1 /h ]  as  wel l  as  between   
2  ×  1 0 -7  [1 /h ]  and  7  ×  1 0 -6  [1 /h ]  by the  i tem  where  β  i s  pu t at 0 , 1  and  0 , 01 ,  respectively.  

e)  I t  seems  that ϖ(λM)≈(1 /2)(1 /3)r(λM)  holds  for the  values  of λM  between  1 0
-5  and  1 0 -4  [1 /h ] .  

I t  i s  suggested  that the  coefficien ts  (1 /2)  and  (1 /3)  p laced  before  T2  i n  the  formu las  g iven  
i n  I EC  61 508-6:201 0,  B .3 . 2 . 5,  shou ld  be  removed .  

A.4 Further development 

Risk exposure  time  T i s  assumed  to  be  i n fin i te  i n  the  above  analyses  correspond ing  to  the  
postu late  for the  estimation  of PFDG  and  ϖ  i n  I EC 61 508-6  [37] .  

However,  i f the  ri sk exposure  time  affects  the  HER s ign i ficantly,  the  state  transi tion  d iagram  in  

F igure  A. 3  can  be  mod i fied  for more  real istic analysis.  I f 0≤β<1 ,  λDU<<1 /T,  1 /T<<µR  and  
1 /T<<µM  hold,  for i nstance,  state  transi tions  D  to  A and  G  to  A wi th  a  state  transi tion  rate  of 2/T 
shou ld  be  i nserted  in  the  d iagram.  

Thus  the  FER at the  i n i tia l  state  A can  be  formu lated  more  real i stical l y based  on  the  mod i fied  
d iagram.  

IEC  

λDU  =  1 0–6   ( 1 /h )  FER at  i n i ti a l  s tate  A;  r  

ϖ  =  λMPa  ≈  wMPa  by I EC  61 508  
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A.5 Summary and  remarks  

I f a  fau l t i n  an  i tem  i s  detected  by e i ther d iagnostic or proof tests  and  restored  qu ickly,  the  
impact on  the  HER made  by the  demand  (by wh ich  the  fau l t  i s  recogn ised  and  restored)  may 
be  neg l ig ib le  compared  to  the  effect of detection  on  the  restoration  made  by those  d iagnostic 
or proof tests,  especia l ly i n  a  reg ion  of l ow demand  rate.  I f th is  i s  true,  the  HER that i s  
expressed  in  a  function  of the  demand  rate  λM ,  r(λM),  wi l l  be  con tinuous  and  monoton ical l y 
i ncreasing  for the  variable  λM  (see  F igure  B . 1 ).  

A type  of voti ng  system  votes  those  ou tpu ts  from  thei r i ndependent Chs  to  generate  normal  
ou tpu t to  an  overal l  system.  I f the  ou tpu ts  from  the  independent Chs  are  generated  by the  
demand  at  the  Chs,  there  can  be  cases  where  the  impact on  the  HER made  by the  demand  
can  hard ly be  neg lected  i n  the  overal l  system  [30] [31 ] [32] .  

a)  I t  i s  qu i te  i n  the  natural  order of th ings  to  suppose  that various  kinds  of fau l ts  such  as  D ,  
UD  and  DU  fau l ts  are  general ly con tained  i n  complex i tems.  Thus,  the  HER function  r(λM)  
cou ld  have  (an)  i n flection  poin t(s),  namely,  r(λM)  wi l l  not be  monoton ical ly i ncreasing  for 
the  variable  λM  i n  the  overal l  system  (see  Clauses  B. 4  and  B. 5) .  Th is  means  that the  HER 
i n  the  reg ion  of i n t.  demand  rate  can  be  h igher than  those  i n  reg ions  of h igher and /or 
l ower demand  rates  (see  Figure  A. 4).  

b)  D iscussions  on  the  complexi ty of an  overal l  system  shou ld  i nclude  the  complexi ty i n  the  
context of HER function  r(λM) .  Namely,  i t  can  be  said  that an  overal l  system  where  r(λM)  i s  
not a  monoton ical l y i ncreasing  function  wi l l  be  more  complex compared  to  that where  r(λM)  
i s  monoton ical l y i ncreasing  for the  variable  λM  i n  the  perspective  of ri sk analysis  (see  
Clause  6 ,  9 . 1 ,  9 . 2 ,  9 . 5,  and  Clause  B. 3).  

Thus,  i t  i s  demonstrated  in  Annex A that the  approach  presented  by th is  document i s  
su fficien tl y powerfu l  to  cope  wi th  the  complex systems  where  HER functions  are  not on ly 
monoton ical ly i ncreasing  bu t a lso  not monoton ical l y i ncreasing  for the  variable  λM  easi l y and  
rational l y.  
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Annex B  
( informative)  

 
Appl ication  to  functional  safety 

B.1  Risk-based  target fai lure  measures  in  functional  safety 

Most technolog ies  for quanti tative  risk analysis  orig inated  in  the  fie ld  of system  safety and  
have  been  developed  by bring ing  both  fie lds  of the  system  safety and  rel i abi l i ty (or 
dependabi l i ty)  together [1 4] [1 7] .  

The  ri sk-based  safety standards  of the  I EC  61 508  series  were  publ i shed  and  have  been  
widely appl ied  to  various  sectors  such  as  the  process,  rai l road ,  mach inery,  med ical  e lectrical  
equ ipment,  au tomobi le  and  robotics  i ndustries  [1 0] .  The  I EC  61 508  series  speci fies  a  ri sk-
based  quanti tati ve  measure  of performance  of safety-related  i tems  cal l ed  safety i n tegri ty.  
Target fa i l u re  measures  of the  safety i n tegri ty are  

– the  average  probabi l i ty of fa i l u re  on  demand  (PFDavg ) ,  Pa ,  for the  safety-related  i tem  in  a  
l ow demand  mode  of operation ;  

– the  average  frequency of dangerous  fa i lu re  per hour (PFH),  λ  [1 /h ] ,  for the  safety-related  
i tem  i n  a  h igh  demand  mode  or continuous  operation .  

Those  target fa i l u re  measures  speci fy the  performance  of safety-related  i tems  cal led  E/E/PE  
safety-related  systems to  control  and /or reduce  safety-related  risks  i n  order that the  residual  
ri sks  become tolerable  or acceptable  l evels  (see  3 . 1 . 1 ,  Note  3 ,  3 . 1 . 32  and  3 . 1 . 33).  

One  s ide  of the  e lements  of safety-related  risk,  namely,  the  probabi l i ty of harm,  i s  measured  
by HER,  φ  [1 /h ] ,  and  th is  i s  the  quanti tative  target measure  of the  safety-related  ri sk to  be  
con trol led  and /or reduced  by the  E/E/PE  safety-related  system  in  I EC  61 508  (a l l  parts)  (see  
3 . 1 . 1 ,  Note  2 ,  and  3 . 1 . 25,  Note  2) .  The  relationsh ips  between  PFDavg  ( i . e . ,  Pa) ,  PFH  ( i . e . ,  λ)  
and  φ  are  described  i n  I EC  61 508-6  as  

– φ≈PaλM≈PawM  for the  i tem  i n  the  low demand  mode  of operation ;  

– φ≈λ  for the  i tem  in  the  h igh  demand  mode  of/continuous  operation .  

Here,  λM  and  wM  are  the  demand  rate  and  demand  frequency,  respectively (see  notations  in  
9 . 1 ) .  

At the  very early stage  of d rafti ng  of the  fi rst ed i tion  of I EC  61 508  [39] [41 ] ,  the  HER was  

calcu lated  using  the  formu la  φ≈PaλM≈PawM  on ly.  Namely,  the  target fai lu re  measure  of E/E/PE  
safety-related  systems  was  on ly PFDavg  (see  9 . 3 .2).  The  feasibi l i ty of the  formu lation  was  
stud ied  in  the  fie ld  of mach inery where  the  demand  rate  was  s ign i fican tly h igh ,  for i nstance,  

λM≈wM≈1  000  [1 /h ]  and  φ≈PaλM≈PawM≈1 , 0  [1 /h ] .  The  research  find ings  showed  that those  
values  of HER estimated  by the  formu la  were  much  h igher than  those  statistical  data  col lected  
i n  th is  fie ld .  

The  i deas  were  then  establ ished  as  fol lows:  

a)  I f the  E/E/PE  safety-related  system  is  operated  con tinuously or i n  su fficien tl y h igh  demand  
rates,  the  HER φ  owing  to  the  dangerous  fai l u re  of E/E/PE  safety-related  system  wou ld  
approximate  to  i ts  dangerous  fa i l u re  rate  λ  [1 /h ]  because  the  dangerous  fa i lu re  wi l l  resu l t  
i n  a  harmfu l  even t immed iately.  

b)  From  that i dea  three  kinds  of mode  of operation ,  i . e . ,  a  l ow demand  mode  ( i . e. ,  
conventional  one),  h igh  demand  mode  of operation  and  continuous  operation  ( i . e. ,  newly 
i n troduced  ones),  were  adopted  in to  the  early d raft standard  of the  fi rst ed i tion  of 
I EC  61 508  [39] [41 ] .  
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c)  The  formu la  φ≈PaλM≈PawM  was  assigned  to  the  l ow demand  mode of operation  and  the  
formu la  φ≈λ  to  the  two  newly i n troduced  modes  of operation ,  i . e . ,  the  h igh  demand  mode  
of operation  and  con tinuous  operation .  

Thus,  i n  the  early CD  (Commi ttee  Draft)  stage  of the  fi rst  ed i ti on  of I EC  61 508-4  [41 ] ,  the  l ow 
demand  mode  of operation  was  defined  as  “ the  mode of operation  where  the  demand  rate  i s  
su fficien tl y l ow”,  and  the  h igh  demand  mode  of operation  as  “the  mode  of operation  where  the  
demand  rate  i s  su fficien tly h igh” ,  respectively.  Here,  i t  i s  noted  that i n  th is  document a  fa i lu re  
means  a  dangerous  fa i l u re  in  case  of the  appl ication  to  safety (see  Clause  B.2).  

Whi le  some experts  asked :  “How shal l  we  address  the  i n termed iate  reg ion  where  the  demand  
rate  i s  nei ther su fficien tly l ow nor su ffi cien tl y h igh?”  th is  i ssue  was  resolved  by:  

– d rawing  a  l i ne  of demarcation  between  the  l ow demand  mode  and  the  h igh  demand  mode  
of operation ;  

– expand ing  the  reg ions  of those  modes  of operation  in to  the  new reg ions  i nvolving  those  
i n termed iate  sections  on  both  s ides  of the  l i ne,  respectively.  

The  l ow demand  mode  of operation  was  defined  i n  the  fi rst ed i tion  of I EC  61 508-4  as  the  
mode of operation  “where  the  frequency of demands  for operation  made  on  a  safety-related  
system  i s  no  greater that one  per year and  no  g reater than  twice  the  proof test frequency”.  

The  demand  frequency of one  per year approximately equals  wM≈λM≈1 0
-4  [1 /h ] .  Here  wM  and  

λM  are  constan t demand  frequency and  rate,  respectively.  The  fi rst  ed i ti ons  of I EC  61 508-1  
and  I EC  61 508-4  were  publ i shed  in  1 998  [39] [41 ] .  

Curren tl y the  l ow demand  mode  operation  i s  defined  i n  the  second  ed i tion  of I EC  61 508-4  as  
the  mode  of operation  “where  the  safety function  on ly performs  on  demand ,  i n  order to  
transfer the  EUC i n to  a  speci fied  safe  state,  and  where  the  frequency of demands  i s  no  
g reater than  one  per year”  [40] .  

Then  the  reasons  why formu la,  φ≈PaλM≈PawM ,  can  hard ly be  appl ied  to  the  E/E/PE  safety-
related  systems operated  in  the  h igh  demand/continuous  mode of operation  became clear 
l ater.  

a)  The  formu la  φ≈PaλM≈PawM  ho lds  approximately for both  of repeatable  and  unrepeatable  
fi nal  events,  g i ven  that the  demand  rate  i s  su fficien tl y l ow and  the  completion  rate  i s  
su fficien tly h i gh .  However,  the  formu lation  hard ly appl ies  to  the  unrepeatable  fi nal  even t i f 
the  demand  rate  i s  not su fficien tl y l ow or the  completion  rate  i s  not su fficien tl y h igh  
[1 7] [1 8] [1 9] .  

b)  The  formu lation  hard ly appl ies  to  such  a  speci fic case  as  the  a i rbag  control  system  for 
au tomobi les  or the  overal l  system  described  i n  Annex A (see  7 . 2 .3 ,  9 . 3 . 2)  [31 ] [33] .  

c)  Wh ich  mode  of operation  shou ld  be  adapted  to  a  system  depends  on  the  re lationsh ips  
between  the  demand  rate  and  HER,  and  therefore  the  choice  between  modes  of operation  
shou ld  be  based  on  not on ly the  demand  rate  bu t a l so  on  such  parameters  as  completion  
rates,  fa i l u re  and  repai r rates  of i tems  and  ri sk exposure  time  (see  7. 2 .3,  and  clauses  B .4  
to  B .8)  [1 8] [1 9] [20] [22] [23] [33] .  

d )  The  harmfu l  even ts  i n  the  mach inery sector,  where  the  demand  rates  are  s ign i ficantly h igh ,  
can  be  j udged  to  be  unrepeatable  fi nal  even ts.  

B.2  Safe/dangerous  system  states  and  fai lures  

An  E/E/PE  safety-related  system  performs  (a)  safety function (s)  to  main tain  (a)  safe  system  
state(s)  of an  overal l  system  in  order that (a)  residual  safety-related  risk(s)  i s/are  kept at a  
to lerable  level  (see  3 . 1 . 1 ,  Note  3).  General l y i f an  i tem  that composes  an  E/E/PE  safety-
related  system  fa i l s ,  the  fai lu re  cou ld  show a  number of fa i l u re  modes.  Those  fai l u re  modes  
are  categorised  i n to  a  safe  mode  and  a  dangerous  mode  in  the  con text of safe/dangerous  
system  states.  Thus  the  fa i l u re  resu l ting  i n  the  safe  mode  or the  dangerous  mode  i s  s imply 
cal led  a  safe  fa i l u re  or a  dangerous  fa i l u re,  respectively [1 0] [40] .  
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a)  The  safe  fa i lu re  i s  defined  as  the  fai lu re  that resu l ts  i n  the  spurious  operation  of the  safety 
function(s)  or i n  the  i ncrement of the  probabi l i ty of the  spurious  operation ,  main tain ing  the  
safe  system  state(s)  of the  overal l  system,  and  consequently the  safe  system  state  
remains  [40] .  

b)  The  dangerous  fa i l u re  i s  defined  as  the  fa i l u re  that prevents  a  safety function  from  
operating  or decreases  the  probabi l i ty that the  safety function (s)  operates  correctly when  
requ i red  [40] .  

c)  The  safe  state  i s  defined  as  the  system  state  of a  targeted  overal l  system  when  safety i s  
ach ieved ,  i . e. ,  when  (a)  safety-related  ri sk(s)  i s/are  kept at (an)  acceptable  l evel (s).  

For example,  i n t.  state  D  in  F igure  1 0  means  that an  a i rbag  control  system  is  i n  a  shu tdown  
state.  I t  wi l l  be  clear that the  FER at i n t.  state  D  i s  smal ler than  the  FER at i n i tia l  state  A,  
namely,  the  D  fai l u re  that brings  the  a i rbag  con trol  system  to  a  shu tdown  state  i s  a  safe  
fa i l u re,  g i ven  that i n i tia l  state  A i s  a  safe  system  state.  On  the  other hand ,  i f the  FER at i n t.  
state  C  i s  l arger than  the  FER at i n i tia l  state  A,  the  UD  fa i lu re  cou ld  be  a  dangerous  fa i l u re  
that brings  the  overal l  system  to  the  system  state  wi th  a  h igher level  of ri sk compared  to  i n i tia l  
state  A.  

General l y,  from  the  perspective  of safe  and  dangerous  fa i l u res  of safety-related  i tems  that 
compose  an  E/E/PE  safety-related  system,  the  safe  system  states  of overal l  systems  are  
classi fied  i n to  the  fol lowing  three  types  [27] :  

– i nvariable;  

– i n trinsical l y variable;  

– reciprocal l y variable.  

Suppose  that an  E/E/PE  safety-related  system  has  to  cope  wi th  one  or more  hazards  i n  order 
to  ach ieve  safe  system  states  of an  overal l  system,  then  the  fol lowing  can  be  said :  

1 )  I f a  safe  system  state  for a  hazard  (or a  ri sk)  i s  ach ieved  by an  E/E/PE  safety-related  
system  being  i n  an  activated  or an  i nert  state  on ly,  and  th is  feature  of the  E/E/PE  safety-
related  system  does  not change  wh i le  the  overal l  system  i s  exposed  to  the  hazard  (or ri sk),  
then  th is  safe  system  state  i s  i nvariable  i n  the  con text of both  of the  hazard  (or the  risk)  
and  the  fai l u re  of the  E/E/PE  safety-related  system  (see  3 . 1 . 2 . 2 ,  Notes  1  to  3) .  When  an  
E/E/PE  safety-related  system  main tains  an  i nvariable  safe  system  state,  i t  may su ffer both  
of safe  and  dangerous  fai l u res.  Some  chemical  process  p lan ts  wou ld  i nvolve  safety-
instrument systems ( i . e . ,  a  kind  of E/E/PE  safety-related  system)  wi th  typical  examples  of 
th is  i nvariable  safe  system  state  [27] .  

2)  I f a  safe  system  state  for a  hazard  (or a  ri sk)  i s  ach ieved  by an  E/E/PE  safety-related  
system  chang ing  from  an  activated  to  an  i nert state  or from  an  i nert  to  an  activated  state  
or both  wh i le  the  overal l  system  i s  exposed  to  the  hazard  (or the  risk),  then  the  safe  
system  state  i s  i n tri nsical l y variable  i n  the  con text of both  of the  hazard  (or the  ri sk)  and  
the  fa i lu re  of the  E/E/PE  safety-related  system.  When  an  E/E/PE  safety-related  system  
has  to  main tain  an  i n trinsical l y variable  safe  system  state,  then  i t  cou ld  not have  any safe  
fa i lu res.  For example,  an  au tomated  steering  con trol  system  for sel f-driving  cars  ( i . e. ,  a  
typical  E/E/PE  safety-related  system)  i s  composed  of e lectrotechn ical  i tems  such  as  
sensors,  con trol lers  and  actuators  (see  9 . 1 ) .  I t  con trols  the  courses  of the  au tomobi le  
accord ing  to  variable  ci rcumstances  to  create  safe  courses,  where  the  safe  system  state,  
i . e . ,  the  safe  course  i s  i n trinsical l y variable.  Therefore,  any fai lu re  of the  au tomated  
steering  control  system  cou ld  be  dangerous  because  the  safe  system  state  i s  i n trinsical l y 
variable  [27] [30] .  

3)  Suppose  that a  fa i lu re  of an  E/E/PE  safety-related  system  is  related  to  safe  system  state  
S1  against hazard  H1  (or ri sk R1 )  and  safe  system  state  S2  against hazard  H2  (or ri sk R2),  
and  S1  i s  an  i nvariable  safe  system  state  ach ieved  by the  E/E/PE  safety-related  system  
being  an  activated  or an  i nert state.  Thus  i f S2  i s  an  i nvariable  safe  system  state  ach ieved  
by the  E/E/PE  safety-related  system  being  an  i nert  or acti vated  state,  or i f S2  i s  
i n trinsical l y variable,  the  overal l  system  i s  defined  as  being  i n  reciprocal l y variable  safe  
system  states  against H 1  (or R1 )  and  H2  (or R2),  and  the  hazards  of H 1  and  H2  are  
defined  as  mutual ly reciprocal  hazards  in  the  context of the  fa i lu re  of the  E/E/PE  safety-
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related  system  of concern .  The  safe  system  state  of the  overal l  system  is  to  be  changed  
against the  reciprocal  hazards,  i . e . ,  the  safe  system  states  against reciprocal  hazards  are  
reciprocal l y variable.  I f an  E/E/PE  safety-related  system  has  to  main tain  the  reciprocal l y 
variable  safe  system  states  of S1  and  S2,  then  i ts  safe  fa i l u re  for S1  wi l l  be  dangerous  for 
S2  (see  for example  Table  B . 1 )  [27] [30] [31 ] [32] .  

For example  i f an  au tomated  brake  con trol  system  for sel f-driving  cars,  wh ich  i s  composed  
of such  e lectrotechn ical  i tems  as  sensors,  control lers  and  actuators  fa i l s  to  stop  the  
au tomobi le  approach ing  dangerously another au tomobi le  i n  fron t,  then  a  rear-end  col l i s ion  
wi l l  occur whereas  i f the  au tomated  brake  control  system  fai l s  and  stops  the  au tomobi le  
sudden ly and  unnecessari l y,  i t  cou ld  be  struck from  beh ind .  Therefore,  both  hazards  of 
rear-end  col l i s ion  and  being  struck from  beh ind  are  mutual ly reciprocal  hazards  regard ing  
the  fai l u re  of the  au tomated  brake  con trol  system,  and  the  safe  system  states  against 
those  reciprocal  hazards  are  reciprocal l y variable.  Thus,  the  au tomated  brake  con trol  
system  for sel f-d riving  cars  has  to  cope  wi th  the  reciprocal l y variable  safe  system  states  
for such  mu tual l y reciprocal  hazards  as  

– the  primary hazard  caused  by the  fa i l u re  to  stop  the  au tomobi le;  

– the  reciprocal  hazard  caused  by bring ing  unnecessari l y the  au tomobi le  to  a  stop.  

Table  B . 1  shows the  relationsh ips  between  the  fa i l u re  modes  of the  au tomated  brake  
control  system,  mu tual l y reciprocal  hazards,  and  safe  and  dangerous  fa i lu res  [32] .  

Table  B.1  – Relationsh ip  between  fai lure  modes,   
hazards,  and  safe/dangerous  fai lures  

Hazards  to  be  
control led  by an  
automated  brake  
control  system  

Fai l ure  modes  of an  au tomated  brake  control  
system  for a  sel f-driving  car 

Fai l u re  mode  1  
(e . g . ,  short–ci rcu i t)  

Fa i l u re  mode  2  
(e . g . ,  d i sconnecti on )  

Primary hazard  Safe  fa i l u re  Dangerous  fa i l u re  

Reciprocal  h azard  Dangerous  fa i l u re  Safe  fa i l u re  

 

I n  general ,  the  fol l owing  can  be  said  for the  safety-related  i tem  [31 ] [32] .  

– I f the  i tem  is  arranged  in  a  1 -ou t-of-2  arch i tectu re  system  for a  primary hazard ,  then  i t  wi l l  
be  structu red  i n  a  2-ou t-of-2  arch i tecture  system  for a  reciprocal  hazard .  

– I f tolerable  ri sk levels  are  set up  to  respective  reciprocal  hazards,  the  arch i tecture  and  the  
profi le  of fai l u re  rates  and  fa i lu re  modes  of the  safety-related  i tems  wi l l  be  designed  to  
satisfy those  to lerable  ri sk levels  coinciden tal l y based  on  analyses  of FER at a  g i ven  i n i tia l  
state.  

B.3  Complexi ty of safety-related  systems 

The  complexi ty of a  safety-related  system  wi l l  depend  not on ly on  the  scale  of the  overal l  
system,  i . e . ,  the  amount of components  and  hazards  created  by the  overal l  system  and  CCF 
between  PLs  i nvolving  orig inal  demand  sources  bu t a lso  on  the  complexi ty of fa i lu re  log ics  
such  as  sequentia l  fa i lu re  log ics  that dominate  the  occurrence  of the  fi nal  even t resu l ting  i n  
the  appearance  of fi nal  consequences  of the  risk (see  Clause  6 ,  9 . 1 ,  9 . 2 ,  9 . 5  and  Clause  A. 5) .  
I n  add i tion ,  the  complexi ty of safe  system  states  shou ld  be  taken  i n to  account for the  
d iscussion  abou t the  complexi ty of safety-related  systems.  The  fol lowing  can  be  said  on  the  
complexi ty:  

a)  The  overal l  system  wi th  i n trinsical ly variable  and /or reciprocal ly variable  safe  system  
states  i s  of h igher complexi ty compared  to  that on ly wi th  i nvariable  safe  system  states.  

b)  The  safety-related  system  wi th  a l l  kinds  of fau l ts  such  as  D ,  UD  and  DU  fau l ts  i s  of h igher 
complexi ty compared  to  that on ly wi th  l im i ted  types  of fau l ts  (see  Clause  A. 5) .  

c)  The  safety-related  system  wi th  the  i tems  of wh ich  fa i lu re  rates  vary between  the  operating  
and  non-operating  states  of the  i tems  i s  of h igher complexi ty compared  to  that on ly wi th  
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the  i tems  of wh ich  fa i l u re  rates  are  i nvariable,  however th is  i s  ou t of the  scope  of th is  
document (see  F igure  1 5  and  9 . 3. 1 )  [24] [26] .  

d )  A possib i l i ty that a  meta-risk cou ld  be  con tained  i n  the  overal l  system  wi l l  be  another 
factor of the  complexi ty of the  overal l  system,  however th is  i s  ou t of the  scope  of th is  
document (see  Table  1 ,  Clause  6 ,  9 . 1 ,  9 . 2 ,  9 . 5  and  Clause  A.5).  

B.4 Comparison  between  conventional  and  new analyses  

Figure  B . 1  typical l y i l l ustrates  the  relationsh ip  between  the  variable  of the  demand  rate,  λM ,  
and  the  HER that i s  expressed  i n  a  function  of λM ,  φ (λM),  fi xing  a  systems  arch i tecture  and  
other variables  (or parameters)  such  as  fa i lu re/repai r and  completion  rates  at certain  
cond i tions  in  an  overal l  system  includ ing  an  E/E/PE  safety-related  system  that carries  ou t a  
safety function  of an  FPL.  

I n  the  fi gure,  the  horizontal  and  vertical  axes  i nd icate  the  demand  rate,  λM ,  and  HER,  φ (λM),  
respectively.  

a)  The  straigh t sol i d  l i ne  wi th  s lope  and  the  horizon tal l y straigh t l i ne  i nd icate  the  HER that 
cou ld  be  calcu lated  by the  formu las,  φ (λM)≈PaλM≈PawM  and  φ (λM)≈λ ,  based  on  I EC  61 508-6,  
respectively [37] .  

b)  The  curved  l oci  expressed  as  Cases  1  to  3  i nd icate  the  HER φ (λM)  that cou ld  be  calcu lated  
by use  of the  FER at an  i n i ti al  state  provided  by th is  document.  

Because  the  HER i s  analysed  separately us ing  the  two  formu las  in  I EC  61 508-1 ,  I EC  61 508-5  
and  I EC  61 508-6,  φ (λM)≈PaλM≈PawM ,  and ,  φ (λM)≈λ ,  for the  l ow and  h igh  demand  modes  of 
operation  respectively,  there  are  often  gaps  d isconnecting  the  HER of those  two  modes  of 
operation  as  shown  in  F igure  B . 1  (hereafter referred  to  as  conventional  analysis).  

The  FER at a  g iven  i n i tia l  state  provides  seamless  and  more  real istic  analyses  regard less  of 
the  modes  of operation  for the  HER shown  as  i n  the  figure  (hereafter referred  to  as  new 
analysis),  because  not on ly the  fa i lu re  and  repai r rates  of the  systems bu t a l so  a l l  the  
parameters  i nvolving  the  demand  and  completion  rates  that affect the  HER s ign i ficantly are  
analysed  hol i stical l y i n  the  new analysis  of th is  document.  The  fol lowing  can  be  said .  

– The  formu la  φ(λM )≈λ  presen ts  the  upper l im i t  of HER that may be  adapted  general l y to  the  
con tinuous  mode of operation  for the  overal l  system  where  the  HER i s  described  i n  a  
monoton ical ly i ncreasing  (hereafter referred  to  as  m-increasing)  function  φ(λM )  under 
particu lar cond i tions.  

– I n  F igure  B. 1 ,  the  curved  loci  that are  denoted  as  Cases  1  to  3  are  formed  typical ly by m-
increasing  HER functions.  
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Figure  B.1  – Comparison  between  conventional  and  new analyses  

However,  the  formu la  φ (λM)≈λ  does  not necessari l y present the  upper l im i t  of HER for the  
overal l  systems  where  φ (λM)  i s  not an  m-increasing  function  (see  F igure  A.4  and  Clause  A.5).  
Thus,  there  are  s ign i fican t d i fferences  between  the  conventional  and  new analyses.  

1 )  I f both  of the  target fa i lu re  measures  PFDavg  and  APFdrg  are  dominan t over the  HER and  
i f the  demand  rate  becomes  su fficien tl y h igh ,  then  the  FER at a  g i ven  in i tia l  state  tends  to  
the  target fa i l u re  measure  of PFH  (see  Case  1  i n  F igure  B. 1 ) .  

2 )  However,  i f on ly one  of the  target fa i l u re  measures  PFDavg  or APFdrg  dominates  the  HER 
and  i f the  demand  rate  becomes  su fficien tly h igh ,  then  the  new analysis,  that provides  the  
real i stic  and  exact estimations  of HER,  may present much  l ower estimations  than  those  
approximations  presented  by the  conventional  analysis  (see  Case  3  i n  F igure  B . 1 ).  

3)  I f the  demand  rate  i s  su fficien tly l ow and  i f on ly the  target fa i lu re  measure  PFDavg  
d ominates  the  HER,  the  conventional  analysis  may provide  good  approximations  to  the  
HER (see  Case  2  i n  F igure  B . 1 ) .  

4)  However i f both  of the  target fa i l u re  measures  PFDavg  and  APFdrg  are  dominan t over the  
HER,  or i f on ly the  target fai lu re  measure  APFdrg  dominates  the  HER,  then  the  new 
analyses  cou ld  present much  l ower or h igher estimations  than  those  approximations  
provided  by the  conventional  analyses,  depend ing  on  the  speci fic cond i tions  of the  overal l  
system  (see  7 . 2 . 3,  9 . 3 .3 ,  and  Cases  1  and  3  i n  F igure  B. 1 ) .  

B.5 Spl i tting  up  mode of operation  

General l y,  HER,  φ ,  can  be  mathematical l y a  function  of a  s ign i ficant number of variables  (or 

parameters)  such  as  fa i lu re/repai r rates,  demand  rate  λM ,  completion  rate  µM ,  demand  
frequency wM ,  renewal  rate  m  and  risk exposure  time  T from  the  perspective  of ri sk analysis  

(see  for example  Figure  1 0).  I f those  variables  except the  demand  rate  λM  are  fi xed  at certain  
values,  then  φ  i s  described  i n  a  function  of the  variable  of λM ,  i . e . ,  φ  =  φ (λM)  hol ds.  

a)  I f the  HER function  φ (λM)  i s  con tinuous,  monoton ic and  increasing ,  then  the  overal l  system  
wi l l  be  cal led  an  m-increasing  system  for the  ri sk of concern ,  and  vice  versa,  that i s  
typical l y shown  as  the  curved  loci ,  Cases  1  to  3 ,  i n  F igure  B. 1 .  

b)  However,  φ (λM)  i s  not a lways  monoton ic for such  an  overal l  system  as  shown  in  Annex A,  
where  (an)  i n flection  poin t(s)  exist(s)  i n  the  loci  formed  by λM  and  φ (λM)  (see  F igure  A. 4)  
[30] [31 ] [32] [33] .  I n  such  a  case  i t  wi l l  not be  adequate  to  d raw a  l i ne  to  spl i t  up  the  mode  
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of operation  s imply i n to  two  sections  because  the  HER in  the  reg ion  of i n t.  demand  rate  
can  be  h igher than  the  one  in  a  reg ion  of h igher demand  rate  and /or i n  a  reg ion  of l ower 
demand  rate  (see  F igure  A. 4  and  Clause  A.5).  

c)  I n  that regard  i t  i s  necessary to  establ ish  a  procedure  for choosing  a  su i table  mode  of 
operation  in  order that S I L-related  requ i rements  shou ld  be  fu l fi l l ed  appropriately i n  
accordance  wi th  Table  B. 2  that i s  speci fied  i n  I EC  61 508  (a l l  parts)  (see  Clause  B.7)  [1 0] .  

B.6 Tolerable  hazardous/harmfu l  event rate  and  residual  risk 

I f an  E/E/PE  safety-related  system  carries  ou t (a)  safety function (s)  of an  FPL  to  keep  a  safe  
system  state  of an  overal l  system,  the  residual  ri sks  resu l ting  from  the  ri sk con trol /reduction  
ach ieved  by the  safety function  are  requ i red  to  be  l ower than  tolerable  risk l evels,  i . e . ,  the  
HERs  due  to  the  fai lu re  of the  E/E/PE  safety-related  system  have  to  be  l ower than  to lerable  
l evels.  

a)  Suppose  for i nstance  that an  E/E/PE  safety-related  system  is  operated  a long  the  l ocus  of 
Case  2  i n  F igure  B. 1  to  con trol  and  reduce  a  ri sk of an  overal l  system.  Thus,  three  
operating  poin ts  A,  B  and  C  can  be  represented  by a  combination  of λM  [1 /h ]  and  φ  [1 /h ] ,  

i . e . ,  “λM  and  φ”  as  “3  ×  1 0 -5  and  4  ×  1 0 -8” ,  “4  ×  1 0 -4  and  3  ×  1 0 -7” ,  and  “3  ×  1 0 -2  and   

2  ×  1 0 -6” ,  respectively.  

b)  When  the  to lerable  HER of the  residual  ri sk i s ,  for i nstance,  pu t at 1 0 -6  [1 /h ] ,  then  the  
operating  poin ts  A and  B  wi l l  satisfy the  to lerable  HER of the  residual  ri sk for safe  
operation ,  bu t the  HER of the  operating  poin t C  wi l l  not reach  the  to lerable  level  of the  
residual  ri sk (see  3 . 1 . 1 ,  Note  3).  

B.7  Procedure for determin ing  the  safety in tegri ty level  (SIL)  of an  i tem  

A resolu tion  of the  d i fficu l ty i n  coping  wi th  the  target fa i l u re  measures,  modes  of operation  
and  determination  of S I L  mentioned  above  wi l l  be  made  by the  approach  provided  by th is  
document.  

a)  At fi rst a  target measure  of the  ri sk-reduction  ratio,  φ/λM ,  i s  i n troduced  by use  of FER at a  
g i ven  in i tia l  state  as  described  in  7 . 2 . 3 .  Here,  the  symbol  λM  i s  the  demand  rate  at  a  PL  of 
concern .  Symbol  φ  i s  the  demand  rate  of the  next PL  i f the  PL  of concern  i s  an  i n t.  PL  or 
the  FER at a  g i ven  in i tia l  state  i f the  PL  of concern  i s  an  FPL  (see  9 . 2  and  9 . 3).  The  φ/λM  
and  φ  are  risk-based  generic target measures  to  assess  the  performance  of i tems  
operating  i n  the  l ow demand  mode  and  i n  the  h igh  demand/continuous  mode,  respectively.  
The  PFDavg  and  PFH  in  I EC 61 508  (al l  parts)  are  the  approximations  of φ/λM  and  φ ,  
respectively [1 0] .  I t  i s  noted  that the  approximations  are  val id  under parti cu lar 
ci rcumstances  as  described  above.  

b)  Based  on  the  perspective  above,  a  procedure  for choosing  between  the  modes  of 
operation  and  determin ing  the  SI L  of an  i tem  is  as  fo l lows  [23] :  

– adopt φ/λM  and  φ  as  the  target fa i l u re  measures  of an  i tem  for the  low demand  mode  of 
operation  and  for the  h igh  demand  mode  of/con tinuous  operation ,  respectively;  

– se lect S I L  X (X =  1 ,  2 ,  3  or 4)  and  SI L  Y (Y =  1 ,  2 ,  3  or 4)  by referring  φ/λM  and  φ  to  
Table  B .2 ,  respectively;  

– choose  a  l ower SI L  between  the  selected  S IL  X and  SI L  Y for the  i tem  i f X≠Y holds;  

– choose  SIL  Y for the  i tem  i f X =  Y ho lds  (because  the  functional  safety standards  such  
as  I EC  61 508  (a l l  parts)  and  I EC  61 51 1  (a l l  parts)  usual ly bu rden  the  i tem  assigned  
S I L  Y wi th  heavier requ i rements  compared  to  the  i tem  assigned  SI L  X,  g iven  X =  Y 
hol ds)  [1 0] [42] .  
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Table  B.2  – Safety in tegri ty levels  (SILs)  in  IEC  61 508  (al l  parts)  

SIL  

Target  fa i lu re  measures  

Low demand mode of operation 
PFDavg  or risk reduction ratio φ/λM  (SIL X)  

High demand mode of/continuous operation  
PFH or hazardous/harmful  event rate φ [1 /h]  (SIL Y)  

4  ≥1 0 -5  to  <1 0 -4     C  (S I L  4 )  ≥1 0 -9  to  <1 0 -8  

3  ≥1 0 -4  to  <1 0 -3     B  (S I L  3)  ≥1 0 -8  to  <1 0 -7     A  (S I L  3 )  

2  ≥1 0 -3  to  <1 0 -2     A  (S I L  2 )  ≥1 0 -7  to  <1 0 -6     B  (S I L  2 )  

1  ≥1 0 -2  to  <1 0 -1  ≥1 0 -6  to  <1 0 -5     C  (S I L  1 )  

 

Suppose  for i nstance  that the  combination  of φ/λM  (S I L  X)  and  φ  (S I L  Y)  [1 /h ] ,  i . e . ,  “φ/λM  (S I L  

X)  −  φ  (S I L  Y)” ,  i s  estimated  at th ree  operating  poin ts  A,  B  and  C  along  the  l ocus  expressed  as  
Case  2  i n  F igure  B . 1  as  fo l lows:  

1 )  “1 , 3  ×  1 0 -3  (S I L  2)  – 4  ×  1 0 -8  (S I L  3)”  at operating  poin t A;  

2)  “7, 5  ×  1 0 -4  (S I L  3)  – 3  ×  1 0 -7  (S I L  2)”  at operating  poin t B ;  

3)  “6, 6  ×  1 0 -5  (S I L  4)  – 2  ×  1 0 -6  (S I L  1 )”  at operating  poin t C.  

Thus  the  l ower SI L  between  SIL  X and  SIL  Y,  namely,  S I L  2  (SI L  X) ,  S I L  2  (S IL  Y)  and  SIL  1  
(SIL  Y)  are  chosen  for the  i tems  at operating  poin ts  A,  B  and  C,  respectively.  From  the  
d iscussion  i n  C lause  B .6,  i t  can  be  known  that i f an  i tem  i s  at  operating  poin t C  (SI L  1 ) ,  a  
h igher S IL  (maybe  S IL  2)  i s  to  be  a l located  to  the  i tem  to  meet the  to lerable  level  of the  
residual  ri sk of the  overal l  system.  

B.8  Summary and  remarks  

Th is  document helps  to  determine  SI Ls  rational ly and  appropriately for overal l  systems  where  
thei r HERs  are  represented  i n  not on ly m-increasing  bu t a lso  non-m-increasing  functions  for 
the  variable  λM  as  i l l ustrated  i n  F igure  B. 1  and  F igure  A.4  respectively.  

Thus  th is  document provides:  

– the  theoretical  g rounds  of the  re lationsh ip  between  the  target fa i lu re  measures  of an  i tem  
(e. g . ,  an  E/E/PE  safety-related  system)  and  the  HER;  

– the  way to  analyse  the  HER hol istical l y and  easi l y for the  estimation  of the  performance  of 
the  i tem  to  con trol  and /or reduce  (a)  ri sk(s) ;  

– the  gu idance  to  evaluate  and  assess  ri sks  appropriately and  to  carry ou t functional  safety 
assessment appropriately.  
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