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I NTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
CONCEPTUAL MODEL OF STANDARDIZATION  

FOR MULTIMEDIA CAR SYSTEMS AND EQUIPMENT 
 

FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees) .  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen tal  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.  

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t possi b l e  i n  thei r nati onal  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tse l f does  not  provi de  any a ttestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provide  conform i ty 
assessmen t services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsibl e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i n cl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i n d i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.  

8)  Atten tion  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct appl i cati on  of th i s  pub l i cati on .  

9)  Atten ti on  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect of 
paten t ri gh ts .  I EC  shal l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The  main  task of I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  report when  i t  has  col lected  
data  of a  d i fferen t kind  from  that wh ich  i s  normal l y publ i shed  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC  TR 63038,  wh ich  i s  a  techn ical  report,  has  been  prepared  by I EC  techn ical  commi ttee  1 00:  
Aud io,  vi deo and  mu l timed ia  systems  and  equ ipment.  

The  text of th is  techn ical  report i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

1 00/2628/DTR 1 00/2692/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  report can  be  found  in  the  
report on  voting  ind icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  ISO/IEC Di rectives,  Part 2 .  
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The  commi ttee  has  decided  that the  conten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  i nd icated  on  the  I EC  web  s i te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at a  l ater date.  
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I NTRODUCTION  

Th is  document i s  i n i tiated  by the  study session  5  i n  TC  1 00/AGS  and  made  by stage  0  project,  
PT1 00-9.  The  study session  5  was  formed  to  study car related  i ssues  of TC  1 00,  the  study 
session  5  proposed  stage  0  project,  i t  was  approved  and  assigned  as  PT 1 00-9.  

The  equ ipment and  systems  under the  scope  of TC  1 00  are  fi rstly used  i n  residen tia l  domains  
such  as  i n  home,  school ,  office,  etc.  And  now these  are  used  i n  mobi le  domains  such  as  i n  
car,  tra in ,  a i rp lane,  sh ips  and  wi th  i nd ividuals  as  movable,  carryable  or wearable  device.  
These  new domains  requ i re  d i fferen t speci fications  from  the  conventional  residen tia l  domains.  

PT1 00-9  focuses  on  the  car domain .  As  a  prel im inary,  th is  document provides  an  example  of 
the  conceptual  model  of car re lated  i ssues  under the  scope  of TC  1 00,  and  then  i t  detai l s  
possible  standard ization  i tems  that are  car re lated .  
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CONCEPTUAL MODEL OF STANDARDIZATION  
FOR MULTIMEDIA CAR SYSTEMS AND EQUIPMENT 

 
 
 

1  Scope 

Th is  document speci fies  the  conceptual  model  of mu l timed ia  systems and  equ ipment u ti l i zed  
for cars  and  describes  possib le  standard ization  i tems.  

2  Normative references  

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC  TR 61 998:201 5,  Model and framework for standardization in  multimedia  equipment and 
systems 

I EC  TS  62045-1 : 2006,  Multimedia  security – Guideline for privacy protection of equipment 
and systems in  and out of use – Part 1 :  General 

I EC  62227:2008,  Multimedia home server systems – Digital rights permission code   
I EC  62227:2008/AMD1 :201 2  

I EC  62443  (a l l  parts),  Industrial communication networks – Network and system security 

3  Terms,  defin i tions  and  abbreviations  

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i tions  apply.  

3.1 .1   
In fotainment system 
system  for i n tegration  of I n formation  and  en tertainment 

3.1 .2   
main  AV system 
<car>  main  aud io,  video and  mu l timed ia  system  instal led  i n  cars  

3.1 .3   
working  and  functional  mode 
<car>  mode  i n  wh ich  various  cars  work and  function  correctly 

3.1 .4  
UX mirroring  
user experience  m irroring  

3.1 .5   
picture  navigation  
<car>  navigation  wi th  geotagged  p ictu res  
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3.1 .6   
smart device  
mobi le  computing  device  wi th  commun ication  function  

3.1 .7   
smart car 
car con tain ing  computing  and  commun ication  functions,  i n terfaces,  and  sensors  to  provide  
advanced  user i n terface  and  user experience  

3.2  Abbreviated  terms  

CAN  Control ler Area  Network 

DRM  Dig i ta l  Rad io  Mond ia le  

HUD  Head  Up  D isplay 

I P  I n ternet Protocol  

I TS  I n ternational  Temperature  Scale  

LAN  Local  Area  Network 

OBD On  Board  D iagnostics  

SDO Standards  Development Organ ization  

UX User eXperience  

4 Overview of the  car system  

The  TC 1 00  system  model  as  described  i n  I EC  TR 61 998:201 5,  i s  basical l y s imi lar to  the  
model  as  used  for cars.  However,  speci fic atten tion  has  been  paid  to  the  speci fici ties  related  
to  cars.  

One  model  from  the  viewpoin t of data  commun ication  i s  described  in  F igure  1 .  Whether the  
appl ication  area  i s  car,  home  or any other kind  of domain ,  th is  model  i s  appl icable.  The  
system  model  for cars,  as  decribed  i n  th is  document,  basical l y uses  th is  model  as  aud io,  
vi deo  and  mu l timed ia  systems  and  equ ipment,  and  as  i n fotainment system.  
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Figure  1  – TC  1 00  system  model  for data  communication  

The  commun ication  model  between  the  system  and  user i s  described  i n  F igure  2 .  I n  th is  
document the  TC  1 00  model  i s  appl ied  to  cars.  Typical  users  are  d rivers,  passengers,  and  
pedestrians  as  wel l  as  users  i n  other domains.  

The  commun ication  between  TC  1 00  models  i s  described  i n  F igure  3 .  Th is  communication  i s  
between  the  TC  1 00  model  via  user and  TC  1 00  model ,  the  TC  1 00  model  via  user and  the  
TC  1 00  model  via  use,  and  the  TC  1 00  model  and  the  TC  1 00  model .  

IEC  
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Figure  2  – User communication  model  

 

Figure  3  – Communication  between  TC1 00  models  

For the  car system  model ,  an  example  of a  more  concrete  model  i s  described  in  F igure  4 .  

IEC  

IEC  
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Figure  4  – Car model  

The  car system,  the  home  system  and  the  mobi le  system  are  related  to  each  other wi th  
respect to  the  network commun ication  and  services.  The  networked  systems  are  described  i n  
F igure  5.  

 

Figure  5  – Networked  systems  
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5 Use  case 

5.1  General  

As one  of the  TC  1 00  systems,  the  car system  has  a  s im i lar use  case  as  the  home system.  
The  d i fference  i s  that the  car system  i s  movable  on  road  and  land ,  and  au tonomous.  The  use  
case  shou ld  take  the  fol lowing  characteristics  of a  car i n to  account.  A car 

•  i s  movable  and  au tonomous,  and  has  a  sel f energy supply,  

•  has  various  car working  and  functional  modes  of the  main  AV system  depend ing  on  the  
cond i tion  of the  car such  as  d rive,  cru ise,  stop,  park and  refuel  or charge,  

•  has  human  users  as  d rivers,  passengers,  pedestrians  i n  and  around  the  car,  and  remote  
users  away from  the  car,  

•  has  users  remote  form  the  car such  as  other human  beings  and  non  human  in fluences  
such  as  the  TC  1 00  model  over the  network.  

The  working  and  functional  mode  of a  car i s  speci fic  to  the  car system  and  i ts  main  AV system.  
Each  device  has  a  speci fic function  and  speci fication  depend ing  on  that mode.  Each  mode  
has  i ts  function  and  speci fication  re lating  to  the  cond i tion  of the  car.  The  mode  wi l l  sh i ft  to  
other modes  depend ing  on  the  use  of the  car,  see  F igure  6 .  

 

Figure  6  – Modes  

For i nstance,  us ing  e-mai l  i n  each  mode  i s  execu ted  as  fol lows:  

– when  a  car i s  stationary,  a l l  functions  of e-mai l  are  avai l able  to  the  d river;  

– when  a  car i s  i s  i n  motion ,  some restricted  functions  are  avai lable  for the  d iver’s  safety,  
such  as  text-to-speech  to  read  e-mai l s ,  speech-to-text to  send  e-mai l s,  or on ly e-mai l  
noti fications  on  the  d isplay device;  

– when  the  car i s  parked ,  a l l  e-mai ls  are  stored  and  forwarded ,  i f necessary,  

– when  some  u rgen t even t has  occurred ,  an  a lert  e-mai l  i s  sen t au tomatical ly.  

Any other i n fotainment and  services  have  a  s im i lar mode-dependent function  and  
speci fication .  

5.2  Use  experience  system  

5.2 .1  General  

The  use  experience  system  provides  user i n tegrated  services  and  experiences.  Th is  system  
consists  of a  m ixture  of other systems.  
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5.2.2  Smart start 

Users  can  remotely control  i n fotainment or aud io-visual  systems  wi th  a  smart device  before  
getti ng  i n  a  car,  a lso,  i f accessing  to  the  CAN  and  car control  system,  a  user can  ad just the  
temperature  i ns ide  the  car,  un lock or l ock the  car doors,  or start a  car.  

5.2.3  UX mirroring  

UX mi rroring  i s  one  of the  user-conven ient functions  provided  by smart devices  includ ing  a  
smart car,  and  i t  provides  users  wi th  personal ized  experience  such  as  reorgan izing  or 
reordering  user i n terfaces  and  relevant con ten ts  by sharing  a  user’s  personal  preference  and  
usage  i n formation  in  advance  among  these  smart devices.  

Once  a  smart car i s  connected  to  the  user’s  smart device  via  wi reless  commun ications  such  
as  B luetooth®1  or Wi -Fi®2 ,  the  user can  choose  to  start  the  UX m irroring  service.  Then  a  
personal ized  menu  screen  is  d isplayed  on  a  d isplay device  of a  smart car based  on  the  usage  
pattern  of the  smart device.  For example,  i cons  for frequently used  appl ications  appear bigger.  

5.2.4 Data  synchron ization  

Smart devices  and  a  smart car can  synchron ize  in  real  time  between  various  user data,  
i nclud ing  the  navigation  system  setting ,  time  schedu le,  and  so  on .  

5.3  Infotainment system 

5.3. 1  General  

The  in fotainment system  en tai l s  the  adoption  of any i n formation  service  that i s  on l ine  and  
offl i ne,  such  as  e-mai l ,  web,  socia l  networks,  i n formation  services  and  any I n ternet services.  

The  function  and  speci fication  of an  i n fotainment system  vary depend ing  on  the  working  and  
functional  mode  of a  car and  the  users.  The  mode  wi l l  sh i ft  to  the  other mode  as  i t  i s  requ i red  
and  needed  by a  user or another function .  

5.3.2  Picture  navigation  

Picture  navigation  i s  an  i n fotainment service  that a l l ows  users  to  fi nd  a  l ocation  wi th  
geotagged  p ictu res,  wh ich  con tain  the  l ati tude  and  long i tude  coord inates  of th is  p lace.  The  
l ocation  can  be  set as  a  poin t of departure  or destination .  

5.3.3  Under traffic  s ignal  office  

Users  make  a  l i st  of tasks  wi th  the  estimated  time.  The  office  system  wi l l  l et  them  implement 
tasks  whose  estimated  time  i s  short wh i le  they awai t  traffic s ignals.  

5.3.4 Car social  network 

Commun ication  among  cars  can  g ive  users  the  opportun i ty to  exchange  traffic i n formation  
such  as  car speed ,  traffic acciden ts  and  congestion  ahead .  A smart car can  gather or get such  

_____________ 

1   B l uetooth  i s  the  trademark of a  product  suppl i ed  by B l uetooth  S IG .  

 Th i s  i n formati on  i s  g i ven  for the  conven ience  of users  of th i s  documen t and  does  not  consti tu te  an  endorsemen t 
by I EC  of the  product named .  Equ ival en t  products  may be  u sed  i f they can  be  shown  to  l ead  to  the  same  resu l ts .  

2   Wi-Fi  i s  a  trade  name  of a  product suppl i ed  by Wi -F i  Al l i ance.  

 Th i s  i n formati on  i s  g i ven  for the  conven ience  of u sers  of th i s  documen t and  does  not  consti tu te  an  endorsemen t 
by I EC  of the  product named .  Equ ival en t  products  may be  u sed  i f they can  be  shown  to  l ead  to  the  same  resu l ts .  
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i n formation  by experience  or other smart cars  runn ing  on  the  opposi te  l ane.  Th is  i n formation  
can  be  visual ized  on  a  d isplay device,  or verbal ized ,  or g iven  to  users  in  other optim ized  ways.  

5.3.5  Panoramic vision  

360-degree  panoramic view around  a  smart car can  be  reconstructed  from  video  images  from  
cameras  i nstal led  around  a  smart car,  wh ich  helps  users  to  see  beh ind  b l i nd  spots  and  thus  
d rive  more  safely.  

5.3.6  OBD based  car maintenance service 

OBD  systems  g ive  users  access  to  the  status  of various  veh icle  sub-systems through  thei r 
smart device.  Users  can  manage  thei r cars  on  thei r own .  

5.4 Navigation  system  

5.4.1  General  

Navigation  i s  a  gu idance  system  for the  d river to  d rive  the  car.  I t  i s  a  usefu l  or necessary 
i n formation  system.  The  i n formation  system  consists  of the  elements  as  described  below.  Any 
combination  of the  various  types  of i n formation  provides  the  navigation  system.  

5.4.2  Surrounding  information  

The  surround ing  in formation  consists  of vi sual  and  aud io  aspects,  atmospheric detai l s  such  as  
temperature  and  a i r pressure,  and  fi nal l y geograph ical  i n formation  such  as  the  topography 
and  the  road  cond i tion .  

For i nstance,  the  visual  mon i tor of the  su rround ing  provides  a  complete  view of the  area  
around  the  car.  Th is  mon i tor has  the  same  variety of function  modes  and  thei r speci fication .  
Th is  function  i s  un l ike  the  m i rror function  (see  5. 2 .3),  bu t i t  provides  visual  i n formation  to  the  
user as  i n fotainment.  

Other sensors  al so  provide  in formation  of the  surround ing  wi th  the  same variety of functions  
and  speci fication  modes.  

Al l  of these  e lements  of i n formation  can  be  used  for car navigation  i nclud ing  au to  d rive  
support.  

5.4.3  Geographical  information  

The  posi tion  of the  car i s  one  of the  factors  of navigation ,  i t  i s  provided  by GPS,  gyrocompass,  
and  the  network system.  

5.4.4 Drive  information  

Th is  i n formation  i ncludes  the  h istory and  p lan  or the  projected  journey on  the  geograph ical  
map.  The  d river uses  th is  i n formation  of the  navigation  system.  Drive  i n formation  has  the  
same variety of functions  and  speci fication  modes.  

5.4.5  Car information  

Th is  i n formation  i s  a  cond i tion  and  status  of the  car such  as  temperature,  humid i ty,  speed  and  
fuel  status  of the  car system.  The  ambiance  i n  the  car can  be  suppl ied  by the  TC  1 00  model  
bu t the  in formation  of the  car system  exists  a l so  ins ide  the  car.  I f the  secure  gateway al lows  
access  to  CAN  the  TC  1 00  model  can  get i n formation .  

Th is  i n formation  can  be  mon i tored  over the  network by other users.  
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5.4.6  Event information  

Event means  various  status  changes  of the  car that are  caused  by i nciden ts  on  the  car from  
ou tside  and  i ns ide,  such  as  change  of acceleration ,  tu rn ing  on /off of the  l i gh ts  as  wel l  as  
weather cond i tions.  These  are  recogn ized  by the  sensor or the  car con trol  system,  and  th is  
i n formation  can  be  used  to  trigger the  sh i fting  of the  working  and  functional  mode  of the  car.  

5.5  Audio-visual  entertainment system  

5.5.1  General  

The  aud io-visual  en tertainment i s  the  same as  the  system  provided  for homes,  however,  i n  
add i tion  the  function  and  speci fication  mode  i s  appl ied .  

5.5.2  3D  aud io  system  

The  i nside  of a  car i s  su i table  for a  3D  aud io  system.  The  characteristic  of a  3D  aud io  system  
i s  used  when  l i sten ing  to  music.  S im i larl y,  a  3D  aud io  system  can  provide  a  warn ing  sound  
effectively.  

5.5.3  Emotion-based  music  streaming  

A smart car can  recommend  users  to  l i sten  to  a  series  of songs,  se lected  based  on  thei r 
emotion ,  wh ich  can  be  detected  by measuring  the  heart-rate  or sensed  by a  wearable  device.  

5.6  Parking  concierge  system 

When  a  smart car en ters  a  parking  l ot  where  an  advanced  beacon  system  provides  an  i ndoor 
posi tion ing  function ,  an  appl ication  program  on  the  smart car starts  au tomatical l y and  d isplays  
a  map  of the  parking  l ot wi th  empty parking  spaces  h igh l igh ted  on  a  d isplay.  As  soon  as  the  
car i s  parked ,  the  appl ication  program  stores  the  exact location  and  shares  i t  wi th  the  user’s  
smart device.  

5.7  Car monitoring  system  

Even  when  users  are  away from  thei r smart cars,  they can  watch  what i s  happen ing  around  
thei r cars  th rough  thei r smart device  connected  to  a  b lack box instal l ed  i n  the  smart car.  
Users  can  a lso  get various  types  of a larm  messages  from  thei r smart car.  

5.8  Sel f-emergency cal l  system 

I f a  user gets  severely i n ju red  in  a  traffic acciden t,  a  smart car can  trigger a  sel f-emergency 
cal l  for rescue.  To  activate  th is  function ,  a  smart car i s  able  to  make ou t the  degree  of 
col l i s ion  and  evaluate  the  user’s  cond i tion .  

6 Networked  system 

6.1  General  

The  car system  is  networked  as  described  i n  F igure  5.  Wi th  th is  networked  system,  the  car 
system  acts  as  an  i n tegrated  system  wi th  other car systems,  home  systems,  mobi le  systems 
and  network services.  

6.2  Network inside  a  car 

6.2 .1  Car status  information  

The  electric and  e lectron ic system  of a  car has  i ts  own  i n formation ,  wh ich  i s  main ly 
i n formation  regard ing  car con trol  and  d riving .  These  e lements  are  importan t wi th  respect to  
the  safety and  securi ty of the  car.  They shal l  be  secured  from  ou tside  access  to  the  car 
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i n formation  system.  Th is  car i n formation  i ncludes  the  envi ronment status  i n formation  such  as  
the  cond i tion  of the  a i r,  the  temperature,  and  the  status  of the  doors  and  windows,  as  wel l  as  
the  actual  d riving  status  such  as  speed ,  and  the  cond i tion  of the  ti res.  Th is  car status  
i n formation  may be  accessib le  from  ou tside  i f securi ty and  safety i s  guaran teed  by,  for 
example,  a  secure  gateway,  as  shown  in  F igure  7 .  

 

Figure  7  – Car status  information  

6.2 .2  In fotainment system  network 

The  network of an  i n fotainment system  i s  used  for various  devices  and  equ ipment i ns ide  a  car.  
The  network or i n terface  i s  used  for aud io-visual  and  i n formation  reproduction  devices,  and  i t  
i s  a lso  used  for video,  aud io  and  other envi ronment i n formation  from  ou tside  and  from  wi th in  
the  car,  as  wel l  as  the  car i tsel f.  These  elements  of i n formation  are  networked  or i n terfaced  to  
the  processor or any other devices.  

For i nstance,  sensors  capture  in formation  regard ing  the  d riving  detai l s ,  e . g .  view of the  car 
fron t,  aud io  s ignals  around  the  car,  acceleration ,  and  geograph ical  i n formation .  These  
e lements  are  fed  i n to  the  network.  Furthermore,  these  e lements  of i n formation  are  mon i tored  
or recorded  i n  the  car,  and  also  commun icated  to  the  ou tside  of the  car th rough  a  gateway,  as  
presented  i n  F igure  8 .  

 

Figure  8  – Infotainment system  network 

The  network i ns ide  a  car may be  based  e i ther on  a  CAN  or LAN  network or any other 
ded icated  network.  The  network shou ld  have  the  abi l i ty to  be  appl ied  to  a l l  kinds  of 
i n formation  and  con trol  systems  i nside  a  car.  

6.2.3  Network of devices  

6.2 .3.1  AV devices  and  smart devices  

AV devices,  especia l l y mobi le  devices,  and  smart devices  can  be  used  i nside  a  car as  shown  
in  F igure  9 .  These  devices  are  connected  to  the  car's  main  AV system.  The  car's  main  AV 
system  controls  and  uses  these  devices  wi th  more  efficien t con trol ler and  reproduction  
devices.  The  network and  i n terface  to  the  car's  main  AV system  may be  ded icated  to  one  or 
any other existen t system.  The  network used  for smart devices  i s  described  i n  Annex A.  
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Figure  9  – AV devices  

6.3  Network outside  a  car 

6.3.1  General  

The  network may be  an  I P  based  network.  The  data  model ,  format and  protocol  needs  a  car 
speci fic speci fication .  

6.3.2  Network between  two cars  

Car-to-car commun ication  i s  ach ieved  by a  peer-to-peer and  cl i en t-server system.  One  car’s  
system  and  equ ipment commun icates  wi th  another car's  system  and  equ ipment when  two 
users  of a  car mutual ly exchange  AV and  I T  resources,  as  shown  i n  F igure  1 0.  

 

Figure  1 0  – Network between  two cars  

6.3.3  Network between  a  car and  another TC  1 00  system  

Commun ication  between  a  car and  a  TC  1 00  system  is  done  by a  peer-to-peer and  cl ien t-
server i n  that a  car’s  system  and  equ ipment communicates  wi th  a  system  and  equ ipment i n  
another TC  1 00  system,  as  shown  i n  F igure  1 1 .  

 

Figure  1 1  – Network between  car and  home 
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6.3.4 Network wi th  cloud  servers  

A network wi th  cloud  s ign i fies  a l l  networks  except for peer-to-peer networks.  Any kind  of 
services  can  be  operated  through  these  networks.  Therefore,  many kinds  of data  formats  and  
protocols  can  be  involved .  Thus,  i n  order to  share  services  between  cars,  the  m in imum  
compatibi l i ty shou ld  be  considered ,  as  shown  i n  F igure  1 2 .  

 

Figure  1 2  – Network with  cloud  

7  System  elements  

7.1  Device  

7. 1 . 1  Source  device 

The  source  device  provides  aud io-video  and  in formation  data  of con tent.  I t  i s  a  ded icated  or 
not ded icated  device  to  a  speci fic car and  i s  i nsta l led /down loaded  in  i t.  Both  devices  depend  
on  the  envi ronmental  cond i tion  of the  car,  that i s  moving  and  subjected  to  a  l arge  range  of 
ci rcumstance  parameters.  

Moving  cars  requ i re  source  devices  wi th  a  su fficien t to lerance  to  vibration ,  acceleration  and  a  
l arge  range  of other ci rcumstance  parameters,  such  as  the  range  of temperature,  humid i ty 
and  l uminance.  

7.1 .2  Sink device  

The  s ink device  receives  conten t data  and  reproduces  i t.  I t  i s  a  ded icated  or not ded icated  
device  for a  speci fic car and  i s  i nsta l led /down loaded  i n  i t.  

The  envi ronmental  cond i tions  are  the  same  as  for the  source  device,  and  therefore  the  
requ i rements  are  the  same.  

7.1 .3  Sensor device 

7. 1 .3.1  Camera  and  microphone 

Aud io  and  vi sual  i n formation  i s  captured  by sensors  such  as  cameras  and  m icrophones  for 
both  i ns ide  and  ou tside  the  car.  

7.1 .3.2  Geographical  sensor 

Sensors  can  be  used  by moving  cars  to  obtain  geograph ical  i n formation  on  envi ronments  and  
other i ssues.  Sensors  capture  s ignals  from  radars  and  GPS,  as  wel l  as  s ignals  form  cel l u lar 
stations  and  Wi -Fi ,  and  from  geomagnetic sensors.  I n  add i tion ,  i n formation  from  navigation  
and  s ignage  systems  are  used  to  supply geograph ical  data.  
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7.1 .3.3  C ircumstance sensor 

Sensors  capture  envi ronmental  i n formation  of moving  cars.  These  e lements  i nclude  
temperature,  a i r pressure,  l uminance,  and  acceleration .  

7.1 .4 Output device 

Aud io-visual  reproduction  devices  and  other reproduction  devices  provide  human  sensible  
i n formation  to  d rivers  and  passengers,  such  as  aud ible  and  vis ible  i n formation  as  wel l  as  
scen ted  and  tacti le  i n formation .  

7.1 .5  Car black box device  

Car b lack box devices  are  used  to  record  in formation  such  as  vi deo  record ings  around  the  car 
and  the  even t video  data  i n  case  of crash  acciden ts.  

7.1 .6  Mobi le  and  wearable  device 

Mobi le,  wearable  and  carryable  devices  can  be  down loaded  i n  a  car,  and  the  user can  use  
them  as  an  i n terface  or control  device,  an  ou tpu t or i npu t device  and  a  sensor device.  

7.2  Network and  interface 

7.2 .1  Inside  a  car 

For mu l timed ia  car systems  and  equ ipment,  a l l  networks  and  i n terfaces  that are  used  for 
home  systems  can  be  appl ied .  

The  i n terface  between  a  car control  system  and  mu l timed ia  car systems and  equ ipment 
shou ld  have  a  secure  gateway to  prevent i n terference  wi th  the  car control  system.  

7.2.2  Outside  a  car 

For mu l timed ia  car systems  and  equ ipment,  a l l  network and  i n terfaces  that are  used  for home 
systems  can  be  appl icable.  

The  gateway to  the  ou tside  of a  car i s  comparable  to  a  home  system.  The  gateway securi ty 
shou ld  be  better than  for the  home  system.  The  path  from  ou tside  to  the  car con trol  system  
shou ld  be  strictl y i nh ib i ted .  

7.3  General  information  

7.3. 1  F i le  format 

Al l  fi l e  formats  that are  used  for home  systems  can  be  appl ied .  

7.3.2  Metadata  

Al l  fi l e  formats  wi th  metadata  that are  used  for home  systems  can  be  appl ied .  I n  add i tion ,  car 
system  speci fic metadata  i s  speci fied .  Th is  i s  necessary because  of the  speci fici ty of a  car,  i . e .  
the  fact that i t  i s  movable  and  au tonomous.  An  au tonomous  system  senses  the  envi ronment 
and  con tinuously adapts  to  i t.  The  metadata  i s  speci fied  accord ing ly.  

7.4 User interface  device  

7.4.1  General  

Users,  that i s  d ri vers,  passengers  and  pedestrians,  commun icate  wi th  a  car system  by means  
of an  i n terface  device.  
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7.4.2  Audio  reproduction  device  

Loudspeakers  are  used ,  and  they are  employed  to  provide  a  wel l  balanced  sound  space  for 
l i steners  i nside  a  car.  

7.4.3  Video reproduction  device 

7.4.3.1  Mon i tor 

The  mon i tor used  for visual  con ten t i s  the  same as  for a  home and  mobi le  system.  

7.4.3.2  HUD 

Head-up  d isplays  are  especial l y used  for cars.  They consist  of the  car g lass  attached  type  
and  the  car g lass  i nstal led  type.  

7.4.3.3  Display instal led  in  a  car body 

A mon i tor can  be  a  part of the  car i tsel f.  The  front g lass  can  act as  a  d isplay and  the  car body 
i ns ide  and  ou tside  can  act as  a  d isplay.  

7.4.4 Input device 

7.4.4.1  Voice  recogni tion  

Voice  recogn i tion  i s  used  in  cars.  Noisy envi ronments  and  ta lker recogn i tion  i f there  are  many 
speakers  shou ld  be  considered .  

7.4.4.2  Gesture  

Like  i n  a  home or mobi le  system  gesture  can  be  used  i n  a  car.  However the  d river's  gestu re  
shou ld  not affect car operation .  

7.4.5  Output device 

7.4.5.1  Audio  device  

An  aud io  device  i s  used  as  aud ib le  i n terface  for the  user.  

7.4.5.2  Video device 

A video  device  does  not mon i tor,  bu t i s  used  as  a  visual  i n terface  for the  user.  

7.4.5.3  Device  for human  senses  

Any device  that i n teracts  d i rectl y wi th  human  senses  can  be  used  as  an  i n terface  for users,  
such  as  a  vibrator,  heater,  and  scent device.  

7.4.6  Wearable  device  

Wearable  devices  are  carried  d i rectly by the  user.  They can  be  used  as  ou tpu t devices  and  
act as  user i n terface  between  the  main  AV system  of a  car and  the  user.  

8  Measurement method  

8.1  General  

The  measurement method  for car mu l timed ia  systems and  equ ipment i s  basical l y the  same  as  
for home  systems.  However,  some cond i tions  that are  speci fic to  the  car envi ronment shou ld  
be  considered .  These  speci fic cond i tions  include  such  aspects  as  temperature,  vibration  and  
l uminance.  
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8.2  Audio-video  device 

The  measurement method  for aud io-video  devices  i s  the  same  as  for a  home  system.  I n  
add i tion ,  cond i tions  speci fic to  cars  such  as  vibration  and  acceleration ,  and  h igh  and  l ow 
temperatures  shou ld  be  considered .  

8.3  Sensor device 

8 .3.1  Cameras  

Camera  devices  need  to  be  measured  under a  wide  range  of l i gh t and  l uminance  and  other 
atmospheric cond i tions  pertain ing  to  a  car.  

8.3.2  Other sensor devices  

Other sensor devices  need  to  be  measured  under a  wide  range  of atmospheric cond i tions  
pertain ing  to  a  car.  

9  Content 

9.1  General  

Conten t used  i n  a  car system  is  the  same  conten t used  i n  a  home  system.  I n  add i tion ,  an  
i n fotainment system  needs  car speci fic  con ten t i n  some  cases.  

9.2  Infotainment content 

9 .2 .1  Map 

9.2 .1 . 1  General  

Map con ten t i s  speci fic to  a  car system.  Map  conten t for cars  needs  more  i n formation  than  the  
usual  maps.  These  types  of i n formation  include  car navigation ,  car d riving  and  i n formation  on  
any kind  of geography-related  aspects  i nclud ing  s ignage  and  other i n fotainment.  

9.2.1 .2  Map  format 

The  map  con tent format of cars  needs  functional i ties  for i n fotainment.  There  are  many kinds  
of i n formation  regard ing  car maps.  E lectric map  formats  are  speci fied  by ISO  and  other SDOs 
bu t the  map  and  format for car i n fotainment needs  to  be  clari fi ed .  

9.2.2  Traffic  and  road  information  

Th is  i n formation  i s  provided  by other systems  than  the  TC  1 00  system,  for i nstance  I TS  and  
te lematics.  Al so,  any services  of I n ternet can  be  used  for the  TC  1 00  system  particu larl y 
those  related  to  traffic and  road  in formation .  

9.2.3  Drive  information  

Drive  i n formation  i s  created  by the  car activi ties,  such  as  view,  sound ,  even t i n formation  
around  and  i ns ide  cars  and  geograph ical  i n formation .  

9.2.4 Network service  information  

Conten t and  i n formation  from  network services  are  the  same  as  i n  a  home  system.  I n  add i tion ,  
car speci fic conten t and  i n formation  i s  a lso  provided .  
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9.2.5  Car maintenance  information  

An  OBD  system  provides  various  aspects  of i n formation  concern ing  a  veh icle,  such  as  fuel  
economy,  d ri ving  habi ts,  d iagnostic trouble  codes  and  so  on .  

9.3  AV content 

Th is  i s  the  same  as  for a  home system.  

1 0  Securi ty 

1 0.1  General  

There  are  two  securi ty aspects  concern ing  cars.  One  aspect i s  data  securi ty.  Data  of con tent 
and  in formation  in  the  main  AV system  and  equ ipment shou ld  be  secured .  These  data  i nclude  
copyrigh t,  i n te l lectual  property and  privacy.  I n  general ,  TC  1 00  securi ty cri teria  gu idel ines  and  
the  recommendations  and  requ i rements  of I EC  TS  62045-1  can  be  appl ied  to  ensure  that the  
main  AV system  and  equ ipment of a  car are  secure.  I EC  62227  can  be  appl ied  to  ensure  the  
copyrigh t i n formation .  The  I EC  62443  series  can  be  appl ied  to  ensure  that a  network i s  secure.  
Any DRM  method  and  copy con trol  i n formation  can  be  appl ied .  

Another securi ty aspect regard ing  cars  i ncludes  that car and  d rive  systems have  a  
responsibi l i ty for the  user’s  safety.  The  main  AV system  of a  car shou ld  not affect that safety.  
I t  may have  a  path  to  the  car and  i ts  d ri ve  system.  Data  commun ication  through  that path  
shou ld  not affect a  car and  i ts  d ri ve  system  and  shou ld  be  secured .  

1 0.2  Networked  systems  and  equ ipment 

A network ins ide  and  ou tside  a  car consists  of a  path  from  the  ou tside  i n to  the  car.  These  
networks  can  possibly i n trude  via  the  path  and  i n fluence  the  car and  the  d rive  system.  Th is  
path  i s  described  i n  F igure  5,  and  a lso  the  paths  described  in  F igure  1  as  paths  to  data,  
conten t and  service.  Th is  path  shou ld  be  secured .  

Copyrigh ted  con ten t and  private  i n formation  are  stored  in  the  main  AV system  of a  car.  The  
system  that i s  connected  to  the  ou tside,  such  as  a  home or cloud ,  as  wel l  as  the  network and  
the  car system  shou ld  be  secured  and  unau thorized  access  to  the  conten t and  i n formation  i n  
the  main  AV system  of a  car shou ld  be  prevented .  

The  ou tside  networked  system  can  access  the  main  AV system  of a  car th rough  the  network 
and  can  even  access  the  d riving  system  of the  car.  Th is  may expose  users  such  as  d rivers,  
passengers  and  pedestrians  to  serious  danger.  Th is  access  from  ou tside  shou ld  be  prevented  
and  the  system  shal l  be  secured  against unau thorized  accesses.  

1 0.3  None  networked  system  and  equ ipment 

A none  networked  main  AV system  of a  car has  no  path  from  the  ou tside  to  the  network,  bu t i t  
has  a  path  from  the  ou tside  by means  of i ts  hardware.  Copyrigh ted  con tent and  private  
in formation  i n  none  networked  systems  shal l  a lso  be  secured  against ou ts ide  access,  and  the  
main  AV system  of a  car shal l  be  secured  against these  accesses.  I EC  62045-1  describes  th is  
kind  of paths  and  thei r securi ty.  
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1 1  Regulations  

Regu lations  regard ing  cars  are  establ i shed  i n  each  reg ion  and  coun try.  TC  1 00  
standard ization  does  not en ter that regu lation  area.  

Each  coun try has  i ts  own  car regu lations.  TC  1 00  standard ization  does  not confl i ct wi th  these  
regu lations.  

However,  the  i tems  ou tside  the  realm  of these  regu lations  can  be  a  standard ization  i tem  of 
TC  1 00.  

For i nstance,  a  camera  and  mon i tor system  instal led  i nstead  of m i rrors  i s  assim i lated  to  a  
m i rror i n  some  regu lations  because  i t  i s  accepted  as  a  safety device.  These  i tems  are  ou t of 
the  scope  of th is  document.  
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Annex A 
( informative)  

 
Network and  smart device 

A smart device  can  be  the  main  device  of the  main  AV system  of a  car i nclud ing  i ts  navigation  
system.  Also,  a  smart device  can  be  part of the  main  AV system  of a  car.  

I f a  smart device  i s  the  main  device,  a l l  con trol  and  commun ication  i s  done  through  th is  smart 
device.  Aud io  and  video  reproduction  and  control  can  be  done  by devices  of the  main  AV 
system  of the  car.  I f a  smart device  i s  part of the  main  AV system  of the  car,  the  con trol  i s  
carried  ou t by th is  system.  The  commun ication  between  the  smart device  and  the  car's  main  
AV system  is  carried  ou t by means  of an  i n terface  and  an  appl ication  such  as  web  server 
appl ication .  

F igure  A. 1  shows  an  example  where  the  smart device  i s  the  main  device,  F igure  A. 2  shows  an  
example  where  the  smart device  i s  part of the  car's  main  AV system.  

 

Figure  A. 1  – Main  device  case 

I f the  smart device  i s  the  main  device,  the  smart device  i s  a  functional  cen tre,  i . e .  a l l  network 
commun ication  i s  carried  ou t via  the  smart device.  Con trol ,  i n terface  and  ou tpu t are  
connected  to  an  external  device  wh ich  has  a  more  efficien t d i splay,  l oudspeaker,  m icrophone 
and  user i n terface  than  the  smart device.  

 

Figure  A.2  – Part of the  main  AV system  of a  car 

I f the  smart device  i s  part of the  car system,  the  smart device  i s  part of the  car's  main  AV 
system.  The  main  AV system  uses  and  con trols  the  smart device  by means  of an  i n terface  or 
appl ication .  Network commun ication  i s  carried  ou t by the  main  AV system  of the  car,  or the  
smart device  can  execute  a l l  or part of the  commun ication .  Aud io,  video  and  data  reproduction  
and  con trol  i s  main ly carried  ou t by the  car's  main  AV system.  
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Annex B  
( informative)  

 
IEC  standard  for securi ty 

Car mu l timed ia  systems and  equ ipment shou ld  be  secured  for copyrigh t,  privacy and  safety.  
Some  IEC  standards  speci fy securi ty i ssues  as  fol lows.  

I EC  TS  62045-1 : 2006,  Multimedia  security – Guideline for privacy protection of equipment 
and systems in  and out of use – Part 1 :  General 

– Th is  Techn ical  Speci fication  g ives  gu idel i nes  for protection  methods  of the  user’s  
privacy and  access  to  con ten t of consumer equ ipment and  systems from  ou tside,  
except network access.  

I EC  62227:2008,  Multimedia  home server systems – Digital rights permission code 
I EC  62227:2008/AMD1 :201 2  

– Th is  I n ternational  Standard  defines  the  permission  code  and  a  set of permission  
related  i n formation  i n  short code  form.  The  permission  code  i s  comprised  of a  common  
ID  system  to  con trol  and  reg ister the  righ ts  wi th  respect to  con ten t.  

I EC  62443  (a l l  parts) ,  Security for industrial automation and control systems 

– Th is  series  of I n ternational  Standards,  Techn ical  Speci fications  and  Techn ical  Reports  
speci fies  securi ty methods  against cyber attacks  through  the  network.  
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