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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
INDUSTRIAL NETWORKS –  

WIRELESS COMMUNICATION  NETWORK  
AND COMMUNICATION  PROFILES –  

WIA-FA 
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  questions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  Standards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  responsibl e  for i den ti fyi ng  any or a l l  such  patent  ri gh ts.  

A PAS  is  a  techn ical  speci fication  not fu l fi l l i ng  the  requ i rements  for a  s tandard ,  bu t made  
avai l ab le  to  the  publ ic.  

I EC  PAS 62948  has  been  processed  by subcommittee  65C:  I ndustria l  networks,  of I EC  
techn ical  comm ittee  65:  I ndustria l -process  measurement,  control  and  au tomation .  

The  text  of th i s  PAS  i s  based  on  the  
fol l owing  document:  

Th i s  PAS  was  approved  for 
publ i cation  by the  P-members  of the  
comm i ttee  concerned  as  i nd icated  i n  

the  fol l owi ng  document 

Draft PAS  Report on  voting  

65C/784/PAS  65C/789/RVD  

 
Fol lowing  publ ication  of th is  PAS,  wh ich  is  a  pre-standard  publ ication ,  the  techn ical  committee  
or subcommittee  concerned  may transform  i t  i n to  an  I n ternational  Standard .  
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Th is  PAS  shal l  remain  val i d  for an  i n i ti a l  maximum  period  of 3  years  starti ng  from  the  
publ ication  date.  The  val i d i ty may be  extended  for a  s i ng le  period  up  to  a  maximum  of 3  years,  
at  the  end  of wh ich  i t  shal l  be  publ ished  as  another type  of normative  document,  or  shal l  be  
wi thdrawn .  

 

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IM PORTAN T – Th e 'col ou r in si de'  l ogo on  th e  cover page  of th i s  pu bl i cation  in d i cates  
th at  i t  con tain s  colou rs  wh ich  are  con si dered  to  be  u sefu l  for th e  correct 
u n derstan d in g  of i ts  con ten ts.  U sers  sh ou ld  th erefore prin t th i s  d ocu men t u si n g  a  
col ou r prin ter.  
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IN DU STRI AL N ETWORKS –  
WIRELESS COM M U N ICATION  N ETWORK  

AN D COM MU N I CATI ON  PROFILES –  
WI A-FA 

 
 
 

1  Scope 

This  PAS speci fies  the  system  arch i tecture  and  communication  protocol  of WIA-FA (Wireless  
Networks  for I ndustria l  Automation  – Factory Automation)  based  on  I EEE  STD 802. 1 1 -201 2  
Physical  Layer (PHY).  

Th is  PAS  appl ies  to  wireless  network systems  for factory au tomation  measuring ,  mon i toring  
and  control .  

2  N ormati ve referen ces  

The fo l l owing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl i es .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  any 
amendments)  appl i es .  

I EC 61 588,  Precision clock synchronization protocol for networked measurement and control 
systems  

I EC 61 499,  The industrial process measurement and control system function blocks  

ISO/IEC 7498-1 ,  Information Technology – Open Systems Interconnection – Basic Reference 
Model – The Basic model 

IEEE  STD  802. 1 1 -201 2,  IEEE Standard for Information technology – Telecommunications and 
information exchange between systems – Local and metropolitan area networks – Specific 
requirements – Part 11 :  Wireless LAN Medium Access Control (MAC)  and Physical Layer 
(PHY)  specifications 

3 Terms,  defi n i ti on s,  abbrevi ati on s,  and  con venti ons  

3. 1  Term s an d  d efi n i tion s  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  

3. 1 . 1   
absol u te  ti m esl ot  n u m ber 

number of timeslots  from  the  s tart  of the  network,  general l y denoting  the  cu rrent timeslot  

Note  1  to  en try:  The  val ue  i s  i ncremented  by one,  usual l y the  same wi th  the  cu rrent  t imeslot  sequence  number.  
Once  the  maximum  value  (248

－1 )  i s  reached ,  the  va l ue  i s  reset  to  0 .  

3. 1 . 2   
access  d evice  
device  insta l led  i n  the  fie ld ,  wh ich  i s  responsib le  for forward ing  the  sensor data,  a l arm  and  
network management re lated  in formation  of the  fi el d  device  to  the  gateway device,  or 
forward ing  control  s ignals,  management i n formation  and  configuration  i n formation  of the  
gateway device  to  fie l d  devices  
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3. 1 . 3   
agg reg ation  
process  of aggregating  data  from  mu l ti p le  user appl ication  objects  i n to  one  packet,  or 
aggregating  several  frames  i n to  one  frame  

3. 1 . 4   
appl i cation  con fig u rati on  
configuration  process  for user appl ication  processes  in  fi e l d  devices  to  fi n ish  certa in  j obs  
during  the  appl ication  of factory au tomation  

3. 1 . 5   
appl i cation  su blayer 

protocol  sublayer that provides  data  and  management services  for the  appl ication  l ayer 

3. 1 . 6   
backoff 
process  of retrying  a  frame in  pre-determ ined  retransm iss ion  timeslots  i f the  fi rst transm iss ion  
is  fa i l ed  

3. 1 . 7   
beacon  

specia l  frame broadcast by the  access  device  in  the  WIA-FA network 

Note  1  to  en try:  To  j o i n  the  WIA-FA network,  a  new fi e l d  devi ce  shou ld  fi rst  l i s ten  to  beacons.  

3. 1 . 8   
ch an n el  

RF med ium  used  to  convey a  frame from  a  sender to  a  receiver 

3. 1 . 9   
coexisten ce  
state  i n  wh ich  a l l  wi re less  commun ication  solu tions  of a  plant us ing  shared  med ium  fu l fi l  a l l  
the i r appl ication  communication  requ irements  

[SOURCE:  I EC 62657-2: 201 3,  3 . 1 . 1 2 ]  

3. 1 . 1 0   
com mu n ication  resou rce  

channels  and  timeslots  u sed  to  transport a  frame  

3. 1 . 1 1   
d isag greg ati on  
process  of d ivi d ing  the  aggregated  packet in to  data  of mu l tip le  user appl ication  objects,  or 
d i vi d ing  the  aggregated  frame in to  mu l tip le  frames  

3. 1 . 1 2   
fiel d  d evi ce  
device  i nstal led  in  i ndustrial  fi e l d  and  connected  by sensors  and  actuators,  wh ich  is  used  for 
transm itti ng  fie l d  data  and  receiving  control  commands  

3. 1 . 1 3   
gateway d evice  

device  that connects  the  WIA-FA network to  other p lant networks  

3. 1 . 1 4   
h an d h eld  device  
portable  device  used  for network provis ion ing  and  fi rmware  updating  
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3. 1 . 1 5   
h eartbeat  m essag e  
signal  sen t by the  working  gateway device  to  the  redundant  ones,  wh ich  i nd icates  that the  
gateway device  is  working  properl y 

3. 1 . 1 6   
h ost  compu ter 
computer through  wh ich  operation ,  main tenance  and  management personnel  i n teract wi th  the  
WIA-FA network 

Note  1  to  en try:  Host computer performs  functions  of confi gurati on ,  provis ion ing ,  and  data  d i splay.  

3. 1 . 1 7   
in teroperabi l i ty 
abi l i ty of two or more  network systems  to  exchange i n formation  and  to  make  mutual  use  of the  
i n formation  that has  been  exchanged  

[SOURCE:  I SO/IEC  TR 1 0000-1 : 1 998,  3. 2 . 1  – mod i fied  by replacing  “ I T  systems”  wi th  
“network systems”]  

3. 1 . 1 8   
j oin in g  
process  in  wh ich  a  WIA-FA device  i s  au then ticated  and  a l l owed  to  participate  i n  the  WIA-FA 
network 

3. 1 . 1 9   
l in k 

i n terconnecting  path  between  two neighbouring  devices,  wh ich  cons ists  of a  set  of parameters  

Note  1  to  en try:  A set  of parameters  i ncl ude  l i nk i denti fi er,  l i nk type,  d esti nati on  add ress,  relati ve  timeslot  number,  
current  channe l  i ndex,  and  superframe  i den ti fi er.  

Note  2  to  en try:  A WIA-FA network has  on l y one  primary gateway device.  

3. 1 . 20   
n etwork ad dress  
8-bi t or 1 6-b i t uns igned  i n teger un iquel y i den ti fying  the  device  in  the  WIA-FA network  

Note  1  to  en try:  I t  i s  a l so  cal l ed  short  address.  

3. 1 . 21   
n etwork con fi g u ration  
process  of configuring  parameters  for WIA-FA devices  to  main tain  network operation  and  
communication  

3. 1 . 22   
n etwork man ager 
l og ical  ro le  responsib le  for configuring  the  network,  a l l ocating  commun ication  resources,  
mon i toring  and  reporting  network performances  

Note  1  to  en try:  There  i s  on l y  one  network manager i n  a  WIA-FA network.  

3. 1 . 23   
passive  l eavi n g  
process  i n  wh ich  an  on l i ne  fiel d  device  is  i nstructed  by the  gateway device  to  l eave  the  WIA-
FA network 

3. 1 . 24   
ph ysi cal  add ress  

EU I -64  bi ts  un iquel y i den ti fying  the  device  i n  the  WIA-FA network  
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Note  1  to  en try:  :  I t  i s  a l so  cal l ed  l ong  address.  

Note  2  to  en try:  :  A physical  add ress  i s  ass igned  by a  manufacturer.  

3. 1 . 25   
pri m ary gateway d evi ce  
gateway device  working  i n  a  WIA-FA network 

3. 1 . 26   
provi sion in g  
process  of pre-configuring  some static i n formation  that i ncl udes  network i den ti fi er,  securi ty 
l evel ,  j o in  key,  and  shared  key 

3. 1 . 27   
redu n d an t g ateway d evi ce  

hot backup  of the  primary gateway device  

3. 1 . 28   
rel ati ve  ti m esl ot  n u mber 

timeslot number coun ted  from  the  start of a  superframe 

3. 1 . 29   
secu ri ty m an ag er 
l og ical  ro le  responsible  for configuring  the  securi ty pol icies  of the  whole  network,  manag ing  
keys,  and  authen ticating  devices  

3. 1 . 30   
su perframe 
col lection  of channels  and  timeslots  repeated l y appear i n  one  cycle  

Note  1  to  en try:  I t  speci fi es  the  transm i tti ng  or receiving  time  for period i c  commun ication .  

3. 1 . 31   
tim eslot  

basic  time un i t used  for data  exchange  in  WIA-FA network 

Note  1  to  en try:  I ts  du rati on  i s  confi gurabl e  i n  the  WIA-FA network.  

3. 2  Abbrevi ation s  

For the  purposes  of th is  document,  the  fo l l owing  abbreviations  appl y.  

ACK Acknowledgement 

AI  Analog  I nput  

AD  Access  Device  

AL  Appl ication  Layer 

ASLDE  Appl ication  SubLayer D ig i ta l  Enti ty 

ASLM  ASL State  Mach ine  

AMCTL ASL State  Mach ine  of C l ien t  

AMSV ASL State  Mach ine  of Server 

AMPB  ASL State  Mach ine  of Publ isher 

AMSB  ASL State  Mach ine  of Subscriber 

AMRS  ASL State  Mach ine  of Report Source  

AMRK ASL State  Mach ine  of Report S ink 
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AO  Analog  Output  

ASL  Appl ication  Sub- layer 

ASN  Absolu te  S lot  Number 

APDU  Appl ication  Protocol  Data  Un i t  

ASDU  Appl ication  Service  Data  Un i t  

C/S  Cl ient/Serve  

CCM*  Extens ion  of coun ter wi th  cipher block chain ing  message authen tication  code  

DI  D ig i ta l  I nput  

DO  Dig i ta l  Ou tpu t 

DGO  DisaGgregation  Object  

DLL  Data  Link Layer 

DLPDU  Data  l i nk Layer Protocol  Data  Un i t  

DMAP Device  Management Appl ication  Process  

EIRP  Equ iva len t I sotropic Rad iated  Power 

ENC ENCryption  

FCS  Frame Check Sequence  

FD  F ie ld  Device  

FDMA Frequency D ivis ion  Mu l ti p le  Access  

GW Gateway Device  

HC  Host Computer 

HD  Handheld  Device  

HMAC keyed-Hash  Message Au thentication  Code  

ID  I denti fier 

KED  Data  Encryption  Key 

KEDB  Broadcast Data  Encryption  Key 

KEDU  Un icast  Data  Encryption  Key 

KEK Key Encryption  Key 

KJ  Join  Key 

KS  Shared  Key 

LSB  Least S ign i ficant B i t  

LQI  L ink Qual i ty I nd ication  

MAC Med ium  Access  Control  

M IB  Management I n formation  Base  

M IC  Message  I n tegri ty Code   

MSB  Most S ign i fican t B i t  

NACK Negative  Acknowledgement  

NRT Non-Real -Time 

NONCE  Number used  once,  a  va lue  that has  (at most)  a  neg l i g ib le  chance  of 
repeating  

PAGO Packet Aggregation  Object 

PDU  Protocol  Data  Un i t  
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PHY PHYsical  l ayer 

P/S  Publ ish/Subscriber 

R/S  Report/Sink 

SAP  Service  Access  Poin t  

SM  Securi ty Manager 

TDMA Time  Divis ion  Mu l tip le  Access  

UAO User Appl ication  Object  

UAP  User Appl ication  Process  

VCR Vi rtual  Communication  Relationsh ip  

WIA-FA Wireless  Network for I ndustria l  Automation  – Factory Automation  

3.3  Conventions  

For the  purposes  of the  state  mach ines  and  state  trans i tions  in  th is  PAS,  the  fol lowing  
conventions  appl y.  

Th is  PAS uses  a  d iagram  to  represent a  s tate  mach ine.  The  conventions  used  i n  the  state  
mach ines  are  shown  in  F igure  1 .  

T1 T2

T3 T4

T5

 

Figure 1  – Conventions  used  for state  mach ines   

The conventions  used  i n  the  s tate  mach ines  are  as  fol l ows:  

– The  l abeled  ci rcles  represen t s tates  that a  device  can  be  in .  

– State  trans i ti ons  are  d i rected  l i nes.  They show wh ich  state  a  component l eaves  and  wh ich  
state  i t  transi tions  to.  

– A transi tion  is  l abeled  by T  wi th  the  even ts  that caused  i t  and  the  correspond ing  actions  
(th is  may be  empty) .  The  events  (above  the  l i ne)  caus ing  the  trans i ti on  is  separated  from  
the  resu l ti ng  actions  (be low the  l i ne)  by a  horizon tal  l i ne.  

– | |  Log ica l  "OR".  

The  conventions  used  i n  the  state  trans i ti ons  are  shown  i n  Table  1 .  
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Table  1  – Con ven ti on s  u sed  for state  tran si tion s   

# Cu rren t s tate  Even t/con d i ti on s  

=>acti on  

N ext s tate  

Name of trans i ti on  
The  curren t state  to  
wh ich  th i s  s tate  
transi ti on  appl i es  

Events  or cond i ti ons  that  tri gger th i s  
state  transaction .   

=>  

The  actions  that  are  taken  when  the  
above  events  or cond i ti ons  are  met.  
The  actions  are  a lways  i nden ted  
below events  or cond i ti ons  

The  next  s tate  after the  
actions  i n  th i s  transi ti on  i s  
taken  

 

The  conventions  used  i n  the  s tate  trans i tions  are  as  fol lows:  

– =  A log ical  cond i ti on  to  i nd icate  an  i tem  on  the  l eft  i s  equal  to  an  i tem  on  the  ri ght.  

– : =  Value  of an  i tem  on  the  l eft i s  replaced  by value  of an  i tem  on  the  righ t.  I f an  i tem  on  the  
ri gh t i s  a  parameter,  i t  comes  from  the  prim i ti ve  shown  as  an  i npu t even t.  

– ==  A log ical  cond i tion  to  j udge  an  i tem  on  the  l eft  i s  equal  to  an  i tem  on  the  ri gh t.  

– && Log ica l  "AND".  

– | |  Log ica l  "OR".  

– ! =  A l og ical  cond i tion  to  i nd icate  an  i tem  on  the  left i s  not equal  to  an  i tem  on  the  ri ght.  

Th is  construct a l l ows  the  execu tion  of a  sequence  of actions  i n  a  l oop  wi th in  one  trans i tion .  

The  l oop  is  executed  for a l l  val ues  from  start_value  to  end_value.  

Example:  
for (Identifier = start_value to end_value) 

actions 
end 

This  construct a l l ows  the  execu tion  of a l ternative  actions  depend ing  on  some cond i ti on  (wh ich  

may be  the  va lue  of some i den ti fier or the  ou tcome of a  previous  action)  wi th in  one  

transi ti on .  

Example:  
I f (condition)  

actions 
else 

actions 
endif 

4 Data codi ng  

4. 1  Overvi ew 

WIA-FA data  cod ing  speci fi es  the  mach ine  i ndependent syn tax for the  data  conveyed  by each  
layer services.  WIA-FA supports  the  defin i ti on  and  transfer of both  basic  and  struct data  
types.   

Basic  types  are  atom ic types  that cannot be  decomposed  in to  more  e lemental  types.  Struct 
types  are  types  composed  of bas ic  types  and  other struct  types.  Thei r  complexi ty and  depth  of 
nesting  is  not constra ined  by th is  PAS.  
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4. 2  Basi c  d ata  type  cod in g  

4. 2. 1  In teger codi n g  

The i n teger is  a  s i gned  value,  as  shown  i n  F igure  2  and  Table  2 .  For th i s  data  type,  MSB is  
transm i tted  fi rst,  then  the  subsequen t octets,  and  fi nal l y the  LSB.  

N otati on s:  I n teg er8,  I n teg er1 6,  I n teg er2 4,  I n teg er32  

Data type  Val u e  ran g e  Len g th  

I n teger8    -1 28  ≤  i  ≤1 27  One  octet  

I n teger1 6  -32  768  ≤  i  ≤  32  767  Two octets  

I n teger24  -223≤  i  ≤  223  – 1  Three  octets  

I n teger32  -231  ≤  i  ≤  231  – 1  Four octets  

Complement b i nary notation  

MSB  i s  the  b i t  fo l l owed  by the  fi rst  octet  (SN)  

SN  =  0 :  pos i ti ve  and  0  

SN  =  1 :  negati ve  

Figu re 2  – In teg er cod in g   

Table  2  – Defin i tion  of i n teg er d ata type  

octet  bi t  

7  6  5  4  3  2  1  0  

1  SN  21 4  21 3  21 2  21 1  21 0  29  28  

2  27  26  25  24  23  22  21  20  

4. 2. 2  U n sign ed  codi n g  

The  uns igned  va lue  is  coded  as  shown  in  F igure  3  and  Table  3 .  For th is  data  type,  MSB  is  
sen t fi rst,  then  the  subsequent octets ,  and  fi na l l y the  LSB.  

N otati on s:  U n si g n ed 8,  U n si g n ed 1 6,  U n si g n ed 24,  U n si g n ed 32,  U n si g n ed 40,  
U n si g n ed 48,  U n si g n ed 64,  U n si g n ed 80  

Data  type  Val u e  ran g e  Len g th  

Unsigned8  0  ≤  i  ≤  255  One  octet  

Unsigned 1 6  0  ≤  i  ≤  65  535   Two octets  

Unsigned24  0≤  i  ≤  224  – 1  Three  octets  

Unsigned32  0≤  i  ≤  232  – 1  Four octets  

Unsigned40  0≤  i  ≤  240  – 1  F i ve  octets  

Unsigned48  0≤  i  ≤  248  – 1  S i x octets  

Unsigned64  0≤  i  ≤  264  – 1  E i gh t  octets  

Unsigned80  0≤  i  ≤  280  – 1  Ten  octets   

Figu re 3  – U n si gn ed  codi n g  

Table  3  – U n sig n ed 1 6 codi n g   

octet  bi t  

7  6  5  4  3  2  1  0  

1  21 5  21 4  21 3  21 2  21 1  21 0  29  28  

2  27  26  25  24  23  22  21  20  
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4. 2. 3  Fl oat cod in g  

The value  of fl oati ng  poin t i s  coded  as  shown  in  F igure  4  and  F igure  5.  

The  MSB of the  s i gn  and  the  exponent i s  sen t fi rst,  and  then  the  remained  b i ts  of the  
exponen t and  the  b i ts  from  MSB to  LSB  of the  fraction .  I f the  value  of the  fl oating  poin t data  i s  
unknown,  0x7F  and  0xA0  are  fi rstl y sen t,  fo l l owed  by 0x00,  wh ich  means  “Not-a-number” .  

N otati on s:   S i n g l e  F l oat (fou r octets )   

Val u e  ran g e  See  i n  I EC 60559,  Short  Real  Number (32  b i ts)  

cod i n g  See  i n  I EC 60559,  Short  Real  Number (32  b i ts)  

  MSB        LSB   

 B i t  7  6  5  4  3  2  1  0   

 Octet  Expon en t (E)    

 1  SN  27  26  25  24  23  22  21   

  Fracti on  (F )    

 2  20  2-1  2 -2  2-3  2-4  2-5  2-6  2-7   

  Fracti on  (F )    

 3  2 -8  2-9  2-1 0  2-1 1  2 -1 2  2-1 3  2-1 4  2-1 5   

  Fracti on  (F )    

 4  2 -1 6  2-1 7  2-1 8  2-1 9  2-20  2-21  2-22  2-23   

  SN :  s i gn  0  =  posi ti ve,  1  =  negati ve   

Fi gu re 4 – S i n g l e  fl oat codin g   

N otati on s:   Dou bl e  F l oat (ei g h t octets )   

Val u e  ran g e  See i n  I EC 60559,  Short  Real  Number,  64  b i ts  

cod i n g  See i n  I EC 60559,  Short  Real  Number,  64  b i ts  

  MSB        LSB   

 b i t  7  6  5  4  3  2  1  0   

 octet  Expon en t (E)    

 1  SN  21 0  29  28  27  26  25  24   

  Expon en t  (E)  Fracti on  (F )   

 2  23  22  21  20  2-1  2 -2  2-3  2-4   

  Fracti on   (F )    

 3  2 -5  2-6  2-7  2-8  2-9  2-1 0  2-1 1  2 -1 2   

  Fracti on   (F )    

 4  2 -1 3  2-1 4  2-1 5  2-1 6  2-1 7  2-1 8  2-1 9  2-20   

  Fracti on   (F )    

 5  2 -21  2-22  2-23  2-24  2-25  2-26  2-27  2-28   

  Fracti on  (F)    

 6  2 -29  2-30  2-31  2-32  2-33  2-34  2-35  2-36   

  Fracti on  (F)    

 7  2 -37  2-38  2-39  2-40  2-41  2-42  2-43  2-44   

  Fracti on  (F)    

 8  2 -45  2-46  2-47  2-48  2-49  2-50  2-51  2-52   

  SN :  s i gn  0  =posi ti ve,  1 =negati ve   

Figu re 5  – Dou bl e  float cod in g   
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4. 2. 4  Octetstri n g  codi n g  

The Octetstring  cod ing  manner i s  shown  Table  4 .  For the  data  wi th  N  octets,  the  MSB of the  
most s ign i fican t octet  of PDU  is  fi rst sent.  

Tabl e  4 – Octetstri n g  codi n g  

octet  b i t  

7  6  5  4  3  2  1  0  

1  28N -1  28N -2  28N -3  28N -4  28N -5  28N -6  28N -7  28N -8  

2  28N -9  28N -1 0  28N -1 1  28N -1 2  28N -1 3  28N -1 4  28N -1 5  28N -1 6  

…  …  …  …  …  …  …  …  …  

N  27  26  25  24  23  22  21  20  

 

4. 2. 5  Bi t  Fi el d  cod in g  

Bi t  F ie ld  data  are  used  to  encode  obj ects  as  s ing le-bi t  data.  The  b i t  cod ing  manner i s  shown  
i n  Table  5 ,  Table  6 ,  and  Table  7 .  Th is  data  type  i s  defi ned  as  a  series  of ei ght b i ts .  For the  
data  wi th  two octets,  the  most s i gn i ficant octet of PDU  is  sent  fi rst.  For each  bi t  of the  b i t  fi e ld  
data  type,  there  i s  a  correspond ing  defin i tion  table.  

Table  5  – Cod in g  of Bi t  F iel d  d ata  wi th  on e  octet  

octet  bi t  

7  6  5  4  3  2  1  0  

1  7  6  5  4  3  2  1  0  

Table  6  – Cod in g  of Bi t  Field  d ata  wi th  two octets   

octet  bi t  

7  6  5  4  3  2  1  0  

1  1 5  1 4  1 3  1 2  1 1  1 0  9  8  

2  7  6  5  4  3  2  1  0  

Tabl e  7  – Cod i n g  of Bi t  Fi eld  d ata  wi th  th ree  octet  

octet  bi t  

7  6  5  4  3  2  1  0  

1  23  22  21  20  1 9  1 8  1 7  1 6  

2  1 5  1 4  1 3  1 2  1 1  1 0  9  8  

3  7  6  5  4  3  2  1  0  

 

4. 2. 6  TimeData cod i n g  

This  data  type  is  an  uns igned  i n teger wi th  a  l eng th  of 64  b i ts ,  i nd icati ng  time incremented  by 
1 us .  

4. 2. 7  KeyData cod in g  

This  data  type  i s  an  uns igned  i n teger wi th  a  l ength  of 1 28  b i ts .  
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4.3  Structured  data type  coding  

4.3. 1  Structure  type cod ing  

A structure  is  made  of an  ordered  set of heterogeneousl y d i fferent  typed  data  cal led  members,  
wh ich  may be  bas ic  data  type  or structured  data  type.  The  member of a  structure  i s  i denti fied  
by MemberID.  The  s tructure  data  may be  accessed  as  a  whole,  or j ust one  of i ts  members  
may be  accessed  by speci fying  the  MemberID .  

4.3.2  List  type cod ing  

A l is t i s  composed  of an  ordered  set of homogeneousl y same typed  elements  cal l ed  records,  
wh ich  may be  basic  data  type  or structured  data  type.  The  record  of a  l i s t  i s  i denti fied  by 
F i rstStoreI ndex.  The  l i s t data  may be  accessed  as  a  whole,  or one  or several  of i ts  records  
may be  accessed  by speci fying  the  s tarti ng  F i rstStoreI ndex and  the  count.  

5 WIA-FA overview 

5.1  Device  types  

The document speci fies  fi ve  types  of WIA-FA devices:  

host computer (HC);  

gateway device  (GW);  

access  device  (AD);  

fie ld  device  (FD);   

handheld  device  (HD).  

To  improve avai labi l i ty and  re l iab i l i ty,  WIA-FA network a l lows  the  existence  of redundant  
gateway device  as  a  hot backup,  mu l ti p le  access  devices  working  i n  paral l e l .  

NOTE  1  I n  the  WIA-FA network,  the  redundant gateway device  (see  3. 1 . 27  and  the  primary gateway device  (see  
3. 1 . 25)  use  the  same network address.  They adopt wi red  connection  and  synch ronous  update.  The  redundant 
gateway device  period i cal l y receives  the  heartbeat  s i gna l  from  the  primary gateway devi ce  i n  wi red  connecti on  
manner.  I f the  redundant  gateway device  does  not  receive  the  heartbeat s i gna l  i n  the  peri od  of PriGwFai l u reTime 
(see  Table  1 4 ),  i t  wi l l  take  over a l l  works  of the  ori g i nal  primary gateway device.  

NOTE  2  Access  devices  connect  the  gateway device  i n  the  wi red  manner (see  Cl ause  9).  Mu l ti pl e  access  devices  
concurrentl y work.  

5.1 . 1  Host computer 

Host computer i s  the  i n terface  for the  operation ,  main tenance and  management  personnel  to  
execu te  functions  of appl ication  configuration ,  network configu ration ,  and  data  d isplay.  I ts  
speci fic implementation  i s  beyond  the  scope of th is  PAS.  

5. 1 .2  Gateway device  

The main  functions  of the  gateway device  are  l i sted  as  fol l ows:  

– Provid ing  i n terconnection  i n terfaces  between  WIA-FA network and  other external  networks,  
such  as  fi e l dbus,  using  data  mapping  and  protocol  conversion  means;   

– Responsib le  for network management and  securi ty management;  

– Communicating  wi th  other WIA-FA devices  through  access  devices,  and  exchang ing  
i n formation  between  devices;  

– Acti ng  as  the  un ique  clock source  i n  the  WIA-FA network for network time synchron ization .  

5. 1 .3  Access  device  

The main  functions  of the  access  device  are  l i s ted  as  fol lows:  
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– Receiving  data  gathered  by fie l d  device  and  forward ing  them  to  the  gateway device;  

– Forward ing  the  con trol  command  of gateway device  to  the  actuators  of fi e l d  device ;  

– Forward ing  the  management i n formation  and  configuration  in formation  of gateway device  
to  the  fie ld  devices;  

– Receiving  a larms  and  network management i n formation  of fie l d  device  and  forward ing  
them  to  the  gateway device.  

NOTE  The  access  devices  and  gateway devices  are  connected  by wi re.  Thei r synch ron i zation  method  i s  beyond  
the  scope  of th i s  PAS.  

5. 1 . 4  F iel d  d evi ce  

Fie ld  devices  are  i nstal led  i n  i ndustria l  fi e ld  and  connect sensors  and  actuators.  F ie ld  devices  
col lect fi e l d  appl ication  data  and  con trol  production  process .  The  power suppl y modes  of fi el d  
devices  i nclude  wired  power suppl y,  battery power suppl y,  etc. ,  wh ich  are  beyond  the  scope  
of th is  PAS.  

5. 1 . 5  H an dh el d  d evi ce  

Handheld  devices  are  portable  devices  that  used  for provis ion ing  fi e ld  device,  access  device,  
and  gateway device.  A handheld  device  communicates  wi th  i ts  d i rect connected  device,  and  
does  not communicate  wi th  other WIA-FA devices.  Handheld  devices  use  RS-232  
maintenance  port  to  provis ion  fi e ld  device,  access  device  and  gateway device  and  wri te  
securi ty l evel ,  j o i n  keys,  shared  keys(except securi ty l evel  0) ,  and  network I denti fi er ( ID)  for 
them .   

5. 2  N etwork topolog y 

As shown  i n  F igure  6 ,  WIA-FA supports  the  enhanced  star topology,  wh ich  is  comprised  of a  
cen ter and  a  number of fie ld  devices.  The  center i s  comprised  of one  gateway device  
(redundant gateway device  can  exist)  and  one  or several  access  devices.   

 

Figu re 6  – WI A-F A en h an ced  star topol og y  
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5. 3  Protocol  arch i tectu re  

The WIA-FA network protocol  fol l ows  the  I SO/IEC 7498-1  OSI  reference  model .  The  WIA-FA 
network protocol  defi nes  the  Physical  Layer (PHY),  Data  L ink Layer (DLL)  and  Appl ication  
Layer (AL) .  F i gure  7  shows the  mapping  between  WIA-FA and  OSI  bas ic reference  model .   

Converts between application  layer data 

 and  the lower layer data formats

Provides the user with  network capable 

application

Connection  management services

Provides network independent,

transparent message transfer

Resolving  network addresses,

End- to- end  routing  of packets.

Establishes data packet structure,

framing,  error detection,  bus arbitration

Mechanical  / electrical  connection.

Transmits raw bit stream

Distributed  application  services

DLL
Communication based on multiple ADs,  TDMA,  FDMA,  

retransmission,  aggregation. . .

PHY

(IEEE  STD 802.1 1 -201 2 PHY)

Function WIA-FA

Presentation

Application

Session

Transport

Network

Data l ink

Physical

OSI  layer

 

Figu re 7  – OSI  basic  referen ce mod el  m apped  to  WI A-F A  

Figure  8  shows  the  protocol  arch i tecture  of WIA-FA.  The  protocol  arch i tecture  of WIA-FA 
i ncludes  the  fol l owing  components:  

– Protocol  l ayers :  i nclud ing  PHY,  DLL,  AL;  AL i s  comprised  of ASL,  UAP and  DMAP;  

– Enti ti es  of protocol  l ayers:  i ncl ud ing  data  en ti ti es  (DLDE  and  ASLDE)  and  management 
en ti ti es  (DLME  and  ALSME);  

– Protocol  l ayer i n terfaces:  i nclud ing  data  en ti ti es  SAPs  (DLDE-SAP and  ASLDE-SAP)  and  
management enti ty SAPs  (DLME-SAP and  ASLME-SAP).  

Device  Management Appl ication  Process  (DMAP)  i ncludes  the  network manager/network 
management modu le,  securi ty manager/securi ty management modu le,  and  M IB.  DMAP is  a  
specia l  User Appl ication  Process  (UAP)  and  uses  ASLDE-SAP together wi th  UAP to  exchange  
messages  wi th  ASL.  
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UAP
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(IEEE STD 802.1 1 -201 2)
 

Fi gu re  8  – Protocol  arch i tectu re of WI A-F A  

The  data  fl ow over WIA-FA network i s  shown  in  F igure  9 .  

– A fie l d  device  has  PHY,  DLL,  and  AL;   

– An  access  device  has  PHY and  DLL;  An  access  device  connects  wi th  the  gateway device  
by wi res ;  

– The  gateway device  on l y has  AL and  part  of DLL.  The appl ication  runn ing  on  the  gateway 
device  cons ists  of a  component that communicates  wi th  the  appl ication  l ayer of the  WIA-
FA network,  p lus  a  component that communicates  wi th  the  appl ication  l ayer of the  p lan t 
network,  p lus  any components  that  faci l i tate  trans lation  between  the  appl ication  l ayer of 
the  WIA-FA network and  the  appl ication  layer of the  p lan t network.  

Gateway Device

Control

AL

Field  Device

WIA-FA PHY

WIA-FA

DLL

WIA-FA

AL

Access Device

WIA-FA PHY

WIA-FA

DLL

WIA-FA  

AL

Host Computer

(Control  System)

Wired

communication  

Protocol  stack

Translator

WIA-FA Network via  Wireless

WIA-FA Network via  Wired

Plant Network

WIA-FA DLL

Control  AL

 

Communication

protocol  stack of 

plant network

 

Communication

protocol  stack of 
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Figu re 9  – Data  flow over WI A-F A n etwork  
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6 System  man agem ent 

6. 1  Overvi ew 

The WIA-FA network adopts  central i zed  management framework,  as  shown  i n  F igure  1 0 .  The  
system  management i s  implemented  by the  network manager and  securi ty manager i n  the  
gateway device,  and  the  network management modu les  and  securi ty management modu les  i n  
fie l d  devices  and  access  devices.  The  network manager and  securi ty manager are  
responsible  for manag ing  the  access  devices  and  fie l d  devices.  Network management 
modu les  and  securi ty management  modu les  are  rea l i zed  in  fi e ld  devices  and  access  devices,  
wh ich  perform  management functions  together wi th  the  gateway device.  
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Fi gu re  1 0  – System  man ag em en t sch em e  

6. 2  Devi ce M an ag em en t Appl i cati on  Process  

The  functions  of system  management in  WIA-FA network are  implemented  by the  Device  
Management Appl ication  Process  (DMAP)  in  each  device.  The  DMAP i s  a  particu lar User 
Appl ication  Process  (UAP),  responsible  for manag ing  devices  and  provid ing  M IB  access  
services.  The  pos i tion  and  component of the  DMAP in  the  protocol  arch i tecture  are  shown  i n  
F igure  1 1 .  The  grey part  i s  the  DMAP,  and  the  wh i te  parts  are  function  modu les  i n  DMAP,  
i nclud ing :   

–  Network Manager (NM)  of Gateway Device  (GW),  the  network management modu les  of 
Access  Devices  (AD)  and  F ie l d  Device  (FD);   

– Securi ty Manager (SM)  of GW,  the  securi ty management modu les  of AD  and  FD;   

– Management I n formation  Base  (M IB),  saving  a l l  the  attribu tes  for network management 
and  securi ty management i n  WIA-FA network.  

DMAP is  a  specia l  User Appl ication  Process  (UAP)  and  uses  ASLDE-SAP together wi th  UAP 
to  exchange messages  wi th  ASL,  as  shown  i n  F igure  1 1 .  
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Figure 1 1  – DMAP of management system   

The  network management functions  implemented  in  WIA-FA network are  shown  i n  Table  8  
and   
Table  9 .  
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Tabl e  8  – N etwork m an agem en t fu n ction s   

N etwork m an ag em en t fu n cti on s  Req u i rem en t  

Network estab l i shment  I n i ti a l i zati on :  i n i ti a l i zi ng  the  NM/network management  modu l es  and  
starti ng  the  network 

Time  source  confi guration  and  system  time  service;  the  WIA-FA network 
shou ld  set  up  one  reference  time  source,  wh ich  i s  performed  by the  
gateway device.  Devices  i n  the  network shou ld  on l y synchron i ze  wi th  
gateway device.   

Device  j o i n  process  management:  the  devices  need  NetworkI D  (see  
Table  1 4 )  before  j oi n i ng .  The  j oi n i ng  devices  i nvoke  the  j oi n  process,  
after the  au thenti cati on  of SM,  the  NM  returns  the  j oi n  response.   

Network address  a l l ocati on :  Each  device  i n  the  WIA-FA network has  a  
g l obal  u n i que  64-bi t  address  wh ich  i s  cal l ed  l ong  address  and  an  8-bi t  
or 1 6-bi t  network add ress  wh ich  i s  ca l l ed  short  add ress.  The  l ong  
add ress  of each  device  i s  ass igned  by vendors  accord ing  to  the  64-b i t  
Extended  Un i que  I denti fi er (EU I -64).  The  short  add ress  of each  network 
device  i s  ass igned  by the  NM.  

Topol ogy management:  form ing  and  main tain i ng  the  enhanced  star 
topol ogy as  shown  i n  F i gu re  6 .  

Network confi gu ration  management:  main tain i ng  the  commun ication  
resou rces,  network add ress,  network attri bu tes,  i ncl ud i ng  the  
i n formation  of a l l  n etwork devices  d i stri bu ted  by the  NM,  fi n i sh ing  the  
confi gu rati on  of M I B.   

Network schedu l i ng  and  Commun ication  
resou rce  a l l ocati on  

Superframe  establ i shment:  establ i sh i ng  the  superframe for 
commun ication  accord ing  to  the  appl i cation  requ i rement.  

Commun ication  resource  a l l ocation :  a l l ocati ng  the  commun ication  
resou rces  i n  superframe to  the  l i nks.  

Acti vation/deacti vati on :  acti vati ng  and  deacti vati ng  the  superframe  
accord i ng  to  appl i cation  process.  

Channel  Network d iagnosis  and  
performance  mon i tori ng  

Channel  management:  mon i tori ng  and  main tai n i ng  the  channel  l i s t  and  
cond i ti on .  

Device  heal th  status  management:  mon i tori ng  and  main tai n i ng  the  
heal th  s tatus  of each  device.  

Network performance  mon i tori ng  

Leaving  Device  l eave  process  management:  the  l eave  process  of fi e l d  devices  
and  access  devices  i ncl udes  pass ive  l eaving  and  abnormal  l eavi ng ,  The  
pass ive  l eaving  i s  i n voked  by the  gateway device,  the  fi e l d  d evices  and  
access  devices  l eave  the  network after rece ivi ng  the  l eave  request,  and  
the  gateway device  re leases  the  commun ication  resources  of fi e l d  
devices;  The  abnormal  l eavi ng  i s  detected  and  processed  by the  
gateway device.   

 

Tabl e  9  – Secu ri ty man ag em en t fu n cti on s   

Secu ri ty m an ag em en t fu n cti on s  Req u i rem en t  

Secure  network estab l i shment and  
confi gu rati on  

Secure  j o i n  process:  when  a  new fi e l d  device  i nvokes  the  secure  j o i n  
process,  SM  shal l  au then ti cate  the  fi e l d  device  and  retu rn  the  resu l t  to  
NM;  NM  retu rns  a  j o i n  response  cons idering  the  au then ti cati on  resu l t.  

Key establ i shment:  after FD  secure  j o i n i ng ,  SM  generates  and  
d i stri bu tes  keys  used  to  make  secure  operati on  du ri ng  normal  operati ng  
process,  i ncl ud ing  KEK,  KEDB,  and  KEDU.  

Key updati ng  Key update:  SM  updates  the  keys  i n  use  before  the  ends  of thei r 
l i fetime,  i ncl ud ing  KEK,  KEDB,  and  KEDU.  

Securi ty performance  mon i tori ng  Securi ty a l arm :  mon i tori ng  the  update  status  and  attacked  coun ts  of 
keys.  
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6. 2. 1  N etwork m an ag er 

Network Manager (NM)  real i zes  network management function  i n  the  gateway device,  wh ich  
manages  the  i n formation  of a l l  devices  in  the  network.  One  WIA-FA network has  on l y one  NM.  

NM  main l y performs  the  fo l l owing  functions:  

– Al locating  the  un ique  8-bi t or 1 6-bi t short  address  for a l l  devices  i n  the  network (see  6. 3) ;  

– Constructi ng  and  maintain ing  the  enhanced  star topology;  

– Al locating  commun ication  resources  for communications  of WIA-FA devices;  

– Mon i toring  the  performance  of the  WIA-FA network,  i ncl ud ing  device  s tatus,  and  channel  
cond i ti on ,  etc.  

6. 2. 2  Secu ri ty m an ag er 

Securi ty Manager (SM)  rea l i zes  the  function  of securi ty i n  the  gateway device,  and  one  WIA-
FA network has  on l y one  SM.  SM  communicates  d i rectl y wi th  NM.   

SM  main l y performs the  fol lowing  functions:  

– Authen ticati ng  the  fi e ld  devices  attempting  to  j o in  the  WIA-FA network;  

– Manag ing  keys  i n  the  WIA-FA network,  i ncl ud ing  key establ ishment and  update  (see  1 1 . 4) .  

– Hand l i ng  securi ty a larm .  

6. 2. 3  N etwork m an ag em en t  modu le  

Network management modu les  i n  the  fie ld  device  and  access  device  main tain  the  i n formation  
needed  for communication .   

The  main  functions  of the  network management modu le  are  as  fo l l ows:  

– Coord inating  wi th  NM  to  construct and  main ta in  the  enhanced  star topology;  

– Coord inati ng  wi th  NM  to  a l l ocate  communication  resources  for devices;  

– Coord inating  wi th  NM  to  mon i tor the  performance  of the  WIA-FA network,  i nclud ing  device  
status ,  and  channel  cond i ti on ,  etc.  

6. 2. 4  Secu ri ty m an ag em en t  m odu l e  

Securi ty management modu les  i n  the  fie ld  device  and  access  device  main ta in  the  i n formation  
for securi ty management functions,  and  real i ze  fol l owing  securi ty management functions:  

– Coord inating  wi th  SM  to  conduct  secure  j o in ing  (fi e ld  device  on l y) ;   

– Coord inati ng  wi th  SM  to  manage  keys;  

– Coord inati ng  wi th  SM  to  report securi ty a larm .  

6. 2. 5  DM AP state  m ach i n es  

6. 2. 5.1  DM AP state  m ach i n e  of gateway d evi ce  

The  DMAP state  mach ine  of the  gateway device  i s  shown  i n  F igure  1 2 ,  wh ich  i ncludes  I n i t  and  
I d l e  states.  The  gateway device  enters  i n to  Active  state  i f i t  fin ishes  i n i tial i zations.  
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Init

Active

T1  | |  T2 | |…T1 6

T0

 

Figu re 1 2  – DM AP state  m ach i n e of g ateway d evice  

The DMAP state  trans i tion  of gateway device  is  l i s ted  i n  Table  1 0 .  

Table  1 0  – DM AP state  tran si ti on  of g ateway d evi ce   

# Cu rren t State  Even t or con d i ti on  

  =>  acti on  

N ext s tate  

T0  I n i t  I sDMAPI n i ti a l i zationDone()  ==  TRUE  

=>  

;  

Acti ve  

T1 | |  T2  | |  …  T1 6  Acti ve  T1 | |  T2  | |  …  T1 6  

=>  

See  Tab le  1 1  

Acti ve  

 

The DMAP of gateway device  mainta ins  a  state  mach ine  for each  fie l d  device,  as  shown  i n  
F igure  1 3.  The  gateway device  can  process  mu l tip le  packets  from  mu l ti p le  fi el d  devices  in  
paral le l .  The  triggering  cond i ti on  from  I n i t  state  to  Active  state  i n  F igure  1 1  i s  one  of T1  to  T1 6  
(see  Table  1 1 ) .   
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Fi gu re 1 3  – DM AP state  m ach in e of g ateway d evice for each  fi el d  d evi ce  

The DMAP state  trans i tion  of gateway device  for each  fi e ld  device  i s  l i s ted  i n  Table  1 1 .  
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Table  1 1  – DM AP state  tran si ti on  of g ateway d evice  for each  fi eld  d evi ce  

# Cu rren t State  Even t or con d i ti on  

  =>  acti on  

N ext state  

T1  Acti ve  
Prim i ti veType  ==  DLME-JOI N . i nd ication    

=>  
J o i n  

T2  J oin  

Au then ti cati on (PhyAddr,  SecMateri a l )  ==  SUCCESS   
&& Al l ocateShortAddr(Addr)  ==  SUCCESS   

=>  

DLME-JOIN . response(Status : =  SUCCESS,  ShortAddr);  

Operation  

T3  J oin  

Au then ti cati on (PhyAddr,  SecMateri a l )  ! =  SUCCESS  
 | |  Al l ocateShortAddr(Add r)  ! =  SUCCESS   

=>  

I f ((Authen ti cation(PhyAddr,  SecMaterial )  ! =  SUCCESS)  

{  

DLME-JOIN . response(Status  : =  AUTH_FAILURE,  ShortAddr) ;   

}e l se  i f(Al l ocateShortAddr(Addr)  ! =  SUCCESS)  

{  

DLME-JOIN . response(Status: =  NETWORK_SCALE_ERROR,  ShortAddr);   

}  

End  

T4  Operation  

I sHostComputerConfigu reDone()  ==  TRUE  

=>  

Al l ocResu l t: =  ResAl l ocAgri thm  (SuperframeList, Li nkList);  

I f (Al l ocResu l t  ==  SUCCESS)  

DLME-INFO-SET. request(Attri bu teOption : =  2 ,  Attri bu teID: =  1 31 ,  
Attri bu teMem ID: =  1 2 ,  Attri bu teValue: =  ALLOCATION);  

DLME-INFO-SET. request(Attri bu teOption : =  0 ,  (Attri bu teI D: =  1 28)  | |  
(Attri bu teID: =  1 29));  

}  

Res  Al l oc  

T5  Res  Al l oc  

Prim i ti veType  ==DLME-INFO-SET. confi rm  
&& (Attri bu teI D  ==  1 28  | |  Attri bu teID  ==  1 29)  

=>  

DLME-INFO-SET. request(Attri bu teOption : =  0 ,  (Attri bu teI D: =  1 28)  | |  
(Attri bu teID: =  1 29));  

Res  Al l oc  

T6  Res  Al l oc  

I sAl lResAl l ocateDone()  ==  TRUE  

=>  

DLME-INFO-SET. request(Attri bu teOption : =  2 ,  Attri bu teID: =  1 31 ,  
Attri bu teMemID: =  1 2 ,  Attri bu teValue: =  OPERATION);  

Operation  

T7  Operation  

Prim i ti veType  ==  DMAP-MIB-SET. request 

=>  

S tatus  =  Wri teToMIB(Hand le,  Attri bu teOption ,  Attri bu teID,  Attri bu teMem ID,  
F i rstStoreI ndex,  Count,  Attri bu teValue);  

DMAP-MIB-SET. confim (Hand le ,  S tatus);  

Operation  

T8  Operation  

Prim i ti veType  ==  DMAP-MIB-GET. request  

=>  

S tatus  : =  ReadFromMIB(Hand l e,  Attri bu teI D,  Attri bu teMemID,  
F i rstStroeI ndex,  Count,  Attri bu teValue);  

DMAP-MIB-GET. confim (Hand l e,  Status ,  Count,  Attri bu teValue);  

Operation  
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# Current State  Event or condi tion  

  =>  action  

Next state  

T9  Operation  

I sHostComputerSet  M IB()  ==  TRUE  

=>  

DLME-INFO-SET. request(Hand le,  DstAdd r,  Attri bu teOpti on ,  Attri bu teI D,  
Attri bu teMemID,  F i rstStoreI ndex,  Count,  Attri bu teVal ue);  

Operation  

T1 0  Operation  

 Prim i ti veType  ==DLME-I NFO-SET. confi rm  

=>  

I nd i cateSetMIBResu l t(Hand l e,  S tatus);  

Operation  

T1 1  Operation  

I sHostComputerGet M IB()  ==  TRUE  

=>  

DLME-INFO-GET. request(Hand le,  DstAdd r,  Attri bu teID,  Attri bu teMemID,  
F i rstStoreI ndex,  Count);  

Operation  

T1 2  Operation  

Prim i ti veType  ==DLME-INFO-GET. confi rm  

=>  

I nd i cateGetMIBResu l t(Hand le,  S tatus);  

Operation  

T1 3  Operation  

Prim i ti veType  ==  DLME-CHANNEL-STATUS. i nd icati on  

=>  

Hand leChannelStatusReport(Addr,  ChannelCond i ton I nfo);   

Operation  

T1 4  Operation  

Prim i ti veType  ==  DLME-DEVICE-STATUS  

=>  

Hand leDeviceStatusReport(PowerSupplyStatus);  

Operation  

T1 5  Operation  

I sHostComputerRequestDeviceLeave()  ==  TRUE  

=>  

DLME-LEAVE. request(DeviceAddr);  

ReleaseResou rces(Addr);   

I nd icateHostComputerLeaveResu l t(Add r);  

Leave  

 

 

– Join  state  

I n  J o in  s tate,  the  DMAP of the  gateway device  hand les  j o in  request received  from  fie ld  
devices  and  performs  authen tication .  I f a  fi e l d  device  is  au thenticated  successfu l l y,  the  
NM  in  the  DMAP ass igns  short address  for the  fi e ld  device.  I f au then tication  or short 
address  assignment fa i l s ,  DMAP invokes  DLME-JOIN . response to  noti fy the  fie l d  device  
the  fa i lu re  resu l t.  After the  DMAP state  mach ine  enters  to  End  State;  i f au then tication  and  
short  address  ass ignment succeeds,  the  DMAP of the  gateway device  i nvokes  DLME-
JOIN . response  to  noti fy the  fie l d  device  that the  j o in  process  is  successfu l ;  then ,  the  
DMAP state  mach ine  enters  to  Operation  s tate.  

– Operation  state  

I n  Operation  s tate,  the  fol lowing  events  shal l  occur:  

a)  Host compute  remotel y sets  the  fi e ld  device’s  M IB  attribu tes;  DMAP invokes  DLME-
INFO-SET. request to  request DLL generati ng  a  remote  attribute  set request frame (see  
8. 4. 1 6).  

b)  DLL  i nvokes  DLME-INFO-SET.confi rm  and  returns  the  resu l t of remote  attribute  set  
operation  to  DMAP.  

c)  Host compute  remotel y gets  the  fi e ld  device’s  M IB  attributes;  DMAP i nvokes  DLME-
INFO-GET. request to  request DLL generating  a  remote  attribute  get request frame 
(see  8. 4. 1 4).  

d )  DLL invokes  DLME-INFO-GET.confi rm  and  retu rns  the  related  M IB  attribu tes  of a  fie ld  
device  to  DMAP.  
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e)  Host computer i nvokes  DMAP-M IB-SET. request to  local l y set the  gateway’s  M IB  
attributes;  DMAP sets  i ts  M IB  attribu tes  and  i nvokes  DMAP-MIB-SET.confi rm  to  return  
the  resu l t  of l ocal  attribute  set operation  to  the  host computer.   

f)  Host computer i nvokes  DMAP-MIB-GET. request to  local l y get  the  gateway’s  M IB  
attribu tes;  DMAP retu rns  i ts  M IB  attribu tes  and  invokes  DMAP-MIB-GET.confi rm  to  
return  re lated  M IB  attribu tes  to  the  host computer.  

g )  DLL i nvokes  DLME-DEVICE-STATUS. ind ication  to  DMAP after i t  receives  the  device  
status  report from  a  fi e ld  device.  

h )  DLL DLME-CHANNEL-STATUS. ind ication  to  DMAP after i t  receives  the  channel  
cond i ti on  report from  a  fi e ld  device.  

i )  Host computer requests  a  fie l d  device  l eaving  WIA-FA network.  DMAP invokes  DLME-
LEAVE. request to  request DLL generati ng  a  l eave  command  frame (see  8. 4 .9) .  

– Res  Al l oc State  

I n  Res  Al l oc s tate,  the  DMAP of the  gateway device  a l locates  commun ication  resources  to  
a  fie l d  device;  DMAP invokes  DLME-INFO-SET. request to  remotel y wri ti ng  superframes  or 
l inks  to  the  fi e ld  device.  I f the  commun ication  resource  al l ocating  process  is  completed  or 
fa i l u re,  DMAP remotel y sets  the  fie ld  device ’s  DeviceState  (see  Table  1 9)  attribu te  to  
Operation ;  then ,  the  DMAP state  mach ine  en ters  to  Operation  State.  

– Leave State  

I n  Leave s tate,  DMAP releases  a l l  M IB  attribu tes  and  communication  resources  that are  
occupied  by a  l eaving  fi e l d  device;  then ,  the  DMAP state  mach ine  en ters  to  End  state.  

6. 2. 5. 2  DM AP state  m ach i n e  of fiel d  d evi ce  

The DMAP state  mach ine  of fi e l d  device  i s  shown  i n  F igure  1 4 .  
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Figu re 1 4 – DM AP state  m ach i n e of a  fi el d  d evi ce   

The DMAP state  trans i tion  of a  fi e l d  device  i s  shown  in  Table  1 2.  
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Table  1 2  – DM AP state  tran si ti on  of a  fi eld  d evi ce   

# Cu rren t State  Even t or con d i ti on  

  =>  acti on  

N ext s tate  

T0  I n i t  

I sDMAPI n i ti a l i zationDone()  ==  TRUE  

=>  

DLME-DISCOVERY. request(ScanChannels ,  ProbeTime);  

D i scovery 

T1  D i scovery 

 Prim i ti veType  ==  DLME-DISCOVERY. confi rm  
&& Status  ==  SUCCESS  

=>  

DLME-JOIN . request(NetworkID,  Channel ,  PhyAdd r,  SecMateri al ) ;  

J oi n  

T2  D i scovery 

Prim i ti veType  ==  DLME-DISCOVERY. confi rm   
&&Status  ==  NO_BEACON  

=>  

DLME-DISCOVERY. request(ScanChannels ,  ProbeTime);  

D i scovery 

T3  J oin  

Prim i ti veType  ==  DLME-JOI N . confi rm  
&& Status  ==  SUCCESS  

=>  

DeviceStruct. ShortAdd r =  ShortAddr;  

Operation  

T4  J oin  

Prim i ti veType  ==  DLME-JOI N . confi rm   
&& Status  ! =  SUCCESS  

=>  

End  

T5  Operation  

Prim i ti veType  ==  DLME-I NFO-SET. i nd ication  
&& (Attri bu teI D  ==  1 31  && Attri bu teMemID  ==  1 2)  
&& Attri bu teVal ue  ==  ALLOCATION  

=>  

S tatus  =  Wri teToMIB(Hand le,  Attri bu teOption ,  Attri bu teID,  
Attri bu teMemID,  F i rstStoreI ndex,  Count,  Attri bu teVal ue);  

DLME-INFO-SET. response(Hand le,  Status);  

Res  Al l oc  

T6  Res  Al l oc  

Prim i ti veType  ==  DLME-I NFO-SET. i nd ication   
&& (Attri bu teI D  ==  1 28  | |  Attri bu teID  ==  1 29)  

=>  

S tatus  =  Wri teToMIB(Hand le,  Attri bu teOption ,  Attri bu teID,  
Attri bu teMemID,  F i rstStoreI ndex,  Count,  Attri bu teVal ue);  

DLME-INFO-SET. response(Hand le,  Status);  

Res  Al l oc  

T7  Res  Al l oc  

 Prim i ti veType  ==  DLME-I NFO-SET. i nd ication   
&& (Attri bu teI D  ==  1 31  && Attri bu teMemID  ==  1 2)   
&& Attri bu teVal ue  ==  OPERATION  

=>  

S tatus  =  Wri teToMIB(Hand le,  Attri bu teOption ,  Attri bu teID,  
Attri bu teMemID,  F i rstStoreI ndex,  Count,  Attri bu teVal ue);  

DLME-INFO-SET. response(Hand le,  Status);  

Operation  

T8  Operation  

Prim i ti veType  ==  DLME-I NFO-SET. i nd ication  

=>  

S tatus  =  Wri teToMIB(Hand le,  Attri bu teOption ,  Attri bu teID,  
Attri bu teMemID,  F i rstStoreI ndex,  Count,  Attri bu teVal ue);  

DLME-INFO-SET. response(Hand le,  Status);  

Operation  

T9  Operation  

Prim i ti veType  ==  DLME-I NFO-GET. i nd icati on   

=>  

S tatus  =  ReadFromMIB(Hand le ,  Attri bu teID,  Attri bu teMemID,  
F i rstStroeI ndex,  Count,  Attri bu teValue);  

DLME-INFO-GET. response(Hand le,  S tatus,  Count,  F i rstStoreI ndex,  
Count,  Attri bu teValue);  

Operation  
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# Current State  Event or condi tion  

  =>  action  

Next s tate  

T1 0  Operation  

Prim i ti veType  ==  DMAP-MIB-SET. request  

=>  

S tatus  =  Wri teToMIB(Hand le,  Attri bu teOption ,  Attri bu teID,  
Attri bu teMemID,  F i rstStoreI ndex,  Count,  Attri bu teVal ue);  

DMAP-MIB-SET. confim (Hand le ,  S tatus);  

Operation  

T1 1  Operation  

Prim i ti veType  ==  DMAP-MIB-GET. request 

=>  

S tatus  =  ReadFromMIB(Hand le ,  Attri bu teID,  Attri bu teMemID,  
F i rstStroeI ndex,  Count,  Attri bu teValue);  

DMAP-MIB-GET. confim (Hand l e,  S tatus,  Count,  Attri bu teValue);  

Operation  

T1 2  Operation  

DevStaRptCycle  timeout   

=>  

DLME-DEVICE-STATUS. request(PowerSuppl yStatus);  

Operation  

T1 3  Operation  
Prim i ti veType  ==  DLME-DEVICE-STATUS.confi rm  

=>  
Operation  

T1 4  Operation  

(ChaStaRptCycle  t imeout)  

=>  

DLME-CHANNEL-STATUS. request(ChannelCond i ti on I n fo);  

Operation  

T1 5  Operation  
Prim i ti veType  ==  DLME-CHANNEL-STATUS.confi rm  

=>  
Operation  

T1 6  Operation  

Prim i ti veType  ==  DLME-LEAVE. ind icati on  

=>  

ReleaseResou rces(Addr);   

End  

 

 

– I n i t  state  

I n  I n i t  state,  the  fie l d  device  i n i ti al i zes  i tsel f and  en ters  to  D iscovery state.  

– D iscovery s tate  

I n  D iscover s tate,  the  DMAP of a  fie l d  device  i nvokes  DLME-DISCOVERY. request to  scan  
WIA-FA network.  DLL invokes  DLME-DISCOVERY.confi rm  to  retu rn  the  resu l t  of network 
scann ing .  I f the  resu l t  i s  successfu l ,  the  DMAP state  mach ine  of a  fi e ld  device  en ters  to  
Jo in  s tate;  otherwise,  the  DMAP state  mach ine  of a  fie ld  device  stays  i n  D iscovery state  
and  restarts  the  network d iscovery.  

– Join  state  

I n  J o in  s tate,  the  DMAP of a  fie ld  device  i nvokes  DLME-JOIN . request  to  try to  j o i n  the  
network;  DLL  i nvokes  DLME-JOIN .confi rm  to  return  the  j o i n ing  resu l ts.  I f the  resu l t  
i nd icates  the  j o in  process  is  successfu l ,  the  state  mach ine  enters  to  Operation  state;  
otherwise,  the  state  mach ine  enters  to  End  state.  

– Res  Al l oc state  

I n  Res  Al l oc  state,  DLL  i nvokes  DLME-INFO-SET. ind ication  after i t  receives  a  remote 
attribute  set request from  the  gateway device  to  wri te  superframes  or l i nks.  The  DMAP of 
the  fie ld  device  wri tes  superframes  or l i nks  i n to  M IB,  and  invokes  DLME-INFO-
SET. response  to  return  the  resu l t.  I f the  DeviceState  (see  Table  1 9)  i n  M IB  is  set to  
Operation  by the  gateway device,  the  state  mach ine  en ters  to  Operation  s tate.  

– Operation  state  

I n  Operation  s tate,  the  fol lowing  events  shal l  occur:  
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a)  DLL i nvokes  DLME-INFO-SET. ind ication  after i t  receives  a  remote  attribu te  set request  
frame (see  8 . 4 . 1 6) ,  wh ich  i nd icates  DMAP to  set  M IB  attribu tes.  The  DMAP of a  fie ld  
device  sets  the  M IB  attribu tes  properl y and  invokes  DLME-INFO-SET. response  to  
return  the  resu l t.  

b)  DLL i nvokes  DLME-INFO-GET. ind ication  after i t  receives  a  remote  attribute  get  
request  frame (see  8 . 4 . 1 4),  wh ich  i nd icates  DMAP to  get M IB  attribu tes.  The  DMAP of 
a  fi e ld  device  gets  the  re lated  M IB  attributes  properl y and  i nvokes  DLME-INFO-
GET. response  to  return  the  requested  M IB  attributes.  

c)  APP/DLL  i nvokes  DMAP-MIB-GET. request  to  l ocal l y get M IB  attributes.  The  DMAP 
i nvokes  DMAP-M IB-GET. response to  return  the  re lated  M IB  attri butes.  

d )  APP/DLL  invokes  DMAP-MIB-SET. request  to  l ocal l y set the  M IB  attribu tes.  The  DMAP 
i nvokes  DMAP-M IB-GET. response to  return  the  resu l t  of DMAP-M IB-SET. request.  

e)  I f the  timer for device  s tatus  report  expi res  every DevStaRptCycle  (see  6 . 7 . 1 . 2 . 1 )  time,  
the  DMAP of a  fi el d  device  invokes  DLME-DEVICE-STATUS. request  to  send  the  
device  s tatus  report to  the  gateway device.  

f)  DLL i nvokes  DLME-DEVICE-STATUS.confi rm  to  DMAP,  wh ich  returns  the  resu l t of 
send ing  device  s tatus  report.  

g )  I f the  timer for the  channel  cond i ti on  report expires  every ChaStaRptCycle  (see  
6. 7. 1 . 2 . 1 )  time,  the  fie ld  device  DMAP i nvokes  DLME-CHANNEL-STATUS. request  to  
returns  the  resu l t  of send ing  channel  cond i tion  report.  

h )  DLL i nvokes  DLME-CHANNEL-STATUS.confi rm  to  DMAP,  wh ich  returns  the  resu l t  of 
send ing  channel  cond i tion  report.  

i )  DLL  i nvokes  DLME-LEAVE. ind ication  after receiving  a  l eave  request  frame from  the  
gateway device;  the  fie ld  device  re leases  a l l  M IB  attributes  and  commun ication  
resources,  and  enters  to  End  state.  

6.2.5.3  Functions  used  in  DMAP state  transi tions  

The functions  used  in  DMAP state  transti tions  of the  gateway device  are  l i sted  i n  Table  1 3 .  
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Table  1 3  – Fu n cti on s  u sed  i n  DM AP state  tran si tion  

Fu n cti on  I n pu t  Ou tpu t  Des cri pti on  

Authenti cati on ()  PhyAddr SUCCESS  

FAI LURE  

Au then ti cati ng  a  j o i n i ng  
fi e l d  d evice  

Al l ocateShortAddr()  Addr SUCCESS  

FAI LURE  

Al l ocati ng  short  add ress  
for a  fi e l d  d evice  

I sHostComputerConfigu reDone()   TRUE  

FALSE  

J udg ing  whether the  
appl i cation  confi guration   
of the  host  computer i s  
fi n i shed  

ResAl l ocAgri thm()  SuperframeList  

Li nkList  

SUCCESS  

NO_RESOURCE  

Al l ocati ng  commun ication  
resou rces  

I sHostComputerRequestDeviceLeave()   TRUE  

FALSE  

J udg ing  whether the  host  
computer request  a  fi e l d  
device  l eave  WIA-FA 
network  

I sHostComputerSet  M IB()   TRUE  

FALSE  

J udg ing  whether the  host  
computer remotel y request 
set  ti ng  the  attri bu tes  of a  
fi e l d  d evice  

I nd icateSetMIBResu l t( )  

 

Hand le  

Status  

 I nd icati ng  the  resu l ts  of 
the  remote  attri bu te  set  
operati on  to  the  host  
computer 

Hand leChannelStatusReport()  Addr 

ChannelCond i ton I nfo  

 Processing  the  channel  
cond i ti on  report  

Hand leDeviceStatusReport()  PowerSupplyStatus   Process  the  device  status  
report  

I sHostComputerGet  M I B()   TRUE  

FALSE  

J udg ing  whether the  host  
computer remotel y request 
getti ng  the  M IB  attri bu tes  

I nd icateGetMIBResu l t()  Hand le  

Status  

 I nd icati ng  the  resu l ts  of 
the  remote  attri bu te  get  
operati on  to  the  host  
computer 

ReleaseResou rces()  

 

Addr  Releasing  commun icati on  
resou rces  occupi ed  by a  
fi e l d  d evi ce  

I nd icateHostComputerLeaveResu l t()  Addr  I nd icati ng  the  l eave  of a  
fi e l d  d evice  to  the  host  
computer 

Wri teToMIB();  Hand le  

Attri bu teOption  

Attri bu teI D  

Attri bu teMemID  

F i rstStoreI ndex 

Count  

Attri bu teValue  

SUCCESS  

I NVALIDATTRIBUTE  

I NVALIDATTRIBUTE_ 
MEMBER 

I NVALID  VALUE  

Local l y wri ti ng  M IB  
attri bu tes  

ReadFromMIB()  Hand le  

Attri bu teI D  

Attri bu teMemID  

F i rstStroeI ndex 

Count  

Attri bu teValue  

SUCCESS  

I NVALIDATTRIBUTE  

I NVALIDATTRIBUTE_ 
MEMBER 

I NVALID  RANGE  

Local l y read ing  M I B  
attri bu tes  
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Fu n cti on  I n pu t  Ou tpu t  Des cri pti on  

I sDMAPI n i ti a l i zationDone()   TRUE  

FALSE  

J udg ing  whether the  
DMAP i n i ti a l i zati on  i s  
fi n i shed  

I sAl lResAl l ocateDone()   TRUE  

FALSE  

J udg ing  whether a l l  
commun ication  resou rces  
are  a l l ocated  

 

6. 3  Add ressi n g  an d  add ress  assig n men t 

Each  WIA-FA network (fi e ld  device,  access  device,  and  gateway device)  has  a  g lobal  un ique  
64-bi t  l ong  address  and  an  8-bi t  or 1 6-bi t  short  address  ( ind icated  by AddressTypeFlag  i n  
Table  1 4) .  When  the  number of fi e ld  devices  i n  the  network i s  l ess  than  252 ,  8-bi t  short  
address  shou ld  be  adopted ;  Otherwise,  the  1 6-b i t  short  address  shou ld  be  adopted .  The  l ong  
address,  shown  in  F igure  1 5,  i s  ass igned  and  set by manufacturers  accord ing  to  the  EU I -64.  
The  l east  s ign i fican t octet  of DeviceShortAddress  (see  Table  9  in  6. 7. 1 . 2 . 2)  i s  va l i d  i f the  
network uses  8-b i t  short address.  

Gateway device  uses  Ad ID  to  d is tingu ish  d i fferen t access  devices.  

Organization  ID
Device 

type
Device ID

3 octets 2 octets 3 octets

MSB LSB

 

Fig u re 1 5  – Lon g  ad d ress  stru ctu re  of d evi ce   

I n  the  WIA-FA network,  the  8-b i t  short  address  of a  WIA-FA device  is  set  as  fo l l ows:  

– The  short  address  of gateway device  i s  0x01 ;  

– The  short  address  of access  device  is  0x02;  

– The  value  range  of fie l d  device  short  address  i s  0x03  to  0xFE;  

– The  broadcast address  in  WIA – FA network is  0xFF.  

I n  the  WIA-FA network,  the  1 6-b i t  short address  of a  WIA-FA device  i s  set  as  fo l l ows:  

– The  short  address  of gateway device  is  0x0001 ;  

– The  short  address  of access  device  i s  0x0002;  

– The  value  range  of fie l d  device  short  address  i s  0x0003  to  0xFFFE;  

– The  broadcast address  in  WIA – FA network is  0xFFFF.  

The  defau l t  short  address  of a  device  is  0x00  or 0x0000,  and  i t  means  the  device  hasn ’ t  been  
a l l ocated  short  address.  

6. 4  Com mu n ication  resou rce  al l ocation  

6. 4. 1  G en eral  

Commun ication  resources  cons ist of channels  (see  3 . 1 . 8)  and  timeslots  (see  3. 1 . 31 ).  
Al location  of communication  resources  means  a l l ocating  channels  and  timeslots  i n  
superframe to  access  devices  and  fie l d  devices  for creating  l i nks  accord ing  to  data  priori ti es  
and  resource  occupation  methods.  L inkList  attribu tes  i nclude  LinkID,  L i nkType,  PeerAddr,  
Relati veSlotNumber,  Channel I ndex,  and  SuperframeID  (see  6. 7. 1 . 2 . 2) .   
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6. 4. 2  Com mu n ication  resou rce  al l ocation  

6. 4. 2 .1  Data priori ti es  

Accord ing  to  the  functions  and  requ i rements  of data  i n  i ndustria l  fie l ds,  the  data  i s  set to  
d i fferent  priori ti es.  WIA-FA defines  the  fol lowing  fi ve  data  priori ties :  

– Emergen t data  (RT0)  

RT0  data  has  the  h i ghest priori ty.  I t  refers  to  the  data  that  p l ays  a  key ro le  to  appl ication  
behaviours  and  requ i res  being  timely transferred .  RT0  data  i ncludes:  command  from  the  
host computer to  brake  the  actuator;  emergent  a larm  of fai l u re/error noti fication ;  cri tical  
network management services  from  the  host computer,  such  as  start/stop  command .  The  
transm ission  of RT0  data  uses  R/S  commun ication  mode  (see  1 0 . 5.5. 3. 3).  

– Period ic process  data  (RT1 )   

RT1  data  has  the  second  h ighest priori ty.  I t  refers  to  the  period ica l l y transm i tted  process  
data  that  has  strict real -time requ i rement.  RT1  data  main l y i ncludes  the  physica l  
measurement and  control  data  of a  control  system .  The  transm ission  of RT1  data  uses  
P/S  communication  mode  (see  1 0. 5. 5. 3. 2).  

– Aperiod ic  non-urgent data  (RT2)  

RT2  data  has  the  th i rd  h ighest priori ty.  I t  refers  to  the  aperiod ical l y transm i tted  data 
tri ggered  by events ,  such  as  the  non-u rgent  a l arm  data.  The  transm ission  of RT2  data  
uses  R/S  commun ication  mode (see  1 0. 5. 5. 3. 3) .  

– Period ic management data  (RT3)   

RT3  data  has  the  fourth  h ighest priori ty.  I t  refers  to  the  period ical l y transmi tted  mon i toring  
data  of device  and  network status ,  wh ich  has  certa in  real -time requ i rements.  RT3  data  
main l y i ncludes  the  device  status ,  channel  state,  etc.  The  transm iss ion  of RT3  data  uses  
P/S  communication  mode  (see  1 0. 5. 5. 3. 2).  

– Non-real - time  data  (NRT)  

NRT data  has  the  l owest  priori ty.  I t  refers  to  data  that i s  generated  by network operation  
and  has  no  strict real -time requ i rement.  I n  the  i ndustria l  fi e ld ,  NRT data  usual l y i ncludes  
parameter configuration  and  management data.  The  NRT data  transm ission  shou ld  not  
i n terfere  wi th  transm iss ions  of real -time data.  The  transm ission  of NRT data  uses  C/S  
communication  mode  (see  1 0. 5. 5. 3. 1 ) .  

The  transm ission  of data  wi th  one  of above  fi ve  priori ti es  uses  d i fferen t communication  modes  
and  d i fferen t VCRs.  The  defin i tion  of communication  modes,  VCR,  and  the  correspond ing  
re lationsh ip  between  VCR and  data  are  shown  i n  1 0 . 5. 5. 3.  

6. 4. 2 . 2  Occu pati on  meth od  of com mu n i cation  resou rces  

For transm i tti ng  data  wi th  d i fferen t priori ti es,  the  occupation  methods  of communication  
resources  i nclude  schedu l i ng ,  preemption ,  and  competi tion .  

– Schedu l i ng  

Schedu l i ng  i s  used  for transm i tting  RT1  data  and  RT3  data.  N etwork manager schedu les  
a l l  communication  resources  for whole  WIA-FA network.  After fi e ld  devices  and  access  
devices  j oi n ing  the  network,  the  network manager a l locates  fixed  timeslots  to  period ical l y 
transm it  and  retransm it RT1  and  RT3  data.  

– Preemption  

Preemption  i s  used  to  transm i t RT0  data.  The  gateway device  and  fie ld  devices  can  u ti l i ze  
timeslots  ori g ina l  for period ic  data  to  transm i t RT0  data,  wh ich  defers  the  transm ission  of 
the  period ic data.   

– Competi ti on  

Competi tion  refers  to  us ing  shared  transm i tting  l i nk to  transm it  RT2  data  and  NRT data.  
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6. 5  J oi n in g  an d  l eave process  of fi eld  d evi ce  

6. 5. 1  J oi n in g  process  of a  fi el d  d evi ce  

The  handheld  device  provis ions  a  fie l d  device  through  RS232  maintenance  port  when  th is  
fie l d  device  attempts  to  j o in  WIA-FA network.  The  provis ion ing  i n formation  i ncludes:  

– NetworkID;  

– SecLevel ;  

– KJ  (when  the  securi ty l evel  i s  not 0) ;  

– KS  (when  the  securi ty l evel  i s  not 0) .  

The  j o i n  process  of a  provis ioned  fi eld  device  i s  shown  in  F igure  1 6 .  The  j o in  process  is  l i s ted  
as  fol l ows.  

– Access  devices  period ica l l y broadcast beacons;  

– A fi e l d  device  wi th  attempt to  j o in  the  WIA-FA network conti nual l y scans  avai l able  
channels  to  get beacons  from  access  devices  and  synchron izes  wi th  gateway device  by 
us ing  one-way time synchron ization  method  (see  8. 1 . 4) ;  

– The  fi e ld  device  chooses  a  channel  on  wh ich  fi e ld  device  receives  beacon  frame and  
u ti l i zes  the  shared  timeslots  for send ing  the  j o in  request;  the  shared  timeslot  i s  determ ined  
by the  "F i rst  shared  timeslot  number"  and  the  “Shared  timeslot  coun t”  (see  8. 4 .6)  i n  the  
beacon  frame);  the  fi el d  device  competes  for transm i tting  j o i n  request  u ti l i zi ng  timeslot  
based  backoff method  (see  8. 1 . 6. 5)  on  the  channel  used  by the  beacon ;  

– An  access  device  transfers  the  j oi n  request  received  from  a  fi e l d  device  to  the  gateway 
device;  

– The  NM  res id ing  on  the  gateway device  returns  the  j o in  response;  i f the  j o in i ng  i s  
approved ,  the  value  of Status  i n  the  j o in  response  is  set  to  SUCCESS;  otherwise,  the  
va lue  of the  Status  shou ld  be  set  accord ing  to  error reasons  (See Status  i n  8. 3 . 4 . 3) ;   

– An  access  device  forwards  the  j o i n  response to  the  correspond ing  fi e l d  device;  

– The  fi e l d  device  receives  the  j o i n  response from  an  access  device;  i f the  value  of S tatus  in  
the  j o i n  response is  not  SUCCESS,  the  fi e ld  device  shou ld  restart or term inate  the  j oi n  
process;  i f the  value  of S tatus  in  the  j o i n  response  is  SUCCESS,  the  j o in  process  i s  
completed .  

Field  device Access device

Beacon

Join  request

Gateway device

Join  request

Join  response

Join  response

 

Figu re 1 6  – J oin i n g  process  of field  device  

NOTE  See  Cl ause  1 0  for securi ty.  
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6. 5. 2  Com mu n ication  resou rce  al locati on  to  fi eld  d evice  

After a  new fie ld  device  j o i ns  WIA-FA network,  the  host computer requests  the  gateway 
device  to  read  UAOs  of the  fi e ld  device  by us ing  the  remote  attribu te  get services  (see  8 . 3 . 7),  
and  to  wri te  appl ication  configuration  i n formation /VCRs  (see  1 0 .5. 5. 3  and  1 0 . 5. 5. 4)  for the  
fie l d  device  by us ing  the  remote  attribute  configuration  services  (see  8 . 3 . 8) .  

The  NM  res id ing  on  the  gateway a l locates  communication  resources  for new j o ined  fie ld  
device  by u ti l i zi ng  the  remote  attribu te  configuration  services  (see  8 . 3. 8).  These  
communication  resources  are  used  for communication  between  fie l d  devices  and  access  
devices.  I f the  new j oined  fie ld  device  i n fl uences  the  superframe structures  of access  devices  
(see  8 . 1 . 2),  the  correspond ing  access  device  shou ld  update  i ts  own  SuperframeList and  
LinkList attribu tes  of i tsel f and  update  SuperframeList and  L inkList a ttribu tes  between  i t  and  
fie ld  devices.  

The  commun ication  resource  a l l ocation  process  for a  fie ld  device  i s  i l l ustrated  i n  F igure  1 7 :  

– The  network manager sends  the  "remote  attribute  configuration”  request;  

– Access  devices  forward  the  "remote  attribute  configuration”  request to  the  fi e ld  device;  

– After receiving  the  "remote  attribu te  configuration "  request,  the  fi el d  device  returns  the  
"remote  attribu te  configu ration "  response;  

– Access  devices  forward  the  "remote  attribu te  configuration”  response to  the  gateway 
device.  

Field  device Access device

Remote  attribu te  

configuration  request

Gateway device

Remote  attribu te  

configuration  response

Remote  attribu te  

configuration  response

Remote  attribu te  

configuration  request

Read UAOs and  write appl ication  configuration  information

Host computer

Configure VCRs

 

Fi gu re  1 7  – Com mu n ication  resou rce  al l ocati on  process  for a  fi el d  d evi ce   

6. 5. 3  Leavin g  process  of a  fi eld  d evi ce  

The l eave  process  of fi e l d  devices  i ncludes  abnormal  l eaving  and  passive  l eaving .  

– Abnormal  leaving :  devices  can  not communicate  wi th  other devices  because  of fa i l u re,  
i nval idation ,  or energy depletion .  I f the  gateway device  does  not receive  any packet from  a  
fie ld  device  during  LossConnectDuration  (see  6 . 7. 1 . 2. 1 ) ,  i t  sha l l  j u dge  that the  fi e ld  device  
has  left  the  WIA-FA network abnormal l y.  The  gateway device  re leases  the  short address  
and  commun ication  resources  of the  fie l d  device.  I f the  fi el d  device  does  not receive  any 
packet from  access  devices  during  LossConnectDuration  (see  6. 7 . 1 . 2 . 1 ) ,  i t  shal l  j udge  that 
i ts  connection  wi th  access  devices  is  l ost.  The  fi el d  device  shal l  hand le  i t  as  abnormal  
l eaving  and  restart i tse l f.  
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– Passive  l eaving :  the  gateway device  requests  a  fi e ld  device  to  l eave  the  WIA-FA network.  
The  passive  leave  process  of a  fi e ld  device  i s  shown  i n  F igure  1 8,  wh ich  i ncludes  the  
fol l owing  procedures .  

•  The  gateway device  sends  the  leave  request  to  a  fie l d  device  (see  8. 4. 9)  through  the  
access  device;  

•  After receiving  the  l eave  request,  the  fie ld  device  returns  a  l eave  response;  

•  After the  gateway device  receiving  the  leave  response  forwarded  by access  devices  
from  a  fi e ld  device,  the  network manager on  the  gateway device  hand les  the  leave  
response,  updates  the  device  l i st,  and  re leases  the  short  address  and  communication  
resources  of the  l eaving  fie ld  device;  and  the  access  device  updates  i ts  M IB  
accord ing l y.  

Field  device Access device

Leave request

Gateway device

Leave request

Update 

device  

l ist 

Release network 

address and  

communication 

resources

Update device  l ist 
 

Fig u re 1 8  – Passive l eave process  of a  fi eld  d evice   

6. 6  N etwork perform an ce  mon i tori n g  

6. 6. 1  Devi ce statu s  report  

The fi e l d  device  period ical l y reports  i ts  device  s tatus  to  the  gateway device  (see  DeviceList i n  
6. 7. 1 . 2 . 2  for the  deta i l ed  device  status) .  After the  gateway device  receives  the  device  status  
report of a  fie l d  device,  the  NM  evaluates  and  d iagnoses  the  device  s tatus .  The  device  status  
report  i s  used  to  detect abnormal  s tatus  of a  fi e l d  device,  such  as  l ow battery power,  etc.  The  
status  report process  of a  fie ld  device  is  shown  i n  F igure  1 9.  

Field  device Access device Gateway device

Device status report

Device status report

NACK

NACK

 

Figu re 1 9  – Device  statu s  report  process  of fi el d  d evi ce   
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6. 6. 2  Ch an n el  con di tion  report  

The channel  cond i tion  report i s  used  for a  fi e ld  device  to  remotel y report the  channel  
cond i ti on  to  the  NM  (see  ChannelCond i tionList i n  6. 7. 1 . 2 . 2  for the  detai l ed  channel  cond i ti on ) .  
The  process  of the  channel  cond i ti on  report i s  shown  in  F igure  20.  

Field  device Access device Gateway device

Channel  condition  report

Channel  condition  report

NACK

NACK

 

Fi gu re  20  – Ch an n el  con diti on  report  process  of fi el d  devi ce   

6. 7  M an agemen t i n form ation  base  an d  servi ces  

6. 7. 1  M an agemen t i n form ation  base  

6. 7. 1 . 1  G en eral  

I tems  stored  in  the  M IB  are  cal l ed  attributes  and  are  used  for mon i toring  and  configuring  the  
WIA-FA network parameters .  These  attribu tes  can  be  configured ,  accessed  and  updated  by 
the  NM.  

Accord ing  to  the  s torage  types,  the  attribu tes  in  the  M IB  are  class i fi ed  i n to  three  categories :  

– Constant attribu te:  i s  unchangeable  wi th  time,  such  as  the  g lobal  un ique  64-bi t address.  
The  constan t attribu te  is  set  by manufacturer and  shou ld  not be  mod i fied .  

– Static attribu te:  i s  changed  i n frequentl y during  the  process  of device  operation ,  and  can  
on l y be  mod i fied  by NM,  such  as  the  period  of reporti ng  device  s tatus .  The  static  attribu te  
shal l  hold  the  previous  setting  value  after the  power-down/reboot.  

– Dynam ic attribu te:  i ts  va lue  i s  changed  frequen tl y wi thout  any external  command.  The  
d ynam ic attribu te  shal l  recover to  the  defau l t  value  set  by manufacturer after the  power-
down/reboot.  

Accord ing  to  the  attribu te  data  types,  the  attribu tes  i n  the  M IB  are  d i vi ded  i n to  unstructured  
attribu tes  and  structured  attributes.   

There  are  two  types  of access  control  to  attributes  i n  the  M IB:  

R (Read),  wh ich  means  the  value  of the  attribu te  can  be  read  by other devices  i n  WIA-FA 
network;  and  

W  (Wri te) ,  wh ich  means  that the  va lue  of attribute  can  be  mod i fied  by other devices  in  WIA-FA 
network.  

Accord ing  to  the  implementation  requ i rements,  the  attribu tes  i n  the  M IB  are  d ivided  in to  
mandatory attribu tes  and  optional  attributes.  
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Attribu tes  in  M IB  are  i den ti fied  by AttributeID.  

6. 7. 1 .2  M IB  attri bu tes  

6. 7. 1 .2 .1  U n stru ctu red  attribu tes  

Unstructured  attribu tes  are  l i s ted  i n  Table  1 4 .  Unstructured  attribu tes  are  un ique  i n  whole  
WIA-FA network.  

Table  1 4  – U n stru ctu red  attribu tes  

Attri bu te  
I D  

Attri bu te  n am e  Data  type  Val i d  
ran g e  

Acces s  
type  

Storag e  
type  

Defau l t  
val u e  

Devi ce  
type  

Des cri pti on  

0  PriGwFai l u reTime  TimeData  0  to  
(264

－ 1 ) 
R/W  S  1 0  Gateway 

device  
The  maximal  duration   
wi thou t heartbeat s i gnal  
( i n  µ s)   

1  AddressTypeFlag  Unsigned8  0  to  
255  

R/W  S  0  Al l  
devices   

0  =  8-bi t  short  address;  

1  =  1 6-bi t  short  add ress  

2  MaxPayloadLength  Unsigned1 6  0  to  

(2 1 6
－

1 )  

R/W  S  1 000  Al l  
devices  

Maximum  l ength  of the  
DLL payl oad  ( i n  octet)   

3  NACKCount  Unsigned8  0  to  
255  

R/W  S  1  Al l  
devices  

Number of broadcast 
NACKs  

4  NetworkID  Unsigned8  0  to  
255  

R/W  S  0  Al l  
devices  

Network i d en ti fi er,  used  
for i d en ti fyi ng  mu l ti pl e  
coexisti ng  networks   

5  B i tMap   Bi t  F i el d  0  to  

(224
－

1 )  

R/W  S  0  Al l  
devices  

Channel  b i tmap,  i nd icati ng  
used  modu lati on  
mechan ism  and  channel  
s tates:  

b i t  0  to  3 :  modu lati on  
mechan ism ;  

b i t  4  to  1 7 :  channel  s tate,  
0  s tands  for unavai l able   
channel ,  1  s tands  for 
ava i l able   channel ;  

others  are  reserved .  

See  7. 3. 3  for detai l s  of 
B i tMap  cod i ng .   

6  DevStaRptCycle  Unsigned1 6  0  to   
65  535  

R/W  S  1 0  Gateway 
devices  
and  fi e l d  
devices  

Cycle  of device  s tatus  
report  ( i n  l ength  of defau l t  
superframe)  

7  ChaStaRptCycl e  Unsigned1 6  0  to   
65  535  

R/W  S  1 0  Gateway 
devices  
and  fi e l d  
devices  

Cycle  of channel  s tatus  
report  ( i n  l ength  of defau l t  
superframe)  

8  LossConnectDuration  Unsigned24  0  to  

(224
－

1 )  

R/W  S  30  Gateway 
device  
and  fi e l d  
devices  

I f a  WIA-FA device  does  
not  receive  any packet 
from  a  neighbour device  
du ri ng  
LossConnectDuration ,  i t  
shal l  j u dge  that  the  
neighbou r device  has  
abnormal l y l eft  the  WIA-
FA network ( i n  l ength  of  
defau l t  superframe)  

9  KeyupdataDuration   Unsigned8  0  to  
255  

R/W  S  24  Al l  
devices  

Cycle  of key update  ( i n  
hou r)   

1 0  TimeSlotDuration  Unsigned1 6  0  to   
65  535  

R/W  S  200  Al l  
devices  

Timeslot  l ength  ( i n  µ s)  
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Attri bu te  
I D  

Attri bu te  n am e  Data  type  Val i d  
ran g e  

Acces s  
type  

Storag e  
type  

Defau l t  
val u e  

Devi ce  
type  

Des cri pti on  

1 1  TwoWayTimeSyn  Unsigned8  0  to  
255  

R/W  S  0  Al l  
devices  

I nd icate  the  u ti l i zati on  of 
two-way time  
synchron i zati on  method :  

0  =  one-way time  
synchron i zati on ;  

1  =  two-way time  
synchron i zati on .  

1 2  TwoWayOverTime  Uns i gned8  0  to  
255  

R/W  S  1  Al l  
devices  

The  dead  time  of the  two-
way time  synchron i zation  
(( i n  l ength  of  d efau l t  
superframe)  

1 3  ADTeamNum  Unsigned8  0  to  
255  

R/W  S  1  Gateway 
device  

Count  of the  AD  teams  

1 4  TargetLossRate  Sing le  
F loat  

0  to  
255  

R/W  S  0  Gateway 
device  

Expected  packet  l oss  rate  
i n  WIA-FA network,  wh ich  
i s  between  0  and  1  

1 5  LossRate  Sing le  
F loat  

0  to  
255  

R/W  S  0  Gateway 
device  

Current  packet  l oss  rate  of 
factory envi ronment,  
wh ich  i s  between  0  and  1 .  

1 6  MaxRetry  Unsigned8  0  to  
255  

 

R/W  S  3  Al l  
devices  

Maximum  number of 
retransm iss ions  

1 7  SecLevel  Unsigned8  0  to  
255  

R/W  S  0  Al l  
devices  

0  =  None;  

1  =  Au then ti cation ;  

2  =  Au then ti cati on&MIC-
32;  

3  =  Au thenti cation&MIC-
64;  

4  =  Au thenti cation&MIC-
1 28;  

5  =  Au thenti cation&ENC;  

6  =  
Au then ti cati on&ENC&MIC-
32;  

7  =  
Au then ti cati on&ENC&MIC-
64;  

8  =  
Au thenti cati on&ENC&MIC-
1 28;  

others  are  reserved  

1 8  AttackStati sDur  Unsigned 1 6  0  to   
65  535  

R/W  S  60  Al l  
devices  

The  peri od  of attack 
stati s ti cs  ( i n  m in )  

1 9  MaxKeyAttackedNum  Unsigned8  0  to  
255  

R/W  S  5  Al l  
devices  

Maximum  coun t of key 
attacked  

20  AlarmRptDur Unsigned8  0  to  
255  

R/W S  1  Al l  
devices  

I n terval  of repeati ng  a l arm  
( i n  l ength  of  defau l t  
superframe)  

 

6. 7. 1 . 2 .2  Stru ctu red  attri bu tes  

Structured  attribu tes  are  l i sted  i n  Table  1 5.  Access  device  and  fi el d  device  shou ld  on l y 
main ta in  structured  attribu tes  re lated  to  them .  Gateway device  shou ld  main tain  s tructured  
attributes  for each  fie l d  device,  and  stores  s tructured  attribu tes  of each  device  i ndexed  by 
short add ress  or Ad ID.   
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Tabl e  1 5  – Stru ctu red  attri bu tes  

Attri bu te  
I D  

Attri bu te  n am e  Data  type  
Acces s  

type  
Storag e  

type  
Devi ce  type  

Des cri pti on  

1 28  SuperframeList  Superframe_Struct 
structu re,  see  
Table  1 6  

R/W D  Al l  devices  Describi ng  the  
superframe  i n formation  

1 29  Li nkList  Li nk_Struct 
structu re,  see  
Table  1 7  

R/W D  Al l  devices  Describi ng  the  l i nk 
i n formation  

1 30  ChannelCond i ti onList  ChanCon_Struct  
structure,  see  
Table  1 8  

R/W D  Gateway 
device  and  
fi e l d  d evices  

Record ing  the  stati sti c  
i n formation  of channel  
cond i ti on  

1 31  DeviceList  Device_Struct  
structu re,  see  
Table  1 9  

R/W  D  Al l  devices  Describi ng  the  device-
rel ated  attri bu tes  of WIA-
PA devices  

1 32  KeyList  Key_Struct  
structu re,  see  
Table  20  

R/W  D  Al l  devices  Describi ng  the  i n formation  
of keys.    

1 33  VCRList  VcrEP_Struct  

structu re,  see  
Table  21  

R/W  D  Gateway 
device  and  
fi e l d  d evices  

Record ing  the  VCR 
i n formation  

1 34  SupUAOList  UAOClassDesc 
_Struct  s tructu re,  
see  Tabl e  22  

R  S  Gateway 
device  and  
fi e l d  d evi ces  

Describi ng  the  UAP 
i n formation  of each  fi e l d  
device.  

1 35  CfgUAOList  UAPI nstDesc 
_Struct  s tructu re,  
see  Tabl e  23  

R/W  S  Gateway 
device  and  
fi e l d  d evices  

Describ i ng  the  UAP 
i n formation  of each  
confi gu red  fi e l d  device.  

Table  1 6  – Su perframe_Stru ct stru ctu re   

M em berI D  M em ber n am e  Data  type  Val i d  ran g e  Descri pti on  

0  SuperframeID  Unsigned8  0  to  255  Un ique  i denti fi er of the  superframe,  
suppl i ed  by the  NM  

1  NumberS lots  Unsigned 1 6  0  to  65  535  Superframe  s i ze  (coun ts  of t imes lots  )  

2  Acti veFlag  Unsigned8  0  to  255  Superframe  acti ve  fl ag :  

0  =  I nacti ve;  

1  =  Acti ve.  

3  Acti veSlot  Unsigned48  0  to  (248
－1 )  Absolu te  timeslot  number (ASN)  when  a  

superframe beg ins  acti ve,  wh ich  i s  
ca l cu lated  as:  

⌊TimeValue/TimeSlotDurati on ⌋ .   
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Table  1 7  – Li n k_Stru ct stru ctu re   

M em berI D  M em ber n am e  Data type  Val i d  ran g e  Des cri pti on  

0  Li nkID  Unsigned 1 6  0  to  65  535  Un ique  i den ti fi er of the  l i nk 

1  L i nkType  Unsigned8  0  to  255  B i t  0  represents  the  l i nk type:  

0  =  Un icast;  

1  =  Broadcast;  

B i t  1  and  b i t  2  represent  the  character of a  
l i nk:  

00  =  Transm i tti ng ;  

01  =  Transm i t-shared ;  

1 0  =  Retransm i tti ng ;  

1 1  =  Recei ving ;  

B i t  3  to  b i t  5represents  the  type  of a  
t imeslot:  

000  =  Beacon ;  

001  =  NACK;  

01 0  =  GACK;  

01 1  =  Management timeslot;  

1 00  =  Data  timeslot;  

1 01  =  Management/Data  timeslot;  

others  are  reserved .  

B i t  6  to  b i t  7  are  reserved .  

2  Acti veS lot  Unsigned48  0  to  (248
－ 1)  Absolu te  t imeslot  number (ASN)  when  a  

l i nk beg ins  acti ve,  wh ich  i s  ca l cu lated  as :  

 ⌊TimeValue/TimeSlotDurati on ⌋ .  

3  PeerAddr Unsigned 1 6  0  to  65  535  The  short  address  of peer devi ce  

4  Relati veSlotNumber Unsigned 1 6  0  to  65  535  Relati ve  timeslot  number 

5  Channel I ndex Unsigned8  0  to  255  The  sequence  numbers  of cu rrent  used  
channel .   

0  to  1 3  i s  used  i n  th i s  PAS;  

others  are  reserved .  

6  SuperframeID  Unsigned8  0  to  255  Reference  to  an  superframe i n  the  
superframe tabl e  

Tabl e  1 8  – Ch an Con _Stru ct stru ctu re   

M em berI D  M em ber n am e  Data type  Val i d  ran g e  Descri pti on  

0  Channel I D  Unsigned8  0  to  255  The  sequence  number of channel .  

0  to  1 3  i s  used  i n  th i s  PAS;  

others  are  reserved .  

1  L i nkQual i ty  Unsi gned8  0  to  255  Li nk Qual i ty I n d icati on  (LQI )  va l ue  of a  
channel  

2  PacketLossRate  S ing le  F l oat  0  to  255  Packet l oss  rate  of a  channel ,  the  val ue  of 
wh ich  i s  between  0  and  1  

3  RetryNum  Unsi gned 1 6  0  to  65  535  The  count  of retransm iss ion  of every 
channel  
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Tabl e  1 9  – Devi ce_Stru ct  

M em ber 
I D  

M em ber n am e  Data  type  Val i d  ran g e  
Acces s  

type  
Storag e  

type  
Defau l t 

val u e  
Des cri pti on  

0  
Vers ion  Unsigned 1 6  0  to  65535  R  C  201 3  Device  vers ion ,  owing  to  

d i fferent  devices   

1  LongAdd ress  Uns igned64  0  to  (264
－1 )  R C   EU I -64  (see  6 . 3),  wh ich  

defi nes  the  octet  4  and  octet  
5  as  fo l l ows:  

0  =  Gateway device;  

1  =  Access  device;  

2  =  F iel d  device;  

3  =  Handheld  device.  

2  AGGSupportFl ag  Uns igned8  0  to  255  R/W S  0  Aggregati on  and  
d i saggregati on  support  fl ag  
(whether a  rou ti ng  devi ce  
supports  agg regati on  
mechan ism  ) :  

0  =  Not  support;  

1  =  Support.  

3  AGGEnabl eFlag  Uns igned8  0 ,  1  R/W D  0  Aggregati on  and  
d i saggregati on  enable  fl ag :  

0  =  D i senabl e;  

1  =  Enab le.  

3  NumOfSupUAO  Uns igned 1 6  0  to  65  535  R S  1  Number of UAOs  supported  
by a  fi e l d  device  

4  NumOfCfgUAO  Uns igned 1 6  0  to  65  535  R/W S  1  Number of confi gu red  UAOs  
i n  a  fi e l d  device  

5  TxDelay Uns igned 1 6  0  to  65535  R/W D  1 200  Transm iss ion  del ay time  of a  
frame  ( i n  µ s)  

6  ProbeTime  Uns igned8  0  to  255  R/W S  2  Time for scann ing  a  channel  
( i n  l eng th  of defau l t  
superframe)  

7  TimeValue  TimeData  0  to  (264－ 1)  R/W  D  0  Absolu tel y t ime  ( i n  µ s),  
coun ted  from  0  

8  RedundantDevFlag  Uns igned8  0  to  255  R/W S  0  F l ag  that  i nd icates  whether 
th i s  device  i s  a  redundant  
device:  

0  =  I rredundant d evice;  

1  =  Redundant device.  

9  Ad ID  Uns igned8  0  to  255  R/W S  0  I denti fi er of an  access  device,  
i nval i d  for a  fi e l d  device  

1 0  DeviceShortAdd ress  Uns igned 1 6  0  to  65  535   R/W S  0  Short  device  of a  d evice  (see  
6 . 3)  

1 1  PowerSupplyStatus  Uns igned8  0  to  255  R/W S  1 0  Types  of power supply and  
energy l evel s :   

0  =  F i xed  power suppl y;  

1 to1 0  =  energy l evel  of 
battery power suppl y(from  l ow 
to  h i gh )  

1 2  DeviceState  Uns igned8  0  to  3  R/W D  0  S tatus  of device:  

0  =  Not  j o i ned ;  

1  =  J oin i ng ;  

2  =  Securi ty au then ti cati ng ;  

3  =  Appl i cation  confi guri ng ;  

4  =  Resource  a l l ocati ng ;  

5  =  Operati on ;  

others  are  reserved .  
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Table  20  – Key_Stru ct  stru ctu re  

M em berI D  M em ber n am e  Data  type  Val i d  ran g e  Des cri pti on  

0  KeyID  Unsigned 1 6  0  to  65  535  Key i den ti fi er 

1  PeerAddr Unsigned 1 6  0  to  65  535  Pai r add ress,  namely the  short  add ress  of 
neighbou r device  

2  KeyType  Unsi gned8  0  to  255  Key type:  

0  =  KJ ;  

1  =  KS;  

2  =  KEK;  

3  =  KEDU ;  

4  =  KEDB;  

Others  are  reserved .  

3  KeyDataVal ue  KeyData   Key val ue  

4  KeyActiveS l ot  Unsigned48  0  to  (248
－ 1)   Absolu te  timeslot  number (ASN)  when  key beg i ns  

acti ve. ( I n  m i l l i seconds)  

5  KeyAttackCnt  Uns igned 1 6  0  to  65  535  The  total  number of key attacks  

6  AlarmFlag  Uns igned8  B i tmap 

 

securi ty a l arm  event fl ag  related  to  the  key are  
detected .  I f a  secu ri ty even t re l ated  to  the  key i s  
detected ,  the  correspond ing  b i t  i s  set  to  1 :  

B i t  0 :  Key attacked  a l arm ;  

B i t  1 :  Key update  t imeou t a l arm .  

7  KeyState  Uns igned8  0  to  255  The  us ing  state  of a  key:  

0  =  BACKUP;  

1  =  USING;  

2  =  EXPIRED;  

3  =  I NVALID;  

Others  are  reserved .  
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Table  21  – VcrEP_Stru ct defin i ti on  

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  VCR_ID  Uns igned 1 6  0  to  65  535  Un ique  i den ti fi er of the  VCR on  the  device.  
VCR_ID  =  0  i s  used  for d efau l t  C/S  VCR,  others  
are  confi gured  by host  computer.  

1  VcrEP_Type  Unsigned8  0  to  255  Type  of the  VCR endpoin t:  

0  =  CLI ENT;  

1  =  SERVER;  

2  =  PUBLISHER;  

3  =  SUBSCRIBER;  

4  =  REPORT SOURCEt;  

5  =  REPORT SINK;  

others  are  reserved .  

2  UAP_ID  Unsigned8  0  to  255  Un ique  i denti fi er of the  UAP  on  the  device.  
UAP_ID  =  0  i s  used  for DMAP,  others  are  
confi gu red  by host  computer.  

3  PeerAddr Unsigned 1 6  0  to  65  535  Short  add ress  of the  peer fi e l d  device  or gateway 
device.  

4  VCRActiveTime  TimeData  0  to  (264
－1 )  

 

Only va l i d  for P/S  VCR,  i nd icati ng  the  absol u te  
time  when  the  VCR endpoin t  shou l d  be  acti vated .  
The  DataUpdateRate  of the  UAP  shal l  s tart  at  th i s  
time.  The  defau l t  val ue  i s  0 ,  wh ich  means  the  VCR 
endpoi n t  shal l  be  acti vated  immed iately.  

For C/S  and  R/S  VCRs,  the  val ue  shou ld  be  set  0 .  

5  DataUpdateRate  Uns igned32  0  to  (232
－1 )  On ly va l i d  for P/S  VCR,  i nd icati ng  the  process  data  

publ i shment  cycle  of UAP  ( i n  ms).  

For C/S  and  R/S  VCRs,  the  val ue  shou ld  be  set  0 .  

6  Dead l i ne  Unsigned8  0  to  255  On ly va l i d  for P/S  VCR,  i nd icati ng  the  maximum  
amount of DataUpdateRate  for the  VCR endpoi n t  
not  receiving  new data  from  the  l ast  time   

The  max.  time  =  DataUpdateCycle  ×  Dead l i ne.  

I f the  device  has  not  received  new data  wi th i n  
Dead l i ne  time  i n terval ,  i t  sha l l  produce  the  
"PROCESS  DATA NOT UPDATED"  a l arm  event.   

7  WatchdogTime Unsigned32  0  to  (232
－1 )  On ly va l i d  for C/S  VCR endpoi n t,  i nd icati ng  the  

maximum  time  that  the  VCR endpoi n t  shal l  wai t  for 
the  service  response  ( i n  ms).  The  defau l t  va l ue  i s  
1 00  ms.  

I f the  VCR endpoin t  has  not  receive  the  service  
response  wi th i n  WatchdogTime i n terval ,  i t  shal l  
retu rns  a  negati ve  response  wi th  "Service  t ime  
exp i red"  
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Tabl e  22  – U AOCl assDesc_Stru ct d efi n i tion   

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  ClassID  Uns igned8  0  to  255  Un ique  i denti fi er of the  UAO cl ass  on  
the  fi e l d  device,  i n d icati ng  the  cl ass  
template  for i nstantiati ng  UAOs.   

1  UAOTypte  Unsigned8  0  to  255  Type  of the  UAO class,  the  val ues  are  
as  fol l ows:  

0  =  AI ;  

1  =  AO;  

2  =  D I ;  

3  =  DO;  

others  are  reserved .  

2  MaxI nputDataLen  Unsigned8  0  to  255  Maximum  i npu t data  s i ze  supported  by 
the  UAO class  

3  MaxOutputDataLen  Unsigned8  0  to  255  Maximum  ou tpu t data  s i ze  supported  by 
the  UAO class  

4  M inDataUpdateRate  Unsigned32  0  to  (232
－ 1 )  M in imum  process  data  pub l i shment 

cycle  ( i n  ms)  supported  by the  UAO 
class  

5  SuppI npu tType  ProDataDesc_Struct,  
see  Tabl e  23  

 I npu t  d ata  descripti on  of the  UAO,  
i nd icati ng  a l l  data  types  of the  i npu t  
data  supported  by the  UAO class.  That  
i s ,  the  b i ts  representi ng  the  i npu t  data  
types  supported  by the  UAO cl ass  shal l  
be  set  1 .  I f the  UAO class  has  no  i npu t  
data,  each  bi t  shal l  be  set  0 .  

6  SuppOutpu tType  ProDataDesc_Struct,  
see  Tabl e  23   

 Ou tput  d ata  descripti on  of the  UAO,  
i nd icati ng  a l l  data  types  of the  ou tpu t  
data  supported  by the  UAO class.  That  
i s ,  the  b i ts  representi ng  the  ou tpu t data  
types  supported  by the  UAO cl ass  shal l  
be  set  1 .  I f the  UAO class  has  no  
ou tpu t data,  each  bi t  shal l  be  set  0 .  
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Table  23  – ProDataDesc_Stru ct  d efi n i tion   

M em berI D  M em ber 
n am e 

Data  type  Data  Len g th  
(i n  octet)  

Val i d  ran g e  Des cri pti on  

0  ParamDesc B i t  F ie l d  2  0  to  65  535  I nd icati ng  the  process  data  type  supported  
by UAO.  Each  b i t  represents  a  data  type  
and  the  cod i ng  i s  as  fo l l ows:  

B i t0  =  Uns igned8,  fi xed  l ength  1  octet  

B i t1  =  Uns igned1 6,  fi xed  l ength  2  octets  

B i t2  =  Uns igned32,  fi xed  l ength  4  octets  

B i t3  =  D ig i ta lData8,  fi xed  l eng th  2  octets  

B i t4  =  D ig i ta lData1 6,  fi xed  l eng th  3  octets  

B i t5  =  D ig i ta lData32,  fi xed  l eng th  5  octets  

B i t6  =  S i ng l e  F loat,  fi xed  l ength  4  octets  

B i t7  =  Double  F loat,  fi xed  l eng th  8  octets  

B i t8  =  S i ng l eAnal ogData,  fi xed  l eng th  5  
octets  

B i t9  =  DoubleAnal ogData,  fi xed  l ength  9  
octets  

B i t1 0  =  Octetstri ng  

The  value  of B i t0  to  B i t1 0  i s  as  fol l ows:  

0  =  not  supported  

1  =  supported  
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Table  24 – U AOI n stDesc_Stru ct  d efin i ti on   

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  UAO_ID  Uns igned8  0  to  255  Un ique  i den ti fi er of the  UAO on  the  
fi e l d .  UAO_ID  =  0  i s  used  for M I B  

1  Class_ID  Uns igned8  0  to  255  Class  i denti fi er of the  UAO class,  
i nd icati ng  the  UAO i s  an  i nstance  of the  
UAO class  wi th  cl ass_ID  i n  the  
SuppUAOList  

2  UAP_ID  Uns igned8  0  to  255  I den ti fi er of the  UAP  that  the  UAO 
belong i ng  to  on  the  device.  I f a  UAP  i s  
a l l ocated  wi th  more  than  one  UAO,  
these  UAOs  shal l  have  the  same 
UAP_ID  

3  AckFlag  Uns igned1 6   Th i s  val ue  shal l  be  set  to  the  AckFlag  
of the  UAO EventData.  See  Table  80  
for the  cod i ng  of each  bi t.   

4  Num I nputData  Uns igned8  0  to  255  Account  of UAO i npu t data  

5  NumOutpu tData  Uns igned8  0  to  255  Account  of UAO ou tpu t d ata  

6  Cfg I npu tDataList  ProDataDesc_Struct,  
see  Tabl e  23  

 Data  type  descripti on  l i s t  of the  UAO  
i nput  data.  Each  member of the  l i s t  
i nd icates  one  process  data  type  and  
the  member order speci fi es  the  process  
data  order to  be  transferred  
period ical l y.  

I f B i t  1 0  i s  set  1 ,  B i t  0  to  B i t  5  i nd icate  
the  octet  l ength  of the  Octetstri ng  data  
as  fol l ows:  

B i t  0  to  B i t  5  =  0 ,  1  octet;  

B i t  0  to  B i t  5  =  1 ,  2  octets;  

. . .  

B i t  0  to  B i t  5  =  31 ,  32  octets;  

others  are  reserved .  

l 7  CfgOutputDataList  ProDataDesc_Struct,  
see  Tabl e  23  

 Data  type  descripti on  l i s t  of the  UAO  
ou tpu t data.  Each  member of the  l i s t  
i nd icates  one  process  data  type  and  
the  member order speci fi es  the  process  
data  order to  be  transferred  
period ical l y.  

I f B i t  1 0  i s  set  1 ,  B i t  0  to  B i t  5  i nd icate  
the  octet  l ength  of the  Octetstri ng  data  
as  fol l ows:  

B i t  0  to  B i t  5  =  0 ,  1  octet;  

B i t  0  to  B i t  5  =  1 ,  2  octets;  

. . .  

B i t  0  to  B i t  5  =  31 ,  32  octets;  

others  are  reserved .  

 

6. 7. 2  M IB  servi ces  

6. 7. 2 . 1  G en eral  

The attribu tes  i n  the  M IB  can  be  read  and  wri tten  l ocal l y th rough  the  DMAP attribute  get  and  
DMAP attribute  set services  provided  by l ocal  DMAP.  

6. 7. 2 .2  DM AP attri bu te  g et  service  

DMAP-MIB-GET. request i s  used  by a l l  l ayers  to  request attribu tes  i n  the  M IB.  
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The  semantics  of DMAP-MIB-GET. request are  as  fol lows:  

DMAP-MIB-GET. request(  
Hand le ,  
ShortAddr,  
Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count 
 )  

Table  25  speci fi es  the  parameters  for DMAP-MIB-GET. request.  

Table  25  – DM AP-M IB-G ET.req u est param eters   

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Unsigned8  0  to  255  
Ass igned  hand le  when  i n voking  the  DMAP-MIB-
GET. request  

ShortAddr Unsigned 1 6  0  to  65  535  

The  8  or 1 6-bi t  short  add ress  of a  fi e l d  d evice,  or the  
Ad ID  (see  6 . 7 . 1 . 2 . 1 )  of an  access  device.  ShortAddr 
i s  va l i d  on l y for GW to  read  i ts  l ocal  M IB  attri bu tes  of 
a  fi e l d  device  or an  access  device.   

Attri bu teI D  Unsigned8  0  to  255  Attri bu te  I D  i n  the  M I B  

MemberID  Unsigned8  0  to  255  

The  i d enti fi er of attri bu te  member.  

The  val ue  255  means  that  a l l  a ttri bu tes  shou ld  be  
read .  MemberID  i s  i n val i d  for u nstructured  attri bu tes.  

F i rstStoreI ndex  Unsigned 1 6  0  to  65  535  
The  fi rst  s torage  i ndex of mu l ti pl e  attri bu te  val ues.  
F i rstStoreI ndex i s  i n val i d  for u nstructured  attri bu tes.  

Count  Unsigned 1 6  0  to  65  535  

Number of attri bu te  val ues  or a ttri bu tes  member 
val ues,  wh ich  i s  on l y used  to  get  the  s tructu red  M I B  
attri bu tes;  Getti ng  a l l  attri bu te  val ues  from  
F i rstStoreI ndex i f Coun t =  0  

DMAP-MIB-GET.confi rm  is  used  to  retu rn  the  resu l t  of DMAP-M IB-GET. request.   

The  semantics  of DMAP-MIB-GET.confi rm  are  as  fol l ows:  

DMAP-MIB-GET.confi rm(  
Hand le ,  
Status ,  
Count,  
Attribu teValue  
)  

Table  26  speci fi es  the  parameters  for DMAP-MIB-GET.confi rm .  
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Table  26  – DM AP-M IB-G ET.con fi rm  param eters   

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Uns igned8  0  to  255  
Ass igned  hand le  when  i n voking  the  DMAP-MIB-
GET. request  

S tatus  Uns igned8  0  to  255  

Attri bu te  getti ng  resu l ts :  

0  =  SUCCESS ;   

1  =  I NVALIDATTRIBUTE;  

2  =  I NVALIDATTRIBUTEMEMBER;  

3  =  I NVALID  RANGE;  

Others  are  reserved .  

Count  Uns igned1 6  0  to  65  535  

Number of attri bu te  val ues  or a ttri bu tes  member 
val ues,  wh ich  i s  on l y used  to  get  the  s tructu red  M I B  
attri bu tes;  Getti ng  a l l  attri bu te  val ues  from  
F i rstStoreI ndex i f Coun t =  0 .  Count  i s  va l i d  on l y i f 
S tatus  =  SUCCESS  

Attri bu teValue  Octetstri ng   
Retu rned  attri bu te  val ues  or attri bu tes  member 
val ues.  Attri bu teVal ue  i s  va l i d  on l y i f S tatus  =  
SUCCESS.  

I f the  operation  of getti ng  attributes  is  successfu l ,  the  Status  shou ld  be  SUCCESS and  the  
Attribu teValue  i s  val i d ;  i f the  M IB  does  not have  the  needed  attributes,  the  Status  shou ld  be  
INVALID  ATTRIBUTE;  i f the  M IB  does  not  have  the  needed  attribute  members,  the  Status  
shou ld  be  I NVALID  ATTRIBUTE MEMBER;  i f the  M IB  does  not  have  the  needed  records  
i ndexed  wi th  F i rstStoreI ndex and  Count,  the  Status  shou ld  retu rns  I NVALID  RANGE.  

6. 7. 2 .3  DM AP attri bu te  set  service  

DMAP-MIB-SET. request  i s  used  by protocol  layers  to  wri te  attribu tes  to  the  M IB.  

The  semantics  of DMAP-MIB-SET. request  are  as  fol lows:  

DMAP-MIB-SET. request(  

Hand le,  
ShortAddr,  
Attribu teID ,  
MemberID,  F i rstStoreI ndex,  
Count,  
Attribu teValue  
)  

Table  27  speci fies  the  parameters  for DMAP-MIB-SET. request.  
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Table  27  – DM AP-M IB-SET.req u est  param eters   

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Unsigned8  0  to  255  
Ass igned  hand le  when  i n voking  the  DMAP-MIB-
SET. request  

ShortAddr Unsigned 1 6  0  to  65  535  

The  8  or 1 6-bi t  short  add ress  of a  fi e l d  d evice,  or the  
Ad ID  (see  6 . 7 . 1 . 2 . 1 )  of an  access  device.  ShortAddr 
i s  va l i d  on l y for GW to  wri te  i ts  l ocal  M IB  attri bu tes  of 
a  fi e l d  device  or an  access  device.   

Attri bu teI D  Unsigned8  0  to  255  Attri bu te  I D  i n  the  M I B  

MemberID  Unsigned8  0  to  255  

The  i d enti fi er of attri bu te  member.  

The  val ue  255  means  that  a l l  a ttri bu tes  shou ld  be  
wri tten .  MemberID  i s  i nva l i d  for unstructu red  
attri bu tes.  

F i rstStoreI ndex  Unsigned 1 6  0  to  65  535  
The  fi rst  s torage  i ndex of mu l ti p l e  attri bu te  val ues.  
F i rstStoreI ndex i s  i n val i d  for unstructured  attri bu tes.  

Count  Unsigned8  0  to  255  

Number of attri bu te  val ues  or a ttri bu tes  member 
val ues,  wh ich  i s  used  to  set  the  s tructu red  M I B  
attri bu tes;  Setti ng  a l l  attri bu te  val ues  from  
F i rstStoreI ndex i f Coun t =  0  

Attri bu teValue  Octetstri ng   Wri tten  attri bu te  val ues  or attri bu tes  member val ues.   

 

DMAP-MIB-SET.confi rm  i s  used  to  return  the  resu l t of DMAP-MIB-SET. request.  

The  semantics  of DMAP-MIB-SET.confi rm  are  as  fol l ows:  

DMAP-MIB-SET.confi rm (  

Hand le ,  
Status  
 )  

Table  28  speci fies  the  parameters  for DMAP-MIB-SET.confi rm .  

Table  28  – DM AP-M IB-SET.con fi rm  param eters   

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Uns igned8  0  to  255  
Ass igned  hand le  when  i n voking  the  DMAP-MIB-
SET. request  

S tatus  Uns igned8  0  to  255  

Attri bu te  setti ng  resu l ts :  

0  =  SUCCESS ;   

1  =  I NVALID  ATTRIBUTE;  

2  =  I NVALID  ATTRIBUTE  MEMBER;  

3  =  I NVALID  VALUE;  

Others  are  reserved .  

 

I f the  operation  of setti ng  attribu tes  i s  successfu l ,  the  Status  shou ld  be  SUCCESS;  i f the  M IB  
does  not have  the  needed  attribu tes,  the  Status  shou ld  be  I NVALID  ATTRIBUTE;  i f the  M IB  
does  not have  the  needed  attribu te  members,  the  Status  shou ld  be  INVALID  ATTRIBUTE  
MEMBER;  i f AttributeValue  is  ou t  of va l id  range,  the  Status  shou ld  be  I NVALID  VALUE.  
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7 Ph ysi cal  l ayer 

7. 1  G en eral  

The physica l  l ayer of WIA-FA is  based  on  the  I EEE  STD  802. 1 1 -201 2  PHY.  WIA-FA supports  
d i fferent modu lation  modes  (FHSS,  DSSS,  OFDM,  etc. )  in  I EEE  STD  802. 1 1 -201 2 .  

7. 2  Gen eral  req u irem en ts  based  on  I EEE STD  802. 1 1 -201 2  

Table  29  speci fi es  the  I EEE  STD  802. 1 1 -201 2  PHY se lection  for a  WIA-FA device.  

Tabl e  29  – PH Y protocol  sel ection   

Cl au s e  H ead er Presen ce  Con s trai n ts  

7  PHY service  speci fi cation  

7 . 1  Scope  YES   

7 . 2  PHY functions  YES   

7 . 3   

7 . 3. 1  Scope  and  fi e l d  of appl i cati on  YES  

7 . 3. 2  Overview of the  service  YES  

7 . 3. 3  Overview of i n teractions  YES  

7 . 3. 4   

7 . 3. 4 . 1  Genera l  YES   

7 . 3. 4 . 2  PHY-SAP peer-to-peer service  prim i ti ves  YES  

7 . 3. 4 . 3  PHY-SAP sublayer-to-sublayer service  prim i ti ves  YES   

7 . 3. 4 . 4  PHY-SAP service  prim i ti ves  parameters  YES  

7 . 3. 4 . 5  Vector d escripti ons  YES  

7 . 3. 5   

7 . 3. 5. 1  I n troduction  YES  

7 . 3. 5. 2  PHY-DATA. request  YES   

7 . 3. 5. 3  PHY-DATA. ind ication  YES   

7 . 3. 5. 4  PHY-DATA. confi rm  YES  

7 . 3. 5. 5  PHY-TXSTART. request  YES   

7 . 3. 5. 6  PHY-TXSTART.confi rm  YES  

7 . 3. 5. 7  PHY-TXEND. request  YES   

7 . 3. 5. 8  PHY-TXEND. confi rm  YES   

7 . 3. 5. 9  PHY-CCARESET. request  NO   

7 . 3. 5. 1 0  PHY-CCARESET. confi rm  NO   

7 . 3. 5. 1 1  PHY-CCA. ind icati on  NO   

7 . 3. 5. 1 2  PHY-RXSTART. ind ication  YES  

7 . 3. 5. 1 3  PHY-RXEND. ind i cation  YES   

7 . 3. 5. 1 4  PHY-CONFIG. request  YES   

7 . 3. 5. 1 5  PHY-CONFIG. confi rm  YES   

7 . 4  PHY management  YES   

1 4  Frequency-Hoppi ng  spread  spectrum  (FHSS)  PHY speci fi cati on  for the  
2 . 4GHz i n dustri a l ,  scienti fi c,  and  med ical  ( I SM)  band  

YES  

1 5  I n frared  ( I R)  PHY speci fi cation  NO   

1 6  DSSS  PHY speci fi cation  for the  2 . 4GHz band  des i gnated  for I SM  
appl i cations  

YES  

1 7  H igh  Rate  d i rect  sequence  spread  spectrum  (HR/DSSS)  PHY 
speci fi cation   

YES   

1 8  Orthogonal  frequency d i vi s ion  mu l ti p l ex (OFDM) PHY speci fi cation   Parti a l  2 , 4  GHz  

1 9  Extended  rate  PHY (ERP )  speci fi cation  Parti a l  2 , 4  GHz  

20  H igh  Throughpu t (HT)  PHY speci fi cation  Parti a l  2 , 4  GHz  
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7. 3  Addi tion al  requ irem en ts  

7. 3. 1  Gen eral  

A device  compl ian t wi th  th is  PAS  shal l  operate  i n  the  l i cense-free  2 , 4  GHz band  us ing  
modu lations  of I EEE  STD  802. 1 1 -201 2.  The  frequency band ,  channels ,  transm ission  power,  
and  the  data  rate  are  defined  speci fical l y.  

7. 3. 2  Frequ en cy ban d  

WIA-FA devices  operate  i n  the  l icense-free  2 , 4  GHz band .  D i fferen t counties  define  d i fferen t  
2 , 4  GHz frequency band  (see  IEEE  STD  802. 1 1 -201 2  PHY).  For example,  the  2 , 4  GHz 
frequency band  i n  Ch ina/USA/Europe i s  defi ned  from  2 , 4  GHz to  2 , 4835 GHz,  and  the   
2 , 4  GHz frequency band  i n  J apan  i s  defined  from  2 , 471  GHz to  2 , 497  GHz.  

7. 3. 3  Ch an n el  bi tm ap  

WIA-FA devices  use  B i tMap  (see  6 . 7. 1 . 2. 1 )  to  describe  the  usable  channels .  The  B i tMap  i s  
defined  by 3  octets  to  i nd icate  modu lation  modes  and  channel  i nd ices.  The  format of the  
B i tMap  i s  shown  i n  F igure  21 .  

Bi ts:  0  to  3   B i ts:  4  to  1 7   B i ts:  1 8  to  2 3  

Modu l ation  modes  Channel  s tates  Reserved  

 

Fig u re 21  – Bi tM ap format  

Bi tMap  i s  composed  of the  fo l lowing  fi e lds .  

– Modu lation  modes:  l eng th  is  4  b i ts .  See  Table  30  for detai led  cod ing  of modu lation  modes.  

– Channel  s tates:  B i ts  4  to  1 7  i nd icate  channels  i n  d i fferent modu lation  modes  (see  Table  
31 ) .  B i t  4  i nd icates  the  usable  state  of Channel  1 ;  the  value  of 1  i nd icates  Channel  1  i s  
usable  and  the  value  of 0  i nd icates  Channel  1  i s  not  usable.  B i ts  5  to  1 7  i nd icated  the  
usable  states  of Channel  2  to  Channel  1 4  are  same as  B i t  4 .  

The  cod ing  method  of Modu lation  modes  in  F igure  21  accord ing  to  I EEE  STD  802. 1 1 -201 2  is  
shown  i n  Table  30.  

Tabl e  30  – Cod i n g  of M odu l ati on  mod es  

Bi t 3  to  Bi t  0  M od u l ati on  

0000  FHSS  

0001  DSSS  

001 0  HR/DSSS  

001 1  OFDM  

01 00  ERP-DSSS  

01 01  ERP-CCK 

01 1 0  ERP-OFDM  

01 1 1  ERP-PBCC 

1 000  DSSS-OFDM  

1 001  No-HT mode  

1 01 0  M i x mode  

1 01 1  HT mode  
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The  avai l able  channels  are  shown  i n  Table  31 .   

Table  31  – Ch an n el  in d i ces   

M od u l ati on  Su pported  ch an n el s  

FHSS   

DSSS  Channels  i ndexed  from  1  to  1 4  

HR/DSSS  Channels  i ndexed  from  1  to  1 4  

OFDM  Not  defi ned ,  maximum  1 4  channels  

ERP  ERP-DSSS  Channels  i ndexed  from  1  to  1 4  

ERP-CCK 

ERP-OFDM  

ERP-PBCC 

DSSS-OFDM  

HT  No-HT model  Channels  i ndexed  from  1  to  1 4  for  
20  MHzchannel  spacing ;  

Channels  i ndexed  from  1  to  9  or 5  to  1 3  
for 40  MHz channel  spaci ng  

M i x mode  

HT mode  

 

7. 3. 4  Tran sm issi on  power 

Transm it power shal l  be  the  Equ ivalen t I sotropic Rad iated  Power (EIRP)  of the  device.  WIA-

FA devices  shal l  provide  a  nom inal  E IRP  of +1 0  dBm  (1 0  mW) ± 3dBm.  The  maximum  
rad iated  power l evel  shal l  not  exceed  the  regu latory requ i rements  that  apply where  the  device  
is  deployed .  

7. 3. 5  Data rate  

A WIA-FA device  shou ld  support the  data  rates  defined  on  the  2 , 4  GHz band .  

The  data  rates  support by WIA-FA devices  are  shown  i n  Table  32 .   

Table  32  – Data rate   

M od u l ati on  Data  rate  ( i n  M bps)  

FHSS  1 /1 . 5/2/2 . 5/3/3. 5/4/4. 5  

DSSS  1 /2  

HR/DSSS  1 /2/5. 5/1 1  

OFDM  1 . 5/2 . 25/3/4. 5/6/9/1 2/1 3. 5  for 5  MHz 
channel  spacing  (support  of 1 , 5,  3 ,  
and  6  Mb/s  data  rates  i s  mandatory)  

ERP ERP-DSSS  1 /2  

ERP-CCK 5. 5/1 1  

ERP-OFDM  6/9/1 2/1 8/24/36/48/54  

ERP-PBCC 5. 5/1 1 /22/33  

DSSS-OFDM  6/9/1 2/1 8/24/36/48/54  

HT  No-HT model  Support  rates  of ERP PHY 

M i x mode  Not defi ned  

HT mode  Unsupported  
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8 Data Li n k Layer 

8. 1  G en eral  

The WIA-FA Data  L ink Layer (DLL)  is  des igned  to  guarantee  real - time,  re l i ab le  and  secure  
communication  between  WIA-FA fi e l d  devices  and  access  devices .  WIA-FA DLL  includes:  

– DLL  data  transport  functions:  adopting  TDMA mechan ism  based  on  superframe,  to  avoid  
transm ission  col l i s ion  between  messages,  and  ensure  the  re l iabi l i ty and  rea l - time  
performance of transm ission ;  supporting  frame aggregation/d isaggregation .  

– DLL  management functions:  defin ing  device  j o in ing ,  leaving ,  t ime synchron ization ,  remote  
attribute  get/ configuration ,  etc.  

8. 1 . 1  Protocol  arch i tectu re  

WIA-FA DLL protocol  arch i tecture  is  shown  i n  F igure  22.  WIA-FA DLL provides  service  
in terfaces  for AL.  DLL i ncludes  DLL  data  enti ty (DLDE)  and  DLL  management en ti ty (DLME).  
DLDE is  responsib le  for provid ing  data  service  in terface  DLDE-SAP;  DLME provides  
management in terface  for j o in ing ,  leaving ,  t ime  synchron ization ,  configuring  parameters  and  
mon i toring  runn ing  status  of DLL,  etc.  

DLL

D
L
M
E
-S

A
P

DLDE-SAP DLME-SAP

PLME-SAPPLDE-SAP

Management 

en ti ty
Data en ti ty

 

Figu re 22  – WI A-F A DLL  protocol  arch i tectu re    

8 . 1 . 2  WI A-F A su perfram e 

WIA-FA superframe adopts  TDMA access  mechan ism  to  real i ze  re l iabi l i ty and  real -time  
performance of data  transm iss ion .  I n  the  s igh t of time,  WIA-FA superframe cons ists  of 
timeslots  and  the  structure  of a  timeslot i s  shown  i n  F igure  23.  The  leng th  of a  timeslot i s  
configurable,  and  every timeslot i s  on l y used  for one  frame’s  transm iss ion .  I n  the  s i ght  of 
communication  source,  WIA-FA superframe consists  of several  l i nks,  and  every l ink is  
speci fied  by a  timeslot and  a  channel .  
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TsCCAOffset

TxCCATime

RxTxTurnaroundTime

TxMaxPHYPacket

1

2

1 PreambleLength

2 PLCPheaderLength

TxMaxMPDU

Source 

device

Destination  

device

RxOffset RxWait

SynError

 

Fi gu re  23  – Th e  template  of ti m esl ot  stru ctu re  

The parameters  of timeslot  template  are  defined  i n  Table  33.  

Table  33  – Param eters  of ti m esl ot templ ate  

Param eter n am e  Des cri pti on  

TsCCAOffset Time  from  the  beg inn ing  of a  t imeslot  to  the  beg i nn i ng  of impl ementi ng  
CCA ( i n  µ s)  

TsCCATime Time  of implementi ng  CCA (8  symbols)  

RxTxTurnaroundTime  Maximum  swi tch  t ime  of Rx to  Tx transi ti on  

PreambleLength  Transm iss ion  t ime  of physical  l ayer preamble  

PLCPheaderLength  Transm iss ion  t ime  of PLCP  head  

TxMaxDPDU  Transm iss ion  t ime  of the  l ongest  DLPDU  

TxMaxPHYPacket  Transm iss ion  t ime  of the  l ongest  physical  l ayer frame;  the  val ue  i s  

PreambleLength+PLCPheaderLength+  TxMaxMPDU  ( i n  µ s)  

RxOffset  Time  from  the  beg inn ing  of a  timeslot  to  the  beg i nn i ng  of transceiver 
sens ing  

RxWai t  Shortest  t ime  of desti nati on  device  wai ti ng  to  s tart  frame  transm ission ,  
wh ich  depends  on  time  sh i ft.  

SynError Time  d i fference  from  the  actual  s tart  t ime  of a  frame  to  the  i deal  time,  
i . e .  the  time  synchron i zati on  d i fference  between  a  d esti nati on  device  
and  a  source  device  ( i n  µ s)  

 

After WIA-FA network in i t ial i zed ,  the  gateway device  fi rstl y main ta ins  a  defau l t superframe.  As  
shown  i n  F igure  24,  the  defau l t  superframe cons ists  of beacon  timeslot,  management 
timeslots,  and  data  timeslots.  The  SuperframeList a ttribu te  (see  Table  1 6  i n  6 . 7 . 1 . 2. 2)  of the  
defau l t superframe is  set as  fo l l ows:  

– SuperframeID  i s  set to  0 ;  

– The  l ength  of the  defau l t  superframe is  set to  50ms i n  WIA-FA network;  

– ActiveFlag  and  ActiveSlot are  set to  0 ;  Acti veFlag  and  ActiveSlot  can  be  mod i fied  by users.  

The  s tructure  of the  defau l t  superframe is  broadcast by beacon ,  and  beacon  frame format i s  
seen  i n  8 . 4 . 6.  
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…Beacon …

Uplink 

shared 

timeslot

Uplink 

shared 

timeslot

Uplink 

shared 

timeslot

Downlink 

timeslot

Downlink 

timeslot

 

Fi gu re 24 – WI A-F A d efau l t  su perframe 

The functions  of d i fferen t kinds  of t imeslots  i n  defau l t superframe are  shown  as  fol lows:  

– Access  device  broadcasts  beacon  at  the  a l located  beacon  timeslot  i n  defau l t superframe 
(see  8. 1 . 2)  for fie l d  device  j o in ing  the  network (see  8. 3 .3 . 5) .  

– F ie ld  device  and  gateway device  use  the  up l ink shared  timeslots  and  down l ink timeslots  
defined  i n  the  beacon  frame (see  8. 4. 6)  to  send  j o i n  request  and  j o i n  response  (see  8. 3. 4)  
respectivel y.   

–  Gateway device  uses  the  down l ink timeslots  to  configure  fi e ld  devices.  

– Gateway device  uses  the  down l ink timeslot to  i nvoke  remote  attribu te  configuration  
services  to  a l l ocate  communication  resources  for fie l d  devices.  

After a  fi e ld  device  j o i ns  the  network,  NM  cou ld  configure  mu l tip le  superframes  for i t.  The  
number of superframes  and  the  l eng th  of these  superframes  are  determ ined  by report cycles  
and  data  update  rates  of UAOs  i n  fi e l d  devices.  Same data  update  rate/report cycle  uses  the  
same superframe.  That  i s  i f device  UAO has  N  data  update  rates  and  report  cycles ,  N  
superframes  shou ld  be  configured .  For example,  i f the  data  update  rates  of UAOs  are  1 ,  2 ,  
and  1 6,  the  report cycles  are  2  and  32 ,  the  fie l d  device  shou ld  be  configured  4  superframes.  
Gateway device  mainta ins  a l l  devices ’  superframes  in  the  network.  The  number of superframe 
and  the  superframe structure  i n  an  access  device  is  the  same as  that  of managed  fie ld  
devices.  The  structure  of a  configured  superframe is  shown  i n  F igure  25.  

Beacon …Superframe 1

Beacon …

Beacon … …

Superframe 2

Superframe 3

timeslot

 

Figu re 25 – WI A-F A su perfram e 

WIA-FA network devices  adopt TDMA access  mechan ism  to  commun icate  at d i fferent 
channels .  As  shown  i n  F igure  26,  WIA-FA network devices  use  mu l tiple  channels  to  
communicate.  

timeslot timeslot timeslot timeslot timeslot timeslot timeslot

Channel  1

Channel  2

Channel  3

Occupied timeslot 

 

Fi gu re  26  – Th e  exam pl e  of WI A-F A d evi ces  m u l ti -ch an n el  com mu n i cation  
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8. 1 . 3  Com mu n ication  based  on  m u l tipl e  access  d evi ces  

8. 1 . 3.1  Beacon  comm u n i cation  based  on  mu lti pl e  access  d evi ces   

WIA-FA network a l l ows  having  mu l ti ple  access  devices.  Mu l tip le  access  devices  connect  wi th  
the  gateway device  by wi res  (see  Clause  9) .  NM  d ivides  the  access  devices  in to  mu l ti p le  sets  
accord ing  to  the  curren t  avai l able  channels,  and  assigns  a  channel  for every set to  send  
beacon .  Access  devices  i n  every set  cou ld  be  d i vi ded  i n to  several  teams  to  send  beacon ,  and  
the  team  coun t i s  i nd icated  by ADTeamNum.  The  transm ission  range  of a l l  access  devices  i n  
one  team  shou ld  cover maximal  working  fie ld  devices  at  one  channel .  

NM  in  the  gateway device  d istributes  a  un ique  Ad ID  for each  access  device  (see  9. 2) .  Beacon  
frames  i n  the  WIA-FA network is  broadcast by access  devices.  The  NM  adopts  a  grouping  
strategy for broadcasting  beacons,  wh ich  i ncludes  the  fo l lowing  steps:  

– The  defau l t superframe i s  d i vi ded  in to  ADTeamNum  segments  for ADTeamNum  teams of 
access  devices;  

– Al locating  beacon  timeslots  from  the  beg inn ing  of each  segment for each  team .  The  
number of a l l ocated  beacon  timeslots  i n  one  segment equals  to  the  number of access  
devices  i n  one  team ;  

– Calcu lating  the  beacon  timeslot  number for each  access  device  i n  a  team  as   

(SuperframeLength/ADTeamNum) TeamID  +  I nTeam ID  ,  

where  

SuperframeLength  is  the  l ength  of the  defau l t  superframe;  

Team ID  is  the  team  i denti fi er,  i ndexed  from  0;  

I nTeam ID  i s  the  AD  i denti fi er wi th in  a  team ,  i ndexed  from  0 .   

Each  fi e ld  device  can  real i ze  time synchron ization  i f i t  receives  a  beacon  from  any access  
device  during  SuperframeLength .  The  time precis ion  is  improved  by mu l ti p le  time 
synchron izations  wi th in  mu l tip le  segments .  

An  example  of a  TDMA superframe for an  access  device  i s  shown  in  F igure  27a).  I n   
F igu re  27a),  the  superframe l eng th  is  30  timeslots  and  the  timeslot 0  i s  used  for broadcast 
beacon ;  F igure  27b)  g i ves  an  example  of a  superframe for mu l ti ple  access  devices.  6  access  
devices  are  d i vided  i n to  2  teams.  AD1 1 ,  AD1 2 ,  and  AD1 3  i n  one  team ,  and  AD21 ,  AD22,  and  
AD23  are  i n  another one  team .  The  superframe i n  F igure  27b)  i s  d i vided  i n to  two segments  
and  the  fi rst th ree  timeslots  in  each  segment are  used  for broadcasting  beacons.  

segment

A TDMA superframe

B B

B B B

(a)

(b)

B B B B B B

AD1 1

AD1 2

AD1 3 AD21

AD22

AD23 AD1 1

AD1 2

AD1 3

segment

 

Figu re 27  – An  example  of beacon  comm u n i cation  based  on  mu ltipl e  ADs  
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8. 1 . 3.2  Oth er fram e  comm u n i cati on  based  on  mu lti ple  access  d evi ces  

When  a  fie ld  device  sends  a  frame  accord ing  to  the  L i nkList  attributes  (see  Table  1 7)  
d istribu ted  by NM ,  the  gateway device  may receive  same  frames  from  mu l tip le  access  devices.  
The  gateway device  fi l ters  dupl icate  frames  through  the  sequence number (see  8. 4. 1 ).  

When  the  gateway device  sends  a  frame to  a  fie ld  device,  the  gateway device  shou ld  choose  
an  access  device  to  forward  the  frame by us ing  pre-al located  l i nk (speci fic selection  a lgori thm  
i n  NM  is  beyond  the  scope  of th is  PAS).  

8. 1 . 4  Ti me syn ch ron i zation  

The  i n ternal  clock of the  gateway device  i s  set as  time source  in  WIA-FA network.  Accord ing  
to  I EC 61 588,  a l l  access  devices  keep s trict  time  synchron ization  wi th  the  gateway device  by 
wi res.  WIA-FA network supports  one-way time synchron ization  and  two-way synchron ization .  

– I f TwoWayTimeSyn  (see  6 . 7 . 1 . 2. 1 )  i s  set  to  0 ,  fi e ld  devices  implement the  one-way time 
synchron ization  wi th  access  device.   

– I f TwoWayTimeSyn  (see  6 . 7 . 1 . 2. 1 )  i s  set  to  1 ,  fi e ld  devices  implement the  one-way time  
synchron ization  wi th  access  device  before  j oi n ing  WIA-FA network,  implement two-way 
time  synchron ization  in  the  fi rst superframe after j o in ing  the  network,  and  conti nue  one-
way time  synchron ization  after two-way time  synchron ization .  The  TxDelay (see  6. 7. 1 . 2 . 1 )  
i s  recorded  during  the  two-way time synchron ization .   

For the  one-way time  synchron ization ,  access  devices  send  beacon  frames  period ica l l y.  After 
receiving  a  beacon  frame,  a  fi e l d  device  corrects  i ts  l ocal  t ime value  accord ing  to  the  
timestamp value  i n  a  beacon  frame  to  keep  the  time  synchron ization  of the  whole  network.   
The  process  of the  one-way time synchron ization  is  shown  i n  F igure  28.  See  8 . 4. 6  for the  
format of a  beacon  frame.  

Gateway device Access device Field  device

Beacons

Maintaining  strict  time 

synchron iza tion  by wi res

 

Figu re 28  – Process  of on e-way tim e syn ch ron i zati on  

For the  two-way time synchron ization ,  shown  i n  F igure  29,  a  fie ld  device  sends  a  time  
synchron ization  request frame (see  8 . 4. 1 2)  to  an  access  device  i n  up l i nk shared  timeslot after 
receiving  a  beacon  frame.  An  access  device  sends  the  time synchron ization  response frame 
(see  8. 4. 1 3)  to  the  fie ld  device  i n  management timeslot.  The  payload  of the  time 
synchron ization  response frame con ta ins  F ie ldDeviceTimeValue  and  ReceiveTimeValue.  The  
fie ld  device  implements  the  two-way time  synchron ization  and  calcu lates  TxDelay accord ing  
to  Absolu te  time  value  i n  Beacon  frame,  received  time  of th is  beacon ,  F ie l dDeviceTimeValue,  
and  ReceiveTimeValue.  TxDelay is  ca lcu lated  as:  

TxDelay=  ((received  time  of th is  beacon  – Absolu te  time value  in  Beacon  

frame)+(  ReceiveTimeValue-  F ie ldDeviceTimeValue)  ) /2  
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Gateway device Access device Field  device

Beacon

Maintaining  strict  time  

synchron ization  by wi res  

Time  synchron ization  

request frame

Time synchron ization  

response  frame

 

Figure  29  – Process  of two-way time  synchron ization  

8. 1 .5  Aggregation /Disaggregation  

The DLL of WIA-FA supports  frame aggregation/d isaggregation  mechan ism  to  reduce the  
number of transm i tted  frames.  

The  aggregation  shal l  appl y to  RT1  and  RT3  data.  The  aggregated  frames  shou ld  be  i n  same  
priori ty,  i . e. ,  RT1  or RT3.   

Frame aggregation /d isaggregation  is  a  function  of DLL.  Access  devices  support frame 
aggregation  and  fie ld  device  supports  d isaggregation .  When  the  DLL of an  access  device  
needs  to  send  N  data  frames  to  fie ld  devices,  the  access  device  shal l  fi gure  ou t the  l ength  of 
frame after aggregation .  I f i t  i s  l ess  than  the  MaxPayloadLength  of aggregated  frame (see  
6. 7. 1 . 2 . 1 ) ,  the  DLL of access  device  aggregates  those  data  frames.  After receiving  
aggregated  data  frame,  each  fie ld  device  d isaggregates  the  aggregated  frame and  gets  i ts  
own  frame.  The  aggregation /d isaggregation  mechan ism  can  reduce  the  number of frames  
from  access  devices  to  fi e ld  devices  and  can  improve  the  network capaci ty.  

Frame aggregation  i s  accompl ished  by DLL  i n  an  access  device.  The  configuration  process  of 
aggregation  function  i s  as  fo l lows:  

– Host computer reads  the  AGGSupportF lag  (see  6 . 7 . 1 . 2. 1 )  from  fie ld  devices  and  access  
devices  to  determ ine  whether they support  frame  aggregation /d isaggregation  function .  I f 
the  AGGSupportF lag  of both  fi e ld  devices  and  access  devices  are  1 ,  host computer 
con tinues  the  fo l l owing  configuration  process.  Otherwise,    AGGEnableF lag  (see  6. 7. 1 . 2 . 1 )  
i n  a l l  the  WIA-FA devices  are  set to  0 .  

– I f the  aggregation /d isaggregation  function  i s  enabled ,  NM  shal l  set  AGGEnableFlag  in  a l l  
WIA-FA devices  to  1 .  

The  frame aggregation /d i saggregation  function  of an  access  device  i s  performed  as  fo l lows:  

– I f the  value  of AGGEnableFlag  i s  0 ,  the  access  device  shal l  not  enable  the  frame 
aggregation/d isaggregation  function .  

– I f the  value  of AGGEnableFlag  i s  1 ,  the  access  device  shal l  enable  the  frame 
aggregation/d isaggregation  function .  The  access  devices  aggregate  mu l ti ple  frames  for 
mu l tip le  fi el d  devices  accord ing  to  the  format of the  aggregated  frame  shown  in  F igure  30 .  
The  l eng th  of aggregation  frame shal l  be  less  than  the  max l eng th  MaxPayloadLength  (see  
6. 7. 1 . 2 . 1 ) .  DLL of access  device  sets  Frame Type (see  8 . 4 . 1 )  to  aggregation  frame,  and  
uses  broadcast timeslot  (receiving  timeslot i n  the  correspond ing  fie ld  devices)  wh ich  
network manager pre-al l ocated  for access  devices  to  send  aggregation  frames.  
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 Th e  fi rs t fram e  …  Th e  n th  fram e  

1  octet  1 /2  octets  2  octets  
Variable  
Length  

…  1 /2  octets  2  octets  
Variable  
Length  

Aggregated  
number 

F ie l d  d evice  
add ress  

Data  
l eng th  

Data  …  
F ie l d  d evice  

add ress  
Data  
l eng th  

Data  

Fi gu re 30  – Ag g reg ation  frame payl oad  form at 

Each  fi e ld  i n  F i gure  30  is  defi ned  as  fol lows:  

– Aggregation  number:  l ength  is  1  octet,  i nd icates  the  number of frames  that i s  aggregated  
to  send  to  fie ld  devices.  

– F ie ld  device  address:  l ength  i s  1  or 2  octets,  i nd icates  the  desti nation  address  of fo l l owing  
aggregated  data.  

– Data  length :  l ength  is  2  octets,  represents  the  l eng th  of data  that i s  sent  to  a  fie l d  device.  

– Data:  variable  l eng th ,  represents  the  data  that i s  sen t to  a  fie l d  device.  

The  d isaggregation  function  is  set  and  used  as  fol l ows:  

– I f AGGSupportFlag  of fi e ld  device  and  access  device  i s  1  and  network manager set  
AGGEnableFlag  of fi e l d  device  and  access  device  to  1 ,  then  aggregation  function  and  
d isaggregation  function  enabled  at  the  same time,  i . e .  access  device  enabled  frame  
aggregation  function  meanwh i le  fie ld  device  enabled  d isaggregation  function .  

– Whether fie ld  device  d isaggregates  depends  on  the  frame type  of the  received  frame.  I f 
Frame Type  (see  8. 4 . 1 )  i nd icates  aggregation  frame,  fie ld  device  needs  to  d isaggregate 
accord ing  to  the  format of aggregation  frame (see  F igure  30) .  

8. 1 . 6  Retran sm issi on  

8. 1 . 6. 1  Retran sm i ssi on  mod es  

WIA-FA supports  the  fol lowing  retransm ission  modes:  

a)  NACK-based  retransm iss ion  mode:  when  a  fi e ld  device  sends  data  to  the  gateway device  
period ical l y,  i t  adopts  the  retransm ission  mode  based  on  NACK.  

b)  Mu l ti -un icast retransm iss ion  mode:  when  the  gateway device  sends  non-aggregated  data  
to  a  fi e ld  device  period ical l y,  i t  un icasts  the  same frame mu l tip le  times  to  th is  fie l d  device.  

c)  Mu l ti -broadcast retransm ission  mode:  when  the  gateway device  period ical l y sends 
aggregation  frame,  i t  broadcasts  the  same aggregation  frame mu l tip le  times  to  fie l d  
devices.  

d )  GACK-based  timeslot  backoff mode:  when  a  fi e ld  device  sends  a  non -period ic data  frame 
or management frame (e. g . ,  remote  attribu te  get,  remote  attribu te  set,  two-way time 
synchron ization)  to  the  gateway device,  i t  retries  by backoff the  retransm ission  timeslot  
accord ing  to  GACK.  

The  non-aggregated  broadcast frame from  the  gateway device  to  fi e l d  devices  doesn ’ t  need  to  
return  ACK,  thus  no  retransm ission  i s  needed .  

NACK frames  and  GACK frames  shou ld  be  sen t mu l tip le  times  to  ensure  the  network 
re l i ab i l i ty.  

8. 1 . 6.2  N ACK-based  retran smi ssi on  mode  

The NACK retransm ission  mode is  real i zed  accord ing  to  the  fol l owing  s teps.  

– The  NM  a l l ocates  several  g roups  of retransm iss ion  timeslots  for period ic  data  exchange 
between  fie ld  devices  and  the  gateway device.  These  period ic  data  can  be  data  or 
management frames.  The  coun t of g roups  and  the  count  of t imeslots  i n  each  group  are  
determ ined  by Lossrate  and  TargetLossRate  (see  6. 7. 1 . 2 . 1 ) .  

Copyright International  Electrotechnical  Commission  



I EC PAS  62948:201 5  © I EC  201 5  – 71  – 

A method  of reserving  retransm ission  timeslots  is  des igned  as  fol lows.  

The  m in imum  count  of retransm ission  times  m inRetryTime i s  ca lcu lated  as  

m inRetryTime=  l og  LossrateTargetLossRate.  

Then ,  the  retransm iss ion  times  MaxRetry >=minRetryTime (see  6. 7 . 1 . 2 . 1  for MaxRetry) .  

The  coun t of the  n th  group retransm ission  timeslots  m inRetrySlotNum[n]  satisfy 

m inRetrySlotNum[n ]>=FrameCount *  TargetLossRaten ,  

where   

FrameCount i s  the  coun t of period ic frames  sent to  the  gateway device  during  one  superframe.  

– A fi e l d  device  fi rstl y uses  a  pre-al located  timeslot to  send  a  period ic data/management 
frame to  the  gateway device.   

– The  gateway device  generates  NACK frame (see  8. 4. 4)  i n  a  certa in  order after he  receives  
mu l tip le  period ic  data/management frames  and  broadcasts  the  NACK frame  mu l tip le  times.  
The  NACK frame  includes  the  short  addresses  of the  fa i lu re  fi e ld  devices,  from  wh ich  the  
gateway device  does  not receive  period ic data/management frames  i n  schedu led  
timeslots.   The  repeating  coun t of NACKs  is  MaxRetry.  

– F ie ld  devices  parse  the  received  NACKs.  I f the  payload  the  NACK frame has  the  address  
of a  fi e ld  device,  th is  fie l d  device  shal l  retransm i t i ts  period ic frame by us ing  the  
retransm ission  timeslot i n  the  order timeslot  i nd icated  by the  NACK payload .  I f the  
schedu led  retransm ission  timeslots  are  not enough  for fi e l d  device  retransm iss ions,  the  
fie l d  device  shal l  postpone i ts  retransm issions  accord ing  to  next NACK.  

F igure  31  i s  an  example  of NACK retransm iss ion  mode.  Supposing  that Lossrate  i s  0 , 1  and  

TargetLossRate  i s  0 , 01  %,  then  m inRetryTime  =  4.  Let  MaxRetry>=  m inRetryTime  be  4.  Each  
fie ld  device  fi rstl y uses  schedu led  timeslots  to  send  period ic data/management frames  to  the  
gateway device.  The  gateway device  generates  NACK frame and  broadcasts  4  times  to  fi el d  
devices  i nd icating  whether i t  receives  frames  from  fie ld  devices.  F ie ld  devices  retry period ic 
data/management frames  i n  schedu led  retransmiss ion  timeslots  accord ing  to  the  sequence  
i nd icated  i n  NACK frame payload .  

. . .

Superframe

First transmission  timeslot

NACK timeslot

Retransmission  timeslot

. . . . . .

MaxRetry =4

 

Figu re 31  – Exampl e  of retran sm i ssion  mode  based  on  N ACK 

8. 1 . 6.3  M u lti -u n i cast  retran sm i ssion  mode  

The  mu l ti -un icast  retransm ission  mode  is  used  by the  gateway device  to  send  non -aggregated  
and  period ic data/management frames.  The  gateway device  sends  the  non -aggregated  and  
period ic data/management frames  to  a  fie l d  device  by mu l tip le  times  unti l  M axRetry (see  
6. 7. 1 . 2 . 1 ) .   

An  example  of mu l ti -un icast retransm iss ion  mode  i s  shown  i n  F igure  32 .  
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. . .

Superframe

Other timeslot

Timeslot for non-aggregated and  

periodic data/management frame

. . . . . .

MaxRetry =4

 

Fig u re 32  – Example  of mu lti -u n icast retran smi ssi on  mode  

8. 1 . 6.4  M u l ti -broad cast  retran smi ssion  mode  

I n  a  WIA-FA network supporti ng  aggregation/d isaggregation  mechan ism ,  the  gateway device  
broadcasts  an  aggregated  frame to  fi e l d  devices  by mu l ti p le  times  un ti l  MaxRetry.   

An  example  of mu l ti -broadcast retransm ission  mode  is  shown  i n  F igure  33 .  

. . .

Superframe

Other timeslot

Timeslot for aggregated frame

. . . . . .

MaxRetry =4

 

Figu re 33  – Example  of mu lti -broad cast retran smi ssion  mode  

8. 1 . 6.5  G ACK-based  ti m eslot backoff m od e  

Field  devices  u ti l i ze  the  timeslot backoff retransm ission  mode  to  retry aperiod ic  
data/management frames  (remote  get attribute  frame,  remote  set attribu te  frame,  time 
synchron ization  frame,  etc. )  to  the  gateway device  based  on  NACKs  (see  8. 4. 5).  

After the  gateway device  receives  aperiod ic data/management frames  from  mu l ti ple  fie ld  
devices,  i t  generates  a  GACK frame (see  8 . 4 . 5)  accord ing  to  the  addresses  of these  fie l d  
devices.  The  generated  GACK is  broadcast  by mu l tip le  times,  wh ich  is  same as  that of NACK-
based  retransm ission  mode (see  8. 1 . 6. 2) .  I f a  fie l d  device  does  not receive  a  NACK frame or 
the  received  NACK frame does  not i ncl ude  i ts  address,  the  fie ld  device  retries  the  related  
aperiod ic data/management frame by us ing  the  timeslot backoff method  to  compete  
retransm ission  timeslots.  

The  retransm itting  timeslots  (see  LinkList  i n  6 . 7 . 1 . 2. 2)  in  each  superframe shal l  be  used  by 
fie l d  devices  to  retry aperiod ic data/management frames.  The  fie l d  devices  set l inks  as  
receiving  l i nks  i n  GACK broadcast timeslot  and  prepare  to  receive  the  GACK frame.  I f a  fi e ld  
device  does  not receive  a  NACK frame or the  received  NACK frame does  not i nclude  i ts  
address,  i t  completes  the  retransm i tting  timeslots  for send ing  aperiod ic  data/management 
frames.  I f the  competi ti on  is  fa i lu re,  the  fie ld  device  shal l  de lay i ts  retransm ission  to  next 
retransm itti ng  timeslot un ti l  MaxRetry (see  6. 7 . 1 . 2. 1 ).  

An  example  of GACK-based  timeslot backoff mode  i s  shown  i n  F igure  34.  
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. . .

Superframe

Other timeslot

Retransmitting  timeslot

. . . . . .

MaxRetry =4

Retransmitting  timeslot for field  device F1

 

Figu re 34 – Example  of G ACK-based  ti m eslot backoff m od e  

8. 2  Data l i n k su b-layer d ata  servi ces  

8. 2. 1  Gen eral  

The data  l i nk layer data  enti ty service  access  poin t (DLDE-SAP)  supports  the  poin t-to-poin t  
transm ission  between  an  access  device  and  a  fie ld  device.  The  DLL data  services  prim i ti ve  
i ncludes  DLDE-DATA. request,  DLDE-DATA.confi rm ,  and  DLDE-DATA. ind ication .  

8. 2. 2  DLDE-D ATA. req u est pri mi tive  

Appl ication  sub- layer i nvokes  DLDE-DATA. request prim i ti ve  to  send  data.  

The  semantics  of DLDE-DATA. request  prim i ti ve  are  as  fol l ows:  

DLDE-DATA. request(  
DstAddr,  
VCR_ID,  
DataType,  
Priori ty,  
PayloadLength ,  
Payload  
)  

Table  34  speci fies  the  parameters  of DLDE-DATA. request  prim i ti ve.  
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Table  34  – DLDE-D ATA. requ est pri mi tive  param eters  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  The  short  address  of desti nati on  
device  

VCR_ID  Unsigned 1 6  0 ～6 5 5 3 5 
VCR i denti fi er for data.  VCR_ID  i s  
i nval i d  on l y i f DataType  =0  

DataType  Unsigned8  0  to  255  Data  type:  

0  =  DATA;  

1  =  NACK;  

2  =  GACK;   

others  are  reserved  

Priori ty  Unsigned8  0  to  255  The  priori ty of the  payload ,  

0  =  RT0;  

1  =  RT1 ;  

2  =  RT2;  

3  =  RT3;  

4  =  NRT;  

others  are  reserved .  

PayloadLength  Unsigned 1 6  0  to  65  535  Denoti ng  the  l eng th  of payl oad  (the  
un i t  i s  octet)   

Payload  Octetstri ng   Payload  

 

8. 2. 3  DLDE-D ATA. in di cation  pri mi tive  

DLDE-DATA. ind ication  prim i ti ve  is  used  to  report  data  received  to  the  appl ication  sub- layer.  

The  semantics  of DLDE-DATA. ind ication  prim i tive  are  as  fo l l ows:  

DLDE-DATA. ind ication(  
SrcAddr,  
DataType,  
PayloadLength ,  
Payload   
)   

Table  35  speci fi es  the  parameters  of DLDE-DATA. ind ication .  

Table  35  – DLDE-D ATA. in di cati on  prim i tive  param eters  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Unsigned 1 6  0  to  65  535   The  short  address  of source  device  

DataType  Unsigned8  0  to  255  Data  type:  

0  =  DATA;  

1  =  NACK;   

2  =  GACK;  

others  are  reserved  

PayloadLength  Unsigned 1 6  0  to  65  535  Denoti ng  the  l eng th  of Payload  ( i n  
octet)   

Payload  Octetstri ng   Payload  
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8.2.4  Time sequence  of DLL data  service  

Figu re  35,  F i gure  36,  and  F igure  37  g i ve  the  bas ic  process  of data  frame transm ission ,  
reception ,  and  acknowledgement.  

DLDE-DATA.request

FD ASL FD DLL GW ASLAD DLL

Period  data  frame

DLDE-DATA. indication

NACK

 

Figure 35 – Time sequence of period  data service  from  FD to  GW 

DLDE-DATA.request

FD ASL FD DLL GW ASLAD DLL

Other data  frame

DLDE-DATA. indication

GACK

 

Figure 36  – Time sequence of other data  service  from  FD to  GW 
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DLDE-DATA.request

GW ASL AD DLL FD ASLFD DLL

Data  frame/GACK/NACK

DLDE-DATA. indication

 

Figu re 37  – Tim e sequ en ce of d ata servi ce from  G W to  FD  

8. 3  Data l i n k su b-layer m an ag em en t  servi ces  

8. 3. 1  G en eral  

The data  l i nk l ayer management en ti ty service  access  poin t (DLME-SAP),  defi nes  the  way 
that  appl ication  l ayer passes  management commands  to  the  data  l i nk l ayer.  Table  36  
summarise  a l l  the  management services.  

Al l  Request services  are  i nvoked  by DMAP to  DLL  to  generate  a  request command  frame;  
I nd ication  services  are  used  by DLL to  DMAP to  report receiving  a  command  frame;  Response 
services  are  i nvoked  by DMAP to  DLL  to  generate  a  response frame;  and  Confi rm  services  
are  used  by DLL to  DMAP to  return  the  transm ission  status  of a  request command  frame.  

Table  36  – M an ag emen t  services   

Servi ce  n am e  Req u est  I n d i cati on  Respon se  Con fi rm  

DLME-DISCOVERY 8. 3. 2 . 1    8 . 3 . 7 . 2  

DLME-TIME-SYN  8. 3. 3. 1  8 . 3. 3. 2  8 . 3 . 3 . 3  0  

DLME-JOIN  8. 3. 4. 1  8 . 3. 4. 2  8 . 3 . 8. 2  8. 3. 9. 2  

DLME-DEVICE-STATUS  8. 3. 5. 1  8 . 3. 5. 2   8 . 3. 5. 3  

DLME-CHANNEL-CONDITION  8. 3. 6. 1  8 . 3. 4. 3   8 . 3 . 6 . 3  

DLME-INFO-GET 8. 3. 7. 1  8 . 3. 7. 3  8 . 3 . 8. 3  8 . 3 . 7 . 4  

DLME-INFO-SET 8. 3. 8. 1  8 . 3. 2 . 2  8 . 3 . 4 . 4  8 . 3 . 8. 4  

DLME-LEAVE  8. 3. 9. 1  8 . 3. 9. 2   8 . 3. 9. 3  

8. 3. 2  N etwork d i scovery servi ces  

8. 3. 2 . 1  DLM E-DISCOVERY. requ est 

DLME-DISCOVERY. request i s  used  to  request  a  device  to  scan  channels .  

DLME-DISCOVERY. request(  
ScanChannels  
)  

Table  37  speci fies  the  parameters  for DLME-DISCOVERY. request.  
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Table  37  – DLM E-DI SCOVERY. requ est param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

ScanChannels  Unsigned8  
B i tmap  (see  
6 . 7 . 1 . 2 . 1 )   

I EEE  STD 802. 1 1 -201 2  

1 4  physi cal  channels  avai l abl e   

 

8. 3. 2 . 2  DLM E-DISCOVERY. con firm  

DLME-DISCOVERY.confi rm  i s  used  to  respond  to  DLME-DISCOVERY. request.  

DLME-DISCOVERY.confi rm (  
Status,  
BeaconCount,  
SuperframeLeng th ,  
TimeslotDuration ,  
F i rstSharedTimeslotNum,  
SharedTimeslotCount,  
Absolu teTimeValue,  
BeaconDescription  
)  

Table  38  speci fi es  the  parameters  for DLME-DISCOVERY.confi rm .  

Table  38  – DLM E-DI SCOVERY. con fi rm  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Unsigned8  0  to  255  

Scan  resu l ts :  

0  =  SUCCESS;  

1  =  NO_BEACON;  

Others  are  reserved .  

BeaconCount  Unsigned8  0  to  255  The  number of beacons  d i scovered  

SuperframeLength  Unsigned 1 6  0  to  65  535  speci fi es  the  l eng th  of defau l t  
superframe  i n  t imes lot  (see  8 . 1 . 2)  

TimeslotDurati on  Unsigned 1 6  0  to  65  535  The  timeslot  l ength  set  by network 
(see  TimeSlotDu rati on  i n  6 . 7 . 1 . 2 . 1 )  

F i rstSharedTimeslotNumber Unsigned 1 6  0  to  65  535  The  shared  timeslots  i n  superframe 

ShareTimeslotNumber Unsigned8  0  to  255  The  tota l  number of shared  timeslots  
(see  8. 4 . 6)  

Absolu teTimeValue  TimeData   0  to  (264－1 )   The  absolu te  t ime  value  send i ng  the  
beacon  (see  TimeValue  i n  6 . 7 . 1 . 2 . 1 )  

BeaconDescripti on  Li s t  of 
BeaconDescripti on_ 
Struct  structu re  

 See  Tab le  39  

Table  39  – Beacon Descri pti on _Stru ct param eters  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

Channel I ndex 
Unsigned8  0  to  255  The  channe l  of receiving  Beacon  

(see  B i tMap  i n  6 . 7 . 1 . 2 . 1 )  

BeaconRelati veTimeslotNum  Unsigned 1 6  0  to  65  535  The  timeslot  send ing  beacon  

ED  Unsigned8  0  to  255  The  energy l evel  of a  received  
Beacon  
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8. 3. 2 .3  N etwork d i scovery process  

The process  of the  network d iscovery is  shown  i n  F igure  38.   

DLME-

DISCOVERY.request

FD DMAP FD DLL

DLME-

DISCOVERY.confirm

Scanning  procedure

FD PHY

 

Fig u re 38  – N etwork d iscovery process  

The  fi e ld  device  DMAP i nvokes  DLME-DISCOVERY. request to  request  the  physica l  l ayer 
i nvokes  the  scann ing  procedure  (see  1 0. 1 . 4. 3 . 3  i n  I EEE  802 . 1 1 -201 2) .  The  DLL  reports  
scann ing  resu l ts  to  DMAP by DLDE-  D I SCOVERY.confi rm  after scann ing .   

8. 3. 3  Ti me syn ch ron i zation  servi ces  

8. 3. 3.1  DLM E-TIM E-SYN . req u est  

DLME-TIME-SYN . request i s  used  to  send  two-way time synchron ization  command  frame  
requested  by the  DMAP.  

DLME-TIME-SYN . request(  
)  

DLME-TIME-SYN . request parameters  are  nu l l ,  wh ich  request physical  l ayer to  wri te  the  
absolu te  time va lue  in  the  time synchron ization  request command  frame.  

8. 3. 3.2  DLM E-TIM E-SYN . i n d i cati on  

DLME-TIME-SYN . ind ication  is  used  to  in form  the  DMAP that the  time  synchron ization  request  
command  frame has  been  successfu l l y received .  

DLME-TIME-SYN . ind ication(  

SrcAddr,  
F ie ldDeviceTimeValue  
)  

Table  40  speci fi es  the  parameters  for DLME-TIME-SYN . ind ication .  

Tabl e  40  – DLM E-TIM E-SYN . i n d i cation  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Unsigned 1 6  0  to  65  535  
The  short  address  of the  fi e l d  device  
(see  DeviceShortAdd ress   i n  
6 . 7 . 1 . 2 . 1 )  

F ie l dDeviceTimeValue  TimeData   0   to   (264-1 )  
The  timestamp when  the  fi e l d  device  
sends  time  synchron i zation  request  
frame,  i n  m icroseconds,  see  8 . 4. 1 2  
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8. 3. 3.3  DLM E-TIM E-SYN . respon se  

DLME-TIME-SYN . response  i s  the  response  of DLME-TIME-SYN . ind ication .  

DLME-TIME-SYN . response(  
DstAddr,  
F ie ldDeviceTimeValue,  
ReceiveTimeValue  
)  

Table  41  speci fies  the  parameters  for DLME-TIME-SYN . response.  

Table  41  – DLM E-TIM E-SYN . respon se  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  
The  short  address  of the  fi e l d  device  
(see  DeviceShortAdd ress  i n  6 . 7 . 1 . 2 . 1 )  

F ie l dDeviceTimeValue  TimeData  0   to   (264-1 )  

The  timestamp when  the  fi e l d  device  
sends  time  synchron i zation  
request command  frame ( i n  
m icroseconds),  see  8. 4 . 1 2  

Recei veTimeValue  TimeData  0   to   (264-1 )  

The  timestamp when  the  access  
device  receives  t ime  
synchron i zati on  request  command  
frame  ( i n  m icroseconds),  see  8 . 4. 1 3  

 

8. 3. 3. 4  DLM E-TIM E-SYN . con fi rm  

DLME-TIME-SYN .confi rm  is  used  to  forward  the  time value  that  the  fie l d  device  sends  the  
two-way time  synchron ization  frame or the  access  device  receives  the  time  
synchron ization  request frame in  the  two-way time  synchron ization  frame (see  8. 4. 1 2).  

DLME-TIME-SYN .confi rm (  
Status,  
F ie ldDeviceTimeValue,  
ReceiveTimeValue  
)  

Table  42  speci fies  the  parameters  for DLME-TIME-SYN .confi rm .  

Table  42  – DLM E-TIM E-SYN . con fi rm  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Uns igned8  0  to  255  

Resu l t  of the  time  synchron i zation  
request:  

0  =  SUCCESS;  

1  =  OVERTIME  (When  the  overtime  

>=  TwoWayOverTime,  
the   t ime  synchron i zation  i s  fa i l ed );  

Others  are  reserved .  

See  6 . 7 . 1 . 2 . 1  for TwoWayOverTime.  

F ie l dDeviceTimeValue  TimeData  0   to   (264-1 )  

The  timestamp when  the  fi e l d  device  
sends  two-way time  synch ron ization  
request  command  frame,  i n  
m icroseconds,  see  8. 4. 1 2  

Recei veTimeValue  TimeData  0   to   (264-1 )  

The  timestamp when  the  access  
device  receives  two-way time  
synchron i zati on  request  command  
frame  ( i n  m icroseconds),  see  8 . 4. 1 3  
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8.3.3.5  Time synchron ization  process  

Time synchron ization  process  is  shown  i n  F igure  39.   

DLME-TIME-SYN.request

FD DMAP FD DLL GW DMAPAD DLL

Time  synchron ization  

request frame

DLME-TIME-

SYN. indication

DLME-TIME-SYN.confirm

GACK

DLME-TIME-

SYN.response

Time  synchron ization  

response  frame

 

Figure 39  – Time synchron ization  process  

The fie ld  device  DMAP invokes  DLME-TIME-SYN. request i n  DLL,  i nd icating  DLL  send  time  
synchron ization  request command  frame;  After receiving  the  time synchron ization  request  
command  frame,  the  access  device  returns  GACK,   and  reports  to  the  gateway device  DMAP 
by DLME-TIME-SYN . ind ication .  The  gateway device  DMAP i nvokes  DLME-TIME-
SYN . response prim i ti ve,  i nd icating  the  access  device  DLL send ing  time synchron ization  
response command  frame.  After receiving  the  time synchron ization  response  command  frame,  
the  fie l d  device  DLL confi rms  to  DMAP by DLME-TIME-SYN .confi rm .  

8.3.4  Device  join ing  services  

8.3.4.1  DLME-JOIN . request 

DLME-JOIN . request i s  i nvoked  by DMAP of a  fi el d  device  attempt to  j o i n  WIA-FA network to  
request DLL generating  a  j o i n  request  command  frame.  

DLME-JOIN . request(  
NetworkID,  
Channel ,  
PhyAddr,  
SecMateria l  
)  

Table  43  speci fi es  the  parameters  for DLME-JOIN . request.  
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Table  43  – DLM E-J OIN . requ est param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

NetworkID  Unsigned8  0  to  255  
Network i denti fi er,  used  for mu l ti p l e  
networks  coexisti ng  (see  NetworkID  
i n  6 . 7. 1 . 2 . 1 )   

Channel  Unsigned8  
B i tmap  (see  
6 . 7 . 1 . 2 . 1 ,  Tabl e  1 7)   

Channel  used  for j oi n i ng ,  chosen  from  
val i d  channe ls  supported  by PHY 

PhyAddr Unsgned64  0   to   (264-1 )  
Long  address  of the  new device  
wai ti ng  to  j o i n  (see  LongAdd ress   i n  
6 . 7 . 1 . 2 . 1 )   

SecMateri al  Unsgned64  0   to   (264-1 )  
Device  securi ty materi a l  for 
au thenti cation  (see  1 1 . 3).  I f the  
SecLevel  i s  0 ,  th i s  fi e l d  i s  NULL.  

 

8. 3. 4. 2  DLM E-J OIN . i n di cation  

DLME-JOIN . i nd ication  is  used  to  in form  DMAP of the  gateway device  that the  j o i n  request  
from  one  device  has  been  successfu l l y received .  

DLME-JOIN . i nd ication(  
PhyAddr,  
SecMateria l  
)  

Table  44  speci fi es  the  parameters  for DLME-JOIN . i nd ication .  

Table  44  – DLM E-J OIN . i n di cation  parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

PhyAddr Unsigned64  0   to   (264 -1 )  
Long  address  of the  new device  
wai ti ng  to  j o i n  (see  LongAdd ress   i n  
6 . 7 . 1 . 2 . 1 )   

SecMateri al  Unsgned64  0   to   (264 -1 )  
Device  securi ty materi al  for 
au then ti cation  (see  1 1 . 3).  I f the  
SecLevel  i s  0 ,  th i s  fi e l d  i s  NULL.  

 

8. 3. 4. 3  DLM E-J OIN . respon se  

DLME-JOIN . response  i s  the  response  of DLME-JOIN . ind ication .  

DLME-JOIN . response(  
Status ,  
ShortAddr 
)  

Table  45  speci fi es  the  parameters  for DLME-JOIN . response.  
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Table  45  – DLM E-J OIN . respon se  parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Uns igned8  0  to  255  

Resu l t  of j o i n  requestjoi n  request:  

0  =  SUCCESS  

1  =  NetworkID  m ismatched ;   

2  =  Au thenti cation  fai l u re;  

3  =  Network overl oad ;  

others  are  reserved .  

ShortAddr Uns igned1 6  0  to  65  535  

Short  add ress  a l l ocated  by the  GW to  
device  wai ti ng  to  j o i n  (see  
DeviceShortAdd ress  i n  6 . 7. 1 . 2 . 1 ) ,  i f 
S tatus=SUCCESS,  th i s  fi e l d  i s  va l i d .  

 

8. 3. 4. 4  DLM E-J OIN . con firm  

DLME-JOIN .confi rm  i s  a  response  to  DLME-JOIN . request.  

DLME-JOIN .confi rm(  
Status,  
ShortAddr 
)  

Table  46  speci fi es  the  parameters  for DLME-JOIN . confi rm .  

Tabl e  46  – DLM E-J OIN . con fi rm  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Uns igned8  0  to  255  

Resu l t  of j o i n  requestjoi n  request:  

0  =  SUCCESS;  

1  =  NetworkID  m ismatched ;  

2  =  au thenti cati on  fai l ;  

3  =  network overl oad ;  

Others  are  reserved .  

ShortAddr Unsigned 1 6  0  to  65  535  

Short  add ress  a l l ocated  by the  GW to  
device  wa i ti ng  to  j oi n  (see  
DeviceShortAdd ress  i n  6 . 7 . 1 . 2 . 1 ) ,  i f 
S tatus=SUCCESS,  th i s  fi e l d  i s  val i d .  

 

8. 3. 4. 5  Devi ce j oi n  process  

Device  j o in  process  i s  shown  i n  F igure  40 .   
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DLME-JOIN.request

FD DMAP FD DLL GW DMAPAD DLL

Join  request command 

frame

DLME-JOIN. indication

DLME-JOIN.confirm

GACK

DLME-JOIN.response

Join  response 

command frame

 

Fig u re 40  – Device j oin  process  

The  fie ld  device  DMAP i nvokes  DLME-JOIN . request prim i tive  i n  DLL,  i nd icating  DLL  
send  j o in  request  command  frame;  After receiving  j o in  request  command  frame,  the  access  
device  returns  GACK,  and  reports  to  the  gateway device  DMAP by DLME-JOIN . i nd ication ;  
The  gateway device  DMAP i nvokes  DLME-JOIN . response prim i ti ve,  ind icati ng  the  access  
device  DLL send ing  j o i n  response  frame.  After receiving  j o i n  response  command  frame,  the  
fie ld  device  DLL  confi rms to  DMAP by DLME-JOIN .confi rm .  

8. 3. 5  Devi ce statu s  report servi ces  

8. 3. 5.1  DLM E-DEVI CE-STATU S. requ est  

DLME-DEVICE-STATUS. request i s  used  to  period ical l y report the  device  status  to  the  
gateway device  by a  fie ld  device.  

DLME-DEVICE-STATUS. request(  
PowerSuppl yStatus  
)  

Table  47  speci fi es  the  parameters  for DLME-DEVICE-STATUS. request.  

Table  47  – DLM E-DEVI CE-STATU S. requ est parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

PowerSupplyStatus  Uns igned8  0  to  255  I n formation  of device  e l ectri c  power,  
(See  PowerSuppl yStatus  i n  
Device_Struct  structure)  

 

8. 3. 5. 2  DLM E-DEVI CE-STATU S. i n di cati on  

DLME-DEVICE-STATUS. ind ication  i s  used  to  report the  receipt of a  device  cond i ti on  report 
command  frame to  the  DMAP.  

DLME-DEVICE-STATUS. ind ication (  
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PowerSuppl yStatus  
)  

Table  48  speci fies  the  parameters  for DLME-DEVICE  -STATUS. ind ication .  

Tabl e  48  – DLM E-DEVI CE -STATU S. i n d i cati on  parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

PowerSupplyStatus  

 

Unsi gned8  0  to  255  I n formation  of device  e l ectri c  power 
(see  PowerSupplyStatus  i n  
Device_Struct structu re)  

 

8. 3. 5. 3  DLM E-DEVI CE-STATU S. con fi rm  

DLME-DEVICE-STATUS.confi rm  is  used  to  retu rn  the  resu l ts  of DLME-DEVICE-
STATUS. request.  

DLME-  DEVICE-STATUS.confi rm(  
Status  
)  

Table  49  speci fies  the  parameters  for DLME-DEVICE-STATUS.confi rm .  

Table  49  – DLM E-DEVI CE -STATU S. con fi rm  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Unsigned8  0  to  255  Resu l t  of the  device  s tatus  report  
request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

others  are  reserved .  

 

8. 3. 5. 4  Devi ce statu s  report process  

Device  status  report process  i s  shown  i n  F igure  41 .   

DLME-DEVICE-

STATUS.request

FD DMAP FD DLL GW DMAPAD DLL

Device status report 

commond frame

DLME-DEVICE-

STATUS. indication

DLME-DEVICE-

STATUS.confirm

NACK

 

Figu re 41  – Device  statu s  report  process  

The  fi e ld  device  DMAP i nvokes  DLME-DEVICE-STATUS. request i n  DLL,  i nd icati ng  DLL  
send  device  status  report command  frame;  After receiving   device  s tatus  report  
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command  frame,  the  access  device  returns  NACK,  and  reports  to  the  gateway device  DMAP 
by DLME-DEVICE-STATUS. ind ication .  The  fi e ld  device  DLL  confi rms  to  DMAP by DLME-
DEVICE-STATUS.confi rm  after receiving  NACK.  

8. 3. 6  Ch an n el  con di tion  report services  

8. 3. 6.1  DLM E-CH AN N EL-CON DITION . requ est  

DLME-CHANNEL-CONDITION. request i s  used  to  report the  commun ication  channel  cond i ti on  
to  the  gateway device  by a  fi e ld  device.  

DLME-CHANNEL-CONDITION. request(  
Count,  
ChannelCond i tion I nfo  
)  

Table  50  speci fi es  the  parameters  for DLME-CHANNEL-CONDITION . request.  

Table  50  – DLM E-CH AN N EL-CON DITION . req u est param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Count  Uns igned8  0  to  255  
The  l eng th  of l i s t  of ChanCon_Struct  

ChannelCond i ti on I n fo  L i st  of 
ChanCon_Struct (see  
Table  1 8)  

 I n formation  of channel  cond i ti on  
attri bu tes  

 

8. 3. 6. 2  DLM E-CH AN N EL-CON DITION . in d i cation  

DLME-CHANNEL-CONDITION . ind ication  i s  used  to  report the  receipt of a  channel  cond i ti on  
report command  frame to  the  DMAP.  

DLME-CHANNEL-CONDITION . ind ication(  
SrcAddr,  
Count,  
ChannelCond i tion I nfo  
)  

Table  51  speci fi es  the  parameters  for DLME-CHANNEL-CONDITION . ind ication .  

Tabl e  51  – DLM E-CH AN N EL-CON DITION . i n d i cation  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Unsi gned 1 6  00  to  65  535  
The  short  address  of the  device  
asking  to  l eave  (see   
DeviceShortAdd ress  i n  6 . 7 . 1 . 2 . 1 )  

Count  Unsi gned8  0  to  255  
The  l ength  of l i s t  of 
ChanCon_Struct  

ChannelCond i ti on I n fo  Li s t  of ChanCon_Struct 
structure  (see   
Table  1 8)  

 I n formation  of channel  cond i ti on  
attri bu tes  

 

8. 3. 6. 3  DLM E-CH AN N EL-CON DITION . con fi rm  

DLME-CHANNEL-CONDITION .confi rm  is  used  to  return  the  resu l ts  of DLME-CHANNEL-
CONDITION . request.  

DLME-CHANNEL-CONDITION .confi rm (  
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Status  
)  

Table  52  speci fies  the  parameters  for DLME-CHANNEL-CONDITION .confi rm .  

Table  52  – DLM E-CH AN N EL-CON DITION . con firm  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Unsigned8  0  to  255  Resu l t  of the  channel  cond i ti on  report  
request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

others  are  reserved .  

 

8. 3. 6. 4  Ch an n el  con d i ti on  report process  

The process  of channel  cond i tion  report  i s  shown  i n  F igure  42 .   

DLME-CHANNEL-

CONDITION.request

FD DMAP FD DLL GW DMAPAD DLL

Channel  condition  report 

command frame

DLME-CHANNEL-

CONDITION. indication

DLME-CHANNEL-

CONDITION.confirm

NACK

 

Figu re 42  – Ch an n el  con dition  report  process  

The fi e ld  device  DMAP invokes  DLME-CHANNEL-CONDITION. request i n  DLL,  i nd icating  DLL  
send  channel  cond i ti on  report  command  frame;  after receiving  channel  cond i tion  reports  
command  frame,  the  access  returns  NACK,  and  reports  to  the  gateway device  DMAP by 
DLME-CHANNEL-CONDITION. ind ication ;  the  fie ld  device  DLL confi rms  to  DMAP by DLME-
CHANNEL-CONDITION .confi rm  after receiving  NACK.  

8. 3. 7  Remote attri bu te  g et servi ces  

8. 3. 7.1  DLM E-I N FO-G ET. req u est  

DLME-INFO-GET. request i s  used  to  remotel y request  attributes  i n  the  M IB.  

DLME-INFO-GET. request(  
Hand le ,  
DstAddr,  
Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count 
)  

Table  53  speci fi es  the  parameters  for DLME-INFO-GET. request.  
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Table  53  – DLM E-IN FO-G ET. req u est param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Unsigned8  0  to  255  
Ass igned  hand le  when  i n voking  the  DLME-
INFO-GET. request  

DstAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of desti nation  
device  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d enti fi er of attri bu te  member,  wh ich  i s  
used  to  get  the  structu red  M IB  attri bu tes.  The  
val ue  255  means  that  a l l  attri bu te  members  
shou ld  be  read .  Th i s  val ue  i s  not  val i d  for 
unstructu red  attri bu tes   

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti p l e  records,  
th i s  va l ue  i s  not  val i d  for the  u nstructu red  
attri bu tes  

Count  Unsigned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  get  the  
M IB  records,  getti ng  a l l  records  from  
F i rstStoreI ndex i f Coun t =  0  

 

8. 3. 7. 2  DLM E-I N FO-G ET. i n di cati on  

DLME-INFO-GET. ind ication  is  used  to  i n form  the  DMAP that attributes  getti ng  request  frame  
has  been  successfu l l y received .  

DLME-INFO-GET. ind ication(  
SrcAddr,  
Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count  
)  

Table  54  speci fi es  the  parameters  for DLME-INFO-GET. ind ication .  

Table  54  – DLM E-IN FO-GET. i n di cation  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of source  device  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d en ti fi er of attri bu te  member,  wh ich  i s  
used  to  get  the  s tructu red  M I B  attri bu tes.  
The  val ue  255  means  that  a l l  a ttri bu te  
members  shou l d  be  read .  Th i s  val ue  i s  not  
va l i d  for the  u nstructu red  attri bu tes  

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti pl e  records,  
th i s  va l ue  i s  not  val i d  for the  unstructured  
attri bu tes  

Count  Unsigned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  get  the  
M IB  records,  getti ng  a l l  records  from  
F i rstStoreI ndex i f Coun t =  0  

 

8. 3. 7. 3  DLM E-I N FO-G ET. respon se  

DLME-INFO-GET. response  i s  used  to  respond  to  DLME-INFO-GET. ind ication .  

DLME-INFO-GET. response(  
DstAddr,  
Status,  

Copyright International  Electrotechnical  Commission  



 – 88  – I EC PAS  62948:201 5  © I EC  201 5  

Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count,   
Attribu teValue  
)  

Table  55  speci fies  the  parameters  for DLME-INFO-GET. response.  

Tabl e  55  – DLM E-IN FO-GET. respon se  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of desti nation  
device  

Status  Unsigned8  0  to  255  Execu tion  resu l t  of the  request  

0  =  SUCCESS;   

1  =  UNSUPPORTED_ATTRIBUTE;   

Others  are  reserved .  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d en ti fi er of attri bu te  member,  wh ich  i s  
used  to  get  the  s tructu red  M I B  attri bu tes.  
The  val ue  255  means  that  a l l  a ttri bu te  
members  shou l d  be  read .  Th i s  val ue  i s  not  
va l i d  for the  u nstructu red  attri bu tes  

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti pl e  records,  
th i s  va l ue  i s  not  val i d  for the  unstructured  
attri bu tes  

Count  Unsigned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  get  the  
M IB  records,  getti ng  a l l  records  from  
F i rstStoreI ndex i f Coun t =  0  

Attri bu teValue  Octectstri ng   Value  of the  attri bu te  to  be  read  

 

I f the  operation  of getting  attributes  is  successfu l ,  the  Status  shou ld  be  SUCCESS;  i f the  M IB  
does  not have  the  needed  attribu tes,  the  Status  shou ld  be  UNSUPPORTED_ATTRIBUTE,  and  
Attibu teValue  i s  inva l i d .  

8. 3. 7. 4  DLM E-I N FO-G ET.con fi rm  

DLME-INFO-GET.confi rm  i s  used  to  return  the  resu l ts  of DLME-INFO-GET. request.  

DLME-INFO-GET.confi rm (  
Hand le,  
SrcAddr,  
Status,  
Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count,  
Attribu teValue  
)  

Table  56  speci fi es  the  parameters  for DLME-INFO-GET.confi rm .  
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Tabl e  56  – DLM E-IN FO-GET.con firm  param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Unsigned8  0  to  255  
Assigned  hand le  when  i n voking  the  DLME-
INFO-GET. request  

SrcAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of source  device  

Status  Unsigned8  0  to  255  Execu tion  resu l t  of the  request  

0  =  SUCCESS;   

1  =  UNSUPPORTED_ATTRIBUTE;   

Others  are  reserved .  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d en ti fi er of attri bu te  member,  wh ich  i s  
used  to  get  the  s tructu red  M I B  attri bu tes.  
The  val ue  255  means  that  a l l  a ttri bu te  
members  shou l d  be  read .  Th i s  val ue  i s  not  
va l i d  for the  u nstructu red  attri bu tes  

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti pl e  records,  
th i s  va l ue  i s  not  val i d  for the  unstructured  
attri bu tes  

Count  Unsigned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  get  the  
M IB  records,  getti ng  a l l  records  from  
F i rstStoreI ndex i f Coun t =  0  

Attri bu teValue  Octectstri ng   Value  of the  attri bu te  to  be  read  

 

8. 3. 7. 5  Remote attribu te  g et process  

The process  of the  remote  attribu te  get process  i s  shown  i n  F igure  43.  

DLME-INFO-GET.request

GW DMAP AD DLL FD DMAPFD DLL

Remote attribute get 

request frame

DLME-INFO-

GET. indication

DLME-INFO-GET.confirm

DLME-INFO-

GET.response
Remote attribute get 

response command 

frame

GACK

 

Fig u re 43  – Remote attribu te  g et  process  

The  gateway device  DMAP invokes  DLME-INFO-GET. request  prim i ti ve  i n  DLL,  i nd icati ng  the  
access  device  DLL  sends  remote  attribu te  get  request  command  frame;  After receiving  remote  
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attribute  get  request command  frame,  the  fie ld  device  reports  to  DMAP by DLME-INFO-
GET. ind ication ;  The  fiel d  device  DMAP invokes  DLME-INFO-GET. response,  ind icati ng  DLL  
send  remote  attribute  get response  command  frame;  After receiving  remote  attribute  
get response  command  frame,  the  access  device  retu rns  GACK,  and  reports  to  DMAP by 
DLME-INFO-GET.confi rm .  

8. 3. 8  Remote  attribu te  con fig u rati on  servi ces  

8. 3. 8. 1  DLM E-I N FO-SET.req u est 

DLME-INFO-SET. request  i s  used  to  remotel y mod i fy the  M IB  attribu te  va lues  of fi e l d  devices.  

DLME-INFO-SET. request(  
Hand le,  
DstAddr,  
Attribu teOption ,  
Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count,  
Attribu teValue  
)  

Table  57  speci fies  the  parameters  for DLME-INFO-SET. request.  

Table  57  – DLM E-IN FO-SET.requ est param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Unsigned8  0  to  255  
Assigned  hand le  when  i n voking  the  DLME-
INFO-SET. request  

DstAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of desti nation  
device  

Attri bu teOpti on  Uns igned8  0  to  255  The  operation  of remote  set  attri bu te:   

0  =  Add ;  

1  =  Del ete;  

2  =  Update.  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d en ti fi er of attri bu te  member,  wh ich  i s  
used  to  set  the  structured  M IB  attri bu tes.  
The  val ue  255  means  that  a l l  a ttri bu te  
members  shou l d  be  set.  Th i s  val ue  i s  not  
val i d  for the  u nstructu red  attri bu tes  

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti p l e  records,  
th i s  va l ue  i s  not  va l i d  for the  u nstructu red  
attri bu tes  

Count  Uns igned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  set  the  
M IB  records,  setti ng  a l l  records  from  
F i rstStoreI ndex i f Count  =  0  

Attri bu teValue  Octetstri ng   Value  of the  attri bu te  to  be  wri tten .  I f 
Attri bu teOption=1 ,  th i s  va l ue  i s  NULL  

 

8. 3. 8. 2  DLM E-I N FO-SET. in di cati on  

NLME-INFO-SET. ind ication  i s  used  to  i n form  the  DMAP of the  successfu l  receipt  of an  
attribute  setti ng  request  command  packet.  

DLME-INFO-SET. ind ication(  
SrcAddr,  
Attribu teOption ,  
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Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count,  
Attribu teValue  
)  

Table  58  speci fies  the  parameters  for DLME-INFO-SET. ind ication .  

Table  58  – DLM E-IN FO-SET. In d i cation  parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of source  device  

Attri bu teOption  Unsigned8  0  to  255  The  operation  of remote  set  attri bu te:   

0  =  Add ;  

1  =  Del ete;  

2  =  Update.  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d en ti fi er of attri bu te  member,  wh ich  i s  
used  to  set  the  structured  M I B  attri bu tes.  
The  val ue  255  means  that  a l l  a ttri bu te  
members  shou l d  be  set.  Th i s  val ue  i s  
i nval i d  for the  unstructured  attri bu tes  

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti p l e  records,  
th i s  va l ue  i s  not  val i d  for the  unstructured  
attri bu tes  

Count  Unsigned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  set  the  
M IB  records,  setti ng  a l l  records  from  
F i rstStoreI ndex i f Coun t =  0  

Attri bu teValue  Octetstri ng   Value  of the  attri bu te  to  be  wri tten .  I f 
Attri bu teOption=1 , th i s  val ue  i s  NULL  

 

8. 3. 8. 3  DLM E-I N FO-SET.respon se  

DLME-INFO-SET. response is  used  to  respond  to  DLME-INFO-SET. ind ication .  

DLME-INFO-SET. response(  
SrcAddr,  
Attribu teOption ,  
Attribu teID ,  
MemberID,  
F i rstStoreI ndex,  
Count,  
Status  
)  

Table  59  speci fies  the  parameters  for DLME-INFO-SET. response.  
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Tabl e  59  – DLM E-IN FO-SET respon se param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Unsigned 1 6  0  to  65  535  The  8/1 6-bi t  short  address  of source  device  

Attri bu teOption  Unsigned8  0  to  255  The  operation  of remote  set  attri bu te:   

0  =  Add ;  

1  =  Del ete;  

2  =  Update.  

Attri bu teI D  Unsigned8  0  to  255  Attri bu teI D  i n  the  M IB  

MemberID  Unsigned8  0  to  255  The  i d en ti fi er of attri bu te  member,  wh ich  i s  
used  to  set  the  structured  M I B  attri bu tes.  
The  val ue  255  means  that  a l l  a ttri bu te  
members  shou l d  be  set.  Th i s  val ue  i s  
i nval i d  for the  unstructured  attri bu tes  

F i rstStoreI ndex Unsigned 1 6  0  to  65  535  The  fi rst  s torage  i ndex of mu l ti pl e  records,  
th i s  va l ue  i s  not  val i d  for the  unstructured  
attri bu tes  

Count  Unsigned 1 6  0  to  65  535  Number of records,  wh ich  i s  used  to  set  the  
M IB  records,  setti ng  a l l  records  from  
F i rstStoreI ndex i f Coun t =  0  

Status  Unsigned8  0  to  255  Resu l t  of remote  set  attri bu te:  

0  =  SUCCESS;   

1  =  UNSUPPORTED_ATTRIBUTE;   

2  =  I NVALID_PARAMETER;   

Others  are  reserved .  

 

I f the  operation  of remote  attributes  set i s  successfu l ,  the  Status  shou ld  be  SUCCESS;  i f the  
M IB  does  not have  the  needed  attribu tes,  the  Status  shou ld  be  UNSUPPORTED_ATTRIBUTE;  
i f the  number of records  does  not equal  to  the  requ ired  count,  the  Status  shou ld  be  
INVALID_PARAMETER.  

8. 3. 8. 4  DLM E-I N FO-SET.con fi rm  

DLME-INFO-SET.confi rm  is  used  to  return  the  resu l ts  of DLME-INFO-SET. request.  

DLME-INFO-SET.confi rm(  
Hand le,  
Status  
)  

Table  60  speci fi es  the  parameters  for DLME-INFO-SET.confi rm .  

Table  60  – DLM E-IN FO-SET.con fi rm  parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Hand le  Unsigned8  0  to  255  
Assigned  hand le  when  i n voking  the  DLME-INFO-
SET. request  

Status  Unsigned8  0  to  255  Resu l t  of remote  set  attri bu te:  

0  =  SUCCESS;   

1  =  UNSUPPORTED_ATTRIBUTE;   

2  =  I NVALID_PARAMETER;   

Others  are  reserved .  
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8. 3. 8.5  Remote  attribu te  Con fi gu ration  process  

The process  of the  remote  attribu te  set i s  shown  i n  F igure  44 .  

DLME-INFO-

SET.request

GW 

DMAP
AD DLL FD DMAPFD DLL

Remote attribute set 

request frame

DLME-INFO-

SET. indication

DLME-INFO-

SET.confirm

DLME-INFO-

SET.response

Remote attribute set 

response frame

GACK

 

Figu re 44 – Remote attri bu te  set process  

The gateway device  DMAP i nvokes  DLME-INFO-SET. request prim i tive  i n  DLL,  i nd icating  the  
access  device  DLL sends  remote  attribute  set request command  frame;  After receiving  remote  
attribute  set request command  frame,  the  fie l d  device  reports  to  DMAP by DLME-INFO-
SET. ind ication ;  The  fie l d  device  DMAP invokes  DLME-INFO-SET. response,  ind icating  DLL 
send  remote  attribute  set response  command  frame;  after receiving  remote  attribu te  
set response  command  frame,  the  access  device  returns  GACK,  and  reports  to  DMAP by 
DLME-INFO-SET.confi rm .  

8. 3. 9  Devi ce l eavin g  services  

8. 3. 9. 1  DLM E-LE AVE. requ est 

DLME-LEAVE. request i s  used  for a  fie ld  device  to  l eave  WIA-FA network.  

DLME-LEAVE. request(  
ShortAddr 
)  

Table  61  speci fi es  the  parameters  for DLME-LEAVE. request.  

Table  61  – DLM E-LE AVE. requ est param eters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

ShortAddr Uns igned 1 6  0  to  255/0  to  65  535  
The  short  address  of the  device  
asked  to  l eave,  (see  
DeviceShortAdd ress  i n  6 . 7. 1 . 2 . 1 )  
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8. 3. 9.2  DLM E-LE AVE. i n d i cati on  

DLME-LEAVE. ind ication  is  used  to  noti fy the  fie ld  device  that i t  has  received  a  device  leave  
request.  

DLME-LEAVE. ind ication(  
)  

8. 3. 9.3  DLM E-LE AVE. con fi rm  

DLME-LEAVE.confi rm  i s  used  to  report the  resu l t of DLME-LEAVE. request.  

DLME-LEAVE.confi rm(  
Status  
)  

Table  62  speci fies  the  parameters  for DLME-LEAVE.confi rm .  

Table  62  – DLM E-LE AVE. con fi rm  parameters  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Uns igned8  0   to  255  

Resu l t  of l eave  request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

Others  are  reserved .  

 

8. 3. 9. 4  Devi ce l eave  process  

Device  l eave  process  i s  shown  i n  F igure  45.   

DLME-LEAVE.request

GW DMAP AD DLL FD DMAPFD DLL

Leave request frame

DLME-LEAVE.indicationDLME-LEAVE.confirm

 

Fi gu re  45  – Devi ce l eave process  

The gateway device  DMAP i nvokes  DLME-LEAVE. request prim i tive  in  DLL,  i nd icati ng  the  
access  device  DLL  to  send  l eave  request  command  frame;  After receiving  leave  request 
command  frame,  the  fie l d  device  reports  to  DMAP by DLME-LEAVE. ind ication .  The  access  
device  DLL reports  send ing  l eave  request command  frame successfu l l y to  the  gateway device  
by DLME-LEAVE.confi rm .  

8. 4 DLL fram e form ats  

8. 4. 1  Gen eral  fram e form at 

The  DLL general  frame format i s  i l l ustrated  i n  F igure  46.  
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DLPDU  
 FCS  

DLL fram e h ead er  DLL pa yl oad  

F igu re 46  – G en eral  frame form at  

The DLL frame is  composed  of:   

– WIA-FA DLL  frame header,  see  F igure  47;  

– DLL payload ;  

– Frame Check Sequence  (FCS).  

NOTE  See  Cl ause  1 1  for Securi ty.  

 

1  octet  1  octet  1 /  2 /8  octets  2  octets  2  octets  

Frame contro l  Network I D  Peer add ress  Sequence  number Frame  l ength  

Fi gu re  47  – DLL frame  h ead er 

The DLL frame header fi e ld  has  the  fo l lowing  subfiel ds :  

– Frame Control ,  see  F igure  48;  

– Network ID :  th is  fi e l d  has  1 -octet l ength ,  d istingu ish  mu l tip le  network;  

– Peer address:  th is  fi e ld  has  1  or 2  or 8-octet l eng th ,  1  or 2-octet l ength  i nd icate  short  
address,  8-octet l eng th  i nd icate  long  address;  

– Sequence number:  th is  fie ld  has  2-octet  length ,  th is  fie ld  speci fies  frame sequence,  
i ncrease  from  1  to  maximum  and  reset;  

– Frame length :  th is  fie ld  has  2-octet length ,  th is  fie l d  speci fies  the  DLL  payload  length ;  

WIA-FA DLL  frame con trol  format i s  shown  i n  F igure  48.  

Bi t:  0  to  4  Bi t:  5  Bi t:  6  Bi t:  7  

Frame type  Reserved  Preemption  fl ag  Address  mode  

Figu re 48  – DLL frame  con trol  form at 

– Frame Type  fi e l d  has  4-bi t  l ength ,  defined  i n  Table  63;  
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Tabl e  63  – Fram e type codi n g  

Bi t:  0  to  4  Fram e Type  

00000  Beacon  frame  

00001  Data  frame  

0001 0  Aggregati on  frame  

0001 1  GACK 

001 00  NACK 

001 01  J oin  request  frame  

001 1 0  J oin  response  frame  

001 1 1  Leave  request  frame  

01 000  Device  s tatus  report  frame  

01 001  Channel  cond i ti on  report  frame  

01 01 0  Time  synchron ization  request frame 

01 01 1  Time  synchron ization  response  frame  

01 1 00  Remote  attri bu te  get  request  frame 

01 1 01  Remote  attri bu te  get  response  frame 

01 1 1 0  Remote  attri bu te  set  request frame 

01 1 1 1  Remote  attri bu te  set  response  frame  

1 0000  Key establ i sh  request frame (see  1 1 . 7 . 3)  

1 0001  Key establ i sh  response  frame  (see  1 1 . 7 . 4)  

1 001 0  Key update  request  frame  (see  1 1 . 7 . 5)  

1 001 1  Key update  response  frame  (see  1 1 . 7. 6)  

1 01 00  Securi ty a l arm  request frame (see  1 1 . 7. 7)  

1 01 01  to  1 1 1 1 1  Reserved  

 

– Preemption  F lag  subfie l d  has  1 -b i t  l eng th ,  th is  fie ld  speci fies  whether the  frame is  a  
occupied  frame or not;  

– Address  Mode  subfie l d  has  1 -bi t  l eng th ,  th is  fi e ld  speci fies  the  type  of source  address  and  
destination  address  i n  the  DLL  frame header,  see  Table  64 .  

Table  64  – Ad d ressin g  mod e su bfi el d s  

Bi t:  7  Des cri pti on  

0  64-bi t  l ong  add ress  

1  8/1 6-bi t  short  address  

 

8. 4. 2  Date  fram e form at  

The format of the  data  frame is  shown  i n  F igure  49.  

7/8  octets  Vari abl e  Len g th  

DLL frame  header Data  frame  payload  

Fi gu re 49  – DLL Date  fram e form at 

– DLL frame header:  see  F igure  47;  

– Data  frame  payload :  th is  fi e ld  has  variable  length ,  th is  fie l d  speci fi es  the  con ten t of data  
frame,  see  Payload  i n  8 . 4. 2.  

8. 4. 3  Agg reg ati on  fram e form at 

The format of the  DLL Aggregation  frame is  shown  i n  F igure  50.  

Copyright International  Electrotechnical  Commission  



I EC PAS  62948:201 5  © I EC  201 5  – 97  – 

7/8  octets  Vari abl e  Len g th  

DLL frame  header Aggregati on  frame  payload  

Fi gu re  50  – DLL Ag greg ati on  fram e form at  

– DLL frame header:  see  F igure  47;  

– Aggregation  frame payload :  th is  fie l d  has  variable  l eng th ,  th is  fie ld  speci fi es  the  conten t of 
Aggregation  frame,  see  F igure  30  i n  8 . 1 . 5 .  

8. 4. 4  N ACK frame form at 

The format of the  NACK frame format i s  shown  in  F igu re  51 .  

7/8  octets  1  octet  Vari abl e  Len g th  

DLL frame  header Retransm i tti ng  devices  count  Short  add ress  l i s t  

Figu re 51  – N ACK fram e format  

– DLL frame header:  see  F igure  47;  

– Retransm i tting  devices  coun t:  th is  fi e l d  has  1 -octet l ength ,  i nd icating  the  coun t of fi e ld  
devices  requ i red  retransm i tting ;  

– Short address  l i s t:  th is  fi e ld  has  variable  l eng th ,  i nd icati ng  the  l i s t  of short  addresses  that 
fie l d  devices  requ i red  retransm i tting .  

8. 4. 5  G ACK fram e form at  

The format of the  GACK frame format is  shown  in  F igure  52 .  

7/8/1 4 octets  1  octet  Vari abl e  Len g th  

DLL frame header Device  count  GACK i n formation  

Fig u re 52  – G ACK fram e format  

1 /2octets  2  octets  

Devices  short  add ress  Sequence  number 

Figu re 53  – G ACK i n formati on  

– DLL frame header:  see  F igure  47;  

– Device  coun t:  th is  fi e ld  i s  1  octet l eng th ,  i nd icati ng  the  count of devices  transm itting  
frames  to  any access  device;  

– GACK i n formation :  th is  fi e l d  i s  variable,  wh ich  i ncludes  Device  short add ress  and  
Sequence  number i n  F igure  53 .  

– Sequence  number:  th is  fie ld  has  2-octet  length ,  i nd icating  the  sequence number of a  
frame received  from  a  fie ld  device.  

8. 4. 6  Beacon  frame form at 

The general  format of the  DLL  beacon  frame is  shown  i n  F igure  54 .  

7/8  
octets  

2  
octets  

2  octets  2  octets  2  octets  1  octet  8  octets  Vari abl e  Len g th  

DLL 
frame  
header 

Super 
frame 
l ength  

Timeslot  
du ration  

Beacon  
frame  
re l ati ve  
t imeslot  
number 

F i rst  
shared  
timeslot  
number 

Shared  
timeslot  
count  (see  
F igu re  55)  

Absolu te  
time  value  

Beacon  frame  
payload  

Figu re 54 – DLL Beacon  fram e  form at 
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Bi t:  0  to  3  Bi t:  4  to  7  

Upl i nk shared  timeslot  number Down l i nk timeslot  number 

Fig u re 55 – Sh ared  ti m esl ot  cou n t  

– DLL frame header:  see  F igure  47;  

– Super frame l ength :  th i s  fie ld  has  2-octet  l eng th ,  th is  fie l d  speci fies  the  length  of the  
defau l t   superframe,  see  8. 1 . 2 ;  

– Timeslot duration :  th is  fi e ld  has  2-octet  l eng th ,  th is  fie ld  speci fies  the  timeslot  l ength  that 
has  be  configured ,  see  TimeSlotDuration  i n  6 . 7 . 1 . 2. 1 ;  

– Beacon  frame relati ve  timeslot  number:  th is  fie ld  has  2-octet l ength ,  th is  fie ld  speci fi es  the  
timeslot send ing  beacon ,  see  8 . 1 . 2 ;  

– F i rst  shared  timeslot  number:  th is  fie l d  has  2-octet  l eng th ,  th is  fi e ld  speci fi es  the  shared  
timeslot i n  superframe,  see  8. 1 . 2;  

– Shared  timeslot number:  th is  fie ld  has  1 -octet l ength ,  th is  fie l d  speci fi es  the  tota l  number 
of shared  timeslot,  see  F igure  55;  0  to  3  b i t  speci fies  the  upl i nk s lot  number,  the  fi e l d  
device  sends  j o in  request to  gateway device,  and  sends  remote  attribu te  get/set response 
i n  these  timeslots ;  4  to  7  b i t  speci fi es  the  count of the  down l i nk timeslots  that are  used  by 
the  gateway device  to  send  the  j o in  response,  the  gateway device  sends  j o in  response,  
remote  attribu te  get/set request,  and  appl ication  configuration  i n  these  timeslots ,  see  8. 1 . 2 ;  

– Absolu te  time va lue:  th is  fie ld  has  8-octet  l ength ,  and  speci fi es  the  absolu te  time send ing  
beacon ;  see  TimeValue  i n  6. 7 . 1 . 2 . 1  for the  value  of th is  fie l d ;   

–  Beacon  frame payload :  th is  fie ld  has  variable  l eng th ,  th is  fi eld  speci fies  the  payload  in  
beacon  frame.  

8. 4. 7  J oi n  requ est fram e format  

The general  format of the  DLL j o i n  request frame i s  shown  i n  F igure  56.  

1 4 octets  0/8  octets  

DLL frame header Securi ty Materia l  

Figu re 56  – DLL j oi n  requ est fram e  form at 

– DLL frame header:  see  F igure  47;  

– Securi ty Materia l :  th is  fi el d  has  8-octet l ength ,  th is  fie ld  speci fies  the  au thentication  
i n formation  of the  new device  wai ting  to  j oi n ;  see  SecMateria l  i n  8 . 3. 4. 1  for the  va lue  of 
th is  fi el d .   

8. 4. 8  J oi n  respon se  frame form at  

The general  format of the  DLL  j o in  response frame is  shown  in  F igure  57.  

1 4 octets  1  octet  1 /2  octets  

DLL frame header S tatus  Al l ocated  short  add ress  

Figu re 57  – DLL j oi n  requ est fram e  form at 

– DLL frame header:  see  F igure  47;  

– Status:  th is  fie ld  has  1 -octet l eng th ,  th is  fi el d  speci fi es  the  j o i n ing  s tatus  of fi e ld  device;  
see  Status  i n  8 . 3 . 4. 3  for the  value  of th is  fie l d ;  

– Al located  short  address:  th is  fie l d  has  1  or 2-octet l eng th  and  speci fies  short address  
a l l ocated  by the  GW to  device  wai ti ng  to  j o in ,  see  ShortAddr in  8. 3 . 4 . 3  for the  value  of th is  
fie l d .  

8. 4. 9  Leave requ est fram e format  

The general  format of the  DLL  leave  request frame  is  shown  in  F igure  58.  
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7/8  octets  

DLL frame header 

Figu re 58  – DLL  l eave requ est fram e format  

– DLL frame header:  see  F igure  47.  

8. 4. 1 0  Devi ce statu s  report frame  form at  

The general  format of the  DLL  Device  s tatus  report frame is  shown  i n  F igure  59.  

7/8  octets  Vari abl e  Len g th  

DLL frame header Device  status  

Fi gu re  59  – DLL Devi ce  statu s  report fram e format  

– DLL frame header:  see  F igure  47;  

– Device  status :  th is  fie l d  has  Variable  l eng th  and  speci fi es  the  s tatus  of device;  see 
DeviceCond i ti on I nfo  in  8 . 3. 5. 1  for the  value  of th is  fi eld .  

8. 4. 1 1  Ch an n el  con di tion  report fram e form at 

The general  format of the  DLL  Channel  cond i ti on  report frame is  shown  in  F igure  60.  

7/8  octets  Vari abl e  Len g th  

DLL frame header Channel  cond i ti on  

Fig u re 60  – DLL  Ch an n el  con d ition  report fram e format  

– DLL frame header:  see  F igure  47;  

– Channel  cond i ti on :  th is  fie ld  has  Variable  length  and  speci fies  the  cond i ti on  of channel ;  
see  ChannelCond i ti on I nfo  i n  8 . 3 . 6 . 1  for the  value  of th is  fie l d .  

8. 4. 1 2  Ti me syn ch ron i zation  req u est fram e form at 

The format of the  DLL time synchron ization  request frame is  shown  i n  F igure  61 .  

7/8  octets  8  octets  

DLL frame  header F ie l d  Device  Time  Value  

Fig u re 61  – DLL  ti me  syn ch ron i zation  requ est  fram e format 

– DLL frame header:  see  F igure  47;  

– F ie ld  Device  Time Value:  th is  fi e ld  has  8-octet l eng th ,  th is  fi e l d  speci fi es  the  timestamp 
when  the  fie ld  device  sends  time  synchron ization  request command  frame;  see  
F ie ldDeviceTimeValue  in  8 . 3 . 3. 3  for the  va lue  of th is  fi e l d .  

8. 4. 1 3  Time syn ch ron izati on  respon se  fram e format  

The format of the  DLL time synchron ization  response  frame is  shown  i n  F igure  62.  

7/8  octets  8  octets  8  octets  

DLL frame  header F iel d  Device  Time  Value  Recei ve  Time  Value  

Fi gu re 62  – DLL ti me  syn ch ron ization  respon se  fram e form at  

– DLL frame header:  see  F igure  47;  

– F ie ld  Device  Time Value  and  i ts  va lue:  see  8. 4. 1 2;  
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– Receive  Time Value:  th is  fi e ld  has  8-octet  l ength ;  th is  fie l d  speci fies  the  timestamp when  
the  access  device  receives  the  time synchron ization  request frame;  see  
ReceiveTimeValue  i n  8. 3 . 3 . 3  for the  value  of th is  fi el d .  

8. 4. 1 4  Remote attri bu te  g et requ est fram e  form at  

The format of the  DLL remote  attribu te  get request frame is  shown  i n  F igure  63.  

7/8  octets  1  octets  1  octets  2  octets  2  octets  

DLL frame  header Attri bu teI D  Attri bu te  member I D  
F i rst  s torage  i n dex 
of mu l ti p l e  
attri bu te  val ues  

Number of 
attri bu tes  

Fi gu re  63  – DLL Rem ote attri bu te  g et  requ est fram e format  

– DLL frame header:  see  F igure  47;  

– Attribu teID :  th is  fi e ld  has  1 -octet l eng th ;  see  Attribu teID  i n  8. 3 . 7 . 1  for the  value  of th is  fie l d ;  

– Attribu te  member ID :  th is  fie ld  has  1 -octet l ength ;  see  MemberID  i n  8. 3. 7 . 1  for the  value  of 
th is  fie ld ;  

– F i rst storage i ndex of mu l tip le  attribute  values:  th is  fie l d  has  2-octet length ;  see  
F i rstStoreI ndex i n  8 . 3 . 7. 1  for the  value  of th is  fi e ld ;  

– Number of attributes:  th is  fie ld  has  2-octet l eng th ;  see  Coun t i n  8 . 3 . 7 . 1  for the  va lue  of th is  
fie ld .  

8. 4. 1 5  Remote attribu te  g et respon se fram e form at  

The format of the  DLL remote  attribu te  get response  frame is  shown  in  F igure  64 .  

7/8  
octets  

1  octets  1  octets  1  octets  2  octets  2octets  
Vari abl e  
Len g th  

DLL 
frame 
header 

Status  Attri bu teI D  
Attri bu te  
member I D  

F i rst  s torage  
i ndex of 
mu l ti pl e  
attri bu te  
val ues  

Number of 
attri bu tes  

Attri bu te  
Val ue  

Fi gu re 64 – DLL  remote  attribu te  get  respon se  fram e format 

– DLL frame header:  see  F igure  47;  

– Status:  th is  fi e ld  has  1 -octet l eng th ;  see  Status  i n  8. 3. 7 . 3  for the  value  of th is  fie l d ;  

– Attribu teID :  th is  fi e ld  has  1 -octet  l eng th ;  see  AttributeID  i n  8 . 3 . 7 .3  for the  va lue  of th is  fie ld ;  

– Attribu te  member ID :  th is  fi el d  has  1 -octet l ength ;  see  MemberID  i n  8. 3. 7 .3  for the  va lue  of 
th is  fi el d ;  

– F i rst storage  i ndex of mu l tip le  attribu te  values:  th is  fie ld  has  2-octet l ength ;  see  
F i rstStoreI ndex i n  8 . 3 . 7. 3  for the  value  of th is  fi e l d ;  

– Number of attributes:  th is  fie l d  has  2-octet l eng th ;  see  Count i n  8. 3 . 7 .3  for the  value  of th is  
fie l d ;  

– Attribu te  Value:  th is  fie ld  has  variable  l eng th ;  see  Attribu teValue  in  8. 3 . 7 .3  for the  value  of 
th is  fi el d .  
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8. 4. 1 6  Remote attri bu te  set  requ est fram e form at  

The format of the  DLL remote  attribu te  set request frame is  shown  i n  F igure  65.  

7/8  octets  1  octets  1  octets  1  octets  2  octets  2octets  
Vari abl e  
Len g th  

DLL frame  
header 

Attri bu teOption  Attri bu teI D  
Attri bu te  
member I D  

F i rst  s torage  
i ndex of 
mu l ti pl e  
attri bu te  
val ues  

Number of 
attri bu tes  

Attri bu te  
Value  

Fi gu re 65  – DLL Rem ote attri bu te  set  requ est  fram e format 

– DLL frame header:  see  F igure  47;  

– Attribu teOption :  th is  fi e ld  has  1 -octet l eng th ;  see  Attribu teOption  i n  8 . 3. 8. 1  for the  value  of 
th is  fi eld ;  

– Attribu teID :  th is  fie ld  has  1 -octet l eng th ;  see  AttributeID  i n  8. 3 .8. 1  for the  value  of th is  fie l d ;  

– Attribu te  member ID :  th is  fi el d  has  1 -octet l ength ;  see  MemberID  i n  8 . 3. 8. 1  for the  value  of 
th is  fi el d ;  

– F i rst storage i ndex of mu l tip le  attribute  va lues:  th is  fie l d  has  2-octet length ;  see  
F i rstStoreI ndex i n  8 . 3 . 8. 1  for the  va lue  of th is  fi e l d ;  

– Number of attributes:  th is  fie l d  has  2-octet l eng th ;  see  Count i n  8 . 3 . 8. 1  for the  value  of th is  
fie l d ;  

– Attribu teValue:  th is  fi e ld  has  variable  length ;  see  Attribu teValue  i n  8 . 3. 8. 1  for the  value  of 
th is  fie ld .  

8. 4. 1 7  Remote attribu te  set  respon se fram e form at  

The format of the  DLL remote  attribu te  set response frame is  shown  in  F igure  66 .  

7/8  octets  1  octets  1  octets  1  octets  2  octets  2octets  
1  

octets  

DLL frame  
header 

Attri bu teOption  Attri bu teI D  
Attri bu te  
member I D  

F i rst  s torage  i n dex of 
mu l ti p l e  attri bu te  val ues  

Number of 
attri bu tes  

S tatus  

Fi gu re  66  – DLL remote  attribu te  set respon se  fram e format  

– DLL frame header:  see  F igure  47;  

– Attribu teOption :  th is  fi e ld  has  1 -octet l eng th ;  see  Attribu teOption  i n  8 . 3. 8. 3  for the  value  of 
th is  fie ld ;  

– Attribu teID :  th is  fi e ld  has  1 -octet l eng th ;  see  AttributeID  i n  8. 3 .8. 3  for the  value  of th is  fie l d ;  

– Attribu te  member ID :  th is  fi el d  has  1 -octet l ength ;  see  MemberID  i n  8 . 3. 8.3  for the  va lue  of 
th is  fi el d ;  

– F i rst storage  i ndex of mu l tip le  attribute  va lues:  th is  fie l d  has  2-octet length ;  see  
F i rstStoreI ndex i n  8 . 3 . 8. 3  for the  va lue  of th is  fi e l d ;  

– Number of attributes:  th is  fie l d  has  2-octet l eng th ;  see  Count i n  8. 3 . 8 .3  for the  value  of th is  
fie l d ;  

– Status:  th is  fi e ld  has  1 -octet l eng th ;  see  Status  in  8 . 3. 8.3  for the  value  of th is  fie l d .  

8. 5  Data  l i n k l ayer state  mach i n es  

8. 5. 1  DLL state  mach in e  of access  fi eld  

The state  mach ine  of an  access  fi e ld  i s  shown  i n  F igu re  67 .  
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init

Idle
S1

T9
T1

S3

T2 | |  T3 | |  … T8

T1 7
T1 6

S2

T1 0 | |  T1 1  | |  …  T1 5

 

Figure 67  – DLL state  machine  of access  device  

The DLL state  trans i tion  of an  access  device  i s  l i s ted  i n  Table  65.  

Copyright International  Electrotechnical  Commission  



I EC PAS  62948:201 5  © I EC  201 5  – 1 03  – 

Table  65  – DLL state  tran si tion  of access  devi ce  

# Cu rren t 
State  

Even t or con d i ti on  

  =>  \acti on  

N ext 
state  

T1  I d l e   (Prim i ti veType  ==  PHY-DATA. ind icati on )    

=>  

FrameType  =  GetFrameType(DLPDU);  

S1  

T2  S1   (FrameType  ==  J oinRequest  Command)  

=>  

PhyAddr =  GetPhyAdd r(DLPDU);  

DLME-JOIN . i nd icati on (PhyAdd r,  SecMateri a l ) ;  

I d l e  

T3  S1   (FrameType  ==  Data)  

=>  

SrcAddr =  GetSrcAdd r(DLPDU);  

PayloadLength  =  GetPayloadLength(DLPDU);  

Payload  =  GetPayload (DLPDU );  

DLDE-DATA. ind ication(SrcAdd r,  DataType: =  Data,  PayloadLength ,  
Payload );   

I d l e  

T4  S1  (FrameType  ==  RemoteAttribu teSetResponse)  

=>  

DLME-INFO-SET. confi rm (Hand le,  S tatus);  

I d l e  

T5  S1  (FrameType  ==  RemoteAttribu teGetResponse)  

=>  

DLME-INFO-GET. confi rm(Hand le,  S tatus);  

I d l e  

T6  S1  (FrameType  ==  DeviceStatusReport)  

=>  

DLME-DEVICE-STATUS. ind ication(PowerSuppl yStatus)  

I d l e  

T7  S1  (FrameType  ==  ChannelCond i ti onReport)  

=>  

 DLME-CHANNEL-STATUS. ind ication (ShortAdd r,  ChannelCond i ti on I n fo);  

I d l e  

T8  S1  (FrameType  ==  TowWayTimeSynchron izationRequest)  

=>  

DLME-TIME-SYN . i nd icati on (ShortAdd r,  F ie l dDeviceTimeValue);  

I d l e  

T9  I d l e  APP  or DMAP i nvokes  prim i ti ves  of DLL  S2  

T1 0  S2  (Prim i ti veType  ==  DLME-JOIN . response)  

=>  

Bu i l dFrame(FrameType: =  J oinResponse);   

I d l e  

T1 1  S2  (Prim i ti veType  ==  DLME-INFO-SET. request)  

=>  

Bu i l dFrame(FrameType: =  RemoteAttribu teSetRequest);  

I d l e  

T1 2  S2  (Prim i ti veType  ==  DLME-INFO-GET. request)  

=>  

Bu i l dFrame(FrameType: =  RemoteAttribu teGetRequest);  

I d l e  

T1 3  S2  (Prim i ti veType  ==  DLDE-DATA. request)  

=>  

Bu i l dFrame(FrameType: =  Data);  

I d l e  
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# Current 
State  

Event or condi tion  

  =>  \action  

Next 
state  

T1 4  S2  (Prim i ti veType  ==  DLME-TIME-SYN . response)  

=>  

Bu i l dFrame(FrameType: =  TowWayTimeSynchron i zati onResponse);  

I d l e  

T1 5  S2  (Prim i ti veType  ==  DLME-LEAVE. request)  

=>  

Bu i l dFrame(FrameType: =  LeaveRequest);  

I d l e  

T1 6  I d l e  S lot  t imeou t 

=>  

I f (L i nkType  ==  TRANSMIT_LI NK)  

{  

Phy_set_RF_mode(TRANSMIT_MODE);  

DLPDU  =  GetDLPDUFromQueue();  

PHY-DATA. request(DLPDU);  

}  

E l se  i f (Li nkType  ==  RECEIVE_LINK)  

{  

   Phy_set_RF_mode(RECEIVE_MODE);  

}  

E l se  i f(Li nkType  ==  SHARED_TRANSMIT_LI NK)  

{  

    PHYSendWi thBackoff(DLPDU);    

}  

S3  

T1 7  S3  (Transm issionCompleteISR()  )  | |  (ReceiveCompleteISR())  

=>  

Idle  

 

– I n i t  state  

I n  I n i t  state,  The  DLL of an  access  device  i n i ti al i zes  i tsel f and  enters  to  I d l e  state.  

– I d l e  s tate  

I n  I d le  state,  the  fo l l owing  even ts  shal l  occur:  

a)  PHY i nvokes  PHY-DATA. ind ication  to  pass  the  received  frame  to  DLL.  DLL unpacks  
the  frame and  obtains  DLPDU.  The  s tate  mach ine  en ters  to  S1  state.  

b)  APP or DMAP i nvokes  the  DLL  prim i tives.  The  state  mach ine  enters  to  S2  state.  

I f t imeslot i s  timeout,  DLL  sets  RF  i n to  transm ission  or receive  mode accord ing  to  the  
correspond ing  l i nk type  (see  L inkType i n  Table  1 7)  and  performs transm ission  or reception .  
The  s tate  mach ine  en ters  to  S3  s tate.  

– S1  s tate  

I n  S1  s tate,  DLL parses  the  frame type  (see  8. 4. 1 )  of an  unpacked  frame,  and  tri ggers  
d i fferent cond i tions  and  execu tes  d i fferen t actions  accord ing  to  the  frame type  of DLPDU .  
F ina l l y,  the  s tate  mach ine  en ters  to  I d l e  state.  

a)  DLL i nvokes  DLME-JOIN . i nd ication  after receiving  a  j o in  request frame  (see  8 . 4. 7).  
The  s tate  mach ine  en ters  to  I d l e  s tate.  

b)  DLL  invokes  DLDE-DATA. ind ication  after receiving  a  data  frame  (see  8. 4 . 2) .  The  state  
mach ine  en ters  to  I d le  state.  

c)  DLL i nvokes  DLME-INFO-SET.confi rm  after receiving  a  remote  attribute  set response  
frame (see  8. 4. 1 7).  The  state  mach ine  en ters  to  I d le  s tate.  
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d )  DLL  invokes  DLME-INFO-GET.confi rm  after receiving  a  remote  attribu te  get response  
frame (see  8. 4. 1 5).  The  state  mach ine  en ters  to  I d le  state.  

e)  DLL i nvokes  DLME-TIME-SYN . ind ication  after receiving  a  two-way time 
synchron ization  request frame.  The  s tate  mach ine  enters  to  I d l e  state.  

f)  DLL  invokes  DLME-DEVICE-STATUS. ind ication  after receiving  a  device  status  report 
frame (see  8. 4. 1 0).  The  s tate  mach ine  en ters  to  I d l e  s tate.  

g )  DLL  invokes  DLME-CHANNEL-STATUS. ind ication  after receiving  a  channel  cond i ti on  
report frame (see  8. 4 . 1 1 ) .  The  s tate  mach ine  en ters  to  I d l e  state.  

– S2  s tate  

I n  S2  state,  the  fol lowing  even ts  shal l  occur:  

a)  DMAP invokes  DLME-JOIN . response  to  i nstruct DLL  to  generate  a  j o in  response frame 
(see  8. 4 .8)  and  post i t  to  the  transm ission  queue.  The  state  mach ine  en ters  to  I d le  
state.  

b)  DMAP i nvokes  DLME-INFO-SET. request  to  request  DLL  generating  a  remote  attribu te  
set  request frame (see  8 . 4. 1 6)  and  post i t  to  the  transm iss ion  queue.  The  s tate  
mach ine  en ters  to  I d le  state.  

c)  DMAP i nvokes  DLME-INFO-GET. request to  request  DLL  generating  a  remote  attribu te  
get request  frame (see  8. 4 . 1 4)  and  post i t  to  the  transm iss ion  queue.  The  s tate  
mach ine  en ters  to  I d le  state.  

d )  DMAP invokes  DLDE-DATA. request  to  request DLL  generati ng  data  frame (see  8 . 4 . 2)  
and  post  i t  to  the  transm ission  queue.  The  s tate  mach ine  en ters  to  I d l e  state.  

e)  DMAP invokes  DLME-LEAVE. request to  request  DLL generating  a  l eave  request  frame  
(see  8 . 4 . 9)  and  post  i t  to  the  transm ission  queue.  The  state  mach ine  enters  to  I d l e  
state.  

f)  DMAP invokes  DLME-TIME-SYN . response  to  i nstruct DLL  to  generate  a  two-way time  
synchron ization  response frame (see  8. 4 . 1 3)  and  post  i t  to  the  transm ission  queue.  
The  s tate  mach ine  en ters  to  I d l e  state.  

– S3  s tate  

I n  S3  state,  DLL sets  RF  to  transm ission  or reception  mode accord ing  to  l i nk types  (see  
LinkType  i n  Table  1 7) .  I f the  l i nk type  is  receiving ,  DLL  sets  the  RF  to  reception  mode;  i f 
l i nk type  is  transm i tti ng ,  DLL sets  RF  in to  transm iss ion  mode and  i nvokes  PHY-
DATA. request  to  transm it  a  frame i n  transm ission  queue;  i f the  l ink type  i s  transm i t-shared ,  
DLL  invokes  PHYSendWithBackoff function  to  transm it  i t  by us ing  a  backoff a lgori thm .  
After the  i n terrupt hand le  of a  transm ission  or reception  is  executed ,  the  state  mach ine  
en ters  to  I d le  state.  

8. 5. 2  DLL state  mach i n e of fi el d  d evi ce  

The state  mach ine  of a  fi e ld  device  i s  shown  i n  F igure  68.  
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init

Idle
S1

T1 2
T1

S3

T2 | |  T3 | |  …  T1 1

T22
T21

S2

T1 3 | |  T1 4 | |  … T20

 

Figu re 68  – DLL  state  m ach in e  of fi eld  d evi ce  

The  DLL state  trans i ti on  of a  fi e ld  device  is  l i s ted  i n  Table  66 .  
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Table  66  – DLL state  tran si ti on  of fi el d  d evi ce  

# Cu rren t 
State  

Even t or con d i ti on  

  =>  \acti on  

N ext 
state  

T1  I d l e  (Prim i ti veType  ==  PHY-DATA. i nd ication )    

=>  

FrameType = GetFrameType(DLPDU);  

S1  

T2  S1  (FrameType  ==  J oinResponse)  

=>  

DLME-JOIN . confi rm(Status ,  ShortAdd r);  

I d l e  

T3  S1  (FrameType  ==  RemoteAttribu teSetRequest)  

=>  

DLME-INFO-SET. i nd ication (Hand le,  Attri bu teOpti on ,  Attri bu teI D,  Attri bu teMemID,  
F i rstStoreI ndex,  Count,  Attri bu teValue);  

I d l e  

T4  S1  (FrameType  ==  RemoteAttribu teGetRequest)  

=>  

DLME-INFO-GET. i nd ication(Hand le,  Attri bu te,Attri bu teMemID,  F i rstStroreI ndex,  
Count);   

I d l e  

T5  S1  (FrameType  ==Data)  

=>  

DLDE-DATA. ind ication (SrcAddr,  DataType,  Payl oadLength ,  Payload );  

I d l e  

T6  S1  (FrameType  ==  LeaveRequest)  

=>  

DLME-LEAVE. ind ication() ;  

I d l e  

T7  S1  (FrameType  ==  NACK)  && (NACK i s  for DeviceStatusReportCommand)  

=>  

DLME-DEVICE-STATUS.confi rm (Status);  

I d l e  

T8  S1  (FrameType  ==  NACK)  && (NACK i s  for ChannelCond i ti onReportCommand)  

=>  

DLME-CHANNEL-STATUS.confirm(Status);   

I d l e  

   
T9  

S1  (FrameType == Beacon) && (device status == NOT_JOINED)  =>  

DoSynchronization();  

DLME-DISCVOERY.confirm(status:= SUCCESS) 

I d l e  

T1 0  S1  (FrameType == Beacon) && (device status ! = NOT_JOINED)  =>  

DoSynchronization();  

I d l e  

T1 1  S1  (FrameType  ==  TowWayTimeSynchron izationResponse)  

=>  

DLME-TIME-SYN.confirm(Status,  FieldDeviceTimeValue,  ReceiveTimeValue);  

I d l e  

T1 2  I d l e  APP  or DMAP i nvokes  prim i ti ves  of DLL  S2  

T1 3  S2  (PrimitiveType == DLME-JOIN.request) 

=>  

Bui ldFrame(FrameType:= JoinRequest);   

I d l e  

T1 4  S2  (PrimitiveType == DLME-INFO-SET.response) 

=>  

Bui ldFrame(FrameType:= RemoteAttributeSetResponse);   

I d l e  
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# Current 
State  

Event or condi tion  

  =>  \action  

Next 
state  

T1 5  S2  (PrimitiveType == DLME-INFO-GET.response)  

=>  

Bui ldFrame(FrameType:= RemoteAttributeGetResponse);  

I d l e  

T1 6  S2  (PrimitiveType == DLDE-DATA.request) 

=>  

Bui ldFrame(FrameType:= Data);  

I d l e  

T1 7  S2  (PrimitiveType == DLME-DISCOVERY.request) 

=>  

ScanChanels(Channels);  

I d l e  

T1 8  S2  (PrimitiveType == DLME-DEVICE-STATUS.request) 

=>  

Bui ldFrame(FrameType:= DeviceStatusReport);  

I d l e  

T1 9  S2  (Prim i ti veType  ==  DLME-TIME-SYN . request)  

=>  

Bu i l dFrame(FrameType: =  TowWayTimeSynchron i zati onRequest);  

I d l e  

T20  S2  (PrimitiveType ==  DLME-CHANNEL-STATUS.request) 

=>  

Bui ldFrame(FrameType:= ChannelStatusReport);   

I d l e  

T21  I d l e  S lot  t imeou t 

=>  

I f (L i nkType  ==  TRANSMIT_LI NK)  

{  

Phy_set_RF_mode(TRANSMIT_MODE);  

DLPDU  =  GetDLPDUFromQueue();  

PHY-DATA. request(DLPDU);  

}  

E l se  i f (Li nkType  ==  RECEIVE_LINK)  

{  

   Phy_set_RF_mode(RECEIVE_MODE);  

}  

E l se  i f(Li nkType  ==  SHARED_TRANSMIT_LINK)  

{  

PHYSendWi thBackoff(DLPDU);    

}  

 

S3  

T22  S3  (Transm issionCompleteISR()  )  | |  (ReceiveCompleteISR())  

=>  

I d l e  

 

– I n i t  state  

I n  I n i t  state,  The  DLL of a  fie ld  device  i n i ti a l i zes  i tse l f and  en ters  to  I d le  state.  

– I d l e  s tate  

I n  I d le  state,  the  fol l owing  even ts  shal l  occur:  

a)  PHY i nvokes  PHY-DATA. ind ication  to  pass  the  received  frame  to  DLL.  DLL unpacks  
the  frame and  obtains  DLPDU.  The  state  mach ine  en ters  to  S1  state.  
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b)  APP or DMAP i nvokes  the  DLL  prim i tives.  The  state  mach ine  enters  to  S2  state.  

c)  I f t imeslot i s  t imeout,  DLL sets  RF  i n to  transm iss ion  or receive  mode accord ing  to  the  
correspond ing  l i nk type  (see  LinkType i n  Table  1 7)  and  performs  transm ission  or 
reception .  The  state  mach ine  enters  to  S3  state.  

– S1  s tate  

I n  S1  s tate,  DLL parses  the  frame type  (see  8. 4. 1 )  of an  unpacked  frame,  and  triggers  
d i fferent cond i tions  and  execu tes  d i fferen t actions  accord ing  to  the  frame type  of DLPDU .  
F inal l y,  the  s tate  mach ine  enters  to  I d le  state.  

a)  DLL i nvokes  DLME-JOIN .confi rm  after receiving  a  j o in  response frame (see  8 . 4. 8).  The  
state  mach ine  en ters  to  I d le  state.  

b)  DLL  invokes  DLDE-DATA. ind ication  after receiving  a  data  frame  (see  8. 4 . 2) .  The  state  
mach ine  en ters  to  I d le  state.  

c)  DLL invokes  DLME-INFO-SET. ind ication  after receiving  a  remote  attribute  set request  
frame (see  8. 4. 1 6).  The  s tate  mach ine  en ters  to  I d l e  s tate.  

d )  DLL i nvokes  DLME-INFO-GET. ind ication  after receiving  a  remote  attribu te  get request  
frame (see  8. 4. 1 4).  The  state  mach ine  en ters  to  I d le  s tate.  

e)  DLL  invokes  DLME-LEAVE. ind ication  after receiving  a  l eave  request frame  (see  8. 4. 9).  
The  s tate  mach ine  en ters  to  I d l e  s tate.  

f)  DLL i nvokes  DLME-TIME-SYN .confi rm  after receiving  a  two-way time synchron ization  
response  frame (see  8. 4. 1 3) .  The  state  mach ine  enters  to  I d le  s tate.  

g )  DLL i nvokes  DLME-DEVICE-STATUS. ind ication  after receiving  a  NACK frame (see  
8. 4. 4) .  The  s tate  mach ine  enters  to  I d le  s tate.  

h )  DLL  invokes  DLME-CHANNEL-STATUS. ind ication  after receiving  a  NACK frame (see  
8. 4. 4) .  The  s tate  mach ine  enters  to  I d le  s tate.  

i )  DLL  makes  time  synchron ization  and  invokes  DLME-DISCOVERY.confi rm  after a  fi e l d  
device  attempt to  j o i n  WIA-FA network receives  a  beacon  frame (see  8. 4. 6).  The  state  
mach ine  en ters  to  I d le  State.  

– S2  s tate  

I n  S2  state,  the  fol l owing  even ts  shal l  occur:  

a)  DMAP invokes  DLME-JOIN . request to  request  DLL  generating  a  j o in  request  frame  
(see  8. 4 .7)  and  post i t  to  the  transm ission  queue.  The  state  mach ine  enters  to  I d le  
state.  

b)  DMAP invokes  DLME-INFO-SET. response  to  i nstruct DLL  to  generate  a  remote  
attribute  set  response frame (see  8. 4. 1 7)  and  post i t  to  the  transm ission  queue.  The  
state  mach ine  en ters  to  I d le  state.  

c)  DMAP invokes  DLME-INFO-GET. response  to  i nstruct DLL  to  generate  a  remote  
attribu te  get  response  frame (see  8. 4. 1 5)  and  post i t  to  the  transm ission  queue.  The  
state  mach ine  en ters  to  I d le  state.  

d )  DMAP invokes  DLDE-DATA. request  to  request  DLL  generati ng  data  frame (see  8 . 4 . 2)  
and  post i t  to  the  transm ission  queue.  The  state  mach ine  en ters  to  I d l e  s tate.  

e)  DMAP invokes  DLME-DISCOVERY. request to  request DLL  setti ng  RF  to  reception  
mode and  scann ing  channels  accord ing  to  the  parameters  i n  DLME-
DISCOVERY. request.  The  s tate  mach ine  en ters  to  I d le  state.  

f)  DLL  invokes  DLME-DEVICE-STATUS. request to  request DLL  generati ng  a  device  
status  report frame (see  8. 4. 1 0).  The  state  mach ine  en ters  to  I d le  state.  

g )  DLL i nvokes  DLME-CHANNEL-STATUS. request  to  request DLL  generati ng  a  channel  
cond i ti on  report frame (see  8. 4. 1 1 ) .  The  state  mach ine  enters  to  I d l e  state.  

– S3  state  

I n  S3  state,  DLL sets  RF  to  transm ission  or reception  mode accord ing  to  l i nk types  (see  
LinkType  i n  Table  1 7) .  I f the  l i nk type  i s  receiving ,  DLL  sets  the  RF  to  reception  mode;  i f 
l i nk type  is  transm i tting ,  DLL sets  RF  in to  transm ission  mode and  i nvokes  PHY-
DATA. request  to  transm i t  a  frame i n  transm ission  queue;  i f the  l i nk type  i s  transm i t-shared ,  
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DLL  invokes  PHYSendWithBackoff function  to  transm i t  i t  by us ing  a  backoff a lgori thm .  
After the  i n terrupt hand le  of a  transm ission  or reception  is  executed ,  the  state  mach ine  
en ters  to  I d le  state.  

8. 5. 3  Fu n cti on s  u sed  i n  DLL state  tran si ti on s   

The functions  used  in  DLL s tate  transti tions  are  l i s ted  i n  Table  67 .  

Table  67  – Fu n ction s  u sed  in  DM AP state  tran si ti on  

Fu n cti on  I n pu t  Ou tpu t Descri pti on  

GetFrameType()  DLPDU  J o i nRequest  

Data  

RemoteAttribu teSetResponse  

RemoteAttribu teGetResponse  

DeviceStatusReport  

ChannelCond i ti on  Report  

J oinResponse   

RemoteAttribu teSetRequest  

RemoteAttribu teGetRequest 

Data  

LeaveRequest  

NACK 

GACK 

Beacon  

Pars ing  frame type  

GetPhyAddr()  DLPDU  PhyAddr  Pars ing  physical  address  

GetSrcAddr()  DLPDU  SrcAddr  Pars ing  source  add ress  

GetPayloadLeng th ()  DLPDU  PayloadLength  Pars ing  payload  l ength  

Bu i l dFrame()  FrameType   Generati ng  frame and  
pu tti ng  i n to  q ueue  

Phy_set_RF_mode() mode  Setti ng  RF  mode  

GetDLPDUFromQueue()   DLPDU  Taking  DLPDU  from  
transm ission  queue  

TransmissionCompleteISR()    I n terrupt fu nction  after 
transm ission  

ReceiveCompleteI SR()    I n terrupt fu nction  after 
recei ving  

Do_Backoff()   ShareSendSlot  Perform ing  backoff 
a l gori thm   

PHY-CCA()   BUSY 

IDLE  

Perform ing  PHY CCA 

DoSynchron i zation ()    Perform ing  t ime  
synchron i zati on  

ScanChanels()  Channels   Scann ing  channels  

PHYSendWi thBackoff()  DLPDU   Send i ng  data  by us ing  
backoff  
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9  Wi red  speci fi cati ons  between  GW and  AD 

9. 1  Overvi ew 

The wi red  services  and  frame formats  between  the  gateway device  and  access  devices  are  
defined  i n  th is  PAS.  The  wi red  communication  methods  are  beyond  the  scope  of th is  PAS.  

9. 2  J oi n  process  of access  devi ce  

An  access  device  does  not  scan  channels  when  i t  attempts  to  j o in  a  WIA-FA network.   

The  j oi n  process  of an  access  device  is  performed  as  fol lows.  

– The  access  device  sends  a  j o in  request  command  frame to  the  gateway device  by using  
the  general  frame wi th  service  i denti fier be ing  0  (see  9. 3);  

– The  network manager resid ing  on  the  gateway device  returns  a  j o i n  response command  
frame to  the  access  device  by us ing  the  general  frame wi th  service  i den ti fier be ing  1 ;  
subsequentl y,  the  network manager a l locates  communication  resources  (superframes,  
l inks,  etc. )  for the  access  device  by using  the  general  frame wi th  service  i denti fier being  
1 2 .  

See  9 . 3  for the  service  i den ti fi ers.  

The  8/1 6-b i t  short  address  of an  access  device  (see  6. 3)  i s  un ique  in  a  WIA-FA network.  

9. 3  Fram e form ats  between  G W an d  AD  

The  general  format of frames  between  the  gateway device  and  an  access  device  is  shown  i n  
F igure  69.   

1  octet  0/1  octet  0/8  octet(s )  2  octets  Vari abl e  l en g th  

Service  
i denti fi er 

Ad ID  AD  l ong  address  
Length  of 
service  

parameters  

Service  
parameters  

Fi gu re 69  – G en eral  frame  form at between  GW an d  AD  

Each  fi e ld  i n  F igure  69  i s  defi ned  as  fol lows:  

– Service  i den ti fi er:  the  leng th  is  1  octet.  Service  i den ti fier i s  used  to  i den ti fy d i fferen t 
services  (see  Table  68)  between  the  gateway device  and  an  access  device.  

– Ad ID:  the  length  i s  1  octet.  Ad ID  i s  used  to  i den ti fy ADs  (see  Table  1 9).  Ad ID  is  i nval i d  i f 
service  i denti fi er i s  0  or 1 ;  

– AD  l ong  address:  the  leng th  i s  0  or 8  octet(s).  I f the  service  i den ti fi er i s  0  or 1 ,  AD  l ong  
address  i s  the  EU I -64  of an  access  device;  otherwise,  AD  l ong  address  i s  i nval id ;  

– Length  of service  parameters :  the  l eng th  is  2  octets.  

– Service  parameters :  the  l ength  i s  variable .  Service  parameters  are  wired  service  data  
between  gateway device  and  an  access  device.  See  Table  68  for the  defin i ti ons  of Service  
parameters.  

The  services  and  service  i den ti fi ers  are  defined  i n  Table  68.  

Copyright International  Electrotechnical  Commission  



 – 1 1 2  – I EC PAS  62948:201 5  © I EC  201 5  

Table  68  – Wi red  servi ces  between  G W an d  AD  

Servi ce  
i d en ti fi ers  

Servi ces  Servi ce  Param eters   
Servi ce  

tran si ti on  

0  AD  j oi n  request  See  Tab le  69  ADGW 

1  AD  j oi n  response  See  Tab le  70  GWAD 

2  
GW request  AD  to  
send  GACK 

See  Tab le  71  and  Table  72  GWAD 

3  
GW request  AD  to  
send  NACK 

See  Tab le  73  GWAD 

4  Data  request  
Parameters  defi ned  i n  DLDE-DATA. request  

(see  8. 2 . 2)  
GWAD 

5  Data  i nd icati on  
Parameters  defi ned  i n  DLDE-DATA. ind ication  (see  
8. 2 . 3)  

ADGW 

6  Device  j o i n  i n d ication  
Parameters  defi ned  i n  DLME-JOIN . i nd ication   (see  
8. 3. 4. 2 )  

ADGW 

7  Device  j o i n  response  
Parameters   defi ned  i n  DLME-JOIN . response  (see  
8. 3. 4. 3)  

GWAD 

8  Device  status  report  

Parameters  defi ned  i n  DLME-DEVICE-
STATUS. ind icati on  

(see  8 . 3. 5. 2 )  

ADGW 

9  
Channel  cond i ti on  
report  

Parameters  defi ned  i n  DLME-CHANNEL-
CONDITION . i nd icati on  (see  8. 3 . 6 . 2)  

ADGW 

1 0  
Remote  attri bu te  get  
request  

Parameters  defi ned  i n  DLME-INFO-GET. request (see  
8. 3. 7. 1 )  

GWAD 

1 1  
Remote  attri bu te  get  
confi rm  

Parameters  defi ned  i n  DLME-INFO-GET. confi rm  (see  
8. 3. 7. 4)  

ADGW 

1 2  
Remote  attri bu te  set  
request  

Parameters  defi ned  i n  DLME-INFO-SET. request  (see  
8. 3. 8. 1 )  

GWAD 

1 3  
Remote  attri bu te  set  
confi rm  

Parameters  defi ned  i n  DLME-INFO-SET. confi rm  (see  
8. 3. 8. 4)  

ADGW 

1 4  Device  l eave  request  
Parameters  defi ned  i n  DLME-LEAVE. request (see  
8. 3. 9. 1 )  

GWAD 

1 5  Key establ i sh  request 
Parameters  defi ned  i n  KEY-ESTABLISH . request  (see  
1 1 . 2 . 2 . 1 )  

GWAD 

1 6  Key establ i sh  confi rm  
Parameters  defi ned  i n  KEY-ESTABLISH . confi rm  (see  
1 1 . 2 . 2 . 4)  

ADGW 

1 7  Key update  request  
Parameters  defi ned  i n  KEY-UPDATE. request  (see  
1 1 . 2 . 3 . 1 )  

GWAD 

1 8  Key update  confi rm  
Parameters  defi ned  i n  KEY-UPDATE. confi rm  (see  
1 1 . 2 . 3 . 4)  

ADGW 

1 9  
Securi ty a l arm  
i nd icati on  

Parameters  defi ned  i n  SEC-ALARM. request  (see  
1 1 . 2 . 4 . 2)  

AD    GW 

20  to  255  Reserved    

 

The services  i den ti fi ed  by 0  and  1  are  used  for ADs  j oin ing  WIA-FA network.  The  service  
parameters  of AD  j o i n  request  and  AD  j o i n  response are  shown  i n  Table  69  and  Table  70 ,  
respective l y.   

The  services  i den ti fi ed  by 2  and  3  are  used  by GW to  request ADs  send ing  GACKs  or NACKs.  
The  re lated  service  parameters  are  shown  i n  Table  71 ,  Table  72 ,  and  Table  73  respectivel y.   
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Table  69  – Servi ce parameters  of AD  j oi n  requ est  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

NetworkID  Unsigned8  0  to  255  
Network i d enti fi er,  used  for mu l ti pl e  networks  
coexi sti ng  (see  NetworkID  i n  6 . 7. 1 . 2 . 1 )   

PhyAddr Unsigned64  0  to  (264
－ 1 ) 

Long  address  of the  new access  device  wai ti ng  
to  j oi n  (see  LongAdd ress  i n  6 . 7 . 1 . 2 . 1 )   

Table  70  – Servi ce parameters  of AD  j oi n  respon se  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

Status  Unsigned8  0  to  255  

Resu l t  of j o i n  request:  

0=  SUCCESS;  

1 =  NetworkID  m ismatched ;   

2=  au then ti cation  fa i l u re;  

3=  network overl oad ;  

others  are  reserved .  

Ad ID  Unsigned  0  to  255  
I denti fi er of an  access  device  a l l ocated  by the  
gateway device  (see  Ad ID  i n  6 . 7 . 1 . 2 . 1 ) .  Ad ID  i s  
va l i d  i f S tatus  i s  SUCCESS  

ADAddr 
Unsigned8/  
Unsigned 1 6  

0  to  255/ 
0  to  65  535  

The  8/1 6-bi t  short  address  of an  access  device  
a l l ocated  by the  gateway device  

Table  71  – Servi ce  parameters  of GW requ estin g  AD  to  sen d  G ACK 

Param eter Data  type  Val i d  ran g e  Des cri pti on  

DeviceCount Uns igned8  0  to  255  
Count  of fi e l d  devices  received  frames  by any 
access  device  

GACKI nformation  
GACKI nfo_Struct 
L i st  

 
I n formation  of DeviceCount  fi e l d  devices,  
i nd icati ng  by GACKI nfo_Struct (see  Table  72)  

Table  72  – Param eters  of G ACKIn fo_Stru ct  stru ctu re  

Param eter Data  type  Val i d  ran g e  Des cri pti on  

DstAddr 
Unsigned8/  
Unsigned 1 6/ 
Unsigned64  

0  to  255/ 
0  to  65  535/  
0  to  (264

－ 1 ) 

Desti nati on  add ress,  wh ich  can  be  short  
add ress  or l ong  address.   

SequenceNumber Unsigned 1 6  0  to  65  535  Sequence  number of a  recei ved  frame  

Table  73  – Servi ce parameters  of GW requ esti n g  AD  to  sen d  N ACK 

Param eter Data  type  Val i d  ran g e  Des cri pti on  

RetryDeviceCount  Unsigned8  0  to  255  Count  of fi e l d  devices  requ i red  retransm ission  

DstAddressList  
Unsigned8/  
Unsigned 1 6  

 
Desti nati on  add ress.  See  Devi ceShortAddress  
i n  6 . 7. 1 . 2 . 1   

 

1 0  Appl i cati on  Layer  

1 0. 1  Overvi ew 

WIA-FA appl ication  l ayer (AL)  provides  d istribu ted  appl ications  for users.  I t  defines  
appl ication  obj ects  that i n teract wi th  i ndustria l  processes  as  wel l  as  communication  services  
that  support  commun ications  among  d istribu ted  appl ications.  AL  i s  comprised  of UAPs  and  
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ASL.  Each  UAP is  composed  of one  or more  UAOs.  DMAP is  a  specia l  UAP  (see  6 . 2) .  ASL 
defines  commun ications  among  UAPs  on  d i fferen t  devices.  

1 0. 2  AL protocol  stack 

Figu re  70  shows  the  posi ti on  and  constructi on  of AL wi th in  the  WIA-FA commun ication  
protocol  stack,  and  the  grey parts  denote  the  AL  re lated  portions.  

User Application Processes (UAPs)

ASLData  Entity
Management 

Entity

A
S
L
M
E
-S
A
P

ASLDE-SAP

NM/ 

Netwrok 

Management

Module

DMAP

SM/ 

Security 

Management 

Module

MIB

DLL

D
L
M
E
-S
A
P

DLDE-SAP DLME-SAP

 

Fi gu re 70  – AL  portion s  with in  WI A-F A protocol  stack  

The functions  of  WIA-FA ASL are  performed  by ASL data  en ti ty (ASLDE)  and  ASL  
management en ti ty (ASLME).  ASLDE performs ASL data  transm ission  function  (see  1 0 .7. 2)  
and  the  data  service  i n terface  i s  provided  for UAPs  on  ASLDE-SAPs.  ASLME  performs 
appl ication  configuration  function  (see  1 0 . 5. 5)  and  the  management service  i n terface  i s  
provided  on  ASLME-SAPs.  

1 0. 3  AL fu n ction s  

1 0. 3. 1  Data fu n cti on  

Three  types  of appl ication  data  are  transferred  between  the  gateway device  and  fie ld  devices,  
i ncl ud ing  period ica l  measurement values  ( i . e .  i npu t data)  and  set poin t va lues  ( i . e .  ou tpu t  
data),  requests  and  responses  of attribu te  read  and  wri te  access,  and  a larm  reports  i n  
abnormal  cases.  WIA-FA defines  correspond ing  appl ication  services  (see  1 0. 6)  and  vi rtua l  
communication  re lationsh ips  (see  1 0 . 5. 5. 3)  to  support the  usages  and  transm iss ions  for the  
d i fferent  appl ication  data.  

The  maximum  length  of WIA-FA appl ication  service  messages  i s  restricted  by DLL  resources  
and  transm ission  capabi l i ty.  The  maximum  l eng th  of DLL  payload  i s  speci fi ed  by 
MaxPayloadLength  attribute  i n  M IB  (see  6. 7. 1 . 2 . 1 ) .  

1 0. 3. 2  M an agemen t fu n ction  

The i npu t and  ou tpu t data  of fie ld  devices  shal l  be  transferred  period ical l y accord ing  to  
predefined  cycle.  When  a  fie ld  device  j o ins  WIA-FA network,  i t  shal l  be  configured  by the  host 
computer,  i . e.  speci fying  the  UAOs  of the  fie ld  device  to  be  used ,  the  inpu t data  and  ou tput  
data  of UAOs  to  be  transferred  period ical l y,  and  the  correspond ing  data  update  rate  (see  
1 0 . 5. 5. 2  for UAO configuration ).  

Copyright International  Electrotechnical  Commission  



I EC PAS  62948:201 5  © I EC  201 5  – 1 1 5  – 

I f mu l tip le  UAOs are  assigned  to  one  UAP on  a  fie ld  device,  these  UAOs  shal l  have  the  same 
data  update  rate  and  use  the  same P/S  VCR.  

1 0. 3. 3  Com mu n ication  mod e  

ASL supports  three  communication  models :  C l i ent/Server (C/S)  model ,  Publ isher/Subscriber 
(P/S)  model  and  Report  source/Sink (R/S)  model .  These  communication  models  are  used  to  
transm i t  the  appl ication  data  wi th  correspond ing  priori ty.  

– C/S  communication  model :  appl icable  to  aperiod ic non -real -time read /wri te  access  and  
a larm  acknowledgement (NRT).  The  transm iss ion  is  un icast.  

– P/S  communication  model :  appl icable  to  period ic process  data  publ ishment (RT1 ) .  The  
transm ission  can  be  un icast  or broadcast.  

– R/S  commun ication  model :  appl icable  to  aperiod ic a larm  reports  (RT2)  or u rgent command  
(RT0).  The  transm ission  can  be  un icast  or broadcast.  

The  roles  played  by the  gateway device  and  fi e ld  devices  in  d i fferen t communication  models  
are  shown  i n  Table  74.  

Table  74 – Comm u n i cation  mod el s  between  g ateway d evice  an d  fi eld  d evi ces   

Gateway 
Devi ce  

F i el d  
Devi ce  

Com m u n i cati on  
M od e   

Pri ori ty U sag e  

Cl ient  Server un icast  NRT Gateway device  reads  or wri tes  the  attri bu tes  of M IB  or 
UAOs,  or acknowledge  the  a l arms for fi e l d  d evices.  

Publ i sher Subscriber un icast  RT1  Gateway device  publ i shes  the  ou tpu t data  to  a  fi e l d  
device.  

broadcast  RT1  Gateway device  publ i shes  the  ou tpu t data  to  a l l  fi e l d  
devices.  

Subscriber Publ i sher un icast  RT1  F iel d  d evice  publ i shes  the  i npu t  data  to  gateway device.  

Report  
S i nk 

Report  
Source  

un icast  RT2  F iel d  d evice  reports  a l arms  to  the  gateway device.  

Report  
Source  

Report  
S i nk 

un icast  RT0  Gateway device  sends  the  start  or s top  command  to  a  
fi e l d  device.  

broadcast  RT0  Gateway device  sends  the  start  or s top  command  to  a l l  
fi e l d  d evices.  

 

These  three  communication  models  are  accompl ished  by correspond ing  types  of VCRs.  VCR 
defines  the  log ic commun ication  re lationsh ip  between  gateway device  and  fie l d  device,  wh ich  
is  represented  as  the  VCR endpoint  in  the  devices.  VCR endpoin t defines  the  commun ication  
re lated  attributes  of VCR and  i s  identi fi ed  un iquel y by VCR_ID  in  the  device.  

1 0. 4  Appl i cation  d ata  

1 0 . 4. 1  G en eral  

I n  WIA-FA devices,  the  appl ication  data  wh ich  is  used  for UAOs includes  attribu te  data,  
process  data  and  even t  data.  Attribute  data  are  the  attribu tes  for aperiod ic  read  and  wri te  
accesses,  i nclud ing  s tructured  and  unstructured  attribu tes  i n  M IB  (see  6. 7 . 1 . 2)  as  wel l  as  the  
attributes  associated  wi th  the  process  or technology i n  UAOs.  Process  data  i s  the  i npu t and  
ou tpu t data  of UAOs,  wh ich  is  period ical l y exchanged  between  fi e l d  devices  and  the  gateway 
device.  Even t data  i s  the  a larm  reported  by fie l d  devices  to  the  gateway device.  
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1 0. 4. 2  Process  d ata  

1 0 . 4. 2. 1  G en eral  

Process  data  that i s  period ical l y transferred  between  fi e ld  devices  and  gateway device  
i ncludes  input data  and  output data.  I npu t data  i s  the  data  such  as  sensor measurement value  
or actuator feedback value ,  and  outpu t data  is  the  data  such  as  actuator set poin t  va lue.  
Process  data  are  a lso  d i vided  i n to  analog  data  and  d i g i tal  data.  Such  data  can  be  values  (e. g .  
float  or uns igned  type)  or va lues  wi th  status.  Manufacturer speci fic  process  data  is  a l l owed  i n  
WIA-FA.  

1 0. 4. 2. 2  An alog  d ata wi th  statu s  

WIA-FA defines  two  types  of analog  data  wi th  status,  i . e.  S ing leAnalogData  and  
DoubleAnalogData,  as  shown  i n  Table  75  and  Table  76.  

Table  75  – Si n gl eAn al ogData  d efin i ti on   

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  Val ue  S ing le  F l oat   Value  of the  data   

1  S tatus  Uns igned8  0  to2   S tatus  of the  data,  and  the  val ue  shal l  be:  

0  =  GOOD;  

1  =  BAD;  

2  =  UNCERTAIN ;  

Others  are  reserved .  

Table  76  – Dou bleAn al ogData  d efin i ti on   

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  Val ue  Double  F l oat   Value  of the  data   

1  S tatus  Uns igned8  0  to2   S tatus  of the  data,  and  the  val ue  shal l  be:  

0  =  GOOD;  

1  =  BAD;  

2  =  UNCERTAIN ;  

Others  are  reserved .  

 

1 0. 4. 2. 3  Dig i tal  data  wi th  statu s  

WIA-FA defines  three  types  of d ig i ta l  data  wi th  status ,  i . e.  D ig i talData8,  D ig i ta lData1 6  and  
Dig i ta lData32,  as  shown  i n  Table  77,  Table  78  and  Table  79.  

Tabl e  77  – D i g i talData8  defi n i ti on   

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  Value  Uns igned8   Value  of the  data   

1  S tatus  Uns igned8   S tatus  of the  d i g i ta l  data,  and  the  va l ue  
shal l  be:  

0  =  GOOD;  

1  =  BAD;  

2  =  UNCERTAIN ;  

others  are  reserved  
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Table  78  – D ig i tal Data1 6 d efin i ti on  

M em berI D  
Param eter 

n am e 
Data  type  Val i d  ran g e  Des cri pti on  

0  Value  Unsigned 1 6   Value  of the  data   

1  S tatus  Unsigned8   S tatus  of the  data,  and  the  val ue  shal l  be:  

0  =  GOOD  

1  =  BAD  

2  =  UNCERTAIN  

Others  are  reserved  

 

Table  79  – D ig i talData32  d efi n i tion   

M em berI D  M em ber n am e Data  type  Val i d  ran g e  Des cri pti on  

0  Value  Unsigned32   Value  of the  data   

1  S tatus  Unsigned8   S tatus  of the  d i g i ta l  d ata,  and  the  val ue  
shal l  be:  

0  =  GOOD  

1  =  BAD  

2  =  UNCERTAIN  

Others  are  reserved  

 

1 0. 4. 3  Even t d ata  

WIA-FA defines  EventData  for fie l d  devices  to  main ta in  a larm  events .  When  an  abnormal  
even t occurs,  i ts  EventFlag  b i t  sha l l  be  set.  When  the  abnormal  even t  d isappears,  i ts  
EventF lag  b i t  shal l  be  reset.  AckFlag  i s  used  to  i nd icate  whether th is  a l arm  event shal l  be  
acknowledged .  Even tData  i s  defined  i n  Table  80.  The  events  defined  for UAOs are  shown  i n  
Table  81 .  

Table  80  – Even tData  Defi n i tion   

M em berI D  M em ber 
n am e 

Data  type  Data  
l en g th  

Val i d  
ran g e  

Des cri pti on  

1  EventFl ag  B i t  F ie l d  2   The  cod i ng  for each  b i t  i s  as  fo l l ows:  

0  =  even t d oesn ’ t  exi st;  

1  =  even t exi sts .  

2  AckFlag  B i t  F ie l d  2   F l ag  i n d icati ng  whether the  correspond i ng  
event  need  to  be  acknowl edged ,  The  
cod ing  for each  bi t  i s  as  fol l ows:  

0  =  acknowledgement  not  needed ;  

1  =  acknowledgement  needed .  
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Tabl e  81  – U AO even ts  defi n i ti on s   

Bi t  Even t Type  

Bi t  0  CONFIGURATION_ERROR 

B i t  1  SENSOR_FAULT 

B i t  2  ACTUATOR_FAULT 

B i t  3  I NPUT_EXCEEDS_UPPER_LIMIT  

B i t  4  I NPUT_EXCEEDS_LOWER_LIMIT  

B i t  5  OUTPUT_EXCEEDS_UPPER_LIMIT  

B i t  6  OUTPUT_EXCEEDS_LOWER_LIMIT  

B i t  7  PROCESS_DATA_NOT_UPDATED 

B i t  8  PROCESS_DATA_LENGTH_I NCONSISTENT 

B i t  9  to  B i t1 5  Reserved  

B i t  1 6  to  B i t23  Manufactu rer speci fi c  even ts  

 

1 0. 5  U ser appl i cation  process  

1 0. 5. 1  G en eral  

WIA-FA defines  d istributed  appl ication  process  (DAP)  to  accompl ish  the  d istribu ted  
appl ications  i n  the  i ndustria l  fie l d  envi ronment.  A DAP can  locate  on  one  or more  than  one  
devices  over WIA-FA network.  DAP  is  implemented  as  UAP on  the  device,  wh ich  i s  i den ti fied  
by UAP I denti fi ers  (UAP_ID)  un iquel y wi th in  WIA-FA devices.  A WIA-FA device  can  support  
one  or more  UAPs.  F igure  71  shows the  re lationsh ips  between  DAPs  and  UAPs over WIA-FA 
network.  DMAP is  a  specia l  kind  of UAP accompl ish ing  system  and  securi ty management 
functions  (see  6. 2).  Each  WIA-FA device  shal l  implement on l y one  DMAP.  The  UAP_ID  of 
DMAP is  0 .  

 

Measurement and  Control  Object  

WIA-FA network  

 

 

Device A

 

Device B

 

Device C

 

 UAP 1  UAP 1  UAP  1

DAP 1

DAP 2

 UAP 2 UAP 2 

DAP 3

 UAP 3

 

Figu re 71  – Th e  relation sh i ps  between  U APs  an d  D APs   
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1 0. 5. 2  U ser appl i cati on  obj ect  

A UAP is  composed  of one  or more  UAO(s)  wi th in  one  fi e ld  device,  shown  i n  F igure  72 .  Each  
UAO manages  and  provides  the  run  time exchange  of messages  across  the  network and  
wi th in  the  device.  

   

UAP 

1

 

ASL  

User 

Application  

Process

 

Application  

Sublayer
 

UAO 
1  

UAO 
n  . . .  

  DMAP 

(UAO 0)  

   

UAP 

2

 UAO  
n+1

UAO 
m . . .  

 

 

Figu re  72  – U ser appl i cati on  obj ects    

WIA-FA supports  four types  of UAOs:  analog  i nput  (AI ) ,  analog  ou tpu t (AO),  d ig i tal  i nput  (DI ) ,  
and  d ig i ta l  ou tpu t (DO).  Manufacturer speci fic UAOs  are  a l l owed  i n  WIA-FA.  The  
implementation  of UAO types  i s  optional  for fi e ld  devices.  The  defin i ti on  of UAO  attribu tes  is  
beyond  the  scope  of th is  PAS.  

UAO shal l  be  i den ti fied  un iquel y by UAP_ID  wi th in  a  device.  DMAP is  a  specia l  ki nd  of UAP 
and  has  on l y one  UAO  (UAO_ID=0).   

1 0. 5. 3  IO  d ata im ag es  on  g ateway d evi ce  

I t  i s  optional  for gateway device  to  implement I O  data  images  for fie ld  devices.  After a  fi e l d  
device  j o i ns  WIA-FA network,  the  gateway device  may a l l ocate  an  IO  data  image  for the  fie l d  
device,  wh ich  i s  used  to  buffer the  period ical l y transferred  i nput  and  output data  of the  fi e ld  
device.  Thus,  when  the  gateway device  in terconnects  wi th  another con trol  system  (e. g .  
fie l dbus),  i t  can  commun icate  wi th  other devices  over the  control  network as  a  remote  I /O  
device.   

The  gateway device  shal l  save  the  configuration  data  of the  fie l d  device,  wh ich  are  used  to  
i n terpret the  i npu t and  ou tput  data  of fi el d  device.   

When  a  fi e ld  device  l eaves  WIA-FA network,  the  gateway device  shal l  re lease  the  IO  data  
image  for the  fie l d  device  i f implemented .  

F i gure  73  shows  an  implementation  example  of the  IO  data  images  on  the  gateway device.  
Implementation  i s  manufacture  speci fic and  beyond  the  scope  of th is  PAS.  
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IODataImage 1  

. . .

Gateway device

Field  device 1

AI

Field  device 2

AO

Field  device 3

DI

AO

.. .

AI

AI

UAP1
UAP2

UAP1

FDAddr 1

UAP 1

InputBuff OutputBuff

IODataImage 2 

FDAddr 2

UAP 2

InputBuff OutputBuff

UPA 1

InputBuff

UAP3

IODataImage 3 

FDAddr 3

UAP 3

InputBuff

 

Figu re 73  – Impl em en tati on  exam ple  of IO  d ata im ag es  on  th e  g ateway devi ce   

1 0 . 5. 4  Al arm  mech an i sm  

Al l  UAOs  in  the  fi e ld  device  shou ld  main ta in  an  even t data  (EventData  type,  see  Table  80) .  
When  an  abnormal  even t (a larm  even t)  appears  or d isappears,  the  correspond ing  EventF lag  
b i t  shal l  be  set  (appear)  or reset (d isappear)  The  AckFlag  b i ts  of the  even t data  i nd icate  
whether the  correspond ing  events  shal l  be  acknowledged  by the  gateway device,  wh ich  can  
be  configured  by the  gateway device.  UAP  shal l  pack the  event  data  i n to  a  REPORT request 
message  and  send  i t  to  the  gateway device.  

The  gateway device  shal l  main tain  an  a larm  queue  for each  fie ld  device  to  save  the  received  
a larm  events.  Depend ing  on  the  AckFlag  (AckFlag  =  1 )  i nd ications  of the  even t data,  the  host 
computer may return  a  REPORT ACK request  message  to  the  fi el d  device.  

For those  a larm  events  requ i ri ng  acknowledgement,  when  UAP of the  fie ld  device  receives  
the  REPORT ACK request message,  i t  shal l  clear the  alarm  events  of UAO that are  reported  
previous l y,  i . e.  resetting  the  respective  EventF lag  b i ts.  I f the  fie ld  device  doesn ’ t  receive  the  
REPORT ACK request message  wi th in  AlarmRptDur (see  Table  1 4)  t ime i n terval ,  UAP shal l  
report the  a larm  even ts  again .  AlarmRptDur can  be  configured  by the  host computer.  The  
acknowledge  requ i rements  of UAO  a larm  events  i s  a lso  configurable.  

The  fi e ld  device  can  report more  than  one  a larm  even t and  the  gateway device  can  
acknowledge  parts  of or a l l  a l arms  depend ing  on  the  actual  cond i ti ons.  

1 0. 5. 5  Appl i cation  con fi gu rati on  process  

1 0 . 5. 5. 1  Gen eral  

The appl ication  configuration  process  for the  fi e ld  device  i s  d i vi ded  i n to  the  fol l owing  steps:   

a)  wri te  CfgUAOList  for setting  appl ication  configuration  data;  

b)    wri te  VCRList  for configuring  the  C/S  VCR,  P/S  VCRs,  and  R/S  VCRs.  

1 0. 5. 5. 2  U AO con fi gu ration  

When  a  fie l d  device  j o ins  WIA-FA network,  the  gateway device  shal l  fi rst  read  i ts  
NumOfSupUAO (see  Table  1 9)  attribute  to  obtain  the  number of UAO  types  supported  by the  
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fie ld  device,  and  read  SupUAOList  (UAOClassDesc_Struct type,  see  Table  22)  to  obtain  a l l  
UAO class  descriptions  wh ich  are  implemented  by the  fi e ld  device.  The  UAO class  description  
i ncludes  Class_ID,  UAO type,  m in imum  data  update  rate,  as  wel l  as  the  data  type  and  l eng th  
of the  i npu t data  and  outpu t data  supported  by the  UAO.  The  gateway device  shal l  de l i ver th is  
i n formation  to  the  host  computer.  

The  host computer shal l  configure  UAPs  for the  fie ld  device  accord ing  to  rea l  appl ication  
requ i rements ,  i nstan tiate  several  UAOs  of the  UAO classes  supported  by the  fie ld  device,  and  
ass ign  these  UAOs  to  UAPs.  Al l  UAOs  belong ing  to  one  UAP shal l  have  the  same data  
update  rate.  

The  host computer shal l  configure  NumOfCfgUAO (see  Table  1 9)  and  CfgUAOList  
(UAOI nstDesc_Struct,  see  Table  24)  to  the  fie l d  device.  The  sum  of a l l  the  i nput/ou tpu t data  
l ength  of a  configured  UAO shal l  be  less  than  the  maximum  inpu t/ou tpu t data  l eng th  speci fi ed  
by the  UAO class.  The  type  and  order of the  period ical l y transferred  inpu t/output  data  shal l  be  
consisten t wi th  the  configuration .  

When  a  fie ld  device  l eaves  WIA-FA network,  i t  shal l  clear the  CfgUAOList.  

1 0. 5. 5. 3  VCR Con fig u ration  

After configuring  UAOs,  the  gateway device  shal l  configure  VCRs  for the  fi el d  device  
accord ing  to  the  UAO configuration .  The  host computer shal l  wri te  VCRList (see  Table  1 5)  to  
the  fi e ld  device  for setti ng  commun ication  related  attribu tes  of P/S  VCRs,  and  R/S  VCRs.  
There  is  a  defau l t C/S  VCR (VCR_ID  =  0)  between  the  gateway device  and  a  fie ld  device.  The  
configuration  of C/S  VCR for a  fie ld  device  i s  optional .  

Table  82  shows the  overview of attribu te  settings  for d i fferen t VCR type  on  a  fi e ld  device.  See  
Table  21  for VcrEP_Structure  defin i tion .  

Tabl e  82  – VCR attri bu te  con fig u rati on  overvi ew  

M em berI D  M em ber n am e VcrEP_Type  

SERVER PU BLI SH ER SU BSCRI BER REPORT 
SOU RCE  

0  VCR_ID  0  Confi gu red  Confi gu red  Confi gu red  

1  VcrEP_Type  1  2  3  4  

2  UAP_ID   0  Confi gu red  Confi gu red  Confi gu red  

3  PeerAddr Short  add ress  
of gateway 
device  

Short  add ress  
of gateway 
device  

Short  add ress  
of gateway 
device  

Short  add ress  
of gateway 
devi ce  

5  VCRActiveTime  I nval i d  and  
shou ld  be  set  0  

0  or confi gu red  0  or confi gu red  I nval i d  and  
shou ld  be  set  0  

6  DataUpdateRate  I nval i d  and  
shou ld  be  set  0  

confi gu red  confi gu red  I nval i d  and  
shou ld  be  set  0  

7  Dead l i ne  I nval i d  and  
shou ld  be  set  0  

confi gu red  confi gu red  I nval i d  and  
shou ld  be  set  0  

8  WatchdogTime Defau l t  va l ue  i s  
1 00  ms,  and  i t  
cou ld  be  
changed  by 
host  computer 

I nval i d  and  
shou l d  be  set  0  

I nval i d  and  
shou ld  be  set  0  

I nval i d  and  
shou ld  be  set  0  

 

When  configuring  the  VCRList  for a  fi e l d  device,  the  gateway device  shal l  create  the  
correspond ing  VCR endpoin ts  i n  order to  establ ish  the  VCR connections  wi th  the  fi el d  device.  
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When  the  fie ld  device  leaves  WIA-FA network,  i t  shal l  cl ear the  VCRList  except the  server 
VCR endpoin t.  

1 0. 5. 5. 3. 1  C/S  VCR con fig u rati on  

On ly one  defau l t  C/S  VCR (VCR_ID  =  0)  i s  needed  between  the  gateway device  and  a  fi e ld  
device.  The  gateway device  is  cl i en t wh i l e  the  fi e ld  device  i s  server.   

F i gu re  74  shows the  C/S  VCR relationsh ip  between  the  gateway device  and  fie ld  devices.  
Arrows  ind icate  the  data  transm ission  d i rections.   

Client VCR

Endpoint 1

Client 

VCR Endpoint 2

Host Computer

...

Server VCR 

Endpoint

UAO 1

UAO 2

...FD 1

VCRList

VCRList

Server VCR 

Endpoint

UAO 1

UAO 2

...FD 2

VCRList

C/S 
VCR

 1

C/S VCR 2 

GW

...

 

Figu re 74 – C/S  VCR rel ati on sh ips  between  GW an d  FDs   

1 0 . 5. 5. 3. 2  P/S  VCR con figu rati on  

Mul tip le  UAOs  may be  a l l ocated  to  one  UAP on  a  fie l d  device.  I f the  UAOs  have  i nput  data,  a  
publ isher VCR endpoin t  sha l l  be  configured  and  the  fiel d  device  acts  as  a  publ isher.  I f the  
UAOs have  output  data,  a  subscriber VCR endpoint shal l  be  configured  and  the  fi e l d  device  
acts  as  a  subscriber.  Each  VCR endpoin t shou ld  be  al l ocated  a  buffer to  store  the  i nput or  
ou tpu t data.   

Figure  75  and  F igure  76  show the  P/S  VCR relationsh ips  between  the  gateway device  and  
fie l d  devices.   The  arrows  i nd icate  the  data  transm ission  d i rections.   
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Fi gu re 75  – P/S  VCR rel ation sh ips  between  GW an d  FDs   
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Figu re  76  – P/S  VCR rel ation sh i ps  between  FDs  an d  GW  

1 0 . 5. 5. 3. 3  R/S  VCR con fi gu ration  

At least one  P/S  VCR shal l  be  establ ished  between  the  gateway device  and  a  fie ld  device.  
The  fi e l d  device  i s  report source  wh i le  the  gateway device  i s  report s ink.   

F igu re  77  shows the  R/S  VCR re lationsh ip  between  the  gateway device  and  fi e l d  devices.  
Arrows  ind icate  the  data  transm ission  d i rections.  
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Fi gu re  77  – R/S  VCR rel ati on sh ips  between  FDs  an d  GW  

1 0 . 5. 5. 4  Con figu ration  process  

Figure  78  shows  the  configuration  process  from  the  gateway device  to  a  fi el d  device.   
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Gateway device Field  device

READ request(NumOfSupUAO)

READ response(NumOfSupUAO)

READ response(SupUAOClassList)

READ response(SupUAOClassList)

WRTIE response(NumOfCfgUAO)

WRITE request(NumOfCfgUAO)

WRITE response(CfgUAPInstList)

WRITE request(CfgUAPInstList)

WRITE request(VCRList)

WRITE response(VCRList)

Assign  IO data 

image for the 

field  device 

(optional)

Assign  

corresponding 

VCR endpoints  

for the field  

device

Configuration  complete

 

Figu re 78  – Con figu rati on  process  for a  fiel d  d evi ce  

1 0 . 5. 5. 5  Ag g reg ati on  an d  d i sag greg ati on  of process  data  

Data  of a l l  UAOs  al l ocated  to  one  UAP shal l  be  aggregated  on  the  fi e ld  device.  As  a  publ isher,  
the  UAP shal l  obtain  a l l  process  data  accord ing  the  configured  order and  form  one  PUBLISH  
request message.  Th is  i s  the  AL  aggregation  process.   

As  a  subscriber,  the  UAP shal l  parse  the  received  PUBLISH  request  message  and  transfer 
the  data  to  the  respective  UAOs.  Th is  i s  the  AL d isaggregation  process.  

F i gure  79  shows  an  example  of an  UAO aggregation  and  d isaggregation  process.  
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Figu re 79  – U AO agg reg ation  an d  d isagg reg ati on  process   

1 0 . 6  Appl i cation  servi ces  

1 0 . 6. 1  Con firmed  servi ces  an d  u n con firm ed  services  

WIA-FA appl ication  layer defines  appl ication  services  to  support aperiod ic attribute  read /wri te  
access,  period ic  process  data  publ ishment,  and  the  a larm  even t reports ,  shown  as  i n  Table  83.  

The  appl ication  services  i nclude  confi rmed  services  and  unconfi rmed  services .  Confi rmed  
services  are  used  for bid i rectional  request/response  between  UAPs,  and  the  unconfi rmed  
services  are  used  for un id i rectional  data  transm ission  from  one  UAP to  one  or more  UAPs.  

Table  83  – Appl ication  servi ces  su pported  by U APs   

Servi ce  
N am e  

Servi ce  
I d en ti fi er 

M essag e  Type  Des cri pti on  

READ  0x01  

 

 

request  Request to  read  the  val ue  of a  UAO or M I B  attri bu te   

response(+)  The  UAO or M I B  attri bu te  i s  read  successfu l l y,  and  the  
val ue  of the  attri bu te  shal l  be  retu rned  i n  the  response   

response(-)  Fai l  to  read  the  UAO or M IB  attri bu te,  and  the  fa i l u re  
reason  shal l  be  retu rned  i n  the  response  

WRITE  0x02  

 

 

request  Request  to  wri te  the  val ue  of a  UAO or M IB  attri bu te   

response(+)  The  UAO or M I B  attri bu te  i s  wri tten  successfu l l y,  

response(-)  Fai l  to  wri te  the  UAO or M I B  attri bu te,  and  the  fa i l u re  
reason  shal l  be  retu rned  i n  the  response  

PUBLISH  0x03  request  Request to  publ i sh  the  i npu t  or ou tpu t  process  data  

REPORT 0x04  request  Request  to  report  a  or mu l ti pl e  UAO event(s)  

REPORT 
ACK 

0x05  

 

 

request  Acknowledge  the  reported  a l arm(s)  

response(+)  Alarm (s)  i s/are  acknowl edged  successfu l l y 

response(-)  Fai l  to  acknowledge  the  a l arms,  and  the  fa i l u re  reason  
shal l  be  retu rned  i n  the  response  
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1 0. 6. 2  RE AD  servi ce  

1 0 . 6. 2. 1  M essag e  form at  

Figu re  80  shows  the  format of READ  request message.  

2  octets  1  octet  1  octet  1  octet  

UAO 

I denti fi er 
Attri bu te  I d enti fi er Storage  I ndex Member I den ti fi er 

Fi gu re  80  – RE AD  requ est message  form at  

Figure  81  shows  the  format of READ  response(+)  message.  

Variable  l eng th  i n  octet  

Data  

Figu re 81  – RE AD respon se(+)  messag e  form at   

Figu re  82  shows  the  format of READ  response(-)  message.  

1  octet  1  octet  

Error code  Add i ti onal  i n formation  

Fi gu re 82  – RE AD  respon se(-)  message  form at   

The fie lds  of the  READ messages  are  described  as  fo l l ows:  

– UAO I denti fi er:  UAO_ID  of the  UAO that i s  read ,  va lue  0  i s  used  for M IB;  

– Attribu te  I den ti fi er:  AttributeID  of the  attribu te  i n  UAO  or M IB;  

– Storage  I ndex:  I ndex of a  record  i n  the  l i s t.  Value  255  i nd icates  al l  records  shal l  be  read .  
Th is  fie l d  i s  i nva l id  for the  unstructured  attributes ;  

– Member I den ti fi er:  MemberID  of a  member in  a  s tructured  attribu te.  Value  255  i nd icates  a l l  
members  shal l  be  read .  Th is  fie ld  i s  i nva l id  for the  unstructured  attributes ;  

– Data:  Value  that i s  read ;  

– Error Code:  Fai lure  reason  code.  The  defin i tion  is  shown  i n  Table  84;  

– Add i ti onal  I n formation :  Add i tional  i n formation  for fa i l u re  reason ,  manufactu rer speci fic.  

Table  84 – Error cod e d efin i tion  for RE AD  respon se(-)  m essag e  

Val u es  M ean i n g  

1  SERVICE_EXPIRATION  

2  SERVICE_NOT_SUPPORTED  

3  UAO_NOT_EXISTENT 

4  ATTRIBUTE_NOT_EXISTENT 

5  STOREINDEX_NOT_EXISTENT 

6  MEMBER_NOT_EXISTENT 

7  LENGTH_TOO_LARGE  
a  

8  OTHERS  

9  to  255  Reserved  for fu tu re  use  

a   MaxPayLoadLenth  describes  the  max l eng th  of DLL  payload ,  when  the  s i ze  of Data  i s  more  
than  MaxPayLoadLength ,  th i s  error code  i s  retu rned .  
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1 0.6.2.2  Service process  

This  confi rmed  service  transm i ts  NRT data  via  C/S  VCR.  The  gateway device  shal l  use  th is  
service  to  read  aperiod ical l y an  attribute  or an  attribute  member of a  UAO.  I f the  UAP_ID,  
Attribu teID  or MemberID  i s  wrong,  or the  service  i s  not supported  by the  fi e ld  device,  i t  sha l l  
return  the  appropriate  error code.  F igure  83  shows  the  READ service  process.  

Gateway device Field  device

READ reqeust

READ response

 

Figure 83  – READ Service  process   

1 0 .6.3  WRITE  service  

1 0 .6.3. 1  Message  format  

Figure  84  shows  the  format of WRITE  request  message.  

2  octets  1  octet  1  octet  1  octet  Vari able  l ength  

UAO 

I denti fi er 
Attri bu te  I d en ti fi er Storage  I ndex Member I den ti fi er Data  

Figure 84 – WRITE  request  message  format  

No format is  defined  for WRITE  response(+)  message.  

F igu re  85  shows  the  format of WRITE  response(-)  message.  

1  octet  1  octet  

Error code  Add i ti onal  i n formation  

Figure 85 – WRITE  response(-)  message format   

The fie lds  of the  WRITE  messages  are  described  as  fol lows:  

– UAO I denti fi er:  UAO_ID  of the  UAO that i s  wri tten ,  va lue  0  i s  used  for M IB;  

– Attribu te  I den ti fi er:  AttributeID  of the  attribu te  i n  UAO  or M IB;  

– Storage  I ndex:  I ndex of a  record  i n  the  l i st.  Value  255  ind icates  a l l  records  shal l  be  wri tten .  
Th is  fie l d  i s  i nva l id  for the  unstructured  attributes ;  

– Member I den ti fi er:  MemberID  of a  member in  a  s tructured  attribu te.  Value  255  i nd icates  a l l  
members  shal l  be  wri tten .  Th is  fie l d  i s  i nva l id  for the  unstructured  attributes;  

– Data:  va lue  that  i s  wri tten ;  

– Error Code:  Fai lu re  reason  code.  The  defin i tion  i s  shown  i n  Table  85;  

– Add i ti onal  I n formation :  Add i tional  i n formation  for fa i l u re  reason ,  manufactu rer speci fic.  
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Table  85  – Error cod e d efin i tion  for WRITE  respon se(-)   

Val u es  M ean i n g  

1  SERVICE_EXPIRATION  

2  SERVICE_NOT_SUPPORTED  

3  UAO_NOT_EXISTENT 

4  ATTRIBUTE_NOT_EXISTENT 

5  STOREINDEX_NOT_EXISTENT 

6  MEMBER_NOT_EXISTENT 

7  LENGTH_NOT_MATCH  

8  VALUE_EXCEED_SCOPE  

9  OTHERS  

1 0  to  255  Reserved  for fu tu re  use  

 

1 0. 6. 3. 2  Service process  

This  confi rmed  service  transm its  NRT data  via  C/S  VCR.  The  gateway device  shal l  use  th is  
service  to  wri te  an  attribu te  or an  attribute  member of a  UAO or M IB  aperiod ical l y.  I f the  
UAP_ID,  AttributeID  or MemberID  is  wrong ,  or the  value  exceeds  scope,  or the  data  l ength  
does  not match ,  or the  service  is  not supported  by the  fie ld  device,  i t  shal l  return  the  
appropriate  error code.  F igure  86  shows  the  WRITE  service  process.  

Gateway device Field  device

WRTITE reqeust

WRITE response

 

Figu re 86  – WRITE  Service process   

1 0 . 6. 4  PU BLI SH  Servi ce  

1 0 . 6. 4. 1  M essage  form at  

Figure  87  shows  the  format of the  PUBLISH  request message.  

Variable  Length  i n  octet  

Data  

Fi gu re  87  – PU BLI SH  requ est m essag e format   

PUBLISH  service  i s  an  unconfi rmed  service  and  has  no  response.  

The  fi e l ds  of the  PUBLISH  request  message  are  described  as  fol l ows:  

– Data:  a l l  i npu t and  outpu t  data  that i s  publ ished  by UAP.   
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1 0. 6. 4. 2  Service  process  

This  unconfi rmed  service  transm i ts  RT1  data  via  P/S  VCR.  The  gateway device  or fie ld  
devices  shal l  use  th is  service  to  publ ish  period ical l y the  process  data  upon  DataUpdateRate.  
UAOs  belong ing  to  the  same UAP shal l  be  aggregated  to  one  PUBLISH  service.  F igure  88  
shows  the  PUBLISH  service  process  from  the  fi e ld  device  to  the  gateway and  F igure  89  
shows  the  opposi te  d i rection .  

Gateway device Field  device

PUBLISH request

DataUpdateRate 

expire

 

Figu re 88  – PU BLI SH  Proced u re from  Fiel d  Device to  G ateway Devi ce  

Gateway device Field  device

PUBLISH request

DataUpdateRate 

expire

 

Figu re 89  – PU BLI SH  Procedu re from  G ateway Devi ce to  F ield  Devi ce   

1 0 . 6. 5  REPORT Servi ce  

1 0 . 6. 5. 1  M essag e  form at  

Figu re  90  shows  the  format of the  REPORT request message.  

1  octet  4  octets  1  octet  

UAO_ID  Event  Add i ti onal  i n formation  

Figu re 90  – REPORT requ est m essag e format   

REPORT service  is  an  unconfi rmed  service  and  has  no  response.  

The  fi e lds  of the  REPORT request  message are  described  as  fol l ows:  

– UAO_ID:  UAO_ID  of the  UAO that  reports  the  a larm  even ts;  

– Event:  the  reported  a larm  even ts  wi th  the  data  type  of  Even tData  (see  Table  80) ;  

– Add i tional  in formation :  manufacturer speci fic  add i ti onal  i n formation .  
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Th is  unconfi rmed  service  transm i ts  RT0  data  via  R/S  VCR.  The  fi e ld  device  shal l  use  th is  
service  to  report the  appearance  or d isappearance of one  or more  than  one  a larm  event to  the  
gateway device.  F i gure  91  shows  the  REPORT service  process.  

Gateway device Field  device

REPORT reqeust

 

Figure 91  – REPORT Service  process   

1 0 .6.6  REPORT ACK 

1 0 .6.6. 1  Message  format  

Figure  92  shows  the  format of the  REPORT ACK request  message.  

1  octet  2  octets  

UAO_ID  AckEvent 

Figure 92  – REPORT ACK request message  format  

Figure  93  shows  the  format of the  REPORT ACK response(+)   message.  

1  octet  

UAO_ID  

Figure 93  – REPORT ACK response(+)  message format  

Figure  94  shows  the  format of the  REPORT ACK response(-)  message.  

1  octet  1  octet  1  octet  

UAO_ID  Error Code  Add i ti onal  i n formation  

Figure 94 – REPORT ACK response(-)   message format  

The fi e l ds  of the  REPORT ACK messages  are  described  as  fol lows:  

– UAO_ID:  UAO_ID  of the  UAO that  i s  a larm  acknowledged ;   

– AckEven t:  acknowledged  events.  Each  b i t  represents  one  even t  defi ned  i n  Table  81  and  
the  value  1  ind icates  the  correspond ing  even t i s  acknowledged ;   

– Error Code:  fa i lu re  reason  code.  See  Table  86  for defin i tion ;   

–  Add i ti onal  in formation :  manufacturer speci fic  add i ti onal  i n formation .  
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Table  86  – Error cod e d efin i tion  for REPORT ACK n egative  respon se  

Val u es  M ean i n g  

1  SERVICE_EXPIRATION  

2  SERVICE_NOT_SUPPORTED  

3  EVENT_NOT_EXISTENT 

4  ACKNOWLEDGEMENT_NOT_REQUIRED  

5  OTHER 

6  to  255  Reserved  for fu tu re  use  

 

1 0. 6. 6. 2  Service process  

As a  confi rmed  service,  th is  service  transm i ts  NRT data  via  C/S  VCR.  The  gateway device  
shal l  use  th is  service  to  acknowledge a l l  or part of the  events  that have  been  reported  
previous l y from  the  fi e ld  device.  F igure  95  shows  the  REPORT ACK service  process.  

Gateway device Field  device

REPORT ACK reqeust

REPORT ACK response

 

Fi gu re  95 – REPORT ACK Servi ce  process   

1 0 . 7  Appl i cation  su blayer 

1 0 . 7. 1  Overvi ew 

Appl ication  sublayer (ASL)  provides  the  transparen t end-to-end  data  transm ission  service  for 
the  UAPs  and  DMAP.  

1 0. 7. 2  ASL d ata service  

1 0 . 7. 2. 1  Gen eral  

ASL provides  data  service  for UAPs  i n  order to  exchange  appl ication  data  between  UAPs  over 
WIA-FA network.  

The  ASL data  service  prim i tives  include  ASLDE-DATA. request,  ASLDE-DATA. ind ication ,  
ASLDE-DATA. response,  and  ASLDE-DATA.confi rm .  

1 0. 7. 2. 2  ASLDE-D ATA. req u est pri mitive  

UAP transfers  the  appl ication  service  request  message  to  ASL  by i nvoking  ASLDE-
DATA. request prim i ti ve.  ASL shal l  form  an  APDU  by add ing  ASL header accord ing  to  ASL  
general  packet format (see  1 0 .7. 3. 1 )  and  send  i t  to  DLL.  

The  defin i tion  of ASLDE-DATA. request  prim i ti ve  i s  as  fo l lows:  

ASLDE-DATA. request(  
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                 DstAddr,  
                 ServiceID,  
                 UAP_ID,  
                 Priori ty,  
                 AsduLeng th ,  
                 Asdu  
                )  

The  parameters  of ASLDE-DATA. request prim i ti ve  is  described  in  Table  87.  

Table  87  – ASLDE-D ATA. requ est  pri mitive  param eter d efi n i tion s   

Param eter Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  Desti nati on  add ress  of the  appl i cation  service  request  

ServiceID  Unsigned8  1  to  5  Service  i denti fi er of the  appl i cation  service,   
see  Tabl e  83  

UAP_ID  Uns igned8  0  to  255  I den ti fi er of the  UAP on  the  fi e l d  device  

Priori ty  Unsigned8  0  to  255  Priori ty of the  appl i cati on  data,  the  va l ues  are  as  
fol l ows:  

0  =  RT0;  

1 =  RT1 ;  

2  =  RT2;  

4=  NRT;  

other val ues  are  reserved .  See  6 . 4 . 2 . 1  for priori ty 
detai l s  

AsduLength  Unsigned 1 6  0  to  65  535  Length  of the  appl i cation  servi ce  message   

Asdu  Octetstri ng   Appl i cation  service  message  

 

1 0. 7. 2. 3  ASLDE-D ATA. i n d i cation  pri mitive  

When  ASL receives  an  appl ication  service  request i ncluded  in  an  ASL packet from  DLL,  i t  
sha l l  i nvoke ASLDE-DATA. ind ication  prim i ti ve  to  transfer the  request message  to  UAP.  

The  defin i tion  of ASLDE-DATA. ind ication  prim i tive  is  as  fo l l ows:  

ASLDE-DATA. ind ication(  
                    ServiceID,  
                    UAP_ID,  
                    AsduLength ,  
                    Asdu  
                   )  

The  parameters  of ASLDE-DATA. ind ication  prim i ti ve  is  described  i n  Table  88.  

Tabl e  88  – ASLDE-D ATA. i n di cati on  prim i tive  parameter defin i tion s   

Param eter Data  type  Val u e  Ran g e  Descri pti on  

ServiceID  Uns igned8  0  to  255  Service  i denti fi er of the  appl i cation  service,  see  Tabl e  
83 .  

UAP_ID  Uns igned8  0  to  255  I den ti fi er of the  UAP on  the  fi e l d  device  

AsduLength  Uns igned 1 6  0  to  65  535  Length  of the  appl i cation  servi ce  message  

Asdu  Octetstri ng   Appl i cation  service  message  
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1 0. 7. 2. 4  ASLDE-D ATA. respon se  pri m iti ve  

UAP transfers  the  confi rmed  appl ication  service  response message to  ASL by i nvoking  
ASLDE-DATA. response prim i ti ve.  ASL shal l  form  an  APDU  by add ing  ASL header accord ing  
to  ASL  general  packet format (see  1 0. 7. 3 . 1 )  and  send  i t  to  DLL.  

The  defin i tion  of ASLDE-DATA. response prim i ti ve  i s  as  fo l lows:  

ASLDE-DATA. response(  
                 ServiceID,  
                 MsgType,  
                 UAP_ID,  
                 AsduLeng th ,  
                 Asdu  
       )  

Parameters  of ASLDE-DATA. response  are  described  i n  Table  89.  

Table  89  – ASLDE-D ATA. respon se  pri mitive  param eter d efi n i ti on   

Param eter Data  type  Val u e  Ran g e  Des cri pti on  

ServiceID  Uns igned8  0  to  255  Service  i den ti fi er of the  appl i cation  service,  see  Tabl e  83 .  

MsgType  Usigned8  0  to  255  Message  type  of the  appl i cati on  service.  The  val ue  sha l l  
be  as  fol l ows:  

0  =  REQUEST;  

1  =  RESPONSE_P;  

2  =  RESPONSE_N ;  

Others  are  reserved .  

UAP_ID  Unsigned8  0  to  255  I denti fi er of the  UAP on  the  fi e l d  device  

AsduLength  Uns igned 1 6  0  to  65  535  Length  of the  appl i cation  servi ce  message  

Asdu  Octetstri ng   Appl i cation  service  message  

 

1 0. 7. 2. 5  ASLDE-D ATA. con fi rm  pri mi ti ve  

When  ASL  receives  a  confi rmed  appl ication  service  response  i ncluded  i n  an  ASL packet from  
DLL,  i t  shal l  i nvoke  ASLDE-DATA.confi rm  prim i ti ve  to  transfer the  response message to  UAP.  

The  defin i tion  of ASLDE-DATA.confi rm  prim i tive  i s  as  fo l lows:  

ASLDE-DATA.confi rm (  
                    SrcAddr,  
                    ServiceID,  
                    MsgType,  
                    UAP_ID,  
                    AsduLength ,  
                    Asdu  
                   )  

Parameters  of ASLDE-DATA.confi rm  are  described  i n  Table  90.  
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Table  90  – ASLDE-D ATA. con fi rm Pri mi ti ve Parameters   

Param eter Data  type  Val u e  Ran g e  Des cri pti on  

SrcAddr Uns igned 1 6  0  to  65  535  Source  add ress  of the  appl i cati on  service  response  

ServiceID  Uns igned8  0  to  255  Service  i denti fi er of the  appl i cation  service.  See  Tabl e  83 .  

MsgType  Usigned8  0  to  255  Message  type  of the  appl i cati on  service  response.  The  
val ue  sha l l  be  as  fol l ows:  

1  =  RESPONSE_P;  

2  =  RESPONSE_N ;  

Others  are  reserved .  

UAP_ID  Uns igned8  0  to  255  I den ti fi er of the  UAP on  the  fi e l d  device  

AsduLength  Uns igned 1 6  0  to  65  535  Length  of the  appl i cation  servi ce  message  

Asdu  Octetstri ng   Appl i cation  service  message  

 

1 0. 7. 3  ASL packet form at  

1 0 . 7. 3. 1  G en eral  packet  form at  

Each  ASL  packet i s  comprised  of the  fol lowing  two parts :  

– ASL Header,  i nclud ing  Packet Con trol ,  UAP_ID,  and  Payload  Length  fie lds;  

– ASL payload  wi th  variable  l eng th .  

The  ASL general  packet format i s  shown  i n  F igure  96 .  

AS L H ead er AS L Payl oad  

Packet  Control  UAP  I den ti fi er Payload  Length  Payload  

1  octet  1  octet  2  octets  Variable  l ength  

Fi gu re 96  – ASL gen eral  packet form at  

1 0 . 7. 3. 2  ASL h ead er 

1 0 . 7. 3. 2. 1  Packet Con trol  fi el d  

1 0 . 7. 3. 2. 1 . 1  G en eral  

The data  type  of Packet Control  fi e l d  i s  Unsigned8  wi th  one-octet (8  b i ts)  l ength ,  i ncl ud ing  
ServiceID ,  Message  Type  subfiel d ,  shown  i n  F igu re  97.  

Bi t:  5  to  7  Bi t:  3  to  4  Bi t:  0  to  2  

Reserved  Message  Type  Service  I den ti fi er 

Figu re 97  – Form at of packet con trol  fi el d   

1 0 . 7. 3. 2. 1 .2  Service  Id en ti fi er Su bfi eld  

The length  of Service  I den ti fier subfie l d  i s  3  b i ts,  i nd icating  the  AL service  types.  I ts  va lues  
are  shown  i n  Table  91 .  

Tabl e  91  – Servi ce Id en ti fi er su bfi eld  d efin i ti on   

Bi t:  0  to  2  M ean i n g  

0b001  READ  
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0b01 0  WRITE  

0b01 1  PUBLISH  

0b1 00  REPORT 

0b1 01  REPORT ACK 

1 0. 7. 3. 2. 1 .3  M essage  Type Su bfi el d  

The length  of Message Type  subfie ld  i s  2  b i ts ,  i nd icating  the  AL message  types.  I ts  va lues  are  
shown  i n  Table  92 .  

Tabl e  92  – M essage  Type su bfi eld  d efi n i tion   

Bi t:  3  to  4  M ean i n g  

0b00  REQUEST 

0b01  RESPONSE_P 

0b1 0  RESPONSE_N  

0b1 1  Reserved  

1 0. 7. 3. 2. 2  U AP  Id en ti fer F i eld  

The data  type  of UAP I den ti fier fie ld  i s  Unsigned8  wi th  one  octet length ,  and  the  value  shal l  
be  UAP_ID  i nd icati ng  the  UAP on  the  fi e l d  device.  UAP_ID  =  0  i s  used  for DMAP.  

1 0. 7. 3. 2. 3  Payload  Len gth  Fi eld  

The data  type  of Payload  Length  fi el d  i s  Unsigned1 6  wi th  2-octet l eng th ,  i nd icati ng  the  data  
l ength  of ASL payload  in  octet,  wh ich  excludes  ASL header.  

1 0. 7. 3. 3  ASL payload  

Payload  fie l d  i ncl udes  the  AL  service  messages  wi th  variable  l ength .  D i fferen t services  define  
d i fferent  message  formats;  see  1 0 . 6 . 2  to  1 0 .6 . 6  for detai l s .  

1 0. 7. 3. 4  ASL state  m ach i n e  

Accord ing  to  the  VCR endpoin t types,  the  ASL state  mach ines  (ASLMs)  i nclude  cl ient s tate  
mach ine  (AMCL),  server state  mach ine  (AMSV),  publ isher state  mach ine  (AMPB),  subscriber 
state  mach ine  (AMSB),  report source  state  mach ine  (AMRS),  and  report s i nk state  mach ine  
(AMRK).  

1 0. 7. 3. 5  Pri mitives  exch an ged  between  ASL an d  U AP,  DLL 

1 0. 7. 3. 5. 1  Con firmed  servi ce  prim i tives  

Figu re  98  and  Table  93  show the  prim i ti ves  for confi rmed  service  exchanged  between  ASL  
and  general  UAP,  DLL.  
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ASL

DLL

UAP

ASL

DLL

ASDE-DATA

.request

ASDE-DATA

. indication

ASDE-DATA

.response

ASDE-DATA

.confirm

DLDE-DATA

.request

DLDE-DATA

.request
DLDE-DATA

. indication

DLDE-DATA

. indication

Client Server
READ/WRITE/

REPORT ACK request

READ/WRITE/

REPORT ACK response

UAP

 

Figu re 98  –Con fi rm ed  service prim i tives  exch an ged  between  layers   

Table  93  –Con fi rm ed  servi ce  pri mitives  exch an ged  between  ASL an d  oth er l ayers   

Pri m i ti ves  Sou rce  Param eters  

ASLDE-DATA. request  UAP  DstAddr,  ServiceID,  UAP_ID,  Priori ty,  AsduLength ,  Asdu  

ASLDE-DATA. ind ication  ASL  ServiceID,  UAP_ID,  AsduLength ,  Asdu  

ASLDE-DATA. response  UAP  ServiceID,  UAP_ID,  AsduLength ,  Asdu  

ASLDE-DATA. confi rm  ASL SrcAddr,  ServiceID,  UAP_ID,  AsduLength ,  Asdu  

DLDE-DATA. request  ASL  DstAddr,  DataType,  Priori ty,  Payl oadLength ,  Payl oad  

DLDE-DATA. ind ication  DLL  SrcAddr,  DataType,  Payl oadLength ,  Payload  

 

1 0. 7. 3. 5. 2  U n con fi rmed  Service Primitives  

Figure  99  and  Table  94  show the  prim i ti ves  for unconfi rmed  service  exchanged  between  ASL 
and  general  UAP/ DLL.  
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UAO

ASL

DLL

UAO

ASL

DLL

ASDE-DATA

.request

ASDE-DATA

.indication

DLDE-DATA

.request

DLDE-DATA

.indication

Publisher/Report source Subscriber/Report Sink
PUBLISHER/

REPORT request

 

Figu re 99  – U n con firm ed  servi ce  pri mi tives  exch an g ed  between  layers   

Table  94  – U n con fi rmed  service  pri mitives  exch an g ed  between  ASL an d  oth er layers   

Pri m i ti ves  Sou rce  Param eters  

ASLDE-DATA. request  UAP  DstAddr,  ServiceID,  UAP_ID,  Priori ty,  AsduLength ,  Asdu  

ASLDE-DATA. ind ication  ASL  ServiceID,  UAP_ID,  AsduLength ,  Asdu  

DLDE-DATA. request  ASL  DstAddr,  DataType,  Priori ty,  Payl oadLength ,  Payl oad  

DLDE-DATA. ind ication  DLL  SrcAddr,  DataType,  Payl oadLength ,  Payload  

 

1 0. 7. 3. 6  Pri mitives  exch an ged  between  ASL an d  DM AP/DLL 

When  the  gateway devi ce  reads  or wri tes  the  M IB  attribu tes  of a  fi e ld  device,  the  service  
prim i ti ves  exchanged  between  ASL and  DMAP,  DLL  are  shown  in  F igure  1 00  and  Table  95.  
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UAP

ASL

DLL

ASL

DLL

ASDE-DATA

.request

DMAP-MIB-GET/SET

.request
DMAP-MIB-GET/SET

.confirm

ASDE-DATA

.confirm

DLDE-DATA

.request

DLDE-DATA

.request
DLDE-DATA

.indication

DLDE-DATA

.indication

Client Server

READ/WRITE request

READ/WRITE response

DMAP

 

Fi gu re 1 00  – Pri m itives  i n vokin g  for read/ wri te  M IB  between  l ayers   

Tabl e  95  – Prim itives  for read / wri te  M IB  between  l ayers   

Pri m i ti ves  Sou rce  Param eters  

ASLDE-DATA. request  UAP  DstAddr,  ServiceID,  VCR_ID,  Priori ty,  UAPSpec,  
AsduLength ,  Asdu  

ASLDE-DATA. confi rm  ASL SrcAddr,  ServiceID,  AsduLength ,  Asdu  

DMAP-MIB-GET. request  ASL  Hand le,  ShortAddress  Attri bu te ID,  MemberID,  
F i rstStoreI ndex,  Count  

DMAP-MIB-SET. request  ASL  Hand le,  ShortAddress  Attri bu te ID,  MemberID,  
F i rstStoreI ndex,  Count,  Attri bu teValue  

DMAP-MIB-GET. confi rm  DMAP  Hand le,  S tatus,  Count,  Attri bu teValue  

DMAP-MIB-SET. confi rm  DMAP  Hand le,  S tatus  

DLDE-DATA. request  ASL  DstAddr,  DataType,  Priori ty,  Payl oadLength ,  Payl oad  

DLDE-DATA. ind ication  DLL  SrcAddr,  DataType,  Payl oadLength ,  Payload  

 

1 0. 7. 3. 7  Cl i en t state  m ach in e  

The cl ien t s tate  mach ine  (AMCL)  shal l  have  the  fol l owing  states:  

– I d l e  state:  the  i n i ti al  and  id l e  state  of the  cl i en t VCR endpoint.  I n  th is  state,  the  VCR 
endpoint  i s  wai ti ng  for ASLDE-DATA. request  prim i ti ve  to  del i ver a  confi rmed  service  
request  message.  After receiving  the  prim i ti ve,  i t  shal l  pack the  request  message  i n to  an  
ASL packet and  i nvoke  DLDE-DATA. request prim i ti ve  to  send  the  packet,  and  then  
transfer to  Wai t_Cnf s tate  wai ting  for the  correspond ing  service  response.  

– Wai t_Cnf state:  i n  th is  state ,  the  cl ient VCR endpoin t  i s  wai ting  for the  AL  service  
response  retu rned  from  the  fi e ld  device.  I t  sha l l  perform  one  of the  fol l owing  s tate  
trans i ti ons:  

•  I f i t  receives  the  service  response through  DLDE-DATA. ind ication  prim i ti ve  wi th in  
Watchdog  in terval ,  i t  shal l  parse  the  ASL  packet and  de l i ver the  response  message  to  
UAP  by i nvoking  ASLDE-DATA.confi rm  prim i ti ve,  and  retu rn  to  I d l e  state;  or 

Copyright International  Electrotechnical  Commission  



 – 1 40  – I EC PAS  62948:201 5  © I EC  201 5  

•  I f i t  d oes  not receive  the  service  response  wi th in  the  Watchdog  i n terval ,  i t  shal l  retu rn  
a  negative  response  message  wi th  “SERVICE_TIME_EXPIRATION”  to  UAP  by 
i nvoking  ASLDE-DATA.confi rm  prim i ti ve,  and  retu rn  to  I d l e  state.  

F igure  1 01  and  Table  96  show the  state  trans i tions  of the  cl i ent  state  mach ine .  

Wait _Cnf

T4,  T5

T2

T3T1 Idle

 

Fig u re 1 01  – State  tran si ti on  d i agram  of AM CL  

Table  96  – State  tran si ti on  tabl e  of AM CL  

# Cu rren t 
State  

Even t or con d i ti on  

  =>  acti on  

N ext 
state  

T1  I d l e  (ASLDE-DATA. request()  && ServiceID  ! =  (READ | |  WRITE  | |  REPORT ACK))  

| |  ASLDE-DATA. response()  

| |  DLDE-DATA. ind ication()  

=>  

I gnore;  

I d l e  

T2  I d l e  ASLDE-DATA. request( )  && ServiceI D  ==  (READ | |  WRITE  | |  REPORT ACK)  

=>   

VCR_ID: =  GetVcrID(DstAdd r,  CLI ENT,  UAP_ID);  

S tartWatchdogTimer(VCR_ID);  

S toreSvrID(VCR_ID,  Servi ceID);  

MsgTyep: =  REQUEST 

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA,  

     Pri ori ty,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgTyep,  UAP_ID,  AsduLength  ,  Asdu )  

)  

Wai t_Cnf 

T3  Wai t_Cnf ASLDE-DATA. request( )  

| |  ASLDE-DATA. response()  

| |  (DLDE-DATA. ind ication ()  

  &&  (DataType  ! =  DATA | |  TakeServiceID(Payload )  ! =  (READ| |WRITE| |REPORT ACK)  

  | |  TakeMsgType(Payl oad)  ! =  (RESPONSE_P | |  RESPONSE_N))  

=>  

I gnore;  

Wai t_Cnf 
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# Current 
State  

Event or condi tion  

  =>  action  

Next 
state  

T4  Wai t_Cnf DLDE-DATA. ind ication()  

&& DataType  ==  DATA 

&& TakeServiceID(Payload)  == (READ | |  WRITE  | |  REPORT ACK)  

&& TakeMsgType(Payload )  ==  (RESPONSE_P  | |  RESPONSE_N)  

=>  

VCR_ID: =  GetVcrID(SrcAdd r,  CLI ENT,  0 ) ;  

S topWatchdogTimer(VCR_ID);  

ASLDE-DATA. confi rm(  

     S rcAddr,  

     ServiceID: =  TakeServiceI D(Payload ),  

     AsduLength : =  PayloadLeng th  – 4 ,  

     Asdu : =  TakeASLPayl oad (Payl oadLength ,  Payl oad )  

)  

I d l e  

T5  Wai t_Cnf Watchdog  Timer wi th  VCR_ID  exp i res   

=>  

ASLDE-DATA.confi rm(  

     S rcAddr: =  GetPeerAddr(VCR_ID),  

     ServiceID: =  RestoreSvrID(VCR_ID),  

     MsgTyep: =  RESPONSE_N  

     AsduLength : =  2 ,  

     Asdu : =  Bu i l dErrAsdu(SERVICE_EXPIRATION ,  0)  

)  

I d l e  

 

1 0.7.3.8  Server state  machine  

The server s tate  mach ine  (AMSV)  shal l  have  the  fol l owing  s tates:  

– I d l e  state:  the  i n i ti al  and  i d l e  state  of the  server VCR endpoint.  I n  th is  state,  the  VCR 
endpoint  i s  wai ti ng  for DLDE-DATA. ind ication  prim i ti ve  to  del i ver an  ASL packet incl ud ing  
a  confi rmed  service  request.  After receiving  the  prim i tive,  i t  shal l  parse  the  ASL packet 
and  i nvoke ASLDE-DATA. ind ication  prim i tive  to  del i ver the  request message to  UAP,  and  
then  transfer to  Wai t_Rsp state  wai ti ng  for the  response message.  

– Wai t_Rsp state:  in  th is  state ,  the  server VCR endpoint i s  wai ting  for the  AL  service  
response message  retu rned  from  UAP.  I t  shal l  perform  one  the  the  fol l owing  state  
trans i ti ons:  

•  I f i t  receives  the  service  response message through  ASLDE-DATA. response  prim i ti ve  
wi th in  Watchdog  in terval ,  i t  shal l  pack the  response  message  i n to  an  ASL  packet and  
i nvoke DLDE-DATA. request prim i ti ve  to  send  the  ASL packet,  and  then  transfer to  I d l e  
state.   

•  I f i t  does  not  receive  the  response  message  wi th in  Watchdog  i n terval ,  i t  shal l  return  a  
negative  response  wi th  “SERVICE_TIME_EXPIRATION”  to  the  fi e l d  device,  and  
transfer to  I d le  state.  

F igure  1 02  and  Table  97  show the  state  trans i tions  of the  server state  mach ine.  
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Wait _Cnf

T6,T7,T8,T9,T1 0

T2,  T3,  T4

T5T1 Idle

 

Figu re 1 02  – State  tran si ti on  d iagram  of AM SV  

Table  97  – State  tran si ti on  tabl e  of AM SV  

# Cu rren t 
State  

Even t or con d i ti on  

  =>  acti on  

N ext s tate  

T1  I d l e  ASLDE-DATA. request()  

| |  ASLDE-DATA. response()  

| |  DLDE-DATA. ind ication()  

&& (DataType  ! =  DATA  | |  TakeMsgType(Payl oad)  ! =  REQUEST 

    | |  TakeServiceID(Payload )  ! =  (READ | |  WRITE  | |  REPORT ACK))  

=>  

I gnore;  

I d l e  

T2  I d l e  DLDE-DATA. ind ication ()  

&& DataType  ==  DATA  

&& TakeServiceID(Payload )  ==  (READ | |  WRITE  | |  REPORT ACK)  

&& TakeMsgType(Payload )  ==  REQUEST 

&& TakeUAPID(Payload )  ! =0   

=>  

ServiceID: =  TakeServiceID(Payload );  

UAP_ID: =  TakeUAPID(Payl oad );  

VCR_ID: =  GetVcrID(UAP_ID,  SERVER,  0) ;  

S tartWatchdogTimer(VCR_ID);  

StoreSvrID(VCR_ID,  ServiceID);  

ASLDE-DATA. ind ication(  

     ServiceID: =  TakeServiceI D(Payload ),  

     UAP_ID,  

     AsduLength : =  PayloadLeng th  – 4 ,  

     Asdu : =  TakeASLPayl oad (Payl oadLength ,  Payl oad )  

)  

Wai t_Rsp  
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# Current 
State  

Event or condi tion  

  =>  action  

Next s tate  

T3 I d l e  DLDE-DATA. ind ication ()  

&& DataType  ==  DATA  

&& TakeServiceID(Payload )  ==  READ 

&& TakeMsgType(Payload )  ==  REQUEST 

&& TakeUAPID(Payload )  ==0   

=>  

ServiceID: =  TakeServiceID(Payload );  

VCR_ID: =  GetVcrID(0,  SERVER,  0) ;  

S tartWatchdogTimer(VCR_ID);  

S toreSvrID(VCR_ID,  ServiceID);  

 

DMAP-MIB-GET. request(  

                 Hand le,   

                 Attri bu teID,   

                 Attri bu teMemID,   

                 F i rstStoreI ndex,  

                 Count  

)  

Wai t_Rsp  

T4  I d l e  DLDE-DATA. ind ication ()  

&& DataType  ==  DATA  

&& TakeServiceID(Payload )  ==  WRITE  

&& TakeMsgType(Payload )  ==  REQUEST 

&& TakeUAPID(Payload )  ==0    

=>  

ServiceID: =  TakeServiceID(Payload );  

VCR_ID: =  GetVcrID(0,  SERVER,  0) ;  

S tartWatchdogTimer(VCR_ID);  

S toreSvrID(VCR_ID,  ServiceID);  

DMAP-MIB-SET. request(  

               Hand le,   

               Attri bu teID,   

               Attri bu teMemID,   

               F i rstStoreI ndex,   

               Coun t,   

               Attri bu teVal ue  

)  

Wai t_Rsp  

T5  Wai t_Rsp  (ASLDE-DATA. response()  && Servi ceID  ! =  (READ | |  WRITE  | |  REPORT ACK))   

| |  ASLDE-DATA. request()  

| |  DLDE-DATA. ind ication ()  

=>  

I gnore;  

Wai t_Rsp  
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# Current 
State  

Event or condi tion  

  =>  action  

Next s tate  

T6 Wai t_Rsp  ASLDE-DATA. response()  && ServiceID  ==  (READ | |  WRITE  | |  REPORT ACK)  

=>   

VCR_ID: =  GetVcrID(UAP_ID,  SERVER,  0) ;  

S topWatchdogTimer(VCR_ID);  

DLDE-DATA. request(  

     VCR_ID  

     DataType: =  DATA;  

     Pri ori ty: =  NRT,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  UAP_ID,  AsduLength  ,  Asdu )  

)  

I d l e  

T7  Wai t_Rsp  DMAP-MIB-GET. confi rm ()  

&& Status  ==0  

=>   

VCR:=  GetVcrI D(0,  SERVER,  0);  

S topWatchdogTimer(VCR_ID);  

ServiceID: =  READ;  

MsgType: =  RESPONSE_P;   

UAP_ID: =  0 ;  

AsduLength : =  S i zeof(Attri bu teValue);  

Asdu : =  Attri bu teValue;  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA;  

     Pri ori ty: =  NRT,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  UAP_ID,  AsduLength  ,  Asdu)  

)  

I d l e  

T8  Wai t_Rsp  DMAP-MIB-SET. confi rm()  

&& Status  ==0  

=>   

VCR: =  GetVcrI D(0,  SERVER,  0);  

S topWatchdogTimer(VCR_ID);  

ServiceID: =  WRITE;  

MsgType: =  RESPONSE_P;   

UAP_ID: =  0 ;  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA;  

     Pri ori ty: =  NRT,  

     PayloadLength : =  4 ,  

     Payload : =  Bu i l dAPDU(  ServiceID,  MsgType,  UAP_ID,  0  ,  NULL)  

)  

I d l e  

Copyright International  Electrotechnical  Commission  



I EC PAS  62948:201 5  © I EC  201 5  – 1 45  – 

# Cu rren t 
State  

Even t or con d i ti on  

  =>  acti on  

N ext s tate  

T9 Wai t_Rsp  (DMAP-MIB-GET. confi rm()  | |  DMAP-MIB-SET. confi rm ())  

&& Status  ! =0  

=>   

VCR_ID: =  GetVcrID(0,  SERVER,  0) ;  

S topWatchdogTimer(VCR_ID);  

ServiceID: =  RestoreSvrID(VCR_ID);  

UAP_ID: =  0 ;  

MsgType: =  RESPONSE_N ;   

Asdu : =  Bu i l dErrAsdu (Status,  0 ) ;  

AsduLength : =  2 ;  

DLDE-DATA. request(  

     DstAddr: =  GetPeerAddr(VCR_ID),  

     DataType: =  DATA;  

     Pri ori ty: =  NRT,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  UAP_ID,  AsduLength ,  Asdu )  

)  

I d l e  

T1 0  Wai t_Rsp  Watchdog  Timer wi th  VCR_ID  exp i res   

=>  

ServiceID: =  RestoreSvrID(VCR_ID);  

MsgType: =  RESPONSE_N ;  

Asdu : =  Bu i l dErrAsdu (SERVICE_EXPIRATION ,  0) ;  

AsduLength : =  2 ;  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA,  

     Pri ori ty: =  NRT,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  0 ,  AsduLength ,  Asdu )       

)  

I d l e  

 

1 0. 7. 3. 9  Pu bl i sh er state  m ach i n e  

The publ isher state  mach ine  (AMPB)  shal l  have  the  fo l l owing  states:  

– I n i t  state:  the  i n i tia l  state  of the  publ isher VCR endpoin t.  After completi ng  configuration ,  
the  VCR endpoint  shal l  perform  one  the  the  fol l owing  state  transi tions:  

•  I f the  va lue  of VCRActiveTime is  0 ,  i t  shal l  en ter Acti ve  state;  or 

•  I f the  va lue  of VCRActiveTime i s  non-zero,  i t  sha l l  en ter NO_Active  state;  

– No_Active:  in  th is  state,  the  publ isher VCR endpoin t has  a l ready been  configured  bu t not  
activated .  I f VCRActiveTime expires,  i t  shal l  en ter Active  s tate;   

– Acti ve:  the  acti vati ve  state  of the  publ isher VCR endpoin t,  i n  wh ich  i t  i s  wai ti ng  for ASLDE-
DATA. request prim i ti ve  to  de l i ver a  PUBLISH  request message.  The  VCR endpoin t shal l  
perform  one  the  the  fo l lowing  state  trans i ti ons:  
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•  I f receiving  PUBLISH  request message,  i t  sha l l  pu t the  message i n to  i ts  bu ffer,  and  
pack the  message in to  a  ASL packet,  i nvoke  DLDE-DATA. request prim i tive  to  send  the  
ASL packet,  and  keep  i n  Active  state;  or 

•  I f DataUpdateRate  expires,  i t  shal l  get  the  data  from  i ts  buffer to  form  a  ASL packet,  
i nvoke DLDE-DATA. request prim i ti ve  to  send  the  ASL packet,  and  keep  i n  Active  s tate;  

F igure  1 03  and  Table  98  show the  state  trans i tions  of the  publ isher s tate  mach ine.  

No_Active Active

Init

T2

T6,  T7,  T8,

T9,  T1 0,  

T1 1
T4

T3

T1

T5

 

Fi gu re 1 03  – State  tran si tion  d i agram  of AM PB  

Table  98  – State  tran si ti on  tabl e  of AM PB   

# Cu rren t 
State  

Even t or con d i ti on  

  =>  acti on  

N ext  

State  

T1  I n i t  ASLDE-DATA. request()  | |  ASLDE-DATA. response()  | |  DLDE-DATA. ind icati on ()  

=>   

I gnore;  

I n i t  

T2  I n i t  VCR wi th  VCR_ID  confi gu red  completely  

&& VCRActiveTime ==  0  

=>  

CreatBuffer(VCR_ID);  

StartDataUpdateRateTimer(VCR_ID);  

StartDead l i neTimer(VCR_ID);  

Acti ve  

T3  I n i t  VCR wi th  VCR_ID  confi gu red  completely  

&& VCRActiveTime ! =  0  

=>  

CreatBuffer(VCR_ID);  

StartActi veTimer(VCR_ID);  

No_Active  

T4  No_Active  VCRActiveTime  wi th  VCR_ID  expi res  

=>   

S tartDataUpdateRateTimer(VCR_ID);  

Acti ve  

T5  No_Active  ASLDE-DATA. request()  | |  ASLDE-DATA. response()  | |  DLDE-DATA. ind icati on ()  

=>  

I gnore;  

No_Active  
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# Current 
State  

Event or condi tion  

  =>  action  

Next  

State  

T6  Acti ve  (ASLDE-DATA. request()  && ServiceID  ! =  PUBLISH)  

| |  ASLDE-DATA. response()  

| |  DLDE-DATA. ind ication ()  

=>  

I gnore;  

Acti ve  

T7  Acti ve  (ASLDE-DATA. request()  && ServiceID  ==  PUBLISH )  

&& CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

VCR_ID: =  GetVcrID(DstAdd r,  PUBLISHER,  UAP_ID);  

Pu tDataI n toBuffer(VCR_ID,  AsduLength ,  Asdu);  

UAP_ID: =  GetUAPID(VCR_ID);  

ServiceID: =  PUBLISH ;  

MsgType: =  REQUEST;  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA,  

     Pri ori ty: =  RT1 ,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  UAP_ID,  AsduLength ,  Asdu )  

)  

S tartDataUpdateRateTimer(VCR_ID);  

StartDead l i neTimer(VCR_ID);  

SetEvent(UAP_ID,  PROCESS_DATA_NOT_UPDATED,  DI SAPPEAR);  

Acti ve  

T8  Acti ve  (ASLDE-DATA. request()  && ServiceID  ==  PUBLISH )  

&&!  CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

VCR_ID: =  GetVcrID(DstAddr,  PUBLISHER,  UAP_ID);  

Pu tDataI n toBuffer(VCR_ID,  AsduLength ,  Asdu );  

UAP_ID: =  GetUAPID(VCR_ID);  

ServiceID: =  PUBLISH ;  

MsgType: =  REQUEST;  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA,  

     Pri ori ty: =  RT1 ,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  UAP_ID,  AsduLength ,  Asdu )  

)  

S tartDataUpdateRateTimer(VCR_ID);  

StartDead l i neTimer(VCR_ID);  

Acti ve  
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# Current 
State  

Event or condi tion  

  =>  action  

Next  

State  

T9  Acti ve  DataUpdateRate  timer wi th  VCR_ID  exp i res  

=>  

UAP_ID: =  GetUAPID(VCR_ID);  

ServiceID: =  PUBLISH ;  

MsgType: =  REQUEST;  

Asdu : =  GetDataFromBuffer(VCR_ID);  

AsduLength : =  S i zeof(Asdu );  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA,  

     Pri ori ty: =  RT1 ,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payload : =  Bu i l dAPDU(Servi ceID,  MsgType,  UAP_ID,  AsduLength ,  Asdu )  

)  

S tartDataUpdateRateTimer(VCR_ID)  

Acti ve  

T1 0  Acti ve  Dead l i ne  t imer wi th  VCR_ID  expi res  

&& ! CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

UAP_ID: =  GetUAPID(VCR_ID);  

SetEvent(UAP_ID,  PROCESS_DATA_NOT_UPDATED,  APPEAR);  

StartDead l i neTimer(VCR_ID)  

Acti ve  

T1 1  Acti ve  Dead l i ne  t imer wi th  VCR_ID  expi res  

&& CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

S tartDead l i neTimer(VCR_ID)  

Acti ve  

 

1 0.7.3. 1 0  Subscriber state  mach ine  

The subscriber s tate  mach ine  (AMSB)  shal l  have  the  fol lowing  states:  

– I n i t  state:  the  i n i tia l  s tate  of the  subscriber VCR endpoin t.  After completi ng  configuration ,  
the  VCR endpoint  shal l  perform  one  of the  fo l lowing  state  transi tions:  

•  I f the  value  of VCRActiveTime is  0 ,  i t  sha l l  en ter Acti ve  state;  or 

•  I f the  value  of VCRActiveTime is  non-zero,  i t  shal l  en ter NO_Active  state;  

– No_Active:  i n  th is  s tate,  the  subscriber VCR endpoin t has  a l ready been  configured  but  not  
activated .  I f VCRActiveTime expi res,  i t  shal l  en ter Active  s tate;  

– Acti ve:  the  acti vati ve  state  of the  subscriber VCR endpoint,  i n  wh ich  i t  i s  wai ti ng  for DLDE-
DATA. ind ication  prim i ti ve  to  de l i ver an  ASL packet i nclud ing  a  PUBLISH  request.  The  
VCR endpoin t sha l l  perform  one  the  the  fol lowing  state  transi ti ons:  

•  I f receiving  a  PUBLISH  request,  i t  shal l  pu t the  request  message i n to  i ts  buffer and  
i nvoke ASLDE-DATA. ind ication  prim i tive  to  de l i ver the  request to  UAP.  The  VCR 
endpoin t  shal l  a lso  check the  EventData 's  "PROCESS DATA NOT UPDATED  I N  TIME"  
EventF lag  bi t  of the  UAOs  that  be long  to  the  UAP.  I f the  b i t  va lue  is  1 ,  i t  shal l  be  set to  
0  i n  order to  generate  an  a larm  event of "PROCESS DATA NOT UPDATED  I N  TIME"  
d isappearance;  or 

•  I f DataUpdateRate  expi res,  i t  sha l l  get  the  data  from  i ts  bu ffer,  i nvoke ASLDE-
DATA. ind ication  prim i ti ve  to  send  the  data,  and  keep i n  Acti ve  state.  I n  th is  case,  the  
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data  i s  the  PUBLISH  request message that has  been  stored  i n  the  buffer for the  l ast 
time;  or 

•  I f Dead l i ne  time  expi res,  i t  shal l  check the  Even tData's  "PROCESS DATA NOT 
UPDATED IN  TIME"  EventF lag  b i t  of the  UAOs that  belong  to  the  UAP.  I f the  b i t  va lue  
i s  0 ,  i t  sha l l  be  set to  1  i n  order to  generate  an  alarm  event of "PROCESS  DATA NOT 
UPDATED IN  TIME"  occurrence.  And  i t  shal l  keep i n  Acti ve  state.  

F igure  1 04  and  Table  99  show the  state  trans i tions  of the  subscriber state  mach ine.  

No_Active Active

Init

T2

T6,  T7,  T8,

T9,  T1 0,  

T1 1
T4

T3

T1

T5

 

Fi gu re 1 04 – State  tran si tion  d i agram  of AM SB  

Tabl e  99  – State  tran si ti on  tabl e  of AM SB   

# Cu rren t 
State  

Even t or con d i ti on  

  =>  acti on  

N ext  

State  

T1  I n i t  ASLDE-DATA. request()  | |  ASLDE-DATA. response()  | |  DLDE-DATA. ind icati on ()  

=>  

I gnore;  

I n i t  

T2  I n i t  VCR wi th  VCR_ID  confi gu red  completely  

&& VCRActiveTime  ==  0  

=>  

CreatBuffer(VCR_ID);  

S tartDataUpdateRateTimer(VCR_ID);  

S tartDead l i neTimer(VCR_ID);  

Acti ve  

T3  I n i t  VCR wi th  VCR_ID  confi gu red  completely  

&& VCRActiveTime  ! =  0   

=>  

CreatBuffer(VCR_ID);  

S tartActi veTimer(VCR_ID);  

No_Active  

T4  No_Active  VCRActiveTime  wi th  VCR_ID  expi res  

=>   

S tartDataUpdateRateTimer(VCR_ID)  

S tartDead l i neTimer(VCR_ID);  

Acti ve  

T5  No_Active  ASLDE-DATA. request()  | |  ASLDE-DATA. response()  | |  DLDE-DATA. ind icati on ()  

=>  

I gnore;  

No_Active  
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# Current 
State  

Event or condi tion  

  =>  action  

Next  

State  

T6  Acti ve  ASLDE-DATA. request()  | |  ASLDE-DATA. response()  

| |  (DLDE-DATA. ind ication ()   

   && (TakeServiceID(Payload )  ! =  PUBLISH  | |  TakeMsgType(Payload )  ! =  REQUEST 

         | |  DataType  ! =  DATA)  

=>  

I gnore;  

Acti ve  

T7  Acti ve  DLDE-DATA. ind icati on ()  

&& DataType  ==  DATA;  

&& TakeServi ceID(Payload)  ==  PUBLISH  

&& TakeMsgType(Payload )  ==  REQUEST 

&& GetUAPID(GetVcrI D(SrcAddr,  SUBSCRIBER,  TakeUAPID(Payload)))  ==  
TakeUAPID(Payload )  

&& CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

UAP_ID: =  TakeUAPID(Payl oad );  

VCR_ID: =  GetVcrID(SrcAddr,  SUBSCRIBER,  UAP_ID);  

ServiceID: =  TakeServiceID(Payload );  

AsduLength : =  Payl oadLength  – 4 ;  

Asdu : =  TakeASLPayload (PayloadLength ,  Payl oad);  

Pu tDataI n toBuffer(VCR_ID,  AsduLength ,  Asdu );  

ASLDE-DATA. ind ication (  

     ServiceID,  

     UAP_ID,  

     AsduLength ,  

     Asdu  

)  

S tartDataUpdateRateTimer(VCR_ID);  

S tartDead l i neTimer(VCR_ID);  

SetEvent(UAP_ID,  PROCESS_DATA_NOT_UPDATED,  DI SAPPEAR);  

Acti ve  
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# Current 
State  

Event or condi tion  

  =>  action  

Next  

State  

T8  Acti ve  DLDE-DATA. ind icati on ()  

&& DataType  ==  DATA 

&& TakeServi ceID(Payload)  ==  PUBLISH  

&& TakeMsgType(Payload )  ==  REQUEST 

&& GetUAPID(GetVcrI D(SrcAddr,  SUBSCRIBER,  TakeUAPID(Payload)))  ==  
TakeUAPID(Payload )  

&& ! CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

UAP_ID: =  TakeUAPID(Payl oad );  

VCR_ID: =  GetVcrID(SrcAddr,  SUBSCRIBER,  UAP_ID);  

ServiceID: =  TakeServiceID(Payload );  

AsduLength : =  Payl oadLength  – 4 ;  

Asdu : =  TakeASLPayload (PayloadLength ,  Payl oad);  

Pu tDataI n toBuffer(VCR_ID,  AsduLength ,  Asdu );  

ASLDE-DATA. ind ication (  

     ServiceID,  

     UAP_ID,  

     AsduLength ;  

     Asdu ;  

)  

S tartDataUpdateRateTimer(VCR_ID);  

S tartDead l i neTimer(VCR_ID);  

Acti ve  

T9  Acti ve  DatyUpdateCycle  Timer wi th  VCR_ID  expi res  

=>   

Asdu : =  GetDataFromBuffer(VCR_ID);  

AsduLength : =  S i zeof(Asdu );  

UAP_ID: =  GetUAPID(VCR_ID);  

ASLDE-DATA. ind ication (  

     ServiceID: =  PUBLISH ,  

     UAP_ID,  

     AsduLength ;  

     Asdu ;  

)  

S tartDataUpdateRateTimer(VCR_ID);  

Acti ve  

T1 0  Acti ve  Dead l i ne  t imer wi th  VCR_ID  expi res  

&& ! CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

UAP_ID: =  GetUAPID(VCR_ID);  

SetEvent(UAP_ID,  PROCESS_DATA_NOT_UPDATED,  APPEAR);  

S tartDead l i neTimer(VCR_ID)  

Acti ve  

T1 1  Acti ve  Dead l i ne  t imer wi th  VCR_ID  expi res  

&& CheckEvent(TakeUAPID(Payl oad ),  PROCESS_DATA_NOT_UPDATED)  

=>  

S tartDead l i neTimer(VCR_ID)  

Acti ve  
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1 0. 7. 3. 1 1  Report sou rce  state  m ach i n e  

The report source  state  mach ine  (AMRS)  shal l  have  the  fo l l owing  s tates:   

– Acti ve  =  the  report source  VCR endpoint  on l y have  Active  state.  

F i gu re  1 05  and  Table  1 00  show the  state  trans i ti ons  of the  report source  state  mach ine.  

T1 ,  T2Active

 

Fig u re 1 05  – State  tran si ti on  d iagram  of AM RS  

Table  1 00  – State  tran si tion  tabl e  of AM RS  

# 
Cu rren t 

State  
Even t or con d i ti on  

  =>  acti on  

N ext  

State  

T1  Acti ve  ASLDE-DATA. response()  

| |  (ASLDE-DATA. request()  && ServiceID  ! =  REPORT)  

| |  DLDE-DATA. ind ication ()  

=>  

I gnore;  

Acti ve  

T2  Acti ve  ASLDE-DATA. request()  && ServiceI D  ==  REPORT 

=>   

VCR_ID: =  GetVcrID(DstAdd r,  ServiceID,  UAP_ID)  

Msgtype: =  REQUEST;  

DLDE-DATA. request(  

     VCR_ID,  

     DataType: =  DATA,  

     Pri ori ty: =  Priori ty,  

     PayloadLength : =  AsduLeng th  +  4 ,  

     Payl oad : =  Bu i l dAPDU(Servi ceID,  Msgtype,  UAP_ID,  AsduLength ,  Asdu)  

)  

Acti ve  

 

1 0. 7. 3. 1 2  Report si n k state  mach i n e  

The report s ink state  mach ine  (AMRK)  shal l  have  the  fol lowing  s tates:  

– Acti ve  =  the  report s i nk VCR endpoin t on l y have  Active  state.  

F i gure  1 06  and  Table  1 01  show the  state  trans i ti ons  of the  report s i nk state  mach ine.  

T1 ,  T2Active

 

Figu re 1 06  – State  tran si ti on  d iagram  of AM RK  
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Table  1 01  – State  tran si tion  tabl e  of AM RK  

# 
Cu rren t 

State  
Even t or con d i ti on  

  =>  acti on  

N ext  

State  

T1  Acti ve  ASLDE-DATA. request()  | |  ASLDE-DATA. response()  | |  (DLDE-DATA. ind icati on ()  

 && (DataType  ! =  DATA | |  TakeServiceID(Payload )  ! =  REPORT 

    | |  TakeMsgType(Payl oad )  ! =  REQUEST)  

=>  

I gnore  

Acti ve  

T2  Acti ve  DLDE-DATA. ind ication()  

&& DataType  ==  DATA 

&& TakeServiceID(Payload)  ==  REPORT 

&& TakeMsgType(Payload )  ! =  REQUEST 

=>  

UAP_ID: =  TakeUapID(Payload );  

VCR_ID: =  GetVcrID(SrcAdd r,  REPORT_SINK,  UAP_ID);  

ASLDE-DATA. ind ication(  

     ServiceID: =  TakeServiceI D(Payload ),  

     UAP_ID: =  TakeUAPID(Payl oad ),  

     AsduLength : =  PayloadLeng th  – 4 ,  

     Asdu : =  TakeASLPayl oad (Payl oadLength ,  Payl oad )  

)  

Acti ve  

 

1 0. 7. 3. 1 3  Fu n cti on s  u sed  i n  th e  ASL state  mach in es  

Al l  Functions  used  i n  the  ASL state  mach ines  are  shown  i n  Table  1 02.  
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Table  1 02  – Al l  Fu n cti on s  i n  ASLM   

Fu n cti on  I n pu t  Ou tpu t  Des cri pti on  

Bu i l dAPDU  ServiceID  

Msgtype  

UAP_ID  

AsduLength  

Asdu  

Apdu  Add ing  packet header to  the  ASDU  
accord i ng  to  ASL  general  packet  
format and  bu i l d  an  APDU  

Bu i l dErrAsdu  ErrorCode  

Add I nfo  

Asdu  Bu i l d i ng  an  AL  negati ve  service  
response  message   

CheckEvent  UAP_ID  

EventFl ag  

True  |  Fal se  Checking  whether the  EventF lag  b i t  
of EventData  of the  the  UAOs  
belong i ng  to  the  UAP  i s  set.  

CreatBuffer VCR_ID   Creati ng  a  d ata  buffer of the  VCR 
endpoi n t  to  save  the  i npu t/ou tput  data  

GetDataFromBuffer VCR_ID  Asdu  Getti ng  data  from  the  bu ffer of the  
VCR endpoin t  

GetPeerAdd r VCR_ID  PeerAddr Getti ng  PeerAddr va l ue  of the  VCR 
endpoi n t  

GetUAPID  VCR_ID  UAP_ID  Getti ng  UAP_ID  val ue  of the  VCR 
endpoi n t  

GetVcrID  DstAddr 

VcrEpType  

UAP_ID  

VCR_ID  Getti ng  VCR_ID  value  accord ing  the  
Address,  VcrEpType,  and  UAP_ID  

Pu tDataI n toBuffer VCR_ID  

AsduLength  

Asdu  

 Pu tti ng  data  i n to  the  buffer of the  
VCR endpoin t  

RestoreSvrID  VCR_ID  ServiceID  Obtain i ng  ServiceID  val ue  saved  
previ ously at  the  VCR endpoin t  

SetEvent  UAP_ID  

EventFl ag  

AppearFl ag  

 Setti ng  the  EventFlag  b i t  of 
EventData  of the  UAOs  belong i ng  to  
the  UAP  wi th  the  val ue  of AppearFl ag  

Sizeof Data  Length  Calcu l ati ng  the  octet  l ength  of the  
data  

StartActi veTimer VCR_ID   S tarti ng  the  VCRActiveTime  timer of 
the  VCR endpoi n t   

S tartDataUpdateRateTime  VCR_ID   S tarti ng  the  DataUpdateRate  t imer of 
the  VCR endpoi n t   

S tartDead l i neTimer VCR_ID   S tarti ng  the  Dead l i ne  timer of the  
VCR endpoin t   

S tartWatchdogTimer VCR_ID   S tart  the  Watchdog  timer of the  VCR 
endpoi n t  

StoreSvrID  VCR_ID  

ServiceID  

 S tori ng  ServiceID  val ue  at  the  VCR 
endpoi n t  

TakeASLPayload  Dl lPayloadLength  

Dl lPayload  

Asdu  Obtain i ng  ASDU  from  DLL payl oad  
accord i ng  ASL genera l  packet format 

TakeMsgType  Dl lPayload  Msgtype  Obtain i ng  Msgtype  va l ue  from  DLL 
payload  accord ing  ASL general  
packet format 

TakeServiceI D  Dl lPayload  ServiceID  Obtain i ng  ServiceID  val ue  from  DLL 
payload  accord ing  ASL general  
packet format 

TakeUAPID  Dl lPayload  UAP_ID  Obtain i ng  UAP_ID  val ue  from  DLL 
payload  accord ing  ASL  general  
packet  format  
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1 1  Securi ty 

1 1 . 1  G en eral   

1 1 . 1 . 1  Secu ri ty m an ag em en t  arch i tectu re  

Considering  the  securi ty management requ i rements  i n  real -time and  resource  constra ined  
factory au tomation  network,  mu l tip le  securi ty measures  are  needed  to  construct  the  
securi ty management arch i tecture  for WIA-FA network.  

As  shown  i n  F igure  1 07,  the  securi ty management arch i tecture  of WIA-FA network cons ists  of 
securi ty manager (SM)  i n  the  gateway device  and  securi ty management modu les  i n  each  
access  device  and  fi e ld  device.  

External  

Network

Security 

Manager

Security 

Firewal l

AD AD

FD FD FD FD

Network 

Manager
GW

Security 

management 

module  

Wired  

connection

Wireless  

connection

 

Fi gu re  1 07  – Secu ri ty m an ag em en t arch i tectu re  

As  shown  in  F igure  1 07,  DMAP i n  gateway device  i ncludes  a  SM .  SM  shal l  perform  the  
fol lowing  functions:  

– Configuring  the  system  securi ty pol icy (see  Clause  A. 4)  of a  WIA-FA network by setting  
SecLevel  attribu te  of gateway device,  access  device  and  fi e ld  device  accord ing  to  speci fic 
appl ications.  

– Authen ticati ng  fie l d  device  attempting  to  j o i n  WIA-FA network.   

– Manag ing  keys  of the  whole  network,  i nclud ing  key generating ,  key establ i shment and  key 
updating .  

– Hand l ing  securi ty a larm  report from  fiel d  device  and  access  device.  

Access  device  i ncludes  a  securi ty management modu le  wi th  the  fol lowing  functions:  
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– Manag ing  the  keys  for secure  DLL commun ication ;  

– Implementing  securi ty a larm  mechan ism .  

The  implementations  of the  securi ty functions  of access  device  are  described  in  C lause  9 .  

DMAP of fie ld  device  includes  a  securi ty management modu le  wi th  the  fol lowing  functions:  

– Conducting  secure  j oi n  process  of fi el d  device;  

– Manag ing  the  keys  for secure  j o in ing ,  secure  DLL communication  and  secure  key 
d istribu tion ;  

– Implementing  securi ty a larm  mechan ism .  

The  securi ty management arch i tecture  i n teracts  wi th  external  networks  through  a  fi rewal l ,  
wh ich  guarantees  the  normal  operations  of the  WIA-FA network.  The  fi rewal l  protects  the  
border of the  whole  WIA-FA network,  wh ich  i s  not  speci fied  i n  th is  PAS.  

1 1 . 1 . 2  Securi ty functions  

WIA-FA network provides  the  fol lowing  securi ty functions:   

– Device  authen tication ;  

– Data  i n tegri ty;  

– Data  confidential i ty;  

– Replay attack protection ;  

– Key management;  

– Securi ty a larm .   

Device  au thentication  function  is  accompl ished  by j o in  service.  Data  i n tegri ty,  data  
confidentia l i ty and  replay attack protection  are  accompl ished  by DLL  data  service.  Key 
management function  i s  accompl ished  by key establ ish  service  and  key update  service.  
Securi ty a larm  function  is  accompl ished  by securi ty a larm  service.  

1 1 . 1 .3  Keys  

The SM  generates  the  keys  used  i n  the  WIA-FA network.  Key i s  1 28-bi t  i n formation  described  
by Key_Struct  (see  Table  20)  and  stored  i n  each  device’s  M IB.   

The  fol l owing  cryptograph ic keys  are  defined ,  and  each  key i s  responsible  for a  ded icated  
securi ty function .  

– Shared  Key (KS):  KS  i s  d istribu ted  in  the  provis ion  period  by the  SM  th rough  handheld  
device.  I t  i s  used  when  no  data  encryption  key has  been  d istribu ted  and  i s  shared  by the  
whole  WIA-FA network.  

– Jo in  Key (KJ ) :  KJ  is  d is tribu ted  i n  the  provis ion  period  by the  SM  through  handheld  device.  
I t  i s  used  for au thenticati ng  a  new device  attempting  to  j o i n  the  WIA-FA network.  

– Key Encryption  Key (KEK):  KEK is  d istribu ted  by the  SM  after a  device  has  j o ined  the  
WIA-FA network.  I t  i s  used  to  protect keys  during  the  keys’  updating .   

– Un icast  Data  Encryption  Key (KEDU):  KEDU  is  d istribu ted  by the  SM  after a  device  has  
j oi ned  the  WIA-FA network.  I t  i s  used  to  protect the  confiden tia l i ty and  i n tegri ty of the  
un icasted  frames  between  access  device  and  fie ld  device,  and  each  fi e ld  device’s  data  i n  
aggregated  frames.  Access  devices  i n  the  same set share  the  same KEDU  wi th  the  same 
fie l d  device.  

– Broadcast  Data  Encryption  Key (KEDB):  KEDB  is  d istributed  by the  SM  after a  device  has  
j oined  the  WIA-FA network.  I t  i s  used  to  protect the  confiden tia l i ty and  i n tegri ty when  
access  device  broadcasting  frames  to  fie ld  devices.  
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I n  order to  protect  the  key,  keys  have  d i fferen t l i fe  cycle,  as  shown  i n  F igure  1 08.  

KJ

KS

KEK1

KEK2

KEK3

KEDB1

KEDB2

KEDB3

…

…

Before join After join revoketime

KEDU1

KEDU2

KEDU3 …

 

Fig u re 1 08  – Li fe  cycl e  of keys  

From  establ ishment to  abol i tion ,  a  key experiences  the  fol lowing  states:  

– BACKUP:  a  key i s  i n  th i s  state  when  i t  has  been  d istributed  and  stored  i n  M IB  but  i ts  
KeyActiveSlot (see  6. 7. 1 . 2 . 1 )  has  not ach ieved ;   

– USING:  a  key i s  i n  th is  state  when  KeyActiveSlot of the  key i s  ach ieved ,  and  the  key i s  
being  used ;  

– EXPIRED:  a  key is  i n  th i s  state  when  KeyActiveSlot+KeyUpdateDur (see  6 . 7 . 1 . 2 . 1 )  of the  
key i s  ach ieved ,  bu t  the  key for i ts  updating  is  unavai l able.  I n  th is  s tatus  the  key i s  s ti l l  
used ;  

– I NVALID:  a  key i s  i n  th is  state  when  the  key for i ts  updating  is  in  use.  

After a  fi e ld  device  has  j o ined  the  network wi th  SecLevel  not equal  to  0/1 ,  at  one  time,  each  
kind  of key has  on l y one  avai lable  key i n  USING  or EXPIRED state  at  most.   

1 1 . 2  Secu ri ty servi ces  

1 1 . 2. 1  G en eral  

Securi ty Services  include  key establ ish  service,  key update  service  and  securi ty a larm  service.  
They are  provided  by the  securi ty management modu le  of fi e l d  devices  and  access  devices  
together wi th  securi ty manager i n  GW,  and  accessed  through  DLME-SAP.  

The  key establ ish  service,  key update  service  and  securi ty alarm  service  for access  devices  
are  defined  i n  C lause  9 .  Th is  section  on l y defi nes  the  key establ ish  service,  key update  
service  and  securi ty a larm  service  for fi e ld  devices.  
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1 1 . 2. 2  Key establ ish  servi ce  

1 1 . 2. 2. 1  Key establ ish  requ est pri mi tive  

The key establ ish  request prim i ti ve  KEY-ESTABLISH. request a l lows  the  securi ty manager i n  
GW  to  request DLL to  send  key establ ish  request frame.  

KEY-ESTABLISH . request(  
DstAddr,  
KeyMateria l  
)  

Table  1 03  speci fies  the  parameters  for KEY-ESTABLISH . request.  

Table  1 03  – Param eters  for KEY-ESTABLI SH . requ est 

N am e  Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  Short  add ress  of desti nation  device  

KeyMateri a l  KeyMateri al_Struct  
Key related  i n formation  and  i ts  message  i n tegri ty 
code,  see  Table  1 04  for i ts  format 

 

The key materia l  format for d istribution  is  shown  i n  Table  1 04.  

Table  1 04 – KeyM ateri al _Stru ct  stru ctu re  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

KeyID  Uns igned 1 6  0  to  65  535  I denti fi er of the  key  

KeyType  Unsigned8  0  to  255  Type  of the  key,  see  Table  20  

KeyActiveS l ot  Unsigned48  0  to  (248-1 )  Absolu te  t imes lot  number to  acti vate  the  key  

KeyDataVal ue  KeyData  -  Key data,  encrypted  i n  CCM*  wi th  KJ  or KEK 

KeyMIC  Unsigned32  0  to  (232-1 )  
Message  i n tegri ty code,  generated  by CCM*  wi th  
KJ  or KEK,  the  protecti ng  range  i nvol ves:  KeyI D,  
KeyType,  KeyActi veS lot  and  KeyDataValue.  

 

Since  the  key re lated  i n formation  shou ld  be  protected  i n  communication ,  the  securi ty manager 
i n  gateway device  shou ld  protect i t  i n  CCM*.  KJ  of the  desti nation  fi el d  device  shou ld  be  used  
wh i l e  the  key establ ish  service  is  conducted ,  and  KEK of the  destination  fi el d  device  shou ld  
be  used  wh i l e  the  key update  service  is  conducted .  

 The  1 3-otect NONCE  needed  i n  CCM* i s  defi ned  i n  F igu re  1 09:  

Ph yAd d ress  Ti m eStam p Secu ri tyLevel  

8  octets  4  octets  1  octet  

Fi gu re 1 09  – Format of N ON CE 

Where  the  PhyAddress  i s  the  64  b i ts  phys ical  address  of the  fie l d  device;  the  TimeStamp is  
the  l ow 4  bytes  of the  KeyActiveSlot;  and  the  Securi tyLevel  i s  set  to  5,  i . e.  Encryption  &  M IC-
32.  

1 1 . 2. 2. 2  Key establ i sh  in d icati on  pri mi tive  

Key establ ish  i nd ication  prim i ti ve  KEY-ESTABLISH . ind ication  i s  used  for the  DLL  of fi e l d  
device  to  i nd icate  the  reception  of key establ ish  request frame,  and  i s  i ssued  to  securi ty 
management modu le  of fi e ld  device.  
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KEY-ESTABLISH . ind ication(  
KeyMateria l  
)  

Table  1 05  speci fies  the  parameters  for KEY-ESTABLISH . ind ication .  

Tabl e  1 05 – Param eters  for KEY-ESTABLI SH . in d ication  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

KeyMateri a l  KeyMateri al_Struct  See  Tab le  1 04  

 

Upon  receipt  of th is  prim i ti ve,  the  securi ty management modu le  in  fi e ld  device  decrypts  the  
KeyDataValue  wi th  KJ ,  and  checks  KeyMIC,  and ,  i f KeyM IC  i s  correct,  generates  a  re lated  
Key_Struct record  for th i s  key and  s tores  i t  i n  KeyList.  

1 1 . 2. 2. 3  Key establ ish  respon se  prim itive  

Key establ ish  response  prim i ti ve  KEY-ESTABLISH . response i s  generated  by the  securi ty 
management modu le  of fi e ld  device,  and  i ssued  to  DLL  to  send  key establ ish  response  frame.  

KEY-ESTABLISH . response(  
KeyID,  
Status  
)  

Table  1 06  speci fies  the  parameters  for KEY-ESTABLISH . response.  

Tabl e  1 06 – Param eters  for KEY-ESTABLI SH . respon se  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

KeyID   Uns igned 1 6  0  to  65  535  I den ti fi er of the  key  

S tatus  Unsigned8  0  to  255  

Execu tion  resu l t  of the  key establ i sh  request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

Others  are  reserved .  

 

1 1 . 2. 2. 4  Key establ ish  con fi rm  pri mi ti ve  

Key establ ish  confi rm  prim i ti ve  KEY-ESTABLISH . confi rm  i s  used  for the  DLL  of access  device  
to  in form  the  securi ty manager i n  gateway device  whether the  key establ ishment i s  success.  

KEY-ESTABLISH .confi rm(  
DstAddr,  
KeyID,  
Status  
)  

Table  1 07  speci fies  the  parameters  for KEY-ESTABLISH .confi rm .  
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Table  1 07  – Param eters  for KEY-ESTABLI SH . con fi rm  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  Short  add ress  of fi e l d  device  

KeyID  Unsigned 1 6  0  to  65  535  I den ti fi er of the  key  

S tatus  Unsigned8  0  to  255  

Execu tion  resu l t  of the  key establ i sh  request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

Others  are  reserved .  

 

1 1 . 2. 2. 5  Time sequ en ce  of key establ ish m en t  

Figu re  1 1 0  shows  the  time sequence  of key establ ishment.  

GW

Security manager

AD

DLL

Key-Establish.request

Key-Establish.confirm

FD

DLL

Key establ ish request frame

Key establ ish response frame

FD

Security management 

modu le

Key-Establish. indication

Key-Establish.response

GACK

 

Figu re 1 1 0  – Tim e sequ en ce  of key establ i sh m en t  

1 1 . 2. 3  Key u pd ate servi ce  

1 1 . 2. 3. 1  Key u pd ate requ est  pri miti ve  

The  key update  request  prim i ti ve  KEY-UPDATE. request a l lows  the  securi ty manager i n  GW to  
request  DLL to  send  key update  request frame.  

KEY-UPDATE. request(  
DstAddr,  
KeyMateria l  
)  

Table  1 08  speci fies  the  parameters  for KEY-UPDATE. request.  

Table  1 08  – Param eters  for KEY-U PD ATE.req u est 

N am e  Data  type  Val i d  ran g e  Descri pti on  

DstAddr Unsigned 1 6  0  to  65  535  Short  add ress  of fi e l d  device  

KeyMateri a l  KeyMateri al_Struct   See  Tab le  1 04  
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1 1 . 2. 3. 2  Key u pd ate  in d i cati on  pri mi ti ve  

Key update  i nd ication  prim i ti ve  KEY-UPDATE. ind ication  i s  used  for the  DLL of fi e ld  device  to  
i nd icate  the  reception  of key update  request frame,  and  is  i ssued  to  securi ty management 
modu le  of fie l d  device.  

KEY-UPDATE. ind ication(  
KeyMateria l  
)  

Table  1 09  speci fies  the  parameters  for KEY-UPDATE. ind ication .  

Table  1 09  – Param eters  for KEY-U PD ATE. in d i cation  

N am e  Data  type  Val i d  ran g e  Descri pti on  

KeyMateri al  KeyMateri a l_Struct   See  Tab le  1 04  

 

Upon  receipt  of th is  prim i ti ve,  the  securi ty management modu le  in  fi e ld  device  decrypts  the  
KeyDataValue  wi th  KEK,  and  KeyMIC,  and  i f KeyM IC i s  correct,  generates  a  re lated  
Key_Struct record  for th i s  key and  s tores  i t  i n  KeyList.  

1 1 . 2. 3. 3  Key u pd ate respon se  pri miti ve  

Key update  response  prim i ti ve  KEY-UPDATE. response is  generated  by the  securi ty 
management modu le  of fi e ld  device,  and  i ssued  to  DLL  to  send  key update  response frame.  

KEY-UPDATE. response(  
KeyID,  
Status  
)  

Table  1 1 0  speci fies  the  parameters  for KEY-UPDATE. response.  

Table  1 1 0  – Param eters  for KEY-U PD ATE.respon se  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

KeyID   Unsigned 1 6  0  to  65  535  I den ti fi er of the  key 

Status  Unsigned8  0  to  255  

Execution  resu l t  of the  key update  request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

Others  are  reserved .  

 

1 1 . 2. 3. 4  Key u pd ate con fi rm  pri miti ve  

Key update  confi rm  prim i ti ve  KEY-UPDATE.confi rm  is  used  for the  DLL  of access  device  to  
i n form  the  securi ty manager in  gateway device  whether the  key update  i s  success.  

KEY-UPDATE.confi rm (  
DstAddr,  
KeyID,  
Status  
)  

Table  1 1 1  speci fies  the  parameters  for KEY-UPDATE.confi rm .  
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Tabl e  1 1 1  – Param eters  for KEY-U PD ATE.con fi rm  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

DstAddr Unsigned 1 6  0  to  65  535  Short  add ress  of fi e l d  device  

KeyID  Unsigned 1 6  0  to  65  535  I den ti fi er of the  key  

S tatus  Unsigned8  0  to  255  

Execu tion  resu l t  of the  key update  request:  

0  =  SUCCESS;  

1  =  FAI LURE;  

Others  are  reserved .  

 

1 1 . 2. 3. 5  Time sequ en ce  of key u pd ate  

Figure  1 1 1  shows  the  time  sequence  of key update.  
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DLL

Key-Update.request

Key-Update.confirm

FD

DLL

Key update request frame

Key update response frame

FD
Security management 

modu le

Key-Update. indication

Key-Update.response

GACK

 

Figu re 1 1 1  – Tim e sequ en ce  of key u pd atin g  

1 1 . 2. 4  Secu ri ty al arm  servi ce  

1 1 . 2. 4. 1  Secu ri ty al arm  req u est pri mi tive  

The  securi ty a larm  request prim i tive  SEC-ALARM. request a l l ows  the  securi ty management 
modu le  in  FD  to  request  DLL to  send  securi ty a larm  request frame.  

SEC-ALARM. request(  
SecAlarmCount,  
SecAlarmList  
)  

Table  1 1 2  speci fies  the  parameters  for SEC-ALARM. request.  

Table  1 1 2  – Param eters  for SEC-ALARM .requ est 

N am e  Data  type  Val i d  ran g e  Des cri pti on  

SecAlarmCount  Uns igned8  0  to  255  The  coun t of securi ty a l arms  

SecAlarmList  L i st  of SecAlarm_Struct   
Securi ty Alarm  l i st,  see  F igure  1 1 2  for i ts  
format 

 

The structure  of SecAlarm_Struct i s  shown  i n  F igure  1 1 2.  
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Ke yI D  Al arm Fl ag  

2  octets  1  octet  

Figu re 1 1 2  – SecAl armt_Stru ct  stru ctu re  

The SecAlarmList contains  n  a l arms  and  n  i s  speci fi ed  by the  SecAlarmCount.  Each  a larm  in  
the  l i s t  con tains  two  fi e lds:  

– KeyID:  the  i denti fi er of the  key re lated  to  the  a larm ;  

– AlarmFlag :  i s  equal  to  the  AlarmFlag  (see  Table  20)  of the  key re lated  to  the  a larm .  

1 1 . 2. 4. 2  Secu ri ty al arm  i n d i cati on  pri mi ti ve  

Securi ty a larm  ind ication  prim i ti ve  SEC-ALARM. ind ication  i s  used  for the  DLL of access  
device  to  i nd icate  the  reception  of securi ty a larm  request  frame,  and  i s  i ssued  to  securi ty 
manager of gateway device.  

SEC-ALARM. ind ication(  
SrcAddr,  
SecAlarmCoun t,  
SecAlarmList  
)  

Table  1 1 3  speci fies  the  parameters  for SEC-ALARM. ind ication .  

Table  1 1 3  – Param eters  for SEC-ALARM . i n di cati on  

N am e  Data  type  Val i d  ran g e  Des cri pti on  

SrcAddr Uns igned 1 6  0  to  65  535  
The  short  address  of the  fi e l d  device  send ing  
a l arm  

SecAlarmCount  Uns igned8  0  to  255  The  count  of securi ty a l arms  

SecAlarmList  L i st  of SecAlarm_Struct  Securi ty Alarm  l i st,  see  F igure  1 1 2  for i ts  format  

 

Upon  receipt of th is  prim i ti ve,  the  securi ty manager shal l  update  the  correspond ing  keys  
re lated  to  the  a larms  i n  the  SecAlarmList.  

1 1 . 2. 4. 3  Time seq u en ce  of secu ri ty al arm  

Figure  1 1 3  shows  the  time  sequence  of securi ty a larm .  
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FD

DLL

SEC-Alarm.request
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DLL

Security alarm request frame

GW

Security manager

SEC-Alarm.indication

GACK

 

Fi gu re  1 1 3  – Tim e seq u en ce  of secu ri ty al arm  
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1 1 . 3  Secu re j oi n  

1 1 . 3. 1  G en eral  

When  the  SecLevel  of fi e ld  device  does  not  equal  to  0 ,  fie l d  device  shal l  be  au thenticated  by 
securi ty manager du ring  j o in  process.  The  authen tication  is  performed  wi th  the  phys ical  
address  and  the  KJ  of fie ld  device.  

For secure  j o i n ,  the  fi led  device  and  the  network manager i n  gateway device  u ti l i ze  the  j o i n  
prim i ti ves,  i . e .  DLME-JOIN . request and  DLME-JOIN . i nd ication  (see  8 . 3 . 4),  wi th  SecMaterial  
ca lcu lated  as  fol l ows.  

SecMateria l  =  low 64  b i ts  of HMAC(KJ ,  PhyAddress)  

Where,  HMAC is  based  on  MD5.  See  Handbook of Appl ied  Crytography.  

1 1 . 3. 2  Secu re j oi n  process  of FD   

FD shou ld  be  provis ion  the  fol lowing  i n formation  before  secure  j o in ing  WIA-FA network:  

– Network ID ;  

– SecLevel ;  

– KJ  and  KS.  

The  secure  j o in  process  after provis ion  period  i s  as  fo l l ows:  

a)  Access  devices  broadcast beacons  period ica l l y;  

A fi e ld  device  attempting  to  j o i n  the  WIA-FA network continual l y scans  the  avai lable  channels  
to  get the  beacons  from  access  devices  and  synchron izes  wi th  gateway device  by us ing  
one-way time synchron ization  method  (see  8. 1 . 4) ;  

The  fi e ld  device  selects  a  channel ,  on  wh ich  the  fie l d  device  receives  beacon  frame,  gets  the  
shared  timeslot  and  channel  i n formation  for j o in  request,  and  sends  the  j o in  request  wi th  
securi ty materia l ,  i . e .  SecMateria l  defi ned  in  Table  1 04  in  the  shared  timeslot.  The  shared  
timeslot i s  determ ined  by the  "Fi rst shared  timeslot number"  and  the  “Shared  timeslot  
coun t”  (see  8. 4. 6)  i n  the  beacon  frame;  

After receiving  the  j o in  request,  network manager i n  the  gateway device  forwards  the  securi ty 
materia l  and  the  physica l  address  of the  fie ld  device  to  securi ty manager;   

Securi ty manager au thenticates  the  fie l d  device  us ing  the  securi ty materia l  and  the  phys ical  
address,  and  the  KJ  of the  fie ld  device,  i f success,  repl i es  au then tication  success  to  
network manager,  otherwise,  repl ies  au thentication  fa i l u re  to  network manager;  

Network manager returns  the  j o in  response  to  the  fie ld  device,  i n  wh ich  Status  i s  set to  2 ,  i f 
au thentication  fa i l u re,  see  8. 3 . 4 .3  for the  defin i ti on  of Status ;  

F ie ld  device  receives  the  j o i n  response.  I f Status  of j o in  response  i s  2 ,  fi el d  device  wi l l  repeat 
the  j o in  process  again .  
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ADFD
Security

Manager

Network

Manager

Beacon

Join  request

Join  request
Physical  address and  

SecMaterial
Authenticate 

Device with  

KJAuthentication  result

Join  response

Join  response

 

Fig u re 1 1 4  – Secu re j oi n  process  of fiel d  d evi ce  

1 1 . 4  Key man agemen t 

1 1 . 4. 1  Gen eral  

Key management i ncludes  key establ ish  and  key update.  Key establ ish  i s  used  for the  
securi ty manager to  establ ish  new keys  for the  fi e ld  device;  Key update  i s  used  for the  
securi ty manager to  update  the  existi ng  keys  in  the  fie ld  device  accord ing  to  i ts  l i fe  cycle.  

1 1 . 4. 2  Key establ ish  process  

After a  fi el d  device  has  j o ined  the  network,  securi ty manager shal l  establ i sh  KEK,  KEDU  and  
KEDB  for the  fi e ld  device,  as  shown  i n  F igure  1 1 5.  
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KEDU establish request

KEDU establish response

KEDU establish response

KEDB establish request

KEDB establish request

KEDB establish response

KEDB establish response

 

Figu re 1 1 5  – Key establ i sh  process  for field  device  

1 1 . 4. 3  Key u pd ate process  

The securi ty manager shou ld  update  a l l  the  KEK,  KEDU  and  KEDB being  used  i n  the  network 

before  the  KeyActiveSlot+KeyUpdateDur of each  key.   

For each  KEK,  KEDU  and  KEDB in  the  fie ld  device,  the  key being  used  i s  defi ned  as  
Current_key,  and  the  key to  be  used  is  defined  as  New_key.  

The  defined  s tates  and  the ir description  of key update  are  shown  i n  Table  1 1 4 .  

F i gure  1 1 6  and  Table  1 1 5  show the  state  mach ine  and  the  state  trans i ti on  of key update.  

Table  1 1 4 – Key u pdate  states  

State  N am e  Des cri pti on  

ST1  Curren t_key:  NON ,  New_key:  BACKUP  

ST2  Curren t_key:  USING,  New_key:  NON  

ST3  Curren t_key:  USING,  New_key:  BACKUP  

ST4  Curren t_key:  EXPIRED,  New_key:  BACKUP  

ST5  Curren t_key:  EXPIRED,  New_key:  NON  
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Figure 1 1 6  – Key update state  machine  for FD  
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Table  1 1 5  – Key u pdate  state  tran si ti on  

# Cu rren t State  Even t or con d i ti on  =>  acti on  N ext s tate  

S1  ST1  

ASN  ==  New_key.KeyActiveSl ot  

=>  

Cu rrent_key: =  New_key,  

Curren t_key. state: =  USING  

ST2  

S2  ST2  

Recepti on  of New_key && ASN  <  New_key.KeyActiveS l ot  

=>  

  New_key. state: =  BACKUP  

ST3  

S3  ST3  

ASN  ==  New_key.KeyActiveSl ot  

=>  

Cu rrent_key. state: =  I NVALID,  

Current_key: =  New_key,  

Curren t_key. state: =  USING  

ST2  

S4  ST3  

ASN  >  Curren t_key.KeyActiveSlot  +  KeyUpdateDur && ASN  <  
New_key.KeyActiveSLot  

=>  

  Cu rren t_key. state: =  EXPIRED,  

ST4  

S5  ST4  

ASN  ==  New_key.KeyActiveSl ot  

=>  

Cu rrent_key. state: =  I NVALID,  

Current_key: =  New_key,  

Curren t_key. state: =  USING  

ST2  

S6  ST2  

ASN  >  Curren t_key.KeyActiveSlot  +  KeyUpdateDur && No  New_key 

=>  

  Cu rren t_key. state: =  EXPIRED 

ST5  

S7  ST5  

Recepti on  of New_key && ASN  >=  New_key.KeyActiveS lot  

=>  

  Cu rren t_key. state: =  I NVALID,  

  Cu rren t_key: =  New_key,  

  Cu rren t_key. state: =  USING  

ST2  

S8  ST5  

Recepti on  of New_key && ASN  <  New_key.KeyActiveS l ot  

=>  

  New_key. state: =  BACKUP  

ST4  

S9  ST2  

Recepti on  of New_key && ASN  >=  New_key.KeyActiveS lot  

=>  

  Cu rren t_key. state: =  I NVALID,  

  Cu rren t_key: =  New_key,  

  Cu rren t_key. state: =  USING  

ST2  

 

1 1 . 5  DLL secu re  com mu n i cati on  

DLL shal l  perform  encryption /decryption  and  in tegri ty check on  DLL frames  accord ing  to  the  
value  of SecLevel  i n  M IB.  
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The  encryption /decryption  and  i n tegri ty check are  performed  by CCM* (see  I EEE  STD  
802. 1 5. 4-201 1 ).  The  secure  DLL frame format i s  shown  i n  F igure  1 1 7.  

When  perform ing  encryption /decryption  and  i n tegri ty check,  d i fferent  keys  shal l  be  used  
accord ing  to  the  phase  and  the  frame type  shown  i n  Table  1 1 6.  

Tabl e  1 1 6  – Keys  u sed  i n  DLL secu re  commu n i cation  

Ph ase  Fram e type  Ke y type  

Before  the  establ i shment of  
KEDU  and  KEDB   

Al l  frames  needs  secure  
protection  

KS  

After the  establ i shment of 
KEDU  and  KEDB  

Un icast frame  KEDU  

Non -aggregation  broadcast 
frame 

KEDB  

Aggregati on  broadcast frame  

KEDU  i s  used  for the  frame sent  to  
correspond ing  fi e l d  device  i n  the  
agg regation  broadcast  frame;   

KEDB  i s  used  for the  whole  aggregati on  
broadcast frame.  

 

Before  access  device  sends  an  aggregation  broadcast frame,  DLL encrypts  and /or ca lcu lates  
M IC  for each  frame i nside  the  aggregation  broadcast  frame  us ing  the ir re lated  KEDUs  
separatel y,  and  then ,  DLL  encrypts  and /or ca lcu lates  M IC  for the  whole  aggregation  
broadcast  frame us ing  KEDB.  After receiving  an  aggregation  broadcast  frame,  DLL  of fie ld  
device  decrypts  and/or checks  in tegri ty for the  whole  aggregation  broadcast frame us ing  
KEDB,  and  then ,  decrypts  and /or checks  i n tegri ty i ts  own  frame i n  the  aggregation  broadcast  
frame us ing  KEDU .  

1 1 . 6  Secu ri ty al arm  

WIA-FA defines  two  types  securi ty a larm :  

– Key attacked  a larm :  the  coun t of the  key being  attacked  i s  over MaxKeyAttackedNum  (see  
6. 7. 1 . 2 . 1 )  i n  a  AttackStati sDur (see  6 . 7. 1 . 2. 1 ) ;  

– Key update  timeout a larm :  the  key i s  used  over KeyUpdateDur (see  6 . 7 . 1 . 2. 1 )  period  and  
there  is  no  new key avai l able  for update.  

Once  the  securi ty management modu le  of fi e l d  device  detects  a  securi ty a l arm  even t,  i t  shal l  
set the  correspond ing  bi t  of the  AlarmFlag  (see  Table  20)  of the  re lated  key to  1 ,  then  i nvoke  
the  securi ty a larm  request prim i tive  to  report the  securi ty alarm  even t and  other securi ty a larm  
even ts  existing  i n  the  fi e l d  device  to  the  securi ty manager i n  the  gateway device  period ical l y 
accord ing  to  the  AlarmRptDur (see  6. 7 . 1 . 2 . 1 ).  

Once  the  securi ty manager in  the  gateway device  receives  a  securi ty a larm  request,  i t  shal l  
update  the  keys  correspond ing  to  the  securi ty a larms  in  the  securi ty a larm  request 
immed iate l y.  

Once  the  key of wh ich  the  AlarmFlag  i s  not  equal  to  0  i s  updated  successfu l l y,  i ts  AlarmFlag  
shal l  be  cl eared .  

1 1 . 7  Secu re fram e form at 

1 1 . 7. 1  Gen eral  secu re DLL  frame form at  

Figure  1 1 7  shows  the  general  format of secure  DLL  frame.  
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DLPDU   

7/8  octets  Vari abl e  l en g th  0/4/8/1 6  octets  2  octets  

DLL frame 
header 

DLL payload  M IC  FCS  

Fi gu re  1 1 7  – G en eral  secu re  DLL fram e form at 

– DLL frame header,  see  8 . 4 . 1 ;  

–  DLL payload :  accord ing  to  the  va lue  of SecLevel  i n  M IB,  i f encryption  is  enable,  DLL 
payload  shal l  be  encrypted ;  

– M IC:  accord ing  to  the  value  of SecLevel  i n  M IB,  i f i n tegri ty check i s  enable,  a  message 
i n tegri ty code  is  generated  to  protect DLL  frame header and  DLL  payload ,  and  fi l l ed  to  
M IC;  

– FCS.  
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Table  1 1 7  shows  the  avai lab le  securi ty l evels  for DLL i n  WIA-FA.  

Table  1 1 7  – Avai l abl e  secu ri ty level s  for DLL  

SecLevel  En crypti on  M I C  l en g th  (bi ts )  

0/1  D i sabl e  0  

2  D i sabl e  32  (M IC-32)  

3  D i sabl e  64  (M IC-64)  

4  D i sabl e  1 28  (M I C-1 28)  

5  Enabl e  0  

6  Enabl e  32  (M IC-32)  

7  Enabl e  64  (M IC-64)  

8  Enabl e  1 28  (M I C-1 28)  

 

Correspond ing  to  the  NONCE format defined  i n  F igure  1 09,  PhyAddress  fi e ld  i s  set  to  the  64  
b i ts  phys ical  address  of the  fi e ld  device  in  un icast communication ,  and  is  set  to  0  i n  broadcast 
communication ;  TimeStamp fie ld  i s  set to  the  l ow 4  bytes  of the  ASN  on  wh ich  the  frame is  
transm i tted  or received ;  Securi tyLevel  fi e ld  i s  set to  the  value  of SecLevel  i n  M IB.  

1 1 . 7. 2  Secu re ag greg ation  frame form at 

Figure  1 1 8  shows  the  format of secure  aggregation  frame.  

  Th e  fi rs t fram e  …  Th e  n
th

 fram e    

7 /8  
octets  

1  octet  
2  

octets  

1  
octe

t  

Vari ab
l e  

l en g th  

0/4/8/1
6  

octets  
…  

2  
octets  

1  
octe

t  

Vari ab
l e  

l en g th  

0/4/8/1
6  

octets  

0/4/8/
1 6  

octets  

2  
octet

s  

DLL 
frame 
header 

Aggrega
ted  

number 

F iel d  
device  
add re
ss  

Data  
l eng t
h  

Data  sMIC  …  

F ie l d  
device  
add re
ss  

Data  
l engt
h  

Data  sM IC  M IC  FCS  

Fig u re 1 1 8  – Secu re ag greg ati on  fram e format  

– DLL frame header:  see  8 . 4 . 1 ;  

– Aggregation  number:  see  8 . 1 . 5;  

– F ie ld  device  address:  see  8. 1 . 5 ;  

– Data  length :  see  8 . 1 . 5;  

– Data:  see  8. 1 . 5  accord ing  to  the  value  of SecLevel  in  M IB,  i f encryption  is  enable,  Data  
shal l  be  encrypted  wi th  the  KEDU  of the  fie l d  device  re lated  to  the  frame;  

– sM IC:  accord ing  to  the  va lue  of SecLevel  i n  M IB,  i f i n tegri ty check is  enable,  a  message 
i n tegri ty code  i s  generated  wi th  the  KEDU  of the  fie l d  device  related  to  the  frame to  
protect the  Dest.  Addr. ,  the  Data  length  and  the  Data  of the  frame in  the  aggregation  
frame,  and  fi l l ed  to  sM IC of the  frame;   

– M IC:  see  1 1 . 7 . 1 ,  generated  wi th  the  KEDB;  

– FCS.  

For the  protection  of each  frame i n  the  aggregation  frame,  the  PhyAddress  fie l d  i n  NONCE is  
set to  the  64  b i ts  physica l  address  of the  re lated  fie ld  device;  and  for the  protection  of the  
whole  aggregation  frame,  the  PhyAddress  fie ld  i n  NONCE is  set to  0 .  
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1 1 . 7. 3  Key establ ish  requ est fram e format 

Figu re  1 1 9  shows  the  format of the  key establ ish  request frame.  

7/8  octets  29  octets  0/4/8/1 6  octets  2  octets  

DLL frame  header KeyMateri a l  M IC  FCS  

Figu re 1 1 9  – Key establ ish  req u est  frame form at  

– DLL frame header,  see  8 . 4 . 1 ;  

– KeyMateria l :  key materia l  for key establ ish ,  defined  i n  Table  1 04;  

– M IC:  see  1 1 . 7 . 1 ;  

–  FCS.  

1 1 . 7. 4  Key establ ish  respon se  fram e  form at 

Figu re  1 20  shows  the  format of the  key establ ish  response  frame.  

7/8  octets  2  octets  1  octet  0/4/8/1 6  octets  2  octets  

DLL frame  header KeyID  Status  M IC  FCS  

Figu re 1 20  – Key establ i sh  respon se  frame format  

– DLL frame header:  see  8 . 4 . 1 ;  

– KeyID:  the  identi fier of the  key establ ished ;  

– Status:  the  resu l t  of key establ ish ,  see  the  parameter Status  i n  Table  1 06;  

– M IC:  see  1 1 . 7 . 1 ;  

– FCS.  

1 1 . 7. 5  Key u pd ate requ est  frame  form at 

Figure  1 21  shows  the  format of the  key update  request frame.  

7/8  octets  29  octets  0/4/8/1 6  octets  2  octets  

DLL frame  header KeyMateri al  M IC  FCS  

Fi gu re 1 21  – Key u pd ate requ est fram e format  

– DLL frame header,  see  8 . 4 . 1 ;  

–  KeyMateria l :  key materia l  for key update,  defi ned  i n  Table  1 04;  

– M IC:  see  1 1 . 7 . 1 ;  

– FCS.  
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1 1 . 7. 6  Key u pd ate  respon se  fram e format  

Figure  1 22  shows  the  format of the  key update  response frame.  

7/8  octets  2  octets  1  octet  0/4/8/1 6  octets  2  octets  

DLL frame header KeyID  Status  M IC  FCS  

Fi gu re  1 22  – Key u pd ate respon se  fram e format 

– DLL frame header:  see  8 . 4 . 1 ;  

– KeyID:  the  identi fi er of the  key for update;  

– Status:  the  resu l t  of key for update,  see  the  parameter Status  i n  Table  1 1 0;  

– M IC:  see  1 1 . 7 . 1 ;  

– FCS.  

1 1 . 7. 7  Secu ri ty al arm  req u est fram e format 

Figu re  1 23  shows  the  format of the  securi ty a larm  request frame.  

7/8  octets  1  octet  Vari abl e  l en g th  0/4/8/1 6  octets  2  octets  

DLL frame header SecAlarmCount  SecAlarmList  M IC  FCS  

Fi gu re 1 23  – Secu ri ty al arm  req u est fram e form at 

– DLL frame header:  see  8 . 4 . 1 ;  

–  SecAlarmCoun t:  the  coun t of securi ty a larms contained  i n  SecAlarmList,  defined   
i n  Table  1 1 2 ;  

– SecAlarmList:  the  l i st  of securi ty a larms,  defi ned  i n  Table  1 1 2;  

– M IC:  see  1 1 . 7 . 1 ;  

– FCS.  
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An nex A 
(informative)   

 
Securi ty strateg y for WI A-FA network 

A. 1  Ri sk an al ysi s  for WI A-FA network  

As an  open  system ,  there  are  poten tia l  i nevi table  securi ty ri sks  i n  WIA-FA network.  Therefore,  
the  necessary securi ty measures  must  be  appl i ed  to  protect the  resources  wi th in  the  system  
and  mainta in  the  normal  production .  The  main  goal  of W IA-FA network securi ty i s  to  protect 
the  normal  operation  of the  system ,  to  detect  attacks  i n  time and  respond  i n  t ime,  ensuring  
the  safety and  m in im izing  the  l oss .  

The  data  transm ission  of WIA-FA network i s  vu lnerable  to  eavesdrop,  man ipu lation  or replay 
attacks.  These  threats  can  be  d ivi ded  in to  two kinds,  mal icious  and  non-mal icious,  i nclud ing  
accessing  and  man ipu lati ng  data  or i n formation  wi thou t au then tication  by us ing  network 
resource  and  DoS  attack.  There  are  three  threats :  risk from  the  ou ts ide  of company,  risk from  
the  management network of the  company and  risk from  in ternal  WIA-FA network i tsel f.  

A. 2  Securi ty pri nci pl es  for WI A-FA network 

Accord ing  the  characteri stics  of the  WIA-FA network,  the  fol lowing  securi ty pri ncip les  are  
recommended :   

– Easy to  deployment and  use;   

– M in im ize  human-re lated  operations;   

– Extend  battery l i fe ,  such  as  reducing  the  frame s ize,  us ing  l ow power encryption  
technolog ies,  etc. ;   

– Maxim ize  the  use  of existi ng  encryption  and  au then tication  technolog ies  and  existing  
standards.   

A. 3  Securi ty objecti ves  for WI A-FA network 

The obj ecti ves  of securi ty i n  the  WIA-FA network i nclude:  

– System  avai l abi l i ty,  wh ich  refers  to  ensure  the  access  of the  system  resources  when  
needed  by the  l egal  users;  

– Data  in tegri ty,  wh ich  refers  to  main ta in ing  and  assuring  the  accuracy and  cons istency of 
the  i n formation ;   

– Device  authen tication ,  wh ich  is  used  to  au then ticate  a  device;  

– Confiden tia l i ty,  wh ich  refers  to  ensure  that the  system  hardware,  software,  and  data  can  
be  accessed  by l egal  users  on l y;   

– Key management,  wh ich  refers  to  key establ ishment  and  key update.   
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A. 4  Securi ty grade of WI A-FA network 

The grades  of securi ty and  measures  are  shown  i n  Table  A. 1 .  

Tabl e  A. 1  – Secu ri ty g rad es  for WI A-F A n etwork 

WI A-F A n etwork secu ri ty 
l evel  

G rad e 0  Grad e  1  Grad e  2  

Secu ri ty m eas u re  -FCS  

-FCS  

-Device  
au thenti cation  

-FCS  

-Device  au thenti cati on   

-Encryption  and  Message  
I n tegri ty Check 
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An nex B  
(informative)  

 
Regional  m odi ficati on  for compl iance wi th  ETSI  stan dards  

B. 1  General  

WIA-FA restricts  the  usage  of the  spectrum  to  the  2 , 4  GHz I SM  band ,  see  Clause  7.  

Add i ti onal  requ i rements  appl y i n  Europe to  wide  band  rad io  frequency transm i tti ng  equ ipment 
operati ng  i n  th is  2 , 4  GHz I SM  band .  Some of these  European  requ irements  can  be  met by 
complying  wi th  two  Harmon ized  Standards  from  ETSI ,  EN  300  328  and  EN  300  440-2 .  

Th is  Annex B  provides  add i tional  requ i rements  for compl iance  of WIA-FA devices  operating  i n  
the  2 , 4  GHz I SM  band  wi th  these  two  ETSI  standards:  

•  EN  300  440-2  i s  appl icable  for equ ipment (devices)  wi th  a  maximum  transm i t power 
between  0  dBm  and  1 0  dBm  e. i . r. p.  (see  Clause  B .2) ;  

•  EN  300  328  is  appl icable  for equ ipment (devices)  wi th  a  maximum  transm i t  power between  
1 0  dBm  and  1 00  dBm  e. i . r. p .  (see  Clause  B. 3) .  

NOTE  I n  th i s  Annex B ,  the  term  “devices”  refers  to  e l ectron i cs  wi th  rad i os  operati ng  accord ing  to  the  appropri ate  
standard ;  these  i ncl ude  bu t  are  not  l im i ted  to   gateway devices,  access  devices  and  fi e l d  devices.  

B. 2  Compl i an ce wi th  ETSI  EN  300  440-2  V1 . 4. 1  

Table  B. 1  speci fies  the  add i tional  requ irements  wh ich  a l l ow WIA-FA devices  operating  i n  the  
2 , 4  GHz I SM  band  to  satisfy the  transm it  power l im i tation  requ irements  of EN  300  440-2  
V1 . 4. 1 .  

NOTE  EN  300  440-2  V1 . 4 . 1  i s  l i s ted  as  a  Harmon ized  Standard  under the  Rad i o  Equ i pment Di recti ve  201 4/53/EU .  

Tabl e  B . 1  – Appl i cabl e  EN  300  440-2  req u i rem en ts  l i st  

Param eter EN  300  440 -2  V1 . 4. 1  
req u i rem en ts  

Ad d i ti on al  req u i rem en ts  

Maximum  Transm i t  Power 1 0  dBm  (1 0  mW) e. i . r. p.  Devices  shal l  be  confi gured  to  em i t  l ess  than  1 0  dBm  
e. i . r. p. ,  that  means  l ess  than  1 0  dBm  electri cal  power 
wi th  an  an tenna  ga in  of 1 .  I f the  an tenna  gai n  i s  d i fferent  
to  1 ,  then  the  resu l ti ng   e . i . r. p.  shal l  be  l ess  than  1 0  dBm  
by an  adequate  e l ectri ca l  power ad j ustment.  Th i s  
requ i rement  overwri tes  the  requ i rement  abou t e l ectri cal  
power g i ven  i n   7 . 3 . 4 .  

 

B. 3  Compl i an ce wi th  ETSI  EN  300  328  V1 . 8. 1  

Table  B. 2  speci fy the  add i tional  requ irements  wh ich  a l l ow WIA-FA devices  operating  i n  the  
2 , 4  GHz I SM  band  to  sati sfy various  requ i rements  of EN  300  328  V1 . 8. 1 .  

NOTE  EN  300  328  V1 . 8. 1  i s  l i s ted  as  a  Harmon ized  Standard  under the  Rad i o  Equ i pment  D i recti ve  201 4/53/EU .  
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Table  B . 2  – Appl i cabl e  EN  300  328  req u i rem en ts  l i st  

Param eter EN  300  328  V1 . 8. 1  
req u i rem en ts  

Ad d i ti on al  req u i rem en ts  

Maximum  Transm i t  Power 20  dBm  (1 00  mW)  e. i . r. p.  Devices  shal l  be  confi gured  to  em i t  l ess  than  1 0  dBm  

±  3  dBm  e. i . r. p.  accord ing  to  7 . 3 . 4 .  

Maximum  Power Spectral  
Dens i ty  

1 0  mW/MHz e. i . r. p.  The  maximum  e. i . r. p.  of 1 3  dBm  resu l ts  i n  a  spectral  
dens i ty bel ow 1 0  mW/MHz as  requ i red .  

Du ty Cycl e,  Tx-sequence,  
Tx-gap  

For non -adapti ve  
equ i pment  wi th  maximum  
e. i . r. p.  above  1 0  dBm :  

Maximum  Tx-Sequence  
Time  =  M in imum  Tx-gap  
Time  =  M  

3 , 5  ms  <  M  <  1 0  ms  

The  Maximum  Tx-sequence  Time  for WIA-FA i s  i den ti cal  
to  maximum  transm ission  t ime;  the  M i n imum  Tx-gap  
Time  for WIA-FA i s  i den ti cal  to  maximum  transm ission  
time.  

The  Du ty Cycle  of WIA-FA shal l  be  l ess  than  50  % .  

Med ium  U ti l i zation  L im i t  For non -adapti ve  
equ i pment  wi th  maximum  
e. i . r. p.  above  1 0  dBm :  

Maximum  Med ium  
U ti l i zation  factor =  1 0  % .  

The  Du ty Cycle  of a  WIA-FA device  cannot exceed  50  % .  
Th i s  resu l ts  i n  a  MU  factor val ue  of l ess  than  1 0  %  as  
requ i red .  

MU  =  1 3  dBm  e. i . r. p.  × 50  %  <1 0  %  

 

For WIA-FA,  the  transm issions  of un icast data,  broadcast data,  un icast ACK,  and  broadcast 
NACK are  respective l y us ing  one  separate  timeslot.  After transm i tti ng  a  data  that  requ ired  
ACK by a  source  device,  the  destination  device  shal l  not  return  ACK during  the  same  timeslot.  
The  ACK is  returned  by us ing  aother timeslot  that i s  carefu l l y schedu led .  The  transm iss ion  
method  of NACK is  the  same as  that  of ACK.  I n  brief,  the  transm ission  of an  ACK or a  NACK 
is  the  same as  that  of general  data.  The  timeslot  t im ing  template  of WIA-FA is  defi ned  i n  
F igu re  B. 1 .  Timeslot  t im ing  defin i ti ons  and  calcu lations  are  shown  i n  Table  B. 2 .  

The  maximum  transm ission  time  for a  WIA-FA packet i s  l i sted  i n  Table  B. 3,  Table  B. 4 ,  
Table  B. 5,  and  Table  B . 6  accord ing  to  d i fferent phys ica l  l ayer.  The  Maximum  Tx-sequence  
Time (defined  in  ETSI  EN  300  328  V1 . 8. 1 )  for WIA-FA is  i den tica l  to  the  maximum  
transm ission  time  (TxMaxPHYPacket i n  F i gure  B . 1 ) ;  the  M in imum  Tx-gap Time (defined  i n  
ETSI  EN  300  328  V1 . 8. 1 )  for WIA-FA is  i den tica l  to  the  maximum  transm iss ion  time 
(TxMaxPHYPacket i n  F i gure  B. 1 )  compl ian t wi th  ETSI  EN  300  328  V 1 . 8 . 1  requ irements .  

Timeslot timing

TsCCAOffset

TxCCATime

RxTxTurnaroundTime

TxMaxPHYPacket

1

2

1 PreambleLength

2 PLCPheaderLength

TxMaxMPDU

 

Figu re B. 1  – Ti m esl ot ti min g  templ ate   
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Table  B. 3  – Tim eslot ti min g  d efi n i ti on s  an d  calcu l ati on s   

S ym bol  Defi n i ti on  FH SS  

Req u i red  
val u e  

DSSS/H R-
DSSS  

Req u i red  
val u e  

OFDM   

Req u i red  val u e  

20M  1 0M  5M  

TsCCAOffset  Start  of s l ot  to  
beg i nn i ng  of CCA _ _ _ _ _ 

TsCCATime  Time  to  perform  
CCA (  8  symbols)  ≤27  µ s  ≤1 5  µ s  <4  µ s  <8  µ s  <1 6  µ s  

RxTxTurnaroundTime  The  l onger of the  
time  i t  takes  to  
swi tch  from  
recepti on  to  
transm ission  or 
vi ce  versa   

20  µ s  ≤5  µ s  ≤2  µ s  ≤2  µ s  ≤2  µ s  

PreambleLength  Preamble  
transm ission  time 96  µ s  1 44  µ s  1 6  µ s  32  µ s  64  µ s  

PLCPheaderLength  PLCP Header 
transm ission  time 32  µ s  48  µ s  4  µ s  8  µ s  1 6  µ s  

TxMaxMPDU  a  The  l ongest time  to  
transm i t  a  MPDU.   

Table  A. 2  Table  A. 3  Table  A. 4  

TxMaxPHYPacket  b  PreambleLength+  PLCPheaderLength+  TxMaxMPDU  

a  TxMaxMPDU  =(Maximum  l eng th  of a  MPDU 8)  b i t  /Data  rate 1  000 1  000  b/s  

b  TxMaxPHYPacket =  PreambleLength+  PLCPheaderLength+  TxMaxMPDU   

 

Table  B . 4 – TxM axPH YPacket of FH SS  

Rate  (M b/s)  TxM axPH YPacket (µs)  

(M PDU : 1  000  Octets)  

1  8  000+1 28=8  1 28  a , b  

1 , 5  5  333+1 28=5  461  

2  4  000+1 28=4  1 28  

2 , 5  3  200+1 28=3  328  

3  2  667+1 28=2  795  

3 , 5  2  286+1 28=2  41 4  

4  2  000+1 28=2  1 28  

4 , 5  1  778+1 28=1  906  

a  PreambleLength+  PLCPheaderLength  =  96  +32  = 1 28  µ s  

b  TxMaxPHYPacket =  PreambleLength+  PLCPheaderLength+  TxMaxMPDU  
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Table  B. 5 – TxM axPH YPacket of DSSS/H R-DSSS  

Rate  (M b/s)  TxM axPH YPacket (µs)  

(M PDU : 1  000  Octets)  

1  8  000+1 92=8  1 92  a , b  

2  4  000+1 92=4  1 92  

5, 5  1  455+1 92=1  647  

1 1  727+1 92=91 9  

a  PreambleLength+  PLCPheaderLength  =  1 44  +48  =1 92  µ s   

b  TxMaxPHYPacket  =  PreambleLength+  PLCPheaderLength+  TxMaxMPDU  

 

Table  B . 6  – TxM axM PDU  of OFDM   

Rate  (M b/s)  TxM axPH YPacket (µ s)   

(M PDU : 1  000  Octets)  

20M  1 0M  5M  

6  1  333+20=1  353  a1 , b  1  333+40=1  373a2, b  1  333+80=1  41 3a3, b  

9  889+20=909  889+40=929  889+80=969  

1 2  667+20=687  667+40=707  667+80=747  

1 8  444+20=464  444+40=484  444+80=524  

24  333+20=353  333+40=373  333+80=41 3  

36  222+20=242  222+40=262  222+80=302  

48  1 67+20=1 87  1 67+40=207  1 67+80=247  

54  1 48+20=1 68  1 48+40=1 88  1 48+80=1 88  

a1   For 20M  of OFDM,  PreambleLength+  PLCPheaderLength  = 1 6+4=20  µ s  

a2   For 20M  of OFDM,  PreambleLength+  PLCPheaderLength  =32+8=40  µ s  

a3   For 20M  of OFDM,  PreambleLength+  PLCPheaderLength  =64+1 6=80  µ s  

b   TxMaxPHYPacket =  PreambleLength+  PLCPheaderLength+  TxMaxMPDU  
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