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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
IN DU STRI AL-PROCESS ME ASU REMEN T,   

CON TROL AN D AU TOM ATION  SYSTEM I N TERFACE  
BETWEEN  IN DU STRI AL FACILI TIES AN D TH E SM ART G RID  

 
FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  questions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  Standards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  comm i ttees;  any I EC National  Comm i ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  patent  ri gh ts.  

The  main  task of I EC  techn ical  committees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  committee  may propose  the  publ ication  of a  techn ica l  
speci fication  when  

•  the  requ ired  support cannot be  obta ined  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subj ect i s  sti l l  u nder techn ical  development or where,  for any other reason ,  there  is  the  
fu ture  bu t  no  immed iate  poss ib i l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subj ect to  review wi th in  th ree  years  of publ ication  to  decide  
whether they can  be  transformed  in to  I n ternational  Standards.   

I EC TS  62872,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by I EC techn ica l  
committee  65:  I ndustria l -process  measurement,  con trol  and  au tomation .  
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The  text of th is  techn ical  speci fication  is  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

65/590/DTS  65/598/RVC  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ica l  speci fication  can  be  found  in  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

A review of th is  Techn ica l  Speci fication  wi l l  be  carried  ou t not  l ater than  3  years  after i ts  
publ ication  wi th  the  options  of:  extension  for another 3  years ;  convers ion  i n to  an  I n ternational  
Standard ;  or wi thdrawal . ”  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ ication  wi l l  be  

•  transformed  in to  an  I n ternational  s tandard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

 

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page  of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore print  th is  document using  a  
colour printer.  
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INTRODUCTION  

The World  Energy Ou tlook 201 3  [1 3 ] 1  reported  that  i ndustry consumed  over 40  %  of world  
e lectrici ty generation  i n  201 1 .  Furthermore,  i ndustry i tsel f i s  a  s i gn i ficant  generator of i n ternal  
power,  wi th  many faci l i ti es  i ncreas ing l y implementing  thei r own  generation ,  co-generation  and  
energy storage  resources.  As  a  major energy consumer,  the  ab i l i ty of some i ndustries  to  
schedu le  thei r consumption  can  be  used  to  m in im ize  peak demands  on  the  e lectrical  gri d .  As  
an  energy suppl ier,  i ndustries  wi th  i n -house  generation  or storage  resources  can  a lso  assist 
i n  gri d  load  management.  Wh i l e  some larger i ndustria l  faci l i ti es  a l ready manage thei r use  and  
suppl y of e lectric  power,  more  widespread  deployment,  especia l l y by smal l er faci l i ti es,  wi l l  
depend  upon  the  avai l ab i l i ty of a  read i l y avai l ab le  s tandard  i n terface  between  industria l  
au tomation  equ ipment and  the  “smart grid ” .  

NOTE  I n  th i s  d ocument “smart  g ri d ”  i s  used  to  refer to  the  external -to-i ndustry en ti ty wi th  wh ich  i ndustry i n teracts  
for the  pu rpose  of energy management.  I n  other documents  th i s  term  may be  used  to  refer to  a l l  of the  e l ements ,  
i ncl ud i ng  i n ternal  i ndustrial  energy e l ements ,  wh ich  work together to  optim ize  energy generation  and  use.  

Standards  are  a l ready being  developed  for home and  bu i ld ing  au tomation  in terfaces  to  the  
grid ;  however the  requ i rements  for i ndustria l  faci l i ti es  d i ffer s i gn i fican tl y and  are  addressed  in  
th is  Techn ical  Speci fication .  Speci fical l y excluded  from  the  scope  of th is  Techn ical  
Speci fication  are  the  protocols  needed  for the  d i rect control  of energy resources  wi th in  a  
faci l i ty where  the  control  and  u l timate  l iab i l i ty for such  control  i s  de legated  by the  i ndustria l  
faci l i ty to  the  external  en ti ty.  

————————— 
1  Numbers  i n  square  brackets  refer to  the  b ib l i og raphy.  
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IN DU STRI AL-PROCESS ME ASU REMEN T,   
CON TROL AN D AU TOM ATION  SYSTEM I N TERFACE  

BETWEEN  IN DU STRI AL FACILI TIES AN D TH E SM ART G RID  
 
 
 

1  Scope 

This  Techn ical  Speci fication  defines  the  i n terface,  i n  terms  of i n formation  fl ow,  between  
i ndustria l  faci l i ties  and  the  “smart grid ” .  I t  i denti fi es,  profi l es  and  extends  where  requ i red ,  the  
standards  needed  to  a l l ow the  exchange of the  i n formation  needed  to  support the  p lann ing ,  
management and  control  of e lectric  energy fl ow between  the  industri a l  faci l i ty and  the  smart 
grid .  

I ndustry is  a  major consumer of e lectric power and  in  many cases  th is  consumption  can  be  
schedu led  to  ass ist i n  m in im izing  overal l  peak demands  on  the  smart grid .  I n  add i ti on ,  many 
i ndustria l  faci l i ti es  have  i n -house  generation  or s torage  resources  wh ich  can  a lso  ass ist i n  
smart grid  l oad  management.  Wh i le  some l arger i ndustria l  faci l i ti es  al ready manage the ir use  
and  suppl y of e lectric  power,  more  widespread  deployment,  especia l l y by smal l er faci l i ties ,  
wi l l  depend  upon  the  avai labi l i ty of read i l y avai lab le  s tandard  au tomated  in terfaces.  

Standards  are  a l ready be ing  developed  for home and  bu i ld ing  au tomation  in terfaces  to  the  
smart gri d ;  however the  requ i rements  of i ndustry d i ffer s ign i ficantl y and  are  addressed  i n  th is  
Techn ical  Speci fication .  For i ndustry,  the  operation  of energy resources  wi th in  the  faci l i ty wi l l  
remain  the  responsibi l i ty of the  faci l i ty operator.  I ncorrect operation  of a  resource  cou ld  
impact the  safety of personnel ,  the  faci l i ty,  the  environment or l ead  to  production  fai l u re  and  
equ ipment damage.  I n  add i ti on ,  l arger faci l i ties  may have  in -house  production  p lann ing  
capabi l i ties  wh ich  m igh t be  co-ord inated  wi th  smart grid  p lann ing ,  to  a l l ow longer term  energy 
p lann ing .   

Speci fica l l y excluded  from  the  scope of th is  Techn ical  Speci fication  are  the  protocols  needed  
for the  d i rect control  of energy resources  wi th in  a  faci l i ty where  the  con trol  and  u l timate  
l iabi l i ty for such  d i rect con trol  i s  de legated  by the  i ndustria l  faci l i ty to  an  external  enti ty (e. g .  
d istribu ted  energy resource  (DER)  con trol  by the  e lectrical  g rid  operator).  

2  N orm ati ve referen ces  

The fo l l owing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl i es .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  any 
amendments)  appl i es .  

I EC 62264-1 ,  Enterprise-control system integration -  Part 1 :  Models and terminology  

I EC  62264-3,  Enterprise-control system integration -  Part 3:  Activity models of manufacturing 
operations management  

I EC  TS  62443-1 -1 ,  Industrial communication networks - Network and system security -  Part 1 -
1 :  Terminology,  concepts and models  

I EC 62443-2-1 ,  Industrial communication networks - Network and system security -  Part 2-1 :  
Establishing an  industrial automation and control system security program  

I EC TR 62443-3-1 ,  Industrial communication  networks -  Network and system security - Part 3-
1 :  Security technologies for industrial automation and con trol systems  
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I EC 62443-3-3,  Industrial communication networks -  Network and system security -  Part 3-3:  
System security requirements and security levels  

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  

3. 1  General  

3. 1 . 1   
profi l e  
set of one  or more  base  standards  and/or other profi l es  and ,  where  appl icable ,  the  
i denti fication  of chosen  classes,  conform ing  subsets ,  options  and  parameters  of those  base  
standards,  or profi l es  necessary to  accompl ish  a  particu lar function  

[SOURCE:  I EC/ISO TR 1 0000-1 : 1 998,  3. 1 . 4 ,  mod i fied  – reference to  i n ternational  s tandard  
profi les  has  been  removed ]  

3. 1 .2   
level  
group of functions  categorized  wi th  the  functional  h ierarchy model  of production  systems 
defined  i n  I EC  62264-1  

Note  1  to  en try:  The  h i ghest l evel ,  Level  4 ,  typical l y i ncl udes  en terpri se  resou rce  p l ann ing  and  s im i l ar functi ons,  
wh i l e  the  l owest l eve l ,  Level  0 ,  represents  the  physical  i ndustria l  process  i tsel f.   

3. 1 .3   
l evel  4  
functions  involved  i n  the  bus iness-related  activi ti es  needed  to  manage a  manufacturing  
organ ization  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 6 ]  

3. 1 .4   
l evel  3  

functions  i nvolved  in  manag ing  the  work flows  to  produce the  des ired  end -products  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 7 ]  

3. 1 .5   
l evel  2  

functions  i nvolved  in  mon i toring  and  control l ing  of the  physica l  process  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 7 ]  

3. 1 .6   
l evel  1  

functions  i nvolved  in  sensing  and  man ipu lati ng  the  physica l  process  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 8]  

3. 1 .7   
level  0  

actual  phys ical  process  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 9]  
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3. 1 .8   
en terprise  
one or more  organ izations  sharing  a  defi n i te  m iss ion ,  goals  and  obj ecti ves  wh ich  provides  an  
ou tpu t such  as  a  product or service  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 1 0]  

3. 1 .9   
area  

physical ,  geograph ica l  or l og ical  g rouping  of resources  determ ined  by the  s i te  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 2 ]  

3. 1 . 1 0   
si te  
i denti fied  phys ical ,  geograph ica l ,  and /or l og ica l  componen t grouping  of a  manufacturing  
en terprise  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 39]  

3. 1 . 1 1   
faci l i ty  
i ndustria l  faci l i ty 
manufacturing  faci l i ty 
s i te ,  or area  wi th in  a  s i te,  that i ncludes  the  resources  wi th in  the  s i te  or area  and  i ncludes  the  
acti vi ti es  associated  wi th  the  use  of the  resources  

[SOURCE:  I EC 62264-1 : 201 3,  3 . 1 . 20]  

3.2  Models  in  automation  

3.2. 1   
asset  
physica l  or l og ical  object  owned  by or under the  custod ia l  d u ties  of an  organ ization ,  having  
e i ther a  perceived  or actual  va lue  to  the  organ ization  

Note  1  to  en try:  I n  the  case  of i ndustria l  au tomation  and  con trol  systems  the  physical  assets  that  have  the  l argest  
d i rectl y measurable  val ue  may be  the  equ ipment  under con trol .  

[SOURCE:  I EC TS  62443-1 -1 : 2009,  3 . 2. 6]  

3.2.2   
automation  asset  

asset wi th  a  defi ned  au tomation  role  i n  a  manufacturing  or process  p lan t  

Note  1  to  en try:  I t  wou ld  i n cl ude  structu ral ,  mechan ical ,  e l ectri cal ,  e l ectron ics  and  software  e l ements  (e. g .  
con trol l ers,  swi tches,  network,  d ri ves,  motors,  pumps).  These  e lements  cover components ,  devices  bu t  not  the  
pl an t  i tsel f (mach ine,  systems).  I t  wou ld  not  i ncl ude  human  resources,  process  materi a l s  (e. g .  raw,  i n -process,  
fi n i shed ),  or fi nancia l  assets.  

3.2.3   
process  

set  of i n terre lated  or i n teracti ng  acti vi ties  that transforms  inpu t to  ou tpu t  

[SOURCE:  I SO 1 4040: 2006,  3 . 1 1 ]  

3.2.4   
product 
resu l t  of l abour or of a  natural  or i ndustrial  process  
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Note  1  to  en try:  Th i s  term  i s  defi ned  by "any goods  or service"  i n  I EC 62430  and  I SO  201 40-1 : 201 3.  The  
European  Commiss ion  adopts  a  s im i l ar understand ing  i n  the  d i recti ve  "Ecodesign  requ i rements  for energy-related  
products" .  I n  the  context  of th i s  Techn ical  Speci fi cation ,  the  term  "product"  does  not  cover the  au tomation  assets  
bu t  on l y the  ou tpu t  of the  manu facturi ng  or process  p l an t.  

[SOURCE:  I EC TR 62837: 201 3,  3. 7. 7]  

3.3  Models  in  energy management  system  and  smart grid  

3.3. 1   
smart grid  
uti l i ty gri d  
e lectric power system  that u ti l i zes  i n formation  exchange  and  con trol  technolog ies ,  d is tribu ted  
computing  and  associated  sensors  and  actuators,  for purposes  such  as  to  in tegrate  the  
behaviour and  actions  of the  network users  and  other s takeholders,  and  to  efficien tl y del i ver 
susta inable,  econom ic and  secure  e lectrici ty suppl ies  

Note  1  to  en try:  I n  th i s  Techn i cal  Speci fi cation ,  smart  g ri d  i s  the  counterpart  system  to  wh ich  FEMS  i s  connected .  

[SOURCE:  I EC 60050-61 7: 2009,  61 7-04-1 3,  mod i fied  by add ing  Note  1  to  entry]  

3.3.2   
smart meter 
SM  

embedded-computer-based  energy meter wi th  a  communication  l i nk  

Note  1  to  en try:  I n  th i s  Techn ical  Speci fi cation  smart  meters  are  used  to  measure  both  the  consumption  and  
suppl y of energy by the  faci l i ty.  They may a l so  be  dep loyed  wi th i n  the  faci l i ty to  measure  i n terna l  energy fl ows.  

3.3.3   
u ti l i ty smart meter 
USM  
smart meter deployed  by the  u ti l i ty company to  measure  energy consumption  and  suppl y by 
the  faci l i ty 

Note  1  to  en try:  Th i s  meter typical l y forms  part  of the  advanced  metering  i n frastructu re  of smart  g ri d .  

3.3.4   
faci l i ty smart meter 
FSM  

smart meter deployed  and  used  by the  faci l i ty to  measure  energy flows  

Note  1  to  en try:  Th i s  meter wi l l  normal l y commun icate  wi th  the  FEMS.  

3.3.5   
d istributed  energy resource  
DER 
energy resource,  often  of a  smal l er s ize,  operated  by the  u ti l i ty to  augment the  local  suppl y of 
energy  

Note  1  to  en try:  I n  th i s  Techn ical  Speci fi cation ,  DER,  i n  contrast  to  FER,  i s  used  to  refer to  resou rces  under the  
d i rect  control  of the  u ti l i ty.  Such  resources  may i ncl ude  generati on  and /or storage  capabi l i t i es .  

3.3.6   
faci l i ty energy resource   
FER 
energy resource,  operated  by the  faci l i ty,  wh ich  is  used  to  suppl y energy to  the  faci l i ty and  
wh ich  may a lso  be  used  to  provide  energy to  the  g ri d  

Note  1  to  en try:  Th i s  term inology,  rather than  d i stri bu ted  energy resou rce  (DER)  term inology,  i s  used  to  
emphasize  that  the  FER i s  operated  by the  faci l i ty and  not  under the  d i rect  con trol  of the  u ti l i ty.  Such  resources  
may i ncl ude  generation  and/or storage  capabi l i t i es .  
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3.3.7   
demand  response  
DR 
mechan ism  to  manage customer load  demand  i n  response  to  suppl y cond i ti ons,  such  as  
prices  or avai l abi l i ty s i gnals  

3.3.8   
faci l i ty energy management system  
FEMS 
system  provid ing  the  functional i ty needed  for the  effecti ve  and  efficien t operation  of energy 
generation ,  s torage  and  consumption  wi th in  the  i ndustria l  faci l i ty,  and  wh ich  provides  the  
necessary i n formation  i n terface  wi th  the  smart grid  

[SOURCE:  I EC TS  61 968-2 ,  2 . 1 01 : 201 1 ,  mod i fied  – factory is  replaced  by faci l i ty i n  the  term  
and  in  the  defin i tion  “computer”  i s  removed  and  “ to  the  e lectrica l  grid ”  i s  replaced  by “wi th  the  
smart gri d ” ]  

3.3.9   
u ti l i ty gateway 
UG  

function  wi th in  FEMS  responsible  for the  connection  wi th  the  smart grid   

Note  1  to  en try:  I t  i s  a  function  wi th i n  FEMS.  

3.3. 1 0   
energy generation  system  
EGS  
energy resource  capable  of creating  e lectric  energy from  other sources  of energy or process  
wastes  

EXAMPLE  combined  heat  and  power systems,  photo-vol ta ic  cel l s ,  wi nd  power generators .  

3.3. 1 1   
energy storage  system  
ESS  

energy resource  capable  of storing  energy for l ater use   

EXAMPLE  batteries,  fl ywheel s ,  pumped  hydro  storage,  e l ectri cal  veh icl es,  fuel  cel l s .  

3.3. 1 2   
faci l i ty power l ine  

network,  wh ich  d istributes  energy to  i nd ividual  industria l  equ ipment wi th in  a  faci l i ty 

3.3. 1 3   
schedu lable  processing  task 
task for wh ich  energy d emand  can  be  schedu led  among  mu l tip le  operati ng  modes,  where  
each  mode  has  a  d i fferen t production  rate  and  energy demand ,  such  as  heating ,  cool i ng ,  
packag ing ,  etc.  

3.3. 1 4   
non-schedulable  processing  task 
task for wh ich  energy demand  must be  satisfied  immed iatel y,  such  as  rol l i ng  in  s teel  
manufacturing ,  assembl ing  i n  au tomobi l e  i ndustry,  etc.  

3.3. 1 5   
moni tor and  control  agent 
MCA 
agent that  mon i tors  and  con trols  process ing  operations  of a  task 
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3.3. 1 6   
energy management agent 
EMA 

agent that mon i tors  the  energy consumption  and  con trols  the  e lectric l oad  of a  task 

3.3. 1 7   
power source swi tch  

swi tch  wh ich  se lects  the  energy source  of a  task 

3.3. 1 8   
non-sh iftable  equ ipment 
NSE  

equ ipment whose  operation  cannot be  re-schedu led  

3.3. 1 9   
control lable  equ ipment 
CE  
equ ipment whose  energy demand  can  be  control led  among  mu l tip le  operati ng  l evels ,  each  of 
wh ich  has  a  d i fferent  energy demand  

3.3.20   
sh i ftable  equ ipment 
SE  
equ ipment that can  be  operated  at an  earl i er or l ater time  

3.3.21   
production  planner 
personnel  who  develops,  mon i tors  and  mod i fies  the  production  p lan  based  on  faci l i ty  
requ i rements  and  the  avai l abi l i ty of inputs  

Note  1  to  en try:  Example  of i npu ts  are  equ i pment,  l abour,  raw materia l s  and  energy.  

3.3.22   
operation  manager 
personnel  who mon i tors  faci l i ty operations  respond ing  to  emerg ing  changes  re lated  to  sh i fting  
energy suppl ies,  materia l  d isruptions,  and  equ ipment breakdowns  

3.3.23   
fi rewal l  
i n ter-network connection  device  that restricts  data  communication  traffic between  two  
connected  networks  

4 Abbreviations   

APO Advanced  Plann ing  and  Optim ization  

CE  Control l able  Equ ipment  

CHP  Combined  Heat and  Power (co-generation)  Equ ipment 

CMM  Computerized  Main tenance Management  

DCS  Distribu ted  Control  System  

DER Distribu ted  E lectric  Resource  

DR Demand  Response  

EGS  Energy Generation  System  

EMA Energy Management Agent  

EMS  Energy Management System  

ERP Enterprise  Resource  Plann ing  
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ESS  Energy Storage  System  

FEMS  Faci l i ty Energy Management System  

FER Faci l i ty E lectric  Resource  

FG  Faci l i ty-Grid  (Use  Case)  

FSM  Faci l i ty Smart Meter 

FUS  Faci l i ty User Story 

GW Uti l i ty Gateway 

HM I  Human  Mach ine  I n terface  

I /O  I nput  Ou tpu t  

ICT I n formation  and  Commun ications  Technology 

LAN  Local  Area  Network 

LIMS  Laboratory I n formation  Management System  

MCA Mon i tor and  Control  Agent  

MES  Manufacturing  Execu tion  System  

NSE  Non-sh i ftable  Equ ipment 

NST Non-schedu lable  Processing  Task 

PLC Programmable  Log ic Con trol l er 

PV Photo  Vol taic  

SCADA Supervisory Control  and  Data  Acqu is i ti on  

SE  Sh i ftable  Equ ipment  

SG  Smart Grid  

ST Schedu lable  Process ing  Task 

USM  U ti l i ty Smart  Meter 

UUS  U ti l i ty User Story 

VEN  Vi rtual  End  Node  

VTN  Vi rtual  Top  Node  

WAN  Wide  Area  Network 

WMS Warehouse  Management System  

5 Requirements  

5.1  General  

As d iscussed  in  the  I n troduction ,  the  efficien t and  safe  management of energy consumption  
by i ndustry,  and  energy suppl y by i ndustry,  can  resu l t i n  reduced  peak smart gri d  l oads  and  
the  abi l i ty to  better use  i n term i ttent and  less  pred ictable  energy sources  such  as  wind  and  
solar sources .  I t  wi l l  a l so  perm i t the  smart g ri d  and  i ndustry to  co-operate  to  better address  
occasional  and  emergency energy shortages.  To  manage th is  fl ow of energy,  a  
communications  i n terface  i s  requ i red ,  as  represented  i n  F igure  1 .  

Wh i le  i ndustry i s  wel l  p l aced  to  con tribute  i n  th is  way,  such  con tribu tions  need  to  take  in to  
account the  priori ties  of i ndustria l  production .  Typ ical  i ndustria l  faci l i ti es  operate  accord ing  to  
production  schedu les ,  wh ich  once  started  can  often  not be  suspended  i n  the  short  term .  
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Red  l i ne:  E lecti ci ty l i ne,  B l ue  l i ne:  I n formational  l i ne  

Figure 1  – Overview of i n terface between  FEMS and  smart grid  

Power i n terruptions  can  impair safe  faci l i ty operation  or impact production  qual i ty.  I n  most 
cases,  a l l  faci l i ty equ ipment i s  under the  d i rect con trol  of the  faci l i ty control  systems  and  is  
operated  to  meet the  requ i rements  of production ,  and  these  in ternal  operations  are  at a l l  
times  the  responsibi l i ty of the  faci l i ty operator.  Th is  represen ts  a  s ign i fi can t d i fference  from  
bu i l d ing  and  home au tomation .  Any d i rect control  of i n ternal  faci l i ty equ ipment by external  
en ti ties  can  ra ise  potential  faci l i ty safety,  production  qual i ty,  and  faci l i ty l iab i l i ty concerns .  
I ncorrect operation  of a  resource  cou ld  impact the  safety of personnel ,  the  faci l i ty,  the  
environment or l ead  to  production  fa i l u re  and  equ ipment damage.  

The  in terface  shal l  be  des igned  to  provide  adequate  confidence that cooperation  wi th  the  
smart grid  cannot comprom ise  the  safety and  securi ty of the  faci l i ty.  

Al though  less  common,  some industria l  faci l i ti es  may,  as  a  matter of pol icy or practice,  
delegate  the  control  of i n ternal  energy resources  to  the  smart grid  operator or an  i n termed iary 
such  as  an  external  energy broker.  Such  arrangements  m ight occur for b locks  of time when  
production  at  the  faci l i ty i s  not requ i red ,  or i n  cases  where  production  can  fol low external l y 
defined  schedu les.  Trad i ti onal l y the  smart grid  has  considered  such  d i rectl y control led  energy 
resources  as  “d istributed  energy resources”  (DER)  and  protocols  to  implement such  d i rect 
con trol  have  been ,  and  are  being ,  developed  wi th in  the  I EC.  

5.2  Arch i tecture requ i rements  

5.2. 1  General   

Figure  2  provides  a  physical  view of how an  i ndustria l  faci l i ty m ight  make i ts  el ectric power 
connection  to  the  smart  g rid .  I n  th is  example,  two e lectrical  connections  are  made to  the  
smart gri d  to  i ncrease  the  re l i ab i l i ty of power del i very.  I n ternal l y,  the  faci l i ty m ight  contain  a  
range  of e l ectrical  consum ing ,  generation  and  storage  equ ipment.  I n terconnection  and  
synchron izing  equ ipment i s  used  to  route  and  coord inate  e lectric power fl ows  in ternal l y wi th in  
the  faci l i ty,  and  between  the  faci l i ty and  the  smart  gri d .  I n  many cases  there  may add i tional l y 
be  thermal  energy transfers  between  the  equ ipment and  the  i ndustria l  process,  for example  
us ing  combined  heat  and  power (CHP)  equ ipment.  

IEC  
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Figure 2  – Example faci l i ty electric power d istribution  

A typical  faci l i ty wi l l  deploy various  metering  and  con trol  devices  to  manage  the  e lectric  and  
thermal  energy flows  wi th in  the  faci l i ty.  F i gure  2  depicts  two  smart meters  at each  of the  
faci l i ty’ s  i ncom ing  feeders  perm i tti ng  i ndependen t metering  by the  smart g rid  and  the  faci l i ty.  
I n ternal l y,  various  meters  m ight  be  deployed  to  al l ow the  faci l i ty to  manage  and  account for i ts  
own  in ternal  energy use.  For example,  the  “factory u ti l i ty”  m ight  operate  as  i ts  own  cost  cen tre.  
Control  devices  wi l l  be  deployed  to  manage  storage,  generation ,  and  motors  and  loads,  as  
wel l  as  to  manage  power synchron ization  and  the  i n terconnection  of the  equ ipment.  These  
meters  and  con trol  devices  wi l l  form  part  of the  faci l i ty enterprise  and  control  systems  
described  below.  

Figure  3  presents  a  view of the  faci l i ty en terprise  and  con trol  systems al i gned  to  the  
IEC/I SO 62264  s tandard .  The  operation  of a l l  resources  wi th in  the  faci l i ty wi l l  be  under the  
con trol  of the  faci l i ty manager and  faci l i ty au tomation .  Resources  wi l l  i ncl ude  generation  and  
storage  as  wel l  as  capabi l i ti es  to  manage  production  plann ing .  At  the  top  of the  figure,  
en terprise  p lann ing  and  l og istics  e lements  are  used  by faci l i ty management to  manage  
production  p lann ing .  For example,  the  faci l i ty may have  options  to  schedu le  production  -sh i fts  
wi th  particu lar energy consumption  or production  (e. g .  from  cogeneration)  profi les .  E lements  
at  l ower levels  of the  h ierarchy are  used  to  implement production  p lans  i n  rea l  time  and  to  
ensure  safe  operation .  For example,  some processes,  once  s tarted ,  cannot be  stopped  
wi thout  impacting  product qual i ty or faci l i ty safety.  

IEC  
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Figure  3  – Faci l i ty enterprise and  control  systems  

The  operation  of the  faci l i ty,  and  a l l  l i ab i l i ty i ssues  re lated  to  such  operation ,  wi l l  normal l y 
remain  the  responsibi l i ty of the  faci l i ty manager and  associated  faci l i ty au tomation .  The  smart  
grid  wi l l  need  to  be  i solated  from  such  control  and  faci l i ty operation  l i ab i l i ty.  

NOTE  Not shown  i n  these  fi gures  i s  a  poten tia l  arrangement  whereby the  external  smart  g ri d  operator takes  
responsibi l i ty for the  operation  of i n ternal  faci l i ty generation  or s torage  equ ipment.  Such  arrangements  are  ou t  of 
scope  of th i s  Techn ical  Speci fi cation .  The  i n terface  standards  needed  to  support  such  arrangements  may be  
covered  e l sewhere.  

Thus  the  u ti l i ty gateway shal l  i solate  the  faci l i ty from  the  smart gri d  and  d i rect control  of 
faci l i ty equ ipment,  wh i l e  at  the  same time exposing  sufficient  characteri stics  of the  faci l i ty,  
and  production  sequence  options,  to  a l l ow the  effecti ve  p lann ing  and  transfer of energy 
between  the  smart  g rid  and  the  faci l i ty.  

5.2.2  Energy management i n  industrial  faci l i ties  

5.2.2 . 1  General  

Energy management i n  i ndustria l  faci l i ti es  d i ffer s ign i ficantl y from  that typica l l y found  i n  home  
and  bu i l d i ng  environments.  I ndustria l  faci l i ties  often  have  far l arger energy consumption ,  
generation  and /or storage  capaci ti es .  They often  i nclude  soph isticated  energy p lann ing  and  
operati ng  capabi l i ti es  to  ensure  cost effecti veness,  avai lab i l i ty,  compl iance  to  regu lations  and  
safe  operation  of the  equ ipment.  

Clause  A. 1  d iscusses  these  characteristics  i n  more  deta i l ,  however i n  summary:  

•  Many faci l i ti es  have  s ign i ficant energy demands  and  the  ab i l i ty to  reschedu le  (“sh i ft”)  th is  
demand  to  avoid  times  of peak demand  in  the  smart grid .  
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•  Many faci l i ti es  have  s i gn i fican t energy generation  and /or s torage  resources  associated  
wi th  the ir i ndustria l  processes,  and  the  potentia l  abi l i ty to  suppl y energy to  the  smart  grid .  

•  Work centers  (e . g .  process  cel l ,  production  un i t,  production  l i ne)  wi th in  an  i ndustria l  faci l i ty 
work together accord ing  to  production  p lans  to  create  a  final  product.  I n  add i tion  to  the  
cost of energy,  these  p lans  normal l y take  i n to  account a  range  of other factors,  i nclud ing  
the  avai l abi l i ty of raw and  in termed iate  materia ls,  and  l abor.  Thus  many faci l i ti es  have  
s ign i ficant p lann ing  capabi l i ties  wh ich  can  be  used  to  develop  energy p lans  to  better co-
ord inate  the  fu ture  use  and  poten tia l  suppl y of energy to  the  smart g ri d .  

•  Often  the  operation  of an  i ndustria l  process  cannot be  i n terrupted  once  started .  A 
m ismatch  between  the  energy suppl y and  demand  can  cause  i rretrievable  techn ical  and  
financia l  problems,  such  as  equ ipment damage  and  production  wh ich  does  not meet 
qual i ty requ i rements .  I ndustria l  faci l i ti es  are  typica l l y very complex,  wi th  particu lar des igns  
to  meet speci fic manufacturing  and  production  objecti ves .  Th is  d ivers i ty compl icates  the  
standard ization  of an  i n terface  for energy management.  

I n  order to  have  a  common  understand ing  of energy management i n  i ndustria l  faci l i ti es,  a  
common  model  i s  requ i red  for d i fferen t industria l  faci l i ties.  The  model  requ ires  common  
defin i tions  of:  

•  model  e lements  of energy management i n  industria l  faci l i ti es;  

•  model  arch i tecture  of energy management i n  i ndustria l  faci l i ti es ;  and  

•  approaches  of energy management i n  industria l  faci l i ti es.  

The  rest of th is  Subclause  5. 2. 2  describes  the  p lann ing  and  schedu l ing  functions  needed  to  
coord inate  the  use  and  suppl y of energy to  the  smart  g rid .  

5.2.2 .2  Model  elements  

Figure  4  l i sts  a l l  the  e lements  wh ich  are  essentia l  to  bu i l d  energy management model  i n  
i ndustria l  faci l i ti es .  Each  e lemen t i s  un iquel y i den ti fied  by one  graph ic symbol .  
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Figure 4 – Model  e lements  

5.2.2 .3  Model  arch i tecture  

5.2.2 .3.1  General  

Figu re  5  represents  the  energy management model  i n  i ndustria l  faci l i ti es,  wh ich  i l l ustrates  the  
i n terrelationsh ip  of model  e lemen ts.  The  model  arch i tecture  cons ists  of main  arch i tecture  (a)  
and  task structure  (b) .   
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Fi g u re  5  – M odel  arch i tectu re:  (a)  m ain  arch i tectu re,  (b)  task stru ctu re  

5. 2. 2 .3.2  M ai n  arch i tectu re  

Figu re  5(a)  represents  the  main  arch i tecture  wh ich  i s  d i vi ded  i n to  the  smart grid  (u ti l i ty s ide)  
and  i ndustrial  faci l i ty (demand  s i de).  I n  general ,  the  smart gri d  reads  the  smart meter wh i le  
the  u ti l i ty gateway (part of the  FEMS)  i s  i n  charge  of smart g ri d  communication .  
Communications  wi th in  the  i ndustria l  faci l i ty,  represented  by the  LAN  i n  th is  figure,  may 
represent  mu l tip le  networks  wi th in  the  faci l i ty as  described  i n  F igure  3.  

The  i ndustria l  faci l i ty has  two  kinds  of i n teraction  wi th  smart  grid .  The  fi rst  i s  the  energy 
transm ission  and  the  second  i s  the  i n formational  communications.  Al though  there  i s  some 
form  of counterpart p layer for each  in teraction ,  the  model  does  not make provis ion  for 
d i fferences  and  thus  acts  as  a  monol i th ic  external  smart g ri d  p layer.  

The  industria l  faci l i ti es  cons ist of FEMS,  EGS (optional ) ,  ESS  (optional ) ,  LAN ,  faci l i ty power 
l ine,  and  i ndustria l  process.  The  FEMS receives  the  energy price  i n formation  from  the  smart 
grid  and  schedu les  the  energy demand  of the  i ndustria l  faci l i ti es  accord ing  to  preinstal l ed  
energy management a l gori thms and  strateg ies.  The  EGS  is  ab le  to  generate  energy us ing  
i ndustria l  waste  heat,  solar power,  wind  power,  or other sources.  The  ESS  can  s tore  energy 
from  the  faci l i ty power l i ne  and  from  the  EGS.  Both  the  EGS and  ESS  can  serve  as  the  energy 
sources  for a l l  or part  of the  industria l  faci l i ties .  The  LAN  enables  the  exchange  of messages  
among  the  elements  i n  i ndustria l  faci l i ti es  and  the  faci l i ty power l i ne  d i stribu tes  energy to  
each  e lement.  

The  industria l  process  part represents  the  topology of i ndustria l  faci l i ti es  wh ich  produces  final  
products  from  a  series  of raw materia ls  and /or purchased  sem i-fin ished  products  wi th  each  
task represen ts  a  group of process ing  operations .  For example,  feeds  ‘2 ’  and  ‘3 ’  are  
processed  by task ‘B ’  creating  i n termed iate  s tatus  ‘a ’  wh ich  i s  fu rther processed  by non-
schedu lable  process ing  task ‘A’  on  route  to  becom ing  fina l   products  ‘2 ’  and  ‘3 ’ .  

With in  the  i ndustria l  process  part,  the  energy demand  of some tasks  needs  to  be  satisfied  
immed iatel y (so  cal led  non-schedu lable  tasks).   Otherwise,  the  re l iabi l i ty of i ndustria l  process  
may be  affected  or the  product qual i ty cannot be  satisfied ,  etc.  The  energy demand  of the  
other tasks  can  be  schedu led  among  mu l ti p le  operati ng  modes  (so  cal led  schedu lable  tasks).   

EGS,  ESS,  and  schedu lable  tasks  are  potential  cand idates  of energy management i n  
i ndustria l  faci l i ti es  to  ba lance  the  demand  s ide  and  suppl y s i de  to  reduce the  probabi l i ty of an  
energy m ismatch .  
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5.2.2 .3.3  Task structure  

Figu re  5(b)  represents  the  task s tructure.   Each  task i s  composed  of MCA,  EMA,  power 
source  swi tch ,  and  i ndustria l  process ing  equ ipment.   For local  tasks,  MCA (cl ient process  
manager)  mon i tors  and  controls  processing  wi th  the  obj ective  to  satisfy i ndustria l  
requ irements  such  as  re l i ab i l i ty,  safety,  product qual i ty and  others.   EMA is  the  energy 
manager of a  l ocal  task,  wh ich  mon i tors  energy consumption  and  manages  the  e lectric  l oad  of 
the  task.  I ndustria l  process  equ ipment can  be  classi fied  as  non-sh i ftable  equ ipment (NSE),  
con trol l ab le  equ ipment (CE)  and  sh i ftable  equ ipment (SE).   Energy demand  of NSE  needs  to  
be  satisfied  immed iate l y because  an  energy shortage  for NSE  may cause  equ ipment damage,  
affect  product qual i ty,  etc.   CE  support mu l ti p le  operating  l evels  wi th  each  l evel  having  
d i fferent  energy demand  and  operating  characteristics .   The  energy demand  of SE  can  be  
satisfied  at  an  earl i er or l ater time.  (CE  and  SE  on l y exist  i n  schedu lable  tasks. )  

For schedu lable  tasks,  EMA categorizes  mu l ti p le  operating  modes  for the  l ocal  task wi th  each  
mode having  a  d i fferent production  rate  and  energy demand ,  wh ich  faci l i tates  energy 
management i n  i ndustria l  faci l i ties .  

5.2.2 .4  Approaches  to  industrial  faci l i ty energy management 

I n  order to  implement energy management i n  i ndustria l  faci l i ties ,  the  smart  gri d  announces  
energy prices  that reflect the  energy suppl y and  demand  re lationsh ips  at  pre-speci fied  time 
i n tervals  (for example,  i n tervals  between  30  and  60  m inutes).  Low energy prices  wou ld  be  
announced  when  the  energy demand  is  l ow in  order to  encourage  energy use,  wh i le  h igh  
energy prices  wou ld  be  announced  when  the  energy demand  i s  h i gh  i n  order to  d iscourage 
energy use.  

After receiving  the  energy price  for a  stage,  the  FEMS  of i ndustria l  faci l i ti es  manages  the  
energy demand  based  on  pre instal led  energy management a l gori thms and  strateg ies  through  
two approaches.  

1 )  Approach  1 :  FEMS  determ ines  the  operati ng  mode for schedu lable  tasks  i n  that stage.  

Under the  prem ise  of satisfying  the  requ i rements  of i ndustria l  faci l i ti es  (such  as  market 
demand ,  re l iabi l i ty,  safety,  resource  s torage,  etc. ) ,  a  l ow energy price  encourages  the  
FEMS  to  command  schedu lable  tasks  to  operate  i n  a  mode  that has  h i gh  energy demand  
wi th  fast production  rates,  wh i l e  a  h igh  energy price  encourages  the  FEMS to  command  
schedu lable  tasks  to  operate  i n  a  mode  that has  l ow energy demand  wi th  s l ow production  
rate.  As  a  resu l t,  the  energy demand  of i ndustria l  faci l i ties  i s  i ncreased  when  the  energy 
price  is  l ow and  is  decreased  when  the  energy price  becomes h igh .  

2)  Approach  2 :  FEMS  commands  the  ESS  to  store  energy from  the  smart gri d  or commands  
the  ESS  and  EGS  to  suppl y energy to  processing  tasks.  

A low energy price  encourages  the  FEMS  to  command  the  ESS  to  s tore  energy from  the  
smart grid  and  command  the  process ing  tasks  to  use  the  smart g ri d  as  thei r energy source,  
wh ich  i ncreases  the  energy demand .  A h igh  energy price,  on  the  other hand ,  encourages  
the  FEMS to  command  the  ESS  and  EGS to  suppl y energy to  some or al l  of the  
process ing  tasks,  wh ich  decreases  the  energy demand  of the  i ndustria l  faci l i ty.  

I n  summary,  the  energy demand  of i ndustria l  faci l i ti es  i s  sh i fted  from  peak-demand  periods  to  
off-peak demand  periods  using  energy management approaches;  th is  con tribu tes  to  ba lancing  
the  energy supply s ide  and  demand  s ide.  

5.3  System  in terface  model  between  faci l i ty and  smart grid  

Figure  6  h igh l i ghts  the  i n terface  between  the  FEMS wi th in  the  faci l i ty and  the  smart grid .  The  
u ti l i ty gateway may i nclude  securi ty functions,  for example  using  a  fi rewal l ,  to  protect  the  
FEMS  from  external  a ttack.  The  FEMS  is  a lso  shown  connected  to  the  faci l i ty smart  meter 
(FSM),  and  i n  practice  there  may be  more  than  one  meter,  and  the  connections  to  them  are  
i n ternal  to  the  faci l i ty and  out  of scope of th is  document.   
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Th is  Techn ica l  Speci fication  represents  the  various  enti ties  and  actors  wi th in  the  smart grid  as  
a  s i ng le  actor cal l ed  smart  grid .  Thus,  F igure  6  depicts  the  FSM  but  not u ti l i ty smart  meter 
(USM),  wh ich  exists  as  a  part of the  smart  grid .  

Despi te  the  FEMS  being  presented  as  a  s ing le  box in  F igure  6 ,  th is  shou ld  not  impl y that  i t  i s  
a  s ing le  appl i ance.  The  FEMS represents  a  set of re lated  functions  where  some tasks  may be  
classi fied  as  l evel  4  functions  wh i le  others  may be  associated  wi th  l ower levels  (as  
represented  in  F igure  3) .  

 

Figure 6  – Network arch i tecture model   

FEMS encompasses  the  functions  needed  for the  managements  of faci l i ty energy use.  The  
in ternal  operation  of the  FEMS,  and  the  i n terfaces  between  FEMS and  faci l i ty i n ternal  
equ ipment i s  ou t of scope  of th is  Techn ica l  Speci fication .   

5.4 Securi ty requ irements  

Cyber-attacks  represent s i gn i ficant threats  to  industria l  faci l i ti es  where  securi ty breaches  can  
place  equ ipment,  production  qual i ty,  system  rel iabi l i ty and  faci l i ty safety at ri sk.  F i rewal ls ,  
software  and  other securi ty protocols  shal l  provide  adequate  securi ty assurance l evels  by 
preventing  the  propagation  of cyber-attacks  wi th in  the  FEMS.  

I ndustrial  securi ty shares  wi th  smart gri d  securi ty the  primary a im  of ensuring  the  protection  of 
people,  the  environment and  phys ical  assets ,  and  ensuring  un in terrupted  safe  operation .  Th is  
emphasis  i s  un l ike  i n formation  and  commun ications  technology ( I CT)  securi ty where  the  
protection  of i n formation  i s  typica l l y most important.  Th is  d i ffering  emphasis  s ign i fican tl y 
affects  securi ty strateg ies,  for example  industria l  securi ty often  p lacing  " in tegri ty and  
au thentication "  and  "fai l -safe",  above  ensuring  the  confidentia l i ty of i n formation .  

Securi ty requ irements  for the  FEMS shal l  be  compl ian t wi th  I EC TS  62443-1 -1 ,  I EC  62443-2-1 ,  
I EC TR 62443-3-1 ,  and  I EC  62443-3-3.  

The  securi ty model  shal l  be  based  on  a  graded  approach.  The  i n terfaces  shal l  be  ass igned  to  
securi ty degrees  accord ing  to  thei r importance  to  system  securi ty and  characteristics.  System  
securi ty shou ld  adopt a  mu l ti  l ayered  approach  rather than  p lacing  re l iance  on  a  s i ng le  
securi ty measure.  
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The  u ti l i ty gateway shal l  be  evaluated  to  ensure  that i t  has  the  h i ghest  securi ty assurance  
l evel  s i nce  i t  i s  connected  to  an  un trusted  external  network.   

Accord ing l y a l l  u ti l i ty gateway communication  shal l  be  evaluated  i n  the  FEMS  des ign  phase  to  
ensure  that a l l  external  communications  are  adequatel y protected  against securi ty breaches.   

More  deta i l s  are  provided  i n  Annex C.  

5.5  Safety requ irements  

The  operation  of the  i n terface  shal l  not at  any time impair the  safe  operation  of the  faci l i ty.  
The  implementation  of su i table  safety i nstrumented  systems,  and  other requ i red  safety 
measures,  are  ou ts ide  the  scope  of th is  Techn ical  Speci fication  (for further i n formation  refer 
to  I EC/ISO 61 508  [1 ]  and  any re lated  sector speci fic standards  such  as  I EC/I SO  61 51 1 [2 ] ) .   

The  FEMS  shal l  be  responsible  for ensuring  that a l l  i n formation  received  from  the  smart  grid  
i s  va l idated  against perm issib le  va lues  and  that any i n formation  that  may affect the  operation  
of faci l i ty resources  i s  properl y val i dated  and  au thorized  by faci l i ty.  

5.6  Commun ication  requ irements  

5.6. 1  General  

Commun ication  between  the  FEMS and  the  external  gri d  operator i s  expected  to  be  supported  
us ing  the  g lobal  i n ternet,  us ing  secure  vi rtual  private  channels  or other su i table  securi ty 
measures.  Compatibi l i ty wi th  existing  common  means  for communications,  and  means  used  
for commun ications  wi th  the  smart  gri d ,  wi l l  be  essentia l .  S i nce  the  performance  of an  
i n ternet-based  communications  i n frastructure  cannot be  guaranteed ,  the  messag ing  protocols  
shal l  accommodate  s i tuations  where  message  may be  excessivel y delayed  or l ost.  The  
communications  requ irements  ou tl i ned  i n  th is  Clause  5. 6  shal l  be  met by the  communications  
network.  

5.6.2  Use of common  communications  technology 

Communications  to  support  the  faci l i ty i n terface  to  the  smart  grid  shou ld  not requ i re  the  
deployment of add i ti onal  technology un less  su i table  technology does  not a l ready exist.  Thus  
existing  I n ternet connections  and  fi rewal l  technology shou ld  be  capable  of be ing  used  i f 
des i red  by the  faci l i ty.  Th is  impl ies  that the  data  transport protocols  used  by the  i n terface  
shou ld  conform  to  common  standard  protocols  and  securi ty protocols.   

5.6.3  Communication  securi ty requ irements  

The Communications  technology shal l  meet a l l  of the  securi ty requ irements  i denti fi ed  i n  5. 4  
i nclud ing  support for the  secure  communications  standards  needed  to  meet these  securi ty 
requ i rements .   

I n  add i ti on ,  to  address  the  requ irement to  m in im ize  the  faci l i ty’s  vu lnerabi l i ty to  external l y 
i n i tiated  den ia l  of service  attacks  (see  5. 4)  from  the  general  network,  the  commun ications  
system  shal l  not requ i re  the  faci l i ty to  accept communications  i n i ti ated  by external  parties .  
Therefore,  the  FEMS  shal l  a lways  i n i ti ate  commun ications.  Such  commun ications  may be  
i n i tiated  by the  FEMS period ical l y or i n  an  event-d riven  manner.  To  preven t the  cyber-attacks,  
unauthorized  communications  from  and/or to  u ti l i ty gateway shal l  be  d i scarded .  I t  means  
re lated  device  shal l  be  predefined  and  other commun ications  shal l  be  d iscarded .  

5.6.4  Network avai labi l i ty  

High  network avai l ab i l i ty i s  requ ired  to  ensure  that the  commun ications  needed  to  manage  
manufacturing  processes,  costs  and  respond  to  energy emergencies,  i s  not i n terrupted  or 
de layed .  Any commun ications  fa i lu re  shal l  be  addressed  promptl y.  Consideration  shou ld  be  
g i ven  to  us ing  redundant l i nks  i f adequate  avai l ab i l i ty cannot be  obta ined  us ing  a  s ing le  l i nk.  
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The  exchange  of period ic messages  over the  l ink(s)  wi l l  ensure  that communications  fa i lu res  
are  detected  in  a  reasonable  time.   

5.6.5  Time synchron ization  

A common  understand ing  of time is  essen tia l  for the  correct i n terpretation  of cost and  
p lann ing  i n formation .  Messages  con tain ing  time stamps  may a lso  be  used  for aud i t  purposes.  
Many faci l i ti es  develop  thei r own  understand ing  of time based  on  GPS or other precis ion  time 
sources.  

I n  some cases  the  communications  network may be  used  to  main tain  cons istency wi th in  a  
reasonable  range  based  on  local  agreement between  the  faci l i ty and  the  smart gri d .  

The  securi ty i ssues  of the  time synchron ization  approach  se lected  shou ld  be  assessed .  For 
example,  i f network synchron ization  uses  common  protocols  such  as  unsecured  NTP,  the  
faci l i ty shou ld  ensure  that external l y i n i tiated  attacks  on  the  faci l i ty’ s  understand ing  of time do  
not impact safety and  ongoing  operations.  

5.7  Audi t logg ing  requ irements  

Many faci l i ties  wi l l  requ i re  that  a l l  communications  wi th  the  smart  g ri d  be  capable  of being  
aud i ted .  Such  aud i ti ng  may be  requ i red  to  ensure  that records  are  avai l ab le  to  ass ist  i n  the  
post- inciden t anal ys is  of s i gn i ficant events,  or for the  purpose  of ensuring  that i nvoicing  and  
b i l l i ng  functions  accurately reflect purchases  and  sa les  of power.  

For some arrangements  i t  may be  necessary to  ensure  that such  records  can  wi thstand  
scru ti ny by th i rd  parties,  or meet evidentiary requ i rements .  Such  record  keeping  may requ i re  
that  s i gn i ficant  commun ications  between  the  FEMS and  the  smart  gri d  be  time-stamped  and  
s i gned ,  i ncl ude  non-repud iation  attribu tes,  or be  copied  to  trusted  th i rd  party en ti ties .  

5.8  In formation  requ irements  

5.8. 1  General  

This  Subclause  5. 8  summarizes  at a  h igh  l evel  the  i n formation  requ i rements  for the  messages  
i denti fied  i n  the  use  cases  of Annex A.  Th is  assessment takes  i n to  account the  abi l i ty of 
existing  and  p lanned  s tandards  to  address  the  needs  of i ndustry.  Many groups  are  developing  
such  s tandards,  and  thus  th is  assessment takes  in to  accoun t both  existi ng  and  under 
development standards.  Gaps  are  identi fied  so  that  the  needs  of i ndustry can  be  i ncorporated  
i n to  fu ture  work.  

5.8.2  Information  attributes   

Table  1  represents  the  expected  i n formation  exchanged  between  smart grid  and  FEMS  
derived  from  the  use  cases  i n  Annex A.  Faci l i ty i n ternal  messages,  such  as  between  FEMS 
and  LOAD  or FER,  are  ou tside  the  scope  of th is  Techn ical  Speci fication .  The  smart grid  
i n ternal  messages  are  a l so  out  of scope  of th is  Techn ica l  Speci fication .  

The  columns  i n  Table  1  are  used  as  fo l lows.  "UC"  refers  to  the  faci l i ty-g rid  (FG)  use  cases  
wh ich  are  fu l l y expla ined  in  A. 3. 3.  " I n teraction "  refers  to  the  speci fic i n teraction  wi th in  the  
correspond ing  use  case,  as  described  i n  the  correspond ing l y numbered  paragraph  of the  
detai l ed  description  wi th in  A. 3. 3.   For example,  the  fi rst en try i n  the  table  i den ti fies  i n teraction  
3-4  of FG-1 00  wh ich  i s  expla ined  i n  A. 3. 3. 1 . 2 .  

Note  that some of the  i n teractions  described  i n  the  use  cases  are  i n ternal  to  the  faci l i ty or 
smart g rid  and  do  not  represent  i n teractions  crossing  the  i n terface.  The  con ten ts  of these  are  
a  l ocal  matter and  ou t of scope  of th is  document.  Thus  for example,  the  semantics  and  data  of 
i n teractions  1 -2  and  2-2  of FG-1 00  are  not  i ncluded  in  Table  1 .  
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"D i r"  i nd icates  the  d i rection  of the  data  fl ow between  the  smart  g ri d  and  faci l i ty energy 

management system .  For example,  SG  >  FEMS  i nd icates  that  i n formation  fl ows  from  SG  to  
FEMS.  "Function "  provides  a  general  description  for the  i n teraction .  "Freq . "  i den ti fies  the  
approximate  frequency of the  i n teraction ,  for example  "week/month"  i nd icates  that a  
correspond ing  i n teraction  m igh t occur every week or mon th .  "Perf"  i denti fi es  the  approximate  
performance requ irement,  rated  " l ow" ,  "med ium"  or "h igh ".  These  are  re lati ve  measures  where  
" low"  i nd icates  that  de l i very wi th in  several  m inu tes  is  acceptable,  wh i l e  "h igh "  impl ies  that 
re l i ab le  de l i very wi th in  about ten  seconds  i s  acceptable.  "Semantic"  represents  the  
explanation  of the  i n teraction  provided  in  A.3. 3 .  "Example  of data  transferred "  provides  a  l i st  
of example  i n formation  wh ich  i s  expected  to  be  transferred  by the  correspond ing  i n teraction .  

Table  1  – Requi red  information  

UC  In teraction  Di r Function  Freq .  Perf.  Semantic  Example  of data  transferred  

FG-
1 00  

3-4  SG  >  
FEMS  

SG  
provi des  
requested  
energy 
records  

week/  
month  

l ow Energy 
consumption ,  
generation  or 
other energy 
suppl y (e. g .  as  
read  from  USM).  

H i stori cal  energy 
consumption ,  
generation  or 
other energy 
suppl y,  a l ong  wi th  
b i l l i n g  and  
i nvoicing  h i story 

Optional  forward  
energy pri ci ng  
i n formation  for 
sale  and  poten ti a l  
purchase  of 
energy or other 
energy services  
ava i l able  (see  a l so  
FG-300).  

H i stori cal  and  
forward  pred icted  
power qual i ty 
i n formation  as  
ava i l able.  

Other i n formation  
as  agreed ,  e. g .  
weather 
i n formation .  

I n formation  as  offered  by the  SG  
may i ncl ude  for example:   

– Energy consumption ,  generati on  
or other energy service  suppl y 
or use  (e. g .  as  read  from  USM).  

– H i stori cal  energy consumption ,  
generation  or other energy 
service  suppl y or use,  a l ong  
wi th  b i l l i n g  and  i n voici ng  
h i story.  

– Forward  energy pri ci ng  
i n formation  for sa l e  and  
potential  purchase  of energy or 
other energy services  avai l able ,  
i ncl ud i ng  t ime  of day,  seasonal  
or other l argel y fi xed  (stati c)  
pri ce  l i s ts  (may overlap  
i n formation  provided  us i ng  FG-
300).  

– H i stori cal  and  forward  pred icted  
power qual i ty i n formation  as  
ava i l able.  

– F i xed  (stab le)  characteri sti cs  of 
energy services  made  avai l abl e  
to  the  Faci l i ty (e . g .  SG  abi l i ty to  
wi thstand  rapid  l oad  changes).  

– H i stori cal  and  current  
envi ronmental  impact  data  
correspond ing  to  energy 
services.  

– Other i n formation  as  ag reed ,  
e . g .  weather i n formation  
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UC  In teraction  Di r Function  Freq .  Perf.  Semantic  Example  of data  transferred  

FG-
1 00  

4-3  FEMS  >  
SG  

FEMS  
provi des  
requested  
energy 
records  

week/  
month  

l ow I n formation  as  
offered  by the  
Faci l i ty may 
i ncl ude:  

Energy 
consumption ,  
generation  or 
other energy 
suppl y (e. g .  as  
read  from  FSM).  

H i stori cal  energy 
generation  or 
other energy 
suppl y,  a l ong  wi th  
i nvoicing  h i story 

Optional  forward  
energy pri ci ng  
i n formation  for 
sale  of energy 
(generated  by the  
Faci l i ty)  or other 
energy services  
offered .  

H i stori cal  and  
forward  pred icted  
power qual i ty 
i n formation  as  
ava i l able.  

Other i n formation  
as  agreed .  

I n formation  as  offered  by the  
Faci l i ty may i ncl ude  for example:  

– Energy consumption ,  generati on  
or other energy service  suppl y 
or use  (e. g .  as  read  from  FSM).  

– H i stori cal  energy generation  or 
other energy suppl y or use,  
a l ong  wi th  i n voicing  h i s tory.  

– Forward  energy pri ci ng  
i n formation  for sa l e  of energy 
(generated  by the  Faci l i ty)  or 
other energy services  offered .  

– H i stori cal  and  forward  pred icted  
power qual i ty i n formation  as  
ava i l able.  

– F i xed  (stab le)  characteri sti cs  of 
Faci l i ty consumption ,  generation  
or other energy service  suppl y 
or use  (e. g .  l oad  change  
characteri sti cs  of Faci l i ty 
equ i pment,  performance  
characteri sti cs  of Faci l i ty 
generation  equ ipment).  

– As  needed ,  Faci l i ty l arge ly 
s tati c  equ ipment  and  
confi gu rati on  i n formation  (e. g .  
to  support  the  transfer of 
I EC 61 970-301  [5] “power g ri d  
model ”  i n formation ).  

– H i stori cal  and  curren t 
envi ronmental  impact  data  
correspond ing  to  energy 
services.  

– Other i n formation  as  ag reed ,  
e . g .  l ocal  weather i n formation .  
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UC  In teraction  Di r Function  Freq .  Perf.  Semantic  Example  of data  transferred  

FG-
200  

1 -6  FEMS  >  
SG  

FEMS  
sends  
energy 
pl an   

day/  
week  

med ium  Energy p l an  
describes  the  
consumption ,  
generation ,  or any 
other energy 
services  expected  
to  be  used  du ri ng  
each  pre-ag reed  
i n terva l  du ri ng  the  
p l ann ing  peri od .  
Optional l y,  
requested  content  
of energy pl an  can  
be  i d en ti fi ed  i n  
advance  between  
SG  and  FEMS.  

Faci l i ty energy pl an  describes  the  
p l anned  consumption ,  generati on ,  
or any other energy services  
expected  to  be  used  or supp l i ed  
du ri ng  each  pre-agreed  i n terva l  for 
upcom ing  p l ann ing  periods.  Th i s  
may i ncl ude  for example:  

– Mu l ti p l e  p l ans.  

– Each  pl an  un i quely i den ti fi ed .  

– P lans  may cover d i fferi ng  
p l ann ing  peri ods.  

– P lans  may overl ap  (e. g .  faci l i ty  
may not  have  a  s i ng l e  p l an  
acti ve  at  any one  time).  

– P lans  may be  used  to  d efi ne  
maximum  consumption  (peak 
l oad )  of Faci l i ty for upcom ing  
peri od .  

– P lans  may be  used  to  offer 
generation ,  s torage  or other 
energy services  to  be  used  at  
option  of SG  (e. g .  emergency 
s tandby generati on  service  or 
regu lati on  service).  

– P lans  may need  to  i ncl ude  
energy service  characteri sti cs  
(e. g .  ramp-up,  ramp-down)  of 
i n terva l s  wi th i n  the  p l ann ing  
peri od  i f n ot  previous ly 
characteri zed  (e. g .  us i ng  FG-
1 00).  

– Envi ronmental  impact  data  for 
energy services  offered .  

– L i nk to  manual  commun ications  
(e. g .  reference  poi n t  to  a l l ow 
manual  commun ications  
between  SG  and  Faci l i ty s taff)  

– Other i n formation  as  ag reed ,  
e . g .  to  support  SG  energy 
p l ann ing .  

FG-
200  

2-1  SG  >  
FEMS  

SG  
responds  
to  p l an  

I n  
response  

h i gh  Optional  
confi rmation  or 
rej ection  of p l an .  

SG  response  to  the  energy p l an  
may i ncl ude  for example:  

– Acknowledgment  of p l an  
recei pt.  

– Request  to  mod i fy the  pl an .  

– Request  to  acti vate  a  p l an  (e. g .  
to  accept offer to  provide  
standby service).  

– Envi ronmental  impact data  for 
energy services  to  be  provided .  

– Li nk to  manual  
commun ications.  
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UC  In teraction  Di r Function  Freq .  Perf.  Semantic  Example  of data  transferred  

FG-
300  

1 -2  SG  >  
FEMS  

SG  
i ssues  
pri ce,  
envi ronm
ental  and  
other 
schedu l es  

day/  
week/  
month  

med ium  SG  provides  pri ce  
schedu l es  
covering  fu tu re  
period (s)  wh ich  
defi ne  the  sal e  
pri ce  of energy 
and  i f appropri ate  
the  pu rchase  pri ce  
of energy and  any 
other energy 
services  offered  by 
the  Faci l i ty.  

Formats  may 
range  from  s imple  
manual l y 
d i stri bu ted  fi xed  
t ime-of-day sal e  
pri ces  for energy,  
to  more  detai l ed  
pri ci ng  d i s tri bu ted  
us ing  th i s  i n terface  
for speci fi c  
i n terva l s  of fu tu re  
t ime.  

SG  provides  pri ce  schedu les  
covering  fu tu re  peri od (s)  wh ich  
may i ncl ude  for example:  

– The  sale  pri ce  of energy or 
other energy services  offered  by 
SG.  

– The  offered  pu rchase  pri ce  of 
energy or other energy services  
offered  by the  Faci l i ty.  

– Envi ronmental  impact  data  for 
energy services.  

– Pri ces  may range  from  s imple  
manual l y d i stri bu ted  fi xed  time-
of-day pri ces  to  more  detai l ed  
pri ces  for speci fi c  i n terval s  of 
fu ture  time.  

– For l arger Faci l i ti es  where  
dynam ic pri ces  may be  offered  
us ing  FG-400,  m in imum  and  
maximum  pri ces  may be  
i nd icated  to  a l l ow Faci l i ty 
advanced  pl ann ing .  

FG-
300  

2-3  FEMS  >  
SG  

FEMS  
i ssues  
pri ce,  
envi ronm
ental  and  
other 
schedu l es  

day/  
week/  
month  

med ium  Optional  FEMS  
provi des  
equ i va lent  
i n formation  for the  
energy services  i t  
offers.  

FEMS  provides  pri ce  schedu les  for 
the  energy services  i t  offers,  wh ich  
may i ncl ude  for example:  

– The  offered  sale  pri ce  for the  
energy services  offered  by the  
Faci l i ty.  

– Pri ces  may range  from  s imple  
manual l y d i stri bu ted  fi xed  time-
of-day pri ces  to  more  detai l ed  
pri ces  for speci fi c  i n terval s  of 
fu tu re  time.  

– Envi ronmental  impact data  for 
energy services.  

FG-
400  

1 -2  SG  >  
FEMS  

SG  
i ssues  
pri ce  
offer 

m i nu te/ 
hou r/  
day 

h i gh  SG  provides  pri ce  
offer for energy 
service.  

SG  provides  dynam ic pri ce  offer 
for energy services,  wh ich  may 
i ncl ude  for example:  

– Short  term  pri ce  for energy over 
next  pre-agreed  i n terval (s)  of 
t ime  (such  pri ci ng  a l l ows  SG  to  
attempt to  manage  hourl y l oad  
or avai l ab i l i ty of faci l i ty provi ded  
generation  and  s torage  us i ng  
pri ce  i ncenti ves).  

– Updated  envi ronmental  impact  
data.  

FG-
400  

3-1  FEMS  >  
SG  

FEMS  
responds  
to   pri ce  
offer  

I n  
response  

h i gh  FEMS  accepts  or 
rej ects  request.  
Con ten ts  of 
response  i s  vary.  

FEMS  response  to  the  offer may 
i ncl ude  for example:  

– Acknowledgment  of offer on l y 
(acceptance  can  be  des ignated  
us ing  FG-500  i f requ i red ).  

FG-
500  

1 -3  FEMS  >  
SG  

FEMS  
sends  
energy 
update   

m inu te/ 
hou r/  
day 

h i gh  FEMS  provides  
new or updated  
energy p l an  to  SG.  

FEMS  provides  new or u pdated  
energy p l an  to  SG,  wh ich  may 
i ncl ude  for example:  

– I nd ication  of a  change  i n  energy 
service  use  or supp ly.  

– I denti fi cati on  and  speci fi cati on  
of a  new energy pl an  (see  FG-
200).  

– Updated  envi ronmental  impact  
data.  
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UC  In teraction  Di r Function  Freq .  Perf.  Semantic  Example  of data  transferred  

FG-
500  

2-1  SG  >  
FEMS  

SG  
responds  
to  energy 
update  

I n  
response  

h i gh  SG  response  to  
energy update,  
e . g . ,  accepti ng  
energy generati on  
i f i t  i s  offered  i n  
updated  pl an .  

SG  response  to  the  updated  
energy p l an  may i ncl ude  for 
example:  

– Acknowledges  new energy pl an .  

– Rejecti on  of new energy p l an  
(e. g .  i f SG  cannot provide  
requested  i ncreased  energy or 
cannot to l erate  l oad  shed ).  

– L i nk to  manual  commun ications.  

FG-
600  

1 -1  SG  >  
FEMS  

SG  sends  
ri sk 
noti ce  

event-
based  

h i gh  SG  provides:  

a)  an  i nd ication  of 
the  probabi l i ty 
of power 
i n terruption  or 
power 
deg radation  

b)  speci fi c  
i n formation  
about  a  rol l i n g  
b l ackou t or 
brownout a l ong  
wi th  schedu l i ng  
i n formation  

SG  sends  a  ri sk noti ce  to  the  
Faci l i ty wh ich  may i ncl ude  for 
example:  

– The  i d en ti fi cati on  of i ncreased  
ri sk of a  power i n terrupti on  or 
power qual i ty deg radation  a l ong  
wi th  i ts  expected  du rati on  and  
reason .  

– Speci fi c  i n formation  abou t a  
rol l i ng  b l ackou t,  brownout  or 
other power qual i ty devi ation  
a l ong  wi th  schedu l i ng  
i n formation .  

– Weather or other i n formation  
wh ich  may affect  i d en ti fi ed  ri sk.  

– Other i n formation  as  pre-
arranged ,  e. g .  a  request  for 
emergency energy suppl y.   

– L i nk to  manual  commun ications.  

FG-
600  

2-7  FEMS  >  
SG  

FEMS  
responds  
to  noti ce  

I n  
response  

h i gh  FEMS  
acknowl edges  
request.  

a)  wi th  offer to  
reduce  of l im i t  
l oad  for ri sk 
period  

b)  other response  
as  previ ously 
agreed  (e. g .  
request for 
delay)  

FEMS  response  to  the  noti ce  may 
i ncl ude  for example:  

– An  offer to  reduce  or l im i t  l oad  
for ri sk period .  

– Other response  as  previ ous ly 
agreed ,  e. g .  offer of emergency 
suppl y.  

FG-
700  

1 -2  SG  >  
FEMS  

SG  sends  
energy 
change  
request  

event-
based  

h i gh  SG  sends  request 
for a l terati on  of 
energy profi l e .  

SG  sends  energy change  request 
wh ich  may i ncl ude  for example :  

– Request to  reduce  (curtai l )  or 
i ncrease  l oad ,  generati on ,  or 
other energy service  accord ing  
to  schedu l e  (start  and  end  
t imes)  provided  i n  th i s  request  
or i n  previ ousl y provided  energy 
p l an .  

– Request to  l im i t  consumption  by 
l oad  group  or other 
speci fi cation .   

– E lection  to  consume energy 
service  offered  by Faci l i ty i n  a  
pre-speci fi ed  energy p l an  (e. g .  
SG  e lects  to  consume 
regu lati on  servi ce  provided  by 
Faci l i ty accord i ng  to  pre-
speci fi ed  energy p l an ).  

– Priori ty of request  (deg ree  of 
u rgency).  

– Updated  envi ronmental  impact  
data.  
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UC  In teraction  Di r Function  Freq .  Perf.  Semantic  Example  of data  transferred  

FG-
700  

2-1  FEMS  >  
SG  

FEMS  
responds  
to   
request  

I n  
response  

h i gh  FEMS  accepts  or 
rej ects  request.  
FEMS  speci fi es  
accepted  amount  
or G roup  I D  
depends  on  
con tract  

FEMS  response  to  energy change  
request may i ncl ude  for example:  

– Acceptance  or re j ection  of 
request (as  previ ous l y ag reed ).  
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Annex A 
(informative)  

 
User stories  and  use cases  

A.1  General  

I ndustrial  faci l i ti es  have  requ irements  for such  communications  wh ich  exceed ,  for example,  
the  needs  of home and  bu i ld i ng  au tomation  appl ications .  These  d i fferences  can  be  
summarized  as  fo l lows:  

1 )  Many i ndustries  have  s ign i fican t options  for production  schedu l i ng  g iven  sufficient notice,  
bu t they can  se ldom  respond  to  unplanned  energy shortages  by s impl y reducing  thei r 
short term  demand  across  the  board .  Un l ike  typica l  consumer appl ications  where   l oads  
can   be  reduced ,  for example  by acting  on  heating ,  ven ti lation ,  cool ing  and  l i ghti ng ,  i t  i s  
often  cri tica l  that energy suppl y be  kept i n  p lanned  cond i ti ons  once  industria l  production  
has  s tarted  to  ensure  that  production  qual i ty,  faci l i ty safety and  securi ty are  main tained .  
Some types  or phases  of production ,  once  s tarted ,  cannot be  stopped  immed iatel y wi thou t 
damage  to  equ ipment.  Thus  the  cri teria  used  to  respond  to  unplanned  demand  events  and  
energy fluctuations  d i ffer from  those  that can  be  used  for home and  bu i ld i ng  au tomation .  
The  consequences  of unplanned  changes  are  factored  in to  operations  and  i n to  the  des ign  
of the  i ndustria l  faci l i ty i tsel f.  

2)   Some industria l  faci l i ties  can  postpone  or reduce  production  at  times  of pred icted  energy 
shortage  i f g i ven  su fficien t notice.  I ndustria l  faci l i ti es  can  be  des igned  to  ad j ust the  
production  quanti ty,  e . g .  through  paral l e l ism ,  and  the  schedu l ing  of activi ti es  across  sh i fts .  
I ndustrial  faci l i ties  cou ld  choose to  reduce production  i f the  curren t energy cost makes  the  
i ncremental  cost of production  exceed  the  i ncrementa l  product's  value.  I ndustry cou ld  
choose to  operate  energy i n tens ive  operations  du ring  periods  when  energy costs  are  low.  
S imple  time-of-day pricing  wou ld  not a lways  provide  the  fl exibi l i ty needed  to  a l l ow fu l l  
exploi tation  of the  schedu l ing  poss ib le .  The  time  scales  over wh ich  such  negotiations  and  
commitments  to  energy suppl y wou ld  be  made wi l l  typical l y vary between  i ndustries .  

3)  Many l arger i ndustries  have  s i gn i ficant i n ternal  energy generation  and /or s torage  
capabi l i ties .  A faci l i ty wi th  i n -house  hydroelectric  generation  cou ld  d raw energy from  the  
smart g ri d  during  off-peak times  and  use  the  correspond ing  saved  hydroelectric  power to  
supply energy to  the  smart  g rid  at  peak times,  thus  provid ing  the  equ ivalen t of pumped  
energy s torage.  Faci l i ti es  wi th  co-generation  faci l i ti es  cou ld  a lso  assist the  smart gri d  i n  
meeting  normal  and  emergency energy demands .  These  s i tuations  can  on ly be  addressed  
i f the  smart  grid  operator and  i ndustry can  d ynam ical l y negotiate  and  p lan  such  
arrangements  on  a  short -term  bas is.   

To  implement such  appl i cations,  industry wi l l  requ ire  an  i n terface  to  smart  gri d  wh ich  provides  
soph isticated  s trateg ic p lann ing  and ,  i n  the  fu ture  negotiation  capabi l i ti es  a long  wi th  the  
tactica l  communications  needed  to  support  agreed  day-to-day and  second-by-second  power 
transfers.  

A.2  User stories   

The h igh  l evel  faci l i ty user stories  (FUS)  appl icable  to  i ndustrial  faci l i ti es  are  summarized  in  
Table  A. 1 .  U ti l i ty user stores  (UUS)  appl icable  from  the  smart gri d  perspective  are  
summarized  in  Table  A. 2 .  
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Table  A. 1  – Faci l i ty user stories:  faci l i ty manager view points  

Faci l i ty u ser 
story ID  

Description  

1  Production  pl anner receives  i n formation ,  i ncl ud i ng  cu rren t and  fu tu re  pri ci ng  i n formation ,  from  the  
smart  g ri d  to  use  as  i npu t  to  production  p l ann ing  and  schedu l i ng .  

NOTE  1  Such  advanced  pri ci ng  i n formation  may i n vo lve  pri ce  ranges  wi th  fi nal  pri ci ng  on l y 
ava i l able  nearer to  the  t ime  of consumption  or suppl y.  

2  Production  p l anner deve lops  the  producti on  pl an  based  on  production  requ i rements,  cost  and  
ava i l abi l i ty of i npu t  materia l s ,  equ ipment,  l abou r,  energy,  etc.  The  p l anner des igns  production  
pl an  and  schedu l e  to  m in im ize  costs .  The  pl anner may provi de  resu l ti ng  energy pl an  and  
schedu l e  to  the  smart  g ri d  operator.  For l arger faci l i ti es ,  and  i n  the  fu tu re  i f supported ,  the  faci l i ty 
may negoti ate  energy use  and  suppl y wi th  the  smart  g ri d  operator,  i ncl ude  ag reements  on  pri ce  
(or range  of pri ci ng )  and  q ual i ty/performance  du ri ng  p l anned  and  i denti fi ed  producti on  t ime  
i n terva l s .  

3  Production  p l anner mon i tors  cu rrent  production  and  un i t/equ i pment/l abou r status  i n  the  faci l i ty,  
i ncl ud i ng  pri ci ng  updates  from  the  smart  g ri d .  The  p l anner mod i fi es  production  p l an  as  needed  
and  as  possib le  to  address  s i gn i fi can t changes  from  ori g i nal l y  i den ti fi ed  i npu t  cond i ti ons.  As  
needed ,  p l anner noti fi es  smart  g ri d  operator of s i gn i fi cant  changes  i n  energy use  or suppl y.  
(Updates  to  contracted  pri ci ng  are  forwarded  to  faci l i ty management. )  

NOTE  2  The  production  pl anner wi l l  l i kel y be  l im i ted  i n  thei r abi l i ty to  reschedu le  production  
once  producti on  has  begun .  

4  Operation  manager (faci l i ty operator)  mon i tors  faci l i ty operati on  and  responds  to  d evi ations  from  
planned  operations;  i ncl ud i ng  deviations  from  p lanned  energy use  or generati on .  For example,  
shou l d  energy demand  exceed  planned  demand ,  the  operator m ight  i ncrease  i n ternal  generation ,  
use  i n ternal  s torage  (battery)  resources,  or request add i ti onal  suppl y from  the  smart  g ri d .  I f 
generation  exceeds  that  p l anned ,  the  operator m igh t  offer add i ti onal  generati on  to  the  smart  g ri d  
or d i vert  the  excess  to  l ocal  s torage.  

NOTE  3  The  operati on  manager provi des  su ffi cien t  responses  to  these  devi ations  to  ensu re  
conti nued  safe  operati on  of the  faci l i ty,  to  avoi d  damage  to  equ ipment  and  to  avoi d  reductions  i n  
product  qual i ty.  

5  Operation  manager (faci l i ty operator)  receives  i n formation  from  the  smart  g ri d  operator regard i ng  
deviations  from  planned  energy supply or use  arrangements .  For example,  operati on  manager 
needs  to  be  i n formed  of rol l i ng  b l ackout  and /or ri sk of b l ackou t from  the  smart  g ri d  so  that  
changes  to  operation  procedure  and /or con tro l  s trateg ies  can  be  made  to  avoi d  any damage  i n  
production .  Smart  g ri d  operator may request the  emergency suppl y of energy and  the  faci l i ty  
operator may respond  wi th  changes  to  operati on  procedu res  to  suppl y the  requested  power.  

6  FEMS  rece ives  energy consumption  and  suppl y measurements  from  FSM  or u ti l i ty company 
operator and  fi nal  contract  pri ci ng  i n formation ,  for the  pu rpose  of accumu lati ng  cost  i n formation  
for u ti l i ty b i l l  reconci l i ati on  and  for the  generati on  of i n voices  ( i f needed)  for suppl i ed  power.  

7  Qual i ty assurance  department  wants  to  have  energy rel ated  i n formation  per product (e. g .  speci fi c  
energy consumption  and  some  other attri bu tes),  and  provi de  i t  as  energy foot  pri n t  to  users  when  
suppl y chai n  management requests.  

8  Faci l i ty accumu lates  records  of a l l  s i gn i fi cant  transactions  and  i n formation  to  a l l ow post- i nciden t 
anal ys i s ,  b i l l i ng  d i screpancy aud i ts ,  and  to  provi de  h i stori cal  performance  i n formation  i n  support  
of fu ture  production  and  operations  p l ann i ng .  These  records  may be  needed  to  meet  evidence  
requ i rements  for post- i nciden t aud i ts  or b i l l i ng  d i screpancy aud i ts .  

 

Table  A.2  – U ti l i ty user stories:  u ti l i ty operator view points  

Uti l i ty u ser 
story ID  

Description  

1  U ti l i ty-s i de  operation  recei ves  i n formation  from  faci l i ty regard i ng  avai l abi l i ty of l oad  shedd ing ,  
generation  and  storage  over fu tu re  time  periods.  I n formation  may i ncl ude  ramp-up  and  ramp-
down  characteri sti cs,  cost/pri ci ng  i n formation ,  emergency commi tments,  etc.  Th i s  i n formation  
may be  used  by the  smart  g ri d -s i de  operator to  p l an  fu tu re  operati ons.  

2  U ti l i ty-s i de  operation  recei ves  from  FEMS  forward  pred icti ons  of energy consumption  and  
energy supply (as  appropriate) .  Smart  g ri d  requ i res  option  to  request  changes  to  these  p l ans  to  
FEMS.  
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A.3  Use cases  

A.3. 1  Use case  analysis  

This  Clause  A. 3  derives  speci fic faci l i ty-grid  (FG)  use  cases  based  on  the  h i gh  l evel  faci l i ty 
user stories  (FUS)  and  u ti l i ty user stories  (UUS).  These  use  cases  wi l l  be  used  to  evaluate  
cand idate  solu tions  (existi ng  and  under development standards  capable  of supporti ng  the  
correspond ing  use  cases).  

Al l  the  use  cases  described  below may not  be  appl icable  to  a l l  i ndustria l  faci l i ty arrangements.  
For example,  faci l i ti es  wh ich  on l y requ ire  access  to  past and/or fu ture  pricing  and  b i l l i ng  
i n formation  for p lann ing  or b i l l  reconci l iation  purposes  wou ld  on l y need  use  case  FG-1 00.  

The  dependency between  user s tories  and  use  cases  i s  shown  i n  Table  A. 3.  

Table  A.3  – Dependency between  user stories  and  use  cases   

User story FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  FG-800  

FUS1  x   x       

FUS2   x        

FUS3    x  x      

FUS4     x  x  x    

FUS5       x  x   

FUS6  x         

FUS7  x   x       

FUS8  x         

UUS1  x   x       

UUS2   x   x  x   x   

NOTE  The  FG-800  column  i s  g reyed  ou t,  s i nce  i t  i s  for fu tu re  study.  

 

Each  of use  case  is  summarized  below.  

1 )  FG-1 00:  Faci l i ty and  smart g rid  obta in  current and  past energy i n formation .  

The  faci l i ty obtains  e lectron ic access  to  current and  past energy consumption ,  suppl y,  
b i l l i ng  and  other avai lab le  i n formation  from  the  smart grid .  S im i larl y,  the  smart grid  obtains  
curren t and  past energy i n formation  as  made avai lable  by the  faci l i ty.   

NOTE  1  Th i s  use  case  add resses  the  requ i rements  of FUS1 ,  6 ,  7  and  8  and  UUS1 .  

2)  FG-200:  Faci l i ty provides  energy consumption  and  suppl y p lan  to  smart gri d .  

The  faci l i ty defi nes  i ts  general  forward  (pred icted)  energy consumption  and  suppl y p lan  
(faci l i ty energy p lan)  to  the  smart gri d .  Th is  i n formation  wi l l  be  usefu l  to  the  smart grid  
operator to  ass ist  in  l onger term  energy p lann ing .   

NOTE  2  Th i s  use  case  add resses  the  requ i rements  of FUS2  and  UUS2.  

3)  FG-300:  Smart  g rid  provides  stable  ( long  term)  pri ce  schedu le  to  faci l i ty.  

The  smart  grid  provides  pricing  and  related  in formation  to  support faci l i ty development of 
da i l y or l onger production  p lans.  For s im i lar customers,  the  SG  m igh t i ssue  the  same price 
schedu le  to  many customers.  Both  sel l i ng  and  purchase  ( i f appropriate)  prices,  a l ong  wi th  
coefficien ts  of envi ronmenta l  impact,  may a lso  be  provided .   

NOTE  3  Th i s  use  case  add resses  the  requ i rements  of FUS1 ,  3  and  7  and  UUS1 .  

4)  FG-400:  Smart  g rid  provides  d ynam ic (short  term)  pricing  to  faci l i ty.  
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The  smart gri d  i ssues  short term  pricing  i ncen tives  near to  the  time of energy use  or 
supply as  an  i ncen tive  for the  faci l i ty to  ad j ust  i s  energy use  or supply.  The  objecti ve  of 
the  SG  is  to  main tain  balance  between  generation  and  suppl y near the  time of use.   

NOTE  4  Th i s  use  case  add resses  the  requ i rements  of FUS3  and  4  and  UUS2.  

5)  FG-500:  Faci l i ty i n forms  smart grid  abou t upcom ing  consumption  and  supply.  

The  faci l i ty provides  more  timel y i n formation  than  i n  use  case  FG-200  about i ts  upcom ing  
consumption  and  supply,  i ncl ud ing  poss ib le  updates  to  any previous  energy p lans .   

NOTE  5  Th i s  use  case  add resses  the  requ i rements  of FUS4  and  UUS2.  

6)  FG-600:  Smart  g rid  i n forms faci l i ty of b l ackou t notice.  

The  smart  g rid  pred icts  the  risk of bl ackou t,  brownout,  or other abnormal  power s i tuation  
and  in forms  the  faci l i ty abou t any m i ti gation  p lans  wh ich  wi l l  impact the  faci l i ty.  Th is  wi l l  
a l l ow the  faci l i ty to  respond  by taking  the  measures  necessary to  protect the  faci l i ty,  i ts  
staff and  any ongoing  production .   

NOTE  6  Th i s  use  case  add resses  the  requ i rements  of FUS4  and  5.  

7)  FG-700:  Smart  grid  requests  faci l i ty to  a l ter consumption  or suppl y 

The  smart  g ri d  requests  the  faci l i ty to  shed  l oads,  a l ter proposed  upcom ing  consumption  
or suppl y p lans  or to  provide  emergency power.   

NOTE  7  Th i s  use  case  add resses  the  requ i rements  of FUS5  and  UUS2.  

8)  FG-800:  Faci l i ty and  smart grid  negotiate  price  schedu le.  

Th is  fu ture  use  case  con templates  arrangements  whereby the  faci l i ty and  smart gri d  
e lectron ical l y negotiate  price,  consumption  and  suppl y.  Th is  use  case  i s  for fu ture  study.  

NOTE  8  The  aud i t  user s tory does  not  requ i re  a  separate  use  case  s i nce  i t  on l y requ i res  enhancements  to  the  
exi sti ng  cases  to  ensu re  that  aud i table  records  of s i gn i fi cant  transacti ons  are  retained .  

NOTE  9  Not l i s ted  as  a  use  case  i s  the  requ i rement  for a  poten ti al  “ reg i strati on ”  case  where  the  FEMS  and  
smart  g ri d  exchange  en rolment  and  set-up  i n formation  to  defi ne  the  fu ture  exten t of thei r i n teractions.  

A.3.2  Actor names and  roles  

Figure  A. 1  and  Table  A. 4  describe  the  actors/stakeholders  and  thei r re lationsh ip.  I n  
F i gu re  A. 1 ,  the  shadowed  rectang le  represents  the  i n terface  between  the  smart gri d  and  the  
FEMS,  the  main  focus  of th is  Techn ica l  Speci fication .  The  dotted  red  and  b l ue  l i nes  i n  the  
d iagram  represent the  fl ow of energy and  i n formation  respectivel y.  

The  ba lance  of th is  Annex A provides  a  more  detai led  description  of each  of the  use  cases.  

Facil ity Smart 

Meter (FSM)

Production  Planner 

and/or 

Operation Manager

Uti l ity Smart 

Meter (USM)

Load in  

Facil ity

Facil i ty Energy 

Resource (FER)

Including  Storage

Target of this Document

Energy flow

Information  flow

SG internal  

information  flow

Faci l ity internal  

information  flows

Faci l ity Energy 

Management System 

(FEMS)

Smart Grid

(SG)

 
IEC 

Figure A. 1  – Generic  communication  d iagram  between  the  smart  grid  and  the FEMS 
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Table  A.4  – Actors  and  roles   

Actor Role  

Faci l i ty energy 
management  system  
(FEMS)  

FEMS  i s  any device/software  or g roup  of them  i nstal l ed  i n  the  i ndustri a l  faci l i ty wh ich  
provi des  the  functions  of energy management,  con trol  and  p l ann ing  i n  con junction  wi th  
responsibl e  faci l i ty management (see  production  p l anner and  operations  manager,  
below).  The  FEMS  functions  are  accompl i shed  by one  or more  parts  of an  i n teg rated  
faci l i ty au tomation  control  and  en terpri se  system  wh ich  i s  model l ed  i n  th i s  Techn ical  
Speci fi cation  accord i ng  to  the  I EC 62264  s tandard .  

Th i s  actor can  commun icate  wi th  a l l  of the  other actors .  

Production  pl anner Th i s  actor i s  a  human  function  respons ibl e  for decis ion  making  i n  production  p l ann i ng  
and  schedu l i ng  i n  production  con trol .  Production  pl anner may have  role  of generati on  
p l ann ing  and  may coord i nate  wi th  generation  pl anner.  Production  p l anner rece ives  a l l  
necessary i n formation ,  e . g .  requested  cost,  requested  del i very,  product qual i ty,  as  wel l  
as  cond i ti ons  such  as  u ti l i ty pri ce,  envi ronmental  factors ,  to  decide  appropri ate  actions  
i n  production .  Production  pl ann ing  i s  considered  part  of business  pl ann ing  and  l og i sti cs  
and  model l ed  at  l evel  4  i n  I EC 62264.  

Operation  manager Th i s  actor i s  responsi ble  for the  carryi ng  ou t  production  p l ans  and  i s  au thori zed  to  
respond  to  real -time  changes  based  on  feed -back from  the  process  and  other i n terna l  
or external  even ts.  These  functions  are  considered  part  of production  operati ons  
management  (at  Level  3 )  and  mon i tori ng ,  supervisory con trol  and  au tomation  (at  l evel s  
1  and  2)  i n  the  I EC 62264  model .  

Smart  g ri d  (SG)  External -to-faci l i ty e l ectri cal  g ri d  actor (smart  g ri d  market  role)  wh ich  i n teracts  wi th  
FEMS.  Th i s  actor i s  used  to  represent a  range  of poten tia l  external  en ti ti es,  i ncl ud ing  
an  e l ectri cal  g ri d  operator,  i ndependent  (e lectri ca l )  system  operator,  energy 
agg regator,  etc.  Th i s  actor i s  shown  i n teracti ng  wi th  the  FEMS  and  the  smart  g ri d  
owned  smart  meter.  

U ti l i ty smart  meter 
(USM)  

Device  wh ich  measures  energy consumption  or generation  per time  tari ff and  provides  
th i s  i n formation  to  u ti l i ty company.  S i nce  th i s  i n formation  may be  used  for b i l l i ng  
pu rposes,  i ts  operati on  and  metrolog ical  accu racy i s  normal l y subject  to  regu l atory 
overs igh t.  Secure  commun ications  wi th  th i s  device  i s  provi ded  by the  smart  g ri d .  Read-
on l y access  to  th i s  i n formation  may be  provided  to  the  faci l i ty,  a l though  typical l y th i s  
i n formation  i s  on l y avai l abl e  i n d i rectl y from  the  u ti l i ty company i tsel f.  

Faci l i ty smart  meter 
(FSM)  

Device  wh ich  measures  energy consumption  or generation  per time  and  makes  
ava i l able  the  i n formation  of tota l  power consumption  and  generati on  i n  the  faci l i ty to  
FEMS  i n ternal l y.  

Load  i n  faci l i ty  Th i s  actor represents  a l l  of the  energy consumers  i n  the  faci l i ty.  I t  cons ists  of a l l  of the  
l oads  managed  by the  FEMS  from  an  energy perspecti ve.  Th i s  actor commun icates  
wi th  FEMS  for the  pu rpose  of optim izing  i ts  operation .  

Faci l i ty energy 
resou rce  (FER)  

Th i s  actor represents  a l l  of the  energy generati on  and  s torage  resources  i n  the  faci l i ty.  
These  resou rces  may be  used  to  suppl y l oads  i n  the  faci l i ty or m igh t  be  used  to  suppl y 
power to  the  smart  g ri d .  Energy resou rces  i ncl ude  combined  heat and  power (CHP)  
systems.  These  resources  are  managed  by the  FEMS  from  an  energy perspecti ve.  

 

A.3.3  Use case  descriptions  

A.3.3. 1  FG-1 00:  Faci l i ty and  smart grid  obtain  current  and  past energy i nformation  

A.3.3. 1 . 1  General  description  

The faci l i ty obtains  access  to  thei r curren t and  past energy consumption ,  suppl y,  b i l l i ng  and  
other avai lab le  i n formation  records  from  the  smart gri d .  The  purpose  of such  access  i s ,  for 
example,  to :  

•  perm i t access  to  the  accumulation  of h is torica l  data,  and  “energy footprin ts” ,  i n  support of 
fu ture  p lann ing  and  qual i ty assurance,  

•  ass ist  in  budgeting  by provid ing  access  to  power consumption  and  suppl y costs  and  
revenues,  

•  perm i t FEMS to  mon i tor on-going  operations  and  detect  deviations  from  p lans,  

•  perm i t en terprise  systems (via  FEMS)  to  reconci le  b i l l ing  i n formation ,  and  

•  support  aud i t  systems ( i f used) .  
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The  smart grid  obtains  access  to  current and  past energy records,  as  made  avai lable  by the  
faci l i ty.  The  purpose  of such  access  i s,  for example,  to:  

•  perm i t access  to  the  accumu lation  of h is torical  data,  and  “energy footprin ts” ,  as  avai lable  
and  recorded  by the  faci l i ty,  i n  support of SG  fu ture  p lann ing ,  

•  ass ist  in  budgeting  by provid ing ,  when  avai lable,  access  to  power generation ,  storage  and  
other service  pricing  as  offered  by the  faci l i ty,  

•  perm i t SG  access  to  FEMS mon i toring  data,  for example  power qual i ty measurements  
made by the  faci l i ty,  and  

•  ass ist  SG  plann ing  by provid ing  access  to  the  characteristics  of power generation ,  s torage,  
consumption  and  other re levant energy capabi l i ti es  of the  faci l i ty.  

NOTE  Some power u ti l i ti es  model  the  energy gri d  i n  support  of forward  energy pl ann ing .  For l arger faci l i ty  
i n terconnections,  the  characteri zation  of s i gn i fi can t faci l i ty energy l oads  and  resources  m ight  be  conveyed  us ing  
th i s  use  case,  for example  by  provi d i ng  i n formation  accord i ng  to  the  I EC/TC57  common  i n formation  model  (CIM)  
I EC/I SO  61 970-301 [5] .  

A.3.3. 1 .2  Detai l ed  description  

The numbered  i tems  i n  th is  Subclause  A.3 .3 . 1 . 2  correspond  to  the  s im i l arl y numbered  i tems  
i n  the  sequence  d iagram  of F igure  A. 2 .  For example,  i tem  1 )  describes  the  sequence  
i denti fied  wi th  the  number (1 )  i n  the  fi gure  and  cons isti ng  of i n teractions  (1 -1 )  and  (1 -2)  i n  the  
figure.   For in teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  their con ten ts  are  
summarized  in  Table  A.5.  

The  fi rst  two  i tems  below describe  assumed  ongoing  i n ternal  operations  wi th in  the  SG  and  
faci l i ty wh ich  accumu late  current and  h istorica l  energy data  that may be  made  avai lab le  to  the  
other party.   S ince  these  operations  do  not resu l t i n  an  i n teraction  crossing  the  i n terface,  they 
are  not i ncluded  in  Table  A. 5.  

1 )  Smart grid  gathers  and  records  b i l l ing  and  other data.  How th is  i s  done  depends  upon  the  
i n ternal  procedures  of the  SG  and  thus  is  ou t of scope of th is  document.  However typica l l y 
the  SG  wi l l  read  u ti l i ty smart meter(s)  via  thei r own  networks  (or us ing  manual  procedures),  
compute  b i l l i ng  data,  record  performance,  envi ronmental  and  qual i ty data,  main tain  
customer b i l l i ng  accounts ,  and  store  th is  i n formation  for fu ture  use.  

NOTE  1  I n  l ess  typica l  s i tuati ons,  the  SG  may access  a  faci l i ty smart  meter (FSM),  for example  when  no  USM  
i s  avai l able;  th i s  i s  shown  by the  dotted  l i ne  i n  F i gu re  A. 2 .  However,  such  a  connection  may represent  an  
unacceptabl e  securi ty ri sk to  the  faci l i ty s i nce  i t  poten tia l l y bypasses  the  securi ty protecti on  provided  by the  
FEMS.  Possib le  approaches  to  a l l ow access  to  FSM  data  by SG  i ncl ude  the  enforcement of un id i rectional  
commun ications,  the  provis ion  of a  secure  i solati ng  condu i t  ( tunnel )  between  the  FSM  and  SG  or the  rou ti ng  of 
th i s  i n formation  vi a  the  FEMS  (as  i nd icated  i n  i tem  4)  of th i s  Subclause  A. 3. 3. 1 . 2).  Except as  d i scussed  i n  i tem  
4),  such  a l ternate  commun ications  i s  ou t  of scope  of th i s  document.  

2)  The  FEMS  gathers  and  records  various  performance,  invoicing  and  other data  (as  
determ ined  by the  faci l i ty) .  The  procedures  used  and  records  main tained  are  determ ined  
by the  faci l i ty and  thus  are  ou t  of scope  of th is  document.  However typica l l y the  faci l i ty wi l l  
read  data  from  FSM(s)  and  in ternal  l oad ,  generation ,  s torage  and  other equ ipment,  
poten tia l l y compute  i nvoicing  data  for generation ,  storage  or other services  provided  to  
the  SG,  record  performance,  envi ronmental  and  qual i ty data,  and  s tore  th is  i n formation  for 
fu ture  use.  

NOTE  2  I n  l ess  typical  s i tuati ons,  the  faci l i ty  may access  a  USM,  for example  when  no  FSM  i s  avai l able;  th i s  
i s  shown  by the  dotted  l i ne  i n  F i gure  A. 2 .  Wh i l e  manual  read ings  of the  USM  m ight  be  provi ded  safel y,  any 
d i rect  non -read-on l y e l ectron i c connection  may represent an  u nacceptable  securi ty ri sk  to  the  SG.  Such  
a l ternate  commun ications  i s  ou t  of scope  of th i s  document.  

3)  The  production  p lanner or other enti ty wi th in  the  faci l i ty makes  an  i n ternal  request for 
energy data  from  the  FEMS.  The  FEMS i n i ti ates  a  request to  the  SG  for energy data  and  
the  SG  responds  wi th  the  requested  data .  The  SG  data  i s  combined  wi th  any l ocal  energy 
data  and  returned  to  the  requestor.  Data  provided  by the  SG  may i nclude  a  range  of data,  
i ncl ud ing  envi ronmenta l  (e. g .  CO2)  em iss ion  data.   The  solu tion  i den ti fi ed  to  support  th is  
transfer needs  to  be  fl exible  enough  to  meet curren t and  fu ture  needs.  A pre l im inary 
i denti fication  of the  ki nds  of i n formation  to  be  supported  i s  provided  in  Table  A. 5.  
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NOTE  3  The  l anguage  “FEMS  i n i ti ates”  used  here  does  imply that  the  SG  must respond  to  externa l l y  i n i ti ated  
commun ications.  Due  to  securi ty concerns  both  the  SG  and  FEMS  may prefer to  on l y i n i ti ate  commun ications.  
Some cand idate  commun ications  sol u ti ons  u ti l i ze  a  common  i n termed iate  server i n frastructure  to  manage  
i n terparty commun ications,  e. g .  us i ng  XMPP.  I n  such  confi gurations,  the  parti es  pol l  the  i n frastructure  for 
messages  and  thus  do  not  need  to  respond  to  commun ications  i n i ti ated  by others.  

4)  An  en ti ty i n ternal  to  the  SG  i n i ti ates  a  request for energy data  from  the  faci l i ty.  Th is  
request i s  received  by the  FEMS  and  the  FEMS  responds  wi th  the  requested  avai l able  
data.  Typica l  i n formation  provided  m ight be  measurements  taken  by FSM(s)  or other 
qual i ty and  performance  measuring  devices,  i nvoice  data  for services  sold  to  the  SG,  the  
characterization  of faci l i ty equ ipment,  or other i n formation  previous l y agreed-to.  Th is  data  
provided  by the  FEMS may i nclude  a  range  of data,  and  the  solu tion  i den ti fi ed  for th is  
case  needs  to  be  fl exib le  enough  to  meet curren t and  fu ture  needs.  

NOTE  4  The  l anguage  “FEMS  responds”  used  here  does  imply that  the  faci l i ty must respond  d i rectl y to  
external l y i n i ti ated  commun ications.  As  per previ ous  Note,  sol u ti ons  employi ng  an  i n termed iate  server 
i n frastructure  are  avai l ab le.  

The above anal ys is  i nd icates  that a  request/repl y protocol  solu tion ,  capable  of being  i n i tiated  
by e i ther party,  and  having  sufficien t fl exib i l i ty to  covey an  extensib le  range  of “energy”  data  
cou ld  meet the  requ i rement of th is  FG-1 00  use  case.  
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(2) FEMS gathers and 
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other data 
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Figure A.2  – Sequence d iagram  for FG-1 00  
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Table  A.5  – Exchanged  information  in  FG-1 00   

In teraction  From  >  To  Function  Semantics  

3-4  SG  >  FEMS  SG  provides  
requested  
energy 
records  

Current  energy consumption ,  generati on  or other energy supply (e. g .  
as  read  from  USM).  

H i stori cal  energy consumption ,  generati on  or other energy suppl y,  
a l ong  wi th  b i l l i ng  and  i nvoicing  h i story 

Optional  forward  energy pri ci ng  i n formation  for sa l e  and  potential  
pu rchase  of energy or other energy services  ava i l able  (see  a l so  FG-
300).  

H i stori cal  and  forward  pred icted  power qual i ty i n formation  as  
ava i l able.  

Other i n formation  as  ag reed ,  e . g .  weather i n formation .  

4-3  FEMS  >  SG  FEMS  
provi des  
requested  
energy 
records  

I n formation  as  offered  by the  faci l i ty may i ncl ude:  

Current  energy consumption ,  generati on  or other energy supply (e. g .  
as  read  from  FSM).  

H i stori cal  energy generation  or other energy suppl y,  a l ong  wi th  
i nvoicing  h i story 

Optional  forward  energy pri ci ng  i n formation  for sa l e  of energy 
(generated  by the  faci l i ty)  or other energy services  offered .  

H i stori cal  and  forward  pred icted  power qual i ty i n formation  as  
ava i l able.  

Other i n formation  as  ag reed .  

 

A.3.3.2  FG-200:  Faci l i ty provides  energy consumption  and  supply plan  to  smart grid  

A.3.3.2 .1  General  description  

The  faci l i ty provides  the  smart grid  wi th  i ts  pred icted  consumption ,  suppl y,  storage  and  other 
energy use  or supply service  p lan  ( faci l i ty energy p lan) .  Th is  i n formation  may be  derived  from  
the  upcom ing  faci l i ty production  p lan ,  for example  based  on  h istorical  knowledge  of the  
energy consumption  and  excess  generation  associated  wi th  production ,  or the  absence  of 
production .  The  avai labi l i ty of unused ,  and  thus  avai lable  to  SG,  storage,  generation ,  
regu lation  or emergency energy suppl y services  cou ld  a lso  be  ind icated .  

I t  may i nclude  faci l i ty generation /storage,  l oad  shedd ing /generation ,  ramp-up/ramp-down  
options,  and  other i n formation  as  previousl y agreed .  Th is  use  case  addresses  the  provis ion  of 
l argel y s tatic i n formation  associated  wi th  the  p lanned  operation  of the  faci l i ty for an  agreed  
fu ture  period  of t ime.  The  period  of t ime and  the  s i ze  of the  d iscrete  i n tervals  used  to  
characterize  the  energy p lan  wou ld  be  as  previousl y agreed ,  and  a l igned  wi th  i n ternal  fFaci l i ty 
and  Smart Grid  schedu l i ng .  As  an  example,  FEMS m igh t provide  an  upcom ing  pred iction  of 
energy use  and  energy service  avai labi l i ty during  each  1 5  m inu te  i n terval  over a  fu ture  5  day 
production  period .  

Th is  provis ion  of a  general  pred iction  of fu ture  energy consumption  and  suppl y is  usefu l  to  the  
smart grid  operator to  assist  i n  longer term  strateg ic p lann ing .  

Some i ndustria l  faci l i ti es  may not be  capable  of generati ng  the  energy forecasts  needed  for 
the  advanced  p lann ing  supported  by th is  use  case.  For such  arrangements  where  on l y more  
real -time energy i n formation  is  avai lable,  or for s i tuations  where  real -time updates  to  FG-200  
i n formation  are  needed ,  use  case  FG-500  i s  defined .  

A.3.3.2 .2  Detai l ed  description  

The numbered  i tems  below correspond  to  the  s im i l arl y numbered  i tems  i n  the  sequence 
d iagram  of F igure  A. 3.  For i n teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  thei r 
con ten ts  are  summarized  i n  Table  A. 6.  
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1 )  The  production  p lanner or other enti ty wi th in  the  faci l i ty i n i tiates  the  development of a  
production  p lan .  The  exten t to  wh ich  production  p lann ing  i s  carried  ou t,  and  how th is  i s  
done  wi l l  depend  upon  the  faci l i ty.  I n  general ,  the  p lanner wi l l  i den ti fy producti on  targets,  
assess  i npu t costs  and  the  avai labi l i ty of resources,  and  establ ish  a  production  p lan  for a  
fu ture  period  of time.  The  cost of energy,  and  opportun i ti es  to  sel l  generation  and  other 
energy services  to  the  SG,  may be  factors  i n  the  des ign  of such  production  p lans.  

The  p lanner obta ins  energy and  other h istorical  i n formation  from  the  FEMS,  i nclud ing  
energy pricing  i n formation  gathered  as  described  in  FG-300  or FG-1 00.  The  FEMS  may 
provide  tools  to  ass ist i n  the  energy p lann ing  component of the  production  p lan ,  to  a l l ow 
the  p lanner to  obtain  a  better understand ing  of the  energy profi l es  of production  systems.  

The  p lanner develops  and  obta ins  i n ternal  faci l i ty approval  of the  production  p lan .  The  
p lan ,  or an  abstract of the  p lan ,  i s  sen t to  the  FEMS  wh ich  extracts  the  p lan ’s  energy 
profi le  and  sends  th is  i n formation  to  the  SG .  

The  energy p lan  shal l  define  the  energy profi le  of the  correspond ing  production  p lan .  Such  
p lans  shou ld  a lso  i den ti fy periods  of non -production ,  so  that the  avai l ab i l i ty of unused  
faci l i ty energy resources  can  also  be  i den ti fi ed .  

H igh  level  i n formation  to  be  i ncluded  i s  summarized  in  Table  A. 6  and  may i nclude  
i n formation  and  other avai labi l i ty data  as  needed  to  characterize  loads,  generation/storage,  
ramp-up/ramp-down  and  other requ i rements  when  they d i ffer from  previous l y establ ished  
va lues  (e. g .  as  per use  case  FG-1 00).  The  energy p lan  wi l l  cover the  planned  production  
period ,  i den ti fying  p lanned  l oads,  avai l ab le  generation ,  or other energy services,  during  
d iscrete  in tervals  of time du ring  the  period .  Depend ing  upon  the  local i ty,  these  d iscrete  
time i n tervals  typical l y vary between  5  and  1 5  m inu tes ,  bu t  defi n ing  the  i n terval  i s  ou t  of 
scope  of th is  document.   

2)  Optional l y the  SG  acknowledges  the  energy p lan  and  sends  a  response to  the  FEMS,  
wh ich  i n  turn  forwards  a  response to  the  p lanner.  Th is  optional  i n formation  fl ow may be  
requ i red  for arrangements  where  the  faci l i ty proposes  in  the  energy p lan  a  more  complex 
energy arrangement for one  or more  in tervals .  For example,  i f the  faci l i ty has  no  
production  schedu led ,  and  has  i n ternal  energy generation  resources  avai l ab le ,  the  SG  
may wish  to  expl ici tl y accept an  offer of standby generation  at  th is  time.  The  acceptance  
of such  an  offer cou ld  then  be  i ncorporated  in  the  p lanner’s  production  p lan .  Refer a lso  to  
FG-700  wh ich  m igh t be  used  to  support l ater acceptance  of such  offers.  

More  complex arrangements  of th is  type  are  for further study.  However during  the  review 
of cand idate  standards,  the  fl exib i l i ty of the  cand idate  to  support such  extensions  shou ld  
be  considered .  
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Figure A.3  – Sequence d iagram  for FG-200  
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Table  A.6  – Exchanged  information  in  FG-200   

In teraction  From  >  To  Function  Semantics  

1 -6  FEMS  >  
SG  

FEMS  
sends  
energy 
p l an   

Energy pl an  descri bes  the  consumption ,  generation ,  or any other 
energy services  expected  to  be  used  du ri ng  each  pre-ag reed  i n terval  
du ri ng  the  pl ann ing  period .  Optiona l l y,  requested  con ten t of energy 
pl an  can  be  i den ti fi ed  i n  advance  between  SG  and  FEMS.  

2-1  SG  >  
FEMS  

SG  
responds  
to  p l an  

Optional  confi rmation  or rejecti on  of p l an .  

 

A.3.3.3  FG-300:  Smart grid  provides  stable  ( longer term)  price schedu le  to  faci l i ty  

A.3.3.3. 1  General  description  

The smart gri d  provides  pricing  and  related  i n formation  to  the  FEMS  to  support faci l i ty 
development of da i l y or l onger production  p lans .  Sel l ing  price  for energy sold  to  the  faci l i ty 
and  i f appropriate  purchase  price  for energy purchased  from  faci l i ty a long  wi th  coefficients  of 
envi ronmenta l  impact,  etc.  may be  provided .  Pricing  i n formation  is  developed  by the  SG  
operator us ing  the ir i n ternal  procedures,  typical l y based  on  generation  and  de l i very costs  and  
efforts  to  match  l onger term  consumption  to  supply us ing  price  incentives.  

The  faci l i ty p l ann ing  to  be  supported  by th is  use  case  normal l y a ims  to  organ ize  the  resources,  
i nclud ing  staffi ng ,  needed  to  meet manufacturing  targets .  S ince  these  p lans  are  normal l y 
made  for dai l y or greater time periods,  the  pricing  i n formation  needs  to  remain  val i d  for time 
frames  to  support production  p lann ing .  However i t  i s  recogn ized  that for l arger customers,  the  
SG  may offer pricing  on  a  much  shorter time scale,  wi th  such  pricing  on l y determ ined  closer 
to  the  time  of consumption  or suppl y.  Thus  two use  cases  are  i denti fi ed :   l onger term  pricing  
supported  by th is  use  case  and  shorter term  pricing  (or price  updates)  by use  case  FG-400.  

The in ten t of th is  use  case  is  the  provis ion  of price  and  related  data  on  the  time-scale  of the  
(human)  production  p lanner.  I t  cou ld  be  an  annual l y provided  schedu le  wi th  s imple  seasonal  
and  time-of-day prices,  or i t  cou ld  be  a  schedu le  updated  mon th l y or weekl y provid ing  more  
detai l ed  in formation .  The  SG  issues  these  schedu les,  and  updated  schedu les ;  and  the  
production  p lanner a l i gns  consumption  and  potentia l  suppl y wi th  the  l owest price,  
envi ronmental  impact or h i ghest revenue  time periods  as  previousl y d iscussed  i n  FG-200.  
Th is  use  case  does  not envisage  any negotiation  on  price,  such  complex arrangements  are  
i denti fied  for fu ture  work i n  use  case  FG-800.  

I f on l y annual  or seasonal  (“ time-of-day”)  prici ng  i n formation  i s  provided ,  then  th is  use  case  
m ight be  satisfied  wi th  manual  procedures.  

A.3.3.3.2  Detai l ed  description  

The numbered  i tems  be low correspond  to  the  s im i larl y numbered  i tems  i n  the  sequence  
d iagram  of F igure  A. 4 .  For i n teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  thei r 
con ten ts  are  summarized  i n  Table  A. 7.  

1 )  The  SG  period ical l y assesses  i ts  generation  and  del i very costs ,  and  the  pricing  s trateg ies  
needed  to  manage,  over the  l onger term ,  suppl y and  demand ;  and  generates  a  pricing  
schedu le  for the  sa le  and ,  as  appropriate,  purchase  of energy (or other energy services  
from  the  faci l i ty) .  The  con ten ts  of such  schedu les  and  thei r creation  wi l l  fo l l ow SG  
i n ternal l y defi ned  procedures .  However,  i t  i s  expected  that the  SG  wi l l  provide  su fficien t  
i n formation  i n  such  schedu les  to  ass ist  in  production  p lann ing .  For faci l i ti es  capable  of 
supplying  generation ,  storage,  or other energy services  to  the  grid ,  purchase  in formation  
may a lso  be  i ncluded .  Where  environmenta l  impacts  are  to  be  considered ,  envi ronmental  
data  (e. g . ,  CO2  em ission  coefficients)  wou ld  also  be  requ ired .  

The  SG  may i n ternal l y create  a  number of schedu les,  each  a imed  at  customers  wi th  
speci fic ranges  of capabi l i ti es  and  needs .  For customers  wi th  a  l im i ted  ab i l i ty to  ad j ust  
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consumption ,  s imple  fixed  seasonal  t ime-of-day energy purchase  price  schedu les  may be  
sufficient.  For faci l i ti es  better able  to  ad just consumption ,  more  deta i led  schedu les  wou ld  
be  appropriate.  For faci l i ti es  able  to  provide  generation  and  other energy services,  the  SG  
may provide  pricing  for thei r purchase  of these  services  from  the  faci l i ty.  I n  some cases,  
the  SG  may on l y provide  price  ranges,  wi th  final  pricing  on l y able  to  be  establ ished  nearer 
the  time  of consumption  or suppl y as  described  in  FG-400.  

I n  many s i tuations  today,  in  add i ti on  to  the  price  of energy,  i t  i s  important  to  recogn ize  the  
envi ronmenta l  impact of the  type  of energy being  used .  Thus  th is  use  case  a lso  assumes  
that  the  SG  may ca lcu late  the  envi ronmental  em ission  coefficien t  associated  wi th  the  
energy i t  provides.  Envi ronmental  em ission  coefficien ts  wi l l  vary depend ing  upon  the  
energy generation  profi l e  wi th in  the  SG .  As  avai lable ,  the  provis ion  of th is  i n formation  
a long  wi th  pricing  i n formation  wi l l  a l low Factory p lanners  to  take  the  envi ronmental  
em ission  coefficien t of external  energy sources  in to  account in  thei r p lann ing .  

NOTE  The  SG  may requ i re  i n formation  from  FEMS  to  i den ti fy any speci fi c  ta i l ori ng  needed  for the  schedu l e.  
For example,  i t  may requ i re  general  i n formation  abou t the  avai l abi l i ty  of generation  or s torage  capaci ty i n  order 
to  determ ine  the  purchase  pri ce  to  be  offered  for these  resources.  Such  i n formation  cou l d  be  obtained  us ing  
use  case  FG-1 00.  

2)  Optional l y,  the  faci l i ty may provide  pricing  in formation  for energy generation  or other 
services  i t  i s  prepared  to  sel l  to  the  SG .  Th is  may be  accompan ied  wi th  correspond ing  
environmental  em ission  coefficien t i n formation .  Services  wh ich  m ight be  offered  to  the  SG  
i nclude  not  on l y generated  and  suppl ied  e lectric  power,  bu t  regu lation ,  storage,  
emergency standby backup  or other services.  The  standard  se lected  to  meet th is  use  case  
shou ld  be  capable  of supporti ng  a  range  of energy services.  Th is  optional  use  case  i s  
i denti fied  here  s i nce  i t  m ight  be  satisfied  by the  same protocol  shou ld  i t  be  capable  of 
being  operated  i n  a  symmetric manner.  
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Figure A.4  – Sequence d iagram  for FG-300  
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Table  A.7  – Exchanged  information  in  FG-300   

I n teraction  From  >  To  Function  Semantics  

1 -2  SG  >  FEMS  SG  i ssues  
pri ce,  
envi ronment
al  and  other 
schedu l es  

SG  provides  pri ce  schedu les  coveri ng  fu tu re  period(s)  wh ich  defi ne  the  
sale  pri ce  of energy and  i f appropriate  the  pu rchase  pri ce  of energy 
and  any other energy services  offered  by the  faci l i ty.  

Formats  may range  from  s imple  manual l y d i stri bu ted  fi xed  t ime-of-day 
sale  pri ces  for energy,  to  more  detai l ed  pri ci ng  d i s tri bu ted  us i ng  th i s  
i n terface  for speci fi c  i n terval s  of fu tu re  t ime.  

2-3  FEMS  >  SG  FEMS  
i ssues  pri ce,  
envi ronment
al  and  other 
schedu l es  

Optional  FEMS  provi des  equ i valen t  i n formation  for the  energy services  
i t  offers .  

 

A.3.3.4  FG-400:  Smart grid  provides  dynamic (short  term)  pricing  to  faci l i ty  

A.3.3.4. 1  General  description  

The smart  gri d  provides  short  term  pricing  as  an  i ncentive  for the  faci l i ty to  ad just i ts  energy 
use  or suppl y.  Th is  i n formation  i s  developed  by the  SG  us ing  i n ternal  procedures  to  main tain  
balance  between  generation  and  supply near the  time  of use  (gri d  balance).  Th is  use  case  
covers  the  use  of pricing  as  the  means  to  i n fl uence  energy demand  and  suppl y;  FG-700,  
addresses  the  use  of other means.  Typica l l y th i s  i n formation  wi l l  be  used  by faci l i ti es  to  
manage the ir current  operating  consumption  and  suppl y of power taking  an  advan tage  of 
hourl y variations  in  the  price  of energy.  

Th is  i n formation  wou ld  be  used  by faci l i ty con trol  systems to  con trol  resources,  subject to  
ensuring  that a l l  production  safety,  performance and  product qual i ty requ irements  are  
mainta ined .  

A.3.3.4.2  Detai l ed  description  

The numbered  i tems  be low correspond  to  the  s im i larl y numbered  i tems  i n  the  sequence  
d iagram  of F igure  A. 5.  For i n teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  thei r 
con ten ts  are  summarized  i n  Table  A. 8.  

1 )  The  SG  implements  i n ternal  measures  to  main tain  “grid  ba lance” .  I t  d eterm ines  that one  
option  is  to  offer pricing  i ncen tives  for a  faci l i ty to  reduce  load  or provide  generation  or 
storage.  For example,  a  faci l i ty may decide  to  accept a  request to  provide  generation  i f 
the  proposal  i s  acceptable.  

2)  The  FEMS receives  the  offer from  the  SG  and  val i dates  that  i t  i s  wi th in  the  current 
capabi l i ties  of the  faci l i ty and  that acceptance wou ld  be  beneficia l  i n  meeting  financia l  
targets .  Th is  val i dation  may be  done  i n  con junction  wi th  the  production  p lanner and  other 
en ti ti es,  i ncl ud ing  au tomated  enti ties,  wi th in  the  faci l i ty,  however i t  i s  expected  that  a  
prompt decis ion  wi l l  need  to  be  made to  ensure  a  prompt repl y can  be  made to  the  SG.  

Acceptance  of the  offer shou ld  a lso  be  val idated  against  the  ongoing  requ i rements  of 
production ,  to  ensure  con tinued  faci l i ty safety and  the  main tenance of production  and  
qual i ty targets .  The  impact of the  requested  changes  to  load  and  FER shou ld  be  assessed .  

NOTE  F igu re  A. 5  i den ti fi es  the  production  p l anner as  being  concerned  wi th  th i s  use  case.  For some  faci l i ti es,  
the  operations  manager may be  responsibl e  for the  acti vi ti es  of th i s  use  case.  

The overal l  abi l i ty and  desi rabi l i ty of accepting  the  SG  offer i s  then  retu rned  to  the  SG.  
Shou ld  the  offer be  accepted ,  the  FEMS wou ld  faci l i tate  the  updating  of any faci l i ty 
production  p lans  and  any other measures  needed  to  implement the  correspond ing  l oad  
reduction  or energy service.  Optional l y the  FEMS may in i tiate  FG-500  to  report updated  
energy plan  to  the  SG.  Shou ld  the  requested  change not be  accepted ,  the  SG  wou ld  need  
to  compensate  by taking  any other measures  needed .  
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Periodic start-up

(2) FEMS assesses 

incentive

(3)FEMS responds 

to price offer

SG USM FSM FEMS
Operation

Manager
LOAD FER

FG-400

(1 )SG assesses 

need  to issue 

pricing  incentive

Facil i ty 

implements 

decision

SG issues 

price offer

(1 -1 )

(1 -2)

(2-1 )

(2-2)
(2-3)

(2-4)

(2-5)

(2-6)
(3-1 )

 
IEC 

Figure A.5  – Sequence d iagram  for FG-400  

Table  A.8  – Exchanged  information  in  FG-400   

In teraction  From  >  To  Function  Semantics  

1 -2  SG  >  
FEMS  

SG  i ssues  
pri ce  offer 

SG  provides  pri ce  offer for energy service.  

3-1  FEMS  >  
SG  

FEMS  
responds  
to  pri ce  
offer  

FEMS  accepts  or re j ects  request.  Conten ts  of response  are  vari ous.  

 

A.3.3.5  FG-500:  Faci l i ty informs smart grid  about  upcoming  consumption  and  supply 

A.3.3.5.1  General  description  

The  faci l i ty provides  i n formation  abou t i ts  upcom ing  consumption  and  suppl y p lans  to  the  
smart grid .  Th is  i n formation  is  generated  nearer to  the  time of consumption  or supply than  use  
case  FG-200,  and  wi l l  a l l ow the  faci l i ty to  provide  more  accurate  and  timely i n formation .  Th is  
use  case  cou ld  update  previous l y provided  FG-200  i n formation  or cou ld  be  used  to  provide  
energy in formation  in  cases  where  the  advanced  p lann ing  supported  by FG-200  i s  not  
avai lab le.  

For example,  the  smart g rid  may provide  d iscounts  i f sufficien t advance  notice  of a  change  i n  
consumption  is  g i ven ,  or the  faci l i ty may need  to  i nd icate  to  the  SG  upcom ing  changes  to  the  
faci l i ty’s  ab i l i ty to  suppl y generated  energy.  Typical l y th is  i n formation  may be  used  by the  SG  
to  manage thei r upcom ing  estimates  of energy use  and  suppl y.  

NOTE  Th is  use  case  may a l so  faci l i tate  the  transfer for d efi ned  peri ods  of t ime  respons ibi l i ty for the  operation  of 
the  FER to  the  smart  g ri d ,  as  d i scussed  i n  the  Note  i n  A. 3. 3. 7 . 1  (FG-700).  Th i s  i s  for fu rther exam inati on .  

A.3.3.5.2  Detai l ed  description  

The numbered  i tems  below correspond  to  the  s im i larl y numbered  i tems  i n  the  sequence  
d iagram  of F igure  A. 6.  For i n teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  thei r 
con ten ts  are  summarized  i n  Table  A. 9.  

1 )  The  faci l i ty determ ines  that a  s ign i ficant  change  in  i ts  expected  energy use  or suppl y 
shou ld  be  reported  to  the  SG .  The  requ irements  for such  reporting  wi l l  depend  upon  the  
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agreed  arrangement between  the  faci l i ty and  SG.  For example,  agreements  may be  in  
p lace  requ i ring  the  faci l i ty to  provide  m in imum  notice  i f i t  p lans  to  exceed  pre-agreed  
consumption  l evels  or change  consumption  or suppl y (ramp-up/ramp-down)  at  g reater 
than  normal  rates .  I n  other cases  the  ava i lab i l i ty of unexpected l y avai lab le  generation  
capaci ty cou ld  be  reported  to  the  SG .   

NOTE  “Expected  energy use  or suppl y”  may be  that  i d enti fi ed  previ ousl y i n  use  case  FG-200  or may s imply 
be  the  normal  energy profi l e  of the  Faci l i ty.  

Events  l ead ing  to  such  requ i red  changes  wou ld  typ ical l y incl ude  unexpected  non-
avai l abi l i ty of i npu t resources  for production ,  equ ipment breakdown ,  changes  in  production  
targets  or weather cond i ti ons,  or more  serious  even ts  such  as  safety i ssues,  earthquakes  
or floods.  

2)  The  SG  receives  the  report from  the  faci l i ty and  i ncorporates  the  i n formation  i n to  thei r 
forward  SG  p lann ing .  The  SG  repl i es  to  the  update,  for example  to  respond  to  an  offer of 
generation  ( i f supported) .  

The  FEMS  receives  any repl y provided  and  assesses  whether i ts  con tents  impacts  the  
faci l i ty and  takes  action  as  needed .  

(2) SG updates 

energy plan

(1 ) Facil i ty identifies 

needs to update energy 

plan

SG responds to 

energy update

SG USM FSM FEMS
Production

Planner LOAD FER

FG-500

FEMS sends 

energy update

Potential  Production  

Planner interaction

FEMS assesses impact

(1 -2)

(1 -1 )

(1 -3)

(2-1 )

(2-2)
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Figure A.6  – Sequence d iagram  for FG-500  

Table  A.9  – Exchanged  information  in  FG-500   

I n teraction  From  >  To  Function  Semantics  

1 -3  FEMS  >  SG  FEMS  sends  
energy 
update   

FEMS  provides  new or u pdated  energy p l an  to  SG.  

2-1  SG  >  FEMS  SG  
responds  to  
energy 
update  

SG  response  to  energy update,  e. g . ,  accepti ng  energy generation  i f i t  i s  
offered  i n  updated  pl an .  

 

A.3.3.6  FG-600:  Smart grid  in forms  faci l i ty of blackout notice  

A.3.3.6. 1  General  description  

The smart  grid  pred icts  the  risk of b l ackou t,  brownout,  or other abnormal  power s i tuation  
based  on  weather,  equ ipment avai l abi l i ty and  status,  pred icted  consumption ,  and  other factors .  
The  SG  may develop  m i ti gation  p lans,  such  as  b lackou t or brownout schedu les,  to  m in im ize  
system  wide  impacts .  Risk and  m i ti gation  p lans  are  commun icated  to  the  faci l i ty wh ich  
responds  by chang ing  energy consumption ,  power generation  or production  p lans  and  any 
other measures  necessary to  protect  the  faci l i ty,  i ts  staff and  any ongoing  production .  
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A.3.3.6.2  Detai l ed  description  

The numbered  i tems  be low correspond  to  the  s im i l arl y numbered  i tems  i n  the  sequence 
d iagram  of F igure  A.7 .  For in teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  thei r 
con ten ts  are  summarized  i n  Table  A. 1 0.  

1 )  The  SG  estimates  the  ri sk of energy i n terruption  or degraded  qual i ty us ing  thei r i n ternal  
procedures.  For example,  such  risks  may correlate  to  weather forecasts  or the  shut-down  
of s ign i ficant energy suppl y or d istribu tion  e lemen ts.  The  SG  may pu t i n to  p lace  response  
p lans  wh ich  i nvolve  for example,  the  implementation  of rol l i ng  b lackouts  (schedu led  
complete  power i n terruptions  rotated  among  de l ivery areas)  or brownouts  (reduced  
vol tage  del i very) .  

The  SG  issues  correspond ing  risk notices  provid ing  in formation  abou t the  risk and  the  
implementation  of any p lans  to  address  the  risk,  for example  a  brownou t notice.  

The  content  of such  notices  may vary and  wi l l  depend  upon  the  i n formation  made 
avai lable  by the  SG .  For most faci l i ti es,  i t  wi l l  be  important to  obtain  notice  in  advance of 
the  implementation  of a  rol l i ng  b lackout  or brownout so  that su i table  action  can  be  taken  to  
protect  the  faci l i ty and  any ongoing  production .  For l arger faci l i ti es,  notices  provid ing  risk 
estimates  of fu ture  power i n terruptions,  for example  based  SG  pred ictions  of poten tia l  
energy shortages  due  to  weather or other factors,  wou ld  a l l ow the  faci l i ty to  ad j ust 
upcom ing  production  plans  to  avoid  s i gn i fican t consumption ,  or even  provide  generation ,  
during  h igh  risk periods.  

2)  Upon  receipt of the  notice  the  FEMS updates  i ts  energy management plan  as  appropriate .  
The  faci l i ty operations  manager (or p lanner i f sufficien t time  i s  avai l ab le)  revises  
production  p lans  to  take  in to  account the  risks  and  poten tia l  impact.  For example,  the  
manager may delay or suspend  production  at a  safe  poin t wi th in  the  production  schedu le,  
i f an  upcom ing  power i n terruption ,  or h i gh  risk of an  i n terruption ,  has  been  i nd icated .  
Energy p lans  are  d istribu ted  to  the  l oad  and  FER.  The  FEMS responds  to  the  SG.  

  

(2) Update energy plan

FEMS responds to 

notice

SG USM FSM FEMS
Operation

Manager
LOAD FER

FG-600

(1 )SG internal ly 

performs risk 
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develops 

mitigation  plans

SG Risk change or 

Periodic start-up

Facil ity takes 

action  as 

needed

SG sends risk 
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(1 -1 )

(1 -2)

(2-1 )

(2-2)
(2-3)

(2-4)

(2-5)

(2-6)
(2-7)
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Figure A.7  – Sequence d iagram  for FG-600  
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Table  A. 1 0  – Exchanged  in formation  in  FG-600   

I n teraction  From  >  To  Function  Semantics  

1 -1  SG  >  FEMS  SG  sends  
ri sk noti ce  

SG  provides:  

a)   an  i n d ication  of the  probabi l i ty of power i n terruption  or power 
degradation  

b)   speci fi c  i n formation  about  a  rol l i ng  b l ackout  or brownout  a l ong  wi th  
schedu l i ng  i n formation  

2-7  FEMS  >  SG  FEMS  
responds  to  
noti ce  

FEMS  acknowledges  request.  

a)   wi th  offer to  reduce  of l im i t  l oad  for ri sk peri od  

b)   other response  as  previ ousl y agreed  (e. g .  request for del ay)  

 

A.3.3.7  FG-700: Smart g rid  requests  faci l i ty to  al ter consumption  or supply 

A.3.3.7. 1  General  description  

Smart grid  requests  that the  faci l i ty decrease  energy consumption ,  i ncrease  energy 
generation  or provide  other energy services  as  previous l y agreed .  Th is  use  case  is  s im i lar to  
use  case  FG-400  except that a  speci fic  request i s  made  to  make  the  ad j ustmen t rather than  
us ing  a  pricing  i ncen tive.  The  energy services  that m ight be  ad j usted  wou ld  be  subject to  
previous  agreement,  e i ther determ ined  manual l y,  or i den ti fied  us ing  a  d i fferen t use  case.  For 
example,  Use  case  FG-200  supports  the  provis ion  of an  energy p lan  by the  faci l i ty wh ich  
cou ld  i nd icate  that  generation  is  avai l able  during  speci fic fu ture  i n tervals  of time.  

I n  response  the  faci l i ty may shed  loads,  a l ter proposed  upcom ing  consumption  or suppl y 
p lans,  provide  emergency power or provide  other pre-agreed  energy service.  Whether such  a  
request  can  be  rej ected  by the  faci l i ty wou ld  be  accord ing  to  the  agreement previous l y 
reached  between  the  parties  i n  respect  to  the  affected  energy service.  

Th is  use  case  a l lows  the  smart  grid  to  request changes  to  the  faci l i ty energy profi le  to  
manage  peak loads  and  address  emergency s i tuations.  I t  extends  the  tools  avai l able  to  the  
smart grid  for l oad  balancing  beyond  the  use  of s imple  short and  l ong  term  pricing  i ncentives .  
For example,  the  smart  g ri d  may provide  specia l  price  poin ts  for the  purchase  of power 
subj ect to  l oad  shedd ing .  The  faci l i ty manages  the  l oad  and  FER in  the  faci l i ty accord ing  to  
the  request.  

NOTE  I n  some  s i tuations  where  faci l i ty production  wou l d  not  be  affected  by the  d i rect  control  of faci l i ty  energy 
resources,  d i rect  con trol  of these  resources  by the  SG  m ight  be  perm i tted  by the  faci l i ty for certa in  peri ods  of t ime.  
Standards  for such  d i rect  d i stri bu ted  energy resou rce  control  are  being  developed  by others,  and  are  not  the  
subject  of th i s  document.  However,  th i s  use  case,  and  use  case  FG-200,  cou l d  provide  mechan i sms  by wh ich  
responsibi l i ty for such  control ,  and  the  subsequent  use  of the  standards  devel oped  by others  for d i rect  con trol ,  
cou ld  be  transferred  for speci fi c  i n terval s  of t ime.  For example,  a  generation  resource  normal l y an  i n tegral  
component  of production ,  m i gh t  be  transferred  to  SG  control  d u ri ng  periods  of non -production  or i n  emergency 
s i tuations.  

A.3.3.7.2  Detai l ed  description  

The numbered  i tems  below correspond  to  the  s im i larl y numbered  i tems  i n  the  sequence  
d iagram  of F igure  A. 8.  For i n teractions  wh ich  cross  the  faci l i ty and  smart grid  i n terface,  thei r 
con ten ts  are  summarized  i n  Table  A. 1 1 .  

1 )  The  SG  period ical l y reviews  i ts  energy p lan  and  i denti fies  poten tia l  energy shortfa l l s ,  or 
opportun i ti es  to  reduce peak demand  or leverage  l ower cost energy sources .  For example,  
a  faci l i ty may offer a  “ load  shedd ing”  service  whereby i t  wi l l  shed  speci fic l oads  on  request.  
Another faci l i ty may offer energy generation  wh ich  may be  a  cost  effecti ve  energy source  
during  some time periods.  

The  SG  issues  the  correspond ing  request to  the  FEMS.  

The  FEMS  receives  and  assesses  the  request i n  con j unction  wi th  faci l i ty operations  and  
appropriate  s taff.  Shou ld  the  request be  accepted ,  ad j ustments  to  any production  p lans  
(see  use  case  FG-200)  are  made  and  appropriate  actions  taken  by the  faci l i ty to  satisfy 
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the  request.  Optional l y the  FEMS  may i n i tiate  FG-500  to  report  updated  energy p lan  to  the  
SG .  

2)  A response i s  sen t to  the  SG  i nd icati ng  acceptance or rej ection  of the  request.  

NOTE  The  abi l i ty to  re j ect  such  requests  wou l d  be  establ i shed  by prior ag reement  between  the  parti es .  I t  i s  
assumed  that  such  agreements  wi l l  defi ne  whether such  requests  can  be  re jected  or not.  

FEMS assesses 

request

(2)FEMS responds 

to request

SG USM FSM FEMS
Operation

Manager
LOAD FER

FG-700

(1 )SG assesses 

need  for energy 

plan  change

Periodic start-up

Facil i ty takes 

action as 

needed

SG sends energy 

change request
(1 -1 )

(1 -2)

(1 -2)

(1 -3)

(1 -4)

(1 -5)

(1 -6)

(1 -7)

(2-1 )
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Figure A.8  – Sequence d iagram  for FG-700  

Table  A. 1 1  – Exchanged  in formation  in  FG-700   

In teraction  From  >  To  Function  Semantics  

1 -2  SG  >  
FEMS  

SG  sends  
energy 
change  
request  

SG  sends  request  for a l terati on  of energy consumption  and  suppl y.  

2-1  FEMS  >  
SG  

FEMS  
responds  
to  request  

FEMS  accepts  or re j ects  request.  

 

A.3.3.8  FG-800:  Faci l i ty and  smart grid  negotiate  price schedule  

This  user case  i s  for fu ture  work.  For l arger faci l i ti es,  and  when  avai l able,  the  FEMS and  
smart g ri d  i n terface  may support  the  negotiation  of pricing  and  consumption/suppl y p lans .  I t  i s  
assumed  that th is  enhanced  use  case  wou ld  on l y be  appropriate  for l arger faci l i ti es  wi th  
s ign i ficant energy resources  and  the  i n frastructure  needed  to  support  such  i n teractions .  
Support  for th is  use  case  m ight l everage  existi ng  standards  in  use  by l arger energy providers  
who i n teract  wi th ,  for example,  i ndependent system  operators .  
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Annex B  
(informative)  

 
An  appl ication  example  of demand   

response energy management model  

B.1  General  

Annex B  provides  an  appl ication  example  for the  demand  response  energy management 
model  based  on  steel  i ndustria l  faci l i ti es  as  shown  i n  F igure  B. 1 .  The  graph ic  symbols  have  
same mean ings  as  described  i n  5 . 2 . 2. 3 .  
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Facil i ty Power Lines
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Steel  Manufacturing Process
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Cool ing  water
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Air Fresh  water

USM
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UG
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Figure  B. 1  – An  appl ication  example  of demand   
response  energy management model  

B.2  Main  archi tecture  

I n  th is  example,  the  steel  manufacturing  faci l i ty consists  of EMS,  EGS,  ESS,  s teel  
manufacturing  process  equ ipment,  faci l i ty power l i ne  and  LAN .  The  topology of s teel  
manufacturing  process  i s  modeled  based  on  state-task network.  Task nodes  cons ist of non-
schedu lable  tasks  (double-border rectang les  i nclud ing  i ron  making ,  steel  making ,  casti ng ,  
l ong  product  rol l i ng ,  wire  rod  rol l i ng ,  p l ate  rol l i ng ,  and  strip  ro l l i ng)  and  schedu lable  tasks  
(s i ng le-border rectang les  i nclud ing  water cool ing ,  water recovery,  and  oxygen  making).  The  
state  nodes  i nclude  feeds  (broken  ci rcles  includ ing  coke,  s in tered  i ron  ore,  s teel  scrap,  
auxi l i ary materia ls,  a i r,  and  fresh  water) ,  i n termed iates  (sol i d  ci rcles  i nclud ing  hot metal ,  
mol ten  steel ,  oxygen ,  steel  b i l l ets,  cool i ng  water,  and  hot water),  and  fina l  products  ( ins ide-
broken  and  ou tside-sol i d  ci rcles  i nclud ing  steel  ra i l s ,  wi re  rods,  p l ates,  and  ro l l ed  coi l s) .  
Arrows  ind icate  the  re lationsh ip  between  tasks  and  states.  

The  functional i ty of each  task is  as  fo l l ows:  the  i ron  making  task produces  hot meta l  from  
coke  and  s i n tered  i ron  ore;  the  steel  making  task produces  mol ten  steel  from  hot meta l ,  steel  
scrap,  auxi l i ary materia ls ,  and  oxygen ;  the  casting  task makes  bi l l ets  from  mol ten  steel ;  these  
bi l l ets  are  used  i n  the  long  product ro l l ing ,  wi re  rod  rol l i ng ,  p late  rol l i ng ,  and  s trip  rol l ing  tasks  
to  produce the  fi na l  steel  products ,  such  as  ra i ls ,  wi re  rods,  p lates,  and  ro l l ed  coi ls ;  the  
oxygen  making  task generates  oxygen  from  a i r;  the  water cool i ng  task cools  hot water 
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produced  by the  other tasks,  and  the  water recovery task restores  l ost cool ing  water d i rectl y 
us ing  fresh  water.  

B.3  Structure of a  task 

Taking  water cool i ng  task as  an  example,  F igure  B. 2  shows the  i nner s tructure  of the  task.  
The  hot water from  other tasks  i s  fi rst s tored  i n  the  hot  water pool  that contains  h ydrau l ic  
pressure  sensors  to  mon i tor the  water l evel  of the  pool  con tinuous l y.  The  pumps  transfer hot 
water from  the  pool  to  the  cool i ng  tower where  the  temperature  of the  hot water i s  reduced .  
The  sel f-clean ing  fi l ter between  the  pumps  and  the  cool i ng  tower provides  fi l tration  and  
removes  any sed imen t from  the  hot water.  The  resu l ti ng  cool ing  water i s  s tored  in  the  cool i ng  
water pool ,  wh ich  a lso  contains  h ydrau l ic  pressure  sensors  to  mon i tor the  water l evel .  

Hot water 
pool Pumps

Self-cleaning
Filters

Cooling  
water pool

Cool ing  
tower

Hot water Cooling water 

LAN

MCAFEMS

Hydraul ic 
pressure sensors

Power

EMA

(NSE)

(CE) (CE)(NSE)

 
IEC  

Figure  B.2  – Structure of water cool ing  task 

I n  th is  task,  the  NSE i ncludes  the  hydrau l ic pressure  sensors  that a lways  mon i tor the  water 
l evel  i n  the  pools,  and  the  se l f-clean ing  fi l ters  that operate  when  water fl ows  from  the  pumps  
to  the  cool i ng  tower.  The  energy demand  of h ydrau l ic pressure  sensors  and  se l f-clean ing  
fi l ters  i s  nei ther sh i ftable  nor con trol l able.  The  CE  includes  pumps  and  the  cool ing  tower 
because  they both  support  mu l tip le  operati ng  l evels,  each  of wh ich  has  a  d i fferent energy 
demand ,  wh ich  can  be  ach ieved  by chang ing  the  rotary speed  of the  pumps  and  the  fan  
speed  i n  the  cool ing  tower.  

By manag ing  the  operating  l evel  of the  pumps  and  the  cool ing  tower,  the  EMA defines  
mu l tip le  operati ng  modes  for the  water cool i ng  task,  wi th  each  mode  having  a  d i fferen t 
generation  rate  of cool i ng  water production  and  energy demand .  The  modes  wi th  fast 
generation  of cool i ng  water have  h i gh  energy demands,  and  the  modes  wi th  s low generation  
of cool i ng  water have  low energy demands.  The  characteristics  of each  operati ng  mode  are  
transm itted  to  the  EMS  wh ich  fi nal l y determ ines  the  operati ng  mode  accord ing  to  energy 
prices  and  s torage  l evel  of hot and  cool ing  water pools.  

B.4 Approaches  of energy management 

B.4. 1  General  

Uti l i ti es  suppl iers  announce  energy prices  based  on  energy suppl y and  demand  re lationsh ips  
at  pre-speci fied  time in terval  (e. g .  between  30  and  60  m inu tes).  H igh  energy prices  are  
announced  during  peak demand  periods  and  l ow energy prices  are  announced  during  off-peak 
demand  periods.   

After receiving  the  energy price  for a  stage,  the  EMS manages  the  energy demand  of s teel  
manufacturing  faci l i ty us ing  two  approaches  that can  be  implemented  separatel y or j o i n tl y.   
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B.4.2  Approach  1  

When  the  energy price  i s  low,  the  EMS  controls  the  oxygen  making  task to  generate  more  
oxygen  and  con trols  water cool ing  task and  water recovery task to  generate  more  cool i ng  
water,  wh ich  requ i res  more  energy.  The  surplus  oxygen  and  cool i ng  water can  be  stored  i n  an  
oxygen  tank or cool i ng  water pool  for fu ture  use.   

When  the  energy price  i s  h i gh ,  the  EMS con trol s  the  oxygen  making  task to  generate  less  
oxygen  (or even  turn  i t  off)  and  controls  water cool i ng  task and  water recovery task to  
generate  l ess  cool i ng  water (or even  turn  them  off),  wh ich  requ ires  l ess  energy.  I n  th is  case,  
tasks  requ iri ng  oxygen  or cool i ng  water can  use  the  oxygen  i n  an  oxygen  tank or cool i ng  
water i n  cool ing  water pool  to  con tinue  the ir operations.   

Through  th is  approach ,  part of the  energy demand  of steel  manufacturing  faci l i ty i s  sh i fted  
from  peak demand  period  to  off-peak demand  period .  

B.4.3  Approach  2  

When  the  energy price  is  l ow,  the  EMS controls  the  ESS  so  that i t  i s  charged  from  the  smart 
grid ,  wh ich  i ncreases  energy demand .  

When  the  energy price  is  h i gh ,  the  EMS controls  EGS and  ESS to  suppl y energy to  the  s teel  
manufacturing  process,  wh ich  decreases  the  energy demand  on  the  smart gri d .   

I n  summary,  ESS  helps  sh i ft part  or a l l  of the  energy demand  from  peak demand  period  and  
EGS he lps  reduce  the  energy demand  during  peak demand  period .  

B.5 Mapping  industrial  demand  response energy management model  to  use 
cases   

Clause  B. 5  provides  the  mapping  between  industria l  demand  response energy management 
model  and  use  cases.  The  commun ication  between  the  smart grid  and  i ndustria l  faci l i ty i n  
i ndustria l  demand  response  energy management model  wi l l  be  described  by us ing  the  use  
cases  of Annex A.  

The  main  arch i tecture  of i ndustria l  demand  response energy management model  can  be  
model led  accord ing  to  the  arch i tecture  described  i n  5. 2 . 2 .3 . 2 .  

The  smart gri d  announces  energy prices  at pre-speci fied  time  i n tervals  u sing  FG-300  (smart 
grid  provides  s table  ( l ong  term)  price  schedu le  to  faci l i ty) .  By us ing  FG-400  (smart grid  
provides  d ynam ic (short  term)  pricing  i n formation  to  faci l i ty) ,  low energy prices  wou ld  be  
announced  when  the  energy demand  is  l ow i n  order to  encourage  energy usage,  wh i l e  h igh  
energy prices  wou ld  be  announced  when  the  energy demand  i s  h i gh  i n  order to  d iscourage 
energy usage.  

After receiving  the  energy price,  the  FEMS  of i ndustria l  faci l i ti es  manages  the  energy demand  
based  on  preinstal l ed  energy management a lgori thms  and  s trateg ies  through  two  approaches.   

1 )  Approach  1 :  FEMS determ ines  the  operating  mode  for schedu lable  tasks  i n  that stage.  

Under the  prem ise  of satisfying  the  requ i rements  of industria l  faci l i ti es  (such  as  market 
demand ,  re l iab i l i ty,  safety,  resource  s torage,  etc. ) ,  a  l ow energy price  encourages  the  
FEMS to  command  schedu lable  tasks  to  operate  i n  a  mode  that  has  h i gh  energy demand  
wi th  fast production  rates,  wh i le  a  h igh  energy price  encourages  the  FEMS to  command  
schedu lable  tasks  to  operate  i n  a  mode  that has  l ow energy demand  wi th  s l ow production  
rate.  As  a  resu l t,  the  energy demand  of i ndustria l  faci l i ties  i s  i ncreased  when  the  energy 
price  i s  l ow and  is  decreased  when  the  energy price  becomes h igh .  I n  the  end  of th is  
stage,  the  FEMS provides  energy consumption  p lan  to  smart grid  by us ing  FG-200,  and  
i n forms  smart grid  abou t upcom ing  consumption  by us ing  FG-500.  
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2)  Approach  2 :  FEMS  commands  the  ESS  to  s tore  energy from  the  smart g ri d  or commands  
the  ESS  and  EGS  to  suppl y energy to  process ing  tasks.  

A low energy price  encourages  the  FEMS  to  command  the  ESS  to  s tore  energy from  the  
smart g rid  and  command  the  process ing  tasks  to  use  the  smart g ri d  as  their energy source,  
wh ich  i ncreases  the  energy demand .  A h igh  energy price,  on  the  other hand ,  encourages  
the  FEMS to  command  the  ESS  and  EGS to  suppl y energy to  some or al l  of the  
process ing  tasks,  wh ich  decreases  the  energy demand  of the  industria l  faci l i ty.  I n  the  end  
of th is  stage,  the  FEMS  provides  general  energy consumption  and  suppl y p lan  to  smart 
grid  by us ing  FG-200,  and  i n forms smart g rid  about upcom ing  consumption  and  suppl y by 
us ing  FG-500.  
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Annex C  
(normative)  

 
Securi ty services  

Whi le  the  requ irements  of the  i n terface  are  expected  to  conform  to  the  requ i rement i denti fied  
us ing  I EC TS  62443-1 -1 ,  I EC  62443-2-1 ,  I EC TR 62443-3-1 ,  and  I EC  62443-3-3,  Annex C  
defines  further securi ty cons iderations :  

a)  The  components  of the  faci l i ty accessed  from  the  u ti l i ty gateway shou ld  support  techn ical  
measures  for an  effective  au then tication  procedure  before  access  is  perm i tted .  

b)  The  l ogs  aud i ting  system  shou ld  be  establ ished  and  managed  for the  faci l i ty’ s  i n terface  
system  perform ing  securi ty functions  (e. g .  fi rewal l ) .   

c)  The  number of access  poin ts  from  the  smart g ri d  to  FEMS shal l  be  reduced  as  far as  
poss ib le  to  m in im ize  vu lnerabi l i ty.  

d )  Provisions  for securi ty anomaly detection  shou ld  be  implemented  and  a larms  shou ld  be  
anal ysed .  

e)  I ns ide  the  faci l i ty the  u ti l i ty gateway shal l  be  treated  as  having  h i gh  securi ty degree  s i nce  
i t  i s  a  fron t-end  device  for external  smart energy management system  of smart gri d .   

f)  The  u ti l i ty gateway shal l  g ran t the  legal  access  ri ghts  to  the  au thorized  user to  mod i fy and  
access  data.   

g )  The  u ti l i ty gateway shal l  on l y au thorize  access  when  the  source  of i ncom ing  
communication  has  been  au then ticated .  

h )  The  i n formation  to  be  exchanged  between  U ti l i ty Gateway and  Smart  Grid  has  s i gn i ficant  
mean ing  for manufacturing  process  i n  the  faci l i ty.  Thus,  they shal l  be  guaran teed  that i t  i s  
not mod i fied  wh i l e  being  transm itted  between  them .  I n  add i ti on ,  the  i n formation  shal l  be  
protected  against  eavesdropping  on  the  communication  path .  

i )  And  the  fol l owing  securi ty services:  

•  ava i l ab i l i ty;  

•  i n tegri ty;  

•  confidentia l i ty;  

•  access  con trol ;  

•  non-repud iation ;  

•  aud i t  and  accoun tabi l i ty;  and  

•  supporting  securi ty requ irements  to  i nclude:  

– au thentication  ( th is  supports  more  than  one  primary securi ty service  so  i t  needs  to  
be  cons idered  a  supporting  service) ,  and  

– assurance (making  sure  a l l  services  are  presen t i n  the  deployed  configuration) .  
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Annex D  
(informative)  

 
Solutions  for information  requirement 

D.1  General  

Annex D  addresses  the  solu tion  for the  requ i red  in formation  i n troduced  i n  5 . 8 .  S ince  there  are  
a  number of smart g ri d  re lated  acti vi ties,  th is  techn ica l  speci fication  tries  to  harmon ize  wi th  
the  acti vi ties .  Thus,  C lause  D. 2  i n troduces  existing  s tandards  and  anal yses  how the  s tandards  
are  appl icable  to  each  use  case.  I n  Annex D,  FG-1 00  to  FG-700  are  d iscussed .  FG-800  i s  not 
d iscussed  s i nce  i t  i s  for fu ture  work.  

D.2  Existing  standards  

Table  D. 1  represents  the  overview of appl icabi l i ty of cand idate  existing  standards  for each  
use  case.  Detai l ed  anal yses  are  described  in  Clause  D . 3.  

Table  D . 1  – Overview of existing  standard  appl icabi l i ty  

Standard  Ti tl e/Description  Use  case and  exchanged  i n formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

OpenADR 2. 0b  
[7 ]  

Demand  response  
(DR)  and  
d i s tri bu ted  energy 
resou rces  (DER)  
commun ications  
and  secu ri ty,  as  
wel l  as  pri ce  
d i s tri bu tion  for 
whol esal e  and  retai l  
markets .  

X X X X X X X X X X X X X X 

OASIS  Energy 
I n teroperati on  
1 . 0  [1 4]  

Demand  response  
(DR)  and  
d i s tri bu ted  energy 
resou rces  (DER)  
commun ications  as  
wel l  as  pri ce  
commun ication  and  
market  
transactions.  

X X X X X X X X X X X X X X 

NAESB  Energy 
Services  
Provider 
I n terface  
(ESPI )  [1 5] ,  
and  
GreenButton  
[1 6]  

ESPI  S tandard  and  
GreenButton  
appl i cation .  

X 
 

X X 
  

X  X 
    

X  X 
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Standard  Ti tl e/Description  Use  case and  exchanged  i n formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

I SO/WD 1 7800  
Faci l i ty Smart  
Gri d  
I n formation  
Model  (FSGIM)  
[1 2]  

An  i n formation  
model  to  represent 
smart  g ri d  rel ated  
energy i n formation  
wi th i n  a  faci l i ty,  and  
speci fi cal l y the  
i n formation  that  
may need  to  be  
commun icated  
to/from  electri cal  
g ri d  service  
provi ders  across  
the  SGUI  (working  
d raft;  u nder 
development  i n  
ASHRAE/NEMA 
SPC 201 P).  

X X X X X X X X X X X X X X 

SEP 2 . 0  ( I EEE  
P2030. 5)  
[1 7]  

Commun ications  of 
pri ci ng ,  DR s i gnal s ,  
messag ing ,  and  
energy usage  to  i n -
home  devices.  

SEP  2 . 0  ( I EEE  P2030. 5)  i s  bei ng  considered  by I EC/PC1 1 8.  

I ts  appl i cabi l i ty speci fi cal l y to  the  use  cases  of th i s  d ocument  i s  for fu rther 
work  

 

D.3  Analysis  for each  use  case  

D.3. 1  General  

This  C lause  D .3  provides  add i ti onal  detai l  regard ing  the  appl icabi l i ty of the  existi ng  standards  
summarized  in  Table  D. 1 .  Each  subclause  addresses  each  standard  separatel y.  

D.3.2  Analysis  of "OpenADR2.0b"  

D.3.2. 1  General  

Table  D . 2  reproduces  the  "OpenADR2.0b"  [7]  row of Table  D. 1 .  

Table  D .2  – "ADR2.0b"  appl icabi l i ty  

Standard  Ti tl e/Description  Use  case and  exchanged  i n formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

OpenADR 
2 . 0b  [7 ]  

Demand  response  (DR)  
and  d i stri bu ted  energy 
resou rces  (DER)  
commun ications  and  
securi ty,  as  wel l  as  
pri ce  d i s tri bu tion  for 
whol esal e  and  retai l  
markets.  

X X X X X X X X X X X X X X 

 

D.3.2.2  FG-1 00  

During  the  i n i tia l  system  setup,  the  faci l i ty and  the  smart g ri d  agree  on  speci fic i n formation  
that  shou ld  be  exchanged  wi th  regards  to  curren t and  past energy i n formation .  Th is  i s  usual l y 
based  on  con tractual  negotiations.  
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Figu re  D. 1  shows the  OpenADR 2. 0b  [7 ]  i n teraction  to  reg ister the  requ i red  reports.  I n i tia l l y 
the  parties  reg ister the  type  of report  and  the  necessary parameters .  The  parties  can  then  
speci fy the  speci fic  requests  (time  frame,  sampl i ng  period ,  frequency,  energy amount etc. )  for 
the  requested  reports .  

 

Figure D. 1  – In teraction  to  register report  

Figure  D. 2  shows the  sequence  to  request the  previous l y negotiated  reports.  Reports  can  
con tain  past,  current,  or forecast data.  

 

Figure D.2  – In teraction  to  request report  

D.3.2.3  FG-200  

Refer to  FG-1 00,  the  E iReport service  can  be  used .  

Furthermore,  i f the  faci l i ty responds  to  a  curta i lment request,  the  OpenADR 2 .0b  [7]  profi l e  
speci fies  the  E iOpt service  to  create  and  communicate  Opt-I n  and  Opt-Out schedu les  from  the  
vi rtua l  end  node  (VEN)  to  the  vi rtual  top  node  (VTN).  These  schedu les  define  temporary 
changes  i n  the  avai labi l i ty,  and  may be  combined  wi th  longer term  avai labi l i ty schedu les  and  
the  market con text requ i rements  to  g i ve  a  complete  picture  of the  wi l l i ngness  of the  faci l i ty to  
respond  to  E iEvents  received  by the  VEN .  F igure  D. 3  shows  the  s imple  setup  exchange.  

IEC  

 sd Request Reports

Operati on  Source  (VEN or

VTN)

(from Actors)

Operati on  Target (VEN or

VTN)

(from Actors)

oadrCreateReport(reportRequestID,  reportSpeci fi erID)

oadrCreatedReport()

IEC  
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Figure D.3  – S imple  setup exchange   

D.3.2.4  FG-300  

The s implest way to  ach ieve  th is  use  case  wi th  OpenADR 2 .0b  [7 ]  i s  to  use  basel i nes.  The  
E iEvent service  can  be  used  to  provide  the  faci l i ty wi th  a  price  basel ine  wi th  nearl y i n fin i te  
granu lari ty.   

Even ts  are  generated  by the  VTN  (the  smart g ri d )  and  sen t to  the  VEN  (faci l i ty)  us ing  the  
oadrDistribu teEvent payl oad  con tain ing  one  or more  events  described  by the  oadrEvent 
e lement.  Some events  requ i re  a  response  and  others  do  not as  i nd icated  by the  
oadrResponseRequ i red  e lement i n  the  even t description .  I f a  response i s  requ ired ,  the  VEN  
acknowledges  i ts  opt- i n  or opt-ou t d ispos i ti on  by respond ing  wi th  an  oadrCreatedEvent 
payload  conta in ing  even tResponse e lements  match ing  each  oadrEvent.  I f no  response i s  
requ i red ,  the  VEN  does  not  repl y wi th  oadrCreatedEvents  (or oadrCreateOpt)  payloads  for 
th is  event.  

The  even t can  con tain  price  i n formation  for speci fic  time  i n tervals.  For example,  one  event 
can  last for 24  hours  (00: 00  – 23 :59)  and  have  24  i n tervals  wi th  d i fferent price  i n formation  for 
each  hour of the  day.  The  number of i n tervals  i s  not l im i ted  so  that the  granu lari ty can  be  set 
as  needed .  

D.3.2.5  FG-400  

Refer to  FG-300.  Pricing  can  be  transm itted  for any des i red  time  period .  

D.3.2.6  FG-500  

Refer to  FG-200.  Time  scales  for i n formation  exchanges  can  be  flexib le  to  accommodate  near 
term  or far term  i n formation .  

D.3.2.7  FG-600  

Currentl y OpenADR 2. 0b  [7]  does  not  speci fica l l y use  b lackou t  s ignals.  However,  i t  i s  
conceivable  that  a  DR program  uses  the  s imple  l evels  (1  through  4)  as  an  i nd icator of risk and  
grid  rel i abi l i ty wi th in  a  speci fic context.  

An  E iEvent payload  can  be  set up  as  a  s imple  l evel  transport.  Upon  defin i ti ons,  these  l evels  
cou ld  be  ass igned  speci fic  ri sk assessments  and  they can  be  ass igned  time  frames  and  
durations.  

D.3.2.8  FG-700  

Th is  is  the  standard  demand  response  use  case  for wh ich  OpenADR was  orig inal l y designed .  
Demand  response  events  are  generated  by the  VTN  ( the  smart g ri d )  and  sent to  the  VEN  

IEC  

 sd Create  Opt Schedule

VEN

(from Actors)

VTN

(from Actors)

oadrCreateOpt()

oadrCreatedOpt()
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(faci l i ty)  us ing  the  oadrDistributeEvent payload  con tain ing  one  or more  even ts  described  by 
the  oadrEven t e lement.  Some events  requ ire  a  response  and  others  do  not as  i nd icated  by 
the  oadrResponseRequ ired  e lement i n  the  event description .  I f a  response  i s  requ i red ,  the  
VEN  acknowledges  i ts  opt- i n  or opt-out  d isposi ti on  by respond ing  wi th  an  oadrCreatedEvent 
payload  contain ing  even tResponse  e lements  match ing  each  oadrEvent.  I f no  response is  
requ i red ,  the  VEN  does  not rep l y wi th  oad rCreatedEvents  (or oadrCreateOpt)  payloads  for 
th is  event.  The  even t can  contain  d i fferent  s ignal  types  for d i fferen t response s trateg ies.  

D.3.3  Analysis  of "OASIS  Energy Interoperation  1 .0"  

D.3.3. 1  General  

Table  D . 3  reproduces  the  "OASIS  Energy I n teroperation  Version  1 . 0”  [1 4]  row of Table  D . 1 .  

Table  D .3  – "OASIS  Energy Interoperation  1 .0"  appl icabi l i ty  

Standard  Ti tl e/Description  Use  case and  exchanged  in formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

OASIS  
Energy 
I n teroperati o
n  1 . 0  [1 4]  

Demand  response  
(DR)  and  d i stri bu ted  
energy resou rces  
(DER)  commun ications  
as  wel l  as  pri ce  
commun ication  and  
market  transactions.  

X X X X X X X X X X X X X X 

 

D.3.3.2  FG-1 00  

This  use  case  can  be  ach ieved  by report  service  of “OASIS  Energy I n teroperation  Vers ion  
1 . 0”  [1 4]  (E I  Ver.  1 . 0).  Report  service  u ti l i zes  data  format defined  i n  OASIS  WS-Calendar [1 9]  
to  represent standard ized  schedu les  or i n tervals  i n  the  consumption  h istory.  I n  add i tion ,  
report service  u ti l i zes  OASIS  Energy Market I n formation  Exchange (EMIX)  [1 8]  product  
defin i tions  to  represents  price  i n formation .  EM IX a lso  u ti l i zes  WS-Calendar to  represent 
standard ized  schedu les  or i n tervals  for price  and  h istorica l  in formation .  

EI  Ver.  1 . 0  focuses  on  DR/DER/Price  communication  and  does  not  cover envi ronmental  
i n formation  nor l ocal  weather i n formation .  E I  Ver.  1 . 0  can  be  extended  through  other services.  

D.3.3.3  FG-200  

This  use  case  can  be  ach ieved  by E iEvent,  E iQuote,  E iAvai l ,  E iMarketContext,  and  E iReport  
services  of E I  Ver.  1 . 0.  The  EiReport  service  u ti l i zes  data  format defended  i n  OASIS  WS-
Calendar [1 9]  to  represent  standard ized  schedu les  or in tervals  i n  the  consumption  schedu le.   

D.3.3.4  FG-300  

This  use  case  can  be  ach ieved  by E iEvent,  E iQuote,  E iAvai l ,  E iMarketContext,  and  E iReport  
services  of EI  Ver.  1 . 0.  The  E iReport  service  u ti l i zes  data  format defended  i n  OASIS  EM IX 
[1 8]  to  represents  pri ce  i n formation .  EMIX u ti l i zes  WS-Calendar [1 9]  to  represents  
standard ized  schedu les  or i n tervals  i n  the  price  schedu le.  

E I  Ver.  1 . 0  focuses  on  DR/DER/Price  communication  and  does  not cover envi ronmenta l  
i n formation  nor l ocal  weather i n formation .  E I  Ver.  1 . 0  can  be  extended  through  other services.  

D.3.3.5  FG-400  

Th is  use  case  can  be  ach ieved  by E iEvent,  E iQuote,  E iMarketContext and  E iReport  services  
of E I  Ver.  1 . 0 .  The  E iReport service  u ti l i zes  data  format defended  i n  OASIS  EM IX [1 8]  to  
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represents  price  i n formation .  EM IX u ti l i zes  WS-Calendar to  represen ts  standard ized  
schedu les  or i n tervals  in  the  price  schedu le.  

D.3.3.6  FG-500  

This  use  case  can  be  ach ieved  by E iEvent,  E iQuote  and  E iMarketCon text  services  of EI  Ver.  
1 . 0.  E iReport service  u ti l i zes  data  format defended  i n  OASIS  WS-Calendar [1 9 ]  to  represent  
standard ized  schedu les  or i n tervals  i n  the  consumption  schedu le.  

D.3.3.7  FG-600  

This  use  case  can  be  ach ieved  by E iEven t and  E iMarketContext services  of E I  Ver.  1 . 0.  The  
E iEvent  service  u ti l i zes  data  format defended  i n  OASIS  WS-Calendar [1 9]  to  represent 
standard ized  schedu les  or i n tervals  i n  the  even t schedu le.  

E I  Ver.  1 . 0  focuses  on  DR/DER/Price  communication  and  does  not cover environmenta l  
i n formation  nor l ocal  weather i n formation .  E I  Ver.  1 . 0  can  be  extended  through  other services.  

D.3.3.8  FG-700  

Th is  use  case  can  be  ach ieved  by E iEven t,  E iMarketContext and  E iReport services  of EI  Ver.  
1 . 0.  The  E iEvent  service  u ti l i zes  data  format defended  in  OASIS  WS-Calendar [1 9]  to  
represent  standard ized  schedu les  or i n tervals  in  the  event schedu le.  

E I  Ver.  1 . 0  focuses  on  DR/DER/Price  communication  and  does  not cover environmenta l  
i n formation  nor l ocal  weather i n formation .  E I  Ver.  1 . 0  can  be  extended  through  other services.  

D.3.4  Analysis  of "NAESB Energy Services  Provider In terface  (ESPI)"  

D.3.4. 1  General  

The  North  American  Energy Standards  Board  (NAESB)  i s  a  forum  cons isting  of various  
members  from  the  energy i ndustry.  The  NAESB  consists  of members  from  the  energy sector;  
an  example  wou ld  be  the  i ndependen t e lectrici ty system  operator ( IESO).  

The  NAESB  has  developed  standards  for the  purposes  of:   

– common  pricing  and  schedu l ing ;  

– demand  response  of d istribu ted  energy;  

– cyber securi ty and  smart grid  in teroperabi l i ty.   

The  fol l owing  comparison  references  the  NAESB  use  cases  for demand  response  of 
d istribu ted  generation  systems defined  i n  "NAESB Energy Services  Provider I n terface  (ESPI )”  
[1 5]  and  “GreenButton”  [1 6] .   

Table  D. 4  reproduces  the  "NAESB Energy Services  Provider I n terface  (ESPI ) "  [1 5]  and  
GreenButton  [1 6]  row of Table  D . 1 .  
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Table  D .4 – "NAESB  Energy Services  Provider In terface  (ESPI)"  appl icabi l i ty  

Standard  Ti tl e/Description  Use  case  and  exchanged  in formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

NAESB  
Energy 
Services  
Provider 
I n terface  
(ESPI )  [1 5]  
and  
GreenButton  
[1 6]  

ESPI  S tandard  and  
GreenButton  
appl i cation .  

X 
 

X  X 
  

X  X 
    

X  X 

 

NOTE  1  NAESB  standard  focuses  on  use  cases  wi th  the  consideration  of whol esale  acti vi t i es  i n  m ind .  

NOTE  2  Demand  response  u se  cases  u ti l i zed  by the  NAESB  focus  on  d i stri bu ted  generati on  as  opposed  to  
i ndustrial /manufactu ri ng  acti vi ti es  speci fi ed  i n  th i s  Techn ica l  Speci fi cation .  

NOTE  3  NAESB  standard  separates  most  of the  use  cases  by “econom ic”  and  “ re l i abi l i ty” .  

D.3.4.2  FG-1 00  

The “GreenButton”  appl ication  [1 6]  of the  ESPI  al l ows  data  to  be  exchanged  between  U ti l i t i es,  
Customers,  and  Th i rd  Party Services  Providers.  I t  provides  access  to  energy usage  
i n formation  by a  retai l  customer from  a  data  custod ian  ( typical l y a  u ti l i ty)  us ing  web protocols .   

D.3.4.3  FG-200  

The NAESB  use  case  “Measurement and  Performance  – Basel i ne”  i s  defi ned  as:  “A use  case  
wh ich  documents  the  steps  used  to  col lect demand  resource  data  and  prepare  the  
determ inan ts  for settlemen t” .  

I n  th is  case  the  demand  response  provider requests  data  from  the  metering  au thori ty.  The  
data  col l ected  by the  demand  response  provider is  then  used  to  calcu late  a  basel ine  wh ich  is  
used  to  determ ine  an  “event reduction  amoun t” ,  or “event performance  ratio” .  Ca lcu lated  
values  are  then  sent to  the  system  operator who determ ines  whether the  calcu lated  values  
are  complete.  

The  major d i fference i n  th is  use  case  compared  to  the  FG-200  is  that the  NAESB standard  
does  not  requ i re  a  suppl y p lan  wi th  the  energy consumption  data.  I nstead ,  the  ca lcu lated  
basel ine,  even t reduction  amount,  and  performance ratio  are  then  used  for the  “Measurement 
& Performance  bus iness  process” .   

NOTE  The  settl ement and  business  process  descri bed  i n  the  use  cases  are  not  d efi ned  i n  the  NAESB  standard .   

D.3.4.4  FG-300  

Not curren tl y supported  

D.3.4.5  FG-400  

“Deployment and  Real -Time Communications”  i s  an  NAESB  use  case  wh ich  “describes  the  
process  for real -time communications  to  demand  resources  provid ing  market-based  services  
on  a  real - time bas is” .   

The  fol lowing  use  case  beg ins  wi th  the  system  operator evaluating  rea l -time  system  
cond i ti ons  based  on  market demand .  The  resu l ti ng  data  al l ows  the  system  operator to  i ssue  
d ispatch  i nstructions  to  the  des ignated  d ispatch  en ti ty.  I n  turn ,  the  d ispatch  enti ty forwards  
the  request  for demand  response  to  the  demand  response  provider via  proprietary 
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communication  protocol .  A response  from  the  des ignated  d ispatch  enti ty i s  then  received  by 
system  operator i n  real -time in  order to  evaluate  system  state.  Data  i s  then  made avai l ab le  for 
the  update  process  of market demand .   

I n  th is  NAESB  use  case,  the  major d i fference from  the  FG-400  is  the  add i tional  process  of 
provid ing  demand  response i nstruction .  The  NAESB use  case  combines  both  market pricing ,  
wi th  demand  response i nstruction  as  opposed  to  the  FG-400  where  market pricing  i s  on l y 
used  as  an  i ncen tive  for demand  response.  Th is  NAESB use  case  can  be  combined  wi th  both  
the  FG-400,  and  the  FG-700.  

D.3.4.6  FG-500  

Not curren tl y supported .  

D.3.4.7  FG-600  

Not curren tl y supported .  

D.3.4.8  FG-700  

The “Schedu l ing  and  Award  Noti fication”  NAESB use  case  is  defined  as  a  “process  wh ich  
describes  the  process  from  offer subm ission  to  award  noti fication” .   

I n  th is  case  the  schedu l i ng  en ti ty beg ins  the  process  by suppl ying  an  offer to  the  system  
operator.  The  system  operator evaluates  the  offer based  on  market demand  wh ich  resu l ts  i n  a  
d ispatch  i nstruction .  A schedu le  is  the  made  avai l able  by the  system  operator,  wh ich  is  
retrieved  by the  schedu l i ng  en ti ty.  The  schedu l i ng  en ti ty then  forwards  the  avai l able  schedu le  
to  the  demand  response  provider via  proprietary protocol .   

One  of the  major d i fferences  i n  the  NAESB  use  case  i s  the  combination  of system  evaluati on ,  
and  schedu l i ng .  The  FG-700  use  case  is  speci fica l l y used  for the  a l teration  of consumption  & 
suppl y wi th  a  s i ng le  request,  whereas  the  NAESB use  case  provides  a  request  to  ad j ust 
suppl y wi th  advanced  notice  by use  of a  schedu le.   

Th is  NAESB use  case  a l so  contrasts  the  FG-200  by having  the  system  provide  a  schedu le  to  
the  faci l i ty,  whereas  i n  the  FG-200,  the  faci l i ty provides  a  schedu le  to  the  system .  

D.3.5  Analysis  of " ISO/WD 1 7800  Faci l i ty Smart Grid  Information  Model”  (FSGIM)  

D.3.5. 1  General  

Table  D. 5  reproduces  the  " I SO/WD 1 7800  Faci l i ty Smart Grid  I n formation  Model ”  (FSGIM)  
[1 2]  row of Table  D . 1 .  

FSGIM  is  a  data  model  not a  protocol .  I t  provides  the  class  and  attributes  data.  The  fol l owing  
FSGIM  comments  appl y to  the  abi l i ty to  receive  and  store  smart gri d  data;  produce data  
aggregations  and  metadata;  and  forward  th is  data  back to  the  smart gri d .  However,  FSGIM  
does  not prescribe  the  payloads  by wh ich  th is  data  i s  transported .  
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Table  D .5  – " ISO/WD 1 7800  Faci l i ty Smart Grid  Information  Model"  appl icabi l i ty  

Standard  Ti tl e/Description  Use  case and  exchanged  in formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

I SO/WD 
1 7800  
Faci l i ty 
Smart  Gri d  
I n formation  
Model  
(FSGIM)  [1 2]  

An  i n formation  model  
to  represent smart  
g ri d  rel ated  energy 
i n formation  wi th i n  a  
faci l i ty,  and  
speci fi cal l y the  
i n formation  that  may 
need  to  be  
commun icated  to/from  
e lectri cal  g ri d  service  
provi ders  across  the  
SGU I  (working  d raft;  
curren tl y under 
development i n  
ASHRAE/NEMA SPC 
201 P).  

X X X X X X X X X X X X X X 

 

D.3.5.2  FG-1 00  

The  FSGIM  data  model  supports  the  reception  and  transport  of h istorical ,  present,  forecasted  
demand  and  consumption  data.  Th is  aggregate  data  may be  for a  s ing le  or col l ection  of 
devices.  Pricing  is  not supported ,  work in  progress.  

D.3.5.3  FG-200  

The FSGIM  data  model  supports  forecasts  of energy and  demand  data  for both  energy 
consum ing  ( l oad)  and  energy suppl ying  (generator)  devices.  Th is  data  cou ld  be  forwarded  to  
the  grid  us ing  whatever transport i s  se lected  (e. g .  OpenADR[7] ).  

D.3.5.4  FG-300  

The  FSGIM  can  accept price  schedu les  and  operate  on  such  schedu les  across  any 
reasonable  time frame.  FSGIM  a lso  provides  envi ronmental  data .  Pricing  i s  not supported ,  
work in  progress  

D.3.5.5  FG-400  

The pricing  is  wi th in  FSGIM  scope  and  wi l l  be  supported .  The  acceptance  (or rej ection )  of the  
price  is  ou t of scope  and  wi l l  be  provide  by other l ayers .  

D.3.5.6  FG-500  

The FSGIM  supports  p lan  revis ions  for l oads,  generators ,  and  storage  devices .  Fu rthermore,  
FSGIM  supports  aggregations  of these  revis ions  across  the  faci l i ty.  The  acceptance (or 
rejection)  of the  revis ions  is  ou t of scope and  wi l l  be  provide  by other l ayers.  

D.3.5.7  FG-600  

The FSGIM  supports  the  needed  classes  and  attribu tes  for a l l  the  features  l i s ted  i n  th is  use  
case.  

D.3.5.8  FG-700  

The FSGIM  does  not a l l ow the  suppl ier to  d iscrim inate  as  to  how demand  is  increased  or 
decreased .  However,  FSGIM  does  support mu l tip le  s imu l taneous  energy programs.  I f these  
programs are  setup  to  d i scrim inate  the  loads  from  generators ,  i t  wou ld  be  supported  

Copyright International  Electrotechnical  Commission  



I EC TS  62872: 201 5  © I EC 201 5  – 61  –  

D.3.6  Analysis  of "SEP  2.0  ( IEEE P2030.5)"  

Table  D . 6  reproduces  the  "SEP  2 . 0  ( IEEE  P2030. 5)"  [1 7 ]  row of Table  D. 1 .  

Table  D .6  – "SEP 2.0  ( IEEE P2030.5)"  Appl icabi l i ty  

Standard  Ti tl e/Description  Use  Case  and  exchanged  in formation  number 

FG-1 00  FG-200  FG-300  FG-400  FG-500  FG-600  FG-700  

3-4  4-3  1 -6  2-1  1 -2  2-3  1 -2  3-1  1 -3  2-1  1 -1  2-7  1 -2  2-1  

SEP  2 . 0  
( I EEE  
P2030. 5)  
[1 7]  

Commun ications  of 
pri ci ng ,  DR s i gnal s ,  
messag ing ,  and  
energy usage  to  i n -
home  devices.  

SEP  2 . 0  ( I EEE  P2030. 5)  i s  under consi deration  for standard i zation  by 
I EC/PC1 1 8.  
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