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SYSTEMS INTERFACE BETWEEN  CUSTOMER ENERGY  

MANAGEMENT SYSTEM AND THE POWER MANAGEMENT SYSTEM –  
 

Part 3:  Archi tecture  
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uesti ons  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ).  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  National  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC al so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternati onal  Organ i zation  for S tandard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  poss ible,  an  i n ternati ona l  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  comm i ttee  has  representati on  from  a l l  
i n terested  I EC National  Comm ittees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  conten t of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent certi fi cati on  bod ies  provi de  conform i ty  
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Attention  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Attention  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts .  I EC shal l  not  be  hel d  responsibl e  for i den ti fyi ng  any or a l l  such  patent  ri gh ts.  

The main  task of I EC  techn ical  comm ittees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  committee  may propose  the  publ ication  of a  techn ical  
speci fication  when  

•  the  requ ired  support cannot be  obtained  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subj ect i s  sti l l  u nder techn ical  development or where,  for any other reason ,  there  is  the  
fu ture  bu t  no  immed iate  poss ib i l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subj ect to  review wi th in  th ree  years  of publ ication  to  decide  
whether they can  be  transformed  in to  I n ternational  Standards.   

I EC TS  62746-3,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by I EC techn ical  
comm ittee  57:  Power systems management and  associated  i n formation  exchange.  
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The  text of th is  techn ical  speci fication  is  based  on  the  fol l owing  documents:  

Enqu i ry d raft  Report  on  voti ng  

57/1 527/DTS  57/1 61 0/RVC 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ical  speci fication  can  be  found  in  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

A l i s t of a l l  parts  i n  the  I EC  62746  series ,  publ ished  under the  general  t i t l e  Systems interface 
between customer energy management system and the power management system ,  can  be  

found  on  the  I EC websi te .  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  unti l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch "  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ ication  wi l l  be  

•  transformed  in to  an  I n ternational  s tandard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l ingual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore  prin t  th is  document  using  a  
colour printer.  
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INTRODUCTION  

The purpose  of th is  part  of I EC  62746  i s  to  defi ne  an  arch i tecture  for I EC  62746  series  of 
standards  that can  be  l everaged  for the  management of customer energy resources  and  DER.  
These  resources  may be  a  combination  of l oad ,  generation  and  storage  resources  that can  be  
managed  to  respond  to  s i gnals  provided  by grid  and /or market operators.  These  resources  
may be  i denti fi ed  and  managed  as  i nd ividual  resources  wi th  speci fic capabi l i ties ,  or as  vi rtual  
resources  wi th  an  aggregated  set of capabi l i ti es.  

The  focus  of th is  arch i tecture  is  to  l everage  the  I n ternet for communications  between  grid  
operators ,  market operators,  d istribu tion  system  operators ,  e l ectrici ty suppl iers ,  aggregators,  
service  providers  and  energy resources.   

Th is  Techn ica l  Speci fication  l everages  existi ng  I EC standards.The  data  model  of I EC 62746  i s  
based  on  the  Common  I n formation  Model  and  I EC  61 850.  I EC  62746  i s  transport-
independent.  

F i gure  1  shows  the  re lationsh ip  of I EC 62746  to  other I EC  and  I SO  standards.  

   

Figure 1  – Relationship  of IEC  62746 to  other standards  

  

IEC  
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SYSTEMS INTERFACE BETWEEN  CUSTOMER ENERGY  
MANAGEMENT SYSTEM AND THE POWER MANAGEMENT SYSTEM –  

 
Part 3:  Archi tecture  

 
 
 

1  Scope 

This  part of I EC 62746,  wh ich  is  a  Techn ical  Speci fication ,  establ ishes  an  arch i tecture  that i s  
supporti ve  of i n terfaces  between  the  Customer Energy Management System  and  the  Power 
Management System .  

A DER Management System  can  a lso  be  a  Customer Energy Management System .  

2  Normative references  

The fol l owing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl i es .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  any 
amendments)  appl i es .  

I EC 61 968-9: 201 3,  Application integration at electric utilities – System interfaces for 
distribution  management – Part 9: Interfaces for meter reading and control 

I EC 61 968-1 00,  Application integration at electric utilities – System interfaces for distribution  
management – Part 100: Implementation  profiles 

I EC 62351  (a l l  parts),  Power systems management and associated information exchange – 
Data  and communications security 

IEC TR 62746-2: 201 5,  Systems interface between customer energy management system and 
the power management system – Part 2:  Use cases and requirements 

IEC 62443  (a l l  parts) ,  Industrial communication networks – Network and system security 

3 Terms,  defin i tions  and  abbreviations  

For the  purposes  of th is  document,  the  fo l l owing  terms,  defi n i ti ons  and  abbreviations  appl y.  

3. 1  Terms and  defin i tions  

3. 1 . 1   
aggregation  

col lection  of the  capabi l i ti es  of mu l ti p le  resources  i n to  a  s ing le  vi rtual  resource  

Note  1  to  en try:  A common  u se  of agg regati on  i s  to  co l l ect  many smal l  resources  and  offer thei r capabi l i t i es  i n  the  
form  of a  s i ng le  l arger resource  to  a  market.  

3. 1 .2   
cascading  
event wh ich  occurs  when  a  message  publ ished  i n  one  commun ication  domain  causes  another 
message  to  be  publ ished  i n  one  or more  other communication  domains  at a  d i fferen t level  of a  
h ierarchy 
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3. 1 .3   
commun ication  domain  
l og ical  association  of a  VTN  wi th  a  set of VENs  supported  by an  underlying  communication  
i n frastructure  

Note  1  to  en try:  Th i s  provides  for au then ti cation  of VENs  and  secu re  commun ication  services.  S i nce  VTN  and  
VEN  are  ro les  wi th i n  a  Commun icati on  Domain ,  i t  i s  poss ible  for an  actor to  take  a  VTN  rol e  i n  one  Commun ication  
Domain  and  potenti a l l y one  or more  VEN  rol es  i n  other Commun ication  Domains .  

Note  2  to  en try:  Th i s  term  i s  defi ned  by th i s  techn i cal  speci fi cation .  

3. 1 .4   
customer energy manager  
CEM  
cen tral  manag ing  function  used  by the  customer to  manage  the  fl ow of i n formation  between  
the  gri d  and  connected  smart devices  at  the  customer prem ises  

Note  1  to  en try:  Th i s  i s  defi ned  i n  more  detai l  i n  I EC TR 62746-2 .  

3. 1 .5   
demand  response   
DR 
i ncentivi zing  of customers  by costs,  ecolog ica l  i n formation  or others  i n  order to  i n i tiate  a  
change i n  thei r consumption  or feed- in  pattern  (“bottom-up approach”  =  Customer decides,  
based  on  EURELECTRIC  Views  on  Demand-Side  Participation  [1 ] )  

Note  1  to  en try:  Al ternati ve  defi n i ti on :  I n  I EC 60050-61 7: 2009,  61 7-04-1 5  i t  i s  d efi ned  as :  action  resu l ti ng  from  
management of the  e l ectri ci ty demand  i n  response  to  suppl y cond i ti ons .  

3. 1 .6   
d istributed  energy resource  
specia l i zed  energy resource  wi th  a  flexib le  load  and /or suppl y general l y at  the  d is tribu tion  
l evel  

3. 1 .7   
message  

method  of conveying  in formation  between  parties  i n  a  communication  network 

Note  1  to  en try:  The  i n formati on  may refl ect  a  descri pti on  of an  object  and /or data  re l ated  to  the  object.  

3. 1 .8   
node  
l og ica l  desti nation  address  for messages  that  are  publ ished  us ing  a  publ ish /subscribe  
commun ication  i n frastructure  

Note  1  to  en try:  Depend i ng  upon  the  speci fi c  commun ication  i n frastructu re  th i s  may a l so  be  cal l ed  a  ‘ topic’  or 
‘ subject’ .  

3. 1 .9   
publ ish/subscribe  
communication  pattern  where  a  message  sent from  a  source  may be  received  by zero  or more  
i n terested  subscribers  

SEE:  I EC 61 968-1 00  

3. 1 . 1 0   
request/reply 
communication  pattern  where  a  request message  i s  sent from  one  process  to  another 
process,  where  there  i s  that the  expectation  that a  response message wi l l  be  returned  by the  
receiver of the  request message  

SEE:  I EC 61 968-1 00.  

Copyright International  Electrotechnical  Commission  



I EC TS  62746-3:201 5    I EC  201 5  – 9  – 

3. 1 . 1 1   
resource  
provider or consumer of energy 

Note  1  to  en try:  A VEN  may be  responsibl e  for manag i ng  one  or more  energy resou rces.  

Note  2  to  en try:  Resources  may be  physical  or agg regated .  

3. 1 . 1 2   
s ignal  

message  that  i s  sent to  i nd icate  a  cond i ti on  or i n formation  of poten tia l  i n terest  

3. 1 . 1 3   
smart grid  connection  point   
SG  CP  

i n formation  access  poin t from  the  gri d  to  the  customer prem ises  

Note  1  to  en try:  Th i s  i s  a  l og i cal  connection  poin t  bu t  not  the  e l ectri cal  connection  poi n t.  

Note  2  to  en try:  Th i s  i s  descri bed  i n  more  detai l  i n  I EC TR 62746-2 .  

3. 1 . 1 4   
techn ical  role  
role  wh ich  i denti fies  responsibi l i ti es  associated  wi th  participation  wi th in  i n formation  
exchanges  wi th  other actors  

Note  1  to  en try:  Actors  defi ned  by use  cases  have  assigned  rol es  wi th  associated  respons i bi l i ti es.  Techn ical  rol es  
are  physical l y real i zed  th rough  software  and  associated  systems  i n tegrati on  i n frastructu re.  Th i s  i s  a  term  defi ned  
here  for the  purposes  of th i s  Techn ical  Speci fi cation .  

3. 1 . 1 5   
vi rtual  end  node  
techn ical  ro le  assumed  by an  actor where  the  actor i s  a  consumer and /or producer of 
messages  that  are  defined  by th is  Techn ical  Speci fication  

Note  1  to  en try:  A Vi rtual  End  Node  (VEN )  can  be  associated  wi th  zero  or more  resou rces.  A VEN  can  recei ve  
messages  pushed  from  a  VTN  or send  requests  or even ts  to  a  VTN .  A VEN  may commun icate  wi th  mu l ti p l e  VTNs,  
where  each  VTN  i s  part  of a  d i fferent  Commun icati on  Domain .  

Note  2  to  en try:  Th i s  term  i s  defi ned  by th i s  Techn ical  Speci fi cation  as  a  techn ical  ro le,  noti ng  that  there  i s  a  
somewhat  re l ated  defi n i ti on  for an  ‘End  Device’  as  defi ned  by I EC 61 968-9.  Wh i l e  the  concept  i s  generic,  the  
speci fi c  term  i s  borrowed  from  OpenADR 2. 0  wi th  the  normative  defi n i ti on  being  provi ded  by th i s  Techn ica l  
Speci fi cation .  

3. 1 . 1 6   
vi rtual  resource  

set  of one  or more  phys ical  resources  that i s  represented  as  a  s i ng le,  aggregated  resource  

Note  1  to  en try:  Th i s  may be  comprised  of mu l ti pl e  en ti t i es  that  may be  geograph ica l l y d i stri bu ted .  Vi rtual  
Resou rces  can  be  an  aggregated  model  of many types  of l oad ,  generation  and  storage,  such  as  VPP,  PV,  factory,  
bu i l d i ng ,  home,  etc.  S i nce  the  Vi rtual  Resource  can  i ncl ude  both  energy consumer and  energy provi der,  the  re lated  
“net  l oad  cu rve”  can  be  pos i ti ve  ( i n  th i s  case  the  Vi rtual  Resource  acts  as  a  consumer wh i ch  consumes  electri cal  
power),  or negati ve  ( i n  th i s  case  the  Vi rtual  Resou rce  acts  as  generation  assets  to  produce  e lectri cal  power).  

3. 1 . 1 7   
vi rtual  top  node  
techn ical  ro le  assumed  by an  actor that i s  assum ing  responsibi l i ty for the  coord ination  of 
VENs  wi th in  a  Communication  Domain  

Note  1  to  en try:  Th i s  i s  a  special  case  of a  VEN ,  where  a  Vi rtual  Top  Node  (VTN )  i s  effecti vel y a  parent  of many 
VENs  wi th  the  responsibi l i ty for coord ination  of those  VENs.  A VTN  i s  responsibl e  for push ing  to  or recei vi ng  
message  from  many VENs.  A market operator,  g ri d  operator or agg regator are  examples  of actors  wh ich  wi l l  
typical l y implement a  VTN  i n terface.  
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Note  2  to  en try:  Th i s  term  i s  defi ned  by th i s  Techn ical  Speci fi cation  as  a  techn ical  role,  noti ng  that  there  i s  a  
re l ated  defi n i ti on  provided  by I EC 61 968-9.  Wh i l e  the  concept  i s  generic,  the  speci fi c  term  i s  borrowed  from  
OpenADR 2. 0  wi th  the  normati ve  defi n i ti on  being  provided  by  th i s  Techn ical  Speci fi cation .  

3. 1 . 1 8   
wire  protocol  

i n  a  network,  the  mechan ism  transm i tting  data  from  a  sender to  a  receiver 

Note  1  to  en try:  I f the  sender and  recei ver use  the  same  wi re  protocol  they are  sai d  to  i n teroperate.  Th i s  does  not  
l i teral l y mean  that  s i gnal s  are  conveyed  over a  metal  wi re,  as  the  term  i s  a l so  used  i n  con junction  wi th  wi re less  and  
fi ber commun ication  med ia.  

Note  2  to  en try:  Th i s  i s  a  widely used  ph rase  wi thou t  a  speci fi c  normative  defi n i ti on ,  where  a  d efi n i ti on  i s  provided  
here  for the  purposes  of th i s  techn ical  speci fi cati on .  

3.2  Abbreviations  

Abbreviation  Description  

CEM  Customer Energy Manager 

CIM  Common  I n formation  Model  

DER Distri bu ted  Energy Resources  

DMZ De-Mi l i tari zed  Zone,  a  perimeter network used  to  sh ie l d  an  i n ternal  
trusted  network from  attacks  from  external  networks  such  as  the  
I n ternet  

DoS  Den i al  of service  

DR Demand  Response  

EV E lectri c  Veh icle  

HAN  Home area  network 

I EC I n ternational  E lectrotechn ical  Commiss ion  

I ETF  I n ternet  Eng i neeri ng  Task Force  

JMS  Java  Message  Service  

LAN  Local  area  network 

PAN  Prem ise  area  network,  cou l d  be  a  LAN  or HAN  

PV Photovol ta ic  generator 

SG  CP  Smart  Gri d  Connection  Poi n t  

SM  Smart  Meter 

VEN  Vi rtual  End  Node  

VPP Vi rtual  Power P lant  

VTN  Vi rtual  Top  Node  

XML  Extens ib le  Markup  Language  

XMPP  Extens ib le  Messag i ng  and  Presence  Protocol  

XSD  XML Schema  

W3C World -wide  Web Consorti um  

 

4 Archi tectural  overview   

4.1  Appl ication  area  

Figure  2  shows a  resource-level  view of the  area  to  be  addressed  by th is  Techn ical  
Speci fication ,  where  examples  of speci fic actors  are  provided  as  re lated  to  i n teractions  
between  the  smart g rid  and  the  customer prem ises  at what i s  ca l led  the  ‘smart gri d  connection  
poin t’  (SG  CP).   
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Figure 2  – Resource-level  view 

However,  the  problem  space is  extended  upward  to  support coord ination  of these  resources  
by actors  representing  markets,  aggregators  and  operations.  I n  order to  support the  
coord ination  of these  actors,  there  are  a  variety of in formation  exchanges  that are  conveyed  
us ing  I EC  62746.  More  examples  are  provided  by the  use  cases  of I EC TR 62746-2 .  

4.2  Actors,  roles  and  relationsh ips    

The purpose  of th is  subclause  is  to  provide  an  arch i tecture  overview from  the  perspective  of 
the  i den ti fication  of techn ical  ro les  and  associated  commun ication  standards  that can  be  
appl ied  to  a  set of actors  i n  support of thei r respective  functional  ro les  and  re lationsh ips .  The  
defin i tions  of speci fic actors  are  provided  by I EC  TR 62746-2 .  The  i n tent of the  arch i tecture  is  
to  enable  communications  (primari l y us ing  publ ic  wide  area  networks,  such  as  I n ternet)  
between  a  wide  variety of actors,  i ncl ud ing  (bu t  not l im i ted  to)  u ti l i ti es,  market operators ,  
service  providers,  aggregators  and  customers  for the  purposes  of coord inating  and  operati ng  
d istribu ted  energy resources  (DER)  and  demand  response  (DR).  

I EC TR 62746-2  defines  a  large  number of actors .  I t  can  be  read i l y seen  that there  are  many 
s im i l ari ties  i n  some of those  actors  as  wel l  as  functional  overlap  in  the  ro les  of many of the  
actors.  However,  from  the  perspective  of defi n ing  a  supporting  arch i tecture  i t  i s  importan t to  
define  techn ical  ro les  and  responsibi l i ti es  that can  be  taken  on  by those  actors .   

I t  i s  not the  i n tent of th is  Techn ica l  Speci fication  to  provide  examples  of a l l  actors  defined  by 
IEC TR 62746-2  or restate  the  defin i tions  of those  actors ,  and  consequen tia l l y some h igher-
level  categorization  of actors  wi l l  be  used  wi th in  th is  Techn ica l  Speci fication  as  opposed  to  
speci fic actors  in  describing  the  use  of th is  Techn ical  Speci fication .  Add i tional l y i t  i s  the  i n ten t  
of th is  arch i tecture  to  support speci fic actors  who  are  yet unknown .  The  bas ic requ irement i s  
that an  actor can  assume (e i ther d i rectl y or by proxy)  the  techn ical  ro les  of ‘VTN ’  and /or ‘VEN ’  
as  defined  by th is  arch i tecture.  

IEC  
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The  focus  of th is  arch i tecture  is  the  support of operations  and  markets  as  they i n teract wi th  
the  customer at the  smart gri d  connection  poin t.  As  an  example,  wi th in  a  market for DER/DR,  
there  are  typica l l y a  set of h ierarch ical  re lationsh ips.  Examples  of these  h ierarch ical  
re lationsh ips  for d i fferen t  categories  of actors  i nclude:  

•  Resource  Provider to  Market Operators  

•  Resource  Provider to  Aggregators/Service  Providers  

•  Aggregators/Service  Providers  to  Market  Operators  

At the  same time i t  i s  importan t to  recogn ize  that resources  may be  g rouped  i n to  vi rtual  
resources,  where  vi rtua l  resources  are  typ ical l y g rouped ,  managed  and  coord inated  by 
aggregators .  These  example  re lationsh ips  are  shown  i n  the  example  d iagram  for wholesale  
and  reta i l  energy markets  g iven  in  F igure  3 :  

 

Figure 3  – H igh-level  example  of actors,  roles  and  relationships  

IEC  
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From  Figure  3,  i t  can  be  seen  that the  re lationsh ips  are  typical l y (bu t not  a lways)  h ierarch ical .  
Examples  of non-h ierarch ical  re lationsh ips  cou ld  exist i n  the  case  of a  resource  that may 
participate  i n  mu l tip le  markets  or where  some capabi l i ti es  of a  resource  may be  managed  by 
d i fferent parties.  I t  i s  a lso  poss ib le  to  have  a  service  provider gather usage  i n formation  after 
the  fact for resources  that are  managed  by one  or more  aggregators .  I t  i s  a lso  possib le  that 
an  aggregator or vi rtual  resource  cou ld  participate  i n  both  wholesale  and  retai l  markets.  The  
restrictions  upon  th is  are  l eft  to  the  ru les  imposed  by the  market,  bu t  are  not techn ica l  
restrictions  per se.  

Also,  dependent on  the  i nd ividual  rea l i zation ,  the  SG  CP can  be  at d i fferen t locations  i n  the  
d iagram .  Resources  or Vi rtual  Resources  correspond  to  to  e i ther CEM  or CEM  Aggregator i n  
IEC TR 62746-2.  

However,  the  key poin t of F igure  3  i s  to  show that  the  re lationsh ips  are  typ ical l y ‘ upstream ’  or 
‘downstream ’ .  There  is  not an  expl ici t  requ i rement for d i rect peer-to-peer communication  
between  actors  when  the  actors  are  at a  common  l evel .  Typica l l y the  fan  ou t i s  downstream ,  
where  for example  a  market operator wi l l  communicate  wi th  l arge  numbers  of resources,  
service  providers  or aggregators .  That i s  a lso  to  say that a  resource,  service  provider or 
aggregator wi l l  on l y i n teract  wi th  a  smal l  number of upstream  enti ties.  

I t  i s  importan t to  note  that resources  may a lso  have  I EC  61 850-based  communications  for the  
purpose  of gri d  operations.  The  arch i tecture  supports  the  commun ication  wi th  d is tribution  
management systems.  Th is  communication  i n frastructu re  can  a lso  be  used  for gri d  operations  
and  poten tia l l y to  transport I EC  61 850  messages.  The  use  of I EC 61 850  i s  otherwise  ou tside  
of the  scope  of th is  document.  

4.3  Concepts  

The purpose  of th is  subclause  i s  to  i n troduce  key arch i tectural  concepts  as  needed  for the  
defin i tion  of th is  Techn ical  Speci fication  i n  support of the  use  cases  and  requ irements.  These  
key arch i tectural  concepts  i nclude  the  fol lowing :  

•  Communication  Domain  

•  VTN  I n terface  

•  VEN  I n terface  

•  Customer Energy Manager 

•  Resource  

•  Cascad ing  

•  Aggregation  

I t  can  a lso  be  seen  that resources  may be  leveraged  i n  more  than  one  market,  provided  that 
there  are  con trols  ( techn ica l  or contractual )  that proh ib i t a  resource  from  un fairl y making  
commitments  for the  same energy at the  same time i n  more  than  one  market.   

The  h ierarch ical  re lationsh ips  can  be  represented  as  d i fferent commun ication  domains .  
Resources  can  be  reg istered  wi th in  a  market or vi rtual i zed  through  an  aggregator,  and  
therefore  associated  wi th  a  commun ication  domain  accord ing l y 

The  example  d iagram  of F igure  4  provides  a  ‘ communication  domain ’  perspective,  where  
there  can  be  many actors  of d i fferent types  wi th in  each  communication  domain .  Some actors  
(most commonl y aggregators  and  service  providers)  can  exist i n  more  than  one  
commun ication  domain .  
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Figure  4 – Example Communication  Domain  h ierarchy 

Given  the  h ierarch ica l  re lationsh ips  between  commun ication  domains,  there  wi l l  typica l l y be  
cascad ing  of i n formation  flows  from  one  commun ication  domain  to  another.  An  example  of 
th is  m ight be  a  price  s ignal  i ssued  wi th in  a  wholesale  market that causes  a  re lated  s ignal  (e . g .  
price  or con trol  s i gnal )  to  be  i ssued  wi th in  a  reta i l  market,  wh ich  may then  cause  speci fic  
actions  to  be  taken  by a  retai l  aggregator.  At the  lowest l evels  customer energy managers  
wou ld  receive  I EC  62746  messages  and  decide  upon  actions  to  be  taken  local l y by smart  
devices  to  appropriate l y manage  resources.  

With  respect to  cascad ing ,  in formation  flows  are  cascaded  between  communication  domains  
when:  

•  An  actor i s  a  VEN  i n  one  commun ication  domain  and  a  VTN  i n  another commun ication  
domain ,  and  

•  The  actor decides  that a  message received  i n  one  domain  shou ld  resu l t i n  a  message  
be  propagated  to  another communication  domain  ( i t  need  not be  i dentica l l y the  same  
message)  

Another re lated  aspect i s  that of aggregation ,  where  a  set  of resources  i n  a  l ower l evel  
domain  may be  proj ected  as  a  vi rtual  resource  i n  a  h igher l evel  domain .  Th is  i s  the  commonl y 
the  case  where  an  aggregator may manage resources  and  offer there  aggregate  capabi l i ties  
(e i ther a l l  or in  part)  to  a  reta i l  or wholesale  market.  Aggregation  of resources  i s  key to  
scalabi l i ty enabl ing  mu l ti - level  arch i tectures.  Aggregation  may occur wi th in  a  CEM  or by 
actors  such  as  those  for aggregators ,  service  providers ,  reta i l  markets,  retai l  suppl iers  or 
d istribu tion  system  operators .  

The  example  shown  i n  F igure  4  shows  example  paths  for commercia l  commun ications,  where  
there  may be  other communication  domains  added .  The  market des igns  for d i fferent reg ions  
of the  world  wou ld  d ictate  speci fic designs  for I EC 62746  communication  domains.  

F igure  5  shows  an  expanded  example,  where  communication  domains  are  added  for a  g rid  
operator and  reta i l  suppl iers.  There  are  nearl y an  i n fin i te  number of combinations  possib le  
when  speci fic types  of actors  are  ass igned  to  d i fferen t communication  domains  wh ich  are  then  
h ierarch ica l l y organ ized  as  appropriate  to  meet reg ional  needs.  

IEC  
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Figure 5  – Expanded  communication  domain  example  includ ing  operations  

I n  F igure  5  i t  can  be  more  read i l y seen  that actors  wi th in  one  commun ication  domain  may 
participate  i n  other commun ication  domains.  One  example  of th is  i s  where  the  VTN  for a  retai l  
market may be  a  VEN  in  both  Wholesale  Market and  Grid  Operations  commun ication  
domains.  

4.4  Components/Enti ties  

With in  a  communication  domain ,  the  communication  needs  of each  actor are  served  by e i ther 
a  VTN  or VEN  i n terface  as  rea l i zed  through  some software  componen t deployed  on  a  device  
or server.  F i gure  6  describes  l og ica l  communication  re lationsh ips  wi th in  a  communication  
domain  between  VENs  and  VTNs.  
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Figure 6  – Communication  domain  

As can  be  seen  from  the  d iagram ,  VENs  communicate  wi th  VTNs  and  not wi th  each  other as  
peers  ( i f they do  so,  i t  i s  ou ts ide  the  scope  of th is  techn ical  speci ficati on) .  The  fol lowing  
commun ication  ru les  appl y wi th in  a  communication  domain :  

•  Al l  components  are  not equal ,  one  of the  components  wi th in  a  Communication  Domain  
i s  cl ass i fi ed  as  a  ‘VTN ’  (wh ich  is  representati ve  of the  h ierarch ica l  ro les  and  
re lationsh ips  wi th in  a  domain)  and  a l l  others  are  classi fied  as  ‘VENs’  

•  The  VTN  wi l l  communicate  wi th  a l l  VENs   

•  VENs  do  not have  any requ i rement for d i rect i n teraction  between  themselves  wi th in  
DR/DER markets  

•  VENs  wi th in  a  communication  domain  may be  ass igned  ro les  and  have  pri vi leges  

As  ind icated  earl ier,  s ince  i t  i s  poss ib le  for a  resource,  service  provider or aggregator to  
participate  in  mu l ti p le  markets,  i t  shal l  be  possib le  for a  VEN  to  communicate  i n  more  than  
one  communication  domain  (e. g .  wi th  more  than  one  VTN).  Th is  i s  shown  i n  F igure  7 ,  where  
there  are  three  VTNs wh ich  each  manage  a  d i fferent communication  domain .  
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Figure 7  – Example  real ization  of VTNs and  VENs  in  multiple  communication  domains  

I n  th is  con text a  VEN  may represent a  complete  i ndustria l  faci l i ty or a  commercia l  bu i ld i ng  or 
even  a  s ing le  l oad .  I n  F i gure  8  a  practical  example  is  shown .  Al l  consumers  ( in  th is  case  
VENs  and  the  VTN  for the  i ndustria l  faci l i ty)  are  connected  to  the  grid  wh ich  is  managed  by 
one  gri d  operator.  But the  p laces  where  they buy thei r energy are  d i fferen t.  The  l arge  
consumers  buy the  e lectrical  energy d i rectl y from  the  wholesale  market whereas  the  smal ler 
consumers  buy from  an  energy service  provider.  
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Figure 8  – Example for mul tiple  communication  domains  

The  I EC 62746  in terface  standard  can  then  be  l og ical l y represented  by  
F igure  9  when  representing  a  s i ng le  commun ication  domain :  

  

Figure 9  – Technical  space  of a  s ing le  communication  domain  in  IEC  62746  
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The  commun ications  between  VTNs  and  VENs  shal l  a l l ow the  use  of a  communication  server 
to  manage  access  and  i n teractions.  Th is  i s  l argel y a  consequence  of the  communication  and  
securi ty requ i rements,  where  i t  wou ld  be  better to  l everage  a  commercial  communication  
product as  opposed  to  implementing  the  requ i red  functional i ty speci fica l l y for I EC 62746.  
Support of publ ish/subscribe  is  one  example  of a  requ i rement that i s  typ ical l y complex to  
implement i n  con j unction  wi th  the  other requ irements .  Two examples  of communication  
technolog ies  that i nvolve  servers  i nclude  JMS and  XMPP.  

Figure  1 0  shows  an  example  of th is  i n terface  being  used  by the  VTN  of a  market operator or 
aggregator to  communicate  wi th  a  set  of resources.  

  

Figure 1 0  – Example  appl ication  of IEC  62746  

I n  the  appl ication  of the  VEN  in terface,  there  are  a  variety of options  poss ib le :  

•  A DER/DR device  d i rectl y implements  the  I EC  62746  i n terface  for commun ication  wi th  
one  or more  VTNs  

•  A device  or appl ication  program  (such  as  a  CEM)  implements  the  I EC 62746  in terface  
for communication  wi th  one  or more  VTNs,  where  i t  then  acts  as  a  proxy for potentia l l y 
many local  devices  us ing  an  appropriate  in tegration  technology.  I n  th is  case  the  
i nd ividual  phys ical  resources  and  thei r i nd ividual  capabi l i ti es  may be  known  to  the  
VTN .  A VEN  therefore  may represent mu l ti p l e  l ocal  devices.  

•  A device  or appl ication  program  (such  as  a  CEM)  implements  the  I EC 62746  in terface  
for communication  wi th  one  or more  VTNs,  where  i t  then  coord inates  and  
communicates  wi th  potentia l l y many l ocal  devices  us ing  an  appropriate  i n tegration  
technology.  However i n  th is  case  the  VTN  may see  on l y vi rtua l i zed  resources  as  
opposed  to  the  i nd ividual  resources.  

•  An  aggregator or service  provider program  implements  the  I EC  62746  i n terface  for 
communication  wi th  one  or more  VTNs,  where  i n  tu rn  i t  may manage a  portfol i o  of 
resources  us ing  a  variety of i n tegration  mechan isms.  I n  th is  case  the  VTN  may see  
one  or more  vi rtual i zed  resources.  
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As  a  resu l t,  from  the  perspective  of a  VTN  i t  may see  a  set of VENs,  each  seen  as  manag ing :  

•  A s i ng le  phys ical  resource  

•  More  than  one  physica l  resource  

•  One  or more  vi rtual i zed  resources  

•  A combination  of phys ical  and  vi rtual i zed  resources  

The  management of the  resources  and  I EC  62746  VEN  i n terface  wi l l  commonl y be  real i zed  
us ing  a  CEM.  The  CEM  may implement other i n terfaces,  such  as  those  needed  us ing  for 
metering  or for con trol  and  mon i toring  of the  speci fic type  of resource.  Where  non- IEC 62746  
i n terfaces  are  used  to  i n tegrate  resources  the  CEM  performs  any necessary mapping  and  
l ocal  management of the  resources.   

 

Figure 1 1  – CEM  and  resource  relationsh ips  

Where  the  CEM  manages  a  set of resources,  i t  may make those  know as  i nd ividual  resources  
wi th  i nd ividual  capabi l i ti es  or more  commonl y as  an  aggregated  resource  where  the  
capabi l i ties  are  aggregated  to  project a  view of a  s i ng le  resource.  

However,  there  i s  no  expl ici t  requ i rement that a  CEM  be  used ,  as  a  resource  cou ld  be  
managed  us ing  a  smart device  that d i rectl y implements  the  I EC  62746  VEN  i n terface.  There  
cou ld  a lso  be  a  ‘ gateway’  device  that implements  the  I EC  62746  i n terface  and  passes  
messages  to  resources  us ing  other protocols.  F i gure  1 1  provides  an  example  of resource  
management us ing  a  CEM.  

5 Message transport and  services  

5.1  Transport requ i rements  

The I EC 62746  transport shal l  support real  time  transport.  Therefore  message  queu ing  
concepts  l i ke  store  and  forward ,  e . g .  e-mai l  are  not a l lowed .  Forward ing  between  
communication  servers  i s  a l lowed  under the  cond i ti on  that the  appl icable  real  time  
communication  requ i rements  are  satisfied .  Nevertheless  l im i tation  to  one  hop  is  
recommended .  

Real  t ime shal l  mean:  

•  Transport of an  even t message for one  event from  a  VTN  to  a l l  i ts  (d i rect)  VENs shal l  
be  done  wi th in  l ess  than  30  seconds.  

•  The  transport connection  shal l  be  open  permanentl y.  

IEC  
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•  Connection  establ ishment i nclud ing  complete  au thorization  and  key exchange  shal l  be  
done  wi th in  less  than  60  seconds.  

The  selected  transport protocol  sha l l  be  optim ized  for smal l  messages  wi th  low overhead .  
Th is  does  not exclude  l ong  messages.  The  real  time  requ irements  above  shal l  be  met wi th  
smal l  messages.  

A message i s  defined  as  smal l ,  i f i t  fi ts  i n  one  transm iss ion  packet.  The  maximum  path  
transm ission  un i t  i s  network dependent.  

NOTE  For I Pv6  the  maximum  path  transm ission  un i t  s i ze  i s  at  l east  1  280  i ncl ud i ng  headers.  

5.2  Supporting  messaging  standards  

I EC 62746  i s  transport-neu tral ,  bu t to  perm i t real i zation  l ater parts  wi l l  describe  the  mappings  
to  XMPP as  an  i n i ti a l  transport.  Th is  i s  mentioned  in  order to  provide  foreshadowing  of the  
basic capabi l i ti es  that are  needed  by a  message transport and  associated  services.  I t  i s  
i n tended  that add i tional  transports  cou ld  be  defined  i n  the  fu ture  based  upon  industry needs.  
Th is  i ncludes  peer to  peer communication  solu tions.  

5.3  Message  payloads  

There  are  a  variety of message  payloads  that can  be  conveyed  us ing  I EC  62746.  As  an  
example,  message  payl oads  re lated  to  DR/DER market communications  wi l l  typical l y be  
derived  from  the  I EC CIM  as  contextual  profi l es .  Message  payloads  are  rea l i zed  as  XML 
Schemas  (XSDs)  accord ing  to  the  ru les  of I EC  62361 -1 00.  F igure  1 2  provides  an  example  
schema d iagram  that was  derived  from  the  I EC  CIM.  Th is  payload  wou ld  be  encoded  wi th in  
the  message con tainer that i s  used  for the  g i ven  transport.  When  in formation  wi th in  payloads  
is  derived  from  d i fferen t i n formation  models  such  as  I EC  61 850,  d i fferen t namespaces  wi l l  be  
used .  

Copyright International  Electrotechnical  Commission  



 – 22  – I EC TS  62746-3:201 5    I EC  201 5  

 

Figure 1 2  – Example  payload  

The fu l l  set of message  payloads  and  detai l ed  descriptions  are  ou ts ide  the  scope  of th is  
Techn ical  Speci fication  and  are  left  to  other parts  of I EC 62746.  

5.4  Message  construction  

The structure  of a  message may be  dependent upon  the  message  conta iner defined  for use  
by a  speci fic messag ing  pattern  i n  con junction  wi th  a  speci fic transport.  For example,  the  
structu res  used  for a  request/repl y message pattern  may have  subtle  variations  from  the  
structu re  used  to  convey messages  using  a  publ i sh/subscribe  pattern .  At the  same time,  the  
message  s tructures  defined  for use  by a  speci fic transport may be  completel y generic and  
pattern  i ndependent.  

I n  a l l  cases,  the  message s tructure  shal l  m in imal l y convey i n  a  generic sense:  

•  Message  source  

•  Message  destination(s)  

•  Un ique  message  i den ti fi er 

•  Type  of action  (e . g .  an  I EC 61 968  verb)  

IEC  
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•  Appl ication-speci fic message payload ,  where  the  payload  has  a  type  and  appropriate  
namespaces  are  used  

A standard ,  generic message con tainer defin i ti on  i s  defined  by I EC 61 968-1 00.  However,  
some transports  such  as  XMPP may a l ready have  a  sufficien t message  con tainer defined  and  
not need  an  I EC  61 968-1 00  message  con tainer.  

5.5  Messaging  patterns  

5.5. 1  General  

Central  to  I EC  62746  are  several  messag ing  patterns  that are  supported  by the  messag ing  
in frastructure.  W i th in  each  pattern  there  may be  d i fferences  i n  the  fo l lowing :  

•  The  in i ti ator and  target(s),  where  mu l ti ple  targets  requ i re  the  use  of publ i sh/subscribe  
messag ing  

•  Precond i ti ons,  such  as  subscriptions  for publ ish /subscribe  messag ing  

•  The  s tructure  of the  message  conta iner 

•  The  p lacement and  usage  of payloads  wi th in  message  containers  

The  speci fic patterns  l everaged  by th is  Techn ical  Speci fication  i nclude:  

•  Transactional  request/repl y,  wh ich  can  be  i n i ti ated  by the  VTN  to  a  speci fic i nd ividual  
VEN ,  or by the  VEN  to  the  VTN  

•  Query request/repl y,  wh ich  can  be  i n i ti ated  by the  VTN  to  a  speci fic  VEN ,  or by a  VEN  
to  the  VTN  

•  Even ts  publ ished  by the  VTN  to  zero  or more  VENs.  A common  use  of th is  wou ld  be  to  
publ ish  market s i gnals ,  such  as  real  time  price  s i gnals  or demand  response events.  
Note  that there  are  cases  where  there  may be  zero  VENs i n terested  i n  a  speci fic event  
type  at a  g i ven  poin t in  time,  such  as  when  a  new event type  i s  added  but no  existing  
VENs  yet  have  a  need  for i t  as  an  example  

•  Even ts  publ ished  by a  VEN  to  the  VTN .  A common  use  of th is  wou ld  be  to  report s tate  
changes,  measurements  and  events  

•  Presence,  wh ich  i s  publ i shed  by the  VTN  and  a l l  VENs  to  the  communication  server or  
from  the  VENs to  the  VTN .  A common  use  of th is  wou ld  be  to  track the  avai l ab i l i ty of 
resources.  A presence message  may i nd icate  a  s tatus  change event,  or may be  a  non-
event that j ust provides  a  heartbeat to  the  communication  in frastructure  wi th  current  
status  

I t  i s  important to  note  that communications  between  VENs,  wh i l e  supported  by many 
communication  transports,  are  curren tl y ou ts ide  the  scope of th is  Techn ical  Speci fication .  

5.5.2  Transactional  request/reply message patterns  

Transaction  request/reply messages  i nvolve  the  use  of a  message  con tainer to  send  
transactional  requests,  where  the  i n i ti ator expects  a  response  from  the  target.  I n  terms  of 
IEC 61 968-1 00,  th is  involves  the  use  of the  ‘create’ ,  ‘change’ ,  ‘de lete’  or ‘cancel ’  verbs  wi th in  
the  I EC 61 968-1 00  message envelope  and  a  correspond ing  payload  that i den ti fies  the  
i n formation  to  be  created ,  changed ,  deleted  or canceled .  
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Figure 1 3  – Transactional  request/reply i n i tiated  by VTN  

Where  F igure  1 3  describes  the  transaction  being  i n i ti ated  by the  VTN ,  F igu re  1 4  shows  a  
sim i lar pattern  where  the  transaction  i s  i n i ti ated  by the  VEN .  

 

 

Figure 1 4 – Transaction  request/reply in i tiated  by VEN  

5.5.3  Query request/reply messages  

Query request/repl y message  patterns  are  used  where  the  i n i ti ator i s  requesting  that speci fic  
i n formation  be  returned  by the  target.  I n  terms  of I EC 61 968-1 00,  th is  i nvolves  the  use  of the  
‘get’  verb  wi th in  the  I EC 61 968-1 00  message envelope.  F igure  1 5  describes  the  i n teractions  
where  the  query is  i n i ti ated  by the  VTN  to  a  VEN .  

IEC  

IEC  
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Figure 1 5  – Query request  i n i tiated  by VTN  

Figure  1 6  describes  the  i n teractions  where  the  query is  i n i tiated  by a  VEN  to  the  VTN .  

 

Figure 1 6  – Query request  i n i tiated  by VEN  

5.5.4  Event Messages  

With in  I EC 62746  there  are  two categories  of even t messages.  The  fi rst case  i s  where  VENs  
subscribe  to  conten t of i n terest and  correspond ing  even ts  are  then  publ ished  by the  VTN .  
Figure  1 7  provides  an  example  where  a  set of i n terested  VENs  subscribe  to  i n formation  that 
m ight be  publ ished  to  a  defined  ‘node’ ,  wh ich  then  enables  a  copy of re lated  events  to  be  sen t  
to  the  VEN  when  publ ished .  VENs that do  not subscribe  wi l l  not  get a  copy of the  even t.  

IEC  

IEC  
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Figure 1 7  – Example  of VTN  in i ti ated  events  

The second  category are  even ts  that are  i n i tiated  by a  VEN  use  a  s impler pattern ,  as  they are  
simpl y a  message from  the  VEN  d i rectl y to  the  VTN  and  do  not requ ire  the  use  of a  mu l ti -
casted  publ ish /subscribe.  Th is  i s  described  in  F igu re  1 8.  

   

Figure 1 8  – VEN  in i tiated  events  

IEC  

IEC  

Copyright International  Electrotechnical  Commission  



I EC TS  62746-3:201 5    I EC  201 5  – 27  – 

5.5.5  Presence  

Presence messages  are  used  to  report the  s tate  of a  VEN .  These  are  publ ished  by a  VEN  to  
the  commun ication  i n frastructu re.  These  may represent  a  change  in  state  of the  VEN ,  or 
s impl y be  reflecti ve  of a  period ic heartbeat  to  the  communication  i n frastructure.   

5.6  Publ ish /subscribe  messaging  

Even t messages  may be  i n i tiated  from  a  VTN  to  many VENs.  Because  the  message  has  more  
than  one  desti nation ,  publ ish/subscribe  messag ing  i s  needed .  The  l og ical  add ress  of a  
publ ish /subscribe  message  is  speci fi ed  us ing  a  l og ical l y named  ‘node’ ,  wh ich  i s  equ ivalent to  
a  JMS topic.  I n  th is  pattern ,  VENs  subscribe  to  one  or more  wel l  known  ‘nodes’ .   

When  using  publ ish /subscribe  messag ing ,  the  messages  are  addressed  to  defined  nodes.  
Once these  nodes  are  defined ,  the  VENs  may subscribe  to  them .  Nodes  may be  organ ized  
h ierarch ical l y.  An  example  is  provided  i n  F igure  1 9 .  

 

Figure 1 9  – Example  of publ ish/subscribe nodes  

IEC  
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6 Securi ty 

Cyber securi ty i s  a  key i ssue  for th is  Techn ical  Speci fication ,  especia l l y g iven  the  need  for 
many parties  to  i n teract over the  I n ternet.  Physical  securi ty i s  ou ts ide  the  scope of th is  
Techn ica l  Speci fication .  

The  commun ication  server functional i ty described  i n  th is  cl ause  may be  implemented  in  the  
VTN .  

Specia l  a ttention  shal l  be  g iven  to  I EC  62351  and  I EC  62443.  The  securi ty requ i rements  for 
private  networks  have  to  be  exam ined  on  a  case  by case  basis.  

For VENs  to  accept i nbound  connections,  ports  wou ld  need  to  be  opened  i n  fi rewal ls  creating  
many poin ts  of vu lnerabi l i ti es.  However,  th is  problem  may be  avoided  i f a l l  connections  are  
made out bound  to  a  communications  server i n  a  DMZ or cloud .  The  commun ications  server i s  
then  responsible  for au then tication ,  protecti ng  against  DoS,  etc.   

F i gu re  20  describes  the  re lationsh ips  between  VTNs,  VENs,  a  commun ication  server and  
network i n frastructure.  

Each  VTN  and  each  VEN  shal l  have  an  accoun t on  a  communication  server.  I n  the  case  
where  a  VEN  belongs  to  more  than  one  commun ication  domain  i t  may have  a  separate  
account  for each  domain .  The  commun ication  server and  the  VTNs  and  the  VENs  are  
au thenticated  by certi ficates  or other su i table  means.  A VTN  may i nclude  the  commun ication  
server functional i ty.  

Role-based  access  con trol  shal l  be  used  to  manage  the  privi l eges  to  access  and  manage  the  
vi rtua l  resource.  An  account can  be  ass igned  one  or more  roles .  The  ro les  may d ictate  wh ich  
speci fic i n formation  or actions  are  perm i tted .  As  an  example,  access  to  speci fic  
publ ish /subscribe  nodes  i s  control led  by role.  VTNs  and  VENs shal l  a l l ow the  ass ignment of 
i nd ividual  properties  of vi rtua l  resources  to  one  or more  roles.  

The  communication  between  the  communication  server and  the  VTNs  and  the  VENs  i s  
secured  us ing  mechan isms such  as  mutual l y au thenticated  TLS .  Non-repud iation  shal l  be  
supported .  The  detai l s  of the  securi ty implementation  are  defined  as  a  part of the  transport-
speci fic mappings.  

The  commun ication  server i s  a  trusted  enti ty for a l l  other parties  to  forward  messages  
i nclud ing  i n formation  on  groups  for communication ,  generate  even t noti fication ,  and  store  
pub/sub  i n formation .  The  impl ications  of key management shal l  a lso  be  addressed  as  a  part 
of the  transport-speci fic mappings.  

The  objecti ve  of the  design  shal l  be  to  m in im ize  the  securi ty burden  for the  VEN ’s  and  VTNs  
as  much  as  poss ib le,  however the  securi ty requ i rements  for VTNs and  VENs  connected  to  the  
I n ternet remain  s i gn i fican t.  I f a  VTN  i ncludes  communication  server functional i ty i t  i nheri ts  the  
correspond ing  securi ty requ irements.  

The  main  burden  of securi ty i s  on  the  commun ication  server s i de .  Th is  i ncl udes  protection  
against attacks  from  the  i n ternet l i ke  port scans,  den ial  of service  or s im i lar attacks  wh ich  is  
very resource  consum ing .  
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Figure 20  – Securi ty overview 

The d iagram  shows  three  types  of network segments:  

•  Pri vate  networks,  wh ich  may be  networks  provided  by a  customer or market operator 
and  shal l  remain  protected  from  inbound  connections  

•  I n ternet,  wh ich  is  viewed  as  an  unsecure  communication  i n frastructure  

•  A DMZ or cl oud  used  for the  deployment of a  supporting  communications  server.  Th is  
wi l l  a l l ow inbound  connections  on  designated  communications  ports  using  secure  
au thentication  mechan isms.  F i rewal l  capabi l i ties  may be  l everaged  to  fu rther protect  
the  communication  server from  den ial  of service  attacks.  

7 Scalabi l i ty and  avai labi l i ty 

The commun ication  server functional i ty described  i n  th is  clause  may be  implemented  in  the  
VTN .  

Scalabi l i ty and  avai l abi l i ty are  l argel y accompl i shed  by the  add i tiona  of commun ication  
servers,  where  the  commun ication  to  VENs  i s  federated  among  the  communication  servers .  

The  communication  server shal l  provide  avai labi l i ty by redundancy of the  servers  themselves  
and  associated  databases  or other means  as  i n  server cl uster.  

For scalabi l i ty the  d istribution  of messages  i s  done  by the  commun ication  server.  

Requests  for pub/sub  data  or meta  data  are  hand led  by the  communication  server,  e . g .  i f a  
VTN  provides  a  real  time  price  then  th is  price  i s  forwarded  by the  communication  server to  a l l  
addresses  VENs.   

The  commun ication  server may be  real i zed  as  a  server cluster.  
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Figure 21  – Configuration  for scalabi l i ty and  avai labi l i ty 

Avai l ab i l i ty of VTNs  has  to  be  addressed  by the  VTNs  themselves,  e. g .  by redundancy.  
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Annex A 
(informative)  

 
Requirements  

 

A.1  General  

The requ irements  are  made on  the  background  of main l y commercia l  use  cases.  Add i tional  
requ irements  from  operations  may be  added .  

A.2  Principles  

The fol lowing  are  key arch i tectural  pri ncip les  to  be  fol lowed  for th is  Techn ical  Speci fication ,  
wh ich  are  at  l east i n  part a  d isti l l ation  of the  functional  and  non-functional  requ i rements .  

•  Possib i l i ti es  of cyber attacks  crossing  the  i n terfaces  are  to  be  preven ted  

•  I n terfaces  shal l  be  based  upon  open  technolog ies  and  standards  

•  I n terfaces  shal l  be  based  upon  or perm i t the  use  of common  software  technolog ies  

•  I n terfaces  shal l  be  i nheren tl y extens ib le,  a l lowing  for new appl ication  messages  to  be  
defined  over time as  wel l  as  the  i n troduction  of new e lemen ts  i n to  existing  messages   

•  I n terface  development shal l  be  agnostic wi th  respect to  programming  l anguages  and  

operati ng  systems,  bu t at the  same time shal l  not  preclude  the  use  of J ava,  C++ ,  C#,  
Python ,  L inux,  Windows,  Android ,  etc.  

•  I n terface  speci fications  shal l  be  agnostic wi th  respect to  communication  technology i n  
order to  a l low for mu l tip le  protocol  mappings  

•  Shal l  establ ish  a  l ow end  technology threshold  for end  poin t devices  and  re lated  
software  components  i n  order to  avoid  l im i ti ng  the  capabi l i ti es  and  techn ical  reach  of 
the  arch i tecture  i n  order to  support ‘constra ined ’  devices  that  can  not  read i l y support  
I n ternet-based  communications  

I t  i s  the  i n tent  that these  pri ncip les  wi l l  provide  an  arch i tecture  that wi l l  be  viab le  for decades  
i n to  the  fu ture.  

A.3  Addi tional  communication-specific functional  requirements    

The functional  requ i rements  for I EC  TS  62746-3  are  to  some exten t defi ned  wi th in  
IEC TR 62746-2.  The  focus  of th is  subclause  i s  to  describe  add i ti onal  functional  requ irements  
that  are  more  focused  on  the  functional i ty to  be  provided  by the  i n terfaces  and  functional  
responsib i l i ti es  associated  wi th  the  techn ical  ro les  defined  by th is  Techn ical  Speci fication .  

The  arch i tecture  is  in tended  to  address  a  set of importan t functional  requ i rements  as  re lated  
to  communications  d i rectl y to  and  ind i rectl y i n  support of devices  that may be  connected  to  
the  e lectrica l  grid .  The  fol lowing  are  functional  requ i rements:  

•  Resources/virtual  resources  shal l  have  a  un ique  i den ti ty.  Th is  identi ty may be  used  as  
a  l og ical  address  for communications.   

•  Resources/virtual  resources  shal l  be  configured  wi th  credentials  that enable  them  to  
make authenticated  connections  to  a  trusted  commun ication  i n frastructure.  

•  Adequate  securi ty measures  shal l  be  i ncluded  to  ensure  the  protection  of in formation  
carried  over the  i n ternet.  E . g .  communications  over the  I n ternet  sha l l  be  encrypted .  

•  Resources/virtual  resources  shal l  not be  requ i red  to  accept inbound  connections,  
where  there  shal l  not be  the  need  to  open  ports  i n  fi rewal ls  to  a l l ow them  to  
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commun icate  over the  I n ternet.  Vi rtual  resources  wi l l  on l y make outbound  connections  
to  the  communication  i n frastructure  us ing  thei r creden tia ls.  

•  Resources/virtual  resources  shal l  be  able  to  receive  messages  asynchronousl y,  
wi thout  the  need  to  pol l  a  control ler.  

•  Group commun ications  shal l  be  supported ,  where  a  control l er can  address  a  message  
to  a l l  members  of a  group.  Vi rtual  resources  may have  membersh ip  i n  zero  or more  
groups.  Th is  means  that each  message shal l  have  a  s i ng le  source,  bu t poten tia l l y 
many desti nation  addresses  where  a  desti nation  address  may be  a  group address  that 
i s  main tained  and  managed  by the  communication  i n frastructure.  

•  I t  sha l l  be  possib le  for a  control l er to  read i l y determ ine  the  presence and  state  of a  
device.  

•  The  order of messages  shal l  be  preserved .  I n  th is  way a  device  wi l l  see  a l l  of the  
commands  issued  by a  con trol l er i n  the  proper order,  and  a  control ler may see  a l l  of 
the  even ts  i ssued  by a  device  in  the  proper order.  

•  There  shal l  be  mechan isms for time synchron ization  and  timestamps  on  messages.  

•  Message content sha l l  be  extens ible .  I f a  message conta ins  add i ti onal  i n formation  not  
understood  by a  device,  i t  can  be  i gnored  and  the  sender shal l  real i ze  and  
accommodate  for th is  fact.  

•  Resources/virtual  resources  shal l  be  configured  wi th  parameters  that control  aspects  
of thei r behavior and  i denti fy thei r capabi l i ti es.  Some of these  may be  publ i c and  some  
may be  private.  Devices  shal l  subm i t thei r publ i c parameters  to  the  communications  
i n frastructure.  

•  Existi ng  proven  protocols  shal l  be  used  as  the  bas is  of the  communications  
i n frastructure.  

•  Resources/virtual  resources  or con trol l ers  shal l  support a  ro le  based  securi ty model  
wh ich  defines  access  down  to  parameter or message  type  level .  

•  There  shal l  be  a  mechan ism  to  update  credentia ls,  e . g .  wi thdraw certi ficates.  

•  Devices  or control lers  shal l  be  capable  to  s imu l taneousl y hold  mu l ti ple  connections  to  
d i fferent  communication  partners  wi th  d i fferent trust l evels .  

The  fol l owing  are  needed  communication  services,  where  appl ication  l evel  services  wou ld  be  
l ayered  upon  these  basic  communication  services:  

•  Connection  management 

•  Au then tication  

•  I n tegri ty protection  

•  Publ ish/Subscribe  messag ing  

•  Request/Repl y messag ing  

•  Even t messag ing  

•  Message  encryption  

Configuration  services  shal l  be  supported .  

A.4  Non-functional  requirements    

The arch i tecture  i s  a lso  i n tended  to  address  a  set  of importan t non-functional  requ i rements  as  
re lated  to  communications  d i rectl y to  and  i nd i rectl y in  support of devices  that may be  
connected  to  the  e lectrical  g rid .  The  fol l owing  are  non-functional  requ i rements:  

•  Sha l l  support connectivi ty over publ ic  networks,  e . g .  the  I n ternet  
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•  Preference shou ld  be  g i ven  wi th in  I EC i n te l lectual  property ru les  compl iant  so lu tions  to  
so lu tions  based  on   non  proprietary software  or free  l i censing  for the  development of 
VENs  that  use  the  i n terfaces  

•  Shal l  not be  ti ed  to  a  s ing le  programming  l anguage or operati ng  system ,  and  
conversel y shal l  a l l ow for implementation  using  a  variety of common l y used  
programming  l anguages  and  operati ng  systems,  i nclud ing  those  found  on  mobi l e  
devices  

•  Shal l  be  scalable,  where  i t  i s  poss ib le  to  support thousands  of VENs wi th  a  s i ng l e  
communication  server,  and  al l ow for federation  us ing  many communication  servers  

•  I n  case  of s i ng le  poin t of fai l u re  redundant so lu tions  shal l  be  poss ib le  (avai labi l i ty)  

•  Sha l l  a l l ow for au then tication  of  trusted  connections  and  encryption  

•  Sha l l  have  a  scheme by wh ich  the  i den ti ty of VEN  devices  can  be  trusted  

•  Sha l l  support efficien t ‘push ’  communications  mechan isms  wi thout the  need  to  open  
ports  i n  fi rewal ls  to  enable  commun ication  the  VENs  and  reverse  

•  Sha l l  a l l ow for appl ication-defined  XML  message  payloads  

•  Sha l l  support publ ish /subscribe  mechan isms,  i nclud ing  capabi l i ti es  to  address  
messages  from  VTNs  to  groups  of VENs  

•  Shal l  support publ ish /subscribe  mechan isms,  i ncl ud ing  capabi l i ti es  to  address  
messages  from  VENs  to  g roups  of VTNs  

•  Shal l  support publ ish /subscribe  mechan isms,  incl ud ing  capabi l i ti es  to  address  
messages  from  VTN  to  g roups  of VENs  

•  Shal l  support i n troduction  of new message  types  wi thout  breaking  the  wi re  protocol  

•  Shal l  be  poss ib le  to  determ ine  the  status  of VENs  by VTNs  (permanent l i fe  check)  

•  Shal l  comply wi th  the  I EC 62351  framework 

•  Shal l  support i n term i ttent  communication ,  where  del i very guaran tees  are  provided  

•  Shal l  support mobi l e  vi rtual  resources,  wh ich  i ncludes  e lectric veh icles  and  mobi l e  
storage  devices  and  mobi le  generation  

•  The  abi l i ty to  be  external l y/l ocal l y configured  and  managed  as  necessary to  define  
i denti ty,  connection  parameters  and  parameters  that describe  capabi l i ti es  as  needed  
for participation  in  DR programs  

•  Shal l  support cascad ing  aggregation  of vi rtual  resources  
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Annex B  
(informative)  

 
Message payload  profi les  

 

Figure  B. 1  describes  the  poss ib le  s tructure  of profi l es  used  for messages.  Th is  i s  provided  
here  for conven ience  purposes.  

 

Figure B. 1  – Profi le  structure  

Payloads  are  to  be  real i zed  using  XML,  where  payload  structures  are  defined  us ing  XML  
schemas.  
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