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FOREWORD 

1 )  The  I n ternati ona l  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for standard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees) .  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen ta l  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possi b l e  i n  thei r nati ona l  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tsel f does  not  provi de  any a ttestati on  of con form i ty.  I n dependen t  certi fi cati on  bod ies  provide  conform i ty 
assessmen t services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsibl e  for any 
services  carri ed  ou t  by i n dependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i n cl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i cal  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  pub l i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Pub l i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct appl i cati on  of th i s  publ i cati on .  

9 )  Atten ti on  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect  of 
paten t ri gh ts .  I EC  sha l l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts.  

The  main  task of I EC techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  
speci fication  when  

•  the  requ i red  support cannot be  obtained  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subject i s  sti l l  under techn ical  development or where,  for any other reason ,  there  i s  the  
fu ture  bu t no  immed iate  possibi l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subject to  review wi th in  three  years  of publ ication  to  decide  
whether they can  be  transformed  i n to  I n ternational  Standards.   

I EC  TS  62668-2,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by I EC techn ical  
commi ttee  1 07:  Process  management for avion ics.  
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Th is  second  ed i tion  cancels  and  replaces  the  fi rst ed i tion ,  publ i shed  i n  201 4.  Th is  ed i tion  
consti tu tes  a  techn ical  revision .  

Th is  ed i tion  i ncludes  the  fol lowing  s ign i fican t techn ical  changes  wi th  respect to  the  previous  
ed i tion :   

a)  Updates  to  the  ri sk assessment process.  

b)  Updates  to  the  test methods  includ ing  reference  to  the  SAE  AS61 71  test methods  i n  
development.  

c)  Updates  in  l i ne  wi th  I EC  TS  62668-1  for defin i tions  and  references  to  DFARS and  removal  
of reference  to  RECS.  

Th is  techn ical  speci fication  i s  to  be  used  i n  con junction  wi th  I EC  TS  62239-1  and   
I EC  TS  62668-1 .  

The  text of th is  techn ical  speci fication  i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

1 07/280/DTS  1 07/286/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  speci fication  can  be  found  in  
the  report on  voting  i nd icated  i n  the  above  table.  

Th is  document has  been  d rafted  i n  accordance  wi th  the  ISO/IEC Di rectives,  Part 2 .  

A l i st  of a l l  the  parts  i n  the  I EC  62668  series,  publ i shed  under the  general  ti tl e  Process 
management for avionics – Counterfeit prevention ,  can  be  found  on  the  IEC  websi te.  

The  commi ttee  has  decided  that the  con ten ts  of th is  document wi l l  remain  unchanged  un ti l  the  
stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  related  to  
the  speci fic document.  At th is  date,  the  document wi l l  be   

•  transformed  i n to  an  I n ternational  standard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore  print th is  document using  a  
colour printer.  
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I NTRODUCTION  

The  avion ics  i ndustry has  a  responsibi l i ty to  ensure  that a l l  fl i gh t equ ipment produced  has  a  
pred icted  product l i fe  wh ich  correlates  to  the  pred icted  repai r and  service  l i fe  to  ensure  the  
publ ic  i s  not endangered .  Typical l y an  orig inal  equ ipment manufacturer (OEM)  calcu lates  a  
mean  time  between  fai lu re  (MTBF)  and  possibly a  mean  time  to  fa i lu re  (MTTF)  pred iction .  
These  calcu lations  assume a l l  components  are  new,  or considered  as  “unused” ,  at the  poin t 
of i n troduction  in to  fl i gh t use  and  that no  usefu l  component l i fe  and /or any “unsafe”  
component cond i tions  have  been  used .  For example  i t  i s  therefore  essentia l  that counterfei t,  
recycled  and  fraudu len t components  wh ich  have  had  potentia l l y some of thei r ”usefu l  l i fe”  
consumed  and  wh ich  may a lso  be  mal function ing  are  not purchased  for use  in  aerospace,  
defence  and  h igh  performance  (ADHP)  industries.   
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PROCESS MANAGEMENT FOR AVIONICS –  
COUNTERFEIT PREVENTION  –  

 
Part 2:  Managing  electronic components   

from  non-franchised  sources 
 
 
 

1  Scope  

Th is  part of I EC  62668,  wh ich  i s  a  techn ical  speci fication ,  defines  requ i rements  for avoid ing  
the  use  of coun terfei t,  recycled  and  fraudu len t components  when  these  components  are  not 
purchased  from  the  orig inal  component manufacturer (OCM)  or are  purchased  from  ou tside  of 
franch ised  d istribu tor networks  for use  i n  the  aerospace,  defence  and  h igh  performance  
(ADHP)  industries.  Th is  practice  i s  used ,  as  derogation ,  on ly when  there are no reasonable or 
practical  a l ternatives.  

NOTE  Typi cal l y th i s  techn ica l  speci fi cati on  i s  used  i n  con j uncti on  wi th  I EC  TS  62239-1  and  I EC  TS  62668-1 ,  
enab l i ng  ADHP i ndustri es  to  manage  and  avoi d  the  use  of coun terfei t,  recycl ed  and  fraudu l en t  componen ts  i n  the i r 
suppl y chai ns .  

Al though  developed  for the  ADHP industry,  th is  document may be  used  by other h igh-
performance and  h igh-rel i abi l i ty i ndustries,  at thei r d i scretion .  

2  Normative references  

The  fol lowing  documents  are  referred  to  i n  the  text i n  such  a  way that some  or a l l  of thei r 
con ten t consti tu tes  requ i rements  of th is  document.  For dated  references,  on ly the  ed i tion  
ci ted  appl ies.  For undated  references,  the  l atest ed i tion  of the  referenced  document ( includ ing  
any amendments)  appl ies.  

I EC  TS  62239-1 ,  Process management for avionics – Management plan  – Part 1 :  Preparation 
and maintenance of an  electronic components management plan 

I EC  TS  62668-1 : 201 6,  Process management for avionics – Counterfeit prevention – Part 1 : 
Avoiding the use of counterfeit,  fraudulent and recycled electronic components 

3  Terms,  defin i tions  and  abbreviated  terms   

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i tions  apply.  

I SO  and  I EC  main tain  terminolog ical  databases  for use  i n  standard ization  at  the  fol lowing  
addresses:  

•  I EC  Electroped ia:  avai lable  at h ttp: //www.electroped ia.org / 

•  I SO  On l ine  browsing  p latform:  avai lable  at h ttp: //www. iso.org/obp  

3.1 .1   
aftermarket source  
resel ler wh ich  may or may not be  under con tract wi th  the  orig inal  component manufacturer 
(OCM)  or i s  sometimes  a  component “re-manufacturer” ,  under con tract wi th  the  OCM  
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Note  1  to  en try:  The  resel l er accumu lates  i nven tories  of encapsu l ated  or non -encapsu lated  componen ts  (wafer 
and /or d i e)  whose  end  of l i fe  date  has  been  publ i shed  by the  OCM.  These  componen ts  are  then  resol d  at  a  profi t  to  
fi l l  a  need  wi th i n  the  market  for components  that  have  become  obsolete.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 ]  

3.1 .2   
broker 
i nd ividual  or corporate  organ ization  that serves  as  an  i n termed iary between  buyer and  sel ler 

Note  1  to  en try:  I n  the  e l ectron ic  component  sector a  broker speci fi ca l l y seeks  to  supply obsol ete  or hard  to  fi nd  
componen ts  i n  order to  tu rn  a  profi t.  To  do  so  i t  may accumu late  an  i nven tory of componen ts  cons idered  to  be  of 
s trateg ic val ue  or may re l y on  i nven tori es  accumu lated  by another.  The  broker operates  wi th i n  a  worl dwide  
componen t exchange  network.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 2 ]  

3.1 .3   
COTS  product 
commercial  off-the-shelf product 
one  or more  components,  assembled  and  developed  for mu l tip le  commercial  consumers,  
whose  design  and /or configuration  i s  control led  by the  manufacturer’s  speci fication  or i ndustry 
standard  

Note  1  to  en try:  COTS  products  can  i ncl ude  e l ectron ic componen ts ,  subassembl i es  or assembl i es,  or top  l evel  
assembl i es.  E lectron ic  COTS  subassembl i es  or assembl i es  i ncl ude  ci rcu i t  card  assembl i es,  power suppl i es,  h ard  
d ri ves,  and  memory modu l es .  Top- l evel  COTS  assembl i es  i ncl ude  a  fu l l y i n teg rated  rack of equ i pmen t such  as  ra i d  
arrays,  fi l e  servers  to  i nd i vi dual  swi tches,  rou ters ,  personal  compu ters ,  or s im i l ar equ ipment.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 3]  

3.1 .4  
counterfei t,  verb   
action  of s imu lating ,  reproducing  or mod i fying  a  materia l ,  good  or i ts  packag ing  wi thou t 
au thorization  

Note  1  to  en try:  I t  i s  the  practi ce  of produci ng  products  wh ich  are  im i tati ons  or are  fake  goods  or services.  Th i s  
acti vi ty i n fri nges  the  i n te l l ectua l  property ri gh ts  of the  ori g i na l  manufactu rer and  i s  an  i l l ega l  act.  Coun terfei ti n g  
general l y re l ates  to  wi l l fu l  trademark i n fri ngemen t.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 4 ]  

3.1 .5   
counterfei ted  component 
materia l  good  im i tating  or copying  an  au then tic materia l ,  good  wh ich  may be  covered  by the  
protection  of one  or more  reg istered  or confiden tia l  i n te l lectual  property ri gh ts  

Note  1  to  en try:  A coun terfe i ted  componen t  i s  one  whose  i den ti ty or ped i g ree  has  been  a l tered  or m isrepresen ted  
by i ts  suppl i er.  

I den ti ty =  ori g i na l  manu factu rer,  part  number,  date  code,  l ot  number,  testi ng ,  i nspecti on ,  d ocumen tati on  or warran ty 
etc.  

Ped ig ree  =  ori g i n ,  ownersh i p  h i story,  s torage,  hand l i ng ,  physi ca l  cond i ti on ,  previ ous  use,  etc.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 5]  

3.1 .6   
customer device  specification  
device  speci fi cation  wri tten  by a  user and  agreed  by the  suppl ier 

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 6 ]  
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3.1 .7   
customer  
user 
orig inal  equ ipment manufacturer (OEM)  wh ich  purchases  e lectron ic components,  i nclud ing  
i n tegrated  ci rcu i ts  and /or semiconductor devices  compl ian t wi th  th is  techn ical  speci fi cation ,  
and  uses  them  to  design ,  produce,  and  main tain  systems 

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 7]  

3.1 .8   
data  sheet 
document prepared  by the  manufacturer that describes  the  e lectrical ,  mechan ical ,  and  
envi ronmental  characteristics  of the  component 

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 8]  

3.1 .9   
franchised  d istributor or agent 
i nd ividual  or corporate  organ isation  that i s  l egal l y i ndependent from  the  franch iser ( i n  th is  
case  the  e lectron ic component manufacturer or OCM)  and  agrees  under con tract to  d istribu te  
products  using  the  franch iser’s  name  and  sales  network 

Note  1  to  en try:  D i stri bu ti on  acti vi t i es  are  carri ed  ou t  i n  accordance  wi th  s tandards  set  and  con trol l ed  by the  
franch i ser.  Sh ipmen ts  against  orders  p l aced  can  be  d i spatched  e i ther d i rect  from  the  OCM  or the  franch i sed  
d i s tri bu tor or agen t.  I n  other words,  the  franch i sed  d i s tri bu tor en ters  i n to  con tractual  ag reemen ts  wi th  one  or more  
e l ectron ic  componen t  manu factu rers  to  d i s tri bu te  and  sel l  the  sai d  componen ts.  D i stri bu ti on  ag reemen ts  may be  
s ti pu l ated  accord i ng  to  the  fol l owing  cri teri a :  geograph ica l  area,  type  of cl i en te l e  (avi on ics  for example),  maximum  
manu factu ri ng  l ot  s i ze.  Componen ts  sou rced  th rough  th i s  rou te  are  protected  by the  OCM’s  warran ty and  suppl i ed  
wi th  fu l l  traceabi l i ty.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 9]  

3.1 .1 0   
fraudu lent component 
electron ic component produced  or d istribu ted  e i ther i n  violation  of reg ional  or l ocal  l aw or 
regu lation ,  or wi th  the  i n ten t to  deceive  the  customer 

Note  1  to  en try:  Th i s  i ncl udes  bu t  i s  not  l im i ted  to  the  fol l owing  wh i ch  are  examples  of components  wh i ch  are  
fraudu l en tl y sol d  as  new ones  to  a  customer:   

1 )  a  s to l en  componen t;   

2 )  a  componen t  scrapped  by the  ori g i nal  componen t  manu facturer (OCM)  or by any u ser;   

3 )  a  recycl ed  componen t,  that  becomes  a  fraudu l en t  recycl ed  componen t when  i t  i s  a  d i sassembled  componen t 
resol d  as  a  new componen t  (see  F i gu re  1 ) ,  where  typ i ca l l y there  i s  evi dence  of pri or u se  and  rework ( for 
example  so l der,  re-pl ati ng  or l ead  re-attachmen t acti vi ty)  on  the  componen t package  term inati ons;   

4 )  a  coun terfe i t  componen t,  a  copy,  an  im i tati on ,  a  fu l l  or parti a l  substi tu te  of brands;   

5)  fraudu l en t designs,  mode l s  ,  paten ts ,  software  or copyri gh t sol d  as  bei ng  new and  au then ti c.  For example:  a  
componen t whose  production  and  d i stri bu ti on  are  not  con trol l ed  by the  ori g ina l  manu factu rer;   

6 )  u n l i censed  copies  of a  desi gn ;   

7 )  a  d i sgu i sed  component  ( remarki ng  of the  ori g i nal  manu factu rer’ s  name,  reference  date/code  or other 
i d en ti fi ers  e tc. ) ,  wh i ch  may be  a  coun terfei t  component  (see  F i gu re  1 ) ;   

8 )  a  componen t  wi thou t  an  i n ternal  s i l i con  d i e  or wi th  a  substi tu ted  s i l i con  d i e  wh i ch  i s  not  the  ori g i nal  
manu factu rer’ s  s i l i con  d i e.   

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 0]  
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3.1 .1 1   
m icrocircu i t 
component 
device  
electrical  or e lectron ic device  that i s  not subject to  d isassembly wi thou t destruction  or 
impairment of design  use  and  i s  a  smal l  ci rcu i t  having  a  h igh  equ ivalen t ci rcu i t  e lement 
densi ty wh ich  i s  considered  as  a  s ing le  part composed  of i n terconnected  e lements  on  or 
wi th in  a  s ing le  substrate  to  perform  an  electron ic ci rcu i t  function  

Note  1  to  en try:  Th i s  excl udes  pri n ted  wi ri ng  boards  /  pri n ted  ci rcu i t  boards,  ci rcu i t  card  assembl i es  and  modu l es  
composed  excl us i vel y of d i screte  e l ectron ic  components).  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 1 ]  

3.1 .1 2   
non-franch ised  d istributor 
compan ies  wh ich  do  not fa l l  under a  franch ised  d istribu tor or OCM  

Note  1  to  en try:  These  d i s tri bu tors  may pu rchase  componen ts  from  componen t  manu factu rers ,  franch i sed  
d i s tri bu tors ,  or th rough  other suppl y channel s  (open  markets) .  These  d i stri bu tors  cannot  a lways  provi de  the  
guaran tees  and  support  provided  by the  franch i sed  d i s tri bu tor network;  components  sourced  th rough  th i s  sou rce  
are  u sual l y protected  by the  sou rce’s  warran ty on l y.  However,  some  of them  are  able  to  pu rchase  traceabl e  
componen ts  and /or to  provide  traceab i l i ty paperwork and /or are  abl e  to  retu rn  s tock for i n vesti gati on  to  the  OCM.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 2]  

3.1 .1 3   
OCM  
orig inal  component manufacturer 
company speci fying  and  manufacturing  the  e lectron ic component 

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 3]  

3.1 .1 4  
OEM  
orig inal  equ ipment manufacturer  
manufacturer wh ich  defines  the  e lectron ic subassembly that i ncludes  the  e lectron ic 
components  or defines  the  components  used  in  an  assembly and /or test speci fication   

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 4]  

3.1 .1 5  
pi racy 
wi l l fu l  copyrigh t i n fringement 

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 5]  

3.1 . 1 6   
purchasing  agency  
organ ization  wh ich  groups  the  quanti ti es  of e lectron ic components  requ i red  by a  series  of 
compan ies  in  order to  consti tu te  s i gn i fican t buying  power and  thereby obtain  the  best possib le  
suppl ier cond i tions  for pu rchasing  (especial l y as  regards  pricing  and  purchasing  cond i tions)  
as  wel l  as  for assistance  wi th  management,  documentation ,  fi nancing ,  etc.   

3.1 .1 7   
resel ler 
general  suppl ier wh ich  offers  a  selection  of e lectron ic components  to  order from  a  catalogue  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 6]  
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3.1 .1 8   
recycled  component 
electrical  component removed  from  i ts  orig inal  product or assembly and  avai lable  for reuse  

N ote  1  to  en try:  The  componen t  has  au then ti c  l ogos,  trademarks  and  marki ngs.  However,  i t  typ i ca l l y has  no  
ou tpu t to  measure  the  usefu l  l i fe  remain i ng  for i ts  reuse.  A recycled  componen t can  fa i l  earl i er than  a  new one  
when  re-assembled  i n to  another product  or assembly.  A recycl ed  componen t  may a l so  be  phys i ca l l y or ESD  
damaged  d u ri ng  the  removal  process.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 7]  

3.1 .1 9   
semiconductor  
electron ic component i n  wh ich  the  characteristi c d i stingu ish ing  electron ic conduction  takes  
place  wi th in  a  semiconductor 

Note  1  to  en try:  Th i s  i ncl udes  sem iconductor d i odes  wh i ch  are  semiconductor devices  havi ng  two  term inal s  and  
exh i b i ti n g  a  non l i near vol tage-cu rren t  characteri sti c  and  transi stors  wh i ch  are  acti ve  semiconductor devices  
capable  of provi d i ng  power ampl i fi cati on  and  havi ng  th ree  or more  term inal s .  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 8]  

3.1 .20   
subcontractor  
manufacturer of e lectron ic subassembl ies  or suppl ier manufacturing  i tems  i n  compl iance  wi th  
customer design  data  pack and  d rawings,  and  under the  au thori ty of the  OEM  

Note  1  to  en try:  Th i s  suppl i er may poten ti a l l y procure  a l l  or part  of the  e l ectron ic  componen ts  requ i red  to  produce  
a  subassembly and  i s  often  referred  to  as  the  con tract  e l ectron ic manu factu rer (CEM)  or e l ectron ics  manufactu ri ng  
services  (EMS).  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 1 9]  

3.1 .21   
suppl ier 
company wh ich  provides  to  another an  e lectron ic component wh ich  i s  i den ti fied  by the  l ogo  or 
name  marked  on  the  device  

Note  1  to  en try:  A suppl i er can  be  an  OCM,  a  franch i sed  d i stri bu tor or agen t,  a  non -franch i sed  d i stri bu tor,  broker,  
resel l er,  OEM,  CEM ,  and  EMS  etc.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 20]  

3.1 .22   
suspect component 
electron ic component wh ich  has  l ost supply chain  traceabi l i ty back to  the  orig inal  
manufacturer and  wh ich  may have  been  m isrepresented  by the  suppl ier or manufacturer and  
may meet the  defin i tion  of fraudu lent or counterfei t  component  

N ote  1  to  en try:  Suspect  componen ts  may i ncl ude  bu t  are  not  l im i ted  to :   

( 1 )  coun terfei t  componen ts ;  

(2 )  recycl ed  componen ts  coming  from  uncontrol l ed  recycl i ng  operati ons  carri ed  ou ts i de  of the  OEM ,  franch i sed  
network and  OEM  busi ness  where  typ i ca l l y i t  h as  been  fraudu len tl y so ld  to  the  OEM  as  be ing  i n  a  new 
unused  cond i ti on .   

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 21 ]  

3.1 .23   
traceabi l i ty  
abi l i ty to  have  for an  electron ic component i ts  fu l l  trace  back to  the  orig inal  component 
manufacturer 
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Note  1  to  en try:  Th i s  traceabi l i ty means  that  every suppl i er i n  the  suppl y chai n  i s  prepared  to  l egal l y decl are  i n  
wri ti ng  that  they know and  can  i den ti fy the i r sou rce  of suppl y,  wh i ch  goes  back to  the  ori g i nal  manu factu rer and  
can  con fi rm  that  the  e l ectron i c componen ts  are  brand  new and  were  hand l ed  wi th  appropri ate  hand l i ng  precau tions  
i ncl ud ing  ESD  and  MSL.  Th i s  au then ti cates  the  e l ectron ic  componen ts  be i ng  supp l i ed  are  unused ,  brand  new 
componen ts  wi th  no  ESD,  MSL or other damage.  Th i s  ensu res  that  the  e l ectron ic  componen ts  are  protected  by any 
manu factu rer’ s  warran ti es ,  have  a l l  o f the i r u sefu l  l i fe  remain i ng  and  fu ncti on  accord i ng  to  the  manu factu rer’ s  
pub l i shed  data  sheet,  exh i b i t i ng  the  expected  componen t  l i fe  i n  the  appl i cati on  for the  OEM ’s  re l i abi l i ty pred icti ons  
and  product  warran ty.  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 22]  

3.1 .24  
untraceable  
property of e lectron ic components  wh ich  have  l ost thei r traceabi l i ty (see  3 . 1 . 23)  

[SOURCE:  I EC  TS  62668-1 : 201 6,  3 . 1 . 23]  

3.2  Abbreviated  terms  

ACTF Semiconductor I ndustries  Association  Anti  Counterfei t  Task Force  

ADHP aerospace,  defence  and  h igh  performance 

COTS  commercia l  off-the-shel f 

CEM  contract e lectron ic manufacturer 

CSAM  C-mode  scann ing  acoustic m icroscopy 

DSCC  Defence  Supply Centre  Columbus  (see  h ttp: //www.dscc. d la.m i l /) ,  now known  as  
DLA 

DLA  Defense  Log istics  Agency  

EMS e lectron ics  manufacturing  services  

ERAI  E lectron ic Resel ler Association  I n ternational  (see  h ttp: //www.erai . com)  

ESCO E lectron ic Systems  Chal l enges  and  Opportun i ties  (see   
h ttp: //www.esco.org . uk/abou t-v2/ )  

ESD  e lectrostatic d ischarges  

G-1 9  SAE  Counterfei t  E lectron ic Parts  Commi ttee  

G IDEP Government-I ndustry Data  Exchange Program  

GIFAS Groupement des  I ndustries  Françaises  Aéronautiques  et  Spatia les  (French  
Aerospace  Association)  

HTRB h igh  temperature  reverse  bias   

I DEA I ndependent D istribu tors  of E lectron ics  Association  

LTB   l ast time  buy 

LDC lot  date  code  

MSL moisture  sensi ti vi ty l evel  

MTBF  mean  time  between  fai l u re  

MTTF mean  time  to  fa i lu re  

OCM  orig inal  component manufacturer 

OEM  orig inal  equ ipment manufacturer 

SEM  scann ing  e lectron  m icroscopy 
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4 Technical  requ irements  

4.1  General  

I EC  TS  62668-1  m in im ises  coun terfei ting ,  recycl i ng  and  fraudu len t activi ties  by provid ing  
gu idel ines  and  requ i rements  for main tain ing  i n tel l ectual  property and  recommends  purchasing  
traceable  components  from  the  OCMs or thei r franch ised  d istribu tors  (see  Annex A).  
I EC  TS  62668-1  references  th is  part of the  I EC 62668  series  when  purchasing  components  
ou tside  of the  franch ised  d istribu tor network i n  order to  avoid  and  manage  suspect 
components  (see  3 . 1 . 22  for the  defin i tion  of “suspect component”  and  F igure  1 ) .   

 

Figure  1  – Suspect components  perimeter 

4.2  Overview 

OEM  compan ies  have  numerous  sourcing  channels  avai lable  to  procure  components  for thei r 
equ ipment.  I t  i s  the  orig inal  equ ipment manufacturer's  (OEM)  responsibi l i ty to  ensure  that i ts  
e lectron ic component procurement process  i s  robust.  

As  a  ru le,  the  orig inal  equ ipment manufacturer,  or subcontractor (wh ich  i ncludes  purchasing  
agen ts  acting  on  i ts  behal f) ,  wh ich  p laces  orders  for these  components,  orders  d i rectly from  a  
component manufacturer,  the  manufacturer representative  or i ts  franch ised  d istribu tor.  Th is  i s  
the  on ly supply system  that can  guaran tee  component compl iance  wi th  speci fications  and  
component orig in  (see  IEC  TS  62668-1 ).  

Under exceptional  ci rcumstances,  and  after having  exhausted  a l l  options  wi th in  the  franch ised  
system  and  after having  reviewed  other possib le  a l ternatives,  the  OEM  may decide  to  
purchase  components  th rough  a  non-franch ised  d istribu tion  network.  Purchasing  through  non-
franch ised  channels  i s  considered  a  derogation  process  for wh ich  the  OEM  is  fu l ly 
responsible.  

The  OEM  is  responsible  for ensuring  that i ts  products  do  not i nclude  counterfei t  components.  
Moreover,  i t  guaran tees  that the  rel iabi l i ty of i ts  equ ipment i s  not affected  when  th is  
equ ipment i ncludes  components  pu rchased  from  non-franch ised  sources.  

The  OEM  shal l  have  an ti -coun terfei t  management p lans  i n  place,  to  comply wi th  
I EC  TS  62668-1 .  

IEC 
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Subclauses  4 . 3  to  4 . 5. 1 0  apply to  OEMs and  thei r subcontractors  when  purchasing  
components  from  sources  of supply other than  from  the  OCM  or from  franch ised  d istribu tors.   

However,  there  are  the  fol lowing  exclusions  to  th is  speci fication :   

1 )  I n  s i tuations  where  purchasing  agen ts  are  under contract to  the  OEMs to  order 
components  on  thei r behal f,  the  purchasing  agent i s  considered  to  be  ‘ the  OEM’  and  i s  not 
considered  to  be  a  non-franch ised  d istribu tor.  

2)  I n  s i tuations  where  an  approved  l og istics  supply agency,  for example  the  DLA in  the  USA,  
suppl ies  components  for l og istics  purposes  to  a  national  defence  customer and  associated  
OEMs,  the  approved  l og istics  supply agency i s  not considered  to  be  a  non-franch ised  
d istribu tor.   

4.3  Risks  associated  with  purchasing  from  non-franch ised  d istributors  

4.3.1  General  

There  are  the  fol lowing  ri sks  to  consider (see  4 . 3 .2  to  4 . 3 . 7).   

Various  ri sk assessment tools  exist wh ich  the  OEM  may consider when  assessing  ri sks.  For 
example:   

1 )  I SO  31 000  describes  risk management and  ISO/IEC 31 01 0  describes  ri sk management 
techn iques  together wi th  I SO  Gu ide  73  on  ri sk management vocabu lary.  

2)  The  iNEMI  project on  coun terfei t  components,  i . e .  i ts  assessment methodology and  metric 
development provides  th ree  free  in ternet based  an ti -coun terfei t  ca lcu lator tools  us ing  
spreadsheets  (see  Annex C).  

3)  SAE  AS61 71  i ncludes  a  thorough  ri sk assessment of the  suppl ier,  the  product,  and  the  
appl ication  wi th  various  ad justment factors  (see  Annex D);  i t  then  defines  the  type  of 
component an ti -coun terfei t  m i ti gation  testing  needed  using  the  SAE  AS61 71  series  of an ti -
coun terfei t component test methods.  

Th is  techn ical  speci fication  advises  the  OEM  on  the  relevant risk assessment test methods  
that are  avai l able  for use.  I t  a l lows  the  OEM  to  determine  whether a l l  or on ly part of the  SAE  
AS61 71  series  i s  i nvoked  when  selecting  test methods.  

4.3.2  Risk orig ins  

Counterfei t  and  fraudu len t products  have  been  repeated ly i den ti fi ed  by e lectron ic equ ipment 
manufacturers.  The  purchase,  use  and  resel l i ng  of fraudu lent components  i s  i l l egal .  A major 
d i fficu l ty l ies  i n  recogn izing  these  fraudu len t components,  as  e lectron ic components  may be  
counterfei ted  in  many ways.  I ncreased  market demand  encourages  th is  i l l i ci t  acti vi ty and  
counterfei ters  con tinue  to  improve  thei r manufacturing  processes,  the  d isgu ises  they use  and  
thei r fa ls i fication  methods.  OEMs  shal l  consequently take  i ncreasing ly strict measures  to  
m i tigate  ri sk.  The  equ ipment manufacturer shal l  take  a l l  necessary measures,  both  i n ternal ly 
and  wi th  regard  to  i ts  chosen  suppl ier,  to  ensure  that components  acqu i red  are  OCM  (orig inal  
component manufacturer)  produced ,  that they have  not been  mod i fied ,  remarked ,  or 
previously i nstal led  i n  appl ications,  nor undergone  testing ,  that m igh t impact thei r 
performance or re l iabi l i ty.  

Fraud  and  speci fical l y coun terfei ti ng  of e lectron ic components  has  most often  been  detected  
wi th  components  suppl ied  by brokers  or non-franch ised  d istribu tors.  Therefore,  the  
i n formation  that fol lows  i n  th is  document wi l l  refer essen tia l l y to  th is  type  of suppl ier wh ich  
cannot general l y supply traceabi l i ty back to  the  OCM.  The  e lectron ic equ ipment manufacturer 
shou ld  remember,  however,  to  use  cau tion  when  purchasing  from  any source  ou tside  of a  
franch ised  network.  
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4.3.3  Qual i ty risks   

4.3.3. 1  General  

Qual i ty risks  i nclude  the  fol lowing .  

4.3.3.2  Lots   

There  i s  a  h igh  ri sk of receiving  non-homogeneous  l ots  of components,  having  d i fferen t 
manufacturing  date/codes  and  produced  at various  manufacturing  s i tes.  A l arge  l ot  of 
obsolete  components  wi th  a  s i ng le  lot  date  code  (LDC)  shou ld  be  considered  suspect by the  
purchaser (risks  of refurbished /relabeled  components  for example).  

4.3.3.3  Packaging  

The  orig in  and  storage  cond i tions  of the  components  proposed  by non-franch ised  d istribu tors  
are  general ly unknown .  Th is  presents  a  ri sk that the  components  proposed  by a  non-
franch ised  d i stribu tor were  not stored  under manufacturer-recommended  cond i tions.  Th is  i s  
importan t for components  that are  sensi tive  to  e lectrostatic d ischarges  (ESDs)  or moistu re.  

These  components  may a lso  have  been  removed  from  thei r orig inal  packag ing  and  hand led  
wi thou t the  proper protective  measures.  

4.3.3.4 Disassembled  or recycled  components  

There  i s  a  g reat ri sk that these  components  were  recovered  from  board  or equ ipment at the  
end  of thei r l i fe  cycles  or no  longer i n  use.  As  component removal  cond i tions  are  strictl y 
unknown ,  the  in tegri ty,  performance  and  rel iabi l i ty of the  components  cannot be  guaran teed .  

4.3.3.5  Fai led  or scrap components  

There  i s  a lso  the  ri sk that the  proposed  components  come  from  OCM  lots  rejected  by a  
manufacturer or customer after d iscovery of a  manufacturing  or speci fication  non-compl iance  
i ssue.  

NOTE  Often  EMSs  d i spose  of su rpl us  s tock on to  the  open  market  wi thou t  i d en ti fyi ng  i f these  were  scrap  parts  or 
good  parts.  Damaged  componen ts  from  fi res,  fl oods,  earthquakes ,  e tc. ,  a l so  can  be  so ld  on to  the  open  market.   
These  can  a l so  be  products  re j ected  by the  customer due  to  speci fi c  requ i remen ts  not  bei ng  met,  such  as  an  
unsati sfactory parameter sort.  

4.3.3.6  Traceabi l i ty 

Purchasing  through  non-franch ised  d istribu tors  cannot often  provide  traceabi l i ty back to  the  
OCM.  

NOTE  Moreover l ack of traceabi l i ty can  l ead  to  supply s to l en  componen ts  or componen ts  i ssued  from  
uncontrol l ed  m idn i gh t  production .  Certi fi cates  of con formance  can  themselves  be  coun terfei ted .  

4.3.4 Industrial  risks  

Use  of components  whose  orig in  i s  uncertain  can  resu l t i n  i ndustria l  ri sks  during  equ ipment 
manufacturing  and  u ti l i zation :  

•  d uring  production  of boards,  poten tia l  poor storage  and  hand l ing  of components  suppl ied  
by non-franchised  distributors may impact these  components.  Oxidation ,  pol lu tion ,  moisture,  
warping  or imperfect fl atness  of connections  may cause  vis ib le  or h i dden  fau l ts  du ring  
board  wi ring ;  

•  l a te  detection  of defective  or coun terfei t  components  during  board  and /or equ ipment 
functional  testing  may seriously impact management of production  and  costs,  due  to  
poten tia l  part scrapping  or repai r;  
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•  d etection  of defective  or coun terfei t  components  during  equ ipment u ti l i zation  may requ i re  
retrofi tti ng  the  equ ipment concerned ,  wi th  probable  serious  consequences  for the  OCM.  

4.3.5  Rel iabi l i ty risks  

Use  of components  whose  orig in  i s  uncertain  can  d i rectl y and  g ravely impact the  operational  
rel iabi l i ty of the  equ ipment concerned .  

4.3.6  Financial  risks  

4.3.6.1  Part  costs  

Purchasing  components  from  a  non-franch ised  suppl ier can  have  impacts  on  the  purchasing  
costs.  The  un i t  price  of the  component may be  extremely h igh ,  because  of market demand ,  
the  degree  of obsolescence,  and  the  techn ical  speci fication  and  qual i ty l evels  requ i red  for 
certain  appl i cations  (defence  appl ications,  for example).  Requests  sent ou t to  numerous  
brokers  can  create  an  i n flated ,  arti fi cia l  demand  for a  g i ven  i nven tory,  whose  price  wi l l  
subsequently ri se.  

4.3.6.2  Reimbursement 

Many brokers,  and  more  general l y non-franch ised  d istribu tors,  work exclusively wi th  sales  
agreements  that con tain  non-cancel lation  clauses.  I n  some countries  once  components  have  
been  iden ti fied  as  coun terfei t  they have  to  be  stored  for the  reg ional  l aw en forcement bod ies  
and  cannot be  returned  back i n to  the  supply chain  as  i n  those  countries  i t  i s  i l l egal  to  sel l  
coun terfei t or fraudu len t components.  

4.3.7  Legal  risk 

An  e lectron ic equ ipment manufacturer may be  held  l egal ly l i able  for equ ipment fa i lu re  having  
serious  consequences.  Sourcing  components  from  ou tside  the  franch ised  network makes  i t  
nearly impossible  to  hold  the  OCM  l i able  for product fa i l u re  during  u ti l i zation .  Because  th is  
type  of purchasing  does  not provide  OCM  warrantees,  on ly the  OEM  is  held  responsible.  

The  OEM  i s  considered  con tractual l y l i able  for the  sale  of equ ipment contain ing  counterfei t  or 
suspect parts.  The  vendor’s  extra-con tractual  l i abi l i ty (or tort l i abi l i ty)  may a lso  be  invoked  i f 
the  sale  i s  considered  an  act of neg l i gence  or carelessness.  

Damage  caused  by fa i l u re  of components  i n tegrated  i n to  equ ipment i s  covered  by the  
e lectron ic equ ipment manufacturer’s  l iabi l i ty i nsurance.  I f the  damage  resu l ts  from  fai l u re  of a  
counterfei t  or suspect component,  the  e lectron ic equ ipment manufacturer may be  held  
crim inal l y responsible.  These  aspects  shou ld  be  considered  i n  the  con text of the  appl icable  
l eg is lation  i n  the  countries  i n  wh ich  the  various  supply chain  vendors  operate.  

4.4 Reasons  to  in i tial ize  the  derogation  process  

4.4.1  General  

I f there  are  no  other reasonable  or practical  a l ternatives,  then  the  OEM  or the  subcontractor 
shal l  use  the  fol lowing  derogation  process  when  they are  considering  procuring  un traceable  
components  from  a  non-franch ised  d istribu tor.  Th is  process  shal l  be  used  i n  exceptional  
ci rcumstances  and  shal l  not be  normal  practice.  

4.4.2  Obsolescence  notice  fai lure  

The  last time  buy (LTB)  has  expi red .  No  LTB  date  was  publ i shed  by the  manufacturer or the  
obsolescence  process  fai led  to  detect the  LTB.  
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4.4.3  Al location  

A shortage  caused  by h igh  market demand .  The  suppl ier cannot provide  a  fi rm  del ivery date.  

Th is  s i tuation  was  not detected  or foreseen  during  the  production  p lann ing .  

4.4.4 Insufficient end-of-l i fe  inventory 

The  end-of- l i fe  i nventory accumu lated  at  the  last time  buy (LTB)  order i s  not su fficien t for the  
current program  or to  fi l l  new orders.  

4.4.5  Late  orders  

Late-stage  mod i fications  (quan ti ti es,  l ead  time,  etc. )  were  made  to  production  p lann ing .  The  
standard  supply period  for a  needed  component i s  not compatible  wi th  the  mod i fications  
made.  

4.4.6  M in imum  order quanti ty 

The  m in imum  order quan ti ty g reatly exceeds  requ i red  quanti ti es.  

4.4.7  Techn ical  requ irements  

Upon  request of the  OEM  design  au thori ty when  the  design  or manufacturing  data  pack 
requ i res  use  of a  speci fic version  of a  component (date/code,  mask,  production  s i te,  l ead  
fi n ish ,  etc. )  that i s  no  l onger avai lable  th rough  franch ised  d istribu tors.  

4.5 Derogation  process  

4.5.1  Noti fication  to  the  OEM  

Under the  ci rcumstances  described  i n  4 . 4 ,  the  subcontractor shal l  noti fy the  OEM  defined  
au thori ty of the  unavai labi l i ty of a  g iven  component wi th  traceabi l i ty th rough  the  franch ised  
d istribu tor network;  AS/EN/J ISQ 91 20  certi fied  non-franch ised  d istribu tors  wh ich  can  provide  
traceabi l i ty back to  the  OCM  are  exempt from  these  requ i rements.   

F igure  2  describes  the  derogation  process  when  supplying  wi thou t traceabi l i ty from  non-
franch ised  d i stribu tion .  

F igure  3  describes  potentia l  avion ics  supply chain  scenarios  wh ich  may exist.  
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Figure  2  – Derogation  process  when  supplying  from  non-franch ised  d istribution   
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Figure  3  – Potential  avion ics  supply chain  scenarios  

4.5.2  Analysis  of al ternative  solutions  

Al ternative  solu tions  shal l  be  examined  by the  OEM  wi th  the  subcontractor to  take  i n to  
account the  techn ical  and  fi nancial  impacts  for each  program  concerned ,  as  wel l  as  the  
reasons  beh ind  the  sourcing  d i fficu l ty.  

The  fol l owing  al ternative  solu tions  shou ld  take  precedence,  as  they provide  the  best 
guarantees  wi th  regard  to  component orig in :  

a)  Defin i tion  main tained  (no  change  in  the  b i l l  of material ) :  

– Production  cycle  reschedu led  to  coincide  wi th  the  component supply lead  time  using  a  
franch ised  network.  

– The  i nd ividual  who  defined  the  need  au thorizes  use  of an  equ ivalen t component as  an  
a l ternate  solu tion  by waiver.  

b)  Defin i tion  mod i fied  (change  i n  the  b i l l  of materia l ) :  

– Search  for components  that comply wi th  the  orig inal  speci fication  through  a  
manufacturer approved  by the  OCM  or by a  th i rd -party certi fying  body (DSCC,  etc. ) .  

– The  design  au thori ty wh ich  defined  the  need  replaces  the  component or i n troduces  an  
equ ivalen t component for the  appl ication  i n to  the  nomenclature.  
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4.5.3  List  of approved  non-franch ised  d istributors  

The  OEM  or i ts  subcontractor shal l  main tain  a  restricted  l i st of approved  non-franch ised  
d istribu tors,  managed  d i rectl y th rough  on-si te  aud i ts.  

As  m in imum,  the  approved  non-franch ised  d istribu tor shal l :  

– be  a  member of a  trade  organ ization  i nvolved  in  the  detection /figh t against 
fraudu len t/coun terfei ted  components,  such  as  ERAI ,  IDEA,  Brokerl inx,  etc. ,  or be  
i denti fied  as  Trusted  Suppl ier ( in  compl iance  wi th  NDAA:  H .R. 1 540  – National  Defense  
Au thorization  Act for F iscal  Year 201 2  / Sec.  81 8.  Detection  and  Avoidance  of Counterfei t  
E lectron ic Parts  – became Publ ic Law No:  1 1 2-081  i . e .  DFARS 252.246.7007  and  DFARS  
case  201 4-D005);   

– be  i n  l i ne  wi th  i n ternational  data-sharing  organ izations  re lated  to  an ti -coun terfei ting  
activi ti es,  such  as  IDEA,  ESCO an ti -coun terfei ti ng  forum,  ACTF,  G IDEP,  etc. ;  

– have  implemented  in ternal  ru les  and  means  to  deal  wi th  suspect fraudu lent/coun terfei ted  
components,  i . e .  have  i ts  own  an ti -coun terfei t  management p lan  ( includ ing  techn ical  and  
document management capabi l i ties  for resel ler business);  

– main tain  a  m in i - laboratory at i ts  own  d isposal ,  for real izing  d i rectly the  fi rst steps  of 
i nspections  (vi sual  i nspections  at l ow magn i fication ,  photos,  acetone  tests,  etc. ) ;  

– have  IDEA-ICE-3000  (or equ ivalen t)  certi fied  operators  for i ncoming  inspection  activi ties;  

– own  d i rectl y i n  i ts  p lace  an  importan t proprietary components  i nventory;  

– be  able  to  g ive  a  pertinen t ri sk analysis  for the  proposed  components,  associated  wi th  the  
destructive/non-destructive  i nspection /test procedure  to  be  processed  by the  non-
franch ised  d i stribu tor for m i tigating  the  risk,  before  component del i very to  the  OEM.  

I t  i s  essen tia l  that the  non-franch ised  d istribu tor be  able  to  provide  not on ly i ts  own  
certi ficates  of conformance for the  components  i t  manages,  bu t a lso  whenever possib le  the  
certi ficate  of conformance  of the  en ti re  supply chain  back to  the  component manufacturer and  
to  know the  supply chain  detai l s  of how the  components  were  hand led  and  stored .  

Non-franch ised  d istribu tor approval  main tenance  cri teria  i nclude  period ic aud i ts,  number of 
coun terfei ted  lots  i den ti fi ed  by the  non-franch ised  d istribu tor (supply chain  efficiency),  etc.  
Whenever possib le,  non-franch ised  d istribu tors  shou ld  a l so  be  AS/EN/J ISQ 91 20  Th i rd  Party 
Certi fied .  

4.5.4 Non-franch ised  d istributor consu ltation  

I n formation  regard ing  the  existence  and  price  of i nven tories  of the  component equ ivalen t to  
the  part defined  may be  obtained  through  approved  non-franch ised  d istribu tor consu l tation .  

Th is  consu l tation  shal l  a lso  a l l ow the  OEM  to  col lect data  for ri sk analysis  of th is  solu tion  
versus  other a l ternate  solu tions.  Th is  data  includes:  

– orig in  (orig inal  del ivery s l i p ,  photos  of packag ing  and  l abel i ng ,  etc. ) ;  

– part  traceabi l i ty documents;  

– component package  ( type,  cond i tion ,  l eads,  etc. ) ;  

– date  codes,  parts  quanti ty per date/code  and  component marking  (wi th  photograph ic 
evidence);  

– copy of component test certi ficates;  

– possibi l i ty of performing  a  pre-del i very conformance  test;  

– copy of orig inal  certi ficate  of conformance;  

– payment cond i tions.  

Moreover,  the  approved  non-franch ised  d istribu tor shal l  provide  i ts  own  risk analysis  re lated  
to  the  proposed  component,  together wi th  the  mu tual l y agreed  detai led  i nspection /test 
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procedure  ded icated  to  the  risk m i tigation .  The  documented  i nspection /test procedure  shal l  be  
performed  by the  approved  non-franch ised  d istribu tor before  del i very to  the  OEM  (or i ts  
subcontractor) ,  un less  the  OEM  claims  to  do  i t  by i tsel f.  

4.5.5  Risk analysis  

The  e lectron ic equ ipment manufacturer shal l  use  the  data  re lati ve  to  poten tia l  a l ternate  
solu tions  and  the  data  obtained  from  the  various  non-franch ised  d istribu tor consu l tations  
( includ ing  the  risk analysis  proposed  by the  approved  non-franch ised  d istribu tor)  and  from  the  
OCM  to  perform  ri sk analysis,  as  described  i n  4 . 3.  The  OCM  may cooperate  and  confi rm  i f the  
component lot  date  codes  and  part markings  are  genu ine  or not.  

Table  1  provides  some  typical  procurement scenarios  and  suggests  gu idance  for procurement 
risk assessment.  

Table  1  – Typical  procurement risk scenarios  and  gu idance  for  
procurement risk assessment 

1  –  Supply from  non-franch ised  d istribu tors  (see  risks  l i sted  i n  4.3 . 3 .2  to  4.3 .3 .6)  

1  Comments  AS/EN /J I SQ 91 20  certi fi cati on  requ i res  d i s tri bu tors  to  state  clearl y on  a l l  b i ds ,  i nvoi ces  and  
orders  i f componen ts  are  be ing  suppl i ed  wi thou t  traceabi l i ty.   

1  Low ri sk Traceabl e  componen ts  pu rchased  from  OEM  approved  and  aud i ted  non -franch i sed  
d i s tri bu tors  wh ich  are  AS/EN /J I SQ 91 20  certi fi ed .  

1  Med ium  ri sk --  

1  H i gh  ri sk --  

1  Very h i gh  ri sk Un traceabl e  componen ts  pu rchased  from  non-franch i sed  d i s tri bu tors  wh ich  are  
AS/EN /J I SQ 91 20  certi fi ed .  

 

2  – Traceabi l i ty paperwork was  lost  (see  risk l i s ted  i n  4. 3.3 . 6)  

2  Comments  Componen ts  where  the  OEM  has  l ost  i n ternal  traceabi l i ty paperwork are  genu i ne  and  not 
coun terfei t,  recycl ed  or fraudu len t.   
I n  some  s i tuati ons  the  franch i sed  d i s tri bu tor may have  evi dence  that the  components  were  
ori g i nal l y traceab l e.  I n  these  s i tuati ons  the  OEM  may wi sh  to  revi ew how these  
componen ts  have  been  s tored  and  test  them  accord ing l y.   
Componen ts  where  the  suppl i er cl a ims  they have  l ost the  traceabi l i ty bu t  have  no  evi dence  
are  consi dered  h i gh  ri sk.   

2  Low ri sk --  

2  Med ium  ri sk Componen ts  recei ved  wi th  fu l l  traceab i l i ty i n to  an  OEM  wh ich  has  subsequen tl y l ost  th i s  
paperwork i n ternal  to  i ts  organ izati on  and  wi shes  to  assemble  them  i n to  i ts  products .  

2  H i gh  ri sk Componen ts  whose  paperwork has  been  l ost external l y between  the  franch i sed  d i s tri bu tor 
and  the  OEM ,  where  the  suppl i er has  some  evidence  to  prove  that the  componen ts  
ori g i nal l y had  traceabi l i ty.  

2  Very h i gh  ri sk Componen ts  whose  paperwork has  been  l ost by the  d i s tri bu tor or broker wh i ch  cannot  
prove  that i t  ever exi sted .  

 

3  – Apparent  reworked  component  (see  ri sks  l i sted  i n  4.3.3 .2  and  4. 3 .3 .4)   

3  Comments  Traceabl e  reworked  ( i . e .  a l tered  i tems)  componen ts  wh i ch  are  re- i den ti fi ed  bu t  wh ich  are  
con trol l ed  by the  OEM  th rough  speci fi cati ons  and  part  numbers  cross  referenced  to  the  
base  part,  a re  not  coun terfei t,  recycl ed  or fraudu l en t  componen ts .   

3  Low ri sk Traceabl e  componen ts  wh ich  have  been  reworked  by e i ther OEM  con trol l ed  external  
suppl i ers  or i n ternal l y a t  the  OEM  and  re- i den ti fi ed  because  they are  ‘ a l tered  i tems’ ,  for 
example  re-bal l ed  m i croci rcu i ts ,  components  where  the  term inati ons  have  been  ti n /l ead  
sol der d i pped .   

3  Med ium  ri sk --  

3  H i gh  ri sk --  
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3  – Apparent reworked  component (see  ri sks  l i sted  i n  4.3.3 .2  and  4.3 .3 .4)   

3  Very h i gh  ri sk External l y reworked  componen ts  wh ich  have  l ost  traceabi l i ty back to  the  ori g i nal  
manu factu rer of the  part  se l ected  for rework,  where  the  suppl i er has  some  evidence  to  
prove  that the  componen ts  had  traceabi l i ty ( th i s  i s  mandatory when  the  suppl i er doesn 't  
have  that  evi dence.  The  use  of that component  i s  s tri ctl y forb i dden  and  i s  i ncompati b l e  
wi th  avi on ics  appl i cati ons) .  

 

4 – Use  of surplus  components  (see  ri sk l i sted  i n  4.3 .3 .5)   

4  Comments  An  OEM  often  provi des  traceabl e  components  to  a  CEM  and  then  requests  the  su rpl us  
s tock back.  Occasional l y th i s  s tock i s  sh i pped  back wi thou t any traceabi l i ty paperwork or 
i n formati on  and  requ i res  assessmen t to  determ ine  i f i t  i s  useabl e  or not.  

4  Low ri sk Traceabl e  su rpl us  componen ts  retu rned  wi th  the i r paperwork from  an  OEM  aud i ted  and  
approved  CEM  for use  at  the  OEM .  

4  Med ium  ri sk Su rpl us  componen ts  retu rned  from  an  OEM  aud i ted  and  approved  CEM  for u se  at  the  
OEM ,  where  the  CEM  can  prove  that  the  parts  were  ori g i na l l y ordered  and  recei ved  wi th  
traceab i l i ty for example  from  the  OEM .  

4  H i gh  ri sk --  

4  Very h i gh  ri sk Un traceabl e  su rp l us  componen ts  retu rned  from  a  CEM  for use  at  the  OEM .  

 

5  – Order by an  i ndependent  purchasing  agency  (see  ri sks  l i sted  i n  4.3. 3 .2  to  4. 3 .3 . 6)  

5  Comments  Components  pu rchased  wi thou t  traceabi l i ty are  a lways  h i gh  ri sk components .  Al l  
i n dependent  pu rchas ing  agencies  or d i s tri bu tors  need  to  be  assessed  and  aud i ted  to  
m i ti gate  against  thei r suppl yi ng  u n traceabl e  stock.  

5  Low ri sk Traceabl e  componen ts  ordered  by an  OEM  approved  pu rchasing  agency wh i ch  i s  u nder 
con tract and  acti ng  on  behal f of the  OEM .   

5  Med ium  ri sk Traceabl e  componen ts  ordered  by an  i ndependen t  pu rchasing  agency or d i s tri bu tor not 
u nder con tract to  the  OEM .  

5  H i gh  ri sk --  

5  Very h i gh  ri sk Un traceabl e  componen ts  ordered  by an  i ndependen t  pu rchasi ng  agency or d i stri bu tor.  

 

6  – Supply from  non-franch ised  d istribu tors  (see  risks  l i s ted  i n  4.3 .3 .2  to  4.3 . 3.6)  

6  Comments  The  OEM  shal l  approve  a l l  sou rces  of suppl y before  they are  added  to  the  OEM  approved  
suppl i er l i s t.  On - l i ne  brokers  need  to  be  assessed  us i ng  procuremen t to l l s .   

6  Low ri sk Traceabl e  componen ts  pu rchased  from  the  OEM  approved  OCM  or the i r OEM  approved  
franch i sed  d i s tri bu tors .  

6  Med ium  ri sk  

6  H i gh  ri sk Traceabl e  componen ts  pu rchased  from  non -franch i sed  d i s tri bu tors  or brokers  wh ich  are  
not  AS/EN /J I SQ 91 20  certi fi ed .  

6  Very h i gh  ri sk Un traceabl e  componen ts  pu rchased  from  i ndependent  d i stri bu tors  or on - l i ne  brokers.   

 

7  – When  the  OCM  has  j ust  gone  bankrupt (see  ri sk l i s ted  i n  4. 3.3 .6)  

7  Comments  Traceabi l i ty documentati on  can  be  coun terfei ted .  Franch i sed  d i s tri bu tors  shou l d  be  ab l e  to  
ass i st  wi th  d efi n i ng  the  l ast  l o t  d ate  codes  the  OCM  manufactu red .  I ndependen t  
d i s tri bu tors  need  to  be  assessed  parti cu l arl y aga i nst the  ERAI  database,  e tc.  There  i s  a  
ri sk here  that  needs  to  be  i nvesti gated  fu rther,  parti cu larl y i f the  OCM ’s  qual i ty data  i s  l ost  
complete l y.  

7  Low ri sk Traceabl e  componen ts  pu rchased  from  an  OEM  approved  franch i sed  or an  AS/EN /J I SQ 
91 20  certi fi ed  non -franch i sed  d i stribu tor when  the  OCM  has  j ust  gone  bankrupt.  

7  Med ium  ri sk --  

7  H i gh  ri sk --  

7  Very h i gh  ri sk Components  wh ich  are  bei ng  offered  wi th  traceabi l i ty from  an  i ndependen t  d i stri bu tor 
where  the  OCM  has  j u st  gone  bankrupt  and  d i d  not  i ssue  any i n formati on  defi n i ng  i ts  fi nal  
de l i verabl e  l ot  d ate  codes.  
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8  – When  the  OCM  has  been  purchased  by another manufacturer (see  ri sk l i sted  i n  4.3 .3 .6)   

8  Comments  --  

8  Low ri sk Traceabl e  componen ts  pu rchased  from  an  OCM  or an  OEM  approved  franch i sed  d i s tri bu tor 
when  the  OCM  has  j ust  been  pu rchased  by another manu factu rer and  the  OCM  has  i ssued  
i n formati on  regard i ng  the  l ot  dates  codes  when  the  componen ts  are  marked  wi th  the  new 
l ogo.  

8  Med ium  ri sk Traceabl e  componen ts  pu rchased  from  an  OEM  non -approved  non -franch i sed  d i stri bu tor 
when  the  OCM  has  j ust  been  pu rchased  by another manu factu rer wi th  no  fu rther 
i n formati on .  

8  H i gh  ri sk - -  

8  Very h i gh  ri sk Components  offered  from  i ndependen t d i stri bu tors  and  brokers  when  the  OCM  has  been  
pu rchased  by another manu factu rer wi th  no  fu rther i n formati on .  

 

9  – Obsolete  components  (see  risks  l i sted  i n  4.3.3 .2  to  4. 3 .3 . 6)  

9  Comments  --  

9  Low ri sk Obsolete  componen ts  pu rchased  wi th  traceabi l i ty from  the  franch i sed  aftermarket  
d i s tri bu tor.  

9  Med ium  ri sk Obsolete  componen ts  pu rchased  wi th  traceabi l i ty from  the  non -franch i sed  d i s tri bu tor.  

9  H i gh  ri sk - -  

9  Very h i gh  ri sk Obsolete  componen ts  pu rchased  from  a  broker on  the  i n ternet  wi th  no  traceabi l i ty back to  
the  OCM.  

 

The  conclusions  of th is  ri sk analysis  may lead  the  OEM  to  agree  to  purchase  components  
from  a  non-franch ised  d istribu tor.  

Certain  risk i nd icators  shal l  be  considered :  

– A l ot s ize  too  large  for a  same date/code  may i nd icate  that the  components  are  
coun terfei t.  

– Vast d i fferences  i n  date/codes  may i nd icate  that the  components  are  recovered  scrap,  
wh ich  represents  a  s ign i fi can t qual i ty ri sk.  

– Bu lk packag ing  may h ide  coun terfei t  components  (h idden  in  the  m idd le  of a  strip,  for 
example).  

– I ncoherence  between  the  prin ted  date/code  and  the  officia l  l ast production  date  i s  a  
b latan t example  of counterfei t  marking .  

– I naccuracy or uncertain ty wi th  regard  to  component orig in  or h istory can  be  a  s ign  of 
fraudu len t business  activi ty.  

M i tigation  techn iques,  based  on  g reater suppl ier aud i ti ng  and  component i nspections,  are  
described  i n  4 . 5. 8. 2 ,  Table  2 ,  and  Annex B.  

4.5.6  Non-franchised  d istributor order authorization  

The  i nd ividual  who  defined  the  need  shal l  d raft  a  wri tten  au thorization  for supply through  the  
selected  non-franchised  distributor.  Accord ing  to  the  conclusions  of ri sk analysis  conducted  by 
the  OEM  (wi th  the  selected  approved  non-franchised  distributor),  th is  au thorization  shal l  i nclude  
speci fic requ i rements  and /or detai l  the  non-franchised distributor supply i nspection  and  testing  
procedure  to  be  performed  by the  non-franchised  distributor (un less  the  OEM  cla ims  to  do  i t  by 
i tsel f)  before  del i very,  to  guaran tee  the  compl iance  of the  components  del ivered  (re in forced  
incoming  i nspection ,  qual i fi cation  tests,  re l iabi l i ty tests,  destructive  physical  analysis,  
coun terfei t detection ,  etc. ) .  
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4.5.7  Order processing  

I n  add i tion  to  general  requ i rements  for a l l  orders,  the  i n formation  col l ected  du ring  the  non -
franch ised  d i stribu tor consu l tation  (see  4 . 5. 4)  shal l  be  i ncluded  i n  order to  secure  suppl ier 
terms  and  cond i tions  and  manage  poten tia l  d i screpancies  at del ivery.  The  fol lowing  
requ i rements  shal l  be  mentioned :  

– date  codes,  

– l ots  s izing ,  

– conformance  certi ficate  del i vered ,  

– ri sk analysis  re lated  to  the  proposed  components,  

– detai l ed  non-franch ised  d istribu tor supply i nspection  and  testing  procedure  and  resu l ts  
before  del ivery ( i f the  tests  flow was  performed  d i rectl y by the  non-franch ised  d istribu tor) .  

Consequently,  the  control  of the  order receipt i s  particu larly important to  check the  suppl ier 
commi tment against the  order requ i rements.  

4.5.8  Incoming  processing  

4.5.8.1  General  

For del i veries  of orders  made  through  non-franch ised  d istribu tors,  the  incoming  department 
wh ich  may be  at the  OEM  faci l i ties  or at  thei r approved  subcontractor ones  (e. g .  test 
l aboratory)  shal l  be  i n formed  of the  type  of suppl ier and  the  associated  i nspection /tests  
requ i rements  for th is  type  of order.  These  operations  shal l  be  performed  by trained  operators  
aware  of the  risks  associated  wi th  coun terfei t components  and  fraudu len t products.  Speci fic 
requ i rements  or the  non-franch ised  d istribu tor supply i nspection  and  testing  procedure  
mentioned  i n  the  order au thorization  shal l  be  fol l owed  (detai led  documentary 
evidence/photographs  and  tested  components  shal l  a lways  be  provided  by the  non-franch ised  
d istribu tor wi th  the  suppl ied  components,  i f the  tests  fl ow was  performed  d i rectl y by the  non-
franch ised  d i stribu tor).  

Where  specia l i st external  test l aboratories  are  used  to  i nspect suspect stock,  they shal l  be  
AS/EN/J ISQ 91 00  certi fied .  

4.5.8.2  Admin istrative  compl iance 

Al l  documents  relating  to  the  order shal l  be  i ncluded  at del i very and  be  au then tic 
(manufacturer and /or resel ler conformance  certi ficates  and  packing  s l i ps  (based  on  N IGP 
1 1 1 . 00),  i nspection  and /or test reports,  measurements,  analysis  reports,  etc. ) .  

The  date  codes  of the  del ivered  components  shal l  comply wi th  those  provided  in  the  sh ipping  
documents  and  in  the  order.  These  date  codes  shal l  be  veri fied  for a l l  de l i vered  parts  by 
checking  the  component marking  (when  marked  by the  manufacturer) .  For components  
del i vered  i n  strips  and /or d ry packs,  th is  operation  may requ i re  speci fic unpacking  and  
repacking  means.  

Component packag ing  shal l  be  checked  to  ensure  that i t  meets  the  speci fic requ i rements  set 
ou t i n  the  order.  

4.5.8.3  Techn ical  compl iance 

I n  the  absence  of the  OCM’s  orig inal  warran tee  certi ficate,  and  depend ing  on  the  re l iabi l i ty of 
the  in formation  avai lable  by the  resel ler,  speci fi c i nspection  and  testi ng  protocols  shal l  be  
implemented  to  ensure  that suppl ied  components  are  not coun terfei t  or of poor qual i ty.  

I n  add i tion  to  speci fic requ i rements  set forth  upon  ordering ,  packag ing  shal l  be  i nspected  and  
components  shal l  be  properly fi tted  in  thei r packag ing ,  i n  the  correct orien tation ,  i f appl icable.  
Components  wi th  d i fferen t production  date  codes  shal l  be  packaged  separately.  Al l  other 
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types  of anomaly shal l  be  conveyed  to  the  inspector as  a  poten tia l  ri sk wi th  regard  to  
component orig in .  

SAE  AS61 71 /1  con tains  i n formation  abou t how to  create  a  component an ti -coun terfei t  
m i tigation  test p lan  depend ing  on  the  risk and  test coverage  desi red .   

Al ternatively the  fol lowing  inspections,  wherever possible  compared  to  known  good  au then tic 
samples  (see  Table  2  and  Annex B) ,  shou ld  be  carried  ou t i n  order of priori ty,  accord ing  to  the  
ri sks  i den ti fied :  

a)  Consti tu tion  of i nspection  l ots  

The  veri fication  of date  codes  a l lows  i nspection  l ots  to  be  created .  One  i nspection  l ot  per 
date  code  shou ld  be  created  as  testing  i s  on  a  manufacturer’s  l ot date  code  basis.  Be  
wary of components  packaged  on to  a  reel  as  they may not be  of one  l ot  date  code.  

b)  Visual  i nspection  to  IDEA-STD-1 01 0  or SAE  AS61 71 /2,  the  data  sheet and  any relevant 
test methods  for the  fol lowing :  

1 )  Physical  d imension  veri fication :  check compl iance  wi th  the  manufacturer speci fications  
as  wel l  as  the  consistency of the  d imensions  of a l l  components  i n  a  same  lot,  i n  order 
to  detect rework (package  sand ing ,  etc. ) .  

2 )  Marking  veri fication :  veri fy that the  component was  not remarked ;  veri fy marking  
coherence  wi th  the  orig inal  components  or documents  (manufacturer l ogo,  component 
reference,  production  date  code,  production  l i ne  or s i te  code,  re lease  code,  “d i rection  
mark” ,  etc. )  us ing  resistance  to  solven ts  techn iques,  m icro  blasting ,  quan ti tative  
su rface  analysis  (QSA),  etc. ,  where  considered  appropriate.   

3 )  Encapsu lan t veri fication :  veri fy the  consistency of encapsu lan ts  for each  production  
date  code.  For p lastic-encapsu lated  i n tegrated  ci rcu i ts,  veri fy the  consistency of resin  
color and  appearance,  as  wel l  as  the  consistency and  l eg ibi l i ty of the  mold ing  stamp.  
Th is  stamp  i s  general l y l ocated  on  the  underside  of the  component.  Veri fy package 
geometry and  l ook for evidence  of sand ing  or reworking  on  p lastic package.   

4 )  P in  or bal l  veri fication :  check speci fical l y for component i n tegri ty,  the  absence  of 
oxidation ,  warping ,  cracks,  evidence  of repai r or prior use  (traces  of tinn ing ,  broken  or 
ben t p ins,  damaged  bal l s ,  bridged  p ins  or bal l s ,  m issing  solder bal l s ,  etc. ) .  

5)  I nspection  of ESD  and  moisture  barrier bags,  humid i ty i nd icator cards,  per I PC  JEDEC 
J -STD-033  or equ ivalent i f requ i red  for sensi ti ve  e lectron ic components.  

c)  Non-destructive  physical  analysis  

1 )  X-ray imag ing :  

i )  I nspection  of the  component’s  i n ternal  assembly and  i ts  consistency i n  the  lot 
i nspected .  

i i )  Checking  for presence  of ch ips  wi th  i den tical  d imensions,  presence  of bond ing  
l eads,  and  lead  frame  structure.  

i i i )  Veri fication  of absence  of d ie  cracks,  voids  i n  the  d ie  attach .  

2 )  CSAM  acoustic m icroscopy.  Veri fication  of the  absence  of delamination ,  whose  
presence  wou ld  i nd icate  that the  component has  been  subjected  to  mechan ical  stress  
for example  caused  by desoldering  du ring  recycl ing  operations.  

d )  Destructive  physical  analysis    

1 )  D i fferen t methods  can  be  performed  at component l evel  for i n ternal  i nspection  
accord ing  to  the  ri sk cause:  

i )  Mechan ical  or chemical  removal  of l i d ,  or top  l ayers  of the  component body to  
expose  the  d ie  and  in ternal  structures.  

i i )  Chemical  d i ssolu tion  of the  p lastic after j etting  various  acids  on to  the  surface  of the  
component.  

i i i )  Laser decapsu lation  as  a l ternative  to  chemicals  wh ich  are  not a lways  appropriate.  

2) Tests  to  perform:  
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i )  Solderabi l i ty or wettabi l i ty tests.  

i i )  Visual  i nspection  of the  component’s  i n ternal  assembly comparing  i t  against a  
‘ good  ‘component.  

i i i )  Veri fication  of ch ip  geometry and  marking ,  and  i ts  coherence  wi th  manufacturer 
data  (manufacturer logo,  mask reference,  etc. ) .  

i v)  Bond ing  tensi l e  strength .  

v)  SEM  analysis.   

e)  E lectrical  tests  

These  are  tests  conducted  at  room  temperature  on  a  per un i t  or sampl ing  basis,  
depend ing  on  the  i nspection  l ot  and /or package  s ize,  i n  order to  veri fy the  e lectrical  
characteristics  speci fied  by the  manufacturer.  These  tests  may be  accompan ied  by tests  
at  operating  temperature  and  l i fe  testing ,  depend ing  on  the  l evel  of qual i ty requ i red  and  
the  cri tical i ty of the  appl ication .  

f)  Materia l  characterization :  

I f re levant,  for advanced  analysis  of termination  p lating  materia ls ,  mou ld ing  compound ,  
attached  materials ,  l am inate  or substrate  materia ls  for component wi th  i n terposer,  etc. ,  
d i fferent techn iques  cou ld  be  considered ,  particu larl y by comparison  wi th  au then tic 
samples.  

Al l  e lectrical  and  physical  tests  and  analyses  shal l  be  performed  by a  specia l i st and  
recogn ized  laboratory.  

The  typical  tests  i den ti fied  i n  Table  2  shou ld  be  performed .  I f performed ,  these  tests  shou ld  
be  conducted  i n  the  order stated .   

Where  yiel ds  are  l ess  than  90  %  (tests  8  and  9)  a  review shal l  be  carried  ou t of a l l  data  to  
determine  i f i t  i s  acceptable  to  use  the  components.   

A detai led  test l i st  i s  g iven  for example  i n  Annex B ,  l i nked  wi th  procurement risks  l evels.  

Table  2  – Typical  testing   

Test  Method  Sample  s i ze  Destructi ve  
test  

Comments  

1 .  Vi sua l  
i n specti on  

Use  I DEA-STD-1 01 0  as  a  
m i n imum  requ i remen t and  
the  manu factu rer’ s  d ata  

sheet,  up  to  ×30  or h i gher 
magn i fi cati on  and  M I L-
STD-883  method  201 0,  I PC  
JEDEC J -STD-033  for 
correct  MSL  packag ing ,  
and /or SAE  AS61 71 /2  or 
equ ival en t.  

Al so  i nspect  a l l  l ot  dates  
codes,  certi fi cates  of 
con formance  and  packi ng  
s l i ps  u si ng  N IGP  1 1 1 . 00  to  
ensu re  part  number,  l ot  
d ate  code  and  s i gnatori es  
are  accu rate  agai nst  the  
pu rchase  order 
requ i remen ts .  

1 00  %  of the  
l ot  

No  Look for evi dence  of pri or use,  
check for ‘ b l ack-toppi ng ’ ,  e tc. ,  
i ncl ud i ng  checki ng  part  marki ng  and  
d imensions.  

Check aga inst au then ti c  basel i ne  
parts  and /or arch i ved  i n formati on  on  
au then ti c  basel i ne  parts .  

2 .  Package  
testi ng   

Lead  materi a l  ana l ys i s ,  
marki ng  permanency and  
sol derabi l i ty testi ng .  

Or u se  SAE  AS61 71 /3,  SAE  
AS61 71 /2 ,  SAE  AS61 71 /8,  
and  SAE  AS61 71 /9  or 
equ iva len t documen ts .  

Th ree  
componen ts  
per OCM  l ot   

Yes  Con fi rm  package  materi a l ,  l ead -free  
term inati on  materi a l ,  marki ng  
permanency,  so l derabi l i ty,  e tc.   
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Test  Method  Sample  s i ze  Destructi ve  
test  

Comments  

3.  Destructi ve  
phys ical  
ana l ys i s  (DPA)  

Use  M I L-STD-1 580  where  
app l i cabl e ,  or SAE  
AS61 71 /4  or equ iva len t.  

Th ree  
componen ts  
per OCM  l ot   

Yes  Check for good  workmansh ip  
s tandards,  i n ternal  materi a l s  
cons i stency,  con taminati on ,  d ie  
ori en tati on ,  check d i e  meta l l i sati on  
marki ng  wi th  manu factu rer,  wi re  
bond ing  arrangement,  e tc.   

4 .  X-ray Use  SAE  AS61 71 /5  or 
equ iva len t.  

1 00  %  of the  
l ot  

No  Show consi stency of manufactu ri ng  
of each  l o t  and  corre late  to  ori g i nal  
d i e .   

Check against  au then ti c  basel i ne  
parts  and /or arch ived  i n formati on  on  
au then ti c  basel i ne  parts .  

5 .  Acousti c  
m icroscopy 

Use  SAE  AS61 71 /6  or 
equ iva len t.  

Th ree  
componen ts  
per OCM  l ot  

 For p l asti c  encapsu l ated  
componen ts ,  l ook for i n ternal  voi ds  
and  poor workmansh ip.   

6 .  Functional  
DC  e l ectri ca l  
test a t room  
temperatu re   

Veri fy to  data  sheet.  
Percen t  defecti ve  no  
g reater than  1 0  % .  Yi e l d  no  
l ess  than  90  % .  

Or u se  SAE  AS61 71 /7  or 
equ iva len t.  

1 00  %  of the  
l ot  

No  Con fi rm  data  sheet  performance.   

Th i s  i s  an  opti onal  test  bu t  
recommended  so  that  the  bu rn - i n  
yi e l d  can  be  estab l i shed .  

7 .  Bu rn -i n  
screen i ng   

M icroci rcu i ts :  use  M I L-STD-
883  method  1 01 5 ,  

1 68  hou rs  at  +1 25  ºC  wi th  
vol tage  b i as  appl i ed .   

D i odes  and  transi stors:  use  
h i gh  temperature  reverse  
b i as  (HTRB)  per M I L-PRF-
1 9500: 201 2 ,  screen i ng  
requ i remen ts ,  Tabl e  E - I V.  

Ceram ic  ch i p  res i stors:  
conduct thermal  shock to  
M I L-STD-202  method  1 07  
u n -moun ted  test  cond i ti on  
F  (5  cycles)  except  that  
temperatu res  sha l l  be  

+1 50  °C  to  –65  °C.  

Ceram ic  ch i p  capaci tors :  
conduct vo l tage  
cond i ti on i ng  per M I L-PRF-
55681  g roup  A subgroup  1  
i n specti on .  

Leaded  ceram ic  capaci tors :  
conduct thermal  shock and  
vol tage  cond i ti on i ng  per 
M I L-PRF-3901 4  g roup  A 
subgroup  1 .  

Tan ta l um  capaci tors:  
conduct thermal  shock,  
su rge  cu rren t  when  
speci fi ed  i n  part  number,  
vo l tage  ag i ng  (CSR91  s tyl e  
on l y)  per M I L-PRF-39003  
g roup  A subgroup  1 .  

Or SAE  AS61 71 /7  or 
equ ival en t.  

1 00  %  of the  
l o t  or sample  
test  

No   Con fi rm  there  are  no  i n fan t  morta l i ty 
fa i l u res .   

8 .  Functional  
DC  e l ectri ca l  
test a t room  
temperatu re   

Yi e l d  no  l ess  than  90  % .  

Or u se  SAE  AS61 71 /7  or 
equ iva len t.  

1 00  %  of the  
l ot  

No  Con fi rm  data  sheet  performance.  

9 .  Functional  
DC  e l ectri ca l  
test a t T

m in .
 and  

T
max.

 °C  

Yi e l d  no  l ess  than  90  % .  

Or u se  SAE  AS61 71 /7  or 
equ ival en t.  

1 00  %  of the  
l ot  

N o  Confi rm  data  sheet  performance.  
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4.5.9  Records  

The  resu l ts  of a l l  i nspections  and  tests  shal l  be  recorded  and  arch ived  to  provide  traceabi l i ty 
and  con tribute  to  an  ongoing  l essons-learned  process.  

4.5.1 0  Processing  during  storage and  manufacturing  

For components  that must be  packaged  in  a  d ry atmosphere,  and  when  compl iance  wi th  d ry 
chain  cond i tions  cannot be  guaran teed ,  appl icable  i n ternal  procedures  for repackag ing  shal l  
be  appl ied .  Accord ing  to  i nspection  and  test resu l ts,  storage  and  assembly recommendations  
may be  provided  to  relevant manufacturing  departments  (baking ,  terminal  re-ti nn ing ,  etc. ) .  

During  the  storage  and  manufacturing  phases,  the  traceabi l i ty of component batches  shal l  be  
guaran teed .  Traceabi l i ty per date  code  shal l  be  guaranteed  i n  the  production  from  receipt up  
to  customer l evel .  When  necessary,  parts  may be  i den ti fi ed  by a  speci fic i n ternal  reference  or 
some other i denti fication  system  (colored  dot,  l abel ,  etc. ) .  

4.5.1 1  Fai led  electron ic  components  

Electron ic components  that fa i l  testing  shal l  be  immed iately marked  as  fa i led  suspect 
coun terfei t components  and  stored  i n  special  an ti -coun terfei t quaran tine  storage  for a  review 
by qual i ty and  legal  teams.  The  fai led  suspect counterfei t  components  shal l  not be  returned  to  
the  suppl ier or to  the  OCM,  or retransferred  to  the  OEM  i f testing  i s  performed  ou tside  the  
OEM  faci l i ty.  Reporting  to  the  end  customer i s  typical l y requ i red  together wi th  any special  
reporting  requ i rements  as  defined  i n  the  customer con tract ( for example  USA DFARS 
252.247.7007  reporti ng  requ i rements) .  Reporting  to  l ocal  l aw en forcement may a lso  be  
requ i red .  The  l egal  team  wi l l  advise  when  and  how to  d ispose  of these  fai led  components  
depend ing  on  l ocal  l aw.  
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Annex A 
( informative)  

 
F lowchart of IEC TS 62668-1  requirements  

Annex A i n troduces  the  fl owchart of the  I EC  TS  62668-1  requ i rements  (see  Figure  A. 1 ) .  

 

Figure  A. 1  – F lowchart of IEC  TS  62668-1  requ irements  

IEC  
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Annex B  
( informative)  

 
Example  of detai led  tests  l ist,  l inked  wi th  procurement risks  levels  

Table  B . 1  g ives  an  example  of detai led  reval idation  testing  of suspect stock,  depend ing  on  procurement risk assessment (see  Table  1 ) .  

For low risk,  the  focus  i s  on  add i tional  suppl ier aud i ting  and  improved  relationsh ip.  

Table  B.1  – Example  of detai led  reval idation  testing  of suspect stock 

Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Visual  i nspection  U se  I DEA-STD-1 01 0  and /or and  
M I L-STD-883  method  201 0  and  
the  manu factu rer’ s  data  sheet,  up  
to  x30  magn i fi cati on  to  l ook for 
evi dence  of (a)  pri or sol deri ng  or 
d e-sol deri ng  (b)  to  record  part  
marki ng /exterior packag i ng  
marki ng  ( i ncl ud i ng  ESD  and  MSL  
marki ng  per I PC  JEDEC J -STD-
033)  for compari son  to  a  genu ine  
part  and /or review by 
manu factu rer.   

Al l  d e l i verabl e  paperwork shal l  
a l so  be  i n spected  and  cross  
checked  us i ng  for example  N IGP  
1 1 1 . 00  to  ensure  part  number,  l ot  
date  code  and  s i gnatori es  are  
accu rate.  

Or u se  SAE  AS61 71 /2  or 
equ ival en t.  

1 00  %  of the  l ot  No  Look for evi dence  of pri or 
u se,  check for ‘ b l ack-
toppi ng ’ ,  etc. ,  i n cl u d i ng  
checki ng  part  marki ng  and  
d imensions.  

Check aga inst au then ti c  
basel i ne  parts  and /or 
arch i ved  i n formation  on  
au then ti c  basel i ne  parts .  

Yes  Yes  Yes  
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Package  testi ng   Lead  materi a l  ana l ys i s  us i ng  XRF  
testi ng  where  resu l ts  are  
compared  against  that speci fi ed  by 
the  OCM.  Test  methods  i ncl ude  
ASTM  B487,  ASTM  B568  or M I L-
STD-1 580  or equ ival en t,  or SAE  
AS61 71 /3  or equ iva len t.  

Marki ng  permanency shal l  as  a  
m i n imum  be  tested  i n  accordance  
wi th  JESD22-B1 07D  or equ i val en t 
test methods,  or SAE  AS61 71 /2  or 
equ ival en t.  

U se  the  new su rface  anal ys i s  test  
methods  and  new so l ven ts  as  
requ i red  to  detect  coun terfe i t  
marking  per SAE  AS61 71 /8  or 
equ ival en t.  

Anal yse  the  package  materi a l  per 
SAE  AS61 71 /9  or equ i va l en t.  

Conduct  sol derabi l i ty testi ng  per 
I PC  JEDEC J -STD-002 .  

Th ree  parts  per 
OCM  l ot   

Yes  Con fi rm  package  materi a l ,  
l ead -free  term inati on  
materi a l ,  marking  
permanency,  so l derab i l i ty,  
e tc.   

Yes  Yes  Yes  
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Destructi ve  
phys i cal  anal ys i s  
(DPA)  wh ich  
i ncl udes  SEM  
anal ys is   

U se  M I L-STD-1 580  where  
appl i cabl e .  Th ree  componen ts  
sha l l  be  d e-encapsu lated  or de-
l i dded  and  the  semiconductor d i e  
or passive  design  e l ement 
photographed ,  wi th  parti cu lar 
a tten ti on  bei ng  made  to  
photograph ing  any d i e  
metal l i zati on  marki ngs  or OCM  
ori g i nal  marki ngs  on  the  exterior 
and  i n terior of the  componen t.  
Where  possi b l e  the  OCM  shal l  be  
con tacted  to  estab l i sh  whether the  
d i e  or passive  desi gn  e l emen t i s  
au then ti c  and /or resu l ts  shou l d  be  
compared  to  a  ‘ good  au then ti c  
sample’ .  

Or u se  SAE  AS61 71 /4  or 
equ ival en t.  

And /or u se  SAE  AS61 71 /1 1  or 
equ ival en t.  

Th ree  parts  per 
OCM  l ot   

Yes  Check for good  
workmansh ip  s tandards,  
i n ternal  materia l s  
cons i stency d u ri ng  
assembly of a  g i ven  l ot  
number,  con tam ination ,  
d i e  ori en tati on ;  check d i e  
metal l i sati on  marki ng  wi th  
manu factu rer,  wi re  
bond ing  arrangement,  e tc.   

Opti onal  Yes  Yes  

X-ray U se  M I L-STD-883  method  201 2  at  
the  l owest  possi b l e  vol tage  to  
con fi rm  OCM  package  d imens ions,  
i n ternal  wi re  bond i ng ,  i n ternal  
term inati on  arrangement,  
semiconductor d i e  s i zes  and  
i n ternal  passive  componen t  
featu res  wh ich  can  then  be  
compared  to  a  genu ine  
componen t.  The  OCM  may need  to  
be  con tacted  for i n formation  on  a  
genu ine  part  or SAE  AS61 71 /5  or 
equ ival en t.  

1 00  %  of the  l ot  No  Show consi stency of 
manu factu ri ng  of each  l ot  
and  corre late  to  ori g i na l  
d i e .   

Check against  au then ti c  
basel i ne  parts  and /or 
arch i ved  i n formati on  on  
au then ti c  basel i ne  parts .  

Yes  Yes  Yes  
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

CSAM  Scan  from  above,  bottom  and  
s i deways.  Share  resu l ts  wi th  the  
OCM.  

There  wi l l  a lways  be  some  
evi dence  of m inor voi d i ng  i n  
genu ine  parts .   

However,  l arge  areas  of 
de l am inati ons  shou l d  not  be  
observed .   

Or u se  SAE  AS61 71 /6  or 
equ ival en t.  

Sample  Yes  Scann ing  e l ectron  
m icroscopy can  be  used  
to  l ook for de l am inations  
wi th i n  encapsu lated  
componen ts  i nd i cati ng  
poor workmansh ip  q ual i ty.  

Opti onal  Opti onal  Yes  

Functi onal  DC  
e l ectri ca l  test  at  
room  tempera-
tu re   

Conduct  e l ectri ca l  test to  
publ i shed  data  sheet  parameters  
or to  se l ect  key data  sheet  
parameters  on  a  read  and  record  
basi s ,  where  the  percen t  defecti ve  
a l l owed  i s  no  g reater than  1 0  % ,  
i . e .  yi e l d  no  l ess  than  90  % .  

Or u se  SAE  AS61 71 /7  or 
equ ival en t.  

1 00  %  of the  l ot   N o  Con fi rm  data  sheet  
performance  and  yi e l d .  
Typ i ca l  e l ectri ca l  test  
production  yi e l ds  shou l d  

be  >  99  %  so  any fa i l u res  
are  suspicious.   

Yes  Yes  Yes  
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Burn -i n  screen ing   M icroci rcu i ts :  use  M I L-STD-883  

method  1 01 5,  1 68  h  at  +1 25  ºC  
wi th  vol tage  b i as  appl i ed  on  a  read  
and  record  basi s .  

D i odes  and  transi stors:  conduct  
h i gh  temperature  reverse  b i as  
(HTRB)  per M I L-PRF-1 9500: 201 2  
screen i ng  requ i remen ts   
Tabl e  E - I V.  

Ceram ic  ch i p  res i stors:  conduct  
thermal  shock to  M I L-STD-202  
method  1 07  un -moun ted  test  
cond i ti on  F  (5  cycl es)  except that  
temperatu res  sha l l  be  1 50  °C  to   
–65  °C.  

Ceram ic ch i p  capaci tors:  conduct  
vol tage  cond i ti on i ng  per M I L-PRF-
55681  g roup  A subgroup  1  
i nspecti on .  

Leaded  ceram ic  capaci tors :  
conduct thermal  shock and  vol tage  
cond i ti on i ng  per M I L-PRF-3901 4  
g roup  A subgroup  1 .  

Tan ta l um  capaci tors:  conduct 
thermal  shock,  su rge  cu rren t  when  
speci fi ed  i n  part  number,  vol tage  
ag i ng  (CSR91  s tyl e  on l y)  per M I L-
PRF-39003  g roup  A subgroup  1 .  

Or u se  SAE  AS61 71 /7  or 
equ ival en t.  

1 00  %  of the  l ot  N o   Con fi rm  there  are  no  
i n fan t  mortal i ty fa i l u res .   

Opti onal  Opti onal  Yes  

Functi onal  DC  
e l ectri ca l  test  at  
room  temperatu re   

Conduct  e l ectri ca l  test to  
publ i shed  data  sheet  parameters  
or to  se lect  key data  sheet  
parameters  on  a  read  and  record  
basi s ,  where  the  percen t  defecti ve  
a l l owed  i s  no  g reater than  1 0  % ,  
i . e .  yi e l d  no  l ess  than  90  % .  

Or u se  SAE  AS61 71 /7  or 
equ ival en t.  

1 00  %  of the  l ot  N o  Confi rm  data  sheet  
performance.  Yi e l ds  
shou l d  be  very h i gh  and  
are  suspicious  i f not.  

Opti onal  Opti onal  Yes  
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Functi onal  DC  
e l ectri ca l  test  at  
T
min .

and  T
max.

 °C  

Conduct  e l ectri cal  test to  
publ i shed  data  sheet  parameters  
or to  sel ect  key data  sheet  
parameters  on  a  read  and  record  
basi s ,  where  the  percen t  defecti ve  
a l l owed  i s  no  g reater than  1 0  % ,  
i . e .  yi e l d  no  l ess  than  90  % .  

Or u se  SAE  AS61 71 /7  or 
equ ival en t.  

1 00  %  of the  l ot  No  Con fi rm  data  sheet  
performance.  Yi e l d s  
shou l d  be  h i gh .   

Opti onal  Yes  Yes  
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Qual i fi cati on  
testi ng   

E i ther qua l i fy samples  wi th i n  the  
fi nal  assembly qua l i fi cati on  
process  or qua l i fy a t  the  
componen t l evel .   

Suggested  componen t qual i fi cati on  
testi ng  at  the  component  l evel  can  
be  based  on  AEC  Q1 00,  AEC 
Q1 01  or AEC Q200  or JESD47  or 
I EC  TS  62686-1  or as  fo l l ows:   

L i fe  testi ng :  

–  M icroci rcu i ts :  use  JESD22-
A1 08  or M I L-STD-883,  1  000  h  
a t  Ta=1 25  °C.  

–  Memori es:  conduct wri te/erase  
endu rance  per M I L-STD-883  
method  1 033  or JESD47  
NVCE  or JESD94  for the  
appl i cati on .   

–  Transi stors  and  d i odes:  use  
M I L-STD-750,  1  000  h  a t  
1 50  °C  or 1 75  °C  or 
i n term i tten t  operati ng  l i fe  
testi ng .   

–  Resi stors  and  capaci tors :  
conduct l oad  l i fe  per M I L-STD-
202  method  1 08,  or 
I EC  601 1 5-8  for 1  000  h .  

–  Other componen ts :  use  M I L-
STD-202  method  1 08,  1  000  h  
a t  max temp  or equ i val en t.   

H um id i ty testi ng :  

–  M icroci rcu i ts ,  d i odes  and  
transi stors :  u se  JESD22-A1 01  
THB ,  testi ng  a t  85  °C/85  %  RH  
for 1  000  h  b i ased .  

–  Passi ves:  use  M I L-STD-202  
method  1 06  or 
I EC  60068-2-78 .   

–  Other componen ts :  use  M I L-
STD-202  method  1 06  or 
equ ival en t.   
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45  

Yes   Opti onal  Opti onal   Yes .   

For fl i gh t  cri ti ca l  
appl i cati ons  where  
there  i s  no  ci rcu i t  
redundancy and  
the  poss ib i l i ty of a  
s i ng le  poi n t  fa i l u re .  
The  l ot  s i ze  
avai l ab le  has  to  be  

l arge  (>1 70  parts  +  
n umber of parts  
needed )  i f 
q ua l i fyi ng  a t  the  
componen t l evel   
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Test Method  Sample  s i ze  Destructive  test  Comments  Med ium  risk 
assessment 1   

testing   

H igh  ri sk 
assessment 2  

testing   

Very h igh  ri sk 
assessment 3  

testi ng   

Qual i fi cati on  
testi ng   

con ti nued   

Temperatu re  cycl i ng   

–  M icroci rcu i ts :  u se  JESD22-
A1 04  or M I L-STD-883  method  
1 01 0  temperatu re  cycl i ng  

1  000  h  a t  –55  °C  to  +1 25  °C.  

– D i odes  and  transi stors:  u se  
M I L-STD-750  method  1 051  
temperatu re  cycl i ng  1  000  h  a t  

–55  °C  to  +1 25  °C.  

–  Passi ves:  use  M I L-STD-202  
method  1 07  or I EC  60068-2 .   

–  Other componen ts :  use  M I L-
STD-202  method  1 07  or 
equ ival en t.   

45  Yes   Opti onal  Opti onal   Yes.   

For fl i gh t  cri ti ca l  
appl i cati ons  where  
there  i s  no  ci rcu i t  
redundancy and  
the  poss ib i l i ty of a  
s i ng le  poi n t  fa i l u re .  
The  l ot  s i ze  
avai l ab le  has  to  be  

l arge  (>1 70  parts  +  
n umber of parts  
needed )  i f 
q ua l i fyi ng  a t  the  
componen t l evel   

I f performed ,  these  tests  shou l d  be  conducted  i n  the  order s tated .  
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Annex C  
( informative)  

 
iNEMI  assessment methodology and  metric development 

The  iNEMI  webpage  h ttp: //www. inemi .org/con ten t. asp?conten tid=97  describes  the  
assessment methodology and  metric development.  

The  iNEMI  coun terfei t  ri sk assessment calcu lator tools  are  avai lable  at 
h ttp: //i nemi .membersh ipsoftware.org/conten t. asp?con ten tid=456  

These  an ti -coun terfei t calcu lator tools  are  designed  to  analyse:   

1 )  ri sk of coun terfei t  use;  

2)  ri sk of un trusted  sources;  

3)  Counterfei t  l oss  and  total  cost estimations.  

These  tools  are  free  to  down load  and  use.  For further i n formation ,  con tact Mark Schaffer 
(marks@inemi . org)  or emai l  i n fohelp@inemi . org  for i nstructions.  

The  webpage  h ttp: //www. inemi .org /con ten t. asp?conten tid=262  provides  the  access  to  iNEMI ’s  
wh i te  paper on  th is  subject,  see    
h ttp: //thor. inemi .org /webdown load/projects/M in iatu rization /Counterfei t_Wh i tePaper_1 1 051 3.p
df wh ich  expla ins  the  background  to  these  calcu lator tools .  
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Annex D  
( informative)  

 
Summary of SAE AS61 71  proposed  test methods 

under consideration  by SAE International  

SAE  I n ternational  (see  webpage  h ttp: //www.sae.org /) ,  i s  a  g lobal  organ isation  of more  than  
1 28  000  eng ineers  and  related  techn ical  experts  i n  the  aerospace,  au tomotive  and  
commercia l -veh icles  i ndustries.   

The  SAE G-1 9  Counterfei t E lectron ic Parts  commi ttee  (see  webpage  
h ttp: //www.sae.org /servlets/works/commi tteeHome.do?comtID=TEAG1 9  )  i s  curren tl y working  
to  publ i sh  the  documents  mentioned  in  Table  D . 1 .  These  documents  are  curren tly i n  d raft 
form.  

Table  D.1  – Summary of SAE AS61 71  test  methods  (under considerations)  

SAE  document  Ti tl e   Scope   

AS61 71 1   Test  Methods  
S tandard ;  Genera l  
Requ i remen ts ,  
Suspect/Counterfe i t  
E l ectrica l ,  E l ectron ic,  
and  
E l ectromechan ical  
Parts  

Th i s  d ocumen t s tandard i zes  practi ces  to  d etect  suspect  coun terfe i t  
e l ectron ic  parts ,  to  maxim ize  the  use  of au then ti c  parts ,  and  to  ensu re  
consi stency across  the  suppl y-chai n  for test techn i ques  and  
requ i remen ts .  

AS61 71 /1 2 Suspect/Counterfe i t  
Test  Eval uati on  
Method  

Th i s  documen t describes  an  eva l uati on  method  wh i ch  measures  the  
effecti veness  of a  speci fi ed  test  p l an  used  to  screen  for coun terfei t  parts .  
The  method  i ncl udes  the  determ ination  of the  types  of defects  d etected  
u s i ng  a  speci fi ed  test  p l an  a l ong  wi th  the  re l ated  coun terfei t  type  
coverage.  The  ou tpu t  of th i s  eval uati on  wi l l  produce  the  coun terfei t  
d efect  coverage  (CDC),  the  not-covered  defects  (NCD),  the  u nder-
covered  defects  (UCD),  and  the  coun terfe i t  type  coverage  (CTC).  Th i s  
i n formati on  wi l l  be  suppl i ed  to  the  test  l aboratory’ s  customer i n  both  the  
test report and  the  Certi fi cate  of Qua l i ty Con formance.  Th i s  eval uati on  
method  does  not  add ress  the  effecti veness  of d etecti ng  tampered  type  
devi ces.  

AS61 71 /2 3 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Externa l  Vi sua l  
I n specti on ,  
Remarki ng  and  
Resurfaci ng ,  and  
Su rface  Textu re  
Anal ys i s  Test  
Methods  

Th i s  d ocumen t  describes  the  requ i remen ts  of the  fol l owing  test  methods  
for coun terfei t  detecti on  of e l ectron ic  componen ts:  General  External  
Vi sua l  I n spection  (EVI ) ,  Detai l ed  External  Vi sua l  I n specti on ,  Remarki ng  
and  Resurfaci ng ,  Lead  F i n i sh  Anal ys i s ,  SEM  Surface  Anal ys i s .   

AS61 71 /3 4 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  by X-Ray 
F l uorescence  Test  
Methods   

XRF  techn i que  for coun terfei t  detecti on  i s  appl i cable  to  e l ectron ic and  
other parts  as  l i sted  i n  the  AS61 71  General  Requ i remen ts.  I n  genera l ,  
the  detecti on  techn i que  i s  mean t  for u se  on  p i ece  parts  pri or to  assembly 
on  a  ci rcu i t  board  or on  the  parts  that are  removed  from  a  ci rcu i t  board .  
The  appl i cab i l i ty spans  a  l arge  swath  of acti ve,  passive  and  
e l ectromechan ica l  parts .   

________________ 

1   Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71  (c)  201 6  SAE  I n ternati onal .   

2   Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /1  (c)  201 6  SAE  I n ternational .   

3  Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /2  (c)  201 6  SAE  I n ternational   

4  Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /3  (c)  201 6  SAE  I n ternational   
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SAE  document  Ti tl e   Scope   

AS61 71 /4 5 Techn i ques  for 
Suspect/Coun terfe i t  
EEE  Parts  Detecti on  
by 
Del i d /Decapsu lati on  
Physi ca l  Anal ys i s  
Methods  

Th i s  method  s tandard i zes  i nspecti on  and  test  procedu res  and  m i n imum  
tra i n i ng  and  certi fi cati on  requ i remen ts  to  d etect  Suspect,  Fraudu len t,  &  
Coun terfei t  (SFC)  E lectri cal ,  E l ectron ic,  and  E l ectromechan ical  (EEE)  
componen ts  or parts  u ti l i zi ng  Del i d /Decapsu lati on  Phys ica l  Anal ys i s .  The  
requ i remen ts  of th i s  documen t are  employed  to  e i ther de l i d  or remove  
the  cover from  a  hermeti cal l y sea l ed  package  or to  remove  the  ou ter 
protecti ve  coati ng  or encapsu lati on  of an  EEE  Part,  i n  order to  examine  
the  i n ternal  s tructu re  to  determ ine  i f the  part  appears  au then ti c.  
I n formation  d eri ved  may be  u sed  to :  a .  precl ude  i n sta l l ation  of 
i nau then ti c  parts  or parts  havi ng  obvi ous  or l a ten t  defects  b .  a i d  i n  
d i spos i ti on  of parts  that exh ib i t  anomal i es  c.  a i d  i n  defi n i ng  
improvements  or changes  i n  desi gn ,  materi a l s ,  or processes  d .  eval uate  
Suppl i er producti on  trends.   

Th i s  test  method  shou ld  not  be  confused  wi th  Destructi ve  Phys i cal  
Anal ys i s  as  defi ned  i n  M I L-STD-1 580.   

AS61 71 /5 6 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Rad io l og ica l  Test 
Methods  

The  i n ten t of th i s  documen t i s  to  d efi ne  the  methodol ogy for suspect  
parts  i nspecti on  u s i ng  rad i ol og ica l  i n spection .  The  pu rpose  of rad i ol ogy 
for suspect  coun terfei t  part  i nspection  i s  to  detect del i berate  
m isrepresen tati on  of a  part,  e i ther at  the  part  d i s tri bu tor or OEM  l eve l .  
Rad iol og ica l  i nspecti on  can  a l so  poten ti a l l y d etect  un i n ten ti onal  d amage  
to  the  part  resu l ti ng  from  improper removal  of part  from  assembl i es,  
wh i ch  may i ncl ude ,  bu t  i s  n ot l im i ted  to ,  prol onged  e l evated  temperatu re  
exposure  du ri ng  desolderi ng  operati ons  or mechan ical  s tresses  du ri ng  
removal .  Rad iol og i ca l  i n spection  of e l ectron ics  i ncl udes  fi lm  rad i ography 
and  fi lm l ess  rad i ography such  as  d i g i ta l  rad i ography (DR),  rea l  time  
rad i ography (RTR),  and  compu ted  tomography (CT).  Rad iology i s  an  
importan t  tool  u sed  i n  part  au then ti cati on  of m icroel ectron ic devices.  
Rad iog raph i c ana l ys i s  i s  performed  on  parts  to  veri fy that  the  i n ternal  
package  or d i e  constructi on  i s  cons i sten t  wi th  an  exemplar i tem .  

AS61 71 /6 7 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Acousti c  
M icroscopy (AM)  Test  
Methods  

Through  the  u se  of u l tra-h i gh  frequency u l trasound ,  typ i cal l y above  1 0  
MHz,  Acousti c M icroscopy (AM)  non -destructi vel y fi nds  and  
characteri zes  phys i cal  featu res  and  l a ten t  d efects  (vi sual i zati on  of 
i n teri or featu res  i n  a  l ayer by l ayer process)  — such  as  materi a l  
con ti nu i ty,  sub-su rface  fl aws,  cracks,  voi ds ,  d e l am inati ons  and  porosi ty.  
AM  observed  featu res  and  defects  can  be  i nd i cators  that  the  
componen ts  were  improperl y hand l ed ,  s tored ,  a l tered  or previ ous l y u sed .   

AS61 71 /7 8 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by E l ectri cal  Test  
Methods  

The  scope  of th i s  documen t i s  to :  1 .  Speci fy techn i ques  to  detect  
suspect  SFC  parts  u s i ng  e l ectri ca l  testi ng .  2 .  Provi de  vari ous  l evel s  of 
e l ectri ca l  testi ng  that can  be  used  by end  u ser to  d efi ne  test p l ans  for 
d etecti ng  SFC  parts .  3 .  Provi de  gu i del i nes  to  end  users  for determ in i ng  
wh i ch  test  houses  have  the  necessary capabi l i ti es .  ( i . e . ,  equ ipmen t,  
procedures  and  protocol s)  for perform ing  e l ectri ca l  testi ng  for 
au then ti ci ty ana l ys i s .   

AS61 71 /8 9 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on   
by Raman  
Spectroscopy Test  
Methods  

To  defi ne  capab i l i t i es  and  l im i tati ons  of Raman  spectroscopy as  i t  
perta i ns  to  coun terfei t  detecti on  of EEE  parts  and  suggest  poss ib l e  
appl i cati ons  to  these  ends.  Add i ti onal l y,  th i s  documen t  ou tl i nes  
requ i remen ts  associated  wi th  the  appl i cati on  of Raman  spectroscopy 
i ncl ud ing :  Operator tra i n i ng ;  Sample  preparati on ;  Data  i n terpretati on ;  
Compu teri zed  spectra l  match ing  i n cl ud i ng  pass/fai l  cri teri a ;  Equ ipment 
mai n tenance;  and  Reporti ng  of d ata .   

________________ 

5  Repri n ted  wi th  perm iss ion  from  the  d raft  vers ion  of SAE  document AS61 71 /4  (c)  201 6  SAE  I n ternational .  

6  Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /5  (c)  201 6  SAE  I n ternational .  

7  Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /6  (c)  201 6  SAE  I n ternational .  

8  Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /7  (c)  201 6  SAE  I n ternational .  

9  Repri n ted  wi th  perm ission  from  the  d raft  vers ion  of SAE  documen t AS61 71 /8  (c)  201 6  SAE  I n ternational .  
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SAE  document  Ti tl e   Scope   

AS61 71 /9 1 0 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Fou ri er Transform  
I n frared  
Spectroscopy (FTIR)  
Test  Methods  

Th i s  documen t defi nes  capabi l i ti es  and  l im i tati ons  of FTIR as  i t  perta i ns  
to  coun terfei t  e l ectron ic  componen t  detecti on  and  suggests  poss ib l e  
appl i cati ons  to  these  ends.  Add i ti onal l y,  th i s  documen t  ou tl i nes  
requ i remen ts  associated  wi th  the  appl i cati on  of FTIR i ncl ud ing :  operator 
tra i n i ng ,  sample  preparati on ,  vari ous  sampl i ng  techn i ques,  data  
i n terpretati on ,  computeri zed  spectral  match i ng  i ncl ud i ng  pass/fa i l  
cri teri a ,  equ ipmen t main tenance,  and  reporti ng  of data .  The  d i scuss ion  i s  
primari l y a imed  a t  ana l yses  performed  i n  the  m i d - i n frared  ( IR)  from  400  
to  4  000  wavenumbers;  however,  many of the  concepts  are  appl i cabl e  to  
the  near and  far I R.  

AS61 71 /1 0 1 1  Techn i que  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Thermogravimetri c  
Anal ys i s  (TGA)  Test 
Method  

Th i s  test  method  provi des  the  capabi l i ti es,  l im i tati ons,  and  suggested  
poss ib l e  appl i cati ons  of TGA as  i t  perta i ns  to  the  detecti on  of coun terfe i t  
e l ectron ic  componen ts .  Add i ti ona l l y,  th i s  documen t  ou tl i nes  requ i remen ts  
associated  wi th  the  appl i cati on  of TGA i ncl ud ing :  equ i pmen t 
requ i remen ts ,  test  sample  requ i remen ts ,  methodology,  con tro l  and  
cal i brati on ,  data  anal ys i s ,  reporti ng ,  and  qua l i fi cati on  and  certi fi cati on .  

AS61 71 /1 1 1 2 Techn i ques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on   
by Des ign  Recovery 
Test  Methods  

Th i s  method  ou tl i nes  the  requ i remen ts ,  capabi l i ti es ,  and  l im i tati ons  
associated  wi th  the  appl i cati on  of Desi gn  Recovery for the  detecti on  of 
coun terfei t  e l ectron ic  parts  i n cl ud i ng :  Operator tra i n i ng ;  Sample  
preparati on ;  I mag i ng  techn i ques;  Data  i n terpretati on ;  Des ign /functi onal  
match ing ;  Equ ipmen t mai n tenance  and ;  Reporti ng  of d ata.  The  method  
i s  primari l y a imed  at  anal yses  performed  by ci rcu i t  de l ayeri ng  and  
imag i ng  wi th  a  scann i ng  e l ectron  m i croscope  or opti ca l  m i croscope;  
however,  many of the  concepts  are  appl i cable  to  other m icroscope  and  
probi ng  techn iques  to  recover desi gn  data.  The  method  i s  not  i n tended  
for the  pu rpose  of manu factu ri ng  cop ies  of a  d evi ce,  bu t  rather to  
compare  images  or recover the  d es i gn  for determ inati on  of au then ti ci ty.  

AS6171 /1 2 1 3 Techn iques  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
of Capaci tors  By 
Acousti c  M icroscopy 
(AM)  Test  Methods   

Acousti c  M icroscopy Test  Methods  for Coun terfe i t  Capaci tors  

AS6171 /1 3 1 4 Techn ique  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Secondary I on  
Mass  Spectrometry 
(S IMS)  Test  Method  

To  defi ne  capabi l i t i es  and  l im i tati ons  of S IMS  as  i t  perta i ns  to  coun terfe i t  
detecti on  of EEE  parts  and  suggest  poss i b l e  appl i cati ons  to  these  ends.  
Add i ti ona l l y,  th i s  d ocumen t ou tl i nes  requ i remen ts  associated  wi th  the  
appl i cati on  of S IMS  i ncl ud ing :  Operator tra i n i ng ;  Sample  preparati on ;  
Data  i n terpretati on ;  Equ ipment  mai n tenance;  and  Reporti ng  of d ata .  

AS6171 /1 7 1 5  Techn i que  for 
Suspect/Counterfe i t  
EEE  Parts  Detecti on  
by Laser Scann i ng  
M icroscopy (LSM)  
Test  Methods  

Th i s  documen t defi nes  capabi l i ti es  and  l im i tati ons  of LSM  and  CLSM  as  
they perta i n  to  coun terfe i t  e l ectron ic componen t  detecti on  and  suggests  
poss ib l e  appl i cati ons  to  these  ends.  Add i ti onal l y,  th i s  d ocumen t ou tl i nes  
requ i remen ts  associated  wi th  the  appl i cati on  of LSM  and  CLSM  
i ncl ud ing :  operator tra i n i ng ,  sample  preparati on ,  vari ous  sampl i ng  
techn i ques,  d ata  i n terpretati on ,  equ i pmen t  mai n tenance,  and  reporti ng  of 
d ata .  Th i s  test  method  i s  primari l y d i rected  to  anal yses  performed  i n  the  
vi s i b l e  to  near i n frared  (400  nm  to  1  1 00  nm  approximatel y) .  I f SAE  
AS61 71 /1 7  i s  i nvoked  i n  the  con tract,  the  base  documen t,  AS61 71  
Genera l  Requ i remen ts  shal l  a l so  appl y.  
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