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I NTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
PROCESS MANAGEMENT FOR AVIONICS –  

COUNTERFEIT PREVENTION  –  
 

Part 1 :  Avoiding  the use of counterfei t,  fraudulent  
and  recycled  electronic components  

 
FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  Nati onal  Commi ttees).  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Pub l i cati on (s)” ) .  Thei r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati ona l  Commi ttee  i n terested  
i n  the  subject dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen ta l  and  non -
governmen tal  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl ose ly 
wi th  the  I n ternati onal  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  d eterm ined  by 
ag reement  between  the  two  organ izati ons.  

2 )  The  formal  d eci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Pub l i cati ons  have  the  form  of recommendati ons  for i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate ,  I EC  cannot be  he l d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is i n terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possi b l e  i n  the i r nati onal  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati ona l  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tsel f d oes  not  provi de  any attestation  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provi de  conform i ty 
assessmen t  services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsib le  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6 )  Al l  u sers  shou l d  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i n d ivi dual  experts  and  
members  of i ts  techn i cal  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property d amage  or 
o ther damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct appl i cati on  of th i s  publ i cati on .  

9)  Atten ti on  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  sub j ect  of 
paten t ri gh ts .  I EC  shal l  n ot  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts.  

The  main  task of I EC techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  
speci fication  when  

•  the  requ i red  support cannot be  obtained  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subject i s  sti l l  under techn ical  development or where,  for any other reason ,  there  i s  the  
fu ture  bu t no  immed iate  possibi l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subject to  review wi th in  th ree  years  of publ ication  to  decide  
whether they can  be  transformed  i n to  I n ternational  Standards.   

I EC  TS  62668-1 ,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by I EC  techn ical  
commi ttee  1 07:  Process  management for avion ics.  
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Th is  th i rd  ed i tion  cancels  and  replaces  the  second  ed i tion ,  publ ished  i n  201 4.  Th is  ed i tion  
consti tu tes  a  techn ical  revision .  

Th is  ed i tion  i ncludes  the  fol lowing  s ign i ficant techn ical  changes  wi th  respect to  the  previous  
ed i tion :  

a)  i den ti fied  that the  Ch inese  RECS scheme is  no  longer main tained  ( i n  4 . 2  and  where  
appropriate  as  agreed  wi th  CEPREI );  

b)  added  a  reference  to  AS/EN /J ISQ 91 00  wh ich  at  the  next revision  (revis ion  D)  wi l l  con tain  
an  an ti -counterfei t  requ i rement wh ich  may be  used  to  satisfy the  requ i rements  of 4 . 2 ;  

c)  added  reference  to  the  now publ ished  SAE  AS6496  for franch ised  d istribu tors,  to  USA 
DFARS ru le  252.246.7007  and  to  UK Defence  Standard  05-1 35;  

d )  added  reference  to  more  GAO,  OECD and  ICC reports  i n  4 . 5. 1 ;  

e)  updated  webl inks  and  other references.  

The  text of th is  techn ical  speci fication  i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

1 07/267/DTS  1 07/277/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  speci fication  can  be  found  in  
the  report on  voting  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  ISO/IEC  Di rectives,  Part 2 .  

A l i st  of a l l  the  parts  i n  the  I EC  62668  series,  publ i shed  under the  general  ti tl e  Process 
management for avionics – Counterfeit prevention,  can  be  found  on  the  I EC  websi te.  

The  commi ttee  has  decided  that the  conten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be  

•  transformed  i n to  an  I n ternational  standard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page of th is  publ ication  ind icates  
that  i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore  print th is  document using  a  
colour printer.  
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PROCESS MANAGEMENT FOR AVIONICS – 
COUNTERFEIT PREVENTION  – 

 
Part 1 :  Avoiding  the use of counterfei t,  fraudulent 

and  recycled  electronic components  
 
 
 

1  Scope 

Th is  part of I EC  62668,  wh ich  i s  a  Techn ical  Speci fication ,  defines  requ i rements  for avoid ing  
the  use  of coun terfei t,  recycled  and  fraudu len t components  used  i n  the  aerospace,  defence  
and  h igh  performance  (ADHP)  i ndustries.  I t  a lso  defines  requ i rements  for ADHP i ndustries  to  
main tain  thei r i n te l lectual  property ( I P)  for a l l  of thei r products  and  services.  The  risks  
associated  wi th  purchasing  components  ou tside  of franch ised  d istribu tor networks  are  
considered  i n  I EC  TS  62668-2 .  Al though  developed  for the  avion ics  i ndustry,  th is  speci fication  
may be  appl ied  by other h igh  performance  and  h igh  re l iabi l i ty i ndustries  at  thei r d iscretion .  

2  Normative references  

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  in  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  latest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC  TS  62239-1 ,  Process management for avionics – Management plan  – Part 1 :  Preparation 
and maintenance of an  electronic components management plan 

I EC  TS  62668-2 ,  Process management for avionics – Counterfeit prevention – Part 2:  
Managing electronic components from non-franchised sources 

I SO  9001 ,  Quality management systems – Requirements  

AS/EN/J ISQ 91 00,  Quality Management Systems – Requirements for Aviation,  Space and 
Defense Organizations  

AS/EN/J ISQ 91 1 0: 201 5  Quality Maintenance Systems – Aerospace – Requirements for 
Maintenance Organizations  

3  Terms,  defin i tions  and  abbreviations  

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i tions  apply.  

3.1 .1   
aftermarket source  
resel ler wh ich  may or may not be  under con tract wi th  the  orig inal  component manufacturer 
(OCM),  or i s  sometimes  a  component “re-manufacturer” ,  under con tract wi th  the  OCM  

Note  1  to  en try:  The  resel l er accumu lates  i nven tories  of encapsu l ated  or non -encapsu l ated  (wafer)  componen ts  
whose  end  of l i fe  date  has  been  publ i shed  by the  OCM.  These  componen ts  are  then  resol d  at  a  profi t  to  fi l l  a  need  
wi th i n  the  market  for componen ts  that have  become  obsol ete.  
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3.1 .2   
broker 
i nd ividual  or corporate  organ ization  that serves  as  an  i n termed iary between  buyer and  sel ler 

Note  1  to  en try:  I n  the  e l ectron ic  component  sector a  broker speci fi ca l l y seeks  to  supp ly obsol ete  or hard  to  fi n d  
componen ts  i n  order to  tu rn  a  profi t.  To  do  so  i t  may accumu late  an  i nven tory of componen ts  cons idered  to  be  of 
s trateg ic va l ue  or may re l y on  i nven tori es  accumu lated  by others .  The  broker operates  wi th i n  a  worl dwide  
componen t exchange  network.  

3.1 .3   
COTS  product 
commercial  off-the-shelf product 
one  or more  components,  assembled  and  developed  for mu l tip le  commercial  consumers,  
whose  design  and /or configuration  i s  control led  by the  manufacturer’s  speci fication  or i ndustry 
standard  

Note  1  to  en try:  COTS  products  can  i ncl ude  e l ectron ic  componen ts ,  subassembl i es  or assembl i es,  or top  l evel  
assembl i es.  E l ectron ic  COTS  subassembl i es  or assembl i es  i ncl ude  ci rcu i t  card  assembl i es ,  power suppl i es,  hard  
d ri ves,  and  memory modu l es .  Top- l evel  COTS  assembl i es  i n cl ude  a  fu l l y i n tegrated  rack of equ i pmen t such  as  ra i d  
arrays,  fi l e  servers  to  i nd i vi dual  swi tches,  rou ters,  personal  compu ters ,  or s im i l ar equ ipment.  

3.1 .4  
counterfei t ,  verb  
action  of s imu lating ,  reproducing  or mod i fying  a  materia l  good  or i ts  packag ing  wi thou t 
au thorization  

Note  1  to  en try:  I t  i s  the  practi ce  of producing  products  wh ich  are  im i tati ons  or are  fake  goods  or services.  Th i s  
acti vi ty i n fri nges  the  i n te l l ectua l  property ri gh ts  of the  ori g i na l  manufactu rer and  i s  an  i l l ega l  act.  Coun terfei ti ng  
general l y re l ates  to  wi l fu l  trademark i n fri ngemen t.  

3.1 .5   
counterfei ted  component 
materia l  good  im i tating  or copying  an  au then tic materia l  good  wh ich  may be  covered  by the  
protection  of one  or more  reg istered  or confidentia l  i n te l lectual  property ri gh ts  

Note  1  to  en try:  A coun terfei ted  componen t  i s  one  whose  i den ti ty or ped i g ree  has  been  a l tered  or m i srepresen ted  
by i ts  suppl i er.  

I den ti ty =   ori g i na l  manu factu rer,  part  number,  date  code,  l ot  number,  testi ng ,  i nspecti on ,  d ocumen tati on  or 
warran ty etc.  

Ped i g ree  =  ori g i n ,  ownersh i p  h i s tory,  s torage,  hand l i ng ,  phys i cal  cond i ti on ,  previ ous  use,  e tc.  

3.1 .6   
customer device  specification  
device  speci fi cation  wri tten  by a  user and  agreed  by the  suppl ier 

3.1 .7   
customer 
user 
orig inal  equ ipment manufacturer (OEM)  wh ich  purchases  electron ic components,  i nclud ing  
i n tegrated  ci rcu i ts  and /or semiconductor devices  compl ian t wi th  th is  techn ical  speci fi cation ,  
and  uses  them  to  design ,  produce,  and  main tain  systems 

3.1 .8   
data  sheet 
document prepared  by the  manufacturer that describes  the  e lectrical ,  mechan ical ,  and  
envi ronmental  characteristics  of the  component 

Copyright International  Electrotechnical  Commission 



 –  1 0  – I EC  TS  62668-1 : 201 6  © I EC  201 6  

3.1 .9   
franchised  d istributor or agent 
i nd ividual  or corporate  organ isation  that i s  l egal l y i ndependent from  the  franch iser ( i n  th is  
case  the  e lectron ic component manufacturer or OCM)  and  agrees  under contract to  d istribu te  
products  using  the  franch iser’s  name  and  sales  network 

Note  1  to  en try:  D i stri bu ti on  acti vi ti es  are  carri ed  ou t  i n  accordance  wi th  s tandards  set  and  con trol l ed  by the  
franch iser.  Sh ipmen ts  against  orders  p l aced  can  be  despatched  e i ther d i rect  from  the  OCM  or the  franch ised  
d i s tri bu tor or agen t.  I n  o ther words,  the  franch i sed  d i s tri bu tor en ters  i n to  con tractual  ag reemen ts  wi th  one  or more  
e l ectron ic  componen t  manu factu rers  to  d i s tri bu te  and  sel l  the  sai d  componen ts .  D i stri bu ti on  ag reemen ts  may be  
s ti pu l ated  accord i ng  to  the  fo l l owing  cri teri a :  geograph ical  area,  type  of cl i en tel e  (avi on ics  for example),  maximum  
manu factu ri ng  l o t  s i ze.  Componen ts  sou rced  th rough  th i s  rou te  are  protected  by the  OCM’s  warran ty and  supp l i ed  
wi th  fu l l  traceabi l i ty.  

3.1 .1 0   
fraudu lent component 
electron ic component produced  or d istribu ted  e i ther i n  violation  of reg ional  or l ocal  l aw or 
regu lation ,  or wi th  the  i n ten t to  deceive  the  customer 

Note  1  to  en try:  Th i s  i ncl udes  bu t  i s  not  l im i ted  to  the  fol l owing  wh ich  are  examples  of componen ts  wh ich  are  
fraudu l en tl y sol d  as  new ones  to  a  customer:  

1 )  a  s to l en  componen t;  

2 )  a  componen t  scrapped  by the  ori g i nal  componen t  manu factu rer (OCM)  or by any u ser;  

3 )  a  recycl ed  componen t,  that  becomes  a  fraudu l en t  recycled  componen t  when  i t  i s  a  d i sassembled  componen t 
resol d  as  a  new componen t  (see  F i gu re  1 ) ,  where  typ i ca l l y  there  i s  evi dence  of pri or u se  and  rework (e . g .  
sol der,  re-p lati ng  or l ead  re-attachmen t acti vi ty)  on  the  componen t  package  term inati ons ;  

4 )  a  coun terfe i t  componen t,  a  copy,  an  im i tati on ,  a  fu l l  or parti a l  substi tu te  of brands;  

5)  fraudu l en t  designs,  model s ,  paten ts ,  software  or copyri gh t  sol d  as  bei ng  new and  au then ti c.  For example:  a  
componen t whose  producti on  and  d i stri bu ti on  are  not  con trol l ed  by the  ori g i na l  manu factu rer;  

6 )  u n l i censed  copies  of a  d esi gn ;  

7 )  a  d i sgu i sed  component  (remarki ng  of the  ori g i na l  manu factu rer’ s  name,  reference  date/code  or other 
i den ti fi ers  etc. ) ,  wh i ch  may be  a  coun terfei t  componen t  (see  F i gu re  1 ) ;  

8 )  a  componen t  wi thou t  an  i n ternal  s i l i con  d i e  or wi th  a  substi tu ted  s i l i con  d ie  wh i ch  i s  not  the  ori g i nal  
manu factu rer’ s  s i l i con  d i e.  

3.1 .1 1   
m icrocircu it 
component 
device 
electrical  or e lectron ic device  that i s  not subject to  d isassembly wi thou t destruction  or 
impairment of design  use  and  i s  a  smal l  ci rcu i t  having  a  h igh  equ ivalen t ci rcu i t  e lement 
densi ty wh ich  i s  considered  as  a  s ing le  part composed  of i n terconnected  e lements  on  or 
wi th in  a  s ing le  substrate  to  perform  an  electron ic ci rcu i t  function  

N ote  1  to  en try:  Th i s  excl udes  pri n ted  wi ri ng  boards/pri n ted  ci rcu i t  boards,  ci rcu i t  card  assembl i es  and  modu l es  
composed  excl us i ve l y of d i screte  e l ectron ic components.  

3.1 .1 2   
non-franchised  d istributor 
company wh ich  does  not fa l l  under a  franch ised  d i stribu tor or OCM  

Note  1  to  en try:  These  d i s tri bu tors  may pu rchase  componen ts  from  componen t  manu factu rers ,  franch i sed  
d i s tri bu tors,  or th rough  other supp l y channe l s  (open  markets) .  These  d i stri bu tors  cannot  a lways  provi de  the  
guaran tees  and  support  provided  by the  franch i sed  d i s tri bu tor network;  components  sourced  th rough  th i s  sou rce  
are  u sual l y protected  by the  sou rce’s  warran ty on l y.  However,  some  of them  are  able  to  pu rchase  traceable  
componen ts  and /or to  provide  traceabi l i ty paperwork and /or are  abl e  to  re tu rn  s tock for i nvesti gati on  to  the  OCM.  

3.1 .1 3   
OCM  
orig inal  component manufacturer 
company speci fying  and  manufacturing  the  e lectron ic component 
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3.1 .1 4  
OEM  
orig inal  equ ipment manufacturer 
manufacturer wh ich  defines  the  e lectron ic subassembly that i ncludes  the  e lectron ic 
components  or defines  the  components  used  i n  an  assembly and /or test speci fication  

3.1 .1 5   
pi racy 
wi l l fu l  copyrigh t i n fringement 

3.1 . 1 6   
resel ler 
general  suppl ier wh ich  offers  a  selection  of e lectron ic components  to  order from  a  catalog  

3.1 . 1 7   
recycled  component 
electrical  component removed  from  i ts  orig inal  product or assembly and  avai lable  for reuse  

N ote  1  to  en try:  The  componen t  has  au then ti c  l ogos,  trademarks  and  marki ngs.  However,  i t  typ i ca l l y has  no  
ou tpu t to  measure  the  usefu l  l i fe  remain i ng  for i ts  reuse.  A recycled  componen t can  fa i l  earl i er than  a  new one  
when  re-assembled  i n to  another product  or assembly.  A recycl ed  componen t  may a l so  be  phys i cal l y damaged  or 
damaged  th rough  e l ectro  s tati c  d i scharge  (ESD)  du ri ng  the  removal  process.  

3.1 .1 8   
semiconductor 
electron ic component i n  wh ich  the  characteristic d istingu ish ing  e lectron ic conduction  takes  
p lace  wi th in  a  semiconductor 

Note  1  to  en try:  Th i s  i ncl udes  semiconductor d i odes  wh i ch  are  semiconductor devices  havi ng  two  term ina l s  and  
exh i b i ti ng  a  non l i near vol tage-cu rren t  characteri sti c  and  transi stors  wh i ch  are  acti ve  semiconductor devices  
capabl e  of provi d i ng  power ampl i fi cati on  and  havi ng  th ree  or more  term inal s .  

3.1 .1 9   
subcontractor 
manufacturer of e lectron ic subassembl ies  or suppl ier manufacturing  i tems  in  compl iance  wi th  
customer design  data  pack and  d rawings,  and  under the  au thori ty of the  OEM  

Note  1  to  en try:  Th i s  suppl i er can  poten ti a l l y procu re  a l l  or part  of the  e l ectron ic  componen ts  requ i red  to  produce  
a  subassembly and  i s  often  referred  to  as  the  con tract  e l ectron ic  manu facturer (CEM)  or e l ectron ics  manufactu ri ng  
services  (EMS).  

3.1 .20   
suppl ier 
company wh ich  provides  to  another an  e lectron ic component wh ich  i s  i den ti fied  by the  l ogo  or 
name  marked  on  the  device  

Note  1  to  en try:  A suppl i er can  be  an  OCM ,  a  franch i sed  d i s tri bu tor or agen t,  a  non -franch i sed  d i stri bu tor,  broker,  
resel l er,  OEM,  CEM ,  and  EMS,  etc.  

3.1 .21   
suspect component 
electron ic component wh ich  has  l ost supply chain  traceabi l i ty back to  the  orig inal  
manufacturer and  wh ich  may have  been  m isrepresented  by the  suppl ier or manufacturer and  
may meet the  defin i ti on  of fraudu lent or counterfei t  component 

Note  1  to  en try:  Suspect  componen ts  may i n cl ude  bu t  are  not  l im i ted  to :  

1 )  coun terfe i t  componen ts ;  

2 )  recycled  componen ts  coming  from  uncon trol l ed  recycl i ng  operati ons  carri ed  ou ts i de  of the  OEM,  franch i sed  
network and  OEM  business  where  typ ica l l y i t  has  been  fraudu l en tl y sol d  to  the  OEM  as  be i ng  i n  a  new unused  
cond i ti on .  
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3.1 .22   
traceabi l i ty 
abi l i ty to  have  for an  e lectron ic component i ts  fu l l  trace  back to  the  orig inal  component 
manufacturer 

Note  1  to  en try:  Th i s  traceabi l i ty means  that every supp l i er i n  the  suppl y chai n  i s  prepared  to  l egal l y declare  i n  
wri ti ng  that  they know and  can  i den ti fy the i r sou rce  of suppl y,  wh i ch  goes  back to  the  ori g i nal  manu factu rer and  
can  con fi rm  that  the  e l ectron ic  components  are  brand  new and  were  hand l ed  wi th  appropri ate  ESD  and  MSL  
hand l i ng  precau ti ons.  Th i s  au then ticates  that  the  e l ectron ic componen ts  be i ng  supp l i ed  are  unused ,  brand  new 
componen ts  wi th  no  ESD,  MSL or other damage.  Th i s  ensu res  that  the  e l ectron ic  componen ts  are  protected  by any 
manu factu rer’ s  warran ti es ,  have  a l l  o f thei r u sefu l  l i fe  remain i ng  and  fu ncti on  accord i ng  to  the  manu factu rer’ s  
pub l i shed  data  sheet,  exh i b i t i ng  the  expected  componen t  l i fe  i n  the  appl i cati on  for the  OEM ’s  re l i abi l i ty pred icti ons  
and  product  warran ty.  

3.1 .23   
untraceable  
property of e lectron ic components  wh ich  have  l ost thei r traceabi l i ty (see  3. 1 . 22)  

3.2  Abbreviations  

AAIPT Al l iance  Against I P  Theft 

ACTA Anti -Counterfei t  Trade  Agreement 

ACTF Semiconductor I ndustries  Association  Anti  Coun terfei t  Task Force  

ADHP aerospace,  defence  and  h igh  performance  

ASIC appl ication  speci fic i n tegrated  ci rcu i t  

ATP acceptance  test procedure  

BEAMA Bri tish  E lectrotechn ical  Al l ied  Manufacturers’  Association  

BoM  b i l l  of materia ls  

CATA Ch ina  An ti -coun terfei t Technology Association  

CB  certi fying  body (th i rd  party)  

COTS   commercia l  off-the-shel f 

CEC Ch ina  E lectron ics  Coporation  

CECA Ch ina  E lectron ic Components  Association  

CEEI  Ch ina  E lectrical  Equ ipment Assosication  

CEM  con tract e lectron ic manufacturer 

CESI  Ch ina  E lectron ics  Standard ization  I nsti tu te  

CQAE Ch ina  Qual i ty Management Association  for E lectron ics  I ndustry 

CMOS  complementary metal  oxide  semiconductor 

DFARS Defense  Federal  Acqu isi ti on  Regu lation  System  

DOD Department of Defence  (US)  

DMEA Defense  M icroElectron ics  Activi ty 

DMSMS d imin ish ing  manufacturing  sources  and  material  shortages  

DNA  deoxyribonucleic acid  

DSCC  Defence  Supply Centre  Columbus  

DLA  Defense  Log istics  Agency (former DSCC)  

EASA European  Aviation  Safety Agency 

ECIA E lectron ic Components  I ndustry Association  

ECMP  e lectron ic component management p lan  

ECSN  e lectron ic component suppl ier network 

EMS e lectron ic manufacturing  services  
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ERAI  E lectron ic Resel ler Association  I n ternational    
(see  web-page  h ttp: //www.erai . com)  

ESD  e lectrostatic d ischarge  

EOS e lectrical  overstress  

EU  European  Un ion  

FAA Federal  Aviation  Admin istration  

FAR  Federal  Avion ic Regu lations  

FFF   form,  fi t  and  function  

FIT  fa i l u res  i n  time  

FPD  flat panel  d isplay 

FPGA fie ld -programmable  gate  array 

FSC Federal  Supply Class  

G-1 9  SAE  Counterfei t  E lectron ic Parts  Commi ttee  

GAMS Government/Au thori ties  meeting  on  Semiconductors  

G IFAS  French  Aerospace  Association  

HAST  h igh ly accelerated  stress  test 

H IS  hardware  i n trinsic securi ty 

HTOL  h igh  temperature  operating  l i fe  

ICC I n ternational  Chamber of Commerce  

ID  i ndependent d istribu tors  

IDEA I ndependent D istribu tors  of E lectron ics  Association  

IAQG  I n ternational  Aerospace  Qual i ty Group  – SAE  

iNEMI  I n ternational  E lectron ics  Manufacturing  I n i tiati ve  

I P  i n te l lectual  property 

I PR i n tel lectual  property ri gh ts  

I SP  i n ternet service  provider 

I TAR I n ternational  Traffic i n  Arms  Regu lations  

IU ID  I tem  Un ique  I den ti fication  

J IT j ust i n  time  

JPO Japanese  Paten t Office  

LED  l i gh t-emi tti ng  d iode  

LDC l ot  data  code  

LTB   l ast time  buy 

MBTF mean  time  between  fai lu res  

MEMS m icro-electromechan ical  systems 

MOD M in istry of Defence,  UK 

MTTF mean  time  to  fa i lu re  

MSL moisture  sensi ti vi ty l evel  

NATO North  Atlan tic Treaty Organ ization  

NDAA National  Defense  Acqu isi ti on  Act 

NEDA National  E lectron ics  D istribu tors  Association  

NVRAM  non-volati le  random  access  memory 

OCM  orig inal  component manufacturer 
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OECD Organ isation  for Ecomon ic Co-operation  and  Development 

OEM  orig inal  equ ipment manufacturer 

OH IM  Office  for Harmon isation  i n  the  I n ternal  Market (EU)  

PCB prin ted  ci rcu i t  board  

PCN   product change  notice  

PRC People’s  Republ ic of Ch ina  

PV photovol taic 

RECS Rel iable  E lectron ic Component Suppl ier 

PUF physical  unclonable  function  

RFID  rad io  frequency identi ty detection  

RAM  random  access  memory 

ROM  read  on ly memory 

SEE   s ing le  even t effect 

SEU   s ing le  even t upset 

SER  soft error rate  

S IA Semiconductor I ndustry Association  

SRAM  static random  access  memory 

TAPO Trusted  Access  Program  Office  

TSO Trad ing  Standards  Officers  

UK Un i ted  Kingdom  

UKEA UK Electron ics  Al l i ance  

UNG  un ique  number generator 

USA Un i ted  States  of America  

WIPO World  I n tel lectual  Property Organ ization  

WSC World  Semiconductor Counci l  

4 Technical  requ irements  

4.1  General  

Th is  techn ical  speci fication  m in im ises  coun terfei ting ,  recycl i ng  and  fraudu len t activi ties  by 
main tain ing  i n tel lectual  property and  a l lowing  the  purchasing  of traceable  components.  

M in imum  avion ics  OEM  requ i rements  are  defined  i n  4 . 2 .  

Subclauses  4 . 3  to  4 . 1 4 .6  provide  supporting  i n formation  to  4 . 2 .  

I n formative  annexes  are  provided  at the  end  of th is  speci fication  and  thei r con tent i s  subject 
to  change.  Users  of th is  speci fication  are  encouraged  to  review the  latest data  avai lable  
whenever referencing  the  con ten t of these  annexes.  

•  Annex A provides  fu rther cross-reference  i n formation  for a l l  the  i nsti tu tions  and  
organ isations  d iscussed  i n  C lause  4 ;  

•  Annex B  provides  examples  of aftermarket sources  wh ich  shal l  be  considered  i n  
obsolescence  s i tuations  (see  4 . 1 2 .9);  

•  Annex C  provides  an  example  of a  typical  Ch inese  RECS certi ficate  (see  4 . 7 .2) ;  

•  Annex D  provides  a  fl owchart of I EC  TS  62668-1  requ i rements  and  thei r relationsh ip  to  
external  standards.  
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The  key elements  to  con trol  and  understand  are:  

a)  the  defin i tion  of i n te l l ectual  property (see  4 . 3) ;  

b)  the  l im i tations  of the  term  counterfei t  (see  4 . 4) ;  

c)  the  better description  of “fraudu len t components”  (see  4 . 4. 3);  

d )  what recycl ing  i s  and  why the  avion ics  i ndustry m in imises  recycl ing  to  i n -house  activi ties  
on ly (see  4 . 6);  

e)  the  use  of orig inal  component manufacturers  (OCMs)  wh ich  protect thei r i n te l lectual  
property (see  4 . 7);  

f)  the  use  of approved  franch ised  d istribu tors  or sources  (see  4 . 1 0) ;  

g )  the  use  of ri sk management and  component test processes  when  buying  suspect 
un traceable  components  from  non-franch ised  d istribu tors  i n  accordance  wi th  
I EC  TS  62668-2  (see  4 . 1 2 .6);  

h )  the  protection  of OEMs'  i n tel lectual  property,  th roughout thei r product l i fecycles  i nclud ing  
management of a l l  spares;  

i )  the  reporti ng  of vio lations  of i n te l lectual  property through  l ocal  l aw enforcement (see  4 . 1 4,  
A. 7.2 ,  and  Clause  A.8  for usefu l  con tacts) .  

4.2  M in imum avionics  OEM  requ irements  

The  avion ics  OEMs  shal l :  

a)  Protect thei r i n tel lectual  property righ ts  (see  4 . 3 ,  4 . 4 ,  4 . 5,  4 . 1 2  and  4 . 1 3).  

b)  Select components  from  orig inal  component manufacturers  (OCMs)  wh ich  con trol  thei r 
i n te l lectual  property ri gh ts  (see  4 . 3 ,  4 . 7)  and  wh ich  i nclude  un ique  configuration  con trol led  
part numbers  and  physical  part markings  (see  4 . 7. 6).  

c)  Have  an  an ti -counterfei t,  fraudu lent and  recycled  component process,  i n  compl iance  wi th  
the  requ i rements  herein ,  wh ich  may i nclude  an  an ti -coun terfei t  management p lan  in  
accordance  wi th  th is  speci fication  and  wh ich  can  be  based  on  p lans  such  as  SAE-
AS5553A or others  sim i lar (see  4 . 1 2. 1 3) .  The  OEMs  shal l  flow th is  requ i rement down  to  
l ower l evel  suppl iers  (see  4 . 1 2 . 1 3.3).  

NOTE  The  next  revi s i on  of AS/EN /J I SQ 91 00,  wh ich  wi l l  con ta in  the  requ i remen t for an  an ti -coun terfe i t  
management p l an  for a l l  types  of e l ectri cal  and  mechan ical  componen ts  and  materia l s ,  may a l l ow a l so  sati sfy 
th i s  need  (see  4 . 7 . 3  and  4 . 1 2 . 1 ) .  Some  documents  such  as  I EC  TS62239-2  and  SAE  AS61 74  (see  4 . 1 2 . 1 3)  
may a i d  for an ti -coun terfei t  management.  

d)  Have  an  AS/EN /J ISQ 91 00  process  (see  4 . 1 2)  to  aud i t  a l l  sources  of supply of 
components.  

e)  Have  a  process  on ly a l lowing  the  purchase  of traceable  components  (see  4 . 1 2 .3),  us ing  
the  AS/EN/J ISQ 91 00  procedures,  as  fo l lows:  

1 )  from  the  orig inal  component manufacturer (OCM)  (see  4. 7)  wi th  any appropriate  
traceabi l i ty measures  such  as  the  use  of Semiconductor I ndustries  Association  An ti  
Coun terfei t  Task Force  (ACTF)  measures  (see  4 . 7 .7)  or physical  unclonable  function  
(PUF)  features  (see  4 . 7 . 1 0),  as  considered  necessary;  

2 )  d i rect from  the  USA Trusted  Foundry Program  (see  4 . 7 . 8)  and /or from  the  USA Trusted  
IC  Suppl ier Accred i tation  Program  (see  4 . 7 .9)  where  requ i red  by customer con tract or 
considered  appropriate;  

3)  i n  s i tuations  where  the  component i s  obsolete,  by purchasing  d i rectl y from  the  
franch ised  aftermarket manufacturer (see  4 . 1 2 .9  and  Annex B) ;  

4)  from  franch ised  d istribu tors  (see  4 . 1 0)  

– wh ich  are  preferably AS/EN/J ISQ 91 20  approved  (see  4 . 9) ;  

– wh ich  are  a lso  I SO  9001  approved  as  a  m in imum  requ i rement (see  4 . 8) ;  or 

– wh ich  comply wi th  SAE  AS  6496  requ i rements(see  Clause  A. 1 6);  

5)  from  non-franch ised  d istribu tors  (see  4 . 1 1 )  using  IEC  TS  62668-2 .  
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f)  Have  an  AS/EN/J ISQ 91 00  process  wh ich  avoids  the  use  of unapproved  brokers  (see  
4 . 1 1 . 5).  

g )  I n  the  rare  event an  avion ics  OEM  considers  i t  i s  necessary to  purchase  un traceable  
components:  

1 )  conduct and  document an  exhaustive  search  for traceable  a l ternatives,  i nclud ing  the  
review of possible  design  changes  to  accommodate  traceable  a l ternatives  and  
aftermarket sources  (see  4 . 1 2 ,  i n  particu lar 4 . 1 2 .9,  4 . 1 2 . 1 0 ,  4 . 1 2 . 1 1 ,  and  Annex B);  

2 )  use  and  document a  ri sk management process  to  assess  the  add i tional  requ i rements  
needed  to  determine  that the  components  are  not counterfei ted ,  recycled  or fraudu len t 
components,  us ing  the  requ i rements  of I EC  TS  62668-2.  Th is  ri sk management 
process  wi l l  i nclude  conformi ty,  qual i ty,  re l iabi l i ty and  main tenance  performances  
aspects.  

h )  Have  a  process  for repai r and  rework operations  (see  4. 1 3.9)  wh ich  shal l  i nclude  
AS/EN/J ISQ 91 1 0  certi fication  for a l l  main tenance  operation .  

i )  Report i ncidents  of counterfei t  and  fraudu len t acti vi ties  i n  accordance  wi th  l ocal  l aw (see  
4 . 1 4).  

j )  Establ i sh  an  an ti -coun terfei t  awareness  tra in ing  for re levant personnel  based  on  Table  1  
wh ich  i s  provided  for gu idance  and  wh ich  i den ti fi es  the  re levant personnel  and  tra in ing  
records.  I n  the  case  of newly h i red  personnel ,  i n i tiate  immed iate  tra in ing  for the  speci fic 
d iscip l i ne  or department.  
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Table  1  – Anti -counterfei t  awareness  train ing  gu idel ines  

Discipl i ne  or department Type  of awareness  
train ing  

Frequency Comments  

Sourci ng ,  buyi ng  or 
procuremen t 

Traceabi l i ty i n  the  suppl y 
chai n ,  d i fferences  between  
brokers ,  the  d i fferen t  types  
of d i stri bu tor (franch i sed ,  
non -franch i sed ) ,  the  OCM  
etc.  When  to  ra i se  i ssues.  

Every 2  years  Change  frequency to  
annual  i f there  i s  a  new 
major change  or 
d evel opmen t to  be  fl owed  
down  or i f the  department 
has  a  poor an ti -coun terfei t  
management  record .  

Subcon tract  procu remen t How the  subcon tractors  
shou l d  con trol  the i r suppl y 
chai n  for an  avion ics  
product,  how changes  are  
to  be  managed  and  
approved  by the  OEM  
before  impl an tati on .  

Every 2  years   

Hardware  design  Why sou rci ng  cannot  be  
done  d i rectl y off the  
i n ternet;  why approved  
suppl i ers  are  necessary;  
why franch i sed  d i s tri bu tors  
are  necessary,  e tc.  

Every 2  years   

Program  management Why sou rci ng  cannot  be  
done  d i rectl y off the  
i n ternet,  why approved  
suppl i ers  are  necessary,  
e tc.  

Every 2  years   

Component  eng i neeri ng  Type  of testi ng  wh i ch  can  
be  used  to  m i n im ise  the  
u se  of coun terfe i t  
componen ts ;  how part  
numbers  and  non -
con formances  shou l d  be  
managed ,  e tc.  

Every 2  years   

Goods  receivi ng .  Goods  
i nwards  

S tock room  

Ki tti ng ,  materi a l  ki tti n g  
departmen t 

Why vi sual  i nspecti on  i s  
necessary and  why 
atten ti on  to  deta i l  
regard ing  part  numbers,  
l abel l i n g ,  certi fi cates  of 
con formance  and  
paperwork i s  necessary.  
How to  ra i se  concerns .  

Every 2  years   

Suppl i er q ual i ty How to  aud i t  for an ti -
coun terfe i t.  

Checkl i s ts ,  e tc.  

Whom  to  d i scuss  i ssues  
wi th  and  how to  manage  
correcti ve  acti ons.  

Every 2  years   

Producti on  assembly 
departmen t 

Genera l  awareness;  how to  
report  any concerns  i f part  
marki ng  l ooks  suspici ous ,  
e tc.  

Review producti on  test  
fa i l u re  trends  and  
i nvestigate  l ow yi e l d s  
wh i ch  may be  caused  by 
coun terfei t  or fraudu len t  
componen ts .  

Every 2  years   

Test  departmen t Genera l  awareness  for 
cons iderati on  of coun terfe i t  
to  be  i ncl uded  i n  fau l t  
ana l yses  or fau l t  fi nd i ngs.  

Every 2  years   
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4.3  In tel lectual  property 

4.3.1  General  

Anti -coun terfei t  acti vi ties  start  wi th  the  defin i tion  and  knowledge  of what i n te l l ectual  property 
( I P)  i s .  Coun terfei t  occurs  when  the  orig inal  manufacturer’s  I P  i s  fraudu len tly i n fringed .  
Therefore  an ti -coun terfei t  acti vi ties  are  concerned  abou t the  main tenance  of i n tel lectual  
property.  

The  World  I n tel lectual  Property Organ ization  (WIPO)  i s  a  special i zed  agency of the  Un i ted  
Nations.  I t  i s  ded icated  to  developing  a  balanced  and  accessib le  i n ternational  I P  system,  
wh ich  rewards  creativi ty,  stimu lates  i nnovation  and  con tribu tes  to  economic development 
wh i le  safeguard ing  the  publ ic  i n terest.  

WIPO was  establ ished  by the  WIPO Convention  in  1 967  wi th  a  mandate  from  i ts  Member 
States  to  promote  the  protection  of I P  th roughout the  world  th rough  cooperation  among  states  
and  i n  col laboration  wi th  other i n ternational  organ izations.  I ts  headquarters  are  in  Geneva,  
Swi tzerland .  For further i n formation  abou t WIPO see  Clause  A. 1 .  The  fol l owing  are  reg ional  
I n tel lectual  Property offices:  

a)  USA:  The  Un i ted  States  Paten t and  Trademark Office  (see  A. 8. 1 ) .  

b)  UK:  The  I n te l lectual  Property Office  (see  A.6. 1 ),  wh ich  provides  fu rther i n formation  and  
detai l s  of the  on-l ine  I P  Heal thcheck d iagnostic tool .  

c)  Europe:  The  Europa  webpage  contains  summaries  of EU  l eg islation  for i n tel lectual  
property (see  A.7. 1 ) .  

d )  Ch ina:  the  State  I n te l lectual  Property office  of the  P.R.C  (see  A.9. 1 ) .  

The  fol lowing  are  add i tional  resources  for i n tel lectual  property i n formation :  

1 )  WIPO webpage  (see  A. 1 . 3)  has  l i nks  to  the  treaties  admin istered  by WIPO,  wi th  detai l s  of 
l eg is lations  from  a  wide  range  of coun tries  and  other re lated  in formation  (see  A. 1 . 4)  and  
i ncludes  the  present members  of the  G lobal  Network on  I n te l l ectual  Property ( I P)  
Academies.  

2)  The  I n ternational  I n te l lectual  Property Al l i ance  i s  a  pri vate  sector coal i tion ,  formed  i n  
1 984,  of trade  associations  representing  the  US  copyrigh t based  i ndustries  i n  b i l ateral  and  
mu l ti l ateral  efforts  working  to  improve  i n ternational  protection  and  en forcement of 
copyrigh ted  materia ls  and  open  up  foreign  markets  closed  by pi racy and  other market 
access  barriers  (see  A.8. 4).  

3)  The  I n ternational  Trade  Admin istration ,  U .S.  Department of Commerce  Stopfakes  
webpage  (see  A. 8.2)  has  l i nks  to  I n tel lectual  Property Toolki ts  for other countries.  

4)  The  USA Embassy in  Ch ina  webpage  (see  A.8.3)  has  very usefu l  data  for I P  con trol  when  
importing  goods  i n to  Ch ina.  

4.3.2  Defin i tion  of intel lectual  property 

4.3.2 .1  General  

I n tel lectual  property ( I P)  refers  to  creations  of the  m ind :  i nventions,  l i terary and  artistic  works,  
and  symbols,  names,  images,  and  designs  used  i n  commerce.  Th is  i s  property created  
through  i n tel l ectual  or creative  activi ty.  I t  i ncludes  paten ts,  trademarks,  copyrigh t and  designs.  
I t  can  be  owned ,  ren ted  ou t,  l i censed ,  sold  or g i ven  away.  

4.3.2 .2  Patents  

Paten ts  are  terri toria l  righ ts.  Therefore,  they apply i n  one  coun try,  i n  the  European  Un ion  (EU)  
or th rough  the  Patent Cooperation  Treaty.  A g ran ted  patent becomes  property and  can  be  
sold  or l i censed  ou t.  A paten t can  l ast up  to  20  years.  For fu rther i n formation  see:  

a)  WIPO (see  A. 1 . 3);  
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b)  the  European  Paten t Office  (see  A.7.3. ) ;  

c)  the  Ch inese  Patent and  Trademark Office  (see  A.9.2);  or 

d )  the  Japanese  Paten t Office  (see  A. 1 0. 1 ) .  

4.3.2 .3  Trademarks  

These  are  s igns,  for example  words,  l ogos,  p ictures,  or any combination  thereof.  Trademarks  
are  terri torial  and  must be  fi led  i n  each  country where  protection  i s  sought.  

Trademarks  shou ld  be  reg istered  at:  

•  WIPO for the  Madrid  System  for the  I n ternational  Reg istration  of Trademarks  wh ich  offers  
a  rou te  to  trademark protection  i n  mu l tiple  coun tries  by fi l i ng  a  s i ng le  appl ication  (see  
A. 1 . 3);  or 

•  OH IM  i n  Europe  (see  A.7. 4)  for a  "Commun i ty Trade  Mark"  appl icable  to  a l l  EU  member 
states;  or 

•  the  Ch inese  Paten t and  Trademark Office  in  Ch ina  (see  A.9.2);  or 

•  the  Un i ted  States  Paten t and  Trademark Office  i n  the  USA (see  A.8. 1  b)) .  

4.3.2.4 Copyright 

Th is  i s  an  au tomatic ri gh t wh ich  can  be  l i censed  or sold .  Use  © after your name.  

4.3.2.5  Design  

A design  relates  to  the  physical  appearance  of an  i tem  or part of i t.  Designs  shou ld  be  
reg istered  i n  your coun try or wi th  the  EU  at  OH IM  (see  A.7.4)  or wi th  WIPO (see  A. 1 . 3).  

4.4 Counterfei t  consideration  

4.4.1  General  

There  are  various  defin i ti ons  of "coun terfei t"  being  used  i n  the  avion ics  i ndustry at  present,  
wh ich  i s  essen tia l l y i n fringement of i n tel lectual  property righ ts.  However counterfei t  defin i tions  
need  to  use  the  legal  defin i tion  to  ensure  law en forcement can  proceed  wi th  manag ing  
coun terfei t  i ssues  through  the  j ud iciary.  The  defin i tion  of coun terfei t  shou ld  not be  confused  
wi th  recycl ing  (see  4 . 6).  

4.4.2  Legal  defin i tion  of counterfei t  

See 3. 1 . 4  for the  defin i ti on  of "coun terfei t"  and  3 . 1 . 5  for the  defin i tion  of "counterfei ted  
component" .  These  defin i tions  are  based  on  I SO  1 6678.  

Each  country typical l y has  a  s l igh tly d i fferen tl y worded  legal  defin i ti on  bu t general l y a l l  are  
based  on  trademark i n fringement.  

4.4.3  Fraudulent components  

See  3 . 1 . 1 0  for the  defin i tion  of " fraudu len t component" .  Fraudu len t components  are  
considered  to  be  a  subset wi th in  the  suspect components  perimeter;  see  3 . 1 . 21  for the  
defin i tion  of “suspect component”  and  F igure  1 .  Suspect components  requ i re  further 
i nvestigation  to  determine  i f they are  fraudu len t,  fraudu len t recycled  or counterfei t  
components.  

NOTE  I t  i s  re l ati ve l y easy for l aw en forcemen t  to  fo l l ow the  tra i l  of money deri ved  from  fraudu l en t acti vi ti es  
th rough  the  banki ng  system  and  therefore  there  are  many more  successfu l  l ega l  convicti ons  for fraud  than  for 
coun terfei t  activi t i es.  Al so,  as  the  e l ectron ic  componen t  recycl i ng  market  expands,  there  i s  a  huge  temptati on  for 
unscrupu l ous  brokers  to  trade  hard  to  fi nd  recycl ed  componen ts  as  be ing  i n  a  new ‘ unused ’  cond i ti on  i n  order to  
rea l i ze  a  g reater profi t.  The  sal e  of fraudu len t  recycl ed  components  as  be i ng  i n  a  new ‘ u nused ’  cond i ti on  i s  
therefore  i n creasi ng  as  the  e l ectron ics  recycl i ng  i ndustry expands.  
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F igure  1  – Suspect components  perimeter 

4.4.4 How to  establ ish  traceabi l i ty 

See  3 . 1 . 22  for the  defin i tion  of " traceabi l i ty" .  

4.4.5 Reasons  for the  loss  of component traceabi l i ty 

Many components  l ose  thei r traceabi l i ty (see  3 . 1 . 23  for the  defin i tion  of "un traceable")  back to  
the  orig inal  manufacturer.  Th is  can  be  caused  by:  

a)  Poor housekeeping  and  record  reten tion  e i ther by d istribu tors  or OEMs.  Many OEMs move  
stock from  one  l ocation  to  another and  i n  the  process  lose  the  traceabi l i ty paperwork.  

b)  Often  OEMs sel l  off surplus  stock back in to  the  supply chain ,  wi thou t the  traceabi l i ty 
paperwork and  then  attempt to  buy i t  back i n .  Such  components  are  then  iden ti fi ed  as  
‘ suspect’ .  As  there  i s  no  traceabi l i ty,  th is  stock becomes  known  as  possib le  ‘counterfei t’  
s tock.  

c)  D istribu tors  not checking  back through  the  supply chain  as  to  whether the  components  
have  traceabi l i ty back to  the  orig inal  manufacturer.  Many non-franch ised  d istribu tors  wi l l  
not be  able  to  manage  th is  traceabi l i ty.  The  supply chain  may be  very long  and  after a  
certa in  poin t down  the  supply chain ,  i n formation  may not be  obtainable.  Th is  l ack of 
knowledge  makes  the  components  ‘suspect’  and  hence  considered  as  possib le  coun terfei t  
stock.  

d )  Using  i nappropriate  d istribu tors,  wh ich  are  not AS/EN/J ISQ 91 20  certi fied .  Al though  they 
may typical l y supply d i rect from  manufacturers,  they cannot prove  that th is  i s  the  case  as  
thei r warehouse  operations  and  traceabi l i ty processes  are  not able  to  track i nd ividual  l ots  
of components  and  where  they orig inate  from.  

e)  Commercial  g rade  components  wh ich  are  not suppl ied  wi th  fu l l  traceabi l i ty back to  the  
OEM.  

4.5  Why is  counterfei t  a  problem? 

4.5.1  General  

Recent reports,  publ ished  by the  US  Government Accountabi l i ty Office,  detai l  the  exten t to  
wh ich  coun terfei ting  activi ty affects  the  US  economy:  

•  GAO-1 0-423;  

•  GAO-1 2-375;  

IEC 
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•  GAO-1 2-21 3T;  

•  GAO-1 3-762T;  

•  GAO-03-71 3T.  

The  Japanese  Paten t Office  a l so  includes  a  ‘FY2004  Survey Reports  on  Losses  Caused  by 
Counterfei ting ’  (see  A. 1 0. 1 ) .  

The  OECD (Organ isation  for Economic Co-operation  and  Development)  publ i shed  a  report i n  
2007  concern ing  the  impact of the  coun terfei t  trade  (see  Clause  A. 1 8)  

The  I n ternational  Chamber of Commerce  ( ICC)  a lso  tracks  the  impact of coun terfei ti ng  and  
pi racy provid ing  projections  up  to  201 5  (see  Clause  A. 1 9).  

4.5.2  General  worldwide  activi ties  combating  counterfei t  i ssues  

4.5.2. 1  General  

There  are  curren tl y several  ongoing  an ti -coun terfei t activi ties  wh ich  wi l l  assist  l aw 
en forcement activi ti es,  as  fo l lows.  

4.5.2.2  Anti -Counterfei ting  Trade  Agreement (ACTA)  

The  An ti -Counterfei ting  Trade  Agreement (ACTA)  i s  a  mu l tinational  treaty for the  purpose  of 
establ i sh ing  i n ternational  standards  for i n tel lectual  property righ ts  en forcement.  The  
agreement aims  to  establ i sh  an  i n ternational  l egal  framework for targeting  coun terfei t  goods,  
generic med icines  and  copyrigh t i n fri ngement on  the  I n ternet,  and  wou ld  create  a  new 
govern ing  body ou tside  existing  forums,  such  as  the  World  Trade  Organ ization ,  the  World  
I n tel lectual  Property Organ ization ,  and  the  Un i ted  Nations.  

The  agreement was  in i tia l l y s igned  i n  October 201 1  by Austral ia ,  Canada,  J apan ,  Morocco,  
New Zealand ,  S ingapore,  Sou th  Korea,  and  the  Un i ted  States.  I n  201 2,  Mexico,  the  European  
Un ion  and  22  countries  wh ich  are  member states  of the  European  Un ion  s igned  i t  as  wel l .   
One  s ignatory (Japan)  has  rati fied  (formal l y approved)  the  agreement,  wh ich  wou ld  come  i n to  
force  i n  coun tries  that rati fied  i t  after rati fication  by s ix countries  (see  Clause  A.2) .  

4.5.2 .3  Government/Authori ties  Meetings  on  Semiconductors  (GAMS)  

GAMS,  founded  i n  1 999  by a  mu l ti lateral  Join t Statement on  Semiconductors,  a ims  to  promote  
the  fai r and  open  g lobal  trade  and  growth  of the  g lobal  semiconductor market through  
improved  mu tual  understand ing  between  industries  and  governments.  I t  now has  members  
from  the  Semiconductor I ndustries  Associations  i n  Ch ina,  Ch inese  Taipei ,  EU ,  J apan ,  USA 
and  Korea.  The  Join t Statement i s  reviewed  every fi ve  years.  The  Join t Statement provides  
for i ndustry to  make  reports  and  recommendations  to  governments  on  pol icies  that may affect 
the  fu ture  ou tlook and  competi ti ve  cond i tions  wi th in  the  g lobal  semiconductor i ndustry th rough  
a  CEO-level  World  Semiconductor Counci l  (WSC)  (see  Clause  A. 3) .  Topics  under d iscussion  
i nclude  coun terfei t prevention  i ssues.  The  2009  meeting  affi rmed  the  members’  agreement to  
undertake  en forcement measures  against semiconductor counterfei ti ng .  The  European  
Semiconductor I ndustry Association  (ESIA)  (see  Clause  A.3)  i s  chai r of the  coun terfei t 
commi ttee.  Th is  commi ttee  has  recently publ ished  a  wh i te  paper on  an ti -coun terfei t measures  
(see  4 . 7 .7  and  Clause  A.3)  and  has  excluded  DNA fingerprin t marking  of components  as  a  
viable  techn ique  to  m i ti gate  against an ti -counterfei ti ng  (see  4 .5. 4 .4).  The  October 201 4  
meeting  was  held  i n  Fukuoka  Japan  and  GAMS con tinues  to  work wi th  the  WSC to  e l im inate  
coun terfei ts  from  the  supply chain .  

4.5.3  Cu l tural  d i fferences  

Many cu l tures  are  not fami l iar wi th  the  concept of i n tel lectual  property and  fa i l  to  comply wi th  
the  WTO in tel lectual  property defin i ti ons  (see  4 . 3) .  As  worldwide  trade  i ncreases  i t  i s  
essen tia l  that a l l  worldwide  organ isations  comply wi th  i n tel lectual  property defin i tions.  Fai l u re  
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to  comply can  resu l t  i n  cla ims  of coun terfei ti ng  when  there  i s  no  i n ten t to  deceive.  For 
example,  i t  i s  common  for components  and  materials  to  be  l ocal l y sourced  bu t these  may not 
comply completely wi th  the  customers’  requ i rements.  A l ocal  substi tu te  i s  often  the  on ly 
solu tion  for a  qu ick del i very.  However,  i t  i s  essentia l  that any substi tu te  components  or 
materia ls  are  declared  to  the  customer and  that customer approval  i s  obtained  before  
sh ipping  these  a l ternatives.  Fai l u re  to  i n form  the  customer can  resu l t  i n  the  customer 
declaring  the  components  are  ‘suspect’  and  hence  ‘coun terfei t’ .  

4.5.4 Counterfei ting  activi ties  and  avionics  equ ipment 

4.5.4.1  General  

Avion ics  component obsolescence  i ssues  may resu l t  i n  the  fol lowing  s i tuations:  

•  the  obsolete  components  are  d i fficu l t  to  fi nd  and  sourced  from  franch ised  d istribu tors  or 
the  OCM,  wh ich  may have  ceased  trad ing ;  

•  l ong  del iveries  (for example  h igher than  26  weeks)  may be  quoted  for special  assembled  
l ots  from  franch ised  aftermarket sources  or the  OCM;  

•  l im i ted  quanti ties  may on ly be  avai lable.  

These  s i tuations  typical ly have  a  h igh  value  market where  the  component cost at  th is  stage  of 
the  component l i fecycle  may be  considerably more  than  the  orig inal  component cost.  I n  
add i tion ,  the  avion ics  OEM  typical l y has  a  short term  requ i rement and  wishes  to  avoid  costl y 
redesigns.  These  s i tuations  are  very attractive  to  fraudsters  and  counterfei ters  wish ing  to  
exploi t  the  avion ics  i ndustry.  

A market i s  therefore  created  where  there  i s  an  u rgen t demand  wh ich  can  be  fi l l ed  by 
coun terfei t and  fraudu lent components.  

Th is  i s  an  ongoing  problem  particu larl y where  the  avion ics  OEM  has  a  requ i rement to  support 
past designed  avion ics  equ ipment.  I n  these  s i tuations  the  curren t production  activi ty can  
address  for example  a  repai r activi ty wi th  fu ture  obsolescence  i ssues.  The  temptation  for 
coun terfei ters  to  continue  to  produce  components  for th is  avion ics  obsolescence  market i s  
very h igh  and  has  become ‘easy’  money.  Counterfei ting  activi ties  have  become more  
soph isticated  as  knowledge  of th is  activi ty i ncreases  and  the  avion ics  communi ty procurement 
activi ties  improve.  

Today i t  i s  qu i te  common  for counterfei t  and  fraudu lent e lectron ic components  to  visual ly 
appear genu ine,  operate  e lectrical ly at room  temperature  and  somewhat over temperature  
extremes.  Counterfei t detection  methods  today therefore  have  to  be  more  soph isticated  than  
j ust a  vi sual  i nspection  and  knowledge  of where  the  component was  l ast pu rchased  from.  

However coun terfei t  activi ties  can  have  a  more  mal icious  i n tent.  As  counterfei t  soph istication  
i ncreases,  i t  wi l l  become more  d i fficu l t  i n  the  fu ture  to  d isti ngu ish  between  coun terfei ti ng  
activi ties  wh ich  are  j ust commercia l  endeavours  to  make  a  profi t  and  those  wh ich  are  
genu inely i n tended  as  sabotage.  

4.5.4.2  DOD counterfei t  i ssues  in  the  USA 

The  recent report GAO-1 0-389,  publ ished  by US  Government Accountabi l i ty Office  on  28  Apri l  
201 0,  h i gh l igh ts  the  risks  of coun terfei t  parts  to  the  USA DOD.  

I n  add i tion ,  the  January 201 0  report "Defense  I ndustrial  Base  Assessment:  Counterfei t 
E lectron ics"  publ ished  by the  US  Department of Commerce  extensively reviews  coun terfei t 
acti vi ties  and  strong ly recommends:  

a)  buying  components  d i rectl y from  the  orig inal  component manufacturer or the  approved  
franch ised  d i stribu tor;  
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b)  main tain ing  component traceabi l i ty back to  the  orig inal  manufacturer,  typical l y through  the  
use  of certi ficates  of conformance  or test certi fications;  

c)  main tain ing  approved  suppl ier l i sts  and  cri teria  of suppl ier approval ;  

d )  ensuring  supply chain  an ti -coun terfei t  procedures  are  establ i shed  and  are  main tained ;  

e)  us ing  escrow accounts  operated  by ERAI  when  purchasing  potentia l l y suspect 
components;  

f)  us ing  IDEA-STD-1 01 0  type  visual  i nspection  reg imes  and  test suspect components,  for 
example  X-ray,  e lectrical  test,  as  requ i red ;  

g )  us ing  databases  to  track suspect or coun terfei t  components,  us ing  G IDEP;  

h )  that DOD  en ti ties  shou ld  use  Product Qual i ty Deficiency Reports  (PQDRs)  to  report non-
working  e lectron ic components;  

i )  proposing  that FAR regu lations  are  changed  for the  procurement of components  for 
m ission  cri tical  appl ications;  

j )  that a  cen tral ised  US  federal  reporting  mechan ism  and  database  be  set up  for col lecting  
coun terfei t data  wi th  close  ties  to  l aw en forcement.  [1 0 ] 1  

At the  J u ly 9 th  201 3  Oversigh t and  I nvestigations  subcommi ttee  meeting  on  I n tel lectual  
Property (see  GAO-1 3-762T),  the  Ch ief Economist reviewed  i nsigh ts  gained  from  efforts  to  
quan ti fy the  effects  of coun terfei t and  p i rated  goods  i n  the  US  economy.  The  conclusion  i s  
that I P  theft i s  g rowing ,  heigh tened  by the  use  of d ig i ta l  technolog ies.  

4.5.4.3  Rel iabi l i ty impact and  danger to  general  publ ic 

Counterfei t,  suspect or un traceable  components  are  a  serious  threat to  the  safety of avion ics  
equ ipment as  they do  not have  the  expected  re l i abi l i ty that the  orig inal  au then tic component 
has.  Rel iabi l i ty i s  a  resu l t  of good  design  control led  by the  orig inal  manufacturer,  wi th  
con trol led  manufacturing  and  hand l ing .  Rel iabi l i ty can  never be  screened  in to  a  component 
afterwards.  

Traceable  components  perform  as  expected  to  the  manufacturer’s  publ i shed  data  sheets,  
exh ibi ting  the  expected  component l i fe  i n  the  appl ication  for the  OEM’s  re l iabi l i ty pred ictions  
and  product warran ty.  

Un traceable  or suspect components,  wh ich  may or may not be  coun terfei t,  have  no  
i n formation  as  to  how the  component has  been  stored  or hand led  and  whether i t  has  been  
subjected  to  ESD  laten t damage,  moisture  damage,  shock or vibration ,  etc.  As  a  resu l t  of th is  
l ack of knowledge,  i t  i s  impossib le  to  attribu te  un traceable  components  wi th  having  the  same 
rel iabi l i ty as  traceable  components.  

4.5.4.4 Defense  Logistics  Agency (DLA)  

The  DLA sources  various  US  M i l i tary speci fied  component categories  for various  US  defence  
programs.  

The  DLA has  recently establ i shed  the  Qual i fied  Testing  Suppl iers  L ist (QTSL)  to  assist  wi th  
the  sourcing  of near obsolete  components  using  SAE  AS6081  (see  A.8. 1 3);  see  A.8. 1 3,  a lso,  
when  sourcing  components  from  non-franch ised  sources.  

As  of August 201 2 ,  a  new clause  i n  the  Defense  Log istics  Acqu is i tion  D i rective,  DLAD  52.21 1 -
9074,  related  to  the  deoxyribonucleic acid  (DNA)  marking  on  h igh  ri sk i tems,  wi l l  be  i ncluded  
i n  new sol i ci tations  and  con tracts  for Federal  Supply Class  (FSC)  5962  e lectron ic 
m icroci rcu i ts  when  the  m icroci rcu i t description  states  that the  m icroci rcu i t  requ i res  DNA 
marking .  The  clause  requ i res  con tractors  to  provide  m icroci rcu i ts  that have  been  marked  wi th  

___________ 

1   N umbers  i n  square  brackets  refer to  the  B ib l iog raphy.  
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botan ical l y-generated  DNA produced  by Appl ied  DNA Sciences  I nc.  or i ts  au thorized  
l i censees  i f any;  see  A.8. 1 3.  

However th is  marking  requ i rement i s  unpopu lar wi th  the  Semiconductor I ndustry Association  
(SIA)  many of whose  members  are  refusing  to  b id  for working  wi th  the  DLA.  As  a  resu l t  the  
DLA has  arranged  a  re-imbursement scheme for those  Trusted  Suppl iers  who  use  Appl ied  
DNA Science  (see  Clause  A.20).  

The  recent 201 3  appraisal  of the  US  FY201 3  National  Defence  Au thorisation  Act 
acknowledges  th is  (see  A.8. 1 3) .  

4.5.4.5  USA DFARS 252.246.7007  

The  USA Presiden t s i gned  the  National  Defence  Acqu is i tion  Act (NDAA),  wh ich  i ncluded  
section  81 8  on  an ti -coun terfei t  measures,  on  December 31 st  201 2.  Section  81 8  addresses  
how to  m in im ise  counterfei t  components  i n  the  US  defence  supply chain .  Severe  penal  and  
fi nancial  penal ties  wi l l  be  l evied  on  organ isations  and  i nd ividual  personnel  found  to  be  
i nvolved  i n  del iberately supplying  coun terfei t  or fraudu len t components  to  the  US  defence  
organ isations.  Th is  appl ies  to  a l l  parts  of the  supply chain  i nclud ing  brokers,  d i stribu tors  and  
OEMs.  Th is  was  converted  in to  an  Anti -coun terfei t  Prevention  Pol icy,  number DoDI  41 40.67  
and  a  new Defence  Federal  Acqu isi tion  Regu lation  System  (DFARS)  252. 246.7007  for use  i n  
con tracts  (see  A.8. 1 4).  Note  that there  i s  on -going  d iscussion  abou t mod i fying  th is  DFARS 
ru le  to  remove  reference  to  component m icrocode  i n  201 5/201 6.  The  DOD  plans  to  endorse  
SAE  AS5553  revis ion  B  (sti l l  i n  d raft  stage)  as  being  a  means  of complying  wi th  DFARS  
252.246.7007.  Al l  penal ties  are  a l l eviated  i f the  OEM  or d istribu tor publ ishes  an  an ti -
coun terfei t management p lan  using  for example  SAE  AS5553A or th is  speci fication .  

The  DoD  wi l l  publ ish  a  wh i te  paper i n  201 5/201 6  explain ing  how the  SAE  AS5553  revis ion  B  
and  the  proposed  fu ture  accompanying  SAE  ARP 6328  gu idel ines  can  be  used  to  fu l fi l  the  
DFARS 252.246.7007  requ i rements.  

I n  add i tion ,  DoDI  7050.05  concern ing  remed ies  for fraud  and  corruption -related  procurement 
activi ti es  i s  a l ready publ i shed .  

4.5.4.6  UK MOD anti -counterfei t  gu idance 

The  UK DOD  has  created  an  i n teractive  webpage  (see  A. 6.7),  to  provide  gu idance  for thei r 
supply chain .  I t  has  al so  publ i shed  thei r ‘Counterfei t  Avoidance  Maturi ty Model ’  wh ich  
i ncludes  the  Defence  Standard  05-1 35  document and  associated  aud i ting  and  assessment 
awareness  gu idel i nes  wh ich  together provide  h igh  level  counterfei t avoidance  requ i rements  
for manag ing  complex supply chains  covering  the  procurement of m issi les,  mun i tions,  sh ips,  
tanks,  a i rp lanes  to  bandages,  food ,  cloth ing  and  med icines  for the  armed  forces.  

4.5.4.7  North  Atlantic  Treaty Organ ization  (NATO)  

NATO has  now acknowledged  the  risk of coun terfei t  materiel  i n  the  supply chain  and  i s  
working  on  an  assessment of coun terfei t  i ssues  for thei r next meeting .  

4.5.5  Electron ic  components  d irect action  groups  

Several  e lectron ic components  manufacturers  take  d i rect action  working  wi th  l ocal  l aw 
en forcement to  seize  thei r coun terfei ted  components  and  associated  tool ing .  An  example  i s  
the  non-profi t  organ isation  BEAMA for the  e lectro-techn ical  i ndustry i n  the  UK and  Europe,  
wh ich  represents  over 300  manufacturing  compan ies  and  conducts  ra ids  of suspected  
factories  and  d istribu tors  passing  on  coun terfei ted  components  (see  A.7. 7).  I n  add i tion  the  
an ti -coun terfei ting  task force  of the  WSC (see  Clause  A.3)  works  wi th  customs  and  l aw 
enforcement to  e l im inate  coun terfei ts  i n  the  supply chain .  
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4.6  Recycled  components  

4.6.1  General  

See  3 . 1 . 1 7  for the  defin i tion  of “recycled  component” .  

Th is  i s  a  l egal  acti vi ty when  the  components  are  sold  as  being  recycled .  Many i ndustries  use  
th is  practice  to  recover expensive  ch ipsets,  for example  the  te lecommun ications  i ndustry 
where  expensive  ASIC  components  are  recycled  from  returned  mobi le  phone  handsets.  I n  
i tsel f recycl ing  i s  not i l l egal  i f a l l  parties  i n  the  transaction  understand  that the  components  are  
recycled .  

NOTE  The  e l ectron ic  recycl i ng  i ndustry i s  i ncreasi ng  mass ive l y as  the  worl d  u ses  more  consumer products  that  
are  typ i cal l y rep l aced  by upgraded  model s  every few years .  The  repl aced  d i scarded  consumer products  are  sen t  to  
worl dwide  recycl i ng  cen tres ,  many of wh i ch  recycle  the  components  us i ng  u ncon trol l ed  processes,  poten ti a l l y  
caus ing  componen t  ESD  and  phys i ca l  damage,  maki ng  them  unsu i tabl e  for fu tu re  ADHP u se.  

4.6.2  Why does  the  avion ics  industry not use  recycled  components?  

The  avion ics  i ndustry has  to  ensure  that a l l  fl i gh t equ ipment produced  has  a  pred icted  product 
l i fe  i n  l i ne  wi th  the  pred icted  repai r and  service  l i fe  to  ensure  the  publ ic i s  not endangered .  
Typical l y an  OEM  wi l l  calcu late  a  mean  time  between  fai lu re  (MTBF)  and  possib ly a  mean  
time  to  fa i l u re  (MTTF)  pred iction  i n  order to  establ i sh  main tenance  operations.  These  
calcu lations  assume that a l l  components  are  new,  or considered  as  “unused” ,  at the  poin t of 
i n troduction  i n to  fl i gh t use  and  that no  usefu l  component l i fe  and /or any “unsafe”  component 
cond i tions  have  been  used .  

General l y recycled  components  have  no  ou tpu t for users  to  measure  and  determine  how 
much  usefu l  l i fe  has  a l ready been  used  before  being  recycled  and  therefore  the  pred icted  
remain ing  l i fe  cannot be  accurately calcu lated  for main tenance  operations  establ i shed  by the  
OEM.  Also  the  process  of recycl ing  i tsel f,  i f carried  ou t i n  an  uncontrol led  process,  can  
i n troduce  component damage  such  as  i nducing  ESD  or EOS  l atent damage  wh ich  cannot be  
immed iately detected  bu t wh ich  i s  a  l ong  term  fai lu re  mechan ism  and  wh ich  cou ld  affect the  
remain ing  component rel i abi l i ty.  

4.6.3  When  do  recycled  components  become suspect and  potential ly fraudu lent?  

ADHP OEMs typical l y pu rchase  new unused  components  for thei r products  and  thei r purchase  
orders  have  terms  and  cond i tions  exclud ing  the  del i very and  acceptance  of recycled  
components.  Del i vered  components  or products  en tering  ADHP OEMs are  therefore  
considered  to  be  "suspect fraudu lent recycled  components”  when  evidence  of prior use  i s  
observed  on  the  component package  or termination ,  for example  where  there  i s  evidence  of 
solder present on  the  terminations  or the  terminations  have  been  re-plated  or re-attached .  
Typical l y,  i n  these  s i tuations,  the  supply chain  traceabi l i ty back to  the  OCM  (see  3 . 1 . 22)  has  
a lso  been  lost and  the  recycled  components  have  been  fraudu len tl y sold  i n to  the  ADHP 
supply chain  as  being  "new"  or "unused".   For more  i n formation  on  fraudu lent components  
see  4 . 4. 3.  Law enforcement agencies  wou ld  typical l y consider th is  to  be  " fraudu lent"  acti vi ty 
rather than  "coun terfei t"  activi ty,  where  the  fraud  i s  the  sel l i ng  of recycled  components  as  
being  new or unused .  

NOTE  Th i s  practice  i s  i ncreasi ng  parti cu l arl y for hard -to-fi nd  expens ive  obsol ete  componen ts  as  the  e l ectron ic 
componen t recycl i ng  i ndustry i ncreases  due  to  the  tu rnover i n  consumer products  for upg raded  modu les .  

However,  ADHP OEMs may use  an  i n ternal  recycl i ng  practice  when  repai ring  thei r assembl ies  
i n -house,  us ing  thei r i n ternal ly control l ed  repai r cond i tions,  wh ich  include  supply chain  
traceabi l i ty back to  the  OCM,  as  defined  in  the  I EC  TS  62239-1  ECMP,  wh ich  i s  approved  by 
thei r customer.  
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4.7  Orig inal  component manufacturer (OCM)  anti -counterfei t  gu idel ines  

4.7.1  General  

I t  i s  importan t that a l l  OCMs use  an ti -coun terfei t measures  when  manufacturing ,  producing  
and  sel l ing  thei r components.  The  fol l owing  are  typical  measures  wh ich  shou ld  be  used  on  a  
worldwide  basis  un less  the  scheme i s  speci fic to  a  reg ion  or coun try as  stated  i n  the  
respective  paragraph  in  some  of the  clauses  4 . 7 .2  to  4 . 7 . 1 1 .  

4.7.2  Ch inese  Rel iable  Electron ic  Component Suppl ier (RECS)  aud it  scheme 

Th is  aud i ting  scheme operated  i n  Ch ina  and  was  promoted  by GAMS 2009  and  by the  WSC.  
The  RECS scheme announced  the  fi rst  th i rteen  qual i fied  en terprises  i n  J anuary 2008.  
Unfortunately th is  aud i t  scheme  has  not been  main tained  and  i s  now considered  to  be  of 
h istorical  i n terest on ly.  

The  RECS system  certi fied  and  au then ticated  electron ic component manufacturers  and  
au thorized  d istribu tors  wh ich  provide  products  from  legal  and  re l i able  sources.  RECS  was  
establ ished  in  response  to  a  g rowing  trend  of coun terfei t  products  i n  Ch ina  and  was  designed  
to  promote  leg i timate  product sources  and  educate  Ch ina  e lectron ic purchasers  to  buy from  
rel iable  sources  of e lectron ics  components  wh i l e  ensuring  the  rel iabi l i ty and  traceabi l i ty of 
product sources.  RECS  was  i den ti fi ed  by the  Ch ina  Qual i ty Management Association  and  the  
Ch ina  E lectron ics  En terprises  Association  Procurement Branch ,  i n  support of the  M in istry of 
I n formation  I ndustry wh ich  j oin tl y organ ized  and  implemented  i ndustry activi ties.  

4.7.3  Orig inal  component manufacturer (OCM)  ISO 9001  and  AS/EN/J ISQ 91 00  Th ird  
Party Certi fication  

When  OCMs are  th i rd  party aud i ted  by accred i ted  reg istrars,  th is  process  a lso  au then ticates  
manufacturers  and  thei r manufacturing  faci l i ti es  and  product l i nes,  as  a l l  addresses  l i sted  on  
the  certi ficates  have  to  be  physical l y vis i ted  and  aud i ted  by the  Th i rd  Party aud i tors.  I t  i s  
therefore  h igh ly recommended  that a l l  components  are  purchased  from  AS/EN/J ISQ 91 00  
(see  4 . 2)  or as  a  m in imum  from  ISO 9001  Th i rd  Party Certi fied  manufacturers.  Note  that 
I SO  9001  has  no  min imum  benchmark workmansh ip  standards  and  therefore  does  not 
guaran tee  component qual i ty.  

The  IAQG  on l ine  Oasis  database  (see  A. 8. 1 5) ,  can  be  used  to  veri fy AS/EN /J ISQ 
91 00/91 1 0/91 20  certi ficates.  

4.7.4 Orig inal  component manufacturer (OCM)  trademarks  

Al l  OCMs shal l  protect thei r i n tel lectual  property and  have  a  reg istered  trademark or l ogo  
reg istered  wi th  WIPO,  etc.  The  Semiconductor Association  recommends  that trademarks  be  
reg istered  wi th in  a l l  coun tries  wi th in  a  trade  free  zone  to  ensure  coun terfei ters  do  not import 
thei r components  through  the  member coun try where  the  trademark i s  not reg istered .  I n  
Europe  trademarks  can  be  reg istered  wi th  OH IM  (see  A.7.4)  for a  "Communi ty Trade  Mark"  
appl icable  to  a l l  EU  member states.  Component trademark i n fri ngement i s  the  most common  
cause  of coun terfei ting .  

4.7.5  Orig inal  component manufacturer (OCM)  IP  control  

Manufacturer i n te l lectual  property con trol  i s  typical l y by con trol  of paten ts,  control  of design ,  
use  of trademarks  and  logos.  A crucia l  part  of the  design  con trol  i s  the  con trol  of the  fi nal  
acceptance  test program  (ATP test software  and  test stations)  and  control  of the  publ ished  
data  sheets.  ATP test software  and  test stations  shou ld  be  numbered  and  cri ti cal l y con trol led .  
Data  sheets  (see  3 . 1 . 8)  shou ld  be  publ i shed  i n  a  l ocked  format so  that they cannot be  ed i ted  
and  shou ld  a lso  con tain  the  manufacturer’s  l ogo  or trademark.  For COTS  parts,  on ly the  data  
publ ished  i n  the  OCM  data  sheet i s  the  OCM’s  design  i n formation  wh ich  i s  con trol led  by thei r 
i n te l lectual  property ri gh ts.  
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4.7.6  Orig inal  component manufacturer (OCM)  physical  part  marking  and  packaging  
marking  

OCMs secretl y con trol  thei r fi nal  part marking  activi ties,  typical l y th rough  i n  house  operations.  
However,  i t  i s  essen tia l  that the  OCM’s  trademark wh ich  i s  physical l y marked  on  the  
component i s  the  same  as  the  trademark reg istered  wi th  WIPO (see  Clause  A. 1 )  and  i s  as  
expected  as  per the  OCM  in formation .  OCMs add  add i tional  physical  markings  to  au then ticate  
thei r products,  us ing  specia l  fon t s ize,  fon t spacing ,  l etter and  number posi tion ing ,  specia l  
l aser or i nk marking ,  etc. ,  wi th :  

•  trademarks;  

•  l ot  date  codes;  

•  u n ique  location  codes;  

•  wafer lot  date  codes;  

•  special  exterior package  marking ;  

•  o ther proprietary codes  for traceabi l i ty.  

OCMs may assist  OEMs wi th  val idating  thei r part marking  i f requ i red .  However,  there  i s  a  l im i t 
to  the  con trol  that can  be  employed  wi th  th is  method  a lone.  Most OCMs a lso  use  some  
proprietary d ie  and  packag ing  marking  techn iques  (see  4 . 7 .9,  4 . 7 . 1 0,  4 . 7 . 1 1 ) .  Note  that:  

•  I SO  1 2931  has  been  i ssued  to  assist wi th  the  au then tication  methods  requ i red  to  combat 
coun terfei t ri sks.  

•  I SO  1 6678  was  developed  for tracking  and  trace  methods  for sh ipment.  

•  I SO/IEC 1 5459-8  i s  i ssued  to  assist  wi th  speci fying  un ique,  non-sign i ficant string  of 
characters  for the  un ique  i den ti fier for g rouping  of transport un i ts  wh ich  may be  
represented  i n  a  bar code  label  or other med ia  that make  up  the  g rouping  to  meet supply 
chain  needs  and  regu latory needs.  

•  US  defence  components  may be  un iquely i denti fied  using  DoDI  8320.04  I tem  Un ique  
I denti fication  ( IU ID)  methods.  

4.7.7  The  Semiconductor Industries  Association  Anti  Counterfei t  Task Force  (ACTF)  

SEMI  i s  a  g lobal  i ndustry association  (see  Clause  A.4)  and  provides  gu idance  on  practical  
measures  wh ich  can  be  used  to  avoid  coun terfei t i ssues.  

Ch ip  or d ie  traceabi l i ty i s  a  new emerg ing  activi ty for wafer foundries.  The  fol lowing  new 
standards  have  been  publ i shed  focusing  on  IC  ch ip  coun terfei ting :  

•  SEMI  T20  – Specification for authentication of semiconductors and related products  

•  SEMI  T20. 1  – Specification for object labelling to authenticate semiconductors and related 
products in  an  open market 

•  SEMI  T20.2  – Guide for qualifications of authentication service bodies for detecting and 
preventing counterfeiting of semiconductors and related products.  

These  new standards  help  trusted  manufacturers  of au then tic goods  and  use  strong ly-
encrypted  batch  numbers.  Using  a  free  au thentication  service,  anyone  considering  the  
purchase  of a  batch  of goods  can  use  the  encrypted  batch  number as  the  basis  for a  
va l idation  check.  Secure  serial ization  i s  a  major deterren t to  coun terfei ters.  Al though  secure  
serial i zation  systems  a lone  do  not prevent the  copying  or theft  of codes,  they can  be  effective  
at detecting  that such  fraud  has  occurred .  Thus,  secure  serial ization  serves  as  a  deterren t 
and  an  early warn ing  system.  Developed  for use  wi th  semiconductor ci rcu i ts  and  devices,  
these  procedures  can  a lso  be  extended  to  apply to  other e lectron ic parts  and  other types  of 
products.  

The  SIA has  publ ished  a  wh i te  paper i n  August 201 3  where  they d iscuss  thei r recent activi ti es  
i n  the  fi gh t against coun terfei t  components  (see  Clause  A.3) .  Th is  wh i te  paper concludes  that 
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the  best strategy i s  to  buy components  from  OCMs and  thei r franch ised  d istribu tors  i nclud ing  
franch ised  aftermarket d istribu tors  and  to  avoid  buying  on  the  open  market or from  non-
franch ised  sources.  

4.7.8  USA Trusted  Foundry Program 

The  USA DOD  in  response  to  several  coun terfei t  i ssues  has  set up  new pol icies,  i nclud ing  the  
Trusted  Access  Program  Office  (TAPO)  (see  A.8.6),  wh ich  are  responsible  for find ing  and  
main tain ing  suppl iers  of trusted  m icroelectron ic parts  per DoD  DODI  5200.44.  

Trusted  suppl iers  are  now managed  by the  Defence  M icro  E lectron ics  Activi ty (DMEA)  (see  
A.8.7)  where  a  l i st  of accred i ted  suppl iers  i s  main tained .  

Th is  curren tly protects  custom  ASIC components  used  i n  cri ti cal  US  appl ications.  Such  i tems  
are  typical l y designated  I TAR con trol l ed  components.  Users  shou ld  check the  I TAR status  of 
any components  used  from  ‘Trusted  Foundry’  manufacturers.  

4.7.9  USA Trusted  IC  Suppl ier Accreditation  Program 

USA trusted  suppl iers,  i n  add i tion  to  those  l i sted  i n  4 . 7 . 8  ,  wh ich  are  now managed  by DMEA 
(see  A.8.7),  a lso  i nclude  Trusted  Test Houses,  brokers,  post processing  faci l i ti es,  
packag ing /assembly/test faci l i ties,  etc.  Accred i ted  trusted  suppl iers  are  awarded  Trusted  
Suppl ier certi ficates  for a  period  of time  (wi th  an  expi ry date  l i sted  on  the  certi ficate)  wh ich  
can  be  found  on  the  company’s  websi te.  

4.7.1 0  Physical  unclonable  function  (PUF)  

For a  good  defin i tion  of PUF,  wh ich  i s  a  cryptography term,  see  Clause  A. 1 1 ,  where  various  
s i l i con ,  SRAM,  IC  coating  and  magnetic PUF  examples  are  described .  Th is  i s  a  new emerg ing  
technology wi th  immed iate  appl ications  for preventing  coun terfei t  acti vi ties ,  for example  RFID  
tags  and  m i l i tary appl ications.  

However,  new research  i s  concerned  that th is  technology can  be  tampered  wi th  and  suggests  
th is  shou ld  be  used  wi th  cau tion  (see  Clause  A. 1 1 ).  

Organ isations  and  products  wh ich  can  assist wi th  th is  new technology include  the  Hardware  
I n trinsic Securi ty (H IS)  I n i tiati ve,  l aunched  i n  May 201 0  (see  Clause  A. 1 2) .  Th is  technology 
exploi ts  the  un ique  ‘e lectron ic fi ngerprin t’  found  on  each  semiconductor (see  3 . 1 . 1 8) ,  the  
physical  unclonable  function  (PUF).  Semiconductor components  are  now in  manufacture  using  
PUF  as  part of thei r secure  device  manager system.  

4.7.1 1  Orig inal  component manufacturer (OCM)  best practice  

OCMs shou ld  ensure  that ri gorous  con trol  i s  main tained  over thei r subcontractors,  i nclud ing  
CEMs  or EMSs  to  ensure  that scrap,  p i lot runs  and  bad  yie ld  components  are  d isposed  of 
beyond  use.  Th is  wi l l  ensure  that these  components  are  not sold  on to  the  open  market 
th rough  non-franch ised  suppl iers  to  OEMs.  OCMs shou ld  a l so  aid  thei r d i stribu tors  and  OEMs  
by stating  on  thei r documentation  when  components  have  been  leg i timately re-marked .  OCMs 
shou ld  a lso  provide  part marking  veri fication  processes,  for example  websi tes  wi th  l ook-up  
in formation  for OEMs  and  other users  to  veri fy physical  component markings  and  tamperproof 
l abels  or tags  (see  Clause  A. 1 3).  

4.8  Distributor min imum  accreditations  

I t  i s  recommended  that a l l  d i stribu tors  shou ld  have  the  fol lowing  m in imum  th i rd  party 
accred i tations:  

•  I n ternational  Organ ization  for Standard ization  ( ISO)  9001 :  a  qual i ty management system  
standard ;  
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•  I SO  1 4001 :  an  envi ronmental  management system;  

•  S tandard  Occupational  Heal th  and  Safety Assessment Series  (OHSAS)  1 8001 :  an  
occupational  heal th  and  safety management system  speci fication  or equ ivalen t procedure;  

•  American  National  Standards  I nsti tu te/Electrostatic D ischarge  (ANSI /ESD)  S20.20:  an  
ESD  con trol  program  standard  or equ ivalent procedure.  

4.9  Distributor AS/EN/J ISQ 91 20  Th ird  Party Certi fication  

AS/EN/J ISQ 91 20  i s  a  subsection  of I SO  9001  and  i s  the  complementary aerospace  standard  
for stockists/d istribu tors.  I t  manages  avion ics  d istribu tion  requ i rements  and  i s  i n  l i ne  wi th  the  
OEM  AS/EN/J ISQ 91 00  requ i rements.  The  purchase  of traceable  components,  wi th  
traceabi l i ty back to  the  orig inal  manufacturer i s  a  key aspect of th is  AS/EN /J ISQ 91 20  
certi fication  process.  The  con tract review section  of the  AS/EN/J ISQ 91 20  aud i t  requ i res  that 
a l l  d istribu tors  i n  the  scheme clearly define  when  quoting ,  whether the  quote  i s  for traceable  
components  or un traceable  components.  The  d istribu tor wi l l  l ose  thei r AS/EN/J ISQ 91 20  
certi fication  i f they supply un traceable  components  when  the  order i s  for traceable  
components.  

Both  franch ised  d istribu tors  and  non-franch ised  d istribu tors  may acqu i re  AS/EN/J ISQ 91 20  
certi fication .  

I t  i s  recommended  that a l l  d istribu tors  and  i n  particu lar non-franch ised  d istribu tors  used  by 
avion ics  OEMs  are  AS/EN/J ISQ 91 20  Th i rd  Party aud i ted .  The  IAQG  on l ine  Oasis  database  
(see  A.8. 1 3),  can  be  used  to  veri fy AS/EN/J ISQ 91 00/91 1 0/91 20  certi ficates.  

4.1 0  Franch ised  d istributor network 

4. 1 0.1  General  

Manufacturers  can  sel l  thei r components  d i rectly th rough  approved  franch ised  d i stribu tor 
networks  (see  3 . 1 . 9  for the  defin i tion  of “ franch ised  d istribu tor”) .  

These  franch ised  d istribu tors  are  approved  for a  stated  time-frame  by the  OCM,  for example  
annual l y or every 2  years.  Add i tional ly,  a  d i stribu tor may on ly be  franch ised  for one  
manufacturer and  not for a l l  the  manufacturers  on  thei r l i ne  card .  There  appears  to  be  no  
central  database  whereby a l l  franch ised  d istribu tors  and  thei r approval /d isapproval  dates  are  
main tained  h istorical l y over time.  OEMs are  advised  to  keep  thei r own  records  of when  a  
d istribu tor i s  franch ised  for a  g i ven  manufacturer and  when  th i s  franch ise  ends.  

I n formation  abou t au thorized  franch ised  d istribu tors  of semiconductors  i s  avai lable  as  fol lows:  

•  The  E lectron ic Au thorized  D i rectory (see  Clause  A.5),  i s  organ ised  by Rochester 
E lectron ics  for the  Semiconductor I ndustry Association  (SIA)  and  has  been  establ ished  by 
the  SIA as  an  an ti -coun terfei t  measure.  

However,  the  most up-to-date  i n formation  shou ld  be  checked  on  the  OCM  websi te  page  
ded icated  to:  l ocal  sa les,  d istribu tion  offices,  sales  and  d istribu tors.  

Franch ised  d istribu tor associations  are  now becoming  more  stringen t on  standards  for 
membersh ip.  These  are  evolving  from  networking  clubs  i n to  standard  bearers  for best 
practices.  

Examples  of d istribu tor associations  are:  

a)  E lectron ics  Components  I ndustry Association  (ECIA),  a  non-profi t  organ isation  i n  North  
America  (see  A.8. 9)  wh ich  produces  gu idel i nes  i nclud ing :  

•  N IGP  1 1 3:  NEDA Guidelines for Product Returns;  

•  N IGP  1 09:  Guidelines for distributor assessment of manufacturer performance ;  
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•  N IGP  1 07:  Guidelines for the format of Military Certificates of Conformance ;  

•  N IGP  1 1 5:  Guidelines for Certificates of Conformance for Commercial Electronic parts;  

•  NGIP  1 1 6:  ECIA  guidelines for Disposition  of Excess Inventory;  

•  a  new au thorised  i nventory search  s i te  that supports  au thorised  d istribu tion .  

b)  E lectron ic Component Suppl ier Network (ECSN),  a  non-profi t  UK trade  association  (see  
A. 6. 6) ,  wh ich  publ ishes  several  gu ides  and  can  act as  an  arbi trator for franch ise  
agreements.  

c)  I n ternational  I ndependent D istribu tors  of E lectron ics  Association  ( IDEA)  (see  A.8.8)  wh ich  
created  the  I DEA-STD-1 01 0  visual  i nspection  an ti -coun terfei t  standard  and  operates  the  
certi fied  IDEA-ICE-3000  tra in ing  courses.  I n  add i tion ,  IDEA publ i shes  wh i te  papers,  
operates  suspect counterfei t  parts  l i sts  and  gu idel ines  for i ndependent non-franch ised  
d istribu tors.  

4.1 0.2  SAE AS6496 

A new franch ised  d istribu tor speci fication  has  been  publ ished  by the  SAE  G-1 9  commi ttee,  
SAE  AS6496  (see  Clause  A. 1 6),  to  address  how the  franch ised  d istribu tion  supply chain  
m i tigates  the  ri sk of coun terfei t  components.  

4.1 0.3  Control  stock through  tracking  schemes 

Franch ised  d istribu tors  con trol  manufacturers'  stock through  re levant tracking  schemes  and  
can  accept back unused  stock from  the  OEMs and  resel l  to  other customers  wi th  the  requ i red  
traceabi l i ty (see  4 . 1 0. 1  for the  N IGP 1 1 3  NEDA Gu idel i nes  for Product Returns  and  4 . 1 0 .2  for 
SAE  AS6496).  

US  defence  components  can  be  tracked  using  DoDI  8320.04  IU ID  tracking  standards.  

4.1 0.4 Control  scrap 

Franch ised  d istribu tors  a l so  con trol  OCM  scrap  and  are  legal ly a l l owed  to  scrap  and  destroy 
‘suspect’  coun terfei t  or fraudu len t stock on  behal f of the  OCM  (see  4 . 1 0. 2  for SAE  AS6496).  

4.1 0.5  RECS 

Al l  franch ised  d istribu tors  i n  the  Far East were  recommended  to  be  RECS aud i ted  some years  
ago  (see  4 . 7. 2).  However,  th is  scheme is  no  longer main tained  and  RECS  certi ficates  are  now 
considered  ou t of date  and  not re levant for cu rren t supply chain  management.  

4. 1 1  Non-franch ised  d istributor anti -counterfei t  gu idel ines  

4. 1 1 .1  General  

See  3 . 1 . 1 2  for the  “non-franch ised  d istribu tor”  defin i ti on .  

The  supply chain  for components  purchased  through  non-franch ised  d istribu tors  can  be  very 
l ong .  There  i s  the  possib i l i ty that several  d i stribu tors  and  brokers  wi l l  be  i nvolved .  The  non-  
franch ised  d istribu tor wi l l  not a lways  know the  other sources  i n  th is  l ong  supply chain  and  at 
some  stage  i n  th is  supply chain  the  components  may become ‘suspect’  components.  

I t  i s  recommended  that OEMs  manage  non-franch ised  d istribu tors  i n  accordance  wi th  4 . 1 1 . 4 .  

Non-franch ised  d istribu tors  can  a lso  be  AS/EN/J ISQ 91 20  Th i rd  Party Certi fied .  The  IAQG  
on l ine  Oasis  database  (see  A.8. 1 3),  can  be  used  to  veri fy AS/EN/J ISQ 91 00/91 1 0/91 20  
certi ficates.  
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Non-franch ised  d istribu tors  a l so  need  to  establ i sh  a  procedure  for how to  deal  wi th  suspect 
components  as  they cannot return  them  back again  i n to  the  supply chain  wi thout being  legal ly 
l i able  for hand l ing  counterfei t  components  and  being  accused  of fraud .  

SAE  ARP 61 78,  wh ich  i s  an  aud i t checkl ist,  i s  a  usefu l  tool  i n  assessing  sources  of supply 
(see  Clause  A. 1 6) ,  and  when  completed ,  cou ld  become part of the  non-franch ised  d istribu tor 
an ti -coun terfei t  management p lan .  

For more  in formation ,  see  I EC  TS  62668-2 .  

4.1 1 .2  CCAP-1 01  certi fied  program  for independent d istributor 

The  Components  Technology I nsti tu te  I nc.  (CTI )  i n  the  USA has  establ ished  the  CCAP-1 01  
certi fied  program  for i ndependent d istribu tors  (see  A.8. 1 0) ,  to  define  mandatory practices  to  
detect and  avoid  the  del ivery of counterfei t  e l ectron ic components  to  thei r customers.  

4.1 1 .3  SAE AS6081  

SAE AS6081  i s  publ i shed  for the  non-franch ised  d istribu tors  wh ich  offer components  for sale  
wi th  some  testing  as  detai led  i n  SAE  AS6081  to  avoid  coun terfei t,  fraudu len t and  recycled  
components  i n  the  supply chain .  Such  components  may not have  any traceabi l i ty back to  the  
orig inal  component manufacturer (OCM).  

The  I ECQ has  establ i shed  an  aud i t  program  for non-franch ised  d istribu tors  using  SAE  
AS6081 ,  see  A.7. 6 .  

The  DLA has  adopted  SAE  AS6081  on  June  1 0 th  201 3  for use  by the  DOD.  The  DLA aud i ts  
the  d istribu tor wh ich  tests  components  to  SAE  AS6081  and  wh ich  becomes  l i sted  on  the  
Qual i fied  Testing  Suppl iers  L ist (QTSL)  when  the  aud i t  i s  successfu l  (see  A.8. 1 1 ) .  

However,  an  OEM  needs  to  take  precau tions  when  using  components  tested  to  SAE  AS6081  
as  there  may be  no  traceabi l i ty back to  the  OCM,  testing  can  be  customised  i n  SAE  AS6081 ,  
and  the  parts  are  not ri sk assessed  for the  appl ication  as  the  non-franch ised  d istribu tor has  
no  knowledge  of the  in tended  appl ication .  Avion ics  OEMs  may prefer to  take  d i rect action  
themselves  and  manage  the  en ti re  supply chain  and  select appropriate  testing  using  I EC  TS  
62668-2  (see  4 . 1 1 . 4) .  

4.1 1 .4 OEM  managed  non-franch ised  d istributors  

Most OEMs need  to  use  some  non-franch ised  d istribu tors  occasional l y to  source  traceable  
components  as  i t  i s  impossible,  wi th  the  vendor (OCM  or franch ised  d istribu tor)  reduction  
programs  in  p lace  today,  to  supply a l l  the  components  needed  from  franch ised  d istribu tors.  

For more  i n formation ,  see  I EC  TS  62668-2 .  

4.1 1 .5  Brokers  

Use  of brokers  (see  3 . 1 . 2)  for the  purchase  of avion ics  components  i s  not recommended .  

For more  i n formation ,  see  I EC  TS  62668-2 .  

4.1 2  Avion ics  OEM  anti -counterfei t  gu idel ines  when  procuring  components  

4. 1 2.1  General  

OEMs shal l  have  an ti -counterfei t  management p lans  i n  p lace  based  on :  

•  AS/EN/J ISQ 91 00  procedures  (see  4. 2) ;  
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•  I EC  TS  62239-1  (ECMP)  wh ich  i ncludes  obsolescence  management.  

4.1 2.2  Buy from  approved  sources  

Al l  components,  wh ich  shou ld  be  selected  from  approved  manufacturers  wh ich  use  
trademarks,  l ogos  and  other i n te l l ectual  property controls,  shou ld  be  bought from  au thorised  
sources  wi th  traceabi l i ty back to  the  OCM,  using  the  OEMs  AS/EN/J ISQ 91 00  approved  
processes.  Al l  au thorised  sources  shou ld  be  e i ther I SO  9001  or preferably AS/EN/J ISQ 91 00  
or AS/EN /J ISQ 91 20  approved ,  and  shou ld  be  e i ther the  OCM  or thei r au thorised  approved  
franch ised  d istribu tor (see  4 . 1 0) .  The  I AQG  on l ine  Oasis  database  (see  A. 8. 1 3),  can  be  used  
to  veri fy AS/EN /J ISQ 91 00/91 1 0/91 20  certi ficates.  

SAE  ARP 61 78,  wh ich  i s  an  aud i t  checkl i st,  may be  a  usefu l  tool  i n  assessing  sources  of 
supply (see  Clause  A. 1 6)  and  cou ld  become part of the  OEM  AS/EN/J ISQ 91 00  approved  
suppl ier process.  

4.1 2.3  Traceable  components  

AS/EN/J ISQ 91 00  requ i res  demonstration  of conformi ty to  product defin i tion .  For electron ic 
components  th is  can  be  shown  by traceabi l i ty back to  the  orig inal  manufacturer to  val idate  
they are  genu ine  and  conform  to  the  stated  speci fication /data  sheets.  

Most avion ics  OEMs  therefore  requ i re  that a l l  components  purchased  are  traceable  back to  
the  orig inal  manufacturer,  as  most OEMs  operate  common  stock procedures  for a l l  thei r 
programs  where  the  buyer at  the  poin t of ordering  does  not know where  the  component wi l l  be  
used  and  whether the  appl ication  i s  fl i gh t cri tical  or not.  The  OEM  buyers  shal l  ensure  there  i s  
fu l l  traceabi l i ty on  a l l  s tock ordered  and  ra ise  special  non-conformance  purchase  queries  
when  on ly non-traceable  stock can  be  found .  Th is  shal l  apply to  any procurement process  
i nclud ing  d i rect l i ne  feed  (DFL)  operations  via  a  typical  KANBAN  replacement system  and/or 
any trad i tional  stockroom  s i tuation .  

Components  have  fu l l  traceabi l i ty when  purchased  from  the  orig inal  manufacturer,  thei r 
franch ised  d istribu tor or thei r franch ised  aftermarket suppl ier of packaged  fi nal  product or d ie  
or wafers  or thei r OEM  managed  non-franch ised  d istribu tors  (see  4 . 1 1 . 4).  Traceable  stock i s  
a lso  avai l able  th rough  AS/EN/J ISQ 91 20  certi fied  d istribu tors  wh ich  may be  franch ised  or 
non-franch ised  d istribu tors.  A certi ficate  of conformance  can  be  requested  confi rm ing  th is  
traceabi l i ty (see  3 . 1 . 22  and  4 . 1 2 .4).  

I t  may be  necessary for the  OEM  to  establ ish  special  con tractual  agreements  wi th  d istribu tors  
to  ensure  that thei r orders  are  fu l l y traceable  back to  the  OCM  prior to  the  p lacement of any 
orders.  Th is  con tractual  agreement shou ld  be  part of the  OEM  AS/EN/J ISQ 91 00  d istribu tor 
assessment and  approval  process  (see  4 . 1 2 .2).  

Al l  OEMs  shou ld  order traceable  stock as  a  fi rst priori ty as  safety i s  paramount.  

Supply chain  del ivery tracking  schemes  can  assist th is  process,  for example  DoDI  8320.04  
I tem  Un ique  I den ti fication  ( IU ID)  methods.  

4.1 2.4 Certi ficate  of conformance and  packing  sl ip  

4. 1 2.4.1  Certi ficate  of conformance 

A certi ficate  of conformance  i s  the  trad i tional  way of checking  traceabi l i ty back to  the  orig inal  
component manufacturer.  A certi ficate  of conformance  s igned  by the  OCM  not on ly shows 
traceabi l i ty bu t a lso  conformi ty to  the  product design .  These  OCM  certi ficates  of conformance 
are  rou tinely used  by avion ics  OEMs  to  underwri te  thei r a i rworth iness  certi ficates,  as  the  
certi ficates  of conformance  provide  evidence  that the  components  have  been  val idated  as  
conforming  to  thei r product design  characteristics.  I t  i s  typical l y a  wri tten  statement s igned  by 
the  qual i ty manager of the  d istribu tor or company sel l ing  the  component wi th  a  wri tten  
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guaran tee  that the  component suppl ied  i s  new,  unused  and  traceable  back to  the  orig inal  
manufacturer.  Th is  i n formation  may be  held  e lectron ical l y i n  a  database  or i n  paper form.  

I n  the  USA,  certi ficates  of conformance  for USA defence  components  fol low JESD31  
requ i rements.  

Note  that certi ficates  of conformance  may on ly be  the  suppl ier’s  certi ficate  of conformance  
and  not the  OCM’s  certi ficate  of conformance.  These  may a lso  be  coun terfei ted .  

4.1 2.4.2  Packing  s l ip  

For non-defence  components,  traceabi l i ty may be  demonstrated  by the  d istribu tor ‘packing  
s l i ps’  wh ich  typical l y fo l low the  ECIA publ ications  (see  A.8. 9) :  

•  N IGP  1 1 1 ,  Guidelines for the Format of Packing Slips,  wh ich  a l l ows  for the  certi ficate  of 
conformance  to  be  e i ther prin ted  d i rectl y on  the  fron t of the  packing  s l ip  or as  a  separate  
document i ncluded  wi th  the  pack l i st;  

•  N IGP  1 1 5,  Certificates of Conformance for Commercial Electronic Parts.  

I n  th is  case,  as  there  i s  an  i n formation  transfer,  the  OEM  needs  to  make  su re  wi th  the  
d istribu tor that the  traceabi l i ty towards  the  OCM  is  re l iable.  

4.1 2.5  Plan  and  buy sufficient quanti ties  

OEMs often  on ly buy components  wi th  a  two-year forecast as  that i s  the  on ly order cover that 
they themselves  have  for the  products  they del iver to  thei r customers,  even  though  the  
product has  a  l i fetime  of 1 5  years  p lus  main tenance  time.  Often  the  OEM  also  operates  ‘ j ust 
i n  time’  (J IT)  ordering  procedures.  The  resu l t i s  that OEMs  typical l y do  not buy enough  
components  or even  m iss  last time  buy (LTB)  opportun i ties.  I t  i s  essentia l  that every OEM  
operates  an  obsolescence  management process  wh ich  may be  in  accordance  wi th  i ts  I EC  TS  
62239-1  ECMP or i ts  SAE  STD-001 6  DMSMS management plan  and  mon i tors  component 
requ i rements  throughou t the  l i fecycle  of i ts  product.  

OEMs  J IT pol icies  need  to  be  rational i sed  wi th  thei r obsolescence  management pol icies.  Risk 
cou ld  be  better managed  by arrang ing  more  ‘one  time  buys’  depend ing  on  the  appl ication  or 
by ordering  period ical l y to  main tain  the  l i nk wi th  the  OCM  for components  wh ich  are  on  the  
verge  of obsolescence  than  wai ting  for the  last time  buy (LTB)  announcement.  I n  add i tion ,  
LTB  stock requ i res  carefu l  management and  storage  (see  the  gu idel i nes  of I EC  PAS  62435).  

4.1 2.6  Use  of non- franchised  d istributors  

The  use  of non-franch ised  d istribu tors  (see  4 . 1 1 ) ,  shou ld  be  m in imised  wherever possib le  as  
they requ i re  d i rect management.  Thei r use  has  an  i nherent ri sk of possib le  coun terfei t  stock 
being  procured .  The  OEM  has  to  manage  them  carefu l l y to  know when  they are  sh ipping  fu l l y 
traceable  components  and  when  they are  sh ipping  un traceable  components.  I t  i s  h igh ly 
recommended  that a l l  non-franch ised  d istribu tors  be  AS/EN/J ISQ 91 20  certi fied  as  th is  
d istinction  wi l l  be  clearly i den ti fied  on  al l  quotations  to  the  OEM.  Also  the  OEM  may consider 
the  use  of various  tools  wh ich  are  now avai l able  to  assess  the  ri sks  when  using  non-
franch ised  d istribu tors,  for example:  

1 )  SAE  ARP 61 78  (see  Clause  A. 1 6);  

2)  iNEMI  an ti -coun terfei t ri sk assessment calcu lators  (see  Clause  A. 1 7);  

3)  SAE  AS61 71  whose  next revision  (curren tly i n  d raft form)  wi l l  probably propose  a  risk 
assessment calcu lator (see  Clause  A. 1 6) .  

When  non-franch ised  d istribu tors  are  sh ipping  un traceable  components,  the  OEM  shal l  fo l low 
the  requ i rements  of I EC  TS  62668-2  for more  i n formation ,  wh ich  requ i res  that a l l  pu rchased  
components  be  analysed  for risk,  and  risk m i tigation  tested  prior to  use.  Prior approval  by the  
customer,  general l y the  OEM  (see  3 . 1 . 1 4),  i s  typical l y requ i red .  
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4.1 2.7  Brokers  

The  use  of unapproved  brokers  (see  3 . 1 . 2)  for the  purchase  of avion ics  components  i s  not 
recommended ,  especia l l y brokers  wh ich  operate  off the  in ternet (see  I EC  TS  62668-2  for 
more  i n formation).  

4.1 2.8  Contact the  orig inal  manufacturer 

The  OCM  may organ ise  a  new production  run  of an  obsolete  product or i n frequently 
manufactured  product,  i f there  i s  enough  d ie  l eft over i n  wafer storage.  Th is  may not be  
vis ible  on  the  websi te  and  d i rect con tact wi th  the  OCM  is  needed  to  determine  i f th is  i s  
possible.  

4.1 2.9  Obsolete  components  and  franch ised  aftermarket sources  

Obsolete  components  are  often  the  g reatest sources  of counterfei t  or recycled  components  i n  
the  supply chain .  Obsolete  components  may be  avai lable  i n  franch ised  d istribu tion  for 
considerable  time  after the  l ast time  buy (LTB)  announcements.  Care  shou ld  be  taken  to  
mon i tor the  l ot  date  codes  (LDCs)  i n  the  LTB  announcements  to  ensure  the  parts  offered  for 
sale  are  genu ine.  The  OCM  may assist wi th  th is  LDC veri fication .  I n  add i tion  various  
obsolescence  and  active  coun terfei t  mon i toring  tools  are  now avai lable  to  assist OEMs in  
mon i toring  LTBs,  PCNs  and  coun terfei t  reports  so  that the  LDCs  can  be  qu ickly veri fied .  

Obsolete  components  wh ich  are  sti l l  avai lable  from  franch ised  ‘sunset’  or manufacturer 
approved  ‘aftermarket’  sources  (see  3 . 1 )  shal l  be  used  before  sourcing  untraceable  
components.  See  Annex B  for examples  of aftermarket sources.  

I t  may be  necessary to  veri fy the  franch ised  agreement between  the  franch ised  ‘sunset’  or 
‘aftermarket’  manufacturer and  the  orig inal  manufacturer,  for example  by asking  for the  
franch ised  agreements,  l etters,  search ing  for press  re leases,  publ i shed  statements,  etc.  

Where  on ly franch ised  d ie  i s  avai lable,  the  d ie  may be  packaged  up  by th i rd  party custom  
packag ing  houses  (see  Clause  B. 3)  and  approved  i n  accordance  wi th  the  OEMs'  I EC  TS  
62239-1  ECMP or SAE  STD-001 6.  

Obsolete  or soon  to  be  obsolete  components  shou ld  be  i den ti fi ed  early us ing  pro-active  
obsolescence  procedures  based  on  one  or more  of the  fol lowing :  

•  I EC  TS  62239-1 ;  

•  SAE  STD-001 6;  

•  I EC  62402;  

•  SD-22.  

4.1 2.1 0  IEC  TS  62239-1  approved  al ternatives  

Where  no  traceable  or aftermarket components  can  be  found ,  the  OEMs  shou ld  consider 
us ing  thei r I EC  TS  62239-1  e lectron ic component management p lan  (ECMP)  process  to  find   
traceable  I EC  TS  62239-1   approved  components  wh ich  are  form,  fi t  and  function  a l ternatives  
su i table   for the  appl ication .  

4.1 2.1 1  Product redesign  

Where  there  i s  no  franch ised  aftermarket or I EC  TS  62239-1  a l ternatives  avai lable,  the  OEM  
shou ld  consider a  redesign  so  that traceable  components  can  be  used .  The  redesign  cou ld  be  
l im i ted  to  develop  a  smal l  ‘e lectron ic mezzan ine’  or ‘daughter e lectron ic board ’  rather than  
redesign ing  the  en ti re  e lectron ic board .  
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4.1 2.1 2  Non  traceable  components  

Where  a l l  other sources  of supply are  exhausted  and  there  i s  no  opportun i ty for a  product 
redesign ,  un traceable  stock i s  often  considered  to  be  the  on ly solu tion .  However,  procuring  
un traceable  stock i s  a  h igh  ri sk process  wi th  no  guaran tee  of success  as  i t  i s  h i gh ly l i kely that 
coun terfei t  or recycled  components  wi l l  be  found .  Also  the  l egal  impl ications  of what to  do  i f 
the  components  are  proved  to  be  coun terfei t  have  to  be  considered  as  they cannot be  m ixed  
up  wi th  good  traceable  stock and  cannot be  returned  i n to  the  supply chain .  Return ing  such  
components  back in to  the  supply chain  means  that the  returner i s  trad ing  i l l egal l y and  may be  
l i able  for prosecu tion .  Components  found  to  be  coun terfei ted  shou ld  be  quarantined  and  
retained  for evidence  and  the  matter shou ld  be  reported  to  the  re levant en forcement au thori ty 
(see  4 . 1 4 ,  A. 7. 2 ,  and  Clause  A.8  for usefu l  con tacts).  Non  traceable  stock shou ld  be  managed  
wi th in  an  OEM  an ti -coun terfei t  management p lan  (see  4 . 1 2 . 1 3) .  

4.1 2.1 3  OEM  anti -counterfei t  plans  including  SAE  AS5553  and  SAE AS61 74 

4. 1 2.1 3.1  General  

The  OEM  shal l  have  an  an ti -coun terfei t,  fraudu len t and  recycl ing  plan  i n  accordance  wi th  th is  
speci fication  (see  4 . 2  and  in  particu lar 4 . 2  c)) .  

The  OEMs wh ich  do  not have  an  SAE  AS5553A p lan  shal l  meet the  requ i rements  speci fied  i n  
4 . 2  c) .  

The  OEMs  that have  an  SAE  AS5553A an ti -coun terfei t  p lan  for e lectron ic components  may 
i nclude  i t  i n  l i eu  of the  requ i rements  l i sted  i n  Table  2  i n  thei r I EC  TS  62668-1  an ti -coun terfei t  
p lans.  

SAE  AS5553A is  a  very comprehensive  document targeted  at  general  i ndustry and  wri tten  for 
USA users  (see  Clause  A. 1 7  for further i n formation)  bu t on ly appl ies  to  e lectron ic components  
coming  i n to  a  business.  

I n  add i tion  to  the  management of e lectron ic components  coming  in to  a  business,  
I EC  TS  62668-1  a lso  i ncludes  the  management of an  OEM’s  I P  of a l l  the  products  sold  ou t of 
the  business,  i nclud ing  the  management of spares  (e i ther sold  as  separate  ind ividual  
components  or assembl ies)  and  repai rs.  
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Table  2  – IEC  TS  62668-1  requ irements  waived  i f OEM  has  an  approved   
SAE  AS5553A plan  

IEC  TS  62668-1  
requ i rement 

Sati sfied  by SAE  AS5553A 
requ i rement 

Comments  Notes  for avion ics  OEMs  
when  wri ting  an  SAE  

AS5553A plan  as  a  basis  for 
an  IEC  TS  62668-1  p lan  

4. 2  a)  N o.    

4 . 2  b)  N o.  SAE  AS5553A has  no  
m i n imum  speci fi c  componen t  
sel ecti on  ru l es ,  on l y ru l es  for 
maxim i zi ng  the  avai l abi l i ty of 
parts  wi th  an  obsol escence  
management p l an  and  ru l es  
for sou rci ng  or buyi ng  
componen ts .  

Refer to  an  I EC  TS  62239-1  
ECMP  p lan  addressi ng  
obsol escence  managemen t 
and  componen t sel ecti on  and  
q ua l i fi cati on  ru l es  for avion ics  
OEMs.  

4 . 2  c)  An  SAE  AS5553A p l an  on l y 
sati sfi es  how components  are  
pu rchased  and  brough t  i n to  a  
busi ness.  

The  I EC TS  62668-1  p l an  a l so  
has  to  add ress  a l l  the  4 . 2  
requ i remen ts  i nclud i ng  how 
p l an  owners  manage  thei r 
own  I P ,  spares,  repai rs  and  
sal e  of i nd i vi dual  spares  i n to  
the  market p l ace.  

 I ssue  a  cross  reference  matri x 
based  on  Table  2  to  show 
how the  SAE  AS5553A p l an  
sati sfi es  the  I EC  TS  62668-1  
requ i remen ts .  

4 . 2  d )  N o  – not  u n l ess  AS/EN /J I SQ 
91 00  i s  i n voked .  

SAE  AS5553A i s  wri tten  for 
general  i ndustry and  does  not  
mandate  the  use  of 
AS/EN /J I SQ 91 00.  

Base  you r SAE  AS5553A p l an  
on  you r AS/EN /J I SQ 91 00  
procedu res.  

4 . 2  e)  Yes.   Base  you r SAE  AS5553A p l an  
on  traceabi l i ty th rough  the  
suppl y chai n .  

    

4 . 2  e)  1 )  Yes.   Base  you r SAE  AS5553A p l an  
on  traceabi l i ty th rough  the  
suppl y chai n .  

4 . 2e)  2 )  Opti onal  requ i remen t  
d epend i ng  on  customer 
con tract.  

N o.  

SAE  AS5553A does  not  
acknowledge  th i s  opti onal  
con tract  requ i remen t u s i ng  
USA trusted  sou rces.  

Al l ow you r SAE  AS5553A p l an  
to  be  custom ised  us i ng  USA 
trusted  suppl i ers  where  
requ i red  by con tract i f you  
have  USA customers.  

4 . 2  e)  3 )  Yes.   Base  you r SAE  AS5553A p l an  
on  us i ng  franch i sed  
aftermarket sou rces  when  the  
part  i s  obsol ete.  

4 . 2  e)  4 )  Yes.   Base  you r SAE  AS5553A p l an  
on  traceabi l i ty th rough  the  
suppl y chai n .  

4 . 2e)  5)  N o.  SAE  AS5553A does  not  refer 
to  I EC  TS  62668-2 .  

Base  you r an ti -coun terfei t  
p l an  on  us i ng  I EC  TS  62668-2  
for manag ing  non -franch i sed  
d i s tri bu tors .  

4 . 2  f)  Parti a l l y.  SAE  AS5553A i s  wri tten  for 
general  i ndustry and  does  not  
mandate  the  use  of 
AS/EN /J I SQ 91 00.  

Base  you r an ti -coun terfei t  
p l an  on  you r AS/EN /J ISQ 
91 00  procedu res .  
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IEC  TS  62668-1  
requ i rement 

Sati sfied  by SAE  AS5553A 
requ i rement 

Comments  Notes  for avion ics  OEMs  
when  wri ting  an  SAE  

AS5553A plan  as  a  basis  for 
an  IEC  TS  62668-1  p lan  

4. 2  g )  1 )  Parti a l l y.  SAE  AS5553A does  not  ask 
for the  search  to  be  
exhausti ve  and  that a l ternate  
sol u ti ons  shou ld  be  
cons idered  before  going  to  an  
un traceabl e  part  sou rced  from  
a  non -franch i sed  sou rce.  

Base  you r an ti -coun terfei t  
p l an  on  us i ng  I EC  TS  62239-1  
for assess ing  the  ri sks  and  
cons ideri ng  a l ternate  
sol u ti ons  based  on  a  
traceab le  part  before  
derogati ng  and  procuri ng  an  
un traceabl e  part  ou ts i de  the  
OCMs  and  franch i sed  
d i s tri bu tors  network.  

4 . 2  g )  2 )  N o.  SAE  AS5553A m in imum  
requ i remen ts  do  not  refer to  
I EC  TS  62668-2  and  do  not  
mandate  the  use  of 
AS/EN /J I SQ 91 00  non -
con formance  procedures.  

Base  you r an ti -coun terfei t  
p l an  on  us i ng  I EC  TS  62668-2  
for manag ing  non -franch i sed  
d i s tri bu tors .  

4 . 2  h )  N o.  SAE  AS5553A does  not  appl y 
to  product or spares  l eavi ng  
the  OEM.  

 

4 . 2  i )  Yes.    

4 . 2  j )  Yes.    

 

4.1 2.1 3.2  G IFAS  gu ide  for OEMs  using  non-franch ised  d istributors  

The  G IFAS  5052  gu ide  i s  publ i shed  by the  G IFAS  French  National  Commi ttee.  I t  was  adopted  
and  mod i fied  to  be  publ ished  as  I EC TS  62668-2.  

4.1 2.1 3.3  F low down  to  lower level  subcontractors  

The  OEM  shal l  flow down  the  requ i rements  for an  an ti -coun terfei t  p lan  to  the  l ower l evel  
subcontractors  or shal l  manage  them  effectively.  

4.1 2.1 3.4 Die  extraction  

Die  extraction  techn iques  are  considered  damag ing  and  i ncapable  of producing  components  
of the  necessary long  term  re l iabi l i ty requ i red  for avion ics  use  and  are  therefore  not 
addressed  in  th is  speci fication .  

4.1 3  OEM  anti -counterfei t  gu idel ines  for their products  

4. 1 3.1  IP  control  

The  OEMs shou ld  con trol  thei r design  through  a  combination  of paten ts,  trade  agreements,  
franch ise  agreements,  control  of design ,  trademarks  and  l ogos.  The  OEMs  shou ld  a lso  control  
thei r fi nal  ATP  and  test stations,  b i l l s  of materia l  (BOMs),  d rawings  and  speci fications  
securely.  

4.1 3.2  Tamper-proofing  the  OEM  design  

There  are  many ways  of configuring  an  OEM  design  wi th  tamper-proofing  features  e i ther i n  
hardware  or software.  

There  are  many specia l ised  external  subcontractors  wh ich  offer a  fu l l  tamper-proof service  for 
a  complete  design  (see  Clause  A. 1 3  for examples).  

Al ternatively custom  ASICs  and  FPGAs  can  be  designed  using  physical  unclonable  function  
(PUF)  technology (see  4. 7 . 1 0)  or s imi lar technolog ies.  
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Recent tamper-proof articles  i nclude:  

•  Adam  Waksman ,  S imha  Sethumadhavan ,  ‘Tamper Evident M icroprocessors’ ,  Department 
of Computer Science,  Columbia  Un iversi ty,  NY.  [1 1 ]  

4.1 3.3  Tamper-proof labels  

Tamper-proof labels  are  avai lable  i n  d i fferen t styles  and  can  be  appl ied  throughou t the  
assembly to  i nd icate  when  unau thorised  d isassembly or repai r has  been  carried  ou t.  Un i ts  
can  be  sealed  external ly wi th  tamper-proof hardware  or l abels  (see  Clause  A. 1 3) .  

4.1 3.4 Use  of ASICS  and  FPGAs  with  IP  protection  features  

4. 1 3.4. 1  General  

ASICS  and  FPGAs  are  complex m icroci rcu i ts  con tain ing  OEM  proprietary software  code,  
wh ich  i s  typical l y the  OEM’s  in tel lectual  property.  Th is  code  requ i res  I P  protection .  

4.1 3.4.2  FPGA and  peripheral  microcircu it  packaging  

Some FPGA solu tions  (RAM  based  FPGA)  have  been  manufactured  as  a  s ing le  m icroci rcu i t,  
assembled  on to  a  PCB wi th  PCB  traces  between  i t  and  ad jacent separately packaged  and  
assembled  semiconductor memories.  These  PCB  traces  can  be  i n tercepted  by coun terfei ters,  
who  can  read  the  si gnals  coming  through  the  PCB  traces.  Anti -fused  FPGA solu tions  or FPGA 
wi th  on  board  semiconductor memory i n  one  stacked  m icroci rcu i t  package,  are  better I P  
solu tions  as  no  external  memory i s  requ i red .  FPGA manufacturers  are  now a lso  i nclud ing  
add i tional  peripheral  m icroci rcu i ts  wi th  the  FPGA in to  one  h igh ly complex m icroci rcu i t  thereby 
provid ing  a  one-microci rcu i t  package  solu tion  for assembly on to  the  PCB.  

4.1 3.4.3  FPGA d ie  serial ization  

FPGA confiden tia l  randomly generated  s ing le  d ie  seria l i zation  i s  now avai lable  from  some  
manufacturers  (see  Clause  A. 1 4  for examples).  

4.1 3.4.4 NVRAM 

Some NVRAMs con tain  an  i n ternal  m icroprocessor,  wh ich  can  be  factory programmed  to  
destroy the  i n ternal  code  (see  Clause  A. 1 5).  

4.1 3.5  Control  the  final  OEM  product marking  

The  OEM  shal l  ensure  that the  equ ipment suppl ied  shal l  be  marked  i n  accordance  wi th  the  
regu latory requ i rements  and  provide  fu l l  traceabi l i ty.  Note  that rad io  frequency ID  tags  are  
becoming  common  i n  the  au tomotive  world  i n  order to  d istingu ish  genu ine  components  from  
coun terfei t ones  (see  Clause  A. 1 2) .  

The  user can  note  the  fol lowing :  

•  I SO  1 2931  has  been  i ssued  to  assist wi th  the  au then tication  methods  requ i red  to  combat 
counterfei t  ri sks;  

•  I SO  1 6678  i s  being  developed  for tracking  and  trace  methods  for sh ipment;  

•  I SO/IEC 1 5459-8  has  been  i ssued  to  assist wi th  speci fying  un ique,  non-sign i fican t stri ng  
of characters  for the  un ique  i den ti fi er for g rouping  of transport un i ts  wh ich  may be  
represented  i n  a  bar code  l abel  or other med ia  that make  up  the  grouping  to  meet supply 
chain  needs  and  regu latory needs;  

•  M I L-STD-1 30  speci fies  the  i den ti fication  marking  of US  defence  property;  

•  M I L-STD-1 29  defines  the  US  defence  marking  practices  for sh ipment and  storage.  
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4.1 3.6  Control  OEM  scrap 

Al l  i n ternal  rejects  shou ld  be  physical l y destroyed  to  ensure  potentia l  counterfei ters  cannot 
reconstruct rejects  and  sel l  them  fraudu len tl y as  orig inal  components  or un i ts.  US  defence  
equ ipment shou ld  be  d isposed  of us ing  DoD  41 60. 21 -M .  

4.1 3.7  OEM  trademarks  and  logos  

Al l  trademarks  shou ld  be  reg istered  (see  A. 1 . 3) .  The  OEMs shou ld  take  as  many precau tions  
as  possib le  to  protect thei r products  wi th  the  use  of specia l  seria l  numbers,  l ot  date  code  
markings,  exterior markings,  package  markings  and  product sh ipping  processes.  

4.1 3.8  Control  del ivery of OEM  products  and  spares  and  their usefu l  l i fe  

The  OEM  shou ld  consider the  use  of special  tracking  schemes  for m ission  cri tical  components  
such  as  eng ines,  wh ich  are  FAA Class  I  products.  

For further i n formation  on  the  FAA and  i ts  product classi fications,  see  A.8. 5.  

The  FAA has  webpages  for eng ine  iden ti fication  and  reg istration  marking  requ i rements  (see  
A.8.5. 2).  

The  FAA recently publ i shed  an  advisory ci rcu lar AC 00-56B  abou t thei r “volun tary i ndustry 
d istribu tor accred i tation  program”  for accred i ting  civi l  a i rcraft  e lectron ic components  
d istribu tors  based  on  volun tary oversigh t.  

Al so,  see  DI -M ISC-81 356  for certi ficates  of compl iance  when  del ivering  equ ipment to  US  
defence  customers.  

4.1 3.9  Repairs  to  OEM  products  

Most civi l  OEMs  repai r thei r equ ipment i n ternal ly,  i n  thei r own  approved  repai r centres,  to  
ensure  au then tic components  are  used  and  repai rs  are  carried  ou t i n  a  con trol led  manner.  
The  OEMs  a lso  i ssue  component main tenance  manuals  (CMMs)  for thei r products  wh ich  
detai l  the  design  and  the  replacement component i n formation .  Often  the  replacement 
component can  on ly be  purchased  from  the  OEM  and  th is  again  i s  an  an ti -counterfei t  
measure.  

However,  m i l i tary customers  typical l y use  thei r approved  m i l i tary repai r cen tres  and  order 
replacement components  for repai rs.  Th is  ordering  activi ty i s  beyond  the  con trol  of the  OEM  
wh ich  suppl ied  the  equ ipment and  the  OEM  cannot be  held  responsible  for th is  procurement 
activi ty.  

I t  i s  recommended  that a l l  main tenance  organ izations  be  Th i rd  Party Certi fi ed  to  AS/EN/J ISQ 
91 1 0  qual i ty management system  to  ensure  fu l l  traceabi l i ty of a l l  components  and  repai red  
un i ts.  I n  add i tion ,  AS/EN/J ISQ 91 1 0: 201 5  has  a  speci fic clause  i n  7 . 4 . 1  g ,  requ i ring  that 
appropriate  measures  be  taken  to  prevent purchase  of coun terfei t/unapproved  products.  

Civi l  a i r framers  a lso  carry ou t repai rs  and  use  FAA approved  faci l i ties  as  fol lows:  

•  FAR Part 43  describes  the  ru les  for any a i rcraft  having  a  US  a i r-worth iness  certi ficate;  

•  FAA advisory ci rcu lar 20-62E,  dated  December 23 rd  201 0,  defines  the  qual i ty,  e l i g ib i l i ty 
and  traceabi l i ty of aeronau tical  parts  and  materia ls  i n tended  for i nstal lation  on  US  type  
certi fied  products;  

•  FAR Part 1 45  describes  the  certi fication ,  tra in ing ,  faci l i ty requ i rements  and  operating  ru les  
for aeronau tics  and  space  repai r stations.  
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EASA,  the  European  Aviation  Safety Agency (see  A.7.5),  certi fi es  civi l  a i rcraft i n  Europe  and  
repai r faci l i ties:  

•  EASA Part M  establ ishes  common  techn ical  requ i rements  and  admin istrative  procedures  
for ensuring  con tinu ing  a i rworth iness  of a i rcraft;  

•  EASA Part 1 45  deals  wi th  approved  main tenance  organ isations.  

Some  a i rcraft  eng ine  manufacturers  operate  real  time  tracking  schemes  for eng ine  heal th  
management wh ich  provide  fu l l  traceabi l i ty th rough  satel l i te  tracking  schemes  on  thei r 
eng ines  throughou t the  eng ine  operational  l i fe .  Processes  using  th is  concept are  h igh ly 
recommended .  

4.1 4 Counterfei t,  fraud  and  component recycl ing  reporting  

4. 1 4.1  General  

I t  i s  recommended  that evidence  of coun terfei ti ng ,  fraudu len t and  e lectron ic component 
recycl ing  activi ties  be  forwarded  on  to  the  re levant l ocal  l aw en forcement agencies  in  a  timely 
manner,  preferably before  the  suspect component crosses  the  border con trol .  

4.1 4.2  USA FAA suspected  unapproved  parts  (SUP)  program 

Suspected  coun terfei t component i ssues  can  be  e-mai led  to  the  Aviation  Safety Hotl i ne  office  
(see  A.8.5. 3).  

4.1 4.3  EASA 

EASA issue  Safety I n formation  Bu l letins  (S IBs)  on  poten tia l  hazards  wh ich  may i nclude  
reporting  of coun terfei t or fraudu len t components  (see  A.7.5).  

4.1 4.4 UK counterfei t  reporting  

The  UK Revenue  and  Customs  webpage  (see  A.6.4)  has  a  reporting  faci l i ty for suspected  
counterfei t  components.  I n  add i tion  the  local  Trad ing  Standards  office  (see  A.6.3)  has  a  
faci l i ty for reporting  counterfei t  goods.  

4.1 4.5 EU  counterfei t  reporting  

Counterfei t reporting  wi th in  the  EU  shou ld  be  reported  local l y.  The  Europa  webpage  (see  
A. 7. 1  b))  contains  forms  and  detai l s  of how to  process  national  and  EU  wide  appl ications  for 
I P  action  by customs  au thori ties.  

4.1 4.6  UKEA anti -counterfei ting  forum 

See  A. 6. 5  wh ich  i s  managed  by the  UK Electron ic Al l i ance  (UKEA).  

Thei r websi te  con tains  awareness  i n formation  and  l i nks  for i ndustry i n  thei r fi gh t to  beat 
coun terfei t components  from  en tering  thei r supply chains.  I t  contains  an  on-l i ne  d i rectory of 
relevant free-to-access  i n formation  i nclud ing  articles,  best practice,  even ts,  presentations,  
rel iable  component sources,  reports  and  solu tion  providers.  Vis i tors  may reg ister free  of 
charge  to  con tribu te  to  and  search  a  database  of suspect coun terfei t  components.  
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Annex A 
( informative)  

 
Useful  contacts 2  

A.1  World  In tel lectual  Property Organization  (WIPO)  

A.1 . 1  General  

WIPO has  i ts  headquarters  i n  Geneva:  34  Chemin  des  Colombettes,  1 21 1  Geneva  20,  
Swi tzerland ,  te l :  (+41 -22)  338  91 1 1  and  i ts  reg ional  offices  are  as  fol lows:  

•  WIPO Brazi l  Office,  Rua  Farme de  Amoedo,  56-7 th  F loor,  I panema-CEP22420020,  Rio  de  
Janei ro-RJ ,  Brazi l ,  te l :  (+5521 )  21 03-4625,  see  webpage:  
h ttp: //www.wipo. in t/con tact/en /area. jsp?area=wbo  

•  WIPO Ch ina  Office,  No.2  Dongkoudai  Hu tong ,  Xicheng  D istrict,  Bei j ing  1 00009,  Ch ina,  te l :  
+  86  1 0  83  22  02  38  /+  86  1 0  83  22  08  33,  Fax:  +  86  1 0  83  22  03  23  see  webpage   
h ttp: //www.wipo. in t/abou t-wipo/en /offices/ch ina/ 

•  WIPO Japan  Office  UNU  Bu i ld ing ,  6F  5-53-70  J ingumae,  Sh ibuya-Ku ,  Tokyo  1 50-0001 ,  
Japan ,  te l :  (+81 )  3  5467  1 21 6  

•  WIPO Mocscow Office,  24 ,  Berezhkovskaya  naberezhnaya,  1 23995,  Moscow,  Russian  
Federation ,  Tel :  +7  499  940  04  82 ,  Fax:  +7  499  940  04  83,  see  webpage  
h ttp: //www.wipo. in t/about-wipo/en /offices/russia/ 

•  WIPO New York Office,  WIPO Coord ination  Office,  2  UN  Plaza,  Su i te  2525,  New York,  NY 
1 001 7,  te l : (+1 )  21 2-963-681 3  

•  WIPO Singapore  Office,  29  Heng  Mu i  King  Terrace,  #06-1 6,  S ingapore,  1 1 9620,  
S ingapore,  te l : (+65)  6774  771 2  

The  WIPO webpage  i s  h ttp: //www.wipo. in t/portal /index.h tml . en .  I t  con tains  the  fol l owing  
i n formation .  

A.1 .2  What is  WIPO? 

The  World  I n tel lectual  Property Organ ization  (WIPO)  i s  a  special i zed  agency of the  Un i ted  
Nations.  I t  i s  ded icated  to  developing  a  balanced  and  accessible  i n ternational  i n te l lectual  
property ( I P)  system,  wh ich  rewards  creativi ty,  stimu lates  innovation  and  con tribu tes  to  
economic development wh i le  safeguard ing  the  publ ic  i n terest.  

WIPO was  establ i shed  by the  WIPO Convention  i n  1 967  wi th  a  mandate  from  i ts  Member 
States  to  promote  the  protection  of I P  th roughout the  world  th rough  cooperation  among  states  
and  i n  col laboration  wi th  other i n ternational  organ izations.  I ts  headquarters  are  in  Geneva,  
Swi tzerland .  

A.1 .3  WIPO In tel lectual  Property Services  

a)  In ternational  patent protection  – Patent Cooperation  Treaty (PCT)  System  

The  PCT System  (see  webpage h ttp: //www.wipo. in t/pct/en/)  a l l ows  i nven tors  and  
appl ican ts  to  seek paten t protection  i n  1 48  coun tries  by fi l i ng  a  s i ng le  i n ternational  
appl ication  wi th  a  s ing le  paten t office.  F i l i ng  and  processing  patent appl ications  through  
the  PCT:  

•  brings  the  world  wi th in  reach ;  

___________ 

2 The  i n formation  con tai ned  i n  Annex A i s  g i ven  for the  conven ience  of the  u sers  of th i s  documen t and  does  not 
consti tu te  an  endorsemen t by the  I EC  of the  organ izati ons  or softwares  named .  
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•  postpones  the  major costs  associated  wi th  i n ternational  paten t protection ;  

•  provides  valuable  i n formation  abou t potentia l  paten tabi l i ty of the  i nven tion ;  

•  i s  safe  and  easy wi th  WIPO's  e lectron ic fi l i ng  software.  

b)  In ternational  trademark registration  (Madrid  System)  

The  Madrid  System  (see  webpage  h ttp: //www.wipo. in t/madrid /en / or 
h ttp: //www.wipo. in t/trademarks/en /)  offers  trademark owners  the  possib i l i ty to  protect a  
trademark in  mu l tip le  coun tries  by fi l i ng  a  s ing le  appl ication  wi th  a  national  or reg ional  
trademark offi ce.  Trademarks  are  d istinctive  s igns,  used  to  d i fferen tiate  between  iden tical  
or s im i lar goods  and  services  offered  by d i fferen t producers  or services  providers.  
Trademarks  are  a  type  of i ndustria l  property,  protected  by i n tel lectual  property righ ts.  

WIPO is  not i n  a  posi tion  to  offer l egal  advice  to  i nd ividuals  or businesses  on  speci fic 
questions.  You  may wish  to  consu l t your national  I P  office,  an  I P  agent,  or the  re levant 
national  or reg ional  l eg islation  (WIPO Lex).  

I n ternational  trademark reg istration  through  the  Madrid  System  offers  the  fol lowing  
advantages:  

•  avoids  having  to  fi le  mu l tip le  appl ications  at d i fferen t offices;  

•  covers  95  coun tries  from  around  the  world ;  

•  faci l i tates  management of the  mark,  as  changes  or renewals  can  be  recorded  th rough  
a  s ing le  procedural  step;  

•  trademark owners  s imply need  to  fi l l  i n ,  from  thei r national  office,  one  form,  i n  one  
l anguage,  pay one  set of fees,  i n  one  currency,  to  obtain  and  mod i fy an  i n ternational  
reg istration ;  

•  trademark owners  benefi t  from  on l ine  tools  to  search  existing  marks,  browse  the  WIPO 
gazette,  estimate  fi l i ng  costs,  make  e-payments  and  renewals  and  check reg istration  
status;  

•  th i s  un ique  service  offered  by the  Madrid  System  eases  the  reg istration  and  
management of a  mark or a  l arge  portfol io:  i t  empowers  businesses  and  helps  expand  
thei r market abroad ;  

•  WIPO works  wi th  Member States  to  develop  i n ternational  l aws  and  standards  for 
trademarks.  See  Stand ing  Committee  on  the  Law of Trademarks,  I ndustria l  Designs  
and  Geograph ical  I nd ications  (SCT);  

•  to  search  i n ternational  trademark reg istrations,  see  the  ROMARIN  (Read-On ly-Memory 
of Madrid  Active  Reg istry I n formation)  database  at  webpage  
h ttp: //www.wipo. in t/madrid /en /romarin / 

c)  In ternational  design  reg istration  (Hague  System)  

The  Hague  System  (see  webpage  h ttp: //www.wipo. in t/hague/en/)  a l l ows  appl ican ts  to  
reg ister an  i ndustria l  design  i n  up  to  64   coun tries  wi th  a  m in imum  of formal i ti es  and  
expense.  Choosing  the  Hague  System  to  protect i ndustria l  designs  i n ternational l y:  

•  avoids  having  to  fi le  mu l tip le  reg istrations  at d i fferen t offices;  

•  enables  appl icants  to  reg ister up  to  1 00  industria l  designs  wi th  a  s ing le  form;  

•  faci l i tates  management of reg istered  designs,  as  changes  or renewals  can  be  recorded  
through  a  s ing le  procedural  step.  

d)  In ternational  reg istration  of appel lations  of orig in  (Lisbon  System)  

The  Lisbon  System  (see  webpage  h ttp: //www.wipo. i n t/l i sbon/en/)  faci l i tates  the  
i n ternational  protection  of appel lations  of orig in  th rough  one  s ing le  reg istration  procedure.  
The  Lisbon  System:  

•  avoids  having  to   fi l e  mu l tip le  reg istrations  at  d i fferen t offices;  

•  covers  over two  dozen  coun tries  i n  Africa,  Asia,  Europe,  and  Latin  America.  
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e)  Al ternative  d ispute  resolution  

The  WIPO Arbi tration  and  Med iation  Center (see  webpage  h ttp: //www.wipo. in t/amc/en/)  i s  
the  l ead ing  resource  in  the  resolu tion  of I P  d ispu tes  ou tside  the  courts.  I t  offers  
special ized  procedures  i nclud ing  arbi tration ,  med iation  and  expert determination  for the  
resolu tion  of i n ternational  commercia l  d i spu tes  between  private  parties.  The  Center’s  
procedures  are  designed  as  efficien t and  i nexpensive  a l ternatives  to  court proceed ings  
and  may take  place  in  any coun try,  i n  any l anguage  and  under any l aw.  

f)  Domain  name d ispute  resolution  

The  WIPO Arbi tration  and  Med iation  Center (see  webpage  h ttp: //www.wipo. in t/amc/en/)   i s  
i n ternational l y recogn ized  as  the  l ead ing  d ispu te  resolu tion  service  provider for chal lenges  
related  to  abusive  reg istration  and  use  of I n ternet domain  names,  a  practice  common ly 
known  as  “cybersquatting . ”    Appl icable  to  a l l  i n ternational  domains  and  a  growing  number 
of country code  domains,  the  resolu tion  procedure  i s  conducted  i n  e lectron ic format and  
resu l ts  i n  enforceable  decisions  wi th in  two  months.  

g)  In ternational  classifications  

Appl ican ts  for national  or i n ternational  I P  protection  are  requ i red  to  determine  whether 
thei r creation  i s  new or i s  owned  or cla imed  by someone  e lse.  To  determine  th is ,  huge  
amounts  of i n formation  must be  searched .  I n ternational  classi fication  systems  (see  
webpage  h ttp: //www.wipo. in t/classi fications/en /)  faci l i tate  such  searches  by organ izing  
i n formation  concern ing  i nven tions,  trademarks  and  i ndustria l  designs  in to  i ndexed ,  
manageable  structures  for easy retrieval .  

h)  Protection  of State  emblems  (Article  6ter of the  Paris  Convention)  

The  protection  of State  emblems,  and  names,  abbreviations  and  emblems  of i n ternational  
i n tergovernmental  organ izations  i s  governed  by Article  6ter (see  webpage  
h ttp: //www.wipo. in t/article6ter/en/)  of the  Paris  Convention ,  admin istered  by WIPO.  

A.1 .4 WIPO g lobal  network on  Intel lectual  Property ( IP)  Academies  

See  webpages  h ttp: //www.wipo. in t/academy/en/ and   
h ttp: //www.wipo. in t/academy/en/abou t/startup_academ ies/,  wh ich  con tains  the  fol lowing  
i n formation :  

Th is  web  page  has  been  l aunched  i n  order to  support the  work and  sharing  of resources,  
i nclud ing  tra in ing  programs,  of the  G lobal  Network of I P  Academies  and  to  provide  an  
effective  forum  for exchang ing  of views  and  experiences  among  the  members  of the  network.  

Con tact the  WIPO Academy using  the  webpage    
h ttp: //www.wipo. in t/con tact/en /area. j sp?area=academy 

A.2  Anti -Counterfei ting  Trade Agreement (ACTA)  

A.2. 1  ACTA 

For more  i n formation ,  see  the  i n formation  on  the  Office  of the  US  Trade  Representatives  (see  
webpage  h ttps: //ustr. gov/acta)  where  the  final  text of the  agreement can  be  found  at 
h ttp: //www.mofa. go. jp/pol icy/economy/i_property/pd fs/acta1 1 05_en .pd f.  

The  Europa  webpage (A.7. 1 . c))  con tains  a  copy of the  fi nal  ACTA agreement wi th  further 
i n formation .  

The  ACTA treaty was  s igned  on  February 4 th  201 3  by 31  states  (USA,  Austral ia,  Canada,  
Japan ,  Morocco,  New Zealand ,  S ingapore,  Sou th  Korea,  as  wel l  as  the  EU).  See  webpage  
h ttps: //en .wikiped ia. org/wiki /Anti -
Counterfei ting_Trade_Agreement#Signatures_and_rati fications  for more  i n formation .  
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A.2.2  G lobal  Anti -Counterfei ting  Network (GACG)  

The  GACG  i s  an  i n formal  network of national  and  reg ional  I P  protection  and  en forcement 
organ izations  wh ich  have  a  strong  i n ternational  d imension  to  thei r acti vi ti es.  There  are  
curren tly 21  members  covering  40  coun tries  p lus  d i rect i n formal  con tacts  wi th  many other 
national  and  i ndustry associations.  The  objectives  are  to  exchange  and  share  best practices  
and  in formation  and  to  participate  i n  appropriate  j o in t  acti vi ties  to  solve  I PR enforcement 
chal lenges  (see  webpage  h ttp: //www.gacg .org/Home/About).  

A.3  World  Semiconductor Counci l  (WSC)  

The  webpage  i s  h ttp: //www.semiconductorcounci l . org /wsc/ where  the  fol lowing  in formation  i s  
avai lable:  

"The  purpose  (of the  World  Semiconductor Counci l )  i s  to  promote  cooperative  semiconductor 
i ndustry activi ties,  to  expand  i n ternational  cooperation  in  the  semiconductor sector i n  order to  
faci l i tate  the  heal thy g rowth  of the  industry from  a  long-term,  g lobal  perspective.  

WSC activi ties  shal l  be  undertaken  on  a  volun tary basis  and  shal l  be  gu ided  by princip les  of 
fa i rness,  respect for market principles,  and  consistency wi th  WTO ru les  and  wi th  l aws  of the  
respective  coun tries  or reg ions  of each  Member.  The  WSC recogn izes  that i t  i s  importan t to  
ensure  that markets  wi l l  be  open  wi thou t d iscrim ination .  The  competi ti veness  of compan ies  
and  thei r products  shou ld  be  the  principal  determinant of i ndustria l  success  and  i n ternational  
trade. " .  

Reference:  "Agreement Establ ish ing  a  New world  Semiconductor Counci l " ,  J une  1 0 ,  1 999;  
Brussels,  Belg ium.  

WSC meets  annual l y and  at the  May 201 5  Hangzhou  Ch ina  meeting  recogn ised  the  
importance  of trade  secret protection .  Members  have  agreed  a  set of ‘core’  e lements  i n  model  
trade  secret l eg is lation  and  are  cal l i ng  for government au thori ties  i nclud ing  GAMS to  support 
the  core  e lements.  

The  WSC an ti -coun terfei t  task force  (ACTF)  i s  working  to  e l im inate  coun terfei ts  from  the  
semiconductor market and  has  publ ished  a  wh i te  paper "Winn ing  the  battle  against coun terfei t 
semiconductor products".  

The  webpage  provides  l i nks  to  the  Semiconductor I ndustry Associations  from  Ch ina,  Ch inese  
Taipei ,  Europe,  Japan ,  Korea  and  the  USA wh ich  are  a l l  members  of the  World  
Semiconductor Counci l .  

The  Semiconductor I ndustry Association  USA webpage  for viewing  thei r statements  on  an ti -
coun terfei t i s :  h ttp: //www.semiconductors.org /issues/an ticoun terfei ting /an ti_counterfei ting / 

The European Semiconductor Industry Association  webpage i s  chai r of the  coun terfei t commi ttee  
(see  webpage  h ttp: //www.eeca.eu /esia/) .  Thei r coun terfei t  webpage  i s  
h ttp: //www.eeca.eu /esia/publ ic-pol icy/an ti -coun terfei ting  wh ich  con tains  detai l s  of how to  fi l e  
for action  for trademark i n fri ngement.  

A.4 SEMI  

SEMI  g lobal  headquarters  are  located  at 3081  Zanker Road ,  San  Jose,  CA 951 34,  USA (te l :  
+1  408  943  6900),  see  webpage  h ttp: //www.semi . org /Abou t/ContactUs.  SEMI  i s  a  g lobal  
i ndustry association  serving  the  manufacturing  supply chain  for the  m icro  and  nano-
electron ics  i ndustries  wi th  worldwide  offices,  see  webpage  h ttp: //www.semi . org /en /About/ 
where  the  fol lowing  i n formation  i s  found :  
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"SEMI  i s  the  g lobal  i ndustry association  serving  the  manufacturing  supply chain  for the  m icro-  
and  nano-electron ics  i ndustries,  i nclud ing :  

•  Semiconductors;  

•  Photovol ta ics  (PV);  

•  LED;  

•  F l at  Panel  D isplay (FPD);  

•  M icro-electromechan ical  systems  (MEMS);  

•  Prin ted  and  fl exib le  e lectron ics;  

•  Related  micro-  and  nano-electron ics.  

The  i ndustries,  compan ies,  and  people  SEMI  represents  are  the  arch i tects  of the  e lectron ics  
revolu tion .  SEMI  members  are  responsible  for the  i nnovations  and  technolog ies  that enable  
smarter,  faster,  more  powerfu l ,  and  more  affordable  e lectron ic products  and  devices  that bri ng  
the  power of the  d ig i ta l  age  to  more  people  every day.  

For more  than  40  years,  SEMI  has  served  i ts  members  and  the  industries  i t  represents  
th rough  programmes,  i n i tiati ves,  and  actions  designed  to  advance  business  and  market 
g rowth  worldwide.  SEMI  supports  i ts  members  through  a  g lobal  network of offices,  activi ti es,  
and  even ts  i n  every major e lectron ics  manufacturing  reg ion  around  the  world .  

Our pu rpose:  

The  industries  that comprise  the  m icroelectron ics  supply chain  are  i ncreasing ly complex,  
capi tal  i n tensive,  and  i n terdependent.  Del i vering  cu tting-edge  e lectron ics  to  the  marketplace  
requ i res:  

•  Construction  of new manufacturing  (fabrication)  faci l i ties;  

•  Development of new processes,  tools,  materia ls ,  and  manufacturing  standards;  

•  Advocacy and  action  on  pol icies  and  regu lations  that encourage  business  g rowth ;  

•  I nvestment i n  organ izational  and  fi nancial  resources;  

•  I n tegration  across  a l l  segments  of the  i ndustry around  the  world ;  

•  Addressing  these  needs  and  chal lenges  requ i res  organ ized  and  col lective  action  on  a  
g lobal  scale.  

SEMI  faci l i tates  the  development and  growth  of our i ndustries  and  manufacturing  reg ions  by 
organ izing  reg ional  trade  even ts  (exposi tions),  trade  missions,  and  conferences;  by engag ing  
l ocal  and  national  governments  and  pol icy makers;  through  fostering  col laboration ;  by 
conducting  i ndustry research  and  reporting  market data;  and  by supporting  other i n i tiatives  
that encourage  i nvestment,  trade,  and  technology i nnovation .  

I n  add i tion  to  supporting  access  to  reg ional  markets,  SEMI  helps  i ts  members  explore  
d iversi fied  business  opportun i ties  and  con tribu tes  to  the  growth  and  advance  of emerg ing  and  
ad jacent technology markets. "  

The  SEMI  I n te l lectual  Property webpage    
h ttp: //www.semi .org/en /I ssues/I n tel lectualProperty/  provides  fu rther i n formation .  

Al so  see  webpage  h ttp: //ams.semi .org /ebusiness/standards/semistandard .aspx?volumeid=1 7  
for a  l i st  of publ ished  speci fications.  
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A.5 Electronics  Authorized  Directory 

The  E lectron ics  Au thorized  D i rectory has  a  websi te  www.authorizedd i rectory.com  wh ich  has  
the  fol lowing  i n formation  and  search  capabi l i ties:  

"Welcome  to  the  on ly comprehensive  worldwide  d i rectory for AUTHORIZED  d istribu tors  of 
semiconductors.  Wi th  ou r qu ick,  up  to  date  search  tool ,  you  can  search  by semiconductor 
manufacturer,  by coun try to  fi nd  au thorized  d istribu tors  worldwide.  I f you  are  not purchasing  
your semiconductors  from  the  orig inal  manufacturer,  Au thorized  D i rectory i s  your #1  trusted  
source  for AUTHORIZED  semiconductor d istribu tors.  

Having  d i fficu l ty fi nd ing  a  genu ine  semiconductor device?  

Don ' t  compromise;  buy from  an  au thorized  semiconductor d istribu tor or manufacturer:  

•  fi nd  the  semiconductor manufacturer;  

•  search  for manufacturer headquarters  and  sales  offices;  

•  fi nd  the  au thorized  semiconductor d istribu tor;  

•  check worldwide  inventory of au thorized  devices".  

A.6 UK 

A.6.1  The  UK intel lectual  property office  

The  i n teractive  webpage  i s  h ttp: //www. ipo. gov. uk/ 

Th is  websi te  contains  i n formation  to  decide  what type  of I P  protection  i s  requ i red :  

a)  Paten ts  (see  webpage  h ttps: //www.gov. uk/in tel lectual -property/paten ts)  wh ich  are  
d iscussed  wi th  detai l s  abou t how to  apply for a  patent and  manage  them.  Detai l s  are  a lso  
provided  for us ing  other people’s  patents  and  patent i n fringement.  

b)  Trademarks  (see  webpage  h ttps: //www.gov.uk/in tel lectual -property/trade-marks)  wh ich  are  
d iscussed  wi th  detai l s  of how to  apply and  manage  these.  Detai l s  are  a lso  provided  for 
other people’s  trademarks  and  trademark i n fringement.  

c)  Designs  (see  webpage  h ttps: //www.gov.uk/in tel lectual -property/designs)  wh ich  are  
d iscussed  wi th  detai l s  of how to  apply to  reg ister a  design .  

d )  Copyrigh t (see  webpage  h ttps: //www.gov.uk/in tel lectual -property/copyrigh t)  wh ich  i s  
d iscussed  wi th  detai l s  of ownersh ip  and  how to  legal l y apply to  use  other people’s  
copyrigh t works.  

Al so  see  the  in - l i ne  tool  at  webpage  www. ipo.gov. uk/ipheal thcheck.  Th is  tool  provides  
i n formation  re lated  to  how to  use  i n tel lectual  property for protecting  the  business  and  answers  
to  typical  I P  questions.  

The  UK I n formation  Centre  wi l l  a lso  be  able  to  assist,  te l :  0300  300  2000  wi th in  the  UK or 
44 (0)1 633 81 4000 outside of the UK or e-mai l  enqu i ries@ipo.gov. uk 

A.6.2  Al l iance  for IP  

The  Al l iance  for I n te l lectual  Property i s  l ocated  at 2nd  F loor,  Riverside  Bu i l d ing ,  County Hal l ,  
Westminster Bridge  Road ,  London ,  SE1  7JA,  phone  +44  020  7803  1 31 9,  see  webpage  
h ttp: //www.al l ianceforip. co. uk/ where  the  fol lowing  i n formation  i s  found :  

"Establ ished  i n  1 998,  the  Al l i ance  Against I n te l lectual  Property ( IP)  Theft i s  a  UK-based  
coal i tion  of 23  associations  and  enforcement organ isations  wi th  an  i n terest i n  ensuring  
i n tel lectual  property ri gh ts  receive  the  protection  they need  and  deserve.  Wi th  a  combined  
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tu rnover of over £250  b i l l ion ,  our members  include  representatives  of the  aud io-visual ,  music,  
vi deo  games  and  business  software,  and  sports  i ndustries,  branded  manufactured  goods,  
publ i shers,  au thors,  retai l ers  and  designers. "  

A.6.3  UK Chartered  Trading  Standards  Insti tute  

The  Chartered  Trad ing  Standards  I nsti tu te  (see  webpage  h ttp: //www. trad ingstandards. uk/)  
has  the  fol lowing  in formation :  

"Trad ing  standards  professionals  act on  behal f of consumers  and  business.  They advise  on  
and  en force  l aws  that govern  the  way we  buy,  sel l ,  ren t and  h i re  goods  and  services.  

Trad ing  standards  officers  (TSOs)  work for l ocal  counci l s  advis ing  on  consumer l aw,  
i nvestigating  complain ts  and ,  i f a l l  e lse  fai l s ,  prosecu ting  traders  wh ich  break the  l aw.  

These  l aws  cover a  wide  area,  wh ich  i ncludes:  

•  coun terfei t  goods,  product l abel l i ng ,  weigh ts  and  measures,  under-age  sales,  an imal  
wel fare;  

•  checking  that food  l abel l ing  i s  correct and  advertis ing  i s  not m islead ing ;  

•  advis ing  consumers  and  businesses  abou t the  l aw;  

•  i nvestigating  suspected  offences,  wh ich  cou ld  i nclude  undercover or survei l l ance  work;  

•  preparing  evidence  and  prosecu ting  cases  i n  court;  

•  i nevi tably,  wri ting  reports  and  keeping  records. "  

NOTE  There  i s  concern  abou t  the  vi ab i l i ty of the  cu rren t  s tructu re  of 200  l ocal  au thori ty servi ces  i n  the  fu tu re  as  
budgets  are  cu t and  Members  of Parl i amen t  are  cal l i ng  for acti on  to  restructu re  these  services.  

A.6.4 UK HM  Revenue  and  Customs 

HM  Revenue  and  Customs has  a  webpage:  www.hmrc.gov. uk.  For I P  ri gh ts  see  webpage  
h ttp: //customs. hmrc. gov. uk/channelsPortalWebApp/channelsPortalWebApp.portal?_nfpb=true
&_pageLabel=pageLibrary_ShowConten t&id=HMCE_CL_000244&propertyType=document  
and  webpage  h ttps: //www.gov.uk/fraud-and-in ternational -trade.  

The  UK customs  hotl i ne  for reporti ng  coun terfei t  i tems  i s :  0800 59 5000 or use webpage 
customs.hotl i ne@hmrc.gsi . gov. uk 

A.6.5 ESCO Anti -counterfei ting  Forum  (formerly UKEA Anti -Counterfei ting  Forum)  

The  ESCO Anti -Counterfei ting  Forum,  see  webpage    
h ttp: //www.an ticounterfei ting forum.org . uk/counterfe i ting . aspx,  i s  now part of the  E lectron ic 
Systems Communi ty (ESCO,  see  websi te  http://www.esco.org.uk/)  and  provides  gu idance  on  
how to  avoid  coun terfei t  components.  

Reports  of suspect coun terfei t  i tems  can  be  reported  on  th is  webpage  and  accessed  by 
members.  Th is  webpage  provides  the  UK customs  hotl i ne  for reporting  counterfei t  i tems  as:  
0800  59  5000.  

A.6.6  Electron ic  Component Suppl ier Network (ESCN)  

The  E lectron ic Component Suppl ier Network (see  webpage  h ttp: //www.ecsn-uk. org/)  i s  a  
member managed ,  not-for-profi t  trade  association  based  in  the  UK wh ich  supports  coun terfei t  
avoidance  measures.  
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A.6.7  UK Min istry of Defence 

Guidance  for MOD  del i very teams on  the  avoidance  of fraudu lent and  coun terfei t  material  i s  
provided  on  the  i n teractive  webpage:    
h ttps: //www.aof.mod .uk/aofconten t/tactical /qual i ty/con ten t/coun terfei tavoid /counterfei t. h tm?zo
om_h igh l i gh t=Counterfei t.  

NOTE  Reg i strati on  (as  a  “ci vi l i an ”  to  the  “AOF  (Acqu i si ti on  Operati ng  Framework)” )  i s  n ecessary to  access  the  
webs i te.  

Reporting  shou ld  be  d i rected  at the  Defence  I rregu lari ty Reporting  Cel l  (D IRC)  using  e-mai l :  
D IRCel lMai lbox@mdpga.mod .uk 

A.7  Europe 

A.7.1  Europa Summaries  of EU  Leg islation  

a)  The  I n tel l ectual  Property i n teractive  webpage  i s    

h ttp: //eur-
lex.europa.eu /summary/chapter/fi gh t_against_fraud .h tm l?root_defau l t=SUM_1 _CODED%3
D22,SUM_2_CODED%3D2203&obsolete=false  

b)  The  Europa  webpage  for the  EU  Taxations  and  Customs  Un ion   en ti tled  ‘How can  ri gh t 
holders  protect themselves  from  counterfei ting  and  p i racy’  provides  detai l s  and  forms  for 
reporting  counterfei t  activi ti es,  see  webpage   

h ttp: //ec.europa.eu /taxation_customs/customs/customs_controls/counterfei t_pi racy/righ t_h
olders/index_en .h tm  

c)  See  the  fol lowing   Europa  webpage  for the  publ ished  ACTA 
h ttp: //trade.ec.europa.eu /docl ib/docs/201 1 /may/tradoc_1 47937.pdf 

A.7.2  Europol ,  the  European  Law Enforcement Agency 

See  webpage  h ttps: //www.europol . europa.eu /conten t/page/abou t-us  

Europol  i s  the  European  Un ion ’s  l aw en forcement agency whose  main  goal  i s  to  help  ach ieve  
a  safer Europe  for the  benefi t  of a l l  EU  ci tizens.  Europol  does  th is  by assisting  the  European  
Un ion ’s  Member States  i n  thei r fi gh t against serious  i n ternational  crime  and  terrorism.  

A.7.3  European  Patent Office  

See the  in teractive  webpage  www.epo.org /  (phone  +0049  89  2399  4636),  where  a  search  or 
appl ication  can  be  made.  

A.7.4 Europe  at  OH IM  

See  webpage  h ttps: //oami .europa.eu /oh importal /en/ to  access  the  trademark webpage  for 
i n formation  regard ing  the  ‘Commun i ty Trade  Mark’  appl icable  to  a l l  EU  member states.  

Trademarks  are  d iscussed  at webpage  h ttps: //oami .europa. eu /oh importal /en /trade-mark-
defin i tion  wh ich  con tains  the  fol lowing  i n formation :  

"A trade  mark may consist of any s igns  capable  of being  represented  graph ical l y,  particu larly 
words,  i nclud ing  personal  names,  designs,  l etters,  numerals,  the  shape  of goods  or of thei r 
packag ing ,  provided  that such  s igns  are  capable  of d istingu ish ing  the  goods  or services  of 
one  undertaking  from  those  of other undertakings. ” .  

“Why reg ister your trade  mark?  

A trade  mark has  three  essentia l  functions:  

Copyright International  Electrotechnical  Commission 

https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zoom_highlight=Counterfeit
https://www.aof.mod.uk/aofcontent/tactical/quality/content/counterfeitavoid/counterfeit.htm?zoom_highlight=Counterfeit
mailto:dircellmailbox@mdpga.mod.uk
http://eur-lex.europa.eu/summary/chapter/fight_against_fraud.html?root_default=SUM_1_CODED%3D22,SUM_2_CODED%3D2203&obsolete=false
http://eur-lex.europa.eu/summary/chapter/fight_against_fraud.html?root_default=SUM_1_CODED%3D22,SUM_2_CODED%3D2203&obsolete=false
http://eur-lex.europa.eu/summary/chapter/fight_against_fraud.html?root_default=SUM_1_CODED%3D22,SUM_2_CODED%3D2203&obsolete=false
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://ec.europa.eu/taxation_customs/customs/customs_controls/counterfeit_piracy/right_holders/index_en.htm
http://trade.ec.europa.eu/doclib/docs/2011/may/tradoc_147937.pdf
https://www.europol.europa.eu/content/page/about-us
http://www.epo.org/
https://oami.europa.eu/ohimportal/en/
https://oami.europa.eu/ohimportal/en/trade-mark-definition
https://oami.europa.eu/ohimportal/en/trade-mark-definition


I EC  TS  62668-1 : 201 6  © I EC  201 6  – 49  – 

•  i t  i den ti fies  the  orig in  of goods  and  services;  

•  i t  guaran tees  consisten t qual i ty by showing  an  organ ization ’s  commi tment to  i ts  users  and  
consumers;  

•  i t  i s  a  form  of commun ication ,  a  basis  for publ ici ty and  advertis ing .  

A trade  mark can  become one  of the  most important assets  of a  company.  

Trade  mark reg istration  i s  one  of the  strongest ways  to  defend  a  brand ;  a  way to  ensure  that 
no  one  e lse  uses  i t.  I f you  do  not reg ister your trade  mark,  others  may do  so  and  acqu i re  your 
ri gh ts  to  d isti ngu ish  thei r goods  and  services.  

Trade  marks  i n fl uence  consumer decisions  every day.  A strong  trade  mark creates  an  i denti ty,  
bu i lds  trust,  d istingu ishes  you  from  the  competi tion ,  and  makes  commun ication  between  sel ler 
and  buyer s impler.  Because  so  much  money and  time  i s  often  i nvested  i n  a  trade  mark,  i t  i s  
worth  paying  someth ing  to  protect i t  from  m isuse.  

What i s  a  good  or a  service?   
I n  l aw,  a  good  i s  any kind  of i tem  wh ich  may be  traded .  A service  i s  the  provis ion  of activi ties  
i n  accordance  wi th  human  demands.  

What i s  the  d i fference  between  a  trade  mark and  other i ndustria l  property ri gh ts  such  as  
paten ts  and  designs?   
Al l  i ndustrial  property righ ts  are  in tended  to  protect the  creativi ty of businesses  and  
i nd ividuals.  However,  they do  not cover the  same  aspects.  

A trade  mark iden ti fies  the  orig in  of goods  and  services  of one  undertaking  so  as  to  
d i fferen tiate  them  from  those  of i ts  competi tors.  

A design  covers  the  appearance  of a  product.  A design  cannot protect the  function  of a  
product.  

A paten t covers  the  function ,  operation  or construction  of an  i nvention .  To  be  patentable,  a  
function  must be  i nnovative,  have  an  industria l  appl ication  and  be  described  in  such  a  way as  
to  permi t  reproduction  of the  process. "  

A.7.5  European  Aviation  Safety Agency (EASA)  

The  European  Aviation  Safety Agency i s  l ocated  at Ottoplatz  1 ,  D-50679  Koeln ,  Germany,  te l  
+49  221  8999  000,  i n fo@easa.europa.eu  and  has  a  webpage  http: //easa.europa.eu /home.php.  
EASA controls  Design  Organ isation  Approvals  (DOA),  Production  Organ isations  Approvals  
(POA)  and  Main tenance  Organ isations  Approvals  (MOA).  

EASA publ ishes  Safety I n formation  Bu l letins  on  webpage  h ttp: //ad .easa.europa.eu /sib-
docs/page-1 .  

A.7.6  IECQ audi t schemes  

The  I ECQ is  the  assessment s ide  of the  I EC  (see  I ECQ WG06 Counterfei t  avoidance  
webpage  h ttp: //www. iecq .org /workgroups/wg06/).  

I ECQ Working  Group 6  (WG6)  i s  establ ish ing  aud i t ru les  of procedure  and  aud i tor train ing  
requ i rements  for Certi fying  Bod ies  such  as  BSI ,  DNV,  etc. ,  to  operate  Th i rd  Party SAE  and  
I EC  an ti -coun terfei t  schemes  wh ich  i nclude:  

1 )  SAE  AS6081  aud i ting  for non-franch ised  d istribu tors  wh ich  offer components  wi th  some  
testing  to  thei r customers  wh ich  i nclude  the  DLA;  

2 )  SAE  AS5553  aud i ting ;  
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3)  I EC  TS  62668-1  for avion ics  OEMs  in  the  near fu ture.  

A.7.7  BEAMA 

BEAMA is  the  i ndependent expert knowledge  base  and  forum  for the  e lectro-techn ical  
i ndustry for the  UK and  across  Europe.   Representing  over 300  manufacturing  compan ies  in  
the  e lectro-techn ical  sector,  the  organ isation  has  s ign i fi can t i n fluence  over UK and  
i n ternational  pol i tical ,  standard isation  and  commercia l  pol icy (see  webpage 
h ttp: //www.beama.org . uk/ and  webpage  h ttp: //www.beama.org . uk/en /what-we-
do/services/an ti -coun terfei ting /index.cfm  for an ti -coun terfei t activi ties).  

Al so  see  webpage  h ttp: //www.counterfei t-ki l l s . co. uk/uk/index. php  wh ich  has  access  to  an  
excel len t on- l i ne  video  at webpage  h ttp: //www.youtube.com/embed/1 1 SAAi iGX08?rel=0  

A.8  USA 

A.8.1  Un i ted  States  Patent and  Trademark Office  

The  Un i ted  States  paten t and  Trademark offi ce  (USPTP)  i s  headquartered  at:  Mad ison  
Bu i ld ings  (East and  West),  600  Du lany Street,  Alexandria,  VA 2231 4,  USA,  phone:  1 -800-786-
91 99.  The  USPTO has  many customer support cen tres  wh ich  can  be  found  on  thei r webpage.  

The  USPTP websi te  i s  h ttp: //www.uspto.gov/ wh ich  con tains  the  fol lowing  i n formation :  

a)  “What i s  a  paten t?  

A paten t i s  an  i n te l lectual  property righ t g ran ted  by the  Government of the  Un i ted  States  of 
America  to  an  i nven tor to  exclude  others  from  making ,  using ,  offering  for sa le,  or se l l i ng  
the  i nven tion  throughout the  Un i ted  States  or importing  the  inven tion  i n to  the  Un i ted  
States  for a  l im i ted  time  i n  exchange  for publ ic  d i sclosure  of the  invention  when  the  paten t 
i s  g ran ted . ”  

“Th is  righ t was  establ i shed  over 200  years  ago  in  Article  1 ,  Section  8  of the  Un i ted  States  
Consti tu tion :  “To  promote  the  Progress  of Science  and  usefu l  Arts,  by securing  for l im i ted  
Times  to  Au thors  and  I nven tors  the  exclusive  Righ t to  thei r respective  Wri tings  and  
D iscoveries. ”  

“General  I n formation  Concern ing  Paten ts  

There  are  three  types  of patents  

•  U ti l i ty paten ts  may be  g ran ted  to  anyone  who  i nven ts  or d i scovers  any new and  usefu l  
process,  mach ine,  article  of manufacture,  or composi tion  of matter,  or any new and  
usefu l  improvement thereof.  The  webpage  has  a   Process  for Obtain ing  a  U ti l i ty 
Paten t;  

•  Design  paten ts  may be  g ranted  to  anyone  who  i nven ts  a  new,  orig inal ,  and  ornamental  
design  for an  article  of manufacture;  and  

•  P lan t patents  may be  g ran ted  to  anyone  who i nven ts  or d iscovers  and  asexual l y 
reproduces  any d istinct and  new variety of plan t. " .  

b)  Trademarks  Home,  see  Trademarks  Home  at webpage:  
h ttp: //www.uspto. gov/trademarks/index. j sp  

A.8.2  The  International  Trade  Admin istration ,  US  Department of Commerce 

The  I n ternational  Trade  Admin istration ,  U .S.  Department of Commerce  Stopfakes.gov has  a  
webpage  h ttp: //www.stopfakes.gov/sf_how.asp  wh ich  con tains  very usefu l  i n formation  for 
protecting  I P.  
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A.8.3  US  Embassy in  Ch ina  information  

The  US  Embassy i n  Ch ina  webpage  (see  webpage  h ttp: //bei j ing . usembassy-
ch ina.org .cn/ipr. h tml )  has  extremely usefu l  i n formation  for protecting  I P  and  provides  
hyperl inks  to  the  fol l owing  and  frequently asked  questions.  

Some  general  websi tes  are:  

State  I n te l lectual  Property Righ ts  Office:  h ttp: //eng l ish . s ipo. gov. cn / 

Jud icia l  Protection  of I PR i n  Ch ina  http://www.chinaipr.gov.cn/ 

“Frequently Asked  Questions  

Q:  What must a  foreign  trademark holder do  to  become el i g ib le  for trademark protection  i n  
Ch ina?  

A:  The  reg istration  system  i s  volun tary.  However,  protection  i s  not offered  to  a  company that 
cla ims  "fi rst  use"  i n  Ch ina.  Ch ina  has  a  " fi rst  to  fi l e"  system  that g rants  trademark righ ts  
based  on  the  time  of trademark reg istration .  Trademark appl i cations  must be  fi led  at  the  
SAIC's  Trademark Office.  See  above  for more  detai l s  on  reg istration  and  mandatory use  
of certi fied  trademark reg istration  agen ts  by some types  of foreign  compan ies.  

Q:  What i s  the  duration  of trademark protection  in  Ch ina?  

A:  A reg istered  trademark i s  val i d  for a  period  of ten  years,  ca lcu lated  from  the  time  on  
wh ich  the  reg istration  i s  approved .  

Q:  Where  shou ld  a  trademark owner fi le  a  complain t a l leg ing  trademark i n fringement?  

A:  F i le  the  complain t wi th  the  l ocal  AIC  Trademark Divis ion ,  usual l y i n  the  p lace  where  
trademark in fringement occurred .  

Q:  I f a  trademark owner selects  the  admin istrative  channel ,  can  the  owner obtain  
compensatory damages?  

A:  No.  A reg istered  trademark holder may on ly seek compensatory damages  through  civi l  
l i ti gation .  

Q:  What admin istrative  corrective  measures  may be  imposed  against the  i n fringer by the  
l ocal  AIC  trademark d ivis ion?  

A:  The  Trademark D ivis ion  may i ssue  a  cease  and  desist order,  confiscate  and  destroy 
goods  to  wh ich  are  attached  i l l egal  representations,  confiscate  materia ls ,  tools  and  
equ ipment used  to  produce  coun terfei t  goods,  impose  fi nes  up  to  the  maximum  of th ree  
times  the  i l l egal  gain  or i n  cases  where  i t  i s  d i fficu l t  to  determine  the  i l l egal  gain ,  
admin istrative  au thori ties  may impose  a  maximum  fine  of RMB1 00  000  (US$1 2  000).  A 
complainan t i s  en ti tl ed  to  a  wri tten  decis ion  regard ing  the  corrective  measure  taken .  

Q:  What i s  the  cri terion  for crim inal  prosecu tion?  

A:  I n  practice,  i t  appears  to  be  RMB50  000  (US$6  000)  i n  i l l egal  gain .  However,  the  
"Provis ions  on  Standards  for Prosecution  of Economic Crimes, "  i ssued  by the  Supreme 
People's  Court i n  l 993,  provide  for l ower thresholds.  

Q:  What are  the  m in imum  and  maximum  crim inal  pun ishments?  

A:  I f the  ci rcumstances  are  "serious"  or i f the  amount of i l l egal  ga in  i s  "huge, "  the  defendant 
may be  sen tenced  to  imprisonment a  m in imum  of th ree  years,  maximum  seven  years,  and  
may a lso  be  fi ned .  

Q:  I s  i t  possible  to  prevent the  defendant from  destroying  evidence?  

A:  Yes.  A trademark holder may seek a  prel im inary in junction  from  the  court.  The  righ ts  
holder i s  requ i red  to  post a  bond . ”  

A.8.4 In ternational  Intel lectual  Property Al l iance 

See  webpage  h ttp: //www. i i pa. com/abou ti ipa.h tml  where  the  fol lowing  in formation  i s  provided :  
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"The  I n ternational  I n te l lectual  Property Al l i ance  ( I I PA)  i s  a  private  sector coal i tion ,  formed  i n  
1 984,  of trade  associations  representing  U .S.  copyrigh t-based  i ndustries  i n  b i lateral  and  
mu l ti lateral  efforts  working  to  improve  i n ternational  protection  and  en forcement of copyrigh ted  
materia ls  and  open  up  foreign  markets  closed  by p i racy and  other market access  barriers.  

I I PA’s  seven  member associations  are:  the  Association  of American  Publ ishers  (AAP),  the  
Business  Software  Al l iance  (BSA),  the  Entertainment Software  Association  (ESA),  the  
I ndependent F i lm  & Televis ion  Al l i ance  ( I FTA),  the  Motion  P icture  Association  of America  
(MPAA),  the  National  Music Publ ishers’  Association  (NMPA)  and  the  Record ing  I ndustry 
Association  of America  (RIAA).  I I PA’s  seven  member associations  represent over 1 , 900  U .S.  
compan ies  producing  and  d istribu ting  materials  protected  by copyrigh t l aws  throughou t the  
world—al l  types  of computer software,  i nclud ing  business  appl ications  software  and  
en tertainment software  (such  as  vi deogame d iscs  and  cartridges,  personal  computer CD-
ROMs,  and  mu l timed ia  products) ;  theatrical  fi lms,  te levis ion  programs,  DVDs  and  home  video  
and  d ig i ta l  representations  of aud io-visual  works;  music,  records,  CDs,  and  aud iocassettes;  
and  textbooks,  trade  books,  reference  and  professional  publ ications  and  j ournals  ( i n  both  
e lectron ic and  prin t  med ia) .  

The  U .S.  copyrigh t-based  industries  are  one  of the  fastest-growing  and  most dynamic sectors  
of the  U .S.  economy.  I nexpensive  and  accessible  reproduction  and  transmission  technolog ies,  
however,  make  i t  easy for copyrighted  materia ls  to  be  p i rated  i n  other coun tries.  I I PA and  i ts  
member associations,  working  wi th  U .S.  government,  each  foreign  government,  and  local  
righ ts  holder representatives,  analyse  copyrigh t l aws  and  en forcement reg imes  i n  over 
80  coun tries  and  seek improvements  that wi l l  foster technolog ical  and  cu l tu ral  development i n  
these  coun tries,  deter p i racy,  and  improve  market access,  a l l  of wh ich  encourages  l ocal  
i nvestment,  creativi ty,  i nnovation  and  employment.  As  technology rapid ly changes,  I I PA i s  
working  to  ensure  that h igh  l evels  of copyrigh t protection  and  effective  enforcement become a  
cen tral  component i n  the  legal  framework for the  g rowth  of g lobal  e lectron ic commerce.  
Strong  protection  and  enforcement,  both  i n -l aw and  i n -practice,  against the  theft of i n tel lectual  
property are  essentia l  for ach ieving  the  fu l l  economic and  socia l  poten tia l  of g lobal  e-
commerce. "  

A.8.5  The  Federal  Aviation  Admin istration  (FAA)  

A.8.5.1  General  

The  FAA i s  l ocated  at 800  I ndependence  Avenue,  SW Wash ing ton ,  DC  20591 ,  and  has  an  
i n teractive  websi te,  see  webpage  h ttp: //www. faa.gov/.  

A.8.5.2  FAA engines  consideration  

The  FAA identi fication  and  reg istration  marking  requ i rements  webpage  for eng ines  i s  
h ttp: //www. faa.gov/ai rcraft/ai r_cert/design_approva ls/eng ine_prop/eng ine_approvals/ 

A.8.5.3  FAA aviation  safety hotl ine  office  

See  webpage  h ttp: //www. faa.gov/contact/safety_hotl ine/ 

A.8.6  Trusted  Access  Program  Office  (TAPO)  

The  Trusted  Access  Program  Office  (TAPO)  webpage  i s  h ttps: //www. tapoffice.org / where  the  
fol lowing  i n formation  i s  found :  

"US  Government acqu is i tion  programs  must actively manage  thei r IC  supply chains,  an ticipate  
poten tia l  threats  posed  by ou tsourcing  practices,  formal l y assess  thei r system's  vu lnerabi l i ties  
and  employ trusted  suppl iers  and /or pursue  other means  of ri sk m i tigation .  Trust i s  defined  as  
" the  confidence  i n  one's  abi l i ty to  secure  national  securi ty systems by assessing  the  i n tegri ty 
of the  people  and  processes  used  to  design ,  generate,  manufacture  and  d istribu te  national  
securi ty cri ti cal  components. "  
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The  Trusted  Access  Program  Office  (TAPO)  has  been  chartered  by the  U .  S.  Government to  
fi nd  and  main tain  suppl iers  of trusted  m icroelectron ic parts .  TAPO has  successfu l l y developed  
a  re l iable  source  of parts  that g ives  the  I n te l l i gence  Commun i ty needed  access  to  state  of the  
art commercial  processes,  fabrication  tools  and  fabrication  services.  I n  so  doing ,  TAPO has  
effective  cost-avoidance  advantages  by not having  to  upgrade  or replace  government owned  
wafer fabrication  tools.  TAPO has  made  i t  possib le  for the  I n te l l igence  Commun i ty to  design  
and  obtain  advanced  mission  cri tical  systems  via  commercia l ,  state  of the  art  manufacturing  
processes.  F inal l y,  TAPO's  l ong  term  con tract assures  long  term  access  to  the  latest and  
most capable  commercia l  IC  technolog ies  i n  the  world .  

TAPO has  establ ished  a  con tractual  re lationsh ip  wi th  I BM  to  produce  advanced  
m icroelectron ics  parts  i n  a  trusted  envi ronment.  I BM  main tains  domestic faci l i ties,  provid ing  
capabi l i ties  to  the  government wi th  yearly options  through  fiscal  year 201 3.  Other faci l i ties  are  
cu rrently under review i nclud ing  sources  for design ,  packag ing ,  test and  fabrication .  TAPO is  
en tering  i ts  fourth  year of operation ,  i n  support of the  US  Government.  TAPO brokers  cost-
effective  access  to  trusted  suppl iers  of customized  lead ing  edge  m icroelectron ic technolog ies  
i n  order to  improve  the  securi ty of m ission -cri ti cal  U .S.  Government i n formation  and  
operations.  

TAPO resources  are  made  avai lable  for government use  on ly and  therefore  access  requests  
requ i re  a  val i d  government sponsor. ”  

TAPO has  ASIC trusted  foundry con tracts.  Accred i ted  suppl iers  are  l i sted  on  the  DMEA 
webpage,  see  A.8. 7.  

A.8.7  Defense Microelectronics  Activi ty (DMEA)  

The  DMEA Trusted  IC  Suppl ier Accred i tation  Program  webpage  i s :   h ttp: //www.dmea.osd .m i l /  
where  the  Trusted  IC  webpage  i s  found  at  webpage  h ttp: //www.dmea.osd .m i l /trusted ic. h tml   
where  the  fol l owing  i n formation  i s  found :  

"The  Office  of Secretary of Defense  (OSD)  i ssued  the  Defense  Trusted  I n tegrated  Ci rcu i ts  
Strategy (DTICS)  that establ i shed  "Trust"  as  a  m in imum  need  for DOD  i n  October 2003.  
I n terim  Gu idance  from  the  Office  of Under Secretary of Defense  for Acqu is i tion ,  Technology 
and  Log istics  (OUSD/AT&L,  dated  27  January 2004)  i n i ti ated  development of pol icy that 
requ i res  a l l  M ission  Assurance  Category I  systems  (DoDI  8500.2)  to  "employ on ly trusted  
foundry service(s)  to  fabricate  thei r custom  designed  ICs" .  As  a  resu l t,  the  new vendor cri teria  
i ssued  to  DOD  Program  Managers  has  i ncreased  the  need  for trusted  parts  and  the  
subsequent expansion  of the  Trusted  Foundry Program.  The  OUSD/AT&L,  th rough  TAPO and  
DMEA,  has  implemented  an  accred i tation  plan  for design ,  aggregator/broker,  mask and  wafer 
fabrication ,  packag ing  and  test services  across  a  broad  technology range  for special ized  
governmental  appl ications  both  classi fied  and  unclassi fied .  The  Defense  M icroElectron ics  
Activi ty (DMEA)  has  been  designated  by the  Department of Defense  th rough  the  Trusted  
Access  Program  Office  (TAPO)  as  the  accred i ting  au thori ty for th is  program. "  

For a  curren t l i st  of accred i ted  suppl iers,  down load  the  fol lowing  PDF  fi l e  at the  fol lowing  
webpage:  h ttp: //www.dmea.osd .m i l /otherdocs/Accred i tedSuppl iers. pd f:  

The  Defense  M icroelectron ics  Activi ty (DMEA)  has  been  designated  by the  Department of 
Defense  as  the  accred i ting  au thori ty for th is  program.  Send  questions  or comments  to  
Trusted IC@dmea.osd .mi l  or ca l l  (91 6)  231 -1 51 4  for more  in formation  on  trusted  e lectron ic 
components  suppl iers.  

A.8.8  Independent Distributors  of E lectron ics  Association  ( IDEA)  

The  I ndependent D istribu tors  of E lectron ics  Association  ( IDEA)  organ isation  i s  l ocated  at  
631 2  Darl i ng ton  Avenue,  Buena  Park,  CA 90621 ,  USA,  phone:  71 4-670-0200.  See  webpage  
h ttp: //www. idofea. org/ where  the  fol lowing  i n formation  i s  avai lable:  
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“The  I ndependent D istribu tors  of E lectron ics  Association  ( IDEA)  i s  a  g lobal  trade  association  
comprised  of organ izations  ded icated  to  qual i ty i n i tiatives  that provide  Responsible  
Procurement Solu tions™  to  the  supply chain .  

I DEA seeks  to  fu l fi l  th is  m ission  through  sustained  leadersh ip  i n  the  implementation  of qual i ty 
standards,  certi fications,  best practices,  and  coun terfei t  detection  methods  as  wel l  as  the  
cooperation  and  education  of a l l  s takeholders  through  the  development and  d issemination  of 
relevant standards,  train ing ,  and  certi fication  programs that promote  i ndustry qual i ty,  
knowledge,  and  i n tegri ty. ”  

I DEA hosts  a  series  of IDEA-STD-1 01 0  USA based  tra in ing  courses.  

A.8.9  ECIA formerly National  Electronic  Distributors  Association  (NEDA)  

The  E lectron ic Component I ndustry  Association  i n  North  America  i s  l ocated  at  1 1 1  Alderman  
Dr. ,  Su i te  400,  Alpharetta,  GA 30005,  USA,  phone:  678-393-9990.  See  webpage  
h ttp: //www.ecianow.org /.  wh ich  contains  the  fol l owing  in formation :  

“ECIA provides  resources  and  opportun i ti es  for members  to  improve  thei r business  
performance wh i le  enhancing  the  i ndustry’s  overal l  capaci ty for g rowth  and  profi tabi l i ty.  From  
d riving  cri ti cal  conversations  and  process  optim ization  to  product au then tication  and  i ndustry 
advocacy,  ECIA i s  your trusted  source  for support,  i ns igh t and  action .  

Bring ing  together the  ta len t and  experience  of broad  array of i ndustry leaders  and  
professionals  representing  a l l  facets  of the  e lectron ics  components  supply chain ,  ECIA i s  
un iquely posi tioned  to  enable  i nd ividual  connection  as  wel l  as  i ndustry-wide  col laboration .  As  
the  supply chain  becomes  increasing ly more  complex,  ECIA serves  as  a  vi ta l  nexus  for 
refinement and  progress.  

Expansion  and  uncertain ty seem  to  be  the  on ly true  constan ts  i n  the  e lectron ics  i ndustry 
today.  I n  th is  dynamical ly sh i fting  envi ronment,  re l iable  market i n te l l i gence  i s  at a  premium.  
Because  ECIA’s  members  are  the  marketplace,  we  provide  a  l evel  of vi s ib i l i ty i n to  the  supply 
chain  otherwise  unavai lable.  From  i nd ividual  anecdotes  g leaned  from  conversations  at  an  
ECIA event,  to  our exclusive  market reports,  we  help  keep  you  i n  the  know.  

As  an  organ ization  made  up  of the  l ead ing  e lectron ic component manufacturers,  thei r 
manufacturer representatives  and  au thorized  d istribu tors,  ECIA members  share  a  common  
goal  of promoting  and  improving  the  business  envi ronment for the  au thorized  sale  of 
e lectron ic components  to  the  end  customer.  I n  doing  so,  we  con tribu te  to  making  the  
Americas  reg ion  more  competi ti ve  in  the  design  and  production  of e lectron ic goods. ”  

Documents  such  as  N IGP  best practices  and  gu idel ines  can  be  down loaded  from  thei r 
webpage  h ttp: //www.ecianow.org /standards-practices/general -best-practices-gu idel ines/.  Vis i t  
h ttp: //www.eciaau thorized .com/ the  on ly US  i ndustry’s  websi te  that fu l l y supports  au thorized  
d istribu tion  wi th  an  easy-to-use  tool  to  find  avai lable  i nven tory from  au thorized  sources.  The  
search  resu l ts  are  random,  unbiased  and  not i n fluenced  by advertis ing .  

Advocacy efforts :  

The  ECIA supported  SAE  AS6496  and  has  a  created  ded icated  webpage  for th is,  see  
h ttp: //www.ecianow.org /industry-issues/sae-as6496-an ti -counterfei ting-standard-3/ 

The  i ndustry advocacy effort del ivers  the  message  that e lectron ic component users  and  
buyers  can ’ t  go  wrong  deal ing  wi th  suppl ier au thorized  d istribu tors.  The  campaign  features  a  
s ign i ficant on l ine  presence  every month  to  g rab  the  atten tion  of prospective  customers.  
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A.8.1 0  Components  Technology Insti tute  Inc.  (CTI )  

CTI  i s  a  mu l ti -d iscip l i ne  company provid ing  eng ineering  and  consu l ting  services,  train ing  
courses,  and  component conferences,  see  webpage  h ttp: //www.cti -us.com/CCAP.h tm .  I ts  
coun terfei t components  avoidance  program  (CCAP)  has  developed  the  CCAP-1 01  certi fied  
program  for use  by i ndependent d istribu tors  to  detect and  avoid  the  del i very of coun terfei t 
e lectron ic components  to  thei r customers.  

CCAP-1 01  certi fied  i ndependent d istribu tors  are  l i sted  on  webpage    
h ttp: //www.cti -us.com/CCAPCerti fiedDist. h tm  The  CTI  con tact address  i s :  

2608  Artie  St. ,  Su i te  4  
Hun tsvi l le ,  AL  35805 
Tel :  256-536-1 304  
Fax:  256-536-1 308  

A.8.1 1  Defense  Logistics  Agency (DLA)  

The  DLA aud i ts  non-franch ised  d istribu tors  to  SAE  AS6081  wh ich  combine  accepted  
coun terfei t  m i tigation  practices  wi th  qual i ty assurance  processes  for selected  Federal  Stock 
Class  (FSC)  5961  and  5962  e lectron ic m icroci rcu i ts  and ,  i f successfu l ,  l i sts  the  d istribu tor on  
the  Qual i fied  Testing  Suppl iers  List  (QTSL),  see  webpage    
h ttp: //www. landandmari time.d la.m i l /offi ces/sourcing_and_qual i fication /QTSL.aspx,   
where  approximately 1 6  USA based  d istribu tors  are  l i sted .  

The  DLA a lso  operates  the  Qual i fied  Suppl iers  L ist of D istribu tors  (QSLD)  program  for 5961  
and  5962  e lectron ic m icroci rcu i ts ,  see  webpage    
h ttp: //www. landandmari time.d la.m i l /offi ces/sourcing_and_qual i fication /offices.aspx?Section=Q
SL 

The  DLA is  now applying  the  deoxyribonucleic acid  (DNA)  marking  themselves,  see  h ttp: //m i l -
embedded .com/articles/dna-marking-ics-causing-d isconten t/.  

The  Appraisal  of Select Provisions  of US  FY 201 3  National  Defense  Au thorization  Act,   
“Section  807:  I tem-Un ique  I den ti fication  requ i rements” ,  that d i scusses  the  new DLA DNA 
marking  scheme for 5962  m icroci rcu i ts,  can  be  viewed  on  webpage    
h ttp: //www. rjo. com/PDF/FederalContractsReport-01 08201 3.pd f.  

The  DLA hotl i ne  number for reporting  suspected  fraud ,  waste,  abuse  or m ismanagement i s  
0001  800  41 1 -91 27.  

A.8.1 2  DFARS 

DFARS 252.246.7007,  Con tractor Counterfei t E lectron ic Part Detection  and  Avoidance  
System,  can  be  found  on  webpage:    
h ttp: //www.acq .osd .m i l /dpap/dars/d fars/h tm l /curren t/252246. h tm#252.246-7007  

See  webpage  h ttp: //www.acq .osd .mi l /dpap/dars/case_status.h tml  for DFARS case  status.  
There  i s  an  on-going  DFARS case  number 201 5-D020  en ti tled  ”DoD  Use  of Trusted  Suppl iers  
for E lectron ic Parts”  wh ich  i s  a  fu rther implementation  of NDAA section  81 8  for FY201 2  where  
a  status  report i s  due  6/24/201 5.  

A.8.1 3  IAQG 

The  IAQG  (see  webpage h ttp: //www.sae.org /iaqg/) ,  i s  affi l iated  to  the  SAE  and  provides  a  
forum  for col laboration  wi th in  the  aviation ,  space  and  defence  compan ies.  There  are  several  
i n i ti atives  i nclud ing :  
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•  the  on l ine  OASIS  database  for looking  up  the  l atest AS/EN /J ISQ 91 00/91 1 0/91 20   
certi ficates;  

•  an  i n teractive  Supply Chain  Management Handbook (SCMH)  wh ich  i s  being  expanded  to  
i nclude  a  new section  on  an ti -coun terfei t  gu idance.  

A.9  Ch ina 

A.9.1  State  In tel lectual  Property office  of the  P.R.C.  

See  the  i n teractive  websi te  h ttp: //eng l ish . sipo.gov. cn/ and  h ttp: //www.ch inaipr. gov.cn / 

A.9.2  Ch inese  Patent and  Trademark Office  

See  the  webpage  h ttp: //www.ch inatrademarkoffice.com/  where  fu rther i n formation  can  be  
found .  

A.9.3  Ch ina  Electronics  Associations:  

Select search  eng ines  that translate  Ch inese  in to  Eng l ish :  

•  The  Ch ina  E lectron ics  Corporation  (CEC)  i s  l ocated  at:  No. 27  Wanshou  Road ,Haid ian  
D istrict,  Bei j ing  TEL: (01 0)6821 8529  Fax:  (01 0)6821 3745.  The  CEC webpage  i s  
h ttp: //www.cec.com.cn/template_en/index.aspx;  

•  Ch ina  E lectron ic Components  Association  (CECA)  i s  l ocated  at  Bei j i ng  Sh i j i ngshan  Road  
i n  ZhongChuDaSha  the  23rd  31 1  Postal  Code:  1 00049,  phone:  01 0-68638939  /  68638969;  

•  Ch ina  E lectrical  Equ ipment I ndustry Association  (CEEI ) ,  i s  l ocated  at Fengtai  D istrict,  1 88  
South  Fourth  Ring  Road  No.  1 2  D istri ct,  Bei j ing ,  Bu i ld ing  30  Zip  code:  1 00070;  

•  Ch ina  E lectron ics  Standard ization  I nsti tu te  (CESI ),  see  webpage  
h ttp: //www.cesi . ac.cn /cesi /eng l ishversion/201 0/031 6/8355.h tm l ,  

A.9.4 Ch ina  Electronics  Qual i ty Management Association  (CQAE)  

CQAE is  l ocated  at  1  And ingmen  E  St Dongcheng ,  Bei j i ng ,  see  webpage  cqae.com  

A.9.5  Ch inalawinfo.Co Ltd . ,  for Law info  Ch ina 

See webpage  h ttp: //www. lawin foch ina.com/ wh ich  i s  a  h i -tech  l egal  company,  establ i shed  by 
Peking  Un iversi ty,  to  develop  Ch inese  laws i n  e lectron ic database  format al so  avai lable  i n  
Eng l ish .  

For other i n formation ,  see  webpage  h ttp: //www.ch inatrademarkoffice.com/index.php/tdreg / 

A.1 0  Japan  – Japanese Patent Office  (JPO)  

The  Japanese  Paten t Office  (JPO)  i s  l ocated  at 3-4-3-  Kasumigaseki ,  Ch iyoda-ku  Tokyo,  
1 00-891 5,  Japan .  The  e-mai l  address  for i ndustria l  property system  questions  i s  
PA0842@jpo. go. jp.  

The  JPO in teractive  webpage i s  h ttp: //www. jpo.go. jp/ where  paten ts,  trademarks  and  designs  
can  be  reg istered .  

A.1 1  Physical  unclonable  function  

See  webpage  h ttp: //en .wikiped ia. org/wiki /Physical_unclonable_function   where  the  fol lowing  i s  
extracted :  
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"A physical  unclonable  function  (PUF,  sometimes  a lso  cal led  “physical l y unclonable  function”)  
i s  a  function  that i s  embod ied  in  a  physical  structure  and  i s  easy to  evaluate  bu t hard  to  
pred ict.  Fu rther,  an  i nd ividual  PUF  device  must be  easy to  make  bu t practical l y impossible  to  
dupl icate,  even  g iven  the  exact manufacturing  process  that produced  i t.  I n  th is  respect i t  i s  
the  hardware  analog  of a  one-way function .  Despi te  being  named  "physical  unclonable" ,  a  
research  team  from  Berl in  I nsti tu te  of Technology was  able  to  clone  an  SRAM  PUF  wi th in  
20  hours  using  tools  read i l y avai lable  i n  un iversi ty fa i lu re  analysis  l abs.  [2 ]  

From  201 0  onwards  ti l l  201 3,  PUF  gained  atten tion  i n  the  smartcard  market as  a  promising  
way to  provide  “s i l i con  fingerprin ts” ,  creating  cryptograph ic keys  that are  un ique  to  i nd ividual  
smartcards.  [3]  [4 ]  

However,  un iversi ty research  has  shown  that PUF  i s  vu lnerable  to  s ide  channel  attacks  [5]  [6]  
and  improper implementation  of PUF  cou ld  i n troduce  "backdoors"  to  an  otherwise  secure  
system.  [7 ]  [8 ]  I n  J une  201 2 ,  Domin ik Merl i ,  a  scien tist at  Fraunhofer Research  I nsti tu tion  for 
Appl ied  and  I n tegrated  Securi ty (AISEC)  further cla imed  that PUF  i n troduces  more  en try 
poin ts  for hacking  in to  a  cryptograph ic system  and  that fu rther i nvestigation  i n to  the  
vu lnerabi l i ties  of PUFs  i s  requ i red  before  PUFs  can  be  used  in  practical  securi ty-related  
appl ications. ”  [9 ]  

A.1 2  The  Hardware  In trinsic Securi ty (H IS)  in i tiative  

See  the  websi te  h ttps: //www. in trinsic- id . com/abou t/  where  the  fol lowing  i n formation  i s  
avai lable:  

“Hardware  I n trinsic Securi ty (H IS)  

H IS  I n i ti ative  Goals:  

•  Establ i sh  H IS  cred ibi l i ty 

Engage  thought l eaders  i n  the  i ndustry;  

•  Educate  the  i ndustry on  H IS;  

Join t papers,  panels,  seminars;  

•  Reduce  barriers  to  H IS  adoption  ;  

Proof poin ts  on  re l iabi l i ty and  securi ty.  

Members  i nclude:  NXP,  TSMC,  GSA,  S iVenture,  I rdeto,  M icrosemi ,  Renesas,  ARM,  Coherent 
Log ic.  

H IS  advisory meetings  are  held  for embedded  defence  component an ti -tamper and  securi ty 
features. ”  

 Also  semiconductor manufacturers  are  now embedd ing  PUF  features  in  thei r new designs,  for 
example  Al tera  Stratix 1 0  wi th  I n trins ic ID ’S  PUF  technology.  

Examples  of tag  providers  are:  

a)  The  company Verayo,  wh ich  i s  l ocated  at 1 054  S.  De  Anza  B lvd ,  Su i te  201 ,  San  Jose,  CA 
951 29,  USA,  te l  408-996-0352  and  has  a  webpage   
h ttp: //www.verayo.com/ where  the  fol lowing  i n formation  i s  found :  

“Counterfei ting  i s  a  g lobal  problem  wi th  negative  impact on  consumers,  brands  and  
retai lers.  Relying  on  our PUF  technology to  extract s i l i con  b iometrics,  we  make  unclonable  
RFID  ch ips  and  use  them  to  un iquely i den ti fy products.   

Wi th  a  s imple  tap  of an  NFC phone,  consumers  can  veri fy au then tici ty of the  product at  
any time.  We  have  a lso  bu i l t  a  robust p latform  to  enable  consumer engagement and  back-
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end  b ig  data  analysis  on  top  of au then tication  for a  variety of appl ications:  
pharmaceuticals,  l i quor,  cigarettes,  l uxury goods,  e lectron ic devices,  access  cards. . .  and  
much  more.   

•  Low-cost 

•  Unclonable  

•  Consumer Focused”  

b)  The  company Prooftag ,  wh ich  i s  l ocated  at 1 1 00,  Avenue  de  l ’Europe,  F-82  000  
Mountauban ,  France,  te l :  +33  (0)5  63  21  1 0  50  and  has  a  webpage  
h ttp: //www.prooftag . net/solu tions-2/,  develops  securi ty solu tions  to  guaran tee  product and  
document au then tici ty and  traceabi l i ty based  on  one  of the  most re l iable  au then tication  
systems  i n  the  world ,  the  Bubble  Tag™ ,  now complemented  by the  Fiber Tag™  wh ich  i s  
an  i n trinsic au then tication  solu tion  for prin ted  l abels  and  documents.  

Prooftag  has  been  deploying  solu tions  s ince  2004  to  protect brands  (wines,  spi ri ts ,  
watches,  j ewel ry,  cosmetics,  e lectron ic goods,  etc. ) ,  to  guaran tee  document au then tici ty 
(d iplomas  and  customs,  fi nancial ,  voting ,  i denti ty documents,  etc. )  and  fiscal  stamps  
(cigarettes,  spi ri ts ,  beers).  

The  h igh  l evel  of securi ty conferred  by the  Bubble  Tag™  has  fu rther strengthened  
Prooftag 's  l eg i timacy worldwide.  For i nstance,  Prooftag  has  been  approved  by the  Ch inese  
au thori ties  (CATA – Ch ina  An ti -Counterfei ting  Technology Association)  for i ts  an ti -
coun terfei ting  technology.  

A.1 3  Examples  of tamper-proof design  companies  

– See  M icrosemi  webpage   h ttp: //www.microsemi . com/appl ications/securi ty  and  others.  

A.1 4 Examples  of FPGA d ie  serial ization  

– Xi l inx device  DNA securi ty feature,  see  webpage 

h ttp: //www.xi l inx. com/products/technology/design -securi ty. h tml  

A.1 5 Examples  of NVRAM  manufacturers  

– Cypress  semiconductor NVRAMs,  see  webpage  

h ttp: //www.cypress.com/?id=65&source=products.  

A.1 6 SAE G-1 9  

SAE I n ternational  (see  webpage  h ttp: //www.sae.org /) ,  i s  a  g lobal  organ isation  of more  than  
1 28  000  eng ineers  and  related  techn ical  experts  i n  the  aerospace,  au tomotive  and  
commercia l -veh icles  i ndustries.  

The  SAE  G-1 9  Counterfei t  E lectron ic Parts  commi ttee  (see   webpage   
h ttp: //www.sae.org /servlets/works/commi tteeHome.do?comtID=TEAG1 9)  i s  curren tl y working  
to  publ i sh  the  fol lowing  documents:  

•  SAE AS5553A3,  Coun terfei t  E lectron ic Parts;  Avoidance,  Detection ,  M i ti gation  and  
D isposi tion  

I ts  scope  i s  as  fol lows:  

Th is  document i s  i n tended  for use  i n  aviation ,  space,  defense,  and  other h igh  
performance/rel iabi l i ty e lectron ic equ ipment appl ications.  Th is  standard  i s  recommended  
for use  by al l  con tracting  organ izations  that procure  electron ic parts,  whether such  parts  

___________ 

3  Repri n ted  wi th  perm iss ion  from  the  publ i shed  vers i on  of SAE  documen t  AS5553A ©201 5  SAE  I n ternati onal .  
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are  procured  d i rectl y or i n tegrated  i n to  electron ic assembl ies  or equ ipment.  The  
requ i rements  of th is  standard  are  generic and  in tended  to  be  appl ied  /  fl owed  down  to  a l l  
organ izations  that procure  e lectron ic parts,  regard less  of type,  s ize,  and  product provided .  

•  SAE AS6081 4,  Coun terfei t  E lectron ic Parts :  Avoidance  Protocol  

The  scope  of the  document i s  as  fol lows:  

Th is  proposed  project i s  to  develop  a  standard  s im i lar to  AS5553,  bu t wi l l  prescribe  
coun terfei t  parts  avoidance  requ i rements  d i rectly appl icable  to  d istribu tors.  The  in ten t of 
the  document i s  to  describe  a  program  to  establ ish  and  main tain  certi fi ed  d istribu tors  of 
e lectron ic components  whose  regu lar use  of an ti -counterfei t  process  con trols  and  
requ i rements  ( in  thei r purchasing  and  supplying  operations)  i s  designed  to  ensure  del ivery 
of au then tic products  that meet orig inal  component manufacturer speci fications.  I t  i s  
i n tended  that i ndependent veri fication  of conformance  to  th is  standard  wi l l  be  by th i rd -
party certi fication  bod ies  (CBs).  Accred i tation  of the  CB  wi l l  be  th rough  a  recogn ized  and  
respected  accred i tation  body to  ensure  the  impartia l i ty and  competence  of the  CB.  The  G-
1 9  commi ttee’s  choice  to  establ i sh  th i rd -party CBs  to  aud i t  and  certi fy the  d istribu tor wi l l  
hopefu l l y foster confidence  and  acceptance  of the  CB's  certi fications  by end  users  in  the  
publ ic  and  private  sectors.  

SAE  AS6081  wi l l  reference  SAE  AS61 71  wh ich  wi l l  define  test methods.  

•  SAE AS61 71 5,  Test Methods  Standard :  Counterfei t E lectron ic Parts  

The  scope  and  rationale  are  as  fol lows:  

Scope:  Th is  document standard izes  practices  to  detect suspect coun terfei t  e l ectron ic 
parts,  to  maximise  the  use  of au thentic parts  and  to  ensure  consistency across  the  supply-
chain  for test techn iques  and  requ i rements.  

Rationale :  There  i s  currently no  standard  that addresses  th is  need  wi th in  the  industry.  

•  SAE ARP 61 78 6,  Coun terfei t  E lectron ic Parts:  Tool  for Risk Assessment of D istribu tors  

The  scope  and  rationale  are  as  fol lows:  

Scope :  Th is  SAE  Aerospace  Recommended  Practice  i s  appl icable  for a l l  organ izations  
that procure  e lectron ic components  from  sources  other than  the  orig inal  component 
manufacturer.  I t  i s  especia l l y appl icable  for assessing  d istribu tors  that se l l  e lectron ic 
components  wi thout con tractual  au thorization  from  the  orig inal  component manufacturer.  

Rationale :   Th is  recommended  practice  was  created  due  to  a  s ign i fican t and  i ncreasing  
volume  of counterfei t e lectron ic parts  en tering  the  aerospace  supply chain ,  posing  
s ign i fican t performance,  re l iabi l i ty,  and  safety ri sks.  Th is  recommended  practice  was  
created  to  provide  organ izations  wi th  a  tool  to  assess  a  suppl ier’s  capabi l i ty to  prevent,  
detect,  con tain ,  and  report suspect or confi rmed  coun terfei t  e lectron ic components.  

•  SAE AS61 747,  Coun terfei t  Materia l :  Detection ,  M i ti gation  and  D isposi tion  

The  scope  i s  as  fol lows:  

Th is  SAE  Standard  standard izes  practices  to:  a .  maxim ize  avai labi l i ty of au then tic materiel  
(made  from  the  proper materials  us ing  the  proper processes  wi th  requ i red  testing , )  b .  
procure  materiel  from  rel iable  sources,  c.  assure  au then tici ty and  conformance  of 
procured  materie l  d .  con trol  materie l  i den ti fi ed  as  coun terfei t,  and  e.  report counterfei t  
materiel  to  other poten tia l  users  and  government i nvestigative  au thori ties.  1 . 2  Appl ication  
Th is  document i s  i n tended  for use  i n  h igh  performance/rel iabi l i ty or safety of l i fe  
appl ications.  Th is  standard  i s  recommended  for use  by a l l  con tracting  organ izations  that 
procure  materiel ,  whether such  materiel  i s  procured  d i rectl y or i n tegrated  i n to  assembl ies  
or equ ipment.  The  requ i rements  of th is  standard  are  generic and  i n tended  to  be  

___________ 

4  Repri n ted  wi th  perm iss ion  from  the  publ i shed  vers i on  of SAE  documen t AS6081  © 201 5  SAE  I n ternational .  

5  Repri n ted  wi th  perm iss ion  from  the  d raft  vers ion  of SAE  document AS61 71  © 201 5  SAE  I n ternati ona l .  

6  Repri n ted  wi th  perm iss ion  from  the  publ i shed  versi on  of SAE  documen t AS61 78  © 201 5  SAE  I n ternational .  

7  Repri n ted  wi th  perm iss ion  from  the  publ i shed  versi on  of SAE  documen t AS61 74  © 201 5  SAE  I n ternational .  
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appl ied /flowed  down  to  a l l  organ izations  that procure  materie l ,  regard less  of type,  s ize,  
and  product provided .  

•  SAE AS6496 8,  Fraudu len t/Counterfei t  E lectron ic Parts:  Avoidance,  Detection ,  M i tigation ,  
and  D isposi tion  – Au thorized/Franch ised  D istribu tion   

The  scope  i s  as  fol lows:  

Th is  publ ication  i den ti fies  the  requ i rements  for m i tigating  coun terfei t  products  i n  the  
au thorized  d i stribu tion  supply chain  by the  Au thorized  D istribu tor.  

•  SAE AIR6273 9  (draft) ,  Terms  and  Defin i tions  – Fraudu len t/Counterfei t  E lectron ic Parts   

The  scope  i s  as  fol lows:  

Th is  document i s  to  be  used  and  ci ted  as  a  standard  reference  by other SAE  G-1 9  
Commi ttee  documents  that address  the  m i tigation  of Fraudu len t/Counterfei t E lectron ic 
Parts.  

•  SAE AS6301 1 0,  Compl iance  Veri fication  Cri terion  Standard  for SAE  AS6081 ,  
Fraudu len t/Counterfei t  E lectron ic Parts:  Avoidance,  Detection ,  M i tigation ,  and  D isposi tion  
– D istribu tors    

The  scope  i s  as  fol lows:  

The  cri teria  i n  th is  document i s  to  be  used  by accred i ted  Certi fication  Bod ies  (CBs)  to  
determine  compl iance  and  g rant certi fication  to  AS6081 ,  Fraudu len t/Counterfei t  E lectron ic 
Parts:  Avoidance,  Detection ,  M i tigation ,  and  D isposi tion  – D istribu tors.  

•  SAE ARP6328 1 1  ,  Gu idel ine  for Development of Counterfei t E lectron ic Parts;  Avoidance,  
Detection ,  M i tigation ,  and  D isposi tion  Systems   

The  scope  i s  as  fol lows:  

Th is  document con tains  gu idance  for implementing  a  coun terfei t  m i tigation  program  in  
adherence  wi th  AS5553B.  

•  SAE AS6462 1 2,  Fraudu len t/Counterfei t E lectron ic Parts;  Avoidance,  Detection ,  M i ti gation ,  
and  D isposi tion  Veri fication  Cri teria   

Th is  set of cri teria  i s  to  be  u ti l i zed  by accred i ted  Certi fication  Bod ies  (CBs)  to  establ ish  
compl iance,  and  gran t certi fication  to  AS5553,  Aerospace  Standard ;  Counterfei t  E lectron ic 
Parts;  Avoidance,  Detection ,  M i tigation ,  and  D isposi tion .  

A.1 7  iNEMI  

iNEMI  has  created  a  webpage  on  counterfei t  components  assessment methodology and  
metric development con tain ing  three  coun terfei t  calcu lators  (see  webpage 
h ttp: //www. inemi .org /conten t. asp?conten tid=97)  wh ich  are  based  on  Excel :  

1 )  ri sk of coun terfei t  use;  

2 )  ri sk of un trusted  sources;  

3)  counterfei t  l oss  and  total  cost estimations.  

These  tools  are  free  to  down load  and  use.  Feedback i s  appreciated .  

___________ 

8 Repri n ted  wi th  perm iss ion  from  the  publ i shed  vers i on  of SAE  documen t AS6496  © 201 5  SAE  I n ternational .  

9 Repri n ted  wi th  perm iss ion  from  the  d raft  vers ion  of SAE  document AIR6273  ©201 5  SAE  I n ternati onal .  

1 0  Repri n ted  wi th  perm ission  from  the  publ i shed  vers i on  of SAE  documen t AS6301  ©201 5  SAE  I n ternational .  

1 1   Repri n ted  wi th  perm ission  from  the  publ i shed  vers i on  of SAE  documen t ARP6328  ©201 5  SAE  I n ternati onal .  

1 2  Repri n ted  wi th  perm iss ion  from  the  publ i shed  vers i on  of SAE  documen t AS6462 ©201 5  SAE  I n ternati ona l .  
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A.1 8  OECD 

The  Organ isation  for Economic Co-operation  and  Development (OECD)  promotes  pol icies  that 
improve  the  economic and  social  wel l -being  of people  around  the  world  (see  
h ttp: //www.oecd .org /abou t/) .  OECD has  publ i shed  various  reports  on  the  impact of 
coun terfei ts,  see  webpage    
h ttp: //www.oecd .org /general /searchresu l ts/?q=counterfei t&cx=01 2432601 74851 1 391 51 8: xzea
dub0b0a&cof=FORID: 1 1 &ie=UTF-8.  

A.1 9  ICC  

The  I n ternational  Chamber of Commerce  ( ICC)  produces  stati stics  and  reports  concern ing  the  
economic and  socia l  impacts  of coun terfei ting  and  p i racy,  see  webpage  
h ttp: //www. iccwbo.org/Advocacy-Codes-and-Ru les/BASCAP/BASCAP-Research/Economic-
impact/G lobal -Impacts-Study/.  

A.20  Appl ied  DNA Sciences  

Appl ied  DNA Sciences  (see  webpage  h ttp: //www.adnas. com/company/about-appl ied -dna),  
uses  b iotechnology as  a  forensic foundation  to  create  un ique  securi ty solu tions  for modern  
commerce  si tuations.  Appl ied  DNA Sciences’s  e lectron ic product l abel l i ng /tracking  scheme is  
explained  on  webpage  h ttp: //www.adnas. com/electron ics .  Th is  technology can  be  expensive  
to  implement and  i ndustry has  complained  abou t the  cost of the  l i cence  fees.  As  a  resu l t,  the  
DLA has  agreed  to  reimburse  trusted  suppl iers  who  provide  them  wi th  DNA label led  
5962-XXXXX components  and  i s  expand ing  the  scheme th rough  the  Rapid  I nnovation  Fund  
(RIF)  to  develop  a  s ing le  au then tication  p latform  for s ix types  of commod i ty.  
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Annex B  
( informative)  

 
Examples  of aftermarket sources 1 3  

B.1  Examples  of franchised  aftermarket sources  

a)  Rochester E lectron ics,  see  webpage h ttp: //www. rocelec.com/  

b)  QP  Semiconductor (now E2V),  see  webpage h ttp: //www.qpsemi . com/,  and  E2V,  see  
webpage  h ttp: //www.e2v. com/products-and-services/H i -Rel -Sem iconductor-Solu tions/ 

c)  Lansdale,  see  webpage  h ttp: //www. lansdale.com/ 

d )  Ch ip  Supply (now M icross),  see  webpage  h ttp: //www.micross. com/ 

e)  M icross  Components,  see  webpage  h ttp: //www.micross.com  

f)  M inco  Technology Labs  LLC,  i s  now M icross   see  webpage  h ttp: //www.micross.com/ 

g )  Sensi tron  Semiconductor,  see  webpage  h ttp: //www.sensi tron .com  

h )  Defence  Log istics  Agency,  Columbus  Oh io,  see  webpage   h ttp: //www.dscc.d la.m i l /  

i )  Arrow/Zeus  E lectron ics,  Melvi l le ,  NY,  North  America,  see  webpage  h ttp: //www.arrow.com/ 

j )  E l tek Semiconductors  as  a  franch ised  aftermarket source  for L inear Technology products,  
wh ich  i s  now part of M icross  see  webpage  h ttp: //www.el tek-semi . com/ 

k)  Xtreme Semiconductor for Analog  to  D ig i ta l  converters,  see  webpage  
h ttp: //www.xtremesemi . com/products. h tm  

B.2  Examples  of sources  of franchised  d ie  which  can  be  packaged  

a)  M icross  formerly Ch ip  Supply,  see  webpage  h ttp: //www.micross. com/ (over 20  franch ised  
manufacturers)  

b)  E l tek Semiconductors,  now part of M icross  see  webpage  h ttp: //www.el tek-semi . com/ for 
L inear Technology 

c)  Semid ice,  see  webpage  

h ttp: //www.semid ice.com/Defau l t. aspx 

d )  M icross  Components,  see  webpage  h ttp: //www.micross.com  

B.3  Examples  of th i rd  party custom  packaging  houses  which  provide  
aftermarket solutions  

a)  Force  Technolog ies,  see  webpage  h ttp: //www. forcetechnolog ies.co.uk/ 

b)  Technograph  M icroci rcu i ts ,  see  webpage  h ttp: //www. technographmicro.com/ 

c)  M icross,  formerly E l tek Semiconductors,  see  webpage  h ttp: //www.el tek-semi . com/ 

d )  Sac-Tec Labs  I nc. ,  see  webpage  h ttp: //www.sactec.com/index.h tm  

e)  I DMOS,  see  webpage  h ttp: //www. id -mos.com  part of Serma  Technolog ies  

f)  M icrosemi ,  formerly T.S. I  M icroelectron ics,  see  webpage  http: //www.m icrosemi . com/design -
support/modu le-hybrid -design .  

g )  E2V,  see  webpage  h ttp: //www.e2v.com/products-and-services/H i -Rel -Semiconductor-
Solu tions/ 

___________ 

1 3 The  i n formation  con tai ned  i n  Annex B  i s  g i ven  for the  conven ience  of the  u sers  of th i s  documen t and  does  not 
consti tu te  an  endorsemen t by the  I EC  of the  organ izati ons  named .  
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h )  GE  Aviation  Systems Ltd . ,  351  Exn ing  Road ,  Newmarket,  Su ffolk CB8  0AU  UK,  
h ttp: //www.geaviation .com/commercial /systems/electrical -power/docs/microelectron ic-
solu tions.pd f 

i )  Pan tron ix Corporation ,  see  webpage h ttp: //www.pantron ix. com/ 

B.4 Examples  of emulated  aftermarket providers  

Through  the  “Advanced  M icroci rcu i t  Emu lation”  (AME)  and  the  “General ized  Emu lation  of 
M icroci rcu i ts  (GEM)"  programs,  the  Defense  Log istics  Agency (DLA)  and  SRI  I n ternational  
(SRI )  wi th  i ts  Sarnoff Corporation  D ivis ion  developed  an  emu lation  process  (see  webpages  
h ttp: //www.gemes.com  and  h ttp: //www.gemes.com/about_us/emu lation_process/ )  offering  an  
emu lated  replacement solu tion  to  obsolescence  of an  e lectron ic component.  

Th is  approach  al lows  e lectron ic components  that were  orig inal l y manufactured  i n  d iverse  
technolog ies  to  be  reproduced  from  a  managed  inventory of standard ized  base  wafers.  
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Annex C  
( informative)  

 
Typical  example of a  RECS certi ficate 1 4  

NOTE  The  RECS  scheme  i s  no  l onger i n  u se  and  th i s  i s  i ncl uded  for h i stori ca l  reference  pu rposes  on l y.  

 

___________ 

1 4  Reproduced  wi th  the  perm issi on  of Avnet  Technology Sol u ti ons  Ltd . ,  B racknel l ,  Berks,  RG1 2  2PW,  UK on  
behal f of Avnet Asi a  PTE  Ltd .  

IEC 
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Annex D  
( informative)  

 
F lowchart of IEC TS 62668-1  requirements  
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