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MULTIMEDIA AND TELEMATIC SUBSYSTEMS FOR RAILWAYS –  
 

Part  2:  Video survei l lance/CCTV services 
 

FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn i cal  Commiss i on  ( I EC)  i s  a  worl dwi de  organ i zat i on  for  s tandard i zati on  compri s i ng  
al l  nati onal  e l ectrotechn i cal  comm i ttees  ( I EC  Nati onal  Comm i ttees) .  The  object  o f  I EC  i s  to  promote  
i n ternati onal  co-operati on  on  al l  questi ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron i c  f i e l ds .  To  
th i s  end  and  i n  add i t i on  to  o ther  acti vi t i es ,  I EC  publ i shes  I n ternati onal  Standards,  Techn i cal  Speci f i cati ons ,  
Techn i cal  Reports ,  Publ i cl y  Avai l abl e  Speci f i cat i ons  (PAS)  and  Gu i des  (hereafter  referred  to  as  “ I EC  
Publ i cati on (s) ”) .  The i r  preparati on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may part i ci pate  i n  th i s  preparatory  work.  I n ternati onal ,  g overnmen tal  and  non -
governmen tal  organ i zat i ons  l i ai s i ng  wi th  the  I EC  al so  parti c i pate  i n  th i s  preparati on .  I EC  co l l aborates  cl ose l y  
wi th  the  I n ternati onal  Organ i zati on  fo r Standard i zat i on  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by  
ag reement  between  the  two  organ i zati ons .  

2 )  The  formal  deci s i ons  or  ag reemen ts  o f  I EC  on  techn i cal  matters  express,  as  nearl y  as  poss ibl e,  an  i n ternati onal  
consensus  o f  opi n i on  on  the  re l evan t  subjects  s i nce  each  techn i cal  comm i ttee  has  represen tati on  from  al l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Comm i ttees  i n  that  sense.  Wh i l e  al l  reasonable  e fforts  are  made  to  ensu re  that  the  techn i cal  con ten t  of  I EC  
Publ i cati ons  i s  accu rate ,  I EC  cannot  be  hel d  responsi bl e  for  the  way i n  wh i ch  they are  used  or  for  any 
m i s i n terpretati on  by  any end  u ser.  

4)  I n  order  to  promote  i n ternati onal  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y  I EC  Publ i cati ons  
transparen tl y  to  the  maximum  exten t  possi bl e  i n  thei r  nat i onal  and  reg i onal  publ i cati ons .  Any d i vergence  
between  any I EC  Publ i cat i on  and  the  correspond i ng  nati onal  or  reg i onal  publ i cati on  shal l  be  cl earl y  i nd i cated  i n  
the  l atter.  

5)  I EC  i tse l f  does  no t  provi de  any attestat i on  o f  con form i ty.  I ndependen t  cert i f i cati on  bod ies  provi de  con form i ty  
assessmen t  servi ces  and ,  i n  some  areas,  access  to  I EC  marks  of  con form i ty.  I EC  i s  not  responsi bl e  for  any 
servi ces  carri ed  ou t  by i ndependen t  certi f i cat i on  bod i es .  

6)  Al l  u sers  shou ld  ensu re  that  they have  the  l atest  ed i t i on  o f  th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or  i ts  d i rectors,  employees,  servan ts  or  agen ts  i n cl u d i ng  i nd i vi dual  experts  and  
members  of  i ts  techn i cal  comm i ttees  and  I EC  Nati onal  Comm i ttees  for  any personal  i n j u ry,  property  damage  or  
o ther damage  o f  any natu re  whatsoever,  whether d i rect  or  i n d i rect,  o r  for  costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  o f  the  publ i cati on ,  u se  o f,  o r  re l i ance  upon ,  th i s  I EC  Publ i cati on  or  any o ther I EC  
Publ i cati ons .   

8 )  Atten t i on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cat i on .  U se  o f  the  referenced  publ i cati ons  i s  
i nd i spensable  for  the  correct  appl i cati on  o f  th i s  publ i cati on .  

9 )  Atten ti on  i s  d rawn  to  the  poss ibi l i ty  that  some  of  the  e l emen ts  o f  th i s  I EC  Publ i cati on  may be  the  subj ect  o f  
paten t  ri g h ts .  I EC  shal l  not  be  he l d  responsi bl e  for  i den ti fyi ng  any or  a l l  such  paten t  ri g h ts .  

The  main  task of  I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  commi ttee  may propose  the  publ ication  of  a  Techn ical  
Speci fi cation  when  

•  the  requ i red  support  cannot  be  obtained  for  the  publ ication  of  an  I n ternational  Standard ,  
despi te  repeated  efforts,  or  

•  the  subject  i s  st i l l  u nder techn ical  development or  where,  for any other reason ,  there  i s  the  
fu tu re  bu t  no  immed iate  possibi l i ty  o f  an  ag reement  on  an  I n ternational  Standard .  

Techn ical  Speci fi cations  are  subject  to  review wi th in  th ree  years  of  publ ication  to  decide  
whether they can  be  transformed  i n to  I n ternational  Standards.   

I EC  TS  62580-2,  wh ich  i s  a  Techn ical  Speci fi cation ,  has  been  prepared  by IEC  techn ical  
commi ttee  9:  E lectri cal  equ ipment  and  systems  for  rai lways.  
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The  text  o f  th is  speci fi cati on  i s  based  on  the  fo l l owing  documents:  

Enqu i ry  d raft  Report  on  vo ti ng  

9 /21 1 2/DTS  9 /21 51 A/RVC 

 
Fu l l  i n formation  on  the  voti ng  for  the  approval  of  th i s  Techn ical  Speci fi cation  can  be  found  i n  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  ISO/IEC  Di rectives,  Part  2 .  

A l i s t  of  al l  parts  i n  the  IEC  62580  series,  publ i shed  under the  general  t i t l e  Electronic railway 
equipment – On-board multimedia and telematic subsystems for railways,  can  be  found  on  the  
IEC  websi te.  

The  commi ttee  has  decided  that  the  con ten ts  of  th i s  publ i cati on  wi l l  remain  unchanged  un ti l  
the  stabi l i ty  date  i nd icated  on  the  IEC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data 
re lated  to  the  speci fi c  publ i cation .  At  th i s  date,  the  publ ication  wi l l  be  

•  transformed  i n to  an  I n ternational  s tandard ,  

•  recon fi rmed,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or  

•  amended .  

A bi l i ngual  version  of  th i s  publ i cation  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page of  th is  publ ication  ind icates  
that  i t  contains  colours  which  are  considered  to  be usefu l  for  the  correct  
understanding  of  i ts  contents.  Users  shou ld  therefore print  th is  document  using  a  
colour  printer.  
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INTRODUCTION  

The  IEC  62580  series  defi nes  on-board  mu l t imed ia  and  te lematic  sub-systems  (OMTS)  for 
rai lways,  so  as  to  ach ieve  i n teroperabi l i ty  between  subsystems  i n  the  same  veh icle  and  
between  subsystems  i n  d i fferen t  veh icles  of  the  same train .  

The  on-board  video  su rvei l l ance/CCTV system  i s  a  subsystem  of  OMTS,  provid i ng  services  
for  on -board  su rvei l lance  and  the  securi ty  i ssue  of  the  train  and  passengers.  I t  serves  as  the  
crucial  source  of  i n formation  for  train  operator,  securi ty  organ izations  and  fi rst  responders.  
The  basic  system  functional i ty  contains  video/aud io  captu re,  record ing ,  retrieval ,  replay,  
d i splay,  etc.  

Th is  Techn ical  Speci fi cation  wi l l  be  usefu l  to  those  responsible  for  establ i sh ing  operational  
requ i rements,  wri t i ng  speci fi cations,  se lecting  devices,  i nstal l i ng ,  commission ing ,  us ing  and  
main tain ing  the  on -board  video  survei l l ance/CCTV system.  Th is  speci fi cation  i s  d i vi ded  i n to  
the  fo l l owing  sections:  

a)  system  breakdown:  d ivi des  the  on -board  video  su rvei l lance/CCTV system  in to  fou r 
components  based  on  thei r  functional i ty,  i nclud ing  video  captu re  component,  vi deo  
storage  componen t,  vi deo  d i splay component  and  video  analysis  componen t;  

b)  function  breakdown:  g i ves  the  function  l i s t  that  system  may offer  from  the  user’s  poin t  o f  
vi ew,  and  presen ts  the  functi on  blocks  of  system  accord ing  to  the  functi onal  breakdown ,  
wh ich  i ncludes  video  envi ronment,  system  management  and  system  securi ty.  Wi th i n  vi deo  
envi ronment,  i t  con tains  the  basic  functions  that  system  cou ld  provide,  such  as  to  captu re  
vi deo,  to  record  video,  to  retrieve  video,  to  export  vi deo,  to  replay video,  to  d isplay vi deo,  
to  analyse  video  and  manage  i n terconnection ;  

c)  requ i rements:  describes  the  requ i rements  of  video  envi ronment,  system  management  and  
securi ty  as  wel l  as  video  transmission  i n  wh ich  transmission  performance,  protocol  and  I P  
i n teroperabi l i ty  implementation  based  on  Web service  have  been  i n troduced;  

Some  use  cases  of  the  on -board  video  survei l lance/CCTV system  are  g i ven  i n  Annex A.  
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ELECTRONIC RAILWAY EQUIPMENT – ON-BOARD  
MULTIMEDIA AND TELEMATIC SUBSYSTEMS FOR RAILWAYS –  

 
Part  2:  Video survei l lance/CCTV services 

 
 
 

1  Scope 

Th is  part  of  I EC  62580,  wh ich  i s  a  Techn ical  Speci fi cation ,  speci fi es  the  on -board  vi deo  
su rvei l lance/CCTV system  functional i ty  and  requ i rement  for the  purpose  of  i n teroperabi l i ty 
between  componen ts  of  on-board  video  survei l lance/CCTV systems  i n  the  same  veh icle  and  
subsystems  i n  d i fferen t  veh icles  of  the  same  train ,  wh ich  means  two  levels  of  i n teroperabi l i ty  
are  considered ,  one  i s  i n teroperabi l i ty  between  componen ts  and  another i s  between  
subsystems.  

Th is  speci fi cation  g i ves  gu idel ines  for:  

•  system  breakdown  structu re  of  the  on -board  video  survei l lance/CCTV system;  

•  functi on  breakdown  structu re  of  the  on -board  video  su rvei l lance/CCTV system,  and  

•  requ i rement  of  the  on -board  video  survei l lance/CCTV system.  

Th is  speci fi cation  i s  appl i cable  to  any type  of  trai n ,  for  example  open  trains,  mu l t iple  un i t  
trai ns  and  closed  trai ns.  

As  i l l ustrated  i n  Fi gure  1 ,  th i s  part  o f  I EC  62580  provides  vi deo  su rvei l lance/CCTV services  of  
mon i toring ,  record ing  and  retrieval  of  data,  etc.  Th is  speci fi cation  fo l l ows  the  general  OMTS 
requ i rement  defi ned  i n  I EC  62580-1 .  The  commun ication  network of  on -board  video  
su rvei l lance/CCTV system  i s  based  on  the  network defined  by the  IEC  61 375  series,  i n  wh ich  
IEC  61 375-2-5  and  IEC  61 375-3-4  define  commun ication  between  and  wi th in  consists,  
respecti vely,  I EC  61 375-2-3  l ays  ou t  the  commun ication  profi l e  for the  backbone  wh ich  i s  
used  for  the  train  coupl ing ,  and  IEC  61 375-2-6 1  provides  the  support  for the  commun ication  
between  on -board  system  and  g round  wayside  i n frastructures.  The  general  system  
requ i rement of  on-board  vi deo  su rvei l lance/CCTV system  i s  developed  based  on  IEC  62676  
series  wi th  supplementing  the  special  requ i rement  for rai lway appl i cation .  For  i n teroperabi l i ty 
implementation  between  componen ts  of  system  and  subsystems,  th i s  speci fi cation  makes  
reference  to  I EC  62676-2-3,  wh ich  speci fies  a  compl ian t  I P  video  protocol  and  i n terface  based  
on  Web services.  Special  requ i rements  for  rai lway,  such  as  device  d iscovery between  
consists  and  wi th in  a  consist,  as  wel l  as  network compl ian t  to  the  I EC  61 375  series  are  also  
defi ned  here.  I n  add i tion ,  I EC  62676-4  g ives  recommendations  and  requ i rements  for  the  
se lection ,  plann ing ,  i nstal lation ,  commission ing ,  main tain i ng  and  testi ng  for  use  i n  securi ty  
appl icati ons.  Final l y,  the  requ i rement  of  exported  data of  on -board  video  survei l l ance/CCTV 
system  i s  compl ian t  wi th  I SO 2231 1  i f  system  i s  for  securi ty  pu rpose.  

___________ 

1   U nder  cons i derat i on .  
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Figure  1  – Relation  of  IEC TS 62580-2  wi th  other  standards 

2  Normative references 

The  fo l l owing  documents,  i n  whole  or  i n  part,  are  normati vely referenced  i n  th is  document  and  
are  i nd ispensable  for  i ts  appl i cation .  For dated  references,  on ly  the  ed i ti on  ci ted  appl i es.  For 
undated  references,  the  l atest  ed i t ion  of  the  referenced  document  ( i nclud ing  any 
amendments)  appl ies.  

I EC  61 375  (al l  parts) ,  Electronic railway equipment – Train communication network (TCN)  

I EC  61 375-2-3:201 5,  Electronic railway equipment – Train Communication Network (TCN) – 
Part 2-3: TCN communication profile  

I EC  61 375-2-5,  Electronic railway equipment – Train Communication Network (TCN) –  
Part 2-5: Ethernet Train Backbone 

IEC  61 375-2-6 2 ,  Electronic railway equipment – Train Communication Network (TCN) –  
Part 2-6: On-board to ground communication 

I EC  61 375-3-4,  Electronic railway equipment – Train Communication Network (TCN) –  
Part 3-4: Ethernet Consist Network (ECN) 

I EC  62580-1 :201 5,  Electronic railway equipment – On-board multimedia and telematic 
subsystems for railways – Part 1: General architecture 

___________ 

2  U nder  consi derati on .  

IEC 
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I EC  62676-1 -1 :201 3,  Video surveillance systems for use in security applications – Part 1-1: 
System requirements – General 

I EC  62676-1 -2:201 3,  Video surveillance systems for use in security applications – Part 1-2: 
System requirements – Performance requirements for video transmission 

IEC  62676-2  (al l  parts) ,  Video surveillance systems for use in security applications – Part 2: 
Video transmission protocols 

IEC  62676-2-3:201 3,  Video surveillance systems for use in security applications – Part 2-3: 
Video transmission protocols – IP interoperability implementation based on Web services  

I SO 2231 1 ,  Societal security – Video-surveillance – Export interoperability 

I EEE  802. 1 Q,  IEEE Standard for Local and metropolitan area networks – Media Access 
Control (MAC) Bridges and Virtual Bridged Local Area Networks 

RFC 2326,  Real Time Streaming Protocol (RTSP) 

RFC 301 6,  RTP Payload Format for MPEG-4 Audio/ Visual Streams 

RFC 3550,  RTP: A Transport Protocol for Real-Time Applications 

RFC 3551 ,  RTP Profile for Audio and Video Conferences with Minimal Control 

RFC 3984,  RTP Payload Format for H.264 Video 

FERRIS,  C. ,  KARMARKAR,  A,  YENDLURI,  P. ,  WS-I,  Basic Profile Version 2.0 – Working 
Group Draft,  October 2007 (available at h ttp: //www.ws- i . org /Profi les/BasicProfi le-
2_0(WGD) .h tm l ) .  

3  Terms,  defin i tions  and  abbreviations 

3.1  Terms and  defin i t ions 

For the  pu rposes  of  th i s  document,  the  terms  and  defin i ti ons  g iven  i n  I EC  61 375-1 ,  
I EC  62580-1  and  IEC  62676-1 -1 ,  as  wel l  as  the  fo l l owing  apply.  

3.1 .1   
alarm  
warn ing  of  the  presence  of  any hazard  to  l i fe,  property  or  the  envi ronment  

3.1 .2   
camera  IO  
video  captu ring  devices  i nvolved  i n  analogue  capture  devices  wi th  Codec and  IP  captu re  
devices  (d ig i tal  capture  devices)  

3.1 .3   
compression  
reduction  i n  the  number of  bi ts  used  to  represen t  an  i tem  of  data 

3.1 .4   
control  plane 
media con tro l  functions,  such  as  device  con trol ,  and  med ia  con figu rati on  commands  

https://mail.csrzic.com/owa/redir.aspx?C=5bea60b395c54748a522f4b7d2f2e958&URL=http%3a%2f%2fwww.ws-i.org%2fProfiles%2fBasicProfile-2_0(WGD).html
https://mail.csrzic.com/owa/redir.aspx?C=5bea60b395c54748a522f4b7d2f2e958&URL=http%3a%2f%2fwww.ws-i.org%2fProfiles%2fBasicProfile-2_0(WGD).html
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3.1 .5   
consist  
sing le  veh icle  or  g roup of  veh icles  wh ich  are  not  separated  during  normal  operation ,  and  
wh ich  con tains  no,  one  or  several  consist  networks  

3.1 .6   
data  identi fication  
capabi l i ty  to  f i nd ,  retrieve  or  de lete  speci fi c  data wi thou t  ambigu i ty  

3.1 .7   
data  integri ty 
cond i ti on  when  data has  not  been  modi fied  or  al tered  from  i ts  source  e i ther mal i ciously  or  by  
acciden t  and  i n  wh ich  data are  main tained  du ri ng  any operation ,  such  as  transmission ,  
storage,  and  retri eval ,  i n  order to  preserve  data for thei r  i n tended  use  

3.1 .8   
data  management  
management  of  user-actions,  aud io- /video-data and  general  i n formation  that  are  not  part  o f  
the  acti vi ty  management  

3.1 .9   
event  
i nciden t  i n  the  real  world  

3.1 . 1 0   
frame rate  
numbers  of  frames  per second  

3.1 .1 1   
function  
appl i cation  process  wh ich  exchanges  messages  wi th  another appl i cation  process  

3.1 .1 2   
gateway 
connection  between  d i fferen t  commun ication  technolog ies  

3.1 .1 3   
train  location  
speci fi c  l ocati on  of  a  train  defined  by one  of  several  means  to  represen t  i ts  lati tude,  l ong i tude,  
al t i tude  as  wel l  as  re lati ve  coord inates  i n  a  rai l  network 

3.1 .1 4   
image 
vis ible  represen tation  of  a  frame as  rectangu lar  g rid  of  p i xels  

3.1 .1 5   
image handl ing  
any acti vi ty  that  transforms  an  i npu t  image  i n to  an  ou tpu t  image  wi th  as  l i tt l e  changes  as  
possible  

3.1 .1 6   
incident  
occurrence  or acti vi ty  of  i n terest  that  on -board  video  su rvei l lance/CCTV system  i s  i n tended  to  
vi ew or  record  and  wh ich  may need  a  response  by an  operator 

3.1 .1 7   
i n tegri ty 
property  of  a  system  to  recogn ize  and  to  re ject  wrong  data i n  case  of  mal functi on  of  i ts  parts  
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3.1 .1 8   
JPEG  
common  standard  for  image  compression  

Note  1  to  en try:  Th i s  common  s tandard  for image  compressi on  was  defi ned  by  the  Jo i n t  photog raph i c  experts  
g roup.  

3.1 .1 9   
l atency t ime 
t ime  delay between  the  moment  someth ing  i s  i n i t iated ,  and  the  moment  one  of  i ts  effects  
beg ins  

Note  1  to  en try:  The  t ime  from  the  sou rce  send i ng  a  s i g nal  to  the  desti nati on  rece i vi ng  i t .  

3.1 .20   
med ia  plane 
media stream,  such  as  video,  aud io  and  metadata 

3.1 .21   
network 
set  of  possibly  d i fferen t  commun ication  systems  wh ich  i n terchange  i n formation  i n  a  common ly 
ag reed  way 

3.1 .22   
open  train  
train  composed  of  a  set  of  consists,  where  the  con fi gu rati on  may change  during  operation  

Note  1  to  en try:  I n ternati onal  U IC  trai ns  are  an  example  o f  open  trai ns .  

3.1 .23   
operator 
au thori zed  user operating  on -board  vi deo  survei l lance/CCTV system  for  i n tended  purpose  

3.1 .24   
receiver 
electron ic  device  wh ich  may receive  s ignals  from  the  physical  med ium  

3.1 .25   
resolution  
pixels  per  i nch  or  number of  pi xels  of  a  video-frame,  mon i toring  device  or  pri n t  ou t  

3.1 .26   
record ing  
container  for a  set  o f  aud io ,  vi deo  and  metadata tracks  

Note  1  to  en try:  A  record i ng  can  ho l d  one  or  more  tracks.  A  track i s  vi ewed  as  an  i n fi n i te  t ime l i ne  that  ho l ds  data  
at  certai n  t imes.  

3.1 .27  
service 
capabi l i t i es  and  featu res  of  a  componen t  of  subsystem  or  subsystem  provided  to  a  user 

3.1 .28  
streaming  
process  of  send ing  video  over a  network to  al l ow i nstan t  operation  as  the  vi deo  i s  received ,  
rather  than  requ i ring  the  en ti re  f i l e  to  be  down loaded  prior  to  operation  

3.1 .29   
system  securi ty 
protection  of  the  system  against  fai lu res  as  tampering ,  i l l egal  access,  vandal i sm .   
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Note  1  to  en try:  The  system  secu ri ty  con tro l s  phys i cal  or  e l ectron i c  access  to  on -board  vi deo  su rve i l l ance/CCTV 
system  or  any componen t  to  preven t  u nau thori sed  access.  

3.1 .30   
topology 
possible  cable  i n terconnection  and  number of  devices  a  g i ven  network supports  

3.1 .31   
track 
i nd ividual  data channel  consisti ng  of  vi deo,  aud io  or  metadata 

3.1 .32   
train  communication  network 
TCN  
data commun ication  network for  connecti ng  programmable  e lectron ic  devices  on  on -board  rai l  
veh icles  

3.1 .33   
train  backbone 
bus  connecting  the  veh icles  of  a  train  and  wh ich  con forms  to  the  TCN  protocols  

3.2  Abbreviations 

CCTV  closed  ci rcu i t  te levis ion  

DHTP dynamic  host  con fi guration  protocol  

CS  consist  swi tch  

ECN  ethernet  consist  network 

ETB ethernet  train  backbone  

ETBN   ethernet  train  backbone  node  

HTTP hypertext  transfer  protocol  

ICMP I n ternet  con trol  message  protocol  

IGMP I n ternet  g roup  management  protocol  

I P  I n ternet  protocol  

I /O i npu t/ou tpu t  

JPEG   Jo in t  photograph ic  experts  g roup 

MCG  mobi le  commun ication  gateway 

MPEG  Moving  pictu re  experts  g roup 

NAT-ALG   network address  translation -appl ication  l ayer  gateway 

NTP  network t ime  protocol  

OMTS on-board  mu l t imedia  and  te lematic  sub-systems  

RTCP RTP  con tro l  protocol  

RTP real - time  transport  protocol  

RTSP real  t ime  streaming  protocol  

SOAP s imple  object  access  protocol  

SSL secure  sockets  l ayer 

TBN  train  backbone  network 

TCMS train  con trol  and  management  system  

TCN  train  commun ication  network 

TCP transmission  con tro l  protocol  

TLS  transport  l ayer securi ty 
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UDP user datagram  protocol  

U IC  I n ternational  un ion  of  rai lways  ( the  i n ternational  rai lways  operators  associati on )  

URI  un i form  resource  i den ti fi er 

URL un i form  resource  locator 

WS Web service  

WS-I   Web service  i n teroperabi l i ty  

XML extensible  markup  language  

4 System  breakdown  structure 

An  on-board  video  survei l l ance/CCTV system  usual l y  consists  of  the  captu ring  device,  
s torage  devices,  d i splay devices,  analysis  devices,  etc.  A s i ng le  device  may perform  more  
than  one  functional i ty.  For example,  an  IP  camera can  captu re  the  image,  hand le  i t ,  and  
transmi t  i t  via  the  network.  I t  may also  provide  analysis  function  on  the  data and  store  i t  
temporal l y.  Therefore,  i t  i s  possible  that  an  on -board  video  su rvei l lance/CCTV system  on ly  
consists  of  a  s ing le  camera at  a  m in imum  physical l y.  Al ternati vely,  other  devices  i n  an  on -
board  video  su rvei l l ance/CCTV system  can  perform  several  functions.  Thus,  s ing le  physical  
device  and  i ts  requ i rements  are  not  defi ned  i n  th is  speci fi cation .  

I nstead,  th i s  speci fi cation  defines  the  system  componen ts  wh ich  perform  a  speci fi c  function  
and  may consist  of  one  or  several  devices.  I n  add i t ion ,  the  re lationsh ip  between  system  
componen ts  i s  described  i n  th is  speci fi cation .  

The  major  componen ts  of  an  on -board  video  su rvei l lance/CCTV system  are  classi fi ed  i n to  
fou r categories  based  on  thei r  functional i ty,  i nclud ing  video  captu re  componen t,  vi deo  storage  
componen t,  vi deo  d isplay component  and  video  analysis  component.  

•  Vi deo  captu re  component  

A component  (an  I P  network camera or  analog  camera wi th  encoder device,  for  example)  
that  captu res  visual  i n formation ,  encodes  i t  d i g i tal l y,  compresses  i t  and  transmi ts  i t  over  
the  network to  other components.  

•  Vi deo  storage  component  

A componen t  (a  network vi deo  recorder,  for  example)  that  records  med ia  and  metadata 
received  from  a video  captu re  componen t  over  the  network,  to  a  s torage  med ium,  and  also  
enables  operator  to  search  and  retrieve  the  stored  data.  

•  Vi deo  d isplay component  

A componen t  (an  I P  network video  mon i tor,  for  example)  that  receives  med ia  data and  
metadata from  the  network,  and  presen ts  them.  

•  Vi deo  analysis  componen t 

A component  that  performs  analysis  on  l i ve  data received  from  video  captu re  componen t 
or on  recorded  data from  vi deo  storage  component.  

Each  component  can  perform  both  the  service  consumer and  service  provider depend ing  on  
i ts  capabi l i t ies.  The  video  d i splay and  analysis  component  can  be  regarded  as  the  service  
consumer of  vi deo  capture  and  storage  componen t.  Besides  the  service  exchanges  between  
these  components  wi th in  an  on -board  video  su rvei l lance/CCTV system,  the  system  also  
provides  i n terfaces  for o ther  external  system  such  as  TCMS,  OMTS and  g round  CCTV,  as  
wel l  as  user such  as  train  operator or  securi ty  organ ization .  For i nstance,  i t  commun icates  
wi th  TCMS for  obtain ing  t ime  and  l ocation ,  and  i t  enables  the  dri ver to  visual l y  detect  the  
passengers  and  securi ty staff  to  retrieve  the  recorded  data when  necessary.  Fi gure  2  shows  
the  typical  structure  of  an  on-board  video  survei l l ance/CCTV System  and  i n terface  wi th  other 
systems.  
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Figure  2  – Typical  structure of  on-board  video  survei l lance/CCTV  
system  and  in terface wi th  other systems 

5  Function  breakdown  structure 

5.1  General  

From  the  user’s  po in t  o f  vi ew,  the  function  of  on -board  vi deo  su rvei l lance/CCTV system  may 
main ly  i nclude:  

•  to  mon i tor  and  i nvestigate  the  operational  i ssues  

The  operational  i ssues  may i nclude  train  (or  devices  on  the  train )  fau l t,  track anomal ies,  
d ri ver behaviours,  pan tograph  fai lu re,  acciden ts,  etc.  Th is  function  brings  ou t  the  
s i gn i fi can t  safety  and  performance  benefi ts  and  can  be  used  to  assist  i n  determ in ing  the  
responsibi l i t i es ,  fau l t  preven tion ,  trouble-shooti ng  and  analysis .  

•  to  assist  the  dri ver du ri ng  the  train  d i spatch  

Th is  function  cou ld  he lp  the  d ri ver  to  determ ine  i f  there  i s  a  poten tial  ri sk of  accident  and  
to  respond  qu ickly  to  the  poten tial  acciden t,  such  as  persons  runn ing  to  the  trai n ,  en teri ng  
the  space  between  the  trai n  and  platform ,  trapped  by the  door or  ho ld ing  on  the  train  s i de.  

I n  add i ti on ,  th is  function  cou ld  be  associated  wi th  the  passenger alarm  ( i f  a  passenger 
alarm  re lated  system  exi sts) .  When  passenger alarm  i s  tri ggered ,  the  on -board  video  
su rvei l lance/CCTV system  cou ld  carry ou t  the  correspond ing  functions,  such  as  
au tomatical ly  d isplaying  and  record ing  accident  images.  

•  to  protect  the  safety  of  passenger and  organ ization  wel l -being  

To  mon i tor  the  area of  passenger compartment such  as  seating  area,  walkway,  en trances  
and  exi ts ,  th i s  function  cou ld  protect  against  the  th reats  to  the  wel l -being  of  passenger 
and  organ ization ,  and  be  usual l y  associated  wi th  the  passenger alarm  system.  

The  above  mentioned  functions  are  the  most  common  appl ication  and  are  not  exhausti ve.  The  
functi on  3  l i s ted  here  i s  more  re lated  to  the  securi ty pu rpose.  Based  on  the  appl i cation ,  a  
functi on  breakdown  of  the  on -board  vi deo  survei l l ance/CCTV system  i s  g iven  i n  Table  1 .  
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Table  1  – A function  breakdown  of  on-board  video  survei l lance/CCTV system 

1 st  l evel  function  2nd  l evel  funct ion  3 rd  l evel  function  

1  to  mon i tor  and  i nvesti gate  the  
operati onal  i ssues  

1 . 1  fron t-vi ew mon i tori ng :  l i ve  vi deos  
from  fron t-vi ew cameras  record i ng  the  
image  o f  fo rward  cond i t i on  of  the  trai n  
such  as  the  track,  s i gnal ,  l evel  
cross i ng ,  speed  l im i ts ,  e tc. ;  

1 . 1 . 1  to  captu re  vi deo  

1 . 1 . 2  to  record  vi deo  

1 . 1 . 3  to  retri eve  vi deo  

1 . 1 . 4  to  repl ay vi deo  

1 . 1 . 5  to  export  vi deo  

1 . 2  rear-vi ew mon i tori ng :  to  captu re  
and  record  the  l i ve  vi deos  from  rear  
cameras ,  i n cl ud i ng  p l atform  and  o ther  
rai l  i n frastructu res;  

The  same  as  above  

1 . 3  cab  i n teri or  mon i tori ng :  to  captu re  
and  record  the  d ri ver  behavi ou rs ,  
panel ,  the  ambien t  sound ,  e tc. ;  

The  same  as  above  

1 . 4  i n teri or  mon i tori ng :  to  mon i tor the  
s tatus  o f  trai n  or  on -board  devi ces ,  
for  example  cameras  on  the  roof  o f  
the  veh i cl e  for  mon i tori ng  the  
pan tog raph ,  especi al l y  the  con tact  
between  the  pan tog raph  and  the  
overhead  l i n e;  o r  cameras  for the  
special  on -board  devi ces  such  as  the  
converter cabi net;  

The  same  as  above  

2  to  ass i s t  the  d ri ver  fo r trai n  d i spatch  2 . 1  to  enabl e  the  d ri ver to  vi sual l y  
detect  persons  o r  passenger re l ated  
i tems  that  are  anywhere  wi th i n  the  
trai n  d i spatch  corri dor,  for  example,  
rear-vi ew m i rror  and  s i de  cameras  
betti ng  on  the  door for  ass i st i ng  
d ri ver  du ri ng  the  open i ng  and  the  
c l os i ng  o f  the  door;  

2 . 1 . 1  to  captu re  vi deo  

2 . 1 . 2  to  d i splay vi deo  

2 . 1 . 3  to  record  vi deo  

2 . 2  passenger a l arm  and  acci den t  
managemen t:  when  emergency al arm  
i s  t ri g gered ,  vi deo  from  the  speci fi ed  
cameras  wou l d  be  recorded  for  few 
seconds/m i nu tes  before  and  after  the  
al arm  for  o ffl i ne  anal ys i s  by  operators  
or  the  po l i ce;  and  d i spl ayed  to  the  
d ri vers  to  he lp  them  i n  the  al arm  
managemen t.  

The  same  as  above  

3  to  protect  the  safety  o f  passenger 
and  organ i zati on  wel l -bei ng  

3 . 1  to  have  the  vi sual  and  aud i o  
evi dence  i n to  passenger  
compartmen t;  

The  same  as  above  

3 . 2  passenger a l arm  and  acci den t  
managemen t  (see  2 . 2  above) .  

The  same  as  above  

NOTE  The  above  men ti oned  fu ncti ons  of  the  on -board  vi deo  su rve i l l ance/CCTV system  are  summari zed  from  the  
u ser’ s  po i n t  o f  v i ew and  some  functi ons  may be  m i ss i ng .  The  u ser  may choose  to  impl emen t  a  set  o f  the  functi ons  
based  on  the  ag reemen t  between  operators  and  provi ders .  

From  the  fu ncti on  breakdown  s tructu re,  i t  can  be  seen  that  there  are  a  number  o f  bas i c  fu ncti ons  at  3 rd  l evel  fo r 
impl emen ti ng  the  h i gher l eve l  fu nct i onal i ty.  A  3 rd  l evel  fu ncti on  cou l d  be  u sed  i n  d i fferen t  2nd  l eve l  functi on ,  for  
example,  to  captu re  vi deo  i s  u sed  i n  both  fron t  vi ew mon i tori ng  and  cab  mon i tori ng  fo r  d i fferen t  pu rpose,  bu t  they  
appl i es  the  same  scheme  and  i n terface  or  servi ce .  Meanwh i l e ,  fo r  a  certai n  fu ncti onal i ty  such  as  to  he l p  d ri ver  
du ri ng  trai n  d i spatch ,  bes i des  vi deo  captu re,  record  and  d i spl ay,  some  operators  cou l d  ask for  vi deo  anal ys i s  from  
the  devi ce .  Therefore ,  o ther  3 rd  l eve l  fu ncti on  cou l d  be  used  depend i ng  on  the  operator’ s  functi onal  requ i remen t.  I n  
o ther word ,  th i s  functi on  breakdown  table  on l y  shows  the  bas i c  functi ons  wh i ch  are  common l y u sed .  Each  functi on  
i s  ass i gned  from  the  correspond ing  componen t,  and  cou l d  be  performed  by one  or  several  devi ces  wh i ch  
phys i cal l y  make  up  the  on -board  vi deo  su rvei l l ance/CCTV system .  

 

Accord ing  to  the  functional  breakdown ,  an  on-board  video  su rvei l lance/CCTV system  can  be  
presen ted  as  functional  b locks  wh ich  portray the  various  parts  and  functions  of  the  system  for 
real i z ing  above-mentioned  functions  (see  Figure  3 ) .  
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NOTE  The  functi onal  b l ock o f  on -board  vi deo  su rvei l l ance/CCTV system  i n  th i s  speci fi cat i on  i s  bas i cal l y  i n  
accordance  wi th  I EC  62676-1 -1 : 201 3.  Th i s  speci fi cati on  replaces  the  concept  o f  image  hand l i ng  wh i ch  i s  g i ven  i n  
Fi g u re  1  o f  I EC  62676-1 -1 :201 3  by  u s i ng  more  detai l ed  functi on  cl ass i fi cat i on  o f  v i deo  envi ronmen t,  i ncl ud i ng  
record ,  d i spl ay,  anal ys i s ,  re tri eve,  export  and  repl ay,  wi thou t  be i ng  i n  con trad i ct i on  wi th  I EC  62676-1 -1 : 201 3 .  

Figure  3  – Function  blocks  of  an  on-board  video  survei l lance/CCTV system  

5.2  Video  envi ronment  

5.2.1  General  

The  enti t ies  consisti ng  of  the  on-board  video  su rvei l lance/CCTV system  devices  and  
i n terconnections  between  these  devices  can  be  described  as  video  envi ronment.  The  video  
envi ronment i s  fu rther d ivi ded  i n to  e igh t  functions:  

•  to  capture  video;  

•  to  record  vi deo;  

•  to  retrieve  video;  

•  to  export  video;  

•  to  replay video;  

•  to  d i splay video;  

•  to  analyse  video;  and  

•  to  manage  i n terconnection  ( transmission  of  med ia  and  con trol  s i gnals) .  

The  above-mentioned  functi ons  may reside  i n  various  hardware  or  software  componen ts  of  
the  system,  and  on ly  l og i cal l y  match  up  wi th  the  fou r componen ts  defi ned  i n  C lause  4,  rather 
than  necessari l y  always  mapping  to  separate  devices.  Th is  i s  because  several  functions  can  
be  performed  by a  s i ng le  device.  

5.2.2  To  capture  video  

The  purpose  of  vi deo  capture  i s  to  generate  an  image  and  aud io  of  the  i n terior  or  exterior  
scene  of  the  veh icle.  The  vi deo  captu re  component  captu res  the  image  of  scene,  encodes  and  
compresses  i t,  and  del i vers  i t  to  other componen ts  for  fu rther hand l i ng .  The  video  component  

IEC  
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produces  the  ou tpu t  image  data i n  d i g i tal  format  (such  as  I TU-T H .264)  to  faci l i tate  video  
d i splay,  analysis ,  record ,  etc.  

5.2.3  To  record  video 

The  function  stores  the  video  images  (as  wel l  as  aud io  or metadata)  received  from  video  
captu re  componen t  over a  network on  a  permanent  storage  medium  i n  a  speci fied  format  for 
l ater retrieval .  

5.2.4  To  retrieve  video  

Th is  function  enables  the  cl ien t  to  search  and  obtain  the  video  images  (as  wel l  as  aud io  or 
metadata)  of  i n terest  s tored  on  the  storage  medium.  There  are  many ways  to  retri eve  the  data 
such  as  to  replace  and  convey the  storage  med ium  to  g round  faci l i ty,  or  down load  the  video  
sequence  th rough  wi reless.  The  method  of  vi deo  retri eve  i s  not  d i scussed  i n  th is  speci fi cation .  

5.2.5  To  export  video  

A sing le  image  or  video  sequence  cou ld  be  exported  from  the  storage  med ium  of  the  system  
to  a  su i table  d i g i tal  s torage  med ium  for l ater replay or  analysis .  

5.2.6  To  replay video 

To  replay video  provides  a  mechan ism  for  p layback of  the  stored  and  retrieved  video,  aud io  
and  metadata,  wh ich  may also  be  used  to  down load  the  data from  storage  med ium  for  data 
export.  

5.2.7 To  d isplay video  

Video  i n formation  can  be  viewed  i n  the  form  of  e i ther image  or  video  on  mon i tor  screens.  
Video  d i splay component  receives  the  video  i n formation ,  decodes  i t  and  presen ts  i t .  One  or 
several  vi deo  images  may be  d isplayed  s imu l taneously.  Add i t i onal l y,  video  d i splay componen t 
may also  enable  the  aud io  data and  metadata to  be  presen ted .  

5.2.8  To  analyse video  

Th is  function  enables  to  extract  i n formation  from  the  l i ve  or  recorded  vi deo  data for  image  
analysis .  I n  add i ti on  to  the  video  image,  the  analysis  function  also  uses  other data as  i npu ts,  
for  example  aud io  stream,  and  metadata.  

Analysis  cou ld  be  u ti l i zed  for  several  purposes,  such  as:  

•  proving  the  i n tegri ty  of  the  system  (e. g .  camera posi ti on ) ;  

•  i n terpreting  the  captu red  scene  (e. g .  alarm ing  areas  i ncurs ion) ;  

•  analysing  the  l i ve  video  to  generate  an  even t  or  an  alarm  (e. g .  arc  d ischarge  of  
pan tograph  or smoke  detection ) ;  

•  provid ing  a  decis ion  aid ;  and  

•  functional  performance  evaluation .  

5.2.9  Manage in terconnection  

I n terconnection  enables  al l  med ia and  con tro l  data s i gnals  to  be  exchanged  wi th in  
componen ts  of  on-board  video  su rvei l lance/CCTV system,  between  subsystems  of  OMTS as  
wel l  as  between  other  systems  on  the  train .  The  i n terconnection  i s  not  on ly  ded icated  to  
OMTS,  namely,  shared  wi th  other systems.  
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5.3  System  management  

5.3.1  General  

The  system  management  of  an  on -board  video  survei l lance/CCTV system  consists  of  two  
l og ical  functions,  as  defined  i n  I EC  62676-1 -1 :  

•  acti vi ty  and  data management  that  captu res,  transmi ts,  s tores  and  presen ts  video  images,  
aud io  or  metadata.  Th is  al so  hand les  the  operator  commands  and  system-generated  
acti vi ti es,  for  example  alarm  procedures  and  alerti ng  of  operators;  and  

•  i n terfaces  that  connect  the  on -board  vi deo  su rvei l lance/CCTV system  to  other systems.  

5.3.2  Data  management  

The  on-board  video  su rvei l lance/CCTV system  manages  the  video  data,  i nclud ing  data 
captu ring ,  transmission ,  s torage,  d i splay and  etc.  The  system  may also  generate  and  hand le  
metadata,  wh ich  cou ld  be  classi fied  i n to:  

•  data that  i s  l i nked  to  the  video  data.  I t  can  be  acqu i red  from  other systems  wi th in  train  
commun ication  network or generated  by the  system  i tsel f  (e. g .  t ime  stamps,  veh icle  
i n formation ,  trai n  l ocation ) ;  

•  system  data,  such  as  system  operational  cond i tion ,  s torage  med ia  usage  and  device  
status.  

I n  add i ti on ,  l og  fi l es  that  record  system  acti vi ti es ,  operati onal  and  main tenance  i n formation  
may be  generated ,  s tored  and  managed  by the  system.  

5.3.3  Activi ty management  

Acti vi ty  management  comprises  al l  the  acti vi ti es  d ri ven  by  even ts  and  any user actions.  The  
acti vi ty  management  i ncludes  system  con figu rati on ,  system  con tro l ,  post  even t  analysis  and  
other  acti vi ties  started  by the  operator,  i nclud ing  i n ternal  acti vi ti es  (e . g .  data backup and  
export,  au to  record ing )  as  wel l  as  noti fi cati on  of  external  system.  

5.3.4  In terfaces  management  

The  on-board  video  su rvei l l ance/CCTV system  may i n terface  to  other  system,  for  example  

•  TCMS (e. g .  smog  alarm,  over-heat  alarm ,  emergency door open  and  emergency brake,  
trai n  l ocation  and  t ime  synchron ization) ;  

•  P IS  (e . g .  passenger tri ggering  alarm) ;  

•  train  operator/main tainer system  (e. g .  f i rmware  upgrade,  device  status  check,  data 
retrieval ) ;  and  

•  g round  CCTV faci l i t i es  (e . g .  wayside  cameras  on  the  platform) .  

The  i n terfaces  between  the  systems  cou ld  manage  data commun ication ,  mu tual  system  
con tro l ,  common  databases  and  common  user i n terfaces.  

5.4  System  securi ty 

5.4.1  General  

As  defined  i n  I EC  62676-1 -1 ,  the  pu rpose  of  system  securi ty  function  i s  to  al ter  any fai lu res  of  
system  and  prevent  the  external  i n terference,  consisting  of  system  i n tegri ty  and  data i n tegri ty.  
System  i n tegri ty  comprises  physical  protection  of  al l  system  componen ts  as  wel l  as  
i n terconnection  between  them,  and  con trol  of  physical  and  l og ical  access  to  the  system.  Data  
i n tegri ty  covers  l og ical  access  to  the  data and  preven tion  of  l oss  and  man ipu lati on  of  the  data.  
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5.4.2  System  integri ty 

Accord ing  to  I EC  62676-1 -1 ,  system  i n tegri ty  consists  of  th ree  parts:  

•  detection  of  fai lu res  of  componen ts,  software  and  i n terconnections;  

•  protection  against  tampering ;  

•  protection  against  unau thori zed  access  to  the  system.  

5.4.3  Data  integri ty 

Accord ing  to  I EC  62676-1 -1 ,  data i n tegri ty covers  several  importan t  i tems:  

•  data i den ti f i cation  (ensuring  accurate  i den ti fi cation  of  data source,  t ime,  trai n  l ocation ,  
veh icle  i n formation  etc. ) ;  

•  data au then tication  (preven tion  of  mod i fi cation ,  de letion  or  i nserti on  of  data) ;  

•  data protection  (preven tion  of  unau thorised  access  to  the  data) .  

6 Requirements  

6.1  Video  environment  requ irement  

6. 1 .1  To  capture  video  

6. 1 .1 .1  General  

The  captured  image  shal l  con tains  the  su ffi cien t  i n formation  and  qual i ty  to  fu l f i l  the  customer’s  
requ i rement for  fu rther hand l ing  by other componen ts  of  the  on -board  video  
su rvei l lance/CCTV system  or au thorized  external  system.  I n  add i ti on ,  the  ou tpu t  image  data 
from  video  captu re  componen t  shal l  on l y  be  d ig i tal  format  (see  ITU -T H .264) ,  and  the  
compression  and  encod ing  of  the  captured  images  shal l  be  stri ctl y  speci fied  based  on  the  
existi ng  s tandards  for  i n teroperabi l i ty  of  fu rther hand l ing  such  as  d i splay,  s torage,  and  
especial l y  export.  

6.1 .1 .2  Capturing ,  compressing  and  encoding  

The  compression  and  encod ing  of  video  and  aud io  shou ld  comply wi th  the  fo l lowing  
prescription :  

•  Vi deo  compression  shou ld  be  compl ian t  wi th  ITU-T H .264/MPEG4-AVC as  defined  i n  I TU -
T H .264  and  ISO/IEC  1 4496-1 0,  or  JPEG  as  defined  i n  I TU-T T.83  and  ISO/IEC  1 091 8-1 ,  
or  MPEG-4  Vi sual  as  defi ned  i n  I SO 1 4496-2;  

•  The  profi l e  used  shou ld  be  e i ther Constrained  Basel i ne,  Basel ine,  Main ,  or  H igh ,  and  the  
l evel  shou ld  have  a  maximum  value  of  4. 0  (al l  l evels  below 4. 0  are  accord ing ly  al l owed) ;  

•  I t  shou ld  be  possible  to  associate  to  each  video  frame  i ts  absolu te  captu re  time  (wi th  an  
accuracy better than  one  video  frame  and  i n  any case  better than  1 00  ms  referred  to  UTC 
i f  system  i s  for  societal  securi ty  pu rpose) .  I nd i vidual  data streams  on ly  (video,  aud io  and  
metadata)  shou ld  be  used ;  

•  Aud io  shou ld  be  encoded  ei ther as  per ITU-T G . 71 1  Law A as  defined  i n  I TU-T G .71 1  or  
per  MPEG4-AAC i n  Low Complexi ty  Profi l e  (AAC-LC)  as  defined  i n  I SO/IEC  1 4496-1 4.  

The  above  i n ternational  s tandards  are  acceptable  bu t  not  exclusive  considering  the  fu tu re  
techn ical  development  (such  as  ITU-T H .265) .  

6.1 . 1 .3  Streaming  

After being  captu red  and  encoded ,  the  video  or  aud io  data needs  to  be  packed  and  del i vered  
to  other componen ts  of  the  on -board  vi deo  su rvei l lance/CCTV system  or external  device.  The  
vi deo  captu re  componen t  shal l  comply to  the  general  vi deo  streaming  and  stream  contro l  
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requ i rements  of  C lause  7  and  C lause  8  of  IEC  62676-1 -2:201 3  and  to  the  requ i rements  of  
6 . 4.3 .3 .  

6.1 .1 .4  Performance 

The  captured  images  of  the  area of  i n terest  shal l  have  su ffi cien t  accuracy and  detai l  to  enable  
users  to  extract  appropriate  i n formation  to  meet  image  hand l i ng  requ i rement,  for  example  
presen tation  and  record ing .  The  image  qual i ty  requ i rements  shou ld  be  i n  accordance  wi th  6 . 5  
of  I EC  62676-1 -1 :201 3.  

The  performance  of  vi deo  captu re  concern ing  vi deo  frame rate  ( fps) ,  resolu tion  (pixel )  and  
latency t ime  (ms)  shou ld  be  considered .  D i fferen t  objecti ves  cou ld  have  various  requ i rements  
on  performance  of  video  captu ring .  The  recommendations  of  performance  on  captu ring  video  
are  g i ven  i n  th is  speci fi cation  i nstead  of  s trict  requ i rement.  I t  i s  recommended  that  a  m in imum  
25  fps  shou ld  be  appl ied  where  the  ou tpu t  resolu tion  i s  4  CIF  or  below,  and  at  l east  1 5  fps  
shou ld  be  used  for  h i gher resolu ti on .  For example,  for  con ti nuous  forward-facing  video  of  the  
veh icle,  video  from  passenger area or  area con tain ing  any form  of  emergency cal l ,  vi deo  
source  shou ld  be  up  to  HD,  and  at  l east  1 5  fps  i s  expected .  On  the  con trary,  re lati ve  low 
resolu tion  can  be  acceptable  for  m inor pu rpose  of  mon i toring  such  as  l i ve  videos  from  rear  
cameras  helping  the  dri ver du ring  normal  manoeuvri ng .  

The  function  of  captu ri ng  video  shou ld  also  enable  the  operator to  set  the  qual i ty  of  each  data 
stream  accord ing  to  the  requ i rement  by provid ing  an  i n terface  for  con trol l i ng  the  captu ring  
parameters.  For example,  a  captu ring  device  can  provide  two  type  of  vi deo  streams  from  one  
source  s imu l taneously,  for  video  d isplay and  storage  respecti vely.  I n  order to  real i ze  i t,  the  
imag ing  setting  and  med ia  setti ng  i n terfaces  shou ld  be  provided .  

The  imag ing  setting  provides  operati ons  used  to  con tro l  and  con figu re  imag ing  on  a  video  
captu ring  componen t.  The  parameters  such  as  back l i gh t  compensation ,  brigh tness,  
sharpness,  co lour  satu ration ,  con trast,  exposure,  focus,  IR  cu t  fi l ter  and  wh i te  balance  are  
suggested  to  be  con figu red .  

The  med ia  setti ng  i s  used  to  con figu re  the  device  med ia  streaming  properti es.  For  the  video  
stream,  video  resolu tion ,  frame  rate  and  bi t  rate,  compressing  and  encod ing  al gori thms  are  
recommended  to  be  con fi gu red .  The  aud io  encod ing  format,  aud io  sampl ing  rate  and  
snapshot  setti ng  also  shou ld  be  changed  th rough  th i s  i n terface.  

6.1 .2  To  record  video 

6.1 .2.1  General  

To  record  video  enables  a  cl i en t  to  receive  the  med ia  data or  metadata from  data sources,  to  
create  or delete  the  record ings,  and  to  con figu re  the  transfer of  data from  source  to  video  
storage  componen t  con tinuously  du ring  the  train  operation .  The  data cou ld  be  stored  on  
a  variety  of  memory devices,  such  as  an ti -vibration  hard  dri ves  or  so l i d  s tate  memory wh ich  
are  robust  and  scalable.  

The  record ing  of  video  images  shou ld  not  be  i n fl uenced  by any l i ve  image  d isplay and  
requests  or by  image  backup and  export  from  operation  of  the  system  i tsel f  as  wel l  as  by the  
operati on  or  fai lu re  of  other connected  systems.  

The  record ing  shal l  be  i n  d i g i tal  format.  I n  th is  speci fi cation ,  i t  i s  not  necessary to  defi ne  the  
speci fied  record ing  format  (such  as  MP4 fi le)  i n  s torage  med ium.  To  record  the  vi deo,  th is  
functi on  shou ld  provide  the  i n terface  for  con figu ration ,  such  as:  

•  n umber of  vi deo  i npu t  channels  being  recorded;  

•  resolu tion  and  s ize  of  s tored  images;  

•  maximum  frame  per stream;  
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•  maximum  bi trate  per  storage  device  and  per stream;  

•  maximum  con tinuous  record ing  t ime.  

I f  a  constan t  frame rate  i s  speci fi ed ,  the  sequences  of  p ictu res  shal l  provide  images  at  
equ id i stan t  i n tervals.  

6.1 .2.2  Metadata  

Besides  the  med ium  data,  metadata associated  wi th  the  train  shal l  be  added  i n to  record ing .  
The  i n formation  source  cou ld  be  componen ts  of  the  on-board  video  survei l lance/CCTV system  
i tsel f  (e . g .  sensor i n formation  from  camera)  or au thorized  external  system  from  the  train  
commun ication  network (e . g .  train  i n formation  from  TCMS) .  

I f  the  on-board  vi deo  Survei l lance/CCTV system  i s  designed  for  societal  securi ty  purpose,  i t  
shou ld  comply wi th  the  metadata requ i rement  defined  i n  I SO 2231 1 .  When  metadata  
requ i rement defi ned  i n  I SO 2231 1  i s  appl ied ,  the  fo l lowing  metadata i tems  concern ing  source  
i n formation  are  mandatory:  

•  codec name and  profi l e ;  

•  name  of  the  con tainer;  

•  vi deo  resolu tion ;  

•  vi deo  frame rate  ( fps) ;  

•  t ime  and  date  of  the  record ;  

•  t ime  and  date  of  the  camera.  

Other dynamic  metadata concern ing  even t,  i nclud ing  even t  t ime  and  description ,  shou ld  al so  
be  provided ,  such  as  smog  alarm,  d ri ver alarm  and  passage  alarm .  

Besides  the  above-mentioned  metadata,  the  fo l l owing  con ten t  abou t  the  train  are  strong ly  
suggested  to  be  provided :  

•  trai n  l ocation  (such  as  l ong i tude  and  lati tude) ;  

•  trai n  number;  

•  trai n  consist  name;  

•  s tation  name;  

•  veh icle  ID ;  

•  d ri ver ID .  

The  metadata con tained  wi th in  the  on-board  vi deo  su rvei l lance/CCTV system  shal l ,  as  a  
m in imum,  perm i t  a  t ime  stamp (associate  to  each  frame  i ts  absolu te  captu re  t ime)  and  camera 
i den ti fi er  to  be  superposed  on  the  image.  

The  t ime  stamps  of  on-board  vi deo  su rvei l lance/CCTV system  shal l  on ly  be  determ ined  by 
clock source  on  the  train  i n  accordance  wi th  6 . 4. 2. 1 .  

6.1 .2.3  Record ing  

The  function  shal l  be  capable  of  au tomatical l y  de leti ng  images  once  they have  been  stored  for  
the  set  maximum  period  of  t ime.  Recorded  images  marked  as  protected  from  being  deleted  
may be  stored  for  a  l onger period  of  t ime.  The  maximum  storage  time  al l owable  by the  
appl icable  national  l eg is lation  shou ld  not  be  exceeded .  I n  add i ti on ,  the  function  shou ld  offer 
i n formation  abou t  the  image  storage  usage  i n  capaci ty and  record ing  t ime  as  wel l  as  
remain ing  storage  capaci ty.  When  capaci ty i s  runn ing  low,  the  function  shou ld  be  capable  of  
i nd icating .  
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When  applying  the  au tomatic  segmentation  record ing  method  i n  wh ich  streaming  med ia cou ld  
be  stored  by segments,  the  i n terval  between  two  record ing  segments  shou ld  be  con tinuous.  

6.1 .2.4  Encryption  

The  images  shou ld  not  be  encrypted  i n  case  i t  delays  and  preven ts  leg i t imate  access  to  video  
evidence.  The  data format  may con tain  checksums  or  other  methods  for  ensu ring  that  
changes  to  the  data may be  detected  bu t,  where  used ,  they shal l  not  al ter  the  compressed  
image  i n formation .  

6.1 .3  To  retrieve  and  export  video  

To  retri eve  and  export  vi deo  enables  the  au thori zed  user to  f i nd  data of  i n terest  wi th in  a  set  o f  
record ings  on  a  storage  device  and  to  dupl icate  data from  the  ori g inal  s torage  device  to  the  
targeted  device  for  fu rther  i nvestigation .  Besides  video,  th is  function  shou ld  al so  enable  the  
sti l l  image,  aud io  and  metadata to  be  exported  where  appl icable.  

The  primary expectation  of  exported  data i s  that  they can  be  i den ti fi ed ,  replayed  and  analysed  
i n  a  s tandard  format.  When  the  pu rpose  of  system  i s  re lated  to  societal  securi ty,  image  export  
shou ld  be  i n  compl iance  wi th  I SO 2231 1  to  ach ieve  export  i n teroperabi l i ty us ing  the  common  
ou tpu t  f i l e  format.  The  export  f i l e  cou ld  be  se l f-con tained  Aud io-Video  Packages  as  defi ned  i n  
ISO 2231 1 ,  wh ich  contains  al l  i n formation  associated  wi th  images  wi thou t  requ i ri ng  accessing  
to  source  system.  

The  standard  format  and  con tainer cou ld  al so  be  used  for  video  export  when  system  i s  
appl i ed  for  general  purpose,  for  example,  exporting  the  recorded  video  of  trai n  pan tograph .  
The  fo l lowing  con tainers  are  recommended  to  be  appl i ed :  

•  MP4 (see  ISO/IEC  1 4496-1 4) ;  

•  MPEG-A (see  ISO/IEC  23000-1 0) ;  

•  JPEG  Basel ine  (see  I SO/IEC  1 091 8-1  and  ITU-T T. 81 )  for  s t i l l  image  wh ich  i s  s tored  and  
wi l l  be  exported .  

The  export  method  of  system  ( through  removable  storage  med ium  or wi re less  transmission )  
shou ld  be  appropriate  to  the  capaci ty  of  the  system  and  i ts  expected  use,  and  i s  not  
d i scussed  i n  th i s  speci fi cation .  Whatever export  method  i s  appl ied ,  orig inal  record ing  shal l  not  
be  i n fluenced.  Other functional i t i es  shal l  not  be  i n fl uenced  du ring  data export.  I n  add i ti on ,  
data exported  from  a  recorder shal l  have  no  loss  of  i nd ivi dual  frame  qual i ty,  change  of  frame  
rate  or  aud io  qual i ty.  There  shou ld  be  no  dupl ication  or  l oss  of  frames  i n  the  export  process.  

The  functi on  of  retri eving  and  exporti ng  video  shou ld  be  able  to  offer  the  se lection  of  t ime  
range  and  image  source  to  be  searched ,  and  exported .  Other i n formation  such  as  veh icle  ID ,  
trai n  No. ,  d ri ver  ID ,  train  l ocation  and  even t  can  be  used  as  se lection  cond i ti on  for  record  
search .  

Du ri ng  the  export,  an  estimated  t ime  to  complete  the  export  o f  the  requested  data shou ld  be  
d isplayed.  The  software  appl i cation  needed  to  replay the  exported  images  shou ld  be  i ncluded  
on  the  storage  med ia used  for  replaying  the  too l  offeri ng ,  o therwise  viewing  by au thori zed  
th i rd  parties  can  be  h i ndered .  Each  export  operation  shou ld  be  recorded  i n  system  l og .  

6.1 .4  To  replay video 

The  export  data of  s tandard  format  shou ld  be  replayed  using  non -proprietary player.  I f  
metadata wh ich  i s  associated  wi th  vi deo  data needs  to  be  played ,  the  special i zed  played  
shou ld  al so  be  offered .  The  replay shou ld :  

•  have  variable  speed  con trol ,  i nclud ing  real  t ime  play,  s top,  pause,  fast  forward ,  rewind ,  
and  frame-by-frame  forward  and  reverse  viewing ;  
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•  d i splay s ing le  and  mu l tiple  cameras  and  main tain  aspect  ratio ,  i . e.  the  same re lati ve  
heigh t  and  wid th ;  

•  d i splay a  s i ng le  camera at  the  maximum  recorded  resolu tion ;  

•  zoom  the  i nd ividual  camera view;  

•  perm i t  the  record ings  from  each  camera to  be  searched  by t ime  and  date,  or other 
i n formation  such  as  train  number or train  l ocation  accord ing  to  recorded  metadata;  

•  a l l ow saving  (e. g .  b i tmap or  JPEG)  of  s ti l l  images  wi th  t ime  and  date  of  record ing ;  

•  a l l ow for  t ime  synchron ized  mu l ti -screen  replay;  

•  a l l ow for  t ime  synchron ized  swi tch ing  between  cameras  upon  replay;  

•  a l l ow replay of  associated  aud io  and  other metadata;  

•  be  able  to  export  the  image  sequences  i n  a  s tandard  format  (see  6 . 1 . 3)  at  an  equ ivalen t  
qual i ty  to  the  orig inal  and  sti l l  d i splaying  t ime  and  date  i n formation  wi th  no  s i gn i fi cant  
i ncrease  i n  fi l e  s i ze;  

•  c learl y  show the  t ime  and  date,  and  any other i n formation  associated  wi th  each  d isplayed  
image,  wi thou t  obscuring  the  image.  

6.1 .5  To  d isplay video  

Th is  function  i s  optional .  I f  the  on-board  video  su rvei l lance/CCTV system  i s  equ ipped  wi th  the  
vi deo  d isplay component,  i t  shal l  provide  th is  functi on  for  au thori zed  user to  contro l  and  
con fi gure  the  d i splay device,  and  to  explore  al l  functi onal i ti es.  

To  d i splay video  shou ld  

•  cover l i ve  image  from  al l  mon i toring  po in ts  for  the  dri ver or  the  on -board  crew to  check;  

•  be  capable  of  supporti ng  mu l tiple  d i splays  wh ich  enables  the  viewing  of  more  than  one  
image  source  on  the  screen  s imu l taneously;  

•  provide  the  i n terface  for user to  select  the  d isplay mode,  i nclud ing  po l l  mode  wh ich  wi l l  
au tomatical ly  presen t  one  image  or mu l tiple  images  i n  a  g i ven  order,  and  manual  mode  
wh ich  enables  user  to  view the  speci fi c  image  manual l y;  

•  swi tch  d isplay to  the  image  wh ich  con tains  the  scene  of  acciden t  au tomatical ly  and  
immediately,  i n  case  of  accident  such  as  smog ,  over-heat or passenger emergency cal l .  I t  
i s  preferred  that  even t  mark i s  superimposed  on  the  image.  

When  d isplaying  images,  whether the  en ti re  image  sou rce  or  a  part  o f  i t,  the  proporti ons  of  
the  d isplayed  image  shou ld  be  the  same as  i n  the  ori g inal  image  source.  Any superimposed  
i n formation ,  for  example  t imestamps,  train  i n formation  or alarm ing  i n formation ,  produced  by 
the  system  shou ld  not  affect  the  image  i tse l f.  

6.1 .6  To  analyse video  

Th is  functi on  i s  al so  optional .  The  on -board  vi deo  survei l lance/CCTV system  exposes  the  
functional i ty of  vi deo  analysis  th rough  a  number of  services  for  d i fferen t  pu rposes.  The  i npu t  
of  video  analysis  componen t  cou ld  be  l i ve  data from  an  I P  streaming  device  or  recorded  data 
from  storage  device.  Therefore,  the  format  of  i npu t  data shou ld  be  compl ian t  wi th  6 . 1 . 1  and  
6. 1 . 3 .  

I n  add i tion ,  any superimposed  i n formation  produced  by the  system  i tsel f  or  other systems  
shal l  be  processed  as  metadata.  I t  shal l  not  affect  the  image  i tsel f  and  the  requ i rement of  
data and  image  i n tegri ty  e i ther  (see  6 . 3 . 3) .  On ly  a  pri vacy mask that  b locks  ou t  sensi ti ve  
areas  from  the  view i s  al l owed  to  affect  the  area of  i n terest  of  an  image  for  pri vacy reasons.  
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6.1 .7  Manage in terconnection  

I n  order  to  faci l i tate  data commun ication ,  the  devices  of  the  on -board  video  
su rvei l lance/CCTV system  are  connected  to  the  on -board  mu l timed ia network,  and  
commun icate  wi th  the  operational  network th rough  a  gateway.  Figu re  4  shows  a  possible  on-
board  video  su rvei l lance/CCTV system  topology.  

 

NOTE  The  trai n  commun icati on  network arch i tectu re  for  bo th  the  operati onal  servi ce  and  comfort  servi ce  may 
re ference  to  4 . 2 . 2  o f  the  I EC  61 375-2-3 :201 5 .  

Figure  4  – On-board  video  survei l lance/CCTV System  topology 

The  requ i rement  of  the  Ethernet  i n terfaces,  i nclud ing  the  physical  layer,  the  data l i nk l ayer,  
the  network l ayer,  the  transport  layer  and  the  appl ication  l ayer shal l  be  i n  accordance  wi th  the  
speci fi cations  of  end  devices  i n  I EC  61 375-2-5  or I EC  61 375-3-4  for  commun icati on  between  
and  wi th i n  consists,  as  wel l  as  IEC  61 375-2-6  for  on-board  to  g round  commun ication  
respecti vely.  The  appl i cati on  l ayer for  the  stream  data transmission  i s  speci fi ed  i n  6 . 4.  

For i n ternational  trai ns,  where  several  consi sts  belong ing  to  d i fferen t  operators  are  
associated  i n  a  s ing le  convoy for  a  g i ven  m ission ,  devices  of  the  on-board  vi deo  
su rvei l lance/CCTV system  need  to  commun icate  wi th  each  other across  d i fferen t  consists.  
When  train  con figu rati on  changes  du ri ng  the  coupl ing  and  decoupl ing  process,  these  devices  
shou ld  also  be  able  to  commun icate  wi thou t  requ i ring  human  i n terven tions.  

Image  streams  sharing  common  i n terconnection  shal l  be  designed  and  con figured  i n  a  way 
that  they do  not  adversely affect  each  other and  any message  transferred  i n  normal  operati on  
mode.  I f  an  on -board  video  survei l lance/CCTV system  i s  designed  and  con figu red  i n  a  way 
that  a  s ing le  or  mu l tiple  operators  can  request  video  images  via  common  i n terconnections,  the  
design  of  the  system  shal l  ensure  su ffi cien t  capaci ty  to  hand le  the  an ti cipated  streaming  
traffi c  i n  the  system.  Th is  may be  ach ieved  by con fi guring  the  maximum  th roughpu t  of  image  
streams  on  the  system.  

IEC  
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6.2  System  management  requ irement  

6.2.1  Activi ty and  data  management  

6.2.1 .1  General  

As  defined  i n  I EC  62676-1 -1 ,  the  on -board  vi deo  su rvei l l ance/CCTV shal l  clearl y  d i sti ngu ish  
between  user’s  requested  data and  even t-dri ven  data.  Alarm  data may be  g i ven  h i gher priori ty  
over con ti nuously  d isplayed  data.  

6.2.1 .2  Status  of  system  functions 

I n formation  abou t  the  status  of  the  essen tial  functions  and  devices,  at  l east  i nclud ing  video  
captu re  (e . g .  s tatus  of  the  aud io  and  video  device)  and  vi deo  storage  (e. g .  remain ing  storage  
space,  total  s torage  space) ,  shou ld  be  offered  th rough  th i s  function .  

6.2.1 .3  Events  and  event-driven  activi t ies  

I f  the  on -board  video  su rvei l lance/CCTV system  i s  designed  to  hand le  event-dri ven  acti vi ti es,  
the  requ i rements  defined  i n  6 . 2 .2 .3  of  I EC  62676-1 -1 :201 3  shou ld  be  appl i ed .  

The  on-board  vi deo  su rvei l lance/CCTV system  shou ld  offer  means  to  i nd icate  an  alarm  
vi sual l y  and  aud ibly  i n  order  to  get  the  trai n  operator’s  atten tion .  

The  on -board  video  survei l lance/CCTV system  shou ld  offer  the  function  to  acknowledge  
alarms.  I f  an  alarm  i s  tri ggered ,  alarm  re lated  i n formation  shou ld  be  d isplayed.  The  
i n formation  presen ted  for  each  alarm  message  shou ld  i nclude:  

•  the  orig in  or  source  of  the  alarm;  

•  the  type  of  the  alarm;  

•  the  time  and  date  of  the  alarm .  

6.2.1 .4  System  log  

Accurate  and  complete  system  logs  are  strong ly  recommended  to  be  generated  th rough  th is  
function  and  main tained  for  a  defi ned  period  of  t ime.  The  requ i rements  of  l og  shou ld  comply 
wi th  6 . 2 .2 .4  of  I EC  62676-1 -1 :201 3.  

The  i tems  of  l og  wh ich  shou ld  be  recorded  cou ld  vary accord ing  to  d i fferen t  purposes.  I f  the  
on -board  vi deo  survei l lance/CCTV system  i s  appl ied  for  societal  securi ty  purpose,  the  
requ i rements  for  system  of  securi ty  g rades  3  and  4  as  defined  i n  I EC  62676-1 -1  are  
recommended .  

6.2.2  In terfacing  to  other systems 

The  on-board  video  survei l l ance/CCTV may i n terface  to  TCMS or other OMTS,  consuming  the  
external  service  such  as  t im ing  and  trai n  i n formation ,  wh ich  cou ld  be  defined  i n  
I EC  TS  61 375-2-4  and  other parts  of  the  IEC  62580  series.  

Th is  appl ies  d i rectly,  when  several  complying  systems  from  d i fferen t  owners  are  i n terfaced  
together,  and  consisten t  i n formation  shal l  be  provided .  

Al l  system  securi ty requ i rements  as  defined  i n  6 . 3  shal l  be  fu l fi l l ed  even  i n  the  case  where  the  
on -board  vi deo  su rvei l lance/CCTV system  i s  accessed  or  con tro l l ed  by the  other system.  The  
other  system  shal l  be  seen  as  a  system  user wi th  defi ned  access  ri gh ts  wh ich  can  be  seen  i n  
6 . 3 .2 .3 . 2.  Access  level  shal l  not  g i ve  unau thori sed  access  to  the  on-board  video  
su rvei l lance/CCTV system  and  vi ce  versa.  
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6.3  System  securi ty requ irement  

6.3.1  General  

The  securi ty of  the  on -board  video  su rvei l lance/CCTV system  consists  of  system  in tegri ty and  
data i n tegri ty.  System  in tegri ty  i ncludes  physical  securi ty  of  al l  system  componen ts  and  
con tro l  o f  access  to  the  system.  Data i n tegri ty  i ncludes  preven tion  of  l oss  and  man ipu lation  of  
data before  clearance.  

6.3.2  System  integri ty 

6.3.2.1  Detection  of  fai lures  

6.3.2.1 . 1  Fai lures  noti fication  

The  fai l u re  of  system  functional i ty  or devices  shou ld  be  noti fied  at  any t ime  du ring  train  
operation ,  new user l ogs  i n  and  system  restarts.  

The  i n formation  to  be  presen ted  shou ld  i nclude:  

•  t ime  and  date;  

•  o ri g i n  and  type  of  fai lu re.  

6.3.2.1 .2  Moni toring  of  power supply 

For the  on-board  video  su rvei l lance/CCTV system  designed  for  societal  securi ty  purpose,  
power suppl ies  to  the  system  shou ld  be  mon i tored  and  i nd icated .  The  system  shou ld  attempt 
to  resume  normal  operati on  after  recovering  from  power loss.  

The  on-board  video  su rvei l lance/CCTV system  shou ld  not  l ose  data when  power i s  swi tched  
off.  Images  shou ld  not  be  held  i n  a  bu ffer  for  l onger than  5  s  wi thou t  being  wri tten  i n to  the  
storage  med ium.  

6.3.2.1 .3  Moni toring  of  system  functions  and  components 

The  on-board  video  survei l l ance/CCTV system  shou ld  manage  device  fai l u re  by i nd icating  any 
fai l u re  of  the  essen tial  functi ons.  The  requ i rement  for  system  of  securi ty  g rades  3  and  4  as  
defi ned  i n  I EC  62676-1 -1  i s  recommended .  

6.3.2.1 .4  Moni toring  of  in terconnection  

I n terconnections  between  system  componen ts  of  the  on -board  video  survei l l ance/CCTV 
system  shou ld  be  mon i tored .  Mon i toring  may take  the  form  of  l i s ten ing  for  jamming  when  a  
video  transmission  device  commun icates  via  sharing  i n terconnections  wi th  other devices  or  
other  appl i cations.  The  requ i rement  for  system  of  secu ri ty  g rades  3  and  4  as  defi ned  i n  
IEC  62676-1 -1  i s  recommended.  

6.3.2.2  Tamper protection  and  detection  

The  on-board  vi deo  su rvei l lance/CCTV system  shou ld  be  protected  against  tamper.  The  
system  shou ld  detect  vi deo  l oss,  de l iberately  obscuring  or  b l i nd ing  of  image  captu ring  device  
range,  and  substi tu tion  of  image  data source.  A temper cond i ti on  shou ld  be  set  and  an  alarm  
shou ld  be  generated  i f  a  temper i s  detected ,  meanwh i le  an  alarm  shou ld  be  l ogged .  

6.3.2.3  Protection  against  unauthorized  access 

6.3.2.3.1  General  

Access  to  operation  and  data of  the  on -board  video  survei l l ance/CCTV system  shou ld  be  
governed  by an  au thorisation  scheme.  The  party  accessing  to  operation  and  data can  be  
e i ther an  operator  or  o ther external  system.  
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6.3.2.3.2  Access  level  

The  accessing  l evel  o f  on -board  video  su rvei l lance/CCTV system  i ncludes  th ree  categories:  
the  operator,  the  system  admin istrator and  the  service  personnel  or  manu factu rer.  

•  Operator  l evel  

Operator  i s  an  au thorized  user  who  operates  the  system,  wh ich  cou ld  be  e i ther operati ng  
personnel  or external  system.  

Operator  can  access  to  the  basic  functi ons  of  the  system  includ ing  video  d isplay,  reply 
and  down load ,  wi thou t  chang ing  the  con fi gu ration  of  system.  

Access  to  the  user  accessible  functi ons  shal l  be  restricted  by means  of  key,  password ,  
code  or  s im i lar access- l im i t ing  means  or  device.  

•  System  admin istrator  l evel  

System  admin istrator  can  access  to  the  functi on  wh ich  cou ld  affect  the  con figu ration  of  the  
system.  

Access  to  the  adm in istrator  accessible  functi ons  shal l  be  restri cted  by means  of  key,  
password ,  code  or  s im i lar access- l im i ti ng  means  or  device.  

•  Service  personnel  or  manu factu rer  l evel  

Service  personnel  or  manu factu rer  can  access  to  the  system  componen t  so  as  to  change  
the  system  design  or  to  perform  system  main tenance.  

Access  to  service  personnel  or  manu factu rer accessible  functions  shal l  be  restricted  by  
means  of  key,  password ,  code  or  s im i lar  access- l im i ti ng  means  or  device.  Access  at  th is  
l evel  i s  preven ted  un less  access  has  been  g ran ted  by operator or  admin istrator.  

NOTE  There  are  fou r  accessi ng  l eve l s  defi ned  i n  I EC  62676-1 - 1 .  Cons i deri ng  the  secu ri ty  o f  system  and  data,  the  
funct i ons  o f  the  on -board  vi deo  su rvei l l ance/CCTV system  cannot  be  accessed  by  any person .  Therefore,  Level  1  
g i ven  i n  I EC  62676-1 - 1  (Access  by  any person )  i s  om i tted  i n  th i s  speci fi cat i on .  

Table  2  speci fi es  wh ich  functions  can  be  accessible  by d i fferen t  user.  

Table  2  – Access  level  

Function  description  

User  category 

Operator  System  
adm in i strator  

Servi ce  personne l  
o r  manu factu rer  

Basi c  functi on  such  as  data  down load ,  d i spl ay  
and  repl y  

Perm i tted  Perm i tted  Perm i tted  

System  con fi gu rati on  Not  perm i tted  Perm i tted  Perm i tted  

Change  of  i nd i vi dual  au thori sati on  codes  Not  perm i tted  Perm i tted  Perm i tted  

Restorati on  to  factory  defau l ts ,  i ncl ud i ng  
de l et i ng  data  

Not  perm i tted  Perm i tted  Perm i tted  

Upg rad i ng  of  system  Not  perm i tted  Not  perm i tted  Perm i tted  

Start/s top  system  or  componen t  Not  perm i tted  Perm i tted  Perm i tted  

 

6.3.2.3.3  Authorisation  

The  requ i rements  of  au thorisati on  for  system  of  securi ty  g rade  3  or  4  defi ned  i n  
I EC  62676-1 -1  are  recommended  for  the  on -board  vi deo  su rvei l lance/CCTV system.  

6.3.2.3.4  Data  access 

The  on-board  video  su rvei l lance/CCTV system  shal l  con tro l  user  access  to  data,  as  speci fied  
i n  Table  3 .  
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Table  3  – Data  access 

Function  description  

User  category 

Operator System  
adm in i strator  

Service  personnel  
or  manu factu rer  

Vi ew l i ve  images  and  data Perm i tted  Perm i tted  Perm i tted  

Vi ew stored  images  and  data Perm i tted  Perm i tted  Perm i tted  

Search  and  export  s tored  images  and  data Perm i tted  Perm i tted  Perm i tted  

Vi ew i n formati on  o f  trai n  o r  devi ce  s tatus  Perm i tted  Perm i tted  Perm i tted  

Del e ti on  o f  images  and  data  (on l y wi th  
con fi rmat i on )  

Not  perm i tted  Perm i tted  Perm i tted  

 

6.3.2.3.5  Access  to  system  logs 

The  on-board  video  su rvei l lance/CCTV system  shal l  con tro l  user  access  to  l og  data,  as  
speci fied  i n  Table  4.  

Table  4  – Access to  system  logs  

Function  description  

User  category 

Operator System  
adm in i s trator 

Servi ce  
personne l  or  
manu factu rer  

Vi ew system  l og  Perm i tted  Perm i tted  Perm i tted  

Export i ng  from  l og  Not  perm i tted  Perm i tted  Perm i tted  

Del e ti ng  l og  Not  perm i tted  Perm i tted  Perm i tted  

 

6.3.3  Data  in tegri ty 

The  video  data shal l  be  i den ti f ied  accord ing  to  the  metadata requ i rements  defined  i n  6 . 1 . 2 .2.  
The  on-board  vi deo  su rvei l lance/CCTV system  shal l  not  al ter  the  compressed  image  
i n formation .  

The  on-board  video  survei l l ance/CCTV system  shal l  always  un iquely  l abel  data by t ime  and  
date,  l ocation  (name of  mon i toring  s i te) ,  and  source  (e . g .  captu ri ng  device  label l ed  by camera 
number) .  Date  and  t ime  shal l  refer to  the  time  when  the  image  i s  captu red .  

6.4  Video  transmission  requ irement  

6.4.1  General  

For the  fu l l y  i n teroperabi l i ty  of  devices  of  the  on -board  video  survei l lance/CCTV system  from  
d i fferen t  venders,  and  systems  wi th i n  several  consists  belong ing  to  d i fferen t  operators  wh ich  
cou ld  be  associated  i n  a  s ing le  convoy for  a  g i ven  m ission ,  6 . 4  defines  the  m in imum  
performance  requ i rement  on  video  transmission ,  and  i n troduces  the  basic  transmission  
protocol  requ i rements  and  IP  device  i n teroperabi l i ty  implementati on  based  on  Web services.  

6.4.2  Performance requ i rement  

6.4.2.1  Time synchronization  

I t  i s  preferred  to  get  synchron ized  wi th  TCMS time  source  by pri vate  protocol  or  NTP  protocol ,  
wh ich  i s  up  to  operator’s  choice.  
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I n  case  no  i n terface  to  the  TCMS i s  provided ,  there  shou ld  be  a  separate  t ime  source  for  the  
on -board  video  su rvei l lance/CCTV system,  or  the  on -board  vi deo  su rvei l lance/CCTV system  
cou ld  use  i ts  own  time  sou rce  such  as  GPS.  

Al l  co l lected  i n formation  associated  wi th  vi deo  data shou ld  be  referenced  to  the  same  time  
source.  

G lobal  scale  synchron ization  wi th in  the  operator’s  transi t  system  i s  preferred .  

6.4.2.2  Connection  setup and  teardown  time 

Time  to  setup  or  teardown  a  video  stream  connection  shou ld  be  l ess  than  2  000  ms  as  
speci fied  i n  4. 3 .2  of  I EC  62676-1 -2:201 3.  

6.4.2.3  Network capaci ty 

Bandwid th  requ i rement  shal l  be  calcu lated  us ing  the  con figu ration  of  maximum  concurren t  
video  streams  i n  the  system.  

The  system  shou ld  be  deployed  on  top  of  a  network wi th  the  capaci ty to  meet  the  bandwid th  
requ i rement that  vi deo  streams  shal l  consume  no  more  than  75  % of  the  l i nk bandwid th  as  
speci fied  i n  5 . 3 .2 .2  of  IEC  62676-1 -2:201 3.  

6.4.2.4  QoS 

The  underlying  network shal l  support  QoS  mechan ism  based  on  I EEE  802. 1 Q and  D i ffServ to  
priori t i ze  certain  streams  over others.  

6.4.2.5  Latency and  j i tter 

As  defi ned  i n  4. 4. 1  o f  I EC  62676-1 -2:201 3,  there  are  several  ways  to  cause  stream  latency,  
i nclud ing :  

•  Transmission  delay – The  l eng th  of  t ime  a vi deo  packet  takes  to  cross  the  g i ven  med ia.  
Transmission  delay i s  determ ined  by the  speed  of  the  transmission  med ia  and  the  s ize  of  
the  video  packet.  

•  Forward ing  delay – The  l eng th  of  t ime  an  i n ternetworking  device  such  as  a  swi tch  takes  to  
send  a  packet  that  i t  has  received .  

•  Processing  delay – The  t ime  requ i red  by a  networking  device  for  l ooking  up  the  rou te,  
chang ing  the  header,  and  other swi tch ing  tasks.  I n  some  cases,  the  packet  header has  
also  to  be  man ipu lated.  For example,  the  encapsu lation  type  has  to  be  changed.  Each  of  
these  steps  can  con tribu te  to  the  processing  delay.  

•  Cod ing /Decoding  delay – The  time  requ i red  to  encode  and/or decode  an  image  to  or from  
a  video  stream,  wh ich  i s  i n fluenced  by the  performance  of  the  vi deo  captu re  componen t 
and  the  type,  profi l e  and  l evel  o f  CoDec.  For i nstance  the  H . 264  profi l es  Main  wi th  350  ms  
and  Basel i ne  Profi l e  wi th  1 20  ms  cod ing  delay or  MPEG4 may offer  a  delay of  1 1 0  ms  and  
MPEG2  Low Delay wi th  l ess  than  1 80  ms.  

I f  there  i s  a  variable  delay i n  network,  i t  causes  j i tter.  

For d i fferen t  pu rposes  of  the  on-board  video  su rvei l lance/CCTV system,  the  performance  
requ i rements  of  vi deo  streaming  cou ld  vary.  For example,  there  i s  easier performance  
requ i rement of  vi deo  streaming  on  " to  record  video"  because  i t  i s  not  sensi ti ve  to  de lay and  
j i tter  (because  of  bu ffering  appl ication ) .  On  the  other  way,  for  securi ty  appl i cation ,  l i ke  video  
presentation  to  train  operator,  i t  requ i res  h i gher performance.  
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The  l atency of  vi deo  stream  shou ld  be  l ess  than  600  ms  and  the  j i tter  of  vi deo  steam  shou ld  
be  l ess  than  1 60  ms  un less  otherwise  speci fied  accord ing  to  the  requ i rements  g iven  i n  
I EC  62676-1 -2.  

6.4.3  Transmission  protocol  

6.4.3.1  General  

To  ach ieve  the  fu l l  i n teroperabi l i ty  between  connected  devices  i n  the  on -board  video  
su rvei l lance/CCTV system,  the  system  shal l  adopt  the  standard ized  protocols  to  accompl ish  
the  vi deo  streaming  and  stream  con trol ,  even t  hand l i ng ,  device  d iscovery,  capabi l i ty  
description ,  system  management  and  other functi ons  described  i n  6 . 4. 1 ,  6 . 4. 2  and  6 . 4.3 .  A 
common  set  o f  bu i l d ing  blocks  based  on  existing  standards  i s  needed  as  a  basis  to  develop  
the  vi deo  transmission  standards  as  shown  i n  Figu re  5.  The  bu i l d i ng  block of  existi ng  
standards  g iven  here  i s  i n formative.  

 

Figure  5  – Bu i ld ing  block of  existing  standards 

The  on-board  video  su rvei l lance/CCTV system  shal l  fu l l y  support  the  protocol  of  
commun ication  profi le  accord ing  to  I EC  61 375-2-3.  

The  device  shal l  have  at  l east  one  network i n terface  that  g i ves  i t  I P  network connectivi ty  and  
al l ow video  and  data exchange  between  devices  of  on -board  vi deo  su rvei l lance/CCTV system.  

The  on -board  video  su rvei l lance/CCTV system  shal l  support  compatible  video  streaming  and  
stream  con trol  implementati on  wh ich  can  be  fu l f i l l ed  by existing  standards,  for  example,  al l  
med ia  streams  transferred  by the  RTP protocol  shal l  con form  to  RFC 3550,  RFC 3551 ,  
RFC 3984,  RFC 301 6  and  JPEG  over RTP  accord ing  to  IEC  62676-2  series,  and  RTSP  
accord ing  to  RFC 2326  i s  requ i red  for  l i ve  streaming  and  replay.  

6.4.3.2  General  IP  in teroperabi l i ty requ i rement  

The  IP  vi deo  protocol  su i te  i s  the  foundation  for  networking  and  connecti vi ty  for  devices  i n  the  
on -board  video  su rvei l lance/CCTV system.  The  system  network envi ronment requ i res  
supporti ng  network i n frastructu re,  such  as  access  po in ts,  bridges,  gateways,  rou ters,  and  
swi tches.  

Any IP  video  protocol  shal l  be  i ndependen t  of  any speci fi c  hardware  and  software  so  as  to  be  
implemented  i n  pri nciple  on  any video  transmission  platform .  The  video  transmission  device  
compl ian t  to  th i s  speci fi cation  shal l  offer  an  I P  protocol  i n terface  to :  

•  support  TCP/ I P  networking ,  real - t ime  streaming ,  s tream  con tro l ;  

IEC  
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•  be  con figu red  wi th  at  l east  one  I P  address,  un ique  on  the  network,  e i ther manual l y  or  
dynamical l y;  

•  be  d i scovered  i n  an  IP  network and  provide  the  device  URL;  

•  be  con figu red  via  network;  

•  send  noti f i cations  abou t  device  status  and  events  to  a  con figu red  receiving  address;  

•  comply  to  the  qual i ty  and  performance  requ i rements  of  th i s  speci fi cation .  

I n  add i ti on ,  the  fo l l owing  IP  protocol  i n terfaces  shou ld  be  offered:  

•  device  description  and  capabi l i t i es  via  network;  

•  main tenance  API  functions  ( i n i ti al  setup,  f i rmware  upload ,  d iagnosti c  functions,  heal th  
mon i toring ,  etc. ) .  

6.4.3.3  Video  streaming  and  stream  control  requ irements 

I n  order to  accompl ish  a  m in imal  i n teroperabi l i ty  of  vi deo  transmission  between  componen ts  
of  the  on -board  video  su rvei l lance/CCTV system,  the  system  shal l  comply to  the  general  
vi deo  streaming  and  stream  con tro l  requ i rements  of  I EC  62676-1 -2.  Add i ti onal l y,  the  fo l lowing  
protocol  shal l  apply as  wel l .  Note  that  not  al l  bl ocks  i n  the  protocol  s tack are  mandatory.  

Th is  speci fi cation  defines  med ia  streaming  opti ons  and  formats.  A d i stinction  i s  made  
between  med ia  plane  and  con trol  plane,  as  i l l ustrated  i n  Fi gu re  6 .  

 

Figure  6  – Structure  layer  

A set  of  med ia  streaming  (aud io,  video  and  metadata)  options  al l  based  on  RTP  (RFC 3550)  
are  needed  i n  order  to  provide  i n teroperable  med ia  streaming  services.  

Med ia  con figu ration  i s  done  over SOAP/HTTP.  Med ia  con tro l  i s  accompl i shed  over RTSP  as  
defined  i n  RFC 2326.  Th i s  speci fi cation  u ti l i zes  RTP,  RTCP  and  RTSP  profi l i ng  and  mu l ti cast  
con tro l  mechan isms.  

Streaming  speci fi cation  shal l  i nclude  the  video/aud io  codec defi ned  i n  6 . 1 . 1 . 2 .  
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6.4.4  IP  in teroperabi l i ty implementation  based  on  Web service 

6.4.4.1  General  

Two  types  of  h igh  l evel  IP  video  i n terface  are  i n troduced  i n  the  IEC  62676-2  series,  wh ich  are  
video  IP  i n teroperabi l i ty  based  on  Web services  accord ing  to  I EC  62676-2-3,  and  vi deo  I P  
i n teroperabi l i ty  based  on  HTTP  and  REST service  accord ing  to  IEC  62676-2-2.  Fu tu re  
arch i tectu re  such  as  Session  I n i t iation  Protocol  (SIP)  may be  i n troduced .  

For  complying  wi th  the  OMTS general  arch i tectu re  defined  by IEC  62580-1 ,  th i s  speci fi cation  
appl i es  the  arch i tectu re  for  a  I P  i n teroperabi l i ty  implementation  based  on  Web service  defi ned  
i n  I EC  62676-2-3  wh ich  covers  data types,  data exchange  patterns,  device  d i scovery,  device  
con fi gu rati on ,  events  and  real  t ime  streaming  functional i ty  for  l i ve  vi deo,  as  wel l  as  search ,  
replay and  record ing  management  functional i ty  for  recorded  video,  and  provides  the  i n terface  
wh ich  i s  a  su i te  of  software  services,  for  the  fu l l y  i n teroperabi l i ty  requ i rements.  

Considering  the  special  implementati on  of  on -board  su rvei l l ance/CCTV system  for rai lway 
such  as  subsystems  locating  i n  d i fferen t  veh icles  of  the  same  train  as  wel l  as  consists  
belong ing  to  d i fferen t  operator,  and  network wh ich  i s  compl ian t  to  the  IEC  61 375  series,  th is  
speci fi cation  defines  more  speci fi c  device  d iscovery scheme  and  I P  con figu ration  requ i rement.  
Other  function  and  services  reuse  the  existing  re levant  clauses  of  I EC  62676-2-3.  

The  IP  i n teroperabi l i ty  implementati on  base  on  Web service  shal l  be  platform  and  OS  
independent.  I P  based  proprietary or und isclosed  Vendor Speci fi c  API ,  e i ther I P-based  or  not,  

are  not  compl ian t  to  the  requ i rements  of  th is  speci fi cation .  Al l  services  described  i n  

IEC  62676-2-3  share  a  common  XML schema and  al l  data types  are  provided  i n  the  ONVIF 
schema fi l e .  

6.4.4.2  Web service  framework 

Appl ication - level  i n teroperable  i n terfacing  between  componen ts  of  on -board  
su rvei l lance/CCTV system  or between  subsystems  of  d i fferen t  veh icles  i s  based  on  Web 
services,  wh ich  uses  the  open ,  p latform  i ndependen t  Web services  standards  such  as  XML,  
SOAP 1 . 2  (Part  1 )  and  WSDL 1 . 1  over an  IP  network.  The  Web service  framework of  on -
board  su rvei l l ance/CCTV system  shal l  be  compl ian t  to  the  requ i rement  of  I EC  62676-2-3  and  
4. 5  of  I EC  62580-1 :201 5.  

For network-based  on-board  su rvei l lance/CCTV system,  al l  system  management  and  
con figurati on  command  are  based  on  Web service.  As  described  i n  I EC  62580-1 ,  al l  
subsystems  of  OMTS can  work as  service  provider  or  consumer,  and  a  system  wh ich  provides  
service  probably  has  mu l t iple  cl i en ts.  The  Web service  provider  and  consumer commun icate  
us ing  the  SOAP message  exchange  protocol .  The  method  of  device  d i scovery i n  th is  
speci fi cation  i s  based  on  WS-Discovery techn ique,  combined  wi th  special  scheme su i table  for 
rai lway appl i cation  wh ich  i s  defined  i n  6 . 4. 4. 5.  The  standard  profi l es  and  gu idel ines  i n  the  
WS-I  Basic  Profi le  2 . 0  shal l  be  fo l l owed  to  guarantee  the  i n teroperable  Web service.  

The  ONVIF  service  structure,  the  command  defin i t ion  syn tax,  error  hand l i ng  pri nciples  and  the  
adopted  Web service  securi ty  mechan isms  are  defined  wel l  i n  Clause  5  of  I EC  62676-2-
3:201 3,  and  also  appl i cable  to  th i s  speci fi cation .  

6.4.4.3  Relationsh ip  wi th  services  of  IEC 62676-2-3  

The  device  of  on -board  vi deo  su rvei l l ance/CCTV system  shal l  support  o f  a  number of  Web 
service  wh ich  are  wel l  defi ned  from  Clauses  8  to  21  of  I EC  62676-2-3:201 3  based  on  ONVIF 
speci fi cation ,  to  real i ze  the  functional i ty  of  each  component  of  system  defi ned  i n  Clause  6 .  
For  each  component,  a  set  of  function  and  services  are  mandatory.  Device  and  Event  service  
shal l  be  supported  by al l  componen ts,  and  other services  may be  supported  by a  device  
depend ing  on  i ts  capabi l i t i es.  
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Table  5  shows  the  mandatory services  g iven  i n  I EC  62676-2-3  wh ich  are  requ i red  to  
implement  the  function  of  componen ts  of  on -board  video  survei l lance/CCTV system.  

Table  5  – Mandatory services  g iven  in  IEC 62676-2-3   
requ ired  for d i fferent  functions 

Category Function  of  component  i n  
IEC  TS  62580-2  

Service  and  function  g i ven  i n  
IEC  62676-2-3  

Video  captu re  componen t  *  to  captu re  vi deo  *Core  (Devi ce  d i scovery,  managemen t  
and  even t)  

*Med ia  *Stream ing  

*Devi ce  I /O  * Imag i ng  

Vi deo  s torage  componen t  * to  record  vi deo  

* to  retri eve  vi deo  

* to  export  vi deo  

* to  repl ay vi deo  

*Core  (Devi ce  d i scovery,  managemen t  
and  even t)  

*Record i ng  search  *Record i ng  con tro l  

*Stream ing  *Replay con tro l  *Recei ver 

Vi deo  d i sp lay componen t  * to  d i spl ay vi deo  *Core  (Devi ce  d i scovery,  managemen t  
and  even t)  

*Stream ing  *Recei ver 

*Devi ce  I /O  *D i spl ay  

Vi deo  anal ys i s  
componen t  

* to  anal yse  vi deo  *Core  (Devi ce  d i scovery,  managemen t  
and  even t)  

*Stream ing  *Recei ver 

*Anal yt i cs  *Vi deo  anal yt i cs  device  

 

•  For Device  management,  wh ich  defines  the  management  command,  i nclud ing  capabi l i t ies,  
network,  system,  secu ri ty  and  I /O,  implementation  of  Device  Management  service  shal l  be  
i n  accordance  wi th  C lause  9  of  I EC  62676-2-3:201 3;  

•  For Even t  hand l i ng ,  wh ich  defi nes  how to  subscribe  to  and  receive  data from  network 
vi deo  even ts  (noti fi cations) ,  implementation  of  Even t  Hand l i ng  service  shal l  be  i n  
accordance  wi th  C lause  1 5  of  I EC  62676-2-3:201 3;  

•  For Imag ing  and  Med ia,  wh ich  describe  the  con fi gu ration  commands  re lated  to  imag ing  
and  med ia  settings,  implementation  of  these  two  services  shal l  be  i n  accordance  wi th  
C lauses  1 0  and  1 1  o f  I EC  62676-2-3:201 3;  

•  For Streaming ,  wh ich  provides  requ i rements  for  i n teroperable  vi deo,  aud io  and  metadata 
streaming ,  implementation  of  Streaming  service  shal l  be  i n  accordance  wi th  Clause  1 2  of  
I EC  62676-2-3:201 3;  

•  For Device  I /O,  wh ich  defines  commands  to  hand le  physical  i npu ts  and  ou tpu ts  of  device,  
implementati on  of  Device  I /O  service  shal l  be  i n  accordance  wi th  C lause  9  of  IEC  62676-
2-3:201 3;  

•  For Receiver,  wh ich  offers  commands  to  manage  Receiver objects  used  to  receive  media  
streams  from  other devices,  implementation  of  Receiver service  shal l  be  i n  accordance  
wi th  C lause  1 3  of  I EC  62676-2-3:201 3;  

•  For Record ing  con tro l  and  Record ing  search ,  wh ich  defi ne  mechan ism  for  the  con figuring  
of  record ings,  and  provide  commands  for  retrieval  o f  recorded  med ia  i nclud ing  metadata,  
implementation  of  these  two  services  shal l  be  i n  accordance  wi th  C lauses  1 9  and  20  of  
I EC  62676-2-3:201 3;  

•  For Replay con tro l ,  wh ich  defines  the  con trol  command  to  p layback the  retri eved  record ing ,  
implementati on  of  Replay con tro l  service  shal l  be  i n  accordance  wi th  C lause  21  of  
I EC  62676-2-3:201 3  

•  For D isplay,  wh ich  defines  commands  to  hand le  the  d i splay devices,  implementation  of  
D isplay shal l  be  i n  accordance  wi th  C lause  1 4  of  I EC  62676-2-3:201 3;  
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•  Vi deo  Analyti cs  defi nes  the  ONVIF analytics  model ,  analyti cs  object  description  and  
analyti cs  ru les  con fi gurati ons,  and  Video  analytics  device  defines  commands  to  deal  wi th  
vi deo  analyti cs  devices  wh ich  perform  processes  on  med ia  stream  or  metadata.  
Implementati on  of  these  two  services  shal l  be  i n  accordance  wi th  C lauses  1 7  and  1 8  of  
I EC  62676-2-3:201 3.  

Device  of  on -board  video  su rvei l lance/CCTV system  compl ian t  to  th is  speci fi cation  shou ld  
also  be  ONVIF compl ian t,  bu t  the  type  of  ONVIF Web service  i n terface  and  commands  shou ld  
be  ag reed  between  suppl i er  and  customer beforehand .  

6.4.4.4  IP  configuration  

The  network of  on -board  survei l lance/CCTV system  shal l  be  fu l l y  compl ian t  to  the  requ i rement  
of  the  IEC  61 375  series.  

6.4.4.5  Device  d iscovery 

Al l  devices  of  on -board  vi deo  su rvei l l ance/CCTV system  shal l  provide  device  d i scovery and  
description  service  to  offer  i n formation  abou t  device  featu res  and  capabi l i t ies.  And  al l  service  
consumers  shal l  be  able  to  receive  and  i n terpret  these  device  d i scovery and  description  
messages  from  service  provider  no  matter  that  devices  are  wi th in  one  veh icle  or  from  d i fferen t  
veh icles  of  the  same  train ,  or  from  d i fferen t  suppl i er.  

A cl i en t  searches  for  avai lable  devices  us ing  the  dynamic  Web services  d iscovery protocol  
(WS-Discovery) .  Bu t  i f  the  cl ien t  and  the  server do  not  reside  i n  the  same  consist,  i t  i s  not  
possible  to  transmi t  the  message  to  the  server by us ing  the  mu l ti cast  address  (239.255.255.0)  
defi ned  i n  WS-Discovery.  The  backbone  node  needs  to  make  a  network address  translation  i n  
order to  convert  the  local  consist  g roup address  to  a  train  g roup  IP  address,  so  the  Probe  
messages  and  the  Probe  match  message  cou ld  be  transmi tted  between  consists.  Therefore,  
to  ach ieve  i n teroperabi l i ty  over  d i fferen t  consists,  there  shou ld  be  two  add i ti onal  protocol  add-
ons  implemented  on  ETBNs.  

a)  WS-Discovery Proxy 

Probe  message  i s  sen t  to  mu l ti cast  address  239.255.255.0,  wh ich  i s  not  i n  the  target  
range  that  ETBN  wi l l  forward  over ETB to  other consists.  To  make  the  Probe  message  
g lobal l y  vi s ible  on  the  train ,  we  need  to  set  up  a  d iscovery proxy on  ETBN  of  the  consist.  
Th is  proxy wi l l  receive  the  Probe  message  and  encapsu late  the  payload  i n  a  new packet 
wi th  destination  address  i n  range  of  239. 1 92.0. 0  to  239. 1 92.0 .255,  wh ich  i s  defi ned  i n  
I EC  61 375-2-5  as  a  reserved  range  for  OMTS.  

The  Proxy wi l l  al so  do  the  reverse  address  translation  on  the  other  d i rection .  I t  receives  
Probe  message  from  ETB,  and  then  encapsu lates  i t  wi th  destinati on  mu l ti cast  address  
239.255.255.0  to  reach  the  target  servi ce  providers.  

b)  WS-Discovery NAT-ALG  

For al l  the  WS-Discovery messages  l i ke  Probe  match ,  a  special l y  designed  protocol  ALG  
(appl ication  l ayer  gateway)  i s  requ i red  to  ach ieve  i n ter-consist  i n teroperabi l i ty.  

Local l y  al l ocated  addressing  i n formation  l i ke  IP  address  i s  i ncluded  i n  Probe  match  
message,  bu t  i t  i s  i nval id  for  train  l evel  commun icati on .  Th is  problem  i s  solved  i n  
I EC  61 375-2-5  by us ing  R-NAT and  NAT-ALG.  

NAT-ALG  cou ld  check each  Probe  match  message  sen t  from  i ts  consist,  extract  the  
addressing  part  and  calcu late  i ts  g lobal l y  mapped  address,  and  then  a  g lobal  addressing  
part  i s  f i l l ed  back.  So  far,  the  probe  match  carries  a  service  provider address  wi th  g lobal  
mean ing  for  al l  the  consists  i n  the  train .  

Fi gu re  7  shows  a  typical  i n ter-consist  device  d iscovery scenario:  
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Figure  7  – Device d iscovery in  a  mu l tiple  consist  case 

Service  cl i en t  resides  i n  consist  1 ,  and  target  service  provider 1  and  2  (TSP1 ,  TSP2)  res ide  i n  
consist  1  and  2  respectively.  WS-Discovery Proxy and  WS-Discovery NAT-ALG  are  software  
componen ts  i n  ETBN .  

Message  sequence  between  cl i en t  and  TSP1  and  TSP2  are  shown  i n  Fi gure  8  and  Fi gure  9  
respecti vely.  

 

Figure  8  – Message sequence for  cl ient  and  TSP1  wi th in  the  same consist  

a)  CLIENT sends  Probe  ou t  i n  consist  1 ;  

b)  TSP1  responds  wi th  Probe  match .  
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Figure 9  – Message sequence for  cl ient  and  TSP2  wi th in  two consists  

a)  CLIENT sends  Probe  ou t  i n  consist  1 ;  

b)  ETBN#1  CN  i n terface  receives  Probe,  and  passes  i t  to  WS-Discovery Proxy to  hand le  i t ;  

c)  WS-Discovery Proxy does  the  target  mu l ti cast  address  translation  and  sends  i t  on  ETB;  

d )  ETBN#2  ETB i n terface  gets  the  Probe,  and  passes  i t  to  WS-Discovery Proxy to  hand le  i t;  

e)  WS-Discovery Proxy does  the  reverse  proxy to  get  the  orig inal  Probe,  and  sends  i t  ou t  i n  
consist  2 ;  

f)  TSP2  gets  the  Probe  and  responds  wi th  Probe  match ;  

g )  WS-Discovery NAT-ALG  wi th in  ETBN#2  gets  the  Probe  match  message,  and  does  an  
address  mapping  and  replacement  before  send ing  ou t  over ETB;  

h )  ETBN#1  gets  TSP2’s  Probe  match  from  ETB,  and  send  i t  to  CLIENT;  

i )  CLIENT gets  TSP2’s  Probe  match  wi th  g lobal  address  i ns ide.  

CLIENT can  request  servi ce  from  TSP1  i n  consist  1  and  TSP2  consist  2  now.  As  a  service  
provider,  i t  shal l  support  the  WS-d iscovery and  d iscovery scheme  defined  above,  support  
d i scovery con figu ration  and  scope  operations  as  covered  by device  service.  
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Annex A 
(informative)  

 
Use case of on-board  video survei l lance/CCTV system  

Scenario  1 :  Post-even t  i nciden t  assessment  

Th is  use  case,  re lated  to  the  securi ty  of  ci t i zen  and  organ izations  (Figu re  A. 1 ) ,  i s  based  on  
the  post-event  replay of  the  vi deo(s)  co l lected  i n  the  passenger compartment.  

•  Du ri ng  the  train  operation ,  the  camera videos  (and  i f  avai lable/perm i tted  aud io)  of  the  
passenger compartments  are  recorded  con tinuously  wi th  metadata (e. g .  date  and  t ime,  
camera name,  consist  name,  train  l ocation )  i n to  the  trai n  on -board  video  recorders.  

•  When  a  serious  i ncident  occurs  resu l ti ng  i n  a  passenger alarm  on  board  the  train ,  the  
vi deo  recorders  tag  and  save  a  short  vi deo  sequence  (e. g .  ±1 5  m in )  up  to  the  legal  stori ng  
t ime  (general l y  physical  s torage  capaci ty  i s  l ower than  the  l egal l y  au thorized  storing  t ime) .  

•  On  request  from  competent  au thori ties  (general l y  the  po l i ce) ,  au thorised  staff  retrieves  the  
recorded  video  from  on  board  the  trains  by replacing  and  conveying  the  storage  med ium  to  
a  g round  faci l i ty.  

•  The  au thorized  staff  p lays-back the  video  from  the  storage  med ium  us ing  a  ded icated  work 
station  to  l ocate  the  re levan t  video  sequences.  

•  Th is  au thorized  persons  copies  the  requ i red  video  sequences  on  a  su i table  d i g i tal  s torage  
med ium  (e. g .  DVD)  

– wi thou t  vi deo  deg radation ;  

– wi th  metadata (at  l east  date  and  time) ;  

– wi th  al l  software  programs  requ i red  for  replay wi thou t  need ing  i nstal lation  process  
( legacy systems)  or  i n  the  I SO 2231 1  i n teroperable  format  

•  The  med ium  wh ich  con tains  the  exported  video  sequences  i s  handed-ou t  to  the  competen t  
au thori ti es.  

I n  th is  use  case,  especial l y  for  i n ternational  trains,  the  rol l i ng  stock operator shal l  have  
g round  faci l i t i es  avai lable  at  each  main  station ,  and  compl iance  wi th  ISO 2231 1  i s  essen tial  
for  a  t imely process.  
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Figure  A.1  – Synthesis  of  use case 1  

Scenario  2 :  Li ve  i nciden t  assessment 

Th is  use  case,  re lated  to  the  securi ty  of  ci t i zen  (Figu re  A. 2)  covers  the  s i tuati on  where  a  
passenger on  board  a  train  needs  to  cal l  emergency assistance.  

•  A  passenger on  board  a  trai n  presses  the  bu tton  to  cal l  emergency assistance.  
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•  Th is  action  sends  an  alarm  and  provides  the  location  of  th is  alarm  (e. g .  train  number,  
coach  number,  l ocation  i n  the  coach ,  l ocation  of  the  train )  

– to  the  staff  on  board  the  train ;  

– to  the  traffi c  regu lation .  

•  The  staff  on  board  or  the  traffi c  regu lation  can  assess  the  cu rren t  con text  (camera(s)  
nearest  to  the  emergency bu tton )  wh i le  having  an  aud io  connection  wi th  the  passenger.  
Any other  camera i n  the  trai n  can  be  used  as  requ i red  at  any t ime.  

•  The  staff  on  board  or  the  traffi c  regu lation  may have  the  possibi l i ty  to  d i splay the  few 
m inu tes  before  the  alarm  by accessing  to  the  video  recorder on  board  the  train  (Figu re  A. 4)  
to  fu l l y  understand  the  ori g in  of  the  problem.  

•  The  staff  on  board  or  the  traffi c  regu lation  closes  the  aud io  and  video  commun ication .  

•  Depending  on  the  seriousness,  emergency services  or  po l i ce  wi l l  be  asked  to  i n tervene.  I n  
some  case,  traffi c  may have  to  be  i n terrupted .  

I f  the  train  i s  a  m ix  of  consists,  i n teroperabi l i ty derived  from  th is  speci fi cation  wi l l  al low a  
consisten t  behaviou r wherever the  i nciden t  occu rs  i n  the  convoy (commun icati ons,  video  
d isplay and  local i zation ) .  

I f  the  trai n  operates  on  a  th i rd -party  i n frastructu re,  especial l y  wi th  i n ternational  trains,  and  
response  i s  handed-ou t  to  the  traffi c  regu lation ,  th is  speci fi cation  i s  crucial  for  making  su re  
that  the  traffi c  regu lation  can  hand le  al l  the  trains  travel l i ng  over i ts  zone  of  con trol .  

Detai led  Scenario  2  wi th  SBS block i s  shown  i n  Figu re  A.3.  
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Figure  A.2  – Synthesis  of  use case 2  
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Figure  A.3  – Detai led  Scenario  2  wi th  SBS block 

Scenario  3 :  P latform  su rvei l lance  for  d ri ver 

Th is  use  case  (Figure  A.4)  i s  re lated  to  d ri ver-on ly trai n  operation  by enabl i ng  the  dri ver to  
vi sual l y  detect  persons  or  passenger re lated  i tems  that  are  anywhere  wi th i n  the  "d i spatch  
corridor" .  

•  The  trai n  stops  at  s tation .  

•  The  d isplay system  i n  the  cab  of  the  dri ver shows  the  s ide  cameras  of  the  platform(s)  
wherefrom  passengers  en ter the  train ,  i n  the  ri gh t  order  and  d i recti on  and  wi th  a  l ow 
latency.  There  are  two  cases:  

– the  cameras  belong  to  the  train  and  are  l ocated  on  i ts  f l anks;  

– the  cameras  are  fi xed  on  the  platform.  

•  The  dri ver has  the  possibi l i ty  to  choose  and  d i splay one  camera at  fu l l  screen  (a  selection  
done  at  the  d isplay l evel ) .  

•  Optional l y  the  s ide  cameras  can  be  recorded  by the  on -board  video  recorder,  as  they are  
d i splayed  to  the  dri ver.  

•  When  the  train  has  completely l eft  the  platform ,  the  d i splay system  i s  blanked .  

I n  the  rare  s i tuation  where  the  train  i s  a  m ix  of  consists  and  train  cameras  are  used ,  
i n teroperabi l i ty  derived  from  th is  speci fi cation  wi l l  al l ow a consisten t  behaviour,  especial l y  
regard ing  sequencing  and  i n  latency.  

I f  the  train  operates  on  a  th i rd-party  i n frastructu re  wi th  p latform  cameras,  especial l y  wi th  
i n ternational  trains,  th is  speci fi cation  i s  crucial  for  making  su re  that  the  systems commun icate  
and  perform  i n  al l  s tations,  as  described .  

Detai led  Scenario  3  wi th  SBS block i s  shown  i n  Figu re  A. 5.  
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Figure  A.4  – Synthesis  of  use  case 
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Figure  A.5  – Detai led  Scenario  3  wi th  SBS,  two consists  are  d isplayed  

Scenario  4:  Person  acciden t  at  trai n  door.  

Th is  use  i s  an  extension  of  Scenario  1 .  

A passenger fal l s  between  the  train  and  the  platform  as  the  train  arri ves  i n  a  s tation  and  i s  
bad ly  i n ju red .  

Train  wi l l  be  re leased  on ly when  

•  the  i n j u red  passenger has  been  taken  i n  charge  by medical  staff;  

•  po l i ce  has  col lected  al l  necessary i n formation  to  classi fy  the  i nciden t  between  an  acciden t  
(due  to  a  bad  door closure  or  to  passenger fau l t)  or  a  crime  (victim  pushed) .  

Al ternative  1  (Figure  A.6) :  I t  i s  assumed  that  the  train  has  on -board  CCTV wi th  transmission  
to  a  securi ty  cen tre  wi th  a  capaci ty  to  vi sual i ze  up  to  e i gh t  video  streams  at  a  t ime,  wi th  
qual i ty  al lowing  s i tuati on  assessment  and  search  i n  on -board  stored  data.  

•  The  staff  at  the  securi ty  cen tre  plays-back the  video  received  from  the  on -board  storage  
med ium  us ing  a  ded icated  work station  to  l ocate  the  re levan t  vi deo  sequences.  

•  The  au thorized  persons  copies  the  requ i red  video  sequences  on  a  su i table  d ig i tal  storage  
med ium  (e. g .  DVD)  

– wi thou t  vi deo  deg radation ;  

– wi th  metadata (at  l east  date  and  time) ;  

– wi th  al l  software  programs  requ i red  for  replay wi thou t  need ing  i nstal lation  process  
( legacy systems)  or  i n  the  I SO 2231 1  i n teroperable  format.  

•  The  med ium  wh ich  con tains  the  exported  video  sequences  i s  handed-ou t  to  the  competen t  
au thori ti es.  

I f  the  train  operates  on  a  th i rd -party  i n frastructure  (especial l y  wi th  i n ternational  trains)  
and/or  i f  transport  po l i ce  has  a  dupl i cated  access  to  the  trains,  th is  speci fi cation  i s  crucial  
for  al l owing  the  po l i ce  to  
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– access  to  t ime  stamped  properly  l ocal i zed  vi deos  from  the  train ,  i nclud ing  for  the  l ast  
period ;  

– access  also  to  the  same type  of  vi deos  from  the  platform  cameras  and  synchron ized  
d isplay wi th  videos  from  the  train .  

Al ternati ve  2  (no  d iagram) :  There  i s  no  adequate  transmission  between  the  train  and  the  
securi ty  cen tre,  and  the  sequence  of  Scenario  1  appl ies:  

•  The  au thorised  person  retri eves  the  ri gh t  recorded  video  on  board  the  trains  by replacing  
and  conveying  the  storage  med iums  to  the  g round  faci l i ty.  

Compl iance  wi th  ISO 2231 1  i s  then  essen tial  for  a  t imely  process.  

 

Figure  A.6  – Detai led  Scenario  4  wi th  SBS 

Scenario  5 :  Passengers  raise  an  alarm  at  a  door.  

Th is  use  case  (Figu re  A.7)  combines  Scenarios  2  and  4.  

A passenger fal l s  between  the  train  and  the  platform  as  the  train  arri ves  i n  a  s tation  and  i s  
bad ly i n ju red .  

on -board  staff/dri ver  i s  alerted ,  commun icates  wi th  passenger and  sees  the  vi ci n i ty  of  the  
door from  i ns ide  the  train .  Train /station  staff  cal l s  emergency services  i nd icating  platform  and  
approximate  posi ti on  on  the  platform .  

Staff  i n  charge  at  the  securi ty  cen tre  replays  vi deo  from  the  nearest  cameras  i n  the  train  
going  backwards  to  see  the  i nciden t  t ime;  several  i nd ividuals  are  around  near the  door bu t  no  
obvious  i nciden t  vis ible.  
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Associated  transport  po l i ce  cal led  to  see  these  videos  asks  for  vi sual i z i ng  the  videos  from  the  
match ing  platform  cameras,  based  on  train  posi ti on  and  posi ti on  of  the  re levan t  door i n  the  
trai n .  

Option  1 :  I t  i s  obvious  that  i nciden t  i s  an  acciden t  due  to  passenger wi thou t  any mal function ;  
trai n  can  be  re leased .  

Option  2:  I t  i s  clear that  two  passengers  were  i n  an  argument,  one  of  them  being  the  victim ,  
the  other  one  l eft  the  trai n  at  the  station .  Tracking  of  th i s  i nd ivi dual  i s  performed  i n  the  
network of  the  station  cameras,  al l owing  good  qual i ty  i den ti fi cation  and  i n terception ;  suspect  
negates  any i nvolvement.  

Po l i ce  needs  the  fu l l  qual i ty  video  evidence  to  convince  the  suspect.  

Fu l l  qual i ty  vi deo  recorded  on  the  train  and  i n  the  stati on  i s  removed  (physical  cartri dge  swap 
or  extraction  of  the  relevan t  f i l es  th rough  a  special i zed  term inal ) .  Staff  of  the  securi ty  cen tre  
exports  al l  the  requ i red  vi deo  sequences  i n  an  i n teroperable  format  defined  by ISO 2231 1  and  
g i ves  them  to  the  pol i ce.  

As  al l  co l lected  fi l es  are  as  per ISO 2231 1 ,  the  forensics  i nvestigators  can  use  on ly  one  s ing le  
tool .  They select  i n  the  extracted  fi l es  the  re levant  scenes  and  run  them  on  a  mu l tiple  
windows d isplay to  observe  the  same  scene  from  d i fferen t  ang les  and  assess  the  sequence  of  
even ts  i n  the  fi ve  seconds  preced ing  the  even t  to  see  i f  the  vi ctim  was  pushed  or  not.  I t  i s  
obvious  that  i n  th i s  process,  the  accuracy of  the  t ime  stamping  i s  importan t  to  wel l  
synchron ize  the  vi deo  from  d i fferen t  recorders  to  avoid  m is in terpretations.  

Th is  complex scenario,  wh ich  may imply  mu l ti ple  operators  and  transborder s i tuati ons,  
i l l ustrates  benefi ts  of  i n teroperabi l i ty  deri vi ng  from  both  th i s  speci fi cation  (especial l y  us ing  
geo- location  on  train  to  match  platform  posi ti on  and  absolu te  t ime-stamping )  and  d i rect  
I SO 2231 1  implementation  
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Figure A.7  – Detai led  Scenario  5  wi th  SBS 
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