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FOREWORD 

1 )  The  I n ternati ona l  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees) .  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons ,  
Techn ica l  Reports,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Pub l i cati on (s)” ) .  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmen ta l  and  non -
governmen tal  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternati onal  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement  between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate ,  I EC  cannot be  hel d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is i n terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possib l e  i n  thei r nati ona l  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tse l f does  not  provi de  any a ttestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provi de  con form i ty 
assessmen t services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsibl e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten tion  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct appl i cati on  of th i s  pub l i cati on .  

9)  Atten ti on  i s  d rawn  to  the  possib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect  of 
paten t ri gh ts .  I EC  shal l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The  main  task of I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  report when  i t  has  col lected  
data  of a  d i fferen t kind  from  that wh ich  i s  normal l y publ i shed  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC TR 62541 -2 ,  wh ich  i s  a  techn ical  report,  has  been  prepared  by subcommi ttee  65E:  
Devices  and  i n tegration  i n  en terpri se  systems,  of I EC  techn ical  commi ttee  65:  I ndustria l -
process  measurement,  con trol  and  au tomation .  

The  text of th is  techn ical  report i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

65E/41 3/DTR 65E/464/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  report can  be  found  in  the  
report on  voting  ind icated  i n  the  above  table.  
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Th is  second  ed i tion  cancels  and  replaces  the  fi rst ed i tion  of I EC  TR 62541 -2 ,  publ ished  i n  
201 0.  

Th is  second  ed i ti on  i ncludes  no  techn ical  changes  wi th  respect to  the  fi rst ed i tion  bu t a  
number of clari fications  and  add i tional  text for completeness.  

Th is  publ ication  has  been  d rafted  i n  accordance  wi th  the  I SO/IEC Di rectives,  Part 2 .  

Throughou t th is  document and  the  referenced  other parts  of the  series,  certain  document 
conventions  are  used :  

– I ta l ics  are  used  to  denote  a  defined  term  or defin i ti on  that appears  in  the  “Terms  and  
defin i tion”  clause  in  one  of the  parts  of the  series.  

– I ta l ics  are  al so  used  to  denote  the  name of a  service  input or ou tpu t parameter or the  
name  of a  structure  or e lement of a  structure  that are  usual l y defined  i n  tables.  

– The  i ta l i cized  terms  and  names are  a l so  often  wri tten  i n  camel -case  ( the  practice  of wri ti ng  
compound  words  or phrases  i n  wh ich  the  e lements  are  j oined  wi thou t spaces,  wi th  each  
e lement's  i n i tia l  l etter capi tal ized  wi th in  the  compound).  For example  the  defined  term  is  
AddressSpace  i nstead  of Address  Space.  Th is  makes  i t  easier to  understand  that there  i s  
a  s ing le  defin i tion  for AddressSpace,  not separate  defin i ti ons  for Address  and  Space.  

A l i st  of a l l  parts  of the  I EC  62541  series,  publ i shed  under the  general  ti tle  OPC unified 
architecture ,  can  be  found  on  the  IEC websi te.  

The  commi ttee  has  decided  that the  conten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore print th is  document using  a  
colour printer.  
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OPC UNIFIED ARCHITECTURE –  
 

Part 2:  Securi ty Model  
 
 
 

1  Scope 

Th is  part of I EC  62541 ,  which  a  Techn ical  Report,  describes  the  OPC un i fied  arch i tecture  
(OPC UA)  securi ty model .  I t  describes  the  securi ty threats  of the  physical ,  hardware,  and  
software  envi ronments  in  wh ich  OPC UA i s  expected  to  run .  I t  describes  how OPC UA re l i es  
upon  other standards  for securi ty.  I t  provides  defin i tion  of common  securi ty terms  that are  
used  in  th is  and  other parts  of the  OPC UA speci fication .  I t  g ives  an  overview of the  securi ty 
features  that are  speci fied  i n  other parts  of the  OPC UA speci fication .  I t  references  services,  
mappings,  and  Profiles  that are  speci fied  normatively i n  other parts  of th is  mu l ti -part  
speci fication .  I t  provides  suggestions  or best practice  gu idel ines  on  implementing  securi ty.  
Any seeming  ambigu i ty between  th i s  part  of I EC  62541  and  one  of the  normative  parts  of 
I EC  62541  does  not remove  or reduce  the  requ i rement speci fied  i n  the  normative  part.  

Note  that there  are  many d i fferent aspects  of securi ty that have  to  be  addressed  when  
developing  appl ications.  However s ince  OPC UA speci fies  a  commun ication  protocol ,  the  
focus  i s  on  securing  the  data  exchanged  between  appl ications.  Th is  does  not mean  that an  
appl ication  developer can  i gnore  the  other aspects  of securi ty l i ke  protecting  persisten t data  
against tampering .  I t  i s  importan t that the  developers  look i n to  a l l  aspects  of securi ty and  
decide  how they can  be  addressed  i n  the  appl ication .  

Th is  part of I EC  62541  i s  d i rected  to  readers  who  wi l l  develop  OPC UA Client  or Server 
appl ications  or implement the  OPC UA services  layer.  I t  i s  a lso  for end  users  that wish  to  
understand  the  various  securi ty features  and  functional i ty provided  by OPC UA.  I t  a lso  offers  
some suggestions  that can  be  appl ied  when  deploying  systems.  These  suggestions  are  
generic i n  nature  s ince  the  detai l s  wou ld  depend  on  the  actual  implementation  of the  OPC UA 
Applications  and  the  choices  made  for the  s i te  securi ty.  

I t  i s  assumed  that the  reader i s  fami l iar wi th  Web  Services  and  XML/SOAP.  I n formation  on  
these  technolog ies  can  be  found  in  SOAP Part 1 :  and  SOAP Part 2 .  

2  Normative references  

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  in  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC  62351  (a l l  parts),  Power systems management and associated information exchange – 
Data  and communications security  

I EC  TR 62541 -1 ,  OPC unified architecture – Part 1 :  Overview and concepts  

I EC  62541 -4,  OPC unified architecture – Part 4:  Services  

I EC  62541 -5,  OPC unified architecture – Part 5:  Information Model 

I EC  62541 -6,  OPC unified architecture – Part 6:  Mappings  

I EC  62541 -7,  OPC unified architecture – Part 7:  Profiles  
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SOAP Part 1 :  SOAP Version  1 . 2  Part 1 :  Messag ing  Framework  

Avai lable  from  I n ternet:  h ttp: //www.w3.org /TR/soap1 2-part1 / (websi te  checked  201 6-04-05)  

SOAP Part 2 :  SOAP Version  1 . 2  Part 2 :  Ad juncts   

Avai lable  from  I n ternet:  h ttp: //www.w3.org /TR/soap1 2-part2/ (websi te  checked  201 6-04-05)  

XML Encryption :  XML Encryption  Syn tax and  Processing   

Avai lable  from  I n ternet:  h ttp: //www.w3.org /TR/xmlenc-core/ (websi te  checked  201 6-04-05)  

XML S ignature: :  XML-Signature  Syntax and  Processing   

Avai lable  from  I n ternet:  h ttp: //www.w3.org /TR/xmldsig -core/ (websi te  checked  201 6-04-05)  

WS  Securi ty:  SOAP Message  Securi ty 1 . 1  

Avai lable  from  I n ternet:  h ttp: //www.oasis-open .org/commi ttees/down load .php/1 6790/wss-v1 . 1 -
spec-os-SOAPMessageSecuri ty. pdf (websi te  checked  201 6-04-05)  

WS  Secure  Conversation :  Web Services  Secure  Conversation  Language  (WS-
SecureConversation)  

Avai lable  from  I n ternet: h ttp: //specs. xmlsoap.org/ws/2005/02/sc/WS-SecureConversation .pd f 
(websi te  checked  201 6-04-05)  

SSL/TLS:  RFC 2246:  The  TLS  Protocol  Version  1 . 0  

Avai lable  from  I n ternet:  h ttp: //www. ietf. org/rfc/rfc2246. txt  (websi te  checked  201 6-04-05)  

:X509:  X.509  Publ ic Key Certi ficate  I n frastructure   

Avai lable  from  I n ternet:  h ttps: //www. ietf. org /rfc/rfc2459  (websi te  checked  201 6-04-05)  

HTTP:  RFC 261 6:  Hypertext Transfer Protocol  -  HTTP/1 . 1  

Avai lable  from  I n ternet:  h ttp: //www. ietf. org/rfc/rfc261 6. txt  (websi te  checked  201 6-04-05)  

HTTPS:  RFC 281 8:  HTTP Over TLS  

Avai lable  from  I n ternet:  h ttp: //www. ietf. org/rfc/rfc281 8. txt  (websi te  checked  201 6-04-05)  

I S  G lossary:  I n ternet Securi ty G lossary 

Avai lable  from  I n ternet:  h ttp: //www. ietf. org/rfc/rfc2828. txt  (websi te  checked  201 6-04-05)  

N IST 800-57:  Part 3 :  Appl ication-Speci fic Key Management Gu idance  

Avai lable  from  I n ternet: h ttp: //csrc.n ist. gov/publ ications/n istpubs/800-57/sp800-
57_PART3_key-management_Dec2009.pd f (websi te  checked  201 6-04-05)  

NERC CIP:  CIP  002-1  through  CIP  009-1 ,  by North-American  E lectric Rel iabi l i ty Counci l  

Avai lable  from  I n ternet:  h ttp: //  www.nerc. com/fi les/cip-002-1 . pdf (websi te  checked  201 6-04-
05)  

SHA-1 :  Secure  Hash  Algori thm  RFC 

Avai lable  from  I n ternet:  h ttp: //tools. i etf. org /h tml /rfc31 74  (websi te  checked  201 6-04-05)  

PKI :  Publ ic Key I n frastructure  article  i n  Wikiped ia  

Avai lable  from  I n ternet:  h ttp: //en .wikiped ia.org /wiki /Publ ic_key_in frastructure  (websi te  
checked  201 6-04-05)  

X509  PKI :  I n ternet X. 509  Publ ic Key I n frastructure  

Avai lable  from  I n ternet:  h ttp: //www. ietf. org /rfc/rfc3280. txt  (websi te  checked  201 6-04-05)  
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3  Terms,  defin i tions  and  abbreviations  

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  terms  and  defin i tions  g iven  i n  I EC  TR 62541 -1  as  wel l  
as  the  fol lowing  apply.  

3.1 .1   
Appl ication  Instance 
i nd ividual  i nstal lation  of a  program  runn ing  on  one  computer 

Note  1  to  en try:  There  can  be  several  Appl i cati on  I nstances  of the  same  appl i cati on  runn i ng  at  the  same  t ime  on  
several  computers  or possi b l y the  same  compu ter.  

3.1 .2   
Appl ication  Instance  Certi ficate  
Digital Certificate  of an  i nd ividual  Application Instance  that has  been  i nstal led  i n  an  i nd ividual  
host 

Note  1  to  en try:  D i fferen t  i n sta l l ati ons  of one  software  product  wou ld  have  d i fferen t  Appl i cati on  I nstance  
Certificates .  

3.1 .3   
Asymmetric Cryptography 
Cryptography method  that uses  a  pai r of keys,  one  that i s  designated  the  Private Key and  
kept secret,  the  other cal l ed  the  Public Key that i s  general l y made  avai lable  

Note  1  to  en try:  Asymmetri c  Cryptography i s  a l so  known  as  "publ i c-key cryptography" .  I n  an  Asymmetri c  
Encrypti on  a l gori thm  when  an  en ti ty A wan ts  to  ensu re  Confidentiality for data  i t  sends  to  another en ti ty B ,  en ti ty A 
encrypts  the  d ata  wi th  a  Publ i c  Key provi ded  by en ti ty B .  On l y en ti ty B  has  the  match ing  Pri vate  Key that  i s  needed  
to  decrypt  the  d ata .  I n  an  asymmetri c  D ig i ta l  S i gnatu re  a l gori thm  when  an  en ti ty A wan ts  to  ensu re  I n tegri ty or 
provi de  Au then ti cati on  for d ata  i t  sends  to  an  en ti ty B ,  en ti ty  A u ses  i ts  Pri vate  Key to  s i gn  the  data.  To  veri fy the  
s ignatu re ,  en ti ty B  u ses  the  match ing  Pub l i c  Key that  en ti ty A has  provided .  I n  an  asymmetri c  key ag reemen t 
a l gori thm ,  en ti ty A and  en ti ty B  send  thei r own  Publ i c  Key to  the  other en ti ty.  Then  each  uses  the i r own  Pri vate  Key 
and  the  other's  Publ i c  Key to  compu te  the  new key va l ue  accord i ng  to  I S  G lossary.  

3.1 .4  
Asymmetric Encryption  
the  mechan ism  used  by Asymmetric Cryptography for encrypting  data  wi th  the  Public Key of 
an  en ti ty and  for decrypting  data  wi th  the  associated  Private Key 

3.1 .5   
Asymmetric  Signature 
the  mechan ism  used  by Asymmetric Cryptography for s i gn ing  data  wi th  the  Private Key of an  
en ti ty and  for veri fying  the  data’s  s ignature  wi th  the  associated  Public Key 

3.1 .6   
Audi tabi l i ty 
securi ty objective  that assures  that any actions  or acti vi ties  i n  a  system  can  be  recorded  

3.1 .7   
Auditing  
the  tracking  of actions  and  activi ties  i n  the  system,  i nclud ing  securi ty related  activi ties  where  
the  Audit records  can  be  used  to  review and  veri fy system  operations  

3.1 .8   
Authentication  
securi ty objective  that assures  that the  i den ti ty of an  en ti ty such  as  a  Client,  Server,  or user 
can  be  veri fied  
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3.1 .9   
Authorization  
the  abi l i ty to  g ran t access  to  a  system  resource  

3.1 .1 0   
Avai labi l i ty 
securi ty objective  that assures  that the  system  i s  runn ing  normal ly;  that i s ,  no  services  have  
been  compromised  i n  such  a  way to  become unavai lable  or severely degraded  

3.1 .1 1   
Certi ficateAuthori ty 
enti ty that can  i ssue  Digital Certificates,  a lso  known  as  a  CA 

Note  1  to  en try:  The  Digital Certificate  certi fi es  the  ownersh i p  of a  Publ i c  Key by the  named  subject  of the  
Certificate .  Th i s  a l l ows  others  (re l yi ng  parti es)  to  re l y u pon  s i gnatu res  or asserti ons  made  by the  Pri vate  Key that  
corresponds  to  the  Public Key that  i s  certi fi ed .  I n  th i s  model  of trust  re l a ti onsh i ps ,  a  CA i s  a  tru sted  th i rd  party that  
i s  trusted  by both  the  subj ect  (owner)  of the  Certificate  and  the  party re l yi ng  upon  the  Certificate .  CAs  are  
characteri sti c  of many Publ i c  Key i n frastructu re  (PKI )  schemes.  

3.1 .1 2   
Certi ficateStore  
persisten t l ocation  where  Certificates  and  Certificate  revocation  l i sts  (CRLs)  are  stored  

Note  1  to  en try:  I t  may be  a  d i sk res i den t  fi l e  s tructu re  or on  Windows  p l atforms,  i t  may be  a  Windows  reg i stry 
l ocati on .  

3.1 .1 3   
Confidential i ty 
securi ty objective  that assures  the  protection  of data  from  being  read  by un in tended  parties  

3.1 .1 4  
Cryptography 
transforming  clear,  mean ingfu l  i n formation  i n to  an  enciphered ,  un in tel l ig ib le  form  using  an  
a lgori thm  and  a  key 

3.1 .1 5  
Cyber Securi ty Management System   
CSMS 
program  designed  by an  organ ization  to  main tain  the  securi ty of the  en ti re  organ ization ’s  
assets  to  an  establ i shed  l evel  of Confidentiality,  Integrity,  and  Availability,  whether they are  
on  the  business  s ide  or the  i ndustrial  au tomation  and  control  systems  s ide  of the  organ ization  

3.1 .1 6   
D ig i tal  Certi ficate  
structure  that associates  an  i denti ty wi th  an  en ti ty such  as  a  user,  a  product or an  Application 
Instance  where  the  Certificate  has  an  associated  asymmetric key pai r wh ich  can  be  used  to  
au then ticate  that the  en ti ty does,  i ndeed ,  possess  the  Private Key 

3.1 .1 7   
D ig i tal  Signature  
value  computed  wi th  a  cryptograph ic a lgori thm  and  appended  to  data  in  such  a  way that any 
recipien t of the  data  can  use  the  s ignature  to  veri fy the  data's  orig in  and  Integrity 

3.1 .1 8   
Hash  Function  
algori thm  such  as  SHA-1  for wh ich  i t  i s  computational l y i n feasib le  to  find  e i ther a  data  object 
that maps  to  a  g i ven  hash  resu l t ( the  "one-way"  property)  or two  data  objects  that map  to  the  
same  hash  resu l t  ( the  "col l i s ion -free"  property)  ,  see  IS  G lossary 
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3.1 .1 9   
Hashed  Message  Authentication  Code 
HMAC 
MAC  that has  been  generated  using  an  i terative  Hash Function  

3.1 .20   
In tegri ty 
securi ty objective  that assures  that i n formation  has  not been  mod i fied  or destroyed  in  an  
unau thorized  manner,  see  IS  G lossary 

3.1 .21   
Key Exchange Algori thm  
protocol  used  for establ ish ing  a  secure  commun ication  path  between  two  en ti ti es  i n  an  
unsecured  envi ronment whereby both  en ti ties  apply a  speci fic a lgori thm  to  securely exchange  
secret keys  that are  used  for securing  the  commun ication  between  them  

Note  1  to  en try:  A typ i ca l  example  of a  Key Exchange  Al gori thm  i s  the  SSL  Handshake  Protocol  speci fi ed  i n  
SSL/TLS.  

3.1 .22   
Message  Authentication  Code 
MAC 
short p iece  of data  that resu l ts  from  an  a l gori thm  that uses  a  secret key (see  Symmetric 
Cryptography)  to  hash  a  Message  whereby the  receiver of the  Message  can  check against 
a l teration  of the  Message  by computing  a  MAC  that shou ld  be  i den tical  using  the  same 
Message  and  secret key 

3.1 .23   
Message Signature 
Digital Signature  u sed  to  ensure  the  Integrity of Messages  that are  sen t between  two  en ti ties  

Note  1  to  en try:  There  are  several  ways  to  generate  and  veri fy Message  S ignatu res  however they can  be  
categorized  as  symmetric  (See  3 . 1 . 34)  and  asymmetri c  (See  3 . 1 . 5)  approaches.  

3.1 .24  
Non-Repudiation  
strong  and  substan tia l  evidence  of the  i den ti ty of the  s igner of a  Message  and  of Message  
Integrity,  su fficien t to  prevent a  party from  successfu l l y denying  the  orig inal  submission  or 
del ivery of the  Message  and  the  Integrity of i ts  con ten ts  

3.1 .25  
Nonce 
random  number that i s  used  once,  typical l y by a lgori thms  that generate  securi ty keys  

3.1 .26   
OPC  UA Appl ication  
OPC UA Client,  wh ich  cal l s  OPC UA services,  or an  OPC UA Server,  wh ich  performs  those  
services  

3.1 .27   
Private  Key 
the  secret component of a  pai r of cryptograph ic keys  used  for Asymmetric Cryptography 

3.1 .28   
Publ ic  Key 
the  publ icl y-d isclosed  component of a  pai r of cryptograph ic keys  used  for Asymmetric 
Cryptography,  see  I S  G lossary 
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3.1 .29   
Publ ic  Key Infrastructure  
PKI  
the  set of hardware,  software,  people,  pol icies,  and  procedures  needed  to  create,  manage,  
store,  d i stribu te,  and  revoke  Digital Certificates  based  on  Asymmetric Cryptography 

Note  1  to  en try:  The  core  PKI  functi ons  are  to  reg i ster users  and  i ssue  the i r publ i c-key Certificates ,  to  revoke  
Certificates  when  requ i red ,  and  to  arch ive  data  needed  to  va l i date  Certificates  a t  a  much  l a ter t ime.  Key pa i rs  for 
data  Con fi den ti a l i ty may be  generated  by a  Certi fi cate  au thori ty (CA),  bu t  requ i ri ng  a  Pri vate  Key owner to  
generate  i ts  own  key pa i r improves  securi ty because  the  Pri vate  Key wou l d  never be  transm i tted  accord i ng  to  
I S  G lossary.  See  PKI  and  X509  PKI  for more  detai l s  on  Publ i c  Key I n frastructu res.  

3.1 .30   
Rivest-Shamir-Adleman  
RSA 
algori thm  for Asymmetric Cryptography,  i nven ted  in  1 977  by Ron  Rivest,  Ad i  Shamir,  and  
Leonard  Ad leman ,  see  IS  G lossary 

3.1 .31   
Secure  Channel  
i n  OPC UA,  a  commun ication  path  establ i shed  between  an  OPC UA Client  and  Server that 
have  au then ticated  each  other us ing  certain  OPC UA services  and  for wh ich  securi ty 
parameters  have  been  negotiated  and  appl ied  

3.1 .32   
Symmetric  Cryptography 
branch  of cryptography i nvolving  al gori thms  that use  the  same key for two  d i fferen t steps  of 
the  a lgori thm  (such  as  encryption  and  decryption ,  or S ignature  creation  and  s ignature  
veri fication),  see  I S  G lossary 

3.1 .33   
Symmetric  Encryption  
the  mechan ism  used  by Symmetric Cryptography for encrypting  and  decrypting  data  wi th  a  
cryptograph ic key shared  by two  en ti ti es  

3.1 .34  
Symmetric  Signature  
the  mechan ism  used  by Symmetric Cryptography for s ign ing  data  wi th  a  cryptographic key 
shared  by two  en ti ti es  

Note  1  to  en try:  The  s i gnature  i s  then  val i dated  by generati ng  the  s i gnatu re  for the  data  agai n  and  compari ng  
these  two  s i gnatu res.  I f they are  the  same  then  the  s i gnatu re  i s  va l i d ,  otherwi se  e i ther the  key or the  d ata  i s  
d i fferen t from  the  two  en ti t i es.  Defi n i ti on  3 . 1 . 1 9  d efi nes  a  typ i cal  example  for an  a l gori thm  that  generates  
Symmetri c  S i gnatu res.  

3.1 .35  
TrustList 
l i st  of Certificates  that an  appl ication  has  been  configured  to  trust 

3.1 .36   
Transport Layer Securi ty 
TLS 
standard  protocol  for creating  Secure Channels  over I P  based  networks  

3.1 .37   
X.509  Certi ficate  
Digital Certificate  i n  one  of the  formats  defined  by X.509  v1 ,  2 ,  or 3  

Note  1  to  en try:  An  X. 509  Certi fi cate  con tai ns  a  sequence  of data  i tems  and  has  a  D i g i ta l  S i gnatu re  compu ted  on  
that  sequence.  
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3.2  Abbreviations  

AES Advanced  Encryption  Standard  

CA  Certi ficate  Au thori ty 

CRL Certi ficate  Revocation  List 

CSMS Cyber Securi ty Management System  

DNS  Domain  Name  System  

DSA Dig i ta l  S ignature  Algori thm  

ECDH  El l iptic  Curve  D i ffie-Hel lman  

ECDSA El l iptic  Curve  D ig i ta l  S ignature  Algori thm  

HMAC Hash-based  Message  Authen tication  Code  

N IST National  I nsti tu te  of Standard  and  Technology 

PKI  Publ ic Key I n frastructure  

RSA publ ic key a lgori thm  for s i gn ing  or encryption ,  Rivest,  Shamir,  Ad leman  

SHA Secure  Hash  Algori thm  (Mu l tiple  versions  exist  SHA1 ,  SHA256,… )  

SOAP Simple  Object Access  Protocol  

SSL Secure  Sockets  Layer 

TLS  Transport Layer Securi ty 

UA  Un i fied  Arch i tecture  

URI  Un i form  Resource  I den ti fi er 

XML Extensible  Mark-up  Language  

3.3  Conventions  for securi ty model  figures  

The  figu res  i n  th is  document do  not use  any specia l  common  conventions.  Any conventions  
used  in  a  particu lar figure  are  expla ined  for that fi gure.  

4 OPC UA securi ty arch i tecture 

4.1  OPC  UA securi ty environment 

OPC UA is  a  protocol  used  between  components  i n  the  operation  of an  i ndustria l  faci l i ty at  
mu l tiple  l evels:  from  h igh-level  en terprise  management to  low-level  d i rect process  control  of a  
device.  The  use  of OPC UA for en terprise  management i nvolves  deal ings  wi th  customers  and  
suppl iers.  I t  may be  an  attractive  target for i ndustria l  espionage  or sabotage  and  may a lso  be  
exposed  to  th reats  through  un targeted  malware,  such  as  worms,  ci rcu lating  on  publ ic 
networks.  D isruption  of commun ications  at  the  process  control  end  causes  at l east an  
economic cost to  the  en terprise  and  can  have  employee  and  publ ic  safety consequences  or 
cause  envi ronmental  damage.  Th is  may be  an  attractive  target for those  who  seek to  harm  the  
en terprise  or society.  

OPC UA wi l l  be  deployed  i n  a  d iverse  range  of operational  envi ronments,  wi th  varying  
assumptions  abou t threats  and  accessibi l i ty,  and  wi th  a  variety of securi ty pol icies  and  
en forcement reg imes.  OPC UA,  therefore,  provides  a  fl exible  set of securi ty mechan isms.  
F igure  1  i s  a  composi te  that shows a  combination  of such  envi ronments.  Some  OPC UA 
Clients  and  Servers  are  on  the  same  host and  can  be  more  easi l y protected  from  external  
attack.  Some  Clients  and  Servers  are  on  d i fferen t hosts  i n  the  same  operations  network and  
m igh t be  protected  by the  securi ty boundary protections  that separate  the  operations  network 
from  external  connections.  Some OPC  UA  Applications  run  i n  relati vely open  envi ronments  
where  users  and  appl ications  m igh t be  d i fficu l t to  con trol .  Other appl ications  are  embedded  in  
con trol  systems  that have  no  d i rect e lectron ic connection  to  external  systems.  
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Figure  1  – OPC  UA network model  

4.2  Securi ty objectives  

4.2 .1  Overview 

Fundamental l y,  i n formation  system  securi ty reduces  the  risk of damage  from  attacks.  I t  does  
th is  by i den ti fying  the  threats  to  the  system,  i den ti fying  the  system’s  vu lnerabi l i ti es  to  these  
threats,  and  provid ing  countermeasures.  The  coun termeasures  reduce  vu lnerabi l i ti es  d i rectly,  
coun teract th reats,  or recover from  successfu l  attacks.  

I ndustria l  au tomation  system  securi ty i s  ach ieved  by meeting  a  set of objectives.  These  
objectives  have  been  refined  through  many years  of experience  i n  provid ing  securi ty for 
i n formation  systems  i n  general  and  they remain  qu i te  constan t despi te  the  ever-chang ing  set 
of th reats  to  systems.  They are  described  in  4 . 2 . 2 ,  4 . 2 . 3 ,  4 . 2 . 4 ,  4 . 2 . 5,  4 . 2 .6 ,  and  4 . 2 . 7,  and  
Subclause  5. 2  reconci les  these  objectives  against the  OPC UA functions.  Clause  6  offers  
add i tional  best practice  gu idel i nes  to  Client  and  Server developers  or those  that deploy OPC 
UA  Applications.  

4.2.2  Authentication  

Enti ti es  such  as  cl i en ts,  Servers,  and  users  shou ld  prove  thei r i den ti ti es.  Authentication  can  
be  based  on  someth ing  the  en ti ty i s ,  has,  or knows.  

4.2.3  Authorization  

The  access  to  read ,  wri te,  or execu te  resources  shou ld  be  au thorized  for on ly those  en ti ties  
that have  a  need  for that access  wi th in  the  requ i rements  of the  system.  Authorization  can  be  
as  coarse-grained  as  a l lowing  or d isal lowing  a  Client  to  access  a  Server or i t  cou ld  be  much  
fi ner grained ,  such  as  a l lowing  speci fi c actions  on  speci fic i n formation  i tems  by speci fic users.  
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4.2.4 Confidential i ty 

Data  shal l  be  protected  from  passive  attacks,  such  as  eavesdropping ,  whether the  data  i s  
being  transmi tted ,  i n  memory,  or being  stored .  To  provide  Confidentiality,  data  encryption  
a lgori thms  using  specia l  secrets  for securing  data  are  used  a long  wi th  Authentication  and  
Authorization  mechan isms  for accessing  that secret.  

4.2.5  In tegri ty 

Receivers  shal l  receive  the  same  i n formation  that the  orig inal  sender sen t,  wi thou t the  data  
being  changed  du ring  transmission .  

4.2.6  Auditabi l i ty 

Actions  taken  by a  system  have  to  be  recorded  i n  order to  provide  evidence  to  stakeholders:  

•  that th is  system  works  as  i n tended  (successfu l  actions  are  tracked),  

•  to  i denti fy the  in i tiator of certain  actions  (user activi ty i s  tracked),  

•  that attempts  to  compromise  the  system  were  den ied  (unsuccessfu l  actions  are  tracked).  

4.2.7  Avai labi l i ty 

Availability i s  impaired  when  the  execu tion  of software  that needs  to  run  i s  tu rned  off or when  
software  or the  commun ication  system  i s  overwhelmed  processing  i npu t.  Impaired  Availability 
i n  OPC UA can  appear as  s lowing  down  of Subscription  performance  or i nabi l i ty to  add  
sessions  for example.  

4.3  Securi ty threats  to  OPC UA systems  

4.3.1  Overview 

OPC UA provides  coun termeasures  to  resist the  th reats  to  the  securi ty of the  i n formation  that 
i s  commun icated .  Subclauses  4 . 3. 2 ,  4 . 3. 3,  4 . 3. 4,  4 . 3. 5,  4 . 3. 6,  4 . 3. 7,  4 . 3. 8,  4 . 3. 9,  4 . 3. 1 0 ,  and  
4 . 3 . 1 1  l i st the  curren tl y known  threats  to  envi ronments  i n  wh ich  OPC UA wi l l  be  deployed .  
Fol l owing  Clause  4 ,  that describes  the  OPC UA securi ty arch i tecture  and  functions,  
Subclause  5. 1  reconci les  these  threats  against the  OPC UA functions.  

4.3.2  Message  flooding  

An  attacker can  send  a  l arge  volume of Messages,  or a  s i ng le  Message  that contains  a  l arge  
number of requests,  wi th  the  goal  of overwhelm ing  the  OPC UA Server or components  on  
wh ich  the  OPC UA Server may depend  for re l i able  operation  such  as  CPU ,  TCP/IP  stack,  
Operating  System,  or the  F i le  System.  F lood ing  attacks  can  be  conducted  at  mu l tip le  l ayers  
i nclud ing  OPC UA,  SOAP,  [HTTP]  or TCP.  

Message  fl ood ing  attacks  can  use  both  wel l -formed  and  mal formed  Messages.  I n  the  fi rst 
scenario,  the  attacker cou ld  be  a  mal icious  person  using  a  l eg i timate  Client  to  fl ood  the  
Server wi th  requests.  Two  cases  exist,  one  in  wh ich  the  Client does  not have  a  Session wi th  
the  Server and  one  i n  wh ich  i t  does.  Message  fl ood ing  may impair the  abi l i ty to  establ ish  OPC 
UA sessions,  or terminate  an  existing  session .  I n  the  second  scenario,  an  attacker cou ld  use  
a  mal icious  Client that fl oods  an  OPC UA Server wi th  mal formed  Messages  i n  order to  
exhaust the  Server’ s  resources.  

I n  general ,  Message  fl ood ing  may impair the  abi l i ty to  commun icate  wi th  an  OPC UA en ti ty 
and  resu l t  i n  den ia l  of service.  

Message  fl ood ing  impacts  Availability.  

See  5. 1 . 2  for the  reconci l i ation  of th is  th reat.  
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4.3.3  Eavesdropping  

Eavesdropping  i s  the  unau thorized  d isclosure  of sensi tive  i n formation  that m igh t resu l t  
d i rectl y i n  a  cri tical  securi ty breach  or be  used  i n  fo l low-on  attacks.  

I f an  attacker has  compromised  the  underlying  operating  system  or the  network i n frastructure,  
the  attacker m igh t record  and  capture  Messages.  I t  may be  beyond  the  capabi l i ty of a  Client 
or Server to  recover from  a  compromise  of the  operating  system.  

Eavesdropping  impacts  Confidentiality d i rectly and  threatens  a l l  of the  other securi ty 
objectives  i nd i rectly.  

See  5. 1 . 3  for the  reconci l i ation  of th is  threat.  

4.3.4 Message  spoofing  

An  attacker may forge  Messages  from  a  Client or a  Server.  Spoofing  may occur at mu l tiple  
l ayers  i n  the  protocol  stack.  

By spoofing  Messages  from  a  Client  or a  Server,  a ttackers  may perform  unau thorized  
operations  and  avoid  detection  of thei r activi ties.  

Message  spoofing  impacts  I n tegri ty and  Au thorization .  

See  5. 1 . 4  for the  reconci l iation  of th is  th reat.  

4.3.5  Message al teration  

Network traffic and  appl ication  l ayer Messages  may be  captured ,  mod i fied ,  and  the  mod i fied  
Message  forwarded  to  OPC UA Clients  and  Servers.  Message  a l teration  may a l low i l l eg i timate  
access  to  a  system.  

Message  a l teration  impacts  I n tegri ty and  Au thorization .  

See  5. 1 . 5  for the  reconci l i ation  of th is  threat.  

4.3.6  Message  replay 

Network traffi c and  val i d  appl ication  l ayer Messages  may be  captured  and  resen t to  OPC UA 
Clients  and  Servers  a t  a  l ater stage  wi thou t mod i fi cation .  An  attacker cou ld  m is in form  the  user 
or send  a  val id  command  such  as  open ing  a  valve  bu t at  an  improper time,  so  as  to  cause  
damage  or property loss.  

Message  replay impacts  Authorization .  

See  5. 1 . 6  for the  reconci l i ation  of th is  threat.  

4.3.7  Malformed  Messages  

An  attacker can  craft a  variety of Messages  wi th  i nval id  Message  s tructu re  (mal formed  XML,  
SOAP,  UA B inary,  etc. )  or data  values  and  send  them  to  OPC UA Clients  or Servers.  

The  OPC UA Client or Server may i ncorrectl y hand le  certain  mal formed  Messages  by 
performing  unauthorized  operations  or processing  unnecessary in formation .  I t  m igh t resu l t  i n  
a  den ia l  or degradation  of service  includ ing  termination  of the  appl ication  or,  i n  the  case  of 
embedded  devices,  a  complete  crash .  I n  a  worst case  scenario,  an  attacker cou ld  a l so  use  
mal formed  Messages  as  a  pre-step  for a  mu l ti - level  attack to  gain  access  to  the  underlying  
system  of an  OPC UA  Application .  
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Mal formed  Messages  impact Integrity and  Availability.  

See  5. 1 . 7  for the  reconci l i ation  of th is  threat.  

4.3.8  Server profi l ing  

An  attacker tries  to  deduce  the  i den ti ty,  type,  software  version ,  or vendor of the  Server or 
Client i n  order to  apply knowledge  about speci fi c vu lnerabi l i ti es  of that product to  mount a  
more  in trusive  or damag ing  attack.  The  attacker m igh t profi le  the  target by send ing  val id  or 
i nval id  formatted  Messages  to  the  target and  try to  recogn ize  the  type  of target by the  pattern  
of i ts  normal  and  error responses.  

Server profi l i ng  impacts  a l l  of the  securi ty objectives  i nd i rectly.  

See  5. 1 . 8  for the  reconci l i ation  of th is  threat.  

4.3.9  Session  h i jacking  

An  attacker may use  in formation  (retrieved  by sn i ffi ng  the  commun ication  or by guessing)  
abou t a  runn ing  Session  establ ished  between  two  appl i cations  to  i n ject man ipu lated  
Messages  (wi th  val i d  Session i n formation)  that a l l ow h im  to  take  over the  Session from  the  
au thorized  user.  

An  attacker may gain  unau thorized  access  to  data  or perform  unau thorized  operations.  

Session h i jacking  impacts  a l l  of the  securi ty objectives.  

See  5. 1 . 9  for the  reconci l iation  of th is  th reat.  

4.3.1 0  Rogue  Server 

An  attacker bu i l ds  a  mal icious  OPC UA Server or i nstal l s  an  unau thorized  i nstance  of a  
genu ine  OPC UA Server.  

The  OPC Client  may d isclose  necessary i n formation .  

A rogue  Server impacts  a l l  of the  securi ty objectives  except Integrity.  

See  5. 1 . 1 0  for the  reconci l iation  of th is  th reat.  

4.3.1 1  Compromising  user credentials  

An  attacker obtains  user credentials  such  as  usernames,  passwords,  Certificates,  or keys  by 
observing  them  on  papers,  on  screens,  or i n  e lectron ic communications,  by cracking  them  
through  guessing  or the  use  of au tomated  tools  such  as  password  crackers.  

An  unau thorized  user cou ld  l aunch  and  access  the  system  to  obtain  a l l  i n formation  and  make  
con trol  and  data  changes  that harm  plan t operation  or i n formation .  Once  compromised  
credentia ls  are  used ,  subsequent activi ties  may a l l  appear l eg i timate.  

Compromised  user credentia ls  impact Authorization and  Confidentiality.  

See  5. 1 . 1 1  for the  reconci l iation  of th is  th reat.  
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4.4 OPC  UA relationsh ip  to  s i te  securi ty 

OPC UA securi ty works  wi th in  the  overal l  Cyber Security Management System  (CSMS)  of a  
s i te.  S i tes  often  have  a  CSMS  that addresses  securi ty pol icy and  procedures,  personnel ,  
responsibi l i ties,  aud i ts,  and  physical  securi ty.  A CSMS  typical l y addresses  threats  that i nclude  
those  that were  described  i n  4 . 3.  They a lso  analyze  the  securi ty risks  and  determine  what 
securi ty controls  the  s i te  needs.  

Resu l ting  securi ty con trols  common ly implement a  “defence-in -depth”  strategy that provides  
mu l tiple  l ayers  of protection  and  recogn izes  that no  s ing le  l ayer can  protect against a l l  
attacks.  Boundary protections,  shown  as  abstract examples  i n  F igure  1 ,  may i nclude  fi rewal l s ,  
i n trusion  detection  and  prevention  systems,  controls  on  d ia l - in  connections,  and  controls  on  
med ia  and  computers  that are  brought i n to  the  system.  Protections  i n  components  of the  
system  may i nclude  hardened  configuration  of the  operating  systems,  securi ty patch  
management,  an ti -vi rus  programs,  and  not a l lowing  emai l  i n  the  con trol  network.  Standards  
that may be  fol lowed  by a  s i te  i nclude  NERC CIP  and  I EC  62351  wh ich  are  referenced  i n  
Clause  2 .  

The  securi ty requ i rements  of a  s i te  CSMS  apply to  i ts  OPC UA in terfaces.  That i s ,  the  securi ty 
requ i rements  of the  OPC UA in terfaces  that are  deployed  at a  s i te  are  speci fied  by the  s i te,  
not by the  OPC UA speci fication .  OPC UA speci fies  featu res  that are  in tended  so  that 
conformant Client  and  Server products  can  meet the  securi ty requ i rements  that are  expected  
to  be  made  by s i tes  where  they wi l l  be  deployed .  Those  who  are  responsible  for the  securi ty 
at  the  s i te  shou ld  determine  how to  meet the  s i te  requ i rements  wi th  OPC UA conformant 
products.  

The  system  owner that i nstal l s  OPC UA Clients  or Servers  shou ld  analyze  i ts  securi ty risks  
and  provide  appropriate  mechan isms  to  m i tigate  those  risks  to  ach ieve  an  acceptable  l evel  of 
securi ty.  OPC UA meets  the  wide  variety of securi ty needs  that m igh t resu l t  from  such  
ind ividual  analyses.  OPC UA Clients  and  Servers  are  requ i red  to  be  implemented  wi th  certain  
securi ty featu res,  wh ich  are  avai lable  for the  system  owner’s  optional  use.  Each  system  owner 
shou ld  be  able  to  ta i lor a  securi ty solu tion  that meets  i ts  securi ty and  economic requ i rements  
using  a  combination  of mechan isms avai lable  wi th in  the  OPC UA speci fication  and  external  to  
OPC UA.  

The  securi ty requ i rements  p laced  on  the  OPC UA Clients  and  Servers  deployed  at a  s i te  are  
speci fied  by the  s i te  CSMS,  not by the  OPC UA speci fication .  The  OPC UA securi ty 
speci fications,  however,  are  requ i rements  p laced  upon  OPC UA Client  and  Server products,  
and  recommendations  of how OPC UA shou ld  be  deployed  at a  s i te  i n  order to  meet the  
securi ty requ i rements  that are  an ticipated  to  be  speci fied  at the  s i te.  

OPC UA addresses  some threats  as  described  i n  4 . 3 .  The  OPC Foundation  recommends  that 
Client and  Server developers  address  the  remain ing  threats,  as  detai l ed  i n  Clause  6.  Threats  
to  i n frastructure  components  that m igh t resu l t  i n  the  compromise  of Client and  Server 
operating  systems  are  not addressed  by OPC UA.  

4.5  OPC  UA securi ty arch itecture  

The  OPC UA securi ty arch i tecture  i s  a  generic solu tion  that a l l ows  implementation  of the  
requ i red  securi ty features  at various  p laces  i n  the  OPC UA  Application  arch i tecture.  
Depend ing  on  the  d i fferen t mappings  described  i n  I EC  62541 -6,  the  securi ty objectives  are  
addressed  at d i fferen t l evels.  The  OPC UA Securi ty Arch i tecture  i s  structured  i n  an  
Appl ication  Layer and  a  Commun ication  Layer atop  the  Transport Layer as  shown  i n  F igure  2 .  
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Figure  2  – OPC  UA securi ty arch itecture 

The  rou tine  work of a  Client appl ication  and  a  Server appl ication  to  transmi t i n formation ,  
settings  and  commands  i s  done  i n  a  Session i n  the  Appl ication  Layer.  The  Appl ication  Layer 
a lso  manages  the  securi ty objectives  user Authentication  and  user Authorization .  The  securi ty 
objectives  that are  managed  by the  Appl ication  Layer are  addressed  by the  Session Services 
that are  speci fied  in  I EC 62541 -4.  A Session i n  the  Appl ication  Layer communicates  over a  
Secure Channel that i s  created  i n  the  Commun ication  Layer and  rel ies  upon  i t  for secure  
commun ication .  Al l  of the  Session data  i s  passed  to  the  Commun ication  Layer for fu rther 
processing .  

Al though  a  Session communicates  over a  Secure Channel and  has  to  be  activated  before  i t  
can  be  used ,  the  b ind ing  of users,  sessions,  and  Secure Channels  i s  flexib le.  

Impersonation  a l l ows  a  user to  take  ownersh ip  of an  existi ng  session .  

When  a  Secure Channel breaks,  the  Session wi l l  remain  val id  and  the  Client wi l l  be  able  to  re-
establ ish  the  Secure Channel,  o therwise  the  Session closes  after i ts  l i fetime  expi res.  

The  Commun ication  Layer provides  securi ty mechan isms  to  meet Confidentiality,  Integrity and  
appl ication  Authentication  as  securi ty objectives.  

One  essentia l  mechan ism  to  meet the  above  mentioned  securi ty objectives  i s  to  establ i sh  a  
Secure Channel  (see  4 . 1 1 )  that i s  used  to  secure  the  commun ication  between  a  Client  and  a  
Server.  The  Secure Channel provides  encryption  to  main tain  Confidentiality,  Message 
Signatures  to  main tain  Integrity and  Digital Certificates  to  provide  appl ication  Authentication  
for data  that comes  from  the  Appl ication  Layer and  passes  the  “secured”  data  to  the  Transport 
Layer.  The  securi ty mechan isms  that are  managed  by the  Commun ication  Layer are  provided  
by the  Secure Channel  Services  that are  speci fied  in  I EC  62541 -4.  

The  securi ty mechan isms  provided  by the  Secure Channel Services are  implemented  by a  
protocol  stack that i s  chosen  for the  implementation .  Mappings  of the  services  to  some  of the  
protocol  stack options  are  speci fied  in  I EC  62541 -6  wh ich  detai l s  how the  functions  of the  
protocol  stack are  used  to  meet the  OPC UA securi ty objectives.  

The  Communication  Layer can  represent an  OPC UA protocol  stack.  OPC UA speci fies  
a l ternative  stack mappings  that can  be  used  as  the  Commun ication  Layer.  These  mappings  
are  described  in  I EC  62541 -6.  
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I f the  OPC UA native  mapping  i s  used ,  then  functional i ti es  for Confidentiality,  Integrity,  
appl ication  Authentication ,  and  the  Secure Channel  are  s imi l ar to  the  SSL/TLS  speci fications,  
as  described  i n  detai l  i n  I EC  62541 -6.  

I f the  Web  Services  mapping  i s  used ,  then  WS  Securi ty,  WS  Secure  Conversation  and  
XML Encryption  as  wel l  as  XML Signature:  are  used  to  implement the  mechan isms  for  
Confidentiality,  Integrity,  appl ication  Authentication  as  wel l  as  for implementing  a  Secure 
Channel.  For more  speci fi c i n formation ,  see  I EC  62541 -6.  

The  Transport Layer hand les  the  transmission ,  reception  and  the  transport of data  that i s  
provided  by the  Commun ication  Layer.  

To  survive  the  l oss  of the  Transport Layer connections  (e. g .  TCP connections)  and  resume 
wi th  a  new connection ,  the  Commun ication  Layer i s  responsible  for re-establ i sh ing  the  
Transport Layer connection  wi thou t i n terrupting  the  l og ical  Secure Channel.  

4.6  Securi tyPol icies  

A SecurityPolicy speci fies  wh ich  securi ty mechan isms  are  to  be  used  and  are  derived  from  a  
Securi ty Profile  (see  4 . 7  for detai l s) .  Securi ty pol icies  are  used  by the  Server to  announce  
what mechan isms  i t  supports  and  by the  Client to  se lect one  of those  avai lable  
SecurityPolicies  to  be  used  for the  Secure Channel i t  wishes  to  open .  The  SecurityPolicies  
speci fied  i nclude  the  fol lowing :  

•  a lgori thms  for s i gn ing  and  encryption ,  

•  a lgori thm  for key derivation .  

The  choice  of Securi tyPol icy i s  normal ly made  by the  admin istrator,  typical l y when  the  Client 
and  Server products  are  i nstal l ed .  The  avai lable  securi ty pol icies  are  speci fied  in   
I EC  62541 -7.  The  Admin istrator can  at a  l ater date  a lso  change  or mod i fy the  selection  of 
SecurityPolicies  as  ci rcumstances  d ictate.  

The  announcement of securi ty pol icies  i s  hand led  by specia l  d i scovery services  speci fied  i n  
I EC  62541 -4.  More  detai l s  abou t the  d iscovery mechan isms  and  pol icy announcement 
strateg ies  can  be  found  i n  I EC  62541 -1 2.  

I f a  Server serves  mu l tip le  Clients,  i t  main tains  separate  pol icy selections  for the  d i fferen t 
Clients.  Th is  a l l ows  a  new Client to  se lect pol i cies  i ndependent of the  pol icy choices  that 
other Clients  have  selected  for thei r Secure Channels.  

S ince  computing  power i ncreases  every year,  speci fic a lgori thms  that are  considered  as  
secure  today can  become insecure  i n  the  fu tu re,  therefore  i t  makes  sense  to  support d i fferen t 
securi ty pol icies  i n  an  OPC UA  Application  and  to  be  able  to  m igrate  forward  i n  such  a  case.  
N IST or other agencies  even  make  pred ictions  abou t the  expected  l i fetime  of a lgori thms  (see  
N IST 800-57).  The  l i st  of supported  securi ty pol icies  wi l l  be  updated  based  on  
recommendation  such  as  what i s  publ ished  by N IST.  From  a  deployment poin t of view,  i t  i s  
importan t that the  period ic s i te  review checks  that the  curren tly selected  l i st  of securi ty 
profi les  sti l l  fu l fi l  the  requ i red  securi ty objectives  and  i f they do  not,  then  a  newer selection  of 
Security Profiles  i s  selected .  

There  i s  a l so  the  case  that new securi ty pol icies  are  composed  to  support new a lgori thms  that 
improve  the  l evel  of securi ty of OPC UA products.  The  appl ication  arch i tecture  of OPC UA 
Clients  and  Servers  shou ld  be  designed  i n  a  way that i t  i s  possible  to  update  or add  add i tional  
cryptograph ic a lgori thms  to  the  appl ication  wi th  l i ttl e  or no  cod ing  changes.  

I EC  62541 -7  speci fies  several  pol icies  wh ich  are  i den ti fied  by a  speci fi c un ique  URI .  To  
improve  in teroperabi l i ty among  vendors’  products,  Server products  shal l  implement these  
pol icies  rather than  define  thei r own .  Clients  shal l  support the  same  pol icies.  
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4.7  Securi ty Profi les  

OPC UA Client  and  Server products  are  certi fi ed  against Profiles  that are  defined  i n  
I EC  62541 -7.  Some  of the  Profiles  speci fy securi ty functions  and  others  speci fy other 
functional i ty that i s  not re lated  to  securi ty.  The  Profiles  impose  requ i rements  on  the  certi fi ed  
products  bu t they do  not impose  requ i rements  on  how the  products  are  used .  A consisten t 
m in imum  level  of securi ty i s  requ i red  by the  various  Profiles.  However,  d i fferent Profiles  
speci fy d i fferen t detai l s ,  such  as  wh ich  encryption  a lgori thms  are  requ i red  for wh ich  OPC UA 
functions.  I f a  problem  i s  found  i n  one  encryption  a lgori thm,  then  the  OPC Foundation  can  
define  a  new Profile  that i s  s im i l ar,  bu t that speci fies  a  d i fferen t encryption  a lgori thm  that does  
not have  a  known  problem.  I EC  62541 -7,  not th is  Part 2 ,  i s  the  normative  speci fication  of the  
Profiles.  

Pol icies  refer to  many of the  same securi ty choices  as  Profiles;  however the  pol icy speci fies  
wh ich  of those  choices  to  use  i n  the  session .  The  pol icy does  not speci fy the  range  of choices  
that the  product offers,  they are  described  i n  the  Profiles that i t  supports.  

These  pol icies  are  included  i n  Certi fication  Testing  associated  wi th  OPC UA Client  and  
Servers.  The  Certi fication  Testing  ensures  that the  standard  i s  fol l owed  and  that the  
appropriate  securi ty a lgori thms  are  supported .  

Each  securi ty mechan ism  i n  OPC UA i s  provided  i n  Client and  Server products  i n  accordance  
wi th  the  Profiles  wi th  wh ich  the  Client or Server compl ies.  At the  s i te,  however,  the  securi ty 
mechan isms  may be  deployed  optional ly.  I n  th is  way,  each  i nd ividual  s i te  has  a l l  of the  OPC 
UA securi ty functions  avai lable  and  can  choose  wh ich  of them  to  use  to  meet i ts  securi ty 
objectives.  

4.8  User Authorization  

OPC UA provides  a  mechan ism  to  exchange  user credentia ls  bu t does  not speci fy how the  
appl ications  use  these  credentia ls .  Client  and  Server appl ications  may determine  in  thei r own  
way what data  i s  accessib le  and  what operations  are  au thorized .  Profiles  exist  to  i nd icate  the  
support of user credentia ls  to  restrict  or con trol  access  to  data.  

4.9  User Authentication  

User Authentication  i s  provided  by the  Session Services wi th  wh ich  the  Client  passes  user 
credentia ls  to  the  Server as  speci fied  i n  I EC  62541 -4.  The  Server can  au then ticate  the  user 
wi th  these  credentia ls .  

The  user who  i s  commun icating  over a  Session can  be  changed  using  the  ActivateSession  
service  i n  order to  meet needs  of the  appl ication .  

4.1 0  Appl ication  Authentication  

OPC UA uses  a  concept conveying  Appl ication  Authentication  to  a l low appl ications  that i n tend  
to  commun icate  to  i den ti fy each  other.  Each  OPC UA  Application Instance  has  a  Digital 
Certificate  (Application Instance Certificate)  assigned  that i s  exchanged  during  Secure 
Channel establ ishment.  The  receiver of the  Certificate  checks  whether i t  trusts  the  Certificate  
and  based  on  th is  check i t  accepts  or rejects  the  request or response  Message  from  the  
sender.  Th is  trust check i s  accompl ished  using  the  concept of TrustLists.  TrustLists  are  a  
CertificateStore  designated  by an  admin istrator.  An  admin istrator shal l  determine  i f the  
Certificate  i s  s i gned ,  val idated  and  trustworthy before  p lacing  i t  i n  a  TrustList.  TrustLists  
u sual ly a l so  i nclude  Certificate  Revocation  Lists  (CRLs).  OPC UA makes  use  of these  i ndustry 
standard  concepts  as  defined  by other organ izations.  

I n  OPC UA HTTPS can  be  used  to  create  Secure Channels,  however,  these  channels  do  not 
provide  appl ication  Authentication .  I f Authentication  i s  requ i red ,  i t  shal l  be  based  on  user 
credentials .  

International  Electrotechnical  Commission

 



I EC  TR 62541 -2: 201 6  © I EC  201 6  – 21  –  

More  detai l s  on  Application Authentication  can  be  found  i n  I EC  62541 -4.  

4.1 1  OPC  UA securi ty related  Services  

The  OPC UA Securi ty Services  are  a  group  of abstract service  defin i ti ons  speci fied  i n  
I EC  62541 -4  that are  used  for applying  various  securi ty mechan isms  to  commun ication  
between  OPC UA Clients  and  Servers.  

The  D iscovery Service  Set (speci fied  i n  I EC  62541 -4)  defines  services  used  by an  OPC UA 
Client  to  i n form  i tsel f about the  securi ty pol icies  (see  4 . 6)  and  the  Digital Certificates  of 
speci fic OPC UA Servers.  

The  services  of the  Secure Channel Service  Set (speci fied  in  I EC  62541 -4)  are  used  to  
establ i sh  a  Secure Channel wh ich  i s  responsible  for securing  Messages  sent between  a  Client 
and  a  Server.  The  chal lenge  of the  Secure Channel establ ishment i s  that i t  requ i res  the  Client 
and  the  Server to  securely exchange  cryptograph ic keys  and  secret i n formation  i n  an  i nsecure  
envi ronment,  therefore  a  speci fic Key Exchange Algorithm  (s im i lar to  SSL Handshake  protocol  
defined  i n  SSL/TLS)  i s  appl ied  by the  commun ication  participan ts.  

The  OPC UA Client  retrieves  the  securi ty pol icies  and  Digital Certificates  of the  OPC UA 
Server by the  above  mentioned  d iscovery services.  These  Digital Certificates  con tain  the  
Public Keys  of the  OPC UA Server.  

The  OPC UA Client  sends  i ts  Public Key i n  a  Digital Certificate  and  secret i n formation  wi th  the  
OpenSecureChannel  service  Message  to  the  Server.  Th is  Message  i s  secured  by applying  
Asymmetric Encryption wi th  the  Server’s Public Key and  by  generating  Asymmetric Signatures 
wi th  the  Client’ s  Private Key.  However the  Digital Certificate i s  sen t unencrypted  so  that the  
receiver can  use  i t  to  veri fy the  Asymmetric Signature .  

The  Server d ecrypts  the  Message  wi th  i ts  Private Key and  veri fies  the  Asymmetric Signature  
wi th  the  Client’ s  Public Key.  The  secret i n formation  of the  OPC UA Client  together wi th  the  
secret i n formation  of the  OPC UA Server i s  used  to  derive  a  set of cryptograph ic keys  that are  
used  for securing  a l l  fu rther Messages.  Furthermore  a l l  other service  Messages  are  secured  
wi th  Symmetric Encryption  and  Symmetric Signatures  i nstead  of the  asymmetric equ ivalents.  

The  Server sends  i ts  secret i n formation  i n  the  service  response  to  the  Client so  that the  Client  
can  derive  the  same  set of cryptograph ic keys.  

S ince  Clients  and  Servers  have  the  same  set of cryptograph ic keys  they can  commun icate  i n  
a  secure  way wi th  each  other.  

These  derived  cryptograph ic keys  are  changed  period ical ly so  that attackers  do  not have  
un l im i ted  time  and  unrestricted  sequences  of Messages  to  use  to  determine  what the  keys  
are.  

4.1 2  Auditing  

4. 1 2.1  General  

Clients  and  Servers  generate  aud i t  records  of successfu l  and  unsuccessfu l  connection  
attempts,  resu l ts  of securi ty option  negotiations,  configuration  changes,  system  changes,  user 
i n teractions  and  session  rejections.  

OPC UA provides  support for securi ty aud i t  tra i l s  th rough  two  mechan isms.  F i rst,  i t  provides  
for traceabi l i ty between  Client  and  Server aud i t  l ogs.  The  Client  generates  an  aud i t  l og  en try 
for an  operation  that i ncludes  a  request.  When  the  Client i ssues  a  service  request,  i t  
generates  an  aud i t  l og  en try and  i ncludes  the  l ocal  i den ti fier of the  l og  en try i n  the  request 
sen t to  the  Server.  The  Server l ogs  requests  that i t  receives  and  includes  the  Client’ s  en try i d  
i n  i ts  aud i t  l og  en try.  I n  th is  fash ion ,  i f a  securi ty-related  problem  is  detected  at the  Server,  the  
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associated  Client  aud i t  l og  en try can  be  l ocated  and  examined .  OPC UA does  not requ i re  the  
aud i t  en tries  to  be  wri tten  to  d isk,  bu t i t  does  requ i re  that they be  avai lable.  OPC UA provides  
the  capabi l i ty for Servers  to  generate  Event Notifications  that report aud i table  Events  to  
Clients  capable  of processing  and  logg ing  them.  See  I EC  62541 -4  for more  detai l s  on  how 
services  i n  OPC UA are  aud i ted .  

Second ,  OPC UA defines  aud i t  parameters  to  be  i ncluded  i n  aud i t  records.  Th is  promotes  
consistency across  aud i t  l ogs  and  i n  Audit Events.  I EC  62541 -5  defines  the  data  types  for 
these  parameters.  Other i n formation  models  may extend  the  aud i t  defin i tions.  I EC  62541 -7  
defines  Profiles,  wh ich  include  the  abi l i ty to  generate  Audit Events  and  use  these  parameters,  
i nclud ing  the  Client  aud i t  record  i d .  

Because  the  aud i t  l ogs  are  used  to  prove  that the  system  is  operating  securely,  the  aud i t  l ogs  
themselves  shal l  a lso  be  secured  from  unau thorized  tampering .  I f someone  wi thou t 
au thorization  were  able  to  a l ter or delete  log  records,  th is  cou ld  h ide  an  actual  or attempted  
securi ty breach .  Because  there  are  many d i fferent ways  to  generate  and  store  aud i t  l ogs  (e. g .  
fi l es  or database),  the  mechan isms  to  secure  aud i t  l ogs  are  ou tside  the  scope  of th is  
Techn ical  Report.  

I n  add i tion ,  the  i n formation  i n  an  aud i t  record  may con tain  sensi ti ve  or private  in formation ,  
thus  the  abi l i ty to  subscribe  for Audit  Events  shal l  be  restricted  to  appropriate  users  and /or 
appl ications.  As  an  a l ternative,  the  fie lds  wi th  sensi ti ve  or private  i n formation  can  i nstead  
con tain  an  error code  ind icating  access  den ied  for users  that do  not have  appropriate  righ ts.  

Subclauses  4 . 1 2 .2 ,  4 . 1 2 .3 ,  4 . 1 2 .4 ,  and  4 . 1 2 .5  i l l ustrate  the  behaviour of OPC UA Servers  and  
Clients  that support Auditing.  

4.1 2.2  Sing le  Cl ient and  Server 

Figure  3  i l l ustrates  the  s imple  case  of a  Client  commun icating  wi th  a  Server.  

 

Figure  3  – S imple  Servers  

I n  th is  case,  OPC Cl ien t “A”  executes  some aud i table  operation  that i ncludes  the  i nvocation  of 
an  OPC UA service  in  Server “D” .  I t  wri tes  i ts  own  aud i t  l og  en try,  and  includes  the  i den ti fier 
of that en try i n  the  service  request that i t  submi ts  to  the  Server.  

The  Server receives  the  request and  creates  i ts  own  aud i t  l og  en try for i t.  Th is  en try i s  
i denti fied  by i ts  own  aud i t  i d  and  con tains  i ts  own  Auditing  i n formation .  I t  a lso  i ncludes  the  
name  of the  Client  that i ssued  the  service  request and  the  Client  aud i t  en try i d  received  i n  the  
request.  

Using  th is  i n formation ,  an  aud i tor can  inspect the  col lection  of l og  en tries  of the  Server and  
relate  them  back to  thei r associated  Client en tries.  
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OPC Cl ient 
“A” 

OPC Server 
“D” 

Audit Entry ID:  Y 
Cl ient Name:  A 

Cl ient Audit Entry ID:  Z 
Server D Audit Info 

Audit Entry ID:  Z 
Cl ient A Audit Info Cl ient “A” creates an audit log  entry for a given operation,  and  issues an  OPC UA 

service request as part of that operation.  The service request contains the cl ient’s 
audit entry id  “Z”.    

Server “D” creates an  audit log  entry for the service request,  cross 
referencing  it to the corresponding  audit log  entry of Cl ient “A”.  
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4.1 2.3  Aggregating  Server 

Figure  4  i l l ustrates  the  case  of a  Client  accessing  services  from  an  aggregating  Server.  An  
aggregating  Server i s  a  Server that provides  i ts  services  by accessing  services  of other OPC 
UA Servers,  referred  to  as  l ower layer-Servers.  

 

Figure  4  – Aggregating  Servers  

I n  th is  case,  each  of the  Servers  receives  requests  and  creates  i ts  own  aud i t  l og  en try for 
them.  Each  en try i s  i denti fied  by i ts  own  aud i t  i d  and  con tains  i ts  own  Auditing  i n formation .  I t  
a lso  i ncludes  the  name  of the  Client that i ssued  the  service  request and  the  Client aud i t  en try 
i d  received  i n  the  request.  The  Server then  passes  the  aud i t  i d  of the  en try i t  j ust created  to  
the  next Server i n  the  chain .  

Using  th is  i n formation ,  an  aud i tor can  i nspect the  Server’ s  l og  en tries  and  re late  them  back to  
thei r associated  Client  en tries.  

I n  most cases,  the  Servers  wi l l  on ly generate  Audit  Events,  bu t these  Audit  Events  wi l l  s ti l l  
con tain  the  same  i n formation  as  the  aud i t  l og  records.  I n  the  case  of aggregating  Servers,  a  
Server wou ld  a l so  be  requ i red  to  subscribe  for Audit  Events  from  the  Servers  i t  i s  
aggregating .  I n  th is  manner,  Server “B”  wou ld  be  able  to  provide  al l  of the  Audit Events  to  
Client “A” ,  i nclud ing  the  Events  generated  by Server “C”  and  Server “D” .  

4.1 2.4 Aggregation  through  a  non-audi ting  Server 

Figure  5  i l l ustrates  the  case  of a  Client  accessing  services  from  an  aggregating  Server that 
does  not support Auditing.  
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Client “A” creates an  audit log  entry for a given  operation,  and  
issues an  OPC UA service request as part of that operation.  
The service request contains the cl ient’s audit entry id  “Z”.   
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Server C Audit Info 

Audit Entry ID:  W 
Client Name:  C 

Cl ient Audit Entry ID:  X 
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Server “B” creates an  audit log  entry for the given  
operation,  cross referencing  it to the corresponding  
audit log  entry of Cl ient “A” and  issues an  OPC UA 
service request as part of that operation.  The service 
request contains the server’s audit entry id  “Y”.    

Server “C” creates an  audit log  entry for the given  
operation,  cross referencing  it to the corresponding  
audit log entry “Y” of Server “B”,  which acts as the 
cl ient to this server,  and  issues an  OPC UA service 
request to Server “D” in  support of this request.  The 
service request contains the Server’s audit entry id  
“X”.     

Server “D” creates an  audit log  entry for the service request,  cross 
referencing  it to the corresponding  audit log  entry “X” of Cl ient “C”,  
which  acts as the cl ient to this server.  
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Figure  5  – Aggregation  with  a  non-auditing  Server 

I n  th is  case,  each  of the  Servers  receives  thei r requests  and  creates  thei r own  aud i t l og  en try 
for them,  wi th  the  exception  of Server “B” ,  wh ich  does  not support Auditing.  I n  th is  case,  
Server “B”  passes  the  aud i t  i d  i t  receives  from  i ts  Client  “A”  to  the  next Server.  Th is  creates  
the  requ i red  aud i t  chain .  Server “B”  i s  not l i sted  as  supporting  Auditing.  I n  a  case  where  a  
Server does  not support wri ti ng  aud i t  en tries,  the  en ti re  system  may be  considered  as  not 
supporti ng  Auditing.  

I n  the  case  of an  aggregating  Server that does  not support Auditing,  the  Server wou ld  sti l l  be  
requ i red  to  subscribe  for Audit Events  from  the  Servers  i t  i s  aggregating .  I n  th is  manner,  
Server “B”  wou ld  be  able  to  provide  a l l  of the  Audit  Events  to  Client  “A” ,  i nclud ing  the  event 
generated  by Server “C”  and  Server “D” ,  even  though  i t  d id  not generate  an  Audit  even t.  

4.1 2.5  Aggregating  Server with  service  d istribution  

Figure  6  i l l ustrates  the  case  of a  Client  that submi ts  a  service  request to  an  aggregating  
Server,  and  the  aggregating  service  supports  that service  by submi tting  mu l tip le  service  
requests  to  i ts  underlying  Servers.  
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Client “A” creates an audit log  entry for a given operation,  and  
issues an OPC UA service request as part of that operation.  The 
service request contains the cl ient’s audit entry id  “Z”.    
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Server “B”  does does NOT support auditing  and,  therefore,  
does NOT generate audit log  entries.   I t issues an  OPC UA 
service request in  support of the request i t received.  The 
service request contains the audit entry id  “Z” that was 
received  from the cl ient.  

Server “C” creates an  audit log entry for the given  
operation,  cross referencing  i t to Server “B” and  its 
corresponding  audit log  entry “Z”.   In  this case,  server 
“B” acts as the cl ient to this server,  and  “Z” was actual ly 
written  by Cl ient “A”.   This server also issues an  OPC 
UA service request in  support of the request i t received 
that contains i ts audit entry id  “X”.     

Server “D” creates an  audit log  entry for the service request,  cross 
referencing  i t to the corresponding  audit log  entry “X” of Server “C”,  which  
acts as the cl ient to this server.  
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Figure  6  – Aggregate  Server with  service  d istribution  

I n  the  case  of aggregating  Servers,  a  Server wou ld  a l so  be  requ i red  to  subscribe  for Audit 
Events  from  the  Servers  i t  i s  aggregating .  I n  th is  manner,  Server “B”  wou ld  be  able  to  provide  
a l l  of the  Audit  Events  to  Client  “A” ,  i nclud ing  the  even t generated  by Server “C”  and  Server 
“D” .  

5 Securi ty reconci l iation  

5.1  Reconci l iation  of threats  with  OPC  UA securi ty mechanisms 

5. 1 . 1  Overview 

Subclauses  5. 1 . 2 ,  5 . 1 . 3 ,  5 . 1 . 4 ,  5 . 1 . 5,  5 . 1 . 6,  5 . 1 . 7,  5 . 1 . 8,  5 . 1 . 9 ,  5 . 1 . 1 0 ,  and  5. 1 . 1 1  reconci le  
the  th reats  that were  described  i n  4 . 3  against the  OPC UA functions.  Compared  to  the  
reconci l iation  wi th  the  objectives  that wi l l  be  g iven  in  5. 2 ,  th is  i s  a  more  speci fic reconci l iation  
that re lates  OPC UA securi ty functions  to  speci fic threats.  

5.1 .2  Message flooding  

See  4 . 3. 2  for a  description  of th is  th reat.  

OPC UA m in imizes  the  l oss  of Availability caused  by Message  fl ood ing  by m in im izing  the  
amount of processing  done  wi th  a  Message  before  the  Message  i s  au thenticated .  Th is  
prevents  an  attacker from  leverag ing  a  smal l  amount of effort  to  cause  the  leg i timate  OPC UA  
Application  to  spend  a  l arge  amount of time  respond ing ,  thus  taking  away processing  
resources  from  leg i timate  activi ties.  

GetEndpoin ts  (speci fied  i n  I EC  62541 -4)  and  OpenSecureChannel  (speci fied  i n  I EC  62541 -4)  
are  the  on ly services  that the  Server hand les  before  the  Client  i s  au then ticated .  The  response  
to  GetEndpoin ts  i s  on ly a  set of static i n formation  so  the  Server does  not need  to  do  much  
processing .  The  response  to  OpenSecureChannel  consumes  s ign i fican t Server resources  
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Server “B” creates an  audit log  entry for the given  
operation,  cross referencing  it to the corresponding  audit 
log entry of Cl ient “A”,  and  issues two OPC UA service 
requests as part of that operation.  The service requests 
contain  the server’s audit entry id  “Y”.    

Server “C” creates an audit log entry for the 
service request,  cross referencing  i t to the 
corresponding  audit log  entry “Y” of Server 
“B”,  which  acts as the cl ient of this server.   

Server “D” creates an  audit log  entry for the service 
request,  cross referencing  it to the corresponding  
audit log  entry “Y” of Server “B”,  which  acts as the 
cl ient of this server.  

International  Electrotechnical  Commission

 



 –  26  – I EC  TR 62541 -2 : 201 6  © I EC  201 6  

because  of the  s ignature  and  encryption  processing .  OPC UA has  m in im ized  th is  processing ,  
bu t i t  cannot be  e l im inated .  

The  Server implementation  cou ld  protect i tsel f from  floods  of OpenSecureChannel  Messages  
i n  two  ways.  

F i rst,  the  Server cou ld  i n ten tional ly delay i ts  processing  of OpenSecureChannel  requests  
once  i t  receives  more  than  some  m in imum  number of bad  OpenSecureChannel  requests.  I t  
shou ld  a l so  i ssue  an  a larm  to  a lert p lan t personnel  that an  attack i s  underway that cou ld  be  
b locking  new leg i timate  OpenSecureChannel  cal l s .  

Second ,  when  an  OpenSecureChannel  request attempts  to  exceed  the  Server’ s  speci fied  
maximum  number of concurrent channels  the  Server repl ies  wi th  an  error response  wi thout 
performing  the  s ignature  and  encryption  processing .  Certi fied  OPC UA Servers  are  requ i red  
to  speci fy thei r maximum  number of concurrent channels  i n  thei r product documentation  as  
speci fied  i n  I EC  62541 -7.  

OPC UA user and  Client  Authentication  reduce  the  risk of a  l eg i timate  Client  be ing  used  to  
mount a  fl ood ing  attack.  See  the  reconci l iation  of Authentication  i n  5 . 2 . 2 .  

OPC UA Auditing  functional i ty provides  the  s i te  wi th  evidence  that can  help  the  s i te  d iscover 
that fl ood ing  attacks  are  being  mounted  and  fi nd  ways  to  prevent s im i lar fu ture  attacks  (see  
4 . 1 2) .  As  a  best practice,  Audit Events shou ld  be  mon i tored  for excessive  connection  
requests.  

OPC UA re l ies  upon  the  s i te  CSMS  to  prevent attacks  such  as  Message  fl ood ing  at protocol  
l ayers  and  systems  that support OPC UA.  

5.1 .3  Eavesdropping  

See  4 .3 .3  for a  description  of th is  threat.  

OPC UA provides  encryption  to  protect against eavesdropping  as  described  i n  5 . 2 . 5.  

5.1 .4 Message  spoofing  

See  4 .3 .4  for a  description  of th is  threat.  

As  speci fied  i n  I EC  62541 -4  and  I EC  62541 -6,  OPC UA coun ters  Message  spoofing  threats  by 
provid ing  the  abi l i ty to  s ign  Messages.  Add i tional l y Messages  wi l l  a lways  con tain  a  val i d  
Session  ID ,  Secure Channel I D ,  Request ID ,  Timestamp as  wel l  as  the  correct sequence  
number.  

5.1 .5  Message  al teration  

See  4 .3 .5  for a  description  of th is  threat.  

OPC UA counters  Message  a l teration  by the  s ign ing  of Messages  that are  speci fied  i n  
I EC  62541 -4.  I f Messages  are  a l tered ,  checking  the  s ignature  wi l l  reveal  any changes  and  
a l low the  recipien t to  d iscard  the  Message .  Th is  check can  a lso  prevent un in tentional  
Message  a l teration  due  to  commun ication  transport errors.  

5.1 .6  Message  replay 

See  4 .3 .6  for a  description  of th is  threat.  

OPC UA uses  Session  IDs,  Secure Channel I Ds,  Timestamps,  Sequence  Numbers  and  
Request IDs  for every request and  response  Message .  Messages  are  s igned  and  cannot be  
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changed  wi thou t detection ,  therefore  i t  wou ld  be  very hard  to  replay a  Message ,  such  that the  
Message  wou ld  have  a  val id  Session  ID ,  Secure Channel  I D ,  Timestamp,  Sequence  Numbers  
and  Request I D .  (Al l  of wh ich  are  speci fied  i n  I EC 62541 -4  and  I EC  62541 -6).  

5.1 .7  Malformed  Messages  

See  4 .3 .7  for a  description  of th is  threat.  

Implementations  of OPC UA Client  and  Server products  coun ter th reats  of mal formed  
Messages  by checking  that Messages  have  the  proper form  and  that parameters  of Messages  
are  wi th in  thei r l egal  range.  I nval id  Messages  are  d iscarded .  Th is  i s  speci fied  i n  I EC  62541 -4  
and  I EC  62541 -6.  

5.1 .8  Server profi l ing  

See  4 .3 .8  for a  description  of th is  threat.  

OPC UA l im i ts  the  amount of i n formation  that Servers  provide  to  Clients  that have  not yet 
been  i den ti fied .  Th is  i n formation  i s  the  response  to  the  GetEndpoin ts  service  speci fied  i n  
I EC  62541 -4.  

5.1 .9  Session  h i jacking  

See  4 .3 .9  for a  description  of th is  th reat.  

OPC UA coun ters  session  h i j acking  by assign ing  a  securi ty con text ( i . e .  Secure Channel)  wi th  
each  Session as  speci fied  in  the  CreateSession  service  i n  I EC  62541 -4.  H i jacking  a  Session 
wou ld  thus  fi rst requ i re  compromising  the  securi ty con text.  

5.1 .1 0  Rogue Server 

See  4 .3 . 1 0  for a  description  of th is  th reat.  

OPC UA Client  appl ications  coun ter the  use  of rogue  Servers  by val idating  Server Application 
Instance Certificates.  There  wou ld  sti l l  be  the  possib i l i ty that a  rogue  Server provides  a  
Certificate  from  a  certi fied  OPC UA Server,  bu t s ince  i t  does  not possess  the  appropriate  
Private Key (because  th is  wi l l  never be  d istribu ted )  to  decrypt and  veri fy Messages  secured  
wi th  the  correct Public Key the  rogue  Server wou ld  never be  able  to  read  and  m isuse  secured  
data  sen t by a  Client.  

5.1 .1 1  Compromising  user credentials  

See  4 . 3. 1 1  for a  description  of th is  th reat.  

OPC UA protects  user credentia ls  sen t over the  network by encryption  as  described  in  5 . 2 .5.  

OPC UA depends  upon  the  s i te  CSMS  to  protect against other attacks  to  gain  user 
credentia ls ,  such  as  password  guessing  or socia l  eng ineering .  

5.2  Reconci l iation  of objectives  with  OPC  UA securi ty mechanisms 

5.2 . 1  Overview 

Subclauses  5. 2 .2 ,  5 . 2 . 4,  5 . 2 .5,  5 . 2 . 6,  5 . 2 . 7 ,  and  5. 2 . 8  reconci le  the  objectives  that were  
described  i n  4 . 2  wi th  the  OPC UA functions.  

Compared  to  the  reconci l iation  against the  threats  of 5 . 1 ,  th is  reconci l iation  j usti fi es  the  
completeness  of the  OPC UA securi ty arch i tecture.  
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5.2.2  Appl ication  Authentication  

OPC UA  Applications  support Authentication  of the  en ti ties  wi th  wh ich  they are  
commun icating .  As  speci fied  i n  the  GetEndpoin ts  and  OpenSecureChannel  services  i n  
I EC  62541 -4,  OPC UA Client and  Server appl ications  i denti fy and  au thenticate  themselves  
wi th  X.509 Certificates  (see  [:X509]) .  Some  choices  of the  Commun ication  Stack requ i re  
these  Certificates  to  represent the  mach ine  or user i nstead  of the  appl ication .  

5.2.3  User Authentication  

OPC UA  Applications  support Authentication  of users  by provid ing  the  necessary 
Authentication  credentia ls  to  the  other en ti ties.  As  described  i n  the  OpenSecureChannel  
service  i n  I EC  62541 -4,  the  OPC UA Client  accepts  a  UserI den ti tyToken  from  the  user and  
passes  i t  to  the  OPC UA Server.  The  OPC UA Server au then ticates  the  user token .  OPC UA 
Applications  accept tokens  i n  any of the  fol lowing  three  forms:  username/password ,  an  
X. 509v3  Certificate  (see  [:X509])  or a  WS-Securi tyToken.  

As  speci fied  i n  the  CreateSession  and  ActivateSession  services  in  I EC  62541 -4,  i f the  
UserI denti tyToken  i s  a  Digital Certificate  then  th is  token  i s  va l i dated  wi th  a  chal lenge-
response  process.  The  Server provides  a  Nonce  and  s ign ing  a lgori thm  as  the  chal lenge  in  i ts  
CreateSession  response.  The  Client responds  to  the  chal l enge  by s ign ing  the  Server’ s  Nonce  
and  provid ing  i t  as  an  argument i n  i ts  subsequent ActivateSession  cal l .  

5.2.4 Authorization  

OPC UA does  not speci fy how user or Client  Authorization  i s  to  be  provided .  OPC UA 
Applications  that are  part of a  l arger i ndustria l  au tomation  product may manage  
Authorizations  consisten t wi th  the  Authorization  management of that product.  I den ti fication  
and  Authentication  of users  i s  speci fied  in  OPC UA so  that Client  and  Server appl ications  can  
recogn ize  the  user i n  order to  determine  the  Authorization  l evel  of the  user.  

OPC UA Servers  respond  wi th  the  Bad_UserAccessDen ied  error code  to  i nd icate  an  
Authorization or Authentication  error as  speci fied  i n  the  status  codes  defined  i n  I EC 62541 -4.  

5.2.5  Confidential i ty 

OPC UA uses  Symmetric and  Asymmetric Encryption  to  protect Confiden tia l i ty as  a  securi ty 
objective.  Thereby Asymmetric Encryption  i s  used  for key agreement and  Symmetric 
Encryption  for securing  a l l  other Messages  sen t between  OPC UA Appl ications.  Encryption  
mechan isms  are  speci fied  in  [UA Part 6 ] .  

OPC UA re l i es  upon  the  s i te  CSMS to  protect Confidentia l i ty on  the  network and  system  
in frastructure.  OPC UA re l ies  upon  the  PKI  to  manage  keys  used  for Symmetric and  
Asymmetric Encryption .  

5.2.6  In tegri ty 

OPC UA uses  Symmetric  and  Asymmetric Signatures  to  address  Integrity as  a  securi ty 
objective.  The  Asymmetric Signatures  are  used  in  the  key agreement phase  during  the  Secure 
Channel  establ ishment.  The  Symmetric Signatures  are  appl ied  to  a l l  other Messages.  

OPC UA rel ies  upon  the  s i te  CSMS  to  protect Integrity on  the  network and  system  
in frastructure.  OPC UA re l ies  upon  the  PKI  to  manage keys  used  for Symmetric  and  
Asymmetric Signatures.  

5.2.7  Audi tabi l i ty 

As speci fied  i n  the  UA Auditing  description  in  I EC  62541 -4,  OPC UA supports  Audit l ogg ing  by 
provid ing  traceabi l i ty of acti vi ti es  through  the  l og  en tries  of the  mu l tip le  Clients  and  Servers  
that i n i tiate,  forward ,  and  hand le  the  activi ty.  OPC UA depends  upon  OPC UA  Application  
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products  to  provide  an  effective  Audit  l ogg ing  scheme or an  efficien t manner of col lecting  the  
Audit  Events  of a l l  nodes.  Th is  scheme may be  part of a  l arger i ndustria l  au tomation  product 
of wh ich  the  OPC UA  Applications  are  a  part.  

5.2.8  Avai labi l i ty 

OPC UA m in im izes  the  impact of Message  fl ood ing  as  described  in  5 . 1 . 2 .  

Some  attacks  on  Availability i nvolve  open ing  more  sessions  than  a  Server can  hand le  thereby 
causing  the  Server to  fa i l  or operate  poorly.  Servers  re ject sessions  that exceed  thei r 
speci fied  maximum  number.  Other aspects  of OPC UA such  as  OPC UA Secure  Conversation  
or WS  Secure  Conversation  can  also  affect avai labi l i ty and  are  d iscussed  i n  I EC  62541 -6.  

6 Implementation  and  deployment considerations  

6.1  Overview 

Clause  6  provides  gu idance  to  vendors  that implement OPC UA  Applications.  S ince  many of 
the  coun termeasures  requ i red  to  address  the  threats  described  above  fa l l  ou tside  the  scope  
of the  OPC UA speci fication ,  the  advice  i n  Clause  6  suggests  how some  of those  
coun termeasures  shou ld  be  provided .  

For each  of the  fol lowing  areas,  Clause  6  defines  the  problem  space,  i denti fi es  consequences  
i f appropriate  coun termeasures  are  not implemented  and  recommends  best practices.  

6.2  Appropriate  timeouts  

Timeouts,  the  time  that the  implementation  shal l  wai t  (usual ly for an  even t such  as  Message  
arrival ) ,  p lay a  very s ign i fi can t role  i n  i n fluencing  the  securi ty of an  implementation .  Poten tia l  
consequences  include  

•  Den ial  of service:  Den ial  of service  cond i tions  may exist when  a  Client d oes  not reset a  
session ,  i f the  timeou ts  are  very l arge.  

•  Resource  consumption :  When  a  Client i s  i d le  for l ong  periods  of time,  the  Server shal l  
keep  the  Client’ s  bu ffered  Message  or i n formation  for that period ,  l ead ing  to  resource  
exhaustion .  

The  implementer shou ld  use  reasonable  timeou ts  for each  connection  stage.  

6.3  Strict Message processing  

The  speci fications  often  speci fy the  format of the  ri gh t Messages  and  are  s i l en t on  what the  
implementation  shou ld  do  for Messages  that deviate  from  the  speci fication .  Typical l y,  the  
implementations  continue  to  parse  such  packets,  l ead ing  to  vu lnerabi l i ties.  

•  The  implementer shou ld  do  strict  checking  of the  Message  format and  shou ld  ei ther d rop  
the  packets  or send  an  error Message  as  described  below.  

•  Error hand l ing  uses  the  error code,  defined  i n  I EC  62541 -4,  wh ich  most precisely fi ts  the  
cond i tion .  

•  Al l  arrays  l eng ths  and  string  l eng ths  shou ld  be  strictl y enforced  and  processed .  

6.4 Random number generation  

Random  numbers  that meet securi ty needs  can  be  generated  by su i table  functions  that are  
provided  by cryptography l i braries.  Common  random  functions  such  as  using  rand()  provided  
by the  “C”  standard  l i brary do  not generate  enough  en tropy.  As  an  a l ternative,  implementers  
cou ld  use  the  random  number generator provided  by the  M icrosoft Windows Crypto  l i brary 
(WinCrypt l i brary)  or by OpenSSL.  
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6.5  Special  and  reserved  packets  

The  implementation  shal l  understand  and  correctl y i n terpret any Message  types  that are  
reserved  as  special  (such  as  broadcast and  mu l ti cast addresses  in  I P  speci fication).  Fai l ing  to  
understand  and  i n terpret those  specia l  packets  may l ead  to  vu lnerabi l i ti es.  

6.6  Rate  l imiting  and  flow control  

OPC-UA does  not provide  rate  control  mechan isms,  however an  implementation  can  
i ncorporate  rate  con trol .  

6.7  Admin istrative  access  

OPC UA describes  that certain  functional i ty,  such  as  the  management of CertificateStores,  
shou ld  be  restricted  to  admin istrators.  Th is  Mu l ti -part standard  does  not describe  the  detai l s  
associated  wi th  admin istrative  access.  The  nature  of admin istrative  access  varies  from  
platform  to  p latform.  Some  p latforms  on ly have  a  s i ng le  admin istrator.  Other p latforms  provide  
mu l tip le  l evels  of admin istrative  access  such  as  backup  admin istrator,  network admin istrator,  
configuration  admin istrator etc.  The  deployment s i te  shou ld  make  appropriate  selections  for 
admin istrator access  and  the  implementer shou ld  a l low for the  configuration  of appropriate  
admin istrator account access.  

6.8  Alarm  related  gu idance 

OPC UA supports  a  robust Alarm  and  Condition  i n formation  model ,  wh ich  includes  the  abi l i ty 
to  d isable  a larms,  shelve  a larms  and  to  general l y manage  a larms.  Alarm  processing  and  
management i s  an  important part of main tain ing  efficien t con trol  of a  plan t.  From  a  securi ty 
poin t of view i t  i s  important that th is  avenue  be  adequately protected ,  to  ensure  that a  rogue  
agen t does  not create  a  dangerous  or fi nancia l  s i tuation .  OPC UA provides  the  tools  requ i red  
for th is  protection ,  bu t the  implementer needs  to  ensure  that they are  exercised  correctl y.  Al l  
functions  that a l l ow changes  to  the  runn ing  envi ronment are  able  to  generate  Audit Events  
and  are  to  be  restricted  to  appropriate  users.  

The  d isabl ing  of Alarms i s  one  such  function  that shou ld  be  restricted  to  personnel  wi th  
appropriate  access  righ ts.  Furthermore,  any action  that d isables  an  alarm,  whether i t  be  
i n i ti ated  by personnel  or some  au tomated  system,  shou ld  generate  an  Audit Even t i nd icating  
the  action .  

The  shelving  of a larms  shou ld  fo l low s im i lar gu idel ine  as  the  d isabl i ng  of a larms  wi th  regard  to  
access  and  Auditing,  a l though  i t  may be  avai lable  to  a  wider range  of users  (operators,  
eng ineers).  Also  the  implementer shou ld  ensure  that appropriate  timeou ts  are  configured  for 
Alarm  Shelving .  These  timeou ts  shou ld  ensure  that an  Alarm  cannot be  shelved  for a  period  
of time  that cou ld  cause  safety concerns.  

D ia log  Events  cou ld  a lso  be  used  to  overload  a  Client.  I t  wou ld  be  a  best practice  for Servers  
that support d ia logs  to  restrict the  number of concurrent d ia logs  that cou ld  be  active.  Also  
D ialogs  shou ld  i nclude  some  timeou t period  to  ensure  that they are  not used  to  create  a  DOS.  
Client implementers  shou ld  a l so  ensure  that any d ia log  processing  cannot be  used  to  
overwhelm  an  operator.  The  maximum  number of open  d ia logs  shou ld  be  restricted  and  
d ia logs  shou ld  be  able  to  be  i gnored  ( i . e .  other processing  shou ld  sti l l  be  avai lable).  

6.9  Program  access  

OPC UA describes  functional i ty that a l l ows  for programs  to  be  executed  as  part of the  OPC 
UA Server.  These  programs  can  be  used  to  perform  advanced  con trol  a lgori thms  or other 
actions.  The  use  of these  actions  shou ld  be  restricted  to  personnel  wi th  appropriate  access  
righ ts.  Furthermore,  the  defin i tion  of Programs  shou ld  be  carefu l l y mon i tored .  I t  i s  
recommended  that stati stics  be  main tained  regard ing  the  number of defined  programs i n  
add i tion  to  thei r execution  frequency.  Th is  i n formation  shal l  be  avai lable  to  admin istrative  
personnel .  I n  no  case  shou ld  an  un l im i ted  number of program  executions  be  a l l owed .  

International  Electrotechnical  Commission

 



I EC  TR 62541 -2: 201 6  © I EC  201 6  – 31  –  

6.1 0  Audit  event management 

The  OPC UA speci fication  describes  Audit Events  that are  to  be  generated  and  the  
i n formation  that these  Audit Events  shal l  i nclude  as  a  m in imum,  however the  speci fication  
does  not describe  how these  Audit  Events  are  hand led  once  they are  generated .  Audit Events  
can  be  subscribed  to  by mu l tip le  Audit  tracking  systems  or l ogg ing  systems.  The  OPC UA 
speci fication  does  not describe  these  systems.  I t  i s  assumed  that any number of vendor 
provided  systems cou ld  provide  th is  functional i ty.  As  a  best practice  whatever system  is  used  
to  store  and  manage  Audit Events  shou ld  ensure  the  fol lowing :  

•  The  system  shou ld  ensure  that Audit  Events  are  not tampered  wi th  once  they are  
received .  

•  The  Subscription  for Audit  Events  shou ld  be  via  a  Secure Channel  to  ensure  they are  not 
tampered  wi th  wh i le  i n  transi tion .  

An  Audit  even t management system  cou ld  have  add i tional  requ i rements  based  on  the  s i te  
CSMS.  

6.1 1  Certi ficate  management 

OPC UA appl ications  typical l y have  Application Instance Certificates  to  provide  appl ication  
l evel  securi ty.  They are  used  for establ ish ing  a  secure  connection  using  Asymmetric 
Cryptography.  These  Application Instance Certificates  are  Digital Certificates  wh ich  are  X.509 
Certificates  and  contain  a  l i st  of data  i tems  that are  defined  i n  I EC  62541 -4  and  completely 
described  i n  I EC  62541 -6.  These  data  i tems  describe  the  Application Instance  that the  Digital 
Certificate  i s  assigned  to.  

The  Digital Certificates  i nclude  a  Digital Signature  by the  generator of the  Certificate .  Th is  
Digital Signature  can  be  sel f-s igned  (The  s ignature  i s  generated  by the  Private Key 
associated  wi th  X.509 Certificate  that i s  the  Application Instance Certificate)  or can  be  s igned  
by a  Certificate Authority (The  s ignature  i s  generated  by the  Private Key associated  the  X.509 
Certificate  of the  CA).  Both  types  of Certificates  provide  the  same l evel  of securi ty and  can  be  
used  i n  Asymmetric Cryptography.  Asymmetric Cryptography makes  use  of two  keys  – a  
Private Key and  a  Public Key.  An  appl ication  wi l l  have  a  l i st  of trusted  Public Keys  that 
represent the  appl ications  i t  trusts.  Th is  l i st  of trusted  Public Keys  i s  stored  e i ther i n  the  
Windows  Reg istry or a  fi l e  fo lder.  I t  wi l l  a lso  have  a  Private Key that corresponds  to  i ts  
Application Instance Certificate .  The  appl ication  can  use  a  Public Key,  from  i ts  l i st,  to  va l idate  
that the  S ignature  on  a  received  connection  request was  generated  by the  correspond ing  
Private Key.  An  appl ication  can  a lso  use  the  Public Key of the  target appl ication  to  encrypt 
data,  wh ich  can  on ly be  decrypted  using  the  Private Key of the  target appl ication .  

The  major d i fference  between  CA s igned  and  sel f-s igned  Digital Certificate  i s  the  effort 
requ i red  to  deploy and  main tain  the  Digital Certificates.  The  choice  of when  to  use  a  CA 
i ssued  Digital Certificate  versus  a  sel f-s igned  Digital Certificate  depends  on  the  i nstal lation  
and  s i te  requ i rements.  

F igure  7  i l l ustrates  the  work that i s  requ i red  to  main tain  the  trust l i st  for sel f-s igned  Digital 
Certificates.  
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Figure  7  – Manual  Certi ficate  handl ing  

An  admin istrator wou ld  be  requ i red  to  copy the  Public Key associated  wi th  a l l  Client 
appl ications  to  a l l  Server appl ications  that they may need  to  commun icate  wi th .  I n  add i tion ,  
the  admin istrator wou ld  be  requ i red  to  copy the  Public Key associated  wi th  a l l  Server 
appl ications  to  a l l  Client  appl ications  that may need  to  commun icate  wi th  them.  As  the  number 
of Servers  and  Clients  g rows,  the  admin istration  effort can  become too  burdensome.  I n  
add i tion ,  a  Digital Certificate  has  a  l i fetime  and  wi l l  need  to  be  replaced  wi th  an  updated  
Digital Certificate  a t  some  poin t i n  time.  Th is  wi l l  requ i re  a l l  of the  Public Keys  to  be  copied  
again .  I n  very smal l  i nstal l ations,  expl ici tl y l i sting  what Clients  a  Server trusts  by i nstal l i ng  the  
Public Key of the  Client  Application  Instance  Certificate  i n  the  Trusted  Certificate  s tore  of the  
Server may be  acceptable.  

I n  systems  wi th  mu l tip le  Servers  and  Clients,  the  i nstal l ation  of Public Keys  i n  Trust L ists  can  
very qu ickly become cumbersome.  I n  these  instances,  the  use  of a  company speci fic CA can  
g reatl y s impl i fy the  i nstal lation /configuration  i ssues.  The  CA can  a lso  provide  add i tional  
benefi ts  such  as  management of Digital Certificate  expi ration  and  Certificate  Revocation  Lists  
(CRL).  F igure  8  provides  an  i l l ustration  of th is  activi ty.  

International  Electrotechnical  Commission

 



I EC  TR 62541 -2: 201 6  © I EC  201 6  – 33  –  

 

IEC  

Figure  8  – CA Certi ficate  handl ing  

The  admin istrator wi l l  need  to  generate  a  CA s igned  Application Instance Certificate  for a l l  
Clients  and  Servers  that are  i nstal l ed  i n  a  system,  bu t he  wi l l  on ly need  to  i nstal l  the  CA 
Public Key on  a l l  mach ines.  When  a  Digital Certificate  expi res  and  i s  replaced ,  the  
admin istrator wi l l  on ly need  to  replace  the  expi red  Digital Certificate ,  there  wi l l  be  no  need  to  
copy a  Public Key to  any l ocations.  

The  company speci fic CA a l lows  the  company to  con trol  the  i ssu ing  of Digital Certificates.  The  
use  of a  commercial  CA (such  as  VeriSign)  wou ld  not be  recommended  i n  most cases.  An  
OPC UA Appl ication  typical l y i s  configured  to  trust on ly the  other appl ications  determined  by 
the  Company as  trusted .  I f a l l  Digital Certificates  i ssued  by a  commercia l  CA were  to  be  
trusted  then  the  commercia l  CA wou ld  be  con trol l i ng  wh ich  appl ications  are  to  be  trusted ,  not 
the  company.  

Certificate  management needs  to  be  addressed  by al l  appl ication  developers.  Some  
appl ications  may make  use  of Certificate  management that i s  provided  as  part of a  system  
wide  i n frastructure,  others  wi l l  generate  sel f-s igned  Digital Certificates  as  part of an  
i nsta l lation .  See  IEC  62541 -1 2  for add i tional  detai l s  on  system  wide  in frastructu res  for 
Certificate  management.  

From  a  developer poin t of view,  i t  i s  a  best practice,  i f your appl ication  supports  Certificates,  
that i t  au tomatical l y provides  a  sel f-s igned  Application  Instance  Certificate  on  i nsta l lation .  I n  
add i tion ,  the  appl ication  shal l  be  able  to  easi l y replace  the  sel f-s igned  Application  Instance  
Certificate  wi th  a  CA i ssued  Application  Instance  Certificate .  The  configuration  of a  Trust L ist 
shou ld  a lso  be  easi l y accompl ished .  Typical l y,  Trust L ists  for Public Keys  of Appl ication  
I nstances  are  kept i n  a  separate  l i st  than  those  of a  CA.  Also  an  appl ication  shou ld  be  able  to  
hand le  Certificate Revocation  Lists  (CRL).  These  are  l i sts  of Public Keys  that are  associated  
wi th  a  g iven  CA that have  been  revoked .  Th is  a l lows  a  CA to  remove  a  Digital Certificate  that 
i t  had  si gned  from  ci rcu lation .  CRLs  are  provided  by a  CA and  usual l y d istribu ted  in  some 
au tomatic manner;  see  IEC  62541 -1 2  for add i tional  detai l s .  

From  a  securi ty poin t of view,  i t  i s  essen tia l  that the  Certificate  s tores  used  to  store  Private 
Keys  are  protected  and  secured ,  on ly a l lowing  read /wri te  access  by an  appropriate  
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admin istrator and  read  access  by the  appl ication .  Trust l i sts,  CRLs and  trusted  CA l i sts  shal l  
be  secured  a l lowing  on ly wri te  access  by an  appropriate  admin istrator.  Read  access  may be  
g ran ted  to  other val id  users,  bu t the  l i st  of users  a l lowed  read  access  wou ld  be  a  deployment 
s i te  decis ion .  

From  an  I nstal lation  poin t of view,  i t  i s  a  best practice  that a  standard  tool  to  generate  an  
Application  Instance  Certificate  i s  provided .  Th is  tool  cou ld  be  one  provided  by an  OPC UA 
SDK vendor or by the  OPC Foundation .  The  standard  tool  ensures  that the  Application  
Instance  Certificates  that are  generated  i nclude  a l l  of the  requ i red  fie lds  and  setti ngs.  A 
particu lar OPC UA appl ication  shal l  be  able  to  accept and  i nstal l  Application  Instance  
Certificates  generated  by any of the  avai l able  standard  tools.  The  choice  of the  actual  tool  i s  
s i te  speci fic.  F igure  9  provides  an  overview of some  of the  key poin ts  of Certi ficate  hand l ing .  

 

Figure  9  – Certi ficate  handl ing  

The  fol l owing  i s  a  summary of these  key poin ts  when  a  CA based ,  securi ty requ i red  system  is  
deployed :  

Appl ication  Instance  –  An  OPC UA Appl ication  instal led  on  a  s i ng le  mach ine  i s  ca l led  an  
Appl ication  I nstance.  Each  instance  shal l  have  i ts  own  Application Instance Certificate  wh ich  
i t  uses  to  i denti fy i tsel f when  connecting  to  other appl ications  (the  Public Key and  Private 
Key) .  Each  Appl ication  I nstance  has  a  g lobal l y un ique  URI  wh ich  i den ti fies  i t.  The  appl ication  
wi l l  a l so  check trust l i sts  and  CRL’s  to  determine  i f access  shou ld  be  g ranted .  The  appl ication  
wi l l  communicate  using  a  secure  channel  establ i shed  using  Asymmetric Cryptography wi th  
other appl ications.  

Administrator – The  person  or persons  that admin ister the  Certificate  hand l ing  associated  
wi th  a  UA system  and  manage  the  securi ty setti ngs  for Appl ication  I nstances.  Th is  i ncludes  
setting  the  con ten ts  of trust l i sts  and  manag ing  any activi ties  performed  by a  CA.  
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Operator – An  Operator i s  a  person  who  uses  the  Appl i cation  I nstance.  More  than  one  
Operator may exist for any g iven  appl ication .  An  Operator may have  User Credential s  wh ich  
are  used  to  determine  access  ri gh ts  and  to  track activi ti es  wi th in  the  Appl ication  I nstance.  

User Credential  –  A User Credentia l  i s  a  generic term  for an  e lectron ic ID  wh ich  i den ti fies  an  
Operator.  I t  may be  passed  to  a  Server after the  Application Instance Certificate  i s  used  to  
create  a  secure  channel .  I t  can  be  used  to  determine  access  righ ts  and  to  track activi ties  
(aud i ting).  

Certi ficate  Authori ty (CA)  –  A Certi ficate  Au thori ty (CA)  i s  an  admin istrator or organ ization  
wh ich  i s  responsible  for creating  and  manag ing  Certi ficates  ( i t  i s  usual ly a  partial l y au tomated  
software  product).  The  Certi ficate  Au thori ty shal l  veri fy that i n formation  p laced  in  the  
Application  Instance  Certificate  i s  correct and  add  a  Digital Signature  to  the  Certificate  that i s  
used  to  veri fy that the  i n formation  has  not been  changed .  Each  CA shal l  have  i ts  own  Digital 
Certificate  wh ich  i s  used  to  create  the  Digital Signatures.  A CA is  a l so  responsible  for 
main tain ing  CRLs.  I n  most cases,  i t  i s  a  software  package,  that an  admin istrator shal l  
period ical l y review or access,  usual l y when  the  software  package  generates  an  a larm  or 
noti fication  that some  review action  i s  requ i red .  

Certi ficate  – A Certificate i s  an  e lectron ic ID  that can  be  held  by an  appl ication .  The  ID  
i ncludes  i n formation  that i den ti fies  the  holder,  the  i ssuer and  a  un ique  key that i s  used  to  
create  and  veri fy Digital Signatures.  The  syn tax of these  Certificates  con forms  to  the  X509  
speci fication ,  as  a  resu l t,  these  Certificates  are  a lso  cal led  “X509 Certificates” .  Certificates  
a l so  have  a  Private Key associated  wi th  them.  

Self-Signed  Certi ficate  – A sel f-s igned  Certificate i s  a  Digital Certificate  wh ich  has  no  
Certi ficate  Au thori ty.  These  Certificates  can  be  created  by anyone  and  can  be  used  in  
s i tuations  where  the  admin istrators  of UA Appl ications  are  able  to  veri fy the  cla ims  by 
reviewing  the  con ten ts  themselves.  A system  that uses  on ly sel f-s igned  Certificates  wou ld  not 
have  CA or CRL.  

Private  Key – A Private Key i s  a  secret number known  on ly to  the  holder of a  Digital 
Certificate .  Th is  secret a l lows  the  holder to  create  Digital Signatures  and  decrypt data.  I f th is  
secret i s  revealed  to  unau thorized  parties  then  the  associated  Digital Certificate  can  no  l onger 
be  trusted  or used .  I t  shal l  be  replaced  or i n  the  case  of a  CA generated  Certificate ,  i t  shal l  be  
revoked .  

Trust List – A Trust List i s  a  l i st  of Certificates  wh ich  are  trusted  by an  Appl ication  I nstance.  
When  securi ty i s  enabled ,  UA Appl ications  shal l  re ject connections  from  peers  whose  
Certificates  are  not i n  the  trusted  l i st  or i f the  Certificate i s  i ssued  by a  CA that i s  not i n  the  
Trust L ist.  

Certi ficate  Store  –  A Certi ficate  Store  i s  a  p lace  where  Certificates  and  Private Keys  can  be  
stored  on  a  fi l e  system.  Al l  Windows  systems provide  a  reg istry based  store  cal l ed  the  
Windows  Certi ficate  Store.  Al l  UA systems  can  a lso  support a  d i rectory contain ing  the  
Certificates  s tored  in  a  fi l e  wh ich  i s  a l so  cal led  an  OpenSSL Certi ficate  Store.  

Revocation  List – A Revocation  List i s  a  l i st  of Certificates  wh ich  have  been  revoked  by a  CA 
and  shal l  not be  accepted  by an  Appl i cation  I nstance.  
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