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I NTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
OPC UNIFIED ARCHITECTURE –  

 
Part 1 :  Overview and  concepts  

 
FOREWORD 

1 )  The  I n ternati ona l  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees).  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen ta l  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.  

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Pub l i cati ons  
transparen tl y to  the  maximum  exten t  possib l e  i n  thei r nati ona l  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tsel f does  not  provi de  any a ttestati on  of con form i ty.  I n dependen t  certi fi cati on  bod ies  provide  conform i ty 
assessmen t services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsibl e  for any 
services  carri ed  ou t  by i n dependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i n cl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i cal  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  pub l i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Pub l i cati ons.  

8)  Atten ti on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct appl i cati on  of th i s  publ i cati on .  

9 )  Atten ti on  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect  of 
paten t ri gh ts .  I EC  sha l l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The  main  task of I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  report when  i t  has  col lected  
data  of a  d i fferen t kind  from  that wh ich  i s  normal l y publ i shed  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC  TR 62541 -1 ,  wh ich  i s  a  techn ical  report,  has  been  prepared  by subcommi ttee  65E:  
Devices  and  i n tegration  in  en terpri se  systems,  of I EC  techn ical  commi ttee  65:  I ndustria l -
process  measurement,  con trol  and  au tomation .  

The  text of th is  techn ical  report i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

65E/41 4/DTR 65E/463/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  report can  be  found  i n  the  
report on  voting  ind icated  i n  the  above  table.  
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Th is  second  ed i tion  cancels  and  replaces  the  fi rst  ed i tion  of I EC  TR 62541 -1 ,  publ i shed  in  
201 0.  

Th is  ed i tion  i ncludes  no  techn ical  changes  wi th  respect to  the  previous  ed i ti on  bu t i ncludes  
updates  to  reflect changes  or add i tions  in  normative  parts  of I EC  62541 .  

Th is  publ ication  has  been  d rafted  i n  accordance  wi th  the  ISO/IEC Di rectives,  Part 2 .  

Throughou t th is  document and  the  referenced  other parts  of the  series,  certain  document 
conventions  are  used :  

– I ta l ics  are  used  to  denote  a  defined  term  or defin i tion  that appears  i n  the  “Terms  and  
defin i tion”  clause  in  one  of the  parts  of the  series.  

– I ta l ics  are  a l so  used  to  denote  the  name of a  service  inpu t or ou tpu t parameter or the  
name of a  structure  or e lement of a  structure  that are  usual l y defined  i n  tables.  

– The  i ta l icized  terms  and  names are  a l so  often  wri tten  i n  camel -case  (the  practice  of wri ti ng  
compound  words  or phrases  in  wh ich  the  e lements  are  j o ined  wi thou t spaces,  wi th  each  
e lement's  i n i ti a l  l etter capi tal ized  wi th in  the  compound).  For example  the  defined  term  is  
AddressSpace  i nstead  of Address  Space.  Th is  makes  i t  easier to  understand  that there  i s  
a  s ing le  defin i tion  for AddressSpace,  not separate  defin i tions  for Address  and  Space.  

A l i st  of a l l  parts  of the  I EC  62541  series,  publ i shed  under the  general  ti tl e  OPC Unified 
Architecture ,  can  be  found  on  the  IEC websi te.  

The  commi ttee  has  decided  that the  con tents  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore. iec. ch"  i n  the  data  
re lated  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore print th is  document using  a  
colour printer.  
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OPC UNIFIED ARCHITECTURE –  
 

Part 1 :  Overview and  concepts  
 
 
 

1  Scope 

Th is  part of I EC  62541 ,  wh ich  i s  a  Techn ical  Report,  presents  the  concepts  and  overview of 
the  OPC Un i fied  Arch i tecture  (OPC UA).  Read ing  th is  document i s  helpfu l  to  understand  the  
remain ing  parts  of th is  mu l ti -part document set.  Each  of the  other parts  i s  briefly explained  
a long  wi th  a  suggested  read ing  order.  

2  Normative references  

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  in  th is  document and  
are  ind ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC  TR 62541 -2 ,  OPC Unified Architecture – Part 2:  Security Model 

I EC  62541 -3,  OPC unified architecture – Part 3:  Address Space Model 

I EC  62541 -4,  OPC Unified Architecture – Part 4:  Services  

I EC  62541 -5,  OPC Unified Architecture – Part 5:  Information Model 

I EC  62541 -6,  OPC unified architecture – Part 6:  Mappings  

I EC  62541 -7,  OPC unified architecture – Part 7:  Profiles  

I EC  62541 -8,  OPC Unified Architecture – Part 8:  Data  Access  

I EC  62541 -9,  OPC Unified Architecture – Part 9:  Alarms and Conditions  

I EC  62541 -1 0,  OPC Unified Architecture – Part 10: Programs  

I EC  62541 -1 1 ,  OPC Unified Architecture – Part 11 : Historical Access  

I EC  62541 -1 3,  OPC Unified Architecture – Part 13: Aggregates  

3  Terms,  defin i tions  and  abbreviations  

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i tions  apply.  

3.1 .1   
AddressSpace 
col lection  of i n formation  that an  OPC UA Server makes  vis ible  to  i ts  Clients  

Note  1  to  en try:  See  I EC  62541 -3  for a  descri pti on  of the  con ten ts  and  structu re  of the  Server Add ressSpace.  
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3.1 .2   
Aggregate  
a  function  that calcu lates  derived  values  from  Raw data  

Note  1  to  en try:  Raw data  may be  from  a  h i s torian  or bu ffered  real  time  data.  Common  Aggregates  i ncl ude  
averages  over a  g i ven  time  range,  m i n imum  over a  time  range  and  maximum  over a  t ime  range.  

3.1 .3   
Alarm  
type  of Event associated  wi th  a  state  cond i tion  that typical l y requ i res  acknowledgement 

Note  1  to  en try:  See  I EC  62541 -9  for a  descri pti on  of Alarms.  

3.1 .4  
Attribute  
primi tive  characteristic of a  Node  

Note  1  to  en try:  Al l  Attri bu tes  are  defi ned  by OPC UA,  and  may not  be  defined  by Clients  or Servers.  Attri bu tes  
are  the  on l y e l emen ts  i n  the  Add ressSpace  perm i tted  to  have  data  val ues.  

3.1 .5   
Certi ficate  
d ig i ta l l y s i gned  data  structure  that describes  capabi l i ties  of a  Client or Server 

3.1 .6   
Cl ient 
software  appl ication  that sends  Messages  to  OPC UA  Servers  con forming  to  the  Services  
speci fied  i n  the  IEC  62541  series  of standards  

3.1 .7   
Condi tion  
generic term  that i s  an  extension  to  an  Event 

Note  1  to  en try:  A Condition  represen ts  the  cond i ti ons  of a  system  or one  of i ts  componen ts  and  a lways  exi sts  i n  
some  state.  

3.1 .8   
Communication  Stack 
l ayered  set of software  modu les  between  the  appl ication  and  the  hardware  that provides  
various  functions  to  encode,  encrypt and  format a  Message  for send ing ,  and  to  decode,  
decrypt and  unpack a  Message  that was  received  

3.1 .9   
Complex Data  
data  that i s  composed  of e lements  of more  than  one  primi ti ve  data  type,  such  as  a  structure  

3.1 .1 0   
Discovery 
process  by wh ich  OPC UA Cl ient obtains  i n formation  about OPC UA Servers,  i nclud ing  
endpoin t and  securi ty i n formation  

3.1 .1 1   
Event 
generic term  used  to  describe  an  occurrence  of some s ign i ficance  wi th in  a  system  or system  
component 

3.1 .1 2   
EventNotifier 
special  Attribute  of a  Node  that s i gn i fies  that a  Client may subscribe  to  that particu lar Node  to  
receive  Notifications  of Event occurrences  
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3.1 .1 3   
Information  Model  
organ izational  framework that defines,  characterizes  and  relates  in formation  resources  of a  
g i ven  system  or set of systems 

Note  1  to  en try:  The  core  add ress  space  model  supports  the  represen tati on  of I n formati on  Model s  i n  the  
Add ressSpace.  See  I EC  62541 -5  for a  d escripti on  of the  base  OPC UA I n formation  Model .  

3.1 .1 4  
Message 
data  un i t  conveyed  between  Client and  Server that represents  a  speci fi c Service  request or 
response  

3.1 .1 5  
Method  
cal lable  software  function  that i s  a  component of an  Object 

3.1 .1 6   
Mon i toredI tem  
Client-defined  en ti ty i n  the  Server u sed  to  mon i tor Attribu tes  or EventNotifiers  for new values  
or Event occurrences  and  that generates  Noti fications  for them  

3.1 .1 7   
Node 
fundamental  component of an  AddressSpace  

3.1 .1 8   
NodeClass  
class  of a  Node  in  an  AddressSpace 

Note  1  to  en try:  N odeClasses  defi ne  the  metadata  for the  componen ts  of the  OPC UA Object  Model .  They a l so  
define  constructs,  such  as  Vi ews,  that are  used  to  organ i ze  the  Add ressSpace.  

3.1 .1 9   
Noti fication  
generic term  for data  that announces  the  detection  of an  Event or of a  changed  Attribu te  value  

Note  1  to  en try:  Noti fi cati ons  are  sen t  i n  Noti fi cati onMessages.  

3.1 .20   
Noti ficationMessage 
Message  publ ished  from  a  Subscription  that contains  one  or more  Noti fications  

3.1 .21   
Object 
Node  that represents  a  physical  or abstract e lement of a  system  

Note  1  to  en try:  Ob j ects  are  model l ed  us i ng  the  OPC  UA Object  Model .  Systems,  subsystems  and  devices  are  
examples  of Ob j ects .  An  Object  may be  defi ned  as  an  i nstance  of an  ObjectType.  

3.1 .22   
Object Instance 
synonym  for Object 

Note  1  to  en try:  Not  a l l  Obj ects  are  defi ned  by ObjectTypes .  

3.1 .23   
ObjectType 
Node  that represents  the  type  defin i tion  for an  Object 
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3.1 .24  
Profi le  
speci fic set of capabi l i ti es  to  wh ich  a  Server may cla im  conformance  

Note  1  to  en try:  Each  Server may cl a im  conformance  to  more  than  one  Profi l e .  

Note  2  to  en try:  The  set  of capabi l i ti es  are  defi ned  i n  I EC  62541 -7 .  

3.1 .25  
Program 
execu table  Object that,  when  i nvoked ,  immed iately returns  a  response  to  i nd icate  that 
execu tion  has  started ,  and  then  retu rns  in termed iate  and  fi nal  resu l ts  th rough  Subscriptions  
i den ti fied  by the  Client  du ring  invocation  

3.1 .26   
Reference 
expl ici t  re lationsh ip  (a  named  poin ter)  from  one  Node  to  another 

Note  1  to  en try:  The  Node  that  con tai ns  the  Reference  i s  the  sou rce  Node,  and  the  referenced  Node  i s  the  target  
Node.  Al l  References  are  defi ned  by ReferenceTypes.  

3.1 .27   
ReferenceType  
Node  that represents  the  type  defin i tion  of a  Reference  

Note  1  to  en try:  The  ReferenceType  speci fi es  the  semanti cs  of a  Reference.  The  name  of a  ReferenceType  
i d en ti fi es  how sou rce  Nodes  are  re l a ted  to  target  Nodes  and  general l y refl ects  an  operati on  between  the  two,  such  
as  “A Con ta ins  B ” .  

3.1 .28   
RootNode 
beg inn ing  or top  Node  of a  hierarchy 

Note  1  to  en try:  The  RootNode  of the  OPC UA Add ressSpace  i s  defi ned  i n  I EC  62541 -5 .  

3.1 .29   
Server 
software  appl ication  that implements  and  exposes  the  Services  speci fied  i n  the  I EC  62541  
series  of standards  

3.1 .30   
Service 
Client-cal lable  operation  i n  an  OPC UA Server 

Note  1  to  en try:  Services  are  defi ned  i n  I EC  62541 -4 .  A Service  i s  s im i l ar to  a  method  cal l  i n  a  prog ramming  
l anguage  or an  operati on  i n  a  Web  services  WSDL  con tract.  

3.1 .31   
Service  Set 
group  of re lated  Services  

3.1 .32   
Session  
l og ical  l ong-runn ing  connection  between  a  Cl ien t and  a  Server  

Note  1  to  en try:  A  Session  mai n ta i ns  s tate  i n formati on  between  Servi ce  ca l l s  from  the  Cl i en t to  the  Server.  

3.1 .33   
Subscription  
Cl ien t-defined  endpoin t i n  the  Server,  u sed  to  retu rn  Noti fications  to  the  Cl ien t 
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Note  1  to  en try:  ”Subscri pti on ”  i s  a  generi c  term  that  descri bes  a  set  of Nodes  se lected  by the  C l i en t  (1 )  that  the  
Server peri od ica l l y mon i tors  for the  existence  of some  cond i ti on ,  and  (2 )  for wh i ch  the  Server sends  Noti fi cati ons  to  
the  Cl i en t  when  the  cond i ti on  i s  detected .  

3.1 .34  
Variable  
Node  that con tains  a  value  

3.1 .35  
View 
speci fic subset of the  AddressSpace  that i s  of i n terest to  the  Client 

3.2  Abbreviations  

A&E Alarms  and  Events  

API  Appl ication  Programming  I n terface  

COM  Component Object Model  

DA Data  Access  

DCS D istribu ted  Control  System  

DX Data  Exchange  

HDA H istorical  Data  Access  

HMI  Human-Mach ine  I n terface  

LDAP Ligh tweigh t D i rectory Access  Protocol  

MES  Manufacturing  Execu tion  System  

OPC OPC Foundation  (a  non-profi t  i ndustry association )    
formerly an  acronym  for “OLE  for Process  Control ” .  No  longer used  anymore  

PLC  Programmable  Log ic Control l er 

SCADA Supervisory Control  And  Data  Acqu is i tion  

SOAP S imple  Object Access  Protocol  

UA  Un i fied  Arch i tecture  

UDDI  Un iversal  Description ,  D iscovery and  I n tegration  

UML  Un i fied  Model l i ng  Language  

WSDL Web Services  Defin i tion  Language  

XML Extensible  Mark-up  Language 

4 Structure  of the  OPC UA series  

4.1  Specification  organ ization  

OPC UA is  organ ized  as  a  mu l ti -part speci fication ,  as  i l l ustrated  i n  F igure  1 .  
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Figure  1  – OPC  UA Specification  organization  

I EC  62541 -1  to  I EC  62541 -7  speci fy the  core  capabi l i ties  of OPC UA.  These  core  capabi l i ties  
define  the  structure  of the  OPC AddressSpace  and  the  Services  that operate  on  i t.  
I EC  62541 -8  to  I EC  62541 -1 1  apply these  core  capabi l i ties  to  speci fic types  of access  
previously addressed  by separate  OPC COM  speci fications,  such  as  Data  Access  (DA),  
Alarms and  Events  (A&E)  and  H istorical  Data  Access  (HDA).  I EC  62541 -1 2  describes  
Discovery mechan isms  for OPC UA and  I EC  62541 -1 3  describes  ways  of aggregating  data.  

Readers  are  encouraged  to  read  I EC  62541 -1  to  I EC  62541 -5  of the  core  speci fi cations  
before  read ing  I EC  62541 -6  to  I EC  62541 -1 3.  Some parts  can  be  skipped  depend ing  on  the  
needs  of the  reader.  For example,  a  reader i n terested  in  Data  Access  shou ld  read  
I EC  62541 -1  to  I EC  62541 -5  and  then  I EC  62541 -8.  References  i n  I EC  62541 -8  may d i rect 
the  reader to  other parts  of th is  speci fication .  

4.2  Core  specification  parts  

IEC  62541 -1  – Overview and  concepts   

Part 1  ( th is  part)  presents  the  concepts  and  overview of OPC UA.  

IEC  62541 -2  – Securi ty Model  

I EC  62541 -2  describes  the  model  for securing  in teractions  between  OPC UA Clients  and  OPC 
UA Servers.  

IEC  62541 -3  – Address  Space  Model  

I EC  62541 -3  describes  the  con ten ts  and  structure  of the  Server’s  AddressSpace .  

IEC  

Part  1  –  Overview and  Concept  

Core  Speci fi cati on  Parts  

Part  2  – Secu ri ty Mode l  

Part  3  – Add ress  Space  Model  

Part  4  – Service  

Part  5  – I n formati on  Model  

Part  6  – Service  Mappi ngs  

Part  7  – Profi l es  

Part  8  – Data  Access  

Access  Type  Speci fi cati on  Parts  

Part  9  – Al arms  and  Cond i ti ons  

Part  1 0  – Programs  

Part  1 1  – H i stori ca l  Access  

Part  1 2  – D i scovery 

U ti l i ty Speci fi cati on  Parts  

Part  1 3  – Aggregates  

OPC  UA Mu l ti -Part  Speci fi cati on  
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IEC  62541 -4 – Services  

I EC  62541 -4  speci fies  the  Services  provided  by OPC UA Servers.  

IEC  62541 -5  – Information  Model  

I EC  62541 -5  speci fies  the  types  and  thei r re lationsh ips  defined  for OPC UA Servers.  

IEC  62541 -6  – Mappings  

I EC  62541 -6  speci fies  the  mappings  to  transport protocols  and  data  encod ings  supported  by 
OPC UA.  

IEC  62541 -7  – Profi les  

I EC  62541 -7  speci fies  the  Profiles  that are  avai lable  for OPC Clients  and  Servers.  These  
Profiles  provide  g roups  of Services  or functional i ty that can  be  used  for conformance  l evel  
certi fication .  Servers  and  Clients  wi l l  be  tested  against the  Profiles.  

4.3  Access  Type  specification  parts  

IEC  62541 -8  – Data  Access  

I EC  62541 -8  speci fies  the  use  of OPC UA for data  access.  

IEC  62541 -9  – Alarms  and  Conditions  

I EC  62541 -9  speci fies  use  of OPC UA support for access  to  Alarms  and  Conditions.  The  base  
system  includes  support for s imple  Events;  th is  speci fication  extends  that support to  i nclude  
support for Alarms  and  Conditions.  

IEC  62541 -1 0  – Programs 

I EC  62541 -1 0  speci fies  OPC UA support for access  to  Programs.  

IEC  62541 -1 1  – H istorical  Access  

I EC  62541 -1 1  speci fies  use  of OPC UA for h i storical  access.  Th is  access  i ncludes  both  
h istorical  data  and  h istorical  Events.  

4.4 U ti l i ty specification  parts  

IEC  62541 -1 2  – Discovery 

I EC  62541 -1 2  speci fies  how Discovery Servers  operate  in  d i fferen t scenarios  and  describes  
how UA Clients  and  Servers  shou ld  i n teract wi th  them.  I t  a l so  defines  how UA related  
i n formation  shou ld  be  accessed  using  common  d i rectory service  protocols  such  as  UDDI  and  
LDAP.  

IEC  62541 -1 3  – Aggregates  

I EC  62541 -1 3  speci fies  how to  compute  and  return  aggregates  l i ke  m in imum,  maximum,  
average  etc.  Aggregates  can  be  used  wi th  curren t and  h istorical  data.  
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5 IEC  62541  standards  – Overview 

5.1  UA scope 

OPC UA is  appl icable  to  manufacturing  software  i n  appl ication  areas  such  as  F ield  Devices,  
Con trol  Systems,  Manufacturing  Execu tion  Systems  and  En terprise  Resource  Plann ing  
Systems.  These  systems  are  i n tended  to  exchange  in formation  and  to  use  command  and  
con trol  for i ndustria l  processes.  OPC UA defines  a  common  i n frastructure  model  to  faci l i tate  
th is  i n formation  exchange.  OPC UA speci fies  the  fol lowing :  

•  the  i n formation  model  to  represent structure,  behaviour and  semantics;  

•  the  message  model  to  i n teract between  appl ications;  

•  the  commun ication  model  to  transfer the  data  between  end-poin ts;  

•  the  conformance  model  to  guarantee  i n teroperabi l i ty between  systems.  

5.2  General  

OPC UA i s  a  p latform-independent standard  th rough  wh ich  various  kinds  of systems  and  
devices  can  commun icate  by send ing  Messages  between  Clients  and  Servers  over various  
types  of networks.  I t  supports  robust,  secure  commun ication  that assures  the  i den ti ty of 
Clients  and  Servers  and  resists  attacks.  OPC UA defines  sets  of Services  that Servers  may 
provide,  and  i nd ividual  Servers  speci fy to  Clients  what Service  sets  they support.  I n formation  
i s  conveyed  using  OPC UA-defined  and  vendor-defined  data  types,  and  Servers  d efine  object 
models  that Clients  can  dynamical ly d iscover.  Servers  can  provide  access  to  both  current and  
h istorical  data,  as  wel l  as  Alarms  and  Events  to  noti fy Clients  of importan t changes.  OPC UA 
can  be  mapped  on to  a  variety of commun ication  protocols  and  data  can  be  encoded  i n  various  
ways  to  trade  off portabi l i ty and  efficiency.  

5.3  Design  goals  

OPC UA provides  a  consisten t,  i n tegrated  AddressSpace  and  service  model .  Th is  a l lows  a  
s ing le  OPC UA Server to  i n tegrate  data,  Alarms  and  Events,  and  h istory i n to  i ts  
AddressSpace ,  and  to  provide  access  to  them  using  an  i n tegrated  set of Services.  These  
Services  a l so  i nclude  an  i n tegrated  securi ty model .  

OPC UA a lso  a l lows  Servers  to  provide  Clients  wi th  type  defin i tions  for the  Objects  accessed  
from  the  AddressSpace .  Th is  a l l ows  i n formation  models  to  be  used  to  describe  the  con tents  of 
the  AddressSpace .  OPC UA al lows  data  to  be  exposed  in  many d i fferen t formats,  i nclud ing  
b inary structu res  and  XML documents.  The  format of the  data  may be  defined  by OPC,  other 
standard  organ izations  or vendors.  Through  the  AddressSpace ,  Clients  can  query the  Server 
for the  metadata  that describes  the  format for the  data.  I n  many cases,  Clients  wi th  no  pre-
programmed  knowledge  of the  data  formats  wi l l  be  able  to  determine  the  formats  at run time  
and  properly u ti l i ze  the  data.  

OPC UA adds  support for many re lationsh ips  between  Nodes  i nstead  of being  l im i ted  to  j ust a  
s ing le  h ierarchy.  I n  th is  way,  an  OPC UA Server may present data  in  a  variety of h ierarch ies  
ta i lored  to  the  way a  set of Clients  wou ld  typical l y l i ke  to  view the  data.  Th is  fl exibi l i ty,  
combined  wi th  support for type  defin i tions,  makes  OPC UA appl icable  to  a  wide  array of 
problem  domains.  As  i l l ustrated  i n  F igure  2 ,  OPC UA is  not targeted  at j ust the  SCADA,  PLC 
and  DCS  in terface,  bu t a lso  as  a  way to  provide  g reater i n teroperabi l i ty between  h igher l evel  
functions.  
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Figure  2  – OPC  UA Target appl ications  

OPC UA is  designed  to  provide  robustness  of publ ished  data.  A major feature  of a l l  OPC 
servers  i s  the  abi l i ty to  publ ish  data  and  Event Notifications.  OPC UA provides  mechan isms  
for Clients  to  qu ickly detect and  recover from  commun ication  fai lu res  associated  wi th  these  
transfers  wi thou t having  to  wai t  for l ong  timeou ts  provided  by the  underlying  protocols.  

OPC UA is  designed  to  support a  wide  range  of Servers,  from  plan t floor PLCs  to  en terprise  
Servers.  These  Servers  are  characterized  by a  broad  scope  of s ize,  performance,  execu tion  
p latforms  and  functional  capabi l i ties.  Therefore,  OPC UA defines  a  comprehensive  set of 
capabi l i ties,  and  Servers  may implement a  subset of these  capabi l i ties.  To  promote  
i n teroperabi l i ty,  OPC UA defines  subsets,  referred  to  as  Profiles,  to  wh ich  Servers  may cla im  
conformance.  Clients  can  then  d iscover the  Profiles  of a  Server,  and  tai lor thei r i n teractions  
wi th  that Server based  on  the  Profiles.  Profiles  are  defined  i n  I EC  62541 -7.  

The  OPC UA speci fications  are  l ayered  to  i solate  the  core  design  from  the  underlying  
computing  technology and  network transport.  Th is  a l l ows  OPC UA to  be  mapped  to  fu ture  
technolog ies  as  necessary,  wi thout negating  the  basic design .  Mappings  and  data  encod ings  
are  described  i n  I EC  62541 -6.  Two  data  encod ings  are  defined :  

•  XML/text,  

•  UA Binary.  

I n  add i tion ,  th ree  transport protocols  are  defined :  

•  OPC UA TCP,  

•  SOAP/HTTP,  

•  HTTPS.  

Clients and Servers  that support mu l tip le  transports  and  encod ings  wi l l  a l low the  end  users  to  
make  decisions  abou t tradeoffs  between  performance  and  XML Web  service  compatib i l i ty at 
the  time  of deployment,  rather than  having  these  tradeoffs  determined  by the  OPC vendor at 
the  time  of product defin i ti on .  
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OPC UA is  designed  as  the  migration  path  for OPC cl i en ts  and  servers  that are  based  on  
M icrosoft COM  technology.  Care  has  been  taken  i n  the  design  of OPC-UA so  that existi ng  
data  exposed  by OPC COM  servers  (DA,  HDA and  A&E)  can  easi l y be  mapped  and  exposed  
via  OPC UA.  Vendors  may choose  to  m igrate  thei r products  natively to  OPC UA or use  
external  wrappers  to  convert from  OPC COM  to  OPC UA and  vice-versa.  Each  of the  previous  
OPC speci fications  defined  i ts  own  address  space  model  and  i ts  own  set of Services.  OPC UA 
un i fies  the  previous  models  i n to  a  s i ng le  i n tegrated  address  space  wi th  a  s ing le  set of 
Services.  

5.4 In tegrated  models  and  services  

5.4. 1  Securi ty model  

5.4. 1 . 1  General  

OPC UA securi ty i s  concerned  wi th  the  au then tication  of Clients  and  Servers,  the  
au thentication  of users,  the  i n tegri ty and  confiden tia l i ty of thei r commun ications,  and  the  
veri fiabi l i ty of cla ims  of functional i ty.  I t  does  not speci fy the  ci rcumstances  under wh ich  
various  securi ty mechan isms  are  requ i red .  That speci fication  i s  crucial ,  bu t i t  i s  made  by the  
designers  of the  system  at a  g i ven  s i te  and  may be  speci fied  by other standards.  

Rather,  OPC UA provides  a  securi ty model ,  described  i n  I EC  TR 62541 -2 ,  i n  wh ich  securi ty 
measures  can  be  selected  and  configured  to  meet the  securi ty needs  of a  g i ven  i nstal lation .  
Th is  model  i ncludes  securi ty mechan isms  and  parameters.  I n  some  cases,  the  mechan ism  for 
exchang ing  securi ty parameters  i s  defined ,  bu t the  way that appl ications  use  these  
parameters  i s  not.  Th is  framework a lso  defines  a  m in imum  set of securi ty Profiles  that a l l  UA 
Servers  support,  even  though  they may not be  used  in  a l l  i nstal lations.  Securi ty Profiles  are  
defined  in  I EC  62541 -7.  

5.4.1 .2  Discovery and  Session  establ ishment 

Appl ication  l evel  securi ty rel ies  on  a  secure  commun ication  channel  that i s  active  for the  
duration  of the  appl ication  Session  and  ensures  the  i n tegri ty of a l l  Messages  that are  
exchanged .  Th is  means  users  need  to  be  au thenticated  on ly once,  when  the  appl ication  
Session  i s  establ ished .  The  mechan isms  for d iscovering  OPC UA Servers  and  establ i sh ing  
secure  commun ication  channels  and  appl ication  Sessions  are  described  i n  I EC  62541 -4  and  
I EC  62541 -6.  Add i tional  i n formation  abou t the  Discovery process  i s  described  i n   
I EC  62541 -1 2.  

When  a  Session  i s  establ ished ,  the  Client and  Server appl ications  negotiate  a  secure  
commun ications  channel .  D ig i ta l  (X.509)  Certificates  are  u ti l i zed  to  i denti fy the  Client  and  
Server and  the  capabi l i ties  that they provide.  Au thori ty-generated  software  Certificates  
i nd icate  the  OPC UA Profiles  that the  appl ications  implement and  the  OPC UA certi fication  
level  reached  for each  Profile 1 .  The  detai l s  of each  Profile  and  the  Certificates  are  speci fied  
in  I EC  62541 -7.  Certificates  i ssued  by other organ izations  may a lso  be  exchanged  during  
Session  establ i shment.  

The  Server fu rther au then ticates  the  user and  au thorizes  subsequent requests  to  access  
Objects  i n  the  Server.  Au thorization  mechan isms,  such  as  access  con trol  l i sts,  are  not 
speci fied  by the  OPC UA speci fication .  They are  appl ication  or system-speci fic.  

5.4.1 .3  Auditing  

OPC UA includes  support for securi ty aud i t  tra i l s  wi th  traceabi l i ty between  Client  and  Server 
aud i t l ogs.  I f a  securi ty-related  problem  is  detected  at the  Server,  the  associated  Client aud i t 
l og  en try can  be  l ocated  and  examined .  OPC UA also  provides  the  capabi l i ty for Servers  to  
generate  Event Notifications  that report aud i table  Events  to  Clients  capable  of processing  and  

___________ 

1   The  OPC Foundation  i s  an  OPC UA Certi fi cate  au thori ty.  
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l ogg ing  them.  OPC UA defines  securi ty aud i t  parameters  that can  be  i ncluded  i n  aud i t  l og  
en tries  and  i n  aud i t  Event Notifications.  I EC  62541 -5  defines  the  data  types  for these  
parameters.  Not a l l  Servers  and  Clients  provide  a l l  of the  aud i ting  features.  Profiles,  found  i n  
I EC  62541 -7,  i nd icate  wh ich  features  are  supported .  

5.4.1 .4 Transport securi ty 

OPC UA securi ty complements  the  securi ty i n frastructure  provided  by most web  service  
capable  platforms.  

Transport l evel  securi ty can  be  used  to  encrypt and  s ign  Messages.  Encryption  and  
s ignatures  protect against d isclosure  of i n formation  and  protect the  in tegri ty of Messages.  
Encryption  capabi l i ties  are  provided  by the  underlying  commun ications  technology used  to  
exchange  Messages  between  OPC UA appl ications.  I EC  62541 -7  defines  the  encryption  and  
s ignature  a lgori thms  to  be  used  for a  g iven  Profile .  

5.4.2  In tegrated  AddressSpace  model  

The  set of Objects  and  re lated  in formation  that the  OPC UA Server makes  avai lable  to  Clients  
i s  referred  to  as  i ts  AddressSpace .  The  OPC UA AddressSpace  represents  i ts  con ten ts  as  a  
set of Nodes  connected  by References.  

Prim i tive  characteristics  of Nodes  are  described  by OPC-defined  Attributes.  Attributes  are  the  
on ly e lements  of a  Server that have  data  values.  Data  types  that define  attribu te  values  may 
be  simple  or complex.  

Nodes  in  the  AddressSpace  are  typed  accord ing  to  thei r use  and  thei r mean ing .  NodeClasses  
define  the  metadata  for the  OPC UA AddressSpace .  I EC  62541 -3  defines  the  OPC UA 
NodeClasses.  

The  Base NodeClass  defi nes  Attributes  common  to  a l l  Nodes,  a l l owing  iden ti fication ,  
classi fication  and  naming .  Each  NodeClass  i nheri ts  these  Attributes  and  may add i tional ly 
define  i ts  own  Attributes.  

To  promote  i n teroperabi l i ty of Clients  and  Servers,  the  OPC UA AddressSpace  i s  structured  
h ierarch ical ly wi th  the  top  l evels  the  same for a l l  Servers.  Al though  Nodes  i n  the  
AddressSpace  are  typical l y accessib le  via  the  h ierarchy,  they may have  References  to  each  
other,  a l l owing  the  AddressSpace  to  represent an  i n terrelated  network of Nodes.  The  model  of 
the  AddressSpace  i s  defined  i n  I EC  62541 -3.  

OPC UA Servers  may subset the  AddressSpace  i n to  Views  to  s impl i fy Client access.  
Subclause  6. 3 . 4. 3  describes  AddressSpace  Views  i n  more  detai l .  

5.4.3  In tegrated  object model  

The  OPC UA Object Model  provides  a  consisten t,  i n tegrated  set of NodeClasses  for 
representing  Objects  i n  the  AddressSpace .  Th is  model  represents  Objects  i n  terms  of thei r 
Variables,  Events  and  Methods,  and  thei r re lationsh ips  wi th  other Objects.  I EC  62541 -3  
describes  th is  model .  

The  OPC UA object model  a l l ows  Servers  to  provide  type  defin i ti ons  for Objects  and  thei r 
components.  Type  defin i ti ons  may be  subclassed .  They a lso  may be  common  or they may be  
system-speci fic.  ObjectTypes  may be  defined  by standards  organ izations,  vendors  or end-
users.  

Th is  model  a l l ows  data,  Alarms  and  Events,  and  thei r h istory to  be  i n tegrated  in to  a  s i ng le  
OPC UA Server.  For example,  OPC UA Servers  are  able  to  represent a  temperature  
transmi tter as  an  Object  that i s  composed  of a  temperature  value,  a  set of a larm  parameters,  
and  a  correspond ing  set of a larm  l im i ts.  
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5.4.4 In tegrated  services  

The  i n terface  between  OPC UA Clients  and  Servers  i s  defined  as  a  set of Services.  These  
Services  are  organ ized  in to  l og ical  g roupings  cal l ed  Service Sets.  Service Sets  are  d iscussed  
i n  Clause  7  and  speci fied  in  I EC  62541 -4.  

OPC UA Services  provide  two  capabi l i ties  to  Clients.  They a l low Clients  to  i ssue  requests  to  
Servers  and  receive  responses  from  them.  They a lso  a l low Clients  to  subscribe  to  Servers  for 
Notifications.  Notifications  are  used  by the  Server to  report occurrences  such  as  Alarms,  data  
value  changes,  Events,  and  Program  execution  resu l ts.  

OPC UA Messages  may be  encoded  as  XML text or i n  b inary format for efficiency purposes.  
They may be  transferred  using  mu l tip le  underlying  transports,  for example  TCP or web  
services  over HTTP.  Servers  may provide  d i fferen t encod ings  and  transports  as  defined  by 
I EC  62541 -6.  

5.5 Sessions  

OPC UA requ i res  a  statefu l  model .  The  state  i n formation  i s  main tained  i nside  an  appl ication  
Session .  Examples  of state-in formation  are  Subscriptions,  user credential s  and  con tinuation  
poin ts  for operations  that span  mu l tip le  requests.  

Sessions  are  defined  as  l og ical  connections  between  Clients  and  Servers.  Servers  may l im i t 
the  number of concurrent Sessions  based  on  resource  avai l abi l i ty,  l i censing  restrictions,  or 
other constrain ts.  Each  Session  i s  i ndependent of the  underlying  commun ications  protocols.  
Fai l u res  of these  protocols  do  not au tomatical l y cause  the  Session  to  terminate.  Sessions  
term inate  based  on  Client or Server request,  or based  on  i nactivi ty of the  Client.  The  i nactivi ty 
time  i n terval  i s  negotiated  during  Session  establ ishment.  

5.6  Redundancy 

The  design  of OPC UA ensures  that vendors  can  create  redundant Clients  and  redundant 
Servers  i n  a  consisten t manner.  Redundancy may be  used  for h igh  avai labi l i ty,  fau l t  tolerance  
and  load  balancing .  The  detai l s  for redundancy are  found  i n  I EC  62541 -4.  On ly some Profiles  
I EC  62541 -7  wi l l  requ i re  redundancy support,  bu t not the  base  Profile .  

6 Systems concepts  

6.1  Overview 

The  OPC UA systems arch i tecture  models  OPC UA Clients  and  Servers  as  i n teracting  
partners.  Each  system  may con tain  mu l tip le  Clients  and  Servers.  Each  Client may i n teract 
concurrently wi th  one  or more  Servers,  and  each  Server may i n teract concurren tl y wi th  one  or 
more  Clients.  An  appl ication  may combine  Server and  Client components  to  a l l ow i n teraction  
wi th  other Servers  and  Clients  as  described  i n  6 . 3 .7 .  

OPC UA Cl ien ts  and  Servers  are  described  in  the  6 . 2  and  6 . 3 .  F igure  3  i l l ustrates  the  
arch i tecture  that i ncludes  a  combined  Server and  Client.  
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Figure  3  – OPC  UA System  arch i tecture 

6.2  OPC  UA Clients  

The  OPC UA Client arch i tecture  models  the  Client  endpoin t of cl ien t/server i n teractions.  
F igure  4  i l l ustrates  the  major e lements  of a  typical  OPC UA Client and  how they relate  to  each  
other.  

 

Figure  4  – OPC  UA Cl ient arch itecture  

The  Client  Appl ication  i s  the  code  that implements  the  function  of the  Client.  I t  uses  the  OPC 
UA Client  API  to  send  and  receive  OPC UA Service  requests  and  responses  to  the  OPC UA 
Server.  The  Services  defined  for OPC UA are  described  i n  Clause  7 ,  and  speci fied  in  
I EC  62541 -4.  

Note  that the  “OPC UA Client API ”  i s  an  i n ternal  i n terface  that i solates  the  Client  appl ication  
code  from  an  OPC UA Commun ication  Stack.  The  OPC UA Commun ication  Stack converts  
OPC UA Client  API  ca l l s  i n to  Messages  and  sends  them  through  the  underlying  
commun ications  en ti ty to  the  Server a t  the  request of the  Client appl ication .  The  OPC UA 
Commun ication  Stack a lso  receives  response  and  NotificationMessages  from  the  underlying  
commun ications  en ti ty and  del i vers  them  to  the  Client  appl ication  through  the  OPC UA Client  
API .  
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6.3  OPC  UA Servers  

6 .3.1  General  

The  OPC UA Server arch i tecture  models  the  Server endpoin t of cl ien t/server i n teractions.  
F igure  5  i l l ustrates  the  major e lements  of the  OPC UA Server and  how they re late  to  each  
other.  

 

Figure  5  – OPC  UA Server arch i tecture  

6.3.2  Real  objects  

Real  objects  are  physical  or software  objects  that are  accessible  by the  OPC UA Server 
appl ication  or that i t  main tains  i n ternal l y.  Examples  include  physical  devices  and  d iagnostics  
counters.  

6.3.3  OPC  UA Server appl ication  

The  OPC UA Server appl ication  i s  the  code  that implements  the  function  of the  Server.  I t  uses  
the  OPC UA Server API  to  send  and  receive  OPC UA Messages  from  OPC UA Clients.  Note  
that the  “OPC UA Server API ”  i s  an  i n ternal  i n terface  that i solates  the  Server appl ication  code  
from  an  OPC UA Communication  Stack.  
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6.3.4 OPC  UA AddressSpace 

6.3.4.1  AddressSpace  Nodes  

The  AddressSpace  i s  model led  as  a  set of Nodes  accessib le  by Clients  u s ing  OPC UA 
Services  ( i n terfaces  and  methods).  Nodes  in  the  AddressSpace  are  used  to  represent real  
objects,  thei r defin i tions  and  thei r References  to  each  other.  

6.3.4.2  AddressSpace  organ ization  

I EC  62541 -3  contains  the  detai l s  of the  meta  model  “bu i l d ing  b locks”  used  to  create  an  
AddressSpace  ou t of i n terconnected  Nodes  i n  a  consistent manner.  Servers  are  free  to  
organ ize  thei r Nodes  wi th in  the  AddressSpace  as  they choose.  The  use  of References  
between  Nodes  permi ts  Servers  to  organ ize  the  AddressSpace  i n to  h ierarch ies,  a  fu l l  mesh  
network of Nodes,  or any possible  m ix.  

I EC  62541 -5  defines  OPC UA Nodes  and  References  and  thei r expected  organ ization  i n  the  
AddressSpace .  Some  Profiles  wi l l  not requ i re  that a l l  of the  UA Nodes  be  implemented .  

6.3.4.3  AddressSpace  Views 

A View i s  a  subset of the  AddressSpace .  Views  are  used  to  restrict  the  Nodes  that the  Server 
makes  vis ible  to  the  Client,  thus  restricting  the  s ize  of the  AddressSpace  for the  Service  
requests  submi tted  by the  Client.  The  defau l t  View i s  the  en ti re  AddressSpace .  Servers  may 
optional ly define  other Views.  Views  h i de  some  of the  Nodes  or References  i n  the  
AddressSpace .  Views  are  vis ib le  via  the  AddressSpace  and  Clients  are  able  to  browse  Views  
to  determine  thei r structure.  Views  are  often  h ierarch ies,  wh ich  are  easier for Clients  to  
navigate  and  represent i n  a  tree.  

6.3.4.4 Support for information  models  

The  OPC UA AddressSpace  supports  i n formation  models.  Th is  support i s  provided  th rough :  

a)  Node  References  that a l low Objects  i n  the  AddressSpace  to  be  related  to  each  other,  

b)  ObjectType  Nodes  that provide  semantic i n formation  for real  Objects  ( type  defin i ti ons),  

c)  ObjectType  Nodes  to  support subclassing  of type  defin i tions,  

d )  Data  type  defin i tions  exposed  i n  the  AddressSpace  that a l l ow i ndustry speci fic data  types  
to  be  used ,  

e)  OPC UA compan ion  standards  that permi t i ndustry groups  to  define  how thei r speci fic 
i n formation  models  are  to  be  represented  i n  OPC UA Server AddressSpaces.  

6.3.5  Publ isher/subscriber enti ties  

6.3.5.1  Mon i toredI tems  

MonitoredItems  are  en ti ti es  i n  the  Server created  by the  Client that mon i tor AddressSpace  
Nodes  and  thei r real -world  coun terparts.  When  they detect a  data  change  or an  even t/alarm  
occurrence,  they generate  a  Notification  that i s  transferred  to  the  Client  by a  Subscription .  

6.3.5.2  Subscriptions  

A Subscription  i s  an  endpoin t i n  the  Server that publ ishes  Notifications  to  Clients.  Clients  
con trol  the  rate  at  wh ich  publ i sh ing  occurs  by send ing  Publ i sh  Messages.  

6.3.6  OPC  UA Service  I n terface 

6.3.6.1  General  

The  Services  defi ned  for OPC UA are  described  i n  Clause  7,  and  speci fied  in  I EC  62541 -4 .  
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6.3.6.2  Request/response  Services  

Request/response  Services  are  Services  i nvoked  by the  Client th rough  the  OPC UA Service  
I n terface  to  perform  a  speci fic task on  one  or more  Nodes  in  the  AddressSpace  and  to  return  
a  response.  

6.3.6.3  Publ isher Services  

Publ isher Services  are  Services  i nvoked  through  the  OPC UA Service  I n terface  for the  
purpose  of period ical l y send ing  Notifications  to  Clients.  Noti fi cations  include  Events,  Alarms,  
data  changes  and  Program  ou tpu ts.  

6.3.7  Server to  Server i n teractions  

Server to  Server i n teractions  are  i n teractions  i n  wh ich  one  Server acts  as  a  Client  of another 
Server.  Server to  Server i n teractions  a l low for the  development of servers  that:  

a)  exchange  i n formation  wi th  each  other on  a  peer-to-peer basis,  th is  cou ld  i nclude  
redundancy or remote  Servers  that are  used  for main tain ing  system  wide  type  
defin i tions(see  F igure  6),  

b)  are  chained  i n  a  l ayered  arch i tecture  of Servers  to  provide:  

1 )  aggregation  of data  from  lower-layer Servers,  

2 )  h igher-layer data  constructs  to  Clients,  and  

3)  concentrator i n terfaces  to  Clients  for s ing le  poin ts  of access  to  mu l tiple  underlying  
Servers.  

F i gure  6  i l l ustrates  i n teractions  between  Servers.  

 

Figure  6  – Peer-to-peer interactions  between  Servers  

Figure  7  extends  the  previous  example  and  i l l ustrates  the  chain ing  of OPC UA Servers  
together for vertical  access  to  data  in  an  en terprise.  
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Figure  7  – Chained  Server example  

7  Service  Sets  

7.1  General  

OPC UA Services  are  d ivided  i n to  Service Sets,  each  defin ing  a  l og ical  g rouping  of Services  
u sed  to  access  a  particu lar aspect of the  Server.  The  Service Sets  are  described  below.  The  
Service Sets  and  thei r Services  are  speci fied  i n  I EC  62541 -4.  Whether or not a  Server 
supports  a  Service Set,  or a  speci fic Service  wi th in  a  Service  Set,  i s  defined  by i ts  Profile .  
Profiles  are  described  i n  I EC  62541 -7.  

7.2  Discovery Service  Set 

Th is  Service  Set defines  Services  u sed  to  d iscover OPC UA Servers  that are  avai l able  i n  a  
system.  I t  a l so  provides  a  manner i n  wh ich  cl ien ts  can  read  the  securi ty configuration  requ i red  
for connection  to  the  Server.  The  Discovery Services  are  implemented  by i nd ividual  Servers  
and  by ded icated  Discovery Servers.  Wel l -known  ded icated  Discovery Servers  provide  a  way 
for cl ien ts  to  d iscover a l l  reg istered  OPC UA Servers.  I EC  62541 -1 2  describes  how to  use  the  
Discovery Services wi th  ded icated  Discovery Servers.  

7.3  SecureChannel  Service  Set 

Th is  Service  Set defines  Services  u sed  to  open  a  commun ication  channel  that ensures  the  
confiden tia l i ty and  i n tegri ty of a l l  Messages  exchanged  wi th  the  Server.  The  base  concepts  for 
UA securi ty are  defined  in  I EC  TR 62541 -2 .  

The  SecureChannel Services  are  un l ike  other Services  because  they are  typical l y not 
implemented  by the  UA application  d i rectl y.  I nstead ,  they are  provided  by the  commun ication  
stack that the  UA application  i s  bu i l t  on .  For example,  a  UA Server may be  bu i l t  on  a  SOAP 
stack that a l l ows  appl ications  to  establ ish  a  SecureChannel u s ing  the  
WS-SecureConversation  speci fication .  I n  these  cases,  the  UA application  s imply needs  to  
veri fy that a  WS-SecureConversation  i s  active  whenever i t  receives  a  Message .  I EC  62541 -6  
describes  how the  SecureChannel Services  are  implemented  wi th  d i fferen t types  of 
commun ication  stacks.  

A SecureChannel i s  a  l ong-runn ing  l og ical  connection  between  a  s ing le  Client  and  a  s ing le  
Server.  Th is  channel  main tains  a  set of keys  that are  known  on ly to  the  Client and  Server and  
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that are  used  to  au then ticate  and  encrypt Messages  sen t across  the  network.  The  
SecureChannel  Services  a l low the  Client  and  Server to  securely negotiate  the  keys  to  use.  

The  exact a lgori thms  used  to  au then ticate  and  encrypt Messages  are  described  in  the  
securi ty pol icies  for a  Server.  These  pol icies  are  exposed  via  the  Discovery Service Set.  A 
Client  se lects  the  appropriate  endpoin t that supports  the  desi red  securi ty pol icy by the  Server 
when  i t  creates  a  SecureChannel.  

When  a  Client  and  Server are  communicating  via  a  SecureChannel they veri fy that a l l  
i ncoming  Messages  have  been  signed  and /or encrypted  accord ing  to  the  securi ty pol icy.  A UA 
appl ication  i s  expected  to  i gnore  any Message  that does  not conform  to  the  securi ty pol icy for 
the  channel .  

A SecureChannel i s  separate  from  the  UA Application Session ;  however,  a  s ing le  UA 
Application  Session  may on ly be  accessed  via  a  s i ng le  SecureChannel.  Th is  impl ies  that the  
UA application  i s  able  to  determine  what SecureChannel i s  associated  wi th  each  Message .  A 
commun ication  stack that provides  a  SecureChannel mechan ism  bu t that does  not a l l ow the  
appl ication  to  know what SecureChannel was  used  for a  g iven  Message  cannot be  used  to  
implement the  SecureChannel Service Set.  

The  re lationsh ip  between  the  UA Application  Session  and  the  SecureChannel i s  i l l ustrated  i n  
F igure  8 .  The  UA appl ications  use  the  commun ication  stack to  exchange  Messages.  F i rst,  the  
SecureChannel Services  are  used  to  establ i sh  a  SecureChannel between  the  two  
commun ication  stacks,  a l l owing  them  to  exchange  Messages  i n  a  secure  way.  Second ,  the  
UA appl ications  use  the  Session  Service Set to  establ ish  a  UA application  Session .  

 

Figure  8  – SecureChannel  and  Session  Services  

7.4 Session  Service  Set 

Th is  Service Set defines  Services  u sed  to  establ ish  an  appl ication-layer connection  i n  the  
con text of a  Session on  behal f of a  speci fic user.  

7.5 NodeManagement Service  Set 

The  NodeManagement Service  Set a l lows  Clients  to  add ,  mod i fy,  and  delete  Nodes  i n  the  
AddressSpace .  These  Services  provide  an  i n terface  for the  configuration  of Servers.  
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7.6  View Service  Set 

Views  are  publ icl y defined ,  Server-created  subsets  of the  AddressSpace .  The  en ti re  
AddressSpace  i s  the  defau l t  View,  and  therefore,  the  View Services  are  capable  of operating  
on  the  en ti re  AddressSpace .  Fu ture  versions  of th is  speci fication  may a lso  define  Services  to  
create  Client d efi ned  Views.  

The  View Service Set a l lows  Clients  to  d iscover Nodes  i n  a  View by browsing .  Browsing  
a l lows  Clients  to  navigate  up  and  down  the  h ierarchy,  or to  fo l low References  between  Nodes  
con tained  i n  the  View.  I n  th is  manner,  browsing  a lso  a l lows  Clients  to  d i scover the  structure  of 
the  View.  

7.7  Query Service  Set 

The  Query Service  Set a l lows  users  to  access  the  address  space  wi thou t browsing  and  
wi thou t knowledge  of the  log ical  schema  used  for i n ternal  storage  of the  data.  

Querying  a l lows  Clients  to  se lect a  subset of the  Nodes  in  a  View based  on  some Client-
provided  fi l ter cri teria.  The  Nodes  selected  from  the  View by the  query statement are  cal led  a  
resu l t set.  

Servers  may fi nd  i t  d i fficu l t  to  process  queries  that requ i re  access  to  run time  data,  such  as  
device  data,  that i nvolves  resource  i n tensive  operations  or s i gn i fican t delays.  I n  these  cases,  
the  Server may fi nd  i t  necessary to  reject the  query.  

7.8  Attribute  Service  Set 

The  Attribute  Service Set i s  used  to  read  and  wri te  Attribute  va lues.  Attributes  are  prim i tive  
characteristics  of Nodes  that are  defined  by OPC UA.  They may not be  defined  by Clients  or 
Servers.  Attributes  are  the  on ly e lements  i n  the  AddressSpace  permi tted  to  have  data  values.  
A special  Attribute ,  the  Value  Attribute  i s  used  to  define  the  value  of Variables.  

7.9  Method  Service  Set 

Methods  represent the  function  cal l s  of Objects.  They are  defined  i n  I EC  62541 -3.  Methods  
are  i nvoked  and  return  after completion ,  whether successfu l  or unsuccessfu l .  Execu tion  times  
for Methods  may vary,  depend ing  on  the  function  they are  performing .  

The  Method Service Set d efi nes  the  means  to  i nvoke  Methods.  A Method i s  a lways  a  
component of an  Object.  D iscovery i s  provided  th rough  the  browse  and  query Services.  
Clients  d i scover the  Methods  supported  by a  Server by browsing  for the  own ing  Objects that 
i den ti fy thei r supported  Methods.  

Because  Methods  may control  some aspect of p lan t operations,  method  invocation  may 
depend  on  envi ronmental  or other cond i tions.  Th is  may be  especial l y true  when  attempting  to  
re-invoke  a  Method immed iately after i t  has  completed  execution .  Cond i tions  that are  requ i red  
to  i nvoke  the  Method may not yet have  returned  to  the  state  that permi ts  the  Method  to  start 
again .  I n  add i tion ,  some Methods  may be  capable  of supporting  concurren t i nvocations,  wh i le  
others  may have  a  s ing le  i nvocation  execu ting  at a  g iven  time.  

7.1 0  Moni toredI tem  Service  Set 

The  MonitoredItem  Service Set i s  used  by the  Client  to  create  and  main tain  MonitoredItems.  
MonitoredItems  mon i tor Variables,  Attributes  and  EventNotifiers.  They generate  Notifications  
when  they detect certain  cond i tions.  They mon i tor Variables  for a  change  i n  value  or status;  
Attributes  for a  change  i n  value;  and  EventNotifiers  for newly generated  Alarm  and  Event 
reports.  
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Each  MonitoredItem  i den ti fi es  the  i tem  to  mon i tor and  the  Subscription  to  use  to  period ical ly 
publ ish  Notifications  to  the  Client  (see  7 . 1 1 ) .  Each  MonitoredItem  a l so  speci fies  the  rate  at 
wh ich  the  i tem  is  to  be  mon i tored  (sampled )  and ,  for Variables  and  EventNotifiers,  the  fi l ter 
cri teria  used  to  determine  when  a  Notification  i s  to  be  generated .  F i l ter cri teria  for Attributes  
are  speci fied  by thei r Attribute  defi n i ti ons  in  I EC  62541 -4.  

The  sample  rate  defined  for a  MonitoredItem  may be  faster than  the  publ ish ing  rate  of the  
Subscription .  For th is  reason ,  the  MonitoredItem  may be  configured  to  e i ther queue  al l  
Notifications  or to  queue  on ly the  latest Notification  for transfer by the  Subscription .  I n  th is  
l atter case,  the  queue  s ize  i s  one.  

MonitoredItem  Services  a l so  define  a  mon i toring  mode.  The  mon i toring  mode  i s  configured  to  
d isable  sampl ing  and  reporting ,  to  enable  sampl ing  on ly,  or to  enable  both  sampl ing  and  
reporting .  When  sampl ing  i s  enabled ,  the  Server samples  the  i tem.  I n  add i tion ,  each  sample  i s  
evaluated  to  determine  i f a  Notification  shou ld  be  generated .  I f so,  the  Notification  i s  queued .  
I f reporting  i s  enabled ,  the  queue  i s  made  avai lable  to  the  Subscription  for transfer.  

F inal l y,  MonitoredItems  can  be  configured  to  trigger the  reporting  of other MonitoredItems.  I n  
th is  case,  the  mon i toring  mode  of the  i tems  to  report i s  typical l y set to  sampl ing  on ly,  and  
when  the  triggering  i tem  generates  a  Notification ,  any queued  Notifications  of the  i tems  to  
report are  made  avai lable  to  the  Subscription  for transfer.  

7.1 1  Subscription  Service  Set 

The  Subscription  Service Set i s  used  by the  Client to  create  and  main tain  Subscriptions.  
Subscriptions  are  en ti ties  that period ical l y publ ish  NotificationMessages  for the  MonitoredItem  
assigned  to  them  (see  7. 9) .  The  NotificationMessage  con tains  a  common  header fol lowed  by 
a  series  of Notifications.  The  format of Notifications  i s  speci fic to  the  type  of i tem  being  
mon i tored  ( i . e .  Variables,  Attributes,  and  EventNotifiers) .  

Once  created ,  the  existence  of a  Subscription  i s  i ndependent of the  Client’s  Session  wi th  the  
Server.  Th is  a l l ows  one  Client  to  create  a  Subscription ,  and  a  second ,  possib ly a  redundant 
Client,  to  receive  NotificationMessages  from  i t.  

To  protect against non-use  by Clients,  Subscriptions  have  a  configured  l i fetime  that Clients  
period ical l y renew.  I f any Client  fa i l s  to  renew the  l i fetime,  the  l i fetime  expi res  and  the  
Subscription  i s  cl osed  by the  Server.  When  a  Subscription  i s  closed ,  a l l  MonitoredItems  
assigned  to  the  Subscription  are  deleted .  

Subscriptions  i ncl ude  features  that support detection  and  recovery of l ost Messages.  Each  
NotificationMessage  con tains  a  sequence  number that a l lows  Clients  to  detect m issed  
Messages.  When  there  are  no  Notifications  to  send  wi th in  the  keep-al ive  time  in terval ,  the  
Server sends  a  keep-al ive  Message  that con tains  the  sequence  number of the  next 
NotificationMessage  sen t.  I f a  Client  fa i l s  to  receive  a  Message  a fter the  keep-al i ve  i n terval  
has  expi red ,  or i f i t  determines  that i t  has  m issed  a  Message ,  i t  can  request the  Server to  
resend  one  or more  Messages.  
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