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FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn i cal  Commiss i on  ( I EC)  i s  a  worl dwide  o rgan i zati on  fo r  s tandard i zati on  compri s i ng  
al l  nati onal  e l ectrotechn i cal  comm i ttees  ( I EC  Nati onal  Comm i ttees) .  The  object  o f  I EC  i s  to  promote  
i n ternati onal  co-operati on  on  al l  questi ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron i c  f i e l ds .  To  
th i s  end  and  i n  add i t i on  to  o ther  acti vi t i es ,  I EC  publ i shes  I n ternat i onal  Standards ,  Techn i cal  Speci fi cati ons,  
Techn i cal  Reports ,  Publ i cl y  Avai l abl e  Speci f i cat i ons  (PAS)  and  Gu i des  (hereafter  referred  to  as  “ I EC  
Publ i cati on (s) ”) .  The i r  preparati on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may part i ci pate  i n  th i s  preparatory  work.  I n ternati onal ,  governmen tal  and  non -
governmen tal  organ i zat i ons  l i ai s i ng  wi th  the  I EC  al so  parti c i pate  i n  th i s  preparati on .  I EC  co l l aborates  cl ose l y  
wi th  the  I n ternat i onal  Organ i zati on  fo r  Standard i zat i on  ( I SO)  i n  accordance  wi th  cond i t i ons  determ i ned  by  
ag reement  between  the  two  organ i zati ons .  

2 )  The  formal  deci s i ons  or  ag reemen ts  o f  I EC  on  techn i cal  matters  express,  as  nearl y  as  poss ib l e,  an  i n ternati onal  
consensus  o f  opi n i on  on  the  re l evan t  subjects  s i nce  each  techn i cal  comm i ttee  has  represen tati on  from  al l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Comm i ttees  i n  that  sense.  Wh i l e  al l  reasonable  e fforts  are  made  to  ensu re  that  the  techn i cal  con ten t  o f  I EC  
Publ i cati ons  i s  accu rate ,  I EC  cannot  be  hel d  responsi bl e  for  the  way i n  wh i ch  they are  used  or  for  any 
m i s i n terpretati on  by  any end  u ser.  

4)  I n  order  to  promote  i n ternati onal  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y  I EC  Publ i cati ons  
transparen tl y  to  the  maximum  exten t  poss ibl e  i n  the i r  nat i onal  and  reg i onal  publ i cati ons .  Any d i vergence  
between  any I EC  Publ i cat i on  and  the  correspond i ng  nati onal  or  reg i onal  publ i cati on  shal l  be  cl earl y  i nd i cated  i n  
the  l atter.  

5)  I EC  i tse l f  does  no t  provi de  any attestat i on  o f  con form i ty.  I ndependen t  cert i f i cati on  bod ies  provi de  con form i ty  
assessmen t  servi ces  and ,  i n  some  areas,  access  to  I EC  marks  of  con form i ty.  I EC  i s  not  responsi bl e  for  any  
servi ces  carri ed  ou t  by i ndependen t  certi f i cat i on  bod i es .  

6)  Al l  u sers  shou ld  ensu re  that  they have  the  l atest  ed i t i on  o f  th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or  i ts  d i rectors,  employees,  servan ts  or  agen ts  i n cl u d i ng  i nd i vi dual  experts  and  
members  of  i ts  techn i cal  comm i ttees  and  I EC  Nati onal  Comm i ttees  for  any personal  i n j u ry,  property  damage  or  
o ther  damage  o f  any natu re  whatsoever,  whether d i rect  or  i nd i rect,  o r  for  costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  o f  the  publ i cati on ,  u se  o f,  o r  re l i ance  upon ,  th i s  I EC  Publ i cati on  or  any o ther  I EC  
Publ i cati ons .   

8 )  Atten t i on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cat i on .  U se  o f  the  referenced  publ i cati ons  i s  
i nd i spensable  for  the  correct  appl i cati on  o f  th i s  publ i cati on .  

9 )  Atten ti on  i s  d rawn  to  the  poss ib i l i ty  that  some  of  the  e l emen ts  o f  th i s  I EC  Publ i cat i on  may be  the  subj ect  o f  
paten t  ri gh ts .  I EC  shal l  not  be  he l d  responsi bl e  for  i den ti fyi ng  any or  a l l  such  paten t  ri gh ts .  

The  main  task of  I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ i cation  of  a  techn ical  report  when  i t  has  co l lected  
data of  a  d i fferen t  ki nd  from  that  wh ich  i s  normal l y  publ i shed  as  an  I n ternational  Standard ,  for 
example  "state  of  the  art" .  

Techn ical  Report  I EC  62443-2-3  has  been  prepared  by ISA Techn ical  Commi ttee  99  i n  
partnersh ip  wi th  I EC  techn ical  commi ttee  65:  I ndustrial -process  measurement,  con trol  and  
au tomation .  

The  text  of  th i s  s tandard  i s  based  on  the  fo l l owing  documents:  

Enqu i ry  d raft  Report  on  vo ti ng  

65/554/DTR 65/564/RVC 

Fu l l  i n formation  on  the  voting  for  the  approval  o f  th is  techn ical  report  can  be  found  i n  the  
report  on  voti ng  i nd icated  i n  the  above  table.  
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Th is  publ i cation  has  been  drafted  i n  accordance  wi th  the  ISO/IEC  Di recti ves,  Part  2 .  

A l i s t  o f  al l  parts  i n  the  IEC  62443  series,  publ i shed  under the  general  t i t le  Security for 
industrial automation and control systems,  can  be  found  on  the  IEC  websi te.  

The  commi ttee  has  decided  that  the  con ten ts  of  th i s  publ i cati on  wi l l  remain  unchanged  un ti l  
the  stabi l i ty  date  i nd icated  on  the  IEC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data 
re lated  to  the  speci fi c  publ ication .  At  th i s  date,  the  publ ication  wi l l  be   

•  recon fi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or  

•  amended .  

A bi l i ngual  version  of  th is  publ i cation  may be  i ssued  at  a  later  date.  

 

IMPORTANT – Th e  ' co l o u r  i n s i d e'  l o g o  o n  t h e  co ver  pag e  o f  t h i s  p u b l i cat i o n  i n d i cates  
t h at  i t  c o n tai n s  co l o u rs  wh i ch  are  con s i d ered  t o  b e  u sefu l  f o r  t h e  co r rec t  
u n d ers tan d i n g  o f  i t s  co n ten ts .  Users  s h o u l d  t h erefo re  p r i n t  t h i s  d o cumen t  u s i n g  a  
co l o u r  p r i n ter .  
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INTRODUCTION  

Cyber securi ty  i s  an  i ncreasing ly  importan t  topic  i n  modern  organ izations.  Many organ izations  
i nvolved  i n  i n formation  technology ( IT)  and  business  have  been  concerned  wi th  cyber securi ty  
for  many years  and  have  wel l -establ i shed  i n formation  securi ty  management  systems  ( ISMS)  
i n  p lace  as  defined  by the  I n ternational  Organ ization  for  Standard ization  ( ISO)  and  the  
I n ternational  E lectrotechn ical  Commission  ( I EC) ,  i n  I SO/IEC  27001  and  ISO/IEC  27002.  
These  management  systems  provide  an  organ ization  wi th  a  wel l -establ i shed  method  for  
protecting  i ts  assets  from  cyber-attacks.  

I ndustrial  Au tomation  and  Con trol  Systems  ( IACS)  suppl iers  and  owners  are  usi ng  
commercial -off- the-shel f  (COTS)  technology developed  for business  systems  i n  thei r  everyday 
processes.  Th is  provides  an  i ncreased  opportun i ty  for  cyber-attack against  the  IACS  
equ ipment,  s i nce  COTS systems  are  more  widely  known  and  used .  There  has  also  been  new 
in terest  i n  ICS  securi ty  research  that  has  uncovered  numerous  device  vu lnerabi l i t i es  as  wel l .  
Successfu l  attacks  against  i ndustrial  systems  may l ead  to  heal th ,  safety and  envi ronmental  
(HSE)  consequences.  

Organ izations  may try to  use  the  business  cyber securi ty  strategy to  address  securi ty  for 
IACS wi thou t  understand ing  the  consequences.  Wh i le  many of  these  so lu tions  can  be  appl ied  
to  IACS,  they need  to  be  appl i ed  i n  the  correct  way to  e l im inate  i nadverten t  consequences.  

Th is  techn ical  report  addresses  the  patch  management  aspect  of  IACS  cyber securi ty.  Patch  
management  i s  part  o f  a  comprehensive  cyber securi ty  strategy that  i ncreases  cyber securi ty  
th rough  the  i nstal lation  of  patches,  also  cal led  software  updates,  software  upgrades,  f i rmware  
upgrades,  service  packs,  hotfi xes,  basic  i npu t  ou tpu t  system  (BIOS)  updates  and  other d i g i tal  
e lectron ic  program  updates  that  resolve  bugs,  operabi l i ty,  re l iabi l i ty  and  cyber securi ty  
vu lnerabi l i t i es.  Th is  techn ical  report  i n troduces  to  the  reader many of  the  problems  and  
i ndustry  concerns  associated  wi th  IACS patch  management for  asset  owners  and  IACS 
product  suppl iers.  I t  also  describes  the  impacts  poor patch  management can  have  on  the  
re l iabi l i ty  and/or operabi l i ty  of  the  IACS.  
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1  Scope  

Th is  part  o f  I EC  62443,  wh ich  i s  a  Techn ical  Report,  describes  requ i rements  for  asset  owners  
and  i ndustrial  au tomation  and  con trol  system  ( IACS)  product  suppl iers  that  have  establ i shed  
and  are  now main tain ing  an  IACS  patch  management  program.  

Th is  Techn ical  Report  recommends  a  defined  format  for  the  d istribu tion  of  i n formation  abou t  
securi ty patches  from  asset  owners  to  IACS product  suppl iers,  a  defin i t i on  of  some  of  the  
acti vi t i es  associated  wi th  the  development  of  the  patch  i n formation  by IACS product  suppl i ers  
and  deployment  and  i nstal lation  of  the  patches  by asset  owners.  The  exchange  format  and  
acti vi ti es  are  defined  for  use  i n  secu ri ty  re lated  patches;  however,  i t  may also  be  appl icable  
for  non-securi ty  re lated  patches  or updates.  

The  Techn ical  Report  does  not  d i fferen tiate  between  patches  made  avai lable  for  the  operati ng  
systems  (OSs) ,  appl i cations  or  devices.  I t  does  not  d i fferen tiate  between  the  product  
suppl i ers  that  supply the  i n frastructu re  componen ts  or  the  IACS appl ications;  i t  provides  
gu idance  for al l  patches  appl icable  to  the  IACS.  Add i tional l y,  the  type  of  patch  can  be  for  the  
resolu tion  of  bugs,  re l iabi l i ty  i ssues,  operabi l i ty  i ssues  or  secu ri ty  vu lnerabi l i t i es.  

NOTE  1  Th i s  Techn i cal  Report  does  not  provi de  gu i dance  on  the  e th i cs  and  approaches  for  the  d i scovery and  
d i scl osu re  o f  secu ri ty  vu l nerabi l i t i es  affecti ng  I ACS.  Th i s  i s  a  general  i ssue  ou ts i de  the  scope  o f  th i s  report .  

NOTE  2  Th i s  Techn i cal  Report  does  not  provi de  gu i dance  on  the  m i t i gati on  o f  vu l nerabi l i t i es  i n  the  peri od  
between  when  the  vu l nerabi l i ty  i s  d i scovered  and  the  date  that  the  patch  resol vi ng  the  vu l nerabi l i ty  i s  created .  For  
gu i dance  on  mu l t i pl e  coun termeasu res  to  m i t i gate  secu ri ty  ri sks  as  part  o f  an  I ACS  securi ty  managemen t  system  
( I ACS-SMS) ,  refer  to ,  Annexes  B . 4. 5 ,  B . 4 . 6  and  B . 8 . 5  i n  th i s  Techn i cal  Report  and  o ther documen ts  i n  the  I EC  
62443  seri es .  

2  No rmat i ve  referen ces  

The  fo l l owing  documents,  i n  whole  or  i n  part,  are  normati vely referenced  i n  th is  document  and  
are  i nd ispensable  for  i ts  appl i cation .  For dated  references,  on ly  the  ed i ti on  ci ted  appl i es.  For 
undated  references,  the  l atest  ed i t ion  of  the  referenced  document  ( i nclud ing  any 
amendments)  appl ies.  

I EC  TS  62443-1 -1 ,  Industrial communication networks – Network and system security –  
Part 1-1: Terminology,  concepts and models  

I EC  62443-2-1 ,  Industrial communication networks – Network and system security – Part 2-1: 
Establishing an industrial automation and control system security program  

3  Term s ,  d ef i n i t i o n s ,  abb rev i ated  t erm s  an d  ac ro n ym s  

3. 1  Term s  an d  d ef i n i t i o n s  

For the  pu rposes  of  th is  document,  the  terms  and  defi n i ti ons  g iven  i n  the  normative  
references  speci fi ed  i n  Clause  2 ,  as  wel l  as  the  fo l l owing ,  apply:  
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3. 1 . 1   
b u g  
fl aw i n  the  orig inal  development  of  software  (such  as  a  securi ty  vu lnerabi l i ty) ,  wh ich  causes  i t  
to  perform  or  behave  i n  an  un in tended  manner (such  as  cause  re l i abi l i ty  or operabi l i ty  i ssues)  

3. 1 . 2   
p atch  
i ncremental  software  change  i n  order to  address  a  securi ty vu lnerabi l i ty,  a  bug ,  rel iabi l i ty  or 
operabi l i ty  i ssue  (update)  or  add  a  new feature  (upgrade)  

Note  1  to  en try:  Patches  may al so  be  cal l ed  software  updates,  software  upg rades,  f i rmware  upgrades,  servi ce  
packs,  hotf i xes,  bas i c  i npu t  ou tpu t  system  (BIOS)  updates,  secu ri ty  advi sori es  and  o ther d i g i tal  e l ectron i c  prog ram  
updates .  

3. 1 . 3   
p atch  l i f ecyc l e  
period  i n  t ime  that  a  patch  i s  recommended  or  created  un ti l  the  patch  i s  i nstal led   

Note  1  to  en try:  I n  the  con text  o f  th i s  techn i cal  report ,  th i s  l i fecycl e  beg i ns  when  the  patch  i s  created  and  made  
avai l abl e .  

Note  2  to  en try:  Some  feel  that  the  patch i ng  l i fecycl e  beg i ns  when  the  vu l nerabi l i ty  has  been  d i scl osed .  However,  
i t  i s  not  poss i bl e  for  th i s  techn i cal  report  to  provi de  al l  poss ibl e  gu i dance  for  the  m i t i gat i on  o f  vu l nerabi l i t i es  for  the  
peri od  between  d i scl osu re  o f  a  vu l nerabi l i ty,  th e  deci s i on  to  create  a  patch  and  the  avai l abi l i ty  o f  a  patch .  I t  i s  al so  
to  the  d i screti on  o f  the  software  developer  or  product  suppl i er  to  determ i ne  i f  they devel op  a  patch .  

3. 1 . 4   
p atch  m an ag emen t  
set  of  processes  used  to  mon i tor patch  releases,  decide  wh ich  patches  shou ld  be  i nstal led  to  
wh ich  system  under consideration  (SuC) ,  i f  the  patch  shou ld  be  tested  prior to  i nstal lation  on  
a  production  SuC,  at  wh ich  speci fi ed  t ime  the  patch  shou ld  be  i nstal led  and  of  tracking  the  
successfu l  i nstal lation  

3.2  Abb rev i ated  t erm s  an d  ac ro n ym s  

ANSI  American  National  Standards  I nsti tu te  

BCP Business  con tinu i ty  plann ing  

BIA Business  impact  assessment 

BIOS Basic  i npu t  ou tpu t  system  

CCTS Core  Components  Techn ical  Speci fi cation  

CERT Cyber Emergency Response  Team,  Compu ter Emergency Read iness  Team  
or other  reg ional /i ndustry  varian t  

CD  Compact  d isc 

COTS Commercial -off- the-shel f  

CPN I  [UK]  Cen tre  for  Protection  of  National  I n frastructure  

CPU  Cen tral  processing  un i t  

DCS D istribu ted  con tro l  system  

DHS [US]  Department  of  Homeland  Securi ty  

DRP  D isaster  recovery plann ing  

DVD  D ig i tal  versati l e  d isc  

EULA End  user  l i cense  agreement 

FAT Factory acceptance  testi ng  

HSE  Heal th ,  safety  and  envi ronmental  

HTML Hypertext  Markup  Language  

HTTP Hypertext  transfer protocol  

ICS-CERT [US  DHS]  I ndustrial  Control  Systems  Cyber Emergency Response  Team  
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IACS I ndustrial  au tomation  and  con trol  system(s)  

IACS-SMS IACS  securi ty  management  system  

IDS I n trusion  detection  system  

IEC  I n ternational  E lectro- techn ical  Commission  

IP  I n ternet  protocol  

IPS  I n trusion  preven tion  system  

ISA I n ternational  Society  of  Au tomation  

ISMS I n formation  securi ty management  system  

ISO I n ternational  Organ ization  for  Standard ization  

IT I n formation  technology 

KPI  Key performance  i nd icator 

MD5 Message  d igest  5  

MES Manu factu ring  execu tion  system  

MESA Manu factu ring  En terprise  Solu tions  Association  I n ternational  

MSMUG  M icrosoft  Manu facturing  Users  Group 

NERC North  American  E lectri c  Rel iabi l i ty  Corporation  

N ISCC [US]  National  I n frastructu re  Securi ty  Co-ord ination  Cen tre  

NSA [US]  National  Securi ty  Agency 

OAGIS  Open  Appl i cations  Group  I n tegrati on  Speci fi cation  

OEM  Orig i nal  equ ipment  manu factu rer 

OS Operati ng  system  

PLC Programmable  log ic  con tro l ler 

RACI  Responsible,  accoun table,  consu l ted,  i n formed  

RAID  Redundan t  array of  i ndependent  d isks  

RASCI  Responsible,  accoun table,  supporti ve,  consu l ted  and  i n formed  

RTU  Remote  term inal  un i t  

SAT Si te  acceptance  testing  

SHA Secure  hash  algori thm  

SIS  Safety  i nstrumented  system  

SMTP Simple  Mai l  Transfer  Protocol  

SPX Sequenced  packet  exchange  

SQL Structured  query language  

SuC System  under consideration  

TC  Techn ical  commi ttee  

UN  Un i ted  Nations  

UN/CEFACT Un i ted  Nations  Cen tre  for  Trade  Faci l i tation  and  E lectron ic  Business  

URI  Un i form  resource  i den ti fi er  

USB Un iversal  serial  bus  

US-CERT Un i ted  States  Compu ter Emergency Read iness  Team  

VPC Vendor patch  compatibi l i ty  

WAN  Wide  area network 

XML eXtensible  Markup  Language  

XSD  XML schema defin i ti on  
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4 I n d u s t r i al  au tom at i o n  an d  co n t ro l  s ys tem  patch i n g  

4. 1  Pat ch i n g  p ro b l em s  faced  i n  i n d u s t r i al  au tomat i o n  an d  con t ro l  s ys tem s  

There  are  many chal lenges  that  asset  owners  face  when  attempti ng  to  implement a  patch  
management  program  for thei r  IACS.  Patch ing  an  IACS means  chang ing  the  IACS and  
changes  can  negatively affect  i ts  safety,  operabi l i ty  or  rel iabi l i ty  i f  not  performed  correctl y.  
Preparing  an  IACS  to  be  patched  can  requ i re  a  tremendous  amount  of  work and  asset  owners  
may strugg le  for  the  necessary resources  to  address  the  added  workload .  For each  patch  and  
for  each  product  they own ,  an  asset  owner wi l l  have  to  gather and  analyze  patch  i n formation  
for  each  device,  i nstal l  and  veri fy  on  a  test  system,  ensure  backups  are  created  before  and  
after,  ensure  testi ng  again  before  tu rn ing  the  system  back over to  operations  and  f i nal l y  track 
al l  the  necessary documentation  of  the  changes.   

Due  to  the  resources  and  efforts  recommended  to  patch  an  IACS most  organ izations  schedu le  
patch  i nstal lations  du ring  other normal  rou ti ne  main tenance  ou tages.  Sometimes  these  ou tage  
windows  are  quarterly,  yearl y  or  even  l ess  frequen tl y.  Some extremely cri t i cal  systems  may 
not  have  ou tage  windows  avai lable  and  can  therefore  not  be  patched  i f  a  system  ou tage  i s  
requ i red  to  do  so.   

Applying  patches  i s  a  ri sk management  decis ion .  I f  the  cost  of  applying  patches  i s  g reater  
than  the  ri sk evaluated  cost,  then  the  patch  may be  delayed ,  especial l y  i f  there  are  other 
securi ty con trols  i n  place  that  m i ti gate  the  ri sk (such  as  d isable  or remove  featu res) .  

The  un in tended  consequences  of  a  poor patch  management  program  can  i nclude:  

•  i ncompatibi l i ty  between  patches  and  con tro l  system  software;  

•  false  posi ti ves  due  to  an ti vi rus  and  an ti -malware;  and  

•  degradation  of  system  performance,  re l iabi l i ty  and  operabi l i ty  wi th  i nsu ffici en t  testi ng .  

For add i ti onal  i n formation ,  see  B.4. 2.  

4.2  Im pac ts  o f  poo r  patch  m an ag emen t  

Adversaries  ( for  example,  mal i cious  th reat  actors)  wi l l  always  have  an  advan tage  over thei r  
targets  g iven  the  chal lenges  product  suppl i ers  and  asset  owners  face  i n  keeping  thei r  systems  
up  to  date  to  m in im ize  securi ty ri sk caused  by vu lnerabi l i t i es.  The  moment a  vu lnerabi l i ty  i s  
d i sclosed ,  whether by wel l - i n ten ti oned  or  mal i cious  i n ten t,  the  problem  i s  then  transferred  
primari l y  to  the  asset  owner to  apply  the  patch  as  qu ickly  as  possible.  The  asset  owner may 
or may not  be  able  to  apply  the  patch  and  i t  becomes  a  ri sk-based  decis ion  on  how to  m i t igate  
the  vu lnerabi l i ty  ri sk.  Though  i t  may never be  possible  to  e l im inate  al l  software  vu lnerabi l i t i es,  
there  shou ld  be  no  excuse  for  not  evaluating  the  ri sk of  the  vu lnerabi l i ty  and  determ in ing  
when  and  how patches  shou ld  be  appl ied .  

The  primary impact  of  poor IACS patch  management i s  an  i ncreased  ri sk of  l oss  or  
compromise  of  an  IACS system.  Un l ike  for  example  offi ce  or  en terpri se  systems,  compromise  
of  an  IACS may have  consequences  beyond  the  l oss  of  data or downtime  of  the  system.  A 
compromise  of  an  IACS may impact  system  safety,  the  physical  safety  of  operational  
personnel ,  the  qual i ty  of  produced  products,  the  safety  of  produced  products  and  the  usabi l i ty  
of  produced  products.   

For add i ti onal  i n formation ,  see  B.4.2.  

NOTE  1  I f  cri t i cal  documen tat i on  on  the  producti on  o f  a  product  i s  l os t,  the  product  may have  to  be  scrapped ,  
even  i f  there  was  no  phys i cal  damage  done  to  the  product  (such  as  pharmaceu t i cal  developmen t,  food  producti on ,  
e tc. )   

NOTE  2  D i rected  attacks  o f  unpatched  I ACS  systems  may even  resu l t  i n  the  destructi on  o f  equ i pmen t.  U nd i rected  
attacks  of  u npatched  IACS  systems,  where  the  I ACS  system  i s  n ot  a  primary target,  may s t i l l  cause  the  l oss  of  
con tro l  wi th  resu l tan t  r i sks  to  safety and  product  qual i ty.  One  example  o f  such  an  attack i s  Structu red  Query  
Language  (SQL)  i n j ecti on  worms,  wh i ch  consume  al l  cen tral  process i ng  un i t  (CPU )  and  network resou rces.  
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4.3  Obso l ete  IACS patch  m an ag emen t  m i t i g at i o n   

Asset  owners  may experience  the  s i tuati on  where  products  are  no  l onger supported  by thei r  
suppl i ers  bu t  have  reported  vu lnerabi l i t i es.  IACS  systems  are  typical l y  i n  production  for  
decades  and  adversaries  know these  o lder  systems  are  vu lnerable.  Asset  owners  need  to  
consider other m i ti gations  when  patch ing  i s  not  an  option .   

For add i ti onal  i n formation  on  coun termeasures  to  m i ti gate  securi ty  ri sks  as  part  o f  an  IACS  
patch  management process  see  Annexes  B.4. 5,  B . 4.6  and  B.5. 5,  and  other documents  i n  the  
IEC  62443  series.  

4.4  Patch  l i f ecyc l e  s tate  

Patches  have  a  defi ned  l i fecycle  state  model .  They progress  from  avai lable  to  au thorized  to  
effecti ve  and  i nstal l ed .  Not  al l  patches  avai lable  are  re levant  to  the  IACS and  not  al l  patches  
are  compatible  wi th  the  IACS appl ications.  I t  i s  importan t  for  an  effecti ve  IACS  patch  
management  process  to  know the  state  of  al l  avai lable  patches.  Li fecycle  states  for  patches  
are  defined  i n  Table  1 .  

Tab l e  1  – Patch  l i f ecyc l e  s tates  

Patch  s t at e  Pat ch  s t at e  d ef i n i t i o n  Man ag ed  b y  

Avai l abl e  The  patch  has  been  provi ded  by  a  th i rd  party  or  an  I ACS  suppl i er  bu t  has  
no t  been  tested .  

Asset  owner  

Product  suppl i er  

I n  Test  The  patch  i s  be i ng  tested  by an  I ACS  suppl i er.  Product  suppl i er  

Not  Approved  The  patch  has  fai l ed  the  test i ng  o f  the  IACS suppl i er  and  shou l d  not  be  
u sed ,  u n l ess  and  un t i l  the  IACS  suppl i er  con fi rms  that  the  patch  has  been  
Approved .  

Product  suppl i er  

Not  Appl i cabl e  The  patch  has  been  tested  and  i s  not  cons i dered  re l evan t  to  I ACS  use .  Product  suppl i er  

Approved  The  patch  has  passed  test i ng  by the  I ACS  suppl i er.  Product  suppl i er  

Rel eased  The  patch  i s  re l eased  for  u se  by  the  I ACS  suppl i er  or  th i rd  party,  o r  the  
patch  may be  d i rectl y  appl i cabl e  by  the  asset  owner  for  the i r  i n ternal l y  
developed  systems.   

Asset  owner  

Product  suppl i er  

I n  I n ternal  Test  The  patch  i s  be i ng  tested  by  the  asset  owner  test i ng  team.  Asset  owner  

Not  Au thori zed  The  patch  has  fai l ed  i n ternal  testi ng ,  o r  may no t  be  appl i cable .  Asset  owner  

Au thori zed  The  patch  i s  re l eased  by  the  asset  owner  and  meets  company s tandards  
for  u pdatabl e  devi ces ,  or  by  i nspecti on  d i d  n ot  n eed  testi ng .  

Asset  owner  

E ffecti ve  The  patch  i s  posted  by  the  asset  owner for  u se.  Asset  owner  

I nstal l ed  The  patch  i s  i ns tal l ed  on  the  system .  Asset  owner  

 

The  state  model  for  l i fecycle  states  i s  shown  i n  Figu re  1 .  The  states  main tained  by the  IACS 
product  suppl ier  are  i n  the  dark gray area i n  the  l eft  hal f  o f  the  fi gure.  The  states  main tained  
by the  IACS  asset  owner are  i n  the  l i gh t  g rey area i n  the  ri gh t  hal f  o f  the  fi gu re.  The  
transi ti ons  between  states  are  acti vi t i es  of  the  asset  owners  or  the  product  suppl iers,  as  
defi ned  i n  the  other parts  of  th is  report.   
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Fi g u re  1  – Pat ch  s tate  m od el  

5  Recommen d ed  req u i rem en ts  f o r  as set  own er   

Asset  owners  have  an  impl ied  obl i gation  to  uphold  the  safety,  re l i abi l i ty,  operabi l i ty,  securi ty 
and  qual i ty  of  the i r  operati ons.  Ach ieving  cyber securi ty  assurance,  th rough  patch ing  IACS  
assets,  i s  a  cri t i cal  part  o f  that  obl i gation .   

I ACS asset  owners  shou ld :  

a)  establ i sh  and  main tain  an  i nven tory of  al l  e lectron ic  devices  associated  wi th  the  IACS,  that  
may be  updated  by:  mod i fi cation  of  thei r  functi onal i ty,  con figu ration ,  operation ,  software,  
f i rmware,  operating  code,  etc.  These  devices  shou ld  be  referred  to  as  ‘updatable ’  devices;  

b)  establ i sh  and  main tain  an  accurate  record  of  the  cu rren tl y i nstal led  versions  for  each  
device,  cal l ed  the  ‘ i nstal led ’  vers ion ;  

c)  determine  on  a  regu lar schedu le  what upgrades  and  updates  are  avai lable  for each  
device,  cal l ed  the  ‘ l atest’  vers ion ;  

d )  determine  on  a  regu lar schedu le  the  ‘ released  versions’  o f  upgrades  and  updates  wh ich  
are  i den ti fi ed  as  compatible  by the  IACS product  suppl ier and  meet  the  asset  owners  
standards  for  ‘updatable ’  devices;  

e)  test  the  i nstal lation  of  IACS patches  i n  a  way that  accurately  reflects  the  production  
envi ronment,  so  as  to  ensure  that  the  re l iabi l i ty  and  operabi l i ty  of  the  IACS  i s  not  
negati vely  affected  when  patches  are  i nstal led  on  the  IACS i n  the  actual  producti on  
envi ronment.  Patches  wh ich  have  successfu l l y  passed  these  tests  are  cal led  the  
‘au thorized  patches’ ;  

f)  schedu le  au thorized ,  effecti ve  patches  for  i nstal lation  at  the  next  avai lable  opportun i ty 
wi th in  the  constrain ts  of  system  design  ( for example,  redundancy,  fau l t- to lerance,  safety)  
and  operational  requ i rements  ( for  example,  unplanned  ou tage,  schedu led  ou tage,  on -
process,  etc. ) ;  

g )  update  records  at  a  planned  i n terval ,  at  l east  on  a  quarterl y  basis ,  to  i nclude  for each  
updateable  device:  i nstal l ed  versions,  au thorized  versions,  effecti ve  vers ions  and  re leased  
versions;  

IEC  
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h )  i den ti fy  a  planned  i n terval  for  i nstal lation  of  patches,  such  as:  when  patches  are  avai lable,  
or  at  l east  on  an  annual  basis;  and  

i )  i nstal l  patches  and/or implement  compensating  coun termeasures  to  m i ti gate  securi ty  
vu lnerabi l i t i es  that  exist  i n  the  IACS.  

Add i ti onal  gu idance  that  can  be  used  to  ach ieve  these  requ i rements  i s  provided  i n  Annex B.  

6  Recommen d ed  req u i rem en ts  f o r  IACS p rod u c t  s u pp l i er   

Securi ty  of  the  IACS on  a  runn ing  faci l i ty  i s  very importan t  and  proactive  measures  are  
needed  to  reduce  the  probabi l i ty  of  the  plan t  being  compromised ,  therefore  determ in ing  wh ich  
patches  apply to ,  and  shou ld  be  tested  on ,  a  product  i s  a  cri t i cal  responsibi l i ty  o f  the  IACS 
product  suppl ier.   

I ACS product  suppl i ers  shou ld :  

a)  provide  documentation  describing  the  software  patch ing  po l i cy for  the  products  and  
systems  they supply;  

b)  qual i fy  i n  terms  of  appl i cabi l i ty  and  compatibi l i ty,  al l  patches,  by  analyz ing  and  veri fying  
the  patches,  i nclud ing  patches  that  are  re leased  by the  suppl ier  o f  the  OS that  i s  used,  
and  al l  suppl iers  of  th i rd-party  software,  that  may be  used  by the  IACS products;  

c)  provide  a  l i s t  o f  al l  patches  and  thei r  approval  s tatus,4. 4,  i nclud ing  the  i n formation  and  
data i n  the  format  described  i n  C lause  7  and  Annex A;  

d )  i n form  the  asset  owners,  and  update  the  l i s t  o f  patches  described  i n :  clause  6 .  b)  above,  
C lause  7,  and  Annex A period ical l y,  and  i deal l y  wi th in  30  days  after a  patch  i s  released  by 
the  suppl ier  o f  the  OS  or th i rd -party software;  

e)  provide  adequate  warn ing  (at  l east  two  years  i n  advance)  abou t  the  componen ts  reach ing  
‘ end  of  l i fe , ’  or  for  wh ich  cyber securi ty  patches  wi l l  no  l onger be  made  avai lable;  and  

f)  provide  i n formation  to  IACS users  regard ing  the  po l i cy of  supporting  IACS products,  
i nclud ing  securi ty  updates.  

Add i t ional  gu idance  that  can  be  used  to  ach ieve  these  requ i rements  i s  provided  i n  Annex C.  

7 Exch an g i n g  patch  i n fo rm at i o n  

7. 1  Gen eral  

Patch  i n formation  i s  requ i red  because  a  complete  IACS i s  usual l y  based  on  commercial  OSs,  
commercial  appl icati on  systems,  such  as  d i stribu ted  con tro l  systems (DCSs) ,  h i storian  and  
manu facturing  execu tion  systems  (MESs)  and  appl icati on  speci fi c  software  programs  us ing  
commercial  I T tools ,  such  as  databases  and  l i braries.  Al l  o f  these  software  e lements  requ i re  
period ic  updates  to  correct  newly d iscovered  errors  or  to  correct  newly d iscovered  securi ty 
defi ciencies.   

Implementing  a  system  to  manage  patches  requ i res  knowledge  of:  what  patches  are  
avai lable,  i f  the  patches  are  appl i cable  to  i nstal l ed  systems,  i f  the  patches  have  been  tested  
against  the  i nstal led  products,  and  i f  the  IACS product  suppl ier  recommends  that  the  patches  
shou ld  be  i nstal led .   

Determ in ing  the  compatibi l i ty  of  patches  can  be  a  complex task.  IACS product  suppl i ers  
perform  tests  of  the i r  products  against  OS  and  l i brary patches  i n  order to  determ ine  i f  the  
patch  shou ld  be  used  wi th  thei r  au tomation  products.  Because  fai lu res  i n  au tomation  products  
due  to  i ncompatibi l i ty  wi th  patches  may resu l t  i n  the  l oss  of  l i fe ,  property or  product,  there  i s  
often  a  requ i rement  that  al l  re lated  au tomation  products  have  been  tested  wi th  the  patch  prior 
to  i nstal lation  of  the  patch  i n  a  production  system.  
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I ACS users  often  have  various  IACS product  suppl ier  systems  i n  thei r  faci l i t i es  and  manag ing  
the  patch  compatibi l i ty i n formation  from  mu l tiple  IACS product  suppl iers  i s  d i ffi cu l t  because  
the  patch  i n formation  i s  usual l y  avai lable  i n  each  IACS product  suppl ier's  speci fi c  format.  Th is  
clause  defines  a standard  format for  the  exchange  of  patch  i n formation  necessary to  i den ti fy  a  
product,  patch  and  status  of  the  patch .  The  exchanged  i n formation  i ncludes:  

a)  an  i den ti f i cation  of  the  IACS product  suppl i er  provid ing  the  product;  

b)  an  i den ti fi cation  of  the  IACS suppl ier’s  product  and  vers ion ;  

c)  an  i den ti fi cation  of  the  product  suppl ier  provid ing  the  patch ,  such  as  the  company 
provid ing  the  OS;  

d )  an  i den ti fi cati on  of  the  patch  suppl ier’s  product,  such  as  the  OS  version ;  

e)  the  patch  suppl ier’s  i den ti fi cation  of  the  patch ;  

f)  an  i nd ication  i f  the  patch  i s  appl icable  to  the  IACS product;  

g )  an  i nd ication  of  s tatus  of  testing  of  the  patch  against  the  IACS product;  and  

h )  an  i nd ication  of  the  resu l ts  of  testi ng  of  the  patch  against  the  IACS  product.  

Th is  i n formation  al l ows  end  users  to  make  i n formed  decis ions  before  they decide  to  i nstal l  the  
patch .  The  exchange  i n formation  defines  i f  a  speci fi c  patch  from  an  IACS system  suppl ier,  an  
OS  suppl ier or  a  th i rd  party  software  product  suppl ier  has  been  tested  against  a  speci fi c  
version  of  the  IACS software,  wi th  an  i nd ication  that  the  tested  patch  works  wi th  that  vers ion  
of  the  IACS  software.   

7.2  Patch  i n fo rmat i o n  exch an g e  f o rm at  

The  format  for  the  m in imal  patch  compatibi l i ty  i n formation  i s  based  on  eXtensible  Markup 
Language  (XML)  technology and  i s  defined  using  an  XML schema defin i t i on  (XSD)  fi l e .  The  
patch  i n formation  fi l e  i s  i den ti fi ed  as  vendor patch  compatibi l i ty  (VPC) .  

7.3  Patch  compat i b i l i t y  i n f o rmat i o n  f i l en ame  co n ven t i o n  

The  fi l ename  of  a  VPC  fi l e  shou ld  be  defi ned  accord ing  to  the  fo l lowing  syn tax:  

<filename>  =  <vendor_name>  “_patch_compatibility_”  <date>  “_”  <number>  “. xml”  

where  

<vendor_name>  the  general l y  recogn ized  short  name  of  the  IACS company 

<date>   the  date  the  compatibi l i ty  f i l e  was  re leased  by the  IACS product  
suppl i er  ( formatted  accord ing  to  I S0  8601  [8 ] )  

<number>  a number i den ti fying  the  fi l e  i f  the  IACS product  suppl ier  re leases  more  
than  one  f i l e  on  a  s ing le  date.  

EXAMPLE  1  SomeCompany_patch_compati bi l i ty_201 0-01 -08_01 . xm l  

EXAMPLE  2  OtherCompany_patch_compati bi l i ty_201 0-01 -08_02. xm l  

NOTE  S i nce  the  reci pi en t  wi l l  u se  the  con ten ts  o f  th i s  f i l e  to  manage  whether  a  patch  i s  to  be  appl i ed ,  there  i s  a  
need  to  ensu re  that  i ts  con ten ts  are  au then ti c .  The  means  by wh i ch  sou rce  au then ti cati on  and  i n teg ri ty  protecti on  
o f  th i s  f i l e  i s  attai ned  i s  ou ts i de  the  scope  o f  th i s  Techn i cal  Report. ”  

7.4  VPC f i l e  s ch ema 

The  VPC format  al lows  for  the  exchange  of  patch  i n formation  abou t  mu l t iple  patches  and  
IACS  product  suppl i er  products  i n  the  same VPC exchange  fi le .   

F i gure  2  i l l ustrates  the  VPC fi l e  schema defi n i t ion .  
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Fi gure  3  i l l ustrates  the  VPC fi l e  schema d iagram  format.   

 

Fi g u re  3  – VPC f i l e  s ch ema d i ag ram  f o rm at  

7. 5  VPC f i l e  e l em en t  d ef i n i t i o n s  

Table  2  th rough  Table  5  define  each  e lement i n  the  VPC XSD  fi le .  On ly  the  enumerations,  
defi ned  i n  the  “Defin i t ion ”  co lumn ,  for  the  appl i cabi l i ty,  test  resu l t  and  test  s tatus  shou ld  be  
used  i n  the  exchange  f i le .   

Tab l e  2  – VPC XSD  PatchData f i l e  e l em en ts  

El em en t  Type  Def i n i t i o n  

VendorName  I den ti f i erType  A  requ i red  s tri ng  con tai n i ng  the  name  of  the  vendor that  
i s  provi d i ng  the  patch  i n formati on .   

EXAMPLES:  “DCS  vendor” ,  “MES  vendor”  

Descri pt i on  TextType  An  opti onal  s tri ng  con tai n i ng  a  descri pti on  o f  the  vendor  
i n formati on .   

 

IEC  
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Tab l e  3  – VPC XSD  Patch Ven d o r  f i l e  e l emen ts  

El em en t  Type  Def i n i t i o n  

PatchVendorName  I den ti f i erType  A  requ i red  s tri ng  con tai n i ng  the  name  of  the  vendor that  
i s  provi d i ng  the  patch .   

EXAMPLES:  “OS  Vendor”,  “DCS  Vendor” ,  “Protoco l  
S tack Vendor”  

Descri pt i on  TextType  An  opti onal  s tri ng  con tai n i ng  a  descri pti on  o f  the  
vendor.   

 

Tab l e  4  – VPC XSD  Patch  f i l e  e l emen ts  

El em en t  Type  Def i n i t i o n  

PatchedProduct  I den ti f i erType  A requ i red  s tri ng  con tai n i ng  the  patch  product  suppl i er's  
name  of  the  product  that  the  patch  i s  targeti ng .   

EXAMPLES:  "SQL Server" ,  “M i crosoft  Wi ndows”  

PatchedProductVers i on  I den ti f i erType  A  requ i red  s tri ng  con tai n i ng  the  vers i on  of  the  product  
the  patch  i s  fo r.   

EXAMPLES:  "Servi ce  Pack 2" ,  "7 . 1 5" ,  "A" ,  "R23 . 9"  

Patch I den ti f i er1  I den ti f i erType  A  requ i red  s tri ng  con tai n i ng  the  patch  product  suppl i er  
defi ned  primary  i den ti f i cat i on  of  the  patch .  

EXAMPLE:  “KB1 234567”  

Patch I den ti f i er2  I den ti f i erType  An  opti onal  s tri n g  con tai n i ng  a  patch  product  suppl i er  
defi ned  secondary i den ti f i cat i on  o f  the  patch .  

PatchVers i on  I den ti f i erType  An  opti onal  s tri ng  con tai n i ng  the  vers i on  n umber o f  the  
patch .  

EXAMPLES:  "1 " ,  " 1 . 0 " ,  " 1 . 2 "   

NOTE  Th i s  may be  needed  i f  mu l t i p l e  vers i ons  o f  the  
patch  are  re l eased  due  to  errors  i n  the  previ ous  patch  
vers i on .  

Re l easeDate  DateTimeType  A  requ i red  s tri ng  con tai n i ng  the  re l eased  date  o f  the  
patch .  

EXAMPLE:  "201 4-01 -1 7"  

NOTE  Format  th i s  s tri n g  accord i ng  to  I SO 8601 .  

Severi ty  CodeType  An  opti onal  s tri n g  con tai n i ng  the  severi ty  o f  the  patch .  
The  val ue  shou l d  be  one  o f  the  i tems  i n  the  fo l l owi ng  
enumerati on :  

•  Cr i t i cal  –  The  patch  shou l d  be  i ns tal l ed .  I t  corrects  
a  vu l nerabi l i ty  whose  explo i tati on  cou l d  al l ow code  
execu ti on  wi thou t  user i n teracti on .  These  scenari os  
i ncl ude  for  example:  se l f-propagati ng  malware  
(such  as  network worms)  and  unavoi dable  common  
use  scenari os  where  code  execu ti on  occu rs  wi thou t  
warn i ngs  o r  prompts.  

•  Im po r tan t  –  The  patch  shou ld  be  i n stal l ed .  The  
patch  corrects  a  vu l nerabi l i ty  whose  explo i tati on  
cou l d  resu l t  i n  comprom ise  o f  the  con fi den ti al i ty,  
i n teg ri ty  or  avai l abi l i ty  o f  data,  o r  o f  the  i n teg ri ty  o r  
avai l abi l i ty  o f  processi ng  resou rces,  bu t  wh i ch  
requ i res  a  user acti on .  

•  Op t i o n al  –  The  patch  may be  i n s tal l ed .  The  patch  
corrects  a  vu l nerabi l i ty  that  requ i res  un i que  or  
u ncommon  user  acti ons .  
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El em en t  Type  Def i n i t i o n  

UpdateType CodeType  A  requ i red  s tri ng  val ue  con tai n i ng  the  type  o f  patch .  The  
val ue  shou l d  be  one  o f  the  i tems  i n  the  fo l l owi ng  
enumerati on :  

•  Non_Secu ri ty  –  Th i s  update  i s  re l ated  to  a  non -
secu ri ty  re l ated  i ssue  and  updates  a  known  i ssue  
that  i s  not  re l ated  to  secu ri ty.  

•  Secu ri ty  –  Th i s  update  i s  re l ated  to  a  secu ri ty  i ssue  
and  repai rs  a  known  secu ri ty  probl em .  

Description  TextType  An  opti onal  s tri ng  val ue  that  con tai ns  a  descri pt i on  o f  
the  update  and/or  patch .  

PatchStatus CodeType  A  requ i red  s tri ng  val ue  con tai n i ng  the  patch  s tatus.  The  
val ue  shou l d  be  one  o f  the  i tems  i n  the  fo l l owi ng  
enumerati on :  

•  Deprecated  –  Th i s  patch  i s  n o  l onger a  requ i red  
u pdate  for  the  system .  

•  Curren t  –  Th i s  patch  i s  up  to  date  and  shou l d  be  
i ns tal l ed  on  any products  i den t i f i ed  as  
“PassedProduct”  fo r  th i s  patch .  

ReplacesPatch  TextType  An optional  string value that contains a description  of the 
patch  being  replaced.   

EXAMPLE:  “KB1 234567  Windows  2008  64  b i t”  

Disposition CodeType  A  requ i red  s tri ng  val ue  con tai n i ng  the  patch  s tatus.  The  
val ue  shou l d  be  one  o f  the  i tems  i n  the  fo l l owi ng  
enumerati on :  

•  Primary –  Th i s  patch  i s  a  primary patch .  Other 
patches  are  dependen t  on  th i s  patch .  

•  Dependen t  –  Th i s  patch  i s  dependen t  on  a  primary 
patch  and/or  other patches.  

•  Stan d al o n e  –  Th i s  i s  a  s tandal one  patch .  I t  does  
not  depend  on  any primary patch  and  no  patches  
depend  on  th i s  s tandalone  patch .  

ReferenceI n fo  TextType   An  opti onal  s tri ng  val ue  that  con tai ns  a  URL to  the  
update  for  fu rther  detai l s .  

PassedProduct  I den ti f i erType  An  opti onal  s tri ng  val ue  con tai n i ng  the  
<VendorProduct><ProductID>  for  referenci ng  the  
vendor speci fi c  product.  Th i s  i s  an  i tem  i n  the  l i st  o f  
products  that  PASSED  test i ng  wi th  th i s  patch .  

Fai l edProduct  I den ti f i erType  An  opti onal  s tri ng  val ue  con tai n i ng  the  
<VendorProduct><ProductID>  for  referenci ng  the  
vendor speci fi c  product.  Th i s  i s  an  i tem  i n  the  l i st  o f  
products  that  FAI LED  test i ng  wi th  th i s  patch .  

Ho l dProduct  I den ti f i erType  An  opti onal  s tri ng  val ue  con tai n i ng  the  
<VendorProduct><ProductID>  for  referenci ng  the  
vendor speci f i c  product.  Th i s  i s  an  i tem  i n  the  l i s t  o f  
products  that  are  on  HOLD  for  test i ng  wi th  th i s  patch .  

NotTestedProduct  I den ti f i erType  An  opti onal  s tri ng  val ue  con tai n i ng  the  
<VendorProduct><ProductID>  for  re ferenci ng  the  
vendor speci f i c  product.  Th i s  i s  an  i tem  i n  the  l i s t  o f  
products  NOT TESTED  for  th i s  patch .  

Commen t  TextType  An  opt i onal  stri n g  that  con tai ns  a  comment  on  the  
patch .  
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Tab l e  5  – VPC XSD  Ven do rProd u c t  f i l e  e l emen ts  

El em en t  Type  Def i n i t i o n  

ProductID  I den ti f i erType  A  requ i red  s tri ng  i den ti f i er  that  wi l l  be  u sed  to  map  the  
name  and  versi on  o f  a  product  to  a  test  resu l t  re l ated  to  
a  patch .   

Name  TextType  A  requ i red  s tri ng  con tai n i ng  the  name  of  the  product.  

Operati ngSystem  TextType  A  requ i red  s tri ng  con tai n i ng  the  operati ng  systems  
descri pti on  for  the  product.  

Vers i on  TextType  A  requ i red  s tri ng  con tai n i ng  the  versi on  of  the  product.  

Re l easeDate  DateTimeType  A  requ i red  s tri ng  con tai n i ng  the  re l eased  date  o f  the  
product  versi on .  

Commen ts  TextType  An  opti onal  s tri ng  that  con tai ns  a  comment  on  the  
product  and  vers i on  i n formati on .  
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An nex  A  
( in formative)  

 
VPC XSD f i l e  f o rm at  

A. 1  VPC XSD  f i l e  f o rm at  s pec i f i cat i o n  

The  fo l lowing  i s  a  code  l i s t ing  of  the  XSD  fi l e  con tain ing  the  XML schema val idation  ru les.  

<?xml  version=" 1. 0"  encoding=" utf-8" ?>  

<! --  product  supplier patch-information -->  

<! --  Schema for product  supplier patch-compatibility -->  

<xs: schema id    =  " patch-compatibility"  

           xmlns     =  " http: //www. isa. org/xml/VendorPatchCompatibility"  

           targetNamespace    =  " http: //www. isa. org/xml/VendorPatchCompatibility"  

           xmlns: mstns    =  " VendorPatchCompatibility. xsd"  

           xmlns: xs    =  " http: //www. w3. org/2001/XMLSchema"  

           xmlns: msdata  =  " urn: schemas-microsoft-com: xml-msdata"  

           attributeFormDefault  =  " qualified"  

           elementFormDefault   =  " unqualified" >  

   <xs: annotation>  

      <xs: documentation>  

         I SA62443  Product  Supplier Patch Compatibility 

         Copyright  2 014  ISA,  All  Rights  Reserved.  http: //www. isa. org 

  

         This  ISA work ( including specifications,  documents,  software,  and related items)  

         referred to  as  the  ISA Product  Supplier Patch Compatibility markup language  is   

         provided by the  copyright  holders  under the  following license.  

  

         P ermission to  use,  copy,  modify,  or  redistribute  this  Work and its  

         documentation,  with or  without  modification,  for any purpose  and 

         without  fee  or  royalty is  hereby granted provided ISA is  acknowledged 

         as  the  originator of  this  work  using the  following statement:  

  

         The  Product  Supplier Patch Compatibility Markup Language  is  used courtesy of  ISA.   

  

         I n  no  event  shall  the  ISA,  its  members,  or  any third-party be  liable  for 

         any costs,  expenses,  losses,  damages  or  inj uries  incurred by use  of  this  

         I SA work  or  as  a  result  of  this  agreement.  

      </xs: documentation>  

   </xs: annotation>  

   <! --   –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –    -->  

   <! --   Top Level  PatchData element  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –    -->  

   <! --   –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –    -->  

   <xs: element  name=" PatchData"  type=" PatchDataType"  />  

   

   <! --   –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –    -->  

   <! --   Core  Component  Types     –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –    -->  

   <! --   –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –  –    -->  

  

   <! --   * ***************************************     -->  

   <! --   CodeType  used for any enumerated strings     -->  

   < ! --   * * **************************************     -->  

   <xs: complexType  name=" CodeType" >  

      <xs: simpleContent>  

         <xs: extension base=" xs: normalizedString" >  

            <xs: attribute  name=" listID"           type=" xs: normalizedString"  use=" optional"  />  

            <xs: attribute  name=" listAgencyID"     type=" xs: normalizedString"  use=" optional"  />  

            <xs: attribute  name=" listAgencyName"   type=" xs: string"            use=" optional"  />  

            <xs: attribute  name=" listName"         type=" xs: string"            use=" optional"  />  

            <xs: attribute  name=" listVersionID"    type=" xs: normalizedString"  use=" optional"  />  

            <xs: attribute  name=" name"             type=" xs: string"            use=" optional"  />  

            <xs: attribute  name=" languageID"       type=" xs: language"          use=" optional"  />  

            <xs: attribute  name=" listURI"          type=" xs: anyURI"            use=" optional"  />  

            <xs: attribute  name=" listSchemeURI"    type=" xs: anyURI"            use=" optional"  />  

         </xs: extension>  

      </xs: simpleContent>  

   </xs: complexType>  

   < ! --   * *********************************************************     -->  

   <! --   DateTimeType  used for any date  and/or time  representations     -->  

   <! --   * *********************************************************     -->  

   <xs: complexType  name  =  " DateTimeType" >  

      <xs: simpleContent>  

         <xs: extension base  =" xs: dateTime" >  
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            <xs: attribute  name=" format"            type=" xs: string"            use=" optional"  />  

         </xs: extension>  

      </xs: simpleContent>  

   </xs: complexType>  

   < ! --   * * ************************************************* ***********     -->  

   <! --   IdentifierType  used for any string used to  identify an  element     -->  

   <! --   * *************************************************************     -->  

   <xs: complexType  name=" IdentifierType" >  

      <xs: simpleContent>  

         <xs: extension base=" xs: normalizedString" >  

            <xs: attribute  name=" schemeID"          type=" xs: normalizedString"  use=" optional"  />  

            <xs: attribute  name=" schemeName"        type=" xs: string"            use=" optional"  />  

            <xs: attribute  name=" schemeAgencyID"    type=" xs: normalizedString"  use=" optional"  />  

            <xs: attribute  name=" schemeAgencyName"  type=" xs: string"            use=" optional"  />  

            <xs: attribute  name=" schemeVersionID"   type=" xs: normalizedString"  use=" optional"  />  

            <xs: attribute  name=" schemeDataURI"     type=" xs: anyURI"            use=" optional"  />  

            <xs: attribute  name=" schemeURI"         type=" xs: anyURI"            use=" optional"  />  

         </xs: extension>  

      </xs: simpleContent>  

   </xs: complexType>  

   <! --   * *********************************************************     -->  

   <! --   TextType  used for any element  that  requires  a  string value     -->  

   < ! --   * *********************************************************     -->  

   <xs: complexType  name=" TextType" >  

      <xs: simpleContent>  

         <xs: extension base=" xs: string" >  

            <xs: attribute  name=" languageID"        type=" xs: language"          use=" optional"  />  

         </xs: extension>  

      </xs: simpleContent>  

   </xs: complexType>  

    <! --      -->      

   <! --   * *************************************************************     -->  

   <! --   PatchDataType  used to  contain patch and vendor information        -->  

   <! --   * *************************************************************     -->  

    <xs: complexType  name=" PatchDataType" >  

      <xs: sequence>  

         <xs: element  name="VendorName"     type=" IdentifierType"  />  

         <xs: element  name=" Description"    type=" TextType"  minOccurs=" 0"  maxOccurs=" unbounded" /

>  

         <xs: element  name=" PatchVendor"    type=" PatchVendorType"  minOccurs=" 0"  maxOccurs=" unbo

unded" />  

         <xs: element  name="VendorProduct"  type=" QualifiedProductType"  minOccurs=" 0"  maxOccurs=

" unbounded" />  

      </xs: sequence>  

    </xs: complexType>  

   <! --   * *************************************************************     -->  

   <! --   PatchVendorType  used to  contain patch compatibility information   -->  

   <! --   * * ************************************************* ***********     -->  

    <xs: complexType  name=" PatchVendorType" >  

        <xs: sequence>  

          <xs: element  name=" PatchVendorName"  type=" IdentifierType"  />  

          <xs: element  name=" Description"      type=" TextType"   minOccurs=" 0"  maxOccurs=" unbound

ed" />  

          <xs: element  name=" Patch"            type=" PatchType"  minOccurs=" 0"  maxOccurs=" unbound

ed" />  

        </xs: sequence>  

    </xs: complexType>  

   < ! --   * *************************************************************     -->  

   < ! --   PatchType  used to  contain information on  a  specific patch         -->  

   <! --   * *************************************************************     -->  

    <xs: complexType  name=" PatchType" >  

        <xs: sequence>  

          <xs: element  name=" PatchedProduct"         t ype=" IdentifierType"  />  

          <xs: element  name=" PatchedProductVersion"  type=" IdentifierType"  />  

          <xs: element  name=" PatchIdentifier1"       t ype=" IdentifierType"  />  

          <xs: element  name=" PatchIdentifier2"       t ype=" IdentifierType"  minOccurs=" 0"  />  

          <xs: element  name=" PatchVersion"           t ype=" IdentifierType"  minOccurs=" 0"  />  

          <xs: element  name="ReleaseDate"            t ype=" DateTimeType"  />  

          <xs: element  name=" Severity"               type=" CodeType"        minOccurs=" 0"  />  

          <xs: element  name=" UpdateType"             type=" CodeType"        minOccurs=" 0"  />  

          <xs: element  name=" Description"            type=" TextType"        minOccurs=" 0"  maxOccu

rs=" unbounded"  />  

          <xs: element  name=" PatchStatus"            type=" CodeType"        minOccurs=" 0"  />  

          <xs: element  name="ReplacesPatch"          type=" TextType"        minOccurs=" 0"  maxOccu

rs=" unbounded"  />  

          <xs: element  name=" Disposition"            type=" CodeType"        minOccurs=" 0"  />  

          <xs: element  name=" ReferenceInfo"          type=" TextType"        minOccurs=" 0"  maxOccu

rs=" unbounded"  />  
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          < ! --

List  of  Product  IDs  referencing VendorQualifiedProductDetails  for the  PassedProductList  -->  

          <xs: element  name=" PassedProduct"          type=" IdentifierType"   minOccurs=" 0"  maxOcc

urs=" unbounded"  />  

          <! --

List  of  Product  IDs  referencing VendorQualifiedProductDetails  for the  FailedProductList  -->  

          <xs: element  name=" FailedProduct"          type=" IdentifierType"   minOccurs=" 0"  maxOcc

urs=" unbounded"  />  

          <! --

List  of  Product  IDs  referencing VendorQualifiedProductDetails  for the  HoldProductList  -->  

          <xs: element  name=" HoldProduct"            type=" IdentifierType"   minOccurs=" 0"  maxOcc

urs=" unbounded"  />  

          <! --

List  of  Product  IDs  referencing VendorQualifiedProductDetails  for  the  NotTestedProductList  -->  

          <xs: element  name="NotTestedProduct"       type=" IdentifierType"   minOccurs=" 0"  maxOcc

urs=" unbounded"  />  

          <xs: element  name=" Comment"                type=" TextType"         minOccurs=" 0"  maxOcc

urs=" unbounded"  />  

        </xs: sequence>      

    </xs: complexType>  

   <! --   * * ************************************************* ***********     -->  

   <! --   PatchType  used to  contain information on  a  specific  patch         -->  

   <! --   * *************************************************************     -->  

    <xs: complexType  name=" QualifiedProductType" >  

        <xs: sequence>  

          <xs: element  name=" ProductID"              type=" IdentifierType"  />  

          <xs: element  name="Name"                   type=" TextType"  />  

          <xs: element  name=" OperatingSystem"        type=" TextType"  />  

          <xs: element  name="Version"                type=" TextType"  />  

          <xs: element  name="ReleaseDate"            type=" DateTimeType"  />  

          <xs: element  name=" Comment"                type=" TextType"  minOccurs=" 0"  maxOccurs=" un

bounded"  />  

        </xs: sequence>  

    </xs: complexType>  

</xs: schema>  

A.2  Co re  com pon en t  t ypes  

A.2. 1  Overv i ew  

The  base  types  for  most  e lements  are  deri ved  from  core  componen t  types  that  are  compatible  
wi th  the  Un i ted  Nations  Cen tre  for  Trade  Faci l i tati on  and  E lectron ic  Business  (UN/CEFACT)  
core  componen t  types.  The  UN/CEFACT core  componen t types  are  a common  set  o f  types  
that  defi ne  speci fi c  terms  wi th  semantic  mean ing  ( for  example,  the  mean ing  of  a  quanti ty,  
cu rrency,  amoun t and  i den ti fi er) .  The  UN/CEFACT core  components  were  defined  i n  a  Core  
Components  Techn ical  Speci fi cation  (CCTS)  developed  by the  ebXML pro ject  now organ ized  
by UN/CEFACT and  ISO techn ical  commi ttee  (TC)  1 54.  

NOTE  The  core  componen ts  con tai n  opti onal  attri bu tes  that  may be  u sed  to  speci fy  the  con text  and  sou rce  of  the  
associ ated  e l emen t  val ue.  Al l  attri bu tes  are  opt i onal  i n  the  VPC  schema.  

The  core  componen ts  use  several  i n ternational  s tandards  for  the  represen tation  of  semantic  
and  standard ized  i n formation :  

a)  l anguage  code  as  speci fied  i n  ISO 639-1 :2002  [4] 1 ;  and  

b)  date  and  t ime  represen tati on  as  speci fi ed  i n  I SO 8601 :2004  [8] .  

A.2.2  Cod eType  

CodeType  i s  used  to  defi ne  a  character string  that  i s  used  to  represent  an  en try  from  a fi xed  
enumeration .  I t  i s  derived  from  the  type  normal i zedString .  Al l  o f  the  VPC enumerations  are  
derived  from  CodeType.  Table  A. 1  describes  the  optional  attribu tes  for the  CodeType  data 
type.  

___________ 

1  Numbers  i n  square  brackets  refer  to  the  bi b l i og raphy.  
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Tab l e  A . 1  – Co d eType  o p t i o n al  at t r i bu tes  

Op t i o n al  A t t r i b u te  B as e  XML  Type  Des c r i p t i o n  

l i s tI D  normal i zedStri ng  An  i den ti f i er  speci fyi ng  a  code  l i s t  that  th i s  i s  reg i s tered  wi th  an  
agency.  

EXAMPLE:  UN /EDIFACT data  e l emen t  3055  code  l i s t  

l i s tAgencyID  normal i zedStri ng  An  i den ti f i er  speci fyi ng  the  agency that  main tai ns  one  or  more  
l i s ts  o f  codes.  

EXAMPLE:  UN /EDIFACT 

l i s tAgencyName  s tri ng  Text  con tai n i ng  the  name  of  the  agency that  main tai ns  the  l i s t  o f  
codes.  

l i s tName  s tri ng  Text  con tai n i ng  the  name  of  a  code  l i s t  that  i s  reg i s tered  wi th  an  
agency.  

l i s tVers i on ID  normal i zedStri ng  An  i den ti f i er  speci fyi ng  the  vers i on  o f  the  code  l i s t .  

Name  s tri ng  Text  equ i val en t  o f  the  code  con ten t  componen t.  

l anguageID  l anguage  An  i den ti f i er  speci fyi ng  the  l anguage  used  i n  the  code  name.  

l i s tURI  anyURI  The  u n i form  resou rce  i den ti f i er  (URI )  i den ti fyi ng  where  the  code  
l i s t  i s  l ocated .  

l i s tSchemaURI  anyURI  The  URI  i den ti fyi ng  where  the  code  l i s t  schema i s  l ocated .  

 

A.2.3  DateTi m eType 

DateTimeType  i s  used  to  defi ne  a  particu lar po in t  i n  t ime  together wi th  the  re levan t  
supplementary i n formation  to  i den ti fy  the  t ime  zone  i n formation .  I t  i s  derived  from  the  type  
dateTime.  I n  a  VPC fi le  th i s  i s  a  speci fi c  i nstance  of  t ime  us ing  the  I SO 8601  Common  Era  
calendar extended  format  and  abbreviated  vers ions.  

EXAMPLE  yyyy-mm-ddThh :mm:ssZ for  UTC  as  “2002-09-22T1 3: 1 5:23Z”  

Table  A.2  describes  the  opti onal  attribu tes  for  the  DateTimeType data type.  

Tab l e  A .2  – DateTi m eType  o p t i o n al  at t r i bu tes  

Op t i o n al  A t t r i b u te  B as e  XML  Type  Des c r i p t i o n  

format  s tri ng  A  s tri ng  speci fyi ng  the  format  o f  the  date  t ime  con ten t.  

NOTE  1  The  format  of  the  attri bu te  i s  no t  defi ned  i n  the  
UN /CEFACT CCTS.  

NOTE  2  Th i s  attri bu te  i s  not  needed  i n  a  VPC  f i l e ,  bu t  i s  
mai n tai ned  for  compati b i l i ty  wi th  Open  Appl i cati ons  Group  
I n teg rati on  Speci f i cat i on  (OAGIS)  and  Manu factu ri ng  En terpri se  
So l u t i ons  Associati on  I n ternati onal  (MESA)  use.   

 

A.2.4  I d en t i f i erType  

I den ti fi erType  i s  used  to  define  a  character string  to  i den ti fy  and  d isti ngu ish  un iquely,  one  
i nstance  of  an  object  i n  an  i den ti fi cation  schema from  al l  o ther  objects  i n  the  same  schema.  I t  
i s  deri ved  from  the  type  normal i zedString .  Table  A. 3  describes  the  optional  attribu tes  for the  
I den ti fi erType  data type.   
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Tab l e  A . 3  – I d en t i f i erType  o p t i o n al  at t r i bu tes  

Op t i o n al  At t r i b u t e  B as e  XML  Type  Des c r i p t i o n  

schemaID  normal i zedStri ng  An  i den ti f i er  speci fyi ng  the  i den t i f i cati on  schema.   

schemaName  s tri ng  Text  con tai n i ng  the  name  o f  the  i den ti f i cati on  schema.  

schemaAgencyID  normal i zedStri ng  An  i den ti f i er  speci fyi ng  the  agency that  main tai ns  the  schema.   

schemaAgencyName stri ng  Text  con tai n i ng  the  name  o f  the  agency that  mai n tai n s  the  
schema.  

schemaVers i on ID  normal i zedStri ng  The  vers i on  (as  an  i den t i f i er)  o f  the  schema.  

schemaDataURI  anyURI  The  URI  i den ti fyi ng  where  schema data  i s  l ocated .  

schemaURI  anyURI  The  URI  i den ti fyi ng  where  schema i s  l ocated .  

 

A.2.5  I n d i cato rType  

I nd icatorType  i s  used  to  define  a  l i st  o f  two  mu tual l y  exclusive  boolean  values  that  express  
the  on ly possible  states  of  a  property.  I t  i s  deri ved  from  the  type  stri ng .  For  VPC purposes  the  
defi ned  values  for  i nd icator type  are  “True”  and  “False”.  Table  A.4  describes  the  optional  
attribu tes  for the  I nd icatorType  data type.   

Tab l e  A .4  – I n d i cato rType  o p t i o n al  at t r i bu tes  

Op t i o n al  A t t r i b u te  B as e  XML  Type  Des c r i p t i o n  

Format  s tri ng  A  s tri ng  speci fyi ng  whether the  i nd i cator  i s  numeri c,  textual  or  
b i nary.  

NOTE  The  format  o f  the  format  attri bu te  i s  no t  defi ned  i n  the  
UN /CEFACT CCTS.  

 

A.2.6  Tex tType  

TextType  i s  used  to  define  a  character string  ( for  example,  a  f i n i te  set  o f  characters)  general l y  
i n  the  form  of  words  of  a  l anguage.  I t  i s  derived  from  the  type  stri ng .  Table  A. 5  describes  the  
opti onal  attribu tes  for  the  TextType  data type.   

Tab l e  A .5  – Tex tType  op t i o n al  at t r i bu tes  

Op t i o n al  A t t r i b u te  B as e  XML  Type  Des c r i p t i o n  

l anguageID  l anguage  An  i den ti f i er  speci fyi ng  the  l anguage  used  i n  the  con ten t  
componen t.  

l anguageLocale ID  normal i zedStri ng  An  i den ti f i er  speci fyi ng  the  l ocale  o f  the  l anguage  us i ng  the  
I SO 639-1  [4 ]  code  for  represen tati on  o f  the  name  of  the  
l anguage.  
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An nex  B  
( in formative)  

 
I ACS asset  own er  g u i d an ce  o n  patch i n g  

B . 1  An n ex  o rg an i zat i o n  

Annex B  provides  gu idance  to  IACS asset  owners  that  are  establ i sh ing  and/or operating  an  
IACS  patch  management  program.  Th is  Techn ical  Report  i s  wri tten  us ing  a  ‘workflow’  
approach ,  i n  wh ich  the  sequence  of  acti vi t i es,  tasks  and  requ i rements  are  wri tten  i n  the  
approximate  order that  wou ld  be  fo l l owed  by i nd ividuals  manag ing  a patch  management 
system.  Asset  owner staff,  consu l tan ts  and  con tractors  shou ld  f i nd  th is  i n formation  
immed iately actionable  and  re levan t  to  the  chal l enges  associated  wi th  patch ing  IACS  
systems.  The  goal  o f  th is  Annex B  i s  to  he lp  asset  owners  establ i sh  thei r  patch  management 
programs  more  qu ickly,  i ncrease  effectiveness,  reduce  vu lnerabi l i t i es  and  i ncrease  overal l  
IACS rel iabi l i ty.  

Th is  annex focuses  on  the  fo l l owing  major  acti vi ti es  for  patch  management:  

•  I n fo rmat i o n  g at h er i n g  ac t i v i t i es  – Th is  i ncludes  creati ng  the  i nven tory of  updateable  
devices,  bu i ld ing  product  suppl i er  re lationsh ips  and  evaluati ng  and  assessing  the  existing  
envi ronment and  i ts  supportabi l i ty  requ i rements.   

•  Pro j ec t  p l an n i n g  an d  i m p l em en tat i o n  ac t i v i t i es  – Th is  i ncludes  developing  the  business  
case,  defi n ing  the  roles  and  responsibi l i t i es,  establ i sh ing  a  patch  deployment  and  
i nstal lation  i n frastructure  and  establ i sh ing  a  backup  and  restoration  i n frastructure.   

•  Proced u res  an d  po l i c i es  f o r  patch  m an ag emen t  – Th is  i ncludes  mon i toring  for  patches,  
evaluating  patches,  testing  patches,  i nstal l i ng  patches  and  change  management.  

•  Operat i n g  a  patch  m an ag emen t  s ys tem  – Th is  i ncludes  execu ting  the  patch  
management  procedures  and  pol icies,  vu lnerabi l i ty  awareness,  ou tage  schedu l i ng ,  
i nventory main tenance,  new device  add i ti ons,  reporti ng ,  key performance  i nd icators  
(KPIs) ,  aud i t i ng  and  veri fi cation .  Often  cal led  “run  and  main tain , ”  operating  the  patch  
management  system  wi l l  be  a  con tinuously  repeating  main tenance  process.  

B .2  Overv i ew  

The  purpose  of  th is  annex i s  to  describe  patch  management  procedures  and  processes,  along  
wi th  gu idance  on  how those  procedures  cou ld  be  implemented  by an  asset  owner wi th  one  or  
more  con trol  system  envi ronments.  The  objecti ve  of  these  procedures  and  processes  i s  to  
assist  the  asset  owner wi th  the  creation  of  thei r  own  program.  Asset  owners  have  the  option  
to  re-use,  mod i fy  or  abandon  the  gu idel ines  appropriate  to  the  s i ze  and  complexi ty  of  thei r  
envi ronment.  Once  the  procedure  i s  documented ,  i t  can  be  shared  wi th  those  responsible  for 
i ts  execu tion ,  so  that  those  i nd ividuals  can  perform  the  tasks  more  qu ickly,  wi th  h i gher qual i ty  
and  greater consistency.  Wi thou t  documented  procedures,  i t  i s  d i ffi cu l t  to  assign ,  train  or 
ensure  that  objecti ves  such  as  effecti ve  patch  management  wi l l  occur.  

Fi gu re  B. 1  i l l ustrates  the  processes  and  procedures  requ i red  to  support  the  patch  
management  workflow.  Note  that  one-time  pro ject  acti vi ti es  are  not  shown  i n  the  workflow.  
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Fi g u re  B . 1  – IACS  patch  m an ag emen t  wo rkf l ow  

Each  phase of the  IACS patch  management workflow is  described  later i n  th is  techn ical  report.  

A workflow-based  approach  i s  used  i n  th is  Techn ical  Report.  I t  describes  the  steps  i nvolved ,  
the  acti vi t i es  performed  and ,  where  appropriate,  how they are  performed.  The  asset  owner 
shou ld  document  the  procedure  they i n tend  to  fo l low,  so  that  i t  can  be  commun icated  to  
others,  and  implemented  consisten tly,  wi th in  thei r  organ izati on .  Any objecti ve  that  i nvolves  
mu l ti ple  steps  wi l l  be  better implemented  i f  the  en ti re  procedure  i s  documented .  

Th is  Annex B  i s  wri tten  so  that  an  asset  owner wi l l  be  able  to  establ i sh  thei r  own  patch  
management  process  by us ing  th is  gu idance  as  the  starting  po in t.  

B .3  I n fo rm at i o n  g ath er i n g  

B .3. 1  I n ven to ry  o f  ex i s t i n g  en v i ro nmen t  

For IACS  patch  management,  a  large  amoun t of  i n formation  i s  requ i red  abou t  the  curren t  
envi ronment,  before  analysis  and  plann ing  can  occur.  Th is  data can  be  very costly  to  gather 
and  very reveal ing  to  poten tial  attackers,  so  i t  shou ld  be  secured  appropriately.   

Establ i sh ing  an  IACS patch  management  program  beg ins  wi th  an  accurate  i nven tory 
assessment,  to  i den ti fy:  the  devices  i n  scope,  and  the  software  and  patch  vers ions  i n  use.  I f  
the  asset  i nventory i n formation  i s  not  accurate,  ne i ther wi l l  be  the  ri sk-based  decis ions  based  
on  that  i n formation .   

Add i t ional l y,  when  a  new vu lnerabi l i ty  i s  d i scovered,  an  accurate  i nventory envi ronment  wi l l  
enable  the  owner of  the  envi ronment  to  determ ine  wh ich  assets  or devices  i n  thei r  faci l i t i es  
have  that  vu lnerabi l i ty.  Th is  wi l l  al low the  owner of  the  vu lnerable  assets  or  devices  to  take  
m i ti gating  actions  to  protect  the  vu lnerable  equ ipment.  A more  detai led  d iscussion  of  some  of  
the  actions  that  can  be  taken ,  to  m i t igate  the  ri sk on  a  new vu lnerabi l i ty  can  be  found  i n  B.6.8.  

The  fi rst  s tep  i s  to  i den ti fy  the  componen ts  and  devices  that  are  part  of  the  IACS.  Th is  
i ncludes  al l  updateable  device  types,  such  as:  servers,  workstations,  swi tches,  rou ters,  
f i rewal ls ,  pri n ters,  serial  to  Ethernet  converters,  programmable  l og ic  con tro l lers  (PLCs) ,  
remote  term inal  un i ts  (RTUs)  and  al l  non-updateable  devices,  wh ich  cou ld  be  replaced  by a  
patched  or  updated  device.  A number of  resources  and  methods  may be  used  to  characteri ze  
the  existi ng  envi ronment,  such  as:  

IEC  

I n formation  
gatheri ng  

Mon i tori ng  &  
eval uati on  

Patch   

test i ng  

Patch   

depl oymen t  

Veri f i cati on  &  
report i ng  
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•  asset  management  i n formation  systems  that  may i nclude:  purchase  records,  serial  
numbers,  asset  tags  and  other i den ti fi ers  of  those  e lectron ic  devices  owned  and  
main tained  by the  asset  owner;  

•  I ACS  documentati on  such  as:  device  l i sts ,  arch i tecture  drawings,  design  documentati on  
orig inal  IACS  product  suppl ier  documentati on ;  

•  I T  documentation  such  as:  i n ternet  protocol  ( IP)  address  l i s ts,  network drawings;  

•  physical  i nspection  of  the  faci l i ty  to  i den ti fy  devices  and  thei r  connectivi ty  re lati ve  to  the  
documentation  avai lable;  

•  i n terrogation  of  swi tches/rou ters  for  MAC and  I P  addresses  to  i den ti fy  connected  systems;  

•  network attached  device  d iscovery tools ,  such  as:  s l ow speed  pi ng  sweep and  network 
analyzers;  and  

•  existi ng  business  impact  assessment  (BIA) ,  business  con ti nu i ty  p lann ing  (BCP)  and  
d i saster recovery plann ing  (DRP)  documentation ,  i f  i t  exi sts.  

NOTE  I f  B IA and  BCP  i n formation  i s  avai l abl e ;  i t  provi des  add i t i onal  i n s i gh t,  as  i t  may categori ze  the  
cri t i cal i ty  and  importance  of  speci f i c  bus i ness  processes  and  systems.  Th i s  cri t i cal i ty  data can  be  u sed  
th roughou t  the  en t i re  I ACS  patch  managemen t  prog ram  i ncl ud i ng :  i n i t i al  p l ann i ng ,  patch  eval uati on  and  l ater  
patch  i n stal l at i on  pl ann i ng .  

The  approaches  above  shou ld  al l  be  leveraged  du ri ng  the  i nven tory of  the  existi ng  
envi ronment,  to  develop  an  accurate  l i s t  o f  devices  to  be  considered ,  and  thei r  cri t i cal i ty.   

Wi th  an  accurate  i nven tory l i s t  of  devices  i n  p lace,  the  next  s tep  i s  to  gather speci fi c  
i n formation  from  each  i nd ividual  device.  The  objecti ve  of  th is  data col lection  i s  to  i denti fy  any 
i n formation  that  can  be  used,  or  i s  requ i red ,  to  establ i sh  and  operate  the  IACS patch  
management  program.  Data co l l ected  shou ld  i nclude:   

a)  Owners h i p  –  Th is  i den ti fi es  the  asset  owner or  custod ian  personnel ,  and  those  resources  
capable  of  supporti ng  i t.  Th is  i n formation  wi l l  be  used  later when  assign ing  responsibi l i t i es  
and  cri t i cal  decis ion  making .  

b)  Prod u c t  s u pp l i er ,  m ake,  m od el  n um ber  –  Th i s  i n formation  wi l l  be  used  later when  i t  i s  
t ime  to  con tact  the  product  suppl iers.  

c)  Vers i o n  –  The  vers ion  associated  wi th  any hardware  componen ts,  and  thei r  associated  
fi rmware,  i nclud ing  the  boot  code  version ,  f i rmware  vers ion  and  boot  image  vers ions.  

d )  OS vers i o n  –  The  version  associated  wi th  the  OS  envi ronment.  Th is  i ncludes  the  OS  
name,  vers ion ,  service  packs,  hotfi xes,  patches,  service  re leases,  etc.  Depend ing  on  the  
envi ronment,  the  OS  may be  part  o f  a  vi rtual i zation  hyper-visor  so lu tion  and  the  software  
of  the  vi rtual i zation  host  i s  also  requ i red .  Al ternatively,  the  OS  may be  part  o f  embedded  
device  fi rmware.  

e)  So f tware  vers i o n s  –  The  vers ions  associated  wi th  software  i nstal led  on  top  of  the  OS.  
Examples  i nclude  web  browsers,  con tro l  system  software,  databases,  remote  access,  etc.  
Refer to  co lumn  1  o f  Table  B. 3  for more  i deas.  I t  i s  importan t  to  document  the  product  
suppl i er  for  each  software  component,  as  th is  i n formation  wi l l  be  requ i red  later,  i n  add i tion  
to  the  software  ti t l e.  

f)  Redu n d an cy  –  Th is  defi nes  the  fai l -over and  fau l t- to lerance  capabi l i t i es  of  the  hardware  
and  software.  Th is  i n formation  wi l l  be  used  later  to  support  evaluation ,  plann ing  and  
i nstal lation  of  patches.  For example,  i s  a  fu l l  ou tage  requ i red ,  or  can  the  patch  be  appl ied  
to  one  device,  part  o f  a  redundan t set,  and  then  the  other,  wi thou t  i n terrupti ng  IACS 
operati on .  

g )  Compu ter  ro l e  –  Th i s  defi nes  the  function  of  i nd i vidual  compu ters  and  i s  essen tial  i n  
order  to  evaluate  the  impact  of  restarti ng  the  compu ter  ( i f  necessary)  once  a  software  
update  has  been  i nstal led .  For example,  i f  the  compu ter i s  a  server runn ing  a  business-
cri ti cal  appl ication ,  i t  i s  advisable  to  schedu le  software  update  du ring  periods  when  they 
wi l l  have  m in imal  impact on  the  business.  I t  also  may be  necessary to  make  arrangements  
for  business  con tinu i ty,  so  that  users  can  con tinue  operations  wh i le  the  server i s  be ing  
restarted .  
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h )  Compu ter  g ro u p  –  Th i s  defi nes  the  categorization  and  the  g rouping  of  devices  performing  
a  s im i lar  function  ( for  example,  domain  con trol l ers,  operator workstations)  that  wou ld  be  
expected  to  have  s im i lar  or  even  the  same  hardware,  software,  con fi gu ration  and  IACS 
patch  management  strategy.  

i )  Netwo rk  arch i tec tu re  an d  co n n ec t i v i t y  –  Th i s  defines  the  network arch i tecture  and  
structu re.  Understand ing  the  l ayou t  of  the  network i n frastructure,  i ts  capabi l i t i es,  securi ty  
l evel ,  l i nk speed  and  l i nk avai labi l i ty  i s  importan t  for  effecti ve  patch ing .  Th i s  l ayou t  shou ld  
al so  i nclude  remote  access  systems  such  as  support  and  management  systems.  Software  
updates  can  vary i n  s i ze,  and  knowing  the  constrain ts  of  the  network i n frastructure  can  
poten tial l y  reduce  any delays  i n  d i stribu ti ng  software  updates.  I t  can  also  d ictate  the  
manner i n  wh ich  the  software  update  wi l l  be  deployed  to ,  and  i nstal led  on ,  particu lar cl i en t  
compu ters.  

j )  I n s tal l ed  an d  n o t  i n s tal l ed  s o f tware  u pdates  –  Th i s  i den ti f i es  wh ich  software  updates  
have  or  have  not  been  i nstal led  on  compu ters,  and  i s  essen tial  i n formation .  

k)  Su ppo r t  s tat u s  –  Th i s  i den ti fi es  the  support  status  of  each  compu ter  system.  I f  software  
or  hardware  updates  are  not  avai lable  and  upgrad ing  i s  not  practi cable  for  a  compu ter 
system  th is  needs  to  be  recorded ,  because  the  system  wi l l  fal l  ou tside  the  patch  
management  reg ime  and  wi l l  need  a  separate  securi ty  management  reg ime,  such  as  a  
hardened  con figu ration  or  use  of  mu l ti ple  l ayers  of  defense  (defense- in -depth ) .  A known  or  
expected  end  of  product  suppl ier  support  date  shou ld  be  recorded .  A period ic  review of  
th is  data wi l l  al low for  con tro l l ed  changes  i n  support  p lans.  

l )  I n ter -d epen d en c i es  –  Th i s  describes  the  i n ter-dependencies  between  the  d i fferent  device  
types,  categories  and  g roups  of  devices.  Th is  i n formation  wi l l  support  l ater  evaluation ,  
p lann ing  and  i nstal lation  of  patches  to  ensure  ri sks  are  m i ti gated  for  i n ter-dependent  
devices.  

m )  Cr i t i cal i t y  –  Th is  describes  any management  of  change  constrain ts,  based  on  the  
cri t i cal i ty  of  the  componen ts  and  g roups  of  systems.  Often  the  cri t i cal  data paths  i n  a  
con tro l  envi ronment  have  not  been  analyzed  or  documented  wi th  the  detai l  requ i red  to  
i den ti fy  cri t i cal  i n terdependencies.  The  focus  of  patch ing  i s  on  applyi ng  updates  to  
software  runn ing  on  these  computers.  The  decis ion  abou t  when  to  patch  wi l l  s tart  wi th  a  
thorough  understand ing  of  the  cri t i cal  processes  and  cri t i cal  data fl ows  that  the  compu ters  
and  embedded  con tro l l ers  provide  to  the  system  operati on .  The  operation  of  each  cri ti cal  
process  requ i res  the  i n teraction  and  i n terdependencies  of  computer systems  to  be  
understood .  

n )  Vu l n erab i l i t y  as sessmen t  t o o l s  app l i cab i l i t y  –  Th is  describes  i f  assessment tools  can  
be  run  against  the  system  ei ther au tomatical l y  or  manual l y  or  never.  The  asset  owner 
shou ld  consider vu lnerabi l i ty  assessment  too ls  as  an  add i ti onal  method  for  i den ti fying  
securi ty  vu lnerabi l i t i es  associated  wi th  thei r  I ACS.  Vu lnerabi l i ty  assessment  too ls  can  help  
i den ti fy  and  pri ori t i ze  ri sks  that  can  be  m i t igated  th rough  con figu ration  changes,  i nstal l i ng  
patches  or  o ther m i tigati ng  con tro ls .  Acti ve  vu lnerabi l i ty  scann ing  too ls  can  negati vely 
impact  the  IACS,  and  shou ld  on ly  be  used  after testing  under con tro l l ed  cond i t ions  and  at  
speci fied  scann ing  levels.  

o)  Con f i g u rat i o n  Fi l es  –  Note  i f  any con fi guration  i n formation  wi l l  need  to  be  captu red  
before  a  mod i fi cation  and  then  have  to  be  reappl ied  afterward.  

To  support  i n formation  co l lection  above,  consider the  gu idance  i n  B. 3 . 2.  

B .3.2  Too l s  f o r  m an u al  an d  au tomat i c  s can n i n g   

At the  time  of  th i s  wri ti ng ,  some  tools  are  emerg ing  under development wh i le  others  are  
cu rren tl y  avai lable  to  faci l i tate  the  au tomated  data co l l ecti on ,  i den ti f i cation  and  
characterizati on  of  the  con trol  network arch i tectu re  and  those  devices  attached  to  the  con tro l  
network.  The  more  i nvasive  the  too ls  are,  the  g reater the  ri sk they m igh t  pose  to  IACS.  I t  i s  
crucial  that  the  user of  any too l  be  i n timately aware  of  the  impacts  imposed  by applyi ng  the  
tool  on  the  targeted  IACS,  i nclud ing  those  i ndustrial  au tomation  processes  con tain i ng  mu l t iple  
systems  arch i tectu res  comprised  of  d i fferen t  manu factu rer’s  products  and  networks.  
Add i ti onal l y  the  user  of  the  too l  shou ld  i n teract  wi th  the  fu l l  range  of  product  suppl iers  that  
manu facture  the  systems  and  devices  con tained  i n  the  IACS,  i n  order to  fu l l y  understand  the  
hardware  and  software  compatibi l i t i es  re lati ve  to  applying  the  au tomated  tool (s) .   
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I t  i s  al so  importan t  to  know that  many of  the  au tomatic  scann ing  tools  apply new “plug - ins”  on  
a  very frequent  basis .  Th is  means  that  a  scan  that  worked  last  week may experience  i ssues  
the  next  week,  due  to  new tests  that  the  too l  i s  now perform ing .  Each  asset  owner must  
mon i tor  and  con tro l  the  con figu rati on  of  the  too ls  used ,  and  shou ld  consider testing  any new 
“plug- ins”  before  they are  added  to  an  au tomated  scann ing  tool .  

I t  i s  importan t  that  when  runn ing  any too ls  causes  i ssues  that  feedback i s  provided  to  the  tool  
creator as  wel l  as  to  the  appropriate  g roup  that  created  the  affected  equ ipment.   

Au tomated  tools  may not  be  able  to  col lect  the  fu l l  range  of  asset  i nventory data e lements  
described  above,  such  as  OS,  patch  levels,  ownersh ip,  cri t i cal i ty,  management of  change  
constrain ts  or vu lnerabi l i t i es,  so  a  manual  data-en try  component  typical l y  i s  also  requ i red .  
Some  i nven tory co l l ection  too ls  are  i n tegrated  i n to  au tomated  patch  d i stribu ti on  tools .   

The  choice  to  use  au tomated  too ls  to  assist  wi th  co l lection  of  the  i nven tory may also  be  
impacted  by the  importan t  ongoing  need  to  main tain  the  asset  i nven tory data and  veri fy  the  
existi ng  systems  configu rations  and  arch i tectu re  from  t ime  to  t ime.  The  value  of  having  a  
h i gh ly accu rate  asset  i nven tory i s  that  i t  i s  the  fundamental  data needed  for  the  appropriate  
assessment  of  r i sk when  operating  the  IACS patch  management program.  For example,  when  
a  new vu lnerabi l i ty  i s  d i scovered ,  an  accurate  i nven tory envi ronment wi l l  enable  the  owner of  
the  envi ronment  to  determ ine  wh ich  assets  or  devices  i n  thei r  faci l i t i es  have  that  vu lnerabi l i ty.  
Th is  wi l l  al l ow the  owner of  the  vu lnerable  assets  or  devices  to  e i ther i nstal l  the  appropriate  
patch(es) ,  and/or  take  m i ti gating  actions  to  protect  the  vu lnerable  equ ipment.  A more  detai led  
d iscussion  of  some  of  the  actions  that  can  be  taken ,  to  m i ti gate  the  ri sk on  a  new vu lnerabi l i ty 
can  be  found  i n  B.6. 8.  A more  detai led  d iscussion  of  when  to  schedu le  an  ou tage  for  patch  
i nstal lation  may be  found  i n  B.8. 4.  

Al so  note  that  for  some  au tomated  i nven tory col lection  tools ,  an  agen t  may need  to  be  
i nstal led  on  the  various  compu ters  e i ther as  a  cl i en t,  server or  as  a  separate  mon i toring  
system,  anywhere  i n  the  I T or  IACS arch i tectu re.  A fu l l  con figu ration  profi le  for  a  mach ine  can  
be  s izeable,  i nclud ing  the  i nventory appl i cation  processing  demand.  Attention  may be  requ i red  
to  con fi rm  that  th is  process  and  the  associated  too ls  are  not  detrimental  to  the  systems  that  
they are  designed  to  serve.  Particu lar atten tion  and  expert  knowledge  i s  requ i red  when  
applying  these  too ls  on  redundan t  and  determ in isti c  con tro l  networks.  

Another option  avai lable  to  asset  owners  to  exped i te  f i rst- time  and  ongoing  data co l lection  i s  
to  consu l t  wi th  thei r  product  suppl i ers  for the  suppl iers  recommendations  on  supported  
methods,  too ls  and  services.  

B .3. 3  IACS p ro d u c t  s u pp l i er  con tac t  an d  re l at i o n sh i p  bu i l d i n g  

After al l  devices  have  been  i den ti fi ed  and  thei r  speci fi c  versions  have  been  co l lected  as  per  
B. 3 . 1 ,  the  next  s tep  i s  to  i den ti fy  the  IACS  product  suppl iers  for  those  componen ts  of  the  
IACS.  The  i npu t  to  th i s  s tep  i s  a  l i s t  o f  hardware  product  suppl iers,  software  product  suppl i ers  
and  service  providers  that  wi l l  be  i nstrumental  to  the  asset  owner’s  IACS  patch  management  
program.  

The  fo l lowing  i n formation  i s  requ i red  for  each  IACS  product  suppl ier:  

a)  cu rren t  business  name and  h i story of  acqu is i tions  that  may affect  supportabi l i ty  o f  l egacy 
products  i n  the  asset  owner’s  IACS;  

b)  con tact  i n formation  for g roups  wi th in  the  product  suppl ier’s  organ ization ,  wh ich  can  
provide  i n formation  to  the  asset  owner;  and  

c)  s tate  of  support  con tracts  for  asset  owner products,  or  the  costs  to  establ i sh  agreements  
to  be  en ti t led  to  noti fi cati on  of  patches.  

Add i t ional  i n formation  may also  be  su i table  for  the  IACS.  Table  B. 1  provides  an  example  
profi l e  of  the  type  of  i n formation  that  can  be  compi led  for  each  product  suppl ier.  
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Tab l e  B . 1  – Samp l e  p rod u c t  s u pp l i er  p ro f i l e  

Main  webs i te :  h t tp: //www.m i crosoft. com  

Support  webs i te :  h t tp: //support.m i crosoft. com  

h ttp: //update .m i crosoft . com  

The  M i crosoft  support  websi te  provi des  l i nks  to  techn i cal  support  fo r al l  supported  
M i crosoft  products  and  OSs.  Th i s  websi te  al so  provi des  l i nks  to  down loads  and  
updates  for  al l  supported  M i crosoft  products ,  and  to  product-speci f i c  so l u ti on  cen ters .  

The  M i crosoft  Update  websi te  i s  a  componen t  o f  the  Wi ndows  Update  framework,  and  
i s  an  au tomated  servi ce  that ,  when  accessed  by a  compu ter,  wi l l  scan  to  veri fy  the  
compu ter  i s  runn i ng  the  most  cu rren t  vers i ons  o f  the  i ns tal l ed  M i crosoft  so ftware,  and  
that  i t  has  the  l atest  updates  for  i ts  Wi ndows  OS.  

For  M i crosoft  updates ,  p l ease  refer  to :  h ttp: //o ff i ce.m i crosoft. com/en -
us/down loads/defau l t . aspx   

Support  webs i te  u ser  
accoun t:  

Record  th i s  i n formati on  i f  a  shared  accoun t  i s  u sed .  However i t  i s  better i f  each  
support  person  shou l d  have  an  i nd i vi dual  accoun t.  

Update  no ti f i cat i ons:  The  M i crosoft  Wi ndows  Update  Servi ce  can  be  con fi gu red  to  send  emai l  noti f i cat i ons  
abou t  new avai l abl e  updates .  

The  M i crosoft  Secu ri ty  Newsletter,  wh i ch  i s  sen t  ou t  by  emai l ,  can  be  subscri bed  to  at  
the  fo l l owi ng  websi te:  

h t tps : //profi l e .m icrosoft. com/Regsysprofi l ecen ter/subscri pt i onwi zard . aspx?wi z i d=6e2df
c95-9fea-4e1 2-827e-c9d21 351 49b9   

Comprehensi ve  Emai l  Noti f i cati on  o f  Secu ri ty  Al erts  can  be  subscri bed  to  at  the  
fo l l owi ng  webs i te :  

h t tps : //profi l e .m icrosoft. com/RegSysProfi l eCen ter/subscri pt i onwi zard . aspx?wi z i d=5a2a
31 1 b-51 89-4c9b-9f1 a-d5e91 3a26c2e&l ci d=1 033  

The  M i crosoft  Secu ri ty  Advi sori es  RSS  feed  can  be  subscri bed  to  at  th i s  address:  

h t tp: //www.m i crosoft. com/technet/secu ri ty/advi sory/RssFeed . aspx?secu ri tyadvi sory  

Add i t i onal  
i n formati on :  

The  M i crosoft  Wi ndows  Update  Servi ces  enabl es  system  adm in i s trators  to  depl oy  and  
i ns tal l  the  l atest  M i crosoft  product  updates  to  compu ters  runn i ng  a  Wi ndows  OS.  
Wi ndows  Update  Servi ces  al l ows  adm in i s trators  to  manage  the  d i s tri bu ti on  o f  u pdates  
that  are  re l eased  th rough  M i crosoft  Updates  to  compu ters  on  the  network.  M i crosoft  
Wi ndows  Update  Servi ces  al so  provi des  a  management  process  for  t racki ng ,  approvi ng  
and  i n stal l i n g  appl i cabl e  cyber  secu ri ty  so ftware  patches  and  u pdates  for  Cyber  Assets  
wi th i n  the  E l ectron i c  Secu ri ty  Perimeter(s ) .  

Type  o f  product  
suppl i ed :  

See  Tabl e  B . 3  for  example  categori es .  

Browser,  CD/DVD/Tape  Backup,  C l i en t  Tool ,  Documen t  Ed i t i ng ,  Dri ver,  Emai l ,  
Messag i ng ,  Mu l t imed ia,  OS,  Remote  Access,  Secu ri ty  Too l  and  Server App  – Software  
and  Hardware  

Secu ri ty  po i n t  o f  
con tact  

Th i s  i s  a  con tact  that  i s  named  by a  company servi ce  provi der,  where  avai l abl e  such  
secu ri ty  con tact  shou l d  al so  be  requested  and  recorded  from  vendors .  

 

For pu rchased  software,  i nclud ing  the  OS,  the  product  suppl ier  can  be  consu l ted  as  to  the  
exten t  to  wh ich  they perform  pre-re lease  testing  both  of  thei r  software  as  wel l  as  any 
underlying  software  such  as  OS  accessories.  The  end  user needs  to  al so  consider the  effect  
of  patch ing  on  end  user l i cense  agreements  (EULAs) ,  warran ties  and  support  agreements.  
Consider whether the  vendor support  agreement addresses  speci fi cs  as  to  the  add i tion  of  or  
l ack of  patch ing ,  and  who  i s  responsible  for  implementing  patches.  Gu idance  from  a  product  
suppl i er  for  process  cri t i cal  systems  shou ld  be  seriously  regarded .   

Considerati on  can  also  be  g i ven  to  the  poten tial  of  con tracting  th i rd -parti es  such  as  the  IACS 
product  suppl ier  or i n tegrator  to  provide  main tenance  services  that  i nclude  ri sk management 
of  patch ing .  I n  such  cases,  i t  i s  s ti l l  appropriate  to  consider  that  the  asset  owner i s  u l t imately 
accoun table  for  the  patch ing  process  as  severe  l i abi l i t i es  may be  i ncurred ,  even  when  
l everag ing  the  services  of  o thers  to  execu te  the  process.  

NOTE  An  emerg i ng  trend  i s  to  i ncorporate  overal l  cyber secu ri ty  requ i remen ts  i n to  procu remen t  speci f i cati ons .  I t  
i s  importan t  to  no te  that  the  s tatement  by  any vendor o f  patch  compl i ance  to  s tandards  o r  regu l ati ons  does  not  
necessari l y  equate  to  a  secu re  network.  
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I n  more  hazardous  or  regu lated  s i tuati ons  change  management  restri ctions  and/or 
procurement speci fi cations  wi l l  be  more  extensive.  Th is  may mean  requ i ring  fu l l  range  impact  
assessment and  recovery processes  to  be  establ i shed  and  tested,  or val idated  to  certain  
regu latory statu tes  or  s tandards  using  factory acceptance  testing  (FAT)  and  s i te  acceptance  
testing  (SAT)  practices.  

B .3.4  Su ppo r tab i l i t y  an d  p rod u c t  s u pp l i er  p ro d u c t  l i f ecyc l e  

I t  i s  importan t  to  have  an  accurate  understand ing  of  the  suppl iers ’  products  that  are  i n  use  i n  
the  IACS,  bu t  equal l y  importan t  i s  the  supportabi l i ty  o f  those  products.  

I t  i s  cri t i cal  to  the  cyber securi ty  of  an  IACS system  to  determ ine  what  support  i s  o ffered  by 
the  IACS product  suppl ier i n  terms  of  vers ion  upgrades,  patches  and  services  offered .  Th is  
needs  to  be  determined  for  every hardware  and  software  componen t  of  the  IACS.  The  
fo l l owing  questions  and  i n formation  shou ld  be  asked  of  each  of  the  product  suppl iers:   

a)  I s  there  a support  agreement i n  p lace  between  the  asset  owner and  the  suppl iers  that  
covers  each  products  suppl ied?  

b)  What  products  sti l l  have  support  and  release  of  patches?  

c)  Have  they announced  an  end-of- l i fe  date  for  speci fi c  products?   I s  there  an  upgrade  path?  

d )  What  can  be  patched,  l egal l y,  wi thou t  vo id ing  product  suppl ier  warranty?  

e)  What  i n formation ,  support  or  patches  are  avai lable  for the  product  suppl ier’s  l egacy 
so lu tions?  

f)  What  are  the  product  suppl ier  testi ng  cycles  and  t imeframes?  

g )  I f  appl icable,  what i s  the  standard  response  t ime  from  the  re lease  of  a  patch  by the  patch  
suppl i er,  un ti l  the  IACS product  suppl i er  tests  and  con fi rms  support  of  those  patches?  

h )  Can  the  IACS product  suppl ier  d istribu te  patches  to  the  asset  owner?  Or must  the  asset  
owner down load  the  patches  from  the  patch  suppl ier.  Can  the  IACS  product  suppl ier  al so  
test  and  i nstal l  the  patches  at  the  asset  owner premise?  

i )  What securi ty  measures  are  used  to  ensure  the  trusted  del i very and  i nstal lation  of  the  
patches  provided?  

Asset  owners  shou ld  not  l im i t  themselves  to  th i s  l i s t  o f  questions  when  determ in ing  the  
supportabi l i ty  o f  the i r  products .  

B .3.5  Eval u at i o n  an d  as sessm en t  o f  ex i s t i n g  en v i ro nmen t  

The  objective  of  th i s  s tep  i s  to  assess  al l  o f  the  gathered  i n formation  abou t  the  IACS,  
i nclud ing  the  devices  for  update,  hardware/software  detai l s ,  products  i n  use,  patches  requ i red  
and  the  supportabi l i ty  o f  those  products.  Th is  i n formation  forms  the  basis  of  establ i sh ing  the  
IACS  patch  management  program,  as  i t  defi nes  the  scope  of  the  IACS and  the  cu rren t  s tate  of  
i ts  patches.  Th is  may be  referred  to  as  a  scoping  study.  

At  the  start  o f  the  evaluation  and  assessment  of  the  existi ng  envi ronment,  the  asset  owner wi l l  
be  faced  wi th  the  task of  gathering  and  processing  an  overwhelm ing  amount  of  i n formation .  
They may also  be  considering  ways  to  focus  patch  management  efforts  to  those  components  
of  the  h ighest  cri t i cal i ty,  h ighest  vu lnerabi l i ty  and  h ighest  effecti veness.  The  i n formation  i n  
th is  secti on  helps  to  priori t i ze  what  i n formation  to  gather and  how to  evaluate  the  gathered  
i n formation  and  pri ori t i ze  IACS patch  management  efforts .  

The  fi rst  evaluation  i s  to  determ ine  what  wi l l  be  patched.  There  may be  legacy systems  due  
for  reti rement,  wh ich  wi l l  be  decommissioned  before  the  patch ing  program  i s  operational .  
There  may be  i solated  systems  or  components  of  l ow importance  to  the  organ izati on ,  and  
wou ld  have  l i tt l e  or  no  impact  on  the  IACS  securi ty.  
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Du ring  th i s  evaluation  i t  i s  importan t  to  remember that  any componen t  wi th  explo i table  
vu lnerabi l i t i es  can  be  used  to  gain  a  foothold  on  the  network and  thus  compromise  the  en ti re  
system.  

Asset  owners  shou ld  evaluate  thei r  IACS based  on  the  fo l l owing  factors,  to  determ ine  wh ich  
software,  hardware  and  other componen ts  are  to  be  patched .  

a)  Su ppo r tab i l i t y  –  Wh ich  parts  of  the  system  have  patches  avai lable  and  wh ich  do  not.  For 
parts  wi th  unpatched  vu lnerabi l i t i es,  m i ti gating  con tro ls  shou ld  be  pu t  i n  p lace  based  on  
ri sk assessment.   

b)  Cr i t i cal i t y  an d  bu s i n ess  i m pac t  –  Securi ty  vu lnerabi l i t i es  that  remain  i n  IACS cri t i cal  
componen ts  can  have  an  impact  on  the  en ti re  organ ization .   

c)  Robu s tn ess  an d  red u n d an cy  –  A  good  system  design  i s  eng ineered  wi th  su ffi cien t  
redundancies  to  al low patch ing  to  occur wi th  l i tt l e  business  d isruption .  The  amoun t  of  
redundancies  shou ld  correspond  wi th  the  cri t i cal i ty  and  business  impact  of  the  IACS 
components.  

d )  Commu n i cat i o n  capab i l i t i es  –  Th is  con text  can  apply  to  the  IACS as  a  whole,  and  the  
network arch i tectu re  that  i t  commun icates  wi th in .  I t  can  also  apply  to  the  i nd ividual  
software  t i tl es  i nstal led  on  each  device.   

e)  Pu rpose  o f  s o f tware  compon en t  –  The  IACS may i nclude  hundreds  of  software  t i t l es,  
each  perform ing  a  d i fferen t  purpose.  Depend ing  on  i ts  purpose  and/or cri t i cal i ty,  the  asset  
owner may choose  to  i nclude,  exclude  or  defer patch ing  of  certain  software  componen ts.  

The  objecti ve  of  reviewing  and  assessing  the  device  and  patch  re lated  i n formation  thus  far  i s  
to  determ ine  a  feasible  and  real i sti c  scope  to  i nclude  i n  the  fi rst  and  subsequen t  patch  
management  program  efforts.  Wi th  l im i ted  resources  i t  may on ly  be  possible  to  address  a  
l im i ted  number of  devices  and  ri sks  i n  the  fi rst  phase,  al l owing  add i ti onal  patch ing  efforts  to  
occur  i n  later phases  or  years.  

B .3.6  Cl as s i f i cat i o n  an d  categ o r i zat i o n  o f  as sets /h ardware/s o f tware  

Th is  section  describes  categories  and  methods  for  the  categorization  of  devices,  hardware  
and  software  to  al low the  pri ori ti zation  of  IACS patch  management resources.  The  
categorization  proposed  i n  th is  section  can  be  usefu l  i n  determ in ing  wh ich  are  the  h ighest  ri sk 
devices,  wh ich  have  the  greatest  vu lnerabi l i ty,  and  wh ich  devices  wi l l  receive  poten tial l y  the  
g reatest  benefi t  by  applying  patch  management  resources,  i n  the  most  effecti ve  manner 
possible.  

One  categorization  that  can  be  appl ied  to  devices,  hardware  and  software  are  the  attack 
su rfaces  avai lable  th rough  thei r  commun ication  capabi l i t i es,  such  as  i n  the  l i s t  g i ven  i n  Table  
B. 2:  
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Tab l e  B .2  – Commu n i cat i o n  capab i l i t i es  

Capab i l i t y  Des c r i p t i o n  

Li s tens  for  and  
accepts  
connecti ons  

Th i s  i ncl udes  devi ces ,  servi ces ,  appl i cati ons  and  o ther  processes  that  are  l i s ten i ng  for  and  
capable  o f  accepti ng  network commun icati ons  and  data  from  other Cyber  Assets .  These  
are  a  h i gh  securi ty  r i sk because  they may al l ow an  attack to  remotel y expl o i t  the  open  
i ncom ing  or  i nbound -port.  These  types  o f  servi ces  and  process  wi l l  appear on  network 
ports  (such  as  netstat)  co l l ect i on  resu l ts  wi th  the  s tate  o f  LISTEN ING.  

Ou tgo i ng  
connecti ons  on l y  

Th i s  i ncl udes  devi ces ,  servi ces ,  appl i cati ons  and  o ther  processes  that  are  capable  o f  
es tabl i sh i ng  network commun icati on  sess i ons  and /or  send i ng  data  to  remote  Cyber  Assets  
across  the  network bu t  wi l l  refu se  to  accept  connecti ons  i n i t i ated  by  remote  devi ces .  
These  servi ces,  appl i cati ons  and  processes  have  med i um  secu ri ty  r i sks  because  i t  may 
poss ibl e  fo r an  attacker to  comprom ise  the  service  or  process  by  hosti ng  a  mal i ci ous  
network servi ce  l i s ten i ng  for  connecti ons.  These  types  o f  servi ces  and  processes  wi l l  
appear  on  network s tatus  co l l ecti on  resu l ts  as  ou tgo i ng  o r  ou tbound -ports ,  bu t  never  i n  the  
s tate  o f  LI STEN ING.  Th i s  al so  refers  to  cl i en t  appl i cati ons  maki ng  ou tbound-on l y  
connecti ons  to  servers.  

Hardwi red  
commun icati on  
on l y  

Th i s  i ncl udes  devi ces  that  have  un i versal  seri al  bus  (USB) ,  compact  d i sc  (CD) ,  d i g i tal  
versati l e  d i sc  (DVD) ,  seri al ,  E thernet  or  o ther ports  avai l able  for  hardware  exchange  o f  
i n formati on .  USB  devi ces  are  a  known  sou rce  o f  vu l nerabi l i ty  due  to  the  au to- i nstal l  natu re  
o f  the  USB  d ri vers.  Th i s  al so  i n cl u des  devices  wi th  prog ramming  ports ,  seri al  o r  
ne tworked ,  wh i ch  are  normal l y  no t  connected ,  bu t  can  become  sou rces  o f  attacks.  
Depend i ng  on  the  phys ical  secu ri ty  o ffered  for  the  devi ce  these  may be  h i gh  secu ri ty  ri sks ,  
i f  there  i s  no  phys i cal  secu ri ty,  to  l ow ri sks  i f  there  i s  phys i cal  secu ri ty  and  su ffi ci en t  
processes  to  ensu re  that  no  unau thori zed  o r u nchecked  access  i s  al l owed .  

No  commun icati on  
capabi l i t i es  

Th i s  i ncl udes  devi ces ,  servi ces ,  appl i cati ons  and  o ther  processes  that  have  no  
commun icati on  capabi l i t i es  and  cannot  send  data  to  remote  Cyber  Assets,  and  cannot  
accept  or  l i s ten  fo r  connecti ons  from  o ther  Cyber  Assets  across  the  network.  Wi th  the  
excepti on  o f  a  comprom ised  suppl y  chai n ,  these  servi ces  and  processes  have  very l ow 
i n i t i al  secu ri ty  ri sk.  Servi ces  and  appl i cati ons  wi th  no  commun icati on  capabi l i t i es  that  are  
on  devi ces  wi th  commun i cati on  capabi l i ty  do  have  secu ri ty  r i sk i n  post  explo i tat i on  
scenari os.  These  types  o f  servi ces  and  processes  wi l l  never  appear  on  network s tatus  
co l l ecti on  resu l ts .  Note  that  th i s  category does  not  i n cl ude  devi ces  that  re l y  on  “ai r  gaps”  
s i nce  those  devi ces  may s t i l l  h ave  commun icati on  capabi l i t i es  such  as  wi th  USB,  DVD  and  
o ther  methods.   

 

The  asset  owner may choose  to  priori t i ze  patch ing  efforts  to  those  devices  and  software  
componen ts  that  l i s ten  for and  accept  network connections,  fo l lowed  by those  that  have  other  
commun ication  capabi l i t i es.  

IACS  devices  may have  a  l arge  number of  software  t i tl es  i nstal led  on  them,  each  having  thei r  
own  strategy for  patch  management.  See  the  table  below for  software  rational i zation ,  
determin ing  how to  hand le  each  software  type,  and  possible  recommendations  for  acti on .  
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Tab l e  B .3  – Samp l e  s o f tware  categ o r i zat i o n  

So f tware  Type  Def i n i t i o n  Recommen d at i o n  

Browser  Browser i ncl udes  any appl i cati on  
u sed  for  browsing  Hypertext  
Markup  Language  (HTML)  con ten t  
and /or  i n teg rates  wi th  a  web  
browser.  

I n  a  con tro l  system  envi ronmen t,  
any software  categori zed  as  
browser  shou ld  be  eval uated  to  
determ i ne  i f  i t  i s  necessary.  I f  n ot  
necessary they  shou ld  be  
cons i dered  for  removal  o r  be i ng  
d i sabl ed .  I t  i s  recommended  that  
asset  owner s tandard i ze  the  web  
browser,  and  remove  al l  o ther 
browsers  and  add -ons.   

CD/DVD/Tape  backup  CD,  DVD  and  Tape  Backup,  
i ncl ude  any appl i cat i on  for  making  
backup  u si ng  CD,  DVD  or  tape.  

I n  a  con tro l  system  envi ronmen t,  
CD/DVD/Tape  backup  appl i cat i ons  
not  u sed  as  part  o f  a  Backup  and  
Restorati on  Strategy or  devi ce  
support  s trategy shou l d  be  
removed  or  d i sabl ed .  The  r i sk o f  
CD/DVD/Tape  backup  appl i cat i ons  
be i ng  explo i ted  remote l y  i s  l ow.  I f  
th ey are  deemed  to  be  necessary 
by  asset  owner,  they can  be  g i ven  
a  l ow pri ori ty  for  frequen t  update.  

C l i en t  too l s  C l i en t  too l s  i n cl u de  al l  o ther 
desktop  too l s  that  have  not  been  
categori zed  yet .   

The  r i sk o f  c l i en t  too l s  i n  an  IACS  
be i ng  explo i ted  remotel y  i s  l ow.  
Therefore,  c l i en t  too l s  can  be  g i ven  
a  l ow pri ori ty  for  update.  

Con tro l  ( I ACS)  I ACS  i ncl udes  the  core  software  
provi ded  by  each  con tro l  system  
product  suppl i er  for  p l an t  
operati ons .   

I ndustri al  au tomati on  and  con tro l  
systems  are  cri t i cal  to  the  
operati on  o f  asset  owner.  Con tro l  
systems  need  to  be  updated  as  
requ i red  and  au thori zed  by  product  
suppl i ers .   

Documen t  ed i t i n g  Documen t  ed i t i ng  software  i n cl u des  
appl i cati ons  speci fi cal l y  u sed  for  
creati ng  or  ed i t i ng  o r  vi ewi ng  
documen ts .   

I n  a  con tro l  system  envi ronmen t,  
any software  categori zed  as  
documen t  ed i t i ng  may be  
cons i dered  unnecessary and  are  
cand i dates  for  removal .  I f  they are  
deemed  to  be  necessary by the  
asset  owner,  they shou l d  be  
mai n tai ned  to  rece i ve  the  l atest  
secu ri ty  patches.  

Dri vers  Dri vers  are  software  that  al l ow 
commun icati on  wi th  hardware  
devi ces  such  as  vi deo  cards ,  aud i o  
cards ,  modems,  network cards,  
redundan t  array o f  i ndependen t  
d i sks  (RAID)  con tro l l ers ,  e tc.   

Devi ce  d ri vers  are  not  normal l y  
remote l y expl o i table .  Therefore,  i t  
i s  not  u sual l y  necessary to  mon i tor 
and  regu l arl y  i ns tal l  u pdates  for  
d ri vers.  

Emai l  and  messag i ng  Emai l  and  messag i ng  category 
i ncl udes  any software  for  
commun icati on  between  compu ter 
u sers  across  the  network vi a  chat,  
emai l  and  vi deo  con ferenci ng .   

I n  a  con tro l  system  envi ronmen t,  
emai l  software  may be  consi dered  
unnecessary and  are  cand i dates  
for  removal  or  be i ng  d i sabled .  I f  
th ey are  deemed  to  be  necessary 
by  the  asset  owner,  they shou l d  be  
s tandard i zed  and  mai n tai ned  to  
recei ve  the  l atest  secu ri ty  patches.  

One  recommendati on  m i gh t  be  to  
u se  ou tbound  S imple  Mai l  Transfer  
Pro tocol  (SMTP)  messages  rather 
than  employ a  fu l l  emai l  appl i cat i on  
i f  the  requ i remen t  i s  that  the  IACS  
send  not i f i cati ons  of  a  s i tuati on  vi a  
an  emai l  message.  
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So f tware  Type  Def i n i t i o n  Recommen d at i o n  

Mu l timed ia Mu l t imed ia  software  i n cl u des  any 
software  for  worki ng  wi th  p i ctu res,  
aud i o  and  vi deo.   

I n  a  con tro l  system  envi ronmen t,  
mu l t imed ia  software  may be  
cons i dered  unnecessary and  are  
cand i dates  for  removal  o r  be i ng  
d i sabl ed .  I f  they are  deemed  to  be  
necessary by  the  asset  owner,  they 
shou l d  be  s tandard i zed  and  
mai n tai ned  to  recei ve  the  l atest  
secu ri ty  patches.  

OS  OS  software  i ncl udes  componen ts  
and  frameworks  d i s tri bu ted  from  
the  OS  suppl i er  that  are  not  
expl i ci t l y  defi ned  i n  o ther  
categori es .   

Secu ri ty  patches  for  each  OS  need  
to  be  appl i ed  as  re l eased  by  the  
OS  suppl i er,  wi th i n  the  bounds  o f  
what  the  con tro l  system  product  
suppl i ers  support.  

Remote  access  Remote  access  appl i cati ons  
i ncl ude  software  that  are  u sed  to  
access  or  adm in i s ter  remote  
devi ces  or  server componen ts  for  
i n teracti ve  access.   

I f  remote  access  appl i cati ons  are  
not  u t i l i zed  for  remote  support,  th ey 
may be  consi dered  unnecessary 
and  cand i dates  for  removal  o r  
be i ng  d i sabled .  I f  remote  support  i s  
cri t i cal  for  I ACS  operati on ,  the  
remote  access  too l  u sed  shou ld  be  
s tandard i zed  and  mai n tai ned  to  
recei ve  the  l atest  secu ri ty  patches .  

Server appl i cati ons  Server appl i cati ons  provi de  
transacti on  based  functi ons  and  
data  to  u sers .  They may suppl y  
i n formati on  at  the  operator  
i n terface  l eve l  i n  the  I ACS  or  
suppl y data  to  u sers  on  network 
segmen ts  ou ts i de  the  I ACS.  DCS  
and  H i stori an  systems  are  typi cal  
examples  o f  server  appl i cati ons .  

Server appl i cati ons  l i s ten  fo r  
requests  from  u sers .  These  
appl i cati ons  may have  ports  and  
servi ces  that  can  be  remotel y  
expl o i ted  and  therefore  patch i ng  
these  appl i cati ons  for  secu ri ty  
vu l nerabi l i t i es  i s  part i cu l arl y  
importan t.  

Secu ri ty  too l s  Secu ri ty  too l s  i n cl u des  pu rpose  
bu i l t  software  for  enabl i ng  or  
perform i ng  secu ri ty  con tro l s  and  
functi ons.   

Secu ri ty  too l s  shou l d  be  kept  up  to  
date  i n  order  to  be  e ffecti ve.  I f  
poss ibl e ,  secu ri ty  too l s  i ns tal l ed  on  
assets  shou l d  be  s tandard i zed .  

Smart  device  or  i n te l l i gen t  
commun icati on  f i n i te  e l emen t  
i nstrumen t  

A  process  or  con tro l  f i n i te  e l emen t  
con tai n i ng  i ts  own  processor,  
con tro l  and  commun i cati on  abi l i ty  
over  wi red  or  wi re l ess  networks ,  
subnetworks,  havi ng  f i rmware  and  
appl i cati on  updates  and  patches  
from  i ts  manu factu rer.  

Eval uate  on  regu l ar  i n tervals  for  
patches  for  the  devi ce  
vu l nerabi l i t i es  for  bo th  i ng ress  and  
eg ress  data.  

 

B .4  Pro j ec t  p l an n i n g  an d  i m p l emen tat i o n  

B .4. 1  Overv i ew  

Once  the  i n i t i al  i n formation  gathering  and  assessment  activi t i es  have  been  completed ,  the  
next  s tep  i s  to  beg in  the  detai led  project  p lann ing  to  establ i sh  the  IACS patch  management 
program.  Plann ing  i s  importan t,  because  i f  the  pro ject  i s  not  adequately  p lanned ,  i t  wi l l  not  
fu l f i l l  the  patch  management  objectives.  The  steps  i nvolved  i n  project  plann ing  to  establ i sh  a  
patch  management  program  are  shown  i n  Figu re  B. 2.  

 

Fi g u re  B . 2  – P l an n i n g  an  IACS  patch  m an ag emen t  p ro ces s  

I EC  

Developi ng  the  
bus i ness  case   

Ass i gn i ng   
ro l es  and  

respons i bi l i t i es  
 

Defi n i ng  the  
test i ng  

envi ronmen t  
 

Es tabl i sh i ng  
backup  and  

restore  
i n frastructu re  

 

P rovi d i ng  i npu t  to  
procu remen t  
g u i de l i nes  



I EC  TR  62443-2-3:201 5  © IEC  201 5  – 37  –  

The  fi rst  s tep  i n  establ i sh ing  an  IACS  patch  management  program  i s  developing  the  business  
case  that  can  be  presented  to  sen ior management  i n  order to  secure  the  necessary fund ing ,  
resources  and  support.  

I t  i s  cri t i cal  to  the  success  of  the  program  to  have  clearl y  defined  and  commun icated  
ownersh ip,  accoun tabi l i ty,  ro les  and  responsibi l i t i es  th roughou t  the  asset  owner organ izati on  
to  perform  IACS  patch  management.  

Add i t ional  steps  may i nclude  gu idel i nes  on  the  implementation  of  a  testing  envi ronment,  
au tomated  patch  deployment and  i nstal lati on  i n frastructu re  and  backup/restoration  
i n frastructure.  

The  last  s tep  i s  to  provide  i npu t  to  the  procurement  requ i rements  and  legal  terms  and  
cond i ti ons  to  ensure  that  product  suppl iers  are  supporting  the  asset  owner’s  IACS securi ty  
objectives.  

B .4. 2  Devel o p i n g  t h e  b u s i n ess  case  

Personnel  wi th in  an  asset  owner organ izati on  wi l l  have  to  j usti fy  the  costs  and  benefi ts  
associated  wi th  an  IACS patch  management  program  to  thei r  sen ior  management.  Many 
organ izati ons  have  not  h i storical l y  performed  IACS patch  management,  and  i t  may be  
necessary to  educate  cri t i cal  decis ion  makers  on  the  reasons  for  patch ing ,  and  the  ri sks  that  
are  reduced  as  a  resu l t.  

NOTE  I EC  62443‑ 2‑ 1  provi des  gu i dance  on  developi ng  the  Busi ness  Rati onale  fo r  establ i sh i ng  an  IACS  Cyber  

Secu ri ty  Managemen t  System ,  as  does  Cross Sector Roadmap for Cybersecurity of Control Systems [1 6 ] .  The  
bus i ness  val ue  and  cost  i tems  d i scussed  i n  those  documen ts  are  d i rectl y  appl i cabl e  to  the  bus i ness  case  for  a  
patch i ng  prog ram  

To  appreciate  the  fu l l  business  impact  of  poor or non-existen t  patch  management,  consider  
the  fo l l owing .  

•  I n c reas i n g  t arg et i n g  o f  IACS  –  There  i s  now s ign i fi can tly  more  i n formation  avai lable  that  
the  frequency of  i nciden ts  and  attacks  on  IACS  assets  has  i ncreased ,  resu l ti ng  i n  
i ncreased  l i ke l i hood  of  a  successfu l  cyber-attack wi th  s ign i fi can t  negative  consequences.  

•  Down t i m e –  Computer  downtime  i n  an  organ ization  can  be  costl y.  Business  or national l y  
cri t i cal  systems  can  be  i n terrupted .  The  opportun i ty  cost  of  l ost  end-user productivi ty,  
m iss ing  transactions  on  cri t i cal  systems  and  l ost  business  du ring  an  i nciden t  can  have  a  
negative  fi nancial  impact  to  the  business.  Most  hacking  attacks  resu l t  i n  some  downtime,  
e i ther as  a  d i rect  resu l t  of  the  attack i tse l f  or  as  a  necessary part  o f  remed iation  efforts .  
Some  attacks  have  left  compu ters  down  for  several  mon ths.  

•  Qual i t y  – The  qual i ty  of  the  product  produced  by the  process  under con tro l  can  be  
affected  by compromised  IACS  devices  that  are  not  able  to  perform  thei r  i n tended  function  
due  to  compromised  compu ting  capabi l i ty.  Securi ty patch ing  reduces  the  l i ke l i hood  of  
compromise  of  the  IACS and  so  protects  product  and  process  qual i ty.  

•  Heal th  an d  s afet y  –  The  heal th  and  safety  of  company personnel  can  be  j eopard ized  i f  a  
cyber-attack occurs.  

•  En vi ro nmen t  –  The  envi ronment  may be  po l lu ted  or  o therwise  negatively  impacted  i f  a  
cyber-attack occurs.   

•  Remed i at i o n  t i m e  –  The  t ime  requ i red  to  f i x  a  wide-rang ing  problem  i n  an  organ ization  
can  be  s izeable  and  long .  Find ing  and  i nstal l i ng  clean  vers ions  i s  o ften  an  i ssue  when  a  
good  backup  program  i s  not  i n  p lace.  (See  B. 4.5  and  B. 6.7. )  The  cost  to  rebu i ld  a  
compu ter’s  software  envi ronment  i s  not  neg l i g ible,  and  many securi ty  breaches  requ i re  a  
complete  re instal lation  to  be  certain  that  back doors  (permi tt ing  fu tu re  explo i ts)  are  not  l eft  
by  the  attack.   

•  Qu es t i o n ab l e  d ata i n teg r i t y  –  I n  the  even t  that  an  attack damages  data i n tegri ty,  the  cost  
o f  recovering  that  data from  the  last  known  good  backup  or con fi rm ing  data correctness  
wi th  customers  and  partners  can  be  h igh .  
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•  Negat i ve  pu b l i c  re l at i o n s  –  Fai lu re  to  protect  customers’  personal  i n formation  can  resu l t  
i n  a  business  being  vi ewed  as  un rel iable.  A heal th ,  safety  or  envi ronmental  (HSE)  i nciden t  
resu l ti ng  from  a cyber attack can  resu l t  i n  negative  commun i ty,  employee  and  shareholder 
reactions,  i nclud ing  l awsu i ts .  Th is ,  and  other fai l u res  due  to  poor patch  management,  can  
resu l t  i n  negati ve  publ ic  re lati ons.  

•  Leg al  d efen ses  –  Poor patch  management  can  l eave  a  system  vu lnerable  to  cyber-attack 
or  costly  l egal  action  from  dependen t organ izations.  Organ izati ons  provid i ng  importan t  
services  to  others  have  had  thei r  patch  management  process  (or  l ack of  one)  pu t  on  trial .  

•  Sto l en  i n te l l ec tu al  p roper ty  –  A  company’s  i n tel lectual  property  i s  pu t  at  r i sk by poorl y 
main tained  patch  management.  Resu l ti ng  costs  of  i n tel lectual  property  being  sto len  or  
destroyed  can  be  s i zeable.  

•  Reg u l ato ry  comp l i an ce  –  Many asset  owners  have  regu latory requ i rements  they have  to  
fu l fi l l ,  that  cou ld  be  affected .  

I t  i s  also  importan t  to  consider the  fo l l owing  when  proceed ing  wi th  the  program.  

A comprehensive  patch  management  process  i s  one  that  can  have  a  s ign i fi can t  cost  
associated  wi th  i t .  The  up-fron t  costs  to  set  up  the  equ ipment  resources  and  software  l i censes  
for  a  test  envi ronment,  that  may be  needed ,  for  patch ing  may be  very expensive,  and  the  
ongoing  management  can  be  resource  i n tensive.  The  personnel  resources  requ i red  to  sustain  
the  patch ing  process  may be  qu i te  h i gh  i f  the  number of  devices  to  patch  i s  h igh .  However,  
the  costs  associated  wi th  the  program  wi l l  usual ly  be  l ess  than  compared  to  an  i nciden t  for  a  
poor or  non-existen t  program.  See  B. 8. 2.  

I t  i s  importan t  for  business  leadersh ip  and  l ocal  s i te  l eadersh ip  to  understand  the  
development,  implementation  and  workflow cost  to  sustain  the  patch ing  program.  Fai lu re  to  
understand  th is  cost  up-fron t  cou ld  resu l t  i n  a  s i tuation  where  patch ing  i s  not  sustained  and  
the  costs  i n i t i al l y  i nvested  to  ro l l -ou t  the  patch ing  program  wi l l  have  yie lded  l i ttl e  securi ty 
improvement.  The  business  case  shou ld  arti cu late  the  balance  between  the  workflow cost  and  
the  value  to  be  deri ved  from  patch ing  IACS  devices.   

B .4.3  Es tab l i s h i n g  an d  as s i g n i n g  ro l es  an d  respon s i b i l i t i es  

For the  IACS patch  management  program  to  be  successfu l  i t  requ i res  the  support  and  
participation  of  s takeholder g roups  th roughou t  the  asset  owner organ ization  and  thei r  product  
suppl i ers.  I t  i s  the  objecti ve  of  th i s  section  to  assist  asset  owners  i n  the  defin i t i on  of  those  
acti vi ti es  requ i red  for  patch  management,  and  how to  both  determ ine  and  commun icate  those  
associated  ro les  and  responsibi l i t i es.  

The  fi rst  s tep  to  assign ing  ro les  and  responsibi l i t i es  i s  to  i den ti fy  what  acti vi t ies  and  business  
processes  wi l l  be  performed.  Th is  i s  an  i terative  process  that  i s  completed  i ncremental l y  over 
t ime,  as  many business  processes  wi l l  be  d iscovered  as  the  patch  management  processes  
are  defined .   

To  beg in  wi th ,  the  fo l lowing  m in imum  patch  management  acti vi t i es  shou ld  be  assigned :  

•  establ i sh ,  document and  main tain  product  suppl ier  re lationsh ips,  support  con tracts  and  
commun ication ;   

NOTE  1  Check i f  th ere  are  mu l t i pl e  peopl e  each  responsi ble  for  a  g roup  o f  product  suppl i ers .  

•  mon i tor  for  vu lnerabi l i t i es  and  avai labi l i ty  o f  patches  and  upgrades;  

•  perform  patch  evaluation ;   

NOTE  2  Th i s  may requ i re  a  mu l t i -d i sci pl i ned  g roup  o f  experts  th roughou t  the  organ i zat i on ,  such  as  secu ri ty,  
I T,  networks ,  con tro l s ,  safety,  eng i neeri ng  and  mai n tenance.  

•  perform  patch  testi ng ;  

•  deploy and  i nstal l  patches;  
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•  track,  val idate  and  report  the  i nstal lati on  of  patches;  and  

•  aud i t  and  mon i tor  the  effecti veness  of  the  program.  

The  l i s t  above  i s  an  overview of  al l  acti vi t i es  associated  wi th  patch  management.  Add i t ional l y,  
there  are  mu l tiple  stakeholder g roups  that  may be  i nvolved ,  each  sharing  responsibi l i ty  for 
some  or  al l  acti vi t i es.   

Some of  the  stakeholder g roups  i nvolved  may i nclude:  

•  techn ical  experts;  

•  con trol  system  appl i cation  support;  

•  manu facturing  operations  appl icati on  support;  

•  cyber securi ty;  

•  product  suppl iers,  systems  i n tegrators;  

•  i n formation  technology;  and  

•  p lan t  management.  

Wi th  a  l i s t  o f  tasks  to  be  performed,  and  a  variety  of  s takeholder g roups  to  perform  them,  i t  i s  
necessary to  map them  together.  One  approach  i s  a  responsibi l i t i es  matri x,  also  known  as  a  
responsible,  accoun table,  consu l ted  and  i n formed  (RACI )  or  responsible,  accountable,  
supporti ve,  consu l ted  and  i n formed  (RASCI ) .  The  objecti ve  i s  to  cross  reference  the  task to  
the  ro le,  and  map ou t  the  level  o f  responsibi l i ty.  The  l evels  of  responsibi l i ty  are  defined  i n  
Table  B.4.  

Tab l e  B .4  – Respon s i b i l i t y  as s i g nmen t  d ef i n i t i o n s  

As s i g nm en t  Let t er  Def i n i t i o n  

Accoun tabl e  A  
Approves  the  completed  work and  i s  he l d  accoun tabl e  for  i t .  There  shou ld  on l y  by  
one  ‘A’  for  a  g i ven  task.  

Responsi bl e  R  
Person  who  conducts  the  work and  owns  the  problem  or  impact.  Al l  acti vi t i es  
shou l d  have  at  l east  one  ‘R’ .  

Support i ve  S  
Can  provi de  resou rces  o r  can  p l ay a  support i ng  ro l e  i n  impl emen tati on .  On l y  
occu rs  i f  requested  by  the  ‘R’  ro l e .  

Consu l ted  C  
Has  i n formati on  and /or  capabi l i ty  necessary to  complete  the  work.  These  peopl e  
need  to  g i ve  i npu t  before  the  work can  be  performed  and  s i gned  o ff.  These  peopl e  
are  “ i n  the  l oop”  and  acti ve  part i ci pan ts .  

I n formed  I  
Needs  to  be  not i f i ed  o f  resu l ts  and  remai n  aware  o f  act i vi t i es .  These  people  do  
not  con tri bu te  d i rectl y  to  the  task or  deci s i on .  Th i s  i s  typi cal l y  a  one-way 
commun icat i on  from  R  to  I .  

 

The  RASCI  responsibi l i t i es  chart  i s  an  effecti ve  method  to  i den ti fy,  assign  and  commun icate  
to  mu l tiple  stakeholder g roups  thei r  ro le  i n  IACS patch  management.  

I t  i s  u l t imately  the  asset  owner’s  responsibi l i ty  to  i den ti fy  tasks,  determ ine  stakeholder g roups  
and  assign  ro les  appropriate  to  thei r  organ izati on .  The  l evel  o f  capabi l i ty between  the  I T and  
IACS  groups,  as  wel l  as  the  product  suppl ier  may provide  un ique  opportun i t ies  or  constrain ts.  
The  asset  owner may choose  to  cen tral i ze  th i s  function  for a  number of  faci l i t i es,  or  al l ow 
each  faci l i ty  to  hand le  i t  i ndependen tly.  The  asset  owner may ou tsource  some  responsibi l i t i es,  
or  hand le  them  al l  wi th  company personnel .  Lastl y,  th i s  exercise  helps  i den ti fy  those  acti vi ti es  
that  are  unassigned.  

A sample  RASCI  chart  i s  shown  i n  Fi gu re  B. 3 .  As  seen  i n  the  6
th
 co lumn ,  l abeled  John  Doe,  

acti vi t i es  can  be  assigned  to  speci fi c  i nd i viduals  or  g roups.  
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Fi g u re  B . 3  – Samp l e  respon s i b i l i t i es  ch ar t  

B .4. 4  Tes t i n g  en v i ro nm en t  an d  i n f ras t ru c tu re  

Asset  owners  shou ld  i deal l y  have  a  test  envi ronment that  al l ows  for functi onal  testi ng  of  
securi ty  patches  prior  to  deployment  and  i nstal lation  i n  the  production  envi ronment.  Th is  
wou ld  g i ve  the  asset  owner the  con fidence  to  I nstal l  patches  to  the  production  systems  i n  use.  
Some examples  of  patch  testi ng  envi ronments  i nclude:  

•  A  permanent  securi ty  test  p latform  designated  for  testi ng  of  securi ty patches,  an ti vi rus  and  
service  packs  prior  to  i nstal lati on  i n  the  production  envi ronment.  A represen tative  
con fi guration  of  hardware,  software  and  appl ications  that  al lows  for  testi ng ,  i n  as  close  to  
the  production  envi ronment  as  possible.   

•  A  process  con tro l  l ab  where  research  and  development  i s  conducted  makes  an  excel len t  
test  envi ronment.  The  process  con tro l  l ab  i s  o ften  i so lated  from  the  corporate  network and  
usual l y  i so lated  from  producti on  process  con tro l  networks.   

•  A  vi rtual i zed  system  i s  a  method  to  test  and  recover easi l y  i f  a  patch  i s  found  not  
compatible  wi th  the  process  con tro l  systems.  

•  Development/eng ineering  systems  may to lerate  the  downtime needed  for patch  functional  
testing  and  val idation .  

•  Train ing  s imu lator systems  by thei r  natu re  may have  t ime  avai lable  to  do  i n i t ial  patch  
i nstal lation ,  functional  testi ng  and  val i dation .   

•  Less  cri t i cal  operations  that  can  to lerate  fl exible  schedu l ing  and  downtime  requ i red  to  do  
the  patch  testi ng .  

IEC  
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Wh i le  a  company may employ the  same IACS product  and  version  at  more  than  one  
manu factu ring  l ocation ,  each  i nstance  may be  s l i gh tl y  d i fferen t  due  to  the  implemented  
design ,  custom  appl ication /contro l  software  and  support  d i fferences  from  one  location  to  
another.  IACS tested  and  approved  patches  have  been  known  to  create  operati onal  i ssues  
when  appl ied  because  of  seeming ly  m inor d i fferences  between  s i tes.  Creating  a  test  
envi ronment that  matches  the  production  envi ronment  can  be  very expensive  and  not  
obtainable.  I f  th i s  i s  the  s i tuation ,  the  user  must  consider al ternate  approaches  to  reduce  the  
l i kel ihood  of  patch  i nstal lation  causing  problems  wi th  the  i n -production  IACS.  Abandon ing  
patch ing  due  to  the  cost  o f  fu l l y  testi ng  patches  before  i nstal l i ng  them  on  the  production  
equ ipment  must  be  avoided.  Leadersh ip  may be  wi l l i ng  to  accept  the  add i ti onal  ri sk of  not  
perform ing  detai led  offl i ne  patch  testing .  

Al ternatives  i nclude  re lyi ng  on  IACS  product  suppl i er  testing  and  mon i toring  for  reports  of  
i ssues  when  others  have  i nstal led  the  patches  and/or fo l lowing  a  carefu l l y  managed  patch  
ro l l -ou t  program  that  tests  the  IACS vendor approved  patches  d i rectly  i n  the  production  
envi ronment fo l l owing  a  p lan  that  m in im izes  the  poten tial  for  common  mode  fai l u res.  

I n  many cri ti cal  manu factu ri ng  s i tuati ons  there  may be  more  than  one  IACS  device  of  the  
same  type  that  i s  perform ing  the  same  functi on .  For example  there  may be  more  than  one  
operator workstation  that  has  the  same operati onal  con tro ls .  The  patch  ro l l -ou t  p lan  may 
i nstal l  the  patches  on  one  of  these  operator workstations  and  have  users  carefu l l y  watch  for 
any operational  i ssues  over one  or  more  days.  I f  no  i ssues  are  observed ,  i nstal l  the  patch  on  
the  next  I ACS device.  I n  some  cases  the  i nstal l ed  arch i tecture  may employ redundan t  devices  
i n  an  au tomatic  fai l -over scheme.  Patches  can  be  i nstal led  on  the  off- l i ne  redundan t  device  
and  then  the  off- l i ne  device  i s  placed  i n to  service  as  the  primary device.   

B .4. 5  Im p l em en t  backu p  an d  res to rat i o n  i n f ras t ru c tu re  

Al l  process  con trol  systems  shou ld  have  a  d i saster recovery process  plan  (see   

I EC  62443‑ 2‑ 1 ) .  Th is  i s  cri t i cal l y  importan t  for  when  a  company i s  patch ing  systems.  There  

have  been  i nstances  when  patches  have  caused  d i sruption  of  the  operation  of  the  process  
con tro l  system.  Wh i le  testing  of  patches  i s  i n tended  to  m in im ize  the  probabi l i ty  of  negati ve  
s ide  effects  due  to  patch  i nstal lation ,  those  negative  effects  may sti l l  happen .  The  abi l i ty  to  
restore  a  fai l ed  system  to  a  known  good  state  i s  an  importan t  part  o f  a  patch  testi ng ,  
val i dation  and  implementation  program.   

The  effort  to  restore  a  system  can  be  s imple  or  complex depend ing  on  the  system  
arch i tectu re.  A system  arch i tectu re  that  i s  organ ized  to  s impl i fy  the  number or  frequency of  
fu l l  images  can  greatly  reduce  the  number of  man  hours  a company i nvests  i n  backups.   

The  factors  that  must  be  managed  are  the  ones  that  i ncrease  the  number of  d i fferen t  
con figu rati ons  or  versions  on  company equ ipment.  I f  backup  images  can  be  shared  between  
many devices  then  the  time  needed  to  make  more  backups  can  be  g reatly  reduced .   

Operations  can  also  be  s impl i f i ed  i f  a  company can  take  advan tage  of  technolog ies  l i ke  
term inal  services  or vi rtual  mach ines.  

The  l ength  of  t ime  between  fu l l  backups  shou ld  be  precisely  managed .  The  speci fi c  l eng th  of  
t ime  wi l l  be  dependen t  on  how many changes  are  made  i n  a  defined  period  of  t ime  or how 
l ong  i t  wi l l  take  to  reapply  any changes  and  newer patches  after a  fu l l  backup  i s  restored .   

There  are  no  fi xed  ru les  for  these  considerations;  each  support  team  shou ld  evaluate  the  
opti ons  for  themselves.  The  choices  made  are  often  also  based  on  considerations  l i ke  the  
cri t i cal i ty  of  the  systems  and  how easy they are  to  bri ng  back on  l i ne.  A device’s  recovery 
approach  shou ld  be  commensurate  wi th  i ts  cri ti cal i ty.  For example,  i f  an  ou tage  of  30  m inu tes  
i s  i n to lerable,  then  the  recovery mechan ism  shou ld  be  l ess  than  30  m inu tes.  

Reten tion  of  backups  i s  another area that  does  not  have  hard  ru les  bu t  wi l l  be  dependen t  on  
how often  changes  are  made.  The  key considerations  are  how many and  how cri ti cal  are  the  
changes  cu rren tl y  runn ing  compared  to  what  i s  i n  the  backup.  I f  you  have  more  than  th ree  
backup  vers ions  then  you  real l y  need  to  j usti fy  the  value  of  the  o ldest  ones.  
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An  importan t  recommendation  i s  that  on  a  p lanned  basis  a  backup  shou ld  be  restored  and  pu t  
i n to  use  i n  producti on  or  a  test  system.  Th is  wi l l  i nsu re  that  the  methods  of  backup  and  
restoration  are  fu l l y  understood  and  can  be  implemented  wi thou t  error.   

Cri t i cal  backups  shou ld  be  tested  off- l i ne  to  veri fy  thei r  i n tegri ty prior  to  performing  patch  
management  acti vi t i es,  and  to  ensure  that  they can  successfu l l y restore  to  a  working  system,  
i n  the  event  of  a  fai l ed  patch ,  when  necessary.  

Every backup  process  shares  common  basic  i n frastructure,  i nclud ing :  

•  Fu l l  backu p  i m ag e  p ro cess ;  

•  I n c remen tal  backu p  p ro cess  –  a  company that  always  does  fu l l  image  backups  may 
consider  th i s  optional ;  

•  Man ag emen t  o f  c h an g e  p ro cess  –  i f  a  company i s  unable  to  mon i tor  what has  been  
changed  there  i s  a  need  to  do  more  frequen t  fu l l  backups;  

•  Backu p  s to rag e  –  i t  i s  common  to  have  3  reasonably  recen t  images  located  i n  more  than  
one  secure  locations  wi th  at  l east  one  location  off  s i te;  

•  Recovery  m eth o d  eval u at i o n  s t rateg y  –  a  process  for  determ in ing  when  a  restoration  
from  a  backup  i s  necessary,  and  wh ich  backup  copy shou ld  be  used ;  and  

•  Res to rat i o n  p ro cess  –  a  process  to  be  fo l l owed  after i t  has  been  determ ined  that  a  
recovery or  restoration  i s  necessary.  

B .4.6  Es tab l i s h i n g  p rod u c t  s u pp l i er  p ro cu remen t  g u i d el i n es  

When  negotiating  con tracts  wi th  IACS product  suppl iers,  ori g inal  equ ipment  manu factu rers  
(OEMs)  and  system  i n tegrators,  i t  shou ld  be  speci fi ed  that  thei r  products  comply wi th  the  
asset  owner’s  cu rren t  securi ty pol i ci es,  i nclud ing  pol i cies  for  deployment  and  i nstal lation  of  
an ti -malware  and  patches.  FAT shou ld  i nclude  the  functional  val i dation  of  the  process  con tro l  
system  in  the  securi ty  compl ian t  envi ronment.  Some  product  suppl iers  do,  and  some  do  not,  
certi fy  thei r  products  i n  an  an ti -malware  envi ronment,  or  on ly  wi th  speci fi c  an ti -malware  
products.  Product  suppl iers,  OEMs,  system  in tegrators  and  the  asset  owner shou ld  agree  on  
wh ich  an ti -malware  product  wi l l  be  used ,  and  make  su re  that  parti cu lar  an ti -malware  product  
i s  kept  up- to-date,  i n  order to  stay certi fi ed .  

Refer  to  Good  Practice  Gu ide:  Manage  Th i rd-Party Risk [1 1 ]  and  Cyber Securi ty  Procurement  
Language  for  Con trol  Systems  [1 4] .  

B .5  Mon i to r i n g  an d  eval u at i o n  

B .5. 1  Overv i ew  

The  pu rpose  of  th is  section  i s  to  provide  procedural  gu idance  on  how to  determ ine  i f  patches  
are  appl icable,  the  impact  upon  the  IACS  envi ronment,  as  wel l  as  ri sks  associated  wi th  and  
m i ti gated  by the  patch .  At  the  end  of  the  patch  mon i toring  and  evaluation  process,  a  clear 
decis ion  can  be  made  on  whether to  i nstal l  the  patch ,  deploy other coun termeasures  or  do  
noth ing .  The  steps  i n  mon i tori ng  and  evaluating  are  shown  i n  Figure  B. 4.   

 

Fi g u re  B .4  – Patch  m on i t o r i n g  an d  eval u at i o n  p ro cess  
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B .5.2  Mon i to r i n g  an d  i d en t i f i cat i o n  o f  s ecu r i t y  re l ated  patch es  

The  purpose  of  th i s  section  i s  to  provide  gu idance  on  the  regu lar mon i toring  and  i den ti fi cation  
of  patches  considered  appl icable  to  the  IACS envi ronment.  

Asset  owners  are  encouraged  to  i n i t iate  con tact  wi th  each  of  the i r  product  suppl iers,  and  bu i ld  
a  re lationsh ip  that  ensures  the  asset  owner i s  en ti t l ed  to  receive  patches  and  updates  to  thei r  
hardware  and  software.  At  a  m in imum,  the  asset  owner shou ld  know methods  to  commun icate  
wi th  each  of  thei r  hardware  and  software  product  suppl iers  for  updates,  and  i f  there  are  
updates  avai lable.  On  an  i n terval ,  consisten t  wi th  the  re lease  of  updates  from  the  product  
suppl i ers,  the  asset  owner shou ld  con tact  each  product  suppl i er  to  i den ti fy  any patches  
avai lable.  The  i n terval  chosen  for mon i toring  thei r  product  suppl iers  for patches  can  be  the  
suppl i er’s  patch  schedu le,  the  asset  owner’s  patch  schedu le  or  as  requ i red  by regu lations,  
based  on  the  resources  avai lable  to  the  organ ization  or  the  impact  of  the  con trol  system  
securi ty  on  the  business.  

Tasks  associated  wi th  mon i toring  for  patches  that  shou ld  be  assigned  to  ro les  wi th in  the  asset  
owner organ ization  i nclude:  

•  manag ing  i nven tory and  creating  the  l i s t  of  hardware  and  software;  

•  manag ing  the  re lationsh ip  between  asset  owner and  each  i nd ividual  hardware  or  software  
product  suppl ier;  

•  main tain ing  the  l i s t  of  patch  and  vu lnerabi l i ty  update  sou rces;  

•  mon i toring  for product  suppl i er  patch  re leases  and  approvals  period ical ly;  and  

•  n oti fying  and/or documenting  patches  to  beg in  the  patch  evaluation  process.  

C learl y  assign ing  the  above  acti vi ti es  to  responsible  i nd ividuals  or  g roups  wi th i n  the  asset  
owner’s  organ izati on ,  wi l l  ensu re  that  they are  performed.   

When  establ i sh ing  a  patch  management  program  for the  fi rst  t ime,  there  cou ld  be  several  
hundred  or  thousands  of  avai lable  patches  that  may be  avai lable.  The  best  approach  i s  to  
compi le  the  patches  avai lable  from  each  product  suppl i er,  and  proceed  to  the  patch  
evaluation  process  as  a  g roup.  I t  i s  not  uncommon  that  suppl iers  period ical l y  publ i sh  updates  
wh ich  accumu late  a  number of  patches  i n to  one  update.  Such  updates,  often  cal led  service  
packs  or  f i x  packs,  can  g reatl y reduce  the  effort  o f  i nstal l i ng  l arge  numbers  of  patches.  

There  are  several  methods  for  i den ti fying  patches  for  i nstal lation  i n  the  IACS envi ronment:  

a)  asset  owner makes  a  request  to  the  product  suppl ier  or  OS  platform  manu factu rer  for  a  
l i s t  o f  avai lable  or  recently  re leased  patches;  

b)  product  suppl ier  or  OS  platform  manu factu rer proactively  re leases  a  noti fi cation ,  or  posts  
a  l i s t  o f  avai lable  or  recen tly  re leased  patches;  and  

c)  asset  owner d i rectl y  assesses  the  patches  i nstal l ed  on  thei r  IACS devices  and  compares,  
manual l y  or  au tomatical l y,  against  the  l i s t  o f  avai lable  or  recently  re leased  patches.  

The  ou tpu t  objective  of  th i s  s tep  i s  to  create  a  l i s t  o f  patches  that  are  avai lable  for  the  patch  
evaluation  process.   

B .5.3  Determ i n i n g  patch  app l i cab i l i t y  

Appl icabi l i ty  of  a  patch  can  be  determ ined  wi th  th ree  questions:  

a)  Has  the  con trol  systems  product  suppl ier  qual i fi ed  and  approved  the  patch  for  i nstal lation?  

b)  I s  the  avai lable  patch  appropriate  for a  device  or appl icati on  cu rren tl y  i n  use?  

c)  I s  the  update  securi ty-related  to  m i ti gate  a  vu lnerabi l i ty?  
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I f  the  answer for  al l  questions  above  i s  “Yes, ”  then  the  patch  or  update  i s  considered  
appl i cable  and  shou ld  be  fu rther  evaluated .   

I f  any answer above  i s  “No”,  then  the  patch  may be  considered  not  appl icable  to  the  
envi ronment,  recorded  accord ing ly and  no  fu rther action  requ i red .   

NOTE  1  There  i s  the  scenari o  where  a  patch  i s  appl i cable  to  the  envi ronmen t,  bu t  does  not  m i t i gate  a  secu ri ty  
vu l nerabi l i ty  such  as  a  fu ncti onal i ty  or  re l i abi l i ty  improvemen t.  Th i s  Techn i cal  Report  provi des  no  gu i deance  on  
whether  th i s  type  o f  patch  shou l d  be  i ns tal l ed  o r  not;  that  i s  the  respons ib i l i ty  o f  the  asset  owner to  determ ine.  

As  the  focus  o f  th i s  Techn i cal  Report  i s  on  patch  managemen t  fo r  the  pu rposes  o f  cyber-secu ri ty,  th i s  procedu re  
wi l l  n ot  provi de  gu i dance  on  the  i n stal l ati on  o f  non -secu ri ty  updates.  These  o ther  updates  cou l d  provi de  re l i abi l i ty  
improvemen ts,  overcome  bugs  or  add  featu res  that  do  no t  improve  the  secu ri ty  robustness  of  the  devi ce  or  
appl i cati on .  These  patches  are  l e ft  to  the  d i scret i on  o f  the  asset  owner to  determ ine  thei r  need  for  these  
enhancements.  

NOTE  2  I f  th e  patch  i s  requ i red ,  and  the  patch  requ i res  a  previous  patch  that  was  no t  i n stal l ed ,  then  the  previ ous  
patch ’ s  assessmen t  shou l d  al so  be  redone.  

There  may be  a  s i gn i fi can t  number of  patches  avai lable  from  product  suppl iers  each  i n terval .  
Asset  owners  shou ld  veri fy  i f  they have  the  product,  vers ion  or featu re  i n  use  i n  thei r  
envi ronment before  evaluati ng  the  avai lable  patches.   

The  fo l l owing  tasks  are  associated  wi th  determ in ing  patch  appl icabi l i ty  and  shou ld  be  
assigned:  

•  manag ing  i nven tory and  main tain ing  the  l i s t  o f  hardware  and  software;  

•  n oti fying  and/or documenting  of  patches  to  beg in  the  patch  evaluati on  process;  

•  i nvestigati ng  and  research ing  of  techn ical  advisories  and  knowledge  bases  to  determ ine  i f  
they are  securi ty-re lated ;  and  

•  veri fying  that  the  patch  i s  appl i cable  to  the  envi ronment,  by  evaluati ng  i t  against  the  
hardware/software  i nventory.  

B .5.4  Im pac t ,  c r i t i cal i t y  an d  r i s k  as ses smen t  

I f  the  patch  i s  considered  appl i cable  to  the  envi ronment,  i t  i s  necessary to  determine  the  ri sks  
of  applying  or d i sregard ing  the  i nstal lation  of  the  patch .  Th is  requ i res  a consideration  of  the  
impact  to  the  production  envi ronment,  the  importance  of  the  systems  affected  and  the  
cri t i cal i ty  of  the  vu lnerabi l i ty  affected .  

The  fo l lowing  questions  shou ld  be  considered  i n  the  asset  owner ri sk assessment.  

a)  What  i s  the  re lease  date  of  the  patch?  

b)  How many devices  are  affected?  

c)  Does  the  patch  requ i re  the  device  or  appl ication  to  be  rebooted ,  shu tdown  or  cause  a  
service  d i sruption?  

d )  What i s  the  importance  of  the  devices  affected  re lati ve  to  the  business  priori t ies  ( for  
example,  cost  to  operations  and  effect  on  customers)?  

e)  What i s  the  du ration  of  the  ou tage  requ i red ,  i f  any?  Can  i t  be  reduced  or  e l im inated  wi th  a  
redundan t  system  design?  

f)  What  i s  the  cri ti cal i ty  or  explo i tabi l i ty  of  the  securi ty  vu lnerabi l i ty  to  be  m i t igated  by 
i nstal l i ng  the  patch?  (For example,  remote  explo i t  and  escalation  of  pri vi lege)  

g )  I s  there  a  h i gh  l i ke l i hood  of  compromise?   Consider factors  such  as:  i f  explo i t  code  i s  
read i l y  avai lable,  the  d i ff i cu l ty  of  attack,  knowledge  requ i red  by the  attacker and  
coun termeasures  al ready i n  p lace  to  impede  i ts  effecti veness.  

h )  What  i s  the  d i ffi cu l ty  of  the  i nstal lation  and  success  rate?  I s  i t  a  rou ti ne  or  non -standard  
process  used  for  patch  i nstal lation?  
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i )  I s  the  i n frastructu re,  methods,  ski l l s  and  experience  al ready i n  place  for  testi ng ,  
d i stribu ti on  and  i nstal lation  of  the  patch?  

j )  I s  the  device  i n  question  essen tial  to  normal  operations?  

The  answers  to  the  questions  above  wi l l  requ i re  the  i nvolvement of  mu l tiple  parties,  and  a  
commi ttee  or g roup approach  i s  recommended .  I t  may requ i re  system  admin istrators,  
i n formation  securi ty,  I T,  con tro l  system  product  suppl iers,  con tractors,  eng ineering  and  
operati ons  to  fu l l y  understand  the  s i tuati on .  

The  ou tcome  of  the  ri sk assessment  i s  an  understand ing  of  the  ri sks,  benefi ts  and  chal lenges  
that  wi l l  support  the  deci s ion  to  proceed  wi th  the  patch  or  not.  The  ri sk assessment  shou ld  
also  determ ine  the  priori ty  for  deployment  and  i nstal lation  of  the  patch  based  on  the  severi ty  
l evel  ( for  example,  immediate,  wi th in  weeks  and  never) .  

B .5.5  Dec i s i o n  f o r  i n s tal l at i o n  

The  purpose  of  th is  section  i s  to  provide  a  suggested  table  of  reference  for the  deployment 
and  i nstal lation  of  patches  based  on  thei r  r i sk l evel  to  the  organ ization .  I f  an  organ ization  has  
al ready defined  a  schedu le  for  i nstal lation  of  patches,  they can  use  thei r  own ,  or  consider  
these  suggestions.  

Most  cri t i cal i ty  ranking  systems  are  based  on  3  or  4  l evels  from  low to  h i gh  cri ti cal i ty or  
importance.  The  ranking  system  shown  i n  Table  B.5  cou ld  be  used  by an  asset  owner,  or  
mod i fied  for  thei r  own  needs.  

Tab l e  B . 5  – Samp l e  s ever i t y  based  patch  m an ag emen t  t i m ef ram es  

Pr i o r i t y  l eve l  Targ et  i n s tal l at i o n  t i m ef ram e  
af t er  app ro val  o f  t h e  p at ch  b y  t h e  I ACS  ven d o r  

H igh  Wi th i n  1  week 

Med i um  (defau l t)  Wi th i n  3  mon ths  

Low Wi th i n  1  year,  o r  next  avai l able  ou tage  

None  Never 

 

The  i nstal lation  t imeframe  serves  as  a  starti ng  po in t  for an  asset  owner to  develop thei r  own  
gu idel i nes  for  the  i nstal lati on  of  patches  of  varying  cri t i cal i ty  l evel .   

B .6  Patch  t es t i n g   

B .6. 1  Pat ch  t es t i n g  p ro ces s  

Figure  B. 5  i l l ustrates  a  patch  testi ng  process.  The  next  subclauses  define  each  of  the  steps  i n  
the  process.   

 

Fi g u re  B . 5  – A  patch  t es t i n g  p ro cess  
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B .6.2  As set  own er  q u al i f i cat i o n  o f  s ecu r i t y  patch es  p r i o r  t o  i n s tal l at i o n  

Prior to  i nstal l i ng  secu ri ty  patches,  an  owner/operator  shou ld  test  and  qual i fy  the  patches  i n  a  
qual i ty  assurance,  or  laboratory envi ronment,  us i ng  l i ve  data feeds  and  i n teraction  wi th  other 
system  componen ts,  operators  and  operati ng  procedures  i f  possible.  Th i s  i s  an  importan t  step  
to  ensure  that  securi ty  patches,  wh ich  are  i n tended  to  f i x  a  speci fi c  problem,  do  not  resu l t  i n  
functional  or securi ty  i ssues  re lated  to  other system  components  or  operating  procedures.  

I n  most  cases  securi ty  patches  wi l l  be  schedu led  for a  phased  deployment  and  i nstal lation .  
For th i s  reason  i t  i s  importan t  the  qual i ty  assurance  testing  i nclude  m ixed-mode  testi ng  that  
i ncludes  patch ing  of  those  IACS devices  and  un -patched  IACS  devices  i n  accordance  wi th  the  
phased  patch  i nstal lation  plan .  

B .6.3  Determ i n i n g  patch  f i l e  au th en t i c i t y  

Once  a  patch  has  been  evaluated  and  before  proceed ing  wi th  testi ng  and  i nstal lation ,  patch  
fi l es  shou ld  be  au then ticated  to  ensu re  they are  from  a  trusted  source.  Al though  rare,  there  
sti l l  exists  the  ri sk that  a  patch  may be  obtained  from  an  un trusted  sou rce  or  may have  an  
i n tegri ty  error.  Methods  for checking  the  patch  au then tici ty  i nclude:  

•  Determ i n i n g  t h e  patch  s o u rce  –  I n  most  cases,  patches  and  updates  are  obtained  from  
the  manu factu rer or  the  product  suppl ier.  I n  those  rare  cases  where  the  patch  or  update  
cannot  be  obtained  from  the  manu facturer  or  product  suppl i er,  the  source  shou ld  be  noted .  
The  asset  owner may choose  to  use  a  form  to  record  the  source  of  the  patch  used  for  
testing  and  i nstal lation .  

•  Ver i f y i n g  t h e  f i l e  s i ze  –  After  down load ing  the  patch ,  veri fy  i ts  f i l e  s i ze.  Do  th i s  by 
comparing  the  down loaded  patch  s i ze  to  the  value  that  has  been  publ i shed  by the  same  
location  where  the  patch  was  down loaded .  The  asset  owner may choose  to  use  a  form  to  
record  the  resu l ts  of  the  s i ze  veri f i cation .   

•  Ver i f y i n g  t h e  ch ecksum  an d  d i g i t al  s i g n atu re  –  After  the  patch  i s  down loaded ,  the  
i n tegri ty  and  sou rce  of  the  f i l e  s t i l l  has  to  be  veri fi ed  usi ng  cu rren t  technology.  Do  th is  
us ing  a  d ig i tal  s i gnatu re,  a  secure  hash  algori thm  or  some  form  of  checksum,  such  as  
message  d igest  5  (MD5) ,  secure  hash  algori thm  1  (SHA1 ) .  One  or  more  of  such  i n tegri ty  
checks  may be  avai lable  from  the  same  location  where  the  patch  was  down loaded.  Such  
veri f i cation  techn iques  ensure  the  patch  or  update  has  not  been  mod i fi ed  s i nce  the  
s ignature  was  appl ied  or  s ince  the  checksum  was  calcu lated .   

NOTE  For  i n formati on  on  how to  check the  d i g i tal  s i gnatu re  or  checksum  o f  the  patch ,  con tact  the  sou rce  o f  
the  patch  ( the  product  suppl i er  or  manu factu rer,  for  example) .   

•  Scan n i n g  t h e  patch  f o r  v i ru s es  – Scan  al l  patches  us ing  an  an ti vi rus  cl i en t  wi th  the  most  
recen t  vi rus  defin i t ions.  Th is  he lps  to  ensure  a  patch  f i l e  i s  safe  and  has  not  been  
compromised  wi th  malware.  

B .6.4  Rev i ew  fu n c t i o n al  an d  s ecu r i t y  c h an g es  f rom  patch es  

An  asset  owner shou ld  consider  the  functi onal i ty  changes  to  thei r  envi ronment  as  a  resu l t  o f  
i nstal l i ng  the  patch .  H istorical l y,  th i s  i s  the  most  common  type  of  testi ng  performed  wh ich  
attempts  to  val idate  that  the  patch  does  not  negati vely  affect  the  functi onal i ty,  operabi l i ty  or  
re l iabi l i ty  o f  the  IACS devices.  The  fo l lowing  shou ld  be  tested :  

•  e ffects  on  system  performance;  

•  e ffects  on  system  re l iabi l i ty;  

•  e ffect  on  redundancy or  fau l t- to lerance  capabi l i ti es;  

•  abi l i ty  to  be  i nstal led  wh i l e  the  affected  IACS componen t  i s  operati onal  ( i f  possible) ;  

•  removal  o f  functional i ty  previously  re l ied  upon ;  

•  requ i red  staff  wi th  special  ski l l s  to  be  presen t  at  t ime  of  i nstal lation ;  and  

•  abi l i ty  to  ro l l  back the  patch  i n  the  event  of  un foreseen  effects.  



I EC  TR  62443-2-3:201 5  © IEC  201 5  – 47  –  

An  asset  owner shou ld  consider  the  securi ty  changes  as  a  resu l t  o f  any patch .  Th is  i den ti f ies  
where  a  patch  may negatively  affect  the  securi ty con tro ls  or vu lnerabi l i t i es  of  the  IACS device.  
The  fo l lowing  shou ld  be  tested :  

•  new users  created  by the  patch ;  

•  access  con trols  or pri vi l eges  of  existing  users  that  the  patch  mod i fi es;  

•  new ports,  services  or mod i fied  states  of  an  exi sti ng  service  that  the  patch  opens  or  
creates;  

•  d i sabled  or  mod i fi ed  existing  securi ty  con tro ls;  

•  d i sabled  or  closed  ports  and  services;  

•  new and  previously  unavai lable  securi ty  capabi l i t i es;  

•  new or  exposed  vu lnerabi l i t i es  when  the  IACS  i s  scanned  wi th  a  vu lnerabi l i ty  scanner;  and  

•  a l ternative  methods  or  coun termeasures  to  m i ti gate  the  need  for  patch ing .  

The  asset  owner may choose  to  compare  the  device  con fi gu ration  before  and  after the  patch  
to  i den ti fy the  changes  above.  The  asset  owner may also  choose  to  use  securi ty  vu lnerabi l i ty  
assessment  software.  

B .6.5  I n s tal l at i o n  p ro ced u re  

a)  Review platform  instructions  and  techn ical  notes:  

The  IACS component  may be  bu i l t  upon  commercial -off- the-shel f  (COTS)  hardware,  
software  and  technology.  I n  the  con text  of  IACS patch ing ,  the  platform  refers  to  the  
underlying  OS  upon  wh ich  i t  operates.  

The  platform  product  suppl i ers  regu larl y  provide  updates  and  i nclude  i nstructions  for  thei r  
i nstal lation  and  other techn ical  gu idance.  The  asset  owner shou ld  review those  
i nstructions  and  techn ical  notes  prepared  by the  platform  product  suppl ier  associated  wi th  
each  patch  to  i den ti fy  any special  procedures,  requ i rements,  l im i tati ons,  etc.  

b)  Review IACS product  suppl ier  i nstal lation  i nstructi ons  and  techn ical  notes:  

The  asset  owner shou ld  review any i nstal lation  i nstructions  and  techn ical  notes  for  the  
patches  any suppl i er  has  re leased .   

I n  cases  where  the  IACS so lu tion  i s  i nstal led  on  top  of  a  p latform  such  as  M icrosoft  
Windows,  the  IACS  product  suppl ier  may have  add i t ional  i nstructions  and  techn ical  notes.  
The  product  suppl ier  may requ i re  a  special  procedure  to  be  used  for  the  re l iable  
i nstal lation  of  the  patch ,  or provide  other techn ical  gu idance.   

c)  I den ti fy  prerequ is i tes:  

The  asset  owner shou ld  i den ti fy  any prerequ is i tes  that  are  requ i red  before  the  patch  can  
be  i nstal led  from  the  IACS vendor suppl ied  patch  i n formation .  Th is  may i nclude  a  m in imum  
product  vers ion ,  service  pack,  o ther  patches,  free  d isk space,  free  memory,  etc.  I n  the  
cases  where  a  service  pack i s  requ i red ,  th i s  shou ld  be  hand led  l i ke  any other patch  and  
subjected  to  the  same  evaluati on  and  testi ng .  

d )  I den ti fy  target  devices  and  appropriate  test  samples:  

The  asset  owner shou ld  clearl y  i den ti fy  those  devices  that  requ i re  the  securi ty  update.  The  
objecti ves  of  th is  s tep are  to  ensu re  that  al l  appl i cable  devices  are  i den ti f ied ,  an  
appropriate  test  envi ronment  and/or  test  p lan  i s  prepared  to  ensure  pred ictable  resu l ts  and  
there  i s  an  accurate  representation  of  the  production  envi ronment  for testing ,  i n  order to  
i den ti fy  poten tial  i ssues  and  prepare  workarounds  ahead  of  t ime.  

I f  the  test  envi ronment  or  methods  used  do  not  refl ect  the  producti on  envi ronment,  the  
resu l ts  may not  i den ti fy  compatibi l i ty  or  troubleshooting  i ssues  when  the  patch  i s  i nstal led  
on  the  most  cri t i cal  IACS  components.  The  end  resu l t  i s  i nconsistency and  unpred ictable  
behavior  when  the  patch  i s  i nstal l ed  on  the  production  devices.  

The  asset  owner shou ld  se lect  the  most  appropriate  testi ng  approach  above  based  on  the  
i n frastructu re  and  resources  avai lable.   
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e)  Patch  i nstal lation  to  test  envi ronment:  

The  objecti ve  i s  to  have  a  wel l -documented  patch  i nstal lation  procedure  that  i ncludes  any 
necessary workarounds  that  may be  requ i red  when  the  patch  i s  i nstal led  i n  the  production  
envi ronment.  The  asset  owner shou ld  i nstal l  the  patch  i n  the  test  envi ronment preferably  
i n  the  same manner and  wi th  the  same  procedure  that  wi l l  be  used  i n  the  production  
envi ronment.  Any i nstructions,  methods  and  techn ical  notes  provided  by the  IACS product  
suppl i er  shou ld  be  fo l l owed .  

Methods  for  patch  i nstal lation  i nclude:  

•  execu ting  i nd ividual  patch  i nstal lation  f i l es  on  i nd ivi dual  devices;  

•  packag ing  two  or  more  patches  together th rough  special  u ti l i t i es  or  scripts  or  service  
packs  to  i ncrease  i nstal lati on  au tomation ;  

•  execu ting  the  IACS  product  suppl i er’s  update  appl ication ,  wh ich  may i nclude  special  
tools  and  u ti l i t i es;  

•  u s ing  au tomated  patch  deployment  and  i nstal lation  too ls  that  manage  mu l ti ple  devices;  
and   

•  u pgrad ing  or  replacing  the  cu rren t  f i rmware/Operating  System/run time  wi th  a  newer 
version .  

The  personnel  perform ing  the  patch  i nstal lation  shou ld  mon i tor  the  performance  impacts  to  
the  device,  the  changes  performed,  i nstal lation  l ogs  and  i ts  successfu l  completion .  Al l  
notes  shou ld  be  retained  such  that  they can  be  used  for patch  i nstal lation  to  the  
producti on  envi ronment.  

The  asset  owner may choose  to  assign  responsibi l i ty  for  patch  i nstal lati on  testing  to  an  
organ izati onal  g roup  who  shou ld  document the  appropriate  i nstal lation  procedure.   

B .6.6  Patch  q u al i f i cat i o n  an d  val i d at i o n  

The  objective  of  patch  qual i fi cation  i s  to  bu i l d  con fidence  wi th  techn ical  val i dation  that  the  
patch  wi l l  not  negati vely affect  the  performance,  safety or  re l iabi l i ty  o f  the  IACS.  

The  asset  owner may choose  to  re ly  on  i terative  testi ng  phases  by various  g roups  as  part  of  
thei r  qual i fi cation  process.  Th is  may i nclude:  

•  approval  from  IACS  product  suppl ier  after  they have  certi fi ed  patch  compatibi l i ty;  

•  successfu l  i nstal lation  and  testi ng  of  the  patch  on  a  non- IACS envi ronment  ( for example,  
business  network)  wi th  s im i lar  hardware  and  software;  

•  successfu l  i nstal lation  and  testing  on  a  cen tral  test  envi ronment;  

•  successfu l  i nstal lation  and  testing  on  a  con tro l  g roup;  

•  successfu l  i nstal lation  and  testing  to  devices  of  l ow regu latory impact,  non -cri ti cal  devices  
and  standby devices;  and   

•  successfu l  i nstal lation  and  testing  to  devices  of  h i gh  regu latory or  safety impact.  

The  asset  owner has  the  d iscretion  to  choose  the  testi ng  phases  appropriate  to  the  cri t i cal i ty 
of  the  IACS,  safety  ri sks  and  other  ri sks  to  the  organ izati on  before  i nstal lation  on  the  most  
cri t i cal  o f  production  devices.   

B .6.7  Patch  removal ,  ro l l  back,  res to rat i o n  p ro ced u res  

To  m i tigate  poten tial  rel iabi l i ty  and  operabi l i ty  ri sks  that  may occur after  the  i nstal lation  of  the  
patch ,  the  asset  owner shou ld  prepare  and  val idate  procedures  for  the  removal  o f  the  change.  
There  always  exists  the  poten tial  need  to  revert  any changes  i f  u nwanted  system  behavior 
occurs  and  the  prior  trusted  con figu ration  i s  requ i red .  

Prior  to  any patch  i nstal lation  a  fu l l  system  backup  shou ld  be  performed,  e l im inating  questi ons  
abou t  the  age  of  the  l ast  backup.  Selecti vely  removing  newly appl ied  patches  may be  the  
fastest  way to  get  a  process  back i n to  production .  I f  selecti ve  rol l back i s  not  avai lable  then  the  
fu l l  system  backup  can  be  used  to  restore  the  system  to  i ts  previous  state,  
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I f  t ime  al lows,  patches  shou ld  be  i nstal led  and  tested  i n  g roups.  Consideration  shou ld  be  
g iven  to  g roup patches  that  have  defi ned  rol lback procedures  versus  those  that  do  not.  The  
company can  then  test  those  patches  that  may be  easier,  or  use  the  same  methods,  to  
ro l lback,  before  commi tting  to  those  patches  that  wi l l  take  more  work.  

Th is  techn ical  report  on ly  provides  the  m in imum  gu idance  on  restoration  methods.  Asset  
owners  are  advised  to  coord inate  wi th  the  product  suppl i ers  for  the  best  methods  and  
procedures.  

B .6. 8  Ri s k  m i t i g at i o n  al t ern at i ves  

Risk m i ti gation  shou ld  be  performed  i n  s i tuations  where  the  patch  cannot  be  i nstal led  due  to :  
the  patch  not  existi ng  yet,  an  appropriate  t ime  to  i nstal l  the  patch  not  be ing  avai lable  yet,  
i ncompatibi l i ty,  re l iabi l i ty  i ssues,  performance  i ssues,  l ack of  product  suppl ier  support  or  when  
pre-requ is i tes  are  not  avai lable,  such  as  free  memory,  service  pack level ,  proper version  of  
the  OS,  etc.   

Al though  th is  Techn ical  Report  i s  primari l y  concerned  wi th  the  management  of  patches,  i t  i s  
importan t  to  note  that  when  a  new vu lnerabi l i ty i s  d i scovered ,  i t  may take  weeks  or  mon ths  
un ti l  a  patch  for  that  vu lnerabi l i ty  i s  developed  by the  vendor,  and  poten tial l y  add i ti onal  weeks  
or  mon ths  un ti l  the  vu lnerable  asset  i s  i n  a  s tate  that  wi l l  al low the  new patch  to  be  i nstal led .  
During  th i s  “window of  vu lnerabi l i ty, ”  after  the  vu lnerabi l i ty  has  been  d iscovered  bu t  before  the  
patch  can  be  i nstal led ,  i t  i s  advisable  to  take  m i t i gating  actions  such  as  those  described  i n  
th is  clause.  (See  also  B.8. 4. )  

I n  these  cases,  the  fo l l owing  options  are  avai lable  for  m i ti gating  the  securi ty  ri sks  i f  the  patch  
i s  not  i nstal led  and  the  securi ty vu lnerabi l i ty  remains:  

•  recon figuring  a  product;  

•  removing  or d i sabl i ng  the  featu re  or componen t  wh ich  i s  vu lnerable  and  requ i res  the  
patch ;  

•  removing  affected  software;  

•  d i sabl ing  the  startup  of  the  service  wh ich  i s  vu lnerable  and  requ i res  the  patch ;  

•  implementi ng  network fi l teri ng  con tro ls  to  prevent  access  to  the  vu lnerable  service,  such  
as  implementi ng  a  host-based  or  network-based  fi rewal l ;  

•  implementi ng  i n trusion  preven tion  system  ( IPS)  ru les  and  s ignatu res  to  b lock mal i cious  
packets  and  network attacks  to  the  vu lnerable  service;  

•  implementi ng  access  con tro ls  to  the  programs  and  execu tables  to  ensure  on ly  au thorized  
personnel  may use  the  vu lnerable  program;  

•  implementi ng  securi ty  pol i cies  wi th  techn ical  supporti ng  solu ti ons  to  preven t  the  
i n troduction  of  mal icious  software  i n to  the  IACS,  i nclud ing  requ i rements  to  use  an tivi rus  
software,  scann ing  portable  memory,  etc. ;  

•  i nvestigating  the  removal  and  replacement  of  the  vu lnerable  device(s)  based  on  the  cost  
and  business  j usti fi cation ;  and  

•  deploying  secure  ou tbound-on ly  gateways  wi th  strong  access  con trols  that  i nsu late  
vu lnerable  systems  and  devices  from  being  accessed  by devices  that  m igh t  con tain  
malware.  

•  i so lating  the  system  by d isconnecting  the  system  from  the  corporate  network provides  a  
short  term  so lu tion .  Th is  does  not  guard  against  al l  compromises,  bu t  i t  does  provide  t ime  
to  implement  l ong  term  solu tions.   

•  f i xi ng  the  problem  by updating  the  IACS  to  a  newer supported  vers ion .  Th is  i s  not  always  
possible  when  the  appl i cations  are  no  longer avai lable  or there  i s  no  upgrade  path .  When  
a  f i x  i s  not  possible,  then  enhancing  i s  the  next  best  choice.   

  



 – 50  – I EC  TR  62443-2-3:201 5  © IEC  201 5  

•  enhancing  the  IACS to  new vers ions  wi th  enhanced  user functional i ty.  Many users  of  o l der  
systems  can  j usti fy  the  expense  of  add ing  new functi onal i ty  at  the  same  time  the  system  i s  
updated .  Enhancements  are  often  possible  when  there  i s  an  appl ication  upgrade  path .  I f  
no  upgrade  path  exists,  then  the  choices  are  to  abandon  the  system  or to  replace  i t .   

•  abandon ing  or  reti ri ng  the  IACS.  Wh i le  the  appl ication  was  probably  essen tial  when  i t  was  
i n i ti al l y  i nstal led ,  o ften  other  newer appl i cati ons  dupl i cate  the  o lder  appl i cation ’s  
functional i ty,  bu t  do  not  have  the  functions  tu rned  on .  The  o lder appl i cations  were  kept  i n  
p lace  because  i t  was  l ess  pain fu l  to  keep them  going  than  to  e l im inate  them  and  use  the  
al ternati ve.  Now wi th  a  possible  i ncreased  ri sk of  compromise,  i t  i s  better to  swi tch  to  
supportable  appl i cations.   

•  replacing  the  IACS wi th  a  new supported  IACS.  Th is  i s  usual l y  the  most  t ime  consuming  
al ternati ve,  bu t  when  al l  e l se  fai l s ,  i t  may be  the  l east  ri sky choice.  I f  the  appl i cation  i s  
cri t i cal ,  then  there  i s  economic  j usti fi cation  for  replacement.  I f  the  appl i cation  i s  not  
cri t i cal ,  then  i t  may have  to  be  abandoned ,  because  of  the  ri sk and  impact of  a  
compromise.  

I n  those  i ndustries  that  are  requ i red  by regu lations  to  fo l l ow cyber secu ri ty  standards,  those  
asset  owners  are  also  usual l y  requ i red  to  document those  m i t i gating  con trols  pu t  i n  place  i n  
l i eu  of  i nstal l i ng  patches.   

I n  some  cases,  the  use  of  m i t igating  con trols  i s  easier  than  patch  i nstal lation .  Some benefi ts  
of  m i ti gating  con trols  are:  

•  vu lnerabi l i t i es  may be  m i ti gated  before  the  patch  i s  released  or  approved  by the  IACS 
product  suppl ier  i ndependent  of  product  development by the  product  suppl ier  or 
hardware/software  manu factu rer;  

•  l ess  impact  on  product  functi onal i ty;  

•  l ess  testing  by asset  owner may be  requ i red ,  al l owing  faster m i t igation  of  the  vu lnerabi l i ty;  

•  l ower resistance  to  implementation  by asset  owners  as  i t  may not  requ i re  devices  to  be  
rebooted  or  the  process  to  be  shu tdown ;  and  

•  support  o f  l egacy products  for  wh ich  vu lnerabi l i t i es  may con tinue  to  be  d i scovered ,  bu t  
wh ich  are  no  longer patched  or  supported  by the  orig inal  product  suppl ier.  

Lastl y,  any m i ti gati ng  con trols  that  are  implemented  shou ld  on ly  be  val i d  for  a  speci fi c  t ime  
frame  (such  as,  one  year)  before  they are  re-evaluated ,  to  ensu re  they are  sti l l  acceptable  for 
another term .  

B .7  Patch  d ep l o ym en t  an d  i n s tal l at i o n  

B .7. 1  Pat ch  d ep l o ym en t  an d  i n s tal l at i o n  p ro cess  

Figure  B.6  i l l ustrates  a  patch  deployment  and  i nstal lation  process.   

 

Fi g u re  B . 6  – A  patch  d ep l o ymen t  an d  i n s tal l at i o n  p ro cess  

B .7. 2  No t i f i cat i o n  o f  af fec ted  par t i es  

Depend ing  on  the  s ize  and  structu re  of  the  asset  owner’s  organ izati on ,  main tenance  con tracts  
and  warran ties  wi th  the  vendor,  the  i nstal lation  of  patches  may be  hand led  by the  same g roup 
responsible  for  testi ng ,  performed  by speci fi c  personnel  at  each  faci l i ty  or  ou tsourced  to  an  
i n tegrator  or I ACS  product  suppl ier.  

I EC  
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The  personnel  responsible  for  i nstal lation  of  patches  shou ld  be  trained  on  the  procedures  for 
safe  and  re l i able  i nstal lation  see  B.7. 6 .  Any i n formation  and  knowledge  gathered  from  the  
IACS product  suppl i er,  from  testi ng  and  ro l l -back procedures  shou ld  be  d i stribu ted  to  the  
responsible  personnel .  

I n  cases  where  testing  and  i nstal lati on  are  performed  by d i fferen t  organ izational  g roups,  i t  
may be  necessary to  provide  su ffi cien t  j usti fi cati on  for  why the  patch  shou ld  be  i nstal led ,  i n  
con trast  to  l eaving  the  vu lnerabi l i ty,  or  provid ing  compensating  con trols .   

B .7.3  Preparat i o n  

Depend ing  on  the  s i ze  and  complexi ty  of  the  organ ization ,  coun t  of  devices,  physical  l ocations  
and  data network commun ication  avai lable,  there  may be  s ign i fi can t  preparati ons  requ i red  
before  the  patches  can  be  i nstal led .  

The  most  common  chal l enge  i s  determ in ing  how the  update  f i l es  shou ld  be  d istribu ted  to  
mu l tiple  l ocations  and  devices.  The  IACS devices  may be  ai r-gapped  from  other  networks,  
protected  by fi rewal ls ,  connected  by un id i rectional  gateways  or  connected  by s low wide  area 
network (WAN)  l i nks  proh ibi ti ng  the  transfer of  l arge  fi les.  The  fo l lowing  options  may be  used  
for  d istribu tion  of  update  fi l es:  

•  l everage  au tomated  patch  deployment  too ls  that  support  transfer  speed  th rottl i ng  and  l ow 
pri ori t i zation  as  to  reduce  impact  on  the  network or device;  

•  d i stribu te  update  fi l es  using  other  commun ication  networks  that  wi l l  not  impact  the  IACS,  
i nclud ing  the  d istribu ti on  and  posti ng  of  update  f i l es  to  l ocal  or  d i stribu ted  fi le  servers  that  
personnel  can  down load  from  in  the  producti on  envi ronment;  

•  remove  the  target  device  from  operations  and  IACS network(s)  to  perform  patch ing  i n  an  
offl i ne  state;  

•  copy update  fi l es  to  read-on ly  portable  media  such  as  CD  or  DVD;  and  

•  copy update  f i l es  to  read-wri te  portable  med ia such  as  USB  memory or portable  hard  
d ri ves.  I n  th i s  case,  special  care  has  to  be  taken  to  ensure  that  the  fi l es  and  storage  
med ia are  not  tampered  wi th  or i n fected  wi th  mal i ci ous  code  wh i le  i n  transi t,  that  cou ld  
i ncrease  the  ri sk to  the  IACS.  

Personnel  responsible  for  patch  i nstal lation  may not  have  participated  i n  patch  testi ng ,  and  
may have  to  review al l  i nstructions  and  procedures  provided  to  them  to  ensure  consistency 
wi th  testi ng  and  re l iable  i nstal lation .  

B .7.4  Ph ased  s ch ed u l i n g  an d  i n s tal l at i o n   

After the  update  fi l es  have  been  d i stribu ted  and/or the  plan  for  thei r  d i stri bu tion  i s  completed ,  
next  i s  schedu l i ng  patch  i nstal lation .  Schedu l i ng  i nstal lation  of  patches  i s  a  l ocal  matter 
determined  by the  owner/operator to  m in im ize  d i sruption  of  the  producti on  schedu le  for  the  
system.  Th is  may be  extremely chal l eng ing  depend ing  on  the  type  of  IACS  envi ronment,  bu t  
opti ons  i nclude:  

•  wai t i ng  un ti l  the  next  schedu led  ou tage;  

•  queu ing  patch ing  acti vi t ies  during  the  next  unschedu led  ou tage;  

NOTE  1  Th i s  may requ i re  that  the  trai ned  personnel  are  ready on  short  not i ce .  

NOTE  2  Perform i ng  patch i ng  acti vi t i es  du ri ng  an  u nschedu led  ou tage  i s  typ i cal l y  cons i dered  the  i n troducti on  
o f  add i t i onal  poten ti al  ri sk 

•  u pdating  standby/secondary devices  f i rst,  fai l -over to  the  standby,  veri fy  i ts  operabi l i ty  and  
re l iabi l i ty,  and  then  complete  the  acti ve/primary device;  

•  schedu l ing  i nd ividual  main tenance  windows  for affected  devices  where  they are  assumed  
to  be  offl i ne  and/or  unavai lable  for  operations;  and   
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•  i nstal l i ng  patches  i n  phases  to  g roups  of  devices  or  l ocations  as  perm i tted  by business  
constrain ts  and  avai labi l i ty  of  ski l led  personnel .  

The  du ration  of  t ime  requ i red  for  patch ing  operati ons  shou ld  be  wel l  understood .  The  t ime  
requ i red  and  resu l ts  are  reasonably  pred ictable  i f  the  appropriate  testing  has  been  performed.  
The  patch ing  window shou ld  be  of  su ffi cien t  du ration  to  al l ow backing  up  the  device  (as  
needed) ,  i nstal l i ng  the  patch ,  veri fi cation  or  troubleshooting  and  rol l -back i f  unsuccessfu l .  

B .7.5  Ver i f i cat i o n  o f  patch  i n s tal l at i o n  

The  f i nal  s tep  of  patch  deployment  and  i nstal lati on  process  i s  the  veri fi cation  that  the  patch  
was  i nstal led  to  al l  affected  devices  and  the  vu lnerabi l i ty  has  been  m i ti gated  (by patch ing  or  
compensating  con trols) .  

The  asset  owner shou ld  se lect  a  dead l ine  for the  i nstal lation  of  the  patches  and/or 
compensating  con trols  so  that  i t  can  be  veri fied  shortl y  after the  dead l ine.  Depend ing  on  the  
cri t i cal i ty  of  the  securi ty  patch ,  d i fferen t  dead l i nes  may be  chosen .  

Methods  for  veri fying  the  i nstal lation  of  the  patch  or vu lnerabi l i ty  m i ti gation  i nclude:  

•  comparing  the  i nstal l ed  version  of  software  before  and  after the  change;  

•  reviewing  of  l ogs  from  con figu ration  change  detection  systems;  

•  reviewing  of  reports  from  patch  management  solu tions  veri fying  the  respecti ve  patches  are  
i nstal led  and  fi l es  updated;  

•  coun ting  the  number of  devices  planned  for  upgrade,  against  those  completed  
successfu l l y;  

•  perform ing  a  vu lnerabi l i ty scan  of  the  affected  devices;  and  

•  testing  the  correct  implementati on  of  compensating  con tro ls .   

The  asset  owner shou ld  perform  the  veri f i cation .  The  method  chosen  i s  at  the  d iscretion  of  the  
asset  owner.  

B .7. 6  Staf f  t rai n i n g  an d  d r i l l s  

The  asset  owner shou ld  develop  and  implement  train ing  for  personnel  i nvolved  wi th  and  
responsible  for  patch  management.  Th is  shou ld  i nclude  pol icies,  s tandards,  procedures  and  
forms  used  for  the  asset  owner’s  patch  management  program.  At  m in imum,  the  train i ng  
shou ld  i nclude:  

•  pol i cies  on  patch  and  vu lnerabi l i ty  management;  

•  the  asset  owner’s  determ ination  of  the  patch ing  workflow and  the  defau l t  i n tervals  at  wh ich  
mon i toring ,  testi ng  and  i nstal lation  shou ld  occur;  

•  s tandards  and  procedures  on  how to  perform  patch  evaluati on ,  patch  testing ,  patch  
i nstal lation ,  reporti ng  and  veri fi cation ;  

•  u se  of  forms  associated  wi th  patch  management ( for  example,  patch  evaluati on  forms,  
change  request  forms,  patch  testi ng  forms,  etc. ) ;  and  

•  regu latory requ i rements  for  certain  devices,  how to  correctl y  co l l ect  and  store  evidence  
records  of  adherence  to  the  patch  management  program.  

After the  trai n ing  has  been  suppl ied  to  existing  and  fu tu re  personnel  responsible  for  patch  
management,  an  i n i t ial  table- top  exercise  may be  performed  to  walk- th rough  the  procedures  
and  paperwork as  a  f i nal  train ing  exercise.  

Due  to  the  recurring  need  to  perform  patch  management,  i t  i s  not  necessary to  schedu le  
s imu lated  dri l l s  o f  the  procedures  as  they shou ld  be  repeated  at  regu lar i n tervals  anyway.  
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B .8  Operat i n g  an  IACS patch  m an ag emen t  p ro g ram  

B .8. 1  Overv i ew  

After  the  asset  owner has  establ i shed  thei r  IACS  patch  management  program  and  has  tested  
and  i nstal led  thei r  f i rst  patch ,  they are  now i n to  the  operations  phase  of  the  program.  
Establ i sh ing  a  patch ing  program  i s  d i ffi cu l t  enough ,  bu t  i f  patch ing  efforts  are  not  sustained  or  
optim ized  over t ime  they wi l l  not  fu l fi l l  the  objective  of  reducing  securi ty  vu lnerabi l i t i es.  

B .8.2  Ch an g e  m an ag emen t  

The  asset  owner shou ld  i n tegrate  patch  management  i n to  existi ng  change  management  
processes  to  ensure  that  al l  changes  to  IACS  are  au thorized ,  reviewed  and  con trol led  
appropriate ly.  A poor change  management  process  may lead  to  unau thori zed  and  
undocumented  changes  to  the  IACS.  I nd ications  of  poor change  management  i nclude  
i naccurate  drawings  and  documentati on ,  i nconsisten t  change  resu l ts ,  unexplained  re l iabi l i ty  
i ssues  and  i nabi l i ty  to  track who  performed  the  change.  

I n  the  con text  of  patch  management  of  I ACS,  the  change  management  program  shou ld  
i nclude  the  fo l lowing :  

•  The  acti vi ty  of  patch  management  i s  subject  to  change  con trols  and  shou ld  adhere  to  the  
change  management  process.  Existi ng  work order processes  shou ld  accommodate  patch  
management  acti vi ti es.  

•  Train ing  and  awareness  of  existi ng  personnel  so  they clearly  understand  that  patch  
management  shou ld  adhere  to  change  management.  

•  Any upgrades,  patches  or  updates  shou ld  be  reviewed  and  approved  as  part  o f  the  change  
management  process,  before  they are  au thorized  for  deployment  and  i nstal lation .  

•  The  process  shou ld  i nclude  a  secu ri ty  ri sk assessment  comparing  the  ri sks  of  i nstal l i ng  
the  patch ,  implementing  compensating  con trols  or  not  i nstal l i ng  the  patch .  

•  The  process  shou ld  i nclude  those  wi th  cyber securi ty  experience  i n  add i ti on  to  the  
trad i t i onal  con tro l  system  i nstrumentati on  and  eng ineering  personnel  for  evaluati ng  
securi ty-re lated  patches.  

•  Update  of  IACS  drawings  and  documentation  immed iately  after  the  change  i s  completed .  

•  Veri fi cation  that  the  change  was  performed  successfu l l y  and  accurately.  

•  I f  an  aud i t  i s  performed  of  the  change  management procedures  re lated  to  patch  
management,  the  records  shou ld  clearl y  i den ti fy  target  devices,  testi ng  resu l ts  and  
i nstal lation  veri fi cation  resu l ts .  

For fu rther i n formation  on  change  management  processes  refer to  the  ISO/IEC  27000  series  

of  s tandards  and  to  I EC  62443‑ 2‑ 1 2  [1 ] .  

B .8.3  Vu l n erab i l i t y  awaren ess  

The  th reat  l andscape  i s  con tinuously chang ing .  I t  i s  very importan t  that  asset  owners  
recogn ize  th i s  and  main tain  a  constan t  vi g i lance  of  the  vu lnerabi l i t i es  that  exist.  These  must  
i nclude  an  awareness  of  d i scovered  zero-day th reats  and  vu lnerabi l i t i es  that  affect  thei r  
cri t i cal  systems.  Wh i le  the  business  network i s  a  target  and  can  be  an  easy path  i n to  the  IACS 
envi ronment,  there  i s  an  i ncreasing  trend  i n  malware  targeting  au tomation  systems.   

Regard less  of  the  malware’s  i n ten tions,  i ts  effects  on  IACS systems  may be  harmfu l  and  i t  
does  not  belong  i n  the  au tomation  envi ronment.  Thus  asset  owners  shou ld  take  the  
appropriate  precau tions  to  ensure  thei r  systems  remain  secure.   

___________ 

2  Second  ed i t i on  u nder  devel opmen t.  
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I n  order to  faci l i tate  asset  owners  awareness  of  the  new vu lnerabi l i t i es  that  are  found ,  as  wel l  
as  provid ing  detai l s  on  the  o lder vu lnerabi l i t i es,  there  are  a  variety  of  web  s i tes  avai lable  such  
as  those  provided  by IACS product  suppl i ers  and  Cyber Emergency Response  Teams  or 
Compu ter  Emergency Read iness  Teams  (CERTs) .  Government  en ti t i es  such  as  a  coun try’s  
CERT and  the  ICS-CERT operated  by the  US  Department  of  Homeland  Securi ty,  as  wel l  as  
other s i tuational  awareness  organ izations  such  as  the  Open-Source  Vu lnerabi l i ty  Database  
[29]  and  the  SANS I n ternet  Storm  Cen ter  [30]  are  very usefu l  i n  provid ing  alert  noti fi cations.  
These  organ izations  and  thei r  web  s i tes  also  may provide  detai l s  on  coun termeasures  that  
can  be  taken  i n  order to  help  protect  against  the  new found  th reats.  I t  i s  s trong ly  
recommended  that  asset  owners  check these  s i tes  th roughou t  the  week,  or  even  better,  s ign  
up  for  emai l  noti fi cations  as  the  alerts  are  publ i shed .  

B .8. 4  Ou tag e  s ch ed u l i n g  

Asset  owners  shou ld  assess  the  appl i cabi l i ty  o f  the  vu lnerabi l i ty  to  thei r  systems  as  alert  
noti fi cations  are  re leased  announcing  the  new vu lnerabi l i t i es.  I f  there  are  systems  i n  scope  of  
the  vu lnerabi l i ty,  appropriate  actions  may i nclude  patch ing  the  systems  i n  the  next  cycle  (once  
the  IACS  vendor has  approved  the  patches)  or  may i nclude  taking  coun termeasures  i n  the  
even t  that  patches  are  not  avai lable  for the  systems,  or  the  systems  cannot  be  immed iately 
patched  due  to  thei r  cri ti cal i ty  and ,  of  course,  the  impact  of  taking  the  systems  offl i ne.  

Once  the  assessment  has  been  made  and  the  appropriate  next  s teps  have  been  determ ined ,  
i t  may be  l i ke ly i n  some  cases  that  the  systems  cannot  be  patched  un ti l  the  next  ou tage,  
planned  or  not.  I t  i s  importan t  to  schedu le  the  system  patch ing  i n to  the  ou tage  window when  i t  
i s  feasible  to  do.  Also  importan t  i s  to  i nclude  add i tional  t ime  i n to  the  activi ty,  i n  case  there  are  
compl i cations  encoun tered  during  the  patch ing  process.  When  avai lable,  system  patch ing  
shou ld  be  tested  i n  a  non-production  envi ronment  ahead  of  the  ou tage  window,  to  help  
m in im ize  poten tial  i ssues  caused  by the  patch ing .   

When  systems  cannot  immediately be  patched  due  to  the  age  of  the  OS,  because  patches  are  
not  yet  avai lable,  or  for  any other  reason ,  i t  i s  importan t  to  ensure  appropriate  
coun termeasures  are  taken  to  m i t igate  the  ri sks  and  to  reduce  the  attack su rface,  where  i t  i s  
feasible  to  do  so,  un ti l  the  systems  can  be  upgraded  or  patched .  

B .8. 5  Secu r i t y  h ard en i n g  

Securi ty  harden ing  i n  the  con text  of  patch  management  i s  the  implementation  of  securi ty  
con tro ls  and  the  removal  of  componen ts,  features  and  pri vi leges  that  are  not  requ i red .   

Securi ty  harden ing  does  not  replace  patch  management,  i t  reduces  the  appl icable  patches  by 
removing  unnecessary software,  wh ich  then  does  not  need  to  be  patched  and  possibly  l im i ts  
the  effects  of  certain  explo i ts .   

For more  i n formation  on  securi ty  harden ing  for  IACS refer to  the  platform  product  suppl i er  
documentation ,  the  IACS product  suppl ier,  I EC  62443-2-4  [2 ] ,  U .S.  National  Securi ty  Agency 
(NSA)  securi ty  gu ides  [28]  and  other securi ty  resources.  

B .8.6  I n ven to ry  an d  d ata m ai n ten an ce  

I t  i s  cri ti cal  that  a  company know what  assets  are  i n  thei r  IACS envi ronment.  Knowing  what  
versions  of  OSs,  f i rmware  and  i nstal l ed  appl i cati ons  i s  equal l y  importan t,  especial ly  when  
vu lnerabi l i t i es  are  announced  and  asset  owners  need  to  make  a  determ ination  as  to  whether 
thei r  systems  are  at  ri sk or  not.  Wi th  many IACS envi ronments  today consisting  of  a  
cong lomeration  of  systems  wi th  d i fferen t  cri t i cal i ty  l evels,  appl i cation  vers ions  and  OSs,  i t  can  
be  very d i ffi cu l t  to  track those  systems  that  have  been  patched  and  those  that  are  sti l l  
pend ing .  Wi th  a  goal  o f  ensuring  al l  systems  are  up- to-date,  i nclud ing  f i rmware  revis ions,  
appl i cation  versions  and  patches  i n  order to  best  m i t igate  the  vu lnerabi l i t i es,  tracking  these  
asset  detai l s  i s  necessary.  Wi thou t  too ls  that  au tomate  th is,  i t  can  become  an  arduous  and  
t ime  consuming  task that  i s  l i ke ly to  not  happen  i n  a  consisten t  manner.  
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Au tomating  the  i nventory main tenance,  i nclud ing  patch  and  appl ication  versions,  provides  a  
qu ick reference  po in t  for  understand ing  the  curren t  posture  of  the  IACS envi ronment.  When  
the  vu lnerabi l i ty  noti ces  are  re leased ,  the  asset  owners  can  then  easi l y  reference  thei r  
i nventory and  provide  a  qu ick analysis  as  to  what  systems  may be  impacted  by the  
vu lnerabi l i t i es.  The  more  detai l s  that  are  col lected  by the  system  provid ing  the  i nven tory,  the  
easier  i t  i s  to  make  the  determ ination  of  the  poten tial  impact.  For  example,  i f  the  IACS 
systems  are  categorized  by cri t i cal i ty,  vu lnerabi l i t i es  affecting  those  systems  can  be  
priori t i zed  accord ing ly,  and  m i ti gating  steps  can  be  taken  i f  the  cri t i cal  systems  cannot  be  
patched  qu ickly.  

B .8.7  Procu r i n g  o r  ad d i n g  n ew  d ev i ces  

As  the  IACS envi ronments  con tinue  to  g row,  new systems  and  spare  parts  wi l l  l i ke ly  be  added  
to  the  envi ronment  and  pu t  on  the  same  network segments  as  existi ng  IACS systems.  New 
systems,  i nclud ing  OS  upgrades  on  existi ng  hardware,  may be  lacking  the  l atest  securi ty  
patches.  P lacing  these  vu lnerable  systems  i n  the  IACS envi ronment not  on ly  pu ts  those  
systems  at  ri sk,  bu t  they then  become the  weakest  l i nk on  that  network and  can  poten tial l y  
al l ow the  other systems  to  become  compromised .  I t  i s  importan t  to  ensure  new systems  are  
fu l l y  patched  pri or  to  connecting  them  to  the  IACS network.  These  systems  can  be  patched  
wh i le  d i sconnected  from  the  network th rough  the  use  of  removable  med ia,  l ocal  patch  servers  
or by  connecting  them  to  a  non-production  or  non-cri ti cal  network.  

I n  add i t ion  to  applying  securi ty  patches,  asset  owners  shou ld  al so  fo l l ow the  product  
suppl i ers ’  recommendations  for  harden ing  the  new systems  to  i nclude  acti vi ti es  such  as  
d i sabl ing  unnecessary services,  user accoun ts,  acti vating  host  fi rewal ls  and  other  harden ing  
acti vi ti es.  

B .8.8  Patch  m an ag emen t  repo r t i n g  an d  KPIs  

The  impacts  of  poor patch  management  shou ld  be  measured  us ing  KPIs  that  faci l i tate  a  
con ti nuous  improvement process.  The  fo l l owing  are  examples  of  KPIs  that  may be  used  to  
measure  patch  management  effectiveness:  

•  n umber of  assets  compromised  due  to  m iss ing  patches;  

•  n umber of  known  vu lnerabi l i t i es  wi thou t  au thorized  patches;  

•  n umber of  patches  avai lable;  

•  n umber of  patches  appl ied ;  

•  n umber of  assets  not  patched  g reater  than  30  days;  

•  average  number of  days  requ i red  to  patch  al l  assets;  

•  number of  known  patches  i n  each  state  (see  Table  1 ) ;  and  

•  m in imum,  maximum  and  average  t ime  known  patches  are  i n  each  state.  
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An nex  C  
( in formative)  

 
I ACS p rod u c t  s u pp l i er  / s erv i ce  p rov i d er  g u i d an ce  o n  patch i n g  

C. 1  An n ex  o rg an i zat i o n  

Th is  annex provides  gu idance  to  IACS  product  suppl i ers  i n  developing  and  d istribu ti ng  
updates/patches  for cyber securi ty  vu lnerabi l i t i es  i n  thei r  products.  Al though  addressed  to  
IACS  product  suppl i ers,  th i s  annex appl i es  to  any developer of  a  securi ty  patch  i n tended  for 
d i stribu tion .   

Securi ty  patch  i n formation  shou ld  be  avai lable  to  IACS i n tegrators  as  wel l  as  service  
providers  who  del i ver  patch  management  servi ces  to  an  IACS.  IEC  62443-2-4  [2 ]  and   

I EC  62443‑ 4‑ 1 3  [3 ]  provide  a  comprehensive  set  o f  securi ty  capabi l i t i es  for  service  providers.  

Not  on ly  must  an  IACS product  suppl ier  manage  thei r  own  patches,  bu t  thei r  patch  
management  process  must  also  address  cyber securi ty vu lnerabi l i t i es  of  any th i rd-party  
software  upon  wh ich  thei r  products  depend .   

Patch  veri fi cation  and  test  resu l ts  record ing  shou ld  be  defined  i n  the  IACS product  suppl i er 
patch  management  process.  

The  d i scovery,  development  and  d i stribu tion  of  cyber securi ty  updates  on  IACS processes  
shou ld  be  formal i zed  i n  the  IACS product  suppl ier  organ ization .  R igorous  change  and  
con fi guration  management  can  ensure  that  changes  are  carefu l l y  evaluated  before  re lease.  

The  IACS  product  suppl ier  shou ld  have  a  pol i cy  describing  al l  aspects  of  patch  management 
of  the i r  product.  Th is  annex focuses  on  the  fo l lowing  major acti vi t ies:  

•  Di s covery  o f  vu l n erab i l i t i es  –  Th is  provides  gu idance  on  i den ti fyi ng  IACS cyber secu ri ty  
vu lnerabi l i t i es  i n ,  and  mon i toring  th i rd-party software  suppl iers  for  securi ty  updates  for,  
software  upon  wh ich  the  IACS suppl ier's  products  are  dependen t.   

•  Devel opmen t  o f  s ecu r i t y  u pd ates  –  Th i s  provides  gu idance  to  IACS product  suppl iers  for  
securi ty  update  development  and  val i dation .  Al l  the  dependen t  th i rd-party software  
securi ty  updates  also  must  be  considered  during  securi ty  update  development and  
val i dation .  I n  add i ti on  to  the  securi ty  update,  the  completed  patch  must  i nclude  i n formation  
necessary for asset  owners  to  i nstal l  the  update  us ing  thei r  own  patch  management  
processes.  

•  Di s t r i b u t i o n  o f  s ecu r i t y  i n fo rmat i o n  –  Th i s  gu ides  the  IACS product  suppl ier i n  secu re  
and  t imely d i stribu tion  of  cyber securi ty  updates,  and  re levan t  i n formation  to  asset  owners.   

•  Commu n i cat i o n  an d  o u t reach  –  Th i s  gu ides  the  IACS product  suppl ier  on  main tain ing  
commun ication  wi th  asset  owners.  

C.2  D i s covery  o f  vu l n erab i l i t i es  

C.2. 1  Gen eral  

Discovery and  i den ti fi cati on  of  the  securi ty  vu lnerabi l i t i es  i n  IACS  i s  a  key acti vi ty for  the  
patch  management  process.   

___________ 

3  U nder  devel opmen t  
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a)  The  IACS  product  suppl ier  shou ld  have  a  pol i cy  describing  the  al l  aspects  of  vu lnerabi l i ty  
d iscovery for  thei r  product(s) .   

b)  Vu lnerabi l i ty d iscovery procedures  shou ld  be  i n  p lace.  There  are  a  variety  of  d i scovery 
resources,  such  as  penetrati on  testi ng ,  au tomated  tools  ( for  example  protocol  fuzzers) ,  
s tati c  code  evaluation ,  ICS-CERT (and  other  CERTs)  and  pri vate  commun ications.  The  
IACS  product  suppl i er's  pol i cy  and  procedures  shou ld  address  these.  

c)  The  frequency of  vu lnerabi l i ty  d iscovery and  i den ti fi cation  shou ld  be  defined  i n  the  patch  
management  pol i cy.  

d )  A vu lnerabi l i ty  d i scovery and  i den ti fi cation  analysis  shou ld  determ ine  the  fo l lowing :  

1 )  l evel  o f  poten tial  exposure;  

2)  l evel  o f  the  impact  on  the  end  users;  

3 )  root  cause  analysis;  and  

4)  complexi ty  of  the  change  ( impact  on  the  IACS  product  suppl ier) .  

Any suppl i er's  speci fi c  IACS product  may be  heterogeneous;  i t  may i ncorporate  a  variety of  
technolog ies  and  protocols;  hardware  and  software  componen ts  may be  provided  by external  
( th i rd-party)  suppl iers.  Likewise,  an  IACS suppl ier's  products  may be  i ncorporated  i n to  
heterogeneous  IACS.  Therefore,  there  i s  a  need  to  secu rely  i n teract  wi th  a  variety of  
technolog ies,  protocols  and  other vendor's  products.  

C.2.2  Vu l n erab i l i t y  d i s co very  an d  i d en t i f i cat i o n  w i t h i n  t h e  p ro d u c t  

Regard ing  an  IACS  wi th in  wh ich  another IACS  suppl i er's  products  have  been  i nstal led ,  al l  the  
IACS  product  suppl iers  shou ld :  

a)  main tain  a  l i s t  o f  the  technolog ies,  protocols,  hardware  and  software  wi th  wh ich  the  IACS 
suppl i er's  products  must  i n teract  i n  deployed  systems;  

b)  have  a  vu lnerabi l i ty  d iscovery pol i cy that  considers  thei r  customer’s  needs;  

c)  mon i tor  for  vu lnerabi l i t i es  d i scovered  i n  deployed  systems;  

d )  assess  vu lnerabi l i t i es  d i scovered  for  cri ti cal i ty,  i nclud ing  d iscussions  wi th  asset  owners  
and  address  the  technolog ies,  protocols,  hardware  and  software  wi th  wh ich  the  IACS 
suppl ier's  products  must  i n teract  i n  deployed  systems;  and  

e)  document  any vu lnerabi l i ty  and  the  cri t i cal i ty  determ ined.   

C.2.3  Vu l n erab i l i t y  d i s co very  an d  i d en t i f i cat i o n  w i t h i n  ex tern al l y  s o u rced  p ro d u c t  
compon en ts  

Regard ing  i ncorporated  technolog ies,  protocols,  hardware  and  software,  the  IACS product  
suppl ier  shou ld :  

a)  main tain  a  l i s t  o f  the  technolog ies,  protocols,  hardware  and  software  i ncorporated  i n to  
thei r  products;  

b)  have  a  vu lnerabi l i ty  d iscovery po l i cy that  considers  thei r  th i rd-party vendor's  patch  
pol i cies;  

c)  mon i tor  component  technolog ies,  protocols,  hardware  and  software  for  vu lnerabi l i t i es  and  
patches;  

d )  assess  vu lnerabi l i t i es  m i t i gated  by th i rd-party  patches  for  cri t i cal i ty;  

e)  veri fy  and  val idate,  on  the  IACS  product  suppl ier  systems,  the  appl icabi l i ty  and  effi cacy of  
the  securi ty  updates  re leased  by the  technology and  platform  suppl i ers;  and  

f)  document  the  vu lnerabi l i ty,  cri ti cal i ty  determ ined  and  map to  speci fi c  th i rd-party  vendor 
patches,  possibly  i ncorporating  i t  i n to  the  change  management  system.  
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C.3  Devel opmen t ,  ver i f i cat i o n  an d  val i d at i o n  o f  s ecu r i t y  u pd ates  

Based  on  the  cri t i cal i ty  analysis ,  and  as  gu ided  by the  suppl ier's  patch  management  pol i cy,  
the  IACS  product  suppl ier  shou ld  scope,  create,  veri fy  and  val i date  a  m i ti gation  ( for  example,  
a  securi ty  upgrade  or  a  correcti ve  con figu rati on  recommendation )  for  that  vu lnerabi l i ty.  

•  The  test  scope  for  the  patches  shou ld  be  defined  based  on  the  cri ti cal i ty  assessment  and  
impact  analysis  and  consider:  

– impact  on  the  functional  requ i rements  of  the  IACS;  

– impact  on  the  securi ty  requ i rements  of  the  IACS;  and  

– avoid i ng  i n troducing  new vu lnerabi l i t i es .  

•  The  patch 's  deployment  and  i nstal lation  procedure  shou ld  be  documented  and  the  
procedures  shou ld  be  created  considering  the  asset  owner's  patch  management 
processes,  covering  the  fo l lowing  scenarios:  

– IACS connected  to  i n ternet  i n  a  secured  way;  and  

– IACS not  connected  to  i n ternet.  

•  The  au tomation  IACS product  suppl ier  shou ld  al so  provide  a  l i s t  o f  compensating  con tro ls  
that  cou ld  be  used  to  reduce  the  attack surface.  The  compensati ng  con trols  m igh t  i nclude:   

– product  reconfigu ration ;  

– suggested  fi rewal l  ru les;  

– suggested  i n trusion  detection  system  ( IDS)  ru les/s ignatures;  and  

– system  harden ing .   

•  Every correcti ve  action  i nvolving  a  patch  to  be  created  shou ld  performed  us ing  a  change  
and  con fi gu ration  management system.   

•  Add i t ional  considerations  are  covered  i n  o ther parts  of  the  IEC  62443  series.  

C.4 D i s t r i bu t i o n  o f  c yber  s ecu r i t y  u pd ates   

After veri fi cati on ,  the  IACS product  suppl ier's  updates  shou ld :  

a)  Be  made  avai lable  i n  con formance  wi th  the  suppl ier's  po l i cy via  a  secure  channel .  

b)  Be  made  avai lable  wi th in  a  reasonable  t ime  frame,  i n  con formance  wi th  the  suppl ier's  
pol i cy.  

c)  Provide  asset  owners  wi th  a  means  of  veri fying  patch  i n tegri ty,  such  as  a  cryptograph ical l y  
secure  hash .  

d )  Provide  the  i n formation  on  acqu i ring  th i rd-party software  updates  upon  wh ich  the  IACS  
product  depends.  

e)  Use  the  VPC XML fi l e  format  fo l lowing  the  XML Schema defined  i n  Annex A.   

C.5  Commu n i cat i o n  an d  o u t reach  

An  asset  owner may,  from  t ime  to  t ime,  need  access  to  IACS product  suppl ier  experti se,  
patch  management  documents  or  to  report  a  suspected  attack or  vu lnerabi l i ty.  The  IACS 
product  suppl ier  shou ld  faci l i tate  access  by:  

a)  making  thei r  patch  management  po l i cy  and  procedure  documents  avai lable  to  the  asset  
owners;  

b)  addressing  asset  owner commun ications  i n  thei r  patch  management  po l i cy  and  procedure  
documents;  

c)  documenting  commun ications  channels  for  vu lnerabi l i ty  and  patch  messages,  wh ich  may 
vary,  depend ing  upon  vu lnerabi l i ty  and  patch  cri t i cal i ty;  
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d )  provid ing  a  means  for asset  owners  to  con tact  the  IACS  product  suppl i er  for  t imely  
techn ical  assistance;  

e)  provid ing  a  means  for asset  owners  to  con tact  the  IACS  product  suppl ier  regard ing  a  
suspected  attack or  vu lnerabi l i ty;  and  

f)  commun icating  to  the  asset  owners  and  system  i n tegrators  abou t  l i fe  cycle  support,  
i nclud ing  s i gn i fi can t  dates  and  support  l evels .   
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