
 

IEC 62396-1  

Edition  2.0 201 6-01  

INTERNATIONAL 
STANDARD 

 

Process management for avionics – Atmospheric radiation effects –  

Part 1 :  Accommodation of atmospheric radiation effects via single event effects 

within  avionics electronic equipment 

IE
C
 6
2
3
9
6
-1

:2
0
1
6
-0

1
(e

n
) 

  

  

® 

 

 

colour
inside

Copyright International  Electrotechnical  Commission  



 

 

  

 TH IS PUBLICATION  IS  COPYRIGHT PROTECTED 

 Copyright © 201 6 IEC,  Geneva,  Switzerland   
 
Al l  rights  reserved.  Un less  otherwise specified ,  no part of th is  publ ication  may be  reproduced  or u ti l ized  in  any form  
or by any means,  electronic or mechanical ,  includ ing  photocopying  and  microfi lm,  wi thout permission  i n  wri ting  from  
ei ther IEC or IEC's member National  Committee i n  the country of the requester.  I f you  have any questions about I EC 
copyright or have an  enqui ry about obtaining  addi tional  rights  to this  publ ication,  please contact the  address below or 
your local  I EC member National  Committee for further information.  

 

IEC Central  Office Tel . :  +41  22  91 9  02 1 1  
3,  rue  de Varembé Fax:  +41  22  91 9 03  00 
CH-1 21 1  Geneva 20 i nfo@iec.ch  
Swi tzerland  www. iec.ch  

 

About the IEC 
The I nternational  E lectrotechnical  Commission  (I EC) is  the  lead ing  g lobal  organization  that prepares  and  publ ishes 
I nternational  Standards for al l  electrical ,  electron ic and  related  technolog ies.  
 

About IEC publ ications   
The technical  content of IEC publ ications is  kept under constant review by the IEC.  Please make sure that you  have the 
latest ed i tion,  a corrigenda or an  amendment m ight have been  publ ished.  
 

IEC Catalogue - webstore.iec.ch/catalogue 
The stand-alone appl ication  for consulting the entire 
bibl iographical  information on IEC International  Standards,  
Technical  Specifications,  Technical  Reports and  other 
documents.  Avai lable for PC,  Mac OS,  Android  Tablets and 
iPad.  
 

IEC publications search - www.iec.ch/searchpub 
The advanced search enables to find  IEC publ ications by a 
variety of criteria (reference number,  text,  technical  
committee,…).  I t also gives information on projects,  replaced 
and  withdrawn publ ications.  
 

IEC Just Published - webstore.iec.ch/justpublished 
Stay up to date on al l  new IEC publ ications.  Just Publ ished 
detai ls al l  new publ ications released.  Avai lable onl ine and 
also once a month by email.  

Electropedia - www.electropedia.org 
The world's leading onl ine dictionary of electronic and 
electrical  terms containing 20 000 terms and  definitions in 
English and French,  with  equivalent terms in 1 5 additional  
languages.  Also known as the International  Electrotechnical  
Vocabulary (IEV) onl ine.  
 

IEC Glossary - std.iec.ch/glossary 
65 000 electrotechnical  terminology entries in English and  
French extracted from the Terms and  Definitions clause of 
IEC publications issued since 2002.  Some entries have been 
col lected from earl ier publ ications of IEC TC 37,  77,  86 and 
CISPR.  
 

IEC Customer Service Centre - webstore.iec.ch/csc 
I f you wish to give us your feedback on this publ ication or 
need  further assistance,  please contact the Customer Service 
Centre:  csc@iec.ch.  
 

 

 

Copyright International  Electrotechnical  Commission  



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IEC 62396-1  

Edition  2.0 201 6-01  

INTERNATIONAL 
STANDARD 

 

Process management for avionics – Atmospheric radiation effects –  

Part 1 :  Accommodation of atmospheric radiation effects via single event effects 

within  avionics electronic equipment 

 

 

 

 

INTERNATIONAL 

ELECTROTECHNICAL 

COMMISSION  

 

 
ICS 03.1 00.50;  31 .020;  49.060 

 

ISBN 978-2-8322-3078-7 

 

  

  

® Registered  trademark of the International  Electrotechnical  Commission 

® 

 

   Warning!  Make sure that you obtained this publication  from an authorized distributor.  

 

colour
inside

Copyright International  Electrotechnical  Commission  



 – 2  – I EC 62396-1 : 201 6    I EC  201 6  

CONTENTS  

FOREWORD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6  

INTRODUCTION  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8  

1  Scope  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

2  Normative  references  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

3  Terms  and  defin i ti ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9  

4  Abbreviations  and  acronyms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1 8  

5  Rad iation  environment of the  atmosphere  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

5. 1  Rad iation  generation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

5. 2  Effect of secondary parti cles  on  avion ics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

5. 3  Atmospheric neu trons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

5. 3. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21  

5. 3. 2  Atmospheric neu trons  energy spectrum  and  SEE  cross-sections  . . . . . . . . . . . . . . . . . . .  22  

5. 3. 3  Alti tude  variation  of atmospheric neutrons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24  

5. 3. 4  Lati tude  variation  of atmospheric neutrons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25  

5. 3. 5  Thermal  neutrons  wi th in  a i rcraft  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27  

5. 4  Secondary protons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27  

5. 5  Other particles  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

5. 6  Solar enhancements  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29  

5. 7  H igh  a l ti tudes  greater than  60  000  ft  ( 1 8  290  m )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29  

6  Effects  of atmospheric rad iation  on  avion ics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

6. 1  Types  of rad iation  effects  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

6. 2  Sing le  even t effects  (SEEs)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

6. 2. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30  

6. 2. 2  Sing le  even t upset (SEU)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31  

6. 2. 3  Mul tip le  b i t  upset (MBU)  and  mu l ti p le  cel l  upset  (MCU)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31  

6. 2. 4  Sing le  effect trans ients  (SETs)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33  

6. 2. 5  Sing le  even t l atch-up  (SEL)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34  

6. 2. 6  Sing le  even t functional  i n terrupt (SEFI )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34  

6. 2. 7  Sing le  even t burnout  (SEB)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34  

6. 2. 8  Sing le  even t gate  rupture  (SEGR)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

6. 2. 9  Sing le  even t i nduced  hard  error (SHE)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

6. 2. 1 0  SEE poten tia l  ri sks  based  on  fu ture  technology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35  

6. 3  Total  i on is ing  dose  (TID)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  36  

6. 4  Displacement damage  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

7  Gu idance  for system  des igns  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

7. 1  Overview. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  37  

7. 2  System  des ign  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  40  

7. 3  Hardware  cons iderations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41  

7. 4  Electron ic  devices  characterisation  and  control  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

7. 4. 1  Rigour and  d iscipl i ne  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

7. 4. 2  Level  A systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

7. 4. 3  Level  B  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  42  

7. 4. 4  Level  C  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

7. 4. 5  Levels  D  and  E  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

8  Determ ination  of avion ics  s ing le  event effects  rates  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

Copyright International  Electrotechnical  Commission  



I EC 62396-1 : 201 6    I EC  201 6  – 3  – 

8. 1  Main  s i ng le  event effects  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  43  

8. 2  Sing le  even t effects  wi th  l ower even t rates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

8. 2. 1  Sing le  even t burnout  (SEB)  and  s i ng le  even t gate  rupture  (SEGR)  . . . . . . . . . . . . . . . .  44  

8. 2. 2  Sing le  even t transien t (SET)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44  

8. 2. 3  Sing le  even t hard  error (SHE)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

8. 2. 4  Sing le  even t l atch-up  (SEL)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

8. 3  Sing le  even t effects  wi th  h igher even t rates  – S ing le  even t upset data  . . . . . . . . . . . . . . . . . .  45  

8. 3. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45  

8. 3. 2  SEU  cross-section  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  46  

8. 3. 3  Proton  and  neutron  beams  for measuring  SEU  cross-sections  . . . . . . . . . . . . . . . . . . . . . . .  46  

8. 3. 4  SEU  per b i t  cross-section  trends  i n  SRAMs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50  

8. 3. 5  SEU  per b i t  cross-section  trends  and  other SEE  i n  DRAMs  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51  

8. 4  Calcu lating  SEE  rates  i n  avion ics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  53  

8. 5  Calcu lation  of avai labi l i ty of fu l l  redundancy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  54  

8. 5. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  54  

8. 5. 2  SEU  wi th  m i tigation  and  SET . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  54  

8. 5. 3  Firm  errors  and  fau l ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9  Considerations  for SEE  compl iance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 1  Compl iance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 2  Confi rm  the  rad iation  environment for the  avion ics  appl ication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 3  I denti fy the  system  development assurance l evel  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 4  Assess  prel im inary e lectron ic  equ ipment des ign  for SEE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 4. 1  I denti fy SEE-sensi ti ve  e lectron ic  components  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 4. 2  Quanti fy SEE  rates  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 5  Veri fy that the  system  development assurance  l evel  requ irements  are  met 
for SEE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 5. 1  Combine  SEE  rates  for the  en ti re  system  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  55  

9. 5. 2  Management of e lectron ic components  control  and  dependabi l i ty . . . . . . . . . . . . . . . . . .  56  

9. 6  Corrective  actions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  56  

Annex A ( in formative)   Thermal  neu tron  assessment  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  57  

Annex B  ( in formative)   Methods  for ca lcu lating  SEE  rates  in  avion ics  e lectron ics  . . . . . . . . . . . . . . . . . .  58  

B. 1  Proposed  in -the- loop  system  test  – I rrad iating  avion ics  LRU  in  
neu tron/proton  beam,  wi th  ou tpu t fed  in to  ai rcraft  s imu lation  computer . . . . . . . . . . . . . . . . .  58  

B.2  I rrad iating  avion ics  LRU  i n  a  neu tron /proton  beam  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  58  

B.3  Uti l is ing  existi ng  SEE data  for speci fic  electron ic components  on  LRU  . . . . . . . . . . . . . . . . . .  59  

B.3. 1  Neutron  proton  data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  59  

B.3.2  Heavy i on  data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  60  

B.4  Applying  generic SEE data  to  a l l  e lectron ic components  on  LRU  . . . . . . . . . . . . . . . . . . . . . . . . . . .  61  

B.5  Component l evel  laser s imu lation  of s ing le  even t effects  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62  

B.6  Determ ination  of SEU  rate  from  service  mon i toring  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63  

Annex C  ( i n formative)   Review of test faci l i ty avai labi l i ty . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

C. 1  Faci l i t ies  i n  the  USA and  Canada  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

C. 1 . 1  Neutron  faci l i ti es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65  

C. 1 . 2  Proton  faci l i ti es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  66  

C. 1 . 3  Laser faci l i t ies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68  

C.2  Faci l i t ies  i n  Europe  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69  

C.2. 1  Neutron  faci l i ti es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69  

C.2. 2  Proton  faci l i ti es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  71  

C.2. 3  Laser faci l i t ies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  72  

Copyright International  Electrotechnical  Commission  



 – 4  – I EC 62396-1 : 201 6    I EC  201 6  

Annex D  ( i n formative)   Tabu lar description  of variation  of atmospheric   neu tron  flux 
wi th  a l ti tude  and  l ati tude  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  73  

Annex E  ( in formative)   Cons ideration  of effects  at h igher a l ti tudes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  75  

Annex F  ( i n formative)   Pred iction  of SEE  rates  for i ons  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  80  

Annex G  ( i n formative)   Late  news  as  of 201 4  on  SEE  cross-sections  appl icable  to  the  
atmospheric neu tron  envi ronment  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83  

G.1  SEE cross-sections  key to  SEE  rate  calcu lations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83  

G.2  Lim i tations  i n  compi l i ng  SEE  cross-section  data. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83  

G.3  Cross-section  measurements  (figures  wi th  data  from  publ ic l i terature)  . . . . . . . . . . . . . . . . . .  84  

G.4  Conservative  estimates  of SEE  cross-section  data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  84  

G.4. 1  General  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  84  

G.4.2  Sing le  even t upset (SEU)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  85  

G.4.3  Mul tip le  ce l l  upset (MCU)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  87  

G.4.4  Sing le  even t functional  i n terrupt (SEFI )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  88  

G.4.5  Sing le  even t l atch-up  (SEL)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  89  

G.4.6  Sing le  even t transien t (SET)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  91  

G.4.7  Sing le  even t burnout  (SEB)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  92  

Annex H  ( i n formative)   Calcu lati ng  SEE  rates  from  non-wh i te  (non-atmospheric  l ike)  
neu tron  cross-sections  for smal l  geometry e lectron ic components  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  94  

H. 1  Energy thresholds  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  94  

H.2  Nominal  neu tron  fl uxes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  94  

H.3  Calcu lating  even t rates  using  non-atmospheric  l i ke  cross-sections  for smal l  
geometry e lectron ic devices  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  95  

Bibl i ography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  96  

 

F i gu re  1  – Energy spectrum  of atmospheric  neutrons   at  40  000  ft  (1 2  1 60  m ),  l ati tude  
45°   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22  

Figure  2  – Model  of the  atmospheric neu tron  fl ux  variation  wi th  a l ti tude  (see  Annex D)  . . . . . . . .  25  

Figure  3  – Distribu tion  of vertica l  ri g id i ty cu t-offs  around  the  world  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26  

Figure  4  – Model  of atmospheric neu tron  fl ux variation  wi th  l ati tude  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26  

Figure  5  – Energy spectrum  of protons  wi th in  the  atmosphere  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28  

Figure  6  – System  safety assessment process  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38  

Figure  7  – SEE i n  re lation  to  system  and  LRU  effect . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  40  

Figure  8  – Variation  of RAM  SEU  cross-section  as  function  of neu tron /proton  energy . . . . . . . . . . .  48  

Figure  9  – Neutron  and  proton  SEU  bi t  cross-section  data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49  

Figure  1 0  – SEU  cross-section  i n  SRAMs as  function  of the  manufacture  date  . . . . . . . . . . . . . . . . . . . . . .  51  

Figure  1 1  – SEU  cross-section  i n  DRAMs as  function  of manufacture  date  . . . . . . . . . . . . . . . . . . . . . . . . . . .  52  

Figure  E. 1  – I n tegral  l i near energy transfer spectra  i n  s i l i con  at 1 00  000  ft  (30  480  m )  
for cu t-off ri g id i ti es  (R)  from  0  GV to  1 7  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  76  

Figure  E. 2  – I n tegral  l i near energy transfer spectra  i n  s i l i con  at 75  000  ft  (22  860  m)  for 
cu t-off ri g i d i ties  (R)  from  0  to  1 7  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  76  

Figure  E. 3  – I n tegral  l i near energy transfer spectra  i n  s i l i con  at 55  000  ft  ( 1 6  760  m)  for 
cu t-off ri g id i ties  (R)  from  0  GV to  1 7  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  77  

Figure  E. 4  – I n fl uence  of solar modu lation  on  i n tegra l  l inear energy transfer spectra  i n  
s i l i con  at 1 50  000  ft  (45  720  m)  for cu t-off ri g id i ties  (R)  of 0  GV and  8  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  77  

Figure  E. 5  – I n fl uence  of solar modu lation  on  i n tegra l  l inear energy transfer spectra  i n  
s i l i con  at 55  000  ft  (1 6  760  m )  for cu t-off rig i d i ti es  (R)  of 0  GV and  8  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  78  

Copyright International  Electrotechnical  Commission  



I EC 62396-1 : 201 6    I EC  201 6  – 5  – 

Figure  E. 6  – Calcu lated  con tribu tions  from  neutrons,  protons  and  heavy i ons  to  the  
SEU  rates  of the  H i tach i -A 4  Mbi t  SRAM  as  a  function  of a l ti tude  at a  cu t-off ri g i d i ty (R)  
of 0  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  79  

Figure  E. 7  – Calcu lated  con tribu tions  from  neutrons,  protons  and  heavy ions  to  the  
SEU  rates  of the  H i tach i -A 4  Mbi t  SRAM  as  a  function   of a l ti tude  at  a  cu t-off rig i d i ty 
(R)  of 8  GV . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  79  

Figure  F. 1  – Example  d i fferen tia l  LET spectrum  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  81  

Figure  F. 2  – Example  i n tegral  chord  l ength  d istribution  for i sotropic particle  
environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  81  

Figure  G . 1  – Variation  of the  h i gh  energy neu tron  SEU  cross-section  per b i t  as  a  
function  of e lectron ic device  feature  s ize  for SRAMs  and  SRAM  arrays  in  
m icroprocessors  and  FPGAs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  85  

Figure  G . 2  – Variation  of the  h i gh  energy neu tron  SEU  cross-section  per b i t  as  a  
function  of e l ectron ic device  feature  s i ze  for DRAMs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  86  

Figure  G . 3  – Variation  of the  h i gh  energy neu tron  SEU  cross-section   per e lectron ic 
device  as  a  function  of e lectron ic  device  feature  s ize   for NOR and  NAND  type  fl ash  
memories  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  87  

Figure  G . 4  – Variation  of the  MCU/SBU  percentage  as  a  function   of feature  s i ze  based  
on  data  from  many researchers  i n  SRAMs  [43,  45]  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  88  

Figure  G . 5  – Variation  of the  h i gh  energy neu tron  SEFI  cross-section   i n  DRAMs  as  a  
function  of e l ectron ic device  feature  s i ze  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  89  

Figure  G . 6  – Variation  of the  h i gh  energy neu tron  SEFI  cross-section  i n  
m icroprocessors  and  FPGAs  as  a  function  of e lectron ic device  feature  s i ze  . . . . . . . . . . . . . . . . . . . . . . . . . .  90  

Figure  G . 7  – Variation  of the  h i gh  energy neu tron  s i ng le  even t  l a tch -up  (SEL)  cross-
section  i n  CMOS  devices  (SRAMs,  processors)   as  a  function  of e l ectron ic device  
feature  s i ze  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  91  

Figure  G . 8  – S ing le  even t burnou t (SEB)  cross-section  i n  power e lectron ic  devices   
(400  V to  1  200  V)  as  a  function  of d ra in -source  vol tage  (VDS)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  92  

 

Table  1  – Nomenclature  cross  reference  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39  

Table  B. 1  – Sources  of h i gh  energy proton  or neu tron  SEU  cross-section  data  . . . . . . . . . . . . . . . . . . . . .  60  

Table  B. 2  – Some models  for the  use  of heavy i on  SEE  data   to  calcu late  proton  SEE  
data   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  61  

Table  D . 1  – Variation  of 1  MeV to  1 0  MeV neu tron  flux in   the  atmosphere  wi th  a l ti tude  . . . . . . . .  73  

Table  D . 2  – Variation  of 1  MeV to  1 0  MeV neu tron  flux in   the  atmosphere  wi th  l ati tude  . . . . . . . .  74  

Table  G . 1  – I n formation  re levant  to  neu tron- induced  SET . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  92  

Table  H . 1  – Approximate  SEU  energy thresholds  for SRAM-based  devices. . . . . . . . . . . . . . . . . . . . . . . . . . .  94  

Table  H . 2  – Neutron  fluxes  above d i fferent  energy thresholds   (40  000  ft,  l ati tude  45° )  . . . . . . . . .  94  

 

Copyright International  Electrotechnical  Commission  



 – 6  – I EC 62396-1 : 201 6    I EC  201 6  

INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
PROCESS MANAGEMENT FOR AVIONICS –  
ATMOSPHERIC RADIATION  EFFECTS  –  

 
Part 1 :  Accommodation  of atmospheric radiation  effects  via   
s ingle  event effects  with in  avionics  electronic equipment 

 
FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  S tandards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by  I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  con tent  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi b le  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  d amage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t  ri gh ts.  I EC shal l  not  be  hel d  responsibl e  for i denti fyi ng  any or a l l  such  paten t  ri gh ts .  

I n ternational  Standard  I EC  62396-1  has  been  prepared  by I EC  techn ica l  committee  1 07:  
Process  management for avion ics.  

Th is  second  ed i ti on  cancels  and  replaces  the  fi rst ed i tion  publ ished  i n  201 2.  Th is  ed i tion  
consti tu tes  a  techn ical  revis ion .  

Th is  ed i ti on  i ncludes  the  fol l owing  s i gn i fican t techn ical  changes  wi th  respect to  the  previous  
ed i tion :  

a)  removed ,  i n  C lause  7  re lated  to  system  des ign ,  reference to  l evel  A Type I  and  Type I I  
(system  and  references).  As  Clause  7  i s  now for gu idance,  ”shal l ”  s tatements  have  been  
changed  to  “shou ld ”  and  i n  9 . 5 . 2  the  requ i rement for e lectron ic component management i s  
cl ari fied ;  
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b)  a l l  curren t defi n i ti ons  i ncluded  i n  C lause  3  are  those  used  wi th in  the  I EC 62396  fam i l y of 
documents;  

c)  i ncorporated  in  Annex G  re lated  to  new technology or l atest news  reference  to  some new 
papers  and  i ssues  wh ich  have  appeared  s ince  201 1 ;  

d )  solar flares  and  extreme space weather reference  added  in  5 . 6  to  a  proposed  fu ture  
Part  6 ;  

e)  reference  added  in  7 . 1  to  a  proposed  new Part  7  on  i ncorporati ng  atmospheric rad iation  
effects  anal ys is  i n to  the  system  design  process;  

f)  reference added  i n  6. 2 . 1 0  d )  to  a  proposed  fu ture  Part 8  on  other particles  i nclud ing  
protons ,  p ions  and  muons;  

g )  cl ari fication  on  calcu lati ng  even t rates  where  cross-sections  have  been  obtained  wi th  non-
atmospheric rad iation  l i ke  neu tron  sources,  add i tion  of a  new Annex H ,  and  changes  to  5. 3  
and  8 . 2 .  

The  text of th is  standard  is  based  on  the  fol lowing  documents:  

FDIS  Report  on  voti ng  

1 07/271 /FDIS  1 07/275/RVD  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  s tandard  can  be  found  i n  the  report on  
voting  ind icated  in  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D i recti ves,  Part 2 .  

A l i st  of a l l  the  parts  i n  the  I EC  62396  series,  publ ished  under the  general  ti tl e  Process 
management for avionics – Atmospheric radiation effects,  can  be  found  on  the  I EC websi te .  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ icati on  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  wh ich  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore  print  th is  document using  a  
colour printer.  
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INTRODUCTION  

This  industry-wide  I n ternational  Standard  i n forms avion ics  systems designers,  e lectron ic  
equ ipment manufacturers,  component  manufacturers  and  thei r customers  of the  kind  of 
i on is ing  rad iation  environment that thei r devices  wi l l  be  subjected  to  i n  a i rcraft,  the  poten tia l  
effects  th is  rad iation  envi ronment can  have  on  those  devices,  and  some general  approaches  
for deal i ng  wi th  these  effects .  

The  same atmospheric rad iation  (neu trons  and  protons)  that i s  responsib le  for the  rad iation  
exposure  that crew and  passengers  acqu i re  wh i l e  fl yi ng  i s  a lso  responsib le  for causing  the  
s i ng le  event  effects  (SEE)  i n  the  avion ics  e lectron ic equ ipment.  There  has  been  much  work  
carried  ou t over the  l ast few years  re lated  to  the  rad iation  exposure  of a i rcraft passengers  and  
crew.  A standard ised  i ndustry approach  on  the  effect of the  atmospheric neutrons  on  
e lectron ics  shou ld  be  viewed  as  cons istent wi th ,  and  an  extens ion  of,  the  on-going  acti vi ties  
re lated  to  the  rad iation  exposure  of a i rcraft  passengers  and  crew.  

Atmospheric rad iation  effects  are  one  factor that cou ld  con tribute  to  equ ipment hard  and  soft 
fau l t  rates.  From  a  system  safety perspective,  us ing  derived  fau l t rate  va lues,  the  existi ng  
methodology described  i n  ARP4754A (accommodation  of hard  and  soft fau l t rates  i n  general )  
wi l l  a lso  accommodate  atmospheric  rad iation  effect rates.  

I n  add i ti on ,  th is  I n ternational  Standard  refers  to  the  JEDEC Standard  JESD  89A,  wh ich  re lates  
to  soft errors  i n  e l ectron ics  by atmospheric rad iation  at ground  l evel  (at a l ti tudes  l ess  than  
1 0  000  ft  (3  040  m)).  
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PROCESS MANAGEMENT FOR AVIONICS –  
ATMOSPHERIC RADIATION  EFFECTS  –  

 
Part 1 :  Accommodation  of atmospheric radiation  effects  via   
s ingle  event effects  with in  avionics  electronic equipment 

 
 
 

1  Scope 

This  part of I EC 62396  i s  i n tended  to  provide  gu idance on  atmospheric rad iation  effects  on  
avion ics  e lectron ics  used  in  a i rcraft  operati ng  at a l ti tudes  up  to  60  000  ft  ( 1 8, 3  km).  I t  defines  
the  rad iation  environment,  the  effects  of that envi ronment on  e lectron ics  and  provides  des ign  
cons iderations  for the  accommodation  of those  effects  wi th in  avion ics  systems.  

Th is  I n ternational  Standard  i s  i n tended  to  he lp  avion ics  equ ipment manufacturers  and  
designers  to  standard ise  thei r approach  to  s ing le  even t effects  i n  avion ics  by provid ing  
gu idance,  l ead ing  to  a  s tandard  methodology.  

Deta i ls  of the  rad iation  environment are  provided  together wi th  identi fication  of potentia l  
problems caused  as  a  resu l t  of the  atmospheric rad iation  received .  Appropriate  methods  are  
g iven  for quanti fying  s i ng le  event  effect (SEE)  rates  i n  e lectron ic  components.  The  overal l  
system  safety methodology shou ld  be  expanded  to  accommodate  the  s i ng le  event effects  
rates  and  to  demonstrate  the  su i tabi l i ty of the  e lectron ics  for the  appl ication  at the  component 
and  system  level .  

2  Normative references  

The fol l owing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl ies .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  any 
amendments)  appl i es .  

I EC TS  62239-1 : 201 5 ,  Process management for avionics – Management plan – Part 1 :  
Preparation and maintenance of an electronic components management plan 

I EC 62396-2: 201 2,  Process management for avionics – Atmospheric radiation effects – 
Part 2: Guidelines for single  event effects testing for avionics systems 

IEC 62396-3,  Process management for avionics – Atmospheric radiation effects – Part 3:  
System design optimization to accommodate the  single event effects (SEE)  of atmospheric 
radiation 

IEC 62396-4: 201 3,  Process management for avionics – Atmospheric radiation effects – 
Part 4:  Design of high voltage aircraft electronics managing potential single event effects  

I EC 62396-5,  Process management for avionics – Atmospheric radiation effects – Part 5:  
Assessment of thermal neutron fluxes and single  event effects in avionics systems 

EIA-4899,  Standard for Preparing an Electronic Components Management Plan 

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  
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NOTE  Users  of th i s  i n ternati onal  s tandard  can  use  a l ternati ve  defi n i ti ons  cons isten t  wi th  conventi on  wi th i n  thei r 
compan ies.  

3.1   
aerospace  recommended  practice  
documents  re lati ng  to  avion ics  wh ich  are  publ ished  by the  Society of Automotive  Eng ineers  
(SAE)  

3.2   
analogue  single  event transient  
ASET 
spurious  s ignal  or vol tage  produced  at the  ou tpu t of an  analogue  component by the  deposi tion  
of charge  by a  s i ng le  particle  

3.3   
avai labi l i ty 
probabi l i ty that a  system  is  working  at i nstan t t,  regard less  of the  number of times  i t  may have  

previous l y fa i l ed  and  been  repaired   

Note  1  to  en try:  For equ i pment,  avai l abi l i ty i s  the  fraction  of time  the  equ ipment  i s  fu nctional  d i vi ded  by the  tota l  
t ime  the  equ ipment  i s  expected  to  be  operational ,  i . e.  the  time  the  equ ipment  i s  functional  p l us  any repai r t ime.  

3.4   
avion ics  equ ipment environment 
<aeronau tical  equ ipment>  appl icable  envi ronmental  cond i ti ons  (as  described  per the  
equ ipment speci fication)  that  the  equ ipment i s  able  to  wi thstand  wi thou t l oss  or degradation  in  
equ ipment performance  during  a l l  of i ts  manufacturing  cycle  and  maintenance  l i fe   

Note  1  to  en try:  The  l ength  of the  main tenance  l i fe  i s  d efi ned  by the  equ ipment manufacturer i n  con junction  wi th  
customers.  

3.5   
capable  

abi l i ty of a  component  to  be  used  successfu l l y i n  the  i n tended  appl ication  

3.6   
certi fied  
assessed  and  compl ian t  to  an  appl icable  standard ,  wi th  main tenance of a  certi ficate  and  
reg istration   

3.7   
characterisation  
process  of testi ng  a  sample  of components  to  determ ine  the  key e lectrica l  parameter values  
that  can  be  expected  of a l l  produced  components  of the  type  tested  

3.8   
component appl ication  
process  that assures  that the  component meets  the  design  requ irements  of the  equ ipment in  
wh ich  i t  i s  used  

3.9   
component manufacturer 

organ isation  responsib le  for the  component  speci fi cation  and  i ts  production  

3. 1 0   
cou ld  not dupl icate  
CND  

reported  outcome of d i agnostic testing  on  a  p iece  of equ ipment  

Note  1  to  en try:  Fo l l owing  receipt  of an  error or fau l t  message  du ri ng  operati on ,  the  error or fau l t  cond i ti on  cou l d  
not  be  repl i cated  du ri ng  subsequent  equ ipment testi ng   (see  I EC 62396-3).  
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3. 1 1   
cri tical  charge  
smal lest  charge  that wi l l  cause  an  SEE  i f i n j ected  or deposi ted  i n  the  sens i ti ve  volume  

Note  1  to  en try:  For many e l ectron ic components ,  the  un i t  appl i ed  i s  the  pi co  cou l omb (pC);  however,  for smal l  
geometry components,  th i s  parameter i s  measured  i n  femto  cou lomb (fC).  

3.1 2   
cross-section   

σ  
< i n  proton  and  neutron  in teractions>  combination  of sens i ti ve  area  and  probabi l i ty of an  
i n teraction  deposi ting  the  cri tical  charge  for a  SEE  

Note  1  to  en try:  The  cross-section  may be  calcu l ated  us ing  the  fol l owi ng  formu la:  

σ  =  number of errors/parti cl e  fl uence  

Note  2  to  en try:  The  un i ts  for cross-section  are  cm 2  per e l ectron ic component or per b i t.  

3.1 3   
double  error correction  triple  error detection  
DECTED 
system  or equ ipment methodology to  test a  d i g i ta l  word  of in formation  to  determ ine  i f i t  has  
been  corrupted ,  and  i f corrupted ,  to  cond i ti onal l y appl y a  correction  

Note  1  to  en try:  Th i s  methodology can  correct  two-bi t  corruptions  and  can  detect  and  report  th ree-bi t  corruptions .  
(Used  wi th i n  I EC 62396-3. )  

3.1 4  
d ig i tal  sing le  event transient  
DSET 
spurious  d i g i tal  s i gnal  or vol tage,  i nduced  by the  deposi ti on  of charge  by a  s ing le  particle  that  
can  propagate  th rough  the  ci rcu i t  path  during  one  clock cycle  

Note  1  to  en try:  See  6 . 2 . 4.  

3.1 5   
electron  
elementary particle  having  a  mass  of approximatel y 1 /1  840  atom ic mass  un i ts ,  and  a  

negative  charge  of 1 , 602  ×  1 0–1 9  C 

3.1 6   
electronic  components  management plan   
ECMP 
equ ipment manufacturer's  document that defines  the  processes  and  practices  for appl ying  
e lectron ic components  to  an  equ ipment or range  of equ ipment  

Note  1  to  en try:  General l y,  i t  add resses  a l l  re l evan t aspects  of the  con trol l i n g  components  du ri ng  system  design ,  
development,  production ,  and  post-production  support.  

3.1 7   
electronic  component  
electrical  or e l ectron ic device  that i s  not subj ect to  d isassembly wi thou t destruction  or 
impai rmen t of des ign  use   

EXAMPLE  Resistors ,  capaci tors ,  d i odes,  i n tegrated  ci rcu i ts ,  hybri ds,  appl i cation  speci fi c  i n tegrated  ci rcu i ts ,  
wound  components  and  re lays.  

Note  1  to  en try:  An  e l ectron ic  component i s  sometimes  cal l ed  e l ectron ic d evice,  e l ectron ic part,  or p i ece  part.  

3.1 8   
electronic  equ ipment 
i tem  produced  by the  equ ipment manufacturer,  wh ich  i ncorporates  e lectron ic components  
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EXAMPLE  End  i tems,  sub-assembl ies,  l i ne-replaceable  un i ts  and  shop-rep laceable  un i ts .  

3.1 9   
electronic  fl ight  instrumentation  system   
EFIS  
avion ics  e lectron ic  system  requ i ri ng  system  development assurance l evel  A and  for wh ich  the  
p i l ot wi l l  be  wi th in  the  l oop  (wi th in  the  control  l oop)  th rough  the  p i lot/system  in formation  
exchange  

3.20   
expert  
person  who  has  demonstrated  competence to  appl y knowledge and  ski l l  to  the  speci fic 
subj ect  

3.21   
fi rm  error 

<sem iconductor commun i ty>  c i rcu i t ce l l  fa i l u re  wi th in  an  e lectron ic component that cannot be  
reset other than  by rebooting  the  system  or by cycl i ng  the  power 

Note  1  to  en try:  Such  a  fai l u re  can  man i fest  i tsel f as  a  soft  fau l t  i n  that  i t  cou ld  provide  no  fau l t  found  du ri ng  
subsequent  test  and  impact the  val ue  for the  MTBUR of the  LRU .  

Note  2  to  en try:  See  a l so  soft  error.  

3.22   
fi rm  fau l t  

<aircraft function  l evel>  fa i l u re  that cannot be  reset other than  by rebooting  the  system  or by 
cycl ing  the  power to  the  re levant functional  e lement   

Note  1  to  en try:  Such  a  fau l t  can  impact  the  value  for the  MTBF  of the  LRU  and  provide  no  fau l t  found  d u ri ng  the  
subsequent  test.  

3.23   
fl y-by-wire   
FBW 
avion ics  e lectron ic  system  requ i ri ng  system  development assurance l evel  A and  for wh ich  the  
p i l ot wi l l  not  be  wi th in  the  a i rcraft s tabi l i ty con trol  l oop  

3.24  
functional  hazard  assessment  
FHA 

assessment of a l l  hazards  against a  set  of defi ned  hazard  classes  

3.25   
g iga electron  vol t  
GeV 
energy gained  when  an  e lectron  is  accelerated  by an  e lectric poten tia l  of 1 09  vo l ts ,  that i s ,  
rad iation  particle  energy of g i ga  e lectron  vol ts  ( thousand  m i l l i on  e lectron  vol ts)  

Note  1  to  en try:  The  S I  equ ivalent  energy i s  1 60, 2  p i co  j ou l es.  

3.26   
gray  
Gy  
SI  un i t  of i on is ing  rad iation  dose,  defined  as  the  absorption  of one  j ou le  (J )  of rad iation  energy 
per one  ki l ogram  (kg)  of matter 

Note  1  to  en try:  Rel ated  un i ts  are  cen ti g ray (cGy)  and  rad .  1  cGy i s  equal  to  1  rad .  
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3.27   
hard  error 
permanent or sem i-permanen t damage of a  cel l  by atmospheric rad iation  that i s  not  
recoverable  even  by cycl i ng  the  power off and  on  

Note  1  to  en try:  Hard  errors  can  i ncl ude  SEB,  SEGR and  SEL.  Such  a  fau l t  wou ld  be  man i fest  as  a  hard  fau l t  and  
can  impact the  val ue  for the  MTBF  of the  LRU .  

3.28   
hard  fau l t  

<aircraft  function  level>  permanent fa i l u re  of a  component wi th in  an  LRU   

Note  1  to  en try:  A hard  fau l t  resu l ts  i n  the  removal  of the  LRU  affected  and  the  replacement  of the  permanentl y  
damaged  component before  a  system/system  arch i tectu re  can  be  restored  to  fu l l  fu ncti onal i ty.  Such  a  fau l t  can  
impact  the  value  for the  MTBF  of the  LRU  repai red .  

3.29   
heavy ion  
posi tivel y charged  nucleus  of the  e lements  heavier than  h ydrogen  and  hel ium  

3.30   
in -the-loop   
test methodology where  an  LRU  is  p l aced  wi th in  a  rad iation  beam  that provides  a  s imu lation  
of the  atmospheric neu tron  envi ronment and  where  the  i npu ts  to  the  LRU  can  be  from  an  
e lectron ic fixture  external  to  the  beam  to  enable  a  closed  l oop  system  

Note  1  to  en try:  The  el ectron ic fi xtu re  can  con tain  a  host  computer for the  a i rcraft  s imu lation  model .  The  
e lectron ic fi xtu re  can  a l so  contain  appropri ate  s i gnal  cond i ti on i ng  for compatibi l i ty wi th  the  LRU .  I n  the  case  of an  
au tomatic  con tro l  function ,  the  ou tpu ts  from  the  LRU  can  be,  i n  tu rn ,  sent  to  an  actuati on  means  or d i rectl y to  the  
host  computer.  The  host  computer wou ld  au tomatical l y cl ose  a  stabi l i ty l oop  (as  i n  the  case  of a  fl y-by-wi re  control  
system).  I n  the  case  of a  navigation  function ,  the  ou tpu ts  from  the  LRU  cou ld  be  sent  to  a  d i splay system  where  the  
pi l ot  cou l d  then  cl ose  the  navigation  l oop.   

3.31   
in tegrated  modular avion ics   
IMA 
implementation  of a i rcraft functions  in  a  mu l ti task computing  environment where  the  
computations  for each  speci fic system  implementing  a  particu lar function  are  confined  to  a  
parti tion  that  i s  execu ted  by a  common  compu ting  resource  (a  s i ng le  d i g i ta l  e lectron ic ci rcu i t)  

3.32   
latch-up  
tri ggering  of a  paras i tic  p-n -p-n  ci rcu i t  i n  bu lk  CMOS,  resu l ting  i n  a  state  where  the  paras i tic  
l atched  current exceeds  the  hold ing  current   

Note  1  to  en try:  Th i s  state  i s  main tained  wh i l e  power i s  appl i ed .   

Note  2  to  en try:  Latch-up  can  be  a  parti cu l ar case  of a  soft  fau l t  (fi rm /soft  error)  or i n  the  case  where  i t  causes  
electron ic component damage,  a  hard  fau l t.  

3.33   
l inear energy transfer 
LET 

energy deposi ted  per un i t  path  l ength  i n  a  sem iconductor a long  the  path  of the  rad iation  

Note  1  to  en try:  The  u n i ts  appl i cabl e  are  MeV ⋅cm 2 /mg .  

3.34  
l inear energy transfer threshold  
LETth  
for a  g i ven  component,  the  m in imum  LET to  cause  an  effect at a  particle  fl uence  of 

1  ×  1 07  i ons ⋅cm–2  
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3.35   
l ine  replaceable  un i t  
LRU  

piece  of equ ipment that  may be  replaced  during  the  main tenance cycle  of the  system  

3.36   
mega  electron  vol t  
MeV 
energy gained  when  an  e lectron  i s  accelerated  by an  e lectric poten tia l  of 1 06  vo l ts ,  that i s ,  
rad iation  particle  energy of mega  electron  vol ts  (m i l l i on  e lectron  vol ts)  

Note  1  to  en try:  The  S I  equ ivalent  energy i s  1 60, 2  femto  j ou le.  

3.37   
mean  time  between  fai lure  
MTBF 
measure  of re l i abi l i ty,  wh ich  i s  the  mean  time between  fa i lu re  of equ ipment or a  system  in  
service   

Note  1  to  en try:  MTBF  i s  a  term  from  the  worl d  a i rl i nes’  techn ical  g l ossary referri ng  to  the  mean  time  between  
fa i l u re  of equ i pment  or a  system  i n  service  such  that  i t  genera l l y requ i res  the  repl acement  of a  damaged  
component  before  a  system/system  arch i tectu re  can  be  res tored  to  fu l l  functional i ty and  thus  i t  i s  a  measure  of 
re l i abi l i ty requ i rements  for equ i pment  or systems.  

3.38   
mean  time  between  unschedu led  removals  
MTBUR 
measure  of re l i ab i l i ty,  wh ich  i s  the  mean  time  between  unschedu led  removal  of equ ipment or 
a  system  in  service   

Note  1  to  en try:  MTBUR i s  a  term  from  the  worl d  a i rl i nes ’  techn ical  g l ossary referri ng  to  the  mean  time  between  
unschedu led  removal  of equ ipment  or a  system  i n  service  that  can  be  the  resu l t  of soft  fau l ts  and  thus  i s  a  measure  
of rel i abi l i ty for equ ipment or systems.  MTBUR va lues  can  have  a  major impact on  a i rl i ne  operati onal  costs .  

3.39   
mu ltiple  bi t  upset 
MBU  
energy deposi ted  i n  the  s i l i con  of an  e lectron ic component by a  s ing le  i on ising  particle  and  
wh ich  causes  upset  to  more  than  one  b i t  i n  the  same word   

Note  1  to  en try:  The  defi n i ti on  of MBU  has  been  updated  d ue  to  the  i n troduction  of the  defi n i ti on  of MCU ,  mu l ti p l e  
cel l  upset.   

3.40   
mu ltiple  cel l  upset  
MCU  
energy deposi ted  i n  the  s i l i con  of an  e lectron ic component by a  s ing le  i on ising  particle  and  
wh ich  i nduces  several  b i ts  i n  an  i n tegrated  ci rcu i t  ( IC)  to  upset at  one  time  

3.41   
neutron  

elementary particle  wi th  atom ic mass  number of one  and  wh ich  carries  no  charge   

Note  1  to  en try:  I t  i s  a  consti tuen t  of every atom ic  nucleus  except  h yd rogen .  

3.42   
no  fau l t  found  
NFF  

reported  outcome of d iagnostic testing  on  a  p iece  of equ ipment  

Note  1  to  en try:  Fol l owi ng  rece ipt  of an  error or fau l t  message  d uri ng  operation ,  the  equ ipment  i s  found  to  be  fu l l y  
functional  and  wi th i n  speci fi cation  d uri ng  subsequent equ i pment  testi ng .   See  I EC 62396-3.  
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3.43   
particle  fluence  

<un id i rectional  beam  of particles>  n umber of particles  cross ing  the  un i t surface  area  at  right  
ang les  to  the  beam   

Note  1  to  en try:  For i sotrop ic fl u x,  th i s  i s  the  number en teri ng  a  sphere  of un i t  cross-sectional  area.  

Note  2  to  en try:  The  u n i ts  appl i cabl e  are  parti cl e ⋅cm –2 .  

3.44  
particle  flux 

fluence  rate  per un i t  time   

Note  1  to  en try:  The  u n i ts  appl i cabl e  are  parti cl e ⋅cm –2 ⋅s–1 .  

3.45   
pion  
sub-atom ic particle   

Note  1  to  en try:  The  charge  possib i l i ti es  are  (+1 ,  –1 ,  0 )  and  they are  produced  by energeti c  nuclear i n teractions.  

Note  2  to  en try:  The  term  “pi -meson”  can  be  used  i n  l i eu  of “pi on ”  i n  some documents  or standards.  

3.46   
prel iminary system  safety assessment 
PSSA 
systematic evaluation  of a  proposed  system  arch i tecture  and  implementation  based  on  the  
functional  hazard  assessment and  fa i l u re  cond i tion  class i fication  to  determ ine  safety 

Note  1  to  en try:  See  ARP4761 : 1 996,  2 . 2  [1 26] 1 .  

3.47   
proton  
elementary particle  wi th  an  atom ic mass  number of one  and  a  pos i ti ve  e lectric charge  and  
wh ich  i s  a  consti tuent  of a l l  atom ic nucle i  

3.48   
rel iabi l i ty 
R(t)  
for a  system  wi th  constant fai l u re  rate,  the  cond i tional  probabi l i ty that a  system  wi l l  remain  
operational  over the  time  i n terval  0  to  t  g i ven  by:  

R(t)  =  e  –λt and  λ  =  1 /MTBF  

3.49   
ri sk 
measure  of the  poten tia l  i nabi l i ty to  ach ieve  overal l  program  objecti ves  wi th in  defined  cost,  
schedu le,  and  techn ical  constrain ts  

3.50   
s ing le  bi t  upset  
SBU  

<sem iconductor device>  rad iation  absorbed  by the  e lectron ic componen t wh ich  is  su fficien t to  
change  a  s ing le  ce l l ’ s  l og ic s tate   

Note  1  to  en try:  After a  new wri te  cycle,  the  ori g i nal  s tate  can  be  recovered .  

___________ 

1   Numbers  i n  square  brackets  refer to  the  B i bl i ography.  
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3.51   
sing le  event burnout 
SEB  
burnou t of a  powered  e lectron ic component or part thereof as  a  resu l t of the  energy 
absorption  tri ggered  by an  i nd ividual  rad iation  event  

3.52   
sing le  error correction ,  double  error detection  
SECDED  
system  or equ ipment methodology to  test a  d i g i ta l  word  of i n formation  to  determ ine  i f i t  has  
been  corrupted ,  and  i f corrupted ,  to  cond i ti onal l y appl y a  correction  

Note  1  to  en try:  Th i s  methodology can  correct  one-bi t  corruption  and  can  detect  and  report  two-bi t  corruptions.  

3.53   
s ing le  event effect  
SEE  
response of a  component caused  by the  impact of a  s ing le  particle  (for example  galactic  
cosm ic rays,  so lar energetic  particles,  energetic neu trons  and  protons)   

Note  1  to  en try:  The  range  of responses  can  i ncl ude  both  non-destructi ve  (for example  upset)  and  destructi ve  (for 
example  l atch -up  or gate  ruptu re)  phenomena.  

3.54  
s ing le  event functional  in terrupt 
SEFI  
occurrence of an  upset,  usual l y i n  a  complex e lectron ic component  (e. g .  a  m icroprocessor) ,  
such  that a  control  path  is  corrupted ,  l ead ing  the  e lectron ic component  to  cease  to  function  
properl y 

Note  1  to  en try:  Th i s  effect  has  sometimes  been  referred  to  as  l ockup,  i nd icati ng  that  sometimes  the  e l ectron ic 
component  can  be  pu t  i n to  a  “frozen ”  state  (see  6 . 2 . 6).  

Note  2  to  en try:  SEFI  can  be  recoverab le  by resetti ng  the  confi gu rati on  reg i ster (F/F)  to  d efau l t  va l ues.  

3.55   
s ing le  event gate  rupture  
SEGR 

<gate  of a  powered  i nsu lated  gate  component>  rad iation  charge  absorbed  by the  e lectron ic 
component,  wh ich  i s  sufficien t to  cause  gate  ruptu re  and  i s  destructive  

3.56   
sing le  event latch-up  
SEL 
i n  an  e lectron ic componen t contain ing  a  m in imum  of 4  sem iconductor layers  (p-n-p-n),  fixed  
state  of a  component that occurs  when  the  rad iation  absorbed  by the  component i s  sufficien t 
to  cause  a  node  wi th in  the  powered  sem iconductor component to  be  held  whatever in put i s  
appl ied  un ti l  the  component i s  de-powered   

Note  1  to  en try:  S i ng le  event  l a tch -up  can  be  destructi ve  or non-destructi ve.   

Note  2  to  en try:  The  i on i zati on  deposi ted  by the  i n teraction  of a  s i ng le  parti cl e  of rad iation  i n  an  e l ectron i c  
component  causes  tri ggering  of a  parasi ti c  p-n -p-n  ci rcu i t  i n  sem iconductor materia l s  ( i n cl ud ing  bu lk  CMOS)  to  
occur,  resu l ti ng  i n  a  s tate  where  the  parasi ti c  l atched  curren t  exceeds  the  hol d i ng  cu rrent;  th i s  s tate  i s  main tai ned  
wh i l e  power i s  appl i ed .  S i ng le  event  l atch -up  can  be  a  parti cu lar case  of a  soft  fau l t  (fi rm /soft  error)  or i n  the  case  
where  i t  causes  el ectron ic component d amage,  a  hard  fau l t.   

3.57   
s ing le  event transient  
SET 
momentary vol tage  excursion  (vol tage  spike)  at a  node  i n  an  in tegrated  ci rcu i t caused  by a  
s ing le  energetic  particle  strike   
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Note  1  to  en try:  The  speci fi c  terms  ASET (anal ogue  s i ng le  even t trans ien t)  and  DSET (d i g i tal  s i ng l e  event  
transien t)  may be  used .   

Note  2  to  en try:  See  6 . 2 . 4.  

3.58   
s ing le  event upset  
SEU  

<sem iconductor componen t>  rad iation  absorbed  by the  e lectron ic componen t wh ich  i s  
su fficient to  change a  cel l ’s  l og ic  state   

Note  1  to  en try:  After a  new wri te  cycle,  the  ori g i nal  s tate  can  be  recovered .  

Note  2  to  en try:  A l og ic  cel l  may be  a  memory bi t  cel l ,  reg i ster b i t  ce l l ,  l atch  cel l ,  etc.  

3.59   
s ing le  hard  error 
SHE  
single  event induced  hard  error 
rad iation  ( in  a  s i ng le  even t)  absorbed  by the  e lectron ic component,  wh ich  i s  sufficient to  
cause  a  permanent  stuck-bi t  i n  the  component,  and  a  hard  error wi th in  the  equ ipment  

3.60   
soft  error 
erroneous  ou tpu t s i gnal  from  a  latch  or memory cel l  that can  be  corrected  by perform ing  one  
or more  normal  functions  of the  e lectron ic  componen t conta in ing  the  l atch  or memory cel l  

Note  1  to  en try:  As  common ly used ,  the  term  refers  to  an  error caused  by rad iation  or e l ectromagneti c  pu l ses  and  
not  to  an  error associated  wi th  a  phys ical  defect  i n troduced  du ri ng  the  manufactu ri ng  process.   

Note  2  to  en try:  Soft  errors  can  be  generated  from  SEU ,  SEFI ,  MBU ,  MCU ,  and  or SET.  The  term  SER has  been  
adopted  by the  commercial  i ndustry wh i l e  the  more  speci fi c  terms  SEU ,  SEFI ,  etc. ,  are  typica l l y used  by the  
avi on ics ,  space  and  m i l i tary e l ectron ics  commun i ti es.  

Note  3  to  en try:  The  term  “soft  error”  was  fi rst  i n troduced  (for DRAMs  and  I Cs)  by May and  Woods  of I n te l  i n  thei r 
Apri l  1 978  paper at  the  I EEE  I n ternational  Re l i ab i l i ty Physics  Symposium  ( IRPS)  [1 35]  and  the  term  “s i ng le  even t 
upset”  was  i n troduced  by Guenzer,  Wol i cki  and  Al l as  of Naval  Research  Laboratory,  Wash ing ton  DC,  i n  thei r 1 979  
I EEE  Nuclear &  Space  Rad iati on  Effects  Conference  (NSREC)  paper [1 36] .   

3.61   
soft  fau l t  

<aircraft function  l evel>  characteristic of i nval id  d ig i ta l  l og ic cel l (s)  s tate  changes  wi th in  d i g i ta l  
hardware  e lectron ic ci rcu i try 

Note  1  to  en try:  I t  i s  a  fau l t  that  does  not  i nvol ve  repl acement of a  permanentl y d amaged  component  wi th i n  an  
LRU  bu t  i t  does  i n vo lve  restori ng  the  l og ic  cel l s  to  val i d  s tates  before  a  system/system  arch i tectu re  can  be  restored  
to  fu l l  functional i ty.  Such  a  fau l t  cond i ti on  has  been  suspected  i n  the  "no  fau l t  found"  synd rome  for functions  
implemented  wi th  d i g i ta l  technology and  i t  can  probably impact  the  val ue  for the  MTBUR of the  i nvol ved  LRU .  I f a  
soft  fau l t  resu l ts  i n  the  m istaken  repl acement  of a  component wi th i n  the  LRU,  the  repl acement  can  impact  the  value  
for the  MTBF  of the  LRU  repai red .   

Note  2  to  en try:  Log ic  cel l (s)  i ncl ude(s)  l og ic  gates  and  memory e lements.  

3.62   
solar energetic particle  event 
SEP event 
enhancement of solar particles  (protons,  i ons  and  some neu trons)  caused  by solar flare  
acti vi ty or coronal  mass  ejections   

Note  1  to  en try:  The  enhancement can  l ast  from  a  few hours  to  several  days.  A smal l  fraction  has  su ffi cien tl y  
energeti c  spectra  to  produce  s i gn i fi can tl y enhanced  secondary neutron  fl u xes  i n  the  atmosphere.  

3.63   
substi tute  component 
component used  as  a  replacement i n  equ ipment after the  equ ipment des ign  has  been  
approved   
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Note  1  to  en try:  I n  some contexts,  the  term  “a l ternate  component”  i s  used  to  descri be  a  substi tu te  component  that  
i s  “equal  to  or better than ”  the  ori g i na l  component.  

3.64  
system  safety assessment 
SSA 

assessment performed  to  veri fy compl iance  wi th  the  safety requ i rements  

3.65   
system  
col l ection  of hardware  and  software  e lements  that implement a  speci fic a i rcraft function  or set 
of a i rcraft  functions  

3.66   
total  ion ising  dose  
TID  
cumulative  rad iation  dose  that goes  i n to  ion ization  that i s  received  by an  e lectron ic  
component  during  a  speci fi ed  period  of t ime  

3.67   
total  mi tigation   
1 00  % mi tigation   
mitigation  ach ieved  for certa in  types  of SEE  by control  of certa in  stressors  wi th in  defined  
parameters  i n  the  appl ication  

Note  1  to  en try:  For example  SEL  and  SEB  can  be  1 00  %  m i ti gated  by l im i ti ng  suppl y vol tage  below the  th reshold  
where  SEL and  SEB  occur.  

3.68   
val idation  
method  of confi rmation  of component rad iation  to lerance by the  equ ipment manufacturer,  
when  there  i s  no  i n -service  data  from  prior use  or rad iation  data  from  a  test  l aboratory 

3.69   
wh ite  neutron  source  
source  provid ing  energetic neutrons  wi th  a  wide  range  of energ ies ,  the  spectrum  of wh ich  i s  
s im i l ar to  that of the  natural  a tmospheric or terrestria l  rad iation  up  to  the  maximum  energy of 
the  source  

4 Abbreviations  and  acronyms 

AC advisory ci rcu lar 

AIR atmospheric i on izing  rad iation  

AN ITA Atmospheric- l ike  Neutrons  from  th ick TArget (TSL,  Sweden)  

ARP aerospace  recommended  practices  

ASET analogue  s i ng le  even t transient  

ASIC  appl ication  speci fic  i n tegrated  ci rcu i t  

BL1 A,  BL1 B,  BL2C  beam  l ine  designations  at the  TRIUMF faci l i ty (Canada)  [see  
IEC 62396-2]  

BIT  bu i l t- i n  test  

BPSG  borophosphosi l icate  g lass  

CECC CENELEC e lectron ic  components  committee   

CMOS  complementary meta l  oxide  sem iconductor 

COTS  commercia l -off-the-shel f 

D-D  deu terium-deuterium  
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DOE  Departmen t of Energy (USA)  

DRAM  dynam ic random  access  memory 

DSET d ig i ta l  s i ng le  event  transien t  

DSP  d ig i ta l  s ignal  processor 

D-T  deu terium-tri ti um   

DUT device  under test  

E energy 

ECMP electron ic componen ts  management p lan  

EDAC error detection  and  correction  

EEPROM  electrica l l y erasable  programmable  read  on ly memory [see  
IEC 62396-2]  

EPROM  electrical l y programmable  read  on l y memory [see  I EC 62396-3]  

EF IS  e lectron ic fl i gh t i nstrumentation  system  

ESA European  Space Agency 

eV e lectron  vol t  

EXPACS  EXcel -based  Program  for calcu lati ng  Atmospheric Cosm ic-ray 
Spectrum  

FBW fl y-by-wi re  

FHA functional  hazard  assessment 

FIT  fai l u re  i n  t ime  

FPGA fie l d  programmable  gate  array 

GCR galactic  cosm ic rays  

GeV g iga  e lectron  vol t  

GLE  ground  l evel  event  

GNEIS  Gatch ina  Neutron  Spectrometer (Russ ia)  [used  wi th in  I EC  62396-2]  

GSFC Goddard  Space  F l ight  Center 

GV g iga  vol t  (ri g i d i ty un i t)  

HW hardware  

IBM  I n ternational  Bus iness  Mach ines  

IC  i n tegrated  ci rcu i t   

I CE  i rrad iation  of ch ip  and  e lectron ics  (WNR) 

IEEE  I nsti tu te  of E lectrical  and  E lectron ics  Eng ineers  

I EEE  Trans.  Nucl .  Sci .  I EEE  Transactions  on  Nuclear Science  

IGBT i nsu lated  gate  b ipolar trans istor 

IGRF  I n ternational  Geomagnetic Reference F ie l d  

IMA i n tegrated  modu lar avion ics  

IRPP  i n tegra l  rectangu lar paral l elepiped  

IUCF  I nd iana  Un ivers i ty Cyclotron  Faci l i ty (USA)  

JEDEC JEDEC Sol id  State  Technology Association  

JESD  JEDEC standard  

JPL  Jet  Propu ls ion  Laboratory (USA)  

LANSCE   Los  Alamos  Neu tron  Science  Center (USA)  

LET l inear energy transfer 

LETth  l i near energy transfer th reshold  
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LRU  l ine  replaceable  un i t  

MBU  mu l tip le  b i t  upset  ( in  the  same word)  

MCU  mu l tip le  ce l l  upset  

MeV mega e lectron  vol t  

MOSFET metal  oxide  sem iconductor fie l d  effect  transistor 

MTBF  mean  time between  fai l u re  

MTBUR mean  time between  unschedu led  removals  

NASA National  Aeronau tica l  and  Space  Adm in istration  (USA)  

PCN  product change  noti fication  

PI F  Proton  I rrad iation  Faci l i ty (TRIUMF,  Canada)  

PNPI  Petersburg  Nuclear Phys ics  I nsti tu te  (Russ ia)  [see  I EC  62396-2]  

PSG  phosphosi l icate  g lass  [used  wi th in  I EC  62396-2]  

PSI  Pau l  Scherrer I nsti tu te  (Swi tzerland)  

PSSA pre l im inary system  safety assessment 

PWM pu lse  wid th  modu lator 

QARM  Quotid  Atmospheric Rad iation  Model  

QMN  quasi  mono-energetic  neutrons  

RADECS  RADiation  Effects  on  Componen ts  and  Systems  

rad  deprecated  Gauss ian-cgs  (centimeter-gram-second)  un i t  of 
rad iation  absorbed  dose  

RAL  Ru therford  Appleton  Laboratory 

RAM  random  access  memory 

RCNP Research  Center of Nuclear Phys ics  (Osaka,  J apan)  [used  wi th in  
I EC 62396-2]  

RPP   rectangu lar paral l elepiped  

SAFETI  Systems  and  Airframe Fai lure  Emu lation  Testing  and  I n tegration  

SBU  s ing le  b i t  upset  

SC  stacked  capaci tance  

SDRAM  synchronous  d ynam ic random  access  memory 

SEB  sing le  even t burnout  

SECDED  sing le  even t correction  double  even t detection  

SEDR sing le  even t d ie lectric  rupture  

SEE  sing le  even t effect  

SEFI  s i ng le  even t functional  i n terrupt  

SEGR sing le  even t gate  rupture  

SEL  si ng le  even t l atch-up  

SEP  solar energetic particles  

SER soft error rate  

SET si ng le  even t trans ien t  

SEU  sing le  even t upset 

SHE  sing le  even t i nduced  hard  error  

SRAM  static random  access  memory 

SSA system  safety assessment 

SSEEM  segmented  secondary e lectron  em ission  mon i tor 
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SW software  

TIC trench  i n ternal  capaci tance  

TID  tota l  ion izing  dose  

TNF  TRIUMF neu tron  faci l i ty (TRIUMF,  Canada)  

TRIUMF  Tri -Un ivers i ty Meson  Faci l i ty (Canada)  

TSL  Theodor Svedberg  Laboratory (Sweden)  

WNR Weapons  Neutron  Research  Los  Alamos  National  l aboratory (USA)  

5 Radiation  environment of the atmosphere  

5.1  Rad iation  generation  

The atmosphere  is  penetrated  by a  fl ux of various  charged  and  neu tra l  particles  that i n  
combination  create  a  complex ion is ing  rad iation  envi ronment.  These  parti cles  are  created  by 
the  i n teraction  of the  con ti nuous  s tream  of primary cosm ic ray particles  wi th  the  atoms  i n  the  
atmosphere  (main l y n i trogen  and  oxygen),  and  so  are  cal led  secondary cosm ic rays.  The  
primary cosm ic rays  are  usual l y referred  to  as  ga lactic cosm ic rays  (GCR),  i nd icating  that 
thei r ori g i ns  are  beyond  that of the  solar system.  

The  galactic cosm ic rad iation  i s  composed  of atom ic nucle i  that have  been  completel y ion ised  
(fu l l y stripped  of their e l ectrons)  and  subsequentl y accelerated  to  very h igh  energ ies.  GCR 

cons ist of about 83  %  protons,  1 6  %  a lpha  parti cles  and  < 2  %  heavy i ons  (particles  wi th  
atom ic number Z  >  2 ) .  As  the  primary cosm ic rays,  main l y very h igh-energy protons,  bombard  
the  atmosphere,  they create  a  cascade  of secondary,  tertiary,  e tc. ,  particles  from  the ir 
i n teractions  wi th  the  atoms  of the  atmosphere.  Thus,  for each  primary cosm ic ray en tering ,  
many more  secondary particles  are  created .  At a  very approximate  l evel ,  the  flux of i ncom ing  

primary cosm ic rays  at  the  top  of the  atmosphere  i s  3  particle ⋅cm -2 ⋅s -1 ,  and  at a i rcraft  
a l ti tudes,  the  fl ux of a l l  secondary parti cles  i s  abou t 1 0  particle ⋅cm -2 ⋅s -1 .  The  densi ty of the  
l owest portion  of atmosphere  is  so  h i gh ,  that most of the  flux of particles  i s  absorbed ,  so  that 

at  sea  l evel  the  nom inal  fl ux of secondary particles  i s  less  than  0, 1  particle ⋅cm -2 ⋅s -1 .  

The  fl ux of secondary particles  i s  not un i form  around  the  earth  due  to  the  effect of the  earth ’s  
magnetic fie l d  that i s  at ri gh t ang les  to  the  particle  d i rection  at the  equator.  Particles  cross  
fie l d  l i nes  at  righ t ang les  at the  equator and  are  ben t away,  wh i l e  at  the  poles  they travel  
paral l el  to  the  fi el d  and  are  not deflected .  As  a  resu l t the  primary cosm ic rays  are  able  to  
penetrate  in to  the  atmosphere  more  read i l y near the  magnetic poles  and  they i n teract wi th  the  
atoms i n  the  atmosphere  creating  l arger numbers  of cascade  particles .  

5.2  Effect of secondary particles  on  avion ics  

Some of the  secondary particles  can  i n teract  wi th  e lectron ic devices  wi th in  a i rcraft  avion ics  
systems and  cause  s ing le  event effects  (SEEs)  i n  the  devices.  These  secondary particles  
deposi t  enough  charge  through  the  recoi ls  they create  wi th in  a  sens i ti ve  portion  of a  device  to  
resu l t i n  a  mal function  of the  device.  I t  has  been  found  that neutrons,  protons  and  p ions  are  
the  main  particles  that can  cause  these  effects .  

5.3  Atmospheric  neutrons  

5.3. 1  General  

Neutrons  are  the  secondary cosm ic ray parti cles  that have  been  shown  to  be  main l y 
responsib le  for caus ing  s i ng le  event upsets  (SEUs)  i n  memories  and  other electron ic devices  
on  ai rcraft s ince  the  early 1 990s.  Th is  identi fication  of the  neu trons  as  the  main  cause  of the  
SEUs  was  based  on  several  d i fferent kinds  of corre lations:   

a)  the  variations  of the  upset rates  against a l ti tude  and  geograph ic lati tude  fol l owed  the  
variation  of the  neutron  fl ux wi th  a l ti tude  and  l ati tude;   
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b)  neu tron- induced  SEU  rates  calcu lated  us ing  SEU  cross-sections  measured  in  a  l aboratory 
and  i n tegrated  wi th  the  neu tron  flux i n  the  atmosphere  agreed  wi th  measured  i n -fl i ght SEU  
rates;  and   

c)  upset rates  at ground  l evel  due  to  secondary neu trons  are  proportional  to  rates  at a i rcraft  
a l ti tudes.  For the  neu trons,  as  wel l  as  a l l  for the  secondary parti cles  wi th in  the  
atmosphere,  the  variation  of the  particle  fl ux wi th  three  parameters  (energy,  a l ti tude  and  
l ati tude)  i s  most  importan t for understand ing  the  variation  of the  SEU  rate.  

5.3.2  Atmospheric  neutrons  energy spectrum  and  SEE cross-sections  

5.3.2 .1  Natural  energy spectrum  of atmospheric neutrons  

The energy variation  of the  atmospheric neu trons  i s  usual l y presen ted  by p lotti ng  the  
d i fferentia l  flux (fl ux per un i t  energy i n terval )  as  a  function  of energy,  wh ich  is  often  cal led  the  
spectrum  (see  F igure  1 ) .  Monte  Carlo  generated  spectra  have  produced  the  fol lowing  

fractions  < 1  MeV 0 , 53;  1  MeV to  1 0  MeV 0 , 2 ;  >  1 0  MeV 0 , 27.  The  fi ts  quoted  below may g ive  
sl igh tl y d i fferen t va lues.  Measurements  of the  energy spectrum  of the  cosm ic ray neu trons  
have  been  made  s ince  the  1 950s  us ing  a  variety of techn iques.  I n  F igure  1  four neu tron  
spectra  at an  a l ti tude  of approximatel y 40  000  ft  (1 2 , 2  km)  are  p lotted .  These  i nclude  the  
orig inal  measurements  made by Hess  i n  1 959  [1 ] ,  a  ca lcu lation  by Armstrong  i n  1 973  [2 ] ,  a  fi t  
to  measurements  by Hewi tt et  a l  at  NASA in  1 977  [3] ,  and  the  recen t DOE measurements  by a  
fi t  to  measurement by Goldhagen  i n  an  ER-2  a i rcraft d uring  1 997  [4] .   

 

Figure  1  – Energy spectrum  of atmospheric neutrons   
at  40  000  ft  (1 2  1 60  m) ,  l ati tude 45°   

A fi t  to  the  NASA Ames Research  Center’s  1 974  fl i ght data  (energy (E)  up  to  300  MeV)  that 

had  been  used  in  the  past has  been  mod i fied  for energy >  300  MeV using  the  more  recen t  
measurement data.  I t  shou ld  be  noted  that when  th is  d i fferen tia l  fl ux i s  i n tegrated  for energy 

1 0  MeV,  the  i n tegrated  neu tron  fl ux is  ~5  600  neu tron ⋅cm -2 ⋅h -1  wh ich  can  be  rounded  up  to  
6  000  neutron ⋅cm -2 ⋅h -1 .  Th is  nom inal  h igh  energy neutron  flux of 6  000  neu tron ⋅cm -2 ⋅h -1  at  
40  000  ft  (1 2, 2  km)  and  geograph ic l ati tude  45°  may be  treated  as  a  typical  or nom inal  i n -
fl i ght envelope  and  scaled  for d i fferen t avion ics  appl ications  (for example,  for a l ti tude  
variation  per measurements) .  The  mod i fied  spectrum  is  g i ven ,  wi th  energy i n  MeV,  as   

dN/dE  =  0, 346E–0, 922  ×  exp  (–0,01 52( lnE)2)   E  <  300  MeV neu tron  / cm 2  ⋅  s  ⋅  MeV (1 )  
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I t  shou ld  be  noted  that when  th is  d i fferential  fl ux i s  in tegrated  for energy >  1 0  MeV,  the  
i n tegrated  neutron  fl ux i s  ~5  600  neu tron ⋅cm -2 ⋅h -1  wh ich  can  be  rounded  up  to  

6  000  neu tron ⋅cm -2 ⋅h -1 .  Th is  nom inal  h igh  energy neutron  flux of 6  000  neu tron ⋅cm -2 ⋅h -1  at  
40  000  ft  (1 2, 2  km)  and  geograph ic l ati tude  45°  may be  treated  as  a  typ ical  or nom inal  i n -
fl i gh t envelope  and  scaled  for d i fferen t avion ics  appl ications  (for example,  for a l ti tude  
variation  as  in  5 . 3. 3  and  for la ti tude  variation  as  i n  5. 3 . 4) .  For lower energ ies,  the  model  g ives  

a  fl ux of 3  200  neu tron ⋅cm -2 ⋅h -1  for 1  MeV <  E  <  1 0  MeV,  wi th  1  600  neu tron ⋅cm -2 ⋅h -1  i n  the  
range  of 1  MeV<  E  <  3  MeV and  1  600  neutron ⋅cm -2 ⋅h -1  i n  the  range  of 3  MeV <  E  <  1 0  MeV.  
Th is  fl ux of 6  000  neu tron ⋅cm -2 ⋅h -1  for E  >  1 0  MeV is  conservative  by a  factor of approximatel y 
2  compared  to  the  ER-2  a i rcraft measurement resu l ts .  At ground  level  the  flux is  
approximatel y a  factor of 300  l ower than  at 40  000  ft  (1 2, 2  km),  thus  on  the  ground ,  the  flux 

for energy >  1 0  MeV is  20  neu tron ⋅cm -2 ⋅h -1 ,  [5]  and  th is  agrees  wi th  an  i ndependentl y derived  
calcu lation  for New York Ci ty [6] .  

The  greater than  1 0  MeV neutrons  wi l l  be  the  dom inant cause  of SEE  on  sens i ti ve  e lectron ic 
devices  wi th  geometric feature  s i ze  above 1 50  nm ,  however for devices  wi th  feature  s ize  at  
and  below 1 50  nm  the  con tribu tion  of neutrons  wi th  energy between  1  MeV and  1 0  MeV may 
be  s i gn i fican t.  Therefore  for e lectron ic device  feature  s izes  1 50  nm  and  below the  effects  due  

to  neutrons  wi th  energy i n  the  range  1  MeV <  E  < 1 0  MeV shal l  be  included  when  ca lcu lating  
SEE rates.   

I n  order to  make re levant SEE  ca lcu lations  for e lectron ic devices  wi th  feature  s i zes  below 
1 50  nm ,  i t  can  be  va luable  to  understand  how the  avai lable  SEE  cross-section(s)  was/were  
determ ined .   

5.3.2 .2  Whi te  neutron  spectrum  cross-sections   

I f the  avai l able  cross-section(s)  was/were  determ ined  from  neu tron  experiments  where  a  
wh i te  neu tron  energy spectrum  representative  of the  atmospheric spectrum  was  used  (the  test 

beam  includes  neu trons  wi th  energy i n  the  range  1  MeV  <  E  < 1 0  MeV and  above  1 0  MeV,  
representative  of the  atmospheric spectrum),  the  experimental  resu l ts  i nclude  SEE  caused  by 

neu trons  wi th  energy in  the  range  1  MeV  <  E  < 1 0  MeV.  Therefore,  the  calcu lated  cross-
section  includes  those  SEE con tributions  from  neutrons  wi th  energy i n  the  range  

1  MeV  <  E  < 1 0  MeV ( i f any).  For those  cross-sections,  the  neu tron  fl uence  reference energy 
orig inal l y used  to  ca lcu late  the  cross-section  ( i f JESD  89A is  used ,  the  neu tron  fluence  at  
1 0  MeV is  speci fied)  provides  the  key for the  appl icable  energy range  for the  use  of neutron  
flux that wi l l  yi e ld  appropriate  use  cond i ti on  SEE  rates.  Faci l i ti es  wh ich  provide  h igh  energy 
wh i te  neutron  rad iation  sources  i nclude  WNR,  TRIUMF (TNF),  I SI S  (RAL),  AN ITA (TSL)  and  
terrestria l  faci l i t ies .   

Because  a  cross-section  measured  wi th  a  wh i te  spectrum  atmospheric neu tron  beam  contains  
SEE  contribu tions  at l ower energ ies,  the  wh i te  neu tron  spectrum  cross-section  can  be  used  
wi thout mod i fications  for al l  energy ranges  covered  by the  cross-section  tests .  For example,  
for cross-sections  measured  i n  a  wh i te  neutron  spectrum  beam  and  fo l lowing  JESD  89A 
(JESD 89A speci fies  the  cross-section  be  calcu lated  us ing  the  1 0  MeV fl uence) ,  the  nom inal  

neu tron  fl ux at 1 0  MeV of 6  000  neu tron ⋅cm -2 ⋅h -1 ,  may be  used  to  determ ine  the  appropriate  
SEE  rate.  Thus  the  nom inal  event rate  for such  cross-sections  (E > 1 0  MeV)  is  g iven  by:   

Nom inal  event rate  =  cross-section  (E > 1 0  MeV)  ×  6  000  even ts  per hour 

Sometimes  the  wh i te  neu tron  cross-sections  are  quoted  for neu trons  wi th  energy above  

1  MeV,  and  the  nom inal  even t rate  for such  cross-sections  (E >1  MeV)  is  then  g i ven  by:   

Nom inal  event  rate  =  cross-section  (E > 1  MeV)  ×  9  200  events  per hour 

Using  cross-sections  and  fl uxes  based  on  a  >  1  MeV threshold  i n troduces  add i tional  
uncertain ty.  Therefore,  th is  shou ld  on l y be  done  i f,  for some reason ,  the  >  1 0  MeV cross-
section  i s  unavai lab le.  
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5.3.2 .3  Non-white  neutron  spectrum  cross-sections  or unknown  cross-sections   

For cases  where  the  SEE  cross-sections  were  measured  by methods  where  the  SEE  

con tribu tions  from  neutrons  wi th  energy i n  the  range  1  MeV  <  E  < 1 0  MeV poten tia l l y have  not 
been  i ncluded ,  the  contribu tions  from  these  lower energy ranges  can  be  estimated  for some  
electron ic devices  by us ing  an  enhanced  fi gure  for neu tron  flux i n  the  error rate  calcu lation .  
Non-atmospheric spectrum  beam  types  i nclude  mono-energetic proton  beams and  quas i -
mono-energetic neu tron  beams.  Because  beam  spectra  are  not representati ve  of the  natural  
atmospheric rad iation  spectra  the  to lerance on  the  error rate  is  l arger than  i n  5 . 3 . 2. 2 .   

•  For e lectron ic devices  wi th  feature  s ize  above 1 60  nm  the  nom inal  SEE  rate  is  ca lcu lated  

us ing  the  E  >  1 0  MeV cross-section  and  nom inal  neu tron  flux of 6  000  neu tron ⋅cm -2 ⋅h -1 .  
For feature  s i zes  above 1 60  nm  th is  fl ux is  considered  to  be  sufficien tl y conservative  to  
accommodate  the  effects  from  lower energy neutrons.  

•  For electron ic devices  wi th  geometric feature  s i ze  1 60  nm  and  below the  effects  due  to  
l ower energy neu trons  shal l  be  i ncluded ,  and  consideration  of the  l ow energy thresholds  
for smal ler geometry devices  is  provided  i n  Annex H .  Table  H . 1  provides  the  approximate  
neu tron  energy thresholds  versus  e lectron ic  device  technology feature  s i ze.  Table  H . 2  
provides  the  recommended  nom inal  neu tron  fluxes  for d i fferen t e lectron ic device  
technology feature  s i zes  when  using  non-wh i te  neu tron  (non-atmospheric l i ke)  rad iation  
sources.  The  method  to  calcu late  nom inal  even t rates  for the  smal l er geometry e lectron ic 
devices  is  g iven  i n  Clause  H . 3.   

NOTE  1  The  ori g i nal  gu i dance  based  on  reference  [7]  that  the  con tri bu ti on  from  the  1  MeV  <  E  <1 0  MeV neutrons  
to  the  overal l  SEE  rate  i s  1 0  %  i s  no  l onger recommended  for the  smal l er geometry e l ectron i c devices.   

NOTE  2  The  val ues  of neu tron  fl u x g i ven  i n  Tabl e  H . 2  can  be  scaled  to  other a l ti tudes  and  l ati tudes,  us i ng  the  
Tables  D. 1  and  D. 2 .  

5.3.3  Al ti tude variation  of atmospheric  neutrons  

The a l ti tude  variation  of the  atmospheric neu tron  derives  from  the  competi tion  between  the  
various  production  and  removal  processes  that affect how the  neutrons  and  the  i n i tiati ng  
cosm ic rays  i n teract  wi th  the  atmosphere.  The  resu l t i s  a  maximum  in  the  flux at about  
60  000  ft  (1 8, 3  km),  cal l ed  the  Pfotzer maximum  that  can  be  seen  i n  F igu re  2 .  The  fi gure  
compares  the  a l ti tude  variation  of the  1  MeV to  1 0  MeV neu tron  flux.  A much  more  ri gorous  
approach  was  taken  by NASA-Lang ley in  developing  a  model  that i s  curren tl y cal l ed  AIR [1 0 ] .  
I t  u ti l i sed  measurements  made on  a i rcraft d uring  the  1 960s  and  1 970s,  and  developed  a  
model  that  g i ves  the  1  MeV to  1 0  MeV neu tron  flux as  a  function  of th ree  parameters,  the  

atmospheric depth  (g ⋅cm -2) ,  vertica l  rig i d i ty cu t-off (GV)  and  solar weather cond i ti ons.   

A s ti l l  more  rigorous  model  has  been  developed  based  on  extens ive  ca lcu lations  i ncorporating  
three  key steps,  the  calcu lation  of the  i n i tia l  cosm ic ray spectrum ,  the  ri g i d i ty cu t-off 
ca lcu lation  and  a  Mon te  Carlo  code  to  generate  and  transport the  secondary particle  rad iation  
th rough  the  atmosphere.  Th is  code  package is  ca l l ed  the  Quotid  Atmospheric Rad iation  Model  
(QARM)  [1 2 ]  and  i t  can  be  accessed  and  u ti l i sed  via  the  I n ternet l i nk [1 1 ] .  I t  can  provide  
estimates  of the  secondary cosm ic ray particle  fluxes  and  spectra  at a l l  l ocations  for a l l  
particles  includ ing  neu trons  and  protons.  A s im i l ar code  package  that i s  a lso  avai l ab le  via  the  
I n ternet i s  ca l led  EXPACS  (Excel -based  programme for calcu lati ng  atmospheric cosm ic-ray 
spectrum  [1 3] ) ,  and  is  based  on  anal ytica l  functional  fi ts  to  Monte  Carlo-generated  spectra  
[1 4] .  QARM  and  EXPACS yie l d  s im i lar resu l ts  for the  atmospheric neu tron  spectrum  [1 5] .  
Pred icted  SEU  rates  i n  the  atmosphere  based  on  us ing  QARM  for s ix d i fferen t SRAMs are  
about a  factor of 2  l ower than  rates  calcu lated  us ing  the  neutron  spectrum  (see  5. 3. 2)  i n  th is  
standard  [1 5] .   
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Figure 2  – Model  of the  atmospheric  neutron  flux  
variation  with  al ti tude  (see  Annex D)  

A tabu lar description  of the  variation  of a tmospheric neu tron  fl ux wi th  a l ti tude  and  a lso  wi th  
l ati tude  as  g i ven  by the  Boeing  model  i s  provided  i n  Annex D  to  enable  calcu lation  of neu tron  
flux at various  fl i gh t l ocati ons.  

5.3.4  Lati tude variation  of atmospheric  neutrons  

The  l ati tude  variation  is  expressed  i n  terms  of the  vertical  rig i d i ty cu t-off (R) ,  i n  un i ts  of GV.  

The  ri g i d i ty cu t-offs  i nd icate  the  requ ired  ri g id i ty (essentia l l y the  particle  momentum  d ivided  
by i ts  charge)  of primary cosm ic ray particles  needed  to  penetrate  to  a  g i ven  l ocation  above  
the  atmosphere.  At the  equator,  where  the  magnetic  fie ld  i s  at  ri ght  ang les  to  particle  
d i rection ,  i t  requ i res  parti cles  wi th  the  h i ghest ri g id i ty (R  ~  1 5  GV)  to  penetrate  to  th is  reg ion ,  

and  where  i t  i s  paral l e l  to  the  particle  d i rection ,  near the  poles,  particles  wi th  R  <  1  GV can  
reach .  The  geograph ica l  d is tribu tion  of the  vertical  ri g i d i ty cu t-offs  around  the  world  at an  
a l ti tude  of 20  km  [1 6 ]  i s  shown  i n  F igure  3 .   

F igu re  3  shows  the  d istribu tion  of vertical  ri g id i ty cu t-off curves  across  the  g lobe  based  on  the  
1 980  epoch  that was  developed  i n  [1 6] ,  combin ing  measurements  and  calcu lations,  wi th  the  
ri g id i ty cu t-offs  being  averaged  over geograph ical  l ong i tude  for each  5°  i n  geograph ical  
l ati tude.  The  reference  [1 6]  au thors  updated  their ri g id i ty cu t-off model  wi th  a  new set of data  
from  the  year 1 995 and  i t  i s  tabu lated  i n  JESD  89A.  Th is  newer set of calcu lations  and  
measurements  produced  a  model  wi th  ri g i d i ty values  wi th in  1 °  ×  1 °  accuracy.  These  ri g i d i ty 
values  were  averaged  over broader angu lar b i ns  (5°  i n  l a ti tude  ×  1 5°  i n  long i tude)  and  these  
averaged  values  are  tabu lated  in  Annex A of JESD  89A: 2006.  Based  on  a  comparison  of the  
updated  ri g i d i ty values  from  JESD  89A (1 995 epoch)  wi th  the  o lder values  i n  F igure  3  (1 980  
epoch),  the  rig i d i ty cu t-off va lues  have  decreased  s l i gh tl y.  A comparison  was  carried  ou t at a  
l ong i tude  of 0°  and  for l a ti tudes  rang ing  between  30°  and  60° .  I n  most cases  the  change  was  
a  decrease  of ~0 , 1 5  to  0, 2  i n  the  overal l  vertical  ri g id i ty across  al l  l ati tude  levels .  S ince  the  
change in  ri g id i ty was  approximatel y constan t,  the  percentage  change was  much  h igher at 

h igher l ati tudes  where  the  absolu te  value  of the  ri g i d i ty i s  smal l er.  Thus,  for l ati tudes  <  50° ,  
the  percentage  decrease  was  <  5  % ,  for 50°  to  55°  i t  was  between  5  %  and  7  % ,  and  for 60°  i t  
was  ~1 5  % .  These  variations  in  the  vertical  rig id i ty cu t-offs  due  to  changes  i n  the  geomagnetic 
fie ld  over a  1 5-year period  appear to  be  smal l  enough  to  i nd icate  that the  correspond ing  
change i n  the  atmospheric neutron  flux wi l l  be  re lati ve l y smal l ,  and  F igure  3  i s  s ti l l  usefu l .  
Fu l l y up  to  date  cu t-off rig id i ti es  are  avai lable  through  the  QARM  model  [1 2 ]  us ing  trajectory 
i n tegrations  i n  the  l atest IGRF magnetic fie l d  p l us  external  source  terms  dependent on  the  
geomagnetic d isturbance  i ndex (Kp)  us ing  the  Tsyganenko 2001  model .  The  QARM  model  
can  be  accessed  and  u ti l i sed  via  the  i n ternet l i nk [1 1 ] .  These  ri g i d i ti es  can  be  computed  on-
l ine  for any se lected  location .  For fl i ght path  calcu lations  a  set of 49  pre-calcu lated  maps  is  
used .  Geomagnetic d istu rbances  can  s i gn i fican tl y l ower the  cu t-off ri g id i ty (by about a  factor 2  
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for Kp  =  6  for a  1  GV cut-off at  zero  d isturbance).  The  i n fl uence  on  particle  fl uxes  can  be  
about  1 0  %  for galactic  cosm ic rays  bu t by factors  of 5  or more  during  solar particle  even ts.  

 

Figure 3  – Distribution  of vertical  rig id i ty cut-offs  around  the  world  

Two models  are  a lso  avai l able  for the  variation  of the  1  MeV to  1 0  MeV neu tron  fl ux as  a  
function  of l ati tude,  a  s impl i fi ed  Boeing  model  and  the  NASA-Lang ley AIR model .  The  
s impl i fied  Boeing  model  i s  based  on  measurements  made i n  a i rcraft during  the  1 960s,  i n  
particu lar pole-pole  lati tude  surveys  aboard  a  Boeing  707  ai rcraft  [1 7] .  The  i n i ti a l  data  was  
g iven  as  the  neutron  fl ux as  a  function  of the  verti cal  ri g id i ty cu t-off.  Based  on  the  observation  
i n  F igure  3  that the  ri g i d i ty cu t-offs  exh ib i t  their main  vari ation  wi th  l ati tude,  the  vertica l  cu t-
offs  were  averaged  over geograph ical  l ong i tude  for each  5°  in  geograph ical  l ati tude.  These  
con tours  are  evolving  wi th  time due  to  the  Earth 's  chang ing  geomagnetic  fie l d .  Th is  a l l owed  
the  measured  1  MeV to  1 0  MeV neu tron  fl ux,  orig inal l y g iven  as  a  function  of rig i d i ty cu t-off,  to  
be  converted  to  a  curve  of the  1  MeV to  1 0  MeV neu tron  fl ux as  a  function  of l ati tude  and  th is  
i s  shown  i n  F igure  4.  

 

Figure  4 – Model  of atmospheric  neutron  flux variation  with  l ati tude  
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The  variation  of the  neu tron  fl ux wi th  a l ti tude  shown  i n  F igure  2  for energ ies  1  MeV to  1 0  MeV 
has  a lso  been  shown  to  appl y for neutrons  wi th  h igher energ ies  [9] .  Therefore  F igure  2  and  

F igu re  4  can  be  used  to  scale  the  greater than  1 0  MeV neu tron  flux of 6  000  neutron ⋅cm -2 ⋅h -1  
wh ich  appl ies  at 40  000  ft  (1 2 , 2  km)  and  45°  l ati tude  to  other a l ti tudes  and  l ati tudes.  I t  shou ld  
be  noted  that there  is  a  strong  dependence of cu t-off rig i d i ty and  hence particle  fl uxes  on  
l ong i tude  and  th is  i s  shown  i n  the  QARM  model .  For example,  at  45°  l ati tude  there  i s  a  factor 
5  variation  in  cu t-off rig id i ty wi th  l ong i tude  and  th is  trans lates  i n to  a  factor 3  variation  i n  
neu tron  fluxes  from  galactic  cosm ic rays.  

The  1  MeV to  1 0  MeV neutrons  have  a  s ign i fican t SEE  con tribu tion  for e lectron ic devices  wi th  
geometries  1 50  nm  and  below (see  5. 3. 2) .  

5.3.5  Thermal  neutrons  with in  ai rcraft  

Thermal  neu trons  are  low energy neu trons  that have  scattered  sufficien tl y to  be  i n  thermal  
equ i l ibri um  wi th  thei r surround ings.  At  room  temperatures  th is  l eads  to  an  average  energy of 
0 , 025  eV.  The  majori ty of the  thermal  neu trons  ins ide  the  a i rcraft  are  created  by the  
i n teraction  of the  a i rcraft structure  and  a l l  of i ts  con ten ts  wi th  the  h igher energy neu trons  
wi th in  the  atmosphere.  Thermal  neu trons  can  be  s ign i ficant because  they have  a  very h i gh  
probabi l i ty of i n teracti ng  wi th  certa in  i sotopes,  such  as  boron  1 0  (B1 0),  and  boron  is  present 
i n  m icroelectron ics  i n  two main  areas,  as  a  p  dopant,  and  i n  some forms  of the  g lass ivation  
l ayer,  for example  borophosphosi l icate  g lass.  Thus,  a  0 , 025  eV neu tron  in teracting  wi th  a  B1 0  
atom  leads  to  two charged  particles  i n  an  e lectron ic device  wi th  a  combined  2 , 3  MeV of 
energy;  i f th is  energy i s  deposi ted  wi th in  the  sensi ti ve  volume of an  e lectron ic device,  i t  can  
l ead  to  SEU .  

To  date,  on l y one  study has  attempted  to  calcu late  the  thermal  neu tron  flux wi th in  an  
aeroplane  [1 8] .  The  h ydrogenous  materia ls  wi th in  an  aeroplane,  the  fue l ,  the  passengers ,  the  
crew and  the  baggage,  a l l  serve  to  thermal ise  the  h i gher energy neutrons.  An  enti re  l arge  
commercia l  a i rl i ner was  model l ed  i n  terms  of 20  sub-volumes,  some extremely l arge.  Even  
wi th  th is  crude  model  the  calcu lations  were  very usefu l ,  showing  that at  the  several  l ocations  
wi th in  the  aeroplane  that were  reported  upon ,  the  thermal  neutron  fl ux was  about  a  factor of 
1 0  h igher than  i t  i s  j ust ou ts ide  the  aeroplane.  The  number of measurements  of SEU  cross-
sections  i n  e lectron ic devices  i nduced  by thermal  neu trons  is  very l im i ted  (see  8. 3 . 3) ,  bu t  
more  recent references  s i gn i ficantl y expand  on  th i s  data  [1 9,  20,  21 ,  22 ] .   

The  subj ect of thermal  neu tron  effects  is  covered  i n  more  deta i l  i n  I EC  62396-5.  

5.4  Secondary protons  

Charged  particles  have  a lso  been  measured  i n  the  atmosphere,  most of wh ich  are,  l ike  the  
neu trons,  cosm ic ray secondaries ,  from  the  i n teraction  of the  primary cosm ic rays  wi th  the  
oxygen  (O)  and  n i trogen  (N )  nucle i  i n  the  ai r.  The  secondary protons  can  cause  s i ng le  event 
effects  i n  e lectron ics  i n  a  manner very s im i lar to  that of the  neu trons.  The  d istribution  of 
secondary protons  i s  s im i lar to  that of neu trons,  especia l l y wi th  respect to  energy and  a l ti tude.  
The  energy spectrum  of the  atmospheric protons  i s  s im i l ar to  that of the  neutrons,  as  seen  i n  
F igu re  5,  wh ich  contains  proton  measurements  at two mounta in  tops  (US  and  Russia,  [23 ,  
24 ] )  and  from  one  bal l oon  experiment [24] .  The  mountain-top  data  i nd icates  a  peaking  in  the  
d i fferentia l  proton  flux at  about 200  MeV to  300  MeV.  F igure  5  shows that for energ ies  up  to  
about  500  MeV,  the  secondary protons  i n  the  atmosphere  are  abou t 20  %  to  30  %  of the  fl ux 
of the  neutrons,  bu t at  h i gher energ ies  the  proton  and  neu tron  fl uxes  are  comparable.  
Measurements  have  shown  that for secondary protons  i n  the  energy range  

1 00  MeV <  E  <  750  MeV,  the  variation  wi th  al ti tude  is  very s im i l ar to  that of the  neutrons  [25] ,  

i . e . ,  there  i s  a  maximum  at ~80  g ⋅cm -2  (55  000  ft  (1 6, 8  km)),  the  Pfotzer maximum.  Wi th  
respect to  the  l ati tude  variation  there  is  a  s l i ght decrease  i n  the  tota l  atmospheric proton  flux 
of abou t a  factor of 2  i n  traversing  from  the  polar to  equatorial  reg ions,  wh ich  i s  less  
pronounced  than  the  lati tude  variation  wi th  neutrons.  Therefore,  for purposes  of calcu lating  
SEE  rates  in  the  atmosphere,  s ince  the  neutron  flux dom inates  and  the  suggested  flux of 

6  000  neutron ⋅cm -2 ⋅h -1  (E  >  1 0  MeV)  is  conservative,  the  contribution  of the  protons  to  the  
SEE  rate  can  be  cons idered  as  being  i ncluded  wi th in  the  neutron- induced  SEE  rate.  
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Nevertheless  as  d iscussed  in  6 . 2. 1 0 ,  i tem  c),  i n  the  low energy domain ,  protons  may i n teract  
through  ion ization  and  contribu te  to  the  error rate  of technolog ies  below 90  nm .   

 

Figure 5  – Energy spectrum  of protons  wi th in  the atmosphere  

5.5  Other particles  

The other charged  particle  secondary cosm ic ray wi th in  the  atmosphere  that can  i nduce  s i ng le  
even t effects  i n  e l ectron ics  is  the  p ion  ( there  are  both  posi ti vel y and  negative l y charged  
p ions).  However,  i n  the  atmosphere  at a i rcraft a l ti tudes,  the  p ion  fl ux i s  on l y a  smal l  fraction  

of the  neu tron  and  proton  fl ux.  For energ ies  ≤  1  GeV,  the  p ion /proton  (π/p)  ratio  i s  estimated  

to  be  ~0, 1 ,  and  i t  appl i es  at both  a i rcraft  a l ti tudes,  500  g ⋅cm -2  (20  000  ft  (6 , 1  km)),  as  wel l  as  
at ground  level  [26] .  At 40  000  ft  (1 2 , 2  km)  and  at an  energy of 1  GeV,  the  d i fferen tia l  p ion  
flux has  been  ca lcu lated  to  be  ~1 /30  that  of the  neu trons  and  protons  (the  d i fferentia l  neu tron  
and  proton  fl uxes  are  abou t equal ) ,  and  at 1 00  MeV,  the  d i fferentia l  p ion  fl ux is  ~1 /1 00  that of 

the  neutron  fl ux [27] .  Thus,  the  flux of p ions  i n  the  atmosphere is  so  smal l  (<1  %)  compared  to  
that of the  neu trons,  that they can  be  i gnored  for purposes  of effects  on  e lectron ics .  The  
QARM  model  [1 2]  can  provide  deta i led  flux and  spectrum  in formation  wi th in  the  atmosphere  
for these  other cosm ic ray secondary particles,  i nclud ing  protons.  Annex E  provides  
cons ideration  of effects  at h igher a l ti tudes,  above  60  000  ft  (1 8  290  m ).  

E lectrons  and  gamma rays  are  a lso  produced  as  secondary cosm ic rad iation  i n  the  
atmosphere.  Al though  these  particles  do  not have  a  h igh  enough  dE/dx  (energy deposi ti on  per 
path  length)  i n  s i l icon  to  cause  s i ng le  even t effects  i n  e lectron ics ,  they do  deposi t  an  ion is ing  
dose  in  the  e lectron ics.  I n  general  terms,  the  fl uxes  of h igh  energy e lectrons  and  gamma rays  
are  rough l y comparable  to  those  of the  atmospheric neu trons.   

There  i s  a lso  a  very smal l  percen tage  of heavy ions,  i . e . ,  primary cosm ic rays  and  thei r 
secondary fragments  in  the  atmosphere  that  survive  the  passage through  the  hundreds  of 

g ⋅cm -2  of atmosphere.  However thei r fl ux is  very l ow.  Therefore,  h eavy ions  i n  the  atmosphere  
can  be  general l y i gnored  as  a  poten tia l  threat to  e lectron ics ,  a l though  for the  case  of very 
h igh  a l ti tudes  i t  i s  poss ib le  that some heavy i ons  may be  encountered .  On l y for a l ti tudes  
greater than  60  000  ft  (1 8, 3  km)  may add i tional  cons ideration  need  to  be  g i ven  for the  effects  
of heavy ions  [28,  29] ,  as  wel l  as  for the  effects  from  primary cosm ic rays  and  thei r secondary 
fragments.  At present,  the  QARM  model  [1 2]  does  not provide  in formation  on  the  reduced  
fluxes  of primary cosm ic ray heavy ions  and  thei r secondary fragments  wi th in  the  atmosphere  
a l though  enhancements  are  in  hand .  
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5.6  Solar enhancements  

Solar activi ty fol l ows  an  approximatel y 1 1 -year cycle ,  during  wh ich  time there  are  periods  of 
he ightened  acti vi ty (approximatel y the  m idd le  6  years)  and  l essened  acti vi ty (approximatel y 
the  fi rst 2 , 5  years  and  l ast 2 , 5  years).  During  the  en ti re  period  there  is  a  fin i te  probabi l i ty of 
eruptions  on  the  sun ,  such  as  solar fl ares  or coronal  mass  ejections  that resu l t  i n  energetic 
particles  being  em i tted .   

I n  general ,  these  solar energetic particles  have  less  energy than  the  ga lactic cosm ic rays.  The  
fi rst particles  reach  the  Earth  i n  a  matter of m inutes  bu t the  enhancements  l ast  for several  
hours  to  days.  They in teract wi th  the  atmosphere  to  create  secondary particles  in  a  s im i l ar 
way to  galactic cosm ic rays  bu t the ir l ower energy means  that they produce much  steeper 
a l ti tude  and  lati tude  profi les.  For a  few events  the  particle  energ ies  are  sufficien tl y h i gh  to  
g ive  enhanced  secondary fluxes  at a i rcraft  a l ti tudes  and  on  the  g round  (so-cal l ed  ground  l evel  
even ts  or GLEs).  

The  enhanced  secondary cosm ic rays  during  solar flares  have  been  measured  on  the  g round  
by the  worldwide  network of cosm ic ray neu tron  detectors  (con ti nual l y tracking  the  vari ation  of 
the  cosm ic ray envi ronment)  and  occasional l y by i nstruments  aboard  a i rcraft [30,  31 ] .  The  

SEP enhancement i n  the  atmospheric neu tron  flux,  re lati ve  to  the  background  fl ux (>1 0  MeV)  
of 6  000  neu tron ⋅cm -2 ⋅h -1  i n  5. 3. 2,  has  been  calcu lated  for a  number of worst-case  scenarios.  
These  scenarios  are  dependent on  the  particle  spectra  from  speci fic so lar fl are  events,  the  
a l ti tude  and  the  ri g id i ty cu t-off.  For the  September 1 989  flare,  the  enhancement factors  at  
39  000  ft  (1 2  km)  are  41  and  1 , 6  for ri g id i ti es  of 0  GV and  3  GV respectivel y,  and  at an  
a l ti tude  of 56  000  ft  (1 7  km)  the  factors  i ncrease  to  73  and  2 , 4  respectivel y.  Wi th  the  February 
1 956  fl are,  for wh ich  the  i ncom ing  particle  spectrum  is  l ess  wel l  characterized ,  the  
enhancement factor i s  263  at 0  GV and  39  000  ft  (1 2  km).  Thus,  extremely h i gh  SEE  rates  

cou ld  occur in  the  h i gh  l ati tude  reg ions  (R  ≤  1  GV)  during  worst case  flares  that cou ld  be  
enhanced  by a  factor as  h igh  as  300  at  39  000  ft  (1 2  km).  Such  very l arge  events  are  termed  
extreme space weather,  wi th ,  typical l y,  enhancements  of more  than  1 00  times  nom inal  fl uxes.  
Th is  subj ect wi l l  be  covered  i n  more  detai l  i n  a  fu ture  new part of the  I EC 62396  series  
( IEC TS  62396-6) .  

These  even ts  are  usual l y of short duration  (several  hours)  and  for worst case  take-off times  
are  contained  wi th in  the  duration  of l ong  hau l  fl i gh ts.  Hence a l though  the  worst case  
i nstan taneous  rate  enhancement is  as  h igh  as  a  factor of 263  the  i ncreased  SEE  rate  
averaged  over a  h igh  lati tude  fl i gh t wou ld  be  more  l ike  25  times  the  solar m in imum  qu iet-time 
rate.  The  QARM  model  i ncludes  seven  solar particle  even ts  wh ich  have  been  model led  i n  
detai l  [32 ] .  F i ve  of these  have  been  compared  favourabl y wi th  the  l im i ted  avai l ab le  fl igh t data  
on  a i r crew dose.  Use  of these  events  i n  QARM  enables  the  worst case  fl igh t scenarios  wi th  
respect to  take-off time  to  be  determ ined .  The  February 1 956  even t i s  the  worst case  
avai l ab le,  and  based  on  ground  l evel  data  is  the  worst s i nce  such  mon i toring  commenced  in  
1 942.  However,  based  on  the  i nd i rect evidence of n i trate  samples  in  ice  cores,  the  fi rst solar 
flare  ever observed  ( the  Carrington  event  of 1  September 1 859)  cou ld  have  been  four t imes  
worse  [33,  34] .  I n  add i ti on  anal ys is  of events  wi th  respect to  a i r crew dose  [35]  shows  that 
four other events  i n  the  1 940s  cou ld  have  exceeded  1 0  times  the  normal  fl i gh t-averaged  dose  
or SEE  rate  at h igh  l ati tude  and  39  000  ft.  Wi th  the  more  recent  events  of 29  September 1 989  
and  20  January 2005 (th is  fortunatel y on l y at  h i gh  sou thern  lati tudes  due  to  l arge  an isotropy 
i n  arri val  d i rections)  a lso  i n  th is  category,  the  frequency of such  worst case  even ts  shou ld  be  
taken  as  seven  i n  67  years.  Some 23  other even ts  (e . g .  1 5  Apri l  2001 )  cou ld  have  g i ven  
rou te-averaged  rates  at h igh  lati tude  rang ing  from  1 0  %  to  200  %  of qu iet t ime over th is  t ime  
period .  

5.7  H igh  al ti tudes  greater than  60  000  ft  (1 8  290  m)  

Al though  neu trons  are  the  dom inant  cause  of SEEs  up  to  abou t 40  000  ft  (1 2 , 2  km)  other 
particles  become i ncreasing l y importan t at h igher a l ti tudes.  Protons  con tribu te  to  the  neu tron  
rate  at  60  000  ft  (1 8 , 3  km)  and  above 60  000  ft  (1 8, 3  km),  wh i l e  above th is  a l ti tude  there  is  
s i gn i ficant penetration  of cosm ic ray heavy i ons  and  thei r secondary fragments.  I n  add i tion  
the  importance  of so lar particle  even ts  i ncreases  and  the  February 1 956  event wou ld  have  
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been  s ix t imes  worse  at 60  000  ft  ( 1 8, 3  km)  compared  to  40  000  ft  (1 2 , 2  km).  Curren tl y 
models  such  as  QARM  i nclude  neu trons  and  protons  bu t  not  heavy i ons.  

Heavy ions  produce SEE  by d i rect i on ization  and  techn iques  such  as  CREME96  [36,  37]  are  
used  for space systems.  These  are  based  on  the  characterisation  of the  envi ronment by the  
spectrum  of particles  as  a  function  of l i near energy transfer (LET).  Th is  i s  usual l y p lotted  i n  
i n tegra l  form ,  i . e .  the  fl ux of particles  having  greater LET.  The  path  l eng th  d istribu tion  through  
a  paral le lepiped  representation  of an  e lectron ic  device  sens i ti ve  volume is  then  employed  to  
g ive  the  spectrum  of charge  deposi ti ons  and  hence  a  number g reater than  a  device  th reshold  
for SEE.  Earl i er work [28]  has  presented  LET spectra  for the  upper atmosphere  us ing  sem i -
empirical  cross-sections  for heavy i on  i n teractions  and  the  generation  of fragments.  Modern  
Monte  Carlo  rad iation  transport codes  such  as  FLUKA [38]  now contain  phys ics  modu les  to  
deal  wi th  i on- ion  col l i s ions  and  these  are  be ing  appl ied  to  generate  response functions  for the  
atmosphere.  

Annexes  E  and  F  g i ve  detai ls  of the  h igh  a l ti tude  environment and  ca lcu lation  of SEE  rates  
produced  by heavy i ons  as  wel l  as  neutrons  and  protons.  F igure  E. 6  and  F igu re  E. 7  can  be  
effectivel y used  to  estimate  the  SEU  con tribution  from  the  th ree  particles  (neu trons,  
secondary protons  and  primary cosm ic ray heavy i ons)  wi th in  the  atmosphere  as  a  function  of 
a l ti tude,  based  on  the  SEU  response  of a  particu lar SRAM.  From  Figure  E . 6  and  F igure  E . 7  
the  neu tron  SEU  contribu tion  is  seen  to  decrease  at  a l ti tudes  above 60  000  ft,  the  proton  
con tribu tion  reaches  a  p lateau  at  60  000  ft  and  the  heavy i on  contribu tion  i ncreases  
s i gn i ficantl y above  80  000  ft.  

6 Effects  of atmospheric radiation  on  avionics  

6.1  Types  of radiation  effects  

The i on is ing  rad iation  envi ronment i n  the  atmosphere,  and  therefore  wi th in  an  a i rcraft,  can  
cause  a  variety of effects  on  the  e lectron ics  used  in  avion ics .  Three  basic types  of rad iation  
effects  on  e lectron ics  are  deal t wi th  in  C lause  6 ,  s i ng le  event effects,  tota l  i on ising  dose  and  
d isplacement damage.  I t  i s  shown  that some s ing le  even t effects  have  an  impact on  avion ics  
bu t that tota l  ion is ing  dose  and  d isplacement damage are  not of concern .  Thus,  the  main  
focus  i s  on  s i ng le  even t effects  i n  avion ics.  "Sing le  even t effects"  i s  a  generic term  and  
encompasses  a l l  of the  poten tia l  effects  on  the  e lectron ics  caused  by the  i n teraction  of a  
s i ng le  e lement of rad iation ;  i n  the  case  of a tmospheric rad iation ,  th is  i s  secondary neu trons.  

Out of the  many types  of particles  resu l ti ng  from  cosm ic rays  cascad ing  through  the  Earth ’s  
atmosphere  reach ing  sea  l evel ,  neutrons  are  the  most s i gn i fican t i n  caus ing  e lectron ic ci rcu i t 
problems.  

6.2  Sing le  event effects  (SEEs)  

6. 2. 1  General  

Al l  s ing le  event effects  (SEEs)  are  caused  by the  deposi ti on  of energy wi th in  an  e lectron ic  
device  by a  s i ng le  particle  that i n teracts  wi th  the  device.  The  energy deposi ti on ,  wh ich  occurs  
e i ther d i rectl y or ind i rectl y,  l eads  to  a  charge  being  col lected .  When  the  i ncom ing  particle  i s  
charged  (for example,  cosm ic ray heavy ion ),  the  ion ization  proceeds  d i rectl y as  the  particle  
deposi ts  i ts  energy by i on is ing  the  surround ing  s i l i con  atoms.  The  greater the  ab i l i ty of the  
particle  to  re lease  i ts  energy,  the  greater the  energy deposi ted  by the  particle  (expressed  as  
LET ( l i near energy transfer),  energy/path  l eng th),  the  more  l i kel y the  charge  re leased  i s  
sufficient to  cause  an  effect.  When  the  s i ng le  particle  i s  neutra l ,  such  as  a  neu tron ,  the  
particle  fi rst has  to  have  a  nuclear i n teraction  wi th  an  atom  wi th in  or near the  acti ve  area  of 
the  device.  Th is  creates  recoi l i ng  atoms,  ca l l ed  recoi ls ,  wh ich  possess  energy that i s  
deposi ted  ( i nd i rectl y)  i n to  the  surround ing  s i l icon  atoms.  

A proton  is  charged  and  has  a  l ow LET in  s i l icon  bu t has  been  shown  to  cause  SEE  by d i rect 
i on ization  i n  e lectron ic devices  wi th  geometry at  and  be low 90  nm .  However,  a t h igh  energ ies  
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(>  5  MeV),  i t  a lso  has  nuclear reactions  wi th  s i l icon  i n  a  manner s im i l ar to  how a  neu tron  of 
the  same energy wou ld  i n teract.  Thus  to  date,  protons  cause  s i ng le  even t  effects  i n  e lectron ic  
devices  on l y through  nuclear reactions.  Based  on  actual  measurements ,  we  assume that  for 

energ ies  >  1 00  MeV,  protons  and  neutrons  have  the  same abi l i ty to  i nduce  a  s ing le  event  
upset (SEU),  a  fl i p  i n  the  log ic state,  i n  e lectron ic devices.  Th is  i s  ca l l ed  the  SEU  cross-
section ,  and  hence,  atmospheric neutrons  are  assumed  to  have  the  same SEU  cross-section  
as  h igh  energy protons.  

I n  avion ics,  SEEs  have  been  observed  i n  e l ectron ic devices  used  i n  a i rcraft s ince  the  earl y 
1 990s  [5,  8,  39,  40,  41 ] .  I n  the  existi ng  l i terature ,  SEUs  i n  memory devices  have  been  
recorded .  Most i f not a l l  of the  upsets  have  been  attribu ted  to  the  atmospheric neu trons.  As  
the  s i ze  of the  tota l  number of b i ts  i n  an  a i rcraft that are  sensi ti ve  to  SEU  has  i ncreased  
geometrical l y over the  l ast decade (more  b i ts  per e lectron ic device,  g reater functional i ty 
l ead ing  to  the  need  for more  memory) ,  the  number of SEUs  be ing  induced  has  s im i larl y 
i ncreased .  However,  there  i s  not a  great deal  of documented  evidence of these  i n -fl i gh t SEUs  
for a  variety of reasons:  

a)  the  use  of error detection  and  correction  schemes i s  rou tine l y used  i n  avion ics ,  bu t s ince  
the  errors  are  corrected ,  there  i s  l i ttl e  i n terest i n  record ing  the  errors  that are  detected  and  
corrected ;   

b)  the  occurrence of these  errors  is  considered  proprietary i n formation ,  hence  i t  i s  rare l y 
col l ected ,  and  even  less  often  anal ysed ;  and   

c)  most error correction  schemes  l ook for errors  on l y i n  memory that i s  be i ng  u ti l i sed ,  hence  
b i t  fl ips  in  unused  memory wi l l  a lways  be  i gnored .   

6.2.2  Sing le  event upset (SEU)  

A s ing le  even t upset (SEU)  is  the  most common  type  of a  s ing le  event effect.  SEU  is  caused  
by the  deposi ti on  of charge  i n  an  e lectron ic device  by a  s ing le  particle  that i s  sufficien t to  
change  the  log ic s tate  of a  s i ng le  b i t  from  one  b inary state  to  the  other.  SEUs  are  sometimes  
ca l l ed  soft errors  because  they are  read i l y corrected  by re in i tia l is i ng  the  b i ts.  E lectron ic  
devices  sens i ti ve  to  SEUs  general l y have  been  memory b i ts ,  reg ister b i ts  or la tches.  Random  
access  memories  are  general l y the  most sens i ti ve  e lectron ic  devices  to  SEU  because  they 
con tain  the  largest  number of memory b i ts.  However due  to  the  l arge  number of volati l e  
memory b i ts  contained  wi th in  m icroprocessor-cached  memories  and  reg isters ,  
m icrocontrol lers ,  ASICs  and  fi e ld  programmable  gate  arrays  (FPGAs)  are  a lso  vu lnerable.  
SEU  sensi ti vi ty i ncreases  as  the  appl ied  suppl y vol tage  decreases.  

More  recentl y the  poten tia l  for SEU  due  to  thermal  neu trons  has  been  observed  in  h i gh  
dens i ty complex e lectron ic devices  that have  very smal l  feature  s ize  and  a  l ow cri tical  charge  
for upset.  Thermal  neu trons  are  produced  when  h igh  energy secondary neu trons  i n teract wi th  
the  a i rcraft structure,  i n  particu lar the  hyd rogenous  materia ls ,  for example  baggage,  
passengers  and  fue l .  The  thermal  neutron  fl ux wi th in  the  a i rcraft may be  abou t 2  times  that of 
the  h igh  energy neutrons  at some l ocations.  A thermal  neutron  SEU  cross-section  comparable  
to  that of the  h i gh  energy secondary neu trons  was  observed  during  the  SEU  testi ng  of SRAMs  
by several  d i fferen t groups  (see  8 . 3. 3).  These  e lectron ic devices  have  a  thermal  neu tron  
cross-section  because  they con tain  boron  1 0 .  The  comparativel y h i gh  thermal  neu tron  fl ux 
associated  wi th  the  a i rcraft envi ronment means  that for e lectron ic devices  that con tain  boron  
1 0  i n  any percentage,  cons ideration  shal l  be  g i ven  to  the  thermal  neutron  fl ux (for further 
detai l s  refer to  Annex A) .  

6.2.3  Mu ltiple  b i t  upset (MBU)  and  multiple  cel l  upset (MCU)  

Mul tip le  b i t  upset (MBU)  refers  to  mu l tip le  b i ts  (b i ts  that are  i n  the  same l og ical  word)  being  
upset during  the  same SEE  i n teraction .  MBU  d i ffers  from  mu l tiple  cel l  upset (MCU)  i n  wh ich  
two or more  b i ts  (cel l s)  are  upset,  usual l y b i ts  phys ical l y l ocated  near each  other,  bu t not 
necessari l y i n  the  same l og ical  word .  The  mu l tip le  cel l  upset (MCU)  fraction  (probabi l i ty of 

MCU/probabi l i ty of SEU  or MCU  cross-section  (mu l ti pl ici ty >  1 ) /SEU  cross-section )  i ncreases  
wi th  the  decreasing  featu re  s i ze  and  wi th  more  recent IC  fabrication  in  a  d ramatic way.  Th is  i s  
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be l i eved  to  be  due  to  charge  sharing ,  i . e. ,  the  charge  deposi ted  by the  energetic neutron  
i n teracting  wi th  the  SRAM  is  being  shared  by a  number of ad j acent memory b i ts.  

With  regard  to  SRAMs,  those  fabricated  i n  around  2003  had  an  MCU  fraction  of ~3  %  for 
1 30  nm  e lectron ic devices  bu t of ~6  %  for 90  nm  electron ic devices  when  tested  i n  a  
spal l ation  neutron  beam  i n  J apan  [42] .  However,  based  on  a  l ater compi lation  of such  data  
[43]  from  eigh t d i fferen t  sources,  includ ing  reference [42] ,  the  MCU  fraction  was  defin i tel y 
i ncreasing  wi th  decreasing  feature  s ize,  however there  appear to  be  two separate  trend l ines .  
For one  set of e lectron ic  devices  the  MCU  fraction  starts  re lativel y l ow,  s im i l ar to  reference  
[42]  (~2  %  for 1 50  nm  electron ic devices) ,  bu t i ncreases  by about a  factor of 20  as  the  feature  
s i ze  decreases  from  1 50  nm  to  50  nm .  For the  other set  of e lectron ic devices  the  MCU  
fraction  s tarts  much  h i gher,  for example  ~40  %  for 1 50  nm  electron ic devices,  bu t  increases  
much  more  s lowly,  by abou t a  factor of 2  as  the  feature  s i ze  decreases  from  1 50  nm  to  50  nm .  
Further,  more  recent data  has  shown  substantia l l y wider variations,  wi th  data  poin ts  fa l l i ng  i n  
between  the  two trend l ines .  What i s  consistent wi th  the  two trend l i nes  is  that when  
extrapolati ng  ou t to  a  feature  s i ze  of ~35  nm ,  the  MCU  fraction  wi l l  be  1 , 0  i . e .  a l l  SEUs  wi l l  
resu l t i n  two or more  b i ts  being  upset.  

One  of the  recent papers  [44]  a lso  investi gated  the  effect of chang ing  the  ang le  of incidence  
of the  neutron  beam  stri king  the  e lectron ic device  on  the  MCU  fraction .  The  MCU  fraction  
i ncreased  wi th  the  ang le  of i ncidence,  i t  was  l owest  for normal  i ncidence  and  h ighest  for 
grazing  i ncidence  (90°),  bu t the  overal l  measured  i ncrease  over normal  i ncidence  was  at most  
~80  %  at 90°  and  ~30  %  at  45° .  

The  variation  of the  MCU  fraction  wi th  energy was  exam ined  [45]  via  testing  wi th  mono-
energetic protons  and  the  overal l  conclus ion  is  that the  MCU  fraction  decreased  very s l igh tl y 
wi th  decreasing  energy.  The  variation  wi th  proton  energy was  not un i form ,  bu t the  
approximate  decrease  i n  the  MCU  fraction  was  from  ~25 %  for E  =  200  MeV to  20  %  for 
E =  46  MeV for the  fi rst  e lectron ic device,  and  from  ~1 8  %  for E =  200  MeV to  ~1 5  %  for 
E =  32  MeV for the  second  device.  

Thus  for SRAMs,  the  MCU  rate  as  a  fraction  of the  SEU  rate  primari l y depends  on  the  feature  
si ze  (and  more  crudely the  year of fabrication)  of the  electron ic  device,  wi th  the  
neu tron/proton  energy having  a  very smal l  effect and  the  ang le  of i ncidence  having  a  l arger 
effect.  The  l arge  variation  i n  the  MCU  fraction  i n  the  various  SRAMs tested  by the  d i fferent  
researchers  ci ted  above  shou ld  be  du l y noted .  As  a  resu l t,  on l y the  conservative  upper 
bounds  summarized  be low can  be  provided  for the  MCU  fraction  i n  SRAMs,  and  even  these  
are  not the  most  conservative  va lues  that cou ld  be  used .  I f these  values  are  considered  too  
h igh ,  i nd ividual i zed  SEE  testing  wou ld  be  requ ired  to  measure  the  MCU  fraction  i n  actual  
devices.  

For o l der electron ic devices,  fabricated  prior to  2003,  the  gu idance i n  the  ori g ina l  I EC  TS  
62396-1 : 2006  was  that an  MCU  fraction  of 3  %  shou ld  be  used .  For e lectron ic devices  
fabricated  between  2003  and  2006,  an  MCU  fraction  of 1 0  %  may be  used .  For e lectron ic  

devices  fabricated  after 2006  and  i n  particu lar for feature  s i zes  of <1 00  nm ,  an  upper bound  
of 30  %  may be  used .  

For DRAMs the  s i tuation  is  much  d i fferent,  because  DRAMs conta in  control  l og ic i n  thei r 
periphery.  Thus  when  th is  l og ic  i s  upset,  en ti re  b i tl ines  and  rows  can  be  upset,  resu l ti ng  i n  
thousands  of b i ts  being  i n  error due  to  a  s ing le  neu tron  h i t.  Such  thousand  b i t  errors  are  
cal l ed  burst  errors  and  can  often  be  considered  as  a  SEFI  rather than  a  mu l tiple  ce l l  upset.  

The  MBU  / MCU  fraction  re lati ve  to  SEU  i ncreases  wi th  i nciden t particle  energy and  has  been  
observed  to  be  7  %  for 63  MeV protons  on  1 6  Mbi t DRAMs.  Mu l ti pl ici ti es  up  to  4  have  been  
observed  for protons  and  of 1 9  for ions  [46,  47] .  

U ti l i s ing  the  data  from  [48] ,  the  s i tuation  regard ing  MCU  i n  DRAMs can  be  general i zed  based  
on  the  feature  s i ze,  s im i lar to  the  crucia l  ro le  played  by feature  s i ze  regard ing  MCU  in  
SRAMs.  At a  feature  s ize  of 1 80  nm ,  the  MCU  fraction  is  abou t 5  %,  and  for electron ic devices  
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wi th  l arger feature  s i zes,  the  gu idance  in  the  ori g ina l  I EC  TS  62396-1 : 2006  i nd icates  that an  
MCU  fraction  of 3  %  shou ld  be  used .  However,  for the  1 80  nm  electron ic devices,  mu l ti -
thousand  b i t  upsets  are  possib le,  bu t there  is  wide  variation  i n  the  SEFI  response  of the  two  
SDR DRAMs in  wh ich  i t  was  measured .  The  SEFI /SBU  ration  varied  between  0 , 3  %  to  24  %  

and  the  absolu te  cross-section  varied  between  3 , 5  ×  1 0–1 1  cm² ⋅device -1  to  1 , 3  ×  1 0–1 0  
cm² ⋅device -1 .  

For 1 1 0  nm  DRAMs,  the  fraction  for cl assical  MCU  is  very uncertain  because  of the  
tremendous  variation  i n  the  MCU  fraction ,  wh ich  varies  from  2  %  to  1 00  %  in  the  three  
d i fferent electron ic devices  tested ,  a l l  51 2  Mbi t DDR2  devices .  However,  i n  terms  of absolu te  

MCU  cross-section  the  variation  i s  much  smal ler,  between  ~1  ×  1 0–1 1  cm 2 ⋅device -1  to  

3, 5  ×  1 0–1 1  cm2 ⋅device -1 .  For the  SEFI  type  of event  that resu l ts  i n  1  ×  1 03  to  1  ×  1 04  
erroneous  b i ts,  SEFI  was  much  more  l i kel y than  SBU .  Thus,  the  SEFI /SBU  ratio  (per device  

bas is)  varied  between  ~1  to  20,  wi th  an  average  value  of ≈  5 ,  and  the  absolu te  SEFI  cross-
section  varied  between  1  ×  1 0–1 1  cm2 ⋅device -1  and  2  ×  1 0–1 1  cm2 ⋅device -1 .  

For 90  nm  DRAMs,  the  s i tuation  i s  s im i lar to  that of the  1 1 0  nm  DRAMs.  However,  on l y one  of 
the  four 90  nm  DDR2 devices  tested  exh ibi ted  the  classical  MCU ,  and  for th is  electron ic  
device,  the  MCU  fraction  was  1 4  %.  Al l  four DDR2  showed  the  SEFI  type  of response of 
thousands  of errors ,  bu t i n  th is  case,  SBU  was  more  l ikel y than  SEFI ,  and  for these  four the  
SEFI /SBU  ratio  was  ~1 5  %.  The  absolu te  SEFI  cross-section  varied  between  

4  ×  1 0 -1 2  cm2 ⋅device -1  and  4  ×  1 0–1 1  cm 2 ⋅device -1 .  However,  i n  a  separate  test of DDR and  
DDR2 DRAMs of 90  nm  to  1 1 0  nm  [49] ,  e lectron ic devices  from  two vendors  exh ib i ted  burst 
errors,  wh i l e  four separate  e lectron ic devices  from  a  th i rd  vendor showed  no  burst  errors .  
Thus,  the  sensi ti vi ty to  burst errors  varies  among  DRAM  vendors,  some e lectron ic devices  
being  immune.  

I n  summary,  i t  appears  that the  mu l ti - thousand  b i t  burst or SEFI  even ts  are  more  of a  problem  
than  the  class ica l  2-b i t  or 3-bi t MCU ,  bu t DRAMs from  some vendors  are  sensi ti ve  to  the  burst  
errors,  though  not from  a l l  vendors.  For e lectron ic devices  that are  sensi ti ve  to  burst errors,  
the  overal l  trend  i n  the  absolu te  SEFI  cross-section  appears  to  be  gradual l y decreasing  wi th  

feature  s i ze,  from  ~1  ×  1 0–1 0  cm2 ⋅device -1  for 1 80  nm  to  ≈1  ×  1 0–1 1  cm 2 ⋅device -1  for 90  nm .  
For h i gh  dens i ty memories,  due  to  the  more  complex arch i tecture  of peripheral  parts/functions  
a  h igher SEFI  d istribution  can  be  expected  [50] .  

6.2.4  Single  effect transients  (SETs)  

An  SEU-related  event i n  some electron ic devices  can  l ead  to  the  generation  of a  s i ng le  event 
trans ien t (SET)  wh ich  a  device  may in terpret as  a  new b i t  of i n formation .  These  trans ien ts  are  
spurious  s ignals  or vol tages,  i nduced  by the  deposi tion  of charge  by a  s i ng le  particle  that 
propagates  th rough  the  ci rcu i t path  during  one  clock cycle.  These  s i gnals  may be  harmfu l  by 
propagating  to  a  l atch  and  becom ing  fixed ,  or by s triking  an  i n ternal  node  and  causing  an  
unwan ted  response or they can  be  effectivel y removed  by the  l eg i timate  synchronous  s i gnals  
of the  ci rcu i t.  I n i tia l l y,  such  trans ien ts  were  observed  i n  l i near analogue  devices  such  as  
comparators  and  operational  ampl i fi ers,  bu t  they have  a lso  been  recorded  i n  d i g i ta l  devices.  
I n  analogue  devices  the  SET may be  man ifested  as  a  change i n  the  tim ing  of vol tage  or 
curren t s ignals,  and  i s  dependent on  the  magn i tude  of the  d ri ving  d i fferen tia l  vol tage.  Most 
SET tests  have  been  performed  us ing  beams of heavy i ons,  bu t SET has  a l so  been  induced  i n  
l inear devices  wi th  h igh-energy proton  beams  [51 ,  52,  53] ,  hence  the  atmospheric  neutrons  
a lso  cause  th is  kind  of effect.  

A d ig i tal  s i ng le  even t trans ient  (DSET)  is  a  spurious  d i g i ta l  s i gnal  or vol tage,  i nduced  by the  
deposi ti on  of charge  by a  s ing le  particle  that can  propagate  through  the  ci rcu i t  path  during  
one  clock cycle .  As  the  frequency of d i g i ta l  e lectron ics  has  risen  above  1 00  MHz the  potentia l  
for DSET has  i ncreased .  A DSET that i s  cl ocked  i n to  a  fl i p  flop  or reg ister may appear as  an  
SEU  in  that e lement.  

An  analogue  s ing le  event trans ien t (ASET)  is  a  spurious  s i gnal  or vol tage  produced  at the  
ou tpu t of an  analogue  device  by the  deposi tion  of charge  by a  s ing le  parti cle.  Th is  erroneous  
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ou tpu t may persist l ong  enough  to  provide  fa lse  values  to  mon i toring  ci rcu i t e l ements ,  for 
example  analogue  to  d i g i ta l  converters,  effecti vel y provid ing  corrupt data.  

6.2.5  Sing le  event l atch-up  (SEL)  

A s ing le  even t l atch-up  (SEL)  is  a  regenerative  curren t fl ow cond i ti on  i n  wh ich  a  paras i tic  
n -p-n-p  pathway i n  a  s i l i con  e lectron ic device  is  tu rned  on  by the  deposi ti on  of charge  from  a  
s i ng le  particle.  SEL has  general l y been  a  concern  in  bu lk  CMOS devices,  bu t i t  has  a lso  been  

seen  in  CMOS devices  wi th  relati vel y th ick (>  1 0  µm) epi taxial  l ayers.  The  regenerative  ci rcu i t  
provides  a  path  for l arge  curren t fl ow and  can  often  lead  to  destructi ve  breakdown .  Even  i f the  
breakdown  does  not occur,  the  l atched  path  wi l l  persist un ti l  power i s  removed  from  the  
device,  so  power shal l  be  recycled  to  restore  normal  operation .  Beg inn ing  in  1 992,  a  smal l  
number of CMOS devices  have  been  shown  to  be  sensi ti ve  to  proton  and  neutron- induced  
l atch-up  [54,  55] .  SEL sens i ti vi ty decreases  as  the  appl ied  vol tage  decreases,  and  i ncreases  
as  the  device  temperature  increases.  I n  add i tion ,  on  very rare  occasions,  other s i ng le  even t 
i nduced  mechan isms have  been  observed  wh ich  can  l ead  to  a  h igh  curren t cond i ti on  i n  a  
device  that cou ld  l ead  to  i ts  destruction .  One  such  example  i s  a  d ri ver contention  mechan ism  
i n  one  type  of FPGA [56] ;  other specia l i zed  mechan isms  have  been  observed  to  impact 
b ipolar devices  [57,  58] .  

6.2.6  Single  event functional  in terrupt (SEFI)   

A sing le  even t functional  in terrupt (SEFI )  refers  to  an  SEU  i n  an  electron ic device,  usual l y a  
complex e lectron ic device  (for example,  a  m icroprocessor),  such  that a  con trol  path  i s  
corrupted ,  l ead ing  the  device  to  cease  to  function  properl y.  Th is  effect has  sometimes  been  
referred  to  as  l ockup,  i nd icating  that the  e lectron ic device  has  been  pu t i n to  a  “frozen”  s tate.  
General l y,  SEFI  i s  brough t about by an  SEU  i n  a  cri tical  b i t,  such  as  a  b i t  that  controls  
important downstream  operations.  Examples  of such  b i ts  are  program  coun ters,  special  
function  reg isters ,  con trol ,  t im ing  and  mode reg isters  i n  DRAMs and  even  bu i l t- in  test (B IT)  
b i ts  u ti l i sed  by the  e lectron ic device  vendor on l y for pre-screen  testing .  I n  some e lectron ic  
devices  such  as  DRAMs  [59]  and  FPGAs  [60] ,  a  SEFI  can  l ead  to  an  i ncrease  i n  the  suppl y 
curren t wh ich  i s  s im i l ar to  the  effect of a  s ing le  even t l atch-up,  bu t proceeds  via  a  d i fferent 
mechan ism .  

6.2.7  Single  event burnout (SEB)  

Electron ic devices  such  as  N -channel  power MOSFETs,  i nsu lated  gate  bipolar trans istors  
( IGBTs)  and  b ipolar power transistors  and  d iodes,  wh ich  have  large  appl ied  vol tage  b iases  
and  h i gh  i n ternal  e l ectri c fie lds ,  are  sensi ti ve  to  s ing le  even t i nduced  burnout (SEB).  The  
penetration  of the  source-body-dra in  reg ion  by the  charge  deposi ted  by a  heavy i on  can  
forward  b ias  the  th in  body reg ion  under the  source.  I f the  term inal  b ias  appl ied  to  the  d rain  
exceeds  the  l ocal  breakdown  vol tage  of the  paras i tic  b ipolar,  the  s i ng le  even t i nduced  pu lse  
in i tiates  avalanch ing  i n  the  d ra in  depletion  reg ion  that even tual l y l eads  to  destructive  bu rnout.  
I n  commercia l  N -channel  power MOSFETs,  th i s  effect can  occur at  va lues  of the  d rain  
vol tage,  VDS ,  l ower than  the  rated  vol tage  of the  e lectron ic device.  Based  on  the  resu l ts  from  
rad iation  testing  i n  a  heavy ion  beam,  a  threshold  VDS  i s  defi ned  as  the  h ighest VDS  a t  wh ich  
the  MOSFET can  be  operated  wi th  no  probabi l i ty of SEB being  i nduced  by that heavy ion .  
Energetic neu trons  and  protons  are  a lso  able  to  i nduce  SEB  i n  N -channel  power MOSFETs 
[61 ] .  I n  a l l  cases,  the  th reshold  VDS  for neu trons  and  protons  i s  h igher than  i t  i s  for heavy 
ions.  SEB is  precluded  by operating  the  MOSFET below the  VDS  th reshold  for neu trons  and  
protons  as  determ ined  by rad iation  testing .  For h i gh  vol tage  e lectron ic devices,  those  wi th  a  

rated  VDS  of  ≥  400  V,  tests  at  g round  l evel  (VDS  at  >  90  %  of rated  vol tage)  have  experienced  
destructi ve  fa i l u res  that  are  cons isten t  wi th  rates  due  to  SEB  by the  atmospheric  neutrons  
[62] .  S ince  the  atmospheric neutron  flux l evel  a t a i rcraft a l ti tudes  i s  more  than  1 00  times  
greater than  at ground  l evel ,  the  poten tia l  for SEB  i n  h i gh  vol tage  e lectron ic  devices  i n  
avion ics  i s  a  poten tia l  concern .  Laser testing  may be  used  to  determ ine  sensi ti vi ty of h igh  
vol tage  e lectron ic devices  to  SEB  (see  B. 5) .  The  effects  of atmospheric rad iation  on  h i gh  
vol tage  e lectron ics  and  des ign  m i ti gation  are  deta i led  i n  I EC  62396-4.  
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6.2.8  Single  event gate  rupture  (SEGR)  

Both  N -channel  and  P-channel  power MOSFETs  are  subj ect to  s ing le  even t gate  rupture  
(SEGR).  Th is  effect i s  expla ined  via  the  transient p lasma fi l ament created  by a  heavy i on  
track when  i t  strikes  the  MOSFET through  the  th i n  gate  oxide  reg ion .  As  a  resu l t  of th is  i on  
track fi l ament,  there  is  a  l ocal ised  i ncrease  i n  the  oxide  fie l d  wh ich  can  cause  oxide  
breakdown  lead ing  fi rst to  gate  l eakage and  final l y to  gate  rupture.  Wi th  MOSFETs,  ground  
l evel  testi ng  of h igh  vol tage  e lectron ic devices  [62]  has  shown  that i n  some of the  devices  the  
fai l u re  was  due  to  SEGR,  rather than  SEB.  Thus  the  h igh  energy atmospheric neutrons  are  
able  to  i nduce  SEGR i n  some h igh  vol tage  MOSFETs.  

A re lated  effect that has  been  seen  in  e lectron ic  devices  such  as  fi e ld  programmable  gate  
arrays  (FPGAs)  i s  s i ng le  even t d ie lectric rupture  (SEDR)  i n  wh ich  a  th i n  d ielectric  i s  ruptured  
by heavy ions  wi th  very h igh  LET.  Testi ng  to  date  has  shown  that the  d ie lectrics  are  ruptured  
on l y by heavy ions  wi th  very h igh  LETs,  and  not by energetic  neutrons  or protons.  

6.2.9  Single  event induced  hard  error (SHE)  

I t  has  l ong  been  known  that heavy ions  are  able  to  cause  "stuck bi ts"  i n  SRAMs.  These  even ts  
are  sometimes  referred  to  as  s ing le  hard  errors  (SHEs).  These  hard  errors  are  due  to  very 
local ised  tota l  dose  effects,  caused  by a  few i ons  imping ing  on  the  gate  oxide  of sens i ti ve  
transistors .  Stuck b i ts  are  s i gn i ficant  because  they can  inval idate  the  most common  form  of 
error detection  and  correction  (EDAC),  ca l led  SECDED,  s i ng le  error correct,  double  error 
detect.  Stuck b i ts  are  not  corrected  by EDAC so  they persist.  I f a  word  contains  a  stuck bi t,  a  
s i ng le  SEU  i n  another b i t  i n  that word  at any time then  produces  an  observable  error.  I n  the  
earl y occurrences  of these  hard  errors,  the  errors  were  caused  on l y by heavy i ons  wi th  h i gh  
LET.  More  recentl y the  fi rst occurrence of SHE  by protons  i n  a  l aboratory test was  publ ished ,  
i nd icati ng  that i n  newer e lectron ic devices  ( i n  th i s  case  a  64  Mbi t DRAM,  [63] ) ,  protons,  and  
hence  atmospheric neu trons,  are  capable  of inducing  stuck b i ts .  

6.2. 1 0  SEE potential  risks  based  on  fu ture  technology 

As technology develops  i n  the  fu ture  the  impact of atmospheric rad iation  on  electron ic devices  
wi l l  i ncrease  and  the  fol lowing  l i st  h i gh l i ghts  poten tial  impact.  

a)  Effects  of MBU  and  MCU  for fu ture  e lectron ic devices  of ≤  35  nm :  an  MCU  fraction  of 
1 00  %  shou ld  be  expected   

The  MCU  rate  for SRAM  devices  fabricated  before  2003  wi th  feature  s i zes  200  nm  and  
above i s  typical l y a  few per cent.  As  feature  s izes  of more  recent SRAM  devices  have  
reduced  to  1 50  nm ,  the  MCU  rate  has  i ncreased  to  about 40  %  and  the  expectation  is  that  
for feature  s izes  of 35  nm  and  be low,  an  MCU  fraction  of 1 00  %  wi l l  resu l t.  

b)  Effects  on  smal l  geometry fl ash  ROM  

Trad i ti onal l y the  non-volati l e  ROM  memory has  been  very to leran t of the  neu trons  in  
atmospheric rad iation .  However at feature  s i zes  approach ing  and  l ower than  1 00  nm  the  
memories  may become sens i ti ve  to  various  SEEs,  i nclud ing  SEFI .  

c)  D i rect i on ization  by protons  is  s ign i fican t for 65  nm  and  be low  

Testi ng  of SOI  SRAMs  at feature  s i zes  of 90  nm  and  be low shows that there  is  no  
threshold  energy for proton- induced  upsets  i n  some e lectron ic devices,  and  the  cross-
section  in  fact  increases  be low 1  MeV [64,  65] .  D i rect i on ization  by protons  at h i gh  LET 
values  near the  end  of the  track,  as  opposed  to  nuclear reactions,  i s  sufficien t to  g i ve  SEU  
i n  such  e lectron ic devices.  These  l ow energy,  or stopping ,  protons  are  generated  i n  
materia ls  l ocal  to  the  e lectron ic device  and  wi l l  add  to  the  SEU  rates.  

For e lectron ic devices  used  in  large  fie lded  systems  such  as  a i rcraft,  the  greater the  mass  
surround ing  the  e lectron ics  the  more  un l ikel y that the  e lectron ics  wi th in  wi l l  be  sens i ti ve  to  
SEU  from  d i rect ion ization  from  external  l ow energy protons .  Th is  i s  because  the  “end  of 
track”  d i stance  wi th in  wh ich  the  h i ghest proton  LET i s  ach ieved  in  s i l i con  (requ i red  to  

produce an  SEU)  i s  1  µm  to  2  µm  (~4  ×  1 0–5  to  8  ×  1 0–5  i nches),  compared  to  the  
cen timetres  of material  that surround  the  e lectron ic  devices,  making  energy deposi ti on  
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from  the  protons  wi th in  the  sens i ti ve  1  µm  to  2  µm  un l ikel y.  However the  e lectron ic 
devices  wi l l  be  sens i ti ve  to  h i gher energy protons  wh ich  wi l l  l ose  energy due  to  the  mass  
surround ing  the  electron ics  and  then  wi l l  be  i n  the  l ow energy domain .  Add i tional l y,  the  
e lectron ic devices  wi l l  a lso  be  sensi ti ve  to  secondary protons  generated  l ocal l y i n  
materia ls  surround ing  the  device.  

d )  D i rect i on ization  by muons  

Muons  behave l ike  e lectrons  but are  200  times  heavier and  come from  pion  decay.  Pions  
are  created  j ust l ike  neu trons  during  nuclear reactions  between  cosm ic ray protons  and  
the  oxygen  and  n i trogen  in  the  atmosphere.  Because  muons  are  weakl y i n teracting  they 
do  not cause  upsets  by i n teracti ng  wi th  s i l icon  and  so  can  on l y cause  upset through  d i rect 
i on ization .  Muons  are  the  most dom inan t particle  i n  cosm ic rays  at ground  l evel  bu t most 
have  energ ies  of 1  000  MeV or h i gher.  However some wi l l  be  produced  at  l ower energy or 
be  degraded  to  lower energy.  For SEE  from  d i rect i on ization  to  take  p lace  the  muons  have  
to  be  1  MeV or be low.  The  impact  of add i ti onal  particles,  for example  p ions  and  muons,  on  
e lectron ic devices  wi th  very smal l  geometry,  wi l l  be  covered  i n  more  deta i l  i n  a  proposed  
fu ture  new part of the  I EC 62396  series  ( I EC TS  62396-8) .  

6.3  Total  ion ising  dose (TID)  

Total  i on is ing  dose  (TID)  effects  refer to  the  cumu lati ve  effect  of i on ization  (charge  bu i l d -up)  
i n  an  e lectron ic device  l ead ing  to  a  g radual  degradation  of e l ectrical  parameters.  When  a  
MOS (meta l  oxide-sem iconductor)  device  i s  exposed  to  i on is ing  rad iation ,  e l ectron -hole  pai rs  
are  created  throughout the  oxide,  inducing  the  bu i l d -up  of charge  wh ich  l eads  to  device  
degradation .  The  main  mechan isms are  the  bu i l d -up  of the  pos i ti ve  oxide  trap  charge  in  the  
oxide  and  of the  in terface-trap  charge  in  the  in terface  between  the  s i l i con  and  the  s i l i con  
d ioxide.  Large  concentrations  of oxide- trap  charge  cause  i ncreased  l eakage  curren t i n  an  
e lectron ic device.  Large  concentrations  of i n terface-trap  charge  increase  the  th reshold  
vol tage  of trans istors,  degrad ing  the  tim ing  parameters  of a  device.  S im i lar effects  are  a lso  
caused  i n  b ipolar devices.  

Based  on  previous  total  dose  testing  experience  of e lectron ic devices  over the  past 20  years,  
i nvolving  probabl y thousands  of d i fferen t devices,  an  effective  lower bound  on  the  m in imum  
TID  level  that can  cause  a  device  to  operate  ou t of speci fication  i s  1  000  cGy (e. g .  deposi ted  
i n  s i l i con) .  For the  vast majori ty of e lectron ic devices,  includ ing  a lmost a l l  commercia l  off the  
shel f (COTS)  electron ic devices,  the  TID  threshold  l evel  i s  much  h igher than  1  000  cGy.  
Nevertheless,  us ing  1  000  cGy as  the  m in imum  threshold ,  and  even  i nclud ing  a  factor of 2  for 
marg in ,  th is  means  that a  worst case  m in imum  total  dose  l evel  that a i rcraft avion ics  wou ld  
have  to  absorb  i s  500  cGy before  TID  effects  cou ld  poss ib l y be  an  issue  of concern  in  
avion ics.  

Al l  of the  major particles  that consti tu te  the  rad iation  environment wi th in  the  atmosphere,  i . e . ,  
neu trons,  protons,  e lectrons,  photons,  etc,  contribu te  to  the  i on is ing  dose.  Based  on  
measurements  made  in  a  commercial  a i rl i ner [66] ,  the  maximum  dose  rate  from  al l  of the  

particles  i s  ~70  nGy⋅min -1  (~0, 4  mrad ⋅h -1  or ~4  µGy⋅h -1 ) .  For a  nom inal  1 00  000  fl i gh t  hours,  
th is  resu l ts  in  ~40  cGy of dose  over that l i fetime,  wh ich  is  an  order of magn i tude  lower than  
the  worst case  TID  threshold  of 500  cGy.  For a i rcraft at  h i gher a l ti tudes ,  for example  55  000  ft  

(1 6 , 8  km),  the  dose  rate  doubles  to  8  µGy⋅h -1  wi th  a  maximum  dose  over 1 00  000  fl i ght hours  
of 80  cGy wel l  be low the  TID  threshold .  However the  tota l  i on is ing  dose  is  cumu lati ve  and  any 
dose  from  other sources  shou ld  a lso  be  considered ,  for example  mechan ical  X-ray testing .  

An  upper bound  estimate  on  the  maximum  dose  that an  e lectron ic  device  m igh t receive  from  
an  X-ray inspection  i s  1  mGy.  Th is  i s  extrapolated  from  the  maximum  dose  that obj ects  may 

receive  from  X-ray mach ines  used  to  i nspect luggage (1 0  µGy),  and  i s  a lso  consistent wi th  the  
approximate  range  of doses  known  to  be  received  from  commercia l  X-ray i nspection  systems 

(200  µGy to  500  µGy).  Thus,  TID  effects  are  not general l y an  issue  for avion ics.  

Mechan ica l  X-ray and  gamma ray i nspection  is  carried  ou t on  certa in  parts  of the  a i rframe to  
demonstrate  structura l  i n tegri ty.  The  rad iation  doses  del ivered  by th is  type  of i nspection  may 
be  h igher than  that from  the  l uggage inspection  mach ines.  Where  such  i nspections  are  
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carried  ou t i f the  cumu lati ve  dose  received  by any l ocal ised  avion ics  e lectron ic equ ipment 
over i ts  l i fetime i n  service  poten tia l l y exceeds  50  cGy,  then  cons ideration  shal l  be  g i ven  to  
removing  the  e lectron ic equ ipment before  the  rad iation  i nspection  is  carried  ou t.  Examples  of 
such  equ ipment i nclude  wing  and  eng ine  mounted  e lectron ics .  

6.4  Displacement damage  

Sti l l  another kind  of effect that i on is ing  rad iation  can  induce  i n  e l ectron ic devices  i s  
d isplacement damage.  Th is  i s  a lso  a  cumu lative  effect,  bu t  i n  th is  case  i t  refers  to  atoms that  
are  d isplaced  ou t of thei r l attice.  When  a  su fficien t number of atoms  are  d isp laced ,  the  
e lectron ic device  no  l onger functions  normal l y.  Th is  effect i s  primari l y due  to  the  heavier 
particles,  neutrons  and  protons,  s ince  l i gh ter particles,  such  as  e lectrons  and  gamma rays,  
are  much  l ess  effecti ve  i n  knocking  atoms out  of thei r lattice.  

Based  on  previous  experience  of testing  dozens  of e lectron ic devices  for d isplacement 
damage,  an  effecti ve  lower bound  on  the  m in imum  neutron  fl uence  that causes  an  e lectron ic 

device  to  operate  ou t of spec is  1  ×  1 01 0  n eu tron ⋅cm -2 .  The  1  ×  1 01 0  neutron ⋅cm -2  va l ue  is  
based  on  d isplacement damage in  sensi ti ve  optocouplers  [67] .  For e lectron ic devices,  the  
neu tron  fluence  threshold  for damage i s  h i gher.  The  basis  for th is  testing  was  a  fl uence  of 
1  MeV equ iva len t neutrons.  A l arge  fraction  of the  neu trons  at a i rcraft a l ti tudes  are  at h igher 
energ ies  than  1  MeV,  and  the ir potentia l  for caus ing  d isplacement damage i n  electron ic 
devices  i s  g reater than  that of 1  MeV neu trons.  The  N I EL  (non- ion is ing  energy l oss)  function  
has  been  ca lcu lated  for sem iconductor materia ls  such  as  s i l icon  and  ga l l i um  arsen ide  (GaAs)  
as  a  function  of energy,  and  the  N IEL  i s  accepted  as  the  best measure  for the  potential  of a  
materia l  to  undergo d isplacement damage.  Based  on  the  N IEL  for s i l icon  by neu trons  as  a  
function  of energy,  i t  i s  conservative  to  assume that the  h igher energy neu trons  have  at the  
most a  factor of 3  g reater effectiveness  i n  caus ing  d isplacement damage compared  to  1  MeV 
neu trons.  

At a i rcraft a l ti tudes,  a  usefu l  estimate  of the  flux of h igh-energy neu trons  (1  MeV to  

1  000  MeV)  is  8  ×  1 03  n eu tron ⋅cm -2 ⋅h -1 .  Thus  assum ing  the  e lectron ics  are  exposed  for 

1  ×  1 05  fl igh t hours,  th is   resu l ts  in  a  neutron  fl uence  of 8  ×  1 08  neutron ⋅cm -2 .  Us ing  the  factor 
of 3  as  an  upper bound  equ ivalence  between  the  h igher energy neu trons  and  the  1  MeV 
neu trons  for purposes  of d isplacement damage,  th is  fl uence  converts  to  a  1  MeV equ iva len t 

neu tron  fl uence  of 2 , 4  ×  1 09  neutron ⋅cm -2 .  Th is  upper bound  1  MeV neu tron  equ ivalen t  
fluence  for avion ics  i s  s ti l l  a  factor of 4  be low the  m in imum  level  to  cause  d isp lacement 
damage to  the  most sens i ti ve  e lectron ic devices.  Hence d isplacement damage i s  not a  
problem  for e lectron ic  devices,  based  on  a  m in imum  1  MeV neu tron  fl uence  of 

1  ×  1 01 0  n eu tron ⋅cm -2 .  

7 Guidance for system  designs  

7. 1  Overview 

Methodology and  practices  associated  wi th  safety aspects  of system  design  can  resu l t i n  the  
accommodation  of component  and  equ ipment soft and  hard  fau l t rates.  I f avion ics  e lectron ic 
components  that can  experience  atmospheric rad iation  i nduced  upset and  fa i l u re  effects  
wh ich  have  the  poten tia l  to  adversel y affect a i rcraft safety are  identi fied ,  the  method  of 
assess ing  the  safety impact of such  effects  is  i dentical  to  that used  to  assess  other poten tia l  
hazards  associated  wi th  an  e lectron ic avion ics  product.  F i gure  6  contains  a  flow chart  
showing  an  ou tl i ne  of th is  process.  The  fl owchart i s  cons istent wi th  the  aerospace  
recommended  practices  (ARP)  conta ined  in  ARP4754A and  ARP4761 .  I n  add i tion  to  the  
ARPs,  quanti tati ve  requ i rements  for the  avai labi l i ty of a i rcraft functions  are  provided  i n  
AC23. 1 309-1 C  and  AC25. 1 309-1 A.  Add i ti onal  gu idance for system  des igners  for SEE  
m i ti gation  is  provided  i n  I EC 62396-3.  A fu ture  new part of the  I EC 62396  series ,  
( I EC TS  62396-7)  wi l l  address  speci fical l y the  subject of i ncorporating  atmospheric  rad iation  
effects  anal ys is  i n to  the  system  des ign  and  reporti ng  process.  
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Figure 6  – System  safety assessment process  

The fi rst step  in  the  development process  i s  to  a l l ocate  the  a i rcraft l evel  functions  to  systems  
wh ich  wi l l  implement these  functions.  As  part of th is  development phase ,  each  of the  systems 
is  assessed  re lati vel y to  potential  hazards,  wh ich  cou ld  impact a i rcraft  safety,  by use  of a  
functional  hazard  assessment (FHA).  The  FHA assesses  a l l  hazards  against a  set of hazard  
classes  s im i l ar to  the  classes  shown  in  Table  1 .  I n  add i tion  to  i den ti fi cation  of top-level  
system  hazards  the  FHA i den ti fi es  requ ired  hazard  classi fications  for each  function .  Th is  
cl assi fication  is  set equal  to  the  h ighest cri tical i ty hazards  associated  wi th  each  function .  SEE  
does  not general l y cause  un ique  function  level  fa i l u re  effects  as  other hardware  fa i l u re  modes  
can  cause  the  same effects .  As  a  resu l t  SEE  does  not need  to  be  i ncluded  as  a  separate  
hazard  wi th in  the  FHA.  

System  development assurance l evels  refer to  processes  used  during  system  development 
(des ign ,  implementation ,  veri fication/certi fication ,  production ,  etc. ) .  I t  was  deemed  necessary 
to  focus  on  the  development processes  for systems  based  upon  "h igh l y- in tegrated "  or 
"complex"  (whose  safety cannot be  shown  sole l y by test and  whose  l og ic  i s  d i fficu l t  to  
comprehend  wi thou t the  a i d  of anal ytical  tools)  e lements  (primari l y d ig i ta l  e l ectron ic 
components  and  software).  

Development assurance acti vi ties  support system  development processes.  Systems  and  i tems 
are  assigned  "development assurance l evels"  based  on  fa i l u re  cond i ti on  class i fications  
associated  wi th  ai rcraft- l evel  functions  implemented  i n  the  systems and  i tems.  The  ri gor and  
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d iscip l ine  needed  in  perform ing  the  activi ti es  supporting  development processes  wi l l  vary 
accord ing  to  the  assigned  development assurance l evel  and  shou ld  be  ta i l ored  accord ing l y.  

Systems  that implement a i rcraft functions  are  classi fi ed  by the  fa i l u re  effects  of the  functions  
they implement.  Table  1  provides  a  cross-reference between  functional  fa i l u re  effects  and  the  
classi fication  of systems  that  implement the  correspond ing  function .  

Table  1  – Nomenclature  cross  reference  

Functional  fai l ure  condi tion  classi fication  
(AC23. 1 309-1 C,  AC25. 1 309-1 A  

and  ARP4754A /  EUROCAE ED-79A)  

System  development assurance l evel  
(ARP4754A /  EUROCAE  ED-79A)  

Catastroph ic  Level  A  

Severe  major/hazardous  Level  B  

Maj or Level  C  

M inor Level  D  

No  effect  Level  E  

 

During  the  development of the  system  arch i tecture  and  the  a l location  of system  requ i rements  
to  hardware  and  software,  a  prel im inary system  safety assessment (PSSA)  is  performed.  The  
purpose  of the  PSSA is  to  evaluate  the  p lanned  arch i tecture  to  determ ine  the  reasonableness  
of the  arch i tectu re  to  meet the  system  safety requ i rements.  Un l ike  the  FHA,  the  PSSA 
cons iders  the  i n tended  system  arch i tecture  and  i den ti fies  fa i l u re  modes,  wh ich  i nd ividual l y or 
i n  combination ,  can  l ead  to  the  top- level  hazardous  events  i denti fi ed  i n  the  FHA.  S ince  SEE  
wou ld  not in troduce new fa i lure  modes,  the  fa i l u re  modes  cons idered  i n  the  PSSA wou ld  
i nclude  SEE.  Depend ing  on  the  effects  of SEE  the  PSSA wi l l  cons ider those  that cause  soft 
versus  hard  fau l ts  separatel y.  The  impact of the  phase  of fl i gh t typ ical l y wi l l  need  to  be  
cons idered  s i nce  the  probabi l i ty of SEE  is  h i gher during  cru ise  than  during  take-off and  
l and ing .  S ince  PSSA resu l ts  wi l l  d ri ve  arch i tecture  m i tigation  measures,  i t  wi l l  i denti fy any 
arch i tectural  m i tigation  that i s  requ ired .  

During  the  system  implementation  phase  the  design  is  completed  and  veri fied .  The  system  
safety assessment (SSA)  i s  performed  to  veri fy and  document that the  system,  as  designed  
and  bu i l t,  compl ies  wi th  the  safety requ i rements.  Thus,  a l l  appl icable  SEE  rates  wi l l  be  
i ncluded  i n  the  SSA.  
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Figure 7  – SEE  in  relation  to  system  and  LRU  effect  

7. 2  System  design  

Because fa i lu re  effects  may include  both  mal function  and  l oss  of function ,  the  implementation  
of some a i rcraft functions  usual l y requ ires  system  arch i tectures  wi th  some degree  of 
equ ipment mon i toring  and  redundancy.  The  degree  of redundancy i s  d ictated  by equ ipment 
component fa i l u re  rates  that i nclude  SEE  fai l u re/fau l t  rates.  An  i nd ication  of the  impact of SEE  
is  g i ven  i n  F igure  7.  S ince  the  neu tron  i n teraction  even ts  that resu l t i n  SEE  are  stochastic and  
re lativel y rare,  potentia l l y adverse  safety effects  wou ld  be  confined  to  Level  A,  B  or C  
systems.  For Level  D  and  E  systems,  the  impact of SEE  wou ld  primari l y affect econom ics  and  
customer satisfaction  and  need  not  be  cons idered  i n  system  safety assessments .  

For Level  A,  B  and  C  systems the  SEE  rates  shou ld  i nclude  s ing le  event  effects  that resu l t i n  
both  soft errors  and  hard  errors .  Soft errors  are  defined  as  those  that are  eas i l y recovered  
from ,  usual l y by a  rebooting  of the  system ,  or even  recycl i ng  power.  The  non-destructi ve  SEE  
effects  that comprise  soft errors  i nclude  SEU,  MCU ,  SET and  SEFI  (most of the  time).  Hard  
errors  are  those  that cannot easi l y be  recovered  from  by a  rebooting  of the  system .  They can  
be  brough t about  by destructi ve  damage to  an  e lectron ic  device  or by a  soft error be ing  
propagated  wi th in  a  system  that resu l ts  i n  the  standard  boot-up  not being  avai l able.  The  
destructi ve  SEE  effects  that consti tu te  hard  errors  i nclude  SEL,  SHE,  SEB,  SEGR and  on  
occasion  SEFI .  I n  those  few electron ic devices  that are  sens i ti ve  to  destructive  SEE  effects  by 
h igh-energy neu trons,  such  as  SHE  and  SEL,  the  SEE  rates  i n  avion ics  (see  8 . 2 . 3  and  8. 2 . 4)  
wi l l  be  much  l arger than  the  rates  of hard  fa i l u res  in  those  devices  due  to  mechan ical  
mechan isms,  wh ich  are  general l y i n  the  range  of 1 00  to  1  000  FITs   

(1  ×  1 0–7  fa i l u re ⋅device–1 ⋅h–1  to  1  ×  1 0–6  fa i l u re ⋅device–1 ⋅h–1  [68]  for avion ics).  
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The  SEU  rates  for i nd ividual  e l ectron ic devices  may be  obtained  from  a  variety of data  
sources,  and  the  two main  approaches  that can  be  u ti l i sed  for these  are  d iscussed  i n  C lause  
B. 3  and  Clause  B. 4.  The  approach  described  in  C lause  B. 2 ,  exposing  an  LRU  or ci rcu i t board  
to  a  proton  or neutron  beam ,  provides  more  i n formation  as  to  how potentia l  SEEs  i n  e lectron ic  
devices  affect the  subsystem,  bu t few such  tests  have  been  carried  ou t.  Very few e lectron ic  
devices  have  been  documented  to  be  sens i ti ve  to  destructive  SEE  effects,  primari l y SEL,  by 
h igh-energy neutrons  or protons,  bu t on l y a  l im i ted  number of devices  have  been  tested  i n  
such  beams  in  the  fi rst p lace.  However,  actual  i n -fl igh t experience  of devices  used  i n  avion ics  
boxes  cou ld  be  u ti l i sed  to  demonstrate  the  l ack of sens i ti vi ty to  destructive  SEE  mechan isms,  
a l though  th is  has  not  been  done  formal l y to  date.  

Equ ipment redundancy a long  wi th  other m i tigati ng  arch i tecture  measures  wou ld  i n  turn  
trans late  to  requ irements  for acceptable  SEE  rates.  For a  s i ng le  system  implementation  of a  
particu lar ai rcraft function ,  obj ectives  shou ld  revolve  around  acceptable  equ ipment fa i lu re  
rates  that i nclude  SEE  rates.  Arch i tectural  considerations,  equ ipment design  or component 
selection  m i tigate  the  impact of fa i lu re  rates  ( i nclud ing  SEE  rates)  on  a  product.  The  d iscipl i ne  
and  ri gor requ ired  i n  the  system  des ign  for,  and  veri fication  of,  m i tigation  of fau l t  effects  is  
dependen t on  the  system  development assurance  l evel .  

Separate  error rates  are  requ ired  for soft errors  and  hard  errors  (fau l ts)  depend ing  on  the  
overal l  equ ipment impact of these  errors/fau l ts .  For example,  soft errors  may not consti tu te  an  
equ ipment fau l t i f an  au tomatic  or crew i n i tiated  reset i s  able  to  return  the  equ ipment to  fu l l  
operation .  The  d iscipl i ne  and  ri gor associated  wi th  SEE  rate  determ ination  cou ld  range  from  
characterisation  of the  actual  SEE  rate  for a  speci fic e lectron ic device  to  a  determ ination  of 
s im i l ari ty to  a  cl ass  of devices  wi th  a  known  SEE  rate.  An  e lectron ic device  SEE  rate  
impacting  a  Level  A (function  fa i lu re  effect of catastroph ic)  system  shou ld  be  quan ti fied  wi th  
greater rigor (see  7 . 4 . 2)  than  that impacting  a  Level  B  ( function  fa i l u re  effect of severe  
major/hazardous)  system .  Likewise,  an  SEE  rate  impacting  a  Level  B  system  shou ld  be  
quanti fi ed  wi th  greater ri gor (see  7 . 4. 3)  than  that impacting  Level  C  (major)  systems  (see  
7. 4. 4)  or Level  D  (m inor)  and  Level  E  (no  effect)  systems (see  7 . 4 .5) .  

For the  purposes  of th is  document,  soft errors  resu l t i n  error or loss  of function  wh ich  is  
recoverable  for example  by reset or power cycle.  Hard  errors  resu l t i n  equ ipment fa i l u re  that  
i s  permanent and  on l y recoverable  through  repai r acti vi ty.  

7.3  Hardware  considerations  

SEU  rates  are  a  particu lar i ssue  wi th  d ig i ta l  e l ectron ic hardware.  Such  effects  refer to  the  
characteristic of inva l id  state  changes,  for example  those  that occur i n  l a tch  ci rcu i ts  
(memories,  reg isters,  etc. )  that  are  fundamenta l  bu i l d i ng  b locks  of d ig i ta l  hardware.  

Extreme solar fl are  even ts  produce add i tional  neutrons  wi th in  the  atmosphere  that i ncrease  
the  overal l  a tmospheric neu tron  fl ux wi thou t d i rect warn ing .  Therefore  for Levels  A,  B  and  C  
systems a  scal i ng  factor for solar enhancement of the  h i gh-energy neu tron  fl ux shou ld  be  
appl ied  (see  5. 6) .  

Using  the  safety assessment process  and  g i ven  a  fa i l u re/fau l t  rate,  for each  type  of SEE,  the  
system  arch i tectures  can  be  provided  to  ach ieve  robust operation  i n  a  poten tia l l y fau l t  
producing  environment.  System  arch i tectura l  features,  such  as  redundancy,  mon i toring ,  error 
correction ,  or parti ti on ing ,  can  be  usefu l  i n  m i ti gati ng  the  effects  of an  equ ipment fau l t on  the  
system  operation  and  reducing  the  probabi l i ty of a  system  hazard .  Redundancy i s  a  techn ique  
for provid ing  mu l ti p le  implementations  of a  function  – e i ther as  mu l ti ple  i tems,  or mu l ti p le  
l anes  wi th in  an  i tem .  I t  assumes  that a  hard  error/fau l t (SEE  induced ,  etc. )  impacting  one  
e lemen t of the  system  implementing  a  function  i s  i ndependent of such  a  fau l t  impacting  the  
redundant system  element.  Mon i toring  for,  and  accommodation  of,  an  equ ipment fau l t effect i s  
a  usefu l  techn ique  to  m in im ise  the  impact of any such  effects .  

I f various  functions  are  provided  by the  i n tegrated  modu lar avion ics  ( IMA)  technology,  the  
determ ination  of the  development assurance  l evel  shou ld  i nclude  the  effects  of the  
s imu l taneous  l oss  and /or mal function  of a l l  of the  functions  that the  IMA system  provides.  The  
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ri gor and  d iscip l ine  associated  wi th  the  h ighest system  development assu rance level  wou ld  
typical l y be  appl i ed  to  the  hardware  associated  wi th  the  IMA compu ting  p latform .  

7.4 Electron ic  devices  characterisation  and  control   

7. 4. 1  Rigour and  d iscipl ine  

The ri gour and  d iscip l i ne  needed  in  characteri s i ng  e lectron ic devices  SEE  rates  and  e lectron ic  
devices  con trol  wi l l  vary accord ing  to  the  development assurance l evel  and  shou ld  be  ta i lored  
accord ing l y.  

7.4.2  Level  A systems  

Th is  assurance l evel  wi l l  requ ire  the  most ri gorous/d iscip l ined  ( testing /anal ysis)  approach  
( i nclud ing  SEE  rate  characterisation)  for showing  compl iance  to  requ irements  for acceptable  
function  performance  in  the  rad iation  envi ronment.  Level  A systems include  functions  for 
wh ich  the  pi l ot  wi l l  not be  part  of the  operational  l oop,  for example  FBW,  etc. ,  and  a lso  
functions  for wh ich  the  p i l ot wi l l  be  wi th in  the  loop  through  pi l ot/system  in formation  exchange ,  
for example  EFIS,  etc.  

One  of the  fol l owing  methods  shou ld  be  employed :  

a)  SEE  rates  i n  e lectron ic devices  may be  derived  from  neutron  testing  on  the  speci fic  
devices  used  i n  the  des ign  by exposure  to  a  su i table  s imu lation  faci l i ty.  An  example  of a  
h igh  fidel i ty atmospheric  neu tron  envi ronment s imu lation  i s  the  Los  Alamos  WNR (see  
8. 3. 3  and  Annex C  for al ternative  s imu lators).  The  accuracy of th is  method  i s  
approximatel y a  factor of 2  on  the  even t rate.  

b)  SEE rates  in  e lectron ic devices  may a lso  be  derived  from  proton  testing  on  the  speci fic 
devices  used  i n  the  design  by exposure  to  h igh  energy (greater than  1 00  MeV)  proton  
beams  (see  8 . 3 . 3 ,  Clause  B . 2  and  Annex C).  The  accuracy of th is  method  is  
approximatel y a  factor of 3  on  the  even t rate.  

c)  At  system  l evel ,  “ i n -the- loop”  type  of SEE  testing  of avion ics  equ ipment or systems  may 
be  used  as  described  i n  Clause  B . 1 .  The  accuracy of th is  method  is  approximatel y a  factor 
of 2  to  3  on  the  event rate  dependent  on  particle  beam  used .  

d )  Where  such  data  is  not avai lab le  or testing  is  impractical  then  the  methods  of 7. 4. 3  may 
be  used  to  derive  even t  rates,  however a  su i table  m in imum  factor i n  even t rates  over 
values  calcu lated  by these  methods  shou ld  be  appl ied .  

The  type  A systems  requ ire  the  most robust electron ic devices  performance  and  e lectron ic  
device  technology con trols.  Technology controls  shou ld  be  i n  p lace  to  mon i tor electron ic 
component suppl ier changes  that  cou ld  impact SEE  fai l u re/fau l t  rates.   

7 . 4.3  Level  B  

SEE rates  shou ld  be  based  on  e i ther:  

a)  Level  A rigour/d iscip l i ne;  or  

b)  l ess  ri gorous/d iscipl i ned  approach  us ing  one  of the  fol lowing  methods:  

1 )  The  use  of proprietary i n formation  and  data  appl icable  to  SEE,  for example  s i l icon  on  
i nsu lator and  establ ished  th in  rad iation  to lerant epi taxial  layer to  prevent  l atch  up,  and  
non-contiguous  memory to  avoid  MBU  (accuracy approximatel y a  factor of 2  on  the  
even t rate) .  

2)  I rrad iation  of i nd ividual  avion ics  equ ipment i tems con tain ing  a  variety of potentia l l y 
sensi ti ve  e lectron ic devices  as  described  i n  C lause  B .2 .   

3)  Any of the  fol lowing  SEE  eng ineering  tools  that shou ld  be  appl ied  by SEE rad iation  
effects  experts:  
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i )  Use  of heavy i on  SEE  data  processed  us ing  an  anal ytical  approach  to  obta in  
neu tron  SEE  data  (see  Clause  B . 3).  Accuracy i s  approximatel y a  factor of 1 0  on  the  
even t rate.  

i i )  Use  of neutron/proton  SEE  data  on  speci fic e lectron ic device  types  (see  Clause  
B. 3) .  Accuracy i s  approximatel y a  factor of 1 0  on  even t rate.  

i i i )  Use  of generic SEE  data  based  on  component  bas ic technology and  type  (for 
example  CMOS  SRAM)  (see  Clause  B. 4);  i t  i s  used  where  there  i s  no  relevant SEE  
data  for the  e lectron ic devices .  Accuracy i s  approximatel y a  factor of 1 0  on  the  
even t rate  because  th is  i s  an  i nherentl y conservative  method .  

i v)  Use  of component SEE  testing  by laser s imu lation  using  a  l aser that  has  been  
cal i brated  us ing  a  reference e lectron ic  device  of the  same functional  type  (for 
example  SRAM)  and  s im i l ar technology and  feature  s ize  (see  Clause  B. 5).  
Accuracy us ing  cal i bration  e lectron ic devices  is  approximatel y a  factor of 1 0  on  the  
even t rate.  

c)  SEE  fa i l u re/fau l t  rates  traceable  to  SEE tests  on  s im i lar e lectron ic devices  using  test 
resu l ts  from  non-neutron  testing  faci l i ti es  (see  Clauses  B. 3,  B . 4  and  B. 5) .  

These  types  of systems requ i re  moderate  e lectron ic device  and  technology control  wi th  
period ic assurance that no  suppl ier changes  cou ld  impact SEE  fa i lu re/fau l t rates.  

7.4.4  Level  C  

SEE rates  shou ld  be  based  on  e i ther:  

a)  Level  B  rigor /  d iscip l i ne;  or  

b)  SEE fa i l u re/fau l t rates  traceable  to  testing  resu l ts  via  an  SEE  fa i l u re/fau l t rate  model  (use  
of an  average  SEE  error rate  for a l l  poten tia l l y sens i ti ve  components .  I n  these  i nstances,  
the  SEE  error rate  may be  h i gh  for some components  and  l ow for others  bu t the  overal l  
equ ipment error rate  can  be  expected  to  be  acceptable  (see  Clause  B .4)) .  

These  types  of systems  use  normal  e lectron ic device  con trol  and  change  noti fication  
practices.  Changes  shou ld  be  reviewed  for potentia l  impact on  SEE  fa i l u re/fau l t  rates.  The  
impact of an  e lectron ic device  change wi l l  be  tracked  by product ( i denti fy trends  i nd icati ng  
major i ncreases  in  fa i lu re/fau l t  rates) .  

7.4.5  Levels  D  and  E  

These  types  of systems use  normal  e lectron ic devices  control  and  change  noti fication  
practices.  No  add i tional  screen ing  for the  effects  of atmospheric rad iation  is  requ ired  un less  
speci fical l y requested  by the  customer.  

8 Determination  of avionics  single  event effects  rates   

8. 1  Main  s ing le  event  effects  

Many e lectron ic devices  are  sensi ti ve  to  SEEs  i n  avion ics  at a i rcraft a l ti tudes,  and  there  are  
many d i fferent ways  of deal ing  wi th  the  phenomena.  F i rst,  i t  sha l l  be  recogn ised  that even  
though  Clause  6  l i sts  many d i fferent kinds  of s ing le  event effects,  i n  a lmost al l  cases  for 
e lectron ic devices  avai lab le  at  the  beg inn ing  of the  21 st  cen tury,  the  main  effects  that need  to  
be  deal t wi th  are  SEU ,  MBU ,  MCU  and  SEFI .  Th is  may not hold  true  in  the  fu ture  as  
fabrication  methods  and  output requ irements  of newer e lectron ic devices  are  further 
advanced  through  developments  i n  e l ectron ic device  technology.  The  even t rate  for the  other 
s i ng le  event effects  are  general l y l ow enough  that they can  be  i gnored  i n  most cases.  
However,  SEL presents  a  d i fficu l ty because  wh i le  the  majori ty of CMOS devices  are  not 
sens i ti ve  to  SEL due  to  the  atmospheric neu trons,  a  few e lectron ic devices  are  sensi ti ve,  and  
the  atmospheric neu tron  SEL rate  for some of these  may not be  considered  smal l  enough  to  
i gnore.  The  potentia l  for SEL may change as  a  resu l t of d ie  revis ion  of existing  e lectron ic 
devices.  
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The  key to  be ing  able  to  deal  wi th  s ing le  even t effects  i n  avion ics  is  to  quan ti fy the  SEE  rate  
of an  LRU ,  wh ich  usual l y i s  taken  as  the  combined  SEE  rate  of a l l  of the  electron ic devices 
that  are  used  i n  the  LRU .  The  SEE rate  per e lectron ic device-hour i s  ca lcu lated  by the  
fol lowing  equation :  

SEE  rate  =  atmospheric neu tron  flux (neu tron ⋅cm–2 ⋅h–1 )  ×  SEE  cross-section  (cm 2 ⋅device–1 ) (2)  

A number of d i fferen t approaches  can  be  used  for th is ,  from  testi ng  an  LRU  or the  e lectron ic 
boards  wi th in  i t  wh i l e  exposed  to  a  beam  of neu trons  or protons  (dynam ic test),  to  ca lcu lating  
rates  based  on  data  for the  s tatic SEE response of i nd ividual  e l ectron ic devices.  The  subject  
of s ing le  event  testi ng  of avion ic systems  i s  covered  in  more  deta i l  i n  I EC  62396-2.  

The  SEE  response of an  e lectron ic device  to  a  beam  of particles  is  characterised  as  the  SEE  

cross-section ,  wh ich  i s  the  number of even ts  d i vi ded  by the  fl uence  of particles  (proton ⋅cm–2 ,  
the  particle  fl ux i n tegrated  over the  exposure  time)  to  wh ich  the  d evice  was  exposed .  Thus  the  

cross-section  is  g iven  i n  un i ts  of cm2 ⋅device–1  or cm 2 ⋅bi t–1 .  

8.2  Single  event effects  with  lower event rates  

8.2. 1  Single  event burnout  (SEB)  and  s ing le  event gate  rupture  (SEGR)  

Sing le  event burnout (SEB)  and  s ing le  event gate  rupture  (SEGR)  appl y on l y to  e lectron ic  
devices  such  as  power MOSFETs  and  IGBTs.  As  d iscussed  in  C lause  6 ,  energetic neu trons  i n  
the  atmosphere  can  i nduce  SEB  and  SEGR in  power MOSFETs,  bu t there  is  an  add i tional  
important  e lectron ic device  parameter i nvolved ,  VDS ,  the  d rain-source  vol tage  (VGS ,  the  gate  
source  vol tage,  p l ays  a  m inor role) .  Power MOSFETs are  general l y operated  at  a  derated  
cond i ti on ,  i . e. ,  operated  at a  VDS  that i s  l ower than  the  rated  VDS  of the  device.  A l arge  
number of power MOSFETs  have  undergone  laboratory testing  wi th  beams  of heavy ions  for 
SEB  and/or SEGR,  and  these  have  identi fi ed  the  value  of VDS  (passing  VDS)  at  wh ich  no  SEB  
or SEGR occurs.  S im i l arl y,  a  smal l er number of power MOSFETs have  been  tested  wi th  
beams of protons  and  energetic neu trons  for SEB,  and  the  resu l ts  of these,  the  passing  VDS  
va lues,  have  been  tabu lated  [69,  70,  71 ] .  The  proton/neu tron  pass ing  VDS  i s  h i gher than  the  
heavy i on  passing  VDS .  From  these  resu l ts  we  can  general ise  that,  based  on  those  e lectron ic 
devices  that were  tested ,  atmospheric neu trons  can  i nduce  SEB in  power MOSFETs  rated  at 

400  V and  above.  However,  i f the  e lectron ic devices  are  operated  at a  VDS  of < 300  V,  the  
probabi l i ty of a  SEB  wi l l  be  l ow enough  that SEB  shou ld  not  be  a  concern .  For vol tages  

> 300  V,  the  SEB  cross-section  is  needed  i n  order to  calcu late  the  SEB  rate,  and  th is  cross-
section  can  be  obtained  on l y from  h igh  energy proton/neu tron  SEB  tests,  such  as  those  i n  [72 ,  
73,  74] .   

There  is  evidence that h i gh  vol tage  electron ics  has  been  affected  by secondary neutrons  at  
sea  l evel .  As  i nd icated  i n  [62 ,  69] ,  the  i nstances  in  wh ich  h igh  power e lectron ics  have  fai led  
on  the  ground  are  a l l  attribu table  to  the  cosm ic ray neu trons .   

8.2.2  Single  event transient  (SET)  

Sing le  even t trans ien t (SET)  responses  have  been  measured  i n  a  number of e lectron ic  
devices  wi th  heavy ions,  bu t i n  on l y three  d i fferent types  of devices  us ing  proton  beams,  a  
comparator [52] ,  ana logue  to  d i g i ta l  converter [75]  and  a  pu lse  wid th  modu lator (PWM) [51 ] .  
The  ab i l i ty of an  e lectron ic device  to  to lerate  a  SET is  h igh l y dependen t on  the  speci fic  
appl ication .  Nevertheless,  the  calcu lated  SET rates  for these  three  types  of electron ic devices  
at a i rcraft a l ti tudes  considering  the  nom inal  neu tron  fl ux (see  5. 3. 2)  can  be  he lpfu l  for 
purposes  of assessing  the  kind  of effects  that cou ld  be  i nduced ,  and  provid ing  an  upper 
bound  on  thei r probabi l i ty of occurrence.  For the  PWM,  SETs  l ed  to  changes  in  the  waveform  
ou tpu t of the  e lectron ic device,  wh ich  i s  usual l y at  constan t frequency and  du ty cycle  [51 ] .  
Phase  sh i ft  errors  i n  the  ou tpu t were  considered  smal l  events,  and  they have  an  upper bound  

rate  of 4  ×  1 0–6  event ⋅device–1 ⋅h–1  a t  a i rcraft a l ti tudes,  wh i le  period  m ismatch  errors  ( l arger 
even ts),  have  an  upper bound  rate  of 1  ×  1 0–6  even t⋅device–1 ⋅h–1 .  Wi th  the  comparator,  the  

recorded  trans ients  were  about 1  µs  i n  duration ,  and  the  probabi l i ty of such  events  depended  
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on  the  vol tage  input.  For a  –25  mV i npu t,  the  proton  resu l ts  l ead  to  an  upper bound  SET rate  

1  ×  1 0–6  even t⋅device–1 ⋅h–1  at  a i rcraft a l ti tudes,  and  wi th  a  –1 2, 5  mV i npu t,  the  proton  resu l ts  
l ead  to  an  upper bound  SET rate  2  ×  1 0–5  event⋅device–1 ⋅h–1  at  a i rcraft  a l ti tudes.   

8.2.3  Single  event hard  error (SHE)  

For s ing le  event hard  error (SHE),  a  64  Mbi t SDRAM  was  recentl y tested  wi th  h igh-energy 
protons  and  stuck b i ts,  SHEs,  were  recorded  [63] .  Th is  i s  the  most  usefu l  data  for estimating  
the  SHE  rate  at a i rcraft a l ti tudes.  SHE is  a  m icro-dose  effect,  and  i t  i s  not at  a l l  clear that 
other l arge  SDRAMs  wi l l  a lso  have  the  same sens i ti vi ty to  th is  effect as  the  SDRAM  that was  
tested .  Nevertheless,  the  ca lcu lated  SHE  rate  for th is  SDRAM at a i rcraft a l ti tudes  is  helpfu l  i n  
provid ing  an  upper bound  on  the  probabi l i ty of occurrence of hard  errors .  Us ing  th is  proton  

data  [63]  an  upper bound  rate  of 4  ×  1 0–6  SHE  event⋅device–1 ⋅h–1  i s  obtained  at a i rcraft 
a l ti tudes  due  to  the  atmospheric neu trons.  Th is  rate  i s  based  on  the  assumption  that each  b i t  
of the  64  Mbi t SDRAM  is  equal l y sens i ti ve.  

8.2.4  Single  event l atch-up  (SEL)  

Many CMOS devices  are  sens i ti ve  to  SEL from  heavy i ons.  A smal l  number of these  have  a lso  
been  tested  wi th  beams of energetic protons  and  neu trons,  and  have  been  shown  to  be  
sens i ti ve  to  SEL from  the  protons  and  neutrons.  References  [76,  77]  conta in  a  few of these  
e lectron ic devices  that can  have  SEL i nduced  by protons  and  neutrons  and  thei r SEL cross-
sections,  bu t each  year or two one  or more  new e lectron ic devices  are  i denti fied  by SEE  
researchers  as  sens i ti ve  to  proton  SEL [78] .   

One  approach  that may be  usefu l  i s  to  provide  an  upper bound  rate  based  on  the  electron ic  
device  wi th  the  h ighest probabi l i ty of having  SEL [76,  77]  i nduced  by atmospheric neu trons  at  
a i rcraft a l ti tudes.  References  [76,  77]  l i st a  total  of seven  e lectron ic devices  wi th  proton  SEL  

cross-sections,  and  the  two h ighest have  SEL  cross-sections  of 4 , 5  ×  1 0–9  cm2  (DSP)  and  

6, 6  ×  1 0–9  cm2  (m icrocontrol ler) .  Unfortunatel y,  two very recent proton- induced  latch-up  
cross-sections  have  been  publ ished  for SRAMs  [47,  79]  and  these  proton -induced  SEL cross-

sections,  7  ×  1 0–9  cm2  and  4  ×  1 0–8  cm2 ,  both  exceed  the  largest previous  proton  SEL value.  
Another study [80]  exposed  SRAMs to  the  WNR neutron  beam ,  and  SRAMs from  three  
d i fferent vendors  l atched  up,  two a lso  wi th  h igh  SEL cross-sections.  Thus  an  upper bound  
SEL rate  for avion ics  based  on  the  l argest measured  SEL  cross-section  to  date  of  

4  ×  1 0–8  cm2  and  the  neutron  fl ux of 6  ×  1 03  n eutron ⋅cm–2 ⋅h–1  i s  2 , 4  ×  1 0–4  l atch-up ⋅device–1 ⋅  
h–1 ,  or once  i n  abou t 4  000  h .  S ince  th is  rate  appears  to  be  h i gh  enough  to  be  of concern ,  the  
best certa in  a l ternative  wou ld  be  to  expose a l l  e l ectron ic devices  i n  an  LRU  to  a  beam  of h i gh -
energy protons  or neutrons,  and  mon i tor for l atch-up  ( i ncrease  i n  curren t) .  For l atch-up  
screen ing ,  the  pu lsed  l aser approach  consti tu tes  a lso  an  efficien t solu tion .  The  laser is  used  
on l y to  determ ine  whether or not an  e lectron ic device  wi l l  l atch  up  fol lowing  an  ion ization  
even t [81 ] .  Th is  testing  provides  a  re levant and  reproducib le  answer for e lectron ic  device  
assessment during  design  phase  but  a lso  to  con trol  d ie  changes  i n fl uence  on  SEL  sens i ti vi ty.  

E lectron ic devices  that are  sens i ti ve  to  neutron-induced  SEL  cou ld  thereby be  i denti fi ed  and  
a l ternative  actions  considered .  Th is  i s  the  approach  taken  by a  number of NASA centres  and  
programs due  to  concerns  of SEL by the  trapped  protons  in  space.   

8.3  Single  event effects  with  h igher event rates  – S ingle  event upset data  

8.3. 1  General  

The key to  be ing  able  to  deal  wi th  s i ng le  even t effects  i n  avion ics  i s  to  quanti fy the  s ing le  
even t effect rate  for an  avion ics  box.  Once an  estimate  can  be  made  of the  even t rate,  
appropriate  measures  can  be  considered  to  accommodate  the  event.  I f the  event rate  i s  l ow 
enough ,  a  decis ion  m igh t be  made to  to lerate  i t.  I f i t  i s  too  h i gh ,  a  variety of fau l t  tolerant 
measures  can  be  considered  for incorporation ,  such  as  error detection  and  correction  (EDAC)  
or redundancy.  These  fau l t  to leran t measures  i nvolve  arch i tecture  and  systems approaches  
that are  beyond  the  scope of th is  document.   
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As  i nd icated  i n  Clause  6,  SEU ,  MCU  and  SEFI  are  the  th ree  s i ng le  event effects  that present 
the  l argest potentia l  threat to  a i rcraft avion ics,  and  they are  l i s ted  in  order of decreasing  
occurrence.  I n  add i ti on ,  as  d iscussed  i n  8. 2. 4,  for a  few CMOS devices,  the  s ing le  event  
l atch-up  rate  cou ld  be  a  concern .  At a  s impl i fied  l evel ,  the  SEU  rate  depends  on  the  number 
of b i ts  i n  an  e lectron ic device,  and  i n  most cases  the  bi ts  serve  as  e i ther memories,  reg isters ,  
or la tches.  The  kinds  of e lectron ic devices  that con tain  the  l argest number of volati l e  b i ts  are  
memories,  m icroprocessors,  ASICs  and  fie l d  programmable  gate  arrays  (FPGAs).  When  the  
SEU  rate  at a i rcraft a l ti tudes  is  considered  on  a  per b i t  bas is ,  the  SEU  rate  i s  s im i l ar for these  
various  ki nds  of e l ectron ic devices  to  wi th in  a  range  of 1  to  2  orders  of magn i tude.   

8.3.2  SEU  cross-section   

The  SEU  response of an  electron ic device  to  a  beam  of particles  is  characterised  as  the  SEU  

cross-section ,  wh ich  is  the  number of upsets  d ivi ded  by the  fl uence  of particles  (proton ⋅cm–2 ,  
particle  fl ux i n tegrated  over the  exposure  time)  to  wh ich  the  device  was  exposed .  Thus  the  

cross-section  i s  g iven  i n  un i ts  of cm2 ⋅device–1  or cm 2 ⋅bi t–1 .  Various  scien ti fic  and  eng ineering  
organ isations  around  the  world  carry ou t such  SEU  tests  i n  order to  characterise  the  SEU  
response of e lectron ic  devices  to  the  d i fferent particles.  The  vast majori ty of these  tests  are  
performed  for electron ics  that are  being  considered  for use  i n  space.  Therefore,  most of the  
tests  are  wi th  heavy i on  particle  beams,  and  some are  wi th  proton  beams.  A smal ler number 
are  performed  us ing  neu tron  beams.   

Thus,  i n  the  rad iation  effects  l i terature,  there  are  three  d i fferen t types  of SEU  cross-sections  
that are  reported ,  heavy i on  SEU  cross-sections,  proton  SEU  cross-sections  and  neutron  SEU  
cross-sections.  For immed iate  purposes,  the  heavy i on  SEU  cross-sections,  wh ich  are  used  
for e lectron ics  i n tended  for space appl ications,  are  not d i rectl y re l evan t for avion ics  
appl ications;  however the  u ti l i sation  of heavy ion  SEU  data  for avion ics  purposes  i s  fu rther 
d iscussed  i n  Clause  B. 3.   

8.3.3  Proton  and  neutron  beams  for measuring  SEU  cross-sections  

For particle  energ ies  above  50  MeV,  SEU  cross-sections  measured  wi th  protons  and  neu trons  
can  be  taken  to  be  essen tia l l y the  same,  bu t at  l ower energ ies  th is  i s  not true  due  to  the  
cou lomb barrier for the  proton  that i s  not present for the  uncharged  neutron .  However,  there  i s  
a  problem  i n  making  comparisons  between  neutron  and  proton  data  i n  that the  proton  SEU  
cross-sections  are  measured  us ing  a  mono-energetic proton  beam ,  whereas  i t  i s  d i fficu l t  to  
ach ieve  a  beam  of neu trons  of a  s i ng le  energy except under specia l  ci rcumstances.  Proton  
beams  are  avai l ab le  at a  number of h igh  energy accelerators  around  the  world ,  for example  
the  I nd iana  Un ivers i ty Cyclotron  Faci l i ty ( I UCF)  i n  the  US,  the  Pau l  Scherrer I nsti tu te  (PSI )  i n  
Swi tzerland ,  the  Tri -Un ivers i ty Meson  Faci l i ty (TRIUMF)  i n  Canada,  etc.  Each  accelerator has  
an  upper energy,  bu t testi ng  i s  often  done  at several  energ ies  and  the  SEU  cross-sections  are  
reported  as  a  function  of the  proton  energy.  Therefore  SEU  cross-section  from  proton  beams 
greater than  1 00  MeV can  be  used  to  g i ve  the  equ ivalent  cross-section  from  WNR.   

At  a i rcraft a l ti tudes,  the  spectrum  of the  atmospheric neu trons  covers  the  energy range  to  
greater than  1  000  MeV.  One  type  of neu tron  source is  avai lable  that s imu lates  the  
atmospheric neutron  envi ronment and  is  set  up  to  a l l ow experimenters  to  expose  e lectron ics  
to  the  beam  and  measure  the  induced  s i ng le  even t effects.  Th is  i s  the  spal lation  neutron  
source,  examples  of wh ich  are  g iven  in  Annex C;  these  sources  can  be  des igned  so  that the ir 
spectrum  simu lates  the  atmospheric rad iation  envi ronment (wh i te  neutron  source)  up  to  the  
maximum  energy of the  accelerator.  Such  sources  can  produce neu tron  fl uxes  that are  orders  
of magn i tude  greater than  that of the  atmospheric rad iation  envi ronment and  enable  h igh l y 
accelerated  testing  of e lectron ics.   

The  other neutron  sources  that are  avai lable  are  mono-energetic neu tron  generators  and  
quas i -mono-energetic neu tron  beams.  The  neutron  generators  re l y on  the  D-T reaction  to  
produce mono-energetic beams of 1 4  MeV neu trons  and  occasional l y on  the  D-D  reaction  to  
produce beams  of ~3  MeV neutrons.  The  quas i  mono-energetic beams rely on  a  proton  beam  
striking  a  l i th ium  7  target producing  a  peak of neutrons  at nearl y the  energy of the  protons,  
and  a  l ower flux of neu trons  wi th  energ ies  over the  enti re  energy range  from  the  peak energy 
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down  to  thermal  energ ies.  Th is  low energy “ ta i l ”  consti tu tes  a  s i gn i ficant fraction  of a l l  of the  
neu trons  produced .  There  is  some uncertain ty as  to  how to  remove the  SEU  con tribu tion  from  
the  neu trons  i n  the  lower energy ta i l  i n  a  cons isten t manner to  yie l d  mono-energetic neu tron  
SEU  cross-sections.  

However,  there  is  another source  of neutrons  wi th in  an  a i rcraft that can  cause  SEEs  that  
requ i res  an  en ti re l y d i fferen t ki nd  of neu tron  source  for purposes  of l aboratory testing .  These  
are  the  thermal  neutrons  d iscussed  i n  5. 3 .5.  The  average  energy of these  neutrons  i s  
0, 025  eV,  bu t they are  more  general l y cons idered  to  be  below 1  eV;  thus  they are  6  to  9  
orders  of magn i tude  in  energy lower than  that of the  h igh  energy neu trons  of primary concern ,  
those  in  the  1  MeV to  1  000  MeV range.  The  thermal  neutrons  cause  s ing le  event effects  by 
thei r in teraction  wi th  the  boron  1 0  i sotope  wi th in  the  IC  (g lass ivation  l ayer over s i l icon),  rather 
than  wi th  the  s i l icon  atoms.  The  reaction  that i s  responsib le  for the  i ncreased  SEU  rate  due  to  
thermal  neu trons  i s :  

 1 0B  +  neu tron  → 7Li  +  4He  (a lpha)  (3)  

Research  nuclear reactors  and  other faci l i t ies  (see  Annex C)  provide  conven ien t sources  of 
thermal  neu trons  wi th  re lati vel y h i gh  neu tron  fl uxes  for accelerated  testing .  However there  
have  been  few stud ies  i n  wh ich  electron ic devices  have  been  exposed  to  thermal  neu trons  
and  the  resu l ting  SEU  cross-section  measured .  Of these  on l y a  smal l  number have  exposed  
SRAMs to  both  thermal  neutron  and  h i gh -energy neu tron  beams  and  compared  the  SEU  
cross-sections.  I n  one  s tudy [47] ,  both  the  thermal  and  h igh  energy neu tron  SEU  cross-
sections  i n  SRAMs from  four d i fferen t vendors  were  measured .  For SRAMs from  two vendors  
the  thermal  neu tron  cross-section  was  h igher than  the  h igh  energy SEU  cross-section  by a  
factor of between  1 , 5  and  3 ,  for one  vendor’s  e lectron ic device  the  ratio  of the  SEU  cross-
section  from  thermal  and  h igh  energy neu trons  was  about 1 ,  and  for the  fourth  vendor,  there  
were  no  SEUs  from  thermal  neu trons.  I n  a  second  study [82] ,  for one  SRAM  the  thermal  
neu tron  SEU  cross-section  was  l ower than  that due  to  the  h i gh  energy neu trons  by abou t a  
factor of 1 0,  bu t for a  second  SRAM,  the  thermal  neutron  SEU  cross-section  was  h igher by a  
factor of 2 , 5.  The  most compel l i ng  study [83]  exposed  SRAMs  to  natura l l y occurring  neu trons  
at a  h igh  a l ti tude  location ,  wi th  some e lectron ic devices  receiving  the  fu l l  spectrum  and  others  
having  the  thermal  neu trons  sh ie lded  ou t.  The  SEU  rate  due  to  thermal  neu trons  was  about 
three  times  that due  to  the  h igh-energy neu trons,  and  when  account i s  taken  of the  relati ve  
magn i tude  of the  neu trons  fl uxes,  the  SEU  cross-section  from  thermals  is  about four times  
that due  to  h igh  energy neu trons.  Add i ti onal  comparison  between  h igh  energy and  thermal  
neu tron  cross-sections  for SRAMs is  made  i n  [22] .  Thus  the  add i tional  SEU  rate  from  thermal  
neu trons  i s  an  issue  for avion ics.  There  i s  fu rther d iscussion  of thermal  neutron  SEE  i n  Annex 
A and  in  I EC 62396-5.  

Thus  the  neu tron  SEU  cross-section  obta ined  from  a  speci fic test depends  on  the  neu tron  
source  that was  used .  For avion ics  appl ications,  cross-sections  measured  wi th  the  WNR 
beam  are  best because  these  neutrons  have  the  same energy spectrum  as  the  atmospheric  
neu trons.  These  WNR SEU  cross-sections  can  be  appl ied  d i rectl y to  the  atmospheric  
neu trons  at a i rcraft a l ti tudes  [77] .  

The  relationsh ip  between  the  WNR SEU  cross-section  and  proton  and  neu tron  SEU  cross-
sections  at speci fic energ ies  i s  shown  i n  F igure  8  for three  o l der SRAMs.  For the  two 
e lectron ic devices  wi th  the  SEU  cross-section  measured  i n  the  WNR beam ,  i t  appears  the  
WNR SEU  cross-section  i s  approximatel y equal  to  the  proton  SEU  cross-section  for 

energy >  1 00  MeV,  and  to  the  mono-energetic  neutron  SEU  cross-section  at  1 00  MeV.  
Therefore  SEU  cross-section  from  proton  beams greater than  1 00  MeV can  be  used  to  g i ve  
the  equ ivalen t cross-section  from  WNR.  The  mono-energetic neu tron  SEU  cross-section  data  
were  derived  from  measurements  made wi th  a  pseudo mono-energetic beam  and  corrected  
for the  contribu tion  from  the  ta i l  of l ower energy neu trons  [84] .  Further,  based  on  more  recent  
testing  [21 ] ,  SEU  cross-sections  obtained  from  testing  wi th  mono-energetic proton  beams 

(>  1 00  MeV)  in  SRAMs,  FPGAs  and  m icroprocessors  are  expected  to  be  wi th in  l ess  than  a  
factor of 2  of those  that wou ld  be  obta ined  from  testi ng  wi th  the  WNR neutron  beam.  
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Figure 8  – Variation  of RAM  SEU  cross-section  as  function  of neutron /proton  energy 

For the  comparison  of neu tron  and  proton  measurements  and  the  s ign i fi cance  of l ow energy 
neu trons,  two examples  are  presented  i n  F igure  9,  wi th  data  on  4  Mbi t  SRAMs [21 ,  47] .  The  

feature  s i ze  of these  e lectron ic devices  was  0 , 4  µm and  th is  fi gure  g i ves  data  for the  most and  
least sens i ti ve  e lectron ic devices  from  th is  sample.  For the  resu l ts  obtained  from  neu tron  
energ ies  of 21  MeV to  1 74  MeV at TSL,  the  neu tron  upper and  lower l im i ts  are  derived  by 
d i vi d ing  by neutrons  i n  the  peak and  tota l  neu trons  respectivel y.  Proton  resu l ts  at  1 3  MeV to  
490  MeV from  TRIUMF are  tru l y mono-energetic  and  fa l l  i n  between.  The  neu tron  poin t at 
1 4  MeV was  obtained  from  mono-energetic neutron  sources  (D-T)  and  i s  h i gher than  the  
l owest  energy TSL poin t.  The  cross-sections  obtained  at  the  TRIUMF  spal lation  neu tron  

source  are  averaged  over the  spectrum  >  1 0  MeV and  are  shown  as  the  dotted  l i nes.  These  
are  i n  good  agreement wi th  the  p lateau  cross-sections  obtained  from  mono-energetic proton  
and  quasi  mono-energetic neutron  testing .  Further data  poin ts  at 3  MeV and  4  MeV were  
obtained  from  ASP (D-D)  and  I UCF  faci l i t ies  (3  MeV to  5  MeV)  and  are  one  to  two orders  of 
magn i tude  below the  h igh  energy p lateau .  Add i ti onal  data  comparing  3  MeV to  5  MeV data  
wi th  spal lation  neu tron  sources  are  avai lable  i n  [21 ]  and  i nd icate  the  former to  be  l ess  by 
factors  rang ing  from  5  to  600.  
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Figure 9  – Neutron  and  proton  SEU  bi t  cross-section  data  

Figure  9  also  has  the  SEU  cross-section  from  thermal  neu trons  ( l ess  than  1  eV)  obtained  at 
the  NPL  faci l i ty.  For one  e lectron ic device  th is  i s  about  a  factor 1 , 5  to  3  h i gher than  the  SEU  
cross-section  from  h igh  energy neu trons  and  for the  other i t  i s  comparable.  Fu rther examples  
of test  data  on  thermal  neu tron  sensi ti vi ty are  g iven  in  references  [21 ,  22]  and  these  show 
that for some e lectron ic devices,  thermal  neu trons  cou ld  dom inate  the  SEU  rate  i n  avion ics ,  
wh i l e  for others  the  con tribu tion  cou ld  be  m inor.  Fu l l  d iscussion  on  how to  deal  wi th  the  
thermal  neutron  problem  is  g i ven  in  I EC 62396-5.  
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8.3.4  SEU  per bi t  cross-section  trends  in  SRAMs  

Thus,  as  a  practica l  matter,  even  though  the  best SEU  data  i s  from  measurements  i n  the  
WNR beam,  the  l argest source  of SEU  data  that can  be  used  as  a  substi tu te  for the  WNR 

SEU  cross-sections  are  proton  SEU  cross-sections  at energy >  1 00  MeV.  Recogn is ing  th is ,  
tabu lations  were  compi led  i n  1 997  of SEU  cross-sections  (cm 2 ⋅bi t–1 ) ,  appl icable  to  avion ics,  
that were  derived  from  WNR and  proton  (E  >  200  MeV)  measurements  for both  SRAMs and  
DRAMs [85] .  The  conclusion  reached  i n  reference [85]  i s  that based  on  the  orig inal  data  that 
had  been  compi led ,  the  average  SEU  sens i ti vi ty of both  SRAMs and  DRAMs was  decreasing  
over time.  However,  for SRAMs the  SEU  sens i ti vi ty per b i t  was  decreasing  s lowly,  wh i le  for 
DRAMs the  SEU  sens i ti vi ty was  decreasing  much  more  rapid l y.   

Because  th is  compi lation  of SEU  cross-section  data  as  a  function  of the  date  of the  e lectron ic  
device  i s  very usefu l  for pu rposes  of understand ing  trends  i n  the  SEU  sens i ti vi ty of 
e lectron ics,  the  two curves  for SRAMs and  DRAMs [86,  87]  have  been  updated .  The  updating  
was  done  by p lotti ng  a l l  of the  orig inal  data,  and  then  add ing  data  from  more  recent sources  
to  expand  years  covered  and  the  breadth  of e lectron ic devices  included .  The  SRAM  data  i s  
shown  in  F igure  1 0,  and  F igu re  1 1  shows  the  correspond ing  data  for DRAMs.  However,  s ince  
the  SEE  cross-section  data  changes  so  rapid l y wi th  changes  i n  IC  technology,  as  better 
characterized  by feature  s i ze  rather than  electron ic device  date,  Annex G  has  been  added .  I t  

con tains  the  l atest SEE  response data  (for feature  s i zes  down  to  <  50  nm)  and  gu idance  
(SEU ,  MCU ,  SEFI ,  SEL,  SET and  SEB).   

F igu re  1 0  shows a  reduction  i n  the  SEU  cross-section  over time,  bu t wi th  a  gradual  s l ope.  I n  
l ooking  at F i gure  1 0  that i ncludes  the  newer data,  i t  i s  d i fficu l t to  j usti fy a  con tinu ing  trend  i n  
the  reduction  of the  SEU  cross-section ,  i . e. ,  for most electron ic devices  i t  appears  to  be  
approach ing  an  asymptotic va lue.  Much  of the  data  appears  to  be  centred  around  an  SEU  

cross-section  of 1  ×  1 0–1 3  cm2 ⋅bi t–1 ,  bu t more  broad l y wi th in  a  band  of a  factor of 3  to  0 , 33  of 
th is  value.  

The  conclus ion  regard ing  the  approximate  asymptotic behaviour of SRAMs over time wi th  
respect to  the ir SEU  sensi ti vi ty from  atmospheric  neu trons  shou ld  be  treated  wi th  caution .  I t  i s  
derived  primari l y from  the  data  i n  F igure  1 0 ,  and  there  i s  no  way to  determ ine  how 
representative  the  e lectron ic devices  used  i n  F igure  1 0  are  for a l l  SRAMs  that may be  used  i n  
avion ics.  The  SRAMs used  i n  F igure  1 0  are  those  that had  been  tested  for SEU  wi th  e i ther 
the  WNR beam  or h i gh-energy protons.  As  seen  i n  F igure  1 0  a  few SRAMs have  even  lower 

SEU  cross-sections  than  the  apparent asymptotic  bands  that can  be  derived ,  e i ther 1  ×  1 0–1 4  
cm2 ⋅bi t–1  to  1  ×  1 0–1 3  cm2 ⋅bi t–1  or 3  ×  1 0–1 4  cm2 ⋅bi t–1  to  3  ×  1 0–1 3  cm 2 ⋅bi t–1 .  
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Figure 1 0  – SEU  cross-section  in  SRAMs  as  function  of the  manufacture  date  

The SRAM  SEU  data  i n  F igu re  1 0  includes  SRAMs that had  feature  s i zes  of >  500  nm  and  
others  down  to  below 1 00  nm ;  the  approximate  technology feature  s i zes  have  been  added  i n  
nm .  Compi lations  of SEU  cross-sections  from  more  recent e lectron ic devices,  down  to  feature  
s i zes  of 1 80  nm  [88,  89 ,  90 ]  have  shown  a  gradual  decl i ne  i n  the  cross-sections,  wi th  most of 

the  cross-sections  fa l l i ng  in to  the  range  of 1  ×1 0–1 3  cm2 ⋅bi t–1  to  1  ×1 0–1 4  cm2 ⋅bi t–1  bu t a  few,  
mostl y those  for <  200  nm ,  l yi ng  between  1  ×1 0–1 4  cm2 ⋅bi t–1  to  1  × 1 0–1 5  cm2 ⋅bi t–1 .  As  the  
feature  s i zes  have  conti nued  to  decl i ne,  a  few SRAMs have  exh ib i ted  an  increased  sens i ti vi ty 

at l ow neu tron  energ ies,  i . e. ,  E  <  1 0  MeV,  compared  to  most previous  e lectron ic devices.  
Wh i le  the  ru le  of thumb  that the  SEU  contribution  i n  the  atmospheric neu tron  environment 

from  neutrons  wi th  1  MeV  <  E  <  1 0  MeV is  l ess  than  1 0  %  of the  tota l  rate  [7]  general l y 
appl ies ,  for these  few e lectron ic devices  the  ratio  of [SEU  cross-section  (E  >  1 0  MeV)]  / [SEU  
cross-section  (E  between  3  MeV to  5  MeV)]  has  been  ~1 , 0.  Thus  for such  e lectron ic devices  

the  SEU  contribu tion  from  neu trons  wi th  E  <  1 0  MeV wi l l  be  greater than  1 0  %  [21 ] .  

A re lated  bu t d i fferent  effect i s  be ing  seen  i n  SRAMs wi th  feature  s izes  of <  90  nm  and  th is  
re lates  to  upsets  being  caused  by d i rect i on ization  from  low energy protons  (E  ~0 , 1  MeV)  [64] .  
Neutrons  of a l l  energ ies  can  produce  secondary protons  wi th  such  l ow energ ies.  Thus,  SEUs  
from  such  l ow energy secondary protons  are  a  new mechan ism  through  wh ich  neutrons  can  
cause  SEUs  i n  SRAMs  [91 ]  (see  6 . 2 . 1 0  for further d iscuss ion ).  Low energy protons  are  part  of 
the  envi ronment.  

8.3.5  SEU  per bi t  cross-section  trends  and  other SEE in  DRAMs  

With  DRAMs the  s i tuation  is  d i fferen t.  The  s teep decl i ne  of the  SEU  cross-section  wi th  year of 
DRAM  production  seen  i n  the  orig ina l  data  [85]  i s  enhanced  by i nclud ing  more  recent data.  I n  
th is  case,  as  m icroelectron ic technolog ies  are  being  mod i fied  to  enable  i nd ividual  e lectron ic  
devices  to  hold  an  i ncreasing  larger number of b i ts ,  the  net resu l t  for SEU  sens i ti vi ty i s  a  
con tinu ing  decl i ne  i n  that  sens i ti vi ty on  a  per b i t  bas is.  Th is  i s  seen  i n  F igu re  1 1  wh ich  shows  
the  orig inal  data  [85]  a long  wi th  SEU  resu l ts  from  more  recen t tests .  For more  deta i led  
i n formation  and  more  recent data ,  see  Annex G .  The  orig inal  data  was  based  main l y on  4  Mbi t  
and  1 6  Mbi t DRAMs,  bu t  the  more  recent  tests,  wi th  much  reduced  SEU  cross-sections  per 
b i t,  are  based  main l y on  e lectron ic devices  i n  the  range  of 64  Mbi t to  256  Mbi t.  I n  add i tion ,  [8 ,  
40]  DRAMs were  tested  that were  designed  us ing  d i fferent DRAM  technolog ies,  trench  
i n ternal  capaci tance  (TIC,  u ti l i sed  on l y by I BM  and  one  or two other vendors)  and  stacked  
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capaci tance  (SC,  u ti l i sed  by a l l  other DRAM  vendors).  TIC  DRAMs have  a  lower SEU  
sens i ti vi ty.  

However due  to  the  l arge  variations  between  e lectron ic  devices  of d i ffering  technology and  
feature  s ize,  des igners  are  recommended  to  seek re levant data  or to  test  the  selected  device.  

 

Figure 1 1  – SEU  cross-section  in  DRAMs as  function  of manufacture  date   

An  approximate  trend  l i ne  is  shown  i n  F igure  1 1 ,  together wi th  approximate  generic  
technology feature  s i ze .  The  data  on  DRAM  was  obta ined  from  several  sources,  i nclud ing  
data  for SC  DRAMs  [87,  92,  93] .  Th is  data  was  mod ified  to  fi t  the  format of the  figure  s i nce  
the  ori g ina l  Baumann  curves  were  based  on  the  s ize  of the  DRAM  and  not the  year of 
manufacture.  The  main  poin t to  be  derived  from  the  trend  l i ne  i s  that the  SEU  per b i t  cross-
section  has  continued  to  decrease  as  the  s i ze  of the  DRAM  has  i ncreased ,  wh ich  appears  to  
be  re lated  to  the  new DRAM  technology that has  been  developed  to  ach ieve  the  h i gher 
densi ty memories.   

I n  most  appl ications,  the  occurrence of SEU  in  the  DRAMs that consti tu te  the  main  memory is  
protected  by EDAC.  Wi th  EDAC add i ti onal  b i ts  are  attached  to  each  word  to  enable  the  EDAC 
scheme to  detect a  fl i pped  b i t  and  correct i t.  However,  there  are  a lso  other SEE  effects  i n  
DRAMs that shou ld  be  considered ,  namely thei r sens i ti vi ty to  mu l ti ple  ce l l  upset (MCU),  s tuck 
b i ts  (s i ng le  hard  errors)  and  s i ng le  even t functional  i n terrupt  (SEFI ) .  The  new l arger DRAMs 
(Gbi t s i ze  arrays)  may be  sens i ti ve  to  a l l  of these  effects  [48,  49] .  Regard ing  MCU,  two  
d i fferent  kinds  of effects  are  poss ib le,  s tandard  MCU  i n  wh ich  two  or three  errors  are  i nduced  
per neu tron  strike  i n  the  memory array,  and  a  burst type  of effect i n  wh ich  thousands  of errors  
are  i nduced  due  to  a  neu tron  strike  i n  the  log ic portion  of the  DRAM  (see  6. 2. 3) .  The  
sensi ti vi ty of new DRAMs to  burst errors  varies  s i gn i ficantl y wi th  DRAM  vendor and  so  th is  
effect needs  to  be  considered  for fu ture  developments  i n  the  usage  of DRAM  des igns.  Thus,  
these  effects  shou ld  be  cons idered  for fu ture  developments  i n  DRAM  designs.  

Probabl y the  major effect i s  MCU ,  wh ich  had  been  about 1  %  to  3  %  of the  SEU  rate  for o l der 
e lectron ic devices,  bu t for more  recent e lectron ic devices  wi th  feature  s i zes  below 1 80  nm  

MCUs  i ncrease  and  burst  errors  affecti ng  >  1  000  b i ts  may be  importan t (see  6. 2 .3) .  However,  
the  MCU  fraction  re lative  to  the  SEU  rate  can  vary s ign i ficantl y from  one  DRAM  to  the  next,  
and  the  impact that an  MCU  i n  a  DRAM  has  on  the  operation  of a  board  can  a lso  vary 
si gn i ficantl y due  to  the  d istribution  of the  bi ts  per word  i n  the  DRAM.  The  method  by wh ich  
b i ts  per word  are  phys ical l y d istribu ted  wi th in  the  DRAM  varies  among  the  DRAM  vendors.  
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Stuck b i ts  can  be  a  concern  because  once  such  b i ts  are  stuck,  the  SECDED EDAC techn ique  
protecting  words  conta in ing  these  b i ts  no  l onger works  for those  words.  The  MCU  fraction  
variation  can  be  much  h igher,  and  there  i s  va lue  i n  l aser screen ing  to  g i ve  the  physica l  
l ocation  of b i ts  and  the  re lative  sensi ti vi ty to  MCU.  I f there  i s  phys ical  separation  between  the  
b i ts  per word  then  th is  reduces  the  sens i ti vi ty to  MBU  in  a  g iven  word .  

8.4  Calcu lating  SEE  rates  in  avion ics  

Based  on  the  SEE  data  shown  and  d iscussed  i n  C lause  8 ,  i t  i s  clear that SEEs  can  be  
induced  i n  e lectron ics  used  i n  avion ics .  C lause  8  d iscussed  a  variety of SEE  tests  that  have  
been  carried  ou t  in  the  l aboratory,  us ing  both  neutron  and  proton  beams,  during  wh ich  SEE  
cross-sections  i n  m icroelectron ics  have  been  measured .  I n  add i ti on ,  a  l im i ted  amount of data  
has  been  publ ished  of actual  SEE rates  recorded  during  fl i ght  [5,  8 ,  39,  40,  41 ] .  The  objecti ve  
is  to  establ ish  a  methodology for obta in ing  the  SEE  rate  i n  the  m icroelectron ics  used  i n  the  
avion ics  due  to  the  atmospheric neu trons,  and  to  address  the  impact of the  SEE  on  the  actual  
avion ics.  

The  s impl i fi ed  method  of calcu lati ng  the  SEE  rate  for a  particu lar effect as  defined  i n  th is  
standard  is  to  mu l tip l y the  SEE  cross-section  for that effect (un i ts  of cm 2)  by the  in tegrated  

neu tron  fl ux of 6  000  neutron ⋅cm–2 ⋅h–1  (E>  1 0  MeV).  Th is  6  000  neu tron ⋅cm–2 ⋅h–1  fl ux is  a  
nom inal  va lue  for 40  000  ft  (1 2 , 2  km)  al ti tude  and  45°  l ati tude,  and  may be  ad justed  for 
d i fferent a l ti tudes  and  l ati tudes  (see  Annex D) ,  as  wel l  as  the  enhancement from  a  solar flare,  
as  d iscussed  i n  5. 6.  I n  the  nom inal  atmospheric rad iation  environment described  above and  
when  the  cross-section  has  been  determ ined  wi th  an  atmospheric-l ike  (wh i te  neu tron)  source  
the  SEE  rate  may be  calcu lated  from :  

SEE  rate  per e lectron ic device-hour =  6  000  (neu tron ⋅cm–2 ⋅h–1 )  ×  SEE  cross-section   
(cm2  ⋅device)   (4)  

The  above ca lcu lation  appl ies  for a l l  geometries  because  the  cond i tions  are  atmospheric l ike.  

The  greater than  1 0  MeV neutrons  wi l l  be  the  dom inant cause  of SEE  on  sens i ti ve  e lectron ic 
devices  wi th  geometric feature  s ize  above 1 50  nm ,  however for e lectron ic devices  wi th  feature  
s i ze  at and  below 1 50  nm  the  con tribution  of neutrons  wi th  energy between  1  MeV and  1 0  
MeV may be  s ign i ficant,  a l though ,  for such  e lectron ic devices,  based  on  [7] ,  the  con tribution  

from  the  1  <  E  < 1 0  MeV neu trons  to  the  overal l  SEE  rate  is  1 0  % .  Th is  estimated  con tribu tion  
has  been  derived  us ing  geometries  between  1 50  nm  and  90  nm  and  needs  to  be  kept under 
review as  further l ow energy neutron  test data  on  smal l  feature  s i ze  e lectron ic devices  (below 
1 50  nm)  becomes  avai lable.  However,  even  i f the  equ ivalen t contribution  for smal l er feature  
s i ze  e lectron ic devices  i s  much  h i gher,  th is  wi l l  i n  any case  be  au tomatical l y reflected  in  SEU  
cross-sections  measured  at wh i te  spectrum  neutron  faci l i ti es .   

The  other method  of ca lcu lating  the  SEE  rate  i s  by i n tegrating  the  SEE  cross-section  as  a  
function  of energy (e. g . ,  as  i n  F igure  8)  wi th  the  neu tron  spectrum  (as  in  F igure  1 )  over a l l  the  
neu tron  energ ies.  However,  i n  the  vast majori ty of cases  (for example  wi th  WNR SEE)  the  
measured  spal lation  neu tron  is  avai lab le  for e lectron ic devices  but  the  cross-section  as  a  

function  of energy i s  not.  I n  comparing  ca lcu lated  SEU  rates  in  s ix  SRAMs (0, 5  µm  <  feature  
s i ze  <  0 , 35  µm) based  on  the  i n tegration  method  us ing  the  QARM  neu tron  spectrum  [1 5] ,  the  
rates  from  the  s impl i fied  method  of th is  standard  are  i n  good  agreement wi th  the  i n tegration  
method  rates,  though  h igher by about 50  %,  bu t may not be  appl icable  for smal ler geometries  
i f non  atmospheric- l ike  sources  are  used  to  determ ine  cross-sections  (see  a lso  Annex H ) .   

The  mu l ti p le  cel l  upset (MCU)  rate  shou ld  be  ca lcu lated  for the  EDAC protected  memory that 
has  been  i den ti fied  earl ier,  and  has  been  deleted  from  consideration  for the  SEU  rate.  
Because  the  MCU/SEU  fraction  has  been  chang ing  so  rapid l y wi th  decreasing  feature  s i ze  
and  RAM  type,  as  described  i n  6 . 2 . 3,  the  MCU  rate  shou ld  be  calcu lated  on l y after 
cons idering  the  gu idance  provided  in  6. 2. 3.  On  a  s impl i fied  level ,  th is  MCU  rate  i n  the  
protected  memory i s  assumed  to  evade  the  EDAC scheme and  lead  to  an  error that can  affect  
the  LRU .  
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A four- level  h ierarch ica l  procedure  is  proposed  for answering  these  questions  regard ing  SEE  
rates  and  the  impact of the  SEE rates  on  the  avion ics,  proceed ing  from  a  rigorous  
assessment to  a  conservative  upper bound  assessment.  The  primary l evels  involve  testing  of 
speci fic e lectron ic devices  or boards,  whereas  the  lowest l evel  i nvolves  u ti l i s ing  existing  SEE  
cross-section  data  to  the  extent poss ib le ,  and  appl ying  i t  i n  a  conservative  manner,  wh ich  
therefore  en tai ls  the  h ighest  l evel  of risk.  The  methods  are  detai led  i n  C lauses  B . 1  to  B .6 .  

8.5  Calcu lation  of avai labi l i ty of fu l l  redundancy 

8.5. 1  General  

Most modern  avion ics  equ ipment u ti l i ses  state-of-the-art e l ectron ic componen ts  that have  
subm icron  feature  s ize  i n tegrated  ci rcu i ts  wi th in  the  design .  Such  componen ts  may be  SEE 
sensi ti ve  due  to  the  avion ics  atmospheric rad iation .  The  resu l t  of such  SEE  is  to  generate  
errors  or fau l ts  wi th in  the  equ ipment that cou ld  have  an  impact on  the  functional i ty of the  
equ ipment.  M i ti gation  features  can  be  i ncorporated  as  necessary i n  order to  satisfy the  
avion ics  system  requ i rements  for the  h igher design  categories  A to  C  (see  Clause  7).  The  
equ ipment may contain  some method  of detecting  the  error or fau l t and  u ti l i se  some level  of 
redundancy to  avoid  any impact on  the  function .  However,  the  affected  e lement wi l l  not  
recover un ti l  some form  of correction  is  appl i ed  for the  ori g ina l  SEE;  during  th is  t ime,  the  time  
to  recover the  fu l l  redundancy i s  not avai l ab le  [94] .  The  correction  can  be  made  by a  regu lar 
process  such  as  "scrubbing "  (memory refresh  from  uncorrupted  data  at fixed  in tervals)  or re l y 
on  correction  when  an  error or fau l t  i s  d iscovered .  As  an  example,  consider the  avai labi l i ty,  A ,  

of a  b lock of memory.  I f the  mean  time to  recover is  trec,  the  mean  rate  of recovery µ  =  1 /trec,  
and  i f the  mean  time between  SEE  error generation  is  tSEE ,  the  mean  SEE  rate  λ  =  1 /tSEE .  

The  avai l abi l i ty of fu l l  redundancy i s  then  g i ven  by the  equation :  

 A  =  µ  /  (λ  +  µ)  (5)  

When  the  recovery rate  i s  much  h igher than  the  SEE  rate  the  avai l abi l i ty tends  towards  1 ,  i . e .  
fu l l  avai labi l i ty.  System  avai l ab i l i ty i s  considered  for th ree  d i fferent types  of SEE  event:  

a)  Transient errors  and  upset (e. g .  SEU ,  MCU)  wi th  correction  appl ied  qu ickly after the  even t 
or as  the  data  i s  requ ired .  

b)  F i rm  errors  and  fau l ts  (e . g .  SEFI ,  non-destructi ve  latch ),  wh ich  pers ist un ti l  the  power to  
the  e lectron ic device  is  cycled .  I f there  i s  no  faci l i ty during  normal  equ ipment operation  for 
power cycl ing ,  the  cond i tion  wi l l  pers ist  un ti l  the  end  of the  operational  period .   

c)  Hard  fau l ts  (e. g .  stuck b i ts  and  destructi ve  l atch  up)  wh ich  are  permanen t and  requ ire  
main tenance acti vi ty on  the  un i t.  These  even ts  are  cons idered  i n  the  same  manner as  any 
other component fa i lu re  (see  Clause  7) .  

The  fi rst two of these  SEE  types  do  not requ ire  main tenance activi ty s ince  they recover for the  
next operational  use  wi thout any external  i n terven tion .  Examples  of fu l l  redundancy 
avai labi l i ty for the  fi rst two types  of SEE  event are  g iven  below.  

8.5.2  SEU  wi th  mitigation  and  SET 

Consider SEU  in  SRAM,  wi th  appl i ed  m i ti gation  such  as  EDAC,  ECC or mu l ti p le  strings  
(redundancy)  a long  wi th  voti ng .  I n  such  cases,  the  recovery time for ECC or redundancy wi th  
voti ng  can  be  very fast;  i f 1  ms  i s  assumed ,  then  the  recovery rate  is  1 /1  000  =  1  000  s–1 ,  
wh ich  is  3 , 6  m i l l i on  per hour.  For SRAM  wi th  5  Mbi ts  of used  l ocations,  and  wi th  the  SEU  

cross-section  between  1 0–1 3  cm2 ⋅bi t–1  and  1 0–1 4  cm 2 ⋅bi t–1  (see  F igure  1 0) ,  the  correspond ing  
SEU  rates  vary from  3  ×  1 0–3  upset ⋅device–1 ⋅h–1  to  3  ×  1 0–4  upset⋅device–1 ⋅h–1 .  I n  th is  
example,  the  recovery rate  i s  orders  of magn i tude  larger than  the  SEU  rate,  and  therefore  the  
avai l ab i l i ty i s  very close  to  1 .  There  wou ld  be  no  s i gn i ficant impact on  the  equ ipment 
avai l ab i l i ty,  bu t the  avai l abi l i ty cou ld  be  s i gn i fican tl y impacted  i f the  memories  were  very l arge  
and  the  scrubbing  operation  not carried  ou t  at  a  sufficien tl y h igh  rate  ( l ow period ici ty) .  
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S ing le  event transients  (SETs)  can  pers ist  for up  to  1 0  µs,  after wh ich  the  e lectron ic device  
recovers  to  normal  operation .  For a  typ ical  recovery time  of 1 0  µs,  the  recovery rate  wou ld  be  
1 /1 0–5  =  1 00  000  s–1  or 360  000  000  h–1 .  The  SET rate  during  fl igh t for a  comparator or a  

pu lse  wid th  modu lator ranges  from  1 0–7  even t⋅device–1 ⋅h–1  to  2  ×  1 0–5  event⋅device–1 ⋅h–1  
(see  8. 2. 2) .  I n  th is  example,  the  recovery rate  is  again  orders  of magn i tude  greater than  the  
SET rate  and  the  avai l abi l i ty i s  very close  to  1 .  

8.5.3  Firm  errors  and  fau l ts  

Consider SEFI ,  where  e lectron ic device  functional i ty i s  recovered  by cycl i ng  power or 
rebooting .  I f the  avion ics  equ ipment i s  not able  to  cycle  power or reboot  au tomatical l y,  the  
fau l t  wi l l  pers ist for the  remain ing  fl i ght duration  (1 0  h  or more)  and  fu l l  redundancy wi l l  be  
unavai l ab le  for th is  period .  For tri ple  modu lar redundan t systems,  the  recovery time from  the  
fi rst even t i s  immed iate,  bu t the  occurrence  of another even t during  the  recovery time wi l l  
cause  that e lement of the  system  to  fa i l .  For a  typ ical  SDRAM  device  ( i n  READ mode,  taken  

from  [43] )  wi th  a  SEFI  cross-section  of 3  ×  1 0–1 1  cm 2 ⋅device–1 ,  the  SEFI  rate  wi l l  be  2  ×  1 0–7  
even t⋅device–1 ⋅h–1 ,  and  again  the  recovery rate  wou ld  be  orders  of magn i tude  greater than  
the  SEFI  rate,  and  the  avai l ab i l i ty near 1 .  

As  i nd icated  i n  F igure  7 ,  even ts  such  as  SEFI  may impact the  MTBUR and  MTBF i f they are  
i denti fied  as  fa i l u res  by any bu i l t- in  test  system.  

9  Considerations  for SEE compl iance  

9. 1  Compl iance  

The fol l owing  steps  are  a  means  to  compl iance  and  shou ld  be  documented ;  however 
a l ternative  methods  may be  used  where  such  methods  can  be  j usti fi ed .  

9.2  Confirm  the  rad iation  environment for the  avion ics  appl ication  

General  gu idance is  g i ven  i n  5. 3 .  The  degree  of solar fl are  enhancement accommodation  
shou ld  be  defined  by the  user (see  5. 6).  

9.3  Identi fy the  system  development assurance level  

The development assurance  level  wi l l  determ ine  the  rigour and  d iscip l ine  associated  wi th  the  
SEE  accommodation  (see  Clause  7).  

9.4 Assess  prel iminary electron ic  equ ipment design  for SEE   

9.4. 1  Identi fy SEE-sensitive  electron ic  components  

As part of the  equ ipment manufacturer e lectron ic component management p lan  (ECMP),  there  
is  a  requ i rement for the  equ ipment to  be  able  to  function  i n  the  appl ication  avion ics  
environment (see  4. 3 .7  i n  I EC  TS  62239-1 : 201 5  or E IA-4899).  Gu idance for the  i den ti fication  
of SEE-sensi ti ve  e lectron ic components  i s  g i ven  in  C lauses  6  and  8  of th is  s tandard .  

9.4.2  Quantify SEE rates  

Quanti fy SEE  rates  based  on  the  rigour requ i red  by 7 . 4  and  the  calcu lation  approach  defined  
i n  8. 4.   

9.5  Veri fy that  the  system  development assurance  level  requ i rements  are  met  for SEE  

9.5. 1  Combine SEE  rates  for the  en ti re  system  

The accumu lation  of SEE-induced  hard  fau l ts  may impact the  MTBF of the  system .  
Unaccommodated  soft fau l ts  may impact the  MTBUR and  also  the  MTBF.  The  soft SEE-
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i nduced  fau l ts  may be  accommodated  by hardware  and /or software  measures  (refer to  
Clause  7).  Where  any SEE  is  total l y (1 00  %)  m i ti gated  i n  the  appl ication  by l im i tation  of 
stressors  th is  shal l  be  clearl y defined .   

Wh i lst the  equ ipment recovers  from  rad iation  i nduced  soft errors  some redundancy e lements  
are  not avai lable,  and  the  recovery time shal l  be  demonstrated  as  acceptable  at  system  l evel .  

9.5.2  Management of electronic  components  control  and  dependabi l i ty 

Refer to  4 . 3. 7  i n  I EC  TS  62239-1 : 201 5  or E IA-4899,  and  to  8 . 4  of the  present standard .  
Changes  by the  sem iconductor vendor to  e lectron ic components  can  affect  thei r a tmospheric  
rad iation  SEE  sensi ti vi ty and  SEE  rates.  As  a  resu l t change  to  potentia l l y SEE-sensi ti ve  
e lectron ic componen ts  shal l  be  reviewed  for impact on  SEE  sensi ti vi ty throughout  the  
operati ng  service  l i fe  of the  equ ipment.  Atmospheric rad iation  i s  part  of the  e lectron ic 
component management p lan  addressed  by I EC  TS  62239-1  or E IA-4899.  

9.6  Corrective  actions   

Take corrective  actions  i f necessary.  
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Annex A 
(informative)  

 
Thermal  neutron  assessment 

I t  i s  important to  assess  the  contribution  that thermal  neu trons  make to  the  overal l  SEU  rate.  
The  thermal  neu trons  can  p lay a  major role  for two main  reasons:   

a)  i t  appears  that the  thermal  neu tron  flux i ns ide  an  a i rl iner i s  1  to  2  times  the  h i gh  energy 

(> 1 0  MeV)  neu tron  fl ux;  and  

b)  for many e lectron ic devices  the  SEU  cross-section  due  to  thermal  neu trons  i s  h igher (by a  

factor of 1 , 5  to  3)  than  the  SEU  cross-section  due  to  > 1 0  MeV neutrons.  

There  are  confound ing  i ssues  that make th is  assessment d i fficu l t and  uncertain  for both  
factors.  Regard ing  the  thermal  neutron  fl ux,  i t  varies  s ign i ficantl y wi th in  a  commercia l  a i rl i ner,  
due  to  the  proxim i ty of hydrogenous  materia ls  wh ich  produce them ,  bu t the  magn i tude  of the  
variation  has  yet to  be  quan ti fi ed  th rough  ri gorous  measurements .  The  h i gh  energy 

(> 1 0  MeV)  neutron  flux wi th in  the  a i rcraft i s  essen tia l l y the  same as  the  fl ux i n  the  
atmosphere  ri ght ou ts ide  the  ai rcraft s tructure.  Th is  i s  not true  for the  thermal  neu trons.  The  
thermal  neu tron  fl ux wi th in  the  a i rcraft  i s  approximatel y 1 0  times  h i gher than  i t  i s  ou ts ide  the  
a i rcraft because  as  the  atmospheric h i gh  energy neu trons  i n teract wi th  the  materia ls  of the  
a i rcraft,  the  fl ux of thermal  neutrons  bu i l ds  up  i ns ide  the  ai rcraft.  Anecdotal  i n formation  
regard ing  measurements  i n  a  stripped  down  m i l i tary 707  i nd icates  variations  of up  to  a  factor 
of 3  in  a  thermal  neutron  detector as  i t  was  moved  i ns ide  the  a i rcraft,  bu t th is  a i rcraft  
con tained  far l ess  h ydrogenous  material  compared  to  modern  ai rl i ners.  Based  on  the  one  
detai led  calcu lation  that has  been  carried  ou t for a  crudel y model l ed  747,  i t  can  be  estimated  
that wi th in  an  a i rcraft,  the  thermal  neu tron  flux may be  a  factor of 1  to  2  times  the  h i gh  energy 
neu tron  fl ux.  By comparison ,  wi th in  the  atmosphere,  the  thermal  neutron  fl ux may be  a  factor 
of 0 , 1 5  to  0 , 25  times  the  h igh  energy neutron  fl ux.  

Regard ing  thermal  neu tron  SEU  cross-sections,  from  the  l im i ted  number of e lectron ic devices  
i n  wh ich  th is  has  been  measured  [47,  82 ,  83] ,  most have  a  thermal  neu tron  SEU  cross-section  
comparable  to  or l arger than  the  h igh  energy SEU  cross-section ,  bu t a  few e lectron ic devices  
are  not sensi ti ve  to  SEU  from  thermal  neu trons.  These  l atter e lectron ic  devices  shou ld  not  
con tain  any BPSG,  the  major source  of boron  1 0  wh ich  l eads  to  the  SEU  by the  thermal  
neu trons.  However,  these  e lectron ic devices  do  con tain  boron  i n  l ower concen trations  through  
other consti tuen ts  i n  the  d ie  (for example  p  dopant) .  Thus  i n  o lder e lectron ic devices  wi thout 
BPSG,  the  thermal  neu tron  SEU  cross-section  from  these  other boron  sources  wou ld  be  
reduced  by 2  to  3  orders  compared  to  that i n  BPSG  and  hence can  be  i gnored ,  bu t i n  more  
recen t SRAMs [1 8,  95]  wi thout BPSG,  the  SEU  con tribu tion  from  thermal  neu trons  is  
somewhat reduced  compared  to  BPSG,  bu t may not be  i gnored .  At present,  i t  appears  that 
SRAMs are  the  on l y electron ic devices  wh ich  have  been  tested  wi th  thermal  neu trons  and  
found  to  have  a  thermal  neutron  SEU  cross-section .  However i t  i s  very l i ke l y that other 
e lectron ic devices  such  as  DRAMS,  m icroprocessors  and  FPGAs are  a lso  sensi ti ve  to  SEU  
from  thermal  neu trons,  bu t  that has  not yet been  veri fi ed  by measurements .  

I n  the  SRAMs  i n  wh ich  thermal  neutron  SEU  has  been  measured ,  for most e lectron ic devices ,  
the  ratio  of the  thermal  neu tron  SEU  cross-section  to  the  h i gh  energy SEU  cross-section  is  

> 1 ,  general l y i n  the  range  of 1 , 5  to  3.  However,  for e lectron ic devices  from  some vendors  
there  i s  notable  part-to-part variation  i n  the  ratio ,  wh ich  is  general l y h i gher than  the  part-to-
part variation  of the  i nd ividual  SEU  cross-sections.  For the  h i ghest ratio  measured  to  date,  the  
thermal  neu tron  SEU  cross-section  to  h i gh  energy SEU  cross-section  ratio  i s  approximatel y 7.  
Thus  when  combined  wi th  the  fact that the  thermal  neu tron  fl ux i n  an  a i rl iner may be  1  to  
2  t imes  h i gher than  the  h igh  energy neu tron  flux,  the  SEU  rate  due  to  thermal  neutrons  cou ld  
be  as  h igh  as  a  factor of 1 0  or g reater than  the  SEU  rate  due  to  h igh  energy neu trons.  Th is  
appears  to  be  a  bound ing  va lue,  bu t i s  nevertheless  importan t s ince  the  remainder of th is  
i n ternational  s tandard  is  devoted  to  SEU  from  the  h i gh  energy neutrons.  The  effects  of 
thermal  neutrons  on  e lectron ics  are  covered  i n  more  detai l  i n  I EC 62396-5.  
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Annex B  
( in formative)  

 
Methods for calculating  SEE rates  in  avion ics  electronics  

B.1  Proposed  in-the-loop system test – I rradiating  avionics  LRU  in  
neutron/proton  beam,  wi th  output fed  into ai rcraft simulation  computer  

This  i s  the  h ighest level  of testing  and  is  expected  to  g i ve  the  most accurate  answer and  
l owest risk for how the  SEEs  i nduced  by the  atmospheric neu trons  wi l l  affect  actual  avion ics.  
I t  i nvolves  an  in -the- loop  test i n  wh ich  an  avion ics  LRU  is  exposed  to  a  beam  of h igh  energy 
neu trons  or protons,  and  the  s ignals  from  the  LRU  are  i n terfaced  i n to  a  host computer 
con tain ing  a  s imu lation  of the  aerodynam ic responses  for the  a i rcraft of i n terest.  No  such  test  
system  exists  today,  however an  experimen tal  “proof of principle”  i s  being  proposed  that  
wou ld  u ti l i se  the  WNR neu tron  beam  and  the  expertise  of the  Systems  and  Airframe Fai lure  
Emu lation  Testing  and  I n tegration  (SAFETI )  Laboratory at NASA-LaRC.  At the  presen t time 
th is  shou ld  be  viewed  as  a  fu ture  and  un ique  testi ng  capabi l i ty i nvolving  the  combin ing  of 
specia l ised  faci l i t ies  at two  laboratories .  

At  the  present time,  1  h  i n  the  WNR beam  (2002  ca l ibration)  i s  equ iva lent  to  approximatel y 

1  ×  1 06  h  at  40  000  ft  (1 2 , 2  km).  Wi th  th is  normal isation  factor,  the  number of upsets  that  
affect the  avion ics  system  in  1  h  of exposure  i n  the  WNR beam  can  be  ad justed  to  obtain  the  
rate  at a i rcraft  a l ti tudes.  

Al ternative l y,  the  typical  h igh  energy neu tron  fl ux be ing  suggested  for use  i n  avion ics  s ing le  

even t effects  evaluations  (see  5. 3)  i s  the  i n tegrated  neutron  fl ux of 6  000  neutron ⋅cm–2 ⋅h–1  

(E >  1 0  MeV).  Thus,  for a  l i fetime of 1 00  000  fl i ght hours ,  the  l i fetime  fl uence  i s  

6  ×  1 08  neu tron ⋅cm–2 .  The  contribution  to  the  SEE  rate  by neutrons  of energ ies  <  1 0  MeV is  
smal l  enough ,  as  seen  in  F igure  8 ,  that i t  can  be  neg lected .  Th is  does  not,  however,  cons ider 
SEU  induced  by thermal  neu trons.  

B.2  I rradiating  avionics  LRU  in  a  neutron/proton  beam  

This  approach  also  i nvolves  rad iation  testi ng  of an  avion ics  LRU ,  bu t in  th is  case,  the  
operabi l i ty of the  LRU  is  the  bas is  for how the  neu tron- induced  SEE  effects  are  man i fested .  
The  output of the  LRU  is  not fed  i n to  a  s imu lation  computer.  Th is  test i s  s im i lar to  those  that 
have  been  conducted  for space appl ications,  i n  wh ich  an  LRU  was  exposed  to  a  beam  of 
h igh-energy protons.  I f the  proton  or neutron  beam  is  not l arge  enough  to  encompass  the  
whole  LRU  then  a  number of d i fferent exposures  wi l l  be  requ ired .  

NASA-JSC has  used  th is  kind  of testi ng  to  i den ti fy e lectron ic devices  that  are  prone  to  proton  
(or neu tron)  i nduced  s ing le  even t l atch-up;  these  e lectron ic devices  have  general l y been  
de leted  from  consideration ,  i rrespective  of the  SEL rate.  The  tests  have  a lso  involved  many 
SEUs  in  a  variety of e lectron ic devices;  in  a l l  cases  the  effects  of the  SEU  have  propagated  i n  
such  a  way that the  LRU  ind icates  that normal  operation  has  been  i n terrupted .  Thus,  th is  i s  a  
d ynam ic type  of testing ,  i n  wh ich  the  orig inal  SEU  i n  one  e lectron ic device  may propagate  to  
an  error i n  another e lectron ic device  wh ich  causes  the  LRU  to  mal function  and  reboot.  
Compared  to  C lause  B . 1 ’ s  testing  approach ,  th is  methodology requ i res  the  test/analys is  team  
to  project how the  non-normal  operation  of the  LRU  wi l l  impact the  avion ics  system .  The  
arch i tecture  of the  avion ics  subsystem  may have  bu i l t- i n  fau l t  to lerance  measures,  such  as  
various  types  of redundancy,  wh ich  cou ld  overri de  an  unexpected  or erroneous  s ignal  from  
the  LRU  due  to  an  SEU  or other cause.  However,  wi thou t ri gorous  testi ng  of the  enti re  
system ,  or a  speci fi ed  procedure  for how the  fau l t to lerance is  to  be  implemented ,  i t  wi l l  
general l y be  necessary to  be  conservative  and  assume that the  SEE  rate  i n  the  LRU  wi l l  be  
d i rectl y propagated  to  the  avion ics  system.  
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I f th is  kind  of testi ng  i s  carried  ou t,  i t  wi l l  be  advan tageous  to  expose the  LRU  to  fluences  
much  greater than  the  expected  l i fetime fluence  for avion ics  (1 00  000  fl ight hours)  of 

6  ×  1 08  neu tron ⋅cm–2 .  As  an  example,  i f an  LRU  were  exposed  to  a  proton  fl uence  of 

1  ×  1 01 0  proton ⋅cm–2  and  5  events  were  recorded  in  wh ich  the  LRU  mal functioned ,  the  LRU  

upset cross-section  wou ld  be  5  ×  1 0–1 0  cm 2  (5  even ts/1  ×  1 0 1 0  proton ⋅cm–2) .  For avion ics  

purposes,  the  LRU  rate  per hour wou ld  be  5  ×  1 0–1 0  cm2  ×  6  000  neu tron ⋅cm–2 ⋅h–1  or 3  ×  1 0–6  
even t⋅LRU–1 ⋅h–1 .   

B.3  Uti l ising  existing  SEE  data for specific electronic components  on  LRU  

B.3. 1  Neutron  proton  data   

This  approach  is  much  s impler than  Clause  B. 2  because  i t  a ttempts  to  re l y on  existing  neutron  
or proton  SEE  data  for the  few main  e lectron ic devices  on  the  LRU  that wi l l  be  sens i ti ve  to  
SEE.  An  extension  of th is  approach  cou ld  be  to  carry ou t SEE  testi ng  of i nd ividual  e l ectron ic  
devices  u ti l i s i ng  a  neutron  or proton  beam .  I n  both  cases,  th is  approach  rel i es  on  the  static  
SEE  response  of an  e lectron ic device  to  neu trons  or protons,  and  ignores  d ynam ic effects  i n  
the  LRU ,  such  as  propagated  errors.  

The  d isadvantage  of th is  approach  i s  that the  number of e l ectron ic devices  wh ich  have  been  
tested  for SEE  response  to  h i gh  energy protons  or neu trons  in  a l l  of the  databases  is  
re lativel y smal l .  A l i st  of some of the  more  usefu l  sources  of such  proton /neu tron  SEE  data  is  
g i ven  in  Table  B. 1 ,  and  i t  i ncludes  both  web s i tes  and  j ournal  compi lations.  I n  add i ti on ,  
commercia l l y avai lab le  e lectron ic devices  are  conti nuously chang ing ,  so  by the  time that some  
of the  data  i s  incorporated  i n to  a  database,  the  e lectron ic device  may no  l onger be  avai l ab le ,  
or a  next generation  e lectron ic device  has  replaced  i t.  

As  seen  i n  F igu re  8 ,  proton  SEE  data  at h igh  energ ies,  i . e. ,  E  >  1 00  MeV,  may be  used  to  

represent the  SEE  response due  to  the  atmospheric  neutron  spectrum .  Further,  based  on  
more  recent  testi ng  [21 ,  53] ,  SEU  and  SEFI  cross-sections  obta ined  from  testing  wi th  mono-

energetic proton  beams (> 1 00  MeV)  i n  SRAMs,  FPGAs  and  m icroprocessors  are  expected  to  
resu l t  i n  SEU/SEFI  cross-sections  that are  wi th in  l ess  than  a  factor of 2  of those  that wou ld  be  
obtained  from  testi ng  wi th  the  WNR neutron  beam .  However,  i n  testi ng  for SEL,  on l y h i gh  

energy beams (E  ≥  1 00  MeV)  of e i ther neu trons  or mono-energetic protons  shou ld  be  used  to  

obtain  SEL cross-sections  expected  to  be  wi th in  a  factor of 2  of those  that  wou ld  be  obta ined  

from  the  WNR neutron  beam  (for Eproton  >  200  MeV,  the  SEL cross-section  may be  

conservativel y h i gher,  [21 ] ) .  Further,  for other SEE  effects  i n  other ki nds  of e lectron ic devices,  

on l y h i gh  energy beams  (E  ≥  1 00  MeV)  of e i ther neu trons  or mono-energetic protons  shou ld  

be  used  i n  p l ace  of a  spal lation  neutron  source  to  obtain  the  re levant SEE  cross-sections.  
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Table  B. 1  – Sources  of h igh  energy proton  or neutron  SEU  cross-section  data  

Organ isation  Publ ications  In ternet s i te  

NASA – Goddard  Space  F l i gh t  
Cen ter (GSFC),  (Rad  Effects  &  
Analysi s  Section )  

Yearl y publ i cati on  of SEE  resu l ts  
(wi th  protons  and  heavy i ons)  i n  
I EEE  Rad iation  Effects  Data  
Workshop.  

h ttp: //radhome. gsfc. nasa. gov/  
radhome/parts. h tm  

NASA – J et  Propu ls ion  Laboratory 
(JPL)  

B iannual  publ i cation  of SEE  resu l ts  
i n  (wi th  protons  and  heavy i ons)  i n  
I EEE  Rad iation  Effects  Data  
Workshop.  

Genera l  NAS  JPL  i n ternet l i nk:   
h ttp: //parts . j p l . nasa. gov/organ i zatio
n/group-51 44/  

 NASA J PL d a taba se  i n ternet  l i n k:  

http: //radcentral . j p l . nasa. gov/ 

(use  of search  eng i ne  provi des  l i nk 
to  database  l i nks  area  of 
“Spacedew”)  

European  Space  Agency  “Proton  SEE  Resu l ts  – A Summary 
of ESA’s  Ground  Test  Data” ,  R.  
Harboe-Sorensen ,  1 997  RADECS  
Conference  Data  Workshop,  p .  89.  

h ttp: //www. escies. org /publ i c/rad iati
on /database. h tm l  

 

B.3.2  Heavy ion  data  

A l ess  accurate  approach  i s  to  u ti l i se  the  avai lable  SEE cross-sections  on  e lectron ic devices  
that  were  exposed  to  heavy i ons,  and  transform  th is  data  i n to  proton /neu tron  SEE  cross-
sections.  Th is  i s  not  stra ightforward  and  shou ld  on l y be  carried  ou t by eng ineers  and  
scien tists  who are  experienced  i n  u ti l i s i ng  th is  kind  of s ing le  even t effects  data.  A number of 
models  have  been  developed  that a l low for th is  heavy i on  SEU  data  to  be  used  to  calcu late  
the  correspond ing  proton  SEU  cross-sections  or rates.  However,  care  shou ld  be  taken  in  
correctl y u ti l i s ing  the  data  and  employing  the  models ,  s i nce  there  are  ample  opportun i ti es  for 
the  heavy i on  SEE  data  to  be  erroneousl y appl ied .  References  to  some of these  models  are  
i ncluded  i n  Table  B . 2 .  Almost a l l  of th is  SEE  data  (heavy ion  or proton)  are  for e lectron ic  
devices  that were  or are  being  cons idered  for use  i n  space appl ications,  very l i ttl e  are  for 
e lectron ic devices  speci fical l y being  targeted  for a i rcraft avion ics .   
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Table  B.2  – Some models  for the  use  of heavy ion  SEE data  
to  calcu late  proton  SEE  data  

Model  Au thor Reference  

PROFIT P .  Calvel  “An  Empi ri cal  Model  for Pred icti ng  Proton  I nduced  Upset, ”  I EEE  Trans.  
Nucl .  Sci ,  43,  2827,  1 996  

FOM  (F igure  of 
Meri t)  

E .  L .  Petersen  “The  SEU  F i gu re  of Meri t  and  Proton  Upset Rate  Calcu l ations, ”  I EEE  
Trans.  N ucl .  Sci . ,  45,  2550,  1 998;  a l so  J .  Barak et al. ,  “On  the  F i gu re  of 
Meri t  Model  … , ”  I EEE  Trans.  Nucl .  Sci . ,  46,  1 504,  1 999  

 J .  M .  Palau  “A New Approach  for the  Pred i ction  of the  Neutron-I nduced  SEU  Rate, ”  
I EEE  Trans.  Nucl .  Sci . ,  45,  291 5,  1 998  

 L .  D .  Edmonds  “Proton  SEU  Cross-sections  Deri ved  from  Heavy-I on  Test  Data, ”  I EEE  
Trans.  N ucl .  Sci . ,  47,  1 71 3,  2000  

 J .  Barak “A S imple  Model  for Cal cu lati ng  Proton  I nduced  SEU , ”  I EEE  Trans.  N ucl .  
Sci . ,  43,  979,  1 996;  a l so  “A Akkerman  et al. ,  “A Practi cal  Model  for 
Calcu l ation  of the  Proton  I nduced  SEU  … , ”  Proceed ings  1 991  RADECS,  p .  
509  

BGR E .  Normand  “Extens ions  of the  Burst  Generation  Rate  Method  for Wider Appl i cati on  to  
Proton/Neutron-I nduced  S ing le  Event Effects, ”  I EEE  Trans.  N ucl .  Sci . ,  45,  
2904,  1 998  

SEUSIM  C.  I ngu imbert  “Proton  Upset  Rate  S imu lation  by a  Monte  Carlo  Method :  the  Importance  
of E lasti c  Scatteri ng  Mechan ism , ”  I EEE  Trans.  Nucl .  Sci . ,  44,  2243,  1 997  

IMDC C.S.Dyer "M icrodosimetry Code  S imu lati on  of Charge-Deposi ti on  Spectra,  S i ng l e  
Event  Upsets  and  Mu l ti pl e-B i t  Upsets, "  I EEE  Trans  Nucl .  Sci . ,  46,  1 486,  
1 999  

CUPID  P .  McNu l ty “Proton  I n duced  Spal l ati on  Reactions, ”  Rad i at.  Phys.  Chem . ,  43,  1 39,  
1 994  

METIS  C.  Weu lersee  “A Monte  Carlo  eng i neer tool  for the  pred i ction  of SEU  proton  cross-
section  from  heavy i on  data”  ,  1 2 th  Eu ropean  Conference  on  Rad i ation  
and  I ts  Effects  on  Components  and  Systems  (RADECS),  Publ i cation ,  Year:  
201 1 ;  RADECS  201 1  Proceed i ngs:  pages  376  – 383  

 

I n  general ,  proton /neutron  SEE  response data  needs  to  be  found  for j ust a  few of the  
e lectron ic devices  on  an  LRU,  those  device  types  that  are  j udged  to  be  sensi ti ve  to  SEE.  Th is  
cons ists  primari l y of RAMs,  m icroprocessors  and  FPGAs,  e lectron ic devices  that contain  a  
l arge  number of b i ts ,  wh ich  can  upset.  However,  on l y those  b i ts  that are  used  are  sensi ti ve  to  
SEUs  that can  be  recogn ised  as  errors,  and  often  on l y a  fraction  of a l l  of the  b i ts  on  an  
e lectron ic device  are  u ti l i sed  i n  the  way i t  operates  on  the  LRU .  Therefore,  wi thou t speci fic  
knowledge of the  fraction  of bi ts  that are  actual l y used  i n  an  e lectron ic device  on  the  LRU ,  the  
conservative  approach  is  to  assume that 1 )  a l l  of the  b i ts  are  used  and  therefore  sensi ti ve  to  
SEU ,  and  2)  a l l  of these  SEUs  wi l l  cause  the  LRU  to  mal function .  

Any memory that  i s  protected  by EDAC shou ld  be  deleted  from  consideration  for s i ng le  even t 
upset,  because  these  upsets  are  corrected  by the  EDAC.  The  combined  neu tron  SEU  cross-
section  for the  LRU  is  obtained  by add ing  the  SEU  cross-sections  for each  of the  LRU  
e lectron ic devices  types  that were  i denti fied  (RAMs,  m icroprocessors  and  FPGAs) ,  mu l ti p l ied  
by the  number of each  part  type  on  the  board .  

B.4 Applying  generic SEE  data to  al l  electronic components  on  LRU  

I n  th is  case  the  LRU  has  a  number of e lectron ic devices  that are  l ikel y to  be  sensi ti ve  to  SEE  
through  the  atmospheric neu trons,  bu t  there  i s  no  SEE  data  avai lab le  for one  or more  of these  
e lectron ic devices.  Calcu lating  the  SEU  rate  for such  e lectron ic device  by th is  approach  has  
the  least techn ical  bas is  in  terms  of speci fic data  and  therefore  has  to  be,  of necess i ty,  the  
most conservative.  L ike  the  approach  i n  Clause  B. 3,  i t  evaluates  on l y the  static SEE response  
of an  e lectron ic device  to  neu trons  or protons,  and  i gnores  d ynam ic effects  i n  the  LRU,  such  
as  propagated  errors .  
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Overal l ,  the  procedure  i s  qu i te  s im i l ar to  the  approach  in  C lause  B. 3 .  Sens i ti ve  e lectron ic 
devices  are  d i vi ded  i n to  two categories,  DRAMs,  and  a l l  others  (SRAMs,  m icroprocessors  and  
FPGAs).  For a  DRAM  wi th  no  avai l able  proton  or neu tron  SEU  cross-section  data,  we  l ook at  
F igu re  1 1  to  obtain  the  per b i t  SEU  cross-section .  The  fi gure  clearl y shows  that there  are  
l arge  d i fferences  i n  the  per b i t  SEU  cross-section ,  bu t th is  i s  strong l y i n fluenced  by the  s ize  of 
the  DRAM.  As  i nd icated ,  most DRAMs i n  LRUs are  protected  by EDAC,  bu t th is  has  to  be  
veri fied  for each  LRU .  Even  i f the  DRAM  is  protected  by EDAC so  that the  SEU  rate  can  be  
deleted  as  a  matter for concern ,  the  MBU  and  MCU  rates  need  to  be  ca lcu lated ,  and  the  MCU  
rate  i s  conservativel y taken  to  be  3  %  of the  SEU  rate  at feature  s i zes  350  nm  and  above.  

For a l l  of the  other e lectron ic devices,  the  per b i t  SEU  cross-section  wi l l  be  based  on  the  data  
for SRAMs shown  in  F igure  1 0 .  The  number of b i ts  i n  a l l  of the  SRAMs,  m icroprocessors  and  
FPGAs needs  to  be  added  together.  From  Figure  1 0 ,  we  choose a  conservative  SEU  cross-

section  of 5  ×  1 0–1 3  cm2 ⋅bi t–1 ,  and  wi th  the  in tegra l  fl ux of 6  ×  1 03  neu tron ⋅cm–2 ⋅h–1 ,  a  SEU  
rate  of 3  ×  1 0–9  u pset⋅bi t–1 ⋅h–1 .  Th is  rate  i s  mu l ti p l i ed  by the  tota l  number of b i ts  i n  a l l  of the  
e lectron ic devices  to  obtain  the  SEU  rate  for the  LRU  due  to  SEUs in  a l l  of the  devices  except 
DRAMs.  I f,  for example,  there  were  a  tota l  of 1 0  Mbi ts  on  the  LRU,  the  SEU  rate  wou ld  be  

3  ×  1 0–2  upset⋅LRU –1 ⋅h–1 ,  or one  upset every 30  h .  I n  l ooking  at  F igure  1 0  we  see  that th is  i s  
cl earl y a  conservative  approach,  as  SEU  cross-sections  at l east an  order of magn i tude  lower 
are  avai lable ,  bu t th is  approach  is  being  used  because  no  SEE  data  i s  avai l able  for the  
speci fic electron ic devices  on  the  LRU .  Thus  a  trade-off cou ld  be  made  between  a  h i gh  SEU  
rate  for the  LRU  wi th  no  speci fic SEU  data,  resu l ti ng  i n  a  h i gh  error rate  for the  LRU,  or efforts  
to  more  accurate l y quan ti fy the  SEU  response  of the  e lectron ic devices  on  the  LRU  by testing  
or anal ysis  of re levan t e lectron ic devices  data.  Th is  approach  a lso  i gnores  the  arch i tecture  of 
the  avion ics  subsystem  and  any bu i l t- in  fau l t tolerance measures  i t  may have  that wou ld  
overri de  unexpected  or erroneous  s i gnals  from  the  LRU  due  to  an  SEU  or other cause.  

B.5 Component level  laser simulation  of single  event effects  

I t  i s  feas ib le  to  use  focused  ps-pu lsed  l aser faci l i t ies  to  measure  m icroch ip  SEU  cross-
sections  (as  a  function  of LET)  by del i vering  large  arrays  of l aser pu lses  at a  range  of pu lse  
energ ies  [96, 97] .  Methodolog ies  and  codes  have  a lso  been  devised  for converting  LET cross-
section  curves  to  neu tron  SEU  upset rates  [98] .  However,  these  methodolog ies  further requ ire  
an  estimate  of the  sensi ti ve  volume of the  m icroch ip  cel ls .  For crude  calcu lations,  the  
sens i ti ve  volume may be  estimated ;  bu t  i t  has  also  recen tl y been  shown  that i t  i s  poss ib le  to  
use  a  l aser faci l i ty d i rectl y to  measure  the  sensi ti ve  volume by testi ng  m icroch ips  at a  range  
of d i fferen t wavelengths  [99,  97] .  I t  shou ld  be  noted  that the  empirical  techn iques  reported  i n  
references  [96,  99]  were  demonstrated  us ing  three  commercia l  4  Mbi t SRAM  types.  

These  methodolog ies  provide  a  bas is  for employing  l aser faci l i ti es  to  measure  the  neu tron  
and  proton  SEU  sens i ti vi ty of e l ectron ic devices.  The  use  of such  faci l i ti es  poten tia l l y 
ci rcumvents  the  apparen t h i gh  costs  and  occasional  l ong  l ead  times,  wh ich  can  arise  from  the  
use  of neu tron  and  proton  beam  faci l i t i es  to  assess  components .  Laser s imu lation  i s  su i tab le  
not on l y for i n i tia l  test of SEU  sens i ti ve  componen ts  bu t a lso  for the  ongoing  mon i toring  of the  
effects  on  SEU  of proposed  d ie  changes  to  such  components  as  noti fied  by product change  
noti fications  (PCNs)  (see  I EC  TS  62239-1 ).  

Laser systems are  potentia l l y effective  for iden ti fying  excess ivel y sens i ti ve  and  selecti ng  
re lati vel y insensi ti ve  electron ic device  types,  where  a  range  of equ ivalen t e lectron ic devices  
from  al ternative  manufacturers  is  under consideration  for i nclus ion  i n  an  avion ics  system .  
Nevertheless,  l aser assessment i s  not  a  fu l l y mature  technology and  wi l l  normal l y be  l ess  
accurate  and  rel i ab le  than  neutron  beam  testing ,  so  the  l atter shou ld  be  preferred  where  
re lati vel y precise  resu l ts  are  j usti fi ed  by the  cost-benefi t  ana l ys is.  Fu rthermore  l aser testing  i s  
i nd i rect,  i n  that i t  re l ies  on  in tegrati ng  the  resu l ts  of several  assessment steps.  However as  
more  experience  is  accumulated  the  re lati ve  accuracy and  efficiency of l aser testi ng  wou ld  be  
expected  to  improve.  

E lectron ic  devices  need  to  have  thei r active  ch ip  exposed  for l aser testi ng  (a lso  necessary for 
i on  beam  testing ,  bu t not for neu tron  or proton  beam  testing) .  The  laser techn ique  may 

Copyright International  Electrotechnical  Commission  



I EC 62396-1 : 201 6    I EC  201 6  – 63  – 

therefore  be  re lati vel y more  beneficia l  i n  cases  where  the  bare  d ie  wi th in  the  component i s  
read i l y accessib le.  

Laser beams are  a lso  effecti ve  to  characterize  the  sens i ti vi ty of power e lectron ic devices  such  
as  power MOSFETs or I GBTs  to  s ing le-event burnou t.  Even  i f cross-correlation  between  l aser 
and  proton  or neutron  data  remains  l im i ted ,  laser testing  has  been  demonstrated  as  efficien t 
to  determ ine  the  safe  operati ng  area  (SOA)  of a  power e lectron ic device  [1 00,  97] .  Th is  
add i tional  i npu t cou ld  be  very usefu l  for designers  to  se lect  the  most appropriate  e lectron ic  
device  for ded icated  appl ications  and  establ ish  wi th  the  fu l l  knowledge of the  SOA the  
adequate  m i tigation  techn ique  notably on  the  vol tage  de-rati ng .  

I t  shou ld  a lso  be  noted  that the  avai l ab i l i ty of cross-corre lation  data  between  l aser and  
neu tron  testi ng  i s  currentl y very l im i ted .  The  l aser s imu lation  testing  for a  component may be  
cal i brated  us ing  the  cross-correlation  data  resu l ts  (neutron/proton  test to  l aser s imu lation)  of 
components  from  the  same functional  type  (for example  SRAM)  having  s im i lar sem iconductor 
technology and  featu re  s i ze.  However,  some stud ies  have  shown  d istinct  d i fferences  i n  the  
SEU  response among  e lectron ic devices  of the  same functional  type  [47] ,  and  i n  how poorl y 
proton  and  heavy ion  SEU  data  sometimes  corre late  [79] .  Therefore  the  user shou ld  be  very 
cau tious  when  applying  th is  l aser s imu lation  method  for obtain ing  the  h i gh  energy neutron  
SEU  response  of e lectron ic devices.  

B.6  Determination  of SEU  rate from  service moni toring  

This  procedure  can  provide  a  measure  of the  SEU  rate  of mon i tored  e lectron ics  i n  operational  
service  for these  systems where  error detection  and  correction  (EDAC)  or another ki nd  of 
error checking  scheme is  used  to  i den ti fy erroneous  b i ts  wh ich  are  then  recorded .  The  errors  
shou ld  be  stored  in  non-volati l e  memory (s im i lar to  a  fau l t  code  store)  and  can  subsequen tl y 
be  used  to  i den ti fy the  errors  that have  occurred  due  to  SEU  from  the  atmospheric neutrons.  
Th is  can  general l y be  done  by obtain ing  a  b i t  error rate  from  the  service  mon i toring ,  and  
assuring ,  by comparison  wi th  rates  that can  be  ca lcu lated  from  8. 3  and  8. 4,  that i t  i s  
cons isten t wi th  an  SEU  b i t  error rate  from  the  atmospheric neu trons.  

There  are  several  i ssues  that  shou ld  be  addressed  when  considering  th is  method .  

a)  The  system  wi l l  record  that an  error has  taken  p lace.  The  recorder/mon i tor wi l l  on l y be  
effecti ve  i f i t  re l i ab l y i den ti fies  and  stores  error data.  

b)  The  exten t of the  system  that i s  mon i tored  and  recorded  for errors  shou ld  be  clearl y 
i denti fied  and  some e lements  of the  system  wi l l  not be  addressed  by the  mon i tor.  Those  
participati ng  i n  the  post-removal  anal ys is  shou ld  understand  how other effects  not related  
to  the  atmospheric neutrons  (power trans ien ts,  vibration  transien ts,  software  problems,  
etc. )  may contribu te  to  the  errors.  

c)  The  i n formation  obtained  wi l l  a lways  be  h istorical ,  i . e.  the  system  wi l l  be  i n  operation .  

d )  Where  the  errors  are  corrected  (not a  hard  fau l t) ,  the  errors  wi l l  be  recorded  i n  the  errors ’  
non-volati le  memory area  but how th is  i s  enunciated  to  the  a i rcraft  system  shou ld  be  
determ ined  on  a  case-by-case  basis  and  any action  taken  as  a  resu l t.  The  data  may be  
regu larl y recorded  and  cleared  during  schedu led  maintenance,  or as  the  memory fi l l s .   

e)  The  recovery of the  data  from  such  store  memories  during  main tenance requ i res  the  co-
operation  of the  fl eet operators  and  equ ipment manufacturer customer’s  support faci l i ti es.   

f)  The  procedure  for the  process ing  of such  data  shou ld  be  clearl y defi ned .  Th is  shou ld  be  
done  by a  person  experienced  i n  anal ys ing  SEU  data.  S ince  the  b i t  upset rate  i s  so  
important i n  veri fying  that the  errors  are  i ndeed  due  to  the  atmospheric  neutrons,  the  
number of bi ts  poten tia l l y sens i ti ve  to  SEU  by the  neutrons  in  the  particu lar system  being  
mon i tored  shou ld  be  known  or re l i ab l y estimated .  An  understand ing  of the  normal  SEU  
rates  may i nd icate  potential  response  during  periods  of h igh  SEP acti vi ty.  

g )  The  coverage of the  store  and  the  rou te  to  data  and  anal ys is  of resu l ts  for SEU  shou ld  be  
aud i table  i nclud ing  by customer and  th i rd  party ( i nclud ing  atmospheric rad iation  experts).   
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h)  I t  wou ld  be  extremely helpfu l  i f add i ti onal  in formation  were  recorded  that i s  re lated  to  the  
l ocation  and  a l ti tude  when  an  SEU  takes  p lace  as  th is  wi l l  ass ist correlation  of the  SEU  
data.  Fol lowing  an  SEU ,  the  al ti tude  and  l ocation  data  wou ld  need  to  be  requested  from  
the  fl i ght  con trol  computer.  
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Annex C  
(informative)  

 
Review of test faci l i ty avai labi l i ty2  

C.1  Faci l i ties  in  the USA and  Canada 

C.1 . 1  Neutron  faci l i ties  

Faci l i ty Description  Avai labi l i ty 

Los  Alamos  
Neu tron  Science  
Center –LANSCE  
(al t.  WNR 
(Weapons  Neu tron  
Research )  faci l i ty 
or I CE  ( I rrad i ation  
of Ch ip  and  
E lectron ics)  
House),  l ocated  i n  
Los  Alamos,  NM  

 Faci l i ty wi th  neu tron  beam  having  an  energy spectrum  
(neu trons  wi th  energ ies  up  to  700  MeV)  provi d i ng  the  
most  accurate  s imu lation  of the  atmospheric  neu trons.  
E i gh t  beam  l i nes,  wi th  the  beam  l i ne  l abel l ed  30  Left  
used  for SEE  testi ng  (the  I CE  House).  Faci l i ty 
upg raded  i n  2003,  making  i t  very conven i ent  to  use  for 
SEE  tests.  S i nce  2000,  1  h  i n  beam  i s  equ ivalent  to  

~1  ×  1 06  h  at  39  000  ft  ( 1 1  860  m ).  The  neutron  
spectrum  i s  recorded  accu rate l y each  run  us ing  a  
fi ss ion  i on i zati on  chamber.  LANL staff provi de  fl uence  

for each  run  (E>  Eth resh ,  wi th  Eth resh  speci fi ed  by 
user;  per th i s  i n ternational  s tandard  Eth resh  shou ld  be  
1 0  MeV).  Spot  s i ze  typical l y 2 , 5  cm  to  8  cm  d iameter 
wi th  other options  poss ibl e.  

Faci l i ty i s  open  for ~8  
months/year.  Numerous  users  
want to  use  th i s  beam ,  so  
LANSCE  personnel  schedu l e  
ou ts i de  users  for one  
sess ion /year.  See  “The  Los  
Al amos  National  Laboratory 
Spal l ati on  Neu tron  Sou rces, ”  P .  
L i sowski  et al. ,  N ucl .  Sci .  Eng .  
v.  1 06,  p .  208,  1 990  and  
h ttp: //wnr. l an l . gov.   

Faci l i ty contact:  S teve  Wender 
wender@lan l . gov,  505-667-
1 344)  

TRIUMF  Neu tron  
Faci l i ti es  (TNF,  
BL2C,  BL1 B)  of the  
Tri -Un i vers i ty 
Meson  Faci l i ty 
(TRIUMF)  l ocated  
on  the  Un i vers i ty 
of Bri ti sh  Columbia  
(Vancouver,  
Canada)  campus  

The  TNF  Faci l i ty has  a  neu tron  fl u x wi th  s im i l ar 
spectrum  to  that  of atmospheri c  neu tron  (h i ghest  
energy ~400  MeV).  Un i que  faci l i ty because  beam  al so  
contains  a  thermal  neu tron  component (approximatel y 

30  %  of the  >1 0  MeV neu tron  fl u x).  For >1 0  MeV 
neutron  fl u x i s  ~1 x1 06  t imes  the  atmospheric  neu tron  
fl u x at  39  000  ft.  Neutron  SEU  cross-sections  due  to  

>1 0  MeV and  thermal  neu trons  can  be  determ ined  
from  two  successive  SEE  tests  (wi th  and  wi thou t  
cadm ium  plate  over the  I C).  Not  too  conven i ent  to  use  
s i nce  test  card  has  to  be  l owered  5  m  down  a  channel  
on  a  mounti ng  pl ate  connected  to  a  pu l l ey system .  
F l uxes  are  determ ined  for each  run  based  on  a  
neu tron  mon i tor that  has  been  cal i brated  against  
acti vati on  foi l  measu rements  and  calcu l ations  wi th  
FLUKA code.  

I n  2005,  a  “fl ood”  beam  of neu trons,  beam  s i ze  50  cm  
to  1 00  cm  i n  d i ameter at  the  test  poi n t  was  developed  
at  the  proton  test  faci l i ty.  Neutrons  are  produced  by 
stopping  e i ther 1 1 5  MeV BL2C or 480  MeV BL1 B  

protons  i n  a  l ead  target.  The  >1 0  MeV neu tron  fl u x i s  
variable  from  1  000  neu tron ⋅cm –2 ⋅s–1  to  >1 00  000  
neutron ⋅cm–2 ⋅s–1  and  i s  d esigned  for testi ng  l arge  
e lectron ic systems.  I n  201 3  the  h i gher energy faci l i ty 
was  upgraded  wi th  improved  sh ie l d i ng  for a  factor 5  
i n tensi ty upgrade.  

The  TNF  faci l i ty i s  avai l abl e  
abou t 8  months  per year and  i s  
presentl y schedu led  abou t 30  %  
of the  t ime.  

The  BL2C fl ood  beam  (neutrons  
to  1 1 5  MeV)  i s  schedu l ed  1  
week per month  Apr to  Dec.  The  
BL1 B  fl ood /col l imated  beam  
(neutrons  to  450  MeV)  i s  
schedu l ed  4  times  per year.  

See  www. tri umf. ca/pi f-n i f for 
beam  schedu l e,  costs  and  
ava i l abi l i ty.  

Reference:  “ I n tensi ty Upgrade  to  
the  TRIUMF  500  MeV Large-
Area  Neutron  Beam”,  I EEE  
REDW 201 4,  pp  275-279.  

Boeing  Rad iati on  
Effects  Laboratory 
(BREL),  Seattl e,  
WA 

Th is  i s  a  1 4  MeV neu tron  generator,  capable  of 

producing  fl u xes  as  h i gh  as  1  ×  1 08  n eu tron ⋅cm –2 ⋅s–1  
to  5  ×  1 08  n eu tron ⋅cm –2 ⋅s–1  a t  cl ose  proxim i ty (3  cm  to  
6  cm)  to  the  generator head ,  em i tted  i n  4  π  g eometry.  
I t  was  upg raded  wi th  a  new source  and  con trol  
e l ectron ics  i n  2009.  For recent SRAMs  (after the  year 
2000)  testi ng  has  shown  that  the  SEU  cross-section  
from  1 4  MeV neutrons  i s  very c l ose  to  that  from  the  
h i gh  energy neutrons.  Latch-up  testi ng  i s  not  
recommended  us ing  1 4  MeV neu trons.  F l uence  i s  
determ ined  us ing  an  e l ectron ic  neu tron  dos imeter.  
After an  exposu re,  a  20  m in  cool -down  time  i s  requ i red  
to  re-en ter the  neu tron  chamber.  

Avai l abi l i ty i s  ~1 0  months  per 
year (con tact  J erry Wert  at  
j erry.wert@boeing . com);  

 

___________ 

2  Th i s  l i s t  of test faci l i ti es  i s  g i ven  for the  conven ience  of the  users  of th i s  s tandard  and  does  not  consti tu te  an  
endorsement by the  I EC.  
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Faci l i ty Description  Avai labi l i ty 

NCNR (N IST 
Center for Neutron  
Research ),  
National  I nsti tu te  
of Standards  and  
Technology,  
Gai thersburg ,  MD  

Two d i fferen t  types  of faci l i t i es  are  avai l able  at  the  
NCNR to  provide  thermal  neu trons,  the  thermal  
col umn  and  a  col d  neu tron  faci l i ty.  The  thermal  col umn  
provi des  a  col l imated  beam  of thermal  neu trons  wi th  a  
d i ameter of 1  i n  to  2  i n  (2 , 54  cm  to  5 , 1  cm),  and  a  fl u x 

of 1  ×  1 08  neutron ⋅cm –2 ⋅s–1 .  Epi thermal  neu trons  and  
gamma rays  are  a l so  i n  the  beam  at  much  l ower 
l evel s ,  bu t  they do  not  cause  any SEUs.  Occasiona l l y 
another faci l i ty,  the  neu tron  beam  imag ing  area,  
having  a  much  l arger thermal  neu tron  beam  spot,  may 
be  avai l abl e.  The  second  type  of source  i s  that  of col d  
neu trons,  havi ng  energ i es  wel l  be low 0, 025  eV.  At  
present the  col d  neu tron  faci l i ty that  had  been  used  for 
e l ectron ics  testi ng  i s  about  to  be  reti red .  A cold  
neu tron  beam  area,  the  “bench  top  faci l i ty”  was  
avai l able  for e l ectron ics  testi ng .  The  cold  neu tron  
beams  are  pure,  having  no  other parti cl es,  and  have  a  
h i gher effecti ve  thermal  fl u x s i nce  the  B -1 0  neu tron  
cross-section  i ncreases  wi th  d ecreas i ng  energy.   

The  thermal  col umn  i s  cu rren tl y 
(201 0)  ou t  of service,  wi th  a  
retu rn  to  service  of,  at  the  
earl i est,  sometime  duri ng  201 2 .  

The  neu tron  imag ing  faci l i ty i s  
ava i l able.   

Nuclear Science  
Center,  Texas  
Eng ineering  
Experiment 
S tation ,  Texas  
A&M  Un i vers i ty,  
Col l ege  Stati on ,  
TX 

The  TRIGA research  reactor operates  at  1  MW
thermal

 
and  has  beam  ports  avai l able  that  can  be  used  for 
exposing  e l ectron ics  to  thermal  neu trons.  One  beam  
port  can  provide  a  neu tron  beam  of thermal  neu trons  

(0, 025  eV)  wi th  an  average  fl ux of 1  ×  1 06  neu tron ⋅  
cm –2 ⋅s–1 .  The  reactor has  a  d ry i rrad iati on  cel l  that  can  
be  used  for i rrad i ati ng  e l ectron ics  and  the  average  

thermal  fl u x can  be  cl ose  to  1  ×1 0 1 0  n eu tron ⋅cm –2 ⋅s–1 .  
The  reactor a l so  supports  i sotope  production  and  there  
are  i rrad i ation  l ocati ons  i n  the  core  where  the  neu tron  

fl u x on  the  order of 1 0 1 3  neu tron ⋅cm –2 ⋅s–1 can  be  
expected .   

The  cost  of usage  of beam  port,  
the  d ry cel l  as  wel l  as  core  
i rrad i ation  l ocations  vary wi th  
time  and  usage.  

See:  
h ttp: //nuclear. tamu . edu /faci l i t i es/
l ab08/  

 

C.1 .2  Proton  faci l i ties  

Faci l i ty Description   Avai labi l i ty 

Los  Alamos  
Neu tron  Science  
Center –LANSCE  
(al t.  WNR  
(Weapons  
Neu tron  
Research )  faci l i ty 
or Target-2  or 
B l ue  Room)  
l ocated  i n  Los  
Alamos,  NM  

Faci l i ty wi th  800  MeV proton  beam  wi th  1 08  protons/ 
pu l se.  Beam  spot  s i ze  typical l y  1  cm  d iameter wi th  
other opti ons  poss ib l e.  Proton  cu rren ts  up  to  

approximately 80  nA or 5  ×  1 0 1 1  proton/s.  

For cost  and  avai l abi l i ty con tact  
Leo  B i tteker ( l b j@lan l . gov 505-
667-0333)  

I nd iana  
Un i vers i ty 
Cyclotron  Faci l i ty 
( I UCF),  I nd i ana  
Un i vers i ty,  
B loom ing ton ,  I N   

Wi th i n  the  RERP  (Rad iati on  Effects  Research  Prog ram)  
of the  I UCF,  two  separate  beam  l i nes  (rad i ation  effects  
research  stations),  were  avai l able  to  provi de  protons,  
RERS-1  and  RERS-2.  At  RERS-1 ,  protons  were  
ava i l able  wi th  energ i es  i n  the  range  of 30  MeV to  
200  MeV.  The  l ower energ ies  were  ach i eved  by the  use  
of Cu  degraders.  The  d i ameter of the  beam  spot  was   
2  cm  to  20  cm ,  bu t  the  usual  d i ameter was  7  cm ,  wi th  a  

un i form i ty of >70  % .  Du ring  normal  operati on  the  
maximum  beam  fl ux was  ~1  ×  1 09  p roton ⋅cm –2 ⋅s–1 ,  bu t  
at  n i gh t  and  on  weekends  i t  cou ld  be  h i gher.  Typical  

parti cl e  fl uences  of 1  ×  1 0 1 0  proton ⋅cm –2  to  

1  ×  1 01 1  p roton ⋅cm–2  were  usual l y obtai ned  i n  a  few 
m inu tes.  Dosimetry was  by means  of secondary 
e lectron  mon i tor.  Al though  the  RERS-2  beam  l i ne  
(operational  December 2003)  was  s im i l ar to  RESR-1 ,  

exposu res  wi th  proton  energ i es  <  200  MeV main l y 
performed  at  th i s  station  us ing  Be  deg raders.  E lectron ic 
devices  to  be  tested  were  mounted  on  an  ad j ustabl e  x,  
y,  z  table  wh ich  cou ld  be  moved  remotel y,  and  
a l i gnment  wi th  the  beam  was  assured  by means  of a  
l aser.   

The  faci l i ty cl osed  i n  December 
201 4.   

F l u xes  >1  ×  1 09  p roton ⋅cm–2 ⋅s–1  
were  obtained  on l y at  n i gh t  and  
on  weekends.  See  
“Opportun i ti es  for S ing le  Event  
and  Other Rad iati on  Effects  
Testi ng  and  Research  at  the  
I UCF, ”  C.  C.  Foster et al. ,  
Workshop  Record ,  1 996  I EEE  
Rad i ation  Effects  Data  
Workshop,  p.  84   
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Faci l i ty Description   Avai labi l i ty 

Francis  H .  Bu rr 
Proton  Therapy 
Center (formerl y 
Northeast Proton  
Therapy Center)  
(FHBPTC),  
Massachusetts  
Genera l  Hospi ta l ,  
Boston ,  MA 

As  of 2002,  the  FHBPTC has  replaced  the  Harvard  
Cyclotron  Laboratory as  the  faci l i ty used  for exposing  
both  patien ts  and  e l ectron ics  to  proton  beams.  The  
FHBPTC beam  can  provide  energ ies  i n  the  range  of 90  
MeV to  230  MeV via  a  magneti c  energy sel ection  
system ,  and  beams  down  to  20  MeV us ing  degraders.  

The  d i ameter of the  beam  spot  can  be  <1  cm  and  up  to  
30  cm ,  bu t  the  usual  d i ameter i s  5  cm  to  1 0  cm,  wi th  

un i form i ty variati on  of <1 0  % .   Beam  fl ux i s  ava i l able  
from  1 02  proton ⋅cm–2 ⋅s–1 to  ~2  ×1 0 1 1  proton ⋅cm–2 ⋅s–1 .  
Dosimetry to  a  device  u nder test  (DUT)  i s  by means  of 
a  th i n  foi l  transm iss ion  i on  chamber cal i brated  to  the  
Faraday cup  or th imble  chamber.  A 
scin ti l l ator/phototube  system  i s  avai l ab le  for l ow fl ux 
runs.  A l aser a l i gnment  system  i s  used  to  centre  the  
DUT i n  the  beam .   

Because  the  main  customers  are  
cancer pati en ts,  the  beam  i s  
ava i l able  for rad i ation  effects  
testi ng  on ly on  weekends.  See  
“The  Proton  I rrad i ation  Program  
at  the  Northeast Proton  Therapy 
Center, ”  E .  Cascio  et al. , ”  
Workshop  Record ,  2003  I EEE  
Rad i ation  Effects  Data  
Workshop,  p.  1 41   

Tri -Un i vers i ty 
Meson  Faci l i ty,  
(TRIUMF)  l ocated  
on  Un ivers i ty of 
Bri ti sh  Col umbia  
(Vancouver,  
Canada)  campus  

S ince  1 995  the  Proton  I rrad iati on  Faci l i ty (PI F)  has  
been  provid i ng  two separate  beams  of mono-energeti c  
protons,  coveri ng  the  range  of 65  MeV to  500  MeV.  
Beam  l i ne  BL2C provi des  protons  wi th  energ ies  up  to  
1 20  MeV,  and  beam  l i ne  BL1 B  provi des  protons  wi th  
energ i es  i n  the  range  of 1 80  MeV to  500  MeV.  The  
faci l i ty has  been  optim ized  to  provide  fl u xes  of 

~1  ×  1 08  proton ⋅cm –2 ⋅s–1 ,  wi th  un i form  beam  d iameters  
of up  to  7 , 5  cm .  However,  by reducing  the  beam  spot,  

fl u xes  of 1  ×  1 01 0  proton ⋅cm–2 ⋅s–1 can  be  ach ieved .  
Beam  dosimetry i s  ach ieved  us ing  a  m in iatu re  i on  
chamber and  a l so  a  Faraday cup  for h i gh  fl u x beams.  
Absorbers  are  used  i n  con junction  wi th  col l imators  to  
l ower the  beam  energy,  and  scatteri ng  foi l s  to  broaden  
the  beam .  A beam  profi l e  mon i tor i s  employed  upstream  
and  l asers  are  used  to  a l i gn  posi tion ing  of the  DUT 
wi th i n  the  beam .   

The  faci l i ty i s  avai l able  abou t 8  
months  per year du ri ng  wh ich  
time  BL2C i s  avai l ab le  for week-
long  periods  approximately once  
per month ,  bu t  8  h  to  1 6  h  test  
periods  can  be  schedu led  at  
other t imes  on  BL2C wi th  several  
week's  advance  noti ce.  BL1 B  i s  
ava i l able  du ri ng  four week-long  
periods  per year.   

See  www. tri umf. ca/pi f-n i f for 
beam  schedu l e,  costs  and  
ava i l abi l i ty.  

Reference:  “ Improved  
Capabi l i t i es  for Proton  and  
Neutron  I rrad i ations  at  TRIUMF, ”  
I EEE  REDW 2003  pp1 49-1 55.  

Un i vers i ty of 
Cal i forn ia  at  
Davis ,  Crocker 
Nuclear 
Laboratory 
(CNL),  Davis ,  CA 

S ince  the  1 970s  CNL has  been  provid i ng  i ndustry and  
government  agencies  access  to  the  variab le  energy 
76  i n  i soch ronous  cyclotron .  The  cyclotron  can  
accelerate  protons  from  1  MeV to  68  MeV.  I n  the  
Rad i ation  Effects  Faci l i ty (REF)  the  maximum  proton  
energy to  the  DUT i s  66  MeV.  The  spati al  spread ing  of 
the  beam  i s  accompl i shed  by passing  the  beam  through  
a  Ta  d i ffuser foi l .  Lower energ i es  can  a l so  be  obtained  
by choosing  a  cyclotron  proton  energy combined  wi th  a  
proper d i ffuser foi l  to  g i ve  an  acceptable  beam  energy 
spread .  Typical l y the  beam  energy spread  i s  kept  bel ow 
600  keV.  I n  the  REF  the  fl u x can  be  i n  the  range  of 1  

proton ⋅cm –2 ⋅s–1  to  1  ×  1 0 1 0  p roton ⋅cm –2 ⋅s–1 ,  a l though  
typical  beam  fl u xes  for exposing  e l ectron ics  are  

1  ×  1 04  p roton ⋅cm –2 ⋅s–1 to  1  ×  1 09  proton ⋅cm –2 ⋅s–1 .  For 
th i s  beam  l i ne  the  d iameter of the  beam  spot can  be  up  
to  6  cm ,  wi th  a  un i form i ty of 92  % .  A second  beam  l i ne,  
1 C,  has  recentl y become ava i l able  for h i gher fl u x 

beams,  up  to  1  ×  1 01 2  proton ⋅cm–2 ⋅s–1 ,  bu t  wi th  a  beam  
spot of 2  cm  i n  d i ameter.  A compound  x-y tabl e  i s  
provi ded  for l ocati ng  the  DUT,  the  range  on  trans l ation  
i s  7 , 37  i n  and  1 9, 59  i n  i n  the  X and  Y d i rection  
respecti vel y (th i s  tabl e  can  a l so  be  remotely 
con trol l ed );  two  l aser beams  are  used  to  a l i gn  the  
pos i ti on ing  of the  DUT wi th i n  the  beam.  A vacuum  box 

1 6, 5  i n  ×  1 6 , 5  i n  and  25  i n  ta l l  can  be  attached  at  the  
end  of the  REF  beam  l i ne  to  use  cyclotron  proton  
beams  l ower than  7  MeV wi thout  subjecti ng  them  to  the  
energy spread ing  due  to  the  exi t  fo i l  or the  a i r path .  
Beam  dos imetry i s  accompl i shed  by means  of a  
secondary e lectron  em ission  mon i tor (SEEM) combined  
wi th  a  removable  Faraday cup.  Beam  un i form i ty i s  
mon i tored  wi th  a  segmented  secondary e lectron  
em ission  mon i tor (SSEEM).  

The  faci l i ty i s  avai l able  
~1 0  months/year,  bu t  needs  an  
agreement w/U  of Cal .  Con tact:  
Carlos  Castaneda  (530)  752-
4228,  see  “Crocker Nuclear 
Laboratory (CNL)  Rad iati on  
Effects  Measurement and  Test  
Faci l i ty, ”  C.  Castaneda  et  at,  
Workshop  Record ,  2001  I EEE  
Rad i ation  Effects  Data  
Workshop,  p .  77;  
h ttp: //cyclotron . crocker. ucdavis . e
du /  

Crocker/Websi te/b_I n formation / 

i ndex. php.  
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C.1 .3  Laser faci l i ties  

Faci l i ty Description   Avai labi l i ty 

Pu lsed  Laser 
Test  Faci l i ty at  
the  Naval  
Research  
Laboratory,  
Wash ington  DC.  

The  NRL test  faci l i ty contai ns  two  separate  pu l sed  
l aser systems,  one  for doi ng  s i ng le-photon  
absorption  (SPA)  experiments  at  a  wave length  of 
typi cal l y 590  nm  and  tunable  from  570  nm  to  
620  nm  and  the  other for d oing  two-photon  
absorption  (TPS)  experiments  at  a  nom inal  
wavel ength  of 1  260  nm  that  a l l ows  th rough -wafer 
testi ng .  The  electron ic d evice  under test  i s  
mounted  on  an  XYZ stage  that  i s  computer 
con trol l ed  for d oing  th ree-d imensiona l  scann i ng  to  
determ ine  sensi ti ve  volumes.  I n  both  cases,  the  
l i gh t  i s  focused  on to  the  device  us ing  l ong -working  
d i stance  m icroscope  objecti ve  l ens  that  produces  

a  focused  beam  wi th  a  spot  s i ze  of j ust  over 1  µm  
i n  d i ameter.  Pu l se  rate  i s  ad j ustable  from  s i ng le  
shot  to  40  MHz for the  SPA l aser,  and  from  s i ng le  
shot  to  1  kHz for the  TPA l aser.  Both  setups  
contain  i l l um ination  opti cs  for vi ewi ng  the  DUT as  
wel l  as  the  focused  l aser spot.  Maximum  l aser 
pu l se  energ i es  are  equ ivalent  to  LETs  

>>1 00  MeV ⋅cm 2 ⋅mg–1 .  

 Con tact  Dale  McMorrow for 
schedu l i ng  at  
mcmorrow@ccs. nrl . navy.m i l  

Tel :  (202)  767-5469  

 

Copyright International  Electrotechnical  Commission  



I EC 62396-1 : 201 6    I EC  201 6  – 69  – 

C.2  Faci l i ties  in  Europe  

C.2. 1  Neutron  faci l i ties  

Faci l i ty Description   Avai labi l i ty 

The  Svedberg  
Laboratory (TSL)  
at  Uppsala  
Un i vers i ty,  
Uppsala,  Sweden   

Two neu tron  beam  faci l i ti es  are  avai l able  at  TSL:   

(1 )   Atmospheric- l i ke  Neutrons  from  th Ick TArget  (ANITA) ,   

(2 )   Quasi -Mono-energeti c  Neu trons  (QMN ) .  

The  AN ITA and  QMN  faci l i ti es  share  the  same area  wi th  
~30  m 2  fl oor space  avai l abl e  for users.  At  both  the  
faci l i t i es,  the  neu tron  fl u x i s  conti nuous l y recorded  by 
cal i brated  mon i tors  based  on  neu tron  fi ss ion  (F IC,  TFBC)  
and  on  i n teg ration  of the  primary proton  beam  curren t.   

(1 )   The  AN ITA  faci l i ty,  bu i l t  i n  2007,  provi des  neutrons  
wi th  atmospheric-l i ke  spectrum  up  to  the  h i ghest  

energy of ≈1 80  MeV.  The  neu tron  fl u x above  1 0  MeV 
i s :  

– up  to  1 06  cm –2 ⋅s–1  a t  the  conventional  user area,  

– up  to  1 07  cm –2 ⋅s–1  a t  the  Close  User Posi ti on  
(CUP ) ,  constructed  and  characteri zed  i n  201 3-
201 4.  

At  the  conventional  user area,  any beam  s i ze  between  
1  cm  and  1 20  cm  can  be  selected  by the  user and  varied  

duri ng  the  campaign .  At  the  CUP,  the  beam  s i ze  i s  ≈20  cm  
×  20  cm .  

The  fl u x i s  promptl y vari abl e  wi th i n  a  factor of at  l east  1 50.  

The  thermal  neu tron  fl u x,  rel ati ve  to  the  fl u x >1 0  MeV,  i s  
~1  %  at  the  conventional  user area  and  ~20  %  at  the  CUP.  

(2)   The  QMN  faci l i ty,  u pg raded  i n  2003,  provides  neu trons  
wi th  energy control l able  i n  the  range  20  MeV to1 80  
MeV,  wi th  rough l y hal f the  neu trons  i n  the  h i gh -energy 
peak and  the  rest  i n  the  l ow-energy ta i l .  The  peak 

neu tron  fl u x i s  3  ×  1 04  n eu tron ⋅cm –2 ⋅s–1  to  1 , 5  ×  1 05  
neu tron ⋅cm–2 ⋅s–1 ,  depend ing  on  the  energy.  Any beam  
s i ze  between  1  cm  and  80  cm  can  be  user sel ected  
and  varied  du ri ng  the  campai gn .  

Avai labi l i ty:  ~9  months/year.  
Lead  time  at  AN I TA 2-8  weeks.  
The  beam  time  request form  i s  
ava i l abl e  at  h ttp: //www. ts l . uu . se  
.  

Cost  (201 5):  AN I TA:  EUR 
520/h ,  QMN:  EUR 580/h .  See  
pri ci ng  po l i cy at  
h ttp: //www. ts l . u u . se  .  

Contact:  beams@tsl . uu . se  ,  or 
h ttp: //www. ts l . u u . se/Abou t_TSL/
Contact/ .  

Faci l i ty descriptions:   

AN ITA:  A.V.  Prokofiev et  a l . ,  
2009  I EEE  REDW,  pp.  1 66-1 73,  
h ttp: //i eeexplore. i eee. org /stamp
/stamp. j sp?arnumber=05336295  

ANITA-CUP :  A.V.  Prokofiev et  
a l . ,  I EEE  Transactions  on  
Nuclear Science,  v. 61 ,  pp.  
1 929-1 936  (201 4),  
h ttp: //u rn . kb. se/resol ve?u rn=urn
: nbn : se: uu : d i va-234423  

QMN :  A.V.  Prokofiev et  a l . ,  
Rad .  Prot.  Dosim .  v.  1 26,  pp.  
1 8-22  (2007),  
h ttp: //rpd . oxford journals . org /con
tent/1 26/1 -4/1 8. fu l l  .  

I S I S  Pu l sed  
Neutron  and  Muon  
Source,  Rutherford  
Appleton  
Laboratory,  
Harwel l  Science  
and  I nnovati on  
Campus,  D idcot,  
OX1 1  0QX,  UK 

I S I S  i s  a  faci l i ty that  i s  primari l y used  for condensed  
matter physics ,  operati ng  two separate  target  s tations  
that  can  provide  neutrons  wi th  an  energy spectrum  up  to  
800  MeV and  wh ich  contain  epi thermal ,  thermal  and  col d  
neu trons.   

The  VESUVIO  beam  l i ne  on  Target S tati on  One  i s  
immed iately avai l able  for SEE  testi ng  havi ng  been  
characteri sed  th rough  Monte  Carl o  (MCNPX)  s imu lati on  
and  acti vati on  foi l  analys i s .  The  fast  neu tron  conten t  of 

the  beam  i s  5 , 8  ×1 04  neu tron ⋅cm –2 ⋅s–1  (>  1 0  MeV)  wi th  a  
s trong  wel l  characteri sed  cold /thermal  and  epi thermal  
component.  Th i s  beam  i s  h i gh l y col l imated  wi th  a  
d i ameter of 2  cm  to  5  cm  and  has  dos imetry based  on  
fi ss ion  coun ters,  scin ti l l ati on  coun ters  and  the  proton  
curren t.  

A new development on  Target  S tation  Two i s  i n  the  
des ign  and  construction  phase  and  shou l d  provide  both  a  

col l imated  (~1 0  cm  ×1 6  cm)  and  fl ood  area  (~1 00  cm  
d iameter)  beam  match ing  atmospheric spectrum  up  to  
800  MeV both  wi th  vari abl e  col l imation .  Design  fl u xes  are  

1 ×1 06  neu tron ⋅cm –2 ⋅s–1  to  1 ×  1 07neutron ⋅cm –2 ⋅s–1   
(>1 0  MeV)  for the  col l imated  beam  and  1 ×1 04  
neu tron ⋅cm–2 ⋅s–1   to  1 ×1 05  neu tron ⋅cm –2 ⋅s–1  for the  fl ood  
beam .  A h i gh l y fl exib l e  l arge  experimental  area  i s  
envisaged  wi th  remote  sample  pos i ti on ing  and  the  abi l i ty 
for i n -s i tu  d osimetry be ing  developed .  

Academ ic (and  therefore  
publ i shed )  access  i s  vi a  peer 
review.   

See  
h ttp: //www. i s i s . stfc. ac. uk/about-
i s i s/abou ti s i s . h tm l  

Curren tl y non-academ ic access  
and  proprietary research  i s  
negotiated .  

Contact:  Chri stopher Frost  

chri stopher. frost@stfc. ac. uk 
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Faci l i ty Description   Avai labi l i ty 

CYClotron  of 
LOuvai n -l a-NEuve,  
Cyclotron  
Research  Centre  
(CRC)  at  Cathol i c  
Un i vers i ty of 
Louvai n - l a-Neuve  
(UCL),  Be lg i um  

CYCLONE  has  a  mono-energeti c  neu tron  beam  l i ne  that  
provi des  quasi  mono-energeti c  neu trons  at  energ i es  i n  
the  range  of 25  MeV to  70  MeV.  The  neutrons  are  
generated  by accel erati ng  a  mono-energeti c  proton  beam  
i n to  a  l i th i um  target,  wi th  rough ly ha l f the  resu l ti ng  
neu trons  having  a  pseudo  peak wi th i n  1  MeV to  2  MeV of 
the  proton  energy,  and  the  remain i ng  neu trons  
approximately even l y d i stri bu ted  over energy down  to  a  
few MeV (the  l ow energy “ta i l ” ) .  The  peak neu tron  fl u x i s  

1  ×  1 06  n eu tron ⋅cm –2 ⋅s–1  (3  mm  th i ck target)  over a  beam  
spot  of 4  cm  i n  d i ameter.   

Beam  time  has  to  be  schedu led .  
See  “CYCLONE  – A 
Mu l ti pu rpose  Heavy I on ,  Proton  
and  Neutron  SEE  Test  S i te, ”  
Workshop  Record ,  1 997  
RADECS  Conference  Data  
Workshop,  p.  51 ,  4 th  Eu ropean  
Conference,  Palm  Beach ,  
Cannes,  France;  see  
h ttp: //www. cyc. ucl . ac. be  

National  Phys ical  
Laboratory,  
Tedd i ng ton ,  UK 

Can  provi de  wel l -characteri zed  mono-energeti c  neu tron  
fi e l ds  coveri ng  the  energy range  70  keV to  5  MeV and  at  
1 7  MeV vi a  a  variety of nucl ear reactions  us ing  beams  of 
protons  or deu terons  from  a  3 , 5  MV Van  de  Graaff 
accelerator.  A thermal  neu tron  i rrad i ation  faci l i ty i s  a l so  

ava i l able  wi th  a  beam  fl uence  of up  to  1 04  cm –2 ⋅s–1  over 
an  area  of 30  cm  d iameter or an  i sotropic fi e l d  wi th  

fl uences  up  to  1 07  cm –2 ⋅s–1  i n  an  access  hole  of d i ameter 
1 2  cm .  

 Pri ces  are  estimated  primari l y 
i n  terms  of staff time  to  perform  
the  i rrad iati ons.  

h ttp: //www. npl . co. uk/commercial
-services/measurement-
services/neutron -
measurements/ 

Atom ic Weapons  
Establ i shment 
(AWE)  
Aldermaston ,  
Berksh i re,  UK 

The  ASP  Accelerator produces  1 4  MeV neutrons  vi a  the  
D+T reaction .  The  maximum1 4  MeV neu tron  fl u x i s  

2  ×  1 01 0  n eu tron ⋅cm –2 ⋅s–1  a t  1  cm  from  the  target.  I n  
add i ti on ,  d eu teri um  l oaded  targets  can  be  used  to  
produce  3  MeV neu trons  us ing  the  d+d  reaction ,  g i vi ng  a  

maximum  fl ux of 2  ×  1 08  n eu tron ⋅cm –2 ⋅s–1 .  The  
accelerator has  the  capabi l i ty of bei ng  operated  i n  e i ther 
conti nuous  or pu l sed  mode.  The  m in imum  pu l se  wi d th  i s  

5  µs.   

Beam  time  has  to  be  schedu led  
i n  advance.  For fu rther 
i n formation  contact  Shaun  
Hughes  on  01 1 89  8241 22  or 
emai l  
aspaccelerator@awe. co. uk  
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C.2.2  Proton  faci l i ti es  

Faci l i ty Description   Avai labi l i ty 

Proton  
I rrad iati on  
Faci l i ty (P I F)  at  
the  Pau l  
Scherrer I nsti tu te  
(PSI )  Vi l l i gen ,  
Swi tzerland   

Wi th i n  PSI  there  are  now two proton  i rrad iation  
faci l i ti es,  the  h i gh  energy (HE)  P I F  and  the  l ow 
energy (LE)  PI F.  The  design  of the  two  P I F  areas  
i s  very s im i l ar wi th  regard  to  set-up  and  operation  
(beam  dosimetry,  fl ux cal i brati on ,  energy deg rader 
and  data  acqu is i ti on).  At  the  h i gh  energy PI F  (al so  
cal l ed  the  NA3  PI F)  the  i n i ti a l  proton  beam  has  an  
energy of 590  MeV,  bu t  at  the  i rrad iati on  area  the  
energy i s  reduced  to  254  MeV (range  of 30  MeV to  
254  MeV).  At  254  MeV,  the  maximum  fl ux i s  

2 , 5  ×  1 08  proton ⋅cm –2 ⋅s–1  and  the  maximum  
d iameter of the  beam  spot  i s  9  cm.  Degraders  are  
used  to  ach ieve  l ower energ ies ,  bu t  the  u n i form i ty 
of the  beam  i s  reduced ,  wh ich  varies  wi th  the  
d i stance  from  the  deg rader.  Because  part  of the  
beam  l i ne  i s  used  for b iomed ical  therapy,  
e l ectron ics  are  exposed  on ly d u ri ng  weekends.  
The  LE  P I F  (al so  cal l ed  NEB  PI F)  i s  l ocated  near 
another b iomed ical  beam  l i ne  cal l ed  OPTIS ,  
however the  operation  of the  two beams  i s  more  
d i rectl y coord i nated .  The  energy range  for the  LE  
P I F  i s  6  MeV to  71  MeV,  the  maximum  proton  fl u x 

i s  5  ×  1 08  proton ⋅cm –2 ⋅s–1 ,  the  l argest  beam  spot i s  
5  cm  d iameter,  and  the  beam  un i form i ty i s  >  90  % .  
E lectron ic components  are  exposed  at  the  LE  P I F  
main l y at  n i gh t  and  d uri ng  weekends.  These  
exposu res  are  performed  du ri ng  OPTIS  treatment  
weeks  (once  a  month )  beg inn ing  at  1 7 : 00  after 
patien t  therapy has  ended ,  and  a l so  on  “free  
weekends”.   

Beam  time  has  to  be  schedu led  i n  
order to  coord inate  wi th  the  
b iomed ical  treatment  operation .  See  
“Rad iati on  Effects  Testi ng  Faci l i t i es  i n  
PSI  duri ng  Implementation  of the  
Proscan  Project, ”  W.  Hajdas  et al. ,  
Workshop  Record ,  2002  I EEE  
Rad i ation  Effects  Data  Workshop,  p .  
1 60  and  “Rad i ation  Effects  Testi ng  
Faci l i ty i n  PS I  Low Energy OPTIS  
Area, ”  W.  Hajdas  et al. ,  Workshop  
Record ,  1 998  I EEE  Rad iati on  Effects  
Data  Workshop,  p.  1 52 .  

The  Svedberg  
Laboratory (TSL)  
at  Uppsala  
Un i vers i ty,  
Uppsa la,  
Sweden   

The  PAULA  faci l i ty (P roton  fAci l i ty i n  UppsaLA) ,  
upg raded  i n  201 1 ,  provi des  mono-energeti c  

protons  wi th  energy  i n  the  range  ~1 0  MeV to  ≈1 80  
MeV,  control l abl e  by selection  of the  accelerati on  
mode  and  of degrader s l abs.  Two modes  of 
operati on  are  avai l able,  wi th  scattered  and  
unscattered  beams.  

(1 )   Scattered  beams  have  the  spot  d i ameter (after 
col l imation )  between  0, 5  cm  and  40  cm ,  
selectabl e  by the  user.  The  h i ghest  fl u x 

amounts  to  ≈3  ×  1 09  cm –2 ⋅s–1  for the  proton  
energy of ≈1 80  MeV.  The  l owest  ach ievable  
fl u x corresponds  to  s i ng l e  protons  per cm 2  per 
s .  The  fl u x wi th i n  the  beam  spot i s  un i form  to  

±1 0  % .  The  fl u x i s  mon i tored  by TFBCs  and  by 
scin ti l l ator te lescopes.  

(2)   Unscattered  beams  have  the  h i ghest  i n tensi ty 

of 3×1 01 1  s–1  to  2×1 0 1 2  s–1  for the  h i ghest  and  
the  l owest  energy,  respecti vel y.  The  l owest  
ach ievable  i n tensi ty i s  ~1 02  s–1 .  The  typ ical  
beam  spot  shape  i s  a  ci rcl e  wi th  the  d i ameter 
of 0 , 7  cm  to  2  cm .  The  beam  profi l e  shape  i s  
approximately Gauss ian .  The  i n tensi ty i s  
measured  wi th  a  Faraday cup  and  mon i tored  
by scin ti l l ator te lescopes.  

Avai labi l i ty:  ~9  months/year.  The  
beam  time  request  form  i s  ava i l abl e  at  
h ttp: //www. ts l . u u . se  .  

Cost  (201 5):  EUR 550/h .  See  pri ci ng  
pol i cy at  h ttp: //www. ts l . uu . se  .  

Contact:  beams@tsl . uu . se  ,  or 
h ttp: //www. ts l . u u . se/Abou t_TSL/Conta
ct/ .  

Faci l i ty description :  
h ttp: //www. ts l . u u . se/i rrad iati on -
faci l i t i es-ts l /PAULA-proton -beam-
faci l i ty/  

CYClotron  of 
LOuvai n -l a-
NEuve,  
Cyclotron  
Research  Centre  
(CRC)  at  
Cathol i c  
Un i vers i ty of 
Louvai n - l a-
Neuve  (UCL),  
Bel g i um  

One  of the  CYCLONE  proton  beam  l i nes  cal l ed  the  
L i gh t  I on  i rrad iati on  Faci l i ty (LI F)  has  been  
mod i fi ed  for testi ng  e l ectron ics.  The  proton  energy 
can  be  varied  between  1 0  MeV to  70  MeV,  by 
ad justi ng  the  cyclotron  or us i ng  pl asti c  degraders.  
The  beam  spot i s  1 0  cm  i n  d i ameter.  Beam  fl ux 

can  be  mod i fi ed  between  a  few proton ⋅cm –2 ⋅s–1  
and  5  ×  1 08  p roton ⋅cm –2 ⋅s–1 .  

 Beam  time  has  to  be  schedu led .  See  
“CYCLONE  – A Mu l ti pu rpose  Heavy 
I on ,  Proton  and  Neu tron  SEE  Test  
S i te, ”  Workshop  Record ,  1 997  
RADECS  Conference  Data  Workshop,  
p.  51 ,  4 th  Eu ropean  Conference,  Palm  
Beach ,  Cannes,  France;  see  
h ttp: //www. cyc. ucl . ac. be  
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C.2.3  Laser faci l i ties  

Faci l i ty Description   Avai labi l i ty 

Sing le  Event  
Rad i ation  Effects  
i n  E lectron ics  
Laser 
(SEREEL2)  at  
MBDA i n  B ri stol ,  
UK 

SEREEL i ncorporates  a  1  ps  pu l sed  l aser wi th  a  
computer control l ed  parametri c  ampl i fi er system  
for generati ng  wavelengths  i n  the  range  450  nm  to  
2  600  nm  (covering  the  en ti re  l aser SEE  range  
i ncl ud i ng  both  s i ng le-photon  absorpti on  and  two-
photon  absorption ).  Pu l se  energ ies  up  to  1 , 5  mJ  
(dependent  upon  wavel ength).  S tandard  

magn i fi cation  of the  focussing  objecti ve  i s  ×1 00  
wi th  a  1 0  mm  working  d i stance  re lati ve  to  the  
m icroch ip  under test.  Features:  I n  GaAs  camera  
technol ogy for vi ewi ng  ch i ps  th rough  thei r pol i shed  
backsides;  p i ezo-el ectri c  scann ing  and  posi ti on ing  
technol ogy for fast  del i very of l arge  arrays  of l aser 
pu l ses  (e. g .  3D  SEE  sensi ti vi ty  mapping);  
selectabl e  l aser pu l se  repeti ti on  rate  from  s i ng le  
shot  to  1  kHz.  S tandard  types  of memories  can  be  
i n terrogated  du ri ng  testi ng  us ing  MBDA’s  FPGA-
based  STREAM  system  (pin  assi gnment i n  
software  for rapid  adaptation  to  many pi nout  
confi gu rati ons).  

Normal l y con tracts  need  to  be  for 

>    £ 2  000  

Radiation Analysis 
Laser Faci l ity at 
Airbus Group 
Innovations,  
Suresnes,  France 

Ai rbus  Group  I nnovati ons  Rad i ation  Anal ys i s  Laser 
Faci l i ty i s  desi gned  for i ndustri al  pu rpose.  I t  i s  
based  on  a  pu l sed  (600  ps)  l aser sou rce  operati ng  
at  a  wave length  of 1  064  nm ,  optim ized  to  perform  
tests  from  the  e l ectron ic d evice  backside  wi th  no  
need  for substrate  th i nn ing .  The  l aser source  i s  
h i gh ly s tab le  and  the  energy can  be  vari ed  over a  
wide  range.  Working  d i stance  between  the  
focusing  objecti ve  and  the  devi ce  under test  i s  
1  cm .  The  whole  l aser faci l i ty i s  fu l l y au tomated  
thanks  to  motori zed  actuators  on  X Y and  Z  
d i rections  (50  nm  m in imum  step  resol u tion),  an  
au tomated  system  for the  l aser energy ad justment 
and  a  camera  a l l owi ng  to  vi ew the  fron t  s i de  of the  
ch ip  th rough  the  device  substrate.  Power suppl y 
and  various  acqu is i ti on  systems  may be  connected  
and  synchron i zed  to  the  system  as  wel l ,  
wh ich  makes  parameteri zed  tests  easier.   

Standard  rates  i ncl ude  ca l i brati on  and  
mandatory staff support  

ATLAS  (Anal ys i s  
and  Test  wi th  
Lasers)  p l atform  
at  I MS  
Laboratory,  
Un i vers i ty of 
Bordeaux,  i n  
Talence,  France  

ATLAS  i s  an  academ ic l aser faci l i ty offeri ng  SEE  
test  services  us ing  th ree  pu l sed  l aser sources,  
g i vi ng  access  to  pu l se  du rati ons  of 1 50  fs ,  1  ps  or 
30  ps  wi th  wavel ength  tunable  from  400  nm  to  
2  500  nm ,  pu l se  repeti ti on  rate  from  s i ng le-shot  to  

1 0  MHz,  and  pu l se  energ ies  h i gher than  1  µJ  on  
the  fu l l  range  of wavel engths  (up  to  1  mJ  at  800  
nm).  S tandard  wavelengths  for s i ng le-photon  
absorption  SEE  testi ng  i ncl ude  800  nm ,  980  nm  
and  1  064  nm .  Two-photon  absorpti on  at  1  300  nm  
i s  used  for 3D  SEE  mapping .  Laser focusing  and  
rea l -time  imag ing  of the  l aser impact  l ocation  i s  
ach ieved  by 1 00X front-s i de  or backside  i n frared  
m icroscopes.  

Other featu res:  s tandard  scann ing  resolu ti on  of 
1 00  nm ,  down  to  1 0  nm  us ing  piezo-el ectri c  
s tages;  sample  preparation  (package  open i ng  and  
substrate  th i nn i ng )  avai l abl e  on-s i te;  fl exib le  
mechan ical  fi xtu re  compati bl e  wi th  most  PCB  
geometries ;  wafer probi ng  s tati on  wi th  i n verted  
m icroscope  compatible  wi th  naked  d ies  or wafer-
l evel  l aser testi ng ;  software  control l ed  scann ing ,  
tri ggeri ng ,  d ata  acqu is i ti on  and  anal ys i s ;  
custom izable  I C  tester/software  i n terface;  d i g i ta l  
tester wi th  custom izable  daugh ter-board ;  s tandard  
e l ectron ic  i nstruments  (osci l l oscopes,  precis ion  
power suppl i es ,  de lay and  pattern  generators,  
spectrum  anal yzer,  l ock-i n  ampl i fi er) ;  remote  
( i n ternet based)  testi ng  capabi l i ty.  

Rates  are  dependent  on  test  d etai l s  
and  l aser parameters  i ncl ud ing  the  
support  of an  ATLAS  eng i neer.  

Avai l abi l i ty:  4  weeks  m in imum  noti ce.  

Con tact:  atl as@ims-bordeaux. fr 
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Annex D  
(informative)  

 
Tabular description  of variation  of atmospheric  

neutron  flux with  al ti tude and  lati tude  

The source  is  the  S impl i fi ed  Boeing  Model  in  [9] ,  i n  wh ich  the  1  MeV to  1 0  MeV neutron  fl ux i s  

normal ized  to  a  va lue  of 0 , 85  neu tron ⋅cm–2 ⋅s–1  at  39  000  ft  (1 1  860  m)  al ti tude  and  45°  
l ati tude.  Even  though  the  fluxes  i n  Table  D. 1  and  D. 2  are  for neutrons  wi th  energ ies  between  
1  MeV to  1 0  MeV,  [9]  has  shown  that the  same al ti tude  and  l ati tude  variation  appl ies  to  

neu trons  for a l l  E  >  1  MeV.  

Table  D . 1  – Variation  of 1  MeV to  1 0  MeV neutron  flux i n   
the  atmosphere  with  al ti tude  

Al ti tude  
ft  (m )  

1  MeV to  1 0  MeV neutron  fl ux,   

neu tron ⋅cm –2 ⋅s–1  

5 000  (1  520)  0 , 01  

1 0  000  (3  050)  0 , 04  

1 5  000  (4  570)  0 , 08  

20  000  (6  1 00)  0 , 1 3  

25  000  (7  620)  0 , 24  

30  000  (9  1 40)  0 , 38  

35  000  (1 0  670)  0 , 60  

40  000  (1 2  1 90)  0 , 88  

45  000  (1 3  720)  1 , 02  

50  000  (1 5  240)  1 , 1 6  

55  000  (1 6  760)  1 , 24  

60  000  (1 8  290)  1 , 25  

65  000  (1 9  81 0)  1 , 24  

70  000  (21  340)  1 , 22  

75  000  (22  860)  1 , 20  

80  000  (24  380)  1 , 1 8  
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Table  D .2  – Variation  of 1  MeV to  1 0  MeV neutron  flux in  
 the  atmosphere  with  l ati tude  

Lati tude  
°  

1  MeV to  1 0  MeV neutron  fl ux,   

neutron ⋅cm –2 ⋅s–1  

90  1 , 26  

76  1 , 25  

69  1 , 23  

62 , 5  1 , 21  

55  1 , 1 3  

49  0 , 99  

45  0 , 85  

42  0 , 74  

39  0 , 63  

33  0 , 46  

27  0 , 35  

21  0 , 29  

1 2  0 , 23  

0  0 , 23  
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Annex E  
(informative)  

 
Consideration  of effects  at h igher al ti tudes  

As a l ti tude  i ncreases  both  protons  and  heavy ions  provide  i ncreasing l y important con tributions  
to  SEE  rates  and  these  shou ld  certa in l y be  i ncluded  for appl ications  above about 60  000  ft.  
For protons  the  main  i n teraction  is  non-e lastic nuclear i n teractions  and  these  are  s im i lar to  

neu tron  i n teractions  at h igh  energ ies  (> 20  MeV).  However smal l  featu re  s ize  components  
(65  nm  and  below)  are  becom ing  sens i ti ve  to  d i rect ion ization  effects  from  protons  as  they 
reach  maximum  l inear energy transfer (LET)  towards  the  end  of the ir track (the  Bragg  peak 
effect).  General  techn iques  for deal i ng  wi th  stopping  protons  have  yet to  be  developed  and  
proper Mon te  Carlo  s imu lations  wi l l  be  requ i red .  However,  SEU  from  d i rect proton  ion ization  
has  on l y been  seen  i n  l aboratory experimen ts  wi th  col l imated  beams.  For electron ic devices  
used  i n  l arge  fi e l ded  systems such  as  a i rcraft,  the  greater the  mass  surround ing  the  
e lectron ics,  the  l ess  l i ke ly i t  i s  that the  e lectron ics  wi th in  wi l l  be  sens i ti ve  to  SEU  from  d i rect  
i on ization .  Th is  i s  because  the  “end  of track”  d istance  wi th in  wh ich  the  h i ghest proton  LET is  

ach ieved  in  s i l i con  (requ i red  to  produce  an  SEU)  i s  1  µm  to  2  µm  (~4-8  ×  1 0–5  i n ) ,  compared  
to  the  centimetres  of materia l  that surround  the  e lectron ic devices,  making  energy deposi tion  

from  the  protons  wi th in  the  1  µm  to  2  µm  very un l ikel y.  However the  e lectron ic devices  wi l l  be  
sens i ti ve  to  h igher energy protons  wh ich  wi l l  l ose  energy due  to  the  mass  surround ing  the  
e lectron ics  and  then  wi l l  be  i n  the  l ow energy domain .  Add i ti onal l y,  the  e lectron ic devices  wi l l  
a lso  be  sens i ti ve  to  secondary protons  generated  l ocal l y i n  materials  surround ing  the  device.  

S ign i ficant heavy i on  fragments  penetrate  down  to  about 60  000  ft  and  the ir h igher charge  
means  that many e lectron ic devices  are  sens i ti ve  to  SEE  by d i rect i on ization .  

D i rect i on ization  by energetic heavy ions,  for wh ich  the  range  i s  much  greater than  e lectron ic 
device  d imensions  so  that LET i s  constant across  the  device,  can  be  deal t wi th  us ing  the  
i n tegral  l i near energy transfer spectra  as  appl ied  to  space systems  in  CREME96  [36]  and  
other codes.  However i t  i s  necessary to  generate  such  spectra  as  a  function  of depth  wi th in  
the  atmosphere.  Th is  has  been  done  for an  updated  vers ion  of the  QARM  model  (QARM2)  
us ing  the  cosm ic ray heavy i on  spectra  from  the  Badhwar-ONei l l  model  [1 01 ]  and  the  FLUKA 
rad iation  transport code  [38,  1 02 ] .  Th is  model  propagates  a l l  secondary i on  fragments  and  
updates  the  earl y methods  of Tsao,  S i l berberg  and  Letaw [28] ,  who employed  sem i-empirical  
spal l ation  cross-sections  and  fol lowed  on l y the  l arger spal l ed  nuclei  and  not the  other 
secondary products .  Examples  of i n tegra l  LET spectra  i n  s i l i con  are  g i ven  in  F igure  E. 1  to  
F igure  E. 3  for solar maximum  wh i l e  F igure  E. 4  and  F igure  E . 5  show the  i n fl uence of so lar 
modu lation .  

Readers  not i nvolved  in  aerospace veh icles  operating  at greater than  60  000  ft  (1 8, 3  km)  can  
skip  to  F igures  E. 6  and  E. 7  and  can  i gnore  Annex F .  F i gures  E .6  and  E. 7  show the  SEU  
con tribu tion  from  three  particles  wi th in  the  atmosphere,  neutrons,  secondary protons  and  the  
heavy ions  wi th in  the  primary cosm ic rays,  a l l  as  a  function  of a l ti tude.  These  are  for two 
d i fferent ri g id i ty cu t-offs  (see  F igure  3) ,  i . e.  R =  0  ( i n  polar reg ions)  and  R =  8  (~20°  N  to  40°  N  
l ati tude) .  F igures  E .6  and  E. 7  show that  at  a l ti tudes  of up  to  60  000  ft,  the  neu tron  
con tribu tion  to  the  SEU  rate  dom inates,  at  ~70  % ,  bu t at h igher al ti tudes  the  neutron  SEU  rate  
d im in ishes  and  at 1 00  000  ft,  i t  i s  l ess  than  50  %.  The SEU  rates  i n  F igures  E. 6  and  E. 7  are  
based  on  th ree  separate  sets  of SEU  cross-section  data  (neu trons,  protons  and  heavy ions)  
on  one  speci fic SRAM,  bu t very s im i l ar behaviour has  a lso  been  seen  for a  second  SRAM  
[1 03] ,  thus  the  overal l  behaviour i n  these  figures  can  be  cons idered  as  typical  of how other 
e lectron ic devices  respond  to  SEU  from  these  three  particles  as  a  function  of a l ti tude.  
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Figure E.1  – I n tegral  l inear energy transfer spectra  in  si l icon  
at 1 00  000  ft  (30  480  m)  for cut-off rig id i ti es  (R)  from  0  GV to  1 7  GV 

 

Figure  E.2  – In tegral  l inear energy transfer spectra  in  si l i con  
at 75 000  ft  (22  860  m)  for cu t-off rig id i ties  (R)  from  0  to  1 7  GV 
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Figure E.3  – I n tegral  l inear energy transfer spectra  in  si l icon  
at 55 000  ft  (1 6  760  m)  for cu t-off rig id i ties  (R)  from  0  GV to  1 7  GV 

 

Figure E.4  – I nfluence of solar modu lation  on  i n tegral  l inear energy 
transfer spectra  i n  si l i con  at 1 50  000  ft  (45  720  m)  

for cut-off rig id i ti es  (R)  of 0  GV and  8  GV 
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Figure E.5  – I nfluence of solar modu lation  on  in tegral  l inear energy transfer 
spectra  in  s i l icon  at  55 000  ft  (1 6  760  m)  for cut-off rig id i ti es  (R)  of 0  GV and  8  GV 

The i n tegral  LET spectra  are  combined  wi th  a  path  l ength  d istribu tion  through  a  paral l elepiped  
representation  of an  electron ic device  sens i ti ve  volume to  g i ve  SEE  rates.  A common ly used  
method  i s  the  i n tegral  rectangu lar para l le lepiped  ( IRPP)  approach  as  d iscussed  i n  Petersen  et  
a l .  [1 04,  1 05] .  The  methods  and  equations  used  for the  pred iction  of SEE  rates  for i ons  are  
fu l l y d iscussed  i n  the  ECSS  standard  (ECSS-E-1 0-1 2)  [1 06]  and  the  appropriate  section  is  
reproduced  below.  An  essen tia l  i npu t i s  the  SEE  cross-section  as  a  function  of LET measured  
at  i on  accelerators  and  th is  i s  often  fi tted  us ing  a  Weibu l l  function .  Such  data  is  requ ired  for 
space appl ications  and  i s  widel y publ ished ,  for example  in  the  I EEE  Rad iation  Effects  Data  
Workshop.  

Using  th is  techn ique,  example  SEU  rates  as  a  function  of a l ti tude  are  g i ven  for the  H i tach i -A 
4-Mbi t  SRAM  in  F igures  E. 6  and  E. 7  for two  d i fferen t cu t-off ri g i d i ti es  at so lar maximum.  Th is  
e lectron ic device  has  been  fu l l y characterised  us ing  heavy ion ,  proton  and  neutron  beams  [21 ,  
47,  1 07] .  SEU  rates  are  normal ised  to  1  Gbi t of memory.  I t  can  be  seen  that wh i l e  the  neu tron  
con tribu tion  peaks  at around  60  000  ft,  the  contribu tions  of protons  and  i ons  both  i ncrease  
wi th  a l ti tude.  For th is  particu lar e lectron ic device  the  SEU  rates  are  enhanced  by factors  of 
about 1 , 4 ,  2 , 0  and  3 , 0  at  40  000  ft,  85  000  ft  and  1 00  000  ft  respectivel y when  cons idering  a l l  
rad iation  compared  wi th  cons idering  neutrons  a lone.  I nvestigations  are  being  made in to  other 
components  to  ascerta in  how typica l  such  factors  are.  
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Figure  E.6  – Calcu lated  contributions  from  neutrons,  protons  and  heavy ions  
to  the SEU  rates  of the  H i tachi -A 4  Mbit SRAM  as  a  function  of al ti tude  

at  a  cut-off rig id i ty (R)  of 0  GV 

 

Figure  E.7  – Calcu lated  contributions  from  neutrons,  protons  and  heavy ions  
to  the SEU  rates  of the  H i tachi -A 4  Mbit SRAM  as  a  function  

 of al ti tude  at a  cut-off rig id i ty (R)  of 8  GV 
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Annex F  
(informative)  

 
Prediction  of SEE rates  for ions 3  

When  an  i on  crosses  an  electron ic device,  i t  l eaves  a  dense  p lasma of e lectron  hole  pai rs  
a long  i ts  path .  When  the  charges  are  generated  close  to  a  sensi ti ve  node  of a  ci rcu i t,  a  p-n  
j unction  of a  trans istor for example,  these  charges  are  col lected  and ,  i f of sufficient 
magn i tude,  are  ab le  to  generate  soft  errors .  

The  upset rate  calcu lation  depends  on  the  paths  avai lab le  i n  the  charge  col lection  reg ion  (the  
sensi ti ve  volume).  Ord inari l y,  th is  reg ion  is  assumed  to  be  a  rectangu lar para l l elepiped  (RPP).  
I t  l eads  to  two  d i fferen t SEE  rate  calcu lations:  the  RPP  model  and  i n tegra l  RPP  ( IRPP)  model .  

The  principle  for the  RPP  model  i s  very s imple:  the  energy deposi ted  (Edep)  by an  i ncident i on  
i n  the  sens i ti ve  volume is  estimated  and  i f Edep  i s  g reater than  the  threshold  energy,  the  upset 
occurs.  As  i nciden t i ons  are  very energetic,  they have  very l ong  ranges  compared  wi th  typical  
e lectron ic device  featu re  s i zes  and  one  can  assume that the i r s l owing  down  i s  continuous  and  
l i near.  I n  that case,  the  deposi ted  energy Edep ,  can  be  expressed  s impl y as:  

 dLETE ⋅⋅= ρdep  (F . 1 )  

The  i on  is  characterised  by i ts  LET.  An  upset occurs  when  the  i ncident i on  has  a  LET greater 
than  the  threshold  LET (LETth) .  To  calcu late  the  upset rate,  one  needs  to  evaluate  the  LET  
spectrum  of the  i ncident particles .  I t  l eads  to  a  very s imple  formu la  due  to  Bradford  where  the  
upset rate  i s  expressed  as  a  function  of the  i ncident LET spectrum  and  the  path  l ength  
d istribu tion  (such  as  the  examples  shown  in  F igures  F . 1  and  F. 2) :  

 ∫ ⋅>⋅
Φ

=
Max

Min

)())(()(
)(4

CL

LET

LET
LETdLETDPLET

LETd

dA
N  Bradford  formu la  for RPP  (F.2)  

 )(2 hwlhlwA ++⋅=  (F . 3)  

where  

A   i s  the  tota l  surface  area  of the  SV (sens i ti ve  volume);  

l,  w  and  h   are  the  l eng th ,  wid th  and  he i ght  of the  SV;  

dΦ/d(LET)  i s  the  d i fferential  i on  fl ux spectrum  expressed  as  a  function  of LET (shortened  
to  “d i fferen tia l  LET spectrum”);  

PCL(>D(LET) )  i s  the  i n tegra l  chord  l eng th  d istribution ,  i . e .  the  probabi l i ty of parti cles  
travel l i ng  through  the  sensi ti ve  reg ion  wi th  a  path  l eng th  greater than  D ;  

LETMin  i s  the  m in imum  LET to  upset the  cel l  (a lso  referred  to  as  the  LET threshold );  

LETMax  i s  the  maximum  LET of the  i nciden t d istribu tion  (~1 05  MeV⋅cm 2 ⋅g–1 ) .  

___________ 

3  Annex F  i s  taken  from  ECSS-E-HB-1 0-1 2A standard  [1 06] .  Reproduced  by perm ission  from  ECSS-E-1 0-1 2 .  
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NOTE  Th is  g raph  i s  from  the  ECSS-E-HB-1 0-1 2A standard  [1 06]  and  uses  the  scien ti fi c  notation  for n umbers,  for 

example  1 . E+02  i s  1 02 .  

Figure  F . 1  – Example  d i fferential  LET spectrum  

 

Figure F .2  – Example  i n tegral  chord  length  d istribution  
for i sotropic  particle  environment 

Equation  (F . 2)  i s  the  Bradford  formu la  [1 08]  used  in  the  CREME  model  [36] .  Some other 
s im i l ar express ions  exist that use  the  d i fferen tia l  chord  length  d i stribution  and  the  i n tegral  LET 
spectrum  as  i n  Equation  (F.4)  and  Equation  (F .5)  respective l y,  due  to  P ickel  and  B landford ,  
and  Adams [1 09,  1 1 0] .  
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 ∫ ⋅⋅⋅>Φ⋅=
Max
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))((
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4
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2

LET

LET

C LETdLETD
LETDd

dP
LET

LET

EA
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ρ
 (F . 5)  

But a l l  these  RPP model  express ions  make the  same assumption .  The  LET threshold  of each  
SV is  considered  equal  to  a  un ique  value .  Petersen  poin ted  out that i t  i s  necessary to  fol d  the  
LET spectrum  wi th  the  experimental  cross-section  curves  to  properl y account for sens i ti vi ty 
variations  across  the  e lectron ic device  [1 04] .  

I n  real i ty the  cri tical  LETs  of the  sensi ti ve  nodes  are  not  the  same bu t form  a  d istribution  that 
can  be  fi tted  by a  Weibu l l  function .  To  take  i n to  accoun t the  variation  of sens i ti vi ty by 
i n tegrating  over a  d is tribu tion  of upset rates  correspond ing  to  the  variation  of cross-section  
versus  LET,  the  i n tegra l  RPP  approach  ( IRPP)  i s  used .  

∫ ∫
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











>⋅=
Max,

Min,

Max

Max

)()())(()(
)(

)(
)(4

CL
ioni

i i

LET

LET
i

LET

LET
D

hi LETdLETdLETDPLET
LETd

d
LET

LETd

d

S

A
N

Φσ
 

 i n tegra l  rectangu lar paral l elepiped  ( IRPP)  equation   (F.6)  

 wlS ⋅=  (F . 7)  

where  

dΦ/d(LET)   i s  the  d i fferen tia l  LET spectrum ;  

PCL(>D(LET)   i s  the  i n tegra l  chord  length  d istribu tion ;  

dσ i on/d(LET)   i s  the  d i fferen tia l  upset  cross-section ;  

A   i s  the  tota l  surface  area  of the  sensi ti ve  volume;  

S   i s  the  surface  area  of the  sens i ti ve  volume i n  the  p lane  of the  sem iconductor 

d ie;  

l,  w  and  h   are  the  l eng th ,  wid th  and  he ight  of the  sensi ti ve  volume;  

DMax   i s  the  maximum  length  that can  be  encountered  in  the  SV;  

LETMax   i s  the  maximum  LET of the  LET spectrum ;  

LETi,M i n   i s  the  lower b in  l im i t  i n  the  d i fferentia l  upset cross-section  dσ i on/d(LET) ;  

LETi,Max   i s  the  upper b in  l im i t  i n  the  d i fferentia l  upset cross-section  dσ i on/d(LET) .  
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Annex G  
(informative)  

 
Late  news as  of 201 4 on  SEE cross-sections  appl icable  

to  the  atmospheric neutron  environment 

G.1  SEE cross-sections  key to  SEE rate calculations   

SEE cross-sections  are  requ i red  to  ca lcu late  the  SEE  rate  at a i rcraft a l ti tude,  and  the  best 
SEE  cross-sections  are  those  based  on  actual  measurements  from  SEE  testi ng .  The  SEE  
neu tron  cross-section  is  the  parameter that quanti fi es  the  probabi l i ty that an  electron ic device  
wi l l  i n teract wi th  the  atmospheric neu trons  and  cause  a  speci fic  SEE  effect.  I n  accordance  
wi th  JESD  89A,  during  SEE  testing  i nd ividual  e l ectron ic devices  or an  en ti re  board  were  
exposed  to  h i gh  energy particle  beams  and  the  i nduced  SEE  even ts  were  recorded .  The  SEE  
cross-section  is  defi ned  as  the  number of measured  effects  d i vi ded  by the  absorbed  particle  
fluence.  The  closer the  beam  spectrum  is  to  that of the  atmospheric neu trons,  the  more  
representati ve  are  those  SEE  cross-sections  for avion ics  SEE rate  appl ications .  Thus,  the  
best SEE  cross-sections  come from  testi ng  wi th  a  spal lation  neu tron  sou rce  (e. g .  WNR/ICE  
House  at Los  Alamos  or TRIUMF).  Other beam  sources,  are,  i n  order of preference,  a  h igh  
energy mono-energetic proton  source,  a  quas i  mono-energetic neu tron  source  (e. g . ,  TSL)  or a  
mono-energetic neu tron  source  (e. g . ,  1 4  MeV neutron  generator) .  These  beam  sources  are  
more  fu l l y d iscussed  i n  6. 2. 3  of I EC 62396-2: 201 2.  

For SEU  and  MCU  the  cross-section  un i ts  are  general l y those  of “cm 2 ⋅bi t–1 ” .  For a l l  other 
effects  (SEL,  SEFI ,  SET,  SEB)  the  effect i s  based  on  the  response of the  en ti re  e lectron ic  

device  and  so  the  un i ts  are  “cm 2 ⋅device–1 ”  per device  effect.  

Annex G  compi les  SEE cross-sections  for various  SEE  effects  in  d i fferen t electron ic device  
types,  p lotting  them  as  a  function  of the  IC  feature  s i ze.  The  cross-sections  were  measured  in  
speci fic electron ic devices,  a l though  the  speci fi c part numbers  were  not a lways  g i ven .  To  
u ti l i se  the  SEE  cross-section  data  i n  Annex G  in  a  conservative  manner for ca lcu lating  SEE  
rates,  some assumptions  may be  requ ired  to  obtain  the  fina l  cross-section  used  to  ca lcu late  
the  SEE  rates.  

Often  the  exact electron ic device,  or the  same part number,  as  used  i n  an  avion ics  LRU ,  may 
have  never been  tested  previous l y,  bu t  cl osel y re lated  e lectron ic  devices  were  tested .  Thus  
estimates  may have  to  be  made by u ti l i s ing  SEE  data  that i s  based  on  the  testi ng  of s im i l ar 
e lectron ic devices,  and  the  basis  for the  s im i l ari ty between  the  exact e lectron ic device  and  the  
e lectron ic device  wi th  test data  has  to  be  j usti fi ed  (e. g . ,  same manufacturing  process  by same  
IC  vendor,  same feature  s ize,  etc. ) .  Gu idance  for these  assumptions  can  be  u ti l i sed  (see  
Annex B  and  I EC  62396-2)  as  wel l  as  reviews  of publ ished  data.  

G.2  Limitations  in  compi l ing  SEE cross-section  data  

The data  avai lable  to  the  user when  determ in ing  SEE  cross-section  data  i s  l im i ted  due  to  the  
fol l owing .  

a)  The  graphs  and  tables  of the  SEE  cross-sections  publ ished  i n  the  avai l able  l i terature  vary 
greatl y i n  the  degree  of speci fic data  provided ,  wh ich  is  based  primari l y on  the  avai labi l i ty 
of the  SEE data.  M icroelectron ics  manufacturers  and  other organ izations  possess  a  g reat 
deal  of proprietary SEE  data  wh ich  is  not access ib le  and  so  cou ld  not be  i ncorporated  i n to  
Annex G.   

b)  Many reports  i n  publ icl y avai l ab le  l i terature  wi th  SEE  data  tend  to  “h i de”  the  name of the  
speci fic e lectron ic  devices  that have  been  tested  or the  actual  SEE  response.  

c)  SEE response data  i n  many publ icl y avai lable  sources,  especia l l y from  testing  for 
terrestria l  appl ications,  can  be  u ti l i sed ,  bu t i t  may be  d isgu ised  by be ing  expressed  in  SER 
(soft error rate)  un i ts  of F IT  or F IT/Mbi t.  Accord ing  to  standard  JESD  89A,  upset data  
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expressed  as  FIT/Mbi t can  be  converted  to  a  cross-section  i n  un i ts  of cm2 ⋅bi t–1  by us ing  
the  convers ion  factor 7 , 7  ×  1 0–1 7  Mbi t ⋅cm 2/(FIT-b i t) ,  and  to  a  cross-section  i n  un i ts  of 

cm2 ⋅device–1  by us ing  7, 7  ×  1 0–1 1  cm 2/FIT-device,  both  of wh ich  are  based  on  a  neu tron  

flux (E  >  1 0  MeV)  of 1 3  neu tron ⋅cm–2 ⋅h–1  i n  New York Ci ty.  

G.3 Cross-section  measurements  (figures  wi th  data from  publ ic l i terature)   

For each  SEE effect l i sted  below,  the  main  objecti ve  of Annex G  is  to  presen t the  re levant  
SEE  data  wh ich  i s  con tained  i n  the  fi gures  that  are  i ncluded  be low.  

a)  SEU  (s ing le  even t upset)  

•  Provide  upper bound  estimates  based  on  updated  fi gures  analogous  to  F igure  1 0  and  
F igure  1 1  of th is  standard .  

•  Provide  gu idance  based  on  memory e lemen t type  (SRAM  b i t,  DRAM  bi t,  fl ash  memory 
b i t,  reg ister (fl i p-fl op,  la tch ,  d i g i ta l  buffer,  etc. )) .   

b)  MCU  (mu l ti p le  cel l  upset)  

•  Provide  estimates  for MCU  i n  SRAMs (may be  extrapolated  to  other e lectron ic  
devices).  

c)  SEFI  (s i ng le  even t functional  i n terrupt)  

•  Provide  estimates  of SEFI  cross-section  for m icroprocessors,  FPGAs  and  DRAMs.  

d )  SEL (s i ng le  even t l atch-up)  

•  Appl icable  on l y to  CMOS  devices,  bu t s im i l ar types  of h igh  curren t type  cond i tions  (due  
to  con tention)  have  a lso  been  seen  in  m icroprocessors  and  FPGAs.  

•  Some CMOS technology variations  are  immune to  l atch-up:  (s i l i con  on  i nsu lator (SOI )) .   

•  SEL  cross-section  increases  wi th  i ncreasing  temperature,  so  the  effect  of e l ectron ic  
device  temperature  wi th in  the  LRU  is  important.  

•  Provide  figure  showing  SEL cross-section  i n  e l ectron ic devices  in  wh ich  SEL has  been  
measured .   

•  Data  i n  fi gure  that  can  be  used  to  obtain  an  upper bound  estimate  on  the  SEL rate.  

e)  SET (s ing le  event  transient)  

•  Provide  gu idance  on  wh ich  e lectron ic  devices  are  sens i ti ve.  

•  Provide  gu idance  on  nature  of worst case  trans ient (duration ,  ampl i tude  of trans ien t) .  

•  Encourage  use  of fi l ters  i n  LRU  design  to  preclude  SET transien ts  impacting  LRU .  

•  SET i s  dependent on  the  operati ng  frequency and  wi l l  have  h i gher impact at  
frequencies  above  1 00  MHz;  trans ien ts  wi l l  have  more  relati ve  impact when  e lectron ic  
devices  are  runn ing  at  h i gher frequencies  compared  to  l ower frequencies.  

f)  SEB (s ing le  event  burnout)  

•  Appl ies  on l y to  h i gh  vol tage  electron ic devices  operated  at >  200  V.  

•  I f power e lectron ic devices  are  operated  at  >  300  V,  data  i nd icates  that i t  i s  reasonable  
to  assume that i f the  device  use  cond i ti ons  are  at  l ess  than  hal f of rated  vol tage,  i . e .  a  

derati ng  percentage  >  50  %,  then  SEB is  precluded .  

•  I f SEB is  not  precluded  i n  power e lectron ic devices  (vol tage  > 300  V,  i nadequate  
derating)  then  provide  upper bound  estimate  of SEB  rate .  

G.4 Conservative estimates  of SEE cross-section  data  

G.4.1  General  

Subclauses  G .4 . 2  to  G . 4. 7  provide  gu idance regard ing  the  SEE  cross-sections  for speci fic  
effects  i n  speci fic types  of e lectron ic  devices.  The  variation  of SEE  cross-section  wi th  the  
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i n tegrated  ci rcu i t feature  s i ze  is  the  most re levant way to  represent the  SEE  sens i ti vi ty of 
m icroelectron ics  technology changes.  The  gu idance is  based  on  assembl ing  publ ished  SEE  
cross-section  data  to  observe  how cross-sections  vary wi th  feature  s ize.  However,  there  can  
be  variations  of factors  of 1 0  to  1 00  i n  the  magn i tude  of the  cross-sections.  Further,  i t  i s  never 
clear how representative  those  e lectron ic devices  are  i n  wh ich  the  SEE  cross-sections  have  
been  measured  compared  to  a l l  devices  wi th  a  speci fic feature  s ize .  Thus  th is  gu idance i s  
usefu l ,  bu t  i t  cannot cover a l l  s i tuations.   

G.4.2  Single  event upset  (SEU)  

Atmospheric neutron  SEU  cross-sections  for SRAMs and  SRAM  arrays  i n  m icroprocessors  
and  FPGAs are  shown  i n  F igure  G . 1 .  The  figure  shows  that for SRAM  arrays  wi th  feature  
s i zes  rang ing  from  500  nm  down  to  50  nm ,  the  SEU  cross-section  has  remained  primari l y 

wi th in  the  range  of 1  ×  1 0–1 3  cm2 ⋅bi t–1  to  1  ×  1 0–1 4  cm2 ⋅bi t–1 .  For m icroprocessors  (both  the  
cache  and  reg isters) ,  and  in  FPGAs (SRAM  configuration  bi ts)  the  SEU  cross-sections  are  

a lso  wi th in  that same range,  1  ×  1 0–1 3  cm2 ⋅bi t–1  to  1  ×  1 0–1 4  cm2 ⋅bi t–1 .  F igure  G . 1  i s  an  
extension  of F igu re  1 0  and  i s  a lso  s im i lar to  F igure  2  of I EC  62396-2: 201 2.  Recent SEU  test  

resu l ts  on  sub-1 00  nm  memory ce l l s  and  F l i p  F lops  have  shown  values  of 5  ×  1 0–1 3  cm2 ⋅bi t–1  
for 90  nm  technology from  ba l l oon  and  particle  beams [1 1 1 ]  and  40  nm  technology from  
neu tron  beams  [1 1 2] .  A neu tron  test report [1 1 3]  on  new technolog ies  has  i nd icated  that at  
the  40  nm  node,  the  reducing  trend  may have  reversed ,  and  at 40  nm  and  below the  SEU  per 
b i t  rate  may beg in  to  i ncrease  wi th  reduced  feature  s i ze.   

Wi thou t any add i ti onal  i n formation  F igure  G . 1  can  be  used  as  a  source  for estimating  the  SEU  
response  of SRAMs and  SRAM  arrays  used  in  m icroprocessors  and  FPGAs.  To  be  

conservative,  a  va lue  of 1  ×  1 0–1 2  cm2 ⋅bi t–1  cou ld  be  used  as  an  upper bound  on  the  SEU  
cross-section  for devices  us ing  SRAM  arrays  and  m iscel laneous  (non-speci fic)  reg isters .   

   

Figure G .1  – Variation  of the  h igh  energy neutron  SEU  cross-section  
per bi t  as  a  function  of electron ic  device feature size  for SRAMs  

 and  SRAM  arrays  in  microprocessors  and  FPGAs  

For DRAMs the  SEU  cross-section  has  conti nued  to  decrease  as  a  function  of feature  s i ze .  
F igure  G . 2  shows  th is  cl earl y,  wi th  cross-section  per b i t  varying  over abou t 5  orders  of 
magn i tude.  F i gure  G .2  is  an  extens ion  of F igure  1 1  i n  8. 3 .5.  
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Figu re  G . 2  a lso  i ncludes  a  stra igh t l ine  that serves  as  a  “best fi t  to  measured  data”  (based  on  
[48,  90] ) .  F igure  G . 2  shows that there  are  wide  d i fferences  i n  the  SEU  response of the  more  
recent DRAM  devices  (SDRAM,  DDR,  DDR2,  etc. )  at a  g i ven  feature  s ize.  Nevertheless,  the  
data  clearl y shows  that the  overal l  trend  is  of a  con tinu ing  decrease  i n  SEU  cross-section  per 
b i t,  even  as  the  number of b i ts  i n  the  DRAM  devices  conti nues  to  i ncrease.   

 

NOTE  The  sol i d  l i ne  represen ts  a  conservati ve  upper bound .  

Figure G .2  – Variation  of the  h igh  energy neutron  SEU  cross-section  per bi t  
as  a  function  of e lectron ic  device  feature  s ize  for DRAMs  

Flash  memories  are  a lso  sens i ti ve  to  SEU  from  atmospheric neu trons,  a l though  th is  wasn ’ t  
a lways  the  case  (flash  devices  of the  1 990s  were  tested  and  no  neutron - induced  SEE  was  
observed).  Th is  changed  as  flash  memory technology made rapid  advances  through  the  fi rst  
decade  of the  21 st  cen tury,  so  that  fl ash  memories  curren tl y con tain  the  l argest number of 
memory cel l s  on  a  s ing le  ch ip,  and  they are  defin i te l y sens i ti ve  to  SEU  from  h igh  energy 
neu trons.  F i gure  G .3  shows  the  variation  i n  the  SEU  cross-section  per device  i n  fl ash  
memories  as  a  function  of feature  s i ze.  One  notable  effect i s  the  i ncreased  sens i ti vi ty of the  
mu l ti - layer ce l l  (MLC)  NAND flash  devices,  wh ich  have  cel l s  he ld  at four d i fferen t l og ic l evels .  
The  two h ighest l evels ,  L2  and  L3,  are  2  to  3  orders  of magn i tude  more  sens i ti ve  than  l evel  1  
( l evel  0 ,  not shown,  i s  the  l east sens i ti ve) .  For the  l arger MLC NAND fl ash  memory devices  
curren tl y avai l able,  the  SEU  cross-section  is  cons idered  so  h i gh  at g round  level  that error 
correcti ng  code  i s  incorporated  i n to  many electron ic devices  i n  order to  correct s ing le  b i t  or 
mu l ti -b i t  errors.   
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Figure G .3  – Variation  of the  h igh  energy neutron  SEU  cross-section   
per electron ic  device  as  a  function  of electron ic device feature  size   

for NOR and  NAND  type  fl ash  memories  

G.4.3  Mu ltiple  cel l  upset (MCU)  

The rapid  change i n  sensi ti vi ty to  mu l ti p le  ce l l  upset  (MCU)  wi th  feature  s ize  i s  s im i lar to  that 

of the  flash  memories,  especia l l y for feature  s izes  <  1 00  nm .  For MCU  i t  i s  easiest to  cons ider 
the  MCU  fraction  (cross-section  for MCU/cross-section  for SBU  (s ing le  b i t  upset)) .  For o l der 

e lectron ic devices,  those  fabricated  prior to  2003  (rough l y wi th  featu re  s ize  >  250  nm),  the  
gu idance in  the  orig ina l  I EC  TS  62396-1 : 2006  speci fication  of an  MCU  fraction  of 3  %  may be  
used .  For electron ic devices  fabricated  after 2005,  F igure  G . 4  shows the  actual  data,  a l l  of 
wh ich  i s  based  on  the  response of SRAMs.  Based  on  F igure  G . 4,  a  s impl i fied  conservative  
estimate  wou ld  be  for feature  s izes  between  35  nm  to  1 00  nm ,  an  upper bound  of 30  %  may 

be  used ,  and  for fu ture  electron ic devices  wi th  feature  s izes  < 35 nm ,  a  MCU  fraction  of 1 00  %  
shou ld  be  expected .  For mu l tip le  b i t  upset (MBU),  m i ti gations  th rough  in terleaving  or memory 
b i t  scattering  i s  very efficien t and  i s  now standard  procedure  for SDRAM  production .  Many 
smal l  geometry e lectron ic devices  con tain  h i gh-Z  materia ls,  for example  tungsten  ad jacent to  
the  acti ve  areas,  and  are  associated  wi th  the  device  packag ing  and  assembly.  Comparison  
[1 1 4,  1 1 5]  of h i gh  energy (LANSCE)  and  low energy 1 4  MeV mono-energetic neutron  test  
sources  demonstrated  that 1 4  MeV sources  shou ld  not be  used  as  a  substi tu te  for h igh  
energy spal lation  neu tron  source  testing ,  particu larl y for SEL and  MCU  cross-section  
determ ination .   
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Figure  G .4  – Variation  of the  MCU/SBU  percentage as  a  function   
of feature  s ize  based  on  data  from  many researchers  in  SRAMs [43,  45]  

G.4.4  Sing le  event functional  in terrupt (SEFI)  

Sing le  even t functional  i n terrupt (SEFI )  i nvolves  an  upset in  a  complex e lectron ic  device,  for 
example  a  m icroprocessor,  such  that a  con trol  path  is  corrupted ,  lead ing  the  e lectron ic device  
to  cease  function ing  properl y.  The  main  e lectron ic devices  i n  wh ich  SEFIs  have  been  
observed  are  DRAMs,  m icroprocessors  and  FPGAs.  

I n  DRAMs the  in teraction  by a  s ing le  neutron  can  resu l t i n  a  l arge  burst of b i ts  being  
corrupted  at a  s i ng le  time.  Th is  i s  considered  to  be  the  resu l t of an  SEU  i n  a  control  reg ister 
of the  DRAM,  rather than  i n  the  memory array.  Al though  some researchers  try to  d isti ngu ish  
d i fferent types  of SEFI  or burst errors  depend ing  on  how eas i l y the  error can  be  corrected  
(wri ti ng  over the  pattern ,  software  cond i ti on ing  or power recycl i ng),  for curren t purposes  a l l  of 
these  are  regarded  as  a  SEFI .  F igure  G . 5  shows  the  SEFI  cross-section  in  DRAMs as  a  
function  of feature  s i ze.  The  DRAM  SEFI  cross-section ,  on  a  per e lectron ic  device  basis,  
shows less  variation  among  DRAMs of the  same feature  s ize  compared  to  the  variation  of the  
SEU  cross-section  as  shown  i n  F igure  G . 2.  S ince  DRAMs are  a lmost a lways  protected  by an  
error correction  code,  s i ng le  b i t  errors  in  DRAMs  are  not cons idered  as  l arge  an  SEE threat 
compared  to  SEFI .  
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Figure G .5  – Variation  of the  h igh  energy neutron  SEFI  cross-section  
 i n  DRAMs as  a  function  of electron ic device feature  s ize  

Microprocessors  and  FPGAs can  a lso  have  SEFI  responses  i nduced  by h i gh  energy neutrons .  
Sometimes  i den ti fying  an  e lectron ic device  response as  a  SEFI  i n  these  kinds  of e l ectron ic 
devices  is  not  stra igh tforward  and  often  requ i res  some i n terpretation .  Based  on  an  anal ys is  of 
the  response of a  col l ection  of d i verse  processor and  FPGA devices,  the  resu l ti ng  SEFI  cross-
sections  have  been  derived  [1 1 6]  and  they are  shown  i n  F igure  G . 6  as  a  function  of feature  
si ze.  These  SEFI  cross-sections  may be  cons idered  to  be  conservative,  and  they show 

relati ve l y good  agreement,  wi th in  the  range  of ~3  ×  1 0–1 0  cm2 ⋅device -1  to  

3  ×  1 0 -9  cm2 ⋅device -1 ,  somewhat s im i lar to  the  p lateau  seen  i n  the  SEU  response of these  
same e lectron ic devices  i n  F igure  G . 1 .  

G.4.5  Single  event l atch-up  (SEL)  

Whi le  an  i n i ti a l  conservative  cross-section  estimate  for SEU  and  SEFI  may be  feas ib le  by 
analys is,  th is  i s  not  true  for s ing le  even t l atch-up  (SEL).  SEL i s  a  regenerative  current flow 
cond i ti on  i n  wh ich  a  parasi tic n -p-n-p  pathway i n  a  s i l i con  e lectron ic device  i s  tu rned  on  by the  
deposi ti on  of charge  from  a  s ing le  particle .  The  regenerative  ci rcu i t  provides  a  pathway for 
l arge  cu rrent flow and  can  l ead  to  destructi ve  breakdown.  The  l atched  path  wi l l  pers ist un ti l  
power is  removed  from  the  electron ic device,  even  i f the  breakdown  does  not occur,  so  power 
has  to  be  recycled  in  order to  restore  normal  operation .   
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Figure G .6  – Variation  of the  h igh  energy neutron  SEFI  cross-section  
in  microprocessors  and  FPGAs  as  a  function  of electron ic device  feature  size  

Electron ic componen t suppl iers  expend  great effort in  attempting  to  ensure  that  l atch-up  i s  not  
a  part of the  normal  operation  of the ir e lectron ic devices.  Sens i ti vi ty to  l atch-up  from  
atmospheric neu trons  is  not as  eas i l y evaluated ,  and  thus  not eas i l y m i ti gated  by the  suppl ier 
or the  avion ics  vendor.  Therefore,  SEL is  general l y not acceptable  to  avion ics  vendors  or 
e lectron ic component suppl iers.  Accelerated  neu tron  or proton  beam  testi ng  is  the  on l y 
recommended  method  for determ in ing  neu tron- induced  SEL  sensi ti vi ty.  

A smal l  number of CMOS devices  have  been  found  to  be  sensi ti ve  to  SEL by h igh  energy 
neu trons  and  protons.  A l arger number of CMOS devices  are  not sens i ti ve  to  SEL by neu trons  
bu t are  sensi ti ve  to  SEL by heavy i ons  (cosm ic ray particles  appl icable  to  space envi ronment 
bu t not to  the  avion ics  atmospheric envi ronment) .  An  even  l arger number of CMOS devices  
are  completel y immune to  SEL.  

Measured  h i gh  energy neu tron  and  proton  SEL cross-sections  have  been  compi led  for 
sens i ti ve  e lectron ic devices  tested  over the  l ast  20  years,  and  these  are  shown  i n  F igure  G . 7.  

Older electron ic devices  (prior to  year 2000,  featu re  s i zes  > 500  nm)  are  i ncluded ,  bu t no  data  

is  currentl y avai lab le  for recent e lectron ic devices  (feature  s i zes  <  1 00  nm).  Most of the  
e lectron ic devices  represen ted  in  F igure  F . 7  are  SRAMs,  bu t some are  m icroprocessors  and  
two are  gate  arrays.  SEL i s  enhanced  by h i gh  temperature  so  cross-sections  at h igh  
temperature  are  a lso  i ncluded .  What i s  very noteworthy i s  the  wide  variation  i n  the  SEL cross-
section ,  va lues  varying  over about 3  orders  of magn i tude.  
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Figure  G .7  – Variation  of the  h igh  energy neutron  sing le  event  
latch-up (SEL)  cross-section  in  CMOS devices  (SRAMs,  processors)   

as  a  function  of electronic  device  feature  s ize  

Whi le  the  vast majori ty of today’s  I Cs  do  not exh ibi t  any l atch-up  events  when  exposed  to  h i gh  
energy neu trons,  i t  i s  not poss ib l e  to  reasonably pred ict or anal yse  a  speci fic electron ic  
device  for i ts  sensi ti vi ty to  SEL.  Thus  the  on l y way to  be  sure  that none  of the  CMOS devices  
in  a  particu lar avion ics  subsystem  wi l l  undergo l atch-up  i s  to  test a l l  of them  in  a  h i gh  energy 
neu tron  or proton  beam .   

Because  a  power reset i s  requ i red  for a l l  e lectron ic devices  that may become latched ,  (even  i f 
not permanentl y damaged) ,  the  decis ion  shou ld  be  made as  to  whether an  avion ics  
subsystem  can  meet i ts  safety and  rel i abi l i ty requ i rements  i f one  or more  of the  ICs  
experiences  a  l atch-up.  Th is  decision  wi l l  he lp  determ ine  the  need  for actual  testing  that SEL  
cannot occur i n  these  electron ic devices.  An  al ternative  conservative  approach  wou ld  be  to  
assume that a l l  CMOS devices  wi thout SEL test data  wi l l  u ndergo l atch-up,  and  use  an  SEL 
cross-section  taken  from  Figure  G . 7  for a  conservative  representati ve  va lue,  for example  

3  ×  1 0–8  cm2 ⋅device -1 .  

G.4.6  Sing le  event transient  (SET)  

As previousl y d iscussed  (see  6 . 2 .4  and  8 . 2 . 2),  energy deposi ted  by the  i n teraction  of h igh  
energy neu trons  and  protons  i n  an  electron ic device  generates  a  charge  wh ich  can  produce  a  
vol tage  sh i ft at  a  ci rcu i t  node.  Th is  vol tage  deviation  or pu lse  i s  ca l led  a  s i ng le-event  transient  
(SET),  and  can  in terfere  wi th  the  proper function ing  of the  e lectron ic  device.  I n i tia l l y,  such  
SETs  were  observed  i n  l i near analogue  devices  such  as  comparators  and  operational  

ampl i fiers  ( l ow-input d i fferen tia l  vol tages  (<  1 00  mV)),  bu t they have  a lso  been  recorded  in  
d ig i ta l  devices .  I n  add i ti on ,  neutrons  can  induce  a  l arger SET cross-section  i n  optocouplers  ( in  
the  photo-detector portion)  than  typical l y found  in  other e lectron ic devices.  

Most of the  appl icable  optocoupler testing  has  been  performed  wi th  h igh  energy protons,  and  
care  needs  to  be  taken  i n  d is tingu ish ing  the  SET cross-section  due  to  nuclear i n teractions  
(same for neu trons  and  protons)  from  that due  to  d i rect i on ization  by the  protons  (not the  
same for neutrons).  Relevant i n formation  regard ing  neutron -induced  SET is  presented  in  
Table  G . 1 ,  i nclud ing  the  correspond ing  SET data  from  heavy i ons.  Th is  SET data  can  serve  
on l y as  a  cursory gu ide  because  detai ls  of the  heavy i on  SET test  resu l ts  wou ld  be  requ i red  i n  
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order to  provide  more  speci fic gu idance,  and  that i s  beyond  the  scope of th is  standard .  The  
SET response data  varies  greatl y wi th  e lectron ic device  parameter setti ngs,  as  wel l  as  wi th  
the  ampl i tude  and  duration  of the  SET pu lse .  

Table  G. 1  – I nformation  relevant to  neutron-induced  SET  

Electron ic devi ce  
type  

E lectron ic  device  
example  

Neut.  SET X-sect,  

cm 2 ⋅device -1  
Heavy ion  SET X-sect,  

cm 2 ⋅device–1  
Ref 

Optocoupler HCPL5231  1  ×  1 0–7  to  1  ×  1 0–8  1  ×  1 0–2  to  1  ×  1 0–3  [1 1 7]  

Comparator LM1 39  1  ×  1 0–1 0  6  ×  1 0–4  [52]  

PWM UC1 842  1  ×  1 0–9  to  1  ×  1 0–1 0  1  ×  1 0–3  to  1  ×  1 0–4  [51 ]  

 

G.4.7  Single  event burnout (SEB)  

Sing le  even t burnou t (SEB)  and  s i ng le  even t gate  rupture  (SEGR)  can  be  i nduced  by h i gh  
energy neu trons  in  power and /or h igh  vol tage  e lectron ic devices  (power MOSFETs  and  
IGBTs),  bu t essen tia l l y a l l  of the  measured  responses  are  for SEB.  As  d iscussed  i n  C lause  6  
of th is  standard  and  a lso  i n  I EC  62396-4,  there  i s  an  add i tional  importan t e lectron ic device  
parameter i nvolved ,  VDS ,  the  d rain-source  vol tage  (VGS ,  the  gate  source  vol tage  p lays  no  
role) .  Power MOSFETs are  general l y operated  at a  derated  cond i ti on ,  i . e. ,  operated  at a  VDS  
that  i s  l ower than  the  rated  VDS  of the  electron ic device.  

A number of power MOSFETs  and  I GBTs  have  undergone  laboratory testi ng  wi th  beams of 
protons  and  energetic neutrons  for SEB,  and  the  resu l ts  have  been  tabu lated  i n  terms  of the  
SEB cross-section  as  a  function  of VDS .  Based  on  those  resu l ts  i t  has  been  general i zed  that 
atmospheric neu trons  can  i nduce  SEB  in  power MOSFETs rated  at 400  V and  above.  Thus,  

for operati ng  vol tages  in  a i rcraft >  300  V,  the  SEB  cross-section  i s  needed  i n  order to  assess  
the  i nduced  SEB  rate.  F i gu re  G . 8  shows  the  SEB  cross-section  for a  variety of power 
e lectron ic devices  as  a  functi on  of VDS .  I t  i s  very s im i l ar to  F igure  1  and  F igure  2  in  

I EC 62396-4: 201 3  but  a l so  i ncludes  some more  recen t data.  

 

Figure G .8  – S ing le  event burnout (SEB)  cross-section  in  power electron ic devices   
(400  V to  1  200  V)  as  a  function  of d rain-source  vol tage (VDS)  
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The  data  shown  by F igure  G . 8  clearl y shows that  there  is  a  VDS  th reshold  for a l l  such  power 
e lectron ic devices  such  that i f they are  operated  at  a  l arge  enough  derati ng ,  i . e . ,  at a  VDS  
be low the  VDS  th reshold ,  there  i s  no  possib i l i ty of SEB.  The  data  i n  F igu re  G .8  shows that the  
curren tl y favoured  derati ng  factor of 50  %  wi l l  l ead  a  VDS  be low the  VDS  th reshold  and  so  the  
power e lectron ic devices  wi l l  be  immune to  SEB  from  the  atmospheric neutrons.  I f a  smal ler 
derati ng  is  used ,  the  SEB  rate  wi l l  have  to  be  calcu lated  us ing  data  s im i l ar to  that i n  F i gure  
G .8.  
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Annex H  
(informative)  

 
Calculating  SEE rates  from non-white  (non-atmospheric l ike)  neutron  

cross-sections  for smal l  geometry electronic components   

H.1  Energy thresholds  

For e lectron ic  devices  wi th  geometric feature  s i ze  1 60  nm  and  below the  effects  due  to  lower 
energy neu trons  are  cons idered ,  and  Table  H . 1  provides  the  approximate  neutron  energy 
thresholds  versus  e lectron ic device  technology feature  s ize .  

Table  H . 1  – Approximate SEU  energy thresholds  for SRAM-based  devices  

Electron ic  devi ce  technology [nm ]  400  250  1 80  1 60  1 30  90  

Threshold  [MeV]  1 0  5  3  2  1  0 , 5  

NOTE  Source:  “Gu ide l i ne  for design ing  and  i n tegration  of avi on ics  concern i ng  atmospheric  rad iati on ” ,  by T.  
Gran lund  [1 1 8] .  

H.2  Nominal  neutron  fluxes  

For smal ler geometry e lectron ic devices  wi th  l ower energy thresholds  Table  H . 2  provides  the  
recommended  nom inal  neu tron  fl uxes  for d i fferen t e lectron ic device  technology feature  s i zes  
when  us ing  non-atmospheric l i ke  (non-wh i te)  neu tron  rad iation  sources.  

Table  H .2  – Neutron  fluxes  above  d i fferent energy thresholds  
 (40  000  ft,  l ati tude  45°)  

Electron ic  devi ce  
technology 

E
th
:  Threshold   X:  F lux from  Boeing   Y:  IEC  recommended  fl ux  

[nm ]  [MeV]  Model  [cm -2 ⋅h -1 ]  [cm -2 ⋅h -1 ]  

400  1 0  5  590  6  000  ( I EC nom inal  va l ue)  

250  5  6  559  7  000  ( I EC nom inal  va l ue)  

1 80  3  7  255  7  700  ( I EC nom inal  va l ue)  

1 60  2  7  801  8  300  ( I EC nom inal  va l ue)  

1 30  1  8  71 6  9  200  ( I EC nom inal  va l ue)  

90  0 , 5  9  560  1 0  000  ( I EC nom inal  val ue)  

 

The I EC  nom inal  fl ux  may be  calcu lated  by the  fo l l owing  round  up  ru les  from  Equation  (H . 1 ) .  

 Y=INT[(X+500)/1 00]  ×  1 00   (H . 1 )  

where   

Y i s  the  I EC nom inal  va lue  i n  un i ts  of neutrons ⋅cm–2 ⋅h–1  

X i s  the  fl ux from  the  Boeing  model  in  un i ts  of neu trons ⋅cm–2 ⋅h–1 .  The  Boeing  model  i s  the  

Equation  (H . 2)  

dN/dE  =  0, 346E–0, 922  ×  exp  (–0, 01 52( l nE)2)   E  <  300  MeV neu tron  / cm2  ⋅  s  ⋅  MeV (H . 2)  

 340E–2, 2  E  >  300  MeV 

For example  the  I EC nom inal  va lues  are  ca lcu lated  as  fol lows   
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INT[(5  590+500)/1 00]  ×  1 00=  6  000  cm–2 ⋅h–1  

I NT[(8  71 6+500)/1 00]  ×  1 00=  9  200  cm–2 ⋅h–1  

I NT[(6  559+500)/1 00]  ×  1 00=  7  000  cm–2 ⋅h–1  

I NT[(7  255+500)/1 00]  ×  1 00=  7  700  cm–2 ⋅h–1  

I NT[(7  801 +500)/1 00]  ×  1 00=  8  300  cm–2 ⋅h–1  

I NT[(9  560+500)/1 00]  ×  1 00=  1 0  000  cm–2 ⋅h–1  

H.3  Calculating  event rates  using  non-atmospheric l ike cross-sections  for 
smal l  geometry electronic devices  

Where the  >1 0  MeV neu tron  cross-section  has  been  determ ined  us ing  non  atmospheric l ike  
( i nclud ing  mono-energetic)  neu tron  beams  for e lectron ic devices  wi th  geometry 1 50  nm  and  
below,  the  con tribution  for l ower energy neutrons  has  to  be  i ncluded .  Th is  can  be  obtained  by 

us ing  the  cross-section  >  1 0  MeV and  Table  H . 2  above.  So  the  SEE  rate  i s  g iven  by the  

product of (Cross-section  >  1 0  MeV)  and  (Recommended  fl ux for geometry from  Table  H .2) .   
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