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FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commission  ( I EC)  i s  a  worl dwide  organ i zation  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ica l  commi ttees  ( I EC National  Commi ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC National  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard i zation  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or agreements  of I EC on  techn ical  matters  express,  as  nearl y  as  poss ible,  an  i n ternati ona l  
consensus  of opi n ion  on  the  re l evant subjects  s i nce  each  techn ical  comm i ttee  has  representati on  from  al l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC Nati ona l  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  con ten t of I EC 
Publ i cations  i s  accu rate,  I EC  cannot be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  thei r national  and  reg i onal  publ i cations.  Any d i vergence  
between  any I EC Publ i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provide  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  National  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or rel i ance  upon ,  th i s  I EC  Publ i cation  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  pub l i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  paten t ri gh ts .  

The main  task of I EC techn ica l  committees  is  to  prepare  I n ternational  Standards.  However,  a  
techn ical  committee  may propose  the  publ ication  of a  techn ica l  report when  i t  has  col l ected  
data  of a  d i fferen t kind  from  that wh ich  i s  normal l y publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC 62357-1 ,  wh ich  is  a  techn ical  report,  has  been  prepared  by I EC techn ical  committee  57:  
Power systems  management and  associated  in formation  exchange.  

Th is  new ed i ti on  cancels  and  replaces  the  fi rst ed i tion  publ ished  i n  201 2  and  consti tu tes  a  
techn ica l  revis ion .   

Th is  ed i tion  i ncludes  the  fol l owing  s ign i fican t techn ica l  changes  wi th  respect to  the  previous  
ed i tion :  

a)  The  new ed i tion  provides  updates  and  defines  l ayered  Reference Arch i tecture  to  help  
d i rect l onger term  goals  and  acti vi ti es,  speci fical l y to  ensure  compatib i l i ty of a l l  new 
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standards  developed  in  the  I EC by benefi tti ng  from  lessons  learned  during  development of 
the  current standards  and  the ir appl ication  to  actual  u ti l i ty projects  as  wel l  as  through  
appl ication  of other i n ternational l y recogn ized  arch i tecture  s tandards.   

b)  Th is  ed i tion  reflects  the  progress  recen tl y ach ieved  wi th  the  i n ternational  Smart Grids  (SG)  
i n i tiati ves  and  the  CIGRE D2. 24  l arge  system  arch i tecture  vis ion .  I t  a lso  l everages  the 
work done  by N IST-SGIP,  CEN-CELELEC-ETSI  SGCG  M490,  I EC SG3  Smart Grids  
Roadmap,  and  I EC  SyC Smart Energy working  groups.   

The  ed i ti on  a lso  reflects  the  most recen t ed i tions  of the  I EC  standards  re lating  to  power 
systems management and  associated  i n formation  exchange,  i nclud ing  the  I EC  61 850  series  
and  the  I EC 61 968,  I EC 61 970  and  I EC  62325  Common  I n formation  Model  (CIM)  standards.  

The  text of th is  techn ica l  report i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

57/1 688/DTR 57/1 745/RVC  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ical  report can  be  found  in  the  
report on  voti ng  ind icated  i n  the  above tab le .  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

I n  th is  techn ical  report,  the  fol lowing  pri n t  types  are  used :  

– obligations: in  italic underlined type.  

A l ist  of a l l  parts  i n  the  I EC 62357  series,  publ ished  under the  general  ti tl e  Power systems 
management and associated information exchange ,  can  be  found  on  the  I EC websi te.  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  unti l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch "  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IM PORTAN T – Th e 'col ou r i n si de'  l ogo  on  th e  cover pag e  of th i s  pu bl i cation  i n d i cates  
th at i t  con tain s  colou rs  wh ich  are  con si dered  to  be  u sefu l  for th e  correct 
u n derstan d in g  of i ts  con ten ts.  U sers  sh ou ld  th erefore prin t th i s  d ocu men t u si n g  a  
col ou r prin ter.  
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1  Scope 

Electrici ty grids  from  generation  to  consumers,  incl ud ing  transm iss ion  and  d istribu tion ,  as  wel l  
as  energy markets  are  facing  many new chal l enges  wh i l e  i n tegrating  an  i ncreas ing  variety of 
d ig i ta l  computing  and  communication  technolog ies,  e l ectrica l  arch i tectures,  associated  
processes  and  services.  The  new chal l enges  l ead  very often  to  support an  i ncreas ing  level  of 
i n teraction  between  i nvolved  actors,  components  and  systems.  

Thus,  i t  i s  key for the  I EC to  propose  a  cl ear and  comprehensive  map of a l l  s tandards  wh ich  
are  con tribu ti ng  to  support these  i n teractions,  i n  an  open  and  in teroperable  way.  

The  purpose  of th is  document i s  to  provide  such  a  map (as  avai l able  i n  201 6),  bu t a lso  to  
bring  the  vis ion  of the  path  wh ich  wi l l  be  fo l lowed  by the  concerned  I EC techn ica l  committees  
and  working  groups  i n  the  com ing  years,  to  improve the  g lobal  efficiency,  market re levancy 
and  coverage  of th is  series  of standards.  

2  N ormati ve referen ces  

The fol l owing  documents  are  referred  to  i n  the  text in  such  a  way that some or a l l  of thei r 
con ten t consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i ti on  
ci ted  appl i es.  For undated  references,  the  latest ed i tion  of the  referenced  document ( i nclud ing  
any amendments)  appl i es.  

I EC 60870-5  (a l l  parts) ,  Telecontrol equipment and systems – Part 5: Transmission protocols 

I EC 60870-6  (a l l  parts),  Telecontrol equipment and systems – Part 6: Telecontrol protocols 
compatible  with  ISO standards and ITU-T recommendations 

I EC 61 850  (a l l  parts) ,  Communication networks and systems for power utility automation  

I EC 61 968  (a l l  parts) ,  Application integration at electric utilities – System interfaces for 
distribution  management  

I EC 61 970  (a l l  parts) ,  Energy Management System Application Program Interface (EMS-API)  

I EC 62325 (a l l  parts) ,  Framework for energy market communications 

IEC 62351  (a l l  parts) ,  Power systems management and associated information exchange – 
Data  and communications security 

IEC TR 62357-200,  Power systems management and associated information exchange –  
Part 200: Guidelines for migration from Internet Protocol version 4 (IPv4)  to Internet Protocol 
version 6 (IPv6)  

IEC 62361  (a l l  parts) ,  Power systems management and associated information  exchange – 
Interoperability in  the long term 
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IEC 62746  (a l l  parts) ,  Systems interface between customer energy management system and 
the power management system 

3 Terms,  defi n i ti on s  an d  abbrevi ated  term s  

3. 1  Term s  

3. 1 . 1  Arch i tectu re  

The purpose  of arch i tecture  i s  to  defi ne  or improve systems.  The  arch i tectura l  process  
encompasses  understand ing  the  scope of i n terest,  understand ing  stakeholder requ irements,  
and  arri ving  at  a  design  to  satisfy those  requ irements .   

The  two word-senses  in  wh ich  arch i tecture  is  used  are:  

•  A set of models  wi th  the  purpose  of representing  a  system  of i n terest.   

•  The  acti vi ty and/or practice  of creating  the  set of models  representing  a  system .  

Model  Driven  Arch i tecture  advocates  the  appl ication  of model l i ng  to  the  arch i tectural  process  
and  formal i zes  the  resu l ti ng  artefacts  such  that the  real i zation  or improvement of the  system  
may be  more  actionable,  l ess  expensive  and  l ess  risky.  

3. 1 . 2  Referen ce  Arch itectu re  

A Reference Arch i tectu re  describes  the  structure  of a  system  wi th  i ts  e lement types  and  thei r 
structu res,  as  wel l  as  their i n teraction  types,  among  each  other and  wi th  their envi ronment.  
Describ ing  th is,  a  Reference Arch i tecture  defines  restrictions  for an  i nstan tiation  (concrete  
arch i tecture) .  Through  abstraction  from  ind ividual  deta i l s ,  a  Reference Arch i tecture  is  
un iversal l y va l id  wi th in  a  speci fic domain .  Fu rther arch i tectures  wi th  the  same functional  
requ i rements  can  be  constructed  based  on  the  Reference Arch i tecture.  Along  wi th  Reference  
Arch i tectures  comes  a  recommendation ,  based  on  experiences  from  existi ng  developments  as  
wel l  as  from  a  wide  acceptance  and  recogn i ti on  by i ts  users  or per defin i tion .  [ I SO/I EC  4201 0]  

3. 1 . 3  System  

A system  is  a  col l ection  of parts  and  relationsh ips  among  these  parts  that  may be  organ ized  
to  accompl ish  some purpose.  

I n  Model  Driven  Arch i tecture,  the  term  ‘system ’  can  refer to  an  i n formation  process ing  system  
bu t i t  i s  a lso  appl ied  more  general l y.  Thus  a  system  may i nclude  anyth ing :  a  system  of 
hardware,  software,  and  people,  an  enterprise,  a  federation  of en terprises,  a  business  
process,  some combination  of parts  of d i fferen t systems,  a  federation  of systems  –  each  
under separate  con trol ,  a  program  i n  a  computer,  a  system  of programs,  a  s i ng le  computer,  a  
system  of computers ,  a  computer or system  of computers  embedded  in  some mach ine,  etc.  

One  of the  key strengths  of model l i ng ,  and  one  that d is tingu ishes  i t  from  implementation  
technolog ies  l ike  software  source  code,  i s  that i t  i s  an  excel len t way to  represen t,  understand  
and  speci fy systems.  

I n  Smart Grids  Arch i tecture  Model  (SGAM)  a  system  is  a  boundary wh ich  i nclude  a l l  l ayers  of 
SGAM  

3. 1 . 4  Fu n cti on al  Arch i tectu re  / Con cept 

•  A “function”  represen ts  a  l og ica l  en ti ty wh ich  performs  a  ded icated  function .  Be ing  a  
l og ical  en ti ty,  a  function  can  be  phys ical l y implemented  i n  various  ways  ( in  devices  or 
appl ications) .  

•  A “ function  g roup”  i s  a  l og ica l  aggregation  of one  or more  functions.   
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•  An  “ i n teraction ”  of two or more  functions  i s  i nd icated  by a  connecting  l i ne  between  these 
functions.  I n teraction  i s  rea l i zed  by i n formation  exchange via  the  i n terfaces  of functions  
and  commun ication  means.  

•  A “ functional  arch i tecture”  identi fies  the  functional  e lements  of a  system  and  re lates  them  
to  each  other.  

3. 1 . 5  Service  

Th is  i s  the  contract to  perform  a  certa in  task,  wi th  certain  del i verables  (ou tpu t)  and  other 
agreements  on  what i s  incl uded  (external  view)  

3. 1 . 6  Fu n ction  

Th is  i s  when  the  service  i s  carried  ou t ( i n ternal  view)  

3. 1 . 7  Appl i cation  

Th is  i s  the  implementation  of a  service  provid ing  a  certa in  functional i ty 

3. 1 . 8  M odel  

A model  i n  the  con text of Model  Driven  Arch i tecture  (MDA)  i s  i n formation  selecti vel y 
representing  some aspect of a  system  based  on  a  speci fic set of concerns.  The  model  i s  
re lated  to  the  system  by an  expl ici t  or impl ici t  mapping .  A model  shou ld  i nclude  the  set of 
i n formation  about  a  system  that i s  wi th in  scope,  the  i n tegri ty ru les  that  appl y to  that system  
and  the  mean ing  of terms  used .  

A model  may represent the  business,  domain ,  software,  hardware,  envi ronment,  and  other 
domain-speci fic aspects  of a  system .  

3. 1 . 9  M odel l i n g  l an gu ag e  

To be  usefu l ,  any model  needs  to  be  expressed  i n  a  way that commun icates  in formation  abou t 
a  system  among  i nvolved  stakeholders  that can  be  correctl y i n terpreted  by the  stakeholders  
and  supporting  technolog ies .  Th is  requ i res  that  the  model  be  expressed  i n  a  l anguage 
understood  by these  stakeholders  and  thei r supporting  technolog ies .  Wel l -known  model l i ng  
l anguages  i nclude  Un i fi ed  Model l ing  Language (UML),  Structured  Query Language (SQL),  
Business  Process  Model  and  Notation  (BPMN,  E/R,  Ontology Web Language (OWL),  
EXtens ib le  Mark-up  Language  (XML)  Schema.  

3. 1 . 1 0  El emen ts  

Elements  are  systems and  a  system  may conta in  subsystems  appl ications  and  devices.  An  
e lement can  a lso  be  a  function  or group of functions.  An  e lement can  al so  be  a  service  or 
group of services.  

3. 1 . 1 1  Profi l e  

General l y a  profi l e  defi nes  a  subset of an  enti ty (e. g .  s tandard ,  speci fication  or a  su i te  of 
standards/speci fications) .  Profi les  enable  in teroperabi l i ty and  therefore  can  be  used  to  reduce 
the  complexi ty of a  g i ven  i n tegration  task by:  

•  se lecting  or restricti ng  standards  to  the  essential l y requ i red  content,  e . g .  removing  options  
that  are  not used  i n  the  con text of the  profi l e  

•  setting  speci fic values  to  defined  parameters  (frequency bands,  metrics,  etc. )  

A s tandard  profi l e  for commun ications  standards  may con tain  a  se lection  of communication  
capabi l i ties  appl icable  for speci fic deployment arch i tecture.  Furthermore  a  profi le  may define  
i nstances  (e. g .  speci fic  device  types)  and  procedures  (e. g .  programmable  log ics,  message 
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sequences)  i n  order to  support i n teroperabi l i ty.  I t  may a lso  provide  a  set of eng ineering  
gu idel i nes  to  ease  the  deployment of new technolog ies.  

3. 2  Abbrevi ated  terms  

AMM   Advanced  Metering  Manager  

BPMN   Business  Process  Model  and  Notation   

CEN/CENELEC  European  Committee  for E lectrotechn ical  Standard ization   

CIGRE  Consei l  I n ternational  des  Grands  Réseaux E lectri ques   

CIM   Common  I n formation  Model   

COSEM   Compan ion  Speci fication  for Energy Metering   

DER  D istribu ted  Energy Resources   

DR  Demand  Response   

DSO  D istribu tion  System  Operator  

eb IX  European  forum  for energy Bus iness  I n formation  eXchange   

EFET  European  Federation  of Energy Traders   

ENTSO-E   European  Network of Transm ission  System  Operators  for E lectrici ty  

ETSI   European  Telecommunications  Standards  I nsti tu te   

EU   European  Un ion   

EV  E lectric Veh icle   

FERC  Federal  Energy Regu latory Commission   

G IS   Geograph ic  I n formation  System   

I SO  I n ternational  Standard ization  Organ ization   

I TU   I n ternational  Telecommun ications  Un ion   

MDA  Model  Driven  Arch i tecture   

NERC  North  American  E lectric Rel iab i l i ty Corporation   

N IST  National  I nsti tu te  of Standards  and  Technology  

OWL  Ontology Web Language   

RA  Reference Arch i tecture   

RDF   Resource  Description  Framework  

SCADA  Supervisory Con trol  And  Data  Acqu is i ti on   

SDO  Standards  Development Organ ization   

SG   Smart Grid   

SGAC  Smart Grids  Arch i tecture  Committee   

SGAM   Smart Grids  Arch i tecture  Model   

SG IP   Smart Grids  I n teroperabi l i ty Panel   

SGTCC  Smart Grids  Testi ng  & Certi fication  Committee   

SNMP  S imple  Network Management Protocol   

SQL  Structured  Query Language   

TC   Techn ica l  Committees   

TOGAF  The  Open  Group  Arch i tecture  Framework  

TSO  Transm ission  System  Operator  

UML  Un i fied  Model l ing  Language   

XML   Extens ib le  Markup  Language   

XSD  XML  Schema Defin i tion  
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4 Dri vers  and  obj ecti ves  for Reference Archi tecture  

The Reference Arch i tecture  dri vers  are:  

•  Need  to  manage the  increase  of i n term i ttent  and  d istribu ted  energy resources  

The objective is to  anticipate  the new usage of electricity and support the new business 
models attached to these new usages.   

Electrici ty parad igms  are  chang ing  due  to  the  i n troduction  of i n term i tten t d istributed  
resources,  as  wel l  as  a  h i gher and  h i gher presence  of active  users,  mod i fyi ng  thei r behaviour 
to  make the  most of e lectrici ty.  

I t  i s  the  ro le  of the  I EC to  enable  the  emergence of these  new ways  of us ing  e lectrici ty.  

I t  shal l  enable  mean ingfu l  data  to  fl ow freel y across  the  system  as  the  energy fl ows  i n  various  
d i rections  and  ensure  any i n formation  i s  avai l able  anywhere  i t  i s  needed .  

The  Reference Arch i tecture  shal l  cons ider and  represent the  speci fics  of in term i ttent and  
d istribu ted  energy resources.  I t  shal l  support mean ingfu l  i n formation  exchanges  and  
commun ication  wi th in  the  power system  and  to  external  parties  to  faci l i tate  thei r in tegration .  

•  Need  for sustainable  and  efficien t energy 

The objective is to make the best of available  energy and preserve natural resources  

The contribu tion  of the  Reference Arch i tectu re  is  to  faci l i tate  and  cons ider speci fic 
requ irements  for i n teractions  between  or wi th in  involved  p layers,  renewable  energy 
producers,  markets,  u ti l i t i es  and  consumers  to  reach  such  a  goal .  

The  Reference Arch i tecture  must provide  a  means  to  l everage  energy efficiency potentia ls.  

•  Need  for safe,  secure,  and  re l iab le  energy to  have  a  res i l i ent  power system   

The objective is to support the needed functions to provide the expected quality to consumers 
such as voltage and frequency regulation and outage reduction  

The objective is to provide a  resilient power management system complying with the reliability 
objective of the utility 

Cyber securi ty supports  the  rel i ab le  operation  of power systems  coping  wi th  techn ica l ,  
phys ica l ,  and  organ izational  securi ty requ i rements  re lated  to  speci fic use  cases.  The  
derivation  of securi ty requ i rements  i s  typica l l y based  on  a  threat and  risk anal ys is .  Further 
securi ty requ i rements  may a lso  stem  from  regu lation .  The  securi ty coun ter measures  need  to  
be  appropriate  to  address  the  securi ty requ irements.  

The  Reference Arch i tecture  provides  a  framework for i den ti fying  risk and  provid ing  securi ty 
coun ter measures.  

•  Need  for econom ic efficiency 

The objective is to support flexibility while maximising the use of existing foundations  

Arch i tecture  fl exibi l i ty refers  to  i ts  abi l i ty to  adapt to  d ynam ic changes  mostl y th rough  
i ncremental  changes.  

Th is  may lead  the  arch i tecture  to  add /remove/update  services/functions/components  at  
d i fferent  l evel  of depths .  
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The  market i s  requ i ri ng  more  and  more  flexib i l i ty and  s tandard ization  shou ld  help  the  users  i n  
manag ing  these  needed  evolu tions.   

I ncreasing  fl exib i l i ty th rough  in ternational  standards  wi l l  i ncrease  the  value  and  the  duration  of 
concerned  assets.  

Backward  compatib i l i ty wi th  an  easy m igration  from  the  existing  appears  among  the  main  
properties  to  cons ider reach ing  such  an  obj ecti ve.  

The objective is to support interoperability by design and offer multi-vendor system 
capabilities 

I t  i s  one  of the  main  properties  of the  Reference  Arch i tecture  to  support i n teroperable  
arch i tecture  enabl i ng  m ixing  componen ts,  sub-systems and  systems  com ing  from  d i fferent 
vendors.  

Th is  a lso  i ncludes  properties  of the  Reference Arch i tecture  to  a l l ow any market p layer to  have  
an  equal  opportun i ty to  participate  i n  th is  arch i tecture.  

The  needed  property of such  a  Reference  Arch i tecture  to  meet th is  objective  re l ies  on  the 
avai lab i l i ty of common  data  model  across  a  maximum  number of l evels  of the  arch i tecture.  

The  Reference Arch i tecture  shal l  support the  “custom ization”  of s tandard  usage  – a lso  known  
as  “profi l ing”  −  i f i t  he lps  to  reach  a  better l evel  of i n teroperabi l i ty i n  a  speci fic con text.   

I t  i s  importan t to  recogn ize  that the  focus  of the  I EC i n  th is  domain  i s  standards  for 
i n teroperabi l i ty among  d i fferen t u ti l i ty organ izations  and /or d i fferen t vendor products.  Nei ther 
the  I EC nor i ts  working  groups  des ign  or bu i l d  appl ications,  and  the  i n ternals  of appl ications  
are  de l iberatel y left open  to  competi tion  and  are  not part of the  I EC scope for standard ization .  
The  pol icy is  to  maxim ize  opportun i ties  for creativi ty by restricting  standard ization  to  poin ts  
where  exchange  of i n formation  i s  requ ired .  

The objective is to maximise the re-use of off-the-shelf technologies,  especially the 
technologies coming from the IT and communication domain  

Offering  capabi l i ties  to  exchange data  between  components,  sub-systems  and  systems 
requ ires  the  use  of i n formation  and  commun ication  technolog ies.  

Cons idering  that the  use  of th is  technology is  not speci fic to  the  e lectrici ty domain ,  i t  i s  the  
chal lenge  of the  Reference Arch i tecture  to  maxim ize  the  re-use  of opened  transverse  
technolog ies  wh ich  are  used  in  other domains.  

However i t  i s  a lso  the  chal l enge  to  p ick from  these  the  most open ,  sustained  and  used  ones,  
and  i n  any case  to  make  the  Reference Arch i tectu re  res i l ient  to  changes  i n  th is  domain ,  wh ich  
is  known  as  a  fast  moving  one.  

The objective is to reduce power management systems total costs around their life  cycle  

•  Need  to  cope  wi th  faster chang ing  context  

The objective is to support assets agility while preserving the existing ones 

Agi l i ty means  the  ab i l i ty to  support a  new user’ s  objecti ves  driven  by i n ternal  (new user’s  
company obj ecti ves)  or external  pressures  ( technolog ica l  change,  regu latory changes) .  

A second objective is to support flexibility to adapt to local regulatory frameworks 
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The  objective  for the  Reference  Arch i tecture  i s  to  parti ti on  systems  to  i den ti fy the  i n terfaces  
for commun ication  standards  such  as  CIM ,  I EC  61 850,  Tase-2 ,  I EC 60870  to  m in im ize  the  
dependencies.  Then  chang ing  one  function  wi l l  m in im ize  the  effect  on  the  others .  

•  Need  to  cope  wi th  i ncreasing  complexi ty 

The  i n teraction  of systems and  markets  i n teractions  are  i ncreas ing  and  becom ing  more  
complex.  Regu latory requ i rements  i ncrease  the  number and  variety of market p layers  and  
requ ire  much  more  soph isticated ,  forecasting  and  faster reacting  systems.  

The objective is to provide sustained foundations to existing and future systems 

The expectation  of standard  users  i s  to  get l onger lasting  assets ;  i t  i s  an  expected  top  priori ty 
of the  Reference Arch i tecture  to  guaran tee  the  most stable  techn ica l  principles  and  res i l i ence  
to  fu ture  changes.  

The  pri ncip le  i s  for s tandard ization  to  provide  a l l  needed  means  to  define  and  manage i n  a  
susta ined  way the  data  models,  wh ich  are  cons idered  as  the  most stable  part of the  
Reference  Arch i tecture.   

The objective is to reduce integration efforts while anticipating an  increased complexity of the  
systems 

The cost of i n tegration  i s  rea l l y one  of the  main  chal l enges  in  making  system  smarter.  I t  i s  the  
role  of the  I EC  Reference  Arch i tecture  to  offer to  the  market the  most efficien t way to  
i n tegrate  such  a  system ,  and  then  consider the  processes  and  services  needed  to  support the  
fu l l  system  cycle  from  i ts  speci fication  down  to  i ts  deconstruction .  

One  way to  reach  th is  obj ecti ve  is  re l ying  on  the  ab i l i ty of systems,  sub-systems  and  
components  to  support  pre-defined  mean ingfu l  data  models  (mean ingfu l ,  means  wi th  a  
defined  s tandard  semantic) .  

The objective is to make as easy as possible the use of the proposed set of standards 

For most of the  stakeholders ,  moving  to  smarter systems raises  the  need  for th is  market 
p layer to  get the  needed  knowledge as  qu ickl y as  possib le  and  at the  l owest costs  and  to  
adapt i ts  processes  and  tools  to  manage the  new set  of technolog ies .  

I t  i s  the  ro le  of the  Reference Arch i tecture  to  provide  the  easiest access  to  the  standard  
technolog ies  and  to  foresee better ways  to  support the  needed  process  and  tools  to  make the  
l i fe  of the  user the  eas iest.  

Among  one  of the  main  chal l enges  of the  expected  properties  is  to  focus  on  the  most l im i ted  
number of semantic domains.   

5 Overvi ew 

5. 1  Stan d ardi sati on  con text 

Power Systems  are  main ly based  on  the  standards  shown  i n  F igure  1 :  
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Figu re 1  – Core d om ai n  of Referen ce  Arch itectu re  

These key s tandards,  wi th  other re lated  standards  wi l l  be  spread  over the  Reference  
Arch i tecture.  The  core  domain  of Reference  Arch i tectu re  revolves  mostl y around  I EC  
standards  and  has  connection  to  other semantic  domains  such  as  E lectric Veh icle  (EV)  or 

metering 1 .  

5. 2  Relevan t  bu sin ess  dom ain s  

During  the  com ing  years  the  structure,  operation  and  management of the  power system  wi l l  
undergo fundamental  changes.  I n  order to  define  standards  that support  th is  trans i ti on  i n  a  
cons isten t way,  a  generic conceptual  model  i s  requ i red .  Th is  conceptual  model  i s  to  be  
regarded  as  the  starting  poin t for a l l  model l i ng  acti vi ti es,  and  for a l l  other models,  frameworks,  
and  arch i tectures,  wh ich  are  used  to  arri ve  at standards  requ ired  for Smart Grids  and  
Markets.  

The  I EC System  Committee  Smart Energy i s  the  coord inator for the  development of these  
Generic Smart Grid  requ i rements  in  co l l aboration  wi th  the  various  I EC  Techn ical  Committees.  
SyC  Smart Energy promotes  a  system  perspective.  

The  I EC TS  6291 3  series 2,  proposed  by SyC  Smart Energy WG6 (Generic Smart  Grid  
Requ irements),  has  broken  down  the  scope of Smart Grids  appl ications  i n to  domains 3.  Th is  i s  
an  arbi trary yet necessary spl i t,  and  i t  has  been  inspired  by existi ng  conceptual  models  wh ich  
have  been  drafted  previousl y,  such  as  the  National  I nsti tu te  of Standards  and  Technology 
(N IST)  Smart  Grids  conceptual  Model  or the  conceptual  model  developed  as  part of the  
European  mandate  M /490  Smart  Grids  Coord ination  Group.  

A conceptual  model  can  be  defined  as  the  g rouping  of roles  and  actors  (systems,  
components,  operators  etc. )  wi th in  coherent domains  re lated  to  a  general  system .  I t  provides  

___________ 

1  Some Techn ical  Comm i ttees  have  chosen  to  extend  I EC 61 850:  TC 38 (IEC 61 869),  TC 88 (IEC 61 400-25),  SC 1 7C 
(IEC 62271 ),  etc.  

2 Under preparati on .  

3 Excerpt from  I EC 6291 3-1 : − ,  C lause  2 ,  Conceptual  Models .  
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a  h igh- level  Reference  Arch i tecture  model  and  proposes  a  decomposi ti on  of a  system  in  
domains  and  sub-domains.   

Th is  faci l i tates  the  description  of Smart Grids  systems  and  i n teroperabi l i ty anal ys is.  The  ro les  
and  systems of each  domain  i n teract  wi th  each  other,  as  wel l  as  wi th  the  roles  and  systems of 
other domains.  

Based  on  the  common l y accepted  breakdown  and  other existing  Conceptual  models  (N I ST 
conceptual  model ,  European  Un ion  (EU)  M/490  Smart Grids  conceptual  model ) ,  I EC  TS 
6291 3  has  organ ised  the  Smart Grids  domains  i n  fi ve  cl usters:   

– Grid -related  domains  – these  i nclude  the  Transmiss ion  Grid  domain ,  the  Distribu tion  Grid  
domain ,  and  the  M icro-Grids  domain ,   

– Market-related  domain  – th is  consists  of the  Market domain ,  

– Resources-connected-to-the-Grid  domains  – these  domains  are  the  Bu lk Generation  
domain ,  the  D istributed  Energy Resources  domain ,  the  Smart Home / Commercia l  /  
I ndustria l  /  Demand  Response (DR)-Customer Energy Management domain ,  and  the  
Energy Storage  domain ,  

– E lectric Transportation  domain  – th is  consists  of the  E lectric Transportation  domain  
(DCT8) ,  

– Support functions  domains  – these  i nclude  the  Smart Substation  Automation  domain ,  
Advanced  (Smart Grids  and)  Smart  Metering  I n frastructure  domain  and  the  Asset 
Management domain .  

F i gu re  2  provides  an  overview of the  Smart Grids  domains  and  the ir h igh- level  i n teractions.  I t  
represents  a  conceptual  model  for I EC  TS  6291 3:   

 

Fi gu re  2  – I EC  TS  6291 3  con ceptu al  mod el  

I ts  main  underpinn ing  i s  the  anal ys is  of ro les  and  responsibi l i ti es.  Wh i le  th is  model  i s  based  
on  an  e lectrici ty market  structure,  the  ro les  and  responsibi l i ti es  are  clearl y defined  and  
provide  a  so l i d  basis;  new parties  may en ter certa in  markets,  responsib i l i ti es  may be  
red istribu ted ,  bu t the  fundamenta l  ro les  and  thei r respective  responsibi l i ti es  are  expected  to  
remain  constan t.   

IEC  

International  Electrotechnical  Commission

 



 – 1 8  – I EC TR 62357-1 : 201 6  © I EC  201 6  

Reference Arch i tecture  faci l i tates  the  conceptual  model  of Smart Grids  Use  Case  (UC and  
requ irements  enabl i ng  the  d i fferent UC to  be  implemented  and  describ ing  l i nks  between,  Grid ,  
Markets  and  Grid  Users  domain .  

Both  the  conceptual  model  and  the  Reference Arch i tecture  plan  to  use  the  same methodology 
and  the  same defin i ti on  of actors  and  ro les .  

The  term  I T  ( I n formation  Technology)  i s  typica l l y connected  wi th  devices  used  to  perform  
bus iness  operations,  for example  product l i fe  cycle  management,  enterprise  resource  
p lann ing ,  bus iness  p lann ing ,  b i l l i ng ,  asset tracking ,  and/or main tain ing  customer i n formation .  
The  devices  used  are  main l y l ocated  i n  offices  and  data  cen tres.  I n  contrast OT (Operation  
Technology)  i s  associated  wi th  fi e ld  l evel  devices,  used  to  perform  actual  operations  l i ke  
d iscrete  or conti nuous  control ,  metering ,  etc.  These  OT systems  are  based  on  vendor-speci fic  
and  often  proprietary technolog ies  operating  i n  a  rea l  t ime  or near to  real  time  environment.  
The  mean ingfu l  convergence  or the  bridg ing  of both  ( I T  and  OT)  re lates  to  the  i n tegration  of 
operational  technolog ies  l ike  Supervisory Con trol  And  Data  Acqu isi tion  (SCADA),  
Meters/Sensors  working  i n  real  time  wi th  I T  systems al lowing  an  end-to-end  management of 
both .  Th is  al l ows  for cost and  risk reductions  (bu rden  sharing )  on  the  econom ic s ide  and  on  
reuse  of existi ng  technolog ies  on  the  other.  The  Reference Arch i tecture  a ims  to  support th is  
I T/OT i n teroperabi l i ty shown  in  F igure  3 .  

 

Figu re 3  – Two in frastru ctu res  (OT/IT)  mu st be  design ed,  operated,  an d  secu red  

For instance  h igh  performance au tomation  on  d istribu tion  wi l l  provide  more  and  more  data  at 
h igher l evels  ( I T  l evel )  i n  order to  conduct data  anal ytics.  Therefore  the  OT/IT  parad igm  is  s ti l l  
a  s take  for many u ti l i ti es.  

The  problem  of a l i gn ing  and  i n tegrating  bus iness  processes  and  OT/IT  i s  hampering  many 
compan ies  i n  the ir s trateg ic  and  tactical  development.  Constructing  i n tegrated  arch i tecture  
models  con tributes  to  tackl ing  th is  problem .  I n  curren t bus iness  practice,  an  i n tegrated  
approach  to  bus iness  processes  and  OT/IT  i s  ind ispensable.  
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5. 3  In ten d ed  au di en ce  

5. 3. 1  Gen eral  

The Reference  Arch i tecture  provides  the  h igh  l evel  assumptions  abou t how systems  shou ld  
i n teroperate.  

The  main  purposes  of the  Reference  Arch i tecture  are:  

– To  gu ide  des igners  of standards  for data  exchange,  by clari fying  the  purpose  of data  
exchanges  between  systems,  appl ications,  components.  

– To  gu ide  appl ication  designers  by clari fying  what the  overal l  vis ion  expects  from  their 
systems.  

– To  gu ide  u ti l i t ies  i n  establ ish ing  implementation  arch i tecture  that wi l l  accompl ish  thei r 
tasks  effecti ve l y.  

The  role  of the  Reference Arch i tectu re  i s  to  support and  ass ist standard ization  groups  and  to  
provide  them  wi th  eas i l y appl icable  methods  and  arch i tectures  and  ensure  an  easy 
understand ing  of the  approach .  Though  the  main  i n tended  aud ience  is  standard ization  
techn ical  comm ittees,  i t  can  a lso  be  used  by other actors  l i ke  research  projects  testing  new 
concepts  or eng ineers  developing  Smart Grids  products,  or even  the  l eg is lator i n  order to  
check the  l eg is lati ve  framework.  

The  i n tended  aud ience  i s  based  on  key ro les  described  i n  Reference Role  Model .  I t  i s  not  
i n tended  to  go  through  a l l  Roles .  For a  detai led  Role  Model  description  p lease  refer to  I EC  TS  

6291 3-1 4.   

5. 3. 2  Implemen ti n g  actors  

5. 3. 2 .1  Tran sm issi on  System  Operators  an d  G rid  Operators  

The i ncreased  penetration  of generation  capaci ties,  mostl y connected  to  the  d is tribution  
network,  as  wel l  as  the  development of new usages  of el ectrici ty wi l l  tend  to  i n tensi fy the  need  
for cooperation  between  system  operators  at  d istribution  and  transm ission  l evel .  I f 
Transm ission  System  Operators  (TSO)  were  trad i ti onal l y responsible  for the  overal l  system  
stabi l i ty and  D istribu tion  System  Operators  (DSO)  for operating  thei r respective  network,  they 
wi l l  need  to  s trengthen  thei r coord ination  at d i fferent timeframes  i n  order to  ensure  the  
securi ty of the  system .   

TSO bus iness  processes  are  impacted  by new regu lations  that are  com ing  i n to  force  and  
developed  by regu latory au thori ti es .  

5. 3. 2 .2  Di stri bu ti on  System  Operators  an d  G ri d  Operators  

The  D istribution  Grid  Management (DGM)  domain  today faces  several  chal l enges,  wh ich  tend  
to  s i gn i fican tl y change  the  way i ts  actors  operate.  These  changes  and  thei r combination  
con tribu te  to  transform  i n  depth  D istribution  Grid  Operators.  They a l ready s tarted  and  wi l l  
con tinue  to  impact their ro les ,  business  models  and  business  processes.   

The  d istribu tion  domain  wi l l  a lso  see  more  and  more  sel f-heal i ng  grids,  m icro-grids  and  
i n terconnected  m icro-grids.  

I t  i ncl udes  bus iness  processes  and  functions  re lated  to:  

•  The  l ong-term  plann ing  and  development of the  e lectrici ty d istribu tion  system ,  i nclud ing  
connection  and  access;  

___________ 

4 Under preparati on .  S tage  at  the  t ime  of publ i cati on :  I EC/CDM  6291 3-1 : 201 6.  
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•  The  operational  p lann ing  and  schedu l ing  of the  e lectrici ty d is tribu tion  system ;  

•  The  operation  and  main tenance  of the  electrici ty d istribu tion  system ;  

•  The  faci l i tation  of e l ectrici ty markets;  

•  The  poss ib i l i ty to  provide  regu lated  services  based  on  data  management and  provis ion  to  
external  ro les  such  as  TSOs,  Energy Regu lators,  or l ocal  au thori ti es,  in  order to  faci l i tate  
national  and  l ocal  publ ic pol icies  and  enable  customer empowerment.  

5. 3. 2 .3  Resou rces  related  stakeh old ers  

Differen t resources  are  connected  to  the  Grid  (D istributed  Energy Resources,  Smart Home / 
Commercia l  /  I ndustria l  /  DR-Customer Energy Management,  Energy Storage,  and  Bu lk 
Generation ,  These  resources  are  managed  by d i fferent stakeholders.  Th is  document must 
help  concerned  stakeholders  in  order to  i den ti fy wh ich  s tandards  wi l l  be  used  to  connect 
these  resources  to  the  Grids,  wh ich  standards  can  be  used  to  define  these  resources  i n  order 
to  have  them  i n teroperable.   

5. 3. 2 .4  M arket pl ayers  

Market p layers  are  numerous:  Ba lance  Responsible  Party,  B i l l i ng  Agen t,  Consumer,  E lectrici ty 
trader /  Broker,  F lexib i l i ty Aggregator/Operator,  Imbalance  settl ement responsible,  Service  
Provider,  (E lectrici ty)  Suppl ier / Retai ler.  The  bus iness  processes  of the  Market domain ,  
especial l y those  related  to  the  con tribu tion  to  system  securi ty,  need  to  comply wi th  the  
appl icable  Grid /Network Codes.  Th is  document wi l l  he lp  market p layers  understand  the  b ig  
p icture,  i den ti fy poten tia l  new developments  and  i denti fy wh ich  main  s tandards  they have  to  
comply wi th .  

5. 3. 2 .5  Ven dors  

Th is  document supports  vendors  as  a  gu ide  to  workable  standards  usefu l  for developing  best  
state  of the  art products  and  solu tions  fi tti ng  bus iness  requ i rements.  I t  shal l  he lp  vendors  to  
understand  that thei r respective  product wi l l  have  to  in teroperate  wi th  other vendor product  
us ing  a  recogn ized  i n ternational  s tandard .  

5. 3. 3  Stan d ardi zation  actors  

5. 3. 3.1  Reg u l ators  

Th is  document shou ld  help  regu lators  as  a  gu ide  to  workable  standards  usefu l  to  del i vering  
the  best value  for consumers  by ensuring  that techn ical  i nvestments  by energy providers  
u ti l i ze  s tandards  wisel y,  and  i n troduction  to  s tandards  re lated  to  Smart Grids  pri vacy and  
securi ty.  

Regu lators  are  defin ing  Grid  Codes  wh ich  have  an  impact on  d i fferent stakeholders ’  bus iness  
processes,  and  as  a  consequence  on  thei r supporti ng  arch i tecture.  

5. 3. 3.2  Stan d ard  Devel opm en t Org an isation s  

The  I EC has  several  l i a isons  wi th in  i ts  own  Techn ica l  Committees  (TC)  and  wi th  external  
Standards  Development Organ izations  (SDOs)  ( I n ternational  Standard ization  Organ ization  
( ISO),  I n ternational  Telecommunications  Un ion  ( I TU),  UN-CEFACT,  etc. ) .  Th is  document shal l  
he lp  SDOs  to  i den ti fy the ir boundaries  and  needs  for harmon isation .  

5. 4 Referen ce  to  rel evan t sou rces  

Figure  4  describes  the  main  re levant sources  of i npu t to  th is  document.  Refer to  these  
documents  as  complementary documents :  
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Figu re 4 – Rel evan t sou rces  for I EC  TR 62357-1 : 201 6  

Refer also  to  the  b ib l iography.  

6 Reference Archi tectu re  

6. 1  U n d erl yi n g  meth odol og y 

6. 1 . 1  G en eral  

The development of system  requ irements  is  a  key i ngred ient  for the  development of 
i n formation  exchange s tandards  for the  Smart Grids  and  thei r Markets .  I den ti fying  the  actors  
of and  thei r i n teractions  wi th in  Smart  Grids  and  Markets  i s  an  important  step  therein  from  the  
market l evel  to  the  technology l evel .  

Power system  management d is tingu ishes  between  e lectrica l  process  and  i n formation  
management.  These  viewpoin ts  can  be  parti ti oned  i n to  the  phys ical  domains  of the  e lectrical  
energy convers ion  chain  and  the  h ierarch ical  zones  for the  management of the  e lectrical  
process  (refer to  I EC  TR 62357-1 : 201 6,  I EC  TR 62357-200: 201 5  and  I EC  62264-1 : 201 3) .  

“Zones”  i l l ustrate  the  phys ical  and  management aspects  of the  grid .  The  notion  of zones  i s  
derived  from  IEC 62264-1  manufacturing  process  i n terfaces.  Zones  describe  the  process  
h ierarchy from  the  power system  through  the  various  enti ties  that  participate  in  the  
production ,  transm iss ion ,  and  consumption  of e l ectrici ty.   

Appl ying  th is  concept to  the  Smart Grids  conceptual  model  a l l ows  the  foundation  of the  Smart 
Grids Plane that  spans  i n  one  d imension  the  complete  e lectrical  energy convers ion  chain ,  
parti ti oned  in to  fi ve  domains:  Generation ,  Transm ission ,  D istribution ,  D istributed  Energy 
Resources  (DER)  and  Customers  Prem ises.  And  i n  the  other d imension  the  h ierarch ical  l evels  
of power system  management,  parti ti oned  i n to  s ix  zones:  Process,  F ie l d ,  Station ,  Operation ,  
Enterprise  and  Market.  F igure  5  shows  the  domains  and  zones.   
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Figu re 5  – SG AM  pl an e  

6. 1 . 2  Th e Sm art G ri ds  arch i tectu ral  m eth od ol og y 

The Smart Grids  i s  a  complex system  of systems,  serving  the  d i verse  needs  of many 
stakeholders.  I t  must support:   

•  Devices  and  systems  developed  independentl y by many d i fferen t so lu tion  providers   

•  Many d i fferen t u ti l i t i es   

•  M i l l i ons  of industria l ,  bus iness,  and  residential  customers   

•  D i fferen t regu latory environments   

Moreover,  these  systems  must work together not j ust across  Smart Grids ’  techn ical  domains  
bu t across  stakeholder communi ties  i n  enterprises  wh ich  are  not part of the  existing  u ti l i ty 
i ndustry.  Ach ieving  i n teroperabi l i ty i n  such  a  massivel y scaled ,  d istributed  system  requ i res  
arch i tectural  gu idance,  wh ich  is  provided  by SGAM  described  i n  th is  clause/subclause?.   

I n teroperabi l i ty as  a  key enabler for Smart Grids  i s  i nherentl y addressed  i n  SGAM  by the  fi ve  
superimposed  layers  Component,  Communication ,  I n formation ,  Function  and  Bus iness.  I t  
a ims  at decomposing  the  E lectric Power System  by in teroperabi l i ty l ayers,  Domains,  and  
Zones  as  depicted  i n  F igure  6 :  
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Figu re 6  – SG AM  M odel  

The SGAM  is  a  template  for arch i tects  to  fol l ow wh i l e  bu i ld i ng  aspects  of a  Smart Grids  
arch i tecture,  regard less  of an  arch i tect’s  special i ty (such  as  in  areas  of transm iss ion ,  
d istribu tion ,  I T,  back office,  commun ications,  asset management,  and  g rid  p l ann ing) .  

The  SGAM  I n teroperabi l i ty Layers  a l l ow the  model l ing  of d i fferen t views  from  business  as  wel l  
as  techn ical  viewpoints .  On  the  business  l ayer SGAM  can  be  used  to  map regu latory and  
econom ic (market)  structures  and  pol icies,  bus iness  models ,  bus iness  portfol ios  (products  
and  services)  of market parties  i nvolved .  Also  bus iness  services  and  processes  can  be  
represented  i n  th is  l ayer.  I n  th is  way i t  supports  business  execu tives  i n  decis ion  making  
re lated  to  (new)  business  models  and  speci fic business  proj ects  (bus iness  case)  as  wel l  as  
regu lators  i n  defi n ing  new market models.   

The  bus iness  perspective  is  model l ed  in  SGAM  on  the  fi rst  upper l ayer:  

•  The  Bus iness  l ayer represen ts  business  models  and  regu latory requ irements.  

The  techn ica l  perspectives  are  model led  i n  SGAM  on  the  four lower l ayers:   

•  The  Service/Function  l ayer (OSI  6/7)  describes  functions  and  services  i nclud ing  thei r 
re lationsh ips  fol lowing  business  needs.  Functions  are  represented  i ndependent from  the ir 
phys ical  implementation  i n  systems or devices  ( implementations  are  represen ted  i n  the  
component layer) .   

•  The  I n formation  layer describes  the  i n formation  that i s  being  used  and  exchanged  
between  functions.  I t  con tains  i n formation  obj ects  and  the  underl ying  canon ica l  data  
models.   
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•  The  emphasis  of the  Communication  l ayer i s  to  describe  mechan isms and  protoco ls  for the  
i n teroperable  exchange  of i n formation  between  functions.   

•  F i nal l y,  the  Componen t layer shows  the  phys ical  d is tribu tion  of a l l  participati ng  
components .  Th is  i ncl udes  power system  equ ipment (typica l l y l ocated  at process  and  fi e ld  
l evel ) ,  protection  and  te le-con trol  devices,  network in frastructure  (wi red  /  wi re less  
commun ication  connections,  routers ,  swi tches)  and  any ki nd  of computers.  For a  speci fic 
implementation  of a  use  case  the  i denti fied  functions  can  be  mapped  on to  components  
complementing  the  re lationsh ips  between  a l l  l ayers.  

6. 1 . 3  SG AM  l evel s  of abstraction  

This  subclause  provides  an  overview for each  in teroperabi l i ty l ayer i n  the  SGAM  on  d i fferen t 
l evels  of abstraction  on  wh ich  a  SGAM  anal ys is  can  be  appl ied .  These  SGAM  analysis  
patterns  are  i n tended  to  provide  gu idance on  how to  model  wi th  the  SGAM  on  a  l evel  of 
abstraction  chosen ,  starti ng  from  a  concept up  to  a  deta i l ed  l evel  requ ired  for implementation .  
There  can  be  d i fferent abstraction  l evels  defi ned  for each  layer.  I deal l y a  fixed  number of 
abstraction  l evels  are  defined  per SGAM  layer i nclud ing  respective  concepts  that are  re levant 
i n  a  speci fic SGAM  development i teration .  I n  add i ti on  to  that,  there  cou ld  a lso  be  
i n terrelations  between  the  abstraction  l evels  on  d i fferent l ayers.  However,  general l y the  
number of abstraction  l evels  depends  on  the  purpose  of the  model l i ng  effort/project and  
i n terrelations  between  abstraction  l evels  must not necessari l y exist.   

An  overview of exemplary abstraction  l evels  i s  g i ven  in  F igure  7 .  Each  layer therein  depicts  
some concepts  (examples)  used  i n  steps  of successive  model  refi nements  that can  be  carried  
ou t on  the  respective  i n teroperabi l i ty l ayer.  The  i denti fication  may then  fi nal l y support a  
defin i tion  of in teroperabi l i ty requ i rements .  The  abstraction  l evels  on  d i fferen t l ayers  depicted  
i n  F igure  7  do  not necessari l y re late  to  abstraction  l evels  on  the  same level  of abstraction  on  
other l ayers .  

 

Fi gu re 7  – SG AM  l evel s  of abstracti on  

Complete  description  of SGAM  and  SGAM  usage  can  be  found  i n  SG-CG/F]  SG-CG/M490/C_ 
Smart Grids  Reference  Arch i tecture,  [SG-CG/F]  SG-CG/M490/F_ Overview of SG-CG  
Methodolog ies .  
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6.1 .4  The use  case  methodology 

Accord ing  to  I EC TR 62390:2005,  a  use  case  i s  a  “class  speci fication  of a  sequence of 
actions,  i ncl ud ing  variants  that a  system  (or other enti ty)  can  perform ,  i n teracting  wi th  actors  
of the  system”.  The  concept has  been  further defined  by I EC  62559-2  as  “a  speci fication  of a  
set of actions  performed  by a  system  wh ich  yie l ds  an  observable  resu l t  that i s  of va lue  for one  
or more  actors  or other stakeholders  of the  system”.  I n  other words,  i t  d escribes,  i n  text  
format,  how one  or several  actors  i n teract wi th in  a  g iven  system  to  ach ieve  goals .  I n  order to  
clearl y explain  the  defin i ti on ,  i t  seems  important to  fu rther detai l  the  d i fferen t concepts  used .  

The  notion  of ‘Role’  i s  fundamental  i n  the  use  case  methodology.  A role  may be  defined  as  
“an  i n tended  behaviour of a  bus iness  party” 5.  I t  i s  associated  wi th  responsib i l i ties.  A bus iness  
party,  when  carrying  ou t a  business  transaction ,  takes  on  a  certa in  ro le.  Accord ing  to  
European  Network of Transm iss ion  System  Operators  for E lectrici ty (ENTSO-E)  Role  Model  
(ENTSO-E,  European  Federation  of Energy Traders  EFET,  and  European  forum  for energy 
Business  I n formation  eXchange  ebIX,  201 1 ) ,  “ the  objective  of decomposing  the  e lectrici ty 
system  in to  a  set of au tonomous  roles  and  domains  i s  to  enable  the  construction  of bus iness  
processes  where  the  re levant role  participates  to  satisfy a  speci fic transaction  (service).  
Business  processes  shou ld  be  des igned  to  satisfy the  requ irements  of the  roles  and  not of the  
parties . ”   

Roles  shou ld  be  d i fferentiated  from  Actors,  wh ich  are  more  general  and  i nclude  Roles,  
i n formation  systems,  or devices.   

•  An  actor can  be  defined  as  anyone or anyth ing  wi th  behaviour.  I t  can  i nclude:   

– Roles,  wh ich  are  the  external  i n tended  behaviour of a  business  party wh ich  cannot be  
shared  – examples:  D istribu tion  System  Operator,  Grid  User,  DSO Network 
development un i t;   

–  Persons  – examples:  SCADA operator;  

– I n formation  Systems  – examples:  SCADA,  Acti ve  Demand  Management System ;  

– Physical  components  – examples:  Energy Storage,  network captor.  

•  The  system  defines  the  scope of a  use  case  or a  set of use  cases,  i . e .  i ts  boundaries .  I t  
can  be  an  organ isation ,  a  project,  or an  i nformation  system  for i nstance.   

Use  cases  are  above a l l  a  textual  description .  Existing  l i terature  on  the  methodology has  
provided  several  use  case  templates.  The  use  case  template  proposed  by I EC 62559-2 : 201 5  
is  the  most widel y accepted  wi th in  the  Smart Grids  communi ty.  Any Smart Grids  project can  
use  th is  template  to  describe  i ts  Bus iness  Use  Case  as  wel l  as  i ts  System  Use  Case.   

Use  cases  l i terature  (Cockburn ,  2001 )  h i gh ly recommends  d i stingu ish ing  d i fferen t l evels  of 
goals.  I ndeed ,  goals  the  actors  are  pursu ing  are  not necessari l y on  the  same l evel ,  some  
being  very h igh- level  and  others  real l y speci fic,  re lated  to  the  task the  user of a  system  may 
perform .  I n  order to  structure  these  goals  i n  a  consistent way and  avoid  producing  use  cases  
wh ich  do  not have  the  same granu lari ty and/or overlap,  the  l i terature  has  identi fied  two  types  
of use  cases,  correspond ing  to  two  l evels  of deta i l s :   

•  Business  Use  Cases  describe  bus iness  processes  and  the ir associated  requ i rements,  
wh ich  are  i ncluded  in  the  presen t document,  

•  System  Use  Cases  detai l  functions  or sub-functions  supporting  the  business  processes,  
and  their associated  requ i rements.  

Table  1  h i gh l i ghts  the  d i fferences  between  these  two  types  of use  case.   

___________ 

5 SG-CG/M490/C: 201 2 -1 2.  
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Table  1  – Bu sin ess  an d  System  U se Case  

 Des cri pti on  I n vol ved  actors  

Bu si n ess  U se  
Cas es  

A business  process  implementi ng  a  
service  

Roles  (organ isations  or organ i sational  
en ti ti es)  

S ys tem  U se  Cases  
A function  or sub-function  supporti ng  one  
or several  bus iness  processes  

Systems  and  Persons  (operators  of an  
i n formation  system)   

 

I n  Bus iness  Use  Cases,  aspects  re lated  to  technology are  treated  us ing  a  ‘b l ack-box’  
approach ,  i . e.  by focusing  on  the  functions  requ i red  to  enable  / execute  the  bus iness  process  
and  thei r associated  requ irements  – the  ‘what’  –,  bu t not on  thei r implementation  from  a  
techn ical  perspective  – not the  ‘how’ .  By describing  business  needs  and  bus iness  ru les  
re lated  to  the  acti vi ti es  of a  business  process,   

Business  Use  Cases  wri ters  contribute  to  defi ne  requ i rements  wh ich  m igh t  impact the  tools  or 
systems  needed  to  implement the  identi fied  functional i ti es .  However,  they “must never pre-
empt designers  and  try to  use  the  use-case  model  to  des ign  the  system”  (B i ttner and  Spence,  
2003).  I n  other words,  Bus iness  Use  Cases  shou ld  not describe  solu tions,  bu t on l y express  
requ irements .  

Based  on  the  SGAM  method  and  accord ing  to  the  l i terature  on  use  case  methodology:   

•  Business  Use  Cases  describe  Bus iness  Processes  and  thei r acti vi ti es/steps  (Business  
Layer) ,  thei r execu tion  wi th in  d i fferent Domains  and  Zones,  as  wel l  as  thei r i n teractions  
wi th  Functions  (Function  Layer) ;  

•  System  Use  Cases  describe  Functions  (Function  Layer)  supporting  the  Bus iness  
Processes  described  on  the  Business  Layer and  thei r i n teractions  wi th  data  models  
( I n formation  Layer),  protocols  (Communication  Layer) ,  and  components  (Component 
Layer) .   

A business-driven  and  top-down  approach  to  describe  new and  re levant business  processes  
of the  e lectric  power system  impacted  by Smart Grids  technolog ies  from  wh ich  deta i l s  on  the  
needed  Smart Grids  functions  supporti ng  these  processes  are  g iven .  These  requ i rements  wi l l  
serve  as  i nput for the  development of Smart Grids  standards  (data  models,  protocols  etc. ) ,  
l i ke  the  ones  developed  by the  I EC.  

F igure  8  shows  the  in teractions  between  the  Bus iness  and  Function  layers  and  thei r 
associated  concepts  – ro les,  services,  bus iness  processes,  acti vi ti es,  functions  and  systems.  
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Fi gu re 8  – In teraction s  between  th e  Bu sin ess  an d  Fu n ction  l ayers  

A generic actor l i s t,  derived  from  generic use  cases,  i ncludes  the  role-actor re lationsh ips.  Th is  
supports  the  anal ysis  of the  business  con text when  defin ing  requ i rements  of Smart Grids  
systems  from  use  cases,  as  the  fi rst step  towards  s tandards.  Moreover,  i t  ensures  the  
requ i red  appl icabi l i ty of s tandards  based  on  these  requ irements  i n  a l l  market models.  

I n  201 2 ,  SG-CG/F]  SG-CG/M490/E_ Susta inable  Process  Annex A proposed  a  l i st  of Actors.  
N IST SGIP  consol idated  an  actor l i s t.  I EC Smart Energy System  Committee  WG6 wi l l  provide  
a  consisten t l i st  of actors ,  i n  coord ination  wi th  other I EC  techn ica l  committees .  

The  system  use  cases  wh ich  are  developed  at the  functional  layer wi l l  have  to  be  developed  
accord ing  to  the  I n terface  Reference Model  concept defined  by I EC  61 968-1 ,  and  wh ich  i s  
going  to  be  extended  to  new Smart  Grids  bus iness  domains.  

Complete  description  of Use  Case  methodology can  be  found  i n  I EC 6291 3-1 ,  and  
“SGCG/M490/K_SGAM  User Manual ” ,  6 . 2 .   

6. 1 . 5  Data mod el l in g  

Because of the  increasing  need  of Smart Grids  stakeholders,  to  deploy solu tions  offering  a  
semantic l evel  of i n teroperabi l i ty,  data  model l ing  appears  as  the  corner stone  and  foundation  
of the  Smart Grids  framework.  

I n  add i tion  data  model l ing  seems much  more  s table  than  communication  technolog ies,  wh ich  
makes  th is  foundation  even  more  importan t.  

Currentl y the  I EC framework rel ies  on  th ree  main  p i l lars,  as  far as  data  model l i ng  is  
concerned ,  represented  i n  F igure  9.  
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Fig u re 9  – Data  m od el l i n g  an d  h armon i zation  work mappi n g  

CIM  ( I EC  61 970,  I EC  61 968,  I EC  62325)  provides  the  i n formation  model  conta in ing  equ ipment 
and  functions  and  the ir properties  for power system  management,  anal ysis  and  re lated  use  
cases  (Generation ,  market and  grid ).  

The  Compan ion  Speci fication  for Energy Metering  (COSEM)  provides  the  in formation  model  
con tain ing  equ ipment and  functions  and  thei r properties  for metering  and  re lated  use  cases.  

F i gure  9  a lso  represents  the  three  harmon isation  works  ( i . e .  the  defin i ti on  of un i fi ed  shared  
semantic sub-areas,  or formal  transformation  ru les)  wh ich  need  to  be  performed  i n  order to  
a l l ow an  easy bri dg ing  of these  semantic domains:  

•  Harmon ization  between  CIM  and  I EC 61 850,  mostl y to  seam lessl y connect  the  fi e ld  to  
operation  and  enterprise  l evel 6  

•  Harmon isation  between  CIM  and  COSEM,  mostly to  seam less l y i n terconnect e lectrici ty 
suppl y and  grid  operation 7  

•  Harmon isation  between  COSEM  and  I EC  61 850,  where  smart metering  may co-habi t wi th  
Power U ti l i ty Au tomation  systems 8  

6. 1 . 6  Profi l i n g  m eth od olog y 

A profi l e  i s  a  speci fication  that governs  i n formation  exchanged  wi th in  a  speci fic bus iness  
exchange con text.  Profi l es  can  be  developed  to  serve  the  i n formation  needs  of speci fic user 
g roups.  These  user groups  can  be  d i verse  and  can  be  characterized  e i ther by geograph ic  
con text or by appl ication  domain .  Examples  of such  user groups  cou ld  be  for i nstance  
reg ional  or country speci fic.  I nd ividual  compan ies  i . e .  u ti l i ti es  or manufacturers  can  a lso  
develop  thei r own  profi l es,  as  subsets  of the  more  generic  profi l es  of a  user g roup.   

___________ 

6 See  I EC 62361 -1 02.  

7 See  I EC  62056-6-9.  

8 See  I EC TS  61 850-80-4.  
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One  of the  most important purposes  of a  profi le  i s  to  help  improve i n teroperabi l i ty between  
systems.  By adopting  and  implementing  an  accepted  profi l e,  one  i s ,  i n  a  sense,  entering  i n to  
an  i n formal  agreement wi th  enti ti es  that have  adopted  the  same profi l e.  Adopting  a  profi le  
means  i ncreas ing  the  poss ib i l i ti es  for seam less  in formation  exchange  and  in teroperabi l i ty 
between  systems.  Open  s tandards  sometimes  can  be  vague  or have  ambiguous  
speci fications;  the  use  of profi l es  can  enforce  one  possib le  in terpretation .  

As  an  example,  re lated  to  the  CIM  environment,  each  noun  used  i n  a  61 968  message 
i denti fies  a  payload  type.  Payload  types  are  typ ical l y derived  from  the  I EC CIM  or other 
semantic  models .  Payload  types  used  by the  parts  of I EC  61 968  are  a lways  derived  from  the  
IEC CIM  and  have  des ign  artefacts  (e . g .  XML Schema Defin i tion  XSDs)  that describe  thei r 
structu re.  Cases  where  XSDs  are  not requ ired  i nclude:  

•  Messages  using  Resource  Description  Framework (RDF)  payloads  as  defined  by 
I EC 61 968-1 3  and  the  I EC 61 970-45x series.  

•  Response messages  from  services  that d ynam ical l y generate  XML (as  i n  the  case  of SQL 
XML resu l t sets) .  

•  Non-XML compressed  and  encoded  payloads.  

•  Encoded  b inary data  (where  XML formatti ng  i s  not efficient as  i n  the  case  of ‘h i gh  speed  
data’ )  

I f an  XSD is  not avai l able  to  describe  the  payload ,  i t  i s  the  responsibi l i ty of the  sender and  
receiver(s)  to  agree  upon  the  speci fic  formatti ng .  

The  CIM  log ica l  i n formation  model  i s  described  as  a  set of UML packages.  The  d iagram  in  
F igure  1 0  shows the  use  of the  CIM  from  the  perspectives  of UML model l i ng  and  generation  
of des ign  artefacts  needed  by i n tegration  tool s.  I t  i l l ustrates  the  re lationsh ips  between  
i n formation  models  and  con textual  profi l es  that are  used  i n  con j unction  wi th  assembly ru les  i n  
order to  derive  des ign  artefacts .  

 

Fi gu re  1 0  – In form ation  M odel s,  Profi les  an d  M essag es   

Profi l i ng  is  a lso  envisaged  wi th  I EC  61 850,  COSEM,  etc.  

6. 2  Referen ce  Arch itectu re  overview  

Using  SGAM  Domain  & Zones,  F i gure  1 1  describes  TC 57  standards,  wi th  some other TC  
re lated  standards  (TC 1 3  for Smart  Metering  Systems,  TC  69  for e lectro-mobi l i ty) .   
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The Reference Arch i tectu re  i s  based  on  the  “E lements”  (b l ue  and  red  bordered  boxes)  and  the  
“re lationsh ips  / i n teractions”  between  the  “Elements”  m i rrored  on  use  cases.  E lements  and  
re lationsh ips  have  been  mapped  to  SGAM  domains  and  zones  i n  F igure  1 1 .  

The  Reference  Arch i tecture  covers  e  the  in formation  and  commun ication  l ayer i n  a  h i gh  l evel  
abstraction  view.  

 

Fi gu re 1 1  – Referen ce  Arch i tectu re  

Complementary s tandards  are  proposed  by the  I EC or other organ isations.  See  D1 2  for a  l i s t  
of some of these  complementary standards.  

6. 3  El emen ts  of Referen ce Arch itectu re  

6. 3. 1  Gen eral  

Figu re  1 2  describes  the  power systems  re lated  s tandards  that wi l l  be  used  by some of the  
fol l owing  e lemen ts:  
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Fi gu re  1 2  – Power system s in formation  rel ated  stan d ard s  

The fol l owing  parts  of I EC 62351  define  securi ty i n formation  e lements  l i ke  a  M IB  or a  
credentia l :  

•  I EC  TS  62351 -7:  defi n i tion  of i n formation  e lements  for network management i n  terms  of 
(system  or securi ty)  events  (Management I n formation  Base  M IB-elements)  Transport of 
these  e lements  based  on  mapped  protocols ,  I EC TS  62351 -7  focusses  on  S imple  Network 
Management Protocol  (SNMP)  

•  I EC  TS  62351 -8:  I n formation  e lement for carryi ng  role  in formation  to  be  used  for role-
based  access  control  (bas ica l l y an  extens ion  to  X.509  certi ficates)  Transport of th is  
i n formation  i s  a lso  targeted  in  I EC TS  62351 -8  

•  I EC  62351 -9:  I n formation  e lemen ts  i n  terms  of certi ficates  needed  for au then tication  
described  also  the  hand l i ng  of certi ficates  

Other parts  of I EC  62351  (3,  4 ,  5 ,  6 ,  1 1 )  s impl y use  them  to  ach ieve  a  ded icated  protection  
goal .  

6. 3. 2  El emen ts  as  In terface Referen ce M odel  abstract compon en ts  

Various  organ izations  cooperate  to  perform  the  p lann ing ,  design ,  construction ,  operation ,  
management and  use  of the  Smart Grids.  Th is  segmentation  by business  function  i s  provided  

IEC  

International  Electrotechnical  Commission

 



 – 32  – I EC TR 62357-1 : 201 6  © I EC  201 6  

i n  the  I n terface  Reference  Model  ( IRM)  standard  ( IEC 61 968-1 ).  The  IRM  for D istribution 9  i s  
presented  i n  F igure  1 3 :  

 

Fi gu re  1 3  – Di stribu tion  IRM  M odel  

I n  add i ti on  to  provid ing  an  organ izational  framework for defin ing  i ndustry i n formation  
exchange standards,  use  of a  bus iness-re lated  model  he lps  ensure  i ndependence from  
vendor-produced  system  solu tions.  

I t  i s  expected  that a  concrete  (physical )  appl ication  wi l l  provide  the  functional i ty of one  or 
more  abstract ( l og ical )  components  as  l i s ted  i n  I EC  61 968-1 .  These  abstract componen ts  are  
grouped  by the  bus iness  functions  and  sub-functions  of the  I RM.  I n  the  I EC  61 968  series,  the  
term  abstract component i s  used  to  refer to  that portion  of a  software  system  that supports  
one  or more  of the  i n terfaces  defined  i n  the  CIM-based  standards.  I t  does  not necessari l y 
mean  that compl ian t software  i s  de l i vered  as  separate  modu les.  

Some abstract components  may be  used  by several  d i fferen t bus iness  functions.  For 
example,  a  componen t l i ke  power flow can  be  used  for network operation ,  short  term  
operational  p l ann ing  and  optim ization ,  and  l ong  term  network extens ion  plann ing .  Much  of the  
i n formation  exchanged  for power flow purposes  i n  each  of these  areas  wi l l  therefore  use  
many of the  same I n formation  Exchange  Message  Types.  

Appl ications  from  d i fferent vendors  package the  functional i ty of these  abstract components  i n  
d i fferent ways.  To  use  the  I EC  61 968  services,  each  appl ication  must support one  or more  of 
the  i n terfaces  for the  abstract components.   

When  the  functions  are  implemented  th is  l ead  to  Appl ication ,  when  the  appl ications  are  
d istribu ted  on  components  th is  l ead  to  Systems.  The  “ I EC Mapping  Tool ”  i s  a  concrete  
example  as  described  in  h ttp: //smartg ridstandardsmap.com/.  

___________ 

9 I RM  i s  extended  for Transm iss ion  and  Markets .  
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As  another example,  as  described  i n  M490  C-Reference Arch i tecture,  F igu re  1 4  i l l ustrates  the  
flexible  ass ignment of e lement,  as  functions,  to  SGAM  segments .  

 

Figu re 1 4 – F l exibi l i ty for assi g n m en t of el emen t “ Vol t/Var Con trol”   
to  SG AM  seg men ts  (M 490  C-Referen ce  Arch itectu re)  

6. 3. 3  El emen ts  as  som e typi cal  Sm art G ri ds  System s  

Some typical  Smart Grids  systems  are  described  in  SGCG/M490/G  as  fo l low,  and  a  l i s t of 
Smart Grids  components  (SGCG/M490,  Table  1 2)  i s  provided  i n  F igure  1 5.  
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Fig u re 1 5  – SG CG/M 490  Sm art  G ri ds  system s on  SG AM  Pl an e  

Some use  cases  wi l l  refer to  IRM  abstract componen ts,  as  others  wi l l  be  appl ication  use  
cases  and  wi l l  use  system  names  l ike  SCADA,  Geograph ic I n formation  System  (GIS),  Train ing  
System ,  Rel iab i l i ty System  and  Advanced  Metering  Manager (AMM),  etc.  I t  i s  recommended  
to  use  IRM  abstract component terms  as  i t  provides  an  abstraction  l ayer.  The  I EC has  
mapped  i ts  IRM  abstract components  to  typica l  system  actors.  

6. 3. 4  El emen ts  as  61 850  In tel l ig en t  El ectron i c Devi ces   

The I EC  61 850  i n formation  model  i s  based  on  two main  l evels  of model l i ng  – expla ined  below:   

•  The  breakdown  of a  real  device  (phys ical  device)  i n to  l og ical  devices  

•  The  breakdown  of l og ica l  device  in to  l og ical  nodes,  data  obj ects  and  attribu tes  

Figure  1 6  shows  an  example  of how each  l evel  i s  i ncluded  i n to  the  upper l ayer.  
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Figu re 1 6  – I EC  61 850  Data  M od el l i n g  

The approach  of I EC  61 850  as  defined  in  I EC TR 61 850-1  i s  to  decompose the  appl ication  
functions  in to  the  smal l est en ti ties  wh ich  are  used  to  exchange  in formation .  The  granu lari ty i s  
g iven  by a  reasonable  d i stributed  a l location  of these  enti ties  to  ded icated  devices  ( IED).These 
en ti ti es  are  ca l led  Log ica l  Nodes  (for example,  a  vi rtual  representation  of a  ci rcu i t breaker 
cl ass,  wi th  the  s tandard ised  class  name XCBR).  Other examples  may be  a  d istance  protection  
function ,  PDIS  or a  measurement value,  MMXU .  The  l og ical  nodes  are  fi rst defi ned  from  the  
conceptual  appl ication  poin t of view i n  I EC  61 850-5  and  then  model l ed  i n  Parts  7-4  and  7-4xx.   

Then  several  l og ical  nodes  comprise  a  l og ical  device  as  defined  above  (for example,  a  
representation  of a  Bay un i t) .  Based  on  their functional i ty,  a  l og ical  node  conta ins  a  l i s t of 
data  (for example,  pos i ti on)  wi th  ded icated  data  attribu tes.  The  data  have  a  structure  and  a  
wel l -defined  semantic  and  are  fu l l y defined  in  I EC 61 850-7.   

The  d i fferen t e l ements  are  a lso  re lated  to  securi ty i n  terms  of access  protection .  Role-based  
Access  Control  (RBAC)  as  defined  i n  I EC  TS  62351 -8  is  re lated  to  l og ical  devices  and  data  
obj ects.  A  subj ect  (cl ient)  i s  identi fi ed   by  the   au thentication   parameters   passed   to   the   
I EC 61 850  server.  Based  on  these  parameters  a  sess ion  i s  establ ished .  Based  on  the  role,  a  
subj ect sha l l  then  be  perm i tted  access  to  an  I EC 61 850  data  object  s impl y i f the  requ ired  
access  ri ght (of that data  object)  i s  associated  wi th  at l east one  of the  roles  used  in  the  
curren t session .  There  are  two  areas  i n  wh ich  access  con trol  shal l  be  appl i ed  accord ing  to  
IEC TS  62351 -8,  the  service-access-poin t  ( l og ical  device)  and  data  obj ects.  

Other e lements  are  described  i n  7 . 1 . 2 .  

6. 4 Relation sh ips  of Referen ce Arch itectu re  

6. 4. 1  Gen eral  

Relationsh ips  i n  the  con text of the  Reference Arch i tecture  mean  in teraction ;  an  in teraction  of 
two or more  functions  is  i nd icated  by a  connecting  l i ne  between  these  functions.  I n teraction  i s  
rea l i zed  by i n formation  exchange via  the  i n terfaces  of functions  and  communication :  
i n formation  exchange  between  e lements.   

Relationsh ips,  or i n teraction ,  between  e lements  can  be  explained  through  use  cases.  
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Transm ission  and  D istribution  domains  re lationsh ips  can  be  structured  as  fo l l ows:  

The  functions  of a  substation  au tomation  system  may be  a l l ocated  log ica l l y on  three  d i fferen t 
l evels  (station ,  bay/un i t ,  or process).  These  levels  are  shown  by the  l og ical  i n terpretation  of 

F igure  1 7  together wi th  the  log ical  i n terfaces  1  to  1 1 .  

 

Fi gu re  1 7  – Fu n ction s  of a  su bstati on  au tom ati on  system  al l ocated  l og i cal l y  
on  th ree  d i fferen t  l evels  (station ,  bay/u n i t,  or process)  

The i n terfaces  1 ,  3  to  6 ,  and  8  to  9  are  connecting  functions  of the  substation  au tomation  
system  ins ide  the  substation .  I n terface  1 0  represents  as  TCI  ( telecontrol  in terface)  the  
communication  of the  SA system  to  the  remote  con trol  cen tre,  i n terface  7  represents  as  TMI  
(te lemon i toring  i n terface)  the  communication  to  remote  eng ineering ,  mon i toring  and  
maintenance  places.  I n terface  2  represents  as  TPI  ( te leprotection  i n terface)  the  protection  
re lated  function  between  substations,  i n terface  1 1  represents  the  same for con trol  re lated  
functions.  

The  l i st  of i n terfaces  i s  described  as  fol low:  

•  I F1 :  protection-data  exchange  between  bay and  station  level  

•  I F2 :  protection-data  exchange between  substations.  Th is  i n terface  refers  both  to  analog  
data  e. g .  for l i ne  d i fferential  protection  and  b inary data  e. g .  for l i ne  d istance  protection  

•  I F3 :  data  exchange wi th in  bay l evel  

•  I F4 :  Current transformer (CT)  and  Vol tage  Transformer (VT)  instan taneous  data  transport 
(especia l l y samples)  from  the  process  to  the  bay l evel .  Th is  comprises  in  the  reverse  
d i rection  a lso  the  protection  trip  

•  I F5:  control -data  exchange  between  process  and  bay l evel  

•  I F6:  control -data  exchange  between  bay and  station  level  

•  I F7:  data  exchange  between  substation  ( l evel )  and  a  remote  eng ineer’s  workplace  

•  I F8:  d i rect data  exchange between  the  bays  especial l y for fast  functions  l i ke  i n terlocking  

•  I F9:  data  exchange  wi th in  s tation  l evel  

IEC  

International  Electrotechnical  Commission

 



I EC TR 62357-1 : 201 6  © I EC  201 6  – 37  –  

 

•  IF1 0:  con trol -data  exchange  between  the  substation  and  remote  control  cen tre(s)  

•  I F1 1 :  con trol -data  exchange between  substations.  Th is  i n terfaces  refers  to  bi nary data  e. g .  
for i n terlocking  functions  or i n ter-substation  au tomatics  

Figure  1 8  describes  the  I EC  61 850  communication  s tandards .  

 

Fi gu re  1 8  – I EC  61 850  rel ated  stan d ard s  

6. 4. 2  Com mu n i cation  in si de  su bstation  

IEC  61 850  Parts  1  to  1 0   

Communication  protocols ,  described  in  F igure  1 9,  can  be  used  e i ther:   

•  With in  the  substation ,  I EC 61 850-8-1   (for any ki nd  of data  fl ows  except sample  values)  
and  I EC  61 850-9-2  (for sample  values)  are  used  to  support the  se lected  set of H igh  l evel  
use  cases.  I EC  TR 61 850-90-4  provides  network eng ineering  gu idel ines  for 
communication  i ns ide  a  substation  (au tomated  Med ium  Vol tage/Low Vol tage  MV/LV 
substations  are  not real l y covered  yet).  I EC 61 850  mostl y replaces  the  former I EC  60870-
5-1 03,  used  for connecting  protection  re lays.  I n  the  speci fic case  of au tomated  MV/LV 
substations,  commun ications  are  more  commonl y based  on  i ndustria l  networks.   

G_SGCG_Standards_Report_V3. 1 . pdf,  8 . 2 . 1  (Substation  Au tomation  System  for 
Transm ission  and  D istribu tion)  describes  re lated  s tandards.  
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Fi gu re  1 9  – Com mu n i cation  in si de  su bstation  

6. 4. 3  Com mu n ication  between  su bstati on s    

Horizon tal  commun ications  may re l y on  I EC  TR 61 850-90-5  (fu l l  mapping  over UDP)  or 
I EC TR 61 850-90-1  (tunnel l i ng)  or I EC TR 61 850-90-1 2  (wide  area  network eng ineering  
gu idel i nes)  as  described  i n  F igure  20.  

With  existing  and  new appl ications  i n  the  fie l d  of the  power system  operation  and  protection ,  
the  requ irement to  exchange  standard ized  i n formation  d i rectl y between  substations  i ncreases.  

I EC 61 850  shal l  be  the  bas is  for th is  i n formation  exchange.  I EC  61 850  provides  the  bas ic 
features  to  be  used  for that i n formation  exchange,  however,  some extensions  to  I EC 61 850  
may be  requ ired .   

 

Figu re 20  – Com mu n ication  between  su bstation s  
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The  use  cases  are:  

•  D is tance  l i ne  protection  wi th  perm iss ive  overreach  te le-protection  scheme  

•  D is tance  l i ne  protection  wi th  b locking  te le-protection  scheme  

•  D i rectional  comparison  protection  

•  Transfer/D irect  tripping  

•  I n terlocking  

•  Mu l ti -phase  au to-reclos ing  appl ication  for para l l e l  l i ne  systems  

•  Current  d i fferen tia l  l i ne  protection  

•  Phase  comparison  protection  

There  are  other appl ications  of wh ich  the  requ i rement for communication  is  a lmost the  same 
as  the  requ i rement for cu rrent d i fferen tia l  protection :  

•  Fau l t l ocator system  (2,  3  term inals)  

•  System  i n tegri ty protection  schemes  (S IPS)  

•  Real  time  pred icti ve  generator shedd ing  

•  Ou t-of-step  detection  

•  Synchrophasors  

•  Remed ial  action  schemes  (RAS)  

Refer to  I EC  61 850  ind icated  documents  for other use  cases.   

6. 4. 4  Com mu n ication  to  su pport  d istribu ted  au tom ati on  alon g  th e feed er 

Med ium  vol tage  feeders  are  l argel y impacted  by the  i n troduction  of renewable  and /or 
i n term i ttent sources,  especia l l y i n  l ow vol tage.  Th is  l eads  to  many new requ i rements  such  as:  

•  Vol tage  management a long  the  feeder (possib l y down  to  LV)  

•  VAR management 

•  Anti - is land ing  au tomation  

•  (au tomatic  or sem i -automatic)  Fau l t  l ocation ,  i so lation  and  service  restoration   

Th is  appears  to  be  an  i ncreas ing  usage  of I EC 61 850;  wel l  su i ted  to  meet these  requ i rements.  
The  upcom ing  I EC  TR 61 850-90-6 1 0  wi l l  depict the  possib le  usage  of I EC 61 850  i n  that fie l d  
(associated  to  some proposed  I EC  61 850  data  model  extens ions  to  fu l l y support th is  
appl ication  fi el d )  

6. 4. 5  Com mu n i cation  between  su bstation  an d  con trol  cen tres  an d  between  con trol  
cen tres  

6. 4. 5.1  Gen eral  

Figure  21  describes  the  te lecontrol  and  con trol  standards  used  for equ ipment and  systems:  

___________ 

1 0 Under preparati on .  Stage  at  the  time  of publ i cati on :  I EC/PWI  61 850-90-6: 201 6.  
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Figu re 21  – I EC  61 850  Tel econ trol  an d  con trol  equ i pm en t  an d  systems  rel ated  stan dard s  

6. 4. 5.2  Com mu n i cati on  between  su bstation  an d  con trol  cen tres  

Conven tional l y,  vertical  communications  re l y on  I EC  60870-5-1 01  or I EC 60870-5-1 04   
(see  F igure  22) .   

Fu ture  vertical  commun ication  may rel y on  I EC TR 61 850-90-2  (gu idel i ne  for us ing  I EC 61 850  
to  con trol  centres)  to  provide  a  seam less  arch i tecture,  based  on  I EC  61 850.  

A new mapping  of I EC  61 850  over the  web services  technology ( I EC 61 850-8-2) 1 1  i s  under 
speci fication ,  i n  order to  en large  ( in  securi ty)  the  scope of appl ication  of I EC  61 850  outs ide  
the  substation ,  wh i l e  faci l i tati ng  i ts  deployment.   

I EC TR 61 850-90-1 2  (wide  area  network eng ineering  gu idel ines)  and  associated  use  cases  
shal l  a lso  be  cons idered .  

___________ 

1 1  Under preparati on .  S tage  at  the  time  of publ i cati on :  I EC/ACDV 61 850-8-2 : 201 6.  
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Fi gu re  22  – Com mu n ication  between  su bstati on  an d  con trol  cen tres  

6. 4. 5.3  Com mu n i cation  between  con trol  cen tre  

IEC  TR 60870-6 Telecon trol  Appl i cati on  Servi ce  El em en t TASE. 2  

G_SGCG_Standards_Report_V3. 1 . pdf,  8 . 2. 3  (Energy Management System  EMS SCADA 
System),  8. 3. 3  (Advanced  D istribu tion  Management System),  8. 7. 2  (Trad ing  System)  refers  to  
IEC 60870-6-503  (see  F igure  23) .   

I EC TR 61 850-90-1 2  (wide  area  network eng ineering  gu idel ines)  and  associated  use  cases  
shal l  a lso  be  cons idered .  

 

Fi gu re 23  – Com mu n i cati on  between  con trol  cen tre  
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6. 4. 6  Com mu n icati on  at  th e  en terpri se l evel  

6. 4. 6. 1  G en eral  

Figu re  24  describes  the  communication  s tandards  used  at the  enterprise  level :  

 

Figu re 24 – CIM  Commu n ication  l ayer stan d ard s  

Other commun ication  standards  such  as  I EC  62541  can  a lso  be  used .  

6. 4. 6.2  Com mu n ication  in si de  con trol  cen tres  (Di stri bu tion  M an ag em en t 
System DM S,  EM S)  

•  I EC  61 970  Transm ission  

•  I EC  61 968  D istribu tion  

•  I EC 62325 Market  

Th is  commun ication  wi l l  l everage  I EC 61 968-1 00.  

IEC 61 968-1 00  speci fies  an  implementation  profi l e  for the  appl ication  of the  other parts  of 
IEC 61 968  us ing  common  i n tegration  technolog ies,  i ncl ud ing  JMS and  web services.  Th is  
I n ternational  Standard  a l so  provides  gu idance wi th  respect to  the  use  of Enterprise  Service  
Bus  (ESB)  technolog ies .  Th is  provides  a  means  to  derive  in teroperable  implementations  of 
IEC 61 968-3  to  I EC  61 968-9.  At the  same time,  th is  I n ternational  Standard  can  be  l everaged  
beyond  i n formation  exchanges  defined  by I EC 61 968,  such  as  for the  i n tegration  of market 
systems  or general  enterprise  in tegration .  
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6. 4. 6.3  Com mu n i cation  from  con trol  cen tre  / tradi n g  system  to  a  m arket  pl ace  

•  I EC  62325  

I EC TS  62325-503  i s  one  of the  I EC  62325 series  wh ich  define  protocols  for deregu lated  
energy market communications.  

The  pri ncipal  obj ecti ve  of the  I EC  62325 series  of standards  i s  to  produce standards  wh ich  
faci l i tate  the  in tegration  of market appl ication  software  developed  i ndependentl y by d i fferen t 
vendors  i n to  a  market management system ,  between  market management systems  and  
market participant systems.  Th is  i s  accompl ished  by defin ing  message  exchanges  to  enable  
these  appl ications  or systems  access  to  publ ic data  and  exchange i n formation  i ndependent of 
how such  i n formation  is  represented  in ternal l y.   

CIM  speci fies  the  bas is  for the  semantics  for the  message  exchange,  as  shown  i n  F igure  25.   

 

Fig u re 25  – Com mu n i cation  from  con trol  cen tre  / trad i n g  system  to  a  m arket pl ace  

6. 4. 7  Com mu n icati on  to  con n ect DERs (see  F i gu re  26)  

•  I EC 61 850-7-420  

•  I EC 62746  

•  I EC 61 400-25  

•  I EC TR 61 850-90-1 5 1 2   

G_SGCG_Standard_Report_v3. 1 ,  8. 4  presents  the  DER Operation  System  and  re lated  
standards.  

___________ 

1 2 Under preparati on .  S tage  at  the  time  of publ i cati on :  I EC/PWI  61 850: 201 6.  
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Figu re 26  – Com mu n ication  to  con n ect DER 

6. 4. 8  Com mu n ication  to  or wi th in  power p l an ts  (h yd ro,  g as,  th erm al ,  win d)  (see  
Figu re  27)  

•  I EC 61 850-7-41 0  and  I EC TR 61 850-7-51 0   

•  I EC  61 970  

•  I EC  61 400-25  

Other re lationsh ips  concepts  are  described  i n  7. 1 . 3.  

 

Fi gu re 27  – Com mu n i cation  to/or wi th i n  power plan ts  
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6. 5  Secu ri ty stan d ard  lan dscape  for Referen ce  Arch i tectu re  

6. 5. 1  Gen eral  

A securi ty arch i tecture  provides  a  framework and  gu idance  to  support  the  re l i ab le  operation  of 
power systems coping  wi th  techn ical ,  phys ical ,  and  organ izational  securi ty requ i rements  
appropriate  for the  target use  case.  I t  uses  appropriate  securi ty controls  wi th  the  goal  to  
main tain  the  system 's  qual i ty attribu tes  l i ke  confiden tia l i ty,  i n tegri ty,  avai l ab i l i ty,  accountabi l i ty 
and  assurance.  Appropriate  securi ty controls  are  typical l y determ ined  by a  ri sk and  threat  
anal ys is  of the  target system  based  on  techn ica l  and  bus iness  re lated  assets.  F igure  28  
provides  an  abstract  view on  the  d i fferent  facets  of a  generic  securi ty arch i tecture.  

 

Fi gu re  28  – G en eri c secu ri ty arch i tectu re  

As shown ,  a  securi ty arch i tecture  typica l l y not on l y comprises  techn ical  means  such  as  the  
appl ication  of ded icated  securi ty measures,  securi ty protocols  or securi ty options  in  
communication  protocols  to  secure  power system  enti ties  or the  commun ication  network.  I t  
a lso  describes  operational  gu idel i nes  cons idering  the  avai lable  techn ical  base  as  wel l  as  the  
personnel  control l ing  the  power systems.  Moreover,  i n teractions  wi th  existi ng  (securi ty)  
i n frastructures  also  affect overa l l  system  securi ty.  Most importan tl y cyber securi ty must not 
i n terfere  wi th  the  securi ty of the  power system .   

F igu re  29  maps  the  generic  securi ty arch i tectu re  to  a  se lection  of securi ty standards  and  
gu idel i nes  wh ich  are  appl icable  to  power system  management.  
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Fi gu re 29  – Arch i tectu re of key power system  man ag em en t  
secu ri ty stan dard s  an d  gu i d el in es   

The fol l owing  notation  is  used  i n  F igure  29:  

•  Gu idel ine:  Documents  provide  gu idel i nes  and  best practice  for securi ty implementations.  
Th is  may a lso  comprise  pre-requ isi tes  to  be  avai l able  for the  implementation .   

•  Requ i rement:  Documents  contain  generic requ i rements  for products ,  solu tions  or 
processes.  No  implementation  speci fi ed .  

•  Real i zation :  Documents  define  implementation  of securi ty measures  (speci fic real i zations).  
Note  i f d istinction  poss ib le,  the  level  of detai l  of the  document ra ises  from  left to  righ t s i de 
of the  column.   

•  Vendor:  Documents  address  techn ical  aspects  re levant for products  or components  

•  I n tegrator:  Documents  address  i n tegration  aspects,  wh ich  have  impl ications  on  the  
techn ical  design ,  are  re levant for vendor processes  (requ i re  certain  features  to  be  
supported),  or requ ire  product i n teroperabi l i ty (e. g . ,  protocol  implementations) .   

•  Operator:  Documents  address  operational  and /or procedural  aspects ,  wh ich  are  main l y 
focused  on  the  service  rea l i zation  and  provis ion ing  on  an  operator s i te.  

Table  2  i ncludes  key s tandards,  speci fications,  and  gu idel i nes  from  ISO/I EC,  I ETF,  N I ST,  and  
NERC wh ich  are  important for developing  securi ty for power system  management:  
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Table  2  – Stan d ard s  G u idel i n es  

Bas e  Stan d ard  /  
G u i d el i n e  

Descri pti on  

I EC 62351  
Power systems  management  and  associated  i n formation  exchange  – Data  and  
commun ications  securi ty,  fu rther d etai l s  below 

I EC 62443  

I ndustri al  commun ication  networks  – Network and  system  securi ty,  here  main l y 
Part  3-3  and  Part  4-2  are  referenced ,  wh ich  defi ne  securi ty l evel s  and  appropri ate  
securi ty measu res  for the  d i fferen t securi ty l eve l s  on  system  and  component 
l evel s .  

I EC 62056  
E lectri ci ty meteri ng  – Data  exchange  for meter read i ng ,  tari ff and  l oad  con trol ,  
contains  a l so  securi ty measures  on  appl i cation  l ayer to  protect  the  confi den tia l i ty 
of commun icated  data   

I SO/IEC 27002  
I n formation  Technology — Securi ty techn i ques  — Code  of practi ce  for i n formation  
securi ty management addresses  the  appl i cation  of the  I SMS  

I SO/IEC 2701 9  
I n formation  Technology — Securi ty techn i ques  — I n formation  securi ty 
management gu i del i nes  based  on  I SO/IEC 27002  for process  con trol  systems  
speci fi c  to  the  energy u ti l i ty i ndustry  

I SO/IEC 1 9790  
I n formation  technol ogy – Secu ri ty techn i ques  – Securi ty requ i rements  for 
cryptog raph ic  modu les  descri bes  speci fi c  requ i rements  for the  implementation  of 
cryptog raphy,  wh ich  may be  used  for certi fi cation   

I SO/IEC 1 5408  
I n formation  technol ogy – Secu ri ty techn i ques  – Eval uati on  cri teri a  for I T  securi ty 
to  be  used  i n  the  context of common  cri teria  certi fi cation  

I SO/IEC 1 8045  
I n formation  technol ogy – Secu ri ty techn i ques  – Eval uati on  cri teri a  for I T  securi ty 
to  be  used  i n  the  context of common  cri teria  certi fi cation  

I EEE  1 686  
I n te l l i gen t E lectron ic Devices  Cyber Securi ty Capabi l i ti es  describes  securi ty 
capabi l i ti es  to  be  supported  i n  fi e l d  devices  u ti l i zed  i n  Energy Au tomation  

I ETF  RFC 5246  
The  Transport  Layer Secu ri ty (TLS)  Protocol  d escribes  a  securi ty protocol  above  
TCP/IP  bu i l d i ng  the  base  for many protection  opti ons  i n  I EC 62351  

I ETF  RFC 5934  
Trust  Anchor Management Protocol  – TAMP describes  a  protocol  for the  
management of trust  anchors  l i ke  root  certi fi cates  ( l i s ts)  on  I EDs  

I ETF  RFC 6407  
The  Group  Domain  of I n terpretation  describes  a  g roup  based  key management 
protocol  provid i ng  cryptog raph i c  key material  i n  mu l ti cast  commun ication  

I ETF  RFC 6960  
On l i ne  Certi fi cate  S tatus  Protocol  – OCSP  supports  the  query of the  revocation  
state  of speci fi c  X. 509  certi fi cates  

I ETF  RFC 7030  
Enrolment over Secure  Transport  i s  a  protocol  used  to  app ly for and  d i stri bu te  
certi fi cates  

d raft-nu rse-scep  

S imple  Certi fi cate  En ro lment Protocol  – SCEP i s  a  protocol  u sed  to  appl y for and  
d i s tri bu te  RSA certi fi cates   

Note  that  the  cu rrent  d raft  i s  h i stori c  and  there  are  attempts  to  provi de  a  h i stori c  
RFC for SCEP  to  be  able  to  reference  th i s  protocol  from  other standards.  Th i s  
work targeti ng  the  h i stori c  RFC  i s  done  as  new d raft  “d raft-gu tmann-scep-00. txt” .  

d raft-weis-gdoi - i ec62351 -9   
I EC  62351  Secu ri ty Protocol  support  for GDOI  provi des  necessary enhancements  
to  the  g roup  based  key management  i n  the  con text of energy au tomation .  

N I ST I R 7628  Gu idel i nes  for Smart  Gri ds  Cyber Secu ri ty  

NERC – CIP   North  American  E lectri c  Rel i ab i l i ty Corporation  – Cri ti cal  I n frastructure  Protection  

CIGRE  – TB  427  The  Impact  of Implementi ng  Cyber Securi ty Requ i rements  us i ng  I EC 61 850  

CIGRE  WG  D2. 31  61 5  Securi ty arch i tectu re  pri ncip l es  for d i g i tal  systems  i n  E lectri c  Power U ti l i ti es  

CIGRE  JWG  B5/D2. 46  603  
APPLICATION  AND  MANAGEMENT OF  CYBERSECURITY MEASURES  FOR 
PROTECTION  AND  CONTROL  SYSTEMS  

 

6. 5. 2  Evolvi n g  secu ri ty requ i rem en ts  for power system  m an ag em en t  

I n  add i tion ,  the  trad i tional  methods  of operating  the  power system  have  changed  s i gn i fican tl y 
over the  last decades.  The  energy market has  imposed  new threats  as  sto len  in formation  on  
competi tors  can  fi nancia l l y benefi t market participants  and  possib l y d is rupt power system  
operations.  The  fl uctuations  caused  by renewable  energy sources  requ i re  more  precise  
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forecasting  and  coord ination  of generation  across  wider terri tories.  DER are  owned  and  
operated  by non-uti l i ty parties  whose primary i n terests  may not be  re l iable  and  efficien t gri d  
operations,  and  yet these  DER systems must sti l l  be  mon i tored  and  coord inated  through  
widespread  I n formation  and  Communication  Technolog ies  I CT faci l i ti es.  Terrorism  for pol i tical  
ga in  and  i n frastructure  destruction  is  a lso  a  g reater threat.  Some of these  threats  and  attack 
vectors  are  i l l ustrated  i n  F igure  30 .  
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Fig u re 30  – Typi cal  cyber secu ri ty req u i rem en ts,  th reats,   
an d  possibl e  attack tech n iqu es  

At the  same time,  cyber securi ty attackers  are  becom ing  increas ing l y soph isticated  i n  thei r 
abi l i ti es  to  in fi l trate  networks  and  ga in  access  to  sens i ti ve  systems.  Prime  examples  of recent 
cyber securi ty attacks  are  the  Stuxnet i n fi l tration  of I ran ian  uran i um  centri fuge  systems,  and  
the  cyber securi ty malware  named  “Dragonfl y”  wh ich  i n fected  many power p lants  worldwide,  
a l l owing  the  power p lant operational  data  to  be  mon i tored  by the  attackers,  wi th  the  poss ib i l i ty 
that the  attackers  m ight have  i ssued  control  commands  as  wel l .  

6. 5. 3  Resi l i en ce an d  secu ri ty  m easu res  for power system  operation s  

Because power system  operations  must be  24h/7days  and  i nvolve  widel y d ispersed  users  and  
equ ipment,  res i l i ence  i s  the  u l timate  securi ty requ irement.  Res i l i ency impl ies  that the  power 
system  cri tical  i n frastructure  i s  des igned  not on ly to  preven t mal icious  cyber and  phys ical  
attacks  and  i nadvertent  fa i l u res,  bu t a lso  to  cope  wi th  and  recover from  such  attacks  and  
fai l u res  i n  a  t imel y manner.  Therefore,  trad i ti onal  cyber securi ty techn iques  are  not a lways  
d i rectl y appl icable.  For example,  the  requ i rements  for Confiden tia l i ty,  I n tegri ty,  and  
Avai labi l i ty (CIA)  are  typ ical l y appl i ed  to  enterpri se  i n formation  systems  wi th  confidential i ty 
the  most importan t.  Heavy-du ty encryption  and  veri fication  techn iques  may cause  l ong  delays  
i n  exchang ing  i n formation ,  wh i le  breaches  of securi ty usual l y are  coun tered  by shu tting  down  
the  systems.  These  securi ty approaches  must be  replaced  wi th  more  appropriate  methods  for 
power system  operations.  

Res i l ience  requ i res  a  combination  of cyber securi ty and  power system  eng ineering  des ign  and  
procedures.  The cyber securi ty requ i rements  for Authen tication ,  Authorization ,  and  
Accountabi l i ty (the  3  As)  a long  wi th  I n tegri ty are  usual l y more  cri tical  than  the  trad i tional  CIA 
requ i rements.  Authen tication  ensures  that both  the  sender and  the  receiver of data  can  veri fy 
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each  other.  Au thorization ,  often  u ti l i zi ng  role-based  access  control  (RBAC),  i den ti fies  what 
pri vi l eges  are  ass igned  to  each  user (human  or software  appl ication).  Accountabi l i ty (also  
cal led  non-repud iation)  assures  that the  receiver of data  cannot deny receiving  that data,  or 
conversel y,  cannot cl a im  to  have  received  data  that they d i d  not receive.  I n tegri ty ensures  
that the  data  received  is  the  same as  the  data  sen t,  or i s  fl agged  as  not the  same.  Al though  
not as  cri tica l  to  most power system  operations,  confidentia l i ty may be  requ i red  for sensi ti ve  
data  such  as  fi nancial  or pri vate  i n formation .  Avai l ab i l i ty i s  more  l i kely to  be  provided  by 
power system  eng ineering  strateg ies  and  operations  than  by cyber means  (e . g .  through  
equ ipment redundancy,  au tonomous  device  operations,  in teroperable  rad io  and  
communications  technolog ies,  and  properl y tra ined  users).  

Defence- in -depth  i s  cri ti ca l  because  of the  l arge  variety of communication  methods  and  
performance  characteristics  that can  affect securi ty methods,  as  wel l  as  because  no  s ing le  
securi ty measure  can  coun ter a l l  types  of threats .  Defence- in-depth  can  be  described  as  the  
appl ication  of securi ty con trols  in  l ayers  and  at d i fferent l evels.  “Layers”  impl y mu l ti ple  
securi ty barriers  between  the  attacker and  the  target,  wh i l e  “ levels”  re late  to  the  d i fferent 
l evels  i n  the  communications  i n frastructure  underl ying  any cyber system  (transport,  
appl ication ,  etc. ) .  Th is  concept ensures  that i f one  securi ty barrier i s  broken  (for i nstance  the  
l ock on  a  door),  the  next l ayer may prevent the  attack (the  attacker does  not have  the  correct 
password)  or i t  may j ust deter the  attack unti l  i t  i s  detected  (such  as  vi deo  survei l l ance  or an  
a larm  noti fies  personnel  that an  excess  of passwords  have  been  attempted) .  

Defence- in-depth  a lso  may entai l  the  in terleaving  of cyber technolog ies  and  eng ineering  
designs.  For i nstance,  cyber securi ty measures  may prevent some but  not a l l  attacks  or 
fai l u res,  so  power system  eng ineering  shou ld  des ign  the  systems  to  cope  wi th  “successfu l ”  
attacks.  As  an  example,  cyber securi ty i n tegri ty technolog ies  may ensure  that the  data  is  not  
changed  between  sender and  receiver,  bu t cannot protect against i nval i d  data  being  sent:  
therefore,  the  receiver shou ld  a lso  veri fy that the  received  data  is  at  l east “reasonable”  and  
not dangerous.  

Some of the  threats  that are  seen  as  more  l i ke l y i n  typical  i n formation  technology systems are  
l ess  cri tical  for power system  operations,  wh i l e  others  are  more  cri tical .  Al though  importance  
of speci fic th reats  can  vary greatl y depend ing  upon  the  assets  being  secured ,  some of the  
more  cri tical  threats  are:  

•  I n d iscretions  by personnel  – employees  stick the i r passwords  on  their computer mon i tors  
or l eave  doors  un locked .  

•  Bypass  controls  – employees  turn  off securi ty measures,  do  not change defau l t 
passwords,  or everyone uses  the  same password  to  access  a l l  substation  equ ipment.  Or a  
software  appl ication  is  assumed  to  be  i n  a  secure  envi ronment,  so  does  not au then ticate 
i ts  actions.  

•  Au thorization  vio lation  – someone undertakes  actions  for wh ich  they are  not au thorized ,  
sometimes  because  of careless  enforcement of au thorization  ru les,  or due  to  masquerade,  
theft,  or other i l l egal  means.  

•  Man- in-the-m idd le  – a  gateway,  data  server,  communications  channel ,  or other non-end  
equ ipment i s  comprom ised ,  so  the  data  wh ich  i s  supposed  to  fl ow through  th is  m idd le  
equ ipment i s  read  or mod i fied  before  i t  i s  sen t on  i ts  way.  

•  Resource  exhaustion  – equ ipment i s  i nadvertentl y (or del iberatel y)  overloaded  and  cannot 
therefore  perform  i ts  functions.  Or a  certi ficate  expires  and  prevents  access  to  equ ipment.  
Th is  den ial  of service  can  serious l y impact a  power system  operator tryi ng  to  con trol  the 
power system .  

•  Replay – an  au then ticated  con trol  command  is  copied  when  i t  i s  sen t by an  operator to  a  
fie l d  device,  such  as  breaker tri p.  At  some l ater time,  th is  presumabl y au thenticated  but 
copied  command  is  sent again ,  thus  caus ing  an  undes i red  action  at that t ime.  
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6. 5. 4  Overvi ew an d  correl ati on s  of I EC  62351  secu ri ty stan d ard s  

The I EC 62351  series  of securi ty standards  addresses  speci fic securi ty requ i rements  i n  
speci fic parts  of the  I EC  Reference Arch i tectu re.  The  current I EC  62351  framework cons ists  
of the  standards  and  gu ide l i nes  shown  i n  Table  3 :  

Tabl e  3  – Overview of I EC  62351  stan dard s  

Part  Scope  

I EC TS  62351 -1 : 2007  Introduction  

I EC TS  62351 -2 : 2008  Glossary of terms 

I EC 62351 -3: 201 4  Security for profiles including TCP/IP provides  a  profi l i ng  of TLS  

I EC TS  62351 -4: 2007  

Security for profiles including MMS  provides  secu ri ty for profi l es  that  i ncl ude  the  
Manufactu ri ng  Message  Speci fi cation  (MMS)  ( I SO 9506),  i ncl ud ing  TASE.2  ( I CCP)  and  
I EC 61 850  for transport  l evel  securi ty (T-profi l e)  and  appl i cati on  l evel  secu ri ty (A-
Profi l e)  by u ti l i zi ng  I EC 62351 -3  for the  T-Profi l e  

NOTE  Th is  TS  i s  cu rren tl y bei ng  updated  

I EC TS  62351 -5  ed . 2 :  
201 3  

Security for IEC 60870-5 and derivatives provides  d i fferent  so l u ti ons  for the  serial  
vers ion  (primari l y I EC 60870-5-1 01 ,  as  wel l  as  parts  1 02  and  1 03)  and  for the  
networked  vers ions  ( I EC 60870-5-1 04  and  DNP  3)  by u ti l i zi ng  I EC 62351 -3  for the  T-
Profi l e  when  us ing  TCP  transport  

I EC TS  62351 -6: 2007  

Security for IEC 61850 profiles ,  profi l e  that  i ncl udes  the  MMS  protocol  runn ing  over 
TCP/IP  uses  I EC 62351 -3  and  I EC TS  62351 -4.  Add i ti ona l  I EC 61 850  profi l es  that  run  
over TCP/I P  (web  services  or o ther fu ture  profi l es )  wi l l  u se  I EC 62351 -3  p l us  possib le  
add i ti onal  securi ty measures  deve loped  by the  commun ications  i ndustry for 
appl i cation -l ayer securi ty (ou t-of-scope  for th i s  set  of s tandards).  

I EC TS  62351 -7: 201 0  

Objects for Network Management,  Ed i ti on  1  of I EC 62351 -7  deve loped  sets  of abstract 
NSM  data  objects,  bu t  d i d  not  map  these  to  any protocol ,  suggesti ng  that  l ater work 
wou l d  u ndertake  mappi ngs  to  the  I ETF’s  S imple  Network Management Protocol  
(SNMP)  and  I EC 61 850.  Th i s  wi l l  be  repl aced  by Ed i ti on  2  (fi rst  ed i ti on  i s  curren tl y at  
CCDV stage).  

NOTE  Th is  TS  i s  cu rren tl y bei ng  transformed  to  I n ternational  S tandard  s tatus  

I EC TS  62351 -8: 201 1  

Role-Based Access Control (with:  IEC TR 62351-90-1 :  Guidelines for Using Part 8 
Roles) ,  speci fi es  a  format for transm i tti ng  rol e  i n formation  for Role-based  Access  
Control  (RBAC)  i n  X. 509  publ i c  key and  attri bu te  certi fi cates  and  software  tokens  as  
wel l  as  a  mechan ism  to  fetch  th i s  i n formation ,  e . g . ,  from  LDAP  servers .  Add i ti onal l y,  
I EC TR 62351 -90-1  wi l l  address  the  defi n i ti on  of custom  roles  and  the  d i stri bu tion  of 
the  ro l e-to-ri gh t  mapping  i n formation .  

I EC 62351 -9   
( target)  

Key Management,  speci fi es  how to  generate,  d i s tri bu te,  revoke  and  hand l e  d i g i tal  
certi fi cates,  cryptog raph ic keys  to  protect d i g i ta l  data  and  commun icati on .  I t  a l so  
add resses  the  hand l i ng  of asymmetric  keys  (pri vate  keys  and  X. 509  certi fi cates),  as  
wel l  as  symmetri c  keys  (pre-shared  keys  and  sess ion  keys).  

NOTE  Under preparati on .  Stage  at  the  time  of publ i cati on :  I EC/CCDV 62351 -9: 201 6.  

I EC TR 62351 -1 0:  
201 2  

Security Architecture ,  provides  securi ty arch i tecture  gu i del i nes  for power systems  
based  on  essenti al  secu ri ty con trol s  

I EC 62351 -1 1  ( target)  
Security for XML Files,  provi des  a  mechan ism  to  au thenti cate  the  sou rce  of the  XML 
fi l es  l i ke  CIM  or SCL fi l es .  Al so  provided  i s  a  mechan ism  for tamper detection .  

I EC TR 62351 -1 2 : 201 6  

Resilience and Security Recommendations for Power Systems with DER,  provi des  
res i l i ency recommendations  that  recogn i ze  the  need  for i n teg rati ng  both  cyber secu ri ty 
techn iques  wi th  eng ineering/operati onal  s trateg ies  i n  order for power systems  wi th  
D i stri bu ted  Energy Resources  (DER)  systems  to  ach ieve  equal  or g reater res i l i ence  to  
attacks,  fa i l u res,  and  natu ral  d i sasters.  

I EC TR 62351 -1 3: 201 6  

Guidelines on  What Security Topics Should Be Covered in  Standards and 
Specifications,  provides  gu i del i nes  to  support  the  deve lopers  of s tandards  and  
speci fi cations  wi th  addressing  cyber securi ty at  the  appropriate  l evel  for thei r 
s tandard .  

I EC 62351 -1 4  (target)  

Cyber security event logging and reporting.  Speci fi es  techn ical  requ i rements  for 
l ogg ing  secu ri ty events:  transport,  l og  data  and  semantics,  such  as  how to  send  and  
recei ve  secu ri ty events  securel y,  rel i ab ly,  how to  forward  secu ri ty events  or l ogs,  how 
to  query l ogs,  etc.  Target  protocol  i s  sys log .  

NOTE  Th is  document  i s  bei ng  considered  
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Part  Scope  

I EC TR 62351 -90-1  
(target)  

Guideline for RBAC,  targets  speci fi cal l y the  defi n i ti on  of custom  roles  and  associated  
ri gh ts  as  wel l  as  the  d i stri bu tion  of th i s  i n formation  between  the  i n vol ved  en ti ti es .  

NOTE  Th is  document  i s  bei ng  considered  

I EC TR 62351 -90-2  
(target)  

Deep Packet Inspection :  I nvesti gation  of curren tl y avai l able  techn iques  to  eval uate  
thei r app l i cabi l i ty,  wi th  detai l ed  th reat ana lys i s  regard i ng  traffi c  i n j ection  i ssues  and  
the  cost  of implementation  i n  the  overal l  arch i tecture  

NOTE  Th is  document  i s  bei ng  considered  

I EC TR 62351 -1 00-1  
(target)  

Compl iance  testi ng  for I EC TS  60870-5-7  ( I EC 62351 -3  and  -5))  

 

There  i s  not  a  one-to-one  corre lation  between  the  I EC communication  standards  and  the  
I EC 62351  securi ty standards.  Th is  i s  because  many of the  commun ication  standards  rel y on  
the  same underl ying  standards  at d i fferent l ayers.  These  in terrelationsh ips  between  the  I EC  
communication  s tandards  and  the  I EC  62351  securi ty standards  are  i l l ustrated  i n  F igu re  31 .  

 

Fi gu re 31  – In terrel ati on sh ips  between  I EC  commu n i cation  stan dard s   
an d  I EC  62351  secu ri ty stan d ards  

More  deta i l ed  i n formation  about the  d i fferent  parts  of I EC  62351  is  provided  i n  D . 5. 2 .  

IEC  
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6. 6  Rel ation sh i ps  appl i ed  to  tel ecomm u n i cati on  

6. 6. 1  G en eral  

A secure,  re l i able  and  econom ic power suppl y is  closel y l inked  to  fast,  efficient and  
dependable  telecommun ications  services.  

A te lecommunications  service  is  any service  provided  by a  te lecommun ications  network 
through  a  te lecommunications  system .  A te lecommunications  system  is  a  co l lection  of 
i nd ividual  te lecommunications  networks  and  te lecommun ication  end  poin ts  capable  of 
i n terconnection  and  i n teroperation  to  form  an  i n tegrated  whole.  

The  p lann ing  and  implementation  of te lecommun ications  systems,  needed  to  support the  
expected  services  mentioned  above,  requ ires  the  same care  as  the  i nstal lation  of the  power 
suppl y system  themselves.   

One  way to  categorize  the  d i fferen t types  of te lecommunications  networks  i s  by means  of 
transm ission :  

•  Wireless:  commun ication  through  the  a i r  

•  Wire  l ine:  commun ication  through  cable  ded icated  to  te lecommun ications  services  

•  Powerl ine:  communication  through  cable  des igned  for e l ectric power transm iss ion ,  bu t 
used  for carrying  data  too.  

Wireless  communications  may have  to  comply wi th  local  or reg ional  regu lations  (such  as  the 
Telecommunication  D irecti ve  99/05/CE  for Eu rope and  FERC in  USA).   

For Smart Grids  commun ication  arch i tectu re/technology,  products  based  on  speci fications  
from  industry consortia  (e. g .  the  I ETF,  I EEE,  World  Wide  Web Consortium  W3C)  have  been  
deployed  widel y,  notabl y i n  the  area  of I P  protocols  and  web  services.  I n  the  below section ,  
the  l i s t  of standards/speci fications  takes  i n to  account the  ones  wh ich  fu l fi l  market 
requ irements .  

Depend ing  on  the  Smart Grids  target appl ications,  d i fferent types  of te lecommun ications  
networks  and  a lso  col l ections  of te lecommunications  networks  using  d i fferent transm ission  
technolog ies  may be  selected   i n  order to  transm i t  and  del i ver Smart Grids  data.  

The  fo l lowing  network types  cou ld  be  defined  for the  Smart Grids :  

•  (A)  I ndustria l  F ie l dbus  Area  Network 

network that in terconnects  process  con trol  equ ipment main l y i n  power generation  (bu lk  or 
d istribu ted)  in  the  scope  of Smart Grids.  

•  (B)  Subscriber Access  Network  

network that provides  general  broadband  access  ( i nclud ing  bu t  not l im i ted  to  the  i n ternet)  
for the  customer prem ises  (homes,  bu i ld ing ,  faci l i ti es).  They are  usual l y not part of the  
u ti l i ty i n frastructu re  and  provided  by commun ication  service  providers,  bu t  can  be  used  to  
provide  commun ication  service  for Smart Grids  systems covering  the  customer prem ises  
l ike  Smart Metering  and  Aggregated  prosumers  management.   

•  (C)  Home and  Bu i l d ing  i n tegration  bus  Network  

network that i n terconnects  home/bu i l d ing   commun icating  components  and  sub-systems  to  
form  a  home or bu i l d ing  management sub-system  or system  

•  (D)  Neighbourhood  network  

network at the  d istribu tion  l evel  between  d istribution  substations  and  end  users.  I t  i s  
composed  of any number of purpose-bu i l t  networks  that operate  at what i s  often  viewed  as  
the  “ l ast m i le”  or Neighbourhood  Network l evel .  These  networks  may service  metering ,  
d istribu tion  au tomation ,  and  publ ic i n frastructure  for e lectric veh icle  charg ing ,  for example.  
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•  (E)  Mu l ti -services  backhau l  Network 

network at the  d istribu tion  l evel  upper ti er,  wh ich  i s  a  mu l ti -services  ti er that in tegrates  the  
various  sub  layer networks  and  provides  backhau l  connectivi ty i n  two ways:  d i rectl y back 
to  control  cen tres  or d i rectl y to  primary substations  to  faci l i tate  substation  l evel  d istributed  
i n te l l i gence.  I t  a lso  provides  peer-to-peer connectivi ty or hub  and  spoke connectivi ty for 
d istribu ted  i n te l l i gence  i n  the  d istribution  level .  Th is  network may serve  Advanced  
Metering  or D istribution  Automation  types  of services.  

•  (F)  Low-end  i n tra-substation  network 

network i ns ide  secondary substations  or MV/LV transformer station .  I t  u sual l y connects  
Remote  Term inal  Un i t  RTUs,  ci rcu i t  breakers  and  d i fferent power qual i ty sensors.  

•  (G)  I n tra-substation  network 

network i nside  a  primary d istribu tion  substation  or i ns ide  a  transm iss ion  substation .  I t  i s  
i nvolved  i n  l ow l atency cri tica l  functions  such  as  te le-protection .  I n ternal l y to  the 
substation ,  the  networks  may comprise  from  one  to  th ree  buses  (system  bus,  process  bus,  
and  mu l ti -services  bus) .  

•  (H )  I n ter-substation  network 

network that i n terconnects  substations  wi th  each  other and  wi th  control  cen tres.  These  
networks  are  wide  area  networks  and  the  h i gh  end  performance  requ i rements  for them  can  
be  stringent  i n  terms  of l atency and  burst response.  I n  add i tion ,  these  networks  requ i re  
very flexib le  scalabi l i ty and  due  to  geograph ic chal l enges  they can  requ i re  m ixed  phys ical  
med ia  and  mu l tip le  aggregation  topolog ies.  System  con trol  ti er networks  provide  
networking  for SCADA,  SIPS,  even t messag ing ,  and  remote  asset mon i toring  te lemetry 
traffic,  as  wel l  as  peer-to-peer connectivi ty for te le-protection  and  substation- level  
d istribu ted  in te l l i gence.  

•  ( I )  I n tra-Control  Cen tre  /  I n tra-Data  Centre  network 

network i ns ide  two  d i fferen t types  of faci l i ti es  i n  the  u ti l i ty:  u ti l i ty data  centres  and  u ti l i ty 
con trol  centres.  They are  at the  same log ical  ti er l evel ,  bu t they are  not the  same 
networks,  as  con trol  cen tres  have  very d i fferen t requ i rements  for connection  to  real  t ime 
systems and  for securi ty,  as  compared  to  en terpri se  data  cen tres,  wh ich  do  not connect to  
rea l  time  systems.  Each  type  provides  connectivi ty for systems i nside  the  faci l i ty and  
connections  to  external  networks,  such  as  system  con trol  and  u ti l i ty t ier networks.  

•  (J )  Backbone Network 

i n ter-en terprise  or campus  networks,  incl ud ing  backbone I n ternet network,  as  wel l  as  in ter-
con trol  cen tre  networks. .  

•  (K)  Operation  Backhau l  Network 

networks  that can  use  publ ic or pri vate  i n frastructures,  mostl y to  support remote  operation .  
They usual l y i n ter-connect network devices  and/or subsystems  to  the  “Operation  l evel ”  
over a  wide  area  (reg ion  or coun try).  

F igure  32  provides  a  mapping  of the  d i fferen t Smart Grids  networks  to  the  SGAM  model .  
Where  a  ci rcle  i s  tangent to  a  zone,  th is  means  that the  correspond ing  network type  can  
support the  i n terface  wi th  the  tangent  zone.  
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NOTE  1  These  areas  are  a  mappi ng  example  and  cannot  be  normative  to  a l l  bus iness  models .  

NOTE  2  I t  i s  assumed  that  sub-networks  depicted  i n  F i gu re  32  are  i n terconnected  (where  needed )  to  provide  end -
to-end  connecti vi ty to  appl i cations  they support.  VPNs,  Gateways  and  fi rewal l s  cou l d  provide  means  to  ensure  
network secu ri ty or vi rtual i zation .  These  secu ri ty measures  are  determ ined  based  on  a  th reat  and  ri sk ana lys i s  (see  
7. 6. 2).  

Figu re 32  – M appi n g  of com mu n ication  n etworks  on  SG AM  

6. 6. 2  Appl i cabi l i ty statem en t of com mu n i cation  tech n ol og i es  to  th e  Sm art G rid s  su b-
n etworks  

Table  4  provides  an  appl icabi l i ty statement i nd icating  the  standard ised  communication  
technolog ies  to  the  Smart Grids  sub-networks  depicted  i n  the  6 . 6. 1 .  The  choice  of a  
technology for a  sub-network i s  l eft to  implementations,  wh ich  need  to  take  i n to  account a  
variety of deployment constrain ts.  

Extracted  from  the  M .490  Methodology Working  Group WG  ( in  201 2)  and  the  CENELEC Set 
of Standards  WG ( in  201 4),  Table  4  provides  th is  i n formation :  

1 )  From  each  SDO,  a  certa in  l i st  of technolog ies  are  i n troduced ;  

2)  The  avai l able  SGAM  Communications  sub-networks  are  l i s ted ;  

3)  The  green  rectang le  i nd icates  what i s  currentl y mostl y used  (dark green  rectang le),  
poten tia l l y used  ( l igh t green  rectang le)  and  not used  (wh i te  rectang le).  

The  choice  of a  technology for a  sub-network i s  l eft to  implementations,  wh ich  need  to  take  
i n to  account  a  variety of deployment constra in ts .  
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Table  4  – Tech n ol og i es  covered  by SDOs  in  fu n ction  of SG AM  Com mu n i cati on s  Su b-N etworks  
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Com mu n ication  l ayer profi l es  

General l y a  profi l e  defines  a  subset of an  enti ty (e. g .  s tandard ,  speci fication  or a  su i te  of 
standards/speci fications) .  Profi les  enable  i n teroperabi l i ty and  therefore  can  be  used  to  reduce 
the  complexi ty of a  g i ven  i n tegration  task by:  

•  Selecting  or restricting  standards  to  the  essentia l l y requ i red  con ten t,  e. g .  removing  options  
that  are  not used  i n  the  con text  of the  profi l e  

•  By setti ng  speci fic  values  to  defined  parameters  (frequency bands,  metrics ,  etc. )  

A standard  profi l e  for communications  s tandards  may con tain  a  se lection  of communication  
capabi l i ties  appl icable  for speci fic deployment arch i tecture.  Furthermore  a  profi le  may define  
i nstances  (e. g .  speci fic  device  types)  and  procedures  (e . g .  programmable  log ics,  message 
sequences)  in  order to  support in teroperabi l i ty.  

I t  may a lso  provide  a  set of eng ineering  gu idel ines  to  ease  the  deployment of new 
technolog ies.  

6. 7  In teroperabi l i ty 

The Smart Grids  as  a  system  cannot be  eng ineered  from  the  ground  up.  I nstead ,  Smart Grids  
development i s  most l i kel y to  fo l l ow transformation  processes.  Th is  means  that business  
models  as  wel l  as  roles  on  one  hand ,  and  techn ical  components  and  arch i tectural  structures  
on  the  other hand ,  are  to  be  transformed  from  the  current “ legacy”  state  i n to  the  “Smart  
Grids” .  Due  to  the  scale  of the  system  and  i ts  econom ic importance,  fa i l u res  in  operation  and  
especial l y arch i tectural  and  functional  p lann ing  of the  system ,  poten tia l l y i nduce  h igh  costs.  I n  
order to  enable  a  wel l -structured  m igration  process,  the  requ i rements  for the  Smart Grids  and  
the  curren t system  have  to  be  decomposed  us ing  an  appropriate  model .  Al though  the  majori ty 
of Smart Grids  equ ipment i s  based  on  ( i n ter)national  or reg ional  standards,  th is  has  not 
resu l ted  i n  an  in teroperable  Smart Grids  i n frastructure  yet.  Th is  i s  partl y due  to  
m isunderstand ing  of what i n teroperabi l i ty means,  what can  be  expected  from  i t  and  what 
shou ld  be  done  to  real i ze  i t.  Key to  reach ing  Smart Grids  system  in teroperabi l i ty i s  through  
detai l ed  speci fications,  use  of standards  and  testi ng .  

Therefore,  as  more  and  more  ICT componen ts  are  being  connected  to  the  physical  e l ectrical  
i n frastructure,  i n teroperabi l i ty i s  a  key requ i rement for a  robust,  rel iable  and  secure  Smart 
Grids  i n frastructure.  The  way to  ach ieve  Smart Grids  system  in teroperabi l i ty i s  through  
system  speci fications,  th rough  use  of standards,  and  through  testi ng  under appl ications  of 
profi les .  

7 U se of Reference Archi tecture  

7. 1  G en eral  

The Reference Arch i tecture  for power system  in formation  exchanges  provides  a  gu idel ine  for 
users  (regu lators,  u ti l i ty,  vendor,  in tegrator,  s tandard ization  experts)  and  can  ass ist  i n  
design ing  i nd ividual  so lu tions  and  concepts  based  on  speci fic requ i rements .   

7. 2  Developm en t of En terprise  Arch i tectu re  

7. 2. 1  Gen eral  

The I EC Reference Arch i tecture  i s  a l i gned  wi th  the  Model  Driven  Arch i tecture  approach  as  
defined  by the  Object Management Group.   
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7. 2. 2  M odel  Driven  Arch i tectu re  

The MDA defines  an  approach  to  I T  system  speci fications  that separates  the  speci fications  of 
system  functional i ty from  the  speci fications  of the  implementation  of that  functional i ty on  a  
speci fic technology p latform .  To  th is  end ,  the  MDA defines  an  arch i tecture  for models  that 
provides  a  set  of gu idel i nes  for structuring  speci fications  expressed  as  models.  

The  MDA approach  and  the  s tandards  that support i t  a l l ow the  same model  speci fying  system  
functional i ty to  be  rea l i zed  on  mu l tip le  platforms through  auxi l i ary mapping  standards,  or 
through  poin t mappings  to  speci fic  p l atforms,  and  a l l ow d i fferen t appl ications  to  be  in tegrated  
by expl ici tl y re lating  thei r models,  enabl ing  i n tegration  and  i n teroperabi l i ty and  supporting  
system  evolu tion  as  p latform  technolog ies  come and  go.  

As  expla ined  in  MDA Gu ide  rev.  2 . 0 ,  “MDA provides  an  approach  for deriving  value  from  
models  and  arch i tectu re  in  support of the  fu l l  l i fe  cycle  of phys ica l ,  organ izational  and  I . T.  
systems" 1 3.  The  MDA approach  represents  and  supports  everyth ing  from  requ i rements  to  
business  model l i ng  to  technology implementations.  By us ing  MDA models,  abi l i ty to  better 
deal  wi th  the  complexi ty of l arge  systems  and  the  i n teraction  and  col laboration  between  
organ izations,  people,  hardware,  software  is  g iven .  

The  primary feature  of MDA wh ich  enables  us  to  deal  wi th  complexi ty and  derive  va lue  from  
models  and  model l i ng  i s  defi n ing  the  structure,  semantics,  and  notations  of models  us ing  
i ndustry standards  – models  conform ing  to  these  standards  are  “MDA Models .   MDA models  
can  then  be  used  for the  production  of documentation ,  acqu is i ti on  speci fications,  system  
speci fications,  technology artefacts  (e. g .  “source  code”)  and  execu table  systems. ”  

7. 2. 3  The  Open  Grou p  Arch i tectu re  Fram ework 

The Open  Group Arch i tecture  Framework (TOGAF)  is  a  framework for en terprise  arch i tecture  
wh ich  provides  an  approach  for des ign ing ,  p l ann ing ,  implementing ,  and  govern ing  an  
en terprise  in formation  technology arch i tecture .  TOGAF is  a  h i gh  l evel  approach  to  design .  I t  i s  
typical l y model l ed  at  four l evels:  Bus iness,  Appl ication ,  Data,  and  Technology.   

TOGAF is  based  on  the  Arch i tecture  Development Method  (ADM)  shown  Figure  33.  

___________ 

1 3 A “System”,  i n  th i s  context,  i s  any arrangement  of parts  and  thei r i n terrel ationsh ips ,  working  together as  a  
whol e.  Th i s  i s  i ncl us ive  of desi gns  at  a l l  l eve l s  such  as  an  en ti re  en terpri se,  a  process,  i n formation  structu res  
or I T  systems.  
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Figu re 33  – U se  of Referen ce  Arch i tectu re  i n  TOG AF  

7. 3  H ow to  evolve  from  a  Presen t U ser Arch i tectu re to  Referen ce Arch itectu re  

The Reference  Arch i tecture  for power system  in formation  exchanges  can  ass ist users  
(regu lators,  vendor,  u ti l i ty,  and  i n tegrator,  s tandard ization  experts)  i n  evolving  from  thei r 
curren t arch i tecture  to  their target arch i tecture .  I t  can  assist i n  i denti fying  d i fferences  between  
the  current state  and  the  target  state  and  help  to  i den ti fy m igration  steps.   

I n  the  TOGAF Arch i tectu re  Development Method  the  activi ties  that the  Reference Arch i tecture  
for power system  i n formation  exchanges  can  ass ist wi th  are:  

Phase  A – Arch i tecture  Vis ion .  Adopt an  arch i tecture  pri ncip le  that i nd icates  the  a l l  
proj ects  must use  s tandards.  

Phase  B  – Business  Arch i tecture.  Develop  Bus iness  Use  Cases  

Phase  C  – I n formation  systems  arch i tecture.  Projects  can  use  the  Reference Arch i tecture  
for power system  in formation  exchanges  to  i den ti fy wh ich  standards  to  use  i n  thei r 
i n formation  systems.  Develop  System  Use  Cases  associated  to  Business  Use  Cases.  

Phase  D  – Technology arch i tecture  Projects  can  use  the  Reference Arch i tecture  for power 
system  in formation  exchanges  to  i denti fies  wh ich  standards  to  use  i n  thei r technology 
arch i tecture  

7. 4  Exampl e:  h ow to  m ap a  u se case u sin g  Referen ce  Arch itectu re  

7. 4. 1 . 1  Gen eral  

A common  use  case  wh ich  is  to  con trol  and  mon i tor a  ci rcu i t  breaker wi th in  a  SCADA System  
us ing  CIM  is  presented  hereafter.  

7. 4. 1 .2  CIM  ci rcu i t  breaker appl i cati on  vi ew 

A CIM  appl ication  wi l l  be  able  to  model  the  E lectri cal  Network using  CIM  in formation  model .  A 
ci rcu i t  breaker model  i s  i l l ustrated  i n  F igure  34 :  
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Fi gu re 34 – CIM  circu i t  breaker appl i cation  vi ew 

Accord ing  to  defi n i ti on  IRM  NO-NMON  (Network Operation ,  Network Mon i toring )  system  
provides  the  means  for supervis ing  main  substation  topology (breaker and  swi tch  state)  and  
NO-CTL provides  the  mean  to  con trol  equ ipment status .  Two of i ts  abstract components ,  
"Network state  supervis ion“  and  “Swi tch ing  action  supervis ion” ,  a l l ow the  mon i toring  and  
operation  of a  ci rcu i t  breaker.  

Two typica l  message  types  wi l l  be  exchanged  between  abstract componen ts  such  as  the  one  
shown  i n  Table  5 :  
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Tabl e  5  – M essag e types  

NO-NMON  NO-CTL  Create  
Control  

Request for SCADA-commanded  operation  of swi tches  for 
execution  of swi tch ing  pl an .  

Payload  

– Swi tch  I D  (PSR mRID)  

– Affected  Phases  

– Swi tch  Action  (open  or cl ose)  

NO-CTL  NO-FLT Created  
D iscreteMeasurement  

Noti fi cation  of d evice  s tatus  change  due  to  executi on  of 
swi tch i ng  operati ons.  

Payload :  

– Device  I D  

– S tatus  of Device  (phases  on )  

– Time  of Operati on  

– Person  who performed  operation  (crew member or 
operator)   

 

The Con trol  Message  type  a l lows  chang ing  the  Swi tch  pos i ti on  whereas  the  
DiscreteMeasurement message a l lows  noti fying  the  status  of the  swi tch .  

At the  Enterprise  l evel  the  appl ication  wi l l  communicate  these  message types  accord ing  to  
61 968-1 00.  

At  the  Network Operation  l evel ,  the  NO-NMON  Network state  supervis ion  /NO-CTL Swi tch ing  
action  supervis ion  abstract components  wi l l  i n teroperate  wi th  a  real  device  wh ich  wi l l  be  
model l ed  us ing  I EC 61 850  model l ing  concepts  as  described  in  7. 4 . 1 . 3 .   

The  NO-MON/NO-CTL abstract components  (equ ivalent of SCADA System)  wi l l  i n teroperate  
wi th  the  Swi tch ing  device  us ing  a  communication  protocol .  See  6. 4. 5. 2 .  

7. 4. 1 .3  Ci rcu i t  breaker wi th in  su bstati on  wi th  I EC  61 850  

A sample  operation ,  i l l ustrated  i n  F igure  35,  i s  to  swi tch  a  ci rcu i t breaker.  An  operator at a  
remote  Human  Mach ine  I n terfaces  (HMI )  wan ts  to  remotel y swi tch  the  ci rcu i t  breaker.  The  
HM I  computer and  the  ci rcu i t  breaker have  to  operate  together ( i n teroperate) .  F i rst,  the  
computer needs  to  know what in formation  i t  has  to  transm i t to  the  I ED  representing  the  ci rcu i t 
breaker (normal l y ca l l ed  the  “process  i n terface”) .  Second l y,  i t  has  also  to  know the  name of 
th is  I ED  (for example  “Ci rcu i tbreaker1 ”)  and  how to  address  the  I ED.  Both  the  HMI  computer 
on  the  l eft s ide  and  the  I ED  “Circu i tbreaker1 ”  on  the  righ t s ide  are  connected  to  a  common  
communication  network.  The  HMI  sends  a  control  command  to  the  “Circu i tbreaker1 ”  to  swi tch  
the  pos i ti on  of the  breaker (close  the  breaker) .  After swi tch ing  is  completed ,  the  in terfaces  
IED  may ( i f configured)  send  a  report to  the  HM I  computer i nd icati ng  that the  swi tch  posi tion  
has  changed .  

D i fferen t users  may name the  ci rcu i t  breaker d i fferentl y:  one  may use  “Ci rcu i tbreaker1 ” ,  
another may choose  “CBK-2”.  I EC 61 850-7-4,  based  on  the  approach  described  in  I EC  61 850-
5,  standard ises  many abbreviated  names  for substation  functions  and  re lated  equ ipment.  The  
standard ised  name for a  ci rcu i t  breaker i s  XCBR.  Th is  name may be  accompan ied  by a  suffix 
and  a  prefix:  "Q1 XCBR1 "  (for nam ing  conventions,  see  I EC  61 850-7-2).  
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Figu re 35 – Real  worl d  devi ces  

The re lations  between  parts  of the  I EC 61 850  series  to  operate  a  ci rcu i t breaker are  shown  i n  
F igu re  36:  
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Fi gu re  36  – Operate  a  ci rcu i t  breaker wi th  I EC  61 850  

7. 4. 1 .4  IEC  61 850  Profi l i n g  

Figure  37  shows the  l og ical  node  class  XCBR  as  i t  i s  defined  in  I EC  61 850-7-4.  There  are  
several  data  i tems  defined  as  being  mandatory (M)  other data  are  defined  as  being  optional  
(O).  

A log ical  node  (XCBR)  of a  device  model  i s  speci fied  wi th  a  SCL fi l e .  By defin i ti on ,  a l l  
mandatory data  defined  i n  the  class  defined  i n  I EC 61 850-7-4  are  used  by the  l og ical  node  in  
the  device  model .   
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XCBR

Basic LN Data

Mod (O)

Beh (M)

Health (O)

NamPlt (O)

Loc (M)

OpCnt (M)

EEHealth (O)

EEName (O)

Controllable Data

Pos (M)

BlkOpn (M)

BlkCls (M)

ChaMotEna (O)

Metered Data

SumSwARs (O)

Status Data

CBOpCap (O)

POWCap (O)

MaxOpCap (O)

IEC 61 850-7-4 Compatible LN

XCBR

Basic LN Data

Mod

Beh

Health

NamPlt

Loc 

OpCnt 

EEHealth

EEName 

Controllable Data

Pos 

BlkOpn

BlkCls

ChaMotEna

Metered Data

--

Status Data

CBOpCap

--

--

SA device model LN

selected  by SCL

SCL File
XCBR
- Al l  mandatory

+

- EEHealth

- EEName

- ChaMotEna

. . .

Details of Pos 

see Figure C.2
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Fi gu re 37  – SCL for LN s  

The SCL needs  to  l i st  a l l  data  to  be  used  in  the  device  model .  Three  optional  data  i tems  are  
selected  i n  the  example  (EEHeal th ,  EEName,  and  ChaMotEna).  

The  SCL  a lso  needs  to  l i st the  optional  data  attributes  of each  data  se lected .  

At the  l og ical  node  l evel ,  the  SCL shal l  l i st  the  names  of the  mandatory and  optional  data.  The  
SCL for the  data  requ ires  the  l i st of mandatory and  optional  data  attribu tes  as  wel l  as  the  
i n i tia l i sation  (configuration)  values  for several  data  attribu tes.  

The  SCL fi l e  i n  F igure  38  shows wh ich  “Pos”  optional  data  attribu tes  are  se lected .  I n  add i tion ,  
the  SCL  fi l e  ass igns  values  to  three  data  attributes.  
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IEC 61 850-7-4 compatible data class SA device model  data

Detail  of 

SCL File for a 
XCBR instance

. . .
Al l  mandatory

+

- subEna

- subVal

- subQ

- subID

- ctlModel  =  „sbo-with-no-sec.“

- sboTimeout =  5 min

- sboClass = „operate once“ 

. . .

Configured  

value
selected  by SCL

Pos (CDC: DPC)
status

origin ST AC_CO_O

ctlNum ST AC_CO_O

stVal ST M

q ST M

t ST M

stSeld ST AC_CO_O

substitution

subEna SV PICS_SUBST

subVal SV PICS_SUBST

subQ SV PICS_SUBST

subID SV PICS_SUBST

configuration,  description and extension

pulseConfig CF AC_CO_O

ctlModel CF M

sboTimeout CF AC_CO_O

sboClass CF AC_CO_O

d DC O

cdcNs EX AC_DLNDA_M

cdcName EX AC_DLNDA_M

dataNs EX AC_DLN_M

Pos
status

origin = value

--

stVal = value

q = inval id/oldData

t = value

--

substi tution

subEna = value

subVal = value

subQ = value

subID = value

configuration,  description  and  ext.

--

ctlModel  =  „sbo-with-no-sec.“

sboTimeout =  „5 min“

sboClass = „operate once“ 

--

. . .
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Figu re 38  – SCL POS  attri bu te  

The configured  va lues  for ctlModel ,  sboTimeout ,  and  sboClass  become effective  as  soon  as  
the  rea l  device  has  been  configured .  The  values  may be  overwri tten  ( i f the  device  a l low 
overwri ti ng  these  values  at  a l l )  by a  service  request from  a  speci fic  cl ient.  

7. 4. 1 .5  Com mu n i catin g  in  I EC  61 850  with  an  I EC  61 850  Ci rcu i t  breaker,  an d  with i n  a  
su bstation   

The ACSI  (Abstract communication  service  i n terface)  defi nes  common  u ti l i ty services  for 
substation  devices.  The  Operate  service  from  Control  Service  Model  wi l l  be  used  to  operate  
the  Ci rcu i t  Breaker.  The  ACSI  provides  access  to  the  rea l  data  and  real  devices  through  a  
vi rtual  image as  depicted  i n  F igure  39.  A vi rtual  image that represents  the  real  data  of devices  
i s  made vis ib le  and  accessible  through  ACSI  services.  A computer may request services,  for 
example,  get  data  va lues,  or may receive  spontaneousl y reported  values  from  the  control ler.  
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Fi gu re  39  – ACSI  servi ce exampl e  

The mapping  of ACSI  services  to  speci fic appl ication  l ayer messages  is  beyond  the  scope of 
I EC 61 850-7-2 ;  th is  mapping  i s  speci fied  by a  speci fic communication  service  mapping  
(SCSM)  in  the  I EC  61 850-8-x and  the  I EC  61 850-9-x series.  

I EC 61 850-7-4,  I EC 61 850-7-3,  and  I EC  61 850-7-2  define  abstract i n formation  and  service  
models  for the  appl ication  domain  substation .  Even  so,  the  I EC  61 850  series  i n  general  a l lows  
d iscrete  devices  to  share  data  and  services.  For th is  to  occur,  the  devices  must agree  on  the  
concrete  form  of the  services  and  data  that wi l l  be  exchanged .   

The  form  of the  service  and  data  is  of no  consequence to  the  transport,  network,  and  med ia  
protocols ,  i . e .  to  the  l ower layers  of the  commun ication  stack and  they are  i nvarian t to  i t.  
Conversely,  the  appl ication  that i s  send ing  and  receiving  data  has  no  rea l  procedure  
describ ing  how th is  i s  ach ieved  and  i t  i s  therefore  l argel y i nvarian t of the  mechan isms  used .  

Th is  separation  of roles  i s  importan t as  i t  a l l ows  many d i fferen t technolog ies  to  be  employed  
i n  a  re lati vel y transparent  manner.  As  consequence,  these  l ower l ayers  may be  exchanged ,  
for example,  

•  networks  wi th  d i fferen t types  of phys ical  med ia  may be  used ;  

•  more  than  one  appl ication  l ayer protocol  may exist and  use  the  same physical  network and  
protocols .  

Standard ised  mappings  of the  abstract services  to  d i fferen t commun ication  stacks  are  defined  
i n  the  I EC  61 850-8-x and  I EC  61 850-9-x series,  so  that common  u ti l i ty functions  wi l l  be  
performed  cons isten tl y across  a l l  fie l d  devices  independentl y of the  underl ying  communication  
systems.  

The  mapping  of ACSI  services  to  speci fic appl ication  l ayer messages  is  described  i n  F igure  
40 .  

EXAMPLE  The  ACSI  service  “GetDataSetValues”  may have  d i fferent mappings  for d i fferent appl ication  layers  (AL).  
For example,  a  speci fi c  AL  may support  th i s  service  d i rectl y wh i l e  another AL  provides  “Get  of s i ng le  d ata”  on l y.  I n  
the  l ast  case  the  mappi ng  has  to  i ssue  severa l  “Get of s i ng l e  data”.  
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Fig u re 40  – M appin g  of an  ACSI  service  

Figu re  41  i l l ustrates  a  model  excerpt of XCBR1  representing  a  real  device.  The  complete  
h ierarch ica l  model  may be  mapped ,  for example,  to  MMS appl ying  the  SCSM  accord ing  to  
I EC 61 850-8-1 .  As  a  resu l t,  many MMS named  variables  have  to  be  implemented  i n  a  real  
server.  The  services  of the  ACSI  are  mapped  to  MMS services.  

 

IEC 

Figu re 41  – H i erarch i cal  mod el  for a  ci rcu i t  breaker 
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Network i n dependent I n terface   
(ACSI ,  Abstract Commun ication  Service  I n terface)  

speci fi c  I n terface  

Layer 1  to  6  

Appl i cation  Layer  

 Appl i cation  

Process  

SCSM  1  

AL 1  

 

SCSM  2  

AL 2  

 

SCSM  n  

AL n  

 

International  Electrotechnical  Commission

 



I EC TR 62357-1 : 201 6  © I EC  201 6  – 67  –  

 

7. 5  Developm en t of in form ati on  exch an ge  speci fi cation  

This  methodology i s  used  when  two  parties  i den ti fy the  need  for the  speci fication  of an  
i n terface  to  enable  i n formation  exchange among  thei r bus iness  areas  to  support a  function ,  as  
i l l ustrated  by F igure  42  (extracted  from  M490).  

 

Figu re 42  – SG AM  an al ysi s  for th e  fu n cti on  “M on itori n g  in sid e  th e  d istribu tion  g ri d”  

The complete  methodology,  based  on  the  use  case  methodology,  i nvolve  i den ti fying  actors  
and  step  by step  anal ys is.  Exchange requ irements  shou ld  be  i den ti fied  ( i n formation ,  
performances,  securi ty,  re l i ab i l i ty,  etc. ) .  I f an  I EC use  case  a l ready exists,  the  i n formation  
exchange speci fication  cou ld  reuse  the  use  case  description  and  adapt i t  to  i ts  context for a  
better function  description .  

I n  order to  he lp  I EC standard  users,  I EC has  provided  a  tool .  The  Mapping  Tool  a l l ows  to  
easi l y and  i nstantl y i denti fy the  standards  that are  needed  for any part of the  Smart Grids  – 
there  i s  no  need  to  be  a  standards  expert.  

I t  provides  re l i ab le  and  reproducible  resu l ts  –  every time – now and  in  the  fu ture.  I t  i s  cost-
effective  and  fast  –  no  need  to  wade  through  thousands  of pages  of s tandards  documents.   

Wi th  th is  tool  users  are  able  to  i den ti fy any g i ven  standard  i n  re lation  to  i ts  role  wi th in  the  
Smart Grids .   
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Th is  document i s  a  Reference Arch i tecture  document wh ich  has  been  considered  as  a  basis  
to  feed  th is  tool .  

F i gure  43  describes  the  Mapping  Tool  l ayou t:  

 

Figu re 43  – I EC  m appin g  tool  

7. 6  In teg rati n g  secu ri ty i n  Referen ce  Arch itectu re     

7 . 6. 1  G en eral  

A securi ty arch i tecture  provides  a  framework and  gu idance  to  implement and  operate  a  
system  using  the  appropriate  securi ty con trols  wi th  the  goal  to  main ta in  the  system 's  qual i ty 
attributes  l ike  confiden tia l i ty,  i n tegri ty,  avai labi l i ty,  accountabi l i ty and  assurance.  I t  typ ical l y 
not on l y comprises  techn ica l  means  such  as  the  appl ication  of ded icated  securi ty measures,  
securi ty protocols  or securi ty options  i n  commun ication  protocols  to  secure  power system  
en ti ties  or the  communication  network.  I t  a lso  describes  operational  gu idel i nes  considering  
the  avai lable  techn ica l  base  as  wel l  as  the  personnel  control l i ng  the  power systems.  
Moreover,  i n teractions  wi th  existing  (securi ty)  i n frastructu res  a lso  affect overal l  system  
securi ty.   

Hence,  securi ty i n  the  Reference Arch i tecture  addresses  both  wi th  a  d i fferen t l evel  of detai l ,  
e i ther as  part of the  I EC 62351  series  or as  contribu tion  to  other standards,  e. g . ,  I SO/IEC TR 
2701 9  for example  for a  power system -speci fic I n formation  Securi ty Management Standard .  

6. 5. 4  described  the  scope  and  target of the  d i fferen t parts  of the  I EC  62351  series.  Two parts  
are  emphasized  here  expl ici tl y,  as  they target  gu idel ines  for defin ing  a  secure  system  
arch i tecture:  

•  I EC  TR 62351 -1 0 : 201 2  targets  the  description  of securi ty arch i tecture  gu idel i nes  for power 
systems based  on  essen tia l  securi ty con trols .  Note  that the  approach  described  i n  Part 1 0  
closel y a l i gns  to  the  N IST IR 7628  defined  categories  and  domains.  
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•  I EC TR 62351 -1 2 :  provides  res i l i ence  recommendations  for eng ineering /operational  
strateg ies  and  cyber securi ty techn iques  that are  appl ied  to   DER systems.   

The  defin i ti on  of a  securi ty arch i tecture  is  typical l y speci fic to  a  set  of target use  cases  and  
fol lows  a  risk based  approach .  The  risk based  approach  targets  the  i den ti fication  and  
defin i tion  of securi ty requ irements.  These  i n  tu rn  bu i ld  the  base  to  defi ne  securi ty counter 
measures,  wh ich  are  then  used  to  d i rectl y address  the  identi fied  securi ty requ i rements .   

Subclause  7. 6 . 2  a ims  to  provide  an  overview of the  approach  for defi n ing  securi ty arch i tectu re  
as  wel l  a  l i s t of se lected  securi ty controls.   

7. 6. 2  Id en ti ficati on  of secu ri ty req u irem en ts  

Appropriate  securi ty con trols  are  typical l y determ ined  by a  ri sk and  threat anal ys is  of the  
target system  based  on  techn ical  and  business  re lated  assets.  Such  a  threat and  risk anal ys is  
speci fical l y targets  the  communication  between  d i fferen t network e lemen ts  wi th  respect to  
thei r securi ty requ i rements  for confiden tia l i ty,  i n tegri ty,  and  au then tication .  The  target  system  
i tsel f may therefore  be  d i vi ded  in to  d i fferen t securi ty domains,  refl ecti ng  the  d i fferen t securi ty 
needs  or securi ty l evels  of the  s i ng le  appl ication  domains.  To  provide  a  profi l ing  of the  
securi ty controls  to  the  d i fferent domains,  securi ty pol icies  define  the  mandatory and  optional  
con trols  to  be  supported ,  wh i le  the  enforcement of these  securi ty pol icies  i s  part of the  overal l  
securi ty process.  Depend ing  on  the  avai lab i l i ty of existi ng  systems th is  approach  may not  on l y 
target a  conceptual  assessment bu t a lso  a  practical  assessment,  both  approaches  l ead ing  to  
d isti nct securi ty requ irements  as  shown  i n  F igure  44 .  

 

Fig u re 44 – Secu ri ty assessm en t  types  su pportin g  Secu ri ty Arch itectu re  d esig n   

The fi rst step  is  the  i den ti fication  of i n formation  assets  and  thei r re lation  to  the  system  
securi ty based  on  a  g i ven  set  of use  cases .  Based  on  the  use  cases  the  data  and  i n formation  
flow is  anal ysed ,  provid ing  a  view on ,  wh ich  componen ts  communicates  wi th  wh ich  other 
components  and  what i s  the  i n fl uence of the  communicated  content to  the  operation  of the 
overal l  power system .  Example  data  to  be  anal ysed  is  provided  i n  Table  6 .  

IEC  

Practical  Security Assessment

Identification of Assets

What is to be protected?

Threat Analysis

Which attacks to consider?

Risk Estimation

What are potential  damages?

Counter Measures

technical  and/or organizational  

Identification of Assets

What is to be protected?

Threat Analysis

Which attacks to consider?

Risk Estimation

What are potential  damages?

Counter Measures

technical  and/or organizational  

Identification of Assets

What is to be protected?

Threat Analysis

Which attacks to consider?

Risk Estimation

What are potential  damages?

Counter Measures

technical  and/or organizational  

Detection of exploitable vulnerabil ities and 

potential  security flaws by hacking attacks.

Provides a snapshot of the current security 

state of a system to be considered  for build  

/ operate phase (to be repeated regularly) 

Comprehensive security architecture incl.  

security management system (regular 

review of assumptions recommended) to be 

applied  to the target system during the 

product definition  phase

Discovery 

gathering  of system information

Vulnerability Analysis

Attack Verification 

exploitation of identified vulnerabil ities

Recommendations 

for possible counter measures

Discovery 

gathering  of system information

Vulnerability Analysis

Attack Verification 

exploitation of identified vulnerabil ities

Recommendations 

for possible counter measures

Common Goal:  Increase the security level  and the resistance to IT related attacks

Conceptual  Security Assessment
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Tabl e  6  – In form ation  assets  an d  th ei r rel ati on  to  system  secu ri ty  

I n form ati on  ass et  Des cri pti on ,  poten ti al  con ten t  Secu ri ty rel ati on   

Customer I D  and  
l ocation  data   

Customer name,  i den ti fi cation  number,  schedu le  
i n formation ,  l ocation  data   

E ffects  on  customer 
pri vacy  

Meter Data   

Meter read ings  that  a l l ow calcu lation  of the  quanti ty of 
e l ectri ci ty consumed  or suppl i ed  over a  t ime  peri od  and  
may be  used  for control l i ng  energy l oads  bu t  a l so  for 
i n teractions  wi th  an  e l ectri ci ty market.   

E ffects  on  system  con trol  
and  b i l l i ng   

Control  Commands   

Actions  requested  by one  component  of other 
components  vi a  control  commands.  These  commands  
may a l so  i ncl ude  I nqu i ri es,  Alarms,  Events,  and  
Noti fi cations.   

E ffects  on  system  stabi l i ty 
and  rel i abi l i ty and  a l so  
safety  

Confi gu ration  Data   

Confi gu ration  data  (system  operati onal  setti ngs  and  
securi ty credentia l s  bu t  a l so  th resholds  for a l arms,  task 
schedu l es,  pol i cies ,  g rouping  i n formation ,  etc. )  
i n fl uence  the  behaviour of a  component  and  may need  
to  be  updated  remotely.   

E ffects  on  system  stabi l i ty 
and  rel i abi l i ty and  a l so  
safety  

Time,  Clock Setti ng   

Time  i s  used  i n  records  sen t to  other en ti ti es .  Phasor 
measurement  d i rectl y relates  to  system  control  actions.  
Moreover,  time  i s  a l so  needed  to  use  tari ff i n formation  
optimal l y.  I t  may a l so  be  used  i n  certa i n  securi ty 
protocols .   

E ffects  on  system  con trol  
(stabi l i ty and  rel i abi l i ty and  
a l so  safety)  and  bi l l i n g   

Access  Control  
Pol i cies  

Components  need  to  d eterm ine  whether a  
commun ication  partner i s  en ti tl ed  to  send  and  recei ve  
commands  and  data.  Such  po l i cies  may consist  of l i s ts  
of perm i tted  commun ication  partners,  thei r credenti al s ,  
and  thei r rol es.   

E ffects  on  system  con trol  
and  i n fl uences  system  
stabi l i ty,  rel i abi l i ty,  and  
a l so  safety 

F i rmware,  Software,  
and  Dri vers   

Software  packages  i nstal l ed  i n  components  may be  
updated  remotel y.  Updates  may be  provi ded  by the  
u ti l i ty (e . g . ,  for charge  spot fi rmware),  the  car 
manufacturer,  or another OEM.  Thei r correctness  i s  
cri ti cal  for the  function ing  of these  components.   

E ffects  on  system  stabi l i ty 
and  rel i abi l i ty and  a l so  
safety  

Tari ff Data   
U ti l i ti es  or other energy providers  may i n form  
consumers  of new or temporary tari ffs  as  a  bas i s  for 
purchase  decis ions.   

E ffects  on  customer 
pri vacy and  a l so  
competi ti on   

 

The  i den ti fication  of assets  is  done  based  on  a  use  case  description ,  wh ich  uses  SGAM.  The  
assets  to  be  protected  can  be  i den ti fied  based  on  the  cons idered  SGAM  layer.  The  assets  
l i sted  i n  the  tab le  above  are  re lated  to  the  i n formation  layer,  wh ich  i n  tu rn  u ti l i zes  protocols  
defined  i n  the  I EC.  

7. 6. 3  M appi n g  of secu ri ty to  power system  dom ai n s  

I EC 62351 -1 0  con tains  a  mapping  of the  securi ty domains  to  the  power system  domains.  
Meanwh i le,  th rough  the  adoption  of the  SGAM,  th is  defi n i ti on  i s  spl i t  i n to  l ayers,  doma ins,  and  
zones  as  d iscussed  in  6. 1 . 3.  Us ing  SGAM,  securi ty requ i rements  and  tasks  targeting  
techn ical  or organ izational  means  can  be  eas i l y mapped  to  the  SGAM  l ayers,  as  shown  in  
F igure  45.   
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Figu re 45 – Secu ri ty requ i rem en ts  an d  tasks  per SG AM  Layer 
depen d i n g  on  th e  abstraction  l ayer 

As shown ,  securi ty means  are  eas i l y d istingu ished  on  the  d i fferen t SGAM  l ayers.  The  
d ivers ion  i n to  zones  and  domains  wi l l  rather l ead  to  speci fic real i zations  of the  securi ty 
requ i rements,  e . g . ,  depend ing  on  the  u ti l i zed  processes  or protocols .  The  d i fferen t I EC  62351  
parts  (3,  4 ,  5 ,  6 ,  7 ,  8 ,  9 ,  1 1 )  target expl ici t  techn ical  means  for securi ty wi th  the  goal  to  
ach ieve  an  in teroperable  solu tion .   

7. 6. 4  Secu ri ty con trols   

Securi ty controls  describe  speci fic securi ty counter measures  to  avoid ,  counteract or m in im ize  
securi ty ri sks.  Fol lowing  the  defin i tion  i n  I EC  62351 -1 0  they are  categorized  i n to:   

•  phys ica l  controls  e . g .  fences,  doors,  locks  targeting  the  defin i ti on  of a  phys ica l  securi ty 
perimeter;  

•  procedural  controls  e. g .  i ncident response processes,  management oversigh t,  securi ty 
awareness  and  tra in ing ;  

•  technolog ica l  securi ty controls  necessary for operation  e. g .  user au thentication  ( log in)  and  
l og ical  access  con trols ,  malware  software,  securi ty protocols ,  fi rewal ls .   

•  operational  securi ty con trols  l ike  state  anal ysis  or con tingency anal ys is;  

•  l egal  and  regu latory or compl iance  controls  e. g .  privacy l aws,  pol icies  and  clauses.  

F igures  46  and  47  provide  examples  for each  of the  categories.   
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Figu re 46  – Secu ri ty Con trol s  

As stated  above,  the  determ ination  of securi ty controls  i s  done  by the ir capabi l i ty to  address  
i denti fied  securi ty requ i rements.  Th is  a lso  needs  to  take  i n to  account that there  are  d i fferent  
securi ty l evels  and  that these  securi ty l evels  may resu l t  i n  d i fferen t strength  of a  securi ty 
con trol .  Wi th  I EC 62443-3-3  there  exists  a  s tandard  provid ing  a  re lation  between  the  strength  
of a  securi ty measure  and  an  ach ievable  securi ty l evel .  Four securi ty l evels  are  defined  
re lating  to  d i fferen t s trength  of securi ty means,  as  shown  i n  F igure  47  on  the  example  of user 
au thentication .  

 

Fi gu re  47  – Ad d ressi n g  secu ri ty req u i rem en ts  wi th  secu ri ty mean s  of d i fferen t  stren gth  

The appl ication  of th is  approach  requ ires  typical l y a  two  stage  process,  the  determ ination  of 
the  actual  securi ty needs  expressed  by a  target securi ty level .  I n  a  second  step  the  selection  
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of appropriate  securi ty con trols  coping  wi th  the  target securi ty l evel .  Here,  mechan isms  
defined  i n  I EC  62351  can  be  d i rectl y appl i ed  as  securi ty controls .  

Refer a lso  to  the  b ib l iography.  

8 M ai n  areas  of future standardi sati on  work 

8. 1  G en eral  

The Power System  Reference Arch i tecture  has  evolved  on  a  regu lar basis  as  described  i n  
F igu re  48:  

 

Figu re 48  – RA th rou g h  ti m e  

I n  2002 ,  the  focus  was  Substation  Au tomation  and  Control  Centers.  

I n  2007,  the  focus  was  extended  to  Entreprise  I n tegration .  

I n  201 6,  the  securi ty and  te lecommun ication  aspects  are  part  of the  Reference  Arch i tectu re,  
and  a  strong  emphasis  i s  g i ven  to  the  methodology approach ,  us ing  the  SGAM  in teroperabi l i ty 
l ayers ,  from  use  case  requ i rements  down  to  profi le  defi n i ti ons.   

8. 2  In crease stan d ard  u sag e effi cien cy th rou g h  d ig i tal i sation  

I t  i s  bel ieved  that standard  usage  wi l l  i ncrease  through  d i g i tal isation .  A model -driven  
eng ineering   approach  has  been  taken :  from  UML CIM  and  I EC 61 850  models,  I EC standards  
are  derived  (profi les ,  documentation ,  etc. ) ,  wh ich  i nsure  more  cons istency.  Use  cases,  wh ich  
can  also  be  formal ized  i n  UML,   are  managed  by Use  Case  managers,  CIM  and  I EC 61 850 
UML models  are  managed  by Model  Managers.   

From  models,  software  artefacts  can  be  generated  wh ich  faci l i tate  the  development process.  

8. 3  H arm on i se d ata mod el l i n g  

Harmon ised  data  model l i ng  is  a l ready taking  p lace  at the  I EC l evel ,  and  CIM  and  I EC 61 850  
are  fol lowing  an  harmon isation  process  (see  D. 9,  WG  1 9  roadmap).  

CIM  and  I EC 61 850  are  one  of the  main  assets  of I EC for the  considered  area  and  they fi t  wel l  
the  requ i rements  of thei r respective  markets  

IEC  

International  Electrotechnical  Commission

 



 – 74  – I EC TR 62357-1 : 201 6  © I EC  201 6  

 

The  vis ion  i s  to  rein force  the  re levancy of each  on  i ts  own  domain  to  better support the  d rivers  
defined  i n  i n troduction  such  as:  

•  Preserve  backward  compatib i l i ty 

•  Faci l i tate  thei r usage,  have  seam less  processes  to  manage the  d i fferen t phases  of the  
l i fecycle  

•  Extend  the  scope  base  market requ i rements  

•  Offers  bri dg ing  capabi l i ti es  wh i l e  reducing  the  d istance  between  both  

8. 4  Oth er fu tu re topi cs  

I n  the  fu ture  i t  i s  a lso  expected  to:  

•  Extend  standard  appl ication  coverage  

•  Extend  protocol  support by use  of on  the  shelves  communication  technology 

•  Reinforce  and  harmon ise  cyber securi ty everywhere  

9  Con cl usi on  

A new Reference Arch i tecture  for power system  in formation  exchange  is  proposed  to  provide  
a  framework for fu ture  standards  development and  for resolu tion  of d i fferences  i n  obj ect 
models  wi th in  standards  curren tl y under development.   

I t  i s  hoped  that by provid ing  an  overview and  more  concrete  framework for standards  
development,  more  i ns igh t wi l l  be  avai lable  to  a l l  contributors  for the  harmon ization  of power 
system  object models.  Th is  wi l l  i n  tu rn  lead  to  g reater acceptance of I EC standards  i n  new 
product  development and  fewer i ncompatib i l i ties  requ i ri ng  custom  adapters  and  gateways  for 
implementing  new computer systems  and  network for power system  control .   

Furthermore,  now I EC standards,  especia l l y the  CIM  ( I EC  61 968  / I EC 61 970  /  I EC 62325  / 
I EC 62746)  and  I EC  61 850  standards,  have  been  recogn ized  as  p i l l ars  for real i zation  of the  
Smart Grid  objecti ves  of i n teroperabi l i ty and  device  management,  i t  i s  imperative  that a  
correct understand ing  of these  standards  and  thei r appl ication  be  made avai l able  to  the  key 
stakeholders  and  a l l  other i n terested  parties  i nvolved  in  implementing  the  Smart Grid .   

The  Reference Arch i tecture  for power system  in formation  exchange i s  constantl y evolving  as  
new standards  are  developed  and  existi ng  s tandards  are  mod i fied .  As  a  resu l t,  th is  report 
shou ld  be  treated  as  a  l i vi ng  document,  where in  fu ture  ed i ti ons  of th i s  document wi l l  be  
needed  to  reflect the  l atest new developments  as  wel l  the  resu l ts  of harmon ization  efforts .  
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An nex A 
(informative)  

 
SG AM Layer descri pti on  

Figure  A. 1  shows  a  SGAM  layer description .  

 

Fi gu re A. 1  – SG AM  l ayer d escri pti on  
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An nex B  
(informative)  

 
E lements  examples  

B. 1  Exampl e of control  centre d i stri buti on  systems 

Figure  B. 1  represen ts  typica l  network operation  systems,  and  thei r re lationsh ips  wi th  other 
typ ica l  d istribu tion  systems:  

 

Fi gu re B. 1  – Exampl e of con trol  cen tre  d i stri bu tion  system   
an d  relati on sh ips  wi th  oth er typi cal  d i stribu tion  system s  

The Smart Grids  component,  the  ADMS system ,  i s  based  on  DMS,  OMS,  and  SCADA as  
abstract components .  These  abstract components  are  g rouped  by the  business  functions  and  
sub-functions  of the  I RM  and  support one  or more  i n terfaces  defined  i n  CIM -based  s tandards.  

B. 2  Exampl e of a  system,  the case of network model  management system  

The term  ‘network model  management’  (NMM),  refers  to  a l l  data  management acti vi ti es  for a l l  
types  of anal ysis  that requ ire  network models  (power flow,  state  estimator,  con tingency 
anal ys is,  short  ci rcu i t,  d ynam ics,  transien ts,  etc. )  and  a l l  s i tuations  that requ i re  network 
anal ys is  (operations,  operations  p lann ing ,  l ong-term  plann ing) .   

F igu re  B . 2  i l l ustrates  th is  kind  of system  and  how NMM  is  expected  to  re late  to  other systems 
i nvolved  in  network model  management:  
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Figu re B. 2  – N etwork M odel  M an agem en t an d  oth er i n vol ved  systems  

The NMM  I n  th is  d iagram ,  the  l ight  g reen  shaded  boxes  i den ti fy existi ng  sources  of and  
destinations  for network model  i n formation :  

•  En terprise  data  sources  represent i n formation  from  host system  operator systems that  are  
the  orig inal  source  for parts  of the  data  requ ired  i n  network models.   

•  External  sources  represent  i n formation  i n  systems  outs ide  the  host system  operator,  such  
as  other system  operators  or neighbouring  u ti l i ti es,  from  wh ich  the  system  operator can  
get models  of neighbouring  grid  terri tory and  to  wh ich  the  system  operator must suppl y 
models  of i tsel f.  

•  Network cases  are  analyti ca l  cases  managed  wi th in  network anal ys is  systems such  as  
EMS or p lann ing  or protection  appl ications.  

B. 3  Exampl e of a  power flow component 

There  are  two  bas ic aspects  of i npu t to  any power flow study:  the  fi rst  i s  the  phys ical  network 
model  ( the  configuration  of equ ipment and  connectivi ty)  and  the  second  is  a  steady-state  (or 
operati ng)  hypothes is  for the  study (the  operating  cond i ti on  to  be  s tud ied) .  The  ou tpu t i s  a  set  
of va lues  for the  network variables  (primari l y flows  and  vol tages)  that satisfy the  l aws  of 
phys ics  at one  i nstant i n  time.  Together,  the  inpu t and  ou tpu t make up  a  case  – where  a  
‘case’  i s  defined  as  being  the  data  ( inpu t and  optional l y ou tpu t)  associated  wi th  a  power fl ow 
or s tate  estimator for one  i nstant  i n  t ime.  

F igure  B. 3  shows the  speci fic components  that make up  a  case,  as  defined  by CIM  standards.  
I n  the  d iagram ,  rounded-corner rectang les  are  used  to  represent sets  of data  and  square-
corner rectang les  are  used  for processes.   
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Figu re B. 3  – Parts  of a  CIM  n etwork case  

The components  ou tl i ned  i n  b lue  conta in  the  phys ical  network model  data.  They i nclude  the  
fol lowing  kinds  of network model  parts:  

•  EQ  ( I EC 61 970-452  CIM  static transm iss ion  network model  profi l e,  I EC  61 968-1 3  CIM  
static d istribution  network model  profi le)  – Describes  the  steady-state  e lectrical  
characteristics  of the  equ ipment and  describes  how the  equ ipment i s  connected  together 
(connectivi ty) .   

•  DL  ( I EC 61 970-453  D iagram  layout profi le)  – Describes  any d iagram  layou ts  that are  used .  
(Optional )  

•  GL  (subset of I EC  61 968-4)  – Describes  any geograph ic l ocation  data.  (Optional )  

•  DY ( I EC 61 970-457 1 4  Dynam ic profi l es)  – Describes  d ynam ic model l i ng .  (Requ i red  on l y i f 
the  case  i s  going  to  be  used  for d ynam ic anal ysis . )  

•  CL  – Describes  con tingency l i st.  (Requ ired  on ly i f the  case  is  going  to  be  used  for 
con tingency anal ys is. )  

The  components  ou tl i ned  i n  red  describe  the  operati ng  cond i tion  under s tudy.  Th is  i ncludes:  

•  SSH  – Describes  the  i npu t data  that defi nes  the  steady-state  h ypothes is.  Th is  incl udes  
device  s tatus,  l oad  and  generation ,  control  setti ngs,  operating  l im i ts,  etc.  

•  TP  (subset of I EC  61 970-452)  – Describes  the  topology that  resu l ts  from  processing  
closed  swi tch ing  devices  i n to  trad i ti onal  power fl ow ‘buses ’ .  

•  SV ( I EC  61 970-456  Solved  power state  profi l es)   – Describes  the  state  variables  that are  
produced  by the  network anal ys is  so lu tion  a l gori thm .  

 

___________ 

1 4  Under preparati on .  S tage  at  the  time  of publ i cati on :  I EC/PWI  61 970-457: 201 6.  
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An nex C  
(informative)  

 
Relati onship exam ples  

C. 1  General  

Reference Arch i tecture  re lationsh ips  a l l ow commun ication  between  e lements .   

C. 2  Data tran sformati on  vi a  gateways and  adapters  

Figure  C. 1  i l l ustrates  the  re levant i n terfaces  and  the  transformations  requ i red  when  these  
standards  are  appl ied  today.  SCADA data  received  via  I EC  60870-6  TASE.2  l i nks  from  ei ther 
another control  center or from  a  SCADA master i n  a  substation  is  transformed  in  the  TASE.2  
Adapter to  be  compl ian t wi th  the  I EC 61 970  CIM .  More  speci fica l l y,  i t  i s  transformed  to  comply 
wi th  the  SCADA in terface  defined  as  part of the  EMS-API  s tandards.  Th is  data  i s  then  
exposed  to  the  i n tegration  bus  via  one  of the  standard  i n terfaces.  I n  a  s im i l ar fash ion ,  SCADA 
data  received  via  I EC 61 850  ACSI  l i nks  from  ei ther substation  or fie l d  devices  is  transformed  
i n  the  ACSI  Adapter to  be  compl iant  wi th  the  CIM  and  the  same service  i n terface.  SCADA 
data  from  an  existi ng  SCADA system  that uses  the  I EC  60870-5  standards,  I EEE  1 81 5,  
DNP3,  or some proprietary RTU  protocol  i s  transformed  by a  custom  SCADA System  Adapter 
to  be  CIM-compl iant.   

The  effect of the  use  of adapters  i s  that a l l  SCADA data,  regard less  of the  protocols/services  
and  data  represen tation  used  to  obtain  the  data  from  the  fi el d  or from  other control  centers,  
has  the  same representation  on  the  i n tegration  bus .  Th is  means  that any appl ications  that 
operate  on  SCADA data,  incl ud ing  data  reposi tories  or h istorica l  i n formation  systems,  need  to  
be  des igned  to  support on l y a  s i ng le  i n terface,  the  I EC  61 970  EMS-API  SCADA in terface,  to  
be  able  to  be  i n tegrated  i n to  a  system  framework.   
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Fi gu re C. 1  – SC AD A d ata  in terfaces  

Figu re  C. 1  a lso  i l l ustrates  the  use  of database  adapters  to  transform  data  from  proprietary 
representations  i n  an  EMS database or from  industry standard  represen tations  i n  a  H istorical  
I n formation  System  to  the  CIM  representation  for access  via  the  i n tegration  bus.   

C. 3  Exampl e of a  M essage Exchan ge  

Figure  C.2  attempts  to  provide  an  overview of the  I EC 61 968-1 00  scope,  where  I EC  61 968  
compl ian t messages  are  conveyed  us ing  web services  or JMS.  Through  the  use  of an  ESB  
i n tegration  layer,  the  i n i tiator of an  i n formation  exchange cou ld  use  web services,  where  the  
receiver cou ld  use  JMS,  and  vice  versa.  The  in tegration  l ayer a lso  provides  support for one  to  
many in formation  exchanges  using  publ ish/subscribe  in tegration  patterns  and  key functional i ty 
such  as  de l i very guarantees.  
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Figu re C. 2  – I EC  61 968  associ ated  comm u n i cation  tech n ol ogi es  

At the  En terprise  domain  l evel ,  several  use  cases  re lated  to  the  i n teractions  between  
components  wi th in  a  set  of systems  cooperating  to  support a  set of business  processes  can  
be  described .  I t  i s  importan t to  note  that the  use  cases  can  be  described  from  the  perspective  
of the  i n tegration  of systems,  or be  end  use  appl ication- level  use  cases.  I n  the  con text of 
i n tegration  of systems,  the  actors  for the  use  cases  include  the  fo l lowing :  C l ien t,  Server,  ESB,  
Adapter,  Subscriber (an  Even t L istener).  End  use  appl ication  l evel  use  cases  use  IRM  system  
actors.  

I EC 61 968-1 00  wi l l  be  extended  to  take  i n to  account Extens ib le  Messag ing  and  Presence 
Protocol  (XMPP),  wh ich  i s  used  for rea l  time  communication  of XML data.  Th is  standard  was  
formal i zed  by the  I ETF  i n  2004.  F igure  C. 3  represents  an  XMPP arch i tecture,  where  cl i en ts  
connect  to  XMPP servers.   
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Figu re C. 3  – XM PP arch i tectu re con cept  

I n  the  con text of SmartGrid ,  XMPP can  be  used  as  transport for commun ication  between  
market operators,  grid  operators ,  u ti l i t i es,  service  providers  and  resources  as  i l l ustrated  i n  
F igu re  C. 4 :  

IEC  

International  Electrotechnical  Commission

 



I EC TR 62357-1 : 201 6  © I EC  201 6  – 83  –  

 

 

Figu re C. 4 – U se  of XM PP example  
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An nex D  
(informative)  

 
TC  57  stan dards  descripti ons  and  roadmaps  

D. 1  TC 57  Worki ng  Grou p 03  

WG 03  – Tel econ trol  protocol s  

M i ssi on  & Scope Org an i zati on  & m aj or acti vi ti es  

•  The  task of WG  03  i s  to  s tandard i ze  tel econtrol  
protocols  wi th  h i gh  i n teg ri ty,  h i gh  re l i abi l i ty and  
appropri ate  secu ri ty  

•  Telecontrol  protocols  d efi ned  by WG  03  appl y to  
te l econtrol  equ ipment and  systems  control l i ng  
widespread  processes  us ing  wi de  area  
commun ication  networks  (seri a l ,  I P-based )  

•  Mai n tenance  cycle  of I EC 60870-5  compan i on  
standards  and  conformance  test  cases  accepted  
by NCs  (57/1 473/DC,  57/1 491 /I NF)  

•  Amendment  1  for I EC 60870-5-1 01  Ed . 2  and  
I EC TS  60870-5-601  Ed . 2  publ i shed  

•  Amendment  1  for I EC 60870-5-1 04  Ed . 2  and  I EC  
TS  60870-5-604  Ed . 2  publ i shed  

Road m ap  

201 4  201 5  201 6  

Release:  

•  I EC  60870-5-1 01 /-1 04  Ed . 2  
I EC 60870-5-601 /-604  Ed . 1  

Correction  of Ambigu i ti es  between  
I EC 60870-5-1 01 /-1 04  Ed . 2  and  
I EC TS  60870-5-601 /-604  Ed . 1  

CDV of Amendments   

CDTS   of 
I EC TS  60870-5-601  Ed .  2  and  
I EC TS  60870-5-604  Ed .  2  

Release:  

•  I EC  TS  60870-5-601 /-604  Ed . 2  

FDIS  of Amendments  

I EC TS  60870-5-601 /-604  Ed . 2  

 

•  I EC  60870-6-503  

•  I EC  60870-6-702  

•  I EC  60870-6-802  
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D. 2  TC 57  Worki ng  Grou p 1 0  

D. 2. 1  G en eral  

WG  1 0  – Power s ys tem  I ED  com m u n i cati on  an d  associ ated  d ata  m od el s  

M i ssi on  & Scope Org an i zati on  & m aj or acti vi ti es  

•  WG  1 0  i s  devel opi ng  s tandards  and  techn ical  
reports  rel ated  to  the  commun ication  and  data  
models  of Power System  I EDs  

•  WG  1 0  i s  responsibl e  for the  generic  aspects  of 
I EC 61 850  and  coord inates  wi th  other WGs  that 
are  devel opi ng  domain  speci fi c  data  models  

•  I mprove  and  extend  I EC 61 850  for the  usage  i n  
substation  au tomation  

•  Support  other domains  us i ng  I EC 61 850  by 
improvi ng  and  extend ing  the  bas ic concepts  as  
needed  

•  I mprove  the  s tandard  to  faci l i tate  easy i n teg rati on  
of mu l ti vendor systems based  on  the  
s tandard i zed  data  model s  and  the  eng i neeri ng  
l anguage  

Road m ap  

201 4  201 5  201 6  

Data  Models  i n  UML/XML  

•  For main tenance  

•  Web  based  access  

•  For tool s  

Ed  2 . 1  au to-generated  

Techn ical  reports  

•  Cond i ti on  mon i tori ng  (DTR)  

•  WAN  Eng ineeri ng  gu idel i nes  
(DTR)  

Techn ical  reports  /  speci fi cations  

•  Gu idel i nes  for model l i n g  
appl i cations  (DTR)  

•  Log ic  model l i ng  

•  Commiss ion ing  testi ng  (DTR)  

•  FACTS  (DTR)  

•  Mappi ng  DLMS  

Techn ical  reports  /  speci fi cations  

•  Al arm  hand l i ng  

•  S tandard i zed  Function  /  Sub  
function  names  for SCL  

System  management  

•  Mappi ng  Modbus  

 

D. 2. 2  IEC  61 850  stan d ard  overvi ew 

Figu re  D . 1  describes  the  I EC 61 850  standard  series:  

 

Fi gu re D. 1  – I EC  61 850  stan d ard  series  

•  I EC  TR 61 850-1  g i ves  an  i n troduction  and  overview of the  I EC 61 850  s tandard  series ,  
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•  I EC TS  61 850-2  con tains  the  g lossary of speci fi c term inology and  defin i tions  used  i n  the  
con text of power u ti l i ty au tomation  systems  wi th in  the  various  parts  of the  standard ,  

•  I EC 61 850-3  speci fi es  the  general  requ i rements  of the  communication  network wi th  regard  
to  the  qual i ty requ irements,  environmental  cond i tions  and  auxi l i ary services,  

•  I EC 61 850-4  perta in  to  the  system  and  project management wi th  respect to  the  
eng ineering  process,  the  l i fe  cycle  of the  SAS and  the  qual i ty assurance from  the  
development stage  to  the  d iscon tinuation  and  decommission ing  of the  SAS,  

•  I EC 61 850-5  speci fies  the  commun ication  requ i rements  of the  functions  being  performed  
i n  systems for power u ti l i ty au tomation  and  to  device  models .  Al l  known  functions  and  thei r 
communication  requ i rements  are  i den ti fi ed ,  

•  I EC  61 850-6  speci fi es  a  fi l e  format for describ ing  commun ication  re lated  I ED  
configurations  and  I ED  parameters ,  communication  system  configurations,  swi tchyard  
(function)  structures,  and  the  re lations  between  them .  The  main  pu rpose  of the  format is  to  
exchange I ED  capabi l i ty descriptions,  and  system  level  descriptions  between  eng ineering  
tools  of d i fferent manufacturers  i n  a  compatib le  way.  The  defined  l anguage is  SCL 
Mapping  speci fic  extensions  or usage  ru les  may be  requ ired  i n  the  appropriate  parts ,  

•  I EC  61 850-7-1  defines  the  basic  pri ncip les  and  model l ing  methods,  

•  I EC 61 850-7-2  provides  the  services  to  exchange  i n formation  for the  d i fferent kinds  of 
functions  (for example,  con trol ,  report,  get and  set,  etc. )   – how to  exchange i n formation ,  

•  I EC 61 850-7-3  has  a  l i s t of commonl y used  i n formation  (for example,  for double  poin t 
con trol ,  3-phase  measure  and  value,  etc. )  – what the  common  bas ic i n formation  i s ,  

I EC 61 850-7-4  defines  speci fic i n formation  models  for substation  au tomation  functions  (for 
example,  breaker wi th  status  of breaker pos i ti on ,  settings  for a  protection  function ,  etc. )  – 
what i s  model l ed  and  cou ld  be  exchanged .  Other domain  speci fic i n formation  models  
wi th in  the  scope  of I EC  techn ical  comm ittee  57  are  defined  i n  the  I ED  61 850-7-4xx series,  

•  I EC  TR 61 850-7-5  defines  the  usage  of i n formation  models  for substation  au tomation  
appl ications.  I t  g ives  clear examples  on  how to  appl y LNs  and  data  defined  i n   
I EC 61 850-7-4  for d i fferent substation  appl ications.  The  examples  cover appl ications  from  
mon i toring  function  to  protection  b locking  schemes.  Other domain-speci fic appl ication  
gu ides  wh ich  are  wi th in  the  scope  of I EC techn ica l  committee  57  are  defined  in  the  
I EC 61 850-7-5xx series 1 5.  Examples  are  H ydropower and  D istribu ted  Energy Resources  
domains,  

•  I EC  61 850-8-1  defines  the  concrete  means  to  communicate  the  i n formation  between  I EDs  
(for example,  the  appl ication  layer,  the  encod ing ,  etc. )  – how to  seria l ise  the  i n formation  
during  the  exchange,  

•  I EC  61 850-9-2 ,  and  particu larl y the  subset 9-2LE  described  in  the  “ Implementation  
Gu idel ine  for D ig i ta l  I n terface  to  I nstrument Transformers  us ing  I EC 61 8509-2”  by the  
UCAI ug ,  defi nes  the  concrete  means  to  communicate  sampled  values  between  sensors  
and  I EDs.  

___________ 

1 5 E . g .  I EC 61 850-7-500,  I EC TR 61 850-7-51 0,  I EC 61 850-7-520 ,  and  so  on .  
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D. 3  TC 57  Worki ng  Grou p 1 3  

D. 3. 1  G en eral  

WG 1 3  – En erg y M an ag em en t  S ys tem s  Appl i cati on  Prog ram  I n terfaces  (EM S  API )  

M i ssi on  & Scope Org an i zati on  & m aj or acti vi ti es  

 •  C IM  UML i ssue  resolu ti on   

•  NWIPs:  I EC 61 970-302  and  -457  Dynam ic Model  Exchange  and  -
451  – SCADA Data  Exchange  

•  I EC  61 970-301  – CIM  Base,  s i xth  ed i ti on  fi nal i zed  based  on  
CIM1 6  

•  I EC  61 970-452  – CPSM,  ed i ti on  2  and  Ed i ti on  3  CDV i n  
preparati on  for CIM1 5  and  CIM1 6  respecti vel y 

•  I EC  61 970-456  – Sol ved  power system  state  profi l es:  
Amendment 1  to  Ed .  1  publ i shed  

•  I EC  61 970-555  – CIM/E :  publ i shed  

•  I EC  61 970-556  – CIM/G:  publ i shed  

•  I EC  61 968-1 3  Ed .  2   Common  Distri bu tion  Power System  

Profi l es 1 6 

•  C IM  Users  Group  

•  l i a i son  wi th  ENTSO-E  

Road m ap  

201 4  201 5  201 6  

Publ i shed   

•  I EC  61 970-301  – CIM  base,  Ed  5  based  on  CIM1 5  

•  I EC 61 970-452  – CIM  stati c  transm ission  network model  profi l es,  Ed  
1  

•  I EC 61 970-453  – CIM  d iag ram  l ayout  profi l e,  Ed .  2  

•  I EC  61 970-456  – Sol ved  power system  state  profi l es ,  Ed .  1   

•  I EC  61 970-552  – CIM  XML Model  Exchange  Format,  Ed .  1  

•  I ncl udes  fi l e  header speci fi cati on  

 I EC  61 968-1 3  Ed  2  

 

D. 3. 2  IEC  61 970  stan d ard  overvi ew 

Figu re  D . 2  describes  the  I EC 61 970  (Working  Group  1 3)  series :  

___________ 

1 6 61 968-1 3 : −  i s  managed  by Working  Group  1 3.  
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D. 4 TC 57  Worki ng  Grou p 1 4 

D. 4. 1  G en eral  

WG 1 4 – S ys tem  I n terfaces  or Di stri bu ti on  M an ag em en t  

M i ssi on  & Scope  Org an i zati on  & m aj or acti vi ti es  

•  The  I EC 61 968  seri es  i s  i n tended  to  faci l i tate  i n ter-
appl i cation  i n tegrati on  of the  various  d i s tri bu ted  
software  appl i cation  systems supporti ng  the  
management of u ti l i ty e l ectri cal  d i stri bu tion  
networks  wi th i n  a  u ti l i ty’ s  en terpri se  systems 
envi ronment.   

•  The  I EC 61 968  series  of s tandards  supports  th i s  
i n teg rati on  by:  

– developi ng  i n formation  exchange  standards  
us ing  the  Common  I n formation  Model  (CIM),  
normative  message  s tructu res,  add i ti ona l  
normative  parameters,  i n formative  
recommendations  and  examples.  

WG 1 4  Organ i zes  I ts  Work Around  the  I EC 61 968-1  
I n terface  Reference  Model  ( I RM)  

WG 1 4  Teams:  

•  I EC  61 968-1  Arch i tecture  and  General  
Requ i rements  

•  I EC  61 968-2  G l ossary 

•  I EC  61 968-3  Network Operations  

•  I EC  61 968-4  Records  and  Asset Management  

•  I EC  61 968-5  Operati ona l  P lann ing  and  
Optim ization  

•  I EC  61 968-6  Mai n tenance  and  Construction  

•  I EC  61 968-7  Network Extension  P lann ing  

•  I EC  61 968-8  Customer Support  

•  I EC  61 968-9  Meter Read ing  and  Contro l  

•  I EC  61 968-1 1  CIM  Extensi ons  for D i stri bu ti on  

•  I EC  61 968-1 3  Ed .  1  CIM  RDF  Model  Exchange  
Format for D i stri bu ti on  

•  I EC  61 968-1 4  Mu l tiSpeak – CIM  Harmon i zation  

•  I EC  61 968-1 00  Implementation  Profi l es  

•  I EC  61 968-1 02  EXI  for I EC 61 968  XML Messages  

•  I EC 61 968-1 03  Working  Practi ces  S tyle  Gu i de  

•  I EC  61 968-900  Gu i dance  for implementation  of 
I EC 61 968-9  

•  U se  Cases   Ongoi ng  Col l aboration  

Road m ap  

201 4  201 5  201 6  

Subm i tted :  

•  I EC  61 968-8  Customer Support  

•  FDI S  

•  I EC  61 968-1 4  Mu l tiSpeak – 
CIM  Harmon i zati on  

•  I EC  61 968-900  Gu idance  for 
implementation  of I EC 61 968-9  

To  be  subm i tted  to  I EC:  

•  I EC  61 968-2  G lossary 3rd  
ed i ti on  MCR  

•  I EC  61 968-3  Network 
Operations  CDV  2nd  ed i ti on   

•  I EC  61 968-5  Operational  
P lann i ng  and  Optim ization  
NWIP/CD  

•  I EC  61 968-1 02  EXI  for 
I EC 61 968  XML Messages  

•  I EC  61 968-1 03  61 968  Working  
Practi ces  Style  Gu ide  

To  be  reviewed  by WG  1 4:  

•  I EC  61 968-4  Records  and  
Asset Management  2nd  ed i ti on  

•  I EC  61 968-1 3  CIM  RDF  Model  
Exchange  Format for 
D i stri bu tion  

 

D. 4. 2  IEC  61 968  stan d ard  overvi ew 

Figu re  D . 3  describes  the  I EC 61 968  (Working  Group  1 4)  series :  
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D. 5 TC 57  Worki ng  Grou p 1 5 

D. 5. 1  G en eral  

WG 1 5  – Data  an d  Com m u n i cati on  Secu ri ty S tatu s  & Road m ap 

M i ssi on  & Scope  Org an i zati on  & m aj or acti vi ti es  

•  Undertake  the  development of s tandards  for 
securi ty of the  commun ication  protocols  defi ned  by 
I EC TC 57  

– Speci fi cal l y the  I EC 60870-5  seri es,  the  
I EC 60870-6  seri es,  the  I EC 61 850  series ,  the  
I EC 61 970  series,  and  the  I EC 61 968  series.   

– Review and  advise  on  cyber securi ty of TC  57  
standards  

•  Undertake  the  devel opment of s tandards  and/or 
techn ical  reports  on  end -to-end  securi ty i ssues.  

•  I EC  62351  

•  L i a i sons  wi th  Other Securi ty Acti vi ti es  ( I SO  JTC  1  
/  SC  27  I T  Secu ri ty,  M/490  SGIS,  I EEE  PES 
PSCC Securi ty Subcommi ttee… )  

•  Coord i nati on  wi th  Securi ty Groups  (N I ST,  NERC,  
CIGRE… )  

Road m ap  

201 4  201 5+  

Complete  work for I EC 62351 :  

•  Parts  1 ,  2 ,  3 ,  4 ,  5 ,  6 ,  7 ,  8 ,  and  
1 0  – fi nal i zed  as  TR or TS  
documents  (Ed .  1 )  

•  Part  5  as  TS  Ed .  2  

•  I EC  62351 -2  G l ossary:  update  pend ing  

•  I EC  62351 -3  Secu ri ty us ing  TLS:  publ i shed  

•  I EC  62351 -4  Secu ri ty for MMS:  Ed .  2  s tarted  

•  I EC 62351 -5  Secu ri ty  for I EC 60870-5  and  Deri vati ves:  Amendment  
or Corri gendum  

•  I EC 62351 -6  on  I EC 61 850:  devel op  RR for updates  to  equ i va len t  to  
I EC TR 61 850-90-5  

•  I EC  62351 -7  Network and  sys tem  management:  update  process  to  
Ed .  2  s tarted  i n  201 3  

•  I EC  62351 -8  deve lop ing  I EC TR 62351 -90-1  as  Gu idel i nes  for us ing  
RBAC 

•  I EC  62351 -9  Key management:  2nd  CD  to  be  i ssued  

•  I EC  62351 -1 1  Securi ty for XML  F i l es:  publ i shed  

•  I EC 62351 -1 2  Resi l i ence  and  securi ty for power systems  wi th  DER:  
publ i shed  

•  I EC  62351 -1 3  What securi ty topics  shou l d  be  covered  i n  s tandards  
and  speci fi cations  

•  I EC  62351 -1 4  Cyber securi ty event  l ogg ing  

•  I EC  62351 -90-1  RBAC gu ide l i nes  

•  I EC  62351 -90-2  Deep  packet  i nspection  

•  I EC  62351 -1 00-1  Conform i ty assessment of I EC 60870-5-7  
(targeti ng  I EC 62351 -3/5)  

 

D. 5. 2  IEC  62351  stan d ard  overvi ew 

I EC TC 57  Working  Group 1 5  was  formed  in  1 999  to  develop  securi ty standards  for the  I EC 
TC 57  protocols  and  to  address  other cyber securi ty i ssues  for the  power i ndustry.  The  WG  1 5 
ti tle  i s  “Power system  con trol  and  associated  communications  – Data  and  communication  
securi ty”  and  i ts  scope  and  purpose  are  to:  

“Undertake  the  development of standards  for securi ty of the  communication  protocols  defi ned  
by the  I EC TC 57,  speci fi ca l l y the  I EC  60870-5  series,  the  I EC 60870-6  series,  the  I EC 61 850  
series ,  the  I EC 61 970  series ,  and  the  I EC  61 968  series.  Undertake  the  development of 
standards  and/or techn ical  reports  on  end-to-end  securi ty i ssues. ”  

The  j usti fication  for the  formation  of WG  1 5  was  that safety,  securi ty,  and  rel i abi l i ty have  
a lways  been  important  i ssues  i n  the  des ign  and  operation  of systems  i n  the  power i ndustry,  
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and  cyber securi ty i s  becom ing  more  importan t i n  th is  i ndustry as  power system  operations  
re l y i ncreasing l y on  i n formation  and  commun ications  technolog ies  ( ICT).   

•  I EC TS  62351 -1 :  I n troduction  

Th is  fi rst part of the  standard  covers  the  background  on  securi ty for power system  operations,  
and  i n troductory i n formation  on  the  series  of I EC  62351  securi ty standards.  

•  I EC TS  62351 -2 :  G lossary of Terms  

Th is  part  i ncludes  the  defin i ti on  of terms  and  acronyms  used  i n  the  I EC  62351  standards.  
These  defin i tions  are  based  on  existing  securi ty and  communications  industry standard  
defin i tions  as  much  as  possib le,  g i ven  that securi ty terms  are  widel y used  i n  other i ndustries  
as  wel l  as  i n  the  power system  i ndustry.   

The  terms  in  th is  g l ossary are  provided  for free  access  on  the  I EC web s i te  at 
h ttp: //std . i ec. ch /terms/terms.nsf/ByPub?OpenView&Count=-
1 &RestrictToCategory=I EC%2062351 -2   

•  I EC 62351 -3:  Securi ty for Profi l es  That I nclude  TCP/IP   

I EC 62351 -3  provides  securi ty for any profi le  that i ncludes  TCP/IP,  incl ud ing  I EC  60870-6  
TASE. 2 ,  I EC  61 850  ACSI  over TCP/I P,  and  I EC  60870-5-1 04.   

Rather than  re inventing  the  wheel ,  i t  speci fi es  the  use  of TLS  (Transport Level  Securi ty)  
wh ich  i s  commonl y used  over the  I n ternet for secure  in teractions,  covering  au thentication ,  
confidentia l i ty,  and  i n tegri ty.  Th is  part describes  the  parameters  and  setti ngs  for TLS  that 
shou ld  be  used  for u ti l i ty operations.  Speci fical l y,  I EC  62351 -3  protects  against 
eavesdropping  through  TLS encryption ,  man-in -the-m idd le  securi ty risk through  message  
au thentication ,  spoofing  through  Securi ty Certi ficates  (Node Authen tication) ,  and  replay,  
again  th rough  TLS  encryption .  However,  TLS  does  not protect against den ial  of service.  Th is  
securi ty attack shou ld  be  guarded  against through  implementation-speci fic measures.  

•  I EC  TS  62351 -4 :  Securi ty for profi l es  that incl ude  MMS  and  s im i lar payloads  

IEC TS  62351 -4  provides  securi ty for profi l es  that i ncl ude  the  Manufacturing  Message  
Speci fication  (MMS)  ( I SO  9506)  and  s im i l ar payloads,  such  as  I EC  60870-6  (TASE.2  ( ICCP)) ,  
I EC 61 850-8-1  (MMS-based),  and  I EC 61 850-8-2  (XML/XSDs  over XMPP).   

The  commun ication  securi ty provided  by th is  standard  i nclude:  

•  Transport profi le  ( layers  1 -4 of  the  OSI  Reference  Model):  th is  document speci fies  how to  
use  Transport Layer Securi ty (TLS)  and  the  securing  of I ETF  RFC 1 006,  requ i ri ng  
compl iance  wi th  I EC  62351 -3.  

•  Appl ication  profi l es:  An  appl ication  profi l e  defi nes  the  sets  of protocols  and  requ i rements  
for layers  5-7  of the  OSI  Reference Model .  

There  are  two  T-profi l es  and  four appl ication  profi l es  i denti fied  wi th in  the  TC 57  con text.  Th is  
speci fication  shal l  speci fy securi ty extensions  for a l l  of the  i denti fi ed  profi les  except for the  
OSI  T-profi l e.  

•  I EC TS  62351 -5:  Securi ty for I EC  60870-5  and  derivati ves  ( i . e .  DNP  3)   

I EC TS  62351 -5  provides  d i fferent so lu tions  for the  seria l  version  (primari l y I EC 60870-5-1 01 ,  
as  wel l  as  Parts  1 02  and  1 03)  and  for the  networked  versions  ( I EC  60870-5-1 04  and  DNP 3) .  

Speci fical l y,  the  networked  vers ions  that  run  over TCP/I P  can  u ti l i ze  the  securi ty measures  
described  in  I EC 62351 -3,  wh ich  i ncludes  confidentia l i ty and  i n tegri ty provided  by TLS  
encryption .  Therefore,  the  on l y add i tional  requ irement covered  i n  th is  standard  i s  
au thentication .  
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The  seria l  vers ion  is  usual l y used  wi th  communications  med ia  that can  on l y support low b i t 
rates  or wi th  fie l d  equ ipment that i s  compute-constra ined .  I n  these  s i tuations,  TLS  wou ld  be  
too  compute-in tense  and /or communications- in tense.  Therefore,  the  on l y securi ty measures  
provided  for the  serial  vers ion  i nclude  certain  au thentication  mechan isms wh ich  address  
spoofing ,  replay,  mod i fication ,  and  some den ia l  of service  attacks,  bu t do  not attempt to  
address  eavesdropping ,  traffic anal ysis ,  or repud iation  that requ i re  encryption .  These  
encryption-based  securi ty measures  cou ld  be  provided  by a l ternate  methods,  such  as  VPNs 
or “bump-in-the-wi re”  technolog ies,  depend ing  upon  the  capabi l i ti es  of the  communications  
and  equ ipment i nvolved .  

•  I EC TS  62351 -6:  Securi ty for I EC  61 850  peer-to-peer profi l es  (e . g .  GOOSE)  

The  I EC  61 850  profi l e  that i ncl udes  the  MMS protocol  runn ing  over TCP/IP  uses  I EC 62351 -3  
and  I EC TS  62351 -4.  Add i tional  I EC  61 850  profi les  that run  over TCP/IP  (web  services  or 
other fu ture  profi les)  wi l l  use  I EC  62351 -3  pl us  possib le  add i tional  securi ty measures  
developed  by the  commun ications  industry for appl ication - layer securi ty (out-of-scope for th is  
set  of s tandards) .  

I EC 61 850  con tains  three  protocols  that are  peer-to-peer mu l ticast datagrams  on  a  substation  
LAN  and  are  not rou table.  The  main  protocol ,  GOOSE,  i s  des igned  for protective  re laying  
where  the  messages  need  to  be  transm itted  wi th in  4  m i l l i seconds  peer-to-peer between  
i n te l l i gen t con trol l ers.  G iven  these  stri ngent performance requ i rements,  encryption  or other 
securi ty measures  wh ich  may s i gn i ficantl y affect transm iss ion  rates  are  not acceptable.  
Therefore,  au then tication  i s  the  on l y securi ty measure  i ncluded  as  a  requ i rement,  so  I EC  TS  
62351 -6  provides  a  mechan ism  that i nvolves  m in imal  compute  requ irements  for these  profi l es  
to  d ig i ta l l y s i gn  the  messages.  

•  I EC  TS  62351 -7 :  Securi ty th rough  network and  system  management  

The  i n formation  i n frastructure  i n  power operations  i s  not typ ical l y treated  as  a  coherent 
i n frastructure,  bu t i s  viewed  as  a  col lection  of i nd ividual  communication  channels,  separate  
databases,  mu l ti p le  systems,  and  d i fferent  protocols.  Often  SCADA systems  perform  some 
m in imal  commun ications  mon i toring ,  such  as  whether commun ications  are  avai l able  to  the ir 
RTUs,  and  then  they fl ag  data  as  “unavai l ab le”  i f communications  are  lost.  However,  i t  i s  up  to  
the  main tenance  personnel  to  track down  what the  problem  is,  what equ ipment i s  affected ,  
where  the  equ ipment i s  l ocated ,  and  what shou ld  be  done  to  fix  the  problem .  Al l  of th is  i s  a  
l engthy and  often  ad  hoc process.  I n  the  meantime,  the  power system  is  not being  adequatel y 
mon i tored ,  and  some control  actions  may be  impossible.  As  the  anal ysis  of the  August 1 4,  
2003  b lackou t i n  the  US  showed ,  the  primary reason  beh ind  the  b lackou t i tsel f was  the  l ack of 
cri tica l  i n formation  made avai lable  to  the  ri ght  user at the  ri gh t t ime.  

IEC TS  62351 -7  focuses  on  Network and  System  Management (NSM)  of the  i n formation  
i n frastructure.  Power systems operations  are  i ncreas ing l y rel i ant  on  i n formation  
i n frastructures,  i nclud ing  commun ication  networks,  i n te l l i gent electron ic d evices  ( I EDs) ,  and  
sel f-defin ing  commun ication  protocols.  Therefore,  management of the  i n formation  
i n frastructure  is  crucia l  to  provid ing  the  necessary h igh  l evels  of securi ty and  re l i abi l i ty i n  
power system  operations.  

Ed i tion  1  of I EC TS  62351 -7  (201 0)  developed  sets  of abstract NSM  data  objects  (see  F igure 
D4)  bu t d i d  not map these  to  any protocol ,  suggesting  that l ater work wou ld  undertake 
mappings  to  the  I ETF’s  S imple  Network Management Protocol  (SNMP)  and  I EC  61 850.  I n  
SNMP,  Management I n formation  Base  (M IB)  data  is  used  to  mon i tor the  heal th  of networks  
and  systems,  bu t each  vendor must develop  thei r own  set of M IBs  for thei r equ ipment.  For 
power system  operations,  SNMP M IBs  are  on l y avai l able  for common  networking  devices,  
such  as  routers.  Therefore  Ed i ti on  1  of I EC 62351 -7 1 7  defi nes  the  abstract NSM  objects  i n  
UML,  and  then  maps  these  UML obj ects  to  SNMP M IBs.  

___________ 

1 7  Under preparati on .  S tage  at  the  time  of publ i cati on :  I EC/ADIS  62351 -7: 201 6.  
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Figu re D. 4 – N SM  obj ect mod els  

NSM  object models  are  the  I n formation  I n frastructure  equ ivalent to  the  CIM  and  I EC 61 850  
obj ect  models  of the  Power System  I n frastructu re  

•  I EC  TS  62351 -8:  Role-based  access  con trol  for power system  management 

The  scope  of th is  techn ical  speci fication  is  the  access  con trol  of users  and  au tomated  agents  
to  data  object in  power systems  by means  of ro le-based  access  con trol  (RBAC).  RBAC is  not 
a  new concept;  i n  fact,  i t  i s  used  by many operating  systems to  con trol  access  to  system  
resources.  However,  many power system  devices  treat a l l  users  a l ike  –  i f the  user has  the  
device’s  password  (and  often  the  same password  i s  used  on  many d i fferen t devices) ,  then  
they have  complete  access  to  a l l  data  and  appl ications.   

RBAC is  an  a l ternative  to  th is  a l l -or-noth ing  super-user model .  RBAC is  i n  keeping  wi th  the  
securi ty pri ncip le  of l east perm ission ,  wh ich  s tates  that no  user shou ld  be  g i ven  more  
privi l eges  than  necessary for perform ing  that person ’s  j ob.  RBAC enables  an  organ ization  to  
separate  super-user capabi l i ti es  and  package them  in to  specia l  user accounts  termed  roles  
for ass ignment to  speci fi c ind ividuals  accord ing  to  thei r j ob  needs.  RBAC is  not confined  to  
human  users ;  i t  appl ies  equal l y wel l  to  au tomated  computer agen ts,  i . e . ,  software  parts  
operati ng  i ndependent of user i n teractions.   

Role-based  access  control  i s  a  technology that has  the  poten tia l  to  reduce  the  complexi ty and  
cost of securi ty adm in istration  i n  networks  wi th  l arge  numbers  of i n te l l i gen t devices.  Under 
RBAC,  securi ty adm in istration  i s  s impl i fied  through  the  use  of roles  and  constrain ts  to  
organ ize  subj ect access  l evels .  RBAC reduces  costs  wi th in  an  organ ization  primari l y because  
i t  accepts  that employees  change roles  and  responsibi l i ties  more  frequen tl y than  the  ri gh ts  
wi th in  roles  and  responsibi l i t ies  have  to  be  changed .  As  i n  many aspects  of securi ty,  RBAC is  
not j ust  a  technology;  i t  i s  a  way of runn ing  a  business.  RBAC provides  a  means  of 
rea l l ocating  system  con trols,  bu t  i t  i s  the  organ ization  that decides  the  implementation .  

The  RBAC concepts  developed  in  I EC TS  62351 -8  are  shown  i n  F igure  D . 5.  

The  purpose  of th is  document i s  therefore:  

•  F i rstl y,  to  i n troduce  “subjects-roles-ri gh ts”  as  au thorization  concept ( i n  ANSI  I NCITS  
359-2004,  referred  to  as  “users-roles-perm iss ions” );  

•  Second ly,  to  promote  ro le-based  access  control  for the  en ti re  pyram id  in  power system  
management;  and  
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•  Th i rd l y,  to  enable  i n teroperabi l i ty i n  the  mu l ti -vendor envi ronment of the  power industry.  

To  ach ieve  these  goals ,  th is  part of I EC  62351  speci fi es  the  fol l owing  i tems:  

•  Format of credentia ls,  i nclud ing  subject  name for l ogg ing ;  

•  Mandatory securi ty roles  and  perm issions  for adm in istration ,  aud i t,  and  maintenance;  

•  Transm ission  of roles  for TCP/IP  and  seria l  commun ications;  

•  Extensions  i n  data  models  of power systems necessary to  implement RBAC;  and  

•  Veri fication  of creden tia ls  i n  the  target system  to  ensure  secure  access  con trol .  

 

Fig u re D. 5 – RB AC  con cepts  i n  IEC  TS  62351 -8  

On ly a  subset of poss ib le  roles  is  i denti fied  i n  th i s  standard .  Therefore  add i ti onal  work is  on -
going  to  develop  categories  and  subcategories  of roles  and  thei r pri vi l eges  i n  I EC  62351 -90-.  

•  I EC  62351 -9:  Key management 

Th is  part of I EC  62351  speci fi es  how to  generate,  d istribute,  revoke,  and  hand le  d i g i ta l  
certi ficates  and  cryptograph ic keys  to  protect d ig i ta l  data  and  i ts  communication .  I ncluded  i n  
the  scope  i s  the  hand l ing  of asymmetric keys  (e . g .  pri vate  keys  and  X. 509  certi ficates),  as  
wel l  as  symmetric  keys  (e. g .  session  keys).  

Th is  part assumes  that other standards  have  a l ready chosen  the  type  of keys  and  
cryptography that wi l l  be  u ti l i zed ,  s ince  the  cryptography a l gori thms and  key materia ls  chosen  
wi l l  be  typ ical l y mandated  by an  organ ization ’s  own  local  securi ty pol icies  and  by the  need  to  
be  compl ian t wi th  other i n ternational  standards.  Th is  document therefore  speci fi es  on l y the  
management techn iques  for these  selected  key and  cryptography in frastructures.  The  
obj ecti ve  i s  to  defi ne  requ irements  and  technolog ies  to  ach ieve  i n teroperabi l i ty of key 
management.  

Cryptograph ic keys  used  wi th  selected  cryptograph ic functions  can  be  used  to  secure  the  
messages  being  sen t  between  d i fferent en ti ties,  such  as  users,  systems,  software  
appl ications,  communication  nodes,  and  the  poten tia l l y l arge  numbers  of devices  that are  
often  l ocated  at  remote  and  often  untrusted  s i tes .   
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These  cryptograph ic  keys  shou ld  be  managed  so  that they can  effecti ve l y and  securel y be  
provided  to  the  en ti ti es  that requ i re  secure  exchanges  of data.  Th is  key management must 
take  i n to  account many i ssues,  rang ing  from  the  capabi l i ties  of en ti ti es,  to  the  varied  types  of 
l ocations  of these  en ti ti es,  to  the  tim ing  for provid ing  and  revoking  keys,  and  to  protecting  the  
key management processes  i tsel f from  attacks.   

For i nstance,  many smal ler devices  are  l im i ted  i n  computational  power and  memory capaci ty,  
wh i l e  the  commun ication  networks  may a lso  be  l im i ted  i n  avai lab le  bandwid th .  Therefore  
some of the  key management techn iques  used  i n  trad i ti onal  enterprise  in formation  technology 
system  envi ronments  are  not wel l  su i ted  to  power system  au tomation  and  commun ication  
environments.  

To  address  these  constra in ts,  th is  part speci fies  d i fferen t key management techn iques  that  
shou ld  be  used  for d i fferen t requ irements .  Speci fical l y i t  speci fi es  how to  manage keys  for 
each  of the  cryptograph ic functions  speci fi ed  in  the  other I EC  62351  parts.  

•  I EC TR 62351 -1 0:  Securi ty arch i tecture  

I EC TR 62351 -1 0  provides  securi ty arch i tecture  gu idel ines  for power systems  based  on  
essen tia l  securi ty con trols,  i . e . ,  on  securi ty-related  components  and  functions  and  thei r 
i n teraction .  Furthermore,  the  re lation  and  mapping  of these  securi ty con trols  to  the  general  
system  arch i tecture  of power systems  is  provided  as  gu idel i ne  to  support system  in tegrators  
to  securel y deploy power generation ,  transm iss ion ,  and  d istribution  systems applying  
avai l ab le  s tandards.  I t  i ncl udes  the  Arch i tecture  of TC  57  protocols  shown  i n  F igure  D .6 :  

 

Fi gu re  D. 6  – Arch i tectu re  of I EC  in form ation  exch an g e stan d ard s  

•  I EC 62351 -1 1 :  Securi ty for XML fi l es  
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With in  the  industry and  the  I EC,  the  use  of XML to  exchange in formation  is  becom ing  more  
prevalen t.  Wi th in  the  scope of the  I EC,  exchanges  of XML-based  documents  are  used  for 
I EC 61 970  as  wel l  as  for some types  of i n formation  exchanges  i n  I EC  61 850.  XML-based  
i n formation  exchanges  are  also  u ti l i zed  wi th in  other standards,  such  as  I EEE  1 81 5  (DNP3)  
and  I EEE  C37. 1 1 1  (COMTRADE).  For these  standards  and  other XML-based  documents ,  the  
i n formation  conta ined  i n  the  document may:  

•  Be  sensi ti ve  to  inadvertan t or mal icious  mod i fications  of i ts  contents  that cou ld  resu l t i n  
m is-operation /m isin terpretation  i f the  exchanged  i n formation  is  used  (e. g .  a  tamper 
securi ty vu lnerabi l i ty).  

•  Conta in  confidentia l  or pri vate  data.  

•  Contain  subsets  of i n formation  that may be  cons idered  sensi ti ve  by the  document creation  
en ti ty.  

Th is  part of I EC 62351  proposes  to  standard ize  mechan isms  to  protect the  document con tents  
from  tampering /d isclosu re  when  the  document i s  be ing  exchanged  (e. g .  i n  transi t) .  
Add i ti onal l y,  th is  part proposes  to  standard ize  a  mechan ism  to  a id  i n  the  protection  of the  
i n formation  when  i n  transi t across  mu l ti p le  parties  wi th  d i fferen t trust re lationsh ips  (e. g .  en ti ty 
A trusts  en ti ty B ;  B  trusts  A and  C,  and  A needs  to  exchange i n formation  wi th  C.  bu t A does  
not know of or trust C) .  As  an  example,  a  u ti l i ty (A)  may trust an  aggregator (B) .  The  
aggregator trusts  the  u ti l i ty and  a  DER faci l i ty (C).  The  u ti l i ty therefore  sends  an  XML-based  
document wi th  both  sens i ti ve  and  general  i n formation  to  the  aggregator and  “trusts”   that the  
aggregator wi l l  on l y send  the  non-sensi ti ve  i n formation  on  to  the  DER faci l i ty.  Th is  part 
provides  a  mechan ism  to  i den ti fy the  sens i ti ve  i n formation  so  that the  m idd le  enti ty (B)  can  
determ ine  not to  send  i t  on .  

Al though  th is  document i s  in tended  to  secure  XML documents  used  wi th in  the  scope of the  
IEC,  the  mechan ism/methodolog ies  speci fi ed  wi th in  th is  document can  be  appl ied  to  any XML 
document.  

•  I EC  TR 62351 -1 2:  Resi l i ence  for power systems wi th  DER systems 

Th is  document provides  res i l i ency recommendations  that recogn ize  the  need  for i n tegrating  
both  cyber securi ty techn iques  wi th  eng ineering/operational  strateg ies  i n  order for power 
systems  wi th  D istributed  Energy Resources  (DER)  systems ach ieve  equal  or greater 
res i l i ence  to  attacks,  fai l u res,  and  natural  d isasters.  I t  covers  the  res i l ience  requ irements  for 
the  many d i fferen t stakeholders  of these  d ispersed  cyber-phys ical  generation  and  s torage  
devices,  wi th  the  goal  of enhancing  the  safety,  re l i ab i l i ty,  power qual i ty,  and  other operational  
aspects  of power systems,  particu larl y those  wi th  h i gh  penetrations  of DER systems.  

Whi le  recogn izing  that the  res i l i ence  of the  power system  to  anomalous  cond i tions  has  many 
components  and  extends  far beyond  the  impacts  of DER systems,  the  focus  of th is  document 
i s  the  role  of DER systems  i n  g ri d  res i l iency,  i ncl ud ing :  

•  DER system  resi l i ence:  The  cyber securi ty and  eng ineering  strateg ies  for design ing  and  
i nsta l l i ng  DER systems  to  provide  DER res i l i ence  to  anomalous  power system  events  and  
cyber-attacks.  

•  G ri d  resi l i ence  for gri d  p lann ing  wi th  s i gn i fican t numbers  of DER in terconnections:  The 
cyber securi ty and  eng ineering  strateg ies  for promoting  grid  res i l ience  by studying  th e  
impact of and  p lann ing  for i n terconnecting  DER systems  wi th  the  g ri d  to  promote  g ri d  
res i l i ence.  

•  G ri d  res i l i ence  for g rid  operations  wi th  s ign i ficant  capaci ty of DER generation  and  storage:  
The  cyber securi ty and  eng ineering  strateg ies  for operati ng  the  grid  wi th  s ign i ficantl y l arge  
numbers  and  capaci ties  of DER systems  that can  impact  grid  re l i abi l i ty and  securi ty.  

F igure  D. 7  i l l ustrates  the  types  of communications  requ i red  between  the  various  stakeholders  
i nvolved  in  operati ng  power systems wi th  i n terconnected  DER systems.  

International  Electrotechnical  Commission

 



 – 98  – I EC TR 62357-1 : 201 6  © I EC  201 6  

 

Market

Enterprise

Operation

Station

Field

Process

Transmission Energy 

Market Clearinghouse

ISO/RTO/TSO 

Balancing Authority

Hierarchical  DER System Five-Level  Architecture,  Mapped to the Smart Grid Architecture Model  (SGAM)
 

Level  4:  Distribution Uti lity 

Operational  Analysis and Control  

for Grid  Operations

DER Management 

System (DDEMS 

or DERMS)

Distribution 

Management 

System (DMS)

Outage 

Management 

System (OMS)

System to Coordinate 

Aggregations of DER 

through REPs

Transmission 

Bus Load 

Model  (TBLM)

DER Monitoring 

and Control  System

Utility Grid

Circuit breaker

Meter and 

PCC

 

Level  2:  Facilities DER Energy 

Management System (FDEMS)

Level  1 :  Autonomous 

cyber-physical  DER 

systems

Level  5:  Transmission and Market Interactions

 

Facilities DER Energy 

Management Systems 

(FDEMS)

Facilities Site WAN/LAN

Utility WAN/LAN

Facilities DER and Load

Energy Management 

System

EV as DER 

Controller
PV 

Controller

PV 

Equipment

Diesel  

Controller

Distributed  Energy Resources (DER) Customer PremisesTransmission Distribution

ECP ECPECPECP

Geographic 

Information 

System (GIS)

Energy 

Management 

System (EMS)

Level  3:  Utility and REP 

Information & 

Communications (ICT)

Level  5:  Retail  Energy 

Provider (REP) and/or 

DER Aggregator 

Demand 

Response 

(DR) System

REP DER & Load 

Management 

System

 

Distribution Energy 

Market Clearinghouse
Retail  Energy Market 

Clearinghouse

 

 

Battery 

Equipment

Battery Storage 

Controller

Electric Vehicle 

Equipment

Diesel  

Generator

Facilities DER Energy 

Management Systems 

(FDEMS)

Facilities Load 

Management 

Facil ities 

Site Loads

 

 

 
IEC 

Fig u re D. 7  – H i erarch ical  arch i tectu re of DER system  operation s  

•  I EC  TR 62351 -1 3:  Gu idel i nes  on  what securi ty topics  shou ld  be  covered  i n  standards  and  
speci fications  

The  I EC has  developed  gu idel i nes  to  support  the  developers  of standards  and  speci fications  
wi th  addressing  cyber securi ty at the  appropriate  l evel  for thei r standard .  These  gu ide l i nes  
provide  suggestions  on  what securi ty topics  shou ld  be  covered  i n  s tandards  and  
speci fications  that are  to  be  used  in  the  power industry.  These  suggestions  cannot be  
prescripti ve  for every s tandard ,  s i nce  ind ividual  standards  and  speci fications  may l eg i timatel y 
have  very d i fferen t focuses,  bu t i t  shou ld  be  expected  that the  combination  of such  standards  
and  speci fications  used  i n  any implementation  shou ld  cover these  securi ty topics.  These  
suggestions  cou ld  therefore  be  used  as  a  checkl ist for the  combination  of standards  and  
speci fications  used  in  implementations  of systems.  

•  I EC  62351 -1 4:  Cyber securi ty event  l ogg ing  and  reporting  (under cons ideration)  

Part 1 4  speci fi es  techn ica l  requ irements  for l ogg ing  securi ty even ts:  transport,  l og  data  and  
semantics ,  such  as  how to  send  and  receive  securi ty even ts  securel y,  re l iabl y,  how to  forward  
securi ty events  or l ogs,  how to  query logs,  etc.  Bes ides  the  speci fication  of the  l ogg ing  
even ts,  a lso  the  transport i s  be ing  defined .  Speci fical l y,  as  sys log  has  become the  de-facto  
standard  to  l og  system  events,  a  mapping  to  sys log  i s  targeted .  

•  I EC 62351 -90-1 :  RBAC gu idel ines  (under consideration)  

Th is  document enhances  the  role  based  access  control  speci fication  i n  power systems  
defined  i n  I EC TS  62351 -8  wi th  best practise  gu idel ines  for the  d istribu tion  of role-to-ri gh t 
i n formation  enabl i ng  the  defin i tion  of custom  ro les.  More  speci fical l y i t  focuses  on  means  to  
describe  custom  roles ,  the  management of new ro les  and  associated  ri ghts ,  wh ich  are  
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typical l y adm in istered  i n  a  management tool  and  enforced  i n  the  endpoin ts.  By defin ing  
categories,  the  workflow for defi n ing  new roles  and  associated  ri gh ts  bes ides  the  a l ready 
predefined  roles  in  I EC TS  62351 -8  as  wel l  as  the  ass ignment to  subj ects  shal l  be  eased .  
Consequen tl y the  i n formation  exchange necessary to  d istribute  the  RBAC in formation  is  a lso  
target of th is  report to  ensure  i n teroperabi l i ty between  d i fferent vendor’s  products.  Th is  i s  
ach ieved  by u ti l i zi ng  the  a l ready existing  standard  XACML.  I n  add i tion  to  I EC  TS  62351 -8  
further constrain ts  of role  execu tion  are  cons idered .  These  constra in ts  are  bound  to  the  
execu tion  envi ronment rather than  the  access  token  carrying  the  role  in formation  i tse l f.  I t  i s  
i n tended  to  i ncl ude  the  techn ical  enhancements  i n to  the  revis ion  of I EC  TS  62351 -8.  

•  I EC 62351 -90-2 :  Deep Packet i nspection  (under cons ideration)  

Th is  techn ical  report anal yses  the  impact of encrypted  communication  channels  i n  power 
systems  in troduced  wi th  I EC 62351 .  As  defined  i n  I EC  62351  an  encrypted  channel  can  be  
employed  when  communicati ng  wi th  I EDs  and  encryption  can  be  adopted  at message  l eve l  as  
wel l .  For example,  the  use  of encrypting  TLS  setups  accord ing  to  I EC  62351 -3  i n troduces  
some issues  when  Deep Packet I nspection  (DPI )  i s  needed  to  i nspect the  communication  
channel  for mon i toring ,  aud i ting  and  val idation  needs.  Also,  the  new appl icati on  l ayer securi ty 
profi les ,  cu rren tl y being  speci fied  as  part of the  revis ion  of I EC  62351 -4,  provide  optional  
encryption .  The  report i l l ustrates  the  s tate-of-the  art of DPI  techn iques  that can  be  appl i ed  to  
the  various  kinds  of channels,  h igh l igh ting  the  possib le  securi ty risks  and  implementation  
costs .  Add i tional ,  beyond  state-of-the-art proposals  are  a lso  described  in  order to  cope  wi th  
the  main  l im i ts  of existing  solu tions.  

•  I EC 62351 -1 00-1 :  Cyber securi ty conformance testi ng  (under consideration )  

Th is  1 00-x series  i n  I EC targets  the  speci fication  of common  avai lable  procedures  for 
conformance  testi ng  of the  d i fferent  speci fication  parts  of I EC  62351 .   

The  scope of th is  techn ica l  speci fication  is  to  speci fy common  avai l able  procedures  and  
defin i tions  for conformance and/or i n teroperabi l i ty testing  of I EC  TS  62351 -5,  I EC 
TS  60870-5-7  and  the i r recommendations  over I EC 62351 -3.  These  are  the  securi ty 
extensions  for I EC 60870-5  and  derivati ves.   

I EC TC 57  WG  3  has  developed  a  document for conformance  testi ng  of I EC  60870-5-1 01  and  
IEC 60870-5-1 04,  respectivel y I EC  TS  60870-5-601  and  I EC  TS  60870-5-604.   

The  same arguments  for defi n ing  th is  proposed  document are  a lso  val i d  for I EC TS  62351 -5  
and  I EC  62351 -3  appl i ed  to  the  I EC 60870-5  series  th rough  I EC  TS  60870-5-7  for secure  data  
exchange.  The  widespread  use  of I EC  60870-5  and  the  i ncreas ing  use  of i ts  data  
communication  securi ty through  I EC 62351  around  the  world  j usti fy the  defin i ti on  of test 
procedures  for I EC  TS  62351 -5,  I EC  TS  60870-5-7,  and  the ir recommendations  over 
I EC 62351 -3  for profi l es  i nclud ing  TCP/IP.   
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D. 6  TC 57  Worki ng  Grou p 1 6  

D. 6. 1  G en eral  

WG  1 6  – Dereg u l ated  M arket Com m u n i cati on s  

M i ssi on  & Scope Org an i zati on  & m aj or acti vi ti es  

•  Devel op  Standards  for E lectri ci ty Market 
Commun ications  

– Market  Parti ci pan ts  to  Market Operator 

– I n tra  Market Operator 

•  U se  of TC  57  Common  I n formation  Model  (CIM)  

Organ i zed  i n  two  team  
 

– European  markets  

– North  American  markets  

Standard i zati on  as   I EC  62325  

Road m ap  

201 4  201 5  201 6  

Planned  TS:  

•  Market  d ata  exchanges  
gu idel i nes  for the  I EC 62325-
351  profi l es,  ed  1  

•  P l anned  I S :  

•  Common  Dynam ic Data  
S tructures  for DAM,  RTM,  CRR 

•  Probl em  statement and  status  
request bus i ness  process,  
con textual  and  assembly 
models  for European  markets ,  
ed  1  

•  Settl ement  and  reconci l i ati on  
process,  con textual  and  
reconci l i ati on  process  for 
European  Markets  

•  Transm iss ion  capaci ty 
a l l ocati on  business  process  
(expl i ci t  or impl i ci t  aucti on )  and  
con textual  models  for 
European  market,  ed  1  

•  Schedu l i ng  bus iness  process  
and  con textual  model  for CIM  
European  markets,  ed  1  

•  Common  i n formation  model  
(CIM)  extensions  for markets ,  
ed  1  

P lanned  TS:  

•  U ti l i zation  of web  services  for 
e l ectron ic  data  i n terchanges  
on  the  Eu ropean  energy 
market for e l ectri ci ty,  ed  1  

P lanned  I S :  

•  Profi l es  for Day Ahead  Market  

•  Profi l es  for Real  Time  Market  

•  Profi l es  for F i nanci a l  
Transm iss ion  Righ ts  

•  Dynam ic structu res  for DAM,  
RTM,  FTR 

•  Common  i n formati on  model  
(CIM)  extensi ons  for markets,  
ed  2  

•  CIM  European  market  model  
exchange  profi l e ,  ed  2  

 

 

D. 6. 2  IEC  62325 stan d ard  overvi ew 

D. 6. 2. 1  IEC  62325  Eu ropean  styl e  market overview 

Figu re  D . 8  represents  European  market re lated  standards.  
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Fig u re D. 8  – I EC  62325 stan d ard  series  

The  European  s tyle  market profi le  speci fications  that support the  European  style  design  
e lectrici ty markets  is  defi ned  i n  I EC  62325-351 .  These  e lectrici ty markets  are  based  on  the  
European  regu lations,  and  on  the  concepts  of th i rd  party access  and  zonal  market.  The  
IEC 62325-451 -n  series  speci fies  the  con ten t of the  messages  exchanged .  

The  purpose  of I EC  TS  62325-503  is  to  provide  the  gu idel ines  to  exchange the  above  
mentioned  messages.  A European  market participan t ( trader,  d istribu tion  u ti l i ti es,  etc. )  cou ld  
benefi t   from  a  s ing le,  common,  harmon ized  and  secure  platform  for message exchange wi th  
the  European  TSOs;  thus  reducing  the  cost of bu i ld i ng  d i fferent I T  p latforms to  i n terface  wi th  
a l l  the  parties  i nvolved .  

Th is  document speci fies  a  s tandard  for a  commun ication  platform  wh ich  every Transm ission  
System  Operator (TSO)  i n  Europe may use  to  re l i abl y and  securel y exchange  documents .  
Consequentl y a  European  market participant (trader,  d is tribu tion  u ti l i t i es,  etc. )  cou ld  benefi t  
from  a  s ing le,  common,  harmon ized  and  secure  p latform  for message  exchange wi th  the  
d i fferent TSOs;  thus  reducing  the  cost of bu i ld i ng  d i fferent I T  p latforms to  i n terface  wi th  a l l  the  
parties  i nvolved .  Th is  a l so  represents  an  importan t step  in  faci l i tati ng  parties  en tering  i n to  
markets  other than  the ir national  ones.   

From  now on  the  acronym  “MADES”  wi l l  be  used  to  designate  these  Techn ical  Speci fications.  
MADES is  a  speci fication  for a  decen tra l i zed  common  communication  p latform  based  on  
i n ternational  I T  protocol  standards:   

•  From  a  bus iness  appl ication  (BA)  perspective,  MADES speci fies  software  in terfaces  to  
exchange  e lectron ic documents  wi th  other BAs.  Such  in terfaces  main l y provide  means  to  
send  and  receive  documents  us ing  a  so-cal led  “MADES  network”.  Every s tep  of the  
del i very process  is  acknowledged ,  and  the  sender can  request about the  del i very status  of 
a  document.  Th is  i s  done  through  acknowledgement,  wh ich  are  messages  returned  back 
to  the  sender.  Th is  makes  MADES  network usable  for exchang ing  documents  i n  business  
processes  requ iri ng  re l iable  del i very.   
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•  MADES a lso  speci fies  a l l  services  for the  business  appl ication  (BA);  the  complexi ti es  of 
recipient l ocal isation ,  recipient connection  status,  message routi ng  and  securi ty are  
h idden  from  the  connecting  BA.  MADES services  i nclude  d i rectory,  au thentication ,  
encryption ,  s ign ing ,  message  tracking ,  message  l ogg ing  and  temporary message storage.   

The  purpose  of MADES is  to  create  a  data  exchange  standard  comprised  of standard  
protocols  and  u ti l i zi ng  I T  best practices  to  create  a  mechan ism  for exchang ing  data  over any 
TCP/IP  commun ication  network,  in  order to  faci l i tate  business  to  business  i n formation  
exchanges.  

 

Fi gu re  D. 9  – M ADES overview 

The MADES  scope i s  provided  by F igure  D. 1 0:  

 

Fi gu re  D. 1 0  – M ADES scope  

G_SGCG_Standard_Report_v3. 1 ,  8 . 7. 2  presents  Trad ing  Systems  and  re lated  s tandards.  
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D. 6. 2. 2  IEC  62325  N orth  Am eri can  styl e  market overvi ew 

The fol lowing  l i s t represents  an  overview of the  North  American  part of the  standard ,  showing  
existi ng  and  fu ture  documents  (under cons ideration) .  

I EC 62325-301  Common  i n formation  model—extens i ons  for markets  ed  2  

I EC 62325-352 1 8 Profi l es  for North  American  style  markets  

I EC 62325-450  Model i ng  and  Messag ing  Methodol ogy 

I EC 62325-452-1  Profi l es  for day ahead  markets  

I EC 62325-452-222  Profi l es  for real  t ime  markets  

I EC 62325-452-322  Profi l es  for fi nancia l  transm ission  ri gh ts  

I EC 62325-550-2  Common  dynam ic structures  for DAM.  RTM,  and  FTR markets  

I EC 62325-552-1  Dynam ic data  structures  for DAM  

I EC 62325-552-222  Dynam ic data  structures  for RTM  

I EC 62325-552-322  Dynam ic data  structures  for FTR 

 

N orth  Am eri can  styl e  m arket overvi ew 

The North  American  styl e  markets  are  characterized  by central  un i t commitment and  d ispatch  
by a  market operator.  Merchant  generators  provide  offers  to  sel l  e lectrica l  products,  
wholesale  l oad  serving  en ti ti es  provide  b ids  to  buy e lectrical  energy at the  wholesale  level .  
The  system  operator provides  requ i rements  for anci l l ary services  for re l iab le  operations .  The  
market i s  cleared  us ing  a  securi ty constra ined  un i t  comm itment that determ ines  awards  to  
generators  wi th  successfu l  offers  and  computes  l ocational  marg inal  prices  that are  used  in  
b i l l i ng  and  settl ement.  These  wholesale  markets  operate  in  two  time frames.  I n  the  day ahead  
time frame,  the  commitment of un i ts  wi th  l ong  start up  times  is  determ ined ,  and  the  market i s  
cl eared  to  provide  b i d - in  l oad .  I n  the  I n traday time frame,  comm itment of un i ts  wi th  short s tart  
up  times  and  d ispatch  are  determ ined  to  meet short term  forecasts  for loads.  The  power 
system  network i s  used  in  the  market clearing  optim ization  as  a  set of constrain ts  that  
represent base  case  and  con tingency case  operations.  

F igure  D . 1 1  shows  the  I n terface  Reference  Model  for the  North  American  style  I SO/RTO 
market operations.  Key software  systems are  briefl y described  a long  wi th  thei r major 
i n terfaces.  

___________ 

1 8  Under considerati on .  
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Fi gu re D. 1 1  – In terface Referen ce  M odel  or th e  N orth  Am eri can  Styl e  
ISO/RTO m arket operati on s  

CIM  Model  Manager:  Th is  system  is  used  for main ta in ing  the  power system  network model  
and  supplementa l  market  data  such  as  the  defin i ti on  of market resources,  prici ng  nodes,  and  
market constrain ts .  Power system  network models  are  provided  i n  the  exchange format of the  
standards  mainta ined  by WG  1 3.  Supplementa l  market data  is  provided  i n  s tandards  
mainta ined  by WG  1 6.  

Load  Forecast:  Th is  system  is  used  to  pred ict system  and  nodal  l oads  for use  i n  the  part of 
the  day ahead  market cl earing  that determ ines  re l iabi l i ty un i t commitment.   

EMS/SCADA systems:  These  systems provide  the  resu l ts  of a  state  estimator that i s  used  as  
the  i n i tia l  poin t  for market cl earing  optim ization .   

Schedu ler:  Th is  i s  system  provides  b i latera l  i n terchange schedu les  between  market 
participants  wi th in  the  I SO/RTO footprin t  and  enti ties  ou ts ide  of the  footprin t.   

DAM:  The  Day Ahead  Market System  clears  the  market for the  fol lowing  operating  day(s) .  I t 
provides  awards  requ iring  the  commitment of un i ts  and  fi nancia l l y b ind ing  schedu les.  

I n traday Markets:  Th is  system  provides  awards  requ iring  the  commitment of fast  start  un i ts  
and  advisory d ispatch  schedu les.  

RTM:  The  Real  Time Market provides  clears  the  real  t ime  market and  provides  d ispatch  
i nstructions  to  generation  (and  demand  response)  resources  wi th in  a  short term  d ispatch  
horizon .  

B  and  S :  The  B i l l i ng  and  Settl ement system  reconci les  awards  wi th  metered  data  and  
provides  b i l l s  for energy and  anci l l ary services .  

MDMS:  Meter data  management systems val idates  meter read ing ,  and  may provide  error 
correction ,  ed i ting ,  and  estimation  functional i ty.  

IEC  

International  Electrotechnical  Commission

 



I EC TR 62357-1 : 201 6  © I EC  201 6  – 1 05  –  

 

CRR:  Congestion  Revenue  Rights  (a lso  known  as  F inancia l  Transm iss ion  Rights)  provides  
functional i ty that a l lows  the  market operator to  a l locate  these  i nstruments  by conducting  an  
auction .  Resu l ts  of the  auction  are  provided  to  B i l l i ng  and  Settl ement for the  a l location  of 
congestion  charges  and  revenues.  

D. 7  TC 57  Worki ng  Grou p 1 7  

WG  1 7  – Com m u n i cati on  S ys tem s  for Di stri bu ted  En erg y Resou rces  (DER)  

M i ssi on  & Scope  Org an i zati on  & m aj or acti vi ti es  

•  WG  1 7  extends  the  I EC 61 850  object  model s  and  
services  requ i red  for i n formation  exchanges,  
covering  

– D i stri bu ted  energy resources  (DER),  
compris ing  generati on ,  l oad  and  storage;  

– Distribu tion  feeder and  network equ ipment,  to  
support  au tomation  of power d i s tri bu ti on  

systems ;  

•  Management  systems  requ i red  for the i r operati on  
and  i n teg rati on  wi th  e l ectri c  power systems.  

•   

Road m ap  

201 4  201 5  201 6+  

•  I EC  TR 61 850-80-3  Mapping  to  
Web Services  – Requ i rement 
Analys i s  and  Technol ogy 
Assessment 

•  I EC  TR 61 850-90-8  Object 
Models  for E l ectri cal  Mobi l i ty  

•  I EC  TR 61 850-90-1 0  Object 
Models  for Schedu l i ng  

•  I EC 61 850-8-2  Speci fi c  
commun ication  service  
mapping  (SCSM) – Mappings  
to  Web Services  

•  I EC  TR 61 850-90-6  Use  of 
I EC 61 850  for D i stri bu ti on  
Au tomation  System  

•  I EC  TR 61 850-90-9  Use  of 
I EC 61 850  for E l ectri cal  
S torage  Systems  

•  I EC  TR 61 850-90-1 5  
H ierarch ical  arch i tectu re  of a  
DER system  

•  I EC  61 850-7-420  Ed .  2  Basic  
commun ication  structu re  – 
D i stri bu ted  energy resources  
l og ical  nodes  

•  I EC  61 850-7-520  D istri bu ted  
Energy Resources  – model l i ng  
concepts  and  gu i del i nes  

 

D. 8  TC 57  Worki ng  Grou p 1 8  

WG 1 8  – H yd roel ectri c  power pl an ts  – Com m u n i cati on  for m on i tori n g  an d  con trol  

M i ssi on  & Scope Org an i zati on  & m aj or acti vi ti es  

To devel op  commun ication  s tandards  for power pl an ts  
– by defi n i ng  add i ti onal  s tructu res  and  components  for 
I EC 61 850  models ,  to  a l l ow the  use  of th i s  s tandard  i n  
hyd ropower,  l arger steam  and  gas  tu rbine  production  
p l an ts.  

 

Road m ap  

201 4  201 5  201 6  

•  CDV for I EC 61 850-7-41 0  
Amd .  1  

•  CD  for I EC TS  61 850-1 0-21 0  

•  I EC  TS  61 850-1 0-21   
for i n teroperabi l i ty testi ng  

•  I EC  TS  61 850-90-41 0  
Commun ication  network  
i n  hydropower p l an ts  

•  I EC  61 850-7-41 0  Ed . 3  

•  I EC  61 850-7-51 0  Ed . 2  

•  CD  for I EC TS  61 850-1 0-21 0  

•  I n  201 8,  I EC 61 850-7-51 0  
Ed . 2  and  -7-41 0  Ed . 3.  
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D. 9  TC 57  Worki ng  Grou p 1 9  

D. 9. 1  G en eral  

WG 1 9  – Referen ce Arch i tectu re  for Power S ys tem  I n form ati on  Exch an g e  

M i ssi on  & Scope Org an i zati on  & m aj or acti vi ti es  

I n teroperabi l i ty wi th i n  TC 57  i n  the  l ong  term .  

WG 1 9  i ncl udes  al l  of TC  57  scope.  WG  1 9  wi l l  
support  a l l  other working  groups,  bu t  wi l l  n ot  perform  
the  work of the  other working  g roups  (no  compete).  
WG 1 9’ s  focus  i s  on  topics  that  cross  mu l ti pl e  worki ng  
g roups,  and  how TC 57  techn ical l y fi ts  external l y to  
TC 57.  

WG 1 9  conceptual l y i s  the  techn ical  arch i tectu re  
board  of TC  57.  

Vi s ion :  Al l  new TC 57  standards  shou ld  use/extend  the  
CIM  as  the  common  semantics  for thei r 
confi gu rati on/eng i neeri ng  model i ng ,  and  I EC 61 850  for 
[SCADA ori en ted  /  I ED  /  fi e l d ]  commun ications.  Other 
exi sti ng  standards  wou ld  l i kel y take  a  mapping  
approach .  Services  cou l d  a l so  be  addressed  
( I EC 61 850  services,  Web  Services,  securi ty,  
operati ons,  SOA and  G ID  servi ces  cou ld  be  
harmon i zed).   

Mai nstream  I n formation  Technolog ies  shal l  be  
eva luated  pri or to  creati ng  new equ i val en t  approaches.  

Approach :  Document  I n teroperabi l i ty approaches  via  
the  I EC 62357  (reference  arch i tectu re),  I EC 62361  
( i n teroperab i l i ty i n  the  l ong  term)  series  of documents .  

Road m ap  

201 4  201 5  201 6  

•  I EC  62361 -2 ,  End -to-end  
qual i ty codes  for supervisory 
control  and  data  acqu is i ti on  
(SCADA)   
 

•  I EC  62361 -1 00,  CIM  Profi l es  
to  XML schema  mapping  
(CDV)  
 
 

•  I EC  62361 -1 01 ,  Common  
I n formation  Model  Profi l es  
(  under cons ideration )  

•  I EC  TS  62361 -1 02,  CIM-
I EC 61 850   Harmon i zation  
(CD)  
 
 

•  I EC  TR 62357-1  Ed  2 ,  Power 
System  Management and  
I n formation  exchanges  
reference  arch i tectu re  (DTR)  
 

•  I EC  TR 62357-200,  Guidelines 
for migration from Internet 
Protocol version 4  (IPv4)  to 
Internet Protocol version 6 
(IPv6)   

•  I EC  TR 62357-2 ,  Power System  
Management Use  Cases  (DTR)  

 

D. 9. 2  IEC  62357  an d  I EC  62361  rel ated  stan d ard  overview 

Figu re  D . 1 2  describes  WG  1 9  standards  and  their I EC  status .  
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Figu re D. 1 2  – I EC  62361 ,  I EC  62357  stan d ard  seri es  

D. 1 0  TC 57  Worki ng  Grou p 20  

WG  20  – Power s ys tem  I ED  com m u n i cati on  an d  associ ated  d ata  m od el s  

M i ssi on  & Scope  Org an i zati on  & m aj or acti vi ti es  

•  P l ann i ng  of Anal ogue  and  D ig i ta l  Power Li ne  
Carri er Systems  Operati ng  operati ng  over 
EHV/HV/MV E lectri ci ty Gri ds    

 

The  I EC 62488  seri es  of s tandards  cons ists  of the  
fol l owing  parts  under the  general  t i tl e: Power l i ne  
Systems  for Power U ti l i ty Appl i cations  

•  Part  1 :  P l ann ing  of Ana logue  and  D ig i ta l  Power 
Li ne  Carrier Systems  Operati ng  over EHV/HV/MV 
E lectri ci ty Gri ds  

•  Part  2 :  Anal ogue  Power L i ne  Term inal s : 201 4  

•  Part  3 :  D i g i ta l  Power Li ne  Carri er Term inal s : 201 5   

•  Part  4 :  Broadband  Power Li ne  Systems: 201 6  

Road m ap  

201 4  201 5+  

•  CD  62488-2  Anal ogue 
I n terfaces  ci rcu lated  
September 201 4  to  Nationa l  
commi ttees  

•  I EC  62488-2 ,  I EC Anal ogue  Power Li ne  Term inal s   

•  I EC  62488-3,  D i g i tal  Power L i ne  Term inal s   

•  I EC  62488-4,  Broadband  Power L i ne  Term inal s  

•  D i scuss ion  wi th  I TU-T: power l i ne  Carrier systems  operati ng  i n  the  
l ow and  broadband  frequency ranges  

•  E l ectromagneti c  I n terference  of commun icati on  systems  i n  U ti l i ty 
systems 

•  I n terference  from  l ocal  commun ication  networks  on  u ti l i ty 
commun ications  
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D. 1 1  TC 57  Worki ng  Grou p 21  

D. 1 1 . 1  G en eral  

WG 21  – I n terfaces  an d  protocol  profi l es  rel evan t to  s ys tem s con n ected  to  th e  el ectri cal  g ri d  

M i ssi on  & Scope  Org an i zati on  & m aj or acti vi ti es  

•  M i ss ion :  Defi ne  i n terface  between  the  Smart  Gri ds  
and  res iden ti al  and  commercial  bu i l d i ng  and  
i ndustria l  energy management  systems.  

•  Scope:  I den ti fi cation  of use  cases  wh ich  i n vol ve  
systems  connected  to  the  e l ectri cal  g ri d .  The  focus  
i s  on  i n teraction  between  power system  
management (TC 57  standards)  and  H /B/I  energy 
management systems.  
Devel opment  of requ i rements  and  i n ternati onal  
s tandards  for system  i n terfaces,  commun ication  
protocols  and  profi l es  i n  considerati on  of 

– I n terconnecti ng  a  l arge  number of 
geograph ical l y d i s tri bu ted  systems  

– Domain  speci fi c  protocols  for i ndustria l ,  h ome  
and  bu i l d i ng  au tomati on  

– S tate-of-the-art  wi reless  and  wi red  
commun ication  

– Effi cien t  i nsta l l ati on ,  commission ing  and  
main tenance  

Structure  of s tandard  deve loped :  

•  I EC 62746  Ed . 1 :  Systems  I n terface  between  
Customer Energy Management  System  and  the  
Power Management  System   

•  I EC TR 62746-2:  Use  Cases  and  Requ i rements  

•  I EC  TS  62746-3:  Arch i tectu re  

•  I EC  62746-4:  Data  Model  

•  I EC  62746-5:  Service  i n terface  to  customer 
system  

•  I EC 62746-1 0-1  Ed . 1 :  Systems  i n terface  
between  customer energy management system  
and  the  power management  system  – Part  1 0-1 :  
Open  au tomated  demand  responsea  

•  I EC  PAS  62746-1 0-1  PAS  OpenADR 2. 0ba  

•  I EC  62746-1 0-2  CIM  compl ian t  Mappi ng  to  
XMPP  

Road m ap  

201 5  201 6  201 7+  

•  U se  Cases  and  requ i rements  for 
vi rtual  resources  i n  customer 
prem ises  

•  Arch i tecture  

•  Data  models  

•  Message  con ten t and  
exchange  patterns  

•  Message  transport  and  
services  

•  Securi ty  

•  Avai l abi l i ty,  redundancy 

•  Eng ineering  

•  Service  i n terface  to  customer 
system  

•  Profi l es,  I n teroperab i l i ty  

•  Conformance  Testi ng  

 

a  Proj ects/publ i cati ons  under the  responsibi l i ty of Project  Commi ttee  1 1 8.  

 

D. 1 1 . 2  IEC  62746 rel ated  stan d ard  overview 

Figu re  D . 1 3  represen ts  WG  21  standards  and  the ir I EC  status.  
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Figu re D. 1 3  – I EC  62746  stan d ard  seri es  

D. 1 2  Suppl emental  standards  devel oped  by th e IEC an d  other bodi es  

Some other standards  have  been  developed  wh ich  can  complete  those  presented  i n  the  
Reference Arch i tecture  i l l ustrated  by F igure  D. 1 3.   

The  fol l owing  l i st  i s  not complete,  and  i l l ustrates  these  complementary s tandards:   

I EC 62541  is  standard ized  by TC  65,  I ndustrial -process  measurement,  con trol  and  au tomation   

I SO/IEC 1 51 1 8  is  standard ized  by TC  69,  E lectric  road  veh icles  and  e lectri c i ndustria l  trucks  

IEC 62056  i s  standard ized  by TC  1 3,  E lectrical  energy measurement and  con trol  

I EC 61 334  i s  standard ized  by TC  57,  Power systems management and  associated  i n formation  
exchange  

IEC 62394  Service  D iagnostic I n terface  for Consumer e lectron ics  products  and  networks  
Echonet implementation  i s  standard ized  by TC  1 00,  Aud io,  Video and  Mu l timed ia  systems and  
equ ipment 

I EC 62746  System  i n terface  between  industria l  faci l i ti es  and  the  Smart Grid  

IEC techn ica l  committees  and  subcommittees  and  other bod ies  i n  charge  of developing  these  
standards  cou ld  map their standards  on  the  SGAM  l ayers  as  they have  been  made for  
I EC TC  57  standards.  
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