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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
FRAMEWORK FOR ENERGY MARKET COMMUNICATIONS –  

 
Part 504:  U ti l ization  of web services  for  

electronic data  interchanges  on  the European   
energy market for electrici ty 

 
FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  a l l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by  I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  responsibl e  for i den ti fyi ng  any or a l l  such  patent  ri gh ts.  

The main  task of I EC  techn ical  comm ittees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  committee  may propose  the  publ ication  of a  techn ical  
speci fication  when :  

•  the  requ ired  support cannot be  obtained  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subj ect i s  sti l l  u nder techn ical  development or where,  for any other reason ,  there  is  the  
fu ture  bu t  no  immed iate  poss ib i l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subj ect to  review wi th in  th ree  years  of publ ication  to  decide  
whether they can  be  transformed  in to  I n ternational  Standards.   

I EC 62325-504,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by I EC techn ical  
committee  57:  Power systems  management and  associated  i n formation  exchange.  
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The  text of th is  techn ical  speci fication  i s  based  on  the  fol l owing  documents:  

Enqu i ry d raft  Report  on  voti ng  

57/1 520/DTS  57/1 567/RVC 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ica l  speci fication  can  be  found  in  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

A l i st of a l l  parts  i n  the  I EC 62325 series ,  publ ished  under the  general  t i tl e  Framework for 
energy market communications ,  can  be  found  on  the  I EC websi te.  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  unti l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ ication  wi l l  be  

•  transformed  in to  an  I n ternational  s tandard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore print  th is  document using  a  
colour printer.  
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FRAMEWORK FOR ENERGY MARKET COMMUNICATIONS –  
 

Part 504:  U ti l ization  of web services  for  
electronic data  interchanges  on  the European   

energy market for electrici ty 
 
 
 

1  Scope 

This  part of I EC 62325,  wh ich  is  a  techn ica l  speci fication ,  defines  the  services  needed  to  
support the  e lectron ic data  i n terchanges  between  d i fferent actors  on  the  European  Energy 
Market for E lectrici ty (EME)  i n  a  fast (near-real time),  and  secure  way.  At  the  same time,  th is  
Techn ical  Speci fication  can  also  be  appl ied  to  i n tegration  problems  outside  the  scope  of 
IEC 62325-451 ,  such  as  to  the  in tegration  of gas  market systems or general  en terprise  
i n tegration .  

Web Services  ( i n  WSDL)  wi l l  be  speci fi ed  for the  defined  services,  applying  the  Basic  Web 
Service  Pattern  implementation  profi le  from  I EC  61 968-1 00.  

The  services  needed  to  support the  electron ic data  i n terchange on  the  European  energy 
market for el ectrici ty are:  

•  L i st  Messages.  Th is  service  i s  used  by a  cl i ent appl ication  identi fied  wi th  the  credentials  of 
an  EME  Actor to  request a  l i st  of messages  avai lable  on  the  server for retrieval .  

•  Get  Message.  Th is  service  i s  used  by a  cl ien t appl ication  i denti fied  wi th  the  credentia ls  of 
an  EME  Actor to  request a  speci fic message  avai l able  on  the  server.  

•  Pu t Message.  Th is  service  i s  used  by a  cl i ent appl ication  to  send  a  message,  usual l y 
provid ing  data  re lated  to  a  Market Participant i n  the  energy market for el ectrici ty,  to  the  
server for process ing .  

2  Normative references  

The fol l owing  documents ,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl i es .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  an y 
amendments)  appl i es .  

I EC 61 968-1 00,  Application integration at electric utilities – System interfaces for distribution  
management – Part 100: Implementation  profiles 

I EC 62325-451 -1 ,  Framework for energy market communications – Part 451-1 : 
Acknowledgement business process and contextual model for CIM European market 

ISO/IEC 4021 0,  Information technology – W3C SOAP Version 1 . 2 Part 1 :  Messaging 
Framework (Second  Ed i ti on)  

WSDL,  Web Services Description  Language (WSDL)  1 . 1  

XML Schema 1 . 0 ,  XML  Schema Language Part 1 :  Structure,  W3C Recommendation  28  
October 2004;  XML Schema Language Part 2 :  Data  Types,  W3C Recommendation  28  
October 2004  

XML  S ignature  Syn tax and  Processing  (Second  Ed i ti on)  h ttp: //www.w3.org /TR/xm ldsig-core  
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RFC  61 76,  Prohibiting SSL 2. 0 http: //tools. i etf. org /h tm l /rfc61 76  

RFC 5280,  Internet X. 509 Public Key Infrastructure Certificate and Certificate Revocation List 
(CRL)  Profile  h ttp: //tools. i etf. org /rfc/rfc5280  

RFC 681 8,  Updates to the Internet X. 509 Public Key Infrastructure Certificate and Certificate 
Revocation  List (CRL)  Profile http: //tools. ietf. org /rfc/rfc681 8  

RFC 4346,  The Transport Layer Security (TLS)  Protocol V1 . 1  http: //www. ie tf. org/rfc/rfc4346  

3 Terms,  defin i tions  and  namespaces  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  

3. 1  Terms and  defin i tions  

3. 1 . 1   
message  identi fication  
alphanumeric  stri ng  that represents  the  name of a  message i n  the  system  

3. 1 .2   
version  

number that  represen ts  the  message  version  

Note  1  to  en try:  The  range  of val ues  i s  from  1  to  999.  

3. 1 .3   
appl ication  time in terval  
time i n terval  when  the  message payload  appl ies  

3. 1 .4   
server timestamp  
date  when  the  message  i s  received  by the  server ( i npu t messages)  or when  i t  i s  made  
avai l able  by the  server (output messages) .  

3. 1 .5   
message  type  
type  of the  message  payload  as  defined  i n  I EC  62325-451 -n  (Schedu le_MarketDocument,  
Acknowledgement_MarketDocument,  etc. )  

Note  1  to  en try:  As  a  general  ru l e  the  message  type  i s  the  l ocal  name of xm l  root  e l ement.   

3. 1 .6   
message  code  
number i denti fying  a  message  i n  the  server i n  a  un ique  way 

Note  1  to  en try:  For a  g i ven  pai r of message  codes  “x”  and  “y” ,  i f “y”  >  “x”  then  “y”  i s  a  newer message.  I f “y”  <  “x”  
then  “y”  i s  an  o l der message.  F i nal l y i f “y”  =  “x” ,  then  both  messages  are  the  same.  

3. 1 .7   
data owner 

person  or en ti ty that i s  responsible  for the  i n formation  con tained  i n  the  message  (payload)  

Note  1  to  en try:  Usual l y corresponds  wi th  the  sender_MarketParti cipan t.mRID  fi e l d  i n  the  I EC 62325-451 -n  series.  

3. 1 .8   
data provider 
person  or enti ty that i s  responsible  for establ ish ing  a  connection  wi th  the  server and  send ing  
the  message (payload)  
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3. 1 .9   
M /O/C  
Mandatory /  Optional  /  Choice  (choose  one)  

Note  1  to  en try:  Cn  i nd icates  “Choice  n ”  and  i f several  optiona l  attri bu tes  have  the  same number “n ”  i n  Cn ,  i t  
means  a l l  of them  shal l  be  present i f th i s  i s  the  selected  choi ce.  

3. 1 . 1 0   
status  

i nd ication  of the  acceptance  or val i d i ty of a  message  as  per 61 968-1 00  

Note  1  to  en try:  The  status  of messages  wi thout  Acknowledgement  (publ i cation  or i ncom ing  message  sti l l  being  
processed)  wi l l  be  “OK”.  

Note  2  to  en try:  I n  exchanges  where  I EC 62325-451 -1  appl i es ,  the  “fu l l y  accepted  reason  code”  i s  associated  wi th  
a  s tatus  “OK”.  The  rest  of the  reason  codes  are  associated  wi th  “FAI LED”.   

3.2  Namespaces  

This  Techn ical  Speci fication  uses  these  prefixes  and  namespaces  (see  XML Schema 1 . 0  
Parts  1  and  2) :  

a)  cmsg  (urn : iec62325.504:messages: 1 : 0):  The  target namespace of the  messages  defined  
i n  th is  Techn ica l  Speci fication .  

b)  wss  (u rn : iec62325. 504:wss: 1 : 0):  The  WSDL target namespace for th is  Techn ica l  
Speci fication .  

Th is  Techn ical  Speci fication  refers  to  these  other prefixes  and  namespaces:  

a)  wsd l  (h ttp: //schemas.xm lsoap.org/wsd l ) :  Th is  con tains  the  W3C WSDL 1 . 1  schema.  

b)   xs  (h ttp : //www.w3. org /2001 /XMLSchema):  Th is  contains  the  W3C XML Schema defin i ti on .  

c)  soap (h ttp: //schemas.xm lsoap.org/wsd l /soap):  Th is  con tains  the  W3C SOAP bind ings  for 
WSDL 1 . 1 .  

d )  soap1 2  (h ttp: //schemas.xm lsoap. org/wsd l /soap1 2) :  Th is  con tains  the  W3C SOAP b ind ings  
for WSDL 1 . 2  (see  I SO/IEC  4021 0) .  

e)  ds  (h ttp: //www.w3.org /2000/09/xm ldsig#) :  Th is  contains  the  XML D ig i ta l  S ignature  Schema 
defin i tions  (see  XML S ignature  Syn tax and  Processing  2

nd
 Ed i tion) .  

f)  msg  (h ttp: //www. iec. ch /TC57/2008/schema/message) :  Th is  con ta ins  the  I EC  61 968-1 00  
schema defin i ti ons.  

4 Conformance  

4.1  General  

This  cl ause  speci fies  the  conformance  requ i rements  for a  cl ien t appl ication  and  a  server to  
conform  to  th is  Techn ical  Speci fication .  

4.2  Cl ient appl ication  conformance  

I n  order to  conform  to  th is  Techn ica l  Speci fication  a  cl i ent  appl ication  shal l :  

a)  Support  the  fol l owing  services  as  a  cl i en t:  

•  L ist  Messages  and  a l l  of the  mandatory aspects  of th is  service  as  speci fied  i n  Clause  5  

•  Get  Message  and  a l l  of the  mandatory aspects  of th is  service  as  speci fi ed  i n  C lause  5  

•  Pu t  Message  and  a l l  of the  mandatory aspects  of th is  service  as  speci fi ed  i n  C lause  5.  

b)  Send  and  receive  XML I nstance  documents  accord ing  to  the  XML Schema speci fied  i n  
Clause  7  i n  th is  Techn ical  Speci fication  for the  services  l i sted  i n  a) .  

c)  Use  the  WSDL defin i ti ons,  SOAP bind ings,  and  operations  speci fied  i n  Clauses  8  and  9 .  
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d )  Be  ab le  to  access  the  server via  HTTPS,  us ing  a  cl ien t d i g i tal  certi ficate  recogn ized  by the  
server for the  purposes  of establ ish ing  the  h ttps  communication  and  creating  the  d ig i ta l  
s ignature  as  speci fi ed  in  Clause  1 0 .  

4.3  Server conformance  

I n  order to  conform  to  th is  Techn ica l  Speci fication  a  server shal l :  

a)  Support  the  fol l owing  services  as  a  server:  

•  L ist  Messages  and  a l l  of the  mandatory aspects  of th is  service  as  speci fied  i n  Clause  5  

•  Get  Message  and  a l l  of the  mandatory aspects  of th is  service  as  speci fi ed  i n  Clause  5  

•  Pu t  Message  and  a l l  of the  mandatory aspects  of th is  service  as  speci fied  i n  C lause  5.  

b)  Send  and  receive  XML I nstance  documents  accord ing  to  the  XML Schema speci fied  i n  
Clause  7  i n  th is  Techn ical  Speci fication  for the  services  l i sted  i n  a) .  

c)  Use  the  WSDL defin i ti ons,  SOAP bind ings,  and  operations  speci fi ed  i n  C lauses  8  and  9 .  

d )  Provide  access  to  the  server via  HTTPS,  and  be  able  to  asses  that the  cl ien t d i g i ta l  
certi ficate  is  va l id  and  that the  d ig i ta l  s i gnature  as  speci fi ed  in  C lause  1 0  i s  correct.  

5 Service defin i tions  

5.1  List  messages  

5. 1 . 1  General  

The List Messages  service  is  used  to  obtain  a  l i s t of avai lable  messages  for the  cl i ent  
accord ing  to  a  g iven  fi l ter (parameters) .  

The  main  fi l ter shal l  be  one  of the  fol lowing :  

•  Appl ication  Date  of the  returned  messages  

•  Server Timestamp of the  returned  messages  

•  i n ternal  numerical  Code  of the  returned  messages  

Add i ti onal  optional  fi l ters  i nclude:  

•  Message  I denti fication   

•  Message  Type  

•  Data  Owner  

The  returned  l i s t of messages  shal l  comply wi th  the  main  fi l ter se lected  and  a lso  wi th  a l l  the  
optional  fi l ters  requested ,  and  shal l  i ncl ude  the  fo l l owing  in formation  re lated  to  each  message:  

•  I n ternal  numerical  code  representing  the  message  i n  the  server 

•  Message  I denti fication  

•  Message  Vers ion  

•  Status  

•  Appl ication  Time I n terval  

•  Server Timestamp 

•  Message  Type  

•  Data  Owner 
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5. 1 .2  Service  Request  

Parameter Name  Type  M /O/C Description  

StartTime  dateTime  C1  Speci fi es  that  the  l i s t  of messages  returned  
shal l  on l y i ncl ude  messages  whose  end  of 
thei r Appl i cati on  TimeI n terval   (Document  
TimeI n terval )  or Server Timestamp comes 
after the  provided  date.  

EndTime  dateTime  C1  Speci fi es  that  the  l i s t  of messages  retu rned  
shal l  on l y i ncl ude  messages  whose  start  of 
thei r Appl i cati on  TimeI n terval  or 
ServerTimestamp (when  the  message  was  
recei ved  or publ i shed  i n  the  server)  comes  
before  the  provided  date.  

I n tervalType  Stri ng  C1  I nd icates  whether the  StartTime  and  
EndTime refer to  Appl i cation  TimeI n terva l  or 
to  Server T imestamp.  Perm i tted  val ues:  
“Appl i cation ”  (defau l t) ,  “Server” .  

Code  number  C2  Speci fi es  that  the  l i s t  of messages  returned  
shal l  on l y i ncl ude  messages  wi th  an  i n ternal  
i denti fi cati on  number h i gher than  the  
provi ded  code.  Th i s  means  that  the  l i s t  wi l l  
contain  messages  that  are  newer to  the  g i ven  
one.  

For optim ization  pu rposes,  i f th i s  fi l ter i s  
used ,  on l y messages  avai l abl e  s i nce  the  
00. 00  of D-1  (day before)  are  guaranteed  to  
be  i ncl uded  i n  the  response  l i s t.  

MessageI denti fi cation  stri ng  O  Speci fi es  that  the  l i s t  of messages  returned  
shal l  on l y i ncl ude  messages  whose  Message  
I den ti fi cati on  i s  compl ian t  wi th  the  pattern  
provi ded  i n  th i s  parameter.  ( “ *”  can  be  used  
as  a  wi l dcard ).  

MsgType  stri ng  O  Speci fi es  that  the  l i s t  of messages  returned  
shal l  on l y i ncl ude  messages  of the  provided  
type.  

Owner  stri ng  O  Speci fi es  that  the  l i s t  of messages  returned  
shal l  on l y i ncl ude  messages  be long ing  to  the  
provi ded  Owner.  
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5. 1 .3  Service  Response  

I f there  is  no  message  accord ing  to  the  provided  fi l ters,  the  service  shal l  return  an  empty l i s t.  
Otherwise,  a  l i st  of message  descriptors  wi l l  be  returned .  Each  message  descriptor sha l l  
i ncl ude  the  fo l l owing  parameters :  

Parameter Name  Type  M /O/C Description  

Code  Posi ti on  Type  
(number)  

M  Speci fi es  the  i n ternal  i den ti fi cation  
number of the  message  

MessageI denti fi cation  I denti fi cati on  Type  
(stri ng )  

M  Speci fi es  the  Message  I denti fi cation .  
Messages  defi ned  i n  I EC 62325  Part  
451 -X seri es  i ncl ude  th i s  i n formation .  
For add i ti ona l  messages  not  i ncl uded  i n  
that  s tandard ,  the  server shal l  have  a  
way of ass ign i ng  a  
MessageI den ti fi cation  to  those  
messages.  

MessageVersion  VersionType  O  Speci fi es  the  Message  Vers i on .  
Messages  defi ned  i n  I EC 62325  Part  
451 -X seri es  i ncl ude  th i s  i n formation .  
For add i ti ona l  messages  not  i n cl uded  i n  
that  s tandard ,  the  server may have  a  
way of ass ign i ng  a  Message  Version  to  
those  messages.  

Status  Stri ng  O  Speci fi es  the  s tatus  of messages.  
Corresponds  wi th  the  main  reason  code  
of the  Acknowledgement  message  
associated  wi th  th i s  message  as  per I EC  
62325-451 -1 .  Poss ible  val ues  are:  OK,   
FAI LED.  The  status  val ue  “OK”  
corresponds  wi th  the  I EC 62325-451 -1  
ReasonCode  “A01 ” ,  and  the  status  val ue  
“FAI LED”  corresponds  wi th  the  rest  of 
ReasonCodes.  

Appl i cationTimeI n terva l . Start  dateTime  M  Speci fi es  the  start  of the  message  
Appl i cation  Time  I n terval .  Messages  
defi ned  i n  I EC 62325  Part  451 -X seri es  
i ncl ude  th i s  i n formation .  For add i ti onal  
messages  not  i ncl uded  i n  that  s tandard ,  
the  server shal l  have  a  way of ass ign ing  
an  Appl i cation  TimeI n terval  to  those  
messages.  

Appl i cationTimeI n terva l . End  dateTime  O  Speci fi es  the  end  of the  message  
Appl i cation  Time  I n terval .  Messages  
defi ned  i n  I EC 62325  Part  451 -X seri es  
i ncl ude  th i s  i n formation .  For add i ti onal  
messages  not  i ncl uded  i n  that  s tandard ,  
the  server shal l  have  a  way of ass ign ing  
an  Appl i cati on  TimeI n terval  to  those  
messages.  

When  th i s  i n formation  i s  m iss ing ,  the  
message  Appl i cation  Time  I n terval  i s  
“ from  Appl i cationTimeI n tervalStart  on ”  
wi thou t an  expl i ci t  end .  

ServerTimestamp  MessageDateTime 
Type  

M  Speci fi es  the  server timestamp (when  
the  message  was  recei ved  or publ i shed  
i n  the  server)  of the  message.  

Type  Long I den ti fi cation  
Type  (stri ng )  

M  Speci fi es  the  Message  Type  (see  Terms  
and  defi n i ti ons).  

Owner  Long I den ti fi cation  
Type  (stri ng )  

M  Speci fi es  the  Data  Owner of the  
message.  
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5. 1 .4  Functional  requ irements  

Confiden tia l i ty ru les  of the  European  energy market for e l ectrici ty sha l l  be  observed ,  thus  the  
l i st of messages  avai l ab le  to  a  cl i ent wi l l  on l y i nclude  those  messages  to  wh ich  he/she  i s  
en ti tl ed  (e i ther complete ly or partia l l y).  

A cl ien t shal l  be  able  to  see  a l l  h is  avai l able  previousl y subm i tted  messages  to  the  server,  
thei r responses  sen t from  the  server (acknowledgements),  and  any publ ications  that are  
avai lable  to  the  cl i en t.  

When  the  service  i s  ca l l ed  wi th  an  i nval i d  fi l ter (e. g .  mal formed  appl ication  dates)  a  Fau l t  
message  shal l  be  returned .  

5.2  Get Message  

5.2. 1  General  

The Get Messages  service  is  used  to  obtain  the  message associated  to  the  g i ven  parameter 
(fi l ter).   

The  fi l ter sha l l  be  one  of the  fol lowing :  

•  Message  i denti fication  and  version  

•  Message  code  

•  Queue  i nd ication  

5.2.2  Service  Request  

Parameter Name  Type  M /O/C Description  

MessageI denti fi cation  I den ti fi cati on  Type  
(stri ng)  

C1  Speci fi es  the  Message  I denti fi cation  of the  
requested  message.  

MessageVersion  Vers ionType  C1 O  Speci fi es  the  Message  Vers i on  of the  
requested  message.  I f more  than  one  
message  i n  the  server have  the  same 
MessageI denti fi cation  and  MessageVers ion ,  
the  most recent  one  wi l l  be  retu rned .  I f the  
requested  message  has  no  vers ion  th i s  
parameter i s  opti ona l .  

Code  Posi ti on  Type  
(number)  

C2  Speci fi es  the  i n ternal  i denti fi cation  number 
of the  requested  message.  

Queue  Stri ng  C3  I nd icates  that  the  server wi l l  d ecide  wh ich  
message  wi l l  be  retu rned .  I ts  va l ue  shal l  be  
“NEXT”.  

 

5.2.3  Service Response  

Parameter Name  Type  M /O/C Description  

[F i rst  ch i l d  of Payload ]  Any1  C1  The  XML message  that  i s  bei ng  retu rned  to  the  cl i en t.  

BinaryContent  Base64Binary  C2  Optional l y b i nary conten t may a l so  be  retu rned  
depend ing  on  the  type  of the  requested  message.  

BinaryName Stri ng  C2  Optional l y,  the  name  of the  requested  b i nary fi l e .  

 

5.2.4  Functional  requ irements  

Only one  message  wi l l  be  retrieved  for each  Get Message  service  invocation .  

_______________ 

1  Any:  any document wi th  any namespace.   
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A cl i en t sha l l  be  ab le  to  retrieve  a l l  h is  avai l able  previousl y subm itted  messages  to  the  server,  
thei r responses  sen t from  the  server (acknowledgements),  and  any publ ications  that are  
avai l able  to  the  cl ient.  

Servers  are  enti tl ed  to  fi l ter parts  of the  retrieved  xm l  message for confiden tia l i ty reasons,  
when  that  message,  wh ich  i s  avai lable  for retrieval ,  i ncludes  i n formation  that shou ld  not be  
avai l able  to  the  cl ient.   

I f the  retrieved  message  i s  a  b i nary F i l e,  then  the  conten t i s  expressed  as  base  64  encoded  
wrapped  by the  tag  “B inaryContent” .  

When  the  service  is  ca l led  wi th  an  i nval id  message (e. g .  m iss ing  or i nval id  code)  a  Fau l t  
message  wi l l  be  returned .  

I f a  user requests  a  message to  wh ich  he/she  i s  not enti tled ,  the  system  wi l l  return  a  Fau l t  
message  as  i f he/she  had  requested  a  non-existing  message.  

The  Queue parameter can  be  used  when  the  server keeps  an  ordered  l i st of messages  for 
each  cl i ent  to  retrieve.  A server not supporting  th is  feature  wi l l  return  a  fau l t  message.  

5.3  Put  Message  

5.3. 1  General  

The Put Message service  i s  used  to  send  a  message to  the  server for further process ing  
fol l owing  the  ru les  of the  European  energy markets  for e lectrici ty.  

A series  of standard  XML messages  related  to  the  European  energy market for e lectrici ty are  
defined  i n  the  I EC  62325-451 -n  series,  bu t th is  Techn ical  Speci fication  a l l ows  servers  to  
process  add i tional  XML messages  not defi ned  i n  sa id  series.  

Optional l y,  b inary fi les  may a lso  be  sen t,  i f supported  by the  server.  

5.3.2  Service  Request  

Parameter Name  Type  M /O/C Description  

[F i rst  ch i l d  of Payload ]  Any2  C1  The  XML message  that  i s  bei ng  sent  to  the  server.  

BinaryContent  Base64Binary  C2  Optional l y b i nary conten t may a l so  be  sen t to  the  server.  

BinaryName Stri ng  C2  Optional l y,  the  name  of the  b i nary fi l e  sent  to  the  server.  

 

5.3.3  Service Response  

The response from  the  server wi l l  be  in  the  form  of an  XML message ind icati ng  the  techn ical  
and /or functional  acceptance or rejection  of the  message.  For the  messages  described  i n  the  
I EC 62325-451 -n  series,  the  response from  the  server shou ld  be  an  acknowledgement 
message  as  defined  i n  I EC 62325-451 -1 .   

5.3.4  Functional  requ irements  

For each  XML message  received  the  server needs  to  be  able  to  identi fy each  i nd ividual  
message.  The  I EC 62325-451 -n  series  define  such  a  way via  the  e lements  
DocumentI den ti fication  and  optional l y DocumentVers ion .  

  

_______________ 

2 Any:  any document wi th  any namespace.  
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The  server wi l l  perform  simple  val i dations:  

•  A user cannot send  two (or more)  messages  wi th  the  same i den ti fication  (e. g .  Document  
I denti fication  and  Version ).  However,  another user cou ld  send  messages  wi th  the  same 
i denti fication  that other u ser sent  before.  

•  A user cannot send  a  message whose  Version  i s  lower than  another message that has  
been  sent previous l y wi th  the  same I denti fication  by the  same user.   

I f there  is  not enough  i n formation  i n  the  sent message to  create  a  proper response  
( i ncomplete  XML or m issing  tags),  a  Fau l t  message  wi l l  be  i ssued  instead .  

I f a  user is  not au thorized  to  send  a  speci fic  message,  a  Fau l t  message  shal l  be  returned .  

5.4 Query Data  

5.4. 1  General  

The non-mandatory Query Data  Service  can  be  used  by cl i en ts  to  request speci fic data  from  
the  server us ing  d i fferen t  query parameters.  

The  server does  not need  to  have  the  response XML  message  ready before  the  service  
invocation ,  and  can  create  a  speci fic message i n  response  to  each  request as  needed .  

5.4.2  Service Request 

Parameter Name  Type  M /O Description  

DataType  Stri ng  M  I nd icates  the  type  of data  bei ng  requested .  

StartTime  dateTime  O  Speci fi es  that  the  returned  message  shal l  
on l y i ncl ude  data  whose  Appl i cation  Date  i s  
after the  provided  date.  

EndTime  dateTime  O  Speci fi es  that  the  returned  message  shal l  
on l y i ncl ude  data  whose  Appl i cation  Date  i s  
before  the  provided  date.  

Any3  Stri ng  O  Speci fi es  add i ti onal  parameters  for the  
service.   

 

5.4.3  Service Response  

Parameter Name  Type  M /O/C Description  

QueryData  gop:QueryData  M  Wraps  the  XML message  that  i s  being  retu rned  to  the  
cl i en t  and  the  parameters  used  i n  the  request.  

 

5.4.4  Functional  requ irements  

Only one  message  wi l l  be  retrieved  for each  Query Data  service  i nvocation .  

When  the  service  i s  ca l l ed  wi th  i nval i d  parameters  (e. g .  mal formed  appl ication  dates)  a  Fau l t 
message  wi l l  be  returned .  

A l i s t of bas ic datatypes  to  be  supported  i f th is  service  is  implemented  i s  shown  below:  

_______________ 

3 Any:  Any other parameter i n d i cated  wi th  the  pa i rs  “name”  and  “va lue”  wi th  the  e l ement  Option  i n  the  message  
header.  
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DataType  value  M /O Description  

“ l i s tOfDataTypes”  M  The  server wi l l  retu rn  a  l i s t  of va l i d  DataTypes  that  can  be  used  for th i s  
service  on  th i s  server.  

“serverTimestamp”  M  The  server wi l l  retu rn  the  Server Timestamp i n  UTC time.  

“parameterLim i ts”  O  The  server wi l l  return  i ts  operational  l im i ts  for parameters  used  i n  the  L i st,  
Get,  Pu t  services,  such  as  maximum  message  s i ze,  maximum  number of 
queried  days  i n  the  l i s t  service,  etc.  I f there  i s  no  a  speci fi c  l im i t  for a  
g i ven  parameter,  the  response  wi l l  n ot  i ncl ude  such  l im i t  val ue .  

I f the  user breaches  one  of the  speci fi ed  l im i ts ,  the  server wi l l  retu rn  a  
Fau l t  message  i nstead  of the  Response  of the  operati on  used .  

The  fol l owi ng  non  comprehens ive  l i s t  of parameter names  shou ld  be  used  
to  i nd icate  such  l im i ts :  

•  MaxNumMessagesI nListResponse:  Maximum  number of messages  that  
wi l l  be  retu rned  i n  a  l i s t  operati on  response.   

•  N umberOfDaysForLowCodeI nListResponse:  Number of days  that  are  
guaran tee  to  be  i ncl uded  i n  the  response  l i s t  when  the  request has  
used  a  smal l  code  val ue  (typical l y 0).  Accord ing  to  th i s  speci fi cation ,  
the  defau l t  val ue  for th i s  parameter l im i t  i s  1  (a l l  messages  avai l able  
from  00: 00  of D-1 ).  

•  MaxAppl i cationTimeI n terva l I nDaysI nLi stRequest:  Maximum  number of 
days  that  a  request  for Appl i cation  time  i n terval  type  can  span .   

•  MaxServerTimeI n terval I nDaysI nListRequest:  Maximum  number of d ays  
that  a  request for Server t ime  i n terval  type  can  span .  

•  MaxPayloadSi zeI nMBI nPutRequest:  Maximum  s i ze,  i n  Megabytes,  that  
message  payl oad  content  can  have.  Messages  wi th  b i gger s i ze  wi l l  be  
re j ected .  

•  MaxGetRequestPerMinu te:  N umber of Get operations  per m inu te  that  a  
user can  execute.   

•  MaxPutRequestPerMinu te:  Number of Pu t  operati ons  per m inu te  that  a  
user can  execute.  

•  MaxListRequestPerMi nu te:  Number of Li s t  operati ons  per m inu te  that  a  
user can  execute.   

•  MaxQueryRequestPerM inu te:  Number of Query Data  operati ons  per 
m inu te  that  a  user can  execute .   

•  MaxMessageAgeI nDays:  Max number of d ays  that  a  message  wi l l  be  
accessib le  by th i s  Techn ical  Speci fi cation  operations.  

•  MaxDi ffServerTimestampI nSeconds:  I f set,  the  server wi l l  re j ect  
messages  that  do  not  meet the  fol l owi ng  cri teri a:  

CT –  ST +  MD  >=  0  

Being  CT the  cu rren t server time,  ST the  msg : serverTimestamp 
i nd icated  i n  the  request  message  and  MD  th i s  parameter val ue.  

Other parameters  may be  added .  

 

I n  order to  ensure  non-repud iation ,  the  service  response wi l l  i nclude  the  parameters  used  in  
the  i nvocation  a long  wi th  the  response.  

6 Applying  IEC 61 968-1 00  

6.1  In tegration  Pattern  

6. 1 . 1  General  

The i n teractions  between  Cl i ent and  Server described  in  th is  Techn ical  Speci fication  
correspond  wi th  the  I EC 61 968-1 00  use  case  “Simple  Request/Repl y”  supported  by the  “Bas ic  
Web Service  I n tegration  Pattern” .  
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Th is  does  not preclude  the  implementati on  of other I n tegration  Patterns  to  support add i ti onal  
use  cases  such  us  “Request/Reply wi th  ESB”,  “Events”  etc.  

The  server wi l l  expose  i n  a  WSDL a  s ing le  operation  “request”  that wi l l  serve  as  the  s i ng le  
en try poin t for the  services  described  i n  th is  Techn ical  Speci fication .  

I n  F igures  1  to  3  the  request/repl y exchange  between  cl i en t and  server i s  shown ,  i nclud ing  the  
type  of message sent,  the  I EC  61 968-1 00  verb  and  noun  used ,  and  the  payload  when  
appl icable.  

6. 1 .2  List  Service  

 

Figure 1  – List Service  Sequence  Diagram  

6. 1 .3  Get Service  

I n  th is  example,  a  message  of type  “Publ ication_MarketDocument”  i s  requested :  

 

Figure 2  – Get  Service Sequence  Diagram  

6. 1 .4  Put  Service  

I n  th is  example,  a  message  of type  “Publ ication_MarketDocument”  i s  sen t to  the  server:  

Cl i en t Server

RequestMessage("get" ,  "Any")

ResponseMessage("repl y" ,  "Publ i cati on_MarketDocument" ,  <Publ i cati on_MarketDocument/>)

IEC 

Cl i en t Server

RequestMessage("get" ,  "MessageLi st")

ResponseMessage("repl y" ,  "MessageLi st" ,  <MessageLi st/>)

IEC 
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Figure 3  – Put Service  Sequence  Diagram  

6.2  Service mapping  

6.2. 1  General  

The  mapping  between  the  d i fferen t services  described  i n  th is  Techn ical  Speci fication  and  the  
IEC 61 968-1 00  messages,  i nclud ing  some re levant parameters ,  i s  shown  in  the  fol lowing  
tab le :  

Service  
IEC  61 968-1 00  

Stereotype  Msg.  
IEC  61 968-1 00  

Verb  
IEC  61 968-1 00  

Noun  
IEC  61 968-1 00  

Payload  

List  (Req)  RequestMessage  get  MessageList  n/a  

List  (Resp)  ResponseMessage  rep ly  MessageList  gop:MessageList  

Get (Req )  RequestMessage  get  Any4  n/a  

Get (Resp)  ResponseMessage  rep ly  ChildOfPayload xsd:any5  

Put (Req)  RequestMessage  create  ChildOfPayload xsd:any5  

Put (Resp)  ResponseMessage  rep ly  ChildOfPayload  xsd:any5  

QueryData  (Req )  RequestMessage  get  QueryData  n/a  

QueryData  (Resp)  ResponseMessage  rep ly  QueryData  gop:QueryData  

 

Un less  otherwise  stated ,  a l l  e lements  i n  the  Header,  Request or Response defined  in  
I EC 61 968-1 00  can  be  used .  

6.2.2  Header values  

The “Source”  element,  i f used ,  wi l l  be  the  E IC  code  of the  Sender Enti ty for messages  
fol lowing  the  I EC  62325-451 -n  series.   

I t  i s  s trong l y recommended  to  use  the  e lement “Timestamp”  for a l l  the  i n terchanges.  Th is  
g ives  an  added  value  to  the  s i gnature  a l lowing  the  recip ien t to  rej ect messages  wi th  
timestamp set i n  the  fu tu re.  The  QueryData  “serverTimestamp”  response uses  th is  e lement to  
i nd icate  the  requ ired  va lue.  

_______________ 

4 Any:  L i tera l  text  “Any”.  

5 xsd:any:  any document  wi th  any namespace.  

Cl i en t Server

RequestMessage("change" ,  "Publ i cati on_MarketDocument" ,  <Publ i cati on_MarketDocument/>)

ResponseMessage("repl y" ,  "Acknowl edgement_MarketDocument" ,

<Acknowl edgement_MarketDocument/>)

IEC 
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6.2.3  Request values  

The parameters  i n  the  L i st Service  Request,  Get Service  Request and  Query Service  Request 
that do  not correspond  d i rectl y wi th  a  parameter i n  the  I EC  61 968-1 00  msg:RequestMessage  
wi l l  be  provided  as  Name/Value  pai rs  under the  msg:Option  e lement of the  msg:Request.  

I n  the  case  of the  Put service  Request,  when  send ing  a  b inary fi le ,  the  name of the  fi l e  wi l l  be  
i ncluded  i n  the  msg:Request. ID,  wi th  the  attribute  i dType  equal  to  “name”.  

6.2.4  Response values  

I n  the  case  of the  Pu t service  Response,  the  msg:Repl y.Resu l t va lues  “OK”  and  “FAILED”  
correspond  wi th  the  “Complete l y Accepted”  and  “Completel y Rejected”  responses  described  
i n  I EC 62325-451 -1 .  

I n  the  case  of the  Get service  Response,  when  requesting  a  b i nary fi l e ,  the  name of the  fi le  
wi l l  be  i ncluded  i n  the  msg:Response. ID,  wi th  the  attribu te  i dType  equal  to  “name”.  

I n  the  case  of the  Query service  Response,  a l l  the  attribu tes  (fi l ters)  that were  i ncluded  in  the  
msg:Option  elemen t i n  the  request  wi l l  be  i ncluded  i n  the  QueryData  response.   

6.2.5  Payload  values  

The generic message  payload  container wi l l  be  used  ( i t  i s  not mandatory to  have  strong l y 
typed  WSDLs)  

The  “B inaryConten t”  described  i n  th is  Techn ical  Speci fication  wi l l  be  mapped  to  the  
“msg:Compressed”  e lemen t of I EC 61 968-1 00.  

The  “msg :Format”  e l ement wi l l  be  absen t or have  the  value  “XML”  i f the  payload  i s  an  XML,  
and  “BINARY”  i f the  payl oad  i s  a  b inary document.  

7 Schema defin i tions  

7. 1  Common  defin i tions  

<xsd: schema xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  
xmlns="urn: iec62325. 504: messages: 1: 0"  
targetNamespace="urn: iec62325. 504: messages: 1: 0"  

elementFormDefault="qualified"  attributeFormDefault="unqualified">  

 <xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  Common Types</xsd: documentation>  

 </xsd: annotation>  

 <xsd: complexType  name="TimeIntervalType">  

  <xsd: sequence>  

   <xsd: element name="start"  type="xsd: dateTime"/>  

   <xsd: element name="end"  type="xsd: dateTime"  minOccurs="0"/>  

  </xsd: sequence>  

 </xsd: complexType>  

 <xsd: simpleType name="StatusType">  

  <xsd: restriction base="xsd: string">  

   <xsd: enumeration value="OK"/>  

   <xsd: enumeration value="FAILED"/>  

  </xsd: restriction>  

 </xsd: simpleType>  

 <xsd: element name="Parameter">  

  <xsd: complexType>  
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   <xsd: sequence>  

    <xsd: element name="name"  type="xsd: string"/>  

    <xsd: element name="value"  type="xsd: string"  minOccurs="0"/>  

   </xsd: sequence>  

  </xsd: complexType>  

  </xsd: element>  

</xsd: schema>  

 

7.2  List  message  

The graph ica l  representation  of the  fo l l owing  schema can  be  seen  i n  F igure  4 :  

<xsd: schema xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  
xmlns="urn: iec62325. 504: messages: 1: 0"  
targetNamespace="urn: iec62325. 504: messages: 1: 0"  

elementFormDefault="qualified"  attributeFormDefault="unqualified">  

   <xsd: annotation>  

      <xsd: documentation>TF EDI  EME  –  List</xsd: documentation>  

   </xsd: annotation>  

   <xsd: element name="MessageList">  

      <xsd: annotation>  

         <xsd: documentation>List of messages</xsd: documentation>  

      </xsd: annotation>  

      <xsd: complexType>  

         <xsd: sequence>  

            <xsd: element name="Message"  minOccurs="0"  

maxOccurs="unbounded">  

               <xsd: complexType>  

                  <xsd: sequence>  

                     <xsd: element name="Code"  type="xsd: positiveInteger"/>  

                     <xsd: element name="MessageIdentification"  

type="xsd: string"/>  

                     <xsd: element name="MessageVersion"  

type="xsd: positiveInteger"  minOccurs="0"/>  

                     <xsd: element name="Status"  type="StatusType"  

minOccurs="0"/>  

                     <xsd: element name="ApplicationTimeInterval"  

type="TimeIntervalType"/>  

                     <xsd: element name="ServerTimestamp"  

type="xsd: dateTime"/>  

                     <xsd: element name="Type"  type="xsd: string"/>  

                     <xsd: element name="Owner"  type="xsd: string"/>  

                  </xsd: sequence>  

               </xsd: complexType>  

            </xsd: element>  

         </xsd: sequence>  

      </xsd: complexType>  

   </xsd: element>  

</xsd: schema>  
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Figure 4 – MessageList  schema structure  

7.3  QueryData  message  

The  graph ical  represen tation  of the  fol lowing  schema can  be  seen  i n  F igure  5:  

<xsd: schema xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  
xmlns="urn: iec62325. 504: messages: 1: 0"  
targetNamespace="urn: iec62325. 504: messages: 1: 0"  

elementFormDefault="qualified"  attributeFormDefault="unqualified">     

<xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  QueryData</xsd: documentation>  

 </xsd: annotation>  

 <xsd: element name="QueryData">  

  <xsd: annotation>  

   <xsd: documentation>Wraps  the  response and request parameters  from 

the  "QueryData"  service</xsd: documentation>  

  </xsd: annotation>  

  <xsd: complexType>  

   <xsd: sequence>  

    <xsd: element name="RequestParameters">  

     <xsd: complexType>  

      <xsd: sequence>  

       <xsd: element ref="Parameter"  maxOccurs="unbounded"/>  

      </xsd: sequence>  

     </xsd: complexType>  

    </xsd: element>  

    <xsd: any namespace="##any"  processContents="lax"  minOccurs="0"/>  

   </xsd: sequence>  

  </xsd: complexType>  

 </xsd: element>  

</xsd: schema>  

 

IEC 
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Figure  5  – QueryData schema structure  

7.4  QueryData  List  of data  types  

The  graph ical  represen tation  of the  fol lowing  schema can  be  seen  i n  F igure  6 :  

<xsd: schema xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  
xmlns="urn: iec62325. 504: messages: 1: 0"  
targetNamespace="urn: iec62325. 504: messages: 1: 0"  

elementFormDefault="qualified"  attributeFormDefault="unqualified">  

   <xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  QueryData List of 

Parameters</xsd: documentation>  

 </xsd: annotation>  

 <xsd: element name="ParameterList">  

  <xsd: annotation>  

   <xsd: documentation>Parameter list with name and optional  

value</xsd: documentation>  

  </xsd: annotation>  

  <xsd: complexType>  

   <xsd: sequence  maxOccurs="unbounded">  

    <xsd: element ref="Parameter"/>  

   </xsd: sequence>  

  </xsd: complexType>  

 </xsd: element>  

</xsd: schema>  

 

 

Figure 6  – ParameterList schema structure  

8 Service Provider WSDL abstract defin i tions  

By us ing  synchronous  web services,  a  cl i ent i s  immed iatel y aware  of the  resu l t of the  service  
i nvocation .  

Th is  clause  speci fies  the  abstract WSDL defin i ti ons  to  support the  services  speci fied  i n  th is  
Techn ica l  Speci fication .  

<definitions  xmlns="http: //schemas. xmlsoap. org/wsdl/"   
xmlns: xs="http: //www. w3. org/2001/XMLSchema"  
xmlns: soap="http: //schemas. xmlsoap. org/wsdl/soap/"   

IEC 
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xmlns: soap12="http: //schemas. xmlsoap. org/wsdl/soap12/"   
xmlns: cmsg="urn: iec62325. 504: messages: 1: 0"  
xmlns: wss="urn: iec62325. 504: wss: 1: 0"   
xmlns: msg="http: //iec. ch/TC57/2011/schema/message"  

targetNamespace="urn: iec62325. 504: wss: 1: 0">  

      <types>  

            <xs: schema xmlns: xs="http: //www. w3. org/2001/XMLSchema">  

                  <xs: import namespace="urn: iec62325. 504: messages: 1: 0"  

schemaLocation=". /urn-iec62325-504-messages-1-0. xsd"/>  

                  <xs: import 
namespace="http: //iec. ch/TC57/2011/schema/message"  schemaLocation=". /http-

iec-ch-TC57-2011-schema-message. xsd"/>  

            </xs: schema>  

      </types>  

      <message name="msgRequestMessage">  

            <part name="parameter"  element="msg: RequestMessage"/>  

      </message>  

      <message name="msgResponseMessage">  

            <part name="parameter"  element="msg: ResponseMessage"/>  

      </message>  

      <message name="msgFaultMsg">  

            <part name="msgFaultMessage"  element="msg: FaultMessage"/>  

      </message>  

      <portType  name="port_TFEDI_type">  

            <operation name="request">  

                  <input message="wss: msgRequestMessage"/>  

                  <output message="wss: msgResponseMessage"/>  

                  <fault name="msgFaultMessage"  message="wss: msgFaultMsg"/>  

            </operation>  

      </portType>  

</definitions>  

 

9  Service Provider WSDL SOAP binding  

This  clause  speci fi es  the  b ind ing  template  of the  abstract WSDL defin i tions  i n  C lause  8  wi th  
SOAP Messages  wi th  the  h ttp(s)  transport protocol .  Al though  SOAP 1 . 2  i s  shown  here,  SOAP 
1 . 1  may a lso  be  used .  

The  graph ica l  representation  of the  fol lowing  defin i ti i ons  can  be  seen  i n  F igure  7:  

<definitions  xmlns="http: //schemas. xmlsoap. org/wsdl/"  
xmlns: xs="http: //www. w3. org/2001/XMLSchema"  
xmlns: soap="http: //schemas. xmlsoap. org/wsdl/soap/"  
xmlns: soap12="http: //schemas. xmlsoap. org/wsdl/soap12/"  
xmlns: cmsg="urn: iec62325. 504: messages: 1: 0"  
xmlns: wss="urn: iec62325. 504: wss: 1: 0"  
xmlns: msg="http: //iec. ch/TC57/2011/schema/message"  

targetNamespace="urn: iec62325. 504: wss: 1: 0">  

<binding name="binding_TFEDI"  type="wss: port_TFEDI_type">  

    <soap12: binding style="document"  

transport="http: //schemas. xmlsoap. org/soap/http"/>  

  <operation name="request">  

   <soap12: operation soapActionRequired="false"  style="document"/>  

   <input>  

         <soap12: body use="literal"/>  
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   </input>  

   <output>  

    <soap12: body use="literal"/>  

   </output>  

   <fault name="msgFaultMessage">  

          <soap12: fault name="msgFaultMessage"  use="literal"/>  

   </fault>  

  </operation>  

 </binding>  

 <service  name="ServiceEME">  

    <port name="Service_EME_Port"  binding="wss: binding_TFEDI">  

     <soap12: address  

location="https: //example. com/WebService_EME/Service_EME"/>  

  </port>  

 </service>  

</definitions>  

 

 

Figure 7  – WSDL structure  

Fau l t messages  are  used  when  the  appl ication  produces  an  error cond i ti on  that cannot be  
expressed  wi th  the  operation  response.  Those  errors  are  not usual l y related  to  bus iness  ru les .  

The  fau l t message cons ists  of two parts ,  a  code  and  reason  (a lso  known  as  a  fau l t s tri ng)  
and ,  optional l y a  detai l ed  b lock that can  be  used  to  i nclude  more  in formation  about  the  error.  

1 0  Securi ty 

The confidentia l i ty of communications,  and  therefore  the  confiden tia l i ty of the  in formation  
transm itted  are  ach ieved  i n  the  transport l ayer u sing  h ttps  wi th  cl ien t and  server certi ficates  
(2-way SSL).   

Al l  the  i nvolved  certi ficates  shal l  conform  wi th  the  X.509  v3  speci fication  (see  RFC 5280  and  
RFC 681 8).  

S ince  th is  Techn ica l  Speci fication  re l ies  on  HTTPS  in  order to  cipher and  au thenticate  
communications,  and  as  such ,  a lso  re l i es  on  Transport Layer Securi ty (TLS,  see  RFC 4346)  
for securi ty services,  specia l  care  must be  taken  when  securing  the  transport  l ayer.  Thus,  i n  
order to  conform  to  th is  Techn ical  Speci fication ,  TLS  cl ien ts  and  servers  shal l  use  TLS1 . 1  or 
h igher (see  RFC 61 76) .  Negotiati ng  the  use  of SSL3  and/or TLS1 . 0  i s  not recommended ,  and  
i ts  use  shou ld  be  expl ici tl y agreed  upon  by the  i nvolved  parties.  

To  ensure  the  au thentication  of the  s igner,  the  document i n tegri ty and  non-repud iation ,  a l l  
I EC 61 968-1 00  messages  wi th  XML documents  i n  Payloads  for the  “Get” ,  “Pu t”  and  
“QueryData”  services  are  d ig i ta l l y s igned  e i ther by the  Data  Owner or the  Data  Provider.  

IEC 
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Th is  d ig i ta l  s i gnature,  made wi th  the  private  key associated  wi th  the  user's  d ig i ta l  certi ficate ,  
fol l ows  the  "XML D ig i ta l  S ignature"  standard ,  and  is  transm i tted  i n  the  s i gned  message  
(enveloped  s i gnature) .  The  s ignature  i s  i ncluded  i n  the  I EC  61 968-1 00  messages  Header.  

The  s i gnature  appl ies  to  the  complete  I EC  61 968-1 00  message that i s  be ing  sent or retrieved ,  
not to  the  XML Soap,  nor exclus ive l y to  the  s i ng le  XML  document i n  the  Payload .  

Thus  the  Reference  URI  sha l l  a lways  be  “”  i n  order to  poin t to  the  whole  I EC 61 968-1 00  
document.  

The  Canon ica l i zationMethod  wi l l  be  one  of:  

•  h ttp: //www.w3.org/TR/2001 /REC-xm l -c1 4n-2001 031 5  

•  h ttp: //www.w3.org/TR/2001 /REC-xm l -c1 4n-2001 031 5#WithComments  

•  h ttp : //www.w3. org/2001 /1 0/xm l -exc-c1 4n  

•  h ttp: //www.w3.org/2001 /1 0/xm l -exc-c1 4n#WithComments  

The  set of supported  transforms ( in  th is  order)  are:  

•  h ttp: //www.w3.org/2000/09/xm lds ig#enveloped-s ignatu re  

•  (optional )  any of the  perm i tted  canon ical i zation  a lgori thms  

I n  particu lar,  no  XPath  or XSLT transforms  are  a l l owed .  

The  e lement “KeyI nfo”  i ncl udes  the  publ ic  key of the  certi ficate  used  to  create  the  s ignature.  

I n  the  case  of messages  wi th  b inary conten t,  document s ign ing  i s  s im i l ar;  s i nce  the  
“Compressed”  e lement fa l l s  i ns ide  the  I EC 61 968-1 00  message  that i s  be ing  s i gned .  
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Annex A 
(normative)  

 
XML schema for common  IEC 62325-504 messages  

 

 

<?xml  version="1. 0"  encoding="utf-8"?>  

<! --  Common messages  for IEC 62325-504  operations      -->  

<! --        Change Log                                 -->  

<! --  2014/09/12   Update after CD review               -->  

<! --  2013/06/12   First version                        -->  

<xsd: schema xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  
xmlns="urn: iec62325. 504: messages: 1: 0"  
targetNamespace="urn: iec62325. 504: messages: 1: 0"  elementFormDefault="qualified"  

attributeFormDefault="unqualified">  

 <! --_________________________________________________-->  

 <xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  Common Types</xsd: documentation>  

 </xsd: annotation>  

 <xsd: complexType  name="TimeIntervalType">  

  <xsd: sequence>  

   <xsd: element name="start"  type="xsd: dateTime"/>  

   <xsd: element name="end"  type="xsd: dateTime"  minOccurs="0"/>  

  </xsd: sequence>  

 </xsd: complexType>  

 <xsd: simpleType name="StatusType">  

  <xsd: restriction base="xsd: string">  

   <xsd: enumeration value="OK"/>  

   <xsd: enumeration value="FAILED"/>  

  </xsd: restriction>  

 </xsd: simpleType>  

 <xsd: element name="Parameter">  

  <xsd: complexType>  

   <xsd: sequence>  

    <xsd: element name="name"  type="xsd: string"/>  

    <xsd: element name="value"  type="xsd: string"  minOccurs="0"/>  

   </xsd: sequence>  

  </xsd: complexType>  

 </xsd: element>  

 <! --_________________________________________________-->  

 <xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  List</xsd: documentation>  

 </xsd: annotation>  

 <xsd: element name="MessageList">  

  <xsd: annotation>  

   <xsd: documentation>List of messages</xsd: documentation>  

  </xsd: annotation>  

  <xsd: complexType>  

   <xsd: sequence>  

    <xsd: element name="Message"  minOccurs="0"  maxOccurs="unbounded">  

     <xsd: complexType>  

      <xsd: sequence>  

       <xsd: element name="Code"  type="xsd: positiveInteger"/>  

       <xsd: element name="MessageIdentification"  type="xsd: string"/>  

       <xsd: element name="MessageVersion"  type="xsd: positiveInteger"  

minOccurs="0"/>  

       <xsd: element name="Status"  type="StatusType"  minOccurs="0"/>  

       <xsd: element name="ApplicationTimeInterval"  

type="TimeIntervalType"/>  

Copyright International  Electrotechnical  Commission  



 – 26  – I EC TS  62325-504: 201 5  © I EC  201 5  

       <xsd: element name="ServerTimestamp"  type="xsd: dateTime"/>  

       <xsd: element name="Type"  type="xsd: string"/>  

       <xsd: element name="Owner"  type="xsd: string"/>  

      </xsd: sequence>  

     </xsd: complexType>  

    </xsd: element>  

   </xsd: sequence>  

  </xsd: complexType>  

 </xsd: element>  

 <! --_________________________________________________-->  

 <xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  QueryData</xsd: documentation>  

 </xsd: annotation>  

 <xsd: element name="QueryData">  

  <xsd: annotation>  

   <xsd: documentation>Wraps  the  response and request parameters  from the  

"QueryData"  service</xsd: documentation>  

  </xsd: annotation>  

  <xsd: complexType>  

   <xsd: sequence>  

    <xsd: element name="RequestParameters">  

     <xsd: complexType>  

      <xsd: sequence>  

       <xsd: element ref="Parameter"  maxOccurs="unbounded"/>  

      </xsd: sequence>  

     </xsd: complexType>  

    </xsd: element>  

    <xsd: any namespace="##any"  processContents="lax"  minOccurs="0"/>  

   </xsd: sequence>  

  </xsd: complexType>  

 </xsd: element>  

 <! --_________________________________________________-->  

 <xsd: annotation>  

  <xsd: documentation>TF EDI  EME  –  QueryData List of 

Parameters</xsd: documentation>  

 </xsd: annotation>  

 <xsd: element name="ParameterList">  

  <xsd: annotation>  

   <xsd: documentation>Parameter list with name and optional  

value</xsd: documentation>  

  </xsd: annotation>  

  <xsd: complexType>  

   <xsd: sequence  maxOccurs="unbounded">  

    <xsd: element ref="Parameter"/>  

   </xsd: sequence>  

  </xsd: complexType>  

 </xsd: element>  

</xsd: schema>  
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Annex B  
(informative)  

 
Message examples  

 

B.1  List 

B.1 . 1  Basic  example  – Request  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: RequestMes sage  xmlns : msg=" http: / / iec. ch/TC57 / 2 0 1 1 / schema/message" >  

         <msg: Header>  

            <msg: Verb>get</ msg: Verb>  

            <msg: Noun>MessageList</msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 7 . 58 1 Z </msg: Timestamp>  

            <msg: AckRequired>true</msg: AckRequired>  

         </msg: Header>  

         <msg: Request>  

            <msg: StartTime>2 0 1 2 -1 1 -2 6T2 3 : 0 0 : 0 0 Z</msg: StartTime>  

            <msg: EndTime>2 0 1 2 -1 1 -2 7 T2 3 : 0 0 : 0 0 Z</msg: EndTime>  

            <msg: Option>  

               <msg: name>IntervalType</ msg: name>  

               <msg: value>Server</msg: value>  

            </msg: Option>  

            <msg: Option>  

               <msg: name>Owner</msg: name>  

               <msg: value>1 0XEXAMPLE-EI C-P</msg: value>  

            </msg: Option>  

         </msg: Request>  

      </msg: RequestMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.1 .2  Basic  example  – Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

  <soap: Header/ >  

  <soap: Body>  

   <msg: Respons eMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/message" >  

   <msg: Header>  

  <msg: Verb>reply</ msg: Verb>  

  <msg: Noun>MessageList</msg: Noun>  

  <msg: Context>PRODUCTI ON</msg: Context>  

  <msg: Timestamp>2 0 1 4 -1 1 -30 T0 9 : 30 : 4 8 . 32 1 Z </msg: Timestamp>  

 </msg: Header>  

 <msg: Reply>  

  <msg: Result>OK</msg: Result>  

 </msg: Reply>  

 <msg: Payload>  

  <urn: MessageList  xmlns : urn=" urn: iec62 32 5 . 5 0 4 : messages : 1 : 0 " >  

   <urn: Message>  

    <urn: Code>64 65</urn: Code>         

   <urn: MessageIdentification>NTCForecast_2 0 1 4 0 91 7 </urn: MessageIdentification>  

    <urn: MessageVersion>1 </urn: Mes sageVersion>  

    <urn: Status>FAI LED</ urn: Status >  
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    <urn: ApplicationTimeI nterval>  

     <urn: start>2 0 1 4 -0 9-1 6T2 2 : 0 0 : 0 0 Z</ urn: start>  

    </urn: ApplicationTimeInterval>  

    <urn: ServerTimestamp>2 0 1 4 -0 9-16T09 : 0 0 : 0 6Z</urn: ServerTimestamp>  

    <urn: Type>Publication_MarketDocument</urn: Type>  

    <urn: Owner>1 0XEXAMPLE-EIC-P</urn: Owner>  

   </urn: Mes sage>  

   <urn: Message>  

    <urn: Code>64 66</urn: Code>    

 <urn: MessageIdentification>AckNTCForecast_2 0 1 4 0 91 7 </urn: MessageIdentificati

on>  

    <urn: MessageVersion>1 </urn: Mes sageVersion>  

    <urn: Status>FAI LED</ urn: Status >  

    <urn: ApplicationTimeI nterval>  

     <urn: start>2 0 1 4 -0 9-1 6T2 2 : 0 0 : 0 0 Z</ urn: start>  

    </urn: ApplicationTimeInterval>  

    <urn: ServerTimestamp>2 0 1 4 -0 9-16T09 : 0 0 : 0 6Z</urn: ServerTimestamp>  

    <urn: Type>Acknowledgement_MarketDocument</ urn: Type>  

    <urn: Owner>1 0XEXAMPLE-EIC-P</urn: Owner>  

   </urn: Mes sage>  

   <urn: Message>  

    <urn: Code>64 67 </urn: Code>    

 <urn: MessageIdentification>PhysicalFlows_2 0 1 4 0 9161 1 </urn: Mes sageIdentificat

ion>  

    <urn: MessageVersion>1 </urn: Mes sageVersion>  

    <urn: Status>OK</urn: Status>  

    <urn: ApplicationTimeI nterval>  

     <urn: start>2 0 1 4 -0 9-1 6T0 8 : 0 0 : 0 0 Z</ urn: start>  

     <urn: end>2 0 1 4 -0 9-1 6T0 9: 0 0 : 0 0 Z</urn: end>  

    </urn: ApplicationTimeInterval>  

    <urn: ServerTimestamp>2 0 1 4 -0 9-16T09 : 1 3 : 0 4 Z</urn: ServerTimestamp>  

    <urn: Type>Publication_MarketDocument</urn: Type>  

    <urn: Owner>1 0XEXAMPLE-EIC-P</urn: Owner>  

   </urn: Mes sage>  

   <urn: Message>  

    <urn: Code>64 68 </urn: Code>    

 <urn: MessageIdentification>AckPhysicalFlows_2 0 1 4 0 9161 1 </urn: Mes sageIdentifi

cation>  

    <urn: MessageVersion>1 </urn: Mes sageVersion>  

    <urn: Status>OK</urn: Status>  

    <urn: ApplicationTimeI nterval>  

     <urn: start>2 0 1 4 -0 9-1 6T0 8 : 0 0 : 0 0 Z</ urn: start>  

     <urn: end>2 0 1 4 -0 9-1 6T0 9: 0 0 : 0 0 Z</urn: end>  

    </urn: ApplicationTimeInterval>  

    <urn: ServerTimestamp>2 0 1 4 -0 9-16T09 : 1 3 : 0 4 Z</urn: ServerTimestamp>  

    <urn: Type>Acknowledgement_MarketDocument</ urn: Type>  

    <urn: Owner>1 0XEXAMPLE-EIC-P</urn: Owner>  

   </urn: Mes sage>  

  </ urn: MessageList>  

  </msg: Payload>  

 </ msg: ResponseMes sage>  

 </ soap: Body>  

</ s oap: Envelope>  
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B.2  Get 

B.2. 1  General  

As a  general  ru le,  before  retrieving  a  Message,  the  cl ien t shou ld  find  ou t i f the  message 
exists .   

Thus,  the  recommended  sequence d iagram  is  shown  i n  F igure  B. 1 ,  where  the  actor requests  
the  ”L ist”  service  i n  fi rst p lace,  recovering  the  l i st  of avai l able  messages.  Once the  actor has  
such  i n formation ,  he  wi l l  i nvoke the  “Get”  service  for a  message that appears  i n  the  retrieved  
l i st.  

 

Figure B. 1  – List and  Get Sequence Diagram  

B.2.2  Basic  example  

B.2.2. 1  Request  by code:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

    <s oap: Body>  

       <msg: RequestMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

            <msg: Header>  

                <msg: Verb>get</msg: Verb>  

                <msg: Noun>Any</msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 2 -1 1 -30T0 9: 3 0 : 4 7 . 5 8 1 Z </ msg: Timestamp>                                                                                  

                <msg: AckRequired>true</ msg: AckRequired>  

            </msg: Header>  

            <msg: Request>  

                <msg: Option>  

                    <msg: name>Code</ msg: name>  

                    <msg: value>879021</ msg: value>  

                </ msg: Option>  

            </msg: Request>  

IEC 

Cl i en t Server

RequestMessage("get" ,  "MessageLi st")

ResponseMessage("repl y" ,  "MessageLi st" ,  <MessageLi st/>")

process l i st()

RequestMessage("get" , "Any")

ResponseMessage("repl y" , "Publ i cati on_MarketDocument" ,  <Publ i cati on_MarketDocument/>)
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       </ msg: RequestMessage>  

    </ soap: Body>  

</ s oap: Envelope>  

 

B.2.2.2  Request  by queue:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

    <s oap: Body>  

       <msg: RequestMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/message" >  

            <msg: Header>  

                <msg: Verb>get</msg: Verb>  

                <msg: Noun>Any</msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 2 -1 1 -30T0 9: 3 0 : 4 7 . 5 8 1 Z </ msg: Timestamp>  

                <msg: AckRequired>true</ msg: AckRequired>  

            </msg: Header>  

            <msg: Request>  

                <msg: Option>  

                    <msg: name>Queue</msg: name>  

                    <msg: value>NEXT</msg: value>  

                </ msg: Option>  

            </msg: Request>  

       </ msg: RequestMessage>  

    </ soap: Body>  

</ s oap: Envelope>  

 

B.2.2.3  Request  by identi fication  and  version:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

    <s oap: Body>  

       <msg: RequestMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

            <msg: Header>  

                <msg: Verb>get</msg: Verb>  

                <msg: Noun>Any</msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 2 -1 1 -30T0 9: 3 0 : 4 7 . 5 8 1 Z </ msg: Timestamp>                                                                                  

                <msg: AckRequired>true</ msg: AckRequired>  

            </msg: Header>  

            <msg: Request>  

                <msg: Option>  

                    <msg: name>MessageIdentification</msg: name>  

                    <msg: value>Schedule_D_20140416</msg: value>  

                </ msg: Option>  

                <msg: Option>  

                    <msg: name>MessageVersion</msg: name>  

                    <msg: value>1</msg: value>  

                </ msg: Option>  

            </msg: Request>  

       </ msg: RequestMessage>  

    </ soap: Body>  

</ s oap: Envelope>  

 

B.2.2.4  Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  
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   <soap: Header>  

   </ s oap: Header>  

   <soap: Body>  

       <msg: ResponseMessage  

xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/ message" >  

            <msg: Header>  

                <msg: Verb>reply</ msg: Verb>  

                <msg: Noun>Schedule_MarketDocument</ msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 2 -1 1 -30T0 9: 3 0 : 4 8 . 3 97 Z </ msg: Timestamp>  

      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  

         <SignedInfo>  

            <CanonicalizationMethod Algorithm=" http: / /www. w3 . org/TR/2 0 0 1 / REC-

xml-c1 4 n-2 0 0 1 0 31 5" />  

            <SignatureMethod Algorithm=" http: / /www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#rsa-

sha1 " / >  

            <Reference  URI=" " >  

               <Transforms>  

                  <Transform 

Algorithm=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/ xmlds ig#enveloped-signature" / >  

                  <Transform Algorithm=" http: / /www. w3 . org/ TR/2 0 0 1 /REC-xml-

c1 4 n-2 0 0 1 0 31 5 " / >  

               </Transforms >  

               <DigestMethod 

Algorithm=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/ xmlds ig#sha1 " / >  

               <DigestValue>xSnE7 qGXJkWGG1 1rq3ze5DYGxHw=</Diges tValue>  

            </Reference>  

         </SignedI nfo>  

<SignatureValue>QLk/ r4 9g4 uoR8pXT9WX3fg6QYEh/r0 ……==</SignatureValue>  

         <KeyInfo>  

            <X5 09Data>  

               <X5 09I ssuerSerial>  

                  <X5 09I s suerName>CN=testCA,  O=test  Domain</ X50 9I ss uerName>  

                  <X5 09SerialNumber>2 38 </ X50 9SerialNumber>  

               </X509I ssuerSerial>  

               <X5 09Subj ectName>UID=myname,  OU=intern,  OU=myou,  OU=users ,  

O=test,  C=tes t</X5 09Subj ectName>  

               <X5 09Certificate>MI ID2 TCCAsGgAwIBA . . . .   =</X509Certificate>  

            </X509Data>  

         </KeyI nfo>  

      </Signature>  

            </msg: Header>  

            <msg: Reply>  

                <msg: Result>OK</msg: Result>  

            </msg: Reply>  

            <msg: Payload>  

<Schedule_MarketDocument  xmlns=" urn: iec62 3 2 5 . 3 51 : tc5 7wg16: 4 5 1 -

2 : scheduledocument: 5 : 0 " >  

   <mRID>Schedule_D_2 0 1 4 0 4 1 6</ mRI D>  

   <revis ionNumber>1 </revisionNumber>  

   <type>A0 4 </ type>  

   <process . proces sType>A01 </process . processType>  

   <process . classificationType>A0 1 </ proces s . class ificationType>  

   <sender_MarketParticipant. mRID  codingScheme=" A01 " >1 0XEXAMPLE-EIC-P  

</ s ender_MarketParticipant. mRID>  

   <sender_MarketParticipant. marketRole. type>A0 4  

</ s ender_MarketParticipant. marketRole. type>  

   <receiver_MarketParticipant. mRID  codingScheme=" A0 1 " >1 0 XEXAMPLE-EIC-P  

</receiver_MarketParticipant. mRID>    
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<receiver_MarketParticipant. marketRole. type>A04 </receiver_MarketParticipant. ma

rketRole. type>  

   <createdDateTime>2 0 1 4 -0 4 -1 5T1 3 : 0 6: 2 9Z</ createdDateTime>  

   <schedule_Time_Period. timeInterval>  

      <start>2 0 1 4 -0 4 -1 5T2 2 : 0 0 Z </ start>  

      <end>2 0 1 4 -0 4 -1 6T2 2 : 0 0 Z </ end>  

   </ s chedule_Time_Period. timeI nterval>  
. . .  

</Schedule_MarketDocument>  

            </msg: Payload>  

        </msg: Respons eMes sage>     

</ s oap: Body>  

</ s oap: Envelope>  

 

B.3  Put  

B.3. 1  Basic  example  

B.3. 1 . 1  Request:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

    <s oap: Body>  

       <msg: RequestMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

           <msg: Header>  

               <msg: Verb>create</ msg: Verb>  

               <msg: Noun>Schedule_MarketDocument</msg: Noun>  

               <msg: Context>PRODUCTI ON</msg: Context>  

               <msg: Timestamp>2 0 1 4 -0 4 -1 5T1 3 : 0 6 : 2 9 . 8 8 5Z </msg: Timestamp>  

               <msg: AckRequired>true</msg: AckRequired>  

     <Signature  xmlns=" http: / /www. w3 . org/ 2 0 0 0 / 0 9/ xmldsig#" >  
     . . .  

     </Signature>  

         </msg: Header>  

         <msg: Payload>  

<Schedule_MarketDocument  xmlns=" urn: iec62 3 2 5 . 3 51 : tc5 7wg16: 4 5 1 -

2 : scheduledocument: 5 : 0 " >  

   <mRID>Schedule_D_2 0 1 4 0 4 1 6</ mRI D>  

   <revis ionNumber>1 </revisionNumber>  

   <type>A0 4 </ type>  

   <process . proces sType>A01 </process . processType>  

   <process . classificationType>A0 1 </ proces s . class ificationType>  

   <sender_MarketParticipant. mRID  codingScheme=" A01 " >10XEXAMPLE-EIC-P 

</ s ender_MarketParticipant. mRID>  

   <sender_MarketParticipant. marketRole. type>A0 4  

</ s ender_MarketParticipant. marketRole. type>  

   <receiver_MarketParticipant. mRID  codingScheme=" A0 1 " >10XEXAMPLE-EIC-P 

</receiver_MarketParticipant. mRID>  

   <receiver_MarketParticipant. marketRole. type>A0 4  

</receiver_MarketParticipant. marketRole. type>  

   <createdDateTime>2 0 1 4 -0 4 -1 5T1 3 : 0 6: 2 9Z</ createdDateTime>  
. . .  

</Schedule_MarketDocument>  

         </msg: Payload>  

      </msg: RequestMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  
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B.3. 1 .2  Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

    <s oap: Body>  

      <msg: Respons eMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

            <msg: Header>  

                <msg: Verb>reply</ msg: Verb>  

                <msg: Noun>Acknowledgement_MarketDocument</msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 4 -0 4 -1 5T1 3 : 0 7 : 3 1 . 3 8 0 Z </ msg: Timestamp>  

      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  
      . . .  

      </Signature>  

            </msg: Header>  

            <msg: Reply>  

                <msg: Result>OK</msg: Result>  

            </msg: Reply>  

            <msg: Payload>  

<Acknowledgement_MarketDocument  xmlns=" urn: iec62 3 2 5 . 351 : tc57 wg1 6: 4 5 1 -

1 : acknowledgementdocument: 6 : 0 " >  

   <mRID>ACK_Schedule_D_2 0 1 4 0 4 1 6</mRID>  

   <createdDateTime>2 0 1 4 -0 4 -1 5T1 3 : 0 7 : 30 Z</ createdDateTime>  

   <sender_MarketParticipant. mRID  codingScheme=" A01 " >10XEXAMPLE-EIC-P 

</ s ender_MarketParticipant. mRID>  

   <sender_MarketParticipant. marketRole. type>A0 4  

</ s ender_MarketParticipant. marketRole. type>  

   <receiver_MarketParticipant. mRID  codingScheme=" A0 1 " >10XEXAMPLE-EIC-P 

</receiver_MarketParticipant. mRID>  

   <receiver_MarketParticipant. marketRole. type>A0 4  

</receiver_MarketParticipant. marketRole. type>  

   <received_MarketDocument. mRI D>Schedule_D_2 0 1 4 0 4 1 6  

</received_MarketDocument. mRID>  

   <received_MarketDocument. revisionNumber>1  

</received_MarketDocument. revis ionNumber>  

   <received_MarketDocument. type>A51 </received_MarketDocument. type>  

   <received_MarketDocument. createdDateTime>2 0 1 4 -0 4 -1 5T1 3 : 0 6 : 2 9Z  

</received_MarketDocument. createdDateTime>  

   <Reason>  

      <code>A01 </ code>  

   </Reason>  

</Acknowledgement_MarketDocument>  

            </msg: Payload>  

        </msg: Respons eMes sage>  

    </ soap: Body>  

</ s oap: Envelope>  

 

B.3.2  Example  wi th  binary data  

I f the  message  has  a  b i nary part,  th is  may be  transm itted  as  64b  encoded  form :  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>      

   <soap: Body>  

       <msg: RequestMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

            <msg: Header>  

                <msg: Verb>create</msg: Verb>  

                <msg: Noun>Compressed</msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 2 -1 1 -30T0 9: 3 3 : 4 7 . 658 Z </ msg: Timestamp>  

                <msg: AckRequired>true</ msg: AckRequired>  
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      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  
      . . .  

      </Signature>  

            </msg: Header>  

            <msg: Request>  

               <msg: ID  i dType=" name" >schedule_xyz . j pg</msg: I D>  

            </msg: Request>  

            <msg: Payload>  

                <msg: Compressed>  
/ 9 j / 4 AAQSkZJRgABAgEASABIAAD/wAALCAAGABcBAREA/9sAhAAGBAUGBQQGBgUGBwcGCAoRCwoJ 
CQoVDxAMERkWGhoYFhgXGx8oIRsdJR4 XGCIvI yUpKiwtLBshMTQwKzQoKywrAQcHBwoJChQLCxQr  
HBgcHCsrKysrKysrKysrKysrKysrKysrKysrKysrKysrKysrKysrKysrKysrKysrKysrKyv/xADS  
AAABBQEBAQEBAQAAAAAAAAAAAQIDBAUGBwgJCgsQAAIBAwMCBAMFBQQEAAABfQECAwAEEQUSI TFB  
BhNRYQcicRQygZGhCCNCscEVUtHwJDNicoIJChYXGBkaJSYnKCkqNDU2Nz g5OkNERUZHSElKU1RV 
VldYWVpj ZGVmZ2 hpanN0dXZ3eHl6g4 SFhoeIiYqSk5SVlpeYmZqio6Slpqeoqaqys7 S1 tre4 ubrC  
w8 TFxsfIycrS0 9TV1tfY2 drh4 uPk5ebn6Onq8 fLz9PX2 9/ j 5+v/aAAgBAQAAPwDtfA+l6zHpXgv+  
y9euZdSu/A11 / Z/ 2 2 OHyrKUrY7NuyIEqGK537 zhR15 zx8vidPFXwakvIb++vYIdQ1OCM3kLRvEBo  
1 0 xUF55ncZYtueQn5iAAqqK0Pixffb9F+JGla3qupR2 +meX/AGs 8 SfaFPnXcMlh9niZ 1VdkAZJMG  

PLNk+YRur/ /Z</msg: Compres sed>  

                <msg: Format>BINARY</ msg: Format>  

            </msg: Payload>  

       </ msg: RequestMessage>  

    </ soap: Body>  

</ s oap: Envelope>  

 

B.4 Query Data  

B.4. 1  List  of data  types  example  

B.4. 1 . 1  Request:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>      

   <soap: Body>  

      <msg: RequestMes sage  xmlns : msg=" http: / / iec. ch/TC57 / 2 0 1 1 / schema/message" >  

         <msg: Header>  

            <msg: Verb>get</ msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 7 . 58 1 Z </msg: Timestamp>  

         </msg: Header>  

         <msg: Request>  

            <msg: Option>  

               <msg: name>DataType</msg: name>  

               <msg: value>listOfDataTypes</msg: value>  

            </msg: Option>  

         </msg: Request>  

      </msg: RequestMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.4. 1 .2  Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: Respons eMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/message" >  

         <msg: Header>  

            <msg: Verb>reply</msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

Copyright International  Electrotechnical  Commission  



I EC TS  62325-504: 201 5  © I EC  201 5  – 35  – 

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 8 . 0 0 4 Z </msg: Timestamp>  

      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  
      . . .  

      </Signature>  

         </msg: Header>  

         <msg: Reply>  

            <msg: Result>OK</msg: Result>  

         </msg: Reply>  

         <msg: Payload>  

            <QueryData  xmlns=" urn: iec62 32 5 . 50 4 : messages : 1 : 0 " >  

               <RequestParameters >  

                  <Parameter>  

      <name>DataType</name>  

      <value>listOfDataTypes</ value>  

                  </Parameter>  

               </RequestParameters >  

               <ParameterLis t  xmlns=" urn: iec62 32 5 . 50 4 : messages : 1 : 0 " >  

      <Parameter>  

        <name>listOfDataTypes</name>  

      </Parameter>  

      <Parameter>  

        <name>s erverTimestamp</name>  

      </Parameter>  

      <Parameter>  

        <name>parameterLimits</name>  

      </Parameter>  

               </ParameterList>  

            </QueryData>  

         </msg: Payload>  

      </msg: ResponseMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.4.2  Server Timestamp Request example  

B.4.2. 1  Request:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: RequestMes sage  xmlns : msg=" http: / / iec. ch/TC57 / 2 0 1 1 / schema/message" >  

         <msg: Header>  

            <msg: Verb>get</ msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 7 . 58 1 Z </msg: Timestamp>  

         </msg: Header>  

         <msg: Request>  

            <msg: Option>  

               <msg: name>DataType</msg: name>  

               <msg: value>serverTimestamp</msg: value>  

            </msg: Option>  

         </msg: Request>  

      </msg: RequestMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.4.2.2  Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  
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   <soap: Header/>  

   <soap: Body>  

      <msg: Respons eMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

         <msg: Header>  

            <msg: Verb>reply</msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2012-11-30T09: 30: 48 . 004Z</msg: Timestamp>  

      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  
      . . .  

      </Signature>  

         </msg: Header>  

         <msg: Reply>  

            <msg: Result>OK</msg: Result>  

         </msg: Reply>  

           <msg: Payload>  

            <QueryData  xmlns=" urn: iec62 32 5 . 50 4 : messages : 1 : 0 " >  

               <RequestParameters >  

                  <Parameter>  

      <name>DataType</name>  

      <value>serverTimestamp</ value>  

                  </Parameter>  

               </RequestParameters >  

            </QueryData>  

           </msg: Payload>  

      </msg: ResponseMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.4.3  Server Parameter Limits  Request  example  

B.4.3. 1  Request:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: RequestMes sage  xmlns : msg=" http: / / iec. ch/TC57 / 2 0 1 1 / schema/message" >  

         <msg: Header>  

            <msg: Verb>get</ msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 7 . 58 1 Z </msg: Timestamp>  

         </msg: Header>  

         <msg: Request>  

            <msg: Option>  

               <msg: name>DataType</msg: name>  

               <msg: value>parameterLimits</msg: value>  

            </msg: Option>  

         </msg: Request>  

      </msg: RequestMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.4.3.2  Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: Respons eMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

         <msg: Header>  
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            <msg: Verb>reply</msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 8 . 0 0 4 Z </msg: Timestamp>  

      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  
      . . .  

      </Signature>  

         </msg: Header>  

         <msg: Reply>  

            <msg: Result>OK</msg: Result>  

         </msg: Reply>  

         <msg: Payload>  

            <QueryData  xmlns=" urn: iec62 32 5 . 50 4 : messages : 1 : 0 " >  

               <RequestParameters >  

                  <Parameter>  

      <name>DataType</name>  

      <value>parameterLimits</ value>  

                  </Parameter>  

               </RequestParameters >  

               <ParameterLis t  xmlns=" urn: iec62 32 5 . 50 4 : messages : 1 : 0 " >  

      <Parameter>  

        <name>MaxNumMessagesInListResponse</name>  

        <value>3000</value>  

      </Parameter>  

      <Parameter>  

        <name>MaxTimeIntervalInDaysInListRequest</name>  

        <value>3</value>  

      </Parameter>  

               </ParameterList>  

            </QueryData>  

         </msg: Payload>  

      </msg: ResponseMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  
 

 

B.4.4  Generic Query  example  

B.4.4. 1  Request:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: RequestMes sage  xmlns : msg=" http: / / iec. ch/TC57 / 2 0 1 1 / schema/message" >  

         <msg: Header>  

            <msg: Verb>get</ msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 7 . 58 1 Z </msg: Timestamp>  

         </msg: Header>  

         <msg: Request>  

            <msg: StartTime>2 0 1 2 -1 1 -2 6T2 3 : 0 0 : 0 0 Z</msg: StartTime>  

            <msg: EndTime>2 0 1 2 -1 1 -2 7 T2 3 : 0 0 : 0 0 Z</msg: EndTime>  

            <msg: Option>  

               <msg: name>DataType</msg: name>  

               <msg: value>exampleWithParameters</msg: value>  

            </msg: Option>  

            <msg: Option>  

               <msg: name>Parameter_1</msg: name>  

               <msg: value>a value  for parameter</msg: value>  

            </msg: Option>  
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            <msg: Option>  

               <msg: name>OtherParameter</ msg: name>  

               <msg: value>a value  for other parameter</msg: value>  

            </msg: Option>  

         </msg: Request>  

      </msg: RequestMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.4.4.2  Response:  

<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

   <soap: Header/>  

   <soap: Body>  

      <msg: Respons eMessage  xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / s chema/message" >  

         <msg: Header>  

            <msg: Verb>reply</msg: Verb>  

            <msg: Noun>QueryData</ msg: Noun>  

            <msg: Context>PRODUCTI ON</msg: Context>  

            <msg: Timestamp>2 0 1 2 -1 1 -3 0T0 9: 3 0 : 4 8 . 0 0 4 Z </msg: Timestamp>  

      <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  
      . . .  

      </Signature>  

         </msg: Header>  

         <msg: Reply>  

            <msg: Result>OK</msg: Result>  

         </msg: Reply>  

         <msg: Payload>  

            <QueryData  xmlns=" urn: iec62 32 5 . 50 4 : messages : 1 : 0 " >  

               <RequestParameters >  

                  <Parameter>  

      <name>DataType</name>  

      <value>exampleWithParameters</ value>  

                  </Parameter>  

                  <Parameter>  

      <name>Parameter_1</name>  

      <value>a value  for parameter</ value>  

                  </Parameter>  

                  <Parameter>  

      <name>OtherParameter</name>  

      <value>a value  for other parameter</ value>  

                  </Parameter>  

               </RequestParameters >  

               <n1 : AnyKindOfDocument  xmlns : n1=" namespace  declaration" >  
                  …  

               </n1 : AnyKindOfDocument>              

             </ QueryData>  

         </msg: Payload>  

      </msg: ResponseMessage>  

   </ s oap: Body>  

</ s oap: Envelope>  

 

B.5 Faul t  

B.5. 1  SOAP 1 .2  

The fol lowing  shows  a  fau l t message  returned  by a  “L ist”  operation  where  the  g i ven  
TimeInterval  i s  not  va l i d ,  us ing  SOAP 1 . 2:  
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<soap: Envelope  xmlns : soap=" http: / / www. w3 . org/ 2 0 0 3 / 0 5 / soap-envelope" >  

 <soap: Body>  

  <soap: Fault>  

   <soap: Code>  

    <soap: Value>soap: Receiver</ soap: Value>  

   </ s oap: Code>  

   <soap: Reason>  

    <soap: Text  xml: lang=" es" >EPF-0 4 </ soap: Text>  

   </ s oap: Reason>  

   <soap: Detail>  

    <msg: FaultMessage  

xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/ message" >  

     <msg: Reply>  

      <msg: Result>FAILED</msg: Result>  

      <msg: Error>  

       <msg: code>EPF-0 4 </msg: code>  

       <msg: details >Invalid Time  I nterval :  2 0 1 1 -0 3aT2 2 : 0 0 Z2 0 1 1 -0 3 -

0 2 T1 2 : 0 0 Z  </ msg: details>  

      </msg: Error>  

     </msg: Reply>  

    </msg: FaultMessage>  

   </ s oap: Detail>  

  </ soap: Fault>  

 </ soap: Body>  

</ s oap: Envelope>  

 

B.5.2  SOAP 1 . 1  

The fol lowing  shows  a  fau l t message  returned  by a  “L ist”  operation  where  the  g iven  
TimeInterval  i s  not  va l i d ,  us ing  SOAP 1 . 1 :  

<soap: Envelope  xmlns : soap=" http: / / schemas . xmlsoap. org/ soap/envelope/ " >  

 <soap: Body>  

  <soap: Fault>  

   <faultcode>soap: Receiver</ faultcode>  

   <faultstring>EPF-0 4 </ faultstring>  

   <detail>  

    <msg: FaultMessage  

xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/ message" >  

     <msg: Reply>  

      <msg: Result>FAILED</msg: Result>  

      <msg: Error>  

       <msg: code>EPF-0 4 </msg: code>  

       <msg: details >Invalid Time  I nterval :  2 0 1 1 -0 3aT2 2 : 0 0 Z2 0 1 1 -0 3 -

0 2 T1 2 : 0 0 Z  </ msg: details>  

      </msg: Error>  

     </msg: Reply>  

    </msg: FaultMessage>  

   </detail>  

  </ soap: Fault>  

 </ soap: Body>  

</ s oap: Envelope>  

 

B.6  Digi tal  signature  

B.6. 1  Basic  example  

This  is  an  example  of a  response  to  the  Put service:  
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<SOAP-ENV: Envelope  xmlns : SOAP-ENC=" http: / / schemas . xmlsoap. org/soap/ encoding/ "  

xmlns : SOAP-ENV=" http: / /www. w3 . org/ 2 0 0 3/ 0 5/ soap-envelope" >  

   <SOAP-ENV: Header>  

   </SOAP-ENV: Header>  

   <SOAP-ENV: Body>  

       <msg: ResponseMessage  

xmlns : msg=" http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/ message" >  

            <msg: Header>  

                <msg: Verb>reply</ msg: Verb>  

                <msg: Noun>Acknowledgement_MarketDocument</msg: Noun>  

                <msg: Context>PRODUCTION</ msg: Context>  

                <msg: Timestamp>2 0 1 4 -0 4 -1 5T1 3 : 0 6: 2 9. 8 8 5Z </ msg: Timestamp>  

         <Signature  xmlns=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/xmldsig#" >  

            <SignedInfo>  

               <CanonicalizationMethod 

Algorithm="http: //www. w3. org/TR/2001/REC-xml-c14n-20010315" / >  

               <SignatureMethod 

Algorithm=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/ xmlds ig#rsa-sha1 " ></ SignatureMethod>  

               <Reference  URI=" " >  

                  <Transforms>  

                     <Transform 

Algorithm="http: //www. w3. org/2000/09/xmldsig#enveloped-signature" / >  

                     <Transform Algorithm=" http: //www. w3. org/TR/2001/REC-xml-

c14n-20010315" ></ Transform>  

                  </Transforms >  

                  <DigestMethod 

Algorithm=" http: / / www. w3 . org/ 2 0 0 0 / 0 9/ xmlds ig#sha1 " / >  

                  <DigestValue>g8 7 DHbL2 vOP4N4 sCUBj by/M6K4 8 =</DigestValue>  

               </Reference>  

            </SignedI nfo>  
            

<SignatureValue>sl3aQ+UsBzesV6EQfGidB7 I uyk/iLI QP1VlKtyOEUEphGfP3y7 no2 tV9tw+mH2
FmId90hKCSurwnkakpKSryUNUDI 9i5NPz+g+s I 4 N/hz0rVsSfh/CZV1 ZaboVdVbngv/yc7 JE7 7 NFwR
e6kOAmWnUvnSywx1 62 ZOasuEXxc+olkD+7 HtPzAR86JhB2 oAqqdtcuc+FGuMLnsCi6p5whZRq99rkh
vxnup3w2Y6b8 4 nlJm/FJD9RsZJ0UInXVLMgALUmbxClKlKXwFUYLj SqY/SrFj Fzkm0KshgWiFKOYhw

GhUy0+UNCpfRcGncOZ j 61 tIuYD8bT2 0 5JI TgSkdHO4 bRmw==</SignatureValue>  

            <KeyInfo>  

               <X5 09Data>  

                  <X5 09I s suerSerial>  

                     <X5 09I ssuerName>CN=testCA,  O=test  Domain</ X50 9I ssuerName>  

                     <X5 09SerialNumber>1 3 1 </X50 9SerialNumber>  

                  </X509I ssuerSerial>  

                  <X5 09Subj ectName>  UI D=myname,  OU=intern,  OU=myou,  OU=us ers ,  

O=test,  C=tes t</X5 09Subj ectName>  

                  <X5 09Certificate>  
MI I COTCCAaKgAwIBAAIEU0 4yj TANBgkqhkiG9w0 BAQUFADBhMQ0wCwYDVQQI EwRL  
RVkhMQ8 wDQYDVQQHEwZTRUNSRVQxDDAKBgNVBAoTA1 RIRTEXMBUGA1UECxMOWU9V 
I EhBVkUgRk9VTkQxGDAWBgNVBAMTD0NPTkdSQVRVTEFUSU9OUzAeFw0 xNDA0MTYw 
NzM0 MzdaFw0xNTA4 Mj kwNzM0MzdaMGExDTALBgNVBAgTBEtFWSExDzANBgNVBAcT  
BlNFQ1JFVDEMMAoGA1UEChMDVEhFMRcwFQYDVQQLEw5ZT1 UgSEFWRSBGT1 VORDEY  
MBYGA1UEAxMPQ0 9OR1JBVFVMQVRJT0 5TMI GfMA0 GCSqGSI b3DQEBAQUAA4 GNADCB  
iQKBgQCQSgndj 2 T9o1 9c1 anXRkLeiVnFc8 K1BhthMddZQ6kMZWcrFhKdBmrA0Fok 
JLYttpkVLcYHQcSP3+MygBItFpkhhoTPhPT2 I j N4 8 99cDGw10 zG4 fHj JF3Vn3S4 v 
+TiUKilb0yfVHPl2 KqSgLd2X4 9yaNoc+97 Rp2 adYPuWxnLNHhwIDAQABMA0GCSqG 
SI b3DQEBBQUAA4 GBAAn55WsZTpnRBkDhP9EwsMAqOf+4 nGzYn+zqeKrczico8yl j  
9ndLFl7 1aFMxQLVd8u8EaW8kGbo92 Chh4 z 4vm9y4AFCFeHM5EwBA8w9tOw5l7 oU9  
+NmMg6owGY6m+vP31 62 3C/lbv66dQOHUXLO5H/VVTOUgBOyoGXBtaC1 sGvm8  

</X509Certificate>  

               </X509Data>  

            </KeyI nfo>  

         </Signature>  

            </msg: Header>  
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            <msg: Reply>  

                <msg: Result>OK</msg: Result>  

            </msg: Reply>  

            <msg: Payload>  

<Acknowledgement_MarketDocument  xmlns=" urn: iec62 3 2 5 . 351 : tc57 wg1 6: 4 5 1 -

1 : acknowledgementdocument: 6 : 0 " >  

   <mRID>ACK_Schedule_D_2 0 1 4 0 4 1 6</mRID>  

   <createdDateTime>2 0 1 4 -0 4 -1 5T1 3 : 0 7 : 30 Z</ createdDateTime>  

   <sender_MarketParticipant. mRID  codingScheme=" A01 " >10XEXAMPLE-EIC-P 

</ s ender_MarketParticipant. mRID>  

   <sender_MarketParticipant. marketRole. type>A0 4  

</ s ender_MarketParticipant. marketRole. type>  

   <receiver_MarketParticipant. mRID  codingScheme=" A0 1 " >10XEXAMPLE-EIC-P 

</receiver_MarketParticipant. mRID>  

   <receiver_MarketParticipant. marketRole. type>A0 4  

</receiver_MarketParticipant. marketRole. type>  

   <received_MarketDocument. mRI D>Schedule_D_2 0 1 4 0 4 1 6  

</received_MarketDocument. mRID>  

   <received_MarketDocument. revisionNumber>1  

</received_MarketDocument. revis ionNumber>  

   <received_MarketDocument. type>A51 </received_MarketDocument. type>  

   <received_MarketDocument. createdDateTime>2 0 1 4 -0 4 -1 5T1 3 : 0 6 : 2 9Z  

</received_MarketDocument. createdDateTime>  

   <Reason>  

      <code>A01 </ code>  

   </Reason>  

</Acknowledgement_MarketDocument>  

            </msg: Payload>  

        </msg: Respons eMes sage>  

   </SOAP-ENV: Body>  

</SOAP-ENV: Envelope>  
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Annex C  
(informative)  

 
Java code examples  

 

C.1  Sign  

The fo l lowing  s impl i fi ed  code  excerpt s igns  a  message fol lowing  the  ru les  described  i n  th is  
Techn ica l  Speci fication :  

 
/ * *  
*  S igns  the  given  xml  document  using the  given  private  key  and certificate.  
*  @ param msgAsDocument  The  document  to  be  s igned,  the  result  of  the  process  
*    wil l  be  returned in  this  parameter.  
*  @ param privateKey The  private  key to  be  used for  s ignature.  
*  @ param cert  The  certificate  to  be  used for  s ignature.  
*  @ throws  Exception  I f  unable  to  s ign  the  document.  
*  @ s ee  #signString( StringBuilder,  RSAPrivateKey,  X50 9Certificate)  
* /  
public  s tatic  void signDocument( final  Document  msgAsDocument,  final  
RSAPrivateKey privateKey,  final  X5 0 9Certificate  cert )  throws  Exception  {  
 
    try  {  
        XMLSignatureFactory fac  =  XMLSignatureFactory. getI nstance( " DOM" ) ;  
 

        Li st<Transform>  trfLst  =  new  ArrayList<>( ) ;  
            t rfLst. add( fac. newTransform( Transform. ENVELOPED,  
( TransformParameterSpec)  null ) ) ;  
            
trfLst. add( fac. newCanonicalizationMethod( CanonicalizationMethod. INCLUSIVE ,  
( C1 4 NMethodParameterSpec)  null ) ) ;  
         
        Reference  ref  =  fac  
                . newReference( " " ,  fac. newDigestMethod( DigestMethod. SHA1 ,  
null ) ,  trfLst,  null ,  null ) ;  
 
        S i gnedInfo  s i  =  
fac. newSignedInfo( fac. newCanonicalizationMethod( CanonicalizationMethod. INCLUSI
VE,  ( C1 4 NMethodParameterSpec)  null ) ,  
fac. newSignatureMethod( SignatureMethod. RSA_SHA1 ,  null ) ,  
                Collections . singletonList( ref) ) ;  
 
        Node  headerNode  =  null ;  
        NodeList  nl  =  
msgAsDocument. getElementsByTagNameNS( " http: / / iec. ch/ TC5 7 / 2 0 1 1 / schema/message" ,  
" Header" ) ;  
        i f  ( nl . getLength( )  ==  1 )  {  
            headerNode  =  nl . item( 0 ) ;  
        }  els e  {  
            throw new  Exception( " I nvalid document. " ) ;  
       }  
 
        DOMSignContext  ds c  =  new DOMSignContext( privateKey,  headerNode) ;  
 
        KeyInfoFactory keyInfoFactory =  fac. getKeyInfoFactory( ) ;  

        Li st<Obj ect>  x5 0 9Content  =  new ArrayList<>( ) ;  
        
x5 0 9Content. add( keyInfoFactory. newX50 9I ssuerSerial( cert. getI ssuerDN( ) . getName(
) ,  cert. getSerialNumber( ) ) ) ;  
        x5 0 9Content. add( cert. getSubj ectX50 0Principal( ) . getName( ) ) ;  
        x5 0 9Content. add( cert) ;  
        X5 0 9Data  xd =  keyInfoFactory. newX5 09Data( x50 9Content) ;  
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        KeyInfo  keyInfo  =  
keyI nfoFactory. newKeyInfo( Collections . s ingletonList( xd) ) ;  
 
        XMLSignature  s ignature  =  fac. newXMLSignature( si ,  keyInfo) ;  
        s i gnature. sign( dsc) ;  
 
    }  catch  ( Exception  e )  {   / / Simplified exception  handling  for  brevity 
        throw e ;  
    }  
}  

 

C.2  Veri fy 

The fol lowing  s impl i fi ed  code  excerpt veri fies  a  message’s  s ignature  fol l owing  the  ru les  
described  in  th is  Techn ical  Speci fication :  

/ * *  
 *  Verifies  the  s ignature  of  the  given  s igned document.  
 *  @ param msgAsDocument  The  document  to  be  validated.  
 *  @ throws  Exception  I f  the  document  cannot  be  validated  
 *     o r  i f  i ts  s ignature  i s  invalid.  
 * /  
public  s tatic  void verifyDocument( final  Document  msgAsDocument)  throws  
Exception  {  
 
    try  {  
        Node  s ignatureNode  =  null;  
        NodeList  nl  =  msgAsDocument. getElementsByTagNameNS( XMLSignature. XMLNS,  
" Signature" ) ;  
        i f  ( nl . getLength( )  ==  1 )  {  
            s ignatureNode  =  nl . item( 0 ) ;  
        }  els e  {  
            throw new  Exception( " I nvalid document. " ) ;  
        }  
 
        XMLSignatureFactory fac  =  XMLSignatureFactory. getI nstance( " DOM" ) ;  
        DOMValidateContext  valContext  =  new DOMValidateContext( new 
KeyValueKeySelector( ) ,  s ignatureNode) ;  
        XMLSignature  s ignature  =  fac. unmarshalXMLSignature( valContext) ;  
        boolean  coreValidity =  signature. validate( valContext) ;  
 
        i f  ( coreValidity ==  false)  {  
            S tringBuilder  s b  =  new  StringBuilder( " Signature  validation  failed.  
Signature  s tatus :  " ) ;  
            s b. append( signature. getSignatureValue( ) . validate( valContext) ) ;  
            s b. append( " .  " ) ;  

            I terator<?>  i  =  
s ignature. getSignedInfo( ) . getReferences ( ) . iterator( ) ;  
            for  ( int  j  =  0 ;  i . hasNext( ) ;  j ++)  {  
                boolean  refValid =  ( ( Reference )  
i . next( ) ) . validate( valContext) ;  
                s b. append( " ref[ " ) . append( j ) . append( " ]  validity s tatus :  
" ) . append( refValid) ;  
            }  
            throw new  Exception( sb. toString( ) ) ;  
        }  
    }  catch  ( Exception  e )  {   / / Simplified exception  handling  for  brevity 
        throw e ;  
    }  
}  
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Annex D  
(informative)  

 
Regarding  near real -time communications  

 

The web services  presented  i n  th is  Techn ica l  Speci fication  a l l ow for the  implementation  of 
near real -time (or even  rea l  time)  communications  wi th  responses  i n  the  range  of seconds.  
However speci fic operational  l im i ts  cannot and  shou ld  not be  set i n  stone  i n  th is  Techn ical  
Speci fication  as  these  may vary greatl y depend ing  on  the  speci fic business  ru les  that appl y to  
the  exchanged  payload .  

For example:  the  time constrain ts  of a  continuous  i n traday market are  complete l y d i fferen t 
from  a  yearl y capaci ty auction .  

Parties  responsible  for manag ing  systems wi th  hard  time constra in ts  wi l l  need  to  make  sure  
that the ir systems  are  fast enough  to  provide  the  necessary throughpu t.  The  commun ication  
l ayer,  being  d i rect commun ication  from  cl i ent to  server,  and  being  a  synchronous  invocation ,  
wi l l  ensu re  that the  add i ti onal  de lay i n troduced  by the  communication  layer wi l l  be  neg l i g ib le,  
thus  the  term  near real -time.  

Note  that of the  d i fferen t services  presented ,  the  preferred  one  for hard  real -time 
requ irements  wou ld  be  “Put”  s ince  the  cl i en t has  an  immed iate  response to  the  subm iss ion  of 
a  payload .  L is t and  Get services  used  to  pol l  data  shou ld  be  used  when  more  re laxed  
dead l ines  are  a l lowed .  

The  “Get”  service  can  on l y guarantee  near real -time  in  the  sense  that when  a  cl ient  requests  
a  message,  i t  wi l l  receive  i t  wi th  as  smal l  de lay as  possib le,  bu t  not i n  the  sense  of i t  be ing  
part of a  more  complex communication  (or d ia log)  i nvolving  several  messages  exchanged  
between  cl ient and  server.  
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Annex E  
(informative)  

 
Regarding  cl ients  and  servers  configurations  

 

The web  services  presen ted  i n  th is  Techn ical  Speci fication  a l l ow for d i fferen t network 
configurations,  where  actors  can  be  a  cl ien t,  a  server,  or both  at  the  same time.  

I n  the  same way as  wi th  other I n ternational  Standards  that define  cl ient and  server 
requ irements ,  the  fact that th is  Techn ical  Speci fi cation  defines  the  requ irements  for a  cl i en t  
and  a  server does  not mean  that an  actor a im ing  to  comply wi th  th is  speci fication  needs  to  
implement both  the  cl i en t  and  server requ irements .  

With  th is  clari fication  i n  m ind ,  when  des ign ing  the  commun ication  requ irements  for a  process  
where  IEC TS  62325-504  wi l l  be  used ,  the  designers  wi l l  be  able  to  decide  i f a l l  actors  need  
to  be  both  cl ients  and  servers  as  defined  i n  I EC  TS  62325-504,  or there  wi l l  be  a  reduced  
number of servers  and  the  rest  of the  actors  wi l l  on l y be  cl ien ts .  

Th is  flexib i l i ty a l l ows  process  des igners  to  appl y I EC TS  62325-504  ta i l oring  i t  to  the ir speci fic  
network configuration  needs.  

 

_____________ 
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