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INTERNATIONAL ELECTROTECHNICAL COMMISSION  
____________ 

 

MEDICAL DEVICE SOFTWARE –  

SOFTWARE LIFE  CYCLE PROCESSES 

 

 
FOREWORD 

1 )  The  I n ternational  E lectrotechn ical  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for s tandard ization  compri s i ng  
a l l  national  e l ectrotechn ical  commi ttees  ( I EC Nati onal  Commi ttees).  The  object  of I EC i s  to  promote  
i n ternational  co-operation  on  a l l  questions  concern ing  standard ization  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC publ i shes  I n ternational  S tandards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l able  Speci fi cations  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC 
Publ i cation (s)”) .  Thei r preparation  i s  en trusted  to  techn i cal  commi ttees;  any I EC National  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may parti cipate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non-
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osely 
wi th  the  I n ternational  Organ ization  for S tandard ization  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
agreement between  the  two  organ izations.  

2)  The  formal  decis ions  or agreements  of I EC on  techn ical  matters  express,  as  nearl y as  possib le,  an  i n ternational  
consensus  of opin ion  on  the  re levant subjects  s i nce  each  techn ical  commi ttee  has  representation  from  a l l  
i n terested  I EC National  Comm i ttees.   

3)  I EC Publ i cations  have  the  form  of recommendati ons  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  conten t of I EC 
Publ i cations  i s  accurate,  I EC cannot  be  hel d  respons ible  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  user.  

4)  I n  order to  promote  i n ternational  un i form i ty,  I EC National  Comm i ttees  undertake  to  appl y I EC Publ i cations  
transparen tl y to  the  maximum  exten t possib le  i n  thei r national  and  reg ional  publ i cations.  Any d i vergence  
between  any I EC Publ i cation  and  the  correspond ing  national  or reg ional  publ i cation  shal l  be  cl earl y i nd icated  i n  
the  l atter.  

5)  I EC i tsel f does  not  provide  any attestation  of conform i ty.  I ndependent  certi fi cation  bod ies  provide  conform i ty 
assessment  servi ces  and ,  i n  some areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  respons ible  for any 
services  carried  ou t  by i ndependent  certi fi cation  bod ies.  

6)  Al l  users  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cation .  

7)  No  l i abi l i ty shal l  attach  to  I EC or i ts  d i rectors ,  employees,  servan ts  or agents  i ncl ud i ng  i nd ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC Nati onal  Comm i ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud ing  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or rel i ance  upon ,  th i s  I EC Publ i cation  or any other I EC 
Publ i cations.   

8)  Attention  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cation  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  possib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  respons ible  for i den ti fyi ng  any or a l l  such  patent  ri gh ts.  

DISCLAIMER 

This  Consol idated  version  is  not an  official  IEC  Standard  and  has  been  prepared  for 

user convenience.  On ly the  current versions  of the  standard  and  i ts  amendment(s)  are  

to  be  considered  the official  documents.  

Th is  Consol idated  version  of IEC  62304 bears  the  ed i tion  number 1 . 1 .  I t  consists  of the  

fi rst ed i tion  (2006-05)  [documents  62A/523/FDIS  and  62A/528/RVD]  and  i ts  amendment 1  

(201 5-06)  [documents  62A/1 007/FDIS  and  62A/1 01 4/RVD] .  The technical  content is  

identical  to  the  base ed i tion  and  i ts  amendment.  

In  th is  Redl ine version ,  a  vertical  l ine  in  the  margin  shows where the  technical  content is  

modified  by amendment 1 .  Additions  and  deletions  are  d isplayed  in  red ,  wi th  deletions  

being  struck through.  A separate  F inal  version  with  al l  changes  accepted  is  avai lable  in  

th is  publ ication .  

I n ternational  Standard  I EC 62304  has  been  prepared  by a  j o in t working  group of subcommittee  
62A:  Common  aspects  of e lectrical  equ ipment used  in  med ical  practice,  of I EC techn ical  
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committee  62:  E lectrical  equ ipment i n  med ical  practice  and  ISO Techn ical  Committee  21 0,  
Qual i ty management and  correspond ing  general  aspects  for MEDICAL DEVICES .  Table  C.5  was  
prepared  by I SO/IEC JTC 1 /SC 7,  Software  and  system  eng ineering .  

I t  i s  publ ished  as  a  dual  logo  standard .  

Th is  publ ication  has  been  drafted  in  accordance wi th  the  I SO/IEC Directives,  Part 2 .  

I n  th is  standard  the  fol lowing  prin t types  are  used :  

•  requ irements  and  defin i tions:  i n  roman  type;  

•  in formative  material  appearing  outside  of tables,  such  as  notes,  examples  and  references:  
in  smal ler type.  Normative  text of tables  i s  a lso  in  a  smal ler type;  

•  terms  used  throughout th is  standard  that have  been  defined  in  Clause  3  and  also  g iven  in  
the  index:  i n  smal l  capi tals.  

An  asterisk (*)  as  the  fi rst character of a  ti tle  or at  the  beg inn ing  of a  paragraph  ind icates  that 
there  i s  gu idance related  to  that i tem  in  Annex B.  

The committee  has  decided  that the  contents  of the  base  publ ication  and  i ts  amendment wi l l  
remain  unchanged  unti l  the  stabi l i ty date  i nd icated  on  the  I EC web s i te  under 
"h ttp: //webstore. iec.ch"  i n  the  data  related  to  the  speci fic publ ication .  At th is  date,  the  
publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

 

NOTE  The  attention  of Nati onal  Commi ttees  i s  d rawn  to  the  fact  that  equ ipment MANUFACTURERS  and  testi ng  
organ izations  may need  a  transi ti onal  period  fol l owing  publ i cation  of a  new,  amended  or revised  I EC or 
I SO  publ i cation  i n  wh ich  to  make  products  i n  accordance  wi th  the  new requ i rements  and  to  equ ip  themselves  for 
conducti ng  new or revi sed  tests.  I t  i s  the  recommendation  of the  comm i ttee  that  the  conten t of th i s  publ i cation  be  
adopted  for mandatory implementation  national l y not  earl i er than  3  years  from  the  date  of publ i cation .  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  

that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct understanding  

of i ts  contents.  Users  should  therefore print th is  document using  a  colour printer.  
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INTRODUCTION  

Software  i s  often  an  i n tegral  part of MEDICAL DEVICE  technology.  Establ ish ing  the  SAFETY  and  
effectiveness  of a  MEDICAL DEVICE  contain ing  software  requ ires  knowledge of what the  software  
is  in tended  to  do  and  demonstration  that the  use  of the  software  fu l fi l s  those  in tentions  wi thout 
causing  any unacceptable  RISKS .   

Th is  standard  provides  a  framework of l i fe  cycle  PROCESSES  with  ACTIVITI ES  and  TASKS  
necessary for the  safe  design  and  main tenance  of MEDICAL DEVICE  SOFTWARE .  Th is  standard  
provides  requ irements  for each  l i fe  cycle  PROCESS .  Each  l i fe  cycle  PROCESS  i s  further d ivided  
in to  consists  of a  set of ACTIVI TIES ,  wi th  most ACTIVI TIES  fu rther d ivided  in to  consisting  of a  set 
of TASKS .  

As  a  basic foundation  i t  i s  assumed  that MEDICAL DEVICE  SOFTWARE  i s  developed  and  
maintained  wi th in  a  qual i ty management system  (see  4. 1 )  and  a  RISK MANAGEMENT system  (see  
4. 2) .  The  RISK MANAGEMENT PROCESS  i s  a l ready very wel l  addressed  by the  I n ternational  
Standard  ISO  1 4971 .  Therefore  I EC 62304  makes  use  of th is  advantage  s imply by a  normative  
reference to  I SO  1 4971 .  Some m inor add i tional  RISK  MANAGEMENT  requ irements  are  needed  for 
software,  especial ly in  the  area  of identi fication  of contributing  software  factors  related  to  
HAZARDS .  These  requ i rements  are  summarized  and  captured  in  Clause  7  as  the  software  RISK 

MANAGEMENT  PROCESS .  

Whether software  i s  a  contributing  factor to  a  HAZARD HAZARDOUS  S ITUATION  i s  determ ined  
during  the  HAZARD  i denti fication  ACTIVITY  of the  RISK MANAGEMENT  PROCESS .  HAZARDS  

HAZARDOUS  SI TUATIONS  that cou ld  be  i nd i rectly caused  by software  (for example,  by provid ing  
m is lead ing  in formation  that cou ld  cause  inappropriate  treatment to  be  adm in istered)  need  to  be  
considered  when  determ in ing  whether software  is  a  contributing  factor.  The  decision  to  use  
software  to  control  RISK  i s  made during  the  RISK CONTROL  ACTIVITY  of the  RISK MANAGEMENT  
PROCESS .  The  software  RISK MANAGEMENT  PROCESS  requ ired  in  th is  standard  has  to  be  
embedded  in  the  device  RISK MANAGEMENT  PROCESS  accord ing  to  I SO  1 4971 .  

The  software  development PROCESS  consists  of a  number of ACTIVI TIES .  These  ACTIVI TIES  are  
shown  in  F igure  1  and  described  in  Clause  5.  Because  many incidents  in  the  field  are  related  to  
service  or main tenance of MEDICAL DEVICE  SYSTEMS  i nclud ing  i nappropriate  software  updates  
and  upgrades,  the  software  maintenance PROCESS  i s  considered  to  be  as  important as  the  
software  development PROCESS .  The  software  maintenance PROCESS  i s  very s im i lar to  the  
software  development PROCESS .  I t  i s  shown  in  F igure  2  and  described  in  Clause  6.  
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Figure 1  – Overview of software development PROCESSES  and  ACTIVITIES  

System maintenance ACTIVITIES (including  RISK MANAGEMENT)
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Figure 2  – Overview of software maintenance PROCESSES  and  ACTIVITIES  

This  standard  identi fies  two add i tional  PROCESSES  considered  essential  for developing  safe  
MEDICAL DEVICE  SOFTWARE .  They are  the  software  configuration  management PROCESS  (Clause  
8)  and  the  software  problem  resolu tion  PROCESS  (Clause  9).  

Amendment 1  updates  the  standard  to  add  requ i rements  to  deal  wi th  LEGACY SOFTWARE ,  where  
the  software  design  is  prior to  the  existence  of the  current version ,  to  assist manufacturers  who  
must show compl iance  to  the  standard  to  meet European  D irectives.  Software  safety 

IEC   722/06 

IEC   723/06 
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classi fication  changes  include  clari fication  of requ i rements  and  updating  of the  software  safety 
classi fication  to  i nclude  a  risk-based  approach.  

Th is  standard  does  not speci fy an  organ izational  structure  for the  MANUFACTURER  or wh ich  part 
of the  organ ization  i s  to  perform  wh ich  PROCESS ,  ACTIVITY,  or TASK.  Th is  standard  requ i res  on ly 
that the  PROCESS ,  ACTIVI TY,  or TASK  be  completed  to  establ ish  compl iance  wi th  th is  standard .  

Th is  standard  does  not prescribe  the  name,  format,  or expl ici t  content of the  documentation  to  
be  produced .  Th is  standard  requ ires  documentation  of TASKS ,  bu t the  decis ion  of how to  
package th is  documentation  i s  left to  the  user of the  standard .  

Th is  standard  does  not prescribe  a  speci fic l i fe  cycle  model .  The  users  of th is  standard  are  
responsible  for selecting  a  l i fe  cycle  model  for the  software  project and  for mapping  the  
PROCESSES ,  ACTIVI TIES ,  and  TASKS  i n  th is  standard  onto  that model .  

Annex A provides  rationale  for the  clauses  of th is  standard .  Annex B  provides  gu idance on  the  
provisions  of th is  standard .  

For the purposes of this standard:  

•  “shal l ”  means  that compl iance  wi th  a  requ irement i s  mandatory for compl iance  wi th  th is  
standard ;  

•  “shou ld ”  means  that compl iance  wi th  a  requ irement i s  recommended  bu t i s  not mandatory 
for compl iance  wi th  th is  standard ;  

•  “may”  i s  used  to  describe  a  perm issible  way to  ach ieve  compl iance  wi th  a  requ i rement;  

•  “establ ish”  means  to  define,  document,  and  implement;  and  

•  where  th is  standard  uses  the  term  “as  appropriate”  i n  con junction  wi th  a  requ ired  PROCESS ,  
ACTIVI TY,  TASK  or ou tput,  the  i n tention  is  that the  MANUFACTURER shal l  use  the  PROCESS ,  
ACTIVI TY,  TASK  or ou tput un less  the  MANUFACTURER  can  document a  j usti fication  for not so  
doing .  

 
INTRODUCTION  to  Amendment 1  

The  fi rst ed i tion  of I EC  62304  was  publ ished  in  2006.  Th is  amendment is  i n tended  to  add  
requ i rements  to  deal  wi th  LEGACY SOFTWARE ,  where  the  software  design  i s  prior to  the  
existence  of the  current version ,  to  assist manufacturers  who must show compl iance  to  the  
standard  to  meet European  D irectives.  Software  safety classi fication  changes  needed  for th is  
amendment include  clari fication  of requ irements  and  updating  of the  software  safety 
classi fication  to  i nclude  a  ri sk-based  approach.   Work i s  continu ing  i n  paral lel  to  develop  the  
second  ed i tion  of I EC 62304.  
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MEDICAL DEVICE SOFTWARE – 

SOFTWARE LIFE  CYCLE PROCESSES 

 

 

 

1  Scope 

1 .1  *  Purpose 

This  standard  defines  the  l i fe  cycle  requ irements  for MEDICAL DEVICE  SOFTWARE .  The  set of 
PROCESSES ,  ACTIVITIES ,  and  TASKS  described  in  th is  standard  establ ishes  a  common  framework 
for MEDICAL DEVICE  SOFTWARE  l i fe  cycle  PROCESSES .  

1 .2  *  F ield  of appl ication  

This  standard  appl ies  to  the  development and  maintenance  of MEDICAL DEVICE  SOFTWARE .  

Th is  standard  appl ies  to  the  development and  main tenance of MEDICAL DEVICE  SOFTWARE  when  
software  is  i tsel f a  MEDICAL DEVICE  or when  software  is  an  embedded  or in tegral  part of the  final  
MEDICAL DEVICE .  

NOTE  1  Th i s  s tandard  can  be  used  i n  the  development and  main tenance  of software  that  i s  i tsel f a  med ical  
device.   However,  add i ti onal  development  acti vi ti es  are  needed  at  the  system  l evel  before  th i s  type  of software  can  

be  pl aced  i n to  service.   These  system  acti vi ti es  are  not  covered  by th i s  standard ,  bu t  can  be  found  i n  I EC  82304-1 1  
[22] .  

This  standard  describes  PROCESSES  that are  i n tended  to  be  appl ied  to  software  wh ich  executes  
on  a  processor or wh ich  i s  executed  by other software  (for example  an  i n terpreter)  wh ich  
executes  on  a  processor.  

Th is  standard  appl ies  regard less  of the  persistent storage  device(s)  used  to  store  the  software  
(for example:  hard  d isk,  optical  d isk,  permanent or flash  memory).  

Th is  standard  appl ies  regard less  of the  method  of del ivery of the  software  (for example:  
transm ission  by network or emai l ,  optical  d isk,  flash  memory or EEPROM).  The  method  of 
software  del ivery i tsel f i s  not considered  MEDICAL DEVICE  SOFTWARE .  

Th is  standard  does  not cover val idation  and  final  release  of the  MEDICAL DEVICE ,  even  when  the  
MEDICAL DEVICE  consists  en ti rely of software.  

NOTE  2  I f a  med ical  device  i ncorporates  embedded  software  i n tended  to  be  execu ted  on  a  processor,  the  
requ i rements  of th i s  s tandard  apply to  the  software,  i ncl ud ing  the  requ i rements  concern ing  software  of unknown  
provenance  (see  8. 1 . 2).  

NOTE  3  Val i dation  and  other development acti vi ti es  are  needed  at  the  system  l evel  before  the  software  and  
med ical  device  can  be  p l aced  i n to  service.   These  system  acti vi ti es  are  not  covered  by th i s  standard ,  bu t  can  be  
found  i n  related  product standards  (e. g . ,  I EC 60601 -1 ,  I EC 82304-1 ,  etc. ).   

1 .3  Relationship  to  other standards  

This  MEDICAL DEVICE  SOFTWARE  l i fe  cycle  standard  i s  to  be  used  together wi th  other appropriate  
standards  when  developing  a  MEDICAL DEVICE .  Annex C  shows  the  relationsh ip  between  th is  
standard  and  other relevant standards.  

1 .4 Compl iance 

Compl iance  wi th  th is  standard  i s  defined  as  implementing  a l l  of the  PROCESSES ,  ACTIVITIES ,  and  
TASKS  i denti fied  i n  th is  standard  in  accordance wi th  the  software  safety class .  

___________ 

1   I n  preparation .  
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NOTE   The  software  safety cl asses  assigned  to  each  requ i rement  are  i den ti fi ed  i n  the  normative  text  fo l l owing  the  
requ i rement.  

Compl iance  is  determ ined  by inspection  of a l l  documentation  requ ired  by th is  standard  
includ ing  the  RISK MANAGEMENT FI LE ,  and  assessment of the  PROCESSES ,  ACTIVITI ES  and  TASKS  
requ i red  for the  software  safety class.  See  Annex D.  

NOTE  1  Th i s  assessment cou ld  be  carried  ou t  by i n ternal  or external  aud i t.  

NOTE  2  Al though  the  speci fi ed  PROCESSES ,  ACTIVI TI ES ,  and  TASKS  are  performed ,  fl exib i l i ty exi sts  i n  the  methods  
of implementi ng  these  PROCESSES  and  perform ing  these  ACTIVI TI ES  and  TASKS .  

NOTE  3  Where  any requ i rements  contain  “as  appropriate”  and  were  not  performed ,  documentation  for the  
j usti fi cation  i s  necessary for th i s  assessment.  

NOTE  4  The  term  “conformance”  i s  used  i n  I SO/I EC 1 2207  where  the  term  “compl iance”  i s  used  i n  th i s  s tandard .  

NOTE  5  For compl iance  of LEGACY SOFTWARE  see  4 . 4.  

2  *  Normative references  

The  fol lowing  referenced  documents  are  i nd ispensable  for the  appl ication  of th is  document.  For 
dated  references,  on ly the  ed i tion  ci ted  appl ies.  For undated  references,  the  latest ed i tion  of 
the  referenced  document ( includ ing  any amendments)  appl ies.  

I SO 1 4971 ,  Medical devices – Application of risk management to medical devices.  

3 *  Terms and  defin i tions  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i tions  apply.  

3.1   

ACTIVITY  
a set of one  or more  in terrelated  or i n teracting  TASKS  

3.2   

ANOMALY  
any cond i tion  that deviates  from  the  expected  based  on  requ i rements  speci fications,  design  
documents,  standards,  etc.  or from  someone’s  perceptions  or experiences.  ANOMALIES  may be  
found  during ,  bu t not l im i ted  to,  the  review,  test,  analysis,  compi lation ,  or use  of MEDICAL 

DEVICE  SOFTWARE  PRODUCTS  or appl icable  documentation  

NOTE   Based  on  [ I EEE  1 044: 1 993,  defi n i ti on  3 . 1 ] .  

3.3   

ARCHITECTURE  
organ izational  structure  of a  SYSTEM  or component 

[I EEE 61 0. 1 2: 1 990]  

3.4  

CHANGE  REQUEST  
a documented  speci fication  of a  change to  be  made to  a  MEDICAL DEVICE  SOFTWARE  PRODUCT  

3.5   

CONFIGURATION  ITEM  
enti ty that can  be  un iquely identi fied  at a  g iven  reference poin t  

NOTE  Based  on  I SO/I EC 1 2207: 1 995  2008,  3 . 6  4 , 7.  

3.6   

DELIVERABLE  
requ i red  resu l t or ou tpu t ( includes  documentation)  of an  ACTIVITY  or TASK  
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3.7   

EVALUATION  
a systematic determ ination  of the  extent to  wh ich  an  enti ty meets  i ts  speci fied  cri teria  

[ISO/IEC 1 2207: 1 995  2008,  3. 9  4 . 1 2]  

3.8   

HARM  
physical  in jury,  damage,  or both  to  the  heal th  of people  or damage to  property or the  
envi ronment 

[ISO/IEC Gu ide  51 : 1 999,  defin i tion  3. 3  I SO  1 4971 : 2007,  2 . 2]  

3.9   

HAZARD  
potential  source  of HARM  

[ I SO/IEC Gu ide  51 : 1 999,  defin i tion  3. 5  I SO 1 4971 :2007,  2 . 3]  

3.1 0   

MANUFACTURER  
natural  or l egal  person  wi th  responsibi l i ty for design ing ,  manufacturing ,  packag ing ,  or label l ing  
a  MEDICAL DEVICE ;  assembl ing  a  SYSTEM ;  or adapting  a  MEDICAL DEVICE  before  i t  i s  p laced  on  
the  market and/or pu t in to  service,  regard less  of whether these  operations  are  carried  ou t by 
that person  or by a  th i rd  party on  that person ’s  behal f 

NOTE  1  Attention  i s  d rawn  to  the  fact  that  the  provis ions  of national  or reg ional  regu lations  can  apply to  the  
defi n i ti on  of manufacturer.  

NOTE  2  For a  defi n i ti on  of l abel l i ng ,  see  I SO  1 3485: 2003,  defi n i ti on  3 . 6.  

[I SO  1 4971 : 2000  2007,  2 . 6  2 , 8]  

3.1 1   

MEDICAL DEVICE  
any instrument,  apparatus,  implement,  mach ine,  appl iance,  implant,  i n  vi tro  reagent or 
cal ibrator,  software,  material  or other s im i lar or related  article,  i n tended  by the  MANUFACTURER  
to  be  used ,  a lone  or i n  combination ,  for human  beings  for one  or more  of the  speci fic 
purpose(s)  of 

– d iagnosis,  prevention ,  mon i toring ,  treatment or a l leviation  of d isease,  

– d iagnosis,  mon i toring ,  treatment,  a l leviation  of or compensation  for an  in j ury,  

– investigation ,  replacement,  mod i fication ,  or support of the  anatomy or of a  physiolog ical  
PROCESS ,  

– supporting  or sustain ing  l i fe,  

– control  of conception ,  

– d is in fection  of MEDICAL DEVICES ,  

– provid ing  in formation  for med ical  purposes  by means  of i n  vi tro  exam ination  of specimens  
derived  from  the  human  body,  

and  wh ich  does  not ach ieve  i ts  primary in tended  action  i n  or on  the  human  body by 
pharmacolog ical ,  immunolog ical  or metabol ic means,  bu t wh ich  may be  assisted  in  i ts  function  
by such  means  

NOTE  1  Th i s  defi n i ti on  has  been  developed  by the  G lobal  Harmon ization  Task Force  (GHTF).  See  b ibl i ograph ic 
reference  [1 5]  ( i n  I SO  1 3485: 2003).  

[I SO  1 3485:2003,  defin i tion  3. 7]  

NOTE  2  Some  d i fferences  can  occur i n  the  defi n i ti ons  used  i n  regu lati ons  of each  country.  

NOTE  3   I n  con junction  wi th  I EC 60601 -1 : 2005  and  I EC 60601 -1 : 2005/AMD1 : 201 2  the  term  “med ical  device”  
assumes  the  same  mean ing  as  ME  EQU IPMENT  or ME  SYSTEM  (wh ich  are  defi ned  terms  of I EC 60601 -1 ).  
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3.1 2   

MEDICAL DEVICE  SOFTWARE  
SOFTWARE  SYSTEM  that has  been  developed  for the  purpose  of being  incorporated  in to  the  
MEDICAL DEVICE  being  developed  or that i s  in tended  for use  as  a  MEDICAL DEVICE  i n  i ts  own  righ t 

NOTE  Th is  i ncl udes  a  MEDICAL  DEVICE  software  product,  wh ich  then  i s  a  MEDICAL  DEVICE  i n  i ts  own  ri gh t.  

3.1 3   

PROBLEM  REPORT  
a record  of actual  or potential  behaviour of a  MEDICAL DEVICE  SOFTWARE  PRODUCT  that a  user or 
other i n terested  person  bel ieves  to  be  unsafe,  inappropriate  for the  i n tended  use  or contrary to  
speci fication  

NOTE  1  Th i s  standard  does  not  requ i re  that  every PROBLEM  REPORT  resu l ts  i n  a  change  to  the  MEDICAL  DEVICE  
SOFTWARE  PRODUCT .  A MANUFACTURER  can  reject  a  PROBLEM  REPORT  as  a  m i sunderstand ing ,  error or i ns i gn i fi can t 
even t.  

NOTE  2  A PROBLEM  REPORT  can  relate  to  a  re leased  MEDICAL  DEVICE  SOFTWARE  PRODUCT  or to  a  MEDICAL  DEVICE  
SOFTWARE  PRODUCT  that  i s  s ti l l  under development.  

NOTE  3  Th i s  standard  requ i res  the  MANUFACTURER  to  perform  extra  decis ion  making  s teps  (see  Clause  6)  for a  
PROBLEM  REPORT  re l ati ng  to  a  released  product  to  ensure  that  regu latory actions  are  i den ti fi ed  and  implemented .  

3.1 4  

PROCESS  
a set of in terrelated  or in teracting  ACTIVITI ES  that transform  inputs  in to  ou tputs  

[I SO 9000:2000,  defin i tion  3. 4. 1 ]  

NOTE  The  term  “ACTIVITIES ”  covers  use  of resources.  

3.1 5  

REGRESSION  TESTING  
the  testing  requ ired  to  determ ine  that a  change to  a  SYSTEM  component has  not adversely 
affected  functional i ty,  re l iabi l i ty or performance and  has  not in troduced  add i tional  defects  

[I SO/IEC 90003:2004,  defin i tion  3. 1 1 ]  

3.1 6   

RISK  
combination  of the  probabi l i ty of occurrence of HARM  and  the  severi ty of that HARM  

[ I SO/IEC Gu ide  51 : 1 999  defin i tion  3. 2  I SO  1 4971 :2007,  2 . 1 6]  

3.1 7   

RISK ANALYSIS  
systematic use  of avai lable  i n formation  to  identi fy HAZARDS  and  to  estimate  the  RISK  

[ I SO/IEC Gu ide  51 : 1 999  defin i tion  3. 1 0  I SO  1 4971 :2007,  2 . 1 7]  

3.1 8   

RISK CONTROL  
PROCESS  i n  wh ich  decis ions  are  made and  RISKS  are  reduced  to,  or main tained  wi th in ,  speci fied  
levels  

[I SO 1 4971 : 2000  2007,  2 . 1 6,  mod i fied  2 . 1 9]  

3.1 9   

RISK MANAGEMENT  
systematic appl ication  of management pol icies,  procedures,  and  practices  to  the  TASKS  of 
analyzing ,  evaluating ,  and  control l ing  RISK  

[ I SO  1 4971 : 2000  2007,  2 . 1 8   2 . 22,  mod i fied  – The  phrase  "and  mon i toring"  has  been  removed ]  
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3.20   

RISK MANAGEMENT FILE  
set of records  and  other documents,  not necessari ly contiguous,  that are  produced  by a  RISK 

MANAGEMENT  PROCESS  

[ I SO 1 4971 :2000  2007,  2 . 1 9  2 . 23]  

3.21   

SAFETY  
freedom  from  unacceptable  RISK  

[ I SO/IEC Gu ide  51 : 1 999  defin i tion  3. 1  I SO 1 4971 :2007,  2 . 24]  

3.22   

SECURITY  
protection  of i n formation  and  data  so  that unauthorized  people  persons  or systems cannot read  
or mod i fy them  and  so  that an  au thorized  persons  or systems  are  not den ied  access  to  them  

NOTE   Based  on  [ I SO/IEC 1 2207: 1 995  2008,  3 . 25  4 . 39] .  

3.23   

SERIOUS  INJURY  
i n j ury or i l l ness  that d i rectly or ind i rectly:  

a)  i s  l i fe  th reaten ing ,  

b)  resu l ts  in  permanent impairment of a  body function  or permanent damage  to  a  body 
structure,  or 

c)  necessi tates  med ical  or surg ical  in tervention  to  prevent permanent impairment of a  body 
function  or permanent damage to  a  body structure  

NOTE  Permanent impai rment means  an  i rrevers ible  impai rment  or damage  to  a  body structure  or function  
exclud ing  tri via l  impai rment  or damage.  

3.24  

SOFTWARE  DEVELOPMENT LIFE  CYCLE  MODEL  
conceptual  structure  spann ing  the  l i fe  of the  software  from  defin i tion  of i ts  requ irements  to  i ts  
release  for manufacturing ,  wh ich :  

– identi fies  the  PROCESS ,  ACTIVITIES  and  TASKS  i nvolved  in  development of a  MEDICAL DEVICE  
SOFTWARE  PRODUCT,  

– describes  the  sequence of and  dependency between  ACTIVITI ES  and  TASKS ,  and  

– i denti fies  the  m i lestones  at wh ich  the  completeness  of speci fied  DELIVERABLES  i s  veri fied .  

NOTE  Based  on  I SO/I EC 1 2207: 1 995,  defi n i ti on  3 . 1 1  

3.25  

SOFTWARE  ITEM  
any identi fiable  part of a  computer program ,  i . e. ,  source  code,  object code,  control  code,  
control  data,  or a  col lection  of these  i tems  

NOTE  Three  terms  i den ti fy the  software  decomposi ti on .  The  top  l evel  i s  the  SOFTWARE  SYSTEM .  The  l owest  l evel  
that  i s  not  fu rther decomposed  i s  the  SOFTWARE  UN I T .  Al l  l evel s  of composi ti on ,  i ncl ud ing  the  top  and  bottom  l evel s ,  
can  be  cal l ed  SOFTWARE  I TEMS .  A SOFTWARE  SYSTEM ,  then ,  i s  composed  of one  or more  SOFTWARE  I TEMS ,  and  each  
SOFTWARE  I TEM  i s  composed  of one  or more  SOFTWARE  UN I TS  or decomposable  SOFTWARE  I TEMS .  The  responsibi l i ty 
i s  l eft  to  the  MANUFACTURER  to  provide  the  defi n i ti on  and  granu lari ty of the  SOFTWARE  I TEMS  and  SOFTWARE  UN I TS .  

NOTE  2   Based  on  [ I SO/I EC 90003: 2004,  3 . 1 4 ,  mod i fi ed  and  I SO/I EC 1 2207: 2008,  4 . 41 ]  
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3.26   

SOFTWARE  PRODUCT  
set of computer programs,  procedures,  and  possibly associated  documentation  and  data  

[ISO/IEC 1 2207: 1 995 defin i tion  3. 26]  

Not used  

3.27   

SOFTWARE  SYSTEM  
in tegrated  col lection  of SOFTWARE I TEMS  organ ized  to  accompl ish  a  speci fic function  or set of 
functions  

3.28   

SOFTWARE  UN IT  
SOFTWARE  I TEM  that i s  not subd ivided  in to  other i tems  

NOTE  SOFTWARE  UN I TS  can  be  used  for the  purpose  of software  confi guration  management  or testi ng .  The  
granu lari ty of SOFTWARE  UN I TS  i s  defi ned  by the  MANUFACTURER  (see  B . 3).  

3.29   

SOUP  

software of unknown  provenance (acronym)   
SOFTWARE  I TEM  that i s  a l ready developed  and  general ly avai lable  and  that has  not been  
developed  for the  purpose  of being  i ncorporated  in to  the  MEDICAL DEVICE  (a lso  known  as  “off-
the-shel f software”)  or SOFTWARE  I TEM  previously developed  for wh ich  adequate  records  of the  
development PROCESSES  are  not avai lable  

NOTE  A MEDICAL  DEVICE  SOFTWARE  SYSTEM  i n  i tsel f cannot be  cl a imed  to  be  SOUP .  

3.30   

SYSTEM  
in tegrated  composi te  consisting  of one  or more  of the  PROCESSES ,  hardware,  software,  
faci l i ties,  and  people,  that provides  a  capabi l i ty to  satisfy a  stated  need  or objective  

NOTE   Based  on  I SO/IEC [I SO/I EC 1 2207: 1 995  2008,  3 . 31  4 . 48] .  

3.31   

TASK  
a s ing le  piece  of work that needs  to  be  done  

3.32   

TRACEABILITY  
degree  to  wh ich  a  relationsh ip  can  be  establ ished  between  two or more  products  of the  
development PROCESS  

[ I EEE  61 0. 1 2: 1 990]  

NOTE  Requ i rements,  arch i tectu re,  ri sk control  measures,  etc.  are  examples  of del i verables  of the  development 
PROCESS .  

3.33   

VERIFICATION  
confi rmation  through  provision  of objective  evidence that speci fied  requ i rements  have  been  
fu l fi l led  

NOTE  1  “Veri fi ed ”  i s  used  to  designate  the  correspond ing  status.  

[I SO  9000:2000,  defin i tion  3. 8. 4]  

NOTE  2  I n  design  and  development,  VERIFICATION  concerns  the  PROCESS  of exam in ing  the  resu l t  of a  g i ven  
ACTIVITY  to  determ ine  conform i ty wi th  the  stated  requ i rement for that  ACTIVI TY.  
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3.34  

VERSION  
i denti fied  i nstance  of a  CONFIGURATION  I TEM  

NOTE  1  Mod i fi cation  to  a  VERSION  of a  MEDICAL  DEVICE  SOFTWARE  PRODUCT ,  resu l ti ng  i n  a  new VERSION ,  requ i res  
software  confi guration  management action .  

NOTE  2  Based  on  ISO/IEC 1 2207:1 995 2008,  3.37 4.56.  

3.35  

HAZARDOUS SITUATION  
circumstance  in  wh ich  people,  property or the  envi ronment are  exposed  to  one  or more  
HAZARD(S)  

[SOURCE:  I SO  1 4971 :2007,  2 . 4]  

3.36  

LEGACY SOFTWARE  
MEDICAL DEVICE  SOFTWARE  wh ich  was  legal ly placed  on  the  market and  i s  sti l l  marketed  today 
but for wh ich  there  i s  i nsufficien t objective  evidence that i t  was  developed  in  compl iance  wi th  
the  current version  of th is  standard  

3 .37   

RELEASE  
particu lar VERSION  of a  CONFIGURATION  I TEM  that i s  made avai lable  for a  speci fic purpose  

NOTE  Based  on  I SO/I EC 1 2207: 2008,  defi n i ti on  4 . 35.  

3.38   

RESIDUAL RISK  
RISK  remain ing  after RISK CONTROL  measures  have  been  taken  

NOTE  1  Adapted  from  I SO/I EC Gu ide  51 : 1 999,  defi n i ti on  3 . 9.  

NOTE  2  I SO/IEC Gu ide  51 : 1 999,  defi n i ti on  3 . 9  uses  the  term  “protecti ve  measures”  rather than  “RISK CONTROL  
measures. ”  However,  i n  the  con text  of th i s  I n ternational  S tandard ,  “protecti ve  measures”  are  on ly one  option  for 
control l i ng  RISK  as  described  i n  6 . 2  [of I SO  1 4971 : 2007] .  

[SOURCE:  I SO  1 4971 :2007,  2 . 1 5] .  

3 .39   

RISK ESTIMATION  
PROCESS  used  to  assign  values  to  the  probabi l i ty of occurrence of HARM  and  the  severi ty of that 
HARM  

[SOURCE:  I SO  1 4971 :2007  2 . 20]  

3.40   

RISK EVALUATION  
PROCESS  of comparing  the  estimated  RISK  against g iven  RISK  cri teria  to  determ ine  the  
acceptabi l i ty of the  RISK  

[SOURCE:  I SO  1 4971 :2007  2 . 21 ]  

4 *  General  requirements  

4.1  *  Qual i ty management system  

The  MANUFACTURER  of MEDICAL DEVICE  SOFTWARE  shal l  demonstrate  the  abi l i ty to  provide  
MEDICAL DEVICE  SOFTWARE  that consistently meets  customer requ irements  and  appl icable  
regu latory requ irements.  
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NOTE  1  Demonstration  of th i s  abi l i ty can  be  by the  use  of a  qual i ty management system  that  compl ies  wi th :  

-  I SO  1 3485  [8] ;  or 

-  a  national  qual i ty management system  standard ;  or 

-  a  qual i ty management  system  requ i red  by national  regu lation .  

NOTE  2  Gu i dance  for applying  qual i ty management system  requ i rements  to  software  can  be  found  i n  I SO/I EC 
90003  [1 5] .  

4.2  *  RISK MANAGEMENT  

The MANUFACTURER  shal l  apply a  RISK MANAGEMENT PROCESS  complying  wi th  I SO  1 4971 .  

4.3  *  Software safety classification  

a)  The  MANUFACTURER  shal l  assign  to  each  SOFTWARE SYSTEM  a  software  safety class  (A,  B,  or 
C)  accord ing  to  the  possible  effects  on  RISK  of HARM  to  the  patien t,  operator,  or other 
people  resu l ting  from  a  HAZARD HAZARDOUS  S ITUATION   to  wh ich  the  SOFTWARE SYSTEM  can  
contribute  in  a  worst-case-scenario  as  i nd icated  in  F igure  3 .  

 

Figure 3  – Assign ing  software safety classification  

The software  safety classes  shal l  i n i tial ly be  assigned  based  on  severi ty as  fol lows:  

Class  A:  No  in jury or damage  to  heal th  i s  possible  

Class  B:  Non-SERIOUS  I NJURY  i s  possible  

Class  C:  Death  or SERIOUS  I NJURY  i s  possible  

I f the  HAZARD  cou ld  arise  from  a  fai lu re  of the  SOFTWARE SYSTEM  to  behave as  speci fied ,  the  
probabi l i ty of such  fai lu re  shal l  be  assumed  to  be  1 00  percent.  

I f the  RISK  of death  or SERIOUS  I NJURY  aris ing  from  a  software  fai lu re  is  subsequently 
reduced  to  an  acceptable  level  (as  defined  by I SO  1 4971 )  by a  hardware  RISK CONTROL  
measure,  e i ther by reducing  the  consequences  of the  fai lu re  or by reducing  the  probabi l i ty 
of death  or SERIOUS  I NJURY  aris ing  from  that fai lu re,  the  software  safety classi fication  may 
be  reduced  from  C  to  B;  and  i f the  RISK  of non-SERIOUS  I NJURY  aris ing  from  a  software  
fai lu re  i s  s im i larly reduced  to  an  acceptable  level  by a  hardware  RISK CONTROL  measure,  the  
software  safety classi fication  may be  reduced  from  B  to  A.   

IEC 
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The  SOFTWARE SYSTEM  i s  software  safety class  A i f:   

– the  SOFTWARE  SYSTEM  cannot contribu te  to  a  HAZARDOUS  SI TUATION ;  or 

– the  SOFTWARE  SYSTEM  can  contribute  to  a  HAZARDOUS  SI TUATION  wh ich  does  not resu l t i n  
unacceptable  RISK  after consideration  of RISK CONTROL  measures  external  to  the  SOFTWARE  

SYSTEM .  

The  SOFTWARE SYSTEM  i s  software  safety class  B  i f:  

– the  SOFTWARE SYSTEM  can  contribute  to  a  HAZARDOUS  SI TUATION  wh ich  resu l ts  i n  
unacceptable  RISK after consideration  of RISK CONTROL  measures  external  to  the  SOFTWARE  

SYSTEM  and  the  resu l ting  possible  HARM  i s  non-SERIOUS  I NJURY.  

The  SOFTWARE SYSTEM  i s  software  safety class  C  i f:  

– the  SOFTWARE SYSTEM  can  contribute  to  a  HAZARDOUS  SI TUATION  wh ich  resu l ts  i n  
unacceptable  RISK after consideration  of RISK CONTROL  measures  external  to  the  SOFTWARE  

SYSTEM  and  the  resu l ting  possible  HARM  i s  death  or SERIOUS  I NJURY.  

For a  SOFTWARE  SYSTEM  i n i tial ly classi fied  as  software  safety class  B  or C,  the  MANUFACTURER  
may implement add i tional  RISK CONTROL  measures  external  to  the  SOFTWARE  SYSTEM  ( includ ing  
revising  the  system  arch i tecture  contain ing  the  SOFTWARE  SYSTEM)  and  subsequently assign  a  
new software  safety classi fication  to  the  SOFTWARE  SYSTEM .  

NOTE  1  External  RISK CONTROL  measures  can  be  hardware,  an  i ndependent SOFTWARE  SYSTEM ,  heal th  care  
procedures,  or other means  to  m in im ize  that  software  can  con tribu te  to  a  HAZARDOUS  S I TUATION .  

NOTE  2  See  I SO 1 4971 : 2007  subclause  3 . 2 ,  Management Responsibilities,  for the  defi n i ti on  of ri sk acceptabi l i ty.  

b)  The  MANUFACTURER shal l  assign  to  each  SOFTWARE  SYSTEM  that contribu tes  to  the  
implementation  of a  RISK CONTROL  measure  a  software  safety class  based  on  the  possible  
effects  of the  HAZARD  that the  RISK CONTROL  measure  i s  control l ing .    
Not used .  

c)  The  MANUFACTURER  shal l  document the  software  safety class  assigned  to  each  SOFTWARE  

SYSTEM  i n  the  RISK MANAGEMENT FI LE .  

d )  When  a  SOFTWARE  SYSTEM  i s  decomposed  in to  SOFTWARE  I TEMS ,  and  when  a  SOFTWARE  

I TEM  i s  decomposed  in to  further SOFTWARE  I TEMS ,  such  SOFTWARE  I TEMS  shal l  i nheri t the  
software  safety classi fication  of the  orig inal  SOFTWARE  I TEM  (or SOFTWARE SYSTEM )  un less  
the  MANUFACTURER  documents  a  rationale  for classi fication  in to  a  d i fferent software  safety 
class  (software  safety classes  assigned  accord ing  to  4 . 3  a)  replacing  “SOFTWARE  SYSTEM ”  
wi th  “SOFTWARE  I TEM” ) .  Such  a  rationale  shal l  explain  how the  new SOFTWARE  I TEMS  are  
segregated  so  that they may be  classi fied  separately.  

e)  The  MANUFACTURER  shal l  document the  software  safety class  of each  SOFTWARE I TEM  i f that 
class  is  d i fferent from  the  class  of the  SOFTWARE I TEM  from  wh ich  i t  was  created  by 
decomposi tion .  

f)  For compl iance  wi th  th is  standard ,  wherever a  PROCESS  i s  requ ired  for SOFTWARE I TEMS  of 
a  speci fic classi fication  and  the  PROCESS  i s  necessari ly appl ied  when  applying  th is  standard  
to  a  group  of SOFTWARE I TEMS ,  the  MANUFACTURER  shal l  use  the  PROCESSES  and  TASKS  
wh ich  are  requ ired  by the  classi fication  of the  h ighest-classi fied  SOFTWARE  I TEM  i n  the  
g roup un less  the  MANUFACTURER  documents  in  the  RISK MANAGEMENT FI LE  a  rationale  for 
us ing  a  l ower classi fication .  

g )  For each  SOFTWARE  SYSTEM ,  un ti l  a  software  safety class  is  assigned ,  Class  C  
requ i rements  shal l  apply.  

NOTE  I n  the  requ i rements  cl auses  and  subclauses  that  fo l l ow,  the  software  safety cl asses  that  the  requ i rement  
must be  performed  for wh ich  a  speci fi c  requ i rement appl i es  are  i den ti fi ed  fol l owing  the  requ i rement  i n  the  form  
[Class  .  .  . ] .  
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4.4 *  LEGACY SOFTWARE  

4.4.1  General  

As an  al ternative  to  applying  Clauses  5  through  9  of th is  standard ,  compl iance  of LEGACY 

SOFTWARE  may be  demonstrated  as  ind icated  in  4 . 4. 2  to  4 . 4. 5.  

4.4.2  RISK MANAGEMENT ACTIVITIES  

I n  accordance wi th  4. 2  of th is  standard ,  the  MANUFACTURER  shal l :  

a)  assess  any feedback,  i nclud ing  post-production  in formation ,  on  LEGACY SOFTWARE  
regard ing  i ncidents  and  / or near incidents,  both  from  inside  i ts  own  organ ization  and  /  or 
from  users;  

b)  perform  RISK MANAGEMENT  ACTIVITIES  associated  wi th  continued  use  of the  LEGACY 

SOFTWARE ,  considering  the  fol lowing  aspects:  

– i n tegration  of the  LEGACY SOFTWARE  i n  the  overal l  MEDICAL DEVICE  arch i tecture;  

– continu ing  val id i ty of RISK CONTROL  measures,  implemented  as  part of the  LEGACY 

SOFTWARE ;  

– i denti fication  of HAZARDOUS  S ITUATIONS  associated  wi th  the  continued  use  of the  LEGACY 

SOFTWARE ;  

– i denti fication  of potentia l  causes  of the  LEGACY SOFTWARE  con tributing  to  a  HAZARDOUS  

S ITUATION ;  

– defin i tion  of RISK CONTROL  measures  for each  potential  cause  of the  LEGACY SOFTWARE  
contributing  to  a  HAZARDOUS  S ITUATION .  

4.4.3  Gap analysis  

Based  on  the  software  safety class  of the  LEGACY SOFTWARE  (see  4 . 3),  the  MANUFACTURER  shal l  
perform  a  gap  analysis  of avai lable  DELIVERABLES  against those  requ i red  accord ing  to  5. 2 ,  5. 3,  
5. 7,  and  Clause  7.  

a)  The  MANUFACTURER  shal l  assess  the  continu ing  val id i ty of avai lable  DELIVERABLES .  

b)  Where  gaps  are  i denti fied ,  the  MANUFACTURER  shal l  EVALUATE  the  potential  reduction  in  
RISK  resu l ting  from  the  generation  of the  m issing  DELIVERABLES  and  associated  ACTIVITIES .  

c)  Based  on  th is  evaluation ,  the  MANUFACTURER  shal l  determ ine  the  DELIVERABLES  to  be  
created  and  associated  ACTIVITI ES  to  be  performed.  The  m in imum  DELIVERABLE  shal l  be  
SOFTWARE  SYSTEM  test records  (see  5. 7.5).  

NOTE  Such  gap  analys i s  shou ld  assure  that  RISK CONTROL  measures,  implemented  i n  LEGACY SOFTWARE ,  are  
i ncl uded  i n  the  software  requ i rements .  

4.4.4 Gap closure activi ties  

a)  The  MANUFACTURER  shal l  establ ish  and  execute  a  plan  to  generate  the  identi fied  
DELIVERABLES .  Where  avai lable,  objective  evidence may be  used  to  generate  requ ired  
DELIVERABLES  wi thout perform ing  ACTIVITIES  requ i red  by 5. 2,  5. 3,  5. 7  and  Clause  7.  

NOTE  A plan  on  how to  address  the  i den ti fi ed  gaps  can  be  i ncl uded  i n  a  software  main tenance  p lan  (see  6. 1 ) .  

b)  The  plan  shal l  address  the  use  of the  problem  resolu tion  PROCESS  for hand l ing  problems  
detected  in  the  LEGACY SOFTWARE  and  DELIVERABLES  in  accordance  wi th  Clause  9.  

c)  Changes  to  the  LEGACY SOFTWARE  shal l  be  performed  in  accordance  wi th  Clause  6.  

4.4.5 Rationale  for use of LEGACY SOFTWARE  

The  MANUFACTURER shal l  document the  VERSION  of the  LEGACY SOFTWARE  together wi th  a  
rationale  for the  continued  use  of the  LEGACY SOFTWARE  based  on  the  outputs  of 4 . 4.  

NOTE  Fu l fi l l i ng  4 . 4  enables  fu rther use  of LEGACY SOFTWARE  i n  accordance  wi th  I EC 62304.  
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5 Software development PROCESS  

5.1  *  Software development planning  

5.1 . 1  Software  development plan  

The  MANUFACTURER  shal l  establ ish  a  software  development plan  (or p lans)  for conducting  the  
ACTIVI TIES  of the  software  development PROCESS  appropriate  to  the  scope,  magn i tude,  and  
software  safety classi fications  of the  SOFTWARE SYSTEM  to  be  developed .  The  sOFTWARE  

DEVELOPMENT LI FE  CYCLE  MODEL  shal l  e i ther be  fu l ly defined  or be  referenced  in  the  plan  (or 
plans).  The  plan  shal l  address  the  fol lowing :  

a)  the  PROCESSES  to  be  used  in  the  development of the  SOFTWARE SYSTEM  (see  Note  4);  

b)  the  DELIVERABLES  ( i ncludes  documentation)  of the  ACTIVITIES  and  TASKS ;  

c)  TRACEABILITY  between  SYSTEM  requ irements,  software  requ i rements,  SOFTWARE  SYSTEM  
test,  and  RISK CONTROL  measures  implemented  in  software;  

d )  software  configuration  and  change management,  i nclud ing  SOUP CONFIGURATION  I TEMS  and  
software  used  to  support development;  and  

e)  software  problem  resolu tion  for hand l ing  problems  detected  in  the  MEDICAL DEVICE  
SOFTWARE  PRODUCTS ,  DELIVERABLES  and  ACTIVITIES  at  each  stage  of the  l i fe  cycle.  

[Class  A,  B,  C]  

NOTE  1  The  SOFTWARE  DEVELOPMENT LI FE  CYCLE  MODEL  can  i denti fy d i fferen t e l ements  (PROCESSES ,  ACTIVI TI ES ,  
TASKS  and  DELIVERABLES )  for d i fferen t SOFTWARE  I TEMS  accord ing  to  the  software  safety cl assi fi cation  of each  
SOFTWARE  I TEM  of the  SOFTWARE  SYSTEM .  

NOTE  2  These  ACTIVI TI ES  and  TASKS  can  overlap  or i n teract  and  can  be  performed  i terati vely or recurs ively.  I t  i s  not  
the  i n tent  to  imply that  a  speci fi c  l i fe  cycl e  model  shou ld  be  used .  

NOTE  3  Other PROCESSES  are  described  i n  th i s  s tandard  separately from  the  development PROCESS .   Th i s  does  not  
imply that  they must be  implemented  as  separate  ACTIVITIES  and  TASKS .  The  ACTIVI TI ES  and  TASKS  of the  other 
PROCESSES  can  be  i n tegrated  i n to  the  development  PROCESS .  

NOTE  4  The  software  development  p l an  can  reference  exi sting  PROCESSES  or defi ne  new ones.  

NOTE  5  The  software  development  p l an  may be  i n tegrated  i n  an  overal l  SYSTEM  d evelopment  p l an .  

5.1 .2  Keep  software  development plan  updated  

The  MANUFACTURER  shal l  update  the  plan  as  development proceeds  as  appropriate.  [Class  A,  
B,  C]  

5.1 .3  Software development plan  reference to  SYSTEM  design  and  development 

a)  As  inpu ts  for software  development,  SYSTEM  requ irements  shal l  be  referenced  in  the  
software  development plan  by the  MANUFACTURER.  

b)  I n  the  software  development plan ,  the  MANUFACTURER  shal l  i nclude  or reference  in  the  
software  development p lan  procedures  for coord inating  the  software  development and  the  
design  and  development val idation  wi th  the  system  development necessary to  satisfy 4. 1  
(such  as  system  in tegration ,  veri fication ,  and  val idation) .  

[Class  A,  B,  C]  

NOTE  There  m igh t  not  be  a  d i fference  between  SOFTWARE  SYSTEM  requ i rements  and  SYSTEM  requ i rements  i f the  
SOFTWARE  SYSTEM  i s  a  s tand  a lone  SYSTEM  (software-on ly device).  

5.1 .4 Software  development standards,  methods  and  tools  planning  

The  MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan :  
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a)  standards,  

b)  methods,  and  

c)  tools  

associated  wi th  the  development of SOFTWARE  I TEMS  of class  C.  [Class  C]  

5.1 .5  Software in tegration  and  in tegration  testing  planning  

The  MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan ,  a  plan  to  
in tegrate  the  SOFTWARE  I TEMS  ( i nclud ing  SOUP)  and  perform  testing  during  i n tegration .  [Class  B,  
C]  

NOTE  1  I t  i s  acceptable  to  combine  i n tegrati on  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  set  of 
ACTIVITIES .  

NOTE  2  See  5. 6.  

5.1 .6  Software  VERIFICATION  p lann ing  

The MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan  the  fol lowing  
VERIFICATION  i n formation :   

a)  DELIVERABLES  requ iring  VERIFICATION ;  

b)  the  requ i red  VERIFICATION  TASKS  for each  l i fe  cycle  ACTIVI TY;  

c)  m i lestones  at wh ich  the  DELIVERABLES  are  VERIFIED ;  and  

d )  the  acceptance  cri teria  for VERIFICATION  of the  DELIVERABLES .  

[Class  A,  B,  C]  

5.1 .7  Software RISK MANAGEMENT  p lanning  

The MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan ,  a  plan  to  
conduct the  ACTIVI TIES  and  TASKS  of the  software  RISK  MANAGEMENT  PROCESS ,  i nclud ing  the  
management of RISKS  relating  to  SOUP .  [Class  A,  B,  C]  

NOTE  See  Clause  7 .  

5.1 .8  Documentation  planning  

The  MANUFACTURER  shal l  i nclude  or reference in  the  software  development plan  in formation  
about the  documents  to  be  produced  during  the  software  development l i fe  cycle.  For each  
identi fied  document or type  of document the  fol lowing  in formation  shal l  be  included  or 
referenced :  

a)  ti tle,  name or nam ing  convention ;  

b)  purpose;   

c)  i n tended  aud ience  of document;  and  

d )c)  procedures  and  responsibi l i ties  for development,  review,  approval  and  mod i fication .  

[Class  A,  B,  C]  

NOTE  See  Clause  8  for cons ideration  of confi guration  management of documentation .  

5.1 .9  Software  configuration  management planning  

The  MANUFACTURER  shal l  i nclude  or reference software  configuration  management in formation  
in  the  software  development plan .  The  software  configuration  management in formation  shal l  
i nclude  or reference:  
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a)  the  classes,  types,  categories  or l i sts  of i tems  to  be  control led ;  

b)  the  software  configuration  management ACTIVI TIES  and  TASKS ;  

c)  the  organ ization(s)  responsible  for perform ing  software  configuration  management  and  
ACTIVI TIES ;  

d )  thei r relationsh ip  wi th  other organ izations,  such  as  software  development or main tenance;  

e)  when  the  i tems  are  to  be  placed  under configuration  control ;  and  

f)  when  the  problem  resolu tion  PROCESS  i s  to  be  used .  

[Class  A,  B,  C]  

NOTE  See  Clause  8.  

5.1 . 1 0  Supporting  i tems to  be  control led  

The i tems to  be  control led  shal l  i nclude  tools,  i tems  or settings,  used  to  develop  the  MEDICAL 

DEVICE  SOFTWARE ,  wh ich  cou ld  impact the  MEDICAL DEVICE  SOFTWARE .  [Class  B,  C]  

NOTE  1  Examples  of such  i tems  i ncl ude  compi l er/assembler vers ions,  make  fi l es ,  batch  fi l es,  and  speci fi c  
envi ronment setti ngs.  

NOTE  2  See  Clause  8.  

5.1 .1 1  Software CONFIGURATION  ITEM  control   before  VERIFICATION  

The MANUFACTURER  shal l  p lan  to  place  CONFIGURATION  I TEMS  under documented  configuration  
management control  before  they are  VERIFIED .  [Class  B,  C]  

5.1 .1 2  Identi fication  and  avoidance of common  software defects  

The MANUFACTURER  shal l  i nclude  or reference in  the  software  development plan  a  procedure  
for:  

a)  i denti fying  categories  of defects  that may be  in troduced  based  on  the  selected  
programming  technology that are  relevant to  thei r SOFTWARE  SYSTEM ;  and  

b)  documenting  evidence  that demonstrates  that these  defects  do  not contribu te  to  
unacceptable  RISK.   

NOTE  See  Annex B  of I EC TR 80002-1 : 2009  for examples  of categories  of defects  or causes  con tribu ti ng  to  
HAZARDOUS  S I TUATIONS .  

[Class  B,  C]  

5.2  *  Software requ irements  analysis  

5.2.1  Define and  document software  requ irements  from  SYSTEM  requ irements  

For each  SOFTWARE SYSTEM  of the  MEDICAL DEVICE ,  the  MANUFACTURER shal l  define  and  
document SOFTWARE SYSTEM  requ i rements  from  the  SYSTEM  l evel  requ i rements.  [Class  A,  B,  C]  

NOTE  There  m igh t  not  be  a  d i fference  between  SOFTWARE  SYSTEM  requ i rements  and  SYSTEM  requ i rements  i f the  
SOFTWARE  SYSTEM  i s  a  s tand  a lone  SYSTEM  (software-on ly device).  

5.2.2  Software  requ irements  content 

As appropriate  to  the  MEDICAL DEVICE  SOFTWARE ,  the  MANUFACTURER  shal l  i nclude  in  the  
software  requ irements:  

a)  functional  and  capabi l i ty requ i rements;  

NOTE  1  Examples  i ncl ude:  

– performance  (e. g . ,  pu rpose  of software,  t im ing  requ i rements),  

– physical  characteri sti cs  (e. g . ,  code  l anguage,  p l atform ,  operati ng  system),  
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– computi ng  envi ronment (e. g . ,  hardware,  memory s i ze,  processing  un i t,  t ime  zone,  network i n frastructure)  under 
wh ich  the  software  i s  to  perform ,  and  

– need  for compatibi l i ty wi th  upgrades  or mu l ti pl e  SOUP  or other device  vers ions.  

b)  SOFTWARE  SYSTEM  i npu ts  and  outputs;  

NOTE  2  Examples  i ncl ude:  

– data  characteri sti cs  (e. g . ,  numerical ,  a l pha-numeric,  format)  

– ranges,  

– l im i ts ,  and  

– defau l ts .  

c)  i n terfaces  between  the  SOFTWARE SYSTEM  and  other  SYSTEMS ;  

d )  software-driven  alarms,  warn ings,  and  operator messages;  

e)  SECURITY  requ i rements;  

NOTE  3  Examples  i ncl ude:  

– those  related  to  the  comprom ise  of sensi ti ve  i n formation ,  

– au thenti cation ,  

– au thori zation ,  

– aud i t  trai l ,  and  

– commun ication  i n tegri ty,  

– system  securi ty/malware  protection .  

f)  usabi l i ty eng ineering  requ irements  that are  sensi tive  to  human  errors  and  train ing  user 
i n terface  requ irements  implemented  by software;  

NOTE  4  Examples  i ncl ude  those  re lated  to:  

– support  for manual  operations,  

– human-equ ipment  i n teractions,  

– constrain ts  on  personnel ,  and   

– areas  need ing  concentrated  human  attention .  

NOTE  5  I n formation  regard ing  usabi l i ty eng ineering  requ i rements  can  be  found  i n  I EC 62366-1  [21 ]  among  others  
(e. g . ,  I EC 60601 -1 -6  [3 ] ) .  

g)  data  defin i tion  and  database requ i rements;  

NOTE  6  Examples  i ncl ude:  

– form ;  

– fi t;  

– function .  

h)  i nstal lation  and  acceptance requ i rements  of the  del ivered  MEDICAL DEVICE  SOFTWARE  at  the  
operation  and  maintenance s i te  or s i tes;  

i )  requ i rements  related  to  methods  of operation  and  main tenance;  

j )  user documentation  to  be  developed  requ i rements  related  to  I T-network aspects;  

NOTE  9  Examples  i ncl ude  those  related  to:  

– networked  a l arms,  warn ings,  and  operator messages;  

– network protocols ;   

– hand l i ng  of unavai l abi l i ty of network services.  

k)  user main tenance requ i rements;  and  

l )  regu latory requ irements.  

NOTE  1 0  The  requ i rements  i n  a)  th rough  l )  can  overlap.  

[Class  A,  B,  C]  

NOTE  7  Al l  of these  requ i rements  m ight  not  be  avai l able  at  the  beg inn ing  of the  software  development.  

NOTE  8  Among  others ,  I SO/IEC 91 26-1  [8]  I SO/IEC 2501 0  [1 2]  provides  i n formation  on  qual i ty characteri sti cs  that  
may be  usefu l  i n  defi n i ng  software  requ i rements.  
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5.2.3  Include RISK CONTROL  measures  in  software  requ irements  

The MANUFACTURER  shal l  i nclude  RISK CONTROL  measures  implemented  in  software  for 
hardware  fai lu res  and  potential  software  defects  i n  the  requ irements  as  appropriate  to  the  
MEDICAL DEVICE  SOFTWARE .  [Class  B,  C]  

NOTE  These  requ i rements  m ight  not  be  avai l able  at  the  beg inn ing  of the  software  development  and  can  change  
as  the  software  i s  des igned  and  RISK CONTROL  measures  are  fu rther defi ned .  

5.2.4 Re-EVALUATE  MEDICAL DEVICE  RISK ANALYSIS  

The MANUFACTURER  shal l  re-EVALUATE  the  MEDICAL DEVICE  RISK ANALYSIS  when  software  
requ i rements  are  establ ished  and  update  i t  as  appropriate.  [Class  A,  B,  C]  

5.2.5 Update  SYSTEM  requ irements  

The MANUFACTURER  shal l  ensure  that existing  requ i rements,  i nclud ing  SYSTEM  requ irements,  
are  re-EVALUATED  and  updated  as  appropriate  as  a  resu l t of the  software  requ irements  analysis  
ACTIVI TY.  [Class  A,  B,  C]  

5.2.6  Verify software  requ irements   

The MANUFACTURER  shal l  veri fy and  document that the  software  requ irements:  

a)  implement SYSTEM  requ irements  includ ing  those  relating  to  RISK CONTROL ;  

b)  do  not contrad ict one  another;  

c)  are  expressed  in  terms  that avoid  ambigu i ty;  

d )  are  stated  in  terms  that perm i t establ ishment of test cri teria  and  performance of tests  to  
determ ine  whether the  test cri teria  have  been  met;  

e)  can  be  un iquely identi fied ;  and  

f)  are  traceable  to  SYSTEM  requ i rements  or other source.  

[Class  A,  B,  C]   

NOTE  Th is  s tandard  does  not  requ i re  the  use  of a  formal  speci fi cation  l anguage.  

5.3  *  Software ARCHITECTURAL design  

5.3.1  Transform  software requirements  in to  an  ARCHITECTURE  

The MANUFACTURER  shal l  transform  the  requ i rements  for the  MEDICAL DEVICE  SOFTWARE  i n to  a  
documented  ARCHITECTURE  that describes  the  software’s  structure  and  identi fies  the  SOFTWARE  

I TEMS .  [Class  B,  C]  

5.3.2  Develop  an  ARCHITECTURE  for the  in terfaces  of SOFTWARE ITEMS  

The MANUFACTURER  shal l  develop  and  document an  ARCHITECTURE  for the  i n terfaces  between  
the  SOFTWARE I TEMS  and  the  components  external  to  the  SOFTWARE  I TEMS  (both  software  and  
hardware),  and  between  the  SOFTWARE I TEMS .  [Class  B,  C]  

5.3.3  Specify functional  and  performance requ irements  of SOUP  i tem  

I f a  SOFTWARE  I TEM  i s  i denti fied  as  SOUP ,  the  MANUFACTURER  shal l  speci fy functional  and  
performance requ i rements  for the  SOUP  i tem  that are  necessary for i ts  i n tended  use.  [Class  
B,  C]  

5.3.4 Specify SYSTEM  hardware and  software requ ired  by SOUP  i tem  

I f a  SOFTWARE  I TEM  i s  i denti fied  as  SOUP ,  the  MANUFACTURER  shal l  speci fy the  SYSTEM  hardware  
and  software  necessary to  support the  proper operation  of the  SOUP  i tem .  [Class  B,  C]  
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NOTE   Examples  i ncl ude  processor type  and  speed ,  memory type  and  s i ze,  SYSTEM  software  type,  commun ication  
and  d i splay software  requ i rements .  

5.3.5 Identi fy segregation  necessary for RISK CONTROL  

The MANUFACTURER  shal l  i denti fy the  any segregation  between  SOFTWARE I TEMS  that i s  
essential  to  necessary for RISK CONTROL ,  and  state  how to  ensure  that the  such  segregation  i s  
effective.  [Class  C]  

NOTE  An  example  of segregation  i s  to  have  SOFTWARE  I TEMS  execu te  on  d i fferent  processors.  The  effecti veness  
of the  segregation  can  be  ensured  by having  no  shared  resources  between  the  processors .  Other means  of 
segregation  can  be  appl i ed  when  effecti veness  can  be  ensured  by the  software  ARCH ITECTURE  d es ign  (see  B . 4. 3).  

5.3.6  Veri fy software ARCHITECTURE  

The MANUFACTURER  shal l  veri fy and  document that:  

a)  the  ARCHITECTURE  of the  software   implements  SYSTEM  and  software  requ i rements  i nclud ing  
those  relating  to  RISK CONTROL ;  

b)  the  software  ARCHITECTURE  i s  able  to  support i n terfaces  between  SOFTWARE  I TEMS  and  
between  SOFTWARE I TEMS  and  hardware;  and  

c)  the  MEDICAL DEVICE  ARCHITECTURE  supports  proper operation  of any SOUP  i tems.  

[Class  B,  C]  

NOTE  A TRACEABI LI TY  analys i s  of ARCH ITECTURE  to  software  requ i rements  can  be  used  to  sati sfy requ i rement a) .  

5.4 *  Software detai led  design  

5.4.1  Refine SOFTWARE  ARCHITECTURE  Subdivide software in to  SOFTWARE UN ITS  

The MANUFACTURER  shal l  refine  subdvide  the  software  ARCHITECTURE  un ti l  i t  i s  represented  by 
SOFTWARE  UN ITS .  [Class  B,  C]  

NOTE  Some SOFTWARE  SYSTEMS  are  not  d i vi ded  fu rther.  

5.4.2  Develop  detai led  design  for each  SOFTWARE  UN IT  

The MANUFACTURER  shal l  develop  and  document a  detai led  design  wi th  enough  detai l  to  a l low 
correct implementation  of for each  SOFTWARE  UN IT  of the  SOFTWARE  I TEM .  [Class  C]  

5.4.3  Develop detai led  design  for in terfaces  

The MANUFACTURER  shal l  develop  and  document a  detai led  design  for any in terfaces  between  
the  SOFTWARE UN IT  and  external  components  (hardware  or software),  as  wel l  as  any in terfaces  
between  SOFTWARE  UN ITS ,  detai led  enough  to  implement each  SOFTWARE  UN IT  and  i ts  in terfaces  
correctly.  [Class  C]  

5.4.4 Verify detai led  design  

The MANUFACTURER  shal l  veri fy and  document that the  software  detai led  design :  

a)  implements  the  software  ARCHITECTURE ;  and  

b)  i s  free  from  contrad iction  wi th  the  software  ARCHITECTURE .  

[Class  C]   

NOTE  I t  i s  acceptable  to  use  a  TRACEABI LI TY  analys i s  of ARCH ITECTURE  to  software  detai l ed  des ign  to  sati sfy 
requ i rement  a).  
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5.5  *  SOFTWARE  UNIT  implementation  and  verification  

5.5. 1  Implement each  SOFTWARE  UN IT  

The MANUFACTURER  shal l  implement each  SOFTWARE  UN IT .  [Class  A,  B,  C]  

5.5.2  Establ ish  SOFTWARE UNIT VERIFICATION  PROCESS  

The MANUFACTURER  shal l  establ ish  strateg ies,  methods  and  procedures  for veri fying  each  the  
SOFTWARE  UN ITS .  Where  VERIFICATION  i s  done  by testing ,  the  test procedures  shal l  be  
EVALUATED  for correctness  adequacy.  [Class  B,  C]  

NOTE  I t  i s  acceptable  to  combine  i n tegration  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  set  of 
ACTIVITIES .  

5.5.3  SOFTWARE UNIT  acceptance cri teria  

The MANUFACTURER  shal l  establ ish  acceptance cri teria  for SOFTWARE UN ITS  prior to  in tegration  
i n to  larger SOFTWARE  I TEMS  as  appropriate,  and  ensure  that SOFTWARE  UN ITS  meet acceptance 
cri teria.  [Class  B,  C]  

NOTE   Examples  of acceptance  cri teria  are:  

– does  the  software  code  implement  requ i rements  i ncl ud ing  RISK CONTROL  measures?  

– i s  the  software  code  free  from  contrad i ction  wi th  the  i n terfaces  documented  i n  the  detai l ed  design  of the  
SOFTWARE  UN I T?  

– does  the  software  code  conform  to  programming  procedures  or cod ing  standards?  

5.5.4 Additional  SOFTWARE  UN IT  acceptance cri teria  

When  present i n  the  design ,  the  MANUFACTURER  shal l  i nclude  add i tional  acceptance  cri teria  as  
appropriate  for:  

a)  proper event sequence;  

b)  data  and  control  flow;  

c)  planned  resource  al location ;  

d )  fau l t hand l ing  (error defin i tion ,  i solation ,  and  recovery);  

e)  in i tial i sation  of variables;  

f)  sel f-d iagnostics;  

g )  memory management and  memory overflows;  and  

h )  boundary cond i tions.  

[Class  C]  

5.5.5  SOFTWARE UNIT  VERIFICATION  

The MANUFACTURER  shal l  perform  the  SOFTWARE  UN IT  VERIFICATION  and  document the  resu l ts.  
[Class  B,  C]  

5.6  *  Software  in tegration  and  in tegration  testing  

5.6.1  In tegrate  SOFTWARE UN ITS  

The MANUFACTURER  shal l  i n tegrate  the  SOFTWARE  UN ITS  i n  accordance wi th  the  in tegration  p lan  
(see  5. 1 . 5).  [Class  B,  C]  

5.6.2  Verify software in tegration  

The  MANUFACTURER  shal l  veri fy and  record  the  fol lowing  aspects  of the  software  in tegration  that 
the  SOFTWARE UN ITS  have  been  in tegrated  in to  SOFTWARE  I TEMS  and/or the  SOFTWARE SYSTEM   
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i n  accordance wi th  the  i n tegration  plan  (see  5. 1 . 5)  and  retain  records  of the  evidence of such  
veri fication .  

a)  the  SOFTWARE  UN ITS  have  been  in tegrated  in to  SOFTWARE  I TEMS  and  the  SOFTWARE SYSTEM ;  
and  

b)  the  hardware  i tems,  SOFTWARE I TEMS ,  and  support for manual  operations  (e. g . ,  human-
equ ipment i n terface,  on-l ine  help  menus,  speech  recogn i tion ,  voice  control )  of the  SYSTEM  
have  been  in tegrated  in to  the  SYSTEM .  

[Class  B,  C]  

NOTE  Th is  VERIFICATION  i s  on l y that  the  i tems  have  been  i n tegrated  i n tegration  has  been  done  accord ing  to  the  
p l an ,  not  that  they perform  as  i n tended .  Th i s  VERIF ICATION  i s  most l i kel y implemented  by some form  of i nspection .  

5.6.3  Test in tegrated  Software  in tegration  testing  

The  MANUFACTURER  shal l  test the  i n tegrated  SOFTWARE I TEMS  i n  accordance wi th  the  i n tegration  
plan  (see  5. 1 . 5)  and  document the  resu l ts.  [Class  B,  C]  

5.6.4 Software in tegration  testing  content 

For software  in tegration  testing ,  the  MANUFACTURER  shal l  address  whether the  i n tegrated  
SOFTWARE  I TEM  performs as  in tended .  

[Class  B,  C]  

NOTE  1  Examples  to  be  cons idered  are:  

-  the  requ i red  functional i ty of the  software;  

-  implementation  of  RI SK CONTROL  measures;  

-  speci fi ed  tim ing  and  other behaviour;  

-  speci fi ed  function ing  of i n ternal  and  external  i n terfaces;  and  

-  testi ng  under abnormal  cond i ti ons  i ncl ud ing  foreseeable  m isuse.  

NOTE  2  I t  i s  acceptable  to  combine  i n tegration  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  set  of 
ACTIVITIES .  

5.6.5 Veri fy EVALUATE  software in tegration  test procedures  

The MANUFACTURER  shal l  EVALUATE  the  in tegration  test procedures  for correctness  adequacy.  
[Class  B,  C]  

5.6.6  Conduct regression  tests  

When  software  i tems  are  in tegrated ,  the  MANUFACTURER  shal l  conduct REGRESSION  TESTING  
appropriate  to  demonstrate  that defects  have  not been  in troduced  in to  previously i n tegrated  
software.  [Class  B,  C]  

5.6.7  In tegration  test record  contents  

The MANUFACTURER  shal l :  

a)  document the  test resu l t  (pass/fai l  and  a  l i st  of ANOMALIES) ;  

b)  retain  sufficient records  to  perm i t the  test to  be  repeated ;  and  

c)  identi fy the  tester.  

[Class  B,  C]  

NOTE   Requ i rement  b)  cou ld  be  implemented  by retain i ng ,  for example:  

-  test  case  speci fi cations  showing  requ i red  actions  and  expected  resu l ts ;  

-  records  of the  equ ipment;  

-  records  of the  test  envi ronment  ( i ncl ud ing  software  tool s)  used  for test.  
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5.6.8  Use software problem  resolution  PROCESS  

The MANUFACTURER  shal l  en ter ANOMALIES  found  during  software  in tegration  and  in tegration  
testing  in to  a  software  problem  resolu tion  PROCESS .  [Class  B,  C]  

NOTE  See  Clause  9 .  

5.7  *  SOFTWARE  SYSTEM  testing  

5.7.1  Establ ish  tests  for software requ irements  

a)  The  MANUFACTURER  shal l  establ ish  and  perform  a  set of tests,  expressed  as  i npu t stimu l i ,  
expected  outcomes,  pass/fai l  cri teria  and  procedures,  for conducting  SOFTWARE  SYSTEM  
testing ,  such  that a l l  software  requ irements  are  covered .  [Class  A,  B,  C]  

NOTE  1  I t  i s  acceptable  to  combine  i n tegrati on  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  
set  of ACTIVI TI ES .  I t  i s  a l so  acceptable  to  test  software  requ i rements  i n  earl i er phases.  

NOTE  2  Not on l y separate  tests  for each  requ i rement,  bu t  a l so  tests  of combinations  of requ i rements  can  be  
performed ,  especia l l y i f dependencies  between  requ i rements  exi st.  

b)  The  MANUFACTURER  shal l  EVALUATE  the  adequacy of VERIFICATION  s trateg ies  and  test 
procedures.  

5.7.2  Use software  problem  resolution  PROCESS  

The MANUFACTURER  shal l  en ter ANOMALIES  found  during  software  system  testing  in to  a  software  
problem  resolu tion  PROCESS .  [Class  A,  B,  C]  

5.7.3  Retest after changes 

When  changes  are  made during  SOFTWARE SYSTEM  testing ,  the  MANUFACTURER  shal l :  

a)  repeat tests,  perform  mod i fied  tests  or perform  add i tional  tests,  as  appropriate,  to  veri fy the  
effectiveness  of the  change in  correcting  the  problem ;  

b)  conduct testing  appropriate  to  demonstrate  that un in tended  s ide  effects  have  not been  
in troduced ;  and  

c)  perform  relevant RISK MANAGEMENT ACTIVITI ES  as  defined  in  7 . 4.  

[Class  A,  B,  C]  

5.7.4 Veri fy Evaluate  SOFTWARE  SYSTEM  testing  

The MANUFACTURER  shal l  EVALUATE  the  appropriateness  of VERIFICATION  s trateg ies  and  test 
procedures.  

The  MANUFACTURER  shal l  veri fy that:  

a)  the  VERIFICATION  s trateg ies  and  the  test procedures  used  are  appropriate;  

b)  SOFTWARE  SYSTEM  test procedures  trace  to  software  requ i rements;   

c)a)  a l l  software  requ i rements  have  been  tested  or otherwise  VERIFIED ;   

d )b)  the  TRACEABILITY  between  software  requ irements  and  tests  or other VERIFICATION  i s  
recorded ;  and  

e)c)  test resu l ts  meet the  requ ired  pass/fai l  cri teria.  

[Class  A,  B,  C]  

5.7.5 SOFTWARE  SYSTEM  test record  contents  

I n  order to  support the  repeatabi l i ty of tests,  the  MANUFACTURER  shal l  document:  

a)  a  reference  to  test case  procedures  showing  requ ired  actions  and  expected  resu l ts;  
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a)b)   the  test resu l t (pass/fai l  and  a  l i st of ANOMALIES) ;  

b)  retain  sufficient records  to  perm i t the  test to  be  repeated ;  and  

c)  identi fy the  tester.  

c)  the  version  of software  tested ;  

d )  relevant hardware  and  software  test configurations;  

e)  relevant test tools;  

f)  date  tested ;  and  

g )  the  identi ty of the  person  responsible  for executing  the  test and  record ing  the  test resu l ts.  

[Class  A,  B,  C]  

NOTE   Requ i rement  b)  cou ld  be  implemented  by retai n i ng ,  for example:  

– test  case  speci fi cations  showing  requ i red  actions  and  expected  resu l ts ;  

– records  of the  equ ipment;  and  

– records  of the  test  envi ronment ( i ncl ud ing  software  tool s)  used  for test.  

5.8  *  Software RELEASE  for u ti l i zation  at a  SYSTEM  l evel  

5.8.1  Ensure software VERIFICATION  i s  complete  

The MANUFACTURER  shal l  ensure  that a l l  software  VERIFICATION  ACTIVI TIES  have  been  completed  
and  the  resu l ts  have  been  EVALUATED  before  the  software  i s  released .  [Class  A,  B,  C]  

5.8.2  Document known  residual  ANOMALIES  

The MANUFACTURER  shal l  document a l l  known  residual  ANOMALIES .  [Class  A,  B ,  C]  

5.8.3  EVALUATE  known  residual  ANOMALIES  

The MANUFACTURER  shal l  ensure  that a l l  known  residual  ANOMALIES  have  been  EVALUATED  to  
ensure  that they do  not contribu te  to  an  unacceptable  RISK.  [Class  B,  C]  

5.8.4 Document released  VERSIONS  

The MANUFACTURER  shal l  document the  VERSION  of the  MEDICAL DEVICE  SOFTWARE  PRODUCT  that 
i s  being  released .  [Class  A,  B,  C]  

5.8.5  Document how released  software  was  created  

The MANUFACTURER  shal l  document the  procedure  and  environment used  to  create  the  released  
software.  [Class  B,  C]  

5.8.6  Ensure activi ties  and  tasks  are  complete  

The MANUFACTURER  shal l  ensure  that a l l  software  development plan  (or main tenance plan)  
ACTIVI TIES  and  TASKS  are  complete  along  wi th  al l  the  associated  documentation .  [Class  B,  C]  

NOTE  See  5. 1 . 3. b).  

5.8.7  Archive software 

The  MANUFACTURER  shal l  arch ive:  

a)  the  MEDICAL DEVICE  SOFTWARE  PRODUCT  and  CONFIGURATION  I TEMS ;  and  

b)  the  documentation  
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for at l east a  period  of time determ ined  as  the  longer of:  the  l i fe  time of the  device  MEDICAL 

DEVICE  SOFTWARE  as  defined  by the  MANUFACTURER  or a  time speci fied  by relevant regu latory 
requ i rements.  [Class  A,  B,  C]  

5.8.8  Assure repeatabi l i ty of software release rel iable  del ivery of released  software 

The MANUFACTURER  shal l  establ ish  procedures  to  ensure  that the  released  MEDICAL DEVICE  
SOFTWARE  PRODUCT  can  be  rel iably del ivered  to  the  poin t of use  wi thout corruption  or 
unauthorised  change.  These  procedures  shal l  address  the  production  and  hand l ing  of med ia  
contain ing  the  MEDICAL DEVICE  SOFTWARE  PRODUCT  i nclud ing  as  appropriate:  

– repl ication ,  

– med ia  label l ing ,  

– packag ing ,  

– protection ,  

– storage,  and  

– del ivery.  

[Class  A,  B,  C]  

6 Software maintenance PROCESS  

6.1  *  Establ ish  software  maintenance plan  

The MANUFACTURER  shal l  establ ish  a  software  main tenance plan  (or p lans)  for conducting  the  
ACTIVI TIES  and  TASKS  of the  maintenance PROCESS .   The  plan  shal l  address  the  fol lowing :  

a)  procedures  for:  

– receiving ,  

– documenting ,  

– evaluating ,  

– resolving  and  

– tracking  

feedback aris ing  after release  of the  MEDICAL DEVICE  SOFTWARE ;  

b)  cri teria  for determ in ing  whether feedback i s  considered  to  be  a  problem ;  

c)  use  of the  software  RISK MANAGEMENT PROCESS ;  

d )  use  of the  software  problem  resolu tion  PROCESS  for analysing  and  resolving  problems 
aris ing  after release  of the  MEDICAL DEVICE  SOFTWARE ;  

e)  use  of the  software  configuration  management PROCESS  (Clause  8)  for manag ing  
mod i fications  to  the  existing  SOFTWARE  SYSTEM ;  and  

f)  procedures  to  EVALUATE  and  implement:  

– upgrades,   

– bug  fixes,   

– patches  and  

– obsolescence 

of  SOUP .  

[Class  A,  B,  C]  
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6.2  *  Problem  and  modification  analysis  

6.2. 1  Document and  EVALUATE  feedback 

6.2.1 . 1  Monitor feedback 

The MANUFACTURER  shal l  mon i tor feedback on  released  MEDICAL DEVICE  SOFTWARE  PRODUCT  
from  both  i nside  i ts  own  organ ization  and  from  users  released  for in tended  use.  [Class  A,  B,  C]  

6.2.1 .2  Document and  EVALUATE  feedback 

Feedback shal l  be  documented  and  EVALUATED  to  determ ine  whether a  problem  exists  in  a  
released  MEDICAL DEVICE  SOFTWARE  PRODUCT.  Any such  problem  shal l  be  recorded  as  a  
PROBLEM  REPORT (see  Clause  9).  PROBLEM  REPORTS  shal l  i nclude  actual  or potential  adverse  
events,  and  deviations  from  speci fications.  [Class  A,  B,  C]  

6.2.1 .3  Evaluate  PROBLEM  REPORT’S  affects  on  SAFETY  

Each  PROBLEM  REPORT  shal l  be  EVALUATED  to  determ ine  how i t  affects  the  SAFETY  of a  released  
MEDICAL DEVICE  SOFTWARE  PRODUCT  released  for i n tended  use  (see  9. 2)  and  whether a  change 
to  the  released  that software  PRODUCT  i s  needed  to  address  the  problem .  [Class  A,  B,  C]  

6.2.2  Use software problem  resolution  PROCESS  

The MANUFACTURER  shal l  use  the  software  problem  resolu tion  PROCESS  (see  Clause  9)  to  
address  PROBLEM  REPORTS .  [Class  A,  B,  C]  

NOTE   A problem  cou ld  show that  a  SOFTWARE  SYSTEM  or SOFTWARE  I TEM  has  not  been  p l aced  i n  the  correct  
software  safety cl ass.  The  problem  resolu tion  process  can  suggest  changes  of the  software  safety cl ass.  When  th i s  
ACTIVITY  has  been  done  the  PROCESS  has  been  completed ,  any change  of safety cl ass  i n  the  SOFTWARE  SYSTEM  or 
i ts  SOFTWARE  I TEMS  shou ld  be  made  known  and  documented .  

6.2.3  Analyse CHANGE  REQUESTS  

I n  add i tion  to  the  analysis  requ i red  by Clause  9,  the  MANUFACTURER  shal l  analyse  each  CHANGE  

REQUEST  for i ts  effect on  the  organ ization ,  released  MEDICAL DEVICE  SOFTWARE  PRODUCTS 

released  for in tended  use  ,  and  SYSTEMS wi th  wh ich  i t  i n terfaces .  [Class  A,  B,  C]  

6.2.4 CHANGE REQUEST approval  

The  MANUFACTURER  shal l  EVALUATE  and  approve CHANGE  REQUESTS  wh ich  mod i fy released  
MEDICAL DEVICE  SOFTWARE  PRODUCTS .  [Class  A,  B,  C]  

6.2.5 Communicate  to  users  and  regulators  

The MANUFACTURER  shal l  i denti fy the  approved  CHANGE  REQUESTS  that affect released  MEDICAL 

DEVICE  SOFTWARE  PRODUCTS .  

As  requ ired  by local  regu lation ,  the  MANUFACTURER  shal l  i n form  users  and  regu lators  about:  

a)  any problem  in  released  MEDICAL DEVICE  SOFTWARE  PRODUCTS  and  the  consequences  of 
continued  unchanged  use;  and  

b)  the  nature  of any avai lable  changes  to  released  MEDICAL DEVICE  SOFTWARE  PRODUCTS  and  
how to  obtain  and  instal l  the  changes.  

[Class  A,  B,  C]  
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6.3  *  Modification  implementation  

6.3. 1  Use establ ished  PROCESS  to  implement modification  

The MANUFACTURER  shal l  use  the  software  development PROCESS  (see  Clause  5)  or an  
establ ished  main tenance  PROCESS  to  implement the  mod i fications  i denti fy and  perform  any 
Clause  5  ACTIVI TIES  that need  to  be  repeated  as  a  resu l t  of the  mod i fication .  [Class  A,  B,  C]  

NOTE   For requ i rements  relati ng  to  RISK MANAGEMENT  of software  changes  see  7 . 4 .  

6.3.2  Re-release modified  SOFTWARE SYSTEM  

The MANUFACTURER  shal l  release  mod ified  SOFTWARE SYSTEMS  modi fications  accord ing  to  5. 8.  
[Class  A,  B,  C]  

NOTE  Mod i fi cations  may can  be  re leased  as  part  of a  fu l l  re-release  of a  SOFTWARE  SYSTEM  or as  a  mod i fi cation  
ki t  compris i ng  changed  SOFTWARE  I TEMS  and  the  necessary tool s  to  i nstal l  the  changes  as  mod i fi cations  to  an  
exi sti ng  SOFTWARE  SYSTEM .   

7 *  Software RISK MANAGEMENT  PROCESS  

7.1  *  Analysis  of software contributing  to  hazardous  si tuations  

7.1 . 1  Identi fy SOFTWARE  ITEMS  that cou ld  contribute  to  a  hazardous  si tuation  

The  MANUFACTURER shal l  i denti fy SOFTWARE  I TEMS  that cou ld  contribute  to  a  hazardous  s i tuation  
i denti fied  i n  the  MEDICAL DEVICE  RISK ANALYSIS  ACTIVI TY  of I SO 1 4971  (see  4. 2).  [Class  B,  C]  

NOTE  The  hazardous  s i tuation  cou ld  be  the  d i rect  resu l t  of software  fai l u re  or the  resu l t  of the  fa i l u re  of a  RISK 

CONTROL  measure  that  i s  implemented  i n  software.  

7.1 .2  Identi fy potential  causes  of contribution  to  a  hazardous  si tuation  

The  MANUFACTURER  shal l  i denti fy potential  causes  of the  SOFTWARE I TEM  i denti fied  above 
contributing  to  a  hazardous  s i tuation .  

The  MANUFACTURER  shal l  consider potential  causes  includ ing ,  as  appropriate:  

a)  i ncorrect or incomplete  speci fication  of functional i ty;  

b)  software  defects  i n  the  i denti fied  SOFTWARE  I TEM  functional i ty;  

c)  fai lu re  or unexpected  resu l ts  from  SOUP ;  

d )  hardware  fai lu res  or other software  defects  that cou ld  resu l t i n  unpred ictable  software  
operation ;  and  

e)  reasonably foreseeable  m isuse.  

[Class  B,  C]  

7.1 .3  EVALUATE  publ ished  SOUP  ANOMALY  l i sts  

I f fa i l u re  or unexpected  resu l ts  from  SOUP  i s  a  potential  cause  of the  SOFTWARE I TEM  

contributing  to  a  hazardous  s i tuation ,  the  MANUFACTURER  shal l  EVALUATE  as  a  m in imum  any 
ANOMALY  l i st publ ished  by the  suppl ier of the  SOUP  i tem  relevant to  the  VERSION  of the  SOUP  
i tem  used  in  the  MEDICAL DEVICE  to  determ ine  i f any of the  known  ANOMALIES  resu l t i n  a  
sequence  of events  that cou ld  resu l t  i n  a  hazardous  s i tuation .  [Class  B,  C]  

7.1 .4 Document potential  causes  

The MANUFACTURER  shal l  document in  the  RISK MANAGEMENT FI LE  potentia l  causes  of the  
SOFTWARE  I TEM  con tributing  to  a  hazardous  s i tuation  (see  ISO 1 4971 ).  [Class  B,  C]  
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7.1 .5  Document sequences  of events  

The  MANUFACTURER  shal l  document in  the  RISK MANAGEMENT FI LE  sequences  of events  that 
cou ld  resu l t i n  a  hazardous  s i tuation  that are  identi fied  i n  7 . 1 . 2 .  [Class  B,  C]  

7.2  RISK CONTROL  measures  

7.2. 1  Define RISK CONTROL  measures  

For each  potential  cause  of the  software  i tem  contributing  to  a  hazardous  s i tuation  case  
documented  in  the  RI SK MANAGEMENT FI LE  where  a  SOFTWARE I TEM  cou ld  contribute  to  a  
HAZARDOUS  S ITUATION ,  the  MANUFACTURER shal l  define  and  document RISK CONTROL  measures  
in  accordance wi th  I SO  1 4971 .  [Class  B,  C]  

NOTE  The  RISK CONTROL  measures  can  be  implemented  i n  hardware,  software,  the  working  envi ronment  or user 
i nstruction .  

7.2.2  RISK CONTROL  measures  implemented  in  software  

I f a  RISK CONTROL measure  i s  implemented  as  part of the  functions  of a  SOFTWARE  I TEM ,  the  
MANUFACTURER  shal l :  

a)  include  the  RISK CONTROL  measure  in  the  software  requ i rements;  

b)  assign  a  software  safety class  to  the  to  each  SOFTWARE  I TEM  based  on  the  possible  effects  
of the  HAZARD that contributes  to  the  implementation  of a  RISK CONTROL  measure  a  software  
safety class  based  on  the  RISK  that the  RISK CONTROL  measure  i s  control l ing  (see  4. 3  a)) ;  
and  

c)  develop  the  SOFTWARE I TEM  i n  accordance wi th  Clause  5 .  

[Class  B,  C]  

NOTE   Th i s  requ i rement  provides  add i ti onal  detai l  for RISK CONTROL  requ i rements  of I SO  1 4971  

7.3  VERIFICATION  of RISK CONTROL  measures  

7.3. 1  Veri fy RISK CONTROL  measures  

The implementation  of each  RISK CONTROL measure  documented  in  7. 2  shal l  be  VERIFIED ,  and  
th is  VERIFICATION  shal l  be  documented .  The  MANUFACTURER  shal l  review the  RISK CONTROL 

measure  and  determ ine  i f i t  cou ld  resu l t  i n  a  new HAZARDOUS  SI TUATION .  [Class  B,  C]  

7.3.2  Document any new sequences  of events   

I f a  RISK CONTROL measure  is  implemented  as  a  SOFTWARE  I TEM ,  the  MANUFACTURER  shal l  
EVALUATE  the  RISK CONTROL measure  to  i denti fy and  document i n  the  RISK MANAGEMENT FI LE  any 
new sequences  of events  that cou ld  resu l t  i n  a  hazardous  s i tuation .  [Class  B,  C]   
Not used .   

7.3.3  Document TRACEABILITY  

The MANUFACTURER  shal l  document TRACEABILITY  of software  HAZARDS  as  appropriate:  

a)  from  the  hazardous  s i tuation  to  the  SOFTWARE  I TEM ;  

b)  from  the  SOFTWARE  I TEM  to  the  speci fic software  cause;  

c)  from  the  software  cause  to  the  RISK CONTROL  measure;  and  

d )  from  the  RISK CONTROL  measure  to  the  VERIFICATION  of the  RISK CONTROL  measure.  

[Class  B,  C]  

NOTE  See  I SO 1 4971  – RISK MANAGEMENT  report.  
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7.4 RISK MANAGEMENT  of software  changes  

7.4.1  Analyse changes  to  MEDICAL DEVICE  SOFTWARE  wi th  respect to  SAFETY  

The MANUFACTURER  shal l  analyse  changes  to  the  MEDICAL DEVICE  SOFTWARE  ( i nclud ing  SOUP)  to  
determ ine  whether:  

a)  add i tional  potential  causes  are  in troduced  contributing  to  a  hazardous  s i tuation ;  and  

b)  add i tional  software  RISK CONTROL  measures  are  requ i red .  

[Class  A,  B,  C]  

7.4.2  Analyse impact of software changes  on  existing  RISK CONTROL  measures  

The  MANUFACTURER  shal l  analyse  changes  to  the  software,  includ ing  changes  to  SOUP ,  to  
determ ine  whether the  software  mod i fication  cou ld  i n terfere  wi th  existing  RISK CONTROL  
measures.  [Class  B,  C]  

7.4.3  Perform  RISK MANAGEMENT  ACTIVITIES  based  on  analyses  

The MANUFACTURER  shal l  perform  relevant RISK MANAGEMENT  ACTIVITIES  defined  in  7 . 1 ,  7 . 2  and  
7. 3  based  on  these  analyses.  [Class  B,  C]  

8 *  Software configuration  management PROCESS  

8.1  *  Configuration  identi fication  

8.1 . 1  Establ ish  means  to  identi fy CONFIGURATION  ITEMS  

The  MANUFACTURER  shal l  establ ish  a  scheme for the  un ique  identi fication  of CONFIGURATION  

I TEMS  and  their VERSIONS  to  be  control led  for the  project accord ing  to  the  development and  
configuration  plann ing  speci fied  in  5. 1 .  Th is  scheme shal l  i nclude  other SOFTWARE PRODUCTS  or 
enti ties  such  as  SOUP  and  documentation .  [Class  A,  B,  C]  

8.1 .2  Identi fy SOUP  

For each  SOUP  CONFIGURATION  I TEM  being  used ,  includ ing  standard  l ibraries,  the  MANUFACTURER  
shal l  document:  

a)  the  ti tle,  

b)  the  MANUFACTURER,  and   

c)  the  un ique  SOUP  designator 

of each  SOUP  CONFIGURATION  I TEM  being  used .  [Class  A,  B,  C]  

NOTE  The  un ique  SOUP  des ignator cou ld  be,  for example,  a  VERSION ,  a  re lease  date,  a  patch  number or an  
upgrade  designation .  

8.1 .3  Identi fy SYSTEM  configuration  documentation  

The MANUFACTURER  shal l  document the  set of CONFIGURATION  I TEMS  and  thei r VERSIONS  that 
comprise  the  SOFTWARE  SYSTEM  configuration .  [Class  A,  B,  C]  

8.2  *  Change control  

8 .2.1  Approve CHANGE REQUESTS  

The MANUFACTURER  shal l  change  CONFIGURATION  I TEMS  i den ti fied  to  be  control led  accord ing  to  
8 . 1  on ly i n  response to  an  approved  CHANGE  REQUEST.  [Class  A,  B,  C]  
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NOTE  1  The  decis ion  to  approve  a  CHANGE  REQUEST  can  be  i n tegral  to  the  change  con trol  PROCESS  or part  of 
another PROCESS .  Th i s  subclause  on ly requ i res  that  approval  of a  change  precede  i ts  implementation .  

NOTE  2  D i fferent acceptance  PROCESSES  can  be  used  for CHANGE  REQUESTS  a t  d i fferent  stages  of the  l i fe  cycle,  as  
stated  i n  p l ans,  see  5. 1 . 1  e)  d )  and  6. 1  e).  

8.2.2  Implement changes  

The  MANUFACTURER  shal l  implement the  change as  speci fied  i n  the  CHANGE  REQUEST .  The  
MANUFACTURER  shal l  i denti fy and  perform  any ACTIVI TY  that needs  to  be  repeated  as  a  resu l t of 
the  change,  i nclud ing  changes  to  the  software  safety classi fication  of SOFTWARE  SYSTEMS  and  
SOFTWARE  I TEMS .  [Class  A,  B,  C]  

NOTE  Th is  subclause  states  how the  change  shou ld  be  implemented  to  ach ieve  adequate  change  con trol .  I t  does  
not  imply that  the  implementation  i s  an  i n tegral  part  of the  change  con trol  PROCESS .  I mplementation  shou ld  use  
pl anned  PROCESSES ,  see  5. 1 . 1  e)  and  6. 1  e).  

8.2.3  Veri fy changes  

The  MANUFACTURER  shal l  veri fy the  change,  includ ing  repeating  any VERIFICATION  that has  been  
inval idated  by the  change and  taking  i n to  account 5. 7. 3  and  9. 7.  [Class  A,  B,  C]  

NOTE   Th i s  subclause  on ly requ i res  that  changes  be  VERIFI ED .  I t  does  not  imply that  VERIFICATION  i s  an  i n tegral  
part  of the  change  control  PROCESS .  VERIFICATION  shou ld  use  pl anned  PROCESSES ,  see  5. 1 . 1  e)  and  6. 1  e).  

8.2.4 Provide  means  for TRACEABILITY  of change 

The  MANUFACTURER  shal l  create  an  aud i t trai l  whereby each  maintain  records  of the  
relationsh ips  and  dependencies  between:  

a)  CHANGE  REQUEST;  

b)  relevant PROBLEM  REPORT;  and  

c)  approval  of the  CHANGE  REQUEST  

can  be  traced .  [Class  A,  B,  C]  

8.3  *  Configuration  status  accounting  

The  MANUFACTURER  shal l  retain  retrievable  records  of the  h istory of control led  CONFIGURATION  

I TEMS  i nclud ing  SYSTEM  configuration .  [Class  A,  B,  C]  

9  *  Software problem  resolution  PROCESS  

9.1  Prepare PROBLEM  REPORTS  

The MANUFACTURER  shal l  prepare  a  PROBLEM  REPORT  for each  problem  detected  in  a  the  
MEDICAL DEVICE  SOFTWARE  PRODUCT .  PROBLEM  REPORTS  shal l  be  classi fied  as  fol lows:  i nclude  a  
statement of cri tical i ty (for example,  effect on  performance,  SAFETY,  or SECURITY)  as  wel l  as  
other i n formation  that may aid  in  the  resolu tion  of the  problem  (for example,  devices  affected ,  
supported  accessories  affected) .  

a)  type;  

EXAMPLE  1  correcti ve,  preventi ve,  or adapti ve  to  new envi ronment  

b)  scope;  and  

EXAMPLE  2  s i ze  of change,  number of device  models  affected ,  supported  accessories  affected ,  resources  
i nvolved ,  time  to  change  

c)   cri tical i ty.  

EXAMPLE  3  effect  on  performance,  SAFETY,  or SECURITY  

[Class  A,  B,  C]  

NOTE   Problems  can  be  d i scovered  before  or after re lease,  i ns i de  the  MANUFACTURER ’S  organ ization  or ou ts i de  i t.  
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9.2  Investigate  the  problem  

The MANUFACTURER  shal l :  

a)  i nvestigate  the  problem  and  i f possible  i denti fy the  causes;   

b)  EVALUATE  the  problem ’s  relevance to  SAFETY  using  the  software  RISK MANAGEMENT PROCESS  

(Clause  7) ;   

c)  document the  outcome of the  investigation  and  evaluation ;  and  

d )  create  a  CHANGE  REQUEST(S)  for actions  needed  to  correct the  problem ,  or document the  
rationale  for taking  no  action .  

[Class  A,  B,  C]  

NOTE  A problem  does  not  have  to  be  corrected  for the  MANUFACTURER  to  comply wi th  the  software  problem  
resolu tion  PROCESS ,  provided  that  the  problem  i s  not  relevant to  SAFETY.  

9.3  Advise relevant parties  

The  MANUFACTURER  shal l  advise  relevant parties  of the  existence  of the  problem ,  as  
appropriate.  

[Class  A,  B,  C]  

NOTE  Problems  can  be  d i scovered  before  or after release,  i ns i de  the  MANUFACTURER ’S  organ isation  or ou ts i de  i t.  
The  MANUFACTURER  d eterm ines  the  re levant  parti es  depend ing  on  the  s i tuation .  

9.4 Use change control  process  

The MANUFACTURER  shal l  approve  and  implement al l  CHANGE  REQUESTS ,  observing  the  
requ i rements  of the  change  control  PROCESS  (see  8. 2).  [Class  A,  B,  C]  

9.5 Maintain  records  

The MANUFACTURER  shal l  main tain  records  of PROBLEM  REPORTS  and  thei r resolu tion  i nclud ing  
thei r VERIFICATION .  

The  MANUFACTURER  shal l  update  the  RISK MANAGEMENT FI LE  as  appropriate  (see  7. 4).  [Class  A,  
B,  C]  

9.6  Analyse problems for trends  

The MANUFACTURER  shal l  perform  analysis  to  detect trends  in  PROBLEM  REPORTS .  [Class  A,  B,  C]  

9.7  Veri fy software  problem  resolution  

The MANUFACTURER  shal l  veri fy resolu tions  to  determ ine  whether:  

a)  problem  has  been  resolved  and  the  PROBLEM  REPORT has  been  closed ;  

b)  adverse  trends  have  been  reversed ;  

c)  CHANGE  REQUESTS  have been  implemented  in  the  appropriate  MEDICAL DEVICE  SOFTWARE  

PRODUCTS  and  ACTIVITI ES ;  and  

d )  add i tional  problems have  been  in troduced .  

[Class  A,  B,  C]  

9.8  Test documentation  contents  

When  testing ,  retesting  or REGRESSION  TESTING  SOFTWARE  I TEMS  and  SYSTEMS  fol lowing  a  
change,  the  MANUFACTURER  shal l  i nclude  in  the  test documentation :  

a)  test resu l ts;  
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b)  ANOMALIES  found ;  

c)  the  VERSION  of software  tested ;  

d )  relevant hardware  and  software  test configurations;  

e)  relevant test tools;  

f)  date  tested ;  and  

g )  identi fication  of the  tester.  

[Class  A,  B,  C]  
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Annex A  
( in formative)  

 

Rationale  for the  requirements  of th is  standard  

 

 

Rationale  for the  clauses  of th is  standard  i s  provided  in  th is  annex.  

A.1  Rationale  

The  primary requ i rement of th is  standard  i s  that a  set of PROCESSES  be  fol lowed  in  the  
development and  maintenance of MEDICAL DEVICE  SOFTWARE ,  and  that the  choice  of PROCESSES  
be  appropriate  to  the  RISKS  to  the  patient and  other people.  Th is  fol lows  from  the  bel ief that 
testing  of software  i s  not su fficien t to  determ ine  that i t  i s  safe  in  operation .  

The  PROCESSES  requ ired  by th is  standard  fal l  i n to  two categories:  

– PROCESSES  which  are  requ i red  to  determ ine  the  RISKS  arising  from  the  operation  of each  
SOFTWARE  I TEM  i n  the  software;  

– PROCESSES  which  are  requ ired  to  ach ieve  an  appropriately low probabi l i ty of software  fai lu re  
for each  SOFTWARE  I TEM ,  chosen  on  the  basis  of these  determ ined  RISKS .  

Th is  standard  requ i res  the  fi rst category to  be  performed  for a l l  MEDICAL  DEVICE  SOFTWARE  and  
the  second  category to  be  performed  for selected  SOFTWARE  I TEMS .  

A claim  of compl iance  wi th  th is  standard  shou ld  therefore  include a  documented  RISK ANALYSIS  

that identi fies  foreseeable  sequences  of events  that i nclude  software  and  that can  resu l t  i n  a  
HAZARDOUS  S ITUATION  (see  ISO 1 4971 ).  HAZARDS  HAZARDOUS  SI TUATIONS  that can  be  i nd i rectly 
caused  by software  (for example,  by provid ing  m islead ing  in formation  that cou ld  cause  
inappropriate  treatment to  be  adm in istered)  shou ld  be  i ncluded  in  th is  RISK ANALYSIS .  

Al l  ACTIVITIES  that are  requ i red  as  part of the  fi rst category of PROCESSES  are  i denti fied  i n  the  
normative  text as  " [Class  A,  B,  C] " ,  i nd icating  that they are  requ i red  i rrespective  of the  
classi fication  of the  software  to  wh ich  they apply.  

ACTIVI TIES  are  requ ired  for a l l  classes  A,  B,  and  C  for the  fol lowing  reasons:  

– the  ACTIVI TY  produces  a  plan  relevant to  RISK MANAGEMENT  or software  safety classi fication ;  

– the  ACTIVITY  produces  an  ou tput that i s  an  i nput to  RISK MANAGEMENT  or software  safety 
classi fication ;  

– the  ACTIVI TY  i s  a  part of RISK MANAGEMENT  or software  safety classi fication ;  

– the  ACTIVITY  establ ishes  an  adm in istration  system ,  documentation  or record-keeping  
system  that supports  RISK MANAGEMENT  or software  safety classi fication ;  

– the  ACTIVI TY  normal ly takes  place  when  the  classi fication  of the  related  software  is  
unknown;  

– the  ACTIVITY  can  cause  a  change that cou ld  i nval idate  the  current software  safety 
classi fication  of the  associated  software.  Th is  i ncludes  the  d iscovery and  analysis  of safety 
related  problems  after release.  

Other PROCESSES  are  requ i red  on ly for SOFTWARE SYSTEMS  or SOFTWARE  I TEMS  classi fied  i n  
software  safety classes  B  or C.  ACTIVITIES  requ i red  as  parts  of these  PROCESSES  are  i denti fied  
in  the  normative  text as  "[Class  B,  C] " ,  or " [Class  C] "  i nd icating  that they are  requ i red  
selectively depend ing  on  the  classi fication  of the  software  to  wh ich  they apply.  
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ACTIVI TIES  are  requ ired  selectively for software  in  classes  B  and  C  for the  fol lowing  reasons:  

– the  ACTIVI TY  enhances  the  rel iabi l i ty of the  software  by requ i ring  more  detai l  or more  rigor in  
the  design ,  testing  or other VERIFICATION ;  

– the  ACTIVI TY  i s  an  adm in istrative  ACTIVITY  that supports  another ACTIVITY  requ ired  for 
classes  B  or C;   

– the  ACTIVI TY  supports  the  correction  of safety-related  problems;  

– the  ACTIVITY  produces  records  of design ,  implementation ,  VERIFICATION  and  release  of 
safety-related  software.  

ACTIVI TIES  are  requ ired  selectively for software  in  class  C  for the  fol lowing  reasons:  

– the  ACTIVI TY  fu rther enhances  the  rel iabi l i ty of the  software  by requ i ring  more  detai l ,  or 
more  rigour,  or attention  to  speci fic i ssues  in  the  design ,  testing  or other VERIFICATION  

Note  that a l l  PROCESSES  and  ACTIVI TIES  defined  in  th is  standard  are  considered  valuable  in  
assuring  the  development and  maintenance of h igh  qual i ty software.  The  om ission  of many of 
these  PROCESSES  and  ACTIVITIES  as  requ i rements  for software  in  class  A that cannot by 
defin i tion  cause  a  HAZARD  shou ld  not imply that these  PROCESSES  and  ACTIVI TIES  would  not be  
of value  or are  not recommended .  Their om ission  is  in tended  to  recogn ize  that software  that 
cannot cause  a  HAZARD  can  be  easi ly assured  of SAFETY  and  effectiveness  primari ly through  
overal l  val idation  ACTIVI TY  during  the  design  of a  MEDICAL DEVICE  (wh ich  is  ou tside  the  scope of 
th is  standard)  and  through  some simple  software  l i fe  cycle  controls.  

A.2  Summary of requirements  by class  

Table  A. 1  summarizes  wh ich  software  safety classes  are  assigned  to  each  requ i rement.  Th is  
table  i s  i n formative  and  on ly provided  for conven ience.  The  normative  section  identi fies  the  
software  safety classes  for each  requ i rement.  
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Table  A.1  – Summary of requ irements  by software safety class  

Clauses  and  subclauses  Class  A Class  B  Class  C  

Clause  4  Al l  requ i rements  X X X 

5. 1  5 . 1 . 1 ,  5 . 1 . 2,  5 . 1 . 3 ,  5 . 1 . 6 ,  5. 1 . 7,  5. 1 . 8,  5 . 1 . 9  X X X 

 5 . 1 . 5,  5. 1 . 1 0,  5 . 1 . 1 1 ,  5 . 1 . 1 2   X X 

 5 . 1 . 4    X 

5. 2  5 . 2 . 1 ,  5 . 2 . 2,  5 . 2 . 4,  5 . 2 . 5,  5. 2 . 6  X X X 

 5 . 2 . 3   X X 

5. 3  5 . 3 . 1 ,  5 . 3. 2,  5 . 3 . 3 ,  5. 3. 4,  5 . 3 . 6   X X 

 5 . 3 . 5    X 

5. 4  5 . 4 . 1   X X 

 5 . 4 . 2 ,  5. 4. 3,  5 . 4 . 4    X 

5. 5  5 . 5. 1  X X X 

 5 . 5. 2 ,  5. 5. 3,  5 . 5. 5   X X 

 5 . 5. 4    X 

5. 6  Al l  requ i rements   X X 

5. 7  Al l  requ i rements  X X X 

5. 8  5 . 8 . 1 ,  5 . 8. 2,  5. 8. 4,  5 . 8 . 7 ,  5. 8. 8  X X X 

 5 . 8 . 1 ,  5 . 8. 2,  5. 8. 3,  5 . 8 . 5,  5. 8. 6,  5 . 8 . 7 ,  5. 8. 8   X X 

6 . 1  6 . 1  X X X 

6 . 2  6 . 2 . 1 ,  6 . 2 . 2,  6 . 2 . 4 ,  6 . 2 . 5  X X X 

 6 . 2 . 3   X X 

6 . 3  Al l  requ i rements  X X X 

Clause  6   Al l  requ i rements  X X X 

7. 1  Al l  requ i rements   X X 

7 . 2  Al l  requ i rements   X X 

7 . 3  Al l  requ i rements   X X 

7 . 4  7 . 4 . 1  X X X 

 7 . 4 . 2 ,  7 . 4. 3   X X 

Clause  8  Al l  requ i rements  X X X 

Clause  9  Al l  requ i rements  X X X 
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Annex B   
( informative)  

 

Guidance on  the  provisions  of th is  standard  

 

 

B.1  Scope 

B.1 . 1  Purpose 

The  purpose  of th i s  standard  i s  to  provide  a  development PROCESS  that wi l l  consisten tly 
produce  h igh  qual i ty,  safe  MEDICAL  DEVICE  SOFTWARE .  To accompl i sh  th i s,  the  standard  
i den ti fi es  the  m in imum  ACTIVITIES  and  TASKS  that need  to  be  accompl i shed  to  provide  
confidence  that the  software  has  been  developed  i n  a  manner that i s  l i kely to  produce  h igh ly 
re l i able  and  safe  MEDICAL  DEVICE  SOFTWARE  PRODUCTS .  

Th is  annex provides  gu idance  for the  appl i cation  of the  requ i rements  of th i s  standard .   I t  does  
not add  to,  or otherwise  change,  the  requ i rements  of th i s  standard .  Th is  annex can  be  used  
to  better understand  the  requ i rements  of th i s  standard .  

Note  that i n  th i s  standard ,  ACTIVITI ES  are  subclauses  cal l ed  ou t wi th in  the  PROCESSES  and  
TASKS  are  defined  wi th in  the  ACTIVI TIES .  For example,  the  ACTIVITIES  d efi ned  for the  software  
development PROCESS  are  software  development p lann ing ,  software  requ i rements  analysis,  
software  ARCH ITECTURAL design ,  software  detai l ed  design ,  SOFTWARE  UN IT  implementation  and  
VERIFICATION ,  software  i n tegration  and  i n tegration  testi ng ,  SOFTWARE  SYSTEM  testi ng ,  and  
software  release.  The  TASKS  wi th in  these  ACTIVITIES  are  the  i nd ividual  requ i rements.  

Th is  standard  does  not  requ i re  a  parti cu lar SOFTWARE  DEVELOPMENT L I FE  CYCLE  MODEL .  
However,  compl iance  wi th  th i s  standard  does  imply dependencies  between  PROCESSES ,  
because  i npu ts  of a  PROCESS  are  generated  by another PROCESS .  For example,  the  software  
safety classi fi cation  of the  SOFTWARE  SYSTEM  shou ld  be  completed  after the  RISK ANALYSIS  

PROCESS  has  establ i shed  what HARM  cou ld  ari se  from  fai l u re  of the  SOFTWARE  SYSTEM .  

Because  of such  l og ical  dependencies  between  processes,  i t  i s  easiest to  describe  the  
processes  i n  th i s  standard  i n  a  sequence,  implying  a  “waterfal l ”  or “once-through”  l i fe  cycle  
model .  However,  other l i fe  cycles  can  a l so  be  used .  Some  development (model )  strateg ies  as  
defined  at  I SO/IEC 1 2207  [9]  i nclude  (see  a l so  Table  B . 1 ) :  

– Waterfal l .  The  “once-through"  strategy,  a l so  cal l ed  “waterfal l ” ,  consists  of performing  the  
development PROCESS  a  s i ng le  time.  S impl i sti cal l y:  determine  customer needs,  define  
requ i rements,  design  the  SYSTEM ,  implement the  system,  test,  fi x and  del i ver.  

– I ncremental :  The  “ i ncremental ”  strategy determines  customer needs  and  defines  the  
SYSTEM  requ i rements,  then  performs  the  rest of the  development i n  a  sequence  of bu i l ds.  
The  fi rst  bu i l d  i ncorporates  part of the  p lanned  capabi l i ti es,  the  next bu i l d  adds  more  
capabi l i ti es,  and  so  on ,  un ti l  the  SYSTEM  i s  complete.  

– Evolu tionary:  The  “evolu tionary”  strategy a l so  develops  a  SYSTEM  i n  bu i l ds  bu t d i ffers  from  
the  i ncremental  strategy i n  acknowledg ing  that  the  user need  i s  not fu l l y understood  and  
a l l  requ i rements  cannot be  defined  up  fron t.  I n  th i s  strategy,  customer needs  and  SYSTEM  
requ i rements  are  partia l l y  defined  up  fron t,  then  are  refined  i n  each  succeed ing  bu i l d .  
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Table  B. 1  – Development (model )  strateg ies  as  defined  in  ISO/IEC  1 2207  

Development Strategy Define  al l  requ i rements  

fi rst?  

Mu l tiple  development 

cycles?  

Distribu te  i n terim  

software?  

Waterfa l l   
 (Once-th rough )  

yes  no  no  

I ncremen ta l  
(Preplanned  product  

improvemen t)  
yes  yes  maybe  

Evol u ti onary no  yes  yes  

 
Wh ichever l i fe  cycle  i s  chosen  i t  i s  necessary to  main tain  the  l og ical  dependencies  between  
PROCESS  ou tpu ts  such  as  speci fi cations,  design  documents  and  software.  The  waterfal l  l i fe  
cycle  model  ach ieves  th i s  by delaying  the  start  of a  PROCESS  u n ti l  the  i npu ts  for that PROCESS  
are  complete  and  approved .  

Other l i fe  cycles,  parti cu larl y evolu tionary l i fe  cycles,  permi t  PROCESS  ou tpu ts  to  be  produced  
before  a l l  the  i npu ts  for that PROCESS  are  avai lable.  For example,  a  new SOFTWARE  I TEM  can  
be  speci fied ,  classi fied ,  implemented  and  VERIFIED  before  the  whole  software  ARCH ITECTURE  
has  been  fi nal i sed .  Such  l i fe  cycles  carry the  RISK  that a  change  or development i n  one  
PROCESS  ou tpu t wi l l  i nval i date  another PROCESS  ou tpu t.  Al l  l i fe  cycles  therefore  use  a  
comprehensive  configuration  management system  to  ensure  that a l l  PROCESS  ou tpu ts  are  
brought to  a  consistent state  and  the  dependencies  main tained .  

The  fol lowing  princip les  are  importan t regard less  of the  software  development l i fe  cycle  used :  

– Al l  PROCESS  ou tpu ts  shou ld  be  main tained  i n  a  consistent state;  whenever any PROCESS  
ou tpu t i s  created  or changed ,  a l l  re lated  PROCESS  ou tpu ts  shou ld  be  updated  promptly to  
main tain  thei r consistency wi th  each  other and  to  main tain  a l l  dependencies  expl i ci tl y  or 
impl i ci tl y requ i red  by th is  standard ;  

– a l l  PROCESS  ou tpu ts  shou ld  be  avai l able  when  needed  as  i npu t to  fu rther work on  the  
software.   

– before  any MEDICAL  DEVICE  SOFTWARE  i s  re leased ,  a l l  PROCESS  ou tpu ts  shou ld  be  
consisten t wi th  each  other and  a l l  dependencies  between  PROCESS  ou tpu ts  expl ici tl y  or 
impl ici tl y requ i red  by th i s  standard  shou ld  be  observed .  

B.1 .2  F ield  of appl ication  

Th is  standard  appl ies  to  the  development and  main tenance  of MEDICAL  DEVICE  SOFTWARE  as  
wel l  as  the  development and  main tenance  of a  MEDICAL  DEVICE  that i ncludes  SOUP .  

The  use  of th is  standard  requ i res  the  MANUFACTURER to  perform  MEDICAL  DEVICE  RISK 

MANAGEMENT  that i s  compl ian t wi th  I SO  1 4971 .  Therefore,  when  the  MEDICAL  DEVICE  SYSTEM  

ARCH ITECTURE  i ncl udes  an  acqu i red  component ( th i s  cou ld  be  a  pu rchased  component or a  
component of unknown  provenance),  such  as  a  pri n ter/plotter that i ncludes  SOUP ,  the  
acqu i red  component becomes  the  responsibi l i ty of the  MANUFACTURER and  must be  i ncluded  
i n  the  RISK MANAGEMENT  of the  MEDICAL  DEVICE .  I t  i s  assumed  that th rough  proper performance  
of MEDICAL  DEVICE  RISK MANAGEMENT ,  the  MANUFACTURER wou ld  understand  the  component 
and  recogn ize  that i t  i ncludes  SOUP .  The  MANUFACTURER using  th i s  standard  wou ld  i nvoke  the  
software  RI SK MANAGEMENT PROCESS  as  part of the  overal l  MEDICAL  DEVICE  RI SK MANAGEMENT 

PROCESS .  

The  main tenance  of re leased  MEDICAL  DEVICE  SOFTWARE  appl ies  to  the  post-production  
experience  wi th  the  MEDICAL  DEVICE  SOFTWARE .  Software  main tenance  i ncludes  the  
combination  of a l l  techn ical  and  admin istrative  means,  i nclud ing  supervis ion  actions,  to  act 
on  problem  reports  to  retain  an  i tem  i n ,  or restore  i t  to,  a  state  i n  wh ich  i t  can  perform  a  
requ i red  function  as  wel l  as  mod i fi cation  requests  re lated  to  released  MEDICAL  DEVICE  
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SOFTWARE  PRODUCT(S) .  For example,  th i s  i ncludes  problem  recti fi cation ,  regu latory reporti ng ,  
re-val i dation  and  preventive  action .  See  I SO/IEC 1 4764  [1 0] .  

B.2  Normative  references  

I SO/IEC 90003  [1 5]  provides  gu idance  for applying  a  qual i ty management system  to  software  
development.  Th is  gu idance  i s  not requ i red  by th i s  standard  bu t i s  h i gh ly recommended .  

B.3  Terms  and  defin i tions  

Where  possib le,  terms  have  been  defined  using  defin i ti ons  from  i n ternational  standards.  

Th is  standard  chose  to  use  three  terms  to  describe  the  decomposi tion  of a  SOFTWARE  SYSTEM  
( top  l evel ) .  The  SOFTWARE  SYSTEM  can  be  a  subsystem  of the  MEDICAL  DEVICE  (see  I EC  60601 -
1 -4  [2 ] )  or a  MEDICAL  DEVICE  i n  i ts  own  ri gh t,  which  then  becomes  a  software  MEDICAL  DEVICE .  
The  l owest l evel  that i s  not fu rther decomposed  for the  purposes  of testi ng  or software  
configuration  management i s  the  SOFTWARE  UN IT.  Al l  l evels  of composi tion ,  i nclud ing  the  top  
and  bottom  l evels,  can  be  cal l ed  SOFTWARE  I TEMS .  A SOFTWARE  SYSTEM ,  then ,  i s  composed  of 
one  or more  SOFTWARE  I TEMS ,  and  each  SOFTWARE  I TEM  i s  composed  of one  or more  
SOFTWARE  UN ITS  or decomposable  SOFTWARE  I TEMS .  The  responsibi l i ty i s  l eft  to  the  
MANUFACTURER  to  provide  the  defin i ti on  and  g ranu lari ty of the  SOFTWARE  I TEMS  and  SOFTWARE  

UN I TS .  Leaving  these  terms  vague  a l l ows  one  to  apply them  to  the  many d i fferent 
development methods  and  types  of software  used  i n  MEDICAL  DEVICES .  

B.4 General  requ irements  

There  i s  no  known  method  to  guarantee  1 00  %  SAFETY  for any kind  of software.  

There  are  th ree  major princip les  wh ich  promote  SAFETY  for MEDICAL  DEVICE  SOFTWARE :  

– RISK MANAGEMENT ;  

– qual i ty management;  

– software  eng ineering .  

For the  development and  main tenance  of safe  MEDICAL  DEVICE  SOFTWARE  i t  i s  necessary to  
establ i sh  RISK MANAGEMENT  as  an  i n tegral  part  of a  qual i ty management system  as  an  overal l  
framework for the  appl i cation  of appropriate  software  eng ineering  methods  and  techn iques.  
The  combination  of these  th ree  concepts  a l l ows  a  MEDICAL  DEVICE  MANUFACTURER  to  fo l l ow a  
clearly structu red  and  consisten tl y repeatable  decis ion -making  PROCESS  to  promote  SAFETY  
for MEDICAL  DEVICE  SOFTWARE .  

B.4.1  Qual i ty management system  

A d iscipl i ned  and  effective  set of software  PROCESSES  i ncl udes  organ izational  PROCESSES  
such  as  management,  i n frastructu re,  improvement,  and  train ing .  To  avoid  dupl i cation  and  to  
focus  th i s  standard  on  software  eng ineering ,  these  PROCESSES  have  been  omi tted  from  th i s  
standard .  These  PROCESSES  are  covered  by a  qual i ty management system.  I SO  1 3485  [8]  i s  
an  I n ternational  Standard  that i s  speci fical l y i n tended  for applying  the  concepts  of qual i ty 
management to  MEDICAL  DEVICES .  Conformance  to  I SO  1 3485  qual i ty management system  
requ i rements  does  not au tomatical l y consti tu te  conformi ty wi th  national  or reg ional  regu latory 
requ i rements.  I t  i s  the  MANUFACTURER ’S  responsibi l i ty  to  i den ti fy and  establ i sh  compl iance  
wi th  re levant regu latory requ i rements.   
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B.4.2  R ISK MANAGEMENT  

Software  development parti cipates  i n  RISK MANAGEMENT ACTIVITIES  su ffi cien tly to  ensure  that 
a l l  reasonably foreseeable  RISKS  associated  wi th  the  MEDICAL  DEVICE  SOFTWARE  are  
considered .  

Rather than  trying  to  define  an  appropriate  RISK MANAGEMENT PROCESS  i n  th i s  software  
eng ineering  standard ,  i t  i s  requ i red  that the  MANUFACTURER  apply a  RISK MANAGEMENT  
PROCESS  that i s  compl ian t wi th   I SO  1 4971 ,  wh ich  deals  expl i ci tl y wi th  RISK MANAGEMENT  for 
MEDICAL  DEVICES .  Speci fi c software  RISK MANAGEMENT  ACTIVI TIES  resu l ti ng  from  HAZARDS  

HAZARDOUS  S I TUATIONS  that have  software  as  a  contribu ting  cause  are  i den ti fi ed  i n  a  
supporti ng  PROCESS  d escribed  i n  Clause  7 .  

B.4.3  Software  safety classi fication  

The  RISK  associated  wi th  software  as  a  part  of a  MEDICAL  DEVICE ,  as  an  accessory to  a  
MEDICAL  DEVICE ,  or as  a  MEDICAL  DEVICE  i n  i ts  own  ri gh t,  i s  used  as  the  i npu t to  a  software  
safety classi fi cation  scheme,  wh ich  then  determines  the  PROCESSES  to  be  used  during  the  
development and  main tenance  of software.  

R I SK  i s  considered  to  be  a  combination  of the  severi ty of i n ju ry HARM  and  the  probabi l i ty of i ts  
occurrence.  However,  there  i s  no  consensus  on  how to  determ ine  the  probabi l i ty of 
occurrence  of software  fa i l u res  using  trad i tional  stati sti cal  methods.  I n  th is  standard ,  
therefore,  SOFTWARE  SYSTEM  cl assi fication  i s  based  on  the  severi ty of the  HAZARD  resu l ti ng  
from  fa i l u re  of the  software,  assuming  that the  fa i l u re  wi l l  occur.  SOFTWARE  SYSTEMS  that 
con tribu te  to  the  implementation  of RISK CONTROL  measures  are  classi fied  based  on  the  
severi ty of the  HAZARD  they are  con trol l i ng .  However,  no  consensus  exists  for a  method  of 
quan ti tati vely estimating  the  probabi l i ty of occurrence  of a  software  fai l u re.  When  software  i s  
present i n  a  sequence  or combination  of events  l ead ing  to  a  HAZARDOUS  S I TUATION ,  the  
probabi l i ty of the  software  fai l u re  occurring  cannot be  considered  i n  estimating  the  RISK  for 
the  HAZARDOUS  S I TUATION .  I n  such  cases,  considering  a  worst case  probabi l i ty i s  appropriate,  
and  the  probabi l i ty for the  software  fa i l u re  occurring  shou ld  be  set to  1 .  When  i t  i s  possible  to  
estimate  the  probabi l i ty for the  remain ing  events  i n  the  sequence  (as  i t  may be  i f they are  not 
software)  that probabi l i ty can  be  used  for the  probabi l i ty of the  HAZARDOUS  S I TUATION  
occurring  (P1  i n  F igure  B . 2).  

I n  many cases  however,  i t  m igh t not be  possib le  to  estimate  the  probabi l i ty for the  remain ing  
even ts  i n  the  sequence,  and  the  RISK  shou ld  be  EVALUATED  on  the  basis  of the  natu re  of the  
HARM  a l one  (the  probabi l i ty of the  HAZARDOUS  S I TUATION  occurring  shou ld  be  set to  1 ) .  R I SK 

ESTIMATION  i n  these  cases  shou ld  be  focused  on  the  SEVERITY  of the  HARM  resu l ti ng  from  the  
HAZARDOUS  S I TUATION .  Subjective  rankings  of probabi l i ty can  a l so  be  assigned  based  on  
cl i n ical  knowledge  to  d i sti ngu ish  fai l u res  that  a  cl i n ician  wou ld  be  l i kely to  detect from  those  
that wou ld  not be  detected  and  wou ld  be  more  l i kely to  cause  HARM .  

Estimates  of probabi l i ty of a  HAZARDOUS  S I TUATION  l ead ing  to  HARM  (P2  i n  F igure  B. 2)  
general l y requ i re  cl i n ical  knowledge  to  d i sti ngu ish  between  HAZARDOUS  S I TUATIONS  where  
cl i n ical  practice  wou ld  be  l i kely to  prevent HARM ,  and  HAZARDOUS  S I TUATIONS  that wou ld  be  
more  l i kely to  cause  HARM .  
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NOTE  P1  i s  the  probabi l i ty of a  hazardous  s i tuation  occurri ng  

 P2  i s  the  probabi l i ty of a  hazardous  s i tuation  l ead ing  to  harm  

Figure B.2  – Pictorial  representation  of the  relationsh ip  of HAZARD ,  sequence of events,  

HAZARDOUS  SITUATION ,  and  HARM  – from  ISO 1 4971 : 2007  Annex E  

I f a  SOFTWARE SYSTEM  i s  decomposed  in to  SOFTWARE I TEMS ,  then  each  SOFTWARE  I TEM  can  
have  i ts  own  software  safety classi fication .   

I t  i s  on ly possible  to  determ ine  the  RISK  associated  wi th  fai lu re  of a  SOFTWARE  I TEM :  

– i f a  SYSTEM  ARCHITECTURE  and  a  software  ARCHITECTURE  define  the  role  of the  SOFTWARE  

I TEM  i n  terms  of i ts  purpose  and  i ts  in terfaces  wi th  other software  and  hardware  i tems;  

– i f changes  to  the  SYSTEM  are  control led ;  

– after RISK ANALYSIS  has  been  done  on  the  ARCHITECTURE  and  RISK CONTROL  measures  
speci fied .  

Th is  standard  requ i res  the  m in imum  number of ACTIVITI ES  that wi l l  ach ieve  the  above 
cond i tions  for a l l  classes  of software.  

The  end  of the  software  ARCHITECTURE  ACTIVI TY  i s  the  earl iest poin t in  the  development when  
the  fu l l  set of SOFTWARE I TEMS  i s  defined  and  the  RISK MANAGEMENT ACTIVITY  has  i denti fied  how 
the  SOFTWARE I TEMS  relate  to  SAFETY.  Th is  i s  therefore  the  earl iest poin t at wh ich  SOFTWARE  

I TEMS  can  be  classi fied  defin i tively accord ing  to  thei r SAFETY role.  

Th is  poin t corresponds  to  the  poin t where  RISK CONTROL  i s  begun  in  I SO  1 4971 .  

Before  th is  poin t,  the  RISK MANAGEMENT PROCESS  i denti fies  ARCHITECTURAL RISK CONTROL  
measures,  for example  add ing  protective  subsystems,  or reducing  the  opportun i ties  for 
software  fai lu res  to  cause  HARM .  After th is  poin t,  the  RISK MANAGEMENT PROCESS  uses  
PROCESSES  a imed  at reducing  the  probabi l i ty of fa i lu re  of SOFTWARE  I TEMS .  I n  other words,  the  
classi fication  of a  SOFTWARE I TEM  speci fies  PROCESS-based  RISK CONTROL  measures  to  be  
appl ied  to  that i tem .  
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I t  i s  expected  that MANUFACTURERS  wi l l  find  i t  usefu l  to  classi fy software  before  th is  poin t,  for 
example  to  focus  attention  on  areas  to  be  i nvestigated ,  bu t such  classi fication  shou ld  be  
regarded  as  prel im inary and  shou ld  not be  used  to  j usti fy the  om ission  of PROCESSES .  

The software  safety classi fication  scheme is  not in tended  to  al ign  wi th  the  RISK  classi fications  
of I SO  1 4971 .  Whereas  the  I SO 1 4971  scheme classi fies  RISK  accord ing  to  thei r severi ty and  
l i kel ihood ,  the  software  safety classi fication  scheme classi fies  SOFTWARE SYSTEMS  and  
SOFTWARE  I TEMS  accord ing  to  the  PROCESSES  to  be  appl ied  in  their development and  
maintenance.  

As  the  design  evolves,  new RISKS  m ight become evident.  Therefore,  RISK MANAGEMENT  shou ld  
be  appl ied  as  an  i n tegral  part of the  development PROCESS .  Th is  perm i ts  the  development of an  
ARCHITECTURAL  design  that identi fies  a  complete  set of SOFTWARE I TEMS ,  i nclud ing  those  that 
are  requ ired  to  function  correctly to  assure  safe  operation  and  those  that prevent fau l ts  from  
causing  HARM .  

The  software  ARCHITECTURE  shou ld  promote  segregation  of software  i tems  that  are  requ ired  for 
safe  operation  and  shou ld  describe  the  methods  used  to  ensure  effective  segregation  of those  
SOFTWARE  I TEMS .  Segregation  is  not restricted  to  physical  (processor or memory parti tion)  
separation  bu t includes  any mechan ism  that prevents  one  SOFTWARE I TEM  from  negatively 
affecting  another.  The  adequacy of a  segregation  is  determ ined  based  on  the  RISKS  i nvolved  
and  the  rationale  wh ich  i s  requ i red  to  be  documented .  

As  stated  in  B.3,  th is  standard  chooses  to  use  three  terms  to  describe  the  decomposi tion  of a  
SOFTWARE  SYSTEM  ( top  level ) .   

F igure  B. 1  i l l ustrates  the  possible  parti tion ing  for SOFTWARE  I TEMS  with in  a  SOFTWARE  SYSTEM  

and  how the  software  safety classes  wou ld  be  appl ied  to  the  group of SOFTWARE  I TEMS  in  the  
decomposi tion .  
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Figure B.1  – Example of parti tion ing  of SOFTWARE  ITEMS  

For th is  example,  the  MANUFACTURER  knows,  due  to  the  type  of MEDICAL DEVICE  SOFTWARE  
being  developed ,  that the  prel im inary software  safety classi fication  for the  SOFTWARE  SYSTEM  i s  
software  safety class  C.  During  software  ARCHITECTURE  design  the  MANUFACTURER  has  decided  
to  parti tion  the  SYSTEM ,  as  shown,  wi th  3  SOFTWARE  I TEMS  – X,  W  and  Z.  The  MANUFACTURER  i s  
able  to  segregate  al l  SOFTWARE  SYSTEM  con tributions  to  HAZARDS  HAZARDOUS  S ITUATIONS  wh ich  
cou ld  resu l t  i n  death  or SERIOUS  I NJURY  to  SOFTWARE I TEM  Z  and  al l  remain ing  SOFTWARE  

SYSTEM  contributions  to  HAZARDS  HAZARDOUS  SI TUATIONS   wh ich  cou ld  resu l t i n  a  non-SERIOUS  

I NJURY  to  SOFTWARE I TEM  W .  SOFTWARE I TEm  W  is  classi fied  as  software  safety class  B  and  
SOFTWARE  I TEM  Z  i s  at  software  safety class  C.  SOFTWARE  I TEM  Y therefore  must be  classi fied  
as  Class  C,  per 4. 3  d ).  The  SOFTWARE SYSTEM  i s  a lso  at a  software  safety class  C  per th is  
requ i rement.  SOFTWARE  I TEM  X  has  been  classi fied  at a  software  safety class  of A.  The  
MANUFACTURER  i s  able  to  document a  rationale  for the  segregation  between  SOFTWARE  I TEMS  X 
and  Y,  as  wel l  as  SOFTWARE I TEMS  W  and  Z,  to  assure  the  in tegri ty of the  segregation .  I f 
parti tion ing  segregation  i s  not possible  between  SOFTWARE  I TEMS  X  and  Y,  then  SOFTWARE  I TEM  
X  must be  classi fied  i n  software  safety class  C.  

B.4.4 LEGACY SOFTWARE  

Subclause  4. 4  establ ishes  a  process  for appl ication  of th is  standard  to  LEGACY SOFTWARE .  
Some geograph ies  may requ ire  the  MANUFACTURER  to  show conform i ty to  the  standard  to  obtain  
regu latory approval  of the  MEDICAL DEVICE  SOFTWARE ,  even  i f that software  was  designed  prior 
to  the  existence  of the  current version  of the  standard  (LEGACY SOFTWARE) .   I n  th is  case,  the  
requ i rements  in  4 . 4  provide  a  method  for the  the  MANUFACTURER to  demonstrate  compl iance  of 
LEGACY SOFTWARE  to  the  standard .   

A MANUFACTURER  may determ ine  that retrospective  documentation  of an  al ready fin ished  
development-l i fecycle  performed  as  an  i solated  activi ty does  not resu l t i n  the  reduction  of RISK  
associated  wi th  the  use  of the  product.  The  process  resu l ts  i n  the  i denti fication  of a  subset of 
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ACTIVI TIES  defined  in  th is  standard  wh ich  does  resu l t i n  reduction  of RISK.  Some add i tional  
goals  impl ici t  i n  the  process  are:  

– requ ired  ACTIVITI ES  and  resu l ting  documentation  shou ld  rely on  and  make use  of,  wherever 
possible,  existing  documentation ,  and  

– a  MANUFACTURER  shou ld  u ti l i ze  resources  as  effectively as  possible  to  effect a  reduction  of 
RISK.  

I n  add i tion  to  a  plan  i denti fying  the  subset of ACTIVITI ES  to  execute,  the  process  also  resu l ts  i n  
objective  evidence supporting  safe  continued  use  of the  LEGACY SOFTWARE  and  a  summary 
rationale  for th is  conclusion .  

The  RISKS  associated  wi th  the  planned  continued  use  of the  LEGACY SOFTWARE  depend  on  the  
context in  wh ich  the  LEGACY SOFTWARE  wi l l  be  used  to  create  a  SOFTWARE  SYSTEM .  The  
MANUFACTURER  wi l l  document a l l  i denti fied  MEDICAL DEVICE  HAZARDS  associated  wi th  the  LEGACY 

SOFTWARE .  

Subclause  4 . 4  requ ires  a  comprehensive  assessment of avai lable  post-production  field  data  
obtained  for the  LEGACY SOFTWARE  during  the  time i t  has  been  in  production  and  use.  Typical  
sources  of post-production  data  i nclude:  

– adverse  events  attributable  to  the  device,  

– feedback received  from  users  of the  device,  and  

– ANOMALIES  d i scovered  by the  MANUFACTURER.  

Though  no  consensus  exists  for a  method  of prospectively estimating  quanti tatively the  
probabi l i ty of occurrence of a  software  fai lu re,  such  in formation  may be  avai lable  for LEGACY 

SOFTWARE ,  based  on  the  usage  of such  software  and  EVALUATION  of post-production  data.  I f i t  
i s  possible  i n  such  cases  to  quanti tatively estimate  the  probabi l i ty of events  i n  the  sequence,  a  
quanti tative  value  may be  used  for expressing  the  probabi l i ty of the  enti re  sequence of events  
occurring .  I f such  quanti tative  estimation  i s  not possible,  considering  a  worst case  probabi l i ty i s  
appropriate,  and  the  probabi l i ty for the  software  fai lu re  occurring  shou ld  be  assumed  to  be  1 .  

The  MANUFACTURER  determ ination  of how the  LEGACY SOFTWARE  wi l l  be  used  in  the  overal l  
MEDICAL DEVICE  SYSTEM  ARCHITECTURE  i s  i nput to  the  assessment of RISK.  The  RISKS  to  be  
considered  vary accord ing ly.  

– When  LEGACY SOFTWARE  has  been  safely and  rel iably used  and  the  MANUFACTURER  wishes  
to  continue  use  of the  LEGACY SOFTWARE ,  the  rationale  for continued  use  rests  primari ly on  
the  assessment of RISK  based  on  post-production  records.  

– When  LEGACY SOFTWARE  i s  reused  to  create  a  new SOFTWARE  SYSTEM ,  the  in tended  use  of 
the  LEGACY SOFTWARE  m igh t be  d i fferent from  i ts  orig inal  i n tended  use.  I n  th is  case  the  RISK  
assessment must take  in to  account the  mod i fied  set of HAZARDOUS  SI TUATIONS  wh ich  can  
arise  due  to  fai lu res  of the  LEGACY SOFTWARE .  

– A reused  LEGACY SOFTWARE  may be  used  for s im i lar in tended  use  but i n tegrated  in to  a  new 
SOFTWARE  SYSTEM .   I n  th is  case  the  RISK  assessment shou ld  take  in to  account mod i fication  
of arch i tectural  RISK CONTROL  measures  accord ing  to  5. 3.  

When  LEGACY SOFTWARE  wi l l  be  changed  and  used  wi th in  a  new SOFTWARE SYSTEM ,  the  
MANUFACTURER  shou ld  consider how the  existing  records  of safe  and  rel iable  operation  may be  
inval idated  by the  changes.  

Changes  to  the  LEGACY SOFTWARE  shou ld  be  performed  accord ing  to  Clauses  4  to  9  of th is  
standard ,  i nclud ing  assessment of impact to  RISK CONTROL measures  accord ing  to  7. 4.  I n  the  
case  of LEGACY SOFTWARE ,  existing  RISK CONTROL measures  may not be  fu l ly documented  and  
special  care  shou ld  be  taken  to  EVALUATE  the  potential  impact of changes,  u ti l izing  avai lable  
documented  design  records  as  wel l  as  expertise  of i nd ividuals  having  knowledge of the  system .   
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Accord ing  to  4 . 4,  the  MANUFACTURER  performs  a  gap  analysis  i n  order to  determ ine  the  
avai lable  documentation  includ ing  objective  evidence of performed  TASKS  done  during  
development of the  LEGACY SOFTWARE  and  compared  to  5. 2,  5. 3,  5. 7,  and  Clause  7.  Typical  
steps  to  accompl ish  th is  gap  analysis  include  

a)  i denti fication  of the  LEGACY SOFTWARE ,  i nclud ing  VERSION ,  revision  and  any other means,  
requ i red  for clear i denti fication ;  

b)  EVALUATION  of existing  DELIVERABLES  correspond ing  to  the  del iverables  requ ired  by 5. 2,  5. 3,  
5. 7,  and  Clause  7;  

c)  EVALUATION  of avai lable  objective  evidence,  documenting  the  previously appl ied  software  
development l i fecycle  model  (as  appropriate);  

d )  EVALUATION  of the  adequacy of existing  RISK MANAGEMENT  documentation ,  taking  I SO  1 4971  
in to  account.  

Taking  the  performed  gap  analysis  i n to  account,  the  MANUFACTURER  wi l l  EVALUATE  the  potentia l  
reduction  in  RISK  resu l ting  from  the  generation  of the  m issing  DELIVERABLES  and  associated  
ACTIVI TIES ,  and  create  a  plan  to  perform  ACTIVITI ES  and  generate  DELIVERABLES  to  close  these  
gaps.  

Reduction  of RISK  shou ld  balance  the  benefi t  of applying  the  software  development process  
accord ing  to  Clause  5  against the  possibi l i ty that mod i fication  of the  LEGACY SOFTWARE  wi thout 
fu l l  knowledge of i ts  development h istory cou ld  i n troduce new defects  that i ncrease  the  risk.  
Some of the  elements  of Clause  5  may be  assessed  to  have  l i ttle  to  no  reduction  of RISK  when  
done  after the  fact.  For example,  detai led  design  and  un i t veri fication  reduce RISK  primari ly 
during  the  process  of developing  new software  or refactoring  existing  software.  I f these  
objectives  are  not planned ,  perform ing  the  ACTIVI TIES  i n  i solation  may create  documentation  bu t 
l ead  to  no  reduction  i n  RISK.    

At a  m in imum ,  the  gap  closure  plan  addresses  m issing  SOFTWARE  SYSTEM  test records.  I f these  
do  not exist or are  not su i table  to  support a  rationale  to  continue  use  of the  LEGACY SOFTWARE ,  
the  gap  closure  plan  shou ld  include  creation  of SOFTWARE  SYSTEM  requ irements  at a  functional  
level  accord ing  to  5. 2  and  tests  accord ing  to  5. 7.  

The  documented  rationale  for continued  use  of the  LEGACY SOFTWARE  bu i lds  on  the  avai lable  
objective  evidence and  analysis  obtained  in  the  course  of assessing  the  RISK  and  creating  a  
gap  closure  plan  appropriate  for the  context of LEGACY SOFTARE  reuse.  

The  rationale  makes  a  posi tive  case  for the  safe  and  rel iable  performace of the  LEGACY 

SOFTWARE  i n  the  planned  reuse  context,  taking  in to  account both  the  post-production  records  
avai lable  for the  LEGACY SOFTWARE  and  the  RISK CONTROL MEASURES  affected  by fi l l i ng  process  
gaps.  

After LEGACY SOFTWARE  has  been  re-used  accord ing  to  4 . 4,  those  parts  of the  LEGACY 

SOFTWARE  for wh ich  gaps  in  DELIVERABLES  remain ,  continue  to  be  LEGACY SOFTWARE  and  may 
be  considered  for further re-use  again  accord ing  to  4 . 4.  When  gaps  in  del iverables  are  closed  
by chang ing  the  LEGACY SOFTWARE ,  the  changes  shou ld  be  performed  accord ing  to  Clauses  4  
to  9  of th is  standard .  

B.5 Software development PROCESS  

B.5.1  Software development planning  

The  objective  of th is  ACTIVI TY  i s  to  plan  the  software  development TASKS  to  reduce  RISKS  

caused  by software,  communicate  procedures  and  goals  to  members  of the  development team ,  
and  ensure  that SYSTEM  qual i ty requ irements  for the  MEDICAL DEVICE  SOFTWARE  are  met.  

The  software  development plann ing  ACTIVITY  can  document TASKS  i n  a  s ing le  plan  or i n  mu l tiple  
plans.  Some MANUFACTURERS  m igh t have  establ ished  pol icies  and  procedures  that apply to  the  
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development of a l l  thei r MEDICAL DEVICE  SOFTWARE .   I n  th is  case  the  plan  can  s imply reference 
the  existing  pol icies  and  procedures.  Some MANUFACTURERS  m ight prepare  a  p lan  or set of 
plans  speci fic to  the  development of each  MEDICAL DEVICE  SOFTWARE  PRODUCT  that spel l  ou t i n  
detai l  speci fic ACTIVITI ES  and  reference general  procedures.  Another possibi l i ty i s  that a  plan  or 
set of plans  i s  tai lored  for the  development of each  MEDICAL DEVICE  SOFTWARE  PRODUCT.  The 
plann ing  shou ld  be  speci fied  at the  level  of detai l  necessary to  carry ou t the  development 
PROCESS  and  shou ld  be  proportional  to  the  RISK.  For example,  SYSTEMS  or i tems  wi th  h igher 
RISK would  be  subject to  a  development PROCESS  wi th  more  rigor and  TASKS  shou ld  be  spel led  
ou t in  greater detai l .  

Plann ing  i s  an  i terative  ACTIVI TY  that shou ld  be  re-exam ined  and  updated  as  development 
progresses.  The  plan  can  evolve  to  i ncorporate  more  and  better i n formation  as  more  i s  
understood  about the  SYSTEM  and  the  level  of effort needed  to  develop  the  SYSTEM .  For 
example,  a  SYSTEM ’ s  in i tial  software  safety classi fication  can  change  as  a  resu l t of exercis ing  
the  RISK MANAGEMENT PROCESS  and  development of the  software  ARCHITECTURE .  Or i t  m ight be  
decided  that a  SOUP  be  i ncorporated  in to  the  SYSTEM .  I t  i s  important that the  plan(s)  be  updated  
to  reflect current knowledge of the  SYSTEM  and  the  level  of rigor needed  for the  SYSTEM  or 
i tems  in  the  SYSTEM  to  enable  proper control  over the  development PROCESS .  

B.5.2  Software  requ irements  analysis  

This  ACTIVI TY  requ i res  the  MANUFACTURER  to  establ ish  and  veri fy the  software  requ i rements  for 
the  MEDICAL DEVICE  SOFTWARE .  Establ ish ing  veri fiable  requ i rements  is  essential  for determ in ing  
what i s  to  be  bu i l t,  for determ in ing  that the  MEDICAL DEVICE  SOFTWARE  exh ibi ts  acceptable  
behaviour,  and  for demonstrating  that the  completed  MEDICAL DEVICE  SOFTWARE  i s  ready for 
use.  To  demonstrate  that the  requ irements  have  been  implemented  as  desi red ,  each  
requ i rement shou ld  be  stated  in  such  a  way that objective  cri teria  can  be  establ ished  to  
determ ine  whether i t  has  been  implemented  correctly.   I f the  device  RISK MANAGEMENT  PROCESS  
imposes  requ i rements  on  the  software  to  control  i denti fied  RISKS ,  these  requ irements  are  to  be  
i denti fied  i n  the  software  requ irements  i n  such  a  way as  to  make i t  possible  to  trace  the  RISK 

CONTROL  measures  to  the  software  requ irements.   Al l  software  requ i rements  shou ld  be  
i denti fied  in  such  a  way as  to  make i t  possible  to  demonstrate  TRACEABILITY  between  the  
requ irement and  SOFTWARE  SYSTEM  testing .  I f regu latory approval  in  some countries  requ i res  
conformance to  speci fic regu lations  or in ternational  standards,  th is  conformance requ irement 
shou ld  be  documented  in  the  software  requ i rements.  Because  the  software  requ i rements  
establ ish  what i s  to  be  implemented  in  the  software,  an  evaluation  of the  requ i rements  is  
requ ired  before  the  requ irements  analysis  ACTIVITY  i s  complete.  

An  area  of frequent confusion  is  the  d istinction  between  customer needs,  design  inputs,  
software  requ i rements,  software  functional  speci fications,  and  software  design  speci fications.  
Design  i nputs  are  the  i n terpretation  of customer needs  in to  formal ly documented  MEDICAL 

DEVICE  requ irements.  Software  requ irements  are  the  formal ly documented  speci fications  of 
what the  software  does  to  meet the  customer needs  and  the  design  inputs.  Software  functional  
speci fications  are  often  included  wi th  the  software  requ i rements  and  define  in  detai l  what the  
software  does  to  meet i ts  requ irements  even  though  many d i fferent a l ternatives  m ight a lso  
meet the  requ i rements.  Software  design  speci fications  define  how the  software  wi l l  be  
designed  and  decomposed  to  implement i ts  requ irements  and  functional  speci fications.  

Trad i tional ly,  software  requ i rements,  functional  speci fications,  and  design  speci fications  have  
been  wri tten  as  a  set of one  or more  documents.  I t  i s  now feasible  to  consider th is  in formation  
as  data  i tems  wi th in  a  common  database.  Each  i tem  wou ld  have  one  or more  attributes  that 
wou ld  define  i ts  purpose  and  l inkage  to  other i tems  in  the  database.  Th is  approach  al lows  
presentation  and  prin ting  of d i fferent views  of the  in formation  best su i ted  for each  set of 
in tended  users  (e. g . ,  marketing ,  MANUFACTURERS ,  testers,  aud i tors)  and  supports  TRACEABI LI TY  
to  demonstrate  adequate  implementation  and  the  extent to  wh ich  test cases  test the  
requ i rements.  Tools  to  support th is  approach  can  be  as  s imple  as  a  hypertext document using  
HTML hyperl inks  or as  complex and  capable  as  computer aided  software  eng ineering  (CASE)  
tools  and  requ i rements  analysis  tools.  

The  SYSTEM  requ irements  PROCESS  i s  ou t of scope of th is  standard .  However,  the  decision  to  
implement MEDICAL DEVICE  functional i ty wi th  software  i s  normal ly made during  SYSTEM  design .  
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Some or a l l  of the  SYSTEM  requ i rements  are  al located  to  be  implemented  in  software.  The  
software  requ irements  analysis  ACTIVI TY  consists  of analyzing  the  requ i rements  al located  to  
software  by the  SYSTEM  requ i rements  PROCESS  and  deriving  a  comprehensive  set of software  
requ i rements  that reflect the  al located  requ irements.  

To  ensure  the  in tegri ty of the  SYSTEM ,  the  MANUFACTURER  shou ld  provide  a  mechan ism  for 
negotiating  changes  and  clari fications  to  the  SYSTEM  requ irements  to  correct impractical i ties,  
inconsistencies  or ambigu i ties  i n  e i ther the  parent SYSTEM  requ i rements  or the  software  
requ i rements.  

The  PROCESS  of capture  and  analysis  of SYSTEM  and  software  requ irements  can  be  i terative.  
Th is  standard  does  not i n tend  to  requ ire  the  PROCESSES  to  be  rig id ly segregated  in to  two 
layers.  I n  practice,  SYSTEM  ARCHITECTURE  and  software  ARCHITECTURE  are  often  outl ined  
s imu l taneously and  the  SYSTEM  and  software  requ irements  are  subsequently documented  in  a  
layered  form .  

B.5.3  Software  ARCHITECTURAL design  

This  ACTIVITY  requ ires  the  MANUFACTURER  to  define  the  major structural  components  of the  
software  and  i denti fy thei r key responsibi l i ties ,  thei r external ly vis ible  properties,  and  the  
relationsh ip  among  them .  I f the  behaviour of a  component can  affect other components,  that 
behavior shou ld  be  described  in  the  software  ARCHITECTURE .  Th is  description  i s  especial ly 
important for behaviour that can  affect components  of the  MEDICAL DEVICE  that are  ou tside  the  
software  (see  5. 3.5  and  B. 4.3) .  ARCHITECTURAL  decis ions  are  extremely important for 
implementing  RISK CONTROL  measures.  Wi thout understand ing  (and  documenting)  the  
behaviour of a  component that can  affect other components,  i t  wi l l  be  nearly impossible  to  
show that the  SYSTEM  i s  safe.  A software  ARCHITECTURE  i s  necessary to  ensure  the  correct 
implementation  of the  software  requ irements.  The  software  ARCHITECTURE  i s  not complete  
un less  al l  software  requ irements  can  be  implemented  by the  i denti fied  SOFTWARE  I TEMS .  
Because  the  design  and  implementation  of the  software  is  dependent on  the  ARCHITECTURE ,  the  
ARCHITECTURE  i s  VERIFIED  to  complete  th is  ACTIVITY.  VERIFICATION  of the  ARCHITECTURE  i s  
general ly done  by techn ical  EVALUATION .  

The  software  safety classi fication  of SOFTWARE  I TEMS  during  the  software  ARCHITECTURE  
ACTIVI TY  creates  a  basis  for the  subsequent choice  of software  PROCESSES .  The  records  of 
classi fication  are  placed  under change control  as  part of the  RISK MANAGEMENT FI LE .  

Many subsequent events  m ight i nval idate  the  classi fication .  These  include,  for example:  

– changes  of SYSTEM  speci fication ,  software  speci fication  or ARCHITECTURE ;  

– d iscovery of errors  in  the  RISK ANALYSIS ,  especial ly unforeseen  HAZARDS ;  and  

– d iscovery of the  i n feasibi l i ty of a  requ i rement,  especial ly a  RISK CONTROL  measure;  

Therefore,  during  al l  ACTIVITI ES  fol lowing  the  design  of the  software  ARCHITECTURE ,  the  
classi fication  of the  SOFTWARE  SYSTEM  and  SOFTWARE I TEMS  shou ld  be  re-EVALUATED  and  m ight 
need  to  be  revised .  Th is  wou ld  trigger rework to  apply add i tional  PROCESSES  to  a  SOFTWARE  

I TEM  as  a  resu l t of i ts  upgrad ing  to  a  h igher class.  The  software  configuration  management 
PROCESS  (Clause  8)  i s  used  to  ensure  that a l l  necessary rework is  i denti fied  and  completed .  

B.5.4 Software detai led  design  

This  ACTIVI TY  requ i res  the  MANUFACTURER  to  refine  the  SOFTWARE I TEMS  and  i n terfaces  defined  
in  the  ARCHITECTURE  to  create  SOFTWARE  UN ITS  and  thei r i n terfaces.  Al though  SOFTWARE  UN ITS  
are  often  thought of as  being  a  s ing le  function  or modu le,  th is  view i s  not a lways  appropriate.  
We have  Th is  standard  has  defined  SOFTWARE  UN IT  to  be  a  SOFTWARE  I TEM  that i s  not 
subd ivided  in to  smal ler i tems.  SOFTWARE  UN ITS  can  be  tested  separately.  The  MANUFACTURER  
shou ld  define  the  level  of detai l  of the  SOFTWARE  UN IT .  Detai led  design  speci fies  a lgori thms,  
data  representations,  i n terfaces  among  d i fferent SOFTWARE  UN ITS ,  and  in terfaces  between  
SOFTWARE  UN ITS  and  data  structures.  Detai led  design  must also  be  concerned  wi th  the  
packag ing  of the  SOFTWARE  PRODUCT.  I t  i s  necessary to  document the  design  of each  
SOFTWARE  UN IT  and  i ts  i n terface  so  that the  SOFTWARE UN IT  can  be  implemented  correctly.  The  
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detai led  design  fi l l s  in  the  detai ls  necessary to  construct the  software.  I t  i s  necessary to  define  
the  design  of the  SOFTWARE UN ITS  and  the  in terfaces  in  sufficien t detai l  to  perm i t i ts  SAFETY  and  
effectiveness  to  be  objectively VERIFIED  where  th is  can  be  ensured  using  other requ irements  or 
design  documentation .  I t  shou ld  be  complete  enough  that the  programmer is  not requ i red  to  
make  ad  hoc design  decis ions.  Detai led  design  must a lso  be  concerned  wi th  the  arch i tecture  of 
the  MEDICAL DEVICE  SOFTWARE .  

A SOFTWARE  I TEM  can  be  decomposed  so  that on ly a  few of the  new SOFTWARE  I TEMS  
implement the  SAFETY-related  requ i rement of the  orig inal  SOFTWARE  I TEM .  The  remain ing  
SOFTWARE  I TEMS  do  not implement SAFETY-related  functions  and  can  be  reclassi fied  in to  a  
l ower software  safety class.  However,  the  decision  to  do  th is  i s  i n  i tsel f part of the  RISK 

MANAGEMENT  PROCESS ,  and  i s  documented  in  the  RISK MANAGEMENT FI LE .  

Because  implementation  depends  on  detai led  design ,  i t  i s  necessary to  veri fy the  detai led  
design  before  the  ACTIVITY  i s  complete.  VERIFICATION  of detai led  design  is  general ly done  by a  
techn ical  EVALUATION .  Subclause  5. 4. 4  requ ires  the  MANUFACTURER  to  veri fy the  outpu ts  of the  
detai led  design  ACTIVI TIES .  The  design  speci fies  how the  requ i rements  are  to  be  implemented .  
VERIFICATION  of the  design  provides  assurance that i t  implements  the  software  ARCHITECTURE  
and  i s  free  from  contrad iction  wi th  the  software  ARCHITECTURE .  

I f the  design  contains  defects,  the  code  wi l l  not implement the  requ i rements  correctly.  

When  present in  the  design ,  the  MANUFACTURER  shou ld  veri fy design  characteristics  wh ich  the  
MANUFACTURER  bel ieves  are  important for SAFETY.  Examples  of these  characteristics  i nclude:  

– implementation  of the  i n tended  events,  i nputs,  ou tputs,  i n terfaces,  log ic flow,  a l location  of 
CPU ,  al location  of memory resources,  error and  exception  defin i tion ,  error and  exception  
i solation ,  and  error recovery;  

– defin i tion  of the  defau l t state,  in  wh ich  al l  fau l ts  that can  resu l t i n  a  hazardous  s i tuation  are  
addressed ,  wi th  events  and  transi tions;  

– i n i tial ization  of variables,  memory management;  and  

– cold  and  warm  resets,  standby,  and  other state  changes  that can  affect the  RISK CONTROL  
measures.  

B.5.5 SOFTWARE  UNIT  implementation  and  verification  

This  ACTIVITY  requ ires  the  MANUFACTURER to  wri te  and  veri fy the  code  for the  SOFTWARE  UN ITS .  
The  detai led  design  is  to  be  translated  in to  source  code.  Cod ing  represents  the  poin t where 
decomposi tion  of the  speci fications  ends  and  composi tion  of the  executable  software  beg ins.  
To  consistently ach ieve  the  desi rable  code  characteristics,  cod ing  standards  shou ld  be  used  to  
speci fy a  preferred  cod ing  style.  Examples  of cod ing  standards  include  requ i rements  for 
understandabi l i ty,  l anguage usage ru les  or restrictions,  and  complexi ty management.  The  code 
for each  un i t i s  VERIFIED  to  ensure  that i t  functions  as  speci fied  by the  detai led  design  and  that 
i t  compl ies  wi th  the  speci fied  cod ing  standards.  

Subclause  5. 5. 5  requ i res  the  MANUFACTURER to  veri fy the  code.  I f the  code  does  not implement 
the  design  correctly,  the  MEDICAL DEVICE  SOFTWARE  wi l l  not perform  as  i n tended .  

B.5.6  Software in tegration  and  in tegration  testing  

Th is  ACTIVI TY  requ i res  the  MANUFACTURER to  p lan  and  execute  in tegration  of SOFTWARE  UN ITS  
i n to  aggregate  SOFTWARE  I TEMS  as  wel l  as  in tegration  of SOFTWARE  I TEMS  i n to  h igher 
aggregated  SOFTWARE I TEMS  and  to  veri fy that the  resu l ting  SOFTWARE  I TEMS  behave as  
in tended .  

The  approach  to  in tegration  can  range  from  non- incremental  in tegration  to  any form  of 
incremental  i n tegration .  The  properties  of the  SOFTWARE I TEM  being  assembled  d ictate  the  
chosen  method  of i n tegration .  
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Software  in tegration  testing  focuses  on  the  transfer of data  and  control  across  a  SOFTWARE  

I TEM ’ s  i n ternal  and  external  i n terfaces.  External  i n terfaces  are  those  wi th  other software,  
includ ing  operating  system  software,  and  MEDICAL DEVICE  hardware.  

The  rigor of in tegration  testing  and  the  level  of detai l  of the  documentation  associated  wi th  
i n tegration  testing  shou ld  be  commensurate  wi th  the  RISK  associated  wi th  the  device,  the  
device’s  dependence on  software  for potential ly hazardous  functions,  and  the  role  of speci fic 
SOFTWARE  I TEMS  i n  h igher RISK  device  functions.  For example,  a l though  al l  SOFTWARE  I TEMS  
shou ld  be  tested ,  i tems  that have  an  effect on  SAFETY  shou ld  be  subject to  more  d i rect,  
thorough ,  and  detai led  tests.  

As  appl icable,  i n tegration  testing  demonstrates  program  behaviour at the  boundaries  of i ts  
i nput and  output domains  and  confi rms  program  responses  to  inval id ,  unexpected ,  and  special  
i nputs.  The  program ’s  actions  are  revealed  when  g iven  combinations  of inputs  or unexpected  
sequences  of i nputs,  or when  defined  tim ing  requ irements  are  violated .  The  test requ i rements  
i n  the  plan  shou ld  i nclude,  as  appropriate,  the  types  of wh i te  box testing  to  be  performed  as  
part of i n tegration  testing .  

Wh i te  box testing ,  a lso  known  as  glass box,  structural,  clear box  and  open box testing,  i s  a  
testing  techn ique  where  expl ici t  knowledge  of the  in ternal  workings  of the  SOFTWARE  I TEM  being  
tested  are  used  to  select the  test data.  Wh i te  box testing  uses  speci fic knowledge of the  
SOFTWARE  I TEM  to  exam ine  ou tputs.  The  test i s  accurate  on ly i f the  tester knows what the  
SOFTWARE  I TEM  i s  supposed  to  do.  The  tester can  then  see  i f the  SOFTWARE  I TEM  d iverges  from  
i ts  in tended  goal .  Wh i te  box testing  cannot guarantee  that the  complete  speci fication  has  been  
implemented  s ince  i t  i s  focused  on  testing  the  implementation  of the  SOFTWARE I TEM .  B lack box 
testing ,  a lso  known  as  behavioural ,  functional ,  opaque-box,  and  closed-box testing ,  i s  focused  
on  testing  the  functional  speci fication  and  i t  cannot guarantee  that a l l  parts  of the  
implementation  have  been  tested .  Thus  black box testing  is  testing  against the  speci fication  
and  wi l l  d iscover fau l ts  of om ission ,  i nd icating  that part of the  speci fication  has  not been  
fu l fi l led .  Wh i te  box testing  i s  testing  against the  implementation  and  wi l l  d iscover 
fau l ts  of comm ission ,  i nd icating  that part of the  implementation  is  fau l ty.  I n  order to  fu l ly test  a  
MEDICAL DEVICE  SOFTWARE  PRODUCT  both  black and  wh i te  box testing  m ight be  requ i red .  

The  plans  and  test documentation  i denti fied  in  5. 6  and  5. 7  can  be  ind ividual  documents  tied  to  
speci fic phases  of development or evolu tionary prototypes.  They also  m ight be  combined  so  a  
s ing le  document or set of documents  covers  the  requ irements  of mu l tiple  subsections.  Al l  or 
portions  of the  documents  cou ld  be  incorporated  in to  h igher level  project documents  such  as  a  
software  or project qual i ty assurance plan  or a  comprehensive  test plan  that addresses  al l  
aspects  of testing  for hardware  and  software.  I n  these  cases,  a  cross  reference shou ld  be  
created  that i denti fies  how the  various  project documents  relate  to  each  of the  software  
in tegration  TASKS .  

Software  in tegration  testing  can  be  performed  in  a  s imu lated  envi ronment,  on  actual  target 
hardware,  or on  the  fu l l  MEDICAL DEVICE .  

Subclause  5. 6. 2  requ ires  the  MANUFACTURER  to  veri fy the  output of the  software  in tegration  
ACTIVI TY.   The  output of the  software  in tegration  ACTIVITY  i s  the  in tegrated  SOFTWARE  I TEMS .  
These  in tegrated  SOFTWARE  I TEMS  must function  properly for the  enti re  MEDICAL DEVICE  

SOFTWARE  to  function  correctly and  safely.  

B.5.7  SOFTWARE  SYSTEM  testing  

This  ACTIVITY  requ ires  the  MANUFACTURER to  veri fy the  software’s  functional i ty by veri fying  that 
the  requ i rements  for the  software  have  been  successfu l ly implemented .  

SOFTWARE SYSTEM  testing  demonstrates  that the  speci fied  functional i ty exists.  Th is  testing  
VERIFIES  the  functional i ty and  performance of the  program  as  bu i l t  wi th  respect to  the  
requ i rements  for the  software.  
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SOFTWARE SYSTEM  testing  focuses  on  functional  (black box)  testing ,  a l though  i t  m ight be  
desi rable  to  use  wh i te  box (see  previous  section)  methods  to  more  efficiently accompl ish  
certain  tests,  in i tiate  stress  cond i tions  or fau l ts,  or i ncrease  code  coverage  of the  qual i fication  
tests.  The  organ ization  of testing  by types  and  test stage  i s  flexible,  bu t coverage of 
requ irements,  RISK CONTROL ,  usabi l i ty,  and  test types  (e. g . ,  fau l t,  i nstal lation ,  stress)  shou ld  be  
demonstrated  and  documented .  

SOFTWARE SYSTEM  testing  tests  the  i n tegrated  software  and  can  be  performed  in  a  s imu lated  
envi ronment,  on  actual  target hardware,  or on  the  fu l l  MEDICAL DEVICE .  

When  a  change is  made to  a  SOFTWARE  SYSTEM  (even  a  smal l  change),  the  degree  of 
REGRESSION  TESTING  (not j ust the  testing  of the  i nd ividual  change)  shou ld  be  determ ined  to  
ensure  that no  un in tended  s ide  effects  have  been  in troduced .  Th is  REGRESSION  TESTING  (and  
the  rationale  for not fu l ly repeating  SOFTWARE SYSTEM  testing)  shou ld  be  planned  and  
documented .  (See  B.6.3).  

SOFTWARE SYSTEM  test responsibi l i ties  can  be  d ispersed ,  occurring  at d i fferent locations  and  
being  conducted  by d i fferent organ izations.  However,  regard less  of the  d istribu tion  of TASKS ,  
contractual  relations,  source  of components,  or development environment,  the  device  
MANUFACTURER  retains  u l timate  responsibi l i ty for ensuring  that the  software  functions  properly 
for i ts  in tended  use.  

I f ANOMALIES  uncovered  during  testing  can  be  repeated ,  bu t a  decis ion  has  been  made not to  
fix them ,  then  these  ANOMALIES  need  to  be  EVALUATED  i n  relation  to  the  HAZARD RISK  analysis  to  
veri fy that they do  not affect the  SAFETY  of the  device.  The  root cause  and  symptoms of the  
ANOMALIES  shou ld  be  understood ,  and  the  rationale  for not  fixing  them  shou ld  be  documented .  

Subclause  5. 7.4  requ ires  the  resu l ts  of the  SOFTWARE  SYSTEM  testing  be  EVALUATED  to  ensure  
that the  expected  resu l ts  were  obtained .  

B.5.8  Software release 

Th is  ACTIVITY  requ ires  the  MANUFACTURER  to  document the  VERSION  of the  MEDICAL DEVICE  

SOFTWARE  being  released ,  speci fy how i t  was  created ,  and  fol low appropriate  procedures  for 
release  of the  software.   

The  MANUFACTURER  shou ld  be  able  to  show that the  software  that was  developed  using  the  
development PROCESS  i s  the  software  that i s  being  released .  The  MANUFACTURER  shou ld  also  
be  able  to  retrieve  the  software  and  the  tools  used  for i ts  generation  i n  case  i t  i s  needed  in  the  
fu ture  and  shou ld  store,  package,  and  del iver the  software  in  a  manner that m in im izes  the  
software  from  being  damaged  or m isused .  Defined  procedures  shou ld  be  establ ished  to  ensure  
that these  TASKS  are  performed  appropriately and  wi th  consistent resu l ts.  

B.6 Software maintenance PROCESS  

B.6.1  Establ ish  software maintenance plan  

The software  main tenance  PROCESS  d i ffers  from  the  software  development PROCESS  i n  two 
ways:  

– The  MANUFACTURER  i s  perm i tted  to  use  a  smal ler PROCESS  than  the  fu l l  software  
development PROCESS  to  implement rapid  changes  in  response to  u rgent problems.  

– I n  respond ing  to  software  PROBLEMS  REPORTS  relating  to  released  product,  the  
MANUFACTURER  not on ly addresses  the  problem  but a lso  satisfies  local  regu lations  (typical ly 
by runn ing  a  pro-active  survei l lance  scheme for col lecting  problem  data  from  the  field  and  
communicating  wi th  users  and  regu lators  about the  problem).  

Subclause  6. 1  requ ires  these  PROCESSES  to  be  establ ished  in  a  main tenance plan .  
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Th is  ACTIVITY  requ ires  the  MANUFACTURER  to  create  or i denti fy procedures  for implementing  
maintenance ACTIVITIES  and  TASKS .  To  implement corrective  actions,  control  changes  during  
maintenance,  and  manage release of revised  software,  the  MANUFACTURER shou ld  document 
and  resolve  reported  problems  and  requests  from  users,  as  wel l  as  manage mod i fications  to  
the  MEDICAL DEVICE  SOFTWARE .  Th is  PROCESS  i s  activated  when  the  MEDICAL DEVICE  SOFTWARE  
undergoes  mod ifications  to  code  and  associated  documentation  because  of ei ther a  problem  or 
the  need  for improvement or adaptation .  The  objective  i s  to  mod i fy released  MEDICAL DEVICE  

SOFTWARE  wh i le  preserving  i ts  in tegri ty.   Th is  PROCESS  i ncludes  m igration  of the  MEDICAL 

DEVICE  SOFTWARE  to  environments  or platforms  for wh ich  i t  was  not orig inal ly released .  The  
ACTIVI TIES  provided  in  th is  clause  are  speci fic to  the  main tenance PROCESS ;  however,  the  
maintenance  PROCESS  m ight use  other PROCESSES  i n  th is  standard .  

The  MANUFACTURER  needs  to  p lan  how the  ACTIVITI ES  and  TASKS  of the  main tenance PROCESS  
wi l l  be  performed .  

B.6.2  Problem  and  modification  analysis   

This  ACTIVI TY  requ i res  the  MANUFACTURER  to  analyze  feedback for i ts  effect;  veri fy reported  
problems;  and  consider,  select,  and  obtain  approval  for implementing  a  mod i fication  option .  
Problems and  other requests  for changes  can  affect the  performance,  SAFETY,  or regu latory 
clearance of a  MEDICAL DEVICE .  An  analysis  i s  necessary to  determ ine  whether any effects  exist 
because  of a  PROBLEM  REPORT  or whether any effects  wi l l  resu l t from  a  mod i fication  to  correct a  
problem  or implement a  request.  I t  i s  especial ly important to  veri fy through  trace  or regression  
analysis  that the  RISK CONTROL  measures  bu i l t  i n to  the  device  are  not adversely changed  or 
mod i fied  by the  software  change that i s  being  implemented  as  part of the  software  
maintenance ACTIVI TY.  I t  i s  a lso  important to  veri fy that the  mod i fied  software  does  not cause  a  
HAZARD  HAZARDOUS  S ITUATION  or m i tigate  a  RISK  i n  software  that previously d id  not cause  a  
HAZARD HAZARDOUS  S ITUATION  or m i tigate  RISKS .  The  software  safety classi fication  of a  
SOFTWARE  I TEM  m ight have  changed  i f the  software  mod i fication  now can  cause  a  HAZARD  or 
m i tigate  a  RISK.  

I t  i s  important to  d istingu ish  between  software  maintenance (Clause  6)  and  software  problem  
resolu tion  (Clause  9).  

The  focus  of the  software  main tenance PROCESS  i s  an  adequate  response to  feedback aris ing  
after release  of the  MEDICAL DEVICE  SOFTWARE  PRODUCT.  As  part of a  MEDICAL DEVICE ,  the  
software  main tenance PROCESS  needs  to  ensure  that:  

– SAFETY-related  PROBLEM  REPORTS  are  addressed  and  reported  to  appropriate  regu latory 
au thori ties  and  affected  users;  

– MEDICAL DEVICE  SOFTWARE  PRODUCTS  are  i s  re-val idated  and  re-released  after mod i fication  
wi th  formal  controls  that ensure  the  recti fication  of the  problem  and  the  avoidance of fu rther 
problems;  

– the  MANUFACTURER  considers  what other MEDICAL DEVICE  SOFTWARE  PRODUCTS  m ight be  
affected  and  takes  appropriate  action .  

The  focus  of software  problem  resolu tion  is  the  operation  of a  comprehensive  control  system  
that:  

•  analyses  PROBLEM  REPORTS  and  i denti fies  a l l  the  impl ications  of the  problem ;  

•  decides  on  a  number of changes  and  identi fies  a l l  thei r s ide-effects;  

•  implements  the  changes  wh i le  main tain ing  the  consistency of the  software  CONFIGURATION  

I TEMS  i nclud ing  the  RISK MANAGEMENT FI LE ;  

•  VERIFI ES  the  implementation  of the  changes.  

The  software  maintenance PROCESS  uses  the  software  problem  resolu tion  PROCESS .  The  
software  main tenance PROCESS  hand les  the  h igh-level  decis ions  about the  PROBLEM  REPORT  
(whether a  problem  exists,  whether i t  has  a  s ign i ficant effect on  SAFETY,  what changes  are  
needed  and  when  to  implement them),  and  uses  the  software  problem  resolu tion  PROCESS  to  
analyse  the  PROBLEM  REPORT  to  d iscover al l  the  impl ications  and  to  generate  possible  CHANGE  
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REQUESTS  wh ich  i denti fy al l  the  CONFIGURATION  I TEMS  that need  to  be  changed  and  al l  the  
VERIFICATION  s teps  that are  necessary.   

B.6.3  Modification  implementation  

This  ACTIVITY  requ ires  that the  MANUFACTURER  use  an  establ ished  PROCESS  to  make the  
mod i fication .  I f a  main tenance PROCESS  has  not been  defined ,  the  appropriate  development 
PROCESS  TASKS  can  be  used  to  make the  mod i fication .  The  MANUFACTURER  shou ld  also  ensure  
that the  mod i fication  does  not cause  a  negative  effect on  other parts  of the  MEDICAL DEVICE  

SOFTWARE .  Un less  the  MEDICAL DEVICE  SOFTWARE  i s  treated  as  a  new development,  analysis  of 
the  effect of a  mod i fication  on  the  enti re  MEDICAL DEVICE  SOFTWARE  i s  necessary.  Regression  
analysis  and  testing  are  employed  to  provide  assurance that a  change has  not created  
problems elsewhere  in  the  MEDICAL DEVICE  SOFTWARE .  Regression  analysis  i s  the  determ ination  
of the  impact of a  change  based  on  review of the  relevant documentation  (e. g . ,  software  
requ i rements  speci fication ,  software  design  speci fication ,  source  code,  test plans,  test cases,  
test scripts,  etc. )  i n  order to  i denti fy the  necessary regression  tests  to  be  run .  Regression  
testing  i s  the  rerunn ing  of test cases  that a  program  has  previously executed  correctly and  
comparing  the  current resu l t to  the  previous  resu l t i n  order to  detect un in tended  effects  of a  
software  change.  A rationale  must be  made that j usti fies  the  amount of REGRESSION  TESTING  
that wi l l  be  performed  to  ensure  that the  portions  of the  MEDICAL DEVICE  SOFTWARE  not being  
mod i fied  sti l l  perform  as  they d id  before  the  mod i fication  was  made.  

B.7  Software RISK MANAGEMENT  PROCESS  

Software  RISK  MANAGEMENT  i s  a  part of overal l  MEDICAL DEVICE  RISK MANAGEMENT  and  cannot be  
adequately addressed  in  i solation .  Th is  standard  requ ires  the  use  of a  RISK MANAGEMENT 

PROCESS  that i s  compl iant wi th  I SO  1 4971 .  R I SK MANAGEMENT  as  defined  in  I SO 1 4971  deals  
speci fical ly wi th  a  framework for effective  management of the  RISKS  associated  wi th  the  use  of 
MEDICAL DEVICES .  One  portion  of I SO 1 4971  pertains  to  control  of identi fied  RISKS  associated  
wi th  each  HAZARD  i denti fied  during  the  RISK ANALYSIS .  The  software  RISK  MANAGEMENT  PROCESS  
i n  th is  standard  is  in tended  to  provide  add i tional  requ irements  for RISK CONTROL  for software,  
includ ing  software  that has  been  identi fied  during  the  RISK ANALYSIS  as  potential ly contributing  
to  a  hazardous  s i tuation ,  or software  that i s  used  to  control  MEDICAL DEVICE  RISKS .  The  software  
RISK  MANAGEMENT  PROCESS  i s  i ncluded  in  th is  standard  for two reasons.  

a)  the  in tended  aud ience  of th is  standard  needs  to  understand  m in imum  requ i rements  for RISK 

CONTROL  measures  in  their area  of responsibi l i ty—software;  

b)  the  general  RISK MANAGEMENT  s tandard ,  I SO  1 4971 ,  provided  as  a  normative  reference in  
th is  standard ,  does  not speci fical ly address  the  RISK CONTROL  of software  and  the  
placement of RISK CONTROL  i n  the  software  development l i fe  cycle.  

Software  RISK  MANAGEMENT  i s  a  part of overal l  MEDICAL DEVICE  RISK MANAGEMENT .  Plans,  
procedures,  and  documentation  requ ired  for the  software  RISK  MANAGEMENT  ACTIVI TIES  can  be  a  
series  of separate  documents  or a  s ing le  document,  or they can  be  in tegrated  wi th  the  MEDICAL 

DEVICE  RISK MANAGEMENT  ACTIVITI ES  and  documentation  as  long  as  al l  requ i rements  i n  th is  
standard  are  met.  

B.7.1  Analysis  of software  contributing  to  hazardous  si tuations  

I t  i s  expected  that the  device  HAZARD  analysis  wi l l  i denti fy hazardous  s i tuations  and  
correspond ing  RISK CONTROL  measures  to  reduce the  probabi l i ty and/or severi ty of those  
hazardous  s i tuations  to  an  acceptable  level .  I t  i s  a lso  expected  that the  RISK CONTROL  
measures  wi l l  be  assigned  to  software  functions  that are  expected  to  implement those  RISK 

CONTROL  measures.  
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However,  i t  i s  not expected  that a l l  device  hazardous  s i tuations  can  be  identi fied  unti l  the  
software  ARCHITECTURE  has  been  produced .  At that time i t  i s  known  how software  functions  wi l l  
be  implemented  in  software  components,  and  the  practical i ty of the  RISK CONTROL  measures  
assigned  to  software  functions  can  be  EVALUATED .  At that time the  device  HAZARD  analysis  
shou ld  be  revised  to  i nclude:  

•  revised  hazardous  s i tuations;  

•  revised  RISK CONTROL  measures  and  software  requ irements;  

•  new hazardous  s i tuations  aris ing  from  software,  for example  hazardous  s i tuations  related  
to  human  factors.  

The software  ARCHITECTURE  shou ld  include  cred ible  strateg ies  for segregating  software  
components  so  that they do  not in teract i n  unsafe  ways.  

B.8  Software configuration  management PROCESS  

The  software  configuration  management PROCESS  i s  a  PROCESS  of applying  adm in istrative  and  
techn ical  procedures  throughout the  software  l i fe  cycle  to  i denti fy and  define  SOFTWARE  I TEMS ,  
i nclud ing  documentation ,  in  a  SYSTEM ;  control  mod i fications  and  releases  of the  i tems;  and  
document and  report the  status  of the  i tems  and  CHANGE  REQUESTS .  Software  configuration  
management is  necessary to  recreate  a  SOFTWARE I TEM ,  to  identi fy i ts  consti tuent parts,  and  to  
provide  a  h istory of the  changes  that have  been  made  to  i t.  

B.8.1  Configuration  identi fication  

This  ACTIVITY  requ i res  the  MANUFACTURER to  un iquely identi fy software  CONFIGURATION  I TEMS  and  
their VERSIONS .  Th is  i denti fication  i s  necessary to  i denti fy the  software  CONFIGURATION  I TEMS  
and  the  VERSIONS  that are  i ncluded  in  the  MEDICAL DEVICE  SOFTWARE .  

B.8.2  Change control  

This  ACTIVITY  requ ires  the  MANUFACTURER  to  control  changes  of the  software  CONFIGURATION  

I TEMS  and  to  document in formation  identi fying  CHANGE  REQUESTS  and  provid ing  documentation  
about their d isposi tion .  Th is  ACTIVITY  i s  necessary to  ensure  that unauthorized  or un in tended  
changes  are  not made to  the  software  CONFIGURATION  I TEMS  and  to  ensure  that approved  
CHANGE  REQUESTS  are  implemented  fu l ly and  veri fied .  

CHANGE  REQUESTS  can  be  approved  by a  change control  board  or by a  manager or techn ical  
l ead  accord ing  to  the  software  configuration  management plan .  Approved  CHANGE  REQUESTS  
are  made traceable  to  the  actual  mod i fication  and  VERIFICATION  of the  software.  The  
requ i rement i s  that each  actual  change be  l i nked  to  a  CHANGE  REQUEST  and  that documentation  
exists  to  show that the  CHANGE  REQUEST  was  approved .  The  documentation  m ight be  change 
control  board  m inu tes,  an  approval  s ignature,  or a  record  in  a  database.  

B.8.3  Configuration  status  accounting   

Th is  ACTIVITY  requ ires  the  MANUFACTURER  to  main tain  records  of the  h istory of the  software  
CONFIGURATION  I TEMS .  Th is  ACTIVITY  i s  necessary to  determ ine  when  and  why changes  were  
made.   Access  to  th is  i n formation  is  necessary to  ensure  that software  CONFIGURATION  I TEMS  
contain  on ly au thorized  mod i fications.  

B.9  Software problem  resolution  PROCESS  

The  software  problem  resolu tion  PROCESS  i s  a  PROCESS  for analyzing  and  resolving  the  
problems  ( includ ing  non-conformances),  whatever thei r nature  or source,  i nclud ing  those  
d iscovered  during  the  execution  of development,  main tenance,  or other PROCESSES .  The  
objective  i s  to  provide  a  timely,  responsible,  and  documented  means  to  ensure  that d iscovered  
problems  are  analyzed  and  resolved  and  that trends  are  recogn ized .  Th is  PROCESS  i s  
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sometimes  cal led  “defect tracking”  in  software  eng ineering  l i terature.  I t  i s  cal led  “problem  
resolu tion”  in  I SO/IEC 1 2207  [9]  and  I EC 60601 -1 -4  [2] ,  Amendment 1 .  We  have  chosen  to  cal l  
i t  “software  problem  resolu tion”  i n  th is  standard .  

Th is  ACTIVITY  requ ires  that the  MANUFACTURER use  the  software  problem  resolu tion  PROCESS  
when  a  problem  or non-conformance  i s  identi fied .  Th is  ACTIVITY  i s  necessary to  ensure  that 
d iscovered  problems  are  analyzed  and  EVALUATED  for possible  relevance to  SAFETY  (as  
speci fied  i n  I SO  1 4971 ).  

Software  development plan(s)  or procedures,  as  requ i red  in  5. 1 ,  are  to  address  how problems  
or non-conformances  wi l l  be  hand led .  Th is  i ncludes  speci fying  at each  stage  of the  l i fe  cycle  
the  aspects  of the  software  problem  resolu tion  PROCESS  that wi l l  be  formal  and  documented  as  
wel l  as  when  problems  and  nonconform i ties  are  to  be  en tered  in to  the  software  problem  
resolu tion  PROCESS .  
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Annex C   
(informative)  

 

Relationship to  other standards  

 

 

C.1  General  

This  standard  appl ies  to  the  development and  maintenance of MEDICAL DEVICE  SOFTWARE .  The  
software  i s  considered  a  subsystem  of the  MEDICAL DEVICE  or i s  i tsel f a  MEDICAL DEVICE .  Th is  
standard  is  to  be  used  together wi th  other appropriate  standards  when  developing  a  MEDICAL 

DEVICE .  

MEDICAL DEVICE  management standards  such  as  I SO  1 3485 [8]  (see  C.2  and  Annex D)  and  ISO 
1 4971  (see  Annex C.3)  provide  a  management environment that l ays  a  foundation  for an  
organ ization  to  develop  products.  Safety standards  such  as  I EC  60601 -1  [1 ]  (see  Annex C. 4)  
and  I EC 61 01 0-1  [5]  (see  Annex C.5)  g ive  speci fic d i rection  for creating  safe  MEDICAL DEVICES .  
When  software  is  a  part of these  MEDICAL DEVICES ,  I EC 62304  provides  more  detai led  d i rection  
on  what i s  requ ired  to  develop  and  maintain  safe  MEDICAL DEVICE  SOFTWARE .  Many other 
standards  such  as  I SO/IEC 1 2207  [9]  (see  Annex C.6),  I EC 61 508-3  [4]  (see  Annex C.7)  and  
I SO/IEC 90003  [1 5]  can  be  looked  to  as  a  source  of methods,  tools  and  techn iques  that can  be  
used  to  implement the  requ i rements  i n  I EC  62304.  F igure  C. 1  shows the  relationsh ip  of these  
standards.  

Where  clauses  or requ i rements  from  other standards  are  quoted ,  defined  terms  in  the  quoted  
i tems  are  terms  that are  defined  in  the  other standard ,  not defined  terms  in  th is  standard .  
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Figure C.1  – Relationship  of key MEDICAL DEVICE  standards  to  IEC  62304 
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C.2  Relationship to  ISO 1 3485 

This  standard  requ ires  that the  MANUFACTURER  employs  a  qual i ty management system .   When  
a  MANUFACTURER  u ses  I SO 1 3485 [8] ,  the  requ i rements  of I SO 62304  d i rectly relate  to  some of 
the  requ i rements  of I SO  1 3485 as  shown  in  Table  C. 1 .  

Table  C.1  – Relationsh ip  to  ISO 1 3485: 2003  

IEC  62304 clause  Related  clause of ISO 1 3485: 2003  

5. 1  Software  development p l ann ing  7 . 3 . 1  Design  and  development  p l ann ing  

5. 2  Software  requ i rements  analys i s  7 . 3. 2  Design  and  development i npu ts  

5 . 3  Software  ARCH ITECTURAL  design    

5 . 4  Software  detai l ed  design   

5 . 5  SOFTWARE  UN IT  implementation  and  veri fi cation    

5 . 6  Software  i n tegration  and  i n tegration  testi ng    

5 . 7  SOFTWARE  SYSTEM  testi ng  7 . 3. 3  Design  and  development ou tpu ts  
7 . 3. 4  Design  and  development review 

5. 8  Software  rel ease  7. 3. 5  Design  and  development veri fi cation  
7. 3. 6  Design  and  development val i dation  

6 . 1  Establ i sh  software  main tenance  p lan  7. 3. 7  Control  of design  and  development changes  

6. 2  Problem  and  mod i fi cation  analys i s   

6 . 3  Mod i fi cation  implementation  7. 3. 5  Design  and  development veri fi cation  
7. 3. 6  Design  and  development val i dation  

7. 1  Analys i s  of software  con tribu ti ng  to  hazardous  
s i tuations  

 

7 . 2  RI SK CONTROL  measures   

7 . 3  VERIFICATION  of RISK CONTROL  measures   

7 . 4  R I SK MANAGEMENT  of software  changes   

8 . 1  Configuration  i denti fi cation  7 . 5. 3  I denti fi cation  and  TRACEABI LI TY  

8 . 2  Change  con trol  7 . 5. 3  I denti fi cation  and  TRACEABI LI TY  

8 . 3  Configuration  status  accounti ng   

9  Software  problem  resolu tion  PROCESS   

 

C.3  Relationship to  ISO 1 4971  

Table  C. 2  shows  the  areas  where  IEC 62304  ampl i fies  requ i rements  for the  RISK MANAGEMENT 

PROCESS  requ ired  by I SO 1 4971 .  
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Table  C.2  – Relationship  to  ISO 1 4971 : 2000  2007   

ISO 1 4971 : 2000  2007  clause Related  clause of IEC  62304 

4. 1  R I SK  ANALYSIS  procedure  process   

4 . 2  I n tended  use/in tended  purpose  and  
 i denti fi cation  of characteri sti cs  related  to  
 the  SAFETY  of the  MEDICAL  DEVICE  

 

4 . 3  I denti fi cation  of known  or foreseeable  HAZARDS  7 . 1  Analys i s  of software  con tribu ti ng  to  
 HAZARDOUS  S I TUATIONS  

4 . 4  Estimation  of the  RISK(S)  for each  HAZARD  

 HAZARDOUS  S I TUATION  
4 . 3  Software  safety cl ass i fi cation  

5  RI SK  evaluation   

6 . 1  R I SK  reduction    

6 . 2  R I SK CONTROL  opti on  analys i s  7 . 2 . 1  Defi ne  RISK CONTROL  measures  

6. 3  Implementation  of RISK CONTROL  measures  7. 2 . 2  R I SK CONTROL  measures  implemented  i n  
 software  

7 . 3 . 1  Veri fy RISK CONTROL  measures  

6 . 4  RESIDUAL  RI SK  evaluation   

6 . 5  R I SK/benefi t  analys i s   

6 . 6  Other generated  HAZARDS  R I SKS  ari s i ng  
 from  RISK CONTROL  MEASURES  

7 . 3. 2  Document  any new sequences  of events  

6 . 7  Completeness  of RISK  evaluation  CONTROL   

7  Evaluation  of overal l  RESIDUAL  RISK  evaluation  
acceptabi l i ty 

 

8  R I SK MANAGEMENT  report  7 . 3 . 3  Document TRACEABI LI TY  

9  Production  and  post-production  i n formation  7 . 4  RI SK MANAGEMENT  of software  changes  

C.4 Relationship to  PEMS  requirements  of IEC  60601 -1 : 2005  

+  IEC 60601 1 : 2005/AMD1 :201 2  

C.4.1  General  

Requ irements  for software  are  a  subset of the  requ i rements  for a  programmable  electrical  
med ical  system  (PEMS).  Th is  standard  identi fies  requ irements  for software  wh ich  are  i n  
add i tion  to,  bu t not i ncompatible  wi th ,  the  requ irements  of I EC 60601 -1 : 2005 +  I EC 60601 -
1 : 2005 /AMD1 :201 2  [1 ]  for PEMS.  Because  PEMS  i nclude  e lements  that are  not software,  not 
a l l  of the  requ i rements  of I EC 60601 -1 : 2005  +  I EC 60601 -1 : 2005/AMD1 :201 2  for PEMS are  
addressed  in  th is  standard .  W i th  the  publ ication  of I EC  60601 -1 : 2005 +  I EC 60601 -
1 : 2005 /AMD1 :201 2,  I EC 62304  is  now a  normative  reference  of I EC 60601 -1  and  compl iance  
wi th  Clause  1 4  of I EC  60601 -1 : 2005 +  I EC 60601 -1 : 2005/AMD1 :201 2  (and  thus  compl iance  
wi th  the  standard)  requ ires  compl iance  wi th  parts  of I EC  62304  (not wi th  the  whole  of 
I EC 62304  because  I EC 60601 -1 : 2005 +  I EC 60601 -1 : 2005/AMD1 :201 2  does  not requ ire  
compl iance  wi th  post-production  and  maintenance requ i rements  of I EC  62304).  F inal ly,  i t  i s  
important to  remember that I EC 60601 -1 : 2005 +  I EC 60601 -1 : 2005/AMD1 :201 2  i s  on ly used  i f 
the  software  i s  part of a  PEMS and  not i f the  software  is  i tsel f a  MEDICAL DEVICE .  

C.4.2  Software  relationship  to  PEMS  development 

By using  the  V-model  i l l ustrated  in  F igure  C.2  to  describe  what occurs  during  a  PEMS  

development,  i t  can  be  seen  that the  requ i rements  of th is  software  standard  apply at the  PEMS  

component l evel ,  from  the  speci fication  of the  software  requ i rements  to  the  in tegration  of the  
SOFTWARE  I TEMS  i n to  a  SOFTWARE  SYSTEM .  Th is  SOFTWARE  SYSTEM  i s  a  part of a  programmable  
electrical  subsystem  (PESS),  wh ich  i s  a  part of a  PEMS.  
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Figure C.2  – Software as  part of the  V-model  

C.4.3  Development PROCESS  

Compl iance  wi th  the  software  development PROCESS  of th is  standard  (Clause  5)  requ i res  that a  
software  development plan  be  speci fied  and  then  fol lowed ;  i t  does  not requ i re  that any 
particu lar l i fe  cycle  model  i s  used ,  bu t i t  does  requ ire  that the  plan  i nclude  certain  ACTIVITI ES  
and  have  certain  attributes.  These  requ irements  relate  to  the  PEMS  requ irements  in  
I EC 60601 -1  for development l i fe  cycle,  requ i rement speci fication ,  ARCHITECTURE ,  design  and  
implementation ,  and  VERIFICATION .  The  requ irements  in  th is  standard  provide  greater detai l  
about software  development than  those  in  I EC  60601 -1 .  

C.4.4 Maintenance PROCESS  

Compl iance  wi th  the  software  maintenance PROCESS  of th is  standard  (Clause  6)  requ i res  that 
procedures  be  establ ished  and  fol lowed  when  changes  to  software  are  made.  These  requ ire-
ments  correspond  to  the  requ i rement i n  I EC  60601 -1  for mod i fication  of a  PEMS.  The  
requ i rements  i n  th is  standard  for software  maintenance provide  greater detai l  about what 
must be  done  for software  maintenance than  the  requ i rements  for PEMS  modi fication  i n  
I EC 60601 -1 .  

C.4.5 Other PROCESSES  

The other PROCESSES  i n  th is  standard  speci fy add i tional  requ irements  for software  beyond  the  
s im i lar requ i rements  for PEMS  in  I EC 60601 -1 .  I n  most cases,  there  is  a  general  requ i rement for 
PEMS  i n  I EC 60601 -1 ,  wh ich  the  PROCESSES  i n  th is  standard  expand  upon .  

The  software  RISK MANAGEMENT  PROCESS  i n  th is  standard  corresponds  to  the  add i tional  RISK 

MANAGEMENT  requ irements  i denti fied  for PEMS  i n  I EC 60601 -1 .  

IEC   726/06 
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The  software  problem  resolu tion  PROCESS  i n  th is  standard  corresponds  to  the  problem  
resolu tion  requ i rement for PEMS  i n  I EC 60601 -1 .  

The  software  configuration  management PROCESS  i n  th is  standard  speci fies  add i tional  
requ i rements  that are  not present for PEMS  i n  I EC 60601 -1  except for documentation .  

C.4.6  Coverage of PEMS requ irements  in  IEC  60601 -1 : 2005  

+  IEC  60601 1 : 2005 /AMD1 : 201 2  

Table  C.3  shows the  PEMS requ irements  of I EC 60601 -1  and  the  correspond ing  requ i rements  
i n  th is  standard .  
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Table  C.3  – Relationship  to  IEC  60601 -1  

PEMS requ i rements  from  IEC  60601 -1 : 2005 Requ i rements  of IEC  62304 relating  to  the  software  

subsystem  of a  PEMS  

1 4. 1  General  

The requirements of this clause in  1 4.2 to 1 4.1 2 
(inclusive)  shal l  apply to PEMS unless:  

– the PESS none of the PROGRAMMABLE 
ELECTRONIC SUBSYSTEMS (PESS) provides 
functional ity necessary for no BASIC SAFETY or 
ESSENTIAL PERFORMANCE;  or 

– the appl ication of ISO 1 4971   the application  of RISK 

MANAGEMENT  as described in  4.2 demonstrates 
that the fai lure of the PESS does not lead to an 
unacceptable RISK.  

The  requ i rements  i n  1 4 . 1 3  are  appl i cable  to  any 

PEMS  i n tended  to  be  i ncorporated  i n to  an   I T-

NETWORK whether or not  the  requ i rements  i n  1 4. 2  
to  1 4. 1 2  apply.  

When  the  requ i rements  i n  1 4. 2  to  1 4 . 1 3  appl y,  
the  requ i rements  i n  subclause  4 . 3,  Clause  5,  
Clause  7,  Cl ause  8  and  Clause  9  of 
I EC 62304: 2006  shal l  a l so  apply to  the  
development or mod i fi cation  of software  for each  
PESS.  

4.3  Software  safety classi fication  

The  PEMS  requ i rements  of I EC 60601 -1  wou ld  on l y apply to  
software  safety cl asses  B  and  C.  Th i s  standard  i ncl udes  some  
requ i rements  for software  safety cl ass  A.   

 

 

 

 

 

 

 

 

 

The  software  development  PROCESS  requ i red  for compl iance  
wi th  I EC 60601 -1  does  not  i ncl ude  the  post  production  
mon i tori ng  and  main tenance  requ i red  by Clause  6  of 
I EC 62304: 2006.  

1 4.2  Documentation  

I n  add i ti on  to  the  records  and  documents  
requ i red  by I SO  1 4971 ,  the  documents  produced  
from  appl i cation  of Clause  1 4  shal l  be  
main tained  and  shal l  form  part  of the  RISK 

MANAGEMENT F I LE .  

4.2  RISK MANAGEMENT  

 

The  documents  requ i red  by Clause  1 4  shal l  be  
reviewed ,  approved ,  i ssued  and  changed  i n  
accordance  wi th  a  formal  document  con trol  
procedure.  

5. 1  Software  development plann ing  

I n  add i ti on  to  the  speci fi c  requ i rements  i n  the  software  
development  p l ann ing  ACTIVI TY,  documents  that  are  part  of the  
RISK MANAGEMENT F I LE  are  requ i red  to  be  main tained  by I SO  
1 4971 .  I n  add i ti on ,  for documents  that  are  requ i red  by the  
qual i ty system ,  I SO  1 3485  [8]  requ i res  control  of the  
documents.  

1 4.3  RISK MANAGEMENT PLAN  

The RISK MANAGEMENT  plan required  by 3.5 of ISO 
1 4971  4.2.2 shal l  also include a reference to the 
PEMS VALIDATION  plan (see 1 4.1 1 ).  

 

Not  speci fi cal l y requ i red .  

There  i s  no  speci fi c  software  val i dation  pl an .  The  PEMS  
val i dation  pl an  i s  at  the  SYSTEM  l evel  and  thus  i s  ou ts i de  the  
scope  of th i s  software  standard .   Th i s  standard  does  requ i re  
TRACEABI LI TY  from  HAZARD  to  speci fi c  software  cause  to  RISK 

CONTROL  measure  to  VERIFICATION  of the  RISK CONTROL  
measure  (see  7. 3)   

1 4.4 PEMS  DEVELOPMENT LIFE-CYCLE  

A PEMS  DEVELOPMENT LI FE -CYCLE  shal l  be  
documented .  

5. 1  Software  development plann ing  

5. 1 . 1  Software  development plan  

The  i tems  addressed  by the  software  development  p l an  
consti tu te  a  SOFTWARE  DEVELOPMENT LI FE  CYCLE .  

The  PEMS  DEVELOPMENT LI FE -CYCLE  shal l  contai n  
a  set  of defi ned  m i l estones.  

 

At  each  m i l estone,  the  ACTIVI TI ES  to  be  
completed  and  the  VERIF ICATION  methods  to  be  
appl i ed  to  those  acti vi ti es  shal l  be  defi ned .  

5. 1 .6  Software  VERIFICATION  p l ann ing   

VERIFICATION  TASKS ,  m i l estones  and  acceptance  cri teria  must 
be  p l anned .  

Each  acti vi ty shal l  be  defi ned  i ncl ud ing  i ts  i npu ts  
and  ou tpu ts.  

5. 1 . 1  Software  development plan  

ACTIVI TI ES  are  defi ned  i n  th i s  s tandard .   Documentation  to  be  
produced  i s  defi ned  i n  each  ACTIVITY.  

Each  m i l estone  shal l  i denti fy the  RISK 

MANAGEMENT  ACTIVI TI ES  that  must  be  completed  
before  that  m i l estone.  

 

The  PEMS  DEVELOPMENT LI FE -CYCLE  shal l  be  
ta i l ored  for a  speci fi c  development  by making  
p l ans  wh ich  detai l  ACTIVI TI ES ,  m i l estones  and  
schedu les .  

5. 1 . 1  Software  development plan  

Th is  s tandard  a l l ows  the  development l i fe  cycle  to  be  
documented  i n  the  development p l an .  Th i s  means  the  
development p l an  contains  a  ta i l ored  development  l i fe  cycle.  
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PEMS requ i rements  from  IEC  60601 -1 : 2005 Requ i rements  of IEC  62304 relating  to  the  software  

subsystem  of a  PEMS  

The  PEMS  DEVELOPMENT LI FE -CYCLE  shal l  i ncl ude  
documentation  requ i rements.  

5. 1 . 1  Software  development plan  

5. 1 .8  Documentation  plann ing  

1 4.5  Problem  resolution  

 
Where  appropriate,  a  documented  system  for 
problem  resolu tion  wi th i n  and  between  a l l  phases  
and  ACTIVI TI ES  of the  PEMS  DEVELOPMENT LI FE -
CYCLE  shal l  be  developed  and  main tained .  

9  Software  problem  resolution  PROCESS  

Depend ing  on  the  type  of product,  the  problem  
resolu tion  SYSTEM  may:  

−  be  documented  as  a  part  of the  PEMS  
DEVELOPMENT LI FE -CYCLE ;  

−  a l l ow the  reporti ng  of poten tia l  or exi sti ng  
problems  affecti ng  BASIC  SAFETY  or 
ESSENTIAL  PERFORMANCE ;  

−  i ncl ude  an  assessment  of each  problem  for 
associated  RISKS ;  

−  i denti fy the  cri teria  that  must be  met for the  
i ssue  to  be  cl osed ;  

−  i denti fy the  action  to  be  taken  to  resolve  
each  problem .  

 
 

5. 1 . 1  Software  development plan  

 

9 . 1  Prepare  PROBLEM  REPORTS    

1 4.6  RISK MANAGEMENT PROCESS  7  Software  RISK MANAGEMENT  PROCESS  

1 4. 6. 1  I denti fi cation  of known  and  foreseeable  

HAZARDS  
 
When  compi l i ng  the  l i s t  of known  or foreseeable  
HAZARDS ,  the  MANUFACTURER  shal l  consider 
those  HAZARDS  associated  wi th  software  and  
hardware  aspects  of the  PEMS  i ncl ud ing  those  
associated  wi th  NETWORK/DATA COUPLING  the  
i ncorporation  of the  PEMS  i n to  an  I T-NETWORK,  
components  of th i rd -party ori g i n  and  l egacy 
subsystems.  

7. 1  Analysis  of software  contributing  to  HAZARDOUS  

S ITUATIONS  
 
 
Th i s  standard  does  not  mention  network/data  coupl i ng  
speci fi cal l y 

1 4.6.2  RISK CONTROL  
 
Su i tably val i dated  tool s  and  PROCEDURES  shal l  
be  selected  and  i den ti fi ed  to  implement  each  
RISK CONTROL  measure.   These  tool s  and  
PROCEDURES  shal l  be  appropriate  to  assure  that  
each  RISK CONTROL  measure  sati sfactori l y 
reduces  the  i den ti fied  RISK(S ).  

5. 1 .4 Software  development standards,  methods  and  tools  

plann ing  
 
Th i s  s tandard  requ i res  the  i denti fi cati on  of speci fi c  tool s  and  
methods  to  be  used  for development  i n  general ,  not  for each  
RISK CONTROL  measure.    

1 4.7  Requ i rements  speci fication  

 
For the  PEMS  and  each  of i ts  subsystems  (e. g .  
for a  PESS)  there  shal l  be  a  documented  
requ i rement  speci fi cation .  

5.2  Software  requ i rements  analysis  

 
Th is  standard  deal s  on l y wi th  the  software  subsystems  of a  
PEMS.  

The  requ i rement speci fi cation  for a  system  or 
subsystem  shal l  i ncl ude  and  d i sti ngu ish  any 
ESSENTIAL  PERFORMANCE  and  any RISK CONTROL  
measures  implemented  by that  system  or 
subsystem .  

5.2. 1  Defi ne  and  document software  requ i rements  from  SYSTEM  
requ i rements.   

5.2.2  Software  requ i rements  con tent  

5.2.3  I ncl ude  RISK CONTROL  measures  i n  software  requ i rements  

Th i s  standard  does  not  requ i re  that  the  requ i rements  re lated  to  
essen tia l  performance  and  RISK CONTROL  measures  be  
d i s ti ngu ished  from  other requ i rements ,  bu t  i t  does  requ i re  that  
a l l  requ i rements  be  un iquely i denti fi ed .  
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1 4.8  ARCHITECTURE  
For the  PEMS  and  each  of i ts  subsystems,  an  
ARCH ITECTURE  shal l  be  speci fi ed  that  shal l  sati sfy 
the  requ i rements  speci fi cation .  

5.3   Software  ARCHITECTURAL design   

Where  appropriate,  to  reduce  the  RISK  to  an  
acceptable  l evel ,  the  arch i tectu re  speci fi cation  
shal l  make  use  of:  
a)  COMPONENTS  WITH  H IGH - I NTEGRITY 

CHARACTERISTICS ;  
b)  fa i l -safe  functions;  
c)  redundancy;  
d )  d i vers i ty;  
e)  parti ti on ing  of functional i ty;  
f)  defens ive  design ,  e . g .  l im i ts  on  potential l y 

hazardous  effects  by restri cti ng  the  avai l able  
ou tpu t  power or by i n troducing  means  to  l im i t  
the  travel  of actuators.  

 

5.3.5  Identi fy segregation  necessary for RISK CONTROL  

Parti ti on i ng  i s  the  on ly techn ique  i denti fi ed ,  and  i t  i s  on l y 
i denti fi ed  because  there  i s  a  requ i rement  to  state  how the  
i n tegri ty of the  parti ti on ing  i s  assured .  

The  ARCH ITECTURE  speci fi cation  shal l  take  i n to  
cons ideration :  
a)  a l l ocation  of RISK CONTROL  measures  to  

subsystems  and  components  of the  PEMS ;  
b)  fa i l u re  modes  of components  and  thei r 

effects;  
c)  common  cause  fai l u res;  
d )  system ic  fai l u res;  
e)  test  i n terval  du ration  and  d iagnosti c  

coverage;  
f)  main tainabi l i ty;  
g )  protection  from  reasonably foreseeable  

m i suse;  
h )  the  I T-NETWORK/DATA COUPLING  speci fi cation ,  

i f appl i cable.  

Th i s  i s  not  i ncl uded  i n  th i s  s tandard .  

1 4.9  Design  and  implementation  
Where  appropriate,  the  des ign  shal l  be  
decomposed  i n to  subsystems,  each  having  both  
a  des ign  and  test  speci fi cation .  

5.4 Software  detai l ed  design  

5.4.2  Develop  detai l ed  design  for each  SOFTWARE UN IT  
Th is  s tandard  does  not  requ i re  a  test  speci fi cation  for detai l ed  
design .  

Descripti ve  data  regard ing  the  des ign  
envi ronment shal l  be  i ncl uded  i n  the  RISK 

MANAGEMENT F I LE  documentation .  

5.4.2  Develop  detai led  design  for each  SOFTWARE UN IT  

1 4. 1 0  VERIFICATION  
VERIFICATION  i s  requ i red  for a l l  functi ons  that  
implement BASIC  SAFETY,  ESSENTIAL  

PERFORMANCE  or RISK CONTROL  measures.  

5. 1 . 6  Software VERIFICATION  p l ann ing  
VERIFICATION  i s  requ i red  for each  ACTIVI TY   
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A VERIF ICATION  p l an  shal l  be  produced  to  show 
how these  functions  shal l  be  veri fi ed .   The  pl an  
shal l  i ncl ude:   

−  a t  wh ich  m i l estone(s)  VERIF ICATION  i s  to  be  
performed  on  each  function ;  

−  the  selection  and  documentation  of 
VERIF ICATION  s trateg ies,  ACTIVI TI ES ,  
techn iques,  and  the  appropriate  l evel  of 
i ndependence  of the  personnel  perform ing  the  
VERIF ICATION ;  

−  the  selection  and  u ti l i zation  of VERIFICATION  
tool s ;  

−  coverage  cri teria  for VERIFICATION .  

5. 1 . 6  Software  VERIFICATION  p l ann ing  
I ndependence  of personnel  i s  not  i ncl uded  i n  th i s  s tandard .   I t  
i s  cons idered  covered  i n  I SO 1 3485.  

The  VERIFICATION  shal l  be  performed  accord ing  to  
the  VERIFICATION  p l an .   The  resu l ts  of the  
VERIF ICATION  acti vi ti es  shal l  be  documented .  

VERIFICATION  requ i rements  are  i n  most of the  ACTIVI TI ES .  

1 4. 1 1  PEMS  VALIDATION  
A PEMS  VALIDATION  p l an  shal l  i ncl ude  the  val i dation  
of BASIC  SAFETY  and  ESSENTIAL  PERFORMANCE ,  and  
shal l  requ i re  checks  for un in tended  function ing  of 
the  PEMS .  

 

Th i s  standard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

Methods  used  for PEMS  VALIDATION  shal l  be  
documented  

Th is  standard  does  not  cover software  val i dation .  PEMS  
val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

The  PEMS  VALIDATION  shal l  be  performed  accord ing  
to  the  PEMS  VALIDATION  p l an .   The  resu l ts  of the  
PEMS  VALIDATION  acti vi ti es  shal l  be  documented .  

Th i s  standard  does  not  cover software  val i dation .  PEMS  
val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

The  person  having  the  overal l  respons ibi l i ty for the  
PEMS  VALIDATION  shal l  be  i ndependent of the  
des ign  team .   The  MANUFACTURER  shal l  document  
the  rati onale  for the  l evel  of i ndependence.  

Th i s  standard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

No  member of a  des ign  team  shal l  be  responsible  
for the  PEMS  VALIDATION  of thei r own  design .  

Th i s  standard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

Al l  professional  re lati onsh ips  of the  members  of 
the  PEMS  VALIDATION  team  wi th  members  of the  
design  team  shal l  be  documented  i n  the  RISK 

MANAGEMENT F I LE .  

Th i s  s tandard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

A reference  to  the  methods  and  resu l ts  of the  PEMS  
VALIDATION  shal l  be  i ncl uded  i n  the  RISK 

MANAGEMENT F I LE .  

Th i s  s tandard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

1 4. 1 2  Modi fication  
I f any or a l l  of a  design  resu l ts  from  a  mod i fi cation  
of an  earl i er des ign  then  e i ther a l l  of th i s  cl ause  
appl i es  as  i f i t  were  a  new des ign  or the  conti nued  
val i d i ty of any previous  design  documentation  shal l  
be  assessed  under a  documented  
mod i fi cation /change  PROCEDURE .  

6 Software  maintenance  PROCESS  
Th is  standard  takes  the  approach  that  software  main tenance  
shou ld  be  p l anned  and  that  implementation  of mod i fi cations  
shou ld  use  the  software  development PROCESS  or an  
establ i shed  software  main tenance  PROCESS .  

When  software  i s  mod i fi ed ,  the  requ i rements  i n  
subclause  4 . 3,  Clause  5,  Clause  7 ,  Clause  8  and  
Cl ause  9  of I EC 62304: 2006  shal l  a l so  apply to  the  
mod i fi cation .  
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1 4. 1 3  Connection  of PEMS  by NETWORK/DATA 

COUPLING  to  other equ ipment  

PEMS  i n tended  to  be  i ncorporated  i n to  an  

IT-NETWORK  
 

I f the  PEMS  i s  i n tended  to  be  connected  by 
NETWORK/DATA COUPLING  to  other equ ipment  that  i s  
ou ts i de  the  control  of the  PEMS  MANUFACTURER ,  the  
techn ical  descripti on  shal l :   
a)  speci fy the  characteri sti cs  of the  

NETWORK/DATA COUPLING  necessary for the  
PEMS  to  ach ieve  i ts  I NTENDED  USE ;  

 

I f the  PEMS  i s  i n tended  to  be  i ncorporated  i n to  an  
I T-NETWORK  that  i s  not  va l i dated  by the  PEMS  

MANUFACTURER,  the  MANUFACTURER  shal l  make  
avai l able  i nstructions  for implementi ng  such  
connection  i ncl ud ing  the  fol l owing   
 
a)  the  purpose  of the  PEMS ’S  connection  to  an  I T-

NETWORK;  

b)  the  requ i red  characteri sti cs  of the  I T-NETWORK 

i ncorporati ng  the  PEMS ;  

c)  the  requ i red  confi guration  of the  I T-NETWORK 

i ncorporati ng  the  PEMS ;  

d )  the  techn ical  speci fi cations  of the  network 
connection  of the  PEMS  i ncl ud ing  securi ty 
speci fi cations;  

e) the  i n tended  i n formation  fl ow between  the  
PEMS ,  the  I T-NETWORK and  other devices  on  the  

I T-NETWORK,  and  the  i n tended  rou ti ng  through  
the  I T-NETWORK;  and  

NOTE  1  Th i s  can  i ncl ude  aspects  of 
effecti veness  and  data  and  system  securi ty as  
re lated  to  BASIC  SAFETY and  ESSENTIAL  

PERFORMANCE  (see  a l so  Clause  H . 6  and  I EC 
80001 -1 : 201 0).  

b)f)  l i s t  the  HAZARDOUS  S I TUATIONS  resu l ti ng  from  a  
fa i l u re  of the  I T-NETWORK/DATA COUPLING  to  
provide  the  speci fi ed  characteri sti cs  requ i red  to  
meet  the  purpose  of the  PEMS  connection  to  the  

I T-NETWORK.  

c)  I nstruct  the  RESPONSIBLE  ORGAN IZATION  that:  

I n  the  ACCOMPANYING  DOCUMENTS ,  the  
MANUFACTURER  shal l  i nstruct  the  RESPONSIBLE  

ORGAN IZATION  that:  

−  connection  of the  PEMS  to  a  NETWORK/DATA 

COUPLING  an  I T-NETWORK  that  i ncl udes  other 
equ ipment  cou ld  resu l t  i n  previous ly 
un identi fi ed  RISKS  to  PATIENTS ,  OPERATORS  or 
th i rd  parti es;  

−  the  RESPONSIBLE  ORGAN IZATION  shou ld  i denti fy,  
analyze,  evaluate  and  con trol  these  RISKS ;  
 

 

Requ i rements  for network/data  coupl i ng  i ncorporation  i n to  an  
I T-network are  not  i ncl uded  i n  th i s  s tandard .  
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NOTE  3  I EC  80001 -1 : 201 0  provides  gu i dance  for 
the  RESPONSIBLE  ORGAN I ZATION  to  add ress  these  
ri sks .  

  subsequen t  changes  to  the  I T-NETWORK/DATA 

COUPLI NG  cou l d  i n troduce  new RISKS  and  
requ i re  add i ti ona l  ana l ys i s ;  and  

  changes  to  the  I T-NETWORK/DATA COUPLI NG  

i ncl u de :  

  changes  i n  the  I T-NETWORK/DATA 

COUPLI NG  con fi gu rati on ;   

  connecti on  of add i ti ona l  i tems  to  the  I T-  
NETWORK/DATA COUPLI NG ;  

  d i sconnecti ng  i tems  from  the  I T-
NETWORK/DATA COUPLI NG ;  

  u pdate  of equ i pmen t connected  to  the  I T-
NETWORK/DATA COUPLI NG ;  

  u pg rade  of equ i pmen t connected  to  the  
I T-NETWORK/DATA COUPLI NG .  

 

 

 

 

C.4.7  Relationsh ip  to  requ irements  in  IEC  60601 -1 -4  

I EC  60601 -1 -4  wi l l  con tinue  to  be  used  un ti l  the  transi tion  period  for I EC  60601 -1 : 2005  i s  
complete.  

Table  C. 4  shows the  requ i rements  of I EC  60601 -1 -4  [2 ]  and  the  related  requ i rements  i n  th i s  
standard .  Th is  does  not i nd icate  that the  re lated  requ i rements  i n  th i s  standard  fu l l y  cover the  
requ i rements  i n  I EC  60601 -1 -4.  Many parts  of the  60601 -1 -4  requ i rements  are  covered  by 
compl iance  wi th  I SO  1 4971 .  Some requ i rements  i n  I EC  60601 -1 -4  are  not addressed  by 
I EC 62304.  

Table  C.4  – Relationsh ip  to  IEC  60601 -1 -4  

PEMS  requ i rements  from  IEC  60601 -1 -4: 1 996  

plus  Amendment 1 : 1 999  Related  requ i rements  of IEC  62304 

6. 8  Accompanyi ng  documen ts   

6 . 8 . 201   4 . 2  and  4 . 3  c)  

52 . 201  Documentati on   

52. 201 . 1  4 . 1  

52 . 201 . 2  4 . 1  and  4 . 2  

52 . 201 . 3  4 . 2  

52 . 202  R I SK MANAGEMENT  PLAN    

52 . 202 . 1  4 . 2  

52 . 202 . 2  5 . 1 . 1 ,  5 . 1 . 5  

52 . 202 . 3  4 . 1 ,  5 . 1 . 2  

52 . 203   Devel opmen t  l i fe-cycl e   

52 . 203. 1  5 . 1 . 1  

52 . 203. 2  5 . 1 . 1  

52 . 203. 3   

52 . 203. 4  5 . 1 . 7  

52 . 203. 5  7  

52 . 204  Ri sk management  process   

52 . 204. 1  4 . 2  
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52. 204. 2  4 . 2 ,  7  

52. 204. 3   

52 . 204. 3. 1   

52 . 204. 3. 1 . 1  4 . 2 ,  7 . 1  

52. 204. 3. 1 . 2  4 . 2 ,  7 . 1 . 2  

52. 204. 3. 1 . 3  4 . 2  

52. 204. 3. 1 . 4  4 . 2 ,  7 . 1 . 2  e)  

52. 204. 3. 1 . 5  4 . 2 ,  7 . 1 . 2  

52. 204. 3. 1 . 6  4 . 2 ,  7 . 1  

52. 204. 3. 1 . 7  4 . 2  

52. 204. 3. 1 . 8  4 . 2  

52. 204. 3. 1 . 9  4 . 2  

52. 204. 3. 1 . 1 0  4 . 2  

52. 204. 3. 2   

52 . 204. 3. 2 . 1  4 . 2  

52. 204. 3. 2 . 2  4 . 2 ,  4 . 3  

52. 204. 3. 2 . 3   

52 . 204. 3. 2 . 4   

52 . 204. 3. 2 . 5  4 . 2  

52. 204. 4   

52 . 204. 4. 1  4 . 2  

52. 204. 4. 2  4 . 2  

52. 204. 4. 3  4 . 2  

52. 204. 4. 4  4 . 2  

52. 204. 4. 5   

52 . 204. 4. 6  4 . 2  

52. 205  Qual i fi cation  of personnel  4 . 1  

52. 206  Requ i rement speci fi cation   

52 . 206. 1  5 . 2  

52. 206. 2  7 . 2 . 2  

52. 206. 3   

52 . 207  Arch i tecture   

52 . 207. 1  5 . 3 . 1  

52. 207. 2  5 . 3  

52. 207. 3   

52 . 207. 4   

52 . 207. 5   

52 . 208  Desi gn  and  implementation   

52 . 208. 1  5  

52. 208. 2   

52 . 209  Veri fi cation    

52 . 209. 1  5 . 7 . 1  

52. 209. 2  5 . 1 . 5,  5. 1 . 6  
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52. 209. 3  5 . 2 . 6 ,  5. 3. 6,  5 . 4 . 4 ,  5. 5. 5,  5. 6,  5 . 7  

52. 209. 4   

52 . 21 0  Val i dation   

52 . 21 0. 1  4 . 1  

52. 21 0. 2  4 . 1  

52. 21 0. 3  4 . 1  

52. 21 0. 4   

52 . 21 0. 5   

52 . 21 0. 6   

52 . 21 0. 7   

52 . 21 1  Mod i fi cation   

52 . 21 1 . 1  6  

52. 21 1 . 2  4 . 1 ,  6  

52. 21 2  Assessment  

52 . 21 2. 1  4 . 1  

 

I EC  60601 -1 -4  has  been  wi thdrawn.  

C.5 Relationship to  IEC 61 01 0-1  

The  scope of I EC 61 01 0-1  [4  5]  covers  electrical  test and  measuring  equ ipment,  e lectrical  
control  equ ipment and  electrical  l aboratory equ ipment.  On ly part of the  laboratory equ ipment i s  
used  in  a  med ical  environment or as  i n  vi tro  d iagnostic equ ipment ( IVD).   

Due  to  legal  regu lations  or normative  references,  I VD  equ ipment i s  a l located  to  MEDICAL 

DEVICES  wi thout,  however,  fa l l ing  wi th in  the  scope of I EC 60601 -1  [1 ] .  Th is  i s  attributable  not 
on ly to  the  fact that,  strictly speaking ,  IVD  instruments  are  not MEDICAL DEVICES  wh ich  come 
in to  d i rect contact wi th  patients,  bu t a lso  to  the  fact that such  products  are  manufactured  for 
many d i fferent appl ications  in  various  laboratories.  Use  as  an  IVD  instrument or as  an  
accessory for an  IVD  instrument i s  then  rare.  

I f l aboratory equ ipment i s  used  as  IVD  equ ipment,  the  measured  resu l ts  obtained  must be  
EVALUATED  i n  accordance wi th  med ical  cri teria.  The  appl ication  of I SO  1 4971  is  requ i red  for 
RISK MANAGEMENT .  I f such  products  also  contain  software  that can  lead  to  a  HAZARD HAZARDOUS  

SI TUATION ,  for example  fai lu re  caused  by the  software  wh ich  resu l ts  i n  an  unwanted  change of 
med ical  data  (measuring  resu l ts),  I EC  62304  must be  taken  in to  account.  

I EC 61 01 0-1 : 201 0  has  a  general  requ irement for ri sk assessment i n  Clause  1 7,  wh ich  is  more  
stream l ined  than  the  fu l l  risk management requ i rements  of I SO  1 4971 .  Applying  I EC 61 01 0-1  
Clause  1 7  alone  does  not meet the  requ ired  cri teria  for ri sk management of I EC  62304,  wh ich  
is  based  on  fu l l  I SO  1 4971  risk management requ irements.  Wi th  th is  i n  m ind ,  i t  i s  expected  by 
th is  standard  that when  an  IVD  med ical  device  has  software-related  risks,  i ts  risk management 
process  is  performed  fol lowing  ISO  1 4971  i nstead  of on ly Clause  1 7  of I EC  61 01 0-1 .  
Compl iance  wi th  Clause  1 7  of I EC 61 01 0-1  wi l l  be  ach ieved ,  as  detai led  in  the  Note  to  Clause  
1 7  of I EC 61 01 0-1 :  

NOTE  One  RISK  assessment procedure  i s  ou tl i ned  i n  Annex J .  Other RISK  assessment  procedures  are  contai ned  i n  
I SO  1 4971 ,  SEMI  S1 0-1 296,  I EC 61 508,  I SO  1 41 21 -1 ,  and  ANSI  B1 1 . TR3.  Other establ i shed  procedures  wh ich  
implement  s im i l ar steps  can  a l so  be  used .  

The  flowchart in  F igure  C. 3  provides  a  usefu l  a id  to  explain  the  principle  way of the  RISK 

MANAGEMENT PROCESS  and  shows  the  appl ication  of I EC  62304  wi th  I EC 61 01 0-1 ,  Clause  1 7:  
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Figure C.3  – Appl ication  of IEC  62304 wi th  IEC  61 01 0-1  

IEC   727/06 
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C.6 Relationship to  ISO/IEC 1 2207 

This  standard  has  been  derived  from  the  approach  and  concepts  of I SO/IEC 1 2207  [9] ,  wh ich  
defines  requ irements  for software  l i fe  cycle  PROCESSES  i n  general ,  i . e.  not restricted  to  MEDICAL 

DEVICES .  

Th is  standard  d i ffers  from  ISO/IEC 1 2207  main ly wi th  respect to  the  fol lowing .  I t:  

•  excludes  SYSTEM  aspects,  such  as  SYSTEM  requ irements,  SYSTEM  ARCHITECTURE  and  
val idation ;  

•  om i ts  some PROCESSES  seen  as  dupl icating  ACTIVITI ES  documented  e lsewhere  for MEDICAL 

DEVICES ;  

•  adds  the  (SAFETY)  RISK MANAGEMENT PROCESS  and  the  software  release  PROCESS ;  

•  incorporates  the  documentation  and  the  VERIFICATION  supporting  PROCESSES  i n to  the  
development and  main tenance PROCESSES ;  

•  merges  the  PROCESS  implementation  and  plann ing  ACTIVITI ES  of each  PROCESS  i n to  a  s ing le  
ACTIVI TY  i n  the  development and  maintenance PROCESSES ;  

•  classi fies  the  requ irements  wi th  respect to  SAFETY  needs;  and  

•  does  not expl ici tly classi fy PROCESSES  as  primary or supporting ,  nor g roup PROCESSES  as  
I SO/IEC 1 2207  does.  

Most of these  changes  were  driven  by the  desire  to  tai lor the  standard  to  the  need  of the  
MEDICAL DEVICE  sector by:  

•  focusing  on  SAFETY  aspects  and  the  MEDICAL DEVICE  RISK MANAGEMENT  s tandard  ISO  1 4971 ;  

•  selecting  the  appropriate  PROCESSES  u sefu l  i n  a  regu lated  environment;  

•  taking  in to  account that software  development i s  embedded  in  a  qual i ty system  (wh ich  
covers  some of the  PROCESSES  and  requ i rements  of I SO/IEC 1 2207);  and  

•  lowering  the  level  of abstraction  to  make i t  easier to  use.  

Th is  standard  is  not contrad ictory to  I SO/IEC 1 2207.  I SO/IEC 1 2207  can  be  usefu l  as  an  aide  
in  setting  up  a  wel l  structured  SOFTWARE DEVELOPMENT LI FE  CYCLE  MODEL  that i ncludes  the  
requ irements  of th is  standard .  

Table  C.5,  wh ich  was  prepared  by I SO/IEC JTC1 /SC7,  shows  the  relationsh ip  between  
IEC 62304  and  I SO/IEC 1 2207.  
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Table  C.5 – Relationsh ip  to  ISO/IEC  1 2207: 2008  

ISO/IEC  62304 processes  ISO/IEC  1 2207  processes  

Activi ty Task Activi ty Task 

5  Software  development  PROCESS  5 . 3  Development process  

6. 1  Documentation  process   

6 . 2  Configuration  management  process  

6. 4  Veri fi cation  process   

6 . 5  Val i dation  process  

6. 8  Problem  resolu tion  process  

7. 1  Management  process  

5. 1  Software  
development p l ann ing  

 5 . 3. 1  Process  implementation  

5. 3. 3  System  arch i tectu ral  
design  

5. 3. 7  Software  cod ing  and  
testi ng  

5. 3. 8  Software  i n tegration  

5. 3. 9  Software  qual i fi cation  
testi ng  

5. 3. 1 0  System  i n tegration  

6 . 1 . 1  Process  implementation  

6 . 2 . 1  Process  implementation  

6 . 2 . 2  Configuration  i den ti fi cation  

6 . 4. 1  Process  implementation  

6 . 5. 1  Process  implementation  

6 . 8. 1  Process  implementation  

7. 1 . 2  P lann ing  

7. 1 . 3  Execution  and  con trol  

7 . 2 . 2  Establ i shment  of the  
i n frastructure  

7. 2 . 3  Main tenance  of the  
i n frastructure  

 

5 . 1 . 1  Software  development p l an  5. 3. 1  Process  implementation  

7. 1 . 2  P lann ing  

5. 3. 1 . 1  

5. 3. 1 . 3  

5. 3. 1 . 4  

7 . 1 . 2 . 1  

5 . 1 . 2  Keep  software  development 
p l an  updated  

7. 1 . 3  Execution  and  con trol  7 . 1 . 3. 3  

 

5 . 1 . 3  Software  development p l an  
reference  to  SYSTEM  d es ign  and  
development 

5. 3. 3  System  arch i tectu ral  
design  

5. 3. 1 0  System  i n tegration  

6 . 5. 1  Process  implementation  

5. 3. 3. 1  

5. 3. 1 0 . 1  

6 . 5. 1 . 4  

5. 1 . 4  Software  development  
standards,  methods  and  tool s  
p l ann ing  

5. 3. 1  Process  implementation  5. 3. 1 . 3  

5. 3. 1 . 4  

5. 1 . 5  Software  i n tegration  and  
i n tegration  testi ng  p lann ing  

5. 3. 8  Software  i n tegration .  5. 3. 8. 1  

5. 1 . 6  Software  VERIFICATION  
p l ann ing  

6 . 4. 1  Process  implementation  

5. 3. 7  Software  cod ing  and  
testi ng  

5. 3. 8  Software  i n tegration  

5. 3. 9  Software  qual i fi cation  
testi ng  

6 . 4. 1 . 4  

6 . 4. 1 . 5  

5. 3. 7. 5  

5. 3. 8. 5    

5 . 3. 9. 3  

5. 1 . 7  Software  RISK MANAGEMENT  
p l ann ing  

Amd . 1 : 2002  – F  3 . 1 . 5  Risk 
management process  

 

5 . 1 . 8  Documentation  p l ann ing  6 . 1 . 1  Process  implementation  6 . 1 . 1 . 1  

5. 1 . 9  Software  confi guration  
management p l ann ing  

6 . 2 . 1  Process  implementation  

6 . 8. 1  Process  implementation  

6 . 2 . 1 . 1  

6 . 8. 1 . 1  

5. 1 . 1 0  Supporti ng  i tems  to  be  
control l ed  

7 . 2 . 2  Establ i shment  of the  
i n frastructure  

7 . 2 . 3  Main tenance  of the  
i n frastructure  

7. 2 . 2 . 1  

 

7 . 2 . 3. 1  

5. 1 . 1 1  Software  CONFIGURATION  

I TEM  con trol  before  VERIFICATION  
6 . 2 . 2  Configuration  i denti fi cation  6 . 2 . 2 . 1  

 

5 . 2  Software   5 . 3. 3  System  arch i tectural   
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ISO/IEC  62304 processes  ISO/IEC  1 2207  processes  

Activi ty Task Activi ty Task 

requ i rements  analys i s  design  

5. 3. 4  Software  requ i rements  
analys i s  

6 . 4. 2  Veri fi cati on  

5. 2 . 1  Defi ne  and  document  
software  requ i rements  from  
SYSTEM  requ i rements  

5. 3. 3  System  arch i tectu ral  
design  

5. 3. 3. 1  

5. 2 . 2  Software  requ i rements  
conten t 

5. 3. 4  Software  requ i rements  
analys i s  

5. 3. 4. 1  

5. 2 . 3  I ncl ude  RISK CONTROL  
measures  i n  software  
requ i rements  

5. 2 . 4  Re-EVALUATE  MEDICAL  

DEVICE   RISK  ANALYSIS  
 None  

5. 2 . 5  Update  SYSTEM  
requ i rements  

5 . 3 . 4  Software  requ i rements  
analys i s  

a)  b)  

5 . 2 . 6  Veri fy software  
requ i rements  

5 . 3 . 4  Software  requ i rements  
analys i s  

6 . 4 . 2  Veri fi cation  

5 . 3 . 4 . 2  

6 . 4 . 2 . 3   

5 . 3  Software  
ARCH ITECTURAL  d es ign  

 5 . 3. 5  Software  arch i tectu ral  
design  

 

5 . 3. 1  Transform  software  
requ i rements  i n to  an  
ARCH ITECTURE  

 

 

5 . 3. 5  Software  arch i tectu ral  
design  

5 . 3 . 5. 1  

5. 3. 2  Develop  an  ARCH ITECTURE  
for the  i n terfaces  of SOFTWARE  

I TEMS  

5 . 3 . 5. 2  

5 . 3 . 3  Speci fy functional  and  
performance  requ i rements  of 
SOUP  i tem  

 none  

5. 3 . 4  Speci fy SYSTEM  hardware  
and  software  requ i red  by SOUP  
i tem  

 none  

5. 3. 5  I denti fy segregation  
necessary for RISK CONTROL  

 none  

5. 3. 6  Veri fy software  
ARCH ITECTURE  

5 . 3. 5  Software  arch i tectu ral  
design  

5 . 3 . 5. 6  

 

5 . 4  Software  detai l ed  
design  

 5 . 3. 6  Software  detai l ed  design  

6 . 4. 2  Veri fi cation  

 

5 . 4 . 1  Refi ne  SOFTWARE  

ARCH ITECTURE   i n to  SOFTWARE  

UN I TS  

5 . 3 . 6  Software  detai l ed  des ign  5 . 3 . 6 . 1  

5 . 4 . 2  Develop  detai l ed  des ign  for 
each  SOFTWARE  UN I T  

5 . 4 . 3  Develop  detai l ed  des ign  for 
i n terfaces  

5. 3. 6. 2  

5 . 4 . 4  Veri fy detai l ed  design  6 . 4 . 2  Veri fi cation  5. 3. 6. 7  

5. 5  SOFTWARE  UN I T  
implementation  and  
veri fi cation  

 5 . 3 . 6  Software  detai l ed  design  

5 . 3 . 7  Software  cod ing  and  
testi ng  

6 . 4 . 2  Veri fi cation  

 

5 . 5. 1  I mplement  each  SOFTWARE  

UN I T  
5 . 3. 7  Software  cod ing  and  
testi ng  

5. 3. 7. 1  

 

5 . 5. 2  Establ i sh  SOFTWARE  UN I T  

VERI F ICATION  PROCESS  
5 . 3. 6  Software  detai l ed  design  

5. 3. 7  Software  cod ing  and  
testi ng  

5 . 3 . 6 . 5  

5 . 3 . 7 . 5   

5 . 5. 3  SOFTWARE  UN I T  acceptance  
cri teria  

5 . 3 . 7  Software  cod ing  and  
testi ng  

5. 3. 7. 5  

5 . 5. 4  Add i ti onal  SOFTWARE  UN I T  
acceptance  cri teria  

5 . 3 . 7  Software  cod ing  and  
testi ng  

6 . 4 . 2  Veri fi cation  

5 . 3 . 7 . 5   

6 . 4 . 2 . 5   

5 . 5. 5   SOFTWARE  UN I T  

VERI F ICATION  
5 . 3. 7  Software  cod ing  and  
testi ng  

5. 3. 7. 2  

 5 . 6  Software  i n tegration  
and  i n tegration  testi ng  

 5 . 3. 8  Software  i n tegration  

5. 3. 9  Software  qual i fi cation  
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ISO/IEC  62304 processes  ISO/IEC  1 2207  processes  

Activi ty Task Activi ty Task 

testi ng  

5. 3. 1 0  System  i n tegration  

6 . 4. 1  Process  implementation  

6 . 4. 2  Veri fi cation  

5. 6. 1  I n tegrate  SOFTWARE  UN I TS  5 . 3 . 8  Software  i n tegration  5 . 3 . 8. 2  

5 . 6 . 2  Veri fy software  i n tegration  5 . 3 . 8  Software  i n tegration  

5 . 3 . 1 0  System  i n tegration  

5 . 3 . 8. 2   

5 . 3 . 1 0. 1  

5 . 6 . 3  Test  i n tegrated  software  5. 3 . 9  Software  qual i fi cation  
testi ng .  

5 . 3 . 9. 1  

5 . 6 . 4  I n tegration  testi ng  con ten t   5 . 3 . 9. 3  

5 . 6 . 5  Veri fy  i n tegration  tests  
procedures  

6 . 4 . 2  Veri fi cation  6 . 4 . 2 . 2   

5 . 6 . 6  Conduct regression  tests  5 . 3 . 8  Software  i n tegration  5 . 3 . 8. 2  

5 . 6 . 7  I n tegration  test  record  
con tents  

5 . 3 . 8  Software  i n tegration  5 . 3 . 8. 2  

5 . 6 . 8  Use  software  problem  
resolu tion  PROCESS  

6 . 4 . 1  Process  implementation  6 . 4 . 1 . 6  

5 . 7  SOFTWARE  SYSTEM  
testi ng  

 5 . 3 . 8  Software  i n tegration  

5 . 3 . 9  Software  qual i fi cation  
testi ng  

6 . 4 . 1  Process  implementation  

6 . 4 . 2  Veri fi cation  

6 . 8. 1  Process  implementation  

 

5 . 7 . 1  Establ i sh  tests  for each  
software  requ i rement  

 

5 . 3 . 8  Software  i n tegration  

5 . 3 . 9  Software  qual i fi cation  
testi ng  

5 . 3 . 8. 4  

5 . 3 . 9. 1  

5 . 7 . 2  Use  software  problem  
resolu tion  PROCESS  

6 . 4 . 1  Process  implementation  6 . 4 . 1 . 6  

5. 7. 3  Retest  after changes  6 . 8. 1  Process  implementation  6 . 8. 1 . 1  

5. 7. 4  Veri fy SOFTWARE  SYSTEM  
testi ng  

6 . 4. 2  Veri fi cation  

5. 3. 9  Software  qual i fi cation  
testi ng  

6 . 4. 2 . 2   

5 . 3. 9. 3  

5. 7. 5  Document   data  for each  
test  SOFTWARE  SYSTEM  test  
record  con tent  

5 . 3 . 9  Software  qual i fi cation  
testi ng  

5. 3. 9. 1  

5. 8  Software  re lease   5 . 3 . 9  Software  qual i fi cation  
testi ng  

5 . 4 . 2  Operational  testi ng  

6 . 2 . 5  Configuration  evaluation  

6 . 2 . 6  Release  management  and  
del i very 

 

5 . 8. 1  Ensure  software  
VERIFICATION  i s  complete  

5. 4. 2  Operational  testi ng  

6 . 2 . 6  Release  management and  
del i very 

5. 4. 2 . 1  

5. 4. 2 . 2  

6 . 2 . 6. 1  

5 . 8 . 2  Document known  res idual  
ANOMALIES  

6 . 2 . 5  Configuration  evaluation  

5. 3. 9  Software  qual i fi cation  
testi ng  

6 . 2 . 5. 1  

5 . 3 . 9. 3  

5 . 8 . 3  Evaluate  known  res idual  
ANOMALIES  

5 . 8 . 4  Document re leased  
VERSIONS  

 

 

6 . 2 . 6  Release  management  and  
del i very 

 

 

6 . 2 . 6. 1  

 

5 . 8. 5  Document  how re leased  
software  was  created  

5. 8. 6  Ensure  acti vi ti es  and  tasks  
are  complete  

5. 8. 7  Arch ive  software  

5. 8. 8  Assure  repeatabi l i ty of 
software  release  

6  Software  main tenance   PROCESS  5 . 5  Main tenance  process  

6. 2  Configuration  management process  

6 . 1  Establ i sh  software  
main tenance  p lan  

 5 . 5. 1  Process  implementation  5. 5. 1 . 1  

 

6 . 2  Problem  and  
mod i fi cation  anal ys i s  

 5 . 5. 1  Process  Implementati on  

5. 5. 2  Problem  and  mod i fi cation  
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ISO/IEC  62304 processes  ISO/IEC  1 2207  processes  

Activi ty Task Activi ty Task 

analys i s  

5. 5. 3  Mod i fi cation  
implementation  

5. 5. 5  M igration  

6 . 2 . 1  Record  and  evaluate  
feedback 

  

6 . 2 . 1 . 1  Mon i tor feedback 5. 5. 1  Process  Implementation  5 . 5. 1 . 1  

5 . 5. 1 . 2   6 . 2 . 1 . 2  Document  and  EVALUATE  
 feedback 

6. 2 . 1 . 3  Evaluate  PROBLEM  

REPORT ’S  affects  on  SAFETY  
5 . 5. 2  Problem  and  mod i fi cation  
analys i s  

5 . 5. 2 . 1  

5 . 5. 2 . 2    

5 . 5. 2 . 3    

5 . 5. 2 . 4  

6 . 2 . 2  Use  software  problem  
resolu tion  PROCESS  

5 . 5. 1  Process  Implementation  5. 5. 1 . 2   

6 . 2 . 3  Analyse  CHANGE  REQUESTS  5 . 5. 2  Problem  and  mod i fi cation  
analys i s  

5 . 5. 2 . 1  

6 . 2 . 4  CHANGE  REQUEST  approval  5. 5. 2  Problem  and  mod i fi cation  
analys i s  

5 . 5. 2 . 5  

6 . 2 . 5  Commun icate  to  users  and  
regu lators  

5. 5. 3  Mod i fi cation  
implementation  

5. 5. 5  M igration  

5 . 5. 3 . 1  

5 . 5. 5. 3  

6 . 3  Mod i fi cation  
implementation  

 5 . 5. 3  Mod i fi cation  
implementation  

6 . 2 . 6  Release  management  and  
del i very 

 

 6 . 3. 1  Use  establ i shed  PROCESS  
to  implement  mod i fi cation  

5. 5. 3  Mod i fi cation  
implementation  

5. 5. 3. 2  

 6 . 3 . 2  Re-release  mod i fi ed  
SOFTWARE  SYSTEM  

6 . 2 . 6  Release  management and  
del i very 

6 . 2 . 6 . 1  

7  Software  RISK MANAGEMENT PROCESS  Amd . 1 : 2002  – F  3 . 1 5  Risk management process  

Process  i n  62304  addresses  ri sk /  hazard  i ssues  
that  are  not  addressed  i n  Amd  1 .   There  i s  some 
commonal i ty (ri sk measures,  etc)  bu t  the  focus  of 
the  analys i s  i s  qu i te  d i fferent.    

8  Software  confi guration  management PROCESS  5 . 5  Main tenance  process  

6 . 2  Configuration  management  process  

8 . 1  Configurati on  
i den ti fi cation  

 6 . 2 . 2  Configuration  i denti fi cation   

8 . 1 . 1  Establ i sh  means  to  i denti fy 
CONFIGURATION  I TEMS  

6 . 2 . 2  Configuration  i denti fi cation  6 . 2 . 2 . 1  

8 . 1 . 2  I den ti fy SOUP   none  

8 . 1 . 3  I den ti fy SYSTEM  
con fi guration  documentation  

6 . 2 . 2  Configuration  i denti fi cation  6 . 2 . 2 . 1  

8 . 2  Change  con trol   5 . 5. 3  Mod i fi cation  
implementation  

6 . 2 . 3  Configuration  con trol  

 

8 . 2 . 1  Approve  CHANGE  REQUESTS  6 . 2 . 3  Configurati on  control  6 . 2 . 3 . 1  

8 . 2 . 2  Implement changes  

 

5 . 5. 3  Mod i fi cation  
implementation  

6 . 2 . 3  Configurati on  control  

5 . 5. 3 . 2  

6 . 2 . 3 . 1  

8 . 2 . 3  Veri fy changes  6 . 2 . 3  Configurati on  control  6 . 2 . 3 . 1  

 8 . 2 . 4  Provide  means  for 
TRACEABI LI TY  of change  

8 . 3  Configuration  status  
accounti ng  

 6 . 2 . 4  Configuration  s tatus  
accounti ng  

6 . 2 . 4 . 1  

9  Software  problem  resolu tion  PROCESS  5 . 5  Main tenance  process  

6. 2  Configuration  management  

6 . 8  Problem  resol u tion  process  

9 . 1  Prepare  PROBLEM  

REPORTS  
 6 . 8. 1  Process  implementation  

6 . 8. 2  Problem  resolu tion  

6 . 8. 1 . 1  b)  

6 . 8. 2 . 1  

9 . 2  I nvesti gate  the  
problem  

 6 . 8 . 2  Problem  resolu tion  

6 . 8. 1  Process  implementation  

6 . 8. 2 . 1  

6 . 8. 1 . 1  b)  

9 . 3  Advise  re levant  
parti es  

 6 . 8 . 1  Process  implementation  6 . 8. 1 . 1  a)    
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ISO/IEC  62304 processes  ISO/IEC  1 2207  processes  

Activi ty Task Activi ty Task 

9. 4  Use  change  con trol  
process  

 6 . 2 . 3  Configuration  control .  

5 . 5. 3  Mod i fi cation  
implementation  

 

9 . 5  Main tain  records   6 . 8 . 1  Process  implementation  6 . 8. 1 . 1  a)    

 

9 . 6  Analyse  problems  for 
trends  

 6 . 8 . 1  Process  implementation  

6 . 8. 2  Problem  resolu tion  

6 . 8. 1 . 1  b)  

6 . 8 . 2 . 1  

 

9 . 7  Veri fy software  
problem  resolu tion  

 6 . 8. 1  Process  implementation  6 . 8. 1 . 1  d )  

9 . 8  Test documentati on  
conten ts  

   Al l  testi ng  
tasks  i n  1 2207  
requ i re  
documentation  

 

ISO/IEC  62304 PROCESSES  I SO/IEC  1 2207: 2008  

ACTIVITY  TASK  PROCESSES  ACTIVITY/TASK  

5  Software  development  PROCESS   

5 . 1  Software  
development  p l ann ing  

   

5 . 1 . 1  Software  
development  p l an  

7. 1 . 1  Software  
Implementation  

7 . 1 . 1 . 3 . 1  Software  
implementation  strategy 

7 . 1 . 1 . 3 . 1 . 1  

7 . 1 . 1 . 3 . 1 . 3  

7 . 1 . 1 . 3 . 1 . 4  

6 . 3 . 1 . 3 . 2  Project  p l ann ing  

6 . 3 . 1 . 3 . 2 . 1  

5 . 1 . 2  Keep  software  
development  p l an  
updated  

6. 3. 2  Project  Assesment 
and  Control  

6 . 3 . 2 . 3 . 2  Project  control  

6 . 3 . 2 . 3 . 2 . 1  

5 . 1 . 3  Software  
development  p l an  
reference  to  SYSTEM  
des ign  and  development  

6 . 4 . 3  System  
Arch i tectu ral  Design  

6 . 4 . 5  System  I n tegration  

7 . 2 . 5  Software  
Val i dation  Process  

6. 4. 3. 3. 1  Establ i sh ing  
arch i tectu re  

6. 4. 3. 3. 1 . 1  

6 . 4. 5. 3. 1  I n tegration  

6 . 4. 5. 3. 1 . 1  

7 . 2 . 5. 3. 1  Process  
implementation  

7. 2 . 5. 3. 1 . 4  

5. 1 . 4  Software  
development standards,  
methods  and  tool s  
p l ann ing  

7 . 1 . 1  Software  
Implementation  

7. 1 . 1 . 3. 1  Software  
implementation  strategy 

7. 1 . 1 . 3. 1 . 3  

5. 1 . 5  Software  
i n tegration  and  i n tegration  
testi ng  p l ann ing  

7 . 1 . 6  Software  
I n tegration  

7. 1 . 6. 3. 1  Software  
i n tegration  

7. 1 . 6. 3. 1 . 1  

5. 1 . 6  Software  
VERIF ICATION  p l ann ing  

7. 2 . 4  Software  
Veri fi cation  

7. 1 . 5  Software  
Construction  

7. 1 . 6  Software  
I n tegration  

7. 1 . 7  Software  
Qual i fi cation  Testi ng  

7. 2 . 4. 3. 1  Process  
implementation  

7. 2 . 4. 3. 1 . 4  

7 . 2 . 4. 3. 1 . 5  

7 . 1 . 5. 3. 1  Software  
constru tion  

7. 1 . 5. 3. 1 . 5  

7 . 1 . 6. 3. 1  Software  
i n tegrati on  

7. 1 . 6. 3. 1 . 5  

7 . 1 . 7. 3. 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7. 3. 1 . 3  

5. 1 . 7  Software  RISK 

MANAGEMENT  p l ann ing  
6 . 3. 4  Risk Management 
Process  

 

5 . 1 . 8  Documentation  
pl ann ing  

7. 2 . 1  Software  
Documentation  
Management  

7 . 2 . 1 . 3. 1  Process  
implementation  

7. 2 . 1 . 3. 1 . 1  
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 5. 1 . 9  Software  
confi guration  
management p l ann ing  

7. 2 . 2  Software  
Configuration  
Management  

7 . 2 . 8  Software  Problem  
Resolu tion  

7. 2 . 2 . 3. 1  Process  
implementation  

7. 2 . 2 . 3. 1 . 1  

7 . 2 . 8. 3. 1  Process  
implementation  

7. 2 . 8. 3. 1 . 1  

5. 1 . 1 0  Supporti ng  i tems  
to  be  control l ed  

6 . 2 . 2  I n frastructure  
Management  

6 . 2 . 2  I n frastructure  
Management  

 

6 . 2 . 2 . 3. 2  Establ i shment  
of the  i n frastructu re  

6. 2 . 2 . 3. 2 . 1  

6 . 2 . 2 . 3. 3  Main tenance  
of the  i n frastructu re  

6. 2 . 2 . 3. 3. 1  

5. 1 . 1 1  Software  
CONFIGURATION  I TEM  
con trol  before  
VERIF ICATION  

7 . 2 . 2  Software  
Configuration  
Management  

 

7 . 2 . 2 . 3. 2  Configuration  
i denti fi cation  

7. 2 . 2 . 3. 2 . 1  

5 . 2  Software  
requ i rements  analys i s  

   

5 . 2 . 1  Defi ne  and  
document software  
requ i rements  from  
SYSTEM  requ i rements  

6 . 4 . 3  System  
Arch i tectu ral  Design  

6 . 4. 3. 3. 1  Establ i sh ing  
arch i tectu re  

6. 4. 3. 3. 1 . 1  

5. 2 . 2  Software  
requ i rements  conten t  

7 . 1 . 2  Software  
Requ i rements  Analys i s  

7 . 1 . 2 . 3. 1  Software  
requ i rements  analys i s  

7 . 1 . 2 . 3. 1 . 1  5. 2 . 3  I ncl ude  RISK 

CONTROL  measures  i n  
software  requ i rements  

5 . 2 . 4  Re-EVALUATE  

MEDICAL  DEVICE   RI SK  
ANALYSIS  

None  None  

5. 2 . 5  Update  SYSTEM  
requ i rements  

7 . 1 . 2  Software  
Requ i rements  Analys i s  

 

7 . 1 . 2 . 3 . 1  Software  
requ i rements  analys i s  

7 . 1 . 2 . 3 . 1 . 1  a)  &  b)  

5. 2 . 6  Veri fy software  
requ i rements  

7 . 2 . 4  Software  
Veri fi cation  

 

7 . 2 . 4 . 3 . 2  Veri fi cation  

7 . 2 . 4 . 3 . 2 . 1  

5. 3  Software  
ARCH ITECTURAL  d es ign  

5. 3. 1  Transform  
software  requ i rements  
i n to  an  ARCH ITECTURE  

7 . 1 . 3  Software  
Arch i tectural  Des ign  

7 . 1 . 3 . 3 . 1  Software  
arch i tectu ral  des ign  

7 . 1 . 3 . 3 . 1 . 1  

5 . 3 . 2  Develop  an  
ARCH ITECTURE  for the  
i n terfaces  of SOFTWARE  

I TEMS  

7 . 1 . 3. 3. 1  Software  
arch i tectural  design  

7. 1 . 3. 3. 1 . 2  

5 . 3 . 3  Speci fy functional  
and  performance  
requ i rements  of SOUP  
i tem  

None  none  

5. 3 . 4  Speci fy SYSTEM  
hardware  and  software  
requ i red  by SOUP  i tem  

None  none  

5. 3 . 5  I denti fy 
segregation  necessary for 
RISK CONTROL  

None  none  

5. 3 . 6  Veri fy software  
ARCH ITECTURE  

7 . 1 . 3  Software  
Arch i tectu ral  Design  

7 . 1 . 3 . 3 . 1  Software  
arch i tectu ral  des ign  

7 . 1 . 3 . 3 . 1 . 6  

5. 4  Software  detai l ed  
design  

5 . 4 . 1  Refi ne  SOFTWARE  

ARCH ITECTURE   i n to  
SOFTWARE  UN I TS  

7 . 1 . 4  Software  Detai l ed  
Des ign  

7 . 1 . 4 . 3 . 1  Software  
detai l ed  design  

7 . 1 . 4 . 3 . 1 . 1  

5 . 4 . 2  Develop  detai l ed  
des ign  for each  
SOFTWARE  UN I T  

5 . 4 . 3  Develop  detai l ed  
design  for i n terfaces  

7. 1 . 4. 3. 1  Software  
detai l ed  des ign  

7. 1 . 4. 3. 1 . 2  
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5. 4. 4  Veri fy detai l ed  
des ign  

7. 1 . 4  Software  Detai l ed  
Desi gn  

7 . 1 . 4 . 3 . 1  Software  
detai l ed  design  

7 . 1 . 4 . 3 . 1 . 7  

5 . 5  SOFTWARE  UN I T  
implementation  and  
veri fi cation  

5 . 5. 1  I mplement  each  
SOFTWARE  UN I T  

7 . 1 . 5  Software  
Construction  

7. 1 . 5. 3. 1  Software  
construction  

7. 1 . 5. 3. 1 . 1  

5. 5. 2  Establ i sh  
SOFTWARE  UN I T  

VERIF ICATION  PROCESS  

7 . 1 . 4  Software  Detai l ed  
Des ign  

7 . 1 . 5  Software  
Construction  

7 . 1 . 4 . 3 . 1  Software  
detai l ed  design  

7 . 1 . 4 . 3 . 1 . 5  

7 . 1 . 5. 3 . 1  Software  
Construction  

7 . 1 . 5. 3 . 1 . 5  

5 . 5. 3  SOFTWARE  UN I T  
acceptance  cri teria  

7 . 1 . 5  Software  
Construction  

7 . 1 . 5. 3 . 1  Software  
construction  

7 . 1 . 5. 3 . 1 . 5  

5. 5. 4  Add i ti onal  
SOFTWARE  UN I T  
acceptance  cri teri a  

7 . 1 . 5  Software  
Construction  

7 . 2 . 4  Software  
Veri fi cation  

7. 1 . 5. 3. 1  Software  
construction  

7. 1 . 5. 3. 1 . 2  

5. 5. 5  SOFTWARE  UN I T  

VERI F ICATION  
7 . 1 . 5  Software  
Construction  

7. 1 . 5. 3. 1  Software  
construction  

7. 1 . 5. 3. 1 . 2  

5 . 6  Software  i n tegration  
and  i n tegration  testi ng  

5. 6. 1  I n tegrate  
SOFTWARE  UN I TS  

7 . 1 . 6  Software  
I n tegration  

7 . 1 . 6 . 3 . 1  Software  
i n tegration  

7 . 1 . 6 . 3 . 1 . 2  

5 . 6 . 2  Veri fy software  
i n tegration  

7. 1 . 6  Software  
I n tegration  

6 . 4. 5  System  I n tegrati on  

7 . 1 . 6 . 3 . 1  Software  
i n tegration  

7 . 1 . 6 . 3 . 1 . 2  

6 . 4 . 5. 3 . 1  I n tegration  

6 . 4 . 5. 3 . 1 . 2  

5 . 6 . 3  Test i n tegrated  
software  

7. 1 . 7  Software  
Qual i fi cation  Testi ng  

7 . 1 . 7 . 3 . 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7 . 3 . 1 . 1  

5 . 6 . 4  I n tegration  testi ng  
con tent  

7 . 1 . 7  Software  
Qual i fi cation  Testi ng  

7 . 1 . 7 . 3 . 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7 . 3 . 1 . 3  

5 . 6 . 5  Veri fy  i n tegration  
tests  procedures  

None  None  

5. 6 . 6  Conduct 
regress ion  tests  

7 . 1 . 6  Software  
I n tegration  

7 . 1 . 6 . 3 . 1  Software  
i n tegration  

7 . 1 . 6 . 3 . 1 . 2  

5 . 6 . 7  I n tegration  test  
record  conten ts  

7 . 1 . 6  Software  
I n tegration  

7 . 1 . 6 . 3 . 1  Software  
i n tegration  

7 . 1 . 6 . 3 . 1 . 2  

5 . 6 . 8  Use  software  
problem  resolu tion  
PROCESS  

7 . 2 . 4  Software  
Veri fi cation  

7 . 2 . 4 . 3 . 1  Process  
implementation  

7 . 2 . 4 . 3 . 1 . 6  

5. 7  SOFTWARE  SYSTEM  
testi ng  

5. 7. 1  Establ i sh  tests  for 
each  software  
requ i rement  

7 . 1 . 6  Software  
I n tegration  

7 . 1 . 7  Software  
Qual i fi cation  Testi ng  

7. 1 . 6. 3. 1  Software  
i n tegration  

7. 1 . 6. 3. 1 . 4  

7 . 1 . 7. 3. 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7. 3. 1 . 1  

5. 7. 2  Use  software  
problem  resolu tion  
PROCESS  

7 . 2 . 4  Software  
Veri fi cation  

7 . 2 . 4 . 3 . 1  Process  
implementation  

7 . 2 . 4 . 3 . 1 . 6  

5 . 7 . 3  Retest  after 
changes  

7 . 2 . 8  Software  Problem  
Resolu tion  

7 . 2 . 8. 3 . 1  Process  
implementation  

7 . 2 . 8. 3 . 1 . 1  

5 . 7 . 4  Veri fy SOFTWARE  

SYSTEM  testi ng  
7 . 1 . 7  Software  
Qual i fi cation  Testi ng  

7. 1 . 7. 3. 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7. 3. 1 . 3  
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5. 7. 5  SOFTWARE  SYSTEM  
test  record  conten ts  

7 . 1 . 7  Software  
Qual i fi cation  Testi ng  

7. 1 . 7. 3. 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7. 3. 1 . 1  

5 . 8  Software  release  5. 8. 1  Ensure  software  
VERIF ICATION  i s  complete  

6 . 4. 9  Software  
Operation   

7 . 2 . 2  Software  
Configuration  
Management  

6 . 4 . 9. 3. 2  Operation  
acti vation  and  check-ou t 

6 . 4. 9. 3. 2 . 1  

6 . 4. 9. 3. 2 . 2  

7 . 2 . 2 . 3. 6  Release  
management and  del i very 

7. 2 . 2 . 3. 6. 1  

5. 8. 2  Document known  
res idual  ANOMALIES  

7 . 2 . 2  Software  
Configuration  
Management  

7 . 1 . 7  Software  
Qual i fi cation  Testi ng  

7 . 2 . 2 . 3 . 5  Configuration  
evaluation  

7 . 2 . 2 . 3 . 5. 1  

7 . 1 . 7 . 3 . 1  Software  
qual i fi cation  testi ng  

7 . 1 . 7 . 3 . 1 . 3  

5 . 8 . 3  EVALUATE  known  
res idual  ANOMALIES  

5 . 8 . 4  Document  
re leased  VERSIONS  

7 . 2 . 2  Software  
Configuration  
Management  Process  

7. 2 . 2 . 3. 6  Release  
management  and  del i very 

7. 2 . 2 . 3. 6 . 1  5 . 8 . 5  Document  how 
released  software  was  
created  

5. 8. 6  Ensure  ACTIVI TI ES  
and  TASKS  are  complete  

5. 8. 7  Arch ive  software  

5. 8. 8  Assure  
repeatabi l i ty of software  
release  

6  Software  main tenance   PROCESS  6 . 4 . 1 0  Software  Main tenance  Process  

6. 1  Establ i sh  software  
main tenance  plan  

 6 . 4 . 1 0  Software  
Main tenance   

None  

6. 2  Problem  and  
mod i fi cation  analys i s  

6 . 2 . 1  Document  and  
EVALUATE  feedback 

None  None  

6. 2 . 1 . 1  Mon i tor feedback 6 . 4 . 1 0  Software  
Main tenance   

None   

6 . 2 . 1 . 2  Document  and  
EVALUATE  feedback 

6. 2 . 1 . 3  EVALUATE  
PROBLEM  REPORT ’S  effects  
on  SAFETY  

6 . 4 . 1 0  Software  
Main tenance   

None   

6 . 2 . 2  Use  software  
problem  resolu tion  
PROCESS  

6 . 4 . 1 0  Software  
Main tenance   

None   

6 . 2 . 3  Analyse  CHANGE  

REQUESTS  
6 . 4 . 1 0  Software  
Main tenance   

None   

6 . 2 . 4  CHANGE  REQUEST  
approval  

6 . 4. 1 0  Software  
Main tenance   

None   

6 . 2 . 5  Commun icate  to  
users  and  regu lators  

6 . 4. 1 0  Software  
Main tenance   

None   

6 . 3  Mod i fi cati on  
implementation  

 None  None   

 6 . 3 . 1  Use  establ i shed  
PROCESS  to  implement  
mod i fi cati on  

6 . 4 . 1 0  Software  
Main tenance   

None   

 6 . 3 . 2  Re-release  
mod i fi ed  SOFTWARE  

SYSTEM  

7 . 2 . 2  Software  
Configuration  
Management  

None   

7  Software  RISK MANAGEMENT PROCESS  6 . 3. 4  Risk Management  Process  

Th is  i s  based  on  I SO/I EC 1 6085.   Wh i l e  there  i s  some 
commonal i ty i t  does  not  address  the  speci fi c  
requ i rements  for med ical  device  software  
development  wi th  regard  to  ri sk management  

 

8  Software  confi guration  management PROCESS   

8 . 1  Configuration  
i denti fi cation  

8. 1 . 1  Establ i sh  means  to  
i denti fy CONFIGURATION  

I TEMS  

7 . 2 . 2  Software  
Configuration  
Management   

None   
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8. 1 . 2  I den ti fy SOUP  None  None   

8 . 1 . 3  I denti fy SYSTEM  
con fi guration  
documentation  

7 . 2 . 2  Software  
Configuration  
Management  

None   

8 . 2  Change  con trol  8 . 2 . 1  Approve  CHANGE  

REQUESTS  
7 . 2 . 2  Software  
Configuration  
Management  

None   

8 . 2 . 2  Implement  
changes  

6 . 4 . 1 0  Software  
Main tenance   

None   

8 . 2 . 3  Veri fy changes  7 . 2 . 2  Software  
Configuration  
Management  

None   

8 . 2 . 4  Provide  means  for 
TRACEABI LI TY  of change  

8 . 3  Configuration  s tatus  
accounti ng  

 7 . 2 . 2  Software  
Configuration  
Management   

None   

9  Software  problem  resolu tion  PROCESS   

9 . 1  Prepare  PROBLEM  

REPORTS  
 7 . 2 . 8  Software  Problem  

Resolu tion   
None   

9 . 2  I nvesti gate  the  
problem  

 7 . 2 . 8  Software  Problem  
Resolu tion   

None   

9 . 3  Advise  relevant 
parti es  

 7 . 2 . 8  Software  Problem  
Resolu tion   

None   

9 . 4  Use  change  con trol  
process  

 7 . 2 . 2  Software  
Configuration  
Management   

6 . 4 . 1 0  Software  
Main tenance   

None   

9 . 5  Main tai n  records   7 . 2 . 8  Software  Problem  
Resolu tion   

None   

9 . 6  Analyse  problems  
for trends  

 7 . 2 . 8  Software  Problem  
Resolu tion   

None   

9 . 7  Veri fy software  
problem  resolu tion  

 7 . 2 . 8  Software  Problem  
Resolu tion   

None   

9 . 8  Test documentation  
con tents  

 Al l  testi ng  TASKS  i n  
I SO  1 2207  requ i re  
documentation  

None   

 

C.7  Relationship to  IEC 61 508  

The  question  has  been  raised  whether th is  standard ,  being  concerned  wi th  the  design  of 
SAFETY-cri tical  software,  shou ld  fol low the  principles  of I EC 61 508.  The  approach  to  safety in  
I EC 62304  is  fundamental ly d i fferent than  the  one  in  I EC  61 508.  I EC 62304  takes  in to  account 
that the  effectiveness  of med ical  devices  j usti fies  residual  risks  related  to  their use.  The  
fol lowing  explains  the  stance  of th is  standard .   

I EC 61 508  addresses  3  main  issues:  

1 )  RISK MANAGEMENT  l i fe  cycle  and  l i fe  cycle  PROCESSES ;  

2 )  defin i tion  of Safety I n tegri ty Levels ;  

3)  recommendation  of techn iques,  tools  and  methods  for software  development and  levels  of 
independence of personnel  responsible  for perform ing  d i fferent TASKS .  

I ssue  1 )  i s  covered  in  th is  standard  by a  normative  reference  to  I SO 1 4971  (the  MEDICAL DEVICE  
sector standard  for RISK MANAGEMENT) .  The  effect of th is  reference  i s  to  adopt I SO 1 4971 ’s  
approach  to  RISK MANAGEMENT  as  an  i n tegral  part of the  software  PROCESS  for MEDICAL DEVICE  

SOFTWARE .  

For i ssue  2),  th is  standard  takes  a  s impler approach  than  IEC 61 508.  The  latter classi fies  
software  in to  4  “Safety I n tegri ty Levels”  defined  in  terms  of rel iabi l i ty objectives.  The  rel iabi l i ty 
objectives  are  identi fied  after RISK ANALYSIS ,  wh ich  quanti fies  both  the  severi ty and  the  
probabi l i ty of HARM  caused  by a  fa i lu re  of the  software.  
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Th is  standard  s impl i fies  issue  2)  by d isal lowing  defin ing  the  classi fication  i n to  3  software  safety 
classes  based  on  the  RISK  caused  by a  fai lu re  consideration  of probabi l i ty of software  fai lu re  
prior to  classi fication .  Classi fication  in to  3  software  safety classes  i s  based  on ly on  the  severi ty 
of that HARM  caused  by a  fai lu re.   After classi fication ,  d i fferent PROCESSES  are  requ i red  for 
d i fferent software  safety classes:  the  i n tention  i s  to  further reduce  the  probabi l i ty (and/or the  
severi ty)  of fai lu re  of the  software.  

I ssue  3)  i s  not addressed  by th is  standard .  Readers  of the  standard  are  encouraged  to  use  
I EC 61 508  as  a  source  for good  software  methods,  techn iques  and  tools,  wh i le  recogn is ing  that 
other approaches,  both  present and  fu ture,  can  provide  equal ly good  resu l ts.  Th is  standard  
makes  no  recommendation  concern ing  i ndependence  of people  responsible  for one  software  
ACTIVI TY  ( for example  VERIFICATION )  from  those  responsible  for another (for example  design).  
I n  particu lar,  th is  standard  makes  no  requ i rement for an  i ndependent safety assessor,  s ince  
th is  i s  a  matter for I SO 1 4971 .  
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Annex D   
(informative)  

 

Implementation  

 

 

D.1  Introduction  

This  annex g ives  an  overview of how th is  standard  can  be  implemented  in to  MANUFACTURERS ’  
PROCESSES .  I t  a lso  considers  that other standards  l ike  I SO  1 3485  [8]  requ i re  adequate  and  
comparable  PROCESSES .  

D.2  Qual i ty management system  

For MANUFACTURERS  of MEDICAL DEVICES ,  i nclud ing  MEDICAL DEVICE  SOFTWARE  i n  the  context of 
th is  standard ,  the  establ ishment of a  qual i ty management system  (QMS)  is  requ i red  in  4 . 1 .  Th is  
standard  does  not requ i re  that the  QMS  necessari ly has  to  be  certi fied .  

D.3  EVALUATE  qual i ty management PROCESSES  

I t  i s  recommended  to  EVALUATE  how wel l  the  establ ished  and  documented  PROCESSES  of the  
QMS al ready cover the  PROCESSES  of the  software  l i fe  cycle,  by means  of aud i ts,  i nspections,  
or analyses  under the  responsibi l i ty of the  MANUFACTURER.   Any identi fied  gaps  can  be  
accommodated  by extend ing  the  QM  PROCESSES ,  or can  be  separately described .  I f the  
MANUFACTURER  a l ready has  PROCESS  descriptions  avai lable  wh ich  regu late  the  development,  
VERIFICATION  and  val idation  of software,  then  these  shou ld  also  be  EVALUATED  to  determ ine  
how wel l  they agree  wi th  th is  standard .  

D.4 Integrating  requirements  of th is  standard  into the MANUFACTURER’S  qual i ty 

management PROCESSES  

This  standard  can  be  implemented  by adapting  or extend ing  the  PROCESSES  a l ready instal led  in  
the  QMS system ,  or in tegrating  new PROCESSES .  Th is  standard  does  not speci fy how th is  i s  to  
be  done;  the  MANUFACTURER  i s  free  to  do  th is  in  any su i table  way.  

The  MANUFACTURER  i s  responsible  for ensuring  that the  PROCESSES  described  in  th is  standard  
are  su i tably pu t i n to  action  when  the  MEDICAL DEVICE  SOFTWARE  i s  developed  by Orig inal  
Equ ipment Manufacturers  (OEM)  or sub-contractors  not having  their own  documented  QMS.  

D.5 Checkl ist for smal l  MANUFACTURERS  wi thout a  certi fied  QMS 

The  MANUFACTURER  shou ld  determ ine  the  h ighest software  safety classi fication  (A,  B  or C)  of 
the  software.  Table  D. 1  l i sts  al l  ACTIVITIES  described  in  th is  standard .  The  reference  to  
I SO 1 3485  shou ld  help  to  define  the  place  in  the  QMS.  Based  on  the  requ i red  software  safety 
class,  the  MANUFACTURER  shou ld  assess  each  requ i red  ACTIVI TY  against the  existing  
PROCESSES .  I f the  requ i rement i s  a l ready covered ,  a  reference to  the  relevant PROCESS  
descriptions  shou ld  be  g iven .  

I f there  is  d iscrepancy,  an  action  is  needed  to  improve the  PROCESS .  

The  l i st can  a lso  be  used  for an  EVALUATION  of the  PROCESSES  after the  action  has  been  
performed.  
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Table  D.1  – Checkl ist for smal l  companies  wi thout a  certi fied  QMS 

ACTIVITY  
Related  clause of  

ISO 1 3485: 2003  

Covered  by 

existing  

procedure?  

I f yes:  

Reference 
Actions  to  be  taken  

5. 1  Software  development  
p l ann ing  

7 . 3 . 1  Design  and  
development  p l ann ing  

Yes/No    

5 . 2  Software  
requ i rements  analys i s  

7 . 3 . 2  Design  and  
development  i npu ts  

Yes/No    

5 . 3   Software  
ARCH ITECTURAL design   

 Yes/No    

5 . 4  Software  detai l ed  
design  

 Yes/No    

5 . 5  SOFTWARE  UN IT  
implementation  and  
veri fi cation  

 Yes/No    

5 . 6  Software  i n tegration  
and  i n tegration  testi ng  

 Yes/No   

5 . 7  SOFTWARE  SYSTEM  
testi ng  

7 . 3 . 3  Design  and  
development  ou tpu ts  
7 . 3 . 4  Design  and  
development  review 

Yes/No    

5 . 8  Software  rel ease  7 . 3 . 5  Design  and  
development  veri fi cation  
7 . 3 . 6  Design  and  
development  val i dation  

Yes/No    

6 . 1  Establ i sh  software  
main tenance  plan   

7 . 3 . 7  Control  of des ign  and  
development  changes  

Yes/No    

6 . 2  Problem  and  
mod i fi cation  analys i s  

 Yes/No    

6 . 3  Mod i fi cation  
implementation  

7 . 3 . 5  Design  and  
development  veri fi cation  
7 . 3 . 6  Design  and  
development  val i dation  

Yes/No    

7 . 1  Analys i s  of software  
con tribu ti ng  to  hazardous  
s i tuations  

 Yes/No    

7 . 2  RI SK CONTROL  
measures  

 Yes/No    

7 . 3  VERIFICATION  of RISK 

CONTROL  measures  
 Yes/No   

7 . 4  R I SK MANAGEMENT  of 
software  changes  

 Yes/No   

8 . 1  Configuration  
i den ti fi cation  

7 . 5. 3  I denti fi cati on  and  
traceabi l i ty 

Yes/No   

8 . 2  Change  con trol  7 . 5. 3  I denti fi cati on  and  
traceabi l i ty 

Yes/No   

8 . 3  Configuration  status  
accounti ng  

 Yes/No   

9  Software  problem  
resolu tion  PROCESS  

 Yes/No    
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MEDICAL DEVICE SOFTWARE –  

SOFTWARE LIFE  CYCLE PROCESSES 

 

 
FOREWORD 

1 )  The  I n ternational  E lectrotechn ical  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for s tandard ization  compri s i ng  
a l l  national  e l ectrotechn ical  commi ttees  ( I EC Nati onal  Commi ttees).  The  object  of I EC i s  to  promote  
i n ternational  co-operation  on  a l l  questions  concern ing  standard ization  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC publ i shes  I n ternational  S tandards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l able  Speci fi cations  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC 
Publ i cation (s)”) .  Thei r preparation  i s  en trusted  to  techn i cal  commi ttees;  any I EC National  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may parti cipate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non-
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osely 
wi th  the  I n ternational  Organ ization  for S tandard ization  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
agreement between  the  two  organ izations.  

2)  The  formal  decis ions  or agreements  of I EC on  techn ical  matters  express,  as  nearl y as  possib le,  an  i n ternational  
consensus  of opin ion  on  the  re levant subjects  s i nce  each  techn ical  commi ttee  has  representation  from  a l l  
i n terested  I EC National  Comm i ttees.   

3)  I EC Publ i cations  have  the  form  of recommendati ons  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  conten t of I EC 
Publ i cations  i s  accurate,  I EC cannot  be  hel d  respons ible  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  user.  

4)  I n  order to  promote  i n ternational  un i form i ty,  I EC National  Comm i ttees  undertake  to  appl y I EC Publ i cations  
transparen tl y to  the  maximum  exten t possib le  i n  thei r national  and  reg ional  publ i cations.  Any d i vergence  
between  any I EC Publ i cation  and  the  correspond ing  national  or reg ional  publ i cation  shal l  be  cl earl y i nd icated  i n  
the  l atter.  

5)  I EC i tsel f does  not  provide  any attestation  of conform i ty.  I ndependent certi fi cation  bod ies  provide  conform i ty 
assessment  servi ces  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsible  for any 
services  carried  ou t  by i ndependent  certi fi cation  bod ies.  

6)  Al l  users  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cation .  

7)  No  l i abi l i ty shal l  attach  to  I EC or i ts  d i rectors ,  employees,  servan ts  or agents  i ncl ud ing  i nd ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC Nati onal  Comm i ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud ing  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or rel i ance  upon ,  th i s  I EC Publ i cation  or any other I EC 
Publ i cations.   

8)  Attention  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cation  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  possib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  respons ible  for i den ti fyi ng  any or a l l  such  patent  ri gh ts.  

DISCLAIMER 

This  Consol idated  version  is  not an  official  IEC  Standard  and  has  been  prepared  for 

user convenience.  On ly the  current versions  of the  standard  and  i ts  amendment(s)  are  

to  be  considered  the official  documents.  

Th is  Consol idated  version  of IEC  62304 bears  the  ed i tion  number 1 . 1 .  I t  consists  of the  

fi rst ed i tion  (2006-05)  [documents  62A/523/FDIS  and  62A/528/RVD]  and  i ts  amendment 1  

(201 5-06)  [documents  62A/1 007/FDIS  and  62A/1 01 4/RVD] .  The technical  content is  

identical  to  the  base ed i tion  and  i ts  amendment.  

Th is  Final  version  does  not show where the techn ical  content i s  modified  by  

amendment 1 .  A separate  Redl ine version  with  al l  changes  h igh l ighted  is  avai lable  in  

th is  publ ication .  
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I n ternational  Standard  I EC 62304  has  been  prepared  by a  j oin t working  group of subcommittee  
62A:  Common  aspects  of e lectrical  equ ipment used  in  med ical  practice,  of I EC techn ical  
comm ittee  62:  E lectrical  equ ipment i n  med ical  practice  and  I SO Techn ical  Committee  21 0,  
Qual i ty management and  correspond ing  general  aspects  for MEDICAL DEVICES .  Table  C.5  was  
prepared  by I SO/IEC JTC 1 /SC 7,  Software  and  system  eng ineering .  

I t  i s  publ ished  as  a  dual  logo  standard .  

Th is  publ ication  has  been  drafted  in  accordance wi th  the  I SO/IEC Directives,  Part 2 .  

I n  th is  standard  the  fol lowing  prin t types  are  used :  

•  requ irements  and  defin i tions:  i n  roman  type;  

•  in formative  material  appearing  outside  of tables,  such  as  notes,  examples  and  references:  
in  smal ler type.  Normative  text of tables  i s  a lso  in  a  smal ler type;  

•  terms  used  throughout th is  standard  that have  been  defined  in  Clause  3  and  also  g iven  in  
the  index:  i n  smal l  capi tals.  

An  asterisk (*)  as  the  fi rst character of a  ti tle  or at  the  beg inn ing  of a  paragraph  ind icates  that 
there  i s  gu idance related  to  that i tem  in  Annex B.  

The committee  has  decided  that the  contents  of the  base  publ ication  and  i ts  amendment wi l l  
remain  unchanged  unti l  the  stabi l i ty date  i nd icated  on  the  I EC web s i te  under 
"h ttp: //webstore. iec.ch"  in  the  data  related  to  the  speci fic publ ication .  At th is  date,  the  
publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn,  

•  replaced  by a  revised  ed i tion ,  or 

•  amended .  

 

NOTE  The  attention  of Nati onal  Commi ttees  i s  d rawn  to  the  fact  that  equ ipment MANUFACTURERS  and  testi ng  
organ izations  may need  a  transi ti onal  period  fol l owing  publ i cation  of a  new,  amended  or revised  I EC or 
I SO  publ i cation  i n  wh ich  to  make  products  i n  accordance  wi th  the  new requ i rements  and  to  equ ip  themselves  for 
conducti ng  new or revi sed  tests.  I t  i s  the  recommendation  of the  comm i ttee  that  the  con tent  of th i s  publ i cation  be  
adopted  for mandatory implementation  national l y not  earl i er than  3  years  from  the  date  of publ i cation .  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  

that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct understanding  

of i ts  contents.  Users  should  therefore print th is  document using  a  colour printer.  
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INTRODUCTION  

Software  i s  often  an  i n tegral  part of MEDICAL DEVICE  technology.  Establ ish ing  the  SAFETY  and  
effectiveness  of a  MEDICAL DEVICE  contain ing  software  requ ires  knowledge of what the  software  
is  in tended  to  do  and  demonstration  that the  use  of the  software  fu l fi l s  those  in tentions  wi thout 
causing  any unacceptable  RISKS .   

Th is  standard  provides  a  framework of l i fe  cycle  PROCESSES  with  ACTIVITI ES  and  TASKS  
necessary for the  safe  design  and  main tenance  of MEDICAL DEVICE  SOFTWARE .  Th is  standard  
provides  requ i rements  for each  l i fe  cycle  PROCESS .  Each  l i fe  cycle  PROCESS  consists  of a  set of 
ACTIVI TIES ,  wi th  most ACTIVITI ES  consisting  of a  set of TASKS .  

As  a  basic foundation  i t  i s  assumed  that MEDICAL DEVICE  SOFTWARE  i s  developed  and  
maintained  wi th in  a  qual i ty management system  (see  4. 1 )  and  a  RISK MANAGEMENT system  (see  
4. 2) .  The  RISK MANAGEMENT PROCESS  i s  a l ready very wel l  addressed  by the  I n ternational  
Standard  ISO  1 4971 .  Therefore  I EC 62304  makes  use  of th is  advantage  s imply by a  normative  
reference to  I SO  1 4971 .  Some m inor add i tional  RISK  MANAGEMENT  requ irements  are  needed  for 
software,  especial ly in  the  area  of identi fication  of contributing  software  factors  related  to  
HAZARDS .  These  requ irements  are  summarized  and  captured  in  Clause  7  as  the  software  RISK 

MANAGEMENT  PROCESS .  

Whether software  is  a  contributing  factor to  a  HAZARDOUS  SI TUATION  i s  determ ined  during  the  
HAZARD  i den ti fication  ACTIVITY  of the  RISK MANAGEMENT  PROCESS .  HAZARDOUS  SI TUATIONS  that 
cou ld  be  i nd i rectly caused  by software  (for example,  by provid ing  m islead ing  in formation  that 
cou ld  cause  inappropriate  treatment to  be  adm in istered)  need  to  be  considered  when  
determ in ing  whether software  i s  a  contributing  factor.  The  decis ion  to  use  software  to  control  
RISK  i s  made  during  the  RISK CONTROL  ACTIVITY  of the  RISK MANAGEMENT  PROCESS .  The  software  
RISK MANAGEMENT  PROCESS  requ ired  in  th is  standard  has  to  be  embedded  in  the  device  RISK 

MANAGEMENT  PROCESS  accord ing  to  I SO 1 4971 .  

The  software  development PROCESS  consists  of a  number of ACTIVI TIES .  These  ACTIVI TIES  are  
shown  in  F igure  1  and  described  in  Clause  5.  Because  many incidents  i n  the  field  are  related  to  
service  or main tenance of MEDICAL DEVICE  SYSTEMS  i nclud ing  i nappropriate  software  updates  
and  upgrades,  the  software  maintenance PROCESS  i s  considered  to  be  as  important as  the  
software  development PROCESS .  The  software  maintenance PROCESS  i s  very s im i lar to  the  
software  development PROCESS .  I t  i s  shown  in  F igure  2  and  described  in  Clause  6.  
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Figure 1  – Overview of software development PROCESSES  and  ACTIVITIES  
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Figure 2  – Overview of software maintenance PROCESSES  and  ACTIVITIES  

This  standard  identi fies  two add i tional  PROCESSES  considered  essential  for developing  safe  
MEDICAL DEVICE  SOFTWARE .  They are  the  software  configuration  management PROCESS  (Clause  
8)  and  the  software  problem  resolu tion  PROCESS  (Clause  9).  

Amendment 1  updates  the  standard  to  add  requ i rements  to  deal  wi th  LEGACY SOFTWARE ,  where  
the  software  design  is  prior to  the  existence  of the  current version ,  to  assist manufacturers  who  
must show compl iance  to  the  standard  to  meet European  D irectives .  Software  safety 

IEC   722/06 

IEC   723/06 

Copyright International  Electrotechnical  Commission  



 – 8  – I EC 62304:2006   

  +AMD1 :201 5  CSV   I EC  201 5  

 

classi fication  changes  include  clari fication  of requ i rements  and  updating  of the  software  safety 
classi fication  to  include  a  ri sk-based  approach.  

Th is  standard  does  not speci fy an  organ izational  structure  for the  MANUFACTURER  or wh ich  part 
of the  organ ization  i s  to  perform  wh ich  PROCESS ,  ACTIVITY,  or TASK.  Th is  standard  requ ires  on ly 
that the  PROCESS ,  ACTIVI TY,  or TASK  be  completed  to  establ ish  compl iance  wi th  th is  standard .  

Th is  standard  does  not prescribe  the  name,  format,  or expl ici t  content of the  documentation  to  
be  produced .  Th is  standard  requ ires  documentation  of TASKS ,  bu t the  decis ion  of how to  
package th is  documentation  i s  left to  the  user of the  standard .  

Th is  standard  does  not prescribe  a  speci fic l i fe  cycle  model .  The  users  of th is  standard  are  
responsible  for selecting  a  l i fe  cycle  model  for the  software  project and  for mapping  the  
PROCESSES ,  ACTIVI TIES ,  and  TASKS  i n  th is  standard  onto  that model .  

Annex A provides  rationale  for the  clauses  of th is  standard .  Annex B  provides  gu idance on  the  
provisions  of th is  standard .  

For the purposes of this standard:  

•  “shal l ”  means  that compl iance  wi th  a  requ irement i s  mandatory for compl iance  wi th  th is  
standard ;  

•  “shou ld ”  means  that compl iance  wi th  a  requ irement i s  recommended  bu t i s  not mandatory 
for compl iance  wi th  th is  standard ;  

•  “may”  i s  used  to  describe  a  perm issible  way to  ach ieve  compl iance  wi th  a  requ irement;  

•  “establ ish”  means  to  define,  document,  and  implement;  and  

•  where  th is  standard  uses  the  term  “as  appropriate”  i n  con junction  wi th  a  requ ired  PROCESS ,  
ACTIVI TY,  TASK  or ou tput,  the  i n tention  is  that the  MANUFACTURER shal l  use  the  PROCESS ,  
ACTIVI TY,  TASK  or ou tput un less  the  MANUFACTURER  can  document a  j usti fication  for not so  
doing .  

 
INTRODUCTION  to  Amendment 1  

The  fi rst ed i tion  of I EC 62304  was  publ ished  in  2006.  Th is  amendment is  i n tended  to  add  
requ i rements  to  deal  wi th  LEGACY SOFTWARE ,  where  the  software  design  i s  prior to  the  
existence  of the  current version ,  to  assist manufacturers  who must show compl iance  to  the  
standard  to  meet European  Di rectives.  Software  safety classi fication  changes  needed  for th is  
amendment i nclude  clari fication  of requ i rements  and  updating  of the  software  safety 
classi fication  to  i nclude  a  ri sk-based  approach .   Work i s  continu ing  in  paral lel  to  develop  the  
second  ed i tion  of I EC 62304.  
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MEDICAL DEVICE SOFTWARE – 

SOFTWARE LIFE  CYCLE PROCESSES 

 

 

 

1  Scope 

1 .1  *  Purpose 

This  standard  defines  the  l i fe  cycle  requ irements  for MEDICAL DEVICE  SOFTWARE .  The  set of 
PROCESSES ,  ACTIVITIES ,  and  TASKS  described  in  th is  standard  establ ishes  a  common  framework 
for MEDICAL DEVICE  SOFTWARE  l i fe  cycle  PROCESSES .  

1 .2  *  F ield  of appl ication  

This  standard  appl ies  to  the  development and  maintenance of MEDICAL DEVICE  SOFTWARE  when  
software  is  i tsel f a  MEDICAL DEVICE  or when  software  is  an  embedded  or in tegral  part of the  final  
MEDICAL DEVICE .  

NOTE  1  Th i s  s tandard  can  be  used  i n  the  development and  main tenance  of software  that  i s  i tsel f a  med ical  
device.   However,  add i ti onal  development  acti vi ti es  are  needed  at  the  system  l evel  before  th i s  type  of software  can  

be  pl aced  i n to  service.   These  system  acti vi ti es  are  not  covered  by th i s  standard ,  bu t  can  be  found  i n  I EC  82304-1 1  
[22] .  

This  standard  describes  PROCESSES  that are  i n tended  to  be  appl ied  to  software  wh ich  executes  
on  a  processor or wh ich  i s  executed  by other software  ( for example  an  in terpreter)  wh ich  
executes  on  a  processor.  

Th is  standard  appl ies  regard less  of the  persistent storage  device(s)  used  to  store  the  software  
(for example:  hard  d isk,  optical  d isk,  permanent or flash  memory).  

Th is  standard  appl ies  regard less  of the  method  of del ivery of the  software  (for example:  
transm ission  by network or emai l ,  optical  d isk,  flash  memory or EEPROM).  The  method  of 
software  del ivery i tsel f i s  not considered  MEDICAL DEVICE  SOFTWARE .  

Th is  standard  does  not cover val idation  and  final  release  of the  MEDICAL DEVICE ,  even  when  the  
MEDICAL DEVICE  consists  en ti rely of software.  

NOTE  2  I f a  med ical  device  i ncorporates  embedded  software  i n tended  to  be  execu ted  on  a  processor,  the  
requ i rements  of th i s  s tandard  apply to  the  software,  i ncl ud ing  the  requ i rements  concern ing  software  of unknown  
provenance  (see  8. 1 . 2).  

NOTE  3  Val i dation  and  other development acti vi ti es  are  needed  at  the  system  l evel  before  the  software  and  
med ical  device  can  be  p l aced  i n to  service.   These  system  acti vi ti es  are  not  covered  by th i s  standard ,  bu t  can  be  
found  i n  related  product standards  (e. g . ,  I EC 60601 -1 ,  I EC 82304-1 ,  etc. ).   

1 .3  Relationship  to  other standards  

This  MEDICAL DEVICE  SOFTWARE  l i fe  cycle  standard  i s  to  be  used  together wi th  other appropriate  
standards  when  developing  a  MEDICAL DEVICE .  Annex C  shows  the  relationsh ip  between  th is  
standard  and  other relevant standards.  

1 .4 Compl iance 

Compl iance  wi th  th is  standard  i s  defined  as  implementing  a l l  of the  PROCESSES ,  ACTIVITIES ,  and  
TASKS  i denti fied  i n  th is  standard  in  accordance wi th  the  software  safety class .  

NOTE   The  software  safety cl asses  assigned  to  each  requ i rement  are  i den ti fi ed  i n  the  normative  text  fo l l owing  the  
requ i rement.  

___________ 

1   I n  preparation .  
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Compl iance  i s  determ ined  by i nspection  of a l l  documentation  requ ired  by th is  standard  
includ ing  the  RISK MANAGEMENT FI LE ,  and  assessment of the  PROCESSES ,  ACTIVITI ES  and  TASKS  
requ i red  for the  software  safety class.  

NOTE  1  Th i s  assessment cou ld  be  carried  ou t  by i n ternal  or external  aud i t.  

NOTE  2  Al though  the  speci fi ed  PROCESSES ,  ACTIVI TI ES ,  and  TASKS  are  performed ,  fl exib i l i ty exi sts  i n  the  methods  
of implementi ng  these  PROCESSES  and  perform ing  these  ACTIVI TI ES  and  TASKS .  

NOTE  3  Where  any requ i rements  con tain  “as  appropriate”  and  were  not  performed ,  documentation  for the  
j usti fi cation  i s  necessary for th i s  assessment.  

NOTE  4  The  term  “conformance”  i s  used  i n  I SO/I EC 1 2207  where  the  term  “compl iance”  i s  used  i n  th i s  s tandard .  

NOTE  5  For compl iance  of LEGACY SOFTWARE  see  4 . 4.  

2  *  Normative references  

The  fol lowing  referenced  documents  are  i nd ispensable  for the  appl ication  of th is  document.  For 
dated  references,  on ly the  ed i tion  ci ted  appl ies.  For undated  references,  the  latest ed i tion  of 
the  referenced  document ( includ ing  any amendments)  appl ies.  

I SO 1 4971 ,  Medical devices – Application of risk management to medical devices.  

3 *  Terms and  defin i tions  

For the  purposes  of th is  document,  the  fol lowing  terms  and  defin i tions  apply.  

3.1   

ACTIVITY  
a set of one  or more  in terrelated  or i n teracting  TASKS  

3.2   

ANOMALY  
any cond i tion  that deviates  from  the  expected  based  on  requ i rements  speci fications,  design  
documents,  standards,  etc.  or from  someone’s  perceptions  or experiences.  ANOMALIES  may be  
found  during ,  bu t not l im i ted  to,  the  review,  test,  analysis,  compi lation ,  or use  of MEDICAL 

DEVICE  SOFTWARE  or appl icable  documentation  

NOTE   Based  on  I EEE  1 044: 1 993,  defi n i ti on  3 . 1 .  

3.3   

ARCHITECTURE  
organ izational  structure  of a  SYSTEM  or component 

[I EEE 61 0. 1 2: 1 990]  

3.4  

CHANGE  REQUEST  
a documented  speci fication  of a  change to  be  made to  a  MEDICAL DEVICE  SOFTWARE  

3.5  

CONFIGURATION  ITEM  
enti ty that can  be  un iquely identi fied  at a  g iven  reference poin t  

NOTE  Based  on  I SO/I EC 1 2207: 2008,  4 , 7 .  

3.6   

DELIVERABLE  
requ i red  resu l t or ou tpu t ( includes  documentation)  of an  ACTIVITY  or TASK  
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3.7   

EVALUATION  
a systematic determ ination  of the  extent to  wh ich  an  enti ty meets  i ts  speci fied  cri teria  

[ISO/IEC 1 2207:2008,  4 . 1 2]  

3.8   

HARM  
physical  in jury,  damage,  or both  to  the  heal th  of people  or damage to  property or the  
envi ronment 

[ISO 1 4971 :2007,  2 . 2]  

3.9   

HAZARD  
potential  source  of HARM  

[ I SO  1 4971 :2007,  2 . 3]  

3.1 0   

MANUFACTURER  
natural  or l egal  person  wi th  responsibi l i ty for design ing ,  manufacturing ,  packag ing ,  or l abel l ing  
a  MEDICAL DEVICE ;  assembl ing  a  SYSTEM ;  or adapting  a  MEDICAL DEVICE  before  i t  i s  p laced  on  
the  market and/or pu t in to  service,  regard less  of whether these  operations  are  carried  ou t by 
that person  or by a  th i rd  party on  that person ’s  behal f 

NOTE  1  Attention  i s  d rawn  to  the  fact  that  the  provis ions  of national  or reg ional  regu lations  can  apply to  the  
defi n i ti on  of manufacturer.  

NOTE  2  For a  defi n i ti on  of l abel l i ng ,  see  I SO  1 3485: 2003,  defi n i ti on  3 . 6.  

[I SO  1 4971 : 2007,  2 , 8]  

3.1 1   

MEDICAL DEVICE  
any instrument,  apparatus,  implement,  mach ine,  appl iance,  implant,  i n  vi tro  reagent or 
cal ibrator,  software,  material  or other s im i lar or related  article,  i n tended  by the  MANUFACTURER  
to  be  used ,  a lone  or i n  combination ,  for human  beings  for one  or more  of the  speci fic 
purpose(s)  of 

– d iagnosis,  prevention ,  mon i toring ,  treatment or a l leviation  of d isease,  

– d iagnosis,  mon i toring ,  treatment,  a l leviation  of or compensation  for an  in j ury,  

– investigation ,  replacement,  mod i fication ,  or support of the  anatomy or of a  physiolog ical  
PROCESS ,  

– supporting  or sustain ing  l i fe,  

– control  of conception ,  

– d is in fection  of MEDICAL DEVICES ,  

– provid ing  in formation  for med ical  purposes  by means  of i n  vi tro  exam ination  of specimens  
derived  from  the  human  body,  

and  wh ich  does  not ach ieve  i ts  primary in tended  action  i n  or on  the  human  body by 
pharmacolog ical ,  immunolog ical  or metabol ic means,  bu t wh ich  may be  assisted  in  i ts  function  
by such  means  

NOTE  1  Th i s  defi n i ti on  has  been  developed  by the  G lobal  Harmon ization  Task Force  (GHTF).  See  b ibl i ograph ic 
reference  [1 5]  ( i n  I SO  1 3485: 2003).  

[I SO  1 3485:2003,  defin i tion  3. 7]  

NOTE  2  Some  d i fferences  can  occur i n  the  defi n i ti ons  used  i n  regu lati ons  of each  country.  

NOTE  3   I n  con junction  wi th  I EC 60601 -1 : 2005  and  I EC 60601 -1 : 2005/AMD1 : 201 2  the  term  “med ical  device”  
assumes  the  same  mean ing  as  ME  EQU IPMENT  or ME  SYSTEM  (wh ich  are  defi ned  terms  of I EC 60601 -1 ).  
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3.1 2   

MEDICAL DEVICE  SOFTWARE  
SOFTWARE  SYSTEM  that has  been  developed  for the  purpose  of being  incorporated  in to  the  
MEDICAL DEVICE  being  developed  or that i s  in tended  for use  as  a  MEDICAL DEVICE  

NOTE  Th is  i ncl udes  a  MEDICAL  DEVICE  software  product,  wh ich  then  i s  a  MEDICAL  DEVICE  i n  i ts  own  ri gh t.  

3.1 3   

PROBLEM  REPORT  
a record  of actual  or potential  behaviour of a  MEDICAL DEVICE  SOFTWARE  that a  user or other 
in terested  person  bel ieves  to  be  unsafe,  i nappropriate  for the  in tended  use  or contrary to  
speci fication  

NOTE  1  Th i s  standard  does  not  requ i re  that  every PROBLEM  REPORT  resu l ts  i n  a  change  to  the  MEDICAL  DEVICE  
SOFTWARE .  A MANUFACTURER  can  re ject  a  PROBLEM  REPORT  as  a  m isunderstand ing ,  error or i ns i gn i fi cant  even t.  

NOTE  2  A PROBLEM  REPORT  can  relate  to  a  released  MEDICAL  DEVICE  SOFTWARE  or to  a  MEDICAL  DEVICE  SOFTWARE  
that  i s  s ti l l  under development.  

NOTE  3  Th i s  standard  requ i res  the  MANUFACTURER  to  perform  extra  decis ion  making  s teps  (see  Clause  6)  for a  
PROBLEM  REPORT  re l ati ng  to  a  released  product  to  ensure  that  regu latory actions  are  i den ti fi ed  and  implemented .  

3.1 4  

PROCESS  
a set of in terrelated  or in teracting  ACTIVITI ES  that transform  inputs  in to  ou tputs  

[I SO 9000:2000,  defin i tion  3. 4. 1 ]  

NOTE  The  term  “ACTIVITIES ”  covers  use  of resources.  

3.1 5  

REGRESSION  TESTING  
the  testing  requ ired  to  determ ine  that a  change to  a  SYSTEM  component has  not adversely 
affected  functional i ty,  re l iabi l i ty or performance and  has  not in troduced  add i tional  defects  

[I SO/IEC 90003:2004,  defin i tion  3. 1 1 ]  

3.1 6   

RISK  
combination  of the  probabi l i ty of occurrence of HARM  and  the  severi ty of that HARM  

[ I SO 1 4971 :2007,  2 . 1 6]  

3.1 7   

RISK ANALYSIS  
systematic use  of avai lable  in formation  to  identi fy HAZARDS  and  to  estimate  the  RISK  

[ I SO 1 4971 : 2007,  2 . 1 7]  

3.1 8   

RISK CONTROL  
PROCESS  i n  wh ich  decis ions  are  made and  RISKS  are  reduced  to,  or main tained  wi th in ,  speci fied  
levels  

[I SO 1 4971 : 2007,  2 . 1 9]  

3.1 9   

RISK MANAGEMENT  
systematic appl ication  of management pol icies,  procedures,  and  practices  to  the  TASKS  of 
analyzing ,  evaluating ,  and  control l ing  RISK  

[ I SO  1 4971 : 2007,   2 . 22,  mod i fied  – The  phrase  "and  mon i toring"  has  been  removed]  
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3.20   

RISK MANAGEMENT FILE  
set of records  and  other documents,  not necessari ly contiguous,  that are  produced  by a  RISK 

MANAGEMENT  PROCESS  

[ I SO 1 4971 :2007,  2 . 23]  

3.21   

SAFETY  
freedom  from  unacceptable  RISK  

[ I SO 1 4971 :2007,  2 . 24]  

3.22   

SECURITY  
protection  of i n formation  and  data  so  that unauthorized  persons  or systems  cannot read  or 
mod i fy them  an  au thorized  persons  or systems  are  not den ied  access  to  them  

NOTE   Based  on  I SO/I EC 1 2207:  2008,  4 . 39.  

3.23   

SERIOUS  INJURY  
i n j ury or i l l ness  that:  

a)  i s  l i fe  th reaten ing ,  

b)  resu l ts  in  permanent impairment of a  body function  or permanent damage  to  a  body 
structure,  or 

c)  necessi tates  med ical  or surg ical  in tervention  to  prevent permanent impairment of a  body 
function  or permanent damage to  a  body structure  

NOTE  Permanent impai rment means  an  i rrevers ible  impai rment  or damage  to  a  body structure  or function  
exclud ing  tri via l  impai rment  or damage.  

3.24  

SOFTWARE  DEVELOPMENT LIFE  CYCLE  MODEL  
conceptual  structure  spann ing  the  l i fe  of the  software  from  defin i tion  of i ts  requ irements  to  i ts  
release,  wh ich :  

– i denti fies  the  PROCESS ,  ACTIVITI ES  and  TASKS  i nvolved  in  development of  MEDICAL DEVICE  
SOFTWARE ,  

– describes  the  sequence of and  dependency between  ACTIVITI ES  and  TASKS ,  and  

– i denti fies  the  m i lestones  at wh ich  the  completeness  of speci fied  DELIVERABLES  i s  veri fied .  

NOTE  Based  on  I SO/I EC 1 2207: 1 995,  defi n i ti on  3 . 1 1  

3.25  

SOFTWARE  ITEM  
any identi fiable  part of a  computer program ,  i . e. ,  source  code,  object code,  control  code,  
control  data,  or a  col lection  of these  i tems  

NOTE  Three  terms  i denti fy the  software  decomposi ti on .  The  top  l evel  i s  the  SOFTWARE  SYSTEM .  The  l owest  l evel  
that  i s  not  fu rther decomposed  i s  the  SOFTWARE  UN I T .  Al l  l evel s  of composi ti on ,  i ncl ud ing  the  top  and  bottom  l evel s ,  
can  be  cal l ed  SOFTWARE  I TEMS .  A SOFTWARE  SYSTEM ,  then ,  i s  composed  of one  or more  SOFTWARE  I TEMS ,  and  each  
SOFTWARE  I TEM  i s  composed  of one  or more  SOFTWARE  UN I TS  or decomposable  SOFTWARE  I TEMS .  The  responsibi l i ty 
i s  l eft  to  the  MANUFACTURER  to  provide  the  g ranu lari ty of the  SOFTWARE  I TEMS  and  SOFTWARE  UN I TS .  

NOTE  2   Based  on  I SO/I EC 90003: 2004,  3 . 1 4  and  I SO/IEC 1 2207: 2008,  4 . 41  

3.26  
Not used  

3.27   

SOFTWARE  SYSTEM  
in tegrated  col lection  of SOFTWARE I TEMS  organ ized  to  accompl ish  a  speci fic function  or set of 
functions  
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3.28   

SOFTWARE  UN IT  
SOFTWARE  I TEM  that i s  not subd ivided  in to  other i tems  

NOTE  The  g ranu lari ty of SOFTWARE  UN I TS  i s  defi ned  by the  MANUFACTURER  (see  B . 3).  

3.29   

SOUP  

software of unknown  provenance (acronym)   
SOFTWARE  I TEM  that i s  a l ready developed  and  general ly avai lable  and  that has  not been  
developed  for the  purpose  of being  i ncorporated  in to  the  MEDICAL DEVICE  (a lso  known  as  “off-
the-shel f software”)  or SOFTWARE I TEM  previously developed  for wh ich  adequate  records  of the  
development PROCESSES  are  not avai lable  

NOTE  A MEDICAL  DEVICE  SOFTWARE  SYSTEM  i n  i tsel f cannot be  cl a imed  to  be  SOUP .  

3.30   

SYSTEM  
in tegrated  composi te  consisting  of one  or more  of the  PROCESSES ,  hardware,  software,  
faci l i ties,  and  people,  that provides  a  capabi l i ty to  satisfy a  stated  need  or objective  

NOTE   Based  on  I SO/IEC I SO/IEC 1 2207: 2008,  4 . 48.  

3.31   

TASK  
a s ing le  piece  of work that needs  to  be  done  

3.32   

TRACEABILITY  
degree  to  wh ich  a  relationsh ip  can  be  establ ished  between  two or more  products  of the  
development PROCESS  

[ I EEE  61 0. 1 2: 1 990]  

NOTE  Requ i rements,  arch i tectu re,  ri sk control  measures,  etc.  are  examples  of del i verables  of the  development 
PROCESS .  

3.33   

VERIFICATION  
confi rmation  through  provision  of objective  evidence that speci fied  requ i rements  have  been  
fu l fi l led  

NOTE  1  “Veri fi ed ”  i s  used  to  designate  the  correspond ing  status.  

[I SO  9000:2000,  defin i tion  3. 8. 4]  

NOTE  2  I n  design  and  development,  VERIFICATION  concerns  the  PROCESS  of exam in ing  the  resu l t  of a  g i ven  
ACTIVITY  to  determ ine  conform i ty wi th  the  stated  requ i rement for that  ACTIVI TY.  

3.34  

VERSION  
i denti fied  i nstance  of a  CONFIGURATION  I TEM  

NOTE  1  Mod i fi cation  to  a  VERSION  of  MEDICAL  DEVICE  SOFTWARE ,  resu l ti ng  i n  a  new VERSION ,  requ i res  software  
confi guration  management action .  

NOTE  2  Based  on  ISO/IEC 1 2207:2008,  4.56.  

3.35  

HAZARDOUS SITUATION  
circumstance  in  wh ich  people,  property or the  envi ronment  are  exposed  to  one  or more  
HAZARD(S)  

[SOURCE:  I SO  1 4971 :2007,  2 . 4]  
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3.36  

LEGACY SOFTWARE  
MEDICAL DEVICE  SOFTWARE  wh ich  was  legal ly placed  on  the  market and  i s  sti l l  marketed  today 
but for wh ich  there  is  insufficient objective  evidence that i t  was  developed  in  compl iance  wi th  
the  current version  of th is  standard  

3 .37   

RELEASE  
particu lar VERSION  of a  CONFIGURATION  I TEM  that i s  made avai lable  for a  speci fic purpose  

NOTE  Based  on  I SO/I EC 1 2207: 2008,  defi n i ti on  4 . 35.  

3.38   

RESIDUAL RISK  
RISK  remain ing  after RISK CONTROL  measures  have  been  taken  

NOTE  1  Adapted  from  I SO/I EC Gu ide  51 : 1 999,  defi n i ti on  3 . 9 .  

NOTE  2  I SO/I EC  Gu ide  51 : 1 999,  defi n i ti on  3 . 9  uses  the  term  “protecti ve  measures”  rather than  “RISK CONTROL  
measures. ”  However,  i n  the  con text  of th i s  I n ternational  S tandard ,  “protecti ve  measures”  are  on ly one  option  for 
control l i ng  RISK  as  described  i n  6 . 2  [of I SO  1 4971 : 2007] .  

[SOURCE:  I SO  1 4971 :2007,  2 . 1 5] .  

3 .39   

RISK ESTIMATION  
PROCESS  used  to  assign  values  to  the  probabi l i ty of occurrence of HARM  and  the  severi ty of that 
HARM  

[SOURCE:  I SO  1 4971 :2007  2 . 20]  

3.40   

RISK EVALUATION  
PROCESS  of comparing  the  estimated  RISK  against g iven  RISK  cri teria  to  determ ine  the  
acceptabi l i ty of the  RISK  

[SOURCE:  I SO  1 4971 : 2007  2 . 21 ]  

4 *  General  requirements  

4.1  *  Qual i ty management system  

The  MANUFACTURER  of MEDICAL DEVICE  SOFTWARE  shal l  demonstrate  the  abi l i ty to  provide  
MEDICAL DEVICE  SOFTWARE  that consistently meets  customer requ irements  and  appl icable  
regu latory requ irements.  

NOTE  1  Demonstration  of th i s  abi l i ty can  be  by the  use  of a  qual i ty management system  that  compl ies  wi th :  

-  I SO  1 3485  [8] ;  or 

-  a  national  qual i ty management system  standard ;  or 

-  a  qual i ty management  system  requ i red  by national  regu lation .  

NOTE  2  Gu i dance  for applying  qual i ty management system  requ i rements  to  software  can  be  found  i n  I SO/I EC 
90003  [1 5] .  

4.2  *  RISK MANAGEMENT  

The MANUFACTURER  shal l  apply a  RISK MANAGEMENT PROCESS  complying  wi th  I SO  1 4971 .  
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4.3  *  Software safety classification  

a)  The  MANUFACTURER  shal l  assign  to  each  SOFTWARE SYSTEM  a  software  safety class  (A,  B,  or 
C)  accord ing  to  the  RISK  of HARM  to  the  patient,  operator,  or other people  resu l ting  from  a  

HAZARDOUS  SI TUATION  to  wh ich  the  SOFTWARE  SYSTEM  can  contribu te  in  a  worst-case-
scenario  as  i nd icated  in  F igure  3.  

 

Figure 3  – Assign ing  software  safety classi fication  

The SOFTWARE SYSTEM  i s  software  safety class  A i f:   

– the  SOFTWARE  SYSTEM  cannot contribu te  to  a  HAZARDOUS  SI TUATION ;  or 

– the  SOFTWARE  SYSTEM  can  contribute  to  a  HAZARDOUS  SI TUATION  wh ich  does  not resu l t i n  
unacceptable  RISK  after consideration  of RISK CONTROL  measures  external  to  the  SOFTWARE  

SYSTEM .  

The  SOFTWARE SYSTEM  i s  software  safety class  B  i f:  

– the  SOFTWARE SYSTEM  can  contribute  to  a  HAZARDOUS  SI TUATION  wh ich  resu l ts  i n  
unacceptable  RISK after consideration  of RISK CONTROL  measures  external  to  the  SOFTWARE  

SYSTEM  and  the  resu l ting  possible  HARM  i s  non-SERIOUS  I NJURY.  

The  SOFTWARE SYSTEM  i s  software  safety class  C  i f:  

– the  SOFTWARE SYSTEM  can  contribute  to  a  HAZARDOUS  SI TUATION  wh ich  resu l ts  i n  
unacceptable  RISK after consideration  of RISK CONTROL  measures  external  to  the  SOFTWARE  

SYSTEM  and  the  resu l ting  possible  HARM  i s  death  or SERIOUS  I NJURY.  

For a  SOFTWARE  SYSTEM  i n i tial ly classi fied  as  software  safety class  B  or C,  the  MANUFACTURER  
may implement add i tional  RISK CONTROL  measures  external  to  the  SOFTWARE  SYSTEM  ( includ ing  
revising  the  system  arch i tecture  contain ing  the  SOFTWARE  SYSTEM)  and  subsequently assign  a  
new software  safety classi fication  to  the  SOFTWARE  SYSTEM .  

NOTE  1  External  RISK CONTROL  measures  can  be  hardware,  an  i ndependent SOFTWARE  SYSTEM ,  heal th  care  
procedures,  or other means  to  m in im ize  that  software  can  con tribu te  to  a  HAZARDOUS  S I TUATION .  

NOTE  2  See  I SO 1 4971 : 2007  subclause  3 . 2 ,  Management Responsibilities,  for the  defi n i ti on  of ri sk acceptabi l i ty.  

IEC 
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b)  Not used .  

c)  The  MANUFACTURER  shal l  document the  software  safety class  assigned  to  each  SOFTWARE  

SYSTEM  i n  the  RISK MANAGEMENT FI LE .  

d )  When  a  SOFTWARE  SYSTEM  i s  decomposed  in to  SOFTWARE  I TEMS ,  and  when  a  SOFTWARE  

I TEM  i s  decomposed  in to  further SOFTWARE  I TEMS ,  such  SOFTWARE  I TEMS  shal l  i nheri t the  
software  safety classi fication  of the  orig inal  SOFTWARE  I TEM  (or SOFTWARE SYSTEM )  un less  
the  MANUFACTURER  documents  a  rationale  for classi fication  in to  a  d i fferent software  safety 
class  (software  safety classes  assigned  accord ing  to  4 . 3  a)  replacing  “SOFTWARE  SYSTEM ”  
wi th  “SOFTWARE  I TEM” ) .  Such  a  rationale  shal l  explain  how the  new SOFTWARE  I TEMS  are  
segregated  so  that they may be  classi fied  separately.  

e)  The  MANUFACTURER  shal l  document the  software  safety class  of each  SOFTWARE I TEM  i f that 
class  is  d i fferent from  the  class  of the  SOFTWARE I TEM  from  wh ich  i t  was  created  by 
decomposi tion .  

f)  For compl iance  wi th  th is  standard ,  when  applying  th is  standard  to  a  group of SOFTWARE  

I TEMS ,  the  MANUFACTURER  shal l  use  the  PROCESSES  and  TASKS  wh ich  are  requ ired  by the  
classi fication  of the  h ighest-classi fied  SOFTWARE I TEM  i n  the  group un less  the  
MANUFACTURER  documents  in  the  RISK MANAGEMENT FI LE  a  rationale  for us ing  a  lower 
classi fication .  

g )  For each  SOFTWARE  SYSTEM ,  un ti l  a  software  safety class  is  assigned ,  Class  C  
requ i rements  shal l  apply.  

NOTE  I n  the  cl auses  and  subclauses  that  fo l l ow,  the  software  safety cl assesfor wh ich  a  speci fi c  requ i rement 
appl i es  are  i den ti fi ed  fol l owing  the  requ i rement  i n  the  form  [Class  .  .  . ] .  

4.4 *  LEGACY SOFTWARE  

4.4.1  General  

As an  al ternative  to  applying  Clauses  5  th rough  9  of th is  standard ,  compl iance  of LEGACY 

SOFTWARE  may be  demonstrated  as  ind icated  in  4 . 4. 2  to  4 . 4. 5.  

4.4.2  RISK MANAGEMENT ACTIVITIES  

I n  accordance wi th  4. 2  of th is  standard ,  the  MANUFACTURER  shal l :  

a)  assess  any feedback,  i nclud ing  post-production  information ,  on  LEGACY SOFTWARE  
regard ing  i ncidents  and  / or near incidents,  both  from  inside  i ts  own  organ ization  and  / or 
from  users;  

b)  perform  RISK MANAGEMENT  ACTIVITIES  associated  wi th  continued  use  of the  LEGACY 

SOFTWARE ,  considering  the  fol lowing  aspects:  

– i n tegration  of the  LEGACY SOFTWARE  i n  the  overal l  MEDICAL DEVICE  arch i tecture;  

– continu ing  val id i ty of RISK CONTROL  measures,  implemented  as  part of the  LEGACY 

SOFTWARE ;  

– identi fication  of HAZARDOUS  S ITUATIONS  associated  wi th  the  continued  use  of the  LEGACY 

SOFTWARE ;  

– identi fication  of potentia l  causes  of the  LEGACY SOFTWARE  con tributing  to  a  HAZARDOUS  

SI TUATION ;  

– defin i tion  of RISK CONTROL  measures  for each  potential  cause  of the  LEGACY SOFTWARE  
contributing  to  a  HAZARDOUS  S ITUATION .  

4.4.3  Gap analysis  

Based  on  the  software  safety class  of the  LEGACY SOFTWARE  (see  4 . 3),  the  MANUFACTURER  shal l  
perform  a  gap  analysis  of avai lable  DELIVERABLES  against those  requ i red  accord ing  to  5. 2 ,  5. 3,  
5. 7,  and  Clause  7.  

a)  The  MANUFACTURER  shal l  assess  the  continu ing  val id i ty of avai lable  DELIVERABLES .  
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b)  Where  gaps  are  i denti fied ,  the  MANUFACTURER  shal l  EVALUATE  the  potential  reduction  in  
RISK  resu l ting  from  the  generation  of the  m issing  DELIVERABLES  and  associated  ACTIVITIES .  

c)  Based  on  th is  evaluation ,  the  MANUFACTURER  shal l  determ ine  the  DELIVERABLES  to  be  
created  and  associated  ACTIVI TIES  to  be  performed.  The  m in imum  DELIVERABLE  shal l  be  
SOFTWARE  SYSTEM  test records  (see  5. 7.5).  

NOTE  Such  gap  analys i s  shou ld  assure  that  RISK CONTROL  measures,  implemented  i n  LEGACY SOFTWARE ,  are  
i ncl uded  i n  the  software  requ i rements .  

4.4.4 Gap closure activi ties  

a)  The  MANUFACTURER  shal l  establ ish  and  execute  a  plan  to  generate  the  identi fied  
DELIVERABLES .  Where  avai lable,  objective  evidence may be  used  to  generate  requ ired  
DELIVERABLES  wi thout perform ing  ACTIVITIES  requ i red  by 5. 2,  5. 3,  5. 7  and  Clause  7.  

NOTE  A plan  on  how to  address  the  i den ti fi ed  gaps  can  be  i ncl uded  i n  a  software  main tenance  p lan  (see  6. 1 ) .  

b)  The  plan  shal l  address  the  use  of the  problem  resolu tion  PROCESS  for hand l ing  problems  
detected  in  the  LEGACY SOFTWARE  and  DELIVERABLES  in  accordance  wi th  Clause  9.  

c)  Changes  to  the  LEGACY SOFTWARE  shal l  be  performed  in  accordance  wi th  Clause  6.  

4.4.5 Rationale  for use  of LEGACY SOFTWARE  

The MANUFACTURER shal l  document the  VERSION  of the  LEGACY SOFTWARE  together wi th  a  
rationale  for the  continued  use  of the  LEGACY SOFTWARE  based  on  the  outputs  of 4 . 4.  

NOTE  Fu l fi l l i ng  4 . 4  enables  fu rther use  of LEGACY SOFTWARE  i n  accordance  wi th  I EC 62304.  

5 Software development PROCESS  

5.1  *  Software development planning  

5.1 . 1  Software  development plan  

The  MANUFACTURER  shal l  establ ish  a  software  development plan  (or p lans)  for conducting  the  
ACTIVI TIES  of the  software  development PROCESS  appropriate  to  the  scope,  magn i tude,  and  
software  safety classi fications  of the  SOFTWARE SYSTEM  to  be  developed .  The  sOFTWARE  

DEVELOPMENT LI FE  CYCLE  MODEL  shal l  e i ther be  fu l ly defined  or be  referenced  in  the  plan  (or 
plans).  The  plan  shal l  address  the  fol lowing :  

a)  the  PROCESSES  to  be  used  in  the  development of the  SOFTWARE SYSTEM  (see  Note  4);  

b)  the  DELIVERABLES  ( i ncludes  documentation)  of the  ACTIVITIES  and  TASKS ;  

c)  TRACEABILITY  between  SYSTEM  requ irements,  software  requ i rements,  SOFTWARE  SYSTEM  
test,  and  RISK CONTROL  measures  implemented  in  software;  

d )  software  configuration  and  change management,  i nclud ing  SOUP CONFIGURATION  I TEMS  and  
software  used  to  support development;  and  

e)  software  problem  resolu tion  for hand l ing  problems  detected  in  the  MEDICAL DEVICE  
SOFTWARE ,  DELIVERABLES  and  ACTIVITI ES  at  each  stage  of the  l i fe  cycle.  

[Class  A,  B,  C]  

NOTE  1  The  SOFTWARE  DEVELOPMENT LI FE  CYCLE  MODEL  can  i denti fy d i fferen t e l ements  (PROCESSES ,  ACTIVI TI ES ,  
TASKS  and  DELIVERABLES )  for d i fferen t SOFTWARE  I TEMS  accord ing  to  the  software  safety cl assi fi cation  of each  
SOFTWARE  I TEM  of the  SOFTWARE  SYSTEM .  

NOTE  2  These  ACTIVI TI ES  and  TASKS  can  overlap  or i n teract  and  can  be  performed  i terati vely or recurs ively.  I t  i s  not  
the  i n tent  to  imply that  a  speci fi c  l i fe  cycl e  model  shou ld  be  used .  

NOTE  3  Other PROCESSES  are  described  i n  th i s  s tandard  separately from  the  development PROCESS .   Th i s  does  not  
imply that  they must be  implemented  as  separate  ACTIVITIES  and  TASKS .  The  ACTIVI TI ES  and  TASKS  of the  other 
PROCESSES  can  be  i n tegrated  i n to  the  development  PROCESS .  

NOTE  4  The  software  development  p l an  can  reference  exi sting  PROCESSES  or defi ne  new ones.  

NOTE  5  The  software  development  p l an  may be  i n tegrated  i n  an  overal l  SYSTEM  d evelopment  p l an .  
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5.1 .2  Keep software development plan  updated  

The MANUFACTURER  shal l  update  the  plan  as  development proceeds  as  appropriate.  [Class  A,  
B,  C]  

5.1 .3  Software development plan  reference to  SYSTEM  design  and  development 

a)  As  inpu ts  for software  development,  SYSTEM  requ irements  shal l  be  referenced  in  the  
software  development plan  by the  MANUFACTURER.  

b)  I n  the  software  development plan ,  the  MANUFACTURER  shal l  i nclude  or reference procedures  
for coord inating  the  software  development wi th  the  system  development necessary to  
satisfy 4. 1  (such  as  system  in tegration ,  veri fication ,  and  val idation) .  

[Class  A,  B,  C]  

NOTE  There  m igh t  not  be  a  d i fference  between  SOFTWARE  SYSTEM  requ i rements  and  SYSTEM  requ i rements  i f the  
SOFTWARE  SYSTEM  i s  a  s tand  a lone  SYSTEM  (software-on ly device).  

5.1 .4 Software  development standards,  methods  and  tools  planning  

The  MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan :  

a)  standards,  

b)  methods,  and  

c)  tools  

associated  wi th  the  development of SOFTWARE  I TEMS  of class  C.  [Class  C]  

5.1 .5  Software in tegration  and  in tegration  testing  planning  

The  MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan ,  a  plan  to  
in tegrate  the  SOFTWARE  I TEMS  ( i nclud ing  SOUP)  and  perform  testing  during  i n tegration .  [Class  B,  
C]  

NOTE  1  I t  i s  acceptable  to  combine  i n tegrati on  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  set  of 
ACTIVITIES .  

NOTE  2  See  5. 6.  

5.1 .6  Software  VERIFICATION  p lann ing  

The MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan  the  fol lowing  
VERIFICATION  i n formation :   

a)  DELIVERABLES  requ iring  VERIFICATION ;  

b)  the  requ i red  VERIFICATION  TASKS  for each  l i fe  cycle  ACTIVI TY;  

c)  m i lestones  at wh ich  the  DELIVERABLES  are  VERIFIED ;  and  

d )  the  acceptance  cri teria  for VERIFICATION  of the  DELIVERABLES .  

[Class  A,  B,  C]  

5.1 .7  Software RISK MANAGEMENT  p lanning  

The MANUFACTURER  shal l  i nclude  or reference in  the  software  development p lan ,  a  plan  to  
conduct the  ACTIVI TIES  and  TASKS  of the  software  RISK  MANAGEMENT  PROCESS ,  i nclud ing  the  
management of RISKS  relating  to  SOUP .  [Class  A,  B,  C]  

NOTE  See  Clause  7 .  

5.1 .8  Documentation  planning  

The  MANUFACTURER  shal l  i nclude  or reference in  the  software  development plan  in formation  
about the  documents  to  be  produced  during  the  software  development l i fe  cycle.  For each  
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i denti fied  document or type  of document the  fol lowing  in formation  shal l  be  included  or 
referenced :  

a)  ti tle,  name or nam ing  convention ;  

b)  purpose;   

c)  procedures  and  responsibi l i ties  for development,  review,  approval  and  mod i fication .  

[Class  A,  B,  C]  

NOTE  See  Clause  8  for cons ideration  of confi guration  management of documentation .  

5.1 .9  Software  configuration  management planning  

The  MANUFACTURER  shal l  i nclude  or reference software  configuration  management in formation  
in  the  software  development plan .  The  software  configuration  management in formation  shal l  
i nclude  or reference:  

a)  the  classes,  types,  categories  or l i sts  of i tems  to  be  control led ;  

b)  the  software  configuration  management ACTIVI TIES  and  TASKS ;  

c)  the  organ ization(s)  responsible  for perform ing  software configuration  management 
ACTIVI TIES ;  

d )  thei r relationsh ip  wi th  other organ izations,  such  as  software  development or main tenance;  

e)  when  the  i tems  are  to  be  placed  under configuration  control ;  and  

f)  when  the  problem  resolu tion  PROCESS  i s  to  be  used .  

[Class  A,  B,  C]  

NOTE  See  Clause  8.  

5.1 . 1 0  Supporting  i tems to  be  control led  

The i tems to  be  control led  shal l  i nclude  tools,  i tems  or settings,  used  to  develop  the  MEDICAL 

DEVICE  SOFTWARE ,  wh ich  cou ld  impact the  MEDICAL DEVICE  SOFTWARE .  [Class  B,  C]  

NOTE  1  Examples  of such  i tems  i ncl ude  compi l er/assembler vers ions,  make  fi l es ,  batch  fi l es,  and  speci fi c  
envi ronment setti ngs.  

NOTE  2  See  Clause  8.  

5.1 .1 1  Software CONFIGURATION  ITEM  control   before  VERIFICATION  

The MANUFACTURER  shal l  p lan  to  place  CONFIGURATION  I TEMS  under configuration  management 
control  before  they are  VERIFIED .  [Class  B,  C]  

5.1 . 1 2  Identi fication  and  avoidance of common  software  defects  

The MANUFACTURER  shal l  i nclude  or reference in  the  software  development plan  a  procedure  
for:  

a)  i denti fying  categories  of defects  that may be  in troduced  based  on  the  selected  
programming  technology that are  relevant to  thei r SOFTWARE  SYSTEM ;  and  

b)  documenting  evidence  that demonstrates  that these  defects  do  not contribu te  to  
unacceptable  RISK.   

NOTE  See  Annex B  of I EC TR 80002-1 : 2009  for examples  of categories  of defects  or causes  con tribu ti ng  to  
HAZARDOUS  S I TUATIONS .  

[Class  B,  C]  
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5.2  *  Software requ irements  analysis  

5.2. 1  Define and  document software requ irements  from  SYSTEM  requ irements  

For each  SOFTWARE SYSTEM  of the  MEDICAL DEVICE ,  the  MANUFACTURER shal l  define  and  
document SOFTWARE SYSTEM  requ i rements  from  the  SYSTEM  l evel  requ i rements.  [Class  A,  B,  C]  

NOTE  There  m igh t  not  be  a  d i fference  between  SOFTWARE  SYSTEM  requ i rements  and  SYSTEM  requ i rements  i f the  
SOFTWARE  SYSTEM  i s  a  s tand  a lone  SYSTEM  (software-on ly device).  

5.2.2  Software  requ irements  content 

As appropriate  to  the  MEDICAL DEVICE  SOFTWARE ,  the  MANUFACTURER  shal l  i nclude  in  the  
software  requ irements:  

a)  functional  and  capabi l i ty requ i rements;  

NOTE  1  Examples  i ncl ude:  

– performance  (e. g . ,  pu rpose  of software,  t im ing  requ i rements),  

– physical  characteri sti cs  (e. g . ,  code  l anguage,  p l atform ,  operati ng  system),  

– computi ng  envi ronment (e. g . ,  hardware,  memory s i ze,  processing  un i t,  t ime  zone,  network i n frastructure)  under 
wh ich  the  software  i s  to  perform ,  and  

– need  for compatibi l i ty wi th  upgrades  or mu l ti pl e  SOUP  or other device  vers ions.  

b)  SOFTWARE  SYSTEM  i npu ts  and  outputs;  

NOTE  2  Examples  i ncl ude:  

– data  characteri sti cs  (e. g . ,  numerical ,  a l pha-numeric,  format)  

– ranges,  

– l im i ts ,  and  

– defau l ts .  

c)  i n terfaces  between  the  SOFTWARE SYSTEM  and  other  SYSTEMS ;  

d )  software-driven  alarms,  warn ings,  and  operator messages;  

e)  SECURITY  requ i rements;  

NOTE  3  Examples  i ncl ude:  

– those  related  to  the  comprom ise  of sensi ti ve  i n formation ,  

– au thenti cation ,  

– au thori zation ,  

– aud i t  trai l ,  and  

– commun ication  i n tegri ty,  

– system  securi ty/malware  protection .  

f)   user in terface  requ irements  implemented  by software;  

NOTE  4  Examples  i ncl ude  those  re lated  to:  

– support  for manual  operations,  

– human-equ ipment i n teractions,  

– constrain ts  on  personnel ,  and   

– areas  need ing  concentrated  human  atten tion .  

NOTE  5  I n formation  regard ing  usabi l i ty eng ineering  requ i rements  can  be  found  i n  I EC 62366-1  [21 ]  among  others  
(e. g . ,  I EC 60601 -1 -6  [3] ) .  

g)  data  defin i tion  and  database requ i rements;  

NOTE  6  Examples  i ncl ude:  

– form ;  

– fi t;  

– function .  

h)  i nstal lation  and  acceptance requ i rements  of the  del ivered  MEDICAL DEVICE  SOFTWARE  at  the  
operation  and  maintenance s i te  or s i tes;  
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i )  requ irements  related  to  methods  of operation  and  maintenance;  

j )   requ i rements  related  to  I T-network aspects;  

NOTE  9  Examples  i ncl ude  those  related  to:  

– networked  a l arms,  warn ings,  and  operator messages;  

– network protocols ;   

– hand l i ng  of unavai l abi l i ty of network services.  

k)  user main tenance requ i rements;  and  

l )  regu latory requ irements.  

NOTE  1 0  The  requ i rements  i n  a)  th rough  l )  can  overlap.  

[Class  A,  B,  C]  

NOTE  7  Al l  of these  requ i rements  m ight  not  be  avai l able  at  the  beg inn ing  of the  software  development.  

NOTE  8  Among  others ,  I SO/I EC 2501 0  [1 2 ]  provides  i n formation  on  qual i ty characteri sti cs  that  may be  usefu l  i n  
defi n i ng  software  requ i rements .  

5.2.3  Include RISK CONTROL  measures  in  software  requ irements  

The MANUFACTURER  shal l  i nclude  RISK CONTROL  measures  implemented  in  software  in  the  
requ i rements  as  appropriate  to  the  MEDICAL DEVICE  SOFTWARE .  [Class  B,  C]  

NOTE  These  requ i rements  m ight  not  be  avai l able  at  the  beg inn ing  of the  software  development  and  can  change  
as  the  software  i s  des igned  and  RISK CONTROL  measures  are  fu rther defi ned .  

5.2.4 Re-EVALUATE  MEDICAL DEVICE  RISK ANALYSIS  

The MANUFACTURER  shal l  re-EVALUATE  the  MEDICAL DEVICE  RISK ANALYSIS  when  software  
requ i rements  are  establ ished  and  update  i t  as  appropriate.  [Class  A,  B,  C]  

5.2.5 Update requ irements  

The MANUFACTURER  shal l  ensure  that existing  requ i rements,  i nclud ing  SYSTEM  requ irements,  
are  re-EVALUATED  and  updated  as  appropriate  as  a  resu l t  of the  software  requ irements  analysis  
ACTIVI TY.  [Class  A,  B,  C]  

5.2.6  Verify software  requ irements   

The MANUFACTURER  shal l  veri fy and  document that the  software  requ irements:  

a)  implement SYSTEM  requ irements  includ ing  those  relating  to  RISK CONTROL ;  

b)  do  not contrad ict one  another;  

c)  are  expressed  in  terms  that avoid  ambigu i ty;  

d )  are  stated  in  terms  that perm i t establ ishment of test cri teria  and  performance of tests;  

e)  can  be  un iquely identi fied ;  and  

f)  are  traceable  to  SYSTEM  requ i rements  or other source.  

[Class  A,  B,  C]   

NOTE  Th is  s tandard  does  not  requ i re  the  use  of a  formal  speci fi cation  l anguage.  

5.3  *  Software ARCHITECTURAL design  

5.3.1  Transform  software requirements  in to  an  ARCHITECTURE  

The MANUFACTURER  shal l  transform  the  requ irements  for the  MEDICAL DEVICE  SOFTWARE  i n to  a  
documented  ARCHITECTURE  that describes  the  software’s  structure  and  identi fies  the  SOFTWARE  

I TEMS .  [Class  B,  C]  
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5.3.2  Develop an  ARCHITECTURE  for the  in terfaces  of SOFTWARE ITEMS  

The MANUFACTURER  shal l  develop  and  document an  ARCHITECTURE  for the  i n terfaces  between  
the  SOFTWARE I TEMS  and  the  components  external  to  the  SOFTWARE  I TEMS  (both  software  and  
hardware),  and  between  the  SOFTWARE I TEMS .  [Class  B,  C]  

5.3.3  Specify functional  and  performance requ irements  of SOUP  i tem  

I f a  SOFTWARE  I TEM  i s  i denti fied  as  SOUP ,  the  MANUFACTURER  shal l  speci fy functional  and  
performance requ i rements  for the  SOUP  i tem  that are  necessary for i ts  i n tended  use.  [Class  
B,  C]  

5.3.4 Specify SYSTEM  hardware and  software requ ired  by SOUP  i tem  

I f a  SOFTWARE  I TEM  i s  i denti fied  as  SOUP ,  the  MANUFACTURER  shal l  speci fy the  SYSTEM  hardware  
and  software  necessary to  support the  proper operation  of the  SOUP  i tem .  [Class  B,  C]  

NOTE   Examples  i ncl ude  processor type  and  speed ,  memory type  and  s i ze,  SYSTEM  software  type,  commun ication  
and  d i splay software  requ i rements .  

5.3.5 Identi fy segregation  necessary for RISK CONTROL  

The MANUFACTURER  shal l  i denti fy any segregation  between  SOFTWARE I TEMS  that i s  necessary 
for RISK CONTROL ,  and  state  how to  ensure  that such  segregation  i s  effective.  [Class  C]  

NOTE  An  example  of segregation  i s  to  have  SOFTWARE  I TEMS  execu te  on  d i fferent  processors.  The  effecti veness  
of the  segregation  can  be  ensured  by having  no  shared  resources  between  the  processors .  Other means  of 
segregation  can  be  appl i ed  when  effecti veness  can  be  ensured  by the  software  ARCH ITECTURE  d es ign  (see  B . 4. 3).  

5.3.6  Veri fy software ARCHITECTURE  

The MANUFACTURER  shal l  veri fy and  document that:  

a)  the  ARCHITECTURE  of the  software   implements  SYSTEM  and  software  requ i rements  i nclud ing  
those  relating  to  RISK CONTROL ;  

b)  the  software  ARCHITECTURE  i s  able  to  support i n terfaces  between  SOFTWARE  I TEMS  and  
between  SOFTWARE I TEMS  and  hardware;  and  

c)  the  MEDICAL DEVICE  ARCHITECTURE  supports  proper operation  of any SOUP  i tems.  

[Class  B,  C]  

NOTE  A TRACEABI LI TY  analys i s  of ARCH ITECTURE  to  software  requ i rements  can  be  used  to  sati sfy requ i rement a) .  

5.4 *  Software detai led  design  

5.4.1  Subdivide software in to  SOFTWARE  UN ITS  

The MANUFACTURER  shal l  subdvide  the  software  unti l  i t  i s  represented  by SOFTWARE UN ITS .  
[Class  B,  C]  

NOTE  Some SOFTWARE  SYSTEMS  are  not  d i vi ded  fu rther.  

5.4.2  Develop detai led  design  for each  SOFTWARE  UN IT  

The MANUFACTURER  shal l  document a  design  wi th  enough  detai l  to  a l low correct implementation  
of each  SOFTWARE  UN IT .  [Class  C]  

5.4.3  Develop detai led  design  for in terfaces  

The MANUFACTURER  shal l  document a  design  for any in terfaces  between  the  SOFTWARE  UN IT  
and  external  components  (hardware  or software),  as  wel l  as  any in terfaces  between  SOFTWARE  

UN ITS ,  detai led  enough  to  implement each  SOFTWARE UN IT  and  i ts  i n terfaces  correctly.  [Class  C]  
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5.4.4 Veri fy detai led  design  

The MANUFACTURER  shal l  veri fy and  document that the  software  detai led  design :  

a)  implements  the  software  ARCHITECTURE ;  and  

b)  i s  free  from  contrad iction  wi th  the  software  ARCHITECTURE .  

[Class  C]   

NOTE  I t  i s  acceptable  to  use  a  TRACEABI LI TY  analys i s  of ARCH ITECTURE  to  software  detai l ed  des ign  to  sati sfy 
requ i rement  a).  

5.5   *  SOFTWARE  UNIT  implementation  

5.5. 1  Implement each  SOFTWARE  UN IT  

The MANUFACTURER  shal l  implement each  SOFTWARE  UN IT .  [Class  A,  B,  C]  

5.5.2  Establ ish  SOFTWARE UNIT VERIFICATION  PROCESS  

The MANUFACTURER  shal l  establ ish  strateg ies,  methods  and  procedures  for veri fying  the  
SOFTWARE  UN ITS .  Where  VERIFICATION  i s  done  by testing ,  the  test procedures  shal l  be  
EVALUATED  for adequacy.  [Class  B,  C]  

NOTE  I t  i s  acceptable  to  combine  i n tegration  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  set  of 
ACTIVITIES .  

5.5.3  SOFTWARE UNIT  acceptance cri teria  

The MANUFACTURER  shal l  establ ish  acceptance cri teria  for SOFTWARE UN ITS  prior to  in tegration  
i n to  larger SOFTWARE  I TEMS  as  appropriate,  and  ensure  that SOFTWARE  UN ITS  meet acceptance 
cri teria.  [Class  B,  C]  

NOTE   Examples  of acceptance  cri teria  are:  

– does  the  software  code  implement  requ i rements  i ncl ud ing  RISK CONTROL  measures?  

– i s  the  software  code  free  from  contrad iction  wi th  the  i n terface  des ign  of the  SOFTWARE  UN I T?  

– does  the  software  code  conform  to  programming  procedures  or cod ing  s tandards?  

5.5.4 Additional  SOFTWARE  UN IT  acceptance cri teria  

When  present i n  the  design ,  the  MANUFACTURER  shal l  i nclude  add i tional  acceptance  cri teria  as  
appropriate  for:  

a)  proper event sequence;  

b)  data  and  control  flow;  

c)  planned  resource  al location ;  

d )  fau l t hand l ing  (error defin i tion ,  i solation ,  and  recovery);  

e)  in i tial i sation  of variables;  

f)  sel f-d iagnostics;  

g )  memory management and  memory overflows;  and  

h )  boundary cond i tions.  

[Class  C]  

5.5.5 SOFTWARE UNIT  VERIFICATION  

The MANUFACTURER  shal l  perform  the  SOFTWARE  UN IT  VERIFICATION  and  document the  resu l ts.  
[Class  B,  C]  
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5.6  *  Software in tegration  and  in tegration  testing  

5.6. 1  In tegrate  SOFTWARE UN ITS  

The MANUFACTURER  shal l  i n tegrate  the  SOFTWARE  UN ITS  i n  accordance wi th  the  in tegration  p lan  
(see  5. 1 . 5).  [Class  B,  C]  

5.6.2  Verify software in tegration  

The  MANUFACTURER  shal l  veri fy that the  SOFTWARE UN ITS  have  been  in tegrated  in to  SOFTWARE  

I TEMS  and/or the  SOFTWARE SYSTEM   i n  accordance wi th  the  in tegration  plan  (see  5. 1 . 5)  and  
retain  records  of the  evidence of such  veri fication .  

[Class  B,  C]  

NOTE  Th is  VERIFICATION  i s  on l y that  the  i n tegration  has  been  done  accord ing  to  the  pl an .  Th i s  VERIFICATION  i s  
most l i kel y implemented  by some form  of i nspection .  

5.6.3  Software  in tegration  testing  

The MANUFACTURER  shal l  test the  in tegrated  SOFTWARE I TEMS  i n  accordance wi th  the  i n tegration  
plan  (see  5. 1 . 5)  and  document the  resu l ts.  [Class  B,  C]  

5.6.4 Software in tegration  testing  content 

For software  in tegration  testing ,  the  MANUFACTURER  shal l  address  whether the  i n tegrated  
SOFTWARE  I TEM  performs as  in tended .  

[Class  B,  C]  

NOTE  1  Examples  to  be  cons idered  are:  

-  the  requ i red  functional i ty of the  software;  

-  implementation  of  RI SK CONTROL  measures;  

-  speci fi ed  tim ing  and  other behaviour;  

-  speci fi ed  function ing  of i n ternal  and  external  i n terfaces;  and  

-  testi ng  under abnormal  cond i ti ons  i ncl ud ing  foreseeable  m isuse.  

NOTE  2  I t  i s  acceptable  to  combine  i n tegration  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  set  of 
ACTIVITIES .  

5.6.5 EVALUATE  software  in tegration  test procedures  

The MANUFACTURER  shal l  EVALUATE  the  i n tegration  test procedures  for adequacy.  [Class  B,  C]  

5.6.6  Conduct regression  tests  

When  software  i tems  are  i n tegrated ,  the  MANUFACTURER  shal l  conduct REGRESSION  TESTING  
appropriate  to  demonstrate  that defects  have  not been  in troduced  in to  previously i n tegrated  
software.  [Class  B,  C]  

5.6.7  In tegration  test record  contents  

The MANUFACTURER  shal l :  

a)  document the  test resu l t  (pass/fai l  and  a  l i st  of ANOMALIES) ;  

b)  retain  sufficient records  to  perm i t the  test to  be  repeated ;  and  

c)  identi fy the  tester.  

[Class  B,  C]  

NOTE   Requ i rement  b)  cou ld  be  implemented  by retai n i ng ,  for example:  

-  test  case  speci fi cations  showing  requ i red  actions  and  expected  resu l ts ;  
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-  records  of the  equ ipment;  

-  records  of the  test  envi ronment ( i ncl ud ing  software  tool s)  used  for test.  

5.6.8  Use software problem  resolution  PROCESS  

The MANUFACTURER  shal l  en ter ANOMALIES  found  during  software  in tegration  and  in tegration  
testing  in to  a  software  problem  resolu tion  PROCESS .  [Class  B,  C]  

NOTE  See  Clause  9 .  

5.7  *  SOFTWARE  SYSTEM  testing  

5.7.1  Establ ish  tests  for software requ irements  

a)  The  MANUFACTURER  shal l  establ ish  and  perform  a  set of tests,  expressed  as  i nput stimu l i ,  
expected  outcomes,  pass/fai l  cri teria  and  procedures,  for conducting  SOFTWARE  SYSTEM  
testing ,  such  that a l l  software  requ irements  are  covered .  [Class  A,  B,  C]  

NOTE  1  I t  i s  acceptable  to  combine  i n tegrati on  testi ng  and  SOFTWARE  SYSTEM  testi ng  i n to  a  s i ng le  p l an  and  
set  of ACTIVI TI ES .  I t  i s  a l so  acceptable  to  test  software  requ i rements  i n  earl i er phases.  

NOTE  2  Not on l y separate  tests  for each  requ i rement,  bu t  a l so  tests  of combinations  of requ i rements  can  be  
performed ,  especia l l y i f dependencies  between  requ i rements  exi st.  

b)  The  MANUFACTURER  shal l  EVALUATE  the  adequacy of VERIFICATION  s trateg ies  and  test 
procedures.  

5.7.2  Use software problem  resolution  PROCESS  

The MANUFACTURER  shal l  en ter ANOMALIES  found  during  software  system  testing  in to  a  software  
problem  resolu tion  PROCESS .  [Class  A,  B,  C]  

5.7.3  Retest after changes 

When  changes  are  made during  SOFTWARE SYSTEM  testing ,  the  MANUFACTURER  shal l :  

a)  repeat tests,  perform  mod i fied  tests  or perform  add i tional  tests,  as  appropriate,  to  veri fy the  
effectiveness  of the  change in  correcting  the  problem ;  

b)  conduct testing  appropriate  to  demonstrate  that un in tended  s ide  effects  have  not been  
in troduced ;  and  

c)  perform  relevant RISK MANAGEMENT ACTIVITI ES  as  defined  in  7 . 4.  

[Class  A,  B,  C]  

5.7.4 Evaluate  SOFTWARE SYSTEM  testing  

The MANUFACTURER  shal l  EVALUATE  the  appropriateness  of VERIFICATION  s trateg ies  and  test 
procedures.  

The  MANUFACTURER  shal l  veri fy that:  

a)  a l l  software  requ irements  have  been  tested  or otherwise  VERIFIED ;   

b)  the  TRACEABILITY  between  software  requ irements  and  tests  or other VERIFICATION  i s  
recorded ;  and  

c)  test resu l ts  meet the  requ ired  pass/fai l  cri teria.  

[Class  A,  B,  C]  

5.7.5 SOFTWARE  SYSTEM  test record  contents  

I n  order to  support the  repeatabi l i ty of tests,  the  MANUFACTURER  shal l  document:  
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a)  a  reference  to  test case  procedures  showing  requ ired  actions  and  expected  resu l ts;  

b)   the  test resu l t  (pass/fai l  and  a  l i st of ANOMALIES) ;  

c)  the  version  of software  tested ;  

d )  relevant hardware  and  software  test configurations;  

e)  relevant test tools;  

f)  date  tested ;  and  

g )  the  i denti ty of the  person  responsible  for executing  the  test and  record ing  the  test resu l ts.  

[Class  A,  B,  C]  

5.8  *  Software RELEASE  for u ti l i zation  at a  SYSTEM  l evel  

5.8.1  Ensure software VERIFICATION  i s  complete  

The MANUFACTURER  shal l  ensure  that a l l  software  VERIFICATION  ACTIVI TIES  have  been  completed  
and  the  resu l ts  have  been  EVALUATED  before  the  software  i s  released .  [Class  A,  B,  C]  

5.8.2  Document known  residual  ANOMALIES  

The MANUFACTURER  shal l  document a l l  known  residual  ANOMALIES .  [Class  A,  B ,  C]  

5.8.3  EVALUATE  known  residual  ANOMALIES  

The MANUFACTURER  shal l  ensure  that a l l  known  residual  ANOMALIES  have  been  EVALUATED  to  
ensure  that they do  not contribu te  to  an  unacceptable  RISK.  [Class  B,  C]  

5.8.4 Document released  VERSIONS  

The MANUFACTURER  shal l  document the  VERSION  of the  MEDICAL DEVICE  SOFTWARE  that i s  being  
released .  [Class  A,  B,  C]  

5.8.5  Document how released  software  was  created  

The MANUFACTURER  shal l  document the  procedure  and  environment used  to  create  the  released  
software.  [Class  B,  C]  

5.8.6  Ensure activi ties  and  tasks  are  complete  

The MANUFACTURER  shal l  ensure  that a l l  software  development plan  (or main tenance plan)  
ACTIVI TIES  and  TASKS  are  complete  along  wi th  the  associated  documentation .  [Class  B,  C]  

NOTE  See  5. 1 . 3. b).  

5.8.7  Archive software 

The  MANUFACTURER  shal l  arch ive:  

a)  the  MEDICAL DEVICE  SOFTWARE  and  CONFIGURATION  I TEMS ;  and  

b)  the  documentation  

for at least a  period  of time  determ ined  as  the  longer of:  the  l i fe  time of the  MEDICAL DEVICE  

SOFTWARE  as  defined  by the  MANUFACTURER  or a  time speci fied  by relevant regu latory 
requ i rements.  [Class  A,  B,  C]  

5.8.8  Assure rel iable  del ivery of released  software 

The MANUFACTURER  shal l  establ ish  procedures  to  ensure  that the  released  MEDICAL DEVICE  
SOFTWARE  can  be  rel iably del ivered  to  the  poin t of use  wi thout corruption  or unauthorised  
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change.  These  procedures  shal l  address  the  production  and  hand l ing  of med ia  contain ing  the  

MEDICAL DEVICE  SOFTWARE  i nclud ing  as  appropriate:  

– repl ication ,  

– med ia  label l ing ,  

– packag ing ,  

– protection ,  

– storage,  and  

– del ivery.  

[Class  A,  B,  C]  

6 Software maintenance PROCESS  

6.1  *  Establ ish  software  maintenance plan  

The MANUFACTURER  shal l  establ ish  a  software  main tenance plan  (or p lans)  for conducting  the  
ACTIVI TIES  and  TASKS  of the  maintenance PROCESS .   The  plan  shal l  address  the  fol lowing :  

a)  procedures  for:  

– receiving ,  

– documenting ,  

– evaluating ,  

– resolving  and  

– tracking  

feedback aris ing  after release  of the  MEDICAL DEVICE  SOFTWARE ;  

b)  cri teria  for determ in ing  whether feedback i s  considered  to  be  a  problem ;  

c)  use  of the  software  RISK MANAGEMENT PROCESS ;  

d )  use  of the  software  problem  resolu tion  PROCESS  for analysing  and  resolving  problems 
aris ing  after release  of the  MEDICAL DEVICE  SOFTWARE ;  

e)  use  of the  software  configuration  management PROCESS  (Clause  8)  for manag ing  
mod i fications  to  the  existing  SOFTWARE  SYSTEM ;  and  

f)  procedures  to  EVALUATE  and  implement:  

– upgrades,   

– bug  fixes,   

– patches  and  

– obsolescence 

of  SOUP .  

[Class  A,  B,  C]  

6.2  *  Problem  and  modification  analysis  

6.2.1  Document and  EVALUATE  feedback 

6.2.1 . 1  Monitor feedback 

The MANUFACTURER  shal l  mon i tor feedback on  MEDICAL DEVICE  SOFTWARE  re leased  for i n tended  
use.   
[Class  A,  B,  C]  
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6.2. 1 .2  Document and  EVALUATE  feedback 

Feedback shal l  be  documented  and  EVALUATED  to  determ ine  whether a  problem  exists  in  a  
released  MEDICAL DEVICE  SOFTWARE .  Any such  problem  shal l  be  recorded  as  a  PROBLEM  REPORT 

(see  Clause  9).  PROBLEM  REPORTS  shal l  i nclude  actual  or potential  adverse  events,  and  
deviations  from  speci fications.  [Class  A,  B,  C]  

6.2. 1 .3  Evaluate  PROBLEM  REPORT’S  affects  on  SAFETY  

Each  PROBLEM  REPORT  shal l  be  EVALUATED  to  determ ine  how i t  affects  the  SAFETY  of MEDICAL 

DEVICE  SOFTWARE  re leased  for in tended  use  (see  9. 2)  and  whether a  change to  that software  i s  
needed  to  address  the  problem .  [Class  A,  B,  C]  

6.2.2  Use software problem  resolution  PROCESS  

The MANUFACTURER  shal l  use  the  software  problem  resolu tion  PROCESS  (see  Clause  9)  to  
address  PROBLEM  REPORTS .  [Class  A,  B,  C]  

NOTE   A problem  cou ld  show that  a  SOFTWARE  SYSTEM  or SOFTWARE  I TEM  has  not  been  p l aced  i n  the  correct  
software  safety cl ass.  The  problem  resolu tion  process  can  suggest changes  of the  software  safety cl ass.  When  the  
PROCESS  has  been  completed ,  any change  of safety cl ass  i n  the  SOFTWARE  SYSTEM  or i ts  SOFTWARE  I TEMS  shou ld  be  
made  known  and  documented .  

6.2.3  Analyse CHANGE  REQUESTS  

I n  add i tion  to  the  analysis  requ i red  by Clause  9,  the  MANUFACTURER  shal l  analyse  each  CHANGE  

REQUEST  for i ts  effect on  the  organ ization ,  MEDICAL DEVICE  SOFTWARE  released  for in tended  use  ,  

and  SYSTEMS  wi th  wh ich  i t  i n terfaces .  [Class  A,  B,  C]  

6.2.4 CHANGE REQUEST approval  

The  MANUFACTURER  shal l  EVALUATE  and  approve CHANGE  REQUESTS  wh ich  mod i fy released  
MEDICAL DEVICE  SOFTWARE .  [Class  A,  B,  C]  

6.2.5 Communicate  to  users  and  regulators  

The MANUFACTURER  shal l  i denti fy the  approved  CHANGE  REQUESTS  that affect released  MEDICAL 

DEVICE  SOFTWARE .  

As  requ i red  by local  regu lation ,  the  MANUFACTURER  shal l  i n form  users  and  regu lators  about:  

a)  any problem  in  released  MEDICAL DEVICE  SOFTWARE  and  the  consequences  of continued  
unchanged  use;  and  

b)  the  nature  of any avai lable  changes  to  released  MEDICAL DEVICE  SOFTWARE  and  how to  
obtain  and  instal l  the  changes.  

[Class  A,  B,  C]  

6.3  *  Modification  implementation  

6.3.1  Use  establ ished  PROCESS  to  implement modification  

The MANUFACTURER  shal l  i denti fy and  perform  any Clause  5  ACTIVITI ES  that need  to  be  repeated  
as  a  resu l t  of the  mod i fication .  [Class  A,  B,  C]  

NOTE   For requ i rements  relati ng  to  RISK MANAGEMENT  of software  changes  see  7 . 4 .  

6.3.2  Re-release modified  SOFTWARE SYSTEM  

The MANUFACTURER  shal l  release  mod ifications  accord ing  to  5. 8.  [Class  A,  B,  C]  
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NOTE  Mod i fi cations  can  be  released  as  part  of a  fu l l  re-release  of a  SOFTWARE  SYSTEM  or as  a  mod i fi cation  ki t  
compris i ng  changed  SOFTWARE  I TEMS  and  the  necessary tool s  to  i nsta l l  the  changes  as  mod i fi cations  to  an  exi sti ng  
SOFTWARE  SYSTEM .   

7 *  Software RISK MANAGEMENT  PROCESS  

7.1  *  Analysis  of software contributing  to  hazardous  si tuations  

7.1 . 1  Identi fy SOFTWARE  ITEMS  that cou ld  contribute  to  a  hazardous  si tuation  

The  MANUFACTURER shal l  i denti fy SOFTWARE  I TEMS  that cou ld  contribute  to  a  hazardous  s i tuation  
i denti fied  in  the  MEDICAL DEVICE  RISK ANALYSIS  ACTIVI TY  of I SO 1 4971  (see  4. 2).  [Class  B,  C]  

NOTE  The  hazardous  s i tuation  cou ld  be  the  d i rect  resu l t  of software  fai l u re  or the  resu l t  of the  fai l u re  of a  RISK 

CONTROL  measure  that  i s  implemented  i n  software.  

7.1 .2  Identi fy potential  causes  of contribution  to  a  hazardous  si tuation  

The  MANUFACTURER  shal l  i denti fy potential  causes  of the  SOFTWARE I TEM  i denti fied  above 
contributing  to  a  hazardous  s i tuation .  

The  MANUFACTURER  shal l  consider potential  causes  includ ing ,  as  appropriate:  

a)  i ncorrect or incomplete  speci fication  of functional i ty;  

b)  software  defects  i n  the  i denti fied  SOFTWARE  I TEM  functional i ty;  

c)  fai lu re  or unexpected  resu l ts  from  SOUP ;  

d )  hardware  fai lu res  or other software  defects  that cou ld  resu l t i n  unpred ictable  software  
operation ;  and  

e)  reasonably foreseeable  m isuse.  

[Class  B,  C]  

7.1 .3  EVALUATE  publ ished  SOUP  ANOMALY  l i sts  

I f fa i l u re  or unexpected  resu l ts  from  SOUP  i s  a  potential  cause  of the  SOFTWARE I TEM  

contributing  to  a  hazardous  s i tuation ,  the  MANUFACTURER  shal l  EVALUATE  as  a  m in imum  any 
ANOMALY  l i st publ ished  by the  suppl ier of the  SOUP  i tem  relevant to  the  VERSION  of the  SOUP  
i tem  used  in  the  MEDICAL DEVICE  to  determ ine  i f any of the  known  ANOMALIES  resu l t i n  a  
sequence  of events  that cou ld  resu l t  i n  a  hazardous  s i tuation .  [Class  B,  C]  

7.1 .4 Document potential  causes  

The MANUFACTURER  shal l  document in  the  RISK MANAGEMENT FI LE  potentia l  causes  of the  
SOFTWARE  I TEM  con tributing  to  a  hazardous  s i tuation  (see  ISO 1 4971 ).  [Class  B,  C]  

7.2  RISK CONTROL  measures  

7.2. 1  Define RISK CONTROL  measures  

For each  case  documented  in  the  RI SK MANAGEMENT FI LE  where  a  SOFTWARE  I TEM  cou ld  
contribute  to  a  HAZARDOUS  SI TUATION ,  the  MANUFACTURER shal l  define  and  document RISK 

CONTROL  measures  in  accordance wi th  I SO 1 4971 .  [Class  B,  C]  

NOTE  The  RISK CONTROL  measures  can  be  implemented  i n  hardware,  software,  the  working  envi ronment  or user 
i nstruction .  
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7.2.2  RISK CONTROL  measures  implemented  in  software  

I f a  RISK CONTROL measure  i s  implemented  as  part of the  functions  of a  SOFTWARE  I TEM ,  the  
MANUFACTURER  shal l :  

a)  include  the  RISK CONTROL  measure  in  the  software  requ i rements;  

b)  assign  to  each  SOFTWARE  I TEM  that contributes  to  the  implementation  of a  RISK CONTROL  
measure  a  software  safety class  based  on  the  RISK  that the  RISK CONTROL  measure  is  
control l ing  (see  4. 3  a)) ;  and  

c)  develop  the  SOFTWARE I TEM  i n  accordance wi th  Clause  5 .  

[Class  B,  C]  

NOTE   Th i s  requ i rement  provides  add i ti onal  detai l  for RISK CONTROL  requ i rements  of I SO  1 4971  

7.3  VERIFICATION  of RISK CONTROL  measures  

7.3. 1  Veri fy RISK CONTROL  measures  

The implementation  of each  RISK CONTROL measure  documented  in  7. 2  shal l  be  VERIFIED ,  and  
th is  VERIFICATION  shal l  be  documented .  The  MANUFACTURER  shal l  review the  RISK CONTROL 

measure  and  determ ine  i f i t  cou ld  resu l t  i n  a  new HAZARDOUS  SI TUATION .  [Class  B,  C]  

7.3.2    

Not used .   

7.3.3  Document TRACEABILITY  

The MANUFACTURER  shal l  document TRACEABILITY  of software  HAZARDS  as  appropriate:  

a)  from  the  hazardous  s i tuation  to  the  SOFTWARE  I TEM ;  

b)  from  the  SOFTWARE  I TEM  to  the  speci fic software  cause;  

c)  from  the  software  cause  to  the  RISK CONTROL  measure;  and  

d )  from  the  RISK CONTROL  measure  to  the  VERIFICATION  of the  RISK CONTROL  measure.  

[Class  B,  C]  

NOTE  See  I SO 1 4971  – RISK MANAGEMENT  report.  

7.4 RISK MANAGEMENT  of software  changes  

7.4.1  Analyse changes  to  MEDICAL DEVICE  SOFTWARE  wi th  respect to  SAFETY  

The MANUFACTURER  shal l  analyse  changes  to  the  MEDICAL DEVICE  SOFTWARE  ( i nclud ing  SOUP)  to  
determ ine  whether:  

a)  add i tional  potential  causes  are  in troduced  contributing  to  a  hazardous  s i tuation ;  and  

b)  add i tional  software  RISK CONTROL  measures  are  requ i red .  

[Class  A,  B,  C]  

7.4.2  Analyse impact of software changes  on  existing  RISK CONTROL  measures  

The  MANUFACTURER  shal l  analyse  changes  to  the  software,  i nclud ing  changes  to  SOUP ,  to  
determ ine  whether the  software  mod i fication  cou ld  i n terfere  wi th  existing  RISK CONTROL  
measures.  [Class  B,  C]  

7.4.3  Perform  RISK MANAGEMENT  ACTIVITIES  based  on  analyses  
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The  MANUFACTURER  shal l  perform  relevant RISK MANAGEMENT  ACTIVITIES  defined  in  7 . 1 ,  7 . 2  and  
7. 3  based  on  these  analyses.  [Class  B,  C]  

8 *  Software configuration  management PROCESS  

8.1  *  Configuration  identi fication  

8.1 . 1  Establ ish  means  to  identi fy CONFIGURATION  ITEMS  

The  MANUFACTURER  shal l  establ ish  a  scheme for the  un ique  identi fication  of CONFIGURATION  

I TEMS  and  their VERSIONS  to  be  control led  accord ing  to  the  development and  configuration  
plann ing  speci fied  in  5. 1 .  [Class  A,  B,  C]  

8.1 .2  Identi fy SOUP  

For each  SOUP  CONFIGURATION  I TEM  being  used ,  includ ing  standard  l ibraries,  the  MANUFACTURER  
shal l  document:  

a)  the  ti tle,  

b)  the  MANUFACTURER,  and   

c)  the  un ique  SOUP  designator  

[Class  A,  B,  C]  

NOTE  The  un ique  SOUP  des ignator cou ld  be,  for example,  a  VERSION ,  a  re lease  date,  a  patch  number or an  
upgrade  designation .  

8.1 .3  Identi fy SYSTEM  configuration  documentation  

The MANUFACTURER  shal l  document the  set of CONFIGURATION  I TEMS  and  thei r VERSIONS  that 
comprise  the  SOFTWARE  SYSTEM  configuration .  [Class  A,  B,  C]  

8.2  *  Change control  

8 .2.1  Approve CHANGE REQUESTS  

The MANUFACTURER  shal l  change  CONFIGURATION  I TEMS  i den ti fied  to  be  control led  accord ing  to  
8 . 1  on ly i n  response to  an  approved  CHANGE  REQUEST.  [Class  A,  B,  C]  

NOTE  1  The  decis ion  to  approve  a  CHANGE  REQUEST  can  be  i n tegral  to  the  change  con trol  PROCESS  or part  of 
another PROCESS .  Th i s  subclause  on ly requ i res  that  approval  of a  change  precede  i ts  implementation .  

NOTE  2  D i fferent acceptance  PROCESSES  can  be  used  for CHANGE  REQUESTS  a t  d i fferent  stages  of the  l i fe  cycle,  as  
stated  i n  p l ans,  see  5. 1 . 1   d )  and  6. 1  e) .  

8.2.2  Implement changes  

The  MANUFACTURER  shal l  implement the  change as  speci fied  in  the  CHANGE  REQUEST .  The  
MANUFACTURER  shal l  i denti fy and  perform  any ACTIVI TY  that needs  to  be  repeated  as  a  resu l t of 
the  change,  i nclud ing  changes  to  the  software  safety classi fication  of SOFTWARE  SYSTEMS  and  
SOFTWARE  I TEMS .  [Class  A,  B,  C]  

NOTE  Th is  subclause  states  how the  change  shou ld  be  implemented  to  ach ieve  adequate  change  con trol .  I t  does  
not  imply that  the  implementation  i s  an  i n tegral  part  of the  change  con trol  PROCESS .  I mplementation  shou ld  use  
pl anned  PROCESSES ,  see  5. 1 . 1  e)  and  6. 1  e).  

8.2.3  Veri fy changes  

The  MANUFACTURER  shal l  veri fy the  change,  includ ing  repeating  any VERIFICATION  that has  been  
inval idated  by the  change and  taking  i n to  account 5. 7. 3  and  9. 7.  [Class  A,  B,  C]  

NOTE   Th i s  subclause  on ly requ i res  that  changes  be  VERIFI ED .  I t  does  not  imply that  VERIFICATION  i s  an  i n tegral  
part  of the  change  control  PROCESS .  VERIFICATION  shou ld  use  pl anned  PROCESSES ,  see  5. 1 . 1  e)  and  6. 1  e).  
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8.2.4 Provide means  for TRACEABILITY  of change 

The  MANUFACTURER  shal l  main tain  records  of the  relationsh ips  and  dependencies  between :  

a)  CHANGE  REQUEST;  

b)  relevant PROBLEM  REPORT;  and  

c)  approval  of the  CHANGE  REQUEST  

[Class  A,  B ,  C]  

8.3  *  Configuration  status  accounting  

The MANUFACTURER  shal l  retain  retrievable  records  of the  h istory of control led  CONFIGURATION  

I TEMS  i nclud ing  SYSTEM  configuration .  [Class  A,  B,  C]  

9  *  Software problem  resolution  PROCESS  

9.1  Prepare PROBLEM  REPORTS  

The MANUFACTURER  shal l  prepare  a  PROBLEM  REPORT  for each  problem  detected  in  the  MEDICAL 

DEVICE  SOFTWARE .  PROBLEM  REPORTS  shal l  i nclude  a  statement of cri tical i ty (for example,  effect 
on  performance,  SAFETY,  or SECURITY)  as  wel l  as  other in formation  that may aid  i n  the  
resolu tion  of the  problem  (for example,  devices  affected ,  supported  accessories  affected) .  

[Class  A,  B,  C]  

NOTE   Problems  can  be  d i scovered  before  or after re lease,  i ns i de  the  MANUFACTURER ’S  organ ization  or ou ts i de  i t.  

9.2  Investigate  the  problem  

The MANUFACTURER  shal l :  

a)  i nvestigate  the  problem  and  i f possible  i denti fy the  causes;   

b)  EVALUATE  the  problem ’s  relevance to  SAFETY  using  the  software  RISK MANAGEMENT PROCESS  

(Clause  7) ;   

c)  document the  outcome of the  investigation  and  evaluation ;  and  

d )  create  a  CHANGE  REQUEST(S)  for actions  needed  to  correct the  problem ,  or document the  
rationale  for taking  no  action .  

[Class  A,  B,  C]  

NOTE  A problem  does  not  have  to  be  corrected  for the  MANUFACTURER  to  comply wi th  the  software  problem  
resolu tion  PROCESS ,  provided  that  the  problem  i s  not  relevant to  SAFETY.  

9.3  Advise relevant parties  

The  MANUFACTURER  shal l  advise  relevant parties  of the  existence  of the  problem ,  as  
appropriate.  

[Class  A,  B,  C]  

NOTE  Problems  can  be  d i scovered  before  or after release,  i ns i de  the  MANUFACTURER ’S  organ isation  or ou ts i de  i t.  
The  MANUFACTURER  d eterm ines  the  re levant  parti es  depend ing  on  the  s i tuation .  

9.4 Use change control  process  

The MANUFACTURER  shal l  approve  and  implement al l  CHANGE  REQUESTS ,  observing  the  
requ i rements  of the  change  control  PROCESS  (see  8. 2).  [Class  A,  B,  C]  
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9.5 Maintain  records  

The MANUFACTURER  shal l  main tain  records  of PROBLEM  REPORTS  and  thei r resolu tion  i nclud ing  
thei r VERIFICATION .  

The  MANUFACTURER  shal l  update  the  RISK MANAGEMENT FI LE  as  appropriate.  [Class  A,  B,  C]  

9.6  Analyse problems  for trends  

The  MANUFACTURER  shal l  perform  analysis  to  detect trends  in  PROBLEM  REPORTS .  [Class  A,  B,  C]  

9.7  Veri fy software  problem  resolution  

The MANUFACTURER  shal l  veri fy resolu tions  to  determ ine  whether:  

a)  problem  has  been  resolved  and  the  PROBLEM  REPORT has  been  closed ;  

b)  adverse  trends  have  been  reversed ;  

c)  CHANGE  REQUESTS  have been  implemented  in  the  appropriate  MEDICAL DEVICE  SOFTWARE  and  
ACTIVI TIES ;  and  

d )  add i tional  problems  have  been  in troduced .  

[Class  A,  B,  C]  

9.8  Test documentation  contents  

When  testing ,  retesting  or REGRESSION  TESTING  SOFTWARE  I TEMS  and  SYSTEMS  fol lowing  a  
change,  the  MANUFACTURER  shal l  i nclude  in  the  test documentation :  

a)  test resu l ts;  

b)  ANOMALIES  found ;  

c)  the  VERSION  of software  tested ;  

d )  relevant hardware  and  software  test configurations;  

e)  relevant test tools;  

f)  date  tested ;  and  

g )  identi fication  of the  tester.  

[Class  A,  B,  C]  
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Annex A  
( in formative)  

 

Rationale  for the  requirements  of th is  standard  

 

 

Rationale  for the  clauses  of th is  standard  i s  provided  in  th is  annex.  

A.1  Rationale  

The  primary requ i rement of th is  standard  i s  that a  set of PROCESSES  be  fol lowed  in  the  
development and  maintenance of MEDICAL DEVICE  SOFTWARE ,  and  that the  choice  of PROCESSES  
be  appropriate  to  the  RISKS  to  the  patient and  other people.  Th is  fol lows  from  the  bel ief that 
testing  of software  i s  not su fficient to  determ ine  that i t  i s  safe  i n  operation .  

The  PROCESSES  requ ired  by th is  standard  fal l  i n to  two categories:  

– PROCESSES  which  are  requ i red  to  determ ine  the  RISKS  aris ing  from  the  operation  of each  
SOFTWARE  I TEM  i n  the  software;  

– PROCESSES  which  are  requ ired  to  ach ieve  an  appropriately low probabi l i ty of software  fai lu re  
for each  SOFTWARE  I TEM ,  chosen  on  the  basis  of these  determ ined  RISKS .  

Th is  standard  requ i res  the  fi rst category to  be  performed  for a l l  MEDICAL  DEVICE  SOFTWARE  and  
the  second  category to  be  performed  for selected  SOFTWARE  I TEMS .  

A claim  of compl iance  wi th  th is  standard  shou ld  therefore  include a  documented  RISK ANALYSIS  

that identi fies  foreseeable  sequences  of events  that i nclude  software  and  that can  resu l t  i n  a  
HAZARDOUS  S ITUATION  (see  ISO  1 4971 ).  HAZARDOUS  SI TUATIONS  that can  be  i nd i rectly caused  by 
software  (for example,  by provid ing  m is lead ing  in formation  that cou ld  cause  inappropriate  
treatment to  be  adm in istered)  shou ld  be  i ncluded  in  th is  RISK ANALYSIS .  

Al l  ACTIVITIES  that are  requ i red  as  part of the  fi rst category of PROCESSES  are  i denti fied  i n  the  
normative  text as  " [Class  A,  B,  C] " ,  i nd icating  that they are  requ i red  i rrespective  of the  
classi fication  of the  software  to  wh ich  they apply.  

ACTIVI TIES  are  requ ired  for a l l  classes  A,  B,  and  C  for the  fol lowing  reasons:  

– the  ACTIVI TY  produces  a  plan  relevant to  RISK MANAGEMENT  or software  safety classi fication ;  

– the  ACTIVITY  produces  an  ou tput that i s  an  i nput to  RISK MANAGEMENT  or software  safety 
classi fication ;  

– the  ACTIVI TY  i s  a  part of RISK MANAGEMENT  or software  safety classi fication ;  

– the  ACTIVITY  establ ishes  an  adm in istration  system ,  documentation  or record-keeping  
system  that supports  RISK MANAGEMENT  or software  safety classi fication ;  

– the  ACTIVI TY  normal ly takes  place  when  the  classi fication  of the  related  software  is  
unknown;  

– the  ACTIVITY  can  cause  a  change that cou ld  i nval idate  the  current software  safety 
classi fication  of the  associated  software.  Th is  i ncludes  the  d iscovery and  analysis  of safety 
related  problems  after release.  

Other PROCESSES  are  requ i red  on ly for SOFTWARE SYSTEMS  or SOFTWARE  I TEMS  classi fied  i n  
software  safety classes  B  or C.  ACTIVITIES  requ i red  as  parts  of these  PROCESSES  are  i denti fied  
in  the  normative  text as  "[Class  B,  C] " ,  or " [Class  C] "  i nd icating  that they are  requ i red  
selectively depend ing  on  the  classi fication  of the  software  to  wh ich  they apply.  
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ACTIVI TIES  are  requ ired  selectively for software  in  classes  B  and  C  for the  fol lowing  reasons:  

– the  ACTIVI TY  enhances  the  rel iabi l i ty of the  software  by requ i ring  more  detai l  or more  rigor in  
the  design ,  testing  or other VERIFICATION ;  

– the  ACTIVI TY  i s  an  adm in istrative  ACTIVITY  that supports  another ACTIVITY  requ ired  for 
classes  B  or C;   

– the  ACTIVI TY  supports  the  correction  of safety-related  problems;  

– the  ACTIVITY  produces  records  of design ,  implementation ,  VERIFICATION  and  release  of 
safety-related  software.  

ACTIVI TIES  are  requ ired  selectively for software  in  class  C  for the  fol lowing  reasons:  

– the  ACTIVI TY  fu rther enhances  the  rel iabi l i ty of the  software  by requ i ring  more  detai l ,  or 
more  rigour,  or attention  to  speci fic i ssues  in  the  design ,  testing  or other VERIFICATION  

Note  that a l l  PROCESSES  and  ACTIVI TIES  defined  in  th is  standard  are  considered  valuable  in  
assuring  the  development and  maintenance of h igh  qual i ty software.  The  om ission  of many of 
these  PROCESSES  and  ACTIVITIES  as  requ i rements  for software  in  class  A  shou ld  not imply that 
these  PROCESSES  and  ACTIVI TIES  wou ld  not be  of value  or are  not recommended .  Thei r 
om ission  is  in tended  to  recogn ize  that software  that cannot cause  a  HAZARD  can  be  assured  of 
SAFETY  and  effectiveness  primari ly th rough  overal l  val idation  ACTIVITY  during  the  design  of a  
MEDICAL DEVICE  (wh ich  is  ou tside  the  scope of th is  standard)  and  through  some s imple  software  
l i fe  cycle  controls.  

A.2  Summary of requirements  by class  

Table  A. 1  summarizes  wh ich  software  safety classes  are  assigned  to  each  requ i rement.  Th is  
table  i s  i n formative  and  on ly provided  for conven ience.  The  normative  section  i denti fies  the  
software  safety classes  for each  requ i rement.  
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Table  A.1  – Summary of requ irements  by software safety class  

Clauses  and  subclauses  Class  A Class  B  Class  C  

Clause  4  Al l  requ i rements  X X X 

5. 1  5 . 1 . 1 ,  5 . 1 . 2,  5 . 1 . 3 ,  5 . 1 . 6 ,  5. 1 . 7,  5. 1 . 8,  5 . 1 . 9  X X X 

 5 . 1 . 5,  5. 1 . 1 0,  5 . 1 . 1 1 ,  5 . 1 . 1 2   X X 

 5 . 1 . 4    X 

5. 2  5 . 2 . 1 ,  5 . 2 . 2,  5 . 2 . 4,  5 . 2 . 5,  5. 2 . 6  X X X 

 5 . 2 . 3   X X 

5. 3  5 . 3 . 1 ,  5 . 3. 2,  5 . 3 . 3 ,  5. 3. 4,  5 . 3 . 6   X X 

 5 . 3 . 5    X 

5. 4  5 . 4 . 1   X X 

 5 . 4 . 2 ,  5. 4. 3,  5 . 4 . 4    X 

5. 5  5 . 5. 1  X X X 

 5 . 5. 2 ,  5. 5. 3,  5 . 5. 5   X X 

 5 . 5. 4    X 

5. 6  Al l  requ i rements   X X 

5. 7  Al l  requ i rements  X X X 

5. 8  5 . 8 . 1 ,  5 . 8. 2,  5. 8. 4,  5 . 8 . 7 ,  5. 8. 8  X X X 

  5 . 8. 3,  5 . 8 . 5,  5. 8. 6   X X 

Clause  6   Al l  requ i rements  X X X 

7. 1  Al l  requ i rements   X X 

7 . 2  Al l  requ i rements   X X 

7 . 3  Al l  requ i rements   X X 

7 . 4  7 . 4 . 1  X X X 

 7 . 4 . 2 ,  7 . 4. 3   X X 

Clause  8  Al l  requ i rements  X X X 

Clause  9  Al l  requ i rements  X X X 
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Annex B   
(informative)  

 

Guidance on  the  provisions  of th is  standard  

 

 

B.1  Scope 

B.1 .1  Purpose 

The  purpose  of th is  standard  is  to  provide  a  development PROCESS  that wi l l  consistently 
produce h igh  qual i ty,  safe  MEDICAL DEVICE  SOFTWARE .  To accompl ish  th is,  the  standard  
identi fies  the  m in imum  ACTIVITI ES  and  TASKS  that need  to  be  accompl ished  to  provide  
confidence that the  software  has  been  developed  in  a  manner that i s  l i kely to  produce  h igh ly 
rel iable  and  safe  MEDICAL DEVICE  SOFTWARE .  

Th is  annex provides  gu idance for the  appl ication  of the  requ irements  of th is  standard .   I t  does  
not add  to,  or otherwise  change,  the  requ irements  of th is  standard .  Th is  annex can  be  used  to  
better understand  the  requ irements  of th is  standard .  

Note  that in  th is  standard ,  ACTIVITI ES  are  subclauses  cal led  ou t wi th in  the  PROCESSES  and  
TASKS  are  defined  wi th in  the  ACTIVI TI ES .  For example,  the  ACTIVI TIES  defined  for the  software  
development PROCESS  are  software  development plann ing ,  software  requ irements  analys is,  
software  ARCHITECTURAL design ,  software  detai led  design ,  SOFTWARE  UNIT  implementation  and  
VERIFICATION ,  software  in tegration  and  in tegration  testing ,  SOFTWARE  SYSTEM  testing ,  and  
software  release.  The  TASKS  wi th in  these  ACTIVITI ES  are  the  i nd ividual  requ irements.  

Th is  standard  does  not requ i re  a  particu lar SOFTWARE  DEVELOPMENT LI FE  CYCLE  MODEL .  
However,  compl iance  wi th  th is  standard  does  imply dependencies  between  PROCESSES ,  
because  inputs  of a  PROCESS  are  generated  by another PROCESS .  For example,  the  software  
safety classi fication  of the  SOFTWARE SYSTEM  shou ld  be  completed  after the  RISK ANALYSIS  

PROCESS  has  establ ished  what HARM  cou ld  arise  from  fai lu re  of the  SOFTWARE  SYSTEM .  

Because  of such  log ical  dependencies  between  processes,  i t  i s  easiest to  describe  the  
processes  in  th is  standard  in  a  sequence,  implying  a  “waterfal l ”  or “once-through”  l i fe  cycle  
model .  However,  other l i fe  cycles  can  also  be  used .  Some development (model )  strateg ies  as  
defined  at I SO/IEC 1 2207  [9]  include  (see  also  Table  B. 1 ):  

– Waterfal l .  The  “once-through"  strategy,  a lso  cal led  “waterfal l ” ,  consists  of perform ing  the  
development PROCESS  a  s ing le  time.  S impl istical ly:  determ ine  customer needs,  define  
requ i rements,  design  the  SYSTEM ,  implement the  system ,  test,  fix and  del iver.  

– I ncremental :  The  “ incremental ”  strategy determ ines  customer needs  and  defines  the  
SYSTEM  requ irements,  then  performs  the  rest of the  development i n  a  sequence  of bu i lds.  
The  fi rst bu i ld  incorporates  part of the  planned  capabi l i ties,  the  next bu i ld  adds  more  
capabi l i ties,  and  so  on ,  un ti l  the  SYSTEM  i s  complete.  

– Evolu tionary:  The  “evolu tionary”  strategy also  develops  a  SYSTEM  i n  bu i lds  bu t d i ffers  from  
the  incremental  strategy in  acknowledg ing  that the  user need  i s  not fu l ly understood  and  a l l  
requ i rements  cannot be  defined  up  front.  I n  th is  strategy,  customer needs  and  SYSTEM  
requ i rements  are  partial ly defined  up  front,  then  are  refined  in  each  succeed ing  bu i ld .  
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Table  B.1  – Development (model )  strategies  as  defined  in  ISO/IEC  1 2207  

Development Strategy Define  al l  requ i rements  

fi rst?  

Mu l tiple  development 

cycles?  

Distribute  i n terim  

software?  

Waterfal l   
 (Once-through)  

yes  no  no  

I ncremental  
(Preplanned  product 

improvement)  
yes  yes  maybe  

Evolu tionary no  yes  yes  

 
Wh ichever l i fe  cycle  is  chosen  i t  i s  necessary to  main tain  the  log ical  dependencies  between  
PROCESS  ou tputs  such  as  speci fications,  design  documents  and  software.  The  waterfal l  l i fe  
cycle  model  ach ieves  th is  by delaying  the  start of a  PROCESS  un ti l  the  inputs  for that PROCESS  
are  complete  and  approved .  

Other l i fe  cycles,  particu larly evolu tionary l i fe  cycles,  perm i t PROCESS  ou tpu ts  to  be  produced  
before  al l  the  inputs  for that PROCESS  are  avai lable.  For example,  a  new SOFTWARE  I TEM  can  be  
speci fied ,  classi fied ,  implemented  and  VERIFIED  before  the  whole  software  ARCHITECTURE  has  
been  final ised .  Such  l i fe  cycles  carry the  RISK  that a  change or development in  one  PROCESS  
ou tput wi l l  i nval idate  another PROCESS  ou tput.  Al l  l i fe  cycles  therefore  use  a  comprehensive  
configuration  management system  to  ensure  that a l l  PROCESS  ou tputs  are  brought to  a  
consistent state  and  the  dependencies  maintained .  

The  fol lowing  principles  are  important regard less  of the  software  development l i fe  cycle  used :  

– Al l  PROCESS  ou tputs  shou ld  be  maintained  in  a  consistent state;  whenever any PROCESS  
ou tpu t i s  created  or changed ,  a l l  related  PROCESS  ou tputs  shou ld  be  updated  promptly to  
main tain  their consistency wi th  each  other and  to  main tain  al l  dependencies  expl ici tly or 
impl ici tly requ ired  by th is  standard ;  

– a l l  PROCESS  ou tputs  shou ld  be  avai lable  when  needed  as  i nput to  further work on  the  
software.   

– before  any MEDICAL DEVICE  SOFTWARE  i s  released ,  a l l  PROCESS  ou tputs  shou ld  be  consistent 
wi th  each  other and  al l  dependencies  between  PROCESS  ou tputs  expl ici tly or impl ici tly 
requ ired  by th is  standard  shou ld  be  observed .  

B.1 .2  Field  of appl ication  

This  standard  appl ies  to  the  development and  maintenance of MEDICAL DEVICE  SOFTWARE  as  
wel l  as  the  development and  main tenance of a  MEDICAL DEVICE  that i ncludes  SOUP .  

The  use  of th is  standard  requ ires  the  MANUFACTURER to  perform  MEDICAL DEVICE  RISK 

MANAGEMENT  that i s  compl iant wi th  I SO 1 4971 .  Therefore,  when  the  MEDICAL DEVICE  SYSTEM  

ARCHITECTURE  i ncludes  an  acqu ired  component ( th is  cou ld  be  a  purchased  component or a  
component of unknown  provenance),  such  as  a  prin ter/plotter that i ncludes  SOUP ,  the  acqu ired  
component becomes  the  responsibi l i ty of the  MANUFACTURER and  must be  i ncluded  in  the  RISK 

MANAGEMENT  of the  MEDICAL DEVICE .  I t  i s  assumed  that through  proper performance of MEDICAL 

DEVICE  RISK MANAGEMENT,  the  MANUFACTURER would  understand  the  component and  recogn ize  
that i t  i ncludes  SOUP .  The  MANUFACTURER using  th is  standard  wou ld  i nvoke the  software  RI SK 

MANAGEMENT PROCESS  as  part of the  overal l  MEDICAL DEVICE  RISK MANAGEMENT PROCESS .  

The  maintenance of released  MEDICAL DEVICE  SOFTWARE  appl ies  to  the  post-production  
experience  wi th  the  MEDICAL DEVICE  SOFTWARE .  Software  maintenance  includes  the  combination  
of a l l  techn ical  and  adm in istrative  means,  i nclud ing  supervis ion  actions,  to  act on  problem  
reports  to  retain  an  i tem  in ,  or restore  i t  to,  a  state  i n  wh ich  i t  can  perform  a  requ ired  function  
as  wel l  as  mod i fication  requests  related  to  released  MEDICAL DEVICE  SOFTWARE .  For example,  
th is  includes  problem  recti fication ,  regu latory reporting ,  re-val idation  and  preventive  action .  See  
ISO/IEC 1 4764  [1 0] .  
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B.2  Normative references  

I SO/IEC 90003  [1 5]  provides  gu idance for applying  a  qual i ty management system  to  software  
development.  Th is  gu idance i s  not requ ired  by th is  standard  but i s  h igh ly recommended .  

B.3  Terms and  defin i tions  

Where possible,  terms  have  been  defined  using  defin i tions  from  in ternati onal  standards.  

Th is  standard  chose  to  use  three  terms  to  describe  the  decomposi tion  of a  SOFTWARE  SYSTEM  
( top  level ) .  The  SOFTWARE SYSTEM  can  be  a  subsystem  of the  MEDICAL DEVICE  (see  I EC 60601 -
1 -4  [2] )  or a  MEDICAL DEVICE  i n  i ts  own  right,  which  then  becomes a  software  MEDICAL DEVICE .  
The  lowest level  that i s  not further decomposed  for the  purposes  of testing  or software 
configuration  management i s  the  SOFTWARE  UN IT .  Al l  l evels  of composi tion ,  includ ing  the  top  
and  bottom  levels,  can  be  cal led  SOFTWARE I TEMS .  A SOFTWARE  SYSTEM ,  then ,  i s  composed  of 
one  or more  SOFTWARE I TEMS ,  and  each  SOFTWARE  I TEM  i s  composed  of one  or more  SOFTWARE  

UN ITS  or decomposable  SOFTWARE  I TEMS .  The  responsibi l i ty i s  l eft to  the  MANUFACTURER  to  
provide  the  defin i tion  and  granu lari ty of the  SOFTWARE  I TEMS  and  SOFTWARE UN ITS .  Leaving  
these  terms  vague  al lows  one  to  apply them  to  the  many d i fferent development methods  and  
types  of software  used  in  MEDICAL DEVICES .  

B.4 General  requirements  

There  i s  no  known  method  to  guarantee  1 00  %  SAFETY  for any kind  of software.  

There  are  three  major principles  wh ich  promote  SAFETY  for MEDICAL DEVICE  SOFTWARE :  

– RISK MANAGEMENT ;  

– qual i ty management;  

– software  eng ineering .  

For the  development and  main tenance of safe  MEDICAL DEVICE  SOFTWARE  i t  i s  necessary to  
establ ish  RISK MANAGEMENT  as  an  in tegral  part of a  qual i ty management system  as  an  overal l  
framework for the  appl ication  of appropriate  software  eng ineering  methods  and  techn iques.  
The  combination  of these  three  concepts  al lows  a  MEDICAL DEVICE  MANUFACTURER  to  fol low a  
clearly structured  and  consistently repeatable  decision-making  PROCESS  to  promote  SAFETY  for 
MEDICAL DEVICE  SOFTWARE .  

B.4.1  Qual i ty management system  

A d iscipl ined  and  effective  set of software  PROCESSES  i ncludes  organ izational  PROCESSES  such  
as  management,  i n frastructure,  improvement,  and  train ing .  To  avoid  dupl ication  and  to  focus  
th is  standard  on  software  eng ineering ,  these  PROCESSES  have  been  om i tted  from  th is  standard .  
These  PROCESSES  are  covered  by a  qual i ty management system .  I SO 1 3485 [8]  i s  an  
I n ternational  Standard  that i s  speci fical ly i n tended  for applying  the  concepts  of qual i ty 
management to  MEDICAL DEVICES .  Conformance to  I SO 1 3485 qual i ty management system  
requ i rements  does  not au tomatical ly consti tu te  conform ity wi th  national  or reg ional  regu latory 
requ i rements.  I t  i s  the  MANUFACTURER ’S  responsibi l i ty  to  identi fy and  establ ish  compl iance  wi th  
relevant regu latory requ i rements.   

B.4.2  RISK MANAGEMENT  

Software  development participates  in  RISK MANAGEMENT ACTIVITIES  su fficiently to  ensure  that a l l  
reasonably foreseeable  RISKS  associated  wi th  the  MEDICAL DEVICE  SOFTWARE  are  considered .  

Rather than  trying  to  define  an  appropriate  RISK MANAGEMENT PROCESS  i n  th is  software  
eng ineering  standard ,  i t  i s  requ i red  that the  MANUFACTURER  apply a  RISK MANAGEMENT  PROCESS  
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that i s  compl ian t wi th   I SO  1 4971 ,  wh ich  deals  expl ici tly wi th  RISK MANAGEMENT  for MEDICAL 

DEVICES .  Speci fic software  RISK MANAGEMENT  ACTIVITIES  resu l ting  from  HAZARDOUS  S I TUATIONS  
that have  software  as  a  contributing  cause  are  i denti fied  in  a  supporting  PROCESS  described  in  
Clause  7.  

B.4.3  Software safety classi fication  

The RISK  associated  wi th  software  as  a  part of a  MEDICAL DEVICE ,  as  an  accessory to  a  MEDICAL 

DEVICE ,  or as  a  MEDICAL DEVICE  i n  i ts  own  right,  i s  used  as  the  i npu t to  a  software  safety 
classi fication  scheme,  wh ich  then  determ ines  the  PROCESSES  to  be  used  during  the  
development and  maintenance of software.  

RI SK  i s  considered  to  be  a  combination  of the  severi ty of HARM  and  the  probabi l i ty of i ts  
occurrence.  However,  no  consensus  exists  for a  method  of quanti tatively estimating  the  
probabi l i ty of occurrence of a  software  fai lu re.  When  software  i s  present in  a  sequence  or 
combination  of events  lead ing  to  a  HAZARDOUS  SI TUATION ,  the  probabi l i ty of the  software  fai lu re  
occurring  cannot be  considered  in  estimating  the  RISK  for the  HAZARDOUS  SI TUATION .  I n  such  
cases,  considering  a  worst case  probabi l i ty i s  appropriate,  and  the  probabi l i ty for the  software  
fai lu re  occurring  shou ld  be  set to  1 .  When  i t  i s  possible  to  estimate  the  probabi l i ty for the  
remain ing  events  in  the  sequence (as  i t  may be  i f they are  not software)  that probabi l i ty can  be  
used  for the  probabi l i ty of the  HAZARDOUS  S ITUATION  occurring  (P1  i n  F igure  B. 2).  

I n  many cases  however,  i t  m ight not be  possible  to  estimate  the  probabi l i ty for the  remain ing  
events  i n  the  sequence,  and  the  RISK  shou ld  be  EVALUATED  on  the  basis  of the  nature  of the  
HARM  a lone  (the  probabi l i ty of the  HAZARDOUS  SI TUATION  occurring  shou ld  be  set to  1 ) .  R I SK 

ESTIMATION  i n  these  cases  shou ld  be  focused  on  the  SEVERITY  of the  HARM  resu l ting  from  the  
HAZARDOUS  S ITUATION .  Subjective  rankings  of probabi l i ty can  also  be  assigned  based  on  cl in ical  
knowledge to  d istingu ish  fai lu res  that a  cl in ician  wou ld  be  l ikely to  detect from  those  that wou ld  
not be  detected  and  wou ld  be  more  l ikely to  cause  HARM .  

Estimates  of probabi l i ty of a  HAZARDOUS  SI TUATION  l ead ing  to  HARM  (P2  i n  F igure  B. 2)  general ly 
requ i re  cl in ical  knowledge  to  d istingu ish  between  HAZARDOUS  SI TUATIONS  where  cl in ical  practice  
wou ld  be  l i kely to  prevent HARM ,  and  HAZARDOUS  S ITUATIONS  that wou ld  be  more  l ikely to  cause  
HARM .  
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NOTE  P1  i s  the  probabi l i ty of a  hazardous  s i tuation  occurri ng  

 P2  i s  the  probabi l i ty of a  hazardous  s i tuation  l ead ing  to  harm  

Figure B.2  – Pictorial  representation  of the  relationsh ip  of HAZARD ,  sequence of events,  

HAZARDOUS  SITUATION ,  and  HARM  – from  ISO 1 4971 : 2007  Annex E  

I f a  SOFTWARE SYSTEM  i s  decomposed  in to  SOFTWARE I TEMS ,  then  each  SOFTWARE  I TEM  can  
have  i ts  own  software  safety classi fication .   

I t  i s  on ly possible  to  determ ine  the  RISK  associated  wi th  fai lu re  of a  SOFTWARE  I TEM :  

– i f a  SYSTEM  ARCHITECTURE  and  a  software  ARCHITECTURE  define  the  role  of the  SOFTWARE  

I TEM  i n  terms  of i ts  purpose  and  i ts  in terfaces  wi th  other software  and  hardware  i tems;  

– i f changes  to  the  SYSTEM  are  control led ;  

– after RISK ANALYSIS  has  been  done  on  the  ARCHITECTURE  and  RISK CONTROL  measures  
speci fied .  

Th is  standard  requ i res  the  m in imum  number of ACTIVITI ES  that wi l l  ach ieve  the  above 
cond i tions  for a l l  classes  of software.  

The  end  of the  software  ARCHITECTURE  ACTIVI TY  i s  the  earl iest poin t in  the  development when  
the  fu l l  set of SOFTWARE I TEMS  i s  defined  and  the  RISK MANAGEMENT ACTIVITY  has  i denti fied  how 
the  SOFTWARE I TEMS  relate  to  SAFETY.  Th is  i s  therefore  the  earl iest poin t at wh ich  SOFTWARE  

I TEMS  can  be  classi fied  defin i tively accord ing  to  thei r SAFETY role.  

Th is  poin t corresponds  to  the  poin t where  RISK CONTROL  i s  begun  in  I SO  1 4971 .  

Before  th is  poin t,  the  RISK MANAGEMENT PROCESS  i denti fies  ARCHITECTURAL RISK CONTROL  
measures,  for example  add ing  protective  subsystems,  or reducing  the  opportun i ties  for 
software  fai lu res  to  cause  HARM .  After th is  poin t,  the  RISK MANAGEMENT PROCESS  uses  
PROCESSES  a imed  at reducing  the  probabi l i ty of fa i lu re  of SOFTWARE  I TEMS .  I n  other words,  the  
classi fication  of a  SOFTWARE I TEM  speci fies  PROCESS-based  RISK CONTROL  measures  to  be  
appl ied  to  that i tem .  
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I t  i s  expected  that MANUFACTURERS  wi l l  find  i t  usefu l  to  classi fy software  before  th is  poin t,  for 
example  to  focus  attention  on  areas  to  be  i nvestigated ,  bu t such  classi fication  shou ld  be  
regarded  as  prel im inary and  shou ld  not be  used  to  j usti fy the  om ission  of PROCESSES .  

The software  safety classi fication  scheme is  not in tended  to  al ign  wi th  the  RISK  classi fications  
of I SO  1 4971 .  Whereas  the  I SO 1 4971  scheme classi fies  RISK  accord ing  to  thei r severi ty and  
l i kel ihood ,  the  software  safety classi fication  scheme classi fies  SOFTWARE SYSTEMS  and  
SOFTWARE  I TEMS  accord ing  to  the  PROCESSES  to  be  appl ied  in  their development and  
maintenance.  

As  the  design  evolves,  new RISKS  m ight become evident.  Therefore,  RISK MANAGEMENT  shou ld  
be  appl ied  as  an  in tegral  part of the  development PROCESS .  Th is  perm i ts  the  development of an  
ARCHITECTURAL  design  that identi fies  a  complete  set of SOFTWARE I TEMS ,  i nclud ing  those  that 
are  requ ired  to  function  correctly to  assure  safe  operation  and  those  that prevent fau l ts  from  
causing  HARM .  

The  software  ARCHITECTURE  shou ld  promote  segregation  of software  i tems  that  are  requ ired  for 
safe  operation  and  shou ld  describe  the  methods  used  to  ensure  effective  segregation  of those  
SOFTWARE  I TEMS .  Segregation  is  not restricted  to  physical  (processor or memory parti tion)  
separation  bu t includes  any mechan ism  that prevents  one  SOFTWARE I TEM  from  negatively 
affecting  another.  The  adequacy of a  segregation  is  determ ined  based  on  the  RISKS  i nvolved  
and  the  rationale  wh ich  i s  requ i red  to  be  documented .  

As  stated  in  B. 3,  th is  standard  chooses  to  use  three  terms  to  describe  the  decomposi ti on  of a  
SOFTWARE  SYSTEM  ( top  level ) .   

F igure  B. 1  i l l ustrates  the  possible  parti tion ing  for SOFTWARE  I TEMS  with in  a  SOFTWARE  SYSTEM  

and  how the  software  safety classes  wou ld  be  appl ied  to  the  g roup of SOFTWARE  I TEMS  in  the  
decomposi tion .  
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SOFTWARE  SYSTEM  /

SOFTWARE  ITEM

(CLASS  C)

SOFTWARE  ITEM

X

(Class A)

SOFTWARE  ITEM

Y

(Class C)

SOFTWARE  ITEM

W

(Class B)

SOFTWARE  ITEM

Z

(Class C)

 

Figure B.1  – Example of parti tion ing  of SOFTWARE  ITEMS  

For th is  example,  the  MANUFACTURER  knows,  due  to  the  type  of MEDICAL DEVICE  SOFTWARE  
being  developed ,  that the  prel im inary software  safety classi fication  for the  SOFTWARE  SYSTEM  i s  
software  safety class  C.  During  software  ARCHITECTURE  design  the  MANUFACTURER  has  decided  
to  parti tion  the  SYSTEM ,  as  shown,  wi th  3  SOFTWARE  I TEMS  – X,  W  and  Z.  The  MANUFACTURER  i s  
able  to  segregate  al l  SOFTWARE  SYSTEM  contributions  to  HAZARDOUS  SI TUATIONS  wh ich  cou ld  
resu l t  i n  death  or SERIOUS  I NJURY  to  SOFTWARE  I TEM  Z  and  al l  remain ing  SOFTWARE  SYSTEM  
contribu tions  to  HAZARDOUS  S ITUATIONS   wh ich  cou ld  resu l t  i n  a  non-SERIOUS  I NJURY  to  
SOFTWARE  I TEM  W .  SOFTWARE I TEm  W  is  classi fied  as  software  safety class  B  and  SOFTWARE  

I TEM  Z  i s  at software  safety class  C.  SOFTWARE  I TEM  Y therefore  must be  classi fied  as  Class  C,  
per 4. 3  d ).  The  SOFTWARE  SYSTEM  i s  a lso  at a  software  safety class  C  per th is  requ irement.  
SOFTWARE I TEM  X  has  been  classi fied  at a  software  safety class  of A.  The  MANUFACTURER  i s  
able  to  document a  rationale  for the  segregation  between  SOFTWARE I TEMS  X  and  Y,  as  wel l  as  
SOFTWARE  I TEMS  W  and  Z,  to  assure  the  in tegri ty of the  segregation .  I f segregation  is  not 
possible  between  SOFTWARE  I TEMS  X  and  Y,  then  SOFTWARE  I TEM  X  must be  classi fied  in  
software  safety class  C.  

B.4.4 LEGACY SOFTWARE  

Subclause  4. 4  establ ishes  a  process  for appl ication  of th is  standard  to  LEGACY SOFTWARE .  
Some geograph ies  may requ ire  the  MANUFACTURER  to  show conform i ty to  the  standard  to  obtain  
regu latory approval  of the  MEDICAL DEVICE  SOFTWARE ,  even  i f that software  was  designed  prior 
to  the  existence  of the  current version  of the  standard  (LEGACY SOFTWARE) .   I n  th is  case,  the  
requ i rements  in  4 . 4  provide  a  method  for the  the  MANUFACTURER to  demonstrate  compl iance  of 
LEGACY SOFTWARE  to  the  standard .   

A MANUFACTURER  may determ ine  that retrospective  documentation  of an  al ready fin ished  
development-l i fecycle  performed  as  an  i solated  activi ty does  not resu l t i n  the  reduction  of RISK  
associated  wi th  the  use  of the  product.  The  process  resu l ts  i n  the  i denti fi cation  of a  subset of 
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ACTIVI TIES  defined  in  th is  standard  wh ich  does  resu l t i n  reduction  of RISK.  Some add i tional  
goals  impl ici t  i n  the  process  are:  

– requ ired  ACTIVITI ES  and  resu l ting  documentation  shou ld  rely on  and  make use  of,  wherever 
possible,  existing  documentation ,  and  

– a  MANUFACTURER  shou ld  u ti l i ze  resources  as  effectively as  possible  to  effect a  reduction  of 
RISK.  

I n  add i tion  to  a  plan  i denti fying  the  subset of ACTIVITI ES  to  execute,  the  process  also  resu l ts  i n  
objective  evidence supporting  safe  continued  use  of the  LEGACY SOFTWARE  and  a  summary 
rationale  for th is  conclusion .  

The  RISKS  associated  wi th  the  planned  continued  use  of the  LEGACY SOFTWARE  depend  on  the  
context i n  wh ich  the  LEGACY SOFTWARE  wi l l  be  used  to  create  a  SOFTWARE  SYSTEM .  The  
MANUFACTURER  wi l l  document a l l  i denti fied  MEDICAL DEVICE  HAZARDS  associated  wi th  the  LEGACY 

SOFTWARE .  

Subclause 4 . 4  requ ires  a  comprehensive  assessment of avai lable  post-production  field  data  
obtained  for the  LEGACY SOFTWARE  during  the  time i t  has  been  in  production  and  use.  Typical  
sources  of post-production  data  i nclude:  

– adverse  events  attributable  to  the  device,  

– feedback received  from  users  of the  device,  and  

– ANOMALIES  d i scovered  by the  MANUFACTURER.  

Though  no  consensus  exists  for a  method  of prospectively estimating  quanti tatively the  
probabi l i ty of occurrence of a  software  fai lu re,  such  in formation  may be  avai lable  for LEGACY 

SOFTWARE ,  based  on  the  usage  of such  software  and  EVALUATION  of post-production  data.  I f i t  
i s  possible  in  such  cases  to  quanti tatively estimate  the  probabi l i ty of events  i n  the  sequence,  a  
quanti tative  value  may be  used  for expressing  the  probabi l i ty of the  enti re  sequence of events  
occurring .  I f such  quanti tative  estimation  is  not possible,  considering  a  worst case  probabi l i ty i s  
appropriate,  and  the  probabi l i ty for the  software  fai lu re  occurring  shou ld  be  assumed  to  be  1 .  

The  MANUFACTURER  determ ination  of how the  LEGACY SOFTWARE  wi l l  be  used  in  the  overal l  
MEDICAL DEVICE  SYSTEM  ARCHITECTURE  i s  i nput to  the  assessment of RISK.  The  RISKS  to  be  
considered  vary accord ing ly.  

– When  LEGACY SOFTWARE  has  been  safely and  rel iably used  and  the  MANUFACTURER  wishes  
to  continue  use  of the  LEGACY SOFTWARE ,  the  rationale  for continued  use  rests  primari ly on  
the  assessment of RISK  based  on  post-production  records.  

– When  LEGACY SOFTWARE  i s  reused  to  create  a  new SOFTWARE  SYSTEM ,  the  in tended  use  of 
the  LEGACY SOFTWARE  m igh t be  d i fferent from  i ts  orig inal  i n tended  use.  I n  th is  case  the  RISK  
assessment must take  in to  account the  mod i fied  set of HAZARDOUS  S ITUATIONS  wh ich  can  
arise  due  to  fai lu res  of the  LEGACY SOFTWARE .  

– A reused  LEGACY SOFTWARE  may be  used  for s im i lar in tended  use  but i n tegrated  in to  a  new 
SOFTWARE  SYSTEM .   I n  th is  case  the  RISK  assessment shou ld  take  in to  account mod i fication  
of arch i tectural  RISK CONTROL  measures  accord ing  to  5. 3.  

When  LEGACY SOFTWARE  wi l l  be  changed  and  used  wi th in  a  new SOFTWARE SYSTEM ,  the  
MANUFACTURER  shou ld  consider how the  existing  records  of safe  and  rel iable  operation  may be  
inval idated  by the  changes.  

Changes  to  the  LEGACY SOFTWARE  shou ld  be  performed  accord ing  to  Clauses  4  to  9  of th is  
standard ,  i nclud ing  assessment of impact to  RISK CONTROL measures  accord ing  to  7. 4.  I n  the  
case  of LEGACY SOFTWARE ,  existing  RISK CONTROL measures  may not be  fu l ly documented  and  
special  care  shou ld  be  taken  to  EVALUATE  the  potential  impact of changes,  u ti l i zing  avai lable  
documented  design  records  as  wel l  as  expertise  of ind ividuals  having  knowledge of the  system .   
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Accord ing  to  4 . 4,  the  MANUFACTURER  performs  a  gap  analysis  i n  order to  determ ine  the  
avai lable  documentation  includ ing  objective  evidence of performed  TASKS  done  during  
development of the  LEGACY SOFTWARE  and  compared  to  5. 2,  5. 3,  5. 7,  and  Clause  7.  Typical  
steps  to  accompl ish  th is  gap  analysis  include  

a)  i denti fication  of the  LEGACY SOFTWARE ,  i nclud ing  VERSION ,  revision  and  any other means,  
requ i red  for clear i denti fication ;  

b)  EVALUATION  of existing  DELIVERABLES  correspond ing  to  the  del iverables  requ ired  by 5. 2,  5. 3,  
5. 7,  and  Clause  7;  

c)  EVALUATION  of avai lable  objective  evidence,  documenting  the  previously appl ied  software  
development l i fecycle  model  (as  appropriate);  

d )  EVALUATION  of the  adequacy of existing  RISK MANAGEMENT  documentation ,  taking  I SO  1 4971  
in to  account.  

Taking  the  performed  gap  analysis  i n to  account,  the  MANUFACTURER  wi l l  EVALUATE  the  potentia l  
reduction  i n  RISK  resu l ting  from  the  generation  of the  m issing  DELIVERABLES  and  associated  
ACTIVI TIES ,  and  create  a  plan  to  perform  ACTIVITI ES  and  generate  DELIVERABLES  to  close  these  
gaps.  

Reduction  of RISK  shou ld  balance  the  benefi t  of applying  the  software  development process  
accord ing  to  Clause  5  against the  possibi l i ty that mod i fication  of the  LEGACY SOFTWARE  wi thout 
fu l l  knowledge of i ts  development h istory cou ld  i n troduce new defects  that increase  the  risk.  
Some of the  elements  of Clause  5  may be  assessed  to  have  l i ttle  to  no  reduction  of RISK  when  
done  after the  fact.  For example,  detai led  design  and  un i t  veri fication  reduce RISK  primari ly 
during  the  process  of developing  new software  or refactoring  existing  software.  I f these  
objectives  are  not planned ,  perform ing  the  ACTIVI TIES  i n  i solation  may create  documentation  bu t 
l ead  to  no  reduction  i n  RISK.    

At a  m in imum ,  the  gap  closure  plan  addresses  m issing  SOFTWARE  SYSTEM  test records.  I f these  
do  not exist or are  not su i table  to  support a  rationale  to  continue  use  of the  LEGACY SOFTWARE ,  
the  gap  closure  plan  shou ld  include  creation  of SOFTWARE  SYSTEM  requ irements  at a  functional  
level  accord ing  to  5. 2  and  tests  accord ing  to  5. 7.  

The  documented  rationale  for continued  use  of the  LEGACY SOFTWARE  bu i lds  on  the  avai lable  
objective  evidence and  analysis  obtained  in  the  course  of assessing  the  RISK  and  creating  a  
gap  closure  plan  appropriate  for the  context of LEGACY SOFTARE  reuse.  

The  rationale  makes  a  posi tive  case  for the  safe  and  rel iable  performace of the  LEGACY 

SOFTWARE  i n  the  planned  reuse  context,  taking  in to  account both  the  post-production  records  
avai lable  for the  LEGACY SOFTWARE  and  the  RISK CONTROL MEASURES  affected  by fi l l i ng  process  
gaps.  

After LEGACY SOFTWARE  has  been  re-used  accord ing  to  4 . 4,  those  parts  of the  LEGACY 

SOFTWARE  for wh ich  gaps  in  DELIVERABLES  remain ,  continue  to  be  LEGACY SOFTWARE  and  may 
be  considered  for further re-use  again  accord ing  to  4 . 4.  When  gaps  in  del iverables  are  closed  
by chang ing  the  LEGACY SOFTWARE ,  the  changes  shou ld  be  performed  accord ing  to  Clauses  4  
to  9  of th is  standard .  

B.5 Software development PROCESS  

B.5.1  Software development planning  

The  objective  of th is  ACTIVI TY  i s  to  plan  the  software  development TASKS  to  reduce  RISKS  

caused  by software,  communicate  procedures  and  goals  to  members  of the  development team ,  
and  ensure  that SYSTEM  qual i ty requ irements  for the  MEDICAL DEVICE  SOFTWARE  are  met.  

The  software  development plann ing  ACTIVITY  can  document TASKS  i n  a  s ing le  plan  or i n  mu l tiple  
plans.  Some MANUFACTURERS  m igh t have  establ ished  pol icies  and  procedures  that apply to  the  
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development of a l l  thei r MEDICAL DEVICE  SOFTWARE .   I n  th is  case  the  plan  can  s imply reference 
the  existing  pol icies  and  procedures.  Some MANUFACTURERS  m ight prepare  a  p lan  or set of 
plans  speci fic to  the  development of each  MEDICAL DEVICE  SOFTWARE  that spel l  ou t i n  detai l  
speci fic ACTIVITIES  and  reference general  procedures.  Another possibi l i ty i s  that a  plan  or set of 
plans  i s  ta i lored  for the  development of each  MEDICAL DEVICE  SOFTWARE .  The plann ing  shou ld  
be  speci fied  at the  level  of detai l  necessary to  carry ou t the  devel opment PROCESS  and  shou ld  
be  proportional  to  the  RISK.  For example,  SYSTEMS  or i tems  wi th  h igher RISK would  be  subject to  
a  development PROCESS  wi th  more  rigor and  TASKS  shou ld  be  spel led  ou t i n  g reater detai l .  

Plann ing  i s  an  i terative  ACTIVI TY  that shou ld  be  re-exam ined  and  updated  as  development 
progresses.  The  plan  can  evolve  to  i ncorporate  more  and  better in formation  as  more  i s  
understood  about the  SYSTEM  and  the  level  of effort needed  to  develop  the  SYSTEM .  For 
example,  a  SYSTEM ’ s  in i tial  software  safety classi fication  can  change  as  a  resu l t of exercis ing  
the  RISK MANAGEMENT PROCESS  and  development of the  software  ARCHITECTURE .  Or i t  m ight be  
decided  that a  SOUP  be  i ncorporated  in to  the  SYSTEM .  I t  i s  important that the  plan(s)  be  updated  
to  reflect current knowledge of the  SYSTEM  and  the  level  of rigor needed  for the  SYSTEM  or 
i tems  in  the  SYSTEM  to  enable  proper control  over the  development PROCESS .  

B.5.2  Software  requ irements  analysis  

This  ACTIVI TY  requ i res  the  MANUFACTURER  to  establ ish  and  veri fy the  software  requ i rements  for 
the  MEDICAL DEVICE  SOFTWARE .  Establ ish ing  veri fiable  requ i rements  is  essential  for determ in ing  
what i s  to  be  bu i l t,  for determ in ing  that the  MEDICAL DEVICE  SOFTWARE  exh ibi ts  acceptable  
behaviour,  and  for demonstrating  that the  completed  MEDICAL DEVICE  SOFTWARE  i s  ready for 
use.  To  demonstrate  that the  requ irements  have  been  implemented  as  desi red ,  each  
requ i rement shou ld  be  stated  in  such  a  way that objective  cri teria  can  be  establ ished  to  
determ ine  whether i t  has  been  implemented  correctly.   I f the  device  RISK MANAGEMENT  PROCESS  
imposes  requ irements  on  the  software  to  control  i denti fied  RISKS ,  these  requ irements  are  to  be  
i denti fied  i n  the  software  requ irements  i n  such  a  way as  to  make i t  possible  to  trace  the  RISK 

CONTROL  measures  to  the  software  requ i rements.   Al l  software  requ i rements  shou ld  be  
i denti fied  i n  such  a  way as  to  make i t  possible  to  demonstrate  TRACEABILITY  between  the  
requ irement and  SOFTWARE  SYSTEM  testing .  I f regu latory approval  in  some countries  requ ires  
conformance to  speci fic regu lations  or in ternational  standards,  th is  conformance requ irement 
shou ld  be  documented  in  the  software  requ i rements.  Because  the  software  requ irements  
establ ish  what i s  to  be  implemented  in  the  software,  an  evaluation  of the  requ irements  is  
requ ired  before  the  requ irements  analysis  ACTIVITY  i s  complete.  

An  area  of frequent confusion  i s  the  d istinction  between  customer needs,  design  inputs,  
software  requ i rements,  software  functional  speci fications,  and  software  design  speci fications.  
Design  i nputs  are  the  i n terpretation  of customer needs  in to  formal ly documented  MEDICAL 

DEVICE  requ irements.  Software  requ irements  are  the  formal ly documented  speci fications  of 
what the  software  does  to  meet the  customer needs  and  the  design  inputs.  Software  functional  
speci fications  are  often  included  wi th  the  software  requ i rements  and  define  in  detai l  what the  
software  does  to  meet i ts  requ irements  even  though  many d i fferent a l ternatives  m ight a lso  
meet the  requ i rements.  Software  design  speci fications  define  how the  software  wi l l  be  
designed  and  decomposed  to  implement i ts  requ irements  and  functional  speci fications.  

Trad i tional ly,  software  requ i rements,  functional  speci fications,  and  design  speci fications  have  
been  wri tten  as  a  set of one  or more  documents.  I t  i s  now feasible  to  consider th is  in formation  
as  data  i tems  wi th in  a  common  database.  Each  i tem  wou ld  have  one  or more  attributes  that 
wou ld  define  i ts  purpose  and  l inkage to  other i tems  in  the  database.  Th is  approach  a l lows  
presentation  and  prin ting  of d i fferent views  of the  in formation  best su i ted  for each  set of 
in tended  users  (e. g . ,  marketing ,  MANUFACTURERS ,  testers,  aud i tors)  and  supports  TRACEABI LI TY  
to  demonstrate  adequate  implementation  and  the  extent to  wh ich  test cases  test the  
requ i rements.  Tools  to  support th is  approach  can  be  as  s imple  as  a  hypertext document using  
HTML hyperl inks  or as  complex and  capable  as  computer aided  software  eng ineering  (CASE)  
tools  and  requ i rements  analysis  tools.  

The  SYSTEM  requ irements  PROCESS  i s  ou t of scope of th is  standard .  However,  the  decision  to  
implement MEDICAL DEVICE  functional i ty wi th  software  i s  normal ly made during  SYSTEM  design .  
Some or al l  of the  SYSTEM  requ i rements  are  al located  to  be  implemented  in  software.  The  
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software  requ i rements  analysis  ACTIVI TY  consists  of analyzing  the  requ i rements  al located  to  
software  by the  SYSTEM  requ i rements  PROCESS  and  deriving  a  comprehensive  set of software  
requ i rements  that reflect the  al located  requ irements.  

To  ensure  the  in tegri ty of the  SYSTEM ,  the  MANUFACTURER  shou ld  provide  a  mechan ism  for 
negotiating  changes  and  clari fications  to  the  SYSTEM  requ irements  to  correct impractical i ties,  
inconsistencies  or ambigu i ties  i n  e i ther the  parent SYSTEM  requ i rements  or the  software  
requ i rements.  

The  PROCESS  of capture  and  analysis  of SYSTEM  and  software  requ irements  can  be  i terative.  
Th is  standard  does  not i n tend  to  requ ire  the  PROCESSES  to  be  rig id ly segregated  in to  two 
layers.  I n  practice,  SYSTEM  ARCHITECTURE  and  software  ARCHITECTURE  are  often  outl ined  
s imu l taneously and  the  SYSTEM  and  software  requ irements  are  subsequently documented  in  a  
layered  form .  

B.5.3  Software  ARCHITECTURAL design  

This  ACTIVITY  requ ires  the  MANUFACTURER  to  define  the  major structural  components  of the  
software  and  identi fy thei r key responsibi l i ties,  their external ly vis ible  properties,  and  the  
relationsh ip  among  them .  I f the  behaviour of a  component can  affect other components,  that 
behavior shou ld  be  described  in  the  software  ARCHITECTURE .  Th is  description  i s  especial ly 
important for behaviour that can  affect components  of the  MEDICAL DEVICE  that are  ou tside  the  
software  (see  5. 3.5  and  B. 4.3) .  ARCHITECTURAL  decis ions  are  extremely important for 
implementing  RISK CONTROL  measures.  Wi thout understand ing  (and  documenting)  the  
behaviour of a  component that can  affect other components,  i t  wi l l  be  nearly impossible  to  
show that the  SYSTEM  i s  safe.  A software  ARCHITECTURE  i s  necessary to  ensure  the  correct 
implementation  of the  software  requ irements.  The  software  ARCHITECTURE  i s  not complete  
un less  al l  software  requ irements  can  be  implemented  by the  i denti fied  SOFTWARE  I TEMS .  
Because  the  design  and  implementation  of the  software  is  dependent on  the  ARCHITECTURE ,  the  
ARCHITECTURE  i s  VERIFIED  to  complete  th is  ACTIVITY.  VERIFICATION  of the  ARCHITECTURE  i s  
general ly done  by techn ical  EVALUATION .  

The  software  safety classi fication  of SOFTWARE  I TEMS  during  the  software  ARCHITECTURE  
ACTIVI TY  creates  a  basis  for the  subsequent choice  of software  PROCESSES .  The  records  of 
classi fication  are  placed  under change control  as  part of the  RISK MANAGEMENT FI LE .  

Many subsequent events  m ight i nval idate  the  classi fication .  These  include,  for example:  

– changes  of SYSTEM  speci fication ,  software  speci fication  or ARCHITECTURE ;  

– d iscovery of errors  in  the  RISK ANALYSIS ,  especial ly unforeseen  HAZARDS ;  and  

– d iscovery of the  i n feasibi l i ty of a  requ i rement,  especial ly a  RISK CONTROL  measure;  

Therefore,  during  al l  ACTIVITI ES  fol lowing  the  design  of the  software  ARCHITECTURE ,  the  
classi fication  of the  SOFTWARE  SYSTEM  and  SOFTWARE I TEMS  shou ld  be  re-EVALUATED  and  m ight 
need  to  be  revised .  Th is  wou ld  trigger rework to  apply add i tional  PROCESSES  to  a  SOFTWARE  

I TEM  as  a  resu l t of i ts  upgrad ing  to  a  h igher class.  The  software  configuration  management 
PROCESS  (Clause  8)  i s  used  to  ensure  that a l l  necessary rework is  i denti fied  and  completed .  

B.5.4 Software detai led  design  

This  ACTIVI TY  requ i res  the  MANUFACTURER  to  refine  the  SOFTWARE I TEMS  and  i n terfaces  defined  
in  the  ARCHITECTURE  to  create  SOFTWARE  UN ITS  and  thei r i n terfaces.  Al though  SOFTWARE  UN ITS  
are  often  thought of as  being  a  s ing le  function  or modu le,  th is  view i s  not a lways  appropriate.  
Th is  standard  has  defined  SOFTWARE UN IT  to  be  a  SOFTWARE I TEM  that i s  not subd ivided  in to  
smal ler i tems.  SOFTWARE UN ITS  can  be  tested  separately.  The  MANUFACTURER  shou ld  define  the  
level  of detai l  of the  SOFTWARE  UN IT .  Detai led  design  speci fies  algori thms,  data  representations,  
i n terfaces  among  d i fferent SOFTWARE  UN ITS ,  and  i n terfaces  between  SOFTWARE UN ITS  and  data  
structures.  Detai led  design  must also  be  concerned  wi th  the  packag ing  of the  SOFTWARE  

PRODUCT.  I t  i s  necessary to  define  the  design  of the  SOFTWARE UN ITS  and  the  in terfaces  in  
sufficient detai l  to  perm i t i ts  SAFETY  and  effectiveness  to  be  objectively VERIFIED  where  th is  can  
be  ensured  using  other requ i rements  or design  documentation .  I t  shou ld  be  complete  enough  

Copyright International  Electrotechnical  Commission  



I EC 62304:2006  – 49  – 

+AMD1 :201 5  CSV   I EC 201 5  

 

that the  programmer i s  not requ i red  to  make  ad  hoc design  decis ions.  Detai led  design  must 
also  be  concerned  wi th  the  arch i tecture  of the  MEDICAL DEVICE  SOFTWARE .  

A SOFTWARE  I TEM  can  be  decomposed  so  that on ly a  few of the  new SOFTWARE  I TEMS  
implement the  SAFETY-related  requ i rement of the  orig inal  SOFTWARE  I TEM .  The  remain ing  
SOFTWARE  I TEMS  do  not implement SAFETY-related  functions  and  can  be  reclassi fied  in to  a  
l ower software  safety class.  However,  the  decision  to  do  th is  i s  i n  i tsel f part of the  RISK 

MANAGEMENT  PROCESS ,  and  i s  documented  in  the  RISK MANAGEMENT FI LE .  

Because  implementation  depends  on  detai led  design ,  i t  i s  necessary to  veri fy the  detai led  
design  before  the  ACTIVITY  i s  complete.  VERIFICATION  of detai led  design  is  general ly done  by a  
techn ical  EVALUATION .  Subclause  5. 4. 4  requ ires  the  MANUFACTURER  to  veri fy the  outpu ts  of the  
detai led  design  ACTIVI TIES .  The  design  speci fies  how the  requ irements  are  to  be  implemented .  
VERIFICATION  of the  design  provides  assurance that i t  implements  the  software  ARCHITECTURE  
and  i s  free  from  contrad iction  wi th  the  software  ARCHITECTURE .  

I f the  design  contains  defects,  the  code  wi l l  not implement the  requ i rements  correctly.  

When  present i n  the  design ,  the  MANUFACTURER  shou ld  veri fy design  characteristics  wh ich  the  
MANUFACTURER  bel ieves  are  important for SAFETY.  Examples  of these  characteristics  i nclude:  

– implementation  of the  i n tended  events,  i nputs,  ou tputs,  in terfaces,  l og ic flow,  a l location  of 
CPU ,  al location  of memory resources,  error and  exception  defin i tion ,  error and  exception  
i solation ,  and  error recovery;  

– defin i tion  of the  defau l t state,  in  wh ich  al l  fau l ts  that can  resu l t i n  a  hazardous  s i tuation  are  
addressed ,  wi th  events  and  transi tions;  

– i n i tial ization  of variables,  memory management;  and  

– cold  and  warm  resets,  standby,  and  other state  changes  that can  affect the  RISK CONTROL  
measures.  

B.5.5 SOFTWARE  UNIT  implementation  and  veri fication  

This  ACTIVITY  requ ires  the  MANUFACTURER to  wri te  and  veri fy the  code  for the  SOFTWARE  UN ITS .  
The  detai led  design  is  to  be  translated  in to  source  code.  Cod ing  represents  the  poin t where 
decomposi tion  of the  speci fications  ends  and  composi tion  of the  executable  software  beg ins.  
To  consistently ach ieve  the  desi rable  code  characteristics,  cod ing  standards  shou ld  be  used  to  
speci fy a  preferred  cod ing  style.  Examples  of cod ing  standards  include  requ i rements  for 
understandabi l i ty,  l anguage usage ru les  or restrictions,  and  complexi ty management.  The  code 
for each  un i t i s  VERIFIED  to  ensure  that i t  functions  as  speci fied  by the  detai led  design  and  that 
i t  compl ies  wi th  the  speci fied  cod ing  standards.  

Subclause  5. 5. 5  requ i res  the  MANUFACTURER to  veri fy the  code.  I f the  code  does  not implement 
the  design  correctly,  the  MEDICAL DEVICE  SOFTWARE  wi l l  not perform  as  i n tended .  

B.5.6  Software in tegration  and  in tegration  testing  

Th is  ACTIVI TY  requ i res  the  MANUFACTURER to  p lan  and  execute  in tegration  of SOFTWARE  UN ITS  
i n to  aggregate  SOFTWARE  I TEMS  as  wel l  as  in tegration  of SOFTWARE  I TEMS  i n to  h igher 
aggregated  SOFTWARE I TEMS  and  to  veri fy that the  resu l ting  SOFTWARE  I TEMS  behave as  
in tended .  

The  approach  to  in tegration  can  range  from  non- incremental  in tegration  to  any form  of 
incremental  i n tegration .  The  properties  of the  SOFTWARE I TEM  being  assembled  d ictate  the  
chosen  method  of i n tegration .  

Software  in tegration  testing  focuses  on  the  transfer of data  and  control  across  a  SOFTWARE  

I TEM ’ s  i n ternal  and  external  i n terfaces.  External  i n terfaces  are  those  wi th  other software,  
includ ing  operating  system  software,  and  MEDICAL DEVICE  hardware.  
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The  rigor of i n tegration  testing  and  the  level  of detai l  of the  documentation  associated  wi th  
in tegration  testing  shou ld  be  commensurate  wi th  the  RISK  associated  wi th  the  device,  the  
device’s  dependence on  software  for potential ly hazardous  functions,  and  the  role  of speci fic 
SOFTWARE  I TEMS  i n  h igher RISK  device  functions.  For example,  a l though  al l  SOFTWARE  I TEMS  
shou ld  be  tested ,  i tems  that have  an  effect on  SAFETY  shou ld  be  subject to  more  d i rect,  
thorough ,  and  detai led  tests.  

As  appl icable,  i n tegration  testing  demonstrates  program  behaviour at the  boundaries  of i ts  
i nput and  output domains  and  confi rms  program  responses  to  inval id ,  unexpected ,  and  special  
i nputs.  The  program ’s  actions  are  revealed  when  g iven  combinations  of i nputs  or unexpected  
sequences  of i nputs,  or when  defined  tim ing  requ irements  are  violated .  The  test requ i rements  
i n  the  plan  shou ld  i nclude,  as  appropriate,  the  types  of wh i te  box testing  to  be  performed  as  
part of i n tegration  testing .  

Wh i te  box testing ,  a lso  known  as  glass box,  structural,  clear box  and  open box testing,  i s  a  
testing  techn ique  where  expl ici t  knowledge  of the  in ternal  workings  of the  SOFTWARE  I TEM  being  
tested  are  used  to  select the  test data.  Wh i te  box testing  uses  speci fic knowledge of the  
SOFTWARE  I TEM  to  exam ine  ou tputs.  The  test i s  accurate  on ly i f the  tester knows what the  
SOFTWARE  I TEM  i s  supposed  to  do.  The  tester can  then  see  i f the  SOFTWARE  I TEM  d iverges  from  
i ts  in tended  goal .  Wh i te  box testing  cannot guarantee  that the  complete  speci fication  has  been  
implemented  s ince  i t  i s  focused  on  testing  the  implementation  of the  SOFTWARE I TEM .  B lack box 
testing ,  a lso  known  as  behavioural ,  functional ,  opaque-box,  and  closed-box testing ,  i s  focused  
on  testing  the  functional  speci fication  and  i t  cannot guarantee  that a l l  parts  of the  
implementation  have  been  tested .  Thus  black box testing  i s  testing  against the  speci fication  
and  wi l l  d iscover fau l ts  of om ission ,  i nd icating  that part of the  speci fication  has  not been  
fu l fi l led .  Wh i te  box testing  i s  testing  against the  implementation  and  wi l l  d iscover 
fau l ts  of comm ission ,  i nd icating  that part of the  implementation  i s  fau l ty.  I n  order to  fu l ly test  
MEDICAL DEVICE  SOFTWARE  both  black and  wh i te  box testing  m ight be  requ ired .  

The  plans  and  test documentation  identi fied  i n  5. 6  and  5. 7  can  be  ind ividual  documents  tied  to  
speci fic phases  of development or evolu tionary prototypes.  They a lso  m ight be  combined  so  a  
s ing le  document or set of documents  covers  the  requ i rements  of mu l tiple  subsections.  Al l  or 
portions  of the  documents  cou ld  be  i ncorporated  in to  h igher level  project documents  such  as  a  
software  or project qual i ty assurance  plan  or a  comprehensive  test p lan  that addresses  al l  
aspects  of testing  for hardware  and  software.  I n  these  cases,  a  cross  reference shou ld  be  
created  that identi fies  how the  various  project documents  relate  to  each  of the  software  
in tegration  TASKS .  

Software  in tegration  testing  can  be  performed  in  a  s imu lated  envi ronment,  on  actual  target 
hardware,  or on  the  fu l l  MEDICAL DEVICE .  

Subclause  5. 6. 2  requ ires  the  MANUFACTURER  to  veri fy the  output of the  software  in tegration  
ACTIVI TY.   The  output of the  software  in tegration  ACTIVITY  i s  the  in tegrated  SOFTWARE  I TEMS .  
These  in tegrated  SOFTWARE  I TEMS  must function  properly for the  enti re  MEDICAL DEVICE  

SOFTWARE  to  function  correctly and  safely.  

B.5.7  SOFTWARE  SYSTEM  testing  

This  ACTIVITY  requ ires  the  MANUFACTURER to  veri fy the  software’s  functional i ty by veri fying  that 
the  requ i rements  for the  software  have  been  successfu l ly implemented .  

SOFTWARE SYSTEM  testing  demonstrates  that the  speci fied  functional i ty exists.  Th is  testing  
VERIFIES  the  functional i ty and  performance of the  program  as  bu i l t  wi th  respect to  the  
requ i rements  for the  software.  

SOFTWARE SYSTEM  testing  focuses  on  functional  (black box)  testing ,  a l though  i t  m ight be  
desi rable  to  use  wh i te  box (see  previous  section)  methods  to  more  efficiently accompl ish  
certain  tests,  in i tiate  stress  cond i tions  or fau l ts,  or i ncrease  code  coverage  of the  qual i fication  
tests.  The  organ ization  of testing  by types  and  test stage  i s  flexible,  bu t coverage of 
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requ i rements,  RISK CONTROL ,  usabi l i ty,  and  test types  (e. g . ,  fau l t,  i nstal lation ,  stress)  shou ld  be  
demonstrated  and  documented .  

SOFTWARE SYSTEM  testing  tests  the  i n tegrated  software  and  can  be  performed  in  a  s imu lated  
envi ronment,  on  actual  target hardware,  or on  the  fu l l  MEDICAL DEVICE .  

When  a  change is  made to  a  SOFTWARE  SYSTEM  (even  a  smal l  change),  the  degree  of 
REGRESSION  TESTING  (not j ust the  testing  of the  i nd ividual  change)  shou ld  be  determ ined  to  
ensure  that no  un in tended  s ide  effects  have  been  in troduced .  Th is  REGRESSION  TESTING  (and  
the  rationale  for not fu l ly repeating  SOFTWARE SYSTEM  testing)  shou ld  be  planned  and  
documented .  (See  B.6.3).  

SOFTWARE SYSTEM  test responsibi l i ties  can  be  d ispersed ,  occurring  at d i fferent locations  and  
being  conducted  by d i fferent organ izations.  However,  regard less  of the  d istribu tion  of TASKS ,  
contractual  relations,  source  of components,  or development environment,  the  device  
MANUFACTURER  retains  u l timate  responsibi l i ty for ensuring  that the  software  functions  properly 
for i ts  in tended  use.  

I f ANOMALIES  uncovered  during  testing  can  be  repeated ,  bu t a  decis ion  has  been  made not to  
fix them ,  then  these  ANOMALIES  need  to  be  EVALUATED  i n  relation  to  the  RI SK  analysis  to  veri fy 
that they do  not affect the  SAFETY  of the  device.  The  root cause  and  symptoms  of the  
ANOMALIES  shou ld  be  understood ,  and  the  rationale  for not fixing  them  shou ld  be  documented .  

Subclause  5. 7.4  requ ires  the  resu l ts  of the  SOFTWARE  SYSTEM  testing  be  EVALUATED  to  ensure  
that the  expected  resu l ts  were  obtained .  

B.5.8  Software release 

This  ACTIVITY  requ ires  the  MANUFACTURER  to  document the  VERSION  of the  MEDICAL DEVICE  

SOFTWARE  being  released ,  speci fy how i t  was  created ,  and  fol low appropriate  procedures  for 
release  of the  software.   

The  MANUFACTURER  shou ld  be  able  to  show that the  software  that was  developed  using  the  
development PROCESS  i s  the  software  that i s  being  released .  The  MANUFACTURER  shou ld  also  
be  able  to  retrieve  the  software  and  the  tools  used  for i ts  generation  i n  case  i t  i s  needed  in  the  
fu ture  and  shou ld  store,  package,  and  del iver the  software  in  a  manner that m in im izes  the  
software  from  being  damaged  or m isused .  Defined  procedures  shou ld  be  establ ished  to  ensure  
that these  TASKS  are  performed  appropriately and  wi th  consistent resu l ts.  

B.6 Software maintenance PROCESS  

B.6.1  Establ ish  software maintenance plan  

The software  main tenance  PROCESS  d i ffers  from  the  software  development PROCESS  i n  two 
ways:  

– The  MANUFACTURER  i s  perm i tted  to  use  a  smal ler PROCESS  than  the  fu l l  software  
development PROCESS  to  implement rapid  changes  in  response to  u rgent problems.  

– I n  respond ing  to  software  PROBLEMS  REPORTS  relating  to  released  product,  the  
MANUFACTURER  not on ly addresses  the  problem  but a lso  satisfies  local  regu lations  (typical ly 
by runn ing  a  pro-active  survei l lance  scheme for col lecting  problem  data  from  the  field  and  
communicating  wi th  users  and  regu lators  about the  problem).  

Subclause  6. 1  requ ires  these  PROCESSES  to  be  establ ished  in  a  main tenance plan .  

Th is  ACTIVITY  requ ires  the  MANUFACTURER  to  create  or i denti fy procedures  for implementing  
maintenance ACTIVITIES  and  TASKS .  To  implement corrective  actions,  control  changes  during  
maintenance,  and  manage release of revised  software,  the  MANUFACTURER shou ld  document 
and  resolve  reported  problems  and  requests  from  users,  as  wel l  as  manage mod i fications  to  
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the  MEDICAL DEVICE  SOFTWARE .  Th is  PROCESS  i s  activated  when  the  MEDICAL DEVICE  SOFTWARE  
undergoes  mod ifications  to  code  and  associated  documentation  because  of e i ther a  problem  or 
the  need  for improvement or adaptation .  The  objective  i s  to  mod i fy released  MEDICAL DEVICE  

SOFTWARE  wh i le  preserving  i ts  in tegri ty.   Th is  PROCESS  i ncludes  m igration  of the  MEDICAL 

DEVICE  SOFTWARE  to  environments  or platforms  for wh ich  i t  was  not orig inal ly released .  The  
ACTIVI TIES  provided  in  th is  clause  are  speci fic to  the  main tenance PROCESS ;  however,  the  
maintenance  PROCESS  m ight use  other PROCESSES  i n  th is  standard .  

The  MANUFACTURER  needs  to  p lan  how the  ACTIVITI ES  and  TASKS  of the  main tenance PROCESS  
wi l l  be  performed .  

B.6.2  Problem  and  modification  analysis   

This  ACTIVI TY  requ i res  the  MANUFACTURER  to  analyze  feedback for i ts  effect;  veri fy reported  
problems;  and  consider,  select,  and  obtain  approval  for implementing  a  mod i fication  option .  
Problems and  other requests  for changes  can  affect the  performance,  SAFETY,  or regu latory 
clearance of a  MEDICAL DEVICE .  An  analysis  i s  necessary to  determ ine  whether any effects  exist 
because  of a  PROBLEM  REPORT  or whether any effects  wi l l  resu l t from  a  mod i fication  to  correct a  
problem  or implement a  request.  I t  i s  especial ly important to  veri fy through  trace  or regression  
analysis  that the  RISK CONTROL  measures  bu i l t  i n to  the  device  are  not adversely changed  or 
mod i fied  by the  software  change  that i s  being  implemented  as  part of the  software  
main tenance  ACTIVI TY.  I t  i s  a lso  important to  veri fy that the  mod i fied  software  does  not cause  a  
HAZARDOUS  S ITUATION  or m i tigate  a  RISK  i n  software  that previously d id  not cause  a  HAZARDOUS  

S ITUATION  or m i tigate  RISKS .  The  software  safety classi fication  of a  SOFTWARE  I TEM  m igh t have  
changed  i f the  software  mod i fication  now can  cause  a  HAZARD  or m i tigate  a  RISK.  

I t  i s  important to  d istingu ish  between  software  maintenance  (Clause  6)  and  software  problem  
resolu tion  (Clause  9).  

The  focus  of the  software  maintenance PROCESS  i s  an  adequate  response to  feedback aris ing  
after release  of the  MEDICAL DEVICE  SOFTWARE .  As  part of a  MEDICAL DEVICE ,  the  software  
maintenance PROCESS  needs  to  ensure  that:  

– SAFETY-related  PROBLEM  REPORTS  are  addressed  and  reported  to  appropriate  regu latory 
au thori ties  and  affected  users;  

– MEDICAL DEVICE  SOFTWARE  i s  re-val idated  and  re-released  after mod i fication  wi th  formal  
controls  that ensure  the  recti fication  of the  problem  and  the  avoidance of fu rther problems;  

– the  MANUFACTURER  considers  what other MEDICAL DEVICE  SOFTWARE  m ight be  affected  and  
takes  appropriate  action .  

The  focus  of software  problem  resolu tion  is  the  operation  of a  comprehensive  control  system  
that:  

•  analyses  PROBLEM  REPORTS  and  i denti fies  a l l  the  impl ications  of the  problem ;  

•  decides  on  a  number of changes  and  identi fies  a l l  thei r s ide-effects;  

•  implements  the  changes  wh i le  main tain ing  the  consistency of the  software  CONFIGURATION  

I TEMS  i nclud ing  the  RISK MANAGEMENT FI LE ;  

•  VERIFI ES  the  implementation  of the  changes.  

The  software  maintenance PROCESS  uses  the  software  problem  resolu tion  PROCESS .  The  
software  main tenance PROCESS  hand les  the  h igh-level  decis ions  about the  PROBLEM  REPORT  
(whether a  problem  exists,  whether i t  has  a  s ign i ficant effect on  SAFETY,  what changes  are  
needed  and  when  to  implement them),  and  uses  the  software  problem  resolu tion  PROCESS  to  
analyse  the  PROBLEM  REPORT  to  d iscover al l  the  impl ications  and  to  generate  poss ible  CHANGE  

REQUESTS  wh ich  i denti fy al l  the  CONFIGURATION  I TEMS  that need  to  be  changed  and  al l  the  
VERIFICATION  s teps  that are  necessary.   
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B.6.3  Modification  implementation  

This  ACTIVITY  requ ires  that the  MANUFACTURER  use  an  establ ished  PROCESS  to  make the  
mod i fication .  I f a  main tenance PROCESS  has  not been  defined ,  the  appropriate  development 
PROCESS  TASKS  can  be  used  to  make the  mod i fication .  The  MANUFACTURER  shou ld  also  ensure  
that the  mod i fication  does  not cause  a  negative  effect on  other parts  of the  MEDICAL DEVICE  

SOFTWARE .  Un less  the  MEDICAL DEVICE  SOFTWARE  i s  treated  as  a  new development,  analysis  of 
the  effect of a  mod i fication  on  the  enti re  MEDICAL DEVICE  SOFTWARE  i s  necessary.  Regression  
analysis  and  testing  are  employed  to  provide  assurance that a  change has  not created  
problems elsewhere  in  the  MEDICAL DEVICE  SOFTWARE .  Regression  analysis  i s  the  determ ination  
of the  impact of a  change based  on  review of the  relevant documentation  (e. g . ,  software  
requ i rements  speci fication ,  software  design  speci fication ,  source  code,  test plans,  test cases,  
test scripts,  etc. )  i n  order to  i denti fy the  necessary regression  tests  to  be  run .  Regression  
testing  is  the  rerunn ing  of test cases  that a  program  has  previously executed  correctly and  
comparing  the  current resu l t to  the  previous  resu l t  i n  order to  detect un in tended  effects  of a  
software  change.  A rationale  must be  made that j usti fies  the  amount of REGRESSION  TESTING  
that wi l l  be  performed  to  ensure  that the  portions  of the  MEDICAL DEVICE  SOFTWARE  not being  
mod i fied  sti l l  perform  as  they d id  before  the  mod i fication  was  made.  

B.7  Software RISK MANAGEMENT  PROCESS  

Software  RISK  MANAGEMENT  i s  a  part of overal l  MEDICAL DEVICE  RISK MANAGEMENT  and  cannot be  
adequately addressed  in  i solation .  Th is  standard  requ i res  the  use  of a  RISK MANAGEMENT 

PROCESS  that i s  compl iant wi th  I SO  1 4971 .  R I SK MANAGEMENT  as  defined  in  I SO 1 4971  deals  
speci fical ly wi th  a  framework for effective  management of the  RISKS  associated  wi th  the  use  of 
MEDICAL DEVICES .  One  portion  of I SO 1 4971  pertains  to  control  of identi fied  RISKS  associated  
wi th  each  HAZARD  i denti fied  during  the  RISK ANALYSIS .  The  software  RISK  MANAGEMENT  PROCESS  
i n  th is  standard  is  in tended  to  provide  add i tional  requ i rements  for RISK CONTROL  for software,  
includ ing  software  that has  been  identi fied  during  the  RISK ANALYSIS  as  potential ly contributing  
to  a  hazardous  s i tuation ,  or software  that i s  used  to  control  MEDICAL DEVICE  RISKS .  The  software  
RISK  MANAGEMENT  PROCESS  i s  i ncluded  in  th is  standard  for two reasons.  

a)  the  in tended  aud ience  of th is  standard  needs  to  understand  m in imum  requ i rements  for RISK 

CONTROL  measures  in  their area  of responsibi l i ty—software;  

b)  the  general  RISK MANAGEMENT  s tandard ,  I SO  1 4971 ,  provided  as  a  normative  reference in  
th is  standard ,  does  not speci fical ly address  the  RISK CONTROL  of software  and  the  
placement of RISK CONTROL  i n  the  software  development l i fe  cycle.  

Software  RISK  MANAGEMENT  i s  a  part of overal l  MEDICAL DEVICE  RISK MANAGEMENT .  Plans,  
procedures,  and  documentation  requ ired  for the  software  RISK  MANAGEMENT  ACTIVI TIES  can  be  a  
series  of separate  documents  or a  s ing le  document,  or they can  be  in tegrated  wi th  the  MEDICAL 

DEVICE  RISK MANAGEMENT  ACTIVITI ES  and  documentation  as  long  as  al l  requ i rements  i n  th is  
standard  are  met.  

B.7.1  Analysis  of software  contributing  to  hazardous  si tuations  

I t  i s  expected  that the  device  HAZARD  analysis  wi l l  i denti fy hazardous  s i tuations  and  
correspond ing  RISK CONTROL  measures  to  reduce the  probabi l i ty and/or severi ty of those  
hazardous  s i tuations  to  an  acceptable  level .  I t  i s  a lso  expected  that the  RISK CONTROL  
measures  wi l l  be  assigned  to  software  functions  that are  expected  to  implement those  RISK 

CONTROL  measures.  
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However,  i t  i s  not expected  that a l l  device  hazardous  s i tuations  can  be  i denti fied  unti l  the  
software  ARCHITECTURE  has  been  produced .  At that time i t  i s  known  how software  functions  wi l l  
be  implemented  in  software  components,  and  the  practical i ty of the  RISK CONTROL  measures  
assigned  to  software  functions  can  be  EVALUATED .  At that time the  device  HAZARD  analysis  
shou ld  be  revised  to  i nclude:  

•  revised  hazardous  s i tuations;  

•  revised  RISK CONTROL  measures  and  software  requ irements;  

•  new hazardous  s i tuations  aris ing  from  software,  for example  hazardous  s i tuations  related  
to  human  factors.  

The software  ARCHITECTURE  shou ld  include  cred ible  strateg ies  for segregating  software  
components  so  that they do  not in teract i n  unsafe  ways.  

B.8  Software configuration  management PROCESS  

The  software  configuration  management PROCESS  i s  a  PROCESS  of applying  adm in istrative  and  
techn ical  procedures  throughout the  software  l i fe  cycle  to  i denti fy and  define  SOFTWARE  I TEMS ,  
i nclud ing  documentation ,  i n  a  SYSTEM ;  control  mod i fications  and  releases  of the  i tems;  and  
document and  report the  status  of the  i tems  and  CHANGE  REQUESTS .  Software  configuration  
management is  necessary to  recreate  a  SOFTWARE I TEM ,  to  identi fy i ts  consti tuent parts,  and  to  
provide  a  h istory of the  changes  that have  been  made to  i t.  

B.8.1  Configuration  identi fication  

This  ACTIVITY  requ i res  the  MANUFACTURER to  un iquely identi fy software  CONFIGURATION  I TEMS  and  
their VERSIONS .  Th is  i denti fication  i s  necessary to  i denti fy the  software  CONFIGURATION  I TEMS  
and  the  VERSIONS  that are  i ncluded  in  the  MEDICAL DEVICE  SOFTWARE .  

B.8.2  Change control  

This  ACTIVITY  requ ires  the  MANUFACTURER  to  control  changes  of the  software  CONFIGURATION  

I TEMS  and  to  document in formation  identi fying  CHANGE  REQUESTS  and  provid ing  documentation  
about their d isposi tion .  Th is  ACTIVITY  i s  necessary to  ensure  that unauthorized  or un in tended  
changes  are  not made to  the  software  CONFIGURATION  I TEMS  and  to  ensure  that approved  
CHANGE  REQUESTS  are  implemented  fu l ly and  veri fied .  

CHANGE  REQUESTS  can  be  approved  by a  change control  board  or by a  manager or techn ical  
l ead  accord ing  to  the  software  configuration  management plan .  Approved  CHANGE  REQUESTS  
are  made traceable  to  the  actual  mod i fication  and  VERIFICATION  of the  software.  The  
requ i rement i s  that each  actual  change be  l i nked  to  a  CHANGE  REQUEST  and  that documentation  
exists  to  show that the  CHANGE  REQUEST  was  approved .  The  documentation  m ight be  change 
control  board  m inu tes,  an  approval  s ignature,  or a  record  in  a  database.  

B.8.3  Configuration  status  accounting   

Th is  ACTIVITY  requ ires  the  MANUFACTURER  to  main tain  records  of the  h istory of the  software  
CONFIGURATION  I TEMS .  Th is  ACTIVITY  i s  necessary to  determ ine  when  and  why changes  were  
made.   Access  to  th is  in formation  i s  necessary to  ensure  that software  CONFIGURATION  I TEMS  
contain  on ly au thorized  mod i fications.  

B.9  Software problem  resolution  PROCESS  

The  software  problem  resolu tion  PROCESS  i s  a  PROCESS  for analyzing  and  resolving  the  
problems  ( includ ing  non-conformances),  whatever thei r nature  or source,  i nclud ing  those  
d iscovered  during  the  execution  of development,  main tenance,  or other PROCESSES .  The  
objective  i s  to  provide  a  timely,  responsible,  and  documented  means  to  ensure  that d iscovered  
problems  are  analyzed  and  resolved  and  that trends  are  recogn ized .  Th is  PROCESS  i s  
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sometimes  cal led  “defect tracking”  i n  software  eng ineering  l i terature.  I t  i s  cal led  “problem  
resolu tion”  in  I SO/IEC 1 2207  [9]  and  I EC 60601 -1 -4  [2] ,  Amendment 1 .  We  have  chosen  to  cal l  
i t  “software  problem  resolu tion”  i n  th is  standard .  

Th is  ACTIVITY  requ ires  that the  MANUFACTURER use  the  software  problem  resolu tion  PROCESS  
when  a  problem  or non-conformance  i s  identi fied .  Th is  ACTIVITY  i s  necessary to  ensure  that 
d iscovered  problems  are  analyzed  and  EVALUATED  for possible  relevance to  SAFETY  (as  
speci fied  i n  I SO  1 4971 ).  

Software  development plan(s)  or procedures,  as  requ i red  in  5. 1 ,  are  to  address  how problems  
or non-conformances  wi l l  be  hand led .  Th is  i ncludes  speci fying  at each  stage  of the  l i fe  cycle  
the  aspects  of the  software  problem  resolu tion  PROCESS  that wi l l  be  formal  and  documented  as  
wel l  as  when  problems  and  nonconform i ties  are  to  be  en tered  in to  the  software  problem  
resolu tion  PROCESS .  
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Annex C   
(informative)  

 

Relationship to  other standards  

 

 

C.1  General  

This  standard  appl ies  to  the  development and  maintenance of MEDICAL DEVICE  SOFTWARE .  The  
software  i s  considered  a  subsystem  of the  MEDICAL DEVICE  or i s  i tsel f a  MEDICAL DEVICE .  Th is  
standard  is  to  be  used  together wi th  other appropriate  standards  when  developing  a  MEDICAL 

DEVICE .  

MEDICAL DEVICE  management standards  such  as  I SO  1 3485 [8]  (see  C.2  and  Annex D)  and  ISO 
1 4971  (see  Annex C.3)  provide  a  management environment that l ays  a  foundation  for an  
organ ization  to  develop  products.  Safety standards  such  as  I EC  60601 -1  [1 ]  (see  Annex C. 4)  
and  I EC 61 01 0-1  [5]  (see  Annex C.5)  g ive  speci fic d i rection  for creating  safe  MEDICAL DEVICES .  
When  software  is  a  part of these  MEDICAL DEVICES ,  I EC 62304  provides  more  detai led  d i rection  
on  what i s  requ ired  to  develop  and  maintain  safe  MEDICAL DEVICE  SOFTWARE .  Many other 
standards  such  as  I SO/IEC 1 2207  [9]  (see  Annex C.6),  I EC 61 508-3  [4]  (see  Annex C.7)  and  
I SO/IEC 90003  [1 5]  can  be  looked  to  as  a  source  of methods,  tools  and  techn iques  that can  be  
used  to  implement the  requ i rements  i n  I EC  62304.  F igure  C. 1  shows the  relationsh ip  of these  
standards.  

Where  clauses  or requ i rements  from  other standards  are  quoted ,  defined  terms  in  the  quoted  
i tems  are  terms  that are  defined  in  the  other standard ,  not defined  terms  in  th is  standard .  

 

Figure C.1  – Relationsh ip  of key MEDICAL DEVICE  standards  to  IEC  62304 
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C.2  Relationship to  ISO 1 3485 

This  standard  requ ires  that the  MANUFACTURER  employs  a  qual i ty management system .   When  
a  MANUFACTURER  u ses  I SO 1 3485 [8] ,  the  requ i rements  of I SO 62304  d i rectly relate  to  some of 
the  requ i rements  of I SO 1 3485 as  shown  in  Table  C. 1 .  

Table  C.1  – Relationship  to  ISO 1 3485: 2003  

IEC  62304 clause  Related  clause of ISO 1 3485: 2003  

5. 1  Software  development p l ann ing  7 . 3 . 1  Design  and  development  p l ann ing  

5. 2  Software  requ i rements  analys i s  7 . 3. 2  Design  and  development i npu ts  

5 . 3  Software  ARCH ITECTURAL  design    

5 . 4  Software  detai l ed  design   

5 . 5  SOFTWARE  UN IT  implementation  and  veri fi cation    

5 . 6  Software  i n tegration  and  i n tegration  testi ng    

5 . 7  SOFTWARE  SYSTEM  testi ng  7 . 3. 3  Design  and  development ou tpu ts  
7 . 3. 4  Design  and  development review 

5. 8  Software  rel ease  7. 3. 5  Design  and  development veri fi cation  
7. 3. 6  Design  and  development val i dation  

6 . 1  Establ i sh  software  main tenance  p lan  7. 3. 7  Control  of design  and  development changes  

6. 2  Problem  and  mod i fi cation  analys i s   

6 . 3  Mod i fi cation  implementation  7. 3. 5  Design  and  development veri fi cation  
7. 3. 6  Design  and  development val i dation  

7. 1  Analys i s  of software  con tribu ti ng  to  hazardous  
s i tuations  

 

7 . 2  RI SK CONTROL  measures   

7 . 3  VERIFICATION  of RISK CONTROL  measures   

7 . 4  R I SK MANAGEMENT  of software  changes   

8 . 1  Configuration  i denti fi cation  7 . 5. 3  I denti fi cation  and  TRACEABI LI TY  

8 . 2  Change  con trol  7 . 5. 3  I denti fi cation  and  TRACEABI LI TY  

8 . 3  Configuration  status  accounti ng   

9  Software  problem  resolu tion  PROCESS   

 

C.3  Relationship to  ISO 1 4971  

Table  C. 2  shows  the  areas  where  IEC 62304  ampl i fies  requ i rements  for the  RISK MANAGEMENT 

PROCESS  requ ired  by I SO 1 4971 .  
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Table  C.2  – Relationship  to  ISO 1 4971 : 2007   

ISO  1 4971 : 2007  clause Related  clause of IEC  62304 

4. 1  R I SK  ANALYSIS  process   

4 . 2  I n tended  use  and   i den ti fi cation  of 
characteri sti cs  re lated  to   the  SAFETY  of the  MEDICAL  

DEVICE  

 

4 . 3  I denti fi cation  of HAZARDS  7 . 1  Analys i s  of software  contribu ti ng  to  
 HAZARDOUS  S I TUATIONS  

4 . 4  Estimation  of the  RISK(S)  for each  

 HAZARDOUS  S I TUATION  
4 . 3  Software  safety cl assi fi cation  

5  RI SK  evaluation   

6 . 1  R I SK  reduction    

6 . 2  R I SK CONTROL  opti on  analys i s  7 . 2 . 1  Defi ne  RISK CONTROL  measures  

6. 3  Implementation  of RISK CONTROL  measures  7. 2 . 2  R I SK CONTROL  measures  implemented  i n  
 software  

7 . 3 . 1  Veri fy RISK CONTROL  measures  

6 . 4  RESIDUAL  RI SK  evaluation   

6 . 5  R I SK/benefi t  analys i s   

6 . 6   R I SKS  ari s i ng  from  RISK CONTROL  MEASURES  7 . 3 . 2  Document any new sequences  of even ts  

6 . 7  Completeness  of RISK  CONTROL   

7  Evaluation  of overal l  RESIDUAL  RISK  acceptabi l i ty  

8  R I SK MANAGEMENT  report  7 . 3 . 3  Document TRACEABI LI TY  

9  Production  and  post-production  i n formation  7 . 4  RI SK MANAGEMENT  of software  changes  

C.4 Relationship to  PEMS  requirements  of IEC  60601 -1 : 2005  

+  IEC 60601 1 : 2005/AMD1 :201 2  

C.4.1  General  

Requ irements  for software  are  a  subset of the  requ irements  for a  programmable  electrical  
med ical  system  (PEMS).  Th is  standard  identi fies  requ irements  for software  wh ich  are  i n  
add i tion  to,  bu t not i ncompatible  wi th ,  the  requ irements  of I EC 60601 -1 : 2005 +  I EC 60601 -
1 : 2005 /AMD1 :201 2  [1 ]  for PEMS.  Because  PEMS  i nclude  e lements  that are  not software,  not 
a l l  of the  requ i rements  of I EC  60601 -1 : 2005  +  I EC 60601 -1 : 2005/AMD1 :201 2  for PEMS are  
addressed  in  th is  standard .  Wi th  the  publ ication  of I EC  60601 -1 : 2005 +  I EC 60601 -
1 : 2005 /AMD1 :201 2,  I EC 62304  i s  now a  normative  reference of I EC  60601 -1  and  compl iance  
wi th  Clause  1 4  of I EC  60601 -1 : 2005 +  I EC 60601 -1 : 2005/AMD1 :201 2  (and  thus  compl iance  
wi th  the  standard)  requ ires  compl iance  wi th  parts  of I EC  62304  (not wi th  the  whole  of 
I EC 62304  because  I EC  60601 -1 : 2005 +  I EC 60601 -1 : 2005/AMD1 :201 2  does  not requ ire  
compl iance  wi th  post-production  and  maintenance requ irements  of I EC  62304).  F inal ly,  i t  i s  
important to  remember that I EC 60601 -1 : 2005  +  I EC 60601 -1 : 2005/AMD1 :201 2  is  on ly used  i f 
the  software  i s  part of a  PEMS and  not i f the  software  is  i tsel f a  MEDICAL DEVICE .  

C.4.2  Software  relationship  to  PEMS  development 

By using  the  V-model  i l l ustrated  in  F igure  C.2  to  describe  what occurs  during  a  PEMS  

development,  i t  can  be  seen  that the  requ i rements  of th is  software  standard  apply at the  PEMS  

component l evel ,  from  the  speci fication  of the  software  requ i rements  to  the  in tegration  of the  
SOFTWARE  I TEMS  i n to  a  SOFTWARE  SYSTEM .  Th is  SOFTWARE  SYSTEM  i s  a  part of a  programmable  
electrical  subsystem  (PESS),  wh ich  i s  a  part of a  PEMS.  
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Figure C.2  – Software as  part of the  V-model  

C.4.3  Development PROCESS  

Compl iance  wi th  the  software  development PROCESS  of th is  standard  (Clause  5)  requ i res  that a  
software  development plan  be  speci fied  and  then  fol lowed ;  i t  does  not requ i re  that any 
particu lar l i fe  cycle  model  i s  used ,  bu t i t  does  requ ire  that the  plan  i nclude  certain  ACTIVITI ES  
and  have  certain  attributes.  These  requ irements  relate  to  the  PEMS  requ irements  in  
I EC 60601 -1  for development l i fe  cycle,  requ i rement speci fication ,  ARCHITECTURE ,  design  and  
implementation ,  and  VERIFICATION .  The  requ irements  in  th is  standard  provide  greater detai l  
about software  development than  those  in  I EC  60601 -1 .  

C.4.4 Maintenance PROCESS  

Compl iance  wi th  the  software  maintenance PROCESS  of th is  standard  (Clause  6)  requ i res  that 
procedures  be  establ ished  and  fol lowed  when  changes  to  software  are  made.  These  requ ire-
ments  correspond  to  the  requ i rement i n  I EC  60601 -1  for mod i fication  of a  PEMS.  The  
requ i rements  i n  th is  standard  for software  maintenance provide  greater detai l  about what 
must be  done  for software  maintenance than  the  requ i rements  for PEMS  modi fication  i n  
I EC 60601 -1 .  

C.4.5 Other PROCESSES  

The other PROCESSES  i n  th is  standard  speci fy add i tional  requ irements  for software  beyond  the  
s im i lar requ i rements  for PEMS  in  I EC 60601 -1 .  I n  most cases,  there  is  a  general  requ i rement for 
PEMS  i n  I EC 60601 -1 ,  wh ich  the  PROCESSES  i n  th is  standard  expand  upon .  

The  software  RISK MANAGEMENT  PROCESS  i n  th is  standard  corresponds  to  the  add i tional  RISK 

MANAGEMENT  requ irements  i denti fied  for PEMS  i n  I EC 60601 -1 .  

IEC   726/06 
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The  software  problem  resolu tion  PROCESS  i n  th is  standard  corresponds  to  the  problem  
resolu tion  requ i rement for PEMS  i n  I EC 60601 -1 .  

The  software  configuration  management PROCESS  i n  th is  standard  speci fies  add i tional  
requ i rements  that are  not present for PEMS  i n  I EC 60601 -1  except for documentation .  

C.4.6  Coverage of PEMS requ irements  in  IEC  60601 -1 : 2005  

+  IEC  60601 1 : 2005 /AMD1 : 201 2  

Table  C.3  shows  the  PEMS requ i rements  of I EC 60601 -1  and  the  correspond ing  requ irements  
in  th is  standard .  
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Table  C.3  – Relationship  to  IEC  60601 -1  

PEMS requ i rements  from  IEC  60601 -1 : 2005 Requ i rements  of IEC  62304 relating  to  the  software  

subsystem  of a  PEMS  

1 4. 1  General  

The requirements in  1 4.2 to 1 4.1 2 (inclusive)  shal l  
apply to PEMS unless:  

–  none of the PROGRAMMABLE ELECTRONIC 
SUBSYSTEMS (PESS) provides functional ity 
necessary for BASIC SAFETY or ESSENTIAL 

PERFORMANCE;  or 

–  the appl ication of RISK MANAGEMENT  as described 
in  4.2 demonstrates that the fai lure of the PESS 
does not lead  to an  unacceptable RISK.  

The  requ i rements  i n  1 4 . 1 3  are  appl i cable  to  any 

PEMS  i n tended  to  be  i ncorporated  i n to  an   I T-

NETWORK whether or not  the  requ i rements  i n  1 4 . 2  
to  1 4. 1 2  apply.  

When  the  requ i rements  i n  1 4. 2  to  1 4 . 1 3  apply,  
the  requ i rements  i n  subclause  4 . 3,  Clause  5,  
Clause  7,  Cl ause  8  and  Clause  9  of 
I EC 62304: 2006  shal l  a l so  apply to  the  
development or mod i fi cation  of software  for each  
PESS.  

4.3  Software  safety classi fication  

The  PEMS  requ i rements  of I EC 60601 -1  wou ld  on l y appl y to  
software  safety cl asses  B  and  C.  Th i s  standard  i ncl udes  some  
requ i rements  for software  safety cl ass  A.   

 

 

 

 

 

 

 

 

 

The  software  development PROCESS  requ i red  for compl iance  
wi th  I EC 60601 -1  does  not  i ncl ude  the  post  production  
mon i tori ng  and  main tenance  requ i red  by Clause  6  of 
I EC 62304: 2006.  

1 4.2  Documentation  

The  documents  requ i red  by Clause  1 4  shal l  be  
reviewed ,  approved ,  i ssued  and  changed  i n  
accordance  wi th  a  formal  document  con trol  
procedure.  

5. 1  Software  development plann ing  

I n  add i ti on  to  the  speci fi c  requ i rements  i n  the  software  
development p l ann ing  ACTIVI TY,  documents  that  are  part  of the  
RISK MANAGEMENT F I LE  are  requ i red  to  be  main tained  by I SO  
1 4971 .  I n  add i ti on ,  for documents  that  are  requ i red  by the  
qual i ty system ,  I SO  1 3485  [8]  requ i res  control  of the  
documents.  

1 4.3  RISK MANAGEMENT PLAN  

The RISK MANAGEMENT  plan required  by 4.2.2 shal l  
also include a reference to the PEMS VALIDATION  plan 
(see 1 4.1 1 ).  

 

Not  speci fi cal l y requ i red .  

There  i s  no  speci fi c  software  val i dation  p l an .  The  PEMS  
val i dation  pl an  i s  at  the  SYSTEM  l evel  and  thus  i s  ou ts i de  the  
scope  of th i s  software  standard .   Th i s  standard  does  requ i re  
TRACEABI LI TY  from  HAZARD  to  speci fi c  software  cause  to  RISK 

CONTROL  measure  to  VERIFICATION  of the  RISK CONTROL  
measure  (see  7. 3)   

1 4.4 PEMS  DEVELOPMENT LIFE-CYCLE  

A PEMS  DEVELOPMENT LI FE -CYCLE  shal l  be  
documented .  

5. 1  Software  development plann ing  

5. 1 . 1  Software  development plan  

The  i tems  addressed  by the  software  development  p l an  
consti tu te  a  SOFTWARE  DEVELOPMENT LI FE  CYCLE .  

The  PEMS  DEVELOPMENT LI FE -CYCLE  shal l  contai n  
a  set  of defi ned  m i l estones.  

 

At  each  m i l estone,  the  ACTIVI TI ES  to  be  
completed  and  the  VERIF ICATION  methods  to  be  
appl i ed  to  those  acti vi ti es  shal l  be  defi ned .  

5. 1 .6  Software  VERIFICATION  p l ann ing   

VERIFICATION  TASKS ,  m i l estones  and  acceptance  cri teria  must 
be  p l anned .  

Each  acti vi ty shal l  be  defi ned  i ncl ud ing  i ts  i npu ts  
and  ou tpu ts.  

5. 1 . 1  Software  development plan  

ACTIVI TI ES  are  defi ned  i n  th i s  s tandard .   Documentation  to  be  
produced  i s  defi ned  i n  each  ACTIVITY.  

Each  m i l estone  shal l  i denti fy the  RISK 

MANAGEMENT  ACTIVI TI ES  that  must  be  completed  
before  that  m i l estone.  

 

The  PEMS  DEVELOPMENT LI FE -CYCLE  shal l  be  
ta i l ored  for a  speci fi c  development  by making  
p l ans  wh ich  detai l  ACTIVI TI ES ,  m i l estones  and  
schedu les .  

5. 1 . 1  Software  development plan  

Th is  s tandard  a l l ows  the  development l i fe  cycle  to  be  
documented  i n  the  development p l an .  Th i s  means  the  
development p l an  contains  a  ta i l ored  development  l i fe  cycle.  

The  PEMS  DEVELOPMENT LI FE -CYCLE  shal l  i ncl ude  
documentation  requ i rements.  

5. 1 . 1  Software  development plan  

5. 1 .8  Documentation  plann ing  
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PEMS requ i rements  from  IEC  60601 -1 : 2005 Requ i rements  of IEC  62304 relating  to  the  software  

subsystem  of a  PEMS  

1 4.5  Problem  resolution  

 
Where  appropriate,  a  documented  system  for 
problem  resolu tion  wi th i n  and  between  a l l  phases  
and  ACTIVI TI ES  of the  PEMS  DEVELOPMENT LI FE -
CYCLE  shal l  be  developed  and  main tained .  

9  Software  problem  resolution  PROCESS  

Depend ing  on  the  type  of product,  the  problem  
resolu tion  SYSTEM  may:  

−  be  documented  as  a  part  of the  PEMS  
DEVELOPMENT LI FE -CYCLE ;  

−  a l l ow the  reporti ng  of poten tia l  or exi sti ng  
problems  affecti ng  BASIC  SAFETY  or 
ESSENTIAL  PERFORMANCE ;  

−  i ncl ude  an  assessment  of each  problem  for 
associated  RISKS ;  

−  i denti fy the  cri teria  that  must be  met for the  
i ssue  to  be  cl osed ;  

−  i denti fy the  action  to  be  taken  to  resolve  
each  problem .  

 
 

5. 1 . 1  Software  development plan  

 

9 . 1  Prepare  PROBLEM  REPORTS    

1 4.6  RISK MANAGEMENT PROCESS  7  Software  RISK MANAGEMENT  PROCESS  

1 4. 6. 1  I denti fi cation  of known  and  foreseeable  

HAZARDS  
 
When  compi l i ng  the  l i s t  of known  or foreseeable  
HAZARDS ,  the  MANUFACTURER  shal l  consider 
those  HAZARDS  associated  wi th  software  and  
hardware  aspects  of the  PEMS  i ncl ud ing  those  
associated  wi th  the  i ncorporation  of the  PEMS  i n to  
an  I T-NETWORK,  components  of th i rd -party ori g i n  
and  l egacy subsystems.  

7. 1  Analysis  of software  contributing  to  HAZARDOUS  

S ITUATIONS  
 
 
Th i s  standard  does  not  mention  network/data  coupl i ng  
speci fi cal l y 

1 4.6.2  RISK CONTROL  
 
Su i tably val i dated  tool s  and  PROCEDURES  shal l  
be  selected  and  i den ti fi ed  to  implement  each  
RISK CONTROL  measure.   These  tool s  and  
PROCEDURES  shal l  be  appropriate  to  assure  that  
each  RISK CONTROL  measure  sati sfactori l y 
reduces  the  i den ti fied  RISK(S ).  

5. 1 .4 Software  development standards,  methods  and  tools  

plann ing  
 
Th i s  s tandard  requ i res  the  i denti fi cati on  of speci fi c  tool s  and  
methods  to  be  used  for development i n  general ,  not  for each  
RISK CONTROL  measure.    

1 4.7  Requ i rements  speci fication  

 
For the  PEMS  and  each  of i ts  subsystems  (e. g .  
for a  PESS)  there  shal l  be  a  documented  
requ i rement  speci fi cation .  

5.2  Software  requ i rements  analysis  

 
Th is  standard  deal s  on l y wi th  the  software  subsystems  of a  
PEMS.  

The  requ i rement speci fi cation  for a  system  or 
subsystem  shal l  i ncl ude  and  d i sti ngu ish  any 
ESSENTIAL  PERFORMANCE  and  any RISK CONTROL  
measures  implemented  by that  system  or 
subsystem .  

5.2. 1  Defi ne  and  document software  requ i rements  from  SYSTEM  
requ i rements.   

5.2.2  Software  requ i rements  con tent  

5.2.3  I ncl ude  RISK CONTROL  measures  i n  software  requ i rements  

Th i s  standard  does  not  requ i re  that  the  requ i rements  re lated  to  
essen tia l  performance  and  RISK CONTROL  measures  be  
d i s ti ngu ished  from  other requ i rements ,  bu t  i t  does  requ i re  that  
a l l  requ i rements  be  un iquely i denti fi ed .  
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1 4.8  ARCHITECTURE  
For the  PEMS  and  each  of i ts  subsystems,  an  
ARCH ITECTURE  shal l  be  speci fi ed  that  shal l  sati sfy 
the  requ i rements  speci fi cation .  

5.3   Software  ARCHITECTURAL design   

Where  appropriate,  to  reduce  the  RISK  to  an  
acceptable  l evel ,  the  arch i tectu re  speci fi cation  
shal l  make  use  of:  
a)  COMPONENTS  WITH  H IGH - I NTEGRITY 

CHARACTERISTICS ;  
b)  fa i l -safe  functions;  
c)  redundancy;  
d )  d i vers i ty;  
e)  parti ti on ing  of functional i ty;  
f)  defens ive  design ,  e . g .  l im i ts  on  potential l y 

hazardous  effects  by restri cti ng  the  avai l able  
ou tpu t  power or by i n troducing  means  to  l im i t  
the  travel  of actuators.  

 

5.3.5  Identi fy segregation  necessary for RISK CONTROL  

Parti ti on i ng  i s  the  on ly techn ique  i denti fi ed ,  and  i t  i s  on l y 
i denti fi ed  because  there  i s  a  requ i rement  to  state  how the  
i n tegri ty of the  parti ti on ing  i s  assured .  

The  ARCH ITECTURE  speci fi cation  shal l  take  i n to  
cons ideration :  
a)  a l l ocation  of RISK CONTROL  measures  to  

subsystems  and  components  of the  PEMS ;  
b)  fa i l u re  modes  of components  and  thei r 

effects;  
c)  common  cause  fa i l u res;  
d )  system ic fai l u res;  
e)  test  i n terval  duration  and  d iagnosti c  

coverage;  
f)  main tainabi l i ty;  
g )  protection  from  reasonably foreseeable  

m isuse;  
h )  the  I T-NETWORK  speci fi cation ,  i f appl i cable.  

Th i s  i s  not  i ncl uded  i n  th i s  s tandard .  

1 4.9  Design  and  implementation  
Where  appropriate,  the  des ign  shal l  be  
decomposed  i n to  subsystems,  each  having  both  
a  des ign  and  test  speci fi cation .  

5.4 Software  detai l ed  design  

5.4.2  Develop  detai l ed  design  for each  SOFTWARE UN IT  
Th is  s tandard  does  not  requ i re  a  test  speci fi cation  for detai l ed  
design .  

Descripti ve  data  regard ing  the  des ign  
envi ronment shal l  be  i ncl uded  i n  the  

documentation .  

5.4.2  Develop  detai led  design  for each  SOFTWARE UN IT  

1 4. 1 0  VERIFICATION  
VERIFICATION  i s  requ i red  for a l l  functi ons  that  
implement BASIC  SAFETY,  ESSENTIAL  

PERFORMANCE  or RISK CONTROL  measures.  

5. 1 . 6  Software VERIFICATION  p l ann ing  
VERIFICATION  i s  requ i red  for each  ACTIVI TY   
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A VERIF ICATION  p l an  shal l  be  produced  to  show 
how these  functions  shal l  be  veri fi ed .   The  pl an  
shal l  i ncl ude:   

−  a t  wh ich  m i l estone(s)  VERIF ICATION  i s  to  be  
performed  on  each  function ;  

−  the  selection  and  documentation  of 
VERIF ICATION  s trateg ies,  ACTIVI TI ES ,  
techn iques,  and  the  appropriate  l evel  of 
i ndependence  of the  personnel  perform ing  the  
VERIF ICATION ;  

−  the  selection  and  u ti l i zation  of VERIFICATION  
tool s ;  

−  coverage  cri teria  for VERIFICATION .  

5. 1 . 6  Software  VERIFICATION  p l ann ing  
I ndependence  of personnel  i s  not  i ncl uded  i n  th i s  s tandard .   I t  
i s  cons idered  covered  i n  I SO 1 3485.  

The  VERIFICATION  shal l  be  performed  accord ing  to  
the  VERIFICATION  p l an .   The  resu l ts  of the  
VERIF ICATION  acti vi ti es  shal l  be  documented .  

VERIFICATION  requ i rements  are  i n  most  of the  ACTIVI TI ES .  

1 4. 1 1  PEMS  VALIDATION  
A PEMS  VALIDATION  p l an  shal l  i ncl ude  the  val i dation  
of BASIC  SAFETY  and  ESSENTIAL  PERFORMANCE .  

 

Th i s  standard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

Methods  used  for PEMS  VALIDATION  shal l  be  
documented  

Th is  standard  does  not  cover software  val i dation .  PEMS  
val i dati on  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

The  PEMS  VALIDATION  shal l  be  performed  accord ing  
to  the  PEMS  VALIDATION  p l an .   The  resu l ts  of the  
PEMS  VALIDATION  acti vi ti es  shal l  be  documented .  

Th i s  standard  does  not  cover software  val i dation .  PEMS  
val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

The  person  having  the  overal l  respons ibi l i ty for the  
PEMS  VALIDATION  shal l  be  i ndependent of the  
des ign  team .   The  MANUFACTURER  shal l  document  
the  rati onale  for the  l evel  of i ndependence.  

Th i s  standard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

No  member of a  des ign  team  shal l  be  responsible  
for the  PEMS  VALIDATION  of thei r own  design .  

Th i s  standard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

Al l  professional  re lati onsh ips  of the  members  of 
the  PEMS  VALIDATION  team  wi th  members  of the  
design  team  shal l  be  documented  i n  the  RISK 

MANAGEMENT F I LE .  

Th i s  s tandard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

A reference  to  the  methods  and  resu l ts  of the  PEMS  
VALIDATION  shal l  be  i ncl uded  i n  the  RISK 

MANAGEMENT F I LE .  

Th i s  s tandard  does  not  cover software  val i dation .  PEMS  

val i dation  i s  a  SYSTEM  l evel  ACTIVI TY  and  i s  ou ts i de  the  scope  
of th i s  s tandard .  

1 4. 1 2  Modi fication  
I f any or a l l  of a  design  resu l ts  from  a  mod i fi cation  
of an  earl i er des ign  then  e i ther a l l  of th i s  cl ause  
appl i es  as  i f i t  were  a  new design  or the  con ti nued  
val i d i ty of any previous  des ign  documentation  shal l  
be  assessed  under a  documented  
mod i fi cation/change  PROCEDURE .  

6 Software  maintenance  PROCESS  
Th is  standard  takes  the  approach  that  software  main tenance  
shou ld  be  p l anned  and  that  implementation  of mod i fi cations  
shou ld  use  the  software  development PROCESS  or an  
establ i shed  software  main tenance  PROCESS .  

When  software  i s  mod i fi ed ,  the  requ i rements  i n  
subclause  4 . 3,  Clause  5,  Clause  7 ,  Clause  8  and  
Cl ause  9  of I EC 62304: 2006  shal l  a l so  apply to  the  
mod i fi cation .  
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1 4. 1 3   PEMS  i n tended  to  be  i ncorporated  in to  an  

IT-NETWORK  
 

I f the  PEMS  i s  i n tended  to  be  i ncorporated  i n to  an  
I T-NETWORK  that  i s  not  va l i dated  by the  PEMS  

MANUFACTURER,  the  MANUFACTURER  shal l  make  
avai l able  i nstructions  for implementi ng  such  
connection  i ncl ud ing  the  fol l owing   
 
a)  the  purpose  of the  PEMS ’S  connection  to  an  I T-

NETWORK;  

b)  the  requ i red  characteri sti cs  of the  I T-NETWORK 

i ncorporati ng  the  PEMS ;  

c)  the  requ i red  confi guration  of the  I T-NETWORK 

i ncorporati ng  the  PEMS ;  

d )  the  techn ical  speci fi cations  of the  network 
connection  of the  PEMS  i ncl ud ing  securi ty 
speci fi cations;  

e) the  i n tended  i n formation  fl ow between  the  
PEMS ,  the  I T-NETWORK and  other devices  on  the  

I T-NETWORK,  and  the  i n tended  rou ti ng  through  
the  I T-NETWORK;  and  

NOTE  1  Th i s  can  i ncl ude  aspects  of 
effecti veness  and  data  and  system  securi ty as  
re lated  to  BASIC  SAFETY and  ESSENTIAL  

PERFORMANCE  (see  a l so  Clause  H . 6  and  I EC 
80001 -1 : 201 0).  

f)  l i s t  the  HAZARDOUS  S I TUATIONS  resu l ti ng  from  a  
fa i l u re  of the  I T-NETWORK  to  provide  the  
characteri sti cs  requ i red  to  meet the  purpose  of 
the  PEMS  connection  to  the  I T-NETWORK.  

I n  the  ACCOMPANYING  DOCUMENTS ,  the  
MANUFACTURER  shal l  i nstruct  the  RESPONSIBLE  

ORGAN IZATION  that:  

−  connection  of the  PEMS  to  an  I T-NETWORK  that  
i ncl udes  other equ ipment cou ld  resu l t  i n  
previously un identi fi ed  RISKS  to  PATIENTS ,  
OPERATORS  or th i rd  parti es;  

−  the  RESPONSIBLE  ORGAN IZATION  shou ld  i denti fy,  
anal yze,  evaluate  and  con trol  these  RISKS ;  
 

 

Requ i rements  for i ncorporation  i n to  an  I T-network are  not  
i ncl uded  i n  th i s  s tandard .  
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NOTE  3  I EC 80001 -1 : 201 0  provides  gu i dance  for 
the  RESPONSIBLE  ORGAN IZATION  to  address  these  
ri sks.  

−  subsequent  changes  to  the  I T-NETWORK  cou l d  
i n troduce  new RISKS  and  requ i re  add i ti onal  
analys i s ;  and  

−  changes  to  the  I T-NETWORK i ncl ude:  

•  changes  i n  the  I T-NETWORK  confi guration ;   

•  connection  of add i ti onal  i tems  to  the  I T-  
NETWORK;  

•  d i sconnecti ng  i tems  from  the  I T-
NETWORK;  

•  u pdate  of equ ipment connected  to  the  I T-
NETWORK;  

•  u pgrade  of equ ipment connected  to  the  
I T-NETWORK.  

 

 

 

 

C.4.7  Relationship  to  requ irements  in  IEC  60601 -1 -4 

I EC 60601 -1 -4  has  been  wi thdrawn.  

C.5 Relationship to  IEC 61 01 0-1  

The  scope of I EC 61 01 0-1  [5]  covers  electrical  test and  measuring  equ ipment,  e lectrical  control  
equ ipment and  e lectrical  laboratory equ ipment.  On ly part of the  laboratory equ ipment  i s  used  in  
a  med ical  environment or as  i n  vi tro  d iagnostic equ ipment ( IVD).   

Due  to  l egal  regu lations  or normative  references,  IVD  equ ipment i s  a l located  to  MEDICAL 

DEVICES  wi thout,  however,  fa l l ing  wi th in  the  scope of I EC 60601 -1  [1 ] .  Th is  i s  attributable  not 
on ly to  the  fact that,  strictly speaking ,  IVD  instruments  are  not MEDICAL DEVICES  wh ich  come 
in to  d i rect contact wi th  patients,  bu t a lso  to  the  fact that such  products  are  manufactured  for 
many d i fferent appl ications  in  various  laboratories.  Use  as  an  IVD  instrument or as  an  
accessory for an  IVD  instrument i s  then  rare.  

I f l aboratory equ ipment i s  used  as  IVD  equ ipment,  the  measured  resu l ts  obtained  must be  
EVALUATED  i n  accordance wi th  med ical  cri teria.  The  appl ication  of I SO  1 4971  is  requ ired  for 
RISK MANAGEMENT .  I f such  products  also  contain  software  that can  lead  to  a  HAZARDOUS  

S ITUATION ,  for example  fai lu re  caused  by the  software  wh ich  resu l ts  i n  an  unwanted  change of 
med ical  data  (measuring  resu l ts),  I EC  62304  must be  taken  in to  account.  

I EC 61 01 0-1 : 201 0  has  a  general  requ irement for ri sk assessment i n  Clause  1 7,  wh ich  i s  more  
stream l ined  than  the  fu l l  ri sk management requ irements  of I SO  1 4971 .  Applying  I EC 61 01 0-1  
Clause  1 7  alone  does  not meet the  requ i red  cri teria  for ri sk management of I EC  62304,  wh ich  
i s  based  on  fu l l  I SO  1 4971  risk management requ i rements.  W i th  th is  i n  m ind ,  i t  i s  expected  by 
th is  standard  that when  an  IVD  med ical  device  has  software-related  risks,  i ts  risk management 
process  is  performed  fol lowing  ISO  1 4971  i nstead  of on ly Clause  1 7  of I EC  61 01 0-1 .  
Compl iance  wi th  Clause  1 7  of I EC  61 01 0-1  wi l l  be  ach ieved ,  as  detai led  in  the  Note  to  Clause  
1 7  of I EC 61 01 0-1 :  

NOTE  One  RISK  assessment procedure  i s  ou tl i ned  i n  Annex J .  Other RISK  assessment  procedures  are  contai ned  i n  
I SO  1 4971 ,  SEMI  S1 0-1 296,  I EC 61 508,  I SO  1 41 21 -1 ,  and  ANSI  B1 1 . TR3.  Other establ i shed  procedures  wh ich  
implement  s im i l ar steps  can  a l so  be  used .  

The  flowchart i n  F igure  C.3  shows  the  appl ication  of I EC 62304  wi th  I EC 61 01 0-1 ,  Clause  1 7:  
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Figure C.3  – Appl ication  of IEC  62304 wi th  IEC  61 01 0-1  

IEC   727/06 
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C.6 Relationship to  ISO/IEC 1 2207 

This  standard  has  been  derived  from  the  approach  and  concepts  of I SO/IEC 1 2207  [9] ,  wh ich  
defines  requ irements  for software  l i fe  cycle  PROCESSES  i n  general ,  i . e.  not restricted  to  MEDICAL 

DEVICES .  

Th is  standard  d i ffers  from  ISO/IEC 1 2207  main ly wi th  respect to  the  fol lowing .  I t:  

•  excludes  SYSTEM  aspects,  such  as  SYSTEM  requ irements,  SYSTEM  ARCHITECTURE  and  
val idation ;  

•  om i ts  some PROCESSES  seen  as  dupl icating  ACTIVITI ES  documented  e lsewhere  for MEDICAL 

DEVICES ;  

•  adds  the  (SAFETY)  RISK MANAGEMENT PROCESS  and  the  software  release  PROCESS ;  

•  incorporates  the  documentation  and  the  VERIFICATION  supporting  PROCESSES  i n to  the  
development and  main tenance PROCESSES ;  

•  merges  the  PROCESS  implementation  and  plann ing  ACTIVITI ES  of each  PROCESS  i n to  a  s ing le  
ACTIVI TY  i n  the  development and  maintenance PROCESSES ;  

•  classi fies  the  requ irements  wi th  respect to  SAFETY  needs;  and  

•  does  not expl ici tly classi fy PROCESSES  as  primary or supporting ,  nor group PROCESSES  as  
I SO/IEC 1 2207  does.  

Most of these  changes  were  driven  by the  desire  to  tai lor the  standard  to  the  need  of the  
MEDICAL DEVICE  sector by:  

•  focusing  on  SAFETY  aspects  and  the  MEDICAL DEVICE  RISK MANAGEMENT  s tandard  ISO  1 4971 ;  

•  selecting  the  appropriate  PROCESSES  u sefu l  i n  a  regu lated  environment;  

•  taking  in to  account that software  development i s  embedded  in  a  qual i ty system  (wh ich  
covers  some of the  PROCESSES  and  requ i rements  of I SO/IEC 1 2207);  and  

•  lowering  the  level  of abstraction  to  make i t  easier to  use.  

Th is  standard  is  not contrad ictory to  I SO/IEC 1 2207.  I SO/IEC 1 2207  can  be  usefu l  as  an  aide  
in  setting  up  a  wel l  structured  SOFTWARE DEVELOPMENT LI FE  CYCLE  MODEL  that i ncludes  the  
requ irements  of th is  standard .  

Table  C.5,  wh ich  was  prepared  by I SO/IEC JTC1 /SC7,  shows  the  relationsh ip  between  
IEC 62304  and  I SO/IEC 1 2207.  
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Table  C.5  – Relationsh ip  to  ISO/IEC  1 2207: 2008  

ISO/IEC  62304 PROCESSES  I SO/IEC  1 2207: 2008  

ACTIVITY  TASK  PROCESSES  ACTIVITY/TASK  

5  Software  devel opmen t  PROCESS   

5 . 1  Software  
devel opmen t  p l ann i ng  

   

5 . 1 . 1  Software  
deve lopmen t p l an  

7 . 1 . 1  Software  
Implemen tati on  

7 . 1 . 1 . 3 . 1  Software  
impl emen tati on  strategy 

7 . 1 . 1 . 3 . 1 . 1  

7 . 1 . 1 . 3 . 1 . 3  

7 . 1 . 1 . 3 . 1 . 4  

6 . 3 . 1 . 3 . 2  Proj ect  p l ann i ng  

6 . 3 . 1 . 3 . 2 . 1  

5 . 1 . 2  Keep  software  
deve lopmen t p l an  
updated  

6 . 3 . 2  Proj ect  Assesmen t  
and  Con tro l  

6 . 3 . 2 . 3 . 2  Proj ect  con trol  

6 . 3 . 2 . 3 . 2 . 1  

5 . 1 . 3  Software  
deve lopmen t p l an  
reference  to  SYSTEM  
d es i gn  and  devel opmen t  

6 . 4 . 3  System  
Arch i tectu ra l  Des i gn  

6 . 4 . 5  System  I n teg rati on  

7 . 2 . 5  Software  
Va l i dati on  Process  

6 . 4 . 3 . 3 . 1  Establ i sh i ng  
arch i tectu re  

6 . 4 . 3 . 3 . 1 . 1  

6 . 4 . 5 . 3 . 1  I n tegrati on  

6 . 4 . 5 . 3 . 1 . 1  

7 . 2 . 5 . 3 . 1  Process  
imp lemen tati on  

7 . 2 . 5 . 3 . 1 . 4  

5 . 1 . 4  Software  
devel opmen t standards,  
methods  and  tool s  
p l ann ing  

7 . 1 . 1  Software  
I mpl emen tati on  

7 . 1 . 1 . 3 . 1  Software  
imp lemen tati on  s trategy 

7 . 1 . 1 . 3 . 1 . 3  

5 . 1 . 5  Software  
i n tegrati on  and  
i n tegrati on  testi ng  
p l ann ing  

7 . 1 . 6  Software  
I n tegrati on  

7 . 1 . 6 . 3 . 1  Software  
i n tegrati on  

7 . 1 . 6 . 3 . 1 . 1  

5 . 1 . 6  Software  
VERI F ICATION  p l ann i ng  

7 . 2 . 4  Software  
Veri fi cati on  

7 . 1 . 5  Software  
Constructi on  

7 . 1 . 6  Software  
I n teg rati on  

7 . 1 . 7  Software  
Qual i fi cati on  Testi ng  

7 . 2 . 4 . 3 . 1  Process  
implemen tati on  

7 . 2 . 4 . 3 . 1 . 4  

7 . 2 . 4 . 3 . 1 . 5  

7 . 1 . 5 . 3 . 1  Software  
constru ti on  

7 . 1 . 5 . 3 . 1 . 5  

7 . 1 . 6 . 3 . 1  Software  
i n teg rati on  

7 . 1 . 6 . 3 . 1 . 5  

7 . 1 . 7 . 3 . 1  Software  
qua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 3  

5 . 1 . 7  Software  RISK 

MANAGEMENT  p l ann i ng  
6 . 3 . 4  Ri sk Managemen t 
Process  

 

5 . 1 . 8  Documen tati on  
p l ann ing  

7 . 2 . 1  Software  
Documen tati on  
Managemen t 

7 . 2 . 1 . 3 . 1  Process  
impl emen tati on  

7 . 2 . 1 . 3 . 1 . 1  

 5. 1 . 9  Software  
con fi gu rati on  
management p l ann ing  

7 . 2 . 2  Software  
Confi gu rati on  
Management  

7 . 2 . 8  Software  Probl em  
Resol u ti on  

7 . 2 . 2 . 3 . 1  Process  
impl emen tati on  

7 . 2 . 2 . 3 . 1 . 1  

7 . 2 . 8 . 3 . 1  Process  
impl emen tati on  

7 . 2 . 8 . 3 . 1 . 1  

5 . 1 . 1 0  Supporti ng  i tems  
to  be  con trol l ed  

6 . 2 . 2  I n frastructu re  
Management  

6 . 2 . 2  I n frastructu re  
Management  

 

6 . 2 . 2 . 3 . 2  Establ i shmen t 
of the  i n frastructu re  

6 . 2 . 2 . 3 . 2 . 1  

6 . 2 . 2 . 3 . 3  Mai n tenance  
of the  i n frastructu re  

6 . 2 . 2 . 3 . 3 . 1  

5 . 1 . 1 1  Software  
CONFIGURATION  I TEM  
con tro l  before  
VERI F ICATION  

7 . 2 . 2  Software  
Confi gu rati on  
Management  

 

7 . 2 . 2 . 3 . 2  Con fi gu rati on  
i d en ti fi cati on  

7 . 2 . 2 . 3 . 2 . 1  
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5. 2  Software  
requ i remen ts  ana l ys i s  

   

5 . 2 . 1  Defi ne  and  
documen t software  
requ i remen ts  from  
SYSTEM  requ i remen ts  

6 . 4 . 3  System  
Arch i tectu ra l  Desi gn  

6 . 4 . 3 . 3 . 1  Establ i sh i ng  
arch i tectu re  

6 . 4 . 3 . 3 . 1 . 1  

5 . 2 . 2  Software  
requ i remen ts  con ten t  

7 . 1 . 2  Software  
Requ i remen ts  Ana lys i s  

7 . 1 . 2 . 3 . 1  Software  
requ i remen ts  ana l ys i s  

7 . 1 . 2 . 3 . 1 . 1  5 . 2 . 3  I ncl ude  RISK 

CONTROL  measures  i n  
software  requ i remen ts  

5 . 2 . 4  Re-EVALUATE  

MEDICAL  DEVI CE   RI SK  
ANALYSI S  

N one  None  

5 . 2 . 5  Update  SYSTEM  
requ i remen ts  

7 . 1 . 2  Software  
Requ i remen ts  Anal ys i s  

 

7 . 1 . 2 . 3 . 1  Software  
requ i remen ts  ana l ys i s  

7 . 1 . 2 . 3 . 1 . 1  a)  &  b )  

5 . 2 . 6  Veri fy software  
requ i remen ts  

7 . 2 . 4  Software  
Veri fi cati on  

 

7 . 2 . 4 . 3 . 2  Veri fi cati on  

7 . 2 . 4 . 3 . 2 . 1  

5 . 3  Software  
ARCH I TECTURAL  d es i gn  

5 . 3 . 1  Transform  
software  requ i remen ts  
i n to  an  ARCH I TECTURE  

7 . 1 . 3  Software  
Arch i tectu ra l  Des i gn  

7 . 1 . 3 . 3 . 1  Software  
arch i tectu ra l  des ign  

7 . 1 . 3 . 3 . 1 . 1  

5 . 3 . 2  Devel op  an  
ARCH I TECTURE  for the  
i n terfaces  of SOFTWARE  

I TEMS  

7 . 1 . 3 . 3 . 1  Software  
arch i tectu ra l  d es ign  

7 . 1 . 3 . 3 . 1 . 2  

5 . 3 . 3  Speci fy fu ncti onal  
and  performance  
requ i remen ts  of SOUP  
i tem  

None  none  

5 . 3 . 4  Speci fy SYSTEM  
h ardware  and  software  
requ i red  by SOUP  i tem  

None  none  

5 . 3 . 5  I d en ti fy 
seg regation  necessary for 
RISK CONTROL  

N one  none  

5 . 3 . 6  Veri fy software  
ARCH I TECTURE  

7 . 1 . 3  Software  
Arch i tectu ra l  Desi gn  

7 . 1 . 3 . 3 . 1  Software  
arch i tectu ra l  des i gn  

7 . 1 . 3 . 3 . 1 . 6  

5 . 4  Software  deta i l ed  
des ign  

5 . 4 . 1  Refi ne  SOFTWARE  

ARCH I TECTURE   i n to  
SOFTWARE  UN I TS  

7 . 1 . 4  Software  Deta i l ed  
Desi gn  

7 . 1 . 4 . 3 . 1  Software  
deta i l ed  d esi gn  

7 . 1 . 4 . 3 . 1 . 1  

5 . 4 . 2  Deve lop  deta i l ed  
d esi gn  for each  
SOFTWARE  UN I T  

5 . 4 . 3  Devel op  deta i l ed  
des ign  for i n terfaces  

7 . 1 . 4 . 3 . 1  Software  
deta i l ed  d es ign  

7 . 1 . 4 . 3 . 1 . 2  

5 . 4 . 4  Veri fy deta i l ed  
des ign  

7 . 1 . 4  Software  Deta i l ed  
Des ign  

7 . 1 . 4 . 3 . 1  Software  
deta i l ed  d es ign  

7 . 1 . 4 . 3 . 1 . 7  

5 . 5  SOFTWARE  UN I T  
implemen tati on  and  
veri fi cati on  

5 . 5 . 1  Imp lemen t  each  
SOFTWARE  UN I T  

7 . 1 . 5  Software  
Constructi on  

7 . 1 . 5 . 3 . 1  Software  
constructi on  

7 . 1 . 5 . 3 . 1 . 1  

5 . 5 . 2  Establ i sh  
SOFTWARE  UN I T  

VERI F I CATION  PROCESS  

7 . 1 . 4  Software  Deta i l ed  
Desi gn  

7 . 1 . 5  Software  
Constructi on  

7 . 1 . 4 . 3 . 1  Software  
deta i l ed  desi gn  

7 . 1 . 4 . 3 . 1 . 5  

7 . 1 . 5 . 3 . 1  Software  
Constructi on  

7 . 1 . 5 . 3 . 1 . 5  

5 . 5 . 3  SOFTWARE  UN I T  
acceptance  cri teri a  

7 . 1 . 5  Software  
Constructi on  

7 . 1 . 5 . 3 . 1  Software  
constructi on  

7 . 1 . 5 . 3 . 1 . 5  
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5. 5. 4  Add i ti ona l  
SOFTWARE  UN I T  
acceptance  cri teri a  

7 . 1 . 5  Software  
Constructi on  

7 . 2 . 4  Software  
Veri fi cati on  

7 . 1 . 5 . 3 . 1  Software  
constructi on  

7 . 1 . 5 . 3 . 1 . 2  

5 . 5 . 5  SOFTWARE  UN I T  

VERI F I CATION  
7 . 1 . 5  Software  
Constructi on  

7 . 1 . 5 . 3 . 1  Software  
constructi on  

7 . 1 . 5 . 3 . 1 . 2  

5 . 6  Software  i n tegrati on  
and  i n tegrati on  testi ng  

5 . 6 . 1  I n tegrate  
SOFTWARE  UN I TS  

7 . 1 . 6  Software  
I n tegrati on  

7 . 1 . 6 . 3 . 1  Software  
i n tegrati on  

7 . 1 . 6 . 3 . 1 . 2  

5 . 6 . 2  Veri fy software  
i n tegrati on  

7 . 1 . 6  Software  
I n tegrati on  

6 . 4 . 5  System  I n tegrati on  

7 . 1 . 6 . 3 . 1  Software  
i n tegrati on  

7 . 1 . 6 . 3 . 1 . 2  

6 . 4 . 5 . 3 . 1  I n tegrati on  

6 . 4 . 5 . 3 . 1 . 2  

5 . 6 . 3  Test  i n tegrated  
software  

7 . 1 . 7  Software  
Qual i fi cati on  Testi ng  

7 . 1 . 7 . 3 . 1  Software  
q ua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 1  

5 . 6 . 4  I n tegrati on  testi ng  
con ten t  

7 . 1 . 7  Software  
Qual i fi cati on  Testi ng  

7 . 1 . 7 . 3 . 1  Software  
q ua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 3  

5 . 6 . 5  Veri fy  i n tegrati on  
tests  procedures  

None  None  

5 . 6 . 6  Conduct  
regress ion  tests  

7 . 1 . 6  Software  
I n tegrati on  

7 . 1 . 6 . 3 . 1  Software  
i n tegrati on  

7 . 1 . 6 . 3 . 1 . 2  

5 . 6 . 7  I n tegrati on  test  
record  con ten ts  

7 . 1 . 6  Software  
I n tegrati on  

7 . 1 . 6 . 3 . 1  Software  
i n tegrati on  

7 . 1 . 6 . 3 . 1 . 2  

5 . 6 . 8  Use  software  
probl em  reso lu ti on  
PROCESS  

7 . 2 . 4  Software  
Veri fi cati on  

7 . 2 . 4 . 3 . 1  Process  
impl emen tati on  

7 . 2 . 4 . 3 . 1 . 6  

5 . 7  SOFTWARE  SYSTEM  
testi ng  

5 . 7 . 1  Estab l i sh  tests  for 
each  software  
requ i remen t  

7 . 1 . 6  Software  
I n tegrati on  

7 . 1 . 7  Software  
Qual i fi cati on  Testi ng  

7 . 1 . 6 . 3 . 1  Software  
i n tegrati on  

7 . 1 . 6 . 3 . 1 . 4  

7 . 1 . 7 . 3 . 1  Software  
q ua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 1  

5 . 7 . 2  Use  software  
probl em  resolu ti on  
PROCESS  

7 . 2 . 4  Software  
Veri fi cati on  

7 . 2 . 4 . 3 . 1  Process  
impl emen tati on  

7 . 2 . 4 . 3 . 1 . 6  

5 . 7 . 3  Retest  a fter 
changes  

7 . 2 . 8  Software  Probl em  
Resol u ti on  

7 . 2 . 8 . 3 . 1  Process  
implemen tati on  

7 . 2 . 8 . 3 . 1 . 1  

5 . 7 . 4  Veri fy SOFTWARE  

SYSTEM  testi ng  
7 . 1 . 7  Software  
Qua l i fi cati on  Testi ng  

7 . 1 . 7 . 3 . 1  Software  
q ua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 3  

5 . 7 . 5  SOFTWARE  SYSTEM  
test  record  con ten ts  

7 . 1 . 7  Software  
Qual i fi cati on  Testi ng  

7 . 1 . 7 . 3 . 1  Software  
qua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 1  

5 . 8  Software  re l ease  5 . 8 . 1  Ensu re  software  
VERI F ICATION  i s  complete  

6 . 4 . 9  Software  
Operati on   

7 . 2 . 2  Software  
Confi gu rati on  
Management   

6 . 4 . 9 . 3 . 2  Operati on  
acti vati on  and  check-ou t  

6 . 4 . 9 . 3 . 2 . 1  

6 . 4 . 9 . 3 . 2 . 2  

7 . 2 . 2 . 3 . 6  Re lease  
management and  de l i very 

7 . 2 . 2 . 3 . 6 . 1  

5 . 8 . 2  Documen t known  
res i dual  ANOMALI ES  

7 . 2 . 2  Software  
Confi gu rati on  
Management 

7 . 1 . 7  Software  
Qual i fi cati on  Testi ng  

7 . 2 . 2 . 3 . 5  Con fi gu rati on  
eva l uati on  

7 . 2 . 2 . 3 . 5 . 1  

7 . 1 . 7 . 3 . 1  Software  
q ua l i fi cati on  testi ng  

7 . 1 . 7 . 3 . 1 . 3  

5 . 8 . 3  EVALUATE  known  
res i dua l  ANOMALI ES  
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5. 8 . 4  Documen t 
re l eased  VERSIONS  

7 . 2 . 2  Software  
Confi gu rati on  
Managemen t Process  

7 . 2 . 2 . 3 . 6  Rel ease  
managemen t and  de l i very 

7 . 2 . 2 . 3 . 6 . 1  5 . 8 . 5  Document how 
re leased  software  was  
created  

5 . 8 . 6  Ensu re  ACTIVI TI ES  
and  TASKS  a re  complete  

5 . 8 . 7  Arch ive  software  

5 . 8 . 8  Assu re  
repeatab i l i ty of software  
re l ease  

6  Software  main tenance   PROCESS  6 . 4 . 1 0  Software  Mai n tenance  Process  

6 . 1  Establ i sh  software  
ma in tenance  p l an  

 6 . 4 . 1 0  Software  
Ma in tenance   

None  

6 . 2  Problem  and  
mod i fi cati on  ana l ys i s  

6 . 2 . 1  Documen t  and  
EVALUATE  feedback 

None  None  

6 . 2 . 1 . 1  Mon i tor 
feedback 

6 . 4 . 1 0  Software  
Mai n tenance   

N one   

6 . 2 . 1 . 2  Documen t   and  
EVALUATE  feedback 

6 . 2 . 1 . 3  EVALUATE  
PROBLEM  REPORT ’S  e ffects  
on  SAFETY  

6 . 4 . 1 0  Software  
Mai n tenance   

N one   

6 . 2 . 2  Use  software  
probl em  reso lu ti on  
PROCESS  

6 . 4 . 1 0  Software  
Ma in tenance   

None   

6 . 2 . 3  Ana lyse  CHANGE  

REQUESTS  
6 . 4 . 1 0  Software  
Ma in tenance   

None   

6 . 2 . 4  CHANGE  REQUEST  
approval  

6 . 4 . 1 0  Software  
Mai n tenance   

N one   

6 . 2 . 5  Commun icate  to  
u sers  and  regu lators  

6 . 4 . 1 0  Software  
Mai n tenance   

N one   

6 . 3  Mod i fi cati on  
imp lemen tati on  

 None  None   

 6 . 3 . 1  U se  estab l i shed  
PROCESS  to  imp lemen t  
mod i fi cati on  

6 . 4 . 1 0  Software  
Ma in tenance   

None   

 6 . 3 . 2  Re-re l ease  
mod i fi ed  SOFTWARE  

SYSTEM  

7 . 2 . 2  Software  
Con fi gu rati on  
Managemen t  

N one   

7  Software  RISK MANAGEMENT  PROCESS  6 . 3 . 4  Ri sk Managemen t  Process  

Th i s  i s  based  on  I SO/I EC  1 6085.   Wh i l e  there  i s  some  
commonal i ty i t  d oes  not  add ress  the  speci fi c  
requ i remen ts  for med i ca l  device  software  
devel opmen t   wi th  regard  to  ri sk management  

 

8  Software  con fi gu rati on  management  PROCESS   

8 . 1  Con fi gu rati on  
i den ti fi cati on  

8 . 1 . 1  Establ i sh  means  
to  i d en ti fy CONFIGURATION  

I TEMS  

7 . 2 . 2  Software  
Confi gu rati on  
Management  

None   

8 . 1 . 2  I d en ti fy SOUP  N one  None   

8 . 1 . 3  I den ti fy SYSTEM  
con fi gu rati on  
documen tati on  

7 . 2 . 2  Software  
Confi gu rati on  
Management  

N one   

8 . 2  Change  con trol  8 . 2 . 1  Approve  CHANGE  

REQUESTS  
7 . 2 . 2  Software  
Confi gu rati on  
Management  

None   

8 . 2 . 2  I mpl emen t 
changes  

6 . 4 . 1 0  Software  
Ma in tenance   

None   

8 . 2 . 3  Veri fy changes  7 . 2 . 2  Software  
Confi gu rati on  
Management   

None   

8 . 2 . 4  Provide  means  for 
TRACEABI L I TY  o f change  
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8. 3  Con fi gu rati on  s tatus  
accoun ti ng  

 7 . 2 . 2  Software  
Confi gu rati on  
Management   

Non  

 

 

e   

9  Software  probl em  resol u ti on  PROCESS   

9 . 1  Prepare  PROBLEM  

REPORTS  
 7 . 2 . 8  Software  Probl em  

Resol u ti on   
None   

9 . 2  I nvesti gate  the  
probl em  

 7 . 2 . 8  Software  Prob lem  
Resol u ti on   

None   

9 . 3  Advi se  re l evan t  
parti es  

 7 . 2 . 8  Software  Probl em  
Resol u ti on   

None   

9 . 4  U se  change  con tro l  
process  

 7 . 2 . 2  Software  
Confi gu rati on  
Management  

6 . 4 . 1 0  Software  
Ma in tenance   

None   

9 . 5  Ma in ta i n  records   7 . 2 . 8  Software  Probl em  
Resol u ti on   

None   

9 . 6  Anal yse  probl ems  
for trends  

 7 . 2 . 8  Software  Probl em  
Resol u ti on   

None   

9 . 7  Veri fy software  
probl em  resolu ti on  

 7 . 2 . 8  Software  Probl em  
Resol u ti on   

None   

9 . 8  Test  documen tati on  
con ten ts  

 Al l  testi ng  TASKS  i n  
I SO  1 2207  requ i re  
documen tati on  

None   

 

C.7  Relationship  to  IEC  61 508  

The  question  has  been  ra ised  whether th i s  standard ,  being  concerned  wi th  the  design  of 
SAFETY-cri ti cal  software,  shou ld  fol l ow the  princip les  of I EC  61 508.  The  approach  to  safety i n  
I EC  62304  i s  fundamental l y d i fferent than  the  one  i n  I EC 61 508.  I EC  62304  takes  i n to  
account that the  effectiveness  of med ical  devices  j usti fi es  residual  ri sks  re lated  to  thei r use.  
The  fol lowing  explains  the  stance  of th is  standard .   

I EC  61 508  addresses  3  main  i ssues:  

1 )  RISK MANAGEMENT  l i fe  cycle  and  l i fe  cycle  PROCESSES ;  

2 )  defin i tion  of Safety I n tegri ty Levels;  

3)  recommendation  of techn iques,  tools  and  methods  for software  development and  l evels  of 
i ndependence  of personnel  responsible  for performing  d i fferen t TASKS .  

I ssue  1 )  i s  covered  i n  th i s  standard  by a  normative  reference  to  I SO  1 4971  (the  MEDICAL  

DEVICE  sector standard  for RISK MANAGEMENT).  The  effect of th i s  reference  i s  to  adopt I SO  
1 4971 ’s  approach  to  RISK MANAGEMENT  as  an  i n tegral  part  of the  software  PROCESS  for 
MEDICAL  DEVICE  SOFTWARE .  

For i ssue  2),  th i s  standard  takes  a  s impler approach  than  I EC  61 508.  The  l atter classi fies  
software  i n to  4  “Safety I n tegri ty Levels”  defi ned  i n  terms  of re l iabi l i ty objectives.  The  
rel i abi l i ty objectives  are  i denti fi ed  after RISK ANALYSIS ,  wh ich  quanti fi es  both  the  severi ty and  
the  probabi l i ty of HARM  caused  by a  fa i l u re  of the  software.  

Th is  standard  s impl i fi es  i ssue  2)  by defin ing  the  classi fi cation  i n to  3  software  safety classes  
based  on  the  RISK  caused  by a  fa i l u re.   After classi fi cation ,  d i fferen t PROCESSES  are  requ i red  
for d i fferen t software  safety classes:  the  i n ten tion  i s  to  fu rther reduce  the  probabi l i ty (and /or 
the  severi ty)  of fa i l u re  of the  software.  

I ssue  3)  i s  not addressed  by th i s  standard .  Readers  of the  standard  are  encouraged  to  use  
I EC 61 508  as  a  source  for good  software  methods,  techn iques  and  tools,  wh i l e  recogn is ing  
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that other approaches,  both  present and  fu ture,  can  provide  equal l y good  resu l ts.  Th is  
standard  makes  no  recommendation  concern ing  i ndependence  of people  responsible  for one  
software  ACTIVITY  ( for example  VERIFICATION )  from  those  responsible  for another (for example  
design).  I n  particu lar,  th i s  standard  makes  no  requ i rement for an  i ndependent safety 
assessor,  s i nce  th i s  i s  a  matter for I SO  1 4971 .  

Copyright International  Electrotechnical  Commission  



I EC  62304: 2006  – 75  – 

+AMD1 : 201 5  CSV   I EC  201 5  

 

Annex D   
( informative)  

 

Implementation  

 

 

D.1  In troduction  

Th is  annex g ives  an  overview of how th i s  standard  can  be  implemented  i n to  MANUFACTURERS ’  
PROCESSES .  I t  a l so  considers  that other standards  l i ke  I SO  1 3485  [8]  requ i re  adequate  and  
comparable  PROCESSES .  

D.2  Qual i ty management system  

For MANUFACTURERS  of MEDICAL  DEVICES ,  i nclud ing  MEDICAL  DEVICE  SOFTWARE  i n  the  context of 
th i s  standard ,  the  establ i shment of a  qual i ty management system  (QMS)  i s  requ i red  i n  4 . 1 .  
Th is  standard  does  not requ i re  that the  QMS  necessari l y has  to  be  certi fi ed .  

D.3  EVALUATE  qual i ty management PROCESSES  

I t  i s  recommended  to  EVALUATE  how wel l  the  establ i shed  and  documented  PROCESSES  of the  
QMS  al ready cover the  PROCESSES  of the  software  l i fe  cycle,  by means  of aud i ts,  i nspections,  
or analyses  under the  responsibi l i ty of the  MANUFACTURER .   Any i den ti fi ed  gaps  can  be  
accommodated  by extend ing  the  QM  PROCESSES ,  or can  be  separately described .  I f the  
MANUFACTURER  a l ready has  PROCESS  descriptions  avai l able  wh ich  regu late  the  development,  
VERIFICATION  and  val idation  of software,  then  these  shou ld  a l so  be  EVALUATED  to  determine  
how wel l  they agree  wi th  th i s  standard .  

D.4 In tegrating  requ irements  of th is  standard  in to  the  MANUFACTURER’S  qual i ty 

management PROCESSES  

Th is  standard  can  be  implemented  by adapting  or extend ing  the  PROCESSES  a l ready i nstal l ed  
i n  the  QMS system,  or i n tegrating  new PROCESSES .  Th is  standard  does  not  speci fy how th i s  i s  
to  be  done;  the  MANUFACTURER  i s  free  to  do  th i s  i n  any su i table  way.  

The  MANUFACTURER  i s  responsible  for ensuring  that the  PROCESSES  d escribed  i n  th i s  standard  
are  su i tably pu t i n to  action  when  the  MEDICAL  DEVICE  SOFTWARE  i s  developed  by Orig inal  
Equ ipment Manufacturers  (OEM)  or sub-contractors  not having  thei r own  documented  QMS.  

D.5 Checkl ist  for smal l  MANUFACTURERS  wi thout a  certi fied  QMS 

The  MANUFACTURER  shou ld  determine  the  h ighest software  safety classi fi cation  (A,  B  or C)  of 
the  software.  Table  D . 1  l i sts  a l l  ACTIVITI ES  d escribed  i n  th i s  standard .  The  reference  to  
I SO  1 3485  shou ld  help  to  define  the  p lace  i n  the  QMS.  Based  on  the  requ i red  software  safety 
class,  the  MANUFACTURER  shou ld  assess  each  requ i red  ACTIVI TY  against the  existi ng  
PROCESSES .  I f the  requ i rement i s  a l ready covered ,  a  reference  to  the  re levant PROCESS  
d escriptions  shou ld  be  g iven .  

I f there  i s  d i screpancy,  an  acti on  i s  needed  to  improve  the  PROCESS .  

The  l i st  can  a l so  be  used  for an  EVALUATION  of the  PROCESSES  a fter the  action  has  been  
performed .  
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Table  D. 1  – Checkl ist  for smal l  companies  wi thout a  certi fied  QMS 

ACTIVITY  
Related  clause  of  
ISO  1 3485: 2003  

Covered  by 
existi ng  

procedure?  

I f yes:  
Reference  

Actions  to  be  taken  

5. 1  Software  
devel opmen t  p l ann ing  

7 . 3 . 1  Desi gn  and  
deve lopmen t p l ann ing  

Yes/No    

5 . 2  Software  
requ i remen ts  anal ys i s  

7 . 3 . 2  Desi gn  and  
deve l opmen t  i npu ts  

Yes/No    

5 . 3   Software  
ARCH I TECTURAL  desi gn   

 Yes/No    

5 . 4  Software  deta i l ed  
d es ign  

 Yes/No    

5 . 5  SOFTWARE  UN I T  
impl emen tati on  and  
veri fi cati on  

 Yes/No    

5 . 6  Software  i n tegrati on  
and  i n tegrati on  testi ng  

 Yes/No    

5 . 7  SOFTWARE  SYSTEM  
testi ng  

7 . 3 . 3  Desi gn  and  
devel opmen t ou tpu ts  
7 . 3 . 4  Desi gn  and  
devel opmen t  revi ew 

Yes/No    

5 . 8  Software  re l ease  7 . 3 . 5  Desi gn  and  
devel opmen t veri fi cati on  
7 . 3 . 6  Desi gn  and  
devel opmen t va l i dati on  

Yes/No    

6 . 1  Establ i sh  software  
ma in tenance  p l an   

7 . 3 . 7  Con tro l  of des ign  and  
devel opmen t changes  

Yes/No    

6 . 2  Problem  and  
mod i fi cati on  ana lys i s  

 Yes/No    

6 . 3  Mod i fi cati on  
impl emen tati on  

7 . 3 . 5  Desi gn  and  
devel opmen t veri fi cati on  
7 . 3 . 6  Desi gn  and  
devel opmen t va l i dati on  

Yes/No    

7 . 1  Anal ys i s  of software  
con tri bu ti ng  to  hazardous  
s i tuati ons  

 Yes/No    

7 . 2  R I SK CONTROL  
measures  

 Yes/No    

7 . 3  VERI F I CATION  o f RI SK 

CONTROL  measures  
 Yes/No    

7 . 4  R I SK MANAGEMENT  o f 
software  changes  

 Yes/No    

8 . 1  Con fi gu rati on  
i den ti fi cati on  

7 . 5 . 3  I d en ti fi cati on  and  
traceabi l i ty 

Yes/No    

8 . 2  Change  con trol  7 . 5 . 3  I den ti fi cati on  and  
traceabi l i ty 

Yes/No    

8 . 3  Con fi gu rati on  status  
accoun ti ng  

 Yes/No    

9  Software  problem  
reso lu ti on  PROCESS  

 Yes/No    
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Mod i fi cation  implementation ,  97  
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Software  development,  1 1  
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91  

Software  main tenance,  95  
Software  re lease,  95  
Software  requ i rements  analysis,  85  
Software  system  testing ,  93  
SOFTWARE  UN IT  implementation  and  
veri fi cation ,  89  

Testing ,  45,  47  
Veri fi cation ,  33  

ANOMALY,  45,  47,  49,  55,  65,  93  
Defin i tion ,  1 9  

ARCH ITECTURE ,  39,  41 ,  73,  75,  79,  81 ,  83,  85,  
87,  89,  99,  1 1 3,  1 33  
Defin i tion ,  1 9  

CHANGE  REQUEST,  53,  61 ,  63,  65,  97,  1 01  
Defin i ti on ,  1 9  

CONFIGURATION  I TEM ,  27,  35,  49,  59,  61 ,  97,  
1 01  
Defin i ti on ,  1 9  
SOUP ,  31 ,  59  

DELIVERABLE ,  25,  31 ,  33  
Defin i ti on ,  1 9  

EVALUATION ,  41 ,  45,  49,  51 ,  53,  55,  57,  87,  89,  
93,  95,  99,  1 47,  1 49  
Re-,  39  

HARM ,  21 ,  23,  73,  81 ,  1 45  
Defin i ti on ,  21  

HAZARD ,  1 1 ,  23,  29,  57,  67,  69,  79,  83,  93,  97,  
99,  1 29  

Defin i tion ,  21  
Unforeseen ,  87  

MANUFACTURER,  1 5,  21 ,  23,  25,  27,  29,  31 ,  33,  
35,  37,  39,  41 ,  43,  45,  47,  49,  51 ,  53,  55,  57,  
59,  61 ,  63,  65,  75,  77,  79,  81 ,  83,  85,  87,  89,  
91 ,  93,  95,  97,  1 01 ,  1 03,  1 07,  1 47  
Defin i tion ,  21  

MEDICAL  DEVICE ,  1 1 ,  1 7,  21 ,  27,  35,  39,  41 ,  55,  
69,  75,  77,  79,  85,  87,  91 ,  93,  95,  97,  99,  
1 05,  1 29,  1 33,  1 45,  1 47  
Defin i tion ,  21  

MEDICAL  DEVICE  SOFTWARE ,  1 1 ,  1 3,  1 7 ,  27,  35,  
37,  39,  51 ,  67,  73,  75,  77,  79,  83,  85,  91 ,  93,  
95,  97,  1 01 ,  1 05,  1 45,  1 47  
Change,  59  
Defin i tion ,  21  

PROBLEM  REPORT ,  51 ,  53,  61 ,  63,  65,  95,  97  
Classi fi cation ,  61  
Defin i ti on ,  21  

PROCESS ,  1 3 ,  1 5,  1 7 ,  23,  25,  27,  31 ,  67,  69,  
73,  75,  79,  81 ,  85,  87,  89,  97,  1 01 ,  1 03,  1 1 3,  
1 33,  1 45,  1 47  
Acceptance,  61  
Change  control ,  61 ,  63  
Classi fication ,  1 33  
Configuration  management,  51 ,  89,  1 1 3  
Decis ion-making ,  77  
Defin i ti on ,  23  
Development,  27,  81 ,  95,  1 1 3  
Existi ng ,  31  
Improvement,  1 49  
L i fe  cycle,  1 1 ,  1 33,  1 43  
Main tenance,  51 ,  53,  1 1 3  
Mapping ,  1 5  
Mod i fication ,  97  
Omission  of,  81  
Ou tpu t,  75  
Physiolog ical ,  21  
Problem  resolu tion ,  35,  45,  47,  51 ,  53,  63,  
97,  1 01 ,  1 03,  1 1 3  

Qual i ty management,  1 47  
Requ i red ,  1 5,  1 47  
Requ i rements,  1 7 ,  29  
Risk analysis,  73  
Risk management,  1 1 ,  23,  29,  33,  51 ,  63,  79,  
81 ,  85,  89,  99,  1 09,  1 1 3,  1 29,  1 33  

Software,  79,  1 45  
Software  development,  1 1 ,  27,  31 ,  53,  73  
Software  main tenance,  1 1 ,  95,  97  
Software  release,  1 33  
System  requ i rements,  87  
Veri fi cation ,  27  

REGRESSION  TESTING ,  45,  65,  93  
Defin i tion ,  23  

R I SK,  23 ,  67,  75,  79,  81 ,  83,  85,  91 ,  97,  99  
Defin i tion ,  23  
Non-serious  i n j u ry,  29  
Reasonably foreseeable,  79  
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Risk con trol ,  23  
Serious  i n j u ry,  29  
SOUP ,  33  
Unacceptable,  1 1 ,  25,  49  

R I SK ANALYSIS ,  39,  55,  67,  73,  79,  87,  99,  1 45  
Defin i tion ,  23  

R I SK CONTROL  
Activi ty,  1 1  
Defin i tion ,  23  
Hardware  measure,  29  
Measure,  29,  31 ,  37,  43,  45,  55,  57,  59,  79,  
81 ,  85,  87,  89,  93,  97,  99  

Requ i rements,  39,  41 ,  57,  99  
Segregation ,  41  

R I SK MANAGEMENT ,  1 1 ,  23,  29,  33,  47,  51 ,  53,  
59,  63,  67,  75,  77,  79,  81 ,  85,  87,  89,  99,  
1 09,  1 1 3,  1 29,  1 33,  1 45  
Defin i tion ,  23  
Med ical  device,  75  
Report,  57  

R I SK MANAGEMENT F I LE ,  1 7 ,  29,  55,  57,  63,  87,  
89,  97  
Defin i ti on ,  23  

SAFETY,  1 1 ,  51 ,  63,  69,  77,  81 ,  89,  91 ,  93,  95,  
97,  1 03,  1 33,  1 43  
Defin i ti on ,  25  

SECURITY,  63  
Defin i tion ,  25  
Requ i rements,  37  

SERIOUS  I N JURY,  29,  83  
Defin i ti on ,  25  
Non-,  29,  83  

SOFTWARE  DEVELOPMENT LI FE  CYCLE  MODEL ,  31 ,  
73,  1 33  
Defin i ti on ,  25  

SOFTWARE  I TEM ,  25,  27,  29,  31 ,  33,  39,  41 ,  43,  
53,  55,  57,  61 ,  65,  67,  69,  75,  77,  79,  81 ,  83,  
87,  89,  91 ,  93,  97,  1 01 ,  1 1 1  
Changed ,  53  
Defin i ti on ,  25  
I n tegration ,  43,  45  
Parti ti on ing ,  81  
Performance,  45  
Segregation ,  41  
SOUP ,  27 ,  33,  39  

Software  Of Unknown  Provenance  
See  SOUP ,  27  

SOFTWARE  PRODUCT,  1 9 ,  21 ,  23,  25,  27,  31 ,  49,  
51 ,  53,  59,  61 ,  65,  73,  77,  85,  89,  91 ,  97  
Defin i tion ,  25  
Released ,  51 ,  53  

SOFTWARE  SYSTEM ,  21 ,  25,  29,  31 ,  33,  37,  43,  
53,  59,  61 ,  69,  73,  77,  79,  81 ,  83,  85,  89,  93,  
95,  1 1 1  
Defin i ti on ,  25  
I n tegration ,  43  
Requ i rements,  35  
Testing ,  45,  47  

SOFTWARE  UN I T,  25,  41 ,  43,  73,  77,  89,  91  
Defin i tion ,  27  
I n tegration ,  43  
Veri fi cation ,  43  

SOFTWARE  UN I T  Veri fi cation ,  41  
SOUP ,  33,  35,  39,  41 ,  51 ,  55,  59,  75,  85  
Change,  59  
Configuration  i tem,  31  
Defin i tion ,  27  
Designator,  59  
Software  i tem,  33  

SYSTEM ,  1 1 ,  1 9,  21 ,  23,  25,  31 ,  37,  39,  65,  73,  
75,  79,  83,  85,  87,  1 01 ,  1 33  
Configuration ,  61  
Defin i ti on ,  27  
Development p lan ,  31  
Existing ,  51  
Released ,  53  
Requ i rements,  33,  35,  39,  41  

TASK,  1 5,  1 7,  1 9 ,  23,  25,  29,  31 ,  73,  83,  93,  95,  
97,  1 43  
Completion  of,  49  
Configuration  management,  35  
Defin i tion ,  27  
Del iverable,  1 9  
Design  and  main tenance,  1 1  
Main tenance,  51  
Mapping ,  1 5  
Requ i red ,  1 5  
Requ i rements,  1 7  
Risk management,  33  
Veri fi cation ,  33  

TRACEABI LI TY,  31 ,  57,  85,  87  
Defin i ti on ,  27  

Veri fication ,  25,  33,  35,  41 ,  43,  47,  49,  57,  61 ,  
63,  69,  73,  75,  87,  91 ,  93,  97,  1 01 ,  1 1 3,  1 33,  
1 45,  1 47  
Defin i ti on ,  27  

VERSION ,  49,  55,  59,  65,  95,  1 01  
Defin i ti on ,  27  
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