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I NTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
ENTERPRISE-CONTROL SYSTEM  INTEGRATION  –  

 
Part 6:  Messaging  Service  Model  

 
FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  Nati onal  Commi ttees).  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternational  S tandards,  Techn ica l  Speci fi cati ons ,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC 
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  g overnmen tal  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t possib l e  i n  thei r nati onal  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  publ i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tsel f does  not  provi de  any attestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provi de  conform i ty 
assessmen t  services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsib l e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l a test ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i ca l  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property d amage  or 
o ther damage  of any natu re  whatsoever,  whether d i rect  or i n d i rect,  or for costs  ( i ncl ud i ng  l ega l  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct  appl i cati on  of th i s  pub l i cati on .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect of 
paten t  ri gh ts .  I EC  shal l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

A PAS  is  a  techn ical  speci fication  not fu l fi l l i ng  the  requ i rements  for a  standard ,  bu t made  
avai lable  to  the  publ ic.  

I EC  PAS  62264-6  has  been  processed  by subcommi ttee  65E:  Devices  and  in tegration  i n  
en terprise  systems,  of I EC techn ical  commi ttee  65:  I ndustria l -process  measurement,  con trol  
and  au tomation .  

The  text  of th i s  PAS  i s  based  on  the  
fo l l owing  documen t:  

Th i s  PAS  was  approved  for publ i cati on  
by the  P-members  of the  commi ttee  

concerned  as  i nd i cated  i n  the  fo l l owing  
documen t 

Draft  PAS  Report  on  voti ng  

65E/476/PAS  65E/502/RVD  

 
Fol lowing  publ ication  of th is  PAS,  wh ich  i s  a  pre-standard  publ ication ,  the  techn ical  commi ttee  
or subcommi ttee  concerned  may transform  i t  i n to  an  I n ternational  Standard .  
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Th is  PAS  shal l  remain  val id  for an  i n i tia l  maximum  period  of 3  years  starting  from  the  
publ ication  date.  The  val i d i ty may be  extended  for a  s ing le  period  up  to  a  maximum  of 3  years,  
at the  end  of wh ich  i t  shal l  be  publ ished  as  another type  of normative  document,  or shal l  be  
wi thdrawn .  

 

IMPORTANT – The  'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that  i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  shou ld  therefore  print  th is  document using  a  
colour printer.  
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I NTRODUCTION  

Th is  PAS i s  based  on  the  use  of I SA-95  object models  defined  i n   
I SA-95  Parts  2 ,  4  and  5  (Parts  1  and  3  do  not con tain  object models)  to  define  a  set of 
services  that may be  used  to  exchange  i n formation  messages.  I t  i s  recogn ized  that other,  
non-Part 6  sets  of services  are  possib le  and  are  not deemed  i nval id  as  a  resu l t  of th is  PAS.  
Th is  PAS  defines  a  Messag ing  Service  Model  (MSM)  for exchang ing  data  exchange  
messages  i n  a  publ i sh /subscribe  mode  and  a  request/response  mode.  I t  defines  a  m in imal  
i n terface  subset to  message  exchange  systems.   

The  Messag ing  Service  Model  provides  a  method  for appl ications  to  send  and  receive  
messages  from  MSM  service  providers  wi thout regard  to  the  underlying  commun ication  
mechan ism,  as  part of a  complete  appl ication -to-appl ication  commun ication  protocol .  

Th is  PAS  defines  a  set of services  defin i tions  that are  designed  to  provide  the  functional i ty 
needed  for a  vendor- independent method  for send ing  and  receiving  data  exchange  messages  
on  a  message  exchange  system,  such  as  an  En terprise  Service  Bus  (ESB).   

The  knowledge  requ i rements  to  i n terface  to  j ust one  message  exchange  system  can  be  
immense,  and  are  usual l y not transferable  to  a  d i fferen t system.  MSM  defines  a  s ing le  
i n terface,  i ndependent of the  underlying  services,  for Level  3-3  and  Level  4-3  commun ications.  
Th is  removes  the  need  for vendors  to  bu i l d  custom  i n terface  after custom  in terface,  and  for 
end  users  to  get l ocked  i n to  a  s ing le  vendor because  thei r i nvestment prevents  them  from  
reusing  any of the  i n tegration  efforts.  

En terprise-control  system  in tegration  i nvolves  mu l tiple  d i fferen t steps  to  exchange  data  
between  d i fferen t computer system  appl ications,  as  shown  in  F igure  1 .   

a)  The  appl ications  usual ly have  d i fferen t i n ternal  representations  of exchanged  objects  i n  
thei r own  l ocal  data  stores.  Th is  representation  i s  usual l y converted  from  the  l ocal  format 
to  a  common ly accepted  g lobal  format.  The  I SA-95  Part 2  standard  defines  
representations  of a  g lobal  format for Level  4-3  data  exchanges.  The  Part 4  standard  
defines  representations  of a  g lobal  format for Level  3-3  data  exchanges.  Th is  conversion ,  
from  local  to  g lobal  and  g lobal  to  l ocal ,  i s  usual l y performed  twice  for any two-way 
commun ications.   

EXAMPLE  1  Assume  two  app l i cati ons ,  ALPHA and  BETA:  the  ALPHA appl i cati on  i n i ti a tes  a  data  exchange  
wi th  the  BETA appl i cati on ,  and  BETA responds  back to  ALPHA.  The  format conversi ons  are:  ALPHA’s  l ocal  
format to  g l obal  format for the  request  data,  g l obal  format to  BETA’s  l oca l  format for the  request  data,  BETA’s  
l oca l  format  to  g l obal  format  for the  response  data,  and  g l obal  format to  ALPHA’s  format for the  response  data.   

b)  Conversion  i s  performed  to  a l i gn  the  namespaces  among  the  exchang ing  appl ications,  and  
i s  usual ly performed  four times  for any two-way commun ications.  

EXAMPLE  2  Names  for e l emen ts  of data  may be  codes,  tag  names,  or equ i pmen t i d en ti fi ers .   

EXAMPLE  3  Data  wh ich  are  represen ted  i n  one  e l emen t namespace,  such  as  codes  1 , 2 , 3 , 4 ,  may have  a  
d i fferen t  namespace  i n  another appl i cati on ,  such  as  codes  Ok,  Done,  Error,  De l ay.   

c)  Once  i n formation  i s  i n  the  g lobal  format wi th  appropriate  g lobal  names,  the  exchanged  
i n formation  i s  sen t from  one  appl ication  to  another appl ication .   

d )  Messages  are  transported  from  one  appl ication  to  another,  e i ther wi th in  the  same  
computer envi ronment or across  computers.  Transport mechan isms  are  defined  i n  other 
standards,  such  as  TCP/IP  and  Ethernet standards.   

e)  When  data  exchange  in formation  i s  received ,  there  are  speci fic ru les  that define  what 
resu l tan t data  are  to  be  returned .  The  transaction  ru les  are  defined  i n  the  I SA-95  Part 5  
standard .  
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Figure  1  – Steps  in  appl ication-to-appl ication  communication  
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ENTERPRISE-CONTROL SYSTEM  INTEGRATION  –  
 

Part 6:  Messaging  Service  Model  
 
 
 

1  Scope 

Th is  part of I EC  62264,  wh ich  i s  a  PAS,  defines  a  model  of a  set of messag ing  services  for 
i n formation  exchanges  across  Levels  3  and  4 ,  and  wi th in  Level  3 ,  between  appl i cations  
performing  business  and  manufacturing  activi ties.  I t  defines  a  standard  in terface  for 
i n formation  exchange  between  systems.   

2  Normative references  

The  fol lowing  documents  are  referred  to  i n  the  text i n  such  a  way that some  or a l l  of thei r 
con ten t consti tu tes  requ i rements  of th is  document.  For dated  references,  on ly the  ed i tion  
ci ted  appl ies.  For undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  
any amendments)  appl ies.  

ANSI /ISA-95.00.01 -201 0  ( I EC 62264-1  Mod),  Enterprise-Control System Integration – Part 1 :  
Models and Terminology 

ANSI /ISA-95.00.02-201 0  ( I EC 62264-2  Mod),  Enterprise-Control System Integration – Part 2:  
Object Model Attributes 

ANSI /ISA-95.00.04-201 2,  Enterprise-Control System Integration – Part 4:  Objects and 
Attributes for Manufacturing Operations Management Integration  

ANSI /ISA-95.00.05-201 3,  Enterprise-Control System Integration – Part 5:  Business-to-
Manufacturing Transactions 

3  Terms,  defin i tions  and  abbreviations  

 Terms  and  defin i tions  3. 1

For the  purposes  of th is  document,  the  fol l owing  terms  and  defin i tions  apply.  

I SO and  I EC  main tain  terminolog ical  databases  for use  i n  standard ization  at the  fol lowing  
addresses:  

•  I EC  Electroped ia:  avai lable  at h ttp: //www.electroped ia. org/ 

•  I SO  On l ine  browsing  platform:  avai lable  at h ttp: //www. iso.org/obp  

3.1 . 1   
channel  description  
text that describes  a  channel  

3.1 .2   
channel  type  
primary use  of a  channel  for publ ications  or requests  

3.1 .3   
channel  URI  
primary i denti fi er for a  channel  
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3.1 .4  
fi l ter expression  
fi l tering  element that may be  appl ied  to  messages  on  a  channel  

3.1 .5   
l i stener identi fication  
implementation  defined  e lement that i s  used  to  i nd icate  to  an  appl ication  when  a  new 
message  has  arrived  

3.1 .6   
message  content 
body of the  message  

3.1 .7   
message  expiry 
duration  un ti l  the  expi ration  of a  publ ication  message  on  a  publ ication  channel  

3.1 .8   
message ID  
i den ti fier generated  upon  posting  of a  message  to  a  channel  i n  a  session  

3.1 .9   
namespace 
col lection  of names  or words  that define  a  formal  and  d istinct set 

3.1 .1 0   
securi ty token  
physical  device  or software  code  used  to  gain  access  to  a  channel  

3.1 .1 1   
session  ID  
i den ti fier generated  upon  an  appl ication  creating  a  session  on  a  channel  and  provided  to  the  
appl ication  for use  in  the  MSM  services  

3.1 .1 2   
topic 
i den ti fication  of the  i n formation  con ten t i n  a  message   

 Abbreviations  3.2

B2MML Business  to  Manufacturing  Markup  Language 

CB  (rad io)  Ci ti zens’  Band  rad io  

CCOM-ML Common  Conceptual  Object Model  – Markup  Language  

ERP  En terprise  Resource  Plann ing  

ESB   En terprise  Service  Bus    

FTP  F i l e  Transfer Protocol  

HTTP  Hypertext Transmission  Protocol  

JMS   Java  Message  Service  

MSM   Messag ing  Service  Model  

M IMOSA An  Operations  and  Main tenance  I n formation  Open  System  Al l iance  

OAG   Open  Appl ications  Group  

OAGIS   Open  Appl ications  Group  I n tegration  Speci fication  

OMAC  The  Organ ization  for Mach ine  Au tomation  and  Control  

OpenO&M  Open  Operations  and  Main tenance  Group  
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OPC-UA OPC-Un i fied  Arch i tecture  

REST  Representational  State  Transfer 

RSS  Real ly S imple  Synd ication  

SOAP  S imple  Object Access  Protocol  

TCP/IP   Transmission  Control  Protocol  /  I n ternet Protocol  

UDDI    Un iversal  Description ,  D iscovery and  I n tegration  

URI   Un iversal  Resource  I den ti fier 

WS_*   World  Wide  Web  Service  standards  

XML  Extensible  Markup  Language  

XSLT  Extensible  Stylesheet Language  Transformations  

 Conventions  3.3

I npu t and  returned  parameters  defined  i n  C lause  6  are  requ i red  un less  they are  expl ici tl y 
defined  as  optional .   

4 The  Messaging  Service  Model  

 I n terface  model  4. 1

The  MSM  defines  a  standard  set of services  that shal l  be  provided  by an  appl ication  or 
network service.  The  services  provide  a  method  for mu l tip le  appl ications  to  commun icate  
using  the  transaction  models  defined  i n  the  I SA-95.00.05  and  I EC  62264-5  standards.  The  
MSM:  

– does  not define  how the  services  are  implemented ,   

– does  not define  the  arch i tecture  of the  supporting  appl ication  or network service,   

– does  not define  any speci fic underlying  commun ication  method .    

The  MSM  provides  a  standard  i n terface  to  an  En terprise  Service  Bus  (ESB)  system 1  or to  any 
other message  or fi le  exchange  system  that offers  guaran teed  message  del ivery,  message  
sequencing ,  and  storage  or cach ing  of exchanged  messages.   

NOTE  1  Mu l ti p l e  d i fferen t  impl emen tati ons  are  envi s i oned ,  such  as  a  servi ce  us i ng  OPC UA,  a  service  us i ng  FTP,  
or a  service  us i ng  an  ESB.   

NOTE  2  The  MSM  service  wi l l  have  to  i ncl ude  some  method  for s torage  or cach i ng  of exchanged  i n formati on ,  and  
some  method  of guaran teed  message  de l i very.   

The  level  of services  not defined  i n  th is  PAS,  for example  the  type  of securi ty,  re l iabi l i ty,  
guaran teed  del i very,  qual i ty of service,  transformation  capabi l i ty,  and  other features  wou ld  be  
provided  by the  MSM  Service  Provider and  provide  d i fferen tiation  between  suppl iers  and  
solu tions.   

 Appl ication  to  appl ication  data  exchange 4.2

Appl ication  to  appl ication  data  exchange  i s  represented  i n  commun ication  models  as  a  s i ng le  
“Appl ication”  l ayer.  However,  wi th  the  development of data  object standards  (such  as  I SA-95  
models),  data  representation  messages  (such  as  B2MML,  M IMOSA CCOM-ML and  OAGIS  
Nouns),  and  transaction  messages  (such  as  I EC 62264-5  and  OAGIS  9 .0  Verbs),  means  that 
a  s imple  s i ng le  l ayer i s  i nsu fficien t to  describe  the  complexi ty of object based  appl ication -to-
appl ication  transactional  commun ication .   

________________ 

1  See  Annex B  for a  bri ef d i scuss ion  on  En terpri se  Servi ce  Buses.  
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Two  add i tional  e lements  can  be  defined  for appl ication -to-appl ication  commun ication :  a  data  
object defin i ti on  and  transaction  message  defin i ti on  wh ich  commun icate  to  the  appl ication  
l ayer and  the  underlying  exchange  services,  as  shown  i n  F igure  2 .   

MSM  is  a  m in imal  i n terface  subset that can  reside  on  most exchange  services  and  i s  based  
on  wel l -defined  and  structured  data  objects  and  transaction  messages.   

 

Figure  2  – Appl ication  communication  stack 

Each  of these  l ayers  addresses  a  speci fic e lement of appl ication  data  exchange,  as  shown  in  
F igure  3 :  

a)  A Data  Object l ayer defines  the  mean ing ,  format,  and  structure  of the  basic e lements  of 
exchanged  i n formation .   

NOTE  1  Th i s  l ayer uses  appl i cati on  space  speci fi c  defi n i ti ons ,  such  as  the  I SA-95. 02  obj ect  defi n i ti ons,  
MESA B2MML,  M IMOSA CCOM-ML  obj ects ,  and  “Nouns”  defi ned  i n  OAGIS.   

b)  A Transaction  layer defines  the  mean ing ,  format,  and  structu re  of actions  to  be  taken  on  
the  data  objects.   

NOTE  2  Th i s  l ayer can  u se  I EC  62264-5  transaction  styl e  speci fi c  defi n i ti ons .  Another transacti on  l ayer 
defi n i t i on  cou l d  be  the  OAGIS  “Verb”  defi n i ti ons .   

c)  The  MSM  Service  I n terface  defines  a  m in imal  i n terface  to  the  Appl ication  layer’s  
Exchange  Services.   

d )  The  appl ication ,  presentation ,  session  and  lower l evel  l ayers  define  the  mean ing ,  format,  
and  structure  for coord ination ,  bu ffering ,  and  exchange  of messages  or fi les.  These  l ayers  
con tain  transfer or exchange  style  speci fic defin i ti ons,  such  as  En terprise  Service  Buses,  
En terprise  Message  Del i very Systems,  the  OPC-UA speci fication   
( I EC  62541  (a l l  parts)) ,  RSS,  FTP,  Named  Pipes,  Ethernet,  TCP/IP,  HTTP,  and  others.   
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Figure  3  – Defined  standards  at  each  level  

The  I SA-95.05  and  I EC 62264-5  standards  define  transactions  on  the  i n formation .  The  
Messag ing  Service  Model  (MSM)  defines  an  i n terface  to  methods  for exchange.  I n  a  sense,  
MSM  defines  the  standard  “on-ramp”  and  "off-ramp"  to  a  set of commun ication  services.  I t  
defines  how data  i s  p laced  i n to  exchange  methods  and  how i t  i s  retrieved  from  the  exchange  
methods.   

NOTE  1  Message  synchron izati on  at  the  MSM  i n terface  i s  d i s ti nct  from  the  message  synchron izati on  provi ded  by 
I SA-95. 05  transacti on  model s  as  wel l  as  d i sti nct  from  the  synchron i zati on  mechan isms  provi ded  at  l ower l evel s  of 
the  commun icati ons  s tack.   

NOTE  2  I n  th i s  PAS,  asynchronous  message  exchanges  between  consumers  and  producers  can  be  consi dered  to  
be  pai rs  of d i sti nct,  u n i d i recti onal  messages.   

 Transaction  model  4.3

The  I SA-95.05  and  I EC  62264-5  standards  define  three  models  for business  transactions:  a  
publ ish  model ,  a  push  model ,  and  a  pu l l  model 2.   

The  MSM  defines  a  standard  in terface  for appl ications  to  exchange  data  fol lowing  any of the  
I SA-95.05  transaction  models  us ing  XML schemas  to  represent data.   

The  transactions  supported  by the  MSM  support:  

a)  A publ i sh-subscribe  model  wi th  mu l tip le  subscribers  and  mu l tip le  publ i shers,  where  the  
publ ishers  and  subscribers  have  no  d i rect knowledge  of other appl ications.   

b)  A push  and  pu l l  model ,  a l so  cal led  a  request-response  model ,  where  an  appl ication  sends  
unsol ici ted  requests  for a  service  and  has  no  d i rect knowledge  of the  receiving  appl ication  
that wi l l  process  the  request.   

 Communicating  appl ications  4.4

I SA-95  and  IEC  62264  define  four roles:   

1 )  I n formation  Provider ( to  receive  GET messages  and  send  SYNC messages),  

2 )  I n formation  Receiver ( to  receive  PROCESS,  CHANGE,  and  CANCEL messages) ,  

________________ 

2 See  the  I SA-95  s tandards  for a  complete  descripti on  of the  types  and  format for transactions.  
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3)  I n formation  Users  (to  send  GET messages  and  receive  SYNC messages),  

4)  I n formation  Sender (to  send  PROCESS,  CHANGE,  and  CANCEL messages).   

I n  the  MSM  model ,  these  are  s impl i fied  to  Provider Appl ication  ( I n formation  Provider and  
I n formation  Receiver)  and  Consumer Appl ication  ( I n formation  User and  I n formation  Sender),  
as  shown  in  F igure  4 .   

The  Provider Appl ication  i s  the  owner of data.  The  Provider Appl ication  can  publ i sh  changes  
to  the  data,  can  receive  requests  to  change  the  data,  and  respond  to  queries  for the  data.    

NOTE  The  phrase  “owner of data”  i s  used  to  i den ti fy the  appl i cati on  that  has  responsibi l i ty for en forcing  the  
cons i stency of d ata .   

An  appl ication  can  be  a  provider appl ication ,  consumer appl ication  or both .  I f an  appl ication  i s  
both ,  then  i t  shou ld  be  a  consumer of d i fferen t data  than  i t  provides.   

 

Figure  4  – Messaging  service  model  names  

 Managed  communication  channels  4.5

The  MSM  is  based  on  the  concept of managed  commun ication  channels.  A channel i s  a  
software  object that represents  a  speci fic many-to-many commun ication  condu i t  between  
appl ications.   Some  channels  are  for requests  and  responses,  some  channels  are  for general  
i n formation  d istribu tion .  Channels  have  topics.   

NOTE  1  An  ana logy for an  MSM  channel  i s  a  channel  on  a  CB  rad i o.   

NOTE  2  An  ana logy for a  top ic  i s  a  conversati on  topi c on  a  CB  channe l .  U sers  can  choose  to  l i s ten  to  some  topics  
on  the  channel  bu t  i gnore  others .  

NOTE  3  The  assumpti on  of th i s  PAS  i s  that  the  MSM  servi ces  are  provi ded  by a  commun icati on  appl i cati on ,  
m i dd l eware,  or an  ESB  provider.  The  impl emen tati on  method  for the  MSM  services  i s  not defined  i n  th i s  PAS  and  
mu l ti p l e  arch i tectu res  are  possi b l e ,  such  as  an  OPC-UA implemen tati on ,  an  FTP  based  system,  shared  d i rectori es ,  
a  message  queu i ng  system  implemen tati on ,  or an  RSS  impl emen tati on .   

The  MSM  provides  a  defin i tion  of the  standard  i n terfaces  to  the  services  (not how they are  
implemented ).   

A managed  commun ication  channel  i s  ca l led  an  MSM  Channel.   

The  services  provided  for each  MSM  Channel  are  the  MSM Channel Services.   

An  MSM  Channel i s  i den ti fied  using  a  URI  or equ ivalen t i den ti fier.  A URI  i s  recommended  to  
a l low a  h ierarchy of channel  defin i tions  that match  a  company’s  physical  or appl ication  
structures,  such  as  channels  i den ti fi ed  by p lan t s i te  or major appl ication  su i te  name.   
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An  MSM  Service Provider i s  the  appl ication  or network service  that exposes  and  implements  
the  MSM Channel Services.   

A recommended  structure  for the  MSM Channel  h ierarchy i s  defined  i n  th is  PAS.   

Each  MSM Channel  supports  three  general  types  of i n formation  exchange:  

A – Publ ications  – I n formation  that may be  sen t to  mu l tip le  consumer appl i cations.  

B  – Requests  – I n formation  that may be  sen t to  one  or more  provider appl ications.  

C  – Responses  – I n formation  returned  from  a  request to  a  consumer appl ication .   

Each  MSM Channel  supports  two  way commun ications  between  provider appl ications  and  
consumer appl ications.   

a)  An  MSM  Channel  may be  created  to  support e i ther publ ication  services  or request 
services.  

b)  A Provider Application  may post publ ications  to  an  MSM  Publication Channel.   

c)  Consumer Applications  may subscribe  to  publ ication  noti fications  ( i f supported  by the  
speci fic MSM Publication Channel Service)  and  may read  publ ications.  I f noti fications  are  
not supported ,  then  the  Consumer Application  may pol l  the  MSM Publication Channel 
using  the  read  publ ication  service.   

d )  A Consumer Application  may post requests  to  an  MSM  Request Channel.   

e)  A Provider Application  may subscribe  to  request noti fications  ( i f supported  by the  speci fic 
MSM Request Channel Service)  and  may read  requests.  I f noti fications  are  not supported ,  
then  the  Provider Application  may pol l  the  MSM Request Channel using  the  read  request 
service.   

f)  MSM Channels  have  associated  Topics.  Topics  are  i denti fied  when  subscrib ing  to  a  
channel ,  when  posting  a  publ ication ,  and  when  posting  a  request.   

 Noti fication  services  4.6

The  noti fication  service  shal l  be  the  means  that the  MSM  Service  Provider uses  to  i nd icate  to  
a  provider or consumer appl ication  that a  message  that meets  thei r read  cri teria  i s  wai ting  to  
be  read .  The  noti fication  services  provide  a  method  for an  asynchronous  cal lback a l ternative  
to  pol l i ng  the  MSM  services.  

Noti fication  services  shal l  be  accessib le  using  a  Notify Listener service  on  a  subscriber,  
requester,  or responder.      

The  noti fication  services  i n terface  i s  optional  for an  MSM  provider.   

I f a  provider/consumer appl ication  does  not provide  a  cal lback iden ti fication  for the  noti fication  
services,  then  noti fication  shal l  not be  provided  to  the  appl ication .  

NOTE  The  format of the  l i s tener i den ti fi cati on  for noti fi cati on  wi l l  be  defi ned  by the  imp lemen tati on  technol ogy.  

EXAMPLE  A SOAP and  Web  Service  implemen tati on  may defi ne  the  L i s tener I d en ti fi cati on  as  a  va l i d  URL  that 
defines  a  Noti fy L i s tener service,  wh ich  i s  managed  by the  app l i cati on  creati ng  the  sess i on .   

 MSM  channel  services  4.7

The  MSM  Channel  Management Services  shal l  be  used  to  create  and  delete  channels  and  to  
control  the  Securi ty Token  speci fication  for channels.   

The  MSM  Channel  Services  are  shown  i n  F igure  5.  These  services  wou ld  usual l y be  cal led  by 
a  provider appl ication ,  or by a  ded icated  channel  management appl ication .   
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Figure  5  – MSM  channel  management services  

 MSM  publ ication  channel  services   4.8

4.8.1  Publ ication  channel  services  

The  MSM  Publ ication  Channel  Services  shal l  be  used  to  post,  expi re,  remove,  and  read  
publ ication  messages.   

The  MSM  Publ ication  Channel  Services  are  shown  i n  F igure  6 .  The  services  a l low mu l tip le  
Provider Appl ications  to  post publ ications  to  the  same  channel .  Consumer Appl ications  may 
subscribe  to  noti fications  ( i f supported  by the  channel )  and  may read  publ i cations.   

 

Figure  6  – MSM  publ ication  channel  services  
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 MSM  request channel  services   4.9

4.9.1  Request services  

The  MSM  Request Channel  Services  shal l  be  used  to  post request messages  and  read  
response  messages.   

The  MSM  Channel  Services  for the  I SA-95.05  Push  and  Pu l l  transactions  are  shown  in  
F igure  7 .  These  are  the  PROCESS,  CHANGE,  CANCEL,  and  GET transactions.   

The  services  a l l ow one  or more  Consumer Appl ications  to  post requests  to  Provider 
Appl ications,  a l l ow one  or more  Provider Appl ications  to  read  requests  and  post responses,  
and  for the  Consumer Appl ication  to  read  the  response.  Each  posted  request i ncludes  an  
add i tional  qual i fier,  ca l led  a  “Topic” ,  wh ich  a l lows  Provider Appl ications  to  determine  i f they 
shou ld  receive  the  request and  post a  response  to  the  requestor.   

EXAMPLE  Topics  may defi ne  the  format  and  con ten t  of a  message  as  i den ti fi ed  by the  XML Schema  Defi n i t i on  
(XSD)  used  to  create  and  veri fy a  message.   

 

Figure  7  – Services  for request/response 

5 Methods  of operation  of MSM  channels  

 Channel  and  topic  identi fication  5. 1

The  two  e lements  that shal l  be  used  for fi l tering  messages  are  channels  (for the  scope  of the  
i n formation),  and  topics  (for the  type  of i n formation ).  

Subclause  5. 1  defines  a  recommended  MSM  method  for i den ti fying  channels  IDs  and  topics  
that shal l  be  used  in  order to  ensure  maximum  in teroperabi l i ty.  

There  i s  no  restriction  on  the  use  of Channels  and  Topics.  However,  there  are  two  main  
e lements  that shou ld  be  used  for channels  and  topics:  scope  of i n formation  and  type  of 
i n formation .   

 Channel  names  and  h ierarchy 5.2

5.2.1  Channel  names  

Channel  names  shal l  be  defined  as  a  name h ierarchy using  the  URI  syn tax.   
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5.2.2  Channel  name h ierarchy 

Channel  names  shou ld  fol low the  naming  h ierarchy:  

\  <MSM  root>  \  <channel  scope>  \  < i n formation  scope>  \  <channel  use>  

EXAMPLE  1  \AJAXEn terpri ses\Company\Materi a l \Checkpoi n t  

EXAMPLE  2  \AJAXEnterpri ses\Company\Materi a l \Request  

EXAMPLE  3  \SystemTest\Fina l \OurMateri a lManager\I nven tory\Changes  

EXAMPLE  4  \AJAXEnterpri ses\France\Personne l \Checkpoin t  

5.2.3  MSM  root 

The  MSM  root shal l  be  the  root of a  h ierarchy defined  when  the  MSM  services  are  instal led  or 
i n i tia l ized .  Depend ing  on  the  MSM  Service  implementation ,  there  may be  one  or more  roots  
a l lowed .  

The  MSM  Service  Provider may requ i re  speci fic values  for MSM  Root.   

EXAMPLE   

–  AN  MSM  root  may be  the  name  of the  company.  

•  Such  as :  “AJAX”  or “AJAXEnterpri ses\Specia lToolCo” .   

–  AN  MSM  root  may be  a  re la ted  set  of services,  wi th  sets  for testi ng ,  deploymen t,  and  operati ons.  

•  Such  as :  “SystemTest\Beta” ,  “SystemTest\F ina l ” ,  “Specia lToolCo\Operati ons” .   

NOTE  The  MSM  services  do  not  con tai n  a  method  to  browse  the  MSM  Roots  that are  defi ned .  These  specia l  
services  shou ld  be  provi ded  by an  MSM  service  implemen tati on  and  may have  secu ri ty restri cti ons  that  are  ou ts i de  
the  scope  of the  MSM  services.   

5.2.4 Channel  scope 

The  channel  scope  shal l  contain  a  role  equ ipment h ierarchy (as  defined  i n  I EC  62264-1 )  that 
may correspond  to  a  physical ,  geograph ical ,  or l og ical  g rouping  determined  by the  enterprise,  
appl ication  or project.  I t  may be  used  to  l im i t the  scope  of the  exchanged  in formation ,  such  as  
i n formation  on ly exchanged  wi th in  one  d ivis ion  of a  company.  The  h ierarchy may include  s i te,  
area,  workcenter,  or any other en terprise  defined  equ ipment h ierarchy e lement.   

EXAMPLE  

– A channel  scope  may i ncl ude  a  s i te  or reg i on  name  to  l im i t  the  number of d i stri bu ted  messages,  such  as:  
“AsiaPacific” ,  “SouthAfrica ” ,  or “France” .   

–  A channel  scope  may be  a  software  system,  because  the  i n formation  i s  provided  by a  wel l -known  system  name,  
such  as  “OurMaterialManager” ,  “PersonnelTracker” ,  “ InventoryDatabase” .   

–  A channel  scope  may be  companywide  because  the  i n formation  i s  i n tended  for any appl i cati on  i n  the  company.  
I n  th i s  case  the  channel  scope  shou ld  i nd i cate  the  en ti re  en terpri se  or company,  such  as  “Enterprise”  or 
“Company” ,  or i t  may be  nu l l .   

5.2.5  In formation  scope 

The  i n formation  scope  shal l  define  the  range  or general  type  of i n formation  exchanged .  The  
i n formation  scope  may be  related  to  transaction  nouns  defined  in  I EC  62264-2  and   
I EC  62264-4,  to  other col l ections  of objects.   

EXAMPLE  

– An  appl i cati on  wh i ch  hand l es  a l l  forms  of materi a l  i n formation  may defi ne  a  channel  wi th  an  i n formation  scope  
of “Material” .   

–  An  appl i cati on  that  on l y hand les  Materia l  Lot and  Subl ot  i nven tories  may defi ne  a  channel  wi th  an  i n formation  
scope  of “ Inventory” .   
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5.2.6  Channel  use 

The  channel  use  shal l  qual i fy the  i n formation  scope  to  i nd icate  how the  i n formation  i s  being  
used .  The  channel  use  may be  re lated  to  transaction  verbs  or other business  or control  
process  that deal  wi th  how the  i n formation  on  the  channel  i s  to  be  used .  

To  support i n teroperabi l i ty,  channel  use  shou ld  correspond  to  the  classes  of transaction  
message  verbs,  as  defined  i n  the  I SA-95.05  and  B2MML or other standards.   

EXAMPLE  1  C lasses  of verbs  from  the  I SA-95. 05  s tandard  

Query:   GET /  SHOW 

Command :  PROCESS  /  ACKNOWLEDGE,  CHANGE  /  RESPOND,  CANCEL  

Publ i cati on :   SYNC  ADD,  SYNC CHANGE,  SYNC DELETE  

EXAMPLE  2  

– An  appl i cati on  that  sends  GET messages  may defi ne  a  channel  wi th  a  channe l  use  of “Query” .  

–  An  appl i cati on  that  sends  PROCESS,  CHANGE,  and  CANCEL  messages  may defi ne  a  channel  wi th  a  channel  
u se  of “Command” .  

–  An  appl i cati on  that  sends  SYNC  messages  may defi ne  a  channel  wi th  a  channel  u se  of “Publication ” .  Th i s  
channe l  wou l d  be  used  as  a  publ i cati on  channel  for a  snapshot  of a l l  of the  exchanged  i n formati on .   

EXAMPLE  3  

Publication  Changes  and  Publication  Checkpoint channel  u se  can  be  u sed  together by a  provi der app l i cati on  
as  shown  i n  F i gu re  8 .   

–  The  Checkpoint channel  shou l d  be  used  to  publ i sh  a  cu rren t  snapshot  of a l l  o f the  exchanged  i n formation .   

–  The  Changes  channel  shou l d  be  used  to  publ i sh  a l l  changes  s i nce  the  l ast  snapshot.   

After a  checkpoin t i s  publ i shed ,  the  provider appl i cati on  may cl ear a l l  pub l i cati ons  from  the  Changes  
channel  and  may cl ear previ ous  Checkpoint publ i cati ons.   

Th i s  d ua l  publ i cati on  channe l  method  a l l ows  a  consumer appl i cati on  to  qu i ckl y sync a l l  pub l i shed  

i n formati on  on  a  topic,  wi thou t excessive  i n teracti on  wi th  the  MSM  servi ces .   
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Figure  8  – Changes  and  checkpoint  channel  example  

 Message fi l tering  5.3

Topics  shal l  be  used  in  appl ication  services  to  l im i t  or fi l ter the  type  of i n formation  that i s  
obtained  from  read  and  noti fy requests  for Provider Appl ications  and  Consumer Appl ications.  

Topics  shal l  be  used  by Provider Appl ications  to  speci fy the  type  of i n formation  that they wi l l  
be  publ i sh ing  or posting  on  an  MSM  Channel.  

Topics  a l low a  s ing le  channel  to  hand le  a  col lection  of d i fferen t types  of data,  yet sti l l  provide  
a  method  for the  receiver of the  data  to  l im i t  the  types  of data  that i t  i s  requ i red  to  hand le.  

The  same  topic may be  used  across  mu l tip le  channels.   

EXAMPLE  1  There  may be  a  ProductionSchedule  topi c  defi ned  for CheckPoint  and  Changes  channel s  wi th  a  s i te  
channe l  scope,  and  a  ProductionSchedule  top i c  used  for Checkpoint  and  Changes  channel s  for an  area  channel  
scope.  

EXAMPLE  2  There  may be  a  QualificationTest  top i c  used  for a  Request  channel  at  the  en terpri se  channel  scope,  
and  a  QualificationTest topic  used  for a  Request  channel  at  the  coun try channel  scope.  

 Publ ication  expiration  5.4

Expi red  publ ications  shal l  not be  avai lable  to  subscribing  consumer appl ications  nor 
accessible  to  the  provider appl ication .  I f an  a l ready read  message  subsequently expi res,  i t  i s  
sti l l  avai lable  to  the  consumer to  ensure  a  Remove Publ ication  cal l  removes  the  correct 
message.  
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A publ ication  can  be  flagged  as  expi red  by a  provider appl ication  via  the  Expi re  Publ ication  
service  or th rough  an  expi ration  time  defined  when  the  publ ication  i s  posted .   

Wi th  the  time-based  expi ration ,  the  expi ration  time  i s  ca lcu lated  based  on  the  completion  of 
invocation of the  Post Publ ication  service  p lus  the  speci fied  duration .   

Any publ ication  message may be  expi red  through  the  Expi re  Publ ication  service.  

 Topics  5.5

5.5.1  Topic  defin i tion  

Topics  shal l  be  used  i n  appl ication  services  to  l im i t  or fi l ter the  type  of i n formation  that i s  
obtained  from  read  and  noti fy requests  for Provider Appl ications  and  Consumer Appl ications.   

Topics  shal l  be  used  by Provider Appl ications  to  speci fy the  type  of i n formation  that they wi l l  
be  publ i sh ing  or posting  on  an  MSM  Channel.   

Topics  al low a  s ing le  channel  to  hand le  a  col l ection  of d i fferent data,  yet sti l l  provide  a  
method  for the  receiver of the  data  to  l im i t  the  types  of data  that i t  i s  requ i red  to  hand le.   

5.5.2  Standard  topics  

To support i n teroperabi l i ty,  the  topics  shou ld  correspond  to  the  transaction  message  verbs  
and  nouns,  as  defined  in  the  I SA-95. 05  and  B2MML or other standards.   

EXAMPLE  1  C l asses  of nouns  from  the  I SA-95. 02  and  I SA-95. 04  standards  

Equ ipment  Cl ass  Equ ipment Capabi l i ty Test  

Personnel  Cl ass  Person  Qual i fi cati on  Test  

Materi a l  C l ass  Materi a l  Defi n i ti on  Materi a l  Lot 

Materia l  Subl ot Materi a l  Test   

Operati ons  Capabi l i ty Operati ons  Defi n i ti on  Operati ons  Performance  

Operati ons  Schedu l e  Process  Segmen t Producti on  Capabi l i ty  

Product  Defi n i ti on  Production  Schedu l e  Producti on  Performance  

Resource  Re lati onsh i p  Network Transacti on  Profi l e  Work Al ert  

Work Capabi l i ty  Work Defi n i ti on  Work Performance  

Work Schedu l e  Workfl ow Speci fi cati on  

The  topic names  shou ld  con tain  the  associated  standard  and  version  number of the  
associated  standard  or noun .   

EXAMPLE  2  One  topi c may be  defi ned  for messages  us i ng  B2MML-V0402-Materi a l Lot  defi n i ti ons ,  another for 
B2MML-V0501 -Materia l Lot  defin i ti ons  and  a  th i rd  topi c  for messages  us i ng  B2MML-V0600-Materi a l Lot  d efi n i ti ons .   

The  same  topic may be  defined  on  mu l tiple  channels.   

EXAMPLE  3  There  may be  a  ProductionSchedule  topi c  defi ned  for CheckPoint  and  Changes  channel s  wi th  a  s i te  
channe l  scope,  and  a  ProductionSchedule  top i c  defi ned  for Checkpoint  and  Changes  channel s  for an  area  channel  
scope.   

EXAMPLE  4  There  may be  a  QualificationTest  topi c  defi ned  for a  Request  channel  a t  the  en terpri se  channel  
scope,  and  a  QualificationTest topi c defi ned  for a  Request  channel  a t  the  coun try channel  scope.   
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 MSM  sessions  5.6

Commun ication  to  channels  shal l  be  th rough  MSM  sessions.  MSM  sessions  are  created  
through  open  session  services,  wh ich  return  a  session  ID .   

Session  IDs  shal l  be  persisten t and  shal l  not be  tied  to  the  execution  i nstance  of the  
requesting  program.  A session  ID  remains  val id  even  i f the  cal l i ng  program  stops  and  restarts,  
as  l ong  as  the  cal l i ng  program  main tains  the  session  ID  ( i n  storage)  and  can  read  i t  on  restart,  
then  the  MSM  session  i s  sti l l  avai lable.   

 Securi ty  5.7

5.7.1  Secure  message exchanges  

Securi ty i n  message  exchanges  shal l  be  defined  as  au then ticated  access  to  MSM  channel  
services.   

NOTE  Securi ty i n  the  MSM  services  i s  of paramount importance.  I n  the  MSM  Service  model  the  commun icati on  
appl i cati ons  have  no  knowledge  of thei r commun icati on  partners,  and  do  not know i f there  are  none  (for a  publ i sher 
wi th  no  subscripti ons) ,  one,  or many.  Therefore ,  secu ri ty cannot  be  defi ned  as  commun icati on  wi th  trusted  partners ,  
bu t  as  commun icati on  th rough  secure  channel s .   

5.7.2  Securi ty tokens  on  channels  

Channel  access  securi ty shal l  be  managed  through  securi ty tokens.   

Securi ty tokens  are  assigned  to  channels.   

Securi ty tokens  on  channels  may be  optional l y added  to  channels  by the  users  of the  MSM  
services.   

NOTE  Wh i l e  the  MSM  service  provi der i s  requ i red  to  provi de  securi ty,  the  fi nal  users  of the  MSM  servi ces  may 
deci de  not to  ass ign  any securi ty tokens  to  one  or more  channel s ,  i n  wh i ch  case  the  channel s  may be  accessed  
wi thou t  any au then ti cati on  con tro l .   

Securi ty tokens  shal l  be  used  by appl ications  when  open ing  or subscrib ing  to  a  channel .  I f the  
appl ication  provided  Securi ty Token  does  not match  a  Securi ty Token  assigned  to  the  channel ,  
then  no  channel  i n formation  i s  returned .   

Securi ty tokens  are  exchanged  in  an  ou t-of-band  commun ication  channel ,  such  as  manual  
exchange  of tokens,  or e lectron ic exchange  through  a  secure  poin t-to-poin t channel .   
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Figure  9  – Securi ty of channels  

5.7.3  Securi ty token  format 

The  Securi ty Token  format shal l  be  defined  in  the  MSM  implementation  speci fication .  D i fferen t 
implementations  may have  d i fferent methods  and  formats  for the  securi ty tokens.   

5.7.4 MSM  service  provider implementations  

1 )  Al l  MSM Service Providers  shal l  implement securi ty tokens.  

2 )  MSM Service Providers  may l im i t  the  abi l i ty to  use  the  MSM  Channel  Management 
services  to  approved  appl ications,  servers,  or domains  in  order to  i ncrease  securi ty.   

3 )  I n  an  implementation ,  providers  and  consumers  shal l  arbi trate  the  l evel  of securi ty to  be  
used  for a  channel ,  i f any.  Wh i le  there  i s  a  requ i rement that the  services  provide  securi ty 
services,  there  i s  no  requ i rement that a  speci fic implementation  use  the  services.   

EXAMPLE  1  A system  may share  i n formation  across  compan ies  th rough  open  I n ternet  channel s .  I n  th i s  case  an  
MSM  Service  Provider imp lemen tati on  shou l d  provi de  a  s trong  Securi ty Token  system  th rough  a  publ i c  key 
mechan ism  wi th  speci fi c  Securi ty Token  assigned  to  speci fi c  commun icati ng  compan ies .  

EXAMPLE  2  A system  may be  en ti re l y con tai ned  wi th i n  a  secu re  envi ronmen t  beh i nd  both  corporate  and  
operati ons  fi rewal l s .  I n  th i s  case  the  u ser may decide  to  not  ass i gn  secu ri ty tokens  to  channel s  and  re l y on  other 
measures  to  ensu re  securi ty.   

6 MSM  service  defin i tions  

 Type defin i tions  6. 1

Table  1  con tains  the  type  defin i ti ons  that are  associated  wi th  the  service  defin i tions.   

Provider Applications

Consumer Applications

Create

Channel

Assign

Security Tokens To

Channel  & Open

Session

Open Session

using Security

Token

Post Publications,

Responses,  Read

Requests

Post Requests

and 

Read  Publ ications
MSM Services

Tokens exchanged in an out of

band communication channel.

out of band
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Table  1  – MSM  type  defin i tions  

Type  Defin i tion  

Channel  Descripti on  Text  u sed  i n  browsi ng  channel s  and  to  provi de  assi stance  i n  ma in tenance  of an  
MSM  implementati on .  

Channel  Type  I nd i cates  whether the  channel  i s  for publ i cations ,  requests  or responses.  The  
MSM  implementati on  may use  the  channel  type  to  ensu re  the  correct  session  
creati on  servi ce  i s  ca l l ed  for a  channel .   

Defi ned  Channe l  Types  are  “Publ i cati on ”  and  “Request” .  

Channel  URI  The  primary i den ti fi er for a  channel .   

The  Channel  URI  shou l d  be  a  wi de  s tri ng  a l l owing  channel  names  wi th  
i n ternational  character sets .   

See  5. 2  for deta i l s  on  the  format.   

F i l ter Express ion  An  opti onal  fi l teri ng  e l ement  that  may be  appl i ed  to  messages  on  a  channel .   
The  format  of the  fi l ter express ion  i s  n ot d efi ned  i n  th i s  PAS,  bu t wou l d  be  
d efi ned  i n  an  MSM  implemen tati on  speci fi cati on .   

Sessi on  I D  An  i den ti fi er generated  by the  MSM  upon  an  appl i cati on  creati ng  a  sess i on  on  a  
channel  and  provi ded  to  the  appl i cati on  for use  i n  the  MSM  services.  

L i s tener I d enti fi cati on  An  impl emen tati on  d efi ned  e l emen t that  i s  used  to  i nd i cate  to  an  appl i cati on  
when  a  new message  has  arri ved .  

EXAMPLE  A URI  endpoin t,  reachab l e  by the  MSM  Servi ce  Provi der,  that hosts  
an  MSM  Noti fi cati on  Servi ce.  

Message  I D  An  i den ti fi er generated  by the  MSM  upon  posti ng  of a  message  to  a  channel  i n  a  
sessi on .  

Message  Con ten t  The  message  con ten t.  

Message  Expi ry The  du rati on  un ti l  the  expi rati on  of a  publ i cati on  message  on  a  publ i cati on  
channel .  

Securi ty token  The  securi ty tokens  ass i gned  to  the  channel .  

Sessi on  I D  A un i que  i den ti fi cati on  of the  commun icati on  sessi on  u sed  i n  u si ng  an  MSM  
channel .  

Topic An  i den ti fi cati on  of the  top ic of a  message,  see  5 . 5 .  

 

 MSM  service  returns  and  fau l ts   6 .2

Table  2  con tains  the  service  returns  and  fau l ts  for the  MSM  service  defin i tions.  

Fau l ts  shou ld  con tain  a  human  readable  explanation .   

Table  2  – MSM  service  returns  and  fau l t  defin i tions  

Type  Defin i tion  

Channel  Fau l t  Error retu rned  when  a  Channel  URI  i s  i nval i d  or the  appl i cati on  does  not  
have  the  appropria te  Securi ty Token  to  access  the  channel .  

L i s tener I d en ti fi cati on  An  i d en ti fi cati on  of a  l i s tener functi on ,  defi ned  by the  implemen tati on  
technology.   

Message  I D  A u n i que  i den ti fi cati on  of a  message.  

Operati on  Fau l t  Error retu rned  when  an  i l l egal  operati on  for the  channel  type  i s  attempted .  

Parameter Fau l t  Error i n d i cati ng  a  m i ss i ng  or i nval i d  parameter passed  to  a  service .   

Publ i cati on  Message  A message  wh ich  shou l d  be  i n  the  format defi ned  by I SA-95  Part  5  SYNC 
messages.   

Request  Message  A message  wh ich  shou l d  be  i n  the  format defi ned  by I SA-95  Part  5  GET,  
PROCESS,  CHANGE,  and  CANCEL  messages.   

Request  Message  I D  The  Message  I D  of a  request message.  
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Type  Defin i tion  

Response  Message  A message  wh ich  shou l d  be  i n  the  format defi ned  by I SA-95  Part  5  SHOW,  
ACKNOWLEDGE,  RESPOND,  and  CONFIRM  messages.  

Securi ty Token  Fau l t  Error retu rned  when  an  i nval i d  Securi ty Token  i s  used .  

Sessi on  Fau l t  Error retu rned  when  an  i nval i d  Sessi on  I D  i s  u sed  i n  a  service.  

 

 MSM  channel  management services  6.3

6.3.1  Create  channel  

The  create  channel  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  in  
Table  3 .  

Table  3  – Create  channel  

Name Create  channel  

Function  Creates  an  MSM  channel  of the  speci fi ed  Channe l  Type.   

I f the  channel  a l ready exi sts,  then  a  Channel Fault  i s  retu rned .   

Any speci fi ed  secu ri ty tokens  are  added  to  the  channel .   

I nput 
Parameters  

– Channel  URI  

– Channel  Type  (Publ i cati on  or Request)  

– Opti onal  Descripti on  of the  channe l  

– Opti onal  l i s t  of Securi ty Tokens  

Returns  – Success  or error cri teri a  

 

6.3.2  Add  securi ty tokens   

The  add  Securi ty Token  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  
i n  Table  4 .  

Table  4  – Add  securi ty token  

Name Add  secu ri ty tokens  

Function  Adds  secu ri ty tokens  to  a  channel .   

I f the  Channel  URI  does  not  exi st,  or i f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  
the  Securi ty Token  does  not  match  a  token  a l ready assi gned  to  the  speci fi ed  channel ,  then  a  
Channel Fault  i s  retu rned .  

I f a  n ew Securi ty Token  has  a l ready been  assi gned  to  the  channel ,  then  no  acti on  i s  taken .   

I nput 
Parameters  

– Channel  URI  

– Opti onal  Securi ty Token  

– L i s t  of Securi ty Tokens  to  add  

Returns  – Success  or error cri teri a  

 

6.3.3  Remove securi ty tokens   

The  remove  Securi ty Token  service  shal l  have  the  function ,  i npu t parameters  and  returns  
defined  i n  Table  5.  
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Table  5  – Remove securi ty token  

Name Remove  Securi ty Tokens  

Function  Removes  securi ty tokens  from  a  channel .  

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  the  Securi ty Token  does  not match  a  
token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

I f any Securi ty Token  to  be  removed  i s  not  ass i gned  to  the  channel ,  then  a  Security Token  
Fault  i s  retu rned  and  no  tokens  are  removed  from  the  channel ,  even  i f they are  va l i d .  

I nput 
Parameters  

– Channel  URI  

– Securi ty Token  

– L i s t  of Securi ty Tokens  to  remove  

Returns  – Success  or error cri teri a  

 

6.3.4 Delete  channel  

The  delete  channel  service  shal l  have  the  function ,  i npu t parameters  and  retu rns  defined  i n  
Table  6 .  

Table  6  – Delete  channel  

Name Delete  Channel  

Function  Deletes  an  MSM  Channel .   

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  the  Securi ty Token  does  not match  a  
token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

The  channel  a l ong  wi th  associated  sessi ons  and  messages  are  no  l onger ava i l ab le .  No  
noti fi cati on  i s  provi ded  to  any appl i cati ons  wi th  acti ve  sess ions.  

I nput 
Parameters  

– Channel  URI  

– Opti onal  Securi ty Token  

Returns  – Success  or error cri teri a  

 

6.3.5  Get channel  

The  get channel  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  in  
Table  7 .  

Table  7  – Get channel  

Name Get Channel  

Function  Gets  i n formati on  abou t  a  channel .   

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channe l  i s  ass i gned  securi ty tokens  and  the  Secu ri ty Token  does  not match  a  
token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

I nput 

Parameters  

– Channel  URI  

– Opti onal  Securi ty Token  

Returns  – Success  or error cri teri a   

–  Channel  URI   

–  Channel  Type   

–  Channel  Descripti on   
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6.3.6  Get channels  

The  get channels  service  shal l  have  the  function ,  i npu t parameters  and  retu rns  defined  in  
Table  8 .  

Table  8  – Get channels  

Name Get Channel s  

Function  Gets  i n formati on  abou t  a l l  channel s  where  the  Securi ty Token  matches  one  of the  channel ’ s  
Securi ty Tokens.   

I f there  i s  no  match ,  then  an  empty l i s t  of channel  URI s  i s  retu rned .   

I nput 

Parameters  

– Opti onal  Securi ty Token  

Returns  – Channel  URI s   

–  Channel  Types   

–  Channel  Descripti ons   

 

 Noti fy l istener service  6.4

6.4.1  Noti fy l istener  

The  noti fy l i stener service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  9 .  

Table  9  – Noti fy l istener 

Name Noti fy L i s tener 

Function  Receives  a  noti fi cati on  of a  n ew message  on  a  channel ,  u s i ng  the  L i s tener I den ti fi cati on  
speci fi ed  when  a  session  i s  opened .   

Th i s  i s  a  ca l l -back functi on  provi ded  by the  Provi der or Consumer appl i cati on  when  
subscri b i ng  to  a  channel .  

The  i n terface  i s  d efi ned  so  that  the  appl i cati ons  can  defi ne  the i r l ocal  ca l l -back functi ons  wi th  
the  correct  i n terface.   

I nput 
Parameters  

I npu t  parameters  are  defi ned  by the  speci fi c  MSM  technol ogy imp lemen tati on   

Returns  Retu rns  are  defi ned  by the  speci fi c  MSM  technol ogy impl emen tati on  

 

NOTE  Noti fy l i s tener services  wi l l  genera l l y retu rn  a  Sess i on ID ,  MessageID,  Topic,  and  opti onal  
RequestMessageID .   

 MSM  provider publ ication  services  6.5

6.5.1  Open  publ ication  session  

The  open  publ ication  session  service  shal l  have  the  function ,  i npu t parameters  and  returns  
defined  i n  Table  1 0 .  
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Table  1 0  – Open  publ ication  session  

Name Open  Publ i cati on  Sess i on  

Function  Opens  a  publ i cati on  sessi on  for a  channel  and  retu rns  an  I D  for the  sessi on .   

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  the  Securi ty Token  does  not match  a  
token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

I f the  channel  type  i s  not  a  Publ i cati on  type,  then  an  Operation  Fault  i s  retu rned .  

I nput 
Parameters  

– Channel  URI   

–  Opti onal  Securi ty Token   

Returns  – Success  or error cri teri a   

–  Sessi on  I D  

 

6.5.2  Post publ ication  

The  post publ ication  service  shal l  have  the  function ,  i npu t parameters  and  retu rns  defined  in  
Table  1 1 .  

Table  1 1  – Post publ ication  

Name Post Publ i cati on  

Function  Posts  a  pub l i cati on  message  to  a  channe l  and  creates  a  message  wi th  the  Message  Con ten t  
and  a  Message  I D  that  un i quely i d en ti fi es  message,  and  makes  i t  avai l abl e  for subscri bers.  

I f the  Sess ion  I D  does  not  exi st  or does  not  correspond  to  a  publ i cati on  sess ion ,  then  a  
Session  Fault  i s  retu rned .   

I f a  Topic  i s  b l ank,  then  a  Parameter Fault  i s  retu rned .  

I nput 
Parameters  

– Session  I D  

– Publ i cati on  Message  

– L i s t  of top ics  

– Opti onal  Expi rati on  Du rati on  for the  publ i cati on  

Returns  – Success  or error cri teri a   

–  Message  I D  of posted  message  

 

6.5.3  Expire  publ ication  

The  expi re  publ ication  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  1 2 .  

Table  1 2  – Expire  publ ication  

Name  Expi re  Publ i cati on  

Function  The  publ i cati on  i s  n o  l onger ava i l ab l e  to  subscribers.  I f an  a l ready read  message  
subsequen tl y exp i res,  i t  i s  s ti l l  avai l abl e  to  the  consumer to  ensu re  a  RemovePubl i cati on  ca l l  
removes  the  correct  message.  

I f the  Sess ion  I D  does  not  exi st  or does  not  correspond  to  a  publ i cati on  sess ion ,  then  a  
Session  Fault  i s  re tu rned .  

I f the  Message  I D  does  not  correspond  wi th  the  Sessi on  I D  or the  correspond i ng  message  
has  a l ready expi red ,  then  no  acti on  i s  taken .  The  message  i s  expi red  for a l l  topi cs  associated  
wi th  the  message.  

I nput  
Parameters  

– Session  I D  

–  Message  I D  

Returns  – Success  or error cri teri a   
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6.5.4 Close  publ ication  session  

The  close  publ ication  session  service  shal l  have  the  function ,  i npu t parameters  and  returns  
defined  in  Table  1 3 .  

Table  1 3  – Close  publ ication  session  

Name Close  Publ i cati on  Sess i on  

Function  Closes  a  publ i cati on  sessi on .    

Al l  u nexp i red  messages  that  have  been  posted  du ri ng  the  sessi on  wi l l  be  exp i red .  

I f the  Sess ion  I D  does  not  exi st  (non -exi sten t  or a l ready cl osed ) ,  then  a  Session  Fault  i s  
retu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  Publ i cati on  channe l  type ,  then  a  Session  Fault  i s  
retu rned .   

I nput 
Parameters  

– Session  I D  

Returns  – Success  or error cri teri a   

 

 MSM  consumer publ ication  services  6.6

6.6.1  Open  subscription  session  

The  open  subscription  session  service  shal l  have  the  function ,  i npu t parameters  and  returns  
defined  in  Table  1 4.  

Table  1 4 – Open  subscription  session  

Name Open  Subscri pti on  Sessi on  

Function  Open  a  subscripti on  sessi on  for a  channel .  

A subscri pti on  sessi on  wi l l  not  p i ck up  messages  posted  pri or to  the  subscripti on  sessi on  
start.   

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  the  speci fi ed  Securi ty Token  does  
not  match  a  token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

I f the  channel  type  i s  not  a  Publ i cati on  type,  then  an  Invalid Operation Fault  i s  retu rned .   

I f a  Top ic i s  b l ank,  then  an  I nva l i d  Parameter Fault  i s  retu rned .  

I nput 
Parameters  

– Channel  URI  

– L i s t  of Topics  (subscri bed  to)  

– Opti onal  Securi ty token  

– Opti onal  L i s tener I den ti fi cati on  

– Opti onal  F i l ter Expression  

Returns  – Success  or error cri teri a   

–  Sessi on  I D  

 

6.6.2  Read  publ ication  

The  read  publ ication  service  shal l  have  the  function ,  i nput parameters  and  returns  defined  i n  
Table  1 5.  
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Table  1 5  – Read  publ ication  

Name Read  Publ i cati on  

Function  Retu rns  the  fi rst  n on -expi red  publ i cati on  message  ( i f any)  that  sati sfi es  the  sess i on  message  
fi l ters .   

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  retu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  publ i cation  sessi on ,  then  a  Session  Fault  i s  
retu rned .   

I f there  are  no  publ i cati on  messages,  then  a  nu l l  pub l i cati on  message  i s  retu rned .   

Input 
Parameters  

– Session  I D  

Returns  – Success  or error cri teri a   

–  Publ i cati on  Message  

– Message  I D  

– L i s t  of top ics  for the  Publ i cati on  Message  

 

6.6.3  Remove publ ication  

The  remove publ ication  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  
i n  Table  1 6.  

Table  1 6  – Remove publ ication  

Name Remove  Pub l i cati on  

Function  Removes  the  fi rst  publ i cati on  message  i n  the  subscripti on  queue.  

I f there  i s  no  publ i cati on  message  then  no  acti on  i s  taken .   

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  publ i cati on  sessi on ,  then  a  Session  Fault  i s  
re tu rned .   

I nput 
Parameters  

– Session  I D  

 

Returns  – Success  or error cri teri a   

 

 

6.6.4 Close  subscription  session  

The  close  subscription  session  service  shal l  have  the  function ,  i npu t parameters  and  returns  
defined  in  Table  1 7 .  

Table  1 7  – Close  subscription  session  

Name Close  Subscri pti on  Sess i on  

Function  Close  the  subscripti on  sessi on .  I f noti fi cati on  has  been  defi ned ,  then  there  wi l l  be  no  more  
noti fi cati ons.   

Any un read  publ i cati ons  for the  sess ion  are  no  l onger avai l ab l e .   

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  publ i cati on  sessi on ,  then  a  Session  Fault  i s  
re tu rned .   

I nput 
Parameters  

– Session  I D  

Returns  – Success  or error cri teri a   
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 MSM  provider request services  6.7

6.7.1  Open  provider request session  

The  open  provider request session  service  shal l  have  the  function ,  i npu t parameters  and  
returns  defined  i n  Table  1 8.  

Table  1 8  – Open  provider request session  

Name Open  Provider Request  Session  

Function  Opens  a  provi der request  sessi on  for read i ng  requests  and  posti ng  responses.  

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  the  speci fi ed  Securi ty Token  does  
not  match  a  token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

I f the  Channel  Type  i s  not  a  Request  type,  then  an  Invalid Operation  Fault  i s  retu rned .   

I f a  Top ic  i s  b l ank,  then  an  I nva l i d  Parameter Fault  i s  retu rned .  

I nput 
Parameters  

– Channel  URI  

– L i s t  of Topics  

– Opti onal  Securi ty token  

– Opti onal  L i s tener I den ti fi cati on  

– Opti onal  F i l ter Expression  

Returns  – Success  or error cri teri a   

–  Sessi on  I D  

 

6.7.2  Read  request 

The  read  request service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  1 9.  

Table  1 9  – Read  request 

Name Read  Request  

Function  Retu rns  the  fi rst  request message  i n  the  message  queue  for the  sessi on .  

Th i s  service  does  not  remove  the  message  from  the  message  queue.   

The  retu rned  Topic  wi l l  correspond  to  the  top i c that  matched  the  posted  request.  

I f the  Sess ion  I D  does  not  correspond  to  a  provi der request  sessi on ,  then  a  Session  Fault  i s  
retu rned .   

I nput 
Parameters  

– Session  I D  

Returns  – Success  or error cri teri a   

–  Retu rned  Message  

– Retu rned  Message  I D  

– Top ic  of the  retu rned  message  

 

6.7.3  Remove request 

The  remove request service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  in  
Table  20.  
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Table  20  – Remove request 

Name Remove  Request 

Function  Removes  the  fi rst  request  message  from  the  request  sessi on .  

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  provi der Request sessi on ,  then  a  Session Fault  i s  
re tu rned .   

I nput 
Parameters  

– Session  I D   

Returns  – Success  or error cri teri a   

 

6.7.4 Post response 

The  post response  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  21 .  

Table  21  – Post response 

Name Post Response  

Function  Posts  a  response  message  to  a  request  message.  

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  provi der Request sessi on ,  then  a  Session Fault  i s  
re tu rned .   

I f any parameter i s  mal formed  or b l ank,  then  an  Invalid Operation  Fault  i s  retu rned .  

I f there  i s  no  request  message  that can  be  matched  to  Request  Message  I D ,  then  no  acti on  i s  
taken .  

I nput 
Parameters  

– Session  I D  

– Request  Message  I D  

– Response  Message  

Returns  – Success  or error cri teri a   

–  Response  Message  I D  

 

6.7.5  Close  provider request session  

The  close  provider request session  service  shal l  have  the  function ,  i npu t parameters  and  
returns  defined  i n  Table  22.  

Table  22  – Close  provider request session  

Name Close  Provi der Request  Session  

Function  Closes  a  provi der request  sessi on .  

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  provi der request  sessi on ,  then  a  Session  Fault i s  
re tu rned .   

I nput 
Parameters  

– Session  I D  

Returns  – Success  or error cri teri a   
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 MSM  consumer request services  6.8

6.8.1  Open  consumer request session  

The  open  consumer request session  service  shal l  have  the  function ,  i npu t parameters  and  
returns  defined  i n  Table  23.  

Table  23  – Open  consumer request session  

Name Open  Consumer Request  Sessi on  

Function  Open  a  consumer request sessi on  for posti ng  requests  and  read i ng  responses.   

I f the  Channel  URI  does  not  exi st,  then  a  Channel Fault  i s  retu rned .  

I f the  speci fi ed  channel  i s  ass i gned  securi ty tokens  and  the  speci fi ed  Securi ty Token  does  
not  match  a  token  assi gned  to  the  speci fi ed  channel ,  then  a  Channel Fault  i s  retu rned .  

I f the  channel  type  i s  not  a  Request  type,  then  an  Invalid Operation  Fault  i s  retu rned .   

I nput 
Parameters  

– Channel  URI  

– Opti onal  Securi ty token  

– Opti onal  L i s tener I den ti fi cati on  

Returns  – Success  or error cri teri a   

–  Sessi on  I D  

 

6.8.2  Post request 

The  post request service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  24.  

Table  24 – Post request 

Name Post Request 

Function  Post a  request  message  on  the  request-response  channel  and  retu rn  the  I D  of the  message.   

I f the  Sess ion  I D  does  not  exi st,  then  an  Invalid Operation  Fault  i s  retu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  consumer request  sessi on ,  then  a  Session Fault  i s  
retu rned .   

I f a  Topic  i s  b l ank,  then  an  I nva l i d  Parameter Fault  i s  retu rned .  

I nput 
Parameters  

– Session  I D  

– Request  Message  

– Top ic  of the  request  

– Opti onal  Request  Timeou t  

Returns  – Success  or error cri teri a   

–  Request  Message  I D  

– Opti onal  Expi rati on  Du rati on  for the  request  

 

NOTE  Top i cs  are  coord i nated  as  part  of the  system  i nstal l ati on .   I f any system  i s  posti ng  requests  that have  no  
provi ders ,  then  the  messages  wi l l  n ot  be  answered .   I mpl emen tati ons  may consi der add i ng  timeou ts  and  retu rn  
errors  i f a  provider d oes  not  p i ck up  a  request  wi th i n  a  reasonabl e  time.   

6.8.3  Read  response 

The  read  response  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  25.  
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Table  25  – Read  response 

Name Read  Response  

Function  Read  the  response  message  from  a  posted  request.  

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  consumer request sessi on ,  then  an  Invalid 
Operation  Fault  i s  retu rned .   

I f the  Request  Message  I D  does  not  correspond  to  a  message  i n  the  message  queue,  then  
no  message  i s  re tu rned .  

I nput 
Parameters  

– Session  I D  

– Request  Message  I D  

Returns  – Success  or error cri teri a   

–  Response  Message  

 

6.8.4 Remove response 

The  remove  response  service  shal l  have  the  function ,  i npu t parameters  and  returns  defined  i n  
Table  26.  

Table  26  – Remove response 

Name Remove  Response  

Function  Remove  a  response  message  from  the  request-response  channel .   

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  consumer request sessi on ,  then  an  Invalid 
Operation  Fault  i s  retu rned .   

I f the  Request  Message  I D  does  not  correspond  to  a  message  i n  the  message  queue,  then  
no  acti on  i s  taken .  

I nput 
Parameters  

– Session  I D  

– Request  Message  I D  

Returns  – Success  or error cri teri a   

 

6.8.5  Close  consumer request session  

The  close  consumer request session  service  shal l  have  the  function ,  i npu t parameters  and  
returns  defined  i n  Table  27.  

Table  27  – C lose  consumer request session  

Name Close  Consumer Request  Sess ion  

Function  Close  a  consumer request sessi on .  

I f the  Sess ion  I D  does  not  exi st,  then  a  Session  Fault  i s  re tu rned .  

I f the  Sess ion  I D  does  not  correspond  to  a  consumer request sessi on ,  then  a  Session Fault  i s  
re tu rned .   

I nput 
Parameters  

– Session  I D  

Returns  – Success  or error cri teri a   
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7  Scenarios   

 Publ ish-subscribe  scenarios  7 . 1

7.1 .1  S imple  publ ish-subscribe  scenario  

A simple  publ ish /subscribe  scenario  wi th  a  s ing le  provider appl ication  and  a  s ing le  consumer 
appl ication  using  the  noti fication  services,  i s  shown  in  F igure  1 0.   

NOTE  1  There  wi l l  u sual l y be  mu l ti p l e  consumer appl i cati ons  receivi ng  publ i cati ons ,  bu t  on l y one  i s  shown  i n  th i s  
example.   

NOTE  2  I t  i s  assumed  that the  appropri ate  channel s  and  top ics  have  been  created  pri or to  the  scenari o.  

I n  th is  scenario,  the  provider appl ication  opens  an  MSM  publ ication  channel  wi th  a  channel  
URI  and  securi ty token .  When  the  provider appl ication  has  determined  that data  shou ld  be  
publ i shed ,  i t  posts  publ ications  (using  SYNC messages)  wi th  a  message  topic.   

A consumer appl ication  subscribes  to  the  MSM  publ ication  channel  us ing  a  channel  URI ,  
securi ty token ,  and  l i st  of topics.  The  session  ID  i s  saved  in  case  the  consumer appl ication  
stops  unexpected ly.    

When  a  new message  wi th  the  righ t topic i s  posted ,  the  consumer appl ication  i s  noti fied  of the  
posting  and  then  reads  the  new publ ication  message  from  the  MSM  channel .   

When  the  consumer appl ication  no  l onger needs  data,  i t  unsubscribes  from  the  subscription  
session  and  clears  the  session  ID  i n  persisten t storage  so  that i t  wi l l  open  a  new session  
when  restarted .   

 

Figure  1 0  – Publ ication  scenario  wi th  noti fication  

7. 1 .2  Publ ish-subscribe  scenario  with  mul tiple  messages  

A simple  publ ish /subscribe  scenario  wi th  a  s ing le  provider appl ication ,  noti fication  services  
avai lable,  and  consumer appl ications  using  the  noti fication  services,  for mu l tip le  messages  i s  
shown  in  F igure  1 1 .   
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NOTE  See  the  Methods  of Operati on  for a  recommendation  of the  structu re  of channel s  for a  more  robust  actua l  
impl emen tati on .   

 

Figure  1 1  – Publ ication  scenario  wi th  mul tiple  messages  

I n  th is  scenario,  the  provider appl ication  opens  an  MSM  publ ication  session  for a  g iven  
channel .  When  the  provider appl ication  has  determined  that data  shou ld  be  publ i shed ,  i t  posts  
publ ication  [a]  wi th  a  message  topic and  no  message  expi ry.  

A consumer appl ication  opens  a  session  to  the  MSM  publ ication  channel  us ing  the  same  
channel  and  l i st  of topics.  The  session  ID  i s  stored  for l ater use  when  the  consumer 
appl ication  stops  and  restarts.    

When  a  noti fi cation  i s  received ,  the  consumer appl ication  reads  and  removes  al l  publ ications  
un ti l  a  nu l l  i s  returned  from  the  Read  Publ ication .   

When  the  consumer appl i cation  stops  and  restarts  i t  retrieves  the  saved  session  ID .   Because  
the  consumer appl ication  was  not acti ve,  there  may have  been  a  m issed  noti fication  so  the  
appl ication  reads  and  removes  a l l  new publ ications  un ti l  a  nu l l  i s  returned  from  the  Read  
Publ ication .   

When  the  consumer appl ication  has  fi n ished  a l l  processing  and  no  longer wants  to  receive  
subscriptions  i t  cl oses  the  subscription  session  and  clears  the  saved  session  ID .  

7.1 .3  Publ ish-subscribe  scenario  without noti fication  

A publ ish /subscribe  scenario  wi th  a  s ing le  provider appl ication ,  where  noti fi cation  services  are  
not  avai lable  or  the  consumer appl ication  i s  not  able  to  use  noti fication  services,  i s  shown  i n  
F igure  1 2 .  I n  th is  scenario  there  i s  no  change  for the  actions  of the  provider appl ication  from  
the  scenario  i n  7 . 1 . 1 .   
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I n  th is  scenario,  the  consumer appl ication  wou ld  pol l  the  MSM  channel  for publ ications  e i ther 
period ical l y or based  on  some l ocal  even t.  The  returned  in formation  from  the  read  i nd icates  i f 
a  new publ ication  was  returned .   

The  next Read Publication  ca l l  returns  e i ther the  next publ ication  from  the  subscription  queue  
or nu l l  i f there  are  no  more  publ ications  avai l able.    

 

Figure  1 2  – Publ ication  scenario  wi thout noti fication  

7. 1 .4 Mu ltiple  publ ishers  scenario  

More  than  one  provider appl ication  may use  the  same publ ication  channel .  The  scenario  
shown  i n  F igure  1 3  has  two  provider appl ications.  For example,  one  appl ication  cou ld  publ ish  
changes  wi th  topics  for Materia l  Defin i tions  wh i le  another may publ ish  changes  wi th  topics  for 
Material  Lots.   
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Figure  1 3  – Publ ication  scenario  wi th  mu ltiple  provider appl ications  

7. 1 .5  Publ ish-subscribe  scenario  wi th  publ ication  expiration  

Message  expi ration  can  be  used  by provider appl ications  to  remove  messages  from  a  
consumer appl ication ’s  vi sibi l i ty.  Th is  cou ld  be  due  to  a  number of reasons,  i nclud ing  
chang ing  relevancy of the  message  or i naccuracies  in  the  message.  The  scenario  i n  F igure  1 4  
h igh l igh ts  expi ration  behaviour i n  two cases:   

– where  a  read  message  has  expi red ,  and   

– where  an  unread  message  has  expi red .   

On  the  second  Read Publication  ca l l  by the  consumer appl ication ,  the  MSM  Service  Provider 
returns  the  next message  in  the  subscription  queue  – a l though  i n  th i s  case,  there  i s  no  
message.  The  th i rd  Read Publication  returns  the  next unexpired  publ ication  i n  the  
subscription  queue,  message  [c] .  
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Figure  1 4  – Publ ication  scenario  wi th  expired  publ ications  

 Request channel  scenarios  7.2

7.2.1  Request-response  scenario  with  noti fication  

Figure  1 5  i l l ustrates  a  scenario  for a  GET/SHOW transaction  wi th  the  provider appl ication ,  
consumer appl ication ,  and  a  channel  supporting  noti fication .   
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Figure  1 5  – GET/SHOW request service  scenario  

I n  F igure  1 5,  a  provider appl ication  opens  a  provider request session .  A consumer appl ication  
opens  a  consumer request session  and  posts  a  request [a] .  The  provider i s  noti fied  and  reads  
the  request [a] .  The  provider appl ication  performs  i ts  appropriate  function  ( i n  th is  case  to  get 
data)  and  sends  the  response  message  [b]  ( in  th is  case  a  SHOW message)  and  then  removes  
the  request [a] .  The  consumer appl ication  i s  noti fi ed  of the  posting  and  reads  the  response  [b]  
and  then  removes  the  response  [b] .   

7.2.2  Request-response  scenario  without noti fication  

I f the  appl ications  or MSM  services  do  not support noti fication ,  then  the  provider may pol l  for 
a  request and  consumer appl ications  may pol l  for a  response.  F igure  1 6  i l l ustrates  a  scenario  
us ing  a  CHANGE-RESPONSE transaction  where  the  consumers  and  providers  must pol l  for a  
response.   
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Figure  1 6  – CHANGE / RESPONSE request service  scenario  

The  GET/SHOW,  PROCESS/ACKNOWLEDGE,  CHANGE/RESPONSE,  and  CANCEL 
transactions  are  a l l  hand led  using  request channels.   

7.2.3  Mu l tiple  providers  

Figure  1 7  i l l ustrates  a  scenario  wi th  mu l tip le  provider appl ications.  I n  th is  case,  two  provider 
appl ications  have  subscribed  to  requests  on  the  same  MSM  channel .   

The  consumer appl ication  posts  a  CHANGE request wi th  a  speci fic topic (such  as  Personnel  
I n formation).   

Appl ication  1  i s  noti fied  of a  request that matches  a  topic that i t  subscribed  to.  Appl ication  1  
gets  the  CHANGE  message  [a]  and  generates  the  RESPONSE message  [b] .  Appl ication  2  i s  
not noti fied  of the  request,  because  the  topic does  not match  a  subscribed  topic.   
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Figure  1 7  – Mu ltiple  providers  CHANGE/RESPONSE scenario  

NOTE  A fu l l  system  shou l d  not  have  mu l ti p l e  provi ders  for the  same  topics  on  the  same  request  channel .  I f th i s  
occu rs  then  there  i s  a  poss i b i l i ty that  an  i ndeterminate  number of response  messages  wou l d  be  retu rned  to  the  
consumer appl i cati on .  Th i s  considerati on  requ i res  carefu l  desi gn  of a  system  of appl i cati ons  to  remove  d ual  
responsibi l i ty for request  topic  provi der appl i cati ons.   

8  Compl iance  

Al though  th i s  PAS  does  not contain  a  statement of compl iance,  any assessment of 
compl iance  shou ld  address  the  fol lowing  provis ions  in  a  separate  conformi ty assessment 
speci fication :  

a)  the  use  of the  terminology defined  in  th is  PAS,  

b)  for each  service  supported  

i )  the  support for noti fication  services  as  defined  in  4 . 6 ,  

i i )  declaration  of l evel  of support for F i l ter Expressions,  

i i i )  a  statement of the  tota l  compl iance  concern ing  defin i tions,  services,  and  optional  
e lements  or,  i n  case  of partial  compl iance,  a  statement i denti fying  expl ici tl y the  areas  
of non-compl iance.   
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Annex A 
( informative)  

 
MSM  service provider considerations  

A.1  Service  provider considerations  

The  fol lowing  clauses  define  ESB  type  services  that can  be  provided  by MSM  Service  
Providers.  The  services  are  not part  of the  MSM  speci fication ,  bu t provide  some  of the  areas  
i n  wh ich  vendors  and  others  can  provide  d i fferentiated  service.   

A.2  Noti fication  

MSM  Service  Providers  are  not requ i red  to  implement noti fication  capabi l i ty.  Th is  a l lows  l i gh t 
weigh t MSM  Service  Provider implementations  where  pol l ing  i s  an  acceptable  method  for 
synchron ization  of appl ications.   

A.3  Securi ty considerations  

An  MSM  Service Provider shou ld  take  the  fol lowing  concerns  and  i ssues  in to  account:  

a)  The  MSM Service Provider may store  messages  in  a  persisten t data  store.  I f th is  i s  the  
case  and  there  i s  securi ty on  the  channel ,  then  the  stored  messages  may need  to  be  
encrypted  to  prevent unau thorized  access  to  the  stored  messages.  

b)  Requests  for access  wi th  i nval id  securi ty tokens  shou ld  be  l ogged .  They e i ther i nd icate  a  
problem  wi th  configuration  i n formation  or a  possible  attack of the  system.   

c)  Requests  for access  to  i nval id  channel  URIs  shou ld  be  l ogged .  They e i ther i nd icate  a  
problem  wi th  configuration  i n formation  or a  possib le  attack of the  system.  

d )  Messages  exchanged  wi th in  the  MSM  Service  implementation  may requ i re  encryption  or 
connection  th rough  secure  channels.  The  method  used  may be  dependent on  the  transport 
services  used  and  i s  not defined  in  the  MSM  in terface.   

e)  MSM  session  IDs  shou ld  be  g lobal ly un ique  and  use  restricted  to  a  speci fic provider or 
consumer i n  order to  prevent access  to  a  channel  wi thou t going  through  token  securi ty.   

A.4 MSM  appl ication  implementation  considerations  

Any MSM  appl ication  implementation  shou ld  take  the  fol lowing  concerns  and  i ssues  in to  
account:  

a)  Securi ty tokens  wi l l  usual ly be  stored  in  the  provider and  consumer appl ications  so  they 
can  be  used  on  startup  or restart  of the  appl ication .  The  tokens  shou ld  be  saved  i n  a  
secure  manner to  prevent unau thorized  d iscovery of the  tokens.   

b)  I n  h i gh  securi ty envi ronments  there  may be  a  un ique  Securi ty Token  assigned  for each  
possible  communication  path  and  securi ty tokens  may be  changed  on  a  regu lar basis,  so  
mechan isms  shou ld  be  i n  p lace  to  exchange  tokens  on  a  regu lar basis.   

c)  The  MSM  services  wi l l  not i nclude  val idation  of messages.  The  receiving  appl ications  
shou ld  val idate  any received  messages  against the  agreed  to  schema  sets,  such  as  
B2MML.   

A.5 MSM  channel  securi ty considerations  

Some implementations  may requ i re  add i tional  l evels  of securi ty than  defined  i n  5. 2 . 6 .  For 
example,  an  implementation  may requ i re  separate  securi ty for GET/SHOW messages  than  for 
PROCESS,  CHANGE,  CANCEL messages.  Separate  request channels  may be  set up  for the  
query (GET/SHOW) and  process  (PROCESS,  CHANGE,  CANCEL)  messages.   
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A.6 MSM  session  ID  considerations  

Consider making  MSM  session  IDs  very l ong  numbers  or strings,  non-obvious,  not easi l y 
guessable,  and  un ique  for each  appl ication  and  channel .  Th is  shou ld  be  done  in  order to  
prevent access  to  a  session  wi thou t going  through  token  con trol l ed  securi ty.  Several  services  
rely on  the  MSM  session  ID  for securi ty.  Because  MSM  session  IDs  are  persisten t,  i f an  
appl ication  stores  i t,  then  the  storage  mechan ism  shou ld  have  securi ty measures  i n  place  to  
ensure  that on ly the  storing  appl ication  can  retrieve  the  MSM  session  ID  and  use  i t  for 
commun ication .   

A.7  Data  format val idation  

MSM Service Providers  cou ld  provide  data  format checking  services  for messages.  I f a  
message  i s  supposed  to  fo l l ow a  predefined  and  wel l -speci fied  format,  such  as  B2MML or 
BatchML,  then  the  service  provider cou ld  provide  a  service  to  check the  syn tax correctness  of 
posted  messages.   

Th is  wou ld  provide  a  governance  check on  messages.  

I n  th is  s i tuation ,  the  MSM  Service  Provider cou ld  main tain  a  map  between  topics  and  XML 
schema  fi les.  The  service  provider wou ld  use  that map  to  check correctness  on  posted  
subscriptions,  requests,  and  responses.   

A.8  Al lowed  appl ication  checking  

MSM Service Providers  cou ld  provide  governance  checks  that appl ications  creating  and  
subscrib ing  to  channels  are  a l l owed  appl ications.  Th is  check wou ld  provide  an  add i tional  l evel  
of securi ty,  wh ich  may be  importan t i f the  MSM  Services  go  ou tside  the  company.   

A.9  Data  exchange logging  

MSM Service Providers  cou ld  provide  services  to  l og  al l  or se lected  messages  for purposes  of 
governance,  compl iance,  and  aud i ting .  Because  a l l  messages  are  i n  an  XML format,  and  the  
posting  appl i cation  i s  known ,  th is  cou ld  provide  an  aud i t  or error tracing  l og  that captures  a l l  
i n -band  commun ications.   

A.1 0  Common  error handl ing  

MSM Service Providers  cou ld  provide  services  for a  consisten t method  for hand l ing  errors  
detected  by provider and  consumer appl ications.  An  error hand l ing  service,  provided  as  a  
ded icated  channel ,  cou ld  be  used  to  determine  the  response  to  the  error.  Depend ing  on  the  
error,  such  as  i nval id  message  received ,  l ost message,  i ncorrect data  in  message,  or fa i l u re  
i n  MSM  services,  the  error hand l ing  service  cou ld  noti fy the  appropriate  person  or en ti ty wi th  
responsibi l i ty.   

A.1 1  Data  transformation  services  

MSM Service Providers  cou ld  provide  transformation  services  for messages.  Typical l y,  th is  
wou ld  be  from  a  provider or consumer appl ication-speci fic format i n to  a  common  format (such  
as  B2MML or BatchML),  and  from  a  standard  format to  an  appl ication -speci fic format.   

There  i s  no  requ i rement that an  MSM Service Provider provide  transformation  services.   
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A recommended  method  to  hand le  the  transformation  i n terfaces  i s  th rough  topics.  Topics  may 
be  defined  that match  the  appl ication-speci fic format for the  messages.  The  MSM Service 
Provider cou ld  provide  a  method  for associati ng  a  topic to  a  transformation  mapping .  When  a  
message  i s  received  wi th  a  transformation  topic,  then  the  MSM Service Provider wou ld  
transform  the  message  to  a  standard  format.  When  a  read  request i s  received  wi th  a  
transformation  topic,  then  the  MSM Service Provider wou ld  transform  the  standard  format i n to  
the  appl ication-speci fic topic format.   

The  MSM Service Provider wou ld  main tain  the  relationsh ip  between  the  appl ication-speci fic 
topics,  the  transformation  ru les  to  a  standard ,  and  a  “standard ”  topic defin i tion .   

 

Figure  A.1  – Transformation  services  with  the  MSM  service  provider 

A.1 2  Cross  company bridges   

MSM Service Providers  cou ld  provide  cross  company commun ication  and  au thentication  
services  for messages.   

There  i s  no  requ i rement that an  MSM Service Provider provide  cross  company services.   

A method  to  provide  chain  of custody for publ ished  messages  i s  shown  in  F igure  A. 2. .  I n  th is  
scenario,  a  proxy appl ication  (or part of the  MSM)  i n  Company A's  envi ronment wou ld  l i sten  
for publ ications  from  the  MSM.  The  proxy wou ld  forward  the  publ ications  using  an  
au then ticated  or secure  method  to  a  proxy appl ication  in  Company B 's  envi ronment.  The  
receiving  proxy wou ld  publ ish  the  message  in  Company B 's  MSM  envi ronment.  The  bridge  
may a lso  convert Channel  and  Topics  from  Company A's  namespace  to  Company B's  
namespace.   

NOTE  The  speci fi cati on  of secu re  or au then ti cated  commun icati on  channel s  i s  ou ts i de  the  scope  of th i s  PAS.  
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Figure  A.2  – Cross  company bridge  between  mul tiple  MSMs 

A.1 3  Message maintenance  

MSM Service Providers  cou ld  provide  services  for manag ing  messages  on  channels,  such  as:  

– the  abi l i ty to  delete  orphan  messages  that have  not been  deleted  because  of a  fai lu re  on  a  
request or response  transaction ,  

– the  abi l i ty to  mon i tor the  l eng th  of message  queues  and  noti fy appropriate  people  i f the  
message  queues  become too  long ,  

– the  abi l i ty to  mon i tor the  hold  time  of messages  and  noti fy appropriate  people  i f the  
message  del ivery delays  become too  l ong .  
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Annex B  
( informative)  

 
Enterprise Service  Buses  

The  typical  I T  envi ronment i s  a  federation  of systems.  The  term  “federation”  i n  the  I T world  i s  
appl ied  to  col lections  of appl ications  from  mu l tip le  vendors  that work together to  support 
business  processes.  A federation  may include  separate  appl ications  for materia l  management,  
order processing ,  supply chain  management,  customer re lations,  and  production  schedu l ing .  
Even  when  a  company has  selected  a  primary ERP (En terprise  Resource  Plann ing)  vendor,  
there  i s  often  a  federation  of l egacy systems  supporting  un ique  business  processes.  
Federated  systems are  expensive  and  i n tegration  efforts  are  often  a  major portion  of I T  
budgets.  An  i ncreasing ly common  method  to  reduce  i n tegration  costs  i s  an  En terprise  Service  
Bus  (ESB)  sometimes  cal led  an  Enterprise  I n tegration  Bus  (E IB).  These  are  not e lectron ic 
buses  i n  the  sense  of an  e lectrical  backplane  bus.  I nstead  they are  specia l i zed  appl ications  
that run  on  redundant servers  and  act as  concentrators  and  d istribu tors  of data.  
Manufacturing  systems  that must exchange  data  wi th  business  systems  wi l l  probably need  to  
connect to  the  company’s  ESB.   

En terprise  Service  Buses  are  an  arch i tectural  concept that i ncludes  open  standards,  message  
based  commun ications,  message  rou ting  capabi l i ties,  and  service  d iscovery mechan isms.  
There  i s  no  s ing le  defin i tion  of an  ESB  product,  bu t a  working  ru le  i s  that i t  i s  a  system  that 
provides:  

•  a  s ing le  source  of shared  in formation ,   

•  a  s ing le  l ocation  for d iscovering  appl i cation  services,  and  

•  a  s ing le  destination  for us ing  services.   

Several  vendors  are  provid ing  ESB,  bu t a  few manufacturing  compan ies  have  a lso  bu i l t  thei r 
own  ESB  systems  based  on  open  standards  and  focused  on  thei r un ique  in tegration  problems.  
Once  a  company has  selected  an  ESB  system,  then  the  I T  department wi l l  usual l y attempt to  
have  a l l  appl ications  that exchange  data  ( i nclud ing  manufacturing  appl ications)  use  the  ESB  
instead  of implementing  poin t-to-poin t connections.  Unfortunately,  there  i s  l i ttle  
i n teroperabi l i ty between  d i fferen t ESB  systems,  so  each  appl ication  i n terface  must be  
customized  for the  chosen  ESB.   

There  are  fi ve  main  e lements  of ESBs  that are  importan t i n  connecting  appl ications  to  an  ESB:   

a)  a  data  transfer e lement,   

b)  a  service  d iscovery e lement,   

c)  a  data  transform  e lement,   

d )  a  transaction  protocol  e lement,  and   

e)  a  payload  e lement.   

Al l  of the  elements  are  based  on  XML technolog ies  and  newer ESBs  are  based  on  web 
services.  The  data  transfer e lement hand les  transporting  XML messages  from  one  appl ication  
to  another th rough  the  common  server.  Th is  e l im inates  poin t-to-poin t i n terfaces  and  provides  
a  central i zed  mechan ism  to  manage  and  view in ter-appl i cation  commun ication .  HTTP 
(Hypertext Transmission  Protocol )  messages  and  JMS  (Java  Message  Services)  are  common  
open-source  implementations  data  transfer e lement l ayer implementations.  OPC-UA 
(www.opcfoundation .org)  may become the  standard  data  transfer mechan ism  for 
manufacturing  system  in tegration .   

The  service  d iscovery e lement a l lows  appl ications  to  d iscover the  services  and  data  provided  
by the  ESB.  Th is  i s  typical l y hand led  by UDDI  services  (www.udd i . org)  i n  the  I T  envi ronment 
and ,  for example,  i s  i ncluded  as  part of OPC-UA services.  The  MSM  implementation  shou ld  
define  the  service  d iscovery mechan ism.   
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The  data  transform  element provides  methods  that convert data  from  the  sender’s  format to  
the  receiver’s  format th rough  a  set of appl ication -speci fic transform  ru les.  Th is  i s  often  
performed  using  some form  of XML transformation ,  such  as  XSLT scripts.  Th is  cou ld  be  
hand led  by the  MSM Service Provider.   

The  transaction  protocol  e lement implements  the  formal  defin i tion  of a l l owable  message  
transactions  and  i s  often  based  on  standards  such  as  I EC 62264-5,  OAGIS  
(www.openappl ications.org),  or RosettaNet (www. rosettanet.org )  standards.   

The  payload  e lement defines  the  data  that makes  up  the  body of the  message.  I n  the  
manufacturing  area,  the  standards  bod ies  wh ich  compose  the  OpenO&M  I n i tiati ve  ( ISA,  WBF,  
M IMOSA,  and  OPC)  define  the  XML in formation  payloads.  

The  basic MSM  concept i s  to  provide  a  common  i n terface  to  any ESB  or other message 
exchange  system,  as  i l l ustrated  i n  F igure  B. 1 .  

 

Figure  B. 1  – Standard  in terface  to  ESBs  and  other message  exchange systems 
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