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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INTEGRATED CIRCUITS -
EMC EVALUATION OF CAN TRANSCEIVERS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with an IEC Publication.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62228, which is a technical specification, has been prepared by subcommittee 47A:
Integrated circuits, of IEC technical committee 47: Semiconductor devices.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
47A/747/DTS 47A/761/RVC

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

The committee has decided that the contents of this publication will remain unchanged until
the maintenance result date indicated on the IEC web site under "http://webstore.iec.ch" in
the data related to the specific publication. At this date, the publication will be

transformed into an international standard;
reconfirmed;

withdrawn;

replaced by a revised edition, or
amended.

A bilingual version of this publication may be issued at a later date.
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INTEGRATED CIRCUITS -
EMC EVALUATION OF CAN TRANSCEIVERS

1 Scope

This document specifies test and measurement methods, test conditions, test setups, test
procedures, failure criteria and test signals for the EMC evaluation of CAN transceivers
concerning:

e the immunity against RF common mode disturbances on the signal lines,

e the emissions caused by non-symmetrical signals regarding the time and frequency
domain,

e the immunity against transients (function and damage), and

e the immunity against electrostatic discharges — ESD (damage).

All measurements and functional tests except ESD are performed in a small (three transceiver)
network. For ESD damage tests a single transceiver configuration on a special test board is
used.

External protection circuits are not applied during the tests in order to get results for the
transceiver IC only.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61967 (all parts), Integrated circuits — Measurement of electromagnetic emissions,
150 kHz to 1 GHz

IEC 61967-4, Integrated circuits — Measurement of electromagnetic emissions, 150 kHz to
1 GHz — Part 4: Measurement of conducted emissions — 1 /150 2 direct coupling method

IEC 62132 (all parts), Integrated circuits — Measurement of electromagnetic immunity,
150 kHz to 1 GHz

IEC 62132-1, Integrated circuits — Measurement of electromagnetic immunity, 150 kHz to
1 GHz — Part 1: General conditions and definitions

IEC 62132-4, Integrated circuits —Measurement of electromagnetic immunity 150 kHz to
1 GHz — Part 4: Direct RF Power Injection Method

IEC 61000-4-2:1995, Electromagnetic compatibility — Part 4: Testing and measurement
techniques — Section 2: Electrostatic discharge immunity test!)

Amendment 1 (1998)

Amendment 2 (2000)

ISO 7637-2: 2004, Road vehicles — Electrical disturbances from conduction and coupling —
Part 2: Electrical transient conduction along supply lines only

1) A consolidated edition 1.2 exists, including IEC 61000-4-2:1995 and its Amendment 1 (1998) and Amendment 2
(2000)
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61967 and
IEC 62132 apply.

4 Measurements and tests

4.1 General

For evaluation of the EMC characteristic of CAN transceivers different test conditions and test
set-ups are used:

— configuration of three powered transceivers in a CAN network for:
e evaluation of narrowband emission at the bus lines and

e evaluation of RF and transient immunity at the bus lines, voltage supply line Vg, and
the wake-up line;

— configuration of single unpowered transceiver for testing the damage immunity against
ESD of the pins for bus lines, Vg, and wake-up on a test board with functional required
external components.

An overview of the requested measurements and tests is given in Table 1.

Table 1 — Overview of requested measurements and tests

Transceiver Required Test method Evaluation Transceiver
state test mode
I 150 Q direct coupling Spectrum and
RF emission (IEC 61967-4) asymmetry Normal
Normal
RF immunity DPI Function Stand by
(IEC 62132-4)
Active Sleep
(powered) Supply lines- direct Normal
galvanic coupling .
Function Stand by
Transient 1/O lines- capacitive
immunity coupling Sleep
Test pulse wave forms
(IS0 7637-2) Damage Normal
Passive Contact discharge
(unpowered) | ESP (IEC 61000-4-2) Damage Normal

‘NV3ANg ATddNS 009 A9 A3ITddNS ‘ATNO NOILVYOOTSIHL 1V 3SN TYNYILNI J0d

In order to reduce the effort for the characterization and to increase the compatibility of the
results of different transceiver types, the number of test methods is defined to a necessary
minimum. The 150 Q direct coupling, DPI and direct galvanic and capacitive coupling methods
are chosen for the evaluation of the EMC characteristic of active transceivers in a network
configuration with three CAN nodes. While using a conductive decoupling and coupling, these
three test methods are based on the same approach. Thus it is possible to use the same PCB
for all required active/functional tests and measurements. These tests can be performed on
the same test board in a common test configuration and set-up.

To get more reproducible test results, all measurement and tests should be done with
soldered transceivers.

The described test conditions, configurations and test procedures are based on present
stand-alone CAN transceivers. In case of ASICs with an integrated CAN transceiver, the test
conditions cannot be defined completely for any type of IC. If it is possible, the test conditions
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of stand-alone CAN transceivers should be used. The configuration of the physical layer of
the CAN bus should be the same.

4.2 RF and transient tests
4.21 General test conditions and configurations
4.21.1 Test conditions

The general test conditions are given in Table 2:

Table 2 — General test conditions

Parameter Value
Voltage supply Vpat (14£0,2) V
Voltage supply Vcc (5+0,1) V (default)
Voltage supply V|o (5£0,1) V (default)
Test temperature (23 +5) °C

The ambient noise floor for emission measurements shall be below the expected signal noise
and shall be documented in the test report.

4.2.1.2 Test configuration

For the transceiver EMC analysis, a minimum network of three bus nodes has to be set up
according to Figure 1.
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Figure 1 — Overview of a minimum configuration of a CAN system for emission and

immunity tests against transient and RF disturbances

An example of a test circuit diagram for filter and the transceiver network for CAN high speed
systems is given in Figure 2 and for CAN low speed systems in Figure 3.
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Figure 2 — Example of the circuit diagram of the minimum network for a CAN high speed
system for measuring emission and immunity in respect to RF disturbances and
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¢ CAN nodes:

A CAN node consists of a transceiver, mandatory external components for functional settings
and support and decoupling networks at monitored pins or inputs. Node 1 operates as a
transmitter for a bit pattern, which simulates a CAN message to be received and monitored at
the RX output ports of all nodes in the configured network.

At all voltage supply ports (Vg,t, V) of the transceiver buffer, ceramic capacitors shall be
used corresponding to the manufacturers specifications (default value: 100 nF).

Every control input for operation modes shall be connected corresponding to the
manufacturers specifications for a setting either to normal, stand by, or sleep mode.

Connections to the peripheral control equipment shall be decoupled from the test circuit board.

The resistor values at the wake-up pin (R41, Rq2, Ro4, Rys, R34, R3y) are to be selected
corresponding to the manufacturers specifications in the following way:

- resistors Rqy4, Ryq and R34: maximum specified value (default: 10 kQ)

— resistors Ry, Ry, and R3,. minimum specified value (default: 3,3 kQ)

For RF decoupling of outputs (RX, ERR, INH) as well as the input TX, resistors R = 1 kQ are
used.

In respect to avoid a floating voltage at pin INH (stand by or sleep mode), a pull down resistor
shall be used corresponding to the manufacturers specifications (default value R = 10 kQ).

Before RF and transient testing the wake-up function needs to be tested be using the jumpers
JP11, JP21 and JP31.

e Bus termination:

In the test circuit for CAN high speed systems as shown in Figures 1 and 2, the termination
shall be realized by a central termination using the resistor R; = 60 Q.

In the test circuit for CAN low speed systems, the termination shall be realized on every CAN
node (R = 560 Q, see Figure 3).

o Filter:

The central voltage supply is buffered by two electrolytic capacitors C43 = C4g = 22 yF. For
the decoupling of external connected voltage supplies V¢ and Vg, , two-stage LC-filters are
connected to each of them (L4, Cy4, Ly, Cyp at Vg and Ly, Cyy, Ly, Cygat V). The parts L,
and L, should have an impedance above 400 Q in the frequency range of interest (e.g.
6-hole- ferrites). The jumper JP1 is used to disconnect the supply and RF decoupling filter
network for the transient tests at IMP3. In this case, the voltage supply Vg, is directly
provided via the IMP3 path.

4.21.3 Operation mode definitions

e Definitions of transceiver communication test signals

Two different communication test signals TX1 and TX2 are defined. Depending on partial
emission measurement or immunity test, the respective communication test signal
(transmitted by transceiver 1) shall be used. Emission measurements in the frequency domain
on CAN high speed transceivers shall be done with the communication test signals TX1 and
TX2, in the case of CAN low speed system only with communication test signal TX1.

‘NV3ANg ATddNS 009 A9 A3ITddNS ‘ATNO NOILVYOOTSIHL 1V 3SN TYNYILNI J0d

FHOTVONYE/IHON VY - ‘PaHWIT NOD3IIW OL d3ISN3DIT



TS 62228 © IEC:2007(E) -13 -

e Communication test signal TX1:

The communication test signal TX1 shall be used for emission measurements and immunity
tests with communication (normal mode). The input signal is defined as a square wave with a
duty cycle of 50 %. This represents a CAN signal with permanent data alternation (0-1-0 data)
with the frequencies and bit rates as shown in Table 3.

Table 3 — Communication test signal TX1

f Bit rate
Bus system —_— -
kHz kBit/s
High speed 250 500
Low speed 50 100

e Communication test signal TX2:

The communication test signal TX2 shall be used only for emission measurements with CAN
high speed systems additionally. The input signal is defined as a square wave with a duty
cycle of 90 % with the frequency as shown in Table 4. This represents an asymmetrically data
stream.

Table 4 - Communication test signal TX2

Bus system L
kHz
High speed 50

4.21.4 Definition of evaluation criteria for bus system immunity
4.2.1.41 Damage test evaluation criteria for bus system immunity

For evaluation of immunity against damages, a functional test of the transceiver shall be
performed. The functional test includes:

e send- and receive-functionality,
e error detection,
e wake-up capability by the bus and by the wake-up pin, and

e operation mode setting.

All monitored functions shall be within the specifications given by the semiconductor
manufacturer after expose to the disturbances.

4.2.1.4.2 Function test evaluation criteria for bus system immunity

The immunity of a CAN bus system shall be tested in different transceiver modes while the
specified function is monitored at pins RX, ERR and INH according to the scheme in Table 5.
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Table 5 — Basic scheme for immunity evaluation

Mode Type of disturbance Failure v:lilr:jatlon on
Normal RF / Transients RX, ERR, INH
Stand by RF / Transients RX, INH
Sleep RF / Transients INH

The boundary values for normal IC operation at different functional pins defined in Table 6 will
be used for failure monitoring.

Table 6 — Boundary values for normal IC operation

Mode Type of TX- Maximum voltage variations Maximum time variations

disturbance signal \Y, us

RX>¢ ERR’ INH® RX ERR INH

Normal |RF With +0,9 +0,9 +5 +0,2" -° =°

1,0 ¢

Transient With £0,9 £0,9 £5 -° —_ —_

Standby | RF / Transient | Without +0,9 - +5 - _b _b

Sleep RF / Transient | Without -° - +3 - _b _b

a

The undisturbed voltage level depends on the tested transceiver. For the immunity evaluation, the monitored pin
of all transceivers in the network with and without applied disturbances shall be compared by using an
oscilloscope. The given values are the maximum allowed variation to the undisturbed signal.

Independent of the duration.
No evaluation, because the output has no function in this mode.

The definition for the maximum deviation of the voltage levels on the RX and/or ERR pin were done according to
the transceiver specification.

The definition for the maximum deviation of the voltage levels on the pin INH were done under the following limit
conditions: VdropftyprAN transceiver = 0,8 V; Vonitypivolt.regA =36V, Voffﬁtypivolt.re .= 0,8V and possible RF
superposition on pin INH with RF influencing of Vg, with an amplitude of approx. 3 Vg

Only for CAN high speed, 10 % variation of bit time TX1.
Only for CAN low speed, 10 % variation of bit time TX1.

The boundary values for normal IC operation apply to all three transceivers. As soon as at
least one transceiver in the network violates a boundary value an error event has occurred. In
some cases, a reset of the system may be necessary before the test can be continued.

NOTE To reset an error indicated by the ERR pin, a dominant or recessive level is required for a minimum time at
the communication test signal TX1. This minimum reset time is to be chosen according to the semiconductor
manufacturer information (typical value > 40 us).
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4.2.2 Emission of RF disturbances
4.2.2.1 Test configuration
4.2.211 Test circuit diagram
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Figure 4 — Example of the circuit diagram of the minimum network for a CAN high speed
system for measuring the emission of RF disturbances
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Figure 5 — Example of the circuit diagram of the minimum network for a CAN low speed
system for measuring the emission of RF disturbances
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4.2.2.1.2 Networks for decoupling of disturbances

The decoupling of disturbances shall be realized by impedance matching networks according
to IEC 61967-4 with passive components (see Figures 4 and 5). The maximum components
mismatch is 1 %, which can be confirmed by measurement. For the resistors R, and R, used
for symmetrical decoupling, a maximum mismatch of 0,1 % is recommend (see Table 7).

Table 7 — Overview of decoupling ports for emission

Port Purpose Components

EMI1 RF decoupling on bus lines In pairs RC-serial circuit, matching resistor:
R1 =R2=1ZOQ, C1 =Cz=4,7nF, R3=51 Q

e Decoupling port EMI1

The capacitors C = 4,7 nF realize the DC-decoupling of bus lines from the connected
measurement equipment. The decoupling resistors R = 120 Q build a power combiner for
symmetrical decoupling of RF disturbances. The resistor R = 51 Q builds the voltage divider
according to IEC 61967-4.

4.2.2.2 Test set-up

The RF emission measurement of transceiver shall be carried out according to Figure 6 on
the bus lines in the frequency and the time domain.

All networks for transient and RF immunity tests shall be disconnected from the test circuit
during the emission measurements.

e Measurements in the frequency domain

To evaluate the emission of the transceiver (common mode emission of the differential mode
data transfer) in frequency domain, the spectrum of the bus signals CAN_High and CAN_Low
as sum according to IEC 61967-4 should be measured.
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Monitoring and
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Y VCC, GND, Vgt

Connectors
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Figure 6 — Test set-up for measurement of RF disturbances on the bus lines

Test equipment requirements:

Spectrum analyzer (SA)/ EMI receiver

Digital storage oscilloscope (DSO)
with probes (= 1 MQ)

Test board

Pattern generator

External power supply

Mode control unit

PC

according to CISPR 16
bandwidth = 500 MHz

according to Annex A

(if possible remotely controlled by the PC)

The input of the measuring instrument shall be connected with the port EMI1 of the test board
by a short coaxial cable according to Figure 7.

HF- analysis
(spectrum analyser/
measuring receiver)

EMNI1

-
1
1
1
L
1
1
1
1
1
1
1
1
1

Test board
C1 R1
| —t——ocan_H
47nF 120
d
c2 R2
RS | —t—=—ocan_L
47nF 120

IEC 212/07

Figure 7 — Decoupling network for emission measurement at
CAN_High and CAN_Low in the frequency domain

‘NV3ANg ATddNS 009 A9 A3ITddNS ‘ATNO NOILVYOOTSIHL 1V 3SN TYNYILNI J0d

FHOTVONYE/IHON VY - ‘PaHWIT NOD3IIW OL d3ISN3DIT



TS 62228 © IEC:2007(E) -19 -

e Measurements in the time domain

To evaluate the emission of the transceiver in time domain, a measurement of the bus signals
CAN_High and CAN_Low and its mathematical addition should be done by using of a digital
storage oscilloscope.

To determine the emission of the bus lines in the time domain, the signals CAN_High and
CAN_Low shall be measured directly on the test board with high impedance probes during
communication with communication test signal TX1. The measuring instrument or software
should be used to build the mathematical addition of the signals.

e Characterization of the measurement port/path

The insertion losses (S,4 measurement) between the respective transceiver signal pads to the
port EMI1 of the test board (without transceiver) shall be measured and documented in the
test report.

Each decoupling path shall be measured separately. By this way, the other pads should be
unconnected.

4.2.2.3 Test procedure and parameters

The characterization of the RF emission on the bus lines shall be performed with the following
test parameters (Table 8) and documented in a diagram in the test report.

Measurements in frequency domain

Table 8 — Parameters for emission test in the frequency domain

Bus system L Mode Test signal
kHz
High speed 0,15 to 1 000 Normal/high speed ° TX1, TX2
Low speed 0,15 to 1 000 Normal TX1
® In case of adjustable slope for the bus signals, the maximum slew rate shall be
used in the test.

The settings of the RF analyzer or EMI receivers are given in Table 9.
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Table 9 — Settings of the measurement device for measurement

of emission in the frequency domain

Measuring equipment Spectrum analyzer EMI receiver
Detector Peak
Frequency range 0,15 to 1 000 MHz
Resolution bandwidth (RBW)
150 kHz to 30 MHz 10 kHz 9 kHz
30 MHz to 500 MHz 100 kHz 120 kHz
Video bandwidth (VBW) equal to RBW -
Numbers of sweeps 10 (max hold) -
Measurement time per step - >1ms
Frequency sweep time >20s -
Frequency step width
150 kHz to 30 MHz - <9 kHz
30 MHz to 500 MHz - <120 kHz

Measurements in time domain

The emission in the time domain shall be measured with test signal TX1 and documented in
the test report. The bus signals shall be measured directly on the test board at the pins
CAN_High and CAN_Low of transceiver node 1 with high-impedance probes.
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4.2.3 Immunity to RF disturbances
4.2.3.1 Test configuration
4.2.3.11 Test circuit diagram
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Figure 8 — Example of the circuit diagram of the minimum network
for a CAN high speed system for testing the RF immunity
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Figure 9 — Example of the circuit diagram of the minimum network
for a CAN low speed system for testing the RF immunity
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4.2.3.1.2 Networks for coupling and decoupling of disturbances

The coupling of disturbances shall be realized by passive components (see Figures 8, 9 and
Table 10). The maximum components mismatch is 1 %, which can be confirmed by
measurement. For the resistors Ry and R, used for symmetrical coupling, a maximum
mismatch of 0,1 % is recommend.

Table 10 — Overview of coupling ports

Port Purpose Components
RF injection
HF1 Symmetrical RF coupling on CAN ports In pairs RC-serial circuit:
Ri=R,=120Q, C;=C,=4,7nF
HF2 RF-coupling on Vgga¢ C;=4,7nF
HF3 RF-coupling on wake-up C4,=4,7nF

RF monitoring

MHF1 Symmetrical RF decoupling on CAN ports for additional | In pairs RC-serial circuit:
measurement of RF disturbances during immunity tests | Ry = Rg = 909 Q, C5 = Cg = 1 nF

MHF2 RF decoupling on Vg, for additional measurement of Voltage divider and DC-block:
RF disturbances during immunity tests R;=1kQ, Rg=50Q, Cg=1nF

MHF3 RF decoupling on wake-up for additional measurement | Voltage divider and DC-block:
of RF disturbances during immunity tests Rg=1kQ, Rig=50Q, Cg=1nF

e Coupling ports HF1 to HF3

The coupling capacitors (C = 4,7 nF) realize the DC-decoupling of the tested port to the
connected test or measurement equipment. In case of bus lines, the coupling resistors
(R =120 Q) built a power splitter for symmetrical coupling of RF disturbances.

4.2.3.2 Test set-up
4.2.3.21 General

The measurement of the RF immunity of the CAN transceiver shall be carried out by direct
power injection (DPI) according to IEC 62132-1 and IEC 62132-4. This method is
complementary to the emission measurement method according to IEC 61967-4 and the same
test boards can be used. In addition, the applied RF voltages onto the respective transceiver
pin may be measured at the output port MHF1 to MHF3.

All networks for transient coupling and emission measurement shall be disconnected from the
test circuit. For test level definition, the forward RF power shall be used. Only the RF injection
port necessary for the test shall be connected. A general test set-up is illustrated in Figure 10.
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Directional coupler 4' Mode control unit |
with power sensor
| Coaxial 7J
REF injection: connectors 1_
Bus lines HF1
VBat HF2 HF1
Wake up HF3 ?--- -----» =aHF2 L
YT . wnd HF3
| 2
RF monitoring: T (S :/IA:IE; AL :I RX/INH
Bus lines MHF1 H ‘
VBat MHF2 === Ppm = MHF3
Wake up MHF3 VBat, VCC Connectors
GND,
External power supply
Test board IEC 215/07
Figure 10 — Test set-up for DPI measurements
Test equipment requirements:
e RF generator f=1-1000 MHz, AM
e RF amplifier Pcw25W
e Power meter with directional coupler f=1-1000 MHz
e Test board according to Clause A.1
e Oscilloscope bandwidth = 1 000 MHz
o Pattern generator
e External power supply
e Mode control unit (if possible remotely controlled by the PC)
e PC
4.2.3.2.2 Coupling and decoupling networks at bus lines

The RF disturbances coupling network consists of capacitors C; and C, and resistors R, and
R, in accordance with Figure 11. The wideband power amplifier output shall be connected
with port HF1 of the test board by a short coaxial cable (0,5 m) via a transition power sensor
head (or a directional coupler with separate power sensors). The transition head shall be
located as close as possible to the test board.
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RF- generator C1 R1

and amplifier 11
i {1 O CAN_H

1 -

' R i HF1 4,7 nF 120

1 L

; 1 >—0

1 50 : C2 R2

E l | —T3——ocant

: i 4,7nF 120

1

T ____ : Test board IEC 216/07

Figure 11 — Coupling network for DPI measurements on bus lines

The RF disturbance monitoring network for the bus lines consists of capacitors Cs and Cg and
resistors R and Rg in accordance with Figure 12.

RF- analyzer
(Dso/ C5 R5
spectrum analyzer) 1
P Rttt - 1 g 0 CAN_H
i : MHF1 1nF 909
, ® : %ﬂ
! : C6 R6
1
i R | ——T3——ocan_L
! ! 1nF 909
1
i ! Test board IEC 217/07

Figure 12 — RF monitoring network for DPl measurements of bus lines

The voltage at the input impedance of a 50 Q measuring instrument ( Vj,strument ) h@s a ratio to

the common mode voltage of the bus lines, defined by the RF monitoring network, according
to the following equation:

v vy Vean H + Vean L
Instrument = Y 2

The output MHF1 shall be connected with a digital storage oscilloscope (50 Q) or spectrum
analyzer.

4.2.3.2.3 Coupling and decoupling networks at Vg line

The RF disturbances coupling network consists of capacitor C; according to Figure 13. The
wideband power amplifier output shall be connected with port HF2 of the test board by a short
coaxial cable (0,5 m) via a transition power sensor head (or a directional coupler with
separate power sensors). The transition head shall be located as close as possible to the test
board.

RF- generator
and amplifier

! 1

: R HF2 (I;3I

i : ; 11 o VBat

: 50 ! 4,7 nF

- i

! 1

! 1

: 1

L ____________ : TeSt board IEC 218/07

Figure 13 — Coupling network for DPl measurements on Vg,
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The RF disturbance monitoring network for the Vg, line consists of capacitor C; and resistors
Rz and Rg in accordance with Figure 14.

RF- analyzer Test board
(DSO/
spectrum analyzer
i i MHF2 R7 c7
: 4 ; : I I oVBat
| ! Tk 1nF
! R ! R8
' 50 ! 51
! 1
H 1

_____________ ! IEC 219/07

Figure 14 — RF monitoring network for DPI measurements of Vg

The voltage at the input impedance of a 50 Q measuring instrument ( Vj,strument ) ha@s a ratio to

the battery voltage (Vg,), defined by the RF monitoring network, according to the following
equation:

Vlnstrument =0,025 VBat

The output MHF2 shall be connected with a digital storage oscilloscope (50 Q) or spectrum
analyzer.

4.2.3.2.4 Coupling and decoupling networks at wake-up

The RF disturbances coupling network consists of capacitor C, according to Figure 15. The
wideband power amplifier output shall be connected with port HF3 of the test board by a short
coaxial cable (0,5 m) via a transition power sensor head (or a directional coupler with
separate power sensors). The transition head shall be located as close as possible to the test
board.

RF- generator
and amplifier

: R | HF ca
1
i {1 : > = |L —0 Wake-up
! 50 | 4,7 nF
' i
! 1
H 1
1
!_ ____________ : Test board IEC 220/07

Figure 15 — Coupling network for DPI measurements on wake-up

The RF disturbance monitoring network for the wake-up line consists of capacitor Cg and
resistors Rq and R, in accordance with Figure 16.

RF- analyzer Test board
(DSO/
spectrum analyzer

MHF3 RY c8

—1— 1| -0 Wake-up

! 1

i :

! i 1 I
| ' Tk 1nF
! R 1 R10

: 50 51

I '

: 1

............. ! IEC 221/07

Figure 16 — RF monitoring network for DPI measurements of wake-up
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The voltage at the input impedance of a 50 Q measuring instrument (Vjnsyrument ) has a ratio to

the wake-up voltage (Viygxe.up). defined by the RF monitoring network, according to the
following equation:

Vinstrument = 0,025 VWake—up

The output MHF3 shall be connected with a digital storage oscilloscope (50 Q) or spectrum
analyzer.

e Characterization of the measurement port/ path

The insertion losses (S,4 measurement) of the ports RF1 to RF3 to the respective transceiver
signal pad of the test board (without transceiver) shall be measured and documented in the
test report.

For all measurements to characterize the power injection set-up, all components which are
directly connected to the coupling path (e.g. filter to power supply or loads) shall be placed on
the PCB. For characterization of coupling path for multiple pin power injection, each coupling
path shall be measured separately. By this way the other pads should be unconnected.

4.2.3.3 Test procedure and parameters

To determine the immunity of the transceiver against narrow-band disturbances (defined in
IEC 62132-1) measurements with the following test values shall be carried out (see Table 11):

Table 11 — Specifications for DPI measurements

f Parameters

MHz Range Step
1to 10 0,25
10 to 100 1
100 to 200 2
200 to 400 4
400 to 1 000 10

Minimum forward power 10 dBm (10 mW)

Maximum forward power 36 dBm (4 W)

Power step size 0,5dB

Power control procedure Searching for malfunction while power is stepwise increased. A combined control
procedure to reduce the measurement time can be used. As a result, the immunity
threshold curve with forward power as the parameter shall be documented.

Example: Procedure for each frequency:

e start with maximum forward power or with the level that caused a malfunction
at the last frequency,

e in case of malfunction at this test power test with half power,

e increase the power by power step size until malfunction occurs or maximum
forward power.

e the immunity level for this frequency is the maximum forward power that acts
no malfunction

Dwell time 1s

Modulation CW, AM 80 %, 1 kHz ®

a

Use peak conversion for the forward power ( Pap = Pow )
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The test shall be performed and documented for symmetric coupling according to the scheme
in Table 12. Tests using unsymmetrical coupling according to the scheme below may be
added for information purposes.

Table 12 — Required DPI measurements for function test

Mode Coupling Failure validation on pin
Port Pin Test signal Parameter RX ERR INH
Normal HF1 CAN_H, CAN_L TX1 Symmetric X X X
5 % unsymmetrical ® X X X
10 % unsymmetrical ® X X X
HF2 Vgat TX1 - X X X
HF3 Wake-up TX1 - X X X
Stand by HF1 CAN_H, CAN_L - Symmetric X X
5 % unsymmetrical ® X X
10 % unsymmetrical ® X X
HF2 Vpgat - - X X
HF3 Wake-up - - X X
Sleep HF1 CAN_H, CAN_L - Symmetric X
5 % unsymmetrical ® X
10 % unsymmetrical ® X
HF2 Vpgat - - X
HF3 Wake-up - X

® To adjust the imbalance of coupling the resistance values of the two coupling resistors, R, and R, shall be

changed according to Table 13. Tests are optional and should be done only with CW disturbances.

Table 13 — Combination of resistors for coupling on DPl measurements

Ry R,

Q Q

Symmetry 120 120

5 % Unbalance 126 114
10 % Unbalance 132 108

For each measurement, an immunity threshold curve with the forward power as the parameter
has to be determined and presented in the test report in a diagram. The monitored RF
coupling voltage on the corresponding pin should be added additionally.
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4.2.4 Immunity to transients
4.2.4.1 Test configuration

42411 Test circuit diagram

I I H
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IEC 222/07

Figure 17 — Example of the circuit diagram of the minimum network
for a CAN high speed system for testing the transient immunity
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Figure 18 — Example of the circuit diagram of the minimum network

for a CAN low speed system for testing the transient immunity

FHOTVONYE/IHON VY - ‘PaHWIT NOD3IIW OL d3ISN3DIT

‘NV3ANg ATddNS 009 A9 A3ITddNS ‘ATNO NOILVYOOTSIHL 1V 3SN TYNYILNI J0d



TS 62228 © IEC:2007(E) -31-

4.2.4.1.2 Coupling and decoupling of disturbances
The coupling of disturbances shall be realized by passive components (see Figures 17, 18

and Table 14). The maximum components mismatch is 1 %, which can be confirmed by
measurement.

Table 14 — Overview of coupling ports

Port Purpose Components
IMP1 Symmetrical transient coupling on CAN ports In pairs Cgq = C5, = 1 nF
IMP2 Transient coupling on Vgt Diode D1 (repetitive peak reverse voltage

VRRM > 200 V, non-repetitive peak forward
current Iggy > 10 A)

IMP3 Transient coupling on wake-up Cs3=1nF

e Coupling ports IMP1 and IMP3

The coupling capacitors (C = 1 nF) represent the capacitive disturbance coupling of the
supply line to the corresponding line with 100 pF/m and a coupling length of 10 m.

e Coupling port IMP2

Transients at voltage supply line Vg, shall be coupled directly via a reverse protection diode
D1. Such a diode is a mandatory passive component on every electronic control unit.
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4.2.4.2 Test set-up
4.2.4.21 General

For testing the immunity against transients on the bus, power supply line, as well as on the
wake-up line, a test set-up according to Figure 19 shall be used. The coupling network for bus
and wake-up line is similar to the DPI network (IEC 62132-4), supply line coupling and test
pulses are according to ISO 7637-2.

NOTE A dedicated version of a transient test method is under development by the IEC and will be integrated
during the next maintenance cycle.

All networks for RF coupling tests and emission measurement shall be disconnected from the
test circuit. Only the pulse injection port necessary for the test shall be connected.

Transient generation Monitoring and
Stimulation

Control PC
Test pulse generator

W =

4 Pattern generator
) ™ |
Mode control unit
Coupling
bus lines
Coaxial
connectors
NN
77
Coupling .
VBat !Illlllll |mp2
i ' e RX/ INH
Couphng (IR RN =4
Wake-up
Ext I I Connectors
xternal power su ‘
i PPy VBat, VCC, GND
Test board eC 224007

Figure 19 — Test set-up for direct capacitive impulse coupling

Test equipment requirements:

e Test pulse generator according to 1ISO 7637- 2
e Test board according to Clause A.1
e Oscilloscope bandwidth = 500 MHz

e Pattern generator

e External power supply

e Mode control unit (if possible remotely controlled by the PC)
e PC
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4.2.4.2.2 Coupling network at bus lines

The transient coupling network consists of capacitors Cgq and Cg, as shown in Figure 20. The
test pulse generator shall be connected with the port IMP1 of the test board by a short coaxial
cable (0,5 m). The transients are coupled through two lumped capacitors to the bus lines
according to Figure 20.

e \ _I_—° CAN_H
! R ' IMP1 C51 1nF
: 0>
1 1
i i C52 L 1 nF
1
i : CAN_L
i i Test board
1 1
Pulse generator IEC 225/07

Figure 20 — Coupling network for direct capacitive impulse coupling
on CAN_High and CAN_Low

4.24.23 Coupling network at Vg line

The transient coupling network consists of diode D1 as shown in Figure 21. This diode shall
be able to withstand a test voltage of 200 V and handle a forward peak current of minimum
10 A. The test pulse generator shall be connected with the port IMP2 of the test board by a
short coaxial cable (0,5 m). The voltage supply (Vgy;) is provided by the pulse generator. The
filter network shall be disconnected from the central power line supply Vg, by opening the
jumper JP1 in order to avoid a reaction of the filter network to the coupled voltage on the pin
of the transceiver. The coupling path for the Vg, line is shown in Figure 21.

Vg pEmoooooooonoooss

1
/i R ! IMP2 D1

1

i 1 > N 0 Vpgat

' i

1 1

1 1

! i

| ! Test board

1

1 1

________________

Pulse generator
IEC 226/07

Figure 21 — Coupling network for direct capacitive impulse coupling on Vg,

4.2.4.2.4 Coupling network at wake-up

The transient coupling network consists of capacitor Cg3 as shown in Figure 22. The test
pulse generator shall be connected with the port IMP3 of the test board by a short coaxial
cable (0,5 m). By this way the transients are coupled through a lumped capacitor according to
Figure 22 to the wake-up line of the transceiver 2 in the minimal test network.

h -

: R i IMP3 C53

: s ANN I |—oWake-up

1

: : 1nF

i '

: 1

! . Test board

T '

Pulse generator IEC 227/07

Figure 22 — Coupling network for direct capacitive impulse coupling on wake-up
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e Characterization of the measurement port/ path

The test pulses transmitted from the ports IMP1, IMP2 and IMP3 to the respective pad of the
transceiver shall be measured on the test board at the landing pad of the pin under test
(without transceiver) and documented in the test report.

4.2.4.3 Test procedure and parameters
4.2.4.31 Functional test

e Test parameter

The transceiver immunity against transients (defined in 1ISO 7637-2) shall be tested with the
following parameters:

Table 15 — Parameters for functional test

U Pulse/ burst repetition . .

Test pulse ' —Smax_ frequency (1/t4?) Test dqratlon & Remarks
v Hy min Q

1° - 200 2 1 10 t,=0s°
2a + 100 2 1 2
3a - 300 10 1 50
3b + 200 10 1 50

@ According to ISO 7637-2

®  Parameters for rise time and duration for 12 V- systems

c

Battery off time

e Test procedure

The amplitudes of the transients shall be increased until malfunction function occurs or the
peak level has been reached. The step size shall be 10 V. For every voltage level, a dwell
time of 5s is required. The maximum voltage level for the immunity achieved in this case
shall be proved with a dwell time of 1 min. As a test result, the respective peak voltage values
of each standard pulse (see Table 15) shall be documented for the immunity of the bus
system in accordance with 4.2.1.4. The maximum test values are given in Table 15.

The measurements for functional test are to be carried out and documented for operation
mode and monitoring signal as specified in Table 16.

Table 16 — Required impulse tests for functioning

‘NV3ANg ATddNS 009 A9 A3ITddNS ‘ATNO NOILVYOOTSIHL 1V 3SN TYNYILNI J0d

Mode Coupling TX signal Failure validation on pin
Port Pin RX ERR INH
Normal IMP1 CAN_H, CAN_L TX1 X X X
IMP2 Vgat TX1 X X
IMP3 Wake-up TX1 X X
Stand by IMP1 CAN_H, CAN_L - X X
IMP2 Vgat - X X
IMP3 Wake-up - X X
Sleep IMP1 CAN_H, CAN_L - X
IMP2 VBat - X
IMP3 Wake-up - X
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4.2.4.3.2 Damage test

e Test parameter

In addition to functional testing damage tests with the test parameters specified in Table 17
shall be performed:

Table 17 — Parameters for impulse test (damage test)

Test pulse® & PUIfsr:gz:;scty"(Tﬁ:;;lon Test dqration & Remarks
\% Hz min Q
1° - 100 2 1 10 | t,=0s°
2a + 50 2 1 2
3a - 150 10 1 50
3b + 100 10 1 50
@ According to 1SO 7637-2
Parameters for 12 V- systems
Battery off time

e Test procedure

The measurements for damage test are to be carried out and documented according to
Table 18 — only for normal mode with IMP1, IMP2 and IMP3.

Table 18 — Required impulse tests for damage

Mode Coupling Test signal Failure validation
Port Pin
Normal | IMP1 CAN_H, CAN_L TX1
IMP2 VBat X1 After each single test
IMP3 | Wake-up X1

The performance of the device (IC) has to be evaluated again after each single test (coupling
on IMP1, IMP2 and IMP3) by a complete functional test as described in 4.2.1.4 and a leakage
current measurement of the tested pin to ground prior and after the test.

4.3 ESD
4.3.1 Test conditions

The requirements of IEC 61000-4-2 climatic environmental conditions shall be applied.

4.3.2 Test configuration
4.3.2.1 Test circuit diagram

ESD immunity tests shall be carried out with a transceiver without any voltage supply on a
test PCB and with a minimum-wiring network according to Figure 23 and Figure 24.
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X1 R1

EP4
) A1
EP3 g JERR  INH ;
O Weke EN —¢
3 0 vea w0 —>
ST RXD —%
EP2 12— CANL Voo —3
13| CANH GND —=
24 st TX
X4 CANHS 14
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X5 —Lc1 2
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IEC 228/07

Figure 23 — Circuit diagram of the test set-up for ESD measurements
at CAN high speed transceivers

EP4

X2 560 A1
EP3 >—— R3 8  RTH  Wake

7
———+—— RIL  EN —
X3 560 1 Vce STB 2
(7 CH ERR 3
EP2 CL RX ¢

N

GND TX |
Vbat  INH

=

CANLSTC

13
_ 14
X4
EP1 >—
X5 C1 lcz
100nF 100nF

Figure 24 — Circuit diagram of the test set-up for ESD measurements
at CAN low speed transceivers

IEC 229/07

e CAN transceiver

The CAN transceiver shall be tested without any voltage supply and with a minimum of
external components and wiring network. The value for the series resistor on the pin wake-up
(R4) should be chosen according to the definitions of the semiconductor manufacturer with the
possible minimum value (default value: 3,3 kQ). For decoupling of the power supply lines V¢
and Vg, ceramic capacitors (C4, C, = 100 nF) shall be used.

In the test circuit for the CAN low speed system according to Figure 24 the bus termination at
the pin’s RTH and RTL is realized through the resistors R, and R; = 560 Q.

For the external components assembled at the test PCB the following default values for C,
and C, are defined:

e Capacity: 100 nF £ 10 %
e Material: X7R or similar
e Rated voltage: >50V

o Type: SMD (e.g. 1206, 0805)
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The resistor should be of the SMD design 1206 or 0805 with a maximum tolerance of 1 %. For
both C and R, the exact type ID and manufacturer of the used capacitors and resistors are to
be documented in the test report.

4.3.2.2 Coupling path of disturbances

The ESD coupling shall be implemented in a direct galvanic way by using a contact discharge
module according to IEC 61000-4-2 (C = 150 pF, R = 330 Q). For this purpose, the ESD
coupling points EP 1 to 4 (see Table 19) carried out as rounded vias in the layout of the ESD
test board are directly connected by a trace with the respective PIN of the transceiver.

Table 19 — Summery of ESD coupling points

Coupling Purpose Components
point

EP1 ESD coupling for CAN_H Direct connection

EP2 ESD coupling for CAN_L Direct connection

EP3 ESD coupling for Vggt Direct connection

EP4 ESD coupling for wake-up Direct connection

4.3.3 Test set-up
4.3.3.1 General

For testing ESD immunity of bus, power supply lines as well as the wake-up line (if available)
measurements according to IEC 61000-4-2 shall be done. The test set-up is shown in
Figure 25.

ESD simulator

) Ground plane
Discharge pads ESD test board

connection

PIN GND to
Ground plane
ESD test board

4+ ESD test board
fixture

Test generator
with contact
dischargexmodule

Ground reverse line
Test generator  —

Surface connection
ESD Test board to Test
L board support

?\ Surface connection
test board fixture to

T
ESD test board ground plane

Connection point

Ground plane Ground plane

(minimal 0,5 x 0,5 m)

IEC 230/07

Figure 25 — Test set-up for ESD measurements
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The ground plane with a minimum size of 0,5 x 0,5 m builds the reference ground plane for
the ESD test set-up and shall be connected with the electrical grounding system of test
laboratory. The ESD test generator ground cable shall be connected to this reference plane.
The test board fixture realizes the positioning of the ESD test board and the electrical
connection of the ESD test board ground plane with the reference ground plane. This
connection must have a low impedance (R < 25 mQ) and should be built by a surface contact.

Test equipment requirements:

— ESD test generator according to IEC 61000-4-2; contact discharge module (IEC-relays)
with discharge capacitor 150 pF and discharge resistor 330 Q

— ESD test board according to Clause A.2

4.3.3.2 Coupling paths on bus, wake-up and Vg,; line

The ESD coupling paths are a direct galvanic connection by a trace as shown in Figure 26.
During the test, the tip of the ESD test generator discharge module shall be directly contacted
with one of the discharge pads EP1 to 4 of the ESD test board according to Figure 26.

ESD- generator

EP1/2/3/4

1 1

: R ! CAN_H/
i 1 o CAN_L/
! J_ 330Q ! Vat/

' C =150 pF ! Wake-up
1 1

i :I: i ESD test board

1 1

—————————————— IEC 231/07
Figure 26 — Coupling network for ESD measurements on bus lines, Vg, and wake-up
4.3.3.3 Test procedure and parameters

To determine transceiver immunity against ESD damage, tests according to IEC 61000-4-2
shall be done for the defined pins in Table 20 with the following parameters:
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Table 20 — Specifications for ESD measurements

Item Parameters

Type of discharge Contact

Discharge circuit R =330 Q, C =150 pF

Discharge voltage levels 1kV to VEsp damage (Max. 30 kV)

Discharge voltage steps 1 kV up to Vggp = 15 kV, then fixed values Vggp = 20, 25, 30 kV

Test procedure 1) Reference measurement of functioning (bus and RX signals at
communication mode) and V-I-characteristic of all pins to be tested
(pin to GND)

2) 3 Discharges with positive polarity on discharge pad EP3 (Vg4t) with
5 s delay between the discharges

3) Connect the pin or discharge pad via a 1 MQ resistor to the ground
reference plane to get zero potential on the pin

4) Failure validation

5) Proceed with points 2) to 4) with discharge pad EP4 (wake-up)
6) Proceed with points 2) to 4) with discharge pad EP2 (CAN_High)
7) Proceed with points 2) to 4) with discharge pad EP1 (CAN_Low)
8) Proceed with point 2) to 7) with negative polarity

9) Proceed with point 2) to 9) with the next higher ESD test voltage up
to damage of each tested pin

If one pin is damaged, a new IC should be used for testing the other pins.

Failure validation Function test according to 4.2.1.4.1

deviation of V-I-characteristic

The test shall be done at the specified ESD test voltages with a minimum of 3 transceivers.

The failure validation (functional test and V-I-characteristic measurement) is to be carried out
on soldered transceiver. A specific test extension frame or IC adapter may be used for this
purpose for contacting all needed pins of the transceiver.

5 Testreport

The following items should be included in the test report.

e Schematic diagram of test configurations

e Failure criteria, used at immunity tests

e Picture or drawing of test circuit boards

e Transfer characteristics of all coupling and decoupling networks for RF and transients
e Description of test equipment

e Description of any deviation from previously defined test parameter

e Testresults (see Annex B for examples for result diagrams)
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Annex A
(informative)

Test circuit boards

A.1 RF and transients test

For RF and transient tests with the minimal networks a printed circuit board shall be used. To
ensure good RF characteristics of the coupling and decoupling, networks for the symmetric
nodes 1 to 3, and a two layer PCB as minimum should be used. The length of the coupling
paths on the test board should be kept as short as possible. The trace length for IC
interconnections (CAN High and CAN Low) should be shorter than 30 mm from the star point
of the interconnection to the IC pins. A layout example is shown in Figure A.1.

For better shielding, all connections to the test peripheral of the test board (except for the
filtered 'on'-ends for Vg, and GND) should be realized through coaxial printed circuit board
sockets. Layout recommendations are also given in IEC 62132-1, IEC 62132-4 and
IEC 61967-1, IEC 61967-4.

The insertion losses of ports HF1 to HF3, EMI1 as well as the pulse characteristics
transmitted from ports IMP1 to IMP3 to the respective transceiver signal pads at the test
board shall be measured and documented in the test report.

Star point

IEC 232/07

Figure A.1 — Example of IC interconnections of CAN high and CAN low

A.2 ESD test

For ESD tests, a printed circuit board shall be used. A two-layer construction of the PCB shall
be chosen with extensive ground area. The pads for the discharge points EP 1 to 4 are to be
carried out in such a way (e.g. as a via) that a safe contact to the discharge tip of the testing
generator is guaranteed. The passive components of the minimal wiring network shall be
placed in direct surrounding of the transceiver.
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The insulation distance between the signal lines and pads of the passive components and the
extensive ground area should be chosen in such a way that a disruptive discharge at a test
voltage is impossible at these points.

Further requirements to the ESD test board are defined in Table A.1.

Table A.1 — Parameter ESD test circuit board

Parameter Value

Trace length between transceiver (15 -0 +5) mm
pads and discharge point

Track width of the conducting path 0,254 mm (10 mil)

Substrate material FR4

Thickness substrate 1,5 mm

The test adapter used for functional and leakage current examination makes direct contacting
of the transceiver pins possible.
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Annex B
(informative)

Documentation of test results

B.1 Emission of RF disturbances

An example for documentation of emission measurement results in frequency domain with a
diagram is given in Figure B.1.

EMI- Measurement CAN- High Speed .
70 TC- mode: normal —Test signal 1

----- Test signal 2 | |

60

50

40 A

30

[dBpV]

20 A

10 -

0 ‘

-10

0,1 1 10 100 1000
[MHz]

IEC 233/07

Figure B.1 — Example of presentation of emission test results in the frequency domain
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— 43—

B.2 Immunity to RF disturbances

An example for documentation of DPI test results in a diagram is shown in Figure B.2.

30

25

20

15

10

DPI- Measurement CAN- High Speed
CAN-Bus

RF- Coupling:

Failure validation :

Modulation:

RX
CW

— Pfor
— Vrf (RMS)

[Vac_rusl
— 100

10

0,1

1000
[MHZ]

IEC 234/07

Figure B.2 — Example of presentation of DPI test results
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