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INTERNATIONAL ELECTROTECHNICAL COMMISSION  
____________ 

 
MULTIMEDIA HOME SERVER SYSTEMS –  

CONCEPTUAL MODEL FOR DIGITAL RIGHTS MANAGEMENT 
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  nati onal  e l ectrotechn ical  comm i ttees  ( I EC National  Committees).  The  object  of I EC  i s  to  promote  i n ternationa l  
co-operation  on  a l l  q uestions  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l d s.  To  th i s  end  and  i n  
add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  Techn ical  Reports,  
Publ i cl y Avai l ab le  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC Publ i cati on (s)”).  Thei r 
preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC Nati onal  Comm i ttee  i n terested  i n  the  subject  deal t  wi th  
may parti cipate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non-governmental  organ i zati ons  l i a i s i ng  
wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osely wi th  the  I n ternational  Organ i zation  for 
S tandard i zati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by ag reement  between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati ona l  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  comm i ttee  has  representati on  from  a l l  
i n terested  I EC National  Comm ittees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  conten t of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  exten t poss ible  i n  thei r nati onal  and  reg i ona l  pub l i cations.  Any d i vergence  between  
any I EC Publ i cati on  and  the  correspond ing  national  or reg iona l  publ i cati on  shal l  be  cl earl y i n d icated  i n  the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other d amage  of any nature  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  expenses  
ari s i ng  ou t  of the  publ i cati on ,  u se  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC Publ i cations.   

8)  Attention  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Attention  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l ements  of th i s  I EC Publ i cation  may be  the  subj ect  of paten t  
ri gh ts .  I EC shal l  not  be  he l d  respons ibl e  for i denti fyi ng  any or a l l  such  paten t ri gh ts.  

The main  task of I EC  techn ical  comm ittees  is  to  prepare  I n ternational  Standards.  I n  exceptional  
ci rcumstances,  a  techn ica l  comm ittee  may propose the  publ ication  of a  techn ical  speci fication  
when  

•  the  requ ired  support cannot be  obtained  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subj ect i s  sti l l  u nder techn ical  development or where,  for any other reason ,  there  is  the  
fu ture  bu t  no  immed iate  poss ib i l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subj ect to  review wi th in  three  years  of publ ication  to  decide  whether 
they can  be  transformed  i n to  I n ternational  Standards.  

I EC 62224,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by techn ical  area  8:  
Mu l timed ia  home  server systems of I EC  techn ical  comm ittee  1 00:  Aud io,  video  and  mu l timed ia  
systems  and  equ ipment.  

Th is  second  ed i ti on  cancels  and  replaces  the  fi rst  ed i ti on  publ ished  i n  2007  and  consti tu tes  a  
techn ical  revis ion .  

Th is  ed i ti on  i ncludes  the  fol l owing  s i gn i fican t techn ical  changes  wi th  respect to  the  previous  
ed i tion :  
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a)  the  D i ffie-Hel lman  method  concern ing  Secure  l i cense  transaction  protocol  (SLTP)  model  has  
been  added ,  

b)  the  Protected  Content Format (PCF)  model  wh ich  is  dependent on  each  service  has  been  
de leted ,  

c)  a  description  re lated  to  I EC  62227  has  been  added ,  

d )  the  class i fication  of certification  authority has been added.  

The  text of th is  techn ical  speci fication  is  based  on  the  fol l owing  documents:  

Enqu i ry d raft  Report  on  voti ng  

1 00/2005/DTS  1 00/2060/RVC 

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th i s  techn ica l  speci fication  can  be  found  i n  the  
report on  voti ng  ind icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance wi th  the  I SO/IEC  D irecti ves,  Part 2 .  

The  committee  has  decided  that the  con tents  of th i s  publ ication  wi l l  remain  unchanged  unti l  the  
stabi l i ty date  i nd icated  on  the  I EC  web  s i te  under "h ttp : //webstore. iec.ch"  i n  the  data  re lated  to  
the  speci fic publ ication .  At  th is  date,  the  publ ication  wi l l  be  

•   transformed  in to  an  I n ternational  Standard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  rep laced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l ingual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page  of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore  prin t  th is  document using  a  
colour printer.  
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INTRODUCTION  

Due to  the  recent trends  i n  the  rapid  popu lari zation  of mobi l e  phones  and  the  I n ternet as  wel l  as  
the  rea l i zation  of h igh -speed  data  transm ission  and  l arge-volume data  record ing  med ia,  a  h i gh  
qual i ty content d istribu tion  and  ub iqu i tous  i n formation  services  are  making  progress  and  a  new 
type  of in formation  d istribu tion  and  network sharing  service  has  g radual l y emerged  i n to  the  
market.  I t  i s  capable  of u ti l i zing  terabyte  class  home servers  i n  pri vate  homes,  a lso.  

Under these  ci rcumstances,  i n  d istribu tion  of content over shared  networks,  i t  i s  crucia l  to  
establ ish  d i g i ta l  ri gh ts  management (DRM)  technolog ies  to  protect the  con ten t from  i l l egal  
copying  and  usage.  These  matters  have  emerged  as  importan t socia l  i ssues.  

The  targets  of management by DRM  technology are  these  d ig i tal  l i censes,  such  as  copyrights .  
Essentia l l y,  these  l i censes  shou ld  not on l y be  protected  bu t a lso  promote  re-creativi ty and  
shou ld  be  broad l y used  as  the  property shared  by the  human  race.  Thus,  the  l i censes  wi th  these  
characteristics  shou ld  be  managed  and  protected  by a  DRM  system  that fo l lows  open  
i n teroperable  speci fications  shared  throughout  the  world .  

An  open  i n teroperable  speci fication  that fo l lows  th i s  techn ical  speci fication  i s  ab le  to  construct 
h igh l y expandable  PKI  based  DRM  targeting  usage  between  systems,  considering  the  
expansion  of recen t con ten t d is tribu tion  services  and  cl i en ts  (console  type  AV equ ipment,  PC,  
mobi le  phone  term inal ,  au tomotive  te lematics  term inal ,  and  so  on) .  Th is  techn ica l  speci fication  
g i ves  protocol  speci fications  for the  exchange  of l i cense  in formation  between  the  DRM  modu le,  
the  description  of speci fications  for l i cense  in formation  and  encrypted  con ten ts  format.  

During  the  development of th is  model ,  much  consideration  was  g i ven  to  the  usage  of con ten ts  i n  
consumer e lectron ics  equ ipment connected  wi th  home servers.  I n  add i ti on ,  particu lar attention  
was  g i ven  to  d istribu tion ,  storage  exchange and  usage  of con ten t between  d istribu tion  servers  
and  the  cl ient  destination  system ,  a l l owing  for cond i tions  approved  by the  ri gh ts  holder,  bu t  
nevertheless  wi thou t  l oss  of conven ience  for the  users.  The  standard ization  and  i ts  
popu larization  based  on  th is  model  wi l l  enable  in ter-connection  between  DRM  modu les  a l l owing  
strong  con ten ts  protection  i n  various  con ten t network sharing  systems  or content d istribu tion  
services  over the  I n ternet and  mobi le  phone  networks.  
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MULTIMEDIA HOME SERVER SYSTEMS –  
CONCEPTUAL MODEL FOR DIGITAL RIGHTS MANAGEMENT 

 
 
 

1  Scope 

This  Techn ica l  Speci fication  expla ins  the  conceptual  model  of the  protocol  speci fication  to  
exchange  l i cense  in formation  between  DRM  modu les.  Th is  Techn ical  Speci fi cation  a lso  outl i nes  
wh ich  models  shou ld  be  defined  as  standard  models  as  wel l  as  the  s tandard  mean ings  (main l y 
from  the  viewpoint  of i n formation  securi ty i n  the  environment,  i ncl ud ing  home server systems).  

2  Normative references  

The fo l l owing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl i es .  For 
undated  references,  the  l atest  ed i ti on  of the  referenced  document ( includ ing  any amendments)  
appl ies .  

I EC 62227: 2008,  Multimedia home server systems – Digital rights permission code  

Amendment 1 : 201 2  

ISO/IEC 7498-1 : 1 994,  Information technology – Open Systems Interconnection  – Basic 
Reference Model:  The Basic Model 

I SO/IEC 9594-8: 2008,  Information technology – Open Systems Interconnection  – The 
Directory:Public-key and attribute  certification framework 

ISO/IEC 1 5408-1 : 2009,  Information technology – Security techniques – Evaluation criteria for 
IT security – Part 1 :  Introduction and general model 

I TU-T Recommendation  X. 509: 1 997,  Information technology – Open systems intercon-
nection  – The Directory: Public-key and attribute certificate frameworks 

RFC 3280  R.  Hous ley (RSA Laboratories),  W.  Ford  (VeriSign),  W.  Polk (N I ST),  D.  Solo  (Ci ticorp),  
Request for Comments:  3280 – Internet X. 509 Public Key Infrastructure  Certificate  and 
Certificate Revocation List (CRL)  Profile,  Category:  Standards Track (Apri l  2002) ,  
http://rfc. slim. summitmedia. co. uk/rfc2380. html  

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  terms  and  defin i tions  g iven  in  I SO/IEC  9594-8: 2008,  as  
wel l  as  the  fol lowing  apply.  

3. 1   
access  condi tion  

i n formation  that describes  the  con ten t usage  cond i ti ons  

Note  1  to  en try:  The  access  cond i ti on  represents  the  cond i ti onal  ru l es  that  restri ct  user abi l i ty to  man i pu l ate  the  
con tent  i n formation  and  i s  a  part  of au thori zation  i n formation  i n  the  l i cense  for the  content.  

3.2   
certi ficate  pol icy 
named  set of ru les  that  i nd icates  the  appl icabi l i ty of a  certi ficate  to  a  particu lar communi ty and /or 
cl ass  of appl ication  wi th  common  securi ty requ irements  
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EXAMPLE  A parti cu lar certi fi cate  pol i cy m ight  i nd icate  app l i cabi l i ty of a  type  of certi fi cate  to  the  au thenti cation  of 
e l ectron ic data  i n terchange  transactions  for the  trad ing  of goods  wi th i n  a  g i ven  pri ce  range.  

[SOURCE:  I SO/I EC 9594-8: 2008,  3 . 4 . 1 0 ,  mod i fied ,  i . e.  a l i gned  to  new requ irements  for terms  
and  defin i tions. ]  

3.3   
certi fication  authori ty  
CA 

au thori ty trusted  by one  or more  users  to  create  and  assign  publ ic-key certi ficates  

Note  1  to  en try:  Optional l y the  certi fi cation  au thori ty may create  the  users '  keys.  

[SOURCE:  I SO/I EC 9594-8: 2008,  3 . 4 . 1 7 ,  mod i fied ,  i . e.  a l i gned  to  new requ irements  for terms  
and  defin i tions. ]  

3.4   
certi ficate  revocation  l i st  
certi fication  au thori ty revocation  l i s t  
CARL 
revocation  l i s t  con tain ing  a  l i s t  of publ ic-key certi ficates  i ssued  to  certi fication  au thori ties  that 
are  no  longer cons idered  val i d  by the  certi ficate  i ssuer 

[SOURCE:  I SO/IEC 9594-8: 2008,  3. 4. 1 8]  

3.5   
content  identi fier 
i denti fier wh ich  i s  a  un ique  va lue  ass igned  to  each  con ten t that i s  a  un i t of i n formation  provided  
by the  content  holder 

3.6   
content  key 

conten t encryption  key un ique  to  each  conten t  

Note  1  to  en try:  A content  key i s  a  key u nder the  symmetri c  key cryptosystem .  

3.7   
data concatenation  

concatenation  of two  b i t-streams  i n to  a  s i ng le  b i t-stream  

Note  1  to  en try:  The  fi rst  b i t  of the  second  ori g i nal  s tream  i s  next  to  the  l ast  b i t  of the  fi rst  ori g i na l  s tream .  

3.8   
decoder TREM  

TREM  in  wh ich  encrypted  conten t can  be  decrypted  and  p layed  

3.9   
destination  TREM  

TREM  receiving  a  l i cense  

3. 1 0   
d ig i tal  rights  management 
technology or functions  to  protect ri gh ts  re lating  wi th  d i g i ta l  con tent,  for example,  copyright,  or 
system ,  or modu le  that  provide  these  functions  

Note  1  to  en try:  I ns i de  th i s  system  or modu l e  i t  manages  conten t access  cond i ti ons  and  behaves  under these  
cond i ti ons.  
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3. 1 1   
encrypted  content  
encrypted  conten t data  wi th  i ts  re lated  meta  data,  such  as  broadcasting  conten t,  down load  
con ten t,  stream ing  con tent,  and  so  on  

3. 1 2   
entry TREM  
TREM  that has  the  function  of generating  a  new l icense  accord ing  to  ind ication  from  outs ide  and  
behaves  as  a  source  TREM  

Note  1  to  en try:  An  en try TREM  i s  i ns i de  the  l i cense  d i stri bu tion  server,  and  so  on .  

3. 1 3   
hash  function  
mathematica l  function  wh ich  maps  values  from  a  large  (possib l y very l arge)  domain  i n to  a  
smal l er range  

Note  1  to  en try:  A "good"  hash  function  i s  such  that  the  resu l ts  of appl ying  the  function  to  a  ( l a rge)  set  of va l ues  i n  the  
domain  wi l l  be  even l y d i s tri bu ted  (and  apparen tl y at  random)  over the  range.  

[SOURCE:  I SO/IEC 9594-8: 2008,  3 . 4 . 35,  mod i fied ,  i . e.  a l i gned  to  new requ irements  for terms  
and  defin i tions]  

3. 1 4   
l i cense  
i n formation  i nclud ing  one  or more  con ten t keys  and  au thorization  i n formation  l i ke  access  
cond i ti ons,  etc.  

Note  1  to  en try:  I f i t  i s  ou ts i de  a  TREM,  i t  shal l  be  a  protected  l i cense,  wh ich  i s  protected  wi th  sess ion  key generated  
i n  accordance  wi th  SLTP.  

3. 1 5   
l i cense identi fier 

i denti fier wh ich  i s  a  un ique  va lue  ass igned  to  each  l i cense  

3. 1 6   
l i cense move  

moving  of a  l icense  from  one  TREM  to  another 

Note  1  to  en try:  Once  the  l i cense  i s  moved ,  the  l i cense  i s  del eted  from  the  source  TREM.  A l i cense  move  wi th  the  
encrypted  content  copy equals  a  conten t move.  

3. 1 7   
l i cense relay modu le  
LRM  

system  or modu le  that re lays  a  protected  l icense  between  TREMs through  an  SLTP sess ion  

Note  1  to  en try:  LRM  i s  an  endpoin t  of an  LRP  connection  and  has  the  functi on  of con trol l i ng  i n ternal  bus  and  network 
i n  order to  re lay the  protected  l i cense  vi a  the  LRP  connection .  

3. 1 8   
l i cense relay protocol  
LRP  

protocol  between  LRMs  

Note  1  to  en try:  Over th i s  protocol ,  secure  l i cense  transacti on  protocol  (SLTP)  i s  real i zed  for the  I n ternet  envi ronment.  
For the  SLTP,  the  LRP  provi des  functions  of transaction  management,  restart  of d i sconnected  SLTP  session ,  protocol  
negoti ati on ,  and  transfer of i n formation  relati ng  wi th  user au thenti cati on  or accounti ng  management.  
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3. 1 9   
l i cense server 
server system  that has  a  TREM  and  the  LRM  wh ich  med iates  the  transm ission  of a  l i cense  
issued  by the  TREM  

3.20   
l i cense transaction  

un i t  of process ing  to  d istribu te,  move  or copy a  l i cense  

Note  1  to  en try:  For each  transaction ,  the  d i fferent  resou rces  are  ass igned  and  managed .  

3.21   
l i cense transfer 

moving  or copying  a  l icense  from  the  TREM  to  the  other TREM  

3.22   
med iator TREM  

TREM  that med iates  l icense  transfer as  a  main  ro le  

Note  1  to  en try:  I t  has  both  rol es  as  desti nati on  and  sou rce  TREMs.  

3.23   
protected  l i cense  

l i cense  i n formation  protected  to  transfer between  TREMs  

Note  1  to  en try:  A protected  l i cense  i ncl udes  encrypted  con ten t keys  and  protected  au thori zation  i n formation .  

3.24  
publ ic  key cryptosystem  

cryptosystem  in  wh ich  encryption  key and  decryption  key are  d i fferent  

Note  1  to  en try:  When  concea l i ng  the  data,  the  key used  for encryption  i s  publ i cl y d i stri bu ted .  RSA and  e l l i pti c  curve  
cryptosystem  are  wel l  known  as  publ i c  key cryptosystems.  

3.25   
secure l i cense  transaction  protocol  
SLTP 

protocol  to  transfer l icense  i n formation  securel y between  TREMs  

Note  1  to  en try:  Th i s  protocol  consists  of formats  of the  i n formation  exchanged  between  TREMs  and  a  state  trans i ti on  
speci fi cation  of the  TREM,  wh i ch  shal l  be  implemented .  

3.26   
session  private  key 
temporary pri vate  key wh ich  i s  used  to  share  a  session  symmetric key between  TREMs at each  
SLTP sess ion  

3.27   
session  publ ic key 
temporary publ ic  key wh i ch  is  used  to  share  session  symmetric  key between  TREMs  at  each  
SLTP session  

3.28   
session  symmetric  key 

temporary symmetric  key shared  between  TREMs  at  each  SLTP sess ion  

3.29   
SLTP  session  

secure  sess ion  generated  between  TREMs accord ing  to  the  SLTP  i n  order to  transfer l i cense  

Note  1  to  en try:  Each  SLTP  sess ion  has  a  sess ion  symmetri c  key shared  by both  s i des  of the  TREMs.  
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3.30   
source  TREM  
role  of a  TREM  as  a  TREM  issu ing  a  l icense  

3.31   
symmetric key cryptosystem  

cryptosystem  in  wh ich  the  same key i s  used  to  encrypt  and  decrypt the  data  

Note  1  to  en try:  Advanced  Encryption  S tandard  (AES)  s tandard ized  by N I ST i n  the  U . S.A.  i s  a  wel l -known  symmetri c  
key cryptosystem .  

3.32   
tamper resistant modu le  
TRM  

modu le  to  protect from  anal ys is  or mod i fication  of i n formation  and  i ts  processing  

Note  1  to  en try:  See  [F I PS  1 40-2] .  

3.33   
tamper resistant rights  enforcement modu le  
TREM  

system  or modu le  wh ich  has  functions  of d ig i ta l  ri gh ts  management  

Note  1  to  en try:  TREM  i s  s tructu red  as  a  tamper res i stant  modu l e.  TREM  has  fu nctions  to  enforce  ri gh ts ,  manage  
l i cense  and  process  the  l i cense  transfer accord ing  to  SLTP.  

3.34  
transaction  identi fi er 

i denti fier that  i s  ass igned  to  each  l i cense  transaction  

3.35   
transaction  log  
l og  data  representing  the  status  of a  l icense  transfer transaction  and  the  l icense  i ssued  i n  that  
transaction  

Note  1  to  en try:  I t  i s  secure ly s tored  i n  the  TREM.  

3.36   
TREM  private  key 
TREM  ind ividual  private  key 

key kept  privatel y by each  TREM  ind ividual l y 

3.37   
TREM  publ ic  key 
TREM  individual  publ ic  key 

publ ic key correspond ing  to  a  TREM  ( i nd ividual )  private  key 

4 Abbreviations  

AES  Advanced  Encryption  Standard  

CA Certi fication  Au thori ty 

CCI  Copy Control  I n formation  

CRL  Certi ficate  Revocation  L i st 

DES  Data  Encryption  Standard  

DRM  Dig i ta l  Righ ts  Management 

EC-DH  E l l i ptic  Curve  key agreement scheme,  D i ffie-Hel lman  

EC-DSA E l l i ptic  Curve  veri fication  prim i ti ve,  DSA vers ion  
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ID  IDen ti fi er 

LRM  License  Relay Modu le  

LRP  License  Relay Protocol  

PCF  Protected  Con tent Format 

SLTP  Secure  License  Transaction  Protocol  

T-DES  Trip le  DES  

TID  Transaction  I Denti fier 

TREM  Tamper-res istant  Righ ts  Enforcement Modu le  

TRM  Tamper Resistant Modu le  

5 Notation  

5.1  Numerical  values  

I n  th is  Techn ical  Speci fication ,  the  fol lowing  expressions  of numerical  values  are  used  as  shown  
i n  Table  1 .  

Table  1  – Expression  of numerical  values  

 B inary (B IN )  Decimal  (DEC)  Hexadecimal  (HEX)  

Letters  used  for val ue  '0 '  ∼  ' 1 '  '0 '  ∼  '9 '  '0 '  ∼  '9 ' ,  'A'  ∼  'F '  

Appended  l etter Noth i ng  (or ' b ' )  noth i ng  'h '  

Example  
1 1 001 000  

(or 1 1 001 000b)  
200  C8h  

 

5.2  Notation  l i st  

This  Techn ica l  Speci fication  uses  the  fol lowing  notations  as  shown  i n  Table  2 .  

Table  2  – Notations  used  in  th is  model  

Name  Expression  Description  

Encryption  E  (K,  D)  The  resu l t  of encryption  of i n formation  ‘D ’  wi th  a  key ‘K’  

Hash  H  (D)  The  resu l t  of hash  of i n formation  ‘D ’  

Concatenati on  A | |  B  The  resu l t  of d ata  concatenati on  of ‘A’  and  ‘B ’  

Con ten t key Kc A conten t encryption  key associated  wi th  each  content  

Root pri vate  key KR A pri vate  key securely main ta i ned  by root CA 

Root publ i c  key KPR The  publ i c  key correspond i ng  to  KR 

Private  key of CA KCi  A pri vate  key secure ly main ta ined  by CA ” i ”  wh ich  i s  the  i ssuer 
of the  certi fi cate  of l ower ti er CA or the  certi fi cate  of TREM  
publ i c  key 

(Th is  d oes  not  i ncl ude  root pri vate  key. )  

Publ i c  key of CA KPCi  The  publ i c  key correspond i ng  to  KCi  

(Th is  d oes  not  i ncl ude  root pub l i c  key. )  

TREM  pri vate  key for 
detecti ng  SLTP  
message  tampering  

KTdk A key that  the  TREM  “k”  keeps  i nd i vi dual l y and  secretl y.  

Th i s  key i s  used  to  generate  d i g i ta l  s i gnatu re  for detecti ng  
SLTP  message  tampering .  

TREM  publ i c  key for 
detecti ng  SLTP  
message  tampering  

KPTdk The  publ i c  key correspond i ng  to  KTdk.  

Th i s  key i s  used  to  veri fy the  d i g i tal  s i gnatu re  that  i s  
generated  by us i ng  KTdk.  
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Name  Expression  Description  

TREM  pri vate  key for 
shari ng  session  
symmetri c key wi th  other 
TREM  

KTsk A key that  the  TREM  “k”  keeps  i nd i vi dual l y and  secretl y.  

Th i s  key i s  used  to  share  a  sess ion  symmetri c  key wi th  other 
TREM.  

TREM  publ i c  key for 
shari ng  session  
symmetri c key wi th  other 
TREM  

KPTsk The  publ i c  key correspond i ng  to  KTsk.  

Th i s  key i s  used  to  share  a  sess ion  symmetri c  key wi th  other 
TREM.  

Relevant i n formation  I r The  i n formation  rel ati ng  to  root  CA  

I ci  The  i n formation  rel ati ng  to  CA “ i ”  other than  root  CA 

I txx The  i n formation  rel ati ng  to  the  publ i c  key of TREM  KPTxx 

Certi fi cate  C  (KR,  KPR | |  I r)  A certi fi cate  of a  root  publ i c  key KPR 

KPR | |  I r | |  E (  KR,  H (KPR | |  I r)  )  

C  (KR,  KPCi  | |  I ci )  A certi fi cate  of a  publ i c  key KPCi  i ssued  by root  CA whose  
pri vate  key i s  KR 

KPCi  | |  I ci  | |  E (  KR,  H (KPCi  | |  I ci )  )  

C  (KCi ,  KPCj  | |  I cj )  A certi fi cate  of a  publ i c  key KPCj  i ssued  by CA “ i ”  whose  
pri vate  key i s  KCi  

KPCj  | |  I cj  | |  E (  KCi ,  H (KPCj  | |  I cj )  )  

C  (KCj ,  KPTxx | |  I txx)  A certi fi cate  of a  publ i c  key KPTxx i ssued  by CA “ j ”  whose  
pri vate  key i s  KCj  

KPTxx | |  I txx | |  E (  KCj ,  H (KPTxx | |  I txx)  )  

Sess ion  pri vate  key KTTkn  A temporary pri vate  key generated  i n  TREM  “k”  per each  
SLTP  session  “n ” .  

Th i s  i s  used  to  share  sess ion  symmetri c  key between  TREMs  
at  SLTP  session  “n ” .  

Sess ion  publ i c  key KPTTkn  A temporary publ i c  key correspond i ng  to  KTTkn .  

Th i s  i s  used  to  share  session  symmetri c  key between  TREMs  
at  SLTP  sess ion  “n ” .  

Sess ion  symmetri c  key 
shared  between  TREMs  

KSk1 k2n  A temporary symmetri c  key wh i ch  i s  shared  between  TREM  
“k1 ”  and  TREM  “k2”  at  SLTP  session  “n ”  by us ing  publ i c  key 
cryptosystem .  

CRL update  time  Li st  CRLUpdates  Date  and  t ime  when  CRL i s  renewed  

Conten t I D  CID  The  value  of a  u n ique  i den ti fi er ass igned  to  each  con tent  

D i ffi e-Hel lman  method  DH(KPTTk1 n ,  KTTk2n ,  
epx)  

=  
DH(KPTTk2n ,KTTk1 n ,  
exp)  

Session  symmetri c  key wh ich  i s  shared  between  TREM  “k1 ”  
and  TREM  “k2”  at  SLTP  session  “n ”  by us ing  Di ffi e-Hel lman  
method .  

 epx:  encrypti on  parameter “x”  of pub l i c  key cryptosystem  

 

6 Requirements  

6.1  License service model  

 General  6. 1 . 1

The  fol l owing  functional  requ i rements  for the  l icense  service  model  are  considered  as  described  
i n  F igure  1 :  

a)  con ten t i s  encrypted  and  d istribu ted  in  any way;  

b)  the  l i cense  i n formation  i ncludes  content keys  and  access  cond i tions  (ACs);  

c)  once  created  by ri ghts  holder,  encrypted  content and  protected  l icense  is  decrypted  on l y i n  
TREM  (tamper resistan t ri gh ts  enforcement modu le);  
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d )  the  l i cense  i n formation  i s  protected  by cryptosystem  outs ide  TREMs  and  shal l  be  moved  
among  TREMs  accord ing  to  the  AC of i tse l f;  

e)  a  role  to  i ssue  the  moved  l i cense  i s  ca l l ed  source  TREM  and  a  role  to  receive  the  moved  
l icense  i s  ca l l ed  destination  TREM;  

f)  the  TREM  processes  user request accord ing  to  the  AC i n  the  l i cense;  

g )  an  en try TREM  (see  3. 1 2)  i n  such  as  con ten t management/d istribu tion  server can  receive  
p la in  con ten t data  and  p la in  l icense  i n formation ,  and  can  create  the  encrypted  con ten t and  
the  protected  l i cense  i n formation  and  behave as  a  source  TREM ;  

h)  a  med iator TREM  (see  3. 22)  i n  a  con ten t/l icense  med iation  system  behaves  as  both  source  
and  desti nation  TREMs;  and  

i )  a  decoder TREM  (see  3 . 8)  in  such  as  a  p layback system  can  receive  the  l i cense  from  the  
other TREM  and  decrypt encrypted  contents  accord ing  to  the  AC i ncluded  i n  the  l icense.  
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※ The number of mediator TREMs may be 0 or more.
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Figure  1  – License  service  model  to  consider the  threats  

 Threats  and  countermeasures  6. 1 .2

6. 1 .2. 1  General  

Table  3  shows th reats  i n  the  l i cense  service  envi ronment described  in  6 . 1  and  countermeasures  
against each  threat.  

Issue

Client System

Distribution of encrypted content

Mediation system

Entry TREM

AC +

Content

AC

Permission 
for playback

AC + AC +

Distribution server

(in any way)

　 Rights Move

Decoder TREM

Playback system

AC:  Access Condition (Usage condition)

License License

Mediator TREM Mediator TREM

Content 
user

Rights holder

Playback

TREM Developers / Manufacturers

D igital locker / H om e server / S torage m edia

※ The number of mediator TREMs may be 0 or more.

Encrypted content
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Table  3  – Threats  and  countermeasures  in  the  l icense  service  model  

Subject  Attack (threat)  Countermeasures  

TREM user and  
network user 

Analys i s  of TREM  a)  Manufactu ri ng  TREM  as  TRM.  

Camouflage 

Camouflage  of the  
desti nati on  TREM  b)  Encryption  wi th  session  key shared  after mu tual  

au then ti cati on  by the  certi fi cates  of both  
desti nati on  and  source  TREMs.  Repl ay (camouflage  of the  

source  TREM)  

Camouflage  of 
d i sconnection  of l i cense  
transaction  session  

c)  Compari son  between  l ogs  i n  each  TREMs.  

Leakage  of pri vate  key for the  CA or the  
TREM  

d )  I ssue  of CRL  

Key renewal .  

TREM 
manufacturer 

I l l ega l  manufacturi ng  Term ination  of the  broken  or 
i l l egal  TREM.  Leakage  of key i n formation  

 

6.1 .2 .2  Manufacturing  TREM  as  TRM  

TREM  shal l  be  TRM  (tamper res istan t modu le)  i n  order to  prevent  the  con ten t user from  
anal yzing  the  TREM  and  steal ing  the  secret keys  from  i t.  

6.1 .2 .3  Encryption  with  session  key 

I n  the  l icense  d istribution  service,  impersonation  of the  TREM  such  as  replay attack by 
camouflage  of the  l i cense  sender TREM  causes  unauthorized  un l im i ted  copies  of the  con ten t.  
So,  in  order to  prevent  anyone  from  developing  the  modu le  impersonating  the  source  (sender)  or 
destination  ( receiver)  TREM,  the  charged  l i cense  shal l  be  encrypted  wi th  the  sess ion  key shared  
after the  mutual  au then tication  of the  source  and  desti nation  TREMs  us ing  TREM  publ ic  keys  for 
detecti ng  SLTP  message  tampering .  

6.1 .2 .4  Comparison  between  logs  

I t  i s  necessary that the  l i cense  transaction  logs  are  securel y s tored  i n  the  TREM.  When  the  
sess ion  to  transfer/move a  l i cense  i s  d isconnected  and  the  recovery of the  sess ion  to  send  the  
l icense  is  needed  once  more,  the  log  of the  destination  TREM  shou ld  be  securel y transferred  to  
the  source  TREM  i n  order to  compare  the  l ogs  of source  and  desti nation  to  confi rm  i f the  l i cense  
was  al ready received  by the  destination  or not.  Otherwise ,  anyone may camouflage  the  
unauthorized  copy of l i cense  wi th  the  sess ion  recovery.  

There  are  many poss ib i l i tes  of unexpected  d isconnections  that may occur du ring  the  process  of 
purchasing  l i censes  through  communication  networks.  Th is  may especia l l y happen  i n  wi re less  
mobi le  networks.  I f there  i s  no  countermeasure  for th is  type  of threat,  a  d i stribu tor cou ld  on l y 
repeated l y send  l icenses  to  a  decei tfu l  TREM  camouflaged  wi th  the  l egal l y d i sconnected  TREM.  
Because  not on l y a  d isconnection  may have  occurred ,  bu t a lso  because  there  i s  no  evidence  
that  the  l icense  was  received ,  the  source  TREM  shal l  certa in l y del i ver the  l i cense  to  the  
destination  i n  exchange  for accounting  or decrease  of the  ri gh ts.  

6.1 .2 .5  Issue of CRL 

CRL (certi ficate  revocation  l i s t defi ned  i n  I TU  Recommendation  X. 509  and  I SO/IEC  9594-8)  can  
be  used  i n  order to  term inate  the  use  of i l l egal  or broken  keys  and  TREMs.  On  description  of CRL,  
see  RFC 3280.  

 Evaluation  cri teria  6. 1 .3

I n  order to  rea l i ze  a  secure  con tent  protection  environment,  i t  i s  necessary that the  securi ty 
evaluation  cri teria  for TREM  are  speci fied .  The  securi ty cri teria  for content protection  shou ld  be  
compl ian t wi th  I SO/IEC  1 5408-1  and  i nclude  the  fol l owing :  
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•  the  securi ty functions  for con ten t protection  described  i n  6 . 1 . 2 ;  

•  i nd ications,  i f the  necessary a l gori thms for cryptosystem ,  hash  function  and  function  to  
generate  random  numbers  are  properl y implemented ;  

•  i nd ications  wi th  respect to  the  robustness  of TRM  for TREM,  for example,  the  securi ty l evel  
of TRM  compl iant  wi th  F IPS  1 40-2 ;  and  

•  a  description  of the  process  to  design ,  develop  and  manufacture  the  TREM.  

7 Design  considerations  

7. 1  General  

I n  th is  clause  the  fol lowing  conceptual  models  sati sfying  the  requ irements  described  i n  C lause  6  
are  speci fi ed :  

a)  securi ty model ;  

b)  i n terconnection  model ;  and  

c)  l icense  i n formation  model .  

7.2  Securi ty model  

 General  7.2. 1

I n  th is  subclause,  a  securi ty model  satisfying  the  requ i rements  described  i n  6 . 1 . 2  i s  speci fied .  

 Overview of securi ty model  7.2.2

I n  the  securi ty model  (see  F igure  2)  of th is  conceptual  model ,  con ten t to  be  protected  is  
encrypted  and  d istribu ted  i n  any way.  Also,  i n  th is  model ,  the  content encryption  key and  the  
ri gh ts  i n formation  i nclud ing  access  cond i ti ons  (AC)  for the  content are  protected  us ing  TRM  and  
cryptosystem  and  have  the  fo l lowing  l i fecycle  as  a  l icense:  

a)  the  l i cense  i s  created  in  an  en try TREM;  

b)  the  l i cense  i s  at  fi rst  i ssued  as  a  protected  l i cense  from  the  entry TREM;  

c)  the  l i cense  i s  transferred  to  a  decoder TREM  through  more  than  0  med iator TREMs;  and  

d )  the  l icense  is  used  to  decryption  of the  con ten t accord ing  to  the  AC i n  the  decoder TREM.  
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Figure  2  – Securi ty model  of content protection  

 TREM  functions  7.2 .3

The  TREM  shal l  have  the  fol lowing  functions:  

a)  tamper resistant function  preventing  leakage  of l i cense  i n formation  as  a  TRM;  

b)  function  to  create  and  main tain  the  SLTP session ;  

c)  function  to  move  l i cense  between  TREMs always  using  the  SLTP session ;  

d )  i n  case  of med iator TREM,  function  to  decrypt the  l i cense  and  transfer i t  to  other TREM  
accord ing  to  the  protected  med iator access  cond i tions  (AC);  and  

e)  i n  case  of decoder TREM,  function  to  decrypt the  l i cense  and  decrypt the  conten t wi th  the  
decrypted  key accord ing  to  the  protected  decoder access  cond i tion .  

 Secure  l icense  transaction  protocol  (SLTP)  model  7.2 .4

I n  th is  subclause,  the  SLTP  model  to  satisfy a l l  of the  requ i rements  described  in  Clause  6  i s  
explained  as  an  example  of the  most s imple  secure  l i cense  transaction  protocol  between  TREMs.  
Standard ization  and  implementation  of SLTP  are  needed  a lso  as  coun termeasures  especial l y 
those  described  i n  6 . 1 . 2 .3  and  6 . 1 . 2 . 4 .  

SLTP  is  a  protocol  to  transfer l i cense  i n formation  securely between  TREMs.  Th is  protocol  shal l  
consist  of formats  of the  i n formation  exchanged  between  TREMs and  a  speci fication  of state  
transi tion  i ns ide  the  TREM.  

I n  the  basic normal  sequence  of the  SLTP  model ,  the  fol lowing  messages  are  exchanged  in  
accordance  wi th  the  fol lowing  steps  (see  F igure  3)  to  generate  the  SLTP session  as  the  
coun termeasures  described  in  6 . 1 . 2 . 3  and  secret data  i s  transferred  through  the  SLTP session  
securely.  

a)  Generating  SLTP session  

•  Preparing  for detecting  SLTP  message  tampering :  

IEC   1673/13 
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Th e  certi fi ca te  o f TRE M  p u b l i c ke y fo r d e te cti n g  S L TP  m es s a g e  ta m p e ri n g  i s  s e n t fro m  a  
m e s s a g e  s e n d e r TRE M  to  a  m e s s a g e  re ce i ve r TRE M  a n d  ch e cke d  a t  th e  re ce i ve r TRE M .  

F o r e xa m p l e ,  C ( KR, KP C i  | |  I ci ) , C ( KC i , KP C j  | |  I cj )  a n d  C ( KC j , KP Td k | |  I td k)  a re  s e n t fro m  
s e n d e r TRE M  to  th e  re ce i ve r TRE M ,  wh ere  C ( KR, KP C i | |  I ci )  a n d  C (KC i , KP C j  | |  I cj )  a re  
ce rti fi ca te s  co n s tru cti n g  P ki P a th  a n d  C ( KC j , KP Td k | |  I td k)  i s  th e  ce rti fi ca te  o f s e n d er 
TRE M  (TRE M  “ k”  i s  th e  s e n d e r TRE M ) .  

Th e n  th e  e n vi ro n m e n t fo r d e te cti n g  m e s sa g e ta m p e ri n g  b y u s i n g  d i g i ta l  s i g n a tu re  h a s  
b e e n  g en era te d  be twe e n  se n d e r TRE M  a n d  rece i ve r TRE M .  

  S h a ri n g  a  s es s i o n  s ym m e tri c ke y:  

Th e  d e s ti n a ti on  a n d  th e  s o u rce  TRE M s  s h a re  a  s es s i o n  s ym m e tri c ke y.  Th e re  a re  s e vera l  
m e th o d s  to  s h a re  a n d  th e  fo l l o wi n g  a re  p ri n ci pa l  e xa m p l e s  o f th e se  m e th o d s :  

1 )  B y u s i n g  a  TRE M  p ri va te  ke y a n d  pu b l i c  ke y for sh a ri n g  a  te m p ora ry ke y 

F i rs t,  so u rce  TRE M  rece i ves  th e  ce rti fi ca tes  C ( KR, KP C i  | |  I ci ) , C ( KC i , KP C j  | |  I cj )  a n d  
C ( KC j , KP Ts k1  | |  I ts k1 )  o f th e  d e s ti n a ti o n  TRE M  “ k1 ”  a n d  ch e cks  th o s e  ce rti fi ca te s .  
Th e n ,  th e  s o u rce  TRE M  “ k2 ”  crea te s  a  s e s s i o n  s ym m e tri c ke y KS k1 k2 n  a n d  e n cryp ts  
i t  wi th  KP Ts k1 .  F i n a l l y,  th e  s o u rce  TRE M  s e n d s  th e  e n cryp te d  s es s i o n  s ym m e tri c ke y 
to  th e  d es ti n a ti o n  TRE M .  

2 )   B y u s i n g  a  s es s i o n  pri va te  ke y a n d  a  s e s s i o n  pu bl i c ke y 

Th e  d e s ti n a ti o n  TRE M  “ k1 ”  crea te s  a  s es s i o n  p u b l i c ke y “ KP TTk1 n ”  a n d  a  s e s s i o n  
p ri va te  ke y “ KTTk1 n ”  a n d ,  s i m i l a rl y,  th e  s o u rce  TRE M  “ k2 ”  cre a tes  a  se s s i o n  p u b l i c 
ke y “ KP TTk2 n ”  a n d  a  s e s s i o n  pri va te  ke y “ KTTk2 n ” .  Th en ,  b o th  o f th o s e  TRE M s  
d e ri ve  a  co m m o n  s es si o n  s ym m e tri c ke y “ KS k1 k2 n ”  b y e xch a n g i n g  ea ch  o th er’ s  
se ss i o n  pu b l i c  ke ys  b y u s i n g  th e  D i ffi e -H e l l m a n  m e th o d .  

S o u rce  TRE M  “ k2 ” ： D H (  KP TTk1 n ,  KTTk2 n  ,  e p x)  

↓  

KS k1 k2 n  

↑  

D es ti n a ti o n  TRE M  “ k1 ”： D H (  KP TTk2 n ,  KTTk1 n  ,  e p x)  

b )  Tra n s fe rri n g  s ecre t d a ta  th rou g h  a n  S L TP  s e ss i on  

  S e cre t d a ta  i s  e n cryp te d  wi th  s h a re d  s e s s i o n  s ym m e tri c ke y:  

S e cre t d a ta  i s  e n cryp te d  wi th  a  s h a re d  sess i o n  s ym m e tri c ke y i n  th e  se n d er TRE M  a n d  
th e  en cryp te d  s e cre t d a ta  i s  s e n t fro m  th e  s e n d e r TRE M  to  rece i ve r TRE M  

                     E (  KS k1 k2 n ,  S D  )  

                        S D :  S e cre t d a ta .  

  M e ss a g e  d a ta  i s  ch e cke d  b y u s i n g  d i g i ta l  s i g n a tu re :  

M e s sa g e  d a ta  a re  a p p en d e d  d i g i ta l  s i g n a tu re s  o f th e  s e n d e r TRE M ,  a n d  th e  re ce i ve r 
TRE M  ch e cks  i t  

                    M D  | |  E (  KTd k1 ,  H ( M D )  )  

                           KTd k1 ： TRE M  pri va te  ke y for d e tecti n g  S L TP  m es s a g e  ta m p e ri n g  o f 

                                         TRE M  “ k1 ”  

                           M D： M e ss a g e  d a ta .  

Copyright International  Electrotechnical  Commission  



 – 20  – TS  62224  © I EC: 201 3(E)  

c)  Clos ing  SLTP session  

Generated  SLTP sess ion  is  closed  expl ici tl y or impl ici tl y (for example :  cl osed  by “ time ou t”  or 
new request from  same TREM).  

source TREM destination TREM

(1) Generating SLTP session 

・ Preparing for detecting SLTP 

message tampering

・ Sharing session symmetric

key 

(2) Transferring secret data 

through SLTP session

・ Secret data is encrypted with 

shared session symmetric

Key.

・Message data is checked by 

using digital signature.

(3) Closing SLTP session

 

a) 

b)  

c)  

 

Figure 3  – Basic procedure of SLTP  model  

I n  order to  use  a  random  number as  a  session  key,  the  random  number shal l  be  generated  
securel y enough .  The  secure  random  numbers  shal l  be  d i fferen t i n  thei r generation  and  
values  and  shal l  be  d i fficu l t  to  be  fi gured  ou t wi th in  the  period  s ign i fican t for the  attackers.  

I f the  received  i n formation  cannot be  in terpreted  properl y i n  the  TREM,  the  TREM  rejects  i t  
immed iate l y,  i n  order to  prevent any poss ib le  attacks  using  the  i nstabi l i ty of the  modu le.  

Countermeasures  described  in  6. 1 . 2. 4  shou ld  be  taken  for secure  recovery of the  SLTP 
sess ion .  

 Certi fication  authori ty 7.2.5

I n  order to  l et a  TREM  class  participate  i n  the  con ten t d is tribu tion  service  envi ronment,  the  
manufacturer (developer or bu i l der)  of the  TREM  class  i s  requ i red  to  create  a  pa ir of cl ass  publ ic  
keys  and  class  pri vate  keys  and  to  apply them  to  the  class  publ ic  key wi th  the  re lati ng  
i n formation  to  the  CA (certi fication  au thori ty) .  

I f the  CA has  confi rmed  that the  appl ication  i n formation  i s  correct and  the  TREM  conform ing  to  
the  securi ty cri teria  i s  properl y manufactured  (or s tructured) ,  the  CA creates  a  certi ficate  for the  
TREM  class  publ ic  key and  i ts  re lating  i n formation  i n  accordance  wi th  [RFC 3280] .  A d i g i tal  
s ignature  wi th  the  pri vate  key of the  CA is  added  to  the  certi ficate,  and  then  the  certi ficate  is  
i ssued  to  the  manufacturer.  

The  TREM  manufacturer embeds  the  certi ficate  and  the  correspond ing  class  private  key i n to  the  
TREM,  and  then  the  TREM  is  able  to  receive  the  l i cense  moved  from  another cl ass  of the  TREM  
that  i s  a l ready au thorized  by the  same CA (see  F igure  4) .  
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Figure  4 – Overview of i ssu ing  TREM  class  certi ficates  

 Key revocation  and  termination  of the  TREM  7.2.6

The key revocation  and  term ination  of the  TREM  by CRL (certi ficate  revocation  l i s t,  defi ned  in  
I TU  Recommendation  X. 509  and  I SO/I EC 7498-1 )  sha l l  be  supported  i n  th is  securi ty model  
because  of the  requ i rements  described  i n  6. 1 . 2 . 5 .  

The  CRL is  a  l i st of i denti fi ers  of revoked  certi ficates  wi th  a  d ig i ta l  s i gnature  from  the  CA.  The  
CRL is  used  as  fo l l ows:  

a)  after i t  has  been  i ssued  from  the  CA,  the  CRL is  embedded  i n to  the  TREMs,  especial l y en try 
TREMs;  

b)  i f the  desti nation  TREM  sends  the  revoked  certi ficate  to  the  source  TREM  ( i . e. ,  the  identi fier 
of the  certi ficate  for the  destination  TREM  is  found  i n  the  CRL),  the  l icense  move  i s  rej ected .  

7.3  In terconnection  model  

 Generic in terconnection  model  7.3. 1

I n  th is  i n terconnection  model  (see  F igure  5),  the  l i cense  re lay modu le  (LRM)  re lays  the  l i cense  
protected  by the  SLTP sess ion  between  TREMs.  The  LRM  is  a  system  or modu le  that controls  
the  i n ternal  bus  and  network in  order to  re lay a  protected  l i cense  between  TREMs th rough  an  
SLTP sess ion .  However,  the  protected  l i cense  can  ne i ther be  decrypted  nor be  i n terpreted  by 
the  LRM .  

The  source  and  destination  LRMs are  i n  front of each  TREM  i n  each  l i cense  exchange  system  
and  re lay the  protected  l i cense  us ing  an  in ter LRM  protocol  ca l led  LRP ( l icense  relay protocol ) .  
For the  SLTP,  the  LRP  provides  functions  such  as  transaction  management,  restart  of a  
d isconnected  SLTP session ,  protocol  negotiation ,  and  transfer of i n formation  re lating  to  the  user 
au thentication  or accounting  management.  
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Figure 5  – Generic  in terconnection  model  for content protection  

The fol l owing  reasons  expla in  why LRM  and  LRP  are  separated  from  TREM  and  SLTP:  

a)  the  lower layer protocols  (for example,  l ocal  bus  i n terface)  of each  l ocal  TREM  class  are  
d i fferent  and  various.  So,  i f a  l icense  i s  needed  to  be  exchanged  between  the  d i fferent  
cl asses  of TREMs,  each  l ocal  l ower l ayer protocol  i s  necessary to  be  converted  by LRM  (of 
course,  us ing  LRP i n  case  of exchange over the  I n ternet);  

b)  most TREMs for bus inesses  need  to  be  manufactured  as  cheapl y and  robustl y as  TRMs.  So,  
they cannot have  many functions  supported  in  LRM;  and  

c)  i f d i vided ,  the  manufacturer can  carry ou t on l y an  i ssue  appl ication  of a  TREM  to  a  CA.  So,  
even  i f on l y the  functions  of the  LRM  are  extended  or changed ,  the  manufacturer does  not  
need  to  appl y i t  again .  

The  SLTP  does  not depend  on  the  type  of l icense  description  format transferred  by i t.  I t  i s  
possib le  to  u ti l i ze  various  ri ghts  expressions  l i ke  XrML,  CCI  (copy control  i n formation)  and  
others.  

SLTP,  LRP  do  not depend  on  the  d istribu tion  method  and  type  of the  encrypted  conten t.  They 
are  a lso  appl icable  to  various  services  such  as  exchanges  among  record ing  med ia,  and  
down load  and  the  stream ing  services.  I t  i s  a lso  possib le  to  u ti l i ze  various  types  of protected  
con ten t from  dependen t respective  d istribu tion  services.  

 License relay protocol  (LRP)  model  7. 3.2

7.3.2 .1  General  

A LRP has  not on l y the  function  of re laying  the  message of SLTP,  bu t  a lso  the  fol lowing  
functions:  

a)  management and  recovery of l icense  transaction ;  

b)  protocol  negotiation  between  TREMs;  and  

c)  cooperation  on  user au then tication  and  accounting .  

7.3.2 .2  Management and  recovery of l i cense  transaction  

The  LRM  binds  p lu ral  transaction  IDs  to  each  l i cense  move transaction  accord ing  to  SLTP  and  
manages  them .  When  recovery of a  l icense  transaction  is  requ i red ,  the  LRM  au tomatical l y s tarts  
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the  recovery session  for the  transaction ,  us ing  the  recovery function  of the  SLTP.  After 
completion  of the  transaction ,  garbage col lection  of the  transaction  resources  i s  executed .  

7.3.2 .3  Protocol  negotiation  

The  LRP supports  the  fol lowing  negotiation  functions  for SLTP  

a)  vers ion  negotiation :  function  to  negotiate  vers ions  of SLTP,  LRP and  the  l i cense  format used  
i n  the  SLTP  sess ion ;  

b)  cryptosystem  negotiation :  function  to  negotiate  a l gori thms  for the  publ ic key cryptosystem  
and  the  symmetric  cryptosystem  used  in  the  SLTP  sess ion ;  

c)  hash  al gori thm  negotiation :  function  to  negotiate  a lgori thms for the  hash  function  used  i n  the  
SLTP sess ion ;  

d )  character code  set  negotiation :  function  to  negotiate  the  character code  set  used  i n  the  
SLTP sess ion ;  and  

e)  ri gh ts  script negotiation :  function  to  negotiate  the  ri ghts  description  l anguage or form  
transferred  via  the  SLTP  sess ion .  

7.3.2 .4  Cooperation  on  user au thentication  and  accounting  

The l i cense  destination  LRM  can  send  user au then tication  i n formation  to  the  l icense  source  
LRM  as  a  LRP message  parameter added  to  the  "destination  certi fication "  message  of SLTP.  
The  l i cense  source  LRM  can  execute  the  process  to  cooperate  wi th  an  user management 
function  or accoun ting  function  using  the  user au then tication  i n formation .  

 Implementation  model  of i n ter-connection  7.3.3

The l i cense  transfer system  based  upon  LRP con tain ing  SLTP can  be  real i zed  on  various  
commun ication  protocols  through  the ir correspond ing  in terfaces  implemented  by the  l i cense  
requesting  agent and  l icense  i ssu ing  agent  (see  F igure  6) .  

The  l i cense  requesting  agen t and  l i cense  i ssu ing  agent get and  put the  LRP message  (wh ich  
con tain  an  SLTP message)  wi th  the  destination  LRM  and  source  LRM  respectivel y,  and  these  
agents  exchange the  LRP  message  between  each  other fo l lowing  the  procedures  defined  by the  
LRP.  

One  agen t can  exchange  a  LRP message  wi th  another agent  th rough  various  in terfaces  (e. g .  the  
l ocal  function /object i n terface,  remote  function /object i n terface,  i n ternet  i n terface,  etc . ) ,  
because  the  LRP  message  is  i ndependen t of any communication  protocols .  
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Figure 6  – Implementation  model  of in terconnection  

I n  th is  implementation  model  (see  F igure  6),  the  l icense  requesting  agen t and  l i cense  i ssu ing  
agent  implement the  fo l l owing  functions:  

– the  i n terfaces  of commun ication  protocols  to  transfer LRP  messages;  

– the  procedure  to  exchange  LRP messages  defined  by LRP.  

LRM  implements  the  i n terfaces  for LRP messages ,  so  the  LRM  trans lates  the  LRP message to  
i nput  parameters  of l ocal  TREM  in terfaces  and  trans lates  output data  of l ocal  TREM  i n terfaces  
i n to  LRP  messages.  

7.4  License information  model  

 General  7.4. 1

Dig i ta l  ri ghts  perm iss ions  data  is  a  code  or express ion  l anguage  wh ich  has  various  sets  of 
perm iss ion  i n formation  and  perm iss ion  cond i tions  for d ig i ta l  con ten t transm ission .  D ig i ta l  ri ghts  
perm iss ions  data  and  l i cense  i n formation  can  be  d istribu ted  independentl y to  cl i en t systems.  

D ig i ta l  ri ghts  perm ission  data  shal l  be  detected  whether or not those  have  been  fals i fied  by any 
one,  so  the  d is tribu tion  format data  shou ld  i nvolve  d ig i ta l  s i gnature.  The  d i g i tal  certi ficates  for 
the  publ ic  key wh ich  correspond  to  the  private  key used  for the  d ig i ta l  s ignature  shal l  be  
d istribu ted  from  a  CA (certi ficate  au thori ty) .  The  CA can  be  a  root CA or the  i n termed iate  CA 
traced  through  i ts  root CA.  Each  TERM  shal l  veri fy the  d ig i ta l  s ignature  by us ing  the  d ig i ta l  
certi ficates.  The  d ig i ta l  certi ficates  can  be  veri fied  by tracing  the  root CA.  The  concrete  s tandard  
of the  s ignature  shou ld  depend  on  each  service  system .  

 D ig i tal  rights  permissions  data  7.4.2

Dig i ta l  rights  perm iss ion  data  has  some components  and  e lements  under the ir components .  An  
example  of the  syn taxes  i s  shown  i n  I EC  62227:2008.  
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8 Issues  to  be standard ized  

To real i ze  DRM  systems  conform ing  to  the  model  shown  i n  F igure  1 ,  i t  i s  necessary to  speci fy 
the  fo l lowing ,  cons idering  that the  speci fications  are  processed  i n  the  equ ipment such  as  
general  home appl iances,  PC,  home servers  and  mobi le  phones  and  so  on :  

a)  SLTP (secure  l icense  transaction  protocol ) ;  

b)  LRP  ( l icense  re lay protocol ) ;  

c)  evaluation  cri teria  for TREM  (by wh ich  the  CA j udges  whether to  au thorize  the  TREM  or not).  

The  above-mentioned  speci fications  shal l  satisfy the  requ irements  described  i n  Clause  6.  
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Annex A 
(informative)  

 
Example  of algori thms for cryptosystem and  hash  

 

The SLTP  speci fies  ne i ther cryptosystems  nor hash  a lgori thms.  I n  case  of implementation  of th is  
model ,  i t  i s  necessary to  speci fy securi ty evaluation  cri teria  for a lgori thms.  For example,  the  
fol l owing  cryptosystems and  hash  a lgori thms  may be  used .  

•  Symmetric key cryptosystem :  

– Trip le  DES cryptosystem  wi th  two  keys,  EDE  and  ou ter-CBC Mode speci fied  i n  [1 ] 1 ,  [2 ]  
and  [3] .  

–  AES  CBC mode,  see  [7 ] .  

•  Publ ic key cryptosystem :  

– Cryptosystem  using  e l l i ptic curve  over b inary fie l d  ( 1 63  b i ts)  N IST recommended  
parameters,  see  [8] .  

– Cryptosystem  us ing  e l l i ptic  curve  over prime  fi el d  (256  b i ts)  N I ST recommendation  
parameter,  see  [6] .  

– RSA publ ic key cryptosystem ,  see  [1 0] .  

•  Hash  a l gori thm :  

– SHA-1 ,  SHA-256,  SHA-384,  SHA-51 2,  see  [5] .  

The  fol l owing  a lgori thms  can  be  used  to  real i ze  the  encryption ,  decryption  and  d ig i ta l  s i gnature  
function  us ing  the  e l l i ptic  curve  cryptosystem :  

•  Encryption  and  decryption :  EC-DH  (E l l i ptic  cu rve  DH)  and  Triple-DES  or AES  speci fied  i n  [8 ] .  

•  D ig i ta l  s ignature:  EC-DSA speci fied  in  [8] .  

The  fo l l owing  key l ength  for each  cryptosystem  is  recommended  in  th is  model .  

•  Symmetric key cryptosystem :  more  than  1 1 2  b i ts ;  

•  Publ ic key cryptosystem :  

– e l l i ptic  cu rve  cryptosystem :  more  than  1 60  b i ts,  

– RSA cryptosystem :  more  than  1  024  b i ts.  

                                                      

1   Numbers  i n  square  brackets  refer to  the  B i b l i ography.  
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Annex B  
( informative)  

 
Example  of conversion  of rights  information  in  
DRM  based  upon  SLTP into that of existing  DRM  

 

The  SLTP i s  an  open  in teroperable  speci fication  and  implements  h igh ly expandable  PKI  based  
DRMs,  so  any manufacturers  of existing  DRMs can  implement the  TREM  that converts  the  righ ts  
i n formation  i n  SLTP  DRM  i n to  that of the  existing  DRM.  The  TREM  converting  the  rights  
i n formation  shal l  implement both  SLTP  and  existing  DRM  protocol .  

F igure  B. 1  and  F igure  B. 2  speci fy the  examples  of the  conversion  of the  righ ts  i n formation .  
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Figure  B. 1  – Example  of static  conversion  of rights  information  

Figure  B. 1  speci fies  an  example  of static conversion  of ri gh ts  i n formation .  F i rst,  the  righ ts  
i n formation  ( l i cense)  i s  d i stribu ted  from  the  SLTP  l i cense  server and  stored  in to  the  TREM  that 
i s  implemented  i n  a  storage  med ium  through  the  LRP con tain ing  the  SLTP.  Next,  the  righ ts  
i n formation  ( l i cense)  i s  transported  from  the  TREM  in  the  storage  med ium  to  the  other TREM  
implementing  the  conversion  through  the  LRP con tain ing  the  SLTP.  F inal l y,  the  righ ts  
i n formation  i s  converted  to  that of the  existing  DRM  in  the  TREM  implementing  the  conversion .  
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Figure  B.2  – Example  of dynamic conversion  of rights  information  

Figure  B .2  speci fies  an  example  of dynamic conversion  of ri gh ts  i n formation .  The  rights  
i n formation  ( l i cense)  i s  d i stribu ted  from  the  LRP contain ing  the  SLTP  l i cense  server to  the  TREM  
implementing  the  conversion ,  and  the  righ ts  i n formation  i s  converted  to  that of the  existing  DRM  
dynamical ly i n  that TREM.  
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