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I N TE R N ATI ON AL E LE C TR OTE C H N I C AL COM M I S S I ON  

____________ 

 
ELECTRICI TY METERING  DATA EXCHANGE –  

THE DLMS/COSEM SUITE –  
 

Part  9-1 :  Commu ni cati on  profi l e u si ng  web-servi ces to  access  
a  DLMS/COSEM server vi a  a  COSEM Access Servi ce (CAS)  

 
FOR E WOR D  

1 )  Th e  I n t e rn ati o n a l  E l e c tro te ch n i c al  C o m m i s s i o n  ( I E C )  i s  a  wo rl d wi d e  o rg a n i z ati o n  fo r  s tan d a rd i z a ti o n  co m p ri s i n g  
al l  n ati o n al  e l e c tro te ch n i c al  c o m m i tte e s  ( I E C  N ati o n al  C o m m i t te e s ) .  Th e  o b j e ct  o f  I E C  i s  to  p ro m o te  
i n t e rn ati o n al  c o - o p e rati o n  o n  al l  q u e s ti o n s  c o n c e rn i n g  s tan d a rd i z a ti o n  i n  th e  e l e c tri cal  an d  e l e c tro n i c  f i e l d s .  To  
th i s  e n d  a n d  i n  ad d i t i o n  to  o th e r ac ti vi t i e s ,  I E C  p u b l i s h e s  I n te rn ati o n al  S ta n d ard s ,  Te c h n i c al  S p e ci fi cati o n s ,  
Te c h n i c al  R e p o rt s ,  P u b l i cl y  Avai l ab l e  S p e c i f i c at i o n s  ( P AS )  a n d  G u i d e s  ( h e re a fte r  re fe rre d  to  as  “ I E C  
P u b l i c a ti o n ( s ) ” ) .  Th e i r  p re p arat i o n  i s  e n t ru s t e d  to  te c h n i c al  co m m i tt e e s ;  an y I E C  N ati o n al  C o m m i tt e e  i n te re s te d  
i n  th e  s u b j e c t  d e a l t  wi th  m ay p a rt i ci p ate  i n  th i s  p re p arat o ry  wo rk.  I n te rn ati o n al ,  g o ve rn m e n tal  a n d  n o n -
g o ve rn m e n t al  o rg an i z at i o n s  l i ai s i n g  wi th  t h e  I E C  al s o  p arti c i p at e  i n  t h i s  p re p arati o n .  I E C  c o l l ab o rate s  cl o s e l y  
wi t h  th e  I n te rn at i o n al  O rg an i z ati o n  f o r  S tan d ard i z ati o n  ( I S O )  i n  a cc o rd a n c e  wi t h  co n d i t i o n s  d e te rm i n e d  b y  
ag re e m e n t  b e twe e n  th e  t wo  o rg an i z ati o n s .  

2 )  Th e  f o rm al  d e ci s i o n s  o r  ag re e m e n ts  o f  I E C  o n  te ch n i c al  m a tte rs  e x p re s s ,  as  n e arl y  as  p o s s i b l e ,  an  i n te rn a ti o n al  
c o n s e n s u s  o f  o p i n i o n  o n  th e  re l e van t  s u b j e c ts  s i n c e  e ach  t e c h n i c al  c o m m i tt e e  h as  re p re s e n tati o n  fro m  al l  
i n te re s te d  I E C  N ati o n al  C o m m i tt e e s .   

3 )  I E C  P u b l i c ati o n s  h ave  t h e  f o rm  o f  re c o m m e n d a ti o n s  fo r  i n te rn ati o n a l  u s e  an d  are  ac ce p t e d  b y I E C  N a ti o n al  
C o m m i tte e s  i n  th at  s e n s e .  Wh i l e  al l  re as o n ab l e  e ffo rts  are  m ad e  to  e n s u re  th at  th e  te ch n i ca l  c o n t e n t  o f  I E C  
P u b l i c ati o n s  i s  acc u rate ,  I E C  c an n o t  b e  h e l d  re s p o n s i b l e  fo r  th e  wa y i n  wh i c h  th e y are  u s e d  o r  fo r  a n y 
m i s i n te rp re t ati o n  b y  an y e n d  u s e r.  

4 )  I n  o rd e r to  p ro m o te  i n te rn ati o n al  u n i f o rm i ty,  I E C  N ati o n al  C o m m i tte e s  u n d e rtake  to  ap p l y  I E C  P u b l i cati o n s  
tran s p a re n tl y  to  th e  m a xi m u m  e x t e n t  p o s s i b l e  i n  th e i r  n at i o n al  an d  re g i o n al  p u b l i ca ti o n s .  An y d i ve rg e n c e  
b e t we e n  an y I E C  P u b l i cati o n  an d  th e  c o rre s p o n d i n g  n a ti o n al  o r  re g i o n al  p u b l i c ati o n  s h al l  b e  cl e a rl y  i n d i ca te d  i n  
th e  l atte r.  

5 )  I E C  i ts e l f  d o e s  n o t  p ro vi d e  an y atte s tat i o n  o f  c o n f o rm i ty.  I n d e p e n d e n t  ce rt i f i ca ti o n  b o d i e s  p ro vi d e  co n fo rm i ty  
as s e s s m e n t  s e rvi c e s  an d ,  i n  s o m e  are as ,  acce s s  to  I E C  m arks  o f  c o n fo rm i ty.  I E C  i s  n o t  re s p o n s i b l e  f o r  an y  
s e rvi c e s  c arri e d  o u t  b y i n d e p e n d e n t  c e rti f i c a ti o n  b o d i e s .  

6 )  A l l  u s e rs  s h o u l d  e n s u re  th at  th e y h ave  th e  l ate s t  e d i t i o n  o f  th i s  p u b l i c ati o n .  

7 )  N o  l i ab i l i ty  s h al l  att ac h  to  I E C  o r  i ts  d i re c to rs ,  e m p l o ye e s ,  s e rvan ts  o r  ag e n ts  i n cl u d i n g  i n d i vi d u al  e x p e rts  an d  
m e m b e rs  o f  i ts  te c h n i cal  c o m m i tte e s  an d  I E C  N a ti o n al  C o m m i tte e s  f o r  an y p e rs o n al  i n j u ry,  p ro p e rty  d am ag e  o r  
o th e r  d am ag e  o f  an y n at u re  wh a ts o e ve r,  wh e th e r  d i re ct  o r  i n d i re ct ,  o r  fo r  c o s t s  ( i n c l u d i n g  l e g al  fe e s )  an d  
e xp e n s e s  a ri s i n g  o u t  o f  th e  p u b l i cati o n ,  u s e  o f,  o r  re l i an c e  u p o n ,  t h i s  I E C  P u b l i c ati o n  o r  a n y o t h e r  I E C  
P u b l i c ati o n s .   

8 )  At te n t i o n  i s  d rawn  to  t h e  N o rm ati ve  re f e re n c e s  ci te d  i n  th i s  p u b l i cati o n .  U s e  o f  t h e  re fe re n c e d  p u b l i c ati o n s  i s  
i n d i s p e n s ab l e  fo r  th e  c o rre ct  ap p l i ca ti o n  o f  th i s  p u b l i ca ti o n .  

9 )  Att e n t i o n  i s  d rawn  t o  t h e  p o s s i b i l i ty  th a t  s o m e  o f  th e  e l e m e n ts  o f  t h i s  I E C  P u b l i c ati o n  m ay b e  th e  s u b j e c t  o f  
p a te n t  r i g h ts .  I E C  s h al l  n o t  b e  h e l d  re s p o n s i b l e  fo r  i d e n ti fyi n g  an y o r  a l l  s u ch  p a te n t  ri g h ts .  

Th e  m ai n  tas k o f  I E C  te ch n i cal  co m m i tte e s  i s  to  pre pare  I n te rn ati o n al  S tan d ard s .  I n  
e xce p ti o n al  ci rcu m s tan ce s ,  a  te ch n i cal  co m m i tte e  m ay p ro po s e  th e  pu b l i cati o n  o f  a  te ch n i cal  
s p e ci fi cati o n  wh e n  

•  th e  re q u i re d  s u ppo rt  can n o t  be  o btai n e d  fo r  th e  pu b l i cati o n  o f  an  I n te rn ati o n al  S tan d ard ,  
d e s p i te  re pe ate d  e ffo rts ,  o r  

•  th e  s u b j e ct  i s  s ti l l  u n d e r te ch n i cal  d e ve l o pm e n t o r  wh e re ,  fo r an y o th e r re as o n ,  th e re  i s  th e  
fu tu re  b u t  n o  i m m e d i ate  po s s i bi l i ty  o f  an  ag re e m e n t  o n  an  I n te rn ati o n al  S tan d ard .  

Te ch n i cal  s p e ci fi cati o n s  are  s u bj e ct  to  re vi e w wi th i n  th re e  ye ars  o f  pu bl i cati o n  to  d e ci d e  
wh e th e r th e y can  be  tran s fo rm e d  i n to  I n te rn ati o n al  S tan d ard s .   

I E C  TS  6 2 0 5 6 - 9 - 1 ,  wh i ch  i s  a  te ch n i cal  s pe ci fi cati o n ,  h as  be e n  pre pare d  b y I E C  te ch n i cal  
co m m i tte e  1 3 :  E l e ctri cal  e n e rg y m e as u re m e n t  an d  co n tro l .  
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Th e  te xt  o f  th i s  te ch n i cal  s p e ci fi cati o n  i s  bas e d  o n  th e  fo l l o wi n g  d o cu m e n ts :  

E n q u i ry  d ra ft  R e p o rt  o n  vo ti n g  

1 3 /1 6 4 1 /D TS  1 3 /1 6 6 2 /R V C  

 
Fu l l  i n fo rm ati o n  o n  th e  vo ti n g  fo r  th e  appro val  o f  th i s  te ch n i cal  s p e ci fi cati o n  can  b e  fo u n d  i n  
th e  re po rt  o n  vo ti n g  i n d i cate d  i n  th e  abo ve  tab l e .  

Th i s  pu bl i cati o n  h as  b e e n  d rafte d  i n  acco rd an ce  wi th  th e  I S O/I E C  D i re cti ve s ,  P art  2 .  

A l i s t  o f  al l  parts  i n  th e  I E C  6 2 0 5 6  s e ri e s ,  pu b l i s h e d  u n d e r th e  g e n e ral  t i t l e  Electricity metering 
data exchange – The DLMS/COSEM suite,  can  be  fo u n d  o n  th e  I E C  we bs i te .  

Th e  co m m i tte e  h as  d e ci d e d  th at  th e  co n te n ts  o f  th i s  pu b l i cati o n  wi l l  re m ai n  u n ch an g e d  u n ti l  
th e  s tab i l i ty  d ate  i n d i cate d  o n  th e  I E C  we bs i te  u n d e r " h ttp : //we bs to re . i e c. ch "  i n  th e  d ata 
re l ate d  to  th e  s pe ci fi c  pu b l i cati o n .  At  th i s  d ate ,  th e  pu b l i cati o n  wi l l  b e  

•  tran s fo rm e d  i n to  an  I n te rn ati o n al  s tan d ard ,  

•  re co n fi rm e d ,  

•  wi th d rawn ,  

•  re p l ace d  b y a  re vi s e d  e d i ti o n ,  o r  

•  am e n d e d .  

A bi l i n g u al  ve rs i o n  o f  th i s  pu b l i cati o n  m ay be  i s s u e d  at  a  l ate r  d ate .  

 

IMPORTANT – Th e  'col ou r in sid e'  l og o  on  th e  cover pag e of  th i s  pu bl ication  in d icates  
th at  i t  con tain s  colou rs  wh ich  are  consi dered  to  be u sefu l  for  th e  correct  
u n d erstand i n g  of  i ts  contents.  U sers  sh ou ld  th erefore print  th is  d ocu men t  u sin g  a  
colou r  pri nter.  
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ELECTRICI TY METERING  DATA EXCHANGE –  
THE DLMS/COSEM SUITE –  

 
Part  9-1 :  Commu ni cati on  profi le  u si ng  web-servi ces to  access  

a  DLMS/COSEM server vi a a  COSEM Access Servi ce (CAS)  
 
 
 

1  Scope 

Th i s  part  o f  I E C  6 2 0 5 6 ,  wh i ch  i s  a  Te ch n i cal  S pe ci fi cati o n ,  d e fi n e s  h o w D LM S /C O S E M  
s e rve rs  can  b e  acce s s e d  fro m  a C O S E M  Acce s s  C l i e n t  vi a an  i n te rm e d i ate  C O S E M  Acce s s  
S e rvi ce  ( C AS )  pro vi d i n g  We b  s e rvi ce s .  Th e  D LM S /C OS E M  s e rve r co n tai n s  an  app l i cati o n  
s e rve r s u ppo rti n g  th e  d ata m o d e l  o f  I E C  6 2 0 5 6 - 6 - 1  /  I E C  6 2 0 5 6 - 6 - 2  an d  th e  ap pl i cati o n  l aye r  
o f  I E C  6 2 0 5 6 - 5 - 3 .  Th e  u n d e rl yi n g  co m m u n i cati o n  l aye rs  be twe e n  th e  C AS  an d  th e  
D LM S /C O S E M  s e rve r are  n o t  co ve re d  b y th i s  s pe ci fi cati o n .  H o we ve r,  i t  i s  as s u m e d  th at  a  
pro fi l e  s tan d ard  e xi s ts  d e s cri b i n g  h o w th e  u n d e rl yi n g  co m m u n i cati o n  te ch n o l o g y i s  u s e d  i n  
co n j u n cti o n  wi th  I E C  6 2 0 5 6 - 6 - 1 / I E C  6 2 0 5 6 - 6 - 2  an d  I E C  6 2 0 5 6 - 5 - 3 .   

Th e  We b s e rvi ce s  d e fi n e d  i n  th i s  Te ch n i cal  S pe ci fi cati o n  co n ce rn  th e  G 2  i n te rface  acco rd i n g  
to  th e  arch i te ctu re  d e fi n e d  i n  I E C  6 2 0 5 6 - 1 - 0 .  

Th e  co n te n ts  o f  th i s  d o cu m e n t  d e fi n e  th e  We b s e rvi ce s  be twe e n  th e  C O S E M  Acce s s  C l i e n t  
an d  th e  C OS E M  Acce s s  S e rvi ce  ( C AS )  as  s h o wn  i n  F i g u re  1 .  

 

IEC 

Fi g u re 1  – Referen ce m odel  for  th e  COSEM Access  Cl ien t  to  DLMS/COSEM  
server con nection  vi a  a  COSEM Access  Servi ce 

Th e  C OS E M  Acce s s  C l i e n t  i d e n ti fi e s  th e  D LM S /C OS E M  s e rve r b y i ts  s ys te m  ti t l e  ( s e e  
I E C  6 2 0 5 6 - 5 - 3 ) .  

2  Normati ve referen ces 

Th e  fo l l o wi n g  d o cu m e n ts ,  i n  wh o l e  o r  i n  part,  are  n o rm ati ve l y re fe re n ce d  i n  th i s  d o cu m e n t  an d  
are  i n d i s pe n s abl e  fo r  i ts  app l i cati o n .  F o r d ate d  re fe re n ce s ,  o n l y  th e  e d i ti o n  ci te d  ap pl i e s .  F o r 
u n d ate d  re fe re n ce s ,  th e  l ate s t  e d i t i o n  o f  th e  re fe re n ce d  d o cu m e n t  ( i n cl u d i n g  an y 
am e n d m e n ts )  app l i e s .  

I E C  6 1 9 6 8 - 1 : 2 0 1 2 ,  Application integration at electric utilities – System interfaces for 
distribution management – Part 1: Interface architecture and general recommendations 

I E C  6 1 9 6 8 - 1 0 0 : 2 0 1 3 ,  Application integration at electric utilities – System interfaces for 
distribution management – Part 100: Implementation profiles 

I E C  6 2 0 5 6 - 1 - 0 ,  Electricity metering data exchange – Part 1-0: Smart metering standardization 
framework 
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I E C  6 2 0 5 6 - 5 - 3 ,  Electricity metering data exchange – The DLMS/COSEM suite – Part 5-3: 
DLMS/COSEM application layer 

I E C  6 2 0 5 6 - 6 - 1 ,  Electricity metering data exchange – The DLMS/COSEM suite – Part 6-1: 
Object Identification System (OBIS) 

I E C  6 2 0 5 6 - 6 - 2 ,  Electricity metering data exchange – The DLMS/COSEM suite – Part 6-2: 
COSEM interface classes 

I E C  6 2 0 5 6 - 8 - 3 ,  Electricity metering data exchange – The DLMS/COSEM suite – Part 8-3: 
Communication profile for PLC S-FSK neighbourhood networks 

3  Term s,  d efi n i ti on s  and  abbrevi ati ons 

Fo r th e  pu rpo s e s  o f  th i s  d o cu m e n t,  th e  fo l l o wi n g  te rm s ,  d e fi n i t i o n s  an d  abb re vi ati o n s  app l y.  

AC S E  As s o ci ati o n  C o n tro l  S e rvi ce  E l e m e n t  

AP D U  Ap pl i cati o n  Laye r P ro to co l  D ata U n i t  

C AC  C O S E M  Acce s s  C l i e n t  

C AS  C O S E M  Acce s s  S e rvi ce  

C AS  P ro vi d e r I n te rface  pro vi d i n g  We b  s e rvi ce s  to  acce s s  th e  C AS  

C M E  C o m m o n  M e s s ag e  E n ve l o pe  

C O S E M  C o m pan i o n  S p e ci fi cati o n  fo r  E n e rg y M e te ri n g  

C O S E M  Acce s s  C l i e n t  C l i e n t  acce s s i n g  th e  D LM S /C OS E M  s e rve r vi a  th e  C O S E M  Acce s s  
S e rvi ce  C AS  

C O S E M  Acce s s  S e rvi ce  S e rvi ce  e n ti ty  pro vi d i n g  We b  s e rvi ce  b as e d  C O S E M  acce s s  to ward s  
th e  C OS E M  Acce s s  C l i e n t  an d  acti n g  as  a  D LM S /C OS E M  cl i e n t  
to ward s  th e  D LM S /C O S E M  s e rve r 

D LM S  D e vi ce  Lan g u ag e  M e s s ag e  S pe ci fi cati o n  

D LM S /C O S E M  s e rve r D LM S /C O S E M  s e rve r s u ppo rti n g  th e  d ata m o d e l s  o f  I E C  6 2 0 5 6 - 6 - 1  
/ I E C  6 2 0 5 6 - 6 - 2  an d  th e  app l i cati o n  l aye r o f  I E C  6 2 0 5 6 - 5 - 3  

H E S  H e ad  E n d  S ys te m ,  al s o  kn o wn  as  D ata C o l l e cti o n  S ys te m  

I P  I n te rn e t  P ro to co l  

I S O I n te rn ati o n al  Org an i z ati o n  fo r  S tan d ard i z ati o n  

m R I D  C I M  m as te r  re s o u rce  i d e n ti fi e r  

N N  N e i g h bo u rh o o d  N e two rk 

N N AP  N e i g h bo u rh o o d  N e two rk Acce s s  P o i n t  

R E S T R E pre s e n tati o n al  S tate  Tran s fe r 

S O AP  S i m p l e  Ob j e ct  Acce s s  P ro to co l  

U U I D  U n i ve rs al  U n i q u e  I d e n ti fi e r  

WAN  Wi d e  are a n e two rk 

WS  We b  s e rvi ce s  

WS D L We b  S e rvi ce s  D e fi n i ti o n  Lan g u ag e  

xD LM S  E xte n d e d  D LM S  

XM L e Xte n s i b l e  M arku p  Lan g u ag e  

XS D  XM L S ch e m a 
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4 Rel ati on  to  th e IEC 62056 smart  m eteri n g  arch i tectu re 

4. 1  Overvi ew 

C o n s i d e ri n g  th e  s m art  m e te ri n g  arch i te ctu re  i n tro d u ce d  i n  I E C  6 2 0 5 6 - 1 - 0  th e  abs tract  m o d e l  
o f  Fi g u re  2  co ve rs  th e  co m m u n i cati o n  be twe e n  th e  H E S  an d  th e  N N AP  as  s h o wn  i n  F i g u re  2 .  
Wh e re  th e  H E S  acts  as  C O S E M  Acce s s  C l i e n t,  th e  N N AP  pro vi d e s  th e  C O S E M  Acce s s  
S e rvi ce  ( C AS )  an d  th e  D LM S /C O S E M  s e rve r co rre s p o n d s  to  th e  m e te ri n g  d e vi ce .  Th e  We b 
s e rvi ce s  d e fi n e d  i n  th i s  TS  co n ce rn  th e  G 2  i n te rface .  Typ i cal l y,  th e  co m m u n i cati o n  te ch n o l o g y 
u s e d  i n  th e  N N  i s  n o t  th e  s am e  as  th e  co m m u n i cati o n  te ch n o l o g y u s e d  i n  th e  WAN ;  i . e .  th e  
N N  d o e s  n o t  n e ce s s ari l y  s u ppo rt  I P  bas e d  co m m u n i cati o n .  

4. 2  Exam ple:  U si ng  th e  S-FSK profi le  accordi ng  to  I EC 62056-8-3  

Wh e n  th e  S - FS K P LC  p ro fi l e  i s  u s e d  b e twe e n  th e  N N AP  ( C AS )  an d  th e  m e te ri n g  d e vi ce  
(D LM S /C O S E M  s e rve r) ,  th e  s ys te m  ti t l e s  o f  th e  N N AP  an d  th e  m e te ri n g  d e vi ce  are  
e xch an g e d  d u ri n g  th e  re g i s trati o n  pro ce s s  u s i n g  th e  C I AS E  p ro to co l .  I n  th i s  cas e  th e  
i n fo rm ati o n  o f  th e  s ys te m  ti t l e s  s h al l  be  m ad e  avai l ab l e  to  th e  H E S  ( C O S E M  Acce s s  C l i e n t)  
pri o r  to  th e  e s tab l i s h m e n t  o f  an y co m m u n i cati o n  wi th  th e  m e te ri n g  d e vi ce .  

 

IEC 

Fi g u re  2  – Th e smart  meteri ng  arch i tectu re  of  IEC 62056 

5  U se cases 

5. 1  G eneral  

Th e  u s e  cas e s  d e fi n e d  i n  th e  fo l l o wi n g  s u bcl au s e s  are  bas e d  o n  th e  re fe re n ce  m o d e l  o f  
Fi g u re  1 ;  i . e .  th e  u s e  cas e s  co n ce rn  th e  m e s s ag i n g  fo r th e  d ata e xch an g e  b e twe e n  a C O S E M  
Acce s s  C l i e n t  an d  a  D LM S /C OS E M  s e rve r vi a  a  C AS ;  th e  u s e  cas e s  co ve r th e  d ata e xch an g e  
pro ce s s e s  be twe e n  th e  acto rs  i n vo l ve d .  Th e  u s e  cas e s  fo r th e  app l i cati o n s  to  s u pp o rt  th e  
s m art  m e te ri n g  bu s i n e s s  p ro ce s s e s  are  n o t  co n s i d e re d .  

Th e  fo l l o wi n g  acto rs  are  co n s i d e re d  ( s e e  F i g u re  1 ) :  
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•  C O S E M  Acce s s  C l i e n t;  

•  C O S E M  Acce s s  S e rvi ce ;  

•  D LM S /C O S E M  s e rve r.  

Th e  u s e  cas e s  are  s u ppo rte d  b y 3  g e n e ri c  typ e s  o f  m e s s ag e s  ( s u pp o rti n g  th e  d ata e xch an g e  
p ro ce s s e s )  e xch an g e d  b e twe e n  th e  C O S E M  Acce s s  C l i e n t  an d  th e  C OS E M  Acce s s  S e rvi ce :  

•  WS - R e q u e s t( ) ;  

•  WS - R e s po n s e ( ) ;  

•  WS - E ve n t( ) .  

Th e  C O S E M  Acce s s  C l i e n t  i s s u e s  a  re q u e s t  b y s e n d i n g  a  WS- R e q u e s t  m e s s ag e  to  th e  
C O S E M  Acce s s  S e rvi ce .  Th e  C OS E M  Acce s s  S e rvi ce  i n  re tu rn  s e n d s  WS - R e s po n s e  
m e s s ag e s  o r  WS - E ve n t  m e s s ag e s  to  th e  C OS E M  Acce s s  C l i e n t.  Th e  C O S E M  Acce s s  C l i e n t  
e xpe cts  o n e  o f  th e  fo l l o wi n g  re s u l ts  fro m  th e  i s s u e d  re q u e s t:  

•  th e  re q u e s t  i s  s u cce s s fu l l y  pro ce s s e d  an d  a  WS - R e s po n s e  m e s s ag e  i s  re tu rn e d  i n  a  
t i m e l y  m an n e r;  

•  th e  re q u e s t  i s  acce p te d ,  bu t  re s u l ts  i n  a  WS - R e s po n s e  m e s s ag e  th at  re tu rn s  an  
app l i cati o n  l e ve l  e rro r co d e  o r  a  fau l t;  

•  th e  re q u e s t  i s  acce p te d ,  th e  WS - R e s p o n s e  m e s s ag e  i s  re tu rn e d  an d  th e   re s u l ts  are  s e n t  
as yn ch ro n o u s l y  to  C OS E M  Acce s s  C l i e n t  b y m e an s  o f   WS - E ve n t  m e s s ag e s .  

5. 2  U se case:  Devi ce  Access 

5. 2.1  Overvi ew 

Th e  C O S E M  Acce s s  C l i e n t  re q u e s ts  to  acce s s  a  s e t  o f  C O S E M  o b j e cts  i n  a  s e t  o f  
D LM S /C O S E M  s e rve rs .  

Th e  d ata e xch an g e  i s  i n i t i ate d  an d  m an ag e d  b y th e  C O S E M  Acce s s  C l i e n t  u s i n g  th e  
s tan d ard i s e d  s e rvi ce s  an d  p ro ce s s e s  d e fi n e d  i n  I E C  6 2 0 5 6 - 5 - 3 .  I n  parti cu l ar,  th e  C O S E M  
Acce s s  C l i e n t  as s e m b l e s  th e  D e vi ce Acce s s  m e s s ag e s  wh i ch  e n caps u l ate  th e  co rre s p o n d i n g  
xD LM S  AP D U s .  Th e  D e vi ce Acce s s  m e s s ag e s  are  tran s m i tte d  to  th e  C O S E M  Acce s s  S e rvi ce  
fo r  pro ce s s i n g  an d  tran s m i s s i o n  to  th e  D LM S /C O S E M  s e rve rs .  P ro ce s s i n g  i n vo l ve s  o n -
d e m an d  o r  s ch e d u l e d  acti vati o n  o f  e xch an g e s  wi th  D LM S /C O S E M  s e rve rs  an d  pro vi d i n g  th e  
re s u l ts  o f  th i s  e xch an g e .  F o r th at  p u rpo s e  th e  C O S E M  Acce s s  C l i e n t  u s e s  th e  We b  s e rvi ce s  
pro vi d e d  b y th e  WS  P ro vi d e r  i n  th e  C O S E M  Acce s s  S e rvi ce .  

5. 2.2  On-d eman d  Devi ce  Access 

5. 2.2.1  Overvi ew 

Th e  re q u e s ts  are  e xe cu te d  i m m e d i ate l y  by th e  C AS .   U po n  avai l ab i l i ty,  th e  re s u l ts  are  m ad e  
avai l abl e  b y th e  C AS  vi a  We b  s e rvi ce s .  Th e  co rre s po n d i n g  m e s s ag e  s e q u e n ce  d i ag ram  i s  
s h o wn  i n  Fi g u re  3 .  
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Fi g u re  3  – U se case:  On-d eman d  Devi ce Access 

5. 2.2.2  Parameters  

O n  d e m an d  acce s s  i s  d e fi n e d  b y th e  fo l l o wi n g  param e te rs :  

DevicesReferenceList ( m an d ato ry e l e m e n t) :  

S p e ci fi e s  th e  l i s t  o f  D LM S /C OS E M  s e rve rs  wh i ch  n e e d  to  b e  acce s s e d  vi a  th e  C AS .  B e s i d e s  
th e  i d e n ti fi cati o n  o f  th e  p h ys i cal  d e vi ce  th e  D e vi ce R e fe re n ce Li s t  al s o  co n tai n s  th e  
i d e n ti fi cati o n  o f  th e  l o g i cal  d e vi ce  o f  th e  s e rve r.  

CosemAccessList ( m an d ato ry e l e m e n t) :  

S p e ci fi e s  th e  l i s t  o f  C OS E M  s e rvi ce s  to  b e  i n vo ke d  i n  th e  D LM S /C O S E M  s e rve rs  d e fi n e d  i n  
D e vi ce s R e fe re n ce Li s t.  

Activates  ( o p ti o n al  e l e m e n t) :  

Fo r o n - d e m an d  acce s s  th e  e l e m e n t  Activates  ( o p ti o n al  e l e m e n t)  i s  o m i tte d ,  m e an i n g  th at  th i s  
s e rvi ce  i s  i m m e d i ate l y acti vate d .  

NotOlderThan  ( o p ti o n al  e l e m e n t) :  

An y re s u l t  fro m  th e  D LM S /C O S E M  s e rve rs  i n vo ke d  b y th e  C AS  wh i ch  i s  o l d e r  th an  
“N o tOl d e rTh an ”  wi l l  n o  m o re  be  avai l abl e  at  th e  C AS  P ro vi d e r.  

sd On-demand Dev ice  Access

COS E M  Acce ss

S e rvi ce

DLM S /COS E M

se rve r

COS E M  Acce ss

Cl i e n t

DLM S /COS E M -Re q u e st()

DLM S /COS E M -Re sp o n se ()

WS -Re sp o n se ()

WS -Re q u e st()
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Priority ( o p ti o n al  e l e m e n t) :  

D e fi n e s  th e  p ri o ri ty  wi th  wh i ch  th e  C AS  h as  to  i n vo ke  th e  C O S E M  s e rvi ce s  l i s te d  i n  th e  
C O S E M Acce s s Li s t.  

Expires  ( o p ti o n al  e l e m e n t) :  

S p e ci fi e s  th e  d ate  an d  t i m e  wh e n  th e  C AS  h as  to  s to p  i n vo ki n g  th e  s e rvi ce s  l i s te d  i n  th e  
C o s e m Acce s s Li s t.  

5. 2.2.3  Resu l t  

Th e  re s u l t  fro m  th e  D LM S /C OS E M  s e rve r s h al l  be  d e l i ve re d  to  th e  C AS  P ro vi d e r i n te rface  
u po n  avai l abi l i ty.  Th e  re s u l t  m ay be  n o ti fi e d ,  d i re ctl y  tran s m i tte d  to  th e  C O S E M  Acce s s  C l i e n t  
o r  q u e ri e d  b y th e  C OS E M  Acce s s  C l i e n t.  On l y  d ata wh i ch  i s  “N o tO l d e rTh an ”  can  b e  
s u cce s s fu l l y  q u e ri e d .  On ce  d e l i ve re d  to  th e  C O S E M  Acce s s  C l i e n t  th e  re s u l t  m ay n o t  be  
avai l abl e  i n  th e  C AS  an ym o re .  

Th e  re s u l t  o f  an  “o n - d e m an d  acce s s ”  h as  th e  fo l l o wi n g  fo rm :  

OnDemandDeviceAccess/CosemAccessList/CosemAccess[0. .n] /CosemAccessResult[0. . .n]  

An y e rro r  m e s s ag e  s h al l  co n tai n  s u ffi ci e n t  i n fo rm ati o n  to  l o cate  th e  s o u rce  o f  th e  e rro r.  I n  
parti cu l ar th re e  e rro r  l o cati o n s  s h al l  be  d i s ti n g u i s h e d :  

•  to  re p o rt  e rro rs  o n  th e  D LM S /C O S E M  s e rve r l e ve l  th e  C o s e m Acce s s R e s u l t  i s  acco rd i n g  to  
C O S E M  AP D U  d e fi n i t i o n s  i n  I E C  6 2 0 5 6 - 5 - 3 ;  

•  to  re po rt  e rro rs  o n  th e  co m m u n i cati o n  be twe e n  th e  D LM S /C O S E M  cl i e n t  i n te rface  o f  th e  
C AS  an d  th e  D LM S /C OS E M  s e rve r th e  C o s e m Acce s s R e s u l t  i s  e xte n d e d  acco rd i n g  to  
7 . 2 . 6 . 1 . 4 ;  

•  to  re po rt  e rro rs  o n  th e  C AS  l e ve l  th e  C o s e m Acce s s R e s u l t  i s  e xte n d e d  acco rd i n g  to  
7 . 2 . 6 . 1 . 4 .  

5. 2.3  Sch ed u led  Devi ce  Access 

5. 2.3.1  Overvi ew 

Th e  e xe cu ti o n  t i m e  o f  th e  acce s s  to  th e  D LM S /C O S E M  s e rve r b y th e  C AS  can  be  d e fi n e d  b y 
m e an s  o f  th e  “Activates”  param e te r.  I n  parti cu l ar,  th e  e xe cu ti o n  m ay be  pe rfo rm e d  o n ce  at  a  
s p e ci fi c  po i n t  o f  t i m e  o r  th e  e xe cu ti o n  m ay be  re p e ate d  s e ve ral  t i m e s .  Th e  co rre s p o n d i n g  
m e s s ag e  s e q u e n ce  d i ag ram s  are  s h o wn  i n  Fi g u re  4  an d  F i g u re  5 .  
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Fi g u re  4  – U se  case:  Sch edu led  Devi ce  Access 

Th e  u s e  cas e  S ch e d u l e d  D e vi ce  Acce s s  m e s s ag e  e xch an g e  co n s i s ts  o f  th e  fo l l o wi n g  p ro ce s s :  

•  th e  C O S E M  Acce s s  C l i e n t  i s s u e s  a  re q u e s t  by s e n d i n g  a  WS- R e q u e s t  m e s s ag e  to  
C O S E M  Acce s s  S e rvi ce ;  

•  th e  C O S E M  Acce s s  S e rvi ce  i n  re tu rn  s e n d s  a  WS - R e s po n s e  m e s s ag e  ackn o wl e d g i n g  th e  
re q u e s t  to  C O S E M  Acce s s  C l i e n t;  

•  th e  C O S E M  Acce s s  S e rvi ce  i s s u e s  D LM S /C OS E M - R e q u e s t  m e s s ag e s  to  th e  
D LM S /C O S E M  s erve r acco rd i n g  to  th e  d e fi n e d  s ch e d u l e  an d  th e n  pro ce s s e s  th e  
D LM S /C O S E M - R e s p o n s e  m e s s ag e s  re ce i ve d  fro m  C O S E M  s e rve r;  

•  th e  C O S E M  Acce s s  C l i e n t  i s s u e s  a  re q u e s t  by s e n d i n g  a  WS - R e q u e s t  m e s s ag e  to  th e  
C O S E M  Acce s s  S e rvi ce  re q u e s ti n g  th e  re s u l ts  o f  th e  s ch e d u l e d  D LM S /C O S E M  re q u e s ts ;  

•  th e  C O S E M  Acce s s  S e rvi ce  s e n d s  a  WS - R e s p o n s e  m e s s ag e  wi th  th e  re s u l ts  o f  th e  
s ch e d u l e d  D LM S /C O S E M  re q u e s ts  to  th e  C O S E M  Acce s s  C l i e n t.  

sd Scheduled Dev ice  Access

COS E M  Acce ss

Cl i e n t

COS E M  Acce ss

S e rvi ce

DLM S /COS E M

se rve r

WS -Re q u e st()

DLM S /COS E M -Re sp o n se ()

WS -Re sp o n se ()

DLM S /COS E M -Re q u e st()

WS -Re q u e st()

WS -Re sp o n se (ACK)

DLM S /COS E M -Re sp o n se ()

DLM S /COS E M -Re q u e st()
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Fi g u re  5  – U se  case:  Sch ed u l ed  Devi ce Access  wi th  Even ts  

Th e  u s e  cas e  S ch e d u l e d  D e vi ce  Acce s s  wi th  E ve n ts  m e s s ag e  e xch an g e  co n s i s ts  o f  th e  
fo l l o wi n g  pro ce ss :  

•  th e  C O S E M  Acce s s  C l i e n t  i s s u e s  a  re q u e s t  by s e n d i n g  a WS - R e q u e s t  m e s s ag e  to  th e  
C O S E M  Acce s s  S e rvi ce ;  

•  th e  C O S E M  Acce s s  S e rvi ce  i n  re tu rn  s e n d s  a  WS - R e s po n s e  m e s s ag e  ackn o wl e d g i n g  th e  
re q u e s t  to  th e  C OS E M  Acce s s  C l i e n t;  

•  th e  C O S E M  Acce s s  S e rvi ce  i s s u e s  D LM S /C OS E M - R e q u e s t  m e s s ag e s  to  th e  
D LM S /C O S E M  s e rve r acco rd i n g  to  d e fi n e d  s ch e d u l e ;  

•  th e  C O S E M  Acce s s  S e rvi ce  pro ce s s e s  th e  D LM S /C O S E M - R e s p o n s e  m e s s ag e s  an d  s e n d s  
WS - E ve n t  m e s s ag e s  to  th e  C O S E M  Acce s s  C l i e n t.  

5. 2.3.2  Parameters  

S ch e d u l e d  acce s s  u s e s  th e  p aram e te rs  l i s te d  i n  5 . 2 . 2 . 2 .  Fo r  s ch e d u l e d  acce s s  th e  param e te r 
“ Acti vate s ”  be co m e s  a  m an d ato ry e l e m e n t  d e fi n i n g  th e  d e tai l s  o f  th e  acce s s  s ch e d u l e .  

Activates  ( m an d ato ry e l e m e n t)  

S p e ci fi e s  th e  d ate  an d  t i m e  wh e n  th e  C AS  h as  to  i n vo ke  th e  s e rvi ce s  l i s te d  i n  th e  
C o s e m Acce s s Li s t.  S tart  t i m e ,  pe ri o d ,  e n d  t i m e ,  val i d i ty  wi n d o w,  acco rd i n g  to  th e  S ch e d u l e  
( I S O  8 6 0 1 ) .  

sd Scheduled Dev ice  Access  w ith Ev ents

COS E M  Acce ss

Cl i e n t

COS E M  Acce ss

S e rvi ce

DLM S /COS E M

se rve r

loop 

DLM S /COS E M -Re sp o n se ()

DLM S /COS E M -Re q u e st()

WS -Re q u e st()

WS -E ve n t()

WS -Re sp o n se ()
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5. 2.3.3  Resu l t  

Th e  re s u l t  fro m  s ch e d u l e d  acce s s  fo l l o ws  th e  d e fi n i t i o n s  i n  5 . 2 . 2 . 3 .  

5.2.4  Devi ce Access  wi th  Data-Noti fi cation  

5. 2.4.1  Overvi ew 

Th e  re q u e s ts  fro m  th e  C O S E M  Acce s s  C l i e n t  are  u s e d  to  s e t- u p  th e  P u s h  o pe rati o n  i n  th e  
D LM S /C O S E M  s e rve r.  Wi th  th e  re s p o n s e  fro m  C AS  to  th e  C AC  th e  re q u e s t  ( to  s e t- u p  th e  
P u s h  o pe rati o n )  i s  ackn o wl e d g e d .  Th e  actu al  P u s h  o p e rati o n  i n  th e  D LM S /C O S E M  s e rve r 
co n s i s ts  o f  s e n d i n g  D ata- N o ti fi cati o n  AP D U s  to  th e  C AS .  Th e  C AS  th e n  s e n d s  th e  re ce i ve d  
D ata- N o ti fi cati o n  AP D U s  vi a  e ve n ts  to  th e  C O S E M  Acce s s  C l i e n t.  Th e  co rre s p o n d i n g  
m e s s ag e  s e q u e n ce  i s  d i ag ram  i s  s h o wn  i n  F i g u re  6 .  
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Fi g u re  6  – U se  case:  Devi ce  Access  wi th  Data-Noti fi cation  

Th e  u s e  cas e  S ch e d u l e d  D e vi ce  Acce s s  wi th  D ata- N o ti fi cati o n  m e s s ag e  e xch an g e  co n s i s ts  o f  
th e  fo l l o wi n g  pro ce s s :  

•  th e  C O S E M  Acce s s  C l i e n t  i s s u e s  a  re q u e s t  by s e n d i n g  a WS - R e q u e s t  m e s s ag e  to  th e  
C O S E M  Acce s s  S e rvi ce ;  

sd Dev ice  Access  w ith Data-Notification

COS E M  Acce ss

Cl i e n t

COS E M  Acce ss

S e rvi ce

DLM S /COS E M

se rve r

loop 

DLM S /COS E M -Re sp o n se ()

DLM S /COS E M -Data-No ti fi cati o n ()

WS -Re sp o n se ()

DLM S /COS E M -Re q u e st()

WS -E ve n t()

WS -Re q u e st()
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•  th e  C O S E M  Acce s s  S e rvi ce  i n  re tu rn  s e n d s  a  WS - R e s po n s e  m e s s ag e  ackn o wl e d g i n g  th e  
e xe cu ti o n  o f  th e  re q u e s t  to  th e  C O S E M  Acce s s  C l i e n t;  

•  th e  C O S E M  Acce s s  S e rvi ce  re ce i ve s  m e s s ag e s  wi th  D LM S /C OS E M - D ata- N o ti f i cati o n  
AP D U s  fro m  th e  D LM S /C O S E M  s e rve r;  

•  th e  C O S E M  Acce s s  S e rvi ce  pro ce s s e s  th e  D LM S /C OS E M - D ata- N o ti fi cati o n  AP D U s  an d  
s e n d s  th e  co rre s po n d i n g  WS - E ve n t  m e s s ag e s  to  C O S E M  Acce s s  C l i e n t.  

5.2.4.2  Parameters 

D e vi ce  Acce s s  wi th  D ata- N o ti fi cati o n  u s e s  th e  param e te rs  l i s te d  i n  5 . 2 . 3 . 2 .  

5.2.4.3  Resu l t  

Th e  re s u l t  fro m  D e vi ce  Acce s s  wi th  D ata- N o ti f i cati o n  fo l l o ws  th e  d e fi n i ti o n s  i n  5 . 2 . 2 . 3 .  

5.3  U se case:  Devi ce  g rou ps 

Th e  C O S E M  Acce s s  C l i e n t  re q u e s ts  th e  C AS  to  d e fi n e  a  g ro u p o f  D LM S /C O S E M  s e rve rs .  

6 Web servi ces i nterface model  

Th e  i n te rface  fo l l o ws  th e  bas i c  re q u e s t/re s po n s e  an d  pu bl i s h /s u bs cri be  patte rn s  u s i n g  We b 
s e rvi ce s  as  s h o wn  i n  Fi g u re  3 ,  i n  F i g u re  4  an d  i n  Fi g u re  6 .  Th e  We b s e rvi ce  cl i e n t  i s s u e s  a 
re q u e s t  to  th e  We b  s e rvi ce  pro vi d e r  i n  th e  C AS .  Th e  d e tai l s  o f  th e  i n te rface  are  d e fi n e d  i n  
C l au s e  8 .  

D e pe n d i n g  o n  th e  n atu re  o f  th e  re q u e s t  an d  th e  avai l abi l i ty  o f  th e  co m m u n i cati o n  m e d i u m  
be twe e n  th e  C AS  an d  th e  D LM S /C O S E M  s e rve r,  th e  C o s e m  Acce s s  C l i e n t  m ay e xpe ct  th e  
re s u l t  as  a  re s po n s e  to  th e  re q u e s t  i m m e d i ate l y  ( s yn ch ro n o u s  o pe rati o n ) ,  o r  d e l aye d  
( s ch e d u l e d  o pe rati o n ) ,  o r  as  an  e ve n t  tri g g e re d  by th e  re ce pti o n  o f  a  D ata- N o ti fi cati o n  AP D U  
fro m  th e  D LM S /C OS E M  s e rve r.  Th e  u s e  cas e  “ On  D e m an d  D e vi ce  Acce s s ”  u s e s  s yn ch ro n o u s  
o pe rati o n  wh e re as  th e  u s e  cas e  “ S ch e d u l e d  D e vi ce  Acce s s ”  i s  b as e d  o n  s ch e d u l e d  o pe rati o n .  
Th e  u s e  cas e  “ D e vi ce  Acce s s  wi th  D ata- N o ti fi cati o n ”  i s  u s i n g  e ve n ts  o n  D ata- N o ti fi cati o n .  

7 Messag e org an i sati on  for th e  WS in terface 

7. 1  Overvi ew 

Th e  g e n e ri c  R e q u e s t/R e p l y s e rvi ce s  are  s u p po rte d  b y d i ffe re n t  type s  o f  m e s s ag e s  at  th e  We b 
s e rvi ce  i n te rface s .  Th e  WS  i n te rface  i s  co n s tru cte d  to  acce p t  m e s s ag e s  co n s i s ti n g  o f  a  Verb,  
a  Noun  an d  a  Payload.  Th e  N o u n  i d e n ti fi e s  th e  typ e  o f  th e  P ayl o ad  th at  m ay be  part  o f  th e  
R e q u e s t  an d  o f  th e  R e pl y.  

7. 2  I EC 62056  m essag es 

7. 2.1  Overvi ew 

I n  th e  fo l l o wi n g  th e  I E C  6 2 0 5 6  i n fo rm ati o n  e xch an g e  m e s s ag e s  i n  te rm s  o f  a  ve rb ,  a  n o u n  an d  
th e  payl o ad  are  d e s cri be d .  I E C  6 2 0 5 6  m e s s ag e s  are  bas e d  o n  I E C  6 1 9 6 8 - 1  an d  I E C  6 1 9 6 8 -
1 0 0  wh e re  o n l y s e l e cte d  ve rbs  are  u s e d  an d  n e w n o u n s  an d  payl o ad s  are  d e fi n e d .  

7. 2.2  G eneral  

I E C  6 1 9 6 8 - 1  d e s cri b e s  th e  i n fo rm ati o n  e xch an g e s  i n  te rm s  o f  a  ve rb ,  n o u n  an d  p ayl o ad .  
Fi g u re  7  s h o ws  th e  I E C  6 2 0 5 6  m e s s ag e s  be twe e n  th e  C O S E M  Acce s s  C l i e n t  an d  th e  C O S E M  
Acce s s  S e rvi ce  ( C AS )  d e s cri be d  wi th  th e  co rre s p o n d i n g  th e  ve rbs .  
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Fi g u re  7  – IEC 62056 messag es  between  CAS Cl ien t   
and  COSEM Access  Servi ce  (CAS)  

7. 2.3  Verbs 

Th e  ve rbs  u s e d  i n  th e  R e q u e s t  are  al s o  u s e d  to  i d e n ti fy  th e  R e p l y an d  th e  pu b l i cati o n  o f  an  
E ve n t  wh i ch  m ay be  th e  co n s e q u e n ce  o f  th e  s u cce s s fu l  tran s acti o n  i n i t i ate d  b y th e  R e q u e s t.  

Th e  fo l l o wi n g  ve rbs  are  u s e d  i n  th e  I E C  6 2 0 5 6  m e s s ag e s :  

•  ‘ g e t’  i s  u s e d  i n  req u e s ts  to  q u e ry fo r  o b j e cts  o f  th e  typ e  s pe ci fi e d  b y th e  n o u n ;  

•  ‘ cre ate ’  i s  u s e d  i n  re q u e s ts  to  cre ate  o bj e cts  o f  th e  type  s pe ci fi e d  by th e  n o u n ;  

•  ‘ d e l e te ’  i s  u s e d  i n  re q u e s ts  to  d e l e te  o bj e cts  o f  th e  type  s p e ci fi e d  b y th e  n o u n ;  

•  ‘ ch an g e ’  i s  u s e d  i n  re q u e s ts  to  ch an g e  o bj e cts  o f  th e  type  s pe ci fi e d  b y th e  n o u n ;  

•  ‘ re pl y’  i s  u s e d  i n  re s p o n s e s  to  re q u e s ts ;  

•  ‘ cre ate d ’  i s  u s e d  i n  e ve n ts  i n d i cati n g  th at  th e  o bj e cts  s pe ci fi e d  b y th e  n o u n  h ave  b e e n  
cre ate d ;  

•  ‘ d e l e te d ’  i s  u s e d  i n  e ve n ts  i n d i cati n g  th at  th e  o b j e cts  s p e ci fi e d  b y th e  n o u n  h ave  b e e n  
d e l e te d ;  

•  ‘ ch an g e d ’  i s  u s ed  i n  e ve n ts  i n d i cati n g  th at  th e  o bj e cts  s pe ci fi e d  b y th e  n o u n  are  h ave  b e e n  
ch an g e d .  

COSEM 

Access Cl ient

COSEM 

Access Service 

CAS

get

create

delete

change

rep ly

created

deleted

changed
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7. 2.4  Nou n s 

N o u n s  are  u s e d  to  i d e n ti fy  th e  typ e  o f  i n fo rm ati o n  be i n g  e xch an g e d .  E ach  n o u n  h as  a  
co rre s p o n d i n g  XM L S ch e m a u n i q u e l y  as s i g n e d  to  i t .  N o u n s  i d e n ti fy  th e  u s e  cas e  s u pp o rte d  b y  
th e  e xch an g e d  i n fo rm ati o n .  

Th e  fo l l o wi n g  n o u n s  are  u s e d  i n  th e  I E C  6 2 0 5 6  m e s s ag e s :  

•  D e vi ce  Acce s s ;  

•  D e vi ce  G ro u ps .  

7.2.5  Payl oads 

E ach  n o u n  i d e n ti fi e s  th e  p ayl o ad  s tru ctu re  wh i ch  i s  s p e ci fi e d  wi th  th e  co rre s po n d i n g  XM L 
S ch e m a.  D e pe n d i n g  o n  th e  s i tu ati o n ,  a  payl o ad  m ay o r  m ay n o t  be  re q u i re d  i n  a  m e s s ag e .  

7.2.6  Payl oad  for n ou n  Devi ce  Access 

7.2.6.1  Overvi ew 

7. 2.6.1 . 1  G eneral  

Th e  d e tai l e d  XM L s ch e m a fo r  th e  D e vi ce  Acce s s  p ayl o ad  i s  p re s e n te d  i n  A. 2 . 1 .  Th e  F i g u re  8  
sh o ws  th e  s tru ctu re  o f  th e  payl o ad  fo r  th e  n o u n  D e vi ce  Acce s s .  
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Fi g u re 8  – Devi ceAccess overvi ew stru ctu re 

F i e l d s  th at  can  be  o p ti o n al l y  s u p pl i e d  i n cl u d e  th e  fo l l o wi n g :  
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•  D e vi ce R e fe re n ce Li s t:  S pe ci fi e s  th e  l i s t  o f  D LM S /C OS E M  s e rve rs  wh i ch  n e e d  to  be  
acce s s e d  vi a  th e  C AS .  B e s i d e s  th e  i d e n ti fi cati o n  o f  th e  ph ys i cal  d e vi ce  th e  
D e vi ce R e fe re n ce Li s t  al s o  co n tai n s  th e  i d e n ti fi cati o n  o f  th e  l o g i cal  d e vi ce  o f  th e  s e rve r;  

•  C o s e m Acce s s Li s t:  S pe ci fi e s  th e  l i s t  o f  D LM S /C O S E M  s e rvi ce s  to  b e  i n vo ke d  wi th  th e  
D LM S /C O S E M  s e rvers  d e fi n e d  wi th  D e vi ce s R e fe re n ce Li s t;  

•  Acti vate s :  S p e ci fi e s  th e  d ate  an d  t i m e  wh e n  th e  C AS  h as  to  i n vo ke  th e  D LM S /C OS E M  
s e rvi ce s  l i s te d  i n  th e  C o s e m Acce s s Li s t.  S tart  t i m e ,  pe ri o d ,  e n d  t i m e ,  val i d i ty  wi n d o w,  
acco rd i n g  to  th e  “ S ch e d u l e ”  d e fi n i t i o n s  o f  I S O  8 6 0 1 ;  

•  E xp i re s :  S pe ci fi e s  th e  d ate  an d  t i m e  wh e n  th e  C AS  h as  to  s to p  i n vo ki n g  th e  
D LM S /C O S E M  s e rvi ce s  l i s te d  i n  th e  C o s e m Acce s s Li s t;  

•  C re ate d :  C o n tai n s  th e  d ate  an d  ti m e  wh e n  th e  D e vi ce Acce s s  h as  be e n  cre ate d ;  

•  U p d ate d :  C o n tai n s  th e  d ate  an d  ti m e  wh e n  th e  D e vi ce Acce s s  h as  be e n  u p d ate d ;  

•  P ri o ri ty:  D e fi n e s  th e  p ri o ri ty  wi th  wh i ch  th e  C AS  h as  to  i n vo ke  th e  D LM S /C O S E M  s e rvi ce s  
i n  th e  C O S E M Acce s s Li s t;  

•  N o tOl d e rTh an :  An y re s u l t  fro m  th e  D LM S /C OS E M  s e rve rs  i n vo ke d  b y th e  C AS  wh i ch  i s  
o l d e r th an  “N o tOl d e rTh an ”  wi l l  n o  m o re  b e  avai l abl e  at  th e  WS  P ro vi d e r o f  th e  C AS ;  

•  Acce ptD ataN o ti fi cati o n :  S p e ci fi e s  i f  D ata- N o ti fi cati o n  AP D U s  fro m  th e  D LM S /C O S E M  
s e rve rs  are  acce p te d .  Wh e n  n o t  d e fi n e d  th e n  th e  D ata- N o ti fi cati o n  AP D U s  are  d i s card e d .  

7. 2.6.1 . 2  Devi ceG rou ps 

Th e  G ro u pR e fe re n ce  e l e m e n t  o f  D e vi ce Acce s s  ( s e e  F i g u re  8 )  co rre s po n d s  to  th e  G ro u pI D  
attri b u te  o f  D e vi ce G ro u ps  ( s e e  Fi g u re  9 ) .  
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Fi g u re 9  – Devi ceG rou ps stru ctu re 

D e vi ce G ro u ps  co n s i s t  o f  a  se t  o f  D e vi ce G ro u p e l e m e n ts  wh e re  e ach  e l e m e n t  co n s i s ts  o f  th e  
G ro u pI D  an d  a  l i s t  o f  D e vi ce I D s .  

7.2.6.1 . 3  CosemAccessDescri ptor 

7.2.6.1 . 3.1  G en eral  

Th e  C o s e m Acce s s D e s cri p to r e l e m e n t  o f  th e  D e vi ce Acce s s  ( s e e  F i g u re  8 )  i s  s h o wn  i n   
F i g u re  1 0 .  
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Fi g u re  1 0  – CosemAccessDescri ptor su b-stru ctu re 

Th e  C o s e m Acce s s D e s cri p to r co n s i s ts  o f  th e  AC S E D e s cri pto r  o r  th e  XD LM S D e s cri p to r 
e l e m e n t.  

7.2.6.1 . 3.2  ACSEDescri ptor 

Th e  AC S E D e s cri pto r e l e m e n t  o f  th e  D e vi ce Acce s s  ( s e e  Fi g u re  8 )  i s  s h o wn  i n  Fi g u re  1 1 .  
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Fi g u re  1 1  – ACSEDescri ptor su b-stru ctu re 

AC S E D e s cri p to r  co n s i s ts  o f  th e  aarq ,  aare ,  rl rq  an d  rl re  e l e m e n ts .  Th e s e  e l e m e n ts  are  
re pre s e n tati o n  o f  D LM S /C O S E M  AC S E  AP D U s .  O n l y  re q u e s t  D LM S /C O S E M  AC S E  AP D U s  
m ay b e  pre s e n t  i n  th e  AC S E D e s cri pto r.  

7.2.6.1 . 3.3  XDLMSDescriptor 

Th e  XD LM S D e s cri p to r e l e m e n t  o f  th e  D e vi ce Acce s s  ( s e e  Fi g u re  8 )  i s  s h o wn  i n  Fi g u re  1 2 .  
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Fi g u re  1 2  – XDLMSDescriptor su bstru ctu re 

Th e  XD LM S D e s cri p to r co n s i s ts  o f  e l e m e n ts  th at  are  re pre s e n tati o n  o f  D LM S /C O S E M  xD LM S  
AP D U s .  On l y re q u e s t  D LM S /C O S E M  xD LM S  AP D U s  m ay be  pre s e n t  i n  th e  XD LM S D e s cri p to r.  
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7. 2.6.1 . 4  CosemAccessResu l t  

7. 2.6.1 . 4.1  G en eral  

Th e  C o s e m Acce s s R e s u l t  e l e m e n t  o f  th e  D e vi ce Acce s s  ( s e e  Fi g u re  8 )  i s  s h o wn  i n  Fi g u re  1 3 .  
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Fi g u re  1 3  – cosemAccessResu l t  su bstru ctu re 

C o s e m Acce s s R e s u l t  co n s i s ts  o f  th e  AC S E R e s u l t,  XD LM S R e s u l t  o r  E rro rR e s u l t  e l e m e n t.  

Th e  e rro rR e s u l t  e l e m e n t o f  th e  D e vi ce Acce s s  ( s e e  Fi g u re  8 )  i s  s h o wn  i n  Fi g u re  1 4 .  
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Fi g u re  1 4  – errorResu l t  su bstru ctu re 

I n  th e  cas e  wh e n  th e  AC SE R e s u l t  o r  XD LM S R e s u l t  can n o t  b e  re tu rn e d  th e  E rro rR e s u l t  i s  
u s e d .  Th e  e rro rR e s u l t  e l e m e n t co n s i s t  o f  E rro rI d e n t  an d  E rro rD e tai l .   

•  E rro rI d e n t:  C o n tai n s  th e  i d e n ti fi cati o n  o f  th e  e rro r th at  h ave  o ccu rre d  d u ri n g  th e  
p ro ce s s i n g  o f  th e  D e vi ce Acce s s  m e s s ag e .  Th e  fo l l o wi n g  val u e s  are  d e fi n e d :  

– C o m m u n i cati o n  E rro r ( 1 ) ;  

– I n te rn al  C AS  E rro r  ( 2 ) ;  

•  E rro rD e tai l :  C o n tai n s  th e  te xt  o f  th e  e rro r d e tai l .  

7. 2.6.1 . 4.2  ACSEResu lt  

Th e  AC S E R e s u l t  e l e m e n t  o f  th e  D e vi ce Acce s s  e l e m e n t  ( s e e  Fi g u re  8 )  i s  s h o wn  i n  Fi g u re  1 5 .  
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Fi g u re  1 5  – ACSEResu l t  su bstru ctu re 



 – 2 2  – I E C  TS  6 2 0 5 6 - 9 - 1 : 2 0 1 6  © I E C  2 0 1 6  

AC S E R e s u l t  co n s i s ts  o f  th e  aarq ,  aare ,  rl rq  an d  rl re  e l e m e n ts .  Th e s e  e l e m e n ts  are  
re pre s e n tati o n  o f  D LM S /C OS E M  AC S E  AP D U s .  O n l y  re s po n s e  D LM S /C O S E M  AC S E  AP D U s  
m ay be  pre s e n t  i n  th e  AC S E R e s u l t.  

7.2.6.1 .4.3  XDLMSResu l t  

Th e  XD LM S R e s u l t  e l e m e n t  o f  th e  D e vi ce Acce s s  ( s e e  F i g u re  8 )  i s  s h o wn  i n  Fi g u re  1 6 .  
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Fi g u re  1 6  – XDLMSResu l t  su bstru ctu re 



I E C  TS  6 2 0 5 6 - 9 - 1 : 2 0 1 6  © I E C  2 0 1 6  – 2 3  – 

XD LM S R e s u l t  co n s i s ts  o f  e l e m e n ts  th at  are  re pre s e n tati o n  o f  D LM S /C OS E M  xD LM S  AP D U s .  
O n l y  re s p o n s e  D LM S /C O S E M  xD LM S  AP D U s  m ay be  pre s e n t  i n  th e  XD LM S R e s u l t.  

7.3  Com mon  Messag e En vel ope 

7.3.1  Overvi ew 

Al l  m e s s ag e s  u s e  a  co m m o n  m e s s ag e  e n ve l o pe  ( C M E )  as  d e fi n e d  i n  I E C  6 1 9 6 8 - 1 0 0 .  

7.3.2  G en eral  

M e s s ag e s  are  co n s tru cte d  wi th  s e ve ral  s e cti o n s ,  i n cl u d i n g :  

•  H e ad e r:  R e q u i re d  fo r  al l  m e s s ag e s  ( e xce pt  fo r  fau l t  re s po n s e  m e s s ag e s ) .  Th e  h e ad e r i s  
p ro vi d i n g  a  co m m o n  s tru ctu re  fo r  al l  s e rvi ce  i n te rface s ;  

•  R e q u e s t:  o p ti o n al .  Th e  R e q u e s t  f i e l d  d e fi n e s  co m m o n l y u s e d  p aram e te rs  n e e d e d  to  
q u al i fy  ‘ g e t’  q u e ry re q u e s ts ,  o r  i d e n ti fy  s pe ci fi c  o b j e cts  fo r  ‘ d e l e te ’ ,  ‘ can ce l ’  o r  ‘ cl o s e ’  
re q u e s ts .  N o t  u s e d  fo r  e ve n t  o r  re s po n s e  m e s s ag e s ;  

•  R e pl y:  R e q u i re d  o n l y  fo r re s p o n s e  m e s s ag e s  to  i n d i cate  s u cce s s ,  fai l u re  an d  e rro r d e tai l s .  
N o t  u s e d  fo r re q u e s t  o r e ve n t  m e s s ag e s ;  

•  P ayl o ad :  U s e d  to  co n ve y m e s s ag e  i n fo rm ati o n  as  a  co n s e q u e n ce  o f  th e  ‘ Ve rb’  an d  ‘ N o u n ’  
co m bi n ati o n  i n  th e  m e s s ag e  H e ad e r.  R e q u i re d  fo r  ‘ cre ate ’ ,  ‘ ch an g e ’  an d  ‘ e xe cu te ’  
re q u e s ts .  P ayl o ad  i s  al s o  re q u i re d  fo r  e ve n t  m e s s ag e s .  O p ti o n al  i n  o th e r  cas e s  as  
d e s cri be d  i n  An n e x B  o f  I E C  6 1 9 6 8 - 1 0 0 : 2 0 1 3 .  Th e  payl o ad  s tru ctu re  p ro vi d e s  o p ti o n s  fo r 
p ayl o ad  co m pre s s i o n .  

F i g u re  1 7  p ro vi d e s  a  g e n e ral i z e d  vi e w o f  th e  h i g h - l e ve l  m e s s ag e  s tru ctu re :  
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Fi g u re  1 7  – Com mon  Messag e En vel ope 

7. 3.3  Messag e h ead er stru ctu re 

Th e  h e ad e r i s  co m m o n  to  re q u e s t,  re s p o n s e  an d  e ve n t  m e s s ag e s .  Th e  h e ad e r h as  two  
re q u i re d  fi e l d s  th at  s h al l  be  po pu l ate d ,  th e s e  i n cl u d e :  

•  Ve rb ,  to  i d e n ti fy  a  s pe ci fi c  acti o n  to  b e  take n .  Th e re  i s  a  d e fi n e d   s e t  o f  val i d  ve rbs ,  wh e re  
co m m o n l y u s e d  val u e s  i n cl u d e  ‘ g e t’ ,  ‘ cre ate ’ ,  ‘ ch an g e ’ ,  ‘ can ce l ’ ,  ‘ cl o s e ’ ,  ‘ e xe cu te ’  an d  
‘ re pl y’ .  Wi th i n  e ve n t  n o ti fi cati o n  m e s s ag e s  ‘ p as t  te n s e ’  ve rbs  are  u s e d ,  wh i ch  can  i n cl u d e  
‘ cre ate d ’ ,  ‘ ch an g e d ’ ,  ‘ can ce l l e d ’ ,  ‘ cl o s e d ’  an d  ‘ e xe cu te d ’ ;  

•  N o u n :  to  i d e n ti fy  th e  s u bj e ct  o f  th e  acti o n  an d /o r  th e  type  o f  th e  p ayl o ad ,  s u ch  as  
D e vi ce Acce s s ,  D e vi ce G ro u ps ,  e tc.  

F i g u re  1 8  s h o ws  th e  co m m o n  m e s s ag e  h e ad e r s tru ctu re .  
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Fi g u re  1 8  – Com m on  Messag e h ead er stru ctu re 

Fi e l d s  th at  m ay b e  o pti o n al l y  s u pp l i e d  i n cl u d e  th e  fo l l o wi n g :  

•  R e vi s i o n :  To  i n d i cate  th e  re vi s i o n  o f  th e  m e s s ag e  d e fi n i t i o n .  Th i s  s h o u l d  be  ‘ 1 ’  by  d e fau l t.  
As  l o n g  as  th e re  i s  n o  re vi s i o n  ( i . e .  th e re  e xi s ts  j u s t  o n e  ve rs i o n )  th i s  f i e l d  i s  n o t  u s e d ;  

•  R e pl ayD e te cti o n :  Th i s  i s  a  co m pl e x e l e m e n t  wi th  a  t i m e s tam p an d  a  n o n ce  u s e d  to  g u ard  
ag ai n s t  re pl ay attacks .  Th e  ti m e s tam p  i s  g e n e rate d  by th e  s o u rce  s ys te m  to  i n d i cate  wh e n  
th e  m e s s ag e  was  cre ate d .  Th e  n o n ce  i s  a  s e q u e n ce  n u m b e r o r  ran d o m l y g e n e rate d  s tri n g  
( e . g .  U U I D )  th at  wi l l  n o t  be  re p e ate d  by th e  s o u rce  s ys te m  fo r  at  l e as t  a  d ay;  

•  C o n te xt:  A s tri n g  th at  m ay b e  u s e d  to  i d e n ti fy  th e  co n te xt  o f  th e  m e s s ag e .  Th i s  can  h e l p  to  
pro vi d e  an  appl i cati o n  l e ve l  g u ard  ag ai n s t  i n co rre ct  m e s s ag e  co n s u m p ti o n  i n  
co n fi g u rati o n s  wh e re  th e re  m ay be  m u l ti pl e  s ys te m  e n vi ro n m e n ts  ru n n i n g  o ve r th e  s am e  
m e s s ag i n g  i n fras tru ctu re .  S o m e  e xam pl e  val u e s  are  P R OD U C TI ON ,  TE S TI N G ,  S TU D Y 
an d  TR AI N I N G .  Th i s  fi e l d  i s  n o t  u s e d ;  

•  Ti m e s tam p :  An  I S O 8 6 0 1  co m pl i an t  s tri n g  th at  i d e n ti fi e s  th e  t i m e  th e  m e s s ag e  was  s e n t;  

•  S o u rce :  i d e n ti fyi n g  th e  s o u rce  o f  th e  m e s s ag e ,  wh i ch  s h o u l d  b e  th e  n am e  o f  th e  s ys te m  o r 
o rg an i z ati o n ;  
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•  As yn cR e p l yF l ag :  A B o o l e an  ( ‘ tru e ’  o r  ‘ fal s e ’ )  th at  i n d i cate s  wh e th e r a  re pl y  m e s s ag e  wi l l  
b e  s e n t  as yn ch ro n o u s l y.  R e p l i e s  are  as s u m e d  to  b e  s e n t  s yn ch ro n o u s l y  b y d e fau l t.  Th i s  
f i e l d  i s  n o t  u s e d ;  

•  R e pl yAd d re s s :  Th e  ad d re s s  to  wh i ch  re pl i e s  s h o u l d  be  s e n t.  Th i s  i n fo rm ati o n  i s  typ i cal l y  
u s e d  fo r  as yn ch ro n o u s  re pl i e s .  I t  i s  i g n o re d  wh e n  u s i n g  o n e - way i n te g rati o n  p atte rn s  ( e . g .  
AckR e q u i re d = fal s e ) .  Th e  re pl y ad d re s s  s h o u l d  b e  an  U R L be g i n n i n g  wi th  ‘ h ttp: //’  o r  
‘ h ttps : //’ .  I n  cas e  o f  “ S ch e d u l e d  Acce s s ”:  wh e n  R e pl yAd d re s s  i s  l e ft  e m pty th e n  th e  e ve n ts  
can n o t  be  s e n t  to  th e  C O S E M  Acce s s  C l i e n t;  i . e . th e  re s u l ts  h ave  to  be  po l l e d  at  th e  C AS ;  

•  AckR e q u i re d :  Th i s  i s  a  B o o l e an  ( ‘ tru e ’  o r  ‘ fal s e ’ )  th at  i n d i cate s  wh e th e r o r  n o t  an  
ackn o wl e d g e m e n t i s  re q u i re d .  I f  fal s e ,  i t  i n d i cate s  th at  a  o n e - way i n te g rati o n  p atte rn  i s  
b e i n g  u s e d  fo r co m m u n i cati n g  tran s acti o n al  m e s s ag e s .  F o r th e  u s e  cas e s  fo re s e e n  i n  th i s  
d o cu m e n t  th i s  fi e l d  i s  n o t  u s e d ;  

•  U s e r:  A co m p l e x s tru ctu re  th at  i d e n ti fi e s  th e  u s e r an d  as s o ci ate d  o rg an i z ati o n .  Th e  
p re s e n ce  o f  th i s  fi e l d  m ay be  re q u i re d  fo r  s o m e  i n te rface s ,  d e pe n d i n g  u p o n  u n d e rl yi n g  
i m pl e m e n tati o n s .  Th i s  fi e l d  al l o ws  a U s e rs I D  s tri n g  an d  o p ti o n al  Org an i z ati o n  s tri n g  as  
s u be l e m e n ts ;  

•  M e s s ag e I D :  A s tri n g  th at  u n i q u e l y  i d e n ti fi e s  a  m e s s ag e .  Th e  u s e  o f  a  U U I D  o r  s e q u e n ce  
n u m be r i s  re co m m e n d e d .  A pro ce s s  s h o u l d  n o t  i s s u e  two  m e s s ag e s  u s i n g  th e  s am e  
M e s s ag e I D  val u e ;  

•  C o rre l ati o n I D :  Th i s  f i e l d  i s  u s e d  to  ‘ l i n k’  m e s s ag e s  to g e th e r.  I t  s h al l  be  s u pp l i e d  as  part  o f  
th e  re q u e s t  m e s s ag e  to  al l o w th e  cl i e n t  to  l i n k th e  co rre s po n d i n g  re p l y  m e s s ag e  wi th  th e  
re q u e s t.  Th e  s e rve r wi l l  p l ace  th e  i n co m i n g  C o rre l ati o n I D  val u e  as  th e  C o rre l ati o n I D  o n  th e  
o u tg o i n g  re pl y.  I f  n o t  s u pp l i e d  o n  th e  re q u e s t,  th e  C o rre l ati o n I D  o f  th e  re pl y s h al l  b e  s e t  to  
th e  val u e  o f  th e  M e s s ag e I D  th at  was  u s e d  i n  th e  re q u e s t,  i f  pre s e n t.  C o n s i d e ri n g  th at  th e  
C o rre l ati o n I D  i s  u s e d  to  ‘ l i n k’  m e s s ag e s  to g e th e r,  th e  s am e  C o rre l ati o n I D  m ay b e  u s e d  i n  
m o re  th an  o n e  re q u e s t  m e s s ag e .  Th e  u s e  o f  a  U U I D  o r  s e q u e n ce  n u m be rs  as  
C o rre l ati o n I D s  i s  reco m m e n d e d ;  

•  C o m m e n t:  C o n tai n s  an y d e s cri p ti ve  te xt.   Th e  co n te n ts  o f  th i s  f i e l d  are  n o t  be  u s e d  fo r  an y 
p ro ce s s i n g  l o g i c;  

•  P ro pe rty:  A co m p l e x type  th at  al l o ws  pro j e ct- s pe ci fi c  n am e /val u e  p ai rs  to  be  co n ve ye d .  
Th e  s o u rce  an d  d e s ti n ati o n s  n e e d  to  ag re e  u po n  th e  u s ag e  o f  th i s  i n fo rm ati o n ;  

•  an y:  M ay be  u s e d  fo r  pro j e ct- s pe ci fi c  e xte n s i o n s .  

7.3.4  Request  message structure 

Fi g u re  1 9  s h o ws  th e  s tru ctu re  o f  R e q u e s tM e s s ag e :  
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Fi g u re  1 9  – Req u estMessag e stru ctu re 

B e s i d e s  th e  H e ad e r an d  th e  P ayl o ad  th e  R e q u e s tM e s s ag e  m ay o p ti o n al l y  co n tai n  th e  e l e m e n t  
“R e q u e s t”  co n s i s ti n g  o f  ad d i ti o n al  param e te rs  re l e van t  fo r th e  re q u e s t.  Th e  typ i cal  u s e  o f  th e  
“R e q u e s t”e l e m e n t  i s  to  avo i d  th e  pl ace m e n t  o f  app l i cati o n  s p e ci fi c  re q u e s t  param e te rs  i n  th e  
h e ad e r o r  i n  th e  payl o ad  e l e m e n ts .  

Th e re  are  n o  re q u i re d  e l e m e n ts  i n  th e  R e q u e s t  e l e m e n t.  Th e  u s ag e  o f  e l e m e n ts  wi th i n  th e  
R e q u e s t  e l e m e n t  i s  d e s cri be d  as  fo l l o ws :  

•  S tartTi m e :  U s e d  wh e n  a  q u e ry n e e d s  to  s pe ci fy a  s tart  t i m e  as  a  f i l te r,  bu t  n o  s u ch  
p aram e te r  i s  pro vi d e d  i n  a  ‘ G e t’  m e s s ag e  ( a  m e s s ag e  wi th  th e  ve rb  “g e t”) .  I f  b o th  e xi s t,  
th i s  wi l l  b e  i g n o re d ;  

•  E n d Ti m e :  U s e d  wh e n  a  q u e ry n e e d s  to  s pe ci fy  an  e n d  t i m e  as  a  f i l te r,  bu t  n o  s u ch  
p aram e te r i s  pro vi d e d  i n  a  ‘ G e t’  m e s s ag e .  I f  b o th  e xi s t,  th i s  wi l l  be  i g n o re d ;  

•  O p ti o n :  U s e d  wh e n  n am e /val u e  pai rs  are  u s e fu l  i n  f i l te ri n g  a  q u e ry o r  to  co n ve y g e n e ral  o r  
cu s to m  re q u e s t  o pti o n s .  E xam p l e s  o f  u s ag e  are  th e  s p e ci fi cati o n  o f  a  tran s acti o n  t i m e o u t  
val u e  o r  s p e ci fyi n g  a  re s p o n s e  m o d e  s u ch  as  ‘ Ag g re g ate d ’  o r  ‘ S tre am i n g ’ .  At  th e  cu rre n t  
t i m e  th e re  are  n o  n o rm ati ve  e n u m e rati o n s  fo r  th e s e  val u e s .   Th i s  f i e l d  i s  n o t  u s e d ;  

•  I D :  U s e d  wh e n  th e  I D  o f  o n e  o r  m o re  o b j e cts  are  n e e d e d  to  f i l te r  a  q u e ry re q u e s t.  C an  
al s o  be  u s e d  to  i d e n ti fy  s p e ci fi c  o b j e cts  i n  th e  cas e  o f  ‘ d e l e te ’ .  E ach  I D  can  s p e ci fy 
attri b u te s ,  f i rs t  to  i d e n ti fy  th e  ki n d  o f  I D ,  wh i ch  can  be  n am e ,  U U I D ,  tran s acti o n  o r  o th e r.  
Th e  d e fau l t  o f  U U I D i s  u s e d  fo r  m R I D  val u e s ;  

•  an y:  C an  be  u s e d  fo r  o th e r n o n s tan d ard  e xte n s i o n s .  I n  cas e s  wh e re  a  ‘ G e t’  m e s s ag e  i s  
u s e d ,  th e  e l e m e n ts  d e fi n e d  wi th i n  th e  ‘ G e t’  m e s s ag e  take  pre ce d e n ce  o ve r th e  S tartTi m e ,  
E n d Ti m e  an d  I D  e l e m e n ts .  Th i s  re co g n i z e s  th e  as ym m e try b e twe e n  th e  i n fo rm ati o n  
n e e d e d  to  q u al i fy  a  re q u e s t  fro m  th e  i n fo rm ati o n  th at  i s  re tu rn e d  o n  a  re pl y.  

F i g u re  2 0  i s  an  XM L e xam pl e  o f  th e  R e q u e s tM e s s ag e .  
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<?xml  version="1. 0"  encoding="UTF-8"?>  

<RequestMessage 

    xmlns="http: //iec. ch/TC57/2011/schema/message"  

    xmlns: da="http: //iec. ch/TC13/2014/schema/DeviceAccess"  

    xmlns: co="http: //www. dlms. com/COSEMpdu"  

    xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  

    xsi: schemaLocation="http: //iec. ch/TC57/2011/schema/message IEC-61968-CME. xsd">  

    <Header>  

        <Verb>create</Verb> 

        <Noun>DeviceAccess</Noun>  

        <Timestamp>2014-01-12T10: 02: 00Z</Timestamp> 

        <MessageID>78465521</MessageID>  

        <CorrelationID>78465521</CorrelationID>  

    </Header>  

    <Payload>  

        <da: DeviceAccess   

            xsi: schemaLocation="http: //iec. ch/TC13/2014/schema/DeviceAccess   DeviceAccess. xsd">  

            < da: DevicesReferenceList>  

                < da: DeviceReference DeviceID="4D4D4D0000BC614E"/>  

            < /da: DevicesReferenceList>  

            < da: CosemAccessList>  

                < da: CosemAccess>  

                    < da: CosemAccessDescriptor>  

                        <da: XDLMSDescriptor>  

                            <co: get-request> 

                                <co: get-request-normal>  

                                    < co: invoke-id-and-priority>64</co: invoke-id-and-priority>  

                                    < co: cosem-attribute-descriptor>  

                                        <co: class-id>3</co: class-id>  

                                        <co: instance-id>0100010801FF</co: instance-id>  

                                        <co: attribute-id>0</co: attribute-id>  

                                    </co: cosem-attribute-descriptor>  

                                </co: get-request-normal>  

                            </co: get-request>  

                        </da: XDLMSDescriptor>  

                    < /da: CosemAccessDescriptor>  

                < /da: CosemAccess>  

            < /da: CosemAccessList>  

        </da: DeviceAccess>  

    </Payload> 

</RequestMessage>  

Fi g u re  20  – XML for Req u estMessag e to  create  Devi ceAccess 

D e vi ce I D  “ 4 D 4D 4D 0 0 0 0 B C 6 1 4 E ”  re pre s e n ts  D LM S /C OS E M  S ys te m Ti tl e  o f  th e  D LM S /C O S E M  
s e rve r.  

7. 3.5  Response m essag e stru ctu re 

F i g u re  2 1  s h o ws  th e  s tru ctu re  o f  R e s p o n s e M e s s ag e :  
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Fi g u re  21  – ResponseMessag e stru ctu re 

Th e  R e pl y. re s u l t  val u e  i s  e n u m e rate d  i n  C M E  XS D ,  an d  i s  po pu l ate d  i n  th e  fo l l o wi n g  m an n e r:   

•  " O K"  i f  th e re  are  n o  erro rs  an d  al l  re s u l ts  h ave  be e n  re tu rn e d .  Th e re  i s  n o  re q u i re m e n t  
th at  a  R e pl y. E rro r e l e m e n t  be  pre s e n t;  

•  " P AR TI AL"  i f  o n l y  a  parti al  s e t  o f  re s u l ts  h as  b e e n  re tu rn e d ,  wi th  o r wi th o u t  e rro rs .  Th e  
e xi s te n ce  o f  e rro rs  i s  i n d i cate d  wi th  o n e  o r  m o re  R e pl y. E rro r. co d e  e l e m e n ts .  P AR TI AL i s  
n o t  u s e d ;  

•  " F AI LE D "  i f  n o  re s u l t  can  be  re tu rn e d  d u e  to  o n e  o r  m o re  e rro rs ,  i n d i cate d  wi th  o n e  o r  
m o re  R e p l y. E rro r e l e m e n ts ,  e ach  wi th  a  m an d ato ry app l i cati o n  l e ve l  ‘ co d e ’  ‘ .   

F i g u re  2 2  i s  an  XM L e xam pl e  o f  th e  R e s po n s e M e s s ag e .  
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<?xml  version="1. 0"  encoding="UTF-8"?>  

<ResponseMessage  

    xmlns="http: //iec. ch/TC57/2011/schema/message"  

    xmlns: da="http: //iec. ch/TC13/2014/schema/DeviceAccess"  

    xmlns: co="http: //www. dlms. com/COSEMpdu"  

    xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"    

    xsi: schemaLocation="http: //iec. ch/TC57/2011/schema/message IEC-61968-CME. xsd">  

    <Header>  

        <Verb>reply</Verb>  

        <Noun>DeviceAccess</Noun>  

        <Timestamp>2014-01-12T10: 02: 10Z</Timestamp> 

        <MessageID>78465522</MessageID>  

        <CorrelationID>78465521</CorrelationID>  

    </Header>  

    <Reply>  

        <Result>OK</Result> 

        <ID>9BD5CA94-B181-476D-9BF1-8C6F5D9E69F8</ID> 

    </Reply>  

    <Payload>  

        <da: DeviceAccess   

            xsi: schemaLocation="http: //iec. ch/TC13/2014/schema/DeviceAccess   DeviceAccess. xsd"   

            ID="9BD5CA94-B181-476D-9BF1-8C6F5D9E69F8">  

            < da: DevicesReferenceList>  

                < da: DeviceReference DeviceID="4D4D4D0000BC614E"/>  

            < /da: DevicesReferenceList>  

            < da: CosemAccessList>  

                < da: CosemAccess>  

                    < da: CosemAccessDescriptor >  

                        <da: XDLMSDescriptor>  

                            <co: get-request> 

                                <co: get-request-normal>  

                                    < co: invoke-id-and-priority>64</co: invoke-id-and-priority>  

                                    < co: cosem-attribute-descriptor>  

                                        <co: class-id>3</co: class-id>  

                                        <co: instance-id>0100010801FF</co: instance-id>  

                                        <co: attribute-id>0</co: attribute-id>  

                                    < /co: cosem-attribute-descriptor>  

                                </co: get-request-normal>  

                            </co: get-request>  

                        </da: XDLMSDescriptor>  

                    < /da: CosemAccessDescriptor>  

                    < da: CosemAccessResult>  

                        <da: XDLMSResult> 

                            <co: get-response>  

                                <co: get-response-normal>  

                                    < co: invoke-id-and-priority>64</co: invoke-id-and-priority>  

                                    < co: result>  

                                        <co: data>  

                                            <co: structure>  

                                                <co: octet-string>0100010801FF</co: octet-string>  

                                                <co: double-long-unsigned>34566678</co: double-long-

unsigned> 

                                                <co: structure>  

                                                    <co: integer>0</co: integer>  

                                                    <co: enum>30</co: enum>  

                                                </co: structure>  

                                            </co: structure>  

                                        </co: data>  

                                    < /co: result>  

                                </co: get-response-normal> 

                            </co: get-response>  

                        </da: XDLMSResult>  

                    < /da: CosemAccessResult>  

                < /da: CosemAccess>  

            < /da: CosemAccessList>  

        </da: DeviceAccess>  

    </Payload> 

</ResponseMessage>  

Fi g u re  22  – XML for Respon seMessag e on  create  Devi ceAccess 

Th e  o pe rati o n  i s  s yn ch ro n o u s  an d  th e  re s u l t  o f  th e  D LM S /C O S E M  g e t- re q u e s t  i s  p ro vi d e d  i n  
th e  payl o ad .  
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7.3.6  Event  messag e stru ctu re 

An  E ve n tM e s s ag e  i s  typi cal l y  p u b l i s h e d  to  re po rt  a  co n d i ti o n  o f  p o te n ti al  i n te re s t.  Th e  ve rbs  
u s e d  i n  an  e ve n t  m e s s ag e  are  pas t  te n s e ,  e . g .  cre ate d ,  ch an g e d ,  can ce l l e d ,  e tc.  An  
E ve n tM e s s ag e  wi l l  n o t  i n cl u d e  re q u e s t  o r  re pl y param e te rs ,  j u s t  a  h e ad e r an d  u s u al l y  a  
p ayl o ad .  

F i g u re  2 3  s h o ws  th e  s tru ctu re  o f  an  E ve n tM e s s ag e .  

 
IEC 

Fi g u re  23  – Even tMessag e stru ctu re 

F i g u re  2 4  i s  an  XM L e xam p l e  o f  th e  E ve n tM e s s ag e :  
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<?xml  version="1. 0"  encoding="UTF-8"?>  

<EventMessage  

    xmlns="http: //iec. ch/TC57/2011/schema/message"   

    xmlns: da="http: //iec. ch/TC13/2014/schema/DeviceAccess"   

    xmlns: co="http: //www. dlms. com/COSEMpdu"   

    xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  

    xsi: schemaLocation="http: //iec. ch/TC57/2011/schema/message IEC-61968-CME. xsd">  

    <Header>  

        <Verb>changed</Verb>  

        <Noun>DeviceAccess</Noun>  

        <Timestamp>2014-01-12T10: 02: 10Z</Timestamp> 

        <MessageID>78465523</MessageID>  

        <CorrelationID>78465521</CorrelationID>  

    </Header>  

    <Payload>  

        <da: DeviceAccess   

            xsi: schemaLocation="http: //iec. ch/TC13/2014/schema/DeviceAccess   DeviceAccess. xsd"   

            ID="9BD5CA94-B181-476D-9BF1-8C6F5D9E69F8">  

            < da: DevicesReferenceList>  

                < da: DeviceReference DeviceID="4D4D4D0000BC614E"/>  

            < /da: DevicesReferenceList>  

            < da: CosemAccessList>  

                < da: CosemAccess>  

                    < da: CosemAccessDescriptor>  

                        <da: XDLMSDescriptor>  

                            <co: get-request> 

                                <co: get-request-normal>  

                                    < co: invoke-id-and-priority>64</co: invoke-id-and-priority>  

                                    < co: cosem-attribute-descriptor>  

                                        <co: class-id>3</co: class-id>  

                                        <co: instance-id>0100010801FF</co: instance-id>  

                                        <co: attribute-id>0</co: attribute-id>  

                                    < /co: cosem-attribute-descriptor>  

                                </co: get-request-normal>  

                            </co: get-request>  

                        </da: XDLMSDescriptor>  

                    < /da: CosemAccessDescriptor>  

                    < da: CosemAccessResult>  

                        <da: XDLMSResult> 

                            <co: get-response>  

                                <co: get-response-normal>  

                                    < co: invoke-id-and-priority>64</co: invoke-id-and-priority>  

                                    < co: result>  

                                        <co: data>  

                                            <co: structure>  

                                                <co: octet-string>0100010801FF</co: octet-string>  

                                                <co: double-long-unsigned>34566678</co: double-long-

unsigned> 

                                                <co: structure>  

                                                    <co: integer>0</co: integer>  

                                                    <co: enum>30</co: enum>  

                                                </co: structure>  

                                            </co: structure>  

                                        </co: data>  

                                    < /co: result>  

                                </co: get-response-normal> 

                            </co: get-response>  

                        </da: XDLMSResult>  

                    < /da: CosemAccessResult>  

                < /da: CosemAccess>  

            < /da: CosemAccessList>  

        </da: DeviceAccess>  

    </Payload> 

</EventMessage>  

Fi g u re  24  – XML for  EventMessag e on  ch ang e of  Devi ceAccess 

7. 3.7 Fau l t  m essag e stru ctu re 

A F au l tM e s s ag e  i s  typ i cal l y  u s e d  wi th i n  th e  d e fi n i t i o n  o f  a  WS D L an d  i m p l e m e n te d  by a  We b  
s e rvi ce  to  re po rt  a  fau l t  co n d i ti o n  as  a  co n s e q u e n ce  o f  a  fai l e d  atte m p t  to  p ro ce s s  a 
R e q u e s tM e s sag e  ( e . g .  d e te cti o n  o f  a  S OAP  fau l t) .  I t  o n l y  u s e s  a  re pl y  e l e m e n t  ( i . e .  n o  
h e ad e r) ,  as  i t  m ay n o t  h ave  be e n  ab l e  to  i n te rp re t  e ve n  th e  h e ad e r o f  th e  R e q u e s tM e s s ag e .  
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Th e  Fau l tM e s s ag e  S tru ctu re  i s  s h o wn  i n  F i g u re  2 5 .  
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Fi g u re  25  – Fau l tMessag e stru ctu re 

F i g u re  2 6  i s  an  XM L e xam p l e  o f  th e  F au l tM e s s ag e .  

<?xml  version="1. 0"  encoding="UTF-8"?>  

<FaultMessage 

    xmlns="http: //iec. ch/TC57/2011/schema/message"  

    xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  

    xsi: schemaLocation="http: //iec. ch/TC57/2011/schema/message IEC-61968-CME. xsd">  

    <Reply>  

        <Result>FAILED</Result>  

        <ID>9BD5CA94-B181-476D-9BF1-8C6F5D9E69F8</ID> 

    </Reply>  

</FaultMessage>  

Fi g u re  26  – XML for Fau l tMessag e on  create  of  Devi ceAccess 

8 I n terface speci ficati on  

8. 1  Overvi ew 

C l au s e  8  co n tai n s  th e  d e fi n i t i o n s  o f  th e  We b  s e rvi ce  i n te rface  u s i n g  S OAP .  Th e  We b s e rvi ce  
i n te rface  u s i n g  S OAP  d e s cri be s  h o w co m m o n  m e s s ag e  e n ve l o pe  ( C M E )  XM L m e s s ag e s  are  
e n caps u l ate d  i n to  S O AP  m e s s ag e s  u s i n g  th e  d o cu m e n t- ce n tri c  s tyl e .  

We b s e rvi ce s  u s i n g  R E pre s e n tati o n al  S tate  Tran s fe r  ( R E S T)  are  an  al te rn ati ve  to  th e  u s e  o f  
S O AP .  C u rre n tl y  th e  i n te rface  u s i n g  R E S T i s  n o t  s p e ci fi e d .  H o we ve r,  th e  s tru ctu re  o f  th i s  
d o cu m e n t  al l o ws  fu tu re  e xte n s i o n s  to  R E S T.  

8.2  In terface u si n g  SOAP 

8.2.1  G eneral  

Th i s  s u bcl au s e  d e s cri be s  th e  d e fi n i t i o n  o f  th e  We b s e rvi ce  i n te rface  u s i n g  S O AP .  Th e  We b  
s e rvi ce  i n te rface  i s  d e s cri b e d  wi th  WS D L.  WS D L d e s cri be s  th e  bi n d i n g  to  th e  S O AP  
m e s s ag e s  wh e re  th e  bo d y o f  S O AP  m e s s ag e  co n tai n s  co m m o n  m e s s ag e  e n ve l o pe  ( C M E )  
m e s s ag e s .  
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8.2.2  WSDL structure 

G e n e ri c  WS D L i s  s pe ci fi e d  i n  C l au s e  A. 4 .  WS D L i s  m ad e  o f  two  parts ,  th e  abs tract  an d  th e  
co n cre te  part,  wi th  th e  fo l l o wi n g  e l e m e n ts :  

•  D e fi n i t i o n s ;  

•  Type s  are  d e fi n e d  wi th  th e  C M E  XS D s ;  

•  M e s s ag e s  are  d e fi n e d  as  g e n e ri c  C o m m o n  M e s sag e  E n ve l o pe  m e s s ag e s :  

– R e q u e s tM e s s ag e ;  

– R e s po n s e M e s s ag e ;  

– E ve n tM e s s ag e ;  

•  P o rtType s  d e fi n e  Op e rati o n s :  

– R e q u e s t;  

– R e s po n s e ;  

– P u bl i s h E ve n t;  

•  B i n d i n g s :  

– S tan d ard  S O AP  bi n d i n g ;  

•  S e rvi ce s :  

– S e rvi ce  u s i n g  S O AP .  

8.2.3  SOAP envelope 

S O AP  ( 1 . 2 )  d e fi n e s  th e  “ S O AP  e n ve l o pe ”  wi th  a  s tru ctu re  fo r  co m po s i n g  m e s s ag e s  fo r 
e xch an g i n g  i n fo rm ati o n  u s i n g  We b  s e rvi ce s .  Th e  e n ve l o p e  co n tai n s  a  h e ad e r an d  a  bo d y.   

Th e  S O AP  B o d y co n tai n s  co m m o n  m e s s ag e  e n ve l o p e  ( C M E )  m e s s ag e s  as  d e fi n e d  i n  7 . 3 .  

Fi g u re  2 7  i s  an  XM L e xam p l e  o f  th e  S O AP  m e s s ag e  wi th  a  R e q u e s tM e s s ag e :  
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<soapenv: Envelope xmlns: soapenv="http: //schemas. xmlsoap. org/soap/envelope/"  

    xmlns: soapenc="http: //schemas. xmlsoap. org/soap/encoding/"  

    xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  

    xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  

    xmlns: wsa="http: //www. w3. org/2005/08/addressing"  

    xmlns: co="http: //www. dlms. com/COSEMpdu"  

    xmlns: da="http: //iec. ch/TC13/2014/schema/DeviceAccess"  >  

    <soapenv: Header>  

        <wsa: To>  

            http: //10. 0. 1. 2/services/DeviceAccess  

        </wsa: To>  

    </soapenv: Header>  

    <soapenv: Body>  

        <m: RequestMessage xmlns: m="http: //iec. ch/TC57/2011/schema/message">  

            <m: Header> 

                <m: Verb>create</m: Verb>  

                <m: Noun>DeviceAccess</m: Noun>  

                <m: Timestamp>2014-01-12T10: 02: 00Z</m: Timestamp>  

                <m: MessageID>78465521</m: MessageID> 

                <m: CorrelationID>78465521</m: CorrelationID>  

            < /m: Header>  

            <m: Payload>  

                < da: DeviceAccess>  

                    < da: DevicesReferenceList>  

                        <da: DeviceReference DeviceID="4D4D4D0000BC614E"/> 

                    < /da: DevicesReferenceList>  

                    < da: CosemAccessList> 

                        <da: CosemAccess> 

                            <da: CosemAccessDescriptor>  

                                <da: XDLMSDescriptor>  

                                    < co: get-request>  

                                        <co: get-request-normal>  

                                            <co: invoke-id-and-priority>64</co: invoke-id-and-priority>  

                                            <co: cosem-attribute-descriptor>  

                                                <co: class-id>3</co: class-id>  

                                                <co: instance-id>0100010801FF</co: instance-id>  

                                                <co: attribute-id>0</co: attribute-id>  

                                            </co: cosem-attribute-descriptor>  

                                        </co: get-request-normal>  

                                    < /co: get-request> 

                                </da: XDLMSDescriptor> 

                            </da: CosemAccessDescriptor>  

                        </da: CosemAccess>  

                    < /da: CosemAccessList>  

                < /da: DeviceAccess>  

            < /m: Payload>  

        </m: RequestMessage> 

    </soapenv: Body>  

</soapenv: Envelope>  

Fi g u re  27  – SOAP messag e wi th  Req u estMessag e 

 



I E C  TS  6 2 0 5 6 - 9 - 1 : 2 0 1 6  © I E C  2 0 1 6  – 3 5  – 

Annex A 
( i n fo rm ati ve )  

 
XML sch ema for the COSEM XML representati on  

 

A.1  COSEMpd u  

<?xml  version="1. 0"  encoding="UTF-8"?>  

<xsd: schema  xmlns: xsd="http: //www. w3. org/2001/XMLSchema"  

            xmlns="http: //www. dlms. com/COSEMpdu"  

            targetNamespace="http: //www. dlms. com/COSEMpdu"  

            elementFormDefault="qualified">  

 

   < ! - -  ASN. 1  definitions  - - >  

   <xsd: complexType name="NULL"  final="#all"  />  

 

   <xsd: simpleType name="BitString"> 

       <xsd: restriction  base="xsd: string">  

           <xsd: pattern  value="[ 0-1] {0, }"  />  

       < /xsd: restriction>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="ObjectIdentifier"> 

       <xsd: restriction  base="xsd: token">  

           <xsd: pattern  value="[ 0-2] (\. [ 1-3] ?[ 0-9] ?(\. \d+) *) ?"  />  

       < /xsd: restriction>  

   < /xsd: simpleType>  

 

 

   < ! - -  ACSE-APDU definition  - - >  

   <xsd: element  name="aCSE-APDU"  type="ACSE-APDU"/>  

   <xsd: complexType name="ACSE-APDU"> 

      <xsd: choice>  

         <xsd: element  name="aarq"  type="AARQ-apdu"/> 

         <xsd: element  name="aare"  type="AARE-apdu"/> 

         <xsd: element  name="rlrq"  type="RLRQ-apdu"/> 

         <xsd: element  name="rlre"  type="RLRE-apdu"/> 

      </xsd: choice>  

   < /xsd: complexType>  

 

   < ! - -  xDLMS-APDU definition - - >  

   <xsd: element  name="xDLMS-APDU"  type="XDLMS-APDU"/> 

   <xsd: complexType name="XDLMS-APDU">  

      <xsd: choice>  

         <xsd: element  name="initiateRequest"  type="InitiateRequest"/>  

         <xsd: element  name="readRequest"  type="ReadRequest"/>  

         <xsd: element  name="writeRequest"  type="WriteRequest"/>  

         <xsd: element  name="initiateResponse"  type="InitiateResponse"/>  

         <xsd: element  name="readResponse"  type="ReadResponse"/>  

         <xsd: element  name="writeResponse"  type="WriteResponse"/>  

         <xsd: element  name="confirmedServiceError"  type="ConfirmedServiceError"/> 

         <xsd: element  name="data-notification"  type="Data-Notification"/>  

         <xsd: element  name="unconfirmedWriteRequest"  type="UnconfirmedWriteRequest"/>  

         <xsd: element  name="informationReportRequest"  type="InformationReportRequest"/>  

         <xsd: element  name="glo-initiateRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-readRequest"  type="xsd: hexBinary"/> 

         <xsd: element  name="glo-writeRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-initiateResponse"  type="xsd: hexBinary"/> 

         <xsd: element  name="glo-readResponse"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-writeResponse"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-confirmedServiceError"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-unconfirmedWriteRequest"  type="xsd: hexBinary"/> 

         <xsd: element  name="glo-informationReportRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-initiateRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-readRequest"  type="xsd: hexBinary"/> 

         <xsd: element  name="ded-writeRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-initiateResponse"  type="xsd: hexBinary"/> 

         <xsd: element  name="ded-readResponse"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-writeResponse"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-confirmedServiceError"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-unconfirmedWriteRequest"  type="xsd: hexBinary"/> 
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         <xsd: element  name="ded-informationReportRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="get-request"  type="Get-Request"/>  

         <xsd: element  name="set-request"  type="Set-Request"/>  

         <xsd: element  name="event-notification-request"  type="EventNotificationRequest"/>  

         <xsd: element  name="action-request"  type="Action-Request"/> 

         <xsd: element  name="get-response"  type="Get-Response"/>  

         <xsd: element  name="set-response"  type="Set-Response"/>  

         <xsd: element  name="action-response"  type="Action-Response"/>  

         <xsd: element  name="glo-get-request"  type="xsd: hexBinary"/> 

         <xsd: element  name="glo-set-request"  type="xsd: hexBinary"/> 

         <xsd: element  name="glo-event-notification-request"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-action-request"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-get-response"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-set-response"  type="xsd: hexBinary"/>  

         <xsd: element  name="glo-action-response"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-get-request"  type="xsd: hexBinary"/> 

         <xsd: element  name="ded-set-request"  type="xsd: hexBinary"/> 

         <xsd: element  name="ded-event-notification-request"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-actionRequest"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-get-response"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-set-response"  type="xsd: hexBinary"/>  

         <xsd: element  name="ded-action-response"  type="xsd: hexBinary"/>  

         <xsd: element  name="exception-response"  type="ExceptionResponse"/>  

         <xsd: element  name="access-request"  type="Access-Request"/> 

         <xsd: element  name="access-response"  type="Access-Response"/>  

         <xsd: element  name="general-glo-ciphering"  type="General-Glo-Ciphering"/> 

         <xsd: element  name="general-ded-ciphering"  type="General-Ded-Ciphering"/> 

         <xsd: element  name="general-ciphering"  type="General-Ciphering"/>  

         <xsd: element  name="general-signing"  type="General-Signing"/>  

         <xsd: element  name="general-block-transfer"  type="General-Block-Transfer"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: simpleType name="Application-context-name"> 

      <xsd: restriction  base="ObjectIdentifier"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="AP-title">  

      <xsd: restriction  base="xsd: hexBinary"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="AE-qualifier">  

      <xsd: restriction  base="xsd: hexBinary"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="AP-invocation-identifier"> 

      <xsd: restriction  base="xsd: integer"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="AE-invocation-identifier"> 

      <xsd: restriction  base="xsd: integer"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="ACSE-requirements">  

      <xsd: union  memberTypes="BitString">  

      <xsd: simpleType>  

         <xsd: list>  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="authentication"/> 

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: list>  

      </xsd: simpleType>  

      </xsd: union>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Mechanism-name">  

      <xsd: restriction  base="ObjectIdentifier"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Implementation-data">  

      <xsd: restriction  base="xsd: string"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Association-information">  
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      <xsd: restriction  base="xsd: hexBinary"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Association-result">  

      <xsd: union>  

         <xsd: simpleType>  

            <xsd: restriction  base="xsd: token">  

               <xsd: enumeration  value="accepted"/>  

               <xsd: enumeration  value="rejected-permanent"/>  

               <xsd: enumeration  value="rejected-transient"/>  

            < /xsd: restriction>  

         </xsd: simpleType>  

         <xsd: simpleType>  

            <xsd: restriction  base="xsd: integer"/>  

         </xsd: simpleType>  

      </xsd: union>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Release-request-reason">  

      <xsd: union>  

         <xsd: simpleType>  

            <xsd: restriction  base="xsd: token">  

               <xsd: enumeration  value="normal"/>  

               <xsd: enumeration  value="urgent"/>  

               <xsd: enumeration  value="user-defined"/>  

            < /xsd: restriction>  

         </xsd: simpleType>  

         <xsd: simpleType>  

            <xsd: restriction  base="xsd: integer"/>  

         </xsd: simpleType>  

      </xsd: union>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Release-response-reason"> 

      <xsd: union>  

         <xsd: simpleType>  

            <xsd: restriction  base="xsd: token">  

               <xsd: enumeration  value="normal"/>  

               <xsd: enumeration  value="not-finished"/>  

               <xsd: enumeration  value="user-defined"/>  

            < /xsd: restriction>  

         </xsd: simpleType>  

         <xsd: simpleType>  

            <xsd: restriction  base="xsd: integer"/>  

         </xsd: simpleType>  

      </xsd: union>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Integer8">  

      <xsd: restriction  base="xsd: byte"/> 

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Integer16"> 

      <xsd: restriction  base="xsd: short"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Integer32"> 

      <xsd: restriction  base="xsd: int"/> 

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Integer64"> 

      <xsd: restriction  base="xsd: long"/> 

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Unsigned8"> 

      <xsd: restriction  base="xsd: unsignedByte"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Unsigned16">  

      <xsd: restriction  base="xsd: unsignedShort"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Unsigned32">  

      <xsd: restriction  base="xsd: unsignedInt"/>  

   < /xsd: simpleType>  
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   <xsd: simpleType name="Unsigned64">  

      <xsd: restriction  base="xsd: unsignedLong"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Conformance">  

      <xsd: union  memberTypes="BitString">  

      <xsd: simpleType>  

         <xsd: list>  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="reserved-zero"/> 

                  <xsd: enumeration  value="general-protection"/>  

                  <xsd: enumeration  value="general-block-transfer"/>  

                  <xsd: enumeration  value="read"/>  

                  <xsd: enumeration  value="write"/>  

                  <xsd: enumeration  value="unconfirmed-write"/>  

                  <xsd: enumeration  value="reserved-six"/>  

                  <xsd: enumeration  value="reserved-seven"/> 

                  <xsd: enumeration  value="attribute0-supported-with-set"/>  

                  <xsd: enumeration  value="priority-mgmt-supported"/>  

                  <xsd: enumeration  value="attribute0-supported-with-get"/>  

                  <xsd: enumeration  value="block-transfer-with-get-or-read"/>  

                  <xsd: enumeration  value="block-transfer-with-set-or-write"/>  

                  <xsd: enumeration  value="block-transfer-with-action"/>  

                  <xsd: enumeration  value="multiple-references"/>  

                  <xsd: enumeration  value="information-report"/>  

                  <xsd: enumeration  value="data-notification"/>  

                  <xsd: enumeration  value="access"/> 

                  <xsd: enumeration  value="parameterized-access"/> 

                  <xsd: enumeration  value="get"/>  

                  <xsd: enumeration  value="set"/>  

                  <xsd: enumeration  value="selective-access"/>  

                  <xsd: enumeration  value="event-notification"/>  

                  <xsd: enumeration  value="action"/> 

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: list>  

      </xsd: simpleType>  

      </xsd: union>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="ObjectName">  

      <xsd: restriction  base="Integer16"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Data-Access-Result">  

      <xsd: restriction  base="xsd: token"> 

         <xsd: enumeration  value="success"/>  

         <xsd: enumeration  value="hardware-fault"/>  

         <xsd: enumeration  value="temporary-failure"/> 

         <xsd: enumeration  value="read-write-denied"/> 

         <xsd: enumeration  value="object-undefined"/> 

         <xsd: enumeration  value="object-class-inconsistent"/>  

         <xsd: enumeration  value="object-unavailable"/>  

         <xsd: enumeration  value="type-unmatched"/>  

         <xsd: enumeration  value="scope-of-access-violated"/>  

         <xsd: enumeration  value="data-block-unavailable"/>  

         <xsd: enumeration  value="long-get-aborted"/>  

         <xsd: enumeration  value="no-long-get-in-progress"/> 

         <xsd: enumeration  value="long-set-aborted"/>  

         <xsd: enumeration  value="no-long-set-in-progress"/> 

         <xsd: enumeration  value="data-block-number-invalid"/>  

         <xsd: enumeration  value="other-reason"/>  

      </xsd: restriction>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Action-Result"> 

      <xsd: restriction  base="xsd: token"> 

         <xsd: enumeration  value="success"/>  

         <xsd: enumeration  value="hardware-fault"/>  

         <xsd: enumeration  value="temporary-failure"/> 

         <xsd: enumeration  value="read-write-denied"/> 

         <xsd: enumeration  value="object-undefined"/> 

         <xsd: enumeration  value="object-class-inconsistent"/>  

         <xsd: enumeration  value="object-unavailable"/>  

         <xsd: enumeration  value="type-unmatched"/>  
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         <xsd: enumeration  value="scope-of-access-violated"/>  

         <xsd: enumeration  value="data-block-unavailable"/>  

         <xsd: enumeration  value="long-action-aborted"/>  

         <xsd: enumeration  value="no-long-action-in-progress"/>  

         <xsd: enumeration  value="other-reason"/>  

      </xsd: restriction>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Invoke-Id-And-Priority">  

      <xsd: restriction  base="Unsigned8"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Long-Invoke-Id-And-Priority">  

      <xsd: restriction  base="Unsigned32"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Cosem-Class-Id">  

      <xsd: restriction  base="Unsigned16"/>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Cosem-Object-Instance-Id">  

      <xsd: restriction  base="xsd: hexBinary">  

         <xsd: length  value="6"/>  

      </xsd: restriction>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Cosem-Object-Attribute-Id">  

      <xsd: restriction  base="Integer8"/> 

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Cosem-Object-Method-Id">  

      <xsd: restriction  base="Integer8"/> 

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Key-Id">  

      <xsd: restriction  base="xsd: token"> 

         <xsd: enumeration  value="global-unicast-encryption-key"/>  

         <xsd: enumeration  value="global-broadcast-encryption-key"/>  

      </xsd: restriction>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Kek-Id">  

      <xsd: restriction  base="xsd: token"> 

         <xsd: enumeration  value="master-key"/>  

      </xsd: restriction>  

   < /xsd: simpleType>  

 

   <xsd: simpleType name="Block-Control"> 

      <xsd: restriction  base="Unsigned8"/>  

   < /xsd: simpleType>  

 

   <xsd: complexType name="Authentication-value">  

      <xsd: choice>  

         <xsd: element  name="charstring"  type="xsd: string"/>  

         <xsd: element  name="bitstring"  type="BitString"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="AARQ-apdu"> 

      <xsd: sequence>  

         <xsd: element  name="protocol-version"  minOccurs="0"> 

            <xsd: simpleType>  

               <xsd: union  memberTypes="BitString">  

               <xsd: simpleType>  

                  <xsd: list>  

                     <xsd: simpleType>  

                        <xsd: restriction  base="xsd: token"> 

                           <xsd: enumeration  value="version1"/>  

                        </xsd: restriction>  

                     </xsd: simpleType>  

                  </xsd: list>  

               </xsd: simpleType>  

               </xsd: union> 

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="application-context-name"  type="Application-context-name"/>  
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         <xsd: element  name="called-AP-title"  minOccurs="0"  type="AP-title"/>  

         <xsd: element  name="called-AE-qualifier"  minOccurs="0"  type="AE-qualifier"/>  

         <xsd: element  name="called-AP-invocation-id"  minOccurs="0"  type="AP-invocation-identifier"/> 

         <xsd: element  name="called-AE-invocation-id"  minOccurs="0"  type="AE-invocation-identifier"/> 

         <xsd: element  name="calling-AP-title"  minOccurs="0"  type="AP-title"/>  

         <xsd: element  name="calling-AE-qualifier"  minOccurs="0"  type="AE-qualifier"/>  

         <xsd: element  name="calling-AP-invocation-id"  minOccurs="0"  type="AP-invocation-identifier"/> 

         <xsd: element  name="calling-AE-invocation-id"  minOccurs="0"  type="AE-invocation-identifier"/> 

         <xsd: element  name="sender-acse-requirements"  minOccurs="0"  type="ACSE-requirements"/>  

         <xsd: element  name="mechanism-name"  minOccurs="0"  type="Mechanism-name"/>  

         <xsd: element  name="calling-authentication-value"  minOccurs="0"  type="Authentication-value"/> 

         <xsd: element  name="implementation-information"  minOccurs="0"  type="Implementation-data"/>  

         <xsd: element  name="user-information"  minOccurs="0"  type="Association-information"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Associate-source-diagnostic">  

      <xsd: choice>  

         <xsd: element  name="acse-service-user">  

            <xsd: simpleType>  

               <xsd: union>  

                  <xsd: simpleType>  

                     <xsd: restriction  base="xsd: token">  

                        <xsd: enumeration  value="null"/>  

                        <xsd: enumeration  value="no-reason-given"/> 

                        <xsd: enumeration  value="application-context-name-not-supported"/>  

                        <xsd: enumeration  value="calling-AP-title-not-recognized"/>  

                        <xsd: enumeration  value="calling-AP-invocation-identifier-not-recognized"/>  

                        <xsd: enumeration  value="calling-AE-qualifier-not-recognized"/>  

                        <xsd: enumeration  value="calling-AE-invocation-identifier-not-recognized"/>  

                        <xsd: enumeration  value="called-AP-title-not-recognized"/>  

                        <xsd: enumeration  value="called-AP-invocation-identifier-not-recognized"/>  

                        <xsd: enumeration  value="called-AE-qualifier-not-recognized"/>  

                        <xsd: enumeration  value="called-AE-invocation-identifier-not-recognized"/>  

                        <xsd: enumeration  value="authentication-mechanism-name-not-recognised"/>  

                        <xsd: enumeration  value="authentication-mechanism-name-required"/>  

                        <xsd: enumeration  value="authentication-failure"/> 

                        <xsd: enumeration  value="authentication-required"/>  

                     </xsd: restriction>  

                  </xsd: simpleType>  

                  <xsd: simpleType>  

                     <xsd: restriction  base="xsd: integer"/> 

                  </xsd: simpleType>  

               </xsd: union> 

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="acse-service-provider">  

            <xsd: simpleType>  

               <xsd: union>  

                  <xsd: simpleType>  

                     <xsd: restriction  base="xsd: token">  

                        <xsd: enumeration  value="null"/>  

                        <xsd: enumeration  value="no-reason-given"/> 

                        <xsd: enumeration  value="no-common-acse-version"/>  

                     </xsd: restriction>  

                  </xsd: simpleType>  

                  <xsd: simpleType>  

                     <xsd: restriction  base="xsd: integer"/> 

                  </xsd: simpleType>  

               </xsd: union> 

            < /xsd: simpleType>  

         </xsd: element>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="AARE-apdu"> 

      <xsd: sequence>  

         <xsd: element  name="protocol-version"  minOccurs="0"> 

            <xsd: simpleType>  

               <xsd: union  memberTypes="BitString">  

               <xsd: simpleType>  

                  <xsd: list>  

                     <xsd: simpleType>  

                        <xsd: restriction  base="xsd: token"> 

                           <xsd: enumeration  value="version1"/>  

                        </xsd: restriction>  
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                     </xsd: simpleType>  

                  </xsd: list>  

               </xsd: simpleType>  

               </xsd: union> 

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="application-context-name"  type="Application-context-name"/>  

         <xsd: element  name="result"  type="Association-result"/>  

         <xsd: element  name="result-source-diagnostic"  type="Associate-source-diagnostic"/>  

         <xsd: element  name="responding-AP-title"  minOccurs="0"  type="AP-title"/>  

         <xsd: element  name="responding-AE-qualifier"  minOccurs="0"  type="AE-qualifier"/> 

         <xsd: element  name="responding-AP-invocation-id"  minOccurs="0"  type="AP-invocation-

identifier"/>  

         <xsd: element  name="responding-AE-invocation-id"  minOccurs="0"  type="AE-invocation-

identifier"/>  

         <xsd: element  name="responder-acse-requirements"  minOccurs="0"  type="ACSE-requirements"/>  

         <xsd: element  name="mechanism-name"  minOccurs="0"  type="Mechanism-name"/>  

         <xsd: element  name="responding-authentication-value"  minOccurs="0"  type="Authentication-

value"/>  

         <xsd: element  name="implementation-information"  minOccurs="0"  type="Implementation-data"/>  

         <xsd: element  name="user-information"  minOccurs="0"  type="Association-information"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="RLRQ-apdu"> 

      <xsd: sequence>  

         <xsd: element  name="reason"  minOccurs="0"  type="Release-request-reason"/>  

         <xsd: element  name="user-information"  minOccurs="0"  type="Association-information"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="RLRE-apdu"> 

      <xsd: sequence>  

         <xsd: element  name="reason"  minOccurs="0"  type="Release-response-reason"/>  

         <xsd: element  name="user-information"  minOccurs="0"  type="Association-information"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="InitiateRequest">  

      <xsd: sequence>  

         <xsd: element  name="dedicated-key"  minOccurs="0"  type="xsd: hexBinary"/> 

         <xsd: element  name="response-allowed"  default="true"  type="xsd: boolean"/>  

         <xsd: element  name="proposed-quality-of-service"  minOccurs="0"  type="Integer8"/>  

         <xsd: element  name="proposed-dlms-version-number"  type="Unsigned8"/>  

         <xsd: element  name="proposed- conformance"  type="Conformance"/>  

         <xsd: element  name="client-max-receive-pdu-size"  type="Unsigned16"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="TypeDescription">  

      <xsd: choice>  

         <xsd: element  name="null-data"  type="NULL"/>  

         <xsd: element  name="array">  

            <xsd: complexType>  

               <xsd: sequence>  

                  <xsd: element  name="number-of-elements"  type="Unsigned16"/>  

                  <xsd: element  name="type-description"  type="TypeDescription"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="structure">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="TypeDescription"  type="TypeDescription"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="boolean"  type="NULL"/>  

         <xsd: element  name="bit-string"  type="NULL"/> 

         <xsd: element  name="double-long"  type="NULL"/>  

         <xsd: element  name="double-long-unsigned"  type="NULL"/>  

         <xsd: element  name="octet-string"  type="NULL"/>  

         <xsd: element  name="visible-string"  type="NULL"/>  

         <xsd: element  name="utf8-string"  type="NULL"/>  

         <xsd: element  name="bcd"  type="NULL"/> 

         <xsd: element  name="integer"  type="NULL"/>  
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         <xsd: element  name="long"  type="NULL"/>  

         <xsd: element  name="unsigned"  type="NULL"/>  

         <xsd: element  name="long-unsigned"  type="NULL"/>  

         <xsd: element  name="long64"  type="NULL"/>  

         <xsd: element  name="long64-unsigned"  type="NULL"/>  

         <xsd: element  name="enum"  type="NULL"/>  

         <xsd: element  name="float32"  type="NULL"/>  

         <xsd: element  name="float64"  type="NULL"/>  

         <xsd: element  name="date-time"  type="NULL"/>  

         <xsd: element  name="date"  type="NULL"/>  

         <xsd: element  name="time"  type="NULL"/>  

         <xsd: element  name="dont-care"  type="NULL"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

    <xsd: complexType name="SequenceOfData">  

        <xsd: choice minOccurs="0"  maxOccurs="unbounded">  

            <xsd: element  name="null-data"  type="NULL"/>  

            <xsd: element  name="array"  type="SequenceOfData"/>  

            <xsd: element  name="structure"  type="SequenceOfData"/>  

            <xsd: element  name="boolean"  type="xsd: boolean"/>  

            <xsd: element  name="bit-string"  type="BitString"/>  

            <xsd: element  name="double-long"  type="Integer32"/>  

            <xsd: element  name="double-long-unsigned"  type="Unsigned32"/>  

            <xsd: element  name="octet-string"  type="xsd: hexBinary"/>  

            <xsd: element  name="visible-string"  type="xsd: string"/> 

            <xsd: element  name="utf8-string"  type="xsd: string"/>  

            <xsd: element  name="bcd"  type="Integer8"/> 

            <xsd: element  name="integer"  type="Integer8"/>  

            <xsd: element  name="long"  type="Integer16"/>  

            <xsd: element  name="unsigned"  type="Unsigned8"/>  

            <xsd: element  name="long-unsigned"  type="Unsigned16"/>  

            <xsd: element  name="compact-array">  

                <xsd: complexType>  

                    <xsd: sequence>  

                        <xsd: element  name="contents-description"  type="TypeDescription"/>  

                        <xsd: element  name="array-contents"  type="xsd: hexBinary"/>  

                    < /xsd: sequence>  

                < /xsd: complexType>  

            < /xsd: element>  

            <xsd: element  name="long64"  type="Integer64"/> 

            <xsd: element  name="long64-unsigned"  type="Unsigned64"/>  

            <xsd: element  name="enum"  type="Unsigned8"/>  

            <xsd: element  name="float32"  type="xsd: float"/> 

            <xsd: element  name="float64"  type="xsd: double"/> 

            <xsd: element  name="date-time">  

                <xsd: simpleType>  

                    <xsd: restriction  base="xsd: hexBinary"> 

                        <xsd: length  value="12"/>  

                    < /xsd: restriction>  

                < /xsd: simpleType>  

            < /xsd: element>  

            <xsd: element  name="date">  

                <xsd: simpleType>  

                    <xsd: restriction  base="xsd: hexBinary"> 

                        <xsd: length  value="5"/>  

                    < /xsd: restriction>  

                < /xsd: simpleType>  

            < /xsd: element>  

            <xsd: element  name="time">  

                <xsd: simpleType>  

                    <xsd: restriction  base="xsd: hexBinary"> 

                        <xsd: length  value="4"/>  

                    < /xsd: restriction>  

                < /xsd: simpleType>  

            < /xsd: element>  

            <xsd: element  name="dont-care"  type="NULL"/>  

        </xsd: choice>  

    </xsd: complexType> 

 

    <xsd: complexType name="Data">  

      <xsd: choice>  

         <xsd: element  name="null-data"  type="NULL"/>  

         <xsd: element  name="array"  type="SequenceOfData"/>  

         <xsd: element  name="structure"  type="SequenceOfData"/>  

         <xsd: element  name="boolean"  type="xsd: boolean"/>  



I EC  TS  62056-9-1 :201 6  © IEC  201 6  – 43  – 

         <xsd: element  name="bit-string"  type="BitString"/>  

         <xsd: element  name="double-long"  type="Integer32"/> 

         <xsd: element  name="double-long-unsigned"  type="Unsigned32"/>  

         <xsd: element  name="octet-string"  type="xsd: hexBinary"/>  

         <xsd: element  name="visible-string"  type="xsd: string"/>  

         <xsd: element  name="utf8-string"  type="xsd: string"/> 

         <xsd: element  name="bcd"  type="Integer8"/>  

         <xsd: element  name="integer"  type="Integer8"/>  

         <xsd: element  name="long"  type="Integer16"/> 

         <xsd: element  name="unsigned"  type="Unsigned8"/>  

         <xsd: element  name="long-unsigned"  type="Unsigned16"/>  

         <xsd: element  name="compact-array">  

            <xsd: complexType>  

               <xsd: sequence>  

                  <xsd: element  name="contents-description"  type="TypeDescription"/>  

                  <xsd: element  name="array-contents"  type="xsd: hexBinary"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="long64"  type="Integer64"/> 

         <xsd: element  name="long64-unsigned"  type="Unsigned64"/>  

         <xsd: element  name="enum"  type="Unsigned8"/> 

         <xsd: element  name="float32"  type="xsd: float"/>  

         <xsd: element  name="float64"  type="xsd: double"/>  

         <xsd: element  name="date-time"> 

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: hexBinary"> 

                  <xsd: length  value="12"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="date">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: hexBinary"> 

                  <xsd: length  value="5"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="time">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: hexBinary"> 

                  <xsd: length  value="4"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="dont-care"  type="NULL"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Parameterized-Access">  

      <xsd: sequence>  

         <xsd: element  name="variable-name"  type="ObjectName"/>  

         <xsd: element  name="selector"  type="Unsigned8"/>  

         <xsd: element  name="parameter"  type="Data"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Block-Number-Access">  

      <xsd: sequence>  

         <xsd: element  name="block-number"  type="Unsigned16"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Read-Data-Block-Access">  

      <xsd: sequence>  

         <xsd: element  name="last-block"  type="xsd: boolean"/> 

         <xsd: element  name="block-number"  type="Unsigned16"/>  

         <xsd: element  name="raw-data"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Write-Data-Block-Access"> 

      <xsd: sequence>  

         <xsd: element  name="last-block"  type="xsd: boolean"/> 

         <xsd: element  name="block-number"  type="Unsigned16"/>  

      </xsd: sequence>  
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   < /xsd: complexType>  

 

   <xsd: complexType name="Variable-Access-Specification">  

      <xsd: choice>  

         <xsd: element  name="variable-name"  type="ObjectName"/>  

         <xsd: element  name="parameterized-access"  type="Parameterized-Access"/> 

         <xsd: element  name="block-number-access"  type="Block-Number-Access"/>  

         <xsd: element  name="read-data-block-access"  type="Read-Data-Block-Access"/>  

         <xsd: element  name="write-data-block-access"  type="Write-Data-Block-Access"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="ReadRequest">  

      <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

         <xsd: element  name="Variable-Access-Specification"  type="Variable-Access-Specification"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="WriteRequest"> 

      <xsd: sequence>  

         <xsd: element  name="variable-access-specification"> 

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Variable-Access-Specification"  type="Variable-Access-

Specification"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="list-of-data">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded"> 

                  <xsd: element  name="Data"  type="Data"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="InitiateResponse"> 

      <xsd: sequence>  

         <xsd: element  name="negotiated-quality-of-service"  minOccurs="0"  type="Integer8"/>  

         <xsd: element  name="negotiated-dlms-version-number"  type="Unsigned8"/>  

         <xsd: element  name="negotiated- conformance"  type="Conformance"/>  

         <xsd: element  name="server-max-receive-pdu-size"  type="Unsigned16"/>  

         <xsd: element  name="vaa-name"  type="ObjectName"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Data-Block-Result">  

      <xsd: sequence>  

         <xsd: element  name="last-block"  type="xsd: boolean"/> 

         <xsd: element  name="block-number"  type="Unsigned16"/>  

         <xsd: element  name="raw-data"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="ReadResponse"> 

      <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

         <xsd: element  name="CHOICE">  

            <xsd: complexType>  

               <xsd: choice> 

                  <xsd: element  name="data"  type="Data"/>  

                  <xsd: element  name="data-access-error"  type="Data-Access-Result"/>  

                  <xsd: element  name="data-block-result"  type="Data-Block-Result"/>  

                  <xsd: element  name="block-number"  type="Unsigned16"/>  

               </xsd: choice>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="WriteResponse">  

      <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

         <xsd: element  name="CHOICE">  

            <xsd: complexType>  

               <xsd: choice> 
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                  <xsd: element  name="success"  type="NULL"/> 

                  <xsd: element  name="data-access-error"  type="Data-Access-Result"/>  

                  <xsd: element  name="block-number"  type="Unsigned16"/>  

               </xsd: choice>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="ServiceError"> 

      <xsd: choice>  

         <xsd: element  name="application-reference">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="time-elapsed"/>  

                  <xsd: enumeration  value="application-unreachable"/>  

                  <xsd: enumeration  value="application-reference-invalid"/>  

                  <xsd: enumeration  value="application-context-unsupported"/>  

                  <xsd: enumeration  value="provider-communication-error"/> 

                  <xsd: enumeration  value="deciphering-error"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="hardware-resource">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="memory-unavailable"/>  

                  <xsd: enumeration  value="processor-resource-unavailable"/>  

                  <xsd: enumeration  value="mass-storage-unavailable"/>  

                  <xsd: enumeration  value="other-resource-unavailable"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="vde-state-error"> 

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="no-dlms- context"/>  

                  <xsd: enumeration  value="loading-data-set"/>  

                  <xsd: enumeration  value="status-nochange"/>  

                  <xsd: enumeration  value="status-inoperable"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="service">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="pdu-size"/> 

                  <xsd: enumeration  value="service-unsupported"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="definition"> 

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="object-undefined"/>  

                  <xsd: enumeration  value="object-class-inconsistent"/>  

                  <xsd: enumeration  value="object-attribute-inconsistent"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="access">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="scope-of-access-violated"/>  

                  <xsd: enumeration  value="object-access-violated"/>  

                  <xsd: enumeration  value="hardware-fault"/> 

                  <xsd: enumeration  value="object-unavailable"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  
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         <xsd: element  name="initiate"> 

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="dlms-version-too-low"/> 

                  <xsd: enumeration  value="incompatible-conformance"/>  

                  <xsd: enumeration  value="pdu-size-too-short"/>  

                  <xsd: enumeration  value="refused-by-the-VDE-Handler"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="load-data-set">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="primitive-out-of-sequence"/>  

                  <xsd: enumeration  value="not-loadable"/>  

                  <xsd: enumeration  value="dataset-size-too-large"/>  

                  <xsd: enumeration  value="not-awaited-segment"/>  

                  <xsd: enumeration  value="interpretation-failure"/>  

                  <xsd: enumeration  value="storage-failure"/>  

                  <xsd: enumeration  value="data-set-not-ready"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="task">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="other"/>  

                  <xsd: enumeration  value="no-remote-control"/>  

                  <xsd: enumeration  value="ti-stopped"/>  

                  <xsd: enumeration  value="ti-running"/>  

                  <xsd: enumeration  value="ti-unusable"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="ConfirmedServiceError">  

      <xsd: choice>  

         <xsd: element  name="initiateError"  type="ServiceError"/>  

         <xsd: element  name="getStatus"  type="ServiceError"/>  

         <xsd: element  name="getNameList"  type="ServiceError"/>  

         <xsd: element  name="getVariableAttribute"  type="ServiceError"/>  

         <xsd: element  name="read"  type="ServiceError"/>  

         <xsd: element  name="write"  type="ServiceError"/>  

         <xsd: element  name="getDataSetAttribute"  type="ServiceError"/>  

         <xsd: element  name="getTIAttribute"  type="ServiceError"/>  

         <xsd: element  name="changeScope"  type="ServiceError"/>  

         <xsd: element  name="start"  type="ServiceError"/>  

         <xsd: element  name="stop"  type="ServiceError"/>  

         <xsd: element  name="resume"  type="ServiceError"/>  

         <xsd: element  name="makeUsable"  type="ServiceError"/>  

         <xsd: element  name="initiateLoad"  type="ServiceError"/>  

         <xsd: element  name="loadSegment"  type="ServiceError"/>  

         <xsd: element  name="terminateLoad"  type="ServiceError"/>  

         <xsd: element  name="initiateUpLoad"  type="ServiceError"/>  

         <xsd: element  name="upLoadSegment"  type="ServiceError"/>  

         <xsd: element  name="terminateUpLoad"  type="ServiceError"/> 

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Notification-Body">  

      <xsd: sequence>  

         <xsd: element  name="data-value"  type="Data"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Data-Notification"> 

      <xsd: sequence>  

         <xsd: element  name="long-invoke-id-and-priority"  type="Long-Invoke-Id-And-Priority"/>  

         <xsd: element  name="date-time"  type="xsd: hexBinary"/>  

         <xsd: element  name="notification-body"  type="Notification-Body"/> 

      </xsd: sequence>  

   < /xsd: complexType>  
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   <xsd: complexType name="UnconfirmedWriteRequest">  

      <xsd: sequence>  

         <xsd: element  name="variable-access-specification"> 

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Variable-Access-Specification"  type="Variable-Access-

Specification"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="list-of-data">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Data"  type="Data"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="InformationReportRequest"> 

      <xsd: sequence>  

         <xsd: element  name="current-time"  minOccurs="0"  type="xsd: dateTime"/>  

         <xsd: element  name="variable-access-specification"> 

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Variable-Access-Specification"  type="Variable-Access-

Specification"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="list-of-data">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Data"  type="Data"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Cosem-Attribute-Descriptor">  

      <xsd: sequence>  

         <xsd: element  name="class-id"  type="Cosem-Class-Id"/>  

         <xsd: element  name="instance-id"  type="Cosem-Object-Instance-Id"/>  

         <xsd: element  name="attribute-id"  type="Cosem-Object-Attribute-Id"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Selective-Access-Descriptor">  

      <xsd: sequence>  

         <xsd: element  name="access-selector"  type="Unsigned8"/>  

         <xsd: element  name="access-parameters"  type="Data"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Request-Normal">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="access-selection"  minOccurs="0"  type="Selective-Access-Descriptor"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Request-Next"> 

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="block-number"  type="Unsigned32"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Cosem-Attribute-Descriptor-With-Selection">  

      <xsd: sequence>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="access-selection"  minOccurs="0"  type="Selective-Access-Descriptor"/>  
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      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Request-With-List">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="attribute-descriptor-list">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Cosem-Attribute-Descriptor-With-Selection"  type="Cosem-Attribute-

Descriptor-With-Selection"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Request">  

      <xsd: choice>  

         <xsd: element  name="get-request-normal"  type="Get-Request-Normal"/> 

         <xsd: element  name="get-request-next"  type="Get-Request-Next"/>  

         <xsd: element  name="get-request-with-list"  type="Get-Request-With-List"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Request-Normal">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="access-selection"  minOccurs="0"  type="Selective-Access-Descriptor"/>  

         <xsd: element  name="value"  type="Data"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="DataBlock-SA"> 

      <xsd: sequence>  

         <xsd: element  name="last-block"  type="xsd: boolean"/> 

         <xsd: element  name="block-number"  type="Unsigned32"/>  

         <xsd: element  name="raw-data"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Request-With- First-Datablock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="access-selection"  minOccurs="0"  type="Selective-Access-Descriptor"/>  

         <xsd: element  name="datablock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Request-With-Datablock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="datablock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Request-With-List">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="attribute-descriptor-list">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Cosem-Attribute-Descriptor-With-Selection"  type="Cosem-Attribute-

Descriptor-With-Selection"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="value-list"> 

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Data"  type="Data"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  
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      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Request-With-List-And- First-Datablock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="attribute-descriptor-list">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Cosem-Attribute-Descriptor-With-Selection"  type="Cosem-Attribute-

Descriptor-With-Selection"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="datablock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Request">  

      <xsd: choice>  

         <xsd: element  name="set-request-normal"  type="Set-Request-Normal"/> 

         <xsd: element  name="set-request-with-first-datablock"  type="Set-Request-With-First-Datablock"/>  

         <xsd: element  name="set-request-with-datablock"  type="Set-Request-With-Datablock"/>  

         <xsd: element  name="set-request-with-list"  type="Set-Request-With-List"/>  

         <xsd: element  name="set-request-with-list-and-first-datablock"  type="Set-Request-With-List-And-

First-Datablock"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="EventNotificationRequest"> 

      <xsd: sequence>  

         <xsd: element  name="time"  minOccurs="0"  type="xsd: hexBinary"/>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="attribute-value"  type="Data"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Cosem-Method-Descriptor">  

      <xsd: sequence>  

         <xsd: element  name="class-id"  type="Cosem-Class-Id"/>  

         <xsd: element  name="instance-id"  type="Cosem-Object-Instance-Id"/>  

         <xsd: element  name="method-id"  type="Cosem-Object-Method-Id"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request-Normal">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-method-descriptor"  type="Cosem-Method-Descriptor"/>  

         <xsd: element  name="method-invocation-parameters"  minOccurs="0"  type="Data"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request-Next-Pblock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="block-number"  type="Unsigned32"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request-With-List">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-method-descriptor-list">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Cosem-Method-Descriptor"  type="Cosem-Method-Descriptor"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="method-invocation-parameters">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Data"  type="Data"/>  

               </xsd: sequence>  

            < /xsd: complexType>  
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         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request-With-First-Pblock"> 

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-method-descriptor"  type="Cosem-Method-Descriptor"/>  

         <xsd: element  name="pblock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request-With-List-And-First-Pblock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="cosem-method-descriptor-list">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Cosem-Method-Descriptor"  type="Cosem-Method-Descriptor"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

         <xsd: element  name="pblock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request-With-Pblock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="pblock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Request">  

      <xsd: choice>  

         <xsd: element  name="action-request-normal"  type="Action-Request-Normal"/> 

         <xsd: element  name="action-request-next-pblock"  type="Action-Request-Next-Pblock"/>  

         <xsd: element  name="action-request-with-list"  type="Action-Request-With-List"/>  

         <xsd: element  name="action-request-with-first-pblock"  type="Action-Request-With-First-Pblock"/>  

         <xsd: element  name="action-request-with-list-and-first-pblock"  type="Action-Request-With-List-

And- First-Pblock"/>  

         <xsd: element  name="action-request-with-pblock"  type="Action-Request-With-Pblock"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Data-Result">  

      <xsd: choice>  

         <xsd: element  name="data"  type="Data"/>  

         <xsd: element  name="data-access-result"  type="Data-Access-Result"/> 

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Response-Normal">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result"  type="Get-Data-Result"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="DataBlock-G">  

      <xsd: sequence>  

         <xsd: element  name="last-block"  type="xsd: boolean"/> 

         <xsd: element  name="block-number"  type="Unsigned32"/>  

         <xsd: element  name="result">  

            <xsd: complexType>  

               <xsd: choice> 

                  <xsd: element  name="raw-data"  type="xsd: hexBinary"/>  

                  <xsd: element  name="data-access-result"  type="Data-Access-Result"/>  

               </xsd: choice>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Response-With-Datablock">  

      <xsd: sequence>  
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         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result"  type="DataBlock-G"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Response-With-List">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Get-Data-Result"  type="Get-Data-Result"/>  

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Get-Response"> 

      <xsd: choice>  

         <xsd: element  name="get-response-normal"  type="Get-Response-Normal"/>  

         <xsd: element  name="get-response-with-datablock"  type="Get-Response-With-Datablock"/>  

         <xsd: element  name="get-response-with-list"  type="Get-Response-With-List"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Response-Normal">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result"  type="Data-Access-Result"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Response-Datablock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="block-number"  type="Unsigned32"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Response-Last-Datablock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result"  type="Data-Access-Result"/>  

         <xsd: element  name="block-number"  type="Unsigned32"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Response-Last-Datablock-With-List"> 

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result">  

            <xsd: simpleType>  

               <xsd: list  itemType="Data-Access-Result"/>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="block-number"  type="Unsigned32"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Response-With-List">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="result">  

            <xsd: simpleType>  

               <xsd: list  itemType="Data-Access-Result"/>  

            < /xsd: simpleType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Set-Response"> 

      <xsd: choice>  

         <xsd: element  name="set-response-normal"  type="Set-Response-Normal"/>  

         <xsd: element  name="set-response-datablock"  type="Set-Response-Datablock"/>  

         <xsd: element  name="set-response-last-datablock"  type="Set-Response-Last-Datablock"/>  
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         <xsd: element  name="set-response-last-datablock-with-list"  type="Set-Response-Last-Datablock-

With-List"/>  

         <xsd: element  name="set-response-with-list"  type="Set-Response-With-List"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Response-With-Optional-Data">  

      <xsd: sequence>  

         <xsd: element  name="result"  type="Action-Result"/>  

         <xsd: element  name="return-parameters"  minOccurs="0"  type="Get-Data-Result"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Response-Normal">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="single-response"  type="Action-Response-With-Optional-Data"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Response-With-Pblock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="pblock"  type="DataBlock-SA"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Response-With-List"> 

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="list-of-responses">  

            <xsd: complexType>  

               <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

                  <xsd: element  name="Action-Response-With-Optional-Data"  type="Action-Response-With-

Optional-Data"/> 

               </xsd: sequence>  

            < /xsd: complexType>  

         </xsd: element>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Response-Next-Pblock">  

      <xsd: sequence>  

         <xsd: element  name="invoke-id-and-priority"  type="Invoke-Id-And-Priority"/>  

         <xsd: element  name="block-number"  type="Unsigned32"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Action-Response">  

      <xsd: choice>  

         <xsd: element  name="action-response-normal"  type="Action-Response-Normal"/>  

         <xsd: element  name="action-response-with-pblock"  type="Action-Response-With-Pblock"/>  

         <xsd: element  name="action-response-with-list"  type="Action-Response-With-List"/> 

         <xsd: element  name="action-response-next-pblock"  type="Action-Response-Next-Pblock"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="ExceptionResponse">  

      <xsd: sequence>  

         <xsd: element  name="state-error">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="service-not-allowed"/>  

                  <xsd: enumeration  value="service-unknown"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  

         <xsd: element  name="service-error">  

            <xsd: simpleType>  

               <xsd: restriction  base="xsd: token">  

                  <xsd: enumeration  value="operation-not-possible"/>  

                  <xsd: enumeration  value="service-not-supported"/> 

                  <xsd: enumeration  value="other-reason"/>  

               </xsd: restriction>  

            < /xsd: simpleType>  

         </xsd: element>  
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      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Get">  

      <xsd: sequence>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Set">  

      <xsd: sequence>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Action">  

      <xsd: sequence>  

         <xsd: element  name="cosem-method-descriptor"  type="Cosem-Method-Descriptor"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Get-With-Selection">  

      <xsd: sequence>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="access-selection"  type="Selective-Access-Descriptor"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Set-With-Selection">  

      <xsd: sequence>  

         <xsd: element  name="cosem-attribute-descriptor"  type="Cosem-Attribute-Descriptor"/>  

         <xsd: element  name="access-selection"  type="Selective-Access-Descriptor"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Specification">  

      <xsd: choice>  

         <xsd: element  name="access-request-get"  type="Access-Request-Get"/> 

         <xsd: element  name="access-request-set"  type="Access-Request-Set"/> 

         <xsd: element  name="access-request-action"  type="Access-Request-Action"/> 

         <xsd: element  name="access-request-get-with-selection"  type="Access-Request-Get-With-

Selection"/>  

         <xsd: element  name="access-request-set-with-selection"  type="Access-Request-Set-With-

Selection"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="List-Of-Access-Request-Specification">  

      <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

         <xsd: element  name="Access-Request-Specification"  type="Access-Request-Specification"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="List-Of-Data"> 

      <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

         <xsd: element  name="Data"  type="Data"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request-Body">  

      <xsd: sequence>  

         <xsd: element  name="access-request-specification"  type="List-Of-Access-Request-Specification"/>  

         <xsd: element  name="access-request-list-of-data"  type="List-Of-Data"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Request">  

      <xsd: sequence>  

         <xsd: element  name="long-invoke-id-and-priority"  type="Long-Invoke-Id-And-Priority"/>  

         <xsd: element  name="date-time"  type="xsd: hexBinary"/>  

         <xsd: element  name="access-request-body"  type="Access-Request-Body"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Response-Get">  

      <xsd: sequence>  
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         <xsd: element  name="result"  type="Data-Access-Result"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Response-Set">  

      <xsd: sequence>  

         <xsd: element  name="result"  type="Data-Access-Result"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Response-Action">  

      <xsd: sequence>  

         <xsd: element  name="result"  type="Action-Result"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Response-Specification">  

      <xsd: choice>  

         <xsd: element  name="access-response-get"  type="Access-Response-Get"/>  

         <xsd: element  name="access-response-set"  type="Access-Response-Set"/>  

         <xsd: element  name="access-response-action"  type="Access-Response-Action"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="List-Of-Access-Response-Specification">  

      <xsd: sequence minOccurs="0"  maxOccurs="unbounded">  

         <xsd: element  name="Access-Response-Specification"  type="Access-Response-Specification"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Response-Body">  

      <xsd: sequence>  

         <xsd: element  name="access-request-specification"  minOccurs="0"  type="List-Of-Access-Request-

Specification"/> 

         <xsd: element  name="access-response-list-of-data"  type="List-Of-Data"/> 

         <xsd: element  name="access-response-specification"  type="List-Of-Access-Response-

Specification"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Access-Response">  

      <xsd: sequence>  

         <xsd: element  name="long-invoke-id-and-priority"  type="Long-Invoke-Id-And-Priority"/>  

         <xsd: element  name="date-time"  type="xsd: hexBinary"/>  

         <xsd: element  name="access-response-body"  type="Access-Response-Body"/> 

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="General-Glo-Ciphering">  

      <xsd: sequence>  

         <xsd: element  name="system-title"  type="xsd: hexBinary"/>  

         <xsd: element  name="ciphered-content"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="General-Ded-Ciphering">  

      <xsd: sequence>  

         <xsd: element  name="system-title"  type="xsd: hexBinary"/>  

         <xsd: element  name="ciphered-content"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Identified-Key">  

      <xsd: sequence>  

         <xsd: element  name="key-id"  type="Key-Id"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Wrapped-Key">  

      <xsd: sequence>  

         <xsd: element  name="kek-id"  type="Kek-Id"/>  

         <xsd: element  name="key-ciphered-data"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Agreed-Key"> 
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      <xsd: sequence>  

         <xsd: element  name="key-parameters"  type="xsd: hexBinary"/> 

         <xsd: element  name="key-ciphered-data"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="Key-Info">  

      <xsd: choice>  

         <xsd: element  name="identified-key"  type="Identified-Key"/> 

         <xsd: element  name="wrapped-key"  type="Wrapped-Key"/>  

         <xsd: element  name="agreed-key"  type="Agreed-Key"/>  

      </xsd: choice>  

   < /xsd: complexType>  

 

   <xsd: complexType name="General-Ciphering">  

      <xsd: sequence>  

         <xsd: element  name="transaction-id"  type="xsd: hexBinary"/> 

         <xsd: element  name="originator-system-title"  type="xsd: hexBinary"/> 

         <xsd: element  name="recipient-system-title"  type="xsd: hexBinary"/>  

         <xsd: element  name="date-time"  type="xsd: hexBinary"/>  

         <xsd: element  name="other-information"  type="xsd: hexBinary"/>  

         <xsd: element  name="key-info"  minOccurs="0"  type="Key-Info"/>  

         <xsd: element  name="ciphered-content"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="General-Signing">  

      <xsd: sequence>  

         <xsd: element  name="transaction-id"  type="xsd: hexBinary"/> 

         <xsd: element  name="originator-system-title"  type="xsd: hexBinary"/> 

         <xsd: element  name="recipient-system-title"  type="xsd: hexBinary"/>  

         <xsd: element  name="date-time"  type="xsd: hexBinary"/>  

         <xsd: element  name="other-information"  type="xsd: hexBinary"/>  

         <xsd: element  name="content"  type="xsd: hexBinary"/> 

         <xsd: element  name="signature"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

   <xsd: complexType name="General-Block-Transfer">  

      <xsd: sequence>  

         <xsd: element  name="block-control"  type="Block-Control"/>  

         <xsd: element  name="block-number"  type="Unsigned16"/>  

         <xsd: element  name="block-number-ack"  type="Unsigned16"/>  

         <xsd: element  name="block-data"  type="xsd: hexBinary"/>  

      </xsd: sequence>  

   < /xsd: complexType>  

 

</xsd: schema>  
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A.2  XML sch em a for th e payl oad  defi n i ti ons 

A.2.1  Devi ceAccess 

<?xml  version="1. 0"  encoding="UTF-8"?>  

<xs: schema  

    xmlns="http: //iec. ch/TC13/2014/schema/DeviceAccess"  

    xmlns: xs="http: //www. w3. org/2001/XMLSchema"  

    xmlns: co="http: //www. dlms. com/COSEMpdu"  

    xmlns: ns1="http: //iec. ch/TC13/2014/schema/DeviceAccess"  

    targetNamespace="http: //iec. ch/TC13/2014/schema/DeviceAccess"  

    elementFormDefault="qualified"  attributeFormDefault="unqualified">  

    <xs: import  namespace="http: //www. dlms. com/COSEMpdu"  schemaLocation="COSEMpdu-GB8. xsd"/>  

    <xs: simpleType name="octetString">  

        <xs: restriction  base="xs: string"/>  

    </xs: simpleType>  

    <xs: simpleType name="Unsigned8"> 

        <xs: restriction  base="xs: unsignedByte"/>  

    </xs: simpleType>  

    <xs: simpleType name="Unsigned16">  

        <xs: restriction  base="xs: unsignedShort"/>  

    </xs: simpleType>  

    <xs: complexType name="errorResult">  

        <xs: sequence>  

            <xs: element  name="ErrorIdent"/> 

            <xs: element  name="ErrorDetail"  minOccurs="0"/>  

        </xs: sequence> 

    </xs: complexType>  

    <xs: complexType name="cosemAccessResult">  

        <xs: choice>  

            <xs: element  name="ACSEResult"  type="co: ACSE-APDU"/>  

            <xs: element  name="XDLMSResult"  type="co: XDLMS-APDU"/>  

            <xs: element  name="ErrorResult"  type="errorResult"/>  

        </xs: choice>  

    </xs: complexType>  

    <xs: complexType name="cosemObjectReference">  

        <xs: sequence>  

            <xs: element  name="ClassId"  type="Unsigned16"/> 

            <xs: element  name="InstanceId"  type="octetString"/>  

        </xs: sequence> 

    </xs: complexType>  

    <xs: complexType name="cosemAccessDesciptor">  

        <xs: choice>  

            <xs: element  name="ACSEDescriptor"  type="co: ACSE-APDU"/>  

            <xs: element  name="XDLMSDescriptor"  type="co: XDLMS-APDU"/>  

        </xs: choice>  

    </xs: complexType>  

    <xs: complexType name="cosemAccess">  

        <xs: sequence>  

            <xs: element  name="CosemAccessDescriptor"  type="cosemAccessDesciptor"/>  

            <xs: element  name="CosemAccessResult"  minOccurs="0"  maxOccurs="unbounded">  

                <xs: complexType>  

                    <xs: complexContent>  

                        <xs: extension  base="cosemAccessResult">  

                            <xs: attribute name="DeviceID"  type="xs: string"/>  

                            <xs: attribute name="Activated"  type="xs: dateTime"/> 

                        </xs: extension>  

                    < /xs: complexContent> 

                < /xs: complexType>  

            < /xs: element>  

        </xs: sequence> 

    </xs: complexType>  

    <xs: complexType name="deviceReference">  

        <xs: attribute name="DeviceID"  type="xs: string"  use="required"/>  

    </xs: complexType>  

    <xs: complexType name="groupReference">  

        <xs: attribute name="GroupID"  type="xs: string"  use="required"/>  

    </xs: complexType>  

    <xs: complexType name="deviceAccess"> 

        <xs: sequence>  

            <xs: element  name="DevicesReferenceList">  

                <xs: complexType>  

                    <xs: choice>  

                        <xs: element  name="DeviceReference"  type="deviceReference"  minOccurs="0"   

                         maxOccurs="unbounded"/>  
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                        <xs: element  name="GroupReference"  type="groupReference"  minOccurs="0"   

                         maxOccurs="unbounded"/>  

                    < /xs: choice>  

                < /xs: complexType>  

            < /xs: element>  

            <xs: element  name="CosemAccessList">  

                <xs: complexType>  

                    <xs: sequence>  

                        <xs: element  name="CosemAccess"  type="cosemAccess"  minOccurs="0"   

                         maxOccurs="unbounded"/>  

                    < /xs: sequence>  

                < /xs: complexType>  

            < /xs: element>  

            <xs: element  name="Activates"  type="xs: dateTime"  minOccurs="0"/>  

            <xs: element  name="Expires"  type="xs: dateTime"  minOccurs="0"/>  

            <xs: element  name="Created"  type="xs: dateTime"  minOccurs="0"/>  

            <xs: element  name="Updated"  type="xs: dateTime"  minOccurs="0"/>  

            <xs: element  name="Priority"  type="xs: unsignedByte"  minOccurs="0"/> 

            <xs: element  name="NotOlderThan"  type="xs: dateTime"  minOccurs="0"/>  

            <xs: element  name="AcceptDataNotification"  type="xs: boolean"  minOccurs="0"/>  

        </xs: sequence> 

        <xs: attribute name="ID"  type="xs: string"  use="optional"/>  

    </xs: complexType>  

    <xs: element  name="DeviceAccess"  type="deviceAccess">  

        <xs: annotation>  

            <xs: documentation>DeviceAccess  provides  access  to Devices  registered  on  the NNAP 

            < /xs: documentation>  

        </xs: annotation>  

    </xs: element>  

</xs: schema>  

 

A.2.2  Devi ceG rou p 

<?xml  version="1. 0"  encoding="UTF-8"?>  

<xs: schema  xmlns: xs="http: //www. w3. org/2001/XMLSchema"  elementFormDefault="qualified"   

 attributeFormDefault="unqualified">  

    <xs: complexType name="deviceReference">  

        <xs: attribute name="DeviceID"  type="xs: string"  use="required"/>  

    </xs: complexType>  

    <xs: complexType name="deviceGroup">  

        <xs: sequence>  

            <xs: element  name="DeviceReference"  type="deviceReference"  minOccurs="0"   

             maxOccurs="unbounded"/> 

        </xs: sequence> 

        <xs: attribute name="GroupID"  type="xs: string"/>  

    </xs: complexType>  

    <xs: complexType name="deviceGroups"> 

        <xs: sequence minOccurs="0"  maxOccurs="unbounded">  

            <xs: element  name="DeviceGroup"  type="deviceGroup"/>  

        </xs: sequence> 

    </xs: complexType>  

    <xs: element  name="DeviceGroups"  type="deviceGroups"/>  

</xs: schema>  

 

A.3  XML Sch em a for com m on  m essag e en velope 

Th i s  XM L s ch e m a i s  u s e d  to  d e fi n e  a  co m m o n  m e s s ag e  e n ve l o p e  ( C M E )  fo r re q u e s t,  
re s po n s e ,  e ve n t  an d  fau l t  m e s s ag e s .   

Th e  XM L S ch e m a fo r  a  co m m o n  m e s s ag e  e n ve l o pe  i s  pro vi d e d  i n  An n e x A o f  I E C  6 1 9 6 8 -
1 0 0 : 2 0 1 3 .  
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A.4 WSDL for i n terface u si n g  SOAP 

Th i s  WS D L i s  u s e d  to  d e fi n e  a  g e n e ri c  i n te rface  u s i n g  S OAP .  Th e  WS D L i s  n o t  s tro n g l y  typ e d  
to  a  s pe ci fi c  ve rb  an d  n o u n  o f  th e  co m m o n  m e s s ag e  e n ve l o p e  ( C M E )  fo r  re q u e s t,  re s p o n s e ,  
e ve n t  an d  fau l t  m e s s ag e s .   

Th e  pro ce d u re  fo r  s tro n g l y type d  WS D L g e n e rati o n  i s  pro vi d e d  i n  An n e x C  o f  I E C  6 1 9 6 8 -
1 0 0 : 2 0 1 3 .  

Th e  WS D L i s  pro vi d e d  by An n e x D  o f  I E C  6 1 9 6 8 - 1 0 0 : 2 0 1 3 .  
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B i bl i o g raph y 

I S O  8 6 0 1 : 2 0 0 4 ,  Data elements and interchange formats – Information interchange –
Representation of dates and times  

I S O /I E C  9 8 3 4- 8 : 2 0 1 4 ,  Information technology – Procedures for the operation of object 
identifier registration authorities – Part 8: Generation of universally unique identifiers (UUIDs) 
and their use in object identifiers  

I E TF R FC  2 6 1 6 ,  Hyper-Text Transport Protocol 1 .1  

I E TF R FC  41 2 2 ,  A Universally Unique Identifier (UUID) URN Namespace  

E xte n s i bl e  M arku p  Lan g u ag e  ( XM L) :  h ttp : //www. w3 . o rg /TR /R E C - xm l  

XM L S ch e m a:  h ttp : //www. w3 . o rg /XM L/S ch e m a 

S i m p l e  Obj e ct  Acce s s  P ro to co l  ( S O AP )  1 . 2 :  h ttp: //www. w3 . o rg /TR /s o ap1 2 - part1 / 

We b  S e rvi ce s  D e s cri p ti o n  Lan g u ag e  ( WS D L)  Ve rs i o n  2 . 0 :  h ttp : //www. w3 . o rg /TR /ws d l 2 0  

 

_____________ 

 

http://www.w3.org/TR/REC-xml
http://www.w3.org/XML/Schema
http://www.w3.org/TR/soap12-part1/
http://www.w3.org/TR/wsdl20
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