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Part 80-1 :  Gu idel ine  to exchanging  information  from  a CDC-based   
data model  using  IEC  60870-5-1 01  or IEC  60870-5-1 04 

 
FOREWORD 

1 )  The  I n ternati ona l  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees) .  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen tal  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonabl e  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsibl e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  app l y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possib l e  i n  thei r nati ona l  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tse l f does  not  provi de  any a ttestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provi de  con form i ty 
assessmen t services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsibl e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l a test ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i ca l  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property d amage  or 
o ther damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct  app l i cati on  of th i s  pub l i cati on .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect  of 
paten t  ri gh ts .  I EC  shal l  not  be  he l d  responsibl e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The  main  task of I EC techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  
speci fication  when  

•  the  requ i red  support cannot be  obtained  for the  publ ication  of an  I n ternational  Standard ,  
despi te  repeated  efforts,  or 

•  the  subject i s  sti l l  under techn ical  development or where,  for any other reason ,  there  i s  the  
fu ture  bu t no  immed iate  possibi l i ty of an  agreement on  an  I n ternational  Standard .  

Techn ical  speci fications  are  subject to  review wi th in  th ree  years  of publ ication  to  decide  
whether they can  be  transformed  i n to  I n ternational  Standards.   

I EC  61 850-80-1 ,  wh ich  i s  a  techn ical  speci fication ,  has  been  prepared  by I EC  techn ical  
commi ttee  57:  Power systems  management and  associated  i n formation  exchange.  
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Th is  second  ed i tion  cancels  and  replaces  the  fi rst ed i tion  publ i shed  i n  2008.  Th is  ed i ti on  
consti tu tes  a  techn ical  revision .  

Th is  ed i tion  i ncludes  the  fol lowing  s ign i fican t techn ical  changes  wi th  respect to  the  previous  
ed i tion :  

a)  I EC  TS  61 850-80-1 : 2008  i s  based  on  the  defin i tions  of I EC  61 850  Ed i tion  1 .  After the  
publ ication  of I EC  TS  61 850-80-1 : 2008  the  standard  series  I EC  61 850  was  updated  to  
Ed i tion  2  (a lmost a l l  parts) ;  

b)  I n  particu lar,  I EC  61 850-7-3:201 0  i n troduces  new Common  Data  Classes  (CDCs)  wh ich  
are  curren tly not mapped  to  I EC  60870-5-1 01  or I EC  60870-5-1 04  in  I EC  61 850-80-
1 : 2008.  Those  new CDCs  are:  ENS,  HST,  VSS,  ENC,  BAC,  ENG,  ORG,  TSG,  CUG,  VSG,  
CSG.  I EC  61 400-25-4,  wh ich  i s  curren tl y being  updated ,  makes  reference  to  I EC  TS  
61 850-80-1 : 2008  and  therefore  needs  to  be  updated  accord ing  to  the  defin i tions  of th is  
second  ed i tion  of I EC  61 850.  The  fol lowing  CDCs are  missing  i n  the  I EC  61 850-80-1 : 2008  
and  have  therefore  been  added  to  th is  new ed i tion  for I EC 61 400-25-4  Ed i tion  2 :  ENS,  
ENC,  ENG,  ORG.  

The  text of th is  techn ical  speci fication  i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

57/1 649/DTS  57/1 726/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  speci fication  can  be  found  in  
the  report on  voting  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  ISO/IEC Di rectives,  Part 2 .  

A l i st  of a l l  parts  of the  I EC  61 850  series,  publ ished  under the  general  ti tl e  Communication 
networks and systems for power utility automation,  can  be  found  on  the  I EC  websi te.  

The  commi ttee  has  decided  that the  conten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  i nd icated  on  the  I EC  websi te  under "h ttp: //webstore. iec.ch"  i n  the  data  
related  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be  

•  transformed  i n to  an  I n ternational  standard ,  

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  ed i tion  of th is  document may be  i ssued  at a  l ater date.  

 

IMPORTANT – The  'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that  i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  shou ld  therefore  print  th is  document using  a  
colour printer.  
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COMMUNICATION  NETWORKS AND  
SYSTEMS FOR POWER UTILITY AUTOMATION  –  

 
Part 80-1 :  Guidel ine to exchanging  information  from  a CDC-based   

data model  using  IEC  60870-5-1 01  or IEC  60870-5-1 04 
 
 
 

1  Scope 

Th is  part of I EC  61 850,  wh ich  i s  a  techn ical  speci fication ,  g i ves  a  gu idel ine  on  how to  
exchange  i n formation  from  a  CDC-based  data  model  (for example  I EC  61 850)  us ing  
I EC  60870-5-1 01  or I EC 60870-5-1 04  between  substation (s)  and  con trol  cen ter(s).  Mostl y 
gu idel ines  for functions  needed  i n  a  substation  gateway device  are  g iven .  

The  goal  of th is  techn ical  speci fication  i s  to  describe  standard ized  mapping  of device-orien ted  
data  models  (for example  I EC  61 850)  wi th  a l ready defined  attribu tes  of CDCs and  services  
(for example  I EC  61 850-7)  on to  the  a l ready defined  ASDUs  and  services  of I EC  60870-5-1 04  
or I EC  60870-5-1 01 .  I t  i s  not the  goal  of th is  techn ical  speci fi cation  to  add  any extensions  to  
publ ished  standards  (for example  I EC  61 850  or I EC  60870-5-1 04  or I EC  60870-5-1 01 ).  

After an  i n troduction  g iving  a  basic description  of the  mapping ,  the  mapping  of the  i n formation  
model  wi th  associated  data  classes,  and  the  mapping  of services  are  described .  Clause  9  
shows how the  mapped  data  and  services  accord ing  to  the  I EC  60870-5-1 04  and  
IEC  60870-5-1 01  protocol  are  marked  (selected)  i n  the  in teroperabi l i ty sheet.  

The  scope  of th is  techn ical  speci fication  i s  to  ach ieve  real -time  exchange  of process  
i n formation  requ i red  for operational  purposes  between  a  substation  using  a  CDC-based  data  
model  (for example  I EC  61 850)   and  (a)  con trol  cen ter(s)  us ing  a  commun ication  l i nk over a  
wide  area  network (WAN)  compl ian t to  the  defin i tions  of I EC  60870-5-1 01  or I EC  60870-5-
1 04.  The  amount of real -time in formation  provided  by the  substation-gateway device  can  vary 
dependent on  the  operational  needs.  Actors  cou ld  be  reg ional  and  nationwide  con trol  cen ters  
that receive  real -time  i n formation  i n  order to  mon i tor and  con trol  geograph ical l y widespread  
processes.  The  described  mapping  can  be  used  for several  fie lds  of appl ication  of power 
u ti l i ti es,  such  as  substations,  hydro  and  wind  power p lan ts,  and  decentral ized  energy 
resources  DER.  The  mapping  i s  based  on  the  defin i tions  of the  IEC  61 850  series  and  
IEC  60870-5-1 04:2006/IEC 60870-5-1 01 :2003.  The  scope  of the  mapped  I EC 60870-5-1 04  
and  I EC  60870-5-1 01  subset i s  g iven  i n  Clause  9 .  

Th is  techn ical  speci fication  focuses  main ly on  defin ing  ru les  and  functions  of a  gateway 
device  as  a  part of the  substation .  However,  the  ru les  and  functions  are  a l so  val id  when  an  
IED  may optional l y be  connected  d i rectly to  a  WAN  compl ian t wi th  I EC  60870-5-1 01  or 
I EC  60870-5-1 04  and  therefore,  the  mapping  has  to  be  done  i ns ide  the  IED.  

To  enable  an  au tomated  database  management approach ,  wh ich  a ims  to  ensure  consistency 
between  the  databases  of substations  and  con trol  cen ters,  the  SCD fi l e  (substation  
configuration  description )  can  be  extended  wi th  I EC  60870-5-1 01 /IEC 60870-5-1 04  speci fic 
i n formation  to  configure  the  61 850  to  1 01 /1 04  gateway.  How the  SCD  fi l e  can  be  extended  i s  
described  i n  Annex A.  

The  extended  substation  configuration  description  (SCD+)  i s  recommended  to  be  used  to  
configure  any gateway i n  a  vendor i ndependent format.  
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2  Normative references  

The  fol lowing  documents  are  referred  to  i n  the  text i n  such  a  way that some  or a l l  of thei r 
con ten t consti tu tes  requ i rements  of th is  document.  For dated  references,  on ly the  ed i tion  
ci ted  appl ies.  For undated  references,  the  l atest ed i tion  of the  referenced  document ( includ ing  
any amendments)  appl ies.  

I EC  60870-5-3,  Telecontrol equipment and systems – Part 5:  Transmission protocols – 
Section 3:  General structure of application data 

I EC  60870-5-4: 1 993,  Telecontrol equipment and systems – Part 5:  Transmission protocols – 
Section 4:  Definition  and coding of application information elements 

I EC  60870-5-5: 1 995,  Telecontrol equipment and systems – Part 5:  Transmission protocols – 
Section 5:  Basic application functions 

I EC  60870-5-1 01 ,  Telecontrol equipment and systems – Part 5-101 : Transmission protocols – 
Companion standard for basic telecontrol tasks 

I EC  60870-5-1 04: 2006,  Telecontrol equipment and systems – Part 5-104: Transmission 
protocols – Network access for IEC 60870-5-101  using standard transport profiles 

I EC  61 850  (a l l  parts),  Communication networks and systems for power utility automation 

I EC  61 850-6,  Communication networks and systems for power utility automation – Part 6:  
Configuration description  language for communication in  electrical substations related to IEDs 

I EC  61 850-7-2: 2003,  Communication networks and systems in  substations – Part 7-2:  Basic 
information and communication structure for substation and feeder equipment – Abstract 
communication service interface (ACSI)  

I EC  61 850-7-2: 201 0,  Communication networks and systems for power utility automation – 
Part 7-2:  Basic information and communication structure for substation and feeder equipment 
– Abstract communication service interface (ACSI)  

I EC  61 850-7-3: 2003,  Communication networks and systems in  substations – Part 7-3:  Basic 
communication structure – Common data  classes 

I EC  61 850-7-3: 201 0,  Communication networks and systems for power utility automation – 
Part 7-3: Basic communication structure – Common data classes 

I EC  61 850-8-1 ,  Communication networks and systems for power utility automation – Part 8-1 : 
Specific communication service mapping (SCSM)  – Mappings to MMS (ISO 9506-1  and 
ISO 9506-2)  and to ISO/IEC 8802-3 

I EEE  754: 2008,  IEEE Standard for Binary Floating-Point Arithmetic 

RFC 2200,  Internet Official Protocol Standards,  Request for Comments 2200 (June 1997)  

3  Abbreviated  terms 

For the  purposes  of th is  document,  the  fol l owing  abbreviated  terms  apply.  

ACSI  Abstract commun ication  service  i n terface  (defined  for example  i n  I EC  61 850-7-2)  

ASDU  Appl ication  service  data  un i t 
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CASDU  Common  address  of ASDU  

CDC Common  data  class  (defined  for example  in  I EC  61 850-7-3)  

CI  Counter i n terrogation  

COT Cause  of transmission  

G I  General  i n terrogation  

GOOSE Generic object orien ted  substation  even t 

HMI  Human  mach ine  i n terface  

I ED  I n tel l i gen t e lectron ic device  

IOA I n formation  object address  

LD  Log ical  device  

LN  Log ical  node  

PI  Process  image  

P/N  Posi tive/negative  

QOI  Qual i fier of i n terrogation  

QDS Qual i ty descriptor 

RFC Request for comments  

S/E  Select/execute  

SCL Substation  configuration  l anguage  (defined  for example  i n  I EC  61 850-6)  

TI  Type  I den ti fication  

TISSUE Techn ical  i ssue  as  part of the  main tenance  process  of I EC  61 850  

WAN  Wide  area  network 

XML Extensible  mark-up  language  

4 The  mapping  archi tecture 

The  mapping  arch i tecture  consists  of fi ve  parts:  

1 )  conceptual  arch i tecture  of a  gateway device  and  associated  use  cases;  

2 )  conceptual  arch i tecture  of an  I ED  d i rectl y connected  to  a  WAN  (optional ) ;  

3)  mapping  of the  i n formation  model ;  

4)  mapping  of the  data  (wh ich  i s  i n  fact part of the  i n formation  model ) ;  

5)  mapping  of the  services.  
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5 Conceptual  arch i tectures   and  associated  use  cases  

5.1  Conceptual  arch itecture  of a  gateway device  

5. 1 . 1  General  

 

Figure  1  – Conceptual  arch itecture  of a  gateway device 

Figure  1  describes  the  conceptual  arch i tecture  of a  gateway device  wi th in  a  substation .  The  
gateway device  i s  decoupl ing  the  I EC  61 850  station  bus  from  the  I EC  60870-5-1 01  or 
I EC  60870-5-1 04  WAN  via  a  process  image  (PI ) .  The  advantage  of th is  approach  i s  that on ly 
services  for con trol  model  i n teraction  need  to  be  mapped .  

The  PI  i s  organ ized  accord ing  the  data  model  of I EC  61 850  (LDs,  LNs,  CDCs).  

The  I EC  61 850  cl ien t/GOOSE subscriber i s  used  to  update  the  PI  wi th  process  data  made 
avai lable  by the  IEDs.  

The  I EC  61 850  server/proxy i s  used  to:   

•  make  process  data  coming  from  remote  devices  avai lable  for I EDs  i nside  the  substation ;  

•  retrieve  the  data  model  for:  

– I EC  61 850  cl ien ts  i ns ide  the  substation  (for example  HMI );  

– I EC  61 850  cl i en ts  ou tside  the  substation  (for example  fu ture  con trol  cen ters) ;  

– existing  con trol  cen ters  using  I EC  60870-5-1 01  or I EC 60870-5-1 04  for WAN  
commun ication  by using  add i tional  services  (for example  SCL extensions  or web  
services).  

IEC  
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The  IEC  60870-5-1 01  or I EC  60870-5-1 04  con trol led  and  con trol l ing  functional i ty makes  use  
of the  attribu tes  of CDCs  i n  a  defined  way to  bu i ld  up  ASDUs  to  commun icate  wi th  con trol  
cen ters  or “devices  on  the  WAN  network“  using  WAN  commun ication  based  on  I EC  60870-5-
1 01  or I EC  60870-5-1 04  ( i nclud ing  redundant connections).  

The  I EC  60870-5-1 01  or I EC  60870-5-1 04  control l i ng  functional i ty i ns ide  the  gateway device  
i s  used  to  connect “devices  on  the  WAN  networkˮ  wi th  I EC  60870-5-1 01  or I EC  60870-5-1 04  
control led  functional i ty to  the  substation .  

The  gateway device  can  optional ly act as  a  “med iatorˮ  between  the  substation  and  a l l  
“devices  on  the  WAN  networkˮ .  When  I EC  60870-5-1 01  or I EC  60870-5-1 04  “dual  mode  
functional i tyˮ  i s  used ,  the  same  ASDUs  are  used  i n  the  mon i tor and  the  con trol  d i rection  on  
the  WAN .  

5.1 .2  Use  case  a)  for a  gateway device  

 

Figure  2  – Use  case  a)  for a  gateway device  

Figure  2  describes  use  case  a)  us ing  a  subset of functions  of the  conceptual  arch i tecture.  
The  I EC  61 850  cl ien t/GOOSE  subscriber i s  used  to  update  the  PI  wi th  process  data  made  
avai lable  by the  IEDs.  

The  I EC  60870-5-1 01  or I EC  60870-5-1 04  control led  functional i ty makes  use  of the  attribu tes  
of CDCs  in  a  defined  way to  bu i l d  up  ASDUs  to  commun icate  wi th  con trol  cen ters   us ing  WAN  
commun ication  based  on  I EC  60870-5-1 01  or I EC  60870-5-1 04  ( includ ing  redundant 
connections).  

IEC  
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5.1 .3  Use  case  b)  for a  gateway device  

 

Figure  3  – Use  case  b)  for a  gateway device  

Figure  3  describes  use  case  b)  using  an  extended  subset of functions  of the  conceptual  
arch i tecture.  

The  I EC  61 850  cl ien t/GOOSE  subscriber i s  used  to  update  the  PI  wi th  process  data  made  
avai lable  by the  I EDs.  

The  I EC  61 850  proxy i s  used  to  retrieve  the  data  model  for I EC  61 850  cl ien ts  i ns ide  the  
substation  (for example  HMI ).  

The  I EC  60870-5-1 01  or I EC  60870-5-1 04  con trol led  functional i ty makes  use  of the  attribu tes  
of CDCs  i n  a  defined  way to  bu i l d  up  ASDUs  to  commun icate  wi th  con trol  cen ters  using  WAN  
commun ication  based  on  IEC  60870-5-1 01  or I EC  60870-5-1 04  ( includ ing  redundant 
connections).  

IEC  
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5.1 .4 Use  case  c)  for a  gateway device  

 

Figure  4  – Use  case  c)  for a  gateway device  

Figure  4  describes  use  case  c)  using  nearly a l l  functions  of the  conceptual  arch i tectu re.  The  
I EC  61 850  cl ien t/GOOSE  subscriber i s  used  to  update  the  PI  wi th  process  data  made  
avai lable  by the  IEDs.  

The  I EC  61 850  server i s  used  to:   

•  make  process  data  coming  from  remote  devices  avai lable  for I EDs  i nside  the  substation ;  

•  retrieve  the  data  model  for:  

– I EC  61 850  cl i en ts  i ns ide  substation  (for example  HMI ) ;  

– existing  con trol  cen ters  using  I EC  60870-5-1 01  or I EC 60870-5-1 04  for WAN  
commun ication  by using  add i tional  services  (for example  SCL extensions  or web  
services).  

The  IEC  60870-5-1 01  or I EC  60870-5-1 04  con trol led  and  con trol l i ng  functional i ty makes  use  
of the  attribu tes  of CDCs  i n  a  defined  way to  bu i ld  up  ASDUs  to  commun icate  wi th  con trol  
centers  or “devices  on  the  WAN  networkˮ  u s ing  WAN  commun ication  based  on  I EC  60870-5-
1 01  or I EC  60870-5-1 04  ( includ ing  redundant connections).  

The  I EC  60870-5-1 01  or I EC  60870-5-1 04  con trol l i ng  functional i ty i ns ide  the  gateway device  
i s  used  to  connect “devices  on  the  WAN  networkˮ  wi th  I EC  60870-5-1 01  or I EC  60870-5-1 04  
con trol led  functional i ty to  the  substation .  

The  gateway device  can  optional l y act as  a  “med iatorˮ  between  the  substation  and  a l l  
“devices  on  the  WAN  network“.  When  I EC  60870-5-1 01  or I EC  60870-5-1 04  “dual  mode  
functional i ty“  i s  used ,  the  same  ASDUs  are  used  i n  the  mon i tor and  the  con trol  d i rection  on  
the  WAN .  

IEC  
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5.2  Conceptual  arch itecture  of an  IED  d irectly connected  to  a  WAN  (optional )  

 

Figure  5  – Conceptual  arch itecture  of an  IED  

Figure  5  shows  the  conceptual  arch i tecture  of an  I ED  wh ich  optional ly may be  connected  
d i rectl y to  a  WAN  compl ien t to  I EC  60870-5-1 04  or I EC  60870-5-1 01 .  However,  the  ru les  and  
functions  defined  for a  gateway device  as  a  part of a  substation  are  a l so  val id  for the  mapping  
i ns ide  an  I ED.  

The  I ED  decouples  the  process  in formation  from  the  I EC  60870-5-1 01  or I EC  60870-5-1 04  
WAN  via  a  process  image  (PI ) .  The  advantage  of th is  approach  i s  that on ly services  for 
control  model  i n teraction  need  to  be  mapped .  

The  PI  i s  organ ized  accord ing  the  data  model  of I EC  61 850  (LDs,  LNs,  CDCs).  

The  I EC  61 850  server/proxy i s  used  to:   

•  make  process  data  coming  from  remote  devices  avai lable  for the  process  connected  to  the  
I ED;  

•  retrieve  the  data  model  for:  

– I EC  61 850  cl i en ts  ou tside  the  substation  (for example  fu ture  con trol  cen ters);  

– existing  con trol  cen ters  using  IEC  60870-5-1 01  or I EC 60870-5-1 04  for WAN  
commun ication  by using  add i tional  services  (for example  SCL extensions  or web  
services).  

The  I EC  60870-5-1 01  or I EC  60870-5-1 04  control led  and  con trol l i ng  functional i ty makes  use  
of the  attribu tes  of CDCs  i n  a  defined  way to  bu i ld  up  ASDUs  to  commun icate  wi th  con trol  
cen ters  or “devices  on  the  WAN  networkˮ  u s ing  WAN  commun ication  based  on  
IEC  60870-5-1 01  or I EC  60870-5-1 04.  

IEC  
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The  I EC  60870-5-1 01  or I EC  60870-5-1 04  con trol l i ng  functional i ty i ns ide  the  I ED  is  used  to  
connect “devices  on  the  WAN  network“  wi th  I EC  60870-5-1 01  or I EC  60870-5-1 04  con trol led  
functional i ty to  the  I ED.  

The  I ED  can  optional ly act as  a  “med iatorˮ  between  the  I ED  and  a l l  “devices  on  the  WAN  
network“ .  When  I EC  60870-5-1 01  or I EC  60870-5-1 04  “dual  mode  functional i tyˮ  i s  used ,  the  
same  ASDUs  are  used  i n  the  mon i tor and  the  con trol  d i rection  on  the  WAN .  

6 Mapping  of a  device-oriented  information  model  to  IEC  60870-5-1 04 or 
IEC  60870-5-1 01  

6.1  General  

The  defined  mapping  for a  device-orien ted  in formation  model  i s  based  on  using  existing  
functional i ties  i n  I EC  60870-5-1 04  or I EC  60870-5-1 01  by using  the  

– common  address  of ASDU  (CASDU),  and  the   

– i n formation  object address  ( IOA)  

to  accommodate  the  device  model  us ing  LD  ( log ical  device)  and  LN  ( log ical  node)  and  
transfer of real -time  i n formation  (data)  us ing  standard ized  ASDUs.  The  same  is  appl icable  for 
the  services  and  the  basic appl ication  functions  in  I EC  60870-5-1 04  or I EC  60870-5-1 01 .  

6.2  Mapping  of a  device-oriented  information  model  reference 

The  device-orien ted  in formation  model  (for example  I EC 61 850)  shal l  be  mapped  to  a  
h ierarch ical  structure.  The  conceptual  mapping  i s  depicted  i n  F igure  6 .  The  device-orien ted  
i n formation  model  ( for example  I EC  61 850)  i s  i n tended  to  be  preserved  when  mapped  to  
I EC  60870-5-1 04  or I EC  60870-5-1 01 .  Th is  especial l y means  that 

– the  server/proxy implements  the  h ierarch ical  device-orien ted  i n formation  model  of,  for 
example,  I EC  61 850  that can  be  retrieved  by the  services  accord ing  to  Clause  8;  

– the  cl ien t implements  the  device-orien ted  i n formation  model  by configuration .  That can  be  
done  i n  d i fferen t ways:  

•  by us ing  the  SCL fi l e,  speci fying  the  implemented  i n formation  model ,  mapping  and  
addressing  detai l s  accord ing  to  the  ru les  i n  I EC  61 850-6;  

•  by other configuration  methods.  

– the  master/cl i en t station  ("con trol l i ng  station")  accesses  the  h ierarch ical  device-orien ted  
i n formation  model  of,  for example,  I EC  61 850  through  the  services  provided  by 
I EC  60870-5-1 04  or I EC  60870-5-1 01  to  exchange  real -time  data.   
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Figure  6  – Mapping  arch itecture  (conceptual )  

6.3  Logical  device  class  mapping  

The  log ical  device  reference  shal l  map  to  the  common  address  of ASDU  (CASDU).   

The  CASDU  may be  structured  or unstructured .  For example,  the  CASDU  may i denti fy the  
station  ID  and  the  l og ical  device  instance  ID .  I t  i s  recommended  to  make  an  addressing  
scheme in  order to  have  un ique  address  for the  speci fic station .  For example,  for smal l  
stations,  one  CASDU  can  be  assigned  for a  station ,  a l l  LD  wi l l  then  have  the  same CASDU.  
For a  l arge  station  several  CASDU  can  be  used  to  i den ti fy each  LD.  The  maximum  number of 
CASDU  for one  l i nk i s  65  534.  

6.4 Logical  node  class  mapping  

The  log ical  node  i nstance  ID  and  data  attribu te  reference  shal l  map  to  the  i n formation  object 
address  ( IOA).  

Al l  attribu tes  of the  LN  class  are  impl i ci tl y defined  and  vis ible.  The  IOA may be  structured  or 
unstructured .  For both  cases,  a  decimal  approach  for defin ing  the  IOA addresses  i s  
recommended .  The  maximum  number of IOA addresses  per CASDU  is  65  536.  

7  Mapping  of the  common  data  classes  (CDC)  

7.1  List  of CDC,  type  Identi fications  and  corresponding  mappings  for IEC  61 850  

Each  common  data  class  consists  of one  or more  data  attribu tes  of a  speci fic data  type.  Each  
data  attribu te  shal l  be  mapped  to  one  speci fic IOA (as  in  6 . 4).  I n  I EC  60870-5-1 04  or 
I EC  60870-5-1 01 ,  each  IOA is  d i rectly re lated  to  a  speci fic ASDU  type  (wi th  or wi thou t time).  
Therefore,  the  CDC is  basical l y mapped  as  i n  Table  1 .  

The  mapping  shown  in  Table  1  shal l  be  considered  as  a  defau l t  mapping  – carefu l l y se lected  
ou t of a  variety of mapping  possib i l i ties.  

IEC  
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The  requ i rements  for the  mapping  of LD, LN  onto  CASDU, IOA can  vary i n  d i fferent fi e lds  of 
appl ication .  The  most su i table  way of mapping  shou ld  be  defined  on  a  u ti l i ty or project basis  
depend ing  on  the  speci fic needs.  CASDU  and  IOA in  I EC  60870-5-1 01  or I EC  60870-5-1 04  
are  j ust numbers  wh ich  have  to  be  un ique  wi th in  one  U ti l i ty/project.  

Table  1  – Mapping  structure  CDC  onto  ASDU  type 

CDCs  defined  i n  IEC  61 850-7-3: 2003  

CDC  (Attribu te  data  types)  ASDU  type  

SPS  S i ng l e  poin t  s tatus  monitor direction  (status) :  

T I<30>  as  even t  

TI<1 >  as  part  of G I  

DPS  Double  poi n t  s tatus  monitor direction  (status) :  

T I<31 >  as  even t  

TI<3>   as  part  of G I  

INS  I n teger status  monitor direction  (status) :  

T I<35>   or TI  <33>   or TI  <30>  as  even t  

TI<1 1 >   or TI<7>   or TI  <1 >  as  part  of G I   

ACT  Protecti on  activati on  i n formation  monitor direction  (status) :  

T I<39>   as  even t  or 

TI<30>  as  even t  

TI<1 >  as  part  of G I  

ACD  D i recti onal  protecti on  acti vati on  I n formation  monitor direction  (status) :  

T I<40>   as  even t  or 

TI<30>  as  even t  

TI<1 >  as  part  of G I  

SEC  Secu ri ty vi o l ati on  coun ti ng  monitor direction  (status) :  

T I<37>   as  even t  or as  part  of CI  

BCR  B i nary coun ter read i ng  monitor direction  (status) :  

T I<37>   as  even t  or as  part  of CI  

MV  Measured  va l ue  monitor direction  (status) :  

T I<36>  o r TI<35>   as  even t 

TI<1 3>  o r TI<1 1 >   as  part  of G I  

CMV  Complex measured  va l ue  monitor direction  (status) :  

T I<36>   or TI<35>   as  even t 

TI<1 3>  o r TI<1 1 >   as  part  of G I  

WYE  Phase  to  g round  re l a ted  measured  val ues  i n  a  
th ree  phase  system  

monitor direction  (status) :  
v i a  CMV  to  

TI<36>  o r TI <35>  as  even t 

TI<1 3>  o r TI <1 1 >  as  part  of G I  

DEL  Phase  to  phase  re l a ted  measured  val ues  i n  a  
th ree  phase  system  

monitor direction  (status) :  
v i a  CMV  to  

TI<36>  o r TI <35>  as  even t 

TI<1 3>  o r TI <1 1 >  as  part  of G I  

SEQ  Sequence  monitor direction  (status) :  
v i a  CMV  to  

TI<36>  o r TI <35>  as  even t 

TI<1 3>  o r TI <1 1 >  as  part  of G I  

HMV  H armon i c val ue  monitor direction  (status) :  
accord i ng  I EC  61 850-7-3 : 2003  

TI<36>   as  even t  

TI<1 3>   as  part  of G I  

accord i ng  I EC  61 850-7-3 : 201 0  

vi a  CMV 

TI<36>   or TI<35>   as  even t 

TI<1 3>  o r TI<1 1 >   as  part  of G I  

HWYE  H armon ic  val ue  for WYE  monitor direction  (status) :  
accord i ng  I EC  61 850-7-3 : 2003  
s im i l ar as  HMV  (Ed . 1 )  to  

TI<36>   as  even t  

TI<1 3>   as  part  of G I  

accord i ng  I EC  61 850-7-3 : 201 0  
s im i l ar as  HMV  (Ed . 2)  to  

TI<36>   or TI<35>   as  even t 

TI<1 3>  o r TI<1 1 >   as  part  of G I  

Copyright International  Electrotechnical  Commission  



I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  – 21  – 

CDCs  defined  i n  IEC  61 850-7-3: 2003  

CDC  (Attribu te  data  types)  ASDU  type  

HDEL  H armon ic  val ue  for DEL  monitor direction  (status) :  
accord i ng  I EC  61 850-7-3 : 2003  
s im i l ar as  HMV  (Ed . 1 )  to  

TI<36>   as  even t  

TI<1 3>   as  part  of G I  

accord i ng  I EC  61 850-7-3 : 201 0  
s im i l ar as  HMV  (Ed . 2)  to  

TI<36>   or TI<35>   as  even t 

TI<1 3>  o r TI<1 1 >   as  part  of G I  

SPC  Con trol l abl e  s i ng l e  poi n t  monitor direction  (status) :  

T I<30>  as  even t  

TI<1 >  as  part  of G I  
control direction  (command) :  

T I<45>  (wi thou t t ime  tag )  or TI<58>  (wi th  t ime  tag )  

DPC  Con trol l ab l e  doubl e  poi n t  monitor direction  (status) :  

T I<31 >  as  even t  

TI<3>  as  part  of G I  
control direction  (command) :  

T I<46>  (wi thou t t ime  tag )  or TI<59>  (wi th  t ime  tag )  

INC  Con trol l able  i n teger status  monitor direction  (status) :  

T I<35>  as  even t  

TI<1 1 >  as  part  of G I  
control direction  (command):  

T I<49>  (wi thou t t ime  tag )  or TI<62>  (wi th  t ime  tag )  

BSC  B i nary con trol l ed  step  pos i ti on  i n formation  monitor direction  (status) :  

T I<32>  as  even t  

TI<5>  as  part  of G I  
control direction  (command) :  

T I<47>  (wi thou t t ime  tag )  or TI<60>  (wi th  t ime  tag )  

ISC  I n teger-con tro l l ed  step  pos i ti on  i n formation  monitor direction  (status) :  

T I<32>  as  even t  

TI<5>  as  part  of G I  
control direction  (setpoint) :  

T I<49>  (wi thou t t ime  tag )  or TI<62>  (wi th  t ime  tag )  

APC  Con trol l ab l e  ana logue  set po i n t  i n formation  monitor direction  (status) :  

T I<36>  as  even t  

TI<1 3>  as  part  of G I  
control direction  (command):  

TI<50>(wi thou t  t ime  tag )  or TI<63>  (wi th  t ime  tag )  

SPG  S i ng l e  po in t  setti ng  control direction  (command) :  

T I<45>  (wi thou t t ime  tag )  or TI<58>  (wi th  t ime  tag )  

ING  I n teger status  setti ng  control direction  (setpoint) :  

T I<49>  (wi thou t t ime  tag )  or TI<62>  (wi th  t ime  tag )  

ASG  Ana l ogue  setti ng  control direction  (setpoint) :  

T I<50>  (wi thou t t ime  tag )  or TI<63>  (wi th  t ime  tag )  

 
 

Addi tional  CDCs  defined  i n  IEC  61 400-25-2  

CDC  (Attribute  data  types)  ASDU  type  

STV  S tatus  val ue  Mapped  vi a  
CDC  I NS  I n teger status  

SPV  Setpoin t  va l ue  Mapped  vi a  
CDC  APC  Control l ab l e  ana logue  set  poi n t  i n formati on  

ALM  Al arm  Mapped  vi a  
CDC  I NS  I n teger status  for Data  Attri bu te  actVal  

CDC  SPC  Con trol l abl e  s i ng l e  po i n t  for Data  Attri bu te  
a lmAck 

CMD  Command  Mapped  vi a  
 CDC  I NC  Control l abl e  i n teger s tatus  

CTE  Even t coun ti ng  Mapped  vi a  
CDC  I NS  I n teger status  
        for DataAttri bu te  actCtVal  
CDC  SPC  Con trol l abl e  s i ng l e  po i n t  
        for DataAttri bu te  manRs   
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Addi tional  CDCs  defined  i n  IEC  61 400-25-2  

CDC  (Attribute  data  types)  ASDU  type  

TMS  State  tim ing  Mapped  vi a  
CDC  SPC  Con trol l abl e  s i ng l e  po i n t  
        for DataAttri bu te  manRs  
CDC  INS  I n teger s tatus  
        for DataAttri bu te  actTmVal  and  
        for DataAttri bu te  o l dTmVal   

TI : =  Type  I d en ti fi cati on  

G I : =  Genera l  I n terrogation  or s tati on  i n terrogati on  

ASDU  TI<1 00>  

C I : =  Coun ter i n terrogation  ASDU  TI<1 01 >  

 

 

Common  data  classes  CURVE,  DPL,  LPL ,CSD  and  SAV from  I EC  61 850-7-3: 2003  and  AST 
(former ASS)  from  IEC 61 400-25-4  cannot be  mapped  to  ASDUs  of I EC  60870-5-1 04  or 
I EC  60870-5-1 01 .  

Addi tional  CDCs  defined  i n  IEC  61 850-7-3: 201 0  

CDC  (Attribu te  data  types)  ASDU  type  

ENS  Enumerated  s tatus  monitor direction  (status) :  

T I<35>  or TI  <30>   

T I<1 1 >  or TI<1 >  as  part  of G I  

HST H istogramm  monitor direction  (status) :  

T I<35>  or TI  <33>   

T I<1 1 >  or TI<7>  as  part  of G I  

ENC  Control lable  enumerated  s tatus  monitor direction  (status) :  

T I<35>  or TI  <30>  

TI<1 1 >  o r TI <1 >  as  part  of G I  
control direction  (command) :  

T I<49>  (wi thou t  t ime  tag )  or TI<62>  (wi th  t ime  tag )   
or 

TI <45>  (wi thou t  time  tag )  or TI <58>  (wi th  time  tag )  

ENG  Enumerated  status  setting   control direction  (setpoint) :  

T I<49>  (wi thou t t ime  tag )  or TI<62>  (wi th  t ime  tag )  
or 
TI <45>  (wi thou t  time  tag )  or TI <58>  (wi th  time  tag )  

BAC Binary control led  analog  process  value  monitor direction  (status) :  

T I<36>  as  even t  

TI<1 3>  as  part  of G I  
control direction  (command) :  

T I<47>  (wi thou t t ime  tag )  or TI<60>  (wi th  t ime  tag )  

CSG  Curve  shape  setting  control direction  (setpoint) :  

T I<50>  (wi thou t t ime  tag )  or TI<63>  (wi th  t ime  tag )  
  

TI : =   Type  I d en ti fi cati on  

G I : =   Genera l  I n terrogation  or s tati on  i n terrogati on  

ASDU  TI  <1 00>  

CI : =   Coun ter i n terrogation  ASDU  TI  <1 01 >  

 

 

The  Common  data  classes  VSS,  ORG,  TSG,  CUG  and  VSG  from  IEC  61 850-7-3:201 0  cannot 
be  mapped  to  ASDUs  of I EC  60870-5-1 04  or I EC  60870-5-1 01 .  

The  mapping  of a l l  CDC’s  defined  for service  tracking  i n  I EC  61 850-7-2 : 201 0  −  CTS,  BTS,  
UTS,  LTS,  GTS,  MTS,  NTS,  and  STS  −  cannot be  mapped  to  I EC  60870-5-1 01  or I EC  60870-
5-1 04.  

NOTE  The  mappi ngs  shown  i n cl ude  the  timestamp  and  are  appl i cabl e  for the  mon i tor i n formati on  i f sen t  as  an  
even t.  I f the  i n formati on  i s  sen t  as  part  of G I  (genera l  i n terrogati on /stati on  i n terrogati on )  or CI  (coun ter 
i n terrogati on ) ,  the  complete  mappi ng  i s  appl i cable ,  apart  from  the  t imestamp.  Al l  G I  and  CI  data  i s  sen t  excl ud ing  a  
t imestamp.  
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7.2  CDC  single  point status  (SPS)  

The  data  attribu tes  of the  common  data  class  SPS  depicted  i n  Table  2  shal l  be  mapped  as  
shown  in  Table  3 .  

Table  2  – CDC:  Sing le  point  status  (SPS)  

SPS  cl ass  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

Data  attribu te  

Status 

stVal  BOOLEAN  ST dchg  TRUE  |  FALSE  M  

q  Qua l i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  val ue  M  

 

The  s ignal  [stVal  +  q  +  t]  shal l  map  to  the  ASDU  TI<30>  "S ing le  poin t i n formation  wi th  time  tag  
CP56Time2a"  as  speci fied  i n  Table  3 .  

Table  3  – CDC:  Sing le  point  status  (SPS)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 SPS  TI<30>  

Attribute  name  Attribu te  type  i n formation   
e l ement  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

stVal  BOOLEAN  S IQ  SPI :  <0>  OFF  =  FALSE  

  <1 >  ON  =  TRUE  

q  Qual i ty va l i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  

 

7.3  CDC  double  point status  (DPS)  

The  data  attribu tes  of the  common  data  class  DPS  depicted  i n  Table  4  shal l  be  mapped  as  
shown  i n  Table  5 .  
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Table  4  – CDC:  Double  point status  (DPS)  

DPS  class  

Attribu te  name  Attribute  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status 

stVal  CODED  ENUM  ST dchg  i n termed iate  state  |  off |  on  | bad  
s tate  

M  

q  Qual i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  M  

 

The  s ignals  [stVal  +  q  +  t  ]  shal l  map  to  the  ASDU  TI<31 >  "Double  poin t i n formation  wi th  time  
tag  CP56Time2a"  as  speci fied  in  Table  5 .  

Table  5  – CDC:  Double  point status  (DPS)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 DPS  TI<31 >  

Attribute  name  Attribu te  type  In formation   
e l ement  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

stVal  CODED  ENUM  D IQ  DPI    

<0>  i n termed iate  s tate  =  i n termed iate-state   

<1 >  d eterm ined  s tate  OFF  =  OFF  

<2>  d eterm ined  s tate  ON  =  ON  

<3>  i n determ inate  =  bad . state   

q  Qual i ty  va l i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  

 

7.4 CDC  integer status  ( INS)  

The  DataAttribu tes  of the  common  data  class  I NS  depicted  i n  Table  6  shal l  be  mapped  as  
shown  i n  Table  7 .  
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Table  6  – CDC:  In teger status  ( INS)  

INS  class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status  

stVal  I NT32  ST 
dchg ,  
d upd  

 M  

q  Qua l i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  M  

configuration,  description  and extension  

u n i ts  Un i t  CF  dchg  See  Annex A of I EC  61 850-7-3: 201 0  O  

 

The  s ignals  [stVal  +  q  +  t]  shal l  map  to  e i ther ASDU  TI<35>  "Measured  value,  scaled  value  

wi th  time  tag  CP56Time2a"  or optional l y ASDU  TI<33>  "B i tstri ng  of 32  b i ts  wi th  time  tag  
CP56Time2a"  as  speci fied  i n  Table  7 .  

For the  specia l  use  case  that the  attribu te  EEHeal th  of a  l og ical  node  wi th  the  CDC INS  
( IEC 61 850-7-4: 2003)  has  to  be  mapped  on to  one  s ing le  status  to  meet the  requ i rements  of 

existing  con trol  cen ter systems,  the  s i gnals  [stVal  +  q  +  t]  shal l  map  to  ASDU  TI<30>  "S ing le  
poin t i n formation  wi th  time  tag  CP56Time2a" .  

The  mapping  of CDC INS  to  ASDU  TI<33>  (binary state  i n formation)  i s  optional .  I t  may be  
used  i f the  value  range  for the  defau l t  mapping  to  ASDU  TI<35>  (scaled  value)  i s  not 
su fficien t.  

I n  I EC  61 850-7-3: 201 0  the  configuration  attribu te  “un i ts”  of type  “Un i t”  was  added  to  the  CDC 
INS.  The  TrgOp  of the  attribu te  “un i ts”  was  defined  as  “dchg”.  Furthermore  the  TrgOp  “dupd”  
was  added  for the  attribu te  “stVal " .  

The  type  “Un i t”  consists  of two  attribu tes  – “S IUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

That means  that optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fluence  on  
the  mapping  of the  value  of stVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  
value  wi th  time  tag  CP56Time2a" .  
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Table  7  – CDC:  Integer status  ( INS)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 I NS  TI  <35>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

 s tVal   I NT32  SVA =  Scal ed  va l ue  SVA     I 1 6<-2 1 5 . . +2 1 5-1 >  
 
           0  map  on  0  

           Va l i d  range  for I NT32  i s  <-2 1 5  … . +2 1 5-1 >  

q  Qual i ty QDS  =  Qual i ty 
descriptor 

val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  | i nva l i d  

 q uesti onabl e  ->  N T 

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrenceof dchg ,  q chg  or d upd  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

I NS  TI<33>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect g roup  
mapping  

 s tVal   I NT32  BS I  =  B i nary s tate  
i n formati on  

BS I : =  32BS1 [1 . . 32 ]<0, 1 >  

q  Qual i ty QDS  =  Qual i ty 
descriptor 

val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  | i nva l i d  

 q uesti onabl e  ->  N T 

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of d chg ,  q chg  or d upd  
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CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

I NS  TI<30>  

Attribute  nme  Attribu te  type  In formation   
e l ement  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

stVal  I NT32  S IQ  s tVal : =  <1 >  ok ->  SPI : =<0>  OFF  =  FALSE  

stVal : =  <3>  Al arm  ->  SPI : =  <1 >  ON  =  TRUE  

q  Qual i ty val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  N T 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of dchg ,  q chg  or d upd  

 

7.5 CDC  protection  activated  information  (ACT)  

The  data  attribu tes  of the  common  data  class  ACT depicted  i n  Table  8  shal l  be  mapped  as  
shown  i n  Table  9 .  

Table  8  – CDC:  Protection  activated  information  (ACT)  

ACT class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status 

general  BOOLEAN  ST dchg  TRUE  |  FALSE  M  

phsA BOOLEAN  ST dchg  TRUE  |  FALSE  O  

phsB  BOOLEAN  ST dchg  TRUE  |  FALSE  O  

phsC BOOLEAN  ST dchg  TRUE  |  FALSE  O  

neu t  BOOLEAN  ST dchg  TRUE  |  FALSE  O  

q  Qua l i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  val ue  M  

 

The  s ignals  [general  +  phsA +  phsB  +  phsC  +  neu t +  q  +  t]  shal l  map  to  the  ASDU  TI<39>  
"Packed  start even ts  of protection  equ ipment wi th  time  tag  CP56Time2a"  or mu l tiple  ASDUs  

TI<30>  "S ing le  poin t i n formation  wi th  time  tag  CP56time  2a”  as  speci fied  i n  Table  9.  
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Table  9  – CDC:  Protection  activated  information  (ACT)  mapping  

a)  Mapping  to  ASDU  TI  <39>  

CDC  class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ACT TI<39>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

general  BOOLEAN  SPE  GS  =  general  start  of operati on : =  BS1 [1 ]<0. . 1 >  

FALSE  =  <0> : =  no  general  s tart  of operati on  

TRUE  =  <1 > : =  general  s tart  of operati on  

phsA BOOLEAN  SPE  SL1  =  s tart  of operati on  phase  L1 : =  BS1 [2 ]<0. . 1 >  

FALSE  =  <0> : =  no  s tart  of operati on  L1  

TRUE  =  <1 > : =  s tart  of operati on  L1   

phsB  BOOLEAN  SPE  SL2  =  s tart  of operati on  phase  L2 : =  BS1 [3]<0. . 1 >  

FALSE  =  <0> : =  no  s tart  of operati on  L2  

TRUE  =  <1 > : =  s tart  of operati on  L2   

phsC  BOOLEAN  SPE  SL3  =  s tart  of operati on  phase  L3 : =  BS1 [4 ]<0. . 1 >  

FALSE  =  <0> : =  no  s tart  of operati on  L3  

TRUE  =  <1 > : =  s tart  of operati on  L3   

neu t BOOLEAN  SPE  S I E  =  s tart  of operati on  I E  (earth  cu rren t)  

FALSE  =  <0> : =  no  s tart  of operati on  I E  

TRUE  =  <1 > : =  s tart  of operati on  I E  

q  Qual i ty QDP  val i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

E I  n ot  u sed : =  set  to  zero  . =  e l apsed  time  val i d  

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrenceof dchg  or qchg t  
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b)  Mapping  to  ASDU  TI<30>  

CDC  class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ACT TI<30>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

general  BOOLEAN  S IQ  SPI  

<0>  OFF  =  FALSE  

<1 >  ON  =  TRUE  

phsA BOOLEAN  S IQ  SPI  

<0>  OFF  =  FALSE  

<1 >  ON  =  TRUE  

phsB  BOOLEAN  S IQ  SPI  

<0>  OFF  =  FALSE  

<1 >  ON  =  TRUE  

phsC  BOOLEAN  S IQ  SPI  

<0>  OFF  =  FALSE  

<1 >  ON  =  TRUE  

neu t BOOLEAN  S IQ  SPI  

<0>  OFF  =  FALSE  

<1 >  ON  =  TRUE  

q  Qual i ty S IQ  val i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  

 

Each  attribu te  maps  to  one  ASDU  TI<30>  "S ing le  poin t i n formation  wi th  time  tag  
CP56Time2a"  as  speci fied  i n  Table  3  using  consecutive  i nd ices:  

IOA n  : =  general  

IOA n+1  : =  phsA (Optional )  

IOA n+2  : =  phsB  (Optional )  

IOA n+3  : =  phsC (Optional )  

IOA n+4  : =  neu t (Optional )  

7.6  CDC  d i rectional  protection  activation  information  (ACD)  

The  data  attribu tes  of the  common  data  class  ACD  depicted  i n  Table  1 0  shal l  be  mapped  as  
shown  in  Table  1 1 .  
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Table  1 0  – CDC:  Protection  activated  information  (ACD)  

ACD  cl ass  

Attribu te  name  Attribu te  type  FC  TrgOp Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  Data  Cl ass  (see  I EC 61 850-7-2 )   

DataAttribute  

status 

general  BOOLEAN  ST d chg  TRUE  |  FALSE  M  

d i rGenera l  ENUMERATED ST d chg  unknown |  forward  |  backward  |  both  M  

phsA BOOLEAN  ST d chg  TRUE  |  FALSE  GC_2(1 )  

d i rPhsA ENUMERATED ST d chg  unknown  |  forward  |  backward  GC_2(1 )  

phsB  BOOLEAN  ST d chg  TRUE  |  FALSE  GC_2(2)  

d i rPhsB  ENUMERATED ST d chg  unknown  |  forward  |  backward  GC_2(2)  

phsC BOOLEAN  ST d chg  TRUE  |  FALSE  GC_2(3)  

d i rPhsC  ENUMERATED ST d chg  unknown  |  forward  |  backward  GC_2(3)  

neu t  BOOLEAN  ST d chg  TRUE  |  FALSE  GC_2(4)  

d i rNeu t  ENUMERATED ST d chg  unknown  |  forward  |  backward  GC_2(4)  

q  Qua l i ty  ST q chg  Qual i ty M  

t  TimeStamp ST  Time  val ue  M  

 

The  s ignals  [general  +  phsA +  phsB  +  phsC  +  neu t +  q  +  t]  shal l  map  to  the  ASDU  TI<40>  
"Packed  ou tpu t ci rcu i t  i n formation  of protection  equ ipment wi th  time  tag  CP56Time2a"  or 

mu l tiple  ASDUs  TI<30>  "S ing le  poin t i n formation  wi th  time  tag  CP56time  2a  as  speci fied  i n  
Table  1 1 .  
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Table  1 1  – CDC:  D irectional  protection  activated  information  (ACD)  mapping  

Without us ing  d i rectional  attribu te  

CDC  class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ACD  TI<40>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

general  BOOLEAN  OCI  GC  =  genera l  command  to  ou tpu t  ci rcu i t: =  BS1 [1 ]<0. . 1 >  

FALSE  =  <0> : =  no  general  command  to  ou tpu t  ci rcu i t  

TRUE  =  <1 > : =  general  command  to  ou tpu t  ci rcu i t  

phsA BOOLEAN  OCI  CL1  =  command  to  ou tpu t  ci rcu i t  phase  L1 : =  BS1 [2 ]<0 . . 1 >  

FALSE  =  <0> : =  no  command  to  ou tpu t  ci rcu i t  phase  L1  

TRUE  =  <1 > : =  command  to  ou tpu t  ci rcu i t  phase  L1   

phsB  BOOLEAN  OCI  CL2  =  command  to  ou tpu t  ci rcu i t  phase  L2 : =  BS1 [3]<0 . . 1 >  

FALSE  =  <0> : =  no  command  to  ou tpu t  ci rcu i t  phase  L2  

TRUE  =  <1 > : =  command  to  ou tpu t  ci rcu i t  phase  L2   

phsC  BOOLEAN  OCI  CL3  =  command  to  ou tpu t  ci rcu i t  phase  L3 : =  BS1 [4]<0 . . 1 >  

FALSE  =  <0> : =  no  command  to  ou tpu t  ci rcu i t  phase  L3  

TRUE  =  <1 > : =  command  to  ou tpu t  ci rcu i t  phase  L3   

q  Qua l i ty  QDP  val i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

E I  not  used : =  set  to  zero: =  e l apsed  time  val i d  

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  
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Use  of d i rectional  attribu te   

CDC  class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ACD  TI<30>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

general  BOOLEAN  S IQ  SPI  

<0>  OFF: =  FALSE  

<1 >  ON : =  TRUE  

phsA BOOLEAN  S IQ  SPI  

<0>  OFF: =  FALSE  

<1 >  ON : =  TRUE  

phsB  BOOLEAN  S IQ  SPI  

<0>  OFF: =  FALSE  

<1 >  ON : =  TRUE  

phsC  BOOLEAN  S IQ  SPI  

<0>  OFF: =  FALSE  

<1 >  ON : =  TRUE  

neu t BOOLEAN  S IQ  SPI  

<0>  OFF: =  FALSE  

<1 >  ON : =  TRUE  

q  Qua l i ty  S IQ  val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  for ob j ect  

 

Each  value  of d i rection  attribu te  maps  to  one  ASDU  TI<30>  "S ing le  poin t i n formation  wi th  time  
tag  CP56Time2a"  as  speci fied  in  Table  3  us ing  consecu tive  i nd ices:  

IOA n  : =  general  +  unknown  
IOA n+1  : =  general  +  forward  
IOA n+2  : =  general  +  backward  
IOA n+3  : =  general  +  both  
IOA n+4  : =  phsA +  unknown  
. .  
 
IOA n+7  : =  phsB  +  unknown  
. .  
 
IOA n+1 0  : =  phsC +  unknown  
. .  
 
IOA n+1 3  : =  neu t +  unknown  
. .  
IOA n+1 5  : =  neu t +  backward  

7.7  CDC  Securi ty violation  counting  (SEC)  

The  data  attribu te  of the  common  data  class  SEC depicted  in  Table  1 2  shal l  be  mapped  as  
shown  i n  Table  1 3 .  
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Table  1 2  – CDC:  Securi ty violation  counting  (SEC)  

SEC  class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Status 

cn t I NT32U  ST dchg   M  

t  TimeStamp ST  Time  val ue  M  

 

The  s ignal  [cn t +  t]  shal l  map  to  the  ASDU  TI<37>  " I n tegrated  totals  wi th  time  tag  
CP56Time2a"  as  speci fied  i n  Table  1 3 .  

Table  1 3  – CDC:  Securi ty violation  counting  (SEC)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

SEC TI<37>  

Attribute  name  Attribu te  type  In formation   
e l ement 

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

cn t I NT32U  BCR Coun ter read i ng  …  I 32  <-231 . . +231 -1 >  

t  T imeStamp  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of d chg  

  BCR- sequence  
notati on  

SQ: =  sequence  number =  set  to  zero  

 CY: =  carry =  set  to  zero  
 CA:=  coun ter was  ad j usted  =  set to  zero  
 I V: =   va l i d i ty  

        g ood  ->  va l i d   

 

7.8  CDC  binary counter reading  (BCR)  

The  data  attribu te  of the  common  data  class  BCR depicted  in  Table  1 4  shal l  be  mapped  as  
shown  i n  Table  1 5.  

Table  1 4  – CDC:  Binary counter read ing  (BCR)  

BCR class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  Data  Cl ass  (see  I EC 61 850-7-2 )   

DataAttribute  

Status 

actVal  I NT1 28  /  I NT64  ST dchg   M  

frVal  I NT1 28  /  I NT64  ST dupd   GC_2(1 )  

frTm  TimeStamp ST  Time  val ue  GC_2(1 )  

q  Qua l i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  val ue  M  

configuration,  description  and extension  

u n i ts  Un i t  CF  dchg  See  Annex A of I EC  61 850-7-3: 201 0  O  
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The  s ignal  [actVal  +  q  +  t]  shal l  map  to  ASDU  TI<37>  " I n tegrated  totals  wi th  time  tag  

CP56Time2a"  wi th  IOA n  and  the  optional  s i gnal  [frVal  +  frTm  +  q ]  shal l  map  to  ASDU  TI<37>  
" I n tegrated  totals  wi th  time  tag  CP56Time2a"  wi th  IOA n+1  as  speci fied  in  Table  1 5.  

The  type  “Un i t”  consists  of two attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

Optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fl uence  on  the  mapping  of the  
value  of actVal  or frVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  
time  tag  CP56Time2a".  

Table  1 5  – CDC:  Binary counter read ing  (BCR)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

BCR TI<37>  

Attribute  name  Attribu te  type  In formation  
element 

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

actVa l  I NT1 28  /  I NT64  BCR =  B i nary Coun ter 
Read ing  

coun ter read i ng    I 32  <-231 . . +231 -1 >  

q  Qual i ty  BCR-sequence  
notati on  

SQ: =  sequence  number =  set to  zero  

 CY: =  carry =  set  to  zero  
 CA: =  coun ter was  ad j usted  =  set  to  zero  
 I V: =   va l i d i ty  

        g ood  ->  va l i d   

t  TimeStamp  CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  

frVal  I NT1 28  /  I NT64  BCR =  B i nary Coun ter 
Read ing  

coun ter read i ng    I 32  <-231 . . +231 -1 >  

frTm  TimeStamp  CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dupd ,  dchg  or qchg  

q  Qual i ty  BCR-sequence  
notati on  

SQ: =  sequence  number =  set to  zero  

 CY: =  carry =  set  to  zero  
 CA: =  coun ter was  ad j usted  =  set to  zero  
 I V: =   va l i d i ty  

        g ood  ->  va l i d   

 

I n  I EC  61 850-7-3: 201 0  the  attribu te  type  of “actVal ”  and  “ frVal ”  have  been  changed  to  INT64.  
The  gateway or proxy shal l  take  the  l east s ign i fican t 31  bi ts  p lus  s ign  extension  of the  value  
for mapping  

7.9  CDC  measured  value  (MV)  

The  data  attribu tes  of the  common  data  class  MV depicted  i n  Table  1 6  shal l  be  mapped  as  
shown  i n  Table  1 7 .  

Copyright International  Electrotechnical  Commission  



I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  – 35  – 

Table  1 6  – CDC:  Measured  value  (MV)  

MV class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

measured attributes 

mag  AnalogueVal ue  MX dchg ,  d upd   M  

q  Qua l i ty  MX qchg  Qual i ty  M  

t  TimeStamp MX  Time  val ue  M  

configuration,  description  and extension 

db  I NT32U  CF  dchg  0  …  1 00  000  O  

un i ts  U n i t  CF  dchg  See  Annex A of 
 I EC  61 850-7-3: 201 0  

O  

sVC Scal edVal ueConfi g  CF  dchg   AC_SCAV 

 

The  s ignal  [mag  +  q  +  t]  shal l  map  to  the  e i ther ASDU  TI<36>  "Measured  value,  short fl oating  

poin t va lue  wi th  time  tage  CP56time2a"  or ASDU  <35>  "Measured  value,  scaled  value  wi th  
time  tag  CP56time2a"  as  speci fied  in  Table  1 7 .  

NOTE  I n  I EC  61 850-7-3 : 201 0  the  tri gger opti on  “dupd ”  was  added  for the  data  a ttri bu te  “mag”  and  the  tri gger 
opti on  “dchg ”  was  added  for the  data  a ttri bu te  “db” .  

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

The  type  “ScaledValueConfig”  consists  of two  attribu tes  – “scaleFactor”  and  “offset” ,  both  
mandatory and  of type  FLOAT32.  

Table  1 7  – CDC:  Measured  value  (MV)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

MV TI<36>  or TI<35>  

Attribute  
name  

Attribu te  type  DAComponent  I n formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  
g roup  mapping  

a)  mag  Ana logueVal ue  mag . f 
FLOAT32  

I EEE  STD  754   R32 . 23{Fraction , Exponent, S i gn }  

b)  mag  Ana logueVal ue  mag . i  
I NT32  

SVA  I 1 6<-2 1 5 . . +2 1 5-1 >  
 
           0  map  on  0  

           Va l i d  range  for I NT32  i s  <-2 1 5  … . +2 1 5-1 >  

q  Qual i ty   QDS  val i d i ty ->  I V 

 good  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  

 

Copyright International  Electrotechnical  Commission  



 –  36  – I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  

E i ther a)  or b)  shal l  be  mapped .  

Optional ly the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  might have  an  i n fluence  on  the  mapping  of the  
value  of mag ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  tag  
CP56Time2a.  

Optional ly “sVC.scaleFactor”  and  “sVC.offset”  wh ich  a lso  m ight have  an  in fluence  on  the  
mapping  of the  value  of mag ,  can  be  mapped  to  ASDU  TI<36>”Measured  value,  short fl oating  
poin t va lue  wi th  time  tag  CP56Time2a”.  

The  optional  configuration  attribu te  "db"  can  be  optional ly set by ASDU  TI<1 1 1 >  "Parameter of 

measured  value,  scaled  value"  or ASDU  TI<1 1 2>  "Parameter of measured  value,  short 
fl oating  poin t va lue"  as  described  in  Clause  8 .  

I f requ i red ,  th is  parameter can  be  reported  as  part of an  i n terrogation  response.  

7.1 0  CDC  complex measured  value  (CMV)  

The  data  attribu tes  of the  common  data  class  CMV depicted  i n  Table  1 8  shal l  be  mapped  as  
shown  in  Table  1 9.  

Table  1 8  – CDC:  Complex measured  value  (CMV)  

CMV class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

measured attributes 

cVal  Vector MX dchg ,  d upd   M  

q  Qual i ty  MX qchg   M  

t  TimeStamp MX   M  

configuration,  description  and extension 

db  I NT32U  CF  dchg  0  …  1 00  000  O  

un i ts  U n i t  CF  dchg  See  Annex A of 
 I EC  61 850-7-3: 201 0  

O  

magSVC Scal edVal ueConfi g  CF  d chg   AC_SCAV 

angSVC Scal edVal ueConfi g  CF  d chg   AC_SCAV 

 

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

The  type  “ScaledValueConfig”  consists  of two  attribu tes  – “scaleFactor”  and  “offset” ,  both  
mandatory and  of type  FLOAT32.  

NOTE  I n  I EC  61 850-7-3 : 201 0  the  tri gger opti on  “dupd ”  was  added  for the  d ata  attri bu te  “cVal ”and  the  tri gger 
opti on  “dchg ”  was  added  for the  data  a ttri bu te  “db” .  

Table  1 9  defines  the  mapping  for data  attribu tes  of common  data  class  CMV.  The  data  

attribu tes  [cVal  +  q  +  t]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  TI<36>  

"Measured  value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a"  or ASDU  TI<35>  
"Measured  value,  scaled  value  wi th  time  tag  CP56Time2a" .  
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Table  1 9  – CDC:  Complex measured  value  (CMV)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

CMV TI<36>  or TI<35>  

Attribute  
name  

Attribu te  type  DAComponent  I n formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  
g roup  mapping  

a)  cVal  Vector cVal .mag . f 
FLOAT32  

I EEE  STD  754   R32 . 23{Fracti on , Exponent, S i gn }  

b)  cVal  Vector cVal .mag . i  
I NT32  

SVA  I 1 6<-21 5 . . +21 5-1 >  
 
           0  map  on  0  

           Va l i d  range  for I NT32  i s  <-2
1 5
 … . +2

1 5
-1 >  

q  Qual i ty   QDS  val i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  N T 

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  for ob j ect  

a)  cVal  Vector cVal . ang . f 
FLOAT32  

I EEE  STD  754   R32 . 23{Fracti on , Exponent, S i gn }  

b)  cVal  Vector cVal . ang . i  
I NT32  

SVA  I 1 6<-2 1 5 . . +2 1 5-1 >  
 
           0  map  on  0  

           Va l i d  range  for I NT32  i s  <-2
1 5
 … . +2

1 5
-1  

q  Qual i ty   QDS  val i d i ty ->  I V 

 g ood  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary time,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  

 

Ei ther a)  or b)  shal l  be  mapped  in  both  cases.  

I f both  attribu tes  (mag  and  ang le)  have  to  be  mapped ,  two  consecu tive  IOA addresses  i s  
recommended  to  be  used .  

IOA n   : =  CMV.cVal .mag . f or CMV.cVal .mag . i  

IOA n+1  : =  CMV.cVal . ang . f or CMV.cVal . ang . i  

Optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fl uence  on  the  mapping  of the  
value  of cVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  tag  
CP56Time2a.  

Optional ly “magSVC.scaleFactor” ,  “magSCV.offset”  and /or “angSVC.scaleFactor” ,  
“angSVC.offset”   wh ich  a l so  migh t have  an  i n fluence  on  the  mapping  of the  value  of cVal ,  can  
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be  mapped  to  ASDU  TI<36>”Measured  value,  short floating  poin t va lue  wi th  time  tag  
CP56Time2a”.  

The  optional  configuration  attribu te  "db"  can  be  optional l y set by ASDU  TI<1 1 1 >  "Parameter of 

measured  value,  scaled  value"  or ASDU  TI<1 1 2>  "Parameter of measured  value,  short 
fl oating  poin t va lue"  as  described  in  Clause  8.  

7.1 1  CDC  Phase  to  ground  related  measured  values  of a  three-phase  system  (WYE)  

The  data  attribu tes  of the  common  data  class  WYE  depicted  i n  Table  20  shal l  be  mapped  as  
mu l tip le  mappings  of the  common  data  Class  CMV as  shown  in  Table  1 9.  

Table  20  – CDC:  Phase to  ground  related  measured  values   
of a  three-phase system  (WYE)  

WYE class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  Data  Class  (see  I EC 61 850-7-2)   

Data  

phsA CMV    GC_1  

phsB  CMV    GC_1  

phsC CMV    GC_1  

neu t  CMV    GC_1  

net CMV    GC_1  

res  CMV    GC_1  

 

Each  present data  attribu te  (of common  data  class  CMV)  shal l  map  to  the  ASDU  TI<36>  

"Measured  value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a"  or ASDU  TI<35>  

"Measured  value,  scaled  value  wi th  time  tag  CP56Time2a" .  S ix ASDUs  of TI<36>  or TI<35>  i s  
recommended  to  be  used  wi th  consecutive  IOA ind ices:  

IOA n  : =  CMV phsA.cVal .mag . f or CMV phsA.cVal .mag . i   

I OA n+1  : =  CMV phsB.cVal .mag . f or CMV phsB.cVal .mag . i   

IOA n+2  : =  CMV phsC.cVal .mag . f or CMV phsC.cVal .mag . i   

IOA n+3  : =  CMV neu t. cVal .mag . f or CMV neu t. cVal .mag . i   

IOA n+4  : =  CMV net. cVal .mag . f or CMV net. cVal .mag . i  

IOA n+5  : =  CMV res.cVal .mag . f or CMV res.cVal .mag . i  

The  amount of used  IOA addresses  i s  dependent on  the  presence  of the  data  attribu tes  of 
CDC WYE.  I f a l l  data  attribu tes  are  present s ix IOA adresses  are  needed  as  shown  i n  the  
example.  

I f both  attribu tes  (mag  and  ang le)  of every present data  attribu te  of type  CMV have  to  be  
mapped ,  two  consecu tive  IOA addresses  shou ld  be  used  for each  present data  attribu te.   

IOA n  : =  CMV phsA.cVal .mag . f or CMV phsA.cVal .mag . i  

IOA n+1  : =  CMV phsA.cVal . ang . f or CMV phsA.cVal . ang . i  

IOA n+2  : =  CMV phsB.cVal .mag . f or CMV phsB.cVal .mag . i  

IOA n+3  : =  CMV phsB.cVal . ang . f or CMV phsB.cVal . ang . i  

IOA n+4  : =  CMV phsC.cVal .mag . f or CMV phsC.cVal .mag . i  

IOA n+5  : =  CMV phsC.cVal . ang . f or CMV phsC.cVal . ang . i  
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IOA n+6  : =  CMV neu t. cVal .mag . f or CMV neu t. cVal .mag . i  

IOA n+7  : =  CMV neu t. cVal . ang . f or CMV neu t. cVal . ang . i  

IOA n+8  : =  CMV net. cVal .mag . f or CMV net. cVal .mag . i  

IOA n+9  : =  CMV net. cVal . ang . f or CMV net. cVal . ang . i  

IOA n+1 0  : =  CMV res.cVal .mag . f or CMV res.cVal .mag . i  

IOA n+1 1  : =  CMV res. cVal . ang . f or CMV res.cVal . ang . f 

The  amount of used  IOA addresses  i s  dependent on  the  presence  of the  data  attribu tes  of 
CDC WYE.  I f a l l  d ata  attribu tes  are  present twelve  IOA adresses  are  needed  as  shown  i n  the  
example.  

The  mapping  of common  data  class  CMV i s  shown  i n  detai l  i n  Table  1 9.  

The  cond i tional  GC_1  means  that at l east one  of the  attribu tes  shal l  be  present for a  g i ven  
instance  of the  DataObject.  

7.1 2  CDC  phase  to  phase  measured  values  of a  three  phase  system  (DEL)  

The  data  attribu tes  of the  common  data  class  DEL  depicted  i n  Table  21  shal l  be  mapped  as  
mu l tip le  mappings  of the  common  data  class  CMV as  shown  i n  Table  1 9.  

Table  21  – CDC:  Phase to  phase  measured  values  of a  three  phase  system  (DEL)  

DEL cl ass  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

Data  

phsAB  CMV    GC_1  

phsBC CMV    GC_1  

phsCA CMV    GC_1  

 

Each  data  present attribu te  (of common  data  class  CMV)  shal l  map  to  the  ASDU  TI<36>  

"Measured  value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a"  or ASDU  TI<35>  

"Measured  value,  scaled  value  wi th  time  tag  CP56Time2a" .  Three  ASDUs of TI<36>  or TI<35>  
i s  recommended  to  be  used  wi th  consecutive  IOA i nd ices:  

IOA n  : =   CMV phsAB.cVal .mag . f or CMV phsAB.cVal .mag . i  

IOA n+1  : =   CMV phsBC.cVal .mag . f or CMV phsBC.cVal .mag . i  

IOA n+2  : =   CMV phsCA.cVal .mag . f or CMV phsCA.cVal .mag . i  

The  amount of used  IOA addresses  i s  dependent on  the  presence  of the  data  attribu tes  of 
CDC DEL.  I f a l l  data  attribu tes  are  present th ree  IOA adresses  are  needed  as  shown  in  the  
example.  

I f both  attribu tes  (mag  and  ang le)  of every present data  attribu te  of attribu te  type  CMV have  
to  be  mapped ,  two  consecu tive  IOA addresses  have  to  be  used  for each  present data  

attribu te.  I n  that case,  s ix ASDUs  of TI<36>  i s  recommended  to  be  used  wi th  consecu tive  IOA 
ind ices:  

IOA n  : =  CMV phsAB.cVal .mag . f or CMV phsAB.cVal .mag . i  

IOA n+1  : =  CMV phsAB.cVal . ang . f or CMV phsAB.cVal . ang . i  

IOA n+2  : =  CMV phsBC.cVal .mag . f or CMV phsBC.cVal .mag . i  
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IOA n+3  : =  CMV phsBC.cVal . ang . f or CMV phsBC.cVal . ang . i  

IOA n+4  : =  CMV phsCA.cVal .mag . f or CMV phsCA.cVal .mag . i  

IOA n+5  : =  CMV phsCA.cVal . ang . f or CMV phsCA.cVal . ang . i  

The  amount of used  IOA addresses  i s  dependent on  the  presence  of the  data  attribu tes  of 
CDC DEL.  I f a l l  data  attribu tes  are  present s i x IOA adresses  are  needed  as  shown  in  the  
example.  

The  mapping  of common  data  class  CMV is  shown  in  detai l  i n  Table  1 9.  

The  cond i tional  GC_1  means  that at l east one  of the  attribu tes  shal l  be  present for a  g i ven  
i nstance  of the  DataObject.  

7.1 3  CDC  sequence (SEQ)  

The  data  attribu tes  of the  common  data  class  SEQ depicted  i n  Table  22  shal l  be  mapped  as  
mu l tip le  mappings  of the  common  data  class  CMV as  shown  i n  Table  1 9.  

Table  22  – CDC:  Sequence (SEQ)  

SEQ class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

Data  

c1  CMV    M  

c2  CMV    M  

c3  CMV    M  

 

Each  data  attribu te  (of common  data  class  CMV)  shal l  map  to  the  ASDU  TI<36>  "Measured  

value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a"  or ASDU  TI<35>  "Measured  

value,  scaled  value  wi th  time  tag  CP56Time2a".  Three  ASDUs of TI<36>  or TI<35>  i s  
recommended  to  be  used  wi th  consecu tive  IOA ind ices:  

IOA n  : =   c1 . cVal .mag . f or CMV c1 . cVal .mag . i   

I OA n+1  : =   c2 . cVal .mag . f or CMV c2. cVal .mag . i   

I OA n+2  : =   c3 . cVal .mag . f or CMV c3. cVal .mag . i   

I f both  attribu tes  (mag  and  ang le)  of every attribu te  of attribu te  type  CMV have  to  be  mapped ,  
two  consecutive  IOA addresses  have  to  be  used  for each  attribu te.  I n  that case,  s i x ASDUs  of 

TI  <36>  i s  recommended  to  be  used  wi th  consecu tive  IOA ind ices:  

IOA n  : =  CMV c1 . cVal .mag . f or CMV c1 . cVal .mag . i  

IOA n+1  : =  CMV c1 . cVal . ang . f or CMV c1 . cVal . ang . i  

IOA n+2  : =  CMV c2 .cVal .mag . f or CMV c2 .cVal .mag . i  

IOA n+3  : =  CMV c2 .cVal . ang . f or CMV c2 .cVal . ang . i  

IOA n+4  : =  CMV c3.cVal .mag . f or CMV c3.cVal .mag . i  

IOA n+5  : =  CMV c3.cVal . ang . f or CMV c3.cVal . ang . i  

The  mapping  of common  data  class  CMV is  shown  in  detai l  i n  Table  1 9.  
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7.1 4 CDC  harmonic value  (HMV)  

7 . 1 4.1  CDC  HMV defined  in  IEC  61 850-7-3: 2003  

The  data  attribu tes  of the  common  data  class  HMV depicted  i n  Table  23  shal l  be  mapped  as  
shown  i n  Table  24.  

Table  23  – CDC:  Harmonic  value  (HMV)  Ed.1  

HMV class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Harmonics and interharmonics 

har ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 M  

Basics 

q  Qua l i ty  MX qchg  Qual i ty  M  

t  TimeStamp MX  Time  va l ue  M  

 

Table  24  defines  the  mapping  for data  attribu tes  of common  data  class  HMV.  The  number of 
"har"  attribu tes  i s  variable  (n :=  0  – numHar).  The  s ignals  [har(n ).mag  +  q  +  t]  shal l  map  to  

I EC  60870-5-1 04  or I EC 60870-5-1 01  ASDU  TI<36>  "Measured  value,  short floating  poin t 
va lue  wi th  time  tag  CP56Time2a".  

Table  24 – CDC:  Harmonic  value  (HMV)  Ed.1  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

HMV TI <36>  

Attribute  
name  

Attribute  type  DAComponent   I n formation  
el ement  

I EC  60870-5-1 04  or IEC  60870-5-1 01  object  
g roup  mapping  

har Vector  har.mag . f 
FLOAT32  

I EEE  STD  754   R32 . 23{Fracti on , Exponent, S i gn }  

q  Qual i ty   QDS  val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of d chg ,  d upd  or qchg  

 

Each  data  attribu te  "har"  (of attribu te  type  Vector)  shal l  map  to  the  ASDU  TI<36>  "Measured  

value,  short fl oating  poin t value  wi th  time  tag  CP56Time2a".  The  amount of ASDUs of TI<36>  
for the  mapping  i s  defined  by the  configuration  attribu te  "numHar" .  The  IOA addresses  for a l l  
necessary ASDUs  i s  recommended  to  be  used  wi th  consecutive  IOA ind ices:  

IOA n  : =  har[0] .mag . f or har[0] .mag . i   

IOA n+1  : =  har[1 ] .mag . f or har[1 ] .mag . i  
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IOA n+numHar:=  har[numHar] .mag . f or har[numHar] .mag . i   

7.1 4.2  CDC  HMV defined  in  IEC  61 850-7-3: 201 0   

The  data  attribu tes  of the  common  data  class  HMV Ed .2  depicted  i n  Table  25  shal l  be  mapped  
via  the  CDC CMV as  shown  i n  Table  1 9.  

Table  25  – CDC:  Harmonic  value  (HMV)  Ed.2  

HMV class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Harmonics and interharmonics 

har ARRAY[0 . . numHar]  OF  
CMV 

MX dchg ,  
d upd  

 M  

 

The  number of "har"  attribu tes  of type  CMV is  variable  (n : =  0  – numHar).  Every data  attribu te  
“har”  shal l  be  mapped  via  the  CDC CMV as  defined  in  7 . 1 0.  Every si gnal  [har(n ). cVal .mag . f +  
har(n ). q  +  har(n ). t  or har(n ). cVal .mag . i  +  har(n ). q  +  har(n) . t]  shal l  map  to  I EC  60870-5-1 04  or 

I EC  60870-5-1 01  ASDU  TI<36>  "Measured  value,  short fl oating  poin t va lue  wi th  time  tag  
CP56Time2a"  or ASDU  TI<35>  “Measured  value,  scaled  value  wi th  time  time  tag  as  shown  i n  
Table  1 9  .  

The  amount of ASDUs  of TI<36>  for the  mapping  i s  defined  by the  configuration  attribu te  
"numHar" .  The  IOA addresses  for a l l  necessary ASDUs  are  recommended  to  be  used  wi th  
consecu tive  IOA ind ices:  

IOA n  : =  har[0] . cVal .mag . f or har[0] . cVal .mag . i   

IOA n+1  : =  har[1 ] .  cVal .mag . f or har[1 ] . cVal .mag . i  

IOA n+numHar:=  har[numHar] . cVal .mag . f or har[numHar] . cVal .mag . i   

7.1 5 CDC  harmonic  value  for WYE (HWYE)  

7. 1 5.1  CDC  WYE (HWYE)  defined  in  IEC  61 850-7-3: 2003  

The  data  attribu tes  of the  common  data  class  HWYE depicted  i n  Table  26  shal l  be  mapped  as  
mu l tip le  mappings  of the  common  data  class  HMV as  shown  i n  Table  24.  
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Table  26  – CDC:  Harmonic value  for WYE (HWYE)  Ed.1  

HWYE class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Harmonics and interharmonics 

phsAHar ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 M  

phsBHar ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

phsCHar ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

neu tHar ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

netHar ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

resHar ARRAY[0 . . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

Basics 

q  Qua l i ty  MX qchg  Qual i ty  M  

t  TimeStamp MX  Time  va l ue  M  

 

Each  used  data  attribu te  of the  CDC WYE (HWYE)  Ed . 1  shal l  be  mapped  i n  the  same way as  
i t  i s  defined  for the  CDC HMV.  

The  mapping  of common  data  class  HMV i s  shown  i n  detai l  i n  Table  24.  

7.1 5.2  CDC  WYE (HWYE)  defined  in  IEC  61 850-7-3: 201 0  

The  data  attribu tes  of the  common  data  class  WYE (HWYE)  Ed .2  depicted  in  Table  27  shal l  
be  mapped  as  mu l tip le  mappings  of the  common  data  class  HMV Ed . 2  as  shown  in  Table  25.  

Table  27  – CDC:  Harmonic  value  for WYE (HWYE)  Ed .2  

HWYE class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Harmonics and interharmonics 

phsAHar ARRAY[0 . . numHar]  OF  
CMV  

MX dchg ,  
d upd  

 M  

phsBHar ARRAY[0 . . numHar]  OF  
CMV  

MX dchg ,  
d upd  

 O  

phsCHar ARRAY[0 . . numHar]  OF  
CMV  

MX dchg ,  
d upd  

 O  

neu tHar ARRAY[0 . . numHar]  OF  
CMV  

MX dchg ,  
d upd  

 O  

netHar ARRAY[0 . . numHar]  OF  
CMV 

MX dchg ,  
d upd  

 O  

resHar ARRAY[0 . . numHar]  OF  
CMV 

MX dchg ,  
d upd  

 O  
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Each  used  data  attribu te  of the  CDC WYE (HWYE)  Ed .2  shal l  be  mapped  i n  the  same way as  
CDC HMV Ed . 2  (shown  in  Table  25)  us ing  mu l tiple  mappings  of CDC CMV as  shown   
i n  Table  1 9.  

7.1 6  CDC  harmonic  value  for DEL (HDEL)  

7 . 1 6.1  CDC  DEL (HDEL)  defined  in  IEC  61 850-7-3: 2003  

The  data  attribu tes  of the  common  data  class  DEL  (HDEL)  Ed . 1  depicted  i n  Table  28  shal l  be  
mapped  as  mu l tip le  mappings  of the  common  data  class  HMV Ed . 1  as  shown  i n  Table  24.  

Table  28  – CDC:  Harmonic value  for DEL (HDEL)  

HDEL class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Harmonics and interharmonics 

phsABHar ARRAY[0. . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 M  

phsBCHar ARRAY[0. . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

phsCAHar ARRAY[0. . numHar]  OF  
Vector  

MX dchg ,  
d upd  

 O  

Basics  

q  Qua l i ty  MX qchg  Qual i ty  M  

t  TimeStamp MX  Time  val ue  M  

 

Each  data  attribu te  of the  CDC DEL (HDEL)  Ed . 1  shal l  be  mapped  i n  the  same  way as  i t  i s  
defined  for the  CDC HMV Ed . 1 .  

The  mapping  of common  data  class  HMV Ed . 1  i s  shown  i n  detai l  i n  Table  24.  

7.1 6.2  CDC  DEL (HDEL)  defined  in  IEC  61 850-7-3: 201 0  

The  data  attribu tes  of the  common  data  class  DEL  (HDEL)  Ed . 2  depicted  in  Table  29  shal l  be  
mapped  as  mu l tip le  mappings  of the  common  data  class  HMV Ed .2  as  shown  in  Table  25.  

Table  29  – CDC:  Harmonic  value  for DEL (HDEL)  Ed .2  

HDEL class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName Inheri ted  from  da ta  cl ass  (see  IEC 61850-7-2)   

DataAttribute  

Harmonics and interharmonics 

phsABHar ARRAY[0 . . numHar]  OF  
CMV  

MX dchg ,  
d upd  

 M  

phsBCHar ARRAY[0. . numHar]  OF  
CMV  

MX dchg ,  
d upd  

 O  

phsCAHar ARRAY[0. . numHar]  OF  
CMV 

MX dchg ,  
d upd  

 O  
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Each  used  data  attribu te  of the  CDC DEL (HDEL)  Ed .2  shal l  be  mapped  i n  the  same  way as  
CDC HMV Ed . 2  (shown  in  Table  25)  us ing  mu l tiple  mappings  of CDC CMV as  shown   
i n  Table  1 9.  

7.1 7  CDC  control lable  s ing le  point (SPC)  

The  data  attribu tes  of the  common  data  class  SPC depicted  i n  Table  30  shal l  be  mapped  as  
shown  in  Table  3  (for the  attribu tes  wi th  the  functional  constrain t ST)  and  Table  31  ( for the  
parameters  for control  services. ) .  

Table  30  – CDC:  Control lable  s ingle  point (SPC)  

SPC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status and control mirror 

ori g i n  Ori g i nator ST   AC_CO_O 

stVal  BOOLEAN  ST d chg  FALSE  |  TRUE  AC_ST 

q  Qua l i ty  ST q chg   AC_ST 

t  TimeStamp ST   AC_ST 

configuration,  description  and extension 

ctlModel  ctlModel s  CF  d chg   M  

parameter for control services 

ctlVal  BOOLEAN   off (FALSE)  |  on  (TRUE)  

 

Table  3  defines  the  mapping  for the  data  attribu tes  wi th  the  functional  constrain t ST [stVal  +  q  
+  t] .  

Table  31  defines  the  mapping  for data  attribu tes  of SPC for the  parameters  for con trol  
services.  

The  data  attribu te  [ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or 

I EC  60870-5-1 01  ASDU  TI<45>  "S ing le  command"  or to  I EC  60870-5-1 04  ASDU  TI<58>  
"S ing le  command  wi th  time  tag  CP56Time2a”.  

I n  I EC  61 850-7-3: 2003  the  parameter for con trol  services  “ctlVal ”  was  defined  wi th  the  
functional  constrain t “CO”  and  the  cond i tion  for attribu te  i nclusion  “AC_CO_M”.  The  TrgOp 
“dchg”  for the  data  attribu te  “ctlModel ”  was  added  in  I EC  61 850-7-3:201 0.  

NOTE  The  a ttri bu tes  T  and  ctlModel  are  defi ned  i n  Cl ause  1 7  of I EC  61 850-7-2 : 2003  or C l ause  20  of I EC  61 850-
7-2 : 201 1 .   
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Table  31  – CDC:  Control lable  s ingle  point  (SPC)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 SPC  TI<45>  (wi thou t t ime  tag )  or TI<58>  (wi th  t ime  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

ctlVal  BOOLEAN  SCO SCS  (S i ng l e  command  s tate)   

<0>  OFF: =  off (FALSE)  

<1 >  ON : =  on  (TRUE)  

 

s impl e  SPC  ->  QU  <0>  n o  add i ti onal  defi n i ti on  

other QU  val ues  are  not u sed  

 

I EC  60870-5-1 04  and  I EC 60870-5-1 01  support  the  
fo l l owing  modes  of the  I EC 61 850  Control  Model  
(ctlModel ) :  

d i rect  control  wi th  normal  securi ty 
d i rect  control  wi th  enhanced  securi ty 

S/E  <0> : =  d i rect  con trol  

SBO control  wi th  enhanced  securi ty 

S/E  <1 > : =  sel ect  and  execu te  

for deta i l s  see  Subcl ause  8 . 8  

ori g i n . orI den t  OCTET STRING64  COT Ori g i nator Add ress: =  U I 8 [9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  a  

                             <1 . . 255> : =  n umber of ori g i nator 
                                               add ress  
 

The  number of ori g i nator add ress  shal l  be  mapped  to  
a ttri bu te  orI den t  (OCTET STRING64).  

NOTE  On l y va l ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va l ue  range.  

ori g i n . orCat ENUMERATED  COT Cause: =  U I 6 [1 . . 6 ]  <0. . 63>  

 

Va l i d  for  parameter for con trol  services  (or FC=CO):  

remote  con trol  <->   acti vati on  <6>  ∗ )  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s tati on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formati on  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma i n tenance          ->  spon taneous  <3>  

a   I f the  attri bu te  ori g i n  does  not exi st  i n  the  CDC the  Ori g i nator Add ress  has  to  be  set  to  <0> : =  defau l t  and  the  
Cause  has  to  be  set  to  “acti vati on ”  <6>.  
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7.1 8  CDC  control lable  double  point  (DPC)  

The  data  attribu tes  of the  common  data  class  DPC depicted  i n  Table  32  shal l  be  mapped  as  
shown  i n  Table  5  (for the  attribu tes  wi th  the  functional  constrain t ST)  and  Table  33  (for the  
parameters  for con trol  services).  

Table  32  – CDC:  Control lable  double  point  (DPC)  

DPC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status and control mirror 

Orig i n  Ori g i nator ST   AC_CO_O 

stVal  CODED  ENUM  ST d chg  i n termed iate-state  |  off |  on  |  bad -state  M  

q  Qua l i ty  ST q chg   M  

t  TimeStamp ST   M  

configuration,  description  and extension  

ctlModel  ctlModel s  CF  d chg   M  

parameter for control services 

ctlVal  BOOLEAN   off (FALSE)  |  on  (TRUE)  

 

Table  5  defines  the  mapping  for data  attribu tes  of DPC wi th  the  functional  constrain t ST [stVal  
+  q  +  t] .  

Table  33  defines  the  mapping  for data  attribu tes  of DPC for the  parameters  for con trol  
services.  

The  data  attribu te  [ctlVal+  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or 

I EC  60870-5-1 01  ASDU  TI<46>  "Double  poin t command"  "  or to  I EC  60870-5-1 04  ASDU  

TI<59>  "Double  command  wi th  time  tag  CP56Time2a.  

I n  I EC  61 850-7-3: 2003  the  parameter for con trol  services  “ctlVal ”  was  defined  wi th  the  
functional  constrain t “CO”  and  the  cond i tion  for attribu te  i nclusion  “AC_CO_M”.  The  TrgOp 
“dchg”  for the  data  attribu te  “ctlModel ”  was  added  i n  I EC  61 850-7-3:201 0.  

NOTE  The  a ttri bu tes  T  and  ctlModel  are  defi ned  i n  Cl ause  1 7  of I EC  61 850-7-2 : 2003  or C l ause  20  of I EC  61 850-
7-2 : 201 1 .  
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Table  33  – CDC:  Control lable  double  point (DPC)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 DPC TI<46>  (wi thou t t ime  tag )  or TI<59>  (wi th  t ime  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

 ctlVal  BOOLEAN  DCO DCS  (Double  command  state)  

<0>  n ot  perm i tted  

<1 >  OFF: =  off (FALSE)  

<2>  ON : =  on  (TRUE)  

<3>  n ot  perm i tted  

s imple  DPC ->  QU  <0>  n o  add i ti ona l  defi n i ti on  

other QU  val ues  may be  used  (see  cl ause  8 . 8)  

I EC  60870-5-1 04  and  I EC  60870-5-1 01  support  the  
fo l l owing  modes  of the  I EC  61 850  Control  Model  
(ctlModel ) :  

d i rect control  wi th  normal  securi ty 

d i rect control  wi th  enhanced  securi ty 

S/E  <0> : =  d i rect  con trol  

SBO control  wi th  enhanced  securi ty 

S/E  <1 > : =  sel ect  and  execu te  

for d eta i l s  see  Subcl ause  8 . 8  

ori g i n . orI den t  OCTET STRING64  COT Ori g i nator Add ress: =  U I 8 [9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  

                             <1 . . 255> : =  n umber of ori g i nator 
                                               add ress  

The  number of ori g i nator add ress  sha l l  be  mapped  to  
a ttri bu te  orI den t  (OCTET STRING64).  

NOTE  On l y va l ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va l ue  range.  

ori g i n . orCat ENUMERATED  COT Cause: =  U I 6 [1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services  (or FC  =  CO):  

remote  con trol  <->   acti vati on  <6>  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s tati on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formation  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma i n tenance          ->  spon taneous  <3>  

 

7.1 9  CDC  control lable  in teger status  ( INC)  

The  data  attribu tes  of the  common  data  class  INC depicted  i n  Table  34  shal l  be  mapped  as  
shown  in  Table  7  (for the  attribu tes  wi th  the  functional  constrain t ST)  and  Table  35  (for the  
parameters  for control  services).  

Copyright International  Electrotechnical  Commission  



I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  – 49  – 

Table  34 – CDC:  Control lable  in teger status  ( INC)  

INC  cl ass  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status and control mirror 

Ori g i n  Ori g i nator ST   AC_CO_O 

stVal  I NT32  ST dchg   M  

q  Qual i ty ST q chg   M  

t  TimeStamp ST   M  

configuration,  description  and extension  

ctlModel  ctlModel s  CF  d chg   M  

un i ts  Un i t  CF  d chg  See  Annex A of 
 I EC  61 850-7-3: 201 0  

O  

parameter for control services 

ctlVal  I NT32    

 

Table  7  defines  the  mapping  for data  attribu tes  of INC  wi th  the  functional  constrain t ST [stVal  
+  q  +  t] .  

Table  35  defines  the  mapping  for data  attribu tes  of I NC for the  parameters  for con trol  
services.  

The  data  attribu te  [ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or  

I EC  60870-5-1 01  ASDU  TI<49>  "Set poin t command ,  scaled  value"  or to  I EC  60870-5-1 04  

ASDU  TI<62>  "Set poin t command ,  scaled  value  wi th  time  tag  CP56Time2a".  

I n  I EC  61 850-7-3: 2003  the  parameter for con trol  services  “ctlVal ”  was  defined  wi th  the  
functional  constrain t “CO”  and  the  cond i tion  for attribu te  i nclusion  “AC_CO_M”.  The  TrgOp 
“dchg”  for the  data  attribu te  “ctlModel ”  was  added  i n  I EC  61 850-7-3:201 0.  

NOTE  The  a ttri bu tes  T  and  ctlModel  are  defi ned  i n  Cl ause  1 7  of I EC  61 850-7-2 : 2003  or C l ause  20  of I EC  61 850-
7-2 : 201 1 .  

I n  I EC  61 850-7-3: 201 0  the  configuration  attribu te  “un i ts”  of type  “Un i t”  was  added  to  the  CDC 
INC.  The  TrgOp  of the  attribu te  “un i ts”  was  defined  as  “dchg”.  Furthermore  the  TrgOp “dupd”  
was  added  for the  attribu te  “stVal " .  

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tipl ier”  (as  
optional ) ,  both  of type  ENUMERATED.  

Optional ly the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  might have  an  i n fluence  on  the  mapping  of the  
value  of stVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  tag  
CP56Time2a"  
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Table  35  – CDC:  Control lable  integer status  (INC)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 I NC  TI<49>  (wi thou t t ime  tag )  or TI<62>  (wi th  t ime  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

 ctlVal  I NT32  SVA SVA …  I 1 6  <-21 5. . +21 5-1 >  
 

s impl e  I NC ->  QU  <0>  n o  add i ti onal  defi n i ti on  
other QU  val ues  are  not u sed  
 
I EC  60870-5-1 04  and  I EC  60870-5-1 01  support  the  
fo l l owing  modes  of the  I EC 61 850  Control  Model  
(ctlModel ) :  
di rect  control  wi th  normal  securi ty 
d i rect  control  wi th  enhanced  securi ty 

S/E  <0> : =  d i rect  con trol  

SBO control  wi th  enhanced  securi ty 

S/E  <1 > : =  sel ect  and  execu te  

for deta i l s  see  Subcl ause  8 . 8  

orig in . orIdent OCTET STRING64 COT Orig i nator Add ress : =  U I 8 [9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  * )  

                             <1 . . 255> : =  number of ori g i nator 
                                               ad d ress  

The  number of ori g i nator add ress  shal l  be  mapped  to  
attri bu te  orI den t  (OCTET STRING64).  

NOTE  On l y va l ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va l ue  range.  

orig in . orCat ENUMERATED COT Cause: =  U I 6[1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services  (or FC=CO):  

remote  con trol  <->   acti vati on  <6>  ∗ )  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s tati on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formation  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma i n tenance          ->  spon taneous  <3>  

* )   NOTE  I f the  attri bu te  ori g i n  i s  not  exi sti ng  i n  the  CDC  the  Ori g i nator Add ress  has  to  be  set  to  <0> : =  defau l t  
and  the  Cause  has  to  be  set  to  “acti vati on ”  <6> .  

 

7.20  CDC  binary control led  step  position  information  (BSC)  

The  data  attribu tes  of the  common  data  class  BSC depicted  i n  Table  36  shal l  be  mapped  as  
shown  i n  Table  37  (for the  attribu tes  wi th  the  functional  constrain t ST)  and  Table  38  (for the  
parameters  for con trol  services).  
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Table  36  – CDC:  Binary control led  step  position  information  (BSC)  

BSC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status and control mirror 

ori g i n  Ori g i nator ST   AC_CO_O 

valWTr Va lWi thTrans  ST d chg   AC_ST 

q  Qua l i ty  ST q chg   AC_ST 

t  TimeStamp ST   AC_ST 

Configuration,  description  and extension  

ctlModel  ctlModel s  CF  d chg   M  

parameter for control services 

ctlVal  CODED  ENUM   s top  |  l ower |  h i gher |  reserved  

 

Table  37  defines  the  mapping  for data  attribu tes  of BSC wi th  the  functional  constrain t ST.  The  
data  attribu tes  [valWTr +  q  +  t] .  shal l  map  to  I EC  60870-5-1 04  or  I EC 60870-5-1 01  ASDU  

TI<32>  "Step  posi tion  i n formation  wi th  time  tag  CP56Time2a".  

Table  38  defines  the  mapping  for data  attribu tes  of BSC for the  parameters  for con trol  
services.  

The  data  attribu te  [ctlVal  +  orig in ]  or [ctlVal  +orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or 

I EC  60870-5-1 01  ASDU  TI<47>  "Regu lating  step  command"  or to  I EC  60870-5-1 04  ASDU  

TI<60>  "Regu lating  step  command  wi th  time  tag  CP56Time2a".  

I n  I EC  61 850-7-3: 2003  the  parameter for con trol  services  “ctlVal ”  was  defined  wi th  the  
functional  constrain t “CO”  and  the  cond i tion  for attribu te  i nclusion  “AC_CO_M”.  The  TrgOp 
“dchg”  for the  data  attribu te  “ctlModel ”  was  added  in  I EC  61 850-7-3:201 0.  

NOTE  The  attri bu te  T  and  ctlModel  are  defi ned  i n  C l ause  1 7  of I EC  61 850-7-2 : 2003  or C lause  20  of I EC  61 850-7-
2 : 201 1 .   
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Table  37  – CDC:  Binary control led  step  position  information  (BSC)  mapping   
of data  attributes  of the  functional  constraint  ST 

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

BSC TI<32>  

Attribute  
name  

Attribu te  type  DAComponent  I n formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  
g roup  mapping  

valWTr Va lWi thTrans  valWTr. posVal  
I NT8  

VTI  Va l ue   I 7  <-64  … +63>  

  va lWTr. transI nd  
BOOLEAN  

VTI  Transi en t  BS1 [8 ]  

<0>  equ i pmen t  i s  n ot i n  transi en t  state: =  FALSE  

<1 >  eq u i pmen t i s  i n  transi en t  state : =  TRUE  

q  Qual i ty   QDS  val i d i ty ->  I V 

 good  |  i nva l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  o  f d chg  or qchg  
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Table  38  – CDC:  Binary control led  step  position  information  (BSC)  mapping  
of data  attributes  of the  functional  constraint  CO 

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 BSC  TI<47>  (wi thou t t ime  tag )  or TI<60>  (wi th  t ime  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

 ctlVal  CODED  ENUM  RCO RCS  Regu l ati ng  s tep  command  s tate  

<0>  n ot  perm i tted  

<1 >  n ext  s tep  LOWER:=  l ower 

<2>  n ext  s tep  H IGHER: =  h i gher 

<3>  n ot  perm i tted  

s imple  BSC ->  QU  <0>  n o  add i ti onal  defi n i ti on  

other QU  val ues  are  not u sed  

I EC  60870-5-1 04  and  I EC  60870-5-1 01  support  the  
fo l l owing  modes  of the  I EC 61 850  Control  Model  
(ctlModel ) :  

di rect  control  wi th  normal  securi ty 
d i rect  control  wi th  enhanced  securi ty 

S/E  <0> : =  d i rect  con trol  

SBO control  wi th  enhanced  securi ty 

S/E  <1 > : =  sel ect  and  execu te  

for deta i l s  see  Subcl ause  8 . 8  

ori g i n . orI den t  OCTET STRING64  COT Ori g i nator Add ress: =  U I 8 [9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  

                             <1 . . 255> : =  n umber of ori g i nator 
                                               add ress  

The  number of ori g i nator add ress  sha l l  be  mapped  to  
a ttri bu te  orI den t  (OCTET STRING64).   

NOTE  On l y va l ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va l ue  range.  

ori g i n . orCat ENUMERATED  COT Cause: =  U I 6 [1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services  (or FC=CO):  

remote  con trol  <->   acti vati on  <6>  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s tati on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formation  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma i n tenance          ->  spon taneous  <3>  

 

7.21  CDC  integer-control led  step  position  information  ( ISC)  

The  data  attribu tes  of the  common  data  class  I SC  depicted  in  Table  39  shal l  be  mapped  as  
shown  i n  Table  37  (for the  attribu tes  wi th  the  functional  constrain t ST)  and  Table  40  (for the  
parameters  for con trol  services).  
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Table  39  – CDC:  Integer-control led  step  position  information  ( ISC)  

ISC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status and control mirror 

ori g i n  Ori g i nator ST   AC_CO_O 

valWTr Va lWi thTrans  ST d chg   AC_ST 

q  Qua l i ty  ST q chg   AC_ST 

t  TimeStamp ST   AC_ST 

configuration,  description  and extension 

ctlModel  ctlModel s  CF  d chg   M  

parameter for control services 

ctlVal  I NT8   -64  …  +63  

 

Table  37  defines  the  mapping  for data  attribu tes  of I SC wi th  the  functional  constrain t ST 
[valWTr +  q  +  t] .  

Table  40  defines  the  mapping  for data  attribu tes  of I SC for the  parameters  for con trol  
services.  

The  data  attribu te  [ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or  

I EC  60870-5-1 01  ASDU  TI<49>"Set poin t command ,  scaled  value"  or to  I EC  60870-5-1 04  

ASDU  TI<62>  "Set poin t command ,  scaled  value  wi th  time  tag  CP56Time2a".  

I n  I EC  61 850-7-3: 2003  the  parameter for con trol  services  “ctlVal ”  was  defined  wi th  the  
functional  constrain t “CO”  and  the  cond i tion  for attribu te  i nclusion  “AC_CO_M”.  The  TrgOp 
“dchg”  for the  data  attribu te  “ctlModel ”  was  added  in  I EC  61 850-7-3:201 0.  

NOTE  The  attri bu te  T  and  ctlModel  are  defi ned  i n  C l ause  1 7  of I EC  61 850-7-2 : 2003  or C lause  20  of I EC  61 850-7-
2 : 201 1 .  
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Table  40  – CDC:  In teger-control led  step  position  information  ( ISC)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 I SC  TI  <49>  (wi thou t  time  tag )  or TI  <62>  (wi th  time  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

 ctlVal  I NT8  SVA  I 1 6  <-2 1 5 . . +2 1 5-1 >  

s impl e  I SC  ->  QU  <0>  n o  add i ti onal  defi n i ti on  

other QU  val ues  are  not u sed  

I EC  60870-5-1 04  and  I EC 60870-5-1 01  support  the  
fo l l owing  modes  of the  I EC  61 850  Contro l  Mode l  
(ctlModel ) :  

d i rect control  wi th  normal  securi ty 
d i rect control  wi th  enhanced  securi ty 

S/E  <0> : =  d i rect  con trol  

SBO control  wi th  enhanced  securi ty 

S/E  <1 > : =  sel ect  and  execu te  

for deta i l s  see  Subcl ause  8 . 8  

ori g i n . orI den t OCTET STRING64  COT Ori g i nator Add ress: =  U I 8[9 . . 1 6 ]  <0. . 255>  

                             <0> : =  defau l t  

                             <1 . . 255> : =  number of ori g i nator 
                                               add ress  

The  number of ori g i nator add ress  shal l  be  mapped  to  
attri bu te  orI den t (OCTET STRING64).  

NOTE  On l y val ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va l ue  range.  

ori g i n . orCat ENUMERATED COT Cause: =  U I 6[1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services  (or FC=CO):  

remote  con trol  <->   acti vati on  <6>  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by 

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by 

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s ta ti on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formati on  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma in tenance          ->  spon taneous  <3>  

 

7.22  CDC  control lable  analogue  set  point information  (APC)  

7.22.1  CDC  APC  defined  in  IEC  61 850-7-3: 2003  

The  data  attribu tes  of the  common  data  class  APC depicted  i n  Table  41  shal l  be  mapped  as  
shown  i n  Table  43  (for the  attribu tes  wi th  the  functional  constrain t MX)  and  Table  44  (for the  
attribu tes  wi th  the  functional  constrain t SP).  
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Table  41  – CDC:  Control lable  analogue  set point  information  (APC)  (Ed .1 )  

APC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

setpoint and measured attributes  

se tMag  AnalogueVal ue  CO,MX dchg   M  

ori g i n  Ori g i nator CO,MX   O  

q  Qua l i ty  MX qchg   M  

t  TimeStamp MX   M  

Configuration,  description  and extension  

ctlModel  ctlModel s  CF    M  

 

NOTE  1  Du ri ng  the  main tenance  process  of I EC  61 850-7-3 : 2003,  TI SSUE  28  re l ated  to  CDC APC has  been  
brough t  up.  Accord i ng  to  TISSUE  28 ,  the  FC  (functi ona l  constrai n t)  of the  a ttri bu tes  setMag  and  ori g i n  of Tabl e  38  
had  been  changed  from  SP  to  CO.  The  proposed  mappi ng  to  TI <50>  or TI <53>  i n  Tabl e  40  i s  i n  accordance  wi th  
th i s  TISSUE.  

Table  43  defines  the  mapping  for data  attribu tes  of APC wi th  the  functional  constrain t MX.  
The  data  attribu tes  [setMag  +  q  +  t] .  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  

TI<36>  "Measured  value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a".  

Table  44  defines  the  mapping  for data  attribu tes  of APC wi th  the  functional  constrain t CO.  
The  data  attribu te  [setMag  +  orig in ]  or [setMag  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or 

I EC  60870-5-1 01  ASDU  TI<50>"Set poin t command ,  short fl oating  poin t va lue"  or to  

I EC  60870-5-1 04  ASDU  TI<63>  "Set poin t command ,  short floating  poin t va lue  wi th  time  tag  
CP56Time2a".  

NOTE  2  The  attri bu te  T  and  ctlModel  are  defi ned  i n  C l ause  1 7  of I EC  61 850-7-2 : 2003 .   

7.22.2  CDC  APC  defined  in  IEC  61 850-7-3: 201 0  

The  data  attribu tes  of the  common  data  class  APC depicted  i n  Table  42  shal l  be  mapped  as  
shown  i n  Table  43  (for attribu tes  wi th  the  functional  constrain t MX)  and  Table  44  (for 
parameter for con trol  services).  
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Table  42  – CDC:  Control lable  analogue  set point information  (APC)  (Ed .2)  

APC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

setpoint and measured attributes 

mxVal  Ana logueVal ue  MX dchg   AC_ST 

ori g i n  Ori g i nator MX   AC_CO_O 

q  Qual i ty MX qchg   AC_ST 

t  TimeStamp MX   AC_ST 

configuration,  description  and extension  

ctlModel  ctlModel s  CF  dchg   M  

un i ts  Un i t  CF  dchg  See  ANNEX A of 
 I EC  61 850-7-3 : 201 0  

O  

sVC Scal edVal ueConfi g  CF  dchg   AC_SCAV 

db  I NT32U  CF  d chg  0  …  1 00  000  O  

Parameters for control services  

ctlVal  Ana logueVal ue    

 

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

The  type  “ScaledValueConfig”  consists  of two  attribu tes  – “scaleFactor”  and  “offset” ,  both  
mandatory and  of type  FLOAT32.  

Table  43  defines  the  mapping  for data  attribu tes  of APC wi th  the  functional  constrain t MX.  
The  data  attribu tes  [mxVal  +  q  +  t] .  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  

TI<36>  "Measured  value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a".  

Table  44  defines  the  mapping  for parameter for con trol  services  of APC.  The  data  attribu te  
[ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  

ASDU  TI<50>"Set poin t command ,  short floating  poin t value"  or to  I EC 60870-5-1 04  ASDU  

TI<63>  "Set poin t command ,  short floating  poin t va lue  wi th  time  tag  CP56Time2a".  

NOTE  The  attri bu te  T  and  ctlModel  are  d efi ned  i n  Cl ause  20  of I EC  61 850-7-2 : 201 1 .  
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Table  43  – CDC:  Control lable  analogue set point  information  (APC)  mapping   
of data  attributes  of the  functional  constraint MX 

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

APC TI<36>  

Attribute  
name  

Attribute  type  DAComponent   I n formation  
el ement  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

setMag  
/mxVal  

AnalogueVal ue  setMag . f 
FLOAT32  

I EEE  STD  754   R32 . 23{Fracti on , Exponent, S i gn }  

q  Qual i ty   QDS  val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  |  i n va l i d  

 q uesti onabl e  ->  NT  

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of dchg  or qchg  
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Table  44 – CDC:  Control lable  analogue set point  information  (APC)  mapping  
of data  attributes  of the  functional  constraint  SP  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

APC TI<50>  (wi thou t t ime  tag )  or TI<63>  (wi th  t ime  tag )  

Attribute  
name  

Attribu te  type  DAComponent  I n formation   
e l ement  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object 
group  mapping  

setMag  /  
mxVal  

AnalogueVal ue  setMag . f 
FLOAT32  

I EEE  STD  
754  

 R32 . 23{Fracti on , Exponent, S i gn }  

ori g i n . orI den t  OCTET 
STRING64  

 COT Ori g i nator Add ress: =  U I 8 [9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  * )  

                             <1 . . 255> : =  n umber of 
ori g i nator 
                                               ad d ress  

The  number of ori g i nator add ress  shal l  be  mapped  
to  attri bu te  orI den t  (OCTET STRING64).  

NOTE  On l y va l ues  of the  l eng th  of one  octet  of 
orI den t can  be  mapped  to  Ori g i nator Add ress  
because  of the  l im i tati on  i n  va l ue  range.  

ori g i n . orCat ENUMERATED  COT Cause: =  U I 6[1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services  (or 
FC=CO):  

remote  con trol  <->   acti vati on  <6>  ∗ )  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by 
l oca l   

                              command  <1 2>  
s tati on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formati on  caused  by 
l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma i n tenance          ->  spon taneous  <3>  

* )   NOTE  I f the  attri bu te  ori g i n  i s  not  exi sti ng  i n  the  CDC  the  Ori g i nator Add ress  has  to  be  set  to  <0> : =  defau l t  
and  the  Cause  has  to  be  set  to  “acti vati on ”  <6> .  

 

Optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fl uence  on  the  mapping  of the  
value  of setMag/mxVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  
time  tag  CP56Time2a.  

Optional l y “sVC.scaleFactor”  and  “sVC.offset”  wh ich  a l so  m igh t have  an  in fluence  on  the  
mapping  of the  value  of setMag/mxVal ,  can  be  mapped  to  ASDU  TI<36>  ”Measured  value,  
short fl oating  poin t va lue  wi th  time  tag  CP56Time2a”.  

The  optional  configuration  attribu te  "db"  can  be  optional ly set by ASDU  TI <1 1 1 >  "Parameter 
of measured  value,  scaled  value"  or ASDU  TI<1 1 2>  "Parameter of measured  value,  short 
fl oating  poin t va lue"  as  described  i n  Clause  8 .  

7.23  CDC  Single  point setting  (SPG)  

The  data  attribu tes  of the  common  data  class  SPG  depicted  i n  Table  45  shal l  be  mapped  as  
shown  in  Table  31 .  
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Table  45  – CDC:  Sing le  point setting  (SPG)  

SPG  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  Data  Cl ass  (see  I EC 61 850-7-2 )   

DataAttribute  

setting 

setVal  BOOLEAN  SP   off (FALSE)  |  on  (TRUE)  AC_NSG_M  

 

The  data  attribu te  [setVal ]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  TI<45>  

"S ing le  command"  or to  I EC  60870-5-1 04  ASDU  TI<58>  "S ing le  command  wi th  time  tag  
CP56Time2a"  as  shown  i n  Table  31 .  

I n  I EC  61 850-7-3: 201 0  the  TrgOp  “dchg”  was  added  to  attribu te  setVal .  

To  create  an  even t i n  mon i tor d i rection  the  Data  Attribu te  setVal  can  be  mapped  l ike  the  Data  
Attribu te  stVal  of CDC SPS  wi th  q  =  va l i d  and  t  =  actual  time.  

7.24 CDC  in teger status  setting  ( ING)  

The  data  attribu tes  of the  common  data  class  ING  depicted  i n  Table  46  shal l  be  mapped  as  
shown  i n  Table  35.  

Table  46  – CDC:  Integer status  setting  ( ING)  

ING  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

setting  

se tVal  I NT32  SP    AC_NSG_M  

configuration,  description  and extension  

un i ts  U n i t  CF  dchg  See  ANNEX A of 
 I EC  61 850-7-3: 201 0  

O  

 

The  data  attribu te  [setVal ]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  TI<49>  

"Set poin t command ,  scaled  value"  or to  I EC  60870-5-1 04  ASDU  TI<62>  "Set poin t command ,  
scaled  value  wi th  time  tag  CP56Time2a"  as  shown  i n  Table  35.  

I n  I EC  61 850-7-3: 201 0  the  TrgOp  “dchg”  was  added  to  attribu te  setVal .  

I n  I EC  61 850-7-3: 201 0  the  configuration  attribu te  “un i ts”  of type  “Un i t”  was  added  to  the  CDC 
ING.  The  TrgOp of the  attribu te  “un i ts”  was  defined  as  “dchg” .   

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

Optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fl uence  on  the  mapping  of the  
value  of setVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  tag  
CP56Time2a.  
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To  create  an  even t i n  mon i tor d i rection  the  Data  Attribu te  setVal  can  be  mapped  l i ke  the  Data  
Attribu te  stVal  of CDC INS  wi th  q  =  va l id  and  t  =  actual  time.  

7.25 CDC  analogue  settings  (ASG)  

The  data  attribu tes  of the  common  data  class  ASG  depicted  i n  Table  47  shal l  be  mapped  as  
shown  in  Table  44.  

Table  47  – CDC:  Analogue settings  (ASG)  

ASG  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  Data  Cl ass  (see  I EC 61 850-7-2 )   

DataAttribute  

setting 

setMag  AnalogueVal ue  SP    AC_NSG_M  

configuration,  description  and extension  

un i ts  U n i t  CF  dchg  See  ANNEX A of 
 I EC  61 850-7-3: 201 0  

O  

sVC Scal edVal ueConfi g  CF  d chg   AC_SCAV 

 

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

The  type  “ScaledValueConfig ”  consists  of two  attribu tes  – “scaleFactor”  and  “offset” ,  both  
mandatory and  of type  FLOAT32.  

The  data  attribu te  [setMag ]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  TI<50>  

"Set poin t command ,  short fl oating  poin t va lue"  or to  I EC  60870-5-1 04  ASDU  TI<63>  "Set 
poin t command ,  short floating  poin t va lue  wi th  time  tag  CP56Time2a"  as  shown  in  Table  44.  

I n  I EC  61 850-7-3: 201 0  the  TrgOp  “dchg”  was  added  to  attribu te  setMag .  

Optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fl uence  on  the  mapping  of the  
value  of setMag ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  
tag  CP56Time2a.  

Optional l y “sVC.scaleFactor”  and  “sVC.offset”  wh ich  a l so  m igh t have  an  in fluence  on  the  
mapping  of the  value  of setMag ,  can  be  mapped  to  ASDU  TI<36>”Measured  value,  short  
fl oating  poin t va lue  wi th  time  tag  CP56Time2a”  

To  create  an  even t i n  mon i tor d i rection  the  Data  Attribu te  setMag  can  be  mapped  l i ke  the  
Data  Attribu te  mag  of CDC MV wi th  q  =  va l i d  and  t  =  actual  time.   

7.26  CDC  enumerated  status  (ENS)  

The  DataAttribu tes  of the  common  data  class  ENS  depicted  i n  Table  48  shal l  be  mapped  as  
shown  in  Table  49.  
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Table  48  – CDC:  Enumerated  status  (ENS)  

ENS  class  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status  

stVal  ENUMERATED ST dchg   M  

q  Qua l i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  M  

 

The  data  attribu tes  [stVal  +  q  +  t]  shal l  map  to  e i ther ASDU  TI<35>  "Measured  value,  scaled  
value  wi th  time  tag  CP56Time2a" .  

Optional l y the  data  attribu tes  [stVal  +  q  +  t]  can  be  mapped  to  ASDU  TI<30>  "S ing le-poin t 
i n formation  wi th  time  tag  CP56Time2a"  as  speci fied  i n  Table  49.  

NOTE  The  seman ti c  of s tVa l  dependen t on  the  correspond i ng  Data  Attri bu te  i s  defi ned  i n  C l ause  8  of 
I EC  61 850-7-3 : 201 0 .  
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Table  49  – CDC:  Enumerated  status  (ENS)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ENS  TI<35>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

 s tVal   ENUMERATED  SVA =  Scal ed  va l ue  SVA     I 1 6<-2 1 5 . . +2 1 5-1 >  
 
           0  map  on  0  

           Va l i d  range  for I NT32  i s  <-2 1 5  … . +2 1 5-1  

q  Qual i ty QDS  =  Qual i ty 
descriptor 

val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  | i nva l i d  

 q uesti onabl e  ->  N T 

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrenceof dchg  or qchg  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ENS  TI<30>  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect g roup  
mapping  

 s tVal   ENUMERATED S IQ  =  S i ng l e-po i n t  
i n formati on  wi th  
qua l i ty descri ptor 

SPI  <1 >  ON  =  TRUE  

q  Qual i ty QDS  =  Qual i ty 
descriptor 

val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  | i nva l i d  

 q uesti onabl e  ->  N T 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of d chg  or qchg  

 

I f the  mapping  to  ASDU  TI  <30>  i s  used  , the  semantic of the  correspond ing  Data  Attribu te  has  
an  impact on  the  number of ASDUs  needed  for mapping .  Every enumerated  value  defined  for 
the  correspond ing  Data  Attribu te  shal l  map  to  one  ASDU  TI<30>  wi th  SPI  <1 >  on  =TRUE.  For 
G I  the  ASDU  TI  <1 >  wi th  SPI<0>  =  FALSE  is  used .  

7.27  CDC  H istogramm (HST)  

The  data  attribu tes  oft he  common  data  class  HST depicted  i n  Table  50  shal l  be  mapped .  The  
number of “hstVal ”  attribu tes  i s  variable  (numPts:=  0  . . .  maxPts-1 ).The  s ignals  [hstVal  

(numPts)+  q  +  t]  shal l  map  to  e i ther ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  

tag  CP56Time2a"  or optional ly ASDU  TI<33>  "B i tstring  of 32  b i ts  wi th  time  tag  CP56Time2a"  
as  speci fied  i n  Table  7  (such  as  stVal ) .  
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Table  50  – CDC:  H istogramm (HST)  

HST cl ass  

Attribu te  name  Attribute  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status  

hstVal  
ARRAY 0 . . numPts  
OF  I NT32  

ST dchg  
 M  

q  Qual i ty  ST qchg  Qual i ty M  

t  TimeStamp ST  Time  M  

Configuration,  description  and extension   

numPts  I NT1 6U  CF   0  <  numPts  <=  maxPts  M  

maxPts  I NT1 6U  CF    M  

un i ts  Un i t  CF  dchg  See  ANNEX A of 
 I EC  61 850-7-3: 201 0  

O  

Each  data  attribu te  “hstVal ”  (of Attribu te  Type  INT32)  shal l  map  to  e i ther ASDU  TI<35>  

"Measured  value,  scaled  value  wi th  time  tag  CP56Time2a"  or optional ly ASDU  TI<33>  
"B i tstring  of 32  b i ts  wi th  time  tag  CP56Time2a".The  amount of ASDUs  of TI<35>  or TI<33>  for 
the  mapping  i s  defined  by the  configuration  attribu te  “numPts” .  The  IOA addresses  for a l l  
necessary ASDUs  shal l  be  used  wi th  consecu tive  IOA ind ices:  

IOA n  : =   hstVal [0]  

IOA n  +  1  : =   hstVal [1 ]  

IOA n+(maxPts-1 )   : =  hstVal [maxPts-1 ]  

I n  I EC  61 850-7-3: 201 0  the  configuration  attribu te  “un i ts”  of type  “Un i t”  was  added  to  the  CDC 
HST.  The  TrgOp of the  attribu te  “un i ts”  was  defined  as  “dchg” .   

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tipl ier”  (as  
optional ) ,  both  of type  ENUMERATED.  

Optional ly the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  might have  an  i n fluence  on  the  mapping  of the  
value  of hstVal ,   can  be  mapped  to  ASDU  TI<35>  "Measured  value,  scaled  value  wi th  time  tag  
CP56Time2a.  

7.28  CDC  control lable  enumerated  status  (ENC)  

The  data  attribu tes  of the  common  data  class  ENC depicted  i n  Table  51  shal l  be  mapped  as  
shown  i n  Table  49  (for attribu tes  wi th  the  functional  constrain t ST)  and  Table  52  (for service  
parameter ctlVal ) .  
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Table  51  – CDC:  Control lable  enumerated  status  (ENC)  

ENC  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

Status and control mirror 

ori g i n  Ori g i nator ST   AC_CO_O 

stVal  ENUMERATED ST d chg   M  

q  Qual i ty  ST q chg   M  

t  TimeStamp ST   M  

Configuration,  description  and extension  

ctlModel  ctlModel s  CF  d chg   M  

parameters  for control  services   

ctlVal  ENUMERATED    

 

Table  49  defines  the  mapping  for data  attribu tes  of ENC wi th  the  functional  constrain t ST 
[stVal  +  q  +  t] .  

Table  52  defines  the  mapping  for data  attribu tes  of ENC used  for con trol  services.The  data  
attribu te  [ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-

1 01  ASDU  TI<49>  "Set poin t command ,  scaled  value"  or to  I EC  60870-5-1 04  ASDU  TI<62>  
"Set poin t command ,  scaled  value  wi th  time  tag  CP56Time2a".  

Optional l y the  data  attribu te  [ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-
1 04  or I EC 60870-5-1 01  ASDU  TI<45>  “S ing le  command”  or to  I EC 60870-5-1 04  ASDU  
TI<58>  “S ing le  command  wi th  time  tag  CP56Time2a” .  

NOTE  The  attri bu te  T  and  ctlModel  are  d efi ned  i n  Cl ause  20  of I EC  61 850-7-2 : 201 1 .  
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Table  52  – CDC:  Control lable  enumerated  status  (ENC)  mapping  

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

ENC TI<49>  (wi thou t t ime  tag )  or TI<62>  (wi th  t ime  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

 ctlVal  ENUMERATED  SVA SVA …  I 1 6  <-2 1 5 . . +2 1 5-1 >  

s impl e  ENC ->  QU  <0>  n o  add i ti onal  defi n i ti on  

other QU  val ues  are  not u sed  

I EC  60870-5-1 04  and  I EC 60870-5-1 01  support  the  
fo l l owing  modes  of the  I EC 61 850  Control  Model  
(ctlModel ) :  

d i rect  control  wi th  normal  securi ty 
d i rect  control  wi th  enhanced  securi ty 

S/E  <0> : =  d i rect  con trol  

SBO control  wi th  enhanced  securi ty 

S/E  <1 > : =  sel ect  and  execu te  

for d eta i l s  see  Subcl ause  8 . 8  

ori g i n . orI den t OCTET STRING64  COT Ori g i nator Add ress: =  U I 8[9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  * )  

                             <1 . . 255> : =  n umber of ori g i nator 
                                               add ress  

The  number of ori g i nator add ress  shal l  be  mapped  to  
attri bu te  orI den t  (OCTET STRING64).   

NOTE  On l y va l ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va lue  range.  

ori g i n . orCat ENUMERATED  COT Cause: =  U I 6[1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services:  

remote  con trol  <->   acti vati on  <6>  ∗ )  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  retu rn  i n formati on  caused  by 

                              remote  command  <1 1 >  

au tomati c-remote   ->  retu rn  i n formati on  caused  by 

                              remote  command  <1 1 >  

bay con trol          <->  retu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s tati on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formati on  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma i n tenance          ->  spon taneous  <3>  
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CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

 ENC TI<45>  (wi thou t t ime  tag )  or TI<58>  (wi th  t ime  tag )  

Attribute  name  Attribu te  type  In formation  
element  

IEC  60870-5-1 04  or IEC  60870-5-1 01  object group  
mapping  

ctlVal  BOOLEAN  SCO SCS  (S i ng l e  command  s tate)   

<1 >  ON : =  on  (TRUE)  

s imple  ENC ->  QU  <0>  n o  add i ti onal  defi n i ti on  

other QU  val ues  are  not  u sed  

I EC  60870-5-1 04  and  I EC 60870-5-1 01  support  the  
fo l l owing  modes  of  
the  I EC  61 850  Con trol  Mode l  (ctlModel ) :  

d i rect  con trol  wi th  normal  securi ty  
d i rect  con trol  wi th  enhanced  securi ty 

S /E  <0> : =  d i rect  con trol  

SBO con trol  wi th  enhanced  securi ty  

S /E  <1 > : =  sel ect  and  execu te  

for deta i l s  see  Subcl ause  8 . 8  

ori g i n . orI den t  OCTET STRING64  COT Ori g i nator Add ress: =  U I 8[9 . . 1 6]  <0. . 255>  

                             <0> : =  defau l t  * )  

                             <1 . . 255> : =  number of ori g i nator 
                                               add ress  
 
The  number of ori g i nator add ress  shal l  be  mapped  to  
a ttri bu te  orI den t  (OCTET STRING64).   
 
NOTE  On l y va l ues  of the  l eng th  of one  octet  of orI den t  
can  be  mapped  to  Ori g i nator Add ress  because  of the  
l im i tati on  i n  va l ue  range.  

 

ori g i n . orCat ENUMERATED  COT Cause: =  U I 6 [1 . . 6 ]  <0. . 63>  

Va l i d  for parameter for con trol  services:  

remote  con trol  <->   acti vati on  <<6>>  a  

Va l i d  for FC  =  ST:  

not  supported      <->  n ot  u sed  <0>  

remote  con trol     <->  re tu rn  i n formati on  caused  by 

                              remote  command  <1 1 >  

au tomati c-remote   ->  re tu rn  i n formati on  caused  by  

                              remote  command  <1 1 >  

bay con trol          <->  re tu rn  i n formati on  caused  by l ocal   

                              command  <1 2>  
s ta ti on  con trol ,  
au tomati c  bay,  

au tomati c  s tati on    ->  re tu rn  i n formati on  caused  by l oca l   

                              command  <1 2>  

p rocess               <->  spon taneous  <3>  

ma in tenance          ->  spon taneous  <3>  

a   I f the  a ttri bu te  ori g i n  d oes  not  exi st  i n  the  CDC the  Ori g i nator Add ress  has  to  be  set  to  <0> : =  defau l t  and  the  
Cause  has  to  be  set  to  “acti vati on ”  <6>.  

 

I f the  mapping  to  ASDU  TI  <45>  “S ing le  command”  or TI<58>  “Sing le  command  wi th  time  tag  
CP56Time2a”  i s  used ,  the  semantic of the  correspond ing  Data  Attribu te  has  an  impact on  the  
number of ASDUs  needed  for mapping .  Every enumerated  value  defined  for the  
correspond ing  Data  Attribu te  shal l  map  to  one  ASDU  TI<45>  or TI<58>  wi th  SPI  <1 >  on  
=TRUE.  

ASDU  TI<58>  can  be  used  for I EC  60870-5-1 04  on ly.  
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7.29  CDC  Enumerated  status  setting  (ENG)  

The  data  attribu tes  of the  common  data  class  ENG  depicted  i n  Table  53  shal l  be  mapped  as  
shown  i n  Table  52 .  

Table  53  – CDC:  Enumerated  status  setting  (ENG)  

ING  class  

Attribu te  
name  

Attribu te  type  FC  TrgOp  Value/Value  range  M /O/C  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

setting  

se tVal  ENUMERATED SP  dchg   AC_NSG_M  

 

The  data  attribu te  [setVal ]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  TI<49>  

"Set poin t command ,  scaled  value"  or to  I EC  60870-5-1 04  ASDU  TI<62>  "Set poin t command ,  
scaled  value  wi th  time  tag  CP56Time2a"  or optional l y to  I EC  60870-5-1 04  or I EC  60870-5-1 01  
ASDU  TI<45>  “Sing le  command”  or to  I EC  60870-5-1 04  ASDU  TI<58>  “Sing le  command  wi th  
time  tag  CP56Time2a”as  shown  in  Table  52 .  

To  create  an  event i n  mon i tor d i rection  the  Data  Attribu te  setVal  can  be  mapped  l i ke  the  Data  
Attribu te  stVal  of CDC ENS  wi th  q  =  va l id  and  t  =  actual  time.   

NOTE  The  seman ti cs  of setVal  dependen t  on  the  Data  Attri bu te  are  defi ned  i n  C lause  8  of I EC  61 850-7-3 : 201 0.  

7.30  CDC  Binary control led  analog  process  value (BAC)  

The  data  attribu tes  of common  data  class  BAC depicted  i n  Table  54  shal l  be  mapped  as  
shown  i n  Table  55.  

Table  54 – CDC  Binary control led  analog  process  value  (BAC)   

ENS  class  

Attribu te  name  Attribute  type  FC  TrgOp Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

status and control mirror 

ori g i n  Ori g i nator MX   AC_CO_O 

mxVal  AnalogueVal ue  MX dchg   AC_ST 

q  Qual i ty  MX qchg  Qual i ty AC_ST 

t  TimeStamp MX  Time  AC_ST 

configuration,  description  and extension  

ctlModel  ctlMode l s  CF  dchg   M  

un i ts  Un i t  CF  dchg  See  ANNEX A of 
 I EC  61 850-7-3: 201 0  

O  

Parameters for control services  

ctlVal  CODED  ENUM   s top  |  l ower |  h i gher |  reserved  

 

I n  I EC  61 850-7-3: 201 0  the  configuration  attribu te  “un i ts”  of type  “Un i t”  was  added  to  the  CDC 
BAC.  The  TrgOp of the  attribu te  “un i ts”  was  defined  as  “dchg”.   
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The  type  “Un i t”  consists  of two  attribu tes  – “S IUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

Table  55  defines  the  mapping  for data  attribu tes  of BAC wi th  the  functional  constrain t MX.  
The  data  attribu tes  [mxVal  +  q  +  t] .  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  ASDU  

TI<36>  "Measured  value,  short fl oating  poin t va lue  wi th  time  tag  CP56Time2a".  

Optional l y the  attribu te  “un i ts.mu l tip l ier” ,  wh ich  m igh t have  an  i n fl uence  on  the  mapping  of the  
value  of mxVal ,   can  be  mapped  to  ASDU  TI  <35>  "Measured  value,  scaled  value  wi th  time  
tag  CP56Time2a.  

Table  55  – CDC:  Binary control led  analog  process  value  (BAC)  mapping   
of data  attributes  of the  functional  constraint MX 

CDC class  IEC  60870-5-1 01  or IEC  60870-5-1 04  mapping  

BAC TI<36>  

Attribute  
name  

Attribute  type  DAComponent   I n formation  
el ement  

IEC  60870-5-1 04  or IEC  60870-5-1 01  obj ect  g roup  
mapping  

mxVal  AnalogueVal ue  mxVal . f 
FLOAT32  

I EEE  STD  754   R32 . 23{Fracti on , Exponent, S i gn }  

q  Qual i ty   QDS  val i d i ty ->  I V 

 good  |  i n va l i d  ->  va l i d  |  i nval i d  

 q uesti onabl e  ->  NT  

detai lQual  ->  OV 

 overfl ow ->  overfl ow 

sou rce  ->  SB  

 substi tu ted  ->  substi tu ted  

operatorB locked  ->  BL  

 b l ocked  ->  b l ocked  

t  TimeStamp  CP56Time2a  Seven  octet  b i nary t ime,  CP56Time2a  – Time  of 
occu rrence  of d chg  or qchg  

 

Table  38  defines  the  mapping  for the  Service  parameter ctlVal  of BAC.  The  data  attribu te  
[ctlVal  +  orig in ]  or [ctlVal  +  orig in  +  T]  shal l  map  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  

ASDU  TI<47>  "Regu lating  step  command"  or to  I EC  60870-5-1 04  ASDU  TI<60>  "Regu lati ng  
step  command  wi th  time  tag  CP56Time2a".  

NOTE  The  attri bu tes  T and  ctlModel  are  defi ned  i n  C l ause  20  of I EC  61 850-7-2 : 201 1 .   

7.31  CDC  Curve shape  setting  (CSG)  

The  data  attribu tes  of the  common  data  class  CSG  depicted  i n  Table  56  shal l  be  mapped  as  
shown  in  Table  44.  
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Table  56  – CDC:  Curve  shape  setting  CSG  

CSG  cl ass  

Attribu te  name  Attribu te  type  FC  TrgOp  Explanation  and  value  /  Range  M /O  

DataName I nheri ted  from  data  cl ass  (see  I EC  61 850-7-2)   

DataAttribute  

setting  

crvPts  
ARRAY 0 . .maxPts  -1  
OF  Poi n t  

SP  dchg  
 AC_NSG_M  

Configuration,  description  and extension   

maxPts  I NT1 6U  CF    M  

xUn i t  U n i t  CF    M  

yUn i t  U n i t  CF    M  

 

The  type  “Un i t”  consists  of two  attribu tes  – “SIUn i t”  (as  mandatory)  and  “mu l tip l i er”  (as  
optional ) ,  both  of type  ENUMERATED.  

As  defined  i n  Subclause  6 . 1 1  of I EC  61 850-7-3: 201 0  the  data  type  “Poin t”  consists  of 3  
FLOAT32  Values  (xVal ,  yVal ,  zVal ) .  The  data  attribu te  zVal  i s  optional  (used  for 3

rd
 

d imension)  and  i s  curren tl y not mapped .  

Each  data  attribu te  of “crvPts”  (of class  “Poin t”)  of the  ARRAY shal l  map  to  the  ASDU  TI<50>  
“Set poin t command ,  short fl oating  poin t value”  or to  ASDU  TI<63>  “Set poin t command ,  short 
fl oating  poin t value  wi th  time  tag  CP56Time2a”  as  shown  in  Table  44.  

The  amount of ASDUs  of TI<50>  or TI <63>  for the  mapping  i s  defined  by the  configuration  
attribu te  “maxPts” .  

The  data  attribu tes  “xVal ”  and  “yVal ”  of class  “Poin t”  shal l  be  used  wi th  consecutive  IOA 
i nd ices:  

IOA n  : =   crvPts[0] . xVal  

IOA n+1  : =   crvPts[0] . yVal  

IOA n+2  : =   crvPts[1 ] . xVal  

IOA n+3  : =   crvPts[1 ] . yVal  

IOA n+((maxPts-1 )*2)  . =crvPts[maxPts-1 ] . xVal  

IOA n+((maxPts-1 )*2)+1 :=  crvPts[maxPts-1 ] . yVal  

Optional l y the  attribu tes  “xUn i ts.mu l tip l i er”  and /or “yUn i ts.mu l tipl ier” ,  wh ich  m ight have  an  
i n fluence  on  the  mapping  of the  value  of “xVal ”  and /or “yVal ” ,   can  be  mapped  to  ASDU  TI  
<35>  "Measured  value,  scaled  value  wi th  time  tag  CP56Time2a.  

8  Mapping  of services  

8.1  List  of service  models  and  corresponding  mappings  

The  service  models  defined  in  ACSI  (for example  I EC  61 850-7-2)  and  the  correspond ing  
mapping  to  I EC  60870-5-1 04  or I EC  60870-5-1 01  i s  summarized  i n  Table  57.  
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Table  57  – Services  requ iring  cl ient/server communication  profi le  

 I EC  61 850-7-2  service  Maps  to  

Server  Ou tstation  (control led  station )  

 GetServerDi rectory n . a .  ( to  be  added  opti ona l l y wi th  
services  ou tsi de  of I EC  60870-5-1 04  

or I EC  60870-5-1 01 )
 a
 

Association   Connection  

 Associate  Estab l i sh ;  I EC  60870-5-1 04: 2006  
Subclause  7 . 1  S tati on  i n i ti a l i zati on  

 Abort n . a .
 a
 

 Re l ease  Cl ose;  I EC  60870-5-1 04: 2006  
Subclause  7 . 1  S tati on  i n i ti a l i zati on  

Log ical  Device    CASDU   

 GetLog ica lDeviceDi rectory n . a .  ( to  be  added  opti ona l l y wi th  
services  ou tsi de  of I EC  60870-5-1 04  

or I EC  60870-5-1 01 )
 a
 

Log ical  Node    One  or a  set  of IOA(‘es)  

 GetLog ica lNodeDi rectory n . a .  ( to  be  added  opti ona l l y wi th  
services  ou tsi de  of I EC  60870-5-1 04  

or I EC  60870-5-1 01 )
 a
 

 GetAl lDataVal ues  I n terrogation  command  TI<1 00>  

Data    One  or a  set  of ASDU(‘es)  

 GetDataVal ues  Read  command  ASDU  TI<1 02>  
( the  Read  procedure  i s  defi ned  i n   
I EC  60870-5-1 01 : 2003  Subcl ause  
7 . 4 . 1 4)  

 SetDataVal ues  ASDU  TI<1 1 1 >  "Parameter of 
measu red  val ue,  scal ed  va l ue"  or 

ASDU  TI<1 1 2>  "Parameter of 
measu red  val ue ,  short  fl oati ng  poi n t  
va l ue"  are  opti na l l y u sed  to  set  the  
attri bu te  db  of CDCs  MV and  CMV 
(the  procedure  of parameter l oad i ng  
i s  defi ned  i n  I EC  60870-5-1 01 : 2003  
Subcl ause  7 . 4 . 9)  

 GetDataDi rectory n . a .  ( to  be  added  opti ona l l y wi th  
services  ou tsi de  of I EC  60870-5-1 04  

or I EC  60870-5-1 01 )
  a
 

 GetDataDefi n i ti on  n . a .  ( to  be  added  opti onal l y wi th  
services  ou ts i de  of I EC  60870-5-1 04  

or I EC  60870-5-1 01 )
 a
 

Data  Set    n . a .
 a
 

 GetDataSetValues  n . a .
 a
 

 SetDataSetValues  n . a .
 a
 

 CreateDataSet n . a .
 a
 

 De l eteDataSet n . a .
 a
 

 GetDataSetDi rectory n . a .
 a
 

Setti ng  Group  Control  B lock   

 Se l ectActi veSG  S i ng l e  command  ASDU  TI<45>  

 Se l ectEd i tSG  n . a .
 a
 

 SetSGValues  n . a .
 a
 

 Con fi rmEd i tSGVal ues  n . a .
 a
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 I EC  61 850-7-2  service  Maps  to  

 GetSGValues  n . a .
 a
 

 GetSGCBValues  n . a .
 a
 

Report  Control  B lock   

 Report  G I ,  Spon taneous  and /or i n tegri ty 
transm iss i on  wi th  appl i cabl e  ASDUs  
b
 

 GetBRCBValues  n . a .
 a
 

 SetBRCBValues  n . a .
 a  c

 

 GetURCBValues  n . a .
 a
 

 SetURCBValues  n . a .
 a  c

 

LOG  Control  B lock  n . a .
 a
 

 GetLCBVal ues  n . a .
 a
 

 SetLCBVal ues  n . a .
 a
 

LOG   n . a .
 a
 

 GetLogStatusVal ues  n . a .
 a
 

 QueryLogByTime  n . a .  
a
 

 QueryLogAfter n . a .  
a
 

Control   Control lable  in formation  object 

 Se l ect n . a .
 a
 

 Se l ectWi thValue  ASDU  TI  

<45, 46 , 47, 49, 50>or<58, 59 , 60, 62 , 63>  

 Cancel  ASDU  TI  

<45, 46 , 47, 49, 50>or<58, 59 , 60, 62 , 63>  

 Operate  ASDU  TI  

<45, 46 , 47, 49, 50>or<58, 59 , 60, 62 , 63>  

 CommandTerminati on  ASDU  TI  

<45, 46 , 47, 49, 50>or<58, 59 , 60, 62 , 63>  

 T imeActivatedOperate  n . a .
 a
 

a)  N ot  appl i cabl e  for the  mappi ng  to  I EC  60870-5-1 04  or I EC  60870-5-1 01 .  

b)  ASDUs  for spon taneous  transm issi on :  <30> ,<31 > ,<32> ,<33> ,<35> ,<36> ,<37> ,<39> ,<40>  (se l ected  i n  C l ause  
9) .  

c)  ASDU  TI <1 00>  ACT can  be  opti onal l y mapped  to  the  servi ce  SetBRCBValues/SetURCBValues  wi th  attri bu te  
G I =TRUE  

 

8.2  Server class  mapping  

The  server class  shal l  be  mapped  to  services  of a  con trol led  station  as  shown  i n  Table  58.  

NOTE  Deta i l s  of the  i n i ti a l i zati on  etc.  of the  con trol l ed  stati on  are  defi ned  i n  I EC  60870-5-1 04  or I EC  60870-5-
1 01 .  
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Table  58  – Server services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Server  Ou tstation  (control led  s tation )  

 GetServerDi rectory n . a .  ( to  be  added  opti onal l y wi th  services  ou ts i de  of I EC  60870-5-1 04  

or I EC  60870-5-1 01 )
 a
 

a)  N ot  appl i cabl e  for the  mappi ng  to  I EC  60870-5-1 04  or I EC  60870-5-1 01 .  

 

8.3  Association  class  mapping  

The  association  service  shal l  be  mapped  to  services  of I EC  60870-5-1 04  as  shown  in  
Table  59.  

NOTE  Deta i l s  of the  i n i ti a l i zati on  e tc.  of con trol l ed  and  con trol l i ng  s tati on  are  d efi ned  i n  I EC  60870-5-1 04 .   

Table  59  – Association  services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Association   Connection  

 Associate  Establ i sh ;  I EC  60870-5-1 04 : 2006  Subclause  7 . 1  S tati on  i n i ti a l i zati on  

 Abort n . a .
 a
 

 Re l ease  Cl ose;  I EC  60870-5-1 04: 2006   Subclause  7 . 1  S tati on  i n i ti a l i zati on  

a)   N ot  appl i cabl e  for the  mappi ng  to  I EC  60870-5-1 04.  

 

8.4 Logical  node  class  mapping  

The  GetAl lDataValues  service  shal l  be  mapped  to  services  of I EC  60870-5-1 04  or  
I EC  60870-5-1 01  as  shown  in  Table  60.  
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Table  60  – Logical  nodes  services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Log ical  node  One  or a  set  of IOA(‘es)  

 GetAl lDataVal ues  TI<1 00>  Genera l  I n terrogati on  wi th :   

–  appl i cabl e  CASDU  add ress  

– Qual i fi er of i n terrogation  (QOI )=20  

<stati on  i n terrogation  (g l obal )>  

The  correspond i ng  process  data  response  sha l l  be  one  or more  than  one  of the  fol l owing  ASDUs  depend i ng  on  

the  type  of the  appl i cabl e  s i gna l s  wi th  cause  of transmission  (COT)  =  20  < i n terrogated  by stati on  i n terrogati on> .  

Type  Id  ASDU  Abbreviation  

Process  i n formati on  i n  mon i tori ng  d i recti on  

<1 >  S i ng l e-po in t  i n formati on  wi thou t  time  tag  M_SP_NA_1  

<3>  Double-poi n t  i n formati on  wi thou t  time  tag  M_DP_NA_1  

<5>  S tep  posi ti on  i n formati on  wi thou t  time  tag  M_ST_NA_1  

<7>  B i tstri ng  of 32  b i t  M_BO_NA_1  

<1 1 >  Measu red  val ue,  scal ed  va l ue  wi thou t  t ime  tag  M_ME_NB_1  

<1 3>  Measu red  val ue,  short  fl oati ng  poi n t  va l ue  wi thou t  t ime  tag  M_ME_NC_1  

 I EC  61 850-7-2  service  Maps  to  

Log ical  node   One  or a  set  of IOA(‘es)  

 GetAl lDataVal ues  TI<1 01 >Coun ter I n terrogati on  wi th :   

–  appl i cabl e  CASDU  add ress  

– Qua l i fi er of coun ter i n terrogation  

(RQT)=1 -4 ,  5  <request  coun ter g roup  1 -4 ,  

g eneral  request  coun ter>  

–  FRZ =  0  <read>  

The  correspond ing  process  data  response  sha l l  be  one  or more  than  one  of the  fol l owing  ASDUs  depend i ng  on  

the  type  of the  app l i cabl e  s i gna ls  wi th  cause  of transm issi on  (COT)  =  37 ,  38  – 41  <requested  by general  coun ter 

request,  requested  by g roup  1  –  4  coun ter request> .  

Type  Id  ASDU  Abbreviation  

Process  i n formati on  i n  mon i tori ng  d i recti on  

<37>  I n tegrated  tota l s  wi th  time  tag  CP56Time2a  M_I T_TB_1  

 

8.5 Data  class  mapping  

The  GetDataValues  and  SetDataValues  services  shal l  be  mapped  to  services  of  
I EC  60870-5-1 04  or I EC  60870-5-1 01  as  shown  i n  Table  61 .  
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Table  61  – Data  services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Data   One  or a  set of ASDU(‘es)  

 GetDataVal ues  TI<1 02>  Read  command  wi th :   

–  app l i cabl e  CASDU  add ress  

–  app l i cabl e  I OA add ress  

–  COT <5> : =  Request 

The  correspond i ng  process  data  response  sha l l  be  on l y one  of the  fo l l owing  ASDUs  depend i ng  on  the  type  of the  

of requested  s i gna l  wi th  cause  of transm iss ion  (COT)  =  5  <requested>  

Type  Id  ASDU  Abbreviation  

Process  i n formation  i n  mon i toring  d i rection  

<30>  S i ng le-poin t  i n formati on  wi th  t ime  tag  CP56Time2a  M_SP_TB_1  

<31 >  Double-poin t  i n formati on  wi th  time  tag  CP56Time2a  M_DP_TB_1  

<32>  S tep  posi ti on  i n formati on  wi th  time  tag  CP56Time2a  M_ST_TB_1  

<33>  B i ts tri ng  of 32  b i ts  wi th  time  tag  CP56Time2a  M_BO_TB_1  

<35>  Measured  val ue,  scal ed  va l ue  wi th  time  tag  CP56Time2a  M_ME_TE_1  

<36>  Measured  val ue,  short  fl oati ng  poi n t  va l ue  wi th  t ime  tag  CP56Time2a  M_ME_TF_1  

 SetDataVal ues  TI<1 1 1 >  "Parameter of measured  va l ue,  

sca led  va l ue"  or TI  <1 1 2>  "Parameter of 
measured  va l ue,  short  fl oati ng  poi n t  va l ue"  
wi th :   

–  CASDU  add ress  of the  re l ated  i nstance  
of CDCs  MV or CMV 

– unambiguous  IOA add ress  re l ated  to  
the  i nstance  of CDCs  MV or CMV 

– COT <6> : =  acti vati on  

These  ASDUs  (wi th  Qual i fi er of parameter of measured  val ue  KPA <1 > : =  Th reshol d  val ue)  shal l  be  opti onal l y 
u sed  to  set the  opti onal  con fi gu rati on  attri bu te  "db"  of i n stances  of CDCs  MV or CMV.  

 

8.6  Setting  group class  mapping  

The  SelectActiveSG  service  shal l  be  mapped  as  shown  in  Table  62 .   
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Table  62  – Setting  group services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Setti ng  group  control  b lock  Control lable  IOA 

 Se l ectActi veSG  Wri te  Request:  

TI<45>  /  TI<49>  o r TI<58>  /  TI<62>  i n  
con trol  d i recti on :   

–  appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qua l i fi er of command  (QOC)=0  <no  

add i ti onal  defi n i ti on>  

–  COT <6> : =  Acti vati on  

– S /E  <0> : =  Execu te  

Wri te  Respond:  

TI<45>   /  TI<49>  or TI<58>  /  TI<62>  i n  
mon i tor d i recti on :  

– appl i cable  CASDU  add ress  

– appl i cable  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  

add i ti onal  defi n i ti on>  

–  COT <7> : =  Acti vati on  con fi rmati on  

–  S /E  <0> : =  Execu te  

and  

TI<45>   /  TI<49>  or TI<58>  /  TI<62>  i n  
mon i tor d i recti on :  

–  app l i cabl e  CASDU  add ress  

–  app l i cabl e  I OA add ress  

–  Qual i fi er of command  (QOC)=0  <no  

add i ti ona l  defi n i ti on>  

–  COT <1 0> : =  Acti vati on  term inati on  

S /E  <0> : =  Execu te  

 

8.7  Report control  block class  mapping  

The  Report service  shal l  be  mapped  as  shown  i n  Table  63.  
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Table  63  – Report control  block services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Report  control  b lock   

 Report ASDUs  wi th  

COT <1 > : =  period ic/cycl i c,  

COT <3> : =  spon taneous,  

COT <1 1 > : =  remote  con trol l ed ,  

COT <1 2> : =  l ocal  con trol l ed  

The  fol l owing  ASDUs  u se  the  l i s ted  COTs  for spon taneous  or peri od ic/cycl i c data  transfer and  for retu rn  
i n formati on  caused  by a  con trol  operati on .  

Type  I d  ASDU  Abbreviation  

Process  i n formati on  i n  mon i tori ng  d i recti on  

<30>  S i ng le-poin t  i n formation  wi th  t ime  tag  CP56Time2a  M_SP_TB_1  

<31 >  Double-poi n t  i n formati on  wi th  time  tag  CP56Time2a  M_DP_TB_1  

<32>  S tep  posi ti on  i n formati on  wi th  time  tag  CP56Time2a  M_ST_TB_1  

<33>  B i ts tri ng  of 32  b i ts  wi th  time  tag  CP56Time2a  M_BO_TB_1  

<35>  Measured  val ue,  scal ed  va l ue  wi th  time  tag  CP56Time2a  M_ME_TE_1  

<36>  Measured  val ue,  short  fl oati ng  poi n t  va l ue  wi th  t ime  tag  CP56Time2a  M_ME_TF_1  

 

8.8  Control  class  mapping  

8.8.1  General  

The  CONTROL class  model  (defined  in  Clause  1 7  of I EC  61 850-7-2)  defines,  depend ing  on  
the  appl ication ,  d i fferen t behaviours  of a  con trol  object.  The  d i fferen t behaviours  of a  con trol  
object are  classi fied  i n  four cases.  On ly two  cases  can  be  mapped  a lmost seamless  on to  
basic appl ication  function  "command  transmission ”  (defined  in  I EC  60870-5-5)  used  in  
I EC  60870-5-1 01  and  I EC  60870-5-1 04:  

•  case  3 :  D i rect control  wi th  enhanced  securi ty (described  i n  8 . 8 .3)  wh ich  i s  mapped  on to  
the  function  "d i rect command"  defined  i n  Subclause  6 .8  of I EC  60870-5-5: 1 995;   

•  case  4 :  SBO control  wi th  enhanced  securi ty (described  i n  8 . 8. 4)  wh ich  i s  mapped  on to  the  
function  "select and  execute  command"  defined  in  Subclause  6 . 8  of I EC  60870-5-5: 1 995.   

To  make  use  of I EDs  i n  existi ng  i nstal lations  that use  "D i rect control  wi th  normal  securi ty"  of 
the  CONTROL class  mapping  and  to  avoid  chang ing  of parameter settings  for con trol  cl ass  in  
these  I EDs,  an  optional  mapping  i s  defined  as:   

•  case  1 :  D i rect con trol  wi th  normal  securi ty (described  in  8 . 8. 2)  wh ich  i s  mapped  on to  the  
function  "d i rect command"  defined  i n  Subclause  6 . 8  of I EC  60870-5-5: 1 995.   

NOTE  1  Not  a l l  ASDUs  necessary for the  functi on  "d i rect  command "  of I EC  60870-5-5  have  a  correspond i ng  
I EC  61 850  message,  wh ich  means  that  i n  some  cases ,  two  ASDUs  have  to  be  generated  i n  resu l t  of one  
I EC  61 850  message  ( i . e .  no  one  to  one  mappi ng  of messages  i s  possi b l e)  

For Case  2  "SBO wi th  normal  securi ty"  of the  con trol  model ,  as  an  adequate  mapping  to  the  
basic appl ication  function  "command  transmission"  of I EC  60870-5-5  i s  possib le.  

The  functions  for control  model  mapping  for a  gateway device  and  optional l y for an  I ED  by an  
i ndependent function  cal led  "Ctl  mapper"  are  shown  in  F igure  7  to  F igure  36  as   examples.  
These  examples  shal l  be  used  when  the  mapping  i s  done  i n  a  gateway device  that 
commun icates  wi th  I EDs  that i n teract wi th  the  operated  device  or optional ly done  i n  an  I ED  
that i n teracts  wi th  the  operated  device.  

The  sequence  of i n teractions  (starting  from  top)  are  i den tical ,  i rrespective  of the  Ctl  mapper i s  
implemented  i n  a  gateway device  or optional ly i n  an  I ED.  
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Each  con trol l able  object shal l  be  assigned  to  one  ctlModel  i n  the  server implementation .  The  
cl ien t shal l  use  the  same  ctlModel  as  assigned  in  the  server i n  order to  be  able  to  con trol  the  
object.  I t  i s  recommended  to  decide  on  a  con trol  model  that g i ves  satisfactory safety for the  
con tol l ed  object.  The  ctlModel  must be  defined  in  the  SCL fi l e .  The  SCL fi l e  i s  described  i n  
Annex A.  

For those  con trol lable  CDCs  wh ich  do  not have  ctlModel  attribu te  (SPG,  ING,  ASG,  ENG,  
CSG)  d i rect command  transmission  i s  recommended .  

NOTE  2  The  mapping  of the  CONTROL cl ass  model  on to  the  basic  appl i cati on  functi on  "command  transmissi on ”  

defi nes  the  u se  of QU  <0>  (Qual i fi er of command : =  no  add i ti onal  d efi n i ti on )  for the  ASDUs  used  i n  con trol  
d i recti on .  However,  I EC  60870-5-1 01  and  I EC  60870-5-1 04  a l l ow the  u se  of q ual i fi ers  of command  QU  wi th  the  

range  of <9>  to  <1 5>  for the  se l ecti on  of other predefi ned  functi ons  and  the  range  of <1 6>  to  <31 >  for specia l  use   
(defi ned  i n  Subclause  7 . 2 . 6 . 26  of I EC  60870-5-1 01 : 2003).  

Because  of the  lack of an  equ ivalen t attribu te  i n  I EC  61 850  con trol  services  i t  i s  not possible  

to  map  qual i fi ers  of commands  QU  <>  0  of ASDU 's  used  in  con trol  d i rection  i n  a  standard ized  

way.  I f QU  <>  0  i s  used  i n  existi ng  implementations  of I EC  60870-5-1 04  or I EC  60870-5-1 01 ,  
a  restricted  mapping  to  the  "Check"  attribu te  (for 4  d i fferen t QU  values)  of the  con trol  services  
of I EC  61 850  i s  possible.  

For example,  i f the  service  parameter “Check”  (described  i n  I EC  61 850-7-2: 201 0,  20 .5. 2 .7 . )  
has  to  be  mapped  i t  cou ld  be  done  by the  fol lowing  extension  of the  QU  i n  the  range  of <9>  to  
<1 5>:  

QU=0  …  wi th  i n terlocking  no  synchrocheck (defau l t)  

QU=9  …  no  i n terlocking  no  synchrocheck 

QU=1 0  …  no  in terlocking  wi th  synchrocheck 

QU=1 1  …  wi th  i n terlocking  wi th  synchrocheck 

As  an  a l ternative  the  service  parameter Check can  be  mapped  to  two  SPC to  i n fluence  the  
cond i tions  for i n terlocking  and  synchrocheck.The  defau l t va lues  of SPC ded icated  to  
i n terlocking  i s  TRUE  and  the  SPC ded icated  to  synchrocheck =  FALSE.  

NOTE  3  A mappi ng  example  for the  service  parameter Check i s  shown  for the  CDC SPC i n  Annex A) .  

Figure  7  to  F igure  36  a l so  show examples  of the  sequences  of i n teractions  wi th  the  operated  
device  i tsel f.  The  in terface  to  the  operated  device  i s  beyond  the  scope  of th is  techn ical  
speci fication .  Showing  the  in teraction  wi th  the  operated  device  i tsel f may be  usefu l  for the  
understand ing  of the  complete  control  operation .  

NOTE  4  For Commands  (C_SC,  C_DC,  C_RC)  ACT,  ACTCON ,  RETURN_INF  (status  update)  and  ACTTERM  are  
mandatory.  For Setpo i n ts  (C_SE)  the  RETURN_INF  (status  update)  and  ACTTERM  are  opti ona l .  
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8.8.2  Direct control  wi th  normal  securi ty (optional )  

8 .8.2 .1  Di rect control  wi th  normal  securi ty wi th  status  update  – posi tive  case 

8.8.2 .1 . 1  Appl ied  to  gateway device  

 

The  retu rn  i n formation  caused  by a  command  (M_SP,  M_DP,  M_ST wi th  COT <1 , 3 , 1 1 , 1 2>)  i s  suppl i ed  to  the  cl i en t 
e i ther by a  Report,  GOOSE  message  or by a  Device  Obj ect  Pol l -repl y and  shou l d  be  transmi tted  before  the  
command  term inati on  (C_SC,  C_DC,  C_SE,  C_RC wi th  ACTTERM  Pos;  S /E  =0).  

Figure  7  – Di rect control  wi th  normal  securi ty wi th  status  update  – 
posi tive  case  appl ied  to  gateway device  

IEC  
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8.8.2 .1 .2  Appl ied  to  IED  

 

Figure  8  – Direct control  wi th  normal  securi ty with  status  update  – 
posi tive  case  appl ied  to  IED  

8.8.2 .2  Di rect control  wi th  normal  securi ty in  general  – negative  case  a)  no  
Oper_resp  from  control  object/server/IED  

8.8.2 .2. 1  Appl ied  to  gateway device  

 

Figure  9  – Di rect control  wi th  normal  securi ty in  general  – 
negative  case  a)  appl ied  to  gateway device  

IEC  

IEC  
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8.8.2 .2 .2  Appl ied  to  IED  

 

Figure  1 0  – Direct control  wi th  normal  securi ty in  general  – 
negative  case  a)  appl ied  to  IED  

8.8.2 .3  Di rect control  wi th  normal  securi ty in  general  – negative  case  b)  negative  
Oper_resp  from  control  object/server/IED  

8.8.2.3. 1  Appl ied  to  gateway device  

 

Figure  1 1  – Di rect control  wi th  normal  securi ty in  general  – 
negative  case  b)  appl ied  to  gateway device  

IEC  

IEC  
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8.8.2 .3.2  Appl ied  to  IED  

 

Figure  1 2  – Direct control  wi th  normal  securi ty in  general  – 
negative  case  b)  appl ied  to  IED  

8.8.2.4 Direct control  wi th  normal  securi ty wi th  status  update  – negative  case  c)  no  
status  update  detected  

8.8.2.4. 1  Appl ied  to  gateway device  

 

Figure  1 3  – Di rect control  wi th  normal  securi ty wi th  status  update  – 
negative  case  c)  appl ied  to  gateway device  

IEC  

IEC  
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8.8.2 .4.2  Appl ied  to  IED  

 

Figure  1 4  – D irect control  wi th  normal  securi ty wi th  status  update  – 
negative  case  c)  appl ied  to  IED  

8.8.2.5  Direct control  wi th  normal  securi ty wi thout status  update  – posi tive  case 

8.8.2 .5. 1  Appl ied  to  IED  

 

Figure  1 5  – Di rect control  wi th  normal  securi ty wi thout status  update  – 
posi tive  case  appl ied  to  gateway device 

IEC  

IEC  
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8.8.2 .5.2  Appl ied  to  IED  

 

Figure  1 6  – Di rect control  wi th  normal  securi ty without status  update  – 
posi tive  case  appl ied  to  IED  

The  d i rect con trol  wi th  normal  securi ty services  shal l  be  mapped  as  shown  in  Table  64.  

IEC  
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Table  64 – D irect control  wi th  normal  securi ty services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Control   Control lable  IOA 

 Operate  Operate  Request:  

TI<45, 46, 47 , 49, 50>  or <58, 59, 60 , 62 , 63>  i n  
con trol  d i recti on :   

–  appl i cable  CASDU  add ress  

– appl i cable  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  

add i ti onal  defi n i ti on>  

–  COT <6> : =  Acti vati on  

–  S /E  <0> : =  Execu te  

Operate  Respond:  

TI<45, 46, 47, 49, 50>or <58, 59, 60 , 62 , 63>  i n  
mon i tor d i recti on :  

– appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qua l i fi er of command  (QOC)=0  <no  

add i ti onal  d efi n i ti on>  

–  COT <7> : =  Acti vati on  con fi rmati on  

– S /E  <0> : =  Execu te  

and  

TI<45, 46, 47, 49, 50>  or <58, 59, 60 , 62 , 63>  i n  
mon i tor d i recti on :  

– appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qua l i fi er of command  (QOC)=0  <no  

add i ti onal  defi n i ti on>  

–  COT <1 0> : =  Acti vati on  term inati on  

S /E  <0> : =  Execu te  
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8.8.3  Direct control  wi th  enhanced  securi ty 

8.8.3.1  Di rect control  wi th  enhanced  securi ty – posi tive  case  

8.8.3.1 . 1  Appl ied  to  gateway device  

 

The  retu rn  i n formation  caused  by a  command  (M_SP,  M_DP,  M_ST wi th  COT <1 , 3 , 1 1 , 1 2>)  i s  suppl i ed  to  the  cl i en t 
e i ther by a  Report,  GOOSE  message  or by a  Device  Object  Pol l -repl y and  shou l d  be  transmi tted  before  the  
command  term inati on  (C_SC,  C_DC,  C_SE,  C_RC wi th  ACTTERM  Pos;  S /E  =0).  

Figure  1 7  – Direct control  wi th  enhanced  securi ty – 
posi tive  case  appl ied  to  gateway device  

IEC  
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8.8.3.1 .2  Appl ied  to  IED  

 

Figure  1 8  – Di rect control  wi th  enhanced  securi ty – posi tive  case  appl ied  to  IED  

8.8.3.2  Direct control  wi th  enhanced  securi ty – negative  case  a)  no  Oper_resp  from  
control  object/server/IED  

8.8.3.2 . 1  Appl ied  to  gateway device  

See  F igure  9 .  

8.8.3.2 .2  Appl ied  to  IED  

See  F igure  1 0 .  

8.8.3.3  Direct control  wi th  enhanced  securi ty – negative  case  b)  negative  Oper_resp  
from  control  object/server/IED  

8.8.3.3. 1  Appl ied  to  gateway device  

See  F igure  1 1 .  

8.8.3.3.2  Appl ied  to  IED  

See  F igure  1 2 .  

IEC  
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8.8.3.4 Di rect control  wi th  enhanced  securi ty – negative  case  c)  no  status  change 
detected  by control  object/server/IED  

8.8.3.4.1  Appl ied  to  gateway device  

 

Figure  1 9  – Direct control  wi th  enhanced  securi ty – 
negative  case  c)  appl ied  to  gateway device  

8.8.3.4.2  Appl ied  to  IED  

 

Figure  20  – Di rect control  wi th  enhanced  securi ty – negative  case  c)  appl ied  to  IED  

IEC  

IEC  
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8.8.3.5  Di rect control  wi th  enhanced  securi ty – negative  case  d)  no  CMDTerm_req  
from  control  object/server/IED  

8.8.3.5. 1  Appl ied  to  gateway device  

 

Figure  21  – Direct control  wi th  enhanced  securi ty – 
negative  case  d)  appl ied  to  gateway device  

8.8.3.5.2  Appl ied  to  IED  

 

Figure  22  – Di rect control  wi th  enhanced  securi ty – negative  case  d)  appl ied  to  IED  
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The  d i rect control  wi th  enhanced  securi ty services  shal l  be  mapped  as  shown  i n  Table  65.  

Table  65  – D irect control  wi th  enhanced  securi ty services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Control   Control lable  IOA 

 Operate  Operate  Request:  

TI  <45, 46, 47, 49 , 50>  or <58, 59 , 60 , 62 , 63>  i n  
con trol  d i recti on :   

–  app l i cabl e  CASDU  add ress  

–  app l i cabl e  I OA add ress  

–  Qual i fi er of command  (QOC)=0  <no  

add i ti ona l  defi n i ti on>  

–  COT <6> : =  Acti vati on  

– S /E  <0> : =  Execu te  

Operate  Respond:  

TI  <45, 46, 47, 49, 50>  o r <58, 59, 60 , 62 , 63>  i n  
mon i tor d i recti on :  

– appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  

add i ti ona l  defi n i ti on>  

–  COT <7> : =  Acti vati on  con fi rmati on  

– S /E  <0> : =  Execu te  

 Command  Term ination  TI  <45, 46, 47, 49 , 50>or <58, 59, 60 , 62, 63>  i n  
mon i tor d i recti on :   

–  app l i cabl e  CASDU  add ress  

–  app l i cabl e  I OA add ress  

–  Qual i fi er of command  (QOC)=0  <no  

add i ti onal  defi n i ti on>  

–  COT <1 0> : =  Acti vati on  Terminati on  

– S /E  <0> : =  Execu te  

– P/N  <0> : =  no  AddCause  presen t  
                 AND  

                 E rror: =  NoError <0>  

       <1 > : =  AddCause  presen t  
                 OR 

                 E rror <>  N oError <0>  
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8.8.4 SBO control  wi th  enhanced  securi ty 

8.8.4.1  SBOw control  – posi tive  case  

8.8.4.1 . 1  Appl ied  to  gateway device  

 

Figure  23  – SBOw control  – posi tive  case  appl ied  to  gateway device 

8.8.4.1 .2  Appl ied  to  IED  

 

Figure  24 – SBOw control  – posi tive  case  appl ied  to  IED  

IEC  

IEC  
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8.8.4.2  SBOw control  – negative  case  a)  no  _rsp  from control  object/server/IED  

8.8.4.2 . 1  Appl ied  to  gateway device  

 

Figure  25  – SBOw control  – negative  case  a)  appl ied  to  gateway device 

8.8.4.2 .2  Appl ied  to  IED  

 

Figure  26  – SBOw control  – negative  case  a)  appl ied  to  IED  

IEC  
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8.8.4.3  SBOw control  – negative  case  b)  negative  _rsp  from  control  object/server/IED  

8.8.4.3. 1  Appl ied  to  gateway device  

 

Figure  27  – SBOw control  – negative  case  b)  appl ied  to  gateway device 

8.8.4.3.2  Appl ied  to  IED  

 

Figure  28  – SBOw control  – negative  case  b)  appl ied  to  IED  

IEC  
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8.8.4.4 SBOw control  – negative  case  c)  second  select of same object 

8.8.4.4.1  Appl ied  to  gateway device  

 

Figure  29  – SBOw control  – negative  case  c)  appl ied  to  gateway device 

8.8.4.4.2  Appl ied  to  IED  

 

Figure  30  – SBOw control  – negative  case  c)  appl ied  to  IED  
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8.8.4.5  SBO with  enhanced  securi ty – posi tive  case  

8.8.4.5.1  Appl ied  to  gateway device  

 

The  retu rn  i n formation  caused  by a  command  (M_SP,  M_DP,  M_ST wi th  COT <1 , 3 , 1 1 , 1 2>)  i s  suppl i ed  to  the  cl i en t 
e i ther by a  Report,  GOOSE  message  or by a  Device  Object  Pol l -repl y and  shou l d  be  transmi tted  before  the  
command  term inati on  (C_SC,  C_DC,  C_SE,  C_RC wi th  ACTTERM  Pos;  S /E  =0).  

Figure  31  – SBO with  enhanced  securi ty – posi tive  case  appl ied  to  gateway device 

IEC  
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8.8.4.5.2  Appl ied  to  IED  

 

Figure  32  – SBO with  enhanced  securi ty – posi tive  case  appl ied  to  IED  

8.8.4.6  SBO with  enhanced  securi ty – negative  case  a)  no  status  change  detected  by 
control  object/server/IED  

8.8.4.6. 1  Appl ied  to  gateway device  

 

Figure  33  – SBO with  enhanced  securi ty – negative  case  a)  appl ied  to  gateway device  

IEC  
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8.8.4.6.2  Appl ied  to  IED  

 

Figure  34 – SBO with  enhanced  securi ty – negative  case  a)  appl ied  to  IED  

8.8.4.7  SBO with  enhanced  securi ty – negative  case  b)  no  CmdTerm_req  from  
control  object/server/IED  

8.8.4.7. 1  Appl ied  to  gateway device  

 

Figure  35  – SBO with  enhanced  securi ty – negative  case  b)  appl ied  to  gateway device  

IEC  
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8.8.4.7.2  Appl ied  to  IED  

 

Figure  36  – SBO with  enhanced  securi ty – negative  case  b)  appl ied  to  IED  

The  SBO con trol  wi th  enhanced  securi ty services  shal l  be  mapped  as  shown  i n  Table  66.  

IEC  
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Table  66  – SBO control  wi th  enhanced  securi ty services  mapping  

 I EC  61 850-7-2  service  Maps  to  

Control   Control l able  IOA 

 Se l ectWi thValue  Select  wi th  Value  Request:  

TI<45, 46, 47, 49, 50>  or <58, 59, 60 , 62 , 63>  i n  con tro l  d i recti on :   

–  appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i t i on>  

–  COT <6> : =  Acti vati on  

– S /E  <1 > : =  Se l ect  

Select  wi th  Value  Respond:  

TI<45, 46, 47, 49, 50>  or <58, 59, 60 , 62 , 63>  i n  mon i tor 
d i recti on :  

– appl i cable  CASDU  add ress  

– appl i cable  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i ti on>  

–  COT <7> : =  Acti vati on  con fi rmati on  

– S /E  <1 > : =  Se l ect  

 Cancel  Cancel  Request:  

TI<45, 46, 47, 49, 50>  o r <58, 59, 60 , 62 , 63>  i n  con tro l  d i recti on :   

–  appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qua l i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i t i on>  

–  COT <8> : =  Deacti vati on  

– S /E  val ue  i s  i rre l evan t 

Cancel  Respond:  

TI<45, 46, 47, 49, 50>  or <58, 59, 60 , 62 , 63>  i n  mon i tor 
d i recti on :   

–  appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i t i on>  

–  COT <9> : =  Deacti vati on  con fi rmation  

S /E  val ue  i s  i rre l evan t  

 Operate  Operate  Request:  

TI<45, 46, 47, 49, 50>  o r <58, 59, 60 , 62 , 63>  i n  con trol  d i recti on :   

–  appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i t i on>  

–  COT <6> : =  Acti vati on  

–  S /E  <0> : =  Execu te  

Operate  Respond:  

TI<45, 46, 47 , 49, 50>  or <58, 59, 60 , 62 , 63>  i n  mon i tor 
d i recti on :  

–  app l i cabl e  CASDU  add ress  

–  app l i cabl e  I OA add ress  

–  Qual i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i ti on>  

–  COT <7> : =  Acti vati on  con fi rmati on  

–  S /E  <0> : =  Execu te  
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 I EC  61 850-7-2  service  Maps  to  

 Command  Term ination  TI<45, 46, 47, 49, 50>  o r <58, 59, 60 , 62 , 63>  i n  mon i tor 
d i recti on :   

–  appl i cabl e  CASDU  add ress  

– appl i cabl e  I OA add ress  

– Qual i fi er of command  (QOC)=0  <no  add i ti ona l  defi n i t i on>  

–  COT <1 0> : =  Acti vati on  Terminati on  

– S /E  <0> : =  Execu te  

– P /N  <0> : =  no  AddCause  presen t  
                 AND  

                 E rror: =  NoError <0>  

       <1 > : =  AddCause  presen t 
                 OR 

                 E rror <>  N oError <0>  

 

9  Protocol  stack selections  for IEC  60870-5-1 01  and  IEC  60870-5-1 04 

9.1  General  

The  mapping  to  I EC  60870-5-1 01  and  I EC  60870-5-1 04  i s  done  for the  appl icable  data  
(ASDUs)  and  services  (basic appl ication  functions)  accord ing  to  the  marked  check boxes  i n  
the  i n teroperabi l i ty sheet i n  9 . 3 . 1 / 9 . 3 . 2 .  The  in teroperabi l i ty sheets  are  subsets  of the  related  
standards.  

NOTE  The  sel ecti ons  done  i n  the  i n teroperab i l i ty sheets  of I EC  60870-5-1 01  and  I EC  60870-5-1 04  represen t  a  
recommended  set  of parameters,  ASDUs  and  basic  appl i cati on  fu ncti ons  wh i ch  con form  to  the  defi n i ti ons  of th i s  
gu i de l i ne.  

9.2  Structure  of appl ication  data   

9 .2 .1  General  

I EC  60870-5-3  describes  the  basic appl ication  data  un i ts  i n  transmission  frames  of te lecontrol  
systems.  Th is  subclause  selects  speci fic fi e ld  e lements  ou t of that standard  and  defines  
APPLICATION  SERVICE  DATA UN ITs  (ASDU)  used  i n  standard  I EC  60870-5-1 04  and  
I EC  60870-5-1 01  protocol .  

The  APPLICATION  SERVICE  DATA UN IT  (ASDU)  i s  composed  of a   DATA UN I T  I DENTI FI ER  and  one  
or more  I NFORMATION  OBJECTs.  ASDUs  con tain ing  no   I NFORMATION  OBJECTs  are  permi tted  as  
wel l .  

I n  add i tion ,  i n  some cases,  the  ASDU  consists  on ly of the  DATA UN I T  I DENTIFI ER  

The  DATA UN I T I DENTI FIER  a lways  has  the  same  structure  for a l l  ASDUs.  The  I NFORMATION  
OBJECTs  of an  ASDU  are  a lways  of the  same  structure  and  type,  wh ich  are  defined  in  the  TYPE  
I DENTIFICATION  fi e ld .  Each  ASDU  always  con tains  a  s i ng le  TYPE  I DENTIFICATION  (TI )  and  a  
s ing le  CAUSE  OF  TRANSMISSION .  

The  COMMON  ADDRESS  i s  the  station  address,  wh ich  may be  structured  to  permi t the  
addressing  of the  whole  station  or j ust a  particu lar station  sector.  

There  i s  no  data  fie ld  LENGTH  OF  ASDU .  Each  frame  has  on ly a  s ing le  ASDU  avai lable.   

T IME  TAGs  ( i f present)  a lways  belong  to  an  i nd ividual  I NFORMATION  OBJECT .  

I f Day of week i s  not used ,  the  values  can  be  set to  0 .  
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The  I NFORMATION  OBJECT  consists  of an  I NFORMATION  OBJECT I DENTI FIER,  a  SET OF  I NFORMATION  
ELEMENTs  and ,  i f present,  a  TIME  TAG  OF  I NFORMATION  OBJECT .  

The  I NFORMATION  OBJECT I DENTI FIER  consists  on ly of the  I NFORMATION  OBJECT ADDRESS  ( IOA).  
I n  most cases,  the  COMMON  ADDRESS  OF  ASDU  together wi th  the  I NFORMATION  OBJECT ADDRESS  
d i stingu ishes  the  complete  SET OF  I NFORMATION  ELEMENTs  wi th in  a  speci fic system.  The  
combination  of both  addresses  shal l  be  unambiguous  per system.  The  TYPE  I DENTIFICATION  i s  
not a  part  of a  COMMON  ADDRESS  or an  I NFORMATION  OBJECT ADDRESS .  

The  set of i n formation  e lements  consists  of a  i nd ividual   s ing le  i n formation  e lement / 
combination  of i n formation  elements  or a  sequence  of s ing le  i n formation  elements  / 
combination  of i n formation  e lements.  

NOTE  The  type  i den ti fi cati on  (TI )  defi nes  the  s tructu re,  the  type  and  the  format of the  i n formati on  ob j ect.  Al l  
i n formati on  objects  of a   speci fi c  ASDU  (te l egrams)  are  of the  same  structu re,  type  and  format.  

9.2.2  Structure  of appl ication  data  defined  in  IEC  60870-5-1 01  

The  structure  of the  DATA UN I T I DENTIFIER  i s :  

– one  octet  TYPE  I DENTIFICATION  (TI )  

– one  octet VARIABLE  STRUCTURE  QUALIF IER  

– one  or two  octets  CAUSE  OF  TRANSM ISSION  ( INCLUDED  ORIGINATOR ADDRESS)  

– one  or two  octets  COMMON  ADDRESS  OF  ASDU  

– one,  two  or th ree  octets  I NFORMATION  OBJECT ADDRESS  ( IOA)  

Octet 3  (and  optional ly Octet 4 : =  ORIGINATOR ADDRESS)  of the  DATA UN I T I DENTIFIER  of the  
ASDU  defines  the  CAUSE  OF  TRANSMISSION  fi e ld .  

The  s ize  of the  COMMON  ADDRESS  OF  ASDU  is  determined  by a  fi xed  system  (network speci fic)  
parameter,  i n  th is  case  one  or two  octets.  

The  use  of two  octets  for COMMON  ADDRESS  OF  ASDU  is  recommended .  

The  s ize  of the  I NFORMATION  OBJECT ADDRESS  i s  determined  by a  fi xed  system  
(networkspeci fic)  parameter,  i n  th is  case  one,  two  or th ree  octets.  

The  use  of th ree  octets  for I NFORMATION  OBJECT ADDRESS   i s  recommended .  

I f Day of week i s  not used ,  the  values  shal l  be  set to  0 .  

The  set of i n formation  e lements  consists  of a  s ing le  i n formation  e lement/combination  of 
e lements  or a  sequence  of i n formation  elements.  

9.2.3  Structure  of appl ication  data  defined  in  IEC  60870-5-1 04 

The  structure  of the  DATA UN I T I DENTIFIER  i s :  

– one  octet  type  i den ti fication  (TI )  

– one  octet variable  structure  qual i fier 

– two  octets  cause  of transmission  ( I ncluded  Orig inator Address)  

– two  octets  common  address  of ASDU  

– three  octets  i n formation  object address  ( IOA)  

The  format CP56Time2a  for TIME  TAGS is  used  exclusively i n  I EC  60870-5-1 04.  

I f Day of week i s  not used ,  the  values  can  be  set to  0 .  
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NOTE  The  TYPE  I DENTI F I CATION  (TI )  defi nes  the  s tructu re,  the  type  and  the  format  of the  I N FORMATION  OBJECT .  Al l  
I NFORMATION  OBJECTs  of a   speci fi c  ASDU  ( te l egrams)  are  of the  same  structu re,  type  and  format.  

9.3  IEC  60870-5 in teroperabi l i ty  

9 .3. 1  IEC  60870-5-1 01  interoperabi l i ty 

9 .3.1 . 1  General  

The  compan ion  standard  I EC  60870-5-1 01  presents  sets  of parameters  and  a l ternatives  from  
wh ich  subsets  shal l  be  selected  to  implement particu lar te lecontrol  systems.  Certain  
parameter values,  such  as  the  choice  of “structured“  or “unstructu red“  fie lds  of the  
I NFORMATION  OBJECT ADDRESS  of ASDUs  represent mu tual l y exclusive  a l ternatives.  Th is  means  
that on ly one  value  of the  defined  parameters  i s  admi tted  per system.  Other parameters,  such  
as  the  l i sted  set of d i fferen t process  i n formation  in  command  and  i n  mon i tor d i rection ,  a l l ow 
the  speci fication  of the  complete  set or subsets,  as  appropriate  for g iven  appl ications.  Th is  
clause  summarizes  the  parameters  of the  previous  clauses  to  faci l i tate  a  su i table  selection  for 
a  speci fic appl ication .  I f a  system  i s  composed  of equ ipment stemming  from  d i fferen t 
manufacturers,  i t  i s  necessary that a l l  partners  agree  on  the  selected  parameters.  

NOTE  1  I n  add i ti on ,  the  fu l l  speci fi cati on  of a  system  may requ i re  i nd i vi dua l  se l ecti on  of certa i n  parameters  for 
certa i n  parts  of the  system,  such  as  the  i nd i vi dual  se l ecti on  of sca l i ng  factors  for i nd i vi dual l y add ressabl e  
measured  val ues.  

The  selected  parameters  shou ld  be  marked  i n  the  wh i te  boxes  as  fol lows:  

 

The  possible  selection  (b lank,  X,  R,  or B)  i s  speci fied  for each  speci fic clause  or parameter.  
The  selections  made  i n  Subclause  9. 3 . 1  of th is  document select a l l  parameters  and  ASDUs 
wh ich  are  requ i red  for the  mapping  of CDCs  on to  I EC  60870-5-1 01  as  described  i n  th is  
document.   

NOTE  2  Due  to  the  h i erarch ica l  cl i en t–server service  concept  (of,  for example,  I EC  61 850) ,  a l l  functi ons  or 
ASDUs  can  be  u sed  i n  s tandard i zed  (defau l t)  mode  on l y.  

9.3.1 .2  System  or device 

(system-speci fic parameter,  i nd icate  defin i tion  of a  system  or a  device  by marking  one  of the  
fol lowing  wi th  ‘X’ )  

 

9.3.1 .3  Network configuration  

(network-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

Mu l tipoin t-partyl ine   

 Mul tipoin t star Mu l tip le  poin t-to-poin t 

Poin t-to-poin t X 

X 

System  defin i tion   

Con trol l i ng  station  defin i tion  (Master)  

X 

 

Control led  station  defin i tion  (Slave)   

Function  or ASDU  is  used  as  standard ized  (defau l t)  

Function  or ASDU  i s  used  i n  reverse  mode  

Function  or ASDU  i s  used  i n  standard  and  reverse  mode  

X 

R 

B  

Function  or ASDU  i s  not used   
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9.3.1 .4 Physical  layer 

(network-speci fic parameter,  a l l  i n terfaces  and  data  rates  that are  used  are  to  be  marked  ‘X’ )  

Transmission  speed  (con trol  d i rection )  

Unbalanced  i n terchange  Unbalanced  i n terchange  Balanced  i n terchange  

Ci rcu i t  V.24/V. 28  Ci rcu i t  V.24/V.28  Ci rcu i t  X.24/X.27  

Standard  Recommended  i f >1  200  b i t/s  

 

Transmission  speed  (mon i tor d i rection )  

Unbalanced  i n terchange  Unbalanced  i n terchange  Balanced  i n terchange  

Ci rcu i t  V.24/V. 28  Ci rcu i t  V.24/V.28  Ci rcu i t  X.24/X.27  

Standard  Recommended  i f >1  200  b i t/s  

 

9.3.1 .5  Link layer 

(network-speci fic parameter,  a l l  options  that are  used  are  to  be  marked  ‘X’ .  Speci fy the  
maximum  frame  l eng th .  I f a  non-standard  assignment of class  2  messages  i s  implemented  for 
unbalanced  transmission ,  i nd icate  the  type  ID  and  COT of a l l  messages  assigned  to  class  2 . )  

Frame  format FT 1 . 2 ,  s ing le  character 1  and  the  fi xed  time  ou t i n terval  are  used  exclusively i n  
I EC  60870-5-1 01 .     

 

Balanced  transmission  

Unbalanced  transmission  

Maximum  leng th  L  
(number of octets)  

L ink transmission  procedure  Address  fie ld  of the  l i nk 

Not present (balanced  transmission  on ly)  

One  octet 

Two  octets  

Structured  

Unstructured  

Frame  leng th  

X 

 

 

X 

X 

 

 
 

1 00    b i t/s  

200    b i t/s  

300    b i t/s  

600    b i t/s  

1  200    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

1 9  200    b i t/s  

38  400    b i t/s  

56  000    b i t/s  

64  000    b i t/s  

 

 

 

 

 

 

 

X 

 

 

X 

X 

X 

X 

X 

1 00    b i t/s  

200    b i t/s  

300    b i t/s  

600    b i t/s  

1  200    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

1 9  200    b i t/s  

38  400    b i t/s  

56  000    b i t/s  

64  000    b i t/s  

 

 

 

 

 

 

 

X 

 

 

X 

X 

X 

X 

X 
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When  using  an  unbalanced  l i nk l ayer,  the  fol lowing  ASDU  types  are  returned  in  class  2  
messages  ( low priori ty)  wi th  the  i nd icated  causes  of transmission :  

 

Type  i denti fication  Cause  of transmission  

9,  1 1 ,  1 3 ,  21  <1 >  

 

 

Type  i denti fication  Cause  of transmission  

  

  

  

  

 

NOTE  I n  response  to  a  cl ass  2  po l l ,  a  con trol l ed  stati on  may respond  wi th  cl ass  1  data  when  there  i s  n o  cl ass  2  
data  avai l abl e .  

9.3.1 .6  Appl ication  layer 

Transmission  mode  for appl ication  data 

Mode 1  ( l east s ign i ficant octet fi rst) ,  as  defined  i n  Subclause  4 . 1 0  of I EC  60870-5-4: 1 993,  i s  
used  exclusively i n  compan ion  standard  I EC  60870-5-1 01 .  

Common  address  of ASDU  

(system-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

I n formation  object address  

(system-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

Cause  of transmission  

(system-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

Length  of APDU  

(system-speci fic parameter,  speci fy the  maximum  leng th  of the  APDU  per system)  

The  maximum  l eng th  of APDU  for both  d i rections  i s  253.  I t  i s  a  fi xed  system  parameter.  

One  octet Two  octets  (wi th  orig inator 
address).  Orig inator address  i s  
set to  zero  i f not used  

X  

One  octet structured  

Two octets  unstructured  

Three  octets  X 

X 

X 

 

 

One  octet Two  octets  X  

A special  assignment of ASDUs  to  class  2  messages  i s  used  as  fol lows:   

The  standard  assignment of ASDUs  to  class  2  messages  i s  used  as  fol lows:   
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Selection  of standard  ASDUs  

Process  information  in  monitor d i rection  

(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  in  both  d i rections)  

 

<1 >   :=  Single-point information  M_SP_NA_1  

<30>  : =  S i ng l e-poin t  i n formati on  wi th  time  tag  CP56Time2a  M_SP_TB_1  

<31 >  : =  Doub le-poi n t  i n formati on  wi th  time  tag  CP56Time2a  M_DP_TB_1  

<32>  : =  S tep  posi ti on  i n formati on  wi th  time  tag  CP56Time2a  M_ST_TB_1  

<33>  : =  B i ts tri ng  of 32  b i t  wi th  time  tag  CP56Time2a  M_BO_TB_1  

<34>  : =  Measured  val ue,  normal i zed  va l ue  wi th  time  tag  CP56Time2a  M_ME_TD_1  

<35>  : =  Measured  val ue,  sca l ed  va l ue  wi th  time  tag  CP56Time2a  M_ME_TE_1  

<36>  : =  Measured  val ue,  short  fl oati ng  poi n t  va l ue  wi th  t ime  tag  CP56Time2a  M_ME_TF_1  

<37>  : =  I n tegrated  tota l s  wi th  time  tag  CP56Time2a  M_IT_TB_1  

<38>  : =  Event  of protecti on  equ i pmen t  wi th  time  tag  CP56Time2a  M_EP_TD_1  

<39>  : =  Packed  start  even ts  of protecti on  equ i pmen t  wi th  time  tag  CP56Time2a  M_EP_TE_1  

<40>  : =  Packed  ou tpu t  ci rcu i t  i n formation  of protecti on  equ i pmen t  wi th  t ime  tag   
   CP56Time2a  M_EP_TF_1  

<2>  : =  S i ng l e-poin t  i n formati on  wi th  t ime  tag  M_SP_TA_1  

<3>  : =  Double-poi n t  i n formati on  M_DP_NA_1  

<4>  : =  Double-poi n t  i n formati on  wi th  time  tag  M_DP_TA_1  

<5>  : =  S tep  posi ti on  i n formati on  M_ST_NA_1  

<6>  : =  S tep  posi ti on  i n formati on  wi th  time  tag  M_ST_TA_1  

<7>  : =  B i ts tri ng  of 32  b i t  M_BO_NA_1  

<8>  : =  B i ts tri ng  of 32  b i t  wi th  t ime  tag  M_BO_TA_1  

<9>  : =  Measu red  val ue,  normal i zed  va l ue  M_ME_NA_1  

<1 0>  : =  Measured  val ue ,  normal i zed  va l ue  wi th  t ime  tag  M_ME_TA_1  

<1 1 >  : =  Measured  val ue ,  scal ed  va l ue  M_ME_NB_1  

<1 2>  : =  Measured  val ue ,  scal ed  va l ue  wi th  time  tag  M_ME_TB_1  

<1 3>  : =  Measured  val ue ,  short  fl oati ng  poi n t  va l ue  M_ME_NC_1  

<1 4>  : =  Measured  val ue ,  short  fl oati ng  poi n t  va l ue  wi th  t ime  tag  M_ME_TC_1  

<1 5>  : =  I n tegrated  tota l s  M_IT_NA_1  

<1 6>  : =  I n tegrated  tota l s  wi th  time  tag  M_I T_TA_1  

<1 7>  : =  Event  of protecti on  equ i pmen t wi th  time  tag  M_EP_TA_1  

<1 8>  : =  Packed  start  even ts  of protecti on  equ i pmen t wi th  t ime  tag  M_EP_TB_1  

<1 9>  : =  Packed  ou tpu t  ci rcu i t  i n formation  of protecti on  equ i pmen t wi th  time  tag  M_EP_TC_1  

<20>  : =  Packed  s i ng l e-poi n t  i n formati on  wi th  s tatus  change  detecti on  M_PS_NA_1  

<21 >  : =  Measured  val ue ,  normal i zed  va l ue  wi thou t  qua l i ty descri ptor M_ME_ND_1  

X 

X 

 X 

 

X 

X 

 X 

X 

 

 

X 

X 

X 

X 

 

X 

X 

X 

 

X 

X 

 

 

 

 

 

 

 

 

 

 

 

Maximum  leng th  of APDU  per system  in  control  d i rection  

Maximum  leng th  of APDU  per system  in  mon i tor d i rection  
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E i ther ASDUs  of the  set <2> ,  <4> ,  <6> ,  <8> ,  <1 0> ,  <1 2> ,  <1 4> ,  <1 6> ,  <1 7> ,  <1 8> ,  <1 9>  or of 

the  set <30  –40>  are  used .  

Process  information  in  control  d irection  

(station-speci fic parameter,  mark each  type  ID  ‘X’  i f i t  i s  on ly used  i n  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

System  information  in  monitor d i rection  

(station-speci fic parameter,  mark an  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  'R '  i f on ly 
used  i n  the  reverse  d i rection ,  and  'B '  i f used  i n  both  d i rections)  

 

System  information  in  control  d irection  

(station-speci fic parameter,  mark each  type  ID  ‘X’  i f i t  i s  on ly used  i n  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  in  both  d i rections)  

 

Parameter in  control  d irection  

(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

<1 1 0> : =  Parameter of measu red  va l ue ,  normal i zed  val ue  P_ME_NA_1  

<1 1 1 > : =  Parameter of measu red  va l ue ,  sca l ed  va l ue  P_ME_NB_1  

<1 1 2> : =  Parameter of measu red  va l ue ,  short  fl oati ng  po in t  va l ue  P_ME_NC_1  

<1 1 3> : =  Parameter acti vati on  P_AC_NA_1  

 

X 

X 

 

<1 00> : =  I n terrogation  command  C_IC_NA_1  

<1 01 > : =  Coun ter i n terrogation  command  C_CI _NA_1  

<1 02> : =  Read  command  C_RD_NA_1  

<1 03> : =  C l ock synchron i zati on  command   C_CS_NA_1  

<1 04> : =  Test  command  C_TS_NA_1  

<1 05> : =  Reset process  command  C_RP_NA_1  

<1 06> : =  Del ay acqu i s i ti on  command  C_CD_NA_1  

X 

 X 

X 

 

 

 

 

<70>  : =  End  of i n i t i a l i zati on  M EI NA 1  X 

<45>  : =  S i ng le  command  C SC NA 1  

<46>  : =  Double  command  C_DC_NA_1  

<47>  : =  Regu lati ng  s tep  command  C_RC_NA_1  

<48>  : =  Set  po i n t  command ,  normal i zed  val ue  C SE NA 1  

<49>  : =  Set  po i n t  command ,  sca led  val ue  C_SE_NB_1  

<50>  : =  Set  po i n t  command ,  short  fl oati ng  po in t  va l ue  C_SE_NC_1  

<51 >  : =  B i ts tri ng  of 32  b i t  C_BO_NA_1  

X 

X 

X 

 

X 

X 
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Fi le  transfer 

(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)   

 

Type identi fier and  cause  of transmission  assignments  

(station-speci fic parameters)  

Shaded  boxes:  option  not requ i red .   

B lack boxes:  option  not permi tted  i n  compan ion  standard  I EC  60870-5-1 01 .  

B lank =  function  or ASDU  is  not used .  

Mark Type  I den ti fication /Cause  of transmission  combinations:  

‘X’   i f on ly used  in  the  standard  d i rection ,   

‘R’   i f on ly used  i n  the  reverse  d i rection ,   

‘B ’   i f used  i n  both  d i rections.   

<1 20> : =  F i l e  ready F_FR_NA_1  

<1 21 > : =  Secti on  ready F_SR_NA_1  

<1 22> : =  Ca l l  d i rectory,  se l ect  fi l e ,  ca l l  fi l e ,  ca l l  secti on  F_SC_NA_1  

<1 23> : =  Last  secti on ,  l ast  segmen t  F_LS_NA_1  

<1 24> : =  Ack fi l e ,  ack secti on  F_AF_NA_1  

<1 25> : =  Segment F_SG_NA_1  

<1 26> : =  D i rectory {b l ank or X,  on l y ava i l abl e  i n  mon i tor (s tandard )  d i recti on }  F_DR_TA_1  
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Type  i denti fi cation  Cause  of transmission  

 1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1 3  20  
to  
36  

37  
to  
41  

44  45  46  47  

<1 >  M_SP_NA_1               X       

<2>  M_SP_TA_1                     

<3>  M_DP_NA_1               X       

<4>  M_DP_TA_1                     

<5>  M_ST_NA_1               X       

<6>  M_ST_TA_1                     

<7>  M_BO_NA_1               X       

<8>  M_BO_TA_1                     

<9>  M_ME_NA_1                     

<1 0>  M_ME_TA_1                     

<1 1 >  M_ME_NB_1               X       

<1 2>  M_ME_TB_1                     

<1 3>  M_ME_NC_1               X       

<1 4>  M_ME_TC_1                     

<1 5>  M_I T_NA_1                X      

<1 6>  M_I T_TA_1                     

<1 7>  M_EP_TA_1                     

<1 8>  M_EP_TB_1                     

<1 9>  M_EP_TC_1                     

<20>  M_PS_NA_1                     

<21 >  M_ME_ND_1                     

<30>  M_SP_TB_1    X   X      X  X        

<31 >  M_DP_TB_1    X   X      X  X        

<32>  M_ST_TB_1    X   X      X  X        

<33>  M_BO_TB_1    X   X               

<34>  M_ME_TD_1                     

<35>  M_ME_TE_1    X   X               

<36>  M_ME_TF_1    X   X               

<37>  M_I T_TB_1    X                  

<38>  M_EP_TD_1                     

<39>  M_EP_TE_1    X                  

<40>  M_EP_TF_1    X                  

<45>  C_SC_NA_1       X  X X X X      X  X X X 

<46>  C_DC_NA_1       X  X X X X      X  X X X 

<47>  C_RC_NA_1       X  X X X X      X  X X X 

<48>  C_SE_NA_1                     

<49>  C_SE_NB_1       X  X X X X      X  X X X 
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Type  i denti fi cation  Cause  of transmiss ion  

 1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1 3  20  
to  
36  

37  
to  
41  

44  45  46  47  

<50>  C_SE_NC_1       X  X X X X      X  X X X 

<51 >  C_BO_NA_1                     

<70>  M_EI _NA_1 *
)
    X                 

<1 00>  C_IC_NA_1       X  X   X       X  X X X 

<1 01 >  C_CI _NA_1       X  X   X       X  X X X 

<1 02>  C_RD_NA_1      X            X  X X X 

<1 03>  C_CS_NA_1                     

<1 04>  C_TS_NA_1                     

<1 05>  C_RP_NA_1                     

<1 06>  C_CD_NA_1                     

<1 1 0>  P_ME_NA_1                     

<1 1 1 >  P_ME_NB_1       X  X       X   X X X X 

<1 1 2>  P_ME_NC_1       X  X       X   X X X X 

<1 1 3>  P_AC_NA_1                     

<1 20>  F_FR_NA_1                     

<1 21 >  F_SR_NA_1                     

<1 22>  F_SC_NA_1                     

<1 23>  F_LS_NA_1                     

<1 24>  F_AF_NA_1                     

<1 25>  F_SG_NA_1                     

<1 26>  F_DR_TA_1 *
)
                    

* )   b l ank or X on l y 

 

9.3.1 .7  Basic  appl ication  functions  

Station  in i tial ization  

(station-speci fic parameter,  mark ‘X’  i f function  i s  used)   

 

Cycl ic  data  transmission  

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Read  procedure 

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Spontaneous  transmission  

Read  procedure  X 

Cycl ic data  transmission                             *
)
 Optional  X 

Remote  i n i tia l ization   
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(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Double  transmission  of in formation  objects  wi th  cause  of transmission  spontaneous  

(station-speci fic parameter,  mark each  i n formation  type  ‘X’  where  both  a  Type  ID  wi thou t time  
and  correspond ing  Type  ID  wi th  time  are  i ssued  i n  response  to  a  s ing le  spon taneous  change  
of a  mon i tored  object)  

The  fol lowing  type  i den ti fi cations  may be  transmi tted  i n  succession  caused  by a  s ing le  status  
change  of an  i n formation  object.  The  particu lar i n formation  object addresses  for wh ich  double  
transmission  i s  enabled  are  defined  i n  a  project-speci fic l i st.  

 

Station  in terrogation   

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Clock synchron ization   

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Command  transmission   

(object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R’  i f on ly 
used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

Clock synchron ization   

 Day of week used                                                                    (Optional )  

 RES1 ,  GEN  (time  tag  substi tu ted / not substi tu ted)  used           (Optional )  

 SU-bi t  (summertime)  used                                                       (Optional )  

g lobal  

g roup  7  g roup  1 3  g roup  1  

g roup  8  g roup  1 4  g roup  2  

g roup  9  g roup  1 5  g roup  3  

g roup  1 0  g roup  1 6  g roup  4  

g roup  1 1  g roup  5  

g roup  1 2  g roup  6  
I n formation  Object  Add resses  assi gned  to  each  
g roup  must be  shown  i n  a  separate  tab le  

X 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Measured value,  short floating  point number M_ME_NC_1 ,  M_ME_TC_1  and  M_ME_TF_1  

Measured  value,  scaled  value  M_ME_NB_1 ,  M_ME_TB_1  and  M_ME_TE_1  

Measured value,  normalized  value M_ME_NA_1 ,  M_ME_TA_1 ,  M_ME_ND_1  and  M_ME_TD_1  

Bi tstring  of 32  bi t M_BO_NA_1 ,  M_BO_TA_1  and  M_BO_TB_1  ( i f defined  for a  speci fic project)  

S tep  posi tion  i n formation  M_ST_NA_1 ,  M_ST_TA_1  and  M_ST_TB_1  

Double-poin t i n formation  M_DP_NA_1 ,  M_DP_TA_1  and  M_DP_TB_1  

S ing le-poin t i n formation  M_SP_NA_1 ,  M_SP_TA_1 ,  M_SP_TB_1  and  M_PS_NA_1  

Spontaneous  transmission  X 
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NOTE  1  The  command  transm issi on  for each  con trol  model  (ctlModel )  i s  descri bed  i n  8 . 8 .  

NOTE  2  I f the  Option  "C_SE  ACTTERM  used "  i s  se l ected ,  the  cond i ti on  ( tri gger/even t)  for send ing  CE_SE  
ACTTERM  and  the  re l a ted  mon i tored  i n formati on  has  to  be  speci fi ed  i nd i vi dual l y  per pro j ect.  

Transmission  of integrated  totals   

(station-  or object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  in  the  standard  
d i rection ,  ‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Parameter loading   

(object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R’  i f on ly 
used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Threshold  value  

Smooth ing  factor 

Low l im i t  for transmission  of measured  value  

H igh  l im i t  for transmission  of measured  value  

X 

 

 

 

Counter read  

Counter freeze  wi thou t reset 

Counter freeze  wi th  reset 

Counter reset 

General  request counter 

Request counter g roup  1  

Request counter g roup  3  

Request counter g roup  2  

Request counter g roup  4  

 

X 

 

 

X 

 

 

 

 

Mode  A:  Local  freeze  wi th  spon taneous  transmission  

Mode  B :  Local  freeze  wi th  coun ter i n terrogation  

Mode  C:  Freeze  and  transmi t by counter i n terrogation  commands  

Mode D:  Freeze by counter interrogation  command,  frozen values reported  spontaneously 

X 

 

 

 

Direct command  transmission  

D i rect set poin t command  transmission  

Select and  execu te  command  

Select and  execu te  set poin t command  

C_SE  ACTTERM  used  

No  add i tional  defin i tion  

Short pu lse  duration  (du rati on  determ ined  by a  system  parameter i n  the  ou tstati on )  

Persistent ou tpu t 

Long  pu lse  duration  (du rati on  d eterm ined  by a  system  parameter i n  the  ou tstati on )  

X 

X 

X 

X 

 

X 
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Parameter activation   

(object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R’  i f on ly 
used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Test  procedure 

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

F i le  transfer 

(station-speci fic parameter,  mark ‘X’  i f function  i s  used)  

F i le  transfer i n  mon i tor d i rection  

 

Fi leA transfer i n  con trol  d i rection   

 

Background  scan  

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Acquisi tion  of transmission  delay  

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

9.3.2  IEC  60870-5-1 04 in teroperabi l i ty  

9 .3.2 .1  General  

The  compan ion  standard  I EC  60870-5-1 04  presents  sets  of parameters  and  a l ternatives  from  
wh ich  subsets  shal l  be  selected  to  implement particu lar te lecontrol  systems.  Certain  
parameter values,  such  as  the  choice  of “structured“  or “unstructu red“  fie lds  of the  
I NFORMATION  OBJECT ADDRESS  of ASDUs  represent mu tual l y exclusive  a l ternatives.  Th is  means  
that on ly one  value  of the  defined  parameters  i s  admi tted  per system.  Other parameters,  such  
as  the  l i sted  set of d i fferent process  i n formation  i n  command  and  i n  mon i tor d i rection  al low 
the  speci fication  of the  complete  set or subsets,  as  appropriate  for g iven  appl ications.  Th is  
clause  summarizes  the  parameters  of the  previous  clauses  to  faci l i tate  a  su i table  selection  for 
a  speci fic appl ication .  I f a  system  i s  composed  of equ ipment stemming  from  d i fferen t 
manufacturers,  i t  i s  necessary that a l l  partners  agree  on  the  selected  parameters.  

Acqu is i tion  of transmission  delay  

Background  scan   

Transparen t fi l e   

Transparen t fi l e    

Transmission  of d i sturbance  data  of protection  equ ipment 

 Transmission  of sequences  of even ts  

 

Transmission  of sequences  of recorded  analogue  values   

Test procedure   

Act/deact of persisten t cycl ic  or period ic transmission  of the  addressed  object  
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The  in teroperabi l i ty l i st  i s  defined  as  i n  I EC  60870-5-1 01  and  extended  wi th  parameters  used  
i n  I EC  60870-5-1 04.  The  text descriptions  of parameters  wh ich  are  not appl icable  to  
I EC  60870-5-1 04  are  struck-through  (correspond ing  check box i s  marked  b lack).  

NOTE  I n  add i ti on ,  the  fu l l  speci fi cati on  of a  system  may requ i re  i nd ivi dual  se l ecti on  of certa i n  parameters  for 
certa i n  parts  of the  system,  such  as  the  i n d i vi dual  se l ecti on  of sca l i ng  factors  for i nd i vi d ual l y add ressabl e  
measured  val ues.  

The  selected  parameters  shou ld  be  marked  i n  the  wh i te  boxes  as  fol lows:  

 

The  possible  selection  (b lank,  X,  R,  or B)  i s  speci fied  for each  speci fic clause  or parameter.  
The  selections  made  i n  Subclause  9. 3 . 2  of th is  document select a l l  parameters  and  ASDUs 
wh ich  are  requ i red  for the  mapping  of CDCs  on to  I EC  60870-5-1 04  as  described  i n  th is  
document.  

A b lack check box i nd icates  that the  option  cannot be  selected  i n  I EC 60870-5-1 04.  

NOTE  Due  to  the  h i erarch i cal  cl i en t–server servi ce  concept  (of,  for example ,  I EC  61 850),  a l l  functi ons  or ASDUs  
can  be  used  i n  s tandard i zed  (defau l t)  mode  on l y.  

9.3.2 .2  System  or device 

(system-speci fic parameter,  i nd icate  defin i tion  of a  system  or a  device  by marking  one  of the  
fol lowing  wi th  ‘X’ )  

 

9.3.2 .3  Network configuration  

(network-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

9 .3.2 .4 Physical  layer 

(network-speci fic parameter,  a l l  i n terfaces  and  data  rates  that are  used  are  to  be  marked  ‘X’ )  

Transmission  speed  (con trol  d i rection )  

Unbalanced  i n terchange  Unbalanced  i n terchange  Balanced  in terchange   

Ci rcu i t  V.24/V.28  Ci rcu i t  V. 24/V.28  Ci rcu i t  X. 24/X.27  

Standard  Recommended  i f >1  200  b i t/s   

Point-to-poin t 

Mu l tiple  poin t-to-poin t 

 

 

Mul tipoin t-partyl ine  

Mu l tipoin t-star 

 

 

System  defin i tion   

Control l i ng  station  defin i tion  (Master)  

X 

 

Control led  station  defin i ti on  (Slave)   

Function  or ASDU  is  used  as  standard ized  (defau l t)  

Function  or ASDU  is  used  i n  reverse  mode  

Function  or ASDU  is  used  i n  standard  and  reverse  mode  

X 

R 

B  

Function  or ASDU  i s  not used   
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Transmission  speed  (mon i tor d i rection )  

Unbalanced  i n terchange  Unbalanced  i n terchange  Balanced  in terchange   

Ci rcu i t  V.24/V.28  Ci rcu i t  V. 24/V.28  Ci rcu i t  X. 24/X.27  

Standard  Recommended  i f >1  200  b i t/s   

 

9.3.2 .5  Link layer 

(network-speci fic parameter,  a l l  options  that are  used  are  to  be  marked  ‘X’ .  Speci fy the  
maximum  frame  l eng th .  I f a  non-standard  assignment of class  2  messages  i s  implemented  for 
unbalanced  transmission ,  i nd icate  the  Type  ID  and  COT of a l l  messages  assigned  to  class  2 . )  

Frame  format FT 1 . 2 ,  s ing le  character 1  and  the  fi xed  time  ou t i n terval  are  used  exclusively i n  
I EC  60870-5-1 01 th is  compan ion  standard .  

 

When  using  an  unbalanced  l i nk l ayer,  the  fol lowing  ASDU  types  are  returned  in  class  2  
messages  ( low priori ty)  wi th  the  i nd icated  causes  of transmission :  

 

Type  i denti fication  Cause  of transmiss ion  

9,  1 1 ,  1 3 ,  21  <1 >  

 

 A special  assignment of ASDUs  to  class  2  messages  i s  used  as  fol lows:   

The  standard  assignment of ASDUs  to  class  2  messages  i s  used  as  fol lows:   

Balanced  transmission  

Unbalanced  transmission  

Maximum  leng th  L  
(number of octets)  

Link transmission  
d  

Address  fie ld  of the  l i nk 

Not present (balanced  transmission  on ly)  

One  octet 

Two octets  

Structured  

Unstructured  

Frame l eng th  

 

 

 

 

 

 

  

1 00    b i t/s  

200    b i t/s  

300    b i t/s  

600    b i t/s  

1  200    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

1 9  200    b i t/s  

38  400    b i t/s  

56  000    b i t/s  

64  000    b i t/s  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 00    b i t/s  

200    b i t/s  

300    b i t/s  

600    b i t/s  

1  200    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

2  400    b i t/s  

4  800    b i t/s  

9  600    b i t/s  

1 9  200    b i t/s  

38  400    b i t/s  

56  000    b i t/s  

64  000    b i t/s  
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Type  i denti fication  Cause  of transmiss ion  

  

  

  

  

 

NOTE  I n  response  to  a  cl ass  2  po l l ,  a  con tro l l ed  stati on  may respond  wi th  cl ass  1  data  when  there  i s  no  cl ass  2  
d ata  avai l abl e .  

9.3.2 .6  Appl ication  layer 

Transmission  mode  for appl ication  data 

Mode 1  (Least s ign i fican t octet fi rst) ,  as  defined  i n  Subclause  4 . 1 0  of I EC  60870-5-4: 1 993,  i s  
used  exclusively i n  I EC  60870-5-1 04.  

Common  address  of ASDU  

(system-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

I n formation  object address  

(system-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

Cause  of transmission  

(system-speci fic parameter,  a l l  configurations  that are  used  are  to  be  marked  ‘X’ )  

 

Length  of APDU  

(system-speci fic parameter,  speci fy the  maximum  l eng th  of the  APDU  per system)  

The  maximum  l eng th  of APDU  for both  d i rections  i s  253.  I t  i s  a  fi xed  system  parameter.  

 

NOTE  I f the  gateway device  acts  as  "med iator"  between  the  substati on  and  a l l  "d evices  on  the  WAN  network" ,  the  
ori g i nator add ress  has  to  used .  

Selection  of standard  ASDUs  

Process  information  in  monitor d i rection  

 Maximum  length  of APDU  per system  in  con trol  d i rection  

 Maximum  leng th  of APDU  per system  i n  mon i tor d i rection  

One  octet Two  octets  (wi th  orig inator 
address).  Orig inator address  i s  
set to  zero  i f not used  (see  Note)  

 X 

One  octet structured  

Two octets  unstructured  

Three  octets  

 

 

X 

X 

X 

One  octet Two  octets   X 
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(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

I n  I EC  60870-5-1 04,  on ly the  use  of the  set <30>  – <40>  for ASDUs  wi th  time  tag  i s  permi tted .  

Process  information  in  control  d irection  

(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  in  both  d i rections)  

<1 >   :=  Single-point information  M_SP_NA_1  

<30>  : =  S i ng l e-poin t  i n formati on  wi th  time  tag  CP56Time2a  M_SP_TB_1  

<31 >  : =  Doub le-poi n t  i n formati on  wi th  time  tag  CP56Time2a  M_DP_TB_1  

<32>  : =  S tep  posi ti on  i n formati on  wi th  time  tag  CP56Time2a  M_ST_TB_1  

<33>  : =  B i tstri ng  of 32  b i t  wi th  time  tag  CP56Time2a  M_BO_TB_1  

<34>  : =  Measured  va l ue,  normal i zed  va l ue  wi th  time  tag  CP56Time2a  M_ME_TD_1  

<35>  : =  Measured  va l ue,  sca l ed  va l ue  wi th  time  tag  CP56Time2a  M_ME_TE_1  

<36>  : =  Measured  va l ue,  short  fl oati ng  poi n t  va l ue  wi th  t ime  tag  CP56Time2a  M_ME_TF_1  

<37>  : =  I n tegrated  tota l s  wi th  time  tag  CP56Time2a  M_IT_TB_1  

<38>  : =  Event  of protecti on  equ i pmen t  wi th  time  tag  CP56Time2a  M_EP_TD_1  

<39>  : =  Packed  start  even ts  of protecti on  equ i pmen t wi th  time  tag  CP56Time2a  M_EP_TE_1  

<40>  : =  Packed  ou tpu t  ci rcu i t  i n formation  of protecti on  equ ipmen t  wi th  time  tag  CP56Time2aM_EP_TF_1  

<2>  : =   S i ng l e-po in t  i n formati on  wi th  time  tag  M_SP_TA_1  

<3>  : =   Double-poi n t  i n formati on  M_DP_NA_1  

<4>  : =   Double-poi n t  i n formati on  wi th  time  tag  M_DP_TA_1  

<5>  : =  S tep  posi ti on  i n formati on  M_ST_NA_1  

<6>  : =  S tep  posi ti on  i n formati on  wi th  time  tag  M_ST_TA_1  

<7>  : =  B i ts tri ng  of 32  b i t  M_BO_NA_1  

<8>  : =  B i ts tri ng  of 32  b i t  wi th  t ime  tag  M_BO_TA_1  

<9>  : =  Measu red  val ue,  normal i zed  va l ue  M_ME_NA_1  

<1 0>  : =  Measu red  val ue,  normal i zed  va l ue  wi th  time  tag  M_ME_TA_1  

<1 1 >  : =  Measu red  val ue,  scal ed  va l ue  M_ME_NB_1  

<1 2>  : =  Measu red  val ue,  scal ed  va l ue  wi th  time  tag  M_ME_TB_1  

<1 4>  : =  Measu red  val ue,  short  fl oati ng  poi n t  va l ue  wi th  t ime  tag  M_ME_TC_1  

<1 5>  : =  I n tegrated  tota l s  M_I T_NA_1  

<1 6>  : =  I n tegrated  tota l s  wi th  time  tag  M_I T_TA_1  

<1 7>  : =  Event  of protecti on  equ i pmen t wi th  time  tag  M_EP_TA_1  

<1 8>  : =  Packed  start  even ts  of protecti on  equ i pmen t  wi th  time  tag  M_EP_TB_1  

<1 9>  : =  Packed  ou tpu t  ci rcu i t  i n formation  of protecti on  equ i pmen t wi th  time  tag  M_EP_TC_1  

<20>  : =  Packed  s i ng l e-poi n t  i n formati on  wi th  s tatus  change  detecti on  M_PS_NA_1  

<21 >  : =  Measu red  val ue,  normal i zed  va l ue  wi thou t  qua l i ty descri ptor M_ME_ND_1  

X 

 

X 

 

 X 

 

 

 

 

X 

X 

 X 

 

 

X 

 

 

 

 

 

 

X 

X 

X 

X 

 

X 

X 

X 

 

X 

X 

<1 3>  : =  Measu red  val ue,  short  fl oati ng  poi n t  va l ue   M_ME_NC_1   
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Ei ther the  ASDUs  of the  set <45>  –  <51 >  or of the  set <58>  – <64>  are  used .  

 

System  information  in  moni tor d i rection  

(station-speci fic parameter,  mark an  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  'R '  i f on ly 
used  in  the  reverse  d i rection ,  and  'B '  i f used  i n  both  d i rections)  

 

System  information  in  control  d irection  

(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  in  both  d i rections)  

 

Parameter in  control  d irection  

(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  in  both  d i rections)  

 

F i le  transfer 

<1 1 0> : =  Parameter of measu red  va l ue,  normal i zed  val ue  P_ME_NA_1  

<1 1 1 > : =  Parameter of measu red  va l ue,  sca l ed  va l ue  P_ME_NB_1  

<1 1 2> : =  Parameter of measu red  va l ue,  short  fl oati ng  po in t  va l ue  P_ME_NC_1  

<1 1 3> : =  Parameter acti vati on  P_AC_NA_1  

 

X 

X 

 

<1 00> : =  I n terrogation  command  C_IC_NA_1  

<1 01 > : =  Coun ter i n terrogation  command  C_CI_NA_1  

<1 02> : =  Read  command  C_RD_NA_1  

 

<1 04> : =  Test  command  C_TS_NA_1  

<1 05> : =  Reset process  command  C_RP_NA_1  

<1 06> : =  De l ay acqu is i t i on  command  C_CD_NA_1  

<1 07> : =  Test  command  wi th  time  tag  CP56time2a  C_TS_TA_1  

X 

 X 

X 

 

 

 

 

 

<1 03> : =  C l ock synchron i zati on  command   C_CS_NA_1  

X <70>  : =  End  of i n i t i a l i zati on  M_EI_NA_1  

<45>  : =  S i ng l e  command  C_SC_NA_1  

<46>  : =  Double  command  C_DC_NA_1  

<47>  : =  Regu lati ng  step  command  C_RC_NA_1  

<48>  : =  Set  po i n t  command ,  normal i zed  val ue  C_SE_NA_1  

<49>  : =  Set  po i n t  command ,  sca led  val ue  C_SE_NB_1  

<50>  : =  Set  po i n t  command ,  short  fl oati ng  poin t  va l ue  C_SE_NC_1  

<51 >  : =  B i ts tri ng  of 32  b i t  C_BO_NA_1  

 

 

 

 

 

 

 

<59>  : =  Double  command  wi th  time  tag  CP56Time  2a  C_DC_TA_1  

<60>  : =  Regu lati ng  s tep  command  wi th  time  tag  CP56Time  2a  C_RC_TA_1  

<61 >  : =  Set  po i n t  command ,  normal i zed  val ue  wi th  t ime  tag  CP56Time  2a  C_SE_TA_1  

<62>  : =  Set  po i n t  command ,  sca led  val ue  wi th  time  tag  CP56Time  2a  C_SE_TB_1  

<63>  : =  Set  po i n t  command ,  short  fl oati ng  poin t  va l ue  wi th  t ime  tag  CP56Time  2a  C_SE_TC_1  

<64>  : =  B i ts tri ng  of 32  b i t  wi th  time  tag  CP56Time  2a  C_BO_TA_1  

X 

X 

 

X 

X 

 

<58>  : =  S i ng l e  command  wi th  time  tag  CP56Time  2a  C_SC_TA_1  X 
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(station-speci fic parameter,  mark each  Type  ID  ‘X’  i f i t  i s  on ly used  in  the  standard  d i rection ,  
‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)   

 

Type identi fier and  cause  of transmission  assignments  

(station-speci fic parameters)  

Shaded  boxes:  option  not requ i red .   

B lack boxes:  option  not permi tted  i n  I EC  60870-5-1 04  

B lank =  function  or ASDU  is  not used .  

Mark type  i den ti fication /Cause  of transmission  combinations:  

‘X’  i f on ly used  i n  the  standard  d i rection ,   

‘R’  i f on ly used  i n  the  reverse  d i rection ,   

‘B ’  i f used  i n  both  d i rections.   

<1 20> : =  F i l e  ready F_FR_NA_1  

<1 21 > : =  Secti on  ready F_SR_NA_1  

<1 22> : =  Cal l  d i rectory,  se l ect  fi l e ,  ca l l  fi l e ,  ca l l  secti on  F_SC_NA_1  

<1 23> : =  Last secti on ,  l ast  segmen t  F_LS_NA_1  

<1 24> : =  Ack fi l e ,  ack secti on  F_AF_NA_1  

<1 25> : =  Segment F_SG_NA_1  

<1 26> : =  D i rectory {b l ank or X,  on l y ava i l abl e  i n  mon i tor (s tandard )  d i recti on }  F_DR_TA_1  

 

 

 

 

 

 

 

<1 27> : =  Query Log  – Request  arch i ve  fi l e  F_SC_NB_1   
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Type  i denti fication  Cause  of transmission  

 1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1 3  20  
to  
36  

37  
to  
41  

44  45  46  47  

<1 >  M_SP_NA_1               X       

<2>  M_SP_TA_1                     

<3>  M_DP_NA_1               X       

<4>  M_DP_TA_1                     

<5>  M_ST_NA_1               X       

<6>  M_ST_TA_1                     

<7>  M_BO_NA_1               X       

<8>  M_BO_TA_1                     

<9>  M_ME_NA_1                     

<1 0>  M_ME_TA_1                     

<1 1 >  M_ME_NB_1               X       

<1 2>  M_ME_TB_1                     

<1 3>  M_ME_NC_1               X       

<1 4>  M_ME_TC_1                     

<1 5>  M_I T_NA_1                X      

<1 6>  M_I T_TA_1                     

<1 7>  M_EP_TA_1                     

<1 8>  M_EP_TB_1                     

<1 9>  M_EP_TC_1                     

<20>  M_PS_NA_1                     

<21 >  M_ME_ND_1                     

<30>  M_SP_TB_1    X   X      X  X        

<31 >  M_DP_TB_1    X   X      X  X        

<32>  M_ST_TB_1    X   X      X  X        

<33>  M_BO_TB_1    X   X               

<34>  M_ME_TD_1                     

<35>  M_ME_TE_1    X   X               

<36>  M_ME_TF_1    X   X               

<37>  M_I T_TB_1    X                  

<38>  M_EP_TD_1                     

<39>  M_EP_TE_1    X                  

<40>  M_EP_TF_1    X                  

<45>  C_SC_NA_1                     

<46>  C_DC_NA_1                     

<47>  C_RC_NA_1                     

<48>  C_SE_NA_1                     

<49>  C_SE_NB_1                     
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Type  i denti fi cation  Cause  of transmission  

 1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1 3  20  
to  
36  

37  
to  
41  

44  45  46  47  

<50>  C_SE_NC_1                     

<51 >  C_BO_NA_1                     

<58>  C_SC_TA_1       X X X X X      X X X X 

<59>  C_DC_TA_1       X X X X X      X X X X 

<60>  C_RC_TA_1       X X X X X      X X X X 

<61 >  C_SE_TA_1                     

<62>  C_SE_TB_1       X X X X X      X X X X 

<63>  C_SE_TC_1       X X X X X      X X X X 

<64>  C_BO_TA_1                     

<70>  M_EI _NA_1  *
)
    X                

<1 00>  C_IC_NA_1       X  X   X       X X X X 

<1 01 >  C_CI _NA_1       X X   X      X X X X 

<1 02>  C_RD_NA_1      X            X X X X 

<1 03>  C_CS_NA_1                     

<1 04>  C_TS_NA_1                     

<1 05>  C_RP_NA_1                     

<1 06>  C_CD_NA_1                     

<1 07>  C_TS_TA_1                     

<1 1 0>  P_ME_NA_1                     

<1 1 1 >  P_ME_NB_1       X X       X  X X X X 

<1 1 2>  P_ME_NC_1       X X       X  X X X X 

<1 1 3>  P_AC_NA_1                     

<1 20>  F_FR_NA_1                     

<1 21 >  F_SR_NA_1                     

<1 22>  F_SC_NA_1                     

<1 23>  F_LS_NA_1                     

<1 24>  F_AF_NA_1                     

<1 25>  F_SG_NA_1                     

<1 26>  F_DR_TA_1 *
)
                    

<1 27>  F_SC_NB_1 *
)
                    

* )   b l ank or X on l y 

 

9.3.2 .7  Basic  appl ication  functions  

Station  in i tial ization  

(station-speci fic parameter,  mark ‘X’  i f function  i s  used)   

 

Cycl ic  data  transmission  

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Read  procedure 

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

Cycl ic data  transmission   

Remote  i n i tia l ization   
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Spontaneous  transmission  

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Double  transmission  of in formation  objects  wi th  cause  of transmission  spontaneous  

(station-speci fic parameter,  mark each  i n formation  type  ‘X’  where  both  a  Type  ID  wi thou t time  
and  correspond ing  Type  ID  wi th  time  are  i ssued  i n  response  to  a  s ing le  spon taneous  change  
of a  mon i tored  object)  

The  fol lowing  type  i den ti fi cations  may be  transmi tted  in  succession  caused  by a  s ing le  status  
change  of an  i n formation  object.  The  particu lar i n formation  object addresses  for wh ich  double  
transmission  i s  enabled  are  defined  in  a  project-speci fic l i st.  

 

Station  in terrogation   

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Clock synchronization   

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 
optional ,  see  Subclause  7 . 6  of I EC  60870-5-1 04  

 

Clock synchron ization   

 Day of week used  

 RES1 ,  GEN  (time  tag  substi tu ted / not substi tu ted)  used  

 SU-bi t  (summertime)  used  

g lobal  

g roup  7  g roup  1 3  g roup  1  

g roup  8  g roup  1 4  g roup  2  

g roup  9  g roup  1 5  g roup  3  

g roup  1 0  g roup  1 6  g roup  4  

g roup  1 1  g roup  5  

g roup  1 2  g roup  6  
I n formation  object  add resses  assi gned  to  each  
g roup  must be  shown  i n  a  separate  tab le  

X 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sing le-poin t i n formation  M_SP_NA_1 ,  M_SP_TA_1 ,  M_SP_TB_1  and  M_PS_NA_1  

Double-poin t i n formation  M_DP_NA_1 ,  M_DP_TA_1  and  M_DP_TB_1  

Step  posi tion  i n formation  M_ST_NA_1 ,  M_ST_TA_1  and  M_ST_TB_1  

Bitstring  of 32 bit M_BO_NA_1 ,  M_BO_TA_1  and  M_BO_TB_1  ( if defined  for a specific project)  

Measured  value,  normalized  value M_ME_NA_1 ,  M_ME_TA_1 ,  M_ME_ND_1  and  M_ME_TD_1  

Measured  value,  scaled  value  M_ME_NB_1 ,  M_ME_TB_1  and  M_ME_TE_1  

Measured  value,  short floating  point number M_ME_NC_1 ,  M_ME_TC_1  and  M_ME_TF_1  

 

 

 

 

 

 

 

Spontaneous  transmission  X 

Read  procedure  X 
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Command  transmission   

(object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R’  i f on ly 
used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

NOTE  1  The  command  transm issi on  for each  con trol  model  (ctlModel )  i s  descri bed  i n  8 . 8 .   

NOTE  2  I f the  opti on  "C_SE  ACTTERM  used "  i s  se l ected ,  the  cond i ti on  ( tri gger)  for send i ng  CE_SE  ACTTERM  
and  the  re l a ted  mon i tored  i n formation  has  to  be  speci fi ed  i nd i vi dual l y per pro j ect.  

NOTE  3  The  maximum  a l l owable  d el ay of commands  and  set poi n t  commands  has  to  be  speci fi ed  i nd i vi dual l y per 
proj ect.  The  maximum  a l l owable  d el ay i s ,  i f the  supervi s ion  functi on  i s  se l ected ,  va l i d  for a l l  commands  and  
setpoi n t  commands.   

Transmission  of integrated  totals   

(station-  or object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  in  the  standard  
d i rection ,  ‘R’  i f on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Counter read  

Counter freeze  wi thou t reset 

Counter freeze  wi th  reset 

Counter reset 

General  request counter 

Request counter g roup  1  

Request counter g roup  3  

Request counter g roup  2  

Request counter g roup  4  

 

X 

 

 

X 

 

 

 

 

Mode  A:  Local  freeze  wi th  spon taneous  transmission  

Mode  B :  Local  freeze  wi th  coun ter i n terrogation  

Mode  C:  Freeze  and  transmi t by counter i n terrogation  commands  

Mode D:  Freeze by counter interrogation  command,  frozen values reported  spontaneously 

X 

 

 

 

Direct command  transmission  

D i rect set poin t command  transmission  

Select and  execu te  command  

Select and  execu te  set poin t command  

C_SE  ACTTERM  used  

No  add i tional  defin i tion  

Short pu lse  duration  (du rati on  d eterm ined  by a  system  parameter i n  the  

 

Persistent ou tpu t 

Long  pu lse  duration  (du rati on  determ ined  by a  system  parameter i n  the  

 

X 

X 

X 

X 

 

X 

 

 

 

Supervision  of maximum delay in  command direction  of commands and  set point commands X 

Maximum  al lowable  delay of commands  and  set poin t commands   
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Parameter loading   

(object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R’  i f on ly 
used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Parameter activation   

(object-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R’  i f on ly 
used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Test procedure 

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  in  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

F i le  transfer 

(station-speci fic parameter,  mark ‘X’  i f function  i s  used)  

F i le  transfer i n  mon i tor d i rection  

 

Fi le  transfer in  control  d i rection  

 

Background  scan   

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Acquisi tion  of transmission  delay  

(station-speci fic parameter,  mark ‘X’  i f function  i s  on ly used  i n  the  standard  d i rection ,  ‘R ’  i f 
on ly used  i n  the  reverse  d i rection ,  and  ‘B ’  i f used  i n  both  d i rections)  

 

Defin i tion  of time  outs  

Acqu is i tion  of transmission  delay  

Background  scan   

Transparent fi l e   

Transparen t fi l e    

Transmission  of d isturbance  data  of protection  equ ipment 

 Transmission  of sequences  of even ts  

 

Transmission  of sequences  of recorded  analogue  values   

Test procedure   

Act/deact of persistent cycl ic  or period ic transmission  of the  addressed  object  

Threshold  value  

Smooth ing  factor 

Low l im i t  for transmission  of measured  value  

H igh  l im i t  for transmission  of measured  value  

X 
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Parameter Defau l t  value  Remarks  Selected  value  

t
0
 30  s  Time  ou t  of connecti on  establ i shment  

t
1
 1 5  s  Time  ou t  of send  or test APDUs   

t
2
 1 0  s  Time  ou t  for acknowledges  i n  case  of no  data  

messages  t
2
 <  t

1
 

 

t
3
 20  s  Time  ou t  for send i ng  test  frames  i n  case  of a  l ong  

i d l e  state  
 

 

Maximum  range  of values  for timeou ts  t0  to  t2 :  (1  to  255)  s ,  accuracy 1  s .  

Recommended  range  for timeou t t3 :  1  s  to  48  h ,  resolu tion  1  s .  

Long  timeou ts  for t3  may be  needed  i n  specia l  cases  where  satel l i te  l i nks  or d ia lup  
connections  are  used  (for i nstance  to  establ ish  connection  and  col lect va lues  on ly once  per 
day or week).  

Maximum number of outstanding  I  format APDUs  k and  latest acknowledge 

Parameter Defau l t  value  Remarks  Selected  value  

k 1 2  APDUs  Maximum  d i fference  receive  sequence  number to  
send  s tate  variab l e  

 

w  8  APDUs  Latest  acknowledge  after receivi ng  w I -format 
APDUs  

 

 

Maximum  range  of values  k:  1  to  32  767  (2
1 5
-1 )  APDUs,  accuracy 1  APDU  

Maximum  range  of va lues  w:  1  to  32  767  APDUs,  accuracy 1  APDU  (Recommendation :  w 
shou ld  not exceed  two-th i rds  of k) .  

Portnumber 

Parameter Value  Remarks  

Portnumber 2  404  I n  a l l  cases  

 

Redundant connections  

 

RFC  2200  su i te  

RFC 2200  i s  an  officia l  I n ternet Standard  wh ich  describes  the  state  of standard ization  of 
protocols  used  i n  the  I n ternet as  determined  by the  I n ternet Arch i tecture  Board  ( IAB).  I t  offers  
a  broad  spectrum  of actual  standards  used  i n  the  I n ternet.  The  su i table  selection  of 
documents  from  RFC 2200  defined  in  th is  standard  for g i ven  projects  has  to  be  chosen  by the  
user of I EC  60870-5-1 04.   

 

E thernet 802.3  

Seria l  X.21  i n terface  

Other selection  from  RFC 2200:  

X 

 

 

Number N  of redundancy group  connections  used   
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List of val id  documents  from  RFC 2200  

1 .  ……………………………………………..  

2.  ……………………………………………..  

3.  ……………………………………………..  

4.  ……………………………………………..  

5.  ……………………………………………..  

6.  ……………………………………………..  

etc.  
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Annex A 
( informative)  

 
Use  of SCL (substation  configuration  language)  to  include  

IEC  60870-5-1 01  or IEC  60870-5-1 04 information  

The  SCL (substation  configuration  l anguage)  fi l es  i nclude  a l l  the  i n formation  needed  to  
configure  I EDs,  commun ication  networks  and  substation  topolog ies.  The  e lements  described  
i n  th is  fi le  format can  also  be  used  to  define  the  i n formation  model  of a  complete  wind  power 
p lan t.  I n  th is  annex,  on ly the  e lements  of the  SCL fi le  needed  to  l i nk the  process  i n formation  
model  wi th  the  I EC  60870-5-1 01  or I EC  60870-5-1 04  addressing  i n formation  are  described .  
Apart from  that,  configuration  and  descripti ve  in formation  that i s  not i n terchanged  by 
commun ication  means  can  be  described  i nside  the  SCL fi l e  so  both  s ides  i n  the  
commun ication  l i nk can  share  th is  i n formation .  

NOTE  The  complete  defin i ti on  of the  SCL  l anguage  and  i ts  associated  schema  are  defi ned  i ns i de  I EC  61 850-6 .  

The  SCL fi le  i s  a  configuration  fi l e  that shal l  be  shared  by both  cl ien t and  server.  I t  refl ects  a  
con tract that l i nks  the  I EC  60870-5-1 01  or I EC  60870-5-1 04  addressing  i n formation  to  the  LN  
and  CDC-based  i n formation  model  so  both  s ides  are  able  to  know the  reference  and  
"mean ing"  of any data  in terchanged .  The  SCL fi l e  shal l  typical l y be  stored  at the  server and  
be  accessib le  to  cl ien ts.  The  con tent shal l  reflect the  l atest configured  i n formation .  

The  SCL fi l e  i s  described  i n  a  XML format so  i t  can  be  easi l y i n terpreted  and  transformed .  I ts  
schema restricts  the  i n formation  a l lowed  and  i t  assures  that i ts  i n formation  can  be  processed  
by d i fferent tools.  

Th is  annex describes  how the  IEC  60870-5-1 01  or I EC  60870-5-1 04  addressing  in formation  
can  be  l i nked  wi th  the  LN  and  CDC-based  i n formation  model  us ing  the  substation  
configuration  l anguage  (SCL).  Three  d i fferen t approaches  to  hold  the  I EC  60870-5-1 01  or 
I EC  60870-5-1 04  in formation  i ns ide  the  SCL fi l es  have  been  analyzed :  

– the  use  of the  “sAddr”  attribu te  of the  “DAI ”  e lement;  

– the  extension  of the  “DAI ”  e lement i nclud ing  new attribu tes  using  a  d i fferen t namespace;  

– the  use  of “private”  sections.  

The  approach  selected  i s  based  on  the  defin i ti on  of a  speci fic syn tax to  be  used  ins ide  a  
private  section .  The  reasons  to  select th is  a l ternative  are  the  fol lowing .  

– The  “sAddr”  attribu te  i s  an  implementation  speci fic attribu te  whose  syntax i s  vendor 
speci fic.  The  use  of th is  attribu te  to  hold  I EC  60870-5-1 01  or I EC  60870-5-1 04  i n formation  
m ight a l ter curren t implementations  using  th is  attribu te.  

– The  use  of new namespaces  have  as  a  d rawback that they are  not main tained  by IED  or 
substation  configuration  tools,  so  th is  i n formation  cou ld  be  lost i f d i fferen t tools  are  used .  

– The  syn tax of pri vate  sections  i s  not defined  and  the  configuration  tools  shal l  ensure  i ts  
persistence.  The  syn tax used  i ns ide  the  private  section  has  been  defined  so  th is  
i n formation  cou ld  be  in terpreted  unambiguously by d i fferen t tools.  

A.1  SCL information  model  h ierarchy 

A.1 .1  General  

The  SCL fi le  i ncludes  fi ve  top-level  e lements:  header,  substation ,  commun ication ,  I ED  and  
DataTypeTemplates.  The  attribu tes  re lated  to  I EC  60870-5-1 01  or I EC  60870-5-1 04  
i n formation  are  i ncluded  i ns ide  main ly i n  the  I ED  section ,  bu t a lso  the  DataTypeTemplates  
section  i s  used  to  reduce  the  need  to  assign  i ts  type  iden ti fi er to  a l l  the  DAI  e lements  of the  
i n formation  model .   
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A.1 .2  Mapping  of the  common  address  of ASDU  

The  common  address  of ASDU  (CASDU)  can  be  assigned  to  any of the  fol lowing  e lements  i n  
the  SCL fi l e :  I ED,  LDevice,  LN ,  LN0,  DOI ,  SDI ,  DAI .  I n  the  case  where  more  than  one  CASDU  
are  defined  i n  the  h ierarchy,  the  CASDU  defined  in  the  l ower l evel  shal l  be  used .  For 
i nstance,  i f there  i s  one  CASDU  defined  in  the  I ED  level ,  and  there  i s  a  second  defin i tion  i n  
the  LDevice  l evel ,  the  CASDU  of a l l  the  elements  below that l og ical  device  shal l  u se  the  
CASDU  address  speci fied  at the  LDevice  e lement.  

A.1 .3  Mapping  of the  IOA ( information  object address)  

The  IOA shal l  be  defined  i n  the  DAI  l evel .  The  reason  to  i nclude  the  IOA at the  DAI  l evel  and  
not at  the  DOI  l evel  i s  that some CDCs  need  to  map  more  than  one  of i ts  attri bu tes  to  d i fferent 
TI s  and  therefore  need  more  than  one  IOA.  

A.1 .4 Mapping  of the  type  identi fiers  (TI )  

The  type  i den ti fiers  can  be  defined  e i ther at the  DAI  l evel  or i ns ide  the  DataTypeTemplates  
i ns ide  the  DA (data  attribu te)  or BDA (basic data  attribu te).  I f i t  i s  i ncluded  i n  the  
DataTypeTemplates  or SDI  l evel ,  a l l  the  i nstances  (DAI )  where  th is  attribu te  i s  referenced  
shal l  use  the  type  identi fi er speci fied  in  the  templates,  acceptin  those  cases  where  the  type  
iden ti fier i s  speci fied  i n  the  DAI  l evel ,  th is  type  i den ti fi er shal l  be  used  i ndependently from  the  
DA/BDA defin i tion .  

A.2  Use  of the  SCL elements   

A.2.1  General  

The  elements  I ED,  LDevice,  LN ,  DOI ,  SDI  and  DAI  are  used  to  create  the  in formation  model  
h ierarchy and  the  object references  l i nked  to  the  I EC  60870-5-1 01  or I EC  60870-5-1 04  
addressing  i n formation .   

The  object reference  shal l  be  bu i l t  as  defined  i n  Clause  1 9  of I EC  61 850-7-2 :2003:  

LDName/LNName.DataName[.DataName[…]].DataAttributeName[.DAComponentName[ …. ]] 

NOTE  The  i nner square  brackets  [… ]  i n d i cate  fu rther recu rs i ve  d efi n i ti ons  of nested  data  a ttri bu te  componen ts .  

A.2.2  IED  

I ED  is  the  top-level  e lement i n  the  h ierarchy.  I ts  attribu te  “name”  shal l  be  used  to  create  the  
LDName as  speci fied  i nside  I EC  61 850-6.  

A.2.3  AccessPoint 

The  AccessPoin t l i nks  an  I ED  wi th  the  SCL fi le  “commun ication”  section .  I t  i s  not used  to  
i nclude  I EC  60870-5-1 01  or I EC  60870-5-1 04  i n formation .  

A.2.4 Server 

Th is  i s  the  e lement i ns ide  the  IED  that g ran ts  access  to  i ts  i n formation  model  expressed  by 
the  l og ical  devices  i n formation .  I t  i s  not used  to  i nclude  I EC  60870-5-1 01  or I EC  60870-5-1 04  
i n formation .  

A.2.5  LDevice 

The  log ical  device  represents  the  i n formation  model  of a  physical  devices.   
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I ts  attribu te  “ inst”  i s  used  to  bu i ld  the  LDName part of the  object reference  re lated  to  the  
I EC  60870-5-1 01  or I EC  60870-5-1 04  i n formation .  

LDName =  “name” attribute of IEDName element +  “inst” attribute of LDevice element 

A.2.6  LN  

I ts  attribu tes,  “prefix” ,  “ l nClass”  and  “ l n I nst”  define  the  l og ical  node  name (LNName)  used  to  
bu i l d  the  object reference  re lated  to  the  IEC  60870-5-1 01  or I EC  60870-5-1 04  i n formation .  

LNName =  “prefix” +  “lnClass” +  “lnInst” 

A.2.7  DOI  

Data  object i nstance.  I ts  attribu te  “name”  i s  used  to  bu i l d  the  object reference  re lated  to  the  
IEC  60870-5-1 01  or I EC  60870-5-1 04  i n formation .  

A.2.8  SDI  

I nstantiated  subdata:  m idd le  name  part of a  structured  data  name.  Each  e lement between  the  
top-level  DOI  and  the  BasicType  represented  by the  DAI  e lement shal l  be  assigned  a  SDI  
type  e lement.  

<DOI  name=”X”>  

 <SDI  name=”X”>  
 …  

  <SDI  name=”X”>  

  <DAI  name=”X”  />  

 </SDI>  
 …  

</SDI>  

</DOI>  
 

I ts  attribu te  “name”  i s  used  to  bu i l d  the  object reference  related  to  the  I EC  60870-5-1 01  or 
I EC  60870-5-1 04  in formation .  

A.2.9  DAI  

DAI  (data  attribu te  i nstance)  i s  the  l owest e lement i n  the  i n formation  model  h ierarchy.  I ts  
attribu te  “name”  i s  used  to  bu i l d  the  object reference  related  to  the  I EC  60870-5-1 01  or 
I EC  60870-5-1 04  i n formation .  

The  attribu tes  “q ”  and  “ t”  of a  CDC are  mapped  to  the  same  IOA as  the  DAI .  

The  ctlModel  DAI  shal l  be  used  to  define  the  con trol  model  used .  

I ns ide  the  h ierarchy,  the  DAI  e lement shal l  i nclude  a  private  section  hold ing  I EC  60870-5-1 01  
or I EC  60870-5-1 04  re lated  in formation .  The  reason  to  i nclude  the  private  section  at the  DAI  
l evel  and  not at the  DOI  l evel  i s  that some  CDCs need  to  map  more  than  one  of i ts  attribu tes  
to  d i fferen t TI s  and  they need  more  than  one  IOA.  

A.2. 1 0  DA/BDA/SDO 

DA (data  attribu te)  or BDA (basic data  attribu te)  are  the  l owest e lements  i n  the  data  type  
templates  h ierarchy.  
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Those  e lements  may include  a  private  section  hold ing  I EC  60870-5-1 01  or I EC  60870-5-1 04  
related  i n formation .  I n  that private  section ,  on ly the  defin i ti on  of a  type  i denti fier shou ld  be  
i ncluded .  

A.2.1 1  Control  model  

Each  con trol lable  data  class  i ncludes  the  mandatory attribu te  “ctlModel ” .  Th is  attribu te  
speci fies  the  con trol  services  that must be  used  to  operate  that e lement.  The  values  avai lable  
are  one  of the  fol lowing :  

    0  – status-only 
    1  – d irect-with-normal-security 
    2  – sbo--with-normal-security 
    3  – direct-with-enhanced-security 

    4  – sbo-with-enhanced-security   

In  the SCL,  the control  model  of each control lable object may be specified  or not.  This specification 
recommends the inclusion  of the value of the control  model  used  either in  the IED section  or the 
DataTypeTemplates section  of the SCL.   

Example  of “ctlModel ”  defin i tion  i n  the  DataTypeTemplate  section :  

 

<DA name="ctlModel" bType="Enum" type="ctlModel" fc="CF">  

<Val>direct- with-normal-security</Val>   

</DA>  
 

Example  of “ctlModel ”  defin i tion  i n  the  I ED  section :  

 

<DAI  name "ctlModel">   

<Val>sbo-with-normal-security</Val>  

</DAI>  
 

For ctlVal  i n  the  fol l owing  examples  the  mapping  as  defined  i n  I EC  61 850-8-1  i s  used .  

A.3  IEC  60870-5-1 01  or IEC  60870-5-1 04 private  section  syntax 

A.3.1  General  

The  private  sections  i nclude  two  attribu tes  named  “source”  and  “ type”  to  describe  i ts  con ten t.  
The  use  of the  attribu te  “ type”  i s  mandatory and  shal l  be  used  wi th  the  value  
“ I EC_60870_5_1 01 ”  or “ I EC_60870_5_1 04” .  

The  con ten t of the  private  section  i s  described  i n  the  associated  schema.  Two d i fferen t 
schemas  have  been  defined .  

A.3.2  IEC  60870-5-1 01  private  section  schema 

<?xml  version="1. 0"  encoding="UTF-8"?>  

<xs: schema targetNamespace="http: //www. iec. ch/61850-80-
1/2007/IEC_60870_5_101"  xmlns: xs="http: //www. w3. org/2001/XMLSchema"  
xmlns="http: //www. iec. ch/61850-80-1/2007/IEC_60870-5-101"  
xmlns: IEC_60870_5_101="http: //www. iec. ch/61850-80-1/2007/IEC_60870-5-101"  
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elementFormDefault="qualified"  attributeFormDefault="unqualified"  

finalDefault="extension"  version="1. 0">  

  <xs: annotation>  

    <xs: documentation xml: lang="en">COPYRIGHT IEC,  2007.  Version 1. 0.  
Release. (Uncommented)  

    </xs: documentation>  

  </xs: annotation> 
 

  <xs: simpleType name="enumUsedBy">  

    <xs: restriction base="xs: string">  

      <xs: enumeration value="controlled-station"/>  

      <xs: enumeration value="controlling-station"/>  

    </xs: restriction>  

  </xs: simpleType> 

 

    <xs: simpleType name="enumCheck">  

    <xs: restriction base="xs: string">  

      <xs: enumeration value="interlocking"/>  

      <xs: enumeration value="synchrocheck"/>  

    </xs: restriction>  

  </xs: simpleType> 
 

  <xs: complexType name="tIEC_60870_5_101Address">  

   <xs: attribute  name="linkAddr"  type="xs: unsignedInt"  />  

   <xs: attribute  name="casdu"  type="xs: unsignedInt"  />  

   <xs: attribute  name="ioa"  type="xs: unsignedInt"  />  

   <xs: attribute  name="ti"  type="xs: unsignedInt"  />  

   <xs: attribute  name="usedBy"  type="enumUsedBy"  use="optional"  

default="controlled-station"/> 

      <xs : attribute  name=" expectedValue"  type=" xs: integer"  use=" optional" />  
   <xs : attribute  name=" inverted"  type=" xs: boolean"  use=" optional" />  

      < ! --scaleMu l tip l ier and  scaleOffset are  optional  for mapping  of  va lues   -->  
   <xs : attribute  name=" scaleMultiplier"  type=" xs: float"  use=" optional"  
default=”1. 0”/> 
   <xs : attribute  name=" scaleOffset"  type=" xs: float"  use=" optional"  
default=”0. 0”/> 

      < !—Un i t-Mu l tip l ier i s  optional  for mapping  of va lues   -->  
   <xs : attribute  name=" unitMultiplier"  type=" multiplier"  us e=" optional"  
default=”0”/> 

      < !—check i s  optional  for con trol  services  defin ing  i n terlock check and  synchro  check -->        

        <xs: attribute  name="check"  type="enumCheck"  use="optional"/>        

  </xs: complexType>  

  <xs: element name="Address"  type="tIEC_60870_5_101Address"/>  

</xs: schema>  

A.3.3  IEC  60870-5-1 04 Private  section  schema 

<?xml  version="1. 0"  encoding="UTF-8"?>  

<xs: schema targetNamespace="http: //www. iec. ch/61850-80-1/2007/IEC_60870-5-
104"  xmlns: xs="http: //www. w3. org/2001/XMLSchema"  
xmlns="http: //www. iec. ch/61850-80-1/2007/IEC_60870-5-104"  
xmlns: IEC_60870_5_104="http: //www. iec. ch/61850-80-1/2007/IEC_60870-5-104"  
elementFormDefault="qualified"  attributeFormDefault="unqualified"  

finalDefault="extension"  version="1. 0">  

  <xs: annotation>  

    <xs: documentation xml: lang="en">COPYRIGHT IEC,  2007.  Version 1. 0.  
Release. (Uncommented)  
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    </xs: documentation>  

  </xs: annotation> 
 

  <xs: simpleType name="enumUsedBy">  

    <xs: restriction base="xs: string">  

      <xs: enumeration value="controlled-station"/>  

      <xs: enumeration value="controlling-station"/>  

    </xs: restriction>  

  </xs: simpleType> 

 

     <xs: simpleType name="enumCheck">  

    <xs: restriction base="xs: string">  

      <xs: enumeration value="interlocking"/>  

      <xs: enumeration value="synchrocheck"/>  

    </xs: restriction>  

  </xs: simpleType> 
 

  <xs: complexType  name="tIEC_60870_5_104Address">  

    <xs: attribute  name="casdu"  type="xs: unsignedInt"  />  

    <xs: attribute  name="ioa"  type="xs: unsignedInt"  />  

    <xs: attribute  name="ti"  type="xs: unsignedInt"  />  

    <xs: attribute  name="usedBy"  type="enumUsedBy"  use="optional"  

default="controlled-station"/> 

      <xs : attribute  name=" expectedValue"  type=" xs: integer"  us e=" optional" />  
   <xs : attribute  name=" inverted"  type=" xs: boolean"  use=" optional" />  

      < ! --scaleMu l tipl ier and  scaleOffset are  optional  for mapping  of va lues   -->  
   <xs : attribute  name=" scaleMultiplier"  type=" xs: float"  use=" optional"  
default=”1. 0”/> 
   <xs : attribute  name=" scaleOffset"  type=" xs: float"  use=" optional"  
default=”0. 0”/>        

             < !—Un i t-Mu l tip l ier i s  optional  for mapping  of va lues   -->  
   <xs : attribute  name=" unitMultiplier"  type=" multiplier"  use=" optional"  
default=”0”/> 

   <!—check i s  optional  for con trol  services  defin ing  in terlock check and  synchro  check -->   

      <xs: attribute name="check"  type="enumCheck"  use="optional"/>  

    </xs: complexType>  

  <xs: element name="Address"  type="tIEC_60870_5_104Address"/>  

</xs: schema>  

A.3.4 Use  of Private  section  examples  

A.3.4.1  General  

The  Private  section  i s  i ncluded  ins ide  the  “DAI ”  e lement.  Th is  clause  g ives  examples  of how i t  
shal l  be  used .   

The  examples  describe  the  use  for I EC  60870-5-1 01  and  I EC  60870-5-1 04  accord ing  to  the  
defined  Schemas.  

NOTE  I n  the  examples  a l l  the  i n formati on  has  been  i ncl uded  a t  the  DAI  l eve l .  

<DAI  name="f">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_104: Address  linkAddr=”3”  casdu="1"  ioa="1010"  

ti="36"/>  

 </Private>  

</DAI>  
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<DAI  name="f">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

</DAI>  

A.3.4.2  SPS  common  data  class  example  

<DOI  name="MySPS">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="30"/>  

 </Private>  

  </DAI>  

</DOI>  

 

A.3.4.3  DPS  common  data  class  example  

<DOI  name="MyDPS">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="31"/>  

 </Private>  

  </DAI>  

</DOI>  

A.3.4.4 INS  common  data  class  example  

a)  Using  TI<35>  

<DOI  name="MyINS">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"  

unitMultiplier="6"/>    

<! --un i tMu l tip l ier can  be  added  i f needed  (e. g .  “6”  means  1 0
6
 “Mega”)-->  

 </Private>  

  </DAI>  

</DOI>  

b)  Using  TI<33>  

<DOI  name="MyINS">  <! --for downward  compatib i l i ty of EEHeal th  i n  Ed . 1  -->  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="33"/>  

 </Private>  

  </DAI>  

</DOI>  

c)  Using  TI<30>  

<DOI  name="MyINS">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="30"  

expectedValue="3"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="30"  

expectedValue="1"  inverted="true"/>  

 </Private>  
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  </DAI>  

</DOI>  

 

NOTE  Deta i l s  of the  mappi ng  of the  a ttri bu te  s tVal  of CDC  I NS  on to  TI <30>  SPI  are  defi ned  i n  Tabl e  7 .   

A.3.4.5  ACT common  data  class  example  

a)  Using  TI<39>  

<DOI  name="MyACT">  

   <DAI  name="general">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="39"/>  

 </Private>  

  </DAI>  

</DOI>  

NOTE  The  ACT common  data  cl ass  attri bu tes  phsA,  phsB,  phsC,  neu t,  t  and  q  are  a l so  mapped  to  TI<39> .  

b)  Using  mu l tip le  TI<30>  

<DOI  name="MyACT">  

   <DAI  name="general">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="30"/>  

 </Private>  

  </DAI>  

  <DAI  name="phsA">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="30"/>  

 </Private>  

  </DAI>  

   <DAI  name="phsB">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="30"/>  

 </Private>  

  </DAI>  

   <DAI  name="phsC">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="30"/>  

 </Private>  

  </DAI>  

   <DAI  name="neut">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1017"  ti="30"/>  

 </Private>  

  </DAI>  

</DOI>  

A.3.4.6  ACD common  data  class  example  

a)  Using  TI<40>  

<DOI  name="MyACD">  

   <DAI  name="general">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="40"/>  

 </Private>  

  </DAI>  

Copyright International  Electrotechnical  Commission  



 –  1 34  – I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  

</DOI>  

NOTE  The  ACD  common  data  cl ass  attri bu tes  phsA,  phsB ,  phsC,  neu t,  t  and  q  are  a l so  mapped  to  TI<40> .  

b)  Using  mu l tip le  TI<30>  

<DOI  name="MyACD">  

   <DAI  name="general">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="30"/>  

 </Private>  

   </DAI>  

   <DAI  name="dirGeneral">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1017"  ti="30"/>  

 </Private>  

   </DAI>  

   <DAI  name="phsA">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1018"  ti="30"/>  

 </Private>  

   </DAI>  

   <DAI  name="dirPhsA">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1019"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1020"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1021"  ti="30"/>  
   

 </Private>  

  </DAI>  

    <DAI  name="phsB">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1023"  ti="30"/>  

 </Private>  

   </DAI>  

   <DAI  name="dirPhsB">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1024"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1025"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1026"  ti="30"/>  

   </Private>  

  </DAI>  

    <DAI  name="phsC">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1028"  ti="30"/>  

 </Private>  

   </DAI>  

   <DAI  name="dirPhsC">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1029"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1030"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1031"  ti="30"/>  
   

 </Private>  
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  </DAI>  

    <DAI  name="neut">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1033"  ti="30"/>  

 </Private>  

   </DAI>  

   <DAI  name="dirNeut">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1034"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1035"  ti="30"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1036"  ti="30"/>  
   

 </Private>  

  </DAI>  

</DOI>  

NOTE  The  ACD  common  data  cl ass  attri bu tes  t,  q  maps  to  each  TI<30> .  

A.3.4.7  SEC  common  data  class  example  

<DOI  name="MySEC">  

   <DAI  name="cnt">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="37"/>  

 </Private>  

  </DAI>  

</DOI>  

NOTE  The  attri bu te  “ t”  of the  CDC  SEC i s  mapped  to  the  same  I OA.  

A.3.4.8  BCR common  data  class  example  

<DOI  name="MyBCR">  

   <DAI  name="actVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="37"/>  

 </Private>  

  </DAI>  

   <DAI  name="frVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="37"/>  

 </Private>  

  </DAI>  

</DOI>  

NOTE  The  attri bu te  “ t”  of the  CDC BCR i s  mapped  to  the  same  I OA as  actVa l .  The  a ttri bu te  “ frTm”  of the  CDC  
BCR i s  mapped  to  the  same  IOA as   frVal .  

A.3.4.9  MV common  data  class  example  

a)  Using  TI<36>  

<DOI  name="MyMV">  

   <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"  

unitMultiplier=”0”  scaleMultiplier=”1. 5”  scaleOffset=”100”/> 

                       < ! --un i tMu l tip l i er ,  scaleMu l tip l i er and  scaleOffset can  be  added  i f needed)-->  

 </Private>  
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   </DAI>  

  </SDI>  

</DOI>  
 

b)  Using<TI  35>  

 

<DOI  name="MyMV">  

   <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="35"  

unitMultiplier=”0”  scaleMultiplier=”1. 5”  scaleOffset=”100”/> 

                       < ! --un i tMu l tip l ier ,  scaleMu l tip l i er and  scaleOffset can  be  added  i f needed)-->  

 </Private>  

   </DAI>  

  </SDI>  

</DOI>  

 

A.3.4.1 0  CMV common  data  class  example  

a)  Using  TI<36>  

<DOI  name="MyCMV">  

  <SDI  name="cVal">  

   <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

   </SDI>  

   <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

   </SDI>  

  </SDI>  

</DOI>  
 

b)  Using  TI<35>  

 

<DOI  name="MyCMV">  

  <SDI  name="cVal">  

   <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="35"/>  

 </Private>  

   </DAI>  

   </SDI>  

   <SDI  name="ang">  

   <DAI  name="i">  
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<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

   </DAI>  

   </SDI>  

  </SDI>  

</DOI>  

 

A.3.4.1 1  WYE common  data  class  example  

a)  Using  TI<36> for attribu te  “mag”  

 

<DOI  name="MyWYE">  

   <SDI  name="phsA">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsB">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsC">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="neut">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="36"/>  

 </Private>  

   </DAI>  
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    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="net">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="res">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

</DOI>  

 

b )  Using  TI<35> for attribu te  “mag”  

 

<DOI  name="MyWYE">  

   <SDI  name="phsA">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsB">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsC">  

    <SDI  name="cVal">  
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      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="neut">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="net">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="res">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

</DOI>  

 

c)  Using  TI<36> for  attributes  “ mag”  and “ ang”  

<DOI  name="MyWYE">  

   <SDI  name="phsA">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  
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    </SDI>  

                <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsB">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsC">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="neut">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="36"/>  

 </Private>  

   </DAI>  
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    </SDI>  

               <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1017"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="net">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1018"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1019"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="res">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1020"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

                <SDI  name="ang">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1021"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

</DOI> 

 

d)  Using  TI<35> for attributes  “mag”  and “ ang”  

<DOI  name="MyWYE">  

   <SDI  name="phsA">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  
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<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

                <SDI  name="ang">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsB">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsC">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="neut">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  
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<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1017"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="net">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1018"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

               <SDI  name="ang">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1019"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="res">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1020"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

                <SDI  name="ang">  

   <DAI  name="i">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1021"  ti="35"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

</DOI>  
 

A.3.4.1 2  DEL common  data  class  example  

a)  Using  TI<36> for  attribute  “mag”  
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<DOI  name="MyDEL">  

   <SDI  name="phsAB">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsBC">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsCA">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

</DOI>  

Al l  other varian ts  of mapping  have  to  be  done  s im i lar to  the  CDC WYE  

A.3.4.1 3  SEQ common  data  class  example  

a)  Using  TI<36> for attribu te  “mag”  

<DOI  name="MySEQ">  

   <SDI  name="c1">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="c2">  

    <SDI  name="cVal">  
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      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="c3">  

    <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

</DOI>  

Al l  other varian ts  of data  attribu te  mapping  have  to  be  done  s im i lar to  the  CDC WYE 

A.3.4.1 4 HMV common  data  class  example  

A.3.4.1 4.1  General  

Th is  example  shows the  use  of SCL for th ree  harmon ic values.  I f more  than  th ree  harmon ic 
values  are  present,  an  SDI  section  has  to  be  created  for each  harmon ic.  

A.3.4.1 4.2  Defined  in  IEC  61 850-7-3: 2003  

<DOI  name="MyHMV">  

   <SDI  name="har"  ix="0">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

       </SDI>  

   </SDI>  

   <SDI  name="har"  ix="1">  

       <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

   </SDI>  

   <SDI  name="har"  ix="2">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  
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   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

   </SDI>  

</DOI>  

A.3.4.1 4.3  Defined  in  IEC  61 850-7-3: 201 0  

<DOI  name="MyHMV">  

   <SDI  name="har"  ix="0">  

      <SDI  name="cVal">  

        <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

     </SDI>  

   </SDI>  

   <SDI  name="har"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

     </SDI>  

   </SDI>  

   <SDI  name="har"  ix="2">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

  </SDI>  

</DOI>  

A.3.4.1 5  WYE (HWYE)  common  data  class  example  

A.3.4.1 5.1  General  

Th is  example  shows  the  use  of SCL for two  harmon ic values  per phase.  I f more  them  two 
harmon ic values  are  present,  an  SDI  section  has  to  be  created  for each  harmon ic.  

A.3.4.1 5.2  Defined  in  IEC  61 850-7-3: 2003  

<DOI  name="MyWYE">  

   <SDI  name="phsAHar"  ix="0">  

     <SDI  name="mag">  

Copyright International  Electrotechnical  Commission  



I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  – 1 47  – 

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsAHar"  ix="1">  

     <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

   </SDI>  

   <SDI  name="phsBHar"  ix="0">  

     <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

  </SDI>  

  <SDI  name="phsBHar"  ix="1">  

    <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

   <SDI  name="phsCHar"  ix="0">  

     <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

  </SDI>  

  <SDI  name="phsCHar"  ix="1">  

    <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

   </SDI>  

   <SDI  name="neutHar"  ix="0">  

     <SDI  name="mag">  

   <DAI  name="f">  
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<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

  </SDI>  

  <SDI  name="neutHar"  ix="1">  

    <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1017"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

   </SDI>  

   <SDI  name="netHar"  ix="0">  

     <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1018"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

  </SDI>  

  <SDI  name="netHar"  ix="1">  

    <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1019"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

   </SDI>  

   <SDI  name="resHar"  ix="0">  

     <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1020"  ti="36"/>  

 </Private>  

   </DAI>  

     </SDI>  

  </SDI>  

  <SDI  name="resCHar"  ix="1">  

    <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1021"  ti="36"/>  

 </Private>  

   </DAI>  

   </SDI>  

</SDI>  

</DOI>  

A.3.4.1 5.3  Defined  in  IEC  61 850-7-3: 201 0  

<DOI  name="MyWYE">  
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   <SDI  name="phsAHar"  ix="0">  

    <SDI  name="cVal">  

        <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsAHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsBHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

  </SDI>  

  <SDI  name="phsBHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

   <SDI  name="phsCHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

  </SDI>  
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  <SDI  name="phsCHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

   </SDI>  

   <SDI  name="neutHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

  </SDI>  

  <SDI  name="neutHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1017"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

   </SDI>  

    <SDI  name="netHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1018"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

  </SDI>  

  <SDI  name="netHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1019"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  
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   </SDI>  

    <SDI  name="resHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1020"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI>  

  </SDI>  

  <SDI  name="resCHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1021"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

    </SDI> 

 </SDI>  

</DOI>  

A.3.4.1 6  DEL (HDEL)  common  data  class  example  

A.3.4.1 6. 1  General  

Th is  example  shows  the  use  of SCL for two  harmon ic values  for each  "del ta" .  I f more  than  two  
harmon ic values  are  present,  an  SDI  section  has  to  be  created  for each  harmon ic.  

A.3.4.1 6.2  Defined  in  IEC  61 850-7-3: 2003  

<DOI  name="MyDEL">  

   <SDI  name="phsABHar"  ix="0">  

     <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsABHar"  ix="1">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

   </SDI>  

   <SDI  name="phsBCHar"  ix="0">  

      <SDI  name="mag">  

   <DAI  name="f">  
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<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

   </SDI>  

  <SDI  name="phsBCHar"  ix="1">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

   </SDI>  

   <SDI  name="phsCAHar"  ix="0">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

   </SDI>  

  <SDI  name="phsCAHar"  ix="1">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

  </SDI>  

</DOI>  

A.3.4.1 6.3  Defined  in  IEC  61 850-7-3: 201 0  

<DOI  name="MyDEL">  

   <SDI  name="phsABHar"  ix="0">  

     <SDI  name="cVal">  

        <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

    </SDI>  

     </SDI>  

   </SDI>  

   <SDI  name="phsABHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="36"/>  

 </Private>  
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   </DAI>  

    </SDI>  

     </SDI>  

   </SDI>  

   <SDI  name="phsBCHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

     </SDI>  

   </SDI>  

  <SDI  name="phsBCHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

     </SDI>  

   </SDI>  

   <SDI  name="phsCAHar"  ix="0">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

     </SDI>  

   </SDI>  

  <SDI  name="phsCAHar"  ix="1">  

     <SDI  name="cVal">  

      <SDI  name="mag">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="36"/>  

 </Private>  

   </DAI>  

      </SDI>  

     </SDI>  

   </SDI>  

</DOI>  

A.3.4.1 7  SPC  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MySPC">  

   <DAI  name="stVal">  
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 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="30"/>  

 </Private>  

  </DAI>  

   

    <  SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="45"/> 

  </Private> 
 </DAI> 

           < !—example  for mapping  of service  parameter “Check”  (see  Clause  8 .8)  -->  

<DAI  name=“Check”  

  <Private type="IEC_60870_5_101">  

<IEC_60870_5_101: Address  casdu="1"  ioa="1015"  ti="45"  

check=”interlocking”/> 

<IEC_60870_5_101: Address  casdu="1"  ioa="1016"  ti="45"  

check=”synchrocheck”/> 

  </Private> 
 </DAI> 
  </SDI> 
 

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MySPC">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="30"/>  

 </Private>  

  </DAI>  

   

    <DAI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="58"/> 

  </Private> 
 </DAI> 

           < !—example  for mapping  of service  parameter “Check”  (see  Clause  8 .8)  -->  
 

<DAI  name=“Check”  

  <Private type="IEC_60870_5_104">  

<IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="58"  

check=”interlocking”/> 

<IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="58"  

check=”synchrocheck”/> 

  </Private> 
 </DAI> 
  </DAI> 

</DOI>  

A.3.4.1 8  DPC  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyDPC">  
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   <DAI  name="stVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="31"/>  

 </Private>  

  </DAI>  

 

    <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="46"/> 

  </Private> 
 </DAI> 
  </SDI> 
 

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MyDPC">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="31"/>  

 </Private>  

  </DAI>  

   

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="59"/> 

  </Private> 
 </DAI> 
  </SDI> 
 

</DOI>  

A.3.4.1 9  INC  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyINC">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="35"/>  

 </Private>  

  </DAI>  

   

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="49"/> 

  </Private> 
 </DAI> 
  </SDI> 

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MyINC">  
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   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="35"/>  

 </Private>  

  </DAI>  

   

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="62"/> 

  </Private> 
 </DAI> 
  </SDI> 
 

</DOI>  

A.3.4.20  BSC  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyBSC">  

  <SDI  name="valWTr">  

   <DAI  name="posVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="32"/>  

 </Private>  

   </DAI>  

 </SDI>  

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="47"/> 

  </Private> 
 </DAI> 
  </SDI> 
 

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MyBSC">  

  <SDI  name="  valWTr">  

   <DAI  name="posVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="32"/>  

 </Private>  

   </DAI>  

 </SDI>  

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="60"/> 

  </Private> 
 </DAI> 
  </SDI> 

</DOI>  
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A.3.4.21  ISC  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyISC">  

  <SDI  name="valWTr">  

   <DAI  name="posVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="32"/>  

 </Private>  

   </DAI>  

 </SDI>  

   

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="49"/> 

  </Private> 
 </DAI> 
  </SDI> 

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MyISC">  

  <SDI  name="  valWTr">  

   <DAI  name="posVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="32"/>  

 </Private>  

   </DAI>  

 </SDI>  

  

     <SDI  name="Oper"> 

<DAI  name=“ctlVal”  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="62"/> 

  </Private> 
 </DAI> 
  </SDI> 

</DOI>  

A.3.4.22  APC  common  data  class  example  

A.3.4.22.1  Defined  in  IEC  61 850-7-3: 2003  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyAPC">  

   <SDI  name="setMag">  

     <DAI  name="f">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

    </DAI>  

  </SDI>  

 <SDI  name="Oper">  

   <SDI  name="setMag">  

Copyright International  Electrotechnical  Commission  



 –  1 58  – I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  

     <DAI  name="f">  

  <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="50"/>  

 </Private>  

    </DAI>  

   </SDI>  

 </SDI>  

</DOI>  

2)  for I EC  60870-5-1 04:  

<DOI  name="MyAPC">  

   <SDI  name="setMag">  

     <DAI  name="f">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

    </DAI>  

  </SDI>  

 <SDI  name="Oper">  

   <SDI  name="setMag">  

     <DAI  name="f">  

  <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="63"/>  

 </Private>  

    </DAI>  

   </SDI>  

 </SDI>  

</DOI>  

A.3.4.22.2  Defined  in  IEC  61 850-7-3: 201 0  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyAPC">  

   <SDI  name="mxVal">  

     <DAI  name="f">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

    </DAI>  

  </SDI>  

   

<SDI  name="Oper">  

    <SDI  name="ctlVal">  

     <DAI  name="f">  

  <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="50"/>  

 </Private>  

    </DAI>  

   </SDI>  

</SDI>  
 

</DOI>  

2)  for I EC  60870-5-1 04:  
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<DOI  name="MyAPC">  

   <SDI  name="mxVal">  

     <DAI  name="f">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

    </DAI>  

  </SDI>  

  <SDI  name="Oper">  

    <SDI  name="ctlVal">  

     <DAI  name="f">  

  <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="63"/>  

 </Private>  

    </DAI>  

   </SDI>  

  </SDI>  

</DOI> 

A.3.4.23  SPG  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MySPG">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_101">  

<IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="45"/>  

 </Private>  

    </DAI>  

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MySPG">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_104">  

<IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="58"/>  

 </Private>  

   </DAI>  

</DOI>  

A.3.4.24 ING  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyING">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_101">  

<IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="49"/>  

 </Private>  

    </DAI>  

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MyING">  

   <DAI  name="setVal">  
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 <Private type="IEC_60870_5_104">  

<IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="62"/>  

 </Private>  

   </DAI>  

</DOI>  

A.3.4.25 ASG  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyASG">  

   <SDI  name="setMag">  

     <DAI  name="f">  

 <Private type="IEC_60870_5_101">  

<IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="50"/>  

 </Private>  

    </DAI>  

  </SDI>  

</DOI>  

2 )  for I EC  60870-5-1 04:  

<DOI  name="MyASG">  

   <SDI  name="setMag">  

     <DAI  name="f">  

 <Private type="IEC_60870_5_104">  

<IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="63"/>  

 </Private>  

    </DAI>  

  </SDI>  

</DOI> 

A.3.4.26  ENS  common  data  class  example  

a)  Using  TI<35>  

<DOI  name="MyENS">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

  </DAI>  

</DOI>  

b)  Using  TI<30>  

The  example  shows  the  use  of SCL  for th ree  enumerated  values  of “stVal ” .  I f more  than  th ree  
enumerated  values  are  defined ,  the  address  section  wi th in  the  private  type  has  to  be  
extended  accord ing ly.  

<DOI  name="MyENS">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="30"  

expectedValue="1"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="30"  

expectedValue="2"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="30"  

expectedValue="3"/>  

Copyright International  Electrotechnical  Commission  



I EC  TS  61 850-80-1 : 201 6  © I EC  201 6  – 1 61  – 

 </Private>  

  </DAI>  

</DOI>  

NOTE  Deta i l s  of the  mappi ng  of the  a ttri bu te  s tVal  of CDC  ENS  on to  TI <30>  SPI  are  defi ned  i n  Tabl e  49  .   

A.3.4.27  HST common  data  class  example  

The  example  shows  the  use  of SCL  for three  values  of the  h istogram.  I f more  them  three  
values  of the  h istogram  are  present,  an  SDI  section  has  to  be  created  for each  h istogram  
value  

a)  Using  TI<35>  

<DOI  name="MyHST">  

   <DAI  name="hstVal”  ix=”0"> 

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

  </DAI>  

   <DAI  name="hstVal”  ix=”1"> 

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="35"/>  

 </Private>  

  </DAI>  

   <DAI  name="hstVal”  ix=”2"> 

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="35"/>  

 </Private>  

  </DAI>  

</DOI>  

b)  Using  TI<33>  

<DOI  name="MyHST">  

   <DAI  name="hstVal”  ix=”0"> 

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="33"/>  

 </Private>  

  </DAI>  

   <DAI  name="hstVal”  ix=”1"> 

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="33"/>  

 </Private>  

  </DAI>  

   <DAI  name="hstVal”  ix=”2"> 

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="33"/>  

 </Private>  

  </DAI>  

</DOI>  

A.3.4.28  ENC  common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

a)  Using  TI<35>  

<DOI  name="ENC01">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_101">  
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  <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

  </DAI> 

  <SDI  name="Oper">  

   <DAI  name="ctlVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="49"/>  

 </Private>  

   </DAI>  

  </SDI>  

</DOI>  

b)  Using  TI<30>  

The  example  shows  the  use  of SCL for three  enumerated  values  of “stVal ”  and  “ctlVal ” .  I f 
more  than  th ree  enumerated  values  are  defined ,  the  address  section  wi th in  the  private  
type  has  to  be  extended  accord ing ly.  

<DOI  name="MyENC">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="30"  

expectedValue="1"/>  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1012"  ti="30"  

expectedValue="2"/>  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1013"  ti="30"  

expectedValue="3"/>  

 </Private>  

  </DAI>  

  <SDI  name="Oper">  

   <DAI  name="ctlVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="45"  

expectedValue="1"/>  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1012"  ti="45"  

expectedValue="2"/>  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1013"  ti="45"  

expectedValue="3"/>  

 </Private>  

   </DAI>  

  </SDI>  

</DOI>  

2)  for I EC  60870-5-1 04:  

a)  Using  TI<35>  

<DOI  name="MyENC">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="35"/>  

 </Private>  

  </DAI> 

  <SDI  name="Oper">  

   <DAI  name="ctlVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="62"/>  

 </Private>  

   </DAI>  
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  </SDI>  

</DOI>  

b)  Using  TI<30>  

The  example  shows  the  use  of SCL for three  enumerated  values  of “stVal ”  and  “ctlVal ” .  I f 
more  than  th ree  enumerated  values  are  defined ,  the  address  section  wi th in  the  private  
type  has  to  be  extended  accord ing ly.  

<DOI  name="MyENC">  

   <DAI  name="stVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="30"  

expectedValue="1"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="30"  

expectedValue="2"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="30"  

expectedValue="3"/>  

 </Private>  

  </DAI>  

  <SDI  name="Oper">  

   <DAI  name="ctlVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="58"  

expectedValue="1"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="58"  

expectedValue="2"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="58"  

expectedValue="3"/>  

 </Private>  

   </DAI>  

  </SDI>  

</DOI>  

NOTE  Deta i l s  of the  mappi ng  of the  a ttri bu te  s tVal  of CDC  ENC  on to  TI <30>  SPI  are  defi ned  i n  Tabl e  49  .   

A.3.4.29  ENG  common  data  class  example  

1 )  us ing  TI<49>  ,  TI <62>  

a)  for I EC  60870-5-1 01 :  

<DOI  name="MyENG">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_101">  

<IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="49"/>  

 </Private>  

   </DAI>  

</DOI>  

b )  for I EC  60870-5-1 04:  

<DOI  name="MyENG">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_104">  

<IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="62"/>  

 </Private>  

   </DAI>  

</DOI> 

2)  us ing  TI<45>  ,  TI <58>  
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a)  for I EC  60870-5-1 01 :  

The  example  shows  the  use  of SCL for th ree  enumerated  values  of “setVal ” .  I f more  than  
three  enumerated  values  are  defined ,  the  address  section  wi th in  the  private  type  has  to  be  
extended  accord ing ly.  

<DOI  name="MyENG">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_101">  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="45"  

expectedValue="1"/>  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1012"  ti="45"  

expectedValue="2"/>  

  <IEC_60870_5_101: Address  casdu="1"  ioa="1013"  ti="45"  

expectedValue="3"/>  

 </Private>  

   </DAI>  

</DOI>  

3 )  for I EC  60870-5-1 04:  

<DOI  name="MyENG">  

   <DAI  name="setVal">  

 <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="58"  

expectedValue="1"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="58"  

expectedValue="2"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="58"  

expectedValue="3"/>  

 </Private>  

   </DAI>  

</DOI>  

NOTE  Deta i l s  of the  mappi ng  of the  a ttri bu te  s tVal  of CDC  ENG  on to  TI <30>  SPI  are  d efi ned  i n  Tabl e  49  .   

A.3.4.30  BAC common  data  class  example  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyBAC">  

   <SDI  name="mxVal">  

   <DAI  name="f">  

<Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

  </SDI>  

   <SDI  name="Oper">  

  <DAI  name="ctlVal">  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="47"/>  

  </Private>  

  </DAI>  

   </SDI>  

</DOI>  

2 )  for I EC  60870-5-1 04:  
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<DOI  name="MyBSC">  

   <SDI  name="mxVal">  

   <DAI  name="f">  

<Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1010"  ti="36"/>  

 </Private>  

   </DAI>  

   </SDI>  

   <SDI  name="Oper">  

   <DAI  name="ctlVal">  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="60"/>  

  </Private>  

   </DAI>  

   </SDI>  

</DOI>  

A.3.4.31  CSG  common  data  class  example  

The  example  shows  the  use  of SCL for th ree  values  of the  cu rve  shape  setting .  I f more  them  
three  values  of the  curve  shape  are  present,  an  SDI  section  has  to  be  created  for each  curve  
poin t va lue  

1 )  for I EC  60870-5-1 01 :  

<DOI  name="MyCSG">  

   <SDI  name="crvPts”  ix=”0"> 
     <DAI  name=”xVal”>  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1011"  ti="50"/>  

  </Private>  
     </DAI>  
     <DAI  name=”yVal”>  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1012"  ti="50"/>  

  </Private>  
     </DAI>  

  </SDI>  

   <SDI  name="crvPts”  ix=”1"> 
     <DAI  name=”xVal”>  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1013"  ti="50"/>  

  </Private>  
     </DAI>  
     <DAI  name=”yVal”>  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1014"  ti="50"/>  

  </Private>  
     </DAI>  

  </SDI>  

   <SDI  name="crvPts”  ix=”2"> 
     <DAI  name=”xVal”>  

  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1015"  ti="50"/>  

  </Private>  
     </DAI>  
     <DAI  name=”yVal”>  
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  <Private type="IEC_60870_5_101">  

   <IEC_60870_5_101: Address  casdu="1"  ioa="1016"  ti="50"/>  

  </Private>  
     </DAI>  

  </SDI>  

</DOI>  

2)  for I EC  60870-5-1 04:  

<DOI  name="MyCSG">  

   <SDI  name="crvPts”  ix=”0"> 
     <DAI  name=”xVal”>  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1011"  ti="63"/>  

  </Private>  
     </DAI>  
     <DAI  name=”yVal”>  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1012"  ti="63"/>  

  </Private>  
     </DAI>  

  </SDI>  

   <SDI  name="crvPts”  ix=”1"> 
     <DAI  name=”xVal”>  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1013"  ti="63"/>  

  </Private>  
     </DAI>  
     <DAI  name=”yVal”>  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1014"  ti="63"/>  

  </Private>  
     </DAI>  

  </SDI>  

   <SDI  name="crvPts”  ix=”2"> 
     <DAI  name=”xVal”>  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1015"  ti="63"/>  

  </Private>  
     </DAI>  
     <DAI  name=”yVal”>  

  <Private type="IEC_60870_5_104">  

   <IEC_60870_5_104: Address  casdu="1"  ioa="1016"  ti="63"/>  

  </Private>  
     </DAI>  

  </SDI>  

</DOI>  

A.3.4.32  Example  for mapping  of SelectActiveSG:  

The  example  shows  the  use  of SCL for four Setting  Groups.  I f more  them  four Setting  Groups  
are  present,  the  Private  section  has  to  be  extended  for the  requ i red  numbers  of Setting  
Groups.  

<SettingControl  actSG="1"  numOfSGs=”4”>  

      <Private type="IEC_60870_5_104">  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1022"  ti="45"  

expectedValue="1"/>  
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  <IEC_60870_5_104: Address  casdu="1"  ioa="1023"  ti="45"  

expectedValue="2"/>  

  <IEC_60870_5_104: Address  casdu="1"  ioa="1024"  ti="45"  

expectedValue="3"/>  

       <IEC_60870_5_104: Address  casdu="1"  ioa="1025"  ti="45"  

expectedValue="3"/> 

      </Private>  

</SettingControl  >  

A.4 IEC  60870-5-1 01  communication  parameters  configuration  using  SCL 

The  commun ication  section  of the  SCL fi l e  can  be  used  to  hold  the  I EC 60870-5-1 01  speci fic  
i n formation  abou t l i nk parameters  such  as  transmission  speed ,  addresses  and  ASDU  
structure.  

The  control l ing  and  control led  stations  are  l i nked  using  the  same  “SubNetwork”  e lement of the  
SCL commun ication  section .  The  “ type”  attribu te  shal l  be  “1 01 ” .  

Th is  i n formation  shal l  be  kept i ns ide  the  "P"  type  of the  "Address"  e lement of the  SCL.  
Table  A. 1  defines  the  names  of the  parameters  that can  be  used .  

Table  A.1  – Extension  of the  “P”  element types  to  hold  IEC  60870-5-1 01  information   

P  type  attribu te  value  Description  

StationType  Type  of s tati on  (con trol l i n g -stati on  |  con trol l ed -stati on )  

NetworkConf Network con fi gu rati on  (poi n t-to-po in t  |  mu l ti p l e-poi n t-to-poi n t  |  mu l ti poi n t-partyl i ne  |  
mu l ti poi n t-star)  

LinkTransProc Li nk transm iss ion  procedure  (ba l anced  |  u nbal anced )  

PhysLayer Standard  of phys i ca l  l ayer (V. 24/V. 28  | ,  X. 24/X. 27)  

SpeedMonDi r Li nk l ayer transm issi on  speed  [b i ts/s]  i n  mon i tor d i recti on  [b i ts/s]  (9600  |  1 9200  |  
38400  |  56000  |  64000)  

SpeedConDi r Li nk l ayer transm issi on  speed  [b i ts/s]  i n  con trol  d i recti on   (9600  |  1 9200  |  38400  |  
56000  |  64000)  

LinkAddrSize  Number of octets  for l i nk add ress  (1  |  2 )  

LinkAddr Li nk add ress  (1  …  65534)  

FrameLength  Maximum  l eng th  of l i nk frame  ( i n  octets)  (32  …  255)  

CASDUSize  Number of octets  for CASDU  (  2  )  

IOASize  Number of octets  for I OA (  3  )  

COTSize  Number of octets  for COT (  2  )  

 

NOTE  The  con fi gu rabl e  val ues  have  been  extracted  from  9. 3 . 1 .  “ I EC  60870-5-1 01  I n teroperabi l i ty” .  

An  example  of use  of the  SCL communication  section  for a  balanced  connection .  

<Communication>  

 <SubNetwork name=”sub10 1 -1 ”  type=”1 01 ”>  

  <ConnectedAP  iedName=”IED1”  apName=”AP1”>  

   <Address>  

    <P  type=”StationType”>controlling-station</P>  

    <P  type=”NetworkConf”>point-to-point</P>  

<P  type=”LinkTransProc”>balanced</P>  

<P  type=”PhysLayer”>V. 24/V. 28</P>  

<P  type=”SpeedMonDir”>9600</ P>  
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<P  type=”SpeedConDir”>4800</P>  

<P  type=”LinkAddrSize”>1</P>  

<P  type=”LinkAddr”>3</P>  

<P  type=”FrameLength”>64</P>  

<P  type=”CASDUSize”>2</P>  

<P  type=”IOASize”>3</P>  

<P  type="COTSize" >2</ P>  

   </Address>  

  </ConnectedAP>  

   <ConnectedAP  iedName=”IED2 ”  apName=”AP1”>  

   <Address>  

<P  type=”StationType”>controlled-station</P>  

    <P  type=”NetworkConf”>point-to-point</P>  

<P  type=”LinkTransProc”>balanced</ P>  

<P  type=”PhysLayer”>V. 24/V. 28</ P>  

<P  type=”SpeedMonDir”>4800</P>  

<P  type=”SpeedConDir”>9600</ P>  

<P  type=”LinkAddrSize”>1</ P>  

<P  type=”LinkAddr”>5</P>  

<P  type=”FrameLength”>64</ P>  

<P  type=”CASDUSize”>2</P>  

<P  type=”IOASize”>3</ P>  

<P  type="COTSize" >2</P>  

   </Address>  

  </ConnectedAP>  

 </SubNetwork>  

</Communication>  

The  term  SubNetwork i s  used  to  define  the  l i nk between  the  con trol l i ng  and  control led  station  
for I EC  60870-5-1 01  connections.  Both  devices  i nclude  a  ConnectedAP i n  the  same 
SubNetwork.  I n  order to  commun icate  properly,  both  shou ld  i nclude  the  same  communication  
parameter values.  

An  example  of use  of the  SCL commun ication  section  for an  unbalanced  mu l tipoin t-partyl i ne  
connection .  

<Communication>  

 <SubNetwork name=”sub10 1 -1 ”  type=”1 01 ”>  

  <ConnectedAP  iedName=”I ED1”  apName=”AP1”>  

   <Address>  

    <P  type=”StationType”>controlling-station</P>  

    <P  type=”NetworkConf”>multipoint-partyline</P>  

<P  type=”LinkTransProc”>unbalanced</P>  

<P  type=”PhysLayer”>V. 24/V. 28</P>  

<P  type=”SpeedMonDir”>9600</P>  

<P  type=”SpeedConDir”>4800</P>  

<P  type=”LinkAddrSize”>1</P>  

<P  type=”FrameLength”>64</P>  

<P  type=”LinkAddr”>1</P>  

<P  type=”CASDUSize”>2</P>  

<P  type=”IOASize”>3</P>  

<P  type="COTSize" >2</P>  

   </Address>  

  </ConnectedAP>  

   <ConnectedAP  iedName=”IED2 ”  apName=”AP1 ”>  

   <Address>  
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<P  type=”StationType”>controlled-station</P>  

    <P  type=”NetworkConf”>multipoint-partyline</P>  

<P  type=”LinkTransProc”>unbalanced</P>  

<P  type=”PhysLayer”>V. 24/V. 28</P>  

<P  type=”SpeedMonDir”>4800</P>  

<P  type=”SpeedConDir”>9600</P>  

<P  type=”LinkAddrSize”>1</P>  

<P  type=”LinkAddr”>5</P>  

<P  type=”FrameLength”>64</P>  

<P  type=”CASDUSize”>2</P>  

<P  type=”IOASize”>3</P>  

<P  type="COTSize" >2</P>  

   </Address>  

  </ConnectedAP>  

  </ConnectedAP>  

   <ConnectedAP  iedName=”IED3”  apName=”AP1”>  

   <Address>  

<P  type=”StationType”>controlled-station</P>  

    <P  type=”NetworkConf”>multipoint-partyline</P>  

<P  type=”LinkTransProc”>unbalanced</P>  

<P  type=”PhysLayer”>V. 24/V. 28</P>  

<P  type=”SpeedMonDir”>4800</ P>  

<P  type=”SpeedConDir”>9600</P>  

<P  type=”LinkAddrSize”>1</P>  

<P  type=”LinkAddr”>3</P>  

<P  type=”FrameLength”>64</P>  

<P  type=”CASDUSize”>2</ P>  

<P  type=”IOASize”>3</P>  

<P  type="COTSize" >2</P>  

   </Address>  

  </ConnectedAP>  

 </SubNetwork>  

</Communication>  

A.5 IEC  60870-5-1 04 communication  parameters  configuration  using  SCL 

The  commun ication  section  of the  SCL fi le  can  be  used  to  hold  the  I EC 60870-5-1 04  speci fic  
i n formation  abou t delays,  addresses  and  commun ication  ports.  

The  control l ing  and  control led  stations  are  l i nked  using  the  same  “SubNetwork”  e lement of the  
SCL commun ication  section .  The  “ type”  attribu te  shal l  be  “1 04”.  

Th is  i n formation  shal l  be  kept i ns ide  the  “P”  type  of the  “Address”  e lement of the  SCL.   
Table  A. 2  defines  the  names  of the  parameters  that can  be  used  i f redundancy i s  not used .  
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Table  A.2  – Extension  of the  “P”  element types  to  hold  IEC  60870-5-1 04 information  

P  type  attribu te  value  Description  

StationType  Type  of s tati on  (con trol l i ng -stati on  |  con trol l ed -stati on )  

W-FACTOR Value  of the  w parameter [APDUs]  (1  …  32767)  

K-FACTOR Value  of the  k  parameter [APDUs]  (1  …  32767)  

TIMEOUT-0  Time-ou t  i n  seconds  of connecti on  establ i shmen t ( t
0
)  (1  … 255)  

TIMEOUT-1  Time-ou t  i n  seconds  of sen t  or test  APDUs  ( t
1
)  (1  …  255)  

TIMEOUT-2  Time-ou t  i n  seconds  for acknowledges  i n  case  of no  data  messages  ( t
2
)  (1  … 255)  

TIMEOUT-3  Time-ou t  i n  seconds  for send i ng  test  frames  i n  case  of a  l ong  i d l e  s tate  ( t
3
)  (1 -255)  

 

NOTE  The  con fi gu rabl e  val ues  have  been  extracted  from  9. 3 . 2 .  “ I EC 60870-5-1 04  I n teroperabi l i ty” .  

An  example  of use  of the  SCL commun ication  section  wi th  one  l i nk and  wi thou t redundancy i s  
shown .  

<Communication>  

     <SubNetwork name=" sub104-1"  type=" 104" >  

<ConnectedAP  iedName=" IED1"  apName="AP1" >  

               <Address>  

<P  type=" StationType" >controlling-station</P>   

<P  type=" IP" >192. 168. 0. 1</ P>   

<P  type=" IP-SUBNET" >255. 255. 255. 0</P>   

<P  type="W-FACTOR" >8</P>   

<P  type=" K-FACTOR" >12</P>   

<P  type="TIMEOUT-0" >30</P>   

<P  type="TIMEOUT-1" >15</P>   

<P  type="TIMEOUT-2" >10</ P>   

<P  type="TIMEOUT-3" >20</P>  

              </Address>  

</ConnectedAP>  

<ConnectedAP  iedName=" IED2"  apName="AP1" >  

               <Address>  

<P  type=" StationType" >controlled-station</P>   

<P  type=" IP" >192 . 168. 0. 51</P>   

<P  type=" IP-SUBNET" >255. 255. 255. 0</ P>   

<P  type=" W-FACTOR" >8</P>   

<P  type=" K-FACTOR" >12</P>   

<P  type="TIMEOUT-0" >30</P>   

<P  type="TIMEOUT-1" >15</ P>   

<P  type="TIMEOUT-2" >10</P>   

<P  type="TIMEOUT-3" >20</P>   

              </Address>  

</ConnectedAP>  

     </ SubNetwork>  

</Communication>  

I f redundancy g roups  are  used ,  the  I EC  60870-5-1 04  parameters  shal l  be  used  as  defined  i n  
Table  A.3.  
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Table  A.3  – Extension  of the  “P”  element types  using  redundancy groups  

P  type  attribu te  value  Description  

RGx-LLy-IP  I P  add ress  of the  l og i cal  l i nk “y”  of the  redundancy g roup  “x”  

RGx-LLy-IP-SUBNET Subnetwork mask of the  I P  add ress  of the  l og i ca l  l i nk “y”  of the  redundancy g roup  “x”  

RGx-W-FACTOR W factor of the  l og i ca l  l i nk “y”  of the  redundancy g roup  “x”  

RGx-K-FACTOR K factor of the  l og i cal  l i nk “y”  of the  redundancy g roup  “x”  

RGx-TIMEOUT-0  Time-ou t  0  of the  redundancy g roup  “x”  

RGx-TIMEOUT-1  Time-ou t  1  of the  redundancy g roup  “x”  

RGx-TIMEOUT-2  Time-ou t  2  of the  redundancy g roup  “x”  

RGx-TIMEOUT-3  Time-ou t  3  of the  redundancy g roup  “x”  

NOTE  “x”  i s  the  number of the  redundancy g roup  and  “y”  i s  the  number of the  l og i ca l  l i nk.  

 

An  example  of use  of the  SCL communication  section  wi th  two  redundancy groups,  each  
redundancy g roup  consisting  of th ree  log ical  l i nks,  i s  shown :  

<Communication>  

  <Subnetwork name=" sub104-1"  type=" 104" >  

<ConnectedAP  iedName=" IED1"  apName="AP1" >  

         <Address>  

<P  type="StationType" >controlling-station</P>   

<P  type="RG1-W-FACTOR" >8</P>   

<P  type="RG1-K-FACTOR" >12</P>   

<P  type="RG1-TIMEOUT-0" >30</ P>   

<P  type="RG1-TIMEOUT-1" >15</P>   

<P  type="RG1-TIMEOUT-2" >10</P>   

<P  type="RG1-TIMEOUT-3" >20</P>   

<P  type="RG1-LL1-IP" >192. 168. 0. 1</P>   

<P  type="RG1-LL1-IP-SUBNET" >255. 255. 255. 0</P>  

<P  type="RG1-LL2-IP" >192. 168. 0. 2</P>   

<P  type="RG1-LL2-IP-SUBNET" >255. 255. 255. 0</P>   

<P  type="RG1-LL3-IP" >192. 168. 0. 3</P>   

<P  type="RG1-LL3-IP-SUBNET" >255. 255. 255. 0</P>   

<P  type="RG2-W-FACTOR" >8</P>   

<P  type="RG2-K-FACTOR" >12</P>   

<P  type="RG2-TIMEOUT-0" >30</ P>   

<P  type="RG2-TIMEOUT-1" >15</P>   

<P  type="RG2-TIMEOUT-2" >10</P>   

<P  type="RG2-TIMEOUT-3" >20</ P>   

<P  type="RG2-LL1-IP" >192. 168. 0. 11</ P>   

<P  type="RG2-LL1-IP-SUBNET" >255. 255. 255. 0</P>   

<P  type="RG2-LL2-IP" >192. 168. 0. 12</P>   

<P  type="RG2-LL2-IP-SUBNET" >255. 255. 255. 0</P>   

<P  type="RG2-LL3-IP" >192. 168. 0. 13</P>   

<P  type="RG2-LL3-IP-SUBNET" >255. 255. 255. 0</ P>   

         </Address>  

</ConnectedAP>  
 

     <ConnectedAP  iedName=" IED1"  apName="AP1" >  

<Address>  

  <P  type=" StationType" >controlled-station</P>   

  <P  type="RG1-W-FACTOR" >8</P>   
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  <P  type="RG1-Kk-FACTOR" >12</P>   

  <P  type="RG1-TIMEOUT-0" >30</P>   

  <P  type="RG1-TIMEOUT-1" >15</P>   

  <P  type="RG1-TIMEOUT-2" >10</P>   

  <P  type="RG1-TIMEOUT-3" >20</ P>   

  <P  type="RG1-LL1-IP" >192 . 168. 0. 51</ P>   

  <P  type="RG1-LL1-IP-SUBNET" >255. 255. 255. 0</P>   

  <P  type="RG1-LL2-IP" >192. 168. 0. 52</ P>   

  <P  type="RG1-LL2-IP-SUBNET" >255. 255. 255. 0</P>   

  <P  type="RG1-LL3-IP" >192. 168. 0. 53</ P>   

  <P  type="RG1-LL3-IP-SUBNET" >255. 255. 255. 0</P>   

  <P  type="RG2-W-FACTOR" >8</P>   

  <P  type="RG2-K-FACTOR" >12</P>   

  <P  type="RG2-TIMEOUT-0" >30</P>   

  <P  type="RG2-TIMEOUT-1" >15</P>   

  <P  type="RG2-TIMEOUT-2" >10</P>   

  <P  type="RG2-TIMEOUT-3" >20</P>   

  <P  type="RG2-LL1-IP" >192. 168. 0. 61</P>   

  <P  type="RG2-LL1-IP-SUBNET" >255. 255. 255. 0</P>   

  <P  type="RG2-LL2-IP" >192. 168. 0. 62</P>   

  <P  type="RG2-LL2-IP-SUBNET" >255. 255. 255. 0</P>   

  <P  type="RG2-LL3-IP" >192. 168. 0. 63</P>   

  <P  type="RG2-LL3-IP-SUBNET" >255. 255. 255. 0</P>   

</Address>  

</ConnectedAP>  

    </Subnetwork>  

</Communication>  
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