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COMMUNICATION  NETWORKS AND  

SYSTEMS FOR POWER UTILITY AUTOMATION  –  
 

Part 90-2:  Using  IEC  61 850  for communication   
between  substations  and  control  centres  

 
FOREWORD 

1 )  The  I n ternati ona l  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for s tandard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  National  Commi ttees) .  The  ob ject  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Publ i cati on (s)” ).  The i r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  sub ject dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen tal  and  non -
governmen ta l  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y 
wi th  the  I n ternational  Organ izati on  for Standard i zati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement between  the  two  organ izati ons.  

2 )  The  formal  deci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati ona l  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonable  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Publ i cati ons  i s  accu rate,  I EC  cannot be  hel d  responsib l e  for the  way i n  wh i ch  they are  used  or for any 
m is in terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possib l e  i n  thei r nati ona l  and  reg i onal  pub l i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg ional  pub l i cati on  shal l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tse l f does  not  provi de  any a ttestati on  of con form i ty.  I n dependen t  certi fi cati on  bod ies  provide  conform i ty 
assessmen t services  and ,  i n  some  areas,  access  to  I EC  marks  of conform i ty.  I EC  i s  not  responsib l e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou ld  ensu re  that  they have  the  l atest ed i ti on  of th i s  publ i cati on .  

7)  N o  l i abi l i ty shal l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i n cl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any persona l  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten tion  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  pub l i cati on .  

9)  Atten ti on  i s  d rawn  to  the  possib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  subj ect  of 
paten t ri gh ts .  I EC  shal l  not  be  he l d  responsib l e  for i den ti fyi ng  any or a l l  such  paten t  ri gh ts .  

The  main  task of I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ical  commi ttee  may propose  the  publ ication  of a  techn ical  report when  i t  has  col lected  
data  of a  d i fferen t kind  from  that wh ich  i s  normal l y publ i shed  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC  TR 61 850-90-2,  wh ich  i s  a  techn ical  report,  has  been  prepared  by IEC  techn ical  
commi ttee  57:  Power systems  management and  associated  i n formation  exchange.  

The  text of th is  techn ical  report i s  based  on  the  fol lowing  documents:  

DTR Report  on  voti ng  

57/1 578/DTR 57/1 641 /RVC 
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Fu l l  i n formation  on  the  voting  for the  approval  of th is  techn ical  report can  be  found  in  the  
report on  voting  ind icated  i n  the  above  table.  

Th is  publ ication  has  been  d rafted  i n  accordance  wi th  the  I SO/IEC Di rectives,  Part  2 .  

A l i s t  of a l l  the  parts  i n  the  I EC  61 850  series,  publ i shed  under the  general  ti tl e  Communication 
networks and systems for power utility automation ,  can  be  found  on  the  IEC  websi te.  

The  commi ttee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC  web  si te  under "h ttp: //webstore. iec.ch"  i n  the  data  
related  to  the  speci fic  publ ication .  At th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thd rawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  version  of th is  publ ication  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore print th is  document using  a  
colour printer.  
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I NTRODUCTION  

Fol lowing  the  publ ication  of I EC  61 850,  substations  using  I EC  61 850  technolog ies  have  been  
implemented .  The  concepts  of I EC  61 850  are  also  used  in  appl ications  ou tside  of the  
substation  such  as  d istribu ted  energy resources,  hydro  power p lan ts  and  wind  power p lan ts.  
Therefore,  I EC  61 850  forms  the  foundation  for a  g lobal l y standard ized  u ti l i ty communication  
network.  

The  object models  and  configuration  language  in troduced  by I EC  61 850  provide  new 
possibi l i ti es  for the  management of the  au tomation  system.  A d i rect and  seamless  access  
from  the  con trol  and  main tenance  centres  to  the  I EDs  of the  substation  au tomation  system  
al lows  efficien t data  management of the  overal l  con trol  system.  

The  possibi l i ty of us ing  I EC  61 850  for commun ication  between  substations  and  con trol  
systems is  mentioned  in  I EC  TR 62357-1 :201 2  wi thou t any speci fication  of how i t  wi l l  be  used .  
The  i ssue  was  evaluated  i n  2002  by a  task force.  The  conclusion  was  that I EC 61 850  i s  
su i table,  bu t may even tual l y requ i re  the  fol lowing  extensions:  

•  A new mapping  of the  commun ication  services  on  a  protocol  su i table  for wide  area  
commun ication ;  

•  Extensions  of the  data  model  to  provide  a  control  cen tre  view of the  substation .  A 
fu rther importan t benefi t to  users  i s  the  possib i l i ty of en tering  configuration  i n formation  
on ly once.  

Curren tly,  substation  configuration  i n formation  i s  avai lable  i n  the  SCL and  con trol  cen tre  
configuration  i n formation  i s  avai lable  i n  the  CIM.  The  models  have  been  harmon ized ,  so  that 
an  au tomatic transfer of the  i n formation  from  one  model  to  the  other shou ld  be  possib le.  New 
work wi l l  describe  how that configuration  i n formation  can  be  transferred  between  CIM  and  
SCL.  However,  th is  document does  not address  the  overal l  topic of CIM/IEC 61 850  
harmon isation .  That wi l l  be  addressed  separately i n  the  fu ture  techn ical  report I EC  TR 62361 -
1 02.   

I EC  61 850  was  i n i ti a l l y prepared  for i n formation  exchange  between  the  devices  of a  
substation  au tomation  system.  The  concepts  are  now al so  used  i n  other power system  
appl ication  domains.  

Th is  techn ical  report provides  a  comprehensive  overview of the  matters  that need  to  be  
considered  in  order to  use  IEC  61 850  for i n formation  exchange  between  substations  and  
con trol  or main tenance  systems.  Areas  that requ i re  extension  of speci fic  parts  of the  existing  
I EC  61 850  standards  wi l l  be  i ncorporated  in  fu ture  ed i tions  of the  affected  part  of I EC  61 850.  

A s im i lar report d i scussing  the  use  of I EC  61 850  for commun ication  between  substations  has  
been  i ssued  as  I EC  TR 61 850-90-1 .  

The  namespace  of th is  techn ical  report i s  “(Tr) IEC  61 850-90-2 : 201 5A”.  
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COMMUNICATION  NETWORKS AND  
SYSTEMS FOR POWER UTILITY AUTOMATION  –  

 
Part 90-2:  Using  IEC  61 850  for communication   

between  substations  and  control  centres  
 
 
 

1  Scope 

Th is  part  of I EC  61 850,  wh ich  i s  a  techn ical  report,  provides  a  comprehensive  overview of the  
d i fferen t aspects  that need  to  be  considered  wh i l e  us ing  I EC  61 850  for i n formation  exchange  
between  substations  and  con trol  or main tenance  cen tres  or other system  level  appl ications.  I n  
particu lar,  th is  techn ical  report:  

•  defi nes  use  cases  and  commun ication  requ i rements  that requ i re  an  i n formation  
exchange  between  substations  and  con trol  or main tenance  cen tres  

•  d escribes  the  usage  of the  configuration  language  of I EC  61 850-6  

•  g i ves  gu idel ines  for the  selection  of commun ication  services  and  arch i tectures  
compatible  wi th  I EC  61 850  

•  d escribes  the  eng ineering  workflow 

•  i n troduces  the  use  of a  Proxy/Gateway concept 

•  d escribes  the  l i nks  regard ing  the  Speci fic  Commun ication  Service  Mapping  (SCSM)  

Th is  techn ical  report does  not define  constrain ts  or l im i tations  for speci fi c device  
implementations.  There  i s  no  speci fic  chapter for cyber securi ty wh ich  i s  tackled  when  i t  i s  
necessary.  The  model ,  for I EC  TR 61 850-90-2 ,  provides  securi ty functions  based  upon  the  
securi ty th reats  and  securi ty functions  found  i n  I EC  TS  62351 -1  and  I EC  TS  62351 -2 .  Th is  
techn ical  report touches  several  securi ty aspects  wi th  the  fol lowing  basic assumptions:  

•  I n formation  au then tication  and  i n tegri ty (e. g .  the  abi l i ty to  provide  tamper detection)  i s  
needed  

•  Confidentia l i ty i s  optional  

I t  shal l  be  possible  to  provide  i n formation  au thentication  and  i n tegri ty i n  an  end-to-end  
method ,  regard less  of i n formation  h ierarch ies.  The  typical  method  to  provide  th is  securi ty 
function  i s  th rough  some  type  of i n formation/message  au thentication  code.  I EC  62351 -4: 2007  
and  I EC  62351 -9 1  describe  how au then tication  and  in tegri ty i s  ach ieved  for I EC  61 850-8-1 .  A 
l ater version  of I EC  62351 -4  wi l l  provide  means  to  ensure  end-to-end  data  i n tegri ty th rough  
Proxy/Gateways.  

Beneath  i n formation  au then tication  and  in tegri ty,  i n formation  avai l abi l i ty i s  an  importan t 
aspect for te lecontrol .  Th is  techn ical  report provides  redundancy arch i tectures  to  enhance  the  
avai labi l i ty of i n formation  i n  con trol  and  main tenance  cen tres.  

The  scheme shown  i n  F igure  1  g ives  an  overview of the  connectivi ty and  the  commun ication  
paths.  I n  particu lar i t  i nd icates  the  principle  to  access  d i rectl y or i nd i rectly – via  the  
Proxy/Gateway – to  an  I ED.  An  appl i cation  of securi ty con trols  for substation  to  con trol  centre  
commun ication  can  be  found  i n  I EC 62351 -1 0:201 2,  6 . 4 .3 .  Thus,  the  substation  au tomation  
system  has  to  be  considered  i nside  a  perimeter of cyber securi ty.  The  access  i s  total l y 
checked  by securi ty access  poin ts  (th is  document does  not describe  such  a  securi ty access  

_______________ 
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poin t) .  The  boundary of the  e lectron ic securi ty perimeter i s  defined  by the  poin t,  where  the  
commun ication  l i ne  l eaves  the  perimeter of the  substation  over publ ic  g round .  There  m igh t be  
more  than  one  securi ty access  poin t,  where  separation  of appl ications  (e. g .  control  cen tre  and  
main tenance  centre)  i s  requ i red .  When  more  than  one  cl i en t needs  access  to  the  same  
securi ty access  poin t i n formation  l evel  access  control ,  e . g .  accord ing  to  I EC  TS  62351 -
8: 201 1 ,  may be  added .  I EC  TS  62351 -8:201 1  may a lso  be  used  i n  other cases,  where  
d i fferen t access  ri gh ts  are  requ i red .  

 

IED

Proxy/ 

Gateway

IED

Electronic Security Perimeter

Substation

LAN

WAN

Direct access

Indirect access

Access Control

Security access point
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Figure  1  – Connectivi ty and  communication  paths  of a  substation  

The  majori ty of appl ications  for wh ich  th is  techn ical  report i s  appl icable  wi l l  use  the  services  
of MMS ( ISO 9506)  mapped  to  I SO/IEC  8802-3  frame formats,  as  described  i n   
I EC  61 850-8-1 : 201 1 .  

The  primary appl ication  for the  use  of i nd i rect access,  as  described  in  th is  techn ical  report,  
wi l l  be  for te lecontrol  appl ications.  Nevertheless  th is  techn ical  report does  not imply that the  
use  of a  Proxy/Gateway i s  requ i red  for te lecontrol  appl ications.  D i rect access  may a lso  be  
used  for te lecontrol  appl ications  where  appl icable  and  accepted  by the  customer.  

2  Normative references  

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  in  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  l atest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC  60870-4: 1 990,  Telecontrol equipment and systems – Part 4:  Performance requirements  

I EC  60870-5-1 03: 1 997,  Telecontrol equipment and systems – Part 5-103: Transmission 
protocols – Companion standard for the informative interface of protection equipment 
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I EC  60870-5-1 04: 2006,  Telecontrol equipment and systems – Part 5-104: Transmission 
protocols – Network access for IEC 60870-5-101  using standard transport profiles  

I EC  61 1 58-6,  Industrial communication networks – Fieldbus specifications 

I EC  TS  61 850-2:2003,  Communication networks and systems in  substations – Part 2:  
Glossary 

I EC  61 850-4: 201 1 ,  Communication networks and systems for power utility automation –  
Part 4:  System and project management 

I EC  61 850-5: 201 3,  Communication networks and systems for power utility automation –  
Part 5: Communication requirements for functions and device models  

I EC  61 850-6:2009,  Communication networks and systems for power utility automation –  
Part 6: Configuration description language for communication in  electrical substations related 
to IEDs  

I EC  61 850-7-1 : 201 1 ,  Communication networks and systems for power utility automation – 
Part 7-1 : Basic communication structure – Principles and models  

I EC  61 850-7-2: 201 0,  Communication networks and systems for power utility automation – 
Part 7-2: Basic information and communication structure – Abstract communication service 
interface (ACSI)  

I EC  61 850-7-3: 201 0,  Communication networks and systems for power utility automation – 
Part 7-3: Basic communication structure – Common data  classes  

I EC  61 850-7-4: 201 0,  Communication networks and systems for power utility automation – 
Part 7-4: Basic communication structure – Compatible  logical node classes and data object 
classes  

I EC  61 850-8-1 : 201 1 ,  Communication networks and systems for power utility automation – 
Part 8-1 : Specific communication service mapping (SCSM)  – Mappings to MMS (ISO 9506-1  
and ISO 9506-2)  and to ISO/IEC 8802-3  

I EC  61 850-9-2: 201 1 ,  Communication networks and systems for power utility automation – 
Part 9-2: Specific communication service mapping (SCSM)  – Sampled values over ISO/IEC 
8802-3  

I EC  TS  61 850-80-4,  Communication networks and systems for power utility automation –  
Part 80-4: Translation from COSEM object model (IEC 62056)  to the IEC 61850 data model2  

I EC  TR 61 850-90-3,  Communication networks and systems for power utility automation –  
Part 90-3: Using IEC 61850 for condition monitoring diagnosis and analysis2  

I EC  TR 61 850-90-5:201 2,  Communication networks and systems for power utility automation  
– Part 90-5: Use of IEC 61850 to transmit synchrophasor information according to IEEE 
C37. 118  

I EC  TR 61 850-90-1 2 : 201 5,  Communication networks and systems for power utility automation 
– Part 90-12: Wide area network engineering guidelines   

_______________ 

2  To  be  publ i shed .  
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I EC  62056-6,  Electricity metering data  exchange – The DLMS/COSEM suite 

I EC TS  62351 -4: 2007,  Power systems management and associated information exchange – 
Data  and communications security – Part 4:  Profiles including MMS  

I EC TS  62351 -8: 201 1 ,  Power systems management and associated information exchange – 
Data  and communications security – Part 8: Role-based access control 

I EC  62351 -9,  Power systems management and associated information exchange – Data  and 
communications security – Part 9:  Cyber security key management for power system 
equipment2  

I EC  TR 62351 -1 0:201 2,  Power systems management and associated information exchange – 
Data  and communications security – Part 10: Security architecture guidelines  

I EC  62351 -1 1 ,  Power systems management and associated information exchange – Data  and 
communications security – Part 11 : Security for XML Files3 

I EC  81 346-1 : 2009,  Industrial systems,  installations and equipment and industrial products – 
Structuring principles and reference designations – Part 1 :  Basic rules  

I EC  81 346-2:2009,  Industrial systems,  installations and equipment and industrial products – 
Structuring principles and reference designations – Part 2:  Classification of objects and codes 
for classes  

I EEE  1 81 5-201 2,  IEEE Standard for Electric Power Systems Communications-Distributed 
Network Protocol (DNP3)  

RFC 1 1 22: 1 989,  Requirements for Internet Hosts – Communication Layers 

3  Terms and  defin i tions  

For the  purposes  of th is  document,  the  terms  and  defin i tions  g iven  in  I EC  TS  61 850-2:2003  
and  I EC  61 850-7-2: 201 0,  as  wel l  as  the  fol lowing ,  apply.   

3.1   
control  centre  
place  where  a  master station  (SCADA,  EMS,  DMS,  GMS,  g ri d  operator)  receives  and  
processes  data  coming  from  substations  

Note  1  to  en try:  The  con trol  cen tre  may a l so  perform  the  functi ons  of a  main tenance  cen tre .  

3.2   
maintenance  centre  
place  from  where  main tenance,  management of asset,  d isturbance  analysis  and  metering  are  
managed  

3.3   
Proxy/Gateway 
I ED  con tain ing  an  I EC  61 850  server wh ich  services  requests  of i ts  cl ien ts  by forward ing  
requests  to  other servers  through  i ts  I EC  61 850  cl i en t 

Note  1  to  en try:  A Proxy/Gateway opti onal l y a l ters  the  cl i en t  requests  or the  server's  response  and  sometimes  i t  
may serve  the  request  wi thou t con tacti ng  the  speci fi ed  server,  e . g .  by main ta i n i ng  a  process  data  image.  I n  some  

_______________ 
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cases  the  Proxy/Gateway has  to  reprocess  the  data  to  meet  the  requ i rements  of the  Con trol  cen tre  i n terface.  I n  the  
con text  of I EC  61 850  the  Proxy/Gateway consi sts  of both  cl i en t  and  server i n terfaces.  The  i ncorporati on  of d ata  
from  sou rces  other than  I EC  61 850  cou l d  a l so  be  supported  wi th i n  the  Proxy/Gateway bu t  the  descri pti on  of th i s  i s  
ou tsi de  the  scope  of th i s  d ocumen t.  

3.4  
substation  
system  consisting  of a  p lace  where  h igh  vol tage  devices  (ci rcu i t breaker,  i solator,  
transformers)  related  to  an  e lectrical  g rid ,  faci l i ties  necessary for system  securi ty,  con trol  and  
commun ication  (Proxy/Gateway,  I ED)  are  located  

4 Abbreviated  terms 

For the  purposes  of th is  document,  the  abbreviated  terms  g iven  i n  I EC  TS  61 850-2: 2003,  
I EC  61 850-7-2: 201 0  as  wel l  as  the  fol lowing  apply.  

ACSI  Abstract Communication  Service  I n terface  

BRCB  Buffered  Report Con trol  B lock 

CC Control  Cen tre  

CIM  Common  I n formation  Model  of I EC  61 970  /  I EC  61 968  

COSEM  Compan ion  Speci fication  for Energy Metering  

DMS  D istribu tion  Management System  

EMS Energy Management System  

FACTS F lexible  Al ternative  Curren t Transmission  System  

GMS Geograph ical  Management System  

GOOSE Generic Object Orien ted  Substation  Event 

GSE  Generic Substation  Event 

HMI  Human  Mach ine  I n terface  

ICD  IED  Capabi l i ty Description  

I ED  I n tel l i gen t E lectron ic Device  

ICT I ED  Configuration  Tool  

I ID  I nstan tiated  I ED  Description  

I P  I n ternet Protocol  

LAN  Local  Area  Network 

LD  Log ical  Device  

LN  Log ical  Node  

MMS Manufacturing  Message Speci fication  ( I SO  9506)  

PIXIT Protocol  Implementation  Extra  I n formation  for Testing  

RCB Report Con trol  B lock 

RMS Root Mean  Square  

SBO Select Before  Operate  

SCADA Supervisory Control  and  Data  Acqu is i tion  

SCD  Substation  Configuration  Description  

SCL Substation  Configuration  Language  

SCSM  Speci fic  Commun ication  Service  Mapping  

SCT System  Configuration  Tool  

SED  System  Exchange  Description  

SGCB Setting  Group  Control  B lock 

SS  Substation  

SSD  System  Speci fication  Description  

SP  Setting  (ou tside  setti ng  group)  
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SV Sampled  Value  

TCP Transmission  Control  Protocol  

THD  Total  Harmon ic D istortion  

TPAA Two party appl ication  association  

TR Techn ical  Report 

WAMPAC Wide  Area  Mon i toring  Protection  And  Control  

WAMS Wide  Area  Mon i toring  System  

WAN  Wide  Area  Network 

 

NOTE  Abbreviati ons  used  for the  i d en ti fi cati on  of the  common  data  cl asses  and  as  names  of the  attri bu tes  are  
speci fi ed  i n  the  speci fi c  cl auses  of th i s  d ocumen t and  are  not repeated  here.  

5 Use  cases  and  requ irements  

5.1  Use  cases   

5. 1 . 1  Overview 

Use  cases  describe  typical  commun ication  functions  envisaged  for substation  to  con trol  
cen tre  operation  using  techn iques  described  i n  th is  document.  These  use  cases  i nclude  
operational  and  eng ineering  activi ties.  

5.1 .2  Actors  

These  are  the  actors  that are  used  i n  the  fol l owing  use  cases:  

Name Role  description  

User Cou l d  be:  

•  Con trol  cen tre  wh i ch  i s  a  p l ace  where  a  master s tati on  i s  l ocated .  The  
con trol  cen tre  (SCADA,  EMS,  DMS,  GMS,  g ri d  operators)  recei ves  and  
processes  data  coming  from  substati on .  

•  M a i n tenance  cen tre  wh i ch  i s  a  p l ace  from  where  main tenance,  
managemen t of asset,  d i stu rbance  ana l ys i s  and  the  meteri ng  are  
managed .  

•  A  l oca l  u ser wh ich  i s  a  techn ici an  havi ng  to  i n tervene  on  the  substati on  
au tomati on  system.  

I ED  A device  that  acqu i res  and  compu tes  process  data.  
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5.1 .3  Use  case  d iagram   

Figure  2  shows  a  use  case  d iagram  for substation  to  con trol  centre  commun ication .  

 

IEC 

Figure  2  – Use  case  d iagram  for substation  to  control  centre  communication   
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5.1 .4 Use  cases  

The  substation  to  con trol  cen tre  commun ication  includes  the  fol lowing  main  use  cases:  

Name  Service  or i n formation  provided  

Telecon trol   Send i ng  and  recei vi ng  I n formati on :  

Typica l  appl i cati ons  i ncl ude  (non -exhausti ve  l i s t) :  

For supervi s i on :  

•  S tatus  i n formati on  of swi tchgear posi ti ons   

•  I n d i cati ons  of warn i ngs  and  a l arms:   

o  S ta tus  of the  process/stati ons  buses  

o  S ta tus  of synchron izati on  network and  sou rces  

•  Measurement  va l ues  (vol tages,  cu rren ts,  power,  frequency)  

•  Genera l  i n terrogation  

For con trol :  

•  Remote  con trol  for power system  devi ces  and  substati ons  

•  Remote  con trol  of protecti on  re l ated  functi ons  (recloser,  l ockou t 
re l ay)  

•  Setpoi n t  for transformers  

•  Setpoi n t  for FACTS  devices  

•  Con trol  au thori ty management  

Synchrophasor  I n formation  measured  vi a  mechan isms  speci fi ed  i n  I EEE  C37. 1 1 8. 1  or s im i l ar 
u sed  by appl i cati ons  such  as  s tate  estimati on ,  WAMS  and  WAMPAC.  Transport of 
phasor data  i s  done  accord i ng  to  I EC  TR 61 850-90-5: 201 2 .  

Distu rbance  Manage  d i s tu rbance  records  i n  remote  systems.  

Typica l  appl i cati ons  i ncl ude  (non -exhausti ve  l i s t) :  

•  Transmissi on  parameters  

•  Records  transm issi on  

•  Transmissi on  of s tatus  records  

•  De l ete  of records  

Coun ti ng  Manage  i n teg rated  tota l s  /  energy accoun ti ng .  

Typ i ca l  appl i cati ons  i ncl ude  (non -exhausti ve  l i s t) :  

•  Transmissi on  of i n tegrated  tota l s  

•  Transmissi on  of i ncremen tal  i n formati on  

Power qua l i ty  Transmissi on  of a l l  n ecessary i n formation  to  manage  speci fi cal l y the  power 
qua l i ty ( frequency,  cu rren t,  cu rren t  u nbal ance,  vo l tage,  vo l tage  u nbal ance,  
vol tage  vari ati on ,  e tc. ) .  

Asset Transmissi on  of a l l  necessary i n formati on  to  manage  power system  resources  
(name  p l ate ,  hea l th ,  l ocal  operati on ,  operati on  coun ter,  e tc. ) .  

Parameter con fi gu rati on  Transmissi on  of parameter and  con fi gu rati on  i n formati on  (setti ngs).  

 

5.2  Telecontrol  

5.2 .1  General  

The  te lecontrol  (supervision)  i s  used  to  report i n formation  of the  primary equ ipment,  
secondary equ ipment and  other i n formation  regard ing  the  operational  con text to  l ocal  SCADA 
systems  and  con trol  centres.   

Telecontrol  i ncludes  the  fol lowing  use  cases:  
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•  For supervision :  

– Acqu is i tion  of status  

– Acqu is i tion  of measurement 

– Acqu is i tion  of a larms  

– General  i n terrogation  

– Telemon i toring  b locking  

•  For con trol :  

– Remote  control   

– Send ing  setpoin t 

– Control  au thori ty management 

5.2.2  Constraints  / assumptions  / design  considerations  

Al l  te lecontrol  commun ication  i s  done  th rough  the  Proxy/Gateway.  Basic functional i ty requ i red  
i s  l i sted  below 

•  Period ic system  data:  status  poin t,  analogue  poin ts,  qual i ty fl ags,  time  stamps,  
protection  even ts.  

•  Report by exception  capabi l i ty:  status  poin t,  analogue  poin ts,  qual i ty fl ags,  time  
stamps,  protection  even ts.  

•  Device  con trol  requests:  on /off,  trip/close,  ra ise/lower etc.  and  setpoin ts.  I ncludes  
mechan isms for i n terlocked  controls  and  select before  operate.  

•  Event reporti ng :  Reporting  to  a  cl ien t of error cond i tions  and  device  state  changes  at a  
server.   

•  General  i n terrogation :  Transmission  on  request capabi l i ty.  

•  Con trol  au thori ty management accord ing  to  I EC  TR 61 850-7-500 4.  

Avai labi l i ty of the  system  must fu l fi l  the  customer requ i rements.  

5.2.3  Actors  

The  te lecontrol  use  case  requ i res  the  fol lowing  actors:  

 

Name Role  description  

I ED  Acqu i res  and  compu tes  process  d ata  

Con trol  cen tre  Recei ves  and  processes  data  

 
  

_______________ 
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Copyright International  Electrotechnical  Commission  



I EC  TR 61 850-90-2 :201 6    I EC  201 6  – 1 9  – 

5.2.4 Use  cases  d iagram 

Figure  3  shows  a  te lecontrol  use  d iagram.  

 

 

IEC 

 

Figure  3  – Telecontrol  use  case  d iagram 
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5.2.5  Use  case  description  

The  te lecontrol  use  case  i ncludes  the  fol lowing  sub-use  cases:  

Name  Service  or i n formation  provided  

Acqu is i ti on  of s tatus  I ED  acqu i res  the  cu rren t  s tatus  of a  power system  device  (e . g .  open ,  cl ose… )  
and ,  i f i t  has  changed ,  sends  the  new status ,  cause  of transmissi on ,  time  
s tamp,  etc. ,  to  the  con trol  cen tre.  

Acqu i s i ti on  of measu rement  

 

•  Send i ng  Measuremen t  on  change   

I ED  acqu i res  measuremen t (P ,  Q,  I ,  V… )  and ,  i f i t  changed  
s i gn i fi can tl y (us i ng  dead  band ),  sends  i t  to  the  con trol  cen tre.  

•  Send i ng  measuremen t  cycl i ca l l y  

I ED  acqu i res  measuremen t (P ,  Q,  I ,  V… )  and  sends  i t,  cycl i ca l l y (user 
con fi gu red ) ,  to  the  con trol  cen tre.  

Acqu i s i ti on  of a l arms  I ED  recei ves  a l arms  from  substation  equ ipmen t and  sends  them  to  the  con trol  
cen tre.  

Remote  con trol  

 

•  Send i ng  a  d i rect  command   

Con trol  cen tre  sends  a  command  to  a  power system  devi ce  to  change  
i ts  cu rren t pos i ti on .  

•  Send i ng  a  SBO  command   

Con trol  cen tre  sends  a  command  to  a  power system  devi ce  to  change  
i ts  cu rren t pos i ti on  u s i ng  SBO functi onal i ty.   

Send i ng  setpoin t  Con trol  cen tre  sends  a  setpoin t  to  a  generator or to  a  tap  changer transformer 
or FACTS.  

Genera l  i n terrogation  Con trol  cen tre  i ssues  a  request  to  refresh  the  con trol  cen tre  d atabase  image  of 
substati on  i n formation .  

Con trol  au thori ty 
management 

I sol ati on  of remote  con trol  for mai n tenance  pu rposes.  

Te l emon i toring  b l ocki ng  Temporari l y d i sabl e  the  update  of i n formati on  from  the  substati on ,  or a  part  of 
i t ,  to  the  con trol  cen tre.  

 

5.2.6  Sequence  d iagrams 

5.2 .6.1  Acqu isi tion  of status  

5.2 .6.1 . 1  Acquisi tion  and  sending  changed  status  

 

Use  Case  s tep  Description  

Step  1  I ED  acqu i res  s tatus  from  devices.  

S tep  2  I f the  s tatus  changed ,  the  status  wi th  time  s tamp,  cause  of transmissi on ,  e tc.  i s  
sen t to  the  con trol  cen tre .  

 

5.2.6.1 .2  Sending  spontaneous  status  changes 

 

Use  Case  s tep  Description  

Step  1  I ED  acqu i res  an  even t  ( i nd i cati on  warn ing ,  s tatus  change… ).  

S tep  2  The  even t  s tatus  i s  sen t  wi th  time  stamp,  cause  of transmissi on ,  e tc.  to  the  
con trol  cen tre.  
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5.2.6.1 .3  Constraints  for acqu isi tion  of status  

Table  1  summarizes  the  target commun ication  delay and  time  accuracy (see  I EC  61 850-
5:201 3).  

Table  1  – Constraints  for acquisi tion  of status  

Constraint Value  [ms]  

Maximum  appl i cati on  - to-  
app l i cati on  time  del ay (see  
defi n i ti on  of transfer t ime  t  i n  
5 . 9 . 3 . 2)   

1  000   

M i n imum  time  stamp  
resol u ti on  

1   

M i n imum  time  accuracy 1 0   

 

5.2.6.2  Acqu isi tion  of measurement 

5.2 .6.2 . 1  Sending  measurement on  s ign ificant change 

 

Use  case  s tep  Description  

Step  1  I ED  acqu i res  measuremen t val ue.  

S tep  2  I f the  measuremen t changed  s i gn i fi can tl y (u ser con fi gu red )  the  measuremen t 
val ue  i s  sen t wi th  time  to  the  con trol  cen tre.  

 

5.2.6.2 .2  Sending  measurement cycl ical ly 

 

Use  case  s tep  Description  

Step  1  I ED  acqu i res  a  measurement  va l ue  

S tep  2  The  measu remen t  i s  sen t  (opti ona l l y wi th  t ime  s tamp)  to  the  con trol  cen tre  
cycl i ca l l y (user con fi gu red ).  

 

5.2.6.3  Acqu isi tion  of alarms  

5.2 .6.3. 1  Acquisi tion  of s ingle  alarms  

 

Use  case  s tep  Description  

Step  1  I ED  acqu i res  a l arm  state.  

S tep  2  Al arm  system  componen t  noti fi es  a l arm  to  the  con tro l  cen tre.  

 

5.2.6.3.2  Acquisi tion  of grouped  alarms  

 

Use  case  s tep  Description  

Step  1  I ED  acqu i res  a l arm  state.  

S tep  2  I nd i vi dual  a l arms  are  g rouped  together (user d efi ned )  to  a  new a l arm  wi th i n  the  
I ED.  

S tep  3  Al arm  system  componen t  noti fi es  g roup  a l arm  to  the  con trol  cen tre.  
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5.2.6.3.3  Constraints  for acquisi tion  of alarms  

Table  2  summarizes  the  target commun ication  delay and  time  accuracy.  

Table  2  – Constraints  for acquisi tion  of alarms  

Constrain t Value  [ms]  

Maximum  appl i cati on  - to-  
app l i cati on  time  del ay (see  
defi n i ti on  of transfer t ime  t  i n  
5 . 9 . 3 . 2)  

1  000   

M i n imum  time  stamp  resolu ti on  1   

M i n imum  time  accu racy 1 0   

 

5.2.6.4 Remote  control  

5.2.6.4.1  Sending  a  SBO command  

 

Use  case  step  Service  or i n formation  provided  

Step  1  Con trol  cen tre  sends  a  se l ecti on  to  the  I ED  for the  ob ject  to  be  con trol l ed  (open  or cl osed ).  

S tep  2  After checki ng  procedure,  I ED  sends  an  acknowledgement.  

S tep  3  Con trol  cen tre  transmi ts  con trol  command  to  the  I ED.  

S tep  4  After checki ng  procedure,  I ED  sends  an  acknowledgement.  

S tep  5  I ED  i ssues  the  command  to  the  concerned  device.  

 

5.2.6.4.2  Sending  a  d i rect command  

 

Use  case  step  Description  

Step  1  
Con trol  cen tre  transmi ts  con trol  command  to  I ED  for the  ob ject  to  be  
con trol l ed  (open ,  cl osed ,  up,  down ,  e tc. ) .  

S tep  2  After checki ng  procedu re ,  I ED  sends  an  acknowledgement.  

S tep  3  I ED  i ssues  the  command  to  the  concerned  device.  

 

5.2.6.4.3  Constraints  for remote  control  

Table  3  summarizes  the  an ticipated  commun ication  delay and  time  accuracy.  

Table  3  – Constraints  for remote  control  

 

Constrain t Value  [ms]  

Maximum  appl i cati on  - to-  
appl i cati on  time  de l ay(see  
defi n i t i on  of transfer time  t  i n  
5 . 9 . 3 . 2)  

1  000  

M i n imum  time  s tamp  
resol u ti on  

1  

Maximum  va l i d i ty t ime  of 
con trol  command  

60  000  
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5.2.6.4.4 Sending  setpoint 

5.2.6.4.5  Sending  a  SBO setpoint 

Use  case  s tep  Service  or i n formation  provided  

Step  1  Con trol  cen tre  sends  a  se l ecti on  to  the  I ED  for the  ob ject  to  be  con trol l ed .  

S tep  2  After checki ng  procedure,  I ED  sends  an  acknowledgement.  

S tep  3  Con trol  cen tre  transmi ts  setpo in t  to  the  I ED.  

S tep  4  I ED  sends  an  acknowledgement.  

S tep  5  I ED  i ssues  the  setpoi n t  to  the  concerned  device.  

 

5.2.6.4.6  Sending  a  d i rect setpoint 

 

Use  case  s tep  Description  

Step  1  
Con trol  cen tre  transmi ts  setpo in t  to  I ED  for the  obj ect  ( transformer,  generator,  
FACTS,  etc. )  to  be  con trol l ed .  

S tep  2  I ED  sends  an  acknowledgement.  

S tep  3  I ED  i ssues  the  setpoi n t  to  the  concerned  device.  

 

5.2.6.5  General  interrogation  

 

Use  case  s tep  Description  

Step  1  Con trol  cen tre  transmi ts  genera l  i n terrogati on  request.  

S tep  2  Proxy/Gateway transmi ts  cu rren t  val ue  of a l l  I ED  status  recorded .  

 

5.2.6.6  Control  authori ty management 

 

Use  case  s tep  Description  

Step  1  
The  swi tch i ng  con trol  au thori ty  of the  substati on  i s  changed  to  l ocal  or s tati on  
mode  from  wi th i n  the  substati on  for a  part  of the  substati on  or the  whol e  
substati on .   

S tep  2  
The  change  of the  swi tch i ng  con trol  au thori ty  for the  substati on  i s  reported  to  the  
con trol  cen tre.  

S tep  3  
Wh i l e  the  swi tch i ng  con trol  au thori ty of the  substati on  i s  i n  l ocal  or s tati on  mode  
commands  from  the  con trol  cen tre  are  not execu ted .   

S tep  4  
The  swi tch i ng  con trol  au thori ty  of the  substati on  i s  changed  to  remote  mode  from  
wi th i n  the  substati on .   

S tep  5  
The  change  of the  swi tch i ng  con trol  au thori ty  for the  substati on  i s  reported  to  the  
con trol  cen tre.  

S tep  6  Fol l owing  th i s ,  con trol  cen tre  commands  are  accepted .  
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5.2.6.7  Telemonitoring  blocking  

5.2 .6.7. 1  Control l ing  telemonitoring  blocking  

 

Use  case  s tep  Description  

Step  1  
The  te l emon i tori ng  b l ocking  of the  substati on  i s  enabl ed  from  wi th i n  the  
substati on  for a  part  of the  substati on  or the  whol e  substati on .  

S tep  2  
I n formation  i s  no  l onger updated  to  the  con trol  cen tre  for the  sel ected  parts  of the  
substati on  or the  whol e  substati on .  

S tep  3  
The  te l emon i tori ng  b l ocking  of the  substati on  i s  d i sab led  from  wi th i n  the  
substati on  for a  part  of the  substati on  or the  whol e  substati on .  

S tep  4  
The  cu rren t  s tate  of the  previ ousl y b l ocked  i n formati on  i s  u pdated  to  the  con trol  
cen tre.  

 

5.2.6.7.2  Constraints  for telemoni toring  and  telecontrol  blocking  

Each  substation  has  one  master control  cen tre  and  can  have  secondary control  cen tres.  A 
secondary con trol  cen tre  has,  at  the  maximum,  the  same righ ts  than  a  master con trol  cen tre.  
That means  one  secondary con trol  centre  cannot receive  more  in formation  than  the  master 
con trol  cen tre.  

Table  4  shows  i n  wh ich  state  i n formation  wi l l  be  forwarded  wi th in  the  substation  and  to  the  
con trol  cen tre.   

Substation  operation  modes  are:  

Remote  Substation  i s  operated  from  control  cen tre  

Local  Substation  i s  operated  from  substation  HMI  

I nh ibi t Substation  i s  operated  from  substation  HMI  and  the  Proxy/Gateway does  not 
transmi t  any data,  wh ich  cou ld  d isturb  the  operation  of the  con trol  cen tre   

Bay operating  modes  are:  

Remote  Bay i s  operated  from  control  cen tre  or substation  HMI   

Local  Bay i s  operated  from  bay l evel  HM I   

I nh ibi t  Bay i s  operated  from  bay level  HMI  and  the  bay I ED  does  not transmi t any data,  
wh ich  cou ld  d isturb  the  operation  of the  con trol  cen tre  or substation  HM I  

The  transmission  states  i n  mon i toring  d i rection  i n  Table  4  are:  

Fwd  Data  i s  transferred  to  the  next l evel   

B lk Data  i s  not transferred  to  the  next l evel   

Usr Data  transfer depends  on  the  operation  mode  of the  user 

The  transmission  states  i n  con trol  d i rection  i n  Table  4  are:  

Acc Command  i s  accepted  on  th is  l evel   

Rej  Command  i s  re jected  on  th is  l evel   

Usr Command  execu tion  depends  on  the  operation  mode  of the  user 
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Table  4  – Forwarding  of information  depending  on  the  operation  mode 

Desti nati on  Substati on  I ED   Bay I ED  

Substati on  

mode  

From/To   
Master CC  

From/To   
Secondary CC  

Bay mode  From/To   
Subs tati on  HM I  

F rom/To   
Master CC  

From/To   
Secondary CC  

I n d  Meas  Ctrl  I n d  Meas  Ctrl  I n d  Meas  Ctrl  I n d  Meas  Ctrl  I n d  Meas  Ctrl  

Remote  Fwd  Fwd  Acc U sr U sr U sr 

Remote  Fwd  Fwd  Acc Fwd  Fwd  Acc U sr U sr U sr 

Loca l  Fwd  Fwd  Re j  Fwd  Fwd  Re j  U sr U sr Re j  

I n h i b i t  B l k  B l k  Re j  B l k  B l k  Re j  B l k  B l k  Re j  

Loca l  Fwd  Fwd  Re j  U sr  U sr Re j  

Remote  Fwd  Fwd  Acc Fwd  Fwd  Re j  U sr U sr Re j  

Loca l  Fwd  Fwd  Re j  Fwd  Fwd  Re j  U sr U sr Re j  

I n h i b i t  B l k  B l k  Re j  B l k  B l k  Re j  B l k  B l k  Re j  

I n h i b i t  B l k  B l k  Re j  B l k  B l k  Re j  

Remote  Fwd  Fwd  Acc B l k  B l k  Re j  B l k  B l k  Re j  

Loca l  Fwd  Fwd  Re j  B l k  B l k  Re j  B l k  B l k  Re j  

I n h i b i t  B l k  B l k  Re j  B l k  B l k  Re j  B l k  B l k  Re j  

 

Indication Measurement Control

Bay

Substation

Control

Centre

Inhibit Remote
Remote

Local

Remote

Local

Remote

Local

Remote

Local
Remote

Transmission 

direction

Transmission 

disabled

Transmission 

enabled

Inhibit
Inhibit

Local

Inhibit Inhibit
Inhibit

Local
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Figure  4  – Principle  of data  forwarding ,  depending  on  the  operation  mode 
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The  arrows  i n  F igure  4  i nd icate  the  d i rection  of the  data  flow.  An  open  swi tch  i nd icates  that 
data  wi l l  not be  forwarded .  A closed  swi tch  ind icates  that data  wi l l  be  forwarded .  

5.3  Synchrophasor 

5.3.1  General  

Synchrophasor commun ication  can  be  used  wi th in  a  substation  for synchrocheck or 
substation  level  state  estimation ,  as  wel l  as  between  several  substations  and  a  cen tre  wh ich  
performs  reg ional  or network l evel  a larms  and  stabi l i ty calcu lations.  Subclause  5. 3. 3  
describes  on ly those  use  cases  wh ich  requ i re  a  commun ication  to  a  centre.  The  transmission  
of synchrophasor i n formation  i s  defined  in  detai l  i n  I EC  TR 61 850-90-5:201 2.  

5.3.2  Constraints  /  assumptions  / design  considerations  

I n  the  majori ty of the  appl ications,  the  sources  and  s inks  for the  synchrophasor data  are  
separated  by l arge  d istances.  I n  th is  con text " l arge"  means  d istances  wh ich  extend  essential l y 
further than  a  typical  l ocal  area  network (LAN).  See  I EC  TR 61 850-90-5:201 2,  5 . 2  for detai l s .  

5.3.3  Use  cases  

The  fol lowing  use  cases  of I EC  TR 61 850-90-5:201 2  apply to  th is  techn ical  report:  

•  S i tuational  awareness  

•  S tate  estimation  and  on- l i ne  securi ty assessment 

•  Arch ive  data  (even t &  con tinuous)  

•  Wide  Area  Controls  

•  Phenomenon  assumption  type  WAMPAC 

•  Phasor Data  Concentrator 

The  detai led  descriptions  of the  use  cases  for the  transmission  of synchrophasor i n formation  
are  g iven  i n  I EC  TR 61 850-90-5:201 2,  clause  5  and  i ts  subclauses.  

5.4 Disturbance 

5.4.1  General  

The  d isturbance  use  case  describes  the  transmission  of d i stu rbance  or fau l t  records  from  
substations  to  remote  systems.  

5.4.2  Constraints  / assumptions  /  design  considerations  

Disturbance  or fau l t  records  are  stored  in  i nd ividual  I ED  and /or i n  a  ded icated  data  
concentrator wi th  d isturbance  record ing  capabi l i ty and /or i n  a  Proxy/Gateway.  The  sources  
are  referenced  i n  the  fol lowing  as  “storage  device”.  

5.4.3  Actors  

The  d isturbance  records  use  case  requ i res  the  fol l owing  actors:  

 

Name Role  description  

Main tenance  cen tre  A p l ace  from  where  mai n tenance,  management of asset,  d i s tu rbance  
anal ys i s  and  the  meteri ng  are  managed .  

S torage  device  I ED,  d i s tu rbance  data  concen trator or Proxy/Gateway wh i ch  i s  abl e  to  
store  one  or more  d i s tu rbance  records.  
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5.4.4 Use  case  d iagram 

Figure  5  shows  a  d isturbance  use  cases  d iagram.  

 

IEC 

Figure  5  – Disturbance  use  cases  d iagram 

uc Disturbance

Getting disturbance  or fault 

records for one  given device

Getting disturbance  or fault 

records corresponding to a  

given period of time

Getting l ist of disturbance  or 

faul t records

Setting configuration 

recording parameters

Storage  deviceMaintenance  centre

Getting configuration 

recording parameters

Sending disturbance  or faul t 

records
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5.4.5  Uses  cases  description  

 

Name Service  or i n formation  provided  

Getti ng  l i s t  of d i stu rbance  or fau l t  
records  

 

After received  request  from  mai n tenance  cen tre  s torage  device  sends  
the  l i s t  of avai l ab l e  d i s tu rbance  or fau l t  records.  At  l east,  the  l i s t  shou l d  
i n d i cate  for each  fi l e :  

•  th e  concerned  h i gh  vol tage  device,  

•  th e  fi rst  sample  t ime  s tamp,  

•  th e  d u rati on  (d i stu rbance  records)  

Getti ng  d i stu rbance  or fau l t  records  
correspond i ng  to  a  g i ven  period  of 
t ime  

The  main tenance  cen tre  sends  a  request  i ncl ud i ng  a  g i ven  peri od  of 
t ime  to  the  storage  devi ce  i n  order to  get  d i s tu rbance  or fau l t  records.  
Once  recei ved ,  the  s torage  device  sends  re l ated  i n formation .  

Getti ng  d i stu rbance  or fau l t  records  
for one  g i ven  devi ce  

The  mai n tenance  cen tre  sends  a  request  i ncl ud i ng  one  g iven  h i gh  
vol tage  device  i n  order to  get  d i s tu rbance  or fau l t  records.  Once  
recei ved ,  the  s torage  devi ce  sends  re l ated  i n formati on .  

Send i ng  d i s tu rbance  or fau l t  records  The  storage  device  sends  d i stu rbance  or fau l t  records  to  the  
mai n tenance  cen tre.  

Getti ng  con fi gurati on  record i ng  
parameters  

After request  from  the  mai n tenance  cen tre,  the  s torage  device  sends  
con fi gu rati on  record i ng  parameters.  

Setti ng  con fi gurati on  record i ng  
parameters  

The  mai n tenance  cen tre  sends  con fi gu rati on  record i ng  parameters  to  
storage  devi ce.  

 

5.4.6  Sequence  d iagrams 

5.4.6.1  Getting  l ist  of d isturbance  or fau l t records  

 

Use  case  s tep  Description  

Step  1  Mai n tenance  cen tre  requests  l i s t  of avai l abl e  d i s tu rbance  or fau l t  
records.  

S tep  2  S torage  device  repl i es  wi th  l i st  of avai l abl e  d i s tu rbance  or fau l t  records  
i n d i cati ng  for each  fi l e  the  i n formation  d escribed  above  (p l ease  refer to  
u ses  cases  descripti on ).  

 

5.4.6.2  Getting  d isturbance  or fau l t  records  corresponding  to  a  g iven  period  of time 

 

Use  case  s tep  Description  

Step  1  Getti ng  l i s t  of d i stu rbance  or fau l t  records  (refer to  the  fi rst  use  case) .  

S tep  2  Mai n tenance  cen tre  sel ects  a  peri od  of t ime  consi sten t wi th  what  i s  
i n d i cated  i n  the  l i s t.   

S tep  2  Mai n tenance  cen tre  sends  a  request  for the  sel ected  period  of time.   

S tep  3  S torage  device  sends  d i s tu rbance  or fau l t  records  correspond ing  to  the  
sel ected  period  of time.  

 

5.4.6.3  Getting  d isturbance  or fau l t  records  for one  g iven  device  

 

Use  case  s tep  Description  

Step  1  Getti ng  l i s t  of d i stu rbance  or fau l t  records  (refer to  the  fi rst  use  case) .  

S tep  2  Mai n tenance  cen tre  sel ects  a  d evi ce  i nd i cated  i n  the  l i s t.   

S tep  3  Mai n tenance  cen tre  sends  a  request  for the  sel ected  d evice.   

S tep  4  S torage  device  sends  d i s tu rbance  or fau l t  records  correspond ing  to  the  
sel ected  d evice.  
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5.4.6.4 Sending  d isturbance or fau l t  records  

 

Use  case  s tep  Description  

Step  1  S torage  device  s tores  new d i stu rbance  or fau l t  record .  

S tep  2  S torage  device  sends  d i s tu rbance  or fau l t  record  to  mai n tenance  cen tre.  

 

5.4.6.5  Getting  configuration  recording  parameters  

 

Use  case  step  Description  

Step  1  Ma i n tenance  cen tre  requests  l i s t  of d i s tu rbance  or fau l t  recorders.  

S tep  2  S torage  device  sends  l i s t  of recorders .  

S tep  3  Ma i n tenance  cen tre  request  to  get  confi gu rati on  record ing  parameter 
from  storage  devi ce.  

S tep  4  S torage  device  sends  con fi gu rati on  to  mai n tenance  cen tre.  

 

5.4.6.6  Setting  configuration  recording  parameters  

 

Use  case  s tep  Description  

Step  1  Mai n tenance  cen tre  requests  l i s t  of d i s tu rbance  or fau l t  recorders .  

S tep  2  S torage  device  sends  l i s t  of recorders .  

S tep  3  Mai n tenance  cen tre  request  to  set  con fi gu rati on  record i ng  parameter to  
s torage  devi ce.  

S tep  4  Mai n tenance  cen tre  sends  con fi gu rati on  parameters  to  storage  devi ce.  

S tep  5  S torage  device  appl i es  new parameters .  

S tep  6  S torage  device  confi rms  new parameters  and  sends  one  
acknowledgement to  mai n tenance  cen tre.  

 

5.5 Counting  

5.5.1  General  

I n tegrated  tota ls  are  i n  I EC  61 850  referenced  as  B inary Counter Read ings  (BCR).  

5.5.2  Constraints  /  assumptions  / design  considerations  

The  meter i s  configured  to  send  the  metering  data  to  the  con trol  and /or main tenance  cen tre.  
The  freezing  i n terval ,  start  time  and  the  reset can  be  configured .  Al ternatively the  metering  
data  are  stored  l ocal l y i n  the  device  and  retrieved  l ater.   

I EC  62056-6  COSEM  used  speci fical l y for revenue  metering  m igh t be  considered  in  the  
fu ture,  pend ing  on  the  ongoing  work mapping  COSEM  to  I EC  61 850.  Th is  work wi l l  resu l t  i n  
I EC  TS  61 850-80-4 5.  

  

_______________ 

5  To  be  publ i shed .  
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5.5.3  Actors  

The  read ing  of coun ter values  use  case  requ i res  the  fol lowing  actors:  

Name Role  Description  

Meter Measures,  records  physi ca l  q uan ti ti es  vacati ons  for a  fi xed  du rati on .  

U ser As  defi ned  i n  5 . 1 . 2 .  

 

5.5.4 Use  cases  d iagram  

Figure  6  shows  a  coun ting  use  cases  d iagram.  

 

IEC 

Figure  6  – Counting  use  cases  d iagram 

5.5.5  Use  cases  description  

 

Name  Service  or i n formation  provided  

Acqu is i ti on  of i n tegrated  
tota l s  

Memori zati on  of i n tegrated  tota l s  and  transmissi on  to  the  mai n tenance  cen tre.  

Acqu i s i ti on  of i ncremen tal  
i n formati on  

Memori zati on  of i n tegrated  tota l s ;  reset of the  i n teg rated  tota l s  and  
transmissi on  to  the  ma in tenance  cen tre.  

Request  coun ti ng  i n formation  Memori zati on  of i n tegrated  tota l s  or i ncrementa l  i n formati on .  Loca l l y stored  i n  
the  devi ce.  Transferred  to  the  mai n tenance  cen tre  on  request.  
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5.5.6  Sequence d iagrams 

5.5.6.1  Acqu isi tion  of integrated  totals  

 

Use  case  s tep  Description  

Step  1  Meter memori zes  the  i n tegrated  tota l s  as  pre-con fi gu red .  

S tep  2  Meter transmi ts  the  memori zed  i n tegrated  tota l s  as  con fi gu red  us i ng  reporti ng  
mechan ism.  

 

5.5.6.2  Acqu isi tion  of incremental  information  

 

Use  case  step  Description  

Step  1  Meter memori zes  the  i n tegrated  tota l s  as  con fi gu red .  

S tep  2  Meter resets  the  presen t  i n tegrated  tota l s  as  con fi gu red .  

S tep  3  Meter transmi ts  the  memori zed  i n teg rated  tota l s  as  con fi gu red  u si ng  reporti ng  
mechan ism.  

 

5.5.6.3  Request counting  information  

 

Use  case  s tep  Description  

Step  1  Meter memori zes  the  i n tegrated  tota l s  or i n cremen ta l  i n formation  as  pre-
con fi gu red .  

S tep  2  Meter s tores  the  d ata  l ocal l y and  pers i sten t.  

S tep  3  Ma i n tenance  cen tre  requests  memorized  metered  va l ues  (e . g .  l ast  24h ).  

S tep  4  Meter transmi ts  the  memori zed  metered  va l ues  to  the  mai n tenance  cen tre.  

 

5.6  Power qual i ty 

5.6.1  General  

Power Qual i ty mon i toring  i ncludes  a l l  methods  to  transfer power qual i ty i n formation  from  
substations  and  other parts  of the  network to  an  appl ication  in  the  con trol  cen tre  or 
main tenance  centre.   

5.6.2  Constraints  /  assumptions  / design  considerations  

The  I ED  is  configured  to  send  the  power qual i ty i n formation  to  the  con trol  cen tre  or 
main tenance  cen tre.  Add i tional l y the  I ED  may store  power qual i ty i n formation  in  l ocal  LOGs  
that can  be  retrieved  from  the  control  cen tre  or main tenance  centre.   

Power qual i ty i n formation  i s  used  e i ther for operational  purpose  and /or for offl i ne  analysis  and  
g ri d  code  evaluation .  Use  cases  m igh t be  extended  i n  the  fu ture  as  a  resu l t  of add i tional  
mappings  to  I EC  61 850.  

Curren tl y the  techn ical  report I EC TR 61 850-90-1 7 6,  Using IEC 61850 to transmit power 
quality data  i s  under development.  The  LOG  of power qual i ty i n formation  i s  mapped  to  a  
PQDIF  fi le  that can  be  retrieved  from  the  device  using  fi l e  transfer services.   

  

_______________ 

6  U nder cons i derati on .  
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5.6.3  Actors  

The  power qual i ty mon i toring  use  case  requ i res  the  fol lowing  actors:  

Name Role  description  

I ED  Has  a l l  necessary i n formati on  to  manage  speci fi cal l y the  power qua l i ty 
(frequency,  frequency varia ti on ,  cu rren t,  cu rren t  unbalance,  vol tage,  vol tage  
unba lance,  vol tage  variati on ,  THD,  etc.  (non  exhaustive  l i s t)) .  

U ser As  defi ned  i n  5 . 1 . 2 .  

 

5.6.4 Use  cases  d iagram  

Figure  7  shows  a  power qual i ty use  cases  d iagram.  

 

IEC 

Figure  7  – Power qual i ty use  cases  d iagram 

5.6.5  Use  cases  description  
 

Name  Service  or i n formation  provided  

Request  for power q ua l i ty 
i n formati on  

After received  request  from  con trol  cen tre  and /or main tenance  cen tre,  I ED  
sends  the  ri gh t  i n formati on  to  the  u ser.  

Retri eve  LOG  of power 
qua l i ty i n formati on  

H i stori c power qua l i ty i n formati on  that h as  been  stored  i n  the  I ED  can  be  
retri eved  on  request  of the  con trol  cen tre.  

Send i ng  of power q ual i ty 
i n formati on  

Power q ua l i ty i n formati on  measu red /calcu l ated  i n  the  I ED  wi l l  be  transferred  to  
the  user spon taneousl y.  

 

5.6.6  Sequence  d iagrams 

5.6.6.1  Request for power qual i ty information  
 

Use  case  s tep  Description  

Step  1  U ser sends  a  request  to  get i n formati on  re l ated  to  power qua l i ty management.  

S tep  2  I ED  transmi ts  the  i n formation  to  the  user.  
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5.6.6.2  Retrieve  LOG  of power qual i ty information  

 

Use  case  step  Description  

Step  1  U ser sends  a  request  to  get  i n formati on  abou t  h i s tori c  power qual i ty i n formati on  
s tored  i n  the  I ED .  

S tep  2  I ED  transmi ts  the  requested  i n formati on  to  the  u ser.  

 

5.6.6.3  Sending  of power qual i ty in formation  

 

Use  case  step  Description  

Step  1  I ED  acqu i res  power qua l i ty i n formati on .  

S tep  2  The  power qual i ty i n formati on  i s  sen t wi th  time  s tamp,  cause  of transmiss ion ,  e tc.  
to  the  user.  

 

5.7  Asset 

5.7.1  General  

Asset management,  as  shown  in  F igure  8 ,  i s  a  structured ,  i n tegrated  series  of processes  
a l igned  wi th  business  goals  and  values  and  designed  to  min im ize  the  l i fe-cycle  costs  and  
maximize  the  l i fe  cycle  benefi ts  of power del i very asset ownersh ip,  wh i le  provid ing  requ i red  
performance  l evels  and  sustain ing  the  system  forward .  

Power Delivery

Asset Management

System Planning

OperationsPurchasing

Design,

Engineering

and 

Construction

Maintenance
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Figure  8  – Asset management touches  a  broad  range  of core  electric  uti l i ty processes  

The  asset manager requ i res  i n formation  about the  asset i n  an  accurate  and  timely way to  
perform  h is  task.  Typical  i n formation  col lected  i s :  

•  I nven tory of a l l  assets  

•  Quanti tative  cond i tion  and  performance  measures  

•  U sage  in formation  

Asset i n formation  a lso  includes  data  from  I EC TR 61 850-90-3 7  wh ich  defines  l og ical  nodes  for 
cond i tion  mon i toring .   

_______________ 

7  To  be  publ i shed .  
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5.7.2  Constraints  / assumptions  / design  considerations  

The  assets  are  equ ipped  wi th  an  IEC  61 850  in terface  and  can  provide  the  necessary data  
(e. g .  cond i tion  mon i toring  data  or nameplate  i n formation)  to  perform  the  task.  Spontaneous  
a larms  i nd icating  asset manager actions  are  reported  to  the  control  centre,  not d i rectly to  the  
asset management system.  Any i n teraction  requ i red  between  the  con trol  centre  and  the  asset 
management system  to  manage  th is  i n formation  i s  ou tside  the  scope  of th is  techn ical  report.  

5.7.3  Actors  

The  asset supervis ion  use  case  requ i res  the  fol lowing  actors:  

Name Role  description  

I ED  Has  a l l  necessary i n formati on  to  manage  asset,  especia l l y name  p l ate  
(mandatory) .  Bu t  a l so ,  operati on  l ocati on ,  operati on  coun ter,  e tc.  not  mandatory 
bu t  poten ti a l l y avai l abl e .  

Mai n tenance  cen tre  A p l ace  from  where  mai n tenance,  managemen t of asset,  d i s tu rbance  anal ys i s  and  
the  meteri ng  are  managed .  

 

5.7.4 Use  cases  d iagram  

Figure  9  shows  an  asset supervis ion  use  cases  d iagram.  

 

IEC 

Figure  9  – Asset supervision  use  cases  d iagram 

5.7.5  Use  cases  description  

 

Name  Service  or i n formation  provided  

Request  for asset  i n formati on  After received  request  from  mai n tenance  cen tre,  I ED  sends  the  requested  
i n formati on .  

 

5.7.6  Sequence  d iagram  

5.7.6.1  Request to  receive  information  

 

Use  case  s tep  Description  

Step  1  Ma i n tenance  cen tre  sends  a  request  to  get i n formati on  re l ated  to  asset 
management   

S tep  2  I ED  transmi ts  the  i n formation  to  the  mai n tenance  cen tre  
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Request for asset 

information

IEDMaintenance  centre
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5.8  Parameter configuration  

5.8. 1  General  

Parameter configuration  includes  the  management of configuration  and  operational  
parameters  as  wel l  as  I ED  configuration  fi les  from  an  eng ineering  workplace  in  the  
main tenance  cen tre.   

I EDs  may con tain  configuration  and  operational  parameters.  Configuration  parameters  are  
typical l y set off- l ine.  Operational  parameters  may be  set and  changed  on-l i ne  wi thout 
d istu rbing  the  operation  of the  device.   

The  manufacturer speci fic I ED  configuration  tool  ( ICT)  generates  and  transfers  I ED-speci fic 
configuration  fi l es.  

5.8.2  Constraints  / assumptions  /  design  considerations  

Local  management of configuration  i s  not covered  by th i s  techn ical  report.  Exchange  of 
l egacy IED  configuration  fi les  i s  done  by d i rect access  to  the  I ED  and  ou t of scope  of th is  
techn ical  report.  On ly the  remote  fi l e  transfer between  the  main tenance  cen tre  and  the  I ED  i n  
th is  substation  i s  covered  by th is  techn ical  report.  Beneath  the  upload  of configuration  fi les  to  
the  I ED,  i t  m igh t a l low the  change  of s ing le  setti ng  parameters.   

Any change  of parameters  that affects  the  operation  i n  the  control  cen tre  wi l l  be  noti fied  to  the  
con trol  cen tre.  

5.8.3  Actors  

The  remote  parameter and  configuration  changes  use  case  requ i res  the  fol lowing  actors:  

Name Role  Description  

Main tenance  cen tre  A p l ace  from  where  mai n tenance,  managemen t of asset,  d i s tu rbance  anal ys i s  and  
the  meteri ng  are  managed .  

I ED  Devi ce  con tai n i ng  parameters  and /or confi gu rati on  fi l es.  
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5.8.4 Use  cases  d iagram  

Figure  1 0  shows  a  parameter configuration  use  cases  d iagram.  

 

 

IEC 

Figure  1 0  – Parameter configuration  use  cases  d iagram 

5.8.5  Use  cases  description  

 

Name  Service  or i n formation  provided  

Request  for con fi gu rati on  
fi l es  

After receivi ng  request  from  mai n tenance  cen tre,  I ED  sends  con fi gu rati on  fi l es .  

Send i ng  confi gu rati on  fi l es  Main tenance  cen tre  sends  con fi gu rati on  fi l es  to  I ED .  

Request  for operati onal  
parameters  

After received  request  from  mai n tenance  cen tre,  I ED  sends  cu rren t  operati ona l  
parameters .  

Setti ng  operati onal  
parameters  

Main tenance  cen tre  sends  operati onal  parameters  to  I ED  then  I ED  va l i dates  
new parameters .  I ED  sends  an  acknowledgemen t after having  successfu l l y 
acti vated  new parameters .  

 

5.8.6  Sequence  d iagrams 

5.8.6.1  Request for configuration  fi les  

 

Use  case  s tep  Description  

Step  1  Ma i n tenance  cen tre  requests  con fi gu rati on  fi l es  from  I ED.   

S tep  2  I ED  transmi ts  the  requested  con fi gu rati on  fi l e  to  the  mai n tenance  cen tre .  
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5.8.6.2  Sending  configuration  fi les  

 

Use  case  s tep  Description  

Step  1  Ma i n tenance  cen tre  transmi ts  a  con fi gu rati on  fi l e  to  the  I ED.   

S tep  2  I ED  records  the  con fi gu rati on  fi l e  and  sends  an  acknowledgement to  the  
ma i n tenance  cen tre.  

 

5.8.6.3  Request for operational  parameters  

 

Use  case  s tep  Description  

Step  1  Ma i n tenance  cen tre  requests  cu rren t operati onal  parameters  from  a  parti cu l ar 
I ED.   

S tep  2  I ED  transmi ts  the  requested  parameters  to  the  mai n tenance  cen tre.  

 

5.8.6.4 Setting  operational  parameters  

 

Use  case  s tep  Description  

Step  1  Ma i n tenance  cen tre  sends  operati onal  parameters  to  I ED.   

S tep  2  I ED  transmi ts  an  acknowledgmen t  to  the  mai n tenance  cen tre.  

S tep  3  Ma i n tenance  cen tre  sends  a  va l i d ati on  to  I ED  for new parameters.   

S tep  4  I ED  activates  new parameters .  

S tep  5  I ED  sends  a  message  to  mai n tenance  cen tre  to  i nd i cate  that  new parameters  are  
activated .  

 

5.9  Communication  requ irements  for SS  to  CC  communication  

NOTE  Subcl ause  5 . 9  col l ects  the  requ i remen ts  accord i ng  to  part  I EC  61 850-5: 201 3  bu t focuses  on  substati on  to  
con trol  cen tre  commun icati on .  

5.9.1  General  i ssues  

5.9. 1 .1  In troduction  

The  substation  to  control  cen tre  commun ication  refers  to  functions  i n  con trol  cen tre  
appl ications  wh ich  demand  i n formation  from  the  substation  or perform  con trol  functions  i n  the  
substation .  Supporting  functions  are  e . g .  the  transfer of d i stu rbance  records  and  the  chang ing  
of setti ngs.  

5.9.1 .2  Logical  al location  of functions  and  in terfaces  

The  functions  of a  substation  au tomation  system  may be  a l l ocated  l og ical l y on  th ree  d i fferent 
l evels  (station ,  bay/un i t,  or process).  These  levels  are  shown  by the  log ical  i n terpretation  of 
F igure  1 1  together wi th  the  l og ical  i n terfaces  1  to  1 1 .  
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Figure  1 1  – Levels  and  log ical  interfaces  in  substation  automation  systems 

The  in terfaces  1 ,  3  to  6,  and  8  to  9  are  connecting  functions  of the  substation  au tomation  
system  inside  the  substation .  I n terface  1 0  represents  as  te lecontrol  i n terface  the  
commun ication  of the  substation  au tomation  system  to  the  remote  control  cen tre(s) .  I n terface  
7  represents  as  telemon i toring  in terface  the  commun ication  to  remote  eng ineering ,  mon i toring  
and  main tenance  p laces.  I n terface  2  represents  as  teleprotection  i n terface  the  protection  
related  function  between  substations,  i n terface  1 1  represents  the  same for con trol  re lated  
functions.  The  scope  of th is  techn ical  report i s  l im i ted  to  the  i n terfaces  1 0  and  7 .  

5.9.1 .3   Requ irements  for the  SS  to  CC  communication  in terface 

The  commun ication  between  the  substation  and  the  network con trol  centre  i s  i n troduced  i n  
F igure  1 1  referring  to  i n terface  1 0 .  The  basic requ i rements  are  the  same  as  i ns ide  the  
substation  for the  connection  between  bay and  station  l evel .  B inary values  (status  
i n formation ,  even ts,  a larms,  commands,  etc.  for remote  con trol )  and  analogue  values  
(calcu lated  values  e . g .  for the  energy fl ow)  have  to  be  exchanged  depend ing  on  the  functions  
appl ied .  D i fferences  are  the  l onger commun ication  d istance  and  the  transparent use  of an  
external  commun ication  system  wi th  h igher or l ower bandwid th ,  wh ich  may increase  the  
transmission  delay.  

5.9.1 .4 Response  behaviour requ irements  

Since  i n teroperabi l i ty i s  cla imed  for proper runn ing  of functions,  the  reaction  of the  appl ication  
i n  the  receiving  node  has  to  be  considered .   

•  The  basic behaviour of the  functions  in  any degraded  case,  i . e .  erroneous  message 
has  to  fi t  i n to  the  overal l  requ i rement of the  d istribu ted  function  to  be  performed .  
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•  The  ded icated  response  on  qual i ty attribu tes  i . e.  i n  any degraded  case  l i ke  on  
erroneous  messages,  l ost data  by commun ication  i n terrupts,  resource  l im i tations,  ou t 
of range  data,  etc.  belongs  to  the  function  i tsel f and ,  therefore,  i s  ou tside  the  scope of 
the  techn ical  report.  Bu t th is  behaviour shou ld  be  described  in  the  function  or I ED  
manual  e lsewhere.  Th is  i s  importan t i f the  overal l  task cannot be  closed  successfu l l y,  
e . g .  i f the  remote  node  does  not respond  in  time  or does  not react i n  a  proper way.  

•  The  external  commun ication  system  has  to  fi t  i n to  the  overal l  requ i rements  of the  
d istribu ted  function  to  be  performed .   

The  reaction  and  the  behaviour of the  functions  i tsel f are  function  re lated  local  i ssues  and ,  
therefore,  ou tside  the  scope  of th is  techn ical  report.   

5.9.2  Functions  based  on  substation- to-control-centre  communication  

I EC  61 850-5:201 3  con tains  a  non-exhaustive  l i st  of l og ical  nodes  that may be  used  for 
substation  to  con trol  cen tre  commun ication .  Add i tional ly a l l  l og ical  nodes  defined  in  other 
standards  using  the  I EC 61 850  object model  may a lso  be  used  on  th is  i n terface.  

5.9.3  Message  performance  requ irements  

5.9.3.1  General  

The  basic defin i tion  of transfer time  i s  g iven  i n  1 1 . 1 . 1 . 4  of I EC  61 850-5:201 3.  For the  purpose  
of the  SS-CC commun ication  th is  defin i ti on  i s  extended  to  reflect the  add i tional  delays  caused  
by the  i n troduction  of the  Proxy/Gateway.  

5.9.3.2  Transfer times  for substation  – control  centre  connections  

I f the  connection  between  substation  and  control  cen tre  i s  a  d i rect l i nk,  the  time  tb  for 
d istances  wi th in  power systems  is  neg l i g ib le  s ince  the  si gnal  speed  i s  – depend ing  on  the  
transmission  mode  and  the  impedance  of the  l i ne  for the  s i gnals  of th is  mode  – i n  between  2/3  
and  the  fu l l  speed  of l i gh t i . e .  abou t between  200  m i l l ion  and  300  m i l l i on  meters  per second .  I f 
there  are  swi tches,  rou ters  and  other active  commun ication  devices  i n  the  communication  
path  thei r processing  times  con tribu te  reasonable  to  the  network transfer time  tb .  I n  F igure  1 2  
ded icated  times  contribu ting  to  tb  are  shown .  
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Figure  1 2  – Defin i tion  of transfer time  t  

Al l  transfer time  requ i rements  are  g iven  by the  needs  of the  appl ication  functions  and ,  
therefore,  have  to  be  kept under normal  cond i tions  wi thou t d isturbance.  How these  
requ i rements  are  kept i s  an  implementation  i ssue.  The  measures  against d isturbances  are  
ou tside  the  scope  of th is  techn ical  report.  
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D isturbances  may need  a  l og ical  reconnection  of the  commun ication  l i nk,  repeti tion  of 
messages  or other means  i ncreasing  the  transfer time.  Th is  behaviour i s  a  matter of the  
services  defined  in  I EC 61 850-7-2 :201 0  and  of the  implementation  wi th in  the  I EDs.  Any 
possible  delay has  to  be  defined  and  considered  for the  transfer time.  Wh ich  normal  and  
delayed  transfer times  are  acceptable  i s  depend ing  on  the  project speci fication  for functions.  

5.9.4 In troduction  and  use  of message  performance classes  

5.9.4.1  General  

Message  types  and  performance  classes  have  been  speci fied  i n  1 1 . 2  of I EC  61 850-5:201 3.   

•  Type  1  (Fast messages)  

•  Type  1 A (Trip)  

•  Type  2  (Med ium  speed  messages)  

•  Type  3  (Low speed  messages)  

•  Type  4  (Raw data  messages)  

•  Type  5  (F i l e  transfer functions)  

•  Type  6  (Time  synchron isation  messages)  

Messages  of Type  1 ,  1 A and  4  are  ou t-of-scope  of the  SS-CC i n terface.  For the  substation  to  
con trol  cen tre  commun ication  not a l l  commun ication  l i nks  have  to  support the  same  
performance  classes.  For example  down load ing  a  new configuration  fi l e  to  an  I ED  and  
swi tch ing  a  ci rcu i t  breaker have  d i fferen t requ i rements,  i ndependent of each  other.  These  
l i nks  may be  implemented  i n  ded icated  i n terfaces,  or i n  a  common  WAN.  The  common  WAN  
has  to  fu l fi l  a l l  requ i rements  of the  commun ication  l i nks  embedded  i n  the  WAN .  

The  typical  commun ication  performance  requ i rements  are  i nd icated  below,  bu t may be  
overwri tten  by ded icated  function  requ i rements  or customer speci fications.   

5.9.4.2  Implementation  issues  

On  a  d i rect connection  between  two I EDs  a l l  messages  travel  wi th  the  same  speed  (refer to  tb  
i n  F igure  1 2).  D i fferen t priori ties  and  performance  classes  are  not feasible.  Al l  acti ve  e lements  
i n  the  commun ication  l i nk l i ke  swi tches  ( i f appl icable)  bu t a lso  the  sender and  receiver at both  
ends  of the  l i nk do  some cod ing  and  decod ing  consuming  time  (refer to  ta  and  tc  i n  F igure  1 2)  
maybe  d i fferen t for the  d i fferen t message  types.  D i fferent stacks  and  queues  wi th  d i fferen t 
priori ties  may be  needed  to  real ize  d i fferen t performance classes.  These  implementation  
i ssues  have  to  be  considered  in  th is  techn ical  report and  i n  selecting  active  e lements.  

5.9.4.3  Typical  transfer time  requ irements  for control  and  monitoring  data  

The  transfer time  requ i rements  for functions  may be  d i fferent depend ing  on  the  vol tage  l evel  
and  role  of the  substation ,  i . e .  on  d istribu tion  and  transmission  l evel .  These  a lgori thmic 
requ i rements  are  importan t for the  users  bu t ou tside  the  scope  of th is  techn ical  report.  

For the  substation  to  control  cen tre  commun ication  the  transfer times  are  not smal l  compared  
to  the  function  performance  time  and  normal ly the  same for transmission  and  d istribu tion  
substations.  The  transfer time  has  to  be  smal l  enough  that i t  does  not i n fluence  the  operation  
time  of the  function .  Typical  functions  i n  the  con trol  centre  are  SCADA,  load  d ispatch ing  and  
power flow calcu lations.  Analogue  data  for con trol  and  mon i toring  are  main ly the  actual  
vol tages  and  currents.  S ince  the  control  cen tre  usual ly does  not perform  protection  functions,  
they are  transferred  as  RMS values.   
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Table  5  – Typical  Transfer time  requ irements  for control  and  monitoring  data   

Typical  transfer time  [ms]  Appl ication  examples:  
Transfer of 

>1 000  F i l es ,  even ts ,  l og  con ten ts,  phasor data  for s tate  
estimation  

1 000  Events,  a l arms,  s tatus  changes,  measurands  

1 000  Operator commands,  au tomati c  i n teracti ons  

 

The  requ i red  transfer times  g iven  in  Table  5  can  be  mapped  to  the  transfer time  classes  g iven  
i n  Table  1  of I EC  61 850-5:201 3.   

The  appl ications  using  the  SS-CC commun ication  do  not impose  special  requ i rements  on  the  
variation  of the  transfer time  (J i tter).  I f the  transfer delay of a  command  exceeds  a  
configurable  l im i t the  command  wi l l  be  rejected  by the  Proxy/Gateway server.   

5.9.5 Requirements  for data  and  communication  qual i ty 

5.9.5.1  General  

The  defin i tion  of data  i n tegri ty and  the  data  i n tegri ty classes  have  been  g iven  in  1 1 . 3 .2  of 
I EC  61 850-5:201 3.  These  defin i ti ons  apply a lso  to  the  SS-CC commun ication  i n terface.  

The  residual  error probabi l i ty for commands  and  al l  other messages  may not be  h igher than  
those  defined  in  1 1 . 3 . 2  of I EC  61 850-5: 201 3.  

5.9.5.2  Cyber securi ty 

Power au tomation  appl ications  belong  to  the  cri tical  i n frastructure  and  cyber attacks  cou ld  
cause  b lackou ts  or g ri d  d isruption .  I EC  TR 61 850-90-1 2  provides  gu idel ines  to  ach ieve  cyber 
securi ty i n  wide  area  networks.   

One  aspect of cyber securi ty – the  end-to-end-securi ty – i s  hand led  i n  the  IEC  62351  series.   

5.9.6  Rel iabi l i ty 

I EC  60870-4: 1 990  addresses  the  rel iabi l i ty requ i rements  of te lecontrol  systems.   
I EC  TR 61 850-90-1 2  describes  i n  more  detai l s  the  factors  i n fluencing  the  re l i abi l i ty of a  
te lecontrol  system.   

Based  on  the  assumption  that a  control  centre  sends  a  command  to  the  substation  every 5  
m inu tes  for 1 0  years  th is  resu l ts  i n  abou t 1 , 05  m i l l i on  commands  and  on ly one  of these  may 
have  an  undetected  error,  wh ich  causes  an  unwanted  behaviour.  Th is  resu l ts  i n :  

�UC =
���������  ������  ��������

�����  ������  ��  ��������
=

1

1050000
~10

−6  

The  probabi l i ty of unwanted  te lecontrol  commands  PUC  may not exceed  1 0
–6 .   

5.9.7  Avai labi l i ty 

5.9.7.1  General  

Avai labi l i ty i s  the  probabi l i ty that a  system  i s  operational  at  a  certain  poin t i n  time.  The  
requested  avai labi l i ty l evel  needs  to  be  considered  a l ready by the  system  design  and  cannot 
be  general l y defined ,  bu t depends  on  the  requ i rements  of the  u ti l i ty.   
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I EC  61 850-5:201 3  and  IEC  TR 61 850-90-1 2  treat the  avai labi l i ty aspects  i n  more  detai l .   

Schedu l ing  accord ing  to  I EC TR 61 850-90-1 0 8  may be  used  to  i ncrease  the  avai labi l i ty du ring  
commun ication  d isruptions.   

5.9.8  Requirements  concerning  the  communication  system 

5.9.8. 1  General  

Fai l ures  of the  communication  system  may have  several  effects:   

•  I nabi l i ty to  con trol  part  or whole  of the  substation .  Th is  s i tuation  can  be  tolerated  for a  
certa in  time  (e. g .  a  few seconds  depend ing  on  the  operator requ i rements)  s ince  
con trol led  swi tch ing  operations  are  in frequent.   

•  I nabi l i ty to  d i sti ngu ish  the  substation  state  from  a  fau l t  s i tuation .   

When  the  commun ication  system  is  used  d i rectly to  operate  safety relevant e lements,  the  
avai labi l i ty of the  commun ication  system  is  securi ty-(under function)  re levant.  I n  th is  case  one  
shou ld  design  that these  components  are  completely redundant.  Regard ing  the  defin i tion  of 
operabi l i ty of a  commun ication  system,  two  l evels  of requ i rements  may be  d isti ngu ished :   

•  A strong  operational  defin i tion  wh ich  states  that the  commun ication  system  i s  
operational  on ly when  any node  can  commun icate  wi th  any other node.   

•  A weak operational  defin i tion  wh ich  states  that the  commun ication  system  is  i n  a  
degraded  bu t sti l l  operational  mode  when  on ly one  node  i s  not operational  and  th is  
node  i s  not backed  up  by a  redundant one.  Th is  assumes  that wi th in  the  substation  or 
the  power system  independent functional  areas  may be  defined  wh ich  means  that e . g .  
the  fa i l u re  of a  function  in  one  area  has  no  impact on  a  function  i n  the  other.   

G iven  the  complexi ty of substation  or power u ti l i ty au tomation  any per-function  analysis  may 
be  too  complex.  For the  substation  to  con trol  cen tre  commun ication  the  two  areas  to  be  
considered  may be  the  d i rect access  and  the  i nd i rect access.  I n  such  a  case,  the  weak 
defin i tion  may be  appl ied  for the  d i rect access.  I f parts  of the  functional i ty of the  process  bus  
and  station  bus  are  merged  on  the  same  commun ication  system  the  stronger defin i tion  
appl ies.  

5.1 0  Model l ing  requ irements  for SS  to  CC  communication  

The  server s ide  of the  Proxy/Gateway appl ication  has  to  support the  needs  of the  con trol  
cen tre  SCADA system.  Existing  control  cen tre  gateways  based  on  te lecontrol  protocols  such  
as  I EC 60870-5-1 04  typical l y reduce  the  amount of i n formation  avai lable  i n  the  substation  and  
present i t  to  the  con trol  cen tre  in  a  way,  wh ich  i s  i ndependent of the  data  model  and  protocols  
of the  I EDs  i n  the  substation .  Th is  approach  a l lows  the  exchange  of devices  i n  the  substation  
wi thou t affecting  the  con trol  cen tre  i n terface  configuration .   

The  data  model  of the  Proxy/Gateway may represent the  whole  i n formation  of the  I ED  data  
models  i n  the  substations,  as  wel l  as  subsets,  aggregations,  or pre-processed  i n formation  
from  the  I ED  data  models  or any other i n formation  from  local  processes  or l ocal  i npu ts  and  
ou tpu ts.  

The  fol l owing  enumeration  l i sts  possible  transformations  from  the  I ED  data  model  to  the  
Proxy/Gateway data  model .  More  detai led  descriptions  and  examples  are  g iven  i n  7 . 1 . 3 .5  and  
i ts  subclauses.  

•  Translate  data  from  legacy protocols  such  as  I EC  60870-5-1 03,  I EC  60870-5-1 04,  
I EEE  1 81 5  (DNP3),  I EC  61 1 58-6  (Modbus),  etc.  i n to  I EC  61 850  data  model  

_______________ 

8  U nder cons i derati on .  
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•  Add  data  l ocal  to  the  RTU  hosting  the  Proxy/Gateway to  the  Proxy/Gateway server 
model  

•  Renaming  of l og ical  devices  coming  from  IED  l evel  i n to  l og ical  device  of the  
Proxy/Gateway server 

•  Rearrang ing/Renaming  of l og ical  nodes  coming  from  IED  l evel  i n to  l og ical  device  of 
the  Proxy/Gateway server 

•  Merge  of two  or more  i n formation  objects  coming  from  two  or more  d i fferen t l og ical  
nodes  at I ED  level  i n to  one  log ical  node  of the  Proxy/Gateway server 

•  Spl i t  of i n formation  objects  coming  from  one  l og ical  node  at  I ED  level  i n to  two  or more  
l og ical  nodes  of the  Proxy/Gateway server where  each  l og ical  node  con tains  a  subset 
of the  in formation  objects  of the  orig inal  l og ical  node  

•  Transform  a  generic i n formation  object (e . g .  GGIO,  GAPC,  etc. )  at  I ED  level  i n to  a  
semantical l y defined  i n formation  object of the  Proxy/Gateway server 

•  Convert a  speci fic  i n formation  object (e . g .  MMTN)  at I ED  l evel  i n to  another 
semantical l y defined  i n formation  object (e . g .  MMXU)  of the  Proxy/Gateway server 

•  Adapt the  scale,  i n formation  encod ing  and  dead  band  configuration  between  the  IED  
data  object and  the  data  object i n  the  Proxy/Gateway server 

•  Log ical  (e . g .  and ,  or,  i f/e lse,  g rouping  of i nd ications,  etc. )  and  ari thmetic (e. g .  
mu l tipl ication ,  d i vis ion ,  add i tion ,  subtraction ,  etc. )  transformations  between  one  or 
more  data  objects  at  I ED  level  and  one  or more  data  objects  of the  Proxy/Gateway 
server 

6 Configuration  aspects  

6.1  Requirements  

The  fol lowing  requ i rements  apply to  the  eng ineering  process  

•  Replacing  an  I ED  wi th  a  functional ly equ ivalent I ED  i n  the  substation  may requ i re  a  
change  to  the  configuration  in  the  Proxy/Gateway bu t may not requ i re  a  change  of the  
configuration  of the  appl ication  cl i en t i n  the  control /main tenance  centre  i f the  cl ien t i s  
g iven  an  I ID  fi l e  of the  Proxy/Gateway.  I f the  I ED  provides  a  fl exib le  eng ineering  of the  
l og ical  node  a l location ,  the  adaption  of the  new IED  to  the  LN  structure  of the  replaced  
I ED  can  also  be  done  i n  the  new IED  i tsel f 

•  The  Proxy/Gateway configuration  wi l l  fo l low the  requ i rements  and  processes  la id  ou t i n  
I EC  61 850-4: 201 1  

•  Enable  consisten t testi ng  (appl ication -to-appl ication)  

•  External  systems  may requ i re  add i tional  configuration  or processes  i n  add i tion  to  those  
described  in  I EC  61 850-4:201 1 .  Th is  data  shou ld  be  provided  by the  eng ineering  
process  

•  Proxy/Gateway may offer hooks  to  CIM  i nstances  depend ing  on  harmon isation  
ou tcome 

•  Eng ineering  data  shou ld  be  secured  to  ensure  data  consistency,  e . g .  by use  of 
I EC  62351 -1 1 9.  Moreover eng ineering  also  comprises  the  securi ty related  
parameterization  for the  operational  phase.  Th is  i ncludes  e. g .  role  based  access  and  
key management.  

_______________ 

9  To  be  publ i shed .  
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6.2  Extension  of the  engineering  process  with  SCL 

6.2 .1  General  

The  eng ineering  process  fol lows  the  ru les  of I EC  61 850-6:2009.  As  the  SS  to  CC 
commun ication  requ i res  two  levels  of commun ication ,  i t  i s  recommended  that the  eng ineering  
process  i s  done  separately for the  substation  LAN  and  the  SS  to  CC WAN .   

One  or more  system  configuration   tools  (SCT)  may be  used ,  one  for each  substation  subnet 
and  one  for the  SS  to  CC communication  (WAN)  as  shown  in  F igure  1 3.  The  configuration  of 
the  Proxy/Gateway i s  done  wi th  an  ICT ( IED  configuration  tool ) .  The  ICT i s  used  to  create  the  
mapping  between  the  objects  of the  substation  I EDs  and  the  Proxy/Gateway server model .  
The  ICT wi l l  generate  an  I I D  fi l e  of the  Proxy/Gateway server.  

IED 1 IED 2 IED 3 IED 4

Proxy/

GW C
SCD

C

SCD

IED 1 IED 2 IED 3 IED 4

Proxy/

GW A
SCD

A

IED 1 IED 2 IED 3 IED 4

Proxy/ 

GW B
SCD

B

IID

GWA 
I ID 

GWB

IID 

GWC

Control  

Centre

LANLAN LAN

WAN

 

IEC 

Figure  1 3  – Scope  of separated  engineering  workflow 

6.2 .2  Engineering  workflow 

Figure  1 4  shows  the  eng ineering  workflow of the  SS-CC commun ication .  

At start  of system  eng ineering  a  SSD  fi le  may be  en tered ;  i ts  <substation>  section  reflecting  
the  targeted  substation  functional  scope.  

The  I ED  capabi l i ty ( ICD)  fi l es  are  used  by the  substation  LAN  system  configuration  tool  (SCT)  
as  I ED  template  description  to  i nstantiate  project speci fic  I EDs  as  needed .  

Al ternatively the  substation  LAN  SCT can  a lso  import the  description  of an  IED  speci fical l y 
preconfigured  wi th  name (and  optional l y addresses)  for a  concrete  function  in  the  process  by 
importing  an  I nstantiated  I ED  Description  ( I ID)  fi le.  

The  Proxy/Gateway server and  the  Proxy/Gateway cl ien t are  hand led  as  separate  I EDs.  On ly 
the  Proxy/Gateway cl ient i s  connected  to  the  substation  LAN .  

The  substation  LAN  SCT i s  used  to  define  GOOSE and/or report con trol  b locks  as  wel l  as  
thei r data  sets  i nclud ing  the  data  that the  Proxy/Gateway cl ien t I ED  wi l l  forward  to  the  con trol  
cen tre.   

The  SCD fi l e  generated  by the  substation  LAN  SCT is  then  imported  by the  ICT for the  
Proxy/Gateway server configuration .  I n  the  ICT for the  Proxy/Gateway server,  the  
restructuring  and  renaming  of l og ical  nodes  may be  done.  How the  restructuring  and  renaming  
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i s  done  i s  a  l ocal  i ssue  of the  ICT and  ou tside  the  scope  of th is  techn ical  report.  However,  as  
the  data  semantics  i nclusive  the  connection  to  the  power system  shou ld  be  preserved  during  
the  eng ineering ,  there  are  recommendations  for the  Proxy/Gateway eng ineering .  

Recommended  ru les  for creation  of Proxy/Gateway I I D  fi l e :  

•  Al l  LDs  of l ower level  (source)  I EDs,  whose  data  has  to  be  forwarded ,  are  mapped  as  
proxy LDs.  Optional  data  objects  not needed  may be  removed .  

•  The  proxy LDs  i nstances  are  named  accord ing  to  the  source  I ED,  e . g .  proxy LD. inst: =  

Source  I ED.name +  Source  LD.  The  I ED  name i n  the  proxy LPHD.PhyNam  data  object 
i s  set accord ing ly.  

NOTE  When  creati ng  the  proxy LD  names  the  LD  name  l eng th  restri cti ons  have  to  be  taken  i n to  account.  

•  Al l  substation  sections  from  the  source  SED  / SCD  fi les  to  wh ich  data  source  LNs  are  
mapped  are  taken  over,  and  the  l i nk to  the  source  I ED  log ical  node  i s  replaced  by a  
l i nk to  the  Proxy/Gateway LD  log ical  node.  

The  ou tpu t of the  ICT i s  an  I ID  fi le  of the  Proxy/Gateway server i nstance.  The  I ID  fi l e  may 

i nclude  a  <substation>  section  describ ing  the  whole  substation  and  the  mapping  of the  
Proxy/Gateway log ical  nodes.   

The  I ID  fi l e  of the  Proxy/Gateway server together wi th  the  I ID  fi les  of other Proxy/Gateway 
servers  from  other substations  are  used  as  i npu ts  to  the  SS  to  CC WAN  SCT.  The  
configuration  process  of the  SS  to  CC WAN  i s  i dentical  to  the  configuration  process  of the  
substation  LAN .  Any changes  performed  i n  the  SS  to  CC  WAN  SCT are  exported  as  SCD  fi l e.  
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Figure  1 4  – Eng ineering  workflow 

6.2 .3  In tegrated  eng ineering  workflow – LANs  wi th  WAN  

The  purpose  of th is  case  i s  to  create  a  s ing le  “project”  (referring  to  I EC  61 850-6:2009,  5 . 5)  
merg ing  more  than  one  substation  together i n  one  SCD  fi le  i nclud ing  thei r functional  
relationsh ip  as  wel l  as  thei r relationsh ip  to  the  con trol  centre  as  shown  i n  F igure  1 5.   
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Figure  1 5  – Scope of in tegrated  workflow  

The  process  may fol low the  above  schema,  bu t i n  a  s impler way,  because  there  i s  no  need  to  
exchange/dupl icate  i n formation  between  d i fferen t fi l es.  I n formation  i s  present on ly once.  

I t  i s  not recommended  to  use  th is  workflow,  because  i t  has  several  impl ications  on  the  naming  
of the  I EDs and  thei r l og ical  devices  to  create  un ique  functional  names.  Add i tional l y th is  

approach  i s  restricted  to  configurations  wi th  a  l im i ted  number of I EDs  (typical ly <  200).  

Operating  a  main tenance  centre  i n  paral le l  to  the  con trol  cen tre  requ i res  a  second  access  
poin t  i n  the  Proxy/Gateway or a  second  Proxy/Gateway.  

6.3  Extension  of the  SCL schema from IEC  61 850-6: 2009  

6.3.1  General  

Al l  extensions  to  the  XML schema defined  in  I EC  61 850-6:2009  belong  to  the  XML name 
space:  

xmlns:eTr-IEC61 850-90-2=”h ttp: //www. iec.ch /61 850-90-2/201 5/SCL” 

Th is  XML namespace  i s  considered  as  " transi tional "  s ince  the  models  are  expected  to  be  
i ncluded  i n  next ed i tions  of I EC  61 850  i n ternational  standards.  Potentia l  
extensions/mod i fications  may happen  i f/when  the  models  are  moved  to  the  in ternational  
standard  status.   

The  whole  schema can  be  found  i n  Annex B.  

6.3.2  Model l ing  of redundancy 

6.3.2 .1  General  

The  redundancy arch i tecture  of the  SS-CC in terface  i s  described  i n  detai l  i n  7 . 1 . 2 .5  of th is  
techn ical  report and  rel ies  on  redundant servers  and  cl ien ts.  Model l i ng  of redundancy i n  SCL  
i s  not yet avai lable  i n  I EC 61 850-6: 2009.  Thus  the  requ i red  add i tions  are  defined  here.   

The  redundancy arch i tecture  chosen  i n  th is  document requ i res  that the  redundant I EDs 
(cl ien ts  and  servers)  are  fu l l y i den tical .  Fu l l y i den tical  i ncludes  iden tical  vendor,  type,  and  
software  version .  Especial l y the  object model  of the  redundant server access  poin ts  have  to  
be  i den tical  down  to  the  data  type  templates.   
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6.3.2 .2  eTr-IEC61 850-90-2:RedundancyModes  

The  system  eng ineering  tools  requ i re  some add i tional  knowledge  about the  redundancy 
capabi l i ties  of an  I ED  to  be  able  to  form  a  g roup  of redundant devices.  The  I ED  capabi l i ties  to  
support the  redundancy schemes i n troduced  i n  7 . 1 . 2 .5  of th is  techn ical  report are  expressed  
i n  the  new SCL element eTr-IEC61 850-90-2:RedundancyModes.   

The  attribu tes  of the  e lement reflect the  capabi l i ty of the  I ED  to  support the  modes  
noRedundancy,  accessPoin tRedundancy,  deviceRedundancy and  mu l tip leRedundancy as  
described  i n  7 . 1 . 2 .5.  

F igure  1 6  shows  the  d iagram  of the  eTr-IEC61 850:RedundancyModes  schema  extension .  

 eTr-IEC61 850-90-2:tRedundancyModes

 Describes the capabil ities of a

 redundant IEC61850 cl ient.  

 Element in  

 ClientRedundancyServices

 RedundancyModes

 attributes

 noRedundancy

 acccessPointRedundancy

 deviceRedundancy

 multipleRedundancy

 

IEC 

Figure  1 6  – Diagram  of eTr-IEC61 850-90-2:RedundancyModes  

Excerpt from  the  XML schema:  

<xs : complexType  name=" tRedundancyModes " >  

  <xs : attribute  name=" noRedundancy"  type=" xs : boolean"  us e=" optional"  default=" true" / >  

  <xs : attribute  name=" acccessPointRedundancy"  type=" xs : boolean"  use=" optional"   

  default=" fals e" / >  

  <xs : attribute  name=" deviceRedundancy"  type=" xs : boolean"  us e=" optional"    

  default=" fals e" / >  

  <xs : attribute  name=" multipleRedundancy"  type=" xs : boolean"  use=" optional"    

  default=" false" / >  

</ xs : complexType>  

<xs : element  name=" RedundancyModes "  type=" eTr-I EC61 8 5 0 -90 -2 : tRedundancyModes " />   

The  attribu tes  of the  eTr-IEC61 850-90-2 :RedundancyModes  e lement are  defined  in  Table  6 .  

Table  6  – Attributes  of the  eTr-IEC61 850-90-2:RedundancyModes  element 

Attribute  name  Description  

noRedundancy When  true  the  I ED  does  not  support  redundancy 

accessPoin tRedundancy When  true  the  I ED  supports  redundan t access  poi n ts  wi th i n  the  same  I ED  

devi ceRedundancy When  true  the  I ED  supports  d evice  redundancy 

mu l ti pl eRedundancy When  true  the  I ED  supports  the  device  redundancy wi th  redundan t  access  poi n ts  
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6.3.2 .3  eTr-IEC61 850-90-2: LinkModes  

The  redundant l i nks  between  the  control  centre  and  the  Proxy/Gateway wi th in  the  substation  
may be  operated  in  d i fferen t ways.  The  attribu tes  of the  e lement eTr-IEC61 850-90-2 :  
L inkModes  reflect the  capabi l i ties  of the  I ED  to  support the  l i nk operation  modes  defined  in  
7 . 1 . 2 .4 . 4 .   

F i gure  1 7  shows  the  d iagram  of the  eTr-IEC61 850:LinkModes  schema extension .  

 eTr-IEC61 850-90-2: tLinkModes

 Describes the supported l ink 

 states of a  redundant 

 IEC61850 connection.  

 Element in  

 Cl ientRedundancyServices

 LinkModes

 attributes

 active

 standby

 supervised

 off

 

IEC 

Figure  1 7  – Diagram  of eTr-IEC61 850-90-2: LinkModes  

Excerpt from  the  XML schema:  

<xs : complexType  name=" tLinkModes" >  

  <xs : attribute  name=" active"  type=" xs : boolean"  us e=" optional "  default=" false" / >  

  <xs : attribute  name=" standby"  type=" xs : boolean"  us e=" optional"  default=" false" / >  

  <xs : attribute  name=" s upervis ed"  type=" xs : boolean"  use=" optional"  default=" fals e" / >  

  <xs : attribute  name=" off"  type=" xs : boolean"  us e=" optional "  default=" false" / >  

</ xs : complexType>  

<xs : element  name=" LinkModes "  type=" eTr-IEC61 8 5 0 -90 -2 : tLinkModes " / >  

The  attribu tes  of the  eTr-IEC61 850-90-2 :LinkModes  e lement are  defined  in  Table  7 .  

Table  7  – Attributes  of the  eTr-IEC61 850-90-2:LinkModes  element 

Attribu te  name  Description  

acti ve  When  true  the  l i nk can  be  operated  as  main  l i nk for data  exchange  

s tandby When  true  the  l i nk can  be  operated  as  backup  l i nk wi th  acti ve  d ata  transmissi on  

supervi sed  When  true  the  l i nk can  be  operated  as  backup  l i nk wi thou t  acti ve  data  
transmiss i on  

off When  true  the  l i nk can  be  d i sabl ed  when  not  acti ve  

 

6.3.2 .4 eTr-IEC61 850-90-2:Cl ientRedundancyServices  

As i t  i s  not possible  to  extend  the  existi ng  scl : Services  e lement defined  i n  I EC  61 850-6:2009  
wi th  an  e lement from  another namespace  the  e lement eTr-IEC61 850-90-2 :  
Cl i en tRedundancyServices  i s  i n troduced  to  hold  the  eTr-IEC61 850-90-2:RedundancyModes  
and  eTr-IEC61 850-90-2:LinkModes  e lements.   
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F igure  1 8  shows  the  d iagram  of the  eTr-IEC61 850:Cl ien tRedundancyServices  schema 
extension .  

 eTr-IEC61 850-90-2: tClientRedundancyServices

 Service section for redundancy support 

 according  to IEC 61850-90-2.  To be 

 included in  a  Private with type 

 "eTr-IEC61850-90-2" below the 

 "AccesPoint"  SCL element.

 ClientRedundancyServices

 eTr-IEC61 850-90-2:RedundancyModes eTr-IEC61 850-90-2:

 eTr-IEC61 850-90-2:LinkModes eTr-IEC61 850-90-2:

 eTr-IEC61 850-90-2:CooperatingClients eTr-IEC61 850-90-2:

 

IEC 

Figure  1 8  – Diagram  of eTr-IEC61 850-90-2:Cl ientRedundancyServices  

Excerpt from  the  XML schema:  

<xs : complexType  name=" tClientRedundancyServices " >  

  <xs : all>  

    <xs : element  name=" RedundancyModes "  type=" eTr-I EC61 8 5 0 -90 -2 : tRedundancyModes "  

minOccurs =" 0 " / >  

    <xs : element  name=" LinkModes "  type=" eTr-IEC61 8 5 0 -90 -2 : tLinkModes "  minOccurs=" 0 " / >  

    <xs : element  name=" CooperatingClients "  type=" xs : boolean"  default=" false"  

minOccurs=" 0 " / >  

  </ xs : all>  

</ xs : complexType>  

<xs : element  name=" ClientRedundancyServices "   

    t ype=" eTr-I EC61 8 50 -90 -2 : tClientRedundancyServices " />  

The  eTr-IEC61 850-90-2 :Cl ien tRedundancyServices  e lement i s  pu t i n  a  Private  of type  eTr-
IEC61 850-90-2  below the  scl :AccessPoin t e lement.  The  attribu tes  of the  eTr-IEC61 850-90-
2 :Cl ien tRedundancyServices  e lement are  defined  Table  8.  

Table  8  – Elements  of the  eTr-IEC61 850-90-2:Cl ientRedundancyServices  element 

Attribu te  name  Description  

RedundancyModes  The  supported  redundancy modes  of the  cl i en t  access  poi n t  

L i nkModes  The  supported  l i n k modes  of the  cl i en t access  poi n t  

Cooperati ngCl i en ts  The  cl i en t access  poi n t  supports  shari ng  server RCBs  wi th  one  or more  other 
cl i en ts  

 

NOTE  When  th i s  techn ical  report  wi l l  be  i n tegrated  i n to  a  new ed i ti on  of I EC  61 850-6  i t  i s  i n tended  to  add  the  
e l emen ts  eTr-I EC61 850-90-2 :Cl i en tRedundancyModes,  eTr- I EC61 850-90-2 : L i nkModes  and  eTr- I EC61 850-90-
2 :Cooperati ngCl i en ts  to  the  defi n i ti on  of scl :Cl i en tServi ces  and  then  the  e l emen t  eTr- I EC61 850-90-
2 :Cl i en tRedundancyServi ces  wi l l  become  obsol ete.  

6.3.2 .5  eTr-IEC61 850-90-2: LDeviceOverride  

To a l l ow redundant server defin i tions  i n  d i fferen t I EDs the  eTr-IEC61 850-90-
2 :RedundantServerTo  e lement i s  i n troduced  in  6 . 3. 2 .6 .  Th is  a l l ows  the  defin i ti on  of the  server 
to  be  m issing  below the  access  poin t.  Nonetheless  i t  m igh t be  necessary to  provide  a  number 
of i nstance  values  for the  redundant servers  that d i ffer from  the  referenced  server.  Such  
d i fferent i nstance  values  may be:  

•  Nameplate  in formation ,  re lated  to  the  physical  device  

•  Associations  to  redundant cl i en ts  

•  E tc.  
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The  e lement eTr-IEC61 850-90-2:LDeviceOverride  a l l ows  speci fying  on ly those  i nstance  
values  that are  d i fferen t from  the  referenced  server,  wi thou t repeating  the  whole  data  model .   

F igure  1 9  shows  the  d iagram  of the  eTr-IEC61 850-90-2 :LDeviceOverride  schema  extension .  

 scl: tLDevice

 eTr-IEC61 850-90-2:LDeviceOverride eTr-IEC61 850-90-2:

0 ∞. .

 attributes

 ##other any 

 desc

 inst

 ldName

 ##other any 

0 ∞. .

 scl:Text scl:

 scl:Private scl:

0 ∞. .

 LN0

 LN

0 ∞. .

 scl:AccessControl scl:

 constraints

 uniqueLNInLDeviceOverride unique 

 . /scl:LN selector 

 @inst field  

 @lnClass field  

 @prefix field  

  

IEC 

Figure  1 9  – D iagram  of eTr-IEC61 850-90-2: LDeviceOverride  

  

Copyright International  Electrotechnical  Commission  



 –  52  – I EC  TR 61 850-90-2 :201 6    I EC  201 6  

Excerpt from  the  XML schema:  

<xs : element  name=" LDeviceOverride"  type=" s cl : tLDevice"  minOccurs=" 0 "  

maxOccurs =" unbounded" >  

  <xs : unique  name=" uniqueLNI nLDeviceOverride" >  

    <xs : s elector  xpath=" . / scl : LN" / >  

    <xs : field xpath=" @ ins t" / >  

    <xs : field xpath=" @ lnClass " / >  

    <xs : field xpath=" @ prefix" / >  

  </ xs : unique>  

</ xs : element>  

The  eTr-IEC61 850-90-2:LDeviceOverride  i s  an  element i n  the  complex type  eTr-IEC61 850-90-
2: tRedundantServerTo wh ich  i s  defined  in  6 . 3 .2 . 6 .  The  e lement i s  of the  type  scl : tLDevice,  
wh ich  i s  defined  i n  I EC  61 850-6:2009.   

6.3.2.6  eTr-IEC61 850-90-2:RedundantServerTo 

SCL a l ready provides  a  means  to  express  functional l y equ ivalen t servers  wi th in  one  I ED  using  
the  scl : ServerAt e lement.  The  defin i tion  of the  scl :ServerAt e lement cannot be  extended  wi th  
a  new e lement from  another namespace,  thus  an  add i tional  SCL  e lement i s  requ i red  to  
express  the  redundancy of servers.   

The  e lement eTr-IEC61 850-90-2 :RedundantServerTo  i s  i n troduced  to  express  such  server 
redundancy re lations.  To  avoid  redundant defin i tions  i n  the  SCL the  eTr-IEC61 850-90-
2:RedundantServerTo  e lement may not be  used  i n  one  of the  access  poin ts  forming  a  g roup  
of redundant servers.  eTr-IEC61 850-90-2:RedundantServerTo  i s  a  reciprocal  function  and  
therefore  can  be  m issing  in  one  of the  redundant server access  poin ts.  I t  a l lows  the  object 
model  of the  server to  be  m issing .   

Th is  e lement has  attribu tes  i edName and  apName referencing  the  I ED  to  wh ich  the  access  
poin t i s  redundant.  The  referenced  I ED  may be  the  same  as  the  I ED  g iving  the  reference  to  
a l low redundant cl ien t access  poin ts  wi th in  one  IED.   

F i gure  20  shows  the  d iagram  of the  eTr-IEC61 850-90-2:RedundantServerTo schema  
extension .  

 eTr-IEC61 850-90-2: tRedundantServerTo

 Express Relation between 

 Servers for redundancy.  To 

 be included in  a  Private with  

 type "eTr-IEC61850-90-2" 

 below the "AccessPoint"  SCL 

 element.

 RedundantServerTo

 attributes

 iedName

 apName

 timeout

 eTr-IEC61 850-90-2:LDeviceOverride eTr-IEC61 850-90-2:

0 ∞. .

 eTr-IEC61 850-90-2:Association eTr-IEC61 850-90-2:

0 ∞. .

 

IEC 

Figure  20  – D iagram  of eTr-IEC61 850-90-2:RedundantServerTo 
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Excerpt from  the  XML schema:  

<xs : complexType  name=" tRedundantServerTo" >  

  <xs : s equence>  

    <xs : element  name=" LDeviceOverride"  type=" scl : tLDevice"  minOccurs =" 0 "  

   maxOccurs=" unbounded" >  

      <xs : unique  name=" uniqueLNI nLDeviceOverride" >  

        <xs : s elector  xpath=" . / scl : LN" / >  

        <xs : field xpath=" @ inst" / >  

        <xs : field xpath=" @ lnClass " / >  

        <xs : field xpath=" @ prefix" / >  

      </xs : unique>  

    </ xs : element>  

    <xs : element  name=" As sociation"  type=" s cl : tAss ociation"  minOccurs=" 0 "   

   maxOccurs =" unbounded" />  

  </ xs : s equence>  

  <xs : attribute  name=" iedName"  type=" s cl : tI EDName"  us e=" required" / >  

  <xs : attribute  name=" apName"  type=" scl : tAcces sPointName"  us e=" required" / >  

  <xs : attribute  name=" timeout"  type=" xs : unsignedI nt"  us e=" optional"  default=" 3 0 " / >  

</ xs : complexType>  

<xs : element  name=" RedundantServerTo"  type=" eTr-IEC61 8 5 0 -90 -2 : tRedundantServerTo" >  

The  eTr-IEC61 850-90-2 :RedundantServerTo element i s  pu t i n  a  Private  of type  eTr-
IEC61 850-90-2  below the  scl :AccessPoin t  e lement.  The  defin i tion  of the  Server object model  
may be  added ,  bu t i t  i s  not requ i red .  When  the  defin i tion  of the  server object model  i s  m issing  
the  LN  defin i tions  of the  redundant access  poin t are  used .  The  attribu tes  of the  eTr-
IEC61 850-90-2 :RedundantServerTo e lement are  defined  in  Table  9 .  

Table  9  – Attributes  of the  eTr-IEC61 850-90-2:RedundantServerTo element 

Attribu te  name  Description  

i edName I ED  name  of the  server that  ho l ds  the  redundan t  access  poin t  

apName Name  of the  server access  poin t  used  for redundancy i n  the  redundant  I ED  

 

I n  the  commun ication  section  the  addresses  for a l l  redundant access  poin ts  are  defined  as  
normal .   

NOTE  When  th i s  techn ical  report  i s  i n tegrated  i n to  a  new ed i ti on  of I EC  61 850-6  i t  i s  i n tended  to  add  the  attri bu te  
i edName  of eTr- I EC61 850-90-2 :Redundan tServerTo  to  the  defi n i ti on  of scl : ServerAt and  then  the  eTr- I EC61 850-
90-2 :RedundantServerTo  e l emen t  wi l l  become obsol ete.  

6.3.2 .7  eTr-IEC61 850-90-2:RedundantCl ientTo 

To express  the  redundancy re lation  of cl ien t access  poin ts  an  add i tional  SCL  element i s  
requ i red .  Because  cl ien ts  typical l y do  not implement server functional i ty,  the  eTr-IEC61 850-
90-2 :RedundantServerTo element cannot be  used .  

Therefore  the  e lement eTr-IEC61 850-90-2 :RedundantCl ien tTo  i s  i n troduced  to  express  cl ien t 
redundancies.  To  avoid  redundant defin i tions  i n  the  SCL the  eTr-IEC61 850-90-2 :  
RedundantCl ien tTo  e lement may not be  used  i n  one  of the  access  poin ts  forming  a  group  of 
redundant cl ien ts.  eTr-IEC61 850-90-2 :RedundantCl ien tTo i s  a  reciprocal  function  and  
therefore  can  be  m issing  i n  one  of the  redundant cl i en t access  poin ts.  

Th is  e lement has  attribu tes  i edName and  apName referencing  the  I ED  to  wh ich  the  access  
poin t i s  redundant.  The  referenced  I ED  may be  the  same  as  the  I ED  g iving  the  reference  to  
a l low redundant cl ien t access  poin ts  wi th in  one  IED.   
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F igure  21  shows  the  d iagram  of the  eTr-IEC61 850-90-2 :RedundantCl ien tTo  schema  
extension .  

 eTr-IEC61 850-90-2:tAccessPointRef

 Express Relation between 

 Cl ients for redundancy.  To 

 be included  in  a  Private with

 type "eTr-IEC61850-90-2" 

 below the "AccessPoint"  

 SCL element.

 RedundantClientTo

 attributes

 iedName

 apName

 

IEC 

Figure  21  – Diagram  of eTr-IEC61 850-90-2:RedundantCl ientTo 

Excerpt from  the  XML schema:  

<xs : complexType  name=" tAccessPointRef" >  

  <xs : attribute  name=" iedName"  type=" s cl : tI EDName"  us e=" required" / >  

  <xs : attribute  name=" apName"  type=" scl : tAccess PointName"  us e=" required" / >  

</ xs : complexType>  

<xs : element  name=" RedundantClientTo"  type=" eTr-IEC61 8 5 0 -90 -2 : tAcces s PointRef" / >  

The  eTr-IEC61 850-90-2 :  RedundantCl ien tTo  e lement i s  pu t i n  a  Private  of type  eTr-IEC61 850-
90-2  below the  scl :AccessPoin t e lement.  The  defin i tion  of the  cl ien t Log ical  Nodes  may be  
added ,  bu t i t  i s  not requ i red .  When  the  defin i ti on  of the  cl ien t LNs  i s  m issing  the  LN  defin i tions  
of the  redundant cl i en t are  used .  The  attribu tes  of the  eTr-IEC61 850-90-2:RedundantCl ien tTo  
e lement are  defined  in  Table  1 0.   

Table  1 0  – Attributes  of the  eTr-IEC61 850-90-2:RedundantCl ientTo element 

Attribu te  name  Description  

i edName I ED  name  of the  cl i en t that  hol d s  the  redundan t  access  poi n t  

apName Name  of the  cl i en t  access  poin t  used  for redundancy i n  the  redundant  I ED  

 

I n  the  commun ication  section  the  addresses  for a l l  redundant access  poin ts  are  defined  as  
normal .   

6.3.2 .8  eTr-IEC61 850-90-2: StandbyLinkMode 

To express  the  operation  mode  of a  backup  commun ication  l i nk an  add i tional  SCL e lement i s  
requ i red .  Therefore  the  e lement eTr-IEC61 850-90-2 :StandbyLinkMode  i s  i n troduced .   

On ly those  values  are  a l lowed  for eTr-IEC61 850-90-2 :StandbyLinkMode  that are  supported  by 
the  access  poin t.  The  capabi l i ties  of the  access  poin t  are  expressed  i n  eTr-IEC61 850-90-
2 :LinkModes e lement.   
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F igure  22  shows  the  d iagram  of the  eTr-IEC61 850-90-2 :StandbyLinkMode  schema  extension .  

 Configured operation mode 

 of the communication l ink(s) 

 when not the preferred  l ink.  

 To be included  in  a  Private 

 with  type 

 "eTr-IEC61850-90-2" below 

 the "AccessPoint"  SCL 

 element.

 StandbyLinkMode

 

IEC 

Figure  22  – D iagram  of eTr-IEC61 850-90-2:StandbyLinkMode 

Excerpt from  the  XML schema:  

<xs : s impleType  name=" tLinkModeEnum" >  

  <xs : restriction  base=" xs : Name" >  

    <xs : enumeration  value=" Standby" / >  

    <xs : enumeration  value=" Supervised" / >  

    <xs : enumeration  value=" Off" / >  

  </ xs : restriction>  

</ xs : s impleType>  

<xs : element  name=" StandbyLinkMode"  type=" eTr-I EC61 8 5 0 -90 -2 : tLinkModeEnum" / >  

The  eTr-IEC61 850-90-2:  StandbyLinkMode  element i s  pu t i n  a  Private  of type  eTr-IEC61 850-
90-2  below the  scl :AccessPoin t e lement.  The  a l l owed  values  of the  eTr-IEC61 850-90-
2: tLinkModeEnum  are  defined  in  Table  1 1 .   

Table  1 1  – Values  of the  eTr-IEC61 850-90-2: tLinkModeEnum  

Attribu te  name  Description  

Standby Backup  l i nk wi th  acti ve  data  transmissi on  

Supervi sed  Backup  l i nk wi thou t  acti ve  data  transmissi on ,  bu t  l i nk acti ve  supervi s i on  

Off Backup  l i nk d i sabl ed  

 

6.3.3  Model l ing  of data  references  between  SCL fi les  

6.3.3.1  General  

To support au tomatic and  manual  testing  i t  i s  essen tial  to  know where  the  orig inal  source  of a  
data  object i s  l ocated .  As  the  con trol  cen tre  SCD  fi le  may con tain  data  objects  from  many 
d i fferen t substations,  i t  i s  essential  to  know in  wh ich  substation  SCD  fi l e  the  source  of the  
i n formation  i s  defined .  To  support th i s ,  two  new SCL elements  are  i n troduced .  The  e lement 
eTR-IEC61 850-90-2 :ExternalSCL can  hold  a  storage  l ocation  and  version  i n formation  of a  
SCL  fi l e .  The  e lement eTr-IEC61 850-90-2 :ProxyOf (defined  i n  6 . 3 . 3. 3)  g i ves  a  reference  to  a  
l og ical  node,  data  object or data  attribu te  in  another I ED.  The  I ED  may be  contained  i n  the  
same,  or i n  an  external  SCL Fi le .   

6.3.3.2  eTr-IEC61 850-90-2:ExternalSCL 

The  e lement eTr-IEC61 850-90-2 :ExternalSCL is  used  to  hold  the  storage  location  of an  
external  SCL fi le .  The  attribu te  name  i s  used  as  a  key for a  reference  i n  the  element eTr-
IEC61 850-90-2 :ProxyOf defined  i n  6 . 3 . 3. 3  of th is  techn ical  report.   
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F igure  23  shows  the  d iagram  of the  eTr-IEC61 850-90-2 :ExternalSCL schema  extension .  

 eTr-IEC61 850-90-2:tExternalSCL

 SCL fi le name:  containing  

 referenced SCL elements.  To

 be included in  a  Private with

 type "eTr-IEC61850-90-2"  

 below the root SCL element.

 ExternalSCL

 attributes

 name

 file

 id

 version

 revision

 

IEC 

Figure  23  – D iagram  of eTr-IEC61 850-90-2:ExternalSCL 

Excerpt from  the  XML schema:  

<xs : complexType  name=" tExternalSCL" >  

  <xs : attribute  name=" name"  type=" xs : normaliz edString"  us e=" required" / >  

  <xs : attribute  name=" file"  type=" xs : anyURI "  us e=" required" / >  

  <xs : attribute  name=" id"  type=" xs : normaliz edString"  us e=" optional" / >  

  <xs : attribute  name=" version"  type=" xs : normaliz edString"  us e=" optional " / >  

  <xs : attribute  name=" revision"  type=" xs : normaliz edString"  us e=" optional" / >  

</ xs : complexType>  

<xs : element  name=" ExternalSCL"  type=" eTr-I EC61 8 50 -90 -2 : tExternalSCL" / >  

The  eTr-IEC61 850-90-2 :ExternalSCL i s  pu t i n  a  Private  of type  eTr-IEC61 850-90-2  below the  
root SCL element.  The  attribu tes  of the  eTr-IEC61 850-90-2 :ExternalSCL e lement are  defined  
i n  Table  1 2 .  

Table  1 2  – Attributes  of the  eTr-IEC61 850-90-2:ExternalSCL element 

Attribu te  name  Description  

name The  name  of the  ExternalSCL  b l ock 

fi l e  URI  of the  referenced  SCL  fi l e   

i d  Va l ue  of the  i d  a ttri bu te  i n  the  Header e l emen t  of the  referenced  SCL  fi l e  

versi on  Va l ue  of the  vers ion  attri bu te  i n  the  Header e l emen t  of the  referenced  SCL  fi l e  

revi s i on  Va l ue  of the  revi s i on  a ttri bu te  i n  the  Header e l emen t  of the  referenced  SCL  fi l e  

 

6.3.3.3  eTr-IEC61 850-90-2:ProxyOf 

To support au tomatic and  manual  testing ,  each  l og ical  node  that i s  a  proxy of another l og ical  
node  i n  the  same  or another I ED  contains  an  XML-element eTr-IEC61 850-90-2 :ProxyOf,  to  
express  the  relation  to  the  orig inal  l og ical  node.  Th is  reference  may be  wi th in  one  SCL fi l e  bu t 
may also  refer to  the  l og ical  node  of an  I ED  defined  i n  another SCL fi l e.  The  attribu te  
externalScl  when  i t  exists,  con tains  the  value  of the  name  attribu te  of an  eTr-IEC61 850-90-
2:externalSCL element defined  in  6 . 3 . 3 .2  of th is  techn ical  report.   

Copyright International  Electrotechnical  Commission  



I EC  TR 61 850-90-2 :201 6    I EC  201 6  – 57  – 

F igure  24  shows  the  d iagram  of the  eTr-IEC61 850-90-2 :ProxyOf schema extension .  

 

 eTr-IEC61 850-90-2:tProxyRef

 Express relation  between 

 LN/DO/DOI in  

 Proxy/Gateway Server and  

 IED.  To be included in  a  

 Private with type 

 "eTr-IEC61850-90-2" below 

 the SCL element.

 ProxyOf

 attributes

 externalScl

 iedName

 ldInst

 prefix

 lnClass

 lnInst

 doName

 daName

 fc

 ix

 

IEC 

Figure  24 – D iagram  of eTr-IEC61 850-90-2:ProxyOf 

Excerpt from  the  XML schema:  

<xs : complexType  name=" tProxyRef" >  

  <xs : attribute  name=" externalScl"  us e=" optional" >  

    <xs : s impleType>  

      <xs : res triction  base=" xs : normaliz edString" >  

        <xs : minLength  value=" 1 " / >  

      </ xs : restriction>  

    </ xs : s impleType>  

  </ xs : attribute>  

  <xs : attribute  name=" iedName"  type=" s cl : tI EDName"  us e=" required" / >  

  <xs : attribute  name=" ldI nst"  type=" scl : tLDI ns t"  us e=" required" / >  

  <xs : attribute  name=" prefix"  type=" scl : tPrefix"  us e=" optional"  default=" " / >  

  <xs : attribute  name=" lnClas s"  type=" scl : tLNClass Enum"  us e=" required" / >  

  <xs : attribute  name=" lnI ns t"  type=" scl : tLNInst"  us e=" optional" / >  

  <xs : attribute  name=" doName"  type=" scl : tFullDOName"  use=" optional" / >  

  <xs : attribute  name=" daName"  type=" scl : tFullAttributeName"  use=" optional" / >  

  <xs : attribute  name=" fc"  type=" scl : tFCEnum"  us e=" optional" / >  

  <xs : attribute  name=" ix"  type=" xs : unsignedI nt"  us e=" optional" / >  

</ xs : complexType>  

<xs : element  name=" ProxyOf"  type=" eTr-I EC61 8 5 0 -90 -2 : tProxyRef" / >  
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The  attribu tes  of the  eTr-IEC61 850-90-2 :ProxyOf e lement are  defined  i n  Table  1 3 .  

Table  1 3  – Attributes  of the  eTr-IEC61 850-90-2:ProxyOf element 

Attribu te  name  Description  

externa lSCL I den ti fi es  the  SCL  fi l e  i n  wh ich  the  SCL  con fi gu rati on  of the  I ED  i s  s tored  

i edName The  I ED  where  the  d ata  obj ect  res i des  

l d I nst  The  LD  where  the  data  obj ect  res i des  

prefi x Prefi x i den ti fyi ng  together wi th  l n I nst  and  l nClass  where  the  data  ob j ect res i des  

l nClass  LN  cl ass  of the  LN  where  the  data  ob j ect res i des  

l n I nst  I n stance  number of the  LN  where  the  data  obj ect  resi des  

doName A name  i den ti fyi ng  the  data  object  (wi th i n  the  LN ).  For e l emen ts  or parts  of 
s tructu red  data  ob ject  types,  a l l  name  parts  are  con ta ined ,  separated  by dots  ( . ) ,  
d own  to  (bu t wi thou t)  the  l evel  where  the  fc  i s  defi ned .  I f an  SDO array e l emen t  i s  
se l ected ,  the  appropriate  name  part  con tai ns  at  i ts  end  before  a  poss ib l e  dot  the  
array e l emen t number i n  the  form  (ArrayE lemen tNumber)  

daName The  attri bu te  name  – i f m i ss i ng ,  a l l  a ttri bu tes  wi th  functi onal  characteri sti c  g i ven  
by fc  are  se lected .  For e l ements  or parts  of s tructu red  data  types,  a l l  n ame  parts  
are  con tai ned ,  separated  by dots  ( . ) ,  s tarti ng  at  the  l evel  where  the  fc  i s  defi ned .  I f 
an  attri bu te ’ s  array e l emen t  i s  se l ected ,  the  appropriate  attri bu te  name  part  
con ta i ns  a t  i ts  end  before  any separati ng  dot the  array e l emen t  n umber i n  the  form  
(ArrayE lemen tNumber)  

fc  Al l  attri bu tes  of th i s  functi onal  constra i n t  are  se l ected .  Possi b l e  constra in t  va l ues  
see  I EC  61 850-7-2 : 201 0  

i x  An  i ndex to  se lect  an  array e l emen t  i n  case  that  one  of the  data  e l emen ts  i s  an  
array.  The  i x  va l ue  sha l l  be  i den ti cal  to  the  ArrayE lemen tNumber va l ue  i n  the  
d oName  or d aName  part  

 

6.3.4 Functional  naming  

Redundant servers,  especial l y wi th  same  log ical  device  model ,  wi l l  l ead  to  mu l tip le  LNode  
a l locations  of the  same LN  class  to  the  same element i n  the  substation  /  process  structure,  
thus  having  the  same functional  name.  The  constrain ts  of the  SCL schema  do  not a l low more  
than  one  reference  to  a  LN  class  from  the  same  element i n  the  substation  /  process  structure  
to  guaran tee  un ique  functional  names.  Thus  the  a l location  of LN  classes  to  the  substation  / 
process  structure  i s  done  on ly for the  I ED,  wi th in  a  g roup  of redundant I EDs,  wh ich  does  not 
contain  the  eTr-IEC61 850-90-2 :RedundantServerTo  e lement.  The  eng ineering  tools  have  to  
support the  resolu tion  of the  functional  names  for the  redundant I EDs  of the  g roup.  

6.3.5  Examples  

Examples  of redundant cl i en t and  server configurations  are  g iven  in  Annex C  and  Annex D.  
The  sample  SCD  fi l es  are  val id ,  bu t may be  i ncomplete.  They are  there  sole ly for educational  
purpose  and  to  support the  understand ing  of the  usage  of the  new SCL elements.   

Add i tional ly the  sample  SCL fi l es  make  use  of the  use  cases  of 7 . 1 . 3 . 5.  

6.4 Securi ty aspects  

The  implemented  securi ty mechan isms  depend  on  the  requ i rements  of the  target system.  I f 
secure  exchange  of configuration  data  i s  requested ,  the  SCL data  can  be  secured  accord ing  
to  I EC  62351 -1 1 1 0.  The  relevant parts  of I EC  62351  may be  used  to  secure  the  configuration  
data  exchange  between  the  configuration  and  the  run time  system.  

_______________ 

1 0  To  be  publ i shed .  
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7  Basic Communication  Structure  – Principles  and  models  

7.1  Communication  and  Model l ing  aspects  

7. 1 . 1  General  

The  run  time  models  of I EC  61 850  are  used  d i rectl y for the  commun ication  to  the  con trol  
cen tre  appl ications.  The  existi ng  models  of I EC  61 850  can  be  used  for communication  wi th  
the  con trol  cen tre  appl ications  wi thou t add ing  new l og ical  nodes.  Harmon isation  of these  
models  wi th  CIM  models  are  not wi th in  the  scope  of th is  report.  Consistency wi th  the  
harmon isation  project between  CIM  and  I EC  61 850  wi l l  be  ensured .  A device  that needs  some 
fu rther d iscussions  wi th  regard  to  the  model l ing  aspects  i s  the  Proxy/Gateway i n troduced  in  
7 . 1 . 2 . 1 . 2 .  

7.1 .2  Communication  aspects  

7. 1 .2 .1  Basic  communication  arch itecture 

7. 1 .2 .1 . 1  General  

The  basic concept for commun ication  between  the  main tenance  or control  cen tre  and  the  
substation  i s  shown  in  F igure  25.  I t  consists  of the  fol lowing  e lements:  

•  Appl ications  runn ing  at  the  main tenance  or control  cen tre  l ocation  

•  Access  con trol  (access  con trol  con tains  one  or more  securi ty access  poin ts)  

•  The  wide  area  commun ication  network 

•  Proxy/Gateway 

•  I EDs  
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Maintenance or 

Control  Centre

IED

Proxy/Gateway

WAN

Substation  LAN

Indirect Access Direct Access

Access Control

Access Control Access Control
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Figure  25  – Communication  concept 

NOTE  Th i s  s impl i fi ed  concept  d iag ram  does  not  i l l u strate  a l l  e l ements  requ i red  for phys i cal  impl emen tati on ,  
secu ri ty aspects ,  etc.   

The  SCADA i n  the  control  centre  and  other appl ications  can  access  the  I ED  through  the  
Proxy/Gateway.  Other appl ications,  e . g .  i n  the  main tenance  cen tre,  l i ke  I ED  configuration  
tools  may bypass  the  Proxy/Gateway and  access  the  I ED  d i rectly via  a  securi ty access  poin t.  
These  two  commun ication  mechan isms  are  considered  i n  th is  techn ical  report.  

Network and  securi ty configurations  for both  access  methods  can  be  found  i n  I EC TR 62351 -
1 0:201 2,  6 . 4 . 3 .   

7.1 .2 .1 .2  Proxy/Gateway 

Appl ications  wi th  i nd i rect access  preferably access  the  I EC  61 850  in formation  from  a  
substation  th rough  a  Proxy/Gateway.  Reasons  for th is  i nclude:  

•  F i l tering  and  transformation  of i n formation  

•  Address  mapping  (e. g .  translation  from  a  product orien ted  addressing  scheme to  a  
functional  addressing  scheme)  

•  Reduction  of the  number of associations  to  be  establ i shed  and  supervised  

•  Physical  decoupl i ng  of networks  

•  Reduction  of commun ication  overhead  in  I EDs  and  appl ications  

•  Restriction  of access  methods  between  Proxy/Gateway and  appl ications  
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7.1 .2 .1 .3  IEDs  

The  I EDs  are  the  sources  for the  in formation  in  the  substation  l ocation .   

7.1 .2 .1 .4  WAN  – Wide  area  communication  network 

The  commun ication  network in terconnects  the  IED  or Proxy/Gateway typical ly l ocated  at the  
substation  and  the  appl ications  typical l y located  at the  con trol  cen tre  or main tenance  cen tre.  
For the  purposes  of th is  document i t  i s  assumed  that the  access  to  the  wide  area  network i s  
con trol led .  Access  control  can  be  done  by fi rewal ls  and  the  use  of role  based  access  
accord ing  to  I EC  TS  62351 -8: 201 1  and  key management accord ing  to  I EC  62351 -9 1 1 .  Refer 
a l so  to  5 . 9.5. 2 .  More  i n formation  on  the  use  of I EC  61 850  wi th  wide  area  networks  can  be  
found  in  I EC TR 61 850-90-1 2.  

7.1 .2. 1 .5  Appl ication  with  ind irect access  

These  appl ications  have  i nd i rect access  to  the  I ED  data  via  the  Proxy/Gateway,  e . g .  SCADA.  

7.1 .2. 1 .6  Appl ication  with  d i rect access  

These  appl ications  have  d i rect access  to  the  I ED  data  bypassing  the  Proxy/Gateway and  
accessing  the  substation  network d i rectly via  a  securi ty access  poin t,  e . g .  for d isturbance  
record ing  col l ection .  D i rect access  can  be  ach ieved  using  tunnel l i ng .  

7.1 .2.2  Services:  what services  apply?  

Model l i ng  an  I EC  61 850  server appl ication  requ i res  the  usage  of a  basic set of ACSI  classes.  
Some  services  are  common  for a l l  use  cases  and  therefore  are  l i sted  here  and  not repeated  i n  
each  use  case.  Those  services  i nclude:  

•  GenServerClass  model   

•  Appl ication  association  model  

– TWO-PARTY-APPLICATION-ASSOCIATION  (TPAA)  class  model  

•  GenLog icalDeviceClass  model  

•  GenLog icalNodeClass  model  

•  Generic data  object class  model  

•  Generic common  data  class  model  

•  DATA-SET class  model  

•  Model l i ng  of control  b lock classes  

•  Time  and  time-synchron ization  model  

Naming  conventions  are  the  same  as  g iven  i n  I EC  61 850-7-2: 201 0,  22 .  

Table  1 4  shows  the  typical  services  and  access  types  for the  d i fferent use  cases.  
Nevertheless  the  fi nal  design  of the  commun ication  system  depends  on  the  requ i rements  of 
the  customer.  Especial l y th is  table  does  not imply that the  usage  of a  Proxy/Gateway for the  
te lecontrol  use  case  i s  mandatory.   

_______________ 

1 1   U nder cons i derati on .  
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Table  1 4  – Use  case  vs.  IEC  61 850  – Service  table  

Area  Use  case  Access  
type  

IEC  61 850-7-2  service  i nvolved  

Telecon trol  Acqu i s i ti on  of 
s tatus  

I nd i rect REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

•  Bu ffered  reporti ng  

 Acqu i s i ti on  of 
measurement 

I nd i rect  REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

 Acqu i s i ti on  of 
a l arms  

I nd i rect  REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

•  Bu ffered  reporti ng  

 Remote  con trol  I nd i rect  CONTROL class model   

•  Con trol  wi th  normal  secu ri ty 

•  Con trol  wi th  enhanced  securi ty  

•  Time  acti vated  operate  

 Send i ng  
setpoi n t  

I nd i rect SETTING-GROUP-CONTROL-BLOCK class model  

•  SGCB  cl ass  services  

 Genera l  
i n terrogati on  

I nd i rect  REPORT-CONTROL-BLOCK class model  

•  G I  –  genera l - i n terrogati on   

 Con trol  
au thori ty 
managemen t 

I nd i rect  Hand led  as  an  app l i cati on  as  per I EC  61 850-7-4 : 201 0,  Annex B  

 Te l emon i tori ng  
b l ocking  

I nd i rect  Not  avai l ab le  i n  I EC  61 850-7-2 : 201 0 ,  descri bed  i n  7 . 1 . 3 . 6 . 9 .  
Hand led  as  an  appl i cati on .  

Distu rbance   Getti ng  l i s t  of 
d i s tu rbance  or 
fau l t  records  

D i rect   

 

F i l e  transfer model  

•  F i l e  services  

– GetServerDirectory(F I LE)  

 Getti ng  
d i s tu rbance  or 
fau l t  records  
correspond i ng  
to  a  g i ven  
peri od  of t ime  

D i rect   

 

 

 

F i l e  transfer mode l  

•  F i l e  services  

– GetServerDirectory(F I LE)  

– GetF i l eAttri bu teValues  

– GetFi l e   

 Getti ng  
d i s tu rbance  or 
fau l t  records  
for one  g i ven  
devi ce  

D i rect   

 

 

F i l e  transfer model  

•  F i l e  services  

– GetServerDirectory(F I LE)  

– GetF i l eAttri bu teValues   

– GetFi l e  

 Send i ng  
d i s tu rbance  or 
fau l t  records  

D i rect   

 

 

D i rect  /  
I nd i rect  

 F i l e  transfer model  

•  F i l e  services  

– SetF i l e  

REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

•  Bu ffered  reporti ng   

 Getti ng  
con fi gu rati on  
record i ng  
parameters  

D i rect   SETTING-GROUP-CONTROL-BLOCK class model  

•  SGCB  services  

– GetEd i tSGValue  
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Area  Use  case  Access  
type  

IEC  61 850-7-2  service  i nvolved  

 Setti ng  
con fi gu rati on  
record i ng  
parameters  

D i rect   SETTING-GROUP-CONTROL-BLOCK class model  

•  SGCB  services  

– Se l ectEd i tSG  

– GetEd i tSGValue   

–  SetEd i tSGValue  

– Confi rmEd i tSGValues  

– SelectActi veSG  

Coun ti ng  Acqu i s i ti on  of 
i n teg rated  
tota l s  

I nd i rect  REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

•  Bu ffered  reporti ng   

 Acqu i s i ti on  of 
i ncremental  
i n formati on  

I nd i rect  REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

•  Bu ffered  reporti ng   

 Request  
coun ti ng  
i n formati on  

I nd i rect  GenDataObjectClass  servi ces  

•  GetDataVal ues  

Power qua l i ty  Request  for 
power qua l i ty 
i n formati on  

I nd i rect  GenDataObjectClass  servi ces  

•  GetDataVal ues  

 Retri eve  LOG  
of power 
qua l i ty 
i n formati on  

D i rect 

 

 

 

D i rect 

F i l e  transfer model  

•  F i l e  services  

– GetF i l eAttri bu teValues  

– GetF i l e  

LOG-CONTROL-BLOCK class model  

•  LOG  services  

– QueryLogByTime  

– QueryLogAfter  

 Send i ng  of 
power qua l i ty 
i n formati on  

D i rect  /  
I nd i rect  
 
 

D i rect 

 

 

 

D i rect 

REPORT-CONTROL-BLOCK class model  

•  U nbu ffered  reporti ng  

•  Bu ffered  reporti ng  

F i l e  transfer model  

•  F i l e  services  

– GetF i l eAttri bu teValues  

– GetF i l e  

LOG-CONTROL-BLOCK class model  

•  LOG  services  

– QueryLogByTime  

– QueryLogAfter  

Asset  Request  for 
asset  
i n formati on  

D i rect  /  
I nd i rect  

GenDataObjectClass services 

•  GetDataVal ues  

Parameter 
con fi gu rati on   

Request  for 
con fi gu rati on  
fi l es  

D i rect  /  
I nd i rect  

F i l e  transfer model  

•  F i l e  services  

– GetF i l eAttri bu teValues  

– GetFi l e  

 Send i ng  
con fi gu rati on  
fi l es  

D i rect  /  
I nd i rect  

F i l e  transfer model  

•  F i l e  services  

– SetF i l e  
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Area  Use  case  Access  
type  

IEC  61 850-7-2  service  i nvolved  

 Request  for 
operati onal  
parameters  

D i rect  /  
I nd i rect  

SETTING-GROUP-CONTROL-BLOCK class model  

•  SGCB  services  

– Se l ectEd i tSG  

– GetEd i tSGValue   

– SetEd i tSGValue  
Confi rmEd i tSGValues  

 Setti ng  
operati onal  
parameters  

D i rect  /  
I nd i rect  

SETTING-GROUP-CONTROL-BLOCK class model  

•  SGCB  services  

– Se l ectEd i tSG  

– GetEd i tSGValue   

–  SetEd i tSGValue  

– Confi rmEd i tSGValues   

– SelectActi veSG  

 

7.1 .2 .3  Communication  arch itectures  for d i rect access  

The  use  of rou table  network protocols  a l lows  d i rect access  to  I EDs  wi th in  substations  from  a  
main tenance  or con trol  cen tre.  The  data  exchange  between  the  control  cen tre  LAN  and  the  
substation  LAN  takes  p lace  over a  publ ic  or private  wide  area  network (WAN).  Rou ters  
separate  the  broadcast domains  and  forward  rou table  data  to  the  destination  address.  
I EC  61 850-8-1 : 201 1  defines  the  commun ication  mapping  used  for d i rect access.   

Access  to  the  networks  shou ld  be  con trol led  by securi ty mechan isms as  defined  i n  the  
I EC  62351  series.  Network eng ineering  gu idel ines  as  per I EC TR 61 850-90-1 2  shou ld  be  
fol lowed .   

For I EC  61 850  the  re levant kinds  of traffic wou ld  be  TCP/IP  (for cl i en t/server commun ication)  
and  mu l ticast messages  on  Ethernet l ayer 2  (GOOSE  and  SV).  No  use  cases  for GOOSE and  
SV have  been  i den ti fi ed  wi th in  the  scope  of th is  techn ical  report.  Mu l ticast and  Broadcast 
messages  from  wi th in  the  substation  are  not forwarded  to  the  control  cen tre.  Substation  to  
con trol  cen tre  commun ication  on ly has  to  carry l ayer 3  traffic.  

F igure  26  shows  the  concept of d i rect access  from  the  main tenance  or control  cen tre  to  I EDs  
wi th in  the  substation .   

I EC  TR 61 850-90-1 2  provides  gu idel i nes  for redundant commun ication  setups  using  WANs.   
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Figure  26  – SS  to  CC  communication  via  d i rect access  

7. 1 .2 .4 Communication  arch itectures  for ind irect access  

7. 1 .2 .4.1  General  

I nd i rect access  i s  used  for,  bu t not l im i ted  to,  SCADA appl ications.  I n  order to  ach ieve  the  
avai labi l i ty of substation  to  con trol  centre  commun ication  that i s  requ i red  for a  particu lar 
appl ication ,  redundancy concepts  may be  appl ied .  

The  principle  of functional  redundancy i s  a  proven  method .  Functional  redundancy means  the  
add i tional  use  of functional l y i den tical  or comparable  resources,  wh ich  are  not requ i red  during  
normal  operation .  I n  the  present appl ication  these  resources  can  be  hardware  components,  
l og ical  functions,  commun ication  paths,  or data  storage.  
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Figure  27  – Basic  configuration  for ind irect access  

The  basic configuration  consists  of:   

•  A Proxy/Gateway computer i nclud ing  an  ACSI  cl ien t and  ACSI  server function  and  at  
l east one  network in terface.  Typical l y ACSI  cl ien t and  ACSI  server are  using  d i fferent 
network i n terfaces.  

•  A fron tend  computer i nclud ing  an  ACSI  cl ien t and  at  l east one  network in terface.  

•  A fron tend  appl ication  that hand les  the  functional  redundancy of the  frontend .  
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Proxy/Gateway and  fron tend  computer are  l og ical ly connected  via  a  physical  WAN  connection  
by means  of rou ters.  Redundant SCADA appl ications,  databases,  I EDs  or other e lements  not 
shown  i n  F igure  27  are  not i n  the  scope  of th is  techn ical  report.  

An  ACSI  cl ien t or server accord ing  to  th is  techn ical  report i s  typical ly one  instance  of a  
software  process,  implementing  an  I EC  61 850  cl i en t or server accord ing  to  I EC  61 850-8-
1 : 201 1 .  Each  cl i en t or server has  i ts  own  process  data  image  and  resources  such  as  con trol  
b locks  and  even t bu ffers.  To  benefi t  from  the  redundancy i t  i s  recommended  to  use  separate  
network i n terface  cards  for each  cl i en t or server and  keep  the  commun ication  networks  
separated ,  to  avoid  a  s ing le  poin t of fa i lu re.  

A physical  connection  shou ld  support the  associations  as  speci fied  i n  I EC  61 850-7-2: 201 0.  
Mapping  to  speci fic  profi l es  i s  se lected  i n  accordance  wi th  the  requ i rements  of the  appl ication  
functions.  

The  redundancy scheme may be  appl ied  to  the  basic system  configuration ,  wh ich  i s  g i ven  in  
F igure  27.  The  redundancy scheme has  been  chosen  to  fu l fi l  the  fol lowing  redundancy ru les:  

•  Proxy/Gateway appl ications  (substation )  and  fron t end  appl ications  (control  cen tre)  can  
hand le  mu l tip le  (N )  l og ical  associations.  

•  The  N  l og ical  associations  represent one  redundancy group.  

•  A l og ical  association  can  have  four states:  acti ve,  standby,  supervised  and  off.  

•  On ly one  log ical  association  i s  i n  acti ve  state,  a l l  other log ical  associations  of a  
redundancy g roup  are  in  standby state,  supervised  state  or off.  

•  The  Proxy/Gateway appl ication  i s  send ing  time-stamped  user data  in  paral le l  on  a l l  
l og ical  associations  i n  active  or standby mode  of a  redundancy group.  

•  The  fron tend  appl ication  defines  wh ich  log ical  association  of a  redundancy group  i s  i n  
active  state.  

NOTE  The  cl i en t  d eterm ines  i ncoming  user data  vi a  d i fferen t  l og i cal  connecti ons  to  be  i d en ti cal  on  d ata  
reference,  d ata  type,  con ten t  and  time  s tamp  basi s  ( time  s tamp  accord i ng  to  I EC  61 850-7-2 : 201 0,  6 . 1 . 2 . 9 .  The  
cl i en t  may use  a  t ime  wi ndow for d i scrim i nati on  of i den ti cal  user d ata .  

I t  i s  not  necessary that  the  u ser data  sen t vi a  d i fferen t  l og i cal  associati ons  of a  redundancy g roup  has  to  be  
generated  ou t of a  common  process  data  image.  

7.1 .2 .4.2  Selection  of the  specific  communication  service  mapping  (SCSM)  

The  SS-CC commun ication  makes  use  of the  mapping  to  MMS  ( ISO 9506-1  and  I SO  9506-2)  
and  to  I SO/IEC 8802-3  as  speci fied  i n  I EC  61 850-8-1 : 201 1 .  Add i tional  T-Profi les  may be  used  
for WAN  commun ication .  See  a lso  I EC  TR 61 850-90-1 2 .  

7.1 .2 .4.3  Association  model  

The  two  party appl ication  association  class  model  accord ing  to  I EC  61 850-7-2: 201 0  i s  used .  
The  appl ication  of ded icated  protection  mechan isms,  i . e .  to  ensure  source  au thentication ,  
message  i n tegri ty and  confidentia l i ty i s  recommended .  Au then tication  for I EC  61 850  i s  
defined  in  I EC  TS  62351 -4: 2007.  Refer to  5 . 9. 5. 2  a l so.  

7.1 .2 .4.4 Association  states  

The  status  of an  association  between  the  fron tend  appl ication  and  the  Proxy/Gateway 
appl ication  i s  con trol led  by the  frontend  appl ication .  An  association  can  have  the  states  
accord ing  to  Table  1 5.  The  table  defines  a lso  wh ich  actions  are  possib le  i n  that state.  
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Table  1 5  – Link states   

State  Reporting  Control  Setti ng  group 
control  

Logg ing  F i l e  
transfer 

Link 
supervis ion  

Off No  No  No  No  No  No  

Supervi sed  No  No  No  No  No  Yes  

S tandby Yes  No  No  No  No  Yes  

Active  Yes  Yes  Yes  Yes  Yes  Yes  

 

General l y the  frontend  appl ication  i s  responsible  to  fol low the  ru les  defined  i n  Table  1 5.   

State  Off 

No commun ication  between  the  frontend  cl ien t and  the  Proxy/Gateway.   

State  Supervised  

Frontend  cl ien t has  at l east establ ished  a  TCP/IP  connection  wi th  the  Proxy/Gateway and  
mon i tors  the  status  of the  l i nk.  No  data  exchange  on  appl ication  l evel .  

State  Standby 

Frontend  cl ien t has  establ ished  an  MMS  association  wi th  the  Proxy/Gateway and  enabled  the  
reporting .  Cl i en t may not i ssue  any con trol  action  on  th is  l i nk.  

State  Active 

Frontend  cl ien t has  establ ished  an  MMS  association  wi th  the  Proxy/Gateway and  enabled  the  
reporting .  Th is  l i nk i s  fu l l y functional .  Con trol  actions  may be  performed .  

7.1 .2 .4.5  Usage of buffered  and  unbuffered  reporting  

The  usage  of bu ffered  / unbuffered  reporting  depends  on  the  requ i red  redundancy 
configuration  and  the  operation  mode  of the  non  active  l i nk(s),  as  shown  in  Table  1 6 .  The  type  
of reporting  selected  for a  redundancy type  does  not imply that the  cl ien t has  enabled  the  
reporting .  Table  1 5  shows  whether reports  are  sen t i n  a  g i ven  l i nk state.  

Table  1 6  – Usage  of buffered  /  unbuffered  reporting  for the  redundancy schemes  

Redundancy type  Operating  mode   
of l i nk 

Reporting  type  
Alarms/events  

Reporting  type   
measurands  

Unbuffered  Buffered  Unbuffered  Buffered  

No  redundancy Off n /a  n /a  n /a  n /a  

Supervi sed  n /a  n /a  n /a  n /a  

S tandby n /a  n /a  n /a  n /a  

Acti ve  No  Yes  Yes  Yes  

AccessPoin t   
redundancy 

 

Off No  Yes  Yes  Yes  

Supervi sed  No  Yes  Yes  Yes  

S tandby Yes  Yes  Yes  Yes  

Acti ve  Yes  Yes  Yes  Yes  

Devi ce   
redundancy 

Off No  Yes  Yes  Yes  

Supervi sed  No  Yes  Yes  Yes  
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Redundancy type  Operating  mode   
of l i nk 

Reporting  type  
Alarms/events  

Reporting  type   
measurands  

Unbuffered  Buffered  Unbuffered  Buffered  

 S tandby Yes  Yes  Yes  Yes  

Acti ve  Yes  Yes  Yes  Yes  

Mu l ti p l e   
redundancy 

 

Off No  Yes  Yes  Yes  

Supervi sed  No  Yes  Yes  Yes  

S tandby Yes  Yes  Yes  Yes  

Acti ve  Yes  Yes  Yes  Yes  

 

7.1 .2 .4.6  Selection  gu ide  for redundancy configurations  

The  supported  redundancy schemes  a l l ow a  variety of configurations.  Table  1 7  wi l l  g ive  a  
gu idel ine  wh ich  configuration  i s  preferably used  depend ing  on  the  requ i rements.  

Table  1 7  – Requirements  versus  redundancy scheme 

Requ i rement No  
redundancy 

Access  
poin t   

redundancy 

Device   
redundancy  
frontend  

Device   
redundancy  
frontend  
and  proxy 

Mu l tiple   
redundancy 

Data  exchange  between  
Proxy/Gateway and  fron tend  

yes  yes  yes  yes  Yes  

Hand le  s i ng l e  fa i l u re  i n  
commun icati on  network  

no  yes  yes  yes  Yes  

Hand le  a  s i ng l e  fa i l u re  i n  con trol  
cen tre  /  SCADA appl i cati ons  

no  no  yes  yes  Yes  

Hand le  a  s i ng l e  fa i l u re  i n  the  
Proxy/Gateway appl i cati on   

no  no  no  yes  yes  

 

7.1 .2 .5  Redundancy configurations  

7. 1 .2 .5. 1  General  

I n  the  fol lowing  redundancy configurations  (F igure  28  to  Figure  32)  the  active  l i nk i s  shown  in  
g reen  colour.  Standby l i nks  are  shown  i n  b l ue  colour.   

7.1 .2 .5.2  No  redundancy 

The  configuration  i n  F igure  28  implements  the  basic functional i ty of a  SS-CC commun ication .  
I t  i s  a  s imple  cl i en t /  server scheme wi thou t redundancy.  
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Figure  28  – Configuration  without redundancy 

Buffered  reporting  may be  used  to  avoid  loss  of data  i n  case  of short commun ication  
i n terruptions.  Resources  for bu ffering  data  on  the  Proxy/Gateway computer are  l im i ted ;  
therefore  a  l ong  l asting  i n terruption  of the  commun ication  may resu l t  i n  l oss  of data.  

7.1 .2 .5.3  AccessPoint redundancy 

The  configuration  i n  F igure  29  provides  a  network redundancy.  Two i ndependent ACSI  cl ien ts  
establ ish  an  i ndependent association  to  a  Proxy/Gateway server.  The  cl ien t redundancy log ic 
takes  care  that the  data  of on ly one  commun ication  l i nk i s  forwarded  to  SCADA and  other 
con trol  cen tre  appl ications.  The  te lecommun ication  provider has  to  ensure  that each  l i nk has  
a  separate  path  th rough  the  WAN  to  avoid  a  s ing le  poin t  of fa i l u re.  The  second  l i nk i s  e i ther 
supervised  or standby and  the  received  data  are  temporari ly stored  in  a  standby bu ffer (refer 
to  7 . 1 . 2 . 5. 1 0).  
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Figure  29  – AccessPoint redundancy 

Buffered  reporting  may be  used  i n  supervised  mode.  I n  th is  case  the  bu ffer time  i n  the  
Proxy/Gateway shal l  be  greater than  the  time  to  detect the  l oss  of the  association  on  the  
active  l i nk p lus  the  time  to  establ ish  the  association  on  the  standby l i nk.  

NOTE  I t  i s  assumed  that  i n  case  of s tandby mode  on l y the  data  of the  acti ve  l i nk i s  processed  by the  SCADA.   

As a  variation  of the  redundancy configuration  shown  in  F igure  29,  i t  i s  a l so  possib le  to  have  
on ly one  ACSI  Server i n  the  Proxy/Gateway computer.  Th is  ACSI  server i s  then  connected  to  
two  access  poin ts.  I n  th is  variation  both  ACSI  cl ien t associations  can  use  d i fferen t RCB 
instances,  or the  same (B)RCB  instance  at the  one  ACSI  server.  I n  the  second  case  on ly the  
l i nk modes  ‘supervised ’  and  ‘off’  are  possible.  From  server perspective  the  two  cl i en ts  appear 
as  the  same IED  wi th  d i fferent IHMI  log ical  node  instances.  
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7.1 .2 .5.4 Device  redundancy of frontend  computers  

The  configuration  i n  F igure  30  provides  a  network redundancy p lus  a  redundant fron tend  
computer i n  the  control  cen tre.  The  telecommun ication  provider has  to  ensure  that each  l i nk 
has  a  separate  path  through  the  WAN  to  avoid  a  s i ng le  poin t of fa i lu re.  Two  independent 
ACSI  cl i en ts  runn ing  on  two  independent fron tend  computers  establ i sh  an  i ndependent 
association  to  a  s ing le  Proxy/Gateway server wi th  mu l tip le  access  poin ts  i n  the  substation .  
The  second  l i nk i s  e i ther supervised  or standby and  the  received  data  are  temporari ly stored  
i n  a  standby buffer (refer to  7 . 1 . 2 . 5. 1 0).  
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Access Control
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Figure  30  – Device  redundancy of frontend  computers  

Buffered  reporting  may be  used  i n  supervised  mode.  I n  th is  case  the  bu ffer time  in  the  
Proxy/Gateway shal l  be  g reater than  the  time  to  detect the  loss  of the  association  on  the  
active  l i nk p lus  the  time  to  establ ish  the  association  on  the  standby l i nk.  

NOTE  I t  i s  assumed  that  i n  case  of s tandby mode  on l y the  data  of the  acti ve  l i nk i s  processed  by the  SCADA.   

As a  variation  of the  redundancy configuration  shown  i n  F igure  30,  i t  i s  a l so  possib le  to  have  
on ly one  ACSI  Server i n  the  Proxy/Gateway computer.  Th is  ACSI  server i s  then  connected  to  
two  access  poin ts.  I n  th is  variation  both  ACSI  cl ien t associations  can  use  d i fferen t RCB 
instances,  or the  same (B)RCB  instance  at the  one  ACSI  server.  I n  the  second  case  on ly the  
l i nk modes  ‘supervised ’  and  ‘off’  are  possible.  From  server perspective  the  two  cl i en ts  appear 
as  two  d i fferen t bu t cooperating  I EDs  sharing  the  same  RCBs.   
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7.1 .2 .5.5  Device  redundancy of Proxy/Gateway and  frontend  computers  

The  configuration  in  F igure  31  provides  a  network redundancy p lus  redundant fron tend  and  
Proxy/Gateway computers.  The  telecommun ication  provider has  to  ensure  that each  l i nk has  a  
separate  path  through  the  WAN  to  avoid  a  s ing le  poin t  of fa i lu re.  Each  ACSI  cl ien t on  the  
fron tend  computers  establ ishes  an  i ndependent association  to  an  i ndependent Proxy/Gateway 
server i n  the  substation .  The  second  l i nk i s  e i ther supervised  or standby and  the  received  
data  are  temporari l y stored  i n  a  standby bu ffer (refer to  7 . 1 . 2 . 5. 1 0).  
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Frontend  Computer,  physical Frontend  Computer,  physical

ACSI  Cl ient

ACSI  Server

Proxy/Gateway Computer,  physical Proxy/Gateway Computer,  physical
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Figure  31  – Device  redundancy of Proxy/Gateway and  frontend  computers  

Buffered  reporting  may be  used  i n  supervised  mode.  I n  th is  case  the  buffer time  in  the  
Proxy/Gateway shal l  be  g reater than  the  time  to  detect the  loss  of the  association  on  the  
active  l i nk p lus  the  time  to  establ i sh  the  association  on  the  standby l i nk.  

NOTE  I t  i s  assumed  that  i n  case  of s tandby mode  on l y the  data  of the  acti ve  l i nk i s  processed  by the  SCADA.   
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7.1 .2 .5.6  Mu ltiple  redundancies  

The  configuration  in  F igure  32  provides  an  enhanced  redundancy scheme wi th  four 
i ndependent associations  belong ing  to  one  redundancy group.  The  te lecommun ication  
provider has  to  ensure  that each  l i nk has  a  separate  path  th rough  the  WAN  to  avoid  a  s ing le  
poin t of fa i lu re.  Each  ACSI  cl ien t on  the  fron tend  computers  establ i shes  an  independent 
association  to  an  i ndependent Proxy/Gateway server i n  the  substation .  The  other l i nks  are  
e i ther supervised  or standby and  the  received  data  are  temporari l y stored  i n  a  standby bu ffer 
for each  l i nk (refer to  7 . 1 . 2 . 5. 1 0) .  
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Figure  32  – Mu l tiple  redundancies  

Buffered  reporting  may be  used  i n  supervised  mode.  I n  th is  case  the  bu ffer time  in  the  
Proxy/Gateway shal l  be  g reater than  the  time  to  detect the  loss  of the  association  on  the  
active  l i nk p lus  the  time  to  establ i sh  the  association  on  the  standby l i nk.  

NOTE  I t  i s  assumed  that  i n  case  of s tandby mode  on l y the  data  of the  acti ve  l i nk i s  processed  by the  SCADA.   

As a  variation  of the  redundancy configuration  shown  in  F igure  32,  i t  i s  a l so  possib le  to  have  
on ly one  ACSI  Server per Proxy/Gateway computer.  Th is  ACSI  server i s  then  connected  to  
two  access  poin ts.  I n  th is  variation  both  ACSI  cl ien t associations  from  the  same  fron tend  I ED  
can  use  d i fferen t RCB  instances,  or the  same  (B)RCB instances  at the  one  ACSI  server.  I n  
the  second  case  on ly the  l i nk modes  ‘supervised ’  and  ‘off’  are  possible.  From  server 
perspective  the  two  cl ients  appear as  the  same  IED  wi th  d i fferen t IHM I  log ical  node  i nstances,  
connected  via  the  same  or d i fferen t server access  poin ts.   
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7.1 .2 .5.7  Transport rel iabi l i ty 

Whi lst a  commun ication  path  between  sender and  receiver exists,  the  rel iabi l i ty and  order of 
the  data  i s  provided  by the  use  of the  TCP transport l ayer.  TCP al lows  detecting  the  l oss  of 
data  and  wi l l  au tomatical ly retransmi t  data  that are  not acknowledged  by the  receiving  s ide.  

To  support the  detection  of m issing  reports  on  appl ication  l evel  the  ACSI  cl ien t i n  the  fron t 
end  computer may set the  fol lowing  OptFlds  of the  report:  

•  sequence  number ( to  i nclude  SqNum  i n  the  report)  

•  report-time-stamp (to  i nclude  TimeOfEntry i n  the  report)   

•  bu ffer-overflow (to  i nclude  BufOvfl  i n  the  report)  

•  en tryID  (to  i nclude  En tryID  in  the  report)  

The  ACSI  server i n  the  Proxy/Gateway computer has  to  support these  OptFlds.  

Redundancy and  buffered  reporti ng  may be  used  to  i ncrease  the  transport re l i abi l i ty i n  case  of 
i n terruptions  of the  active  l i nk.  

7.1 .2 .5.8  Link supervision  

Link supervis ion  i s  essentia l  for a  rel i able  detection  of a  l i nk l oss.  As  defined  in  I EC  61 850-8-
1 : 201 1  the  TCP_KEEPALIVE  accord ing  to  RFC 1 1 22  i s  used .   

The  recommended  m in imum-maximum  value  of the  al lowable  time  range  i s  equal  to  the  
m in imum  transfer time  of the  used  performance  classes  accord ing  to  Table  5.  

7.1 .2 .5.9  Cl ient redundancy log ic 

The  task of the  cl i en t redundancy log ic i s  to  manage  the  swi tchover between  the  avai lable  
l i nks  i n  redundant systems.  When  the  l i nk supervis ion  s i gnals  a  connection  l oss  to  the  cl ien t 
redundancy log ic the  active  l i nk wi l l  go  to  the  standby or supervised  mode.  The  next avai lable  
l i nk wi l l  change  from  standby or supervised  to  the  active  mode.  The  cl ien t redundancy log ic 
wi l l  not swi tch  to  supervised  l i nks  when  the  l i nks  supervis ion  i nd icates  a  commun ication  error.  
I n  case  the  non-active  l i nks  are  not supervised ,  the  cl ien t redundancy log ic wi l l  swi tch  to  the  
next l i nk.  Eventual l y i t  may happen  that the  now active  l i nk cannot connect to  the  
Proxy/Gateway server e i ther.  I n  th is  case  the  redundancy log ic wi l l  swi tch  to  the  next l i nk,  or 
when  a l l  avai lable  l i nks  have  been  probed ,  back to  the  in i tia l  l i nk.  Whether the  redundancy 
log ic con tinues  to  probe  the  other l i nks  at the  same  or a  l ower rate  or remains  on  the  in i tia l  
l i nk i s  a  matter of configuration .  

The  order i n  wh ich  the  l i nks  are  tested  i s  an  implementation  i ssue.   

One  l i nk may be  defined  as  a  preferred  l i nk.  After system  start up  the  redundancy log ic wi l l  
fi rst use  the  preferred  l i nk to  establ i sh  a  connection  wi th  the  Proxy/Gateway server i n  the  
substation .  When  another l i nk i s  set to  preferred ,  the  redundancy log ic wi l l  i n i tiate  a  swi tch  
over to  the  preferred  l i nk.   

Add i tional ly the  cl ien t redundancy l og ic implements  the  bu ffer hand l i ng  accord ing  to  
7. 1 . 2 .5. 1 0.  

NOTE  Whether a  non -acti ve  l i nk i s  i n  s tate  s tandby mode  or supervi sed  mode  depends  on  the  con fi gu rati on  of the  
u sage  of l i nk supervi s i on  for the  redundan t  l i n ks.  
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7.1 .2 .5. 1 0  Buffer Handl ing  

Commun ication  buffers  are  requ i red  to  support the  redundancy schemes.  Wi thou t add i tional  
bu ffering  seamless  swi tchover between  the  l i nks  i s  not possib le.  The  principle  commun ication  
arch i tecture  i nclud ing  the  bu ffers  i s  shown  in  F igure  33.   

Data  received  by the  Proxy/Gateway cl i en t from  the  I ED  i s  forwarded  to  a l l  Proxy/Gateway 
servers,  depend ing  on  the  redundancy configuration  wi th in  the  substation .  How th is  i s  done  i s  
a  l ocal  i ssue  of the  Proxy/Gateway implementation .  

When  unbuffered  reporting  i s  used  for the  control  cen tre  connection  there  are  no  bu ffers  on  
the  Proxy/Gateway s ide.  When  no  redundancy i s  implemented ,  or the  redundant l i nks  are  
operated  in  supervised  mode,  th is  may resu l t  i n  l oss  of data  during  the  swi tchover from  the  
formerly active  l i nk to  the  now active  l i nk.  Bu ffered  reporti ng  may be  used  to  overcome th is  
s i tuation .  The  report bu ffers  have  to  be  b ig  enough  to  bu ffer a l l  data  changes  that appear 
during  the  swi tchover.  The  requ i red  s ize  depends  on  the  update  rate  of the  reported  data,  the  
number of data  to  report and  the  swi tchover time  and  therefore  cannot be  determined  in  
advance.  

When  the  redundant l i nks  are  operated  i n  standby mode  the  data  wi l l  be  transferred  in  paral l e l  
on  a l l  commun ication  l i nks.  On  the  one  hand  th is  a l l ows  the  swi tch  over between  these  l i nks  
wi thou t loss  of data;  on  the  other hand  i t  may be  requ i red  to  implement a  method  to  hand le  
data  that has  been  received  on  mu l tiple  l i nks.   

The  data  received  on  the  standby l i nks  are  stored  i n  a  l i nk speci fic  standby bu ffer.  Data  wi l l  
be  deleted  from  the  standby bu ffer after a  configurable  time  when  no  swi tchover happens.  
The  deletion  time  has  to  be  g reater than  the  time  to  detect a  commun ication  error on  the  
active  l i nk p lus  the  time  requ i red  to  swi tch  over to  the  redundant l i nk.  To  avoid  race  cond i tions  
i n  the  potentia l  dupl icate  fi l ter the  standby l i nk does  not forward  the  received  data  to  the  
SCADA appl ication .  

When  a  l i nk swi tchover has  taken  place,  a l l  en tries  i n  the  standby bu ffer are  forwarded  to  the  
con trol  centre  appl ications  (SCADA,  etc. )  before  new incoming  data  of the  now active  l i nk are  
forwarded .  As  I EC  61 850  uses  time-stamped  data,  the  dupl icate  fi l ter can  detect and  remove  
dupl icate  data  based  on  the  timestamp.  The  dupl icate  fi l ter keeps  track of a l l  MMS  addresses  
and  thei r l ast  received  timestamp.  When  a  data  object value  i s  sen t to  the  dupl icate  fi l ter,  the  
fi l ter checks  whether the  data  object belong ing  to  i t  has  been  seen  before.  I f not,  the  data  
object i s  added  to  the  reposi tory,  together wi th  the  timestamp and  poten tia l l y other fi l ter 
cri teria  and  forwarded  to  the  SCADA appl ication(s).  The  dupl icate  fi l ter checks  the  timestamps  
of the  received  data.  Data  objects  wi th  timestamps  older than  the  en try i n  the  reposi tory wi l l  
be  d iscarded .  When  the  timestamp i s  newer the  reposi tory wi l l  be  updated  wi th  the  new 
timestamp and  the  data  object value(s)  wi th  timestamp and  qual i ty wi l l  be  forwarded  to  the  
SCADA appl ication (s).  The  detai l ed  hand l ing  of the  standby bu ffer and  detection  of dupl icate  
data  i s  a  l ocal ,  implementation  speci fic  topic and  therefore  ou t of the  scope  of th is  techn ical  
report.  
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Figure  33  – Usage  of buffers  and  dupl icate  fi l ter 
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7.1 .3  Proxy/Gateway model  

7. 1 .3.1  General  

I EC  61 850-7-1 : 201 1 ,  8 . 2 . 3 ,  describes  the  use  of proxies  and  gateways.  Subclause  7 . 1 . 3. 2  
extends  the  model l i ng  ru les  of I EC  61 850-7-1 : 201 1 .  Whether a  Proxy/Gateway 
implementation  supports  the  fu l l  set of model  transformations  or on ly a  subset i s  a  l ocal  i ssue  
and  depends  on  the  capabi l i ti es  of the  Proxy/Gateway.   

7.1 .3.2  Model l ing  ru les  

The  basic requ i rements  of the  Proxy/Gateway are  as  fol lows:  

•  The  Proxy/Gateway cl ien t and  server s ide  are  treated  as  separate  I EDs.  I n  case  of 
physical  redundancy of an  IED,  each  device  has  i ts  own  SCL description .  The  
commun ication  i n terface  of the  I ED  is  described  by appropriate  SCL objects  i n  - icd ,  -
i i d ,  -cid ,  -sed  and  -scd  fi l es  accord ing  I EC  61 850-6: 2009.  

•  Al l  data  from  the  I EDs  that are  used  by the  con trol  cen tre  are  included  on  the  
Proxy/Gateway data  model .   

•  A l og ical  node  that appears  i n  the  data  model  of the  Proxy/Gateway  

– i ncludes  a l l  mandatory data  of the  respective  l og ical  node  of the  I ED.  

– i ncludes  those  optional  data  of the  respective  log ical  node  of the  I ED,  wh ich  are  
used  by the  con trol  cen tre.  

– sets  the  val id i ty of data  objects  to  i nval id  and  the  detai lQual  to  fai lu re  i n  case  the  
data  i s  not received  from  the  respective  IED.  Al l  other data  attribu tes  of those  data  
objects  con tain  a  value  bu t cannot be  used  for fu rther processing .  

– sets  the  val id i ty of data  objects  to  questionable  and  the  detai lQual  to  oldData  i n  
case  the  data  was  not updated  during  a  speci fi c  time  i n terval  (e. g .  due  to  “fa i l  
s i l en t”  errors)  See  a lso  I EC  61 850-7-3: 201 0,  6 . 2 . 8  for more  detai l s  on  the  re lation  
between  qual i ty i den ti fiers.  

•  I n  principle  the  con trol  process  i s  transparent th rough  the  Proxy/Gateway,  bu t i ncludes  
appropriate  error hand l ing  as  described  i n  7 . 2 . 2 .  

•  A Proxy/Gateway implements  at l east one  l og ical  device  that re lates  to  the  
Proxy/Gateway i tsel f.   

•  I t  has  to  be  ensured  that a l l  necessary data  i s  avai lable  for the  correct operation  of the  
i n tended  functional i ty (Mod /Beh).  

•  To  model  the  re lation  between  the  Proxy/Gateway and  the  orig inal  physical  device  the  
common  LN  class  defin i ti on  from  IEC  61 850-7-4: 201 0  i s  extended  by one  data  object.   
Table  1 8  shows  on ly the  new (add i tional )  data  object.  Th is  new data  object i s  i n  the  
namespace “(Tr)IEC 61 850-90-2 :201 5A”.  Th is  namespace  i s  transi tional  accord ing  to  
I EC  61 850-7-1 : 201 1 ,  1 3 .3 . 2 .   

Table  1 8  – Extension  of the  common  LN  class  

Common  LN  class  

Data  obj ect name  Common  
data  cl ass  

Exp l anati on  T  M /O/C  

Data  obj ects  

Mandatory and conditional logical node information (shall be inherited by ALL LN but LPHD)  

Data objects  

Mir SPS  I f true,  the  LN  i s  a  m i rror and  represen ts  a  LN  from  
another LD  that does  not refl ect  th i s  phys ical  devi ce.  I f 
fa l se,  i t  i s  recommended  to  om i t  the  data  ob ject  M i r.  

 C6  

Cond i ti on  C6:  i f and  on l y i f the  LN ,  con tai n i ng  the  d ata  obj ect  M i r,  m i rrors  a  LN  from  another LD  that  does  not  
refl ect th i s  phys ical  device  ( i n  wh i ch  case  i ts  s tVal  must  be  true).  
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7.1 .3.3  Naming  

7. 1 .3.3. 1  General  

There  i s  a  need  to  un iquely i den ti fy an  object wi th in  the  CC appl ication .  Curren tl y,  I EC 61 850-
7-2 :201 0  defines  references  of objects  as  fol low:  

Log ical  node  reference:   <LDName>/<LNName>  

Data  object reference:    <LDName>/<LNName> .<DOName>  

I EC  61 850-6:2009,  8 . 5. 3,  g ives  more  detai ls  on  s ignal  i den ti fication .  

7.1 .3.3.2  Product-related  naming  

Using  product re lated  naming  the  LDName is  bu i l d  by the  concatenation  of the  IED  name and  
the  I ED  relative  LD  i nstance  i denti fication .   

I n  consequence  the  I ED  name  of the  Proxy/Gateway has  to  be  un ique  wi th in  the  con trol  
cen tre  SCD fi l e .  Addressing  i n formation  from  the  con trol  cen tre  then  typical ly resu l ts  i n  a  
product speci fic  name.  

The  product re lated  names  for the  cu rren t measurements  i n  F igure  34  i n  the  Proxy/Gateway 
wou ld  be:   

•  I ED99IED2MEAS/MMXU1 .A 

•  I ED99IED4MEAS/MMXU2.A 

Exchang ing  the  substation  I ED  wi th  an  I ED  wi th  another I ED  name  or a  d i fferent LN  structure  
wou ld  d i rectl y impact the  address  of the  Proxy/Gateway server,  as  the  I ED  name and  LD  
name are  part  of the  data  object address  of the  Proxy Gateway server.  

7.1 .3.3.3  Function-related  naming  

The  address  structure  of the  SS-CC i n terface  shou ld  be  independent of the  product related  
naming  wi th in  the  substation ,  to  a l low device  exchange  and /or reconfiguration  wi thou t 
affecting  the  con trol  centre  i n terface.   

Th is  goal  can  be  ach ieved  by the  use  of function  related  naming .  Function  re lated  naming  
uses  the  substation  topology to  create  LD  names  i n  the  Proxy/Gateway server accord ing  to  
the  substation  topology.  

The  function  related  names  for the  cu rren t measurements  in  F igure  34  i n  the  Proxy/Gateway 
server wou ld  be:  

•  AA1 E1 Q1 T1 MMXU.A 

•  AA1 E1 Q2T1 MMXU.A 

The  un iqueness  of the  reference  i s  g iven  by the  un iqueness  of the  substation  name.   

For the  substation  – con trol  cen tre  in terface  the  usage  of function  related  naming  i s  preferred ,  
based  on  I EC  81 346-1 : 2009  and  I EC 81 346-2: 2009  as  recommended  by IEC  61 850-6:2009.   

The  whole  example  SCL fi l e  of the  substation  can  be  found  in  Annex C.   

For redundant systems  the  functional  reference  from  the  substation  section  to  the  I ED  log ical  
node  i s  done  on ly for that I ED  that does  not have  the  eTr-IEC61 850-90-2:RedundantServerTo 
element.  By th is  the  un iqueness  of the  LN  class  reference  can  be  ach ieved .  
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Figure  34 – Product related  naming  Proxy/Gateway 

7. 1 .3.4 Expressing  functional  l inks  between  the  Proxy/Gateway server model  and  the  
IED  data model  

To support end  to  end  testing  through  the  Proxy/Gateway functional  l i nks  between  the  data  
objects  i n  the  Proxy/Gateway server and  the  orig inal  source  of i n formation  i n  a  substation  I ED  
can  be  expressed ,  us ing  the  SCL extensions  defined  in  6 . 3. 3.  

I n  the  example  of Figure  34  the  LN  i nstance  “1 ”  of LN  class  “MMXU”,  of the  I ED  named  
“ IED2” ,  attached  to  the  bay “Q1 ” ,  of vol tage  level  “E1 ”  of the  substation  “AA1 ”  i s  mapped  to  
the  LN  i nstance  “1 ”  of LN  class  “MMXU”  of the  Proxy/Gateway named  “ I ED99”  i n  the  LD  
“ IED2MEAS”.  As  described  in  6 . 3 .3 .3  l i nks  can  be  created  on  each  l evel  of the  data  model  
us ing  the  element eTr-IEC61 850-90-2:ProxyOf.  
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I n  the  example  of F igure  34  the  reference  from  the  measurement LN  of the  Proxy/Gateway 
I ED99  wou ld  be:   

<LN lnClass="MMXU"  lnType="MMXU"  inst="1">  

 <Private type="eTr-IEC61850-90-2">  

  <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  ldInst="MEAS"   

   lnClass="MMXU"  lnInst="1"/>  

 </Private>  

</LN>  

 

7.1 .3.5  Use  cases  

7. 1 .3.5. 1  General  

I n  subclause  5. 1 0  requ i rements  for the  model l ing  of a  Proxy/Gateway server are  g iven .  I n  the  
fol lowing  subclauses  those  requ i rements  are  treated  in  more  detai l  and  the  correspond ing  
Proxy/Gateway server object model  i s  shown .  I n  the  use  case  examples  on ly those  LNs  and  
DOs  are  shown  that are  d i rectly i nvolved ,  a l l  other are  not shown  to  i ncrease  the  readabi l i ty.  

The  sample  SCL fi les  con tain ing  most of the  use  cases  can  be  found  i n  Annex C  and  
Annex D .  

7.1 .3.5.2  Use  Case  – Preserve  the  log ical  devices  coming  from  IED  level  as  log ical  
device  of the  Proxy/Gateway server 

The  Proxy/Gateway server repeats  the  object model  of the  orig inal  I ED  wi thou t mod i fying  the  
structure  of the  in formation  wi th in  the  Proxy/Gateway.  I n  other word ,  e i ther the  orig inal  l og ical  
device  i s  avai lable  or i s  not avai lable  wi th in  the  Proxy/Gateway I ED,  bu t i n  case  i t  i s  avai lable,  
the  orig inal  l og ical  nodes  are  member of the  same log ical  devices  wi th in  the  Proxy/Gateway 
IED.  F igure  35  i l l ustrates  such  a  Proxy/Gateway I ED.  The  I ED5  of bay Q2  con tains  the  l og ical  
device  COUNT,  wh ich  i s  repeated  in  the  Proxy/Gateway I ED99.  The  name  of the  LD  was  
changed  from  COUNT to  I ED5COUNT to  ensure  the  un iqueness  of the  LD  names i n  the  
Proxy/Gateway server.  To  show that the  Proxy/Gateway LD  I ED5COUNT is  not the  orig inal  
source  of the  data,  th is  LD  set the  data  LPHD.Proxy.stVal  to  TRUE.  The  l og ical  device  LD0  of 
the  Proxy/Gateway I ED  however con tains  l og ical  nodes  related  to  the  Proxy/Gateway I ED  
functional i ty i tsel f;  therefore  i ts  LPHD.Proxy.stVal  has  a  value  of FALSE.  
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Figure  35  – Model l ing  a  Proxy/Gateway IED  – Preserving  the  log ical  devices  

7 . 1 .3.5.3  Renaming  of log ical  devices  coming  from  IED  level  in to  log ical  device  of 
the  Proxy/Gateway server 

The  log ical  device  structure  of the  Proxy/Gateway i s  i ndependent of the  object model  i n  the  
orig inal  I ED.  The  new Proxy/Gateway server may support functional  naming  to  provide  an  
i n terface  to  the  con trol  cen tre  wh ich  i s  i ndependent of the  product re lated  naming  wi th in  the  
substation .  For th is  use  cases  the  log ical  devices  of the  I EDs  are  completely copied  to  the  
Proxy/Gateway server,  bu t the  LD  name  i s  changed  to  the  topolog ical  path  where  the  function  
i s  l ocated .  F igure  36  i l l ustrates  such  a  Proxy/Gateway I ED.  To  show that the  Proxy/Gateway 
LD  AA1 E1 Q2  i s  not the  orig inal  source  of the  data,  th is  LD  set the  data  LPHD.Proxy. stVal  to  
TRUE.  The  l og ical  device  LD0  of the  Proxy/Gateway I ED  however con tains  log ical  nodes  
related  to  the  Proxy/Gateway I ED  functional i ty i tsel f;  therefore  i ts  LPHD.Proxy. stVal  has  a  
value  of FALSE.  
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Figure  36  – Model l ing  a  Proxy/Gateway IED  – Renaming  of log ical  devices  

7 . 1 .3.5.4 Use  case  – Rearranging/Renaming  of log ical  nodes  coming  from  IED  level  
in to  log ical  device  of the  Proxy/Gateway server 

As stated  before  i t  may make  sense  to  h ide  IED  implementation  detai ls  from  the  control  
centre.  The  substation  topology i s  used  to  create  Log ical  Devices  and  the  l owest functional  
l evel  of the  h ierarchy i s  assigned  as  a  LN  prefix.  I n  the  example  in  F igure  37  the  l og ical  node  
Q0CSWI 1  of I ED1  has  been  renamed  to  QACSWI1 .  Add i tional l y the  i nstance  number of the  
LN  PTOC1  of I ED2  has  been  changed  to  2 .  Both  LNs  became part of the  new LD  AA1 E1 Q1 .  
To  show that the  Proxy/Gateway log ical  devices  AA1 E1 Q1 is  not the  orig inal  source  of the  
data  th is  LD  sets  the  data  LPHD.Proxy.stVal  to  FALSE.  The  l og ical  device  LD0  of the  
Proxy/Gateway I ED  con tains  log ical  nodes  related  to  the  Proxy/Gateway I ED  functional i ty 
i tsel f;  thus  i ts  LPHD.Proxy. stVal  has  a  value  of FALSE.  
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Figure  37  – Model l ing  a  Proxy/Gateway IED  – Rearranging  log ical  nodes  

When  l og ical  nodes  from  d i fferen t I EDs  are  merged  together i n to  one  l og ical  device  of the  
Proxy/Gateway server the  values  of Mod  and  Beh  requ i re  special  treatment.  The  value  of Mod  
and  Beh  of the  l og ical  device  in  the  Proxy/Gateway server i s  created  l ocal l y and  does  not  
reflect the  value  of Mod  and  Beh  of the  l og ical  devices  i n  the  source  I EDs.  The  value  of Mod  
of the  log ical  nodes  below the  new l og ical  device  i s  the  same as  i n  the  source  I EDs.  The  
value  of the  l og ical  node  Beh  depends  on  the  value  of the  log ical  device  Mod  in  the  
Proxy/Gateway server.  For more  detai l s  on  the  hand l ing  of Mod  and  Beh  see  7. 1 . 3 .6 . 4 .  

7.1 .3.5.5  Use  case  – Merge  of two or more  information  objects  coming  from  two or 
more  d ifferent log ical  nodes  at  IED  level  in to  one  log ical  node of the  
Proxy/Gateway server 

To ach ieve  an  IED  and  vendor i ndependent object model  for the  con trol  centre  commun ication  
l og ical  i nstances  from  one  or more  I EDs  cou ld  be  merged  together.  The  new log ical  node  
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con tains  data  objects  from  a l l  source  log ical  nodes.  For su re  th is  makes  sense  on ly for a  
l im i ted  number of l og ical  nodes.  As  an  example  the  l og ical  nodes  MMXU1  and  MMXU2  of 
I ED4  in  F igure  38  are  merged  together to  a  new log ical  node  MMXU1  i n  the  LD  AA1 E1 Q2  of 
the  Proxy/Gateway I ED99.  The  LN  MMXU1  of the  Proxy/Gateway i s  no  l onger an  exact copy 
of the  MMXU  log ical  nodes  i n  I ED4,  thus  the  LPHD.Proxy.stVal  of the  LD  AA1 E1 Q2  i s  set to  
FALSE.  The  l og ical  device  LD0  of the  Proxy/Gateway I ED  however con tains  l og ical  nodes  
related  to  the  Proxy/Gateway I ED  functional i ty i tsel f;  therefore  i ts  LPHD.Proxy.stVal  has  a  
value  of FALSE.  
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Figure  38  – Model l ing  a  Proxy/Gateway IED  – Merg ing  of log ical  nodes  
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7.1 .3.5.6  Use  case  – Spl i t  of in formation  objects  coming  from  one  log ical  node at  
IED  level  in to  two or more  log ical  nodes  of the  Proxy/Gateway server where  
each  log ical  node  contains  a  subset of the  in formation  objects  of the  
orig inal  log ical  node 

To ach ieve  an  IED  and  vendor i ndependent object model  for the  con trol  cen tre  commun ication  
one  l og ical  node  i nstance  of an  I ED  cou ld  be  spl i t  up  i n to  several  l og ical  nodes,  each  
con tain ing  on ly a  subset of the  data  objects  of the  source  l og ical .  For sure  th is  makes  sense  
on ly for a  l im i ted  number of l og ical  nodes.  As  an  example  the  log ical  node  MMXU1  of I ED2  in  
F igure  39  i s  spl i t  up  i n to  the  new log ical  nodes  MMXU1  and  MMXU2  i n  the  Proxy/Gateway 
I ED99.  The  l og ical  nodes  MMXU1  and  MMXU2  of the  Proxy/Gateway are  no  l onger an  exact 
copy of the  MMXU1  log ical  node  in  I ED2,  thus  the  LPHD.Proxy.stVal  of the  LD  AA1 E1 Q1  i s  
set to  FALSE.  The  log ical  device  LD0  of the  Proxy/Gateway I ED  con tains  log ical  nodes  
related  to  the  Proxy/Gateway IED  functional i ty i tsel f;  therefore  i ts  LPHD.Proxy.stVal  has  a  
value  of FALSE.  
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Figure  39  – Model l ing  a  Proxy/Gateway IED  – Spl i tting  of log ical  nodes  
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7.1 .3.5.7  Use  case  – Transform  a  generic  information  object (e.g .  GGIO,  GAPC. . . )  at  
IED  level  into  a  semantical ly defined  information  object of the  
Proxy/Gateway server 

Sometimes  s imple  IO  devices  wi th  a  fi xed  object model  ( typical ly us ing  GGIO  log ical  nodes)  
are  used  to  get access  to  some  auxi l iary data  i n  the  substation .  For use  i n  the  con trol  cen tre  
these  data  shou ld  be  transformed  to  semantical l y defined  data.   

I n  the  example  in  F igure  40  the  data  objects  I nd1  and  I nd2  of the  l og ical  node  GGIO1  i n  I ED6  
are  transformed  in to  the  data  objects  FADet and  SwArcDet of the  l og ical  node  SARC1  in  the  
LD  AA1 E1 Q2  of the  Proxy/Gateway I ED99.  Th is  l og ical  node  i s  l ocal  to  the  Proxy/Gateway,  
thus  the  LPHD.Proxy. stVal  of the  LD  AA1 E1 Q2  con tain ing  th is  LN  i s  set to  FALSE.  The  l og ical  
device  LD0  of the  Proxy/Gateway I ED  con tains  l og ical  nodes  related  to  the  Proxy/Gateway 
I ED  functional i ty i tsel f;  therefore  i ts  LPHD.Proxy. stVal  has  a  value  of FALSE.  
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Figure  40  – Model l ing  a  Proxy/Gateway IED  – Transform  to  semantical ly defined  LN  
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7.1 .3.5.8  Transform  a  specific  information  object (e.g .  MMTN)  at  IED  level  into  
another semantical ly defined  information  object of the  Proxy/Gateway 
server 

Sometimes  i t  i s  necessary to  create  semantical l y defined  data  ou t of other semantical l y 
defined  data,  e . g .  the  con trol  cen tre  expects  the  net apparen t energy TotVAh  as  measured  
value,  bu t from  the  I ED  i t  i s  on ly avai lable  as  counts  of a  metered  value.  Th is  requ i res  the  
data  objects  to  be  transformed  from  one  l og ical  node  to  another and  chang ing  the  common  
data  class.  Typical l y these  new data  objects  wi l l  not exist i n  the  target l og ical  node  and  have  
to  be  added  wi th  a  private  namespace.  I n  the  example  i n  F igure  41  the  data  objects  TotVAh,  
TotWh  and  TotVArh  of the  log ical  node  MMTR1  i n  I ED5  are  transformed  i n to  the  private  data  
objects  TotVAhMV,  TotWhMV and  TotVArhMV of the  l og ical  node  MMXN1  i n  the  
Proxy/Gateway I ED99.  Th is  log ical  node  i s  l ocal  to  the  Proxy/Gateway,  thus  the  
LPHD.Proxy. stVal  of the  LD  AA1 E1 Q2  con tain ing  th is  LN  i s  set to  FALSE.  The  log ical  device  
LD0  of the  Proxy/Gateway I ED  con tains  log ical  nodes  related  to  the  Proxy/Gateway I ED  
functional i ty i tsel f;  therefore  i ts  LPHD.Proxy.stVal  has  a  value  of FALSE.  
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Figure  41  – Model l ing  a  Proxy/Gateway IED  – Convert semantical ly defined  LNs  
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7.1 .3.5.9  Create  a  subset of an  array for the  Proxy/Gateway server 

Power Qual i ty devices  wi th in  the  substation  can  measure  harmon ic and  in terharmon ic values.  
Th is  detai led  i n formation  i s  requ i red  i n  the  main tenance  cen tre,  bu t often  not requ i red  in  that 
detai l  i n  the  con trol  cen tre.  To  reduce  the  amount of transmi tted  values,  e . g .  the  
i n terharmon ics  cou ld  be  sorted  ou t,  or the  number of harmon ics  i s  reduced .  

The  log ical  device  LD0  of the  Proxy/Gateway I ED  con tains  l og ical  nodes  re lated  to  the  
Proxy/Gateway I ED  functional i ty i tsel f;  therefore  i ts  LPHD.Proxy. stVal  has  a  value  of FALSE.  
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Figure  42  – Model l ing  a  Proxy/Gateway IED  – Create  an  array subset  

To describe  the  re lation  of the  array e lements  between  the  Proxy/Gateway server and  the  
substation  I ED  the  SCL attribu te  eTR-IEC61 850-90-2:ProxyOf can  be  used .  The  fol lowing  
excerpt from  a  Proxy/Gateway server I ID  fi l e  shows  the  usage  of the  eTR-IEC61 850-90-
2:ProxyOf attribu te  to  map  array e lements.   
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<LN lnClass="MHAN"  lnType="MHAN"  inst="1"> 
 <DOI  name="HaAmp"> 
  <DAI  name="har"  ix="0"> 
   <Private type="eTr-IEC61850-90-2"> 
    <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED7"  ldInst="PQDATA"  
lnClass="MHAN"  lnInst="1"  prefix=""  doName="HaAmp"  daName="har"  ix="0"/> 
   </Private> 
  </DAI> 
  <DAI  name="har"  ix="1"> 
   <Private type="eTr-IEC61850-90-2"> 
    <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED7"  ldInst="PQDATA"  
lnClass="MHAN"  lnInst="1"  prefix=""  doName="HaAmp"  daName="har"  ix="2"/> 
   </Private> 
  </DAI> 
  <DAI  name="har"  ix="2"> 
   <Private type="eTr-IEC61850-90-2"> 
    <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED7"  ldInst="PQDATA"  
lnClass="MHAN"  lnInst="1"  prefix=""  doName="HaAmp"  daName="har"  ix="4"/> 
   </Private> 
  </DAI> 
  <DAI  name="har"  ix="3"> 
   <Private type="eTr-IEC61850-90-2"> 
    <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED7"  ldInst="PQDATA"  
lnClass="MHAN"  lnInst="1"  prefix=""  doName="HaAmp"  daName="har"  ix="6"/> 
   </Private> 
  </DAI> 
  <DAI  name="har"  ix="4"> 
   <Private type="eTr-IEC61850-90-2"> 
    <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED7"  ldInst="PQDATA"  
lnClass="MHAN"  lnInst="1"  prefix=""  doName="HaAmp"  daName="har"  ix="8"/> 
   </Private> 
  </DAI> 
  <DAI  name="har"  ix="5"> 
   <Private type="eTr-IEC61850-90-2"> 
    <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED7"  ldInst="PQDATA"  
lnClass="MHAN"  lnInst="1"  prefix=""  doName="HaAmp"  daName="har"  ix="10"/> 
   </Private> 
  </DAI> 
 </DOI> 
</LN> 

 

7.1 .3.5. 1 0  Use  case  – Translate  data  from  legacy protocols  such  as  IEC  60870-5-1 03,  
IEC  60870-5-1 04,  IEEE  1 81 5 (DNP3) ,  IEC  61 1 58-6  (Modbus)  etc.  into  
IEC  61 850  data  model  

I n  many substations  existi ng  I EDs  supporting  on ly l egacy protocols  have  to  be  added  to  the  
con trol  cen tre  in terface.  The  I EC  61 850  series  defines  mappings  for several  l egacy protocols.  
Add i tional ly the  converted  data  have  to  be  transferred  in to  semantical l y defined  IEC61 850  
objects.  The  gateway function  for l egacy protocols  may reside  on  the  Proxy/Gateway I ED,  or 
on  another I ED  i n  the  substation .  I n  the  Proxy/Gateway configuration  tool  the  resu l ti ng  l og ical  
nodes  and  data  objects  can  be  treated  as  any other data  object or l og ical  node.  

When  the  gateway function  for l egacy protocols  resides  i n  the  Proxy/Gateway IED  i tsel f and  
the  converted  data  are  not external ly exposed ,  the  mapping  to  semantical l y defined  
IEC  61 850  data  objects  may be  done  in  the  Proxy/Gateway configuration  tool .  

7.1 .3.5. 1 1  Use  case  – Add  data  local  to  the  RTU  hosting  the  Proxy/Gateway to  the  
Proxy/Gateway server model  

The  Proxy/Gateway I ED  may have  l ocal  i npu ts  and  ou tpu ts  or other l ocal  status  i n formation  
related  to  the  Proxy/Gateway IED  i tsel f.  When  these  data  have  to  be  accessed  through  the  
substation  LAN  they can  be  added  to  the  Proxy/Gateway cl ient I ED,  creating  a  second  access  
poin t wi th  a  server.  I n  the  Proxy/Gateway configuration  tool  the  resu l ting  log ical  nodes  and  
data  objects  can  be  treated  as  any other data  object or l og ical  node.  

When  the  Proxy/Gateway local  objects  are  not external l y exposed  to  the  substation  LAN ,  the  
mapping  to  semantical l y defined  I EC  61 850  data  objects  may be  done  i n  the  Proxy/Gateway 
configuration  tool  and  on ly vis ible  i n  the  Proxy/Gateway server s ide  I ID  fi l e .  
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7.1 .3.5. 1 2  Use  case  – Adapt the  scale,  information  encoding  and  dead  band  
configuration  between  the  IED  data  object and  the  data  object in  the  
Proxy/Gateway server 

The  adaption  of scale  factors  for measured  values  and  the  configuration  of dead  band  values  
i s  typical ly a  l ocal  i ssue  of the  Proxy/Gateway I ED.   Whether the  Proxy/Gateway a l lows  
rescal ing  and  dead  band  fi l tering  i s  an  implementation  i ssue  and  ou t of scope  of th is  report.   

When  rescal i ng  and  dead  band  fi l tering  i s  supported  the  I I D  fi l e  of the  Proxy/Gateway 
con tains  the  actual  values.  

7.1 .3.5. 1 3  Use  case  – Logical  (e.g . :  and ,  or,  i f/else,  grouping  of ind ications,  etc. )  and  
ari thmetic  (e.g . :  mu l tipl ication ,  d ivision ,  add i tion ,  subtraction ,  etc. )  
transformations  between  one  or more  data  objects  at  IED  level  and  one  or 
more  data  objects  of the  Proxy/Gateway server 

The  abi l i ty to  use  l og ic functions  i n  the  Proxy/Gateway I ED  i s  an  implementation  i ssue.  When  
i t  i s  supported  the  resu l ting  new semantical l y defined  data  objects  are  treated  l i ke  other data  
that are  l ocal  to  the  RTU  hosting  the  Proxy/Gateway server.   

At the  time  th is  report has  been  wri tten  a  task force  started  to  e laborate  a  formal  description  
for l og ic transformations  wi th in  an  I ED.  The  log ic then  becomes  part  of the  server I ID  fi le .  
When  the  techn ical  report i s  avai lable  the  con ten t may be  appl ied  also  to  the  substation  
con trol  centre  in terface.  The  work of the  task force  wi l l  resu l t  i n  I EC  TR 61 850-90-1 1 1 2.  

7.1 .3.6  Functional i ty of a  Proxy/Gateway 

7. 1 .3.6. 1  General  

Substation  au tomation  functional i ties,  wh ich  are  typical l y performed  by station  con trol lers  or 
ded icated  I ED  (grouping  of i n formation ,  reprocessing  and  type  conversions,  l og ical  functions,  
au tomation  functions,  etc. ) ,  are  ou tside  the  scope  of the  Proxy/Gateway functional i ty i tsel f.  
Nevertheless  they may be  part of the  I ED  con tain ing  the  Proxy/Gateway.  

7.1 .3.6.2  Transparent access  

Transparen t access  i s  a  way to  exchange  i n formation  between  a  main tenance  or con trol  
cen tre,  via  a  Proxy/Gateway,  and  an  I ED  wi thou t i nvolving  a  l ocal  process  data  image  of the  
Proxy/Gateway server.  

Most commun ication  services  supported  by the  Proxy/Gateway server can  operate  on  a  local  
process  data  image  of the  server.  The  correct and  timely update  of the  local  process  data  
image  i s  an  implementation  i ssue  of the  Proxy/Gateway.  I t  has  to  ensure  the  consistency of 
the  l ocal  process  data  image  wi th  the  data  stored  i n  the  substation  IEDs.  

Other services  (typical l y those  that i n fluence  the  behaviour or configuration  of the  substation  
I ED  i tsel f)  may not i nvolve  a  Proxy/Gateway process  data  image.  The  request from  the  
fron tend  cl ien t has  to  be  forwarded  to  the  substation  I ED.  The  response  to  the  fron tend  cl ien t 
has  to  be  created  by the  substation  I ED.  The  role  of the  Proxy/Gateway during  a  transparen t 
access  i s  to  forward  the  request /  response  between  the  fron tend  cl i en t and  the  substation  
I ED.  The  Proxy/Gateway can  perform  address  translation  when  necessary,  bu t may not 
change  the  con ten t of the  data  exchanged .   

  

_______________ 

1 2  U nder cons i derati on .  
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F igure  43  i l l ustrates  the  d i fferences  between  the  access  methods.  
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Figure  43  – Comparison  of ind irect,  i nd irect transparent and  d irect access   

The  Proxy/Gateway server can  be  transparent on ly for those  services  on  data  objects  wi th  a  
one  to  one  relation  between  the  object i n  the  Proxy/Gateway server and  the  object i n  the  
substation  I ED.  Renaming  and  restructuring  of data  as  wel l  as  translation  between  function  
orien ted  naming  and  product related  naming  i s  possible.   

The  Proxy/Gateway server shal l  state  i n  i ts  PIXIT document wh ich  services  are  performed  on  
a  local  process  data  image  and  wh ich  services  are  performed  wi th  transparen t access  to  the  
I ED.  

One  appl ication  i n  the  main tenance  or con trol  cen tre  may not use  transparen t access  and  
reporting  at  the  same  time,  because  the  del i very of data  in  the  correct ( timely)  order cannot 
be  guaran teed  by the  Proxy/Gateway.   
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7.1 .3.6.3  Handl ing  of communication  interruptions  between  the  Proxy/Gateway 
cl ient and  a  substation  IED  

7. 1 .3.6.3.1  General  

The  commun ication  between  a  substation  I ED  and  the  Proxy/Gateway cl ien t can  be  d istu rbed  
for various  reasons.  Th is  wi l l  a l so  in fluence  the  commun ication  between  the  Proxy/Gateway 
server and  the  fron tend  cl i en t.  The  fol lowing  clauses  define  the  behaviour of the  
Proxy/Gateway server.  

7.1 .3.6.3.2  Status  and  Measurands  

I f the  Proxy/Gateway main tains  a  local  process  data  image,  the  qual i ty of status  i n formation  
and  measurands  wi l l  fol low the  ru les  g iven  i n  I EC  61 850-7-3: 201 0,  6 . 2 .7  and  6 . 2 .8.  A 
GetDataValues  request wi l l  return  the  l ast va lue  received  from  the  IED  wi th  the  updated  
status  i n formation .  A SetDataValues  request wi l l  resu l t  i n  a  ServiceError.   

I f the  Proxy/Gateway server supports  transparen t access  for a  GetDataValues  request,  the  
Proxy/Gateway server wi l l  i ssue  a  ServiceError for a  d i sconnected  device  i n  response  to  a  
GetDataValues  request.  

7.1 .3.6.3.3  Control  

When  a  substation  I ED  i s  d isconnected  from  the  Proxy/Gateway server,  the  Proxy/Gateway 
server wi l l  respond  wi th  a  ServiceError to  a l l  attempts  to  control  one  of the  values.  See  a lso  
7 . 2 . 2  for more  detai l s  of the  con trol  models  i n  the  Proxy/Gateway.  

7.1 .3.6.3.4 Setting  Group Control  

As described  i n  7 . 2 . 3  the  Proxy/Gateway i s  transparent for a l l  services  of the  setti ng -group-
control -block class.  Thus  the  Proxy/Gateway server wi l l  i ssue  a  ServiceError for a l l  setting-
group-control -block services  related  to  a  d isconnected  substation  IED.  

7.1 .3.6.3.5  Report Control  

Reporting ,  bu ffered  and  unbuffered ,  requ i res  a  l ocal  process  data  image.  When  the  
commun ication  between  the  substation  I ED  and  the  Proxy/Gateway cl ien t i s  d isturbed ,  the  
qual i ty of the  re lated  data  in  the  l ocal  process  data  image  wi l l  be  changed  (see  7 . 1 . 3. 6. 3. 2).  I f 
the  trigger option  TrgOpt =  qchg  (qual i ty-change)  i s  set,  reports  wi th  the  updated  values  wi l l  
be  send  to  the  frontend  cl i en t.   

The  reporting  function  i tsel f i s  not i n fluenced  by the  commun ication  in terruption  between  the  
substation  IED  and  the  Proxy/Gateway cl ien t,  because  the  reports  for the  fron tend  cl ien t are  
created  i n  the  Proxy/Gateway server.   

7.1 .3.6.3.6  Substi tution  

I f Proxy/Gateway server main tains  a  l ocal  process  data  image  for the  data  to  be  substi tu ted ,  
the  substi tu tion  happens  on ly local l y.  The  service  wi l l  operate  as  normal .  

I f the  Proxy/Gateway i s  transparen t for the  substi tu tion  service,  the  substi tu tion  wou ld  happen  
i n  the  substation  I ED.  When  the  substation  I ED  is  d isconnected  the  Proxy/Gateway server wi l l  
i ssue  a  ServiceError i n  response  to  the  substi tu tion  request.  

7.1 .3.6.3.7  Fi le  Transfer 

I f the  Proxy/Gateway has  a  l ocal  copy of the  fi l es,  the  fi l e  transfer services  are  not i n fluenced  
by the  commun ication  i n terruption  to  the  substation  I ED.  
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I f the  Proxy/Gateway i s  transparen t for the  fi l e  transfer services,  the  Proxy/Gateway server 
wi l l  i ssue  a  ServiceError i n  response  to  a l l  fi l e  transfer service  requests  for a  d isconnected  
device.  

7.1 .3.6.4 Handl ing  of Mod  and  Beh  

I EC  61 850  supports  the  possibi l i ty of chang ing  the  mode  of l og ical  devices  or l og ical  nodes  by 
using  the  data  object Mod  that i s  found  i n  every log ical  node  i nclud ing  i n  LLN0.  Chang ing  any 
Mod  in  the  Proxy/Gateway fol lows  the  basic ru les  for operations  i n  the  con trol  d i rection .  
However the  capabi l i ty of con trol l i ng  the  Mod  data  object i s  the  responsibi l i ty of the  function  
owner,  i . e .  l og ical  node  owner.  The  Proxy/Gateway property does  not change  the  ctlModel  
attribu te  of a  g iven  Mod .  E i ther the  Mod  i s  con trol lable  i n  the  I ED  device  and  therefore  i s  a lso  
con trol lable  i n  the  Proxy/Gateway,  or i t  i s  not control lable  (ctlModel  =  status-on ly),  and  wi l l  not 
be  nei ther i n  the  Proxy/Gateway.  

The  LLN0  that belongs  to  the  Proxy/Gateway where  the  model l i ng  of the  l og ical  device  fol lows  
the  ru le  of 7 . 1 . 3 .5.3 ,  does  not have  a  control l able  Mod  since  i ts  change  cannot be  i nheri ted  i n  
the  LN  Beh  belong ing  to  the  log ical  device:  the  associated  l og ical  nodes  do  not real l y belong  
to  that l og ical  device.  The  Mod  of the  l og ical  device  in  th is  case  i s  a lways  “On” .  

The  data  object Beh  of the  log ical  nodes  of the  I EDs  are  avai lable  i n  the  Proxy/Gateway 
object model ,  and  thei r va lue  wi l l  fo l low the  value  del i vered  by the  IED.   

The  data  object Heal th  of the  log ical  nodes  of the  I EDs  i s  avai lable  i n  the  Proxy/Gateway 
object model ,  and  thei r va lue  wi l l  fo l low the  value  del ivered  by the  IED.  

The  data  object Heal th  of LLN0  of the  l og ical  devices  whose  model l ing  fol lows  the  ru le  of 
7 . 1 . 3 .5. 3 ,  represents,  as  I EC  61 850-7-4:201 0  defines  i t,  the  worst “heal th ”  of the  l og ical  
nodes  that are  part of the  log ical  device  associated  wi th  LLN0.  

7.1 .3.6.5  Handl ing  of configuration  parameters  

The  Proxy/Gateway may support changes  of measurement value  configurations  accord ing  
I EC  61 850-7-2: 201 0,  such  as  e . g .  scal ing  or dead  band  parameters.   

Whether the  configuration  parameters  are  appl ied  l ocal l y or are  forwarded  to  the  I ED  depends  
on  the  implementation  of the  Proxy/Gateway.  The  PIXIT con tains  the  in formation  how 
configuration  parameters  are  hand led .   

7.1 .3.6.6  Handl ing  of substi tu tion  

I f supported  by the  Proxy/Gateway implementation  substi tu tion  from  control  centre  wi l l  take  
place  i n  the  Proxy/Gateway.  Substi tu tion  i n  the  IED  is  possible  from  the  substation  level .   

I f the  value  i s  substi tu ted  i n  the  I ED  the  qual i ty wi l l  go  th rough  the  Proxy/Gateway to  s ignal  
the  con trol  cen tre  the  value  i s  substi tu ted .  

7.1 .3.6.7  Handl ing  of settings  

Settings  are  preferably changed  by d i rect access  from  the  main tenance  centre.  I n  some  cases  
i t  may be  usefu l  to  change  some settings  of an  IED  in  the  substation  from  the  con trol  cen tre.  
I n  these  cases  the  Proxy/Gateway i s  transparen t (see  7 . 1 . 3 .6 .2  for detai l s  of transparent 
access)  for settings  (functional  constrain t SP)  taken  over i n  the  Proxy/Gateway server model  
from  an  I ED.  Transparen t i n  th is  respect means  that the  settings  are  not stored  in  an  object 
model  l ocal  to  the  Proxy/Gateway,  bu t are  forwarded  to  the  I ED  hold ing  the  settings.  Also  the  
response  to  the  main tenance  or con trol  cen tre  i s  not created  local ly,  bu t the  response  from  
the  IED  is  returned  to  the  main tenance  or control  cen tre.  

Add i tional  setpoin ts  from  local  reprocessing  may be  l ocal  to  the  Proxy/Gateway.  
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7.1 .3.6.8  Handl ing  of telemonitoring  blocking  

7. 1 .3.6.8.1  General  

Telemon i toring  b locking  i s  a  common  functional i ty used  i n  the  commun ication  wi th  the  control  
cen tre.  When  a  te lemon i toring  b locking  i s  set,  the  data  of a  certa in  device,  bay or l og ical  node  
i s  no  l onger updated  to  the  con trol  cen tre.   

As  the  requ i rements  from  the  con trol  cen tre  may vary for d i fferen t u ti l i ti es  there  i s  not on ly 
one  way to  ach ieve  the  desi red  behaviour.   

7.1 .3.6.8.2  Telemonitoring  blocking  for ind ividual  values  

Each  data  object has  an  optional  data  attribu te  b lkEna.  When  b lkEna  i s  set to  TRUE,  the  
operator-blocked  qual i ty fl ag  i s  set,  and  the  process  value  i s  no  l onger updated .  To  b lock 
more  than  one  data  object the  control  cen tre  cl i en t has  to  wri te  the  b lkEna  for each  data  
object that shal l  be  b locked .  Setting  blkEna  to  TRUE  in  a  Proxy/Gateway data  object wi l l  b lock 
on ly the  update  to  the  con trol  cen tre.  I t  i s  not forwarded  to  the  source  data  object i n  the  I ED.  
The  in formation  update  wi th in  the  substation  i s  not affected .  

7.1 .3.6.8.3  Telemonitoring  blocking  for a  report 

Telemon i toring  blocking  can  a lso  be  ach ieved  by a  l ocal  implementation  in  the  con trol  centre  
fron t end .  The  telemon i toring  b locking  i s  ach ieved  by d isabl ing  a  report from  the  I ED  to  the  
con trol  cen tre.  The  report can  be  d isabled  by request of an  operator or an  au tomatic function  
wi th in  the  con trol  cen tre.  I n  consequence  the  Proxy/Gateway server stops  forward ing  changed  
data,  i ncluded  in  th is  speci fic  report to  the  con trol  cen tre.  The  d isadvantage  of th is  solu tion  i s ,  
that e i ther at eng ineering  time,  the  reports  are  created  wi th  a  h igh  g ranu lari ty,  wh ich  resu l ts  i n  
many reports,  or when  the  g ranu lari ty i s  l ow (many data  i ncluded  i n  one  report)  the  con trol  
cen tre  migh t m iss  relevant i n formation  updates.   

7.1 .3.6.8.4 Telemonitoring  blocking  by creating  a  fi l ter in  the  control  centre  front 
end  

Telemon i toring  blocking  can  a lso  be  ach ieved  by a  l ocal  implementation  in  the  con trol  centre  
fron t end .  I n  th is  case  the  in formation  update  between  the  control  cen tre  and  the  substation  
Proxy/Gateway i s  not affected .  On  request of an  operator or an  au tomatic function  the  control  
cen tre  cl ien t stops  forward ing  the  received  value  changes  to  the  SCADA function .  The  
d isadvantage  of th is  solu tion  i s  that osci l l ati ng  i n formation  m igh t requ i re  more  bandwid th  on  
the  communication  l i ne  between  the  control  centre  and  the  substation .  

7.1 .3.6.9  Handl ing  of telecontrol  blocking  

7. 1 .3.6.9.1  Blocking  incoming  commands  

The  data  object CmdBlk i s  used  to  block i ncoming  commands  at LN  l evel .  When  the  b locking  
i s  acti vated ,  the  command  wi l l  not be  accepted  and  an  appropriate  negative  response  i s  sent 
to  the  cl ien t who  i n i ti ated  the  command .  Setting  CmdBlk to  TRUE  in  a  Proxy/Gateway l og ical  
node  wi l l  b lock on ly the  command  from  the  control  cen tre.  I t  i s  not forwarded  to  the  source  
l og ical  node  i n  the  I ED.  The  con trol  wi th in  the  substation  from  a  substation  HMI  i s  not 
affected .  

B locking  of commands  can  a lso  be  ach ieved  setting  LocSta  at bay level  to  “TRUE”.  Th is  
requ i res  that the  Proxy/Gateway forwards  the  orig inator to  the  I ED  as  received  from  the  
con trol  cen tre.  Setting  the  I TCI . LocSta  of the  Proxy/Gateway server i n  the  Proxy/Gateway to  
“TRUE”  wi l l  b lock a l l  commands  from  the  con trol  centre.  
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7.1 .3.6.9.2  Blocking  output to  the  process  

The  data  object Mod  i s  used  to  pu t a  l og ical  node  i n  d i fferen t modes.  The  mode  TEST-
Blocked  i s  i n terpreted  as  the  mode  wh ich  expl ici tl y d isables  any physical  ou tpu ts  having  an  
effect on  the  process.   

The  hand l ing  of the  Mod  and  Beh  objects  fol lows  the  ru les  defined  i n  7 . 1 . 3. 6. 4 .  

7.1 .4 Service  tracking  

Tracking  of services  i s  l ocal  to  the  Proxy/Gateway for a l l  services  that are  hand led  i n  the  
Proxy/Gateway and  transparent for a l l  services  that are  hand led  in  the  I ED.  

7.2  Model l ing  and  control  block classes  

7.2 . 1  General  

I EC  61 850-7-2: 201 0  defines  con trol  b locks  for settings,  reporting ,  l ogg ing ,  GSE  and  SV.  On ly 
settings,  reporting  and  l ogg ing  are  used  for te lecontrol  appl ication .  

Subclause  7. 2 . 2  wi l l  describe  how these  services  are  used  i n  the  Proxy/Gateway server.  

7.2.2  CONTROL class  model  for Proxy/Gateway 

7.2.2 .1  In troduction  

I EC  61 850-7-2: 201 0,  C lause  20  defines  four d i fferen t behaviours  of a  con trol  object,  each  
described  by a  state  mach ine.  

The  state  mach ine  of the  con trol  model  of a  Proxy/Gateway d i ffers  from  the  state  mach ine  of 
the  I ED,  because  i t  i s  expected  to  be  transparen t on  the  one  hand ,  bu t a l so  has  to  hand le  
those  s i tuations  where  there  i s  no  response  from  the  I ED.  For the  I ED  the  con trol  model  
defin i tions  of I EC  61 850-7-2 :201 0  apply.  

The  concept of the  Proxy/Gateway con trol  model  i s  depicted  i n  F igure  44.  
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Figure  44 – Principle  of the  Proxy/Gateway control  model  

The  control  centre  i ssues  the  Operate  service  that i s  immed iately forwarded  to  the  
Proxy/Gateway cl ien t wh ich  i ssues  the  Operate  service  to  the  I ED.  The  Operate  service  i s  
immed iately confi rmed  by the  Operate  response.  The  new state  change  i s  reported  by an  
i ndependent Report i nd icating  the  final  resu l t  of the  con trol  operation .  
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The  services  Select,  SelectWi thValue,  Cancel ,  Operate,  TimeActivatedOperate,  
TimeActivatedOperateTermination ,  and  CommandTermination  are  re lated .  The  behaviour of 
these  services  i s  as  defined  i n  the  state  mach ines  contained  i n  th is  clause.   

The  Proxy/Gateway uses  the  same  control  model  as  the  respective  data  in  the  I ED.   

The  behaviour for the  d i fferen t con trol  models  i s  described  i n  the  fol l owing  subclauses  wi th  
state  d iagrams.  These  state  d iagrams  however show on ly those  cond i tions  wh ich  lead  to  new 
states.  Table  1 9  con tains  the  hand l ing  of con trol  model  related  service  requests,  wh ich  do  not 
change  the  state  and  are  negatively responded  by the  Proxy/Gateway.  Table  1 9  on ly takes  
care  of defin ing  the  behaviour of the  control  model  when  appl ication  errors  occur.  When  a  
command  i s  forwarded  to  the  I ED  a  state  change  wi l l  take  p lace  and  the  response  to  the  
con trol  cen tre  i s  as  received  from  the  I ED.  

The  state  mach ines  show on ly the  behaviour of the  con trol  i tsel f.  The  related  data  i n  
mon i toring  d i rection  are  not shown .  The  values  of those  data  wi l l  be  as  i n  the  source  I ED  
when  the  data  i s  avai lable  i n  the  Proxy/Gateway.  Otherwise  the  val id i ty of the  data  wi l l  be  set 
to  i nval id  and  the  detai l  qual i ty set to  fa i lu re.  When  the  data  i s  on ly temporari l y not avai lable,  
e . g .  due  to  l oss  of commun ication  wi th  the  IED,  the  val i d i ty i s  set to  questionable  and  the  
detai l  qual i ty i s  OldData.   
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Table  1 9  – Negative  responses  to  service  requests  

State  Service  
request 

Action  AddCause   
 

Comments  

Wai tForServerAssociati on  Se l_req  Se l_resp-  Aborti on -by-
commun icati on - l oss  

The  servi ce  
cannot  be  
performed ,  
because  the  cl i en t  
of the  
Proxy/Gateway 
l ost  the  
connecti on  wi th  
the  I ED  

 Se lVal_req  Se lVal_resp-  Aborti on -by-
commun icati on - l oss  

 Cancel_req  Cancel_resp-  Aborti on -by-
commun ication - l oss  

 Oper_req  Oper_resp-  Aborti on -by-
commun icati on - l oss  

 TimOper_req  TimOper_resp-  Aborti on -by-
commun ication - l oss  

Wai tForSel_req  Oper_req  Oper_resp-  Object-not-sel ected  For SBO  con trol  
wi th  normal  
secu ri ty   TimOper_req  TimOper_resp-  Object-not-sel ected  

Wai tForSelVal_req  Oper_req  Oper_resp-  Object-not-sel ected  For SBO  con trol  
wi th  enhanced  
securi ty   TimOper_req  TimOper_resp-  Object-not-sel ected   

Wai tForSel_reqAck Se l_req  Se l_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 TimOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

Wai tForSelVal_reqAck Se lVal_req  Se lVal_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 TimOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

Wai tForOper_req  Se l_req  Se l_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  enhanced  
securi ty  

Wai tForOper_reqAck Se l_req  Se l_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Oper_req  Oper_req -  Command -al ready-
i n -execu ti on  

 

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForCl i en tCancel_reqAck Se l_req  Se l_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Cancel_req  Cancel_resp-  Command -al ready-
i n -execu ti on  

 

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  
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State  Service  
request 

Action  AddCause   
 

Comments  

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForProxyCancel_reqAck Se l_req  Se l_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Cancel_req  Cancel_resp-  Command -al ready-
i n -execu ti on  

 

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForTimOperCancel_reqAck Se l_req  Se l_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Command -al ready-
i n -execu ti on  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Cancel_req  Cancel_resp-  Command -al ready-
i n -execu ti on  

 

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForTimOper_reqAck Se l_req  Se l_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForNewTimOper_reqAck Se l_req  Se l_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForActi vati onTime  Se l_req  Se l_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  normal  
secu ri ty  

 Se lVal_req  Se lVal_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 

Wai tForCmdTerm  Se l_req  Se l_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  normal  
secu ri ty  
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State  Service  
request 

Action  AddCause   
 

Comments  

 Se lVal_req  Se lVal_resp-  Object-a l ready-
sel ected  

For SBO  con trol  
wi th  enhanced  
securi ty  

 Cancel_req  Cancel_resp-  Command -al ready-
i n -execu ti on  

 

 Oper_req  Oper_resp-  Command -al ready-
i n -execu ti on  

 

 T imOper_req  TimOper_resp-  Command -al ready-
i n -execu ti on  

 

Al l  S tates  Con trol  
re l ated  
request,  not  
be l ong ing  to  
con trol  
model  

xxx-resp-  U nknown  For example  a  
Se l_req  for 
ctlModel  =  d i rect  -
wi th -enhanced -
securi ty  

 Cancel_req  Cancel_resp-  I nconsi sten t-
parameters  

D i screpancy 
between  servi ce  
parameters  of 
Se l_req ,  
Se lVal_req  or 
Oper_req  and  
Cancel_req   

 Cancel_req  Cancel_resp-  Locked -by-other-
cl i en t   

The  second  
service  i s  not  
performed  by the  
cl i en t  wh ich  
performed  the  
posi ti ve l y 
acknowledged  
Oper_req   

 Oper_req  Oper_resp-  I nconsi sten t-
parameters  

D i screpancy 
between  servi ce  
parameters  of 
Oper_req  and  
Sel_req  /  
Se lVal_req  

 Oper_req  Oper_resp-  Locked -by-other-
cl i en t   

The  second  
service  i s  not  
performed  by the  
cl i en t  wh ich  
performed  the  
posi ti ve l y 
acknowledged  
Sel_req  or 
Se lVal_req   

 T imOper_req  TimOper_resp-  I nconsi sten t-
parameters  

D i screpancy 
between  servi ce  
parameters  of 
TimOper_req  and  
Se l_req  /  
Se lVal_req   

 T imOper_req  TimOper_resp-  Locked -by-other-
cl i en t   

The  second  
service  i s  not  
performed  by the  
cl i en t  wh ich  
performed  the  
posi ti ve l y 
acknowledged  
Se l_req  or 
Se lVal_req   

 

7.2.2 .2  Di rect control  wi th  normal  securi ty 

Th is  model  makes  use  of the  services  Operate,  TimeActivatedOperate  and  Cancel .  The  state  
mach ine  F igure  45  and  the  sequence  d iagrams  Figure  46  and  Figure  47  define  the  operation .  
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Figure  45  – State  machine  of d irect control  wi th  normal  securi ty 
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Figure  46  – Direct control  wi th  normal  securi ty – positive  case  

The  procedure  i s  as  fol lows:  

On  receipt of the  Oper_req ,  the  Proxy/Gateway server forwards  the  request to  the  
Proxy/Gateway cl i en t.  The  commun ication  between  the  Proxy/Gateway server and  the  
Proxy/Gateway cl ien t i s  an  i n ternal  commun ication  of the  Proxy/Gateway and  not part  of th is  
techn ical  report.  The  Proxy/Gateway cl i en t wi l l  i ssue  the  Oper_req  to  the  I ED  and  start  a  timer 
to  mon i tor the  reception  of the  command  response  from  the  I ED.  The  I ED  wi l l  perform  the  
tests  accord ing  to  I EC  61 850-7-2 : 201 0.  The  Proxy/Gateway server wai ts  for the  resu l t  of the  
tests  i n  the  state  Wai tForOper_reqAck.  On  receipt of the  posi tive  operate  response  

Oper_resp+  the  Proxy/Gateway server forwards  the  response  to  the  cl i en t and  stops  the  timer.  

The  new status  of the  con trol  object i n  the  IED  may optional ly be  reported  by the  Report 
service.  The  respective  value  changes  wi l l  be  stored  in  the  process  data  image  of the  
Proxy/Gateway server.  The  Proxy/Gateway server then  wi l l  report i t  by the  Report service  to  
the  Cl ien t.  

sd Direct control  w ith normal  security - positiv e  case
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IED
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Process
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Figure  47  – Di rect control  wi th  normal  securi ty – negative  case 

I f the  con trol  object i n  the  I ED  does  not respond  before  the  wai tTimeout expi res,  the  
Proxy/Gateway server i ssues  an  Oper_resp-  to  the  cl ien t.   

I f a  state  change  of the  con trol  object i n  the  I ED  is  reported  after the  Proxy/Gateway server 
sen t ou t the  Oper_resp-  the  state  change  i s  reported  to  the  frontend  cl ien t as  a  spontaneous  
change.  

7.2.2 .3  SBO Control  wi th  normal  securi ty 

Th is  model  makes  use  of the  services  SelectWi thValue,  Operate,  TimeActivatedOperate  and  
Cancel .  The  state  mach ine  i n  F igure  48  and  the  sequence  d iagrams  i n  F igure  49  and     
F igure  50  define  the  operation .  

sd Direct control  w ith normal  security - negativ e  case
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Figure  48  – State  mach ine  of SBO control  wi th  normal  securi ty  
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Figure  49  – SBO control  wi th  normal  securi ty – positive  case 

The  procedure  i s  as  fol lows:  

On  receipt of the  SelVal_req ,  the  Proxy/Gateway server forwards  the  request to  the  
Proxy/Gateway cl i en t.  No  tests  are  performed  i n  the  Proxy/Gateway server.  The  
commun ication  between  the  Proxy/Gateway server and  the  Proxy/Gateway cl ien t i s  an  
i n ternal  commun ication  of the  Proxy/Gateway and  not part  of th is  techn ical  report.  The  
Proxy/Gateway cl ien t wi l l  i ssue  the  SelVal_req  to  the  I ED  and  start a  timer to  mon i tor the  
reception  of the  select response  from  the  IED.  The  I ED  wi l l  perform  the  tests  accord ing  to  
I EC  61 850-7-2: 201 0.  The  Proxy/Gateway server wai ts  for the  resu l t  of the  tests  i n  the  state  

Wai tForSelVal_reqAck.  On  receipt of the  posi ti ve  select confi rmation  SelVal_resp+  the  
Proxy/Gateway server forwards  the  response  to  the  cl ien t and  stops  the  timer.  

On  receipt of the  Oper_req ,  the  Proxy/Gateway server forwards  the  request to  the  
Proxy/Gateway cl i en t.  No  tests  are  performed  i n  the  Proxy/Gateway server.  The  
Proxy/Gateway cl ien t wi l l  i ssue  the  Oper_req  to  the  IED  and  start a  timer to  mon i tor the  
reception  of the  command  response  from  the  I ED.  The  I ED  wi l l  perform  the  tests  accord ing  to  
I EC  61 850-7-2: 201 0.  The  Proxy/Gateway server wai ts  for the  resu l t  of the  tests  i n  the  state  

Wai tForOper_reqAck.  On  receipt of the  posi tive  operate  response  Oper_resp+  the  
Proxy/Gateway server forwards  the  response  to  the  cl ien t and  stops  the  timer.  
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The  new status  of the  con trol  object i n  the  IED  may optional ly be  reported  by the  Report 
service.  The  respective  value  changes  wi l l  be  stored  in  the  process  data  image  of the  
Proxy/Gateway server.  The  Proxy/Gateway server then  wi l l  report i t  by the  Report service  to  
the  Cl ien t.  

 

IEC 

Figure  50  – SBO control  wi th  normal  securi ty – negative  case  

I f the  con trol  object i n  the  I ED  does  not respond  before  the  wai tTimeout expi res,  the  
Proxy/Gateway server i ssues  an  Oper_resp-  to  the  cl ien t.  I n  paral le l  the  Proxy/Gateway cl ien t 
i ssues  a  Cancel_req  to  the  I ED.  Depend ing  on  the  state  of the  I ED  association  the  
Cancel_req  may be  successfu l  or not.  Anyhow the  cl ien t i s  not i n formed  abou t the  resu l t of 
the  Cancel_req .   

7.2.2 .4 Direct control  wi th  enhanced  securi ty 

Th is  model  makes  use  of the  services  Operate,  TimeActivatedOperate  and  Cancel .  The  state  
mach ine  in  F igure  51  and  the  sequence  d iagrams  i n  F igure  52  and  Figure  53  define  the  
operation .  
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Figure  51  – State  mach ine  of d irect control  wi th  enhanced  securi ty 
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Figure  52  – Di rect control  wi th  enhanced  securi ty – positive  case  

The  state  mach ine  behaves  as  for d i rect con trol  wi th  normal  securi ty,  see  7. 2 .2 .2 .  Add i tional ly 
the  reception  of the  Command  Termination  CmdTerm_req  i s  mon i tored .  F igure  52  shows  the  
normal  behaviour of the  Proxy/Gateway.  
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Figure  53  – Direct control  wi th  enhanced  securi ty – negative  case 

I f the  con trol  object does  not send  the  CmdTerm_Req  before  the  Wai tTimeout expi res,  the  
Proxy/Gateway server i ssues  the  CmdTerm_req  to  the  cl ien t.   

7.2.2 .5  SBO control  wi th  enhanced  securi ty 

Th is  model  makes  use  of the  services  SelectWi thValue,  Operate,  TimeActivatedOperate  and  
Cancel .  The  state  mach ine  i n  F igure  54  and  the  sequence  d iagrams  i n  F igure  55  and   
F i gure  56  define  the  operation .  
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Figure  54 – State  mach ine  of SBO control  wi th  enhanced  securi ty 
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Figure  55  – SBO control  wi th  enhanced  securi ty – positive  case 

The  procedure  i s  as  fol l ows:  

On  receipt of the  SelVal_req ,  the  Proxy/Gateway server forwards  the  request to  the  
Proxy/Gateway cl i en t.  No  tests  are  performed  i n  the  Proxy/Gateway server.  The  
commun ication  between  the  Proxy/Gateway server and  the  Proxy/Gateway cl ien t i s  an  
i n ternal  commun ication  of the  Proxy/Gateway and  not part of th is  techn ical  report.  The  
Proxy/Gateway cl ien t wi l l  i ssue  the  SelVal_req  to  the  I ED  and  start a  timer to  mon i tor the  
reception  of the  select response  from  the  IED.  The  I ED  wi l l  perform  the  tests  accord ing  to  
I EC  61 850-7-2: 201 0.  The  Proxy/Gateway server wai ts  for the  resu l t  of the  tests  i n  the  state  

Wai tForSelVal_reqAck.  On  receipt of the  posi ti ve  select confi rmation  SelVal_resp+  the  
Proxy/Gateway server forwards  the  response  to  the  cl ien t and  stops  the  timer.  

On  receipt of the  Oper_req ,  the  Proxy/Gateway server forwards  the  request to  the  
Proxy/Gateway cl i en t.  No  tests  are  performed  i n  the  Proxy/Gateway server.  The  
Proxy/Gateway cl ien t wi l l  i ssue  the  Oper_req  to  the  IED  and  start a  timer to  mon i tor the  
reception  of the  command  response  from  the  I ED.  The  I ED  wi l l  perform  the  tests  accord ing  to  
I EC  61 850-7-2: 201 0.  The  Proxy/Gateway server wai ts  for the  resu l t  of the  tests  i n  the  state  
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Wai tForOper_reqAck.  On  receipt of the  posi tive  operate  response  Oper_resp+  the  
Proxy/Gateway server forwards  the  response  to  the  cl ien t and  stops  the  timer.  

To  wai t  for the  resu l ting  CmdTerm_req  a  new timer i s  started  in  the  state  
Wai tForOperateResponse.  The  timer wi l l  be  stop  when  the  CmdTerm_Req  was  received  by 
the  Proxy/Gateway server.  Afterwards  the  CmdTerm_req  i s  send  to  the  cl i en t.   

The  new status  of the  con trol  object i n  the  IED  i s  reported  by the  Report service.  The  
respective  value  changes  wi l l  be  stored  i n  the  process  data  image  of the  Proxy/Gateway 
server.  The  Proxy/Gateway server then  wi l l  report i t  by the  Report service  to  the  Cl ien t.  

 

IEC 

Figure  56  – SBO control  wi th  enhanced  securi ty – negative  case  

I n  the  negative  case  in  F igure  56  the  association  to  the  cl ien t i s  l ost,  after the  SelVal_req  has  
been  received  and  posi tively acknowledged  by the  I ED.  I f the  Proxy/Gateway wou ld  not send  
a  command  termination  after the  connection  to  the  cl ien t was  l ost,  the  I ED  wou ld  remain  i n  
armed  state  un ti l  the  arm  time  expi res.  To  avoid  th is ,  the  Proxy/Gateway i ssues  a  Cancel_req .  
Th is  a l lows  other con trol  centres  or another redundant Proxy/Gateway cl ien t wi th in  the  
substation  to  con trol  the  I ED  wi thou t wai ting  for the  timeout.   

7.2.3  SETTING-GROUP-CONTROL-BLOCK class  model  for Proxy/Gateway 

Setting  g roups  span  a  log ical  device,  and  therefore  the  SGCB,  i f i t  exists  at a l l ,  i s  l ocated  i n  
LLN0.  A l og ical  node  zero  may have  one  Setting-Group-Control -B lock.   

The  use  of Setting-Group-Control -B locks  i n  the  Proxy/Gateway server i s  on ly a l l owed  when  
the  structure  of the  log ical  devices  in  the  I ED  is  taken  over unchanged  i n to  the  object model  
of the  Proxy/Gateway server,  wh ich  impl ies  that renaming  or restructuring  of l og ical  nodes  
and  data  may not be  done.  To  reduce  the  size  of the  Proxy/Gateway object model  i t  i s  a l lowed  
to  use  on ly a  subset of the  settings  in  the  I ED  i n  the  Proxy/Gateway.   
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The  Proxy/Gateway server i s  transparent for a l l  services  of the  SGCB class.  Al l  service  
requests  are  forwarded  to  the  Proxy/Gateway cl ien t to  be  execu ted  on  the  requested  device  
and  a l l  responses  from  the  device  are  sen t unchanged  to  the  fron tend ,  see  a lso  7 . 1 . 3 .6 . 7 .   

The  use  of function  orien ted  naming  together wi th  Setting-Group-Control -B locks  i n  the  
Proxy/Gateway server i s  not a l lowed ,  because  i t  wou ld  requ i re  assign ing  the  LLN0  to  a  bay in  
the  substation  section  of the  Proxy/Gateway server I ID  fi l e.  As  i t  i s  not a l lowed  to  assign  the  
same  log ical  node  type  more  than  once  to  a  h ierarchy level ,  i t  wou ld  not be  possible  to  have  
more  than  one  setting  group  per bay.   

7.2.4 REPORT-CONTROL-BLOCK class  model  for Proxy/Gateway 

The  Proxy/Gateway i s  not transparent for reports  received  from  I EDs  connected  to  the  
Proxy/Gateway cl ien t.  I nstead  the  reports  to  the  fron tend  cl ien t wi l l  be  defined  i n  the  
Proxy/Gateway server.  The  reporting  model  of I EC 61 850-7-2: 201 0  and  the  MMS mapping  
accord ing  to  I EC  61 850-8-1 : 201 1  i s  used .  

The  report settings  for the  cl ien t s ide  and  the  server s i de  of the  Proxy/Gateway cou ld  be  
d i fferen t,  depend ing  on  the  configuration .  The  Proxy/Gateway wi l l  use  the  report settings  as  
configured  for the  cl ien t and  the  server s ide.  Report settings  changed  by the  fron tend  cl ien t 
wi l l  not au tomatical l y be  used  for the  reporting  between  the  Proxy/Gateway and  the  I EDs  
wi th in  the  substation .  Having  reports  recreated  for the  frontend  cl i en t wi th  possibly d i fferen t 
settings,  th is  may resu l t  i n  a  d i fferent cause  of transmission  for a  g iven  data  object.   

I f bu ffered  reporting  i s  used  between  the  Proxy/Gateway and  the  fron tend  cl ien t,  the  reports  
are  preconfigured  for permanent usage  (See  I EC  61 850-6:2009,  9 . 3 .8).  The  access  to  the  
report i s  l im i ted  to  configured  cl ien ts.  

7.2.5  LOG-CONTROL-BLOCK class  model  for Proxy/Gateway 

The  Proxy/Gateway i s  not transparen t for LOG  services.  I f l ogg ing  i s  used  the  LOGs are  
l ocal l y stored  i n  the  Proxy/Gateway server.  Access  to  the  logs  i n  the  IEDs  requ i res  a  cl i en t 
wi th  d i rect access  i n  the  control  or main tenance  centre.   

7.2.6  Fi le  transfer 

Fi le  transfer i s  typical l y done  by d i rect access  to  the  I ED  wh ich  i s  the  orig inal  source  of the  
fi l e ,  e . g .  a  d isturbance  record .   

I f fi l e  transfer services  are  supported  by the  Proxy/Gateway,  a  copy of the  I ED  fi l es  i s  stored  
i n  a  l ocal  reposi tory of the  Proxy/Gateway server.  The  access  to  these  fi les  i s  d i rect.  To  a l l ow 
the  unambiguous  i den ti fication  of the  fi l es,  the  Proxy/Gateway provides  an  I ED  speci fic 
COMTRADE d i rectory.  The  COMTRADE d i rectory i s  part of an  I ED  speci fic  log ical  device.  
The  name  of the  log ical  device  equates  to  the  I ED  name  as  shown  in  Table  20.  The  fi l e  name 
remains  unchanged .  

Table  20  – Mapping  of Comtrade  folder names  in  the  Proxy/Gateway  

Storage  Location  I ED  Proxy/Gateway 

Root COMTRADE IEDName/COMTRADE 

Log ical  Device  LDName/COMTRADE LDName/COMTRADE 

 

The  DeleteFi le  service  wi l l  de lete  the  fi l e  on ly from  reposi tory of the  Proxy/Gateway.  The  
AdFi le  service  wi l l  add  the  fi le  on ly local ly to  the  reposi tory of the  Proxy/Gateway server.   
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7.2.7  Applying  cyber securi ty to  the  Proxy/Gateway 

A fu ture  version  of I EC  62351 -4  ( later than  62351 -4: 2007)  wi l l  define  profi les  for end-to-end -
securi ty provid ing  d i fferen t l evels  of message  in tegri ty.  They wi l l  a l l ow using  role  based  
access  between  the  main tenance  or con trol  centre  and  the  substation  I ED  wi th  a  
Proxy/Gateway in  between .  

The  profi le  shown  in  F igure  57  provides  i n tegri ty protection  for the  ClearToken  and  carries  
au thentication  values  from  the  orig inator i n  a l l  MMS messages.  Note  that th is  profi le  does  not 
provide  message  in tegri ty and  may thus  be  used  to  a l l ow i n termed iate  nodes  to  make  certain  
changes  i n  the  MMS  message,  wh i le  keeping  the  au then ticator i n formation  un touched .  Th is  
profi l e  su i ts  wel l  to  the  needs  of a  Proxy/Gateway doing  address  translation  between  the  
fron tend  cl ien t and  the  substation  I ED.  The  au then ticator i s  calcu lated  from  both ,  sender and  
receiver,  over the  ClearToken  on ly.  Using  i nd i rect access  the  role  based  access  con trol  can  
be  implemented  in  the  Proxy/Gateway server or the  substation  I ED.  
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Figure  57  – In tegri ty protection  for the  Clear Token  

The  profi l e  shown  in  F igure  58  provides  i n tegri ty protection  for ClearToken  and  the  MMS 
message  con tainer and  carries  an  au thentication  value  from  the  orig inator i n  a l l  messages.  
The  au then tication  i s  calcu lated  from  both ,  sender and  receiver,  over the  ClearToken  and  the  
Hashed  Data-PDU  con tain ing  the  MMS  message.  Using  i nd i rect access  the  role  based  access  
con trol  has  to  be  implemented  in  the  Proxy/Gateway.  Confiden tial i ty i s  not supported  wi th  th is  
profi le .   

P
re
s
e
n
ta
ti
o
n

N
e
tw
o
rk

T
ra
n
s
p
o
rt

S
e
s
s
io
n

Clear 

Token
Hashed Data-PDU (MMS)

Authen

ticator 

(MAC)

T-Profile (TLS) Clear Token contains peer Ids 

and A-Profile type selection

Authenticator contains the 

HMAC of 

 

IEC 

Figure  58  – In tegri ty protection  for the  Clear Token  and  the  MMS message  

The  profi l e  shown  i n  F igure  59  provides  in tegri ty protection  for ClearToken  and  the  MMS 
message  and  carries  an  au thentication  value  from  the  orig inator i n  a l l  messages.  Add i tional l y 
i t  provides  encryption  for the  MMS message  container.  Using  i nd i rect access  the  role  based  
access  con trol  has  to  be  implemented  in  the  Proxy/Gateway.  
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Figure  59  – In tegri ty protection  and  encryption  for the  MMS message   

8  SCSM  aspects  – MMS and  ISO/IEC  8802-3  

8.1  General  

The  substation  con trol  cen tre  communication  i s  mapped  to  the  SCSM  IEC 61 850-8-1 : 201 1 .  
Add i tional  Transport-Profi l es  may be  used  for WAN  commun ication .  The  Wide  Area  Network 
Eng ineering  Gu idel ine  I EC  TR 61 850-90-1 2  may assist the  user to  select the  WAN  technology 
that su i ts  h is  requ i rements.  

802.1 Q 802.1 Q 802.1 Q (O)

GOOSE IP (O)

UDP/IP
TCP/IP

T-Profi le

TimeSync

(SNTP)

MMS Protocol  

Suite
GOOSESV
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Substation  

Event
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Time
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Services

HSR (O)

ISO/IEC 8802-3 Ethertype
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Figure  60  – MMS  Objects  and  services  used  

The  MMS services  used  for the  SS-CC commun ication  i s  a  subset of the  services  defined  i n  
I EC  61 850-7-2: 201 0  as  shown  in  F igure  60.   

8.2  TCP/IP  T-Profi les  

Table  4  of I EC  61 850-8-1 : 201 1  defines  the  T-Profi l es  to  be  used  wi th in  the  securi ty 
perimeters  of the  substation .  Add i tional  T-Profi l es  selected  from  IEC  TR 61 850-90-1 2  may be  
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used  between  the  securi ty access  poin ts  of the  control  or main tenance  centre  and  the  
substation .  

8.3  OSI  T-Profi le  

The  OSI  T-Profi le  of I EC  61 850-8-1 : 201 1  i s  not permi tted  for the  SS-CC commun ication .  

9  SCSM  aspects  – Sampled  values  over ISO/IEC  8802-3  (IEC  61 850-9-2)  

None  of the  i den ti fied  use  cases  for te lecontrol  and  techn ical  services  requ i res  the  use  of 
sampled  values  on  the  in terfaces  to  the  con trol  or main tenance  cen tre.  The  on ly exceptions  
from  th is  are  described  i n  the  phasor data  use  case,  bu t these  are  hand led  i n  I EC  TR 61 850-
90-5:201 2.  Therefore  no  mapping  i s  defined  here.  
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Annex A 
( informative)  

 
Protocol  Implementation  Conformance Statement 

A.1  General  

The  fol lowing  ACSI  conformance  statements  are  used  to  provide  an  overview and  detai ls  
abou t <device  ID  and  name>,  wi th  fi rmware  <version>:  

•  ACSI  basic conformance  statement,  

•  ACSI  models  conformance  statement,  

•  ACSI  service  conformance  statement 

The  statements  speci fy the  commun ication  features  mapped  to  I EC  61 850-8-1  and  
I EC  61 850-9-2  as  wel l  as  the  specia l  functions  defined  i n  I EC TR 61 850-90-2 .  

A.2  ACSI  basic  conformance statement 

The  basic conformance  statement i s  defined  in  Table  A. 1 .  

Table  A.1  – Basic  conformance  statement  

 Cl ient/ 
Subscriber 

Server/ 
Publ isher 

Value/ 
Comments  

C l i en t-Server roles     

B 1 1  Server  s i de  (of TWO-PARTY-APPLICATION -
ASSOCIATION )  

 Y/N   

B1 2  Cl ien t  s i d e  of (TWO-PARTY-APPLICATION-
ASSOCIATION)  

Y/N     

    

SCSMs  supported     

B21  SCSM :  I EC  61 850-8-1  used  Y/N  Y/N   

B22  SCSM :  I EC  61 850-9-1  used    Deprecated  Ed2  

B23  SCSM :  I EC  61 850-9-2  used     

B24  SCSM :  other     

    

Generic  substation  event model  (GSE)     

B31  Publ isher si de   Y/N   

B32  Subscriber si de  Y/N    

    

Transmission  of sampled  val ue  model  (SVC)     

B41  Publ isher si de   Y/N   

B42  Subscriber si de  Y/N    

–   =  not  appl i cabl e  
Y  =  supported  
N  or empty =  not  supported  
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A.3  ACSI  models  conformance statement 

The  ACSI  models  conformance  statement i s  defined  i n  Table  A. 2 .  

Table  A.2  – ACSI  models  conformance  statement 

 C l i en t/ 
Subscriber 

Server/ 
Publ isher 

Value/ 
Comments  

I f Server  s i de  (B1 1 )  and /or Cl ien t  s i de  (B1 2)  supported     

M1  Log ical  device  Y/N  Y/N   

M2  Log ical  node Y/N  Y/N   

M3  Data  Y/N  Y/N   

M4  Data  set Y/N  Y/N   

M5 Substi tu tion  Y/N  Y/N   

M6  Setting  group  control  Y/N  Y/N   

 Reporting     

M7  Buffered  report control  Y/N  Y/N   

M7-1   sequence-number Y/N  Y/N   

M7-2   report-time-stamp  Y/N  Y/N   

M7-3   reason -for- i ncl us i on  Y/N  Y/N   

M7-4   d ata-set-name  Y/N  Y/N   

M7-5   d ata-reference  Y/N  Y/N   

M7-6   bu ffer-overfl ow Y/N  Y/N   

M7-7   en tryID  Y/N  Y/N   

M7-8   Bu fTm  Y/N  Y/N   

M7-9   I n tgPd  Y/N  Y/N   

M7-1 0   G I  Y/N  Y/N   

M7-1 1   con f-revi s i on  Y/N  Y/N   

M8 Unbuffered  report  control  Y/N  Y/N   

M8-1   sequence-number Y/N  Y/N   

M8-2   report-time-stamp  Y/N  Y/N   

M8-3   reason -for- i ncl us i on  Y/N  Y/N   

M8-4   d ata-set-name  Y/N  Y/N   

M8-5   d ata-reference  Y/N  Y/N   

M8-6   Bu fTm  Y/N  Y/N   

M8-7   I n tgPd  Y/N  Y/N   

M8-8   G I  Y/N  Y/N   

M8-9   con f-revi s i on  Y/N  Y/N   

 Logg ing  Y/N  Y/N   

M9 Log  control  Y/N  Y/N   

M9-1   I n tgPd  Y/N  Y/N   

M1 0  Log  Y/N  Y/N   

M1 1  Control  Y/N  Y/N   

M1 7  Fi le  Transfer Y/N  Y/N   

M1 8  Appl ication  association  Y/N  Y/N   

M1 9  GOOSE  Control  B lock Y/N  Y/N   
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 C l i en t/ 
Subscriber 

Server/ 
Publ isher 

Value/ 
Comments  

M20  Sampled  Value  Control  Block Y/N  Y/N   

I f  GSE  (B31 /32)  i s  supported     

M 1 2  GOOSE  Y/N  Y/N   

M1 3  GSSE    Deprecated  Ed2  

I f  SVC  (B41 /42)  i s  supported     

M 1 4  Mu l ti cast  SVC Y/N  Y/N   

M 1 5  Un icast  SVC Y/N  Y/N   

For a l l  I EDs     

M 1 6  Time  Y Y/N  Time  sou rce  wi th  
requ i red  
accuracy sha l l  
be  avai l abl e.  

On l y Time  
Master are  
SNTP  (Mode  4  
response)  t ime  
server.  

Al l  other Cl i en t /  
Server devices  
requ i re  SNTP  
(Mode  3  
request)  cl i en ts  

Y =  servi ce  i s  supported  

N  or empty =  servi ce  i s  not  supported  

 

A.4 ACSI  service  conformance  statement 

The  ACSI  service  conformance  statement i s  defined  in  Table  A.3  (depend ing  on  the  
statements  i n  Table  A. 1  and  in  Table  A. 2) .  

Table  A.3  – ACSI  service  conformance  statement 

 Ed.  Services  AA:  
TP/MC 

Cl i en t 
(C)   

Server 
(S)  

Transparent  
access  

Comments  

 Server  

S1  1 , 2  GetServerDi rectory 
(LOGICAL-DEVICE)  

TP  Y/N  Y/N  N   

        

 Appl ication  association   

S2  1 , 2  Associate   Y/N  Y/N  N   

S3  1 , 2  Abort   Y/N  Y/N  N   

S4  1 , 2  Rel ease   Y/N  Y/N  N   

        

 Log ical  device   

S5  1 , 2  GetLog icalDeviceDi rectory TP  Y/N  Y/N  N   

        

 Log ical  node   

S6  1 , 2  GetLog icalNodeDi rectory TP  Y/N  Y/N  N   

S7  1 , 2  GetAl lDataVal ues  TP  Y/N  Y/N  Y/N   
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 Ed.  Services  AA:  
TP/MC 

Cl i en t 
(C)   

Server 
(S)  

Transparent  
access  

Comments  

 Data   

S8  1 , 2  GetDataVal ues  TP  Y/N  Y/N  Y/N   

S9  1 , 2  SetDataVal ues  TP  Y/N  Y/N  Y/N   

S1 0  1 , 2  GetDataDi rectory TP  Y/N  Y/N  N   

S1 1  1 , 2  GetDataDefi n i ti on  TP  Y/N  Y/N  N   

        

 Data  set   

S 1 2  1 , 2  GetDataSetValues  TP  Y/N  Y/N  Y/N   

S1 3  1 , 2  SetDataSetValues  TP  Y/N  Y/N  Y/N   

S1 4  1 , 2  CreateDataSet TP  Y/N  Y/N  N   

S1 5  1 , 2  Del eteDataSet TP  Y/N  Y/N  N   

S1 6  1 , 2  GetDataSetDi rectory TP  Y/N  Y/N  N   

        

 Substi tu tion   

S 1 7  1  SetDataVal ues  TP  Y/N  Y/N  Y/N   

        

 Setti ng  group  control   

S 1 8  1 , 2  Se l ectActi veSG  TP  Y/N  Y/N  Y/N   

S1 9  1 , 2  Se l ectEd i tSG  TP  Y/N  Y/N  Y/N   

S20  1 , 2  SetSGValues  TP  Y/N  Y/N  Y/N   

S21  1 , 2  Con fi rmEd i tSGValues  TP  Y/N  Y/N  Y/N   

S22  1 , 2  GetSGValues   TP  Y/N  Y/N  Y/N   

S23  1 , 2  GetSGCBValues  TP  Y/N  Y/N  Y/N   

        

 Reporting   

 Bu ffered  report  con trol  b l ock (BRCB)  

S24  1 , 2  Report TP  Y/N  Y/N  N   

S24-1  1 , 2   d ata-change  (dchg )   Y/N  Y/N  N   

S24-2  1 , 2   q ua l i ty-change  (qchg )   Y/N  Y/N  N   

S24-3  1 , 2   d ata-update  (dupd )   Y/N  Y/N  N   

S25  1 , 2  GetBRCBValues  TP  Y/N  Y/N  N   

S26  1 , 2  SetBRCBValues  TP  Y/N  Y/N  N   

 U nbu ffered  report  con trol  b l ock (URCB)  

S27  1 , 2  Report TP  Y/N  Y/N  N   

S27-1  1 , 2   d ata-change  (dchg )   Y/N  Y/N  N   

S27-2  1 , 2   q ua l i ty-change  (qchg )   Y/N  Y/N  N   

S27-3  1 , 2   d ata-update  (dupd )   Y/N  Y/N  N   

S28  1 , 2  GetURCBValues  TP  Y/N  Y/N  N   

S29  1 , 2  SetURCBValues  TP  Y/N  Y/N  N   

        

 Logg ing   

 Log  con trol  b l ock 

S30  1 , 2  GetLCBValues  TP  Y/N  Y/N  N   

S31  1 , 2  SetLCBValues  TP  Y/N  Y/N  N   

 Log  

S32  1 , 2  QueryLogByTime   TP  Y/N  Y/N  N   

S33  1 , 2  QueryLogAfter TP  Y/N  Y/N  N   

S34  1 , 2  GetLogStatusVal ues  TP  Y/N  Y/N  N   
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 Ed.  Services  AA:  
TP/MC 

Cl i en t 
(C)   

Server 
(S)  

Transparent  
access  

Comments  

 Generic  substation  event  model  (GSE)   

 GOOSE  

S35  1 , 2  SendGOOSEMessage  MC  Y/N  Y/N  n /a   

 GOOSE-CONTROL-BLOCK 

S36  1 , 2  GetGoReference  TP  Y/N  Y/N  n /a   

S37  1 , 2  GetGOOSEElemen tNumber TP  Y/N  Y/N  n /a   

S38  1 , 2  GetGoCBValues  TP  Y/N  Y/N  n /a   

S39  1 , 2  SetGoCBValues  TP  Y/N  Y/N  n /a   

 GSSE  

S40  1  SendGSSEMessage  MC    Deprecated  i n  Ed i ti on  2  

 GSSE-CONTROL-BLOCK 

S41  1  GetReference  TP      Deprecated  i n  Ed i ti on  2  

S42  1  GetGSSEElemen tNumber TP      Deprecated  i n  Ed i ti on  2  

S43  1  GetGsCBValues  TP      Deprecated  i n  Ed i ti on  2  

S44  1  SetGsCBValues  TP      Deprecated  i n  Ed i ti on  2  

        

 Transmission  of sampled  val ue  model  (SVC)   

 Mu l ti cast  SV 

S45  1 , 2  SendMSVMessage  MC  Y/N  Y/N  n /a   

 Mu l ti cast  Sampled  Val ue  Con trol  B l ock 

S46  1 , 2  GetMSVCBValues  TP  Y/N  Y/N  n /a   

S47  1 , 2  SetMSVCBValues  TP  Y/N  Y/N  n /a   

 U n i cast  SV 

S48  1 , 2  SendUSVMessage  TP  Y/N  Y/N  n /a   

 U n i cast  Sampled  Val ue  Con trol  B l ock 

S49  1 , 2  GetUSVCBValues  TP  Y/N  Y/N  n /a   

S50  1 , 2  SetUSVCBValues  TP  Y/N  Y/N  n /a   

S49  1 , 2  GetUSVCBValues  TP  Y/N  Y/N  n /a   

S50  1 , 2  SetUSVCBValues  TP  Y/N  Y/N  n /a   

        

 Control   

S51  1 , 2  Se l ect TP  Y/N  Y/N  Y  

S52  1 , 2  Se l ectWi thValue   TP  Y/N  Y/N  Y  

S53  1 , 2  Cancel  TP  Y/N  Y/N  Y  

S54  1 , 2  Operate  TP  Y/N  Y/N  Y  

S55  1 , 2  CommandTerminati on  TP  Y/N  Y/N  Y  

S56  1 , 2  TimeActi vatedOperate  TP  Y/N  Y/N  Y  

        

 F i l e  transfer  

S57  1 , 2  GetF i l e  TP  Y/N  Y/N  N   

S58  1 , 2  SetFi l e  TP  Y/N  Y/N  N   

S59  1 , 2  De leteF i l e  TP  Y/N  Y/N  N   

S60  1 , 2  GetF i l eAttri bu teValues  TP  Y/N  Y/N  N   

S61  1 , 2  GetServerDi rectory  

(F I LE-SYSTEM)  

TP  Y/N  Y/N  N   

        

 Time  

T1  1 , 2  Time  resol u ti on  of i n ternal  
cl ock 

 xx  xx  n /a  Nearest  negati ve  power 
of 2

- n
 i n  seconds  

(number 0  . .  24)  
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 Ed.  Services  AA:  
TP/MC 

Cl i en t 
(C)   

Server 
(S)  

Transparent  
access  

Comments  

T2  1 , 2  Time  accuracy of i n ternal  
cl ock 

 Tx Tx n /a  TL  (ms)  ( l ow accuracy),  
T3  <  7)  (on l y Ed2)  

T0  (ms)  (<=  1 0  ms) ,   
7    <=  T3  <  9  

T1  (µs)   (<=  1  ms),  
1 0  <=  T3  <  1 3  

T2  (µs)  (<=  1 00  µS),  
1 3  <=  T3  <  1 5  

T3  (µs)   (<=   25  µS),  
1 5  <=  T3  <  1 8  

T4  (µs)   (<=   25  µS),  
1 5  <=  T3  <  1 8  

T5  (µs)  (<=   1  µS),  
T3  >=  20  

T3  1 , 2  Supported  TimeStamp  
resol u ti on  

-  xx  xx  n /a  Nearest  va l ue  of 2
- n
 i n  

seconds  

(number 0  . .  24)  

 

A.5 Redundancy support statement 

The  support of redundancy mechan isms  defined  i n  I EC TR 61 850-90-2  i s  defined  i n   
Table  A.4 .  

Table  A.4  – Redundancy mechanism  support statement 

 C l i en t   
(C)   

Server  
(S )   

Value/  
Comments  

Redundancy Capabi l i ti es   supported     

R1  No  Redundancy Y/N  Y/N   

R2  Access  Poi n t  Redundancy Y/N  Y/N   

R3  Devi ce  Redundancy Y/N  Y/N   

R4  Mu l ti p l e  Redundancy Y/N  Y/N   

R5  Cooperati ng  Cl i en ts  Y/N  Y/N   

    

Link Modes  supported     

R6  Acti ve  Y/N  Y/N   

R7  S tandby Y/N  Y/N   

R8  Supervi sed  Y/N  Y/N   

R9  Off Y/N  Y/N   

    

Dupl icate  F i l ter supported     

R6  Dupl i cate  F i l ter Y/N  n /a   

 

A.6 Transformation  function  support statement 

The  support of transformation  functions  defined  in  I EC  TR 61 850-90-2  i s  defined  in  Table  A.5.  
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Table  A.5  – Proxy/Gateway transformation  function  support statement 

 Proxy/  
Gateway 

Value/  
Comments  

Transformation  functions  supported    

L1  Preserve  l og i cal  d evices  from  I ED  l evel  Y/N   

L2  Rename  l og ical  devices  from  I ED  l evel  Y/N   

L3  Rearrange/Rename  l og i ca l  nodes  from  I ED  l evel  Y/N   

L4  Merge  data  ob jects  from  I ED  l evel  Y/N   

L5  Sp l i t  d ata  obj ects  from  I ED  l evel  Y/N   

L6  Transform  generi c  d ata  to  seman ti ca l l y d efi ned  d ata  Y/N   

L7  Transform  seman ti cal l y defi ned  d ata  to  other semanti cal l y d efi ned  data  Y/N   

L8  Create  a  subset  of an  data  array from  I ED  l evel  Y/N   

L9  Transl ate  data  from  l egacy protocol s  Y/N   

L1 0  Support of l ocal  Proxy/Gateway data  Y/N   

 

A.7  Proxy/Gateway model  support statement 

The  support of Proxy/Gateway models  defined  in  I EC  TR 61 850-90-2  i s  defined  in  Table  A. 6.  

Table  A.6  – Proxy/Gateway model  support statement 

 C l i en t 
(C)   

Server 
(S)  

Value/  
Comments  

Naming  conventions  supported     

P1  Functi on  re la ted  nam ing  Y/N  Y/N   

P2  Product  re l ated  naming  Y/N  Y/N   

    

Access  methods  supported     

P3  D i rect  access  n /a  Y/N   

P4  Transparen t  access  n /a  Y/N   

    

Substi tu tion   methods  supported     

P5  Substi tu ti on  i n  Proxy/Gateway server n /a  Y/N   

P6  Substi tu ti on  i n  I ED  vi a  transparen t  access  n /a  Y/N   

    

Telemon i toring  blocking  methods  supported     

P7  B l ocking  of i nd i vi dual  va l ues  Y/N  Y/N   

P8  B l ocking  of reports  Y/N  Y/N   

P9  F i l ter i n  fron tend  cl i en t s i de  Y/N  n /a   

    

Telecontrol  blocking  methods  supported     

P1 0  CmdBlk i n  Proxy/Gateway Y/N  Y/N   

P1 1  LocSta  at  bay l evel  Y/N  Y/N   

P1 2  LocSta  of I TCI  for te l econ trol  i n terface  Y/N  Y/N   
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 C l i en t 
(C)   

Server 
(S)  

Value/  
Comments  

    

Setting  group  control  supported     

P1 3  Local  setti ng  g roups  n /a  Y/N   

P1 4  Transparen t  access  for I ED  setti ng  g roups  n /a  Y/N   

    

Fi le  transfer methods  supported     

P1 5  Transparen t  access  to  I ED  Y/N  Y/N   

P1 6  Local  fi l e  reposi tory Y/N  Y/N   

 

A.8  Instruction  and  comments  on  using  th is  template  

NOTE  Th i s  i s  NOT part  of the  P ICS  fi l e .  

A.8.1  Comments  

The  template  has  the  fol l owing  d i fferences  compared  to  I EC  61 850-7-2  Ed i tion  2 :   

•  i nserted  changes  suggested  for I EC  TR 61 850-90-2  

•  Added  column  for service  trans  

•  a l l  services  are  optional   

•  I t’ s  not requ i red  to  i nclude  the  MMS conformance  statement from  IEC  61 850-8-1   
Annex A 

A.8.2  Instructions  

•  format of the  document may be  changed  i n to  your company format  

•  en ter the  appl icable  I ED  name and  fi rmware  version  

•  u pdate  the  Y/N  values  

•  for a  server-on ly devices  remove  the  Y/N  values  i n  the  cl i en t columns  

•  for a  cl ien t-on ly devices  remove  the  Y/N  values  i n  the  server columns  

•  for each  device  wi th  mu l tip le  access  poin ts  wi th  d i fferen t capabi l i ti es,  a l ter the  column  
header to  i nd icate  the  access  poin t name(s).  Add  add i tional  columns  for each  access  
poin t  wi th  un ique  capabi l i ties  

•  remove  the  instructions,  comments  and  revis ion  h istory 

 

A.8.3  Revision  h istory 

 

Revis ion  Date  Remarks  

1 . 0  201 5-1 1 -1 1  F i rst  versi on  
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Annex B  
( informative)  

 
SCL syntax:  XML schema defin i tion  

 
<?xml  version="1. 0"  encoding="UTF-8"?>  

<xs: schema xmlns: scl="http: //www. iec. ch/61850/2003/SCL"  xmlns: eTr-IEC61850-90-
2="http: //www. iec. ch/61850-90-2/2015/SCL"  xmlns: xs="http: //www. w3. org/2001/XMLSchema"  
xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  
targetNamespace="http: //www. iec. ch/61850-90-2/2015/SCL"  elementFormDefault="qualified"  

attributeFormDefault="unqualified"  version="2015A1">  

 <xs: annotation>  

  <xs: documentation xml: lang="en">SSCC schema version " 2015"  revision "A"  release " 1" ,   
for IEC 61850-90-2  Ed.  1 . 0.  Draft  2015-02-27.  The  schema imports  the  SCL schema " 2007"  
revision "B"  release  1 ,   for IEC 61850-6  Ed.  2 . 1.  Draft 2014-07-18.   
    
   COPYRIGHT ( c)  IEC,  2015.  All  rights  reserved.  Disclaimer:  The  IEC disclaims  liability 
for any personal  inj ury,  property or other damages  of any nature whatsoever,  whether special,  
indirect,  consequential  or compensatory,  directly or indirectly resulting from this  software 
and the  document upon which its  methods  are  based,  use  of,  or reliance  upon.  

  </xs: documentation>  

 </xs: annotation>  

 <xs: import namespace="http: //www. iec. ch/61850/2003/SCL"  schemaLocation="SCL. xsd"/>  

 <xs: complexType name="tExternalSCL">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">SCL file  name containing the  definition of a 

referenced SCL element. </xs: documentation>  

  </xs: annotation>  

  <xs: attribute  name="name"  use="required">  

   <xs: simpleType>  

    <xs: restriction base="xs: normalizedString">  

     <xs: minLength value="1"/>  

    </xs: restriction>  

   </xs: simpleType>  

  </xs: attribute>  

  <xs: attribute  name="file"  use="required">  

   <xs: simpleType>  

    <xs: restriction base="xs: anyURI">  

     <xs: minLength value="1"/>  

    </xs: restriction>  

   </xs: simpleType>  

  </xs: attribute>  

  <xs: attribute  name="id"  use="optional">  

   <xs: simpleType>  

    <xs: restriction base="xs: normalizedString">  

     <xs: minLength value="1"/>  

    </xs: restriction>  

   </xs: simpleType>  

  </xs: attribute>  

  <xs: attribute  name="version"  use="optional">  

   <xs: simpleType>  

    <xs: restriction base="xs: normalizedString">  

     <xs: minLength value="1"/>  

    </xs: restriction>  

   </xs: simpleType>  

  </xs: attribute>  

  <xs: attribute  name="revision"  use="optional">  

   <xs: simpleType>  

    <xs: restriction base="xs: normalizedString">  

     <xs: minLength value="1"/>  

    </xs: restriction>  

   </xs: simpleType>  

  </xs: attribute>  

 </xs: complexType>  

 <xs: complexType name="tRedundancyModes">  

  <xs: annotation>  

Copyright International  Electrotechnical  Commission  



 –  1 26  – I EC  TR 61 850-90-2 :201 6    I EC  201 6  

   <xs: documentation xml: lang="en">Describes  the  capabilities  of a  redundant IEC61850  

client</xs: documentation>  

  </xs: annotation>  

  <xs: attribute  name="noRedundancy"  type="xs: boolean"  use="optional"  default="true"/>  

  <xs: attribute  name="acccessPointRedundancy"  type="xs: boolean"  use="optional"  

default="false"/>  

  <xs: attribute  name="deviceRedundancy"  type="xs: boolean"  use="optional"  default="false"/>  

  <xs: attribute  name="multipleRedundancy"  type="xs: boolean"  use="optional"  

default="false"/>  

 </xs: complexType>  

 <xs: complexType name="tLinkModes">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Describes  the  supported link states  of a redundant 

IEC61850  connection</xs: documentation>  

  </xs: annotation>  

  <xs: attribute  name="active"  type="xs: boolean"  use="optional"  default="false"/>  

  <xs: attribute  name="standby"  type="xs: boolean"  use="optional"  default="false"/>  

  <xs: attribute  name="supervised"  type="xs: boolean"  use="optional"  default="false"/>  

  <xs: attribute  name="off"  type="xs: boolean"  use="optional"  default="true"/>  

 </xs: complexType>  

 <xs: complexType name="tClientRedundancyServices">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Service section for redundancy support according to 

IEC 61850-90-2</xs: documentation>  

  </xs: annotation>  

  <xs: all>  

   <xs: element name="RedundancyModes"  type="eTr-IEC61850-90-2: tRedundancyModes"  

minOccurs="0"/>  

   <xs: element name="LinkModes"  type="eTr-IEC61850-90-2: tLinkModes"  minOccurs="0"/>  

   <xs: element name="CooperatingClients"  type="xs: boolean"  default="false"  

minOccurs="0"/>  

  </xs: all>  

 </xs: complexType>  

 <xs: complexType name="tProxyRef">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Express  relation between LN/DO/DOI  in Proxy/Gateway 

Server and IED. </xs: documentation>  

  </xs: annotation>  

  <xs: attribute  name="externalScl"  use="optional">  

   <xs: simpleType>  

    <xs: restriction base="xs: normalizedString">  

     <xs: minLength value="1"/>  

    </xs: restriction>  

   </xs: simpleType>  

  </xs: attribute>  

  <xs: attribute  name="iedName"  type="scl: tIEDName"  use="required"/>  

  <xs: attribute  name="ldInst"  type="scl: tLDInst"  use="required"/>  

  <xs: attribute  name="prefix"  type="scl: tPrefix"  use="optional"  default=""/>  

  <xs: attribute  name="lnClass"  type="scl: tLNClassEnum"  use="required"/>  

  <xs: attribute  name="lnInst"  type="scl: tLNInst"  use="optional"/>  

  <xs: attribute  name="doName"  type="scl: tFullDOName"  use="optional"/>  

  <xs: attribute  name="daName"  type="scl: tFullAttributeName"  use="optional"/>  

  <xs: attribute  name="fc"  type="scl: tFCEnum"  use="optional"/>  

  <xs: attribute  name="ix"  type="xs: unsignedInt"  use="optional"/>  

 </xs: complexType>  

 <xs: complexType name="tRedundantServerTo">  

  <xs: annotation>  

   <xs: documentation>Describes  the  reference to  a server access  point in another IED and 

allows  to  override instance  values</xs: documentation>  

  </xs: annotation>  

  <xs: sequence>  

   <xs: element name="LDeviceOverride"  type="scl: tLDevice"  minOccurs="0"  

maxOccurs="unbounded">  

    <xs: unique  name="uniqueLNInLDeviceOverride">  

     <xs: selector xpath=" . /scl: LN"/>  

     <xs: field xpath="@inst"/>  

     <xs: field xpath="@lnClass"/>  

     <xs: field xpath="@prefix"/>  
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    </xs: unique>  

   </xs: element>  

   <xs: element name="Association"  type="scl: tAssociation"  minOccurs="0"  

maxOccurs="unbounded"/>  

  </xs: sequence>  

  <xs: attribute  name="iedName"  type="scl: tIEDName"  use="required"/>  

  <xs: attribute  name="apName"  type="scl: tAccessPointName"  use="required"/>  

  <xs: attribute  name="timeout"  type="xs: unsignedInt"  use="optional"  default="30"/>  

 </xs: complexType>  

 <xs: complexType name="tAccessPointRef">  

  <xs: annotation>  

   <xs: documentation>Describes  the  reference to  an access  point in another 

IED</xs: documentation>  

  </xs: annotation>  

  <xs: attribute  name="iedName"  type="scl: tIEDName"  use="required"/>  

  <xs: attribute  name="apName"  type="scl: tAccessPointName"  use="required"/>  

 </xs: complexType>  

 <xs: simpleType name="tLinkModeEnum">  

  <xs: annotation>  

   <xs: documentation>Enumeration for the  possibel  operation modes  of a non active 

communication link</xs: documentation>  

  </xs: annotation>  

  <xs: restriction base="xs: Name">  

   <xs: enumeration value="Standby"/>  

   <xs: enumeration value="Supervised"/>  

   <xs: enumeration value="Off"/>  

  </xs: restriction>  

 </xs: simpleType>  

 <xs: element  name="ExternalSCL"  type="eTr-IEC61850-90-2: tExternalSCL">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">SCL file  name:  containing referenced SCL elements.  To  
be  included in a Private with type  "eTr-IEC61850-90-2"  below the  root SCL 

element. </xs: documentation>  

  </xs: annotation>  

 </xs: element>  

 <xs: element  name="RedundancyModes"  type="eTr-IEC61850-90-2: tRedundancyModes">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Describes  the  capabilities  of a  redundant IEC61850  

client.  Element in ClientRedundancyServices</xs: documentation>  

  </xs: annotation>  

 </xs: element>  

 <xs: element  name="LinkModes"  type="eTr-IEC61850-90-2: tLinkModes">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Describes  the  supported link states  of a redundant 

IEC61850  connection.  Element in ClientRedundancyServices</xs: documentation>  

  </xs: annotation>  

 </xs: element>  

 <xs: element  name="ClientRedundancyServices"  type="eTr-IEC61850-90-

2: tClientRedundancyServices">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Service section for redundancy support according to 
IEC 61850-90-2.  To  be  included in a Private with type " eTr-IEC61850-90-2"  below the  

"AccesPoint"  SCL element. </xs: documentation>  

  </xs: annotation>  

 </xs: element>  

 <xs: element  name="ProxyOf"  type="eTr-IEC61850-90-2: tProxyRef">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Express  relation between LN/DO/DOI  in Proxy/Gateway 
Server and IED.  To  be  included in a Private with type " eTr-IEC61850-90-2"  below the  SCL 

element. </xs: documentation>  

  </xs: annotation>  

 </xs: element>  

 <xs: element  name="RedundantServerTo"  type="eTr-IEC61850-90-2: tRedundantServerTo">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Express  Relation between Servers  for redundancy.  To  
be  included in a Private with type  "eTr-IEC61850-90-2"  below the  "AccessPoint"  SCL 

element. </xs: documentation>  

  </xs: annotation>  
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 </xs: element>  

 <xs: element  name="RedundantClientTo"  type="eTr-IEC61850-90-2: tAccessPointRef">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Express  Relation between Clients  for redundancy.  To  
be  included in a Private with type  "eTr-IEC61850-90-2"  below the  "AccessPoint"  SCL 

element. </xs: documentation>  

  </xs: annotation>  

 </xs: element>  

 <xs: element  name="StandbyLinkMode"  type="eTr-IEC61850-90-2: tLinkModeEnum">  

  <xs: annotation>  

   <xs: documentation xml: lang="en">Configured operation mode of the  communication 
link(s)  when not the  preferred link.  To  be  included in a Private with type "eTr-IEC61850-90-2"  

below the  "AccessPoint"  SCL element. </xs: documentation>  

  </xs: annotation>  

 </xs: element>  

</xs: schema>  
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Annex C  
( informative)  

 
Substation  SCD example 

 

<?xml  version="1. 0"  encoding="utf-8"?>  

<SCL version="2007"  revision="B"  release="1"  xmlns="http: //www. iec. ch/61850/2003/SCL"  
xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  xmlns: eTr-IEC61850-90-
2="http: //www. iec. ch/61850-90-2/2015/SCL"  xsi: schemaLocation="http: //www. iec. ch/61850-90-

2/2015/SCL C: \Users\nb241630\Desktop\90-2\Schema\SSCC. xsd">  

 <Private type="eTr-IEC61850-90-2">  

  <eTr-IEC61850-90-2: ExternalSCL name="Proxy/Gateway"  file="Proxy-Gateway. scd"  id="90-2  

ProxyGatewayServer Sample SCL"  version="1"  revision="A"/>  

 </Private>  

 <Header id="Substation Sample SCL"  version="1"  revision="A"  nameStructure="IEDName"/>  

 <Substation name="AA1">  

  <VoltageLevel  name="E1">  

   <Bay name="Q1">  

    <ConductingEquipment type="CBR"  name="Q0">  

     <LNode lnClass="CSWI"  iedName="IED1"  ldInst="CTRL"  lnInst="1"  prefix="Q0"/>  

     <LNode lnClass="XCBR"  iedName="IED1"  ldInst="CTRL"  lnInst="1"  prefix="Q0"/>  

     <LNode lnClass="CILO"  iedName="IED1"  ldInst="CTRL"  lnInst="1"  prefix="Q0"/>  

    </ConductingEquipment>  

    <ConductingEquipment type="DIS"  name="Q1">  

    </ConductingEquipment>  

    <ConductingEquipment type="VTR"  name="T5">  

    </ConductingEquipment>  

    <ConductingEquipment type="CTR"  name="T1">  

    </ConductingEquipment>  

   </Bay>  

   <Bay name="Q2">  

    <ConductingEquipment type="CBR"  name="Q0">  

     <LNode lnClass="CSWI"  iedName="IED3"  ldInst="CTRL"  lnInst="1"  prefix=""/>  

     <LNode lnClass="XCBR"  iedName="IED3"  ldInst="CTRL"  lnInst="1"  prefix=""/>  

     <LNode lnClass="CILO"  iedName="IED3"  ldInst="CTRL"  lnInst="1"  prefix=""/>  

    </ConductingEquipment>  

    <ConductingEquipment type="DIS"  name="Q1"/>  

    <ConductingEquipment type="VTR"  name="T5"/>  

    <ConductingEquipment type="CTR"  name="T1"/>  

   </Bay>  

  </VoltageLevel>  

 </Substation>  

 <Communication>  

  <SubNetwork name="SubNet1"  type="8-MMS">  

   <ConnectedAP iedName="IED1"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 1</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED2"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 2</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  
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   <ConnectedAP iedName="IED3"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 3</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED4"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 4</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED5"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 5</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED6"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 6</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED99_1"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 99</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED99_2"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 0. 100</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

    </Address>  

   </ConnectedAP>  

  </SubNetwork>  

 </Communication>  

 <IED desc="Bay Controller E1Q1"  name="IED1"  type="Bay Controller"  manufacturer="IEC"  

configVersion="1">  

  <Services>  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  
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   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="CTRL">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="CTRL"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="EnaOpn"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="EnaCls"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Loc"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="OpCnt"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="BlkOpn"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="BlkCls"  

fc="ST"/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  
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        <Val>Bay Controller</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000001</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Bay Controller</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CSWI"  lnType="CSWI"  inst="1"  prefix="Q0">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CILO"  lnType="CILO"  inst="1"  prefix="Q0">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  
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       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="XCBR"  lnType="XCBR"  inst="1"  prefix="Q0">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkOpn">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkCls">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  

 <IED desc="Protection E1Q1"  name="IED2"  type="Protection"  manufacturer="IEC"  

configVersion="1">  

  <Services>  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  

   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="PROT">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="PROT"  prefix=""  lnClass="LPHD"  lnInst="1"  

doName="PhyHealth"  fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Health"  

fc="ST"/>  
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       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Str"  

fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Op"  

fc="ST"/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000002</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="PTOC"  lnType="PTOC"  inst="1"  prefix="">  

     </LN>  

    </LDevice>  
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    <LDevice inst="MEAS">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="LPHD"  lnInst="1"  

doName="PhyHealth"  fc="ST"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="Beh"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="Health"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="Hz"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="A"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="PPV"  

fc="MX"/>  

      </DataSet>  

      <ReportControl  name="URCB"  datSet="Dataset1"  confRev="1"  buffered="false"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="false"  configRef="true"  entryID="false"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000002</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  
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       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMXU"  lnType="MMXU"  inst="1"  prefix=""/>  

    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  

 <IED desc="Bay Controller E1Q2"  name="IED3"  type="Bay Controller"  manufacturer="IEC"  

configVersion="1">  

  <Services>  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  

   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="CTRL">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="CTRL"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="EnaOpn"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="CILO"  lnInst="1"  doName="EnaCls"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Loc"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="OpCnt"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="BlkOpn"  

fc="ST"/>  
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       <FCDA ldInst="CTRL"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="BlkCls"  

fc="ST"/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000003</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Bay Controller</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CSWI"  lnType="CSWI"  inst="1"  prefix="Q0">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  
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       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CILO"  lnType="CILO"  inst="1"  prefix="Q0">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="XCBR"  lnType="XCBR"  inst="1"  prefix="Q0">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkOpn">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkCls">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  

 <IED desc="Protection E1Q2"  name="IED4"  type="Protection"  manufacturer="IEC"  

configVersion="1">  

  <Services>  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  
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   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="PROT">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="PROT"  prefix=""  lnClass="LPHD"  lnInst="1"  

doName="PhyHealth"  fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Health"  

fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Str"  

fc="ST"/>  

       <FCDA ldInst="PROT"  prefix=""  lnClass="PTOC"  lnInst="1"  doName="Op"  

fc="ST"/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  
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       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000004</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="PTOC"  lnType="PTOC"  inst="1"  prefix=""/>  

    </LDevice>  

    <LDevice inst="MEAS">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="LPHD"  lnInst="1"  

doName="PhyHealth"  fc="ST"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="Beh"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="Health"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="1"  doName="A"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="2"  doName="Beh"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="2"  doName="Health"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="2"  doName="Hz"  

fc="MX"/>  

       <FCDA ldInst="MEAS"  prefix=""  lnClass="MMXU"  lnInst="2"  doName="PPV"  

fc="MX"/>  

      </DataSet>  

      <ReportControl  name="URCB"  datSet="Dataset1"  confRev="1"  buffered="false"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="false"  configRef="true"  entryID="false"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  
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      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000004</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMXU"  lnType="MMXU_Current"  inst="1"  prefix=""/>  

     <LN lnClass="MMXU"  lnType="MMXU_Voltage"  inst="2"  prefix=""/>  

    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  

 <IED desc="Meter E1Q2"  name="IED5"  type="Meter"  manufacturer="IEC"  configVersion="1">  

  <Services>  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  

   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="COUNT">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="COUNT"  prefix=""  lnClass="LPHD"  lnInst="1"  

doName="PhyHealth"  fc="ST"/>  
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       <FCDA ldInst="COUNT"  prefix=""  lnClass="MMTR"  lnInst="1"  doName="TotVAh"  

fc="ST"/>  

       <FCDA ldInst="COUNT"  prefix=""  lnClass="MMTR"  lnInst="1"  doName="TotWh"  

fc="ST"/>  

       <FCDA ldInst="COUNT"  prefix=""  lnClass="MMTR"  lnInst="1"  doName="TotVArh"  

fc="ST"/>  

      </DataSet>  

      <ReportControl  name="URCB"  datSet="Dataset1"  confRev="1"  buffered="false"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="false"  configRef="true"  entryID="false"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Meter</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000005</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Meter</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMTR"  lnType="MMTR"  inst="1"/>  
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    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  

 <IED desc="I/O Box E1Q2"  name="IED6"  type="I/O Box"  manufacturer="IEC"  configVersion="1">  

  <Services>  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  

   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="DIGITAL">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="DIGITAL"  prefix=""  lnClass="LPHD"  lnInst="1"  

doName="PhyHealth"  fc="ST"/>  

       <FCDA ldInst="DIGITAL"  prefix=""  lnClass="GGIO"  lnInst="1"  doName="Beh"  

fc="ST"/>  

       <FCDA ldInst="DIGITAL"  prefix=""  lnClass="GGIO"  lnInst="1"  

doName="Health"  fc="ST"/>  

       <FCDA ldInst="DIGITAL"  prefix=""  lnClass="GGIO"  lnInst="1"  doName="Ind01"  

fc="ST"/>  

       <FCDA ldInst="DIGITAL"  prefix=""  lnClass="GGIO"  lnInst="1"  doName="Ind02"  

fc="ST"/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="IED99_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

        <ClientLN iedName="IED99_2"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>I/O Box</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  
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       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1"  prefix="">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000006</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC I/O Box</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="GGIO"  lnType="GGIO"  inst="1"  prefix="">  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>I/O Box</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  

 <IED desc="Proxy/GW Client"  name="IED99_1"  type="Proxy/Gateway"  manufacturer="IEC"  

configVersion="1">  

  <Services  nameLength="64">  

   <ClientServices  bufReport="true"  unbufReport="true"  maxAttributes="50000"  

maxReports="200"  supportsLdName="true">  

    <TimeSyncProt/>  

   </ClientServices>  

  </Services>  

  <AccessPoint name="AP1">  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: ClientRedundancyServices>  

     <eTr-IEC61850-90-2: RedundancyModes  noRedundancy="false"  

acccessPointRedundancy="false"  deviceRedundancy="true"  multipleRedundancy="false"/>  

     <eTr-IEC61850-90-2: LinkModes  off="true"  standby="true"  supervised="true"  

active="true"/>  

     <eTr-IEC61850-90-2: CooperatingClients>false</eTr-IEC61850-90-

2: CooperatingClients>  

    </eTr-IEC61850-90-2: ClientRedundancyServices>  

Copyright International  Electrotechnical  Commission  



I EC  TR 61 850-90-2 :201 6    I EC  201 6  – 1 45  – 

   </Private>  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: StandbyLinkMode>Standby</eTr-IEC61850-90-2: StandbyLinkMode>  

   </Private>  

   <LN lnClass="ITCI"  inst="1"  lnType="ITCI">  

    <DOI  name="NamPlt">  

     <DAI  name="vendor">  

      <Val>IEC</Val>  

     </DAI>  

     <DAI  name="swRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

     <DAI  name="d">  

      <Val>Telecontrol  interface</Val>  

     </DAI>  

     <DAI  name="configRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

    </DOI>  

   </LN>  

  </AccessPoint>  

 </IED>  

 <IED desc="Proxy/GW Client"  name="IED99_2"  type="Proxy/Gateway"  manufacturer="IEC"  

configVersion="1">  

  <Services  nameLength="64">  

   <ClientServices  bufReport="true"  unbufReport="true"  maxAttributes="50000"  

maxReports="200"  supportsLdName="true">  

    <TimeSyncProt/>  

   </ClientServices>  

  </Services>  

  <AccessPoint name="AP1">  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: ClientRedundancyServices>  

     <eTr-IEC61850-90-2: RedundancyModes  noRedundancy="false"  

acccessPointRedundancy="false"  deviceRedundancy="true"  multipleRedundancy="false"/>  

     <eTr-IEC61850-90-2: LinkModes  active="true"  standby="true"  supervised="true"  

off="true"/>  

     <eTr-IEC61850-90-2: CooperatingClients>false</eTr-IEC61850-90-

2: CooperatingClients>  

    </eTr-IEC61850-90-2: ClientRedundancyServices>  

    <eTr-IEC61850-90-2: RedundantClientTo  iedName="IED99_1"  apName="AP1"/>  

   </Private>  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: StandbyLinkMode>Standby</eTr-IEC61850-90-2: StandbyLinkMode>  

   </Private>  

   <LN lnClass="ITCI"  inst="1"  lnType="ITCI">  

    <DOI  name="NamPlt">  

     <DAI  name="vendor">  

      <Val>IEC</Val>  

     </DAI>  

     <DAI  name="swRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

     <DAI  name="d">  

      <Val>Telecontrol  interface</Val>  

     </DAI>  

     <DAI  name="configRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

    </DOI>  

   </LN>  

  </AccessPoint>  

 </IED>  

 <DataTypeTemplates>  

  <LNodeType id="CILO"  desc="Circuit switch interlocking"  lnClass="CILO">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  
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   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Enable open"  name="EnaOpn"  type="SPS"/>  

   <DO desc="Enable close"  name="EnaCls"  type="SPS"/>  

   <DO desc="Indicates  if this  LN is  a proxy"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="CSWI"  desc="Circuit breaker controller"  lnClass="CSWI">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Switch,  general"  name="Pos"  type="DPC"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="GGIO"  desc="Process  I/O"  lnClass="GGIO">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO name="Ind01"  type="SPS"/>  

   <DO name="Ind02"  type="SPS"/>  

   <DO name="Ind03"  type="SPS"/>  

   <DO name="Ind04"  type="SPS"/>  

   <DO name="Ind05"  type="SPS"/>  

   <DO name="Ind06"  type="SPS"/>  

   <DO name="Ind07"  type="SPS"/>  

   <DO name="Ind08"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="ITCI"  desc="Telecontrol  Interface"  lnClass="ITCI">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL_client"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="KVLV"  desc="Valve Control"  lnClass="KVLV">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Closed end position reached"  name="ClsPos"  type="SPS"/>  

   <DO desc="Open end position reached"  name="OpnPos"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="LLN0"  desc="Logical  node zero"  lnClass="LLN0">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL_4_LLN0"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Local  control  behaviour"  name="Loc"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="LPHD"  desc="Physical  device information"  lnClass="LPHD">  

   <DO desc="Physical  device name plate"  name="PhyNam"  type="DPL"/>  

   <DO desc="Physical  device health"  name="PhyHealth"  type="ENSHealth"/>  

   <DO desc="Indicates  if this  LN is  a proxy"  name="Proxy"  type="SPS"/>  

  </LNodeType>  

  <LNodeType id="MMTR"  desc="Metering 3  Phase"  lnClass="MMTR">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Net apparent energy"  name="TotVAh"  type="BCR"/>  

   <DO desc="Net real  energy"  name="TotWh"  type="BCR"/>  

   <DO desc="Net reactive energy"  name="TotVArh"  type="BCR"/>  

   <DO desc="Real  energy supply"  name="SupWh"  type="BCR"/>  

   <DO desc="Reactive energy supply"  name="SupVArh"  type="BCR"/>  

   <DO desc="Real  energy demand"  name="DmdWh"  type="BCR"/>  
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   <DO desc="Reactive energy demand"  name="DmdVArh"  type="BCR"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXN"  desc="Measurement not phase related"  lnClass="MMXN">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Net apparent energy"  name="TotVAhMV"  type="CMV_With_dataNs"/>  

   <DO desc="Net real  energy"  name="TotWhMV"  type="CMV_With_dataNs"/>  

   <DO desc="Net reactive energy"  name="TotVArhMV"  type="CMV_With_dataNs"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXU"  desc="Measurement"  lnClass="MMXU">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Total  active power ( total  P) "  name="TotW"  type="MV"/>  

   <DO desc="Total  reactive power ( total  Q) "  name="TotVAr"  type="MV"/>  

   <DO desc="Total  apparent power ( total  S) "  name="TotVA"  type="MV"/>  

   <DO desc="Total  power factor ( total  PF) "  name="TotPF"  type="MV"/>  

   <DO desc="Frequency"  name="Hz"  type="MV"/>  

   <DO desc="Phase to  phase voltages  (VL1,  VL2,  . . . ) "  name="PPV"  type="DEL"/>  

   <DO desc="Phase to  ground voltages  (VL1ER,  . . . ) "  name="PhV"  type="WYE"/>  

   <DO desc="Phase currents  ( IL1,  IL2 ,  IL3) "  name="A"  type="WYE"/>  

   <DO desc="Phase active power ( P) "  name="W"  type="WYEabc"/>  

   <DO desc="Phase reactive power ( Q) "  name="VAr"  type="WYEabc"/>  

   <DO desc="Phase apparent power ( S) "  name="VA"  type="WYEabc"/>  

   <DO desc="Phase power factor"  name="PF"  type="WYEabc"/>  

   <DO desc="Phase impedance"  name="Z"  type="WYEabc"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXU_Current"  desc="Measurement"  lnClass="MMXU">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Phase currents  ( IL1,  IL2 ,  IL3) "  name="A"  type="WYE"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXU_Voltage"  desc="Measurement"  lnClass="MMXU">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Frequency"  name="Hz"  type="MV"/>  

   <DO desc="Phase to  phase voltages  (VL1,  VL2,  . . . ) "  name="PPV"  type="DEL"/>  

   <DO desc="Phase to  ground voltages  (VL1ER,  . . . ) "  name="PhV"  type="WYE"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="PTOC"  desc="Time overcurrent"  lnClass="PTOC">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO name="Str"  type="ACD"/>  

   <DO name="Op"  type="ACT"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="XCBR"  desc="Circuit breaker "  lnClass="XCBR">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Local  control  behaviour"  name="Loc"  type="SPS"/>  

   <DO desc="Operation counter"  name="OpCnt"  type="INS"/>  

   <DO desc="Switch position"  name="Pos"  type="DPC"/>  
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   <DO desc="Block opening"  name="BlkOpn"  type="SPC"/>  

   <DO desc="Block closing"  name="BlkCls"  type="SPC"/>  

   <DO desc="LN represents  a LN in another IED"  name="Proxy"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <DOType  id="ACD"  cdc="ACD">  

   <DA name="general"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirGeneral"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="phsA"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirPhsA"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="phsB"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirPhsB"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="phsC"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirPhsC"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

  </DOType>  

  <DOType  id="ACT"  cdc="ACT"  desc="Protection activation information">  

   <DA name="general"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="operTm"  bType="Timestamp"  type=""  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="BCR"  cdc="BCR"  desc="Binary counter reading">  

   <DA name="actVal"  bType="INT64"  fc="ST"/>  

   <DA name="frVal"  bType="INT64"  fc="ST"  dupd="true"/>  

   <DA name="frTm"  bType="Timestamp"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="pulsQty"  bType="FLOAT32"  fc="CF"  dchg="true"/>  

   <DA name="frEna"  bType="BOOLEAN"  fc="CF"  dchg="true"/>  

   <DA name="strTm"  bType="Timestamp"  fc="CF"  dchg="true"/>  

   <DA name="frPd"  bType="INT32"  fc="CF"  dchg="true"/>  

   <DA name="frRs"  bType="BOOLEAN"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="CMV"  cdc="CMV"  desc="Complex measured value">  

   <DA name="instCVal"  bType="Struct"  type="Vector"  fc="MX"/>  

   <DA name="cVal"  bType="Struct"  type="Vector"  fc="MX"  dchg="true"/>  

   <DA name="range"  bType="Enum"  type="range"  fc="MX"/>  

   <DA name="q"  bType="Quality"  fc="MX"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="MX"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="db"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="dbAng"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="zeroDb"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="rangeC"  bType="Struct"  type="RangeConfig"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="CMV_With_dataNs"  cdc="CMV"  desc="Complex measured value">  

   <DA name="instCVal"  bType="Struct"  type="Vector"  fc="MX"/>  

   <DA name="cVal"  bType="Struct"  type="Vector"  fc="MX"  dchg="true"/>  

   <DA name="range"  bType="Enum"  type="range"  fc="MX"/>  

   <DA name="q"  bType="Quality"  fc="MX"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="MX"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="db"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="dbAng"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="zeroDb"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="rangeC"  bType="Struct"  type="RangeConfig"  fc="CF"  dchg="true"/>  

   <DA name="dataNs"  bType="VisString255"  valKind="RO"  fc="EX">  

    <Val>IEC Private Extension</Val>  

   </DA>  

  </DOType>  

  <DOType  id="DEL"  cdc="DEL"  desc="Phase to  phase  related measured values  of a three  phase 

system">  

   <SDO name="phsAB"  type="CMV"/>  

   <SDO name="phsBC"  type="CMV"/>  

   <SDO name="phsCA"  type="CMV"/>  
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  </DOType>  

  <DOType  id="DPC"  cdc="DPC"  desc="Controllable double point">  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="stVal"  bType="Dbpos"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="stSeld"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="pulseConfig"  bType="Struct"  type="PulseConfig"  fc="CF"  dchg="true"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF"  dchg="true"/>  

   <DA name="sboTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="sboClass"  bType="Enum"  type="sboClass"  fc="CF"  dchg="true"/>  

   <DA name="operTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="DPL"  cdc="DPL"  desc="Device name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="hwRev"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="serNum"  bType="VisString255"  fc="DC"/>  

   <DA name="model"  bType="VisString255"  fc="DC"/>  

   <DA name="location"  bType="VisString255"  fc="DC"/>  

   <DA name="owner"  bType="VisString255"  fc="DC"/>  

   <DA name="ePSName"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENCModStatusOnly"  cdc="ENC">  

   <DA name="stVal"  bType="Enum"  type="Mod"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF">  

    <Val>status-only</Val>  

   </DA>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENSBeh"  cdc="ENS"  desc="Behaviour">  

   <DA name="stVal"  bType="Enum"  type="Beh"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENSHealth"  cdc="ENS">  

   <DA name="stVal"  bType="Enum"  type="Health"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENSSwTyp"  cdc="ENS"  desc="Switch Type">  

   <DA name="stVal"  bType="Enum"  type="SwTyp"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="INC"  cdc="INC"  desc="Controllable integer status">  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="stVal"  bType="INT32"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="stSeld"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF"  dchg="true"/>  

   <DA name="sboTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="sboClass"  bType="Enum"  type="sboClass"  fc="CF"  dchg="true"/>  

   <DA name="minVal"  bType="INT32"  fc="CF"  dchg="true"/>  

   <DA name="maxVal"  bType="INT32"  fc="CF"  dchg="true"/>  

   <DA name="stepSize"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="operTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="INS"  cdc="INS"  desc="Integer status">  

   <DA name="stVal"  bType="INT32"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  
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  </DOType>  

  <DOType  id="LPL"  cdc="LPL"  desc="Logical  node name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

   <DA name="configRev"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="LPL_4_LLN0"  cdc="LPL"  desc="Logical  node name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="ldNs"  bType="VisString255"  fc="DC">  

    <Val>IEC 61850-7-4: 2007</Val>  

   </DA>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

   <DA name="configRev"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="LPL_client"  cdc="LPL"  desc="Logical  node name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="lnNs"  bType="VisString255"  fc="DC">  

    <Val>IEC 61850-7-4: 2007</Val>  

   </DA>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

   <DA name="configRev"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="MV"  cdc="MV"  desc="Measured value">  

   <DA name="instMag"  bType="Struct"  type="AnalogueValue"  fc="MX"/>  

   <DA name="mag"  bType="Struct"  type="AnalogueValue"  fc="MX"  dchg="true"  dupd="true"/>  

   <DA name="range"  bType="Enum"  type="range"  fc="MX"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="MX"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="MX"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="db"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="zeroDb"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="rangeC"  bType="Struct"  type="RangeConfig"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="SEQ"  cdc="SEQ"  desc="Sequence">  

   <DA name="seqT"  bType="Enum"  type="seqT"  fc="MX"/>  

   <SDO name="c1"  type="CMV"/>  

   <SDO name="c2"  type="CMV"/>  

   <SDO name="c3"  type="CMV"/>  

  </DOType>  

  <DOType  id="SPC"  cdc="SPC"  desc="Controllable single point">  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="stVal"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="stSeld"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="pulseConfig"  bType="Struct"  type="PulseConfig"  fc="CF"  dchg="true"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF"  dchg="true"/>  

   <DA name="sboTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="sboClass"  bType="Enum"  type="sboClass"  fc="CF"  dchg="true"/>  

   <DA name="operTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="SPS"  cdc="SPS"  desc="Single point status">  

   <DA name="stVal"  bType="BOOLEAN"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

  </DOType>  

  <DOType  id="SPS_with_dataNs"  cdc="SPS"  desc="Single point status">  

   <DA name="stVal"  bType="BOOLEAN"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="dataNs"  bType="VisString255"  fc="EX">  

    <Val>(TR) IEC61850-90-2: 2015</Val>  

   </DA>  

  </DOType>  
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  <DOType  id="WYE"  cdc="WYE"  desc="Phase to  ground related measured values  of a three 

phase system">  

   <SDO name="phsA"  type="CMV"/>  

   <SDO name="phsB"  type="CMV"/>  

   <SDO name="phsC"  type="CMV"/>  

   <SDO name="neut"  type="CMV"/>  

   <SDO name="res"  type="CMV"/>  

  </DOType>  

  <DOType  id="WYEabc"  cdc="WYE"  desc="Phase to  ground related measured values  of a  three 

phase system">  

   <SDO name="phsA"  type="CMV"/>  

   <SDO name="phsB"  type="CMV"/>  

   <SDO name="phsC"  type="CMV"/>  

  </DOType>  

  <DAType  id="AnalogueValue"  desc="Analogue value">  

   <BDA desc="Floating point  representation of the  measured value"  name="f"  

bType="FLOAT32"/>  

  </DAType>  

  <DAType  id="Originator"  desc="Originator">  

   <BDA name="orCat"  bType="Enum"  type="orCategory"/>  

   <BDA name="orIdent"  bType="Octet64"/>  

  </DAType>  

  <DAType  id="PulseConfig"  desc="Pulse configuration">  

   <BDA name="cmdQual"  bType="Enum"  type="cmdQual"/>  

   <BDA name="onDur"  bType="INT32U"/>  

   <BDA name="offDur"  bType="INT32U"/>  

   <BDA name="numPls"  bType="INT32U"/>  

  </DAType>  

  <DAType  id="RangeConfig"  desc="Configuration parameters  as  used in the  context with the  

range attribute">  

   <BDA name="hhLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA name="hLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA name="lLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA name="llLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA desc="Minimum process  measurement for which values  of i  or f are  considered 

within process  limits"  name="min"  bType="Struct"  type="AnalogueValue"/>  

   <BDA desc="Maximum process  measurement for which values  of i  or f are  considered 

within process  limits"  name="max"  bType="Struct"  type="AnalogueValue"/>  

  </DAType>  

  <DAType  id="Unit"  desc="Units  of the  attribute(s)  representing the  value of the  data" >  

   <BDA desc="Defines  an SI  Unit"  name="SIUnit"  bType="Enum"  type="SIUnit"/>  

   <BDA desc="Multiplier value"  name="multiplier"  bType="Enum"  type="Multiplier"/>  

  </DAType>  

  <DAType  id="Vector"  desc="Deadbanded complex value">  

   <BDA desc="Magnitude of the  complex value. "  name="mag"  bType="Struct"  

type="AnalogueValue"/>  

   <BDA desc="Angle of the  complex value. "  name="ang"  bType="Struct"  

type="AnalogueValue"/>  

  </DAType>  

  <EnumType  id="Beh">  

   <EnumVal  ord="1">on</EnumVal>  

   <EnumVal  ord="2">blocked</EnumVal>  

   <EnumVal  ord="3">test</EnumVal>  

   <EnumVal  ord="4">test/blocked</EnumVal>  

   <EnumVal  ord="5">off</EnumVal>  

  </EnumType>  

  <EnumType  id="cmdQual">  

   <EnumVal  ord="0">pulse</EnumVal>  

   <EnumVal  ord="1">persistent</EnumVal>  

  </EnumType>  

  <EnumType  id="ctlModel">  

   <EnumVal  ord="0">status-only</EnumVal>  

   <EnumVal  ord="1">direct-with-normal-security</EnumVal>  

   <EnumVal  ord="2">sbo-with-normal-security</EnumVal>  

   <EnumVal  ord="3">direct-with-enhanced-security</EnumVal>  

   <EnumVal  ord="4">sbo-with-enhanced-security</EnumVal>  

  </EnumType>  

  <EnumType  id="dir">  

Copyright International  Electrotechnical  Commission  



 –  1 52  – I EC  TR 61 850-90-2 :201 6    I EC  201 6  

   <EnumVal  ord="0">unknown</EnumVal>  

   <EnumVal  ord="1">forward</EnumVal>  

   <EnumVal  ord="2">backward</EnumVal>  

   <EnumVal  ord="3">both</EnumVal>  

  </EnumType>  

  <EnumType  id="Health">  

   <EnumVal  ord="1">Ok</EnumVal>  

   <EnumVal  ord="2">Warning</EnumVal>  

   <EnumVal  ord="3">Alarm</EnumVal>  

  </EnumType>  

  <EnumType  id="orCategory">  

   <EnumVal  ord="0">not-supported</EnumVal>  

   <EnumVal  ord="1">bay-control</EnumVal>  

   <EnumVal  ord="2">station-control</EnumVal>  

   <EnumVal  ord="3">remote-control</EnumVal>  

   <EnumVal  ord="4">automatic-bay</EnumVal>  

   <EnumVal  ord="5">automatic-station</EnumVal>  

   <EnumVal  ord="6">automatic-remote</EnumVal>  

   <EnumVal  ord="7">maintenance</EnumVal>  

   <EnumVal  ord="8">process</EnumVal>  

  </EnumType>  

  <EnumType  id="range">  

   <EnumVal  ord="0">normal</EnumVal>  

   <EnumVal  ord="1">high</EnumVal>  

   <EnumVal  ord="2">low</EnumVal>  

   <EnumVal  ord="3">high-high</EnumVal>  

   <EnumVal  ord="4">low-low</EnumVal>  

  </EnumType>  

  <EnumType  id="sboClass">  

   <EnumVal  ord="0">operate-once</EnumVal>  

   <EnumVal  ord="1">operate-many</EnumVal>  

  </EnumType>  

  <EnumType  id="seqT">  

   <EnumVal  ord="0">pos-neg-zero</EnumVal>  

   <EnumVal  ord="1">dir-quad-zero</EnumVal>  

  </EnumType>  

  <EnumType  id="SIUnit">  

   <EnumVal  ord="1"/>  

   <EnumVal  ord="2">m</EnumVal>  

   <EnumVal  ord="3">kg</EnumVal>  

   <EnumVal  ord="4">s</EnumVal>  

   <EnumVal  ord="5">A</EnumVal>  

   <EnumVal  ord="6">K</EnumVal>  

   <EnumVal  ord="7">mol</EnumVal>  

   <EnumVal  ord="8">cd</EnumVal>  

   <EnumVal  ord="9">deg</EnumVal>  

   <EnumVal  ord="10">rad</EnumVal>  

   <EnumVal  ord="11">sr</EnumVal>  

   <EnumVal  ord="21">Gy</EnumVal>  

   <EnumVal  ord="22">Bq</EnumVal>  

   <EnumVal  ord="23">° C</EnumVal>  

   <EnumVal  ord="24">Sv</EnumVal>  

   <EnumVal  ord="25">F</EnumVal>  

   <EnumVal  ord="26">C</EnumVal>  

   <EnumVal  ord="27">S</EnumVal>  

   <EnumVal  ord="28">H</EnumVal>  

   <EnumVal  ord="29">V</EnumVal>  

   <EnumVal  ord="30">ohm</EnumVal>  

   <EnumVal  ord="31">J</EnumVal>  

   <EnumVal  ord="32">N</EnumVal>  

   <EnumVal  ord="33">Hz</EnumVal>  

   <EnumVal  ord="34">lx</EnumVal>  

   <EnumVal  ord="35">Lm</EnumVal>  

   <EnumVal  ord="36">Wb</EnumVal>  

   <EnumVal  ord="37">T</EnumVal>  

   <EnumVal  ord="38">W</EnumVal>  

   <EnumVal  ord="39">Pa</EnumVal>  

   <EnumVal  ord="41">m² </EnumVal>  
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   <EnumVal  ord="42">m³ </EnumVal>  

   <EnumVal  ord="43">m/s</EnumVal>  

   <EnumVal  ord="44">m/s² </EnumVal>  

   <EnumVal  ord="45">m³ /s</EnumVal>  

   <EnumVal  ord="46">m/m³ </EnumVal>  

   <EnumVal  ord="47">M</EnumVal>  

   <EnumVal  ord="48">kg/m³ </EnumVal>  

   <EnumVal  ord="49">m² /s</EnumVal>  

   <EnumVal  ord="50">W/m K</EnumVal>  

   <EnumVal  ord="51">J/K</EnumVal>  

   <EnumVal  ord="52">ppm</EnumVal>  

   <EnumVal  ord="53">1/s</EnumVal>  

   <EnumVal  ord="54">rad/s</EnumVal>  

   <EnumVal  ord="55">W/m² </EnumVal>  

   <EnumVal  ord="56">J/m² </EnumVal>  

   <EnumVal  ord="57">S/m</EnumVal>  

   <EnumVal  ord="58">K/s</EnumVal>  

   <EnumVal  ord="59">Pa/s</EnumVal>  

   <EnumVal  ord="60">J/kg K</EnumVal>  

   <EnumVal  ord="61">VA</EnumVal>  

   <EnumVal  ord="62">Watts</EnumVal>  

   <EnumVal  ord="63">VAr</EnumVal>  

   <EnumVal  ord="64">phi</EnumVal>  

   <EnumVal  ord="65">cos(phi) </EnumVal>  

   <EnumVal  ord="66">Vs</EnumVal>  

   <EnumVal  ord="67">V² </EnumVal>  

   <EnumVal  ord="68">As</EnumVal>  

   <EnumVal  ord="69">A² </EnumVal>  

   <EnumVal  ord="70">A² t</EnumVal>  

   <EnumVal  ord="71">VAh</EnumVal>  

   <EnumVal  ord="72">Wh</EnumVal>  

   <EnumVal  ord="73">VArh</EnumVal>  

   <EnumVal  ord="74">V/Hz</EnumVal>  

   <EnumVal  ord="75">Hz/s</EnumVal>  

   <EnumVal  ord="76">char</EnumVal>  

   <EnumVal  ord="77">char/s</EnumVal>  

   <EnumVal  ord="78">kgm² </EnumVal>  

   <EnumVal  ord="79">dB</EnumVal>  

   <EnumVal  ord="80">J/Wh</EnumVal>  

   <EnumVal  ord="81">W/s</EnumVal>  

   <EnumVal  ord="82">l/s</EnumVal>  

   <EnumVal  ord="83">dBm</EnumVal>  

   <EnumVal  ord="84">h</EnumVal>  

   <EnumVal  ord="85">min</EnumVal>  

  </EnumType>  

  <EnumType  id="Multiplier">  

   <EnumVal  ord="-24">y</EnumVal>  

   <EnumVal  ord="-21">z</EnumVal>  

   <EnumVal  ord="-18">a</EnumVal>  

   <EnumVal  ord="-15">f</EnumVal>  

   <EnumVal  ord="-12">p</EnumVal>  

   <EnumVal  ord="-9">n</EnumVal>  

   <EnumVal  ord="-6">µ</EnumVal>  

   <EnumVal  ord="-3">m</EnumVal>  

   <EnumVal  ord="-2">c</EnumVal>  

   <EnumVal  ord="-1">d</EnumVal>  

   <EnumVal  ord="0"/>  

   <EnumVal  ord="1">da</EnumVal>  

   <EnumVal  ord="2">h</EnumVal>  

   <EnumVal  ord="3">k</EnumVal>  

   <EnumVal  ord="6">M</EnumVal>  

   <EnumVal  ord="9">G</EnumVal>  

   <EnumVal  ord="12">T</EnumVal>  

   <EnumVal  ord="15">P</EnumVal>  

   <EnumVal  ord="18">E</EnumVal>  

   <EnumVal  ord="21">Z</EnumVal>  

   <EnumVal  ord="24">Y</EnumVal>  

  </EnumType>  
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  <EnumType  id="SwTyp">  

   <EnumVal  ord="1">Load Break</EnumVal>  

   <EnumVal  ord="2">Disconnector</EnumVal>  

   <EnumVal  ord="3">Earthing Switch</EnumVal>  

   <EnumVal  ord="4">High Speed Earthing Switch</EnumVal>  

  </EnumType>  

 </DataTypeTemplates>  

</SCL>  
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Annex D  
( i nformative)  

 
Control  Centre  SCD example 

 

<?xml  version="1. 0"  encoding="UTF-8"?>  

<SCL version="2007"  revision="B"  release="1"  xmlns="http: //www. iec. ch/61850/2003/SCL"  
xmlns: xsi="http: //www. w3. org/2001/XMLSchema-instance"  xmlns: eTr-IEC61850-90-
2="http: //www. iec. ch/61850-90-2/2015/SCL"  xsi: schemaLocation="http: //www. iec. ch/61850-90-

2/2015/SCL C: \Users\nb241630\Desktop\90-2\Schema\SSCC. xsd">  

 <Private type="eTr-IEC61850-90-2">  

  <eTr-IEC61850-90-2: ExternalSCL name="Substation"  file="Substation. scd"  id="Substation 

Sample  SCL"  version="1"  revision="A"/>  

 </Private>  

 <Header id="90-2  Sample SCL"  version="1"  revision="A"  nameStructure="IEDName"/>  

 <Substation name="AA1">  

  <VoltageLevel  name="E1">  

   <Bay name="Q1">  

    <ConductingEquipment type="CBR"  name="Q0">  

     <LNode lnClass="CSWI"  iedName="IED99_1"  ldInst="CTRL"  lnInst="1"/>  

     <LNode lnClass="XCBR"  iedName="IED99_1"  ldInst="CTRL"  lnInst="1"/>  

     <LNode lnClass="CILO"  iedName="IED99_1"  ldInst="CTRL"  lnInst="1"/>  

    </ConductingEquipment>  

    <ConductingEquipment type="DIS"  name="Q1"/>  

    <ConductingEquipment type="VTR"  name="T5"/>  

    <ConductingEquipment type="CTR"  name="T1"/>  

   </Bay>  

   <Bay name="Q2">  

    <ConductingEquipment type="CBR"  name="Q0">  

     <LNode lnClass="CSWI"  iedName="IED99_1"  ldInst="CTRL"  lnInst="1"/>  

     <LNode lnClass="XCBR"  iedName="IED99_1"  ldInst="CTRL"  lnInst="1"/>  

     <LNode lnClass="CILO"  iedName="IED99_1"  ldInst="CTRL"  lnInst="1"/>  

    </ConductingEquipment>  

    <ConductingEquipment type="DIS"  name="Q1"/>  

    <ConductingEquipment type="VTR"  name="T5"/>  

    <ConductingEquipment type="CTR"  name="T1"/>  

   </Bay>  

  </VoltageLevel>  

 </Substation>  

 <Communication>  

  <SubNetwork name="SubNet1"  type="8-MMS">  

   <ConnectedAP iedName="IED99_1"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 1. 101</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="IED99_2"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 1. 102</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

     <P type="OSI-TSEL">0001</P>  

     <P type="OSI-PSEL">00000001</P>  

     <P type="OSI-SSEL">0001</P>  

     <P type="OSI-AP-Title">1, 3, 9999, 23</P>  

     <P type="OSI-AE-Qualifier">23</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="CC_FE1_1"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 1. 201</P>  
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     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

    </Address>  

   </ConnectedAP>  

   <ConnectedAP iedName="CC_FE1_2"  apName="AP1">  

    <Address>  

     <P type="IP">10. 0. 1. 202</P>  

     <P type="IP-GATEWAY">10. 0. 1. 1</P>  

    </Address>  

   </ConnectedAP>  

  </SubNetwork>  

 </Communication>  

 <IED desc="Proxy/GW Server 1"  name="IED99_1"  type="Proxy/Gateway"  manufacturer="IEC"  

configVersion="1">  

  <Services  nameLength="64">  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  

   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Server>  

    <Authentication/>  

    <LDevice inst="IED1CTRL">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED1"  

ldInst="CTRL"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED1CTRL"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  
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      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED1"  

ldInst="CTRL"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000001</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Bay Controller</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED2PROT">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="Prot"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED2PROT"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  
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       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="PROT"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000002</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED2MEAS">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED2MEAS"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  
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       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000002</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED3CTRL">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  
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       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED3"  

ldInst="CTRL"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED3CTRL"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED3"  

ldInst="CTRL"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000003</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Bay Controller</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  
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      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED4PROT">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="PROT"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED4PROT"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="PROT"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000004</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  
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       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED4MEAS">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED4MEAS"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Protection</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  
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       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000004</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Protection</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED5COUNT">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED5COUNT"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Meter</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  
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      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000005</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Meter</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMTR"  lnType="MMTR"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED99"  

ldInst="MMTR"  lnClass="LPHD"  lnInst="1"  prefix=""/>  

      </Private>  

     </LN>  

    </LDevice>  

    <LDevice inst="IED6DIGITAL">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED6"  

ldInst="DIGITAL"  lnClass="LLN0"/>  

      </Private>  

      <DataSet name="Dataset1">  

       <FCDA ldInst="IED6DIGITAL"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  
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        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>I/O Box</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED6"  

ldInst="DIGITAL"  lnClass="LPHD"  lnInst="1"/>  

      </Private>  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000006</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC I/O Box</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Bay</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="AA1E1Q1">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="AA1E1Q1"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  

doName="Health"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="CILO"  lnInst="1"  

doName="EnaOpn"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="CILO"  lnInst="1"  

doName="EnaCls"  fc="ST"/>  
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       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Loc"  

fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  

doName="OpCnt"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  

doName="BlkOpn"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  

doName="BlkCls"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q1"  lnClass="PTOC"  lnInst="1"  doName="Str"  fc="ST"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q1"  lnClass="PTOC"  lnInst="1"  doName="Op"  fc="ST"  

prefix=""/>  

      </DataSet>  

      <DataSet name="Dataset2">  

       <FCDA ldInst="AA1E1Q1"  lnClass="MMXU"  lnInst="1"  doName="Hz"  fc="ST"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q1"  lnClass="MMXU"  lnInst="1"  doName="A"  fc="ST"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q1"  lnClass="MMXU"  lnInst="1"  doName="PPV"  fc="ST"  

prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <ReportControl  name="URCB"  datSet="Dataset2"  confRev="1"  buffered="false"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="false"  configRef="true"  entryID="false"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Proxy/Gateway</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  
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       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000101</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Proxy/Gateway</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Control  Room</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>false</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CSWI"  lnType="CSWI"  inst="1"  prefix="Q0">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED1"  

ldInst="CTRL"  lnClass="CSWI"  lnInst="1"/>  

      </Private>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CILO"  lnType="CILO"  inst="1"  prefix="Q0">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED1"  

ldInst="CTRL"  lnClass="CILO"  lnInst="1"/>  

      </Private>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  
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      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="XCBR"  lnType="XCBR"  inst="1"  prefix="Q0">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED1"  

ldInst="CTRL"  lnClass="XCBR"  lnInst="1"/>  

      </Private>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Bay Controller</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkOpn">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkCls">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMXU"  lnType="MMXU"  inst="1">  

      <DOI  name="Beh">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Beh"/>  

       </Private>  

      </DOI>  

      <DOI  name="Health">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Health"/>  

       </Private>  

      </DOI>  

      <DOI  name="A">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="A"/>  

       </Private>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>false</Val>  

       </DAI>  

      </DOI>  
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     </LN>  

     <LN lnClass="MMXU"  lnType="MMXU"  inst="2">  

      <DOI  name="Beh">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Beh"/>  

       </Private>  

      </DOI>  

      <DOI  name="Health">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Health"/>  

       </Private>  

      </DOI>  

      <DOI  name="Hz">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Hz"/>  

       </Private>  

      </DOI>  

      <DOI  name="PPV">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="PPV"/>  

       </Private>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>false</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="PTOC"  lnType="PTOC"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED2"  

ldInst="PROT"  lnClass="PTOC"  lnInst="1"/>  

      </Private>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

    </LDevice>  

    <LDevice inst="AA1E1Q2">  

     <LN0  lnClass="LLN0"  lnType="LLN0"  inst="">  

      <DataSet name="Dataset1">  

       <FCDA ldInst="AA1E1Q2"  lnClass="LPHD"  lnInst="1"  doName="PhyHealth"  

fc="ST"  prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  

doName="Health"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="CSWI"  lnInst="1"  doName="Pos"  

fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="CILO"  lnInst="1"  

doName="EnaOpn"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="CILO"  lnInst="1"  

doName="EnaCls"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  doName="Loc"  

fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  

doName="OpCnt"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  

doName="BlkOpn"  fc="ST"/>  

       <FCDA ldInst="AA1E1Q2"  prefix="Q0"  lnClass="XCBR"  lnInst="1"  

doName="BlkCls"  fc="ST"/>  
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       <FCDA ldInst="AA1E1Q2"  lnClass="PTOC"  lnInst="1"  doName="Str"  fc="ST"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  lnClass="PTOC"  lnInst="1"  doName="Op"  fc="ST"  

prefix=""/>  

      </DataSet>  

      <DataSet name="Dataset2">  

       <FCDA ldInst="AA1E1Q2"  lnClass="MMXU"  lnInst="1"  doName="Hz"  fc="MX"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  lnClass="MMXU"  lnInst="1"  doName="A"  fc="MX"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  lnClass="MMXU"  lnInst="1"  doName="PPV"  fc="MX"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  lnClass="MMXN"  lnInst="1"  doName="TotVAh"  fc="MX"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  lnClass="MMXN"  lnInst="1"  doName="TotWh"  fc="MX"  

prefix=""/>  

       <FCDA ldInst="AA1E1Q2"  lnClass="MMXN"  lnInst="1"  doName="TotVArh"  fc="MX"  

prefix=""/>  

      </DataSet>  

      <ReportControl  name="BRCB"  datSet="Dataset1"  confRev="1"  buffered="true"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="true"  configRef="true"  entryID="true"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <ReportControl  name="URCB"  datSet="Dataset2"  confRev="1"  buffered="false"  

bufTime="100">  

       <TrgOps  dchg="true"  qchg="true"  dupd="true"  period="true"/>  

       <OptFields  bufOvfl="false"  configRef="true"  entryID="false"  

reasonCode="true"  seqNum="true"  timeStamp="true"/>  

       <RptEnabled max="2">  

        <ClientLN iedName="CC_FE1_1"  apRef="AP1"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"/>  

       </RptEnabled>  

      </ReportControl>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>I/O Box</Val>  

       </DAI>  

       <DAI  name="configRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mod">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

     </LN0>  

     <LN lnClass="LPHD"  lnType="LPHD"  inst="1">  

      <DOI  name="PhyNam">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="hwRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="swRev">  
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        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="serNum">  

        <Val>00000101</Val>  

       </DAI>  

       <DAI  name="model">  

        <Val>IEC Proxy/Gateway</Val>  

       </DAI>  

       <DAI  name="location">  

        <Val>Substation</Val>  

       </DAI>  

       <DAI  name="owner">  

        <Val>Utility</Val>  

       </DAI>  

       <DAI  name="ePSName">  

        <Val>Control  Room</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Proxy">  

       <DAI  name="stVal">  

        <Val>false</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CSWI"  lnType="CSWI"  inst="1"  prefix="Q0">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED3"  

ldInst="CTRL"  lnClass="CSWI"  lnInst="1"/>  

      </Private>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Proxy/Gateway</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="CILO"  lnType="CILO"  inst="1"  prefix="Q0">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED3"  

ldInst="CTRL"  lnClass="CILO"  lnInst="1"/>  

      </Private>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Proxy/Gateway</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mir">  
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       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="XCBR"  lnType="XCBR"  inst="1"  prefix="Q0">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED3"  

ldInst="CTRL"  lnClass="XCBR"  lnInst="1"/>  

      </Private>  

      <DOI  name="NamPlt">  

       <DAI  name="vendor">  

        <Val>IEC</Val>  

       </DAI>  

       <DAI  name="swRev">  

        <Val>1. 0. 0</Val>  

       </DAI>  

       <DAI  name="d">  

        <Val>Proxy/Gateway</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Pos">  

       <DAI  name="ctlModel">  

        <Val>sbo-with-enhanced-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkOpn">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="BlkCls">  

       <DAI  name="ctlModel">  

        <Val>direct-with-normal-security</Val>  

       </DAI>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMXU"  lnType="MMXU"  inst="1">  

      <DOI  name="Beh">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Beh"/>  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="2"  doName="Beh"/>  

       </Private>  

      </DOI>  

      <DOI  name="Health">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="Health"/>  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="2"  doName="Health"/>  

       </Private>  

      </DOI>  

      <DOI  name="Hz">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="2"  doName="Hz"/>  

       </Private>  

      </DOI>  

      <DOI  name="A">  

       <Private type="eTr-IEC61850-90-2">  
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        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="1"  doName="A"/>  

       </Private>  

      </DOI>  

      <DOI  name="PPV">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="MEAS"  lnClass="MMXU"  lnInst="2"  doName="PPV"/>  

       </Private>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>false</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="PTOC"  lnType="PTOC"  inst="1">  

      <Private type="eTr-IEC61850-90-2">  

       <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED4"  

ldInst="PROT"  lnClass="PTOC"  lnInst="1"/>  

      </Private>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>true</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="MMXN"  lnType="MMXN"  inst="1">  

      <DOI  name="Beh">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf iedName="IED5"  ldInst="COUNT"  

lnClass="MMTR"  lnInst="1"  doName="Beh"/>  

       </Private>  

      </DOI>  

      <DOI  name="Health">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf iedName="IED5"  ldInst="COUNT"  

lnClass="MMTR"  lnInst="1"  doName="Health"/>  

       </Private>  

      </DOI>  

      <DOI  name="TotVAhMV">  

       <SDI  name="cVal">  

        <SDI  name="mag">  

         <DAI  name="f">  

          <Private  type="eTr-IEC61850-90-2">  

           <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  

iedName="IED5"  ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVAh"  daName="frVal"/>  

          </Private>  

         </DAI>  

        </SDI>  

       </SDI>  

       <DAI  name="q">  

        <Private type="eTr-IEC61850-90-2">  

         <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVAh"  daName="q"/>  

        </Private>  

       </DAI>  

       <DAI  name="t">  

        <Private type="eTr-IEC61850-90-2">  

         <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVAh"  daName="frTm"/>  

        </Private>  

       </DAI>  

      </DOI>  

      <DOI  name="TotWhMV">  

       <SDI  name="cVal">  

        <SDI  name="mag">  

         <DAI  name="f">  
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          <Private  type="eTr-IEC61850-90-2">  

           <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  

iedName="IED5"  ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVAh"  daName="frVal"/>  

          </Private>  

         </DAI>  

        </SDI>  

       </SDI>  

       <DAI  name="q">  

        <Private type="eTr-IEC61850-90-2">  

         <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotWh"  daName="q"/>  

        </Private>  

       </DAI>  

       <DAI  name="t">  

        <Private type="eTr-IEC61850-90-2">  

         <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotWh"  daName="frTm"/>  

        </Private>  

       </DAI>  

      </DOI>  

      <DOI  name="TotVArhMV">  

       <SDI  name="cVal">  

        <SDI  name="mag">  

         <DAI  name="f">  

          <Private  type="eTr-IEC61850-90-2">  

           <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  

iedName="IED5"  ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVAh"  daName="frVal"/>  

          </Private>  

         </DAI>  

        </SDI>  

       </SDI>  

       <DAI  name="q">  

        <Private type="eTr-IEC61850-90-2">  

         <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVArh"  daName="q"/>  

        </Private>  

       </DAI>  

       <DAI  name="t">  

        <Private type="eTr-IEC61850-90-2">  

         <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED5"  

ldInst="COUNT"  lnClass="MMTR"  lnInst="1"  doName="TotVArh"  daName="frTm"/>  

        </Private>  

       </DAI>  

      </DOI>  

      <DOI  name="Mir">  

       <DAI  name="stVal">  

        <Val>false</Val>  

       </DAI>  

      </DOI>  

     </LN>  

     <LN lnClass="SARC"  lnType="SARC"  inst="1">  

      <DOI  name="FADet">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED6"  

ldInst="DIGITAL"  lnClass="GGIO"  lnInst="1"  doName="Ind1"/>  

       </Private>  

      </DOI>  

      <DOI  name="SwArcDet">  

       <Private type="eTr-IEC61850-90-2">  

        <eTr-IEC61850-90-2: ProxyOf externalScl="Substation"  iedName="IED6"  

ldInst="DIGITAL"  lnClass="GGIO"  lnInst="1"  doName="Ind2"/>  

       </Private>  

      </DOI>  

     </LN>  

    </LDevice>  

   </Server>  

  </AccessPoint>  

 </IED>  
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 <IED desc="Proxy/GW Server 2"  name="IED99_2"  type="Proxy/Gateway"  manufacturer="IEC"  

configVersion="1">  

  <Services  nameLength="64">  

   <DynAssociation/>  

   <GetDirectory/>  

   <GetDataObj ectDefinition/>  

   <DataObj ectDirectory/>  

   <GetDataSetValue/>  

   <SetDataSetValue/>  

   <DataSetDirectory/>  

   <ConfDataSet max="32"  maxAttributes="32"  modify="false"/>  

   <ReadWrite/>  

   <ConfReportControl  max="32"  bufMode="both"  bufConf="true"/>  

   <GetCBValues/>  

   <ReportSettings  cbName="Conf"  datSet="Conf"  rptID="Conf"  optFields="Dyn"  

bufTime="Conf"  trgOps="Conf"  intgPd="Conf"/>  

   <GSESettings  cbName="Conf"  datSet="Conf"  appID="Conf"/>  

   <GOOSE max="16"/>  

   <GSSE max="0"/>  

   <ConfLNs  fixLnInst="true"/>  

  </Services>  

  <AccessPoint name="AP1">  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: RedundantServerTo  apName="AP1"  iedName="IED99_1"  timeout="100">  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED1CTRL">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED1CTRL">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED2PROT">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  
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        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED2MEAS">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED3CTRL">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED4PROT">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED4MEAS">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  
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     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED5COUNT">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="IED6DIGITAL">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="AA1E1Q1">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: LDeviceOverride  inst="AA1E1Q2">  

      <LN0  lnType="LLN0"  inst=""  lnClass="LLN0"/>  

      <LN lnType="LPHD"  inst="1"  lnClass="LPHD">  

       <DOI  name="PhyNam">  

        <DAI  name="hwRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="swRev">  

         <Val>1. 0. 0</Val>  

        </DAI>  

        <DAI  name="serNum">  

         <Val>00000002</Val>  

        </DAI>  

       </DOI>  

      </LN>  

     </eTr-IEC61850-90-2: LDeviceOverride>  

     <eTr-IEC61850-90-2: Association iedName="CC_FE1_2"  lnInst="1"  lnClass="ITCI"  

ldInst="LD0"  kind="predefined"/>  

    </eTr-IEC61850-90-2: RedundantServerTo>  

   </Private>  
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  </AccessPoint>  

 </IED>  

 <IED desc="Control  Centre Frontend 1"  name="CC_FE1_1"  type="SCADA Frontend"  

manufacturer="IEC"  configVersion="1">  

  <Services  nameLength="64">  

   <ClientServices  bufReport="true"  unbufReport="true"  maxAttributes="50000"  

maxReports="200"  supportsLdName="true">  

    <TimeSyncProt/>  

   </ClientServices>  

  </Services>  

  <AccessPoint name="AP1">  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: ClientRedundancyServices>  

     <eTr-IEC61850-90-2: RedundancyModes  noRedundancy="false"  

acccessPointRedundancy="false"  deviceRedundancy="true"  multipleRedundancy="false"/>  

     <eTr-IEC61850-90-2: LinkModes  off="true"  standby="true"  supervised="true"  

active="true"/>  

     <eTr-IEC61850-90-2: CooperatingClients>false</eTr-IEC61850-90-

2: CooperatingClients>  

    </eTr-IEC61850-90-2: ClientRedundancyServices>  

   </Private>  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: StandbyLinkMode>Standby</eTr-IEC61850-90-2: StandbyLinkMode>  

   </Private>  

   <LN lnClass="ITCI"  inst="1"  lnType="ITCI">  

    <DOI  name="NamPlt">  

     <DAI  name="vendor">  

      <Val>IEC</Val>  

     </DAI>  

     <DAI  name="swRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

     <DAI  name="d">  

      <Val>Telecontrol  interface</Val>  

     </DAI>  

     <DAI  name="configRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

    </DOI>  

   </LN>  

  </AccessPoint>  

 </IED>  

 <IED desc="Control  Centre Frontend 2"  name="CC_FE1_2"  type="SCADA Frontend"  

manufacturer="IEC"  configVersion="1">  

  <Services  nameLength="64">  

   <ClientServices  bufReport="true"  unbufReport="true"  maxAttributes="50000"  

maxReports="200"  supportsLdName="true">  

    <TimeSyncProt/>  

   </ClientServices>  

  </Services>  

  <AccessPoint name="AP1">  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: ClientRedundancyServices>  

     <eTr-IEC61850-90-2: RedundancyModes  noRedundancy="false"  

acccessPointRedundancy="false"  deviceRedundancy="true"  multipleRedundancy="false"/>  

     <eTr-IEC61850-90-2: LinkModes  off="true"  standby="true"  supervised="true"  

active="true"/>  

     <eTr-IEC61850-90-2: CooperatingClients>false</eTr-IEC61850-90-

2: CooperatingClients>  

    </eTr-IEC61850-90-2: ClientRedundancyServices>  

    <eTr-IEC61850-90-2: RedundantClientTo  iedName="IED99_1"  apName="AP1"/>  

   </Private>  

   <Private type="eTr-IEC61850-90-2">  

    <eTr-IEC61850-90-2: StandbyLinkMode>Standby</eTr-IEC61850-90-2: StandbyLinkMode>  

   </Private>  

   <LN lnClass="ITCI"  inst="1"  lnType="ITCI">  

    <DOI  name="NamPlt">  

     <DAI  name="vendor">  
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      <Val>IEC</Val>  

     </DAI>  

     <DAI  name="swRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

     <DAI  name="d">  

      <Val>Telecontrol  interface</Val>  

     </DAI>  

     <DAI  name="configRev">  

      <Val>1. 0. 0</Val>  

     </DAI>  

    </DOI>  

   </LN>  

  </AccessPoint>  

 </IED>  

 <DataTypeTemplates>  

  <LNodeType id="CILO"  desc="Circuit switch interlocking"  lnClass="CILO">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Enable open"  name="EnaOpn"  type="SPS"/>  

   <DO desc="Enable close"  name="EnaCls"  type="SPS"/>  

   <DO desc="  LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="CSWI"  desc="Circuit breaker controller"  lnClass="CSWI">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Switch,  general"  name="Pos"  type="DPC"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="GGIO"  desc="Process  I/O"  lnClass="GGIO">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO name="Ind01"  type="SPS"/>  

   <DO name="Ind02"  type="SPS"/>  

   <DO name="Ind03"  type="SPS"/>  

   <DO name="Ind04"  type="SPS"/>  

   <DO name="Ind05"  type="SPS"/>  

   <DO name="Ind06"  type="SPS"/>  

   <DO name="Ind07"  type="SPS"/>  

   <DO name="Ind08"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="ITCI"  desc="Telecontrol  Interface"  lnClass="ITCI">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL_client"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="KVLV"  desc="Valve Control"  lnClass="KVLV">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Closed end position reached"  name="ClsPos"  type="SPS"/>  

   <DO desc="Open end position reached"  name="OpnPos"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="SARC"  desc="Monitoring and diagnostic for arcs"  lnClass="SARC">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  
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   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Fault arc detected"  name="FADet"  type="SPS"/>  

   <DO desc="Switch arc detected"  name="SwArcDet"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="LLN0"  desc="Logical  node zero"  lnClass="LLN0">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL_4_LLN0"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Local  control  behaviour"  name="Loc"  type="SPS"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="LPHD"  desc="Physical  device information"  lnClass="LPHD">  

   <DO desc="Physical  device name plate"  name="PhyNam"  type="DPL"/>  

   <DO desc="Physical  device health"  name="PhyHealth"  type="ENSHealth"/>  

   <DO desc="  LN represents  a LN in another IED"  name="Mir"  type="SPS"/>  

  </LNodeType>  

  <LNodeType id="MMTR"  desc="Metering 3  Phase"  lnClass="MMTR">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Net apparent energy"  name="TotVAh"  type="BCR"/>  

   <DO desc="Net real  energy"  name="TotWh"  type="BCR"/>  

   <DO desc="Net reactive energy"  name="TotVArh"  type="BCR"/>  

   <DO desc="Real  energy supply"  name="SupWh"  type="BCR"/>  

   <DO desc="Reactive energy supply"  name="SupVArh"  type="BCR"/>  

   <DO desc="Real  energy demand"  name="DmdWh"  type="BCR"/>  

   <DO desc="Reactive energy demand"  name="DmdVArh"  type="BCR"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXN"  desc="Measurement not phase related"  lnClass="MMXN">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Net apparent energy"  name="TotVAhMV"  type="CMV_With_dataNs"/>  

   <DO desc="Net real  energy"  name="TotWhMV"  type="CMV_With_dataNs"/>  

   <DO desc="Net reactive energy"  name="TotVArhMV"  type="CMV_With_dataNs"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXU"  desc="Measurement"  lnClass="MMXU">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Total  active power ( total  P) "  name="TotW"  type="MV"/>  

   <DO desc="Total  reactive power ( total  Q) "  name="TotVAr"  type="MV"/>  

   <DO desc="Total  apparent power ( total  S) "  name="TotVA"  type="MV"/>  

   <DO desc="Total  power factor ( total  PF) "  name="TotPF"  type="MV"/>  

   <DO desc="Frequency"  name="Hz"  type="MV"/>  

   <DO desc="Phase to  phase voltages  (VL1,  VL2,  . . . ) "  name="PPV"  type="DEL"/>  

   <DO desc="Phase to  ground voltages  (VL1ER,  . . . ) "  name="PhV"  type="WYE"/>  

   <DO desc="Phase currents  ( IL1,  IL2 ,  IL3) "  name="A"  type="WYE"/>  

   <DO desc="Phase active power ( P) "  name="W"  type="WYEabc"/>  

   <DO desc="Phase reactive power ( Q) "  name="VAr"  type="WYEabc"/>  

   <DO desc="Phase apparent power ( S) "  name="VA"  type="WYEabc"/>  

   <DO desc="Phase power factor"  name="PF"  type="WYEabc"/>  

   <DO desc="Phase impedance"  name="Z"  type="WYEabc"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXU_Current"  desc="Measurement"  lnClass="MMXU">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Phase currents  ( IL1,  IL2 ,  IL3) "  name="A"  type="WYE"/>  
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   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="MMXU_Voltage"  desc="Measurement"  lnClass="MMXU">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Frequency"  name="Hz"  type="MV"/>  

   <DO desc="Phase to  phase voltages  (VL1,  VL2,  . . . ) "  name="PPV"  type="DEL"/>  

   <DO desc="Phase to  ground voltages  (VL1ER,  . . . ) "  name="PhV"  type="WYE"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="PTOC"  desc="Time overcurrent"  lnClass="PTOC">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO name="Str"  type="ACD"/>  

   <DO name="Op"  type="ACT"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <LNodeType id="XCBR"  desc="Circuit breaker "  lnClass="XCBR">  

   <DO desc="Name Plate"  name="NamPlt"  type="LPL"/>  

   <DO desc="Behaviour"  name="Beh"  type="ENSBeh"/>  

   <DO desc="Health"  name="Health"  type="ENSHealth"/>  

   <DO desc="Mode"  name="Mod"  type="ENCModStatusOnly"/>  

   <DO desc="Local  control  behaviour"  name="Loc"  type="SPS"/>  

   <DO desc="Operation counter"  name="OpCnt"  type="INS"/>  

   <DO desc="Switch position"  name="Pos"  type="DPC"/>  

   <DO desc="Block opening"  name="BlkOpn"  type="SPC"/>  

   <DO desc="Block closing"  name="BlkCls"  type="SPC"/>  

   <DO desc="LN represents  a LN in another IED"  name="Mir"  type="SPS_with_dataNs"/>  

  </LNodeType>  

  <DOType  id="ACD"  cdc="ACD">  

   <DA name="general"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirGeneral"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="phsA"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirPhsA"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="phsB"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirPhsB"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="phsC"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="dirPhsC"  bType="Enum"  type="dir"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

  </DOType>  

  <DOType  id="ACT"  cdc="ACT"  desc="Protection activation information">  

   <DA name="general"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="operTm"  bType="Timestamp"  type=""  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="BCR"  cdc="BCR"  desc="Binary counter reading">  

   <DA name="actVal"  bType="INT64"  fc="ST"/>  

   <DA name="frVal"  bType="INT64"  fc="ST"  dupd="true"/>  

   <DA name="frTm"  bType="Timestamp"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="pulsQty"  bType="FLOAT32"  fc="CF"  dchg="true"/>  

   <DA name="frEna"  bType="BOOLEAN"  fc="CF"  dchg="true"/>  

   <DA name="strTm"  bType="Timestamp"  fc="CF"  dchg="true"/>  

   <DA name="frPd"  bType="INT32"  fc="CF"  dchg="true"/>  

   <DA name="frRs"  bType="BOOLEAN"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="CMV"  cdc="CMV"  desc="Complex measured value">  

   <DA name="instCVal"  bType="Struct"  type="Vector"  fc="MX"/>  

   <DA name="cVal"  bType="Struct"  type="Vector"  fc="MX"  dchg="true"/>  
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   <DA name="range"  bType="Enum"  type="range"  fc="MX"/>  

   <DA name="q"  bType="Quality"  fc="MX"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="MX"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="db"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="dbAng"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="zeroDb"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="rangeC"  bType="Struct"  type="RangeConfig"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="CMV_With_dataNs"  cdc="CMV"  desc="Complex measured value">  

   <DA name="instCVal"  bType="Struct"  type="Vector"  fc="MX"/>  

   <DA name="cVal"  bType="Struct"  type="Vector"  fc="MX"  dchg="true"/>  

   <DA name="range"  bType="Enum"  type="range"  fc="MX"/>  

   <DA name="q"  bType="Quality"  fc="MX"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="MX"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="db"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="dbAng"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="zeroDb"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="rangeC"  bType="Struct"  type="RangeConfig"  fc="CF"  dchg="true"/>  

   <DA name="dataNs"  bType="VisString255"  valKind="RO"  fc="EX">  

    <Val>IEC Private Extension</Val>  

   </DA>  

  </DOType>  

  <DOType  id="DEL"  cdc="DEL"  desc="Phase to  phase  related measured values  of a three  phase 

system">  

   <SDO name="phsAB"  type="CMV"/>  

   <SDO name="phsBC"  type="CMV"/>  

   <SDO name="phsCA"  type="CMV"/>  

  </DOType>  

  <DOType  id="DPC"  cdc="DPC"  desc="Controllable double point">  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="stVal"  bType="Dbpos"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="stSeld"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="pulseConfig"  bType="Struct"  type="PulseConfig"  fc="CF"  dchg="true"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF"  dchg="true"/>  

   <DA name="sboTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="sboClass"  bType="Enum"  type="sboClass"  fc="CF"  dchg="true"/>  

   <DA name="operTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="DPL"  cdc="DPL"  desc="Device name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="hwRev"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="serNum"  bType="VisString255"  fc="DC"/>  

   <DA name="model"  bType="VisString255"  fc="DC"/>  

   <DA name="location"  bType="VisString255"  fc="DC"/>  

   <DA name="owner"  bType="VisString255"  fc="DC"/>  

   <DA name="ePSName"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENCModStatusOnly"  cdc="ENC">  

   <DA name="stVal"  bType="Enum"  type="Mod"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF">  

    <Val>status-only</Val>  

   </DA>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENSBeh"  cdc="ENS"  desc="Behaviour">  

   <DA name="stVal"  bType="Enum"  type="Beh"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENSHealth"  cdc="ENS">  
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   <DA name="stVal"  bType="Enum"  type="Health"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="ENSSwTyp"  cdc="ENS"  desc="Switch Type">  

   <DA name="stVal"  bType="Enum"  type="SwTyp"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="INC"  cdc="INC"  desc="Controllable integer status">  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="stVal"  bType="INT32"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="stSeld"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF"  dchg="true"/>  

   <DA name="sboTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="sboClass"  bType="Enum"  type="sboClass"  fc="CF"  dchg="true"/>  

   <DA name="minVal"  bType="INT32"  fc="CF"  dchg="true"/>  

   <DA name="maxVal"  bType="INT32"  fc="CF"  dchg="true"/>  

   <DA name="stepSize"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="operTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="INS"  cdc="INS"  desc="Integer status">  

   <DA name="stVal"  bType="INT32"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

  </DOType>  

  <DOType  id="LPL"  cdc="LPL"  desc="Logical  node name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

   <DA name="configRev"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="LPL_4_LLN0"  cdc="LPL"  desc="Logical  node name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="ldNs"  bType="VisString255"  fc="DC">  

    <Val>IEC 61850-7-4: 2007</Val>  

   </DA>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

   <DA name="configRev"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="LPL_client"  cdc="LPL"  desc="Logical  node name plate">  

   <DA name="vendor"  bType="VisString255"  fc="DC"/>  

   <DA name="swRev"  bType="VisString255"  fc="DC"/>  

   <DA name="lnNs"  bType="VisString255"  fc="DC">  

    <Val>IEC 61850-7-4: 2007</Val>  

   </DA>  

   <DA name="d"  bType="VisString255"  fc="DC"/>  

   <DA name="configRev"  bType="VisString255"  fc="DC"/>  

  </DOType>  

  <DOType  id="MV"  cdc="MV"  desc="Measured value">  

   <DA name="instMag"  bType="Struct"  type="AnalogueValue"  fc="MX"/>  

   <DA name="mag"  bType="Struct"  type="AnalogueValue"  fc="MX"  dchg="true"  dupd="true"/>  

   <DA name="range"  bType="Enum"  type="range"  fc="MX"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="MX"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="MX"/>  

   <DA name="units"  bType="Struct"  type="Unit"  fc="CF"  dchg="true"/>  

   <DA name="db"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="zeroDb"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="rangeC"  bType="Struct"  type="RangeConfig"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="SEQ"  cdc="SEQ"  desc="Sequence">  

   <DA name="seqT"  bType="Enum"  type="seqT"  fc="MX"/>  

   <SDO name="c1"  type="CMV"/>  
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   <SDO name="c2"  type="CMV"/>  

   <SDO name="c3"  type="CMV"/>  

  </DOType>  

  <DOType  id="SPC"  cdc="SPC"  desc="Controllable single point">  

   <DA name="origin"  bType="Struct"  type="Originator"  fc="ST"/>  

   <DA name="stVal"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="q"  bType="Quality"  fc="ST"  qchg="true"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="stSeld"  bType="BOOLEAN"  fc="ST"  dchg="true"/>  

   <DA name="pulseConfig"  bType="Struct"  type="PulseConfig"  fc="CF"  dchg="true"/>  

   <DA name="ctlModel"  bType="Enum"  type="ctlModel"  fc="CF"  dchg="true"/>  

   <DA name="sboTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

   <DA name="sboClass"  bType="Enum"  type="sboClass"  fc="CF"  dchg="true"/>  

   <DA name="operTimeout"  bType="INT32U"  fc="CF"  dchg="true"/>  

  </DOType>  

  <DOType  id="SPS"  cdc="SPS"  desc="Single point status">  

   <DA name="stVal"  bType="BOOLEAN"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

  </DOType>  

  <DOType  id="SPS_with_dataNs"  cdc="SPS"  desc="Single point status">  

   <DA name="stVal"  bType="BOOLEAN"  fc="ST"/>  

   <DA name="q"  bType="Quality"  fc="ST"/>  

   <DA name="t"  bType="Timestamp"  fc="ST"/>  

   <DA name="dataNs"  bType="VisString255"  fc="EX">  

    <Val>(TR) IEC61850-90-2: 2015</Val>  

   </DA>  

  </DOType>  

  <DOType  id="WYE"  cdc="WYE"  desc="Phase to  ground related measured values  of a three 

phase system">  

   <SDO name="phsA"  type="CMV"/>  

   <SDO name="phsB"  type="CMV"/>  

   <SDO name="phsC"  type="CMV"/>  

   <SDO name="neut"  type="CMV"/>  

   <SDO name="res"  type="CMV"/>  

  </DOType>  

  <DOType  id="WYEabc"  cdc="WYE"  desc="Phase to  ground related measured values  of a  three 

phase system">  

   <SDO name="phsA"  type="CMV"/>  

   <SDO name="phsB"  type="CMV"/>  

   <SDO name="phsC"  type="CMV"/>  

  </DOType>  

  <DAType  id="AnalogueValue"  desc="Analogue value">  

   <BDA desc="Floating point  representation of the  measured value"  name="f"  

bType="FLOAT32"/>  

  </DAType>  

  <DAType  id="Originator"  desc="Originator">  

   <BDA name="orCat"  bType="Enum"  type="orCategory"/>  

   <BDA name="orIdent"  bType="Octet64"/>  

  </DAType>  

  <DAType  id="PulseConfig"  desc="Pulse configuration">  

   <BDA name="cmdQual"  bType="Enum"  type="cmdQual"/>  

   <BDA name="onDur"  bType="INT32U"/>  

   <BDA name="offDur"  bType="INT32U"/>  

   <BDA name="numPls"  bType="INT32U"/>  

  </DAType>  

  <DAType  id="RangeConfig"  desc="Configuration parameters  as  used in the  context with the  

range attribute">  

   <BDA name="hhLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA name="hLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA name="lLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA name="llLim"  bType="Struct"  type="AnalogueValue"/>  

   <BDA desc="Minimum process  measurement for which values  of i  or f are  considered 

within process  limits"  name="min"  bType="Struct"  type="AnalogueValue"/>  

   <BDA desc="Maximum process  measurement for which values  of i  or f are  considered 

within process  limits"  name="max"  bType="Struct"  type="AnalogueValue"/>  

  </DAType>  

  <DAType  id="Unit"  desc="Units  of the  attribute(s)  representing the  value of the  data" >  
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   <BDA desc="Defines  an SI  Unit"  name="SIUnit"  bType="Enum"  type="SIUnit"/>  

   <BDA desc="Multiplier value"  name="multiplier"  bType="Enum"  type="Multiplier"/>  

  </DAType>  

  <DAType  id="Vector"  desc="Deadbanded complex value">  

   <BDA desc="Magnitude of the  complex value. "  name="mag"  bType="Struct"  

type="AnalogueValue"/>  

   <BDA desc="Angle of the  complex value. "  name="ang"  bType="Struct"  

type="AnalogueValue"/>  

  </DAType>  

  <EnumType  id="Beh">  

   <EnumVal  ord="1">on</EnumVal>  

   <EnumVal  ord="2">blocked</EnumVal>  

   <EnumVal  ord="3">test</EnumVal>  

   <EnumVal  ord="4">test/blocked</EnumVal>  

   <EnumVal  ord="5">off</EnumVal>  

  </EnumType>  

  <EnumType  id="cmdQual">  

   <EnumVal  ord="0">pulse</EnumVal>  

   <EnumVal  ord="1">persistent</EnumVal>  

  </EnumType>  

  <EnumType  id="ctlModel">  

   <EnumVal  ord="0">status-only</EnumVal>  

   <EnumVal  ord="1">direct-with-normal-security</EnumVal>  

   <EnumVal  ord="2">sbo-with-normal-security</EnumVal>  

   <EnumVal  ord="3">direct-with-enhanced-security</EnumVal>  

   <EnumVal  ord="4">sbo-with-enhanced-security</EnumVal>  

  </EnumType>  

  <EnumType  id="dir">  

   <EnumVal  ord="0">unknown</EnumVal>  

   <EnumVal  ord="1">forward</EnumVal>  

   <EnumVal  ord="2">backward</EnumVal>  

   <EnumVal  ord="3">both</EnumVal>  

  </EnumType>  

  <EnumType  id="Health">  

   <EnumVal  ord="1">Ok</EnumVal>  

   <EnumVal  ord="2">Warning</EnumVal>  

   <EnumVal  ord="3">Alarm</EnumVal>  

  </EnumType>  

  <EnumType  id="orCategory">  

   <EnumVal  ord="0">not-supported</EnumVal>  

   <EnumVal  ord="1">bay-control</EnumVal>  

   <EnumVal  ord="2">station-control</EnumVal>  

   <EnumVal  ord="3">remote-control</EnumVal>  

   <EnumVal  ord="4">automatic-bay</EnumVal>  

   <EnumVal  ord="5">automatic-station</EnumVal>  

   <EnumVal  ord="6">automatic-remote</EnumVal>  

   <EnumVal  ord="7">maintenance</EnumVal>  

   <EnumVal  ord="8">process</EnumVal>  

  </EnumType>  

  <EnumType  id="range">  

   <EnumVal  ord="0">normal</EnumVal>  

   <EnumVal  ord="1">high</EnumVal>  

   <EnumVal  ord="2">low</EnumVal>  

   <EnumVal  ord="3">high-high</EnumVal>  

   <EnumVal  ord="4">low-low</EnumVal>  

  </EnumType>  

  <EnumType  id="sboClass">  

   <EnumVal  ord="0">operate-once</EnumVal>  

   <EnumVal  ord="1">operate-many</EnumVal>  

  </EnumType>  

  <EnumType  id="seqT">  

   <EnumVal  ord="0">pos-neg-zero</EnumVal>  

   <EnumVal  ord="1">dir-quad-zero</EnumVal>  

  </EnumType>  

  <EnumType  id="SIUnit">  

   <EnumVal  ord="1"/>  

   <EnumVal  ord="2">m</EnumVal>  

   <EnumVal  ord="3">kg</EnumVal>  
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   <EnumVal  ord="4">s</EnumVal>  

   <EnumVal  ord="5">A</EnumVal>  

   <EnumVal  ord="6">K</EnumVal>  

   <EnumVal  ord="7">mol</EnumVal>  

   <EnumVal  ord="8">cd</EnumVal>  

   <EnumVal  ord="9">deg</EnumVal>  

   <EnumVal  ord="10">rad</EnumVal>  

   <EnumVal  ord="11">sr</EnumVal>  

   <EnumVal  ord="21">Gy</EnumVal>  

   <EnumVal  ord="22">Bq</EnumVal>  

   <EnumVal  ord="23">° C</EnumVal>  

   <EnumVal  ord="24">Sv</EnumVal>  

   <EnumVal  ord="25">F</EnumVal>  

   <EnumVal  ord="26">C</EnumVal>  

   <EnumVal  ord="27">S</EnumVal>  

   <EnumVal  ord="28">H</EnumVal>  

   <EnumVal  ord="29">V</EnumVal>  

   <EnumVal  ord="30">ohm</EnumVal>  

   <EnumVal  ord="31">J</EnumVal>  

   <EnumVal  ord="32">N</EnumVal>  

   <EnumVal  ord="33">Hz</EnumVal>  

   <EnumVal  ord="34">lx</EnumVal>  

   <EnumVal  ord="35">Lm</EnumVal>  

   <EnumVal  ord="36">Wb</EnumVal>  

   <EnumVal  ord="37">T</EnumVal>  

   <EnumVal  ord="38">W</EnumVal>  

   <EnumVal  ord="39">Pa</EnumVal>  

   <EnumVal  ord="41">m² </EnumVal>  

   <EnumVal  ord="42">m³ </EnumVal>  

   <EnumVal  ord="43">m/s</EnumVal>  

   <EnumVal  ord="44">m/s² </EnumVal>  

   <EnumVal  ord="45">m³ /s</EnumVal>  

   <EnumVal  ord="46">m/m³ </EnumVal>  

   <EnumVal  ord="47">M</EnumVal>  

   <EnumVal  ord="48">kg/m³ </EnumVal>  

   <EnumVal  ord="49">m² /s</EnumVal>  

   <EnumVal  ord="50">W/m K</EnumVal>  

   <EnumVal  ord="51">J/K</EnumVal>  

   <EnumVal  ord="52">ppm</EnumVal>  

   <EnumVal  ord="53">1/s</EnumVal>  

   <EnumVal  ord="54">rad/s</EnumVal>  

   <EnumVal  ord="55">W/m² </EnumVal>  

   <EnumVal  ord="56">J/m² </EnumVal>  

   <EnumVal  ord="57">S/m</EnumVal>  

   <EnumVal  ord="58">K/s</EnumVal>  

   <EnumVal  ord="59">Pa/s</EnumVal>  

   <EnumVal  ord="60">J/kg K</EnumVal>  

   <EnumVal  ord="61">VA</EnumVal>  

   <EnumVal  ord="62">Watts</EnumVal>  

   <EnumVal  ord="63">VAr</EnumVal>  

   <EnumVal  ord="64">phi</EnumVal>  

   <EnumVal  ord="65">cos(phi) </EnumVal>  

   <EnumVal  ord="66">Vs</EnumVal>  

   <EnumVal  ord="67">V² </EnumVal>  

   <EnumVal  ord="68">As</EnumVal>  

   <EnumVal  ord="69">A² </EnumVal>  

   <EnumVal  ord="70">A² t</EnumVal>  

   <EnumVal  ord="71">VAh</EnumVal>  

   <EnumVal  ord="72">Wh</EnumVal>  

   <EnumVal  ord="73">VArh</EnumVal>  

   <EnumVal  ord="74">V/Hz</EnumVal>  

   <EnumVal  ord="75">Hz/s</EnumVal>  

   <EnumVal  ord="76">char</EnumVal>  

   <EnumVal  ord="77">char/s</EnumVal>  

   <EnumVal  ord="78">kgm² </EnumVal>  

   <EnumVal  ord="79">dB</EnumVal>  

   <EnumVal  ord="80">J/Wh</EnumVal>  

   <EnumVal  ord="81">W/s</EnumVal>  
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   <EnumVal  ord="82">l/s</EnumVal>  

   <EnumVal  ord="83">dBm</EnumVal>  

   <EnumVal  ord="84">h</EnumVal>  

   <EnumVal  ord="85">min</EnumVal>  

  </EnumType>  

  <EnumType  id="Multiplier">  

   <EnumVal  ord="-24">y</EnumVal>  

   <EnumVal  ord="-21">z</EnumVal>  

   <EnumVal  ord="-18">a</EnumVal>  

   <EnumVal  ord="-15">f</EnumVal>  

   <EnumVal  ord="-12">p</EnumVal>  

   <EnumVal  ord="-9">n</EnumVal>  

   <EnumVal  ord="-6">µ</EnumVal>  

   <EnumVal  ord="-3">m</EnumVal>  

   <EnumVal  ord="-2">c</EnumVal>  

   <EnumVal  ord="-1">d</EnumVal>  

   <EnumVal  ord="0"/>  

   <EnumVal  ord="1">da</EnumVal>  

   <EnumVal  ord="2">h</EnumVal>  

   <EnumVal  ord="3">k</EnumVal>  

   <EnumVal  ord="6">M</EnumVal>  

   <EnumVal  ord="9">G</EnumVal>  

   <EnumVal  ord="12">T</EnumVal>  

   <EnumVal  ord="15">P</EnumVal>  

   <EnumVal  ord="18">E</EnumVal>  

   <EnumVal  ord="21">Z</EnumVal>  

   <EnumVal  ord="24">Y</EnumVal>  

  </EnumType>  

  <EnumType  id="SwTyp">  

   <EnumVal  ord="1">Load Break</EnumVal>  

   <EnumVal  ord="2">Disconnector</EnumVal>  

   <EnumVal  ord="3">Earthing Switch</EnumVal>  

   <EnumVal  ord="4">High Speed Earthing Switch</EnumVal>  

  </EnumType>  

 </DataTypeTemplates>  

</SCL>  
 

 

  

Copyright International  Electrotechnical  Commission  



 –  1 88  – I EC  TR 61 850-90-2 :201 6    I EC  201 6  

Bibl iography 

I EC  TR 61 850-7-500,  Communication networks and systems for power utility automation – 
Part 7-500: Use of logical nodes for modelling applications and related concepts and 
guidelines for substations1 3  

I EC  TR 61 850-90-1 0,  Communication networks and systems for power utility automation – 
Part 90-10: Object models for scheduling1 3  

I EC  TR 61 850-90-1 1 ,  Communication networks and systems for power utility automation – 
Part 90-11 : Methodologies for modelling of logics for IEC 61850 based applications 1 3  

I EC  TR 61 850-90-1 7,  Communication networks and systems for power utility automation – 
Part 90-17: Using IEC 61850 to transmit power quality data1 3  

 

___________ 

 

_______________ 

1 3  U nder cons i derati on .  

Copyright International  Electrotechnical  Commission  



Copyright International  Electrotechnical  Commission  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

INTERNATIONAL 

ELECTROTECHNICAL 

COMMISSION 

 

3,  rue de Varembé 

PO Box 1 31  

CH-1 21 1  Geneva 20 

Switzerland  

 

Tel:  +  41  22 91 9 02 1 1  

Fax:  +  41  22 91 9 03 00 

info@iec.ch  

www.iec.ch  

Copyright International  Electrotechnical  Commission  


