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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
COMMUNICATION  NETWORKS AND SYSTEMS  

FOR POWER UTILITY AUTOMATION  –  
 

Part 90-1 2:  Wide area network engineering  guidel ines  
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  questi ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  S tandards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ).  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC National  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC al so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternati onal  Organ i zation  for S tandard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  poss ible,  an  i n ternati ona l  
consensus  of opi n ion  on  the  rel evant  sub jects  s i nce  each  techn ical  comm i ttee  has  representati on  from  a l l  
i n terested  I EC National  Comm ittees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  conten t  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi b le  for the  way i n  wh ich  they are  used  or for any 
m is i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent certi fi cati on  bod ies  provi de  conform i ty  
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors ,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  d amage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Attention  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct  appl i cati on  of th i s  publ i cation .  

9)  Attention  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t  ri gh ts .  I EC shal l  not  be  hel d  responsib l e  for i den ti fyi ng  any or a l l  such  patent  ri gh ts.  

The main  task of I EC  techn ical  committees  i s  to  prepare  I n ternational  Standards.  However,  a  
techn ica l  committee  may propose  the  publ ication  of a  techn ica l  report  when  i t  has  col l ected  
data  of a  d i fferent kind  from  that wh ich  i s  normal l y publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC TR  61 850-90-1 2,  wh ich  is  a  techn ical  report,  has  been  prepared  by I EC  techn ica l  
committee  57:  Power systems management and  associated  i n formation  exchange.  

The  text of th is  techn ical  report i s  based  on  the  fo l l owing  documents :  

Enqu i ry d raft  Report  on  voti ng  

57/1 536/DTR 57/1 576/RVC  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ica l  report can  be  found  in  the  
report on  voti ng  ind icated  i n  the  above  table.  
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Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  I SO/I EC D irectives,  Part 2 .  

A l i st  of a l l  parts  in  the  I EC 61 850  series ,  publ ished  under the  general  ti tl e  Communication  
networks and systems for power utility automation ,  can  be  found  on  the  I EC websi te.  

The  committee  has  decided  that  the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  unti l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore.ch"  in  the  data  related  to  
the  speci fic publ ication .  At  th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  rep laced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  issued  at  a  l ater d ate.  

 

IMPORTANT – The  'colour inside'  l ogo  on  the  cover page  of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understand ing  of i ts  contents.  Users  shou ld  therefore print  th is  document using  a  
colour printer.  
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INTRODUCTION  

Uti l i ti es  use  data  networks  to  i n terconnect  equ ipment between  the ir premises,  over d istances  
from  under a  ki lometer to  thousands  of ki l ometers,  ca l l ed  a  “Wide  Area  Network”  of WAN.   

WANs  encompass  commun ication  means  of d i fferen t  nature  (optica l ,  rad io,  power l i ne  carrier,  
copper,  etc. ) ,  wi th  a  variety of topolog ies  (ri ngs,  trees,  meshes,  etc. ) ,  us ing  d i fferen t protocols  
(SDH/SONET,  Ethernet,  I P ,  MPLS,  etc. ) ,  med ium  sharing  (packet swi tch ing ,  t ime d i vis ion  
mu l tip lex,  etc. )  and  for d i fferen t appl ications  (te leprotection ,  SCADA,  voice,  video,  etc. ) .   

Th is  contrasts  wi th  substation  au tomation  networks  as  described  in  the  LAN  Eng ineering  
Gu idel ines  ( I EC  TR  61 850-90-4),  wh ich  are  based  on  one  technology (swi tched  Ethernet),  
make  extensive  use  of Layer 2  mu l ticast  (GOOSE,  SMV,  PTP,  etc. )  and  use  Layer 3  
communication  (MMS,  FTP,  etc. ) ,  typical l y wi thou t rou ters  wi th in  the  substation .   

The  I EC  61 850  su i te  sets  up  numerous  requ irements  on  the  network bu t does  not state  how to  
ach ieve  them :  

•  I EC  61 850-5  speci fi es  the  basic requ irements  for data  networks  used  i n  Power U ti l i ty 
Automation  networks;  

•  I EC  61 850-7  focuses  on  data  model l i ng ,  leaving  ou t  physical  i n terconnection  deta i l s ;  

•  I EC  61 850-8-1  and  I EC 61 850-9-2  speci fy i n teroperable  communicati on  wi th in  substations ;  

•  I EC TR  61 850-90-1  describes  substation-to-substation  traffic,  speci fi es  the  requ i rements  
for communication ,  defines  object models  for substation-to-substation  teleprotection ,  
models  the  gateway and  the  tunneler,  bu t l eaves  the  WAN  undefined ;  

•  I EC  TR  61 850-90-2 1  provides  substation  to  con trol  cen tre  network configuration  for I EDs,  
proxies  and  appl ications ;   

•  I EC  TR  61 850-90-5  (synchrophasor transm ission)  addresses  the  transport of 
synchrophasor data  between  PMUs  and  con trol  cen tres  and  defines  a  tunnel ing  protocol  
as  wel l  as  a  data  securi ty method ;  

•  I EC TR  61 850-90-4  provides  gu idel i nes  for network eng ineering  focused  on  Ethernet-
based  rea l -time and  h i gh l y avai lable  networks  i n  substations.  Some of these  gu ide l i nes  
are  appl icable  to  networks  outs ide  of the  substation ;  

•  I EC 60870-6  (TASE2),  I EC  61 968  and  I EC 61 970  (CIM)  describe  the  i n formation  
i n terchange  at the  appl ication  layer wi thout  speci fying  the  network.   

Each  of these  documents  deals  separatel y wi th  appl ication ,  transport  or network layer 
mechan ism .  There  exist no  comprehensive  eng ineering  gu ides  for wide-area  and  real - time 
networks  for control  and  protection .  The  growing  success  of I EC 61 850  ca l l s  for gu i de l i nes  for 
eng ineering  the  WANs.  

Complementing  I EC  TR  61 850-90-4,  th is  Techn ical  Report proposes  gu ide l i nes  for wide-area  
and  rea l -time networks  for various  I EC 61 850-based  appl ications  includ ing  te leprotection ,  
wide  area  measurement,  protection  and  control  (WAMPAC),  power system  mon i toring  (WASA,  
WAMS),  operation  SCADA,  and  cond i ti on  mon i toring  and  d iagnosis  (CMD)  and  non -
operational  traffic.   

Th is  Techn ica l  Report i s  based  on  existing  standards  for semantics ,  services,  protocols,  
system  configuration  l anguage  and  arch i tecture.  I t  i s  based  on  work done  by various  
I EC working  groups  includ ing :  

•  Power system  IED  commun ication  and  associated  data  models ;   

______________ 

1   To  be  publ i shed .  
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•  Energy management system  appl ication  program  in terface;   

•  Data  and  communications  securi ty;   

•  I n teroperabi l i ty wi th in  TC  57  i n  the  long  term ;   

•  I n dustrial  networks;   

•  H igh l y Avai l able  Au tomation  Networks.   

Contributions  were  i ncluded  from :   

•  I EEE  802. 1  WG  (H igher l ayer LAN  protocols);   

•  I EEE  1 588  WG  (Precise  Networked  Clock Synchron ization) ;   

•  I EEE  Power System  Relaying  Committee  (PSRC);   

•  UCA I n ternational  Users  Group;   

•  The  North  American  Synchrophasor I n i ti ative  (NASPI ) ;   

•  CEN/CENELEC/ETSI  Smart  Grids  Coord ination  Group;   

•  CIGRE working  groups  D2. 26,  D2. 28,  D2/B5. 30,  D2. 35;  and   

•  D i fferen t u ti l i ti es,  providers  and  research  i nsti tu tes,  in  particu lar the  Centra l  Research  

I nsti tu te  of E lectric Power I ndustry (J apan) ,  Hydro-Quebec [50] 2  (Canada) ,  Swissgrid  
(Swi tzerland)  and  ENEL ( I ta l y).  

 

  

______________ 

2  Numbers  i n  square  brackets  refer to  the  b ib l i og raphy.  
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COMMUNICATION  NETWORKS AND SYSTEMS  
FOR POWER UTILITY AUTOMATION  –  

 
Part 90-1 2:  Wide area network engineering  guidel ines  

 
 
 

1  Scope 

This  Techn ical  Report i s  i n tended  for an  aud ience  fam i l i ar wi th  e lectrical  power au tomation  
based  on  I EC  61 850  and  particu larl y for data  network eng ineers  and  system  in tegrators.  I t  i s  
i n tended  to  he lp  them  to  understand  the  technolog ies,  configure  a  wide  area  network,  defi ne  
requ i rements,  wri te  speci fications,  se lect  components  and  conduct  tests.   

Th is  Techn ical  Report  provides  defin i ti ons,  gu idel ines,  and  recommendations  for the  
eng ineering  of WANs,  i n  particu lar for protection ,  con trol  and  mon i toring  based  on  I EC 61 850  
and  re lated  s tandards.  

Th is  Techn ical  Report addresses  substation-to-substation  communication ,  substation-to-
con trol  centre  and  con trol  cen tre-to-con trol  cen tre  commun ication .  I n  particu lar,  th is  Techn ica l  
Report addresses  the  most cri tical  aspects  of I EC  61 850  such  as  protection  re lated  data  
transm ission  via  GOOSE  and  SMVs,  and  the  mu l ticast transfer of l arge  volumes  of 
synchrophasor data.   

The  Techn ica l  Report  addresses  i ssues  such  as  topology,  redundancy,  traffic latency and  
qual i ty of service,  traffic management,  cl ock synchron ization ,  securi ty and  maintenance of the  
network.  

Th is  Techn ica l  Report  contains  use  cases  that show how u ti l i t ies  tackle  the i r WAN  
eng ineering .   

2  Normative references  

The fo l l owing  documents,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl ies .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  any 
amendments)  appl i es .  

I EC 60050,  International Electrotechnical Vocabulary 

I EC 60834-1 ,  Teleprotection equipment of power systems – Performance and testing – Part 1 :  
Command systems  

I EC  60834-2,  Performance and testing of teleprotection equipment of power systems – Part 2:  
Analogue comparison systems  

I EC  60870-5-1 04,  Telecontrol equipment and systems – Part 5-104: Transmission protocols – 
Network access for IEC 60870-5-101  using standard transport profiles  

I EC 61 400-25 (a l l  parts) ,  Wind turbines – Communications for monitoring and control of wind 
power plants 

I EC 61 508  (a l l  parts),  Functional safety of electrical/electronic/programmable  electronic 
safety-related systems 
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IEC 61 588: 2009,  Precision clock synchronization protocol for networked measurement and 
control systems 

IEC 61 850-5: 201 3,  Communication networks and systems for power utility automation –  
Part 5:  Communication requirements for functions and device models  

I EC  61 850-8-1 ,  Communication networks and systems for power utility automation – Part 8-1 :  
Specific communication service mapping (SCSM)  – Mappings to MMS (ISO 9506-1  and ISO 
9506-2)  and to ISO/IEC 8802-3  

I EC  61 850-9-2 : 201 1 ,  Communication networks and systems for power utility automation  – 
Part 9-2:  Specific communication service mapping (SCSM)  – Sampled values over ISO/IEC 
8802-3  

I EC PAS  61 850-9-3: 201 5,  Communication networks and systems for power utility automation 
– Part 9-3: Precision time protocol profile  for power utility automation 

IEC TR 61 850-90-1 : 201 0,  Communication networks and systems for power utility automation  
– Part 90-1 :  Use of IEC 61850 for the communication between substations  

I EC  TR 61 850-90-2 :201 5,  Communication networks and systems for power utility automation 
– Part 90-2: Use of IEC 61850 for the communication between substations and control 

centres3  

I EC TR 61 850-90-4: 201 3,  Communication networks and systems for power utility automation 
– Part 90-4:  Network engineering guidelines  

I EC  TR 61 850-90-5: 201 2,  Communication networks and systems for power utility automation 
– Part 90-5: Use of IEC 61850 to transmit synchrophasor information according to IEEE 
C37. 118  

I EC 61 869-9,  Instrument Transformers – Part 9: Digital interface for instrument transformers3  

I EC  TS  62351 -1 ,  Power systems management and associated information exchange –  Data 
and communications security – Part 1 :  Communication network and system security – 
Introduction to security issues  

I EC  TS  62351 -2,  Power systems management and associated information exchange – Data 
and communications security – Part 2: Glossary of terms  

I EC 62351 -3,  Power systems management and associated information exchange  – Data and 
communications security – Part 3:  Communication network and system security – Profiles 
including TCP/IP  

I EC  TS  62351 -4,  Power systems management and associated information exchange – Data 
and communications security – Part 4: Profiles including MMS  

I EC  TS  62351 -5,  Power systems management and associated information exchange – Data 
and communications security – Part 5: Security for IEC 60870-5 and derivatives  

I EC  TS  62351 -6,  Power systems management and associated information exchange – Data 
and communications security – Part 6:  Security for IEC 61850  

______________ 

3  To  be  publ i shed .  
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I EC  TS  62351 -7,  Power systems management and associated information exchange – Data 
and communications security – Part 7:  Network and system management (NSM)  data  object 
models  

I EC  TS  62351 -8,  Power systems management and associated information exchange – Data 
and communications security – Part 8: Role-based access control  

I EC  TS  62351 -9,  Power systems management and associated information exchange – Data  
and communications security – Part 9:  Cyber security key management for power system 

equipment4  

I EC  TR 62351 -1 0,  Power systems management and associated information exchange – Data  
and communications security – Part 10:  Security architecture guidelines  

I EC  62351 -1 1 ,  Power systems management and associated information exchange  – Data and 

communications security – Part 11 : Security for XML files 5  

I EC TR 62357-200,  Power systems management and associated information exchange – 
Part 200:  Guidelines for migration to Internet Protocol version 6 (IPv6)  

I EC 62439-1 : 201 0,  Industrial communication networks – High  availability automation networks 
– Part 1 : General concepts and calculation methods  

I EC 62439-3:––,  Industrial communication networks – High availability automation networks –  
Part 3: Parallel Redundancy Protocol (PRP)  and High-availability Seamless Redundancy 

(HSR)  6  

I EC  TS  62443-1 -1 ,  Industrial communication networks – Network and system security –  
Part 1 -1 : Terminology,  concepts and models  

I EC  62443-2-1 ,  Industrial communication networks – Network and system security – Part 2-1 : 
Establishing an industrial automation and control system security program  

I EC  TR 62443-3  (a l l  parts) ,  Industrial communication networks – Network and system security 

I EC  TR 62443-3-1 ,  Industrial communication networks – Network and system security –  
Part 3-1 : Security technologies for industrial automation and control systems  

I EC  62488-1 ,  Power line communication systems for power utility applications – Part 1 : 
Planning of analogue and digital power line  carrier systems operating over EHV/HV/MV 
electricity grids  

ANSI  T1 . 403-1 999,  Network and Customer Installation Interfaces –  DS1  Electrical Interface 

I EEE  802. 1 ag ,  IEEE standards for local and metropolitan area network; Virtual Bridged Local 
Area Networks Amendment 5: Connectivity Fault Management 

I EEE  802. 1 ah ,  IEEE standards for local and metropolitan area  network; Provider Backbone 
Bridges 

______________ 

4  To  be  publ i shed .  

5  To  be  publ i shed .  

6  To  be  publ i shed .  
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IEEE  802. 1 Qay,  Provider Backbone Bridge Traffic Engineering 

IEEE  802. 1 X,  Port-based Network Access Control 

I EEE  802. 3,  IEEE Standard for Information technology – Telecommunications and information 
exchange between systems – Local and metropolitan area networks – Specific requirements – 
Part 3: Carrier sense multiple  access with  collision detection (CSMA/CD)  access method and 
physical layer specifications 

IEEE  487. 3,  IEEE Standard for the Electrical Protection of Communication Facilities Serving 
Electric Supply Locations Through the Use of Hybrid Facilities 

IEEE  802. 1 Q,  IEEE standards for local and metropolitan area network; Virtual bridged local 
area  networks (VLANs and priorities)  

I TU-T G.703,  Physical/electrical characteristics of hierarchical digital interfaces 

I TU-T G.707/Y. 1 322 ,  Network node interface for the synchronous digital hierarchy (SDH)  

I TU-T  G.803,  Architecture of Transport Networks Based on Synchronous Digital Hierarchy 
(SDH)  

I TU-T G.81 0,  Definitions and terminology for synchronization networks 

I TU-T G.81 1 ,  Timing characteristics of primary reference clocks 

I TU-T G.81 2,  Timing Requirements of SDH Equipment Slave Clocks (SEC)  

I TU-T G.81 3,  Timing Requirements of Slave Clocks Suitable  as Node Clocks in  
Synchronization Networks (SEC)  

I TU-T G .821 ,  Error performance of an international digital connection operating at a  bit rate 
below the primary rate and forming part of an Integrated Services Digital Network 

I TU-T G .8260,  Definition and terminology for synchronization in  Packet Networks 

I TU-T G .8265,  Architecture and requirements for packet-based frequency delivery 

I TU-T G .8265. 1 ,  Precision Time Protocol telecom profile  for frequency synchronization  

I TU-T G .8275. 1 ,  Precision Time Protocol telecom profile  for phase/time synchronization 

I TU-T  G.7041 ,  Generic Framing Procedure  

I TU-T  G.7042,  Link Capacity Adjustment Scheme 

I TU-T  G.8032,  Ethernet ring protection switching 

I TU-T  G.8261 ,  Timing and synchronization aspects in  packet networks 

I TU-T  G.8262,  Timing characteristics of a  synchronous Ethernet equipment slave clock 

I TU-T  G.8264,  Distribution of timing information through packet networks 

I TU-T Y. 1 731 ,  OAM functions and mechanisms for Ethernet based networks 
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RFC  0768,  User Datagram Protocol (UDP)  

RFC 0791 ,  Internet Protocol (IPv4)  

RFC 0792,  Internet Control Message Protocol (ICMPv4)  

RFC 0793,  Transmission Control Protocol (TCP) ,  Protocol Specification 

RFC 0826,  An Ethernet Address Resolution Protocol (ARP)  

RFC 0894,  A  Standard for the Transmission of IP Datagrams over Ethernet Networks 

RFC 1 240,  OSI Connectionless Transport Services on top of UDP,  Version 1  

RFC 1 661 ,  The Point-to-Point Protocol (PPP)  

RFC 1 91 8,  Address Allocation for Private Internet 

RFC 21 04,  HMAC: Keyed-Hashing for Message Authentication 

RFC 2328,  OSPF Version 2 

RFC 2460,  Internet Protocol,  Version 6 (IPv6)  Specification  

RFC 2464,  Transmission of IPv6 Packets over Ethernet Networks 

RFC 2474,  Definition  of Differentiated Services Field (DS Field)  in  IPv4 and IPv6 Headers 

RFC 261 5,  Point-to-Point Protocol over SDH/SONET 

RFC 2663,  IP Network Address Translator (NAT)  Terminology and Considerations 

RFC 3022,  Traditional IP Network Address Translator (Traditional NAT)  

RFC 3031 ,  Multiprotocol Label Switching Architecture  

RFC 31 68,  The Addition of Explicit Congestion Notification (ECN)  to  IP 

RFC 3246,  An Expedited Forwarding PHB (Per-Hop Behavior)  

RFC 3247,  Supplemental Information for the New Definition of the EF PHB (Expedited 
Forwarding Per-Hop Behavior 

RFC 3260,  New Terminology and Clarifications for DiffServ 

RFC 3261 ,  SIP: Session Initiation Protocol 

RFC 3376,  Internet Group Management Protocol,  Version 3 

RFC 341 0,  Version 2 of the Protocol Operations for the Simple Network Management Protocol 
(SNMP)  

RFC 3547,  The Group Domain of Interpretation  
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RFC 3985,  Pseudo Wire Emulation Edge-to-Edge (PWE3)  Architecture 

RFC 41 93,  Unique Local IPv6 Unicast Addresses 

RFC 421 3,  Basic Transition Mechanisms for IPv6 Hosts and Routers 

RFC 4291 ,  IP Version 6 Addressing Architecture  

RFC 4301 ,  Security Architecture for the Internet Protocol (IPsec)  

RFC 4303,  IP Encapsulating Security Payload (ESP)  

RFC 4330,  Simple Network Time Protocol (SNTP)  Version 4  for IPv4,  IPv6 and OSI 

RFC 4459,  MTU and Fragmentation Issues with  In-the-Network Tunneling 

RFC 4664,  Framework for Layer 2 Virtual Private  Networks (L2VPNs)  

RFC 4861 ,  Neighbor Discovery for IP version 6 (IPv6)  

RFC 5246,  The Transport Level Security (TLS)  Protocol Version 1 . 2 

RFC 5424,  The Syslog Protocol 

RFC 5641 ,  Layer 2 Tunneling Protocol Version 3 (L2TPv3)  Extended Circuit Status Values 

RFC 5771 ,  IANA  Guidelines for IPv4 Multicast Address Assignments 

RFC 5880,  Bidirectional Forwarding Detection (BFD)  

RFC 5905,  Network Time Protocol version 4  

RFC 6052,  IPv6 Addressing of IPv4/IPv6 Translators 

RFC 6864,  Updated Specification of the IPv4 ID Field 

RFC 701 1 ,  Specification of the IP Flow Information Export (IPFIX)  Protocol for the Exchange 
of Flow Information  

3 Terms,  defin i tions,  abbreviations,  acronyms and  symbols  

3.1  Terms and  defin i tions  

For the  purposes  of th is  document the  terms  and  defin i tions  g i ven  i n  I EC 60050-1 91  [6 ] ,  as  
wel l  as  the  fol lowing ,  apply.  

3. 1 . 1   
avai labi l i ty 

3. 1 . 1 . 1   
avai labi l i ty  

<of an  i tem>abi l i ty to  be  i n  a  s tate  to  perform  as  requ i red  

Note  1  to  en try:  Avai l abi l i ty  depends  upon  the  combined  characteri sti cs  of the  rel i abi l i ty (1 92-01 -24),  
recoverab i l i ty (1 92-01 -25),  and  main tainabi l i ty (1 92-01 -27)  of the  i tem ,  and  the  main tenance  support  performance  
(1 92-01 -29).   
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Note  2  to  en try:  Avai l abi l i ty may be  quan ti fi ed  us ing  measures  defi ned  i n  Section  1 92 -08,  Avai l ab i l i ty re l ated  
measures.   

[SOURCE:  I EC 60050-1 92: 201 5  [7]  (1 92-01 -23) ]  

3.1 . 1 .2   
punctual  avai labi l i ty  
probabi l i ty of a  system  to  be  operational  at  a  g i ven  poin t i n  t ime or over a  g i ven  in terval  

3.1 . 1 .3   
asymptotic  avai labi l i ty  
ratio  of mean  up  time to  the  sum  of mean  up  time and  mean  down  time  over a  g i ven  time 
i n terval  

3. 1 . 1 .4   
avai labi l i ty 

<of a  data  securi ty system>  subjective  qual i ty of a  data  securi ty system  to  main tain  i ts  service  
in  the  face  of mal icious  attacks  

3.1 .2   
access  network 
A network that connects  a  substation  or power p lan t LAN  to  a  WAN,  at  a  l ower h ierarch ical  
l evel  ( i n  con trast to  core  network)  

3.1 .3   
add-drop multiplexer 

network node  in  the  SDH /SONET network 

3.1 .4   
backbone  

synonym  for core  network 

3.1 .5   
backhau l  

synonym  for access  network (m idd le  l evel  wi th  three  levels  of h ierarchy)  

3.1 .6   
bridge  
network device  that  connects  network segments  at  the  data  l i nk l ayer (Layer 2)  of the  OSI  
model   

[SOURCE:  I SO/IEC 1 0038  and  ANSI /IEEE  802. 1 D:2004]  

3.1 .7   
Carrier Ethernet 

extensions  to  Ethernet that enable  use  of th is  technology i n  a  WAN  or MAN  

3.1 .8   
core  network 

top- level  network i n  the  u ti l i ty h ierarchy 

3.1 .9   
commercial  traffic  
data  traffic over excess  bandwid th  that u ti l i ti es  sel l  to  I n ternet Service  Providers  or l ease  to  
other compan ies  
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3. 1 . 1 0   
congruency 
property of a  network to  a l l ocate  the  same path  for backward  and  forward  traffic between  end  
poin ts ,  ensuring  that the  de lays  are  approximative l y i den tica l  

3. 1 . 1 1   
customer edge  
IP  rou ter l ocated  at  the  edge  of the  customer network and  adm in istrated  by the  customer,  
wh ich  connects  to  the  next I P  rou ter i n  the  provider network  

3.1 . 1 2   
determin istic  delay 
characteristic of a  commun ication  system  that the  latency from  end-to-end  has  a  maximum  
bound ,  i ndependentl y of traffic,  except  i n  case  of fa i l u re  or d is turbance  

3.1 . 1 3   
dependabi l i ty 

probabi l i ty that  a  system  wi l l  perform  correctl y when  requ i red  to  i n  the  presence  of fau l ts  

Note  1  to  en try:  Th i s  defi n i ti on  i s  a l i gned  wi th  I EC 60834-1  and  i s  d i fferen t  from  I EC 60050-1 92: 201 5  [7 ] .   

3.1 . 1 4   
encapsu lation  

transport from  end  to  end  of protocol  data  over another protocol  

3.1 . 1 5   
enterprise  traffic  
data  traffic supporting  the  en terprise,  such  as  emai l ,  data  servers,  accounting ,  software  
updates,  etc.  

3.1 . 1 6   
fau l t  

abnormal  e lectrici ty fl ow requ i ri ng  reaction  of a  protection  device  

3.1 . 1 7   
Frame Relay 

1 990  te lephony technology provid ing  permanent vi rtual  ci rcu i ts  

3.1 . 1 8   
grid  
electrical  in terconnection  

3.1 . 1 9   
in tegri ty 

3. 1 . 1 9. 1   
in tegri ty 

<of a  data  s tream>  probabi l i ty of undetected  errors  i n  a  data  stream  subject  to  a  certa in  b i t  
error ratio  

3.1 . 1 9.2   
in tegri ty 

<of a  system>  q ual i ty of a  system  not  to  produce  undetected  erroneous  data  

3. 1 . 1 9.3   
in tegri ty 

<of a  data  securi ty system>  subjected  qual i ty of a  data  securi ty system  to  res ist mal icious  
forg ing  of i n formation  
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Note  1  to  en try:  Th i s  document uses  the  term  “au then ti ci ty”  i nstead .   

3.1 .20   
j i tter 

variation  of the  l atency,  expressed  i n  re lati ve  time (e. g .  ±1 0  ms)  or i n  percentage  of the  

l atency (e. g .  ±  0 , 1  %)  

3. 1 .21   
latency 
one-way time delay between  two  end -to-end  network i n terfaces,  exclud ing  the  de lay that the  
end  devices  take  to  process  the  s ignal  

Note  1  to  en try:  I n  th i s  d ocument,  “ l atency”  i s  synonymous  to  “commun ication  delay”  or “network del ay” ,  bu t  not  to  
“transfer d elay”  ( I EC 61 850-5),  wh ich  i s  the  appl i cation  to  app l i cation  delay.  

3.1 .22   
network 

data  transm ission  system  

Note  1  to  en try:  The  term  “network”  i s  reserved  for d ata  networks,  for e l ectri cal  i n terconnection  “g ri d ”  i s  used  
i nstead .   

3.1 .23   
operational  traffic  

data  traffic  needed  to  protect,  operate  and  supervise  the  e lectrical  e lements  of the  gri d  

Note  1  to  en try:  Th i s  i ncl udes  traffi c  cri ti cal  for the  main tenance  of the  g ri d ,  e . g .  emergency phones,  s taff 
organ i zati on ,  messag ing  or access  to  documentation .  

3.1 .24   
overlay network 
data  network bu i ld  us ing  the  services  of an  underlying  network 

EXAMPLE  I P  on  top  of SDH .  

3.1 .25   
persistency 

abi l i ty of a  system  to  con ti nue  producing  correct data  i n  the  presence  of fau l ts  

3.1 .26   
pseudowire  
emulation  of a  d i rect,  not  shared  wi re  wi th  constrained  l atency us ing  a  PSN  

3.1 .27   
protection  

3. 1 . 27. 1   
protection  

<of a  power gri d>  measures  to  avoid  damages  by acti ng  on  ci rcu i t  breakers  or other power 
con trol  devices  

Note  1  to  en try:  Th i s  document uses  “protection”  and  “tel eprotection ”  excl us ivel y for th i s  mean i ng .   

3.1 .27.2   
protection  

< i n  relation  to  a  data  path>  measures  taken  to  ensure  avai labi l i ty i n  the  case  of fai l u re  of the  
active  data  path  

Note  1  to  en try:  Th i s  document  uses  the  terms  “redundancy”  and  “fau l t-tolerance”  i nstead .  However,  “protection ”  
i n  th i s  sense  s ti l l  appears  i n  abbrevi ations  and  referenced  documents.   
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3. 1 .27.3   
protection  

< i n  re lation  to  a  cyber-securi ty>  measures  taken  to  prevent or fend  off cyber-attacks  

Note  1  to  en try:  Th i s  d ocument uses  the  term  “defense”  i nstead .  However,  “protection ”  sti l l  appears  i n  
abbreviati ons  and  referenced  documents.   

3.1 .28   
private  address  
address  belong ing  to  an  address  range  adm in istrated  by the  network operator,  reusable  i n  
another network 

3.1 .29   
provider edge  
node  located  at the  edge  of the  provider network and  adm in istrated  by the  provider,  wh ich  
connects  to  the  customer network’s  customer edge  node  

3.1 .30   
publ ic  address  
address  belong ing  to  an  address  range  a l located  by I ANA or I EEE,  wh ich  is  un ique  i n  the  
con text of the  network 

3.1 .31   
publ ic  in ternet  

worldwide  network us ing  publ ic addresses  

3.1 .32   
qual i ty of service   
QoS  
set  of metrics  for the  performance  offered  by a  communication  system ,  among  them :  latency 
(delay) ,  j i tter (delay variation) ,  de lay asymmetry,  th roughput (b i t  rate) ,  packet l oss  rate,  b i t  
error ratio  (BER),  fl ow sequence  preservation ,  bu t  exclud ing  securi ty aspects  

3.1 .33   
router 
network node  ab le  to  rou te  traffic,  e i ther th rough  d ynam ic paths  ( I P)  or through  pre-
establ ished  paths  (MPLS)  at Layer 3  

3. 1 .34  
traffic eng ineering  
al l ocation  of network resources  (priori ti zed  queues,  bandwid th ,  t ime s lots ,  etc. )  to  ach ieve  a  
certa in  QoS   

3.1 .35   
triple  play 

transm ission  of voice,  vi deo  and  i n ternet  

3.1 .36   
unavai labi l i ty  
express ion  of avai labi l i ty as  the  time  during  wh ich  a  system  is  not  avai l ab le  over a  time 
in terval  (e. g .  2  m in /year)  

3.1 .37   
vi rtual  l eased  l ine   
VLL  
point-to-poin t  connection  overla id  on  top  of another network,  a lso  cal led  VPC or VPWS 
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3.1 .38   
vi rtual  private  ci rcu i t   
VPC  

point-to-poin t  connection  overla id  on  top  of another network,  a lso  ca l led  VLL or VPWS 

3.1 .39   
vi rtual  private  LAN  service   
VPLS  

poin t-to-mu l ti poin t connection  overla id  on  top  of another network  

3. 1 .40   
vi rtual  private  wire  service   
VPWS 
point-to-poin t connection  overla id  on  top  of another network,  wh ich  i t  possibl y shares  wi th  
other VPCs,  a lso  cal led  VPC or VLL  

3.1 .41   
vi rtual  private  network  
VPN  

network overlaid  on  top  of another network,  wh ich  i t  poss ib l y shares  wi th  other VPNs  

3.2  Abbreviations  and  acronyms  

6LoWPAN  IPv6  over Low power Wireless  Personal  Area  Network [RFC 491 9] ,  [RFC 6775]  

AAA Authen tication ,  Au thorization  and  Accounting  (securi ty)  

AAAA-record  1 28-b i t  I Pv6  address  record  from  DNS  [I Pv6]  

ACL Access  Control  L is ts  [I P]  

ADM  Add  Drop Mu l tiplexer [SDH]  

ADSS  Al l  D ie lectric  Sel f-Supporti ng  (optica l  fi ber)  

AF  Assured  Forward ing  [RFC 3260]  

AH  Authen tication  Header [RFC 4302]  

ALG  Appl ication  Layer Gateway 

APLC Analog  Power L ine  Carrier 

AR Access  Router (node)  

A-record  32-bi t  I Pv4  address  record  from  DNS  

ARP Address  Resolu tion  Protocol  [RFC 0826]  

ATM  Asynchronous  Transfer Mode  [I TU -T]  

BC  Boundary Clock [I EC 61 588]  

BER B i t  Error Ratio  

BFD  B id i rectional  Forward ing  Detection  

BGP Border Gateway Protocol  (successor of EGP i n  I n ternet)  

BIDIR-PIM  B i -D irectional -Protocol  I ndependent Mu l ticast  

BITS  Bu i l d ing  I n tegrated  Tim ing  Suppl y 

BLSR B id i rectional  L ine  Swi tch  Ring  

Capex Capi ta l  expend i tures  

CBS  Committed  Burst S ize  [MEF]  

CC  Control  Cen tre  

CCTV Closed  Circu i t  Te leVis ion  

CDM  Code  Divis ion  Mu l tip lex  

CDMA Code Divis ion  Mu l tip le  Access  
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CE  Customer Edge  (node)  

CEM  Circu i t  EMu lation  

CES  Circu i t  Emu lation  Services  

CESoPSN  Circu i t  Emu lation  Services  over Publ ic  Swi tched  Network [I TU -T Y. 1 41 3,  
Y. 1 453]  

CFM  Connectivi ty Fau l t  Management  

CIA Confiden tia l i ty,  I n tegri ty,  Avai labi l i ty (against  mal icious  attacks)  

CIDR Class less  I n terDomain  Rou ting  [RFC 4632]  

CIGRE  Consei l  I n ternational  des  Grands  Réseaux E lectri ques  

CIR Committed  I n formation  Rate  

CMD  Cond i tion  Mon i toring  and  D iagnosis  

CoS  Class  of Service  [ I EEE 802. 1 Q]  

COTS  Common,  off-the-shel f software  

CPE  Central  Process ing  Equ ipment (WAMPAC)  

CWDM  Coarse  Wavelength  D ivis ion  Mu l tip lexing  ( I TU -T  G .671 ,  see  WDM,  DWDM) 

DAC Doubl y Attached  Clock 

DACS  Dig i ta l  Access  Carrier System  (UK)  

DACS  Dig i ta l  Access  Cross-connect System  (US)  

DANH  Doubl y Attached  Node wi th  HSR [I EC 62439-3]  

DCC Data  Communications  Channel  (SDH/SONET)  

DCN  Data  Communications  Network (SDH/SONET)  

DF  Don ’ t  Fragment [I Pv4]  

DHCP Dynamic Host Configuration  Protocol  [RFC 21 31 ] )  

D i ffServ D i fferen tiated  Services  [RFC 2474]  

DMZ DeM i l i tari zed  Zone  

DNP3  Distribu ted  Network Protocol  [ I EEE  1 81 5]  

DNS  Domain  Name Server 

DoS  Den ia l  of Service  (securi ty)  

DPLC Dig i ta l  Power L ine  Carrier 

DS  Dig i ta l  S ignal  (SDH  channel )  

DSCP Di fferen tiated  Services  CodePoin t [RFC 4594]  

DSO  Distribu tion  System  Operator 

DTLS  Datagram  Transport Layer Securi ty [RFC 6347]  

DWDM  Dense Wavelength  D ivis ion  Mu l tip lexer [ I TU -T G . 694. 1 ]  

EAP  Extens ib le  Authen tication  Protocol  [RFC 3748]  

EAPoL  Extens ib le  Authen tication  Protocol  over LAN  

EBS  Excess  Burst  S ize  [MEF]  

ECMP Equal  Cost Mu l tiPath  Routing  

ECN  Expl ici t  Congestion  Noti fi cation  

EEC Ethernet Equ ipment Clock [G.8261 ]  

EF  Exped i ted  Forward ing  [RFC 3246/RFC 3247]  

EGP Exterior Gateway Protocol  [RFC 904]  

EHV Extra  H igh  Vol tage  
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EIR Excess  I n formation  rate  [MEF]  

E-LAN  Ethernet LAN  service  [MEF]  

E- l ine  Ethernet wi re  service  [MEF]  

E-LM I  Ethernet Local  Management i n terface  

EMS  Energy Management System  

EoATM  Ethernet over ATM  

EoS  Ethernet over SDH /SONET 

EoSDH  Ethernet over SDH  

EoSONET Ethernet over SONET 

EoTDM  Ethernet over TDM  

ERPS  Ethernet Ring  Protection  Swi tch ing  [G . 8032]  

ESMC Ethernet Synchron ization  Messag ing  Channel  [G . 8264]  

ESP  E lectron ic  Securi ty Perimeter  

ESP  Encapsu lating  Securi ty Payload  

E-tree  Routed-Mu l ti poin t EVC Ethernet (poin t-to-mu l tipoin t  service)  [MEF]  

EVPL Ethernet Vi rtual  Private  L ine  [MEF]  

EXP  EXPerimen tal  [MPLS]  

FCAPS  Fau l t  Configuration  Accoun ting  Performance  Securi ty 

FDB  Fi l teri ng  DataBase [I EEE  802. 3]  

FDM  Frequency D ivis ion  Mu l tip lexing  

FDV Frame Delay Variation  [MEF]  

FRR Fast Re  Rou te  [MPLS]  

FTP Fi l e  Transfer Protocol  [RFC 959]   

GDOI  Group  Domain  of I n terpretation  [RFC 6407]  

GFP  Generic  Fram ing  Procedure  [G. 7041 ]  

GMC GrandMaster Clock [I EC  61 588]  

GMPLS  General i zed  MPLS  

GNSS  G lobal  Navigation  Sate l l i te  System  

GOOSE  Generic  Object-Orien ted  Substation  Event [ I EC  61 850-7-2,  I EC  61 850-8-1 ]  

GPRS  General  Packet  Rad io  Service  (2nd  g eneration  cel l  phone)  

GPS  G lobal  Pos i ti on ing  System  

GSM  G lobal  System  for Mobi le  communications  (1 st  generation  cel l  phone)  

HAN  Home Area  Network 

HMAC Hash-based  Message Au thentication  Code  

HM I  Human-Mach ine  I n terface  

HSPA H igh-Speed  Packet Access  (3 rd  g eneration  cel l  phone)  

HSR H igh-avai l abi l i ty Seam less  Redundancy [I EC 62439-3]  

HTTP Hypertext Transfer Protocol  [RFC 7230-7237]  

HV H igh  Vol tage  

IAM  I denti ty and  Access  Management  

IANA I n ternet  Assigned  Numbers  Au thori ty 

ICCP I n ter-Control  Centre  Protocol  [ I EC  61 870-6]  

ICMP I n ternet  Control  Message  Protocol  [RFC 792]  
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ID  IDen ti ty 

IDS  I n trus ion  Detection  System  

IED  I n te l l i gent  E lectron ic  Device  [I EC  61 850]  

IGMP I n ternet Group  Management Protocol  [RFC 3376]  

IGP  I n ternal  Gateway Protocol   

I n tServ I n tegrated  Services  [RFC 221 0]  

IP  I n ternet  Protocol  [RFC 791 ]  

IP/MPLS  MPLS  wi th  I P  rou ting  

IPS  I n trus ion  Protection  System  

IRIG  I n ter-Range  I nstrumentation  Group  

ISDN  I n tegrated  Services  D ig i ta l  Network [I TU -T]  

IS- I S  I n termed iate  System  to  I n termed iate  System  [ I SO/I EC  1 0589]  

KDC Key D istribu tion  Centre  

L2TP Layer 2  Tunnel i ng  Protocol  [RFC 5641 ]  

L2VPN  Layer 2  VPN  [RFC 71 52]  

L3VPN  Layer 3  VPN  

LAN  Local  Area  Network 

LCAS  Line  Capaci ty Ad j ustmen t Scheme (SDH/SONET NG)  [G . 7042]  

LDP  Label  D istribu tion  Protocol  [RFC 5036)  

LER Label  Edge  Rou ter [MPLS]  

LKR LocK Report [MPLS]  

LLDP Link Layer D iscovery Protocol  [I EEE  802 . 1 AB]  

LSP  Label  Swi tch ing  Path  (MPLS)  

LSR Label  Swi tch ing  Rou ter (MPLS)  

LTE  Long-Term  Evolu tion  (4 th  generation  cel l  phone)  

LV Low Vol tage  

MAC Med ium  Access  Control  [ I EEE  802. 1 ]  

MAC Message  Authen tication  Code (securi ty)  

MACsec MAC securi ty [ I EEE  802 . 1 AE]  

MAN  Metropol i tan  Area  Network 

MC  Master C lock [ I EC  61 588]  

MEF  Metro  Ethernet Forum  

MF  More  Fragment [I Pv4]  

MFA MPLS  Forum  Association  (now I PMPLS)  

M IB  Management I n formation  Base  (SNMP)  

MMS  Manufacturing  Messag ing  Speci fication  ( I SO  9506)  

MP2MP Mu l tipeers-to-mu l tipeers  

MPLS  Mu l ti -Protocol  Label  Swi tch ing  [RFC 3031 ]  

MPLS-TP  MPLS  wi th  Traffic Profi l i ng  

MTBR Mean  Time  Between  Repairs  

MTTF Mean  Time  To  Fai l ure  

MTU  Maximum  Transm ission  Un i t  

MV Med ium  Vol tage  
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NAC Network Access  Control  

NASPI  North  American  SynchroPhasor I n i tiati ve  

NAT Network Address  Trans lation  [RFC 2663/RFC 3022]  

NCD  Network Configuration  Description  [I EC 61 850-6]  

NDP  Neighbor D iscovery Protocol  [RFC 4861 ]  

NERC North -american  E lectrici ty Rel i ab i l i ty Corporation  

NMS  Network Management Services  

NPCC Northeast Power Coord inati ng  Counci l  

NPDU  Network Protocol  Data  Un i t  [I SO/IEC 7498]  

NTP  Network Time Protocol  [RFC 5905]  

OAM  Operation ,  Adm in istration  and  Main tenance  

OC Optical  Carrier (SONET channel )  

Opex Operation  expend i tures  

OPGW OPtical  Ground  Wire  (h igh  vol tage  transm ission  cable)  

OS  Operating  System  

OSI  Open  System  I n terconnection  [I SO/IEC 7498]  

OSPF  Open  Shortest Path  F i rst  [RFC 5340)  

OSSP Organ ization  Speci fic  S low Protocol  [ I EEEE  802.3]  

OTN  Optical  Transport Network ( I TU -T G .709)  

P2MP Poin t To  Mu l tipoin t (Peer to  Mu l tipeers)  

P2P  Poin t-to-Poin t (Peer-to-Peer)  

PABX Private  Automatic Branch  eXchange ( te lephony)  

PBB  Provider Backbone Bridg ing  (“Mac-in-Mac”,  I EEE  802 . 1 ah-2008)  

PBB-TE  Provider Backbone Bridge  Traffic Eng ineering  ( I EEE  802. 1 Qay-2009)  

PCM  Pu lse  Code  Modu lation  

PDC Phasor Data  Concentrator [ IEC TR  61 850-90-5]  

PDH  Ples iochronous  D ig i ta l  H ierarchy ( I TU -T)  

PDU  Protocol  Data  Un i t  [ I SO/IEC  7498]  

PDV Packet Delay Variation  [RFC 3393,  I TU-T G . 8260  (PSN),  I TU-T Y. 1 541  ( IP),  
I TU-T  Y. 1 563  (Ethernet)]  

PE  Provider Edge  (node)  

PFD  Probabi l i ty to  Fai l  (dangerous l y)  on  Demand  [I EC 61 508]  

PHB  Per Hop  Behavior [MPLS]  

PIM-SM  Protocol  I ndependent Mu l ticast – Sparse  Mode  [RFC 4601 ]  

PM  Performance  Mon i toring  

PMU  Phasor Measurement Un i t  

PMU  Phasor Measurement Un i t [ I EC  TR  61 850-90-5]  

PON  Passive  Optical  Network 

POS  Packet over SDH /SONET 

POTS  Pla in  Old  Telephone  System  

ppm  part per m i l l ion  (replaced  by µHz/Hz or µs/s)  

PPP  Poin t-to-Poin t Protocol  [RFC 1 661 ]  

PPS  Pu lse  Per Second  
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PRC Primary Reference  Clock 

PRP Paral l e l  Redundancy Protocol  [I EC 62439-3]  

PRTC Primary Reference  Time Clock 

PS  Power Station  

PSN  Packet Swi tched  Network 

PTP  Precision  Time Protocol  [ I EC 61 588]  

PW Pseudo-Wire  (pseudo  wire)  

PWE3 Pseudo-Wire  Edge-to-Edge  [RFC 3985]  

QoS  Qual i ty of Service  

RADIUS  Remote  Authen tication  D ial  I n  User Service  

RAN  Reg ional  Area  Network 

RAS  Remed ial  Action  Schemes (referred  to  as  WAMPAC i n  th is  document)  

RBAC Role  Based  Access  Control  

RF  Rad io  Frequency 

RIR Reg ional  I n ternet Reg istry 

RP  Rendezvous  Poin t  

RPL  Routing  Protocol  for Low power and  lossy networks  [RFC 6550]  

RSPEC Reservation  Characteristics  i n  I n tServ [RFC 221 0]  

RSTP Rapid  Spann ing  Tree  Protocol  [I EEE  802. 1 D]  

RSVP Resource  ReSerVation  Protocol  [RFC 2205]  

RSVP-TE  RSVP-Traffic  Eng ineering  

RTU  Remote  Term inal  Un i t  (decentral i zed  measurement and  control  device)  

SAToP  Structure-Agnostic TDM  over Packet [RFC 4553] ,  [I TU-T Y. 1 41 3] ,  [Y. 1 453]  

SCADA Supervisory Con trol  And  Data  Acqu is i ti on  (con trol  cen tre)  

SCL System  Configuration  Language  [ IEC 61 850-6]  

SCP  Secure  Copy (UN IX service)  

SDH  Synchronous  D ig i ta l  H ierarchy [I TU -T]  

SEM  Securi ty Even t Management  

SEN  Substation  Edge  Node  

SFP Smal l  Form-factor P luggable  (Ethernet)  

SGAM  Smart Grid  Arch i tecture  Model  [CEN-CENELEC-ETSI  Smart Grid  Coord ination  
Group]  

SHDSL S ing le  pai r H ighspeed  D ig i ta l  L ine  Subscriber 

SIM  Securi ty I n formation  Management 

SI P  Session  I n i tiation  Protocol  [RFC 3261 ]  

SI PS  System  I n tegri ty Protection  Schemes (referred  to  as  WAMPAC i n  th is  
document)  

SLA Service  Level  Agreement 

SLAAC StateLess  Address  Au to  Configuration  [RFC 4862]  

SMV Sampled  Measurement Values  [I EC 61 850-7-2 ,  I EC 61 850-9-2]  

SNMP S imple  Network Management Protocol  [RFC 341 0]  

SNTP S imple  Network Time Protocol  [RFC 4330]  

SONET Synchronous  Optical  NETwork 

SPDU  Session  Protocol  Data  Un i t  
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SPE  SONET Payload  Envelope  

SPS  Specia l  Protection  System  (WAMPAC,  cal led  S I PS  i n  th is  document)  

SS  SubStation  

SSH  Secure  Shel l  (UN IX service)  

SSL  Secure  Socket Layer  

ssPDC substation  Phasor Data  Concentrator 

STM  Synchronous  Transport  Modu le  (SDH/SONET)  

STS  Synchronous  Transport  S ignal  (SDH/SONET)  

SV Sampled  Values  (of cu rrent  and  vol tage)  [ I EC  61 850-9-2]  

SyncE  Synchronous  Ethernet  [I TU -T G.801 0]  

TAI  Temps  Atom ique  I n ternational  

TC Transparent C lock [I EC  61 588]  

TCP  Transm ission  Control  Protocol  [RFC 0793]  

TDM  Time  Divis ion  Mu l tip lexing  

TDMoIP  Time Divis ion  Mu l tip lexing  over I n ternet Protocol  [I TU -T Y. 1 41 3,  Y. 1 453]  

TE  Traffic Eng ineering  

TLS  Transport Layer Securi ty 

TLV Time-Length-Value  [I SO/IEC 8825  and  I EC  61 588]  

TM  Term inal  Mu l ti plexer (SDH/SONET)  

ToS  Type of Service  

TPDU  Transport Protocol  Data  Un i t [I SO/I EC 7498]  

TSAP Transport Service  Access  Poin t  

TSPEC Traffic description  i n  I n tServ 

TTL Time To  Live  ( I P,  MPLS)  

UDP  User Datagram  Protocol  [RFC 0768]  

ULA Un ique  Local  un icast Address  [RFC 41 93]  

UMTS  Un iversal  Mobi le  Telecommunications  System  (3 rd  generation  ce l l  phone)  

UN I  User Network I n terface  [MEF]  

UPSR Un id i rectional  Path  Swi tch  Ring  

URL Un ique  Resource  Locator 

UTC Un iversal  Time Coord inated  

VC  Vi rtual  Ci rcu i t  

VCAT Vi rtual  Concatenation  (SDH/SONET NG)  [G . 7043]  

VCCV Vi rtual  Ci rcu i t Connectivi ty Veri fication  [RFC 5085]  

VDSL Very h igh  speed  D ig i ta l  Subscriber L ine  ( I TU-T last m i l e)  

VID  VLAN  i den ti fi er [I EEE  802. 1 Q]  

VLAN  Virtua l  Local  Area  Network [IEEE  802. 1 Q]  

VLL  Virtua l  Leased  Line  (a lso  ca l l ed  VPWS)  

VoIP  Voice  over I P  

VPLS  Virtual  Private  LAN  Service  [RFC 4761  and  RFC 4762]  

VPMS  Vi rtual  Private  Mu l ticast Services  [I ETF  work i n  progress]  

VPN  Vi rtual  Private  Network 

VPRN  Virtual  Routed  Private  Network (L3VPN  for MPLS)  
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VPWS Virtua l  Private  Wire  Service  (pseudo-wire)  

VRF  Virtua l  Routing  and  Forward ing  

VRRP Virtua l  Router Redundancy Protocol  [RFC 5798]  

VT Virtua l  Tributary (SDH/SONET)  

WAMPAC Wide  Area  Mon i toring ,  Protection  and  Control  

WAMS Wide  Area  Mon i toring  System   

WAN  Wide  Area  Network 

WASA Wide  Area  S i tuational  Awareness  

WDM Waveleng th  D ivis ion  Mu l ti plexing  

XML  Extended  Markup  Language  

ZBFW Zone-Based  F i reWal l  

3.3  Network d iagram  symbols  

This  document uses  the  symbols  shown  i n  F igure  1 .   
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Figure 1  – Symbols  

IEC  
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4 Wide Area Communication  in  electrical  uti l i ties  

4.1  Executive  summary 

The e lectrical  grid  i s  part  of the  cri tical  i n frastructu re  of a  country.  The  commun ication  
network on  wh ich  the  g ri d  re l i es  must  have  an  even  h igher avai lab i l i ty than  the  grid  i tsel f,  and  
has  to  survive  conti ngencies  and  blackou ts  i n  order to  keep the  grid  stable  and  restore  the  
grid  as  qu ickl y as  possible,  even  from  a  complete  b lack start.   

I n  the  past,  operational  communication  ( te leprotection ,  te lecon trol ,  operational  voice,  etc. )  
was  separate  from  enterprise  commun ication  (energy management,  mai l ,  i n ternet,  company 
te lephone,  etc. ) .  I n  particu lar,  te lephones  i n  substations  and  con trol  centres  were  i ndependen t 
from  the  publ ic  te lephone system  and  used  ded icated  powerl ine,  m icrowave  or rad io  l i nks.  
The  publ ic te lephone system  was  un trusted  s i nce  i t  wou ld  break down  in  case  of wide-area  
emergency,  due  to  the  number of s imu l taneous  cal ls ;  i t  wou ld  run  on  batteries  for on l y a  few 
hours  after l os ing  the  g ri d ,  wh ich  i s  i nsufficien t to  recover from  a  l and-wide  b lackou t.   

The  operational  network used  robust  technolog ies  from  the  establ ished  te lephony technology 
(e. g .  ATM,  SDH/SONET)  that guaranteed  bandwid th ,  determ in istic l atency,  pred ictable  j i tter 
and  h igh  re l iabi l i ty through  redundant paths.  The  operational  network changes  l i ttl e  over the  
years,  configuration  changes  are  seldom.  The  personnel  i n  charge  of the  l egacy network are  
proficient  i n  th is  technology,  wh ich  is  however becom ing  obsolete.  

With  the  deployment of protocols  us ing  packet swi tch ing  such  as  I EC  61 850,  the  operational  
te lephony network had  to  transport variable  s ize,  sporad ic packet traffic i n  add i ti on  to  i ts  
fixed-s ize  cycl ic traffic,  a  task that i t  was  not des igned  for and  that i t  d i d  not  perform  efficientl y.   

New generation  SDH /SONET NG  a l lows  more  efficien t packet transport.  Deployment of th is  
technology wi l l  con tinue  for some years,  especial l y to  support operational  traffic,  bu t i ts  
further development (e. g .  OTN)  is  uncertain .  

New actors  appeared  as  Smart Grids  developed  (e. g .  d istributed  generation ,  demand  s i de  
management,  etc. ) ,  l etti ng  the  operational  packet-swi tched  traffic grow.   

On  the  other hand ,  the  en terprise  network based  on  i n ternet technolog ies  (emai l ,  business  
servers,  in ternet  access,  etc. )  grew exponentia l l y,  requ iri ng  bandwid th  wel l  i n  excess  of what 
the  operational  network needs.   

The  personnel  i n  charge  of the  enterprise  network have  a  background  orien ted  towards  
i n formatics.  They are  more  experienced  in  manag ing  l arge  amounts  of users  and  data  bu t  l ess  
acquain ted  wi th  the  requ i rements  – especia l l y temporal  and  dependabi l i ty aspects  – of 
operational  networks.   

Therefore,  a  d ivergence  can  exist  between  the  ph i losophy of the  department manag ing  
trad i tional  operational  networks  and  the  department manag ing  the  en terprise  network.  
Merg ing  the  departments  cou ld  be  as  d i fficu l t  as  merg ing  the  i n frastructu res.   

Technology advances  and  techn ical  necessi ty are  not the  on l y motors  for change.  The 
l i fespan  of office  equ ipment (5  to  1 0  years)  i s  s ign i ficantl y shorter than  the  l i fespan  of 
te leprotection  equ ipment (1 0  to  25  years).  Earl y obsolescence  wi l l  cause  add i tional  costs  
during  the  l i fe  cycle,  wi th  l i ttl e  benefi t  for the  bas ic  te leprotection  function .  Total  cost  of 
ownersh ip  i s  what  counts .  

The  con tinuous  technolog ical  evolu tion  l eads  to  heterogeneous  networks,  even  i n  the  rare  
cases  that  started  on  the  g reen  fi e l d .  Networks  cons ist  of cl usters  of hardware  from  the  same 
manufacturer,  i n terfacing  over a  reduced  number of specia l l y eng ineered  devices  wi th  other 
clusters  from  other manufacturers,  technolog ies  and  vi n tage.  Wh i le  i n  networks  wi th in  
substations  i n teroperabi l i ty of equ ipment i s  a  major i ncen tive,  i n teroperabi l i ty wi th in  WAN  
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cl usters  is  not a  primary goal ,  and  i n terchangeabi l i ty of equ ipment between  manufacturers  i s  
not a  requ i rement – as  long  as  spares  are  avai lable.   

U ti l i t i es  see  savings  and  earn ings  by merg ing  the  operational  network wi th  the  en terprise  
network.  Wi th  the  i nsta l l ation  of optica l  fi bers  wi th  excess  bandwid th ,  they can  also  offer 
commercia l  services  to  Telecom  compan ies  and  I n ternet Service  Providers  ( I SPs).   

Merg ing  the  networks  makes  sense  as  long  as  the  non -operational  services  do  not 
comprom ise  operation .  I ndeed ,  en terprise  and  commercia l  commun ications  shou ld  not  be  able  
to  i n fl uence the  operational  commun ication ,  e i ther th rough  i ncorrect  messages  or through  
exhaustion  of shared  resources.  I n  particu lar,  the  d ynam ic services  of enterprise  networks  
requ i re  frequent human  i n terven tion  for fixes  and  updates .  Th is  presents  a  major risk for the  
grid  when  sharing  the  network,  a  ri sk the  u ti l i t i es  must weigh  against the  econom ics  of us ing  
publ ic  networks.  

The  trad i tional  phys ica l  separation  between  operational ,  en terprise  and  commercia l  data  can  
partia l l y be  enforced  by vi rtual  pri vate  networks  (VPNs)  and  by priori ty management.  However,  
s ince  the  same phys ical  med ium  carries  a l l  traffic,  the  operational  network wi l l  d ictate  the  
dependabi l i ty requ i rements  of the  enterprise  and  commercia l  networks,  possibl y affecting  the i r 
economics.   

Th is  not  on l y appl i es  to  bandwid th  and  process ing  power al location ,  bu t a lso  to  a l l  resources  
such  as  battery backup,  main tenance  team  deployment and  spares  d ispos i ti on .   

Therefore,  a  u ti l i ty has  to  balance  the  benefi ts  of merg ing  the  i n frastructures  against  the  
d isadvantages  of imposing  the  s trict  requ i rements  of operational  networks  on to  the  whole  
i n frastructure,  and  may choose to  keep the  networks  separated .   

Cost savings  a lso  l ead  u ti l i ty compan ies,  especia l l y smal l  ones,  to  ou tsource  communication  
en ti re l y to  a  Telecom  company or I n ternet Service  Provider under a  Service  Level  Agreement  
(SLA).  Even  i f the  service  provider i s  a  trusted  en ti ty,  i ts  bus iness  goals  are  d i fferen t from  that 
of the  u ti l i t i es  and  i ts  operation  i s  not  transparen t to  the  e lectrical  u ti l i ty.  S ince  i ts  teams  are  
not fam i l iar wi th  grid  con ti ngencies,  they are  l ess  aware  of the  importance  of operational  data,  
wh ich  they often  do  not i den ti fy as  such .   

Here  again ,  a  u ti l i ty has  to  choose  between  keeping  the  i n frastructure  i n  the  ownersh ip  of the  
u ti l i ty and  outsourcing  the  network.   

The  network becomes  vu lnerable  to  cyber-attacks  when  i t  spans  over publ ic  g round ,  belongs  
to  th i rd -party providers  and  connects  i n  some p laces  d i rectl y or i nd i rectl y to  the  publ ic  i n ternet.  
The  protection  of the  i n frastructure  goes  beyond  what trad i tional  commun ication  needs.  A 
vi rtua l  separation  may be  i nsufficien t,  so  cyber-securi ty protocols  become important,  poss ibl y 
at  several  l evels ,  depend ing  on  the  trusted  en ti ti es.  I n  both  owned  and  ou tsourced  networks,  
u ti l i ti es  must ensure  cybersecuri ty pol icies  and  arch i tectu res  sometimes  exceed ing  the  
regu latory requ i rements  (NERC for example) .  

On l y con ti nuous  mon i toring  and  sporad ic exercis ing  of conti ngencies  wi th  the  network team  
can  guaran tee  grid  avai labi l i ty.  Cost  pressure  cannot be  an  excuse  for fa i r-weather solu tions,  
wh ich  later on  need  costl y extens ions.  Therefore,  the  evaluation  of network solu tions  must 
cons ider comprehensive  Operation  And  Main tenance  (OAM)  and  s imu lation  tools.   

These  gu idel i nes  are  i n tended  to  g ive  advice  on  the  poten tia l  confl ict poin ts :  

•  Trad i ti onal  te lephony versus  packet swi tch ing  networks  

•  Operation  versus  enterprise  and  commercia l  network 

•  U ti l i ty-owned  versus  ou tsourced  network 

•  Defense- in -depth  securi ty versus  s imple  appl ication  data  au thentication  
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Clauses  4,  5  and  6  deal  wi th  the  network requ i rements  of operational  protocols ,  most  of them  
are  covered  by I EC  standards.  These  are  not the  on l y cri tical  services,  as  voice  transm ission  
for operation  and  main tenance is  i nd ispensable  for operation .   

Clause  7  describes  the  technolog ies  from  the  restricted  viewpoin t of e lectrical  u ti l i ti es.  I t  
mostl y l i sts  what  i s  importan t to  know for procurement and  g i ves  appreciation  of thei r 
usefu lness.   

Clause  8  cons ists  of use  cases.  Some use  cases  are  scattered  th rough  the  document.  The  
fi rst use  case  i n  4 . 2  i s  an  example  that shows  the  network aspects  of a  smal l  g rid .   

4.2  Use Case:  ENDESA,  Andalusia  (Spain )  

A typical  D istribu tion  System  Operator (DSO)  grid ,  the  Andalus ia  (southern  Spain)  grid  spans  
about  a  1 00  km  d iameter and  some 30  substations  (F igure  2) .  

 

Figure 2  – Substation  locations  in  Andalusia  

The network topology i s  that of a  partial l y meshed  ri ng  wi th  spokes  and  subrings  (F igure  3) .  
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Figure 3  – Topology of the  Andalusia  network 

The northern  hal f of the  main  ri ng  i s  a  trad i ti onal  SDH  network over VC3;  the  southern  part of 
the  ri ng  uses  Gbi t/s  Metro  Ethernet wi th  bridges.  Spokes  and  subrings  in terconnection  use  a  
variety of med ia:  rad io  l inks,  E1 ,  1 00  Mbi t/s  Ethernet,  etc.  Routers  ensure  I P  connectivi ty.  The  
d i vers i ty of med ia ,  protocols  and  manufacturers  characterizes  networks  that evolved  over time.  
A specia l  case  i s  the  ci ty of San  Sebastian  wi th  i ts  Smart Grid  i n frastructure.   

The  bas ic  services  that the  Andalus ia  network provides  are:   

•  Teleprotection  

•  Telecontrol :  generation ,  substations,  regu lation ,  measurements,  batteries  

•  Voice  

•  Video survei l l ance  

•  SCADA 

•  OAM  

•  Metering  

•  D is tribu tion  au tomation  
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•  Synchron ization  

The  gu idel i nes  for development were:  

•  Keep a  very h igh  avai l abi l i ty 

•  Reduce  costs  by sharing  l inks  and  m in im izing  thei r number wi thou t l os ing  redundancy 

•  Al low fu ture  evolu tion  and  scalabi l i ty 

•  Al low i n tegration  of publ ic  operator and  private  network where  conven ien t  

•  Define  the  SLAs  

Evaluation  of the  technolog ies  cons idered :  

•  I nvestments  p lan  for the  next 5  years  

•  L i fe  cycle  for i nvestments  (around  1 0  years)  

•  Priori ty to  choices  wi th  m inor operational  costs  

•  Qual i ty of the  recommended  solu tions  shou ld  be  s im i l ar i n  terms  of the  provided  service  

4.3  Typical  i n terface  between  a  substation  and  the  WAN  

Substations  connect to  a  WAN  through  a  Substation  Edge  Node  (SEN),  wh ich  aggregates  a  
number of d i fferen t traffi c streams  between  the  substation  and  the  WAN.  I t  can  serve  as  a  
protocol  converter,  mu l ti p lexer and  as  a  network element,  swi tch  or rou ter.  The  SEN  is  
however not appl ication-aware.  

F igure  4  shows a  typica l  SEN  in  the  equ ipment cabinet  of a  substation .   

 

Figure 4 – Cabinet  of the  substation  edge  node  
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F igu re  5  shows the  typ ical  i n terfaces  of a  fu l l - fledged  SEN :  the  l ower part goes  to  the  
substation  equ ipment and  the  upper part  to  the  transm iss ion  equ ipment.  The  actual  i n terfaces  
i nstal l ed  depend  on  each  substation .  Redundancy i s  an  option ,  depend ing  on  the  importance;  
the  commun ication  equ ipment can  be  dupl icated  or on l y parts  thereof.  I EC  61 850  i s  on l y a  
fraction  of a l l  communications.  

 

Figure 5  – Communication  in terfaces  in  a  SEN  

4.4  WAN  characteristics  and  actors   

WANs are  categorized  by:   

•  Ownersh ip:   

– Private  network of a  u ti l i ty 

– Shared  network operated  by i ndependent u ti l i t ies  or by a  national  g ri d ,  or  

– Publ ic network of te lecom  service  providers  

•  H ierarchy 

– Core  (backbone)  

– Access  (backhau l ) ,  or  
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– Local  area  (reg ional )  

•  Networks  

– Physica l  communication  med ia  equ ipment,  or 

– Log ical  networks  provid ing  connectivi ty over unspeci fied  phys ical  networks.  

F igure  6  shows the  actors  and  the  WANs.   

•  On  top  are  the  appl ications  us ing  commun ication ,  deta i led  wi th  the ir requ i rements  in  
Clause  6.   

•  The  l evel  below shows  the  process ing  en ti ti es.   

•  The  next l evel  WAN  connects  the  process ing  enti ties  among  themselves  and  wi th  the  
remote  devices,  considering  two  owners  of WANs:  u ti l i ty and  te lecom  provider ( l eased).   

•  The  bottom  l evel  i ncludes  the  remote  devices,  representing  producers,  consumers  and  
substations.  The  remote  devices  can  a lso  commun icate  d i rectl y over WANs.   

 

Figure  6  – Communicating  enti ties  

4.5  SGAM  Mapping  

The SGAM  Commun ication  Model  [1 ]  detai l s  the  view of the  networks  (Figure  7) .  
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Figure 7  – SGAM  communication  model  

SGAM  [1 ]  defi nes  a  number of network types,  i n  particu lar:  

•  Subscriber access  network 

•  Neighborhood  network 

•  Mu l ti -services  backhau l  network 

•  Low-end  i n ter-substation  network 

•  I n tra-substation  network 

•  I n ter-substation  network 

•  I n tra  con trol  cen tre  network 

•  Backbone  network 

•  Operation  backhau l  network 

•  Home and  bu i ld i ng  i n tegration  network 

•  I ndustrial  fi e ldbus  area  network.   

Th is  document on l y assumes  two l evels  of h ierarchy i n  the  wide  area  network:  

a)  core  network,  wh ich  rough l y corresponds  to  the  SGAM  backbone  network  

b)  access  or backhau l  network,  wh ich  rough l y corresponds  to  the  SGAM  i n ter-substation  
network and  operation  backhau l  network.  
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Th is  does  not preclude  networks  wi th  more  than  two  levels  of h ierarchy.   

These  concepts  are  shared  wi th  N IST [34] .  

4.6  Network elements  and  vol tage  l evel  

The re lationsh ip  between  vol tage  l evels  and  network elements  appears  i n  F igure  8 .  

 

Figure 8  – Principle  of grid  vol tage  l evel  and  network technology 

The commun ication  arch i tecture  m i rrors  the  grid  vol tage  h ierarchy:  

•  The  core  network ensures  the  operation  of the  Extra  H igh  Vol tage  transm ission  gri d ,  under 
responsibi l i ty of the  TSO.  I t  i n terfaces  to  other TSOs  and  to  the  DSOs.  

•  The  access  networks  ensure  the  operation  of the  H igh  Vol tage  and  Med ium  Vol tage 
d istribu tion  g rid  for a  reduced  number of substations,  under the  responsib i l i ty of the  DSOs.  
They i n terface  to  the  core  network and  to  the  substations.  

•  The  substation  LAN  ensures  the  operation  of the  substation .  Substations  are  normal l y 
i dentical  wi th  the  connection  poin ts  between  the  networks,  except at  the  office  and  
workshop  bu i l d ings.  

•  The  generation  has  i ts  own  network,  e . g .  for a  wind  farm .  

•  The  d istribu tion  au tomation  network extends  down  to  the  households .  

•  The  networks  have  in terfaces  to  the  publ ic  i n ternet  (e. g .  to  access  meteorolog ical  data  
and  trad ing  i n formation)  and  to  mobi l e  rad io  networks,  e i ther publ i c  or operati ng  over 
d isaster-proof rad io  l i nks.   

The  networks  are  not homogeneous  i n  technology,  vi n tage  and  protocols,  and  requ ire  rou ters  
or gateways  at  the  network connection  poin ts ,  symbol ized  by the  connected  ci rcles  i n  F igure  8.  

The  communication  equ ipment i s  l ocated  i n  the  substations,  wi th  some exceptions  such  as  
SCADA,  d ispatch ing  centres  or trad ing  offices.   
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4.7  WAN  interfaces  in  substation  automation  ( IEC  61 850-5)  

The model  fo l lows  the  i n terfaces  as  defined  i n  I EC 61 850-5,  extended  by WAN  elements,  as  
shown  i n  F igure  9 .  

 

Figure 9  – Communication  paths  and  in terfaces  

Mean ing  of the  i n terfaces  i n  F igure  9:  

•  I F1 :  protection-data  exchange  between  bay and  station  level  

•  I F2 :  protection-data  exchange  between  bay l evel  and  remote  protection   
hori zon tal  time-constrained  exchange i nvolving  h igh  traffic analog  data  (e. g .  l i ne  
d i fferentia l  protection)  and  l ow traffic  b inary data  (e. g .  protection  b locking) ,  see  I F  1 1 .   

•  I F3:  data  exchange wi th in  bay l evel  

•  I F4 :  analogue  data  exchange  between  process  and  bay l evel  (samples  from  current 
transformer and  vol tage  transformer)  

•  I F5:  control  data  exchange  between  process  and  bay l evel  

•  I F6:  control  data  exchange  between  bay and  s tation  level  

•  I F7:  data  exchange between  substation  ( l evel )  and  a  remote  eng ineer’s  workplace  

•  I F8:  d i rect  data  exchange  between  the  bays  especial l y for fast  functions  l ike  i n terlocking  

•  I F9:  data  exchange wi th in  station  l evel  

•  I F1 0 :  vertical  data  exchange  between  the  substation  and  remote  con trol  centre(s)  
i ncludes  remote  mon i toring  and  telecon trol  
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•  I F1 1 :  con trol  data  exchange  between  substations   
hori zon ta l  exchange  i nvolving  main l y l ow-traffic  bi nary data  (e. g .  for i n terlocking  functions  
or other i n ter-substation  au tomatics) ,  see  I F2.  

•  I F1 2 :  transm ission  control  centre  to  transm iss ion  con trol  cen tre  (added  here)  

•  I F1 3:  synchrophasors  to  PDC and  con trol  cen tre  (added  here)  

Figure  9  symbol i zes  the  WAN  by the  clouds  wi th  i n terfaces  I F2,  I F7,  I F1 0,  I F1 1 ,  I F1 2  and  I F1 3.  
The  WAN  connects  primary substations  and  Transm ission  Con trol  Centres.  

4.8  Logical  in terfaces  and  protocols  in  the  TC57 Architecture  IEC  TR  62357  

IEC 62357  describes  the  l og ical  i n terfaces  for standard ized  appl ications  (F igure  1 0) .  The  
boundary between  what i s  i n  the  substation  and  what i s  ou tside  can  vary.   

 

Figure 1 0  – IEC  TR  62357 In terfaces,  protocols  and  appl ications  

Appl ications  use  u ti l i ty protocols  to  exchange data,  especia l l y cons idering  the  protocols  
defined  i n  I EC 61 850-8-1  and  I EC  61 850-9-2,  I EC  TR  61 850-90-1 ,  I EC TR  61 850-90-2  and  
IEC TR  61 850-90-5.   

Several  appl ication-layer protocols  coexist  wi th  I EC 61 850,  wi th  s im i lar technolog ies,  such  as :  
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•  I EC 60870-5-1 04  ( te lecontrol )  

•  I EC 60870-6  ( ICCP,  TASE-2)  

•  I EEE  1 81 5  (formerl y DNP-3)  

•  I EC 61 400-25  (wind  tu rbines)  

•  I EEE  C37. 1 1 8  (formerl y I EEE  1 344)  (synchrophasors)  

Whi le  i n  substation  au tomation  the  u ti l i ty protocols  represent the  bu lk  of traffic,  ou ts ide  of the  
substation ,  WANs carry a  number of other protocols  re lated  to  operation ,  such  as  voice  and  
vi deo  survei l l ance  (CCTV).   

The  actual  protocols  used  are  not important for network eng ineering ,  on l y the i r addressing  
capabi l i ty and  thei r timely behavior matter.   

I n  a l l  cases,  eng ineering  the  d i fferen t substations  or term inals  requ ires  tools  that generate  the  
SCD  fi l es  of a l l  participants  and  in  add i tion  the  network i n formation .  These  tools  must be  able  
to  import the  SCD  fi l es  of each  substation  and  mod i fy them  to  generate  a  NCD  (network 
configuration  description) .  

4.9  Network traffic  and  ownersh ip  

A u ti l i ty company wi l l  s trive  to  reduce  the  network Capex and  Opex by us ing  the  same  
i n frastructure  for a l l  th ree  major functions:  

1 )  Operational  services;  

2)  Enterprise  services;  

3)  Commercia l  services.  

There  are  strong  reasons  to  keep  the  operational  network separated  from  the  other traffic:  

•  Company ph i losophy of keeping  the  i n frastructure  for d isaster recovery complete l y 
i ndependent of other en ti ti es .  Th is  especial l y i ncludes  b lack start  abi l i ty after a  l ong  
b lackout;   

•  Easier m igration  from  the  trad i tional  te lephony services,  risk m i ti gation ;  

•  QoS  requ i rements  for the  cri tical  operational  service  that burden  the  en terprise  and  
commercia l  services  too  much.   

U ti l i ty Compan ies  answer th is  i ssue  d i fferen tl y.  The  commercia l  traffic i ncreases  drastica l l y 
s ince  the  operational  traffic requ i res  on l y a  l ow bandwid th  and  the  u ti l i t i es  d raw a  l arge  
number of fibers  that  they themselves  do  not need .   

Due  to  the  natu re  of the  appl ications  (d iscussed  i n  C lause  6)  and  thei r requ irements,  u ti l i t i es  
use  ded icated  pri vate  commun ication  network,  and  more  seldom  Service  Provider Networks.   

5 WAN  overal l  requirements  and  data transmission  metrics  

5.1  Traffic  types  

I ndependentl y from  the  appl ication ,  two  major traffic ki nds  are  d istingu ished :  

1 )  period ical  or sporad ic traffic wi th  s trict  time  constrain ts ,  requ i ri ng  an  upper bound  to  the  
l atency,  and  cons isti ng  of smal l  data  i tems (1 00  to  200  octets);  for i nstance,  process  data  
exchange  for protection  and  commands  (GOOSE  and  SMV),  bu t  a lso  voice  messages  of 
h igh  qual i ty;    
Networks  optim ized  for that traffic  are  characterized  as  Time D ivis ion  Mu l tip lexing  
networks  (TDM):  
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2)  sporad ic traffic of messages  wi th  re laxed  time  constrain ts,  satisfied  wi th  an  average  
l atency,  and  consisti ng  of large  pieces  of data,  often  d istributed  i n to  separate  packets ;  for 
i nstance:  MMS  data  object exchange,  events ,  fi l e  transfer,  cond i tion  mon i toring ,  bu t a lso  
vi deo,  management,  mai l  and  document transfer;   
Networks  optim ized  for that traffic are  characterized  as  Packet Swi tch ing  Networks  (PSN).  

5.2  Qual i ty of Service  (QoS)  of TDM  and  PSN  

QoS expresses  how wel l  a  network compl ies  wi th  the  time and  dependabi l i ty constrain ts  for a  
g i ven  traffic,  e . g .  throughput,  packet l osses,  errors,  l atency,  j i tter,  ou t-of-order,  e tc.  The  
network provider guaran tees  a  certa in  QoS  i n  a  SLA.  

A bas ic d i fference  exists  between  TDM  and  PSN:   

•  TDM  networks  such  as  SDH/SONET transm i t data  period ical l y i n  fixed  time s lots.  
Once a  ci rcu i t  i s  establ i shed ,  the  l atency from  end  to  end  i s  constant and  depends  
on l y on  the  propagation  delay of the  s ignal  over the  med ium  and  on  the  residence time 
i n  the  mu l ti plexers,  wh ich  is  nearl y constan t.  When  TDM  networks  are  cascaded ,  
depend ing  on  the  coincidence  of the  cycles ,  the  l atency varies,  bu t  wi l l  never exceed  
the  sum  of the  l atencies  i n  the  i nd ividual  subnets .  Th is  ensures  a  determ in istic  l atency 
and  j i tter (see  5 . 3 .6).    
I n  TDM ,  QoS  consists  on l y i n  a l l ocati ng  sufficient  bandwid th  to  time-cri tical  data,  s i nce  
i n  con trast  to  i ndustria l  networks;  the  period  i s  fixed  (64  kbi t/s) .  

•  PSNs  such  as  Ethernet use  s tatistical  mu l tip lexing  and  cannot offer the  determ in istic  
l atency of a  TDM  network.  Wh i le  the  propagation  delay remains  constan t,  the  
res idence  delay in  the  nodes  depends  on  the  traffic.  I ndeed ,  PSN  nodes  buffer the  
traffic  i n  queues  and  de lay i ncom ing  messages  unti l  the i r tu rn  i n  the  queue  comes.  I n  
the  worst case,  the  queue  overflows  and  i ncom ing  messages  are  d ropped  
(overbooking).  Therefore,  PSNs  have  a  variable  average  l atency depend ing  on  the  
traffic  l oad .    
To  ensure  that t ime-cri tica l  data  are  forwarded ,  PSN  use  priori ties  to  g ive  the  h ighest 
priori ty packets  the  m in imum  latency.  Even  the  h ighest priori ty cl ass  packets  may 
have  to  wai t  i n  ou tput queues  beh ind  other packets  of the  same  class  or because  
transm ission  of l ower priori ty packets  a l ready started .   
PSN  cou ld  guaran tee  latency i f a l l  resources  on  the  path  are  properl y reserved ,  bu t  
th is  goes  at  the  expenses  of efficiency.  

QoS  is  a  fundamental  d i fference to  consider i n  the  m igration  from  TDM  to  PSN .  

QoS  for WANs depends  on  the  underl ying  network arch i tecture  and  technology.  QoS  requ ires  
manag ing  traffic based  on  pre-defined  traffic  cl asses,  especia l l y to  ach ieve  low-latency for 
cri tica l  appl ications.  Typical  traffic classes  are  derived  from  appl ications :  te leprotection ,  
SCADA,  WAMPAC and  network management,  time synchron ization /d istribu tion ,  vi deo  
survei l l ance,  etc.  

5.3  Latency calcu lation  

5.3. 1  Latency components  

The (one-way,  end-to-end  transfer delay)  latency may be  broken  down  in to  propagation  delay 
(5. 3. 2)  and  res idence delay (5. 3 .3) ,  wh i l e  the  recovery delay (5. 7)  i s  a  parti cu lar case.   

5.3.2  Propagation  delay 

Propagation  de lay re lated  to  the  med ium  is  i n  the  range  of 5  µs/km  for copper cables  or 

optica l  fi bers,  and  3  µs/km  for rad io  l i nks  (Table  23).  The  propagation  delay i s  not neg l i g ib le  i n  
WANs;  i n  substation  LANs,  the  propagation  delay on l y matters  for the  precise  time 
synchron ization .   
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5.3.3  Residence delay 

The res idence  delay s tems  from  the  network elements  (bri dges,  routers ,  gateways)  and  the ir  
i n terconnection  (cable,  patch  panel ,  etc. )  as  wel l  as  on  the  traffic.   

I n  TDM,  the  residence  de lay i s  constan t  s ince  the  operation  i s  cycl ic.  There  is  on l y a  smal l  
buffering  to  accoun t for synchron ization  of the  cycles.   

I n  PSN ,  the  res idence delay varies  wi th  traffic and  consists  of:  

1 )  process ing  delay (wai ti ng  to  parse  and  check the  message,  i nclud ing  i n tegri ty and  
securi ty);  

2)  queu ing  delay (wai ti ng  i n  the  queue  wi th  other messages  to  be  sen t) ;   

3)  packetisation  delay (wai ting  to  aggregate  received  flows  before  send ing);   

4)  j i tter buffering  (wai ti ng  for the  compensation  of j i tter i n troduced  by a  PSN );  

5)  transm ission  delay (wai ting  for the  transm ission  of the  message  tra i ler).   

5.3.4  Latency accumulation  

The l atency of the  d i fferent  network e lements  i n  series  cumu late.   

Therefore,  the  number of e lemen ts  in  series  shou ld  be  l im i ted ,  so  as  not  to  exceed  the  
maximum  delay speci fi ed  i n  Table  2 .   

Carefu l  network eng ineering  ass isted  by s imu lation  tools  a l l ows  con trol l i ng  the  l atency,  
provided  a  good  model  of each  component exists.   

5.3.5  Example:  l atency of a  microwave system  

The  end-to-end  l atency is  composed  of the  end-to-end  accumu lation  of node  (packet 
communication  equ ipment such  as  swi tch  and  rad io  equ ipment),  processing ,  propagation ,  
transm ission  and  queu ing  delays  as  shown  in  F igure  1 1 .   

Process ing  de lays  i nclude  error correction ,  wh ich  used  to  take  hundreds  of m icroseconds.  

Improved  error correction  mechan isms reduce  process ing  delay to  l ess  than  1 00  µs.  

 

Figure 1 1  – Composition  of end-to-end  l atency in  a  microwave  relay 

5.3.6  Latency and  determin ism  

Latency i s  a  statis tica l  va lue,  depend ing  on  the  generation  rate  of the  nodes  sharing  the  
network,  on  the  topology,  on  the  pol icy wi th in  the  nodes  and  on  the  l i nk capaci ties .   
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– I n  a  determ in istic  transm ission  (F igure  1 2  a),  the  probabi l i ty that the  delay exceeds  the  
dead l ine  tMax  i s  zero,  d isregard ing  fa i l u res.  When  the  med ium  sharing  is  s trictl y period ic,  
there  is  no  d i fference between  the  l i gh t traffic and  the  heavy traffic p lots  i n  F igu re  1 2  a .  

– I n  a  non-determ in istic  transm ission  (F igure  1 2  b),  the  average  delay may be  shorter than  
the  average  delay of the  determ in istic transm ission  (wh ich  i s  why i t  i s  used) ,  bu t the  
probabi l i ty that the  delay exceeds  a  dead l i ne  tMax  i n  non-zero.   

 

Figure 1 2  – Example  of latency in  function  of traffic  

The  worst-case  end-to-end  l atency i s  the  sum  of the  l atencies  i n troduced  by each  e lemen t i n  
series .  The  average  delay i s  however smal l er than  the  worst-case  delay,  i t  rises  
approximatel y wi th  the  square  root of the  number of e l ements  i n  series ,  assum ing  that  each  
e lement exh ib i ts  a  l atency wi th  a  Gauss ian  d istribution .   

End  to  end  transm ission  can  on l y be  determ in istic  i f a l l  e lements  i n  the  chain  are  determ in istic.  
To  th is  effect,  a l l  network e lements  reserve  a l l  resources  beforehand :  processing  time,  buffers,  
etc.  For i nstance,  SDH  ach ieves  determ in ism  in tri ns ical l y by ass ign ing  each  permanent  ci rcu i t 
a  t ime s lot  (hence,  TDM)  for transm ission  and  process ing .  

A s trict  period ic  operation  is  not  requ ired  for l atency determ in ism  i f a l l  resources  can  be  
reserved  when  establ ish ing  a  connection ,  e . g .  through  the  Resource  Reservation  Protocol  
(RSVP),  and  i f a l l  sources  l im i t  thei r production  rate ,  so  the  h ighest  priori ty traffic cannot  
exceed  a  certa in  va lue.  I n  th is  case,  the  probabi l i ty d i stribu tion  depends  on  the  traffic,  bu t s ti l l  
has  an  upper bound .  Th is  requ ires  conservative  network eng ineering  and  d iscip l i ne  on  a l l  
devices.   

The  latency is  rarel y a  n ice  mathematical  function  s ince  i t  depends  on  traffic patterns,  
traversed  networks  and  rou ters  or bri dges  buffer s i ze.   

5.3.7  Latency classes  i n  IEC  61 850-5  

I EC 61 850-5  speci fies  latency classes  (Table  1 ) .  
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Table  1  – Latency classes  i n  IEC  61 850-5  

Latency class  Latency Appl ication  example  

TT0  >  1 000  ms  F i l e,  even ts ,  l og  con ten ts  

TT1  ≤  1 000  ms  Alarms  and  Events  

TT2  ≤  500  ms  Operator commands  

TT3  ≤  50  ms  S low au tomatic  i n teraction  

TT4  ≤  20  ms  Fast  au tomati c  i n teraction  

TT5  ≤  1 0  ms  Releases,  s tatus  changes  

TT6  ≤  3  ms  Trip,  b l ockings  

SOURCE:  I EC 61 850-5: 201 3,  Table  1 .  

 

I EC TR  61 850-90-1  defi nes  the  latencies  for the  substation-to-substation  traffic us ing  the  
numbering  of I EC 60834-1 ,  s l i gh tl y d i fferen t from  I EC  61 850-5;  the  d i fferences  appear in  the  
second  column  of Table  2 .  

Table  2  – Latency classes  in  IEC  TR  61 850-90-1  

IEC  TR  61 850-90-1  
l atency cl ass  

IEC  61 850-5  
l atency cl ass  

Latency Appl ication  example  

TT1  TT1  ≤  1 000  ms  Operator,  fi l e  transfer 

TT2  TT2  ≤  500  ms  Type  3  l ow speed  messages  

TR5  (TT3)  ≤  1 00  ms  Type  1 B  “au tomation ”  normal  

TR4  TT4  ≤  20  ms  Type  1 B  “au tomation ”,  fast  

TR3  (TT5)  ≤  1 5  ms  Type  1 A “Trips”  to  nei ghboring  substation  (analog)  

TR2  
TT5  

≤  1 0  ms  
Type  1 A “Trip”  wi th i n  one  substation  
raw message  data  between  substati ons  

TR1  TT6  ≤  3  ms  Type  1 A “Trip”  wi th i n  one  bay 

SOURCE:  I EC TR  61 850-90-1 : 201 0,  6 . 4  

 

NOTE  I EC TR  61 850-90-1  does  not  prescri be  a  d eterm in i sti c  val ue  for the  l atency,  bu t  rather speci fi es  that  the  

probabi l i ty that  a  GOOSE  message  takes  more  than  1 0  ms  (TR2)  shou l d  be  <  1 0–4 .   

The above  l atencies  are  g i ven  for end -to-end  appl ications,  bu t do  not detai l  wh ich  part i s  
a l l ocated  to  the  WAN  (ca l led  tb0  i n  I EC 61 850-5:201 3,  F i gure  1 6).  S ince  WANs  serve  d i fferent  
appl ications  wi th  d i fferen t requ irements  for network latency,  a  new class i fication  is  i n troduced  
to  WAN  performance  classes  i n  Table  3.  
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Table  3  – Latency classes  for WANs  

WAN  
latency 
class  

IEC  61 850-5  
l atency 
class  

Latency Use  

TL1 000  TT1  ≤  1 000  ms  Al l  other messages  

TL300  (TT2)  ≤  300  ms  Operator commands  

TL1 00  TT3  ≤  1 00  ms  S low au tomatic  i n teractions  

TL30  (TT4)  ≤  30  ms  Fast  au tomatic  i n teractions  

TL1 0  TT5  ≤  1 0  ms  Teleprotection  

TL3  TT6  ≤  3  ms  D i fferenti a l  protection  

NOTE  The  measurement method  i s  i n d icated  i n  I EC 61 850-5: 201 3,  F i gure  1 6.  The  abbrevi ation  has  been  
changed  from  I EC 61 850-5  TT to  TL  i n  order to  prevent confus ion .   

 

5.4  J i tter 

5.4. 1  J i tter defin i tion  

The average va lue  of the  l atency i s  not a  sufficien t  cri terion .  One-way de lay variation ,  ca l led  
j i tter or Packet  Delay Variation  (PDV)  [RFC 3393]  or Frame Delay Variation  (FDV)  expresses  
by how much  the  delay can  vary (F igure  1 3) .   

 

Figure 1 3  – J i tter for two communication  delay types.  

J i tter produces  unpred ictable  errors  in  d i fferentia l  (analog)  protection  analog  comparison  
schemes  when  transm ission  re l i es  on  mutual  synchron ization ,  i . e.  the  end  devices  assume  a  
constan t de lay i n  the  communication  l i ne,  and  especia l l y a  symmetric  delay (same  back and  
forth ).   

Th is  was  the  case  wi th  l egacy relays  i n terconnected  by d i rect wi ring  wi th  practica l l y no  j i tter.   

To  support these  re lays,  the  network shou ld  m im ic the  “wi re”  behavior (pseudo  wi re).   

NOTE  J i tter i s  not  re levant  i f measurement  sampl i ng  i s  synchron i zed  by g l obal ,  synchron i zed  clocks.   
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For eng ineering ,  a  determ in istic  j i tter (wi th  a  guaran teed  upper bound)  i s  desi rable .  I ndeed ,  a  
determ in istic l atency (as  i n  F igure  1 3)  i s  not sufficien t,  s i nce  pseudo-wi re  behavior requests  
that the  upper bound  on  the  j i tter i s  much  smal ler than  the  upper bound  on  latency.  A method  
to  reduce  j i tter i s  the  use  of de-j i tter buffers  as  described  i n  7 . 1 0 .5. 1 .  

5.4.2  J i tter classes  in  IEC  61 850  

IEC TR  61 850-90-1  defi nes  j i tter cl asses  as  i n  Table  4 ,  wh ich  may be  su fficient to  support  
l egacy protection  devices .   

Table  4 – J i tter classes  in  IEC  TR  61 850-90-1  

Class  J i tter (∆TA)  
[ms]  

Appl ication  

TT3  20  ms  External  s i gnal  synch ron i zation  

TT2  1 0  ms  External  s i gnal  synch ron i zation  

TT1  0 , 2  ms  External  s i gnal  synch ron i zation  or mu tual  synch ron i zation  

SOURCE:  I EC TR  61 850-90-1 : 201 0,  Tabl e  4  

 

Table  5  l i s ts  the  qual i ty classes  for j i tter that a  WAN  shou ld  del i ver.   

Table  5  – J i tter classes  for WAN  

Class  J i tter 
[ms]  

Appl ication  

TJ00  unspeci fi ed  Al l  other 

TJ 1 0  1 0  ms  External  s i gnal  synch ron i zation  

TJ0, 3  0 , 3  ms  External  s i gnal  synch ron i zation  or mutual  synchron i zation  

NOTE  The  abbreviati on  has  been  changed  to  TJ  to  d i sti ngu i sh  j i tter from  l atency.   

 

5.5  Latency symmetry and  path  congruency 

I n  a  meshed  network,  messages  between  two  partners  can  take  d i fferen t  paths  i n  each  
d i rection .  Path  congruency i s  a  property of a  network that routes  messages  between  two  
partners  over the  same  path  back and  forth .  I n  ci rcu i t-swi tched  networks,  congruency ensures  
symmetry of l atency,  wh ich  a l l ows  measuring  the  delay.  I n  packet-swi tched  networks,  
congruency does  not guaran tee  that the  l atency i s  the  same i n  both  d i rections ,  s ince  latency 
depends  on  the  other traffic.   

5.6  Medium  asymmetry 

Precise  clock synchron ization  protocols,  such  as  I EC  61 588,  requ i re  measurement of l i nk 
delays.  C locks  measure  the  l i nk de lay wi th  a  request/response exchange,  bu t th is  method  
on l y measures  the  sum  of the  back and  forth  delays;  med ium  propagation  asymmetry 
therefore  i n troduces  an  error.  Wh i l e  neg l i g ible  i n  substation  Ethernet,  th is  med ium  asymmetry 
can  be  cons iderable  i n  WANs,  for instance,  I SO  1 1 801  a l l ows  30  ns  of asymmetry over 1 00  m  
i n  optical  fi bers.   

I EC 61 850-5  does  not speci fy a  med ium  asymmetry.  To  support a  PTP clock that fu l fi l s  the  
requ i rements  of I EC 61 850-9-2  (process  bus)  and  I EC  61 869-9  ( instrument transformers),  a  
med ium  l i nk or med ium  converter shou ld  presen t an  asymmetry of less  than  25  ns,  as  
speci fied  i n  I EC  62439-3  and  I EC 61 850-9-3.  Th is  i s  however more  an  i n ternal  property of a  
network than  a  general  WAN  QoS,  so  asymmetry is  on l y re levant when  end  devices  
synchron ize  each  other d i rectl y.   
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5.7  Communication  speed  symmetry 

Some communication  l i nks  are  asymmetrical ,  wi th  the  data  th roughput i n  one  d i rection  
d i fferent from  the  data  th roughpu t i n  the  other d i rection ,  for i nstance  ADSL.  Th is  appl ies  on l y 
to  the  l ast  m i le  and  i t  i s  not  a  relevan t parameter for backbone  or backhau l  WANs.   

5.8  Recovery delay 

The  recovery delay stems  from  recovery from  network breakdown.  Depend ing  on  the  
technology,  the  recovery de lay may vary from  zero  to  several  seconds  or even  m inutes.  When  
non-zero,  th is  delay depends  strong l y on  the  protocols  and  on  the  topology.  The  recovery 
de lay i s  sometimes  cal led  “convergence  time”.   

The  recovery de lay classes  for WAN  appear i n  Table  6  and  Table  21 .  

Table  6  – Recovery delay classes  for WAN  

Class  Recovery delay 
[ms]  

Appl ication  

TR500  500  ms  I P  traffi c  

TR50  50  ms  Telecontrol  

TR0  0  ms  D i fferen ti al  protecti on  

 

5.9  Time accuracy 

5.9. 1  Time accuracy defin i tion  

The network provides  d i stribution  of absolu te  time,  re lati ve  time or frequency as  a  service  
(detai l s  i n  7. 1 5  and  I EC  62439-3: ––,  Annex D) .  

Time  accuracy i s  the  deviation  of a  cl ock from  the  reference time,  wi th  a  certa in  confidence,  

e. g .  3σ ,  as  shown  i n   F i gure  1 4 .  

 

Figure 1 4 – Precis ion  and  accuracy defin i tions  

IEC  

Copyright International  Electrotechnical  Commission  



I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  – 53  – 

5.9.2  Time accuracy classes  

I EC TR  61 850-90-1  speci fies  the  accuracy classes  for d istribu tion  of relati ve  time as  shown  i n  

Table  7 .  

Table  7  – IEC  TR  61 850-90-1  time  accuracy classes  

IEC  TR  61 850-90-1  
Time  Accuracy 

Class  

Time 
Accuracy 

[µs]  

Purpose  

T1  ±  1  000  Time  tagg i ng  of even ts  

T2  ±  1 00  
Time  tagg i ng  of zero  crossings  and  of d ata  for the  d i stri bu ted  
synchrocheck,  support  for po in t-on -wave  swi tch ing  

T3  ±  25  I nstrument  transformer synch ron i zation  

T4  ±  4  I nstrument  transformer synch ron i zation  

T5  ±  1  I nstrument  transformer synch ron i zation  

SOURCE:  I EC TR  61 850-90-1 : 201 0,  Tabl es  5  and  6  

 

I EC 61 850-5  defines  the  accuracy classes  for d istribu tion  of absolu te  time,  e. g .  for the  precise  
sampl ing  of analog  values  (Table  8)  for the  purpose  of synchrophasor transm ission .   

Table  8  – IEC  61 850-5 time  accuracy classes  for IED  synchron ization  

IEC  61 850-5  
Time 

synchron ization  
class  

Time  Accuracy Phase  ang l e  
accuracy for 50  Hz  

Phase  ang l e  
accuracy for 60  Hz  

Fau l t  l ocation  
accuracy 

 [µs]  [° ]  [° ]  [% ]  

TL  >  1 0  000  >  1 80  >  2 1 6  Not  appl i cable.  

T0  1 0  000  1 80  21 6  Not appl i cable.  

T1  1  000  1 8  21 , 6  7 , 909  

T2  1 00  1 , 8  2 , 2  0 , 780  

T3  25  0 , 5  0 , 5  0 , 1 95  

T4  4  0 , 1  0 , 1  0 , 031  

T5  1  0 , 02  0 , 02  0 , 008  

SOURCE:  I EC 61 850-5: 201 3,  Table  2 .  

 

Regard less  of the  clock synchron ization  protocol ,  asymmetric delays  affect t ime  accuracy 
(see  5. 5).  Asymmetry cannot be  measured ,  bu t a  known  asymmetry can  be  compensated  for.   

NOTE  I t  i s  hard l y poss ible  to  fu l fi l  the  T5  requ i rement  wi th  a  200  µs  network asymmetry i n  the  cl ock d i s tri bu tion .   

Table  9  l i s ts  the  time accuracy classes  that the  WAN  has  to  provide  for d i fferen t appl ications.   
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Table  9  – WAN  time  synchron ization  classes  

WAN  
Accuracy 

class  

IEC  TR 61 850-90-5  
Accuracy 

class  

Time  Accuracy 
classes  

[µs]  

Appl ication  

TX00  TL  unspeci fi ed  Al l  other 

TX1 0000  
T0  

1 0  000  
Event s tamping  
Th i s  cl ass  can  be  ach i eved  wi th  SNTP  over a  WAN  

TX1 000  
T1  

1  000  
Zero-crossi ng  and  synchrocheck 
Th is  cl ass  can  be  ach i eved  wi th  SNTP  wi th i n  a  LAN  on l y  

TX30  
T3  

30  
Synchrophasors  
th i s  cl ass  requ i res  PTP  

TX1  
T5  

1  
SMVs  
th i s  cl ass  requ i res  PTP  

 

5.1 0  Tolerance  against  fai lures  

5. 1 0. 1  Fai lure  

The gri d  may suffer from  two types  of unwanted  behavior of the  au tomation  equ ipment (for the  
defin i tions,  see  [8] ) :  

•  overfunction  (unwanted  tri p) ,  and   

•  u nderfunction  (m issing  tri p  when  requ i red).   

The  commun ication  network can  cause  such  fa i l u res,  because  of:  

•  i n tegri ty breach  (wrong  data  not  recogn ized  as  such  can  cause  an  overfunction),   

•  pers istency breach  (no  data  or data  too  late  can  cause  an  underfunction) .  

For communication  equ ipment,  a  fa i l u re  occurs  when  the  equ ipment i s  i ncapable  to  operate  at  
a l l  (no  partia l  fa i l u res  or degraded  modes  are  considered) .  

For commun ication  l inks,  fa i lu res  are  volati l e,  assum ing  that the  network recovers  by i tse l f.  
Volati l e  fa i l u res  are  expressed  as  B i t  Error Ratio  (BER),  or number of wrong  b i ts  per sent b i ts.  
I TU-T G.821  g ives  gu idel i nes  to  measure  the  error performance.  Permanent fa i l u res  be long  to  
the  same category as  device  fa i l u res.  

A fai l u re  can  a lso  be  the  l ate  del i very of i n formation  due  to  congestion  or recovery.  

For i nstance,  I EC 60834-1  cons iders  that a  command  has  fa i led  i f not received  wi th in  1 0  ms,  
i nd icating  a  certa in  probabi l i ty for th is  (1 0–4) .  I n  other words,  i t  cons iders  the  transm iss ion  as  
“fai l ed”  on l y i f more  than  one  message i n  1 0  000  i s  delayed  more  than  1 0  ms.  I f transm ission  
is  not determ in istic,  such  a  l atency can  occur statistical l y wi thout any deficiency i n  the  
hardware.  

5. 1 0.2  Rel iabi l i ty 

Rel iabi l i ty i s  the  probabi l i ty that a  component or system  fai ls  after having  worked  correctl y 
un ti l  i ts  fai l u re  (reach ing  a  term inal  state).  Rel iabi l i ty i s  therefore  a  function  of t ime,  R(t) .  A 
s imple  express ion  of re l i ab i l i ty i s  the  Mean  Time To  Fai l ure  (MTTF)  for an  e lement or a  
system,  defined  as:   

  [1 ]  
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When  a  system  such  as  a  power u ti l i ty grid  i ncludes  redundancies,  a  component fai l u re  does  
not necessari l y cause  a  function  fa i lu re .  I ndeed ,  a  substation  or d istribu tion  g ri d  shou ld  never 
fai l  completel y because  of a  s ing le  component fa i l u re.   

I EC TR 61 850-90-1 ,  I EC  60834-1  and  CIGRE [4 ]  defi ne  a  protection  system  fai l ure  as  the  
probabi l i ty of an  unwan ted ,  permanent trip ,  bu t do  not speci fy the  i n terval  between  two such  
even ts.   

5.1 0.3  Redundancy principles  

Regard less  of the  actual  dependabi l i ty requ i rements ,  many u ti l i ti es  request that the  network 
fu l fi l s  the  N -1  cri teria,  i . e.  no  s i ng le  componen t fai l u re  can  stop  operation .  

Redundancy appl ies  two  princip les :   

– Workby or massive  redundancy,  i n  wh ich  redundant componen ts  are  con tinuousl y acti ve  
and  immed iate l y i nserted  (for i nstance  several  energ ized  power suppl ies,  sharing  the  load  
and  to lerating  the  fai l u re  of one).  Workby appl ies  to  the  network,  components  or any 
resource.  

For i nstance,  I EC 62439-3  networks  carry the  same i n formation  s imu l taneousl y and  the ir 
recovery i s  immed iate  (zero  recovery de lay).  

The  “workby”  method  i s  ca l l ed :  

“1 +1  redundancy”  wi th  two s imu l taneousl y active  resources;  

– Standby or spare  redundancy,  i n  wh ich  the  redundan t component i s  normal l y i nacti ve  and  
i t  wi l l  take  a  recovery delay to  become acti ve  i n  case  of fau l t  detection .  The  recovery delay 
can  be  so  l ong  as  to  render redundancy useless.  Th is  i s  typ ical l y the  case  i n  I P  
communication  networks,  where  re-routi ng  can  take  from  seconds  (wi th  traffic eng ineering)  
to  m inutes  (wi th  best  effort).   

For i nstance,  in  RSTP [I EEE  802. 1 Q]  (7 . 6. 4. 8. 2) ,  redundant l i nks  on l y carry adm in istrati ve  
traffic  to  check that there  are  sti l l  u p,  they need  seconds  to  resume carrying  operational  
traffic  after a  severe  fa i l u re.  

The  s tandby methods  is  ca l l ed  “m :n” ,  wi th  the  special  cases:   

“1 : 1  redundancy”  one  redundant e lement backs  up  one  s i ng le  working  e lements,  

“n : 1  redundancy”  when  n  redundan t e lements  back up  one  working  e lement and  

“1 : n  redundancy”  when  one  redundant  e lement backs  up  n  working  e lements.  

Main  and  backup  protection  typical l y operate  normal l y i n  workby,  and  add i ti onal l y i n  d i verse  
workby,  in  the  sense  that the  protections  are  s imu l taneousl y acti ve  and  not of the  same kind  
(e. g .  d i fferent  manufacturers)  to  fend  off design  or i nsta l l ation  errors.   

F i gu re  43  shows  a  case  where  d i verse  redundancy ensured  the  survival  of the  commun ication  
network,  s i nce  the  redundan t m icrowave  towers  were  separate  from  the  h igh-vol tage  towers.   

5.1 0.4  Redundancy and  rel iabi l i ty  

Figure  1 5  shows the  re l i ab i l i ty of a  doubly redundant,  one-ou t-of-two (1 oo2)  system.  The  
MTTF of the  one-out-of-two  (1 oo2)  system  wi thou t repair i s  on l y one-and-a-hal f that of a  non-
redundant,  one-ou t-of-one  (1 oo1 )  system.  On l y repair i ncreases  s ign i fi can tl y re l i abi l i ty.  A 
doubl y redundant system  wi thou t repai r i s  of l i ttl e  help  i n  a  grid  au tomation  system  that 
operates  for years:  i ndeed ,  i t  provides  on l y an  improvement for the  i n i tia l  phase.  
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Figure 1 5 – Redundancy of redundant  systems  

Figu re  1 6  shows the  calcu lation  base  for the  1 oo2  system  wi th  repair.  The  probabi l i ty that the  
system  fai l s  complete l y i s  equal  to  the  probabi l i ty that both  redundant components  fai l  before  
repai r of a  fa i l ed  componen t.  Of course,  a  common  mode  fa i lu re  can  bring  the  system  down ,  
regard less  of redundancy.  

 

Figure 1 6  – Redundancy calcu lation  

5. 1 0.5  Redundancy checking  

Redundancy i s  useless  i f not constan tl y supervised .  The  above  ca lcu lation  mode  assumes  
that the  back-up  un i t fai ls  wi th  abou t the  same fai l u re  rate  as  the  on- l ine  un i t fa i ls .  S ince  
ca lcu lations  i nclude  the  time to  detect  a  fa i lu re  i n  the  mean  time  to  repai r,  the  fa i l u re  of the  
back-up  un i t  shou ld  be  detected  as  fast  as  the  fa i l u re  of the  on - l ine  un i t.  However,  the  time to  
detect  a  fa i lu re  affecting  non-operative  components  can  be  long ,  wh i l e  fa i l u res  are  usual l y 
vis ib le  immed iatel y i f the  component i s  operating .  Therefore,  background  checking  of non -
operative  components  is  necessary.  

IEC  
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5.1 0.6  Redundant  l ayout:  s ing le  point of fai lure  

Redundancy i s  on l y usefu l  i f the  redundant  e lements  fa i l  i ndependentl y.  Any common  mode of 
fa i l u re  wou ld  affect the  overal l  re l i abi l i ty.   

For i nstance,  i n  F igure  1 7  assum ing  a l l  e lemen ts  have  approximatel y the  same re l iabi l i ty,  the  
re l i ab i l i ty of the  redundant e lements  R2,  R3,  R3  and  R5 i n fl uences  l i ttl e.  The  re l iab i l i ty of the  
whole  chain  i s  dom inated  by e lement R1 ,  wh ich  represents  the  common  modes  of fa i l u re,  e. g .  
common  power suppl y,  mounting  on  the  same frame,  and  software  errors  i f the  two redundant  
e lemen ts  are  from  the  same des ign .   

 

Figure 1 7  – Redundancy layout with  s ing le  point of fai lure  

For the  network design ,  i t  means  that making  a l l  e lements  redundant and  ensuring  that two  
paths  a lways  exist  between  two  end  poin ts  i s  not sufficien t:  the  design  must be  free  of 
common  modes  of fa i l u re.   

Therefore,  keeping  the  redundant e lements  completel y separated  and  free  from  common  
mode of fa i lu re  i s  a  priori ty.  A complete  freedom  of s i ng le  poin t of fa i l u re  i s  however 
sometimes  not economical .  Au thori ti es  can  i ssue  recommendations,  for i nstance  regard ing  
separation  of redundant e lements,  see  7 . 4. 8 .  

For i nstance,  the  North  American  Power Coord ination  Counci l  (NPCC)  accepts  that a  
m icrowave  tower is  not a  s ing le  poin t  of fa i l u re  because  of i ts  very h igh  re l i abi l i ty.   

5.1 0.7  Redundant l ayout:  cross-redundancy 

I n  F igure  1 8,  cross-coupl i ng  (R6)  a l lows  to  conti nue  operation  in  case  two  e lements  on  
opposi te  rungs  fa i l ,  e . g .  R2  and  R5.  Such  an  arrangement is  often  seen  i n  connecting  
networks.  However,  cross-redundancy on l y brings  an  advantage  i f the  re l iabi l i ty of the  
coupl ing  element (R6)  i s  an  order of magn i tude  better than  the  re l i abi l i ty of the  e lements  that  
can  fai l .  Th is  i s  often  not  the  case,  and  in  fact,  such  cross-redundancy can  lower the  overal l  
re l i ab i l i ty.   

IEC  
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Figure 1 8  – Redundancy layout with  cross-coupl ing  

For i nstance,  protection  eng ineers  keep Main1  and  Main2  protection  completel y separated  
and  do  not try to  explo i t  fri nge  benefi ts  from  sharing  elemen ts.   

5. 1 0.8  Maintainabi l i ty  

Practical l y,  rel i abi l i ty’ s  most important  express ion  for u ti l i ties  i s  the  Mean  Time Between  
Repairs  (MTBR),  i . e .  how often  the  repair team  in tervenes  i n  the  fi e l d ,  assum ing  that the  
repai r takes  p lace  after redundancy i s  l ost,  bu t  wi th  no  fai l u re  of the  protection  and  con trol  
function .  As  5. 1 0. 4  shows,  th is  i s  crucia l  for re l iab i l i ty.   

The  strategy for main tenance depends  on  the  probabi l i ty of occurrence  of a  second  fa i l u re  
before  repair of a  fi rst  fa i l u re.   

Fa i lure  of the  communication  system  affects  the  MTBR.   

I n troducing  more  redundancy decreases  the  MTBR,  s ince  the  reserve  components  can  a lso  
fai l .   

Pol icies  for network components  main tenance,  spare  d istribution  over the  network,  avai labi l i ty 
of fi e ld  crews are  other factors  i n fl uencing  the  MTBR.   

5. 1 0.9  Avai labi l i ty  

Avai labi l i ty appl i es  on l y to  repairable  systems,  when  a  tota l  fai l u re  i s  not  fata l .  The  u ti l i ties  
requ i re  avai l ab i l i ty expressed  as  “unavai lab i l i ty hours  per year” .   

IEC  
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Avai labi l i ty appl i es  to  a  repai rable  system  that osci l l ates  between  up-time and  down-time  
(F igure  1 9) .  The  up-time i ncludes  the  time during  wh ich  the  network is  sti l l  operati ng ,  bu t  
impaired  (due  to  redundancy l oss).  Also,  main tenance  i tse l f can  cause  downtimes.  

 

Figure  1 9  – Avai labi l i ty defin i tions  

(Asymptotical )  avai l ab i l i ty i s  the  ratio  of up-time  to  the  l i fetime of the  system:  

 
MTBR

MUT

MDTMUT

MUT
A =

+
=  [2 ]  

MUT  =  Mean  Up  Time  

MDT  =  Mean  Down  Time  

MTBR   =  Mean  Time Between  Repairs  

MTTR   =  Mean  Time To Repair 

Avai labi l i ty can  be  expressed  as  a  percentage,  e . g .  99, 99  %  or preferably as  Unavai lab i l i ty,  
e. g .  1  hour per year corresponds  to  99, 99  %  avai l ab i l i ty.  

However,  the  mean ing  of avai l ab i l i ty varies,  depend ing  i f the  purpose  of the  equ ipment i s  
mon i toring ,  control  or protection .   

Requ i rements  such  as  “avai labi l i ty > 99, 9  %”  are  not  defined ,  un less  the  cond i ti ons  for be ing  
i n  the  “Up Time”  are  s tated .   

I n  substations,  few functions  wou ld  cause  immed iate  l oss  of power when  the  network fa i ls .  
The  worst s i tuation  is  an  i n tegri ty fa i l u re,  i n  wh ich  a  communication  fai l u re  causes  an  
unwan ted  trip  (overfunction)  or causes  the  loss  of a  trip  command  or of a  b locking  s ignal  
(underfunction ).  

I n  mon i toring  appl ications,  i t  becomes  unsafe  to  operate  the  network when  the  ou tage  of the  
network l asts  too  l ong .  

I n  con trol  appl ications,  the  network must be  avai lable  when  the  operator needs  i t.  

I n  protection  appl ications,  a  l oss  of power happens  i f the  protection  a lgori thm  becomes  unable  
to  calcu late  correctl y the  fau l t due  to  a  l oss  of communication .  I n  th is  case,  an  unwanted  tri p  
cou ld  happen .  
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Telecontrol  being  the  most  demand ing  appl ication ,  i ts  dependabi l i ty d ictates  the  network 
dependabi l i ty.  

Methods  to  ca lcu late  network avai l ab i l i ty appear i n  I EC  62439-1  and  I EC TR 61 850-90-4.  

Unavai labi l i ty i ncludes  a l so  the  probabi l i ty that the  operation  does  not complete  wi th in  usefu l  
time.  The  probabi l i ty of a  protection  trip  that takes  p lace  s imu l taneousl y wi th  a  reconfiguration  
of the  network is  not neg l i g ible,  s ince  they cou ld  have  the  same root cause  (e. g .  l igh tn ing  
stroke).  

Preventive  and  proactive  main tenance  in fluence  the  avai labi l i ty calcu lation ,  they shou ld  be  
considered  i n  the  con tracts  s ince  they depend  on  a  pol icy of the  u ti l i ties  and  of the  suppl iers.  

Network speci fications  must i nclude  the  cond i tions  for term ing  the  network “avai l able” .  S ince  
calcu lati ng  avai l ab i l i ty i s  a  d i fficu l t  endeavor,  and  d i fficu l t  to  veri fy,  many u ti l i ti es  that  l ack the  
expertise  and  s imu lation  tools  speci fy i nstead  that redundancy must be  avai l ab le  for a l l  
functions.  

I n  that case,  the  recovery delay of non -redundant  e lements  must be  s ign i fican tl y shorter than  
the  perm i tted  communication  downtime.  Th is  a l so  appl ies  to  “sel f-repai r”  when  elements  
recover from  trans ien t fai l u res,  wi thou t a  hardware  fa i l u re.  

5.1 0. 1 0  In tegri ty 

I n tegri ty i s  the  probabi l i ty to  recogn ize  data  fa ls i fi ed  by errors  as  i ncorrect.  I n tegri ty re l i es  on  
an  error detection  code,  whose  efficiency depends  on  the  BER of the  med ium .  At  the  
appl ication  l ayer,  pl aus ib i l i ty checks  can  help.   

NOTE  I EC 60834-1  uses  i nstead  of “ i n tegri ty”  the  term  “securi ty”  as  “ the  abi l i ty of the  receiver to  reject  fa l se  
teleprotecti on  i n formation  that  has  been  s imu lated  by the  channel  deg radati ons”.  S i nce  th i s  term  can  be  confused  
wi th  cyber-secu ri ty,  i t  i s  not  used  i n  th i s  document.  

More  precisel y,  I EC  60870-4  cons iders  the  res idual  error rate  as  a  function  of the  BER,  as   
shown  i n  F igure  20.  
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Figure 20  – Residual  error rate  i n  function  of the  BER 

One metric  for in tegri ty i s  the  Hamming  Distance,  e . g .  the  number of i ndependen t errors  that  
wou ld  cause  an  erroneous  message to  appear as  good .   

The  asymptote  to  the  curve  in  F igure  20  is  the  Hamming  D istance.  When  the  BER approaches  
0, 5  (every second  b i t  i s  i n  error),  the  res idual  error l oses  i ts  mean ing .   

The  checksum  or Cycl ic Redundancy Check (CRC)  a lgori thm  that checks  the  data  and  
ensures  i n tegri ty assumes  certain  error patterns:  the  BER is  not  a  sufficien t i nd ication ,  s i nce  
random  errors  do  not corrupt data  the  same way as  a  burst error wou ld .   

The  res idual  error rate  serves  to  select a  su i table  error detection  checksum ,  several  of wh ich  
are  standard ized .  For i nstance,  Ethernet  uses  a  CRC-32  for th is  purpose.   

Truncation  errors  can  reduce  the  Hamming  D istance  down  to  one  i f the  frame has  no  s i ze  
supervis ion .  I n  th is  case,  the  appl ication  has  to  appl y i ts  own  checksums  or plaus ib i l i ty checks.   

Error correcting  schemes degrade  i n tegri ty s i nce  they may correct wrong ly a  damaged  p iece  
of i n formation .  They are  used  when  the  d isturbances  are  large  such  as  i n  rad io  or i n  optica l  
fibers  wi th  marg ina l  transm ission .   
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I n tegri ty preven ts  wrong  commands  from  being  issued .  A device  that receives  a  corrupt 
message  i gnores  i t.  Thus,  i n tegri ty does  not help  i n  main tain ing  pers istency,  on  the  contrary.   

5. 1 0. 1 1  Dependabi l i ty  

Dependabi l i ty i n  a  protection  system  is  the  probabi l i ty that the  protection  wi l l  operate  as  
requ i red  in  the  presence of fau l ts.  

NOTE  I EC 60834-1  d efi nes  “dependabi l i ty”  as  “ the  abi l i ty to  del i ver a  te l eprotection  i n formation  at  the  receive  end  
i n  spi te  of the  presence  of channel  d eg radations”,  a  d efi n i ti on  that  con trad icts  I EC 60050-1 92  [7 ] ,  bu t  wh ich  i s  
neverthel ess  used  i n  th i s  d ocument.   

I EC 61 508  defines  the  PFD,  or Probabi l i ty of dangerous  Fai lu re  on  Demand ,  expressed  as  the  
probabi l i ty that  the  te leprotection  wi l l  not  operate  when  requ i red .  I t  i s  the  1 ’s  complement of 
the  avai labi l i ty of the  protection  function :   

 (PFD  =  1  – A)   

I EC 60834-1  speci fies  that the  probabi l i ty of a  “command”  not be ing  received  wi th in  1 0  ms  

shou ld  be  <  1 0–4  for a  s i ng le  system  (HV)  and  <  1 0–7  for a  double  redundant system  
(EHV).Th is  i s  not properl y an  expression  for the  avai labi l i ty,  bu t a  cri teria  to  declare  that a  
communication  error took p lace.   

Assum ing  that I EC  60834-1  appl ies  to  a  t ime i n terval  of one  year and  not to  the  number of 
commands  issued ,  R =  1 0–4  corresponds  to  an  unavai labi l i ty of about  50  m in ,  respectivel y 
R =  1 0–7  to  3  s  of downtime  per year.   

A part of the  PFD budget i s  a l l ocated  to  the  end-to-end  communication  unavai labi l i ty.  
Ach ieving  th is  value  requ ires  a  h igh  re l iabi l i ty of the  e lements ,  redundancy i n  the  devices  and  
i n  the  network and  a  su i table  main tenance strategy (mainta inabi l i ty schedu le,  spare  parts  
avai labi l i ty and  spread ing  over thei r terri tory,  p lanned  cu ts ,  etc. ) .   

5. 1 0. 1 2  Example:  Dependabi l i ty of GOOSE transmission  

To i ncrease  persistency,  a  GOOSE  message is  repeated  typical l y three  times  in  a  row wi th  a  
smal l  i n terval ,  i . e .  1  ms.  A receiver rejects  a  corrupted  GOOSE  message.   

However,  i f the  network fa i l s  wh i le  a  GOOSE message  trip let  i s  sen t,  a l l  three  messages  
cou ld  get l ost and  nei ther the  publ isher nor the  subscribers  wi l l  know i t  – un ti l  the  background  
GOOSE  message  i s  transm i tted ,  e. g .  every second ,  wh ich  may be  too  l ate .   

With in  a  substation  LAN ,  seam less  redundancy (7 . 6 .4 . 8. 4,  7 . 6 . 4. 8. 5)  copes  wi th  th is  s i tuation ,  
bu t i n  a  WAN  wi th  a  typ ical  recovery delay of 50  ms,  a l l  GOOSE  messages  cou ld  get  l ost.  
I ncreasing  the  i n terval  between  dupl icates  does  not  help  s i nce  trip  s i gnals  shou ld  be  received  
wi th in  5  ms.   

The  calcu lation  of dependabi l i ty i n  5. 1 0. 1 1  basical l y asks  how l ikel y i s  i t  that a  network 
reconfiguration  takes  p lace  wh i le  a  GOOSE  message i s  transm i tted ,  and  how l ikel y l ong-
lasti ng  bursts  are.   

6 Appl ications  analysis  

6.1  Appl ication  kinds  

Eng ineering  of a  network bases  on  an  estimate  of the  data  flow i n  terms  of throughput,  
l atency,  j i tter and  qual i ty of service,  as  requ ired  by d i fferen t classes  of appl ications.   
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U ti l i ty compan ies  use  WANs  for various  appl ications  that  may or may not  share  the  same 
network,  cl ass i fi ed  i n :  

1 )  Operational  traffic immed iatel y needed  for gri d  operation  and  covered  by I EC,  CIGRE and  
IEEE  standards  and  recommendations  and  

2)  Enterprise  traffic used  for the  u ti l i ti es  themselves.   

3)  Commercia l  traffic,  as  a  service  provider.   

The  d istinction  is  however b lurred .  For i nstance,  voice  is  an  essen tia l  operational  
communication  wh i l e  I EC  standards  do  not cover i t.   

The  fol lowing  appl ication  kinds  are  considered :   

•  Teleprotection  (horizon tal  between  SS) ;  [I EC TR  61 850-90-1 ]  

•  Telecontrol  (SCADA to  SS);  [ I EC  TR  61 850-90-2]  

•  Wide  Area  mon i toring  (WAMS);  [ I EC  TR  61 850-90-5]  

•  Wide  Area  mon i toring ,  protection  and  control  (WAMPAC) ;  [I EC TR  61 850-90-5]  

•  D ispatch ing  (EMS,  DMS),  communication  between  CC  

•  Cond i tion  mon i toring  and  d iagnosis  (CMD)  and  Asset  Management 

•  Voice  for operation  (fixed )  

•  Remote  access  to  substation  equ ipment,  l og  retrieval  

•  Ma in tenance  and  workforce  support  (schedu l i ng ,  documentation)  

•  Mobi le  voice  and  data  

•  Network management 

•  Cyber-securi ty management 

•  Physical  securi ty and  vi deo  survei l l ance  

•  En terprise  communications  

•  Access  to  in ternet  (documentation ,  weather,  emai l ) .  

Subclauses  6. 2  to  6 . 8. 3  detai l  the  requ irements  of these  appl ications,  wi th  reference  to  the  
i n terfaces  l i sted  i n  F igure  9.  The  actual  va lues  are  taken  from  existi ng  I EC and  CIGRE  
documents.  

6.2  Teleprotection  ( IF2  & IF1 1 )  

6.2. 1  Teleprotection  schemes  

Teleprotection  senses  abnormal  vol tage,  current  or frequency cond i ti ons  i n  the  g ri d  and  opens  
a  ci rcu i t  breaker wi th in  the  fau l t clearing  time (80  ms  to  1 20  ms),  strivi ng  to  reduce  impact  on  
non-affected  parts  of the  grid .   

Teleprotection  re l i es  on  communication  to  detect fau l t cond i tions  (d i fferentia l  comparison)  and  
to  send  commands  (d i rect transfer tri p,  perm i tting  tri p  and  b locking  commands).   

I EC TR  61 850-90-1  (substation  to  substation  communication) ,  CIGRE Report 461  [2]  and  

CIGRE Report  521  [3 ]  describe  the  d i fferent protection  schemes.  

From  a  communication  poin t of view,  two  main  categories  appear:  

1 )  ana log  protection ,  compris ing :   

•  Phase  comparison  protection  

•  D i fferen tia l  protection  
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2)  b inary protection ,  compris ing :   

•  D is tance  l i ne  protection  wi th  perm iss ive  overreach  

•  D is tance  l i ne  protection  wi th  b locking  

•  D i rectional  comparison  protection  

•  Transfer/d i rect tripping  

•  I n terlocking  

•  Mu l tiphase  au to-reclos ing  for paral le l  l i ne  systems  

6.2.2  Teleprotection  data  kinds  

IEC TR  61 850-90-1  cons iders  three  main  kinds  of transm ission  (see  Table  2) :  

1 )  ana log  values ,  e . g .  for l i ne  d i fferentia l  protection ,  cons isti ng  of cu rrent values  sampled  at 
a  precise  time,  ca l led  Sampled  Values  (SV) ,  wh ich  represent a  h igh  throughput or of 
synchron ized  phasor values  (Synchrophasors)  at a  somewhat l ower rate ;  

2)  b inary values,  e. g .  b i nary protection  s tatus  and  con trol ,  consisti ng  i n  a  few bi ts  that must 
be  transm itted  wi th  a  short and  determ in istic l atency;  

3)  others,  such  as  time d istribution ,  network and  asset management,  l ow speed  
commun ication  to  the  operator,  and  fi l e  transfer.   

6.2.3  Teleprotection  requ i rements  for latency 

Table  1 0  l i sts  the  l atency requ i rements  for the  protection  schemes.  For WANs,  i t  makes  l i ttl e  
sense  to  d i fferen tiate  the  l atencies  s i nce  the  same WAN  must carry a l l  traffic.  Therefore,  
when  a  WAN  transports  te leprotection  data,  the  requ i rements  of d i fferen tia l  protection  appl y 
to  the  other traffics  a lso.   

Table  1 0  – Latency for l ine  protection  

Teleprotection  
Max.  Latency 

Latency 
class  

Di fferenti al  protection  2 , 5  ms  to  1 0  ms  TL3  

B locking  1 0  ms  TL3  

Perm issive  tri pping  20  ms  TL3  

Transfer tri ppi ng  40  ms  TL3  

 

6.2.4  Teleprotection  requ i rements  for latency asymmetry 

Legacy re lays  communicate  wi th  each  other by d i rect wiring  (“p i lot  wi re”) .  Th is  method  causes  
practical l y no  j i tter,  wh ich  a l l ows  mutual  synchron ization  (see  7 . 1 5. 2).   

Mu tual  synchron ization  requ ires  a  smal l  two-way d i fferentia l  de lay (Packet  Delay Asymmetry) .  

A two-way d i fferential  de lay of 2×∆τ  causes  a  sampl ing  synchron ization  error of ∆τ.   

Al lowable  two-way d i fferen tia l  delay i s  around  200  µs  for a  d i fferentia l  curren t  error of 4  %  
wi th  respect to  sampl ing  tim ing  synchron ization  error.  

To  i n terconnect th is  class  of re lays,  the  network shou ld  m im ic the  p i lot  wi re  behavior (pseudo  
wi re) .  

6.2.5  Teleprotection  requ irements  for in tegri ty 

For generic  te lecontrol  protocols ,  I EC  60870-5-1  defines  the  residual  error rate  for d i fferen t 
i n tegri ty classes  i n  function  of the  BER (see  F igure  20).  
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To  th is  effect,  I EC  60834  requ i res  that  the  BER of the  med ium  does  not exceed  1 0–6 .  

Table  1 1  summarizes  the  dependabi l i ty requ i rements  for l i ne  protection  operation .  

Table  1 1  – Summary of operational  requ irements  of l ine  protection  

Dependabi l i ty Analog  comparison  
(Curren t d i fferential )  

Command  Transfer tripping  

PFD >  1 −1 0–5  >  1 −(1 0–2  to  1 0–3 )  >  1 −1 0–4  

I n tegri ty  >  1 −1 0–6  >  1 −(1 0–4  to  1 0–7 )  >  1 −1 0–8  

Operation  de lay 

(excl ud i ng  CB  operati on )  

<  33  ms  to  40  ms  

(<  two  cycles)  

<  40  ms  to  50  ms  

(<  two  cycles  +  1 0  ms)  
0 , 1  s  to  1 , 0  s  

SOURCE:  I EC 60834-1 ,  I EC 60834-2,  CIGRE  521  D2  

 

6.2.6  Teleprotection  summary 

Table  1 2  l i s ts  the  commun ication  requ i rements.  Other factors  such  as  network operabi l i ty,  
serviceabi l i ty,  main ta inabi l i ty,  and  cost ( i nstal lation  and  operation)  are  ou t of scope.  

Table  1 2  – Summary of communication  requ irements  for teleprotection  

 Analog  comparison  
(Curren t d i fferential )  

Command  Transfer tripping  

Di rection  B id i recti ona l  B i d i recti ona l  Un id i rectiona l  

Message  (usefu l )  s i ze  50  b i ts  to  1 00  b i ts 1 )  Few bi ts  (On/off)  Few b i ts  (On/off)  

Message  (frame)  
period ici ty  

3  to  1 2  t imes  per cycl e  Sporad ic  Sporad ic  

B i t  rate  (Bandwid th)  2 )  9 , 6  to  64  kb i t/s  <  1 0  kbi t/s  <  1 0  kbi t/s  

Latency <  3  ms  to  1 0  ms  

(TL6  or TL5)  
<  1 0  ms  
(TL5)  

<  1 0  ms  
(TL5)  

J i tter3)  <  1 00  µs  Not requ i red  Not requ i red  

Latency asymmetry <  200  µs4)  Not  cri ti cal  Not  cri ti cal  

Time  accuracy (re l ati ve)  <  1 00  µs  Not  cri ti cal  Not  cri ti cal  

Error rate  (BER)  <  1 0–6  to  1 0–8  <  1 0–6  <  1 0–6  

Recovery delay <  50  ms  <  50  ms  <  50  ms  

Unava i l abi l i ty  <  1 0–4  for s i ng l e  system  
(HV)  

<  1 0–7  for doubl e  
redundant  system  (EHV)  

<  1 0–2  to  1 0–3  

(order of 1 −dependabi l i ty)  

<  1 0–4  

(order of 1 −dependabi l i ty)  

NOTE  1  One  phase  or segregated  (three-phase)  cu rren t  d i fferential  protection .  

NOTE  2  Throughput  i s  general l y not  an  i ssue  for te l eprotection  wi th  h i gh-speed  networks,  s i nce  the  message 
s i ze  i s  smal l .  I t  cou ld  on ly become an  i ssue  for d i fferen ti al  protection  wi th  a  h i gh  sampl i ng  frequency.  

NOTE  3  0 , 25  to  0 , 05  ×  Un i t  I n terval  ( I TU-T G . 823] .  

NOTE  4  Some l egacy s tandards  requ i red  on ly an  asymmetry of 750  µs  for te l eprotection  equ ipment;  th i s  val ue  
sometimes  s ti l l  appears,  depend ing  on  the  vol tage  l evel .  

 

6.3  Telecontrol  ( IF1 ,  IF6)  

This  i n terface  is  substation- i n ternal .   
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6.4 Substation  to  control  centre  ( IF1 0)  

IEC TR  61 850-90-2  speci fi es  the  communication  between  control  centres  and  
substations/power stations.  These  appl ications  i nclude  telemetry,  supervis ion  and  te lecontrol  
used  to  report  state  i n formation  of primary and  secondary grid  equ ipment to  con trol  centres  
and  control  them  from  the  control  cen tres.   

Table  1 3  l i s ts  typ ical  communication  requ irements .   

Table  1 3  – Communication  requ irements  for CC  to  SS/PS  

 Tel emetry Supervision  Tel econ trol  
(Au tomatic/manual )  

Load  d ispatch/  
Load  frequency 

control  

Di rection  Un id i rectiona l  

(SS/PS  to  CC)  

Un id i rectiona l  

(SS/PS  to  CC)  

Un id i rectiona l  and /or 
b i d i rectional  (e . g .  SBO)  

(CC to  SS/PS)  

B id i recti ona l  

(CC to  PS)  

Message  s i ze  
[octets]  

1 60  1 60  1 60  1 60  

Message  rate  
[Hz]  

0 , 3  to  1  0 , 3  to  1  Even t-d ri ven  0 , 03   to   
0 , 5   (LFC)  

0 , 001   to   
0 , 01 7   (LDC)  

B i t  rate   
[kbi t/s ]  

1  to  1 0   1  to  1 0   1  to  1 0   1 0  to  1 00  

Latency <  300  ms  (TL300)  

<  2  s  to  4  s 1  

<  300  ms  (TL300)  

<  2  s  to  4  s 1  

<  300  ms  (TL300)  

<  0 , 5  s 1  

<  2  s  to  5  s  

Latency 
asymmetry 

N /A N /A N /A N /A 

J i tter N /A N /A N /A N /A 

Time  accuracy N /A N /A N /A N /A 

Error rate  <  1 0–6  <  1 0–6  <  1 0–6  <  1 0–6  

Recovery delay 
[s ]  

20  20  2  2  

Unava i l abi l i ty  <  7  ×  1 0–5  <  7  ×  1 0–5  <  7  ×  1 0–5  <  2  ×  1 0–5  

SOURCE:  J apanese  u ti l i t i es  

1  MV and  LV appl i cations  

 

I EC TR  61 850-90-2  speci fies  the  latency and  time classes  for CC  to  SS  /PS  (Table  1 4).   

Table  1 4  – Latency and  timing  requ i rements  from  IEC  TR  61 850-90-2  

WAN  
latency cl ass  

IEC  61 850-5  
class  

Typical  l atency 
[ms]  

Time  resolu tion  
[ms]  

Appl ication  examples  
Transfer of:  

TL1 0000  TT0  1 0  000  1  F i l es,  events,  l og  conten ts   

TL1 000  TT1  1  000  1  Even ts ,  a l arms,  s tatus  
changes,   

TL300  TT2  300  1  Operator commands   

TL1 00  TT3  1 00  1  Au tomatic  i n teractions   

SOURCE:  I EC TR  61 850-90-2,  Table  5 ,  mod i fi ed  to  the  nearest  l atency cl ass.  

 

Copyright International  Electrotechnical  Commission  



I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  – 67  – 

6.5  CMD (IF7)  

6.5. 1  CMD overview 

Cond i tion  mon i toring  and  d iagnosis  system  includes  video su rvei l lance,  transm ission  l i ne  fau l t 
l ocation ,  on - l ine  cond i ti on  mon i toring  and  fie l d  workforce  voice  commun ication .  The  fau l t  
l ocation  on  a  transm ission  l i ne  wi th  a  surge  reception  scheme requ ires  a  precise  time  
synchron ization  to  reduce  fau l t l ocation  errors.  On- l ine  CMD requ i res  almost the  same as  
te lemetry.  

6.5.2  CMD communication  requ i rements  

Table  1 5  l i s ts  the  commun ication  requ i rements  for cond i tion  mon i toring  of primary equ ipment.   

Table  1 5  – Communication  requ i rements  for CMD 

 Video  survei l lance  Fau l t  l ocation  
On-l ine  condi tion  

moni toring  

Di rection  B id i recti ona l  
Un id i rectiona l  

(SS/PS  to  CC)  

Un id i rectiona l  

(SS/PS  to  CC)  

Message  (frame)  s i ze  
[octets]  

1 000  1 60  1 60  

Message  (frame)  rate  
[Hz]  

1  even t-dri ven  0 , 3  to  1  

B i t  rate  
[kbi t/s ]  

1 00  to  2  000  1  to  1 0  1  to  1 0  

Latency 
[ms]  

<  1  000   
(TL1 000)  

30  
(TL30)  

<  1  000  
(TL1 000)  

Transfer d elay asymmetry – – – 

Time  accuracy 

[µs]  

– <  3  
(TX3)  

– 

J i tter – – – 

Error rate  – <  1 0–6  <  1 0–6  

Recovery delay 
[s ]  

– 20  20  

Unava i l abi l i ty  <  1 0–4  <  1 0–4  <  7  ×  1 0–5  

NOTE  A recovery delay of 1 8  s  i s  compatible  wi th  a  TCP  recovery de lay.   

 

6.6  Control  Centre  to  Control  Centre  (IF1 2)  

I n ter-control  cen tre  communications  i nclude  the  message  exchange  of SCADA in formation  i n  
each  control  area  and  operational  fi l e  or h istorian  data  exchanges  between  control  cen tres.  
Other communications  include  l oad  d ispatch  voice  and  meteorolog ical  i n formation  col l ections.  

The  ICCP /  TASE-2  standard  I EC 60870-6  makes  recommendation  on  commun ication  that  are  
obsoleted  by technology progress.  The  CIM  standard  I EC  61 970  makes  no  recommendation  
on  the  network topology or performance.   

The  requ ired  performance i s  summarized  i n  Table  1 6.  
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Table  1 6  – Communication  requ i rements   
for in ter-control  centre  communications  

 SCADA Fi l e  transfer Telephony 

Di rection  B id i recti ona l  B i d i recti ona l  B i d i recti onal  

Message  (frame)  rate  
[Hz]  

0 , 2  to  1  – – 

B i t  rate  (Bandwid th)  
[b i t/s ]  

1 0  to  1 00  1  000  to  1 0  000  64  

Latency 
[s ]  

<  3  <1 0  <  0 , 1  

Transfer d elay asymmetry – – – 

Time  accuracy – – – 

J i tter -  – – 

B i t  error rati o  <  1 0–6  – <  1 0–6  

Recovery delay 
[s ]  

20  – – 

Unava i l abi l i ty  <  7  ×  1 0–5  –  <  7  ×  1 0–5  

SOURCE:  J apanese  u ti l i t i es  

 

6.7  Wide  Area  Moni toring  System  ( IF1 3)  

6.7. 1  WAMS overview  

Wide Area  Mon i toring  Systems  (WAMS)  gather the  values  of curren t  and  vol tage  over a  l arge  
area  (a  reg ion  or a  country,  sometime several  countries)  for mon i toring ,  i . e .  there  i s  no  d i rect  
action  on  the  e lectrical  conducting  equ ipment.   

I EC TR  61 850-90-5  describes  the  WAMS appl ications  as  part of synchrophasor d istribu tion .   

WAMS include  the  visual i zation  and  s i tuational  awareness  (e. g .  for generating  stations,  
reg ional  transm ission  i n terfaces  and  separation  i s lands),  and  the  mon i toring  and  a larm ing  (e. g .  
state  estimation ,  smal l -s ignal  s tabi l i ty mon i toring ,  vol tage  s tabi l i ty mon i toring ,  thermal  
mon i toring  and  congestion  mon i toring) .  

Wide-area  s i tuational  awareness  (WASA)  mon i tors  and  d isplays  grid  components  and  
performance  across  i n terconnections  and  over l arge  geograph ic areas  in  near rea l  t ime.  The  
goals  of s i tuational  awareness  are  to  understand  and  u l timate l y optim ize  the  management of 
grid  components ,  behavior,  and  performance,  as  wel l  as  to  an ticipate,  preven t,  or respond  to  
problems before  d isruptions  arise  [41 ] .   

6.7.2  WAMS topology 

The WAMS appl ication  uses  the  current  and  vol tage  phasors  in formation  to  detect abnormal  
grid  s i tuations.   

The  WAMS cons ists  of Phasor Measurement Un i ts  (PMUs) ,  Phasor Data  Concen trators  
(PDCs),  and  Centra l  Process ing  Equ ipment (CPE)  such  as  data  process ing  and  storage  
(h istorian)  and  d isplay as  wel l  as  WANs.   

NOTE  I EC TR 61 850-90-5  cal l s  the  Central  Processing  Equ i pment “Central  Equ ipment”,  th i s  term  i s  not  used  here  
because  of abbrevi ation  cl ash .   

The PMUs  measure  the  phasors  i n  the  substation ,  synchron ized  to  a  common  reference clock 

wi th  a  precis ion  of some 4  µs  wi th  respect  to  absolu te  time.  Th is  precis ion  requ i res  a  precise  
time  source  such  as  a  GSSN  receiver.  However,  due  to  the  l ack of trust  i n  GNSS  (7. 1 5. 4) ,  the  
network i s  requ i red  to  serve  as  time reference (7. 1 5. 7).   
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The  phasors  values  trans i ts  over the  WAN  to  the  PDCs,  e i ther at  the  substation  l evel  (ssPDC)  
or at  the  reg ional  con trol  cen tre  l evel :    

a)  Decentral i zed  PDCs  (F igure  21  a)  bring  the  advan tage  that they can  resample  data  
com ing  at  d i fferent rates,  make better use  of the  bandwid th  through  aggregation  and  can  
keep  a  record  i n  case  of network breakdown .  They p lay the  role  of an  Appl ication -Layer 
Gateway (ALG),  segmenting  the  WAN.   

b)  Central i zed  PDC at the  CPE  (F igure  21  b)  i s  a l so  feasib le  when  the  network provides  
su fficient bandwid th  and  supports  mu l ticast.  Th is  lowers  costs  by avoid ing  i n termed iate,  
u ti l i ty-speci fic un i ts  i n  the  network and  improves  scalabi l i ty.  

I EEE  C37. 1 1 8-2  defines  the  communication  between  PMUs  and  PDCs.  

I EEE  C37. 244  defines  the  PDCs.   

I EC TR  61 850-90-5  speci fi es  the  transm ission  of the  synchrophasors  to  a  h ierarchy of PDCs  
over a  WAN.  The  same PMU  can  broadcast the  data  to  several  PDCs,  wh ich  is  the  reason  
why I EC TR  61 850-90-5  speci fies  UDP mu l ticast rather than  TCP as  transport  protocol .   

 

Figure  21  – Principle  of synchrophasor transmission  

The l atency i s  not  cri tical ,  s i nce  WAMS does  not  react au tomatical l y.   

Table  1 7  summarizes  the  communication  requ i rements  of I EC  TR  61 850-90-5.  
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Table  1 7  – Summary of synchrophasor requ i rements  

Function  Reporting  rate  End-to-end  
l atency 

Measurement 
tim ing  error 

Sensi tivi ty to  
transmission  

j i tter 

Sensi tivi ty to  
l ost packets  

Currentl y 
covered  in  
IEC   61 850  

 [Hz]  [ms]  [µs]     

Synchrocheck ≥  4  1 00  25  Med ium  H igh  SMV service  

Pred icti ve  
dynam ic 
stabi l i ty con tro l  

25  to  1 00  at  
50  Hz  

30  to  1 20  at  
60  Hz  

30  25  Med ium  Med ium  SMV service  

Undervol tage  
l oad  shedd ing  

25  at  50  Hz  
30  at  60  Hz  

1 00  25  Med ium  Med ium  SMV service  

Adapti ve  
rel ayi ng  

≥  4  (1 0)  300  25  Low Med ium  SMV service  

Ou t-of-step  
protection  

≥  1 0  300  25  Med ium  Med ium  SMV service  

S i tuational  
awareness  
i n ter-area  
osci l l ati on  

1 0  3  000  25  Low to  med i um  Low to  med i um  Period ic  
reporti ng ,   
SMV-service  

S i tuational  
awareness  
l ocal  osci l l ati on  

50  3  000  25  Low to  med i um  Low to  med i um  Period ic  
reporti ng ,   
SMV-service  

S i tuational  
awareness  
series  
resonance  

3  ×  f 3  000  25  Low to  med i um  Low to  med i um  Period ic  
reporti ng ,   
SMV-service  

S i tuational  
awareness  
phase  ang le,  
power fl ow 

1  3  000  25  Low to  med i um  Low to  med i um  Period ic  
reporti ng ,   
SMV-service  

S i tuational  
awareness  
vol tage  profi l e  

1  3  000  25  Low to  med i um  Low to  med i um  Period ic  
reporti ng  

S i tuational  
awareness  
power fl ow 

1  3  000  25  Low to  med i um  Low to  med i um  Period ic  
reporti ng ,   
SMV-service  

State-
estimation  &  
securi ty 
assessment  

1 /300  to  1 0  3  000  25  Low Med ium  Period ic  
reporti ng ,   
SMV-service  

Event  d ata  – – 25  Low Med ium  Al l  as  needed  

Data  arch i vi ng  – – 25  Low Med ium  Al l  as  needed  

SOURCE:  I EC TR  61 850-90-5: 201 2,  7 . 4  

 

6.7.3  WAMS communication  requ irements  

NASPI  document [37]  g i ves  gu ide l i nes  where  to  p lace  the  PMUs.   

The  commun ication  requ i rements  for WAMS are  summarized  in  Table  1 8.   
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Table  1 8  – Summary of communication  requ i rements  for wide area  monitoring  

 C lass  B  

(State  estimation)  

Class  C  

(Visual i zation  and  
moni toring)  

Class  D  

(Disturbance  anal ys is,  
off-l i ne)  

Di rection  B id i recti ona l  between  PMU,  PDC and  CPE  

Message  s i ze  Tens  of octets  or more  for d ata,  confi gu ration ,  header,  and  command  messages   

Message  rate  (30  to  
1 20  samples  per second)  

Somewhat cri ti cal  Somewhat cri ti cal  Cri ti cal  

B i t  rate  Several  tens  of kbi t/s  to  severa l  Mbi t/s  

Latency Fai rl y cri ti cal  Somewhat cri ti cal  
3  s  to  1 0   

Not  cri ti cal  
3  s  to  1 0   

Time  accuracy Cri ti cal  1 )  Somewhat cri ti cal  Not  cri ti cal  

Data  accu racy (Error 
rate)  

Somewhat  cri ti cal  Not  cri ti cal  Cri ti cal  

Rel i abi l i ty/avai l ab i l i ty  Somewhat cri ti cal ,  
redundancy needed  

Not  cri ti cal  Fai rl y cri ti cal  

NOTE  1  The  50  µs  accu racy requ i red  by I EC TR  61 850-90-5  i s  too  re laxed  for th i s  appl i cati on .  The  

requ i rements  for the  cl ock i s  an  absol u te  t ime  accuracy of 5  µs,  see  i n  parti cu l ar 7 . 1 5. 1 1 .   

 

6.8  Wide  area mon i toring,  protection  and  control  (WAMPAC)  IF1 3  

6.8. 1  WAMPAC overview 

WAMPAC systems are  a lso  referred  to  as  System  I n tegri ty Protection  Scheme (S IPS),  
Remed ia l  Action  Scheme (RAS)  and  grid  stabi l i zi ng  control .   

F i gu re  22  categorizes  the  target phenomena for WAMPAC,  each  imposing  i ts  own  
communication  requ irements.   

 

Figure 22  – Target phenomena  for WAMPAC  

NOTE  More  deta i l ed  typical  u se  cases  for WAMPAC are  described  i n  I EC TR  61 850-90-1  and  I EC TR  61 850-90-5.   

6.8.2  WAMPAC communication  requ i rements  

WAMPAC systems receive  i n formation  over the  WAN  from  across  a  l arge  area  of the  gri d  and  
perform  con trol  actions  to  main tain  g ri d  s tabi l i ty.  
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Figu re  23  shows  an  example  of general  arch i tecture,  functions  and  i n formation  fl ow.  

 

Figure 23  – Example  of main  function  and  general  information  flow 

The  PMUs  are  i nsta l led  at  each  of the  measurement poin ts  i n  the  grid .  They send  the  
measurement data  and  swi tchgear status  in formation  to  the  CPE  via  a  WAN  (and  PDCs  i f 
necessary).  They send  the  same in formation  to  an  I ED  that  a lso  participate  i n  the  s tabi l i ty.   

The  CPE  estimates  the  grid  s tate  us ing  the  data  received  from  the  PMUs.  I f i t  detects  an  
i nstabi l i ty phenomenon,  i t  creates  as  a  countermeasure  a  con trol  scenario  and  sends  i t  to  the  
IED.  The  I ED  sends  the  tripping  s i gnal (s)  to  the  generator(s)  determ ined  from  the  status  of 
the  grid ,  re levant swi tchgear s tatus  and  other i n formation  received  from  the  PMU  i n  
accordance  wi th  the  respective  control  scenario  for each  type  of fau l t  sen t from  the  CPE.  

I n  add i tion  to  the  WAMS functional i ty,  a  WAMPAC system  is  ab le  to  act  on  the  e lectrical  gri d ,  
e. g .  for l oad  shedd ing  or ad justment of FACTs  devices.  Th is  requests  not on l y an  upward  
communication  from  the  PMUs  to  the  con trol  cen tre,  bu t  a lso  a  downward  communication  to  
the  substations  to  operate  the  swi tch ing  equ ipment.  Th is  up-to-down  control  path  wi th  strict 
tim ing  requ i rements  is  what d isti ngu ishes  WAMPACS from  WAMS.  

Table  1 9  summarizes  the  typical  communication  requ i rements  of WAMPAC.  Precise  time 
synchron ization  is  requ ired  to  synchron ize  the  phasor data  measurement in  the  PMUs.  The  
requ i red  latency,  t ime synchron ization ,  etc.  depend  upon  each  phenomenon  of g rid  i nstabi l i ty.  

Table  1 9  a lso  i nd icates  the  quanti ty of PMUs,  the  data  s i ze  and  the  transm ission  d istance  
because  these  i tems are  needed  for eng ineering  of the  practica l  WANs.  
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Table  1 9  – Typical  communication  requ irements  for WAMPAC  

Phenomena  Operating  
delay 
[ms]  

Route  Data  Time  
accuracy 

Latency 
[ms]  

I n terval  PMUs  
Qty.  

Data  
[octets]  

Range  
[km]  

Rotor ang le  
stabi l i ty 
(Transien t  
Stabi l i ty)  

1 50  
to  

250  

PMU  to  PDC 
or CPE  

PMU  to  I ED  

Phasor 50  µs  5  000  

20  

1 00  ms  to  1  s  

20  ms  

500  1 00  500  

Rotor ang le  
stabi l i ty 
(smal l  
d i s tu rbance  
angu lar 
stabi l i ty)  

1  000  
to  

5  000  

PMU  to  I ED  Phasor 50  µs  20  1  /  cycle  1 0  1 00  500  

Frequency 
stabi l i ty  

200  PMU  to  I ED  Phasor 50  µs  20  20  ms  50  1 00  250  

Vol tage  
stabi l i ty  

1 00  
to  

1 0  000  

PMU  to  I ED  Phasor 1 00  ms  20  1  /  cycle  1 0  1 00  250  

Overload  3  000  
to  

1 00  000  

PMU  to  I ED  Phasor 1  s  1 000  2  s  1 0  1 00  500  

SOURCE:  [40]  

 

6.8.3  Use  case  WAMPAC  

NASPI  [37]  documented  the  synchrophasor d istribution  for North  America,  shown  i n  F igure  24 .  
Some 1 000  PMUs  were  i nsta l led  unti l  201 4,  March  1 9.   

 

Figure 24 – PMUs  and  data  flow between  TSO and  regional  data hubs  
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6.9  Wind  turbines  and  wind  vi rtual  power plants  

IEC 61 400-25,  Communications for monitoring and control of wind power plants  and  
IEC 61 400-25-4,  Mapping to communication profile  make  no  recommendation  on  network 

topology or performance.   

6.1 0  Distributed  Energy and  Renewables  (DER)  

IEC 61 968  and  I EC TR 61 850-90-7  make no  recommendation  on  network topology or 
performance.   

6.1 1  Summary of communication  requ irements  for WAN  

Table  20  reduces  the  communication  requ i rements  to  four d isti nct cl asses  to  wh ich  a l l  
requ i rements  are  mapped ,  wi th  abou t one  order of magn i tude  i n  between .   

Table  20  – C lassification  of communication  requ irements  

 C l ass  WA Class  WB Class  WC Class  WD 

Appl i cation  fi e l d  EHV HV MV General  pu rpose  

Latency 3  ms  1 0  ms  1 00  ms  1 000  ms  

J i tter 1 0  µs  1 00  µs  1  ms  1 0  ms  

Latency asymmetry1 )  1 00  µs  1  ms  1 0  ms  1 00  ms  

Time  accuracy2 )  1  µs  1 0  µs  1 00  µs  1 0  to  1 00  ms  

B i t  error rati o  1 0–7  to  1 0–6  1 0–5  to  1 0–4  1 0–3   

Unava i l abi l i ty  1 0–7  to  1 0–6  1 0–5  to  1 0–4  1 0–3   

Recovery delay)  zero  50  ms3)  5  s4)  50  s5)  

NOTE  1  The  j i tter requ i remen t  can  be  re laxed  i f common  clock synchron ization  exi sts .  

NOTE  2  Appl i es  to  time  d i stri bu tion  on l y.  

NOTE  3  Compatib le  wi th  SDH/SONET,  MPLS  and  I P  (FRR).  

NOTE  4  Compatib le  wi th  RSTP/MSTP.  

NOTE  5  Compatib le  wi th  I P  recovery.  

 

Since  the  requ i rements  vary wi th  power system  configurations,  operations  and  regu lations,  
the  requ irements  are  classi fied  by the  order of magn i tude  as  shown  in  Table  21 ,  bu t  actual  
numbers  may d i ffer.  

Table  21  – Communication  requ i rements  of wide-area appl ications  

Appl ication  (Function )  Link 
Bandwidth  
[kbi t/s]  

Laten -
cy  

[ms]  

J i tter  
[ms]  

Asym-
metry 
[ms]  

Time  
accu -
racy 

[µs]  

Error 
rate  

Unav
ai la-
bi l i ty 

Reco-
very 
delay 
[ms]  

Analog  compari son  l i ne  
protection  

SS-SS  9, 6  to  64  3  0 , 01   1  1 0–6  1 0–6  0  

S tate  compari son  l i ne  
protection  

SS-SS  <  1 0  1 0  0 , 1  – 1  1 0–6  1 0–6  0  

Transfer tri ppi ng  SS-SS  <  1 0  3  0 , 3  – 1  1 0–6  1 0–6  25  

WAMS SS-CC 1 0  to  1 00  1 00  1  – 1  1 0–6  1 0–6  50  
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Appl ication  (Function )  Link 
Bandwidth  
[kbi t/s]  

Laten -
cy  

[ms]  

J i tter  
[ms]  

Asym-
metry 
[ms]  

Time  
accu -
racy 

[µs]  

Error 
rate  

Unav
ai la-
bi l i ty 

Reco-
very 
delay 
[ms]  

WAMPAC for transient  
stabi l i ty  

SS/PS-CC 1 0  to  1 00  1 0  0 , 1  A 1  1 0–6  1 0–6  50  

WAMPAC for dynam ic  
s tabi l i ty  

SS/PS-CC 1 0  to  1 00  1 0  0 , 1  – 1  1 0–6  1 0–6  50  

WAMPAC for frequency 
s tabi l i ty  

SS/PS-CC 1 0  to  1 00  1 0  0 , 1  – 1  1 0–6  1 0–6  50  

WAMPAC for vol tage  
s tabi l i ty  

SS-CC  1 0  to  1 00  1 0  0 , 1  – 1  1 0–6  1 0–6  50  

WAMPAC against  
overl oad  

SS-CC  1 0  1 0  0 , 1  – 1  1 0–6  1 0–6  50  

SCADA (Supervis ion ,  
te l emetry,  te l econtrol  

SS/PS-CC 1  to  1 0  1 00  1  – 1  1 0–6  1 0–6  50  

Load  d i spatch ,  AFC  PS-CC 1 0  to  1 00  1 00  1  – 1  1 0–6  1 0–6  50  

I n ter-con trol  cen tre  
SCADA data  exchange  

CC-CC 1 0  to  1 00  1 00  1  – – 1 0–6  1 0–6  50  

I n ter-con trol  cen tre  fi l e  
transfer 

CC-CC ~1  000  1 00  1  – – 1 0–6  1 0–6  500  

D i spatch  command  voice  PS-CC  <  64  1 00  1  – – 1 0–6  1 0–6  50  

Workforce  voice  SS-CC  <  64  1 00  1  – – 1 0–6  1 0–6  50  

Video  su rvei l l ance  SS-CC  1 00  to  1  000  1 000  1 0  – – 1 0–6  1 0–6  500  

Fau l t  l ocati on  SS-CC  <  1 0  1 0  0 , 01  0 , 01  1  1 0–6  1 0–6  25  

 

7 Wide-area and  real -time network technologies  

7. 1  In troduction  

Clause  7  describes  the  technolog ies  avai lab le  for WAN  in  u ti l i ty networks.  The  description  of 
the  technolog ies  is  kept general  (wi th  a  few exceptions) ,  wi th  emphasis  on  the  power u ti l i ty 
appl ication .   

7.2  Topology 

The topology of the  WANs  varies  widel y.  Popu lar topolog ies  are  rings  and  meshed  ri ngs  s ince  
they provide  inheren tl y l i nk redundancy.  S ince  the  topology fo l lows  that  of the  h i gh  vol tage  
l ines,  l im i tations  exist.  For i nstance,  the  network for power plants  located  at  the  end  of a  l ong  
val ley do  not  fi t  eas i l y i n to  a  ri ng .  F igure  25  shows  an  example  i n  wh ich  the  ri ngs  are  expl ici t.   
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Figure 25 – Network topology (Carrier Ethernet)  

7. 3  Overview 

Any network has:  

•  a  data  p lane  that swi tches  the  ci rcu i ts  or packets  (correspond ing  to  the  o ld  re lays  in  
analog  te lephony);  

•  a  control  p lane  that  determ ine  how data  are  rou ted  from  network e lemen t to  network 
e lement (correspond ing  to  the  d ia l i ng  pu lses  processing  in  analog  te lephony);  the  con trol  
p lane  can  be  e i ther “ i n -band” ,  us ing  the  same channels  as  the  data  or “out-band” ,  us ing  
another channel .  

•  a  management p lane  for i nsta l l i ng ,  configuring  and  supervis ing  the  network elements .  

Table  22  summarizes  the  technolog ies  for bu i ld ing  the  WANs wh i le  provid ing  the  performance  
requ ired .   
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Table  22  – Communication  technologies  

Technology ATM  SDH/ 
SONET 

Carri er 
Ethernet  

IP  IP/MPLS MPLS-TP  

Layer 2  1  &  2  2  3  2 , 5  2 , 5  

Med ium  ATM  OCxx,  
STMxx 

I EEE  802. 3  Any Based  on  
I EEE  802. 3  

Based  on  
I EEE  802. 3  

Topol ogy Mesh  Mesh ,  ri ng  
l i near,  P2P  

Mesh ,  ri ng  
(Log ical  tree)  

Mesh  Mesh ,  ri ngs  Mesh ,  ri ngs  

Bandwid th  Depends  on  
Layer 1  

Up  to  
40  Gbi t/s  

E thernet  
speed  

Depends  on  
Layer 2  

Depends  on  
Layer 2  

Depends  on  
Layer 2  

Med ium  access  TDM  TDM  Priori ti zed  
random  
access,  no  
pre-emption  

Priori ti zed  
random  
access,  no  
pre-emption  

Priori ti zed  
random  
access,  no  
pre-emption  

Priori ti zed  
random  
access,  no  
pre-emption  

Recovery delay 50  ms  50  ms  RSTP:   
50  ms  typical  

I TU-T 
G . 8032:   

<  50  ms  

PRP  &  HSR:  
zero.  

50  ms  
ach ievable  
wi th  FRR,  
otherwise  no  
upper bound  
(some  
seconds)  

50  ms  (ri ng  
redundancy)  

50  ms  (ri ng  
redundancy)  

Path  cong ruency Same  ci rcu i t  
back and  
forth  

Same 
ci rcu i t  back 
and  forth  

yes  
(broadcast 
domain )  

Path  i n  both  
d i rections  
can  vary 

Can  be  
enforced  by 
eng i neeri ng  

Can  be  
en forced  by 
eng i neeri ng  

Synchron i zation  Nati ve  Nati ve  1 588,   
SyncE  

NTP,  SNTP  SyncE,  PTP  
Telecom  
profi l e  
Layer 3 ,  PTP  
Time  and  
Phase  

SyncE,  PTP  

Rou ti ng  Ci rcu i t-
swi tched  

Ci rcu i t-
swi tched  

Broadcast 
wi th  MAC 
add ress  
fi l teri ng  and  
VLANs  

Au tomatic:  
OSPF,  
I S-I S  

Automatic,  
LSP  
or stati c  by 
TE :  802. 1 ag ,  
I TU-T Y. 1 731   

S tati c  

Confi gu ration  Control  p l ane  
or 
management 
p l ane  

Control  
p l ane  

Automatic  
(RSTP,   
I EEE  802. 1 D
)  

Au tomatic 
(OSPF,  I S-
I S ,  SNMP)  

Automatic 
(LDP)  

Management  
p l ane  
 

Qual i ty of 
service  

ATM  TDM  802. 1 Q  Di ffServ,  
I n tServ 

MPLS  MPLS  

Vi rtual  network  Vi rtual  paths,  
vi rtual  
ci rcu i ts  

None  VLAN  VRF  VPWS,  
VPLS,  
L3VPN  

VPWS,  
VPLS  

Su i tabi l i ty for 
d i fferentia l  
protection  

Yes  Yes  On ly wi th  
precise  t ime  
d i stri bu tion  

On ly wi th  
precise  time  
d i stri bu tion  

On ly wi th  
precise  t ime  
d i stri bu tion  

On ly wi th  
precise  time  
d i stri bu tion  

Su i tabi l i ty for 
b i nary 
teleprotecti on  

Yes  Yes  Yes  Wi th  
carefu l  
eng i neeri ng  

Yes  Yes  

Packet  transport  EoATM  EoSDH  
EoSONET 
EoTDM  

Nati ve  Nati ve  Nati ve  Nati ve  

Pseudowi re  
(VPWS)  

nati ve  nati ve  yes  yes  yes  yes  

Su i tabl e  for Large  
networks  

Large  
networks  

Smal l  
networks  

Very l arge  
networks  

Large  
networks  

Med ium  
networks  
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Technology ATM  SDH/ 
SONET 

Carri er 
Ethernet  

IP  IP/MPLS MPLS-TP  

Observati ons  Obsolete  Widely 
used  i n  
u ti l i ty 
networks  

Widely used  
i n  
Metropol i tan  
and  access  
networks   

Widely used  
i n  WANs  

Widely used  
i n  carrier 
networks,  
i ncreas ing  
use  i n  
u ti l i t i es   

Poss ible  
m igration  
path  from  
SDH/SONET 
to  PSN   

 

Subclauses  7 . 4  to  7 . 1 1  describe  the  layers  of commun ication  i n  the  order of the  OSI  model .   

7.4  Layer 1  (physical )  transmission  med ia  

7.4. 1  Summary 

Table  23  l i s ts  the  med ia  detai led  i n  Clauses  7. 4. 3  to  7 . 4. 6.   

Table  23  – Physical  communication  med ia  

Name  Type  Bi t  rate  Propagation  
delay 

Distance 
wi thout 
repeaters  

Standard  

Metal l i c  wi re  

 Twisted  Wi re  
Pai r 

1  kbi t/s  to  

1 0  Gbi t/s  

5  µs  /  km  500  m  RS  485  

 Coaxi a l  1  kbi t/s  to  

1 0  Gbi t/s  

5  µs  /  km  1  km  Various,  e. g .  
I TU-T G . 623  

 CAT5-CAT6  1 00  Mbi t/s  to  

1 0  Gbi t/s  

5  µs  /  km  1 00  m  ANSI /TIA-568  

Opti cal  fi ber 

 Mu l timode  
( l ed  transm i tter)  

1 00  Mbi t/s  to  

1 0  Gbi t/s  

5  µs  /  km  2  km  I TU-T G . 957  

 S i ng le  mode  
( l aser)  

1  Tbi t/s  5  µs  /  km  >1 00  km  I TU-T G . 652  
I TU-T G . 653  

 S i ng le  mode  
(WDM)  

> 1  Tbi t/s  5  µs  /  km  >1 00  km  I TU-T G . 671  
I TU-T G . 694. 1  
I TU-T G . 694. 2  

Rad i o  

 Omn id i rectional  1  Gbi t/s  3 , 3  µs  /  km  1 0  km  -  

 M icrowave  1 0  Gbi t/s  3 , 3  µs  /  km  up  to  1 50  km  
(200  km  at  
reduced  b i t  rate  

-  

Power l i ne  carrier 

 HV (po in t  to  
poin t)  

few kbi t/s  to  300  
kbi t/s  

1 3  µs  to  4 , 2  µs  
per km  

1 000  km  I EC 60495  
I EEE  P1 901  
(TDM)  
 

 MV,  LV meshed  1 0  kbi t/s  
to1 00  kbi t/s ,  up  
to  30  Mbi t/s  

5  µs  /  km  Up  to  2  km  
depend ing  on  
power cable  

I EEE  1 901  

 

7.4.2  Instal lation  gu idel ines  

I EEE  487. 3  provides  gu ide l i nes  for i nsta l lation  of commun ication  faci l i t i es  for power u ti l i t ies .   
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7.4.3  Metal l ic  l ines  

Whi le  metal l ic  l ines  are  not properl y a  WAN  technology,  they are  men tioned  here  s i nce  i t  i s  
general l y the  “ l ast  m i le”  access  to  the  WAN  and  the  i n terface  to  the  SEN .   

WAN  router ports  are  normal l y metal l ic  l i nes  and  therefore  these  standards  are  re levan t for 
the  understand ing  of WAN  vocabu lary.   

There  exist a  number of standards  for attach ing  RTUs  such  as  RS-232  and  RS-485,  wh ich  
offer speed  of up  to  256  kbi t/s  over short  d is tances.  Such  standards  make  no  assumption  on  
the  transported  s ignals.  RS-485 requ i res  the  use  of twisted  pai r cables  wi th  an  impedance  of 

1 20  Ω .  

Ethernet  cables  are  sh ie l ded ,  twisted  pai r cables  wi th  several  twisted  pa irs  in  the  same sh ie ld .  
The  category of the  Ethernet  cable  expresses  over wh ich  d istance  the  cable  can  transm i t  the  
Ethernet  frames  at  a  g i ven  b i t  rate.  The  recommended  technology is  Cat6,  wh ich  is  su i tab le  
for a l l  E thernet  speeds  up  to  1  Gbi t/s  over a  d istance  of 1 00  m  and  i t  i s  therefore  fu ture-proof.  
However,  i n  substation  envi ronment,  i t  i s  not recommended  to  span  copper cables  over such  
d istances,  fi bers  are  recommended  i nstead .   

Twisted  pai r cables  are  used  not on l y for analog  te lephone l i nks  (POTS)  bu t a lso  for d i g i tal  
data  communications  based  on  so-cal l ed  d i g i ta l  subscriber l i nes  (DSLs) .   

DSLs  i nclude  Asymmetric DSL  (ADSL)  and  Very h igh-bi t-rate  DSL  (VDSL)  whose  data  rates  
on  downstream  and  upstream  are  not  the  same  (asymmetric)  as  wel l  as  H igh -bi t-rate  DSL  
(HDSL),  Symmetric DSL (SDSL)  and  S ing le  l i ne  H igh  speed  DSL (SHDSL)  whose  data  rates  
are  symmetric.   

ADSL over analog  telephone  l ines  u ti l i zes  a  band  from  26, 075  kHz to  1 37, 825  kHz for 
upstream  communication  and  one  from  1 38  kHz to  1 1 04  kHz for downstream  communication .   

VDSL u ti l i zes  a  band  from  25  kHz to  1 2  MHz.   

Twisted  pa ir cable  commun ications  suffer from  signal  attenuation  and  noise  caused  in ternal l y 
(e. g .  crossta lk,  reflections  and  echo)  and  caused  external l y (e . g .  d is tu rbances  from  power 
suppl y and  rad io  em iss ions).  These  effects  l im i t  the  data  rates  and  transm ission  d istances.  

Table  24  compares  the  d i fferen t DSL  technolog ies.  

Table  24 – DSL communication  over twisted  pai rs  

Name  Downstream  rate  Upstream  rate  Maximum  range Standard  and  note  

ADSL over POTS  1 2, 0  Mbi t/s  1 , 3  Mbi t/s  8  km  I TU-T G . 992. 1  
Annex A 

VDSL 55, 0  Mbi t/s  3 , 0  Mbi t/s  300  m  I TU-T G . 993. 1  

HDSL  2 , 048  Mbi t/s  2 , 048  Mbi t/s  4  km  I TU-T G . 991 . 1  

One  to  th ree  pai rs  

SDSL 2 , 048  Mbi t/s  2 , 048  Mbi t/s  3  km  I TU-T G . 991 . 2  

One  pai r 

SHDSL  4 , 608  Mbi t/s  4 , 608  Mbi t/s  6  km  I TU-T G . 991 . 2  
Two pai rs  

 

Table  25  detai l s  the  trade-offs  of copper cable  communication .   
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Table  25  – Trade-offs  in  copper cable  commun ication  

Advan tages  Disadvantages  

Cost-effecti ve  D i saster suscepti ble  (overhead  cable)  

Med ium  transm ission  rate  (a  few Mbi t/s)  Short  transm ission  range  

 

7.4.4  Power l ine  carrier (PLC)  

PLC is  one  of the  o l dest  data  transm ission  schemes  i n  power transm iss ion .  I t  uses  the  h igh-
vol tage  l i nes  as  a  wavegu ide.  The  HF  s ignal  i s  coupled  and  decoupled  by means  of coupler,  
coupl ing  capaci tors  and  l i ne  traps.  Phase  to  ground  and  phase-to-phase  coupl ing / d i fferentia l  
coupl ing  may be  used .  

F igure  26  and  F igure  27  show the  phase-to-ground  coupl i ng ,  wh ich  i s  seldom  used  i n  HV.  

 

Figure 26  – Phase-to-ground  coupl ing  for PLC  
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Figure 27  – HV PLC  coupl ing  with  suspended  l i ne  traps  

Signal  coupl ing  phase  to  phase  i s  recommended  because  of the  l ower attenuation  and  the  
poss ib i l i ty to  main ta in  data  transm ission  even  wi th  a  phase  down .  F igure  28  and  F igure  29  
show the  phase-to-phase  coupl i ng .   

 

Figure 28  – Phase  to  phase  s ignal  coupl ing  for PLC  

IEC  

IEC  

Copyright International  Electrotechnical  Commission  



 – 82  – I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  

 

Figure 29  – Phase-to-phase  s ignal  coupl ing  

Figu re  30  shows  the  i nstal l ation  of the  traps.   

IEC  
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Figure 30  – Power l ine  carrier,  l ine  traps   

The transm ission  speed  of PLC has  i ncreased  due  to  progress  i n  the  encod ing  scheme,  wh ich  
started  as  s imple  Analogue  Power L ine  Carrier (APLC)  wi th  one  voice  channel .  The  D ig i ta l  
Power L ine  Carrier (DPLC)  equ ipment a l l ows  transm ission  at 1 28  kb i t/s  and  256  kbi t/s.  The  
DPLC equ ipment uses  the  same coupl i ng  system  (coupler,  coupl i ng  capaci tors ,  l i ne  traps)  to  
the  HV Line  as  the  APLC.  

The  PLC  technology i s  a lso  used  i n  d is tribution  networks  wi thout  l i ne  traps,  wi th  reduced  
d istance,  bu t i ncreased  data  rate,  as  shown  i n  Table  26.  

Table  26  – PLC  communication  technologies  

Vol tage  l evel  Technology Narrowband  Broadband  

9  kHz to  95  kHz,  1 0  kHz to  490  kHz  1 , 8  MHz to  30  MHz 

Low/medium  data  rate  H igh  data  rate  

4, 8  kbi t/s  to  >  1 28  kbi t/s  >  1 00  Mbi t/s  

High  vo l tage  380  kV (WAN)  

 Range  >  1  000  km   

 Appl i cation  Teleprotection ,  u ti l i ty commun ication ,  
SCADA 

 

 S tandards  I EC 60495,  I EC 62488-1   

Med ium  vol tage  30  kV (RAN)  

 Range  0 , 5  km  to  1 0  km  0 , 5  to  1 , 5  km  

 Appl i cation  D i stri bu tion  au tomation  
Ripp le  Control  

Smart  Gri d  backbone  

IEC  
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Vol tage  l evel  Technology Narrowband  Broadband  

9  kHz to  95  kHz,  1 0  kHz to  490  kHz  1 , 8  MHz to  30  MHz 

Low/medium  data  rate  H igh  data  rate  

4, 8  kbi t/s  to  >  1 28  kbi t/s  >  1 00  Mbi t/s  

 S tandards  I EC 62488-1 ,  I EC 61 334-5-4,  PRIME,  
PLC G3,  I EEE  1 902. 2  

I EEE  1 901  

Low vol tage  230/380V (NAN)  

 Range  50  m  to  1  000  m  50  m  to  1  000  m  (3  km)  

 Appl i cation  AMR,  Demand  Response  Last  m i l e  I n ternet  access  

 S tandards  I EC 61 334-5-x,  I EEE  1 901 . 2 ,   
I TU  G . hnmem  

I EEE  1 901 ,  I TU-T G . hn  

Low vol tage  230/380V (HAN ,  LAN)  

 Range  50  m  50  m  

 Appl i cation  Bu i l d i ng  au tomation  I n -house  data  network 

 S tandards  X-1 0,  LON  PLC,  KNX-PLC  
I EEE  1 901 . 2  I TU  G . hnem  

HomePlug  
I EEE  1 901 ,  I TU-T G-hn  

 

The  propagation  delay of PLC  varies  depend ing  on  the  l i ne  characteri stics  (F/m ,  H /m) ;  i t  

typical l y l i es  between  4  µs/km  and  1 3  µs/km .   

Table  27  shows  the  advantages  and  d isadvantages  of PLC  communication .  

Table  27  – PLC  communication  advantages  and  d isadvantages  

Advan tages  Disadvantages  

Commun ication  i ndependent of external  provider D i saster suscepti ble  ( i f h i gh -vol tage  l i nes  are  
damaged )  

Uses  exi sti ng  power l i nes  Needs  access  to  the  h i gh-vol tage  l i ne  

Cost-effecti ve  Low bandwi d th  (<  1  Mbi t/s)  wi th  narrowband  
technol ogy 

Robust,  l ong -d i stance communication  Corre lation  between  l i ne  fau l t  and  commun ication  
channel :  not  su i ted  for analog  compari son  schemes  

 

7.4.5  Rad io  transmission  

7.4.5. 1  General  

Rad io  l i nks  are  part of the  WAN  transm iss ion ,  especia l l y when  used  for substation  to  
substation  communication  and  for d istributi on  grids.   

Rad io  transm ission  featu res  can  be  d i vi ded  in to:  

•  omn id i rectional  versus  d i rectional  depend ing  on  the  type  of antenna;  

•  l i censed  bands  (costl y,  d i fficu l t to  obta in ,  bu t  i n  pri ncip le  i n terference-free)  versus  
un l icensed  bands  (free,  bu t  shared  wi th  an  unpred ictable  traffic;  

•  fixed  versus  mobi l e  – the  l atter being  i n teresti ng  for workforce  communication ;  

•  i ndoor un i ts  versus  ou tdoor un i ts  depend ing  on  the  su i tabi l i ty for shel ter or fie l d  mounting .  

The  covered  range  depends  on :  

•  frequency band ;  

•  topography (the  h igher the  frequency,  the  more  the  antennas  must be  i n  l i ne-of-s igh t);  
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•  data  transm ission  bandwid th  (the  data  rate  is  reduced  when  the  s ignal  qua l i ty 
deteriorates) ;  

•  rad io  propagation  cond i ti ons  (reflection ,  refraction ,  d i ffraction ,  mu l tipath ,  ra in /snow 
attenuation)  and  i n terference  from  other rad io  systems;  

•  transm i tti ng  power,  th is  may be  regu lated  in  some coun tries .  

Moiré  effects  due  to  mu l ti ple  paths  or several  senders  can  create  dark spots  even  when  
nodes  l ocated  further away sti l l  operate  correctl y.   

The  range  impacts  the  d i stance  between  re lays  and  the  battery l i fetime.   

Space  and  frequency d i vers i ty can  be  used  (separatel y or not)  to  i ncrease  the  rel i abi l i ty.  

Al though  the  range  of one  rad io  l i nk is  l im i ted ,  terrestria l  rad io  networks  can  be  bu i l t  by us ing  
each  node  as  a  re lay (as  i n  d istribu tion  grids)  or base  station  (as  i n  publ ic  mobi le  rad io) .   

7.4.5.2  Terrestrial  fi xed  microwave  rad io  

Terrestria l  fixed  m icrowave  rad io  has  long  been  i n  use  for cri tica l  appl ications  such  as  power 
system  mon i toring ,  protection  and  con trol .   

M icrowave  technolog ies  are  deployed  in  clear l i ne-of-s igh t cond i ti ons  and  offer poin t-to-poin t 
connectivi ty,  as  shown  i n  F igure  31 .  

 

Figure  31  – Terrestrial  microwave l i nk 

Table  28  shows  typical  m icrowave  l ink performances.   
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Table  28  – M icrowave l ink performance  

Link type  Carri er Range  Bandwidth  Configuration  

l ong -hau l  4  GHz to  1 1  GHz  1 00  km  to  1 50  km  1 0  Gbi t/s  Mu l ti channel  1 0+0  

short-hau l  1 3  GHz to  42  GHz few tens  of km  2  Gbi t/s  to  
2 , 5  Gbi t/s  

Mu l ti channel  4+0.  

very short  l i nk 60  GHz to  80  GHz few km  1  Gbi t/s  to   
2  Gbi t/s  

S ing le  channel  at  
500  MHz 

NOTE  The  covered  d i stance  depends  on  regu lations  (perm i tted  transm ission  power)  

 

Table  29  shows  the  advantages  and  d isadvantages  of terrestria l  m icrowave.  

Table  29  – Terrestrial  m icrowave  advantages  and  d isadvantages  

Advan tages  Disadvantages  

Relati vely cost-effective  i nstal l ati on ,  no  d i gg i ng  
requ i red .  

Bandwid th  depends  on  l i nk des ign  and  l ocal  cond i ti ons  

l ong  hau l  commun ication  capabi l i ty;  Short  peri od  of ou tages  du ri ng  fad ing  and /or 
attenuation  i n  certa in  terrains  and  frequency bands,  
depend ing  a l so  on  the  weather and  other 
meteorolog ical  phenomena.   

l i ttl e  i n terference  from  the  power system  asset  fai l u res  
(un l i ke  opti ca l  fi bers  us ing  the  power masts)  

D i saster-sensi ti ve  i f an tenna  l ocated  on  power masts.  
( i solated  m icrowave  towers  are  preferred )  

 

7.4.5.3  Terrestrial  omnid i rectional  radio  

VHF and  UHF  rad io  connections  serve  as  a  backup,  especia l l y for d isaster recovery,  a l though  
thei r data  rate  is  l im i ted  (some 1 0  kbi t/s) ,  s i nce  thei r main  use  i s  voice.  

Popu lar bands  are:   

•  1 35  MHz to  1 80  MHz (VHF)  

•  290  MHz to  350  MHz (VHF/UHF)  

•  380  MHz to  470  MHz (UHF)  

For instance,  the  TETRA UHF  technology i s  i n  wide  use  for D ig i ta l  Mobi l e  Rad io  (DMR)  
connection  to  mobi l e  workforce  and  supports  group cal l s ,  wh ich  is  not the  case  for publ ic  
mobi le  rad io.   

7.4.5.4  Terrestrial  mobi le  radio  (l icensed/unl icensed)  and  wireless  LAN/MAN  

Table  30  l i s ts  the  major terrestrial  mobi le  rad io  technolog ies.  
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Table  30  – Publ ic mobi le  radio  technolog ies  

Technology Bands  
country dependen t 

Range  Data  rate  Status  

GSM  850  MHz to  
1  900  MHz 

26  km  9, 6  kbi t/s  1 st  g enerati on  

GPRS  850  MHz to  
1  900  MHz 

26  km  80  kbi t/s  (down l i nk)  
40  kbi t/s  (upl i nk)  

2nd  generati on  

UMTS  850  MHz to.  
2  1 00  MHz 

29  km  384  kbi t/s  to  2  Mbi t/s  3 rd  generation  

UMTS  WCDMA 850  MHz to  
2  500  MHz 

200  km  7 , 2  Mbi t/s  3 th  generati on  

UMTS  – HSPA+  850  MHz to  
2  500  MHz 

29  km  28  Mbi t/s  to   
42  Mbi t/s  
1 68  Mbi t/s  down l i nk)  

3 th  generati on  
enhanced  for I P  
data  traffi c  

WiMAX 
(I EEE  802. 1 6-2004)   

2  GHz to  66  GHz 1 00  m  30  Mbi t/s  to  40  Mbi t/s  
(1  Gb i t/s)  

Obsoleted  by LTE  

LTE  700  MHz to  
2  600  MHz 

1 4  km  to  1 03  km  1 50  Mbi t/s  

(300  Mbi t/s  (4G+))  

4 th  generati on  

Wi -F i /WLANs  
(I EEE  802. 1 1 )  

2 , 4  GHz,  5  GHz 1 00  m  1 1  Mbi t/s  to  54  Mbi t/s  to  
600  Mbi t/s  

hotspots  

 

A mu l ti -hop  WLAN  can  offer l onger-range  transm ission  l i nks.  Al though  they have  drawbacks  
regard ing  avai lab i l i ty and  l atency for protection  appl ication ,  terrestria l  rad io  serves  as  backup  
for short-range  te lecontrol  l i nks  i n  face  of natural  d isasters  (see  Table  31 ) .  

Table  31  – Terrestrial  radio  advantages  and  d isadvantages  

Advan tages  Disadvantages  

Cost-effecti ve  and  easy to  i nsta l l  Short  transm ission  range  (<  1 0  km)  

D i saster tol eran t  Performance  degradati on  due  to  rad io  i n terference  
and  screen i ng ,  rad i o  j amm ing  attack susceptib le  

Transm ission  rate  of tens  of Mbi t/s  depend i ng  on  rad i o  
envi ronment  

Dozens  of m i l l i seconds  up  to  seconds  (depend ing  on  
technol ogy,  topology etc. )  of res idence  delay per hop  

 

7.4.5.5  Satel l i te  rad io  

Satel l i te  rad ios  use  m icrowave bands  to  communicate  via  geostationary or l ow-orbi t sate l l i tes ,  
see  Table  32.   

Table  32  – Satel l i te  radio  advantages  and  d isadvantages  

Advan tages  Disadvantages  

Ubiqu i tous  L im i ted  bandwi d th ,  very l ong  l a tency 

Can  be  used  for back-up  and  d i saster-recovery Frequent  ou tages  d uri ng  fad ing  and /or attenuati on  i n  
certa in  terrai ns  and  frequency bands  (depend i ng  a l so  
on  the  weather and  other meteoro log ical  phenomena).   

L i tt l e  i n terference  from  the  power system  asset 
fai l u res  (un l i ke  opti cal  fi bers  i n  earth ing  cables)   

Costl y,  preci ous  bandwid th  

 Subject  to  j amm ing ,  DoS  attacks,  spoofing  and  
i n terception  

 

7.4.5.6  M icrowave  rad io  l i nks  

Dig i ta l  rad io  l inks  transport Layer 2  as:  

a)  PDH/SDH/SONET i n terfaces  T1  or E1  i n terfaces  (see  7. 6. 1 . 2) ,  (F igure  32  a);  
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b)  nati ve  Ethernet i n terfaces  (F igure  32  b);  

c)  TDM  traffic  converted  to  packet stream  and  a l l  traffic hand led  as  packets  (F igure  32  c) .  

 

Figure 32  – Layer 2  transport  on  rad io  systems  

7.4.5.7  Appl ication  of rad io  in  d istribution  networks  

I n  spi te  of i ts  h igh  BER,  rad io  commun ication  is  wel l  su i ted  for d istribu tion  and  feeder 
au tomation .  Each  rad io  node  acts  as  a  re lay and  some nodes  connect to  a  trunk network i n  a  
substation ,  as  shown  i n  F igure  33 .  
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Figure 33  – Radio  network in  feeder automation  

NOTE  The  Home Area  Network (HAN )  i s  not  add ressed  i n  th i s  Techn ical  Report.  

7.4.6  F iber optics  

7.4.6. 1  General  

Optical  fi bers  are  the  med ium  of choice  for a l l  u ti l i ty communications,  wi th in  and  outs ide  
substations.  The  avai lable  bandwid th  i s  wel l  i n  excess  of what i s  needed  for the  operation  
communication .  S ince  optical  fi bers  are  l a i d  on  the  e lectrica l  h i gh  vol tage  towers,  the  
topography of the  network closel y fol lows  that  of the  e lectrica l  grid ,  wi th  each  substation  
becom ing  a  network node.  I TU  publ ication  [1 0]  g i ves  a  comprehensive  overview.   

7.4.6.2  Fiber types  

Fibers  used  wi th in  substations  are  usual l y mu l ti -mode fi bers  (50/1 25  µm)  operated  at  
1  300  nm  wavelength  (near i n frared)  and  l im i ted  to  d istances  of a  few ki lometers  wi thout 
repeaters .  

F ibers  used  i n  WAN  are  usual l y s i ng le  mode  fibers  (9/1 25  µm  operated  at 1  31 0  nm  or 
1  550  nm  wh ich  present  an  attenuation  of 0 , 3  dB/km  plus  0 , 1  dB  per s l ice  and  some 0, 75  dB  
per connector.  S ing le-mode  fibers  a l low spann ing  more  than  1 00  km  wi thou t repeaters .  

F ibers  offer a  strict  separation  s i nce  crosstalk  i s  not  a  factor.  Therefore,  th i s  a l l ows  separati ng  
the  cri tical  traffic from  the  non-cri tical  by g i vi ng  each  of them  ded icated  fi bers.   
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NOTE  I EEE  C37. 94  s tandard izes  a  fi ber opti cal  i n terface  between  te leprotection  and  mu l ti pl exer equ i pment  for 

50  µm  and  62, 5  µm  mu l ti -mode  opti cal  fi bers  operati ng  at  830  nm  wi th  BFOC/2. 5  connectors.  I n  add i ti on ,  i t  a l so  
defi nes  an  appl i cation  l ayer frame  structu re  that  wi l l  not  be  considered  here  s i nce  i t  i s  a  pu re  poi n t-to-poin t,  n ot  a  
WAN  technology.  WANs  transport  C37. 94  messages  as  a  service.   

7.4.6.3  Fiber in  separate  cable  

Al l  D ie lectric  Sel f-Supporting  (ADSS)  optical  cables  are  attached  to  h igh -vol tage  towers  or 
poles  (F igure  34).  They are  used  for retrofi t,  l ashed  to  a  conductor (when  the  l i ne  has  no  
ground  cable)  or to  a  ground  wire  ( to  avoid  laying  ou t a  new g round  cable).  These  fi bers  are  
therefore  not sh ie lded  from  the  magnetic  fi e ld  of the  l i ne  and  th is  affects  the  optical  
characteristics  and  the  d ie lectric of the  fi ber when  the  vol tage  exceeds  1 50  kV.  ADSS  cables  
are  often  used  i n  1 32  kV l i nes.   

 

Figure 34 – ADSS fiber cable  

Figu re  35  shows  a  HV l i ne  wi th  the  retrofi tted  ADSS fiber cable  and  spl ici ng  box.   

The  ADSS may a lso  be  buried  underground  i n  a  trench ,  wh ich  makes  i ts  fa i l u re  i ndependent  
from  possib le  breakdown  of h igh-vol tage  towers.   
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Figure 35 – ADSS  instal lation  with  spl icing  box 

7.4.6.4  Fiber i n  g round  cable  

Fibers  are  often  and  preferabl y embedded  in  the  earth ing  cable  of h i gh-vol tage  power l i nes,  
ca l led  Overhead  Power Ground  Wire  (OPGW),  see  F igure  36 .  As  a  resu l t,  the  network 
topology closel y fo l lows  the  h i gh  vol tage  l i nes  topology,  wi th  the  data  commun ication  
equ ipment located  i n  the  substations.   

 

Figure 36  – OPGW in  g round  cable  

The earth ing  cable  con tains  one  or more  “C”  tubes  that each  holds  a  bund le  of fi bers   
(F igure  37) .  
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Figure  37  – OPGW with  two “C”-tubes  wi th  each  32  fibers  

NOTE  F igu re  37  on l y i l l ustrates  a  cross-section ;  a  cabl e  end  for spl i ci ng  wou ld  separate  the  “C”  tubes  from  the  
cable  down  to  the  spl i ci ng  box wh i l e  the  earth ing  cable  wou ld  be  fastened  and  stretched .  

Whi le  a  s ing le  tube  can  accommodate  some 48  fibers ,  a  mu l ti tube  can  accommodate  over 
200  fi bers  (F igure  38) .  
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Figure  38  – OPGW fibers  

I EC 60794-4-1 0  and  I EC 60794-1 -2  s tandard ize  OPGW.  

7.4.6.5  Fiber spl icing  

The fibers  are  sp l iced  abou t every 4  km  in  a  box l ocated  on  a  h igh  vol tage  mast.  Some 
u ti l i t i es  i nsta l l  the  boxes  at g round  l evel  for eas ier access  (F igure  39),  other i nsta l l  i t  at  3  m  to  
5  m  above  ground .  F igure  39  shows the  spl ici ng  cassette  box at the  ri ght.  
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Figure 39  – Spl icing  box 

The same kind  of box shel ters  repeaters  or commun ication  equ ipment.   

F ibers  do  not provide  a  better securi ty than  copper cables,  spl icing  boxes  ou ts ide  of the  
prem ises  are  exposed  and  therefore  i n trusion  con trol  and  data  securi ty apply to  a l l  
communications  over publ ic  ground .   

7.4.6.6  Wavelength  Division  Multiplexing  (WDM)  

Each  fi ber can  carry mu l ti ple  optical  channels  when  mu l tip lexed  by WDM.  

Whi le  mu l timode  optical  fi bers  (such  as  used  wi th in  a  substation)  are  restricted  to  one  
wavelength  on l y,  s ing le  mode fibers  a l low send ing  s imu l taneousl y several  optical  beams  wi th  
d i fferent wavelength ,  or “color” ,  as  shown  i n  F igure  40.  

NOTE  Col ors  i n  F i gure  40  are  for understand i ng  on ly s i nce  present s tandards  operate  i n  the  i n frared  wavelength  
reg ion  (1  600  nm  to  1  200  nm  – “red ”  wou ld  be  750  nm).  
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Figure 40  – WDM  over one  fiber 

The complexi ty of WDM  is  h i dden  i n  the  mu l ti plexers;  the  user considers  that  correspond ing  
ports  are  d i rectl y connected  by i nd ividual  fibers .   

I TU-T standard ized  two  mu l tip lexing  methods:  

•  Coarse  Wavelength  Mu l ti p lexing  (CWDM) [I TU-T  G .694. 2]  that  operates  wi th  1 6  channels  
from  1  270  nm  to  1  61 0  nm  separated  by 20  nm ;  

•  Dense  Wavelength  Mu l ti plexing  (DWDM)  [I TU-T G. 694. 1 ]  that operates  wi th  a  smal l  
channel  separation  of 0 , 4  nm  to  1 , 6  nm ,  requ i ri ng  expensive  and  temperature-con trol l ed  
equ ipment.   

The  weak poin t  of WDM  is  the  re l iabi l i ty of the  transm i tters ,  especia l l y of l aser d iodes,  wh ich  
is  i n  the  range  of 1 00  years  to  200  years  and  decreases  at h igher b i t  rates  due  to  warm ing .   

WDM  mu l ti p lexing  a l lows  us ing  the  same fi ber i n  both  d i rections  for fu l l -duplex operation .  Th is  
m in im izes  the  med ium  asymmetry for very h igh  accuracy clock synchron ization .   

When  l onger d istances  are  needed ,  optica l  regenerators  are  used ,  wh ich  are  based  on  
erbium-doped  fi ber ampl i fiers.  

7.4.6.7  Optical  Transport  Network (OTN)  OCh  

OTN  ( ITU-T  G .709)  (7 . 6 . 2 . 1 0)  speci fies  as  a  phys ical  l ayer an  optical  channel  OCh  that  uses  
optical  swi tch ing .  

I TU-T  G.872  defines  a  Layer 1  data  encod ing  that uses  Forward  Error Correction  to  reduce  
the  l evel  of s ignals  i n  WDM  fibers .  I t  foresees  optical  regenerators  and  optical  wavelength  
swi tch ing  (F igure  41 ) .  

 

Figure 41  – OCh  optical  components  

There  exist a  number of pure l y optical  swi tch ing  devices,  the  most  prom ising  ones  being  
based  on  the  MEMS technology.   
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7.4.6.8  Passive  Optical  networks  (PON,  EPON)  

Passive  optical  networks  a l l ow spl i tting  of one  fi ber s i gnal  i n to  d i fferen t  fi bers  wi th  a  passive  
spl i tter.  D ivid ing  the  s i gnal  i n to  a  number of channels  reduces  i n  consequence  the  s ignal  
strength  and  the  covered  d istance.  To  compensate  th is,  EPON  ( I EEE  802. 3av)  uses  Forward  
Error Correction .  I t  i s  therefore  in teresting  for asymmetrical  commun ication ,  e. g .  for 
d istribu ting  vi deo  s ignals.   

Th is  technology developed  for the  l ast  m i le  and  res idential  area  has  l i ttl e  importance  in  WANs.   

7.4.6.9  F iber rel iabi l i ty and  supervis ion  

Fibers  present  the  h ighest re l i ab i l i ty of a l l  commun ication  med ia.   

The  weak poin ts  are  the  transm i tters.   

Example:   Hydro-Québec speci fi es  for the  OPGW a  fa i l u re  rate  of 0 , 36  i n terrupti ons  per year over 2  500  km .   

Nevertheless,  constan t supervis ion  of the  fibers  i s  necessary and  tools  exist  for i t.  A general  
ru le  i s  to  try to  cu t the  communication  i n  the  opposi te  d i rection  i f an  optica l  channel  ceases  to  
operate,  to  attract the  atten tion  of the  sender.   

7.4.6. 1 0  Fiber advantages  and  d isadvantages  

Table  33  summarizes  the  optica l  fiber characteristi cs .   

Table  33  – Optical  fibers:  advantages  and  d isadvantages  

Advan tages  Disadvantages  

Excel l en t  BER /  km  Disaster suscepti ble  i f carri ed  on  HV towers  

Very h i gh  bandwid th  Rel i abi l i ty of transm i tters ,  especia l l y l aser d iodes  

Physi cal  separation  of traffi c  i n  d i fferen t  fi bers  and  
wi th i n  a  fi ber 

D i ffi cu l t  to  repai r (e. g .  OPGW),  ri sk of l ong  ou tage  
t ime   

E l ectri cal  i solati on  between  term inal s ,   
wi de  immun i ty against  EMI  

Spl i ci ng  boxes  are  exposed  

Earth i ng  cabl e  contai ns  numerous  fi bers   

 

Therefore,  the  data  transm ission  capaci ty of a  h i gh  vol tage  l i ne  i s  very h i gh ,  much  i n  excess  
of the  needs  of a  U ti l i ty Company,  wh ich  often  j ust keep one  or two  fibers  from  the  bund le  and  
l eases  the  rest.  I n  some cases,  u ti l i ti es  ou tsource  the  whole  fi ber commun ication  to  a  te lecom  
company wi th  a  SLA concern ing  the  fi bers  ind ispensable  for operation .   

7.4.7  Layer 1  redundancy 

To keep  avai lab i l i ty h i gh  upon  fa i l u re  or d isaster,  med ium  redundancy is  appl i ed ,  e. g .  paral le l  
fibers  i n  optical  networks.   

Redundancy i tsel f i s  not sufficient – eng ineering  and  deployment must ensure  the  
i ndependence of the  fa i l u re  modes,  for instance:  

•  i ndependent power suppl ies;  

•  med ia  wi th  d i fferent pri nciples  (PLC – satel l i te) ;  

•  i ndependent  phys ical  l ayou t  (rou te  d i versi ty,  d i fferen t  ducts,  d i fferent  transm ission  tower,  
d i fferent rou ters ;  

•  rad io  frequency separation  and/or polari zations  i n  m icrowave rad io  l i nks;  

•  means  to  avoid  s imu l taneous  exposure  to  th reat  (unpowered  backup,  a ttacks).   
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Example:  Rad i o  commun ication  on  neighbor bands  can  be  j ammed  by a  wideband  perturbation ,  bu t  us i ng  
frequency bands  far apart  (e. g .  2 , 4  GHz and  5, 4  GHz)  has  been  reported  as  being  l argely fa i l - i ndependent  agai nst  
natu ral  or i n dustri a l  d i stu rbances,  bu t  not  agai nst  i n tenti onal  j amm ing .   

Withou t supervis ion ,  redundancy is  useless.  Therefore,  non-active  l i nks  need  to  be  energ ized  
and  exercised  regu larl y.  Better than  occasional  checking  of redundancy i s  a  paral le l  operation  
of redundant med ium ,  where  energy consumption  and  service  restriction  a l l ow i t.   

The  se lection  of the  redundan t med ium  is  usual l y done  by the  Layer 2  or the  Layer 3 .   
F igu re  42  shows an  example  of d i verse  redundancy through  m icrowave towers  separated  
from  the  OPGW transm ission .   

 

Figure 42  – Optical  l i nk with  microwave  back-up 

7.4.8  Use case:  D iverse  redundancy against  extreme contingencies  (Hydro-Quebec)  

The  fol l owing  example  shows  the  benefi ts  of redundancy i n  the  commun ication  system  of a  
h igh-vol tage  grid .  The  te lecommun ications  network,  essen tia l  to  main tain  the  appropriated  
grid  operations,  provides  one  of the  two  ci rcu i ts  composing  the  te leprotection  and  SPS  (S IPS)  
systems.   

F i gure  43  shows  one  of two  h igh  vol tage  transm ission  l i nes  col lapsed  under an  i ce  storm .  
Power cou ld  be  maintained  thanks  to  fa i l - i ndependence of the  redundancy.   

Communication  path  d i vers i ty was  not deployed  over the  same corridor because  the  u ti l i ty 
speci fied  the  m in imum  d istance  separating  the  two paths.  I ndeed ,  each  u ti l i ty defi nes  i ts  
requ ired  d iameter to  suffi cien tl y cl ear each  path  from  each  other and  preserve  the  redundancy,  
for example,  50  km .  

Nevertheless,  med ium  d ivers i ty shou ld  be  appl ied  when  feas ible  (OPGW and  buried ,  OPGW 
and  m icrowave,  etc. ) .   
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Figure 43  – Picture  of partial ly destroyed  735 kV l i ne  

7.4.9  Layer 1  securi ty 

Layer 1  securi ty mostl y re lates  to  phys ical  securi ty attacks  such  as  physical  cu t-off of 
communication  cables  i nclud ing  optical  fi bers  or j amm ing .   

Al though  power transm ission  l ines  are  i n  general  i naccess ib le,  commun ication  systems 
i nstal l ed  a long  power transm ission  l i nes  such  as  OPGW or m icrowave  are  not wel l  defended  
from  phys ical  a ttacks.   

Tapping  i n to  an  optical  fi ber at a  spl ici ng  box i s  poss ib le  wi th  soph isticated  equ i pment and  
d isrupti ng  the  commun ication  qu i te  easy.  Rad io  communications  can  be  easi l y j ammed.  
Communication  can  be  sp ied  upon ,  e. g .  by receivers  in  the  l i ne-of-s ight of m icrowave towers  
or spoofed  by stronger transm i tters .  For i nstance,  GPS  s ignals  can  eas i l y be  j ammed  or 
spoofed .   

Encryption  or au then tication  at the  encod ing  l evel  can  defend  Layer 1  communications  
against  spoofing  or eavesdropping ,  bu t not  against den ial  of service.   

Where  Layer 1  securi ty attacks  are  expected ,  med ium  redundancy (7. 4 . 7)  may be  a  practical  
solu tion .   

7.5  Layer 1 ,5  (physical )  mu l tiplexing  

The same phys ical  med ium  can  be  subd ivided  i n to  vi rtual  ci rcu i ts  by several  techn iques:   
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•  T ime d ivis ion  mu l tip lexing  (TDM),  i n  wh ich  each  channel  receives  a  fixed  time  s lot  i n  the  
same channel  (Synchronous  time d ivis ion)  or a  variable  time s lot (asynchronous  time 
d ivis ion)  transm iss ion).  The  fixed  time s lot  TDM  is  the  usual  mu l tip lexing  method  for 
te lephony and  LANs  (7. 6. 1 . 2) .   

•  Frequency d i vis ion  mu l ti plexing  (FDM),  i n  wh ich  each  channel  i s  modu lated  over a  
d i fferent  frequency,  wi th  sufficien t separation  to  avoid  overlaps.  FDM  is  what i s  taking  
p lace  in  the  rad io  broadcast,  bu t  i t  i s  a lso  used  to  subd ivide  m icrowave  l i nks.  FDM  over 
coaxia l  cables  or m icrowave  l i nks  was  the  techn ique  of choice  for the  telephony network 
for decades,  before  the  more  efficient TDM  replaced  i t.  Rad io  and  m icrowave  transm ission  
techn ique  sti l l  use  i t  (7 . 4 . 5).  

•  Wavelength  d i vision  mu l ti plexing  (WDM),  i n  wh ich  d i fferen t l i gh t  wavelengths  are  used  to  
send  s ignals  i n  paral le l  over the  same optical  fi ber.  For i nstance,  using  CWDW,  up  to  
1 6  channels  can  share  the  same fi ber (see  7. 4. 6 .6).   

As  l ong  as  each  channel  i s  fi rm l y al l ocated ,  one  can  cons ider a  mu l tip lexed  phys ical  med ium  
as  a  set of ded icated  channels,  keeping  i n  m ind  that the  med ium  is  a  common  fa i lu re  cause.   

7.6  Layer 2  ( l ink)  technolog ies  

7.6. 1  Telephony technolog ies  

7.6. 1 . 1  Analog  telephony and  DSL 

Legacy te leprotection  systems  operate  over ded icated  analog  te lephone  l ines  that provide  
excel len t  real -time properties,  bu t a  l im i ted  bandwid th .  They are  s ti l l  i n  use  today and  the  
chal l enge  of d ig i tal  communications  is  to  m im ic the  rea l - time and  confidentia l i ty of a  
te lephone wi re  wh i le  provid ing  the  bandwid th  of d i g i ta l  transm issions,  thus  ach ieving  a  
“pseudo  wire”  behavior.   

The  o ld  modem  communication  over analog  l i nes  d isappeared ,  except i n  the  form  of ADSL or 
VDSL as  a  poin t-to-poin t  connection  for the  l ast  m i le.  However,  a  number of l egacy protection  
devices  and  RTUs  sti l l  use  i t.   

7.6. 1 .2  Dig i tal  telephony 

The  PCM,  ATM  and  Frame Relay technolog ies  are  obsolete  and  th is  document does  not  cover 
them .   

D ig i ta l  te lephony came wi th  the  PCM  system,  wh ich  samples  the  voice  at  8  kHz wi th  an  8-bi t 

ana log-to-d ig i ta l  converter after proper shaping .  The  voice  channel  DS0  of 8  ×  8  =  64  kbi t/s  i s  
the  base  of a l l  te lephony-based  commun ication ,  the  transm iss ion  frequency of a  g i ven  
channel  i s  a lways  8  kHz,  regard less  of the  bi t  rate.   

A h ierarchy of aggregations  a l lows  i n tegrati ng  a  l arge  number of voice  channels  [ I TU-T G. 703] .  

A T1  channel  agg lomerates  24  time s lots  for voice  channels,  thus  offering  24  ×  64  +  8  =  

1  544  kbi t/s  =  1 , 544  Mbi t/s  of raw bandwid th .  The  payload  of 24  ×  DS0  i s  ca l led  DS1  (ANSI  
T1 . 403-1 999).  

The  E1  frame (see  F igure  44)  carries  32  DS0  channels,  each  wi th  64  kbi t/s,  at  2 , 048  Mbi t/s  
( I TU-T G .703] .  

The  E2  frame carries  1 32  channels,  each  having  64  kbi t/s,  at  8, 448  Mbi t/s .   

The  repeti tion  rate  of the  frames  is  a lways  8  kHz.  Some of the  frames  serve  for 
synchron ization ,  error detection ,  s ignal i ng  and  management.   
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The  E3  channel  ( I TU-T  G.751 ]  used  i n  Europe and  Japan  agg lomerates  1 92  channels  (p lus  
overhead),  operating  at  a  raw data  rate  of 34, 368  Mbi t/s .   

 

Figure 44 – E1  and  E2  channel  

7.6. 1 .3  PDH  

The p les iochronous  d ig i ta l  h i erarchy ( ITU -T  G .702]  i s  an  obsolete  telephony technology,  bu t a  
l arge  number of l egacy d evices  s ti l l  use  i t  and  i ts  i n terfaces  subs ist  for backward  compatib i l i ty.  
PDH  provides  rea l -time behavior through  TDM  based  on  basic DS0  ci rcu i ts  that offer each  
8  b i ts  at 8  kHz (64  kb i t/s) ,  orig i na l l y i n tended  for voice.   

F igu re  45  and  F igure  46  i l l ustrate  the  bas ic mu l ti plexing  s tructure  of PDH.   

I TU-T G. 703  speci fies  the  phys ical  characteristics  of the  copper connections  from  64  kbi t/s  to  
1 55, 520  Mbi t/s  used  to  connect  the  end  devices  to  the  network.   

S ince  i ts  principles  are  i den tical  to  SDH/SONET (except for i ts  synchron ization) ,  PDH  wi l l  not 
be  further expla ined .   

 

Figure  45 – Dig i tal  Transmission  H ierarchy (T  – Standards)  
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Figure 46  – Dig i tal  Transmission  H ierarchy (E-standard)  

7.6. 1 .4  Qual i ty of service  

PDH  uses  TDM  for med ium  access,  wh ich  guaran tees  that once  a  vi rtual  ci rcu i t has  been  
a l l ocated ,  i t  wi l l  remain  i n  p l ace  wi th  a  determ in isti c maximum  latency.   

For a  DS0  64  kbi t/s  communication  channel ,  I TU -T G.823  provides  l im i ts  of j i tter at the  
transm ission  ou tpu t and  the  receiver i nput  of PDH  networks  based  on  the  2 , 048  Mbi t/s  
h ierarchy.   

7.6.2  SDH/SONET 

7.6.2 .1  Use Case for an  SDH  network 

Figu re  47  shows  an  SDH  network,  cons isti ng  of several  i n terconnected  sub-networks.  
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Figure 47  – Example  of an  SDH  network for u ti l i ties  

7.6.2 .2  SDH/SONET overview 

SONET (North  America)  and  SDH  (rest of the  world )  are  standard ized  ( transport)  protocols  
that  transfer mu l tip le  d ig i ta l  streams  over e lectrical  connections  (short l inks),  optical  fi ber 
(very l ong  d istances  at  h i gh  data  rates  possible)  or m icrowave rad io  (for d i fficu l t  topolog ical  
envi ronment,  l ow to  med ium  bandwid th).  

SDH  and  SONET are  essen tia l l y the  same;  they were  ori g ina l l y des igned  to  transport ci rcu i t  
swi tched  communications  ( te lephony) ,  supporti ng  real -time,  uncompressed ,  ci rcu i t-swi tched  
voice  encoded  i n  PCM.  SDH/SONET provides  determ in istic channels  for d i fferent types  of 
services.  Today these  protocols  transport  the  various  u ti l i ty speci fic l egacy and  TDM  s ignals ,  
as  wel l  as  Ethernet wi th  Next-Generation  SDH/SONET equ ipment (see  I TU-T G . 707) .  

F i gure  48  shows the  SONET d ig i ta l  transm ission  h ierarchy ( ITU-T G .803) .  F i gure  49  shows  
the  SDH  h ierarchy.  Synchronous  and  non-synchronous  l i ne  rates  and  the  relationsh ips  
between  each  appear i n  Table  34.  

IEC  
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Figure 48  – SONET mu l tiplexing  h ierarchy 

 

Figure  49  – SDH  mu l tiplexing  h ierarchy 
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Table  34  – SONET and  SDH  h ierarch ies  

Optical  
medium  

Electri cal  
medium  

SDH  
S ignal  

Bi t  
rate  

Payload  
rate  

Overhead  Aggregation  
capaci ty 

SDH  
capaci ty 

   Mbi t/s  (Mbi t/s)  (Mbi t/s)    

 T-1   1 , 544    24  ×  DS0  
at  64  kbi t/s  

 

 E -1   2 , 048    32  ×  DS0  
at  64  kbi t/s  

 

 E -3   34 , 368    – 1 6  ×  E 1  

 T-3   43, 368    28  ×  T-1  1 6  ×  E1  

OC-1  STS-1  STM-0  51 , 840  50, 1 1 2  1 , 728  28  DS1   
=  1  DS3  

21  E1 s  

OC-3  STS-3  STM-1  1 55, 520  1 50, 336  5, 1 84  84  DS1   
=  1  DS3  

1 00  ×  T-1  

63  ×  T-1  

63  E1 s  or 
1  E4  

OC-1 2  STS-1 2  STM-4  622, 080  601 , 344  20, 736  336  DS1   
=  1  DS3  

4  ×  OC-3  

4  ×  STM-1  

252  E1 s   
or 4  E4s  

OC-48  STS-48  STM-1 6  2  488, 320  2  405, 376  82, 944  1 344  DS1   
=  1  DS3  

4  ×  OC-1 2  

4  ×  STM-4  

1  008  E1   
or 1 6  E4s  

OC-1 92  STS-1 92  STM-64  9  953, 280  9  621 , 504  331 , 776  5376  DS1   
=  1  DS3  

4  ×  OC-48  

4  ×  STM-1 6  

4  032  E1 s   
or 64  E4s  

OC-768  STS-768  STM-256  39  81 3, 1 2  38  486, 01 6  1  327, 1 04  28  DS1   
=  1  DS3  

4  ×  OC-1 92  

4  ×  STM-64  

1 6  1 28  E1 s  
or 256  E4  

 

7.6.2 .3  SDH/SONET synchron ization  

SONET and  SDH  d i ffer from  PDH  by the  use  of g l obal  synchron ization  (atom ic clocks)  across  
the  en ti re  network.  I TU-T G.81 0  contains  the  correspond ing  defin i ti ons.  Th is  synchron ization  
a l l ows  the  networks  to  operate  synchronousl y ( I TU-T  G . 81 1 ) ,  reducing  greatl y the  amount of 
buffering  requ i red  between  elemen ts  i n  the  network.   

I t  a lso  a l l ows  to  d i rectl y access  ind ividual  con tainers  (e. g .  VC-1 2  / VT3)  inside  a  h i gher layer 
payload  (e. g .  STM-1 6  / OC-48),  as  opposed  to  PDH  where  complete  demu l ti plexing  had  to  be  
performed .  

The  average  frequency of a l l  cl ocks  i n  the  system  wi l l  be  (nearl y)  the  same.  Every clock 
traces  back to  a  h i gh l y stable  and  accurate  primary reference  clock ( I TU-T G. 81 1 )  (7 . 1 5.6).  
The  synchron ization  network re l ies  on  a  master-slave  re lationsh ip  wi th  clocks  of the  h igher-
level  nodes  feed ing  tim ing  s i gnals  to  clocks  of the  lower- level  nodes  ( I TU-T G .81 2,  I TU-T 
G.81 3).  The  sources  avai l ab le  to  a  network e lement are:  

•  Local  external  tim ing  (atom ic clock or satel l i te-derived  clock).  

•  L ine-derived  tim ing  (S1  sync-status) .  

•  Messag ing .  

•  Holdover (own  i n ternal  osci l lator).  
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7.6.2 .4  SDH/SONET Qual i ty of service  

Like  PDH ,  SDH/SONET uses  TDM  for med ium  access,  wh ich  guaran tees  that  once  a l l ocated ,  
a  vi rtual  ci rcu i t  wi l l  offer a  determ in istic  maximum  latency,  symmetrical  i n  both  d i rections.   

For a  64  kbi t/s  DS0  communication  channel ,  I TU-T G.823  provides  l im i ts  of j i tter at  the  
transm ission  outpu t and  the  receiver i npu t based  on  the  2 , 048  Mbi t/s  E1 .   

7.6.2 .5  SDH/SONET network topolog ies  

7.6.2 .5.1  Point-to-point topology 

The main  SDH/SONET network elemen ts  i nclude:  

a)  Term inal  Mu l tiplexer (TM),  wh ich  mu l tip lexes  several  l ow-speed  channels  on  a  h igh-speed  
path ;  

b)  Add-Drop-Mu l tip lexer (ADM),  wh ich  adds  and  d rops  tri bu taries  at  i n termed iate  poin ts  
a long  a  path ;   

c)  D ig i ta l  Cross  Connect (DXC),  wh ich  i n terconnects  several  d i rections.   

Typical  SDH/SONET equ ipment can  cover a l l  of these  types  and  offers  fl exib i l i ty i n  topology.  

Poin t-to-poin t  topolog ies  cons ist of connecting  two  ADMs or TMs  back to  back (F igure  50).  

 

Figure  50  – SDH/SONET with  point-to-point  topology 

7.6.2 .5.2  Linear topology 

A l i near topology (F igure  51 )  uses  ADMs and  TMs placed  a long  a  SDH /SONET path .  Service  
providers  use  th is  topology for med ium  and  l ong  hau l  l i near SDH/SONET arch i tectures.   

 

Figure 51  – SDH/SONET with  l inear topology 
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7.6.2 .5.3  Ring  topology 

By far the  most popu lar topology for SDH/SONET is  the  ring .  SDH/SONET rings  provide  
50  ms  and  lower recovery time as  wel l  as  robust recovery mechan isms.  The  main  advantage  
of the  ri ng  topology is  i ts  survivabi l i ty and  fast  restoration  or heal ing  time of speci fic ri ng  
redundancy schemes.   

7.6.2 .5.4  Meshed  topology 

Given  that the  fiber or m icrowave  l ayou t d ictate  the  topology i n  u ti l i ty networks,  the  creation  of 
s ing le  ri ng  networks  is  not a lways  poss ib le.  SDH /SONET technolog ies  offer the  fl exib i l i ty i n  
the  ci rcu i t  configuration  (cross-connections)  to  bu i l d  networks  i n  a  meshed  topology.  Meshed  
topolog ies  typica l l y offer the  possib i l i ty to  reach  a  station  th rough  several  paths  thus  provid ing  
redundancy.  

7.6.2 .6  SDH/SONET redundancy 

7.6.2 .6.1  Redundancy mechan isms  

SDH/SONET can  provide  i n  case  of fa i l u re  swi tchover times  below 50  ms.  Depend ing  on  the  
used  mechan ism ,  the  swi tch ing  affects  the  complete  payload  of a  section  or on l y i nd ividual  
channels .  Un id i rectional  and  b i d i rectional  mechan isms are  avai l able.  

NOTE  I TU  cal l s  redundancy “protection ” .  Th i s  d ocument reserves  the  word  “protecti on ”  for a  protecti ng  
mechan ism ,  wh i l e  i t  ca l l s  a  fu nctional  redundancy mechan ism  “redundancy”,  or where  appropri ate,  “backup”.   

7.6.2 .6.2  Point-to-Point  redundancy 

Mu l tip lex Section  Protection  (MSP 1 +1 )  appl i es  to  a  poin t-to-poin t l i nk.  Two  fi ber pai rs  are  
used ,  one  provid ing  the  working  l i nk,  the  other one  provid ing  the  backup l i nk.  I n  case  of a  l i nk 
or equ ipment fa i lu re,  the  whole  payload  (e . g .  VC-4)  i s  swi tched ,  not i nd ividual  channels .   

MSP 1 +1  can  provide  symmetric swi tchover of RX and  TX path  wi th in  50  ms.   

7.6.2 .6.3  Ring  Redundancy 

Line  swi tched  ri ngs  use  the  SDH  /  SONET l i ne  level  i nd ications  to  supervise  the  heal th  s tate.  
The  transm ission  is  said  b id i rectional  because  both  d i rections  of transm ission  use  the  same 
set  of nodes.   

Redundancy against  cu ts  and  node  fai l u res  i s  provided  by reserving  redundant bandwid th  on  
the  ri ng .  I n  case  of l i nk fa i l u re,  the  complete  payl oad  on  the  affected  section  is  rerou ted  over 
“the  l ong  way”  around  the  ri ng .  Swi tchover times  of 50  ms  are  ach ievable.  

Mu l tip lex Section  Shared  Protection  Ring  (MS-SPRing)  in  SDH ,  respectively B id i rectional  L ine  
Swi tched  Ring  (BLSR)  i n  SONET,  provide  two  redundancy mechan isms:  

•  2 -fiber:  ha l f of the  capaci ty i n  the  ri ng  (e. g .  2  ×  VC-4  on  STM-4  / 2  ×  STS-3  on  OC-1 2)  are  
used  for working  traffic,  the  other hal f i s  reserved  for redundant  traffic  

•  4 -fi ber:  2  fi bers  are  used  for working  traffic,  another 2  fibers  are  reserved  for redundant  

traffic  (each  fiber pai r provid ing  fu l l  capaci ty e . g .  4  ×  VC-4  /  4  ×  STS-3)  

During  the  ring  swi tch ing  time,  tests  veri fy the  presence  of any noise  or s i gnal .  Al l  the  network 
e lemen ts  present i n  the  ri ng  must  be  aware  of the  i ncom ing  swi tch ing  before  in i tiating  
recovery.  

Because  BLSR/BSHR does  not send  redundant copies  of the  traffic on  both  s ides,  the  tota l  
bandwid th  can  be  reused  and  be  much  more  than  the  traffic between  two  nodes.  F igure  52  
show how BLSR/BSHR works  under normal  cond i ti ons  and  F igure  53  shows  the  same under 
fai l u re  cond i tions.  

Copyright International  Electrotechnical  Commission  



I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  – 1 07  – 

 

Figure 52  – BLSR/BSHR topology in  normal  condi tions  (from  A to  D)  

 

Figure 53  – BLSR/BSHR topology in  fai lure  conditions  
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7.6.2 .6.4  End-to-end  redundancy 

SubNetwork Connection  Protection  (SNCP)  in  SDH ,  respectivel y Un id i rectional  Path  Swi tched  
Ring  (UPSR)  in  SONET provides  end-to-end  redundancy.   

I n  SNCP/UPSR topology,  the  traffic between  two nodes  i s  provis ioned  to  travel  e i ther 
clockwise  or coun ter clockwise  around  a  ring  under normal  cond i ti ons.   

Two  redundant  (path -level )  copies  of traffic ci rcu late  i n  both  d i rections  around  the  ri ng .  A 
selector at  the  receiving  node  determ ines  wh ich  copy has  the  h ighest qual i ty and  uses  i t.  
Each  node  makes  the  decis ion  to  swi tch  i ndependentl y,  wi thou t commun icating  wi th  any of 
the  other nodes.  Al l  the  bandwid th  is  avai l able  on  the  en ti re  ring .   

F igu re  54  shows  how UPSR /USHR work in  normal  cond i ti on  and  F igure  55  shows  the  fai l u re  
cond i ti on .  

 

Figure 54 – UPSR/USHR topology in  normal  conditions  
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Figure 55 – UPSR/USHR topology in  fai lu re  condi tions  

SNCP/UPSR is  implemented  for i nd ividual  channels  e. g .  VC-1 2/VT2.  Redundancy swi tch ing  
can  be  un id i rectional  or b id i rectional  and  provides  swi tch  over times  of 50  ms.  

Path  Protection  / Trai l  Protection  (SDH)  implements  the  same mechan ism  as  SNCP and  
provides  the  same performance.  Compared  to  SNCP based  on  ring  topology,  path  fau l t  
to lerance  can  a lso  be  implemented  for end -to-end  channels  in  meshed  networks  provid ing  
50  ms  swi tchover.  

7.6.2 .6.5  SDH/SONET hardware redundancy 

To increase  re l i ab i l i ty of network e lement,  the  APS 1 +1  (workby)  and  1 :N  (standby)  are  used  
on  d i fferent  cards,  based  on  the ir strateg ic  roles ,  typical l y:  CPU  modu les,  swi tch ing  modu les,  
power suppl ies.  

Speci fical l y for power suppl y un i ts,  the  remain ing  un i ts  must be  sufficien t to  d istribute  the  tota l  
l oad  of the  network e lement,  to  main ta in  the  services  unaffected  and  the  network e lement 
a l i ve  when  a  un i t  fa i ls  and  unti l  repai r.   

Some SDH/SONET mu l tiplexers  implement the  concept  of d istribu ted  power supply,  wh ich  
does  not use  ded icated  power suppl y modu les,  bu t d is tributes  the  l ow vol tage  power supply to  
the  d i fferent  i n terface  cards.   

S ince  the  power suppl y i s  a  major source  of un rel iabi l i ty,  d istributed  power suppl ies  avoid  a  
s ing le  poin t of fa i lu re.  

IEC  
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7.6.2 .7  Next Generation  SDH/SONET 

Next Generation  SDH  /  SONET is  a  s tandard ization  effort  to  solve  the  earl ier deficiencies  of 
SDH/SONET payload  mapping ,  i n  particu lar to  ra ise  the  efficiency of packet transport  and  
improve flexib i l i ty.   

Next Generation  SDH  /  SONET adds  new features  that a l low to  group  channels  for better 
efficiency (see  7. 6. 5) .  

7.6.2 .8  SDH/SONET conformity with  u ti l i ty requ irements  

7.6.2 .8 .1  Latency 

The res idence delay of an  ADM  or network element amounts  to  tens  of m icroseconds  per 
network e lement.  The  en try port to  exi t port  l atency i s  determ in istic.   

However,  there  is  no  guaran tee  for l a tency when  open ing  a  new connection .   

The  number of e lemen ts  i n  series  must be  l im i ted  to  meet  the  delays  expressed  in  5. 3.   

7.6.2 .8 .2  Rel iabi l i ty 

The re l iab i l i ty depends  on  the  underl ying  network and  componen ts,  not on  the  protocols .   

7.6.2 .8 .3  BER 

SDH/SONET network e lement and  network fu l fi l  the  cri teria  of 6. 2. 5.   

7.6.2 .8.4  Asymmetrical  delay for legacy d i fferential  te leprotection  

The requ i rement of 5 . 5  for a  maximum  asymmetry l im i ts  the  topology.  

The  RX and  TX ci rcu i ts  transporting  d i fferen tia l  te leprotection  data  must be  co-rou ted  and  no  
un id i rectional  swi tch ing  i s  a l l owed  in  case  of fa i l u re.   

The  poin t-to-poin t and  l i near topolog ies  can  be  used .  SNCP/UPSR operates  i n  un id i rectional  
mode (as  per standard)  and  the  constant  d i fferen tia l  delay requ i red  for d i fferential  protection  
cannot be  guaran teed  du ring  swi tchover.  Some SDH  mu l tip lexers  al l ow b id i rectional  swi tch ing  
for SNCP/path  protected  channels .  I n  th is  case,  the  d i fferen tia l  de lay does  not change  much  
when  swi tchover takes  place.   

S ince  MS-SPRing /BLSR swi tch  a l l  the  VCs/VTs  i n  the  l i ne,  i t  i s  impossib le  to  l ock the  
swi tch ing  of speci fic  VTs  l i ke  UPSR does.  

7.6.2 .9  SDH/SONET OAM  

Al l  SDH /SONET network elemen ts,  i n  d i fferent topolog ies,  shou ld  be  managed  from  a  
cen tral i zed  centre  or from  decen tra l i zed  cen tres,  based  on  the  u ti l i ty pol icies .  Often  these  
functional i ti es  are  offered  on  user-friend l y graph ical  network management tools  that s impl i fy 
the  operation  and  maintenance  of SDH /SONET systems.  

Network management traffic may i n  “ i n -band”  or “out-of-band” :  

•  I n -band :  Octets  D1 -D3  or D4-D1 2  i ns ide  the  SDH /SONET overhead  carry the  management 
i n formation  over the  Data  Commun ication  Channel  (DCC),  wi thout us ing  any SDH/SONET 
payload .   

•  Ou t-of-band :  A ded icated  Data  Communication  Network (DCN)  in  paral l e l  transports  the  
SDH/SONET management in formation .  
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7.6.2 .1 0  SDH  Securi ty 

Due to  i ts  non-rou table  nature  and  clear traffic  segregation  i n  Vi rtual  Con tainers,  (also  for 
Ethernet over SDH  traffic),  SDH /SONET is  l ess  susceptible  to  securi ty attacks  than  other 
technolog ies.  Protocols  l i ke  LCAS (for EoSDH)  provide  securi ty as  wel l  s ince  one  data  stream  
can  be  sp l i t  to  2  d i verse  paths  through  the  network wh ich  makes  i t  d i fficu l t to  in terfere.  

7.6.2 .1 1  SDH/SONET summary 

Table  35  summarizes  SDH/SONET.  

Table  35  – Summary of SDH/SONET 

Feature  Comment 

Acceptance  Wel l  known  and  understood  i n  the  u ti l i ty worl d  

Bandwid th  effi ci ency TDM  has  l ow overhead  i n  raw packets  

TDM  i neffi cien t  for packet swi tch ing  d ue  to  resources  reservation  s i nce  TDM  cannot be  
overbooked .  NG  SDH/SONET improves  effi ciency.  

Rou ti ng  Ci rcu i t  swi tch i ng  

Traffi c  eng ineering  Ci rcu i t  swi tch i ng  

Confi gu ration  Connection-ori ented  

Recovery 50  ms  recovery del ay 

Determ in i sm  TDM  cannot be  overbooked .  Latency i s  d eterm in i sti c  once  rou te  i s  establ i shed  

VPN  Various  L2VPN  

Appl i cation  Telecom  i n  general ,  a l l  appl i cations  

 

7.6.3  Optical  Transport  Network 

OTN  is  an  extens ion  of SDH/SONET based  on  optica l  mu l ti p lexing  (xDWDM).  I TU-T G. 878  
and  I TU-T  G .709  describe  the  frame  format and  payload .  OTN  is  i n tended  for the  h igh -end  
l i nks  up  to  1 00  Gbi t/s.  F i gure  56  shows  the  s tructure  of an  OTN  in terface.   
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Figure 56  – Example  of information  flow relationsh ip  in  OTN  

OTN  is  becom ing  i ncreasing l y i n teresting  a l though  no  deployment i n  u ti l i ti es  i s  known  of.   

7.6.4  Ethernet 

7.6.4. 1  Ethernet technology 

Ethernet i s  ori g i na l l y a  Local  Area  Network technology standard ized  as  I EEE  802 .3,  wh ich  
started  on  coaxia l  cables  of 1 0  Mbi t/s  over d istances  of 500  m ,  wi th  a  d iameter l im i ted  to  
1  500  m  and  poor bandwid th  efficiency due  to  the  CSMA/CD med ium  access  and  hal f-duplex 
operation .   

IEC  
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Ethernet evolved  i n to  “swi tched  Ethernet” ,  us ing  b i -d i rectional ,  fu l l -duplex swi tched  l i nks  over 
optical  fi bers  that overcame the  former l im i tations.  Optical  fibers  cover d i stances  of several  
ki lometers  wi thout repeaters ,  and  hundreds  of ki l ometers  wi th  repeaters .  The  tota l  avai l able  
bandwid th  of an  Ethernet network exceeds  the  bandwid th  of a  s ing le  l i nk.   

I EEE  802. 3  speci fies  many physica l  l ayers;  Table  36  shows the  most important.   

Table  36  – Ethernet physical  l ayers  

Standard  Rate  
(Mbi t/s)  

Medium  Properti es  

1 00Fx 1 00  Mbi t/s  Mu l timode  fi ber 
s i ng le  mode  fi ber 

Most wi del y used  i n  substati ons  
s i ng le  mode  l i ttl e  used  

1 000Fx 1  Gbi t/s  Mu l timode  fi ber 
s i ng le  mode  fi ber 

Most wi del y used  i n  wans  

LX-4  1 0  Gbi t/s  CDWM 

4  ×  3 , 1 25  Gbi t/s  

WAN  technology 

SyncE  d i verse  Opti cal  fi bers  Offers  frequency d i stri bu tion ,  see  7 . 1 5. 6   

 

I n  many bri dges,  the  med ium  can  be  s impl y changed  by p lugg ing- in  another SFP-modu le.   

Al l  speeds  share  the  same data  frame format (see  F igure  57),  wh ich  is  rea l l y what makes  
“Ethernet” .  Th is  frame format has  become the  common  reference of WANs.   

 

Figure  57  – IEEE  802.3  (Ethernet)  frame format 

Ethernet uses  48-bi t  MAC addresses  for the  source  and  the  desti nation .  The  phys ical  MAC 
address  of an  Ethernet control l er i s  u n ique  worldwide.  The  log ical  address  used  for 
communication  may be  the  physical  or a  l og ical  address.   

NOTE  I EEE  decided  that  i n  the  fu tu re,  devices  wi l l  be  i den ti fi ed  by a  64  b i t  worl d -wi de  add ress  EU I -64,  consisti ng  
of the  3  fi rst  octets  of the  phys ical  address  (Organ ization  Un i que  I den ti fi er)  separated  by the  two  octets  “FFFE”  for 
the  l east  s i gn i fi can t  th ree  octets  (serial  number).  

7.6.4.2  Ethernet configuration  

An  Ethernet  LAN  cons ists  of a  number of nodes  i n terconnected  by bridges  (though  I EEE  cal ls  
i t  “swi tched  Ethernet”) .  To  prevent l oops  when  the  network is  meshed ,  the  bridges  execu te  the  
Rapid  Spann ing  Tree  Protocol  (RSTP)  [ I EEE  802. 1 Q]  to  impose  a  l og ical  tree  structure  
(Figure  58) .   
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Figure 58  – IEEE  802.3  (Ethernet)  topology with  RSTP  switches  (IEC  TR  61 850-90-4)  

Other technolog ies  such  as  HSR [I EC  62439-3]  and  ERPS [G .8032]  a lso  prevent l oops  i n  
meshed  Ethernet networks,  especial l y i n  rings  (F igure  63) .   

7.6.4.3  Ethernet rou ting  and  control  plane  

Ethernet has  no  ded icated  control  p lane.  Al l  traffic i s  by nature  broadcast,  the  desti nation  
recogn izes  i ts  traffic by the  destination  address.   

Bridges  can  l im i t the  traffic by send ing  the  frames  se lectivel y to  the  ports  where  they 
d iscovered  a  speci fic destination ,  updating  th is  i n formation  i n  thei r F i l tering  Database (FDB)  
by l i sten ing .   

Wh i le  th is  l earn ing  mechan ism  saves  bandwid th  and  reduces  l atency,  i t  i s  not  effecti ve  during  
recovery s i nce  reconfiguration  after fa i lu re  of a  swi tch  requ i res  fa l l i ng  back i n to  broadcast  
mode again  and  flood ing  the  network wi th  traffic  unti l  the  learn ing  reduces  the  traffic.   

7.6.4.4  Ethernet path  symmetry 

Ethernet i s  a  broadcast med ium ,  constra ined  to  a  l og ica l  tree  topology by RSTP.  Once  the  
tree  is  establ ished ,  a  ca l l  message takes  the  same path  as  the  repl y.  The  l atency wi l l  however 
depend  on  the  traffic and  the  queues  i n  the  bridges.  During  recovery,  a  path  asymmetry may 
exist.   

I n  the  case  of HSR (7. 6. 4. 8. 5) ,  the  path  may become asymmetric,  s ince  a  Doubl y Attached  
Node  wi th  HSR (DANH)  takes  the  fi rst frame that comes.  Th is  i s  especia l l y the  case  when  the  
communicati ng  en ti ties  are  on  opposi te  s ides  of the  ri ng  and  the  l atency i s  about the  same i n  
both  d i rections .   
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7.6.4.5  Ethernet multicast  settings  

Layer 2  networks  provide  broadcast  as  a  bas ic  functional i ty:  a  Layer 2  network i s  a  broadcast 
domain .  Mu l ticast fi l tering  i n  the  bridges  reduces  the  traffic by bu i l d i ng  mu l ticast zones;  see  
IEC TR  61 850-90-4.   

NOTE  Th is  i s  i n  contrast  to  Layer 3  networks  where  mu l ti cast  requ i res  subscri ption  e . g .  by I GMP.   

7.6.4.6  Ethernet Virtual  Local  Area  Network (VLAN)  

I EEE  802. 1 Q  speci fies  the  concept of VLAN  that a l l ows  mu l ti p lexing  several  d isti nct  Ethernet  
streams  over the  same  phys ica l  med ia.  To  th is  effect,  an  Ethernet frame receives  an  802 . 1 Q  
tag  (F igure  59).  F igure  59  shows  on l y one  802. 1 Q  tag ,  bu t  several  such  tags  may be  s tacked .   

 

Figure 59  – IEEE  802. 1 Q-tagged  Ethernet frame format 

VLAN  a l l ows  segregating  address  spaces  and  assign ing  each  address  space  a  priori ty.  Th is  
a l l ows  the  bri dges  to  l im i t the  broadcast domains.  The  configurator of the  bri dge  ports  i s  
responsib le  for the  separation  of the  address  spaces.  VLANs  do  not i ncrease  the  avai lable  
bandwid th  over trunks.  

A device  wi th  a  g i ven  VLAN  is  on l y able  to  commun icate  wi th  other devices  of the  same VLAN  
and  cannot i n terfere  wi th  other VLANs.  However,  some LANs  a l low end  devices  to  participate  
i n  several  VLANs  and  therefore  cannot ensure  fu l l  separation  of the  address  spaces,  
especial l y i f the  assignment of VLANs i s  au tomatic.  SCADA nodes,  for i nstance,  need  access  
to  a l l  VLANs.   

7.6.4.7  Use of VLANs  for remote addressing  over the  LAN  

Substations  can  communicate  d i rectl y over Layer 2 ,  e i ther us ing  s ing le  mode  fi ber or us ing  a  
WDM  channel .  The  arrangement of F igure  60  i s  wel l  su i ted  when  optica l  fi bers  connect 
d i rectl y the  substations  (e. g .  OPGW).  The  latency depends  on  the  traffic  i n  the  station  edge  

bridges,  wh i l e  the  l i nk delay is  wel l  control l ed  wi th  5  µs/km  plus  repeater delay ( i f repeaters  
are  present) .  GOOSE messages  can  be  exchanged  d i rectl y.   
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I n  th is  case,  VLANs  a l low separati ng  the  traffic  com ing  from  one  substation  from  the  l ocal l y 
generated  VLAN  traffic (F igure  60) .   

Such  a  d i rect connection  impl ies  that  the  eng ineering  on  a l l  s ides  ( there  can  be  more  than  two  
substations ,  e. g .  for te leprotection  i n  HV branches)  agree  on  the  VLANs.   

I n  F i gure  60,  the  traffic between  substations  and  the  traffic wi th in  a  substation  have  d i fferent  
VLAN  tags.  Node  X sends  data  to  substation  B  and  C  ( tagged  wi th  VID=5),  i ts  frames  are  
d istribu ted  i n  substation  B  and  C  to  a l l  devices  that  need  them .  By contrast,  the  traffic tagged  
wi th  VID=1  remains  wi th in  substation  A.  Th is  avoids  fl ood ing  a  substation  wi th  the  traffic  of 
other substations .  Mu l ti p le  separate  VLANs  can  be  used  between  substations  for d i fferent  
appl ications,  traffic  priori ti es  or scopes.  

The  connection  between  substations  can  present  loops  as  shown  in  F igure  60.  RSTP shou ld  
execu te  per substation ,  s ince  i t  wou ld  be  awkward  to  have  the  root bridge  of one  substation  
l ocated  i n  another substation .  I t  i s  therefore  necessary to  appl y another l oop  removal  protocol  
such  as  the  Mu l tip le  Rapid  Spann ing  Tree  Protocol  (MSTP)  [ I EEE  802. 1 Q-2005] .  MSTP is  
however not a  frequentl y used  protocol .  HSR can  be  used  i nstead .  Th is  shows a  l im i tation  of 
Ethernet when  appl ied  to  WAN  technology.   

 

Figure 60  – Di rect  Ethernet wi th  VLAN  in  substation-to-substation  transmission  

Another solu tion  is  to  carry Ethernet  traffic  as  an  overlay (tunnel )  over another network ( I P,  
SDH/SONET,  MPLS,  PBB,  etc. ) .  Th is  i s  what I EC TR 61 850-90-1  recommends  for tunnel i ng  
GOOSE  and  SMV and  I EC  TR  61 850-90-5  recommends  for tunnel ing  synchrophasor values  

over I P.   

I f the  tunnel  type  does  not preserve  the  Layer 2  header,  the  correspond ing  VLAN  identi fi ers  
may d i ffer i n  both  substations,  g i vi ng  the  network eng ineer more  freedom  (Figure  61 ).  The  
s i tuation  is  s im i lar when  the  Layer 2  packets  are  tunneled  over a  l i nk that does  not preserve  
the  VLAN  tags.   

I n  the  example  of F igure  61 ,  substation  A sends  the  GOOSE  messages  in tended  for 
substation  B  wi th  VID=1 2;  the  tunneler removes  the  tag ;  the  l ink between  the  substations  
forwards  the  un tagged  frames;  the  tunneler at  substation  B  retags  the  frames  wi th  VID=21 2.  
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Conversel y,  substation  B  sends  the  GOOSE messages  for substation  A tagged  as  21 2,  the  
tunneler of substation  A retags  them  to  VID  1 2 .   

 

Figure  61  – Substation-to-substation  Layer 2  transmission  tunneled  over IP  

The traffic to  be  carried  over the  tunnel  ( i n  e i ther d i rection)  shou ld  have  i ts  own  identi fi er.  The  
tags  can  be  mapped  i n to  MPLS  labels  (7 . 6 .9)  or I P  addresses  (7. 7. 1 . 2 . 4) ,  effecti vel y form ing  a  
tunnel  for GOOSE transm ission  (see  7. 1 1 . 2) .   

7.6.4.8  Ethernet redundancy 

7.6.4.8 .1  Redundancy methods  

Link-layer redundancy appl ies  exclus ivel y wi th in  a  Layer 2  mu l ticast domain .  I EC  61 850-8-1  
and  I EC  61 850-9-2  speci fy as  redundancy methods:  

7.6.4.8 .2  RSTP redundancy 

RSTP (7. 6. 4 .2)  i s  primari l y a  LAN  auto-configuration  protocol  (removal  of l oops)  and  
secondari l y a  redundancy protocol .  I EC 62439-1 : 201 0,  Clause  8  provides  methods  to  
ca lcu late  the  recovery delay depend ing  on  the  topology.  RSTP recovery de lays  are  i n  the  
order of 5  ms  per hop,  bu t i n  case  of fai l u re  of the  root node,  recovery can  take  up  to  
20  seconds.   

7.6.4.8.3  ERPS  redundancy 

Ethernet Ring  Protection  Swi tch ing  (ERPS)  is  a  configuration  and  recovery protocol  speci fi ed  
i n  I TU-T G. 8032.  I t  a l l ows  to  couple  rings  and  offers  a  recovery delay of l ess  than  50  ms.  
ERPS is  used  i n  Carrier Ethernet appl ications.  The  recovery scheme is  s im i lar to  7 . 6 . 2 . 6. 3,  
wi th  data  ci rcu lating  i n  one  ring  d i rection  and  con trol  frames  i n  the  opposi te  d i rection .   

7.6.4.8.4  PRP  

PRP (I EC 62439-3:––,  Clause  4)  a l l ows  operating  two LANs  in  para l le l  wi th  zero  swi tchover 
delay,  bu t  requ ires  a  fu l l  d upl ication  of the  LAN .  Th is  techn ique  is  appl icable  wi th in  
substations  and  ou ts ide  substations  (F igure  62).   
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Figure 62  – PRP structure  (with in  and  outside  a  substation)  

7.6.4.8.5  HSR 

HSR ( I EC  62439-3:––,  C lause  5)  uses  the  same principle  as  PRP to  offer zero  recovery de lay 
i n  a  ri ng  or i n  a  ring  of rings  network.  At the  same time,  i t  prevents  l oop  bu i l d i ng .  Th is  
techn ique  i s  appl icable  i n  the  Layer 2  of WANs  (F igure  63) .   

 

Figure 63  – HSR ring  connecting  substations  and  control  centre  

I n  HSR,  the  dupl icate  d iscard  al gori thm  considers  propagation  delays,  wh ich  amount  to  

5  µs/km  (wi thou t repeaters),  process ing  delays  (some 5  µs/node)  and  transm ission  delays  (at  

1 00  Mbi t/s,  the  m in imum  frame takes  6  µs  to  transm i t,  wh ich  corresponds  to  a  propagation  
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d istance  of 1 , 2  km).  I EC 62439-3  g i ves  a  gu idel i ne  to  d imension  the  dupl icate  d iscard  
a lgori thm .   

EXAMPLE  I n  a  ri ng  of 1 6  nodes  spaced  by 36  km ,  the  maximum  number of frames  i n  transi t  at  the  same  time  wi l l  
be  480  i n  a  1 00  Mbi t/s  network,  or 4  800  i n  a  1  Gbi t/s  network,  a l though  such  a  traffi c  i s  not  typical .  Wi th  a  

res idence  del ay of 5  µs  per node  i n  the  absence  of other traffi c,  the  delay between  A and  B  frames at  the  node  

next  to  the  sender i s  1 6  ×  (36  ×  5  +  5)  =  3  ms.   

7.6.4.9  Ethernet Classes  of Service  (CoS)  

Ethernet i s  a  PSN  subject to  unpred ictable  delays  i n  the  bri dges  as  stated  i n  5 . 2  and  therefore  
qual i ty of service  (cal l ed  CoS)  is  improved  by i n troducing  priori ti es  together wi th  the  VLAN  
mechan ism .   

NOTE  The  non-determ in i sm  due  to  the  CSMA/CD  does  not  exi st  anymore  wi th  swi tched  Ethernet,  bu t  the  non-
determ in i sm  due  to  packet queu ing  pers i sts .   

I EEE  802. 1 Q tags  provide  CoS  by g i ving  each  of the  4  094  possib le  VLANs a  priori ty from  0  
to  7 .  However,  CoS  does  not provide  bandwid th  reservation ,  a l though  some implementations  
may provide  i t.  Therefore,  Ethernet does  not provide  a  determ in istic  behavior s i nce  the  queue  
s i ze  i n  the  bri dges  and  the  generation  rate  is  not  th rottl ed .   

However,  when  a  TDM  (e. g .  E3)  l i nk carries  Ethernet  frames  (see  7. 6. 4. 1 2)  i t  provides  a  
determ in istic  l atency,  s ince  the  underl ying  channel  i s  determ in istic.  At  the  end  of that channel ,  
wi th in  the  Ethernet subnet,  th is  property gets  lost.    

Bridges  usual l y a l l ow traffic l im i tation  on  a  per-port  bas is  to  prevent  monopol i zation  of the  
bridge  by a  device  wi th  a  h i gh  generation  rate.   

Ethernet  does  not  have  a  resource  reservation  protocol .  Further developments  provide  
resource  reservation  through  OAM  (see  7 . 6. 6).  

7.6.4. 1 0  Ethernet securi ty 

7.6.4. 1 0. 1  MACsec 

Layer 2  confidentia l i ty and  au thentication  can  be  assured  by I EEE  802. 1 AE  (MACsec).  
MACsec provides  securi ty on  the  LAN  between  endpoin ts  and  the  bri dge  as  wel l  as  between  
the  bridges  themselves.   

MACsec cou ld  be  used  to  protect  Layer 2  protocols  such  a  GOOSE  ( I EC 61 850-8-1 ] ,  SMV 
(IEC 61 850-9-2]  and  I EC 61 588,  bu t  th is  has  not been  standard ized .  

NOTE  Frames  corrupted  by transm ission  errors  wi l l  be  rej ected  by the  FCS  checker and  wi l l  not  be  eval uated  for 
MACsec.   

The MACsec frame extends  the  Ethernet  frame by two fie l ds  (F igure  64) :  

•  Securi ty Tag ,  wh ich  is  an  extens ion  of the  EtherType  

•  Au then tication  Code  
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Figure 64 – MACsec frame  format 

MACsec does  not  provide  key management and  does  not  establ ish  secure  associations;  th is  
i s  delegated  to  I EEE  802. 1 X.  Latest MACsec based  implementations  overcome the  former 
defici ts  (e. g .  the  restriction  to  poin t-to-poin t appl i cations)  and  a l l ow service-aware  encryption  
schemes  across  non-MACsec aware  networks.  Combin ing  Layer 2  encryption  wi th  PTP / I EEE  
1 588v2  i s  demand ing  and  on l y poss ib le  wi th  optim ized  hardware  implementations.  

7.6.4.1 0.2  IEEE  802. 1 X 

To support user au thentication ,  substation  bri dges  may provide  port based  network control  
us ing  I EEE  802. 1 X.   

I EEE  802. 1 X a l lows  authen ticating  user access  wi th in  a  substation  on  des ignated  user access  
port(s)  by username/password .   

The  securi ty l evel  of I EEE  802 . 1 X-based  access  con trol  depends  on  i ts  Extended  
Authen tication  Protocol  (EAP)  used .  Typica l  au thentication  mechan isms used  i n  the  context of 
th is  protocol  are  EAP-TLS,  EAP-MD5 or EAP-IKEv2.  

To  th is  effect,  I EEE  802. 1 X speci fies  encapsu lation  mechan isms for the  transport  of:  

•  EAP [RFC 3748] ,   

•  EAP over LAN  (EAPoL)  and   

•  EAP over PPP.  

F igu re  65  shows  the  I EEE  802. 1 X mechan ism  in  a  scenario  i n  wh ich  an  eng ineering  station  
connects  to  a  substation -i n ternal  bri dge  us ing  an  au thentication  server i n  the  network control  
cen tre.  
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Figure 65  – IEEE  802. 1 X principle  

IEEE  802. 1 X cons ist  of three  actors  (F igure  65) :  

a)  Suppl ican t:  software  component on  the  device  or cl ien t mach ine  used  to  request  network 
access  

b)  Authen ticator:  the  network node,  typica l l y a  swi tch  (e. g .  i n  the  substation  au tomation  
network)  wh ich  is  p laced  between  the  suppl ican t and  the  au then tication  server 

c)  Authen tication  server:  a  server wh ich  receives  an  au then tication  request and  va l i dates  i t  
against  an  au thentication  system .  Typical l y an  au thentication  server based  on  Remote  
Authen tication  D ia l  I n  User Service  (RADIUS),  a  protocol  that provides  centra l i zed  
“Authen tication ,  Authorization ,  and  Accounting”  (AAA)  management for users  and  devices  
that connect  and  use  a  network resource.  

7.6.4.1 1  Ethernet OAM  

Ethernet OAM  is  described  in  I EEE  802 . 1 ag  and  I TU-T  Y. 1 731 ,  a l l owing  checking  the  
connectivi ty of the  network.  Ethernet OAM  has  been  extended  in  Metro  Ethernet (see  7. 1 3).   

Ethernet uses  services  of the  network l ayer to  transport OAM  obj ects .   

For s imple  configuration  of the  bri dges,  SNMP can  be  used  wi th  ded icated  M IBs,  often  
depend ing  on  the  manufacturer.   

I EC TR  61 850-90-4  a l lows  to  configure  bridges  and  supervise  the  basic function  of the  
network through  I EC  61 850  objects .  

NOTE  The  obj ects  of I EC TR  61 850-90-4  wi l l  be  moved  to  I EC 61 850-7-4.   
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7.6.4.1 2  Ethernet for substation  to  substation  commun ication  

Ethernet i s  the  backbone  of commun ication  wi th in  the  substation  (especia l l y GOOSE,  SMV 
and  IEC 61 588);  i t  can  a l so  carry the  traffic ou ts ide  of the  substation ,  us ing  the  same type  of 
bridges  as  wi th in  the  substation .  The  bri dges  are  l ocated  wi th in  the  substation .  Repeaters  or 
bridges  may a lso  be  l ocated  at i n termed iate  prem ises.  Ethernet i s  a  conven ient  l i nk for l im i ted  
substation-to-substation  communication  accord ing  to  I EC TR  61 850-90-1 ,  a lso  when  more  

than  two substations  are  connected ,  e . g .  for a  h i gh-vol tage  fork (Figure  66) .   

To  add  redundancy to  th is  topology,  methods  such  as  in  7 . 6. 4. 8  appl y.  Mu l ticast fi l tering  or 
VLANs  l im i t  the  traffic  to  where  i t  i s  needed .  Broadcast i s  poss i b le,  e . g .  for time 
synchron ization   

 

Figure 66  – Ethernet for substation-to-substation  communication  

This  solu tion  i s  su i table  for l ocal  commun ication ,  bu t  not for a  WAN  that has  to  carry d i verse  
traffic.  To  th is  purpose,  Carrier Ethernet (7. 6. 6) ,  PBB  (7. 6. 8)  and  MPLS  (7 . 6. 9)  are  natura l  
developments.  

7.6.5  Ethernet over TDM  

Overla id  Ethernet emu lates  an  Ethernet channel  over a  TDM  transport.  O lder system  sent  
Ethernet  frames  over a  s i ng le  voice  channel ,  for i nstance  over I SDN  or another 64  kbi t/s  
connection  wi th  the  Poin t-to-Poin t Protocol  (PPP)  [RFC 1 661 ] .   

F i tti ng  a  1 00  Mbi t/s  Fast Ethernet connection  i nside  a  1 55  Mbi t/s  STS-3c / STM-1  wastes  
bandwid th .  For h igher speed  and  better bandwid th  efficiency of TDM,  New Generation  
SDH/SONET (see  7 . 6 . 2. 7)  offers  services  by grouping  several  voice  channels  us i ng :  

•  Generic  Fram ing  Procedure  (GFP)  [G . 7041 ] ;  

•  L ink Capaci ty Ad justment Scheme (LCAS)  [G .7042]  and   

•  Vi rtua l  Concatenation  (VCAT)  [G . 7043] .   

The  ass ignment of a  number of VC-x to  an  Ethernet l i nk guarantees  fu l l  bandwid th  for th is  
service,  wi th  no  Ethernet queueing  delays.  Other Ethernet or SDH/SONET channels  do  not  
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have  an  impact on  a l ready provis ioned  services,  as  they wi l l  use  another set of VC-x 
con tainers.   

The  protocols  VCAT and  LCAS  al l ow to  change/adapt  the  ass igned  bandwid th  to  the  Ethernet 
service  ‘on  the  fl y’  wi thou t i n terruption  of the  traffic.   

Table  37  shows  the  d i fferences  in  mapping  Ethernet based  payloads  i n  SDH /SONET and  the  
efficiency i ncrease  us ing  Next Generation  SDH  /  SONET wi th  VCAT.  

Table  37  – Payload  mapping  using  SDH/SONET and  Next Generation  SDH/SONET 

Service  SDH  /  SONET 
Payload  

Bandwidth  
effi ciency 

SDH  /  SONET 
Payload  using  

VCAT 

Bandwidth  
effi ciency using  

VCAT 

Ethernet 1 0  Mbi t/s  STS-1  /  STM-1  20  %  VT2-5v 
VC1 2-5v 

98  %  

Fast  Ethernet  
1 00  Mbi t/s  

STS-1  /  STM-1  67  %  STS-1 -2v 

VC3-2v 

1 00  %  

G igabi t  E thernet,  
F iber Channel ,  
F I CON  

STS-48  /  STM-64  42  %  STS-3c-7v 

VC4-7v 

95  %  

F ICON  Express  STM-64  84  %  STS-3c-1 3v 

VC4-1 3v 

99  %  

 

Ethernet  over SDH  (EoSDH)  and  Ethernet  over SONET (EoSONET)  traffic  can  make use  of 
the  d i fferen t fast SDH  redundancy swi tch ing  mechan isms (see  7. 6. 2 .6) ,  bu t can  a lso  use  the  
LCAS  protocol  to  susta in  the  Ethernet traffic  (F igure  67).  

 

Figure 67  – Packets  over TDM  

They offer as  a  bas ic  rate  that of STS-3c/STM-1  at  1 55  520  Mbi t/s  (usefu l  bandwid th  
1 49  760  Mbi t/s)  when  removing  section ,  l i ne  and  path  overhead .  EoSDH  offers  nxVC1 2  
(nx2Mbi t/s)  granu lari ty,  bu t  a lso  nxVC3  or nxVC4.   

Modern  SDH/SONET mu l tip lexers  i nclude  EoSDH/EoSONET modu les  wi th  i n tegrated  
swi tch ing  functional i ty,  thus  offering  Layer 2  services  d i rectl y on  the  mu l ti p lexer.  

IP  traffic  may be  forwarded  over SDH/SONET (Layer 3  over Layer 2) ,  ca l l ed  “Packet over 
SDH”  (POS)  [RFC 261 5] .   

7.6.6  Carrier Ethernet  

7.6.6.1  Carrier Ethernet principle  

Carrier Ethernet i s  the  extension  of Ethernet to  Metropol i tan  Area  Networks  (MAN)  and  WANs.  
I t  evolved  from  Ethernet and  particu larl y from  the  802. 1 Q  VLAN  concept.  The  in ten tion  was  to  
use  the  Ethernet phys ical  l ayer and  frame format as  a  base  and  to  use  VLAN  tags  as  labels  to  
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traverse  a  metropol i tan  network.  I t  has  been  promoted  by the  Metro  Ethernet Forum  (MEF)  
[1 1 ] .  

MEF,  I ETF  and  I TU-T  developed  the  speci fications  ([1 1 ]  to  [34 ] ) .  New features  depart  from  the  
classical  “swi tched  Ethernet” ,  i n  particu lar the  concept of Qual i ty of Service  and  features  that 
a l l ow a  better scalabi l i ty.  Carrier Ethernet uses  OAM  services  of Layer 3  and  Layer 4 .   

7.6.6.2  Carrier Ethernet QoS  

The MEF  developed  gu ide l i nes  to  deploy Ethernet  as  a  WAN  (Metro-Ethernet).  MEF  ca l l s  the  
i n terface  to  Carrier Ethernet “User Network I n terface”  (UN I ).   

The  MEF  defines  classes  of traffic  that can  serve  to  define  a  SLA [32] :   

•  Committed  I n formation  Rate  (CIR) :  average  rate  up  to  wh ich  “green”  frames  are  del ivered .  

•  Committed  Burst S ize  (CBS):  maximum  number of octets  that comply wi th  CIR 

•  Excess  I n formation  rate  (E IR):  average  rate  at  wh ich  frames  exceed ing  CIR (“ye l low”  
frames)  are  adm i tted  

•  Excess  Burst  S ize  (EBS):  maximum  number of octets  that comply wi th  EIR.  

To  reserve  bandwid th ,  a  token  bucket a lgori thm  keeps  track of the  traffic.  I ts  implementation  
is  speci fic of the  bri dge  manufacturer and  requ i res  configuration  tools  to  reserve  bandwid th  
statica l l y,  i n  con trast to  RSVP (see  7. 7 . 2 .3) .   

Th is  on l y works  i f a l l  sources  l im i t their production  rate.  To  enforce  th is,  ports  may be  
equ ipped  wi th  rate  l im i tation .   

7.6.6.3  Carrier Ethernet services  

MEF defines  three  services  over Carrier Ethernet  as:  

•  E- l ine  emu lates  a  poin t-to-poin t  l i ne,  cf.  VPWS in  0.  

•  E-tree  emu lates  a  poin t to  mu l tipoin t  communication .   

•  E-LAN  emu lates  a  mu l tipoin t to  mu l ti poin t commun ication  (see  VPLS  i n  0)  

7.6.6.4  Carrier Ethernet summary 

Table  38  summarizes  the  Carrier Ethernet characteristics.  
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Table  38  – Carrier Ethernet summary 

Feature  Comment 

Acceptance  Wel l  known  and  understood ,  wi despread  use  i n  LANs  

Bandwid th  
effi ciency 

Packet-swi tch ing  makes  effi cien t  use  of bandwid th  on  the  acti ve  l i nks .  

To  resolve  l oops  i n  meshed  networks,  E thernet uses  RSTP  (7 . 6. 4 . 2),  wh ich  b l ocks  the  
unused  l i nks.  These  l i nks  cannot  be  used  to  share  l oad .  

Forward ing  Layer 2  forward i ng  i s  s imple.  

E thernet forwards  traffi c  on  the  base  of the  48-bi t  MAC add resses.   

Layer 2  forward i ng  i s  not  expl i ci t  s i nce  Ethernet fl oods  the  network,  l eavi ng  i t  to  the  
bri dges  to  fi l ter ou t  the  packets  after a  l earn i ng  phase  (7. 6. 4. 3).   

Traffi c  eng ineering  MAC add resses  cannot serve  to  bund le  traffi c  and  l im i t  traffi c  reg ions.   

VLAN  tags  i n  con juncti on  wi th  VLAN  bri dge  confi guration  and  Mu l ti p l e  Spann ing  Tree  
Protocol  (MSTP)  a l l ows  segmenting  the  network.   

Confi gu ration  RSTP  and  HSR can  be  used  to  remove  l oop  au tomatical l y  

QoS  i s  eng i neered  i n  the  bri d ges  (VLANs,  802. 1 Q tags).  

Recovery Zero-recovery time  wi th  PRP  and  HSR at  the  cost  of add i ti onal  hardware.  

E thernet  Ri ng  Protection  Swi tch ing  (ERPS,  G . 8032]  provides  on l y a  50  ms  swi tchover 
l atency.   

5  ms  / hop  recovery de lay wi th  RSTP  (7. 6. 4. 2),  bu t  up  to  20  s  i n  case  of root  bri dge  
fa i l u re  

Latency and  j i tter Stati sti cal  va l ue,  depends  on  traffi c,  technology and  priori ti es,  packet path  vary 

VPN  L2VPN  Q- in -Q  

Appl i cation  Smal l  to  med ium-sized  networks  

 

7.6.7  Audio-Video  Bridg ing  

Ethernet  i s  s ti l l  an  evolving  technology.  I EEE  is  working  on  Time  Sensi ti ve  Networks  for 
transm ission  of time-cri ti cal  data.  Th is  work was  formerl y ca l l ed  Aud io/Video Bridg ing  and  
encompasses  several  I EEE  standards  such  as  I EEE  802 . 1 AS  (Tim ing  and  Synchron ization),  
I EEE  802. 1 Qat (Stream  Reservation  Protocol )  and  I EEE  802. 1 BA Aud io  Video  Bridg ing .  Th is  
work cou ld  i n fl uence Carrier Ethernet.   

7.6.8  Provider Backbone  Bridge (PBB)  

7.6.8 .1  General  

PBB is  a  Carrier Ethernet technology wi th  improved  scalabi l i ty and  redundancy,  wh ich  a l lows  
coupl ing  several  LANs,  each  wi th  i ts  VLAN  tagg ing ,  wh i le  preserving  the  VLAN  tags  from  end  
to  end .   

A PBB  network may be  eng ineered  wi th  PBB-TE  ( I EEE  802. 1 Qay-2009)  to  al l ocate  fixed  
paths  and  ensure  a  pred icable  route.   

Wh i le  PBB  had  a  prom ising  s tart,  i t  l acks  support  and  cou ld  not impose i tsel f.  I t  i s  therefore  
not  recommended  for fu ture  developments .  I t  i s  d isp laced  i n  favor of MPLS  (7 .6 . 9).  S ince  a  
number of u ti l i ties  sti l l  use  PBB,  especia l l y i n  Japan ,  a  brief description  fol l ows  in   

7.6.8.2  PBB principle  

The PBB  concept evolved  from  the  i n troduction  of Ethernet for metro  networks.  Nortel  created  
PBB  to  overcome the  scalabi l i ty l im i tations  that  h inders  the  use  of LANs  as  WANs:  l im i ted  
number of VLANs  (4  094),  resolu tion  of the  48-b i t  MAC addresses  and  hand l i ng  of broadcast 
packets  s torms  that  affect th roughpu t.  The  bas ic  i dea  is  to  use  I EEE  802. 1 Q  VLAN  tags  to  
rou te  packets  rather than  re l y on  I P  addresses  or MAC fi l teri ng .  
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PBB  ( I EEE  802. 1 ah-2008)  a lso  known  as  MAC-in-MAC,  i s  an  extension  of Ethernet that  
a l l ows  Ethernet LANs  to  be  coupled  h ierarch ical l y i n to  a  WAN,  by taking  advantage  of the  
IEEE  802. 1 ad  (Q-in-Q)  techn ique.   

F i gu re  68  shows  a  LAN  h ierarchy i n  wh ich  several  I EEE  802. 1 Q-based  substation  LANs  are  
aggregated  by I EEE  802. 1 ad  (Q-in-Q)  LANs,  themselves  i n terconnected  by an  I EEE  802. 1 ah-
(PBB)  wide-area  network.  I EEE  802. 1 ah-capable  networks  carry commun ications  between  
IEEE  802. 1 ad  networks.  

 

Figure 68  – IEEE  802. 1 Q/ad/ah  network configuration  

The advantages  are:   

•  More  than  4  094  VLANs  avai l able  network-wide;  

•  Arb i trary VLAN  identi fi ers  ass igned  i n  any I EEE  802. 1 ad  network;  

•  Communications  between  VLANs  be long ing  to  each  I EEE  802. 1 ad  network wi th  d i fferen t 
VLAN  i den ti fiers  avai l able  through  an  I EEE  802. 1 ah  network.  

7.6.8.3  Use case:  PBB appl ication  to  power u ti l i ty (EPDC)  

For power system  appl ications,  PBB  seems  attractive  s i nce  i t  can  eas i l y i n terconnect  several  
substation  LANs,  each  of wh ich  has  i ts  own  VLAN  tagg ing ,  wh i le  preserving  the  VLAN  tags  
from  end  to  end .   

F i gu re  69  shows a  use  case  of a  PBB network for a  fau l t  locator (FL)  system  for HVDC 
submarine  cables  and  overhead  l i nes  i n  EPDC,  J apan .   

The  FL  system  needs  s i ng le  segment Layer 2  network at four s i tes.  The  PBB  network can  
provide  the  VLAN  for FL  at  several  s tations.  S ince  the  PBB  is  based  on  Layer 2  network 
technology,  i t  i s  eas ier to  configure  and  operate  the  network than  Layer 3  or MPLS network.   
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The  PBB equ ipment has  advantages  of h i gher avai l abi l i ty and  l ower cost than  Layer 3  
equ ipment.  I n  the  fu tu re,  other VLANs  wi l l  be  added  to  th is  network sharing  the  Layer 1 .   

S ince  the  bandwid th  of Layer 1 ,  especia l l y m icrowave path ,  i s  l im i ted ,  i t  i s  necessary to  
con trol  QoS  i n  th is  network.   

I n  add i tion ,  PB  networks  wi l l  be  i nsta l l ed  in  other areas  of EPDC,  and  they wi l l  be  
i n terconnected  by I EEE  802. 1 ah  network i n  the  fu ture.  Other advantages  of PBB  include  
enough  scalabi l i ty for a  l arge  number of VLANs  and  fast path  swi tch ing  by us ing  RSTP.  

 

Figure 69  – Case of IEEE 802. 1 Q/ad  network for u ti l i ty  

7.6.9  Mu ltiprotocol  Label  Swi tch ing  (MPLS)  

7.6.9 .1  MPLS principles  

MPLS  merges  the  d ynam ic,  connection less  rou ting  of packets  of Ethernet wi th  the  connection-
orien ted ,  time  d i vis ion  mu l tiplex rou ting  of the  classical  ci rcu i t-swi tched  te lephone  networks 
PDH/SDH/SONET.   

MPLS  was  i n  201 5  the  emerg ing  technology for new deployments  i n  WAN  u ti l i ty 
communication .   

MPLS  a l lows  mu l ti -service  transport over a  wide  variety of Layer 1  and  Layer 2  technolog ies  
(fiber,  copper,  wi re less,  power l ine  carrier,  e tc. ) ,  and  supports  the  consol i dation  of networks 
on to  a  common  i n frastructure.   

MPLS  inheri ts  from  SDH/SONET i n  that i t  i s  a  connection -orien ted  protocol .  

MPLS  i nheri ts  from  Carrier Ethernet  i n  that  i t  u ses  the  Ethernet phys ical  l ayer and  frame 
format as  a  base.  The  rou ting  i tsel f bases  on  l abels  i nserted  between  the  Layer 2  – and  the  
Layer 3  headers  hence  the  name “Layer 2 , 5”  (see  F igure  71  for an  example).   
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MPLS i nheri ts  from  I P  in  that  i t  i s  a  packet transport networking .  I n  an  MPLS network,  packets  
are  tagged  wi th  l abels  (s im i l ar to  VLAN  tags) .  I P  addresses  are  on l y used  during  connection  
establ ishment for setting  up  the  path .   

The  routers  i n  the  MPLS  network decide  how to  forward  packets  sole l y on  the  con ten t of 
these  l abels,  not on  the  base  I P  network add resses  or any other packet  data.   

7.6.9.2  MPLS architecture  

The typical  components  of a  MPLS  network comprise  (F igure  70) :  

•  Access  Rou ter (AR)  at the  Customer Edge  (CE):  a  cl assical  I P  router where  the  customer 
networks  connect to  the  MPLS  network over a  l i nk wi th  I P  frames.  

•  Label  Edge  Rou ter (LER)  at  the  Provider Edge  (PE):  the  router that i nserts  and  removes  
MPLS  labels  and  sets  up  the  rou te.  Several  streams  can  en ter the  LER,  not  on l y I P.  

•  Label  Swi tch ing  Rou ter (LSR)  wi th in  the  provider domain  (P):  routers  wi th in  the  MPLS 
core  network that forward  MPLS-label l ed  packets .  

NOTE  I n  a  u ti l i ty WAN,  wi th  no  cl ear demarcation  l i ne  between  provi der and  customer,  PE  and  CE  functiona l i ty  
are  often  agg regated  i n  the  same  SEN .  The  same device  can  implement  a l l  th ree  functions:  CE,  LER and  LSR.   

A Label -Swi tched  Path  (LSP)  i s  a  path  through  an  MPLS  network,  from  LER to  LER.  The  path  
starts  and  ends  at  the  LER.  Al ternative l y,  redundant  paths  can  be  set up  as  back up.   

 

Figure  70  – Basic  MPLS  archi tecture  

To ach ieve  th is,  MPLS  opens  a  connection  from  end-to-end  (vi rtua l  ci rcu i ts  or LSP).   

7.6.9.3  MPLS transport  over Ethernet 

MPLS  frame format as  shown  i n  F igure  71  bases  on  Ethernet frames  i n  wh ich  label  fie l d  
replace  the  VLAN  tags  between  the  Layer 2  header (MAC)  and  the  Layer 3  ( I P)  header.  As  for 
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VLANs  in  Q- in-Q,  there  can  be  several  s tacked  l abels,  normal l y two,  one  for packet  
forward ing  and  one  for the  service;  management traffic i n  I P/MPLS  has  no  l abel .   

 

Figure 71  – Example  of MPLS frame format with  IPv4 payload  

7.6.9.4  MPLS Services  

MPLS  networks  MPLS supports  the  fol l owing  connectivi ty:   

•  Poin t to  Poin t  (P2P)  – exactl y two  end  poin ts  are  connected  

•  Poin t  to  Mu l tipoin t  (P2MP)  – mu l ticast  from  one  source  (root node)  to  mu l tip le  desti nations  
( l eaf nodes)  

•  Mu l tipoin t to  Mu l tipoin t  (MP2MP):  mu l ticast from  several  sources  over the  same LSP.   

MPLS  offers  services  based  on  th is  connectivi ty:  

•  Vi rtua l  Private  Wire  Service  (VPWS):  Layer 2  P2P  service  

•  Vi rtua l  Private  LAN  Service  (VPLS):  Layer 2  P2MP service  

•  Vi rtua l  Private  Network Layer 3  (L3VPN):  Layer 3  service.   

These  services  wi l l  be  described  i n  more  detai l  i n  7. 1 1 .  

7.6.9 .5  MPLS bu i ld ing  blocks  

Figure  72  depicts  the  main  bu i l d i ng  b locks  of MPLS.  MPLS re l i es  on  auxi l iary services  ( in  
particu lar QoS,  OAM  and  TE).  

NOTE  The  E thernet frames  appear at  two  l ayers:  once  as  a  transport  for MPLS,  once  as  a  transported  service.   
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Figure 72  – MPLS bu i ld ing  b locks  

7.6.9.6  MPLS QoS  

MPLS  is  a  PSN  and  therefore  presen ts  a  non -determ in istic  l atency as  expla ined  in  5. 2 .  
Therefore,  i t  needs  QoS  to  g i ve  time-cri tical  data  a  h i gher priori ty.   

MPLS  QoS  enables  d i fferen tiated  types  of service  across  an  MPLS  network based  on  network 
adm in istration .  D i fferentiated  services  meet a  wide  range  of requ i rements  by supplying  for 
each  transm itted  packet  the  service  speci fied  for that packet by i ts  QoS,  us ing  the  same 
methods  as  D i ffServ i n  I P  (7 . 7 . 2. 4).  

I n  a  MPLS  network,  cl assi fication  and  marking  bases  on  the  EXP  fi e ld  [RFC 5642] ,  wh ich  
stands  for “experimen tal ”  b i ts  i n  the  MPLS  label  used  to  i nd icate  QoS.  Rou ters  use  the  EXP 
fie ld  wi th in  the  MPLS  label  to  apply QoS  to  the  traffic.  

NOTE  I n  a  MPLS  network,  the  LSRs  do  not  use  the  I P  header i n  the  forward ing  process.  

7.6.9.7  MPLS OAM  

MPLS  OAM  provides  remote  mon i toring ,  detection ,  and  resolu tion  of path  errors  on  a  MPLS  
based  network.  MPLS OAM  provides  capabi l i t i es  to  LSPs  and  i solates  MPLS forward ing  
problems to  ass ist wi th  fau l t  detection  and  troubleshooting  i n  an  MPLS  network.   
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7.6.9.8  MPLS TE  

Traffic Eng ineering  a l l ows  setti ng  up  the  MPLS  network.  To  th is  effect,  the  network eng ineer 
configures  the  d i fferen t LSR and  LER.   

7.6.9.9  Use Case:  MPLS  appl ication  in  u ti l i ty automation  

Figu re  73  depicts  a  general i zed  arch i tecture  i n  wh ich  an  MPLS network establ ishes  WAN  
communication  between  the  main  components  of a  power system .  I t  addresses  the  main  use  
cases:  

•  Substation-to-Substation  ( IEC TR  61 850-90-1 ) :  mu l tip le  substations  can  be  connected  
over a  mu l ti -service  MPLS i n frastructure  (the  i n tra-substation  network cons isti ng  of station  
bus  and  process  bus  has  no  routing ).   

•  Substation-to-Control  Cen tre  ( I EC  TR  61 850-90-2):  the  fi gure  con tains  primary and  a  
secondary con trol  cen tre.  

•  Remote  eng ineering  use  cases  are  covered  i nherentl y.  

 

Figure 73  – MPLS network arch i tecture  for u ti l i ties  
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7.6.9.1 0  MPLS variants  

7.6.9.1 0. 1  General  

There  exist  two  varian ts  of MPLS,  I P/MPLS  and  MPLS-TP,  wh ich  d i ffer in  the  method  used  to  
establ ish  LSPs  and  wh ich  are  compatib le  to  a  certa in  extent:   

•  I P/MPLS  uses  rou ti ng  and  l abel  d istribution  protocols  to  set the  labels  i n  d i fferent  rou ters :  

– Label  D istribu tion  Protocol  (LDP);   

– Resource  Reservation  Protocol  – Traffic Eng ineering  (RSVP-TE);   

– Border Gateway Protocol  (BGP);  or  

–  Constra in t-based  Routing  Label  D istribu tion  Protocol ,  wh ich  has  been  d isp laced  by 
RSVP-TE.  

•  MPLS-TP uses  s tatic LSPs,  wh ich  are  setup  by the  operator th rough  network management,  
s im i l arl y to  what  i s  done  i n  SDH /SONET vi rtual  ci rcu i ts .   

F igu re  74  shows  the  d i fferences  and  the  overlapping  features.   

 

Figure  74 – IP/MPLS and  MPLS-TP features  

7.6.9. 1 0.2  IP/MPLS 

The orig inal  MPLS  is  termed  I P/MPLS.  A comprehensive  protocol  su i te  a l l ows  automatic  
configuration  of the  network through  I P  rou ti ng  protocols  and  l abel  d istribu tion  protocols.  The  
LSRs  establ ish  the  rou tes  based  on  the  I P  addresses  and  rou ting  protocols  such  as  BGP  and  
d istribu te  th is  i n formation  to  the  LSR us ing  the  LDP.  

MPLS-TE  (for Traffic  Eng ineering)  a l l ows  con trol l ing  where  and  how traffic  i s  routed  on  the  
network.  TE  a l lows  manag ing  capaci ty,  priori ti zing  d i fferen t services,  and  preventing  
congestion  in  the  network.   

I P/MPLS  a l l ows  mu l ti poin t-to-mu l tipoin t communication .   

The  main  speci fics  and  capabi l i ties  of MPLS are  summarized  in  Table  39.  
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Table  39  – IP/MPLS characteristics  

Data  plane  P2P,  P2MP  /  MP2MP  

LSP  forward ing  

ECMP (Equa l -cost  mu l ti -path  rou ti ng)  

Control  pl ane  Dynam ic,  by BGP  and  LDP  

OAM  (Operations,  
Admin istration ,  
and  Maintenance)  

Based  on  LSP  P ing ,  Trace  Rou te,  Trace  Tree  

Resi l iency 50  ms  swi tchover (recovery)  

Li nk/Node  and  path  redundancy wi th  Traffi c  Eng i neeri ng  (TE)—Fast Reroute  (FRR)  Li nk 
and  Node  redundancy 

Li nk/Node  redundancy wi th  Free  Al ternate  Fast  Reroute  

”1 : 1  protection ”  provides  acti ve  /  s tandby redundancy by two d i fferent  paths  to  overcome 
l i nk or rou ter fa i l u re.  I n  con trast  to  restoration ,  the  recovery path  i s  pre-computed .   

Traffic  eng ineering  Bandwid th  reservation  wi th  RSVP-TE,  adverti sed  by the  IGP  and  main tai ned  i n  the  TE  
database  s tored  on  each  node  

Services  VPWS (poi n t-to-poin t) ,   
VPLS  (mu l ti cast)  and   
VPMS  (Vi rtual  Pri vate  Mu l ti cast  Service)  

 

7.6.9. 1 0.3   MPLS-TP  

MPLS-TP is  a  subset of the  I P/MPLS protocol ,  wi th  a  focus  on  provid ing  typica l  transport-type  
functions,  developed  j o i n tl y by I ETF  and  I TU -T,  and  standard ized  as  RFC  5921 .  

MPLS-TP uses  static  provis ion ing  under con trol  of the  operator th rough  network management 
to  establ ish  connections  and  reserve  bandwid th  at  each  hop.   

MPLS-TP offers  pred ictable  path  redundancy for normal  operation  and  recovery.   

Table  40  conta ins  the  bas ic  characteristics  of MPLS-TP;  F igure  75  shows  the  bas ic  
arch i tecture.  
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Table  40  – MPLS-TP characteristics  

Data  plane  P2P,  P2MP  (no  MP2MP)  

B id i recti ona l  P2P  and  un i d i rectiona l  P2MP  LSP  (no  LSP  merg ing)  

I n -band  associated  channel  (G -Ach  /  GAL)  

Co-routed  (same  forward  and  reverse  paths  fol l owi ng  exactl y the  same  nodes)  

LSP  contained  wi th i n  a  tunnel  acti ng  as  a  con tainer for LSP  

Control  pl ane  Stati c;  does  not  need  MPLS  control  p l ane  capabi l i t i es  

Enabl es  the  management  p l ane  to  set  up  LSPs  manual l y  

Dynam ic ( i n  GMPLS)  

OAM  Ded icated ,  I n -band  OAM  channel  (Generic  Associated  Channel  (G -ACh))  wh ich  enables  a  
ri ch  set  of OAM  featu res  

Guaranteed  resources  for management  

Con ti nu i ty check,  remote  defect  i nd ication  

Connecti vi ty veri fi cation  and  rou te  traci ng  

Fau l t  OAM  (e. g .  MPLS  Lock Report)  

Performance  management  

OAM  does  not  need  any I P  l ayer functi ona l i ti es  

Resi l iency/Fau l t 
tolerance  

50  ms  swi tchover (recovery)   

Path  (Li near)  fau l t  to l erance  – 1 : 1 ,  1 +1 ,  1 : N  

Ring  fau l t  to l erance  

Services  VPWS (poin t-to-poin t)  and  VPLS  (mu l ti cast) .  

 

 

Figure 75  – MPLS-TP  redundant routing  
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7.6.9.1 0.4  MPLS summary 

Table  41  summarizes  MPLS.  

Table  41  – MPLS summary 

Featu re  Comments  

Acceptance  I ncreasi ng  use  i n  carri er and  te lecom  networks  

Bandwid th  
effi ciency 

Packet-swi tch ing ,  effi cien t  l abe l  swi tch i ng  

Rou ti ng  Rou ti ng  uses  the  I P  protocols  ( I P/MPLS)  or traffi c  eng i neering  (MPLS-TE,  MPLS-TP)  

When  rou ti ng  i s  done  by traffi c  eng i neeri ng ,  scalab i l i ty su ffers  

Traffic  
eng i neeri ng  

Requ i red  for pred ictabl e  rou ti ng  

Confi gu ration  Via  rou ti ng  protocols  or vi a  management  

Recovery 50  ms  recovery time  (1 +1  mode  i n  MPLS/TP,  FRR i n  I P/MPLS)  

Latency and  j i tter S tati s ti cal  va l ue  wh ich  depends  on  traffi c,  technology and  pri ori ti es.   
Rou te  can  be  determ in i sti c  and  congruent  

VPN  L2VPN  or L3VPN  necessary for operation .  Confi gu ri ng  VPWS and  VPLS  i s  a  manual  
operati on  

Appl ication  Med ium  (MPLS-TP)  to  l arge  networks  ( I P/MPLS)  – transport  of any service  (TDM,  voice,  
etc. )  

 

7.7  Layer 3  (network)  technolog ies  

7.7. 1  In ternet Protocol  ( IP)  

7.7. 1 . 1  General  

Layer 3  communications  such  as  I P  involve  packet swi tch ing  and  rou ti ng .  They re l y on  
Layer 2  communication .   

NOTE  OSI  Layer 3  protocols  such  as  I SO 8208  /  I SO  8473,  or I TU  protocols  such  as  X25  on l y have  h i stori cal  
s tatus;  they are  ou t-of-scope.   

With in  a  substation ,  many protocols  re l y on  I P,  the  orig in  and  fi nal  nodes  be ing  i denti fied  by 
the ir I P  address.   

However,  there  i s  normal l y no  Layer 3  rou ter wi th in  a  substation ;  forward ing  is  l eft  to  the  
Ethernet bridges.  Outs ide  of the  substation ,  Layer 3  rou ters  are  the  ru le.  

NOTE  Clauses  7 . 7 . 1 . 2  and  7. 7 . 1 . 3  have  been  i n heri ted  from  I EC  TR  62357-200  and  wi l l  be  main tained  i n  th i s  TR 
on l y,  so  th i s  document wi l l  be  the  fu tu re  reference.   

7.7. 1 .2  IP  version  4 ( IPv4)  

7.7. 1 .2 .1  IPv4 Orig in  

I P  vers ion  4  ( I Pv4)  [RFC 0791 ]  has  been  the  base  for the  I n ternet s i nce  1 980  and  i t  i s  sti l l  the  
most widel y used  network protocol  i n  201 5.  I ts  main  characteristics  are:  

•  I Pv4  is  connection less,  i . e.  rou ters  reta in  no  knowledge  of previous  messages;  

•  I Pv4  operates  wi th  32-b i t  network source  and  desti nation  address.  

•  I Pv4  is  supported  by a  su i te  of routing  protocols.  
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7.7. 1 .2 .2  IPv4 mapping  to  Ethernet 

RFC 0894  defines  the  mapping  of I Pv4  to  Ethernet frames.  The  Layer 3  header comes  j ust  
after the  Layer 2  header i n  an  Ethernet frame (see  F igure  76).   

NOTE  GOOSE  and  SMV frames  do  not  carry a  network header wi th i n  a  substati on ,  bu t  often  an  I EEE  802. 1  Q  tag .   

 

Figure 76  – Ethernet frame wi th  IP  network header 

7.7. 1 .2 .3  IPv4 network header 

The  I Pv4  network header carries  the  two  32-bi t I P  addresses  and  a  protocol  type  ind icating  
wh ich  ki nd  of payload  – cal l ed  Network Protocol  Data  Un i t (NPDU)  – fol lows  (see  F igure  77).   
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Figure 77  – Mapping  of IPv4 to  Ethernet frames  

7.7. 1 .2 .4  IPv4 addresses  

The I Pv4  addresses  have  a  s ize  of 32  b i ts.  Thei r human-readable  representation  i s  a  
sequence  of four decimal  d i g i ts  separated  by dots,  each  d ig i t  representing  one  octet.  

Example:  “1 0. 1 2 . 1 27. 4”  transl ates  as  “00001 01 0’00001 1 00’ 01 1 1 1 1 1 1 ’00001 000”b.   

The I P  addresses  are  d ivided  i n to  a  publ ic  address  space (un ique  worldwide  and  
adm in istrated  by the  I n ternet Ass igned  Numbers  Au thori ty ( I ANA)  through  Reg ional  I n ternet 
Reg istry (RIR)  and  a  pri vate  address  space  (wh ich  can  be  reused ,  for i nstance  be  the  same in  
d i fferent  compan ies,  i ndustria l  p lan ts  or in ternet  service  provider domains).  RFC  1 91 8  g ives  
gu idel i nes  on  the  a l location  of I Pv4  addresses.  

The  publ ic I Pv4  addresses  are  exhausted  (see  7. 7. 1 . 3 . 1 ) ,  bu t th is  does  not concern  networks  
that  operate  wi th  private  addresses  or that are  separated  from  the  publ ic  i n ternet.   

The  router at  the  boundary of a  pri vate  address  subnet  may translate  from  an  i n ternal  to  an  
external  address  or vice-versa  as  standard ized  i n  the  Network Address  Trans lation  (NAT)  
[RFC 2663/RFC 3022] .  NAT a l l ows  at  the  same  time to  mu l ti p lex the  I P  addresses  by the  port  
i denti fiers  i n  UDP  and  TCP  traffic.  NATs  he lped  stretch ing  the  l i fe  of I Pv4  s ince  they a l lowed  
reusing  addresses  i n  pri vate  networks  and  trans lati ng  them  to  publ ic  ad dresses.   

The  I Pv4  addresses  are  structu red  i n to  subnets ,  wh ich  are  of varying  s ize,  as  the  Class less  
I n ter-domain  Rou ting  (CIDR)  [RFC 4632]  defi nes.   
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Example  The  notation  1 0. 1 2. 1 27. 0/24  means  that  a l l  nodes  that  share  the  same 24  most  s ign i fi can t  b i ts  bel ong  to  
the  same subnet.   

Subnetti ng  a l lows  structuring  the  network and  improves  efficiency of the  rou ting  s ince  
addresses  can  be  bund led .   

The  assignment of I Pv4  mu l ticast addresses  is  speci fi ed  in  RFC  5771 .  

7.7. 1 .2 .5  IPv4 fragmentation  and  packet s ize  

The Maximum  Transm ission  Un i t  (MTU)  i s  the  maximum  size  of an  I P  packet that a  node  or 
rou ter transm its  wi thout  fragmentation .   

I f an  I Pv4  node  cannot  forward  a  message  because  the  next  l i nk has  too  smal l  an  MTU  s i ze,  i t  
may fragment the  message  in to  several  I P  packets  wi th  smal l er NPDUs,  wh i l e  another node  
wi l l  reconsti tu te  the  message  at the  other end .   

To  th is  effect,  the  I P  header has  a  1 6-bi t  sequence  number,  ca l led  “ I den ti fication”  and  a  
“fragment start offset” ,  wh ich  i nd icates  the  pos i ti on  i n  the  orig inal  messages  where  the  
fragment beg ins .  I t  a lso  holds  a  “More  Fragment”  b i t  (MF)  that  i nd icates  that th is  NPDU  is  not  
the  l ast  fragment.  The  “Don ’ t  Fragment”  b i t  (DF)  is  an  i nd ication  to  the  next  rou ter(s)  not  to  
fragment th is  NPDU .   

I n  the  path  between  the  end  nodes,  any I Pv4  node  may fragment i f DF  is  not  set,  and  i f i t  
cannot  forward  a  received  NPDU  wi thout fragmenting ,  i t  returns  an  error through  I CMP.  The  
send ing  node  must then  reduce  i ts  MTU  s i ze  un ti l  the  other node  accepts  i t.  I Pv4  nodes  
cannot  agree  on  an  MTU  that i s  smal l er than  68  octets.   

The  m in imum  datagram  si ze  that a l l  hosts  must be  capable  of accepting  has  a  value  of 576  
octets  for I Pv4.   

Nearl y a l l  I P  over Ethernet  use  an  MTU  value  of 1  500  octets .   

More  deta i l s  are  avai l able  i n  RFC 6864  and  RFC 4459.  

7.7. 1 .2 .6  IPv4 auxi l i ary protocols  

Auxi l i ary protocols  a l l ow manag ing  the  I P  network.  For end  devices,  the  relevan t auxi l iary 
protocols  are:  

•  Address  Resolu tion  Protocol  (ARP)  [RFC 0826]  a l lows  a  device  to  obta in  the  Layer 2  MAC 
addresses  knowing  the  I Pv4  address  of the  partner.  To  th is  effect,  a  node  broadcasts  a  
Layer 2  message “who has  I P  address  X” ,  to  wh ich  the  owner of that I P  address  responds  
wi th  i ts  MAC address.  I f the  ca l l er receives  no  response,  i t  assumes  that the  owner of the  
I P  address  i s  not  wi th in  the  LAN  and  i t  d i rects  the  messages  to  the  MAC address  of the  
rou ter for further forward ing .  ARP operates  on  Layer 2 .  

•  I n ternet  Control  Message Protocol  ( I CMP)  [RFC 0792]  a l l ows  asking  a  remote  node  about  
i ts  presence  and  checking  how long  i t  takes  to  respond .  One  often -used  service  of ICMP is  
the  “Echo” ,  better known  as  “Ping” .  Add i tional  services  al l ow error reporting  and  statis tics.  
I CMP operates  on  Layer 3 .   

•  Dynam ic Host Configuration  Protocol  (DHCP)  ass igns  d ynam ical l y an  I P  address  to  
connected  devices.  To  th is  effect,  a  host asks  the  DHCP server for an  I P  address  and  
receives  an  I P  address  for a  certa in  l ease  time.  Th is  i s  usefu l  for cl ien t  devices  and  a l lows  
reus ing  pri vate  addresses.  Servers  receive  a  fixed  I P  address  by configuration  and  benefi t  
l i ttle  from  DHCP.  DHCP vers ion  4  (DHCPv4)  [RFC 21 31 ]  operates  on  Layer 4  wi th  UDP 
over ports  67  and  68.   

•  Domain  Name Service  (DNS)  provides  the  I P  address  g iven  the  Un i form  Resource  Locator 
(URL)  of a  remote  node.  To  th is  effect,  a  host asks  the  DNS for the  I P  address  
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correspond ing  to  a  g i ven  URL,  to  wh ich  the  DNS  responds  wi th  an  “A-record ”  conta in ing  
the  I Pv4  address.  Th is  avoids  using  hard-coded  I P  addresses  in  the  appl ications  and  g i ves  
room  for some  redundancy.  DNS becomes  important  when  trans lating  protocols .  DNS  
operates  on  Layer 4  over TCP  or UDP port  53.   

7.7. 1 .2 .7  IPv4 routing  

The routers  execu te  the  most complex part  of the  I P  protocol .  To  determ ine  the  path  that  
messages  take,  the  routers  exchange control  messages  to  actual i ze  thei r routi ng  tab les  i n  
order to  establ ish  over wh ich  path  to  forward  an  i ncom ing  packet.   

I ETF  standard ized  numerous  rou ting  a lgori thms.  The  I n terior Gateway Protocol  ( I GP)  
manages  the  rou ting  wi th in  an  Au tonomous  System  (AS)  (e . g .  wi th in  a  company),  for i nstance  
us ing  the  Open  Shortest Path  F i rst  (OSPF)  [RFC 2328]  or the  I n termed iate  System  to  
I n termed iate  System  ( I S-IS)  [RFC 1 1 42]  protocols .  

The  I n ternet rou ters  connect the  d i fferen t AS  and  exchange  thei r routing  i n formation  us ing  the  
Exterior Gateway Protocol ,  ca l l ed  today Border Gateway Protocol  (BGP)  [RFC 4271 ] .  

IP  makes  no  effort to  ensure  that the  forward  and  backward  path  between  two  partners  i s  the  
same (path  coherence).   

The  routi ng  protocol  i s  determ inant for the  recovery time of the  network.  I ndeed ,  the  l oss  of a  
l ink causes  l eng thy reconfiguration  wi th  a  recovery time i n  the  order of seconds  or even  
m inutes.  I P  fast rerou te  and  B id i rectional  Forward ing  Detection  (BFD)  can  speed  up  recovery.   

7.7. 1 .3  IP  Version  6  

7.7. 1 .3. 1  IPv6 motivation  

I n  view of the  shortage  of publ ic  addresses  i n  I Pv4  (the  pool  became exhausted  i n  201 1 ),  
I ETF  standard ized  I P  Version  6  ( I Pv6)  [RFC 2460]  that has  1 28-b i t  addresses.  At the  same 
opportun i ty,  I Pv6  i n troduced  a  number of improvements  over I Pv4,  such  as  better securi ty and  
rou ting ,  some of wh ich  were  ported  back to  I Pv4.   

Th is  does  not immed iate ly affect  u ti l i ty networks,  s i nce  they have  su fficien t pri vate  addresses  
wi th  I Pv4  and  tools  and  hardware  shou ld  support  I Pv4  for a  l ong  time.   

However,  I ETF  wi l l  not  support  I Pv4  anymore  and  network providers  cou ld  stop  support.  I t  i s  
therefore  advisable  to  start now the  m igration  process,  as  7. 7. 1 . 5  recommends.   

7.7. 1 .3.2  IPv6 header 

RFC 2464  defines  the  mapping  of I Pv6  to  Ethernet  frames  as  shown  i n  F igure  78.  
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Figure 78  – Mapping  of IPv6 to  Ethernet frames  

The Ethertype  “0x86dd”  i den ti fies  the  I Pv6  packets.   

The  I Pv6  header has  a  fi xed  s i ze  of 40  octets .  The  on l y fie ld  retained  from  the  previous  I Pv4  
header i s  the  Version  Number.  Extens ion  headers  a l l ow append ing  parameters  for routing ,  
securi ty,  tunnel ing ,  etc.  

Th is  means  that I Pv4  and  I Pv6  are  not compatib le,  bu t d isti ngu ishable  through  the  Ethertype  
at  Layer 2  and  the  Vers ion  Number at  Layer 3 .  

7.7. 1 .3 .3  IPv6 addresses  

7.7. 1 .3 .3. 1  IPv6 address  representation  

[RFC 4291 ]  s tructures  the  human  readable  represen tation  of I Pv6  addresses  i n  a  d i fferent 
way from  I Pv4.  Rather than  us ing  dotted  decimal ,  i t  expresses  the  1 28-b i t  addresses  as  e i ght  
groups  of four hexadecimal  ( l owercase)  d i g i ts ,  separated  by colons.  

Example:  The  notati on  2001 : 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334  maps  to:  

0010  0000  0000  0001  0000  1101  1011  0100  1000  0101  1010  0011  0000  0000  0000  0000  
0000  0000  0000  0000  1000  1010  0010  1110  0000  0011  0111  0000  0111  0011  0011  0100  
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I n  add i ti on ,  a  double  colon  represents  one  contiguous  string  of “0” ,  i rrespective  of the  length  
of the  stri ng ,  bu t at  on l y one  p lace  in  the  address.   

Example:  the  previ ous  address  becomes  2001 : 0db8: 85a3: : 8a2e: 0370: 7334.  

To faci l i tate  I Pv4  in tegration ,  I Pv4  addresses  can  appear (once)  i n  an  I Pv6  address  as  “dotted  
decimals”  separated  by “ . ” .   

Example:  1 92 . 0 . 2 . 1  ->  64 : ff9b: : 1 92. 0. 2 . 1 .  

NOTE  [RFC 5952]  cou ld  present  probl ems  to  the  parsers  s ince  i t  mandates  l owercase  hexadecimal  characters  i n  
the  I Pv6  add resses,  con trad icti ng  [RFC 4291 ] .  

7.7. 1 .3.3.2  IPv6 g lobal  un icast  address  format 

[RFC 4291 ]  speci fies  the  format of the  un icast addresses.  The  un icast and  anycast I Pv6  
addresses  consists  of three  fi e l ds,  an  n -bi t  rou ti ng ,  an  m -bi t  subnet ID  fie ld  and  a  64-bi t  
i n terface  i den ti ty fie l d  (F igure  79) .   

 

Figure  79  – IPv6 un icast address  structure  

The 64-bi t i n terface  ID  i s  e i ther:  

– derived  from  the  i n terface's  I EEE  802.3  MAC add ress  us ing  the  EU I -64  format;  

– obtained  from  a  DHCPv6  server (us ing  prefix delegation  or not);  

– au to  configured  random ly;  or  

– ass igned  manual l y.  

NOTE  Regard ing  the  usage  of EU I -64,  see  the  EU I -64  gu idel i nes  of I EEE  RA 
(h ttp: //standards. i eee. org /deve lop/regauth/tu t/eu i 64. pd f) .  

The g lobal  un icast  addresses  are  adm in istrated  by I ANA through  RIRs.   

7.7. 1 .3.3.3  IPv6 subnets  

There  are  no  subnet  masks  in  I Pv6.  I Pv6  replaces  subnet masks  by the  root address  and  the  
number of most s i gn i fican t i den tical  b i ts.  [RFC 5942]  expla ins  the  d i fferences  between  the  
IPv4  subnet mask and  the  I Pv6  prefix.  

Example:  fc00: : /7  represents  a l l  addresses  whose  fi rst  7  b i ts  are  “1 1 1 1  1 1 0” .   

7.7. 1 .3.3.4 IPv6 un ique  local  un icast (ULA)  addresses  

[RFC 41 93]  defi nes  two  address  b locks,  taken  from  the  fc00: : /7  b lock,  d isti ngu ished  by the  “L-
flag”  b i t  (F igure  80) :  

fc00: : /8  (“L-flag”  b i t  set  to  ‘0 ’ ) ;  or 

fd00: : /8,  (“L  fl ag”  b i t  i s  set to  ‘ 1 ’ ) .   

IEC  
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Figure 80  – IPv6 ULA address  structure  

The “L  fl ag”  i s  set  to  one  i f the  prefix  i s  l ocal l y ass igned  ( th is  corresponds  to  the  most  
common  ru le)  

ULA addresses  are  routable  wi th in  a  pri vate  network.  

7.7. 1 .3 .3.5  IPv6 local  addresses  

The l i nk-local  I Pv6  address  (F igure  81 )  has  a  prefix of fe80: : /1 0  accord ing  to  RFC  4291 .   

 

Figure 81  – IPv6 l i nk local  address  structure  

Link-local  addresses  are  for use  on  a  s ing le  l i nk,  they are  not routable.  

7.7. 1 .3.4  IPv6 fragmentation  and  packet s ize  

IPv6  a l lows  MTUs wel l  i n  excess  of the  Ethernet  frame s i ze  ( j umbo frames)  on  a  hop-to-hop  
bas is ,  bu t  I EC  TR  61 850-90-5  ru les  them  ou t.   

The  m in imum  datagram  that  a l l  I Pv6  hosts  must be  capable  to  accept  has  a  s i ze  of 1  280  
octets.   

I Pv6  a l lows  fragmentation  on l y at  hosts  ( includ ing  tunnelers),  not  at  the  i n termed iate  rou ters  
as  I Pv4  does  [RFC 4944] .  

IPv6  requests  that a  node  is  capable  of MTU  path  d iscovery [RFC 1 1 91 ] ,  i . e .  to  detect wh ich  
is  the  MTU  s i ze  of a l l  en ti ti es  i n  the  end -to-end  path .   

I Pv6  end  poin ts  wi l l  not  agree  on  an  MTU  that i s  smal l er than  1  280  octets.   

7.7. 1 .3.5  IPv6 auxi l i ary protocols  

IPv6  comes  wi th  a  su i te  of auxi l iary protocols,  i n  particu lar:  

•  I n ternet Con trol  Message Protocol  vers ion  6  ( ICMPv6)  [RFC 4443]  replaces  ICMPv4,  i s  i t  
a  mandatory component wi thout wh ich  I Pv6  does  not work;  I t  i s  a  transport l ayer protocol  
on  the  same layer as  TCP or UDP.  

IEC  
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•  Neighbor D iscovery Protocol  for I Pv6  (NDPv6)  [RFC 4861 ]  provides  StateLess  Address  
AutoConfiguration  (SLAAC).  NDP replaces  I Pv4 ’s  ARP and  ICMP,  i t  i s  part  of I CMPv6.  

•  DHCPv6  [RFC 331 5]  and  DHCPv6l i te  [RFC 3736]  extend  DHCP.  

•  I n ternet  Protocol  Securi ty ( I Psec)  [RFC 4301 ]  makes  use  of the  securi ty headers  
Authen tication  Header (AH)  [RFC 4302]  and  Encapsu lating  Securi ty Payload  (ESP)  
[RFC 4303] .  Th is  protocol  su i te  partial l y appl i es  to  I Pv4  a lso.  I Psec support  i s  mandatory 
i n  I Pv6,  bu t i ts  use  is  not.   

•  A number of rou ti ng  protocols  have  been  adapted  for I Pv6,  wi th  no  technolog ical  change  
(on l y the  format of the  exchanged  i n formation  changes).  I n  add i ti on  to  OSPF routi ng ,  the  
I S- I S  routing  is  ga in ing  popu lari ty.  

•  6LoWPAN  provides  I Pv6  support  over low power and  lossy networks.  

– [RFC 4944]  speci fies  fragmentation ;  

– [RFC 6282]  obsoletes  the  header compress ion  mechan ism  speci fied  i n  [RFC 4944] ;   

– [RFC 6775]  provides  an  adaptation  of NDP for 6LoWPAN  networks.   

7.7. 1 .3.6  IPv6 routing  

I Pv6  uses  the  same protocols  as  I Pv4  for routi ng ,  for example  OSPF  or I S - IS .  

7.7. 1 .4  Comparison  IPv4 and  IPv6  

7.7. 1 .4.1  Main  d i fferences  

Table  42  summarizes  the  main  d i fferences  between  I Pv4  and  I Pv6:  

Table  42  – D ifferences  between  IPv4 and  IPv6  

Property IPv4 IPv6  

Address  s i ze  32  b i ts  1 28  b i ts  

Address  resolu ti on  ARP  NDP  

Header l eng th  variable,  con tain i ng  transport  
protocol  i n d ication  

fi xed  s i ze  

Optional  headers  none  optional  extens ion  headers  to  
i nd icate  transport  protocol  

Header compression  none  a l l owed  

I P  header checksum  yes  none  

Fragmentati on  by i n termed i ate  rou ters  on l y by hosts  or network nodes  i n  
host  mode  

Securi ty support  ( I Psec)  I Psec optional  I Psec support  mandatory,  use  
optional  

Rou ti ng  protocols  unspeci fi ed :  OSPF,  I S-I S ,  etc. ,  bu t  
not  RPL  

OSPFv3,  RPL  and  other protocols  
adapted  to  I Pv6  

I CMP  ICMPv4  I CMPv6  (mandatory)  

 

7.7. 1 .4.2  IPv4 to  IPv6 address  mapping  

7.7. 1 .4.3  IPv4 and  IPv6 address  classes  

Both  I Pv4  and  I Pv6  operate  wi th  a  fixed  address  s i ze.  Th is  makes  the  hand l i ng  of the  d i fferent 
address  s i zes  the  most d i fficu l t i ssue  in  the  m igration  from  I Pv4  to  I Pv6.  

NOTE  I Pv4  addresses  can  be  extended  by i ncl ud ing  the  port  addresses,  bu t  th i s  works  on l y for TCP  and  UDP  
(nevertheless  more  than  99, 9  %  of I n ternet traffi c).   

Table  43  compares  the  addresses  i n  I Pv4  and  I Pv6.   
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Table  43  – IPv6 versus  IPv4 addresses  [RFC 4291 ]  

Address  scope  IPv4 IPv6  [RFC 4291 ]  

Unspeci fi ed  0 . 0 . 0 . 0  : :  

Loopback 1 27. 0. 0. 0/8  0 : : 1  

Mu l ti cast   224. 0. 0. 0/4  ff00: : /8  

Li nk Loca l  

– on l y val i d  on  a  l i nk 

– never routed ,   

– traffi c  l ocal  to  the  l i nk  

1 69. 254. 0. 0/1 6  fe80: : /1 0  
(au to-configu red )  

Pri vate  address  space  

– never routed  ou ts i de  a  pri vate  
domain  

1 0. 0. 0. 0  /8,  (24-bi t  b l ock)  
1 72. 1 6. 0 . 0  /1 2  (20-bi t  b l ock)   
1 92. 1 68. 0. 0  /1 6  (1 6-bi t  b l ock)  

fc00: : /7  
fd00: : /8  pseudorandom  
fc00: : /8  user speci fi c  
(ULA)  [RFC 41 93]  

G lobal  Add ress  

– publ i c  and  rou tabl e  reg i stered  to  
a  RIR 

a l l  other 2000/3  

Broadcast 255. 255. 255. 255  ff02: : 1  
(not  recommended)  

 

7.7. 1 .4.4  Address  representation  in  IEC  61 850  

The Substation  Configuration  Language  (SCL)  [I EC  61 850-6]  represents  IPv6  addresses  as  
the  fol l owing  XML code  example  shows:  

<Address>  

<P type="IP">2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334</P>  

<P type="IP-SUBNET">/56</P>  

<P type="IP-GATEWAY">2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 0001</P>  

<P type="OSI-AP-Title">1, 1, 999, 1, 1</P>  

<P type="OSI-AE-Qualifier">12</P>  

<P type="OSI-PSEL">00000001</P>  

<P type="OSI-SSEL">0001</P>  

<P type="OSI-TSEL">0001</P>  

</Address>  

 

A device  may have  both  an  I Pv4  and  an  I Pv6  add ress  (and  may have  several  addresses):   

<Address>  

  <P type="IP"  xsi: type="tP_IP">2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334</P>  

  <P type="IP-SUBNET"  xsi: type="tP_IP-SUBNET">/56</P>  

  <P type="IP-GATEWAY"  xsi: type="tP_IP-

GATEWAY">2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 0001</P>  

  <P type="IP"  xsi: type="tP_IP">10. 0. 0. 11</P>  

  <P type="IP-SUBNET"  xsi: type="tP_IP-SUBNET">255. 255. 255. 0</P>  

  <P type="IP-GATEWAY"  xsi: type="tP_IP-GATEWAY">10. 0. 0. 101</P>  

  <P type="OSI-AP-Title"  xsi: type="tP_OSI-AP-Title">1, 1, 999, 1, 1</P>  

  <P type="OSI-AE-Qualifier"  xsi: type="tP_OSI-AE-Qualifier">12</P>  

  <P type="OSI-PSEL"  xsi: type="tP_OSI-PSEL">00000001</P>  

  <P type="OSI-SSEL"  xsi: type="tP_OSI-SSEL">0001</P>  

  <P type="OSI-TSEL"  xsi: type="tP_OSI-TSEL">0001</P>  

</Address>  
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7.7. 1 .4.5  IPv4 to  IPv6 recommended  address  mapping  in  IEC  61 850  

[RFC 6052]  defi nes  several  mappings  from  I Pv4  to  I Pv6,  bu t  recommends  not to  use  
“ : : ffff: 0 : 0/96”  (the  bottom  one  i n  F igure  82)  that RFC 2765 recommends.   

 

Figure 82  – Mapping  of IPv4 to  IPv6 addresses  

IPv4  – I Pv6  protocol  trans lation  faces  the  problem  that protocols  such  as  UDP  and  TCP  
embed  the  I P  addresses  i n  the ir checksums.  Therefore,  the  UDP  and  TCP checksums wou ld  
need  ad j ustment i f the  address  changes.  To  ease  m igration  from  IPv4  to  I Pv6,  RFC  6052  
proposes  a  “checksum  neu tral ”  trans lation ,  i n  the  form  of the  construct  “64: ff9b: :  “  cl osed  by 
the  I Pv4  address.  

Example:   

64: ff9b: : /96  |  172. 16. 2. 33  |   
0     1     2     3     4     5     6     7     8     9     10    11    12    13    14    15  
0000’ 0000’ 0110’ 0100’ 1111’ 1111’ 1001’ 1101’ 0000’ 0000’ 0000’ 0000’ 0000’ 0000’ 0000’ 0000  
0000’ 0000’ 0000’ 0000’ 0000’ 0000’ 0000’ 0000’ 1010’ 1100’ 0001’ 0000’ 0000’ 0010’ 0010’ 0001  

There  i s  no  way to  assign  au tomatica l l y I Pv6  addresses  to  I Pv4,  except by restricti ng  the  
address  space  of I Pv6  to  a  subnet wi th  a  32-bi t  address,  wh ich  defeats  I Pv6’s  purpose.   

Statical l y configured  address  trans lation  may be  used .  

Every trans lation  beyond  th is  requ i res  identi fication  of the  partners  by a  un iversal  name (e . g .  
URL)  resolved  by a  DNS  (or statical l y configured  ou t of a  database).  A DNS i n  I Pv6  responds  
to  a  request  wi th  an  AAAA record ,  that contains  the  1 28-bi t  I Pv6  address.   

7.7. 1 .4.6   IPv6  address  plan  

The I Pv6  address  p lan  i s  re lated  to  the  network part of the  addresses  (64  most s ign i ficant  
b i ts) .  The  host part  i s  a lways  64  b i t  l ong .  There  is  no  address  p lan  defined  for the  host  part.  

Al l  curren t substations  use  I Pv4  private  addresses  belong ing  to  the  groups:  

1 0 . xx. xx.xx /8 ,    
1 72 . 32.xx.xx /1 1 ,   
1 92 . 1 68.xx.xx /1 6  
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To  remain  non -routable  over a  publ ic  I Pv6  network,  these  addresses  shou ld  be  mapped  to  
IPv6  ULA addresses  “fd00: : /8”  or “fc00/8”  (conserving  the  checksum  over the  TCP/UDP 
pseudo-header) .  

The  I Pv6  address  space  affects  eng ineering  of a  network.  The  network parti tion  becomes  
flexible,  i . e. ,  there  are  no  subnet masks  any more.  The  selection  of prefixes  replaces  
subnetting .  

NOTE  I n  substation  au tomation ,  the  estab l i shed  stati c  assignment of I Pv4  addresses  based  on  the  phys ical  
topography re l ati ve  to  a  p l an t,  as  defi ned  i n  I EC  TR  61 850-90-4  can  be  kept  wi th  I Pv6,  provi ded  a  su i tabl e  prefi x i s  
used  before  the  topography su ffi x.   

When  the  devices  are  I Pv6-enabled ,  they no  longer need  NATs  (7 . 7. 6. 2).  

A u ti l i ty can  segment i ts  pri vate  address  space  (ULAs)  geograph ica l l y for the  operational  
network,  for i nstance  as :  

<operational><reg ion><substation><vol tage  level><bay>< I ED>  

The  I Pv6  address  p lan  i s  re lated  to  the  network part of the  addresses  (64  most s ign i ficant 
b i ts) .  The  host part  i s  a lways  64  b i t  l ong .  There  i s  no  add ress  p lan  defined  for the  host part.  

The  amoun t of b i ts  for the  least s ign i ficant part of the  network part  can  be  i den tical  to  that of 
IPv4  i n  I EC  TR  61 850-90-4 ,  wh i l e  the  most s ign i fican t b i ts  can  be  a l located  flexibl y,  the  

number of substations  per reg ion  and  the  number of reg ions  varies  from  u ti l i ty to  u ti l i ty.   

The  same schema can  be  used :  

•  for Vi rtual  Power P lan ts:  <operational><reg ion><wind  park><tu rbine>< I ED>  or  

•  for Smart Grids:  <operational><reg ion><sector><block><house>< I ED>  

The  en terprise  network can  be  segmented  d i fferentl y from  the  operational  network.   

7.7. 1 .5  From  IPv4 to  IPv6  

7.7. 1 .5.1  IPv4 to  IPv6 evolution  

Due  to  the  exhaustion  of the  32-bi t  I Pv4  addresses,  the  publ ic  I n ternet i s  moving  towards  I Pv6,  
wh ich  offers  a  practical l y un l im i ted  address  space  of 1 28  b i ts .   

I Pv6  i s  growing  rapid l y and  many new devices  support  i t.  A l arge  number of servers  s ti l l  
operate  wi th  I Pv4.   

F igu re  83  shows the  probable  evolu tion  of the  I Pv6  traffic i n  the  publ ic  i n ternet.  Around  the  
year 2030,  there  shou ld  be  on l y a  few I Pv4-on ly nodes  around ,  many of them  i n  private  
networks.   
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Figure 83  – IPv6 evolution  

7.7. 1 .5.2  IPv4 to  IPv6 migration  

IPv6  i s  growing  rapid l y and  most new devices  support  i t,  bu t  a  l arge  number of servers  sti l l  
operate  wi th  I Pv4  on l y.  I ETF  devised  m igrations  strateg ies  [RFC 421 3] .   

Two  d i fferent  m igrations  are  cons idered :  

a)  appl ication  m igration :   

appl ications  currentl y wri tten  for I Pv4  are  m igrated  to  I Pv6,  wh i le  poss ib l y preserving  
compatib i l i ty wi th  I Pv4  devices.  Examples  are  eng ineering  tools ,  debug  and  traffic 
mon i toring  tools,  protection  appl ications.  Th is  involves  reprogramming  and  re-eng ineering  
of devices  wh i l e  preserving  the  appl ication  code.   

b)  device  and  system  m igration :   

•  new I Pv6  devices  must be  able  to  operate  over the  I Pv4  in frastructure;  

•  i nsta l l ed  I Pv4  devices,  i nclud ing  rou ters ,  must  be  able  to  i n teroperate  wi th  I Pv6  
devices;  

•  i nsta l l ed  I Pv6  must not  d i sturb  the  operation  of a l ready i nstal led  I Pv4  devices;  

•  new devices  shou ld  access  I Pv4  and  I Pv6  devices  (dual -stack);  

•  I Pv4-on l y devices  must  be  accessib le  over an  I Pv6-on ly network (tunnel  or trans lator) .   

I EC TR  62357-200  defines  gu ide l ines  for m igration .   

7.7. 1 .5.3  IEC  61 850  stack with  IPv4 and  IPv6  

Figure  84  shows  the  l ocation  of I Pv4  and  I Pv6  in  the  I EC  61 850  stack.  I n  pri nciple,  the  
protocols  on  top  of I Pv4  |  I Pv6  shou ld  not be  aware  of the  communication  s tack used  and  the  
l ayers  be low I P  ( l ink  layer,  PRP,  HSR)  and  in  particu lar al l  hard  protocols  of the  hard  real - time  
stack are  not affected .   

However,  over a  WAN,  i t  i s  not  poss ib le  to  rou te  d i rectl y Layer 2  traffic.  Th is  traffic can  be  
tunneled  over I P  as  described  i n  I EC  TR  61 850-90-1  and  I EC  TR  61 850-90-5.  

IEC  

Copyright International  Electrotechnical  Commission  



 – 1 48  – I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  

 

Figure 84 – IEC  61 850  stack with  IPv4 and  IPv6  

7.7.2  IP  QoS  

7.7.2 .1  IP-Intrinsic QoS  

IP  is  a  PSN  and  rel i es  on  QoS  to  ensure  that t ime-cri tica l  data  are  transm itted  timel y,  see  5. 2 .  

IP  networks  re l y on  priori ti es .  Wh i le  protocols  exist to  reserve  resources,  thei r implementation  
remains  proprietary.   

7.7.2 .2  IP  QoS  methods  

QoS  i n  an  I P  based  network consists  i n  manag ing  and  class i fying  network traffic.  Access  
Routers  (Cl i en t Edge)  implement th is  service  based  on  requests  of the  end  devices.   

Routers  can  g i ve  a  h igher priori ty to  some kind  of traffic,  see  5. 3  and  reserve  resources.   

I P  considers  two  bas ic  QoS  methods,  wh ich  both  use  the  Type  of Service  (ToS)  bi ts  in  the  I P  
header (same for I Pv4  and  I Pv6) ,  bu t  i n  a  d i fferen t  way:  

•  I n tegrated  Services  ( I n tServ)  [RFC 221 0] ,  [RFC 221 1 ]  and  [RFC 221 2]  and  

•  D i fferen tiated  Services  (Di ffServ)  [RFC 2474]  

7.7.2 .3  In tServ 

I n tServ i s  a  QoS  method  that  priori ti zes  I P  packets  through  a  network schedu ler in  each  node.   

The  resources  i n  the  rou ters  (bandwid th ,  process ing ,  q ueues,  etc. )  are  al l ocated  per 
connection  or “flow”  and  not per packet cl ass.   

IEC  
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I n tServ uses  RSVP,  i n  wh ich  a  node  asks  al l  rou ters  in  the  path  to  reserve  resources  
(processing  time,  buffers)  for i ts  traffic.  I f a l l  respond  pos i ti ve l y,  a  QoS  agreement is  va l i d  for 
the  duration  of the  connection .   

I n tServ uses  the  ToS  fie l d  in  the  I P  packets  to  speci fy the  Traffic Descriptor (TSPEC)  and  the  
Reservation  Characteristi cs  (RSPEC).   

Al though  I n tServ perm i ts  control  of QoS,  i t  i s  today obsolete.  I n  fact,  I n tServ breaches  the  
connection less  nature  of I P  rou ters  i n  that i t  imposes  them  a  knowledge of the  flow to  wh ich  a  
packet be longs,  l ead ing  to  s tatefu l  rou ters,  and  poorl y scalable .   

7.7.2 .4  DiffServ 

7.7.2 .4.1  DiffServ principles  

DiffServ a l lows  the  end  appl ication  to  mark and  ass ign  packets  to  a  speci fic priori ty class.  
Each  router hand les  and  manages  network traffic accord ing  to  th is  cl assi fication ,  wi th  no  
memory of the  flow to  wh ich  i t  perta ins  (state less  rou ter).  

With in  u ti l i ty au tomation  arch i tecture,  D i ffServ is  u sed  on  the  substation  access  routers  (Cl i en t  
Edge)  as  wel l  as  on  the  Control  Cen tre  access  rou ter (Customer Edge).  D i ffServ i s  se ldom  
used  wi th in  substations  (see  I EC TR  61 850-90-4: 201 3,  Annex D,  for such  a  case).  

As  an  example,  an  access  rou ter wi l l  ass ign  pre-al l ocated  bandwid th  accord ing l y.  Wi th  
Di ffServ,  pol icy defin i ti on  and  classi fication  are  enforced  at the  D i ffServ domain  boundaries,  
typica l l y on  the  access  rou ter.   

7.7.2 .4.2  DiffServ packet classification  

Packets  en tering  a  D i ffServ domain  or reg ion  (col l ection  of D i ffServ routers)  can  be  classi fi ed  
i n  a  variety of ways  – i nclud ing  Layer 4  protocol  and  port  numbers,  I P  precedence,  and  
Layer 2  i n formation  (such  as  Ethernet 802. 1 Q  VID  and  priori ty) .  Once  these  packets  are  
classi fied ,  they can  be  processed ,  cond i ti oned  and  marked .   

7.7.2 .4.3  DiffServ packet marking  

DiffServ redefined  the  I Pv4  ToS  octet i n  the  I P  header (F igure  77)  from  the  3-b i t  I P-
precedence  to  a  6-bi t  DSCP fi e ld  (see  F igure  85) ,  a l l owing  to  d is tingu ish  64  classes  of traffic.   

The  packet cl assi fication  determ ines  the  router's  treatment of the  packet  as  Per-Hop  Behavior 
(PHB)  i nclud ing :   

•  Assured  Forward ing  (AF)  [RFC 3260] ,  wh ich  a l lows  carving  ou t  the  bandwid th  between  
mu l tip le  classes  i n  a  network accord ing  to  the  desi red  pol icies .  

•  Exped i ted  Forward ing  (EF)  [RFC 3246/RFC 3247]  characterizes  traffic wi th  the  l owest 
l atency,  j i tter and  assured  bandwid th  services  wh ich  are  su i table  for appl i cations  such  as  
voice  transm ission .   

Packets  can  be  marked  wi th  an  arbi trary or predefined  standard  DSCP value,  correspond ing  
to  the  appropriate  AF,  EF  or user defined  class  (see  Table  44) .   

For example,  the  codepoi n t  "1 01 1 1 0"  d esignates  EF.  The  codepoin t  “000000"  d es ignates  “best-effort  traffi c” .   
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Figure 85 – Di ffServ codepoint  fi eld  

Table  44 – List  of Di ffServ codepoint  fi eld  values  

Name  Dec ToS  Binary 

AF1 1  1 0  40  001 01 0  

AF1 2  1 2  48  001 1 00  

AF1 3  1 4  56  001 1 1 0  

AF21  1 8  72  01 001 0  

AF22  20  80  01 01 00  

AF23  22  88  01 01 1 0  

AF31  26  1 04  01 1 01 0  

AF32  28  1 1 2  01 1 1 00  

AF33  30  1 20  01 1 1 1 0  

AF41  34  1 36  1 0001 0  

AF42  36  1 44  1 001 00  

AF43  38  1 52  1 001 1 0  

CS1  8  32  001 000  

CS2  1 6  64  01 0000  

CS3  24  96  01 1 000  

CS4  32  1 28  1 00000  

CS5  40  1 60  1 01 000  

CS6  48  1 92  1 1 0000  

CS7  56  224  1 1 1 000  

EF  46  1 84  1 01 1 1 0  

defau l t  0  0  000000  

AF  =  Assured  forward ing  

EF  =  Exped i ted  forward i ng  

CS  =  Class  Selector 

 

7.7.2 .4.4  DiffServ congestion  control  

The two l east s ign i fican t b i ts  of the  ToS  fi e ld  are  used  for congestion  control  [RFC  31 68] .   
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7.7.3  IP  mul ticast  

Whi le  mu l ticast i s  the  ru le  i n  substation  l ocal  area  networks,  and  represen t the  bu lk  of the  
traffic  (GOOSE  and  SMV),  i t  i s  much  more  d i fficu l t  to  use  mu l ticast  i n  WANs due  to  the  l arge  
number of devices  i nvolved ,  and  broadcast wou ld  flood  the  network.   

However,  appl ications  i n  power systems  use  the  same process  data  (e. g .  ci rcu i t breaker 
status,  vo l tage  and  cu rren t values)  and  I P  mu l ticast a l l ows  the  transm ission  of I P  packets  
from  a  s ing le  sender to  mu l tip le  receivers .   

I EC TR  61 850-90-5  a lso  provides  a  use  case  of I P  mu l ticast from  the  PMUs.  Except i n  specia l  
cases  (redundancy),  mu l ticast appl i es  on l y to  UDP traffic (see  7 . 7 . 6 . 2)  s i nce  acknowledged  
mu l ticast costs  a  l arge  overhead .   

The  Protocol  I ndependent Mu l ticast protocol  – Sparse  Mode (PIM-SM)  [RFC 4601 ]  i s  one  of 
the  I P  mu l ticast protocols .  I t  i s  used  where  hosts  are  scattered  over a  wide  area.  

The  functional  e l ements  of P IM-SM  are  the  publ i sher,  the  subscribers  and  RP  (Rendezvous  
Poin t).   

A subscriber transm i ts  a  request message to  a  publ isher to  j o in  a  mu l ticast group through  the  
I n ternet Group  Management Protocol  ( IGMP)  [RFC 3376]  

IGMP is  executed  by publ ishers,  subscribers  and  Layer 3  rou ters  i n  the  network.  IGMP al l ow 
join ing  the  mu l ticast group,  leaving  the  mu l ticast group and  manag ing  the  mu l ticast group  
members.   

The  RP  receives  data  transm i tted  from  the  publ i sher and  d istributes  i t  to  many subscribers  
(1 : N )  (F igure  86).   

 

Figure 86  – Un id i rectional  protocol  independent mu l ticast  
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B i -d i rectional  P IM  (B IDIR-PIM)  is  avai lable  for many-to-many (N :N )  connections  [RFC 501 5] .  
Th is  protocol  i s  capable  of transm i tti ng  from  many publ ishers  to  many subscribers .  

The  b i d i rectional  I P  Mu l ticast scheme is  usefu l  for a  decentra l i zed  computing  appl ication  
where  each  I ED  sends  i ts  data  to  other I EDs,  a l l  the  I EDs  process  the  data,  and  then  each  
IED  sends  back the  processed  resu l t  to  others  (F igure  87) .  

 

Figure 87  – Bid i rectional  protocol  independent  mu l ticast  

7.7.4  IP  redundancy 

IP  provides  redundancy against  router fa i lu res  or l ink fa i lu res  by rerou ti ng  the  packets .   

I f I P  bases  on  robust Layer 2  technology provid ing  redundan t paths,  Layer 2  can  h ide  
communication  fa i l u res.   

I n  case  of rou ter fa i lu re,  I P  provides  redundancy through  the  Vi rtual  Rou ter Redundancy 
Protocol  (VRRP)  [RFC 5798] .   

I P  fast  reroute  (FRR)  [RFC 5286]  provides  redundancy against  l i nk and  rou ter fa i l u res,  
attempting  to  ach ieve  50  ms  depend ing  on  topology (preferabl y ri ngs) .  

7.7.5  IP  securi ty 

IPsec i s  a  securi ty protocol  for Layer 3  that defends  the  NPDU .  I t  carries  a  securi ty checksum  
between  the  network and  the  transport  header;  the  i n formation  that comes  after i t  i s  e i ther 
au thenticated  (AH)  or encrypted  (ESP).  

IEC  

Copyright International  Electrotechnical  Commission  



I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  – 1 53  – 

I n  I Pv4,  I Psec l ies  somehow between  Layer 3  and  Layer 4,  wh i l e  i n  I Pv6  i t  i s  part of the  
network header.  I Psec carries  the  transport protocol  i den ti fi er that I P  wou ld  carry i n  i ts  
absence.   

I Psec supports  two  modes:  transport and  tunne l :  

•  I Psec transport  encrypts  the  messages  except headers,  addresses  and  routi ng  in formation .  
Th is  i s  acceptable  for a  peer-to-peer scenario,  for i nstance,  between  a  cl i en t and  a  server.  
F i gure  88  shows  the  frame format for au then tication .   

 

Figure 88  – Frame format for IPsec (authenticated)  

•  I Psec tunnel  mode  encrypts  the  whole  I P  packet and  inserts  i ts  own  header.  Th is  mode  
a l l ows  to  tunnel  packets  securel y from  one  domain  (e. g .  substation)  to  the  other (e. g .  
SCADA).  I n  th is  case,  the  NPDU  con ta ins  a  whole  I P  packet wi th  orig in  and  final  I P  
addresses  wh ich  are  d isti nct  from  the  I P  addresses  uses  for the  transport  over the  I Psec-
defended  segment (F igure  89).  Th is  way,  the  I P  addresses  of the  end  user remain  h idden .  
I Psec i n  tunnel  mode implements  a  VPN ,  see  7. 1 1 .  

 

Figure 89  – Frame format for IPsec (encrypted)  
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The  exchange  of cryptograph ic keys  for I Psec i s  detai led  i n  7 . 1 2. 2 . 2 .  

7.7.6  IP  communication  for u ti l i ties  

7.7.6.1  IP  d irect communication  

With in  a  substation ,  I EC  61 850-8-1  speci fies  Layer 3  commun ication  for the  substation  
obj ects  (MMS)  and  time  d istribution  (SNTP).  Other protocols  us ing  Layer 3  communication  
that  I EC 61 850  does  not  expl ici tl y men tion  are  fi l e  transfer (FTP),  network management  
(SNMP),  web  i n terface  (HTTP)  and  the  Layer 3  support  protocols  (e . g .  ICMP).   

Outs ide  of the  substation ,  connection  to  RTUs  base  on  DNP3  or I EC 60870-5-1 04,  wh ich  a lso  
use  TCP/IP.  However,  th is  traffic does  not  necessary share  the  Station  Bus.   

The  use  of Layer 3  a l l ows  in  principle  d i rect access  from  the  network external  to  the  
substation  to  a l l  substation  devices,  when  both  share  the  same address  space  (F igure  90) .   

 

Figure 90  – Layer 3  d i rect connection  with in  same address  space  

7.7.6.2  IP  remote access  by NAT 

With in  a  substation ,  devices  use  I Pv4  wi th  a  pri vate  address  space as  proposed  in  
IEC TR  61 850-90-4,  wh ich  is  not  rou table  ou ts ide  of a  pri vate  domain .  

The  I EC TR  61 850-90-4  address  scheme a l l ows  assign ing  an  I P  address  to  the  d i fferent I EDs  
accord ing  to  the ir geograph ical  posi tion  i n  the  substation .  The  same I P  add ress  cou ld  appear 
i n  d i fferent substations,  so  these  addresses  are  unsu i ted  for substation-to-substation  
communication .  

To  al l ow network access  from  ou ts ide  the  substation ,  the  edge  rou ter has  a  NAT that owns  a  
pool  of g l obal  addresses.  These  addresses  are  not necessari l y publ ic  i n ternet addresses,  i n  
most cases,  there  wi l l  be  en terprise  addresses  taken  from  the  company’s  address  space  (e. g .  
1 0 . x. x. x).  On l y a  few communications  go  the  publ ic  i n ternet.  There  wi l l  be  another NAT i n  the  
network connected  to  the  publ ic  in ternet,  probabl y wi th  s tricter securi ty pol icies.  
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F igu re  91  shows  the  protocol  s tacks  involved  in  the  translation  of substation -i n ternal  
addresses  to  external  I P  addresses  for access  to  a  SCADA network  us ing  external  addresses.   

 

Figure  91  – Connecting  substations  to  SCADA by a  NAT  

For access  ou ts ide  of the  substation ,  a  NAT maps  the  i n ternal  addresses  to  external  
addresses.  

To  th is  pu rpose,  the  edge  rou ter i ncludes  a  NAT wi th  a  pool  of external  I P  addresses  that i t  
wi l l  map to  i n ternal ,  pri vate  addresses.  

The  network eng ineer can  a l locate  g lobal  addresses  to  the  i n ternal  addresses.  Th is  i nvolves  
more  than  j ust address  trans lation .  

I f an  independent operator operates  the  external  network,  i t  may requ ire  us ing  I Pv6  for 
communication .  I n  th is  case,  the  edge  router must i n  add i ti on  convert  the  IPv6  in to  I Pv4  
addresses  and  vice-versa.  Th is  translation  i s  detai led  i n  7 . 7 . 1 . 5 . 3.  

A d ynam ic a l l ocation  of addresses  (e. g .  by DHCP)  is  not advisable  s ince  the  I EDs  are  by 
defin i tion  servers  that need  a  fixed  add ress  ass igned  by the  SCD.  Tying  the  I P  address  to  the  
MAC address  as  I Pv6  foresees  for au to  configuration  wou ld  cause  problems when  exchang ing  
the  device  hardware.  

Translating  pri vate  addresses  i n to  network add resses  is  not a lways  advisable.  Network 
eng ineers  shou ld  consider that  remote  d i rect access  to  a l l  d evices  wi th in  a  substation  
presents  a  securi ty i ssue,  even  i f no  evi l  action  was  i n tended .  

Therefore,  i t  i s  advisable  to  use  proxies  for network access  that on l y a l l ow a  control led  access  
to  the  substation  and  on ly makes  those  objects  vi s ible  that  requ i re  i t ,  accord ing  to  the  “need-
to-know”  pri ncip le.  Th is  l eads  to  the  structure  of F igu re  92,  wh ich  shows  the  connection  of a  
remote  SCADA or eng ineering  station  to  a  substation .  
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The  substation  is  vis ib le  on l y th rough  the  ALG,  wh ich  manages  a  pool  of publ ic  I P  addresses.  
The  ALG  m im ics  an  i nd ividual  access  to  the  I EDs,  bu t  the  structure  of the  substation  can  be  
d i fferent and  the  ALG  can  b lock i n formation  that  shou ld  not  be  known  outs ide.  The  SCADA 
side  (or main tenance s i de)  does  not need  an  ALG.  

 

Figure  92  – Substation  to  SCADA connection  over ALG  

Al though  the  network communication  control ler or SEN  is  a  l og ica l  host  for the  ALG,  the  ALG  
functional i ty cou ld  be  located  at  any appropriate  device  i n  the  substation ,  for i nstance  the  
substation  con trol l er.  

I f the  ALG  is  dual  s tack IPv4/IPv6,  i t  can  trans late  between  I Pv4  and  I Pv6,  bu t on l y for objects  
managed  by the  ALG.  

7.7.7  IP  summary 

Table  45  summarizes  the  I P  technology.   

Table  45  – IP  Summary 

Feature  Comments  

Acceptance  Wel l  known  and  understood ,  u sed  s i nce  40  years  

Bandwid th  
Effi ciency 

H igh  – bandwid th  can  be  shared  over d i fferen t  paths  

Rou ti ng  Unpred ictabl e  wi thou t  traffi c  eng ineeri ng  

Traffi c  eng ineering  QoS  mechan isms  I n tServ and  D i ffServ,  resource  reservati on  a l l ow to  priori ti ze  traffi c  

Confi gu ration  Au tomatic  (OSPF,  BGP. . . )  

Recovery D isaster-tol eran t,  redundant paths  

50  ms  recovery del ay i n  specia l  topol og i es  (FRR)  

Wi thou t specia l  measures,  severa l  seconds  of recovery del ay.   

Latency and  j i tter No  upper bound  

VPN  Numerous  techn iques  avai l abl e  

Appl i cation  Non  t ime-cri ti ca l ,  wide  area  networks  
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7.8  Layer 4  (transport)  protocols  

7.8. 1  Transport l ayer encapsulation  

The transport l ayer cares  for end -to-end  fl ow control  and  error recovery.  The  transport header 
fol lows  the  network header and  precedes  the  transport payload  (TPDU)  (F igure  93) .  

 

Figure  93  – Ethernet frame with  UDP  transport  l ayer 

The two main  transport protocols  in  use  are:  

•  User Datagram  Protocol  or Unacknowledged  Datagram  Protocol  (UDP)  [RFC 0768]  and  

•  Transport Control  Protocol  (TCP)  [RFC 0793]  

The  user wi l l  see  on l y TCP  and  UDP as  services.  Auxi l i ary protocols  have  thei r own  transport  
(e. g .  I CMP,  I S- IS).   

7.8.2  UDP  

UDP provides  best-effort-to-del i ver bu t no  flow control  and  error recovery.  I t  i s  s tate less  and  
therefore  offers  the  same service  as  a  Layer 2  transm iss ion .  Del i very time  is  subj ect  to  the  
delay variations  due  to  the  rou ti ng .  Appl ications  sens i ti ve  to  latency such  as  voice  over I P  
(VoIP)  use  the  Real  Time  Protocol  (RTP)  on  top  of UDP  in  combination  wi th  de- j i ttering  and  
packet re-ordering .   

UDP is  typica l l y used  to  ach ieve  short response time (Figure  94) ,   
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Figure 94 – UDP  header 

7.8.3  TCP  

TCP offers  end-to-end  flow control  and  error recovery through  retransm ission .  The  time  
constan ts  of recovery are  i n  the  range  of seconds,  making  i t  unsu i table  for real -time 
transm ission  (Figure  95) .   

 

Figure 95 – TCP header 

NOTE  I n  I EC 61 850-8,  the  C l i en t/Server MMS  protocol  bases  on  TCP,  wh i l e  the  rou tabl e  protocols  for GOOSE  
and  SMV i n  I EC TR  61 850-90-1  use  UDP.  
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7.8.4  Layer 4  redundancy 

There  exists  no  proper Layer 4  redundancy,  bu t Layer 4  protocols  such  as  TCP  support  
redundancy of the  network layer through  packet numbering ,  wh ich  d iscards  dupl icates  i n  the  
TCP eng ine.   

NOTE  Mu l ti path  TCP  [RFC 6824] ,  an  ongoi ng  I ETF  standard ization ,  provi des  path  redundancy (among  other 
featu res).  

UDP has  no  such  sequence  number and  therefore  the  appl ication  layer has  to  care  of 
poss ib le  dupl icates.   

NOTE  I P  provides  a  1 6-bi t  packet  numberi ng  to  support  fragmentati on ,  wh ich  i s  un ique  per {sou rce  add ress,  
desti nati on  add ress  protocol }  [RFC 6864] .  Th is  i denti fi cation  cou ld  be  used  for redundancy,  provi ded  the  end  nodes  
implement i t  even  i f they do  not  support  fragmentati on .   

7.8.5  Layer 4  securi ty 

Layer 4  securi ty appl i es  from  port to  port  i n  the  UDP  and  TCP  protocols.   

The  Transport Layer Securi ty (TLS)  [RFC 5246]  i s  a  widel y used  method  of securing  network 
traffic i n  order to  prevent eavesdropping  and  tampering .  TLS  is  a  cryptograph ic protocol  wh ich  
runs  on  top  of the  Transport Layer,  i . e.  on  top  of TCP.  I t  supersedes  the  SSL  protocol ,  as  
RFC  61 76  states.   

NOTE  Nevertheless,  the  term  SSL/TLS  often  appears.   

TLS  uses  X509  certi ficates  and  asymmetric  cryptography to  enable  au then tication  and  to  
exchange  a  symmetric  key used  for encrypting  data  during  transm iss ion .  

TLS  i s  not an  appropriate  protocol  to  defend  UDP/IP  traffic.  I n  th is  case,  Datagram  Transport 
Layer Securi ty (DTLS)  [RFC 6347]  i s  appl ied .   

Several  use  cases  based  on  TLS  are  relevant for TC57  WAN  communication  (7 . 1 2. 2 . 3) .  TLS  
is  widel y u sed  to  secure  remote  eng ineering  and  configuration  access  to  I EDs  and  other 
system  and  devices  that employ web  based  appl ications.  

NOTE  Sometimes,  TLS  i s  cons idered  as  a  session  protocol ,  the  d i sti nction  i s  however academ ic.   

The exchange  of cryptograph ic keys  for TLS  is  detai l ed  in  7 . 1 2 .2 . 2 .  

7.9  Layer 5  (session )  and  h igher 

7.9. 1  Session  l ayer 

The sess ion  l ayer (defin ing  the  beg inn ing  and  end  of a  s tream  of transport  packets)  defi ned  in  
ISO/OSI  as  Layer 5  i s  se ldom  used  i n  the  I n ternet protocols,  de legating  th is  function  to  the  
appl ication .   

As  an  exception ,  the  MMS protocol  uses  a  session  layer because  i t  orig inal l y bases  on  
ISO/OSI  and  I TU-X protocols .  To  keep  compatibi l i ty,  I EC 61 850  in troduced  a  sh im  layer 
between  OSI /I SO protocols  on  TCP  over port  1 02  [RFC 1 006).  Th is  i n terface  is  stateless  and  
costs  on l y a  few octets  of overhead  (F igure  96) .   
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Figure 96  – Session  and  presentation  layers  for MMS 

7.9.2  Routable  GOOSE and  SMV 

IEC TR  61 850-90-5  uses  the  same  stack as  MMS  for transm itti ng  synchrophasors,  bu t  over 
UDP port 1 02  so  i t  can  use  the  mu l ticast RFC 1 240  sh im  l ayer to  carry the  ISO  traffic   
(F igure  97) .   

 

Figure  97  – Session  and  presentation  layers  for R-GOOSE 

Both  RFC 1 006  and  RFC 1 240  are  protocol  overlay as  wi l l  be  further developed  i n  7. 1 0.   

I EC TR 61 850-90-5  supports  both  a  d i rect and  a  tunnel  mode (see  F igure  1 02) .  

7.9.3  Example:  C37. 1 1 8  transmission  

Legacy protocols  such  as  I EEE  C37. 1 1 8  can  be  d i rectl y transm i tted  from  port  to  port;  th is  i s  a  
raw socket appl ication .  

IEC  

IEC  

Copyright International  Electrotechnical  Commission  



I EC TR 61 850-90-1 2: 201 5  © I EC  201 5  – 1 61  – 

 

Figure 98  – IEEE  C37. 1 1 8  frame over UDP  

7.9.4  Session  protocol  for voice  and  video  transmission  

Al though  not  an  I EC 61 850  protocol ,  voice  and  video  are  importan t  operational  data  s treams.  
Telephony over the  I P  protocol  i s  widel y i n  use,  s i nce  i t  a l l ows  bu i ld i ng  cost-effecti ve  PABX 
wi th  off-the-shel f computers.  The  Sess ion  I n i tiation  Protocol  (S I P),  speci fi ed  i n  RFC  3261 ,  
a l l ows  open ing  stream ing  sessions  for voice,  video  and  instan t messag ing ,  i n  un icast  and  in  
mu l ticast.  I t  can  run  on  TCP,  UDP  and  on  the  Stream  Control  Transm iss ion  Protocol .   

NOTE  Voice  and  vi deo  are  more  to leran t  to  a  poor QoS  than  teleprotection  appl i cati ons.   

7.9.5  Appl ication  i n terface  redundancy 

I EC TR  61 850-90-2  shows  examples  of appl ication  i n terface  redundancy,  in  wh ich  the  

appl ication  choses  expl ici tl y between  d i fferen t commun ication  paths  avai lab le  to  i t.   

F igu re  99  [7]  shows  an  example  of redundancy i n  the  end-to-end  appl i cation  layer us ing  
mu l ticast dupl icate  transm ission  and  retransm ission  mechan isms.  

 

Figure  99  – Redundant  network transmission  hand led  by the  appl ication  layer 
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Appl ication  l ayer redundancy i s  problematic  s i nce  i t  requ i res  the  appl ication  to  be  aware  that  
i t  i s  redundant and  that i ts  partner is  poss ib l y a lso  redundant.  Hand l i ng  of I P  addresses  pai rs  
i s  clumsy.  When  several  appl ications  share  the  same hardware,  i t  makes  l i ttl e  sense  to  l et  
every appl ication  wi th  d i fferent cri teria  for swi tchover.  I n  add i tion ,  swi tchover time is  d ictated  
by time-ou ts  and  unspeci fied  cri teria.   

Therefore,  the  appl ication  shou ld  not  address  network re l iabi l i ty problems,  bu t on l y 
appl ication  redundancy,  see  7. 9. 6.  

7.9.6  Appl ication  device  redundancy 

Appl ication  i n terface  redundancy does  not  help  against  fa i lu re  of the  device  that  executes  the  
appl ication ,  or against fau l ts  i n  the  appl ication  i tse l f (such  as  programming  errors).  To  
address  th is ,  device  redundancy is  necessary.   

Al though  device  redundancy i s  not  properl y a  network redundancy i ssue,  the  network has  to  
support the  appl ication  device  redundancy,  especial l y by provid ing  the  same in formation  to  a l l  
redundant  un i ts  and  by a l lowing  cross-synchron ization  and  actual i zation  of the  redundan t 
un i ts  and  teach ing  of the  newly i nserted  spares.   

A particu lar problem  is  that  the  sender of the  messages  must be  aware  that  i ts  destination  has  
changed  and  that  the  replacement partner has  another I P  address.   

To  avoid  th is ,  the  s tand-by un i t  cou ld ,  upon  detection  of the  fa i l u re  of the  on - l ine  un i t,  take  
over i ts  I P  address  and  request a  reassignment of the  I P  address  to  the  MAC address  (e. g .  
wi th  an  unsol ici ted  ARP i n  I Pv4).  The  recovery delay can  be  l arger than  what most 
appl ications  expect.   

Examples  of th is  appear i n  I EC  TR  61 850-90-2 .  

7. 1 0  Protocol  overlay – tunnel ing  

7. 1 0. 1  Defin i tions  

Protocol  overlay is  the  transport  of one  protocol  over another,  a lso  cal l ed  tunnel i ng .   

The  transported  protocol  can  be  of a  h i gher,  same,  or l ower l ayer protocol .   

The  transport of h igher l ayer protocols  over a  l ower l ayer i s  not general l y regarded  as  
tunnel i ng .   

Layer 3  protocols  may a lso  be  transported  over another Layer 3  protocol ,  e. g .  I Pv4  over I Pv6.  

D i fferen t types  of Ethernet services  can  be  offered  over a  Layer 2 . 5  or Layer 3  transport,  for 
i nstance  us ing  SDH/SONET,  I P/MPLS  or Carrier Ethernet Transport (PBB).   

The  MEF  defined  names:   

•  E thernet Private  L ine  (EPL):  connecting  two  speci fic  Ethernet ports  

•  E thernet Vi rtual  Private  L ine  (EVPL):  l ike  the  EPL but capable  of transporting  mu l tip le  
i nd ividual  EPL services  

•  E thernet Private  LAN  (EVP-LAN):  connecting  a  set  of Ethernet ports  creating  the  
appearance  of a l l  ports  being  connected  to  a  s i ng le  LAN  

•  E thernet Private  Tree  (EVPT):  poin t to  mu l ti poin t connection  using  VLAN  configuration  for 
mu l ticast services  
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7. 1 0.2  Tunnel ing  principle  

Tunnel ing  is  the  encapsu lation  of one  protocol  payload  i n  another protocol .  There  are  at l east  
two  tunnelers ,  one  at each  end  of the  tunnel ,  bu t there  can  be  branches  to  other I Pv4  domains,  
as  shown  i n  F igure  1 00.  The  fi rst protocol  cou ld  be  I Pv4  and  the  second  I Pv6.  

 

Figure  1 00  – Tunnel ing  in  IEC  TR  61 850-90-1  

The tunneler i s  aware  of the  characteristics  of the  second  protocol ;  the  domains  at  the  end  
are  not aware  of i t,  except that the  tunneler can  ask to  l im i t the  frame s i ze.   

7. 1 0.3  Tunnel ing  Layer 2  over Layer 3  

Send ing  Layer 2  (Ethernet)  frames  over an  I P  network i s  a  common  way to  implement vi rtual  
pri vate  networks.   

I ETF  standard ized  numerous  tunnel i ng  protocols  over I P,  among  them  the  Layer Two 
Tunnel ing  Protocol  (L2TP)  [RFC 5641 ] .  

F igure  1 01  shows the  protocol  l ayers  i nvolved  i n  L2TP tunnel ing  of GOOSE  messages  
between  two  substations  connected  by a  Layer 3  WAN.   

IEC  
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Figure 1 01  – L2TP transporting  Layer 2  frames  over IP  

7. 1 0.4  Use Case:  Tunnel ing  GOOSE and  SMV in  IEC  61 850  

IEC 61 850-8-1  and  I EC  61 850-9-2  speci fy Layer 2  commun ication  for GOOSE  and  SMV 
messages.  Other protocols  that re l y d i rectl y on  Layer 2  services  are  I EC  61 588  and  LLDP.  

These  Layer 2  protocols  operate  wi th  MAC addresses,  they may i nclude  a  VLAN  tag  as  
address  extens ion ,  bu t they i gnore  network addresses.   

I n  add i tion ,  message payloads  may carry add i ti onal  address ing  in formation  that wi l l  be  
cons idered ,  especial l y when  cross ing  the  substation  boundaries.  

When  going  ou t  of the  substation  to  a  WAN,  the  options  are:  

a)  Forward  d i rectl y the  Layer 2  messages  from  one  term inal  to  the  others  over a  Layer 2  l ink 
(F igure  60) ,  wi th  a  Layer 2  being :  

•  a  Layer 2  d i rect l i nk (e. g .  a  dark fi ber in  an  earth ing  cable) ,  or  

•  a  swi tched  Ethernet  network or  

•  a  Layer 2  emu lation  over another network.   

b)  Encapsu late  Layer 2  i n formation  at one  term inal  i n to  Layer 3  packets  i n  a  Layer 2  tunneler 
and  del i ver them  as  Layer 2  i n formation  at the  other end ,  emu lating  a  Layer 2  connection .  
The  network addresses  used  are  known  on l y to  the  tunneler and  invis ible  on  the  station  
bus.   

S ince  the  Layer 2  frames  are  i n  pri nciple  del i vered  i den tica l l y to  the  other term inal  i n  both  
cases,  the  eng ineer has  to  ensure  e i ther that  the  address  space  i s  common  or that  the  
address  spaces  are  properl y separated  (see  7. 6 .4 . 1 2).   

I EC TR  61 850-90-1  does  not speci fy the  tunnel ,  bu t  on l y models  the  tunneler.   

I EC TR  61 850-90-5  (see  7. 9. 2)  speci fi es  a  tunnel  protocol  for synchrophasors,  GOOSE and  
SMV based  on  the  I SO/OSI  Connection less  Transport  Layer (not widel y used  outs ide  of U ti l i ty 
Automation),  wh ich  is  a  tunnel  protocol  i nclud ing  securi ty (F igure  1 02).  The  tunneler i s  
particu lar to  the  I EC  61 850  protocols.   

IEC  
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Figure  1 02  – Tunnel ing  GOOSE over IP  in  IEC  TR 61 850-90-5  

7. 1 0.5  Ci rcu i t  emu lation  service  (CES)  

7. 1 0.5. 1  CES  defin i tion  and  pseudo-wire  emulation  

At the  beg inn ing  of packet traffic,  protocol  overlay was  abou t transporting  packets  on  top  of 
TDM  services  (EoSDH ,  POS,  etc. ) .  After the  breakthrough  of PSN ,  the  game  reverses:  to  
support  l egacy SDH/SONET devices  and  provide  te lephone  services,  packet networks  have  to  
support  vi rtual  ci rcu i t  wi th  strict  t im ing  requ i rements,  so-cal led  pseudo-wires.   

SDH/SONET traffic may be  transm itted  over a  packet-swi tched  network such  as  I P  us ing  a  
variety of protocols ,  i n  particu lar SAToP,  CESoPSN  and  TDMoIP.  

The  transport of te lephony channels  over a  packet swi tched  network  a ims  at provid ing  the  
same QoS  as  a  TDM  system  wou ld .  Wh i le  CES  easi l y emu lates  the  l og ical  behavior,  i t  can  
on l y imperfectl y emu late  the  tim ing  behavior of the  statis tica l  nature  of PSN .  Ach ieving  th is  
behavior i s  ca l led  a  “pseudo-wi re”  or “C-pipe” .  Impl ici t  cl ocks  (using  clock recovery)  or expl ici t  
cl ocks  (e. g .  GPS  clocks  at  the  term ination  poin ts  or clock d istribu ti on  based  e. g .  on  
I EC 61 588)  a l low to  reach  the  same level  of tim ing  behavior as  i n  end-to-end  TDM  networks.  

Th is  behavior i s  what one  wou ld  expect from  VoIP.   

F i gu re  1 03  shows  the  pri nciple  of pseudo-wi re.  The  TDM  traffic  from  one  access  TDM  network 
arri ves  i n  the  packeti zation  buffer,  wai ting  for the  packets  to  be  enough  fi l l ed  for transm ission .  
The  PSN  forwards  these  packets  wi th  a  variable  (bu t bound)  l atency to  the  de- j i tter buffer at  
the  other access  network s ide.  The  packets  are  not immed iatel y unpacked  and  transm i tted ,  
bu t stored  in  the  de-j i tter buffer.  The  de-j i tter bu ffer reconstructs  a  TDM  behavior based  on  
the  worst expected  l atency on  the  PSN .  To  th is  effect,  i t  m ight use  an  impl ici t  cl ock,  derived  
from  the  traffic  i t  receives,  or an  expl ici t  clock i f g lobal  cl ock exists  or i f the  PSN  provides  a  
precis ion  clock.  For the  TDM  equ ipment on  the  desti nation  s i de,  the  latency i s  a lways  
constan t and  equal  to  the  worst expected  l atency of the  PSN .   
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Figure 1 03  – Pseudo-wire  principle  

7. 1 0.5.2  PWE3 

IETF  standard ized  pseudo-wires  under the  ti t le  “Pseudo  Wire  Emu lation  Edge-to-Edge  (PWE3)  
Arch i tecture”  [RFC 3985] ,  wh ich  speci fies  the  emu lation  of services  such  as  Frame Relay,  
ATM,  Ethernet,  TDM,  and  SDH/SONET over PSNs us ing  I P  or MPLS.  

•  I ETF  RFC 3985  (PWE3)  

•  I ETF  RFC 41 97  (Edge-to-edge  emu lation  of TDM  ci rcu i ts  over PSN)  

A typica l  “pseudo-wire”  system  for non- I P  te lephony is  shown  i n  F igure  1 04.   

The  known  solu tions  are:   

a)  PE  rou ters  wi th  i n tegrated  SAToP (and /or CESoPSN)  functional i ty 

b)  TDM-to-IP/Ethernet  gateways  wi th  C i rcu i t  Emu lation  based  on  SAToP (and /or CESoPSN)  
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Figure 1 04  – Non-IP  voice  communication  over PSN  

7. 1 0.5.3  SAToP  

Structure-Agnostic TDM  over Packet (SAToP)  [RFC 4553]  carries  unframed  E1 /T1  or E3/T3  
flows  over I P,  MPLS  or Ethernet wi th  no  regard  to  the  TDM  s lot  structure.  Th is  s imple  method  
su i ts  appl ications  where  the  provider edges  do  not i n terpret  TDM  data  or do  not participate  in  
the  TDM  s ignal ing .  SAToP  requ i res  that  the  PSN  have  a lmost no  packet l oss  and  very l ow 
j i tter.  

The  SAToP standards  are:  

•  I ETF  RFC 4553  (SAToP)  

•  I TU-T  Y. 1 41 3  (TDM-MPLS network i n terworking)  

•  I TU -T  Y. 1 453  (TDM  – I P  i n terworking)  

•  MEF  8  (Emu lation  of PDH  Circu i ts  over Metro  Ethernet Networks)  

•  MFA 8 .0 .0  (Emu lation  of TDM  ci rcu i ts  over MPLS us ing  raw encapsu lation)  

7. 1 0.5.4  CESoPSN  

CES  over Packet network (CESoPSN)  [RFC 5096]  transports  s tructured  E1 /T1  or E3/T3  data  
flows  on  IP,  MPLS or Ethernet packets  wi th  s tatic assignment of t imeslots  i ns ide  a  bund le  
accord ing  to  the  fol lowing  s tandards:   

•  I ETF  RFC 5086  (CESoPSN).  

•  I TU-T  Y. 1 41 3  (TDM-MPLS network i n terworking)  

•  I TU -T  Y. 1 453  (TDM  – I P  i n terworking)  

•  MEF  8  (Emu lation  of PDH  Ci rcu i ts  over Metro  Ethernet Networks)  

•  MFA 8.0 .0  (Emu lation  of TDM  ci rcu i ts  over MPLS us ing  raw encapsu lation)  
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The  TDM  structure  must be  chosen  for proper payload  convers ion  such  as  the  fram ing  type  
( i . e .  frame or mu l ti frame).  Th is  method  is  l ess  sens i ti ve  to  PSN  impairments  bu t l ost  packets  
cou ld  sti l l  cause  service  i n terruption .  

7. 1 0.5.5  TDMoIP  

TDM  over IP  is  the  transport of E1 /T1 ,  E3/T3,  STS-1  and  other seria l  fl ows  over I P,  MPLS or 
Ethernet.  

I t  supports  E1 /T1  structured  or unstructured  mode  accord ing  to  the  fo l lowing  standards:  

•  I ETF  RFC 5087  (TDMoIP)  

•  I TU -T Y. 1 41 3  (TDM-MPLS network i n terworking)  

•  I TU-T Y. 1 453  (TDM  – I P  i n terworking)  

•  MEF  8  (Emu lation  of PDH  Ci rcu i ts  over Metro  Ethernet Networks)   

•  MFA 4 . 1  (TDM  Transport  over MPLS Us ing  ATM  Adaptation  Layer 1 )  

Some consider TDMoIP  as  the  preferred  choice  over CESoPSN  i n  terms  of bandwid th  
efficiency,  packet l oss,  s i gnal ing  and  congestion  avoidance.  However,  TDMoIP  pays  i t  wi th  a  
h igher computational  complexi ty.  

7. 1 0.5.6  Clock recovery 

A particu lar problem  of CES  is  the  recovery of the  clock accord ing  to  wh ich  the  ori g inal  data  
were  sampled .   

Al though  several  schemes exist  that  recover the  clock from  the  packet  stream ,  i t  i s  preferable  
to  synchron ize  the  pseudo-wire  endpoin ts  from  a  common  clock sou rce  in  the  WAN .  

7. 1 0.5.7  Comparison  of PW over PSN  

Figure  1 05  shows  the  protocol  l ayering  of the  three  CES over PSN .   

 

Figure 1 05  – C i rcu i t  emulation  over PSN  

Table  46  compares  the  pseudowire  protocols.   
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Table  46  – Pseudowire  protocols  

Technology TDM  service  
supported  

Advan tages  Disadvantages  Standards  

SAToP  Unframed  Low overhead  
l owest  end -to-end  
delay 

TDM  service  i s  
susceptib le  to  frame 
l oss  and  ou t-of-
sequence  

No  DS0  groom ing  
ava i l able  

RFC 4553  

I TU-T Y. 1 41 3,   

I TU -T Y. 1 453  

TDMoIP  Unframed ;  
Framed ,  
channel i zed  

Complete  support  of 
TDM  services  i n  
one  protocol  

H igher del ay when  
transporti ng  several  
t ime  s l ots  due  to  

n  ×  48  octet  frames  

RFC 5087  

CESoPSN  Framed ,  
channel i zed  

Lower packeti zation  
delay when  
transporti ng  several  
t ime  s l ots  (DS)  

No  support  for 
unfram ing ,  use  
SAToP  i nstead  

RFC 5086  

 

7. 1 1  Vi rtual  Private  Networks  (VPNs)  

7. 1 1 . 1  VPN  principles  

Virtual  Private  Networks  span  several  completely d i s join t l og ica l  networks  over a  shared  
phys ical  network,  e . g .  over SDH/SONET,  Layer 2  Ethernet,  I P/MPLS or MPLS-TP.   

VPNs  a l l ow separati ng  classes  of traffic,  each  wi th  i ts  own  QoS.   

D isj o in t means  that the  address  space of the  VPNs  are  separate:  one  VPN  cannot address  
obj ects  from  another VPN  and  the  same address  may appear i n  d i fferen t VPNs,  bu t wi th  
another owner.   

Private  means  complete  separation  of the  VPNs,  e. g .  by i n terface  separation  at access  s i de,  
addressing  (e. g .  VLAN  tags,  MPLS labels)  and  encapsu lation .   

NOTE  “Pri vate”  comes  from  the  transport  of pri vate  (e. g .  en terpri se)  commun ication  over publ i c  networks.  

With in  a  VPN ,  routing  takes  p lace  i ndependentl y from  the  shared  physical  network,  i . e.  the  
l og ical  topology may be  d i fferent.   

Tunnel ing  i s  one  of the  methods  to  bu i l d  VPNs.   

VLANs  a l low implementing  VPNs by properl y configuring  the  bri dges.  Th is  i s  used  in  Q- in -Q 
and  PBB  (see  7 . 6. 8).   

VPNs  are  categorized  in  Layer 2  VPNs  (L2VPN)  and  Layer 3  VPN  (L3VPN).  

VPNs  can  run  wi th  or wi thou t encryption ,  encryption  is  not  necessary for separation .   

7. 1 1 .2  L2VPNs  

A L2VPN  extends  the  Layer 2  address  space over another network.   

A core  network may offer three  L2VPN  services  [RFC 4664] :  

•  Vi rtual  Private  Wire  Service  (VPWS)  emu lates  an  Ethernet  poin t-to-poin t Layer 2  l ink over 
a  shared  network;  on  top  of th is ,  services  that  requ i re  on l y poin t-to-poin t  communication  
may be  emu lated .  
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•  Vi rtual  Private  LAN  Service  (VPLS)  emu lates  an  Ethernet mu l ti poin t Layer 2  connection  
over a  shared  network.  VPLS  provide  Ethernet mu l tipoin t  connectivi ty to  s i tes,  as  i f they 
were  connected  using  a  LAN  wi th  broadcast or mu l ticast messages.  Th is  means  that 
i n termed iate  nodes  can  prevent l oops  and  optim ize  traffic  

•  I P-on l y LAN-l ike  Service  ( I PLS)  emu lates  an  I P  service  i nclud ing  routi ng  on  top  of a  
shared  network ( IPLS  is  i gnored  here  s ince  i t  i s  se ldom  used)  

Figu re  1 06  shows  a  conceptual  view of VPWS and  VPLS.  The  VPLS “bridge”  i s  a  vi rtua l  
device  and  the  VPWS “pipe”  i s  a  vi rtual  l i nk;  they symbol i ze  a  function  carried  ou t  by the  PE  
nodes  and  the  i n termed iate  P-nodes.   

 

Figure 1 06  – L2VPNs VPWS and  VPLS  

L2VPNs make i t  possib le  to  operate  pri vate,  mu l tipoin t,  and  poin t-to-poin t  LANs  through  wide  
area  networks.  L2VPNs  provide  usual l y Ethernet-l i ke  LAN  services.   

NOTE  TDM  protocols  are  carried  usual l y over pseudowi re  emu lation  services  (PWE3)  based  e. g .  on  SAToP  or 
CESoPSN .  Th i s  service  i s  d i fferen t  from  L2VPN  bu t  can  run  i n  paral l e l  on  the  same underl yi ng  physical  n etwork 
(e. g .  MPLS-based).  

L2VPNs a lso  overcomes the  l im i t  i n  network segmentation  explained  i n  7. 6. 6. 4.  

The  provider network i s  i nvolved  i n  the  customer rou ting .  The  protocol  used  i s  for i nstance  
RFC 2547bis  (Layer 2  MPLS-VPN).  

When  the  underl ying  network is  MPLS,  an  add i ti onal  l abel  i n  the  label  s tack i denti fi es  each  
VPN ,  the  ou ter l abel  i s  used  for l abel  forward ing  i n  the  network;  the  i nner l abel  i s  not  used  i n  
the  core  bu t  addresses  the  VPN  services  at the  PE.  
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7. 1 1 .3  L2VPN  mu lticast on  MPLS  

MPLS  implements  VPWS and  VPLS  in  an  efficien t way us ing  l abel  s tacking .  

7. 1 1 .4  L3VPN  

7. 1 1 .4. 1  L3VPN  General  

A L3VPN  connects  mu l tip le  I P  address  domains  over an  underl ying  network.  L ike  any Layer 3  
protocol ,  i t  provides  rou ti ng  on  the  base  of I P  addresses  and  does  not  forward  the  MAC 
addresses.  F igure  1 07  shows  a  VPN  establ ished  between  three  domains  that share  the  I P  
group 1 0. 6. x. x,  connected  by VPN  over a  provider that operates  wi th  publ ic  addresses  of the  
80 . 254.x. x.  group.   

L3VPNs  provide  un icast as  wel l  as  mu l ticast services,  us ing  the  capabi l i t i es  of the  underl ying  
IP  networks  or MPLS  networks.  

 

Figure 1 07  – L3VPN  

The rou ters  wi th in  the  provider network and /or i n  the  customer edge  operate  both  wi th  the  
provider network I P  addresses  and  wi th  the  carried  I P  addresses.   

Each  L3VPN  has  i ts  own  rou ting .  Th is  means  that the  rou ters  i n  the  network implement 
several  vi rtua l  rou ters ,  one  for each  L3VPN ,  each  having  i ts  own  forward ing  i n formation  base.   

7. 1 1 .4.2  L3VPN  on  MPLS 

L3VPNs  on  MPLS  are  a lso  known  as  Virtua l  Private  Rou ted  Network (VPRN)  [RFC 4364] .   
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VPRN  uses  Virtual  Rou ting  and  Forward ing  (VRF)  to  provide  mu l ti p le  routing  instances.  
Customer speci fic routi ng  tab les  are  created  on  the  PE  when  a  VRF i nstance  i s  configured .  A 
separate  I P  rou ting  and  forward ing  table  is  ass igned  to  each  VPN.  A VRF forward ing  table  
stores  VPN  routes  wi th  associated  l abels .   

The  Control  P lane  for MPLS VPN  is  based  on  Mu l ti -Protocol  BGP.   

PIM ,  IGMP,  MSDP and  other mu l ticast protocols  operate  in  the  context  of the  VRF.   

The  Mu l ticast  VPN—IP  Mu l ticast Support  for MPLS  a l lows  to  configure  and  support  mu l ticast 
traffic.  Th is  feature  supports  rou ting  and  forward ing  of mu l ticast packets  for each  ind ividual  
VRF  i nstance,  and  i t  a lso  provides  a  mechan ism  to  transport VPN  mu l ticast  packets  across  
the  service  provider backbone.  

7. 1 1 .4.3  L3VPN  emu lation  by a  L2VPN  

An  L3VPN  requ i res  that the  PEs  be  ab le  to  execu te  a  rou ting  protocol  such  as  OSPF or BGP 
and  support VRFs  for the  i nd ividual  L3VPNs.  Th is  behavior can  be  emu lated  by us ing  an  
external  rou ter accessed  through  L2VPNs.  The  efficiency depends  on  the  implementation  and  
on  the  L2VPN  topology (star,  meshed ,  etc. ) .   

F i gu re  1 08  shows an  example  combin ing  L2VPN  and  Layer 3  communication .  Al l  Layer 3  
communication  passes  through  the  router i n  the  control  centre.  Layer 2  traffic  u ses  the  
L2VPNs,  some substations  such  as  substation  3  are  attached  by Layer 2  on l y.   

 

Figure 1 08  – Emu lation  of L3VPN  by L2VPN  and  g lobal  router 
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7. 1 1 .4.4  VPN  securi ty 

VPNs do  not i nheren tl y imply the  use  of securi ty.  VPN  securi ty can  be  provided  by add i tional  
functions,  see  7 . 1 2. 2 .  Securi ty measures  for VPNs  are  covered  in  7 . 1 2 . 5.  

7. 1 1 .5  VPN  mapping  to  appl ication  

7. 1 1 .5. 1  VPN  summary 

VPN  in  the  con text of these  use  cases  are  not used  for securi ty purposes,  bu t to  separate  
traffic  from  d i fferent appl i cations.  

VPNs  are  bu i l t  on  top  of I P,  I P/MPLS,  MPLS-TP or other transport protocols  to  emu late  a  
Layer 2  or Layer 3  network.   

VPNs  are  superfluous  i f the  core  network offers  on l y I P  transport and  i s  fu l l y owned  and  
adm in istrated  by the  u ti l i ty.  Bu t even  in  th is  case,  VPNs  are  conven ient to  marshal  appl ication  
traffic i n to  traffic classes  wi th  d i fferen t adm in istration  and  QoS.  QoS  and  VPN  are  
independent  concepts,  bu t  a  VPN  is  general l y associated  wi th  a  QoS.   

VPNs  are  unavoidable  when  the  core  network is  operated  by an  i ndependent network 
operator (service  provider).   

L2VPNs are  i nd ispensable  when  MPLS  is  the  core  network technology.  Al l  core  networks  
support L2VPNs,  wh ich  a l lows  tunnel ing  Layer 2  traffic such  as  GOOSE.  L2VPNs are  d ivided  
in to  VPWS (s ing le  Ethernet  l i nk emu lation ,  pseudo-wi re)  and  VPLS  (Ethernet bridge  emu lation)  

L3VPNs shou ld  be  used  for I P  traffic.  L3VPNs  provide  a  vi rtua l  rou ting  on  top  of the  core  
network rou ting .  I f the  core  network does  not support nati vel y L3VPNs  (VPRN),  they can  be  
emu lated  by L2VPNs connected  to  a  CE  that performs as  a  rou ter,   

L3VPNs are  d ivi ded  in to  un icast  VPNs  (un icast  I P  emu lation )  and  MC-VPRN  (mu l ticast I P  
emu lation) .   

Table  47  shows  the  appl i cation  cases  wi th  the  recommended  VPNs  and  QoS.   
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Table  47  – VPN  services  

Appl ication  Partner Partner Type  of VPN  QoS  Example  

Network 
Management 

Eng ineerin
g  

Network 
E lements  

L2VPN  
L3VPN  

7  SNMP  

Teleprotection  SS  SS  VPWS 
(VPLS)  

6  GOOSE,  SV 
(for more  than  2  substations)  

Telecontrol  SCADA I EDs  L2VPN  6  GOOSE  

WAMPACS,  S IPS   
(down  l i nk)  

CPE  I EDs  L2VPN  
L3VPN  

6  GOOSE  
R-GOOSE,  R-SV 

Operational  voi ce   
(non-I P)  

CC,  SS  SS  CES  5  SAToP,  
TDM  over MPLS  

Operational  voi ce  
( I P)  

CC,  SS  SS,CC L3VPN  5  S IP  

WAMS,  WAMPACS 
(up  l i nk)  

PMUs  /  
PDC  

PDC /  CPE  VPLS  

MC-L3VPN  
M-VPRN  

4  GOOSE,  SV,  raw C37. 1 1 8  

R-SV,   
I EC  TR 61 850-90-5  

SCADA non -I P  
l egacy 

RTUs  SCADA 
EMS  

CES  4  I EC 60870-5-1 01 ,  DNP3,  Modbus  

SCADA I P  I ED/GW SCADA 
EMS  

L3VPN  3  I EC 61 850-MMS,  I EC 60870-5-
1 04  

Supporti ng  services  SS  or CC  SS  or CC  L3VPN  2  -  I nciden t  response  systems 

-  SS  physical  secu ri ty (vi deo  
survei l l ance,  access  con tro l ,  
a l arms)  

-  Remote  workforce  management  

Company i n ternal  
i n formatics  

Offi ce  Offi ce  L3VPN  1  Emai l ,  servers,  d i rectories  

I n ternet  Offi ce  Offi ce  L3VPN  0  Documentation ,  Weather 

NOTE  1  As  expl a ined  i n  7 . 1 1 . 4. 3,  a  L3VPN  can  a l so  be  emu l ated  by a  L2VPN  wi th  externa l  rou ters  

NOTE  2  Depend i ng  on  detai l ed  requ i rements  (e. g .  number of nodes,  quanti ty or type  of appl i cati ons,  network 
s i ze,  etc. ) ,  Layer 2  networks  wi th  VLANs  offer an  a l ternati ve  to  VPNs.  

 

7. 1 1 .5.2  U ti l i ty appl ications  over MPLS  VPNs  

7. 1 1 .5.2. 1  VPN  for teleprotection  ( IEC  61 850-8-1 /GOOSE)  

I EC 61 850-8-1  (GOOSE)  and  I EC 61 850-9-2  (SMV)  messages  can  be  carried  over MPLS 
networks  over pseudo-wi res  (Figure  1 09) .  

 

Figure 1 09  – Tele-protection  over VPWS,   
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7. 1 1 .5.2.2  L2VPN  for WAMS 

I EC 61 850-9-2  SMV messages  can  be  transported  poin t-to-mu l tipoin t  (P2MP)  th rough  a  VPLS  
(Figure  1 1 0)  to  the  Central  Process ing  Equ ipment that compu tes  the  grid  stabi l i ty cond i ti ons.   

 

Figure 1 1 0  – WAMS over VPLS  

7. 1 1 .5.3  VPNs  for legacy RTU-SCADA traffic  

7. 1 1 .5.3. 1  Categories  of l egacy protocols  

Legacy protocols  were  orig inal l y transported  over te lephone l i nes,  preferably as  asynchronous  
character-orien ted  streams  such  as  Modbus,  DNP3 or I EC  60870-5-1 01 .   

These  protocols  were  l ater transported  over I P,  such  as  Modbus- IP,  DNP-IP  or  
I EC 60870-5-1 04.  

These  two  modes  are  treated  d i fferentl y for transm ission  over WANs  

7. 1 1 .5.3.2  Asynchronous  legacy protocols  

The asynchronous  l egacy protocols  can  be  tunneled  between  the  endpoin ts  us ing  a  ci rcu i t  
emu lation  using  TDM  pseudowires  over MPLS.  

Depend ing  on  the  re lay or channel -bank requ i rement,  the  TDM  pseudowire  can  be  configured  
to  perform  raw channel  ci rcu i t  emu lation  wi th  SAToP  or s tructured  ci rcu i t  emu lation  us ing  
CESoPSN .   

Traffic-eng ineered  of forward  and  return  paths  between  substations  al lows  path  congruency.  
Paths  can  be  traffic-eng ineered  using  s tatical l y provis ioned  MPLS-TP  tunnels  or d ynam ic 
RSVP-TE  tunnels .  
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7. 1 1 .5.3.3  IP-based  l egacy protocols  

Seria l  SCADA protocols  can  be  threaded  us ing  TCP Raw Socket,  wh ich  is  a  method  for 
transporting  seria l  data  over a  PSN  or can  be  translated  i n to  an  I P  fl ow us ing  protocol  
trans lation  mechan isms.   

SCADA protocols  based  on  TCP/IP  such  as  Modbus-TCP,  DNP3-IP,  I EC 60870-5-1 04  etc.  
can  be  transported  as  I P  over a  Layer 3  MPLS  VPN  (F igure  1 1 1 ).  

 

Figure 1 1 1  – VPN  for IP-based  SCADA/EMS traffic  

By comparison ,  7 . 9 . 3  detai ls  the  case  of C37. 1 1 8  synchrophasor transm iss ion  wi thout  a  VPN .   

7. 1 2  Cyber Securi ty 

7. 1 2. 1  Securi ty ci rcles  

Power au tomation  insta l lations  belong  to  the  cri tical  i n frastructure  and  cyber-attacks  cou ld  
cause  b lackou ts  or grid  d isruption .  Strong  cyber securi ty concepts  are  needed ;  weak cyber 
securi ty implementations  m igh t l u l l  i n to  a  fa lse  sense  of securi ty.   

PSNs  are  much  more  vu lnerable  for cyber-attacks  than  the  trad i ti onal  l egacy i n frastructure  of 
power u ti l i ti es  and  measures  to  secure  such  networks  have  to  be  taken .  Cyber Securi ty needs  
to  be  adapted  to  the  specia l  cond i tions  existing  i n  operational  networks  such  as  speci fic  
protocols ,  rea l  t ime communication  wi th  s trict  l atency and  j i tter/ wander requ irements .  I t  has  
a lso  to  be  cons idered  that securi ty re lated  activi ti es  (e. g .  updating  securi ty patches)  must not  
i n terfere  wi th  the  u ti l i ty operation  or even  i n terrupt the  operational  traffic.  
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The  I EC 62443  su i te  speci fi es  a  defense  for i ndustria l  communication  networks  wh ich  appl ies  
to  m ixed  i nstal lations,  such  as  power p lants  wi th  a  substation .  I t  defines  the  securi ty 
assessment,  such  as:  

•  What has  to  be  protected ,  e. g .  appl ications,  end-to-end  commun ication ,  WAN  
communication  etc. ?  

•  What l evel ,  e . g .  traffic  separation ,  au thentication ,  encryption  etc. ?  

•  How exposed  is  the  i n frastructu re  to  attacks?  What ki nd  of d i fferent network areas/zones  
are  included?  

Depend ing  on  such  an  assessment,  some of the  methods  described  i n  the  fol l owing  
paragraphs  may be  appl ied  or not.  

The  I EC  62351  series  speci fies  how to  defend  power u ti l i ty communications,  wi th  emphasis  
on  the  end-to-end  (appl ication  layer)  securi ty.   

I EC TR  62351 -1 0  describes  “defense  i n  depth”  as  “the  appl ication  of securi ty con trols  i n  
barriers  and  at  d i fferent  l ayers.  “Barriers”  imply mu l ti ple  securi ty barriers  between  the  attacker 
and  the  target,  wh i l e  “ l ayers”  re late  to  the  d i fferen t communication  l ayers  i n  the  i n frastructure  
underl ying  any cyber system  (transport,  appl ication ,  etc. ) .  Th is  concept ensures  that i f one  
securi ty barrier i s  broken  (for i nstance  the  lock on  a  door),  the  next  barrier may prevent  the  
attack (the  attacker does  not have  the  correct password)  or i t  may j ust d i ffer the  attack unti l  i t  
i s  detected  (such  as  vi deo  survei l l ance  or an  a larm  noti fying  that an  excess  of passwords  
have  been  attempted) .  

Securi ty i nvolves  three  ci rcles:  

•  Host-based  securi ty implemented  i n  the  processes,  systems  and  devices,  wh ich  prevent 
access  of unauthorized  persons  to  the  network.  Th is  i ncludes  proper vi rus  scan ,  ro le-
based  access,  etc.  wh ich  is  ou ts ide  of the  scope  of the  document.   

•  Appl ication  layer securi ty us ing  appl ication-speci fic securi ty,  bu t wh ich  can  use  generic  
network securi ty mechan isms such  as  TLS  or HTTPS;  implemented  in  the  upper l ayers  of 
the  protocol  stack 

•  Network securi ty comprises  a l l  measurements  to  defend  the  commun ication  network.  I t  
comprises  i nherent communication  mechan ism  as  wel l  as  ded icated  securi ty 
measurements  and  devices.  The  main  techn ica l  securi ty controls  to  defend  a  power 
systems based  on  network securi ty can  be  implemented  us ing  the  securi ty services  
detai l ed  i n  the  sequel .   

Three  threats  are  particu larl y important  for network communication :  

•  den ial  of service  – countered  by fi l tering  in  the  network e lements ;  

•  eavesdropping  sens i ti ve  i n formation  – countered  by encryption  (confidentia l i ty) ;  

•  forg ing  of messages  – coun tered  by source  and  message au then tication .  

NOTE  Source  and  message  au thenti cati on  are  part  of “ i n tegri ty” ,  wh ich  as  a  general  term  encompasses  
transm ission  errors .   

7. 1 2.2  Network securi ty 

7. 1 2.2. 1  Network securi ty l ayers  

Network securi ty appl i es  to  al l  commun ication  l ayers  (network securi ty)  and  to  the  appl ication  
i n formation  (appl ication- layer securi ty) .   

•  Physical  assets  securi ty (access  control ,  I R cameras,  vi deo survei l l ance,  etc. )  i s  not i n  the  
scope of th is  Techn ical  Report.  Many phys ical  securi ty devices  need  connecti on  to  the  
network.  Especia l l y,  vi deo survei l l ance  can  generate  a  cons iderable  traffic;  
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•  Layer 1  securi ty (7. 4 . 9)  prevents  unauthorized  eavesdropping  or traffic  in j ection .  I t  i s  
requested  when  the  med ia  run  over publ ic  ground ;  

•  Layer 2  securi ty defends  messages  sen t across  Ethernet networks  (7. 6. 4 . 1 0. 1 )  or SDH  
networks  (7 . 6. 2. 1 0)  and  prevents  unauthorized  access  to  bri dge  ports  (7 . 6 . 4. 1 0. 2).  

•  Layer 3  securi ty (7. 7. 5)  defends  messages  sen t over several  LAN  segments .   

•  Layer 4  securi ty (7. 8. 5)  defends  messages  sen t across  several  networks.   

•  Appl ication- layer securi ty ( I EC  TR 61 850-90-5  and  I EC 62351 )  defends  the  data  on  the  
whole  path  from  end  user to  end  user.   

Appl ication- layer securi ty does  not d ispense  from  implementing  securi ty on  l ower 
communication  l ayers.  For i nstance,  the  traffic patterns  can  reveal  much  in formation .   

Accord ing  to  the  defense- in-depth  securi ty principle,  a  combination  of network securi ty and  
end-to-end  securi ty i s  needed .   

The  goal  i s  to  secure  data  au thentici ty and  con fiden tia l i ty for operational  and  con trol  data  
used  in  the  power system .  Th is  typical l y appl i es  to  a l l  data  sent  between  substations  
( IEC TR  61 850-90-1 ) ,  between  substation  and  con trol  centres  ( I EC  TR  61 850-90-2)  and  for 
synchrophasor networks  ( IEC TR  61 850-90-5) .  

7. 1 2.2.2  Key d istribution  

Cybersecuri ty protocols  such  as  TLS  or I Psec re l y on  secret  keys  that  are  known  to  the  
producer and  the  consumers  of the  i n formation .  These  keys  must be  made  avai lable  to  the  
concerned  devices,  e i ther by configuration  or through  a  secure  protocol  from  a  Key 
Distribu tion  Cen tre  (KDC).  Most commun ication  depends  on  symmetrical  keys,  i . e.  the  
producer and  the  consumer of the  data  use  the  same key,  once  for encrypting  the  data,  once  
for decrypting  the  data.   

I n  mu l ticast communication ,  a  group of devices  may share  the  keys,  so  that each  one  can  
commun icate  wi th  each  other.   

To  th is  effect,  a  key d istribu tion  is  needed .  The  Group  Domain  of I n terpretation  (GDOI )  
standard  [RFC 3547]  defi nes  how keys  are  to  be  d istributed  and  period ical l y refreshed  for a  
group of devices.  

GDOI  i s  speci fied  for I Psec and  for the  I EC TS  62351 -6  protocols .   

7. 1 2.2.3  Layer 3  securi ty in  u ti l i ty communications  

A network securi ty concept may cons ider securi ty implementations  at  the  d i fferen t network 
l ayers  as  described  in  7. 1 2 . 2. 1 .  Exemplary on l y Layer 3  securi ty i s  d iscussed  in  7. 1 2 . 2 . 3.  

IPsec can  be  used  to  defend  data  travers ing  networks  between  substations  and  control  cen tre  
or between  substations.   

The  l ocation  of I Psec term ination  poin ts  i s  a  cri ti cal  des ign  decis ion .  A term ination  endpoin t  
must be  operated  by a  trusted  party and  wi th in  a  trusted  zone  of the  network.  The  fo l lowing  
options  exist:  

1 )  With in  the  i nstal lations  (VPN  s i tes)  – th is  i s  an  end-to-end  use  case  and  i s  not i n  the  
scope  of th is  TR.  

2)  Between  the  Access  Rou ters  of the  VPN  – the  trust  i s  managed  and  under the  
responsib i l i ty of the  Access  Router owner (e. g . :  substation  owner);  the  WAN  core  is  
not i nvolved  i n  the  securi ty services .  
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3)  Between  the  PE  rou ters  wi th in  the  MPLS  VPN  core  network – the  securi ty services  are  
under the  responsib i l i ty of the  core  network (WAN)  owner;  for i nstance  a  service  
provider manages  the  I Psec services.  

4)  Between  a  poin t  i n  the  VPN  and  the  PE  – th is  appl ies  to  remote  access  use  cases  (e. g . :  
remote  eng ineering) .  

F i gu re  1 1 2  shows options  2  to  4 .  The  d i rect I ED  to  I ED  securi ty i s  not requ i red  when  the  I EDs  
are  wi th in  the  same substation .   

 

Figure 1 1 2  – VPN  deployment options  

Term ination  poin t  l ocation  decis ions  are  j ust  one  perspective.  The  subsequent bu l lets  l i s t  
technolog ies  and  deployment scenarios  for I Psec:  

•  Static  I Psec:  I Psec nodes  are  configured  statical l y wi th  thei r peers  ( i n  terms  of 
au thentication  i n formation  and  securi ty pol icy.  

•  Dynam ic I Psec:  Typical l y used  in  a  hub-and-spoke topology where  on l y the  spokes  know 
how to  connect to  the  hub  and  must au then ticate  themselves  in  order to  establ ish  an  I Psec 
tunnel .  

•  GDOI -based  VPNs  use  on l y a  s i ng le  securi ty association  for the  whole  domain  of I Psec 
nodes  wi th in  the  VPN  (see  7. 1 2. 2. 2)  .  
GDOI -based  VPNs provide  appropriate  defense  for te lecontrol  and  SCADA traffic,  I P-
based  or seria l  ( tunneled).  Furthermore,  the  securi ty arch i tecture  for PMU  networks  i n  
I EC TR  61 850-90-5  considers  GDOI -based  VPNs  as  optional  securi ty function .  I t  i s  based  
on  a  defense- in -depth  approach  and  u ti l i zes  the  securi ty model  of I EC  TR  61 850-90-5  that 
a lso  uses  a  GDOI  approach  to  ensure  securi ty.  

•  I n  paral l e l  to  sound  techn ica l  defi n i ti ons,  VPN  securi ty operation  needs  to  be  based  on  a  
VPN  securi ty pol icy.  

•  Optional  appl ication  or transport l ayer encryption  (as  defined  i n  I EC 62351  for the  
I EC 61 850  protocol  su i te  depends  on  the  capabi l i ty of the  end  devices.  
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7. 1 2.3  Access  Control  

Access  control  ensures  that  on l y au thorized  personnel  are  access ing  the  network and  that  
on l y va l i d  devices  and  systems  are  part  of the  g ri d  au tomation  and  con trol  network.  Access  
con trol  i s  used  to  prevent  i n truders  from  gain ing  access  to  networks  and  devices.   

Network Access  Control  (NAC)  can  be  based  on  I EEE 802 . 1 X (see  7. 6. 4. 1 0) .   

The  subsequent  bu l l ets  l i st  more  network-based  securi ty technolog ies  to  assure  strict access  
con trol :  

Role-Based  Access  Control  (wi th  username and  passwords  and/or X. 509  certi ficate  based  
i denti ties)  i s  a  mechan ism  to  restrict  access  based  on  roles  and  shou ld  be  used  to  control  
device  access  wi th in  the  substation .  

RADIUS,  LDAP and  other protocols  for Au thentication ,  Au thorization  and  Accoun ting  (AAA)  of 
users  and  devices.  An  AAA service  is  used  to  au then ticate  and  au thorize  user access.  

•  ACL  on  VLAN  ports  (especia l l y for te leprotection  and  other in ter-substation  use  cases);  
Unused  ports  must  be  shut  down  

•  Au then ticati ng  and  au thorizing  of fie l d  techn icians  or operations  cen tre  staff before  they 
can  view or configure  devices,  track changes  made  (RBAC)  

•  Au then ticati ng  of every device  and  appl ication  connected  to  the  substation  and  con trol  
cen tre  networks:  routers,  swi tches,  servers,  workstations,  I EDs,  RTU ’s,  etc.  

•  Mu tual l y au then ticating  user and  supported  devices  by re l ying  on  strong  certi ficate  based  
i denti ties   

•  Remote  Access  us ing  Telnet must be  secured  by SSH  to  prevent  man- in-the  m idd le  
attacks.  I n  order to  comply wi th  pol icies  and  regu lations,  banner m ight  be  requested .  

•  End  poin t  posture  assessment for devices  as  l aptops,  workstations,  servers  connecting  to  
Substation  and  Control  Cen tre  LAN  segments  to  detect any vi ruses  before  a l l owing  access  
to  the  network,  forcing  remed iation  such  as  i nstal l i ng  software  patches  or updating  anti -
vi rus  database  

7. 1 2.4  Threat detection  and  m i tigation  

7. 1 2.4. 1  General  

Threat detection  and  m i ti gation  defend  cri tical  assets  against cyber-attacks  and  i ns ider 
threats  throughout the  power system.  

7. 1 2.4.2  Traffic  separation  

A fi rst measure  is  traffi c separation ,  i n  the  sense  that data  shou ld  not  travel  farther than  
necessary.  I s l ands  can  be  bu i l t  for bay traffic,  for substation  traffic or for reg ional  traffic.  On l y 
a  smal l  part of the  traffic  shou ld  be  al l owed  to  l eave  the  area.   

For i nstance,  the  use  of private  add resses  ensures  that  a l l  traffic  has  to  go  through  con trol led  
rou ters.   

Log ical l y segmentation  a l l ows  the  separation  of traffic  based  on  appl ication  classes  (e. g .  
SCADA,  eng ineering ,  phasor data,  vi deo,  phys ical  securi ty) .  Segregation  of network traffic  i s  
a  strong  defense  s ince  i t  prevents  one  category of traffic to  access  the  resources  a l located  to  
another class  of traffic  (except non-reserved  bandwid th) .   

Traffic segregation  must be  enforced  at WAN  networking  devices  as  wel l  as  on  the  connected  
LAN  segments  (e. g .  Substation  LAN).  From  the  system  perspective,  a l l  i n ter-connected  
segments  needs  to  be  defended  and  addressed  i n  the  securi ty arch i tecture.   
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With in  the  substation  network,  VLANs a l low to  segregate  the  traffic (e. g .  SCADA LAN ,  
Network management VLAN ,  PMU  VLAN).   

Outs ide  the  substation  network,  VPNs,  VLANs  or ded icated  SDH  channels  (or a  h ybrid  
approach  us ing  d i fferent technolog ies)  a l low to  segregate  the  traffic.  Assignment of traffic to  
ded icated  channels  i s  based  on  traffic i den ti fication  (e. g .  VLAN  I D)  or on  port  i denti fication .  

For i n terconnected  systems  (e. g .  i n  a  substation -to-control  centre  use  case) ,  mapping  wi th  
correspond ing  traffic  segregation  wi th in  the  peers  (Substations,  Control  Centre)  i s  
recommended .   

I P-network separation  us ing  a  securi ty gateway as  F igure  1 1 3  shows  i s  another measure.  

 

Figure 1 1 3  – IP  network separator 

Access  control  l i s ts  shou ld  be  appl ied  to  fi l ter,  l og  and  au thorize  traffic between  segments  and  
zones  wi th in  the  network.  

7. 1 2.4.3  Securi ty zones  

Securi ty zones,  ca l l ed  E lectron ic  Securi ty Perimeter (ESP)  i n  NERC-CIP,  are  cri ti cal  parts  of 
a  securi ty arch i tecture  to  d i vide  the  network i n to  a  series  of vi rtual  sections,  so  that various  
l evels  of trust  and  securi ty pol icies  can  be  establ ished .  Network traffic between  zones  i s  
impl ici tl y den ied ,  un less  a  zone  pai r i s  configured  to  perm i t  the  traversal .   

I n  a  substation-con trol  cen tre  scenario,  a  Zone-Based  F i reWal l  (ZBFW)  enables  the  creation  
of d i fferen t substation  securi ty zones.  Typical l y i n tegrated  in  a  substation  au tomation  rou ter,  
the  ZBFW is  responsib le  for perimeter securi ty and  the  enforcement of the  securi ty zone  
concept.  Zone  pairs  cou ld  be:  SCADA-WAN  (con trol  centre-facing  zone),  SCADA (substation-
facing  zone)  or NMS-WAN  (con trol  cen tre-facing  zone),  NMS  (substation-facing  zone).   

By defin i ti on ,  a  fi rewal l  exam ines  the  traffic  and  appl ies  ru les  to  i t.  I t  perm i ts  or den ies  the  
traffic based  on  these  ru les  that can  appl y to  i nbound  and  ou tbound  traffic.  A fi rewal l  u ti l i zes  
access  control  l i s ts  (ACL)  to  fi l ter and  restrict  traffic  based  u ti l i ty-speci fic  pol icies .  Typical  
deployment scenarios  for fi rewal ls  wi th in  the  TC57  arch i tecture  are  a lso  described  i n  
I EC TR  62351 -1 0.  

IEC  
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7. 1 2.4.4  DeM i l i tarized  Zone  (DMZ)  

Beside  the  zones  for designated  functions,  a  DMZ is  an  appropriate  tool  to  deploy and  host  
services  that are  d i rectl y connected  to  i nbound  traffic such  as  term inal  server.  A DMZ enables  
i nbound  access  on l y to  systems isolated  i n  the  DMZ and  not d i rectl y i n to  a  cri tical  network 
segment.  A DMZ is  a  fi rewal l  functional i ty that provides  phys ica l  i so lation  between  two  
networks  enforced  by connectivi ty ru les  wi th in  the  fi rewal l  implementation .  

7. 1 2.4.5  In trusion  Detection  Systems  ( IDS)  

An  IDS  mon i tors  the  network for abnormal  acti vi ti es  or pol icies  violations.  An  example  of an  
IDS  is  the  open  source  Snort tool  [48] .  

7. 1 2.4.6  In trusion  Prevention  Systems ( IPS)  

I PSs  are  i n tegrated  on  network nodes  or as  stand-alone  appl iances  to  detect  network 
i n trus ions  through  use  of I PS/IDS  at  cri tical  poin ts  i n  the  network.  Custom ization  wi th  SCADA 
IPS  s ignatures  addresses  domain-speci fic  threats.  

7. 1 2.4.7  Anti -Malware software  

Anti -Malware  software  safeguards  against  vi ruses,  troj ans,  etc.  I t  i s  needed  where  standard  
software  (COTS)  is  used ;  typ ical l y i n  the  control  centre  appl ied  to  operati ng  systems,  
databases  and  appl ications  based  on  s tandard  components .  

7. 1 2.4.8  Software  update  management 

Software  update  management (or patches)  for COTS systems – typica l l y i n  the  control  cen tre  
and  i n  the  substation-  i s  needed  for operating  systems,  databases,  m idd le-ware,  web  server,  
etc.  

I t  has  to  be  ensured  that  i nsta l l i ng  updates  does  not affect the  network avai labi l i ty as  wel l  as  
the  performance of communication  channels .  

7. 1 2.4.9  Access  control  

Enhanced  access  con trol  mechan isms i s  based  on  port securi ty ( I EEE  802. 1 X)  and  endpoin t  
posture  assessments  to  support  detective  and  preven tive  securi ty con trols  (see  7 . 1 2. 3) .  

7. 1 2.4. 1 0  White-l isting  

White  l i sti ng  reg isters  a l l  appl ications  a l l owed  execute  on  cri tical  system  wi th in  con trol  cen tre  
and  substations.  

7. 1 2.4. 1 1  Network securi ty and  event management 

Network securi ty and  even t management is  typ ical l y hosted  in  the  network control  centre  
(Figure  1 1 4)  and  comprises  the  fol lowing  securi ty functions:  

•  Col l ection  and  aggregation  of trace  data  from  network devices  in  order to  anal yze  network 
even ts,  poten tia l  attacks.  Sys log  [RFC 5424]  i s  a  format to  export col l ected  event  
noti fication  messages  from  wi th in  a  computer,  bu t wh ich  i s  not  secure  by i tse l f.  I PF IX 
[RFC 701 1 ]  i s  a  s tandard ized  data  exchange format for col lected  network traces.   

•  Securi ty even t  management (SEM):  real -time process ing  of securi ty event data  for i ncident 
response and  threat management.  Even t data  sources  comprise  IDS/I PS,  fi rewal ls ,  
networking  equ ipment,  securi ty software  and  appl iances,  system  malware  reports,  and  
host acti vi ty l ogs.  Correlation  wi th  I DS/IPS  events  supports  the  i denti fication  of securi ty 
i nciden ts.  Noti fication  of cyber securi ty depends  on  severi ty,  ru les  as  wel l  as  underl ying  
pol icies.  
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•  Securi ty i n formation  management (S IM) :  anal ys is  of log  data  for compl iance  reporting  and  
pri vi l eged  user and  resource  access.  Log  data  sources  encompass  host system  and  
securi ty l ogs,  database  acti vi ty and  aud i t  l ogs,  d i rectories,  i denti ty and  access  
management ( I AM)  systems,  appl ication  l ogs,  and  transaction  logs.  Arch iving  of securi ty 
even ts  for forens ic anal ysis  and  regu lation  reporti ng .  

7. 1 2.4. 1 2  Device and  platform  defense  

Al l  devices  connected  to  the  power system  need  to  be  defended  i n  order to  wi thstand  phys ica l  
and  cyber-attacks.  Th is  may i nclude  s trong  phys ical  securi ty defenses,  depend ing  on  the  
i nsta l l ation ,  as  wel l  as  i n ternal  defenses  that  prevent tampering .   

As  a  part of normal  network operations,  each  node  shou ld  receive  remote  software  updates  
from  the  control  cen tre.  These  upgrades  shou ld  happen  on l y after au thentication  of the  source  
and  val idation  of the  software’s  data.  Other measures  to  defend  devices  and  platforms 
comprise:  

•  Secure  Device  I den ti ty  

•  U se  of X.509  Certi ficates  

•  Harden ing  of network devices  

– D isabl i ng  unnecessary network services  

– Control  P lane  Pol icy 

•  Harden ing  of a l l  secondary equ ipment attached  to  the  network  

– Shu t down  unnecessary ports  

– With in  the  substation ,  used  ports  must be  expl ici tl y enabled ;  the  maximum  number of 
secure  MAC addresses  for a  port  shou ld  be  1  (one)  

– Disabl ing  of services  that are  not  needed  for operation  

7. 1 2.4. 1 3  Other securi ty measures  

I n  order to  ach ieve  securi ty i n  depth ,  more  securi ty measures  beyond  the  techn ical  securi ty 
con trols  need  to  be  establ ished .  The  subsequent bu l lets  l i st  the  most importan t:  

•  I n tegration  of phys ical  securi ty 

•  Secure  remote  access  – I n  the  substation/con trol  centre ,  fie l d  techn icians  or operations  
cen tre  staff must be  au thenticated  and  authorized  th rough  strong  certi ficate-based  
i denti ties  and  role-based  access  before  they can  view or eng ineer devices.  

•  Securi ty Pol icies  

•  Train ing  and  education  

•  Honeypots  ( i . e.  Victim  Hosts)  are  acti ve  securi ty tools  that appear to  an  attacker as  being  
the  system  or service  he  is  l ooking  for.  Honeypots  d istract attackers  from  more  va luable  
assets  on  the  network.  Typical l y,  honeypots  can  be  deployed  in  l arge  control  centre  
i nstal l ations.   

7. 1 2.4. 1 4  Network configuration  and  management 

Network configuration  and  management is  an  importan t tool  to  support network securi ty 
i nheren tl y.  

•  A Network Management System  (NMS)  supports  network securi ty as  a  part  of Fau l t,  
Configuration ,  Accounting ,  Performance  and  Securi ty (FCAPS).  A NMS typical l y supports  
the  process  of control l ing  access  to  networks  and  devices.  An  operator uses  a  NMS to  
configure  and  mon i tor the  performance of the  network deployment.  A NMS is  typical l y 
hosted  by the  Network Operati ng  Centre.   

•  Network traffic anal ys is  i s  an  importan t tool  to  mon i tor,  anal yze  and  measure  traffic i n  the  
network,  see  7 . 1 2. 4 . 1 1 .  Furthermore,  s l ow network performance,  and  bandwid th  
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consumption  can  be  i denti fi ed  and  d iagnosed .  Such  i n formation  supports  detection  and  
d iagnosis  of anomal ies  and  securi ty i ncidents  such  as  Den ia l -of-Service  (DoS)  attacks.   

•  Network securi ty mon i toring  system :  typical l y encapsu lates  cri tica l  securi ty services;  e . g . :  
management of user access  l ogs,  management of securi ty events ,  detection  of network 
attacks  (see  Threat Detection  and  M i tigation) .  

•  QoS  pol icies :  QoS  needs  to  be  assured  for cri ti cal  data  fl ows;  DoS  preven tion  by QoS 
pol icy:   

– Control  P lane  defense  

– Den ia l -of-Service  defense  

– Control  P lane  Au thentication  and  Pol icies  

7. 1 2.5  Securi ty arch i tecture  

The securi ty arch i tecture  i s  the  foundation  to  implement and  i n troduce  the  appropriate  
securi ty measures  to  the  overal l  power system  in  an  end -to-end  manner.  A securi ty 
arch i tecture  addresses  the  most  importan t securi ty princip les  i n  terms  of defense-in-depth  as  
wel l  as  general  arch i tectural  qual i ty attribu tes  such  as  extensib i l i ty and  scalabi l i ty.  A selection  
of securi ty services  as  described  i n  the  Clauses  7 . 1 2 . 1  to  7 . 1 2. 4  need  to  be  combined ,  
depend ing  on  the  i nd ividual  u ti l i t ies  s i tuation  and  requ i rements .  

F i gu re  1 1 4  depicts  the  typical  components  and  peers  wi th in  the  scope  of a  power au tomation  
network wi th  the  focus  on  substation  au tomation ,  substation-to-substation  and  substation  to  
con trol -centre  communication .   

Depend ing  on  the  u ti l i ty securi ty requ irements,  WAN  l inks  may be  separated  and  encrypted .  A 
zone-based  fi rewal l  enables  the  securi ty zones  for perimeter securi ty.  

With in  the  Substation  Automation  Network,  traffic i s  segregated  i n to  the  fo l l owing  zones:  

•  Protection  and  control :  I EDs,  PMUs and  RTUs  

•  Eng ineering :  Hosti ng  HM I  and  network eng ineering  capabi l i t ies  

•  Service:  I P  te lephones,  I P  cameras  as  wel l  as  other I P-based  service  equ ipment  

•  Network control :  access  server,  key server,  possib l y redundant  
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Figure 1 1 4  – Securi ty arch itecture  (using  segmentation  and  perimeter securi ty)  

7. 1 2.6  Appl ication  (end-to-end)  communication  securi ty 

Authentication  i s  more  importan t than  encryption  for SCADA and  protection  securi ty.  

End-to-end  securi ty can  be  provided  in  several  ways:   

a)  the  end  device  is  provid ing  the  securi ty function  d i rectl y (e. g .  an  RTU  having  I Psec 
functional i ty i n tegrated);  

b)  appl ication  based  securi ty mechan isms provided  by the  communication  equ ipment for 
devices  i nsta l led  i n  the  fi e ld  bu t not having  encryption  capabi l i ties .  

The  I EC 62351  standard  series  addresses  securi ty for the  u ti l i ty protocols .  Table  48  l i sts  the  
parts  of I EC 62351  wi th  a  brief overview of the  con tent.  

IEC  
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IPsec and  TLS/DTLS provide  the  foundation  for many secure  tunnel ing  solu tions  to  support  
use  cases  such  as  remote  access  or mobi l e  workforce  support.  

For any other commun ication  wh ich  needs  to  be  defended ,  network securi ty based  functions  
shou ld  be  used .  Th is  appl ies  as  wel l  for any data  exchange  where  I EC 62351  implementations  
are  not avai lable.  I EC  TR  62351 -1 0  con ta ins  correspond ing  recommendations.  

Table  48  – IEC  62351  series  

Part  Content  

I EC TS  62351 -1  I n troduction  and  overvi ew – con tains  genera l  aspects  l i ke  securi ty th reats ,  
vu l nerab i l i t i es ,  requ i rements,  attacks,  and  countermeasures  typical l y for a  substation  
envi ronment  as  wel l  as  bas ic  concepts  

I EC TS  62351 -2  G lossary – con tains  key terms  and  defi n i ti ons  used  i n  the  scope  of I EC 62351  

I EC 62351 -3  Profi l es  i ncl ud i ng  TCP/IP  – appl i es  to:   
[ I EC 60870-6  TASE. 2,  I EC 61 850  over MMS,  I EC 60870-5-1 04  and  DNP3]  

Speci fi es  use  of TLS  for SCADA and  te l e-con tro l  protocols  based  on  TCP/IP  ( I EC 61 850  
MMS,  I CCP  (TASE2)).  

defi nes  cipher su i te  requ i rements,  sess ion  and  X509  certi fi cate  hand l i ng  

I EC TS  62351 -4  Profi l es  i ncl ud i ng  MMS  – appl i es  to:   
[ I EC 60870-6  TASE. 2,  I EC 61 850  over MMS]  

I EC TS  62351 -5  I EC 60870-5  and  Derivati ves  – appl i es  to:   
[ I EC 60870-5-1 04  &  DNP3,  I EC 60870-5-1 01 , 1 02, 1 03  and  Seri al  DNP]  

I EC TS  62351 -6  Securi ty for I EC 61 850  – app l i es  to:   
[ I EC 61 850  over MMS,  I EC 61 850  GOOSE,  SMV]  

I EC TS  62351 -7  Network and  system  management  (NSM)  data  ob ject  models  – defi nes  NSM  data  obj ects  
speci fi c  for power system  operations;  uses  nam ing  conventi ons  of I EC 61 850   

I EC TS  62351 -8  Roles  Based  Access  Contro l  (RBAC)  for power system  management  – speci fi es  
mandatory roles  for TC 57  domains  l i ke  substati on  au tomation  based  on  I EC 61 850;  
covers  a  PUSH  and  PULL  model ;  defi nes  credenti al  (securi ty token)  and  transport  
profi l es  

I EC TS  62351 -9  Cyber securi ty key management  for power system  equ i pment (not  released  yet)  

I EC TR  62351 -1 0  Securi ty arch i tecture  gu idel i nes  – describes  gu idel i nes  for the  securi ty power systems  
based  on  essenti a l  secu ri ty con trol s  

I EC TR  62351 -1 1  Securi ty for XML fi l es  (not  re l eased  yet)  

 

7. 1 2.7  Securi ty for synchrophasor (PMU)  networks  ( IEC  TR  61 850-90-5)  

I EC TR  61 850-90-5  contains  a  particu lar securi ty model  for synchrophasor networks  that  
speci fies  cryptograph ic functions  and  key management as  a  specia l  form  of appl ication  l ayer 
securi ty.  

I EC TR  61 850-90-5  defines  i n formation  au thentication  as  mandatory and  confidential i ty as  
optional .  I t  speci fies  the  use  of a  secure  Hash-based  Message Authen tication  Code  (HMAC)  
[RFC 21 04]  over the  en ti re  content  of a  Session  Protocol  Data  Un i t (SPDU)  through  
symmetric keys.   

Furthermore,  the  I EC TR  61 850-90-5  sess ion  protocol  supports  the  option  to  encrypt the  
con ten t of the  SPDU  payload .  I n  add i ti on ,  the  securi ty model  of I EC  TR  61 850-90-5  includes  
the  securi ty defi n i ti ons  as  speci fi ed  i n  I EC TS  62351 -6  to  address  end-to-end  securi ty.   

Based  on  the  defined  securi ty perimeter,  the  securi ty model  of I EC TR  61 850-90-5  supports  a  
variety of combinations  based  on  the  defined  endpoin t.  

I EC TR  61 850-90-5  speci fies  group-key management based  on  GDOI  [RFC 3547) .  The  
concept of “perfect-forward”  securi ty uses  key rotation  and  speci fies  usage  and  i n tegration  of 
one  or more  Key D istribu tion  Centre  (KDC),  in  a  cen tral i zed  or decentral i zed  manner.   
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The  securi ty defin i tions  i n  I EC TR  61 850-90-5  amend  GDOI  i n  order to  address  use  cases  
where  more  than  one  subscrib ing  enti ty may res ide  on  a  s i ng le  I P-address  i n  order to  enable  
Dataset speci fic keys.  

The  securi ty standard  I EC  TS  62351 -6  (Securi ty for I EC  61 850)  defines  the  securi ty for 
IEC 61 850  GOOSE and  SMV messages.  

7. 1 2.8  Addi tional  recommendations  

•  T ime synchron ization  securi ty (NTPv3  and  IEC 61 588)  – work i n  progress;  

•  SMNP:  SNMPv3 securi ty options ;  

•  Secure  web  server and  HTTPS:  HTTPS must  be  used  for a l l  web  appl ications.  Web-based  
remote  eng ineering  appl i cations  based  on  HTML/HTMLS must use  HTTPS  to  defend  data  
i n  trans i t.  

7. 1 3  QoS  and  appl ication-specific  engineering  

7. 1 3. 1  General  

WAN  u ti l i ty commun ication  trans i t  over a  core  network that i s  under the  responsib i l i ty of the  
network provider.  The  network provider may be  a  th i rd -party provider or a  departmen t of the  
same u ti l i ty company.  Regard less  of the  ownersh ip,  a  QoS  is  con tractual l y agreed  between  
the  cl i en t (u ti l i ty)  and  the  (core  network)  provider i n  the  form  of an  SLA.   

The  SLA is  i ndependent from  the  used  network technology;  i t  i nd icates  the  agreed  va lues  for 
the  performance  parameters  ( l atency,  bandwid th ,  e tc. )  and  for the  dependabi l i ty (avai lab i l i ty,  
d isruption  duration  and  frequency,  etc. . . ) .  

7. 1 3.2  SDH/SONET QoS and  SLA 

Trad i tional  SDH/SONET networks  provide  a  hard  QoS:  once  a  vi rtual  ci rcu i t  i s  establ ished ,  
the  l atency is  determ in istic,  j i tter i s  l im i ted  and  the  bandwid th  is  guaran teed .  Al l  traffic  
types/appl ications  in  an  SDH /SONET network are  a lways  hand led  at the  h ighest priori ty,  
comparable. to  priori ty class  7  i n  Table  49.  The  SLA is  expressed  i n  terms  of absolu te  
performance and  avai labi l i ty.  

NOTE  QoS  i s  provi ded  once  the  vi rtual  ci rcu i t  or path  i s  establ i shed  and  pers i sts  un ti l  a  d i sconnection  occurs,  e . g .  
because  of a  time-out.  The  delay to  re-establ i sh  a  l ost  connection  can  be  orders  of magn i tude  l arger than  the  
packet l atency,  as  one  can  experience  wi th  the  te l ephone  service.  The  task of the  network i s  to  provide  su ffi cien t  
QoS  so  that  a  d i sconnection  occurs  wi th  a  very smal l  probabi l i ty.   

7. 1 3.3  PSN  QoS  and  SLA 

With  PSNs,  the  determ in istic qual i ti es  of TDM  are  approximated  by a  set  of priori ties  and  
resource  reservation  protocols.  PSN  need  add i ti onal  QoS  eng ineering  work.  For PSN ,  the  
SLA expresses  performance  as  s tatistical  values.   

PSN  protocols  a l l ow expressing  the  priori ty i n  the  packet,  i n  particu lar:  

•  At  Layer 2 ,  the  802. 1 p-fie l d  i n  the  VLAN  tag  expresses  8  l evels  of priori ty (see  7. 6. 4. 6) ;  

•  At  Layer 3,  the  ToS  fi el d  i n  I Pv4  and  I Pv6  packets  expresses  64  levels  of priori ty (see  
7. 7. 2 .2) ;  

•  At  Layer 2 . 5,  the  EXP  fi e l d  i n  MPLS  expresses  8  l evels  of priori ty (see  7 . 6 . 9. 6) .  

S imple  priori ty can  be  extended  by more  soph isticated  schemes,  for i nstance  traffic pol icies,  
strateg ies  for d iscard ing  packets ,  congestion  noti fication ,  e tc.  D iscard ing  packets  shou ld  be  
avoided  i f possib le  by buffering  the  l ess  de lay sens i ti ve  traffic.  Some transports  (e. g .  TCP)  
wou ld  rather experience  more  delay through  buffering  than  experience  l oss.  
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I n  add i ti on  to  the  priori ty i n formation ,  the  I P  addresses  or l abels  are  sometimes  used  i n  the  
con text of resource  reservation ,  based  on  a  previous  configuration .   

QoS  i s  eng ineered  and  implemented  network-wide  i nclud ing  access,  aggregation  and  core  
parts  i n  a  cons isten t way.  Traffic fl ows  of the  d i fferent  appl ications  need  to  be  i den ti fi ed ,  
priori ti zed  and  classi fied  i n to  s im i lar QoS  classes.  These  QoS  classes  need  to  be  hand led  
equal l y i n  a l l  sections  of the  network:  a  teleprotection  service  shou ld  be  treated  wi th  the  
h ighest priori ty i n  the  access,  aggregation  and  core  sections  of the  network (wou ld  the  service  
cross  the  complete  network).  Tun ing  of the  QoS  pol icies  i n  the  CE/PE/P  rou ters  is  essentia l  
for an  optimal  appl ication  flow i n  a  u ti l i ty network.  

7. 1 3.4  Appl ication  and  priori ty 

Only s imple  priori ty i s  cons idered  here.   

Table  49  shows an  example  of assignment of d i fferen t u ti l i ty appl ications  to  8  priori ty levels.  
Th is  yie lds  a  s imple  mapping  to  802. 1 Q,  DSCP and  EXP fie lds.   

Table  49  – Example  of s imple  appl ication  priori ty assignment  

Traffic  Cl ass  Appl ication  802. 1 Q,  EXP  DSCP  

Network Control  Network Management,  
I S /I S ,  LDS,  RSVP-TE,  BGP 

7  NC,  CS7  

Exped i ted  Teleprotection ,   
I EC  TR 61 850-90-1  (SS-SS)  
operati ona l  voice  

6  EF,  CS6  

Real -Time  Telecontrol ,  WAMPACs  
I EC TR 61 850-90-5  (SS-CC)  

5  EF,  CS5  

Stream ing   I P  te lephony,  Video  survei l l ance   4  AF41 ,  AF42,  AF43,  CS4  

Operation  SCADA,  DNP-3,  I EC TR 61 850-90-2  
I EC 61 850-8-1  

3  AF31 ,  AF32,  AF33,  CS3  

Support  EMS  (CC-CC),  CIM,  OAM   2  AF21 ,  AF22,  AF23,  CS2  

Business  Mai l ,  F i l e  Exchange  1  AF1 1 ,AF1 2,AF1 3,  CS1  

I n ternet  browsing ,  down loads,  vi deos,  
webi nars,  web  l earn i ng   

0  Best  Effort  

 

7. 1 3.5  QoS  chain  between  networks  

A PSN  is  not appl ication -aware  and  categorizes  packets  based  on  the  priori ty and  addresses  
or l abels  of the  transported  packets.  An  appl ication-aware  i nstance  (e. g .  Proxy-Gateway or 
CE)  therefore  maps  the  appl ication  messages  to  these  network categories.   

F igu re  1 1 5  shows  a  conceptual  network chain  between  two  access  networks  communicating  
over a  core  network,  e. g .  between  a  substation  network and  a  SCADA network over a  service  
provider or company-owned  core  network.   

The  substation  LAN  is  connected  to  the  access  network through  a  proxy-gateway that i s  
appl ication-aware.  The  proxy-gateway generates  IP  traffic,  i ncl ud ing  I EC  61 850,  l egacy and  
other traffic.  The  proxy-gateway sends  the  I P  packets  to  the  CE  router on  the  access  network.  
The  CE  performs rou ting  for the  substation  network.  The  CE  may be  implemented  i n  the  same  
device  as  the  proxy-gateway,  the  d isti nction  i s  conceptual .   

The  i n terface  between  the  access  network and  the  core  network cons ists  of the  CE-router on  
the  customer s i te  and  of the  PE  at the  provider s i de.  Both  devices  can  be  aggregated  i n to  one  
device,  the  d isti nction  i s  conceptual .   
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The  CE  router sends  the  I P  traffic i t  receives  from  the  proxy-gateway to  the  PE.  I t  a lso  
encapsu lates  other traffic such  as  TDM  or vi deo  survei l lance  streams  in to  I P-packets  ( i f not  
a l ready packeti zed),  wh i l e  considering  the  tim ing  constrain ts.   

The  PE  receives  the  packets  from  the  CE  and  categorizes  them  accord ing  to  i ts  configuration .  
I t  can  send  the  packets  i n  raw form  i f the  core  network is  not shared ,  or encapsu late  them  i n  
tunnels  or VPNs.   

The  core  network i s  not  appl ication-aware;  the  P-rou ters  consider the  priori ties  i n  the  packets  
they receive,  i . e .  the  DSCP ( I P)  or EXP (MPLS)  priori ty fi e l d  in  the  ou ter header or the  802. 1 p  
priori ty (Ethernet) .  I f the  P-routers  are  eng ineered ,  they can  assign  resources  based  on  I P  
addresses  or l abel .  However,  they cannot  read  the  tunneled  traffic.  

The  packets  arri ve  at the  PE  at  the  SCADA end .  Th is  PE  reconsti tu tes  the  orig inal  packets  
and  forwards  them  to  the  CE,  wh ich  sends  them  to  the  SCADA LAN .   

The  same appl ies  i n  the  opposi te  d i rection .   

 

Figure 1 1 5  – QoS  chain  

7. 1 3.6  QoS  mapping  between  networks  

The configuration  of priori ti es  becomes  complex when  networks  are  cascaded .   

The  priori ty i n  a  LAN  is  mapped  to  the  priori ty of the  I P  traffic on  the  access  network,  wh ich  i s  
then  mapped  to  the  trunk network  priori ty (e. g .  MPLS).  Depend ing  on  the  core  network,  not a l l  
mappings  are  appl icable .   

At  each  i n terface  between  connected  networks,  the  priori ti es  are  assigned  to  the  traffic.  Th is  
requ i res  QoS  eng ineering ,  an  i n tegral  part  of the  network design .  I ndeed ,  there  i s  no  
au tomatic  trans lation  of the  priori ty of one  network to  the  next.  D i rect  mapping  can  be  used  i n  
fi rst  approximation ,  bu t  i s  often  insufficien t  s i nce  the  priori ties  have  a  scope  on l y wi th in  thei r 
network.   

For i nstance,  GOOSE  and  SV traffic may have  a  VLAN  tag  wi th  a  h igh  priori ty,  bu t s i nce  th is  
traffic  does  not l eave  the  substation ,  th is  802. 1 Q  value  wi l l  not be  reflected  i n  a  DSCP value.  

Strict priori ty i s  not  suffici ent;  fa i rness  i s  needed  to  avoid  starving  l ow-priori ty services.  
Therefore,  appl ying  QoS  to  a  port or sub  port  that  i s  carrying  traffic  wi th  d i fferen t 802. 1 p  or 
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DSCP settings  may requ i re  not on l y a  pol icy to  be  appl ied  for each  QoS  level ,  bu t a lso  to  the  
group.  A h ierarch ical  QoS  pol icy wi l l  ensure  not  on l y that  service  priori ty i s  main tained  but 
a lso  the  i n teraction  of one  service  against  another has  no  detrimental  effect.  Appl ying  the  
QoS  pol icy at the  service  i ngress  ensures  that priori ty and  fai rness  is  set and  main tained .   

7. 1 3.7  QoS  engineering  

7. 1 3.7. 1  Proxy-gateway eng ineering  

The proxy-gateway is  appl ication-aware:  i t  can  ass ign  the  I EC  TR 61 850-90-1  and  
IEC TR 61 850-90-5  (R-GOOSE  and  R-SV)  a  h igher priori ty,  g i ve  MMS packets  a  l ower priori ty,  
etc.  e. g .  accord ing  to  Table  49.  

7. 1 3.7.2  CE-router eng ineering  

The CE  i s  responsib le  to  communicate  the  priori ty i n formation  to  the  PE.  A CE  i tsel f i s  not  
necessari l y appl ication-aware,  except  that i t  can  have  mu l ti p le  ports,  wh ich  may have  pre-
ass igned  priori ti es,  such  as  LAN  ports.  A CE  may support mu l tip le  QoS per port.  A CE  can  
a lso  adapt l egacy traffic to  packets.   

The  CE  i s  expected  to  priori ti ze  a l l  traffic,  for i nstance  accord ing  to  Table  49.  

7. 1 3.7.3  PE-router eng ineering  

At the  en try of the  core  network,  the  PE-router i n  F igure  1 1 5  assigns  priori ti es  to  the  traffic  
flowing  on  the  CE-PE  l i nk,  accord ing  to  i ts  previous  configuration .   

Th is  configuration  lets  the  i ngress  PE  i den ti fy traffic based  on  several  cri teria  and  l ets  i t  
ass ign  a  priori ty i n  the  core  network (e. g .  expressed  in  the  EXP  in  MPLS)  or ass ign  a  VPN  
wi th  a  g i ven  priori ty.  The  i ngress  PE  can  inheri t  the  priori ty from  the  incom ing  traffic or ass ign  
i ts  own.   

Such  cri teria  i n  the  i ncoming  packets  are:   

•  VID  i n  the  Ethernet frames  (Layer 2  traffic)  

•  802 . 1 p  fie l d  i n  the  VLAN  header of the  Ethernet frames  (Layer 2  traffic)  

•  MAC source  and  destination  address  (for Layer 2  traffic)  

•  DSCP priori ty i n  I P  headers  (Layer 3  traffic)  

•  I P  source  and  destination  addresses  (Layer 3  traffic)  

•  TCP/UDP port number i n  the  I P  messages  (L4  traffic)  

Conversel y,  the  egress  PE  at  the  SCADA s ide  generates  the  priori ti es  for the  SCADA network.  
These  priori ties  are  mapped  from  the  packet  priori ty (poss ib l y after extraction  from  the  tunnel ) .  
The  CE  then  generates  the  priori ties  for the  SCADA LAN  or access  network.  These  priori ties  
are  not necessary i denti cal  to  the  core  network priori ties  or to  the  ori g ina l  values  on  the  
substation  LAN .   

Therefore,  here  again ,  the  (egress)  PE  i s  configured  to  generate  the  correct priori ti es  for the  
(egress)  CE.   

7. 1 3.7.4  P-router eng ineering  

The P-router operates  wi th  the  markings  i n  the  incom ing  packets  and  a l l ocates  priori ty and  – 
i f reserved  – bandwid th .   
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7. 1 3.8  Customer restrictions  

The cl i en t  appl ication ,  especia l l y the  proxy-gateway bu t  a lso  the  I EDs  respect ru les  to  a l low 
the  network provider to  fu l fi l  the  SLA.  The  configuration  is  an  important  part  of the  SLA of the  
cl ien t wi th  the  core  network provider and  shou ld  remain  manageable  and  measurable.  

A fi rst ru le  i s  to  use  a  s imple  priori ty ass ignment to  traffic classes  to  s impl i fy the  configuration  
both  of the  CE,  the  PE  and  the  P  rou ters.   

A second  ru le  i s  to  l im i t  the  generation  rate:  i f the  appl ication  generates  packets  at too  h igh  a  
frequency (even  of the  h i ghest priori ty),  the  PE  wi l l  s tart  d ropping  packets,  s i nce  i t  i s  bound  to  
a  CIR.  The  d ropping  pol i cy i s  part of the  PE/P  configuration .   

A th i rd  ru le  i s  to  subm i t  packets  that are  smal l  enough  to  be  correctl y encapsu lated  on  al l  
network segments,  s ince  fragmenting  cou ld  double  the  transm ission  rate  as  l ong  packets  are  
spl i t.  Not a l l  networks  a l l ow negotiating  the  MTU  s i ze.   

7. 1 3.9  Clock services  

The clock synchron ization  service  can  a lso  be  part of an  SLA.  I n  th is  case,  t ime or frequency 
synchron ization ,  cl ock accuracy and  redundancy are  speci fied .   

7. 1 4  Configuration  and  OAM  

7. 1 4. 1  Network configuration  

Network configuration  management and  fu l fi lment are  core  functions  of a  Network 
Management System  (NMS).  I n  order to  support  the  work of a  network operator efficien tl y,  a  
NMS  shou ld  con tain  the  fo l l owing  functional  b locks:  

•  Service  configuration  and  provision ing  process  support  i nclud ing  VPN  configuration  and  
management 

•  Resource  management,  provis ion ing ,  and  d iagnostics  tools  for service  val idation  and  
troubleshooting  

•  Vi rtua l  connectivi ty d iscovery,  root-cause  i den ti fication ,  troubleshooting ,   

•  Performance mon i toring  and  statis tics  for network devices  wi th  actionable  i n formation  

•  I nventory and  event/alarm  management  

7. 1 4.2  OAM  

7. 1 4.2. 1  Classification  

The  seven  main  fam i l ies  of management are  (the  fi rst  fi ve  known  as  “FCAPS”) :  

1 )  Fau l t  

2)  Configuration  

3)  Accounting  

4)  Performance  

5)  Securi ty 

6)  Provis ion ing  

7)  Mon i toring  

An  OAM  subsystem  fal l s  i n to  two categories :  Service  OAM  and  Transport  OAM.  Service  OAM  
and  Transport  OAM  rel y on  the  same set of protocols  to  provide  end -to-end  OAM  capabi l i ti es ,  
i nclud ing  fau l t  and  performance management,  bu t focus  on  d i fferent functional  areas.   
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7. 1 4.2.2  Service  OAM  

Service  OAM  is  a  service-oriented  mechan ism  that operates  and  manages  the  end -to-end  
services  carried  across  the  network.  I t  i s  provis ioned  on l y at  the  touch  poin ts  associated  wi th  
the  end-to-end  service,  and  i s  primari l y u sed  for mon i toring  the  heal th  and  performance  of the  
service.  Service  OAM  ensures  services  are  up  and  functional ,  and  that the  SLA is  be ing  met.  

When  services  are  affected  due  to  network events ,  i t  provides  the  mechan isms  to  detect,  
veri fy,  and  isolate  the  network fau l ts .  The  fol lowing  protocols  provide  the  core  services  of 
OAM  i nclud ing  performance  mon i toring  (PM)  for the  d i fferent segments,  traffic types  and  
technolog ies:  

1 )  Ethernet service  OAM  and  PM:  

•  I EEE  802. 1 ag  Connectivi ty Fau l t Management (CFM)  

•  MEF  Ethernet  Local  Management i n terface  (e-LMI )  

•  I TU-T  Y. 1 731 :  OAM  for Ethernet-based  networks  

2)  MPLS  VPWS service  OAM  and  PM :  

•  Vi rtua l  Ci rcu i t Connectivi ty Veri fication  (VCCV)  [RFC 5085]  

•  Pseudo-Wire  OAM:  Pseudo-Wire  P ing ,   

•  B id i rectional  Forward ing  Detection  (BFD)  [RFC 5880]  

•  I P  SLA PM  based  on  CFM.  

3)  MPLS  VPLS  service  OAM  and  PM :  

•  VCCV 

•  Pseudo-Wire  OAM:  Pseudo-Wire  P ing ,   

•  BFD  

•  I P  SLA PM  based  on  CFM  

4)  I P/MPLS  VPRN  services  OAM  and  PM:  

•  I P  and  VRF  p ing  and  trace  route  

•  BFD  s i ng le  and  mu l ti -hop  fa i l u re  detection  

•  I P  SLA PM  based  on  CFM  

7. 1 4.2.3  Transport OAM  

Transport OAM  is  a  set of network-orien ted  mechan isms  that operate  and  manage the  
network i n frastructure.  I t  i s  ub iqu i tous  i n  the  network e lements  that make  up  the  network 
i n frastructure,  and  i t  i s  primari l y used  for mon i toring  heal th  and  performance of the  underl ying  
transport mechan ism  on  wh ich  the  services  are  operated  and  carried .   

The  primary purpose  of Transport OAM  is  to  keep track of the  s tate  of the  transport  en ti ties  
(MPLS  LSP,  Ethernet VLAN ,  etc. ) .  I t  mon i tors  the  transport  en ti ties  to  ensure  that  they are  up  
and  functional  and  perform ing  as  expected ,  and  provides  the  mechan isms  to  detect,  veri fy,  
and  i solate  the  fau l ts  during  negative  network events.  The  fo l lowing  protocols  are  the  bu i l d i ng  
b locks  of Transport OAM:  

1 )  Ethernet Transport OAM  and  PM :  

•  I EEE  802. 3ah :  Ethernet L ink OAM  

•  I EEE  802. 1 ag  Connectivi ty Fau l t  Management (CFM)  

•  I TU -T Y. 1 731 :  OAM  for Ethernet-based  networks  

•  I P  SLA PM  based  on  CFM  

2)  I P/MPLS  Transport  OAM  and  PM :  

•  BFD  s i ng le  and  mu l ti -hop  fa i l u re  detection  
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•  I P  and  MPLS LSP “p ing”  and  “traceroute”  

•  I P  SLA PM  

•  G -ACh-based  OAM  and  PM  for MPLS-TP  LSPs  

7. 1 5  Time synchron ization  

7. 1 5. 1  Osci l l ator stabi l i ty  

The  ach ievable  frequency stabi l i ty of clocks  depends  on  the  technology and  particu larl y on  
the  temperature  range  as  shown  i n  Table  50.  

Table  50  – Typical  osci l lator stabi l i ty  

Type  Abbreviation  Su i ted  for stratum  
[ANSI  T1 . 1 01 ] 1 )  

Dri ft  
(free-runn ing )2)  

Condi tions  

Hydrogen  maser – 1  
Time  and  frequency 
defi n i ti on  

-  l aboratory 

Ces ium  atom ic 
cl ocks  (d i stri bu ted  
over GPS  or rad io)  

CeO  1  
Primary Reference  
Clock (PRC)  

-  constan t  
temperatu re  

Rubi d ium  atom ic 
cl ock (synchron i zed  
sporad ical l y e . g .  by 
GNSS)  

RbO  1  ±0, 01  ns  /  s   

±2  µs  /  day 

±8  ms  /  year 

–25  °C  to  70  °C  

Oven-control l ed  
crystal  osci l l ator 

OCXO  2  ±1 0  ns  /  s  

±1  ms  /  day 

±0, 4  s  /  year 

constant  
temperatu re  

Temperatu re  
compensated  
crystal  osci l l ator 

TXCO  3  ±50  ns  /  s  

±5  ms  /  day 

±1 6  s  /  year 

0  °C  to  60  °C   

Con trol l ed  cel l  
phone  crystal  
osci l l ator 

CXO  4  ±2, 5  µs  /  s  (GSM)  

±1 , 5  µs  /  s  (UMTS)  

commercial  range  

Wristwatch  crystal  XO  4  ±6  µs  /  s  

±0, 5  s  /  day 

at  constant  (body)  
temperatu re  (31  °C)  

NOTE  1  Th i s  defi n i ti on  of s tratum  d i ffers  from  the  NTC stratum  defi n i ti on .  

NOTE  2  The  ambiguous  term  “ppm”  for frequency stabi l i ty has  been  rep laced  by I EC.  

 

The  Primary Reference  Clock (PRC)  is  the  clock that suppl ies  the  frequency reference.   

The  Primary T ime  Reference  Clock (PTRC)  i s  the  clock that suppl ies  the  time reference  

A clock is  “ traceable”  when  i t  receives  i ts  reference  from  a  better clock that i s  i tse l f 
h ierarch ica l l y connected  up  to  a  stratum  1  cl ock.  Th is  does  not mean  that  the  connection  i s  
con tinuous,  as  the  s i gnal  i s  i n term i ttent,  bu t su fficien tl y frequentl y resynchron ized  to  guard  i ts  
accuracy.  Traceabi l i ty i ncludes  the  abi l i ty to  ad just  l eap  seconds.   

Typical l y,  a  clock i s  traceable  wh i le  i t  receives  the  GPS s ignal .  When  a  clock that was  
previous l y traceable  l oses  the  connection  during  a  certa in  t ime,  i t  en ters  “holdover” .  I n  real i ty,  
the  clock en ters  holdover time immed iate l y after reception  of a  synchron ization  s i gnal  and  
remains  i n  “holdover”  as  l ong  as  i t  can  main tain  i ts  accuracy class.   

7. 1 5.2  Mutual  synchronization  

I n  many appl ications,  the  absolu te  time is  not importan t,  bu t the  re lati ve  time between  two  
even ts  i s .  I f a  d i rect phys ical  l i nk wi th  a  known  propagation  delay exists  between  the  
communicati ng  partners ,  the  parties  can  synchron ize  mutual l y thei r clocks  and  time-stamp 
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thei r samples.  Calcu lating  and  compensating  the  asymmetry ( i f i t  i s  pred ictable)  i ncreases  
precis ion .  Th is  i s  the  solu tion  te leprotection  has  been  using  for years  for d i fferen tia l  protection ,  
wh ich  l eads  to  the  requ i rement i n  6 . 2. 4.  

F i gure  1 1 6  shows  a  t ime synchron ization  scheme for conventional  numerical  current 
d i fferentia l  protection  re lays.  A s lave  node  can  ad just  i ts  own  tim ing  to  the  master reference  
tim ing  by measuring  the  time d i fference of pu lse  transm ission  and  reception .  Th is  assumes  
that the  l atency is  symmetrical  on  both  ways,  wh ich  i s  the  case  for d i rect  l i nes,  bu t a lso  for 
PDH,  SDH/SONET and  other TDM  networks.  The  end-to-end  tim ing  synchron ization  error 
remains  below a  few m icroseconds  in  l egacy PDH  networks.   

Packet swi tch ing  networks  that a l locate  paths  d ynam ical l y do  not guarantee  symmetry.  
Especia l l y i n  I P  networks,  packets  of the  same  session  can  take  d i fferent  paths,  and  the  path  
is  not necessari l y the  same on  the  forward  and  backward  paths.  MPLS  can  provide  path  
coherency wi th  proper eng ineering ,  bu t even  so,  res idence  de lays  i n  routers  wi l l  be  d i fferent  
i n  the  forth-  and  back paths  and  mutual  synchron ization  cannot be  used  on  PSN  un less  an  
add i ti onal  synchron ization  exists  (see  7 . 1 0.5. 1 )  

 

Figure 1 1 6  – Timing  pu lse  transmission  methods  of legacy teleprotection  devices  

7. 1 5.3  Di rect  synchron ization  

I n  substations,  synchron izing  the  devices  by ded icated  wires  (star,  tree  or da isy-chain -l ike)  i s  
frequent.   

•  The  1  PPS  method  sends  j ust a  precise  pu lse,  wh ich  a l lows  synchron izing  on  the  second .   

•  The  I RIG-B  transm ission  a l lows  d istributi ng  a lso  time-of-day,  a lso  us ing  a  ded icated  fi ber.  
Such  methods  do  not scale  up  to  WANs  and  they are  no  further cons idered .   

The  source  of 1  PPS  or IRIG-B  i s  general l y a  GNSS  rad io  s i gnal  often  wi th  a  h i gh-stabi l i ty 
osci l l ator for back-up.  

7. 1 5.4  Rad io  synchron ization  

Direct synchron ization  by rad io  i s  sometimes  used  (e. g .  WWV Bou lder,  DCF-77  Frankfurt),  bu t  
cond i ti ons  wi th in  the  substation  may prevent reception  and  external  an tennas  are  not popu lar.   
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7. 1 5.5  GNSS synchronization  

GPS or i n  general  GNSS a l low a  sub-m icrosecond  synchron ization  i n  fixed  locations.  G iven  
the  low cost  of GPS  receivers,  i t  wou ld  be  tempting  to  g i ve  each  I ED  or PMU  i ts  own  satel l i te  
receiver.   

However,  the  GPS  s ignal  can  be  easi l y j ammed  ( i n tentional l y or by solar s torms)  or spoofed .   

The  s ignal  may a lso  be  i n term i ttent,  for i nstance  i f the  substation  i s  l ocated  i n  a  deep val ley.  
I n  case  of war,  the  GPS s ignals  cou ld  j ust cease.   

For that reason ,  many u ti l i t i es  are  concerned  about  re l ying  on  GNSS  synchron ization  for 
cri tica l  operation  functions  such  as  d i fferen tia l  protection .   

U ti l i t i es  turn  to  h i gh-precis ion  clocks  (Rubid ium ,  Cesium)  tuned  by mu l tip le  GNSS  receivers ,  
and  use  the  network i tse l f to  d is tribute  frequency and  time to  the  end  devices.   

7. 1 5.6  Frequency d istribution  

7. 1 5.6. 1  Frequency d istribution  by SyncE  

7. 1 5.6. 1 . 1  SyncE  principle  

I TU-T G .8261  (Arch i tecture) ,  I TU-T  G. 8262  (clocks)  and  I TU -T  G .8264  (synchron ization  
message  channel )  describe  SyncE,  wh ich  uses  Ethernet frames  to  the  transport  of precise  
frequency,  wi th  the  same precis ion  as  SDH/SONET.  However,  SyncE  on l y d is tribu tes  
frequency,  not phase  or absolu te  time.  

The  orig inal  frequency comes  from  a  h i gh-precis ion  atom ic clock.  SyncE  in troduces  at  the  
phys ica l  l ayer a  frequency clock s ignal  between  communication  equ ipment,  so  a l l  equ ipment 
operate  exactl y at  the  same frequency.  The  receiving  device  uses  the  b i t  rate  of the  sen t 
Ethernet frames  to  synchron ize  i ts  cl ock over a  phased- locked  l oop.   

To  ensure  proper transfer of the  tim ing  s ignals,  a l l  equ ipment in  the  enti re  network must 
support  SyncE.  

Th is  technology al l ows  connecting  two  or more  SDH/SONET networks  via  Ethernet.  I t  i s  
ga in ing  acceptance  for connecting  mobi l e  te lephony base  stations  and  improving  the  time 
synchron ization  by provid ing  a  stable  frequency reference (F igure  1 1 7) .  

 

Figure 1 1 7  – SyncE  appl ication  
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S im i lar as  for SDH /SONET networks,  synchron ization  s ignals  are  d istribu ted  i n  a  h ierarch ica l  
manner,  hop-by-hop  (F igure  1 1 8) .  Each  SyncE  equ ipment has  an  i n ternal  cl ock feed ing  the  
phys ical  l ayer.  Consequen tl y,  the  enti re  network is  acting  as  a  synchronous  network.  
Synchron ization  for SDH  can  be  transported  via  SyncE  networks  and  vice  versa.  

 

Figure 1 1 8  – Synchronous  Ethernet Arch itecture  

7. 1 5.6. 1 . 2  SyncE  Clocks  (G.8262]  

Ethernet Equ ipment C locks  (EEC)  are  defined  i n  accordance  wi th  SDH  / SONET networks  
wi th  ded icated  cri teria  regard ing  accuracy,  noise  transfer,  noise  to lerance,  noise  generation  
as  wel l  as  holdover performance.  EECs must comply wi th  a  m in imum  accuracy of 

±  4 , 6  µHz/Hz,  wh ich  i s  about 20  times  more  stable  than  the  s tandard  Ethernet  clocks  

(±1 00  µHz/Hz),  to  account  for s i gnal  l osses  and  d ri ft  between  frames.  

7. 1 5.6. 1 .3  SyncE  Messaging  Channel  (G .8264)  

I n  SyncE,  the  Ethernet Synchronous  Messag ing  Channel  (ESMC)  s ignals  the  qual i ty of the  
source  of the  synchron ization  s i gnal  to  the  receiving  equ ipment.  These  heart  beat messages  
use  the  Organ ization  Speci fic  Slow Protocol  (OSSP)  protocol  defined  i n  I EEE  802. 3.  

7. 1 5.6.2  Frequency d istribution  by IEC  61 588  (G.8264)  

I TU-T G. 8265 speci fies  the  “Telecom  Profi le” ,  a  frequency d istribu tion  that uses  I EC 61 588  at 
Layer 3  wi th  end-to-end  path  de lay measurement.   

7. 1 5.7  Time d istribution  

7. 1 5.7. 1  Time d istribution  by NTP/SNTP 

The most  widespread  time d istribu tion  protocols  i n  WANs  operate  over Layer 3:   
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•  Network Time Protocol  (NTP)  [RFC 5905]  

•  S imple  Network Time Protocol  (SNTP)  [RFC 4330] ,  wh ich  i s  speci fied  i n  I EC  61 850-8-1  for 
the  traffic wi th in  substations.   

NOTE  The  defi n i ti on  of “s tratum”  d i ffers  i n  NTP  and  N I ST.   

Most personal  computers  implement SNTP as  part  of thei r operati ng  system  commun ication  
stack.  Usual  implementations  provide  accuracy of abou t 1  ms  wi th in  a  substation  LAN  and  of 
1 0  ms  across  a  WAN.   

NTP/SNTP operates  over UDP/IP  using  port  1 23,  and  therefore  crosses  routers.   

NTP/SNTP defines  a  clock h ierarchy of several  l evels,  ca l led  stratum .   

The  SNTP clock synchron ization  i s  i n i tiated  by the  cl i en t (s lave  clock),  who sends  a  time  
request  to  the  server (master clock,  h igher stratum),  wh ich  responds  wi th  the  current t ime,  as  
shown  i n  F igure  1 1 9  a  (upper exchange).   

 

Figure  1 1 9  – SNTP  clock synchronization  and  network delay measurement  

The cl ien t  needs  to  compensate  for the  de lays  i n  the  network by calcu lati ng  the  round -trip  
delay between  the  clock server and  i tsel f.  To  th is  effect,  the  cl i en t reg isters  i ts  l ocal  time  
when  send ing  the  request ( transm it  timestamp)  and  reg isters  i ts  local  time when  receiving  the  
response  (receive  timestamp).  The  server a lso  reg isters  i ts  local  time when  i t  received  the  
request and  i ncludes  th i s  time  in  the  response,  together wi th  the  time at wh ich  i t  sent  the  

response.  The  cl i ent  adds  to  the  clock time the  network delay δ ,  wh ich  i t  estimates  as :  
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Where  

t1   i s  the  time the  cl ien t sent the  request,   

t2   i s  the  time the  server received  the  request,  

t3   i s  the  time the  server sen t the  response,  

t4   i s  the  time at  wh ich  the  cl ien t received  the  response.  

Th is  calcu lation  assumes  that the  delays  i n  the  network are  symmetrical ,  i . e.  the  request  and  
the  response take  the  same path  and  that  each  router takes  the  same amount of t ime to  treat  
each  message,  wh ich  is  not the  case  i n  a  PSN .   

For i nstance,  the  l ower F igure  1 1 9b  shows  an  asymmetrical  round  tri p  delay wh ich  then  l eads  
to  an  i ncorrect estimation  of the  network de lay.  Algori thms consider the  average  over several  
measurements  and  known  asymmetries .  

Th is  method  i s  l im i ted  by uncertain ty due  to  asymmetrical  l atency and  varying  res idence  
delays  i n  the  routers  and  bri dges,  poss ibl y due  to  overload  and  rou te  changes.  Th is  
uncertain ty cumu lates  wi th  the  number of hops.   

The  time-stamping  i n  NTP is  imprecise,  s ince  NTP clocks  usual l y hand le  the  protocol  i n  
software  over Layer 3  and  time-stamp wi th  no  hardware  support.   

Routers  do  not correct their res idence  de lay,  and  therefore  the  PDV affects  time accuracy.  

NTP al l ows  cl i ents  to  request time from  mu l tiple  servers.  Th is  can  improve cl ien t  
synchron ization  by evaluati ng  d i fferen t sources,  i den ti fying  degraded  sources  and  penal izing  
noisy network paths.  

For precise  synchron ization  us ing  SNTP,  network eng ineers  shou ld  care  that the  network 
presents  a  symmetrical  behavior regard ing  the  path  that  a  t ime request and  time response 
take.  Rou ters  can  enforce  i t  by us ing  pre-establ ished  rou tes  rather than  routes  chosen  
depend ing  on  the  network load .  

Th is  requ irement makes  i t  d i fficu l t  to  ach ieve  a  h igh  accuracy i n  a  NTP  i n  a  WAN,  s ince  many 
rou ting  protocols  ( i n  particu lar I P)  cannot ensure  that the  repl y takes  the  same path  as  the  
request.  

SNTP carries  UTC,  a l though  some i n terpret i t  as  TAI .  The  64-bi t timestamps  used  by NTP  
cons ist of a  32-b i t  seconds  counter and  a  32-b i t  fractional  second  part,  g i ving  NTP a  time 
scale  that rol ls  over every 232  seconds  (1 36  years)  and  a  theoretical  resolu tion  of 2−32  
seconds  (233  ps).  SNTP has  an  epoch  of fi rst  of J anuary 1 900.  The  fi rst ro l lover wi l l  occur i n  
the  year 2036,  prior to  the  UN IX year 2038  problem  (see  I ETF  RFC 4330),  i n troducing  a  
200  ps  in terval  i n  wh ich  time is  i nval i d  (a l l  zero).  

Th is  rol lover wi l l  occur wi th in  the  l i fespan  of presentl y del i vered  devices.  To  m i ti gate  th is,  
I ETF  i ssued  the  concept of Era.  Therefore,  un less  a  fu ture  time format of 1 28  b i t  i s  used ,  
testing  i s  recommended .  

NOTE  As  there  exi st  probabl y no  arch i ved  NTP  timestamps  before  b i t  0  was  set  i n  1 968,  a  conven i en t  way to  
extend  the  usefu l  l i fe  of NTP  timestamps  i s  the  fol l owing  convention :  I f b i t  0  (MSB)  i s  set,  the  UTC time  i s  i n  the  
range  [1 968. . 2036] ,  and  UTC time  i s  reckoned  from  0  h  0  m  0  s  UTC on  1  J anuary 1 900.  I f b i t  0  i s  not  set,  the  time  
i s  i n  the  range  [2036  to  21 04]  and  UTC time  i s  reckoned  from  6  h  28  m in  1 6  s  UTC on  7  February 2036.  

For more  deta i l s ,  see  I EC TR  61 850-90-4.  
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7. 1 5.7.2  Time d istribution  by IEC  61 588  (PTP)   

7. 1 5.7.2. 1  IEC  61 588  (PTP)  principle  

IEC 61 588  speci fies  a  precision  time protocol  wi th  m icrosecond  precis ion .  To  th is  effect,  a l l  
network e lements,  bridges  and  rou ters,  compensate  for the  path  de lay and  for the ir residence  
delay.  Th is  requ ires  that a l l  devices  support  th is  protocol ,  any non-conformant network 
e lement ru ins  precis ion .  For detai l s ,  see  I EC TR  61 850-90-4  and  the  tu torial  i n  I EC 62439-3:  
––,  Annex D .  

IEC 61 588  is  a  master-slave  protocol ,  i n  wh ich  one  of the  master-capable  clocks  takes  
in i tiati ve  as  master to  send  the  time to  a l l  s l ave  clocks.   

The  h ighest-ranking  clock in  an  I EC 61 588  time domain  takes  the  role  of GrandMaster C lock 
(GMC);  i t  i s  general l y a  Primary Reference  Time Clock (PRTC).   

I f the  GMC receives  i ts  s ignal  from  a  clock h ierarchy connected  up  to  th e  worldwide  network  
of atom ic clocks,  the  GMC is  sa id  to  be  “ traceable” .  Traceabi l i ty i ncludes  for i nstance  the  
ab i l i ty to  receive  l eap  second  announcements .  The  term  “ locked”  i nd icates  that  the  GMC  
receives  the  synchron ization  s i gnals  regu larl y.   

The  network e lements  act as:   

•  Ord inary Clock (OC),  that can  become slave  or master over one  port,  u n less  i t  i s  s l ave-
on l y;  

•  Transparent  C lock (TC),  a  mu l ti -port  device  that forwards  the  PTP  messages  and  
compensates  for the ir residence delay;  

•  Boundary Clocks  (BC),  a  mu l ti -port  device  i n  wh ich  one  port i s  s lave  to  another BC or to  a  
GMC and  at  least one  other port  acts  as  a  master clock (MC)  for the  lower-ranking  BCs  or 
OCs.  I n  the  absence  of a  GMC,  a  BC can  becomes GMC  even  i f i ts  precis ion  i s  regu lar i f i t  
tu rns  ou t  to  be  the  best remain ing  clock.  

OCs  and  BCs  execu te  the  Best Master C lock Algori thm  (BMCA)  to  ensure  that on l y the  clock 
wi th  the  best qual i ty synchron izes  the  network and  to  create  the  d istribu tion  topology from  
that source  clock through  the  BCs  to  each  OC at  the  edge  of the  network.  There  exist varian ts  
of the  BMCA (e. g .  s tatic provis ion ing ,  mu l tip le  active  grandmasters  or l etti ng  the  s lave  clocks  
select thei r source).   

I EC 61 588  has  th ree  major options:  

a)  Layer [L3  versus  L2] :  operate  over Layer 3  us ing  un icast  or mu l ticast or over Layer 2  (raw 
Ethernet)  us ing  mu l ticast;  

b)  Path  delay measurement [E2E  versus  P2P] :  operate  wi th  end-to-end  delay measurement 
( IEC 61 588: 2009,  J . 3)  or peer-to-peer measurement ( I EC 61 588: 2009,  J . 4) ;  

c)  Correction  transport  [1 -step  versus  2-step] :  operate  wi th  1 -step  correction  or wi th  2-step  
correction .  

For Layer 3  PTP,  I EC 61 588: 2009,  Annex D  ( I Pv4)  and  I EC  61 588: 2009,  Annex E  ( IPv6)  
appl y.  Al though  the  protocol  runs  over Layer 4  (UDP),  the  hardware  time-stamps  the  
messages,  wh ich  i s  not  the  case  wi th  SNTP.  I EC  61 588  foresees  two options  for Layer 3 :  
un icast or mu l ticast commun ication .  Mu l ticast communication  requ i res  that the  network 
eng ineers  define  mu l ticast domains  at the  I P  layer for the  clock.  Un icast l eads  to  an  increase  
i n  the  communication  volume,  i t  must be  negotiated .  

For Layer 2  PTP,  I EC  61 588:2009,  Annex F ,  defines  the  mu l ticast addresses  to  use.   

F igu re  1 20  shows  a  chain  of TCs  and  BCs  between  a  GMC and  a  s l ave  clock to  show the  
d i fference between  transparent and  boundary clocks.  The  boundary clock main ta ins  absolu te  
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time  wh i l e  the  transparent  clocks  on l y need  to  ca lcu late  the  res idence and  l i nk delays  based  
on  the  l ocal  clock.  The  l ocal  clock of the  TCs  nevertheless  benefi ts  from  frequency 
synchron ization  from  the  boundary clock or grandmaster clock.   

 

Figure 1 20  – Model  of GMC,  two BCs  in  series  and  SC  over Layer 3  

Figure  1 21  shows  the  tim ing  d iagram ,  wi th  the  BC us ing  a  d i fferent  Sync period  as  the  GMC.  
Of course,  a l l  periods  cou ld  be  the  same,  e. g .  one  second ;  th is  i s  s impl y to  demonstrate  that 
the  BCs  are  i ndependen t.   

 

Figure 1 21  – Timing  d iagram  of PTP (end-to-end,  2-step,  BCs)  

IEC  
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F igu re  1 22  shows the  synchron ization  messages  i n  a  network wi th  2-step  TCs  and  peer-to-
peer path  de lay measurement.   

 

Figure 1 22  – Timing  d iagram  of PTP (peer-to-peer,  2-step TCs)  

Table  51  compares  d i fferen t options  avai l able  wi th  I EC  61 588.   

IEC  
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Table  51  – IEC  61 588  option  comparison  

Type  Advantages  Drawbacks  

End-to-End  
l i nk del ay 
measurement  

Can  work when  non-PTP  network e lements  
exi st  (wi th  substantial l y d eg raded  
performance)  

Establ i shed  method  i n  WANs,  Telecom  
Profi l e  

Non -PTP  el ements  severely degrade  
performance.   

Transparent  cl ocks  are  statefu l  i n  two-step  
correction  and  therefore  complex.   

Boundary cl ocks  are  more  complex than  
transparent  cl ocks  

Long  recovery t ime  i n  case  of 
reconfi gu rati on  

H igh  computati onal  l oad  on  the  master,  
wh ich  recei ves  a l l  Del ay_Req .   

Peer-to-Peer 
l i nk del ay 
measurement  

S imple  method  

Fast  recovery s i nce  a l so  i nacti ve  paths  are  
checked  

Master has  a  smal l  computational  l oad  

I n troduced  on l y s i nce  I EC 61 588: 2009  

Do  not  operate  when  non -PTP  e lements  are  
i nserted  (bu t  th i s  i s  rather an  advantage  
s i nce  i t  detects  m isconfigurati on )  

1 -step  correction  S imple  method  

Reduced  traffi c  

Requ i re  on -the-fl y correction  of the  time  
s tamp i n  hardware,  

Cou l d  exclude  some  securi ty methods  

2-step  correction  Can  be  execu ted  i n  software  wi th  hardware  
support  on l y for t ime-stamping  

Needs  that  Sync and  Fol l ow_Up take  the  
same path .  

Doubles  the  synch ron izati on  traffi c  

Layer 2  
transm iss ion  

S imple,  can  be  execu ted  i n  hardware  
d i rectl y  

L im i ted  to  a  broadcast  domain  i n  Carrier 
E thernet  or MPLS  

Layer 3  
transm iss ion  

Can  be  used  over rou ters  Use  of un icast  or mu l ti cast  depend i ng  on  
the  appl i cati on  or profi l e.   

 

7. 1 5.7.2.2  PTP  profi l es  for h igh-avai labi l i ty automation  networks  ( IEC  62439-3)  

I EC 62439-3: ,  Annex A,  defines  how a  clock can  be  attached  by two  ports  to  two  separate  
networks  (PRP)  or to  two  separate  ri ng  d i rections  (HSR).  A Doubl y Attached  Clock (DAC)  
operates  as  a  normal  I EC 61 588  clock when  on l y one  port i s  operational .   

I EC 62439-3  speci fies  add i ti ons  to  I EC  61 588:2009:  

•  OCs  and  BCs  wi th  two  ports  for redundancy (two  MC  in  d i fferen t LANs);  

•  Hand l i ng  of DACs  wi th  an  extended  BMCA that  i s  i dentica l  to  I EC  61 588  for s i ng l y 
attached  clocks  ( I EC 62439-3:––,  Annex A) ;  

•  Supervis ion  of configuration  and  redundancy;  

•  a  M IB  that  serves  several  profi l es,  cons isten t wi th  I EC  TR 61 850-90-4  and  i nclud ing  the  
ALTERNATE_TIME_OFFSET_INDICATOR TLV ( I EC  62439-3:––,  Annex E).  

I EC 62439-3  defines  two  profi l es  of I EC 61 588: 2009,  both  of wh ich  can  be  used  i n  WANs,  
i nclus ive  MPLS:  

•  L3E2E  (Layer 3 ,  end-to-end) ,  us ing  I P  transport as  defined  i n  I EC  61 588:2009  Annex D  
( IPv4),  respectivel y I EC 61 588: 2009  Annex E  ( I Pv6)  and  the  defau l t  profi l e  wi th  end -to-
end  delay measurement as  defined  i n  I EC  61 588: 2009  Annex J . 3 ,  bu t wi th  fixed  message  
i n tervals  ( I EC 62439-3: ––,  Annex C. 5);  

•  L2P2P (Layer 2 ,  peer-to-peer) ,  us ing  Ethernet transport  as  defined  i n  I EC  61 588: 2009  
Annex F  and  the  defau l t  profi l e  wi th  peer-to-peer delay calcu lation  as  defined  i n  
I EC 61 588: 2009  Annex J . 4 ,  bu t wi th  fixed  message  i n tervals  of 1  s  ( I EC  62439-3:––,  C.6) .   
The  L2P2P  profi le  has  been  expl ici tl y developed  for substation- in ternal  LANs  and  for 
WANs wi th  Carrier Ethernet or HSR rings.  
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7. 1 5.7.2.3  PTP  power u ti l i ty profi le  

I EC 61 850-9-3  is  i dentica l  to  I EC  62439-3:––,  C. 6,  bu t  l eaves  double  attachment of cl ocks  as  
an  option  and  d i ffers  in  the  profi l e  identi fier.   

NOTE  1  Therefore,  when  I EC 61 850-9-3  i s  mentioned ,  d oubl y attached  clocks  are  optional ,  wh i l e  when  I EC  
62439-3: ––,  C. 6,  i s  mentioned ,  doubl y attached  clocks  are  mandatory.   

NOTE  2  The  profi l e  i den ti fi er of I EC 62439-3: ––,  C. 6  and  I EC 61 850-9-3,  d i ffer,  s i nce  they bel ong  to  d i fferen t  
worki ng  g roups  of the  I EC.  Fu ture  devel opments  are  not  necessari l y coord inated .   

7. 1 5.8  PTP  telecommunication  profi les  

I TU-T defined  “Telecom  Profi les”  of I EC 61 588,  ori g ina l l y for d istribu tion  of frequency to  
mobi le  rad io  stations  (e. g .  GSM,  UMTS,  LTE,  etc. ) ,  and  l ater focused  on  time  d istribu tion ,  i n  
several  speci fications:   

•  I TU -T G.8265. 1  –Frequency Profi l e  (on l y frequency d istribu tion) ;  

•  I TU -T G .8275. 1  – Time and  Phase  Profi l e  i n  a  network compris ing  BCs;  

•  I TU-T  G.8275. 2  –Time  and  Phase  Profi l e  i n  a  network wi th  non-PTP swi tches  and  routers .  

These  te lecom  profi les  operate  over packet-swi tch ing  WANs,  wh i l e  remain ing  i n teroperable  
wi th  SDH/SONET and  SyncE.   

Table  52  l i s ts  the  techn ica l  detai ls .  

S ince  I TU-T  G. 8265  transm its  on l y frequency,  delay ca lcu lation  i s  not  necessary.   

7. 1 5.9  PTP  over MPLS 

I ETF  produced  a  d raft  [35]  for time d istribu tion  over MPLS,  i n tended  to  harmon ize  the  NTP  
and  PTP time d istribution ,  and  speci fying :  

•  T ime-stamping  at  the  physical  layer both  i n  the  LER and  LSR;  

•  Layer 2  support  i n  MPLS  using  specia l  LSPs  (Tim ing  LSPs)  us ing  pseudowi res  to  avoid  
deep  packet i nspection ;  

•  Support  for BCs  (TCs  are  under cons ideration);  

•  Operation  wi th  1 -step  and  2-step;  

•  BMCA and  spann ing  tree  for t ime d istribution  adapted  to  MPLS and  MPLS-TP.  

NOTE  Th is  d raft  has  been  returned  to  experimental  s tatus.  I n  fact,  I EC  61 588  can  be  used  i nstead  when  Ethernet  
i s  used  as  Layer 2 .   

7. 1 5. 1 0  Comparison  of time d istribution  profi les  based  on  IEC  61 588  

Table  52  l i sts  the  techn ical  characteristics  of the  precis ion  time protocols  used  over WANs 
(NTP and  SNTP belong  to  a  l ower accuracy class  and  are  not l i sted  here) .  
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Table  52  – Precision  time  d istribution  protocols  based  on  IEC  61 588  

– ITU -T G.8265. 1  IEC  62439-3  L2PTP  
IEC  61 850-9-3  

ITU -T G .8275. 1  

Service  Frequency Time Time 

Med ia  I Pv4  ( I EC 61 588: 2009,  
Annex D)  
I Pv6  ( I EC 61 588: 2009,  
Annex E)  

E thernet  (Annex F)  Ethernet  (Annex F  wi th  
add resses,  see  be low)  

MAC add resses   01 -90-C2-00-00-0E  
(Pdel ay_Req  /  
Pdelay_Resp)  

01 -1 B-1 9-00-00-00  
(a l l  other messages)   

for a l l  messages  
01 -90-C2-00-00-0E  or 
01 -1 B-1 9-00-00-00  
by confi gu rati on  

Topol ogy Fu l l -  and  Hal f-duplex Fu l l -duplex l i nks  Fu l l -duplex l i nks  

Cast Un icast-on l y wi th  
negotiati on  

Layer 2  Mu l ti cast  Layer 2  Mu l ti cast  

Clocks  OCs  on l y GM/OC,  s l ave-on l y OC,  

TCs,  BCs  

T-GM  (GM-on ly)  
T-TSC (OC s lave-on ly)  
T-BC (GM-and  OC abl e)  

Path  del ay measu rement  end -to-end  peer-to-peer end -to-end  

S teps  1 -step  and  2-step  1 -step  and  2-step  1 -step  and  2-step  

Layer Layer 3 ,  I Pv4  and  I Pv6  Layer 2  Layer 2  

Redundant  attachment  none  Doubl y attached  clocks  
(mandatory i n  I EC 62439-3)  

none  

Clock domains  mu l ti p l e  one  mu l ti p l e  {24. . 43}  

VLAN  N .A.  not  speci fi ed ,  supported  by 
the  M IB  

proh ib i ted  

E thertype  N .A.  0x88F7  0x88F7  

Subtype  – defau l t  0  0  

Announce  peri od  [s ]  Defau l t  2  s ,  ≤  1 6  s  1  s  1 /8  s  

Sync period  [s ]  1 /1 28  s  to  1 6  s  1  s  1 /1 6  s  

Delay peri od  [s ]  1 /1 28  s  to  1 6  s  for 
Delay_Req  

Pdelay_Req  
1  s  

1 /1 6  s  (±  30  %)  for 
Delay_Req  

Supervis i on  Announce  time-out  Timeou ts  on  a l l  messages  Announce  time-ou t  

Precis ion  Not  speci fi ed  1  µs  after 1 5  TCs  1 , 1  µs  after 1 0  BCs  

Local  cl ock precis ion  – 50  ppm  needed  – 

Transm ission  of cl ock 
accuracy /  precis ion  

Clock Class  set  based  on  
frequency sou rce  QL (SSM  
or ESMC).  

uses  ClockQual i ty i n  
Announce  messages  

ClockQual i ty val ues  based  
on  GNSS  l ock or not  

Syn ton ization  – necessary – 

Time  base  PTP  (TAI )  PTP  (TAI )  PTP  (TAI )  

Leap  seconds  N .A.  hand led  N .A.  

Holdover time  – 5  s  – 

BMCA F i xed  masters  and  s l aves,  
a l ternate  BMCA,  

BMCA extended  for doubl y 
attached  cl ocks  (PRP/HSR)  
on l y  

a l ternate  BMCA,  i ncl udes  
portDS. notS lave  s tate  
several  g randmasters  
acti ve  

Backup  master a l ternate  master defau l t  BMCA al ternate  master 

S ignal i ng  used  for negotiati on  unused  unused  

Management  for fu rther study unused  for fu rther s tudy 

M IB  not  speci fi ed  M IB  i n  I EC 62439-3  and  
I EC TR  61 850-90-4  

not  speci fi ed  

Profi l e  TLV none  none  none  

Securi ty  recommendations  not  speci fi ed  not  speci fi ed  
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7. 1 5. 1 1  Use  Case:  Synchrophasor time synchron ization  

I EEE  C37. 1 1 8  does  not i nd icate  how to  obtain  the  primary clock that g i ves  the  common  time  
reference to  several  substations  and  PMUs.  For instance,  every substation  cou ld  have  a  
GNSS receiver.  Many u ti l i ti es  however cons ider GNSS to  be  unrel i able ,  especial l y i n  reg ions  
where  sun  storms  can  d i sturb  the  i onosphere,  where  substations  are  l ocated  below ground  or 
j ust  because  of fear of j amm ing  or spoofing .   

The  a l ternative  is  synchron ization  through  the  WAN ,  wi th  atom ic  clocks  l ocated  at  s trateg ic  
p laces,  as  shown  i n  F igure  1 23  (see  a lso  F igure  1 24) .  The  GNSS connection  i s  used  for 
period ic a l i gnment in  time,  a  con tinuous  s ignal  i s  not needed .   

For redundancy,  connection  to  the  WAN  takes  p lace  over several  rou ters  (CEs  or LERs) .  The  
BMCA cares  for fai lover.  I f the  whole  network supports  PTP,  a l l  cl ocks  know the  i den ti ty of 
the ir g randmaster and  th is  a l lows  checking  i f a l l  synchrophasor sensors  are  synchron ized  to  
the  same time  source.   

 

Figure 1 23  – Substations  synchronization  over WAN  

WANs of d i fferent technology (TDM,  MPLS)  and  profi le  (Layer 2 ,  Layer 3)  that  need  a  s ing le  
time  synchron ization  can  be  connected  by a  BC.  A BC  can  have  d i fferen t  t ime  protocols  on  
d i fferent  ports.   

7. 1 5. 1 2  Use case:  Atomic Clock H ierarchy 

Figure  1 24  shows  an  example  of deployed  h ierarch ical  atom ic clocks.  The  time  d istribu tion  
re l ies  on  1 8  rubid ium  clocks  and  of 4  ces ium  clocks.  Each  is land  is  i ndependent,  wi th in  each  
is land  there  are  several  redundant clocks,  one  Ce  and  3  to  5  Rb  clocks.   

IEC  
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Figure 1 24  – Example  of synchron ization  network 

8 Use cases  

8. 1  Use case:  Current d i fferential  teleprotection  system  (Japan)  

This  system  has  been  in  operation  by TEPCO s ince  J anuary 201 3  [47] ,  [51 ]  

System  configurations  i nclude  1 : 1 ,  cen tral i zed  mu l ti -term inal  protection  configuration ,  and  
d istribu ted  mu l ti - term inal  protection  configuration .  

F igu re  1 25  shows  the  1 : 1  configuration  where  various  commun ication  channels  can  be  
selected .  

IEC  
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Figure 1 25  – Current  d i fferential  1 : 1  configuration  

Figure  1 26  shows  an  example  of l i ne  protection  for a  fi ve-term inal  EHV l i ne.  Each  term inal  
has  a  term inal  u n i t  that detects  the  current and  transm its  the  data  to  the  main  un i t  term inal  via  
a  commun ication  channel .  Th is  configuration  s impl i fies  the  term inal  u n i ts  and  communication  
channels .  S ince  the  main  un i t  has  current data  of a l l  term inals ,  the  fau l t  l ocator function  can  
be  eas i l y implemented  by us ing  these  data.  

 

Figure 1 26  – Network configuration  for central ized  mu lti -terminal  l ine  protection  

Figure  1 27  shows  a  d is tribu ted  configuration  of fi ve-term inal  curren t d i fferen tia l  l i ne  protection  
system.  Each  term inal  has  the  current d i fferen tia l  protection  function  as  wel l  as  the  s i gnal  
transm itti ng  function  that  mu l ti p lexes  curren t data  at  each  term inal  i n to  one  commun ication  
si gnal .   

Master station  A sends  i ts  own  curren t data  to  s lave  station  B .  S lave  s tations  B ,  C,  D  and  E  
mu l tip lex thei r current data  over commun ication  s ignal .  S lave  station  E  tu rns  back th is  s ignal  
toward  s lave  station  D .  Now current  data  of a l l  term inals  are  on  communication  l i ne  and  
avai l ab le  for protection .   

I n  add i tion ,  th is  system  contains  sampl i ng  synchron ization  function  that enables  the  
s imu l taneous  sampl ing  of current data  at  each  term inal  wi th  h igh  accuracy.  Many i nstal l ations  
were  conducted  us ing  a  1 , 544  Mbi t/s  fiber-optic communications  channel  for HV double-ci rcu i t  
mu l ti -term inal  (up  to  ten  term inals)  or tapped  l i nes.  I n  th is  network configuration  where  curren t 
d i fferentia l  ca lcu lation  is  usual l y carried  ou t  at each  term inal ,  a  cen tral i zed  scheme where  
on l y master s tation  conducts  the  ca lcu lation  and  sends  the  transfer tri p  s ignal  to  a l l  s lave  
stations  i s  a lso  avai l ab le.  
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Figure 1 27  – Network configuration  for d istributed   
mu lti -terminal  l ine  protection  

Delay performance analysis  of Layer 2  and/or Layer 3-based  networks  for current d i fferen tia l  
te leprotection  i nd icates  that a  Layer 2-based  network i s  eas i l y appl icable  to  the  wide-area  
appl ication .  A current d i fferen tia l  teleprotection  system  for HV transm ission  l i ne  using  Layer 2  
network ded icated  to  protection  systems  was  developed  as  shown  i n  F igure  1 28.   

 

Figure  1 28  – Current d i fferential  te leprotection  for HV mu lti -terminal  
transmission  l ine  using  Layer 2  network 

Conventional  curren t d i fferen tia l  re lays  use  a  ded icated  hardware  to  measure  the  tim ing  of 
send ing  and  receiving  i n  order to  perform  sampl ing  synchron ization .   

However,  a  general  purpose  Network I n terface  Control l er (N IC)  cannot  measure  th is  tim ing .  
As  a  so lu tion ,  a  tim ing  measurement ci rcu i t  was  added  i ns ide  the  relay to  measure  the  tim ing  
of send ing  and  receiving .  I n  add i ti on ,  Ethernet frame wi th  VLAN  tag  based  on  I EEE802. 1 Q  is  
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appl ied .  However,  the  col l i s ion  of data  frame used  for ca lcu lation  of current d i fferentia l  re lays  
and  synchron izing  frame affects  the  precis ion  of sampl ing  synchron ization .   

Th is  i ssue  is  solved  by priori ti zing  the  synchron izing  frame.  Veri fication  tests  have  shown  a  
sampl ing  synchron ization  performance  comparable  to  the  conventional  curren t d i fferen tial  
re lay systems.  I n  add i tion ,  d uring  swi tch ing  of transm ission  rou tes,  the  conventional  system  
loses  i ts  protection  functions  whereas  th is  system  el im inates  such  i ssue  by redundant  
transm ission  routes  and  re lay functions.  Th is  a lso  solves  the  IP  network’s  l ow re l i abi l i ty.  

The  above  mentioned  Ethernet-based  l i ne  teleprotection  (primary protection)  can  be  extended  
to  wide  area  (covering  tens  of substations  and  hundreds  of ki l ometers  of transm ission  l i nes)  
curren t d i fferen tia l  backup teleprotection  u ti l i zi ng  Carrier Ethernet and  time synchron ization  
such  as  I EC 61 588  as  shown  in  F igure  1 29  where  operation  sequences  are  i l l ustrated  wi th  the  
numbers  i n  parentheses.   

Wh i le  conventional  d istance  relay-based  backup  protection  needs  zone  and  operation  time 
coord ination  among  d istance  re lays  that l eads  to  s l ower operation  for some fau l ts,  the  curren t 
d i fferentia l  backup  protection  does  not need  such  coord ination ,  and  can  operate  faster than  
existing  d istance  re lay-based  backup  protection ,  wh ich  helps  improve  stabi l i ty against  
transm ission  l i ne  and  busbar fau l ts .   

The  system  can  extend  i ts  operation  zones  wi th  success ive  fa i lu res  to  tri p,  ca lcu lati ng  the  
curren t  d i fferen tia l  a l gori thm  us ing  the  data  sampled  s imu l taneousl y at  each  term inal  and  
mu l ticast to  al l  re levan t term inals  thanks  to  the  wide  area  time synchron ization  and  VLANs.   

The  system  has  two VLANs;  one  for sampled  curren t data  and  tri p  s i gnals  transm itted  1 2  
times  per cycle  and  the  other for I EC  61 588  TCs  wi th  Delay_Req  or Pdelay_Req  messages  
transm i tted  every 6  s  to  1 0  s  and  Sync messages  every 1  s .   

Wh i le  there  are  some I EC 61 588  options  to  be  chosen  such  as  a  clock scheme,  E2E  or P2P 
transparent clock,  and  Layer 2-  or Layer 3-based  operation ,  the  implementation  depend  on  i ts  
network avai labi l i ty and  operational  requ i rements,  as  I EC  61 850-9-3  recommends  P2P over 
Layer 2 .  

For the  clock redundancy,  the  best  master clock a lgori thm  is  appl ied .  The  time  

synchron ization  accuracy i s  better than  1  µs,  wh ich  i s  fu l l y satisfactory for the  wide  area  
curren t d i fferentia l  processing .  
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Figure  1 29  – Configuration  of wide area  current  d i fferential  primary and  backup  
teleprotection  system  employing  Carrier Ethernet and  IEC  61 588  time  synchronization  

8.2  Use case:  SDH  / MPLS network (Japan)  

The fo l l owing  describes  a  deployment of a  m ixed  SDH/MPLS network serving  the  purpose  of 
power system  te lemetry and  telecontrol  (SCADA)  and  faci l i ty main tenance  for the  Sh ikoku  
E lectric Power Company (YONDEN)  i n  J apan  [42] ,  [54 ] .   

F igu re  1 30  shows  the  network configuration .  To  meet the  requ i rements  (Table  53),  
technolog ies  such  as  MPLS-VPN ,  VRRP,  MPLS-TE  and  path  protection  were  employed  as  
shown  i n  Table  54 .   

Th is  i s  a  m ix of I P/MPLS for the  backbone network and  Ethernet over SDH  rings  for the  
reg ional  network,  a l l  of wh ich  are  owned  by the  u ti l i ty company.  The  I P  messages  from  the  
LAN  over SDH  are  tunneled  in to  the  backbone router network compris ing  L3VPNs where  the  
rou ters  perform  BGP to  rou te  the  messages  by d i stributing  and  advertis i ng  rou tes,  bu t  do  not 
perform  NAT.  Those  VPNs are  configured  by us ing  VRF  i n  accordance  wi th  each  appl ication  
system  need .  The  commission ing  and  testing  were  conducted  by the  communication  
department and  a  network in tegrator for hal f a  year.  The  communication  department a lso  
p lans  and  manages  I P  addresses.  
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Figure 1 30  – Ach ieving  protection  for teleprotection  services  

Table  53  – Requi rements  for the  YONDEN  IP  network 

I tem  Speci fication  

Rel i abi l i ty  Log ica l  separati on  of app l i cation  commun ication  

Unava i l abi l i ty (Down  time  ratio)  7  ×  1 0–5  

End-to-end  l atency 1 50  ms  

Redundancy Two separate  redundant  rou tes  between  ends  

Recovery Del ay Less  than  4  s  

 

Table  54  – Technolog ies  for the  YONDEN  IP  network 

I tem  Description  

Appl ied  technolog ies  

VPN  
(BGP,   

MPLS-VPN)  

Router 
redundancy 
(VRRP)  

Route  
management 
(MPLS-TE)  

Rapid  
rerou ting  
(Path  

protection )  

Rel i abi l i ty  Log ica l  separati on       

Redundancy 
Separate  rou te  
Recovery delay 

       

Functional i ty  
Layer 2  and  Layer 3  
function  

     

Scalabi l i ty  
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8.3  Use Case:  Wide area  stabi l izing  control  system  (Japan)  

A WAMPAC for transient  stabi l i ty phenomenon  is  i n  service  in  J apan  s ince  2005.  
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Figu re  1 31  shows a  WAMPAC system  for transien t stabi l i ty phenomenon  and  F igure  1 32  
shows the  appearance  of typ ical  equ ipment cabinet.   

When  a  severe  fau l t  such  as  a  complete  loss  of an  important  power flow route  occurs,  
generators  may l ose  synchron ism  wi th  the  gri d .  I n  th is  s i tuation ,  th is  system  trips  generators  
i n  order to  main tain  synchron ism  between  the  remain ing  generators  and  the  main  grid .  

The  Central  Process ing  Equ ipment (CPE),  i nsta l l ed  at  a  cen tra l  l oad  d ispatch ing  cen tre,  
ca lcu lates  the  pre-fau l t  g rid  stabi l i ty for the  assumed  severe  fau l t case  us ing  the  power 
system  status  (e. g .  P ,  Q,  V,  ci rcu i t  breaker status)  provided  by the  tri ggering  term inal  
equ ipment (RTU-S)  i nstal led  i n  the  substations.  I n  add i ti on ,  i t  considers  the  l oad  d ispatch ing  
i n formation  received  over the  network.   

The  CPE  then  creates  a  power system  stabi l i ty con trol  scenario  based  on  th is  pre-fau l t  
ca lcu lation  and  sends  the  con trol  scenario  table  to  the  Central  Control  Equ ipment (CCE)  
instal l ed  at  a  con trol  cen tre.   

When  the  CCE  assumes  a  severe  fau l t,  i t  sends  generator tripping  commands  to  the  
con trol l i ng  term inal  equ ipment (RTU-T)  i nsta l led  at  the  power stations.  

The  communication  among  equ ipment i s  carried  ou t via  a  network owned  by the  u ti l i ty and  
ded icated  to  protection .  Th is  network uses  PDH-based  m icrowave  rad io  l i nks.  The  main  
speci fications  i nclud ing  communication  requ i rements  are  shown  in  Table  55.  

 

Figure 1 31  – System  configuration  for wide  area stabi l izing  control  system  
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Figure 1 32  – Appearance of typical  CCE cabinet 

Table  55  – Main  system  specifications  for wide  area  stabi l izing  control  system  

I tem  Speci fication  

Equ ipment  CPE:  redundant  confi gu rati on ,  i nsta l l ed  at  a  central  l oad  d i spatch ing  cen tre  

CCE:  redundant  confi guration ,  i nsta l l ed  at  a  con trol  cen tre  

RTU -S:  redundant confi gurati on ,  approx.  5  sets  i nstal l ed  at  substations  

RTU -T:  redundant confi guration ,  approx.  1 0  sets  i nstal l ed  at  power stations  

CPE  – CCE:  approx.  20  km  

CCE  – RTU-S/T:  approx.  400  km  

Operati ng  de lay Less  than  1 50  ms  from  fau l t  occurrence  to  generator tri pping  

Latency CCE  – RTU-S/T:  l ess  than  1 0ms  

Network  U ti l i ty owned  network  

Ded icated  network for protecti on  re lay system  

M icrowave  rad io  

PDH ,  1 , 544  Mbi t/s  ×  n  

Protocol  CPE  – CCE:  E thernet,  TCP/I P,  1 00  Mbi t/s ,  approx.  25  kbytes  data  

CCE  – RTU-S/T:  Cycl i c,  54  kbi t/s ,  approx.  1 00  bytes  data  

 

8.4  Use Case:  experimental  PMU-based  WAMPAC system  

Synchrophasor is  one  of the  appropriate  measuring  quanti ty wh ich  can  be  covered  a lmost a l l  
appl ications  for WAMPAC system.  Furthermore,  i n ternational  commun ication  standards  
re lated  to  WAMPAC system  have  been  recentl y developed .  The  establ ishment of WAMPAC 
system  based  upon  PMU  and  in ternational  standards  such  as  I EC  61 850  series  i s  expected  
from  th is  s i tuation  and  development and  evaluation  of th is  kind  of WAMPAC system  have  
been  ongoing ,  [52] ,  [53] .  A prel im inary WAMPAC system  based  upon  PMU  and  i n ternational  
standards  was  constructed .  

F i gu re  1 33  shows  the  gri d  and  network topology.  

IEC  
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Figure 1 33  –  Configuration  for PMU-based  WAMPAC system  

This  system  is  composed  of Cen tra l  Processing  Equ ipment (CPE),  gateway equ ipment (GW),  
four I EDs  as  power system  stabi l i ty con trol  devices  wi th  PMU  function  ( IED/PMU).  I n  th is  
example,  I ED/PMU  means  one  i n tegrated  device  wi th  con trol l i ng  and  measuri ng  functions,  
however I ED  and  PMU  can  a lso  be  i ndependent devices  for con trol l i ng  and  measuring .  Power 
system  stabi l i zi ng  control  functions  for trans ient stabi l i ty phenomenon  were  implemented  and  
evaluated .  

I t  i s  supposed  that each  I ED/PMU  is  i nsta l led  at  each  power station  and  IED/PMU  sends  
synchrophasor data  (e. g .  I ,  V)  and  ci rcu i t breaker status  i n formation  to  CPE  via  a  Layer 3  
network and  GW.  The  same in formation  is  sen t s imu l taneousl y to  other I ED/PMUs  via  a  
Layer 2  network to  decrease l atency i n  the  I ED/PMU  for the  power system  stabi l i ty control  
function .   

The  CPE  creates  a  g rid  s tabi l i ty con trol  scenario  for an  assumed  severe  fau l t based  upon  pre-
fau l t  power system  stabi l i ty calcu lation  and  send  the  con trol  scenario  table  to  the  I ED/PMUs.  

GW is  communication  equ ipment wh ich  has  Phasor Data  Concentrator (PDC)  function  and  
communication  function  to  send  the  con trol  scenario  tab l e  from  CPE to  I ED/PMUs.  When  the  
assumed  severe  fau l t  i s  detected  i n  I ED/PMU ,  I ED/PMU  sends  generator tripping  commands  
based  upon  the  con trol  scenario  table  to  main tain  synchron ization  i n  a  power system.  

I n  th is  system ,  i t  i s  supposed  that the  communication  among  I ED/PMUs  is  carried  ou t  via  
u ti l i ty owned  Layer 2  network and  the  communication  between  I ED/PMU  and  GW is  carried  
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ou t via  u ti l i ty owned  Layer 3  network.  The  main  speci fications  i nclud ing  commun ication  
requ i rements  are  summarized  in  Table  56.  

Table  56  – Specifications  for PMU-based  WAMPAC system  

I tem  Speci fication  

Equ ipment  CPE:  i nsta l l ed  at  a  central  l oad  d i spatch ing  centre  

GW:  i nstal l ed  at  a  cen tral  l oad  d i spatch i ng  centre  

I ED/PMU:  four u n i ts ,  i nstal l ed  at  a  power station ,  i n teg rated  device  wi th  con trol l i ng  and  
measuring  functions  (poss ibl y as  i ndependent devices  as  I ED  and  PMU )  

Operati ng  de lay Less  than  1 50  ms  from  fau l t  occurrence  to  generator tri pping  

Latency I ED/PMU  – I ED/PMU:  l ess  than  5  ms  

I ED/PMU  – CPE:  l ess  than  5  s  

Network I ED/PMU  – I ED/PMU  

U ti l i ty owned  network (assumption )  

Layer 2  network (G igabi t  E thernet)  

I ED/PMU  – CPE  

U ti l i ty owned  network (assumption )  

Layer 3  network (G igabi t  TCP/I P,  UDP/IP)  

Protocol  I ED/PMU  – I ED/PMU:  I EC 61 850  /  SV /  GOOSE,  I EEE  802.Q  (VLAN)  

I ED/PMU  – CPE:  I EC TR 61 850-90-5  /  R-SV /  R-GOOSE  

Time  
synchron i zati on  

I EC 61 588  

Time  accuracy:  better than  50µs  
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