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FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Comm iss ion  ( I EC)  i s  a  worl dwide  organ i zat i on  for  s tandard i zat i on  compri s i ng  
al l  nati onal  e l ectrotechn i cal  comm i ttees  ( I EC  Nati onal  Comm i ttees) .  The  object  of  I EC  i s  to  promote  
i n ternati onal  co-operat i on  on  al l  questi ons  concern i ng  s tandard i zat i on  i n  the  e l ectri cal  and  e l ectron i c  f i e l ds .  To  
th i s  end  and  i n  add i t i on  to  other  act i vi t i es ,  I EC  publ i shes  I n ternati onal  Standards,  Techn i cal  Speci f i cat i ons,  
Techn i cal  Reports ,  Publ i cl y  Avai l abl e  Speci f i cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Publ i cat i on(s ) ”) .  Thei r  preparat i on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Comm i ttee  i n terested  
i n  the  subj ect  deal t  wi th  may part i ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmental  and  non -
governmental  organ i zat i ons  l i a i s i ng  wi th  the  I EC al so  part i c i pate  i n  th i s  preparati on .  I EC  col l aborates  cl osel y  
wi th  the  I n ternati onal  Organ i zati on  for  Standard i zati on  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by  
ag reement  between  the  two  organ i zat i ons .  

2)  The  formal  deci s i ons  or  ag reements  of  I EC  on  techn i cal  matters  express,  as  nearl y  as  poss i ble,  an  i n ternati onal  
consensus  of  opi n i on  on  the  re l evan t  subjects  s i nce  each  techn i cal  comm i ttee  has  represen tati on  from  al l  
i n terested  I EC  Nati onal  Comm i ttees.   

3 )  I EC Publ i cat i ons  have  the  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by  I EC  Nati onal  
Comm i ttees  i n  that  sense.  Whi l e  al l  reasonable  efforts  are  made  to  ensu re  that  the  techn i cal  con tent  of  I EC  
Publ i cat i ons  i s  accu rate,  I EC  cannot  be  he ld  responsibl e  for  the  way i n  wh i ch  they are  used  or fo r  any  
m i s i n terpretati on  by any end  u ser.  

4)  I n  order to  promote  i n ternati onal  u n i form i ty,  I EC Nati onal  Comm i ttees  undertake  to  apply I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  poss ibl e  i n  thei r  nat i onal  and  reg i onal  publ i cati ons .  Any d i vergence  
between  any I EC  Publ i cat i on  and  the  correspond i ng  nat i onal  or  reg i onal  publ i cat i on  shal l  be  cl earl y i n d i cated  i n  
the  l atter.  

5)  I EC i tsel f  does  not  provide  any attestati on  of  con form i ty.  I n dependen t  cert i f i cat i on  bod ies  provi de  con form i ty  
assessment  servi ces  and ,  i n  some  areas,  access  to  I EC marks  of  con form i ty.  I EC i s  not  responsi ble  for  any  
servi ces  carri ed  ou t  by i ndependent  cert i f i cat i on  bod i es.  

6)  Al l  users  shou ld  ensure  that  they have  the  l atest  ed i t i on  of  th i s  publ i cat i on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC or i ts  d i rectors,  employees,  servan ts  o r  agents  i ncl ud i ng  i n d i vi dual  experts  and  
members  of  i ts  techn i cal  comm i ttees  and  I EC Nati onal  Comm i ttees  for  any personal  i n j u ry,  property  damage  or  
other damage  of  any natu re  whatsoever,  whether d i rect  or  i nd i rect,  or  for  costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  o f  the  publ i cat i on ,  use  of,  or  re l i ance  upon ,  th i s  I EC  Publ i cat i on  or  any other I EC  
Publ i cat i ons.   

8)  Atten t i on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  Use  of  the  referenced  publ i cat i ons  i s  
i nd i spensable  for  the  correct  appl i cat i on  of  th i s  publ i cat i on .  

9)  Atten t i on  i s  d rawn  to  the  poss ibi l i ty  that  some  of  the  e l ements  of  th i s  I EC  Publ i cati on  may be  the  subject  o f  
paten t  ri g h ts .  I EC shal l  not  be  held  responsibl e  for  i den t i fyi ng  any or a l l  such  patent  ri gh ts .  

The  main  task of  IEC  techn ical  comm i ttees  i s  to  prepare  I n ternati onal  Standards.  However,  a 
techn ical  comm i ttee  may propose  the  publ ication  of  a  techn ical  report  when  i t  has  co l l ected  
data of  a  d i fferent  kind  from  that  wh ich  i s  normal ly publ i shed  as  an  I n ternati onal  Standard,  for  
example  "state  of  the  art" .  

I EC  TR  61 850-80-3 ,  wh ich  i s  a  techn ical  report,  has  been  prepared  by I EC  techn ical  
comm i ttee  57:  Power  systems  management  and  associated  i n formation  exchange.  
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The  text  of  th is  techn ical  report  i s  based  on  the  fo l l owing  documents:  

Enqu i ry d raft  Report  on  vot i ng  

57/1 584/DTR  57/1 624/RVC  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of  th is  techn ical  report  can  be  found  i n  the  
report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  drafted  i n  accordance  wi th  the  I SO/IEC  D i recti ves,  Part  2.  

A l i st  of  al l  parts  i n  the  IEC  61 850  seri es ,  publ ished  under the  general  t i t l e  Communication 
networks and systems for power utility automation,  can  be  found  on  the  I EC  webs i te.  

The  comm ittee  has  decided  that  the  con ten ts  of  th is  publ icati on  wi l l  remain  unchanged  un t i l  
the  stabi l i ty date  i nd icated  on  the  I EC websi te  under "h ttp: //webstore. i ec. ch "  i n  the  data  
re lated  to  the  speci f i c  publ icati on .  At  th is  date,  the  publ ication  wi l l  be  

•  reconfi rmed,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or  

•  amended.  

A bi l i ngual  vers ion  of  th is  publ icati on  may be  i ssued  at  a  l ater date.  

 

IMPORTANT – The 'colour inside'  l ogo  on  the  cover  page of  th is  publ ication  ind icates 
that  i t  contains colours which  are considered  to  be  usefu l  for the  correct  
understand ing  of  i ts  contents.  Users shou ld  therefore prin t  th is  document  using  a  
colour prin ter.  

 

  



 – 8  – IEC  TR  61 850-80-3:201 5  © I EC  201 5  

INTRODUCTION  

The  usage  of  the  I EC  61 850  communication  s tandard  i s  l argel y spread ing  over  al l  the  
domains  connected  to  the  smart  g ri d ,  push ing  the  usage  of  technolog ies  adapted  to  the  
connecti on  of  a  very large  number of  appl ications  and  devices  across  the  i n tra/in ternet  (see  
re lated  use  cases  i n  Annex  A) .  The  i nvolved  domains  typi cal l y use  al ready wel l -establ i shed  
protocols  for  exchang ing  data wi th  IT  l evel  appl icati ons  l ike  resource  p lann ing ,  asset  and  
main tenance  management,  etc.  Therefore,  i t  becomes  imperative  to  provide  an  i n tegration  
strategy that  al l ows  the  i n tegration  of  I EC  61 850  in to  these  vari ous  d isparate  protocols  and  
i n formation .  

I n  th is  con text,  Web Protocols  are  cons idered  the  most  appropriate  technology for  
communicati on  wi th  backend  systems  and  poss ibl y f i e l d  devices .   
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COMMUNICATION NETWORKS AND  
SYSTEMS FOR POWER UTILITY AUTOMATION  –  

 
Part  80-3:  Mapping  to  web protocols  –  
Requi rements and  technical  choices  

 
 
 

1  Scope 

This  part  of  I EC 61 850,  wh ich  i s  a  techn ical  report,  describes  the  requ i rements  and  g i ves  an  
overview of  the  techn ical  solu ti on  for  us i ng  Web Protocols  as  a new communicati on  mapping  
(SCSM)  for  the  I EC  61 850  s tandard .   

NOTE  The  noti on  of  Web Protocol s  covers  here  the  Web Servi ces  technolog ies ,  extended  by  other  wel l  deployed  
technol og i es  based  on  s tandards  used  i n  the  I T  domain  ( I ETF,  I SO,  W3C,  OASIS,  etc. ) .  The  advantage  i s  that  due  
to  a  l o t  o f  profess ional  knowl edge  and  practi cal  experi ences  i n  the  I T  worl d  the  ri sk of  non - i n teroperabl e  sol u t i ons  
i n  the  smart  g ri d  domain  wi l l  decrease.  

The  s tructure  of  th is  part  of  I EC  61 850  i l l ustrates  a  two-step  approach :  

•  Co l lect ion  of  the  use  cases  and  requ i rements  based  upon  emerg ing  Smart  Gri d  
arch i tectu ral  cons iderati ons,  taking  i n to  account  the  new extended  scope  of  IEC  61 850.  
Clause  6  proposes  a syn thesis  of  the  g l obal  requ i remen ts,  wh i l e  the  use  cases  of  the  
various  domains  are  described  i n  Annex  A.  The  considered  domains  are:   

– PV- inverters   

– H ydro  and  thermal  generati on  

– Wind  power plants   

– Combined  Heat  and  Power (CHP)   

– Smart  customers  

– E-Mobi l i ty  

– Vi rtual  Power P lants  (VPP)  and  m icro  g rids  

– Feeder  au tomation   

•  Evaluati on  and  selection  of  technolog ies  i n  order  to  bu i l d  a  cons isten t  SCSM.  C lause  7  
presents  the  fu ture  SCSM  8-2,  i ncl ud ing  an  overview of  the  main  se lected  technology:  
XMPP.  The  fo l lowing  goals  have  been  particu larl y cons idered  for  the  defin i t i on  of  th is  
SCSM:  

– I denti fy a  s i ng le  prof i le  supporti ng  al l  the  services  requ i red  by the  domains  and  defi ned  
today i n  ACSI .  

– Cover the  fu l l  l i fe  cycle  of  a  I EC  61 850  system ,  i n  co l laboration  wi th  the  System  
Management  work i n  WG1 0  ( from  confi guration ,  th rough  conformance  testi ng ,  down  to  
main tenance) .  For  th is  purpose,  th is  part  of  I EC  61 850  may recommend  some changes  
to  other  parts  of  the  I EC  61 850  series  such  as  Parts  6  and  1 0 ,  etc.  

– Deploy cyber-securi ty to  ensure  a secure  envi ronmen t ( i n  compl iance  wi th  the  
IEC  62351  series) .  

– Propose  ru les  for cohabi tat ion  wi th  o ther  mappings  such  as  IEC 61 850-8-1  and  
IEC  61 850-9-2,  and  poss ibl y recommend  commun ication  profi les  depend ing  on  speci f ic  
appl ication  context  (pole- top  equ ipment,  i ns i de  DER,  connection  of  DER,  etc. ) .  

– On l y the  A-Profi l e  i s  addressed  here.  Nevertheless,  support  of  TCP/IP  and  UDP/IP  i s  
requ i red  for  the  T-Profi l es.  

What i s  not  i ncl uded  i n  the  s tudy:  
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•  Mod i f icati on  of  obj ects  speci f i ed  i n  I EC  61 850-7-3  and  I EC  61 850-7-4  

•  I n troducti on  of  several  competi ng  web  protocols  profi l es  

The  namespace of  th is  documen t i s :  “(Tr) I EC 61 850-80-3:201 5”  

2 Normative references 

The  fo l l owing  documents ,  i n  who le  or  i n  part,  are  normati ve l y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i t ion  c i ted  appl ies.  For  
undated  references,  the  l atest  ed i t ion  of  the  referenced  documen t ( i nclud ing  any 
amendments)  appl ies .  

IEC  61 850-5,  Communication networks and systems for power utility automation – Part 5: 
Communication requirements for functions and device models  

I EC  61 850-7-2,  Communication networks and systems for power utility automation – Part 7-2: 
Basic information and communication structure – Abstract communication service interface 
(ACSI)  

I EC  61 850-7-3,  Communication networks and systems for power utility automation – Part 7-3: 
Basic communication structure – Common data classes  

I EC  61 850-7-4,  Communication networks and systems for power utility automation – Part 7-4: 
Basic communication structure – Compatible logical node classes and data object classes  

I EC  61 850-8-1 :201 1 ,  Communication networks and systems for power utility automation – 
Part 8-1: Specific communication service mapping (SCSM) – Mappings to MMS (ISO 9506-1  
and ISO 9506-2) and to ISO/IEC 8802-3  

I EC  62351  (al l  parts) ,  Power systems management and associated information exchange – 
Data and communications security 

I SO 9506  (al l  parts) ,  Industrial automation systems – Manufacturing Message Specification 

ISO/IEC 8824-1 :2008,  Information technology – Abstract Syntax Notation One (ASN.  1): 
Specification of basic notation 

ISO/IEC 8825-1 :2008,  Information technology – ASN.1  encoding rules: Specification of Basic 
Encoding Rules (BER),  Canonical Encoding Rules (CER) and Distinguished Encoding Rules 
(DER) 

ISO/IEC 8825-4:2008,  Information technology – ASN.1  encoding rules: XML Encoding Rules 
(XER) 

RFC 4330,  Simple Network Time Protocol (SNTP) Version 4 for IPv4,  IPv6 and OSI,  IETF,  
available at http://www.ietf.org 

RFC 61 20,  Extensible Messaging and Presence Protocol (XMPP): Core 

RFC 61 21 ,  Extensible Messaging and Presence Protocol (XMPP):  Instant Messaging and 
Presence 

RFC 61 22,  Extensible Messaging and Presence Protocol (XMPP): Address Format 

http://www.ietf.org/
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XEP-01 98,  Stream  Managemen t 1   

XEP-01 99,  XMPP  P ing 2   

3 Terms and  defin i tions   

For the  purposes  of  th is  documen t,  the  fo l l owing  terms  and  defi n i t i ons  apply.  

3. 1   
electrical  connection  point   
ECP 
poin t  of  e l ectrical  connection  between  the  DER source  of  energy (generati on  or  s torage)  and  
any e lectric  power system  (EPS)  

Note  1  to  en try:  Each  DER (generati on  or  s torage)  un i t  has  an  ECP  connecti ng  i t  to  i ts  l ocal  power system;  
g roups  of  DER un i ts  have  an  ECP  where  they i n terconnect  to  the  power system  at  a  speci f i c  s i te  or  plan t;  a  g roup  
of  DER un i ts  p l us  l ocal  l oads  have  an  ECP  where  they are  i n terconnected  to  the  u t i l i ty  power system .  

Note  2  to  en try:  For those  ECPs  between  a  u t i l i ty  EPS  and  a  p lan t  or  s i te  EPS,  th i s  po i n t  i s  i den ti cal  to  the  po i n t  
o f  common  coupl i ng  (PCC)  i n  I EEE  1 547,  Standard for Interconnecting Distributed Resources with Electric Power 
Systems.  

3.2   
electric  power system   
EPS 
al l  i ns tal l at ions  and  p lan t  provided  for  the  purpose  of  generati ng ,  transm i tt i ng  and  d is tri bu t ing  
e lectrici ty;  part icu lar i nstal lati ons ,  substati ons ,  l i nes  or  cables  for  the  transm iss ion  and  
d istribu tion  of  e lectric i ty  

[SOURCE:  I EC 60050-601 : 1 985,  601 -01 -01 ,  601 -01 -02,  mod i fi ed  (removal  of  Note  to  en try) ]  

3.3   
electrical  network  
g rid  
part icu lar i nstal lations ,  substations,  l i nes  or cables  for the  transm iss ion  and  d istri bu t ion  of  
e lectrici ty 

Note  1  to  en try:  I EC  61 850  al so  uses  the  fo l l owi ng  terms:  

U ti l i ty  G ri d  or  U ti l i ty  e l ectri cal  network – th i s  corresponds  to  the  area EPS  as  defi ned  i n  I EEE.  

Faci l i ty  G ri d  or  Faci l i ty  e l ectri cal  network – th i s  corresponds  to  the  l ocal  EPS  as  defi ned  i n  I EEE.  

[SOURCE:  IEC  60050-601 : 1 985,  601 -01 -02,  mod i fi ed  (mod i f i cati on  of  Note  1  to  en try) ]  

3.4   
point  of  common  coupl ing   
PCC 
ECP between  a  u t i l i ty e l ectrical  network and  faci l i ty e l ectrical  network 

Note  1  to  en try:  ECP  and  PCC are  related  to  the  phys i cal  connecti vi ty  of  the  e l ectri cal  network on l y  and  are  
i ndependen t  from  appl i cat i on  funct i ons.  

Note  2  to  en try:  Other terms  used  are  POC,  PUC and  PGC wi th  sometimes  s im i l ar  mean i ngs.  These  are  not  
fu rther cons i dered  wi th i n  I EC  61 850,  s i nce  ECP  and  PCC are  su ff i ci en t.  

_____________ 

1   Th i s  speci f i cat i on  defi nes  an  XMPP  protocol  extens ion  for act i ve  management  of  an  XML stream  between  two  
XMPP  en t i t i es ,  i ncl ud i ng  featu res  for  s tanza acknowledgements  and  s tream  resumpti on .  

2  Th i s  speci f i cat i on  defi nes  an  XMPP  protoco l  extens ion  for  send ing  appl i cat i on- l evel  pi ngs  over  XML streams.  
Such  pi ngs  can  be  sen t  from  a  c l i en t  to  a  server,  from  one  server to  another,  or  end- to-end.  
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3.5   
private network 
network used  by a u n i que  enti ty masteri ng  al l  the  data f lows,  the  performance  seen  by wh ich  
i s  guaranteed  in  terms  of  bandwid th ,  th roughpu t,  transm iss ion  delay,  avai labi l i ty,  e tc.  

Note  1  to  en try:  A  pri vate  network may be  based  on  a  publ i c  or  shared  i n frastructu re,  as  soon  as  the  l evel  o f  
servi ces  can  be  g uaranteed .  

3.6   
publ ic  network 
network not  used  by a un ique  enti ty masteri ng  al l  the  data f l ows  or  i f  the  performance  seen  by 
the  en t i ty us i ng  the  network i s  not  guaranteed  i n  terms  of  bandwid th ,  th roughput,  transm ission  
de lay,  avai labi l i ty,  etc.  

3.7   
smart  g rid  
electric  power system  wh ich  uses  commun ication  networks  for coord inati ng  the  act ions  of  the  
generators  and  consumers  connected  to  i t  i n  order to  eff ic ientl y de l i ver  sustainable,  econom ic  
and  secure  e lectric i ty suppl i es  

4 Abbreviated  terms 

CHP Combined  heat  and  power 

DDEMS DSO DER  Energy Management  System  

DER  Distribu ted  Energy Resource  

DMS Dis tribu ti on  Management  System  

DR   Demand  Response  

DSO Distribu ti on  system  operator  

ECP  E lectrical  Connecti on  Poin t  

ENTSO-E  European  network of  transm ission  system  operators  for e l ectrici ty  

EPS  E lectric  Power System  

PCC Poin t  of  Common  Coupl i ng  

SO  System  operator  

TSO Transm ission  system  operator  

VPP  Vi rtual  power plan t  

WAN  Wide  Area Network 

5 Main  involved  sub-systems and  stakeholders  

Figu re  1  presen ts  an  overview of  the  main  i nvolved  sub-systems  and  i nd icates  for wh ich  
i n teractions  the  new I EC  61 850-8-2  web protocols  mapping  i s  i n tended .  The  sub-systems 
menti oned  i n  the  picture  are  then  described  i n  Table  1  together wi th  other systems  and  
stakeholders  considered  i n  th is  document.   
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Figure 1  – Arch i tecture  overview  

Table  1  – Main  i nvolved  sub-systems and  stakeholders  

Type  Name Description  

Role  Aggregator  Offers  servi ces  to  aggregate  energy producti on ,  s torage  capabi l i ty  and  energy 
consumpti on .  Acts  towards  the  g ri d  as  one  en ti ty,  i ncl ud i ng  l ocal  agg regati on  of  
demand  (Demand  Response  management)  and  suppl y (generat i on  management) .  I n  
cases  where  the  agg regator i s  not  a  suppl i er,  i t  main tai ns  a  con tract  wi th  the  
suppl i er  

Role  Balance 
responsible  
party 

A party that  has  a  con tract  provi ng  f i nancial  secu ri ty  and  i den ti fyi ng  bal ance  
respons ibi l i ty  wi th  the  imbalance  sett l ement  responsible  of  the  market  balance  area 
en ti t l i n g  the  party to  operate  i n  the  market.  Th i s  i s  the  on l y  ro l e  al l owing  a  party to  
buy or  sel l  energy on  a  whol esale  l eve l  

System  DER un i t  
control l er  

Local  con tro l l er for  the  DER un i t .  May con tro l  several  DER l ocal  servers  

System  DER local  
server  

A processing  un i t  i n teracti ng  d i rectl y  wi th  the  DER process  by  us i ng  propri etary 
commun icati ons  means.  Act  as  a  commun icat i on  server for  the  h i gher l evel  systems  

System  DER 
management  
system  

Contro l  Center of  the  VPP  or  M i crog ri d ,  used  for mon i tori ng  and  con tro l l i ng  the  
vari ous  sub-systems  that  are  reg i stered  as  part i c i pan t  i n  the  VPP.  Provides  anci l l ary 
and  balancing  servi ces  to  DSO  

Role  DER operator  Any natu ral  o r l egal  person  operat i ng  a  DER pl an t  (often  th i s  i s  e i ther the  pl an t  
owner or the  DSO)  

Role  DER owner  Any natu ral  o r l egal  en ti ty  own i ng  a  power g enerati ng  faci l i ty  l i ke  e. g .  CHP  plan ts ,  
Wind  power plan ts ,  PV plan ts  

Role  DER 
manufacturer  

Enti ty  i n  charge  of  des i gn i ng ,  producing  and  sel l i n g  DER Un i ts .   May be  al so  i n  
charge  of  the  main tenance   

System  DER un i t  One or several  devi ces  at  process  l evel  that  are  con tro l l ed  by  the  same system  at  
f i e l d  l eve l .  Al l  i ncl uded  devi ces  have  the  same  type  (e . g .  PV)  and  can  be  for 
generati on  pu rpose  as  wel l  as  for  s torage  
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Type  Name Description  

Role  DSO Accord i ng  to  the  Art i cl e  2 . 6  of  the  E lectri c i ty D i recti ve  2009/72/EC:  "a natu ral  or 
l egal  person  respons ibl e  for  operat i ng ,  ensu ri ng  the  main tenance  of  and ,  i f  
necessary,  deve loping  the  d i stri bu t i on  system  i n  a  g i ven  area and ,  where  appl i cabl e,  
i ts  i n terconnecti ons  wi th  other systems  and  for  ensu ri ng  the  l ong -term  abi l i ty  o f  the  
system  to  meet  reasonabl e  demands  for  the  d i stri bu t i on  of  e l ectri c i ty" .  Moreover,  the  
DSO i s  respons ibl e  for reg ional  g ri d  access  and  g ri d  s tabi l i ty,  i n teg rat i on  of  
renewabl es  at  the  d i stri bu t i on  l eve l  and  reg i onal  l oad  balanci ng  

Role  Energy retai ler  Enti ty  sel l i ng  e l ectri cal  energy to  consumers  – cou ld  al so  be  a  g ri d  user who  has  a  
g ri d  connecti on  and  access  contract  wi th  the  TSO or DSO.  I n  add i t i on ,  mu l t i pl e  
combinati ons  of  d i fferen t  g ri d  u ser g roups  (e . g .  those  g ri d  users  that  do  both  
consume and  produce  e l ectri ci ty)  exi st  

Role  Market  
operator  

The  u n i que  power exchange  of  trades  for  the  actual  del i very o f  energy that  recei ves  
the  bi ds  from  the  Balance  Responsib le  Part i es  that  have  a  con tract  to  bi d .  The  
market  operator determ ines  the  market  energy pri ce  for  the  market  balance  area 
after appl yi ng  techn i cal  constrai n ts  from  the  system  operator.  I t  may al so  establ i sh  
the  pri ce  for the  reconci l i at i on  wi th i n  a  meteri ng  g ri d  area  

Role  Meter operator  A party respons ib le  for  i nstal l i n g ,  main tai n i ng ,  testi ng ,  cert i fyi ng  and  
decomm iss ion i ng  phys i cal  meters  

Role  Plant  
maintenance  

Faci l i ty  o r servi ce  provi der that  mon i tors  equ i pment  i n  DER pl an ts  of  one  or more  
compan ies  and  d i spatches  main tai ners  i f  needed  

Role  Smart  
customer  

I ndustry s i tes,  bu i l d i ngs  or h omes  that  con tri bu te  to  and  prof i t  from  demand  
response.  May be  consumers  and  /  or  producers  of  e l ectri cal  energy  

System  Trad ing  system  A System  wi th  appl i cati on (s)  wh i ch  are  used  to  trade  energy i n  correspond i ng  
markets ,  supports  the  d i spatch  i n  the  deci s i on  to  buy,  sel l  or  to  sel f-produce  energy 
and  al so  provides  faci l i t i es  to  exchange  the  necessary i n formati on  wi th  the  Energy 
Market  P latform .  

Role  TSO Accord i ng  to  Art i cl e  2 . 4  of  the  E lectri ci ty  D i rect i ve  2009/72/EC:  "a  natu ral  or  l egal  
person  responsible  for  operati ng ,  ensu ri ng  the  main tenance  of  and ,  i f  necessary,  
developing  the  t ransm iss ion  system  i n  a  g i ven  area and ,  where  appl i cabl e,  i ts  
i n terconnecti ons  wi th  other sys tems,  and  for ensu ri ng  the  l ong -term  abi l i ty  of  the  
system  to  meet  reasonabl e  demands  for  the  transm iss ion  of  e l ectri ci ty" .  Moreover,  
the  TSO i s  responsibl e  for connecti on  of  al l  g ri d  users  at  the  transm iss ion  l evel  and  
connecti on  of  the  DSOs  wi th i n  the  TSO con tro l  area  

Role  VPP/Microgrid  
operator  

Any natu ral  o r l egal  person  respons ibl e  for  aggregati ng  DERs  to  Vi rtual  Power 
P lan ts  

 

6 Requirements description  

6. 1  General  

This  clause  describes  the  requ i rements  used  during  the  process  for  se lecting  a techn ical  
so lu tion .  

The  f i rst  fou rteen  requ i rements  (6 . 3 . 1  to  6 . 3. 1 4)  have  been  anal yzed  domain  by domain ,  so  
that  what  i s  presented  here  i s  a  syn thes is  of  a  detai l ed  anal ys is  of  each  domain .    

The  last  f i ve  requ i rements  (6 . 3 . 1 5  to  6 . 3. 1 9)  are  general  requ i rements  re levant  for rati ng  
techn ical  so l u ti ons  bu t  wh ich  do  not  depend  especial l y on  the  cons idered  domains.  

6.2  Scope of  th is  clause  

6.2. 1  ACSI  classes to  be mapped  

The usage  of  the  various  ACSI  c lasses  def ined  i n  I EC  61 850-7-2  has  been  s tud ied  for each  
domain .  The  syn thes is  presented  i n  Table  A. 1 4  shows  that  al l  the  classes  us ing  the  
cl ien t/server model  need  to  be  mapped,  as  wel l  as  the  configuration  servi ces  for the  classes  
us ing  a  peer- to-peer  model  ( i . e .  GOOSE  and  SMV) .  

Regard ing  the  peer- to-peer model ,  the  requ i remen ts  expressed  i n  Table  A. 1 5  for peer- to-peer 
messages  i n  terms  of  transfer t ime  i s  cu rrentl y not  compl iant  wi th  the  performances  expected  
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from  web protoco ls.  When  requ i red  for a  speci f i c  use  case,  an  exis t i ng  mapping  l i ke  the  one  
def ined  for example  i n  I EC  61 850-90-5  may be  used .  Nevertheless,  usage  of  web protocols  
for implementi ng  one-to-many i n teractions ,  even  wi th  l ower performances,  may be  stud ied  i n  
the  fu ture.  

6.2.2  Network type 

The anal ysis  of  the  d i fferen t  use  cases  l i s ted  i n  Annex A has  shown  that  for most  domains,  
the  commun ication  i n frastructu re  may be  e i ther pri vate  or publ ic  networks  (see  defi n i t i ons  for  
pri vate/publ ic  networks  i n  3 . 5  and  3 . 6) .  Th is  i s  an  importan t  dri ver for  the  choice  of  the  
techn ical  so l u t ion ,  i n  part icu lar because  the  proposed  cyber-securi ty mechan isms  wi l l  have  to  
compl y wi th  the  communicati on  over  publ ic  networks.  

6.3  Requi rements  l i st  

6.3. 1  Transfer  t ime 

The transfer  t ime  i s  defined  as  the  overal l  transfer t ime  from  appl icati on  to  appl icati on  
i nclud ing  the  cod ing  at  the  sender s i de,  the  delay i n  the  communication  network and  the  
decod ing  at  the  receiver s i de  (see  complete  descript ion  i n  I EC  61 850-5) .  

For the  c l ien t  /server services  considered  here,  the  requ i red  transfer  t ime  may vary from  some 
seconds  to  a  m in imum  of  1 00  ms  (see  Table  A. 1 5) .  

6.3.2  Throughput  

Th is  requ i rement  describes  the  most  demand ing  scenario  i n  terms  of  data transfer.  A scenario  
com ing  from  the  VPP domain  and  i nvolving  a  h i gh  number of  DERs  i s  probabl y the  most  
re levant  to  establ i sh  such  a th roughpu t  requ i rement.   A f i rst  assessment  i s  a  system  wi th  
around  1 00  000  connection  po in ts  exchang ing  1  to  5  kbytes  messages  every 5  m inu tes  wi th  a  
transfer  t ime  of  1  to  3  seconds.  

6.3.3  Data in teg ri ty (error probabi l i ty)  

Usual  requ i rements  l i ke  i n  the  substation  au tomation  domain  (see  I EC 61 850-5) .  

Data i n tegri ty means  here  that  the  transm iss ion  errors  shal l  remain  be low an  acceptable  l im i t  
for  a  g i ven  background  no ise.  I t  i s  then  s l i gh t l y d i fferen t  from  the  I n tegri ty requ i rement  
general l y men ti oned  in  a  cyber-securi ty con text.  On l y errors  that  real l y f l ow up to  the  
appl ication  l evel  and  that  cannot  be  recovered  shal l  be  taken  i n to  account.  

6.3.4  Rel i abi l i ty  

Usual  requ i rements  l i ke  i n  the  substation  au tomation  domain  (see  I EC 61 850-5) .  

Th is  requ i rement  i s  twofo ld .  The  Securi ty cri teria express  the  probabi l i ty for  an  I ED  to  receive  
an  unwanted  command  wh i le  the  Dependabi l i ty cri teria  express  the  probabi l i ty that  a  
command  normal l y requ i red  i n  a  g i ven  context  may be  m iss ing .  

These  cri teria are  described  i n  I EC  61 850-5.  For  each  of  them  several  c lasses  of  I EDs  are  
def ined  depend ing  on  the  kind  of  appl ication .  

6.3.5  Avai labi l i ty  

The selected  communicati on  technology shal l  support  network redundancy as  wel l  as  device  
redundancy:  

•  Network redundancy means  here  that  there  shou ld  be  no  s i ng le  poin t  of  fai l u re  al l  al ong  
the  communication  path  between  two  communicati ng  en ti t ies .   
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•  Device  redundancy can  be  rather managed  at  the  appl icati ve  l evel ,  so  that  there  shou ld  be  
no  constrain t  on  the  communicati on  technology.  

I n  any case,  the  maximum  recovery de lay i s  around  5  m inu tes .  

6.3.6  In teroperabi l i ty 

I n teroperabi l i ty between  systems  and  I EDs  implementing  the  new web protoco l  
commun ication  mapping  i s  a  general  and  obvious  requ i rement.  I t  i s  expected  add i ti onal l y that:  

•  Fu ture  extens ions  wi l l  not  break the  commun icati on  wi th  o lder implementati ons  of  the  
same commun ication  mapping .  

•  The  same I ED  or system  shou ld  be  able  to  s imu l taneousl y host  the  new web protoco l  
mapping  and  o ther al ready defi ned  communicati on  mappings .  Th is  may appl y to  c l i en t  and  
server appl ications,  as  wel l  as  to  gateways  making  a bri dge  between  several  kinds  of  
mappings .  

6.3.7  Cyber securi ty  

The techn ical  so l u ti on  shal l  compl y wi th  the  fo l l owing  requ i rements ,  wh ich  i nclude  both  
general  securi ty requ i rements  as  wel l  as  more  detai led  techn ical  requ i rements.  The  appl icable  
standard  for cyber-secu ri ty i n  th is  domain  i s  I EC  62351 .  Each  t ime  th is  i s  re levan t,  the  
requ i rements  below refer  to  th is  standard:  

•  Support  of  end- to-end  securi ty  

•  Requ i re  con fi den tial i ty,  i n tegri ty,  avai labi l i ty and  non -repud iati on  

– I n  particu lar,  communicati ons  over  the  i n ternet  shal l  be  encrypted  

•  Support  secure  connecti ons  wi th  TLS,  i nsuring  data i n tegri ty,  au then tication  and  
conf idential i ty between  two  en ti t ies  d i rectl y connected  th rough  TLS,  as  defi ned  i n  
IEC  62351 -3  

•  Devices  or contro l lers  shal l  support  a  ro le  based  securi ty model  wh ich  def ines  access  
down  to  parameter or  message  type  level  

– Support  au thori zation  wi th  an  access  token  at  appl ication  l ayer l evel  as  def ined  i n  
IEC  62351 -8  

•  Shal l  be  compl ian t  wi th  a  key management  as  def i ned  i n  I EC  62351 -9 ,  i n  particu lar:  

– Devices  shal l  be  confi gu red  wi th  credentials  that  enable  them  to  make au then ticated   
and  encrypted  connecti ons  to  a trusted  commun ication  i n frastructure  

– There  shal l  be  a mechan ism  to  update  creden tials ,  e . g .  certi f i cate  revocation  

•  Devices  wi l l  on l y make ou tbound  transport  l evel  connecti ons  to  the  communicati on  
i n frastructure  us i ng  thei r  credentials  

•  Devices  or con trol lers  shal l  be  capable  to  s imu l taneous l y ho ld  mu l ti p le  connecti ons  to  
d i fferent  commun ication  partners  wi th  d i fferent  trust  l eve ls.  For  example,  F i gure  2  
presents  an  arch i tecture  where  DER System  or Un i t  Contro l l ers  must  i n teract  wi th  several  
network domains,  poten tial l y wi th  d i fferent  trust  l evels  
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Figure 2  – Device  communicating  wi th  d i fferent  trust  levels  

6.3.8  Device size   

Device  s i ze  i s  not  cons idered  as  a l im i t i ng  factor.  The  functional i ty i s  the  more  importan t  and  
the  device  s i ze  shou ld  be  des igned  accord ing l y.  

6.3.9  Dynamic extension  of  the system  

After i n i t ial  comm ission ing  a  system  evolves  al l  along  i ts  l i fe-cycle.  The  changes  may be  
l im i ted  to  the  upgrade  o f  some componen ts  or  may incl ude  the  add i t i on  of  complete  sub-
systems.  Some commun icati on  technolog ies  cannot  support  eas i l y such  extensions,  some 
others  are  real l y done  for that  by provid i ng  for example  au to  d iscovery features  for devices  
and  data.  

Dynam ic  extension  of  the  system  is  requ i red  i n  part icu lar for the  scenarios  i nvolving  a h i gh  
number of  DER,  where  reg istrati on  and  d iscovery functions  are  requ i red.  

6.3. 1 0  Sensi t ivi ty to  cost  of  bandwidth  

The communication  mapping  may be  used  over pay per vo lume  connecti ons  (e. g .  GPRS)  so  
that  the  s i ze  of  the  message  i s  an  important  factor  because  i t  has  an  impact  on  the  overal l  
costs .  For th is  reason ,  protocols  us ing  a more  compact  encod ing  or  a  smal l er  message  
structu re  for  the  same i n formation  wi l l  be  preferred.  

6.3. 1 1  Avai labi l i ty of  commercial  and  open  source tools  

Some technolog ies  are  al ready wel l  deployed  wh i le  others  are  j ust  emerg ing .  The  exist ing  
too ls  for  these  technolog ies  may be  also  open  sou rce  or  commercial .  

These  tools  may i nclude:  

•  Protocols  used  by the  techn ical  so lu t i on :  implemen tations  of  the  main  componen ts  of  the  
techn ical  so lu t i ons  (e. g .  WS-*  speci f icati ons)  

•  S imu lators:  c l ien t  s i de  or  server s i de  s imu lators  to  val i date  the  i n teroperabi l i ty  

•  Protocol  anal yzer used  to  anal yze  the  protocol  s tack on  the  Ethernet  l i nk   

The  avai labi l i ty of  such  too ls  i s  i n  general  not  a  cri t i cal  requ i remen t.  Depend ing  on  the  
domains  and  the  s i ze  of  the  plan ts ,  commercial  or  open  source  implementati ons  are  
preferred .  
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6.3. 1 2  In tel l ectual  property 

Any IP  restrict ion  re lated  to  the  communicati on  technology i s  s tri ct l y not  acceptable.  

6.3. 1 3  Perennial i ty /  Stabi l i ty of  the solu tion  

This  cri teri on  means  that  the  domain  i s  sens i t i ve  to  frequen t  evo lu ti ons  of  the  techn ical  
so lu t ion .  

Evolu ti ons  may be  l i nked  i n  part icu lar  to  the  number of  standard ization  bod ies  i nvolved,  and  
the  associated  management  ru les.  

There  i s  a  s trong  need  for a  l ong- term  stable  so lu ti on ,  s i nce  the  typical  system  l i fetime  i s  20  
years  and  l onger.  

6.3. 1 4  Request  for add i tional  resources and  eng ineering  

This  cri terion  means  that  the  cost  of  the  commun icati on  so lu tion  i s  an  importan t  aspect  that  
m ight  be  crucial  for  the  decis i on  of  us i ng  I EC 61 850  for DERs.  For th is  requ i remen t,  the  po in t  
of  view of  an  end  user or  an  i nstal ler us i ng  the  products  for bu i l d i ng  a system  l i ke  for example  
a  DER plant  i s  cons idered.  

The  usage  of  wel l  known  IT  technolog ies  i s  cons idered  as  a  factor  that  wou ld  l im i t  th is  cost.  

Th is  requ i rement i s  part icu larl y important  for smal l  p lants .  

6.3. 1 5  Simpl ici ty and  easy implementation  of  the communication  solution  

This  requ i rement concerns  more  the  development of  the  commun ication  technology.  However  
s impl ic i ty and  easy implementation  of  the  SCSM  are  also  importan t  cri teria for customers  
when  decid i ng  to  use  i t  for  the i r  DERs,  because  complexi ty may affect  the  commun ication  
so lu tion  i n  many of  i ts  aspects:  usabi l i ty,  eff ic iency,  reusabi l i ty,  main tai nabi l i ty,  portabi l i ty and  
testabi l i ty.  

6.3. 1 6  Abi l i ty to  become a  SCSM  / Di fficu l ty in  fi l l ing  the gap  

The technolog ies  used  for the  SCSM  shal l  support  the  fo l lowing  features:   

•  Abi l i ty to  map ACSI  servi ces  and  behaviour,  as  they are  def ined  i n  I EC  61 850-7-2  

•  Support  the  so l i ci ted  message  exchange  pattern  

•  Support  the  unsol ic i ted  message  exchange  pattern  

•  Support  of  bas ic  data types  (e. g .  support  of  new CDC wi thou t  chang ing  the  SCSM  
speci f ication)  

•  Support  for  s tructured  data model  (e. g .  support  of  mandatory/opti onal /extended  
components  l ike  DO  of  LNs)  

•  Abi l i ty to  express  unambiguous l y and  completel y the  semantic  con tained  i n   
I EC  61 850-7-3 ,  I EC  61 850-7-4,  I EC  61 850-7-4xx  

6.3. 1 7  One  sing le  solution  for  al l  smart  g rid  appl ications  

The  selected  technolog ies  shal l  be  compl ian t  wi th  the  other s tandards  appl i cable  for the  smart  
g rid ,  e i ther existi ng  or  i n  progress  wi th in  the  I EC.  

6.3. 1 8  Products'  t ime-to-market  

The abi l i ty to  des i gn  products  and  make them  avai lable  on  the  market  as  soon  as  poss ible  i s  
an  important  factor  for the  success  of  the  new SCSM.  



I EC TR  61 850-80-3 :201 5  © I EC  201 5  – 1 9  – 

 

6.3. 1 9  M in imize standardization  effort  

Al l  the  techn ical  so lu t ions  are  not  equ ivalen t  concern ing  the  effort  requ i red  to  ach ieve  a  
complete  s tandard ization .  Th is  i ncl udes  not  on ly the  i n ternati onal  s tandard  describing  the  
SCSM  bu t  also  other  aspects ,  for  example  compl iance  testi ng .   

Th is  effort  depends  main l y on  the  complexi ty of  the  techn ical  so lu ti on  and  whether i t  i s  based  
or not  on  al ready standard i zed  technolog ies  wh ich  can  be  referred  to .  

7 SCSM technical  description  

7. 1  Technology assessment  and  choice  

Six  d i fferent  technolog ies  have  been  evaluated  as  poss ible  cand idates  for the  web protoco l  
mapping :  

•  I EC  62541  (OPC UA)   

•  I EC  61 400-25-4:2008,  Annex  A (Web services  prof i le  for  wind  power)   

•  DPWS (Devices  Profi l e  for Web Services)   

•  RESTfu l  Web Services   

•  XML messag ing  over Websocket   

•  XMPP (Extens ible  Messag ing  and  Presence  Protoco l )  

Among  these  s ix  cand idates  XMPP has  been  selected  i n  particu lar because  i t  provides  the  
fo l l owing  key benefi ts .  Note  that  these  advantages  are  also  true  compared  to  the  SCSM  8- 1 :  

•  Cyber-securi ty:   XMPP  enables  devices  to  make on l y ou tbound  connections  (wi th  
add i t i onal l y a  wel l -known  port)  to  the  communicati on  i n frastructure,  thus  l im i t i ng  the  
burden  and  the  r isk to  confi gure  the  f i re-wal ls  on  device  s ide  and  al l owing  these  devices  to  
be  h i dden  beh ind  a  NAT.  The  core  speci f icati ons  of  XMPP i nclude  standard  securi ty 
mechan isms  l ike  TLS  or SASL,  supporting  a  l arge  number  of  use  cases.  

•  I Pv6:  XMPP supports  a progress ive  trans i ti on  to  IPv6,  as  I EC  61 850  appl ications  us i ng  
IPv4 and  other ones  us i ng  I Pv6  may i n teroperate  provided  that  they are  connected  to  an  
XMPP server presenting  dual  i n terfaces  I Pv4 and  IPv6.  

•  Presence  mon i toring  bri ngs  new opportun i ti es  for manag ing  scenarios  where  the  
i n tegrati on  of  DER is  d ynam ic or where  commun ications  are  in term i ttent.    

•  Convergence  wi th  smart  g ri d  standards,  wh i l e  XMPP is  used  by other standards,  e i ther 
exist i ng  or  i n  progress  (e . g .  I EC  62746-1 0-1 ) .  

Then ,  for  def in i ng  the  XML messages  transported  over XMPP,  the  usage  of  the  MMS / XER  
encod ing  described  below has  been  preferred  to  a so lu t ion  us i ng  a  custom  XML schema,  
establ i sh ing  a one- to-one  correspondence  between  the  request/response  parameters  as  
described  by I EC  61 850-7-2  and  the  XML payload  (wi th  th is  second  solu ti on ,  the  XML payload  
is  s im i lar  to  the  body of  the  SOAP messages  defi ned  by I EC  61 400-25-4:2008,  Annex A) .   

The  MMS / XER encod i ng  wi l l  benefi t  i n  particu lar  of  a  s trong  synergy wi th  the  exist i ng  
IEC  61 850-8-1  mapping ,  both  for  the  s tandard i zati on  work and  for the  development of  
products ,  l ead ing  to  an  optim ized  t ime-to-market  (see  7. 8) .  

Fi gu re  3  i l l us trates  the  th ree  main  choices  on  wh ich  the  SCSM  is  bu i l t:   

•  Choice  of  MMS XER for  the  def in i t i on  of  the  XML payloads  

•  Choice  of  XMPP  as  a  transport  technology,  al l owing  the  transport  of  these  XML payloads   
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•  Choice  of  cyber-securi ty technolog ies:  XMPP al ready provides  some securi ty featu res .  
Add i ti onal l y i n  order to  ensure  end-to-end  securi ty the  MMS secure  session  mechan ism  
def ined  i n  next  vers ion  of  I EC  62351 -4  wi l l  be  used  (see  7. 6) .  
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Figure 3  – Arch i tecture  main  choices  

7.2  XMPP overview 

7.2. 1  Principles  

XMPP is  a  communicati on  protoco l  enabl ing  two  en ti t i es  (XMPP cl i en ts)  to  exchange  pieces  
of  XML data,  cal led  stanzas.  The  XMPP cl ien ts  are  not  d i rectl y connected  together.  They are  
i nstead  connected  to  one  or  several  i n termediary en ti t i es  (XMPP servers)  making  the  rou ti ng  
of  the  stanzas.  

As  presen ted  i n  F igure  4,  several  servers  can  connect  together i n  order to  enable  i n ter-
domain  commun ications  between  XMPP cl ien ts .  The  pri nciple  i s  that  each  cl i en t  i n i t i ates  a  
connecti on  to  i ts  XMPP server (wi th  TCP by defau l t)  and  creates  a  l og ical  channel  cal l ed  a  
stream .  Servers  connect  together i n  a  s im i lar way so  that  a  s tanza sent  by an  XMPP cl i en t  
can  f l ow through  the  server(s)  up  to  the  recipient  XMPP cl ien t.  

For each  XMPP cl ien t,  the  permanent  and  impl ici t l y ou tgoing  connection  consists  of :  

•  Creati ng  a TCP connection  wi th  the  XMPP server (TLS may be  used  add i t i onal l y)  

•  Au then ticati ng  th rough  SASL  

•  Open ing  two  XMPP streams,  one  for upstream  communicati on  to  the  XMPP server,  one  
for the  downstream  communicati on  from  the  XMPP server  

•  B ind ing  of  a  resource  to  the  stream  

Then ,  th ree  kinds  of  s tanzas  can  f l ow wi th i n  a  stream :  

•  “ i q ”  ded icated  for  request  / response  exchanges  – i . e .  so l i c i ted  services:  < iq />  

•  “message”  ded icated  for  push  exchanges  – i . e .  unso l ici ted  services:  <message/>  

•  “presence”  ded icated  for  presence  announcement:  <presence/>  
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Figure 4  – XMPP arch i tecture  overview 

7.2.2  Address scheme  

Each  XMPP  en ti ty needs  a u n i que  address,  cal l ed  a J ID .   

J IDs  for  en ti t i es  l ook l i ke  emai l  addresses  – en ti ty@domain . t l d .   

Every J ID  con tains  a domain  port ion  and  each  en ti ty that  i s  foreseen  to  connect  to  a  XMPP  
server wi l l  have  a  J ID  wi th  a  domain  i den ti f ier  that  corresponds  to  the  domain  to  wh ich  the  
XMPP server  belongs.  Static  confi gurati on  or  a  DNS  Service  can  be  u sed  by the  XMPP  
en ti t i es  to  resolve  the  I P  address  of  the  XMPP server they are  expected  to  connect  to .  

When  an  XMPP cl i en t  i s  connected  to  a server  i t  needs  add i t i onal l y to  defi ne  a resource  
i den ti f ier  for  th is  connecti on .  Th is  can  be  the  name of  a  device  or software  used  on  the  c l ien t  
s i de  to  establ ish  the  connecti on  or anyth i ng  e lse.  Then  the  fu l l  J ID  
en t i ty@domain . t l d /resource  i den ti f ies  a g i ven  connecti on  of  an  XMPP cl i en t.  

7.2.3  Scalabi l i ty and  redundancy 

I n  domains  wi th  huge  number of  members  ( i . e .  XMPP cl i en ts) ,  the  XMPP server deploymen t 
can  i nclude  a so  cal led  cl ustering ,  i . e .  use  of  d i fferent  phys ical  devices  to  wh ich  the  TCP  
connecti on  requests  wi l l  be  i n i ti ated  by the  XMPP cl i en ts.  I n  case  of  c lustering ,  us ing  DNS  
SRV records  al l ows  to  balance  the  l oad  of  the  d i fferen t  mach ines,  as  a weigh ted  l i s t  of  I P  
addresses  of  the  connection  managers  (c luster)  that  can  be  i nvolved.  A weigh ted  l i s t  can  also  
be  usefu l  for  manag ing  path  redundancy:  i n  case  the  path  between  an  XMPP cl ien t  and  i ts  
connecti on  manager i s  i n terrupted ,  a  connection  to  another connecti on  manager,  us ing  
therefore  another  path  i n  the  WAN,  can  be  i n i t i ated  by the  XMPP  cl i en t  on  i ts  own  i n i t i ati ve.  

NOTE  Performance  tests  show that  the  transfer t ime  between  XMPP  cl i en ts  i s  by far  l ess  than  the  requ i red  1 00ms 
(see  6 . 3 . 1 ,  Transfer t ime)  when  the  XMPP  server i s  not  overloaded .  I t  i s  expected  that  th i s  performance  l evel  can  
be  reached  for a  very l arge  number of  connected  cl i en ts  by adapti ng  the  number of  servers ,  typi cal l y  by cl usteri ng .   

mailto:entity@domain.tld
mailto:entity@domain.tld/resource
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7.2.4  Server  federation  

Once two  XMPP cl ien ts  have  establ i shed  an  XMPP stream  to  thei r  XMPP server,  the  
commun ication  can  occur  th rough  the  XMPP stanzas.   

I n  case  the  two  XMPP cl i en ts  are  l ocated  in  d i fferen t  domains,  the  XMPP servers  of  the  two  
domains  wi l l  establ i sh  a communicati on  channel  – cal led  XMPP federati on  – i n  order to  rou te  
the  i n formation  between  domains .  F i gu re  5  i l l ustrates  the  case  of  an  I EC  61 850  C l i en t  – DER  
System  Management of  “domain2.net”  that  needs  to  associate  to  the  I EC  61 850  Server – DER 
Contro l l er,  member of  “domain1 . org ”.  

 
IEC  

Figure 5  – XMPP Federation  

Area of  trust  over several  domains  shal l  be  cons idered  in  order to  al l ow a secured  federation ,  
i . e .  an  au thenticated  communicati on  stream  between  both  XMPP  servers .  

7.2.5  Stanza example  

Figu re  6  i l l us trates  the  XMPP stanza format.  The  s tanza used  i s  < iq /> ,  i . e .  ded icated  for 
request  /  response.  I ts  type  i s  “get” ,  therewi th ,  th i s  te legram  expect  a get  response  eventual l y.  

The  attri bu te  “from”  con tains  the  J ID  of  the  sender,  i ncl ud ing  the  resource  i denti f ier  used  for 
send ing  i t .  

The  attribu te  “ to”  con tains  the  J ID  of  the  s ink the  stanza i s  to  send  to .  Here,  both  from  and  to  
belong  to  the  domain  “XMPPServer” ,  therefore  the  te legram  wi l l  trans i t  from  “61 850Cl i en t”  to  
”61 850Server”  over/via “XMPPServer”.  
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Figure 6  – Example of  a  XMPP telegram  

7.2.6  Presence moni toring  

Presence  mon i toring  i s  a  d is ti ncti ve  featu re  of  XMPP.  I t  enables  connected  en ti t i es  to  know 
wh ich  en ti t i es  are  also  connected.  The  mechan ism  i s  based  on  the  <presence/>  s tanzas  
menti oned  above  as  wel l  as  on  the  “rosters”  wh ich  are  con tact  l i s ts  managed  by the  XMPP 
servers  on  behal f  of  each  ent i ty.  An  XMPP  Cl i en t  can  typical l y:  

•  Send  a  presence  te legram  to  another XMPP cl i en t  via i ts  XMPP  server  

•  Request  a  presence  i n formation  from  another  XMPP cl i en t  vi a i ts  XMPP server  

•  Subscribe  to  a  presence  i n formation  from  another XMPP cl ien t  vi a i ts  XMPP server  

•  Al low i ts  XMPP server to  forward/noti fy presence  i n formation  to  subscribed  XMPP cl ien ts  

7.3  Communication  stack overview 

Figu re  7  presents  an  overview of  the  SCSM  structure,  mention ing  the  standard  speci f i cations  
and  protocols  used  wi th i n  the  stack.  

Regard ing  the  l ower layers  speci fi ed  here,  note  that:  

•  Layers  below the  I n ternet  Protoco l  l ayer are  beyond  the  scope  of  the  SCSM.  

•  Usage  of  XMPP wi th  other transport  protocols  than  TCP i s  poss ible  (e. g .  BOSH  or  
Websocket) .  However on l y TCP  wi l l  be  standard i zed .  

•  I P  i s  wri tten  wi thou t  any vers ion  ( I Pv4 or I Pv6) .  The  mandatory vers ion  i s  I Pv4,  bu t  I Pv6  
may be  used  add i t ional l y  to  I Pv4.  I n  general ,  the  clauses  of  the  documents  describ ing  the  
SCSM  wi l l  be  val i d  for both  I P  vers ions.  I f  a  mechan ism  i s  depend ing  on  the  I P  vers ion ,  an  
explanation  wi l l  be  g i ven  for both  versions.  

I n  the  fu ture,  i t  must  be  noted  that  XMPP may enable  a  smooth  m igrati on  to  I Pv6,  as  
XMPP cl i en ts  us i ng  I Pv4 and  XMPP cl i en ts  usi ng  I Pv6  may i n teroperate,  provided  that  
they are  connected  to  an  XMPP server presen ti ng  the  appropriate  i n terfaces  I Pv4  and  
IPv6.  

The  cyber-securi ty aspect  i s  not  complete l y covered  i n  th is  f i gure,  wh i le  the  mechan ism  
proposed  by XMPP  and  TLS does  not  address  the  requ i rement  for  end- to-end  securi ty.  Th is  
aspect  i s  d iscussed  i n  7. 6.  

IEC  

<iq id=" 10"  

 from="61850Client@XMPPServer/resourceId"  

 to="61850Server@XMPPServer"  

 type="get">  

  <Payload> 

  . . .  

  </Payload> 

</iq>  
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Figure 7  – Simpl i fi ed  commun ication  stack  

Table  2  l i s ts  wh ich  obj ects  and  services  defi ned  i n  I EC  61 850-7-2  need  to  be  mapped  i n  the  
SCSM.  Th is  corresponds  i n  fact  to  al l  the  cl i en t/server services.  

Table  2  – ACSI  services  to  be  mapped  

Class model  IEC 61 850-7-2  Services  

Server  GetServerDi rectory  

Appl i cat i on  associat i on  Associate  

Abort  

Release  

Log i cal  devi ce  GetLog icalDeviceDi rectory  

Log i cal  node  GetLog icalNodeDi rectory  

GetAl lDataValues  

Data  GetDataValue  

SetDataValue  

GetDataDefi n i t i on  

GetDataDi rectory  

Data set  GetDataSetValues  

SetDataSetValues  

CreateDataSet  

DeleteDataSet  

GetDataSetDi rectory  

Sett i ng  g roup con tro l  SelectActi veSG  

SelectEd i tSG  

SetEd i tSGValue  

Confi rmEd i tSGValues  

GetEd i tSGValue  

GetSGCBVal ues  

Report i ng  
(bu ffered/unbu ffered)  

Report  

GetBRCBVal ues  

SetBRCBValues  

GetURCBValues  

SetURCBValues  
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Class model  IEC 61 850-7-2  Services  

Logg ing  GetLCBValues  

SetLCBVal ues  

QueryLogByTime  

QueryLogAfter  

GetLogStatusValues  

GOOSE  GetGoCBValues  

SetGoCBVal ues  

Sampled  Val ues  (mu l t i cast/un i cast)  Get(M/U )SVCBValues  

Set(M/U)SVCBValues  

Con tro l  Select  

SelectWi thValue  

Cance l  

Operate  

CommandTerm inati on  

TimeActi vatedOperate  

Time  and  t ime  synchron i sati on  TimeSynchron i zat i on  

Fi l e  transfer  GetFi l e  

SetFi l e  

DeleteFi l e  

GetFi l eAttri bu teValues  

 

7.4  Defin i tion  of  the XML payload  

The pri nciple  i s  to  reuse  the  defi n i t ions  of  I EC  61 850-8-1  regard ing  the  mapping  of  the  ACSI  
obj ects  and  services  over the  corresponding  concepts  of  MMS.  Then ,  i nstead  of  us ing  the  
BER encod ing  def ined  by I SO/IEC 8825-1 :2008  for creati ng  the  PDUs  l i ke  i n  I EC  61 850-8-1 ,  
the  new IEC  61 850-8-2  SCSM  wi l l  use  another ASN . 1  encod ing :  the  XML Encod ing  Ru les  
(XER) ,  defi ned  by I SO/IEC 8825-4:2008  (see  F igu re  8) .   

The  defi n i t i ons  that  can  be  reused  from  IEC  61 850-8-1  i ncl ude  how the  objects  of  the  
I EC 61 850  can  be  mapped  g lobal l y over the  obj ects  of  MMS and  more  i n  the  detai ls ,  how 
each  I EC  61 850  service  i s  mapped  on  the  MMS services.  Table  3 ,  copied  from   
IEC  61 850-8-1 ,  shows  the  MMS obj ects  and  services  that  shal l  be  used  for  mapping  
respecti vel y the  I EC  61 850  objects  and  services.  The  detai l  of  the  mapping  i s  described  i n  
IEC  61 850-8-1 :201 1 ,  C lause  7  for the  object  mapping  and  C lauses  9  to  23  for the  services.  
The  mapping  of  the  Bas icTypes  and  CommonACSITypes  i s  also  the  same as  the  mapping  
described  in  I EC  61 850-8-1 :201 1 ,  C lause  8.  

NOTE  Li ke  the  present  document,  the  fu tu re  I EC  61 850-8-2  wi l l  make  reference  to  I EC  61 850-8-1  rather than  
dupl i cat i ng  the  defi n i t i ons .  

Table  3  – MMS objects  and  services in  use  wi th in  th is  SCSM  

MMS Object  IEC 61 850  Object  MMS Services i n  Use  

Appl i cati on  Process  
VMD  

Server  I n i t i ate  

Concl ude  

Abort  

Reject  

Cance l  

I den ti fya  
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MMS Object  IEC 61 850  Object  MMS Services i n  Use  

Named  Vari abl e  Obj ects  Log i cal  Nodes  
and  Data  

Read  

Wri te  

I n formati onReport  

GetVari abl eAccessAttri bu te  

GetNameLi st  

Named  Vari abl e  Li s t  Obj ects  Data Sets  GetNamedVariableLi stAttri bu tes  

GetNameLi st  

Defi neNamedVari abl eLi st  

DeleteNamedVari abl eLi st  

Read  

Wri te  

I n formati onReport  

J ournal  Objects  Logs  ReadJou rnal  

I n i t i al i zeJournal  

GetNameLi st  

Domain  Obj ects  Log i cal  Devi ces  GetNameList  

GetDomainAttri bu tes  

StoreDomainContents  

Fi l es  Fi l es  F i l eOpen  

Fi l eRead  

Obtai nFi l e  

F i l eCl ose  

Fi l eDi rectory  

F i l eDelete  

a   Requ i red  by I SO 9506  for  con formance.  

 

Concern ing  the  descripti on  of  the  network messages,  both  the  I EC  61 850-8-1  and   
I EC  61 850-8-2  profi l es  wi l l  use  the  same abstract  g rammar of  MMS (see  extract  i n  F i gure  9) ,  
wh ich  i s  based  on  the  ASN. 1  BNF g rammar defi ned  by I SO/IEC  8824-1 .  

The  d i fference  i s  that  the  SCSM  8-2  wi l l  use  the  XML encod ing  def ined  by I SO 8825  XER 
rather than  the  binary encod ing  defi ned  by I SO 8825  BER.  F igu re  1 0  presen ts  an  example  of  
such  an  XML message  correspond ing  to  a GetDataValues  service.  I n  order  to  ach ieve  a good  
l evel  of  i n teroperabi l i ty the  XML messages  shal l  be  val idated  against  a  standard  “ACSI  XML 
Message”  schema (see  extract  i n  F igure  1 1 ) .   
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Figure 8  – XER encod ing  vs  BER encod ing  
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Figure 9  – ASN.1  abstract  defin i tion  of  MMS PDUs  (extract)  
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Figure 1 0  – Example  of  XER  payloads  
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Figure 1 1  – ACSI  XML Message schema for XER  payload  (extract)  

NOTE  The  XML schema defi n i ng  the  MMS  XER messages  i s  a  s trai gh tforward  trans lati on  of  the  ASN. 1  notati on  
used  by MMS.  The  task of  wri t i ng  a  normati ve  XML schema defi n i ng  the  XER messages  can  be  au tomated  by  
exi s t i ng  too l s :  s tart i ng  from  the  BNF ASN. 1  notat i on  that  represen ts  the  subset  of  MMS  used  by I EC  61 850,  such  
tool s  are  able  to  g enerate  the  correspond ing  XSD  defi n i t i ons.  

7.5  Transport  of  XML payloads over XMPP 

7.5. 1  Mapping  over XMPP overview 

From  an  XMPP poin t  of  vi ew,  al l  I EC  61 850  appl i cati ons  (c l ien t  or  server)  are  XMPP cl i en ts .  
The  arch i tectu re  (see  Fi gure  1 2)  i s  based  on  a  t i er  en t i ty,  the  XMPP  server,  on  wh ich  both  
IEC 61 850  cl i en t  and  server appl ications  are  connecti ng .  I n  th is  way,  no  i ncom ing  connecti on  
i s  requ i red  on  I EC  61 850  enti t ies  (c l i en t  and  server)  so  that  securi ty i ssues  such  as  f i rewal l  
parameteri zation  are  mostl y de legated  to  the  t ier  server.  
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Figure 1 2  – XMPP arch i tectu re  for IEC  61 850  

The fo l l owing  XMPP  features  are  used  for the  ACSI  mapping :  

•  “ i q ”  s tanzas  are  ded icated  to  “Request/Repl y”  message  exchange  pattern ,  al l owing  the  
implementati on  of  so l ic i ted  services  between  an  I EC  61 850  c l ien t  appl icati on  and  an  
IEC 61 850  server appl icati on .  

•  “message”  stanzas  are  ded icated  to  “push”  message  exchange  pattern ,  wel l  su i ted  for 
unsol ic i ted  services  between  an  I EC  61 850  server appl ication  and  an  I EC  61 850  c l i en t 
appl ication .  

7.5.2  Ru les for  mapping  sol ici ted  services  

Most of  the  cl i en t/server services  are  so l i ci ted  services  defi ned  by th ree  e lements :  the  
Request,  the  pos i t i ve  Response  and  the  negati ve  Response.  

Parameter name  

Request  

 < request  parameters>  

Response+  

 <response  parameters>  

Response-  

 <servi ce  errors>  

 

Al l  so l i ci ted  services  are  implemented  by IQ  s tanzas.  The  request  message  i s  implemented  by  
an  IQ  s tanza of  type  ‘set’  or  ‘ get’  and  the  response  message  i s  implemen ted  by a ‘ resu l t’  IQ  
stanza.  The  d i rect  ch i l d  e l ement  of  the  IQ  s tanza,  AssociationContext,  represents  the  
associat ion  establ ished  between  the  cl i en t  and  the  server and  i t  con tains  a MMSpdu  e lement  
wh ich  i s  the  payload  of  the  message  as  def ined  i n  7. 4.  The  fo l l owing  example  presents  the  IQ  
stanzas  for the  GetDataValues  service  (see  also  example  for  a  GetLog icalNodeDi rectory i n  
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B. 2) .  The  e lement <Securi ty tbd>  i n  th is  example  means  that  some i n formation  ded icated  to  
the  end-to-end  securi ty wi l l  i n  fact  encapsu late  the  MMSpdu  ( to  be  defi ned  i n  the  next  ed i t i on  
of  I EC 62351 -4  and  I EC  61 850-8-2) :  

•  GetDatavalue  Request:  

<iq id=" 10"   

    from=" 61850app@XMPPServer/resourceId"   

    t o=" 61850server@XMPPServer"   

    t ype=" get" >      

 <Ass ociationContext  id=“32 “>  

  <Security  t bd>  

  …  

   <MMSpdu  xmlns =" http: //www. iec. ch/61850/2015/SCSM_8_2" >  

   <Confirmed-Request PDU>  

     < invokeID>13</ invokeID>  

    <ConfirmedServiceReques t>  

       <read>  

      …  

       < / read>  

    < / ConfirmedServiceRequest>  

    </ confirmed-Reques t PDU>  

   </ MMSpdu>  

   …  

  < / Security  t bd>  

  </ AssociationContext>  

</ iq>                     
 

•  GetDatavalue  Response+:      

<iq id=" 10"  
    from=  " 61850server@XMPPServer"  

    t o=" 61850app@XMPPServer/resourceId"  

    t ype=" result" >  

 <Ass ociationContext  id=“32 “>  

  <Security  t bd>  

  …  

      <MMSpdu  xmlns=" http: //www. iec. ch/61850/2015/SCSM_8_2"   

      <confirmed-ResponsePDU>  

        < invokeID>13</ invokeID>  

        < ConfirmedServiceResponse>  

        <read>  

       …  

        </ read>  

     < / ConfirmedServiceResponse>  

     < / confirmed-ResponsePDU>  

      </MMSpdu>  

  …  

  <Security  t bd/>  

 </ As sociationContext>  

</ iq>   

  

             

Errors  occu rri ng  du ri ng  the  IQ  stanza transm ission  or  processing ,  are  i nd icated  by an  IQ  
stanza of  type=“error”  con tain ing  an  <error/>  ch i l d  e l ement,  qual i f ied  by the  namespace 
u rn : ietf:params:xm l :ns :xmpp-stanzas.  Th is  namespace as  wel l  as  the  fu l l  l i st  of  error 
cond i t i ons  are  speci f ied  i n  RFC  61 20.  

Errors  occurri ng  on  I EC  61 850  appl ication  or mapping  l ayers  shou ld  be  transm i tted  by a 
normal  IQ  response,  i . e .  wi th  type=“resu l t”  and  the  appropriate  MMS error code,  encoded  i n  
XML.  
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7.5.3  Mapping  of  unsol ici ted  services  

With  XMPP,  the  typical  mechan ism  used  to  push  i n formation  i s  the  “message”  stanza.  So  the  
unsol ic i ted  services  are  implemented  as  message  stanzas.  The  d i rect  ch i ld  e l ement of  the  
stanza,  Associati onContext,  represen ts  the  associat i on  establ i shed  between  the  c l i en t  and  the  
server and  i t  contains  a  MMSpdu  e lement wh ich  i s  the  XML payload  of  the  message.  The  
fol l owing  example  shows  a  message  stanza for  the  Report  service  (see  also  example  i n  B. 3) :  

<mes sage   

    from=" server@XMPPServer"  

    t o=" 61850app@XMPPServer/ResourceId"  

t ype=" chat" >  

 <Ass ociationContext  id=“32 “>  

  <Security  t bd>  

  …  

  <MMSpdu  xmlns=" http: //www. iec. ch/61850/2015/SCSM_8_2" >  

   <unconfirmed-PDU>  

    <UnconfirmedService>  

     < informationReport>  

      …  

     < / informationReport>  

    < / UnconfirmedService>  

   < / unconfirmed-PDU>  

   </ MMSpdu>  

  …  

  < / Security  t bd>  

 </ As sociationContext>  

</message>  

 

7.5.4  Usage of  presence mon i toring  

The  XMPP arch i tecture  based  on  a XMPP server where  I EC  61 850  cl ien ts  and  servers  are  
connecting  bri ngs  some constrain ts  bu t  also  some opportun i t i es  i f  the  presence  mon i toring  i s  
used .  Th is  c lause  recommends  that  the  fu ture  SCSM  8-2  shou ld  use  the  presence  mon i toring  
for the  implemen tation  of  the  ACSI  services  as  they are  defi ned  in  I EC 61 850-7-2.   

There  are  i ndeed  several  reasons  why presence  mon i toring  i s  usefu l  i n  a  DER deployment  
system :  

•  As  the  I EC  61 850  servers  and  c l i en ts  are  not  connected  to  each  other,  the  mon i toring  of  
the  I EC 61 850  association  cannot  occur by us ing  the  TCP keep al i ve.  I t  cou ld  use  i nstead  
a peri od ic  GetNamedList  or  the  XEP-01 99:  XMPP P ing .  However both  wou ld  have  the  
l im i tation  of  detecti ng  the  d isconnecti on ,  cycl i cal l y rather than  on  even t.  

•  D i sconnecti on  of  XMPP Cl i ent  peer may not  be  detected  un less  a  mon i tori ng  of  a  “s i l en t”  
connection  occurs .  

•  W i th i n  the  scope  of  g ri d  i n tegrati on ,  be ing  aware  of  the  presence  of  DER con tro l l ers  
al l ows  system  managemen t to  better pred ict  the  actual  avai lable  resources,  and  therefore  
to  better react  i n  emergency s i tuati on .   

•  DER contro l ler  may or may not  be  connected  24/7.   

•  D ial -up  scenario  can  be  so lved  by us ing  the  presence  mon i tori ng  of  device  wi th  l im i ted  
connecti vi ty – i . e.  i n form  one  or  several  System  Management(s)  that  a  resource  i s  ready 
for an  I EC  61 850  associati on .  

•  I t  a l l ows  the  System  Managemen t respons ible  for a  schedu le  exchange  wi th  a  device  to  be  
noti f i ed  that  a  DER contro l l er  /  DER system  i s  on l i ne.  

The  detai led  usage  of  the  presence  mon i tori ng  wi l l  be  def ined  i n  the  fu ture  61 850-8-2  SCSM.   
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7.6  Cyber securi ty  

7.6. 1  Securi ty wi th  XMPP 

Clause  1 3 ,  Security Considerations  o f  the  RFC  61 20  speci fi es  the  usage  of  TLS  and  SASL:  

•  TLS can  be  used  between  XMPP  Cl ien ts  and  the  XMPP  server as  i l l us trated  i n   
Fi gu re  1 3 .The  speci f i c  th reats  countered  at  the  transport  l ayers  l eve l ,  as  l ong  as  the  
XMPP server i s  a  trusted  hop,  i ncl ude:  

– Unauthori zed  access  to  i n formation  th rough  message  level  au thentication  and  
encrypti on  of  the  messages  

– Unauthori zed  mod i fi cati on  ( tamperi ng )  or  theft  of  i n formation  th rough  message  l evel  
au thenticati on  and  encryption  of  the  messages  

•  An  add i t ional  s imple  au then tication  mechan ism  al lows  the  XMPP server to  g uarantee  the  
i denti ty of  the  connected  XMPP cl ien t  – see  SASL i n  F i gu re  1 3 .  

 
IEC 

Figure 1 3  – XMPP using  TLS and  Simple  Authentication  and  Securi ty Layer (SASL)  

I t  appears  that  end- to-end  secu ri ty i s  not  guaranteed  by XMPP core  speci fi cati ons .  A true  
end- to-end  securi ty,  as  d isplayed  i n  F igure  1 4,  shou ld  add i t ional l y al l ow measures  to  
guaran tee:  

•  The  au thenticati on  of  the  I EC  61 850  communicati on  en t i t i es  

•  The  conf idential i ty of  message  content  between  both  I EC  61 850  communicati on  en t i t i es  
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Figure 1 4  – End  to  end  securi ty over XMPP 

7.6.2  Choice of  techn ical  solutions for securi ty 

For mu tual  au then ticati on ,  sess ion  i n tegri ty and  confidential i ty of  XMPP  cl ien t  – server or  
server – server communicati on  the  present  SCSM  wi l l  use  TLS as  speci fi ed  i n  RFC 61 20  
(XMPP Core)  wi th  TLS  sett ings  compl ian t  wi th  I EC 62351 -3 .  

End- to-end  au then tication ,  i n tegri ty,  and  con fiden tial i ty wi l l  be  ach ieved  by appl yi ng  the  MMS 
secure  sess ion  concept  defi ned  i n  the  next  ed i t ion  of  I EC 62351 -4.  

7.7  Mapping  synthesis   

Compared  to  the  s impl i f i ed  Fi gure  7,  F i gure  1 5  brings  add i t i onal  detai ls  for  the  SCSM  8-2  
structu re:  

•  Regard ing  the  I EC  61 850  s tandards,  the  SCSM  8-2  i s  by defi n i t i on  a mapping  of  
IEC  61 850-7-2  and  supports  al l  the  data defi ned  i n  I EC  61 850-7-3  and  I EC  61 850-7-4.  
Add i ti onal l y,  the  SCSM  8-2  wi l l  use  the  mapping  of  IEC  61 850-7-2  over MMS wh ich  has  
al ready been  defi ned  by I EC  61 850-8-1 .  

•  XMPP i s  i n  fact  defi ned  by a set  of  core  RFC and  extensions  cal l ed  XEP.  Among  the  th ree  
core  RFC (61 20,  61 21  and  61 22) ,  the  RFC 61 20  and  61 22  speci fy the  l ow level  
mechan isms  used  to  transport  the  XER payload,  wh i le  the  presence  mon i tori ng  features  
proposed  by RFC 61 21 ,  together wi th  the  XEP 01 98  and  XEP 01 99  are  propos ing  more  
advanced  featu res .  

•  The  con text,  Data and  Abort  service  and  protoco l  l ayer  wi l l  be  used  to:   

– Forward  services  s i gnal  to  I SO 9506  (MMS)  – for example  to  map the  ABORT service  

– Provide  an  associat ion  i denti f ier  to  the  MMS PDU,  to  al l ow mu l t i ple  I EC  61 850  
Associati ons  between  an  I EC  61 850  Server  and  an  I EC  61 850  C l ien t  

– Store  securi ty i n formation  – st i l l  to  be  def ined  depend ing  on  the  next  ed i t ion  of  
I EC 62351 -4  
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Figure 1 5  – Synthesis  of  SCSM  8-2  structu re  

The  incomplete  Table  4  i l l us trates  the  two  l evels  i nvo lved  in  the  mapping .  For each  ACSI  
service  of  the  f i rs t  co l umn,  the  second  co lumn  g i ves  the  XML def in i t ions  resu l t i ng  from  the  
MMS/XER mapping  and  the  th i rd  co lumn  shows  how the  messages  are  transported  over  
XMPP.  The  fu ture  I EC  61 850-8-2  wi l l  i nclude  the  complete  table  for  al l  ACSI  services.   

Table  4  – Mapping  synthesis  

Service  MMSpdu  XML 
messag ing  defin i tions  

Type of  stanza  Comment  

Associate  I n i t i ate-RequestPDU  

I n i t i ate-ResponsePDU  

IQ  type=set  

IQ  type=resu l t  

 

Release  Concl ude  

Concl ude  

IQ  type=set  

IQ  type=resu l t  

 

GetDataValues  Read  

Read  

IQ  type=get  

IQ  type=resu l t  

 

SetDataValues  Wri te  

Wri te  

IQ  type=set  

IQ  type=resu l t  

 

Report  i n formati onReport  Message   

GetFi l e  f i l eDi rectory  

f i l eDi rectory  

IQ  type=get  

IQ  type=resu l t  

 

  Presence  Presence  mon i tori ng  
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7.8  Synergy wi th  existing  8-1  mapping   

Figu re  1 6  i l l ustrates  the  common  parts  between  the  SCSM  defi ned  respecti ve l y by I EC 61 850-
8-1  and  I EC  61 850-8-2.   

The  use  of  common  layers  s impl i f ies  a  dual  envi ronment  implementati on :  

•  For example,  F i gu re  1 7  i l l us trates  the  use  of  a  dual  stack in  the  Contro l  Cen ter 
implementati on ,  i . e.  an  I EC  61 850  cl ien t  connected  to  I EC  61 850-8-1  devices  l ocated  for  
i nstance  i n  Substation  via a pri vate  network,  and  to  I EC  61 850-8-2  devices  l ike  DERs  
components  l ocated  i n  a  publ ic  network (note  that  the  XMPP server i s  not  shown  on  the  
IEC  61 850-8-2  path ) .  

•  Another example  i s  an  IEC  61 850-8-1  / I EC  61 850-8-2  Gateway implementati on ,  as  
i l l ustrated  in  F i gure  1 8.  

IEC 61 850-7-3 CommonDataClass IEC 61 850-7-4 LogicalNode Class

IEC 61 850-7-2 ACSI

Mapping  of Part 7-2 over MMS

ISO 9506 (MMS)

ISO 8822,  ISO 8823,  
ISO 8824,  ISO 8825 BER

ISO 8326,  ISO 8327

Application

ISO 8824,  
ISO 8825 XER

TCP/IP

RFC 1 006

TLS

XMPP
RFC 61 20,
RFC 61 22,

XMPP 
RFC 61 21

ISO 8649/8650

SCSM Common Component
IEC 61 850-8-1  & IEC 61 850-8-2 

SCSM IEC 61 850-8-1  only

SCSM IEC 61 850-8-2 only

XMPP 
XEP 01 98
XEP 01 99

 Context,  Data and Abort
service and protocol  layer
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Figure 1 6  – SCSM  8-1  and  8-2  synergy 
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Figure 1 7 – Control  cen ter wi th  dual  stack SCSM  8-1  /  SCSM  8-2  
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Figure 1 8  – Gateway between  SCSM  8-1  and  SCSM  8-2  
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Annex A 
( in formative)  

 
Use cases and  requ irements  for each  domain  

 

A.1  Use cases for PV-inverters  

A.1 . 1  Scope of  th is  clause  

This  c lause  covers  the  services  requ i red  for PV-Plan ts  of  al l  s i zes:  I ndustrial ,  Commercial ,  
Residen tial  dri ven  plants.  The  plan ts  typi cal l y have  one  cen tral  po i n t  of  communicati on  
coupl ing  and  cons ist  o f  one  to  several  thousand  of  devices,  wh ich  are  capable  to  
commun icate.  

A.1 .2  Arch i tecture overview 

The system  con tains  protecti ve  swi tches,  i nverters,  data loggers,  meteorolog ical  sensors ,  
energy coun ters  and  other  auxi l i ary devices.  Arch i tecture  overviews  for respecti ve l y an  
i ndustrial  and  a res idential  p lant  are  shown  i n  F i gure  A. 1  and  Fi gure  A. 2.  

Scalabi l i ty:   

•  About  1 5  d i fferen t  Log ical  Nodes  per PV p lant  (up  to  40)  

•  Up  to  4  actors  at  the  same t ime  (see  A. 1 . 3)  

•  Fu rther agg regati on  in  actor  appl ication  or  by aggregator  (see  VPP  i n  Clause  A.7)  

Plant (Industrial)

WAN

Facil ity

DER DER

DERDER

DER

Storage

Field bus

Substation

Protection

Measurement

Energy counter

IEC 61 850

Gateway

Transmission  
System Operator

Market Operator

Distribution  
System Operator

IEC 61 850

Gateway

Plant Operator

IEC 61 850

Gateway

IEC 61 850

Gateway

IEC 61 850

Gateway

IEC 61 850

Gateway

IEC 61 850

Gateway

Contracting
control l ing  power 

range

Setting  autonomous 
protection functions 

frequency

Sending  set point or 
autonomous behaviour

Monitoring,  logging,  getting  
events,  fault reports,  

performance and maintenance 
realated information of plants

Getting  events,  fault reports 
and maintenance realated 
information of protection  

devices and setting  protective 
functions at PCCs

Trip signals and measurements

LAN

LAN Local  Area Network  
WAN Wide Area Network
DER Distributed Energy Resource

System protection

Camera surveillance

Meteorologic sensors

IEC 61 850

Gateway

All  connections may 
vary from being  
temporary to 
permanent
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Figure A. 1  – PV – Arch i tectu re  overview for data connections to  an  industrial  p lant  
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Figure A.2  – PV – Arch i tecture  overview for data connections to  a  residential  plant  

A. 1 .3  Use cases  

The most  re levan t  actors  are:   

•  P lan t  operator  

•  Generati on  asset  management  

•  D i s tribu tion  system  operator  

•  Transm ission  system  operator  

•  Market  operator  

Table  A. 1  g i ves  a use  case  l i st  for  PV plants .  

Table  A. 1  – Use  case l ist  

# Use case name  Description  Actors  

1  Performance  and  main tenance  
management  

•  Measurement  and  s tatus  data poi n ts  

•  P rovided  servi ces   

P lan t  operator  

2  Mon i tori ng  and  l ogg i ng  •  Measurement  and  s tatus  data po i n ts  

•  P rovided  servi ces  

•  Even ts  and  fau l t  reports  

Generati on  asset  
management  

3  Vol tage  s tabi l i ty  and  system  
protecti on  

•  D i rect  con trol  by set  po i n ts  or  i n d i rect  
con tro l  by schedu l es  

•  Parameteri zat i on  of  g r i d  i n teg rati on  
funct i ons  for  au tonomous  behaviors  

•  Parameteri zat i on  of  protect i on  
devi ces/functi ons  

•  P re-knowledge  of  energy  f l ows  by  
forecasts  

•  The  g ri d  code  CEI  0 -21  ( from  I tal y)  
requ i res  a  d i sconnecti on  wi th i n  50  ms  
th rough  a  send  d i sconnecti on  command  

D i s tri bu t i on  system  
operator  
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# Use case name  Description  Actors  

4 Frequency s tabi l i ty,  Power Ou tpu t  
Ad justment,  VAr management,  
S torage  Management  and  black-
start  capabi l i t i es  (not  on  scope  
yet)  

•  D i rect  con trol  by set  poi n ts  or  i nd i rect  
con tro l  by schedu l es  

•  Parameteri zat i on  of  g r i d  i n teg rati on  
funct i ons  for  au tonomous  behaviors  

Transm iss i on  
system  operator  

5  Man ipu lat i on  of  energy f l ow of  
p lan ts  (consumpti on /product i on )  
due  to  energy market  

•  D i rect  con trol  by set  po i n ts  or  i n d i rect  
con tro l  by schedu l es  

•  P re-knowledge  of  energy  f l ows  by  
forecasts  

Market  operator  

 

A.2  Use cases for hydro and  thermal  generation  

A.2. 1  Scope of  th is  clause  

This  c lause  covers  the  communica t i on  requ i rements  to  fu l f i l l  the  needs  of  the  fo l l owing  type  
of  l arge  power generating  plan ts:  

•  H ydro  e lectric  power plants  (al l  systems)  

•  H ydro  pump-turbine  storage   (al l  systems)  

•  Power plan ts  wi th  s team  prime movers  (power evacuation  on l y)  

•  Power plan ts  wi th  gas  tu rbine  prime  movers  or combined  cycle  power plan ts  (power evacuation  
on l y)  

A.2.2  Arch i tecture overview 

Figu re  A. 3  shows  the  network arch i tectu re  between  the  pri ncipal  actors  for large  power 
generati ng  plants .   

The  fol l owing  actors  have  been  i denti f i ed  for the  use  cases  l i s ted  i n  A. 2. 3  and  are  rough l y 
described  (see  also  Table  1 ) :  

•  Transm ission  system  operator   – means  a natural  or  l egal  en ti ty responsible  for  ensuri ng  
the  s tabi l i ty of  the  g ri d .  

•  P lan t  operator  – means  any natural  or  l egal  person  operati ng  a power plan t.  

•  Market  operator– means  any natural  or  l egal  en ti ty respons ible  for ensure  the  energy 
reserves  to  honor  the  power ou tpu t  obl i gations .  

•  P lan t  Main tenance  – means  any natural  or  l egal  en t i ty responsible  to  ensure  the  
performance  and  the  rel i abi l i ty of  the  power plant.  

F i gu re  A. 4  describes  the  re lat ionsh ip  between  the  d i fferent  actors.  
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Figure A.3  – Power plants  – Typical  power operator network arch i tecture  
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Figure A.4  – Power plants  – Relationship  between  the  actors  

A.2.3  Use cases  

Table  A. 2  g i ves  a use  case  l i st  for  power plants .  
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Table  A.2  – Power plants  – Use  case  l i st  

 Use  case name Description  Actors  

1  Connecti on  to  the  energy 
management  system  

Large  power plan ts  have  to  bri dge  power re l ated  i n formati on  
to  the  bu lk markets .  

Th i s  i n formati on  i s  normal l y  con fi den ti al  bu t  real  t ime.  The  
subscribers  of  th i s  type  of  i n formati on  are  bas i cal l y  market  
operators  (power brokers  Energy pl aners  and  operators  of  
the  Bu lk market) .  

Remote  user access  to  any power plan t  I ED  shou l d  not  
perm i tted .  

Market  
operator,  

P lan t  operator  

2  Connecti on  to  the  
corporate  equ ipment  &  
plan t  main tenance  system  

Large  power plan ts  have  to  bri dge  the  fo l l owi ng  type  of  
i n formati on  to  the  en terpri se  l ayer:  

•  Power re lated  i n formati on  

•  Even ts  and  fau l t  reports  

•  Mai n tenance  rel ated  i n formati on  (operati onal  counters)  

The  i n ternet  l ayer i s  bas i cal l y  i n  the  corporate  l ayer.  The  
i n formati on  i s  used  for  bu i l d i ng  main tenance  stat i s t i cs  or  
i ssue  work orders.  The  i n formati on  i s  normal l y  d i ffered  i n  
t ime  and  i t  i s  not  con fi den ti al .  

Remote  user access  to  any power plan t  I ED  shou l d  not  
perm i tted .  

P lan t  
main tenance,  

P lan t  operator  

3  Connecti on  to  the  
transm iss ion  system  
operator  

Large  power plan ts  have  to  bri dge  the  fo l l owi ng  type  of  
i n formati on :  

•  Power re lated  i n formati on  

•  Even ts  and  fau l t  reports  

•  Performance   and  main tenance  rel ated  i n formati on  

•  Energy s torage  i n formati on  

•  Operati onal  alarms  

•  S tatus  i n formati on  

Large  power plan ts  have  to  receive  the  fo l l owi ng  type  of  
i n formati on :  

•  S tart-s top  orders  

•  Operati onal  set  po i n ts  (W,  Var,  Lev,  F lw)   

The  i n formati on  exchange  i s  requ i red  to  ensu re  the  s tabi l i ty  
of  the  e l ectri c  g ri d .  Th i s  i n formati on ,  wi th i n  the  operati onal  
WAN,  i s  real  t ime  and  may be  confi den ti al .  S i nce  G ri d  
operators  use  te l ecom  servi ces  that  eg resses  a  f i rewal l  
protected  phys i cal  secu ri ty  perimeter,  i n ternet  key 
exchanges  shal l  be  used  to  ensu re  that  the  data was  not  
tampered .  The  operator shal l  add i t i onal l y  be  au thent i cated .  

Transm iss ion  
system  
operator   

4  Power s tati on   
main tenance  

Power s tati on  main tenance  team  i s  requ i red  to  be  l i nked  to  
the  fo l l owi ng  i n formati on :  

•  Energy re l ated  i n formati on  (MW,  Water l evel ,  e tc. )  

•  Even ts  and  fau l t  reports  

•  Performance   and  main tenance  rel ated  i n formati on  

•  Energy s torage  i n formati on  

•  Operati onal  alarms  

•  S tatus  i n formati on  

The  i n formati on  exchange  i s  requ i red  to  ensu re  the  s tabi l i ty  
of  the  e l ectri c  g ri d .  Th i s  i n formati on ,  wi th i n  the  operati onal  
WAN  may be  confi dent i al .  

User access  to  any power pl an t  I ED  i s  perm i tted  wi thou t  
au thent i cati on  servi ce,  when  wi th i n  a  phys i cal l y  secu red  
perimeter.  

P lan t  
main tenance  



IEC  TR  61 850-80-3:201 5  © I EC  201 5  – 43  – 

 

 Use  case name Description  Actors  

5  Power plan t  operat i ons  Power s tati on  Operati ons  requ i res  the  operator to   be  l i nked  
to  the  fo l l owi ng  type  of  i n formati on :  

•  Operat i onal  alarms  

•  Energy re l ated  i n formati on  (MW,  Water l evel ,  e tc. )  

The  operator i s  en ti t l ed  to  send  the  fo l l owi ng  orders :  

•  S tart-stop  orders  

•  Operat i onal  set  poi n ts  (W,  Var,  Lev,  Flw)   

The  i n formati on  exchange  i s  requ i red  to  ensu re  the  s tabi l i ty  
o f  the  e l ectri c  g ri d .  Th i s  i n formati on ,  wi th i n  the  operati onal  
WAN  may be  con fi den ti al .  

User access  to  any power pl an t  I ED  i s  perm i tted  wi thou t  
au then ti cati on  servi ce,  when  wi th i n  a  phys i cal l y  secu red  
perimeter.  

P lan t  operator  

 

A.3  Use cases for wind  power 

A.3. 1  Scope of  th is  clause  

The  domain  i ncludes  commun ications  for  mon i tori ng ,  con tro l  and  evaluati on  of  wi nd  plan ts,  
the i r  componen ts,  and  thei r  i n terconnecti on  to  the  g ri d .  

A.3.2  Arch i tecture overview 

The electrical  arch i tecture  of  a  wind  power plant  cons ists  of  wi nd  tu rbi nes  and  thei r  
associated  equ ipment ( transformer,  breaker,  swi tch ,  e tc. )  connected  by wind  plan t  co l l ectors  
to  a substati on  or substati ons  that  i n terface  the  plant  to  the  g rid .   There  may also  be  other  
components  i n  the  p lant  such  as  for provid i ng  Var compensation  i f  needed  because  of  the  
tu rbines  having  i nduction  generators .  The  e lements  of  th is  arch i tectu re  i ncl ude:  

•  W ind  tu rbi ne  and  i ts  local  componen ts  

•  W ind  plant  co l l ectors  

•  W ind  plant  substati on(s)  i n terconnecti ng  to  the  g ri d  

•  Other  wind  plan t  componen ts:  

1 )  Meteorolog ical  tower and  sensors  

2)  Faci l i t i es  serving  the  overal l  plan t  for  vari ous  purposes  

3)  Wind  plant  contro l  faci l i ty ( l ocal  SCADA)  

4)  Wind  plant  communicati ons  to  the  transm iss ion  operator  or  o ther  re levan t  faci l i ty  

Other  re levan t  faci l i t i es  i nclude:  

•  Transm ission  operator  (TSO)  

•  Main tenance  center  

•  Weather  forecasting  faci l i ty  

•  Mu l t ip le  SCADAs  or con tro l  cen ters  that  receive  and  can  respond  to  alarms  and  must  
coord inate  thei r  responses  

IEC 61 400-25  requ i res  and  supports  a  mu l t i - level  contro l  h ierarchy wi th  no  constrain t  on  
topology.   Th is  arch i tecture  i s  i l l ustrated  i n  Figu res  A. 5  to  A. 8  ( from  a User  Group 
presentation) :  
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Figure A.5  – Examples  of  the variety of  topolog ies  requ i red/supported  for wind  power 
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Figure A.6  – Example of  use  wi th in  the wind  plant  
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Figure A.7  – Example of  use  between  the wind  plant  and  a  control  center  
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Figure A.8  – Diag ram  of  data  use  h ierarchy l evels  in  condi tion  moni toring  
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A.3.3  Use cases  

The use  cases  def in i t ion  presen ted  in  Table  A. 4  requ i res  the  identi f ication  of  typi cal  actors.  
E lements  described  i n  Table  A. 3  are  examples  o f  actors  from  the  61 400-25  communicati on  
vi ewpoint.  

Table  A.3  – Wind  – List  of  actors  

Actor  name  Description  Cl ient  Server  

Local  devi ce  server 
(see  DER Local  Server 
i n  Tabl e  1 )  

A  processing  and  con tro l  un i t  able  to  commun icate  as  a  61 400-
25  server.   For example:  Tu rbi ne  con tro l l er,  P i tch  con tro l l er,  
Meteorolog i cal  sensor  

 X  

Local  con trol l er  (see  
DER Un i t  con tro l  i n  
Table  1 )  

A  processing  and  con tro l  un i t  able  to  commun icate  as  a  61 400-
25  c l i en t  to  l ower l evel  devi ces  and  a  server to  h i g her l evel  
systems.   Examples:  con trol l er  for  a  tu rbi ne  and  i ts  associated  
equ i pment,  con tro l l er  for a  wi nd  plan t  co l l ector. .  

X  X  

Local  SCADA system  A SCADA system  for  the  wind  plan t.   Can  act  as  a  c l i en t  for  
servers  i n  the  wi nd  p lan t  and  a  server for  h i gher l eve l  systems  

X  X  

Company contro l  cen ter 
(see  DER Management  
System  i n  Table  1 )  

A  con tro l  cen ter for wi nd  p l an ts  owned  or  managed  by a  
company.   Th i s  con tro l  cen ter may i n terface  wi th  the  g ri d  
operati ons  control  cen ter.  

X  X  

Gri d  operati ons  con tro l  
cen ter (see  TSO i n  
Table  1 )  

The  con tro l  cen ter of  the  g ri d  operator.  
X   

Primary Cond i t i on  
Mon i tori ng  system  

Sens ing  devi ces  for co l l ecti ng  cond i t i on  mon i tori ng  i n formati on  
 X  

Secondary Cond i t i on  
Mon i tori ng  system  

Processing  devi ces  that  receive  primary cond i t i on  mon i tori ng  
i n formati on ,  perform  process ing  of  the  i n formati on ,  and  pass  
the  resu l ts  to  h i g her l evel s  

X  X 

Cond i t i on  mon i tori ng  
cen ter  

A faci l i ty  that  recei ves  i n formati on  from  the  secondary 
cond i t i on  mon i tori ng  l evel ,  performs  fu rther analys i s ,  and  
determ ines  i f  acti on  needs  to  be  taken .  

X  X  

Mai n tenance  center 
(see  P lan t  main tenance  
i n  Tabl e  1 )  

A  faci l i ty  that  mon i tors  equ i pment  i n  wi nd  plan ts  of  one  or  
more  compan ies  and  d i spatches  main tai ners  i f  needed .  X  X 

Bus i ness/market  
adm in i strator (see  
Market  operator i n  
Table  1 )  

An  en t i ty  that  recei ves  requ i rements  from  g ri d  operati ons,  
conducts  market  operat i ons  to  sati sfy  those  requ i rements,  
recei ves  reports  on  the  sat i sfacti on  of  market  comm i tments ,  
and  supports  means  for re lated  f i nancial  sett l ement.  

X  X  

Eng ineeri ng  plann i ng  
and  anal ys i s  faci l i ty  

Faci l i ty  that  performs  eng i neeri ng  pl ann ing  and  post-
d i s tu rbance  analys i s  

X   

Software  main tenance  
faci l i ty  

Faci l i ty  that  main tai ns  software  for  wi nd  pl an ts  
X  X 

Weather forecast  faci l i ty  Faci l i ty  that  rece ives  meteorol og i cal  data and  provi des  
weather forecasts  

X   

Company cybersecu ri ty  
management  faci l i ty  

Manages  access  con trol  and  cybersecu ri ty  reporti ng  
parameters.   Recei ves  reports .   Takes  act i on  where  requ i red  

X   
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Table  A.4  – Wind  – Use case l i st  

 Use  case name Description  Actors  

1  Wind  pl an t  l ocal  
mon i tori ng  and  
control  

Local  SCADA commun icates  wi th  wi nd  pl an t  devi ces  
( tu rbi nes,  tu rbi ne-associated  equ ipment,  co l l ector-
associated  equ i pment,  etc. ) ,  poss ibl y  th rough  
i n termed i ate  h i erarch i cal  actors ,  for  l ocal  con trol .  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

2  Wind  pl an t  
cond i t i on  
mon i tori ng  and  
al arm ing   

Mu l t i - l evel  f l ow of  i n formati on  i n  wh i ch  primary 
cond i t i on  mon i tori ng  fu ncti ons  provi de  data to  
secondary cond i t i on  mon i tori ng  funct i ons  that  perform  
anal yses  and  provide  resu l ts  to  cond i t i on  mon i tori ng  
supervi sory functi ons  that  perform  h i gher- l evel  
anal yses,  manage  main tenance,  and  provi de  reports  
to  re l evant  corporate  and  g ri d  con trol /management  
faci l i t i es  

Primary Cond i t i on  
Mon i tori ng  system  

Secondary Cond i t i on  
Mon i tori ng  system  

Cond i t i on  mon i tori ng  cen ter  

Mai n tenance  cen ter  

Gri d  operati ons  contro l  
cen ter  

3  Wind  pl an t  
organ i zat i onal  
mon i tori ng  and  
control  

Organ i zat i onal  con trol  cen ter commun icates  wi th  one  
or  more  wind  plan ts  owned/con trol l ed  by o rgan i zati on .   
I n formati on  exchanged  and  managed  i s  as  determ ined  
by o rgan i zati on .   Control  cen ter may serve  as  i n terface  
to  g ri d  con tro l  and  g ri d  bus i ness/market  functi ons.  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

4  Gri d  con tro l  o f  
wi nd  plan ts  

Transm iss ion  and/or d i s tri bu t i on  operator 
commun icates  wi th  wi nd  pl an ts  i n  i ts  servi ce  terri tory 
to  perform  such  funct i ons  as  may be  ass i gned  for 
techn i cal  and  rel i abi l i ty  pu rposes.  

Local  SCADA system  

Company control  cen ter  

Gri d  operati ons  contro l  
cen ter  

5  Bus i ness/market  
adm in i strati on  of  
wi nd  plan t  
product i on  

Bus i ness/market  adm in i strator commun icates  wi th  
e i ther wi nd  pl an t  l ocal  con trol  or wi nd  plan t  
organ i zat i onal  con trol  to  exchange  i n formati on  
regard i ng  wi nd  pl an t  product i on ,  prospecti ve  market  
act i vi t i es ,  and  sett l ement  for  past  market  act i vi t i es .  

Bus i ness/market  
adm in i strator  

Company control  cen ter  

Local  SCADA system  

6  Weather 
forecast i ng  

Meteorolog i cal  tower at  wi nd  pl an t  provides  sensor 
data to  weather forecaster(s) .   Forecasts  are  provided  
to  wi nd  plan t  l ocal  con tro l  or wi nd  pl an t  o rgan i zat i onal  
con tro l  to  ass i s t  i n  determ inati ons  regard i ng  wind  plan t  
producti on ,  market  acti vi ty,  and  safety/re l i abi l i ty  
cons iderati ons.  

Weather forecast  faci l i ty  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Gri d  operati ons  contro l  
cen ter  

7  Even t,  report,  
al arm ,  and  l og  
management  

Events  are  captu red  at  devi ces  based  on  pre-defi ned  
cri teri a.   They then  become  reports ,  al arms,  or  l ogs.   
They may be  recei ved  and  summari zed  at  a  h i gher 
l evel  and  made  avai l abl e  i n  an  agg regated  form  to  yet  
h i gher l evel s .  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Gri d  operati ons  con tro l  
cen ter  

Primary Cond i t i on  
Mon i tori ng  system  

Secondary Cond i t i on  
Mon i tori ng  system  

Cond i t i on  mon i tori ng  cen ter  

Mai n tenance  center  
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8  Post-d i s tu rbance  
anal ys i s  

Fol l owing  a  d i s tu rbance,  a  h i gh  l eve l  actor retri eves  
re l evant  i n formati on  and  performs  analyses  to  
reconstruct  the  sequence  of  even ts  and  determ ine  any 
necessary main tenance  or system  changes.  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Gri d  operati ons  con tro l  
cen ter  

Primary cond i t i on  
mon i tori ng  system  

Secondary cond i t i on  
mon i tori ng  system  

Cond i t i on  mon i tori ng  cen ter  

Mai n tenance  center  

Eng ineeri ng  plann i ng  and  
anal ys i s  faci l i ty  

 

9  Sett i ngs  and  
confi gu rati on  
management  

Perform  process  to  determ ine  sett i ngs  of  devi ces  and  
other equ ipment/systems.   I ns tal l  sett i ngs  i n  devi ces ,  
equ i pment,  and  systems.   Check to  ensure  that  correct  
sett i ngs  are  i nstal l ed .  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Mai n tenance  center  

Company cybersecu ri ty  
management  faci l i ty  

1 0  Cybersecuri ty  
management  

Perform  process  to  determ ine  access  control s  and  
other cybersecu ri ty  parameters .   Establ i sh  and  
con fi gu re  access  contro l s  and  other cybersecu ri ty  
parameters.   Recei ve  reports  on  cybersecu ri ty  
events/cond i t i ons  and  take  appropriate  acti ons .  

Company cybersecu ri ty  
management  faci l i ty  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Mai n tenance  center  

1 1  System  plann ing  Perform  anal yses  and  s imu lat i ons  to  prepare  
operati onal  pl ans,  determ ine  changes  i n  des i gn  of  
wi nd  plan ts  and  other re lated  faci l i t i es ,  and  perform  
other eng i neeri ng  plann i ng  fu nct i ons.   Use  i n formati on  
from  system  operati on  and  event  l ogs  to  ai d  i n  
perform ing  pl ann ing  acti vi t i es .  

Eng i neeri ng  plann i ng  and  
anal ys i s  faci l i ty  

Local  SCADA system  

Company con tro l  cen ter  

Mai n tenance  cen ter  

Cond i t i on  mon i tori ng  cen ter  

1 2  Commun icati ons  
network 
management  

Manage  the  commun icat i ons  network support i ng  wi nd  
plan t  commun icat i ons  and  the  other use  cases.  

Local  SCADA system  

Company control  cen ter  

Mai n tenance  center  

Cond i t i on  mon i tori ng  cen ter  

1 3  Time  
synchron i zati on  
management  

Manage  cl ocks  that  support  t ime  s tamps  for  
operati onal  data and  reports/l ogs/alarms.  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Mai n tenance  center  
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 Use  case name Description  Actors  

1 4  Equ ipment  and  
system  test  and  
main tenance  

Perform  tests  and  checks  on  operat i on  of  equ ipment  
and  systems.   Manage  main tenance  of  equ i pment  and  
systems.   Use  i n formati on  f rom  cond i t i on  mon i tori ng ,  
and  system  operati on  and  even t  l ogs  to  ai d  i n  
perform ing  main tenance  acti vi t i es .  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Cond i t i on  mon i tori ng  cen ter  

Mai n tenance  center  

Eng ineeri ng  plann i ng  and  
anal ys i s  faci l i ty  

1 5  Software  
management  

I ncl udes  software  main tenance,  recei vi ng  and  test i ng  
changes,  software  con fi gu rat i on  management,  and  
software  i nstal l at i on .  

Local  devi ce  server  

Local  con tro l l er  

Local  SCADA system  

Company control  cen ter  

Mai n tenance  cen ter  

Software  main tenance  
faci l i ty  

 

A.4  Use cases for CHP 

A.4. 1  Scope of  th is  clause  

This  c lause  addresses  the  requ i rements  of  d i s tri bu ted  combined  heat  and  power (CHP)  un i ts  
i n  terms  of  a  Web based  commun icati on .   

Fi gu re  A.9  presen ts  the  types  of  CHP plan ts  that  are  cons idered  i n  th is  document.  They d i ffer 
i n  the i r  power generation  technology wh ich  l eads  to  d is ti nct  p lan t  characteris tics  concern ing  
e lectrical  power,  eff ic iency,  s tart-up  t ime,  e tc.  
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Figure A.9  – Types  of  CHP plants  

A.4.2  Arch i tecture overview 

Figu re  A. 1 0  shows  an  example  of  a  system  arch i tectu re.  I t  shou ld  be  noted  that  smal l er  CHPs  
are  d i rectl y connected  to  the  l ow-vol tage  g ri d  i nstead  of  be i ng  connected  via a  transformer to  
a h igher vo l tage  g ri d  l evel .  

 

Gas turbine CHP  

Energy carrier:  

•  Gas (natural- / l iquid- / bio- / 
sewage- / dump gas,  etc.)  

•  Wood (gasified)  

Gas turbine CHP  

Fuel  cell  CHP  

Energy carrier:  

•  Gas (natural- and  bio-gas,  
hydrogen)  

Fuel  cell  CHP  

Energy carrier:  

•  Gas (natural- / l iquid- / bio- / 
sewage- / dump gas,  etc. )  

•  Oil  (diesel ,  veg-oil ,  etc. )  

•  Wood,  biomass 

Steam engine CHP  

Types of CHP plants  

Combustion engine CHP  

Energy carrier:  

•  Gas (natural- / l iquid- / bio- / 
sewage- / dump gas,  etc.)  

•  Oil  (diesel ,  veg-oil ,  etc. )   

Combustion engine  CHP  
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Figure A. 1 0  – CHP – Example of  a  system  arch i tectu re  

Elements  i nvo lved  i n  the  use  cases  

Figu re  A. 1 2  shows the  CHP actors  and  the  use  cases  they are  involved  i n .  I n  the  center the  
Combined  Heat  and  Power (CHP)  plan t  with  i ts  standardized  in terface  i s  l ocated  and  the  
actors  access ing  the standard ized  in terface of  the  CHP plan t  are  g rouped  around.  

I t  should  be  noted ,  however,  that  there are CHP concepts  and  operational  states for 
wh ich  an  external  con trol  i s  not  possible  or reasonable  and  for wh ich  consequently the  
actors shown  in  Figure A. 1 2  do  not  have access to  the  standard ized  in terface of  the 
CHP plant.  I f  for  example  a CHP i s  heat-producti on  dri ven  i t  i s  not  avai lable  for the  e lectric i ty  
market.  

The  fol l owing  actors  have  been  i denti f i ed  for the  use  cases  l i s ted  i n  A. 4. 3  and  are  rough l y 
described :  

•  System  operator  (SO)  – means  e i ther a d i s tri bu tion  system  operator (DSO)  or  a  
transm ission  system  operator  (TSO) .  

•  Vi rtual  Power P lan t  (VPP)  aggregator – means  any natural  or  l egal  person  respons ible  for 
aggregating  DERs  to  Vi rtual  Power P lan ts.  I n  some cases  the  VPP aggregator m ight  be  
i dentical  wi th  the  CHP plan t  operator.  
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•  CHP plan t  manufactu rer  – means  the  manu facturer of  the  CHP plant.  

•  CHP plan t  operator  – means  any natural  or  legal  person  operating  a CHP plant  (often  th is  
i s  e i ther the  CHP plant  owner or  the  SO) .  

•  CHP plant  owner – means  any natural  or  l egal  en ti ty own ing  a CHP plan t  as  a  power 
generati ng  faci l i ty.  

•  CHP service  provider (or  P lan t  main tenance,  see  Table  1 )  – means  any natu ral  or  l egal  
person  responsible  for the  main tenance  of  the  CHP.  Often  th is  service  i s  provided  by the  
CHP manufacturer bu t  i t  cou ld  also  be  another en ti ty such  as  a main tenance  provider,  e. g .  
a  heating  i nstal ler.  

Scalabi l i ty and  dynam ic extension  of  the  system  

I n  med ium -vo l tage and  low-vol tage  systems  a large  number of  CHP  plants  i s  al ready 
i n tegrated.  I n  fu tu re,  the  number of  CHP  plants  i s  expected  to  r i se  s ign i f i can tl y.  For example,  
i n  201 0  about  6  000  CHP modu les  were  produced  for the  German  market  
[Energ ie&Management] .  A German  study [ trend: research ]  showed  that  the  number of  CHPs  
on  the  German  market  i s  expected  to  g row from  rough l y 45  000  CHP plan ts  i n  201 0  to  over 80  
000  CHP  plants  i n  2020  (see  Fi gure  A. 1 1 ) .  

 
IEC 

Source:  trend : research  

Figure A. 1 1  – Number of  CHPs in  Germany 

For dynam ic extens ion  of  the  system  a “Reg istry”  i s  suggested.  The  Reg is try i s  used  by 
d istri bu ted  energy resources  (DER)  in  order  to  reg is ter and  dereg is ter and  by the  VPP 
aggregator  to  obtain  a l i st  of  URIs  of  those  DERs  that  are  connected  to  the  g ri d  and  are  
principal l y avai lable  for  mon i tori ng  and  contro l .   

As  the  Reg is try does  not  act  on  i ts  own  i t  i s  not  depicted  as  an  actor i n  Fi gu re  A. 1 2.  
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Figure A. 1 2  – CHP use  cases  and  involved  actors  
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A.4.3  Use cases  

NOTE  I n  Tabl es  A. 5  and  A. 6,  the  references  to  ENTSO-E  or  country speci f i c  requ i rements  are  on l y  examples .  
They do  not  restri ct  the  g eneral  descript i on  of  the  use  cases.  

Table  A.5  – CHP – Use case l i st  

# Use case 
name 

Description  Actors  

1  Vol tage  
con tro l  
(reacti ve  
power 
management
)  

Power generati ng  u n i ts  shal l  be  abl e  to  part i c i pate  i n  vol tage  contro l  both  i n  s tati c  
vo l tage  con tro l  and  i n  dynam ic  g ri d  support.  

Stat i c  vo l tage  control :  

Stat i c  vo l tage  control  means  vol tage  con tro l  i n  the  MV power system  under normal 
operation  wi th  the  aim  of  keeping  s l ow vo l tage  changes  wi th i n  ag reeabl e  l im i ts .   

Power generati ng  pl an ts  shal l  be  able  to  part i ci pate  i n  s tat i c  vo l tage  con tro l ,  that  i s  
they shal l  be  abl e  to  provide  reacti ve  power i n  each  operat i ng  po i n t  accord i ng  to  a  
g iven  d i splacement  factor cosφ  at  the  e l ectri cal  connection  po in t.   

Du ri ng  acti ve  power ou tpu t  the  system  operator (SO)  sets  a  f i xed  react i ve  power set  
po i n t  or  sets  a  reacti ve  power set  poi n t  ad j ustable  by a  remote  contro l  system .  The  set  
poin t  may be  e i ther a  fi xed  d i splacement  factor cosφ,  a  vari able  d i sp lacement factor 
cosφ(P),  a  fi xed  reacti ve  power va l ue  i n  MVar or a  reacti ve  power-/vol tage-
characteri st i c  Q(U ) .  I f  the  system  operator provi des  a  characteri st i c,  each  val ue  of  th i s  
characteri st i c  has  to  be  au tomati cal l y  set  wi th i n  a  g i ven  t ime  (e. g .  1 0  seconds  for  the  
cosφ(P) -characteri s t i c  and  wi th i n  1 0  seconds  to  1  m i nu te  for the  Q(U ) -characteri s t i c) .   

The  set  po i n t  can  be  carri ed  ou t  by ag reement  of  a  val ue  /  schedu l e  o r by on l i ne  set  
po i n t  sett i n g   

Dynam ic  g ri d  support:  

Dynam ic  g ri d  support  descri bes  the  necessi ty  of  vo l tage  s tabi l i ty  du ri ng  vol tage  d rops  
i n  the  overl ayi ng  h i gh -and  extra-h i gh  vol tage  system  – that  i s  in fault situations  – i n  
order to  preven t  u n i n ten t i onal  swi tch -offs  of  h i gh  energy suppl i es  and  wi th  i t  system  
col l apses.  Dynam ic  g ri d  support  i s  o ften  referred  to  as  Fau l t-Ride-Th rough  (FRT) .   

Due  to  an  i ncreasing  penetrati on  of  decentral i zed  energy generators  i n  the  MV-  and  
LV-g ri d ,  i t  becomes  necessary that  these  p lan ts  part i ci pate  i n  dynam ic  g ri d  support.  
Therefore,  i n  case  of  short  c i rcu i ts ,  power g enerat i ng  plan ts  shal l  be  able  

•  to  s tay connected  du ri ng  a  fau l t ,  

•  to  support  the  vo l tage  by provi d i ng  react i ve  power du ri ng  a  fau l t  and  

•  n ot  to  consume more  i nducti ve  reacti ve  power after  the  fau l t  c l earance  than  before  

Dynamic g rid  support  i s  a  feature that  i s  i ncorporated  wi th in  the CHP plant  
control l er.  No  communication  between  the CHP plant  and  an  external  actor i s  
requ i red .   

System  
Operator 
(DSO/TSO)  
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# Use case 
name 

Description  Actors  

2  Frequency 
con tro l  

Frequency con tro l  means  the  provi s i on  of  reserve  energy and  balancing  power i n  the  
case  of  frequency violations .  I t  compri ses  primary energy contro l ,  secondary energy 
contro l  and  tert i ary energy con tro l  and  i s  descri bed  i n  more  detai l  i n  the  fo l l owi ng  
example  ref l ecti ng  the  frequency contro l  measures  of  ENTSO-E  (see  al so  Fi g u re  A. 1 3  
and  Fi gu re  A. 1 4) .  

a)  System  fai l u re  

b)  Primary control  

c)  Secondary contro l  

d )  Tert i ary con trol  

IEC 

Figure A. 1 3  – CHP – Graph ical  presentation  of  frequency  
control  wi th in  the  European  power system  

 
IEC  

Figure A. 1 4  – CHP – Frequency control  t ime characteristic  

Primary control :   

The  aim  of  primary con tro l  i s  to  reconst i tu te  the  balance  between  generated  and  
consumed  power wi th  the  hel p  of  the  tu rbi ne  speed  control l er.  Fai l u res  cause  a  
frequency devi at i on  upon  wh i ch  the  primary control  reacts  and  keeps  i t  wi th i n  defi ned  
secure  l im i ts .  I n  Eu rope,  al l  system  operators  (SO)  part i ci pate  i n  primary control  
accord i ng  to  a  part i ci pat i on  coeffi c i en t  defi ned  by ENTSO-E.  

DERs  provi d i ng  primary con tro l  energy shal l  meet  the  cond i t i ons  defi ned .  E . g .  i n  
Germany the  fo l l owi ng  cond i t i ons  are  defi ned  accord i ng  to  the  Transm iss ion  Code  
[Transm iss ion  Code  2007] :   

•  At  l east  ±  2  %  of  the  rated  power shal l  be  avai l able  wi th i n  30  s ;   

•  the  power shal l  be  provided  up  to  1 5  m inu tes  for  frequency deviati ons  of  at  l east  
±  200  mHz;  

•  the  frequency-energy eff i ci ency rati o  defi ned  by the  g ri d  operator shal l  be  
ad justable.  

System  
Operator 
(DSO/TSO)
,  

CHP  
operator  

  Power s tati ons  part i ci pati ng  i n  primary control  automatically provi de  thei r  primary 
con trol  energy when  the  i n ternal  con trol  u n i t  detects  a  frequency d rop.   Up  to  now,  no  
communication  between  the CHP plan t  and  an  external  actor i s  requ i red .  I t  m ight  
become necessary i n  fu ture,  though ,  considering  i slanded  networks i n  wh ich  one 
DER i s  assigned  the  rol e  of  a  primary con trol l er  i n  case of  frequency violations.  

Due  to  thei r  qu i ck-start  capabi l i ty  CHPs  are  su i ted  for  provid i ng  reserve-  o r  bal anci ng  
energy.  Al though  CHPs  are  bu i l t  for  powers  l ower than  those  necessary for  
part i ci pati ng  i n  primary control  ( i n  Germany:  1 00  MWel )  CHP  modu les  or  CHPs  
agg regated  wi th i n  Vi rtual  Power P lan ts  (VPP)  can  very wel l  be  used  for  primary con tro l .  
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# Use case 
name 

Description  Actors  

  Secondary control :   

After a  fai l u re  and  a  successfu l  frequency s tabi l i zat i on  of  the  primary con tro l  there  i s  
s t i l l  a  frequency devi ati on .  Th i s  imbalance  i s  e l im inated  by the  appl i cat i on  of  secondary 
con tro l .  Secondary con tro l  both  reduces  the  f requency to  i ts  nom inal  val ue  and  
replaces  the  primary control .  The  power that  has  been  provi ded  by other SOs  du ri ng  
primary control  i s  replaced  wi th  the  secondary control  power provi ded  by power plan ts  
wi th i n  the  fau l ty  con trol  area so  that  the  power provi ded  by SOs  ou ts i de  the  fau l ty  
con tro l  area i s  agai n  avai l able  for  primary con tro l .  Each  SO  h as  a  cen tral  con trol l er  that  
tri ggers  the  secondary control  power at  the  vari ous  suppl i ers .  Secondary control  
energy shal l  be  provi ded  wi th i n  a  t ime  i n terval  of  30  s  to  1 5  m in .   

Tertiary control:   

Tertiary control  is  appl ied when secondary control  power is not sufficient to el iminate the fai lure 
when a longer fai lure is existent.   

In  order to balance load imbalances the power stations shal l  be able to temporary change their 
power with  a gradient of at least 2 % of their nominal  power per minute.  Tertiary control  energy 
shal l  be provided within  a time interval  (e. g .  i n  Germany:   1 5 min  to 1  h) .  

3  Act i ve  power 
manage-
ment  

(Act i ve  
power 
reducti on )  

The  g enerat i ng  p lan t  shal l  be  able  to  be  operated  wi th  reduced active power output 
[ENTSO-E  DNC] ,  [BDEW MVG] .  

I n  the  fo l l owi ng  cases  the  system  operator  (SO)  i s  al l owed  to  temporari l y  l im i t  the  
feed - i n  power or  to  swi tch -off  the  pl an t:  

•  Poten t i al  ri sk of  unsafe  system  operat i on ,  

•  bott l enecks  resp.  ri sk of  overload  i n  the  system  operator’ s  system ,  

•  r i sk of  unwanted  i s l and ing ,  

•  r i sk of  s tat i c  or  dynam ic  system  i nstabi l i ty,  

•  system -endangeri ng  frequency  ri se,  

•  m ai n tenance  resp.  bu i l d i ng  act i vi t i es  and  

•  i n  the  con text  of  product i on  management,  feed - i n  management  and  system  
securi ty  management.  

Generat i ng  p l an ts  shal l  be  capable  of  reducing  thei r  acti ve  power i n  reduct i on  s teps  of  
a  defi ned  percentage  (e. g .  i n  Germany:  1 0  %)  of  the  ag reed  connecti on  power PAV .  
Th i s  power reduct i on  shal l  be  poss ible  i n  any operat i onal  s tate  and  from  any operat i ng  
po i n t  to  a  set point given by the system operator.  Th i s  set  po i n t  usual l y  i s  set  at the 
electrical connection point and  corresponds  to  a  val ue  i n  percent  re lated  to  the  ag reed  
connecti on  power PAV .  The  reduct i on  of  the  act i ve  power ou tpu t  to  the  g i ven  set  po i n t  
shal l  not  necessari l y  happen  immediatel y  bu t  at  l east  wi th i n  a  g i ven  t ime  frame  (e. g .  i n  
Germany:  1  m i nu te) .  

Al l  operat i ng  g enerati ng  un i ts  have  to  reduce  thei r  cu rren t  act i ve  power ou tpu t  when  
the  system  frequency exceeds  a  defi ned  deviati on  from  the  nom inal  system  frequency 
(e. g .  i n  Germany:  50 , 2  Hz) .  The  acti ve  power has  to  be  reduced  wi th  a  defi ned  g rad ien t  
(e. g .  i n  Germany:  40  %/Hz)  of  the  i nstan taneous ly  avai l able  power.  The  acti ve  power i s  
on l y  al l owed  to  be  i ncreased  again  when  the  f requency reaches  a  defi ned  val ue  (e . g .  i n  
Germany: f ≤  50, 05  Hz).  Above  certain  frequency l im i ts  and  be low certain  frequency 
l im i ts  (e . g .  i n  Germany:  above  51 , 5  Hz  and  below 47, 5  Hz)  the  plan t  has  to  d i sconnect.  

E . g .  accord i ng  to  §  6  of  the  German  EEG  2009  – a  l aw for  renewable  energy resou rces  
– DER operators  wi th  DER powers  h i gher than  1 00  kW  are  obl i g ed  to  al l ow for  the  
fo l l owing  faci l i t i es  accessible  for  the  system  operator :  

•  a  remote-con tro l l ed  reducti on  of  the  fed - i n  power (wi th  a  ve loci ty  of  1 0  % of  the  
nom inal  power per m inu te  for  DERs  i n  the  MV system  and  a  complete  swi tch -off  of  
DERs  i n  the  LV system )  and   

•  retri eval  of  the  actual  feed- i n  power value.  

System  
Operator 
(DSO/TSO)  
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# Use case 
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Description  Actors  

4 Energy 
schedu l e  
manage-
ment  

(Demand  
Response)  

Based  on  forecasts  the  system  operator  (SO)  i ssues  for  example  generati ng  un i t  
schedu l es  wi th  the  aim  of  balancing  g enerat i on  and  consumpti on .  

For the  energy schedu l e  management,  the  system  operator (SO)  provides  a  schedu l e  
to  a  CHP,  i n d i cat i ng  the  poi n ts  i n  t ime  when  a  defi ned  amount  of  power needs  to  be  fed  
i n .  I ssu i ng  energy schedu les  i s  u sual l y  done  every 1 5  m inu tes ,  on  an  hou rl y  bas i s  o r  a  
dai l y  bas i s .  

The  P lan t  Operator and/or VPP  Aggregator con tro l s  the  schedu l i ng  of  associated  
generati ng  un i ts ,  e . g .  i n  order to  enable  the  trad i ng  of  the  generated  energy or to  meet  
demands  of  con trol  energy.  I n  these  cases,  these  actors  plan  ahead  the  energy 
generati on  of  a  set  o f  generati ng  u n i ts  and  requ i re  means  to  al l ocate  schedu l es  to  
i nd i vi dual  un i ts .  These  schedu l es  are  expected  to  ori g i nate  from  ICT-Systems  and  are  
then  forwarded  to  the  g enerat i ng  u n i ts .   

Based  on  the  schedu led  profi l e  of  an  energy schedu le  requested  by a  SO or  a  VPP  
agg regator the  CHP  can  e i ther send  back the  actual  profi l e  of  the  energy schedu l e  to  
the  SO or the  VPP  operator the  SO or VPP  agg regator can  request  the  actual  energy 
schedu l e  from  the  CHP.  

By means  of  energy schedu les  act i ve  power management  as  wel l  as  the  reacti ve  power 
management  requ i red  by nati onal  g u i del i nes  and  l aws  can  be  real i zed .  

System  
Operator 
(DSO/TSO)
,  

CHP  
operator,  

VPP  
Aggregator  

5  Asset  
manage-
ment  

System  operators  conduct  asset  management  i n  o rder to  

•  m i n im i ze  thei r  total  cost  wh i l e  guaranteei ng  an  adequate  qual i ty  of  supply and  

•  deduce  opt imal  s trateg ies  for  main tenance,  re i nvestment  and  fau l t  c l earance  

•  have  a  detai l ed  descri pt i on  of  the  assets  (e . g .  G I S  data and  system  
characteri st i cs) .  

I nd i spens ibl e  for asset  management  i s  access  to  the  data of  the  assets ,  i n  th i s  case  
the  CHP  plan ts ,  e . g .  i n  o rder to  mon i tor  thei r  performance  and  bei ng  abl e  to  detect  
cri t i cal  CHP  states  (based  on  warn i ngs  or  alarms  i ssued  on  bas i s  of  predefi ned  
cri teri a) .  I n  the  case  of  cri t i cal  CHP  s tates  the  asset  manager can  take  measures  for  
apt  mai n tenance  s trateg i es  i n  t ime  i n  order to  avo id  severe  damage  of  the  CHP  plan t.  

System  
Operator 
(DSO/TSO)  

6  Mon i tori ng  
power 
system  
re l evant  
parameters  
at  the  ECP  

Mon i tori ng  re levant  power system  parameters  (e . g .  fed - i n  energy,  mode  of  operat i on ,  
au thori zat i on  detai l s )  at  the  ECP  i s  essential  for  the  re levant  system  operator  i n  o rder 
to  enable  a  safe  and  secure  operat i on  of  the  network.  E . g .  system  operators  i n  thei r  
con tro l  cen ters  m igh t  be  i n terested  i n  mon i tori ng  poten ti al  sys tem  restorati on  of  CHP  
plan ts  after  a  b lack-ou t.  

System  
Operator 
(DSO/TSO)  

7  Performan-
ce  and  
main tenan -
ce  
mon i tori ng  
( i ncl ud i ng  
operati onal  
alarms)  

Both  the  CHP owner and  the  CHP operator  m i gh t  be  i n terested  i n  mon i tori ng  the  
performance  of  thei r  CHP  un i t  wh i l e  not  bei ng  phys i cal l y  avai l able  at  the  CHP  plan t  
s i te .  For example,  i n  the  case  of  i ncom ing  warn i ngs  or  al arms  the  CHP  owner /  
operator can  noti fy  a  main tenance  company.  

Al so  the  CHP service  provider  shou l d  be  abl e  to  mon i tor  CHP  plan t  data i n  order to  
provi de  the  necessary main tenance  servi ce.  A  CHP  servi ce  provi der shal l  be  able  
recogn i ze  i f  a  main tenance  act i vi ty  can  be  performed.  For example,  when  a  VPP  ask a  
CHP  to  part i c i pate  i n  tert i ary con tro l  no  mai n tenance  acti vi t i es  are  al l owed.  

I n  con trast  to  UC  5  (Asset  Management)  th i s  UC  al so  impl i es  mon i tori ng  of  non-
electri cal  data,  such  as  data of  assets  related  to  thermal  energy g enerat i on  (e . g .  
pumps) .  

CHP  
owner,  

CHP  
operator,  
CHP  
servi ce  
provi der,  
CHP  pl an t  
manufac-
tu rer  
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# Use case 
name 

Description  Actors  

8  System  
restorati on  

System  restorat i on  compri ses  black s tart  capabi l i ty,  the  capabi l i ty  of  taki ng  part  i n  
I s l and  Operati on  and  qu i ck re-synchron i zati on  capabi l i ty  [ENTSO-E  DNC] .  

a)  B lack Start  Capabi l i ty   

B lack s tart  capabi l i ty  means  that  a  CHP  i s  capabl e  of  bl ack s tart  wi th i n  i ts  own  
system  and  that  i t  i s  able  to  synchron i ze  wi th  the  superposed  system  when  i t  i s  
back to  normal  operati on .  

A CHP  wi th  bl ack s tart  capabi l i ty  shal l  be  able  to  s tart  from  shu t  down  wi th i n  a  
t imeframe decided  by the  re levant  system  operator  i n  coord i nati on  wi th  the  
re l evant  TSO wi thou t  any external  energy suppl y.  The  CHP  shal l  be  able  to  
energ i ze  part  of  the  network upon  i nstructi on  from  the  rel evant  system  operator 
and  shal l  be  abl e  to  synch ron i ze  wi th  the  g ri d  wi th i n  defi ned  frequency l im i ts  and  
vol tage  l im i ts .  That  i s ,  i n  case  of  a  b l ack-ou t  the  system  shal l  be  capabl e  to  
provi de  a  sequence  of  s teps  i n  o rder  to  restore  system  capabi l i ty.  The  vo l tage  
regu lati on  shal l  be  enabl ed  to  ensu re  that  l oad  connecti ons  causing  d i ps  of  vol tage  
are  au tomati cal l y  regu l ated .   

b)  Capabi l i ty  of  taki ng  part  i n  I s l and  Operati on  

I f  requ i red  by the  re levant  system  operator i n  coord i nat i on  wi th  the  re levan t  TSO i t  
shal l  be  poss ible  for  the  CHP  to  take  part  i n  I s l and  Operat i on  wi th i n  the  frequency 
l im i ts  defi ned  and  the  vol tage  l im i ts  decided  by the  re levant  system  operator.   

Bes ides ,  the  CHP  shou ld  be  able  to  operate  i n  FSM  (Frequency Sens i t i ve  Mode) .  
I n  case  of  a  power su rp lus,  i t  shal l  be  poss ible  to  reduce  the  l oad ing  of  the  CHP  
plan t  from  i ts  previous  operat i ng  po i n t  preventi ng  the  d i sconnecti on  of  the  CHP 
plan t  from  the  i s l and  due  to  overfrequency.  

c)  Qu i ck re-synch ron i zat i on  capabi l i ty  

Th i s  featu re  i s  requ i red  i n  case  of  d i sconnecti on  of  the  CHP  p lan t  from  the  network 
i n  l i ne  wi th  the  protecti on  s trategy usual l y  ag reed  between  the  re levan t  system  
operator and  the  CHP  owner i n  the  even t  of  d i s tu rbances  to  the  system .  

Most  of  th is  feature  i s  i ncorporated  wi th in  the CHP plant.  Depending  on  the  
system  requ i rements,  communication  between  the CHP plant  and  an  external  
actor m ight  be  requ i red  or  not.  A case requ i ring  commun ication  between  the CHP 
and  the system  operator  i s  when  the  system  operator needs to  selectivel y swi tch  
on  a  CHP.  

System  
Operator 
(DSO/TSO)  
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Table  A.6  – CHP – Other use cases not  feasible  wi th  existing  ACSI  

Use case name Description  Actors  

Reg istrat i on  /  
Dereg i s trati on  

CHPs  reg i ster themselves  wi th  thei r  URI  o r  I P-address  at  a  
reg istry  as  soon  as  they are  up  and  ru nn i ng .  Then  they can  
au tomati cal l y  be  detected  by i n terested  energy market  
part i c i pan ts  such  as  DER aggregators  and  be  accessed  vi a  
thei r  URI  o r I P-address  for detai l ed  DER i n formati on .  

A  CHP  dereg i s ters  i tsel f  on l y  when  i t  i s  complete l y  taken  ou t  o f  
the  power system ,  e . g .  because  i t  i s  repl aced  by a  bi g ger CHP.  
I n  case  of  main tenance  the  CHP  keeps  bei ng  reg i stered  i n  the  
reg i s try as  for an  agg regator i t  i s  not  on l y  i n teresti ng  to  see  
operat i ng  CHPs  bu t  al l  CHPs  connected  to  the  g ri d .  E . g .  a  
CHP  curren tl y  bei ng  i n  main tenance  m i gh t  be  avai l able  some  
hou rs  l ater and  then  be  avai l able  for  agg regati on  and  con tro l ,  
wh i ch  i s  a  worth fu l  i n formati on  for an  agg regator obl i ged  to  
fu l f i l l  energy schedu l es  for  a  g i ven  t ime  frame.  

DER Reg i s try  

Aggregati on  Wh i l e  a  s i ng le  CHP  usual l y  cannot  part i ci pate  i n  the  energy 
market  as  i t  does  not  meet  the  requ i rements  i n  terms  of  
m in imum  power defi ned  for DERs  part i ci pati ng  i n  the  energy 
market,  an  agg regati on  of  CHPs  i n  con trast  can  do  so.  
Therefore,  a  vi rtual  power plan t  aggregator (VPP aggregator)  
shal l  be  abl e  to  commun icate  wi th  CHPs  i n  order to  set  up  a  
vi rtual  power plan t  ou t  of  l ocal l y  d i s tri bu ted  CHPs.  

E . g .  negati ve  con trol  energy (e . g .  i n  case  of  ri s i ng  frequency)  
can  be  provi ded  by col l ecti vel y  swi tch i ng  off  CHP  un i ts  
agg regated  wi th i n  a  vi rtual  power pl an t.  Especial l y  CHPs  wh ich  
need  not  con ti nuousl y provide  thermal  energy are  apt  for  th i s  
scenari o .  

NOTE  See  al so  A. 7,  Use cases for VPP and Microgrid 

VPP  Aggregator  

 

A.4.4  References for  CHP domain  

[BDEW MVG]  BDEW:  Techn ical  Gu idel i ne  for generati ng  un i ts  i n  the  medium -
vol tage  system  (Techn ische  R ich tl i n i e  Erzeugungsan lagen  am  
M i tte lspannungsnetz) ,  June  2008  

[ENTSO-E  DNC]  ENTSO-E  Draft  Network Code  for Requ i rements  for Gri d  
Connection  appl icable  to  al l  Generators  

[MS  Stad ler]  Stefan ie  Stad ler:  Master Thesis  “ I n tegration  of  decentral i zed  
generating  un i ts  and  storages  i n  a  Smart  G ri d  us i ng  the  
standard  I EC  61 850”  conducted  at  FGH  e.V.  i n  201 2  

[Energ ie&Management]  Energ ie  &  Management  Magazine,  1 5  November  201 1 ,  p.  1 7  – 
21   

[Transm iss ionCode 2007]  Transm issionCode 2007  – Grid  and  System  gu idel i nes  of  the  
German  TSOs,  Version  1 . 1 ,  August  2007  

[trend :research ]  h ttp: //www.energ ie-und- techn ik. de/erneuerbare-
energ ien /produkte/al ternative-energ ien/article/79902/0/BHKW-
Markt_waechst_um_1 5_Prozen t/  

A.5  Use cases of  domain  Smart  Customer (DR)  

A.5. 1  Scope of  th is  clause  

The  smart  customer domain  describes  the  i n teracti on  of  customers  wi th  the  g ri d  operator  and  
one  or more  energy retai l er ( trader,  energy service  provider,  etc. ) .  F i gure  A. 1 5  shows  the  
main  actors  of  th is  domain .  

http://www.energie-und-technik.de/erneuerbare-energien/produkte/alternative-energien/article/79902/0/BHKW-Markt_waechst_um_15_Prozent/
http://www.energie-und-technik.de/erneuerbare-energien/produkte/alternative-energien/article/79902/0/BHKW-Markt_waechst_um_15_Prozent/
http://www.energie-und-technik.de/erneuerbare-energien/produkte/alternative-energien/article/79902/0/BHKW-Markt_waechst_um_15_Prozent/
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Figure A. 1 5  – Smart  customer – Main  actors  

The smart  customer dynam ical l y acts  upon  i ncen ti ves  and  contracts  wi th  the  g ri d  operator and  
one  or many energy retai l ers  accord ing  h is  needs.  H is  target  i s  to  optim ize  h is  own  processes  
and  f i nancials .  

Smart  customers  are  connected  to  the  market  and  to  g ri d  operators  to  con tribu te  to  and  profi t  
from  demand  response.  The  customers  may be  consumers  and  / or  producers  of  e lectrical  
energy.  

There  may be  also  an  i nd i rect  i n tegration  of  smart  customers  via  aggregators.  

Connecting  i ndustry prem ises,  bu i l d i ngs  and  homes  there  wi l l  be  m i l l i ons  o f  customers.  

The  customers  may be  connected  to  one  or  more  partner  (e. g .  DSO,  energy retai ler) .  

A.5.2  Arch i tectu re overview 

Figu re  A. 1 6  shows  the  main  elements  of  the  Smart  Customer domain  i n  the  SG  reference  
arch i tecture  model .  
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Figure A. 1 6  – Smart  customer – Main  elements  of  
the smart  customer domain  (right  column)  

Figu re  A. 1 7  shows  a h igh  l evel  abstraction  of  the  customer prem ises  as  seen  from  the  g ri d .  
How much  i s  vis i ble  to  the  g rid  depends  on  the  contracts  between  the  smart  costumer and  the  
other partic ipants .  
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Figure A. 1 7  – Smart  customer – Log ical  model  for customer premises  commun ications  

The commun ication  re lat ionsh ips  are  h ierarch ical .  The  characteris tics  are:  

•  I n ternet-based  communicati ons:  

– U t i l i ty/Market  to  customer 

– U ti l i ty/market  to  service  provider/aggregator  

– Aggregator to  customer 
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•  Support  for  ‘ push ’  commun icati ons  

•  Securi ty i s  key:  

– Need  to  avo id  open ing  customer f i rewal ls  to  al l ow for  i nbound  connections  

– Need  trusted  i den ti t i es  for devices  

Relationsh ip  between  actors  

•  For the  purposes  of  DR  markets,  i t  a lso  must  be  recogn ized  that  there  may be  mu l ti ple  
‘ t i ers ’ ,  as  i n  the  case  of  wholesale  and  retai l  markets  

•  Some partici pan ts  may p lay i n  more  than  one  market  or  have  o ther bus iness  relati onsh ips,  
as  m igh t  be  the  case  between  aggregators  

•  Fundamen tal l y,  the  ro les  and  re lati onsh ips  are  h ierarch ical  

Fi gu re  A. 1 8  shows  the  communication  re lati onsh ips  between  actors .  

 
IEC 

Figure A. 1 8  – Smart  customer – Communication  relat ionsh ips  

A.5.3  Use cases  

I n  order to  show the  use  cases  i t  i s  necessary to  know wh ich  actors  are  i n .  The  most  re levan t  
actors  are  l i s ted  as  fo l l ows:   

•  (Smart)  customer  

•  Retai l er,  Energy Service  Provider (ESP)  i ncl .  EV charg ing ,  suppl i er,  aggregator  

•  G ri d  operator,  D istri bu tion  System  Operator  (DSO)  

•  Market  operator  

•  Meter operator  

Table  A. 7  and  Table  A.8  describe  the  main  use  cases  of  the  smart  customer domain .  
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Table  A.7  – Smart  customer – Use  case l i st  

# Use case name Description  Actors  

1  Con fi gu rat i on/Capabi l i ty  
s tatus  report  

The  smart  customer reports  wh i ch  featu res  or  devi ces  
are  avai l able  or  d i sabl ed .  Th i s  i ncl udes  generati on  or 
s torage  or  l oad  capabi l i t i es ,  e . g .  operat i ons  reserve,  
Vol t-VAr,  s torage  capaci ty  etc.  

Customer,  
Retai l er,  G ri d  
operator  

2  Val i dati on  of  con tracts  The  g ri d  operator and  /  o r  retai l er  val i dates  the  
publ i shed  featu res  of  the  smart  customer against  the  
con tracts  

Customer,  
Retai l er,  G ri d  
operator  

3  The  smart  customer acts  on  
tari ffs  

Under ag reed  commercial  cond i t i ons,  the  smart  
customer recei ves  a  schedu le  for  tari ffs  from  the  retai l er  
and  acts  accord i ng  h i s  own  optim i zati on  

Customer,  
Retai l er  

4  The  smart  customer acts  on  
schedu l e  for  anci l l ary 
servi ces  

Under ag reed  commercial  cond i t i ons,  the  smart  
customer recei ves  a  schedu le  for  anci l l ary servi ces  from  
the  g ri d  operator and  acts  accord i ng  to  the  con tract  and  
h i s  own  optim i zat i on  

Customer,  
G ri d  operator  

5  Load  shedd ing  The  smart  customer receives  s i gnal s  from  the  g ri d  
operator and  acts  accord i ng  to  the  g i ven  con tracts  

Customer,  
G ri d  operator  

6  Emergency s i g nal  The  smart  customer bri ngs  h i s  processes  i n  a  safe  s tate  
to  m in im i ze  the  damage  i n  case  of  b lack ou t  

Customer,  
G ri d  operator  

7  Status  check of  smart  
customer 

The  g ri d  operator and  /  o r  retai l er  veri fy  that  the  smart  
customer can  be  contacted  and  i s  acti ve  

Customer,  
Retai l er,  G ri d  
operator  

8  Chang i ng  bus i ness  models  /  
con tracts  

The  g ri d  operator and  /  o r  retai l er val i date  that  the  smart  
customer can  fu l f i l l  changed  contracts  

Customer,  
Retai l er,  G ri d  
operator  

9  Provid i ng  forecasts  The  smart  customer sends  forecasts  to  the  g ri d  operator 
and  /  o r retai l er  

Customer,  
Retai l er,  G ri d  
operator  

1 0  Smart  customer gets  h i s tory  The  smart  customer gets  h i s tori cal  data f rom  the  g ri d  
operator and  /  o r  retai l er  

Customer,  
Retai l er,  G ri d  
operator  

1 1  Smart  customer provi des  
h i s tory  

The  smart  customer sends  h i stori cal  data to  the  g ri d  
operator and  /  o r retai l er  

Customer,  
Retai l er,  G ri d  
operator  

 

Table  A.8  – Smart  customer – Other use cases  not  feasible  wi th  existing  ACSI  

Use case name Description  

Cert i f i cate  update  The  cert i f i cate  of  the  smart  customer i s  updated  

Cert i f i cate  i nstal l at i on  The  cert i f i cate  of  the  smart  customer i s  i ns tal l ed  

Au thent i cati on  wi th  Au thori zat i on  
from  secondary actors  

Au then ti cat i on  i s  done  wi th  an  add i t i onal  au thori zat i on  from  a  th i rd  party (e-
car l oad ing  s tati on )  

I den t i f i cat i on  wi th  val i dati on  from  
the  secondary actor  

I den ti f i cati on  i s  done  wi th  an  add i t i onal  au thori zati on  f rom  a th i rd  party (e -
car l oad ing  s tati on )  

Preservi ng  commun icat i on  
securi ty  

The  smart  customer i n i t i ates  the  commun icat i on  to  avo id  open ing  ports  to  
the  WAN.  

Update  of  reg i strat i on  cert i f i cate  The  smart  customer updates  h i s  reference  to  the  reg i strat i on  server  

Wi thdraw  cert i f i cate  The  smart  customer deletes  cert i f i cates  from  h i s  trust  l i s t  

Change  of  retai l er  The  smart  customer changes  to  one  or  more  other retai l ers  

EV charg i ng  s tati on  An  eCar i s  charged  at  the  EV charg i ng  s tati on  i n  the  smart  customer 
prem i ses.  The  th i rd  party i s  i den ti f i ed .  The  charg i ng  i s  au thori zed  and  
booked .  

Publ i cation  of  customer 
prem ises  

The  smart  customer publ i shes  i ts  featu res  to  a  reg i s trat i on  server.  

Subscripti on  of  g ri d  operator o r  
retai l er  

The  g ri d  operator o r  retai l er subscribes  to  a  servi ce  publ i shed  by a  smart  
customer.  The  customer g ran ts  access  based  on  the  ro le  and  on  con tracts .  
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Use case name Description  

I den t i f i cat i on  of  smart  customer  The  smart  customer i den ti f i es  h imsel f  to  the  g ri d  operator or retai l er  
i ncl ud i ng  creden tial s  

Change  of  publ i shed  i n formati on  The  smart  customer updates  the  featu res  wh i ch  were  publ i shed  

Replacement  of  fau l ty  devi ce  A fau l ty  devi ce  i s  replaced  at  the  smart  customer s i te  i ncl ud i ng  update  of  
credential s  and  i den t i f i cat i on  code  

Update  of  smart  customer 
i n terface  or  devi ces  at  customer 
s i te  

The  smart  customer i n terface  or  devi ces  are  updated,  e . g .  f i rmware,  by a  
management  au thori ty  

 

A.6  Use cases for E-Mobi l i ty 

A.6. 1  Scope of  th is  clause  

E-mobi l i ty domain  concerns  the  E lectric  Veh icle  and  the  Suppl y Equ ipment for del i veri ng  
energy to  the  veh icle  and  for other i n teractions  between  the  EV (E lectric  Veh icle) ,  EVSE  
(E lectric  Veh icle  Supply Equ ipment)  and  Secondary Actors  (DSO,  BRP,  MO,  Service  
provider) .  See  Figure  A. 1 9.  

A.6.2  Arch i tecture overview 

IEC 

Figure A. 1 9  – E-Mobi l i ty – Arch i tecture  overview 

A.6.3  Use cases  

The uses  cases  l i sted  be low are  a sub-set  of  the  use  cases  from  ISO/IEC DIS  1 51 1 8-1 ,  wh ich  
has  an  i n formation  exchange  wi th  Secondary actors.  

ID   Use case name 

C1  Cert i f i cate  update  

C2  Cert i f i cate  i nstal l at i on  

D2  Au then ti cati on  from  EV wi th  Au thori zati on  f rom  secondary actors  

D4  I dent i f i cat i on  at  the  EVSE  wi th  val i dati on  from  the  secondary actor  
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ID   Use case name 

E2 Optim i zed  charg i ng  wi th  schedu l i ng  from  the  secondary actor  

E3  Optim i zed  charg i ng  wi th  schedu l i ng  at  EV 

F4  Reacti ve  power compensati on  

F5  Veh icle  to  g ri d  support  

G1  Val ue-added  servi ces  

G2  Charg i ng  detai l s  

 

A detai led  description  of  the  E-mobi l i ty uses  cases  i s  g i ven  i n  Table  A. 9:  

Table  A.9  – E-Mobi l i ty – Use  case l i st  

ID  Use case name  Description  Actors  

C1  Certi f i cate  
update  

Th i s  use  case  covers  the  update  of  an  expi red  cert i f i cate  i n  
the  EV.  Therefore,  the  EVCC i s  i n i t i at i ng  a  cert i f i cate  update  
process  us i ng  the  establ i shed  h i gh - l evel  commun icati on  wi th  
the  SECC to  retri eve  a  new cert i f i cate  from  the  i ssu i ng  
secondary actor.  

NOTE  1  There  may be  al ternati ve  commun icat i on  paths  to  
do  a  cert i f i cate  update.  However,  these  are  ou ts i de  the  scope  
of  th i s  s tandard .  

NOTE  2  I f  a  cert i f i cate  has  al ready expi red ,  Use  case  
E lement  C2  m igh t  appl y.  

The  cert i f i cate  update  process  from  SECC to  secondary actor 
and  back i s  ou ts i de  the  scope  of  th i s  s tandard .  

Scenari o  descripti on :  

•  EVCC requests  a  cert i f i cate  update  by SECC,  provi d i ng  
i n formati on  abou t  the  secondary actor who  has  i ssued  
the  cert i f i cate.  

•  SECC enables  a  commun icat i on  l i nk to  the  secondary 
actor or  provide  the  cert i f i cates  to  be  updated  as  a  l ocal  
copy.  

•  SECC requests  a  cert i f i cate  update  for  EVCC from  
secondary actor con tai n i ng  EVCC speci f i c  i n formati on .  

•  I ssu i ng  en t i ty  provides  a  new cert i f i cate  to  the  requesti ng  
SECC.  

SECC forwards  the  new cert i f i cate  to  EVCC.  

Primary actors:  
EVCC,  SECC.  

Secondary actors :  
EMOCH,  FO,  E -
Mobi l i ty  I n frastructu re  
Operator  
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C2  Certi f i cate  
i nstal l at i on  

Th i s  use  case  covers  the  i nstal l at i on  of  a  cert i f i cate  (Con tract  
Cert i f i cate)  i n to  the  EV i f  no  such  cert i f i cate  i s  avai l abl e  yet  /  
has  expi red  /  i s  i n val i d .  Therefore,  the  EVCC i s  i n i t i at i ng  a  
cert i f i cate  i nstal l at i on  process  us i ng  the  establ i shed  h i g h -
l evel  commun icati on  wi th  the  SECC to  retri eve  a  cert i f i cate  
from  the  i ssu i ng  secondary actor.  The  EV i s  i den t i f i ed  by 
us i ng  a  cert i f i cate  (Bootstrap  Certi f i cate)  that  was  i nstal l ed  by  
the  OEM  earl i er (e. g .  at  EV product i on ) .  

NOTE  There  may be  al ternati ve  commun icat i on  paths  for 
doi ng  a  cert i f i cate  i nstal l at i on .  However,  these  are  ou ts i de  
the  scope  of  th i s  s tandard .  

The  cert i f i cate  i nstal l at i on  /  t ransfer process  from  SECC to  
the  secondary actor and  back i s  ou ts i de  the  scope  of  th i s  
s tandard .  

Scenari o  descripti on :  

•  EVCC requests  a  cert i f i cate  i n stal l at i on  by SECC.  

•  SECC enables  a  commun icat i on  l i nk to  the  secondary 
actor o r  provi des  the  cert i f i cates  to  be  i nstal l ed  as  l ocal  
copy.  For th i s  pu rpose,  the  SECC has  to  i den t i fy  the  
secondary actor wh i ch  has  a  con tract  wi th  the  owner of  
the  EV.  Therefore,  i t  has  to  send  the  Bootstrap 
Cert i f i cate  (or  i ts  I D)  to  the  c l eari ng  house  /  al l  known  
c l eari ng  houses.   The  correspond ing  con tract  may be  
i den ti f i ed  by the  secondary  actor,  fo r  i ns tance,  vi a  the  
cert i f i cate  I D  of  the  Bootstrap Cert i f i cate.  Th i s  I D  i s  
transferred  from  the  customer to  the  secondary actor at  
con tract  creat i on .  (Fi rst ,  the  OEM  has  to  transfer th i s  I D  
to  the  customer e. g .  at  EV del i very) .  

•  SECC requests  a  cert i f i cate  i nstal l at i on  for  EVCC  from  
the  secondary actor found  contai n i ng  EVCC speci f i c  
i n formati on  (Bootstrap Certi f i cate) .  

•  I ssu i ng  en ti ty shal l  provi de  a  cert i f i cate  and  the  
correspond ing  pri vate  key to  the  requesti ng  SECC.  At  
l east  the  pri vate  key has  to  be  encrypted  us i ng  the  o l d  
EVCC Bootstrap Cert i f i cate.  

SECC shal l  fo rward  the  new cert i f i cate  and  the  correspond i ng  
(encrypted )  pri vate  key to  EVCC.  

Primary actors:  
EVCC,  SECC.  

Secondary actors :  
EMOCH,  FO,  E -
Mobi l i ty  Operator  

D2  Au then ti cat i on  
from  EV wi th  
Au thori zat i on  
from  secondary 
actors  

Th i s  use  case  covers  the  au then ti cati on  process  from  the  EV.  
The  i den ti f i cati on  shou ld  be  made  wi th  an  I D  as  s t i pu l ated  i n  
I SO/IEC  1 51 1 8-2.  

Scenari o  Descript i on :  

•  USER connects  the  car to  the  s tat i on  and  acti vates  the  
servi ce  offeri ng  the  I D .  Th i s  cou ld  al so  be  done  
au tomati cal l y.  

•  SECC and  EVCC exchange  thei r  I Ds  (e. g .  Con tract  I D) .  
Those  are  forwarded  to  the  secondary actor for  
val i dat i on .  

•  The  secondary actor repl i es  wi th  an  ag reement  o r non -
agreement  

Servi ce  s tarts  after  successfu l  au thori zat i on  of  the  I Ds  

Primary actors :  EV,  
EVCC,  EVSE,  SECC,  
HMI  

Secondary actors :  
EMOCH,  E-Mobi l i ty  
Operator  

D4  I den ti f i cati on  at  
the  EVSE  wi th  
val i dati on  from  
the  secondary 
actor  

Th i s  use  case  covers  the  process  of  how i dent i f i cat i on  shou ld  
be  val i dated  by a  secondary actor.  User i den ti f i es  h imsel f  at  
the  EVSE  by us i ng  one  of  the  i den t i f i cat i on  methods  offered .  

NOTE  Depend ing  on  the  i den t i f i cat i on  type,  the  EVSE  
operator may not  have  the  poss ibi l i ty  to  au thent i cate  the  I D  
and  therefore  m igh t  not  au thori ze  the  servi ce.  

Scenari o  descripti on :  

•  SECC forwards  the  I Ds  (Spot  Operator I D ,  Power Ou tl et  
I D,  provider I D  and  Contract  I D)  to  the  secondary actor 
for  val i dati on .  

•  The  secondary actor repl i es  wi th  an  ag reement  o r  non -
agreement.  

Servi ce  Starts  after  successfu l  veri f i cati on  of  the  I Ds.  

Primary actors :  
USER,  EVSE,  SECC,  
HMI .  

Secondary actors :  
EMOCH,  E-Mobi l i ty  
Operator.  
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E2 Optim i zed  
charg i ng  wi th  
schedu l i ng  from  
the  secondary 
actor  

Th i s  use  case  covers  the  AC charg i ng  process  wi th  
i n formati on  abou t  l ocal  i nstal l at i on ,  g ri d  schedu le  and  sales  
tari ff  tabl e.  Wi th  th i s ,  the  EVSE can  dynam ical l y react  to  
changes  i n  the  suppl y chai n  to  reduce  peak demand  or  
oversuppl y s i tuat i ons.  Add i t i onal l y,  the  behavior of  the  
veh i cle  wh i l e  charg i ng  becomes  transparent  to  secondary 
actors  i n  o rder to  enhance  e lectri c i ty  supply schedu l i ng .  

The  secondary actor needs  to  propose  a  charg i ng  schedu le  to  
the  SECC,  based  on  actual  i n formati on  abou t  the  l ocal  
i nstal l at i on ,  g ri d  schedu l e  and  sales  tari ff  tab le.  

I t  i s  necessary that  EVCC,  SECC and  secondary actor have  
each  the  poss ibi l i ty  to  tri gger a  re-schedu l i ng  of  the  charg i ng  
profi l e.  

Scenari o  descripti ons:  

•  USER i npu ts  “Target  set”  at  EV”  

•  EV  cal cu lates  the  requ i red  amount  of  energy needed  for 
the  charg i ng  (Wh)  and  the  departu re  t ime  to  meet  the  
target.  

•  EVCC sends  the  cal cu lated  value  and  the  charg i ng  
capabi l i ty  of  EV to  the  SECC,  wh i ch  m igh t  forward  i t  to  a  
secondary actor.  

•  A  secondary actor co l l ects  “Demand  and  prognosi s”.  
(e. g .  Local  phys i cal  l im i ts  from  EVSE,  g ri d  schedu le  from  
DCH,  Sales  tari ff  table  from  EP  or  e -  

•  Mobi l i ty  Operator)  

•   Note:  Th i s  act i on  m igh t  be  performed  pri or  to  the  
charg i ng  event  and  cou ld  therefore  been  sen t  to  the  
SECC.  

•  A  secondary actor o r  the  SECC execu tes  “Level  selector”  
to  provi de  i npu t  for  charg i ng  schedu le  

•  A  secondary actor o r the  SECC calcu l ates  “Charg i ng  
schedu l e”  

•  EVSE  pi cks  up  the  cu rren t  l im i tati on  of  “Charg i ng  
schedu l e”  for  “Charg i ng  Con tro l ”.  

•  SECC send  the  cu rren t  l im i tati on  to  “EVCC”.  

EV wi l l  s tart  charg i ng  accord i ng  to  the  cu rren t  l im i tati on  

Primary actors :  EV,  
EVCC EVSE,  SECC 

Secondary actors :  
DCH ,  E-Mobi l i ty  
Operator  
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E3  Optim i zed  
charg i ng  wi th  
schedu l i ng  at  
EV 

Th i s  use  case  covers  the  AC charg i ng  process  wi th  
i n formati on  abou t  l ocal  i nstal l at i on ,  g ri d  schedu le  and  sales  
tari ff  tabl e.  Wi th  th i s  the  EV can  react  on  changes  i n  the  
suppl y chai n  to  reduce  peak demand  or oversuppl y s i tuat i ons .  
Add i t i onal l y  the  behavior of  the  veh i cl e  wh i l e  charg i ng  
becomes  transparen t  to  secondary actors  i n  o rder to  enhance  
e lectri ci ty  suppl y schedu l i ng .  

The  secondary actor needs  to  provi de  a  g ri d  schedu le  and  
sales  tari ff  tab le  to  the  SECC.  The  SECC forwards  th i s  
i n formati on ,  together wi th  the  l ocal  l im i tati ons ,  to  the  EVCC.  

I t  i s  necessary that  the  EVCC,  SECC and  secondary actor 
each  have  the  poss ibi l i ty  to  tri g ger a  re-schedu l i ng  of  the  
charg i ng  profi l e.  

Scenari o  descripti ons:  

•  USER i npu ts  “Target  set”  at  EV”.  

•  EV cal cu lates  the  requ i red  amoun t  of  energy requ i red  for 
the  charg i ng  (Wh)  and  the  departu re  t ime  to  meet  the  
target.  

•  EVCC sends  the  cal cu lated  val ue  and  the  charg i ng  
capabi l i ty  of  EV to  the  SECC,  wh i ch  m igh t  forward  i t  to  a  
secondary actor.  

•  A  secondary actor co l l ects  “Demand  and  prognosi s”.  
(e. g .  g ri d  schedu l e  from  DCH,  Sales  tari ff  tabl e  from  EP  
or e -Mobi l i ty  Operator)  and  forwards  th i s  i n formati on  to  
the  SECC.  Note:  Th i s  act i on  m igh t  be  performed  pri or  to  
the  charg i ng  even t  and  cou ld  therefore  be  sen t  to  the  
SECC.  

•  The  SECC  provides  g ri d  schedu le,  sales  tari ff  tabl e  and  
l ocal  phys i cal  l im i ts  to  the  EVCC.  

•  The  EV execu tes  “Level  se lector”  to  provide  i npu t  for  the  
charg i ng  schedu l e.  

•  The  EV calcu lates  “Charg i ng  schedu l e”  and  shal l  send  
the  schedu le  to  the  SECC for comm i tment.  

•  EV pi cks  up  the  cu rren t  l im i tati on  of  “Charg i ng  Schedu le”  
for  “Charg i ng  Contro l ” .  

EV wi l l  s tart  charg i ng  accord i ng  to  the  cu rren t  l im i tati on .  

Primary actors:  EV,  
EVCC EVSE,  SECC.  

Secondary actors:  
DCH ,  E -Mobi l i ty  
Operator.  

F4  Reacti ve  power 
compensati on  

Th i s  use  case  e l ement  covers  the  exchange  of  i n formati on  
regard i ng  the  poss ibi l i ty  o f  reacti ve  power compensati on  from  
the  EV s i de  and  the  demanded  reacti ve  power compensati on  
from  the  EVSE  or g ri d  s i de.  

Scenari o  descripti on :  

•  EVCC i s  i n d i cat i ng  that  react i ve  power compensati on  i s  
poss ible.  

•  EVCC provi des  i n formati on  as  to  what  ki nd  of  react i ve  
power compensati on  can  be  supported .  

•  SECC requests  reacti ve  power compensati on  wi th  an  
appropri ate  reacti ve  power compensati on  val ue.  

•  EVCC confi rms  the  ad j usted  reacti ve  power 
compensati on  val ue.  

The  fo l l owi ng  i n formati on  needs  to  be  exchanged  between  
the  actors:  

From  EVCC to  SECC:  Flag  i nd i cat i ng  that  reacti ve  power 
compensati on  i s  supported ,  supported  react i ve  power 
compensati on  val ues,  actual  u sed  reacti ve  power 
compensati on  val ue.  

From  SECC to  EVCC:  f l ag  i nd i cat i ng  that  react i ve  power 
compensati on  i s  necessary,  necessary reacti ve  power 
compensati on  val ue.  

Primary actors:  EV,  
EVCC EVSE,  SECC.  
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F5  Veh icle  to  g ri d  
support  

Th i s  use  case  e l ement  covers  the  exchange  of  i n formati on  
regard i ng  the  pri nciple  and  actual  poss i bi l i ty  o f  support i ng  
veh i cle  to  g ri d  energy f l ow.  Therefore,  the  EV needs  the  
poss ibi l i ty  to  i n d i cate  that  i t  can  techn i cal l y  support  veh i cl e  to  
g ri d  energy f l ow.  Add i t i onal l y,  i t  needs  the  poss ibi l i ty  to  
provi de  i n formati on  as  to  how much  energy i s  avai l abl e  for  
veh i cle  to  g ri d  operati on ,  and  wi th  wh i ch  power th i s  operat i on  
can  be  supported .  

Scenari o  descripti on :  

•  EVCC shal l  i nd i cate  that  i t  can  support  veh i cle  to  g ri d  
operat i on  from  a techn i cal  po i n t  of  vi ew.  

•  EVCC shal l  provide  i n formati on  at  wh i ch  power veh i cl e  to  
g ri d  operat i on  can  be  supported .  

•  EVCC shal l  provide  i n formati on  as  to  how much  energy i s  
avai l able  for veh i cle  to  g ri d  operati on ,  therefore  the  
veh i cle  takes  i n to  accoun t  that  the  user goal  o f  a  charged  
veh i cle  at  a  g i ven  t ime  can  s t i l l  be  reached.  

•  SECC shal l  i n d i cate  that  i t  supports  veh i cl e  to  g ri d  
operat i on .  

•  SECC shal l  provide  g ri d  schedu l e  together wi th  sal es  
tari ff  tabl e  i n formati on  or a  proposed  charg i ng  schedu le,  
i ncl ud i ng  a  veh i cle  to  g ri d  tari ff  /  segment,  to  i nd i cate  that  
the  EP,  EMOCH  requests  veh i cle  to  g ri d  operati on .  

•  EV shal l  u se  /  re ject  the  offered  veh i cle  to  g ri d  tari ff  / 
segment  accord i ng  to  use  case  e l ement  E3.  

The  fo l l owi ng  i n formati on  needs  to  be  exchanged  between  
the  actors :  

From  the  EVCC to  SECC:  

Flag  i n d i cati ng  that  veh i cle  to  g ri d  operati on  i s  techn i cal l y  
poss ible  f rom  the  EV s i de,  maximum  supported  veh i cle  to  g ri d  
power val ue,  avai l able  veh i cle  to  g ri d  energy or  maximum  
du rati on  of  veh i cle  to  g ri d  energy f l ow at  maximum  power 
val ue.  

From  the  SECC to  EVCC:  

Flag  i n d i cati ng  that  veh i cle  to  g ri d  operati on  i s  techn i cal l y  
poss ible  f rom  the  SECC s i de.  

Primary actors :  EV,  
EVCC EVSE,  SECC.  

 Secondary actors:  
EP,  EMOCH.  

G1  Value-added  
servi ces  

Opti onal  servi ces  that  may connect  to  the  l ocal  network 
domain  (EVSE)  o r  the  i n ternet  us i ng  opt i onal  protocol s .  
Protocol s  on  d i fferen t  commun icati on  l ayers  may be  used  e. g .  

DHCP,  HTTP,  SOAP,  HTML”  

Scenari o  descripti on :  

•  OEM  or user requests  VAS.  

•  SECC requests  servi ce  from  the  EVCC.  

SECC rou tes  i n formati on .  

Primary actors :  EVCC 
EVSE,  SECC.  

Secondary actors?  
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G2  Charg i ng  
detai l s  

Th i s  use  case  covers  the  exchange  of  i n formati on  regard i ng  
the  cu rren t  charg i ng  process  to  the  SECC.  Parameters  l i ke  
battery s tatus  and  s tate  of  charg i ng  cou ld  be  provided  for  the  
SECC.  The  SECC or secondary actor,  aware  of  the  s tatus  of  
i ts  charg i ng  process,  de l i vers  i n formati on  to  the  veh i cl e  user.  

Scenari o  Descript i on :  

•  Servi ce  detai l  record  requested .  

•  SECC requests  record  from  EVCC.  

•  EVCC sends  record  to  SECC after request  i s  accepted.  

•  SECC provi des  i n formati on  for  the  secondary actor or  
HMI .  

The  fo l l owi ng  i n formati on  needs  to  be  exchanged  between  
the  actors:  

From  the  EVCC to  SECC:  EV charg i ng  detai l s  accord i ng  to  
the  requested  l i s t .  I t  needs  to  be  i nd i cated  i f  the  requested  
i n formati on  i s  n ot  avai l abl e  from  the  EV s i de.  

From  the  SECC to  EVCC:  Au thori zat i on  to  request  charg i ng  
detai l s ,  l i s t  of  requested  charg i ng  detai l s .  

Primary actors:  EV,  
EVCC EVSE,  SECC,  
HMI .  

 

A.7  Use cases for VPP and  Microgrid  

A.7. 1  Scope of  th is  clause  

The  requ i rements  of  m icrogri d  wi l l  be  d i scussed  together wi th  the  ones  of  VPP because  they 
both  aggregate  the  capaci ty of  DER.   

VPP:  

•  “A Vi rtual  Power P lant  (VPP)  aggregates  the  capaci ty of  many d i verse  D i stri bu ted  Energy 
Resources  (DER) ,  i t  creates  a s i ng le  operati ng  profi l e  from  a composi te  of  the  parameters  
characteri zi ng  each  DER  and  can  i ncorporate  the  impact  of  the  network on  aggregate  DER  
ou tpu t. ”  (Source:  FENIX research  project)  

•  A CVPP (Commercial  VPP)  has  an  aggregated  prof i le  and  ou tpu t  wh ich  represen ts  the  
cost  and  operating  characterist ics  for the  DER portfo l io .  The  impact  on  the  d is tribu ti on  
network i s  not  cons idered  i n  the  aggregated  CVPP profi le .  Services/functi ons  from  a 
CVPP i nclude  trad ing  i n  the  wholesale  energy market,  balancing  of  trad ing  portfo l i os  and  
provis i on  of  services  ( through  subm ission  of  b ids  and  offers)  to  the  system  operator.  The  
operator  of  a  CVPP can  be  any th i rd  party aggregator  or  a  Balancing  Responsible  Party 
(BRP)  wi th  market  access;  e. g .  an  energy retai ler.  

•  A TVPP (Techn ical  VPP)  consis ts  of  DER placed  i n  the  same d is tribu t i on  network reg ion .  
The  TVPP i ncludes  the  real - t ime  i n f l uence  of  the  l ocal  network on  DER aggregated  prof i le  
as  wel l  as  represen ting  the  cost  and  operating  characteris tics  of  the  portfo l i o .  Services  
and  functi ons  from  a TVPP i nclude  l ocal  system  management  for D istri bu t ion  System  
Operator (DSO) ,  as  wel l  as  provid ing  Transm ission  System  Operator  (TSO)  system  
balancing  and  anci l lary services.  

Microg rid :  

A M icrogrid  i s  general l y i n tended  to  balance  suppl y and  demand.  I t  always  con tains  a  
d istri bu tion  network wh ich  has  to  be  managed.  Furthermore,  an  importan t  d i fference  i s  the  
abi l i ty of  the  M icrogri d  to  run  au tonomousl y i n  i s land  mode.  

There  are  several  operati onal  modes  of  the  m icrog ri d  or  trans i ti ons  from  one  to  another:  

•  I s l and  mode  

•  Paral l e l  mode  
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•  Trans i t i on  from  paral l e l  to  i s land ing  mode  

– I n  emergency/fau l t  s i tuati on  of  the  external  u t i l i ty network  

– I n  cases  of  a  s trateg ical l y request  (m i l i tary m icrog ri d)  

•  Trans i t i on  from  i s land  to  paral le l  mode  

– Always  on  request  

•  B lack-start  of  the  m icrogri d  even tual l y  i ncl ud ing  connecti on  to  the  g rid  

•  Shu tdown  of  the  m icrogri d  

A.7.2  Arch i tecture overview 

A.7.2. 1  Arch i tectu re overview for M icrogrid  

Scalabi l i ty:  

•  Up  to  500  d i rectl y connected  DER  

•  Up  to  1 00 . 000  i nd i rectl y (aggregated)  connected  DER  

Dynam ic  extension  (est imations) :  

•  For i ndustrial  /  commercial  m icrogri d  – mon th l y 

•  For campus  / i ns t i tu ti onal  m icrogrid  – between  month l y to  yearl y  

•  M i l i tary MG  – smal l  d ynam ic  extension  ( from  dai l y  to  yearl y)  

•  For communi ty /  mun icipal  u t i l i ty m icrogrid  –  hourl y to  dai l y  

As  an  example  i n  F i gure  A. 20  a conceptual  s tructure  of  a  m icrogrid  i s  g i ven .  
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Figure A.20  – Arch i tectural  picture of  a  microg rid  
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A.7.2.2  Arch i tectu re overview for VPP 

Scalabi l i ty:  

•  Up  to  1  000  d i rectl y connected  DER  

•  Up  to  1  000  000  i nd i rectl y (aggregated)  connected  DER  

Dynam ic  extension  (est imations) :  

•  CVPP  /  TVPP – hou rl y to  dai l y  

Fi gu re  A. 21  g i ves  a  conceptual  structure  of  a  VPP.  

 
IEC 

Figure A.21  – Arch i tectural  picture of  a  VPP 

A.7.3  Use cases  

Table  A. 1 0  and  Table  A. 1 1  g i ve  the  use  cases  of  the  VPP/M icrogrid  domain .  

Table  A. 1 0  – VPP/Microgrid  – Use  case l i st  

# Use case name Description  Actors  

1  Mon i tori ng /SCADA of  the  
TVPP/m icrogri d  

– Status  of  DER  

– Measurements  

forecast  /h i story  

The  servers  provide  thei r  i n formati on  to  a  
VPP/m icrog ri d  DER Management   i n  a  
spontaneous  /  cycl i c  mode  and  per request  
(see  “DER Management“  i n  Table  1 ) .  

VPP  Operator  

2  Exchange  of  schedu l es  for 
operat i on  

Exchange  schedu l es  of  energy  generati on  to  
the  g ri d ,  

DSO 

3  Chang i ng  of  parameters   VPP  Operator  

4  Anci l l ary network and  
balancing  servi ces  

M icrog ri d  provi des  by the  performance  of  i ts  
DER anci l l ary and  balancing  servi ces   to  DSO.  

DSO 

5  Mon i tori ng  of  power qual i ty  
i n formati on  

Acc.  the  reg ional  regu lati on  power qual i ty 
shou ld  be  mon i tored  for  responsibi l i ty.  

 

6  D i rect  con tro l  i n  m i crogri d  I t  shou ld  be  poss ibl e  to  con tro l  swi tches,  
modes  analog  set-poi n ts   e tc.  d i rectl y.  

DSO 
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# Use case name Description  Actors  

7 State  trans i t i ons  ( i s l and  /  
paral l e l )  

I s l and ing  deci s i ons  may be  g i ven  from  the  
operator o r may come from  the  PCC devi ce.  

Paral l e l i ng  deci s i ons  are  g i ven  by  the  operator.  
The  m icrog ri d  can  au tomati cal l y  implement  the  
deci s i on  i . e .  execu te  s teps  l i ke  vol tage,  
frequency and  phase  adaptati on  and  g i ve  a  
s i gnal  to  the  PCC devi ce  to  c l ose  the  breaker 
when  al l  necessary cond i t i ons  are  met.  

VPP  Operator,  PCC 
devi ce  

8  M i crog ri d :  B lack-start  I n  b lack-start  u se  case  the  m icrog ri d  can  
s tarted  from  the  scratch .  Two  funct i ons  are  
needed:  l ocal  bl ack s tart  o f  the  m i crog ri d  
( l ead ing  to  i s l and  operat i on )  and  reconnecti on  
to  main  g ri d  

 

 

Table  A. 1 1  – VPP/Microgrid  – Other  use  cases  not  feasible  wi th  existing  ACSI  

Use case name Description  Actors  

Autoconfi g urati on  When  new devi ces  (e . g .  DER or i n tel l i gen t  
appl i ances )  or sub-systems  (e. g .  Home/Bu i l d i ng  
Energy Management  Systems)  are  i nstal l ed  i n  o r  at  
the  edge  of  the  VPP/Microg ri d  they au tomati cal l y  
con fi gu re  i tse l f  (al so  frequen tl y  denoted  as  P l u g  &  
P lay) .  The  VPP/Microg ri d  operator can  access  the  
devi ces  i n  a  secu re  and  trusted  manner.  Based  on  
the  ownersh ip  d i fferen t  access  ri g h ts  con tro l  the  
access  of  the  VPP/Microg ri d  Operator to  the  devi ce.  
The  devi ces  can  descri be  thei r  capabi l i t i es  to  the  
VPP/Microg ri d  operator and  speci fy  thei r  servi ces  for 
mon i tori ng  and  con trol .  

Au to-con fi gu rat i on  i s  needed  for  d i fferen t  devi ces  
and  systems,  e . g .  P l ug  &  P lay of  Smart  Appl i ances  i n  
house,  reg i s trat i on  of  devi ces  owned  by the  
VPP/Microg ri d  Operator at  the  VPP/Microg ri d  DER 
Management,  reg i strat i on  of  DER owned  by the  DER 
owner at  the  VPP/Microg ri d  DER Management  o r  
reg i s trat i on  of  a  Bu i l d i ng /Home  Energy System  at  the  
VPP/Microg ri d  DER Management.   

DER Un i t ,  VPP  DER 
Management,  

Reg i strati on  of  DER owned  by 
the  DER owner at  the  
M icrog ri d  DER Management  

The  DER owner l i kes  to  offer the  servi ces  of  h i s  DER 
un i t  (e . g .  supplyi ng  energy)  to  a  VPP  or  M i crog ri d  
Operator.  Before  do i ng  so  the  DER un i t  has  to  be  
reg i s tered  at  the  reg i s try of  the  VPP/Microg ri d  DER 
Management.   

I n  the  reg i stry the  techn i cal  pro fi l e  of  the  DER 
(performance,  characteri s t i cs ,  forecast)  wi l l  be  
provi ded.   

Fu rthermore,  access  ri gh ts  are  defi ned  based  on  
con tractual  ag reements  wh i ch  defi ne  the  l evel  o f  
mon i tori ng  and  con trol  of  the  DER un i t  from  the  
VPP/Microg ri d  DER Management  system .  

DER un i t ,  VPP  DER 
Management  

Dereg i steri ng   I f  the  DER doesn ’ t  want  to  be  reg i stered  i n  the  DER 
Management  Reg i stry.  I t  s tops  to  provi de  i ts  servi ces  
to  th i s  VPP.  

DER un i t ,  VPP  DER 
Management   

D i scovery of  DER con tro l l er  
for au to-con fi g u rati on  

After reg i strati on  the  VPP/Microg ri d  operator can  
access  to  the  DER Management  reg i stry to  search  
and  then  to  commun icate  to  the  devi ces  i n  a  secu re  
and  trusted  manner.   

DER un i t ,  VPP  
operator,  VPP  DER 
Management  

D i scovery of  DER i n  DER 
Management  reg i stry  

The  devi ces  can  descri be  thei r  capabi l i t i es  to  the  
VPP/Microg ri d  DER Management  and  speci fy  thei r  
servi ces  (performance  and  power characteri st i cs) .  

DER un i t ,  VPP  DER 
Management  
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Use case name Description  Actors  

Discovery for  DER 
Management  i n  a  secu re  
network envi ronment  by 
broadcast  servi ces   

(no  f i rewal l  bl ocks  the  
commun icati on  l i nk)  

Devi ces  adverti se  the i r  servi ces  to  DER Management  
system .  

Search  fu nct i ons  for  con trol  po i n ts  to  f i nd  devi ces  of  
i n terest  (e . g .   VPP  needs  DER wi th  a  certai n  profi l e ,  
for  example  i n dependent  from  weather cond i t i ons) .  

DER Un i t ,  VPP  DER 
Management,  

VPP  operator  

Dynam ic  system  management  Software  update  ( f i rmware  /  appl i cati on  /  
con fi gu rati on  data) ;  software  vers ion  supervi s i on  

DER Un i t ,  VPP  DER 
Management,  

VPP  operator  

 

A.8  Use cases for feeder automation  

A.8. 1  Scope of  th is  clause  

Feeder au tomation  (FA)  enables  advanced  appl icati ons  such  as  Vol t-Var  optim izati on ,  fau l t  
detecti on /iso lat i on ,  fau l t  restorati on ,  feeder reconf i gurati on ,  e tc.  

A.8.2  Arch i tecture overview 

Scalabi l i ty:   

•  20  nodes  per feeder  

•  Transfer   20  kBi t/s  per  un i t  

There  are  d i fferen t  arch i tectures:  
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1 )  Distributed  or decentral ized  

•  Al l  I EDs  of  the  feeder  communicate  wi th  the i r  ne i ghbour I ED  via a  fast  l i nk.  A 
d istribu ted  algori thm  fu l f i l l s  the  feeder au tomation  functi on .  For appl icati ons  i n  a  
d istribu ted  arch i tecture  a fast  mu l t icast  commun ication  shou ld  be  provided  (Layer3-
GOOSE  as  i n  [ IEC  61 850-90-5] ) .  For supervis i on  of  the  feeder the  DMS obtains  
i n formation  by cl i en t-server-communication .  See  Fi gure  A. 22.  
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Figure A.22  – FA – Distributed  arch i tecture of  a  feeder automation  system  
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2)  Semi-central ized  

•  Al l  I EDs  communicate  to  the  Feeder Au tomation  Manager (FAM)  (at  substation  leve l  
e. g .  as  part  of  the  substati on  con tro l l er) .  The  Feeder Au tomation  Manager performs  
the  feeder au tomation  function ,  i . e.  makes  the  decis ion  regard ing  FISR.  The  DMS  
system  gets  i n formation  from  the  FAM  for supervis i ng  the  feeder.  See  Fi gure  A.23.  
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Figure A.23  – FA – Semi -central ized  arch i tecture of  a  feeder automation  system  
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3)  Central ized  

Al l  I EDs  commun icate  wi th  the  DMS system .  I n  the  DMS system  the  appl ication  (e . g .  
FISR)  provides  al l  swi tch  commands  d i rectl y to  the  swi tches  i n  the  feeder.  See  F igure  
A. 24.  
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Figure A.24  – FA – Central ized  arch i tecture of  a  feeder automation  system  
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A.8.3  Use cases  

Table  A. 1 2  and  Table  A. 1 3  g i ve  a  use  case  l i s t  for  FA.  

Table  A. 1 2  – FA – Use  case l ist  

# Use case name Description  Actors  

1  Fault Detection  & Isolation 

Fault Location (based on Task Force 
DA – FILISR-radial  Use case .doc)  

Fault Detection Based on  distributed IED scheme DMS or Feeder 
Automation IEDs 

2  Service Restoration 

(based on  Task Force DA – Use case 
– Service Restoration – June 
201 1 .docx)  

Restorat i on  wi th  Demand-Response  

Restorat i on  wi th  ad j usti ng  DER  setpoin ts  
command  

Restorat i on  wi th  s tart i ng  DER un i ts  

Restorat i on  wi th  m i crog ri d  i s l and ing  

Restorat i on  wi th  l oad  shedd ing  

Servi ce  restorati on  i s  performed  i n  response  
to  a  fau l t  and  i ts  i so lat i on  and  therefore  
occu rs  after  the  FI LIS  use  case  from  a  
ch ronolog i cal  po i n t  of  vi ew.   The  restorati on  
can  i n vol ve  any of  the  fo l l owing  mechan i sms  
of  a  combinati on  of  them :  

•  The  sel ect i on  of  the  restorati on  sou rce  
and  paths  i s  determ ined  by the  capaci ty  
marg i ns  of  the  restorat i on  sou rce  and  
the  rat i ng  l im i ts  of  the  equ ipment  al ong  
the  restorati on  paths .  Th i s  mechan i sm  
i s  referred  as  “ l oad  t ransfer”.  

•  A  demand  response  s i g nal  can  be  sen t  
to  the  customer on  the  restorat i on  path  
to  l ower  the i r  l oad .  I n  th i s  case,  the  
demand  response  s i gnal  shou l d  be  
d i rect  l oad  s i gnal  so  that  the  l oad  
reduct i on  happens  as  fast  as  poss ible  

•  Act i vati ng  d i s tri bu ted  energy resources  
and  bri ng i ng  the  reserve  on l i ne.  

•  Ad j ustment  of  the  generati on  setpoin ts  
of  the  d i spatchable  DER un i ts .  

DMS  or Feeder 
Au tomati on  I EDs  

3  Feeder Reconfi gu rati on  Load  bal anci ng  – Bal ance  the  l oad  wi th i n  a  
feeder by moving  the  Normal l y  Open  Poin t  

DMS or  Feeder 
Automation  IEDs 

4  Volt-Var optimization/ Voltage control  
and power flows optimization 

(source:  Report of the Working Group 
Sustainable Processes to the 

Smart Grid Coordination Group / 
Mandate M/490)   

Th i s  funct i on  optim i zes  the  vo l tage  profi l e  
and  power f l ows  to  main tai n  s table  vol tage  
at  customer s i te  i n  a  defi ned  area of  the  
d i stri bu t i on  g ri d  wi th  d i s tri bu ted  generators ,  
f l exi ble  l oads  and  other deployed  power 
equ i pments .   The  main  opt im i zati on  cri teri a 
can  be  extended  to  suppl y anci l l ary servi ces  
to  the  g ri d  at  upper l evel  and  pu rsue  
operat i ng  costs  m in im i zat i on .  

DMS,  DER MS 
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Table  A. 1 3  – FA – Other use  cases not  feasible  wi th  existing  ACSI  

Use case name Description  Actors  

Autoconfi gurati on  When  new devi ces  ( I EDs)  are  i nstal l ed  they 
au tomati cal l y  con fi g u re  i tsel f  (al so  frequen tl y  
denoted  as  P l ug&Play) .  The  operator can  access  
the  devi ces  i n  a  secu re  and  trusted  manner.  

Feeder Au tomati on  
I EDs  

Dynam ic  system  management  Software  update  ( f i rmware  /  appl i cati on  /  
con fi gu rati on  data) ;  software  vers ion  supervi s i on  

DMS  

 

A.9  Requi red  services and  performances  

Table  A. 1 4  presen ts  the  expected  usage  of  the  vari ous  ACSI  classes  wi th i n  th e  d i fferen t  
domains  described  above.  The  column  of  a  g i ven  domain  shows  wh ich  percen tage  of  i ts  UCs  
(as  described  i n  secti ons  above)  i s  us ing  each  c lass.  The  g lobal  usage  for one  c lass  i s  the  
average  of  the  percentages  for  al l  the  domains .  

Table  A. 1 4  – Synthesis  – Usage of  model ing  classes  

Class Model  
PV Hydro  Wind  CHP  

Smart  
Cust.  

EV VPP FA 
G lobal  
usage  

Comments  

Server  1 00  %  1 00  %  1 00  %  1 00  %  1 00  %  70  % 1 00  %  1 00  %  96 %  

Appl i cat i on  associat i on  1 00  %  1 00  %  1 00  %  1 00  %  1 00  %  70  % 1 00  %  1 00  %  96 %  

Log i cal  devi ce  1 00  %  1 00  %  1 00  %  1 00  %  1 00  %  70  % 1 00  %  1 00  %  96 %  

Log i cal  node  1 00  %  1 00  %  1 00  %  1 00  %  1 00  %  70  % 1 00  %  1 00  %  96 %  

Data  1 00  %  1 00  %  1 00  %  1 00  %  1 00  %  70  % 1 00  %  1 00  %  96 %  

Data set  1 00  %  1 00  %  1 00  %  1 00  %  1 00  %  30  % 1 00  %  1 00  %  91  %  

Servi ce  tracking  20  %  20  % 1 00  %  1 00  %  0  % 1 00  %  88  % 1 00  %  66 %  

Sett i ng  g roup  con tro l  60  %  20  % 0  %  88  %  0  % 20  %  88  % 1 00  %  47 %  

Report i ng  
(bu ffered/unbu ffered)  

1 00  %  80  % 1 00  %  1 00  %  64  % 30  % 1 00  %  1 00  %  84 % 
 

Logg ing  60  %  40  % 1 00  %  1 00  %  73  % 30  % 1 00  %  1 00  %  75 %  

GOOSE  20  %  40  % 0  %  1 3  %  0  % 0  %  50  % 1 00  %  28 % 
(a)  

Sampled  Value  
(mu l t i cast/un i cast)  

20  %  20  % 0  %  1 3  %  0  % 0  %  50  % 1 00  %  25 % 
(a)  

Contro l  80  %  80  % 1 00  %  88  %  0  % 20  %  1 00  %  1 00  %  71  %  

Time  and  t ime  
synchron i zat i on  

80  %  80  % 1 00  %  1 00  %  1 00  %  20  % 1 00  %  1 00  %  85 % 
(b )   

Fi l e  transfer  80  %  80  % 1 00  %  25  %  27  % 0  %  88  % 1 00  %  62  %  

(a)  At  l east  the  GOOSE  and  SV con fi gu rati on  servi ces  shal l  be  mapped .   Regard i ng  the  operat i onal  commun icati on  
servi ces,  i t  shou ld  be  noted  that:  

– For PV domain ,  the  requ i rement  i s  a  GOOSE  one  to  many commun icati on  wi th i n  5  to  25  ms.  

– For CHP,  GOOSE  and  Sampled  Values  m igh t  be  necessary i n  the  fu tu re  for  the  commun icat i on  between  
DERs  i n  the  con text  of  mu l t i -agent  systems.  

– VPP  and  FA:  GOOSE  and  Sampled  Values  shou ld  be  mapped  i n  I EC  61 850-8-2  as  l ayer3-GOOSE  and  l ayer3-
SMV (see  [ I EC  61 850-90-5] ) .  

(b)  Agreement  for  u s i ng  SNTP  (see  RFC 4330) .  

 

Table  A. 1 5  presen ts  for each  type  of  P ICOM  the  envelope  of  the  requ i red  transfer  t imes.  The  
ranges  g i ven  here  represen t  respectivel y the  m in imum  and  the  maximum  transfer t imes  
menti oned  for a  g i ven  PICOM  in  al l  the  domains .  
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Table  A. 1 5  – Synthesis  of  transfer t imes  

PICOM  
TYPE ID  

Meaning  of  PICOM  and  i ts  value  attribute  Transfer  t ime  
(cri teri a  #1 )  

i n  ms  

1  Process  val ue  (sample)  1  000  to  3  000  

2  Process  val ue  ( r.m . s . )  1 00  to  60  000  

3  Measured  val ue  (cal cu lated )  such  as  energy  1 00  to  60  000  

4  Metered  value  (cal cu lated)  such  as  energy  1 00  to  60  000  

5. 1  Process  val ue  (non -electri cal )  such  as  temperatu re  1 00  to  60  000  

5.2  Process  val ue  (non -electri cal )  such  as  f l ow and  pressure  1 00  to  60  000  

6  Report  (cal cu lated )  such  as  energy l i s t  1 00  to  60  000  

7  Fau l t  val ue  (cal cu lated)  such  as  fau l t  d i s tance  1 00  to  60  000  

8  M i xed  fau l t  i n fo  (cal cu lated)  extens i ve  1 00  to  60  000  

9  M i xed  fau l t  data (cal cu lated)  such  as  d i stu rbance  record i ng  1 00  to  60  000  

1 0. 1  Event  1 00  to  60  000  

1 0. 2  alarm  1 00  to  60  000  

1 1 . 1  event  l i s t/g roup  1 00  to  60  000  

1 1 . 2  alarm  l i s t/g roup  1 00  to  60  000  

1 2  Tri gger (cal cu l ated )  for  example  for  s tart  of  another funct i on  1 00  to  60  000  

1 3  Complex bl ock or  re l ease  (calcu lated)  1 00  to  60  000  

1 4  Request   (cal cu l ated )  for synch rocheck,  i n terl ocking ,  etc.  1 00  to  60  000  

1 5  Fast  broadcast  Message,  fo r  example  for  b l ock/release  1 00  to  60  000  

1 6  Process  s tate  1 00  to  60  000  

1 7  Calcu l ated  s tate  1 00  to  60  000  

1 8  External  cond i t i on  1 00  to  60  000  

1 9  Mode  of  operati on  1 00  to  60  000  

20  Process  s tate  changed  1 00  to  60  000  

21  Command  1 00  to  60  000  

22  Tri p  5 to  60  000  

23  Set  po i n t  1 00  to  60  000  

24  ID  Data,  sett i ng  1 00  to  60  000  

25  Diagnost i c  data  1 00  to  60  000  

26  Acknowledge  by operator o r  au to.  1 00  to  60  000  

27  Date  and  t ime  1  000  to  60  000  

28  Synchron i zati on  “pu l se”  1 00  to  60  000  
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During  the  requ i rements  gathering ,  i t  appeared  that  some of  the  use  cases  may be  not  
feas ible  wi th  the  existi ng  ACSI .  Table  A. 1 6  presents  the  new functi ons  requ i red  by these  use  
cases.  The  scope  of  the  present  document  i s  restricted  to  the  curren t  ACSI ,  so  that  these  new 
functions  wi l l  not  be  addressed  especial l y i n  the  presen t  document.  

Table  A. 1 6  – Synthesis  – New proposed  functions  

Function  Description  Domains  where the  
function  i s  i denti fi ed  

Auto-confi gu rat i on  When  new devi ces  are  i nstal l ed  they au tomati cal l y  con fi gu re  
themselves  (al so  frequen tl y  denoted  as  P l ug&Play) .  The  
operator can  access  the  devi ces  i n  a  secu re  and  t rusted  
manner.  

VPP,  FA 

Reg i strati on  As  soon  as  i t  i s  up  and  ru nn i ng ,  a  DER reg i s ters  i ts  presence  
and  i ts  featu res  to  a  reg i stry.  I t  can  be  then  au tomati cal l y  
detected  by other actors .  Duri ng  th i s  process,  DERs  are  
i den ti f i ed  and  thei r  credenti al s  are  veri f i ed .  

PV,  CHP,  Smart  Customer,  
VPP,  FA 

Dereg i strat i on  When  DERs  are  swi tched  off ,  e . g .  i n  case  of  main tenance,  
they dereg i s ter themselves  i n  the  reg i stry,  as  they are  then  
not  avai l abl e  for agg regati on  and  control .  

PV,  CHP,  Smart  Customer,  
VPP,  FA 

D i scovery  DER  can  au tomati cal l y  be  detected  by i n terested  actors  l i ke  
agg regators  or  VPP  operators  

PV,  CHP,  Smart  Customer,  
VPP,  FA 

Aggregati on  Agg regati on  of  a  number of  DERs,  e . g .  for sett i ng  up  Vi rtual  
Power P lan ts .  

CHP  

Software  update  Update  of  f i rmware  /  appl i cati on  /  con fi gu rati on  data;  
Software  vers ion  supervi s i on  

VPP,  FA 

Subscripti onAdd  /  
Subscripti onDelete  

I n  add i t i on  to  the  exi st i ng  ACSI  Servi ces  i n  I EC  61 850-7-2,  
there  are  Subscri pt i onAdd  and  Subscripti onDelete  servi ces  
requ i red  by I EC  61 400-25-3  and  supported  i n  I EC  61 400-25-
4.   These  servi ces  shou ld  be  cons idered  for add i t i on  to  
I EC  61 850-7-2.  

Wind  
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Annex B  
( in formative)  

 
Examples of  MMS XER payloads  

 

B.1  General  

This  annex g i ves  some examples  of  the  way the  ACSI  services  cou ld  be  implemen ted  by 
us ing  MMS XER payloads  imbedded  in to  XMPP stanzas.  I n  i ts  f i nal  vers ion  the  SCSM  8-2  wi l l  
provide  i n  fact  more  g ranu lari ty i n  the  d iscovery services .  

NOTE  The  i n formati on  ded i cated  to  end-to-end  secu ri ty  i s  om i tted  i n  these  examples .  

B.2  GetLogicalNodeDirectory 

I n  the  example  be low the  response  of  the  server ( IQ  stanza wi th  type=”resu l t”)  to  the  f i rst  
request  from  the  c l ien t  ( IQ  stanza wi th  type=”get”)  i nd icates  that  the  server wi l l  respond  i n  
several  messages  (moreFol lows=true) .  Then  the  cl ien t  con ti nues  requesti ng  un ti l  moreFol lows  
becomes  false.  

Request  #1 :  
< i q  i d="54eca1 1 3cfc38"  type="get"  to="i ed@w7frf1 940d/acsi "  from=" ied2@w7frf1 940d/acs i ">  

<AssociationContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-RequestPDU>  
                < i nvokeI d>2A61 </i nvokeId>  
                <Confi rmedServiceRequest>  
                    <getNameList>  
                        <extendedObjectClass>  
                            <obj ectClass>nammedVariable</objectClass>  
                        < /extendedObjectClass>  
                        <obj ectScope>  
                            <domain-speci fi c>CONTROL</domain -speci f ic>  
                        < /objectScope>  
                    < /getNameList>  
                < /Confi rmedServiceRequest>  
            </confi rmed-RequestPDU>  
        </MMSpdu>  
    </Associati onContext>  
</i q>  
 
* ****************************************  
Response  #1 :  
< i q  i d="54eca1 1 3cfc38"  type="resu l t"  to=" ied2@w7frf1 940d/acsi "  
from=" ied@w7frf1 940d/acsi ">  

<Associati onContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-ResponsePDU>  
                < i nvokeI d>2A61 </i nvokeId>  
                <Confi rmedServiceResponse>  
                    <getNameList>  
                        < l i s tOfI denti f i er>  
                            < I den ti f ier>LLN0</Identi f i er>  
                            < I den ti f ier>LLN0$CF</I den ti f ier>  
                            < I den ti f ier>LLN0$CF$Mod</I denti f i er>  
                            < I den ti f ier>LLN0$CF$Mod$ctlModel</I denti f ier>  
                            < I den ti f ier>LLN0$DC</I den ti f i er>  
                            < I den ti f ier>LLN0$DC$NamPl t</I den ti f ier>  
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                            < I den ti f ier>LLN0$DC$NamPl t$vendor</I denti f ier>  
                            < I den ti f ier>LLN0$DC$NamPl t$swRev</Identi f i er>  
                            < I den ti f ier>LLN0$DC$NamPl t$d</I den ti f ier>  
                            < I den ti f ier>LLN0$DC$NamPl t$conf igRev</Identi f i er>  
                            < I den ti f ier>LLN0$EX</I den ti f i er>  
                            < I den ti f ier>LLN0$EX$NamPl t</I den ti f ier>  
                            < I den ti f ier>LLN0$EX$NamPl t$ldNs</I den ti f i er>  
                            < I den ti f ier>LLN0$ST</I denti f i er>  
                            < I den ti f ier>LLN0$ST$Mod</I denti f i er>  
                            < I den ti f ier>LLN0$ST$Mod$stVal</I denti f ier>  
                            < I den ti f ier>LLN0$ST$Mod$q</I den ti f ier>  
                            < I den ti f ier>LLN0$ST$Mod$t</I den ti f i er>  
                            < I den ti f ier>LLN0$ST$Beh</I den ti f ier>  
                            < I den ti f ier>LLN0$ST$Beh$stVal</I den ti f ier>  
                            < I den ti f ier>LLN0$ST$Beh$q</I den ti f i er>  
                            < I den ti f ier>LLN0$ST$Beh$t</I den ti f i er>  
                            < I den ti f ier>LLN0$ST$Heal th</I den ti f i er>  
                            < I den ti f ier>LLN0$ST$Heal th$stVal</I den ti f i er>  
                            < I den ti f ier>LLN0$ST$Heal th$q</I den ti f ier>  
                            < I den ti f ier>LLN0$ST$Heal th$t</I denti f i er>  
                            < I den ti f ier>LLN0$ST$Loc</Iden ti f ier>  
                            < I den ti f ier>LLN0$ST$Loc$stVal</I den ti f ier>  
                            < I den ti f ier>LLN0$ST$Loc$q</I den ti f i er>  
                            < I den ti f ier>LLN0$ST$Loc$t</I den ti f i er>  
                            < I den ti f ier>LPHD1 </I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam</Identi f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$vendor</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$hwRev</I denti f ier>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$swRev</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$serNum</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$model</I den ti f ier>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$location</I den ti f i er>  
                        < /l i stOfIden ti f i er>  
                        <moreFol l ows>true</moreFol l ows>  
                    </getNameList>  
                </Conf i rmedServiceResponse>  
            </confi rmed-ResponsePDU>  
        </MMSpdu>  
    </Associati onCon text>  
</i q>  
 
* ****************************************  
Request  #2:  
< iq  i d="54eca1 1 3e38a0"  type="get"  to=" i ed@w7frf1 940d/acsi "  from=" ied2@w7frf1 940d/acs i ">  

<AssociationContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-RequestPDU>  
                < i nvokeI d>2A62</i nvokeId>  
                <Confi rmedServiceRequest>  
                    <getNameList>  
                        <extendedObjectClass>  
                            <obj ectClass>nammedVariable</objectClass>  
                        < /extendedObjectClass>  
                        <obj ectScope>  
                            <domain-speci fi c>CONTROL</domain -speci f i c>  
                        < /objectScope>  
                        <con ti nueAfter>LPHD1 $DC$PhyNam$location</continueAfter>  
                    </getNameList>  
                </Conf i rmedServiceRequest>  
            </confi rmed-RequestPDU>  
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        < /MMSpdu>  
    </Associat i onContext>  
</i q>  
 
* ****************************************  
Response  #2:  
< i q  i d="54eca1 1 3e38a0"  type="resu l t"  to=" i ed2@w7frf1 940d/acs i "  
from=" ied@w7frf1 940d/acsi ">  

<Associati onContext  i d="32:78"  xm lns="h ttp: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-ResponsePDU>  
                < invokeI d>2A62</invokeId>  
                <Confi rmedServiceResponse>  
                    <getNameList>  
                        < l i s tOfI denti f i er>  
                            < I den ti f ier>LPHD1 $DC</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam</Identi f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$vendor</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$hwRev</I denti f ier>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$swRev</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$serNum</I den ti f i er>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$model</I den ti f ier>  
                            < I den ti f ier>LPHD1 $DC$PhyNam$locati on</I den ti f i er>  
                            < I den ti f ier>LPHD1 $ST</I den ti f i er>  
                            < I den ti f ier>LPHD1 $ST$PhyHeal th</I den ti f i er>  
                            < I den ti f ier>LPHD1 $ST$PhyHeal th$stVal</I denti f i er>  
                            < I den ti f ier>LPHD1 $ST$PhyHeal th$q</Identi f i er>  
                            < I den ti f ier>LPHD1 $ST$PhyHeal th$t</I den ti f i er>  
                            < I den ti f ier>LPHD1 $ST$Proxy</I den ti f ier>  
                            < I den ti f ier>LPHD1 $ST$Proxy$stVal</I denti f ier>  
                            < I den ti f ier>LPHD1 $ST$Proxy$q</I den ti f ier>  
                            < I den ti f ier>LPHD1 $ST$Proxy$t</I den ti f ier>  
                            < I den ti f ier>GGIO1 </I denti f i er>  
                            < I den ti f ier>GGIO1 $CF</I den ti f i er>  
                            < I den ti f ier>GGIO1 $CF$Mod</I den ti f i er>  
                            < I den ti f ier>GGIO1 $CF$Mod$ctlModel</I denti f i er>  
                            < I den ti f ier>GG IO1 $CF$SPCSO1 </Identi f i er>  
                            < I den ti f ier>GGIO1 $CF$SPCSO1 $ctlModel</I den ti f i er>  
                            < I den ti f ier>GGIO1 $CF$SPCSO1 $sboTimeout</I den ti f ier>  
                            < I den ti f ier>GGIO1 $CF$SPCSO1 $sboClass</Ident i f i er>  
                            < I den ti f ier>GGIO1 $CF$SPCSO2</Identi f i er>  
                            < I den ti f ier>GGIO1 $CF$SPCSO2$ctlModel</I den ti f i er>  
                            < I den ti f ier>GGIO1 $CF$SPCSO2$sboTimeout</I den ti f ier>  
                            < I den ti f ier>GGIO1 $CF$SPCSO2$sboClass</I denti f i er>  
                            < I den ti f ier>GGIO1 $CF$DPCSO1 </Identi f i er>  
                            < I den ti f ier>GGIO1 $CF$DPCSO1 $ctlModel</I den ti f i er>  
                            < I den ti f ier>GGIO1 $DC</I den ti f i er>  
                            < I den ti f ier>GGIO1 $DC$NamPl t</I den ti f ier>  
                            < I den ti f ier>GGIO1 $DC$NamPl t$vendor</I denti f i er>  
                            < I den ti f ier>GGIO1 $DC$NamPl t$swRev</I den ti f i er>  
                            < I den ti f ier>GGIO1 $DC$NamPl t$d</I den ti f i er>  
                            < I den ti f ier>GGIO1 $DC$NamPl t$configRev</I den ti f i er>  
                            < I den ti f ier>GGIO1 $EX</I den ti f i er>  
                            < I den ti f ier>GGIO1 $EX$NamPl t</I den ti f ier>  
                        < /l i stOfI den ti f i er>  
                        <moreFol l ows>true</moreFol lows>  
                    < /getNameList>  
                < /Conf i rmedServiceResponse>  
            < /confi rmed-ResponsePDU>  
        </MMSpdu>  
    </Associat ionContext>  
</i q>  
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* ****************************************  
Request  #3:  
< i q  i d="54eca1 1 3f32a0"  type="get"  to="i ed@w7frf1 940d/acsi "  from=" ied2@w7frf1 940d/acs i ">  

<Associati onContext  i d="32:78"  xm lns="h ttp: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-RequestPDU>  
                < invokeI d>2A63</invokeId>  
                <Confi rmedServiceRequest>  
                    <getNameList>  
                        <extendedObjectClass>  
                            <obj ectClass>nammedVariable</objectClass>  
                        < /extendedObjectClass>  
                        <obj ectScope>  
                            <domain -speci fi c>CONTROL</domain -speci f ic>  
                        < /objectScope>  
                        <con ti nueAfter>GGIO1 $EX$NamPl t</con ti nueAfter>  
                    < /getNameList>  
                < /Conf i rmedServiceRequest>  
            < /confi rmed-RequestPDU>  
        </MMSpdu>  
    </Associat i onCon text>  
</i q>  
 
* ****************************************  
Response  #3:  
< i q  i d="54eca1 1 3f32a0"  type="resu l t"  to="i ed2@w7frf1 940d/acsi "  
from=" ied@w7frf1 940d/acsi ">  

<Associati onContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-ResponsePDU>  
                < i nvokeI d>2A63</i nvokeId>  
                <Confi rmedServiceResponse>  
                    <getNameList>  
                        < l i s tOfI denti f i er>  
                            < I den ti f ier>GGIO1 $EX$NamPl t$ldNs</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST</Identi f i er>  
                            < I den ti f ier>GGIO1 $ST$Mod</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Mod$stVal</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Mod$q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$Mod$t</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Beh</Iden ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Beh$stVal</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Beh$q</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Beh$t</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$Heal th</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Heal th$stVal</I denti f ier>  
                            < I den ti f ier>GGIO1 $ST$Heal th$q</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Heal th$t</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$SPCSO1 </Identi f i er>  
                            < I den ti f ier>GGIO1 $ST$SPCSO1 $stVal</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$SPCSO1 $q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$SPCSO1 $t</I denti f ier>  
                            < I den ti f ier>GGIO1 $ST$SPCSO1 $stSeld</I denti f ier>  
                            < I den ti f ier>GGIO1 $ST$SPCSO2</Identi f i er>  
                            < I den ti f ier>GGIO1 $ST$SPCSO2$stVal</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$SPCSO2$q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$SPCSO2$t</I denti f ier>  
                            < I den ti f ier>GGIO1 $ST$SPCSO2$stSeld</I denti f ier>  
                            < I den ti f ier>GGIO1 $ST$Ind1 </I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind1 $stVal</I den ti f i er>  
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                            < I den ti f ier>GGIO1 $ST$Ind1 $q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$Ind1 $t</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind2</Iden ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind2$stVal</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind2$q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$Ind2$t</I denti f i er>  
                        </l i stOfIden ti f i er>  
                        <moreFol l ows>true</moreFol l ows>  
                    </getNameList>  
                </Conf i rmedServiceResponse>  
            </confi rmed-ResponsePDU>  
        </MMSpdu>  
    </Associati onContext>  
</i q>  
 
* ****************************************  
Request  #4:  
< iq  i d="54eca1 1 41 24f8"  type="get"  to=" ied@w7frf1 940d/acsi "  from=" ied2@w7frf1 940d/acs i ">  

<Associati onContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-RequestPDU>  
                < i nvokeI d>2A64</i nvokeId>  
                <Confi rmedServiceRequest>  
                    <getNameList>  
                        <extendedObjectClass>  
                            <obj ectClass>nammedVariable</objectClass>  
                        < /extendedObjectClass>  
                        <obj ectScope>  
                            <domain-speci fi c>CONTROL</domain -speci fi c>  
                        < /objectScope>  
                        <con tinueAfter>GGIO1 $ST$I nd2$t</con tinueAfter>  
                    </getNameList>  
                </Conf i rmedServiceRequest>  
            < /confi rmed-RequestPDU>  
        </MMSpdu>  
    </Associat i onContext>  
</i q>  
 
* ****************************************  
Response  #4:  
< i q  i d="54eca1 1 41 24f8"  type="resu l t"  to="i ed2@w7frf1 940d/acs i "  
from=" ied@w7frf1 940d/acsi ">  

<Associati onContext  i d="32:78"  xm lns="h ttp: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-ResponsePDU>  
                < invokeI d>2A64</invokeId>  
                <Confi rmedServiceResponse>  
                    <getNameList>  
                        < l i s tOfI denti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind3</Iden ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind3$stVal</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$Ind3$q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$Ind3$t</I denti f i er>  
                            < I den ti f ier>GGIO1 $ST$DPCSO1 </Identi f i er>  
                            < I den ti f ier>GGIO1 $ST$DPCSO1 $stVal</I den ti f i er>  
                            < I den ti f ier>GGIO1 $ST$DPCSO1 $q</I den ti f ier>  
                            < I den ti f ier>GGIO1 $ST$DPCSO1 $t</I denti f ier>  
                            < I den ti f ier>CSWI1 </I denti f i er>  
                            < I den ti f ier>CSWI1 $CF</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CF$Mod</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CF$Mod$ctlModel</I denti f i er>  
                            < I den ti f ier>CSWI1 $CF$Pos</I den ti f i er>  
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                            < I den ti f ier>CSWI1 $CF$Pos$ctlModel</I denti f i er>  
                            < I den ti f ier>CSWI1 $DC</I den ti f i er>  
                            < I den ti f ier>CSWI1 $DC$NamPl t</I den ti f ier>  
                            < I den ti f ier>CSWI1 $DC$NamPl t$vendor</I denti f i er>  
                            < I den ti f ier>CSWI1 $DC$NamPl t$swRev</I den ti f i er>  
                            < I den ti f ier>CSWI1 $DC$NamPl t$d</I den ti f i er>  
                            < I den ti f ier>CSWI1 $DC$NamPl t$confi gRev</I den ti f i er>  
                            < I den ti f ier>CSWI1 $EX</I den ti f i er>  
                            < I den ti f ier>CSWI1 $EX$NamPl t</I den ti f ier>  
                            < I den ti f ier>CSWI1 $EX$NamPl t$ldNs</I den ti f ier>  
                            < I den ti f ier>CSWI1 $CO</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$ctlVal</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$ori g in</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$ori g in$orCat  </I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$ori g in$orI den t</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$ctlNum</Identi f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$T</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$Test</I denti f ier>  
                            < I den ti f ier>CSWI1 $CO$Pos$Oper$Check</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw</Identi f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$ctlVal</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$ori g in</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$ori g in$orCat  </I denti f ier>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$ori g in$orI den t</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$ctlNum</Identi f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$T</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$Test</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$SBOw$Check</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$ctlVal</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$orig i n  </I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$orig i n$orCat"</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$orig i n$orI dent</I denti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$ctlNum</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$T</I den ti f i er>  
                            < I den ti f ier>CSWI1 $CO$Pos$Cancel$Test</I den ti f i er>  
                            < I den ti f ier>CSWI1 $ST</Identi f i er>  
                            < I den ti f ier>CSWI1 $ST$Mod</I den ti f i er>  
                            < I den ti f ier>CSWI1 $ST$Mod$stVal</I den ti f i er>  
                            < I den ti f ier>CSWI1 $ST$Mod$q</I den ti f ier>  
                            < I den ti f ier>CSWI1 $ST$Mod$t</I denti f i er>  
                            < I den ti f ier>CSWI1 $ST$Beh</I den ti f i er>  
                            < I den ti f ier>CSWI1 $ST$Beh$stVal</I denti f i er>  
                            < I den ti f ier>CSWI1 $ST$Beh$q</I denti f i er>  
                            < I den ti f ier>CSWI1 $ST$Beh$t</I den ti f ier>  
                            < I den ti f ier>CSWI1 $ST$Heal th</I denti f i er>  
                            < I den ti f ier>CSWI1 $ST$Heal th$stVal</I denti f ier>  
                            < I den ti f ier>CSWI1 $ST$Heal th$q</Identi f i er>  
                        </l i stOfIden ti f i er>  
                        <moreFol lows>true</moreFol l ows>  
                    </getNameList>  
                < /Conf i rmedServiceResponse>  
            < /confi rmed-ResponsePDU>  
        </MMSpdu>  
    </Associat ionContext>  
</i q>  
 
* ****************************************  
Request  #5:  
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< i q  i d="54eca1 1 422ab0"  type="get"  to=" i ed@w7frf1 940d/acsi "  from=" ied2@w7frf1 940d/acs i ">  
<Associati onContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  

        <MMSpdu>  
            <conf i rmed-RequestPDU>  
                < i nvokeI d>2A65</invokeId>  
                <Confi rmedServiceRequest>  
                    <getNameList>  
                        <extendedObjectClass>  
                            <obj ectClass>nammedVariable</objectClass>  
                        < /extendedObjectClass>  
                        <obj ectScope>  
                            <domain-speci fi c>CONTROL</domain -speci f ic>  
                        < /objectScope>  
                        <con ti nueAfter>CSWI1 $ST$Heal th$q</conti nueAfter>  
                    < /getNameList>  
                < /Confi rmedServiceRequest>  
            </confi rmed-RequestPDU>  
        </MMSpdu>  
    </Associati onContext>  
</i q>  
 
* ****************************************  
Response  #5:  
< iq  i d="54eca1 1 422ab0"  type="resu l t"  to=" ied2@w7frf1 940d/acsi "  
from=" ied@w7frf1 940d/acsi ">  

<Associati onContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <conf i rmed-ResponsePDU>  
                < i nvokeI d>2A65</i nvokeId>  
                <Confi rmedServiceResponse>  
                    <getNameList>  
                        < l i s tOfI denti f i er>  
                            < I den ti f ier>CSWI1 $ST$Heal th$t</I den ti f ier>  
                            < I den ti f ier>CSWI1 $ST$Pos</I den ti f i er>  
                            < I den ti f ier>CSWI1 $ST$Pos$stVal</I denti f i er>  
                            < I den ti f ier>CSWI1 $ST$Pos$q</Identi f i er>  
                            < I den ti f ier>CSWI1 $ST$Pos$t</I den ti f ier>  
                        </l i stOfIden ti f i er>  
                        <moreFol lows>false</moreFol l ows>  
                    < /getNameList>  
                < /Conf i rmedServiceResponse>  
            < /confi rmed-ResponsePDU>  
        </MMSpdu>  
    </Associat ionContext>  
</i q>  
 

B.3  Report  

<message  i d="rpt54eca25545948"  xm lns="h ttp: //www. iec. ch /61 850/201 5/SCSM_8_2"  
to=" ied2@w7frf1 940d/acsi "  type="chat">  

<AssociationContext  i d="32:78"  xm lns="http: //www. iec. ch/61 850/201 5/SCSM_8_2">  
        <MMSpdu>  
            <unconfi rmed-PDU>  
                < i nvokeI d>4F9C8</invokeI d>  
                < i n formationReport>  
                    <variableAccessSpeci f i cati on>RPT</variableAccessSpeci f i cati on>  
                    < l i s tOfAccessResu l t>  
                        <VSTRING>CONTROL/GGIO1 $BR$simpleBReport05</VSTRING>  
                        <BITSTRING>01 1 1 1 1 001 0</BITSTRING>  
                        <UNSIGNED>2</UNSIGNED>  
                        <BTIME>1 4247941 97</BTIME>  



IEC  TR  61 850-80-3:201 5  © I EC  201 5  – 89  –  
 

 

                        <VSTRING>CONTROL/GGIO1 $myNewDS</VSTRING>  
                        <UNSIGNED>1 </UNSIGNED>  
                        <BITSTRING>1 1 </BITSTRING>  
                        <VSTRING>CONTROL/GGIO1 $ST$I nd3</VSTRING>  
                        <VSTRING>CONTROL/GGIO1 $ST$I nd1 </VSTRING>  
                        <SEQUENCE>  
                            <boolean>FALSE</boolean>  
                            <bi t-stri ng>0X0</bi t-s tring>  
                            < t imestamp>6920496l</timestamp>  
                        < /SEQUENCE>  
                        <SEQUENCE>  
                            <boolean>FALSE</boolean>  
                            <bi t-stri ng>0X0</bi t-s tring>  
                            <t imestamp>6921 728l</t imestamp>  
                        </SEQUENCE>  
                        <BITSTRING>00001 0</BITSTRING>  
                        <BITSTRING>00001 0</BITSTRING>  
                    </l i stOfAccessResu l t>  
                </i n formationReport>  
            < /unconfi rmed-PDU> 
        </MMSpdu>  
    </Associat ionContext>  
</message>  

 

______________ 
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