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Part 3-2:  Functional  safety fieldbuses  –  
Additional  specifications  for CPF 2  

 
FOREWORD 

1 )  The  I n ternational  E l ectrotechn ical  Commissi on  ( I EC)  i s  a  worl dwide  organ izati on  for standard i zati on  compri s i ng  
a l l  nati onal  e l ectrotechn ical  commi ttees  ( I EC  Nati onal  Commi ttees).  The  obj ect  of I EC  i s  to  promote  
i n ternati onal  co-operati on  on  a l l  q uesti ons  concern ing  standard izati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es ,  I EC  publ i shes  I n ternati onal  S tandards,  Techn ica l  Speci fi cati ons,  
Techn ica l  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu i des  (hereafter referred  to  as  “ I EC  
Pub l i cati on (s)” ) .  Thei r preparati on  i s  en trusted  to  techn ical  commi ttees;  any I EC  National  Commi ttee  i n terested  
i n  the  subj ect dea l t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternati onal ,  governmen tal  and  non -
governmen tal  organ izati ons  l i a i s i ng  wi th  the  I EC  a l so  parti ci pate  i n  th i s  preparati on .  I EC  co l l aborates  cl osel y 
wi th  the  I n ternati onal  Organ izati on  for S tandard izati on  ( I SO)  i n  accordance  wi th  cond i ti ons  determ ined  by 
ag reement  between  the  two  organ izati ons.  

2 )  The  formal  d eci s ions  or ag reemen ts  of I EC  on  techn ical  matters  express,  as  nearl y as  poss ib l e,  an  i n ternati onal  
consensus  of op i n i on  on  the  re l evan t  subjects  s i nce  each  techn ical  commi ttee  has  represen tati on  from  a l l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of recommendati ons  for i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Commi ttees  i n  that  sense.  Wh i l e  a l l  reasonab le  efforts  are  made  to  ensu re  that  the  techn ica l  con ten t  of I EC  
Pub l i cati ons  i s  accu rate ,  I EC  cannot  be  hel d  responsibl e  for the  way i n  wh i ch  they are  u sed  or for any 
m is i n terpretati on  by any end  u ser.  

4 )  I n  order to  promote  i n ternational  u n i form i ty,  I EC  National  Commi ttees  undertake  to  appl y I EC  Publ i cati ons  
transparen tl y to  the  maximum  exten t  possi b l e  i n  thei r nati onal  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC  Publ i cati on  and  the  correspond i ng  nati onal  or reg i onal  publ i cati on  sha l l  be  cl earl y i nd i cated  i n  
the  l a tter.  

5)  I EC  i tsel f d oes  not provide  any attestati on  of con form i ty.  I ndependen t  certi fi cati on  bod ies  provide  conform i ty 
assessmen t  services  and ,  i n  some  areas,  access  to  I EC  marks  of con form i ty.  I EC  i s  n ot  responsibl e  for any 
services  carri ed  ou t  by i ndependen t  certi fi cati on  bod i es .  

6)  Al l  u sers  shou l d  ensu re  that  they have  the  l a test ed i ti on  of th i s  publ i cati on .  

7)  N o  l i ab i l i ty sha l l  a ttach  to  I EC  or i ts  d i rectors,  employees,  servan ts  or agen ts  i ncl ud i ng  i nd i vi dual  experts  and  
members  of i ts  techn i ca l  commi ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property d amage  or 
o ther damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cati on ,  use  of,  or re l i ance  upon ,  th i s  I EC  Publ i cati on  or any other I EC  
Publ i cati ons.   

8)  Atten ti on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cati on .  U se  of the  referenced  publ i cati ons  i s  
i nd i spensabl e  for the  correct  app l i cati on  of th i s  pub l i cati on .  

9)  Atten ti on  i s  d rawn  to  the  poss ib i l i ty that  some  of the  e l emen ts  of th i s  I EC  Publ i cati on  may be  the  sub ject  of 
paten t  ri gh ts .  I EC  shal l  n ot  be  he l d  responsib l e  for i d en ti fyi ng  any or a l l  such  paten t  ri gh ts .  

I n ternational  Standard  IEC  61 784-3-2  has  been  prepared  by subcommittee  65C:  I ndustrial  
networks,  of I EC  techn ical  commi ttee  65:  I ndustria l -process  measurement,  control  and  
au tomation .  

Th is  th i rd  ed i tion  cancels  and  replaces  the  second  ed i tion  publ i shed  in  201 0.  Th is  ed i tion  
consti tu tes  a  techn ical  revis ion .  The  main  changes  wi th  respect to  the  previous  ed i tion  are  
l i sted  below (and  h igh l i gh ted  i n  yel low in  th is  document) .  

•  Added  detai l ed  requ i rements  for use  of FSCP 2/1  i n  con junction  wi th  CP  1 6/3  (see  4 . 1 ,  
6 . 4 . 3,  6 . 5.3 ,  8 . 2 ,  8 . 1 3,  and  m iscel l aneous  references  when  referencing  CPF  2  networks);  

•  Defined  object class  section  keywords  for safety to  EDS  fi l e  defin i tion  i n  8 . 1 0 .2 . 1 ;  

•  New sections  on  safety CRC overview in  7 . 1 . 2 . 1  and  Rol lover counts  for EF  format i n  7. 4 ;  

•  Corrections  to  PFH  calcu lations  i n  9 . 5. 2 ;  
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•  Change  from  MACID  to  NodeID  as  general  reference  to  network i den ti fier;  

•  M iscel laneous  m inor corrections  made  s ince  the  l ast publ ication .  

The  text of th is  standard  i s  based  on  the  fol l owing  documents:  

FDIS  Report  on  voti ng  

65C/851 /FDIS  65C/854/RVD 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  standard  can  be  found  in  the  report on  
voting  i nd icated  i n  the  above  table.  

Th is  publ ication  has  been  d rafted  i n  accordance  wi th  the  ISO/IEC Di rectives,  Part 2 .  

A l i st of a l l  parts  of the  I EC  61 784-3  series,  publ ished  under the  general  ti tle  Industrial 
communication networks – Profiles – Functional safety fieldbuses,  can  be  found  on  the  I EC 
websi te.  

The  commi ttee  has  decided  that the  con tents  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  i nd icated  on  the  I EC  web  s i te  under "h ttp: //webstore. iec.ch"  i n  the  data  
related  to  the  speci fic publ ication .  At th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

 

IMPORTANT – The 'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct 
understanding  of i ts  contents.  Users  should  therefore print th is  document using  a  
colour printer.  
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0  In troduction  

0.1  General  

The  I EC 61 1 58  fi el dbus  standard  together wi th  i ts  compan ion  standards  I EC  61 784-1  and  
I EC  61 784-2  defines  a  set of commun ication  protocols  that enable  d i stribu ted  con trol  of 
au tomation  appl ications.  F iel dbus  technology i s  now considered  wel l  accepted  and  wel l  
proven .  Thus  fie ldbus  enhancements  con tinue  to  emerge,  addressing  appl ications  for areas  
such  as  real  time,  safety-related  and  securi ty-related  appl ications.  

Th is  standard  expla ins  the  relevant princip les  for functional  safety commun ications  wi th  
reference  to  I EC  61 508  series  and  speci fies  several  safety commun ication  layers  (profi les  and  
correspond ing  protocols)  based  on  the  commun ication  profi les  and  protocol  l ayers  of 
I EC  61 784-1 ,  I EC  61 784-2  and  the  IEC  61 1 58  series.  I t  does  not cover e lectrical  safety and  
in trinsic safety aspects.  

F igure  1  shows  the  relationsh ips  between  th is  standard  and  relevant safety and  fi e ldbus  
standards  i n  a  mach inery envi ronment.  

 

NOTE  Subcl auses  6 . 7 . 6 . 4  (h i gh  complexi ty)  and  6 . 7 . 8. 1 . 6  ( l ow complexi ty)  of I EC  62061  speci fy the  re l ati onsh i p  
between  PL  (Category)  and  S I L.  

Figure  1  – Relationsh ips  of IEC  61 784-3  with  other standards  (machinery)  

IEC  
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F igure  2  shows  the  relationsh ips  between  th is  standard  and  relevant safety and  fi e l dbus  
standards  in  a  process  envi ronment.  

 

a  For speci fi ed  e l ectromagneti c  envi ronmen ts ;  otherwi se  I EC  61 326-3-1  or I EC  61 000-6-7 .  

b  EN  rati fi ed .  

Figure  2  – Relationships  of IEC  61 784-3  wi th  other standards  (process)  

Safety commun ication  l ayers  wh ich  are  implemented  as  parts  of safety-related  systems 
accord ing  to  I EC  61 508  series  provide  the  necessary confidence  i n  the  transportation  of 
messages  ( i n formation)  between  two  or more  participants  on  a  fi el dbus  i n  a  safety-related  
system,  or su fficien t confidence  of safe  behaviour i n  the  even t of fi e ldbus  errors  or fa i lu res.  

Safety commun ication  layers  speci fied  i n  th is  standard  do  th is  i n  such  a  way that a  fie ldbus  
can  be  used  for appl ications  requ i ring  functional  safety up  to  the  Safety I n tegri ty Level  (SIL)  
speci fied  by i ts  correspond ing  functional  safety commun ication  profi le .  

The  resu l ting  S I L  cla im  of a  system  depends  on  the  implementation  of the  selected  functional  
safety commun ication  profi le  (FSCP)  wi th in  th is  system  – implementation  of a  functional  
safety commun ication  profi le  i n  a  standard  device  i s  not su fficien t to  qual i fy i t  as  a  safety 
device.  

  

IEC  
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Th is  standard  describes:  

– basic princip les  for implementing  the  requ i rements  of I EC  61 508  series  for safety-
related  data  commun ications,  i nclud ing  possib le  transmission  fau l ts,  remed ia l  
measures  and  considerations  affecting  data  in tegri ty;  

– functional  safety commun ication  profi les  for several  commun ication  profi le  fami l i es  i n  
I EC  61 784-1  and  I EC  61 784-2 ,  i nclud ing  safety layer extensions  to  the  commun ication  
service  and  protocols  sections  of the  I EC  61 1 58  series.  

0.2  Patent declaration  

The  I n ternational  E lectrotechn ical  Commission  ( I EC)  d raws  atten tion  to  the  fact that i t  i s  
cla imed  that compl iance  wi th  th is  document may i nvolve  the  use  of paten ts  concern ing  the  
functional  safety communication  profi les  for fami l y 2  as  fo l lows,  where  the  [xx]  notation  
i nd icates  the  holder of the  patent ri gh ts:  

US  6, 631 , 476  [RA]  Safety network for i ndustria l  control ler provid ing  redundant 
connections  on  s ing le  med ia  

US  6 , 701 , 1 98  [RA]  Safety network for i ndustria l  con trol ler a l l owing  i n i tia l i zation  on  
standard  networks  

US  6 , 721 , 900  [RA]  Safety network for i ndustria l  con trol ler having  reduced  bandwid th  
requ i rements  

US  6 , 891 , 850  [RA]  Network independent safety protocol  for i ndustria l  con trol l er 

US  6 , 91 5, 444  [RA]  Network i ndependent safety protocol  for i ndustria l  control ler 
us ing  data  man ipu lation  techn iques  

I EC  takes  no  posi tion  concern ing  the  evidence,  val id i ty and  scope  of these  paten t ri gh ts.  

The  holder of these  paten t ri gh ts  has  assured  the  I EC  that he/she  i s  wi l l i ng  to  negotiate  
l i cences  e i ther free  of charge  or under reasonable  and  non-d iscrim inatory terms  and  
cond i tions  wi th  appl ican ts  th roughou t the  world .  I n  th is  respect,  the  statement of the  holder of 
these  paten t ri gh ts  i s  reg istered  wi th  I EC.  

I n formation  may be  obtained  from:  

[RA]  Rockwel l  Automation ,  I nc.   
1 201  S .  Second  Street  
M i lwaukee,  WI  53204   
USA  
Attention :  I n te l lectual  Property Dept.  

Atten tion  i s  d rawn  to  the  possib i l i ty that some  of the  elements  of th is  document may be  the  
subject of paten t righ ts  other than  those  i den ti fied  above.  I EC  shal l  not be  held  responsible  for 
i den ti fying  any or a l l  such  paten t ri gh ts.  

I SO  (www. iso. org/patents)  and  I EC (h ttp: //patents. iec.ch)  main tain  on-l ine  data  bases  of 
paten ts  re levant to  thei r standards.  Users  are  encouraged  to  consu l t  the  data  bases  for the  
most up  to  date  i n formation  concern ing  paten ts.  
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INDUSTRIAL COMMUNICATION  NETWORKS –  
PROFILES –  

 
Part 3-2:  Functional  safety fieldbuses  –  
Additional  specifications  for CPF 2  

 
 
 

1  Scope 

Th is  part of the  I EC  61 784-3  series  speci fies  a  safety commun ication  l ayer (services  and  
protocol )  based  on  CPF 2  of I EC  61 784-1 ,  I EC  61 784-2  and  I EC  61 1 58  Type  2 .  I t  i denti fies  
the  princip les  for functional  safety commun ications  defined  in  I EC  61 784-3  that are  re levant 
for th is  safety commun ication  l ayer.  Th is  safety commun ication  l ayer i s  i n tended  for 
implementation  i n  safety devices  on ly.  

NOTE  1  I t  d oes  not  cover e l ectri ca l  safety and  i n tri ns i c  safety aspects .  E l ectri cal  safety re l a tes  to  hazards  such  
as  e l ectri ca l  shock.  I n tri ns i c  safety re l ates  to  hazards  associated  wi th  poten ti a l l y expl osive  atmospheres.  

Th is  part 1  defines  mechan isms  for the  transmission  of safety-relevant messages  among  
participan ts  wi th in  a  d istribu ted  network using  fi el dbus  technology in  accordance  wi th  the  
requ i rements  of I EC  61 508  series 2  for functional  safety.  These  mechan isms  may be  used  in  
various  i ndustrial  appl ications  such  as  process  control ,  manufacturing  au tomation  and  
mach inery.  

Th is  part provides  gu idel ines  for both  developers  and  assessors  of compl ian t devices  and  
systems.  

NOTE  2  The  resu l ti ng  S I L  cl a im  of a  system  depends  on  the  implemen tati on  of the  sel ected  functi onal  safety 
commun icati on  profi l e  wi th i n  th i s  system  – impl emen tati on  of a  functi onal  safety commun icati on  profi l e  accord i ng  to  
th i s  part  i n  a  s tandard  device  i s  n ot  su ffi ci en t  to  qual i fy i t  as  a  safety devi ce.  

2  Normative references  

The  fol lowing  documents,  i n  whole  or i n  part,  are  normatively referenced  in  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on ly the  ed i tion  ci ted  appl ies.  For 
undated  references,  the  latest ed i tion  of the  referenced  document ( i nclud ing  any 
amendments)  appl ies.  

I EC  61 1 31 -2,  Programmable controllers – Part 2: Equipment requirements and tests 

I EC  61 1 31 -3,  Programmable controllers – Part 3: Programming languages 

I EC  61 1 58-2,  Industrial communication networks – Fieldbus specifications – Part 2:  Physical 
layer specification and service definition 

I EC  61 1 58-3-2,  Industrial communication networks – Fieldbus specifications – Part 3-2: Data-
link layer service definition  – Type 2 elements 

I EC  61 1 58-3-1 9,  Industrial communication networks – Fieldbus specifications – Part 3-19: 
Data-link layer service definition  – Type 19 elements 

______________ 

1   I n  the  fol l owing  pages  of th i s  s tandard ,  “ th i s  part”  wi l l  be  used  for “ th i s  part  of the  I EC  61 784-3  seri es” .  

2   I n  the  fol l owing  pages  of th i s  s tandard ,  “ I EC 61 508”  wi l l  be  used  for “ I EC  61 508  series” .  
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I EC  61 1 58-4-2,  Industrial communication networks – Fieldbus specifications – Part 4-2:  Data-
link layer protocol specification – Type 2 elements  

I EC  61 1 58-4-1 9,  Industrial communication networks – Fieldbus specifications – Part 4-19: 
Data-link layer protocol specification – Type 19 elements  

I EC  61 1 58-5-2,  Industrial communication networks – Fieldbus specifications – Part 5-2:  
Application layer service definition  – Type 2 elements 

I EC  61 1 58-5-1 9,  Industrial communication networks – Fieldbus specifications – Part 5-19: 
Application layer service definition – Type 19 elements 

I EC  61 1 58-6-2,  Industrial communication networks – Fieldbus specifications – Part 6-2:  
Application layer protocol specification – Type 2 elements 

I EC  61 1 58-6-1 9,  Industrial communication networks – Fieldbus specifications – Part 6-19: 
Application layer protocol specification – Type 19 elements 

I EC  61 326-3-1 ,  Electrical equipment for measurement,  control and laboratory use – EMC 
requirements – Part 3-1 : Immunity requirements for safety-related systems and for equipment 
intended to perform safety-related functions (functional safety)  – General industrial 
applications 

I EC  61 326-3-2,  Electrical equipment for measurement,  control and laboratory use – EMC 
requirements – Part 3-2: Immunity requirements for safety-related systems and for equipment 
intended to perform safety-related functions (functional safety)  – Industrial applications with  
specified electromagnetic environment 

I EC  61 508  (al l  parts) ,  Functional safety of electrical/electronic/programmable electronic 
safety-related systems 

I EC  61 784-1 ,  Industrial communication networks – Profiles – Part 1 :  Fieldbus profiles 

I EC  61 784-2,  Industrial communication networks – Profiles – Part 2:  Additional fieldbus 
profiles for real-time networks based on  ISO/IEC 8802-3 

I EC  61 784-3:—3,  Industrial communication networks – Profiles – Part 3:  Functional safety 
fieldbuses – General rules and profile definitions 

I EC  61 784-5-2,  Industrial communication networks – Profiles – Part 5-2: Installation  of 
fieldbuses – Installation  profiles for CPF 2 

I EC  61 91 8,  Industrial communication networks – Installation of communication networks in  
industrial premises 

I SO  1 3849-1 : 2006,  Safety of machinery – Safety-related parts of control systems – Part 1 : 
General principles for design 

I SO  1 5745-2: 2003,  Industrial automation systems and integration – Open systems application 
integration framework – Part 2:  Reference description for ISO 11898-based control systems 

I SO  1 5745-3: 2003,  Industrial automation systems and integration – Open systems application 
integration framework – Part 3:  Reference description  for IEC 61158-based control systems 

______________ 

3 To  be  publ i shed .  
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I SO  1 5745-4: 2003,  Industrial automation systems and integration – Open systems application 
integration framework – Part 4:  Reference description  for Ethernet-based control systems 

3  Terms,  defin i tions,  symbols,  abbreviated  terms  and  conventions  

3.1  Terms  and  defin i tions  

For the  purposes  of th is  document,  the  fol l owing  terms  and  defin i tions  apply.  

NOTE  I ta l i cs  are  u sed  i n  the  d efi n i ti ons  to  h i gh l i gh t  terms  wh i ch  are  themsel ves  defi ned  i n  3 . 1 .  

3.1 .1  Common  terms  and  defin i tions  

NOTE  These  common  terms  and  defi n i ti ons  are  i nheri ted  from  I EC  61 784-3:—.  

3.1 .1 . 1   
avai labi l i ty 
probabi l i ty for an  au tomated  system  that for a  g iven  period  of time  there  are  no  unsati sfactory 
system  cond i tions  such  as  loss  of production   

3.1 .1 .2   
bi t  error probabi l i ty 
Pe 
probabi l i ty for a  g i ven  b i t  to  be  received  wi th  the  i ncorrect value  

3.1 .1 .3   
black channel  
defined communication system  con tain ing  one  or more  elements  wi thou t evidence  of design  
or va l i dation  accord ing  to  I EC  61 508  

Note  1  to  en try:  Th i s  defi n i ti on  expands  the  u sual  mean ing  of channel  to  i ncl ude  the  system  that  con ta ins  the  
channel .  

3.1 .1 .4   
bridge 
abstract device  that connects  mu l tip le  network segments  a long  the  data  l i nk l ayer 

3.1 .1 .5   
closed  communication  system 
fi xed  number or fi xed  maximum  number of participan ts  l i nked  by a  communication system  wi th  
wel l -known  and  fixed  properties,  and  where  the  risk of unauthorized  access  i s  considered  
neg l i g ib le  

[SOURCE:  I EC  62280:201 4,  3 . 1 . 6 ,  mod i fied  – transmission  replaced  by commun ication ]  

3.1 .1 .6   
communication  channel  
l og ical  connection  between  two  end-poin ts  wi th in  a  communication system  

3.1 .1 .7   
communication  system 
arrangement of hardware,  software  and  propagation  med ia  to  a l low the  transfer of messages  
( I SO/IEC 7498-1  appl ication  layer)  from  one  appl i cation  to  another 

3.1 . 1 .8   
connection  
l og ical  b ind ing  between  two  appl ication  objects  wi th in  the  same  or d i fferen t devices  
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3.1 .1 .9   
Cycl ic  Redundancy Check 
CRC 
<value>  redundant data  derived  from,  and  stored  or transmi tted  together wi th ,  a  b lock of data  
i n  order to  detect data  corruption  

<method>  procedure  used  to  calcu late  the  redundant data  

Note  1  to  en try:  Terms  “CRC code”  and  "CRC s i gnatu re" ,  and  l abel s  such  as  CRC1 ,  CRC2,  may a l so  be  used  i n  
th i s  s tandard  to  refer to  the  redundan t data .  

Note  2  to  en try:  See  a l so  [32 ] ,  [33] 4.  

3.1 .1 . 1 0   
defined  communication  system 
defined  channel  
fi xed  number or fi xed  maximum  number of participants  l i nked  by a  fieldbus  based  
communication system  wi th  wel l -known  and  fi xed  properties,  such  as  i nstal lation  cond i tions,  
e lectromagnetic immun i ty,  i ndustria l  (active)  network elements,  and  where  the  risk of 
unau thorized  access  i s  reduced  to  a  to lerated  l evel  accord ing  to  the  l i fecycle  model  of 
I EC  62443,  us ing  for example  zones  and  condu i ts  

3.1 .1 . 1 1   
error 
d iscrepancy between  a  computed ,  observed  or measured  value  or cond i tion  and  the  true,  
speci fied  or theoretical l y correct value  or cond i tion  

Note  1  to  en try:  Errors  may be  d ue  to  des ign  m istakes  wi th i n  hardware/software  and /or corrupted  i n formation  due  
to  e l ectromagneti c  i n terference  and /or other effects .  

Note  2  to  en try:  Errors  do  not necessari l y resu l t  i n  a  failure  or a  fault.  

[SOURCE:  I EC  61 508-4:201 0,  3 . 6. 1 1 ,  mod i fied  – notes  added ]  

3.1 .1 . 1 2   
fai lure  
termination  of the  abi l i ty of a  functional  un i t  to  perform  a  requ i red  function  or operation  of a  
functional  un i t  i n  any way other than  as  requ i red  

Note  1  to  en try:  Fa i l u re  may be  d ue  to  an  error ( for example ,  problem  wi th  hardware/software  desi gn  or message  
d i srupti on )   

 [SOURCE:  I EC  61 508-4:201 0,  3 . 6 .4 ,  mod i fied  – notes  and  fi gu res  replaced ]  

3.1 .1 . 1 3   
fau l t  
abnormal  cond i tion  that may cause  a  reduction  in ,  or l oss  of,  the  capabi l i ty of a  functional  un i t  
to  perform  a  requ i red  function  

Note  1  to  en try:   I EC  60050-1 91 : 1 990,  1 91 . 05. 01  d efi nes  “fau l t”  as  a  s tate  characteri zed  by the  i nabi l i ty to  
perform  a  requ i red  fu ncti on ,  excl ud i ng  the  i nabi l i ty d u ri ng  preven ti ve  mai n tenance  or other p l anned  acti ons ,  or d ue  
to  l ack of externa l  resources.  

[SOURCE:  I EC  61 508-4:201 0,  3 . 6. 1 ,  mod i fied  – fi gure  reference  deleted ]  

3.1 .1 . 1 4  
fieldbus  
communication system  based  on  serial  data  transfer and  used  i n  i ndustrial  au tomation  or 
process  control  appl ications  

______________ 

4  F i gu res  i n  square  brackets  refer to  the  b i b l i og raphy.  
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3.1 .1 . 1 5  
DLPDU  
DEPRECATED:  frame 
Data  L ink Protocol  Data  Un i t  

3.1 .1 . 1 6   
hash  function  
(mathematical )  function  that maps  values  from  a  (possibly very)  l arge  set of va lues  i n to  a  
(usual l y)  smal ler range  of va lues  

Note  1  to  en try:  H ash  functi ons  can  be  used  to  detect  data  corrupti on .  

Note  2  to  en try:  Common  hash  fu ncti ons  i ncl ude  pari ty,  checksum  or CRC.  

[SOURCE:  I EC  TR 6221 0:2003,  4 . 1 . 1 2 ,  mod i fied  – add i tion  of “usual ly”  and  notes]  

3.1 . 1 . 1 7   
hazard  
state  or set of cond i tions  of a  system  that,  together wi th  other related  cond i tions  wi l l  i nevi tably 
l ead  to  harm  to  persons,  property or envi ronment 

3.1 . 1 . 1 8   
master 
active  commun ication  en ti ty able  to  i n i tiate  and  schedu le  commun ication  activi ti es  by other 
stations  wh ich  may be  masters  or s l aves  

3.1 . 1 . 1 9   
message 
ordered  series  of octets  i n tended  to  convey i n formation  

[SOURCE:  I SO/IEC  2382-1 6: 1 996,  1 6 . 02.01 ,  mod i fied  – character replaced  by octet]  

3.1 . 1 .20   
nu isance  trip  
spurious trip  wi th  no  harmfu l  effect 

Note  1  to  en try:  I n ternal  abnormal  errors  can  be  caused  i n  communication  systems  such  as  wi re less  transm issi on ,  
for example  by too  many retri es  i n  the  presence  of i n terferences.  

3.1 .1 .21   
performance level  
PL 
d iscrete  level  used  to  speci fy the  abi l i ty of safety-related  parts  of control  systems  to  perform  a  
safety function  u nder foreseeable  cond i tions   

[SOURCE:  I SO  1 3849-1 : 2006,  3 . 1 . 23]  

3.1 .1 .22   
redundancy 
existence  of more  than  one  means  for performing  a  requ i red  function  or for representing  
i n formation  

[SOURCE:  I EC  61 508-4:201 0,  3 . 4 .6 ,  mod i fied  – example  and  notes  deleted ]  

3.1 .1 .23   
rel iabi l i ty 
probabi l i ty that an  au tomated  system  can  perform  a  requ i red  function  under g iven  cond i tions  
for a  g i ven  time  i n terval  (t1 , t2)  
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Note  1  to  en try:  I t  i s  general l y  assumed  that the  au tomated  system  i s  i n  a  s tate  to  perform  th i s  requ i red  fu ncti on  
at  the  beg inn i ng  of the  time  i n terval .  

Note  2  to  en try:  The  term  " re l i abi l i ty"  i s  a l so  used  to  denote  the  re l i abi l i ty performance  quan ti fi ed  by th i s  
probabi l i ty.  

Note  3  to  en try:  Wi th i n  the  MTBF  or MTTF  peri od  of time,  the  probabi l i ty that  an  au tomated  system  wi l l  perform  a  
requ i red  functi on  under g i ven  cond i ti ons  i s  decreasi ng .  

Note  4  to  en try:  Rel i ab i l i ty d i ffers  from  availability.  

[SOURCE:  I EC  TR 62059-1 1 : 2002,  3 . 1 7,  mod i fied  – use  of "au tomated  system"  instead  of 
" i tem"  and  add i tion  of two  notes]  

3.1 . 1 .24  
residual  error rate  
statistical  rate  at wh ich  the  SCL safety measures  fa i l  to  detect errors  

3.1 .1 .25   
risk 
combination  of the  probabi l i ty of occurrence  of harm  and  the  severi ty of that harm  

Note  1  to  en try:  For more  d i scussi on  on  th i s  concept  see  Annex A of I EC  61 508-5: 201 0 .  

[SOURCE:  I EC  61 508-4:201 0,  3 . 1 . 6 ,  and  I SO/IEC Gu ide  51 : 201 4,  defin i ti on  3 . 9 ,  mod i fied  – 
d i fferen t note]  

3.1 .1 .26   
safety communication  channel  
communication channel s tarting  at  the  top  of the  SCL of the  source  and  end ing  at  the  top  of 
the  SCL of the  s ink 

Note  1  to  en try:  I t  can  be  model l ed  as  two  SCLs  connected  by a  black channel  or a  defined communication  
system ,  or a  defined channel.  

3.1 .1 .27   
safety communication  layer 
SCL 
commun ication  l ayer above  the  FAL  that i ncludes a l l  necessary add i tional  measures  to  ensure  
safe  transmission  of data  i n  accordance  wi th  the  requ i rements  of I EC  61 508  

3.1 .1 .28   
safety connection  
connection  that u ti l i zes  the  safety protocol  for commun ications  transactions  

3.1 .1 .29   
safety data 
data  transmi tted  across  a  safety network using  a  safety protocol  

Note  1  to  en try:  The  Safety Communication  Layer d oes  not  ensu re  safety of the  data  i tse l f,  on l y that  the  data  i s  
transm i tted  safe l y.  

3.1 .1 .30   
safety device 
device  designed  i n  accordance  wi th  I EC  61 508  and  wh ich  implements  the  functional  safety 
commun ication  profi le  

3.1 .1 .31   
safety function  
function  to  be  implemented  by an  E/E/PE  safety-related system  or other risk reduction  
measures,  that i s  i n tended  to  ach ieve  or main tain  a  safe  state  for the  EUC,  i n  respect of a  
speci fic hazardous  event 
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[SOURCE:  I EC  61 508-4:201 0,  3 . 5. 1 ,  mod i fied  – references  and  example  deleted ]  

3.1 . 1 .32   
safety function  response time 
worst case  e lapsed  time  fol l owing  an  actuation  of a  safety sensor connected  to  a  fieldbus,  
un ti l  the  correspond ing  safe  state  of i ts  safety actuator(s)  i s  ach ieved  i n  the  presence  of 
errors  or failures  i n  the  safety function  

Note  1  to  en try:  Th i s  concept  i s  i n troduced  i n  I EC  61 784-3:—,  5 . 2 . 4  and  add ressed  by the  functi onal  safety 
commun icati on  profi l es  d efi ned  i n  th i s  part.  

3.1 .1 .33   
safety in tegri ty l evel  
SIL  
d iscrete  l evel  (one  ou t of a  possible  four),  correspond ing  to  a  range  of safety i n tegri ty values,  
where  safety i n tegri ty l evel  4  has  the  h ighest l evel  of safety i n tegri ty and  safety i n tegri ty 
l evel  1  has  the  l owest 

Note  1  to  en try:  The  target  failure  measures  (see  I EC 61 508-4 : 201 0 ,  3 . 5 . 1 7)  for the  fou r safety i n teg ri ty l evel s  are  
speci fi ed  i n  Tab l es  2  and  3  of I EC  61 508-1 : 201 0 .  

Note  2  to  en try:  Safety i n teg ri ty l evel s  are  u sed  for speci fyi ng  the  safety i n tegri ty requ i remen ts  of the  safety 
functions  to  be  a l l ocated  to  the  E /E/PE  safety-related systems .  

Note  3  to  en try:  A safety i n tegri ty l evel  (S I L)  i s  not  a  property of a  system,  subsystem,  e l emen t or componen t.  The  
correct  i n terpretati on  of the  ph rase  “S I Ln  safety-related system”  (where  n  i s  1 ,  2 ,  3  or 4 )  i s  that  the  system  i s  
poten ti a l l y capabl e  of supporti ng  safety functions  wi th  a  safety i n tegri ty l evel  up  to  n .  

[SOURCE:  I EC  61 508-4:201 0,  3 . 5. 8]  

3.1 .1 .34  
safety measure 
measure  to  control  possib le  commun ication  errors  that i s  designed  and  implemented  in  
compl iance  wi th  the  requ i rements  of I EC  61 508  

Note  1  to  en try:  I n  practi ce,  several  safety measures  are  combined  to  ach ieve  the  requ i red  safety integrity level.  

Note  2  to  en try:  Commun icati on  errors  and  re l ated  safety measu res  are  deta i l ed  i n  I EC  61 784-3:—,  5 . 3  and  5 . 4 .  

3.1 .1 .35   
safety PDU  
SPDU  
PDU  transferred  through  the  safety communication channel 

Note  1  to  en try:  The  SPDU  may i ncl ude  more  than  one  copy of the  safety data  u s i ng  d i fferi ng  cod ing  s tructu res  
and  hash  functions  together wi th  expl i ci t  parts  of add i ti ona l  protecti ons  such  as  a  key,  a  sequence  coun t,  or a  time 
stamp  mechan ism .  

Note  2  to  en try:  Redundant  SCLs  may provi de  two  d i fferen t vers i ons  of the  SPDU  for i n serti on  i n to  separate  fi e l ds  
of the  fieldbus frame .  

3.1 .1 .36   
safety-related  appl ication  
programs  designed  i n  accordance  wi th  I EC 61 508  to  meet the  SI L  requ i rements  of the  
appl ication  

3.1 .1 .37   
safety-related  system 
system  performing  safety functions  accord ing  to  I EC  61 508  
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3.1 .1 .38   
s lave  
passive  commun ication  en ti ty able  to  receive  messages  and  send  them  in  response  to  
another commun ication  en ti ty wh ich  may be  a  master or a  s lave  

3.1 .1 .39   
spurious  trip  
trip  caused  by the  safety system  wi thou t a  process  demand  

3.1 .1 .40   
time  stamp 
time  i n formation  i ncluded  i n  a  message  

3.1 .2  CPF  2:  Additional  terms  and  defin i tions  

3. 1 .2 .1   
base  format 
format used  for connection  RPIs  of l ess  than  1 00  ms  or for appl ications  where  d ropped  
connections  can  be  tolerated  

3.1 .2 .2   
extended  format 
format used  for connection  RPIs  of more  than  1 00  ms  or for appl ications  where  there  i s  a  
need  to  avoid  d ropped  connections  

3.1 .2 .3   
ping  
request for the  consumer to  acknowledge  the  reception  of a  message  

3.1 .2 .4  
ping  response 
response  to  a  pi ng  

3.1 .2 .5   
s ignature 
method  of un iquely i denti fying  a  set of data  

Note  1  to  en try:  Th i s  cou l d  be  by revi s ion ,  checksum  or some  other method  that  i s  ag reed  upon  by the  ori g i nati ng  
and  target  devices.  

3.2  Symbols  and  abbreviated  terms  

3.2 .1  Common  symbols  and  abbreviated  terms  

CP Commun icati on  Profi l e   [ I EC  61 784-1 ]  

CPF  Commun icati on  Profi l e  Fam i l y  [ I EC  61 784-1 ]  

CRC Cycl i c  Redundancy Check   

DLL  Data  L i nk Layer [ I SO/IEC  7498-1 ]  

DLPDU  Data  L i nk Protocol  Data  Un i t   

EMC E l ectromagneti c  Compati b i l i ty  

EUC Equ ipment Under Con trol  [ I EC  61 508-4 : 201 0]  

E /E/PE  E l ectri ca l /E l ectron ic/Prog rammable  E l ectron ic  [ I EC  61 508-4: 201 0]  

FAL  F i e l dbus  Appl i cati on  Layer [ I EC  61 1 58-5]  

FS  Functi onal  Safety  

FSCP  Functi onal  Safety Commun icati on  Profi l e   

MTBF  Mean  Time  Between  Fa i l u res   
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MTTF  Mean  Time  To  Fa i l u re   

PDU  Protocol  Data  Un i t  [ I SO/IEC  7498-1 ]  

PFD  Probabi l i ty of d angerous  Fai l u re  on  Demand  [ I EC  61 508-4 : 201 0]  

PFH  Average  frequency of dangerous  fa i l u re  [h -1 ]  per hou r [ I EC  61 508-4: 201 0 ]  

PhL  Phys i ca l  Layer [ I SO/IEC  7498-1 ]  

PL  Performance  Level  [ I SO  1 3849-1 ]  

PLC Programmable  Log ic  Con trol l er  

SCL  Safety Commun icati on  Layer  

S I L  Safety I n tegri ty Level  [ I EC  61 508-4 : 201 0]  

 

3.2.2  CPF  2:  Additional  symbols  and  abbreviated  terms  

AIRS  Al ready I n  Requested  Mode/State  

BER B i t  Error Rate  

BF  Base  Format 

CCO Connection  Con fi gu rati on  Object  

CFUN ID  Confi gu rati on  UN ID  

CNP  Connection  Poin t  

CI D  Consumer I D  

CI P™ 5 Common  I n dustri a l  Protocol  (appl i cati on  framework shared  among  CPF  2  
commun icati on  profi l es)  

CPCRC Connection  Parameter CRC 

CTM  Connection  Timeou t  Mu l ti p l i er 

EDS  E l ectron ic  Data  Sheet 

EF  Extended  Format 

EPI  Expected  Packet  I n terval  

LED  L i gh t  Em i tti ng  D i ode  

MACID  Devi ce  phys ical  add ress  (CP  2/3)  

MOD  Modu l e  

NodeID  For CP  2/3  safety devices,  th i s  i s  the  MACID  of the  d evice  on  the  network.  For 
CP  2 /2  safety d evi ces,  th i s  i s  the  I P  add ress  of the  device  on  the  network.  For 
CP  1 6 /3  safety d evi ces,  th i s  i s  the  SDID  of the  d evice  on  the  network.  

NV Non -Volati l e   

NVS  Non -Volati l e  Storage  

OCPUN ID  Ou tpu t  Connecti on  Owner UN ID  

OSC Object  State  Con fl i ct  

O-to-T  Ori g i nator to  Target  

OUN ID  Ori g i nator UN ID  

P ID   Producer I den ti fi er 

PS  Power Supply 

Res.  Reserved  

RPI  Requested  Packet  I n terval  

SCCRC Safety Con fi gu rati on  Data  CRC  

SCID  Safety Con fi gu rati on  I den ti fi ed  

SCTS  Safety Con fi gu rati on  Time  S tamp  

SNCT  Safety Network Con fi gu rati on  Tool  

______________ 

5  For trade  name  decl arati on ,  see  C lause  4 .  
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SNN  Safety Network N umber 

T-to-O  Target  to  Ori g i nator  

TBD  To  Be  Defi ned  

TNS  TUN ID  Not  Set 

TUN ID  Target  UN ID  

UML Un iversal  Model i ng  Language  [ I SO/IEC  1 9501 ]  

UN ID  Un i que  Network I den ti fi er 

 

3.3  Conventions  

The  conventions  used  for the  descriptions  of objects,  services  and  protocols  are  described  i n  
I EC  61 1 58-3-2,  I EC  61 1 58-4-2 ,  I EC  61 1 58-5-2 ,  and  IEC  61 1 58-6-2 .  

As  appropriate  th is  part uses  flow charts,  UML Sequence  Diagrams  and  “C”  pseudo-code  to  
describe  concepts.  

4 Overview of FSCP 2/1  (CIP  Safety™ )  

4.1  General  

Commun ication  Profi le  Fami ly 2  (commonly known  as  CIP™ 6)  defines  commun ication  profi les  
based  on  I EC  61 1 58-2  Type  2 ,  I EC  61 1 58-3-2 ,  I EC  61 1 58-4-2 ,  I EC  61 1 58-5-2 ,  and  
I EC  61 1 58-6-2.  

Commun ication  Profi le  Fami ly 1 6  (common ly known  as  SERCOS®7)  defines  a  communication  
profi le  CP  1 6/3  based  on  I EC 61 1 58-3-1 9,  I EC  61 1 58-4-1 9,  I EC  61 1 58-5-1 9,  and  
I EC  61 1 58-6-1 9.  

The  basic profi l es  CP  2/1 ,  CP  2/2 ,  CP  2/3  and  CP  1 6/3  are  defined  i n  I EC  61 784-1  and  
I EC  61 784-2.  The  CPF  2  functional  safety communication  profi le  FSCP 2/1  (CIP  Safety™ 6)  i s  
based  on  the  CPF  2  basic profi les  i n  I EC  61 784-1  and  I EC  61 784-2 ,  the  CP  1 6/3  basic profi le  
i n  I EC  61 784-2 ,  and  the  safety communication  layer speci fications  defined  i n  th is  part.  

4.2  FSCP 2/1  

FSCP 2/1  i s  based  on  the  producer/consumer model  of CPF  2 .  The  pai ring  of producers  and  
consumers  i s  an  importan t part of the  re lationsh ip  that provides  the  h igh  i n tegri ty needed  for 
safety-related  appl ications.  

The  FSCP 2/1  safety communication  l ayer i s  speci fied  using  a  Safety Val idator object.  Th is  
object i s  responsible  for manag ing  the  FSCP 2/1  safety connections  and  serves  as  the  
i n terface  between  the  safety-related  appl ication  objects  and  the  l i nk layer connections,  as  
shown  i n  F igure  3 .  The  Safety Val idator ensures  the  i n tegri ty of the  safety data  transfers.  

______________ 

6  C I P™  (Common  I ndustri a l  Protocol )  and  CIP  Safety™  are  trade  names  of the  non -profi t  organ i zati on  ODVA,  
I n c.  Th i s  i n formati on  i s  g i ven  for the  conven ience  of users  of th i s  I n ternati onal  S tandard  and  does  not consti tu te  
an  endorsemen t by I EC  of the  trade  name  hol der or any of i ts  products.  Compl i ance  to  th i s  part  does  not 
requ i re  use  of the  trade  names  CIP™  or CI P  Safety™ .  Use  of the  trade  names  CIP™  or C I P  Safety™  requ i res  
perm iss ion  of ODVA and  compl i ance  wi th  cond i ti ons  for thei r u se  (such  as  testi ng  and  val i d ati on ) .  

7  SERCOS® i s  a  trade  name  of SERCOS  I n ternational  e .V.  Th i s  i n formation  i s  g i ven  for the  conven ience  of u sers  
of th i s  I n ternational  S tandard  and  does  not  consti tu te  an  endorsemen t by I EC  of the  trademark hol der or any of 
i ts  products .  Compl i ance  does  not  requ i re  use  of the  trade  name  SERCOS®.  Use  of the  trade  name  SERCOS® 
requ i res  permissi on  of the  trade  name  hol der and  compl i ance  wi th  cond i ti ons  for i ts  use  (such  as  testi ng  and  
val i dati on ) .  
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Figure  3  – Relationsh ip  of Safety Val idators  

The  in tegri ty of the  safety data  transfers  i s  ensured  as  fol lows:  

– the  producing  safety-related  appl ication  uses  an  instance  of a  cl i en t Safety Val idator to  
produce  safety data  and  ensure  time  coord ination ;  

– the  cl ien t uses  a  l i nk data  producer to  transmi t the  data  and  a  l i nk consumer to  receive  
time  coord ination  messages;  

– the  consuming  safety-related  appl ication  uses  a  server Safety Val idator to  receive  and  
check data;  

– the  server uses  a  l i nk consumer to  receive  data  and  a  l i nk producer to  transmi t time  
coord ination  messages.  

FSCP 2/1  u ti l i zes  the  black channel  concept.  The  l i nk producers  and  consumers  have  no  
knowledge  of the  safety packet and  implement no  safety function .  The  responsibi l i ty for h i gh-
in tegri ty transfer and  checking  of safety data  l i es  wi th in  the  Safety Val idators.  

FSCP 2/1  uses  the  fol lowing  measures  to  ensure  the  i n tegri ty of safety messag ing :  

– time  stamp;  

– connection  au then tication ;  

– data  in tegri ty assurance;  

– redundancy wi th  cross  checking ;  

– d i fferen t data  i n tegri ty assurance  systems.  

Messages  are  produced  wi th  a  timestamp that a l lows  the  consumer to  veri fy the  age  of data  
being  sen t.  I denti fication  i s  encoded  i n to  each  safety-related  message to  ensure  that the  
correct consumer i s  using  the  message.  Al l  safety-related  messages  use  a  un ique  CRC.  
Safety-related  data  i s  sen t redundantly.  D iverse  measures  for producing  safety-related  
messages  are  used  to  ensure  that standard  CPF  2  messages  are  not i n terpreted  as  safety 
messages.  

5 General  

5.1  External  documents  provid ing  specifications  for the  profi le  

The  fol lowing  document i s  especia l l y usefu l  i n  understand ing  the  design  of FSCP 2/1  
protocols :  

•  GS-ET-26  [30]  

IEC  
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5.2  Safety functional  requ irements  

The  fol lowing  requ i rements  shal l  apply to  the  development of devices  that implement the  
FSCP 2/1  protocol  The  same  requ i rements  were  used  in  the  development of FSCP 2/1 .  

•  The  FSCP 2/1  protocol  i s  designed  to  support Safety I n tegri ty Level  3  (S IL3)  (see  
I EC  61 508),  and  PLe/category 4  (see  I SO  1 3849-1 ).  

•  The  safety state  for d iscrete  data  i s  the  unenerg ized  state  (0) .  For analog  values  the  
unenerg ized  state  shal l  be  defined  by the  safety-related  appl ication .  

•  The  basic requ i rements  for the  development of the  FSCP 2/1  protocol  are  i n  I EC  61 784-3.  

•  FSCP 2/1  protocol  i s  implemented  using  a  b lack channel  approach ;  there  i s  no  safety 
related  dependency on  the  standard  CPF  2  commun ication  profi l es.  

•  Implementations  of FSCP 2/1  shal l  comply wi th  I EC  61 508.  

•  Envi ronmental  cond i tions  shal l  be  accord ing  to  I EC  61 1 31 -2  for the  basic l evels  and  
I EC  61 326-3-1 ,  I EC  61 326-3-2  for the  safety marg in  tests,  un less  there  are  speci fic 
product standards.  

•  Safety commun ication  and  standard  commun ication  shal l  be  i ndependent.  However,  
standard  devices  and  safety devices  shal l  be  able  to  use  the  same communication  
channel .  

•  Un less  speci fied  i n  th is  part,  the  CPF  2  requ i rements  shal l  be  unchanged  for safety.  

5.3  Safety measures  

Table  1  contains  the  measures  used  to  the  detect communication  errors  and  the  coverage  
provided  by each  measure  as  used .  
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Table  1  – Communications  errors  and  detection  measures  matrix 

Communication  
errors  

Safety measures  

S
e
q
u
e
n
c
e
 n
u
m
b
e
r 

T
im
e
 s
ta
m
p
 

T
im
e
 e
x
p
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s
y
s
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Corruption       X  X  

U n i n tended  
repeti ti on  

 X     Xa  (X)e   

I ncorrect sequence   X     Xa  (X)e   

Loss    Xc   Xa  (X)e   

U nacceptable  de l ay  (X)e  X      

I n serti on   Xd   X   Xa  (X)e   

Masquerade   Xd   X   Xb  Xf X 

Add ressi ng     X   Xb    

a  The  safety re l ated  CRC  provi des  add i ti onal  protecti on  for commun ication  errors  i n  messages.  

b  Encod ing  the  un i que  i den ti fi er i n to  the  safety re l ated  CRC prevent  masquerade  and  add ressing  errors .  

c  A message  not  recei ved  wi th i n  the  time  expectati on  wi l l  be  detected .  

d  Masquerade  or i nserted  messages  wi l l  not  have  the  expected  time  s tamp.  

e  Not  cl a imed  for FSCP  2 /1 .  

f Masquerade  wi l l  l i ke l y not  have  redundan t  data  and  wi l l  fa i l  the  cross-check.  

 

5.4 Safety communication  layer structure 

The  safety protocol  i s  l ayered  on  top  of the  standard  network protocol  (the  standard  protocol  
stack i s  a  b lack channel ) .  F igure  4  shows how the  safety commun ication  l ayer i s  re lated  to  the  
existing  CPF  2  l ayers.  

The  safety layers  accept safety data  from  the  safety-related  appl ication  ci rcu i t.  The  safety 
l ayers  then  formu late  a  safety message,  transmi t  the  safety message,  receive  and  decode  the  
safety message.  Once  the  safety message  i s  decoded  and  veri fied ,  the  data  i s  presented  to  
the  receiving  safety-related  appl ication  ci rcu i t.  
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Figure  4  – Communication  layers  

5.5  Relationships  with  FAL (and  DLL,  PhL)  

5.5. 1  General  

Th is  safety commun ication  layer shal l  on ly be  used  i n  con junction  wi th  CPF  2  commun ication  
profi les  (CP 2/3  (DeviceNet™ 8) ,  CP  2/2  (EtherNet/IP™ 9) ,  and  CP  1 6/3  (SERCOS I I I™ 1 0)) .  
There  are  no  requ i rements  of CPF  2  commun ications  profi les  other than  those  defined  in  th is  
part.  

5.5.2  Data  types  

Profi les  defined  i n  th is  part  support a l l  the  CPF  2  data  types  as  defined  i n  I EC  61 1 58-5-2.  

6 Safety communication  layer services  

6.1  In troduction  

Th is  Clause  6  defines  the  extensions  to  existing  CPF  2  objects  and  new objects  for Safety.  
Safety connections  use  Class  0  connections  for I /O  messages.  Standard  Expl ici t  message  
connections  are  used  for the  establ ishment of Safety I /O  connections.  

______________ 

8  Devi ceNet™  i s  a  trade  name  of the  non -profi t  organ izati on  ODVA,  I nc.  Th i s  i n formati on  i s  g i ven  for the  
conven ience  of u sers  of th i s  I n ternati onal  S tandard  and  does  not  consti tu te  an  endorsement  by I EC  of the  trade  
name  ho l der or any of i ts  products.  Compl i ance  to  th i s  part  d oes  not  requ i re  u se  of the  trade  name  
Devi ceNet™ .  Use  of the  trade  name  Devi ceNet™  requ i res  perm issi on  of ODVA.  

9  E therNet/I P™  i s  a  trade  name  of ODVA,  I nc.  Th i s  i n formati on  i s  g i ven  for the  conven ience  of u sers  of th i s  
I n ternati onal  S tandard  and  does  not  consti tu te  an  endorsemen t by I EC  of the  trade  name  hol der or any of i ts  
products.  Compl i ance  to  th i s  part  does  not  requ i re  use  of the  trade  name  E therNet/I P™ .  U se  of the  trade  name  
E therNet/I P™  requ i res  permiss ion  of ODVA.  

1 0  SERCOS® and  SERCOS® i n terface  are  trade  names  of SERCOS  I n ternational  e . V.  Th i s  i n formati on  i s  g i ven  
for the  conven ience  of users  of th i s  I n ternational  S tandard  and  does  not  consti tu te  an  endorsemen t  by I EC  of 
the  trademark hol der or any of i ts  products .  Compl i ance  to  th i s  profi l e  does  not  requ i re  use  of the  trade  name  
SERCOS®.  U se  of the  trade  name  SERCOS® requ i res  perm issi on  of the  trade  name  hol der.  
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Safety application object library Standard application object 
library

CPF 2 connection objects 
(Safety)

CP 2 connection objects 
(Explicit ,  I /O,  Routing)

CP 2/3 
DLL & 

Transport

CP 2/1  
DLL & 

Transport

Future? 
(ATM, 

Fi rewire,  USB,  
Blue Tooth ,  

etc )

encapsulation

UDP TCP

IP

Transport
and Data
Link Layer

CP 2/3 
physical 
layer

CP 2/1  
physical 
layer

CP 2/2 
physical 
layer

Future?
Physical

layer

CPF 2 safety
layer

Safety 
application

objects

CP 2 
standard
layer

Standard 
application
objects

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 31  – 

6.2  Connection  object 

6.2 .1  General  

Several  safety speci fic class  attribu tes  and  services  are  defined  to  support safety.  CP 2/3  
Safety nodes  wh ich  reside  on  FSCP 2/1  shal l  implement the  SafetyOpen  and  SafetyClose  
services  of the  Connection  object.  

6.2.2  Class  attribute  extensions  

Table  2  defines  the  class  attribu tes  used  by safety devices.  

Table  2  – New class  attributes  

Attrib  
ID  

Need  i n  
implementation  

Access  
ru le  

N
V 

Name Date  
type  

Description  of attribu te  

8  Opti onal  Get  V Connection  
request  error 
coun t 

U I NT D i agnosti c  Coun ter that  i s  a  runn i ng  
coun t  of SafetyOpen  or SafetyClose  
fau l tsa  

9  Opti onal  Get  V Safety 
connecti on  
coun ters  

STRUCT 
of:  

S tatus  coun ters  

SafetyOpen  
request  suc-
cess  coun t 

U I NT Coun t  of successfu l  SafetyOpen  
requests  i ssued  from  th i s  node  to  
another target  

SafetyOpen  
request  fa i l u re  
coun t 

U I NT Coun t  of u nsuccessfu l  SafetyOpen  
requests  i ssued  from  th i s  node  to  
another target  

SafetyClose  
request  
success  coun t 

U I NT Coun t  of successfu l  SafetyClose  
requests  i ssued  from  th i s  node  to  
another target  

SafetyClose  
request  fa i l u re  
coun tb  

U I NT Coun t  of u nsuccessfu l  SafetyClose  
requests  i ssued  from  th i s  node  to  
another target  

SafetyOpen  
i nd i cati on  
success  coun t 

U I NT Coun t  of successfu l  SafetyOpen  
requests  i ssued  from  an  external  
ori g i nator to  th i s  node  

SafetyOpen  
i nd i cati on  
fa i l u re  coun tb  

U I NT Coun t  of u nsuccessfu l  SafetyOpen  
requests  i ssued  from  an  external  
ori g i nator to  th i s  node  

SafetyClose  
i nd i cati on  
success  coun t 

U I NT Coun t  of successfu l  SafetyClose  
requests  i ssued  from  an  external  
ori g i nator to  th i s  node  

SafetyClose  
i nd i cati on  
fa i l u re  coun tb  

U I NT Coun t  of u nsuccessfu l  SafetyClose  
requests  i ssued  from  an  external  
ori g i nator to  th i s  node  

a  Attri bu te  8  i s  the  sum  of the  4  fa i l u re  coun ters  i n  a ttri bu te  9 .  Havi ng  th i s  s i ng l e  attri bu te  represent  connecti on  
errors  can  be  used  i n  mon i tori ng  software  to  effi ci en tl y mon i tor errors  wi thou t  pol l i ng  the  add i ti ona l  a ttri bu te  
9  s tructu res.  Once  attri bu te  8  i s  n on -zero  then  the  mon i tori ng  software  can  exam ine  attri bu te  9  for more  
detai l s .  

b  I ncl uded  i n  cl ass  a ttri bu te  8 .  

 

6.2.3  Service  extensions  

Table  3  defines  services  for use  by CP  2/3  safety devices  on  FSCP 2/1 .  These  services  shal l  
be  supported  by a  target device  on  FSCP 2/1 .  The  SafetyOpen  and  SafetyClose  services,  
used  i n  l ieu  of the  ForwardOpen  and  ForwardClose  services  of the  Connection  Manager 
object,  i nheri t  the  i den tical  behavior from  those  Connection  Manager services.  
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Table  3  – Service  extensions  

Service  code  Need  i n  implementation  Service  name  Description  of service  

C lass  I nstance  

4Dhex  Opti onal  N /A Reset Counters  Th i s  service  resets  cl ass  
a ttri bu tes  8  and  9  to  zero  

4Ehex  Requ i red  N /A SafetyClose  Used  to  cl ose  a  Safety I /O  
connecti on .  See  the  
ForwardClose  service  of the  
Connection  Manager obj ect  
6 . 3 . 1 3  

54hex  Requ i red  N /A SafetyOpena  U sed  to  establ i sh  a  safety I /O  
connecti on .  See  the  
ForwardOpen  servi ce  of the  
Connection  Manager ob ject  6 . 3 . 2  

a  The  SafetyOpen  servi ce  d ata  shal l  con tai n  a  Safety Network Segmen t i n  the  Connecti on_Path  fi e l d .  

 

6.2.4 Expl ici t  message  response format for SafetyOpen  and  SafetyClose 

The  SafetyOpen  and  SafetyClose  service  responses  have  a  common  response  format.  Th is  
format con tains  status  i n formation  for both  success  and  fa i l u re.  I f the  service  response  i s  a  
success,  response  data  speci fic to  each  service  i s  returned .  I f the  service  response  i s  an  
error,  a  successfu l  FSCP 2/1  status  i nd icated  by the  general  error code  FFhex  i s  returned ,  
a long  wi th  a  variable  amount of extended  error i n formation .  

The  response  format for the  SafetyOpen  and  SafetyClose  object Speci fic services  are  defined  
i n  Table  4 :  

Table  4  – SafetyOpen  and  SafetyClose  response  format 

Parameter name  Data  type  Description  of response  parameter 

Reserved  USINT Reserved  

Genera l  s tatus  US INT One  of the  genera l  s tatus  codes  l i s ted  i n  I EC  61 1 58-6-2  (status  
codes)  

S ize  of add i ti ona l  s tatus  US INT Number of 1 6  b i t  words  i n  Add i ti ona l  s tatus  array 

Add i ti onal  s tatus  ARRAY of 
  U I NT 

Add i ti onal  s tatus  

Response  data  ARRAY of 
  OCTET 

Response  data  from  request  or add i ti onal  error data  i f genera l  
s tatus  i nd i cated  an  error 

 

The  Response  Data  and  General /Add i tional  Statuses  for the  SafetyOpen  and  SafetyClose  
services  shal l  match  the  Response  Data  and  General /Add i tional  Statuses  for the  
ForwardOpen  and  ForwardClose  services  of the  Connection  Manager object,  respectively.  

6.3  Connection  Manager object 

6.3.1  General  

CP 2/2  and  CP  1 6/3  safety devices  shal l  use  a  ForwardOpen  wi th  a  Safety Network Segment 
to  establ ish  safety connections.  Th is  segment un iquely i denti fi es  the  ForwardOpen  service  as  
a  safety ForwardOpen .  Throughou t th is  subclause  6. 3 ,  the  term  “SafetyOpen”  shal l  refer to  
both  the  ForwardOpen  service  of the  Connection  Manager object (when  con tain ing  a  Safety 
Network Segment)  and  the  SafetyOpen  service  of the  Connection  object.  
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6.3.2  ForwardOpen  for safety 

6.3.2 .1  ForwardOpen  for safety contents  

The  con ten ts  of the  ForwardOpen  service  of the  Connection  Manager object,  i nclud ing  the  
safety network segment,  are  ou tl i ned  i n  F igure  5  below.  The  proper settings  for the  various  
parameters  in  the  ForwardOpen  are  g iven  in  F igure  5.  

Parameter Name  Data  Type  
/  S ize  

Target  Destination  and  Semantics  

Priori ty/Time_tick OCTET Connection  manager servici ng  request 

Time-ou t_ti cks  USINT Connection  manager servici ng  request 

O-to-T Network Connection  I D  UDINT Consum ing  connecti on  i n stance: :  C IP  consumed  
connecti on  I D  

T-to-O  Network Connection  I D  UDINT Produci ng  connecti on  i nstance: :  CIP  produci ng  
connecti on  I D  

Connection  Seri a l  N umber U INT Val ue:  Un i que  ( to  ori g i nator)  1 6-b i t  n umber.  

Desti nati on :  Connecti on  manager servi ci ng  request  

Ori g i nator Vendor I D  U INT Connection  manager servici ng  request 

Ori g i nator Seria l  N umber UDINT Connection  manager servici ng  request  

Connection  Timeou t  Mu l ti p l i er US INT Produci ng  and  consuming  connecti on  i n stance:  
Timeout  Mu l ti p l i er 

Reserved  3  OCTETS   

O-to-T RPI  UDINT Consum ing  connecti on  i n stance:  EPR 

O
-t
o
-T
 N
e
tw
o
rk
 C
o
n
n
e
c
ti
o
n
 

P
a
ra
m
e
te
rs
 

Redundant  Owner WORD  Va lue:  0  (Safety Connections  do  not  support  
redundancy) ;  Desti nati on :  Connecti on  Manager 

Connection  Type  Va lue:  Poi n t-to-po i n t;   
Desti nati on :  Connecti on  Manager 

Priori ty Va l ue:  H i gh  Priori ty;   
Desti nati on :  Connecti on  Manager 

F i xed /Vari ab l e  Va l ue:  F i xed ;  
Desti nati on :  Connecti on  Manager 

Connection  S i ze  ( i n  octets)  Va l ue:  S i ze  of safety PDU  i ncl ud i ng  the  Mode  Octet,  
Actua l ,  Complemen t,  and  Time  s tamp  secti ons  
Desti nati on :  Consum ing  connecti on  i n stance:  
Consumed  connecti on  s i ze  attri bu te  

T-to-O  RPI  UD INT Produci ng  connecti on  i n stance:  EPR 

T
 t
o
 O
 N
e
tw
o
rk
 C
o
n
n
e
c
ti
o
n
 

P
a
ra
m
e
te
rs
 

Redundant  Owner WORD  Va lue:  0  (Safety connecti ons  do  not support 
redundancy) ;  Desti nati on :  Connecti on  Manager 

Connection  Type  Va lue:  Poi n t-to-po i n t;   
Desti nati on :  Connecti on  Manager 

Priori ty Va l ue:  H i gh  Priori ty;   
Desti nati on :  Connecti on  Manager 

F i xed /Vari ab l e  Va l ue:  F i xed ;  
Desti nati on :  Connecti on  Manager 

Connection  S i ze  ( i n  octets)  Va l ue:  S i ze  of safety PDU  i ncl ud i ng  the  Mode  Octet,  
Actua l ,  Complemen t,  and  Time  s tamp  secti ons.  

Desti nati on :  Produci ng  Connecti on  I nstance:  
Produced  connecti on  s i ze  

Transport Type/Tri gger SWORD Va lue:  Safety s i ng l e  or mu l ti poin t.  

Desti nati on :  Val i dator i nstance.  

Tri gger a lways  set  to  Appl i cati on .  

C l i en t/Server:  depend i ng  on  d i recti on  

Copyright International  Electrotechnical  Commission  



 –  34  – I EC  61 784-3-2: 201 6    I EC  201 6  

Parameter Name  Data  Type  
/  S ize  

Target  Destination  and  Semantics  

Connection_Path_Size  USINT Number of 1 6  b i t  words  i n  the  Connection_Path  fi e l d  
–  desti nati on  i s  Connecti on  Manager servici ng  
request.  

NOTE  Va l ue  i n cl uded  i n  CRC cal cu lati on  does  not  
i ncl ude  the  words  used  for Network/Port  segmen ts.  

C
o
n
n
e
ct
io
n
_
P
a
th
 (
P
a
d
d
e
d
 E
P
A
T
H
) 

 

Path  Vari ab le  Consumed  by i n termed iate  bri dge  connecti on  
manager(s) .  Each  Rou ter Format-safety Network 
Segment immed iate l y fo l l ows  the  (CPF  2  – to-  
CPF  2 )  bri dge  for wh i ch  i t  i s  i n tended  

Log ica l  
Segment:  
E l ectron ic  Key 

Vendor I D  U INT 

Val ue :  E l ectron i c Key of requ i red  target.  

Servici ng  Connecti on  Manager or Connecti on  ob j ect  

Prod  Type  U INT 

Prod  Code  U INT 

Compati b l e/  

Major Rev 

SWORD 

M inor Rev USINT 

Appl i cati on  
Path  1  

Log ical  Segmen t:  
C l ass  

Vari ab le ;  1  
word  
typ i ca l l y Refer to  I EC  61 1 58-6-2  

for ru l es  on  setti ng /pars ing  these  paths  Log ical  Segmen t:  
I n stance  

Vari ab le ;  1  
word  
typ i ca l l y 

Appl i cati on  
Path  2  

Log ical  Segmen t:  
Connection  Poin t  

Vari ab le ;  1  
word  
typ i ca l l y 

Refer to  I EC  61 1 58-6-2  
for ru l es  on  setti ng /pars ing  these  paths  

Appl i cati on  
Path  3  

Log ical  Segmen t:  
Connection  Poin t  

Vari ab le ;  1  
word  
typ i ca l l y 

Refer to  I EC  61 1 58-6-2  
for ru l es  on  setti ng /pars ing  these  paths  

Con fi g  Data  Data  Segment:  
S imple  Data  

Vari ab le  Con fi gu rati on  data  to  appl y to  the  Safety-re l ated  
app l i cati on  object  i den ti fi ed  by Con fi g  Path  

 N
e
tw
o
rk
 S
e
g
m
e
n
t:
 

S
a
fe
ty
 

Safety Segment Name  50hex  Safety Network Segmen t 

Segment  S i ze  USINT Target  format  s i ze  =  54  octets  

Segment  Format US INT Target  format  =  0  

Network Safety Data  ARRAY of 

  OCTET 

Safety Network Segmen t data  

Key 

 

 

 =  Connection /Safety Va l i dator fi e l ds  covered  by Connection  Parameters  CRC 

 =  Con fi gu rati on  Data  Segmen t coved  by SCCV 

 

Figure  5  – ForwardOpen  with  safety network segment 

6.3.2 .2  ForwardOpen  for safety for Extended  Format 

Safety Orig inators  that support the  Extended  Format may connect to  Targets  wi th  RPI ’s  of 
1 00  ms  or l ess  wi th  e i ther the  Extended  Format (EF)  or the  Base  Format (BF).  

Safety Orig inators  that connect wi th  a  CP  2/2  target,  a  CP  1 6/3  target,  or a  CP  2/3  target wi th  
a  CP  2/2  hop  or CP  1 6/3  hop  wi th in  the  path  and  have  an  RPI  of greater than  1 00  ms  shal l  
use  the  Extended  Format.  

A variety of methods  may be  used  to  assure  th i s .  EDS  fi l es  and  configuration  software  can  
pre-configure  the  choice,  or the  orig inator can  use  a  dynamic algori thm  to  make  the  
determinations.  
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The  mechan ism  used  by the  orig inator to  i nd icate  to  a  target that the  Extended  Format i s  
being  requested  wi l l  be  wi th  a  new Safety Network Segment Format as  defined  i n  6 . 3. 3 .  

6.3.3  Safety network segment 

6.3.3.1  Common  format 

The  Safety Connection  Parameters  Segment Type  has  been  added  to  the  CPF  2  Network 
Segment defin i tion  as  segment type  1 0hex  (resu l ting  i n  a  segment value  of 50hex) .  The  
updated  Network Segment defin i ti on  i s  defined  in  Table  5.  

Table  5  – Safety network segment identi fier 

Network segment type  Network segment name  

50hex  Safety segmen t 

 

The  format of the  Safety Network Segment i s  defined  i n  Table  6 .  Th is  segment type  i s  i n  the  
range  of Network Segment types,  wh ich  con tains  a  data  s ize  fi e ld .  The  Safety Segment 
Format parameter,  the  fi rst parameter i n  the  data  area,  i nd icates  wh ich  data  fol lows.  

Table  6  – Safety network segment defin i tion  

Octet 
offset  

F ield  name Data  type  description  

0  Segment Type  SWORD I nd icates  Safety Network Segmen t (50hex)  

1  Network Segmen t d ata  l eng th  SWORD Leng th  of segmen t d ata  to  fo l l ow ( i n  words)  

2  Safety Network Segmen t 
format 

US INT I n d i cates  type  of Safety Network Segment 

0  =  Target  format 

1  =  Rou ter format 

2  =  EF  format 

3  – 255  =  Reserved  

3  –  n  Safety Network Segmen t data  ARRAY of  
OCTET 

Safety Network Segmen t data ,  d efi ned  by 
segmen t format 

 

6.3.3.2  Safety network segment:  target format (00hex)  

The  target format i s  d i rected  at  the  target of the  connection .  The  value  of the  Network 
Segment Data  Length  parameter shal l  be  27  (1 bhex)  wh ich  corresponds  to  27  WORDS.  
F igure  6  defines  the  safety network target format.  

Copyright International  Electrotechnical  Commission  



 –  36  – I EC  61 784-3-2: 201 6    I EC  201 6  

Field  name Data  type  Description  

Reserved  SWORD Pad  

Confi gu rati on  CRC  (SCCRC)  UDINT CRC-S4  of target  Con fi g  Data  Segment.  

A va l ue  of 0  i s  an  i nd i cator that  SCID  check 
can  be  ski pped  

Confi gu rati on  Time  S tamp  (SCTS)  DATE_AND_TIME  Time  and  Date  s tamp  of the  con fi gu rati on .  A 
va l ue  of 0  i s  an  i n d i cator that  SCID  check 
can  be  ski pped .  6  octet  va l ue  (Date:  2  octets ,  
Time:  4  octets)  

Time  Correcti on  EPI  UDINT Not  used :  0  

When  used :  Time  Correcti on  Connection  
I nstance: :  EPI  

Time  Correcti on  Network Connecti on  
Parameters  

WORD  Network Connecti on  Parameters  for the  Time  
Correcti on  connecti on .  Th i s  fi e l d  u ses  the  
same  defi n i ti on  as  the  Network Connection  
Parameter wi th i n  the  Connection  Manager 
ob j ect.  

When  not  used :  0  (N u l l ) .  

When  used :  F i xed ,  H i gh  Priori ty,  Mu l ti poi n t  

Target_UN ID  (TUN ID)  STRUCT of:  

1 0  OCTETS  

UN ID  of the  target  devi ce.  Th i s  va l ue  i s  a  1 0  
octet  va l ue  cons i sti ng  of the  Safety Network 
I d  (6  octets)  and  the  Node  Address  (4  octet  
add ress)  

Ori g i nator UN ID  (OUN ID)  STRUCT of:  

1 0  OCTETS  

UN ID  of the  Ori g i nator device .  Th i s  va l ue  i s  a  
1 0  octet va l ue  consi sti ng  of the  Safety 
Network I d  (6  octets)  and  the  Node  Address  
(4  octet  add ress)  

P i ng_I n terval_EPI_Mu l ti p l i er U INT Number that  defi nes  the  P i ng_Coun t_I n terval  
for the  connection .  Va l i d  range  of va l ues  i s  
g i ven  i n  7 . 7 . 5 . 1 0  

Time_Coord_Msg_M in_Mu l ti p l i er U INT For Produci ng  Connection  I nstance.  Va l i d  
range  i s  0  to  7  81 3  

Network_Time_Expectati on_Mu l ti p l i er U INT For Consuming  Connecti on  I nstance.  Val i d  
range  i s  1  to  45  31 3  

Timeou t_Mu l ti pl i er US INT Used  by producer and  consumer to  t imeou t  
connections.  Va l i d  range  1  to  4  

Max_Consumer_Number USINT Val ue :  1  (Poin t-to-poin t) ,  2 -1 5(Mu l ti poi n t)  

Connection  Parameters  CRC  (CPCRC)  UDINT CRC-S4  of target  connecti on  parameters  i n  
th i s  request 

Time  Correcti on  Connecti on  I D  UDINT Not  Used :  FFFFFFFFhex  

When  u sed :  Time  Correcti on  Connection  
I nstance: :  Connecti on  I D  

Key   

 =  Safety Segment  fi e l d s  covered  by Connecti on  Parameters  CRC  

 

Figure  6  – Safety network target format 

6.3.3.3  Safety network segment:  router format (01 hex)  

The  rou ter format i s  d i rected  at  an  i n termed iate  rou ter a long  the  connection  path  when  that 
rou ter needs  to  know th i s  i s  a  Safety ForwardOpen .  Currently,  on ly CP  2/3  rou ters  need  th is  
network segment d i rected  to  them.  The  Network Segment i s  appl ied  to  the  subnet from  wh ich  
the  connection  request orig inated .  Rou ter Format Safety Network Segments  on ly appear i n  
the  Path  portion  of the  Connection_Path  of a  Safety ForwardOpen .  The  total  segment l eng th  
i s  6  words.  The  safety network segment rou ter format i s  defined  i n  Table  7 .  
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Table  7  – Safety network segment router format 

Field  name Data  type  Description  

Reserved  SWORD Reserved ,  va l ue  =  0  

Time  Correcti on  
Connection  I D  

UDINT Not  Used :  FFFFFFFFhex  

When  used :  Time  Correcti on  connecti on  i n stance: :  
Connection  I D  

Time  Correcti on  EPI  UD INT Not  used :  0  

When  u sed :  Time  Correcti on  connecti on  i n stance: :  EPI   

Time  Correcti on  Network 
Connection  Parameters  

WORD  Network Connecti on  Parameters  for the  Time  Correcti on  
connecti on .  Th i s  fi e l d  u ses  the  same  defi n i ti on  as  the  
Network Connecti on  Parameter wi th i n  the  Connection  
Manager obj ect.  

Not  u sed :  0  (Nu l l ) .  

When  used :  F i xed ,  H i gh  Priori ty,  Mu l ti poi n t  

 

6.3.3.4 Safety network segment:  Extended  Format (0x02)  

The  Extended  Format i s  d i rected  at the  target of the  connection  and  shown  in  Table  8 .  

Al l  EF  safety connections  shal l  be  establ i shed  using  the  Extended  Format safety network 
segment i n  a  Forward  Open  (CP  2/2  or CP  1 6/3)  or a  SafetyOpen  (CP  2/3).  

Table  8  – Safety Network Segment Extended  Format 

Field  Name Data  Type  Description  

Reserved  octet Pad  

Con fi gu rati on  CRC (SCCRC)  UDINT CRC-S32  of target  Confi g  Data  Segmen t.  

A va l ue  of 0  i s  an  i n d i cator that  SCID  check can  be  
skipped  

Con fi gu rati on  TimeStamp  
(SCTS)  

DATE_AND_TIM
E  

Time  and  Date  s tamp  of the  con fi gu rati on .  A va l ue  of 0  
i s  an  i n d i cator that  SCID  check can  be  skipped .  6  octet  
va l ue  (Date:  2  octets,  Time:  4  octets)  

Time  Correcti on  EPI  UDINT Not  used :  0  

When  used :  Time  Correcti on  Connection  I nstance: :  EPI  

Time  Correcti on  Network 
Connection  Parameters  

WORD  Network Connecti on  Parameters  for the  Time  Correcti on  
connecti on .  Th i s  fi e l d  u ses  the  same  defi n i ti on  as  the  
Network Connection  Parameter wi th i n  the  Connecti on  
Manager ob ject.  

When  not  used :  0  (N u l l ) .  

When  used :  F i xed ,  H i gh  Priori ty,  Mu l ti poi n t  

Target_UN ID  (TUN ID)  STRUCT of:  

U I NT 

1 0 :  octets  

UN ID  of the  target  devi ce.  Th i s  va l ue  i s  a  1 0  octet  va l ue  
cons i sti ng  of the  Safety Network I d  (6  octets)  and  the  
Node  Add ress  (4  octet  add ress)  

Ori g i nator UN ID  (OUN ID)  STRUCT of:  

U I NT 

1 0 :  octets  

UN ID  of the  Ori g i nator devi ce.  Th i s  va l ue  i s  a  1 0  octet 
va l ue  consi sti ng  of the  Safety Network I d  (6  octets)  and  
the  Node  Address  (4  octet  add ress)  

P i ng_I n terval_EPI_Mu l ti p l i er U INT Number that  d efi nes  the  P ing_Coun t_I n terval  for the  
connection .  Va l i d  range  of va l ues  i s  g i ven  i n  7 . 7 . 5 . 1 0  

Time_Coord_Msg_M in_Mu l ti p l i e
r 

U INT For Produci ng  Connection  I nstance.  Va l i d  range  i s  0  to  
7  81 3  

Network_Time_Expectati on_Mu l
ti p l i er 

U INT For Consum ing  Connecti on  I nstance.  Val i d  range  i s  1  to  
45  31 3  
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Field  Name Data  Type  Description  

Timeout_Mu l ti p l i er US INT Used  by producer and  consumer to  t imeou t  connections.  
Va l i d  range  of 1  to  255  for H iAvai l abi l i tyFormat 

Max_Consumer_Number USINT Val ue:  1  (Poi n t  to  poi n t),  2 -1 5(Mu l ti poi n t)  

Max_Fau l t_Number U INT Used  by both  producers  and  consumers  to  d eterm ine  
how many erroneous  packets  can  be  d ropped  before  a  
connection  shal l  be  cl osed .  

Va l i d  range  i s  0  to  255b  

Defau l t  =  5 .  

A va l ue  of 0  i nd i cates  connecti ons  shal l  be  cl osed  on  
any detected  error 

Connection  Parameters  CRC 
(CPCRC)  

UDINT CRC-S32  of target  connecti on  parameters  i n  th i s  request  

Time  Correcti on  Connecti on  I Da  UDINT Not  Used :  0XFFFFFFFF  

When  used :  Time  Correcti on  Connection  I nstance: :  
Connection  I D  

I n i ti a l  Time  S tampa  U INT Used  by Consumer to  i n i ti a l i ze  
Last_Time_Stamp_for_Rol l over.  

Consum ing  Ori g i nator sets  to  0xFFFF  

I n i ti a l  Ro l l over Val uea  U INT Used  by Consumer to  i n i ti a l i ze  TS_Rol l over_Coun t.  

Consum ing  Ori g i nator sets  to  0xFFFF  

a  These  fi e l ds  are  NOT i ncl uded  i n  the  CPCRC.  

b  See  8 . 8 . 3  for ori g i nator con fi gu rati on  ru l es  and  restricti ons  

 

6.3.4 Orig inator ru les  for calcu lating  the  connection  parameter CRC  

The  Connection  Parameter CRC (CPCRC)  i s  on ly calcu lated  when  a  connection  i s  i n i tia l l y 
configured  or when  that connection  configuration  i s  changed .  Th is  value  remains  static i n  the  
orig inator otherwise.  

The  connection  path  s ize  in  the  SafetyOpen  changes  value  depend ing  on  whether an  
orig inator i s  send ing  configuration  data  or not.  S ince  th is  fi e ld  i s  i ncluded  i n  the  CPCRC 
calcu lation ,  orig inators  need  to  calcu late  and  main tain  two  values  when  they support the  
SafetyOpen  configuration  function .  One  value  i s  used  when  configuring  a  device  wh i l e  
open ing  the  connection  and  the  other value  i s  used  when  j ust open ing  the  connection  (no  
configuration  data  i s  i ncluded).  

Al so,  the  path  s ize  shal l  be  “pre-ad justed”  to  remove  the  path  en tries  that get stripped  off by 
rou ters  as  the  Safety ForwardOpen  traverses  each  sub-net.  The  requ i rement i s  that the  
orig inator i s  responsible  for calcu lating  the  CPCRC value  based  on  what the  SafetyOpen  or 
ForwardOpen  wi l l  be  when  the  target receives  i t  so  that the  target can  perform  a  s imple  
calcu lation  i n  a l l  cases.  

6.3.5  SafetyOpen  processing  flowcharts  

The  fol lowing  fl owcharts  ou tl i ne  the  requ i red  behavior of a  target upon  receipt of a  
SafetyOpen :  

a)  Veri fy the  Connection  Parameter CRC.  As  depicted  i n  F igure  6 ,  the  connection  parameter 
CRC covers  the  SafetyOpen  fie lds  that wi l l  be  used  by the  target.  Rou ters  a long  the  path  
shal l  not mod i fy these  fie lds;  

b)  The  target checks  that the  e lectron ic key segment matches  (see  6. 3. 7) ;  

c)  Depend ing  on  the  type  of safety connection ,  the  l og ic i s  defined  i n  F igure  7  or F igure  8  
shal l  be  fol lowed .  
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Figure  7  – Target Processing  SafetyOpen  with  no  configuration  data 
(Form  2  SafetyOpen)  
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Figure  8  – Target Processing  for SafetyOpen  with  configuration  data 
(Form  1  SafetyOpen)  
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Safety Orig inators  that do  not support any other means  to  determine  wh ich  format to  connect 
wi th  can  implement the  log ic shown  i n  F igure  9  to  dynamical l y determine  the  format.  

 

Figure  9  – Orig inator log ic  to  determine  which  format to  use  

6.3.6  Checks  requ ired  by Mul tipoint  producers  with  existing  connections  

There  i s  a  d istinct possibi l i ty that the  safety parameters  used  in  a  ForwardOpen  or 
SafetyOpen  from  various  consuming  orig inators  wi l l  not a lways  be  the  same.  A consisten t set 
of ru les  shal l  be  used  for how a  Mu l tipoin t producing  target evaluates  these  parameters  when  
they confl ict wi th  other a l ready establ ished  consuming  connections.  Table  9  defines  the  
mu l tipoin t producer parameter evaluation  ru les.  

IEC  

Originate 
Safety Open

Send Safety Open
(New  Format)

Format Status 
attribute?

New  or Auto

Send Safety Open
(Old   Format)

Success / Error
Success/Error

Old

Format Status
 =  New

Format Status
= Old

Format Type 
attribute?

Error code ==
0x205,  0x802 

or 0x803

Exit Success

Exit Fai lureNo

New

Auto

Success

Error

Error

Success

Yes

No

1 st  
Safety Open 
since Config
 Change ?

Format Status =
Format Type

Yes

Config  Change is any time the RPI ,  Path,  
Electronic Key,  or Format Type is changed

Format Type 
attribute?

Old  or New

Auto
Format Status

= New

Format Status
= Confl ict
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Table  9  – Mu l tipoint  producer parameter evaluation  ru les  

Safety parameter Producer evaluation  ru le  i f 
connection  exists  

Error responsea  

( i f appropriate)  

General  Extended  

Ping_I n terval  EPI  Mu l ti p l i er Shal l  match  exi sti ng  P . I . E .M .  01 hex  

00hex  

0801 hex  

001 2hex  

Time  Coord  Msg  M in  Mu l ti p l i er Accept any (a l l  can  be  d i fferen t)  N /A 

Network Time  Expectati on  Mu l ti p l i er Accept any (a l l  can  be  d i fferen t)  N /A 

Timeout_Mu l ti p l i er Accept any (a l l  can  be  d i fferen t)  N /A 

Max_Consumer_Number Shal l  match  exi sti ng  
Max_Consumer_Number 

00hex  

0 1 hex  

0801 hex  

002Ahex  

T-to-O  RPI ,  O-to-T  RPI ,  and  Time  
Correcti on  RPI  

Shal l  match  exi sti ng  connection  RPI s  01 hex  0 1 1 1 hex  

N etwork Segmen t  Type  Shal l  match  exi sti ng  connection  
formatb  

0x01  0x803  

Max_Fau l t_Number Accept any (a l l  can  be  d i fferen t)  N /A 

a  At  the  opti on  of the  device  devel oper,  another connecti on  cou l d  a l so  be  opened  rather than  retu rn  an  error 
response.  

b  Subsequent  connecti on  requests  on  an  exi sti ng  mu l ti -po i n t  connecti on  shal l  a l l  be  the  same  format as  the  
exi sti ng  connecti on  

 

6.3.7  Electron ic  key usage for safety 

Safety orig inators  and  targets  shal l  meet the  fol lowing  requ i rements  for use  of the  E lectron ic 
Key segment wi th in  a  SafetyOpen .  

The  E lectron ic Key segment shal l  be  present i n  a l l  SafetyOpen  or Safety ForwardOpen  
service  requests.  

The  E lectron ic Key shal l  a lways  be  processed  by Target devices  wi th  i n tegri ty (cannot be  
confi rmed  external l y) .  

The  compatib i l i ty b i t  and  behavior i n  the  E lectron ic Key shal l  be  supported  as  defined  by 
safety orig inators  and  targets.  Wi ldcards  (fie lds  set to  0)  for i nd ividual  fie l ds  wi th in  the  
E lectron ic Key shal l  not be  supported .  

6.3.8  RPI  vs.  API  in  safety connections  

Safety devices  do  not have  the  abi l i ty to  negotiate  the  RPI  value.  Safety Targets  e i ther accept 
the  requested  RPI  because  i t  can  be  supported ,  or i t  re jects  i t  completely.  The  to lerance  
around  an  acceptable  RPI  request shal l  be  ±  1 28  µs.  

The  T-to-O  API ,  O-to-T API ,  and  Time  Correction  API  i n  a  success  response  shal l  a lways  be  
the  same  value  received  i n  the  SafetyOpen .  

6.3.9  Appl ication  path  construction  for safety 

I EC  61 1 58-6-2  defines  a  method  to  construct an  appl ication  path  i n  a  SafetyOpen  for 3  
references:  one  for configuration ,  one  for consumed  data  and  one  for produced  data.  

The  possib le  path  types  are  i denti fied  as  fol l ows:  

A.  -  [Class]  [Assembly]  [I nstance]  [Configuration -instance]  
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B .  -  [Class]  [Assembly]  [I nstance]  [Producer-instance]  

C.  -  [Class]  [Assembly]  [I nstance]  [Consumer-instance]  

D.  -  [Class]  [Assembly]  [I nstance]  [Device-defined  NULL  i nstance)]  

E .  -  [CNP]  [Consumer CNP]  

F.  -  [CNP]  [Producer CNP]  

G .  -  [CNP]  [Device-defined  NULL  CNP]  

When  al l  3  paths  referenced  the  same  class,  they are  often  formatted  in  a  compressed  format:  
(CNP stands  for Connection  Poin t) .  

[Class]  [Class  #]  [I nstance]  [ I nstance  #]  [CNP]  [Consumer CNP]  [CNP]  [Producer CNP]  

S ince  al l  th ree  paths  shal l  reference  the  same  class,  a  NULL i nstance  value  shal l  be  reserved  
in  that class  (by the  device  developers)  to  use  the  compressed  form  for safety.  The  NULL 
value  wi l l  be  used  for the  portion  of the  path  that references  the  Time  Coord ination  connection  
and  configuration  connection  ( in  non-configuring  orig inators).  I f a  common  class  reference  i s  
not practical ,  the  l ong  form  shal l  be  used .  

The  fol lowing  ru les  apply to  SafetyOpen  path  construction :  

•  a l l  devices  shal l  support the  l ong  form  at a  m in imum;  

•  a  Nu l l  path  or Nu l l  connection  poin t shal l  be  used  to  represent the  Time  Coord ination  
connection ;  

•  a  Nu l l  path  or Nu l l  connection  poin t shal l  be  used  for the  configuration  path  when  no  
configuration  data  can  ever be  sen t on  the  connection ;  

•  on  any connections,  wh ich  can  accept a  Form  1  SafetyOpen ,  Orig inators  shal l  a lways  
send  a  val id  configuration  path  even  i f no  configuration  data  i s  present ( i . e .  Form  2a).  

The  “Nu l l ”  path  or connection  poin t used  shal l  be  one  of the  modu le’s  choosing .  The  method  
of making  th is  selection  i n  an  EDS  fi l e  wi l l  be  via  the  Data  Path  fie ld  i n  the  Connection  
Manager section .  Devices  configured  by configuration  applet a lso  shal l  provide  th is  path .  

Safety device  designers  can  choose  the  path  format to  speci fy i n  thei r EDS  fi l es  from  the  
fol lowing  options.  The  possible  th ree-path  combinations  for Form  1 ,  2a  SafetyOpen  on  
connections,  wh ich  wi l l  accept configuration  are:  

•  [A,  D ,  B ]  for the  i npu t connection ;  

•  [A,  G ,  F ]  compressed  format for i nput connections;  

•  [A,  C,  D ]  for the  ou tpu t connection ;  

•  [A,  E ,  G ]  compressed  format for ou tpu t connections.  

The  possib le  three-path  combinations  for Form  2a,  2b  SafetyOpen  on  connections,  wh ich  wi l l  
not accept configuration  data  are:  

•  [D ,  D ,  B ]  for the  i npu t connection ;  

•  [D ,  G ,  F ]  compressed  format for i npu t connections;  

•  [D ,  C,  D ]  for the  ou tpu t connection ;  

•  [D ,  E ,  G ]  compressed  format for ou tpu t connections.  

6.3.1 0  Safety Val idator connection  types  

The  Safety Val i dator function ,  depend ing  on  the  safety connection  type  provided  i n  the  
SafetyOpen ,  wi l l  a lways  requ i re  between  2-3  connection  resources.  The  SafetyOpen  con tains  
the  connection  i n formation  to  a l l ow a  target to  set up  these  connections  appropriately.  Th is  
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subclause  6. 3 . 1 0  wi l l  show how the  connection  types  are  determined  by how the  SafetyOpen  
shal l  be  fi l l ed  ou t.  

One  basic assumption  i s  that connections  for Time  Coord ination  and  Time  Correction  
messages  do  not requ i re  a  path  en try s ince  they have  an  impl ied  path  to  the  Safety Val idator 
object coord inating  the  safety connection .  The  various  connection  scenarios  are  described  in  
the  Val idator object i n  6 . 7 .  

The  Safety Val idator function  can  determine  wh ich  connection  resources  wi l l  be  requ i red  by 
l ooking  at the  parameter i n  the  SafetyOpen .  The  various  SafetyOpen  parameters  as  wel l  as  
the  key parameters  that the  safety function  wi l l  need  to  determine  the  types  of connections  
are  defined  i n  Table  1 0.  Connection  object i nstances  may not be  avai lable  due  to  target 
i denti fier capaci ty or l im i tations;  there  may be  no  unal located  connection  i denti fiers.  Or the  
device  may not have  the  processing  throughpu t to  hand le  the  add i tional  connection ;  etc.  
Safety Connection  objects  requ i res  resources  s im i lar to  standard  I /O  connections.  

Table  1 0  – ForwardOpen  setting  options  for safety connections  

O-to-T 
connectio
n  type  

T-to-O 
connectio
n  type  

Transpo
rt  type/ 
trigger 

App  
path  
1  

App  
path  
2a  

 

App  
path  
3a  

Max 
consum
er 

number 

Safety 
Val i dator 
connectio
n  type  

Key 
decis io
n  

factors  

Target  
role  

Poin t-to-
poi n t  

Poin t-to-
po in t  

Appl i ca-
ti on ,  
C l ass  0 ,  
C l i en t  

Vendo
r 
defi ne
d  N u l l  
Path  b  

Vendo
r 
d efi ne
d  Nu l l  
Path  

Safety 
I npu t  
App.  
ob j ect  

1  Poi n t-to-
poi n t  

Producer 
( I npu t)  

2 -poi n t-
to-poin t  
+  C l i en t 

Produci ng  
connec-
ti on :  

Safety 
d ata  

Consume
r connec-
ti on :  

Coord i na-
ti on  

Poi n t-to-
poi n t  

Poin t-to-
po in t  

Appl i ca-
ti on ,  
C l ass  0 ,  
Server  

Vendo
r 
defi ne
d  N u l l  
Path  

Safety 
Ou tpu
t  App.  
ob j ect  

Vendo
r 
defi ne
d  Nu l l  
Path  

1  Poin t-to-
po in t  

Consumer 
(Ou tpu t)  

2 -  po i n t-
to-poin t  
+  Server 

Consu -
m ing  
connec-
ti on :  

Safety 
data  

Produci ng  
connec-
ti on :  

Coord i na-
ti on  

Poi n t-to-
poi n t  

Mu l ti poi n t  Appl i ca-
ti on ,  
C l ass  0 ,  
C l i en t  

Vendo
r 
defi ne
d  N u l l  
Path  

Vendo
r 
defi ne
d  N u l l  
Path  

Safety 
I npu t  
App.  
ob j ect  

2-1 5  Mu l ti poi n t  
Producer 

CP  2 /3  

2  –
Mu l ti poi
n t  +  1  
po i n t-to-
poi n t  +  
C l i en t 

Produci ng  
connec-
ti on :  

Safety 
data  

Produci ng  
connec-
ti on :  

Correcti o
n  

Consu -
m ing  
connec-
ti on :  
coord i na-
ti on  
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O-to-T 
connectio
n  type  

T-to-O 
connectio
n  type  

Transpo
rt  type/ 
trigger 

App  
path  
1  

App  
path  
2a  

 

App  
path  
3a  

Max 
consum
er 

number 

Safety 
Val i dator 
connectio
n  type  

Key 
decis io
n  

factors  

Target  
role  

Poin t-to-
poi n t  

Mu l ti poi n t  Appl i ca-
ti on ,  
C l ass  0 ,  
C l i en t  

Vendo
r 
defi ne
d  N u l l  
Path  

Vendo
r 
defi ne
d  N u l l  
Path  

Safety 
i npu t  
app.  
ob j ect  

2-1 5  Mu l ti poi n t  
Producer 

CP  2 /2  

1  –
Mu l ti poi
n t  +  1  
po i n t-to-
poi n t  +  
C l i en t 

Produci ng  
connec-
ti on :  

Safety 
data  +  
correcti on  

Consu -
m ing  
connec-
ti on :  

Coord i na-
ti on  

Mu l ti po in t  Poin t-to-
po i n t  

Appl i ca-
ti on ,  
C l ass  0 ,  
Server  

Vendo
r 
defi ne
d  Nu l l  
Path  

Safety 
ou tpu t 
app.  
ob j ect  

Vendo
r 
d efi ne
d  Nu l l  
Path  

2-1 5  Mu l ti poi n t  
Consumer 

CP  2 /3  

2  –
Mu l ti poi
n t  +  1  
po i n t-to-
poi n t  +  
Server 

Consu -
m ing  
connec-
ti on :  

Safety 
data  

Consum in
g  connec-
ti on :  

Correcti o
n  

Produci ng  
connec-
ti on :  
coord i na-
ti on  

Mu l ti po in t  Po i n t-to-
po i n t  

App l i ca-
ti on ,  
C l ass  0 ,  
Server 

Vendo
r 
defi ne
d  Nu l l  
Path  

Safety 
ou tpu t 
app.  
ob j ect 

Vendo
r 
d efi ne
d  Nu l l  
Path  

2 -1 5  Mu l ti poi n t  
Consumer 

CP  2 /2  

1  –
Mu l ti poi
n t  +  1  
po i n t-to-
poi n t  +  
Server 

Consu -
m ing  
conne-
cti on :  

Safety 
Data  +  
correcti on  

Produci ng  
connec-
ti on :  
coord i na-
ti on  

a  I npu t  and  Ou tpu t  wi th  respect  to  the  network.  

b  Devi ces  confi gu rab l e  vi a  EDS  shal l  d efi ne  an  appl i cati on  Nu l l  Path  i n  the  EDS  fi l e .  

 

Table  1 1  defines  wh ich  network connection  parameters  to  use  for a l l  th ree  connections  
associated  wi th  each  safety connection  type.  
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Table  1 1  – Network connection  parameters  for safety connections  

Target  type  Network connection  
parameter 

Proper 
parameter 
value  

Description  

Poin t-to-poi n t  
producer 

O-to-T 4406  hex  Po i n t-to-poi n t  h i gh  pri ori ty,  fi xed  

T-to-O  4408  h ex  Po i n t-to-poi n t  h i gh  pri ori ty,  fi xed  

Time  Correction  0000  h ex  N ot  u sed  

Poi n t-to-poi n t  
producer 

O-to-T  4408  h ex  Po i n t-to-poi n t  h i gh  pri ori ty,  fi xed  

T-to-O  4406  h ex  Po i n t-to-poi n t  h i gh  pri ori ty,  fi xed  

Time  Correction  0000  h ex  N ot  u sed  

Mu l ti poi n t  producer O-to-T  4406  h ex  Po i n t-to-poi n t  h i gh  pri ori ty,  fi xed  

T-to-O  240E  h ex  Mu l ti poi n t  h i gh  pri ori ty,  fi xed  

Time  Correcti on  2406  h ex  Mu l ti poi n t  h i gh  pri ori ty,  fi xed  

 

Successfu l  SafetyOpen  responses  shal l  retu rn  the  connection  i den ti fi ers  used ,  as  wel l  as  the  
Consumer_Number assigned  to  the  orig inator (a lways  FFFFhex  for poin t-to-poin t connections).  

6.3.1 1  Appl ication  reply data  in  a  successfu l  SafetyOpen  response 

The  format for a  SafetyOpen  response  for Success  i s  the  same  as  the  Forward_Open_Reply 
as  defined  i n  I EC  61 1 58-6-2 .  The  data  return  i s  defined  i n  Table  1 2 .  

The  target of a  SafetyOpen  shal l  return  the  data  defined  i n  Table  1 2  th rough  Table  1 5  i n  the  
Appl ication  Reply fie ld  of the  SafetyOpen  response.  The  consumer number and  PID  reply data  
i s  on ly of s ign i ficance  when  the  orig inator i s  the  consumer.  

Table  1 2  – CP  2/3  Safety target appl ication  reply (size:  1 0  octets)  

Parameter name  Data  type  Description  

Consumer_Number U I NT  

P I D/CID  STRUCT of:  Target  I den ti fi er u sed  to  generate  a  P I D  or C ID  
seed  val ue  

   Target  Vendor I d  U I NT Target’ s  Vendor I d  

   Target  Device  Seria l  N umber UDINT Target’ s  Device  Seri a l  N umber 

   Target  Connecti on  Seri a l  N umber U I NT Connection  Seri a l  N umber Target  ass i gned  to  the  
connecti on .  The  Safety Val i dator i n stance  I d  shal l  
be  used  

 

When  the  Target of a  connection  i s  using  the  Extended  Format on  CP  2/2  or CP  1 6/3  l i nks,  i t  
shal l  use  the  1 4  octet EF  SafetyOpen  Target Appl ication  reply defined  in  Table  1 3 .  
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Table  1 3  – EF  CP  2/3  Safety target appl ication  reply (s ize:  1 4  octets)  

Parameter Namea  Data  Type  Description  

Consumer_Number U INT  

P ID/CID  STRUCT of:  Target  I den ti fi er u sed  to  generate  a  P I D  or CID  
seed  val ue  

   Target  Vendor I d  U I NT Target’ s  Vendor I d  

   Target  Device  Seri a l  N umber UDINT Target’ s  Device  Seri a l  N umber 

   Target  Connection  Seri a l  

   N umber 

U I NT Connection  Seri a l  N umber Target  ass i gned  to  the  
connecti on .  The  Safety Val i dator i n stance  I d  
shou l d  be  used  

I n i ti a l  Time  S tampb  U I NT Used  by Consumer to  i n i ti a l i ze  
Last_Time_Stamp_for_Rol l over 

I n i ti a l  Rol l over Val ueb  U I NT Used  by Consumer to  i n i ti a l i ze  TS_Rol l over_Coun t  

a  These  fi e l ds  are  a lways  presen t  i n  the  Appl i cati on  Repl y fi e l d .  When  a  CP  2 /3  Safety target  rece ives  a  
SafetyOpen  that  i s  not  mu l ti poi n t  ( thus  no  Time  Correcti on  connecti on  i s  estab l i shed )  the  
Time_Correcti on_Connection_ID  parameter sha l l  be  set  to  FFFFhex.  I f the  target  i s  n ot a  mu l ti poi n t  producer,  
the  consumer number i s  set  to  FFFFhex.  

b  Consum ing  targets  shou l d  echo  back the  va l ues  received  i n  the  SafetyOpen  

 

Table  1 4 – SafetyOpen  target appl ication  reply (s ize:  1 8  octets)  

Parameter namea  Data  type  Description  

Consumer_Number U INT  

P ID/CID  STRUCT of:  Target  I den ti fi er u sed  to  generate  a  P ID  or CID  
seed  val ue   

   Target  Vendor I d  U I NT Target’ s  Vendor I d  

   Target  Device  Seri a l  N umber UDINT Target’ s  Device  Seri a l  N umber 

   Target  Connection  Seri a l  Number U INT Connection  Seri a l  N umber Target  ass i gned  to  the  
connecti on .  The  Safety Va l i dator i n stance  I d  sha l l  
be  u sed  

Time_Correcti on_Connecti on_ID  UDINT Connection  I D  sel ected  by the  Target  for the  Time  
Correcti on  connecti on .  I f chosen  by the  ori g i nator,  
then  the  val ue  i s  echoed  back 

Time_Correcti on_API  UDINT Retu rns  same  va l ue  received  i n  the  Request  
packet  

a  These  fi e l ds  are  a lways  presen t  i n  the  Appl i cati on  Rep l y fi e l d .  When  a  CP  2 /3  Safety target  rece ives  a  
SafetyOpen  that  i s  not  mu l ti poi n t  ( thus  no  Time  Correcti on  connecti on  i s  establ i shed )  the  
Time_Correcti on_Connecti on_ID  parameter sha l l  be  set  to  FFFFhex.  I f the  target  i s  n ot a  mu l ti poi n t  producer,  
the  consumer number i s  set  to  FFFFhex.  

 

When  the  Target of a  connection  i s  using  the  Extended  Format on  CP  2/3,  i t  shal l  use  the  22  
octet EF  SafetyOpen  Target Appl ication  reply defined  in  Table  1 5.  
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Table  1 5  – EF  SafetyOpen  target appl ication  reply (size:  22  octets)  

Parameter Namea  Data  Type  Description  

Consumer_Number U I NT  

P I D/CID  STRUCT of:  Target  I den ti fi er u sed  to  generate  a  P I D  or C ID  
seed  val ue  

   Target  Vendor I d  U I NT Target’ s  Vendor I d  

   Target  Device  Seria l  N umber UDINT Target’ s  Device  Seria l  N umber 

   Target  Connecti on  Seri a l  Number U I NT Connection  Seri a l  N umber Target  ass i gned  to  the  
connecti on .  The  Safety Val i dator i n stance  I d  
shou l d  be  used  

Time_Correcti on_Connecti on_ID  UDINT Connection  I D  sel ected  by the  Target  for the  Time  
Correcti on  connecti on .  I f chosen  by the  ori g i nator,  
then  the  va l ue  i s  echoed  back 

Time_Correcti on_API  UDINT Retu rns  same  val ue  received  i n  the  Request  
packet  

I n i ti a l  Time  S tampb  U I NT Used  by Consumer to  i n i ti a l i ze  
Last_Time_Stamp_for_Rol l over 

I n i ti a l  Rol l over Val ueb  U I NT Used  by Consumer to  i n i ti a l i ze  
TS_Rol l over_Coun t 

a  These  fi e l ds  are  a lways  presen t  i n  the  Appl i cati on  Rep ly fi e l d .  When  a  CP  2 /3  target  receives  a  SafetyOpen  
that  i s  not  mu l ti poin t  ( thus  no  Time  Correcti on  connecti on  i s  establ i shed )  the  
Time_Correcti on_Connecti on_ID  parameter sha l l  be  set  to  0xFFFF.  I f the  target  i s  not  a  mu l ti poi n t  producer,  
the  consumer number i s  set  to  0xFFFF.  

b  Consum ing  targets  shou l d  echo  back the  val ues  received  i n  the  SafetyOpen .  

 

6.3.1 2  Unsuccessfu l  SafetyOpen  response 

The  SafetyOpen  has  some  special  error cases  that do  not map  to  the  existing  set of error 
codes,  and  extends  the  defin i tion  of existing  error codes.  

Table  1 6  defines  new extended  error codes  for safety and  shows  the  extended  defin i tion  of 
existing  error codes.  

Table  1 6  – New and  extended  error codes  for safety 

General  
status  

Extended  
s tatus  

Explanation  

01 hex  0 1 05hex  Ownersh i p  con fl i ct  or OUN ID  m ismatch .  The  con fi gu rati on  i s  a l ready owned  by 
another ori g i nator 

01 hex  0 1 06hex  Ownersh i p  con fl i ct  or OUN ID  m ismatch .  The  ou tpu t connection  was  a l ready owned  
by another ori g i nator 

01 hex  0205hex  Parameter Error i n  Unconnected  Send  service  or 

Parameter Error i n  SafetyOpen  or SafetyClose  

01 hex  801 hex  I n compati b l e  Mu l ti poin t  RPI .  An  exi sti ng  connecti on  has  been  establ i shed  at  a  
d i fferen t RPI  

01 hex  802hex  I n val i d  Safety Connection  s i ze  

01 hex  803hex  I n val i d  Safety Connection  format  

01 hex  804hex  I n val i d  Time  Correcti on  Connecti on  Parameters  

01 hex  805hex  I n val i d  P i ng  I n terval  EPI  Mu l ti p l i er 

01 hex  806hex  Time  Coord i nati on  Msg  M i n  Mu l ti p l i er 

01 hex  807hex  N etwork Time  Expectati on  Mu l ti p l i er 

01 hex  808hex  Timeou t  Mu l ti p l i er 

01 hex  809hex  I n val i d  Max Consumer Number 
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General  
status  

Extended  
s tatus  

Explanation  

01 hex  80Ahex  I n val i d  CPCRC 

01 hex  80B hex  Time  Correction  Connecti on  I d  i nval i d  

01 hex  80Chex  SCID  M ismatch .  The  SCID  was  non -zero  and  d i d  not match  the  va l ue  i n  the  target  

01 hex  80Dhex  TUN ID  not set.  Devi ce  i s  ou t-of-box and  TUN ID  has  not been  set,  so  connecti ons  
are  not a l l owed  

01 hex  80E hex  TUN ID  M i smatch .  The  TUN ID  provi ded  does  not  match .  The  message  was  l i ke l y 
rou ted  to  th i s  node  i n  error 

01 hex  80Fhex  Con fi gu rati on  operati on  not  a l l owed  

 

Event/Error Matrix Table  1 7  provides  gu idance  for wh ich  error codes  to  use  for possible  errors  
detected  i n  processing  a  SafetyOpen .  Th is  i s  not i n tended  to  be  an  exhaustive  l i st.  

Table  1 7  – SafetyOpen  error event gu idance  table  

Event Error type  General  
s tatus  

Extended  
status  

The  target  device  received  a  
SafetyOpen  request  i n  s tates  of Safety 
Supervisor ob ject other than  I d l e  and  
Execu ti ng  

Con fi gu rati on  operation  not  a l l owed  01 hex  080Fhex  

Devi ce  not con fi gu red  01 hex  1 1 0hex  

Safety Connection  Type  (name)  I n va l i d  

 

Safety parameter error – 

I nval i d  Connecti on  Type  

01 hex  3 1 5hex  

Safety Connection  S i ze  I nval i d  

 

Safety parameter error – 

I nval i d  Safety Connection  S i ze  

01 hex  0802hex  

Safety Connecti on  Format I nva l i d  

 

Safety parameter error – 

I nval i d  Safety Connection  Format 

01 hex  0803hex  

Time  Correcti on  Connecti on  
Parameters  I nva l i d  

Safety parameter error – 

I nval i d  Time  Correcti on  Connecti on  
Parameters  

01 hex  0804hex  

P i ng  I n terval  EPI  Mu l ti p l i er was  ou t  of 
the  range  

Safety parameter error – 

I nval i d  P i ng  I n terval  EPI  Mu l ti p l i er 

01 hex  0805hex  

Time  Coord i nati on  Message  M i n  
Mu l ti p l i er was  ou t  of the  range  

Safety parameter error – 

Time  Coord i nati on  Msg  M i n  Mu l ti p l i er 

01 hex  0806hex  

Time  Expectati on  Mu l ti p l i er was  ou t  of 
the  range   

Safety parameter error – 

Time  Expectati on  Mu l ti p l i er 

01 hex  0807hex  

Timeou t  Mu l ti p l i er was  ou t  of the  range  Safety parameter error – 

Timeout  Mu l ti p l i er 

01 hex  0808hex  

Max Consumer Number not  wi th i n  the  
l im i ts  i n  Mu l ti poi n t  Producer 

Safety parameter error – 

I nval i d  Max Consumer N umber 

01 hex  0809hex  

CPCRC va l ue  i n  SafetyOpen  and  
ca l cu l ated  CPCRC va l ue  

Safety parameter error – 

I nval i d  CPCRC 

01 hex  080Ahex  

Time  Correction  Connecti on  I d  

I nval i d  

Safety parameter error – 

Time  Correction  Connecti on  I d  i nval i d  

01 hex  080Bhex  

RPI  requested  i s  i ncompatib l e  wi th  
previ ous l y establ i shed  mu l ti poi n t  
connecti ons  

I ncompati b l e  mu l ti poi n t  RPI  01 hex  801 hex  

O-to-T  RPI ,  T-to-O  RPI ,  or Time  
Correcti on  RPI  i s  not supported  

RPI  not  supported  01 hex  0 1 1 1 hex  
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Event Error type  General  
s tatus  

Extended  
status  

Al l  Safety Val i dator I nstances  are  bei ng  
u sed  

Connection  Manager or connecti on  
ob j ect cannot support  any more  
connecti ons  

01 hex  0 1 1 3hex  

 

6.3.1 3  ForwardClose  for safety 

There  are  no  add i tional  behaviors  defined  for the  ForwardClose  service  when  used  to  close  a  
Safety connection .  I n  the  fol lowing  Safety Requ i rements,  the  term  “SafetyClose”  refers  to  both  
the  ForwardClose  of the  Connection  Manager object and  the  SafetyClose  of the  Connection  
object.  

The  SafetyClose  Service  shal l  be  used  to  close  connections  wi th  a  Safety Targets  (and  in  the  
case  of a  ForwardClose  a l l  other nodes  i n  the  connection  path ).  

The  SafetyClose  request shal l  remove  a  connection  from  a l l  the  nodes  participating  i n  the  
orig inal  connection .  

The  SafetyClose  request shal l  cause  a l l  resources  i n  a l l  nodes  participating  in  the  connection  
to  be  deal located ,  i nclud ing  connection  IDs,  bandwid th ,  and  i n ternal  memory bu ffers.  

Targets  receiving  the  SafetyClose  service  request shal l  close  the  connection  who’s  Orig inator 
Vendor ID,  Connection  Serial  Number,  and  Orig inator Seria l  Number parameters  match .  
Add i tional  i n formation  provided  by th i s  service  ( ie ,  Connection  Path)  shal l  be  i gnored  by the  
target.  

A SafetyClose  Success  reply shal l  be  returned  after the  connection  has  been  deleted  at the  
target.  

When  a  SafetyClose  success  reply i s  received ,  the  orig inator and  each  in termed iate  node  
a long  the  path ,  closes  the  connection  and  re leases  resources  associated  wi th  that 
connection .  Bu t the  orig inator shal l  a l so  close  the  connection  i f no  response  i s  received  wi th in  
a  vendor selected  wai t  period .  

6.4 Identi ty object 

6.4.1  General  

Class  Code:  01 hex 

Th is  subclause  6. 4  describes  changes  to  the  I denti ty object to  support safety.  

Al l  CPF  2  safety devices  shal l  replace  the  I denti ty object state  behavior wi th  the  behavior 
defined  in  the  Safety Supervisor object.  

6.4.2  Changes  to  common  services  

Table  1 8  defines  the  services  of the  I den ti ty object that requ i re  updates.  
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Table  1 8  – Identi ty object common  service  changes  

Service  
code  

Need  i n  implementation  Service  name  Description  of service  

C lass  I nstance   

05hex  Opti onal  Cond i ti onal a  Reset I nvokes  the  Reset  Service  for the  devi ce  

a  Cond i ti onal  – The  I den ti ty ob j ect  Reset  service  shal l  not be  supported  i n  safety devices  (repl y to  any 
requests  wi th  “Service  Not  Supported ”  error) .  The  service  sha l l  be  replaced  by the  Reset  servi ce  defi ned  by 
the  Safety Supervi sor.  

 

6.4.3  Extensions  for CP  1 6/3  devices  

Extensions  of the  I den ti ty object for CP  1 6/3  devices  are  speci fied  in  Table  1 9.  

Some  of the  attribu tes  of the  object extensions  for CP  1 6/3  refer CP  1 6/3  IDNs  ( I den ti fication  
Numbers)  us ing  the  CP  1 6/3  nomenclatu re,  e . g .  S-0-1 300.  These  CP  1 6/3  IDNs  are  speci fied  
i n  fu l l  detai l  i n  I EC  61 1 58-4-1 9.  

Table  1 9  – Identi ty object extensions  for CP  1 6/3  devices  

Attrib  
ID  

Need  i n  
implem.  

Access  
ru le  

Name  Data  type  Description  of 
attribu te  

Semantics  of value  

1  Requ i red  Get  Vendor 
I D  

See  I EC  61 1 58-5-2  
 

2  Requ i red  Get  Devi ce  
Type  

See  I EC  61 1 58-5-2  
 

3  Requ i red  Get  Product  
Code  

See  I EC  61 1 58-5-2  
 

4  Requ i red  Get  Revi s i on  See  I EC  61 1 58-5-2   

5  Requ i red  Get  S tatus  See  I EC  61 1 58-5-2   

6  Requ i red  Get  Seri a l  
N umber 

See  I EC  61 1 58-5-2  
 

7  Requ i red  Get  Product  
Name  

See  I EC  61 1 58-5-2  
F i rst  32  characters  of 
CP  1 6 /3  S-0-1 300. x. 4  

8 -1 8  Opti onal  See  I EC  61 1 58-5-2  

 

6.5  Link objects  

6.5.1  DeviceNet object changes  

6.5.1 .1  Addi tional  attribute  for safety 

Class  Code:  03hex 

Th is  subclause  6 .5. 1  defines  the  changes  and  add i tions  requ i red  of the  DeviceNet object to  
support safety.  An  attribu te  shal l  be  added  to  a l l ow the  Safety Network Number (SNN)  to  be  
read .  The  defin i tion  for th is  attribu te  i s  defined  i n  Table  20.  

Table  20  – New DeviceNet object instance attribute  

Attrib  
ID  

Need  i n  
implem.  

Access  
ru le  

Name  Data  type  Description  of 
attribu te  

Semantics  of value  

1 1  Requ i red  Get  Safety 
Network 
N umber 

6  OCTETS  System-wide  un i que  
number for the  
subnet  th i s  devi ce  
res i des  on  

Attri bu te  shal l  con ta i n  the  
SNN  porti on  of the  TUN ID  
i n  the  Safety Supervi sor.  
See  8 . 2  for fu rther 
defi n i ti on  of th i s  a ttri bu te  
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Devices  implementing  FSCP 2/1  on  CP  2/3  shal l  support attribu te  1 1  of the  DeviceNet object.  

6.5.1 .2  Qu ick Connect restriction  for safety 

Al l  CP  2/3  safety devices  shal l  not support the  Qu ick Connect feature.  The  Qu ick Connect 
attribu te  shal l  not be  supported  and  shal l  respond  to  any Get/Set attribu te  service  wi th  the  
error code  “Attribu te  not supported” .  

6.5.2  TCP/IP  In terface  object changes  

Class  Code:  F5hex  

Th is  subclause  6 .5.2  defines  the  changes  and  add i tions  requ i red  of the  TCP/IP  I n terface  
object to  support safety.  An  attribu te  shal l  be  added  to  a l l ow the  Safety Network Number 
(SNN)  to  be  read .  The  defin i tion  for th is  attribu te  i s  defined  in  Table  21 .  

Table  21  – New TCP/IP  In terface  object instance  attribute  

Attrib  
ID  

Need  i n  
implem.  

Access  
ru le  

Name  Data  type  Description  of 
attribu te  

Semantics  of value  

7  Requ i red  Get  Safety 
Network 
Number 

6  OCTETS  System-wide  un i que  
number for the  
subnet  th i s  devi ce  
res i des  on  

Attri bu te  shal l  con ta i n  the  
SNN  porti on  of the  TUN ID  
i n  the  Safety Supervi sor.  
See  8 . 2  for fu rther 
defi n i ti on  of th i s  a ttri bu te  

 

Devices  implementing  FSCP 2/1  on  CP  2/2  Safety shal l  support attribu te  7  of the  TCP/IP  
I n terface  object.  

6.5.3  SERCOS I I I  Link object 

6.5.3.1  General  

Class  Code:  4Chex  

Th is  subclause  6 . 5.3  provides  in formation  on  the  SERCOS I I I  l i nk object.  The  SERCOS I I I  
L ink object shal l  be  present i n  a l l  products  that support FSCP 2/1  on  CP  1 6/3.  I f mu l tip le  
CP  1 6/3  l i nks  exist i n  a  device,  mu l tip le  i nstances  of the  SERCOS I I I  L i nk Object shal l  be  
used .  Attribu te  1  a l l ows  the  Safety Network Number (SNN)  to  be  read .  

6.5.3.2  Class  attributes  

SERCOS I I I  L ink object class  attribu tes  are  defined  i n  Table  22 .  

Table  22  – SERCOS I I I  Link object class  attributes  

Attrib  
ID  

Need  i n  
implem.  

Access  
ru le  

Name  Data  type  Description  of 
attribu te  

Semantics  of value  

1  Th i s  a ttri bu te  i s  opti onal  and  i s  described  i n  I EC  61 1 58-5-2  

2  Cond i tional a  Get  Max 
I nstance  

U I NT Maximum  i nstance  
number of an  ob j ect  
cu rren tl y created  i n  
th i s  cl ass  l evel  of 
the  device  

The  l argest  i nstance  
number of a  created  ob ject  
a t  th i s  cl ass  h i erarchy l evel .  

3   
th ru   
7  

Th i s  a ttri bu te  i s  opti onal  and  i s  described  i n  I EC  61 1 58-5-2  

a  I f the  devi ce  has  mu l ti p l e  CP  1 6 /3  i n terface  l i nks,  then  th i s  attri bu te  i s  requ i red  to  be  supported  
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6.5.3.3  Instance  Attributes  

SERCOS I I I  L ink object i nstance  attribu tes  are  defined  i n  Table  23.  

Table  23  – SERCOS I I I  Link object instance  attributes  

Attrib  
ID  

Need  i n  
implem.  

Access  
ru le  

Name  Data  type  Description  of 
attribu te  

Semantics  of value  

1  Requ i red  Get  Safety 
Network 
Number 

6  OCTETS  System-wide  un i que  
number for the  
subnet  th i s  devi ce  
res i des  on  

Attri bu te  shal l  con ta i n  the  
SNN  porti on  of the  TUN ID  
i n  the  Safety Supervi sor.  
See  8 . 2  for fu rther 
defi n i ti on  of th i s  a ttri bu te  

2  Optional  Get  Commun i
cati on  
Cycl e  
Time  

D INT CP  1 6/3  S-0-1 002   

3  Optional  Get  I n terface  
S tatus  

WORD  CP  1 6/3  S-0-1 01 4   

4  Optional  Get  Error 
Coun ter 
MST-P/S  

I NT CP  1 6/3  S-0-1 028   

5  Optional  Get  Error 
coun ter 
Port1  and  
Port2  

S truct  of:  CP  1 6/3  S-0-1 035   

E rror 
coun ter 
Port1  

   I NT 

Error 
coun ter 
Port2  

   I NT 

6  Optional  Get  SERCOS
® 
Add ress  

   I NT CP  1 6/3  S-0-1 040   

 

6.5.3.4 Common  services  

The  defin i ti on  for the  SERCOS I I I  L ink Object common  services  i s  defined  i n  Table  24.  

Table  24 – SERCOS I I I  Link Object Common  Services  

Service  
code  

Need  i n  implementation  Service  name  Description  of service  

C lass  I nstance    

0Ehex  Cond i ti onal a  Requ i red  Get_Attri bu te_Sing l e  Used  top  read  an  obj ect  attri bu te  

a  Cond i tional  –  Requ i red  i f any cl ass  a ttri bu tes  are  supported .  

 

6.6  Safety Supervisor object 

6.6.1  General  

Class  Code:  39  hex 

The  Safety Supervisor i s  the  core  object of FSCP 2/1  safety devices.  There  are  two 
fundamental  Safety Supervisor implementations  defined :  

•  Basel ine  Supervisor – defined  as  a  supervisor implementation  that supports  a l l  the  
“requ i red”  attribu tes  and  services  defined  by th is  object defin i tion .  The  basel ine  Supervisor 
i ncludes  a l l  s tate  mach ine  behavior exclud ing  state  even t processing  for services  not 
requ i red  (see  6 . 6. 8) ;  
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•  SNCT Supervisor – defined  as  a  supervisor implementation  that supports  a l l  the  Basel ine  
functional i ty p lus  the  attribu tes  and  services  that are  marked  “cond i tional ”  on  SNCT 
support.  

Al l  safety devices  on  a  FSCP 2/1  safety network shal l  support the  basel i ne  Safety Supervisor 
defin i tion .  

Because  many of the  parameters  in  the  safety supervisor object are  deemed  safety cri tical ,  
the  attribu tes  of th is  object shal l  have  a  h igher i n tegri ty than  standard  object data.  

The  state  behavior of the  Safety Supervisor object shal l  control  the  state  of en ti re  device.  Al l  
objects  i n  a  safety device  are  requ i red  to  be  subservien t to  the  states  and  commands  of the  
Safety Supervisor to  manage  i ts  functions  and  behaviors.  

The  Safety Supervisor object cen tral i zes  appl ication  object state  defin i tions  and  related  status  
i n formation ,  exception  status  ind ications  (a larms and  warn ings),  and  defines  a  behavior model  
wh ich  i s  assumed  by objects  i den ti fied  as  belong ing  to  safety devices.  That i s ,  i f a  reset i s  
requested  of the  Safety Supervisor object i nstance,  i t  i s  performed  by th is  object i nstance  as  
wel l  as  a l l  of i ts  associated  appl ication  objects.  

The  I den ti ty object shal l  get i ts  state  i n formation  from  the  Safety Supervisor object.  A reset 
request to  the  I den ti ty object i s  not supported  by FSCP 2/1  safety devices  (see  6 . 4)  and  shal l  
be  replaced  by a  reset request to  the  Safety Supervisor object wh ich  has  add i tional  qual i fiers  
to  execu te  the  request.  Further re lationsh ips  are  speci fied  i n  6 . 6 .8.  

Add i tional ly,  some  instance  attribu tes  are  reserved  to  a l l ow for fu ture  extension  to  implement 
profi l es  defined  for the  semiconductor i ndustry.  

6.6.2  Safety Supervisor class  attributes  

The  Class  attribu tes  used  by the  Safety Supervisor are  defined  i n  Table  25.  

Table  25  – Safety Supervisor class  attributes  

Attribu te  
ID  

Need  i n  
implementation  

Access  
ru le  

Name  Date  
type  

Description  of attribu te  

1  –  96  These  cl ass  attri bu tes  are  described  i n  I EC  61 1 58-6-2  

97-98  Reserved  by FSCP  2/1  for fu tu re  u se  

99  Cond i ti onal a  Get  Subclass  U INT I den ti fi es  a  subset  of add i ti onal  
cl ass  attri bu tes,  servi ces,  and  
behaviors  

a   I f the  val ue  of Subcl ass  i s  00  wh i ch  i den ti fi es  "no  subcl ass" ,  then  th i s  a ttri bu te  shou l d  be  i n  impl emen tati on ,  
otherwi se,  th i s  a ttri bu te  sha l l  be  i n  the  impl emen tati on .  

 

6.6.3  Subclasses  

Each  class  l evel  subclass  defines  a  un ique  mean ing  for an  overlapping  range  of class  
attribu te  IDs  and /or class  service  IDs.  The  range  for subclass  defin i ti ons  beg ins  at I D  96hex  
and  numbers  downward  for attribu tes,  and  ID  63hex  and  numbers  downward  for services.  The  
subclass  for a  g i ven  class  i s  i den ti fied  by the  value  of i ts  subclass  class  attribu te.  There  are  
presently no  subclasses  defined  for the  class  i nstance.  

6.6.4 Safety Supervisor instance attributes  

The  instance  attribu tes  for the  Safet Supervisor are  defined  in  Table  26.  
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Table  26  – Safety Supervisor instance attributes  

Attr 
ID  

Need  i n  
implementation  

Access  
ru le  

NV Name  Date  type  Description  of attribu te  

1  Opti onal  Get  NV Number of 
Attri bu tes  

US INT Number of Attri bu tes  supported  
by the  ob j ect i nstance  

2  Opti onal  Get  NV Attri bu te  L i st  ARRAY of 
US INT 

L ist  of a ttri bu tes  supported  by 
the  obj ect  i n stance  

3  Reserved       

4  Reserved       

5  Opti onal  Get  NV Manu factu rer 
Name  

Short  
S tri ng  

ASCI I  Text,  Max.  20  
characters ,  see  6 . 6 . 5 . 1  

6  Opti onal  Get  NV Manu factu rer 
Model  Number 

Short  
S tri ng  

ASCI I  Text,  Max.  20  
characters ,  Manu factu rer 
speci fi ed  

7  Opti onal  Get  NV Software  
Revi s i on  Level  

Short  
S tri ng  

ASCI I  Text,  Max.  6  characters ,  
see  6 . 6 . 5. 2  

8  Opti onal  Get  NV Hardware  
Revi s i on  Level  

Short  
S tri ng  

ASCI I  Text,  Max.  6  characters ,  
see  6 . 6 . 5. 3  

9  Opti onal  Get  NV Manu factu rer 
Seri a l  Number 

Short  
S tri ng  

ASCI I  Text,  Max.  30  
characters ,  manu factu rer 
speci fi ed ,  see  6 . 6 . 5 . 4  

1 0  Opti onal  Get  NV Devi ce  
Confi gu rati on  

Short  
S tri ng  

ASCI I  Text,  Max.  50  
Characters,  manu factu rer 
speci fi ed .  Optiona l  add i ti onal  
i n formati on  abou t  the  device  
con fi gu rati on  

1 1  Requ i red  Get  V Devi ce  S tatus  US INT See  6 . 6 . 5 . 5  

1 2  Requ i red  Get  V Excepti on  
S tatus  

SWORD See  6 . 6 . 5 . 6  

1 3  Cond i ti onal  
based  on  
Excepti on  S tatus  
B i t  7  

Get  V Excepti on  
Deta i l  Al arm  

STRUCT 
of:  

A S tructu re  of 3  s tructu res  
con ta i n i ng  a  b i t-mapped  
represen tati on  of the  a l arm  
detai l  

Common  
Excepti on  
Deta i l  

STRUCT 
of:  

 

S i ze  US INT Number of Common  Exception  
Deta i l  Octets  

Deta i l  ARRAY 
of:  

See  6 . 6 . 5 . 7  

Deta i l   SWORD  See  6 . 6 . 5 . 7  

Devi ce  
Excepti on  
Deta i l  

STRUCT 
of:  

 

S i ze  US INT Number of Device  Excepti on  
Deta i l  Octets  

Deta i l  ARRAY 
of:  

Manu factu rer speci fi ed  

Deta i l  n  SWORD Manu factu rer speci fi ed  

Manu factu rer 
Excepti on  
Deta i l  

STRUCT 
of:  

 

S i ze  US INT Number of Manu factu rer 
Excpetoi n  Detai l  Octets  

Deta i l  ARRAY 
of:  

Manu factu rer speci fi ed  

Deta i l  n  SWORD Manu factu rer speci fi ed  
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Attr 
ID  

Need  i n  
implementation  

Access  
ru le  

NV Name  Date  type  Description  of attribu te  

1 4  Cond i ti onal  
Based  on  
Excepti on  S tatus  
B i t  7  

Get  V Excepti on  
Deta i l  Warn i ng  

STRUCT 
of:  

A S tructu re  of 3  s tructu res  
con ta i n i ng  a  b i t-mapped  
represen tati on  of the  warn ing  
d etai l  

Common  
Excepti on  
Deta i l  

STRUCT 
of:  

 

S i ze  US INT Number of Common  Detai l  
octets  

Deta i l  ARRAY 
of:  

See  6 . 6 . 5 . 8  

Deta i l  n  SWORD See  6 . 6 . 5 . 8  

Devi ce  
Excepti on  
Deta i l  

STRUCT 
of:  

 

S i ze  US INT Number of Device  Detai l  octets  

Deta i l  ARRAY 
of:  

Manu factu rer speci fi ed  

Deta i l  n  SWORD Manu factu rer speci fi ed  

Manu factu rer 
Excepti on  
Deta i l  

STRUCT 
of:  

 

S i ze  US INT Number of Manu factu rer Detai l  
octets  

Deta i l  ARRAY 
of:  

Manu factu rer speci fi ed  

Deta i l  n  SWORD Manu factu rer speci fi ed  

1 5  Requ i red  Set NV Alarm  Enab le  BOOL See  6 . 6 . 5 . 1 2  

1 6  Requ i red  Set NV Warn i ng  Enable  BOOL See  6 . 6 . 5 . 1 2  

1 7  Opti onal  Set a  Time  DATE_ 
AND_ 
TIME  

The  val ue  of the  Device’ s  
i n ternal  real -time  cl ock 

1 8  Opti onal  Get  NV C l ock Power 
Cycl e  Behavior 

US INT Descri bes  the  behavior of the  
d evi ce ’ s  i n ternal  real -time  
cl ock ( the  “Time”  a ttri bu te)  
d u ri ng  a  power cycl e :  

0  =  [defau l t]  cl ock a lways  
resets  du ri ng  power cycl e  

1  =  cl ock val ue  i s  s tored  i n  
nonvol ati l e  memory at  power 
down  

2  =  cl ock i s  battery-backed  and  
runs  wi thou t  device  power 

3-255  =  reserved  

1 9  Opti onal  Get  NV Last 
Mai n tenance  
Date  

DATE  The  date  on  wh i ch  the  devi ce  
was  l ast  servi ced  

20  Opti onal  Get  NV Next  Schedu l ed  
Mai n tenance  
Date  

DATE  The  date  on  wh i ch  i t  i s  
recommended  that  the  devi ce  
next  be  serviced  

21  Opti onal  Get  NV Schedu l ed  
Mai n tenance  
Exp i rati on  
Timer 

I NT See  6 . 6 . 5 . 1 4  
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Attr 
ID  

Need  i n  
implementation  

Access  
ru le  

NV Name  Date  type  Description  of attribu te  

22  Cond i ti onal  – 
Requ i red  i f 
Ca l i brati on  
Expi rati on  i s  
supported  

Set NV Schedu l ed  
Mai n tenance  
Expi rati on  
Warn i ng  Enable  

BOOL See  6 . 6 . 5 . 1 5  

23  Opti onal  Get  NV  Run  Hou rs  UDINT An  i nd i cati on  of the  number of 
hou rs  that the  devi ce  has  had  
power appl i ed  

24  Cond i ti onal  c  Set  on l y 
by 
“Confi gu
rati on  
Lock/Un l
ock”  
Service  

 

Gettab le  

NV Confi gu rati on  
Lock 

BOOL Marks  the  device  con fi gu rati on  
con ta i ned  wi th i n  as  Veri fi ed  
and  l ocked ,  or a l ternati ve l y as  
u nveri fi ed ,  u n l ocked ,  and  
changeable  

25  Cond i ti onal  c  Get  NV Confi gu rati on  

UN ID  

1 0  octets  CFUN ID  – I den ti fi es  the  owner 
of a  Device  Confi gu rati on :  

Al l  FFhex  =  Tool -on l y 
con fi gu rati on .  

0  =  un -owned ,  accept  any 
owner 

26  Requ i red  Get  NV Safety 
Con fi gu rati on  
I den ti fi er 

1 0  octets  The  SCID  i s  compri sed  of the  
Safety Con fi gu rati on  CRC +  
Safety Con fi gu rati on  Time  
S tamp.  Th i s  i s  the  s i gnatu re  for 
the  Configu rati on  

27   Requ i red  Get  NV Target  UN ID  1 0  octets  The  cu rren t  UN ID  of the  device  

28  Cond i ti onal d  Get  NV Ou tpu t  
Connection  
Poi n t  Owners  

  

N umber of 
Array En tri es  

U I NT Number of OCPUN ID  STRUCT 
en tri es  

Ou tpu t  Owners  ARRAY of 

STRUCT 

 

OCPUN ID  1 0  octets  The  owner UN ID  for the  ou tpu t  
resou rce.  

0  =  un -owned ,  accept  any 
owner (defau l t)  

ePath  S i ze  US INT Path  s i ze,  number of octets  

Appl i cati on  
Resource  

Packed  
ePath  

The  path  to  owned  resou rce  
( i . e .  20  04  24  01  – Assembly 
cl ass ,  i n stance  1 )  

29   Cond i ti onal  c   Get  V  Proposed  
TUN ID  

1 0  octets  The  UN ID  va l ue  that an  
ori g i nator i s  a ttempti ng  to  set  
i n  the  device  

97-98  Reserved  by FSCP  2/1  for Fu tu re  Use  
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Attr 
ID  

Need  i n  
implementation  

Access  
ru le  

NV Name  Date  type  Description  of attribu te  

99  Cond i ti onal  b  Get  NV Subcl ass  U INT I den ti fi es  a  subset  of add i ti onal  
i nstance  attri bu tes ,  services,  
and  behaviors  

a  The  nonvol ati l e  behavior of the  Time  attri bu te  i s  cond i ti ona l  on  the  va l ue  of the  C l ock Power Cycl e  Behavior 
a ttri bu te.  

b  I f the  val ue  of Subcl ass  i s  00  wh i ch  i den ti fi es  "no  subclass" ,  then  th i s  a ttri bu te  shou l d  be  i n  impl emen tati on ,  
o therwi se,  th i s  a ttri bu te  sha l l  be  i n  impl ementati on .  

c  Safety devices  wh i ch  support the  SNCT i n terface  ( i . e .  n ot con fi gu red  by the  SafetyOpen  or some  vendor 
speci fi c  means)  shal l  support  th i s  attri bu te.  

d  Cond i ti ona l  – the  Ou tpu t  Connecti on  Owner attri bu te  sha l l  be  supported  for a l l  safety ou tpu t  assembl i es.  

 

6.6.5  Semantics  

6.6.5.1  Manufacturer name 

The  Manufacturer Name attribu te  i denti fies  the  manufacturer of the  device.  

The  Manufacturer Name attribu te  i s  not guaran teed ,  by speci fi cation ,  to  be  un ique.  Therefore,  
i t  i s  not a  substi tu te  for the  correspond ing  attribu te  of the  I den ti ty object and  shou ld  not be  
used  for i denti fication  purposes.  

6.6.5.2  Software  revision  level  

Th is  i s  an  ASCI I  coded  text string  representing  the  revis ion  of the  software  correspond ing  to  
the  speci fic device  i den ti fi ed  by the  I den ti ty object.  

6.6.5.3  Hardware  revision  level  

Th is  i s  an  ASCI I  coded  text string  representing  the  revision  of the  hardware  wh ich  i s  i den ti fied  
by the  I den ti ty object.  The  manufacturer of the  device  shal l  con trol  th is  revis ion  such  that 
mod i fications  to  the  device  hardware  may be  tracked .  

6.6.5.4 Manufacturer’s  serial  number 

Th is  attribu te  i s  a  string  representation  of the  vendor’s  serial  number of the  device,  formatted  
to  fi t  most manufacturing  tracking  systems.  I t  i s  not requ i red  that th is  attribu te  match  the  
I denti ty object’s  seria l  number wh ich  i s  used  to  un iquely i denti fy the  device  in  the  network 
envi ronment.  

6.6.5.5  Device  status  

Th is  attribu te  represents  the  curren t state  of the  device.  I ts  va lue  changes  as  the  state  of the  
device  changes.  The  Device  status  attribu te  state  values  are  defined  in  Table  27.  
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Table  27  – Device  status  attribute  state  values  

Attribu te  value  State  

0  Undefi ned  

1  Se l f-Testi ng  

2  I d l e  

3  Se l f-Test  excepti on  

4  Execu ti ng  

5  Abort 

6  Cri ti ca l  Fau l t  

7  Con fi gu ri ng  

8  Wai ti ng  for TUN ID  

9-50  Reserved  by FSCP  2/1  

51 -99  Devi ce  speci fi c  

1 00-255  Vendor speci fi c  

 

6.6.5.6  Exception  status  

A s ing le  octet attribu te  whose  value  i nd icates  that the  status  of the  a larms  and  warn ings  for 
the  device.  Th is  i nd ication  may be  provided  in  one  of two  methods:  Basic or Expanded .  

For the  Basic Method ,  b i t  seven  of the  Exception  Status  attribu te  i s  set to  zero;  a l l  exceptions  
are  reported  exclusively through  commun ication  of th is  Exception  Status  attribu te.  The  format 
of b i ts  zero  to  s ix i n  th is  mode  i s  device  speci fic;  the  format may be  fu rther speci fied  i n  an  
appropriate  device  profi le  speci fication ;  i f i t  i s  not speci fied ,  then  the  format of b i ts  zero  to  s i x 
i s  equ ivalen t to  that speci fied  for the  expanded  method .  

For the  Expanded  Method ,  b i t  seven  of Exception  Status  attribu te  i s  set to  one;  exceptions  
are  reported  th rough  the  commun ication  of th is  Exception  Status  attribu te,  formatted  as  
speci fied  i n  Table  28.  I n  add i tion ,  the  Exception  Detai l  attribu tes  are  supported .  The  
Exception  Status  b i ts  are  determined  by a  l og ical  “OR”  of the  related  Exception  Detai l  b i ts ,  as  
i nd icated .  

Table  28  – Exception  status  attribute  format 

Bi t  Exception  status  bi t  map,  Bi t  7  Set to  0  
Function  

Exception  status  bi t  map,  B i t  7  set  to  1  Function  

0  Devi ce  Speci fi c  defi n i ti on  (see  Devi ce  
Profi l e )  

ALARM/Device-commona  

1  ALARM/Device-speci fi c  

2  ALARM/Manufactu rer-speci fi c  

3  Reserved  –  set to  0  

4  WARN ING/device-commona  

5  WARN ING/device-speci fi c  

6  WARN ING/manu factu rer-speci fi c  

7  0  =  Bas ic Method  1  =  Expanded  Method  

a  The  a l arm  or warn i ng  i s  n ot  speci fi c  to  the  device  type  or d evice  type  manufactu rer.  

 

6.6.5.7  Exception  detai l  alarm  and  exception  detai l  warn ing  

The  formats  of these  two  attribu tes  are  i den tical .  Therefore,  they are  described  together here.  
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Attribu tes  that re late  the  detai led  status  of the  a larms  or warn ings  are  associated  wi th  the  
device.  Each  attribu te  i s  a  structu re  con tain ing  three  members;  these  three  members  
respectively relate  the  detai l ed  status  of exceptions  that are  common  ( i . e . ,  not device-
speci fic) ,  device-speci fic bu t not manufacturer-speci fic,  and  manufacturer-speci fic.  The  
common  detai l  i s  defined  i n  6 . 6 .5.8  and  6 . 6 . 5.9.  The  device-speci fic detai l  i s  defined  i n  the  
appropriate  Device  Profi le .  The  manufacturer-  speci fic detai l  i s  defined  by the  manufacturer.  A 
S IZE  value  of zero  i nd icates  that no  detai l  i s  defined  for the  associated  exception  detai l  
s tructure.  

Each  of the  three  structure  members  i s  defined  as  a  structure  con tain ing  an  ordered  l i st  ( i . e . ,  
array)  of OCTETS of l eng th  S IZE,  and  an  unsigned  in teger whose  value  i s  S IZE.  Each  of the  
octets  i n  each  array has  a  speci fic mapping .  Th is  mapping  i s  formatted  as  8  b i ts  representing  
8  i ndependent cond i tions,  whereas  a  value  of 1  i nd icates  that the  cond i tion  i s  set (or present) ,  
and  a  value  of 0  i nd icates  that the  cond i tion  i s  cleared  (or not present).  I f a  device  does  not 
support an  exception  detai l ,  the  correspond ing  b i t  i s  never set.  The  b i tmaps  for a larms  and  
warn ings  i n  the  correspond ing  attribu tes  are  structured  i n  paral le l  so  that a  cond i tion  may 
have  e i ther a larm  or warn ing  set depend ing  on  severi ty.  I f a  cond i tion  inheren tly cannot be  
both  a larm  and  warn ing ,  then  the  paral le l  b i t  posi tion  correspond ing  to  the  other state  shal l  
remain  "0" .  

The  existence  of an  exception  detai l  variable  structure  i s  dependent on  the  value  of the  
Exception  Status  Attribu te;  the  existence  of an  exception  detai l  variable  structure  i s  on ly 
requ i red  i f b i t  seven  of the  Exception  Status  attribu te  i s  set to  1  ( ind icating  Expanded  method  
reporting)  and  the  bi t  (among  b i ts  zero  to  s i x)  of the  Exception  Status  attribu te  correspond ing  
to  the  particu lar exception  type  i s  a lso  set to  1 .  

6.6.5.8  Common  exception  detai l  

Th is  structure  re lates  exception  cond i tions  ( i . e . ,  a larms  or warn ings)  wh ich  are  common  to  a l l  
devices.  The  Detai l  e lement of the  structure  i s  an  ordered  l i st  ( i . e . ,  array)  of octets  of l eng th  
S IZE  wh ich  i s  the  value  of the  structure  e lement S ize.  For each  octet i n  the  Detai l  fi e l d ,  a l l  
b i ts  wh ich  are  not i denti fied  are  reserved  for fu ture  standard ization .  

The  fi rst octet i n  th is  attribu te  i s  CommonExceptionDetai l [0 ] .  Add i tional  exception  detai l s ,  i f 
provided ,  are  named  CommonExceptionDetai l [1 ] ,  CommonExceptionDetai l [SIZE] .  The  speci fic 
exception  associated  wi th  each  of the  b i tmaps  i s  g i ven  i n  Table  29.  The  SIZE  for th is  revis ion  
i s  two  (2).  The  cri teria  detai l s  for each  exception  cond i tion  are  ou tside  the  scope  of th is  part.  

6.6.5.9  Common  exception  detai l  attribute  values  

Table  29  – Common  exception  detai l  attribute  values  

Common  Exception  Detai l  [0]  a  Common  Exception  Detai l  [1 ]  a  

I n ternal  d i agnosti c  exception  power suppl y over cu rren t  

M icroprocessor excepti on  reserved  power suppl y 

EPROM  excepti on  power suppl y ou tpu t  vol tage  

EEPROM  excepti on  power suppl y i npu t  vol tage  

RAM  excepti on  schedu l ed  main tenance  due  

Reserved   noti fy manu factu rer 

I n ternal  rea l -time  excepti on  reset  exception  

Reserved   Reserved   

a  I f a  device  does  not  support  an  excepti on  deta i l ,  the  correspond i ng  b i t  i s  never 
set.  
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6.6.5.1 0  Device  exception  detai l  

Th is  structure,  s im i lar i n  form  to  Common  Exception  Detai l ,  re lates  exception  cond i tions  wh ich  
are  speci fic to  i nd ividual  devices  on  the  network and  are  defined  i n  thei r respective  device  
profi l es.  The  Detai l  e l ement of the  structure  i s  an  ordered  l i st  ( i . e . ,  array)  of octets  of l ength  
S IZE  wh ich  i s  the  value  of the  structure  e lement s ize.  For a  detai l ed  description  of th is  
attribu te,  consu l t  the  appropriate  speci fic device  profi l e .  

6.6.5.1 1  Manufacturer exception  detai l  

Th is  structure  (see  Table  30),  s im i lar i n  form  to  Common  Exception  Detai l ,  relates  exception  
cond i tions  wh ich  are  speci fic to  the  manufacturers  of i nd ividual  devices  on  the  network and  
are  defined  by them  in  thei r product documentation .  The  Detai l  e l ement of the  structu re  i s  an  
ordered  l i st  ( i . e . ,  array)  of octets  of l ength  S IZE  wh ich  i s  the  value  of the  structure  e lement 
S ize.  For a  detai led  description  of th is  attribu te,  consu l t  the  appropriate  speci fic device  
manufacturer documentation .  

Table  30  – Exception  detai l  format summary 

Detai l  
component 

B i t  7  B i t  6  B i t  5  B i t  4  B i t  3  B i t  2  B i t  1  B i t  0  

Common  
excepti on  
detai l  s i ze  

0  0  0  0  0  0  0  0  

Common  
excepti on  
detai l  0  

Res.  Real -
time  
fau l t  

Res.  Data  
memory 

Non -
vol ati l e  
memory 

Code  
memory 

M icro-
process
or 

D i agnosti c  

Common  
excepti on  
detai l  1  

Res.  Reset 
excepti o
n  

Noti fy 
vendor 

Schedu l ed  
mai n t.  due  

PS  i npu t  
vol tage  

PS  ou tpu t 
vol tage  

Res.  PS  over 
cu rren t  

Device  
excepti on  
detai l  s i ze  

TBDa  TBDa  TBDa  TBDa  TBDa  TBDa  TBDa  TBDa  

Device  
excepti on  
detai l  0  

- -  - -  - -  --  - -  - -  - -  --  

Device  
excepti on  
detai l  n  

- -  - -  - -  --  - -  - -  - -  --  

Manu factu rer 
excepti on  
detai l  s i ze  

TBDa  TBDa  TBDa  TBDa  TBDa  TBDa  TBDa  TBDa  

Manu factu rer 
detai l  0  

- -  - -  - -  --  - -  - -  - -  --  

Manu factu rer 
detai l  n  

- -  - -  - -  --  - -  - -  - -  --  

a  Consu l t  the  appropri ate  speci fi c device  manufactu rer documen tati on  for complete  d efi n ti on .  

 

6.6.5.1 2  Alarm  enable  and  warning  enable  

These Boolean  attribu tes  are  used  to  enable  (1 )  or d i sable  (0)  the  Safety Supervisor object’s  
process  of setting  Exception  b i ts .  When  d isabled ,  correspond ing  b i ts  are  never set;  and ,  i f 
they were  set,  d isabl ing  clears  them.  Also,  a larm  and  warn ing  states  are  not reta ined ;  when  
enabled ,  b i ts  shal l  be  set on ly i f the  correspond ing  cond i tion  i s  true.  

The  defau l t  state  for these  Enable  attribu tes  i s  enabled  (1 ) .  
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6.6.5.1 3  Time 

Th is  optional  attribu te  represents  the  value  of the  time  and  date  as  main tained  by the  device’s  
real -time  clock wi th  a  resolu tion  of one  m i l l i second .  

The  defau l t  va lue  for the  Time  attribu te  i s  zero  (0),  correspond ing  to  00: 00:00,  1 970-01 -01 .  

6.6.5.1 4 Schedu led  maintenance  expiration  timer 

Th is  attribu te,  wi th  a  resolu tion  of one  hour,  i s  used  to  cause  a  warn ing  wh ich  ind icates  that a  
device  cal ibration  i s  due.  A Safety Supervisor timer decrements  th is  attribu te  once  per hour 
wh i le  power i s  appl ied .  When  the  attribu te  i s  no  l onger posi ti ve  and  the  Schedu led  
Main tenance  Expi ration  Warn ing  Enable  attribu te  i s  set to  enabled ,  a  Schedu led  Main tenance  
Expi ration  Warn ing  cond i tion  i s  generated .  Th is  causes  the  Schedu led  Main tenance  Due  
Warn ing  b i t  to  be  set.  

The  Schedu led  Main tenance  Expi ration  Timer attribu te,  when  implemented ,  shal l  not wrap;  
when  the  attribu te  reaches  i ts  most negative  value,  i t  no  l onger decrements.  The  Schedu led  
Main tenance  Expi ration  Timer,  when  implemented ,  shal l  con tinue  to  decrement i rrespective  of 
the  state  of the  Schedu led  Main tenance  Expi ration  Warn ing  Enable  attribu te.  The  Schedu led  
Main tenance  Expi ration  Timer,  when  implemented ,  shal l  be  main tained  in  nonvolati le  memory.  

6.6.5.1 5 Scheduled  maintenance expiration  warn ing  enable  

Th is  Boolean  attribu te  i s  used  to  enable  (1 )  or d isable  (0)  the  Safety Supervisor object’s  
process  of setting  the  Schedu led  Main tenance  Due  Exception  b i t.  When  d isabled ,  the  
correspond ing  b i t i s  never set;  and ,  i f i t  was  set,  d i sabl ing  clears  i t.  When  enabled ,  the  b i t 
shal l  be  set on ly i f the  correspond ing  cond i tion  i s  true.  

The  defau l t  state  for th is  Enable  attribu te  i s  enabled  (1 ) .  

6.6.5.1 6  Configuration  lock 

The  Configuration  Lock attribu te,  when  implemented  wi th  the  SNCT in terface,  shal l  be  used  to  
mark the  device  configuration  as  veri fied  and  to  l ock down  the  configuration ;  0  =  Un locked  
(unveri fied  and  changeable) ,  1  =  Locked  (veri fied  and  not changeable) .  

The  defau l t  va lue  for the  Configuration  Lock attribu te  i s  0  =  un locked .  I ts  primary use  i s  for 
safety devices  that are  configured  by the  SNCT ( i . e .  not configured  by the  SafetyOpen).  After 
the  tool  has  configured  the  device  and  the  user has  val idated  the  configuration ,  the  software  
sets  th is  flag  to  lock ou t any fu rther changes.  I t  i s  an  option  that th is  flag  be  protected  by 
password  wh ich  requ i res  user veri fi cation  before  the  configuration  can  be  un locked  and  
changed .  

Wh i le  a  device  has  the  Configuration  Lock attribu te  set,  i t  shal l  re ject Configure_Requests,  
Type  1  and  2  Safety Reset,  and  any val id  Form  1  SafetyOpen .  

6.6.5.1 7  Configuration  UN ID  (CFUNID)  

The  Configuration  UN ID  attribu te  shal l  be  implemented  as  part of the  SNCT in terface.  The  
Configuration  UN ID  i den ti fies  the  owner of the  configuration  i n  th is  safety device.  The  
Configuration  UN ID  attribu te  can  be  set by a  number of means.  The  Configuration  UN ID  
attribu te  shal l  have  the  fol lowing  specia l  mean ings  assigned :  

•  Al l  octets  set to  00hex  =  No  owner,  accept any,  

•  Al l  octets  set to  FFhex  =  Software  Tool  i s  the  assigned  owner.  

The  defau l t  for the  Configuration  UN ID  shal l  be  a l l  octets  set to  00hex.  
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When  the  Configuration  UN ID  attribu te  i s  set to  “No  owner,  accept any” ,  FSCP 2/1  safety 
devices  shal l  capture  the  fi rst  configuration  source  (Form  1  and /or Configure_Request)  as  the  
owner (see  Table  31 ) .  

The  CFUN ID  value  i s  used  in  con junction  wi th  the  OUN ID  value  provided  i n  e i ther the  
Configure_Request or a  Form  1  SafetyOpen .  See  Table  31  for the  defin i tion  of how devices  
respond  to  the  various  services  based  on  what the  CFUN ID  i s  set to  at the  time  the  service  i s  
received .  SNCT shal l  a lways  use  a l l  FFhex  for the  OUN ID.  

EXAMPLE  I f the  CFUN ID  i s  set to  a l l  FFhex,  then  the  OUN ID  of the  Con fi gu re_Request shal l  equal  th i s  va l ue  to  
process  the  command .  

Table  31  – Summary of device  behavior for various  CFUNID  values  

Service  Value  of CFUN ID  

 FFhex  00hex  OUN ID  

Confi gu re_Request (FFhex)  from  
SNCT 

Accept Accept 

Set  CFUN ID  =  FFhex  

Fa i l  

Con fi gu re_Request  (OUN ID)  Fa i l  Accept 

Set  CFUN ID  =  OUN ID  

Accept on l y i f 
CFUN ID  =  OUN ID  

Fa i l  o therwi se  

Form  1  SafetyOpen  Fa i l  Accept 

Set  CFUN ID  =  OUN ID  

Accept on l y i f 
CFUN ID  =  OUN ID  

Fa i l  o therwi se  

 

6.6.5.1 8  Safety Configuration  Identi fier (SCID)  

The  Safety Configuration  I denti fier attribu te  i s  the  s ignature  on  the  safety configuration .  Th is  
attribu te  i s  a  concatenation  of the  Safety Configuration  CRC (SCCRC)  +  Safety Configuration  
Time  Stamp (SCTS).  These  values  are  obtained  from  e i ther the  SafetyOpen  or from  the  
Safety Configuration  Software  during  configuration  val idation .  

The  defau l t  for SCID  attribu te  in  the  Safety Supervisor shal l  be  0 .  

When  a  device  en ters  Configuring  mode,  the  SCID  attribu te  shal l  be  set to  0  and  main tained  
at th is  value  (th rough  power cycles)  un ti l  a  successfu l  Val idate  has  been  execu ted .  

typedef  struct  _S_SCID 
{  
DWORD            dwCRC;    / / calculated by device  
DWORD            dwTime;   / /  s et  by s oftware  
WORD              wDate;  
}  S_SCID;  

6.6.5.1 9  Target UN ID  (TUN ID)  

The  Target UN ID  i s  an  NV attribu te  that reflects  the  UN ID  saved  wi th  the  configuration .  

The  Target UN ID  attribu te  in  the  Safety Supervisor shal l  a lways  reflect e i ther the  defau l t  or 
the  curren t Target UN ID  saved  through  the  UN ID  setting  process.  

The  UN ID  of a  device  shal l  be  stored  to  NV as  part of the  UN ID  setting  operation .  

The  UN ID  of a  device  shal l  be  stored  to  the  DeviceNet object,  TCP/IP  I n terface  object,  or 
SERCOS I I I  object’s  SNN  attribu te  as  part of the  UN ID  setting  operation .  

A device  i n  Manufacturers  defau l t  state  shal l  have  an  i nval id  UN ID  value  i n  i ts  NV (for 
example  FFhex,  FFhex,  FFhex,  FFhex,  FFhex,  FFhex) .  
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The  UN ID  of a  device  shal l  be  read  from  NV during  power up  and  l oaded  i n to  an  attribu te  of 
the  Safety Supervisor object and  Safety_Network_Number attribu te  of the  DeviceNet object,  
TCP/IP  I n terface  object,  or SERCOS I I I  object.  

I f the  UN ID  represents  a  val i d  Number (not equal  to  ou t-of-box),  th i s  number shal l  be  
compared  to  the  NodeID.  I n  case  of a  match  the  device  con tinues  i ts  startup  procedure.  I n  
case  of a  m ismatch  the  Device  transi ts  to  Abort.  

When  a  device  fau l ts  from  a  Swi tch-NV setti ng  m ismatch ,  i t  shal l  a l l ow ei ther a  reset to  ou t-of-
box,  or a  Recover request i ssued  to  the  Safety Supervisor to  clear the  Abort.  I n  both  cases,  
the  device  shal l  move  to  the  “Wai ti ng  for TUN ID”  state.  

The  read ing  of the  UN ID  attribu te  in  the  Safety Supervisor shal l  be  done  wi th  safety i n tegri ty.  

The  applying  of configuration  data  and  UN ID  to  NV shal l  be  done  wi th  safety i n tegri ty.  

6.6.5.20  Proposed  TUN ID  (OUNID)  

The  defau l t  va lue  for the  Proposed  TUN ID  attribu te  shal l  be  al l  FFhex.  

Wh i le  a  device  i s  going  th rough  the  “ProposeTUN IG/ApplyTUN ID”  process,  th is  attribu te  
reflects  the  value  being  proposed .  Once  the  apply operation  i s  complete,  th is  attribu te  shal l  
be  set back to  the  ou t-of-box defau l t  of a l l  FFhex.  

6.6.5.21  Output Connection  Owner (OCPUNID)  

Th is  attribu te  i s  on ly used  for safety connection  to  ou tpu ts.  Safety connections  to  ou tputs  
define  an  owner to  prevent erran t connections  from  h i jacking  an  ou tpu t resource  i n  a  val idated  
safety system.  Th is  owner I d  i den ti fies  wh ich  orig inator safety device  has  been  g iven  
ownersh ip  righ ts  to  th is  safety ou tpu t connection .  Th is  parameter i s  obtained  from  the  Safety 
Segment Parameters  i n  the  SafetyOpen .  The  OCPUN ID  value  cou ld  be  the  same as  Attribu te  
25  of the  Safety Supervisor (CFUN ID)  when  the  device  i s  a lso  configured  as  part of the  
SafetyOpen .  S ince  device  may have  more  than  one  ou tpu t resource  and  may a l low for 
separate  owners  of each ,  th is  attribu te  i s  arranged  as  a  structu re  to  a l low for each  resource  to  
be  separately main tained .  The  resource  i s  i den ti fi ed  by a  Log ical  Segment address.  

The  defau l t  for a l l  OCPUN IDs  shal l  be  0  (accept any owner)  wi th  the  ePath  for each  poin ting  
to  the  respective  resource.  

6.6.6  Subclasses  

Each  i nstance  l evel  subclass  defines  a  un ique  mean ing  for an  overlapping  range  of i nstance  
attribu te  IDs  and /or i nstance  service  IDs.  The  range  for subclass  defin i tions  beg ins  at  I D  
96hex  and  numbers  downward  for attribu tes,  and  ID  63hex  and  numbers  downward  for 
services.  The  subclass  for a  g i ven  instance  i s  i denti fied  by the  value  of i ts  Subclass  i nstance  
attribu te.  There  are  no  subclasses  curren tly defined  for the  instances.  

6.6.7  Safety Supervisor common  services  

6.6.7.1  Common  services  overview 

The  common  services  supported  by the  Safety Supervisor are  defined  i n  Table  32 .  The  Safety 
Supervisor object speci fic services  are  defined  i n  Table  33.  
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Table  32  – Safety Supervisor common  services  

Service  
code  

Need  i n  implementation  Service  name  Description  of service  

C lass  Instance   

0Ehex  Cond i ti onal  Requ i red  Get_Attri bu tes_Sing le  Retu rns  the  con ten ts  of the  
speci fi ed  attri bu te  

01 0hex  n /a  Requ i red  Set_Attri bu tes_Sing l e  Mod i fi es  an  attri bu te  va l ue  

0Dhex  n /a  Cond i ti ona l  a  App l y Appl i es  a  pend ing  con fi gu rati on  to  
NV memory,  and  moves  the  device  
to  the  I d l e  s tate  

1 5  hex  n /a  Opti onal  Restore  Restores  l ast  app l i ed  confi gu rati on  
i n  devices  that  support  i t  

a  Safety devices  wh i ch  support the  SNCT i n terface  ( i . e .  not con fi gu red  by the  SafetyOpen  or some  vendor 
speci fi c  means)  sha l l  support  th i s  service.  

 

Any Safety Supervisor i nstance  service  may be  requested  in ternal ly by the  device  as  
speci fied  by the  manufacturer.  

Table  33  – Safety Supervisor object specific services  

Service  
code  

Need  i n  implementation  Service  name  Description  of service  

C lass  I nstance   

4Bhex    Reserved   

4Chex  n /a  Opti onal  Recover Moves  the  device  ou t  of the  Abort  
S tate  

4Ehex  n /a  Opti onal  Perform_Diagnosti cs  Causes  the  devi ce  to  perform  a  set  
of d i agnosti c  rou ti nes  i f 
appropri ate  

4Fhex  n /a  Cond i ti onal a  Con fi gu re_Request  Moves  the  device  to  the  
Con fi gu ri ng  S tate  i f appropri ate .  
Th i s  service  requ i res  a  password  
be  provided  to  be  execu ted  

50hex  n /a  Cond i ti onal a  Val i date_Confi gu ration  Causes  the  devi ce  to  perform  a  
val i dati on  check of the  pend i ng  
con fi gu rati on .  Th i s  service  
requ i res  the  software  to  provi de  
the  SCID  (CRC +  Time  S tamp)  

51 hex  n /a  Cond i ti onal a  Set_Password  U sed  to  set  a  password  a ttri bu te  i n  
the  Supervi sor ob j ect  

52hex  n /a  Cond i ti onal a  Con fi gu rati on_Lock/ 

Un l ock 

Th i s  service  acts  upon  the  
Con figu rati on  Lock attri bu te  i n  the  
Safety Supervi sor.  Th i s  service  
requ i res  a  password  be  provi ded  
to  be  execu ted  

53hex  n /a  Cond i ti onal c Mode  Change  Shal l  be  i n  imp lemen tati on  for 
Log ic  devices  wh i ch  support  
“execu ti ng ”  i ndependent  of I /O  
connecti ons.  A password  i s  
requ i red  to  execu te  mode  changes  
i n  safety devi ces  

54hex  n /a  Type  0  
Requ i red ,  

Type  1  and  2  
Cond i ti onal a  

Safety Reset Resets  the  device  i n  a  manner 
s im i l ar to  the  I den ti ty ob j ect,  
except  that a  password  i s  requ i red  
to  execu te  

55hex  n /a  Cond i ti onal b  Reset Password  U sed  to  reset the  password  i n  a  
d evi ce.  Data  con ten ts  of th i s  
message  i s  vendor speci fi c  

56hex  n /a  Cond i ti onal d  Propose_TUN ID  Used  to  i n i ti a te  the  setti ng  of the  
TUN ID  i n  an  ou t-of-box devi ce  
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Service  
code  

Need  i n  implementation  Service  name  Description  of service  

C lass  I nstance   

57hex  n /a  Cond i ti onal d  App l y_TUN ID  Used  to  complete  the  TUN ID  
setti ng  operati on  

a  Sha l l  be  i n  implemen tati on  for FSCP  2/1  safety devi ces  wh i ch  support  the  SNCT i n terface.  

b  Cond i ti onal  on  supporti ng  the  password  service  as  part  of the  SNCT i n terface.  

c  Sha l l  be  i n  impl emen tati on  for FSCP  2 /1  safety devices  wh i ch  support  the  SNCT i n terface  and  are  Log ic 
devi ces  wh ich  support  “execu ti ng ”  i ndependen t  of I /O  connecti ons.  A password  i s  requ i red  to  execu te  mode  
changes  i n  safety devices.  

d  Sha l l  be  i n  impl emen tati on  for FSCP  2 /1  safety devices  wh i ch  support the  SNCT i n terface  bu t  h i gh l y 
recommended  for devices  wh ich  are  con fi gu rable  by Form  1  SafetyOpen  bu t  don ’ t  support  the  SNCT 
i n terface.  

 

Any Safety Supervisor i nstance  service  may be  requested  in ternal ly by the  device  as  
speci fied  by the  manufacturer.  General ly,  these  requests  wi l l  be  generated  as  the  resu l t  of an  
even t such  as  the  activation  of a  bu tton  or external  con tact closure.  

6.6.7.2  Recover service  

The  Recover service  i s  used  to  transi tion  the  device  appl ication  objects ,  ou t of the  
recoverable  fau l t  state,  to  the  i d le  state.  Th is  service  request may be  orig inated  in ternal l y,  
from  appl ication  objects.  

6.6.7.3  Perform_Diagnostics  service  

The  Perform_Diagnotics  service  i s  used  to  i nstruct the  Safety Supervisor object to  perform  a  
d iagnostic test.  A d iagnostic test i s  e i ther of type  common  or device-dependent.  Common  
d iagnostic tests  cou ld  i nclude:  RAM,  EPROM,  non -volati l e  memory,  and  commun ications.  The  
structure  of common  type  d iagnostic tests  i s  implementation-speci fic.  Detai l s  of device-
dependent d iagnostics  are  ou tside  the  scope  of th is  part.  

6.6.7.4 Configure_Request service  

The  Configure_Request service  i s  used  to  transi tion  the  device  appl ication  objects  from  the  
Abort,  Execute  or I d le  state  to  the  Configuring  state.  

When  a  Configure_Request i s  received ,  i f the  Configuration_Lock attribu te  i s  set,  an  “Object 
State  Confl ict  (0Chex)”  error shal l  be  retu rned .  The  request con tains  th ree  parameters;  the  
password  parameter con tained  i n  the  Safety Supervisor,  the  Target device  UN ID,  and  the  
Orig inator UN ID.  These  values  are  matched  up  against the  Password ,  TUN ID,  and  CFUN ID  i n  
the  device.  The  OUN ID  i s  needed  to  a l l ow the  device  to  determine  i f the  source  i s  a  software  
tool  or an  ACR capable  orig inator.  

When  the  Configure  Request command  i s  accepted ,  the  device  shal l  on ly accept configuration  
messages  to  safety relevant objects  over “ th is  connection  on ly” .  Any attempts  to  wri te  to  
safety-relevant objects  over other connections  shal l  be  re jected .  

I f a  configuration  connection  fa i l s  for any reason ,  another Configure_Request shal l  be  
received  (establ i sh ing  a  new connection  source)  before  configuration  changes  can  be  made 
(even  after a  power-cycle) .  

The  structure  of the  Configure_Request i s  defined  in  Table  34.  
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Table  34 – Configure_Request message  structure  

Name Data  type  Description  

Service  Code  USINT 4Fhex  

Password  ARRAY of 
1 6  OCTETS  

 

TUN ID  ARRAY of 
1 0  OCTETS  

Target  Devi ce  UN ID.  Used  to  d etect  m i srou ted  requests  

OUN ID  ARRAY of 
1 0  OCTETS  

Ori g i nator Device  UN ID .  I f the  ori g i nator i s  a  software  tool ,  th i s  
parameter sha l l  be  set  to  a l l  FFhex.  I f the  ori g i nator i s  a  device  wi th  
ACR,  th i s  parameter shal l  be  the  device’ s  OUN ID  

 

I f a  TUN ID,  OUN ID  m ismatch  error occurs  when  processing  a  Safety Supervisor Configure  
Request,  an  I nval id  Parameter (20hex)  error code  shal l  be  returned .  

I f a  password  m ismatch  occurs  when  processing  a  Safety Supervisor Configure  Request,  a  
Privi lege  Violation  (0Fhex)  error code  shal l  be  returned .  

6.6.7.5  Val idate_Configuration  service  

Th is  service  causes  the  device  to  val idate  a  pend ing  configuration  by execu ting  a  CRC 
calcu lation  over th is  data  and  comparing  i t  to  the  CRC provided  in  the  message.  I f the  CRC 
does  not yiel d  the  same  resu l t,  an  error response  as  defined  below is  retu rned .  Otherwise,  a  
“success”  response  i s  returned .  See  F igure  1 0  and  Figure  1 1  for the  processing  detai l s  for 
th is  service.  Th is  command  can  on ly be  received  over the  connection  that pu t the  device  i n to  
the  configuration  mode.  The  device  NV saves  the  fi nal  SCID  i n  Attribu te  26  of the  Safety 
Supervisor.  

The  structure  of the  Val idate_Configuration  message  i s  defined  i n  Table  35.  

Table  35  – Val idate_Configuration  message structure 

Name  Data  type  Description  

Service  Code  USINT 50hex  

SCID  STRUCT of:  Safety Con fi gu rati on  I D  

SCCRC 4  OCTETS  Proposed  Safety Con fi gu rati on  CRC  as  ca l cu lated  by the  software.  Th i s  
i s  va l i dated  by the  d evi ce  

SCTS  6  OCTETS  Safety Con fi gu rati on  Time  S tamp.  Th i s  va l ue  marks  the  date  and  time  of 
the  con fi gu rati on ,  wh i ch  i s  u sed  as  a  change  detecti on  mechan ism  

 

The  structure  of the  Success  Val idate  Reply i s  defined  in  Table  36.  

Table  36  – Val idate_Configuration  success  message  structure  

Name Data  type  Description  

Service  Code  USINT 50hex  

SCID  STRUCT of:  Safety Con fi gu rati on  I D  

SCCRC 4  OCTETS  Safety Con fi gu rati on  CRC as  ca l cu lated  by the  device  

SCTS  6  OCTETS  Safety Con fi gu rati on  Time  S tamp.  Th i s  va l ue  i s  an  echo  of what  was  
sen t  i n  the  Val i date  request 

 

I f the  Safety Supervisor Val i date_Configuration  command  does  not succeed ,  the  error 
response  shal l  send  a  class  defined  “Val idation  Error”  (D0hex) .  The  fol lowing  error code  
defined  i n  Table  37  i s  defined  as  a  Val idation  Error i n  the  Safety Supervisor,  add i tional  error 
codes  are  defined  i n  Table  38.  
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Table  37  – Val idate_Configuration  error code 

General  error 
code  

Add i tional  
error code  

Error name Description  

D0hex  see  Tabl e  38  Val i dati on  Error Th i s  error i s  a  cl ass  speci fi c  error for the  Safety 
Supervi sor and  i s  re tu rned  i n  response  to  a  
Va l i date_Confi gu rati on  error 

 

Table  38  – Val idate_Configuration  extended  codes  

Addi tional  error 
codes  

Reason  code  Description  

1  CRC m ismatch  Th i s  i s  the  defau l t  n on -speci fi c  add i ti onal  code,  when  no  other add i ti onal  
i n formati on  i s  ava i l ab le  and  the  con fi gu rati on  CRC  does  not  match  the  
sen t val ue  

2  I nval i d  
Con fi gu rati on  
Parameter 

Th i s  code  can  be  used  to  i n d i cate  a  parameter error i f a  d evice  does  
speci fi c  val i dati on  of con fi gu rati on  d ata.  

NOTE  Th i s  cou l d  happen  even  i f the  CRC’s  matched .  

3  TUN ID  Not  Set  Th i s  code  can  be  used  to  i n d i cate  that  the  devi ce  i s  i n  the  Wai ti ng  for 
TUN ID  state  and  needs  to  have  i ts  TUN ID  set  

 

 

Figure  1 0  – Applying  device  configuration  

IEC  

ApplyConfig(ConfigKey)

Validate
done?

No
Failure:

No val idation

Yes
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Mode = "Idle"
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Figure  1 1  – Configure  and  Val idate  processing  flowcharts  

6.6.7.6  Set_Password  service 

The  Set_Password  service  causes  the  device  to  set a  Password  in  the  Supervisor.  Th is  
service  takes  2  parameters.  The  fi rst  one  i s  a  password  parameter representing  the  existing  
password ,  and  the  second  i s  a  parameter representing  the  new parameter.  When  setting  a  
password  for the  fi rst  time,  the  Curren t Password  parameter i s  set to  the  Ou t-of-box defau l t 
(zero).  

The  structure  of the  Set_Password  i s  defined  in  Table  39.  

IEC  

SetConfigMode(Password)

Valid
password?

Yes

No

Open 
safety I /O

connections?

Yes

No

Success

Failure:
Inval id  password

Failure:
Inval id  state

Set
ValidConfig  =  

False

ValidateConfig(SCID)

SCID
match?

Yes

No
Failure:

Invalid  SCID

Valid
config?

Yes

No
Failure:

Inval id  config

Store SCID

Success

Set
SCID = 0

Mode = "Configuring"

Verfied?

No

Yes
Force connections

closed

Calculate SCID

Set
ValidConfig  =  True

Valid
TUNID?

Failure:
TUNID not set

No

Yes
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Table  39  – Set_Password  message  structure  

Name  Data  type  Description  

Service  Code  USINT 51 hex  

Cu rren t  Password  1 6  OCTETS   

New Password  1 6  OCTETS   

 

I f a  password  m ismatch  occurs  on  the  current password  when  processing  a  Safety Supervisor 
Set Password  command ,  a  Privi lege  Violation  (0Fhex)  error code  shal l  be  returned .  

A password  wh ich  i s  smal ler than  the  password  parameter shal l  be  ri gh t-al igned  i n  l i ttl e  
end ian  order to  the  l east s ign i ficant octet of the  1 6  octet password  parameter.  The  unused  
upper octets  of the  password  parameter shal l  be  zero-fi l l ed .  

6.6.7.7  Reset_Password  service  

The  Reset_Password  service  i s  provided  to  a l l ow passwords  i n  a  device  to  be  reset.  The  
exact conten ts  and  usage  has  been  made  vendor speci fic to  protect password  i n tegri ty.  Th is  
service  requ i res  1  parameter pl us  a  vendor speci fic data  fie ld .  The  requ i red  parameter i s  a  
data  size  fiel d  to  i den ti fy the  s ize  of the  vendor speci fic data  fi e ld .  The  con ten t of vendor data  
i s  assumed  to  be  un ique  to  the  device  and  the  means  by wh ich  th is  service  i s  used  shal l  be  
provided  by each  vendor.  

The  structure  of the  Reset_Password  i s  defined  i n  Table  40.  

Table  40  – Reset_Password  message  structure 

Name Data  type  Description  

Service  Code  USINT 55hex  

Data  S i ze  USINT Number of vendor speci fi c  d ata  octets  

Vendor data  Data  S i ze  Vendor d ata  wh ich  con ta i ns  data  needed  to  
cause  the  password  to  be  reset  

 

I f a  Data  S ize  error occurs  i n  the  Safety Supervisor Reset_Password  command ,  e i ther error 
code  1 5hex  ( too  much  data)  or 1 3hex  (not enough  data)  shal l  be  returned .  

I f a  Vendor data  m ismatch  occurs  when  processing  a  Safety Supervisor Reset_Password  
command ,  a  Privi lege  Violation  (0Fhex)  error code  shal l  be  retu rned .  

6.6.7.8  Configuration_Lock/Unlock service  

The  Configuration_Lock/Un lock service  causes  the  device  to  mod i fy the  Configuration_Lock 
attribu te  i n  the  Safety Supervisor.  Th is  service  requ i res  a  value  parameter (0  =  un locked ,  1  =  
l ocked),  and  the  password  parameter.  The  password  parameter i s  compared  to  the  stored  
password  and  wi l l  on ly be  execu ted  i f the  password  matches.  I f there  i s  a  password  
m ismatch ,  a  “Password  M ismatch”  error i s  returned .  

The  structure  of the  Configuration_Lock/Un lock i s  defined  i n  Table  41 .  
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Table  41  – Configuration_Lock/Unlock message  structure 

Name Data  type  Description  

Service  Code  USINT 52hex  

Va l ue  BOOL 0  =  un locked ,  1  =  l ocked  

Password  1 6  OCTETS   

TUN ID  1 0  OCTETS  Target  Devi ce  UN ID.  Used  to  detect  m i srou ted  
requests  

 

I f a  TUN ID  m ismatch  occurs  i n  the  Safety Supervisor Configuration_Lock/Un lock command ,  
the  I nval id  Parameter (020hex)  error code  shal l  be  returned .  

I f a  password  m ismatch  occurs  when  processing  a  Safety Supervisor 
Configuration_Lock/Un lock command ,  a  Privi lege  Violation  (0Fhex)  error code  shal l  be  
returned .  

6.6.7.9  Mode  Change service 

The  Mode  Change  service  i s  used  by devices  wh ich  need  to  move  between  I d le  and  
Executing  states  regard less  of i ts  connection  status.  Th is  command  requ i res  proper 
au thorization  to  execu te,  so  the  password  i s  requ i red  to  execu te.  

The  structure  of the  Mode  Change  i s  defined  in  Table  42 .  

Table  42  – Mode_Change  message structure 

Name Data  type  Description  

Service  Code  USINT 53hex  

Va l ue  BOOL 0  =  I d l e ,  1  =  Execu ti ng  

Password  1 6  OCTETS   

 

I f a  password  m ismatch  occurs  in  the  Safety Supervisor Mode  Change  command ,  an  Privi lege  
Violation  (0Fhex)  error code  shal l  be  returned .  

6.6.7.1 0  Safety_Reset service  

The  Safety_Reset service  i s  used  to  reset the  device.  The  Safety_Reset service  replaces  the  
standard  reset service  defined  so  that i t  can  be  qual i fied  by the  password .  

When  a  Type  1  or Type  2  Safety Reset i s  received ,  i f the  Configuration_Lock attribu te  i s  set,  
a  “Object state  confl i ct (0Chex)”  error shal l  be  retu rned .  

The  structure  of the  Safety_Reset i s  defined  i n  Table  43.  
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Table  43  – Safety_Reset message structure 

Name  Data  type  Description  

Service  Code  USINT 54hex  

Reset type  US INT see  Tabl e  44  

Password  1 6  OCTETS   

TUN ID  1 0  OCTETS  Target  Devi ce  UN ID .  Used  to  d etect  m i srou ted  
requests  

Attri bu te_Bi t_Ma
p  

US INT B i t  mapped  parameter wh ich  i nd i cates  wh ich  
attri bu tes  shal l  be  preserved  th rough  the  reset.  
Th i s  parameter i s  on l y i ncl uded  when  the  Reset  
Type  i s  2 .  See  Tabl e  45  

 

I f a  TUN ID  m ismatch  occurs  when  send ing  the  Safety Supervisor Safety Reset command ,  the  
I nval id  Parameter (20hex)  error code  shal l  be  returned .  

I f a  password  m ismatch  occurs  when  processing  a  Safety Supervisor Safety Reset command ,  
a  Privi l ege  Violation  (0Fhex)  error code  shal l  be  returned .  

Table  44 – Safety Supervisor safety reset types  

Value:  Type  of reset 

0  Emu late  as  cl osely as  possi b l e  cycl i ng  power on  the  devi ce  

1  Retu rn  as  cl osel y as  poss ib l e  to  the  defau l t  con fi gu rati on ,  and  then  emu late  cycl i ng  power as  
closel y as  possi b l e  

2  Retu rn  as  cl osel y as  poss ib l e  to  the  ou t-of-box con fi gu rati on  except  to  preserve  the  parameters  
i nd i cated  by the  Attri bu te  B i t  Map,  and  then  emu late  cycl i ng  power as  cl osel y as  possib l e  

 

Table  45  – Attribute  bi t  map  parameter 

Bi t  Attribute  b i t  map  assignments  

0  When  set,  preserve  Soft-set  MACID  

1  When  set,  preserve  Soft-set  Baud  Rate   

2  When  set,  preserve  the  TUN ID  

3  When  set,  preserve  the  Password  

4  When  set,  preserve  the  CFUN ID  

5  When  set,  preserve  the  OCPUN ID  

6  Reserved ,  a lways  0  

7  Use  Extended  Map  (To  be  defi ned  l ater)  

 

Table  46  shows  how a  safety device  shal l  process  the  various  reset types  based  on  the  
Lock/Un lock cond i tion  and  safety connection  status.  
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Table  46  – Reset processing  ru les  for reset types  

 Possible  Cond i tions  when  Reset i s  received  

Reset Type  
Safety Connection  
open  /  Locked  

Safety Connection  
open  /  Un locked  

No  Safety 
Connections  /  

Locked  

No  Safety 
Connections  /  
Un locked  

Type  0  Mode/State  Error 
Response  

Mode/State  Error 
Response  

Process  and  
Respond  

Process  and  Respond  

Type  1  Mode/State  Error 
Response  

Mode/State  Error 
Response  

Mode/State  Error 
Response  

Process  and  Respond  

Type  2  Mode/State  Error 
Response  

Mode/State  Error 
Response  

Mode/State  Error 
Response  

Process  and  Respond  

 

6.6.7.1 1  Propose_TUNID  service 

The  Propose_TUN ID  service  establ ishes  a  proposed  TUN ID  setting  wi th in  the  device.  The  
value  i sn ’ t  stored  in  NV memory or i n  the  TUN ID  attribu te  un ti l  the  apply service  i s  received .  

The  Propose_TUN ID  service  shal l  on ly be  accepted  when  the  target device  i s  i n  the  
Wai ting_for_TUNID  state.  

Once  the  TUN ID  i s  successfu l l y set,  i t  can  transi tion  to  Configuring .  

The  NodeID  of the  TUN ID  shal l  be  matched  up  against the  MACID  of the  DeviceNet object or 
I P  attribu te  of the  TCP/IP  object or the  SDID  of the  SERCOS I I I  L ink Object.  

The  value  i n  the  NodeID  attribu te  wi l l  be  e i ther what was  read  on  the  swi tches  or what was  
set by a  tool .  I n  e i ther case,  the  MACID/IP  portion  of the  Proposed_TUN ID  shal l  match  th is .  

The  structure  of the  Propose_TUN ID  service  i s  defined  i n  Table  47.  

Table  47  – Propose_TUN ID  service  

Name  Data  type  Description  

Service  Code  USINT 56hex 

TUN ID  1 0  OCTETS  Proposed  Target  Device  UN ID  val ue  

 

I f an  orig inator wants  to  cancel  a  propose/apply operation ,  send ing  a  propose  service  wi th  a  
TUN ID  of a l l  FFhex  shal l  cancel  the  operation .  

The  fol lowing  pseudo  code  defines  the  berhavior of the  Propose_TUN ID  service:  

TUNIDProposedHandler( )  
{  
I F  ( Device_State=Waiting_for_TUNID)  
   THEN I F  ( Propose_TUNID[ TUNID]  ! =  all  FFhex)  
         THEN I F  ( Propose_TUNID[ TUNID_MACID]  ==  NodeID)  
             THEN 
    TUNIDProposedAttr  =  Propose_TUNID[ TUNID]  
                  NET  LED  Flash  s equence  is  started 
                  Return  Success  Reply 
             ELSE  
 
   Error  Code  “ Invalid Parameter”  is  returned 
   ELSE  / /  cancel  propose_apply operation,  returns  att.  to  all  FFhex  
       S top  NET  LED  Flash  Sequence  
      TUNIDProposedAttr  =  Propose_TUNID[ TUNID]  
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       Return  Success  Reply 
ELSE  
      Error  Code  “ Obj ect  State  Conflict”  i s  returned 
}  

 

6.6.7.1 2  Apply_TUN ID  service  

The  structu re  of the  Apply_TUN ID  service  i s  defined  in  Table  48  and  a  processing  fl ow chart 
i s  defined  i n  F igure  1 2 .  

Table  48  – Apply_TUNID  service  

Name Data  type  Description  

Service  Code  USINT 57hex  

TUN ID  1 0  OCTETS  Proposed  Target  Device  UN ID  val ue  

 

The  Apply_TUN ID  service  shal l  val i date  the  TUN ID  against the  proposed  value,  stops  the  LED  
fl ash ing ,  saves  the  TUN ID  to  nonvolati le  storage,  updates  the  TUN ID  attribu te  i n  the  
Supervisor,  and  sets  the  proposed_TUN ID  attribu te  to  a l l  FFhex.  The  Supervisor shal l  then  
transi tion  to  Configuring .  

The  fol lowing  pseudo  code  defines  the  berhavior of the  Apply_TUNID  service:  

Apply_TUNIDHandler( )  
{  
I F  ( Device_State=Waiting_for_TUNID)  
   THEN I F  { ( Apply_TUNID[ TUNID]  ! =  all  FFhex)  
                 AND  ( TUNIDProposedAttr  ==  Apply_TUNID[ TUNID] )  
        THEN 
        S top  Flash  Sequence  
        Target_UNID  =  TUNIDProposedVar[ TUNID]  
/ / NV Memory operation  
/ /  Set  SNN attribute  in  DeviceNet,  SERCOS  I I I  Link obj ect  or  TCP/ IP  
obj ect,  NV Memory operation  
              S afety_Network_Number  =  TUNIDProposedVar[ SNN]  
              TUNIDProposedVar[ TUNID]  =  TUNID_OUT_OF_BOX_DEFAULT  
              Return  Success  Reply 
              Device_State  =  CONFIGURING 
         ELSE  
              Error  Code  “ Invalid Parameter”  is  returned 
   ELSE  
      Error  Code  “ Obj ect  State  Conflict”  is  returned 
}  
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Figure  1 2  – UN ID  handl ing  during  “Waiting  for TUNID”  

6.6.8  Safety Supervisor behavior 

6.6.8. 1  Safety Supervisor object states  

Figure  1 3  shows  the  state  d iagram  defin ing  the  behavior of the  Safety Supervisor object,  
fu rther i n formation  on  the  Safety Supervisor events  are  g iven  in  Table  49.  

IEC  
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Figure  1 3  – Safety Supervisor state  d iagram 

Table  49  – Safety Supervisor events  

State  Description  

Execu ti ng  Devi ce  i s  execu ti ng ,  ( for example,  i s  fu l l y con fi gu red ,  has  no  errors,  and  has  met vendor d efi ned  
cri teri a) .  Th i s  state ,  and  the  transi ti ons  i n to  or ou t  of i t,  sha l l  be  fu rther speci fi ed  i n  an  
appropri ate  device  profi l e  speci fi cati on  

Se l f-Testi ng  Object  i nstance  exi sts  and  has  been  i n i ti a l i zed ;  a l l  a ttri bu tes  have  appropriate  i n i ti a l  va lues  (as  
i nd i cated  herein  and  i n  appl i cabl e  d evice  profi l e  speci fi cati on ).  Excepti on  Status  b i ts  have  been  
reset.  Device  i s  perform ing  device-speci fi c  and  device  type  speci fi c test  to  determ ine  i f i t  i s  
q ua l i fi ed  to  execu te  i ts  appl i cati on  process  

Se l f-Test  
Exception  

Object  has  detected  an  excepti on  cond i ti on  du ri ng  sel f-testi ng .  The  detai l s  of the  exception  are  
s tored  i n  the  appropriate  attri bu te  val ues  of the  Safety Supervi sor ob ject  

I d l e  Obj ect  and  devi ce  have  been  i n i ti a l i zed ,  successfu l l y completed  sel f-testi ng ,  and  has  a  val i d  
con fi gu rati on .  Fu rther,  the  device  i s  not  execu ti ng  the  operati onal  componen ts  of i ts  device  
speci fi c  functi ons.  Con fi gu ri ng  and  I d l e  are  pers i sten t  states  that  are  preserved  th rough  power 
cycl es  

Abort  Obj ect  i nstance  i s  i n  a  Abort  s tate ;  th i s  s tate  can  on l y be  en tered  due  to  i n ternal l y generated  
even ts .  The  cond i ti ons  requ i red  for exi t  from  a  recoverable  fau l t  i s  defi ned  i n  the  Even t  Matri x  

Wai ti ng  for 
TUN ID  

Devi ce  exi ts  Sel f-testi ng  and  fi nds  the  NV saved  TUN ID  i s  a t  the  ou t-of-box defau l t  va l ue.  I t  
remains  i n  th i s  s tate  un ti l  the  TUN ID  setti ng  sequence  ( i . e .  propose/appl y i n  SNCT i n terface)  i s  
successfu l l y completed .  On l y then  can  the  device  be  confi gured  

Confi gu ri ng  Object  and  devi ce  have  been  i n i ti a l i zed ,  successfu l l y completed  sel f-testi ng ,  bu t  does  NOT have  
a  val i d  confi gu rati on .  Con fi gu ri ng  and  I d l e  are  s ti cky s tates  that  are  preserved  th rough  power 
cycl es  

Cri ti ca l  Fau l t  The  obj ect  (and  device)  i s  i n  a  fau l t  s tate  from  wh i ch  there  i s  no  recovery.  Obj ect  services  
cannot  be  processed .  The  cond i ti ons  requ i red  for exi t  from  a  cri ti cal  fau l t  i s  ou ts i de  the  scope  of 
th i s  part  

 

IEC  

Configuring
MOD LED:

Flash Red/Green

Self-
Testing
MOD LED:

Flash Red/Green

Idle
MOD LED:
Flash Green

Executing
MOD LED:
Green

Self-Test
Exception
MOD LED:
Flash Red

Abort
MOD LED:
Flash Red

Critical
Fault

MOD LED:
Red

Critical  Fault
from any state

TUNID
Valid

Selt-test
Passed

Configured
Configure
Request or

Cnxn w/Config

Apply

Defined  by
Device
Profi le

Recover
Request
Configured

Self-test
Failed

Recover Request or
Cleared  Exception

Power Appl ied,  or
Reset Request fron  any state except Critical  Fault or Executing,

or Perfrom Diagnostics Request fron  any state except Critical  Fault or
Recoverable Fault

Rec.  Fault
from any state
except Critical

Fault

Val idate

Recovery

refer to Event
Matrix for rules

Defined by
Device
Profi le

Configure
Request

Configure
Request

Waiting for
TUNID
MOD LED:

Flash Red/Green

Selt-test
Passed
TUNID
Inval id

Selt-test
Passed

TUNID Valid
Unconfigured
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The  Safety Supervisor Status  attribu te  value  i nd icates  the  overal l  state  of the  device.  I t  i s  
updated  on  appropriate  state  transi tions  wi th in  the  Safety Supervisor object.  Attribu te  values  
1  to  8  represent val id  states.  A value  of zero  ind icates  that the  Safety Supervisor state  i s  
unknown ;  cond i tions  under wh ich  a  zero  value  may occur are  ou tside  the  scope  of th is  part.  

6.6.8.2  Safety Supervisor state  event matrix 

Table  50  defines  the  states  and  events  for the  Safety Supervisor.  

Table  50  – State  event matrix for Safety Supervisor 

Event 

State  

Wai ti ng  
for 

TUN ID  

Confi guri ng  

(Safety 
State)  

I d l e  

(Safety 
State)  

Sel f-Test  

(Safety 
State)  

Sel f-Test  
Exception  

(Safety 
State)  

Execu ti ng  Abort  

(Safety 
State)  

Cri ti cal  
Fau l t  

(Safety 
State)  

Power 
Appl i ed  

  - -  Defau l t  
En try Poi n t  
performs  
i ts  Se l f-
test  
appl i cati on  
process  

- -  - -  - -  Trans i t i on  
to  SELF  
TEST 

Sel f-Test  
Passed  

 

  N ot  
Appl i cabl e  

Transi t i on  
to  Last  
Saved  
S tate  i f n ot  
ou t-of-box 

E l se,  

Wai t  for 
TUN ID  

Not  
Appl i cabl e  

Not  
Appl i cabl e  

Not  
Appl i cabl
e  

Not  
Appl i cabl e  

Se l f-Test  
Fa i l ed  

  N ot  
Appl i cabl e  

Set  
appropri at
e  
Excepti on  
S tatus  B i ts  
and  
Transi t i on  
to  SELF  
TEST 
EXCEPTIO
N  

Not  
Appl i cabl e  

Not  
Appl i cabl e  

Not  
Appl i cabl
e  

Not  
Appl i cabl e  

Propose  
TUN ID  

Va l i date  
Sett i ngs  
and  
F l ash  
Net  LED  
pattern  

E rror OSCb Error OSCb Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error OSCb 

Appl y 
TUN ID  

Save  
TUN ID  
to  NV 
memory
,  

Trans i t i
on  to  
Con fi g -
u ri ng  

E rror OSCb Error OSCb Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error OSCb 

Excepti on  
Cond i t i on  
C l eared  

  N ot  
Appl i cabl e  

Not  
Appl i cabl e  

Set  
appropri ate  
Excepti on  
S tatus  B i ts  
and  
Trans i t i on  
to  SELF  
TESTI NG  

Not  
Appl i cabl e  

Not  
Appl i cabl
e  

Not  
Appl i cabl e  

Cri t i ca l  
Fau l t  

Trans i t i
on  to  
CRI TI C
AL 
FAULT 

Transi t i on  to  
CRI TI CAL  
FAULT 

Trans i t i on  to  
CRI TI CAL  
FAULT 

Trans i t i on  
to  
CRI TI CAL  
FAULT 

Transi ti on  
to  
CRI TI CAL  
FAULT 

Trans i t i on  
to  
CRI TICAL  
FAULT 

Trans i t i on  
to  
CRI TI CAL  
FAULT 

I gnore  
Even t  

Copyright International  Electrotechnical  Commission  



 –  78  – I EC  61 784-3-2: 201 6    I EC  201 6  

Event 

State  

Wai ti ng  
for 

TUN ID  

Confi guri ng  

(Safety 
State)  

I d l e  

(Safety 
State)  

Sel f-Test  

(Safety 
State)  

Sel f-Test  
Exception  

(Safety 
State)  

Execu ti ng  Abort  

(Safety 
State)  

Cri ti cal  
Fau l t  

(Safety 
State)  

Confi gu re  
Request  

E rror 
TNSc 

S tay i n  s tate  

Va l i date  and  
accept  

I f not  
Locked ,  

Trans i t i on  to  
Con fi gu ri ng  

E rror 
OSCb 

Error 
OSCb 

I f not  
Locked ,  

Drop  
Connectio
ns  

Appl y 
Safety 
S tate  

Go  to  
Con fi gu -
ri ng  

 I f 
Con fi gu re
d :  
Transi t i on  
to  I DLE  

- - -  

U nconfi g -
u red :  

Transi t i on  
to  

Con fi gu ri
ng  

- - -  

I f 
Swi tch /TU
N ID  
m ismatch  

Error 
OSCb 

Error OSCb 

Val i date  

Con fi gu rati
on  

E rror 
OSCb 

S tay i n  s tate  
–  S tore  
Resu l t  

Error OSCb Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error OSCb 

Appl y 
Request  

E rror 
OSCb 

Trans i t i on  to  
I d l e  i f Va l i d  

Error OSCb Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error 
OSCb 

Error OSCb 

Form  1  
SafetyOpe
n  

Error 
TNSc 

Appl y 
con fi g u rati on  
Trans i t i on  to  
Execu ti ng  i f 
Con fi g .  Va l i d  

Trans i t i on  to  
Con fi gu ri ng ,  

Proceed  to  
I DLE/EXECU
TING  
dependen t  
on  Profi l e  

E rror 
OSCb 

Error 
OSCb 

Drop  
Connec-
ti ons ,  
Transi ti on  
to  
Con fi gu ri n
g ,  Proceed  
to  I DLE  
EXECUTI
NG  
dependen t  
on  Profi l e  

E rror 
OSCc 

Error OSCb 

Reset  
Request  

Process  
type  

Trans i t i
on  to  
SELF  
TEST 

Process  type  

Trans i t i on  to  
SELF  TEST 

I f not  
Locked ,  

Process  type  

Trans i t i on  to  
SELF  TEST 

Process  
type  

Trans i t i on  
to  SELF  
TEST 

Process  
type  

Trans i t i on  
to  SELF  
TEST 

I f not  
Locked ,  

Process  
type  
 Trans i t i on  
to  SELF  
TEST 

I f not  
Locked ,  

Process  
type  

Trans i t i on  
to  SELF  
TEST 

Process  
type  
 Trans i t i on  
to  SELF  
TEST 

I n ternal  
Abort  
Request  

Trans i t i
on  to  
Abort  

Trans i t i on  to  
Abort  

Trans i t i on  to  
Abort  

E rror 
OSCb 

Error 
OSCb 

Transi ti on  
to  Abort  

E rror 
AIRSa 

Error OSCb 
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Event 

State  

Wai ti ng  
for 

TUN ID  

Confi guri ng  

(Safety 
State)  

I d l e  

(Safety 
State)  

Sel f-Test  

(Safety 
State)  

Sel f-Test  
Exception  

(Safety 
State)  

Execu ti ng  Abort  

(Safety 
State)  

Cri ti cal  
Fau l t  

(Safety 
State)  

Recover 
Request  

E rror 
OSCb 

Error OSCb Error OSCb Restart  

SELF  
TESTI NG  

Trans i t i on  
to  SELF  
TESTI NG  

Error 
OSCb 

I f 
Con fi gu -
red :  
Transi t i on  
to  I DLE  

- - -  

U nconfi g -
u red :  

Transi t i on  
to  

Con fi gu -
ri ng  

- - -  

I f 
Swi tch /TU
N ID  
m ismatch  

Error 
OSCb 

Error OSCb 

Perform  
D i agnosti c
s  Request  

E rror 
OSCb 

Error OSCb Trans i t i on  to   
SELF  TEST 

Restart  

SELF  
TEST 

Trans i t i on  
to  SELF  
TEST 

Error 
OSCb 

Perform  
a l l  d evi ce  
d i agnosti c  
tests  

Error OSCb 

Safety 
Connection  
Fa i l ed  

I gnore  
Even t  

I gnore  Even t  I gnore  Even t  I gnore  
Even td 

I gnore  
Even t  

Devi ce  
Profi l e  
Defi ned  

I gnore  
Even td 

I gnore  
Even td  

Safety I /O  
Connection  
establ i she
d  

Not  
Poss i b l
e  

Not  Poss i b l e  Devi ce  
Profi l e  
Defi ned  

I gnore  
Even td  

Not  
Poss ib l e  

Devi ce  
Profi l e  
Defi ned  

Not  
Poss i b l e  

Not  
Poss ib l e  

Safety I /O  
Connection  
Del eted  

I gnore  
Even td  

I gnore  
Even td  

I gnore  
Even td  

I gnore  
Even td 

Not  
Poss ib l e  

Devi ce  
Profi l e  
Defi ned  

I gnore  
Even td 

Error OSCb 

Mode  
Change   

E rror 
OSCb 

Error OSCb Devi ce  
Profi l e  
Defi ned  

Error 
OSCb 

Error 
OSCb 

Devi ce  
Profi l e  
Defi ned  

Error 
OSCb 

Error OSCb 

Restore   E rror 
OSCb 

Restore  
Previous  
Confi gu rati o
n  

Error OSCb Error 
OSCb 

Error 
OSCb 

I gnore  
Even td 

E rror 
OSCb 

Error OSCb 

Lock/  
U n l ock 

Error 
OSCb 

Error OSCb i f va l i d ,  
Execu te  and  
repl y  

E rror 
OSCb 

Error 
OSCb 

i f va l i d ,  
Execu te  
and  rep l y 

i f va l i d ,  
Execu te  
and  rep l y 

Error OSCb 

LED  Defi n i t i ons  for States  

Modu l e  
S tatus  
LED  

F l ash i ng  
Red /Gre
en  

F l ash i ng  
Red /Green  

F l ash i ng  
Green  

F l ash i ng  
Red /Green  

F l ash i ng  
Red  

So l i d  
G reen  

F l ash i ng  
Red  

So l i d  Red  

a Error AIRS = Error Response “Already in  Requested Mode/State” (Code 0Bhex).  

b Error OSC = Error Response “Object State Confl ict” (Code 0Chex) when possible.  

c Error TNS= Error Response “TUNID not Set”,  01 hex  extended code or 80Dhex  object specific extended  code.  

d  Ignore Event: :  defined  as “event has no effect on the state”,  no response necessary.  

 

Any Safety Supervisor i nstance  service  may be  requested  in ternal ly by the  device  as  
speci fied  by the  manufacturer.  General ly,  these  requests  wi l l  be  generated  as  the  resu l t  of an  
even t such  as  a  d iagnostic fa i l u re.  
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6.6.8.3  Effect of locking  on  device  behavior 

Figure  1 4  defines  the  effect that the  “ locked”  cond i tion  has  on  the  abi l i ty of a  device  to  be  
configured ;  devices  wh ich  are  l ocked  wi l l  re ject a l l  attempts  to  change  any configuration  data  
that affects  the  SCID.  

 

Figure  1 4  – Configuration ,  testing  and  locked  relationsh ips  

Table  51  defines  the  effect that ownersh ip  has  on  a  device’s  abi l i ty to  be  configured .  I t  shows  
that owned  devices  can  on ly be  Form  1  configured  by the  orig inator that has  the  owner UN ID.  
A l ocked  device  can  never be  configured  regard less  of i ts  ownersh ip.  

Table  51  – Configuration  owner control  vs.  device  state  
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Un locked  
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owner on l y 

Form1  accepted  by 
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Al l  Form  1  re j ected  

Config  Un -owned  

(Confi g .  OUN ID  =  0 )  

Form1  accepted  from  
anyone  

Form1  accepted  from  
anyone  

Al l  Form  1  re j ected  

SW Tool  Owned  

(Confi g .  OUN ID  =  a l l  FFhex)  

N o  Form  1  accepted  No  Form  1  accepted  Al l  Form  1  re j ected  
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6.6.8.4 State  mapping  of Safety Supervisor object to  Identi ty object 

Table  52  defines  the  mapping  of Safety Supervisor states  to  states  defined  for the  I den ti ty 
object.  Th is  state  mapping  defines  the  in terface  between  these  three  objects.  The  i denti ty 
object state  attribu te  ( i f supported)  shal l  fo l l ow th is  table.  

Table  52  – State  mapping  of Safety Supervisor to  Identi ty object 

Safety Supervisor I denti ty 

Sel f-Testi ng  Devi ce  Sel f-Testi ng  

Se l f-Test  Excepti on  Ma jor Un recoverab l e  

I d l e  S tandby 

Confi gu ri ng  S tandby 

Wai ti ng  for TUN ID  S tandby 

Execu ti ng  Operati ona l  

Abort Major Recoverabl e  

Cri ti ca l  Fau l t  Major Un recoverabl e  

 

6.6.8.5  Safety Supervisor object event to  Identi ty object event mapping  

Table  53  describes  the  mapping  of defined  Safety Supervisor even ts  to  equ ivalen t even ts  
defined  for the  I den ti ty object.  Th is  even t mapping  defines  the  in terface  between  these  
objects.  Th is  mapping  i s  provided  for reference  purposes.  

Table  53  – Safety Supervisor object event mapping  

Safety Supervisor state  events  
map  to  ->  

Equ ivalent I denti ty event  

Power Appl i ed  Power Appl i ed  

Se l f-Test  Fai l ed  Fa i l ed  Tests  

Se l f-Test  Passed  Passed  Tests  

Propose  TUN ID  No  equ i va len t  even t  

Appl y TUN ID  No  equ i va len t  even t  

Excepti on  Cond i ti on  C leared  Fau l t  Corrected  

Cri ti ca l  Fau l t  Ma jor Un recoverab l e  Fau l t  

Con fi gu re  Request  Deacti vated  

Va l i date  Con fi gu rati on   N o  equ i va len t  even t  

Appl y Con fi gu rati on  Acti vated  

Form  1  SafetyOpen  No  equ i va len t  even t   

Reset Request Reset 

Abort  ( I n ternal )  Ma jor Recoverabl e  Fau l t  

Recover Request  Fau l t  Corrected  

Perform  D iagnosti c  Request No  equ i va len t  even t  

Safety Connecti on  Fa i l ed  Deacti vated  

Safety Connecti on  Establ i shed  Acti vated  

Safety Connecti on  Deleted  No  equ i va len t  even t  

Mode  Change  No  equ i va len t  even t  

Restore  No  equ i va len t  even t  

Lock/Un l ock No  equ i va len t  even t  
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6.6.8.6  Identi ty object event to  Safety Supervisor event mapping  

Table  54  describes  the  mapping  of defined  I den ti ty objects  even t cond i tions  to  equ ivalent 
even ts  defined  for the  Safety Supervisor object.  Th is  even t mapping  defines  the  equ ivalent 
even ts  between  these  objects.  Th is  mapping  i s  provided  for reference  purposes  on ly;  the  
Safety Supervisor object i s  the  con trol l i ng  object i n  safety devices  and  on ly even ts  defined  by 
the  supervisor shal l  be  implemented  i n  safety devices.  

Table  54 – Identi ty object event mapping  

I denti ty events  map  to  ->  Safety Supervi sor events  

Power appl i ed  Power appl i ed  

Fa i l ed  tests  Se l f-Test  fa i l ed  

Passed  tests  Se l f-Test  passed  

Deacti vated  Confi gu re  request  

Acti vated  Appl y confi gu rati on  

Major recoverabl e  fau l t  Abort  ( i n ternal )  

Major un recoverabl e  fau l t  Cri ti ca l  fau l t  

M inor fau l t  N o  effect  

Fau l t  corrected  Excepti on  cond i ti on  cl eared  

Reset Service  not  supported  error 

 

6.7  Safety Val idator object 

6.7.1  General  

Class  Code:  3Ahex 

The  Safety Val idator object i s  designed  for use  i n  safety devices  on  a l l  FSCP 2/1  networks.  
The  Safety Val idator contains  the  i n formation  necessary to  coord inate  and  main tain  rel iable  
safety connections  between  cl ien t and  server safety-related  appl ications.  The  primary role  of 
the  Safety Val idator function  i s  to  act as  a  safety transport manager of mu l tip le  l ow-level  
CPF  2  connections  that together form  a  complete  safety connection .  

The  device  contain ing  the  Safety Val idator object can  create  several  i nstances  of the  Safety 
Val idator object for each  safety-related  appl ication  connection  poin t ( for example  appl ication  
data  assembly)  supported  by the  device.  

The  Safety Val idator object supports  two  basic safety transport types:  Poin t-to-poin t and  
Mu l tipoin t.  Each  safety transport type  has  a  defined  set of l ow-level  CPF  2  connections  that 
shal l  be  a l located  a long  wi th  the  Safety Val idator object when  a  safety connection  i s  
i nstan tiated  by a  SafetyOpen .  

6.7.2  Class  attributes  

The  class  attribu tes  for the  safety supervisor are  defined  in  Table  55.  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 83  – 

Table  55  – Safety Val idator class  attributes  

Attr ID  Need  i n  
implem.  

Access  
ru le  

Name  Data  
type  

Description  of attribu te  Semantics  
of value  

1  – 7  Opti onal  

 

Get    See  I EC  61 1 58-5-2  and  
I EC  61 1 58-6-2  for a  
descripti on  of the  opti onal ,  
reserved  cl ass  attri bu tes  

 

8  Requ i red  Get  Safety Connection  
Fau l t  Coun t 

U INT D i agnosti c  Coun ter that  i s  
a  runn i ng  coun t  of Safety 
Connection  Fau l ts  

 

 

Safety Connection  Fau l t  Count:  th is  Safety Connection  Fau l t  Count attribu te  in  the  Safety 
Val idator shal l  be  a  runn ing  coun t (wi th  au to-rol l over)  of how many times  any safety 
connection  was  fau l ted  for any reason .  

6.7.3  Instance attributes  

6.7.3.1  Instance  attributes  overview 

Most attribu te  values  are  derived ,  hard  coded ,  or obtained  from  the  dynamic connection  
establ i shment process.  The  on ly settable  attribu te  value  i s  the  Max Data  Age  d iagnostic.  A 
complete  l i st  of the  instance  attribu tes  i s  defined  in  Table  56.  

Table  56  – Safety Val idator instance attributes  

Attr 
ID  

Need  i n  
Implementation  

Acces
s  ru le  

NV Name Data  
type  

Description  of 
attribu te  

Semantics  
of value  

1  Requ i red  Get   Safety 
Va l i dator 
S tate  

US INT S tate  of the  safety 
connecti on  

 

2  Requ i red  Get   Safety 
Va l i dator 
Type  

USINT Safety Val i dator type  
u sed  i n  th i s  i n stance  

See  6 . 7 . 3 . 3  

3  Opti onal  Get   P i ng  I n terva l  
EPI  
Mu l ti p l i er 

U I NT Number that  defi nes  the  
P i ng_Count_I n terval  for 
a  parti cu lar connecti on  

1 6  to  1  000  

4  Opti onal  Get   Time  Coord  
Msg  M in  
Mu l ti p l i er  

STRUCT 
of:  

  

T ime  Coord  
Msg  M in  
Mu l ti p l i er 
array s i ze  

US INT S ize  of array equal s  
Max Consumer n umber 
for mu l ti poi n t  producers  
and  1  for poi n t-to-poin t  
and  mu l ti poi n t  
consumer 

 

Time  Coord  
Msg  M in  
Mu l ti p l i er 

Array of:  
U I NT 

M in imum  number of 
1 28  µs  i ncremen ts  i t  
cou l d  take  for a  Time  
Coord i nati on  Message  
to  traverse  from  the  
consumer to  the  
producer 

0  – 7  81 3  

5  Opti onal  Get   Network 
Time  
Expectati on  
Mu l ti p l i er 

STRUCT 
of:  

  

N etwork 
Time  
Expectati on  
Mu l ti p l i er 
array s i ze  

US INT S ize  of array equal s  
Max Consumer n umber 
for mu l ti poi n t  producers  
and  1  for poi n t-to-poin t  
and  mu l ti poi n t  
consumer 
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Attr 
ID  

Need  i n  
Implementation  

Acces
s  ru le  

NV Name Data  
type  

Description  of 
attribu te  

Semantics  
of value  

Network 
Time  
Expectati on  
Mu l ti p l i er 

Array of:  
U I NT 

Maximum  number of 
1 28  µs  i ncremen ts  that 
a  consumer sha l l  a l l ow 
the  age  of the  safety 
d ata  to  reach  

0  – 45  31 3  

6  Opti onal  Get   Timeou t  
Mu l ti p l i er 

STRUCT 
of:  

  

T imeou t  
Mu l ti p l i er 
array s i ze  

US INT S ize  of array equal s  
Max Consumer n umber 
for mu l ti poi n t  producers  
and  1  for poi n t-to-poin t  
and  mu l ti poi n t  
consumer 

 

Timeou t  
Mu l ti p l i er 

Array of:  
US INT 

Determines  the  number 
of messages  that  may 
be  l ost  before  decl ari ng  
a  connecti on  error 

Base  
Format:  

1 -4  

Extended  
Format:  

1 -255  

7  Opti onal  Get   Max 
Consumer 
Number 

US INT Maximum  number of 
consumers  a l l owed  for 
the  connecti on  

1  (Poin t-to-
poi n t)  

2 -1 5  
(Mu l ti poi n t)  

8  Opti onal a Get   Data  
Connection  
I nstance  

U INT Connection  I nstance  I D  
of the  Safety Data  
Connection   

 

9  Opti onal a Get   Coord i nati on  
Connection  
I nstance  

STRUCT 
of:  

 

Connection  I nstance  
I Ds  of the  Safety 
Coord i nati on  
Connection   

1 -max 
number of 
connecti ons  
i n  the  
devi ce  

 

Coord i nati on  
Connection  
I nstance  
array s i ze  

US INT S ize  of array equal s  
Max Consumer n umber 
for mu l ti poi n t  producers  
and  1  for poi n t-to-poin t  
and  mu l ti poi n t  
consumer 

 

Coord i nati on  
Connection  
I nstance  

ARRAY 
of:  

U I NT 

  

1 0  Opti onal a Get   Correcti on  
Connection  
I nstance  

U INT Connection  I nstance  I D  
of the  Time  Correcti on  
Connection   

0  (when  not  
u sed )  

1 -max 
number of 
connecti ons  
i n  the  
devi ce  

1 1  Opti onal a Get   CCO  B i nd i ng  U INT I nstance  I d  of a  CCO 
wh i ch  hol ds  the  
connecti on  
Establ i shmen t setti ngs  
for th i s  connecti on .  On l y 
u sed  by safety 
connecti on  ori g i nators  

0  (when  not  
u sed  or no  
b i nd i ng  
presen t)  

1 2  Requ i red  Set   Max Data  
Age  

U I NT D i agnosti c  wh ich  hol ds  
the  l argest  Data  Age  
detected  i n  1 28  µs  
i ncrements.  Attri bu te  
on l y u sed  for Safety 
Consumers  
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Attr 
ID  

Need  i n  
Implementation  

Acces
s  ru le  

NV Name Data  
type  

Description  of 
attribu te  

Semantics  
of value  

1 3  Requ i red  Get   Appl i cati on  
Data  Path  

Packed  
EPATH  

Poi n ts  to  the  appl i cati on  
d ata  attached  to  th i s  
safety connection  

 

1 4  Opti onal  Get  V Error Code  U I NT Reason  for error wi th i n  
th i s  i nstance  

0  i f no  error,  
e l se  
impl emen tat
i on  speci fi c  
error code  

1 5  Cond i ti onal b  Get  V Producer/  
Consumer 
Fau l t  
Coun ters  

STRUCT 
of:  

  

Producer/  
Consumer 
Coun ter 
Array S i ze  

USINT S ize  of array equal s  
Max Consumer n umber 
for mu l ti poi n t  producers  
and  1  and  1  for poi n t  to  
poi n t  and  mu l ti po i n t  
consumer 

 

Producer/  
Consumer 
Fau l t  
Coun ter 

ARRAY 
of:  

US INT 

Number of fau l ts  
d etected  th i s  hou t 

See  
6 . 7 . 3 . 1 4  

a  I t i s  optional  that these parameters  be  made publ icly visible.  However,  al l  Val idator i nstances shal l  have in ternal  
parameters  which  represent these variables.  

b  I f the  device  support the  Extended  Format then  th is  attribute i s  requ ired .  

 

6.7.3.2  Safety Val idator state  

Th is  attribu te  defines  the  cu rrent state  of the  Safety Val idator object i nstance.  Transi tions  i n  
th is  state  attribu te  reflect the  curren t state  of the  object;  the  defin i tions  are  defined  in  
Table  57.  Th is  attribu te  can  be  used  to  determine  the  cond i tion  of establ ished  safety 
connections.  

Table  57  – Safety Val idator state  assignments  

Value  State  name  Description  

0  Unal l ocated  I n  th i s  s tate  the  Safety Va l i dator ob ject  has  e i ther not  been  a l l ocated  to  a  
connecti on  or has  been  cl osed  

1  I n i ti a l i zi ng  I n  th i s  s tate  the  Safety Va l i dator ob ject  i s  i n  the  process  of exchang i ng  
t ime  coord inati on  i n formation  across  the  connecti on .  The  “safety”  
connecti on  i s  not  yet  fu l l y establ i shed   

2  Establ i shed  I n  th i s  s tate  the  Safety Va l i dator i n stance  i s  fu l l y establ i shed  and  
produci ng /consum ing  safety data  on  behal f of the  safety-re lated  
appl i cati on  

3  Connection_Fai l ed  Th i s  state  i s  en tered  when  a l l  connecti ons  associated  wi th  th i s  Va l i dator 
have  fa i l ed  for any reason .  I n  producers ,  a l l  mu l ti poi n t  consumer 
connecti ons  sha l l  h ave  fa i l ed .  As  l ong  as  any consumer i s  s ti l l  operati ng ,  
the  producer wou l d  remain  i n  the  Establ i shed  s tate  

4 -255  Reserved   

 

6.7.3.3  Safety Val idator type  

Th is  attribu te  defines  the  type  of Safety Val idator transport that i s  being  used ,  the  defin i tion  i s  
defined  i n  Table  58.  Targets  shal l  derive  th is  value  from  the  Safety Connection  parameters  in  
the  SafetyOpen .  
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Table  58  – Safety Val idator type,  bi t  field  assignments  

Bi t  7  B i ts  0  – 6  

Producer(cl i en t)  =  0 / 

Consumer(server)  =  1  

Safety Connecti on  Type:  
0  =  unal l ocated  
1  =  Poi n t-to-poin t  
2  =  Mu l ti poi n t  
3 -1 27  =  Reserved  

 

The  transports  for each  Safety Val idator Type  are  depicted  in  F igure  1 5.  Th is  attribu te  can  be  
used  to  query a  device  to  determine  the  type  of connection  that has  been  establ i shed .  

 

Figure  1 5  – Safety connection  types  
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6.7.3.4 Ping  interval  EPI  multipl ier 

Th is  attribu te  i s  used  as  part of the  Safety Val i dator function .  Th is  parameter i s  obtained  from  
the  Safety Segment Parameters  i n  the  SafetyOpen .  The  ru les  Mu l tipoin t producers  shal l  
fo l low for evaluating  th is  parameter from  mu l tiple  consumers  are  defined  i n  Table  59.  

6.7.3.5  Time Coord  Msg  min  mu l tipl ier 

Th is  attribu te  i s  used  as  part of the  Safety Val i dator function .  Th is  parameter i s  obtained  from  
the  Safety Segment Parameters  i n  the  SafetyOpen .  The  ru les  Mu l tipoin t producers  shal l  
fo l low for evaluating  th is  parameter from  mu l tiple  consumers  are  defined  in  Table  59.  

Table  59  – Mu ltipoint producer SafetyOpen  parameter evaluation  ru les  

Safety parameter Producer eval uation  ru l e  Error response  ( i f 
appropriate)  

Ping  I n terval  EPI  Mu l ti p l i er Shal l  match  exi sti ng  P . I . E .M .  

( fi rst  consumer sets  i t)  

I nval i d  parameter 

Time_Coord  Msg  M i n  Mu l ti p l i er Accept any 

(a l l  can  be  d i fferen t)  

NA 

Network Time  Expectati on  Mu l ti p l i er Accept any 

(a l l  can  be  d i fferen t)  

NA 

Timeou t  Mu l ti p l i er Accept any 

(a l l  can  be  d i fferen t)  

NA 

Max Consumer Number Shal l  match  exi sti ng  
Max_Consumer_Number 

( fi rst  consumer sets  i t)  

I nval i d  parameter 

 

6.7.3.6  Network time  expectation  mul tipl ier 

Th is  attribu te  defines  the  connection  reaction  time  associated  wi th  th is  connection .  Th is  
parameter i s  obtained  from  the  Safety Segment Parameters  i n  the  SafetyOpen .  The  ru les  
Mu l tipoin t producers  shal l  fo l low for evaluating  th is  parameter from  mu l tip le  consumers  are  
defined  in  Table  59.  

6.7.3.7  Timeout mul tipl ier 

Th is  attribu te  defines  the  to lerance  the  Safety Val idator wi l l  have  for l ost messages  before  
fau l ting  a  connection  and  taking  a  safety action .  Th is  parameter i s  obtained  from  the  Safety 
Segment Parameters  in  the  SafetyOpen .  The  ru les  Mu l tipoin t producers  shal l  fo l low for 
evaluating  th is  parameter from  mu l tip le  consumers  i s  defined  i n  Table  59.  

6.7.3.8  Max consumer number 

Th is  attribu te  defines  the  maximum  number of consumers  that are  a l l owed  to  connect to  a  
mu l tipoin t producer (Type  82).  Both  Mu l tipoin t Consumers  and  Producers  have  to  know th is  
value  to  function  properly.  Th is  parameter i s  obtained  from  the  Safety Segment Parameters  in  
the  SafetyOpen .  The  ru les  Mu l tipoin t producers  shal l  fol low for evaluating  th is  parameter from  
mu l tip le  consumers  i s  defined  i n  Table  59.  

6.7.3.9  Data  connection  instance 

Th is  attribu te  i denti fies  the  instance  of the  connection  object responsible  for the  Safety Data  
connection .  Th is  attribu te  i s  assigned  as  part of the  connection  establ i shment process.  
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6.7.3.1 0  Coordination  connection  instance 

Th is  attribu te  i den ti fies  the  i nstance  of the  connection  object responsible  for the  Time  
Coord ination  connection .  Th is  attribu te  i s  assigned  as  part of the  connection  establ ishment 
process.  

6.7.3.1 1  Correction  connection  instance 

Th is  attribu te  i den ti fies  the  i nstance  of the  connection  object responsible  for the  Time  
Correction  connection  i f used .  Th is  attribu te  i s  assigned  as  part of the  connection  
establ ishment process.  

6.7.3.1 2  CCO bind ing  

Th is  attribu te  i den ti fies  the  Connection  Configuration  i nstance  that was  used  to  set up  th is  
safety connection .  Th is  b ind ing  i s  requ i red  to  noti fy the  CCO function  when  the  connection  i s  
closed  so  that i t  can  attempt to  re-establ i sh  the  connection .  Th is  attribu te  i s  on ly used  i n  
connection  orig inators.  Th is  attribu te  may e i ther be  assigned  as  part of the  connection  
establ ishment process  or hard  coded  at  design  time.  

6.7.3.1 3  Max data  age 

The  data  age  of received  packet data  i s  defined  as  the  d i fference  between  the  consumer’s  
1 28  µs  clock and  received  Time  Stamp at the  time  the  packet i s  received .  The  Max Data  Age  
attribu te  i s  the  maximum  value  th is  age  has  reached  wh i le  the  connection  i s/was  establ ished .  
The  value  can  be  used  by d iagnostic tools  to  fi ne  tune  the  Network Time  Expectation  
Mu l tipl ier.  

The  Max Data  Age  attribu te  shal l  a lways  reflect the  largest value  the  connection ’s  data  age  
reaches  wi thou t exceed ing  the  expectation  mu l tip l ier.  

I f a  safety connection  i s  ever fau l ted  and  closed ,  the  Max Data  Age  attribu te  shal l  be  re-
in i ti al ized  to  0  when  the  connection  i s  re-establ ished .  

6.7.3.1 4 Producer/Consumer Fau l t  Counter 

For connections  wh ich  are  using  the  Extended  Format,  th is  attribu te  reflects  the  in ternal  
Producer or Consumer Fau l t  Counters.  

When  the  connection  i s  a  EF  Consuming  connection ,  the  Producer/Consumer Fau l t  Counter 
attribu te  shal l  reflect the  Consumer_Fau l t_Counters.  When  the  connection  i s  a  EF  Producing  
connection ,  the  attribu te  shal l  reflect the  Producer_Fau l t_Counter.  

The  attribu te  i s  used  i n  the  assessment tests  wh ich  veri fy proper operation  of the  EF  fau l t 
detection  behavior.  

6.7.4 Class  services  

The  class  services  supported  by the  Safety Val idator are  defined  i n  Table  60.  

Table  60  – Safety Val idator class  services  

Service  
code  

Need  i n  
implementation  

Name  Description  of service  

0Ehex  Requ i red  Get_Attri bu te_Sing l e  Used  to  read  a  Safety Val i dator ob j ect C l ass  
attri bu te  val ue  

4Bhex  Opti onal  Reset a l l  error 
coun ters  

Used  to  reset cl ass  a ttri bu te  8  i n  a l l  i nstances  
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6.7.5  Instance  services  

6.7.5. 1  Instance services  overview 

The  instance  services  supported  by the  Safety Val idator are  defined  in  Table  61 .  

Table  61  – Safety Val idator instance  services  

Service  

code  

Need  i n  

implementation  

 

Name  

 

Description  of service  

01 hex  Opti onal  Get_Attri bu te_Al l  Retu rns  the  va l ues  of a l l  i nstance  attri bu tes  

0Ehex  Requ i red  Get_Attri bu te_Sing l e  Used  to  read  a  Safety Val i dator ob j ect 
a ttri bu te  val ue  

1 0hex  Requ i red  Set_Attri bu te_Sing l e  Used  to  reset the  Max Data  Age  Attri bu te  

4Bhex  Opti onal  Reset error code  U sed  to  reset i n stance  attri bu te  1 4  

 

6.7.5.2  Get_Attributes_Al l  Response 

The  response  data  for the  Get_Attribures_Al l  service  i s  defined  i n  Table  62 .  

Table  62  – Safety Val idator Get_Attributes_Al l  service  data 

Attribu te  ID  Octet number Name   Data  type  

1  0  Safety Val i dator S tate  US INT 

2  1  Safety Val i dator Type  USINT 

3  2 , 3  P i ng  I n terval  EPI  Mu l ti p l i er U INT 

4  vari abl e  Time  Coord  Msg  M in  Mu l ti p l i er STRUCT 

5  vari abl e  Network Time  Expectati on  STRUCT 

6  vari abl e  Timeout  Mu l ti p l i er STRUCT 

7  vari abl e  Max Consumer Number US INT 

8  vari abl e  Data  connecti on  I nstance  U INT =  0  i f not  supported  

9  vari abl e  Coord i nati on  Connection  I n stance  U INT =  0  i f not  supported  

1 0  vari abl e  Correcti on  Connecti on  I nstance  STRUCT 

1 1  vari abl e  CCO B ind i ng  U INT =  0  i f not  supported  

1 2  vari abl e  Max Data  Age  U INT 

1 3  vari abl e  Appl i cati on  Path  Packed  EPATH  

1 4   E rror Code  U INT 

 

6.7.6  Object behavior 

6.7.6.1  State  transi tion  d iagram  

The  behavior of the  Safety Val idator object i s  i l l ustrated  in  F igure  1 6  and  Table  63.  
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Figure  1 6  – Safety Val idator state  transition  d iagram  

6.7.6.2  IDLE 

The  I d le  state  i s  i n i tia l  state  en tered  after Power-up/Sel f-test.  Th is  state  i s  the  normal  state  
when  no  connections  are  open  or fa i led .  

6.7.6.3  In i tial izing  

For mu l tipoin t producers,  th is  state  exists  for each  consumer connection  hand led  by the  
producer.  For poin t-to-poin t producers  and  a l l  consumers,  th is  state  relates  to  the  en ti re  
Safety Val idator connection .  

6.7.6.4 Establ ished  

For mu l tipoin t producers,  th is  state  exists  for each  consumer connection  hand led  by the  
producer.  For poin t-to-poin t producers  and  a l l  consumers,  th is  state  relates  to  the  en ti re  
Safety Val idator connection .  
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6.7.6.5  Connection_Fai led  

Th is  state  i s  en tered  when  a l l  connections  associated  wi th  the  Safety Val idator have  fa i led .  I t  
can  remain  i n  th is  state  un ti l  e i ther a  SafetyClose  i s  received ,  or the  connection  i s  re-
establ ished  from  a  match ing  orig inator ( i . e.  OUN ID  and  Appl ication  Path  match  a  connection  
resource).  

6.7.6.6  State  event matrix 

Table  63  i s  the  state  even t matrix that defines  the  Safety Val idator behavior.  Table  64  maps  
the  Safety Val idator states  to  the  Safety Supervisor states.  

Table  63  – Safety Val idator state  event matrix 

 S tate  

Event  I d le  I n i ti al i zi ng  Executing  Connection  
fai l ed  

Power appl i ed  and  Sel f-Test 
complete  

I n i ti a l  s ta te  - -  --   

Safety Supervi sor =  a l l owing  s tate ,  

Net  Access  S tate  Mach i ne  =  On - l i ne,  

New safety connecti on  requested  

Va l i date  
Request  and  

transi ti on  to  
I n i ti a l i zi ng  

I f mu l ti poi n t  
producer,  

I n i ti a l i ze  safety 
connecti on  

I f Mu l ti poi n t  
producer,  
I n i ti a l i ze  safety 
connecti on  

Match  OUN ID  
and  Appl i cati on  
Path ,  

I f match ,  
Transi ti on  to  
I n i ti a l i zi ng  

Time  coord i nati on  handshake  
complete  

--  Transi ti on  to  
Execu ti ng  

I f mu l ti poi n t  
producer,  

New Consumer 
On -l i ne  

--  

Consumer fa i l s  i n  Mu l ti poin t  
producer wh i l e  o ther consumers  s ti l l  
on - l i ne  

--  F l ash  NET 
status  LED  
Red  

F l ash  NET 
status  LED  Red  

--  

Al l  connections  fa i l ed  - -  Transi ti on  to  
Connection  
Fa i l ed  

Transi ti on  to  
Connection  
Fa i l ed  

F l ash  NET status  
LED  Red  

Match ing  consumer connection  
request  ( i . e .  OUN ID  and  Appl i cati on  
path  match  a  fa i l ed  consumer 
connecti on )  

- -  Transi ti on  
Consumer to  
I n i ti a l i zi ng  

Transi ti on  
Consumer to  
I n i ti a l i zi ng  

Transi ti on  to  
I n i ti a l i zi ng  

SafetyClose  recei ved  Success  
Repl y,  s tay i n  
I d l e  

Success  
Repl y,  

Transi ti on  to  
I d l e  

Success  Repl y,  

Transi ti on  to  
I d l e  

Success  Repl y,  

Transi ti on  to  I d l e  

 

Copyright International  Electrotechnical  Commission  



 –  92  – I EC  61 784-3-2: 201 6    I EC  201 6  

Table  64 – State  mapping  between  Safety Supervisor and  Safety Val idator objects  

Safety Supervisor Safety Val idator 

Sel f-Testi ng  I d l e  

Se l f-Test Excepti on  I d l e  

Wai ti ng  for TUN ID  I d l e  

I d l e  I d l ea,  I n i t i a l i zi ng  Execu ti ng ,  or Connecti on_Fai l ed  

Con fi gu ring  I d l e  

Execu ti ng  I d l ea,  I n i t i a l i zi ng  or Execu ti ng ,  or Connecti on_Fai l ed  

Abort I d l e  

Cri ti ca l  Fau l t  I d l e  

a  A Safety Val i dator sha l l  on l y accept  connecti ons  when  the  Safety Supervi sor i s  i n  the  state  that  can  accept  
connecti ons  wh ich  i s  device  dependent  ( i . e .  Execu ti ng  on l y,  or Execu te/I d l e) .  A Safety Val i dator i nstance  
cou l d  be  I d l e  wh i l e  another Safety Val i dator i s  s ti l l  acti ve.  

 

6.8  Connection  Configuration  Object 

6.8.1  General  

Th is  subclause  6 . 8  defines  the  extensions  to  the  Connection  Configuration  Object,  Class  
F3hex  for FSCP 2/1 .  See  I EC  61 1 58-4-2  for the  complete  defin i tion .  

C lass  Code:  F3hex 

6.8.2  Class  attribute  extensions  

The  class  attribu tes  for use  by FSCP 2/1  devices  are  defined  in  Table  65.  

Table  65  – Connection  configuration  object class  attribute  extensions  

Attribu te  
ID  

Need  i n  
implem.  

Access  ru l e  Name  Data  type  Description  of attribu te  

9  Cond i ti onal a  Set  Ed i t  S i gnatu re  UDINT Created  and  used  by 
con fi gu rati on  software  to  
detect  mod i fi cati ons  to  the  
i nstance  attri bu te  va l ues  

a  Th i s  attri bu te  i s  on l y requ i red  i n  devices  not  u s i ng  the  Safety SNCT i n terface.  

 

6.8.3  Instance attributes,  addi tions  and  extensions.  

Table  66  defines  the  i nstance  attribu tes  and  changes  for use  by FSCP 2/1  devices.  

Table  66  – Connection  Configuration  Object instance attribute  addi tions/extensions  

Attr 
ID  

Need  i n  
implem.  

Access  
ru le  

NV Name  Data  type  Description  of 
attribu te  

Semantics  of 
value  

9  Requ i red  Set NV Data  Map  STRUCT 
of:  

  

format_number U INT Th i s  number 
determ ines  the  
map  format u sed  

2 -99  Reserved  

1 00  –  1 99  
Vendor Speci fi c  
Al l  other val ues  
are  Reserved  

Data_Map  
data_size  

U INT  S i ze,  i n  octets ,  
of Map  
i n formati on  
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Attr 
ID  

Need  i n  
implem.  

Access  
ru le  

NV Name  Data  type  Description  of 
attribu te  

Semantics  of 
value  

Data_Map_data  Array of 
octet 

Data  Map  format 
data  based  on  
Format number 

 

1 0  Opti onal  Set NV Confi g  #2  Data2   STRUCT 
of:  

  

con fi g_data_size  U INT Leng th  of 
con fi g_data  i n  
octets  

 

con fi g_data  Array of 
octet 

Con fi g  #  2  data   

1 1  Opti onal  Set NV Proxy Device  I D  STRUCT 
of:  

  

vendor_i d   U I NT Vendor I D   

product_type   U I NT Devi ce  Type   

product_ code   U I NT Product  Code   

ma j or_rev  US INT Ma jor revi s ion   

m i nor_rev  US INT M i nor revi s ion   

1 2  Cond i ti ona l a  Set NV Connection  
D i sabl e  

BOOL  0  – connecti on  i s  
enabled .  

1  –  connecti on  i s  
d i sabl ed .  

When  an  Open  
service  i s  
recei ved  th i s  
val ue  shal l  be  
set  to  0 .  When  a  
C l ose  or S top  
service  i s  
recei ved  th i s  
val ue  shal l  be  
set  to  1  

1 3  Cond i ti ona l a  Set NV Safety Parameters  STRUCT 
of:  

  

reserved  USINT Reserved   Sha l l  be  zero   

reserved  USINT Reserved  Shal l  be  zero  

Configu rati on  CRC  UDINT CRC-S4  over the  
target  d evice  
con fi gu rati on  
data  i n  Attri bu te  
7  and  1 0  

Th i s  va l ue  
ca l cu lated  by the  
con fi gu rati on  
software  on  the  
data  i n  Attr.  7  
and 1 0  after the  
con fi gu rati on  i s  
appl i ed  

Con figu rati on  
S i gnatu re  

DATE  
AND  TIME  

  

T ime  Correcti on  
EPI  

UDINT   

T ime  Correcti on  
Connection  
Parameters  

WORD    

Target  UN ID  1 0  octets   UN ID  of target  
devi ce  

Reserved  space  
for Ori g i nator 
UN ID  

1 0  octets  Al l  zeros  Al l ows  FW to  
easi l y s tu ff 
OUN ID  i n to  
safety segmen t 

P i ng  I n t  EPI  Mu l t  U I NT   
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Attr 
ID  

Need  i n  
implem.  

Access  
ru le  

NV Name  Data  type  Description  of 
attribu te  

Semantics  of 
value  

Time  Coord  Msg  
M i n  Mu l t  

U I NT   

N et  Time  Exp  Mu l t  U I NT   

T imeou t  Mu l ti p l i er US INT   

Max Consumer 
N umber 

US INT   

1 4  Cond i ti ona l a  Get  NV Connection  
Parameter CRC  

UDINT CRC-S4  over the  
connecti on  
parameters  u sed  
i n  a  SafetyOpen  

Th i s  va l ue  i s  
ca l cu l ated  by 
th i s  device  on l y 
once  when  the  
con fi gu rati on  i s  
appl i ed .  I t  shal l  
be  readabl e  by 
con fi gu rati on  
software  

1 5  Cond i ti ona l a  Set NV Confi gu rati on  
I nstance  

U I NT Wh ich  obj ect  has  
con fi gu rati on  for 
th i s  node  

=  0  when  no  
ob j ect ass i gned  

1 6  Cond i ti ona l a  Set NV I d  Al l ocation  BOOL When  cl eared ,  
the  ori g i nator 
wi l l  a l l ocate  the  
network I d s  for 
i ts  produced  
connecti ons  

0 :  a l l ocate  the  I d  
for produced  
connecti ons  
(defau l t)  

1 ;  ask target  for 
produced  I ds  

1 7  Cond i ti ona l a  Get   Target  Connecti on  
Seri a l  Number 

U INT The  i nstance  #  
of the  Target’ s  
Safety Val i dator.  
Target  
Connection  
Seri a l  N umber 
retu rned  du ri ng  
connecti on  
establ i shment.  
Read  by 
d i agnosti c  tool s  

0  when  
connecti on  i s  not  
establ i shed  

20  Cond i ti ona l b  Set NV Format  Type  US INT Defi nes  wh i ch  
format to  use  i n  
connecti ng  to  a  
target 

0  =  Au to  
(defau l t)  

1  =  “Base”  

2  =  “Extended ”  

21  Cond i ti ona l b  Get  NV Format  Status  US INT I n d i cates  wh i ch  
format i s  
cu rren tl y i n  use  
when  the  Format 
Type  i s  Au to  (or 
i f no  ag reement  
on  a  format 
cou l d  be  
obtai ned )  

0  =  Au to  

1  =  “Base”  

2  =  “Extended ”  

0xFF  =  “con fl i ct  
detected ”  

22  Cond i ti ona l b  Set NV Max Fau l t  Number U I NT Used  by both  
producers  and  
consumers  to  
determ ine  how 
many erroneous  
packets  can  be  
d ropped  before  a  
connecti on  sha l l  
be  cl osed  

Defau l t  =  5  

A va l ue  of 0  
i n d i cates  
connecti ons  
sha l l  be  cl osed  
on  any detected  
error 

a  Th i s  a ttri bu te  i s  requ i red  for a  devi ce  wh ich  supports  safety connecti ons;  o therwi se  th i s  a ttri bu te  i s  opti onal .  

b  Th i s  attri bu te  i s  requ i red  for a  device  wh ich  supports  the  Extended  Format;  otherwi se  th i s  attri bu te  i s  
optional .  
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6.8.4 Instance  attribute  semantics  extensions  or restrictions  for safety 

6.8.4.1  Connection  flags  – (Attribute  2)  

Connection  F lags  are  defined  i n  Table  67.  

Table  67  – Connection  flag  bi t  defin i tions  

Bi ts  Defin i ti on  for safety devices  

Bi t  0 :  Connection  D i recti on   
Always  0  =  Ori g i nator of connecti on  

B i t  1 -3 :  O-to-T  Rea l  time  transfer format   
Always  1 01  =  Safety Format 

B i t  4 -6 :  T-to-O  Rea l  time  transfer format   
Always  1 01  =  Safety Format 

B i t  7 -1 5:  N ot  used .    
Always  0  

Va l ue:  005Ahex  =  Ori g i nator  
005Bhex  =  Target  

 

6.8.4.2  CS  Data  Index Number – (Attribute  4)  

CS Data  I ndex i s  not used ,  shal l  be  FFFF  FFFFhex.  

6.8.4.3  Connection  Timeout Mu l tipl ier – (part of Attribute  5)  

Connection  Timeout Mu l tip l i er for safety i s  used  by the  producer and  consumer to  timeout any 
of the  3  standard  connections.  I t  i s  used  by the  consumer of the  connection  to  determine  i f the  
connection  shou ld  timeout.  

The  timeou t value  for the  connection  i s  defined  as:  

Connection  RPI  ×  (CTM  +  1 )  ×  4  

Range:  0  to  7  

where  

0  =  (0x4);  

1  =  (0x8);  

2  =  (0x1 2);  

3  =  (0x1 6);  

4  =  (0x20);  

5  =  (0x24);  

6  =  (0x28);  

7  =  (0x32).  

Value:  Always  1  (x8)  

6.8.4.4 Transport Class  and  Trigger – (part of Attribute  5)  

The  value  of the  Transport C lass  and  Trigger for safety i s  20hex  for an  I npu t Connection  or 
A0hex  for an  Ou tpu t Connection .  

6.8.4.5  O-to-T RPI  – (part of Attribute  5)  

I f d i rection  i s  0  (Cl ien t /  T-to-O),  then  th is  i s  the  Time  Coord ination  RPI  and  the  T-to-O  RPI  i s  
the  Data  Production  RPI .  
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I f d i rection  i s  1  (Server /  O-to-T),  then  th is  i s  the  Data  Production  RPI  and  the  T-to-O  RPI  i s  
the  Time  Coord ination  RPI .  

The  Time  Coord ination  RPI  i s  defined  as:  

Range:  1 00  µs  to  1 00  000  000  µs  

Ping  I n terval  EPI  Mu l tip l ier ×  Data  Production  RPI  

Data  Production  RPI  

Range:  1 00  µs  to  1  000  000  µs  

6.8.4.6  O-to-T connection  parameters  – (part  of Attribute  5)  

O-toT connection  parameters  are  defined  i n  Table  68.  

Table  68  – O-to-T connection  parameters  

Bi ts  Parameter Value  

0-8  Connection  s i ze  ( i n  octets)  I f the  d i recti on  i s  1  (Server /  O-to-T) ,  i t  i s  the  s i ze  of the  Safety 
Message:  

I f Data  S i ze  i s  1 -2  octets :  Appl i cati on  Data  S ize  +  6  

I f Data  S i ze  i s  3 -250  octets:  (Appl i cati on  Data  S i ze  ×  2)  +  8  

I f the  d i recti on  i s  0  (Cl i en t /  T-to-O),  i t  i s  the  s i ze  of the  Time  
Coord i nati on  Message  (6  octets)  

Range:  7 -51 0  

9  F i xed /Vari ab l e  Always  0  (F i xed )  

1 0-1 1  Pri ori ty Always  01  (H igh )  

1 2  Reserved  Always  0  

1 3-1 4  Connection  Type  Always  1 0  (Poin t-to-poi n t)  

1 5  Redundant  Owner Always  0  (safety doesn ’ t  support  redundancy)  

 

6.8.4.7  T-to-O RPI  – (part  of Attribute  5)  

I f d i rection  i s  0  (Cl ien t /  T-to-O),  then  th is  i s  the  Data  Production  RPI  and  the  O-to-T RPI  i s  
the  Time  Coord ination  RPI .  

I f d i rection  i s1  (Server /  O-to-T),  then  th is  i s  the  Time  Coord ination  RPI  and  the  O-to-T RPI  i s  
the  Data  Production  RPI .  

Value:  see  O-to-T RPI .  

6.8.4.8  T-to-O Connection  parameters  – (part of Attribute  5)  

The  T-to-O  connection  parameters  are  defined  i n  Table  69.  
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Table  69  – T-to-O connection  parameters  

Bi ts  Parameter Value  

0-8  Connection  s i ze  ( i n  octets)  I f the  d i recti on  i s  0  (Cl i en t /  T-to-O),  i t  i s  the  s i ze  of the  Safety 
Message.  

For Poi n t-to-poi n t,  see  O-to-T Connection  Parameters .  

For Mu l ti poi n t  wi th  a  Data  S i ze  of 1 -2  octets:  Appl i cati on  Data  
S i ze  +  1 2  

For Mu l ti poi n t  wi th  a  Data  S i ze  of 3 -248  octets :  (Appl i cati on  Data  
S i ze  ×  2)  +  1 4  

Mu l ti poi n t  ca l cu lati ons  sha l l  i ncl ude  the  Time  Correction  Secti on .  
Th i s  i s  requ i red  for a l l  mu l ti poin t  connecti ons  to  ensu re  the  proper 
cal cu l ati on  of the  CPCRC i n  the  SafetyOpen .  The  va l ue  i s  fi xed  
up  by the  Target  Device.  

I f the  d i recti on  i s  1  (Server /  O-to-T) ,  i t  i s  the  s i ze  of the  Time  
Coord i nati on  Message  (6  octets) .  

Range:  7-508  

9  F i xed /Vari ab l e  Always  0  (F i xed )  

1 0-1 1  Pri ori ty Always  01  (H igh )  

1 2  Reserved  Always  0  

1 3-1 4  Connection  Type  01  (Mu l ti poi n t)  

1 0  (Poi n t-to-poin t)  

Defau l t:  1 0  (Poi n t-to-poi n t)  

1 5  Redundant  Owner Always  0  (safety doesn ’ t  support  redundancy)  

 

6.8.4.9  Connection  Path  (Attribute  6)  

6.8.4.9. 1  Connection  Path  s ize  

The  Connection  Path  S ize  i s  the  number of 1 6-bi t  words  stored  i n  Connection  Path .  Th is  path  
shal l  be  ad justed  to  remove  the  si ze  of the  bridge  path  e lements  when  the  CPCRC is  
ca lcu lated  ( i . e .  the  s ize  used  i n  the  calcu lation  shal l  be  the  value  the  target wi l l  see  after the  
bridge(s)  have  stripped  away thei r segments  and  appropriately ad justed  th is  s ize).  

6.8.4.9.2  Connection  Path  

The  connection  paths  associated  wi th  the  connection  in  the  fol lowing  order:  (1 )  Bridge  Path ,  
(2)  Configuration  Path ,  (3)  Consumption  Path ,  and  (4)  Production  Path .  

The  bridge  path  (1 )  shal l  be  separated  by the  orig inator from  the  appl ication  path  2 ,  3 ,  and  4  
at the  time  the  SafetyOpen  i s  bu i l t  and  when  the  CPCRC is  ca lcu lated .  

6.8.4.9.3  Bridge  Path  

Val id  path  constructed  for the  rou te  between  the  orig inator and  target.  

6.8.4.9.4 Configuration  Path  

Val id  path  i f configuration  data  i s  present i n  Attribu tes  7  or 8 ,  or Nu l l  path  otherwise.  The  path  
i n  a l l  cases  comes  from  the  Target Applet ( i . e .  EDS  Fi le).  

6.8.4.9.5  Target Consumption  Path  

Val id  path  i f d i rection  1  (Server /  O-to-T)  or Nu l l  Path  otherwise.  The  path  i n  a l l  cases  comes  
from  the  Target Applet ( i . e .  EDS  F i le).  
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6.8.4.9.6  Target Production  Path  

Val id  path  i f d i rection  i s  0  (Cl ien t /  T-to-O)  or Nu l l  Path  otherwise.  The  path  i n  a l l  cases  comes 
from  the  Target Applet ( i . e .  EDS  F i le).  

6.8.4.1 0  Config  # 1  Data  Size  (part of Attribute  7)  

Usage  i s  optional  for Safety,  zero  i f not used .  

6.8.4.1 1  Config  # 1  Data  (part of Attribute  7)  

Usage  i s  optional  for Safety and  shal l  be  concatenated  wi th  the  conten ts  of Config#2  data.  

6.8.4.1 2  Config  # 2  Data  Size  (part of Attribute  1 0)  

Number of octets  stored  i n  Config  #2  Data  (below).  

Range:  1  to  <  Max Al l owable  Configuration  Size>  

6.8.4.1 3  Config  # 2  Data  (part of Attribute  1 0)  

Used  to  store  the  target device’s  configuration  data.  

6.8.4.1 4 Data  Map (Attribute  9)  

6.8.4.1 4.1  Map format al location  

Table  70  defines  a  set of map  formats  that are  curren tly defined  in  the  standard  range.  The  
vendor speci fic range  i s  sti l l  avai lable  to  be  used  for specia l  map  formats.  

Table  70  – Data  map formats  

Format 
number 

Format name  Data  Map  
data  S\s ize  
( i n  octets)  

Data  Map  data  Comment 

0  Open  scanner format 4  octets  See  Tabl e  71  S imple  format  wh i ch  maps  data  i n  word  
g ranu lari ty to  i npu t  and  ou tpu t  image  
tab les  

1  Octet- I ndex Scanner 
format 

4  octets  See  Tabl e  72  S imple  format wh i ch  maps  data  i n  octet  
g ranu lari ty to  i npu t  and  ou tpu t  image  
tab les  

2-99  Reserved     

1 00-1 99  Vendor speci fi c     

200  – 
65  535  

Reserved     

 

6.8.4.1 4.2  Format 0  usage  for safety scanners  

Data  map  format 0  contains  the  Map  Data  structure  using  the  format described  in  Map  Format 
Type,  defined  i n  Table  71 .  
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Table  71  – Data  map format 0  

Name  Data  
type  

Description  Value  

Orig i nator to  Target  
d ata  image  offset  

U I NT The  offset,  i n  1 6  b i t  u n i ts ,  i n  the  
ori g i nator to  target  image  tabl e  

I f the  d i recti on  i s  0  (Cl i en t /  T-to-O):  
Always  0 .  

I f the  d i recti on  i s  1  (Server /  O-to-T):  
Word  offset  i n to  the  Safety Ou tpu t  Data  
Tabl e  

Target  to  Ori g i nator 
d ata  image  offset  

U I NT The  offset,  i n  1 6  b i t  u n i ts ,  i n  the  
target  to  ori g i nator image  table  

I f the  d i recti on  i s  0  (Cl i en t /  T-to-O):  
Word  offset  i n to  the  Safety I npu t  Data  
Tab le .  

I f the  d i recti on  i s  1  (Server /  O-to-T):  
Always  0  

 

6.8.4.1 4.3  Format 1  usage  for safety scanners  

Data  map  format 1  contains  the  Map  Data  structure  using  the  format described  in  Map  Format 
Type,  defined  i n  Table  72 .  

Table  72  – Data  map format 1  

Name  Data  
type  

Description  Value  

Orig i nator to  Target  
data  image  offset  

U I NT The  offset,  i n  8  b i t  u n i ts ,  i n  the  
ori g i nator to  target  image  tab le  

I f the  d i recti on  i s  0  (Cl i en t /  T-to-O):  
Always  0 .  

I f the  d i recti on  i s  1  (Server /  O-to-T) :  
octet  offset  i n to  the  Safety Ou tpu t  Data  
Tabl e  

Target  to  Ori g i nator 
data  image  offset  

U I NT The  offset,  i n  8  b i t  u n i ts ,  i n  the  
target  to  ori g i nator image  tab le  

I f the  d i recti on  i s  0  (Cl i en t /  T-to-O):  
octet  offset  i n to  the  Safety I npu t  Data  
Tabl e .  

I f the  d i recti on  i s  1  (Server /  O-to-T) :  
Always  0  

 

6.8.4.1 5  Proxy Device  ID  

Proxy Device  ID  i s  never used .  

6.8.4.1 6  Connection  Disable  (Attribute  1 2)  

When  the  Connection  D isable  attribu te  i n  the  CCO object i s  TRUE,  the  connection  shal l  
remain  d isabled  through  power cycles.  When  the  Connection  D isable  attribu te  i n  the  CCO 
object i s  FALSE,  the  connection  shal l  remain  enabled  through  power cycles.  

6.8.5  Special  Safety Related  Parameters  – (Attribute  1 3)  

6.8.5.1  Ping  Interval  EPI  Mu l tipl ier 

Th is  attribu te  i s  used  as  part of the  safety Val i dator function .  Th is  parameter i s  part of the  
Safety Segment Parameters  i n  the  SafetyOpen .  P ing_I n terval_EPI_Mu l tip l i er i s  the  number 
that defines  the  P ing_Count_In terval  for the  safety connection .  

Devices  implementing  the  safety extensions  to  the  CCO object shal l  perform  a  range  check on  
the  Ping  I n terval  EPI  Mu l tip l ier during  a  Val idate_Configuration  request.  

P ing  I n terval  EPI  Mu l tip l ier usage  i s  defined  as  fol lows:  

Range:  [Max_Consumer_Number  ×  Timeout_Mu l tipl ier.PI  +1 5]  to  1  000.  

Copyright International  Electrotechnical  Commission  



 –  1 00  – I EC  61 784-3-2: 201 6    I EC  201 6  

Defau l t:  

I f the  d i rection  i s  0  (Cl ien t /  T-to-O):  1 00  

I f the  d i rection  i s  1  (Server /  O-to-T):  1 9  

6.8.5.2  Time Coord  Msg  M in  Mu l tipl ier 

Th is  attribu te  i s  used  as  part of the  Safety Val idator function .  Th is  parameter i s  obtained  from  
the  safety segment parameters  i n  the  SafetyOpen .  Time_Coord_Msg_Min_Mu l tip l ier i s  the  
m in imum  number of 1 28  µs  i ncrements  i t  cou ld  take  for a  Time  Coord ination  Message  to  
traverse  from  the  consumer to  the  producer.  The  defau l t  i s  0 .  

Devices  implementing  the  safety extensions  to  the  CCO object shal l  perform  a  range  check on  
the  Time_Coord_Msg_Min_Mul i tip l ier during  a  Val idate_Configuration  request.  

Time  Coord  Msg  M in  Mu l tip l ier usage  i s  defined  as  fol lows:  

Range:  0  to  7  81 3,  wh ich  equates  to  0  s  to  1  s .  

Defau l t:  2  for non-bridge;  3  or more  when  bridg ing  i s  added .  

6.8.5.3  Network Time Expectation  Mu ltipl ier 

Th is  attribu te  i s  used  as  part of the  Safety Val idator function .  Th is  parameter i s  part  of the  
safety segment parameters  in  the  SafetyOpen .  Network_Time_Expectation_Mul tip l ier i s  the  
maximum  number of 1 28  µs  i ncrements  that a  consumer shal l  a l low the  age  of the  safety data  
to  reach .  

Device  implementing  the  safety extensions  to  the  CCO object shal l  perform  a  range  check on  
the  Network_Time_Expectation_Mu l tip l ier during  a  Val idate_Configuration  request.  

Network Time  Expectation  Mu l tip l i er usage  i s  defined  as  fol lows:  

Range  0  to  45  31 3,  wh ich  equates  to  0  s  to  5 , 8  s .  

Equation  See  detai l s  i n  8 . 8 .4 .  

6.8.5.4 Timeout Mul tipl ier 

Th is  attribu te  i s  used  as  part of the  Safety Val i dator function .  Th is  parameter i s  part of the  
safety segment parameters  i n  the  SafetyOpen .  

Device  implementing  the  safety extensions  to  the  CCO object shal l  perform  a  range  check on  
the  Timeout_Mu l tip l ier du ring  a  Val idate_Configuration  request.  

Timeou t Mu l tip l i er usage  i s  defined  as  fol lows:  

Range  Base  Format 1  to  4  

Range  Extended  Format 1  to  255  

Defau l t 2  

6.8.5.5  Max Consumer Number 

Th is  attribu te  defines  the  maximum  number of consumers  that are  a l lowed  to  connect to  a  
mu l tipoin t producer (Type  2).  Both  Mu l tipoin t Consumers  and  Producers  needs  to  know th is  
value  to  function  properly.  Th is  attribu te  i s  used  as  part of the  safety Val idator function .  Th is  
parameter i s  part of the  Safety Segment Parameters  i n  the  SafetyOpen .  

Device  implementing  the  safety extensions  to  the  CCO object shal l  perform  a  range  check on  
the  Max Consumer Number during  a  Val idate_Configuration  request.  
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Max Consumer Number usage  i s  defined  as  fol lows:  

Range:  1  to  1 5  

Defau l t:  1 5  

Value:  Comes  from  the  Target Applet ( i . e .  EDS  Fi le)  

6.8.5.6  Target Connection  UN ID  

Th is  attribu te  i s  the  UN ID  of the  target safety device  for th is  connection .  Th is  parameter i s  
part of the  Safety Segment Parameters  i n  the  SafetyOpen  and  i s  checked  by the  target device  
to  confi rm  the  request d idn ’ t  get m isrou ted .  The  on ly way to  confi rm  th is  value  i s  correct i s  
th rough  user testing  of the  connection .  

Target UN ID  format on  CP  2/3  i s  defined  as  fol lows:  

OCTET 0-5:  Safety Network Number 

OCTET 6 :   CP  2/3  MACID  

OCTET 7-9:  Always  0  for CP  2/3  

6.8.5.7  Safety Configuration  CRC  (SCCRC)  

The  SCCRC serves  as  a  s i gnature  for the  device  configuration  and  can  be  used  to  confi rm  the  
i n tegri ty of the  configuration  over time.  The  configuration  software  shal l  ca lcu late  the  SCCRC 
over the  configuration  data  i n  the  exact order i t  appears  i n  the  SafetyOpen  message.  Th is  
same  calcu lation  i s  done  by target devices  and  compared  to  th is  va lue.  

The  SCCRC shal l  be  calcu lated  over the  configuration  data  by the  device  whenever a  device  
configuration  i s  val idated  ( i . e .  Val i date_Configuration  Request to  the  safety supervisor or type  
1  safety connection).  

The  SCCRC shal l  be  saved  to  NV storage  a long  wi th  the  other NV attribu tes  whenever a  
configuration  i s  appl ied  ( i . e .  apply request to  the  safety supervisor).  

The  user shal l  be  i nstructed  i n  the  safety manual  to  test safety connection  configurations  after 
they are  appl ied  i n  an  orig inator to  confi rm  the  target connection  i s  operating  as  i n tended .  

The  target device’s  SCCRC usage  i s  shown  in  Table  73.  

Table  73  – Target device’s  SCCRC values  

Safety connection  type  SCCRC  value  

Type  1  SCCRC i den ti fyi ng  con fi gu rati on  data  i n  Con fi g  #2  Data  

Type  2a  SCCRC i den ti fyi ng  the  expected  target  devi ce  con fi gu rati on  

Type  2b  0  

 

6.8.5.8  Safety Configuration  Signature  (Time Stamp)  

The  target device’s  SCTS  values  are  shown  in  Table  74.  

Table  74 – Target device’s  SCTS values  

Safety connection  type  SCTS  value  

Type  1  SCTS  i den ti fyi ng  con fi gu rati on  data  i n  Con fi g  #1  Data  

Type  2a  SCTS  i d en ti fyi ng  the  expected  target  device  con fi gu rati on  

Type  2b  0  
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6.8.5.9  Time Correction  EPI  

Th is  parameter defines  the  EPI  for the  Time  Correction  Message  used  i n  a  mu l tipoin t 
connection .  

The  Value  for a  mu l tipoin t connection  i s  :  

P ing  I n terval  EPI  Mu l tip l ier  ×  Data  Production  RPI ;  

Otherwise  0.  

6.8.5.1 0  Time Correction  Connection  Parameters  

Defines  the  Connection  Parameters  used  i n  the  Time  Correction  Message  used  in  a  mu l tipoin t 
connection .  

The  value  i s  0000hex  for a  non  Mu l tipoin t connections  or 2406hex  for a  Mu l tipoin t connection ,  
defined  as  showin  Table  75.  

Table  75  – Time correction  connection  parameters  for multipoint connection  

Bi ts  Parameter Value  

0-8  Connection  s i ze  ( i n  octets)  S i ze  of the  Time  Correction  Message  wh ich  i s  6  octets  

9  F i xed /Vari ab l e  Always  0  (F i xed )  

1 0-1 1  Pri ori ty Always  01  (H igh )  

1 2  Reserved  Always  0  

1 3-1 4  Connection  Type  01  (Mu l ti poi n t)  

1 5  Redundant  Owner Always  0  (safety doesn ’ t  support  redundancy)  

 

6.8.5.1 1  Connection  Parameter CRC  (CPCRC)  – (Attribute  1 4)  

The  Connection  Parameter CRC attribu te  shal l  be  calcu lated  by th is  orig inator device  
whenever the  orig inator’s  configuration  i s  va l i dated  ( i . e .  Val idate_Configuration  request to  the  
safety supervisor).  

The  CPCRC shal l  be  saved  to  NV storage  along  wi th  the  other NV attribu tes  whenever a  
configuration  i s  appl ied  ( i . e.  apply request to  the  safety supervisor).  

The  user shou ld  be  requ i red  to  test th is  connection  after i t  i s  appl ied  to  confi rm  the  connection  
configuration .  From  that poin t on ,  the  CPCRC serves  as  a  s i gnature  for that connection  
configuration  and  can  be  used  to  confi rm  the  i n tegri ty of the  configuration  over time.  The  
calcu lation  i tsel f i s  done  over the  connection  parameters  i n  SafetyOpen  i n  the  exact order 
they appear i n  the  message.  Th is  same calcu lation  i s  done  by target devices  and  compared  to  
th is  va lue,  so  the  exact order shal l  be  fol lowed .  

6.8.5.1 2  Configuration  Instance – (Attribute  1 5)  

Th is  attribu te  provides  the  l i nkage  to  the  instance  of the  object assigned  to  th is  connection .  
The  attribu te  may be  used  when  the  target’s  configuration  data  cannot be  sen t via  the  
SafetyOpen .  A value  of 0  (defau l t)  for th is  attribu te  i nd icates  that no  object i s  assigned .  

6.8.5.1 3  Id  Al location  

Th is  Boolean  attribu te  i s  used  to  g ive  the  user some flexib i l i ty i n  how orig inators  a l locate  I ds  
on  connection  establ i shment.  Th is  i s  particu larly importan t for FSCP 2/1  on  CP  2/3.  The  
defau l t  behavior i s  for the  orig inator to  provide  I ds  for the  connections  in  wh ich  i t  i s  the  
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producer.  I f the  user sets  th is  attribu te,  the  orig inator wi l l  i nstead  ask the  Target to  provide  an  
I d  for these  produced  connections.  A user may want to  do  th is  when  the  orig inator has  a  l arge  
number of connections  and  does  not have  enough  to  do  the  appl ication .  Th is  attribu te  on ly 
appl ies  to  non-mu l tipoin t productions  (mu l tipoin t productions  shal l  a lways  be  a l located  by the  
producer) .  Th is  function  i s  considered  an  advanced  function  and  great care  shou ld  be  taken  
when  presenting  th is  feature  to  a  user.  The  user shal l  be  advised  i t  shou ld  on l y used  i n  l im i ted  
appl ication  scenarios  where  connection  repeatabi l i ty can  be  guaran teed .  

6.8.5.1 4 Format Type 

Table  76  defines  the  mean ing  of the  Format Type  attribu te.  

Table  76  – Format Type  attribute  mean ing  

Format Type  Value  Name Mean ing  

Auto   The  Ori g i nator wi l l  d eterm ine  wh i ch  format to  u se  a t  fi rs t  connecti on  
establ i shmen t 

Base  The  Ori g i nator wi l l  u se  the  exi sti ng  format a t  the  next connection  
establ i shment 

Extended  The  Ori g i nator wi l l  u se  the  Extended  Format at  the  next  connecti on  
establ i shmen t 

 

I f the  Format Type  attribu te  i s  not set i t  wi l l  defau l t  to  Au to  the  orig inator wi l l  determine  wh ich  
format to  use.  I f the  Format Type  attribu te  i s  optional ly configured  to  “Base”,  the  orig inator wi l l  
on ly use  the  “Base”  format.  I f the  Format Type  attribu te  i s  optional l y configured  to  “Extended” ,  
the  orig inator wi l l  on ly use  the  “Extended”  format.  

I f the  Format Type  i s  Base  or Extended  and  a  Target responds  wi th  a  “ I nval i d  Safety 
Connection  Format”  Error (0x01 ,  0x803)  or “ I nval id  Safety Connection  S ize”  Error (0x01 ,  
0x802),  the  Format Status  attribu te  shal l  be  set to  0xFF  (Confl ict Detected).  

The  Format Type  attribu te  can  not be  changed  wh i le  the  connection  i s  acti ve.  I f the  format i s  
set to  Au to,  the  fol l owing  l og ic shown  i n  F igure  1 7  shal l  be  used :  
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Figure  1 7  – Logic  for Auto-detecting  format type  

6.8.5.1 5 Format Status  

Table  77  defines  the  mean ing  of the  Format Status  attribu te.  

Table  77  – Format Status  attribute  meaning  

Format Status  
Value  Name  

Mean ing  Orig inator Mean ing  Target  

Auto   The  Ori g i nator has  not  yet  determ ined  wh ich  format to  u se  NA 

“Base”  I f Format  Type  i s  Au to  

   The  Ori g i nator has  determ ined  target  requ i res  o l d  format 

I f Format  type  i s  ‘Base,  

   The  ori g i nator wi l l  on l y connect  wi th  o l d  format 

I f Format  type  i s  ‘Extended  

    Th is  cond i ti on  shou l d  never occu r 

The  target  i s  us i ng  the  
“Base”  format 

“Extended ”   I f Format  Type  i s  Au to  

   The  Ori g i nator has  determ ined  target  wi l l  accept  new format 

I f Format  type  i s  ‘Base,  

   The  cond i ti on  shou l d  never occu r 

I f Format  type  i s  ‘Extended  

    The  ori g i nator wi l l  on l y connect wi th  the  new format 

The  target  i s  us i ng  the  
“Extended ”  

‘Con fl i ct  
Detected ”  

I f Format  type  i s  Base  or Extended  and  Segmen t type  errors  are  
recei ved ,  there  i s  setti ng  con fl i ct  between  Target  and  Ori g i nator.  
Th i s  status  fl ags  th i s  cond i ti on  

The  target  i s  recei vi ng  
SafetyOpen  requests  for 
a  format  i t  d oesn ’ t  
support 
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6.8.6  Object-specific  services  

The  Connection  Configuration  Object provides  the  fol lowing  Object Speci fic Services,  defined  
i n  Table  78.  

Table  78  – Connection  Configuration  Object-specific  services  

Service  Need  i n  implementation  Service  name  Description  of service  

C lass  Instance  

4B  h ex  Cond i ti onal a  N /A Kick-Timer Kicks  Ed i t  Watchdog  Timer 

4C  h ex  Opti onal  Cond i ti onal b  Open  Opens  connections  

4D  h ex  Opti onal  Cond i ti onal b  C l ose  C l oses  connecti ons  

4E  h ex  Opti onal  Cond i ti ona l b  S top  S tops  connections  

4F  h ex  Cond i ti onal a  N /A Change  S tart  Manages  session  ed i ti ng  

50  h ex  Requ i red  N /A Get  S tatus  Get  s tatus  for mu l ti p l e  
connecti ons  

51  h ex  Cond i ti ona l a  N /A Change  Complete  Completes  sess ion  ed i ti ng  

52  h ex  Cond i ti ona l a  N /A Aud i t  Changes  Aud i ts  pend i ng  changes  

a  Safety devices  sha l l  not  implemen t these  servi ces  s i nce  the  software  con fi gu rati on  too l  wi l l  coord i nate  
con fi gu rati on  th rough  the  Safety Supervi sor.  

b  Safety devices  sha l l  support  the  Open ,  C lose  and  Stop  servi ces.  These  services  shal l  on l y be  accepted  
when  the  devi ce  i s  un l ocked .  I f the  device  i s  l ocked ,  i t  shal l  respond  wi th  a  “Devi ce  state  con fl i ct”  error.  

 

6.8.7  Common  service  extensions  for safety 

6.8.7.1  Get Attribute  Al l  (Service  Code  01 hex)  

The  added  attribu tes  to  the  end  of the  Get_Attribu te_Al l  response  are  defined  i n  Table  79  and  
Table  80.  Al l  other parameters  of th i s  service  are  as  defined  i n  the  standard  CCO object i n  
I EC  61 1 58-5-2  and  I EC  61 1 58-6-2 .  

Table  79  – Get_Attributes_Al l  Response service  data  (added  attributes  )  

Name Data  type  Description  

Safety Parameters  STRUCT of:   

US INT Pad ,  set  to  zero  

USINT Pad ,  set  to  zero  

UDINT Configu rati on  CRC  (SCCRC)  

DATE  AND  TIME  Confi gu rati on  Time  S tamp  (SCTS)  

UDINT Time  Correction  EPI  

WORD  Time  Correction  Connecti on  Parameters  

1 0 : octets  Target  UN ID  

1 0 : octets  Pad ,  set  to  zero  

U INT P i ng  I n t  EPI  Mu l t  

U I NT Time  Coord  Msg  M in  Mu l t  

U I NT Net  Time  Exp  Mu l t  

US INT Timeout  Mu l ti p l i er 

US INT Max Consumer N umber 

Connection  
Parameter CRC 

UDINT CRC-32  over the  connecti on  parameters  used  i n  a  SafetyOpen  
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Name Data  type  Description  

Confi gu rati on  
I nstance  

U INT  

I D  Al l ocati on  F l ag  BOOL  

Target  Connecti on  
Seri a l  Number 

U INT Safety Val i dator I nstance  retu rned  from  Target  d u ri ng  connecti on  
establ i shment 

 

Table  80  – Get_Attributes_Al l  Response  service  data  (added  parameters  )  

Name Data  type  Description  

Leng th  US INT Leng th  of add i ti ona l  safety paramters  =  4  

Format Type  USINT  

Format Status  US INT  

Max Fau l t  N umber U INT  

 

6.8.7.2  Set_Attribute_Al l  (Service  Code  02hex)  

The  added  attribu tes  to  the  end  of the  Set_Attribu te_Al l  response  shal l  be  extended  as  
defined  i n  Table  81  and  Table  82 .  Al l  other parameters  of th i s  service  are  as  defined  in  the  
standard  CCO object i n  I EC  61 1 58-5-2  and  I EC  61 1 58-6-2 .  

Table  81  – Set_Attributes_Al l  Request service  data  (added  attributes)  

Name  Data  type  Description  

Safety parameters  STRUCT of:   

US INT Pad ,  set  to  zero  

USINT Pad ,  set  to  zero  

UDINT Confi gu rati on  CRC  (SCCRC)  (val ue  set =  0 ,  d evi ce  does  th i s  cal c)  

DATE  AND  TIME  Configu rati on  Time  S tamp  (SCTS)  ( i f appl i cabl e ,  e l se  =  0 )  

UDINT Time  Correction  EPI  

WORD  Time  Correction  Connecti on  parameters  

1 0octets  Target  UN ID  

1 0octets  Pad ,  set  to  zero  

U INT P i ng  I n t  EPI  Mu l t  

U I NT Time  Coord  Msg  M in  Mu l t  

U I NT Net  Time  Exp  Mu l t  

US INT Timeout  Mu l ti p l i er 

US INT Max Consumer N umber 

Con fi gurati on  
i n stance  

U INT  

I D  Al l ocati on  fl ag  BOOL  

 

Table  82  – Set_Attributes_Al l  Response  service  data  (added  parameters  )  

Name  Data  type  Description  

Leng th  US INT Leng th  of add i ti ona l  safety paramters  =  3  

Format Type  USINT  

Max Fau l t  
N umber 

U INT  
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6.8.7.3  Restore  (Service  Code  1 5hex)  

Safety devices  shal l  not implement the  Restore  service  at e i ther class  or i nstance  l evel  s i nce  
the  configuration  tool  wi l l  coord inate  configuration  through  the  Safety Supervisor.  

6.8.8  Object behavior 

The  Connection  Configuration  object behavior for safety devices  shal l  be  con trol led  by the  
Safety Supervisor and  fol l ow the  behavior defined  i n  Table  83,  F igure  1 8,  and  F igure  1 9.  

Table  83  – State  Mapping  between  Safety Supervisor and  the  CCO objects  

Safety Supervisor Connection  Configuration  

Sel f-Testi ng  Ed i ts  not a l l owed  

Sel f-Test  excepti on  Ed i ts  not  a l l owed  

I d l e  Ed i ts  not a l l owed  

Confi gu ri ng  Ed i ts  a l l owed  

Execu ti ng  Ed i ts  not a l l owed  

Abort Ed i ts  not a l l owed  

Cri ti ca l  fau l t  Ed i ts  not a l l owed  

 

 

Figure  1 8  – Connection  Configuration  Object state  d iagram  

The  Data  flow for the  Connection  Configuration  object wh i le  i n  the  Configure  State  i s  defined  
i n  F igure  1 9.  

IEC  

Configure

Idle

Set
attributes

Safety Supervisor
Apply

Safety Supervisor
Configure state
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Figure  1 9  – Connection  Configuration  Object data  flow 

7  Safety communication  layer protocol  

7.1  Safety PDU  format 

7 . 1 . 1  Safety PDU  encoding  

7. 1 . 1 . 1  General  encoding  ru les  

The  Safety Protocol  defines  n ine  section  encod ing  formats  that are  used  in  d i fferen t 
combinations  for safety messag ing .  The  n ine  types  of section  encod ing  formats  are:  

•  BF  1  or 2  octet data  section  (see  7 . 1 . 1 . 4),  

•  EF  1  or 2  octet data  section  (see  7 . 1 . 1 . 4),  

•  BF  3  to  250  octet data  section  (see  7 . 1 . 1 . 6),  

•  EF  3  to  250  octet data  section  (see  7 . 1 . 1 . 6),  

•  BF  Time  stamp  section  (see  7 . 1 . 1 . 8) ,  

•  BF  Time  coord ination  section  (see  7. 1 . 1 . 9),  

•  EF  Time  coord ination  section  (see  7. 1 . 1 . 9),  

•  BF  Time  correction  section  (see  7 . 1 . 1 . 9).  

•  EF  Time  correction  section  (see  7 . 1 . 1 . 9).  

These  section  encod ings  are  used  to  construct s i x safety message types  of connection  
formats.  I n  a l l  s i x message  types,  both  the  Base  Format and  the  Extended  Format can  be  
used .  The  s ix types  of connection  formats  are:  

•  1  or 2  octet poin t-to-poin t (see  7 . 1 . 1 . 1 3),  

•  1  or 2  octet Mu l tipoin t Format 1  (see  7 . 1 . 1 . 1 4),  

•  1  or 2  octet Mu l tipoin t Format 2  (see  7 . 1 . 1 . 1 5),  

•  3  to  248  octet Mu l tipoin t Format 1  (see  7. 1 . 1 . 1 6),  

•  3  to  248  octet Mu l tipoin t Format 1  (see  7 . 1 . 1 . 1 7),  

•  3  to  248  octet Mu l tipoin t Format 2  (see  7 . 1 . 1 . 1 8).  

Table  84  defines  wh ich  sections  are  used  wi th in  the  various  message  types  for the  s ix 
d i fferen t connection  format types:  

IEC  

Process edits

Validate
Apply edits

NV Validator 
instance data

Pending
Validator 
instance
data

Instance 
data

Safety Supervisor
Validate

Safety Supervisor
Apply
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Table  84 – Connection  sections  and  PDU  formats  

Safety Connection  format Message  types  

Data  messageb  Time  
Coord ination  
messageb  

Time  
Correction  
message  

Data  
s i ze  

Safety 
Connection  

type  

Network 
hop  type  

1  or 2  
octet  
data  
section  

3  to  
250  
octet 
data  
section  

Time  
Stamp 
sectiona  

Time  
Correction  
section  

Time  
Coord ination  
section  

Time  
Correction  
section  

 

1  or 2  
octets  

Poi n t-to-
poi n t  

Al l  X   Xa   X   

 

Mu l ti poi n t  

CP  2 /3  X  Xa   X  X 

CP  2 /2  X  Xa  X X  

 

3  to  
248  
octets  

Poi n t-to-
poi n t  

Al l   X  Xa   X   

 

Mu l ti poi n t  

CP  2 /3   X  Xa   X  X 

CP  2 /2   X  Xa  X X  

a  Base  Format  has  i ndependen t secti on  for Time  S tamp;  i t  i s  part  of the  data  secti on  i n  the  Extended  Format.  

b  Message  can  use  e i ther Base  or Extended  Format.  

 

7.1 .1 .2  Mode  octet 

The  Mode  octet i s  described  ou tside  of the  section  defin i ti ons  because  various  parts  are  
i ncluded  in  the  various  section  CRCs.  The  l ayou t of the  Mode  octet i s  defined  in  F igure  20.  I n  
the  Base  Format,  b i ts  0  to  4  of the  mode  octet are  part of the  time  stamp  section ,  wh i le  b i ts  5  
to  7  are  part of the  data  sections.  I n  the  short packet Extended  Format,  b i ts  5  to  7  are  part of 
the  data  CRC.  I n  the  large  packet Extended  Format,  b i ts  0  to  4  of the  mode  octet are  part of 
the  complement data  CRC,  wh i le  b i ts  5  to  7  are  part of the  true  data  CRC.  The  variables  used  
i n  the  mode octet,  brief descriptions  and  references  to  complete  descriptions  are  g iven  in  
Table  85.  

Mode  Octet  

7  6  5  4  3  2  1  0  

Run_I d le  TBD_2_Bi t  TBD_Bi t  N_Run_I d l e  TBD_2_Bi t_Copy N_TBD_Bi t  P i ng_Coun t 

N_Run_I d l ea  N_TBD_2_Bi ta  N_TBD_Bi ta  

a  The  val ues  are  not sen t  i n  the  data  packet,  there  are  derived  by the  consumer.  

 

Figure  20  – Format of the  mode  octet 
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Table  85  – Mode octet variables  

Name Description  Reference  

Run_I d l e  Run_I d le  shal l  be  used  to  i nd i cated  the  usabi l i ty of 
the  data  as  determ ined  by the  Producer Safety-
re l ated  appl i cati on  

7 . 7 . 1 . 1  

N_Run_I d l e  Complemen t of the  Run_I d l e  7 . 7 . 1 . 2  

TBD_2_Bi t  Reserved  for fu tu re  use  7 . 7 . 1 . 3  

TBD_2_Bi t  Copy Copy of the  TBD_2_Bi t  7 . 7 . 1 . 4  

TBD_Bi t  Reserved  for fu tu re  use  The  TBD_Bi t  Shal l  be  set  
to  0  by the  Safety Val i dator 

7 . 7 . 1 . 6  

N_TBD_Bi t  Complemen t of the  TBD_Bi t  7 . 7 . 1 . 7  

P i ng_Count The  p i ng  coun t  i s  used  for determ in i ng  when  a  
consumer sha l l  send  a  t ime  coord inati on  message  

7 . 7 . 1 . 5  

 

7.1 .1 .3  Mode  octet  CRC  processing  for Base Format 

The  Mode  octet processing  wi th in  the  BF  CRCs  shal l  be  done  as  fol lows:  

•  CRC Type  Mode  Octet l og ic prior to  i nclusion  wi th in  the  CRC;  

•  Actual  Data  CRC Mode  Octet AND  E0hex;  

•  Complement Data  CRC (Mode  Octet XOR FFhex)  AND  E0hex;  

•  Time  Stamp  Section  CRC Mode  Octet AND  1 Fhex.  

7.1 .1 .4  1  or 2  octet data  section ,  Base  Format 

The  1  or 2  octet data  section  shal l  consist  of the  actual  data  octet or octets,  the  mode  octet,  
the  actual  CRC,  and  the  complement CRC.  The  layou t of the  1  or 2  octet data  section  i s  
defined  in  F igure  21 .  

1  or 2  Octet  Data  Section  

Actual  Data  Mode  octet  Actua l  CRC Comp.  CRC 

7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  

1  –  2  octets    CRC-S1  CRC-S2  

 
 

Key 

 =  Covered  by actua l  d ata  CRC 

 =  Covered  by the  complemen ted  data  CRC 

 =  Covered  by the  Time  S tamp  Secti on  CRC 

 

Figure  21  – 1  or 2  octet data  section ,  Base  Format 

The  BF  1  or 2  Octet Actual  Data  CRC calcu lation  shal l  i nclude:  

•  Producer I den ti fier (PID)  (by CRC-S1 );  

•  The  (Mode  Octet)  AND  (E0hex)  (by CRC-S1 );  

•  Actual  Data  octet(s)  (by CRC-S1 ).  

The  BF  1  or 2  Octet Complement Data  CRC calcu lation  shal l  i nclude:  

•  Producer I den ti fier (PID)  (by CRC-S1 );  

•  The  (Mode  Octet XOR FFhex)  AND  (E0hex)  (by CRC-S2);  
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•  Complemented  Data  octets  XOR FFhex  (by CRC-S2).  

NOTE  The  P ID  u ses  CRC-S1  for both  the  actual  and  the  complemen t CRC cal cu lati on .  

7.1 .1 .5  1  or 2  octet data  section ,  Extended  Format 

The  1  or 2  octet data  section  for the  Extended  Format shal l  consist of the  actual  data  octet or 
octets,  the  mode octet,  the  time  stamp,  and  CRC-S5  calcu lated  over the  en ti re  packet.  The  
format of the  1  or 2  octect data  section ,  Extended  Format i s  shown  i n  F igure  22 .  

1  –  2  Octet Data  Section ,  Extended  Format 

Actual  Data  Mode  Octeta  CRC  S5  Time  S tamp  CRC  S5  

2  octets  1  octet 2  octets  2  octets  1  octet 

1  –  2  Octets    CRC-S5_0  CRC-S5_1  Time  S tamp  CRC-S5_2  

a  B i ts  0 -4  are  not i ncl uded  i n  the  CRC ca l cu lati on .  

Key 

 =  Covered  by CRC S5  
 

 

Figure  22  – 1  or 2  octet  data  section ,  Extended  Format 

The  EF  1  or 2  octect data  section  CRC calcu lation  shal l  use  CRC-S5  and  i nclude:  

•  Producer I den ti fier (PID);  

•  1 6-bi t  Rol lover coun t;  

•  Mode  Octet AND  (E0hex) ;  

•  Actual  Data  octet(s) ;  

•  Time  Stamp.  

7.1 . 1 .6  3  to  250  octet data  section ,  Base  Format 

The  3  to  250  octet data  section  shal l  consist  of the  actual  data  octets,  the  mode  octet,  the  
actual  CRC,  the  complement data  octets,  and  the  complement CRC.  The  l ayou t of the  3  or 
250  Octet Data  section  i s  defined  i n  F igure  23.  

3  – 250  octet Data  Section  

Actual  Data  Mode  octet Actua l  CRC Complemented  Data  Comp.  CRC 

3  – 250  octets    CRC-S3  3-250  octets  CRC-S3  

 

Key 

 =  Covered  by actua l  d ata  CRC 

 =  Covered  by the  complemented  data  CRC 

 =  Covered  by the  Time  S tamp  Secti on  CRC 
 

 

Figure  23  – 3  to  250  octet data  section  format,  Base  Format 

The  BF  3-to-250  octet actual  data  CRC calcu lation  shal l  i nclude:  

•  Producer I den ti fier (PID)  (by CRC-S3);  

•  The  (Mode  Octet)  AND  (E0hex)  (by CRC-S3);  

•  Actual  Data  octet(s)  (by CRC-S3).  

The  BF  3-to-250  octet complement data  CRC calcu lation  shal l  i nclude:  
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•  Producer I den ti fier (PID)  (by CRC-S3);  

•  The  (Mode  Octet XOR FFhex)  AND  (E0hex)  (by CRC-S3);  

•  Complemented  Data  octets  XOR FFhex  (by CRC-S3).  

7.1 .1 .7  3  to  250  octet data  section ,  Extended  Format 

The  EF  3  to  250  Octet Data  section  shal l  consist of the  actual  data  octets,  the  mode  octet,  
CRC-S3,  the  complement data  octets,  the  time  stamp  and  CRC-S5.  The  EF  3  to  250  octet 
data  section  i s  shown  i n  F igure  24.  

3-250  Octet  Extended  Format 

Actua l  Data  
Mode  Octet Actua l  Data  

CRC 
Complement  
Data  

Complement  Data  CRC 
Time  S tamp  Compl .  Data  

CRC 

3-250  octets  1  octet 2  octets  3  – 250  octets  2  octets  2  octets  1  octet 

3  – 250  Octets    CRC-S3  
Complement   
3 -250  Octets  

CRC-S5_0  
CRC-S5-
_1  

Time  

S tamp  
CRC-S5_2  

 

Figure  24 – 3  to  250  octet data  section  format,  Extended  Format 

The  EF  3-to250  Octet Actual  Data  CRC calcu lation  shal l  i nclude:  

•  Producer I den ti fier (PID)  (by CRC-S3) ;  

•  Rol lover Count (by CRC-S3) ;  

•  The  (Mode  Octet)  AND  (0xE0)  (by CRC-S3) ;  

•  Actual  Data  octet(s)  (by CRC-S3) .  

The  EF  3-to250  Octet Complement Data  CRC calcu lation  shal l  i nclude:  

•  Producer I den ti fier (PID)  (by CRC-S5) ;  

•  Rol lover Count (by CRC-S5) ;  

•  Mode  Octet AND  0x1 F  (by CRC-S5) ;  

•  Actual  Data  octets  XOR  0xFF  (by CRC-S5) ;  

•  Time  Stamp  (by CRC-S5) .  

7.1 .1 .8  Time Stamp section ,  Base  Format 

The  Time  Stamp  section  i s  composed  of the  mode  octet,  the  Time_Stamp,  and  the  time  stamp 
CRC.  The  l ayou t of the  Time  Stamp section  i s  defined  i n  F igure  25.  

Descriptions  of the  Time  Stamp section  variables  i s  defined  i n  Table  86.  
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Time  Stamp  Section  

7  6  5  4  3  2  1  0          7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  

 

 

  Time  Stamp CRC-S1  

Mode  octet   

 

 

Key 

 =  Covered  by actua l  d ata  CRC 

 =  Covered  by the  complemen ted  data  CRC 

 =  Covered  by the  Time  S tamp  Secti on  CRC 

 

Figure  25  – Time Stamp section  format,  Base  Format 

Table  86  – Time Stamp variables  

Name Description  Reference  

Data_Time_Stamp  Poi n t-to-poi n t  --  Data_Time_Stamp  i s  the  time  
the  data  was  sampled  for producti on  re l ati ve  
to  the  consumers  cl ock.  
Mu l ti poi n t  - -  Data_Time_Stamp  i s  the  time  the  
data  was  sampled  for production  re l ati ve  to  
the  producers  cl ock 

7 . 7 . 2  

 

The  BF  Time  Stamp  CRC calcu lation  shal l  i nclude:  

•  Producer I denti fier octet (PID)  (by CRC-S1 );  

•  The  (Mode  Octet)  AND  (1 Fhex)  (by CRC-S1 );  

•  Time  Stamp  octet(s)  (by CRC-S1 ).  

7.1 .1 .9  Time Coordination  section  

The  Time  Coord ination  section  shal l  be  sen t from  the  consumer to  the  producer i n  response  
to  a  change  i n  the  p ing  coun t.  

The  Time  Coord ination  section  i s  used  as  the  Time  Coord ination  Message  for a l l  poin t-to-
poin t and  mu l tipoin t time  coord ination  requests.  There  are  two  formats:  the  Base  Format (BF)  
and  Extended  Format (EF).  

The  encod ing  for the  BF  time  coord ination  section  i s  defined  in  F igure  26  and  the  EF  time  
coord ination  section  i s  defined  in  F igure  27.  The  variables  used  i n  the  time  coord ination  
section ,  brief descriptions  and  references  to  complete  descriptions  are  g iven  i n  Table  87.  
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Figure  26  – BF  Time Coordination  message  encoding  

 

 

Figure  27  – EF  Time Coordination  message  encoding  

Table  87  – Time Coordination  message variables  

Name Description  Reference  

Consumer_Time_Val ue  Consumer_Time_Val ue  i n  the  Time  Coord i nati on  
message  sha l l  (as  cl osel y as  poss ib l e)  mark the  time  
a t  wh i ch  the  consumer sends  a  p ing  response  
message   

7 . 7 . 3 . 2  

Ack_Octet Consi sti ng  of:   

Pari ty_Even  The  Pari ty_Even  b i t  i n  the  Time  Coord i nati on  
message  sha l l  be  even  pari ty of b i ts  0  to  6  of the  
message   

 

P i ng_Response_Bi t  The  P i ng_Response_Bi t  i n  the  Time  Coord inati on  
message  sha l l  i n d i cates  that a  p i ng  response  i s  bei ng  
sen t  

7 . 7 . 3 . 1  

P i ng_Count_Repl y P i ng_Count_Repl y i n  the  Time  Coord i nati on  message  
sha l l  i n d i cates  wh i ch  p i ng  request the  consumer i s  
respond i ng  to   

7 . 7 . 3 . 3  

Reserved  Reserved ,  set  to  zero   

CRC-S3  CRC coveri ng  the  d ata  wi th i n  the  BF  time  
coord i nati on  message  

 

CRC-S5  CRC coveri ng  the  d ata  wi th i n  the  EF  time  
coord i nati on  message  

 

 

The  fol lowing  ru le  shal l  be  used  for the  calcu lation  of the  pari ty b i t  i n  the  Time  Coord ination  
message:  

B i t  7  of the  Ack_Octet form  even  pari ty on  the  Ack_Octet.  

IEC  

Ack_
Octet_2

Consumer_Time_
Value

Ack_
Octet

CRC-S3

1 2 3 4 5 6 7 8

Ack_Octet

PE Reserved PR Res. PCR

Parity_Even (of bi ts  6 : 0) Ping_Count_Reply

Ping_Response

Ack  _  
Octet  Consumer  _  Time  _  Value  CRC  _  S  5  _  0  CRC  _  S  5  _  1  CRC  _  S  5  _  2  
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The  fol lowing  ru le  shal l  be  used  for setting  of the  bi ts  i n  Ack_Octet_2  of the  Time  
Coord ination  message:  

Ack_Octet_2  =  ( (Ack_Octet XOR FFhex)  AND  55hex)  OR (Ack_Octet AND  AAhex) .  

When  a  connection  i s  establ ished  wi th  the  Extended  Format,  the  EF  Time  Coord ination  format 
shal l  be  used ;  otherwise  the  BF  Time  Coord ination  format shal l  be  used .  

7.1 .1 . 1 0  Time Coordination  CRC  calcu lation  

The  Time  Coord ination  CRC calcu lation  shal l  i nclude:  

•  Consumer I den ti fier (CID)  (by CRC-S3  or CRC-S5);  

•  Ack Octet (by CRC-S3  CRC-S5);  

•  Consumer_Time_Value  (by CRC-S3  CRC-S5).  

Ack_Octet_2  in  the  Time  Coord ination  message shal l  not be  i ncluded  i n  the  Safety CRC.  

7.1 . 1 . 1 1  Time  Correction  section  

The  Time  Correction  message  shal l  be  sen t from  a  mu l tipoin t producer to  each  mu l tipoin t 
consumer,  once  every p ing  in terval .  The  time  correction  message,  wh ich  con tains  consumer 
speci fic i n formation ,  i s  sen t by the  producer to  the  consumer at a  s lower rate  then  the  
produced  data  The  Time  Correction  message  sends  consumer speci fic i n formation  to  the  
consumer at a  s lower rate  then  the  produced  data.  The  encod ing  for the  BF  time  correction  
message i s  i n  F igure  28  and  the  EF  time  correction  section  i s  defined  in  F igure  29.  The  
variables  used  i n  the  time  correction  section  are  defined  in  Table  88.  

 

Figure  28  – BF  Time Correction  message  encoding  

MCast 
Octct

Time_Correction CRC-S5_0 CRC-S5_1 CRC-S5_2

 

Figure  29  – EF  Time Correction  message  encoding  

IEC  

Mcast_
Octet_2

Time_Correction _
Value

Mcast_
Octet

CRC-S3

1 2 3 4 5 6 7 8

Mcast_Octet

PE Consumer_#Res. MAI Res.

Pari ty_Even (of bi ts  6 : 0)

Multi_Cast_Active_Idle
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Table  88  – Time Correction  Message  variables  

Name Description  Reference  

Consumer_Time_Correction_Val ue  Consumer_Time_Correction_Val ue  i n  the  Time  
Correcti on  message  sha l l  be  u sed  to  correct  
the  d ata  time  s tamp  and  make  the  time  re l ati ve  
to  the  mu l ti poi n t  consumers  cl ock 

7 . 7 . 4 . 2  

MCast_Octet  Consi sti ng  of:   

Pari ty_Even  Pari ty_Even  i n  the  Time  Correcti on  message  
sha l l  be  the  even  pari ty of b i ts  0  to  6  of the  
Message   

 

Mu l ti _Cast_Acti ve_I d l e  Mu l ti _Cast_Acti ve_I d l e  i n  the  Time  Correction  
message  sha l l  i n d i cate  I d l e  i f transmi tted  
before  th i s  consumer has  responded  wi th  a  
va l i d  time  coord i nati on  message  

7 . 7 . 4 . 3  

Consumer_# The  Consumer_# i n  the  Time  Correcti on  
message  sha l l  i n d i cates  the  number of the  
consumer that  th i s  message  i s  d i rected  to  

7 . 7 . 4 . 1  

Reserved  Reserved ,  set  to  zero  7 . 7 . 4 . 4  

CRC-S3  CRC coveri ng  the  data  wi th i n  the  BF  time  
correcti on  message  

 

CRC-S5  CRC coveri ng  the  d ata  wi th i n  the  EF  time  
correcti on  message  

 

 

The  fol l owing  ru le  shal l  be  used  for the  calcu lation  of the  pari ty b i t  i n  the  Time  Correction  
message:  

B i t  7  of the  MCast _Octet form  even  pari ty on  the  MCast _Octet.  

The  fol l owing  ru le  shal l  be  used  for setting  of the  b i ts  i n  Mcast_Octet_2  i n  the  Time  Correction  
message:  

MCast_Octet_2  =  ((MCast_Octet XOR FFhex)  AND  55hex)  OR (MCast_Octet AND  AAhex) .  

When  a  connection  i s  establ ished  wi th  the  Extended  Format,  the  EF  Time  Correction  format 
shal l  be  used ;  otherwise  the  BF  Time  Correction  format shal l  be  used .  

7.1 .1 . 1 2  Time Correction  CRC calcu lation  

The  Time  Correction  CRC calcu lation  shal l  i nclude:  

•  Producer I den ti fier (PID)  (by CRC-S3);  

•  Mcast_Octet (by CRC-S3);  

•  Time_Correction_Value  (by CRC-S3).  

MCast_Octet_2  of the  Time  Correction  message  shal l  not be  i ncluded  in  the  Safety CRC.  

7.1 .1 . 1 3  1  or 2  Octet,  point-to-point,  safety connection  format 

Figure  30  defines  the  section  organ ization  for 1  or 2  octet poin t-to-poin t safety connection  
format.  
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1  -2 Byte Data  Message

Base or 

Extended

Data  Format

Base 1  or 2  byte Data  Section Base Time Stamp Section 

Producer to Consumer  

Time Coordination Message
Consumer to Producer

Extended 1  or 2  byte Data  

format

Extended or Base 

Time Coordination 

Format

 
IEC 

Figure  30  – 1  or 2  octet point-to-point PDU  encoding  

7. 1 . 1 . 1 4 1  or 2  Octet,  mu ltipoint,  Format 1  connection  format 

Figure  31  defines  the  section  organ ization  for the  1  or 2  octet Format 1 ,  mu l ti poin t connection  
format.  

Time Correction  Message

Extended or Base

Time Correction Format

Producer to Consumer

1  - 2  byte Data  Message

Base or Extended 

Data  Format

Base 1  or 2  byte Data  Section Base Time Stamp Section 

Producer to Consumer  

Extended 1  or 2  byte Data  

format

Time Coordination  Message
Consumer to Producer

Extended or Base 

Time Coordination  Format

 
IEC 

Figure  31  – 1  or 2  Octet mu ltipoint PDU  encoding  

7. 1 . 1 . 1 5 1  or 2  Octet,  mu ltipoint,  Format 2 ,  safety connection  format 

Figure  32  defines  the  section  organ ization  for 1  or 2  octet mu l tipoin t format 2  safety 
connection  format.  
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Time Correction Message1 -2 Byte Data  Message

 

Base Time Stamp Section

Producer to Consumer

Time Coordination Message
Consumer to Producer

Extended or Base

Time Coordination  Format

Extended or Base 

Time Correction Format
Base format 1 -2 Byte Data  Section

Extended Format 1 -2 Byte Data  

Message

Base or Extended 

Data  Format

 
IEC 

Figure  32  – 1  or 2  Octet,  mu l tipoint,  Format 2  safety connection  format 

7 . 1 . 1 . 1 6  3  to  250  octet,  point-to-point,  safety connection  format 

Figure  33  defines  the  section  organ ization  for 3  to  250  octet poin t-to-poin t safety connection  
format.  

3 – 250 Byte Data  Message

Base or Extended

Data  Format

Base 3 to 250 byte Data  Section Base Time Stamp Section

Producer to Consumer

Time Coordination  Message
Consumer to Producer

Extended 3 to 250 byte Data  

format
Base or Extended

Time Coordination  Format

 
IEC 

Figure  33  – 3  to  250  Octet  Point-to-point  PDU  encoding  

7. 1 . 1 . 1 7  3  to  248  Octet,  mu ltipoint,  Format 1  Safety PDU  format 

Figure  34  defines  the  section  organ ization  for 3  to  248  octet mu l tipoin t safety connection  
format.  
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3 – 248 Byte Data  Message

Base or Extended 

Data  Format

Base 3 to 248 byte Data  Section Base Time Stamp Section

Producer to Consumer

Extended 3 to 248 byte Data 

format

Time Coordination  Message
Consumer to Producer

Base or Extended 

Time Coordination  Format

Time Correction  Message

Base or Extended 

Time Correction Format

Producer to Consumer

 
IEC 

Figure  34 – 3  to  248  Octet  Mu l tipoint  PDU  encoding  

7. 1 . 1 . 1 8  3  to  248  Octet,  mu ltipoint,  Format 2 ,  safety PDU  format 

Figure  35  defines  the  section  organ ization  for 3  to  248  octet mu l tipoin t safety connection  
format.  

Time Coordination  Message
Consumer to Producer

Base or Extended 

Time Coordination  Format

Time Correction  Message3 - 248 Byte Data  Message

Data  Message 

Base Time Stamp Section

Producer to Consumer

Base or Extended 

Time Correction  Format
Base format 3 - 248 Byte Data  Section

Extended Format 3 -248 Byte Data  

Format

 
IEC 

Figure  35  – 3  to  248  Octet,  Mu ltipoint,  safety connection  format 

7 . 1 . 1 . 1 9  Calcu lation  order for Extended  Format CRC  calcu lations  

Figure  36  shows where  the  rol lover coun t fi ts  i n to  the  CRC calcu lations  for the  Extended  
Format messages.  

NOTE  The  CRC seed  i s  s ti l l  based  on  the  P ID/CID  as  i n  the  Base  Format;  the  Rol l over coun t i s  treated  as  an  
add i ti ona l  data  parameter.  
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Figure  36  – CRC  Calcu lation  order for Extended  Format messages  

7. 1 .2  Safety CRC 

7. 1 .2 .1  Safety CRC overview 

There  are  fi ve  safety CRCs  used  i n  the  various  sections  i n  FSCP 2/1 .  

•  An  8-bi t  CRC (CRC-S1  or CRC-S2)  i s  used  for the  BF  data  sections  contain ing  up  to  two  
octets  of safety data  and  the  time  stamp  sections.  

•  A 1 6-bi t  CRC (CRC-S3)  i s  used  for BF  and  EF  data  sections  for 3  to  250  octets  of data  
and  for the  BF  time  correction  and  time  coord ination  messages.  

•  A 24-bi t  CRC (CRC-S5)  i s  used  for the  EF  data  format up  to  two  octets  of safety data  and  
for the  EF  complement data  sections  for 3  to  250  octets  of data.  The  24-bi t  CRC is  a l so  
used  for the  time  correction  and  time  coord ination  messages  in  EF.  

•  A 32-bi t  CRC (CRC-S4)  i s  used  for connection  establ i shment,  configuration ,  and  the  
Safety extension  to  the  EDS  fi l e  defin i ti on .  

7.1 .2 .2  CRC  polynomials  

Table  89  defines  the  polynomials  used  i n  FSCP 2/1 .  

Table  89  – CRC  polynomials  used  

Name  Hex value  of polynomial  

CRC-S1  37hex  

CRC-S2  3Bhex  

CRC-S3  080Fhex  

CRC-S4  EDB88320hex  

CRC-S5  5D6DCBhex  

 

7.1 .2 .3  CRC  usage  specifications  

The  I /O  messag ing  CRC usage  i s  defined  in  7 . 1  us ing  CRC-S1 ,  CRC-S2,  and  CRC-S3,  bu t 
there  are  a  number of other CRCs  defined  i n  FSCP 2/1  for connection  establ i shment,  
configuration ,  and  the  Safety extension  to  the  EDS  fi le  defin i tion .  Table  90  defines  wh ich  
a lgori thm  is  used  and  the  starti ng  seed  value  for each  use.  
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Table  90  – Connection  sections  and  message formats  

CRC name  Algori thm  used  Starting  seed  value  Description  

SCCRC CRC-S4  

(see  Cl ause  A. 1 )   

FFFFFFFFhex  Safety Con fi gu rati on  CRC 

CPCRC CRC-S4  

(see  Clause  A. 1 )  

FFFFFFFFhex  Connection  Parameter CRC 

Password  CRC CRC-S4  

(see  Cl ause  A. 1 )  

FDFDFDFDhex  U sed  to  encrypt  passwords  
before  transmiss ion  

EDS  F i l e  CRC CRC-S4  

(see  Cl ause  A. 1 )  

FDFDFDFDhex  U sed  to  provi de  i n tegri ty over 
EDS  fi l es  used  by safety devices  

 

7.2  Communication  protocol  behavior 

7 .2 .1  Sequence  of safety checks  

The  fol lowing  Sequence  of checks  shal l  be  used  to  check messages.  

a)  Ping  coun t check;  

b)  Evaluate  Time  stamp  section  CRC;  

c)  Evaluated  Time  Stamps;  

d )  Evaluate  Actual  Data  CRC;  

e)  Evaluate  Complement Data  CRC;  

f)  Perform  Cross-Check.  

7.2.2  Connection  termination  

When  a  producer detects  an  error that requ i res  connection  termination  ( i . e.  p ing  response  
ou tside  of Producer Ping  I n terval )  i t  shal l  terminate  the  connection ,  and  noti fy the  appl ication  
of the  action .  

Al l  consumers  shal l  mon i tor the  period ic transmission  of data  and  go  to  a  safety state  i f the  
period ic transmissions  cease.  I f the  consumer detects  an  error,  i t  shal l  go  to  a  safety state  
and  terminate  the  consuming  connection  associated  wi th  that error.  

When  the  Safety Layer detects  an  error requ i ring  connection  termination  the  termination  shal l  
be  implemented  using  the  fol lowing  sequence.  

a)  The  safety l ayer detects  an  error requ i ring  termination .  

b)  The  safety l ayer noti fies  the  appl ication  program  by setting  the  connection  status  to  
i nd icate  a  safety commun ications  fau l t.  

c)  The  safety-related  appl ication  shal l  transi tion  data  and  I /O  (for example  set ou tpu ts  to  the  
safety state)  associated  wi th  the  connection  to  a  safety state.  

d )  The  safety l ayer shal l  noti fy the  underlying  commun ications  system  of an  error and  
request the  termination  of the  connection  by setting  i ts  status  to  i nd icate  a  safety 
commun ications  error.  

e)  The  safety layer shal l  not transi tion  from  i ts  safety state  un ti l  the  fau l t  i s  cl eared  and  a  
connection  restart sequence  i s  i n i tiated .  

7.2.3  Cross  checking  error 

When  crosschecked  safety data  are  found  to  be  d i fferen t,  the  data  i s  treated  as  fau l ty.  The  BF  
consumer shal l  terminate  the  connection  (see  7. 2 . 2)  and  the  EF  consumer wi l l  i ncrement the  
Consumer_Fau l t_Count and  d rop  the  packet i f the  coun t i s  l ess  than  the  Max_Fau l t_Number,  
or terminate  the  connection  i f i s  equal  to  or g reater than  the  Max_Fau l t_Number.  
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7.3  Time stamp operation  

The  time  stamp  a l lows  for the  calcu lation  of the  timel i ness  of receipt of data  i n  the  consumer.  
F igure  37  shows  the  time  stamp  sequence  of operations  for a  s imple  poin t-to-poin t producer 
consumer pai r.  

 

 

Figure  37  – Time stamp sequence 

Upon  connection  establ ishment,  the  producer shal l  request an  i n i tia l  p ing  response.  

When  the  consumer sees  a  change  i n  the  p ing  coun t,  the  consumer shal l  prepare  a  Time  
Coord ination  response  message  that contains  the  consumer’s  value  of i ts  clock coun t.  

The  producer shal l  use  the  clock coun t i n  the  Time  Coord ination  response  to  calcu late  an  
offset that wi l l  be  appl ied  to  fu ture  productions.  

At each  schedu led  production ,  the  producer shal l  use  the  value  of i ts  own  clock count and  the  
offset to  calcu late  the  time  stamp and  sends  i t  to  the  consumer a long  wi th  the  data.  

The  consumer shal l  use  the  value  received  from  the  producer to  calcu late  the  age  of the  data  
by subtracting  the  producer’s  time  stamp  from  i ts  cu rren t clock coun t.  I f the  calcu lated  del ta  i s  
l ess  than  the  maximum  del ta  speci fied  by the  user,  the  data  i s  ok and  the  data  i s  used  by the  
appl ication  wi th in  the  device.  I f the  del ta  i s  g reater than  the  user speci fied  value,  the  data  i s  
deemed  to  be  to  o ld  too  use  and  the  connection  i s  terminated .  

Once  each  Ping  I n terval ,  the  producer shal l  request another ping  response  from  the  
consumer.  Th is  wi l l  cause  a  recalcu lation  of producer offset and  prevent the  s low ag ing  of 
data  due  to  time  errors.  

A time  correction  factor i s  added  to  account for the  maximum  skew and  d ri ft  of clocks  i n  an  
asynchronous  system.  Th is  message  i s  used  to  ad just the  offset i n  the  producer.  

IEC  
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7.4 Rol lover counts  in  the  EF  

A rol l over coun t i s  employed  i n  con junction  wi th  the  transmi tted  Time  Stamp to  extend  the  
effective  operating  range  of the  Time  Stamp  to  32  b i ts .  The  Rol lover coun t i s  not transmi tted  
wi th  the  time  stamp  however.  The  i n i ti al  values  for the  rol l over coun t are  set at connection  
establ ishment and  main tained  i ndependently by both  producer and  consumer.  The  rol lover 
coun t value  i s  i ncluded  in  the  data  CRC calcu lation  so  both  ends  shal l  agree  on  the  curren t 
value  at  a l l  times  for packets  to  be  received  successfu l l y.  

7.5 Protocol  sequence  d iagrams 

7.5.1  General  

The  protocol  sequence  d iagrams  show the  re lationsh ip  between  producers  and  consumers  
wi th  respect to  time  and  even ts.  Time  flows  from  the  top  of each  fi gure  to  the  bottom.  Normal  
messages  that are  received  at  the  producer or consumer are  shown  i n  normal  text boxes.  
Anomalous  messages  are  shown  in  bolded  text boxes.  Messages  that were  expected  bu t not 
received  are  shown  as  unboxed  text.  

7.5.2  Normal  safety transmission  

Normal  commun ication  between  a  safety producer and  consumer requ i res  a  sequence  of 
period ic messages.  When  the  consumer receives  a  val i d  message,  the  transaction  i s  
complete  as  defined  in  F igure  38.  

 

Figure  38  – Sequence  d iagram  of a  normal  producer/consumer safety sequence 

The  safety producer produces  data  at  a  fi xed  rate  cal led  the  Expected  Packet I n terval  (EPI ) .  

L ink-tri ggered  consumers  shal l  main tain  an  activi ty timer,  wh ich  i s  reset after receiving  a  val id  
expected  message.  

I f a  va l i d  message  has  not been  received  before  the  activi ty timer expi res,  the  l i nk-triggered  
consumer shal l  terminate  the  connection  (see  7. 2 . 2)  and  go  to  the  defined  safety state.  

Consumers  shal l  check the  age  of the  data  received  by checking  the  time  stamps  received .  
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I f the  age  of the  data  i s  greater than  the  network time  expectation  the  consumer shal l  
terminate  the  connection  (see  7. 2 . 2)  and  go  to  the  defined  safety state.  

 

Figure  39  – Sequence d iagram  of a  normal  producer/consumer 
safety sequence (production  repeated)  

Safety commun ications  shal l  be  configurable  wi th  production  repeated .  I n  th is  case,  the  
consumer does  not use  every packet that i s  sen t to  i t.  

When  safety communication  i s  sen t wi th  repeated  production ,  appl ication-triggered  
consumers  shal l  use  the  l ast packet received  to  complete  the  transaction ,  as  show in  
F igure  39.  

The  consumers  using  Base  Format connections  shal l  see  the  Timestamp i ncrease  for each  
successive  period ,  or the  connection  shal l  be  terminated  (see  7 . 2 .2) .  

Consumers  using  Extended  Format connections  shal l  see  the  Timestamp i ncrease  for each  
successive  period .  I f the  consumer receives  a  packet wi th  an  ou t-of-sequence  Timestamp,  i t  
shal l  d rop  the  packet un less  the  Consumer Fau l t  Counter has  reached  the  Max Fau l t  Number;  
i n  wh ich  case  the  connection  shal l  be  terminated .  

Messag ing  wi th  production  repeated  offers  the  add i tional  advantage  of us ing  the  most cu rrent 
data.  

7.5.3  Lost,  corrupted  and  delayed  message  transmission  

Due  to  external  d i sturbances  i t  may be  possible  for the  message  to  be  corrupted  as  i t  i s  
transmi tted  from  the  producer to  the  consumer,  as  defined  in  F igure  40.  I f a  corrupted  
message  i s  detected  at the  standard  layer,  i t  shal l  be  d iscarded  and  not presented  to  the  
appl ication .  Th is  wi l l  resu l t  i n  an  expi ration  of the  consumer activi ty mon i tor or the  data  age  
wi l l  exceed  the  network time  expectation  and  the  consumer terminates  the  connection  (see  
7. 2 .2)  and  goes  to  the  defined  safety state.  

I f the  transmi tted  CRC-Sx and  data  are  checked  and  any found  to  be  i n  error,  or the  data  
cross-check i s  found  to  be  i n  error,  the  consumer shal l  e i ther d rop  the  packet (Extended  
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and  go  to  the  defined  safety state  (Base  Format OR Extended  Format)  AND  
(Consumer_Fau l t_Count ≥  Max_Fau l t_Number)  (see  7.2 . 2).  

 

Figure  40  – Sequence  d iagram of a  corrupted  producer to  consumer message 

Due  to  external  d i sturbances  i t  may be  possible  for the  message  to  be  l ost as  i t  i s  transmi tted  
from  the  producer to  the  consumer,  as  defined  in  F igure  41 .  Th is  wi l l  resu l t  i n  an  expi ration  of 
the  consumer activi ty mon i tor or the  data  age  wi l l  exceed  the  network time  expectation  and  
the  consumer terminates  the  connection  (see  7. 2 . 2)  and  goes  to  the  defined  safety state.  

IEC  

Data old  
terminate 
connection

Safety Message (Data,  Mode,  Ping,  Timestamp =1 ,  CRC-Sx)

Producer Consumer

E
P
I

Safety Message (Data,  Mode,  Ping,  Timestamp = 2,  CRC-Sx)
Ignore 

message

E
P
I

C
on

su
m
er
 a
ct
iv
ity

m
on

ito
r

Safety Message (Data,  Mode,  Ping,  Timestamp = 3,  CRC-Sx)
Ignore 

message

Link CRC does not 
match data,  data is not 

forwarded  to safety layer

No 
message
receivedN

et
w
or
k 
tim

e
e
xp

e
ct
at
io
n

Copyright International  Electrotechnical  Commission  



 –  1 26  – I EC  61 784-3-2: 201 6    I EC  201 6  

 

Figure  41  – Sequence  d iagram of a  lost  producer to  consumer message 

Messages  may be  delayed  i n  transmission .  I f a  message  i s  delayed  such  that i t  i s  received  

•  beyond  the  consumer activi ty mon i tor ( l i nk-triggered  appl ication ),  or 

•  the  data  age  exceeds  the  network time  expectation ,  

Then  a l l  fu rther messages  are  i gnored ,  and  the  connection  shal l  be  terminated .  

I n  both  cases  the  consumer terminates  the  connection  (see  7 . 2 .2)  and  goes  to  the  defined  
safety state.  Th is  behavior i s  defined  i n  F igure  42.  
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Figure  42  – Sequence  d iagram  of a  delayed  message 

7.5.4 Lost,  corrupted  or delayed  message  transmission  with  production  repeated  

Due  to  external  d isturbances  i t  may be  possible  for the  message  to  be  corrupted  as  i t  i s  
transmi tted  from  the  producer to  the  consumer,  as  defined  i n  F igure  43.  I n  order to,  m in im ize  
nu isance  trips  and  increase  the  avai labi l i ty of the  overal l  system,  production  may be  repeated .  
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Figure  43  – Sequence  d iagram of a  corrupted  producer to  consumer message   
with  production  repeated  

I f there  are  errors  that are  detected  i n  the  standard  l ayers,  the  messages  can  be  d iscarded ,  
as  l ong  as  a  val i d  and  expected  message  i s  received  wi th in  the  consumer activi ty mon i tor and  
the  age  of the  data  does  not exceed  the  network time  expectation .  

Val id  repeated  messages  shal l  be  overwri tten .  The  most recent val id  message  i s  used  by the  
appl ication .  

Due  to  external  d i sturbances,  i t  may be  possib le  for a  series  of messages  to  be  delayed  
resu l ting  i n  a  l ost connection .  Th is  sequence  i s  defined  in  F igure  44.  I f no  val id  messages  are  
received  before  the  consumer period ic timer expi res,  the  connection  wi l l  be  terminated  (see  
7. 2 . 2) .  
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Figure  44 – Sequence  d iagram of a  connection  terminated  due  to  delays  

A val id  l i nk message  that fa i l s  a  Safety CRC check wi l l  cause  the  consumer to  assume  the  
underlying  l i nk i s  un trustworthy and  depend ing  on  the  format used  and /or number of 
occurrences,  cou ld  cause  the  connection  to  be  terminated .  Th is  sequence  i s  defined  in  
F igure  45.  

 

Figure  45  – Sequence  d iagram  of a  fai lure  of safety CRC  check 

7.5.5  Point-to-point ping  

I n  order to  main tain  consisten t delay tim ing  between  producers  and  consumers  a  p ing  request 
and  response  message  transaction  sequence  i s  used .  The  producer i s  fu l l y described  i n  7 . 6 .6  
and  the  consumer i s  fu l ly described  i n  7 . 6 .7 .  Th is  sequence  of messages  for a  poin t-to-poin t 
p ing  i s  defined  i n  F igure  46.  
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Figure  46  – Sequence d iagram of a  point-to-point  ping  – normal  response 

At each  poin t-to-poin t producer p ing  i n terval ,  the  p ing  count shal l  be  i ncremented  i n  the  next 
avai lable  safety message  header.  

The  poin t-to-poin t producer p ing  i n terval  shal l  be  a  mu l tip le  of the  EPI ;  p ing  requests  shal l  be  
made  at  a  rate  based  on  the  P ing_I n terval_EPI_Mu l i tpl ier.  

When  a  poin t-to-poin t consumer sees  a  change  i n  the  p ing  coun t the  consumer generates  a  
time  coord ination  message.  

The  time  coord ination  message  (see  7 . 5. 2)  shal l  be  received  by the  producer wi th in  a  
prescribed  time  frame.  I f the  time  coord ination  message  i s  not received  wi th in  that time  frame 
the  connection  shal l  be  terminated  by the  producer (see  7. 2 . 2) .  

7.5.6  Mu ltipoint ping  on  CP  2/3  Safety 

I n  order to  main tain  consisten t delay tim ing  between  producers  and  consumers  a  p ing  request 
and  response  message  transaction  sequence  i s  used .  

For CP  2/3  Safety Mu l tipoin t connections,  a  separate  message  shal l  be  used  to  commun icate  
time  correction  i n formation  form  the  produce  to  each  mu l tipoin t consumer.  

The  producer i s  fu l l y described  in  7 . 6 .6  and  the  consumer i s  fu l l y described  i n  7 . 6 . 7.  Th is  
sequence  of messages  for mu l tipoin t pi ng  i s  defined  i n  F igure  47.  For clari ty the  time  
correction  message  i s  defined  on  a  separate  d iagram.  
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Figure  47  – Sequence d iagram of a  successfu l  mu ltipoint  ping ,  CP  2/3  safety 

During  each  mu l tipoin t producer p ing  i n terval ,  a  p ing  request wi l l  be  sen t from  the  mu l tipoin t 
producers  to  mu l tipoin t consumers  requesting  a  response.  

Al l  mu l tipoin t consumers  shal l  respond  to  a  change  in  the  p ing  request value,  consumers  
other than  consumer 1  shal l  wai t  Consumer_Number -1  times  the  EPI  to  reply.  

Al l  of the  mu l tipoin t consumers  shal l  respond  wi th in  the  ping  i n terval  of the  request or the  next 
one.  

Time  correction  messages  shal l  be  sen t to  the  mu l tipoin t consumers  at a  rate  to  ensure  that 
each  consumer gets  a  time  correction  message  wi th in  a  s ing le  producer p ing  i n terval .  

7.5.7  Mu ltipoint ping  on  CP  2/2  safety networks  

I n  order to  main tain  delay tim ing  between  mu l tipoin t producers  and  i ts  consumers,  a  p ing  
request and  response  i s  used .  For CP  2/2  Safety networks  the  time  correction  message shal l  
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be  concatenated  wi th  the  safety data  message  and  sen t as  a  s i ng le  message.  The  producer i s  
fu l l y described  in  7 . 6 . 6  and  the  consumer i s  fu l l y described  i n  7 . 6 .7 .  Th is  sequence  of 
messages  for mu l tipoin t p ing  i s  defined  i n  F igure  48.  
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Figure  48  – Sequence d iagram of a  successfu l  mu ltipoint  ping ,  CP  2/2  safety 

During  each  producer ping  i n terval ,  a  p i ng  request i s  sen t from  the  mu l tipoin t producers  to  
mu l tipoin t consumers  requesting  a  response.  

7.5.8  Mu ltipoint ping  – retry with  success  

Th is  sequence  of messages  for a  mu l tipoin t p i ng  wi th  retries  i s  defined  i n  F igure  49.  The  time  
correction  connection  i s  not defined  for clari ty.  
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Figure  49  – Sequence  d iagram of a  mu ltipoint ping  retry 

I f a  mu l tipoin t time  coord ination  message  i s  l ost or delayed  past the  
(Timeout_Mu l tip l i er.PI  +  2 )  p ing  i n tervals,  an  error shal l  be  generated  and  the  connection  
closed .  

7.5.9  Mu l tipoint  ping  – retry with  timeout 

The  sequence  of messages  for a  mu l tipoin t p ing  wi th  retries  and  timeou t i s  defined  i n  
F igure  50.  The  time  correction  connection  i s  not defined  for clari ty.  

 

Figure  50  – Sequence  d iagram of a  mu ltipoint ping  timeout 

I f the  p ing  response  continues  to  be  delayed ,  the  producer wi l l  i nd icate  a  fau l t  i n  the  producer 
status  for the  speci fic consumer and  the  consumer wi l l  go  to  the  defined  safety state.  I f the  
p ing  was  delayed  due  to  a  fau l t  i n  the  consumer,  the  consumer wi l l  have  a l ready gone  to  a  
safety state.  
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7.6  Safety protocol  defin i tion  

7 .6.1  General  

The  safety l ayer i s  a  l ayer of service  resid ing  between  the  standard  CPF  2  transport l ayer and  
the  safety-related  appl ication  l ayer as  defined  i n  F igure  51 .  Th is  safety l ayer need  not be  
d i rectly addressable  i n  the  CPF  2  framework;  rather i t  i s  a  behavior associated  wi th  a  
connection  between  appl ications  exchang ing  data  i n  a  S I L  3  appl ication .  Th is  behavior i s  
implemented  as  the  Safety Val idator object as  described  in  6 . 7 .  

NOTE  There  may be  mu l ti p l e  methods  of accompl i sh i ng  th i s  desi red  behavior.  The  objects  i n  th i s  subclause  7 . 6  
are  to  be  cons idered  a  reference  model .  I nd i vi dual  products  and  appl i cati ons  may choose  to  implemen t th i s  
behavior,  as  they deem  necessary.  However,  th i s  behavior needs  to  be  expressed  here  to  form  a  basi s  for product  
devel opmen t.  

7.6.2  H igh  level  view of a  safety device  

Figure  51  shows  a  reference  model  of a  safety device  con tain ing  one  or more  safety-related  
appl ication  objects.  Each  safety-related  appl ication  objects  functions  wi th  a  pai r of Safety 
Val idator objects  to  exchange  S IL  3  data  between  the  CPF  2  transport l ayer and  the  safety 
I /O  e lectron ic ci rcu i try.  These  electron ics  are  designed  to  provide  a  l evel  of error detection  
and  fau l t  i solation  su i table  for S IL  3  appl ications.  Each  of the  two  Safety Val idator objects  i s  
associated  wi th  a  network commun ication  channel  such  as  CP  2/3  or CP  2/2 .  Th is  model  
assumes  a  1 oo2  Safety Topology in  wh ich  two i ndependent CPUs  parti cipate  i n  the  safety 
protocol .  

 

Figure  51  – Safety device  reference  model  enti ty relation  d iagram  

7.6.3  Safety Val idator object 

Subclause  6. 7  defines  a  Safety Val idator object from  wh ich  both  the  SafetyVal idatorServer 
and  SafetyVal idatorCl ient functions  are  implemented .  

IEC  
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The  general  princip les  and  common  attribu tes  of these  two  safety layer functions  are  defined  
i n  7 . 6. 4 .  

7.6.4 Relationsh ip  between  SafetyVal idatorServer and  SafetyVal idatorCl ient 

Figure  52  shows  a  h igh  level  view of two  devices  i n terchang ing  data  via  a  
SafetyVal idatorCl ien t and  a  SafetyVal idatorServer.  A safety producing  appl ication  uses  a  
SafetyVal idatorCl ien t to  send  safety data  to  a  safety consuming  appl ication  that uses  a  
SafetyVal idatorServer.  

NOTE  On l y one  of the  redundan t  paths  i n terfaces  to  the  CPF  2  transport  l ayer.  The  A+B  (actua l  and  complemen t)  
data  i s  encapsu l ated  i n  a  s i ng le  transport frame  and  on l y one  processor i s  i nvol ved  i n  the  reception  and  
transm iss i on  of the  data  frames.  

 

Figure  52  – Two devices  in terchanging  safety data  via  a  SafetyVal idatorCl ient  
and  a  SafetyVal idatorServer 

7 .6.5  Extended  Format time  stamp rol lover handl ing  

7 .6.5.1  General  

The  Extended  Format requ i res  coord inated  synchron ization  between  producers  and  
consumers  on  connection  establ i shment a long  wi th  main tenance  operations  to  detect and  
hand le  Time  Stamp  rol lover even ts.  Subclauses  7 . 6. 5. 2  to  7 . 6. 5. 4  g raph ical l y show these  
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operations  for each  un ique  case.  The  example  code  shows these  operations  in  thei r proper 
p lace  i n  the  code  as  wel l .  

7.6.5.2  Point-to-point,  orig inator consumer,  target producer 

When  poin t-to-poin t connections  are  orig inated  by the  consumer,  the  orig inator has  to  provide  
i n i tia l i zation  values  in  the  SafetyOpen .  The  target uses  these  values  to  i n i tia l i ze  production  
parameters.  

The  rol lover coun t used  i n  the  Extended  Format poin t-to-poin t CRC shal l  be  zero  un ti l  the  
i n i ti al  Time  Coord ination  exchange  has  been  completed .  

The  complete  process  i s  shown  in  F igure  53.  
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Originator Target

SafetyOpen:(Initial_TS,  Initial_Rollover_Value)

SafetyOpen Response:()

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

TimeCoordination:(Consumer_Time_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

Shall  be < 8,3

Consumer ProducerInitial_TS = Consumer_Clk_Count
Initial_Rollover_Value =  Consumer_Clk_Count+Initial_RC_Offset

Initial_RC_Offset =  Initial_RC_Offset +  1
 Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count =  Initial_Rollover_Value

Data_Time_Stamp = 0,  Run_Idle =  Id le,
RC_Used_In_CRC = 0x0000

Calculate Consumer_Time_Correction_Value

Data_Time_Stamp = Producer_Clk_Count +
        Consumer_Time_Correction_Value
 IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
 ENDIF
 RC_Used_In_CRC = TS_Rollover_Count
 Last_Time_Stamp_For_Rollover =  Data_Time_Stamp

Consumer_Time_Value =  Consumer_Clk_Count

Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count = Initial_Rollover_Value

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
           }
 ENDIF

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
           }
 ENDIF
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Figure  53  – Point-to-point,  orig inating  consumer.  target producer 

The  time  between  the  generation  of the  Safety Open  and  the  Consumers  processing  of the  fi rst packet produced  after the  producers  reception  of the  
Time_Coord ination  message  shal l  be  l ess  than  8 , 3  s .  
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7.6.5.3  Point-to-point,  orig inator producer,  target consumer 

When  Extended  Format poin t to  poin t connections  are  orig inated  by the  producer,  the  target consumer shal l  provide  i n i tia l i zation  values  in  the  
SafetyOpen  Response.  The  orig inator producer uses  these  values  to  i n i tia l ize  production  parameters.  

The  complete  process  i s  shown  i n  F igure  54.  

Orginator Target

SafetyOpen:()

SafetyOpen Response:(Initial_TS,  Initial_Rollover_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

TimeCoordination:(Consumer_Time_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

Shall  be <  8,3

ConsumerProducer

Calculate Consumer_Time_Correction_Value

Initial_TS = Consumer_Clk_Count
Initial_Rollover_Value =  Consumer_Clk_Count+Initial_RC_Offset
Initial_RC_Offset =  Initial_RC_Offset +  1
Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count =  Initial_Rollover_Value

Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count = Initial_Rollover_Value

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
           }
 ENDIF

Consumer_Time_Value =  Consumer_Clk_Count

Data_Time_Stamp = 0,  Run_Idle =  Id le,
 RC_Used_In_CRC  =  0x0000

Data_Time_Stamp = Producer_Clk_Count +
        Consumer_Time_Correction_Value
IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
THEN  { TS_Rollover_Count =  TS_Rollover_Count  +  1 }
ENDIF
 RC_Used_In_CRC = TS_Rollover_Count,  Data_Time_Stamp
Last_Time_Stamp_For_Rollover =  Data_Time_Stamp

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover = Data_Time_Stamp
           }
 ENDIF
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Figure  54 – Point-to-point,  orig inator producer,  target consumer 

The  time  between  the  generation  of the  Safety Open  Response  and  the  Consumers  processing  of the  fi rst packet produced  after the  producers  
reception  of the  Time_Coord ination  message  shal l  be  less  than  8, 3  s .  
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7.6.5.4 Mu lti -point,  orig inator consumer,  target producer 

When  Extended  Format mu l ti -poin t connections  are  orig inated  by the  consumer;  the  target producer shal l  provide  i n i tia l ization  values  in  the  
SafetyOpen  Response.  The  target consumer uses  these  values  to  i n i tia l ize  production  parameters.  The  values  the  target producer sends  i n  the  
SafetyOpen  Response  d i ffers  depend ing  on  whether th is  i s  the  1 st consumer to  request a  connection  or not.  

The  active  seed ing  of the  CRC wi th  the  rol lover coun t i n  Extended  Format Mu l ti -poin t messages  shal l  beg in  immed iately on  fi rst  production .  

The  complete  process  i s  shown  i n  F igure  55.  

Originator Target

SafetyOpen:()

SafetyOpen Response:(Initial_TS,  Initial_Rollover_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

Shall  be < 8,3

Consumer Producer IF 1 st  Consumer
THEN { Initial_TS = Producer_Clk_Count
             I n itial_Rollover_Value = Producer_Clk_Count 
                                                    +  Initial_RC_Offset
             I n itial_RC_Offset = Initial_RC_Offset +  1
             Last_Time_Stamp_For_Rollover = Initial_TS
             TS_Rollover_Count  =  Initial_Rollover_Value}
ELSE { Initial_TS = Last_Time_Stamp_For_Rollover 
             I n itial_Rollover_Value = TS_Rollover_Count }
ENDIF

TS = Producer_Clk_Count 
 IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
 ENDIF
 RC_Used_In_CRC = TS_Rollover_Count
 Last_Time_Stamp_For_Rollover = Data_Time_Stamp

Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count = Initial_Rollover_Value

IF unsigned(Data_Time_Stamp 
                               <  Last_Time_Stamp_For_Rollover)
THEN { TS_Rollover_Count = TS_Rollover_Count  +  1 }
ENDIF
RC_Used_In_CRC = TS_Rollover_Coun
Last_Time_Stamp_For_Rollover = Data_Time_Stamp

 
IEC 

Figure  55  – Mu lti -point,  orig inator consumer,  target producer 

The  time  between  the  generation  of the  Safety Open  Response  and  the  Consumers  processing  of the  fi rst  packet shal l  be  less  than  8 , 3  s .  
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7.6.6  SafetyVal idatorCl ient function  defin i tion  

7 .6.6.1  General  

The  SafetyVal idatorCl ien t i s  the  embod iment of the  safety l ayer that augments  a  standard  
connection  on  CP  2/3  or CP  2/2  to  transmi t  S I L3  safety data.  I t  coord inates  the  production  of 
appl ication  data  wi th  a  peer i nstance  of the  SafetyVal idatorCl ien t.  

7.6.6.2  Safety production  

Th is  subclause  7. 6. 6  describes  the  production  of data  and  the  i n terfaces  between  the  
appl ication ,  the  SafetyVal idatorCl ien t and  the  underlying  l i nk l ayer.  The  focus  i s  on  the  
SafetyVal idatorCl ien t run-time  behavior and  i ts  i n terfaces.  The  appl ication  i tsel f shal l  be  of 
h igh  i n tegri ty and  th is  can  be  accompl ished  in  many ways  and  i s  u l timately a  vendor design  
decis ion .  

F igure  56  g raph ical l y shows  the  data  flow between  the  SafetyVal idatorCl ien t and  a  producing  
safety-related  appl ication .  Safety_Data_Out i s  produced  at  a  period ic rate,  referred  to  as  the  
Expected  Packet I n terval  (EPI ) .  The  SafetyVal idatorCl ien t shal l  sample,  capture,  and  time  
stamp the  data  to  be  sen t every EPI  time  period .  

Safety Message
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EPI
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Validator

Connection
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Engine
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Figure  56  – Safety production  data  flow 

7.6.6.3  Producing  appl ication  in terface 

The  producing  appl ication  provides  Safety_Data_Out to  the  SafetyVal idatorCl ien t.  The  
SafetyVal idatorCl ien t shal l  bu i ld  the  Mode_Octet,  Actual_Data,  and  Complement_Data,  and  
Time  stamp  section .  

The  SafetyVal idatorCl ien t shal l  provide  safety connection  status  back to  the  producing  
appl ication  for each  consumer.  

7.6.6.4 Safety data  production  log ic 

Subclauses  7 . 6. 6. 4  to  7 . 6. 6 .8  describe  the  l og ic that shal l  be  fol lowed  by a l l  safety data  
producers.  The  actual  implementation  of the  log ic may vary,  bu t equ ivalen t resu l ts  shal l  be  
obtained .  The  log ic i n  th is  document assumes  an  asynchronous  producing  appl ication  that 
makes  the  safety data  avai lable  to  the  SafetyVal idatorCl ien t.  

Defin i tions  for the  variables  used  i n  the  safety data  production  l og ic can  be  found  i n  7 . 7 .  
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7.6.6.5  Example  safety data  production  cold  start  log ic 

The  production  l og ic to  i n i tiate  a  cold  start of a  connection  i s :  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Cold start  after  connection  establishment  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould be  executed at  the  transition  of  the  
/ /   producing connection  from closed to  open.  
/ /  For  Point-to-point  connections  this  logic  may 
/ /   be  performed any time  the  connection  is  Opened or  Re-Opened.  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
Ping_Interval_EPI_Count  =  0 ,  
RR_Con_Num_Index_Pntr  =  Max_Consumer_Number,  
 
/ /  I nitialize  the  ping count  in  the  s afety message  to  0  
Mode_Octet. Ping_Count  =  0 ,  
 
/ /  Time_Drift_Per_Ping_Interval,  the  minimum value  is  1  
Time_Drift_Per_Ping_Interval  =  

Roundup( EPI  ×  Ping_Interval_EPI_Multiplier  /  3 2 0 0 0 0 ,  
 
FOR ( Consumer_Num =  1  to  Max_Consumer_Number) ,  
{  
 / /  Producer  Dynamic  Variables  
 Consumer_Active_Idle[ Consumer_Num-1 ]  =  I dle,  
 S_Connection_Fault[ Consumer_Num-1 ]  =  OK,  
 Producer_Rcved_Time_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
 Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
 Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1 ]  =  
0 x0 0 0 0 ,  
 Consumer_Time_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0  
  
 / /  Producer  Derived Variables  
  
 / /  Time_Drift_Constant,  the  minimum value  is  1 .  
( Time_Drift_Constant  is  not  
 / /  s aved but  is  used in  the  calculation  of  the  
  / /  Connection_Correction_Constant  below. )  
 Time_Drift_Constant  =  
   Roundup( ( Timeout_Multiplier[ Consumer_Num-1 ]  +1 ) × EPI  ×  
    Ping_Interval_EPI_Multiplier  /  3 2 0 0 0 0 ) ,  
  
 / /  Connection_Correction_Constant  
 Connection_Correction_Constant[ Consumer_Num-1 ]  =  
Time_Drift_Constant  +  1  –  Time_Coord_Msg_Min_Multiplier  [ Consumer_Num-
1 ] ,  
 
 / /  Time_Coord_Response_EPI_Limit   
 Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ] =  Roundup( ( 50 0 0 0 0 0  +  
   ( Time_Coord_Msg_Min_Multiplier[ Consumer_Num-1 ] × 1 2 8 )  +  

   ( EPI  ×  (  Consumer_Num –  1 ) ) )  /  EPI ) ,  
   
  / /  Time_Coord_Response_EPI_Limit  has  a  maximum value  of  1 0 0 0  
  I F  ( Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  >  1 0 0 0 ) ,  
  THEN 
 {  
  Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  =  1 0 0 0 ,  
 }  
 ENDIF 
}  
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ENDFOR 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end,  Cold s tart  after  connection  establishment  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

 

7.6.6.6  Example  safety data  production  mul tipoint consumer re-start log ic 

The  log ic a l l ows  i nd ividual  mu l tipoin t consumers  to  be  stopped  and  restarted  wh i le  the  
mu l tipoin t production  continues  to  other consumers.  

Th is  subclause  7. 6 .6 .6  defines  the  l og ic needed  to  restart an  i nd ividual  consumer,  bu t i t  does  
not represent an  efficien t implementation  of how to  detect that the  i nd ividual  connection  has  
been  restarted .  

 

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Re-initialization  of  Multipoint  production  to  individual  consumers  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould be  executed after  a  multipoint  consumer  performs  
/ /   a  s uccessful  open  to  a  multipoint  producer  while  the  production 
/ /   i s  in  process  to  re-initialize  production  to  that  consumer  number  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
FOR ( Consumer_Num =  1  to  Max_Consumer_Number) ,  
{  
I F  ( Consumer_Open( Consumer_Num-1 ) transitions  from Closed to  Open)  
  THEN 
  {  
 / /  Producer  Dynamic  Variables  
  Consumer_Active_Idle[ Consumer_Num-1 ]  =  I dle,  
  S_Connection_Fault[ Consumer_Num-1 ]  =  OK,  
  Producer_Rcved_Time_Value[ Consumer_Num-1 ]  =  0 x0 00 0 ,  
  Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
  Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1=  0 x0 0 0 0 ,  
  
  / /  Producer  Derived Variables  
  / /  Time_Drift_Constant,  the  minimum value  is  1  
  / / ( Time_Drift_Constant  is  not  
  / /  s aved but  is  used in  the  calculation  of  the  
   / /  Connection_Correction_Constant  below. )  
  Time_Drift_Constant  =  

 Roundup( ( Timeout_Multiplier[ Consumer_Num-1 ]  +1 )  ×  EPI  ×  
    Ping_Interval_EPI_Multiplier  /  3 2 0 0 0 0 ) ,  
 / /  Connection_Correction_Constant  
  Connection_Correction_Constant[ Consumer_Num-1 ]  =  
 Time_Drift_Constant  +  1  –  Time_Coord_Msg_Min_Multiplier  
[ Consumer_Num-1 ] ,  
  / /  Time_Coord_Response_EPI_Limit   
  Time_Coord_Response_EPI_Limit[ Consumer_Num-1=  Roundup( ( 50 0 0 0 0 0  +  
   ( Time_Coord_Msg_Min_Multiplier[ Consumer_Num-1 ] × 1 2 8 )  +  

   ( EPI  ×  (  Consumer_Num –  2 ) ) )  /  EPI ) ,  
   
   / /  Time_Coord_Response_EPI_Limit  has  a  maximum value  of  1 0 0 0  
   I F  ( Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  >  1 0 0 0 ) ,  
   THEN 
   {  
   Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  =  1 0 0 0 ,  
   }  
  ENDIF  
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 }  
ENDIF 
}  

 

7.6.6.7  Example  combined  data  production  

The  fol lowing  i s  the  common  requ i red  l og ic of the  SafetyVal idatorCl ien t for a l l  of safety 
connections.  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  s tart  of  EPI  Safety Data  production  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  logic  assumes  that  the  application  has  passed the  Safety 
/ /   Data  and Application_Run_Idle  to  the  Safety Validator.  
/ /  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Capture  the  time  to  be  used for  the  time  stamp 
Producer_Safe_Data_TS  =  Producer_Clk_Count,  
 
/ /  Check if  it  is  time  to  increment  the  Ping Count  
Ping_Interval_EPI_Count  =  Ping_Interval_EPI_Count  +  1 ,  
 
I F  ( Ping_Interval_EPI_Count  >=  Ping_Interval_EPI_Multiplier) ,  
THEN 
{  
I ncrement  Mode_Octet. Ping_Count,  
Ping_Interval_EPI_Count  =  0 ,  
}  
ENDIF 
 
/ /  Set  the  remainder  of  the  Mode_Octet  bits  
Mode_Octet. Run_Idle  =  Application_Run_Idle,  
Mode_Octet. TBD_Bit   =  0 ,  
Mode_Octet. TBD_2_Bit   =  0 ,  
 
/ /  Execute  the  safety producer,  connection  type  specific  functions  
I F  ( Connection_Type  ==  multipoint) ,  
THEN 
{   
multi_cast_producer_function( ) ,  
}  
ELSE  
{   
s ingle_cast_producer_function( ) ,  
}  
ENDIF 
 
 
/ /  s et  Mode_Octet  redundant  bits  ( 2 : 4 )  to  the  correct  values  
Mode_Octet  =  ( Mode_Octet  AND  0 xe3 ) OR( ( Mode_Octet>>3 )  AND  0 x1c  XOR 
0 x1 4 ) ,  
Calculate  Data  Section  CRC,  
Calculate  Time_Stamp  Section  CRC,  
Trigger  the  s ending  of  the  Data  Message,  
 
/ /  I f  on  FSCP  2  on  CP  2 / 3  and Multipoint,  s end the  Time  Correction  
/ /   Message  if  it  i s  time.  
I F  ( ( Connection_Type  ==  CP  2 / 3 )  AND 
( Send_Time_Correction_Message  ==  1 ) ) ,  
THEN 
{  
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Trigger  the  s ending of  the  Time  Correction  Message,  
Send_Time_Correction_Message  =  0 ,  
}  
ENDIF 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  s afety data  production  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  point-to-point  production  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
s ingle_cast_producer_function( )  
/ /  Check if  a  Time  Coordination  message  has  been  received in  
/ /   the  allotted time.  
I F  ( Ping_Interval_EPI_Count  ==  8 ) ,  
THEN 
{  
I ncrement  Ping_Int_Since_Last_Time_Coord_Msg_Count[ 0 ] ,  
I F  ( Ping_Int_Since_Last_Time_Coord_Msg_Count[ 0 ]  
>=  ( Timeout_Multiplier[ 0 ]  +  2 ) ) ,  
 THEN 
{  
 S _Connection_Fault[ 0 ] =Faulted,  
}  
ENDIF 
}  
ENDIF 
 
/ / Hold Data_Time_Stamp  =  0  until  time  coordination  msg received 
I F( Consumer_Active_Idle[ 0 ]  ==  I dle) ,  
THEN 
{  
Mode_Octet. Run_Idle  =  I dle,  
Time_Stamp_Section. Data_Time_Stamp  =  0 x0 0 0 0 ,  
}  
ELSE  
{  
Time_Stamp_Section. Data_Time_Stamp  =  Producer_Safe_Data_TS  +  
Consumer_Time_Correction_Value[ 0 ] ,  
}  
ENDIF 
 
END  s ingle_cast_ producer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  point-to-point  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  multipoint  production  function 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
multi_cast_producer_function( )  
/ /  Check if  its  time  to  s tart  s ending Time  Correction  messages  
/ /  Time  Correction  messages  are  s ent  s tarting at  the  8 th  EPI  
production  
/ /   within  the  Ping interval  
I F  ( Ping_Interval_EPI_Count  ==  8 ) ,  
THEN 
{  
RR_Con_Num_Index_Pntr  =  0 ,  
}  
ENDIF 

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 1 45  – 

 
/ /  Check if  a  Time  Coordination  message  has  been  received in  
/ /   the  allotted time.  
I F  ( RR_Con_Num_Index_Pntr  <  Max_Consumer_Number) ,  
THEN 
{  
I ncrement   
Ping_Int_Since_Last_Time_Coord_Msg_Count[ RR_Con_Num_Index_Pntr] ,  
I F  ( Ping_Int_Since_Last_Time_Coord_Msg_Count[ RR_Con_Num_Index_Pntr]  
             >=  ( Timeout_Multiplier[ RR_Con_Num_Index_Pntr]  +  2 ) ) ,  
THEN 
{  
 S et  S_Connection_Fault[ RR_Con_Num_Index_Pntr] =Faulted,  
}  
ENDIF 
ENDIF 
 
/ /  Check if  its  time  to  s end an  active  non-error  Time  Correction  
/ /   message  
I F  ( ( RR_Con_Num_Index_Pntr  <  Max_Consumer_Number)  AND 
   ( Consumer_Active_Idle[ RR_Con_Num_Index_Pntr]  ==  Active) ) ,  AND  
   ( Consumer_Open[ RR_Con_Num_Index_Pntr]  ==  Open)  AND 
   ( S_Connection_Fault[ RR_Con_Num_Index_Pntr]  ==  OK)  
THEN 
{  
S end_Time_Correction_Message  =  1 ,  
Mcast_Octet. Consumer_#  =  RR_Con_Num_Index_Pntr  +  1 ,  
Mcast_Octet. Multi_Cast_Active_Idle  =  
Consumer_Active_Idle[ RR_Con_Num_Index_Pntr] ,  
Time_Correction_Section. Time_Correction_Value  =  
Consumer_Time_Correction_Value[ RR_Con_Num_Index_Pntr] ,  
 S et  Mcast_Octet. Parity_Even  to  the  correct  value,  
MCast_Octet_2  =  ( ( MCast_Octet  XOR 0 xFF)  AND 0 x55 )  OR 
( MCast_Octet  AND 0 xAA)  
Calculate  CRC  of  time  correction  message,  
}  
ELSE  
{  
/ / load null  TIME_CORRECTION Section,  
Mcast_Octet. Consumer_#  =  0 ,  
Mcast_Octet. Multi_Cast_Active_Idle  =  I dle,  
Time_Correction_Section. Time_Correction_Value  =  0 ,  
 S et  Mcast_Octet. Parity_Even  to  the  correct  value,  
MCast_Octet_2  =  ( ( MCast_Octet  XOR 0 xFF)  AND 0 x55 )  OR 
 ( MCast_Octet  AND  0 xAA)  
Calculate  CRC  of  time  correction  s ection,  
}  
ENDIF 
 
/ /  I f  Time  Correction  messages  are  being s ent,  increment  to  the  
/ /   next  consumer  
I F  ( RR_Con_Num_Index_Pntr  <  Max_Consumer_Number) ,  
THEN 
{  
RR_Con_Num_Index_Pntr  =  RR_Con_Num_Index_Pntr  +  1 ,  
}  
ENDIF 
 
/ /  Set  the  time  s tamp  value  
Time_Stamp_Section. Data_Time_Stamp  =  Producer_Safe_Data_TS,  
END  multi_cast_producer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  multipoint  processing 

Copyright International  Electrotechnical  Commission  



 –  1 46  – I EC  61 784-3-2: 201 6    I EC  201 6  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.6.6.8  Example  time coord ination  message  reception  log ic 

The  SafetyVal idatorCl ien t shal l  complete  the  fol lowing  steps  for each  time  coord ination  
message  received .  For poin t-to-poin t and  mu l tipoin t safety connections,  a  
Consumer_Time_Value  i s  received  i n  the  time  coord ination  message.  

Producers  shal l  a l l ow Time  Coord ination  responses  to  arrive  during  the  Ping_I n terval  or 
Ping_In terval  +1 .  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ / Time  Coordination  message  reception  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Consumer_Num equals  1  for  point  to  point  
/ /  Consumer_Num equals  the  consumer  the  message  
/ /   was  received from for  multipoint  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould only be  executed I f  Ack_Byte. Ping_Response  
/ /   of  the  message  is  equal  to  1  AND Consumer_Open[ Consumer_Num-1 ]  
/ /   i s  equal  to  Open.  I f  Ack_Byte. Ping_Response  is  equal  to  0  OR 
/ /   Consumer_Open[ Consumer_Num-1 ] is  equal  to  Closed,  this  
/ /   message  should be  ignored.  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  rej ect  Time  Coordination  packets  if  CONSUMER_TIMESTAMP  has  
/ /  previously been  captured AND this  is  not  the  first  time  
/ /  coordination  message  from this  consumer 
I F  (   ( Consumer_Time_Value[ Consumer_Num-1 ]  ==  
Time_Coordination_Section. Consumer_Time_Value)   AND 
        ( Consumer_Active_Idle[ Consumer_Num-1 ]  ==  Active)  )  
THEN 
{  
        / /  the  only time  this  would be  the  case  is  if  that  Time  
Coordination  was  already received 
        Abort  the  processing of  this  packet.  Do  Not  close  the  
connection.  
}  
ENDIF 
 
 
/ /  Capture  the  received time  
Producer_Rcved_Time_Value[ Consumer_Num-1 ]  =  Producer_Clk_Count,  
 
/ /  Perform the  integrity checks  
Check the  CRC  of  the  Time  Coordination  Section,  based on  format  used,  
Ack_Byte_Error  =  false,  
I F  ( ( Ack_Byte  parity incorrect)  
THEN 
{  
Ack_Byte_Error  =  true,  
}  
ENDIF 
I F  ( BaseFormat)  
THEN 
{  
/ / ckeck Ack_Byte_2  if  BaseFormat  
I F  ( ( Ack_Byte  parity incorrect)  OR ( Ack_Byte_2  ! =  
   ( ( ( Ack_Byte  XOR 0 xFF)  AND  0 x55 )  OR ( Ack_Byte  AND  0 xAA) ) ) )  
THEN 
{  
Ack_Byte_Error  =  true,  
}  
ELSE  
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{  
Ack_Byte_Error  =  false,  
}  
ENDIF 
ENDIF 
I F  ( ( CRC_Error  based on  format  used)  OR ( Ack_Byte_Error  =  true)  OR 
/ /  Ensure  that  the  Time  Coordination  message  returned 
/ /   with  the  s ame  ping interval  or  the  next  ping interval.  
/ /   The  next  ping interval  i s  allowed for  the  case  that  a  
/ /   multipoint  consumer  connects  to  an  existing producer.  
/ /   I f  the  new consumer  receives  its  first  message  near  the  end 
/ /   of  the  ping interval ,  the  time  coordination  may arrive  back 
/ /   at  the  producer  during the  next  ping interval.  
     ( ( Ack_Byte. Ping_Count_Reply ! =  Ping_Count)  AND 
      ( Ack_Byte. Ping_Count_Reply ! =  Ping_Count-1 ) )  OR 
/ /  Ensure  that  the  Time  Coordination  message  returned 
/ /   within  the  approximatley 5  s econd limit  
( ( Consumer_Active_Idle[ Consumer_Num-1 ]  ==  Active)  AND 
 ( Ping_Interval_EPI_Count  >  
  Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ] ) ) ,  
THEN 
{  
I F  ( ExtendedFormat) ,  
THEN 
{  
/ / decide  whether  to  close  the  connection  or  not  
I ncrement  Producer_Fault_Counter[ Consumer_Num-1 ]  
I F  ( Producer_Fault_Counter[ Consumer_Num-1 ]  >=  Max_Fault_Number)  
THEN 
{  
S_Connection_Fault[ Consumer_Num-1 ]  =  Faulted,  
Abort  the  processing  of  this  packet.  Close  the  connection.  
}  
ELSE  
{  
Abort  the  processing  of  this  packet.  Do  Not  close  the  connection.  
}  
ENDIF 
}  
ELSE  
{  
S_Connection_Fault[ Consumer_Num-1 ]  =  Faulted,  
Abort  the  processing of  this  packet.  Close  the  connection.  
}  
ENDIF 
}  
ENDIF 
 
/ /  at  this  point  we  know we  have  a  good,  non-redundant  time  
coordination  packet  
 
/ /  Capture  the  received CONSUMER time  
Consumer_Time_Value[ Consumer_Num-1 ]  =  
  Time_Coordination_Section. Consumer_Time_Value;  
 
/ /  Determine  the  worst  case  Consumer_Time_Correction_Value  based on  
the  
/ /   received Time_Coordination  s ection 
Worst_Case_Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =    
 Time_Coordination_Section. Consumer_Time_Value  
 -  Producer_Rcved_Time_Value[ Consumer_Num-1 ]  
-  Connection_Correction_Constant[ Consumer_Num-1 ] ,  
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/ /  Determine  the  worst  case  time  drift  s ince  the  last  
/ /   Time  Coordination  information  was  received.  This  is  equal  to  the  
/ /   number  of  Ping I ntervals  s ince  the  last  Time  Coordination  message  
/ /   times  the  Time  Drift  per  Ping I nterval  plus  1  for  the  asyncronous  
/ /   clocks .  This  value  will  not  be  used until  the  s econd 
/ /   Time_Coordination  message  is  recived.  
 
Time_Drift_Since_Last_Time_Coord =  
( { Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1 ] +  1 }  
  *  Time_Drift_Per_Ping_Interval )  +  1 ,  
 
/ /  I f  this  Time_Coordination  Transport  delay is  greater  then  the  
/ /   l ast  Time_Coordination  Transport  delay by more  than  the  
appropriate  
/ /   number  of  Time_Drift_Per_Ping_Intervals ,  then,  use  the  previous  
/ /   Correction  value  minus  the  appropriate  number  of  
/ /   Time_Drift_Per_Ping_Intervals .  This  action  is  not  taken  until  the  
/ /   s econd Time_Coordination  message  is  received.  
/ /  The  math  for  this  check s hould be  1 6  bit  or  greater 
I F  ( ( Consumer_Active_Idle[ Consumer_Num-1 ]  ==  Active)  AND 
( ( Consumer_Time_Correction_Value[ Consumer_Num-1 ] -  
      Worst_Case_Consumer_Time_Correction_Value[ Consumer_Num-1 ]  –  
 Time_Drift_Since_Last_Time_Coord)  AND  0 x8 0 0 0  ==  0 ) ) ,  
THEN 
{  
Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  
Consumer_Time_Correction_Value[ Consumer_Num-1 ]  -  
Time_Drift_Since_Last_Time_Coord,  
}  
ELSE  
{  
Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  
Worst_Case_Consumer_Time_Correction_Value[ Consumer_Num-1 ] ,  
}  
ENDIF 
 
/ /  Set  the  flag  indicating a  Time_Coordination  message  has  been  
received 
I F  ( S_Connection_Fault[ Consumer_Num-1 ]  =  OK)  
THEN 
{  
Consumer_Active_Idle[ Consumer_Num-1 ]  =  Active,  
}  
ENDIF 
 
/ /  Reset  the  Time_Coordination  message  timer  
Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1 ]  =  0 ,  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end producer  time  coordination  information  reception  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.6.7  SafetyVal idatorServer function  defin i tion  

7 .6.7.1  General  

The  SafetyVal idatorServer function  i s  the  safety l ayer that augments  a  standard  connection  
on  CP  2/3  or CP  2/2  to  transmi t  S I L3  data.  I t  coord inates  the  reception  of safety data  wi th  a  
peer i nstance  of the  SafetyVal i datorCl ien t class  and  del ivers  th is  data  to  the  consuming  
safety-related  appl ication .  
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7.6.7.2  Safety consumption  

Th is  subclause  7 . 6 . 7  describes  the  consumption  of data  and  the  i n terfaces  between  the  
appl ication ,  the  SafetyVal idatorServer and  the  underlying  l i nk layer.  

There  are  two  versions  of safety data  consumer mon i toring .  They are:  

•  SafetyVal idatorServer – L ink Triggered .   
Th is  i s  appropriate  for consuming  appl ications  that are  synchron ized  to  the  reception  of 
the  data,  or consuming  appl ications  that present a  con tinuous  delay from  the  reception  of 
data.  

•  SafetyVal idatorServer – Appl ication  Triggered .   
Th is  i s  appropriate  for consuming  appl ications  that are  period ic i n  nature  and  not 
synchron ized  to  the  reception  of the  data.  

I n  both  versions,  the  SafetyVal idatorServer shal l  perform  the  fol lowing  aspects  of the  safety 
data  mon i toring :  

•  Time  coord ination  wi th  the  producer;  

•  Time  stamp  section  i n tegri ty checking ;  

•  Data  i n tegri ty checking ;  

•  Network time  expectation  checking .  

7.6.7.3  SafetyVal idatorServer – l ink triggered  

Figure  57  shows  the  data  flows  for the  SafetyVal idatorServer i n  the  l i nk triggered  mode.  

 

Figure  57  – Consumer safety data  monitoring  

The  Link Triggered  SafetyVal idatorServer shal l  perform  al l  aspects  of the  safety protocol  on  
each  message  received .  

For mu l tipoin t,  the  L ink Triggered  SafetyVal i datorServer shal l  a lso  perform  al l  aspects  of the  
safety protocol  on  each  Time_Correction  section  received .  

The  SafetyVal idatorServer shal l  i nsure  that the  safety data  presented  to  the  consuming  
appl ication  has  been  crosschecked  and  that the  network time  expectation  i s  being  met.  
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The  Link Triggered  SafetyVal idatorServer shal l  set the  new data  flag  each  time  data  i s  ready 
for consumption .  

7.6.7.4 SafetyVal idatorServer – appl ication  triggered  

 

Figure  58  – SafetyVal idatorServer – appl ication  triggered  

The  Appl ication  Triggered  SafetyVal idatorServer does  not fu l ly process  each  message.  

The  process  reception  stage  of the  appl ication  triggered  SafetyVal idatorServer shal l  check the  
p ing  coun t for a l l  i ncoming  data  messages.  

For mu l tipoin t consumption  i n  appl ication  triggered  SafetyVal idatorServers,  the  l atest 
Time_Correction  section  received  shal l  be  forwarded  to  the  consuming  appl ication .  

The  consuming  safety-related  appl ication  shal l  request new data  from  the  
SafetyVal idatorServer i n  order to  cause  the  SafetyVal idatorServer to  complete  processing  of 
a  message.  

For period ic appl ications  that are  not synchron ized  to  the  reception  of the  data,  th is  reduces  
the  processing  burden ,  s i nce  the  data  section  i s  on ly crosschecked  ( in  Process  Second  Stage  
i n  F igure  58  for the  safety data  messages  that are  used .  Th is  i s  particu larl y usefu l  for the  
case  where  the  network EPI s  are  at a  faster rate  then  the  consuming  appl ication ’s  period ic 
rate.  

The  consuming  appl ication  shal l  ensure  that i t  gets  new data  at  l east once  every 2  s  to  ensure  
that the  time  stamp  does  not rol lover.  

7.6.7.5  Safety data  reception  log ic 

The  safety data  reception  processing  consists  of:  

•  P ing_Count check;  

•  Time  Stamp  section  checking ;  

•  Data  i n tegri ty checking ;  

•  Time  stamp  checking ;  
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•  Deriving  Run_Id le  and  fau l t  status.  

The  defin i ti ons  of the  variables  used  i n  the  safety data  reception  l og ic can  be  found  in  7 . 7 .7 .6 .  

Table  91  defines  the  safety data  processing  steps  that are  performed  by the  Link Triggered  
SafetyVal idatorServer.  

Table  91  – Data  reception  – Link triggered  

 Poin t-to-poin t Mu l tipoin t 

Check P i ng_Response  No  No  

Check P i ng_Coun t Yes  Yes  

Check Time  s tamp  secti on  CRC  Yes  Yes  

Check Run_I d le  Yes  Yes  

Check TBD_Bi t  Yes  Yes  

Check Data  CRCs  Yes  Yes  

Check Data  Actua l /Complement Yes  Yes  

Deri ve  Data_Time_Stamp  Yes  Yes  

 

Table  92  defines  the  safety data  processing  steps  that shal l  be  performed  by the  Link 
Triggered  SafetyVal i datorServer for the  reception  of each  Time  Correction  section .  

Table  92  – Time_Correction  reception  – Link triggered  

Mul tipoint Mu l tipoint  

Check MCast_Octet  and  MCast_Octet_2  Yes,  i f consumer_# match  

Check Time_Correction  CRC Yes,  i f consumer_# match  

Get  Time_Correcti on_Val ue  Yes,  i f consumer_# match  

Check Mu l ti _Cast_Acti ve_I d l e  Yes,  i f consumer_# match  

 

Table  93  defines  the  safety data  processing  steps  that are  performed  on  each  message 
reception  by the  appl ication  triggered  SafetyVal idatorServer.  

Table  93  – Data  reception  – Appl ication  triggered  

 Poin t-to-poin t  Mu l tipoin t  

Check P i ng_Response  No  No  

Check P i ng_Coun t Yes  Yes  

Check Time  s tamp  secti on  CRC  No  No  

Check Run_I d le  No  No  

Check TBD_Bi t  No  No  

Check Data  CRCs  No  No  

Check Data  Actua l /Complement No  No  

Deri ve  Data_Time_Stamp  No  No  

 

Table  94  defines  the  safety data  processing  steps  that shal l  be  performed  on  each  
Time_Correction  section  reception  by the  appl ication  triggered  SafetyVal idatorServers.  
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Table  94 – Time_Correction  reception  – Appl ication  triggered  

 Mu l ti poin t 

Check MCast_Octet  and  MCast_Octet_2  Forward  message  i f consumer_# match  

Check Time_Correcti on  CRC No  

Get  Time_Correcti on_Val ue  no  

Check Mu l ti _Cast_Acti ve_I d l e  No  

 

Table  95  defines  the  safety data  processing  steps  that are  performed  by the  appl ication  
triggered  SafetyVal idatorServer when  safety data  i s  requested .  

Table  95  – Consuming  appl ication  – Safety data  monitoring  

 Poin t-to-poin t Mu l tipoint  

Check P i ng_Response  NA NA 

Check P i ng_Coun t   NA NA 

Check Time  s tamp  secti on  CRC  Yes  Yes  

Check MCast_Octet  and  MCast_Octet_2  NA Yes  (from  l ast t ime  correcti on )  

Check Time_Correcti on  CRC NA Yes  (from  l ast time  correcti on )  

Get  Time_Correcti on_Val ue  NA Yes  (from  l ast t ime  correcti on )  

Check Mu l ti _Cast_Acti ve_I d l e  NA Yes  (from  l ast t ime  correcti on )  

Check Run_I d le  Yes  Yes  

Check TBD_Bi t  Yes  Yes  

Check Data  CRCs  Yes  Yes  

Check Data  Actua l /Complement  Yes  Yes  

Deri ve  Data_Time_Stamp  Yes  Yes  

 

7.6.7.6  Ping  count checking  

The  SafetyVal idatorServer shal l  perform  Ping_Count checking  on  every message.  Ping_Count 
checking  checks  the  p ing  coun t to  see  i f i t  has  changed .  

I f a  SafetyVal idatorServer detects  that the  p ing  coun t has  changed ,  i t  shal l  produce  a  time  
coord ination  message  wi th in  that Ping  I n terval  or wi th in  5  s ,  wh ichever i s  l ess.  

Ping_Count checking  errors  shou ld  not be  treated  as  dangerous  fa i lu res.  The  time  stamp 
section  CRC does  not need  to  be  checked  to  perform  the  Ping_Count checking .  

7.6.7.7  Data  and  network time  expectation  checking  maximum  in terval  

The  data  in tegri ty shal l  be  checked  at l east once  every 2  s .  

The  Time  Stamp  and  Network Time  Expectation  (NTE)  shal l  be  checked  at l east once  every 
2  s .  

7.6.7.8  Example  cold  start in i tial ization  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Cold start  after  connection  establishment  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould be  executed at  the  transition  of  the  
/ /   consuming connection  from closed to  open.  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
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S _Con_Flt_C_Out  =  OK,  
I nit_Complete_Out  =  0 ,  
S_Run_Idle_Out  =  I dle,  
 
Last_Ping_Count  =  3 ,  
Time_Coordination_Count_Down  =  0 x0 0 0 0 ,  
 
Corrected_Data_Time_Stamp  =  0 x0 0 0 0 ,  
Last_Data_Time_Stamp  =  0 x0 0 0 0 ,  
Last_Rcved_Multi_Cast_Active_Idle   =  I dle,  
Last_Rcved_Time_Correction_Value   =  0 x0 0 0 0 ,  
Time_Correction_Ping_Interval_Count  =  0 x0 0 0 0 ,  
Time_Correction_Received_Flag =  0 ,  
Data_Age  =  0 x0 0 0 0 ,  
Max_Data_Age  =  0 x0 0 0 0 ,  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end,  Cold s tart  after  connection  establishment  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

 

7.6.7.9  SafetyVal idatorServer – l ink triggered  log ic 

Subclauses  7. 6 .7 . 1 0  and  7 . 6 .7 . 1 1  describe  the  consumer safety data  reception  l og ic for the  
SafetyVal idatorServer – L ink Triggered  option .  The  term  Link Triggered  means  that a l l  the  
l og ic i s  execu ted  on  every reception .  

Subclause  7 . 6. 7. 1 0  describes  the  combined  log ic associated  wi th  the  Safety data  packet 
reception  for the  poin t-to-poin t and  mu l tipoin t safety connection  types.  

Subclause  7 . 6 .7 . 1 1  describes  the  l og ic associated  wi th  the  Time Correction  Message  
reception  for the  mu l tipoin t safety connection  type.  

Th is  l og ic shal l  on ly be  executed  i f the  connection  i s  open  wi th  no  errors.  

7.6.7. 1 0  Example  combined  reception  log ic – l ink triggered  log ic 

The  fol lowing  i s  the  requ i red  SafetyVal idatorServer reception  log ic for the  safety data  packet 
reception  of the  poin t-to-poin t or mu l tipoin t safety connection  type,  for the  
SafetyVal idatorServer – L ink Triggered  Log ic.  

Mu l tipoin t connections  shal l  send  a  Time  Coord ination  Message  (Consumer_Num  – 1 )  
receptions  after the  p ing  count change.  

Mu l tipoin t-consumers  connecting  to  an  existi ng  producer shal l  send  the  Time_Coord ination  
message  immed iately upon  the  fi rst va l id  reception .  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // /  
/ /  Safety Data  Consumption  –  l ink triggered logic  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
/ /  I f  the  Extended  Format  is  being used,  we  s hall  determine  a  
rollover  value  to  
/ /  be  used when  calculating CRCs  before  we  attempt  to  validate  the  
message  
/ /  ( s ince  the  rollover  is  part  of  CRC  values  in  the  message) .  
I F  ( ExtendedFormat) ,  
THEN 
{  
/ /  For  point  to  point,  a  time_stamp  other  than  0  or  a  Run 
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/ /   i ndication,  indicate  that  the  Time_Coordination_Message  has  been 
/ /   received by the  Client  and the  corrected time  s tamp  i s  being used.  
I F  ( ( Point  to  point)  AND   ( I nit_Complete_Out  ==  0 )  AND 
( Time_Stamp_Section. Data_Time_Stamp  ==  0 )  AND 
 ( Mode_Byte. Run_Idle  ==  I DLE) ) ,  
THEN 
{  
 RC_Used_in_CRC   =  0 x0 0 0 0 ,  
}  
ELSE  
{  
RC_Used_in_CRC   =  TS_Rollover_Count,  
 
/ /  check for  time  s tamp  rollover  
I F  ( unsigned compare( Time_Stamp_Section. Data_Time_Stamp  <  
       Last_Time_Stamp_For_Rollover) )  
THEN 
{  
     RC_Used_in_CRC  =  RC_Used_in_CRC   +  1 ,  
}  
ENDIF 
}  
ENDIF 
  }  
ENDIF 
 
Temp_Fault_Flag =  OK,  
 
/ /  check for  data  integrity faults  
I F  ( ( CRC  Error  based on  format  used)  
OR ( Complement_Data_Section  CRC  ! =  OK)  
OR ( Mode_Byte. Run_Idle  ! =  not  Mode_Byte. N_Run_Idle)  
OR ( Mode_Byte.  TBD_2_Bit  ! =  
Mode_Byte.  TBD_2_Bit  _Copy)  
OR ( Mode_Byte. TBD_Bit  ! =  not  Mode_Byte. N_TBD_Bit)  
OR ( Actual_Data  ! =  not  Complement_Data)  [ for  >  2  bytes  only]  
) ,  
THEN  
{  
 Temp_Fault_Flag =  Faulted,  
}  
ENDIF 
 
/ /  Set  up  Time_Stamp_Delta,  to  be  used to  check for  out  of  s equence  
/ /   messages   Time_Stamp_Delta  i s  not  calculated until  the  EPI  
/ /   reception  after  I nit_Complete_Out  i s  s et  to  1 .  
I F( Init_Complete_Out  ==  0 ) ,  
THEN 
{  
 Time_Stamp_Delta  =  1 ,  
}  
ELSE  
{  
 Time_Stamp_Delta  =  Time_Stamp_Section. Data_Time_Stamp  –  
Last_Data_Time_Stamp,  
}  
ENDIF 
 
/ /  Take  a  look at  the  time  s tamp  delta  and determine  if  it  indicates  
/ /  the  message  was  received in  the  right  order.  
I F  ( ( Time_Stamp_Delta  <  0 )  OR 
      ( Time_Stamp_Delta  >  Network_Time_Expectation_Multiplier) ) ,  
THEN 

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 1 55  – 

{  
Temp_Fault_Flag =  Faulted,   
}  
ENDIF 
 
/ /  I f  the  Extended  Format  i s  being  used,  we  can  drop  s ome  packets  
with  
/ /  data  integrity/message  validation  or  out  of  order  errors .  
I F  ( ( ExtendedFormat)  AND  ( Temp_Fault_Flag ==  Faulted) ) ,  
THEN 
 {  
increment  Consumer_Fault_Counter  
 
/ /  Calculate  updated data  age  for  the  data  in  the  last  good packet  
I F  ( I nit_Complete_Out)  
THEN 
{  
            Data_Age  =  Consumer_Clk_Count  –  
Last_Corrected_Data_Time_Stamp,  
}  
ENDIF 
 
/ /  Calculate  the  maximum worst  case  age  
I F  ( Data_Age  >  Max_Data_Age)  
THEN 
{  
           Max_Data_Age  =  Data_Age,  
}  
ENDIF 
 
/ /  I s  it  OK to  ignore  this  error?  
/ /  I t  is  OK if  the  consumer  fault  counter  is  not  greater  than  the  
/ /  maximum faults  allowed and the  updated data  age  from the  
/ /  last  good packet  s till  meets  our  data  age  criteria 
/ /  ( less  than  the  time  expectation  multiplier)  
I F  (  
       ( Consumer_Fault_Counter  <  Max_Fault_Number)  AND 
       ( Data_Age  <=  Network_Time_Expectation_Multiplier)  
     )  
THEN 
{  
Abort  the  processing of  this  packet.  Do  Not  close  the  connection.  
Do  not  use  the  Data.  
Do  not  update  Last_Corrected_Data_Time_Stamp  or  Last_Data_Time_Stamp 
           }  
ELSE  
{  
            S _Con_Flt_C_Out  =  Faulted,  
             Abort  the  processing of  this  packet.  Close  the  
connection.  
}  
  ENDIF 
}  
ENDIF 
 
/ /  execute  a  function  that  checks  for  ping count  changes  and 
/ /  determines  if  it  is  time  to  produce  a  time  coordination  message  
ping_count_check_in_consumer_function( ) ,  
 
I nit_Complete_Out_Temp  =  0 ,  
 
/ /  execute  the  safety connection  type  s pecific  functions  
I F  ( Connection_Type  ==  Multipoint) ,  
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THEN 
{  
 multi_cast_consumer_function( ) ,  
}  
ELSE  
{  
 s ingle_cast_consumer_function( ) ,  
}  
ENDIF 
 
         / /  I f  we  are  using the  ExtendedFormat,  at  this  point  we  have  
a  properly formatted 
/ /  message  that  was  received in  the  right  order.  With  the  Extended  
Format  
/ /  update  the  rollover  count  and last  timestamp  for  rollover.  
I F  ( ExtendedFormat) ,   
THEN 
{  
 / /  Only update  the  rollover  count  if  this  is  a  multipoint  
connection  
      / /  or  if  this  is  a  point  to  point  connection  that  i s  out  of  the  
initialization  
  / /  phase.  
 I F  ( ( Connection_Type  ==  Multipoint)  OR 
           ( I nit_Complete_Out_Temp  ==  1 ) ) ,  
 THEN 
 {  
       / /  Check the  timestamp  value  in  the  message  to  determine  if  
a  
            / /  rollover  has  occurred,  and if  s o,  update  the  rollover  
count  
            / /  accordingly.    
       I F  ( unsigned compare( Time_Stamp_Section. Data_Time_Stamp  <  
              Last_Time_Stamp_For_Rollover) )  
       THEN 
       {  
       TS_Rollover_Count   =  TS_Rollover_Count   +  1 ,  
       }  
       ENDIF  
 
            Last_Time_Stamp_For_Rollover  =  
Time_Stamp_Section. Data_Time_Stamp,   
 }  
 ENDIF 
 
 / /  Save  the  corrected data  timestamp  s o  we  can  recalculate  a  data  
age  
      / /  i f  the  next  packet  has  errors .  
 Last_Corrected_Data_Time_Stamp  =  Corrected_Data_Time_Stamp,  
}  
        ENDIF 
 
/ /  Save  Time  s tamp  for  next  reception  s equence  check 
Last_Data_Time_Stamp  =  Time_Stamp_Section. Data_Time_Stamp,  
 
/ /  Calculate  the  worst  case  age  
I F  ( I nit_Complete_Out_Temp  ==  1 ) ,  
THEN 
{  
 Data_Age  =  Consumer_Clk_Count  –  Corrected_Data_Time_Stamp,  
}  
ENDIF 
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/ /  Calculate  the  maximum worst  case  age  
I F  ( Data_Age  >  Max_Data_Age)  
THEN 
{  
 Max_Data_Age  =  Data_Age,  
}  
ENDIF 
 
/ /  Check for  Age,  I ntegrity,  and out  of  s equence  faults  
I F  ( (  unsigned int_1 6(  Data_Age  >  Network_Time_Expectation_Multiplier)  
AND  ( I nit_Complete_Out_Temp  ==  1 ) )  
OR ( Temp_Fault_Flag ==  Faulted) )  
         THEN 
{  
/ /  The  connection  will  be  closed,  the  data  s hould not  be  used  
S_Con_Flt_C_Out_Temp  =  Faulted,  
}  
ENDIF 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  The  following information  is  passed on  to  the  consuming application 
/ /    with  block integrity:  Safety 
Data, I nit_Complete_Out, S_Run_Idle_Out  
/ /    and S_Con_Flt_C_Out.  
/ /  The  time  between  the  checking of  the  age  of  the  data  and passing 
/ /   the  data  off  to  the  consuming  application  s hall  be  protected under 
/ /   the  time_stamp  check or  the  consuming  application  time  checks .  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
Make  Safety Data  Available  to  Consuming Application 
I nit_Complete_Out  =  I nit_Complete_Out_Temp,  
S_Run_Idle_Out     =  S_Run_Idle_Out_Temp,  
S_Con_Flt_C_Out    =  S_Con_Flt_C_Out_Temp,  
 / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / / / // / / // / // // / / /  
/ /  end Safety Data  Consumption  –  link triggered logic  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  point  to  point  consumer  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
s ingle_cast_consumer_function( )  
/ /  For  point  to  point  multipoint,  no  time  stamp  correction  is  required 
Corrected_Data_Time_Stamp  =  Time_Stamp_Section. Data_Time_Stamp,  
 
/ /  Determine  the  I nit_Complete_Out  state  to  be  passed on  to  the  
/ /   consuming application.  
/ /  For  point  to  point  or  bi-dir,  a  time_stamp  other  than  0  or  a  Run  
/ /   i ndication,  indicate  that  the  Time_Coordination_Message  has  been  
/ /   received by the  Client  and the  corrected time  s tamp  is  being used.  
I F  ( ( I nit_Complete_Out  ==  1 )  OR 
      ( Corrected_Data_Time_Stamp  ! =  0 )  OR 
      ( Mode_Byte. Run_Idle  ==  Run) ) ,  
THEN 
{  
 I nit_Complete_Out_Temp  =  1 ,  
}  
ENDIF 
 
/ /  Determine  the  Run_Idle  indication  to  be  passed on  to  the  consuming 
/ /   application.  
I F  ( ( ( Mode_Byte. Run_Idle  ==  I dle)  OR ( I nit_Complete_Out_Temp  ==  0 ) )  
THEN 
{  
 S_Run_Idle_Out_Temp  =  I dle,  
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}  
ELSE  
{  
 S _Run_Idle_Out_Temp  =  Run,  
}  
ENDIF 
 
END  s ingle_cast_consumer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  point  to  point  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  multipoint  consumer  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
multi_cast_consumer_function( )  
/ /  I f  multipoint,  check that  a  time  correction  message  has  been  
/ /   received within  the  last  Timeout_Multiplier. PI  +  1  Ping I ntervals  
I F   ( Time_Correction_Ping_Interval_Count  >  ( Timeout_Multiplier. PI  +  
1 ) )  
THEN 
{  
 Temp_Fault_Flag =  Faulted,  
}  
ENDIF 
 
/ /  I f  multipoint,  add correction  value  to  time  s tamp  
Corrected_Data_Time_Stamp  =   Time_Stamp_Section. Data_Time_Stamp  +  
 Last_Rcved_Time_Correction_Value  
/ /  Determine  the  I nit_Complete_Out  state  to  be  passed on  to  the  
/ /   consuming application.  
/ /  For  multipoint,  the  reception  of  a  Time_Coorection  Message,  
indicate  
/ /   that  data  may be  us ed.  
I F  ( Time_Correction_Received_Flag ==  1 )  
THEN 
{  
 I nit_Complete_Out_Temp  =  1 ,  
}  
ENDIF 
/ /  Determine  the  Run_Idle  indication  to  be  passed on  to  the  consuming 
/ /   application.  
I F  ( ( Mode_Byte. Run_Idle  ==  I dle)  OR 
    ( I nit_Complete_Out_Temp  ==  0 )  OR 
    ( Time_Correction_Received_Flag ==  0 )  OR   / / used only on  
multipoint  
    ( Last_Rcved_Multi_Cast_Active_Idle==Idle) ) / / used only on  
multipoint  
THEN 
{   
 S_Run_Idle_Out_Temp  =  I dle,  
}  
ELSE  
{  
 S _Run_Idle_Out_Temp  =  Run,  
}  
ENDIF 
end multi_cast_consumer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  multipoint  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
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/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /
/ / / // / // /  
/ /  Start  of  ping count  check function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /
/ / / // / // /  
ping_count_check_in_consumer_function( )  
 
/ /  Check if  its  time  to  s end a  Time  Coordination  Message  
/ /  Multipoint  connections  s end a  Time  Coordination  Message  
/ /    ( Consumer_Num –  1 )  receptions  after  the  ping count  change.  
I F  ( received Mode_Byte. Ping_Count  ! =  Last_Ping_Count) ,  
THEN 
{  
 Time_Coordination_Count_Down  =  Consumer_Num,  
      I ncrement  Time_Correction_Ping_Interval_Count,  
}  
ENDIF 
 
/ /     For  multipoint-consumers  connecting to  an  existing producer,  
s end 
/ /  the  Time_Coordination  message  immediately upon  the  1 st  reception.  
I F  ( I t  is  the  first  data  reception) ,  
THEN 
{  
  Produce  Time_Coordination_Message,  
Time_Coordination_Count_Down  =  0 ,  
}  
ENDIF 
 
/ /  Check if  a  ping count  change  has  been  detected and the  Time  
/ /    Coordination  message  has  not  been  s ent  yet.  
I F  ( Time_Coordination_Count_Down  >  0 ) ,  
THEN  
{  
decrement  Time_Coordination_Count_Down,  
 
          / /  Send the  Time_Coordination_message  if  the  decremented 
/ /   Time_Coordination_Count_Down  transitions  to  0  
I F  ( Time_Coordination_Count_Down  ==  0 ) ,  
THEN 
{  
 Produce  Time_Coordination_Message,  
}  
ENDIF 
}  
ENDIF 
 
/ /  Save  ping count  for  next  reception  check 
Last_Ping_Count  =  Mode_Byte. Ping_Count,  
 
end ping_count_check_in_consumer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /
/ / / // / // // / / // / // // / / // / // // / / /  
/ /  end of  ping count  check function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /  
 

7.6.7. 1 1  Example  time  correction  message  reception  – l ink triggered  log ic 

The  fol lowing  i s  the  requ i red  SafetyVal idatorServer l og ic associated  wi th  the  Time  Correction  
Message  reception  for the  mu l tipoin t safety connection  type,  for the  Consumer – Link 
Triggered .  
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/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Consumer  processing –  Time  Correction  Message  reception  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  I s  the  Time  Correction  message  for  this  Consumer  ?  
I F  ( MCast_Octet. Consumer_Num =  Consumer_Num)  
 / /  Perform integrity checks .  
THEN 
{  
I F  ( Time  Coordination  message  CRC  incorrect)  
OR ( MCast_Octet  parity incorrect)  
OR { MCast_Octet_2  ! =  ( ( ( MCast_Octet  XOR0xFF) AND0x55 )  
      OR( MCast_Octet  AND0xAA) ) }  
   OR { ( MCast_Octet. Multi_Cast_Active_Idle  ==  I dle)  
AND  ( Last_Rcved_Multi_Cast_Active_Idle  ==  Active) } ,  
      / /  only one  transition  from connection  idle  to  active  will  
/ /  be  allowed,  to  prevent  an  erroneous  idle  indication,  
/ /  a  transistion  from active  to  idle  will  be  latched into  
/ /  a  fault  s tate  
     THEN 
{  
S_Con_Flt_C_Out  =  Faulted,  
   }  
ENDIF 
 
   / /  Save  the  Time_Correction_Value.  
   Last_Rcved_Time_Correction_Value  =  
Time_Correction_Section. Time_Correction_Value,  
 
   / /  Save  the  Multi_Cast_Active_Idle  bit.  
   Last_Rcved_Multi_Cast_Active_Idle  =  
MCast_Octet. Multi_Cast_Active_Idle,  
 
   / /  Set  the  Time_Correction_Received_Flag.  
   Time_Correction_Received_Flag =  1 ,  
 
   / /  Reset  the  Time  Correction  timeout  counter 
   Time_Correction_Ping_Interval_Count  =  0 ,  
ENDIF 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end –  Time  Correction  Message  reception  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 

7.6.7. 1 2  SafetyVal idatorServer – appl ication  triggered  log ic 

For SafetyVal idatorServer – Appl ication  Triggered ,  the  same  l og ic described  above  shal l  be  
performed  by the  combination  of the  SafetyVal idatorServer,  bu t on ly when  requested  by the  
consuming  appl ication .  Appl ication  Triggered  implementations  on ly process  the  safety 
packets  when  needed  by the  appl ication .  Th is  implementation  strategy i s  usefu l  for 
appl ications  that usual ly run  s lower than  a  typical  EPI  rate.  The  functions  can  be  d ivided  as  
defined  i n  Table  92  and  Table  95.  

The  protocol  processing  steps  defined  i n  Table  95  on ly need  to  be  performed  on  the  
messages  used  by the  consuming  appl ication .  

7.6.7. 1 3  Example  time  coord ination  message  production  log ic 

The  SafetyVal idatorServer shal l  perform  the  fol lowing  steps  each  time  a  time  coord ination  
message  i s  sen t.  For poin t-to-poin t and  mu l tipoin t safety connections,  time  coord ination  data  
i s  sen t i n  the  time  coord ination  message.  Th is  l og ic i s  a lso  described  in  the  
s ing le_cast_function()  of the  combined  production  l og ic section .  
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/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ / Time  Coordination  message  production  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Set  the  Ping_Count_Reply to  the  value  captured at  the  ping request  
Ack_Octet. Ping_Count_Reply =  Mode_Octet. Ping_Count,  
 
/ /  Set  the  Ping_Response  bit  to  1  
Ack_Octet. Ping_Response  =  1 ,  
 
/ /  Set  the  Consumer_Time_Value  to  the  producers  clock value  
Time_Coordination_section. Consumer_Time_Value  =  Producer_Clk_Count,  
 
/ /  Add data  integrity measures  
Set  Ack_Octet. Reserved( 6: 4 )  =  0 ,  
S et  Ack_Octet. Reserved( 2 )  =  0 ,  
S et  Ack_Octet. Parity_Even  bit  to  the  correct  value,  
Ack_Octet_2  ! =( ( ( Ack_Octet  XOR 0 xFF) AND  0 x55 ) OR 
              ( Ack_Octet  AND  0 xAA) ) ,  
Calculate  CRC  on  Time  Coordination  message,  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end time  coordination  message  s end logic  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.7  Safety message and  protocol  data  specifications  

7.7.1  Mode  octet 

7.7.1 . 1  Mode_Octet.Run_Id le  

The  Run_Id le  b i t  va lue  of 0  shal l  i nd icate  I d le,  and  the  Run_I d le  b i t  value  of 1  shal l  i nd icate  
Run .  

For poin t-to-poin t connections,  the  Run_Id le  b i t  shal l  be  set to  i d l e  i f the  producing  appl ication  
i s  I d le  or i f the  producer i s  wai ting  for Time  Coord ination  Message  in formation  to  be  received  
at  the  i n i ti ation  of data  production .  

I f Time  Coord ination  Message  i n formation  has  been  received ,  the  Run_I d le  b i t  shal l  be  set to  
the  Run_Id le  status  ind icated  by the  producing  appl ication .  

For mu l tipoin t connections,  the  Run_I d le  b i t  shal l  be  set to  the  Run_Id le  status  i nd icated  by 
the  producing  appl ication .  

7.7.1 .2  Mode_Octet.N_Run_Id le  

The  N_Run_I d le  complement b i t  shal l  a lways  be  the  complement of the  Run_Id le  bi t.  

7.7.1 .3  Mode_Octet TBD_2_Bit 

The  Mode_Octet Reserved  TBD_2_bi t  shal l  be  set to  0  by the  producer.  

7.7.1 .4  Mode_Octet.TBD_2_Copy 

The  TBD_2_Copy b i t  shal l  a lways  equal  to  the  TBD_2  b i t.  

7.7.1 .5  Mode_Octet.Ping_Count 

The  Ping_Count i s  used  by the  consumer to  know when  i t  shou ld  send  a  Time  Coord ination  
Message.  
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7.7.1 .6  Mode_Octet.TBD_Bit 

The  Mode_Octet Reserved  TBD_bi t shal l  be  set to  0  by the  producer.  The  Reserved  b i ts  shal l  
be  i gnored  by the  consumer except for CRC checking  and  Actual /Complement checking  of the  
TBD_Bi t/N_TBD_Bi t pai r.  

7.7.1 .7  Mode_Octet.N_TBD_Bit 

The  N_TBD_Bi t complement b i t  shal l  a lways  be  the  complement of the  TBD_Bi t.  

7.7.2  Time Stamp Section  

Time_Stamp_Section .Data_Time_Stamp :  the  Data_Time_Stamp is  the  time  that the  Data  
was  sampled  for th is  production .  

For poin t-to-poin t,  the  Data_Time_Stamp i s  relative  to  the  timer that i s  on  the  consumer.  For 
mu l tipoin t,  the  Data_Time_Stamp is  relati ve  to  the  timer that i s  on  the  producer.  

The  Data_Time_Stamp i s  a lways  in  1 28  µs  i ncrements.  

7.7.3  Time Coordination  Message 

7.7.3.1  Ack_Octet.Ping_Response  bi t  

The  Ping_Response  bi t shal l  i nd icate  that a  p ing  response  i s  being  sent on  th is  data  
production  from  the  safety data  consumer on  th is  node.  

I f the  Ping_Response  b i t  i s  1 ,  i t  shal l  i nd icate  that the  Consumer_Time_Value,  and  
Ping_Count_Reply,  are  val id  on  th is  production .  

I f the  Ping_Response  b i t  i s  0 ,  i t  shal l  i nd icate  that the  Consumer_Time_Value,  and  
Ping_Count_Reply,  are  not va l i d  on  th is  production  and  shou ld  be  i gnored .  

7.7.3.2  Ack_Octet.Consumer_Time_Value  

The  Consumer_Time_Value  shal l  be  the  safety data  consumer’s  clock value  at the  time  that 
the  message  i s  sent.  

The  Consumer Time  Value  i s  used  to  derive  the  Data_Time_Stamp for the  other d i rections  
data  production .  

7.7.3.3  Ack_Octet.Ping_Count_Reply 

The  Ping_Count_Reply i s  used  by each  consumer to  i nd icate  the  ping  request that i s  being  
responded  to.  

The  Ping_Count_Reply i s  equal  to  the  value  of the  P ing_Count that i s  being  responded  to.  

7.7.3.4 Ack_Octet.Time Coordination  Reserved  bi ts  

The  Time  Coord ination  Reserved  bi ts  shal l  be  set to  0  by the  consumer.  

The  Reserved  b i ts  shal l  be  i gnored  by the  producer except for CRC and  Ack_Octet_2  
checking .  
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7.7.4 Time correction  message 

7.7.4.1  Mcast_Octet.Consumer_# 

For mu l tipoin t produced  data  the  Mu l ti_Cast_Active_I d le,  and  
Consumer_Time_Correction_Value  shal l  be  d i rected  to  the  consumer i nd icated  by the  
Consumer_# fi e ld  of the  message.  

The  Consumer_# poin ts  to  a  speci fic consumer (1  to  1 5) .  

The  Mu l ti_Cast_Active_Id le,  and  the  Consumer_Time_Correction_Value  shal l  be  appl ied  by 
the  consumer i nd icated  by the  Consumer_#.  

A Consumer_# of 0  shal l  be  used  to  i nd icate  Mu l ti_Cast_Active_I d le,  and  the  
Consumer_Time_Correction_Value  are  not being  transferred  i f needed .  

7.7.4.2  Time_Correction_Section .Consumer_Time_Correction_Value 

The  Consumer_Time_Correction_Value  i s  used  by the  mu l tipoin t consumer to  correct the  
Producer_Time_Stamp so  the  resu l tan t time  stamp is  relati ve  to  the  consumers’  clock.  

7.7.4.3  Mcast_Octet.Mu lti_Cast_Active_Idle  

The  Mu l ti_Cast_Active_Id le  b i t  value  of 0  shal l  i nd icate  I d le,  and  the  Mu l ti_Cast_Active_Id le  
b i t  va lue  of 1  shal l  i nd icate  Active.  

Once  the  Mu l ti_Cast_Active_I d le  b i t  has  been  set to  Active  after 1 st data  production ,  th is  b i t  
shal l  not be  set back to  i d le  un ti l  the  safety connection  i s  re- in i tia l i zed .  

I f the  consumer sees  the  Mu l tipoin t_Active_Id le  b i t  transi tion  from  Active  to  I d le ,  i t  shal l  close  
the  connection  i f the  Base  Format i s  used .  I f the  Extended  Format i s  used  and  the  
Max_Fau l t_Count has  not been  reached ,  the  packet wi l l  be  d ropped ,  otherwise  the  connection  
wi l l  be  closed .  

For mu l tipoin t connections,  the  Run_I d le  b i t  of the  Mode_Octet shal l  be  set to  the  Run_Id le  
status  i nd icated  by the  producing  appl ication .  

The  consumer wi l l  need  to  l ook at both  the  Run_Id le  b i t  and  the  Mu l ti_Cast_Active_I d le  b i t.  

7.7.4.4 Mcast_octet. time  correction  reserved  bi ts  

The  Time  Correction  Reserved  bi ts  shal l  be  set to  0  by the  producer.  

The  Reserved  bi ts  shal l  be  i gnored  by the  consumer except for CRC checking  and  
MC_Octet_2  checking .  

7.7.5  Safety data  production  

7.7.5. 1  Producing  connection  status  

The  producer connection  status  shal l  be  determined  by the  combination  of the  
S_Connection_Fau l t  and  the  Consumer_Active_I d le  fl ags  (see  Table  96  for defin i tion).  

Copyright International  Electrotechnical  Commission  



 –  1 64  – I EC  61 784-3-2: 201 6    I EC  201 6  

Table  96  – Producer connection  status  determination  

S_Connection_Fau l t  Consumer_Acti ve_Id le  Producer Connection  
status  

Comment 

Fau l t  Don ’ t  Care  S tatus  =  Fau l ted  Restart  wi l l  be  requ i red  

OK I d l e  S tatus  =  I d l e  The  safety connecti on  
has  not  been  acti vated  

OK Acti ve  S tatus  =  Acti ve  The  safety connecti on  i s  
acti ve  

 

7.7.5.2  Consumer_Open  

For Safety Data  producers,  Consumer_Open  from  the  Val idator Connection  Establ ishment 
Eng ine  to  the  Run  Time  Val idator shal l  be  provided  to  i nd icate  whether or not a  particu lar 
consumer of the  produced  data  has  an  active  open  connection .  

I f the  producer i s  mu l tipoin t,  Consumer_Open  shal l  exist for each  mu l tipoin t consumer,  1  to  
Max_Consumer_Number ( indexed  from  0  to  Max_Consumer_Number – 1 ) .  

The  Consumer_Open  values  are  Open  or Closed .  

The  Consumer_Open  i nd ication  shal l  act as  an  enable  to  the  Run  Time  Val idator on  a  
connection  by connection  basis.  After successfu l  connection  establ ishment,  Consumer_Open  
fl ags  shal l  transi tion  from  Closed  to  Open .  

The  Val idator Connection  Establ ishment eng ine  shal l  provide  an  array of consumer 
connection  status  resources  for mu l tipoin t producers  that shal l  be  a l located  when  a  consumer 
makes  a  connection .  

The  consumer numbers  a l located  to  a  Run-time Val idator shal l  be  the  number sent to  the  
consumer in  the  connection  establ i shment reply.  

The  consumer connection  numbers  can  be  treated  as  an  a l location  pool  that can  be  re-used  
and  re-al located  as  needed .  

The  Val i dator Connection  Establ ishment Eng ine  shal l  ensure  that the  Consumer_Open  
resource  for any a l located  consumer number i s  set to  Closed  for a  m in imum  time  of 
(Timeout_Mu l tip l i er.PI  +  2)  ×  Ping  I n terval  prior to  re-al l ocating  that Consumer number to  
another connection .  Th is  i s  to  ensure  that any previously establ ished  connections  have  timed  
ou t prior to  a l locating  the  number to  a  new connection .  

I n  other words,  i f the  Val idator Connection  Establ i shment Eng ine  sees  S_Connection_Fau l t 
set,  i t  shal l  set Consumer_Open  to  Closed  for a  m in imum  of (Timeout_Mu l tip l ier.PI  +  2)  ×  Ping  
I n terval  or optional l y un ti l  that same  consumer tries  to  re-establ ish  the  same  connection .  

7.7.5.3  Appl ication_Run_Id le  

I f the  producing  appl ication  i s  actively control l ing  data  the  Run_I d le  i nd ication  shal l  i nd icate  
Run .  I f the  producing  appl ication  i s  not acti vely control l ing  the  data  and  the  data  shou ld  be  
pu t i n  the  safety state,  the  Run_I d le  i nd ication  shal l  i nd icate  I d le.  

7.7.5.4 Consumer_Active_Id le  [per consumer]  

Consumer_Active_I d le  i s  a  run  time  flag  to  i nd icating  i f va l i d  Time  Coord ination  Message 
i n formation  has  been  received  for th is  consumer.  
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I f a  safety data  producer i s  producing  data  and  val id  Time Coord ination  i n formation  has  been  
received  wi thou t errors  the  Consumer_Active_I d le  fl ag  shal l  be  equal  to  Active,  otherwise  i t  
wi l l  be  I d le.  

For mu l tipoin t producers,  a  Consumer_Active_I d le  flag  shal l  exist for each  mu l tipoin t 
consumer,  numbered  1  to  Max_Consumer_Number.  

The  Consumer_Active_Id le  values  are  i d le  and  active.  

At connection  establ ishment,  a l l  Consumer_Active_I d le  fl ags  shal l  be  i n i tia l i zed  to  I d le.  

7.7.5.5  S_Connection_Fault  [per consumer]  

S_Connection_Fau l t i s  a  run  time  flag  that i nd icates  whether the  safety connection  to  the  
consumer i s  OK or Fau l ted .  

An  S_Connection_Fau l t i nd ication  of Fau l t,  shal l  i nd icate  that the  producer has  detected  a  
problem  wi th  the  safety connection  to  th is  consumer or the  consumer has  i nd icated  an  error 
back to  the  producer.  

I f the  safety data  producer has  received  inval id  Time  Coord ination  in formation ,  or a  Time  
Coord ination  in formation  timeou t,  the  S_Connection_Fau l t fl ag  shal l  be  equal  to  Fau l t,  
otherwise  i t  wi l l  be  OK.  

For mu l tipoin t producers,  an  S_Connection_Fau l t fl ag  shal l  exists  for each  mu l tipoin t 
consumer,  numbered  1  to  Max_Consumer_Number.  

The  S_Connection_Fau l t va lues  are  OK and  Fau l ted .  

At connection  establ ishment,  a l l  S_Connection_Fau l t variables  shal l  be  i n i tia l ized  to  OK.  

7.7.5.6  Producer input static  variables  

Producer i npu t static variables  are  the  configuration  time  parameters  that define  the  operation  
of the  safety protocol  producer.  

7.7.5.7  EPI  

EPI  i s  the  expected  packet i n terval .  Safety data  shal l  be  produced  at a  rate  not exceed ing  the  
EPI .  The  EPI  i s  expressed  as  an  i n teger value  i n  m icroseconds.  The  l egal  range  of va lues  i s  
from  1 00  µs  to  1  000  000  µs.  

For a l l  safety connections,  the  producer and  a l l  consumers  shal l  a l l  have  the  same  EPI .  

7.7.5.8  Timeout_Mul tipl ier [per consumer]  

The  Timeout_Mu l tip l ier i nd icates  the  number of data  production  retries  to  use  in  the  
connection  fai lu re  detection  equations.  

The  Base  Format l im i ted  the  Timeout_Mu l tip l ier parameter values  from  1  to  4 .  For the  Base  
Format,  the  Timeout_Mu l tipl ier va lue  was  used  for two  purposes.  They are:  

a)  To  calcu late  the  Network Time  Expectation ;  

b)  To  determine  the  number of p i ng  i n tervals  to  wai t  wi thou t Time_Coord ination  or Time  
Correction  before  declaring  a  connection  fau l t.  

The  Extended  Format a l lows  a  l arger Timeout_Mu l tip l i er parameter value  to  be  used  to  
calcu late  the  Network Time  Expectation ,  bu t the  value  used  to  determine  the  number of p ing  
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i n tervals  to  wai t  wi thou t Time_Coord ination  or Time  Correction  before  declaring  a  connection  
fau l t  i s  sti l l  l im i ted  to  a  maximum  value  of 4 .  The  ExtendedFormat a l l ows  the  
Timeout_Mu l tipl ier parameter value  to  be  any value  from  1  to  255.  

Throughout th is  document “Timeout_Mu l tip l i er”  wi l l  refer to  the  Timeout_Mu l tip l ier parameter 
value.  “Timeout_Mu l tipl ier.PI ”  wi l l  refer to  the  value  that i s  derived  from  “Timeout_Mu l tip l i er”  
to  determine  the  number of Ping  I n tervals  to  wai t  wi thou t Time_Coord ination  or Time  
Correction  before  declaring  a  connection  fau l t.  

For the  Base  Format,  Timeout_Mu l tip l ier.PI  shal l  be  equal  to  the  Timeout_Mu l tip l i er.  For the  
ExtendedFormat,  Timeout_Mu l tip l ier.PI  shal l  be  equal  to  the  smal ler of Timeout_Mu l tipl ier or 
4 ,  wh ichever i s  l ower.  

The  Timeout_Mu l tip l ier shal l  be  used  to  determine  how many ping  in tervals  
(Timeout_Mu l tip l i er.PI  +  2)  a  producer wi l l  wai t  before  fau l ting  a  consumer who  has  fai led  to  
send  a  Time Coord ination  response  to  a  Ping  request .  

The  l egal  range  of the  Base  Format Timeout_Mu l tipl ier values  shal l  be  1 ,  2 ,  3 ,  or 4 .  The  l egal  
range  of the  Extended  Format Timeout_Mu l tipl ier va lue  shal l  be  1  to  255  so  l ong  as  the  
Network Time  Expectation  value  does  not exceed  5, 8  s .  

For any producer,  each  consumer may have  a  d i fferent Timeout_Mu l tipl ier.  

7.7.5.9  Connection_Type 

The  Connection_Type  speci fies  whether the  connection  i s  poin t-to-poin t or mu l tipoin t.  

For any producer,  each  producer connection  and  the  correspond ing  consumer connection(s)  
shal l  be  of the  same Connection  Type.  

7.7.5.1 0  Ping_Interval_EPI_Multipl ier 

Ping_In terval_EPI_Mu l tip l i er i s  the  number that defines  the  P ing_Count_I n terval  for a  
particu lar connection .  

The  Ping_Count_I n terval  shal l  be  equal  to  the  EPI  times  the  Ping_In terval_EPI_Mu l tipl ier.  

The  Ping_Count_I n terval  shal l  define  the  rate  at  wh ich  Time  Coord ination  Messages  wi l l  be  
requested  and  sen t.  

The  Ping_Count_I n terval  shal l  define  the  rate  at wh ich  Time  Correction  sections  are  sen t to  
each  consumer.  

A l egal  P ing_In terval_EPI_Mu l tipl ier shal l  have  a  m in imum  value  determined  from  the  
equation  Max_Consumer Number  ×  Timeout_Mu l tipl ier.PI  +  1 5,  and  a  maximum  less  than  
1  000.  The  defau l t  va lues  shal l  be  1 00  for mu l tipoin t and  1 9  for poin t-to-poin t.  

The  Ping_Interval_EPI_Mu l tip l ier shou ld  be  set l arge  enough  to  a l low the  p ing  request to  be  
recogn ized  by the  server(s),  the  server(s)  to  send  the  Time  Coord ination  section(s),  and  a l l  
Time_Coord ination  section(s)  to  arrive  and  be  processed  by the  cl ien t.  Al l  these  steps  shal l  
occur before  the  Ping_I n terval  time  expi res.  

Al l  Time_Correction  sections  shal l  be  sen t ou t by the  cl ien t wi th in  the  Ping_I n terval .  

The  Ping_In terval_EPI_Mu l tip l ier shal l  be  set smal l  enough  to  ensure  that the  
Ping_Count_I n terval  i s  l ess  than  or equal  to  1 00  s .  
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A p ing  coun t i n terval  of greater than  1 00  s  may contribu te  g reater than  0 , 5  s  to  the  clock d ri ft,  
depend ing  upon  the  Timeout_Mu l tip l ier.PI  for that connection .  To  prevent clock s ize  wrap  
around ,  0 , 5  s  has  been  set at  the  maximum  value  that can  be  a l located  to  clock d ri ft.  

The  fol lowing  variables  wi l l  be  used  to  calcu late  the  Ping_I n terval_EPI_Mu l tip l ier.  

•  C_TO_S_Delay_Mu l tip l ier equals  the  time  as  a  mu l tip l ier of the  EPI  time  that i s  equal  to  
the  time  for message  in i tiation ,  transport delay,  and  reception  processing  delay of the  
Data  Message  or the  Time_Correction  Message  from  the  cl ien t to  the  server.  

•  S_TO_C_Delay_Mu l tipl ier equals  the  time  as  a  mu l tip l ier of the  EPI  time  that i s  equal  to  
the  time  for message  in i tiation ,  transport delay,  and  reception  processing  delay of the  
Time_Coord ination  Message  from  the  server to  the  cl ien t.  

•  P i ng_Rcved_TO_Time_Coord_Sent_Mu l tip l i er equals  the  time  as  a  mu l tip l ier of the  EPI  
time  that i s  a l lowed  from  the  time  that the  EPI  reception  that shou ld  trigger the  send ing  of 
the  Time  Coord ination  message  un ti l  the  message  shou ld  be  sen t.  

•  Time_Coord_Rcved_TO_Time_Coord_Processed_Mul tip l ier equals  the  time  as  a  mu l tip l ier 
of the  EPI  time  that i s  a l l owed  from  the  time  that the  Time  Coord ination  message  i s  
received  un ti l  the  Time  Coord ination  message  i s  processed .  

For a  s ing le  network i t  i s  reasonable  to  expect that C_TO_S_Delay_Mu l tip l ier and  
S_TO_C_Delay_Mu l tipl i er are  l ess  than  2  times  the  EPI .  

For a  bri dged  network depend ing  upon  the  number of hops,  i t  i s  reasonable  to  expect that 
C_TO_S_Delay_Mu l tip l ier and  S_TO_C_Delay_Mu l tipl ier are  l ess  than  4  times  the  EPI .  4  wi l l  
be  used  as  the  m in imum  value  for C_TO_S_Delay_Mul tipl ier and  S_TO_C_Delay_Mu l tipl ier 
when  calcu lating  the  m in imum  value  for P ing_In terval_EPI_Mu l tipl ier.  

The  C_TO_S_Delay_Mu l tipl ier and  S_TO_C_Delay_Mu l tip l i er EPI  mu l tip l iers  shou ld  not have  
to  consider messages  being  l ost on  the  network.  The  Timeout_Mu l tip l ier wi l l  account for l ost 
messages.  

Ping_Rcved_TO_Time_Coord_Sent_Mu l tip l i er shou ld  be  l ess  than  3  times  the  EPI .  

Time_Coord_Rcved_TO_Time_Coord_Processed_Mul tip l ier shou ld  be  less  than  3  times  the  
EPI .  

The  equation  to  determine  the  m in imum  Ping_I n terval_EPI_Mu l tip l i er i s :  

[{the  maximum  Timeout_Mu l tip l i er.PI  (C#)  for a l l  consumers}  ×  Max_Consumer_Num]  
 +  C_TO_S_Delay_Mul tipl ier 
 +  S_TO_C_Delay_Mul tipl ier 
 +  P ing_Rcved_TO_Time_Coord_Sent_Mu l tipl ier 
 +  Time_Coord_Rcved_TO_Time_Coord_Processed_Mu l tipl ier +  1  (1 )  

where  

C# =  Consumer_Number 

Using  4  as  the  constant used  for C_TO_S_Delay_Mu l tipl ier and  S_TO_C_Delay_Mu l tipl ier 
and  3  as  the  constan t used  for Ping_Rcved_TO_Time_Coord_Sent_Mu l tipl ier and  
Time_Coord_Rcved_TO_Time_Coord_Processed_Mu l tip l ier:  

The  Ping_Interval_EPI_Mu l tip l ier shal l  be  greater than  or equal  to:  

[{the  Max Timeout_Mu l tip l ier.PI  (C#)  for a l l  consumers}  ×  Max_Consumer_Num]  +  1 5   (2)  
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Th is  relationsh ip  wi l l  be  rel ied  upon  by the  producer when  send ing  Time  Correction  
messages.  For C_TO_S_Delay_Mu l tipl ier and  S_TO_C_Delay_Mu l tip l i er va lues  g reater than  
4 ,  and  Ping_Rcved_TO_Time_Coord_Sent_Mu l tip l ier and  
Time_Coord_Rcved_TO_Time_Coord_Processed_Mul tip l ier g reater than  3 ,  the  
Ping_In terval_EPI_Mu l tip l ier shou ld  be  increased  accord ing ly.  

The  Ping_In terval_EPI_Mu l tipl ier shal l  be  less  than :  1 00  s  /  EPI .  

The  Ping_I nterval_EPI_Mu l tip l ier range  of 75  to  1 00  wi l l  meet the  restrictions  defined  above  
for a l l  l egal  va lues  defined  below:  

•  EPI ,  0 , 000  1  s  to  1  s ;  

•  Timeou t_Mu l tipl ier.PI ,  1  to  4 ;  

•  Max_Consumer_Num,  1  to  1 5;  

•  C_TO_S_Delay_Mu l tip l i er and  S_TO_C_Delay_Mu l tipl ier,  1  to  4 ;  

•  P i ng_Rcved_TO_Time_Coord_Sent_Mu l tip l i er,  1  to  3 ;  

•  Time_Coord_Rcved_TO_Time_Coord_Processed_Mu l tip l ier,  1  to  3 .  

For any producer,  the  producer and  a l l  consumers  shal l  have  the  same  
Ping_In terval_EPI_Mu l tipl i er.  

7.7.5.1 1  Max_Consumer_Number 

Max_Consumer_Number i s  the  maximum  number of consumers  that may be  configured .  

I f the  connection  type  i s  poin t-to-poin t,  the  Max_Consumer_Number shal l  be  equal  to  1 .  

For mu l tipoin t connections,  the  l egal  range  of Max_Consumer_Number values  shal l  be  from  1  
to  1 5.  

For any producer,  the  producer and  a l l  consumers  shal l  have  the  same  
Max_Consumer_Number.  

7.7.5.1 2  Time_Coord_Msg_Min_Multipl ier [per consumer]  

Time_Coord_Msg_Min_Mu l tipl ier i s  the  m in imum  number of 1 28  µs  i ncrements  i t  cou ld  take  
for a  Time  Coord ination  Message  to  traverse  from  the  consumer to  the  producer.  A value  
other than  0  for th is  variable  wi l l  a l low the  time  stamp to  be  more  accurate.  The  defau l t  for the  
Time_Coord_Msg_Min_Mu l tipl ier shal l  be  0 ,  and  the  l egal  range  of values  shal l  be  from  0  to  
7  81 3,  wh ich  equates  to  0  s  to  1  s .  

Th is  i s  the  m in imum  number of 1 28  µs  i ncrements  i t  cou ld  take:  

From:  

The  consumer capturing  Consumer_Time_Value  from  the  Consumer_Clk_Count for the  
Time  Coord ination  Message,  

To:  

The  producer capturing  the  Producer_Rcved_Time_Value  upon  reception  of the  Time  
Coord ination  Message 

For any producer,  each  consumer may have  a  d i fferen t Time_Coord_Msg_Min_Mu l tipl i er.  
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7.7.5.1 3  Producer connection  derived  static  variables  

These  static variables  are  derived  from  the  i nput static variables.  These  static variables  are  
derived  at  configuration  time  and  are  used  during  producer processing .  

7.7.5.1 4 Time_Drift_Per_Ping_Interval  [per consumer]  

The  Time_Dri ft_Per_Ping_I n terval  i s  a  va lue  i n  1 28  µs  increments  that represents  the  worst-
case  time  d ri ft  due  to  crystal  i naccuracy during  one  Ping  I n terval .  

The  clocks  i n  safety devices  shal l  be  accurate  to  wi th in  0 , 02  %  (0, 000  2).  Considering  posi ti ve  
and  negative  d ri ft  the  clocks  wi l l  remain  wi th in  0 , 000  2  ×  2  of each  other or 0 , 004  (0 , 04  %).  

The  l egal  range  of va lues  i s  from  1  to  31 3,  s ince  the  Ping  I n terval  i s  l im i ted  to  1 00  s  
(1 00  000  000  µs).  

The  Time_Dri ft_Per_Ping_In terval  ca lcu lation  i s  done  wi th  time  references  in  m icroseconds  
(EPI  i s  the  EPI  i n  m icrosecond  un i ts).  The  Time_Dri ft_Per_Ping_In terval  ca lcu lation  i s  done  in  
32  b i t  i n teger math  wi th  the  resu l t  being  a  1 6  b i t  i n teger.  The  d ivide  by 320  000  factor i n  the  
Time_Dri ft_Per_Ping_I n terval  calcu lation  i s  equ ivalent to  mu l tipl ying  by the  worst case  clock 
d ri ft  of 0 , 000  4  and  d ivid ing  by 1 28  µs.  

Time_Dri ft_Per_Ping_I n terval  (C#)  =   
Roundup  [EPI  ×  Ping_In terval_EPI_Mu l tipl ier /  320  000]  
OR 1  wh ichever i s  g reater (3)  

where  

C# =  Consumer_Number 

EXAMPLE  I f EPI  =  8  000  µs  and  P i ng_I n terval_EPI_Mu l ti p l i er =  1 00 ,  then  Time_Dri ft_Per_Ping_I n terval (C#)  =  3  
(384  µs)  

7.7.5.1 5  Connection_Correction_Constant [per consumer]  

Connection_Correction_Constan t i s  a  va lue  i n  1 28  µs  increments  that i s  subtracted  from  the  
time  stamp  to  represent the  worst case  error due  to:  

•  Time  d ri ft;  

•  The  asynchronous  natu re  of the  producer and  consumer clocks;  

•  The  min imum  time  for the  Time  Coord ination  Message  to  traverse  from  the  consumer to  
the  producer.  

Connection_Correction_Constan t [C#]  =   
Time_Dri ft_Constant +  1  – Time_Coord_Msg_Min_Mul tip l ier [C#]  (4)  

where  

C# =  Consumer_Number 

The  Time_Dri ft_Constant (wh ich  i s  part of the  Connection_Correction_Constan t calcu lation)  i s  
a  va lue  in  1 28  µs  increments  that i s  subtracted  from  the  time  stamp to  represent the  worst-
case  time  dri ft  due  to  crystal  i naccuracy.  The  producer and  consumer clocks  shal l  be  accurate  
to  wi th in  0 , 02  %  (0 , 000  2).  Considering  posi ti ve  and  negative  d ri ft  the  clocks  wi l l  remain  wi th in  
0 , 000  2  ×2  of each  other or 0 , 000  4  (0 , 04  %).  

The  l egal  range  of values  for the  Time_Dri ft_Constan t i s  from  1  to  1  563.  
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The  Time_Dri ft_Constant calcu lation  i s  done  wi th  time  references  in  m icroseconds  (EPI  i s  the  
EPI  i n  m icrosecond  un i ts).  

The  Time_Dri ft_Constant calcu lation  shal l  be  done  using  at  l east 32  b i t  i n teger math  wi th  the  
resu l t being  a  1 6  b i t  i n teger.  

The  1 /320  000  factor i n  the  Time_Dri ft_Constant calcu lation  i s  equ ivalen t to  mu l tip lying  by the  
worst case  clock d ri ft  of 0 , 000  4  and  d ivid ing  by 1 28.  

Time_Dri ft_Constan t ( i n  1 28  µs  coun ts)  =   
Roundup  [(Timeout_Mu l tip l i er.PI  
(C#)  +  1 )  ×  EPI_in_µs  ×  Ping_In terval_EPI_Mu l tip l i er /  320  000]  
OR 1  wh ichever i s  g reater.  (5)  

EXAMPLE  Timeou t_Mu l ti p l i er. P I  =  2 ,  EPI ( i n  m i croseconds)  =  8  000 ,  P i ng_I n terval_EPI_Mu l ti p l i er =  1 00,  
Time_Dri ft_Constan t  =  8 ,  Time_Coord_Msg_M in_Mu l ti p l i er =  2 ,  then  Connecti on_Correction_Constan t  =  7  

7.7.5.1 6  Time_Coord_Response_EPI_Limit [per consumer]  

The  Time_Coord_Response_EPI_Limi t i s  used  to  ensure  that a  Time  Coord ination  message 
that returns  to  the  producer requesting  i t,  arrives  wi th in  a  time  su fficien t to  prevent the  
possibi l i ty of a  1 6  b i t  time  stamp  math  rol lover.  There  are  other checks  to  i nsure  that the  
Time_Coord ination  message  retu rns  wi th in  the  P ing  I n terval  and  that not too  many Time 
Coord ination  messages  are  d ropped .  

Time_Coord_Response_EPI_Limi t (a  value  i n  EPI  i ncrements)  i s  used  to  determine  i f the  time  
between  the  i ncrementing  of the  P ing  Count and  the  Time  Coord ination  response  i s  l ess  than  
a  time  value  that i s  equal  to:  

{5  +  [Time_Coord_Msg_Min_Mul tip l ier  ×  0,000  1 28]  +  [EPI  ×  (Consumer_Num  – 1 ) ] }  
 i n  seconds.  (6)  

To  keep  the  reaction  time  l ess  than  5, 8  s ,  the  transport time  of the  safety message  p lus  the  
transport time  of the  Time  Coord ination  message  m inus  the  min imum  Time  Coord ination  
message  [Time_Coord_Msg_Min_Mu l tip l ier/0 , 000  1 28]  shal l  be  less  than  5, 0  s  i f the  worst 
case  dri ft of 0 , 5  s  i s  considered .  Th is  procedure  keeps  the  Connection_Correction_Constan t 
wi th in  range  to  prevent rol lover at the  age  check.  

The  legal  range  of values  for Time_Coord_Response_EPI_Lim i t  i s  between  5  to  1  000.  

I f the  Consumer_Active_I d le[Consumer_Num-1 ]  ==  Active,  Producers  shal l  check that Time 
Coord ination  Messages  are  received  wi th in  the  Time_Coord_Response_EPI_Lim i t and  fau l t 
the  connection  i f they are  not.  

The  Time_Coord_Response_EPI_Limi t calcu lation  i s  done  wi th  time  references  in  
m icroseconds  (EPI  i s  the  EPI  i n  m icrosecond  un i ts) .  

The  Time_Coord_Response_EPI_Lim i t ca lcu lation  shal l  be  done  i n  32  b i t  i n teger math  wi th  
the  resu l t  being  a  1 6  b i t  i n teger.  

Time_Coord_Response_EPI_Limi t  [C#]  =   
Roundup  ({5  000  000  +  [Time_Coord_Msg_Min_Mu l tipl ier[C#]  ×  1 28]   
+  [EPI  ×  (C# – 1 ) ] }  /  EPI )   
OR 1  000  wh ichever i s  l ower.  (7)  

where  

C# =  Consumer_Number 
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EXAMPLE  I f Time_Coord_Msg_M in_Mu l ti p l i er =  2  (256  µs),  EPI  =  8  000  µs,  and  Consumer_Number =  1 ,  then  
Time_Coord_Response_EPI_Lim i t  =  626.  

7.7.6  Producer dynamic variables  

7.7.6.1  Producer_Clk_Count 

Each  product that produces  or consumes  safety data  shal l  derive  a  period ic timer that 
i ncrements  a  counter (Producer_Clk_Count or Consumer_Clk_Count)  every 1 28  µs.  

Producer_Clk_Count shal l  have  tolerances  and  stabi l i ty wi th in  ±  0 , 02  %.  

Producer_Clk_Count (and  Consumer_Clk_Count)  shal l  be  1 6  b i ts  i n  l ength .  

7.7.6.2  Producer_Safe_Data_TS 

Producer_Safe_Data_TS  is  a  variable  that shal l  be  set equal  to  Producer_Clk_Count at  the  
poin t i n  time  that the  Safety_Data  for a  particu lar EPI  data  production  i s  sampled  and  
captured  from  the  producing  appl ication .  

Th is  l ocation  that i s  sampled  i s  the  poin t where  the  producing  appl ications  time  mon i toring  
responsibi l i ties  end  and  the  safety protocols  time  mon i toring  responsibi l i ties  beg in .  Th is  value  
i s  used  as  the  time  stamp for the  data  that i s  re lative  to  the  producer’s  clock.  The  l egal  range  
of values  i s  from  0  to  65  535.  

7.7.6.3  Data_Time_Stamp 

Data_Time_Stamp is  the  time  that the  safety data  was  sampled  re lative  to  the  consumer’s  
clock.  

The  Data_Time_Stamp value  i s  derived  by the  producer for a  poin t-to-poin t production .  

The  Data_Time_Stamp value  i s  derived  by the  consumer i n  mu l tipoin t connections.  

The  legal  range  of values  i s  from  0  to  65  535.  

For poin t-to-poin t:  

 Data_Time_Stamp =  Producer_Safe_Data_TS  +  Consumer_Time_Correction_Value  (8)  

For mu l tipoin t:  

 Data_Time_Stamp =  Producer_Safe_Data_TS (9)  

7.7.6.4 Ping_Interval_EPI_Count 

Ping_In terval_EPI_Count i s  a  count of the  number of EPI  time  periods  between  the  
incrementing  of the  Ping_Count.  

Ping_In terval_EPI_Count i s  used  to  con trol  P ing  I n tervals  and  to  con trol  the  send ing  of Time  
Correction  messages  for mu l tipoin t producers.  

The  Ping_I n terval_EPI_Count i s  i ncremented  at every data  production .  When  
Ping_In terval_EPI_Count reaches  the  Ping_I n terval_EPI_Mu l tip l i er ,  i t  i s  reset to  0 ,  and  the  
Ping  coun t i s  i ncremented .  
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For mu l tipoin t producers,  Time  Correction  messages  shal l  be  sent to  the  n  consumers  (where  
n  =  1  to  Max_Consumer_Number),  on  the  9th  to  n+9  productions  of the  P ing  I n terval .  

The  Time  Correction  message  of consumer 1  shal l  be  sen t fi rst,  fo l lowed  by 2 ,  3 ,… , n .  

The  in ten t of th is  l og ic i s  to  d istribu te  the  Time  Correction  messages  at  a  poin t wi th in  the  Ping  
I n terval ,  when  the  Time  Coord ination  messages  shou ld  have  a l ready arrived  and  been  
processed  for th is  Ping  I n terval .  

The  l egal  range  of values  i s  from  0  to  Ping_In terval_EPI_Mu l tip l i er.  

At connection  establ ishment,  the  P ing_I n terval_EPI_Count variable  shou ld  be  set to  0000hex.  

7.7.6.5  RR_Con_Num_Index_Pntr 

RR_Con_Num_Index_Pntr i s  a  variable  used  by the  mu l tipoin t producer to  control  the  
checking  of the  timeou t on  the  reception  of Time  Coord ination  messages,  and  to  control  the  
send ing  of Time  Correction  messages.  

A value  g reater than  or equal  to  Max_Consumer_Number,  i nd icates  that the  Time 
Coord ination  timeouts  are  not being  checked  on  th is  EPI ,  and  no  Time  Corrections  are  being  
sen t based  on  th is  EPI .  

A value  of 0  to  (Max_Consumer_Number -1 )  i nd icates  wh ich  Time  Coord ination  timeou ts  wi l l  
be  checked  (Consumer_Number =  RR_Con_Num_Index_Pntr +  1 )  on  th is  EPI  and  wh ich  Time  
Correction  message  (Consumer_Number =  RR_Con_Num_Index_Pntr +  1 )  may be  sent 
based  on  th is  EPI  production .  

7.7.6.6  Time_Drift_Since_Last_Time_Coord  [per consumer]  

Time_Dri ft_Since_Last_Time_Coord  i s  a  variable  that con tains  the  maximum  time  d ri ft  that 
cou ld  have  occurred  between  the  producer and  the  consumer s i nce  the  l ast time  that a  Time 
Coord ination  message  was  received .  Th is  value  i s  equal  to  the  
Ping_In t_Since_Last_Time_Coord_Msg_Count times  Time_Dri ft_Per_Ping_In terval .  The  
Ping_In t_Since_Last_Time_Coord_Msg_Count i s  the  number of Ping  I n tervals  s i nce  the  l ast 
Time  Coord ination  message.  

The  Time_Dri ft_Since_Last_Time_Coord  shal l  be  used  to  i nd i rectl y determine  i f the  delay of 
the  Time  Coord ination  message  received  i s  s ign i fi can tly g reater than  the  delay for the  Time  
Coord ination  message  previously being  used .  

The  Delay of the  Time  Coord ination  message  has  an  impact on  the  
Consumer_Time_Correction_Value  that wi l l  be  used .  Greater delays  in  the  Time  Coord ination  
message  cause  the  Time_Stamp to  be  compensated  i n  a  negative  d i rection ,  causing  the  age  
of the  data  to  be  g reater.  

I f the  d i fference  between  the  delays  of two  consecutive  Time_Coord ination  messages  i s  
g reater than  the  EPI  time,  the  l ater Consumer_Time_Correction_Value  may cause  the  
Time_Stamp of the  next EPI  production  to  actual l y be  l ess  then  the  Time_Stamp of the  
previous  EPI  production .  Th is  wou ld  resu l t  i n  a  sequence  error at the  consumer of the  
Time_Stamp.  

S ince  the  maximum  time  d ri ft  i s  control l ed ,  e i ther the  Last Time_Correction_Value  m inus  the  
Time_Dri ft_Since_Last_Time_Coord  value,  or the  New Time_Correction_Value  value,  shal l  be  
sent to  the  consumer,  wh ichever i s  better.  

Th is  prevents  l ong  delays  i n  the  del i very of a  Time  Correction  messages  from  causing  
sequence  errors  i n  the  Time  Stamp  checks.  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 1 73  – 

For mu l tipoin t producers,  a  Time_Dri ft_Since_Last_Time_Coord  shal l  exist  for each  mu l tipoin t 
consumer,  1  to  Max_Consumer_Number.  

The  legal  range  of values  i s  from  0  to  3  91 0.  

7.7.6.7  Worst_Case_Consumer_Time_Correction_Value  

Th is  a  temporary value  used  to  determine  the  Consumer_Time_Correction_Value.  

7.7.7  Producer per consumer dynamic variables  

7 .7.7.1  General  

The  fol lowing  dynamic variables  are  producer variables  that exist for each  consumer.  For 
poin t-to-poin t connections  there  wi l l  be  on ly one  variable  for each  consumer.  For mu l tipoin t 
there  wi l l  be  Max_Consumer_Number of variables,  each  representing  an  i nd ividual  consumer.  

7.7.7.2  Consumer_Time_Value[per consumer]  

Consumer_Time_Value  i s  the  time  value  sen t to  the  producer of a  time  stamp from  the  
consumer or i n  the  Time  Coord ination  Message.  A Consumer_Time_Value  i s  received  for 
each  mu l tipoin t consumer,  1  to  Max_Consumer_Number.  

The  legal  range  of values  i s  from  0  to  65  535.  

At connection  establ ishment,  a l l  Consumer_Time_Value  variables  shal l  be  set to  0000hex.  

When  a  Time  Coord ination  Message  i s  received ;  the  producer shal l  check that the  
Time_Coord ination_Section .Consumer_Time_Value  i s  not the  same  as  the  last received  
Consumer_Time_Value.  I f i t  i s ,  the  Time  Coord ination  message  shal l  not be  processed .  

Th is  check wi l l  prevent a  producer from  processing  network generated  dupl icate  Time 
Coord ination  messages.  

7.7.7.3  Producer_Rcved_Time_Value[per consumer]  

Producer_Rcved_Time_Value  shal l  be  set equal  to  Producer_Clk_Count at  the  poin t i n  time  
that the  Time  Coord ination  Message  i n formation  i s  received  from  the  time  stamp  consumer.  

A Producer_Rcved_Time_Value  shal l  exist for each  mu l tipoin t consumer,  1  to  
Max_Consumer_Number.  

The  legal  range  of values  i s  from  0  to  65  535.  

At connection  establ ishment,  a l l  Producer_Rcved_Time_Value  variables  shal l  be  set to  
0000hex.  

7.7.7.4 Consumer_Time_Correction_Value[per consumer]  

The  Consumer_Time_Correction_Value  exists  on ly for mu l tipoin t safety connections.  

The  Consumer_Time_Correction_Value  i s  added  to  the  producer’s  data  time  stamp  to  a l low 
the  resu l t  to  i nd icate  the  worst-case  earl iest time  that the  data  cou ld  have  been  sampled  
relati ve  to  the  consumer’s  clock value.  

A Consumer_Time_Correction_Value  exists  for each  mu l tipoin t consumer,  1  to  
Max_Consumer_Number.  
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Consumer_Time_Correction_Value  [Consumer_Number]  =   

 Consumer_Time_Value  [Consumer_Number]   
-  Producer_Rcved_Time_Value  [Consumer_Number]   
-  Connection_Correction_Constan t [Consumer_Number]  

(1 0)  

The  l egal  range  of values  i s  from  0  to  65  535.  

At connection  establ ishment,  a l l  Consumer_Time_Correction_Value  variables  shal l  be  set to  
0000hex.  

7.7.7.5  Ping_Int_Since_Last_Time_Coord_Msg_Count [per consumer]  

Ping_In t_Since_Last_Time_Coord_Msg_Count i s  a  run  time  count of the  number of Ping  
I n tervals  between  Time  Coord ination  Messages  for a  particu lar consumer.  

For poin t-to-poin t connections,  the  Ping_In t_Since_Last_Time_Coord_Msg_Count shal l  be  
i ncremented  at the  8th  EPI  production  of the  P ing  I n terval .  

For mu l tipoin t connections,  Ping_In t_Since_Last_Time_Coord_Msg_Count shal l  be  
i ncremented  every (8  +  n )th  EPI  production  of the  Ping  I n terval ,  where  n  equals  the  consumer 
number – 1 .  

The  Ping_In t_Since_Last_Time_Coord_Msg_Count for any particu lar consumer shal l  be  reset 
upon  the  reception  of a  val id  Time  Coord ination  Message  from  that consumer.  

I f the  Ping_I n t_Since_Last_Time_Coord_Msg_Count ever exceeds  the  Timeout_Mu l tipl ier.PI  
p lus  2  for a  connection ,  that consumer shal l  be  set to  the  fau l ted  state.  

I f the  producer i s  mu l tipoin t,  Ping_I n t_Since_Last_Time_Coord_Msg_Count exists  for each  
mu l tipoin t consumer,  1  to  Max_Consumer_Number.  

The  l egal  range  of values  i s  from  0  to  5 .  

At connection  establ i shment,  a l l  P ing_I n t_Since_Last_Time_Coord_Msg_Count variables  
shal l  be  set to  0000hex.  

7.7.7.6  Producer_Fau lt_Counter 

For the  Extended  Format,  th is  i s  a  temporary value  used  to  track the  number of data  in tegri ty 
errors  the  producer detects  on  the  reception  of Time  Coord ination  messages.  Th is  value  i s  
i ncremented  every time  a  Time  Coord ination  message  i s  detected  wi th  a  data  i n tegri ty error.  
Th is  value  wi l l  be  reset to  0  every hour.  I f th is  va lue  reaches  the  Max_Fau l t_Number for that  
consumer (SafetyOpen  Parameter) ,  the  connection  wi l l  be  closed .  

7.7.8  Consumer data  variables  

7 .7.8.1  General  

Th is  subclause  7 . 7 .8  describes  the  data  variables  that wi l l  be  used  by a  safety consumer to  
receive  safety data.  The  i n ternal  variables  are  defined  in  an  attempt to  define  the  behavior of 
the  safety data  consumer upon  the  reception  of safety data.  

7.7.8.2  Consuming  connection  status  

The  status  of the  safety data  and  the  safety connections  can  be  derived  from  the  
S_Con_Fl t_C_Out,  the  S_Run_Id le_Out fl ags,  and  the  I n i t_Complete_Out.  Table  97  
summarizes  the  log ic that the  consuming  appl ication  can  use  to  d rive  the  safety data  and  
status.  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 1 75  – 

Table  97  – Consuming  safety connection  status  

S_Con_Fl t_C
_Out 

S_Run_Id le
_Out 

I n i t_Complete
_Out 

Connection  
Status  

Description  

Fau l t  Don ’ t  care  Don ’ t  care  Fau l ted  The  safety connecti on  i s  fau l ted .  Restart  wi l l  
be  requ i red .  Pu t  the  d ata  i n  safety s tate  

OK I d l e  0  I d l e  The  safety connecti on  has  not been  acti vated .  
Pu t  the  data  i n  safety state  

OK I d l e  1  I d l e  The  safety connecti on  has  been  acti vated  and  
the  produci ng  app l i cati on  i s  i n  I d l e  Mode.  Pu t  
the  data  i n  safety s tate  

OK Acti ve  0  N /A I l l ega l  cond i ti on  –  can  not  occu r 

OK Acti ve  1  Run  The  safety connecti on  i s  acti ve  and  the  
produci ng  appl i cati on  i s  i n  Run  Mode.  U se  the  
data  

 

The  Connection  Status  of consuming  safety connections  shal l  be  i nd icated  as  defined  in  
Table  97.  

7.7.8.3  S_Con_Flt_C_Out 

S_Con_Fl t_C_Out i nd icates  to  the  consuming  appl ication  i f i t  shou ld  pu t the  safety data  i n  a  
safety state  because  the  safety val idators  have  detected  a  safety connection  fau l t.  
S_Con_Fl t_C_Out_Temp is  used  as  a  temporary l ocation  for th is  variable.  

The  S_Con_Fl t_C_Out values  are  OK and  Fau l t.  

At connection  establ ishment,  a l l  S_Con_Fl t_C_Out flags  shal l  be  set to  OK.  

7.7.8.4 S_Run_Id le_Out 

S_Run_Id le_Out shal l  be  used  by a  consuming  appl ication  to  determine  i f i t  shou ld  pu t the  
safety data  in  a  safety state.  

The  S_Run_Id le_Out shal l  i nd icate  I d le  when  e i ther the  producing  appl ication  i s  I d le  or the  
Safety Val idators  are  not acti ve.  S_Run_Id le_Out_Temp is  used  as  a  temporary l ocation  for 
th is  variable.  

The  S_Run_Id le_Out values  are  IDLE  or RUN .  

At connection  establ ishment,  a l l  S_Run_Id le_Out fl ags  shal l  be  set to  I d le.  

7.7.8.5  In i t_Complete_Out 

I n i t_Complete_Out i nd icates  i f the  time  stamp  in i tia l ization  i s  complete  or not.  

S_Run_Id le_Out shal l  be  i n  I d le  un ti l  I n i t_Complete_Out i s  set to  a  1 .  

After the  connection  i s  fi rst establ i shed ,  the  consuming  appl ication  shal l  close  Base  Format 
connections  i f i n i tia l ization  i s  not completed  wi th in  1 0  s .  The  consuming  appl ication  shal l  
close  Extended  connections  i f i n i ti al ization  i s  not completed  wi th in  8 , 3  s .  

The  S_Run_I d le_Out wi l l  i nd icate  I d le,  regard less  of th is  timeou t.  I f the  timeout i s  
i ncorporated ,  the  error shal l  be  l atched  un ti l  the  safety connection  i s  closed  and  a  re-open  
attempt i s  made.  
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For Poin t-to-poin t,  the  flag  I n i t_Complete_Out shal l  i nd icates  that the  fi rst  time  coord ination  
message  has  been  received  by the  producer,  and  the  producer i s  producing  data  wi th  the  time  
stamp  relative  to  the  consumers  clock.  

For Mu l tipoin t,  the  flag  I n i t_Complete_Out shal l  i nd icates  that the  fi rst time  coord ination  
message  has  been  received  by the  producer for th is  consumer,  and  the  consumer has  
received  the  1 st time  correction  message  based  on  the  time  coord ination  i n formation .  

For Poin t-to-poin t,  the  Data_Time_Stamp value  shal l  be  set to  0  by the  producer un ti l  the  fi rst 
time  coord ination  section  i s  received .  

I f the  consumer receives  the  Data_Time_Stamp as  a  value  other than  0 ,  the  time  stamp 
checking  shal l  be  enabled .  

For Mu l tipoin t,  the  Data_Time_Stamp value  shal l  a lways  be  set equal  to  the  producers  clock.  

The  Mu l tipoin t consumer shal l  enable  time  stamp checking  upon  the  reception  of the  fi rst time  
correction  section .  

For a l l  consumed  safety connections,  time  stamp checking  shal l  be  enabled  i f the  mode  of the  
data  i nd icates  Run .  

I n i t_Complete_Out_Temp is  used  as  a  temporary l ocation  for th is  variable.  

7.7.9  Consumer input static  variables  

7.7.9.1  Connection_Type 

Connection_Type  speci fies  whether the  connection  i s  poin t-to-poin t or mu l tipoin t.  For any 
producer,  the  producer and  a l l  consumers  shal l  have  the  same Connection_Type.  

7.7.9.2  Consumer_Num 

Consumer _Num  is  the  number a  Mu l tipoin t Consumer i s  assigned  (1  to  1 5).  

7.7.9.3  Network_Time_Expectation_Multipl ier 

Network_Time_Expectation_Mul tip l ier i s  the  maximum  number of 1 28  µs  i ncrements  that a  
consumer shou ld  a l low the  age  of the  safety data  to  reach .  

I f consumed  safety data  becomes  older then  Network_Time_Expectation_Mu l tip l i er,  the  safety 
data  shal l  be  pu t i n  the  safety state.  

The  l egal  range  of values  i s  from  0  to  45  31 3,  wh ich  equates  to  0  s  to  5, 8  s .  The  5, 8  s  l im i t,  
the  requ i rement to  check the  Network_Time_Expectation  at  l east once  every 2  s ,  and  the  
maximum  Time_Correction  value  change  (or maximum  clock d ri ft)  for a  Ping  i n terval  i s  0 , 5  s ,  
wi l l  ensure  that the  clock base  value  of 8 , 388  s  (FFFFhex  ×  0,000  1 28)  does  not wrap  around  
between  checks.  

The  actual  network reaction  time  may be  th is  value  i n  time  p lus  1  EPI  i f the  producing  
appl ication  i s  asynchronous  to  the  data  production ,  s ince  i n  th is  case  the  data  may be  one  
EPI  o ld  at  the  time  that the  time  stamp  was  placed  on  the  produced  data.  

7.7.9.4 Timeout_Multipl ier 

Timeout_Mu l tipl ier i s  the  number of data  production  retries  to  use  for i n  network fau l t  
detection  equations.  Th is  i s  the  same  value  used  by the  producer.  
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7.7.9.5  Ping_Interval_EPI_Multipl ier 

Ping_In terval_EPI_Mu l tip l ier i s  the  number that defines  the  P ing_Count_I n terval  for a  
particu lar connection .  The  Ping_Count_I n terval  i s  equal  to  the  EPI  times  the  
Ping_In terval_EPI_Mu l tipl ier.  

Th is  i s  the  same  value  used  by the  producer.  

7.7.9.6  Consumer connection  derived  static  variables  

These  static variables  are  derived  from  the  i nput static variables.  These  static variables  are  
derived  at  configuration  time  and  are  used  during  producer processing .  

7.7.1 0  Consumer dynamic variables  

7.7.1 0. 1  Consumer_Clk_Count 

Each  product that consumes  safety data  wi l l  derive  a  period ic timer that i ncrements  a  coun ter 
(Consumer_Clk_Count)  every 1 28  µs.  

Consumer_Clk_Count wi l l  have  to lerances  and  stabi l i ty wi th in  ±  0 , 02  %  because  safety 
devices  are  requ i red  to  have  clocks  wi th  th is  to lerance.  

Consumer_Clk_Count shal l  be  1 6  b i ts  i n  l ength .  

I f the  d i fference  between  the  Consumer_Clk_Count at the  time  that the  data  i s  g iven  to  the  
consuming  appl ication  for use  and  the  Data_Time_Stamp sent wi th  the  data  exceeds  the  
Network_Time_Expectation_Mu l tip l ier,  the  S_Con_Fl t_C_Out flag  shal l  be  set to  “Fau l ted ”  to  
i nd icate  that the  Reaction  Time  for the  network has  not been  met.  

7.7.1 0.2  Last_Ping_Count 

A consumer of safety data  shal l  be  able  to  detect when  the  Ping_Count has  changed .  Th is  
2  b i t  variable  i s  used  to  hold  the  Ping_Count for comparison  on  the  next reception .  

S ince  the  i n i ti a l  production  of safety data  shou ld  have  a  P ing_Count of 00,  the  
Last_Ping_Count shal l  be  i n i tia l ized  to  1 1 .  

7.7.1 0.3  Time_Coordination_Count_Down  

The  Time_Coord ination_Count_Down  shal l  be  set equal  to  the  Consumer_Number upon  the  
reception  of a  mu l tipoin t p ing  request.  

The  consumer shal l  decrement the  Time_Coord ination_Count_Down  value  on  subsequent 
reception  of consumed  data  un ti l  the  value  i s  equal  to  0 .  

I f the  value  i s  equal  to  1  during  any reception  of consumed  data,  the  p ing  response  for that 
consumer shal l  be  sent.  

The  i n ten t of th is  l og ic i s  to  d istribu te  the  mu l tipoin t p ing  responses.  

When  a  connection  i s  fi rst establ ished ,  the  Time_Coord ination_Count_Down  shal l  be  
i n i ti al ized  to  0 .  

7.7.1 0.4 Corrected_Data_Time_Stamp 

Th is  value  i s  the  consumer copy of the  received  Data_Time_Stamp.  
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For mu l tipoin t,  the  Corrected_Data_Time_Stamp shal l  be  a  sum  of the  received  time  stamp  
and  the  Last_Rcved_Time_Correction_Value.  

7.7.1 0.5  Last_Data_Time_Stamp 

Th is  value  i s  the  saved  copy of the  received  Data_Time_Stamp.  

The  Last_Data_Time_Stamp shal l  be  used  to  detect ou t of sequence  messages.  

When  a  connection  i s  fi rst establ ished ,  the  Last_Data_Time_Stamp shal l  be  i n i tia l i zed  to  0 .  

7.7.1 0.6  Last_Rcved_Multi_Cast_Active_Id le  

Th is  value  i s  the  saved  copy of the  received  Mu l ti_Cast_Active_I d le.  

The  Last_Rcved_Mu l ti_Cast_Active_I d le  shal l  be  used  to  detect a  change  from  active  to  i d le,  
wh ich  wou ld  be  considered  a  fau l t.  

When  a  connection  i s  fi rst  establ i shed ,  the  Last_Rcved_Mu l ti_Cast_Active_Id le  shal l  be  
i n i ti al ized  to  0 .  

7.7.1 0.7  Last_Rcved_Time_Correction_Value  

Th is  value  i s  the  saved  copy of the  received  Time_Correction_Value.  

The  Last_Rcved_Time_Correction_Value  shal l  be  used  to  correct the  Time  Stamp for each  
mu l tipoin t consumer.  

When  a  connection  i s  fi rst establ i shed ,  the  Last_Rcved_Time_Correction_Value  shal l  be  
i n i ti al ized  to  0 .  

7.7.1 0.8  Time_Correction_Ping_Interval_Count 

Th is  value  i nd icates  the  number of Ping  I n tervals  that have  occurred  si nce  the  l ast reception  
of a  Time  Correction  message.  

I f the  Time_Correction_Ping_In terval_Count i s  g reater than  the  Timeout_Mu l tip l ier.PI  +  1 ,  the  
connection  shal l  be  fau l ted .  

7.7.1 0.9  Time_Correction_Received_Flag  

Th is  value  ind icates  that a  Time  Correction  message  has  been  received  for th is  mu l tipoin t 
consumer.  Th is  value  ind icates  that a  time  correction  message  has  been  received  and  the  
time  stamp  can  be  corrected  and  checked .  

When  the  Time_Correction_Received_Flag  i s  set,  the  consumer shal l  beg in  the  process  of 
correcting  and  checking  the  time  stamp.  

7.7.1 0.1 0  Data_Age 

Th is  value  ind icates  the  worst case  age  of the  data  i n  1 28  µs  increment.  

Data  Age  i s  determined  at  the  poin t a  Consuming  Appl ication  samples  the  data.  I n  
Appl ication-Triggered  consumers,  th is  sampl ing  i s  asynchronous  to  the  data  reception .  I n  
Link-Triggered  consumers,  th is  sampl ing  i s  done  when  the  data  i s  received .  
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Data  age  i s  defined  as  the  d i fference  between  the  Consumer_Clk_Count at  the  sample  poin t 
and  the  Data  Time  Stamp  when  the  data  was  last captured .  

7.7.1 0. 1 1  Max_Data_Age 

Th is  value  i nd icates  maximum  value  of Data_Age  s ince  the  l ast time  that i t  was  reset.  

7.7.1 0. 1 2  Consumer_Fault_Counter 

For the  Extended  Format,  th is  a  temporary value  used  to  track the  number of data  in tegri ty 
errors  the  consumer detects  on  the  reception  of Data  and  Time  Correction  messages.  Th is  
value  i s  i ncremented  every time  a  Data  and  Time  Correction  message  i s  detected  wi th  a  data  
i n tegri ty error.  Th is  value  wi l l  be  reset to  0  every hour.  I f th is  va lue  reaches  the  
Max_Fau l t_Number (SafetyOpen  Parameter),  the  connection  wi l l  be  closed .  

8  Safety communication  layer management 

8.1  Overview 

Subclauses  8 . 1  to  8 . 7  do  not attempt to  provide  a  tu torial  on  every aspect of CPF  2 ,  bu t rather 
a  h igh -level  overview of how CPF  2  connections  are  establ i shed  on  each  network and  across  
network types,  h igh l i gh ti ng  the  features  used  and  extensions  requ i red  to  support Safety 
Connections.  

Al l  FSCP 2/1  connections  shal l  be  establ ished  using  a  Forward  Open  wi th  a  safety network 
segment (CP 2/2)  or a  SafetyOpen  (CP 2/3) .  There  are  measures  for detection  of both  system  
and  user errors  defined .  Table  98  defines  the  errors  and  the  measures  to  detect these  errors.  

Table  98  – Connection  establ ishment errors  and  measures  to  detect errors  

Connection  
establ i shment 

errors  

Measures  to  detect connection  establ i shment errors  

User testing  OUN ID  
veri fication  

TUN ID  
veri fi cation  

CPCRC  CRC  Configuration  
ID  (SCID)  

User m isrou tes  
connecti on  request  

X  X1  X   

System  m i srou tes  
connecti on  request  

  X    

Corrupted  
SafetyOpen   

   X  X 

Corrupted  or 
changed  
appl i cati on  
confi gu rati on   

    X  

Reconfi gu rati on  
from  wrong  
ori g i nator 

 Xa     

a  On l y appl i es  i f ownersh i p  has  been  establ i shed .  

 

8.2  Defin i tion  of the  measures  used  during  connection  establ ishment 

System-Wide  Un ique  "Safety Network Number"  (SNN)  – Un iquely i den ti fies  a  network across  
a l l  networks  i n  the  safety system.  The  user safety manual  shal l  con tain  an  advisory that states  
“The  user shou ld  assign  SNN  numbers  for each  safety network or safety sub-net that are  
un ique  system-wide” ,  or words  to  that effect.  

The  Safety Network Number makes  up  part of the  UN ID.  Th is  value  i s  a  6  octet va lue  that 
uses  the  CPF  2  DATE_AND_TIME  format.  
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The  DATE  values  of 1  to  1 1  687  decimal  (1 972-01 -01  to  2002-1 2-31 )  are  past time  values  that 
are  reserved  for Manual  Setting  values  of the  SNN .  

The  SNN  may be  one  of two  types:  

•  Manual  Setting ,  or 

•  Software  Tool  Generated .  

The  Type  of SNN  can  be  determined  from  the  DATE  section ,  see  Table  99  for detai l s .  

Table  99  – SNN  Date/Time al locations  

From  
DATE  

(Decimal )  

To  DATE  
(Decimal )  

From  DATE  
(Day)  

To  DATE  (Day)  SNN  Type  

0  0  1 972-01 -01  1 972-01 -01  N u l l  SNN  ( i l l ega l  va l ue)  

1  1  1 972-01 -02  1 972-01 -02  Manual  setti ng  – backpl ane   

2  2  1 972-01 -03  1 972-01 -03  Manual  setti ng  – CP  2 /1  

3  3  1 972-01 -04  1 972-01 -04  Reserved  for fu tu re  use  

4  4  1 972-01 -05  1 972-01 -05  Manual  setti ng  – CP  2 /2  

5  5  1 972-01 -06  1 972-01 -06  Manual  setti ng  – CP  2 /3  

6  6  1 972-01 -07  1 972-01 -07  Manual  setti ng  – CP  1 6/3  

7  1  460  1 972-01 -07  1 975-1 2-31  Reserved  for fu tu re  use  

1  461  1 1  687  1 976-01 -01  2003-1 2-31  Vendor speci fi c range  

1 1  688  65  534  2004-01 -01  21 51 -06-05  Software  tool  generated  

65  535  65  535  21 51 -06-06  21 51 -06-06  Target  i nd i cati on  that no  SNN  has  been  set  

 

I f a  software  tool  reads  a  reserved  SNN  Type,  i t  shal l  d isplay i t  as  a  Hex value.  

The  l egal  Range  of TIME  values  for the  Type  of SNN  are  l i sted  i n  Table  1 00.  

Table  1 00  – SNN  legal  range of time  values  

SNN  type   From  time   
hex 

To  time  
hex 

From  time  
d /h /min /s  

To  time  
d /h /min /s  

Nu l l  SNN  00000000  00000000  00d00h00min00, 000s  00d00h00m in00, 000s  

Manual  setti ng  
(DATE  =  1  to  5)  

00000001  0000270F  
(9  999  decimal )  

00d00h00min00, 001 s  00d00h00min09, 999s  

Reserved  for fu tu re  
u se  

-  -  -  -  

Software  tool  
generated  

00000000  05265BFF  00d00h00min00, 000s  00d23h59m in59, 999s  

Target  i nd i cati on  
that  no  SNN  has  
been  set 

FFFFFFFF  FFFFFFFF  -24d20h31 m in23 , 648s  -24d20h31 m in23, 648s  

 

System-Wide  "Un ique  Node  I den ti fier"  (UN ID)  – Un iquely i denti fies  a  node  across  a l l  networks  
i n  the  safety system.  Th is  value  i s  made  up  of the  Safety Network Number (SNN)  and  the  
Node  Address  of the  device.  Th is  value  i s  a  structure  consisting  of the  6  octet SNN  and  a  
4  octet Node  Address.  The  4  octet node  address  i s  s ized  to  accommodate  a l l  forms  of CPF  2  
network addresses.  

struct  UNID 
{  
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DATE_AND_TIME  SNN;  
UDINT     NodeID;  
} ;  

NodeID  smal ler than  4  octets  ( i . e . ,  CP  2/3)  shal l  be  a l i gned  to  the  l east s ign i fican t octet i n  
l i ttle  end ian  order.  The  unused  octets  shal l  be  zero  fi l l ed .  

Safety Function  – The  UN ID  i s  used  to  un iquely i den ti fy orig inators  and /or targets  during  the  
connection  establ ishment process.  

Other uses  of UN ID:  

TUN ID  =  Target's  Un ique  Network I den ti fier 

Safety Function  – I den ti fies  the  target i n  the  SafetyOpen .  

OUN ID  =  Orig inator's  Un ique  Network I den ti fier 

Safety Function  – I den ti fies  the  orig inator i n  the  SafetyOpen .  

OCPUN ID  =  Ou tpu t Connection  Owning  UN ID  

Safety Function  – I denti fies  the  owner of the  ou tpu t connection  in  the  target,  th is  shal l  be  
equal  to  the  OUN ID  in  normal  operation .  

CFUN ID  =  Configuration  Own ing  UN ID  

Safety Function  – I den ti fi es  the  owner of the  safety configuration  i n  the  target,  th is  shal l  be  
equal  to  the  OUN ID  in  normal  operation .  

Producer I den ti fier (PID)  – I den ti fi es  the  producer of the  run time  data  and  Time  Correction  
data.  

The  Producer I den ti fier (PID)  shal l  be  used  as  an  i n i tia l  seed  value  i n  the  CRCs  i n  the  run time  
protocol .  

The  Consumer shal l  obtain  the  Producer I denti fi er from  e i ther the  SafetyOpen  or SafetyOpen  
response  (depend ing  upon  orig inator)  and  use  the  value  as  an  i n i tia l  seed  in  run time checking  
the  safety CRCs.  

The  value  of the  PID  i s  Vendor ID  +  Device  Seria l  Number +  CIP  Connection  Serial  Number.  

Safety Function  – The  PID  i s  used  to  ensure  the  correct rou ting  of the  produced /safety 
connection  data  and  Time  Correction  data.  

Consumer I den ti fi er (CID)  – I denti fies  the  producer of the  Time  Coord ination  message.  

The  Consumer I den ti fier (CID)  shal l  be  used  as  an  i n i tia l  seed  value  i n  the  CRC in  the  Time  
Coord ination  message.  

The  Producer shal l  obtain  the  Consumer I den ti fier from  e i ther the  SafetyOpen  or the  
SafetyOpen  Response  (depend ing  upon  orig inator)  and  use  the  value  as  an  i n i tia l  seed  i n  
run time  checking  the  safety CRCs.  

The  value  of the  CID  i s  Vendor ID  +  Device  Seria l  Number +  CIP  Connection  Serial  Number.  
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Safety Function  – The  CID  i s  used  to  ensure  the  correct rou ting  of the  Time  Coord ination  
data.  

Connection  Parameters  CRC (CPCRC)  – Th is  i s  a  safety related  CRC covering  the  CPF  2  
connection  establ i shment data  i n  the  SafetyOpen .  Th is  CRC wi l l  a lso  cover the  add i tional  
parameters  requ i red  by the  safety protocol .  The  CRC used  for the  CPCRC is  CRC-S4  and  i s  
defined  in  7 . 1 . 2 .  

Safety Function  – The  CPCRC is  used  to  ensure  the  i n tegri ty of the  connection  data  
con tained  wi th in  the  SafetyOpen .  

Safety Configuration  CRC (SCCRC)  – Th is  i s  a  CRC that covers  the  device  configuration  data  
that i s  con tained  i n  a  SafetyOpen .  The  parameters  covered  by the  CPCRC are  not covered  by 
the  SCCRC.  The  CRC used  for the  SCCRC is  CRC-S4  and  i s  defined  i n  7 . 1 . 2 .  

The  Safety Configuration  Data  CRC (SCCRC)  shal l  be  calcu lated  over the  en ti re  appl ication  
data  section  that i s  sen t to  the  device  being  configured  by the  tool .  

The  SCCRC i tsel f shal l  be  i ncluded  i n  the  calcu lation  of the  CPCRC.  

Safety Function  – The  SCCRC is  used  to  ensure  configuration  data  i n tegri ty wh i le  being  
transferred  and  to  ensure  configuration  data  i n tegri ty i n  storage.  

Safety Configuration  Time  Stamp (SCTS)  – Th is  i s  a  safety re lated  s ignature  that i den ti fies  
the  revis ion  of the  device  configuration  con tained  i n  e i ther a  SafetyOpen  or i n  a  safety device.  

The  SCTS shal l  be  a  Time/Date  stamp  marking  the  Time  and  Date  of the  configuration  
creation  or change.  

The  SCTS  parameter i n  the  SafetyOpen  shal l  be  i ncluded  in  the  calcu lation  of the  CPCRC.  

The  configuration  software  shal l  fol l ow the  CPF  2  defined  Date  and  Time  format (see  
I EC  61 1 31 -3)  for setting  the  si gnature.  

Safety Function  – The  SCTS  is  used  to  ensure  the  i denti ty of the  safety-related  appl ication  
data.  

Safety Configuration  I den ti fier (SCID)  – The  SCID  i s  a  combination  of the  SCCRC and  the  
SCTS.  The  SCTS  and  SCCRC together serve  to  un iquely i den ti fy a  configuration  to  the  user 
and  orig inator.  

The  SCID  =  0  i n  a  Form  2b  SafetyOpen  shal l  have  specia l  mean ing  to  i nd icate  that the  SCID  
shal l  not be  checked  by a  target before  accepting  the  connection .  

Th is  special  SCID  value  a l lows  orig inators  who  are  not concerned  abou t the  configuration  of a  
device  to  make  connections  wi thou t knowing  the  SCID  value.  

The  safety manual  shal l  contain  user i nstructions  that state  “ I f you  choose  to  configure  safety 
connections  wi th  an  SCID  =  0 ,  you  are  responsible  for ensuring  that orig inators  and  targets  
have  the  correct configurations” ,  or s im i lar equ ivalent word ing .  

I n i tia l  Time  Stamp – When  the  Extended  Format safety message  format i s  being  used ,  the  
Extended  Format safety segment and  Extended  Format SafetyOpen  Response  i s  used  during  
connection  establ i shment.  Depend ing  on  the  type  of connection  (see  7. 6 . 5),  the  I n i tia l  Time 
Stamp  is  e i ther sen t i n  SafetyOpen  or i n  the  SafetyOpen  Response.  The  I n i tia l  Time  Stamp 
value  i s  used  to  set up  an  i n i tia l  time  stamp parameter that i s  used  to  detect Time  Stamp 
rol lovers.  
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I n i tia l  Rol lover Value  – When  the  Extended  Format safety message  format i s  being  used ,  the  
Extended  Format safety segment and  Extended  Format SafetyOpen  Response  i s  used  during  
connection  establ ishment.  Depend ing  on  the  type  of connection  (see  7. 6 . 5),  the  I n i ti a l  Time  
Stamp  is  e i ther sen t i n  SafetyOpen  or i n  the  SafetyOpen  Response.  The  I n i ti al  Rol lover Value  
i s  used  to  set up  the  i n i ti a l  Rol lover coun t parameter at the  consumer.  Th is  value  i s  i ncluded  
i n  the  CRC calcu lations  for the  data  packets.  I f the  producer and  consumer don ’ t use  the  
same  value,  the  consumer CRC checks  wi l l  fa i l .  Th is  feature  provides  add i tional  detection  
capabi l i ty for i nserted  messages  and  ou t-of-sequence  packets.  

8.3  Orig inator-Target relationsh ip  val idation  

I n  the  CPF  2  framework,  nodes  are  e i ther orig inators  (nodes  that request connections)  or 
targets  (nodes  that receive  connection  requests).  Con trol lers  are  typical l y the  connection  
orig inators.  I /O  modu les  (as  wel l  as  other control lers  or mon i tors)  are  typical l y the  targets.  
Targets  may support more  than  one  appl ication  connection  poin t.  

Consider the  system  depicted  in  F igure  59.  For the  purposes  of i l l ustration ,  assume  that a l l  
targets  are  the  exact same.  

 

Figure  59  – Target ownership  

Use  of standard  bridges/rou ters  and  standard  l ower-layer protocol  stacks  wi th in  the  end-
nodes  offers  the  opportun i ty for add i tional  errors  that requ i re  protection  measures  that are  
more  stringen t than  those  appl ied  i n  standard  CPF  2  connection  establ i shment.  For i nstance,  
the  bridge/rou ter cou ld  m is-d i rect (for example  corrupt the  destination  NodeID  of)  a  
connection  request from  orig inator A i n tended  for Target 1  to  Target 2 ,  3 ,  or 4  i nstead .  Or the  
source  of the  error cou ld  be  the  user m is-configuring  orig inator B  to  connect to  Target 1  wh i le  
orig inator A i s  off-l i ne  and  Target 1  i s  powered .  Wi thout a  second  l evel  of comparison  above  
the  i den tical  e lectron ic key,  the  connection  from  orig inator B  to  Target 1  wou ld  be  a l lowed ;  at  
wh ich  poin t orig inator B ’s  appl ication  cou ld  p lace  Target 1  (assuming  i t’ s  an  ou tpu t device)  
i n to  an  i ncorrect operational  state  wi th  respect to  orig inator A’s  commissioned  appl ication .  

8.4 Detection  of mis-routed  connection  requests  

Al l  SafetyOpen  requests  wi l l  con tain  the  UN ID  of the  target device.  Upon  the  receipt of a  
SafetyOpen  the  target shal l  compare  the  SafetyOpen  target UN ID  (TUN ID)  wi th  i ts  own  UN ID.  
I f the  TUN ID  to  UN ID  comparison  i s  successfu l  than  the  SafetyOpen  destination  i s  deemed  to  
be  correct and  processing  shal l  con tinue.  

IEC  

Nodes Owned by Originator BNodes Owned by Originator A

Originator A Originator B

Target 1 Target 2 Target 3 Target 4

Bridge/
Router

(Dotted  l ines represent logical  relationships/
connections;  solid  l ines are physical  connections)

Copyright International  Electrotechnical  Commission  



 –  1 84  – I EC  61 784-3-2: 201 6    I EC  201 6  

8.5  SafetyOpen  processing  

There  are  two  ways  of processing  the  SafetyOpen  (see  F igure  60):  

•  Destination ,  Ownersh ip,  Configuration  data  processing  and  SCID  checking ;  

•  Destination ,  Ownersh ip  and  SCID  Checking  (Optional ) .  

 

Figure  60  – SafetyOpen  forms  

8.6  Ownership  management 

There  are  two  methods  of establ ish ing  configuration  and /or connection  ownersh ip,  th rough  the  
configuration  tools  or from  the  SafetyOpen .  The  tool  can  set the  mode  to  be  tool  configuration  
on ly or orig inator configuration .  

Any attempts  to  reconfigure  a  device  via  the  SafetyOpen  shal l  be  rejected  i f the  tool  on ly 
configuration  mode  i s  se lected .  

I f the  orig inator configured  mode  i s  used ,  the  OUN ID  of the  selected  orig inator can  be  set by 
the  software  tool  du ring  target device  commission ing  for added  securi ty.  F igure  61  defines  the  
ownersh ip  sates  the  methods  of transi tion ing  from  ownersh ip  state  to  another ownersh ip  
state.  

Originator Target

Form 2  SafetyOpen(TUNID,  OUNID,  CPCRC,  SCID)

Form 1  SafetyOpen(TUNID,  OUNID,  CPCRC,  SCID,  data,  DataCRC)

IEC  
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Figure  61  – Connection  ownership  state  chart 

To establ i sh  ownersh ip  of the  configuration  (and  the  connection  i n  ou tpu ts),  i n  targets  the  
OUN ID  of the  orig inating  device  shal l  be  passed  to  the  target i n  the  SafetyOpen  service.  

The  OUN ID  of the  orig inating  device  shal l  be  stored  in  non-volati l e  storage  wi th  the  
configuration  to  wh ich  i t  i s  associated .  

Ou tpu t devices  shal l  store  the  OUN ID  associated  wi th  safety ou tpu ts  to  prevent other 
orig inators  from  h i jacking  ou tpu ts  i nadverten tl y.  Keeping  the  orig inator OUN ID  associated  wi th  
the  configuration  wi l l  a l l ow mu l tip le  devices  to  connect to  an  i npu t device  and  sti l l  main tain  
configuration  ownersh ip.  F igure  62  defines  the  mapping  of the  SafetyOpen  UN IDS  to  the  
target device  orig inator ownersh ip  l ocations.  

 

Figure  62  – SafetyOpen  UN ID  mapping  

8.7  Bridging  d i fferent physical  layers  

CPF 2  nodes  share  a  common  appl ication  and  user l ayer as  defined  in  F igure  63.  
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Figure  63  – Common  CPF  2  appl ication  layer 

The  CPF  2  connection  objects  are  the  en ti ties  that reconci l e  the  i nherent d i fferences  between  
the  capabi l i ties  and  services  provided  by the  underlying  networks,  exchang ing  SI L  3  data  wi th  
the  appl ication  objects  above.  For i nstance,  CP  2/3  physical  l ayer ( i . e.  CAN)  data  frames  are  
l im i ted  to  a  maximum  of 8  octets  each .  The  CPF  2  connection  object i n  a  CP  2/3  node  
transports  I /O  packets  larger than  8  octets  via  CP  2/3 ’s  I /O  fragmentation  protocol ;  where  as  
on  the  h igher-capaci ty networks  l i ke  CP  2/2 ,  the  maximum  connection  s ize  of 51 1  octets  fi ts  
i n to  one  physical  l ayer data  frame.  Once  a  safety connection  i s  establ i shed ,  the  safety-related  
appl ication  layer exchanges  safety data  wi th  the  safety connection  objects.  

The  safety protocol  has  been  designed  to  enable  end-to-end  transport of the  safety data  
wi thou t requ i ring  speci fi c knowledge  of the  safety protocol  wi th in  or SI L  3  assessment of 
i n termed iate  devices.  F igure  64  depicts  an  end-to-end  connection  between  a  safety node  on  
CP  2/3  and  a  safety node  on  CP  2/1  rou ted  across  a  CP  2/2  network.  The  safety connection  
endpoin ts  enable  the  appl ication  l evel  peers  to  share  SI L  3  data.  

 

Figure  64 – End-to-End  routing  example  

Safety connection  establ ishment i s  dynamic on  every network.  CP  2/2  orig inators  employ the  
ForwardOpen  service  of the  connection  manager object.  The  connection  path  of a  
ForwardOpen  service’s  data  i ncludes  a  safety network segment for the  end  node.  Th is  safety 
network segment i n forms  the  recipien t that a  connection  object capable  of supporting  a  safety 
connection  shal l  be  avai lable  i n  order to  accept the  request.  I t  a lso  i ncludes  data  used  to  
speci fy Connection  object attribu tes  re lated  to  i ts  safety behavior (for example  expectation  
timers).  

On  CP  2/3  Safety,  the  orig inator shal l  establ i sh  an  expl ici t  messag ing  connection  wi th  the  
rou ter or end -node  to  del i ver the  ForwardOpen  or SafetyOpen  service  requests.  The  other 
CPF  2  networks  (typical l y)  del i ver the  ForwardOpen  to  the  UCMM  wi thout a  connection .  
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8.8  Safety connection  establ ishment 

8.8.1  Overview 

Establ ish ing  safety connections  i s  a  key system  function .  There  are  two  safety e lements  that 
need  to  be  addressed ;  setting  up  a  connection  relationsh ip  i n  an  orig inator,  and  setti ng  up  a  
run-time  connection .  Th is  subclause  8 .8  wi l l  describe  the  system  requ i rements  to  perform  
both  of these  operations  wi th  i n tegri ty.  

8.8.2  Basic facts  for connection  establ ishment 

The  basic facts  for safety connection  establ ishment are  l i sted  below.  

•  SafetyOpen  i s  a  service  defined  in  the  Connection  object.  

– An  expl ici t  messag ing  connection  i s  requ i red  wi th  a  path  that targets  the  Connection  
object.  

•  ForwardOpen  i s  a  service  defined  i n  the  Connection  Manager object.  

– Th is  i s  an  unconnected  message  wi th  a  path  that targets  the  Connection  Manager 
object.  

– When  orig inating  from  a  CP  2/3  Safety orig inator,  an  expl ici t messag ing  connection  i s  
requ i red  wi th  a  path  that targets  the  Connection  Manager object.  

•  One  add i tional  set of connection  parameters  are  requ i red  i n  the  SafetyOpen  to  define  the  
th i rd  connection  poin t i n  CP  2/3  Safety nodes  when  the  connection  type  i s  Mu l tipoin t.  
These  parameters  are  contained  i n  the  Safety Segment.  

•  A nu l l  appl ication  path  i s  defined  to  mean  e i ther that a  connection  has  no  appl ication  data,  
or the  SafetyOpen  con tains  no  configuration  data.  Each  safety modu le  vendor shal l  define  
a  nu l l  path  that i s  appropriate  for thei r device.  A nu l l  path  shal l  a lways  use  a  fu l l  path  
reference  ( i . e.  20  04  24  [vendor speci fic i nstance]) .  For EDS-based  devices,  the  selected  
nu l l  i nstance  shal l  be  d i sclosed  wi th  an  en try i n  the  connection  manager section  of the  
EDS  fi l e  (refer to  I SO  1 5745-4:2003,  Annex C).  

•  The  appl ication  path  for the  Time  Coord ination  connection  shal l  a lways  be  a  nu l l  path .  

•  Form  2  SafetyOpen  (no  configuration  data)  shal l  i nclude  a  nu l l  appl ication  path  for the  
configuration  path .  

•  There  i s  no  path  requ i red  for the  Time  Correction  connection .  

•  The  extra  parameters  of the  th i rd  connection  poin t are  named  and  have  values  as  fol lows:  

– Time  Correction  RPI ;  

– Time  Correction  Network Connection  ID ;  

– Connection  Type  =  Mu l tipoin t;  

– Priori ty =  H igh  Priori ty;  

– F ixed /Variable  =  F ixed ;  

– Connection  S ize  =  6  ( fi xed  Time  Correction  s ize).  

•  The  Time  Correction  Network Connection  ID  i s  not part  of the  CPCRC.  

•  The  standard  O-to-T and  T-to-O  connection  s izes  shal l  a lways  reflect the  2-connection  
s ize  for each .  I n  other words,  the  connection  that has  the  Data  and  Time  Correction  
packets  concatenated  wi l l  have  a  s ize  that reflects  th is  combination .  I t  wi l l  be  the  
responsibi l i ty of bri dges  and  the  CP  2/3  Safety nodes  to  calcu late  the  appropriate  s izes  for 
the  connection  resources  on  CP  2/3  Safety ( th is  i s  made  easier i n  that the  s ize  of the  th i rd  
connection  poin t,  provided  i n  the  SafetyOpen  message,  can  be  added  or subtracted).  

8.8.3  Configuring  safety connections  

Th is  subclause  8. 8. 3  defines  the  parameters  needed  to  perform  the  safety protocol .  I t  a l so  
defines  the  Safety Segment parameters  needed  to  be  passed  in  the  SafetyOpen  to  properly 
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set up  a  safety connection .  Th is  subclause  8 . 8.3  wi l l  describe  how these  parameters  get 
assigned  and  suggest reasonable  defau l ts  for a  safety system.  

The  parameters  that need  to  be  configured  for a  safety connection  are:  

•  Target UN ID;  

•  Orig inator UN ID;  

•  EPI ;  

•  P i ng  I n terval  EPI  Mu l tip l ier;  

•  Time  Coord  Msg  M in  Mu l tip l ier;  

•  Timeou t_Mu l tip l ier;  

•  Max Consumer Number;  

•  Network Time  Expectation  Mu l tip l ier;  

•  ASYNC;  

•  Max_Fau l t_Number (Extended  Format on ly) .  

Al l  bu t the  ASYNC parameter are  i ncluded  i n  the  SafetyOpen  service.  The  configuration  
Software  for a  Safety Connection  Orig inator shal l  provide  a  means  for the  fol lowing  
parameters  to  e i ther be  configured  or g iven  defau l t  values:  Expected  Packet I n terval ,  Target 
UN ID,  Orig inator UN ID,  Timeout_Mu l tip l i er,  P ing  I n terval  EPI  Mu l tipl ier,  Time  Coord  Msg  M in  
Mu l tipl ier,  Max Consumer Number,  Network Time Expectation  Mu l tip l ier,  ASYNC and  
Max_Fau l t_Number (Extended  Format on ly) .  The  range  of values  for Max_Fau l t_Number shal l  
be  restricted  to  the  range  0  to  255.  Table  1 01  summarizes  how these  parameters  and  others  
wi l l  be  obtained .  

Table  1 01  – Safety connection  parameters  

Parameter Suggested  configuration  method  Suggested  defau l t  value  

Data  Expected  Packet  I n terval  
(EPI )  

U ser ass igned  or tool -based  
estimation  

None,  user shal l  provide  one  

Time  Coord i nati on  EPI  Data  EPI  ×  Ping  I n terval  EPI  
Mu l ti p l i er 

Software  ca l cu lated  

Time  Correcti on  EPI  Data  EPI  ×  Ping  I n terval  EPI  
Mu l ti p l i er 

Software  ca l cu lated  

Target  UN ID  U ser ass igned  or obtai ned  by 
software  

None,  user shal l  provide  one  

Ori g i nator UN ID  User ass igned  None,  user shal l  provide  one  

Timeout_Mu l ti p l i er U ser ass igned  2  

P i ng  I n terval  EPI  Mu l ti p l i er Defau l t  va l ue  for i n pu ts  or ou tpu ts  1 00  for i npu ts   
1 9  for ou tpu ts  

Time  Coord  Msg  M in  Mu l ti p l i er Defau l t  va l ue  on  path  2  for non -bri dged   
3  for bri dged  

Max Consumer N umber F i xed  val ue  1 5  

Network Time  Expectati on  
Mu l ti p l i er 

Calcu l ati on  Calcu l ated  

ASYNC EDS  fi l e  i npu t 1  (asynchronous)  

I n i ti a l  Time  Stamp  (Extended  
Format  on l y)  

Dynamic  ass i gnmen t None,  producer shal l  ass i gn  a  
val ue  based  on  connection  format 
and  type  

I n i ti a l  Rol l over Coun t  (Extended  
Format  on l y)  

Dynamic  assi gnmen t None,  producer shal l  ass i gn  a  
val ue  based  on  connection  format 
and  type  

Max_Fau l t_Number (Extended  
Format  on l y)  

Defau l t  va l ue  5  
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8.8.4 Network time  expectation  mu ltipl ier 

One  of the  primary calcu lations  requ i red  of a  Safety Configuration  Tool  or Connection  
Orig inator i s  the  calcu lation  of the  Network Time Expectation  Mu l tipl ier.  Th is  subclause  8 .8.4  
provides  a  s impl i fied  way to  do  th is  calcu lation .  

Subclause  9. 3 . 2  defines  the  Network Time  Expectation  Mu l tip l ier as:  

Network_Time_Expectati on_Mu l ti p l i er >   [EPI_i n_sec  ×  Timeout_Mu l ti p l i er 
+  Safety_Message_Time(max)  
+  Time_Coord_Message_Time(max)]  /  1 28  µs  
+  Connecti on_Correcti on_Constan t  

(1 1 )  

Some  s impl i fying  assumptions  can  be  made  as  fol lows:  

•  Safety Message  Time  (max)  =  1  EPI ;  

•  Time  Coord ination  Msg  Time  =  Safety Message  Time  (max);  

•  E ffect of Time_Dri ft_Constant i s  neg l ig ib le  (Connection  Correction  Constan t can  be  
i gnored).  

Under these  assumptions,  the  general ized  equation  can  be  stated :  

Network Time  Expectation  Mu l tip l ier =  [EPI_in_sec  ×  (Timeout_Mu l tipl ier +  2)]  /  1 28  µs  (1 2)  

Where:  

 The  value  does  not exceed  5, 8  s  

The  Network Time Expectation  Mu l tip l ier parameter can  now be  determined  by a  common  set 
of user i npu ts  and  one  EDS  fi l e  parameter.  

F igure  65  shows  where  the  various  parameters  defined  in  Table  1 01  are  obtained .  I t  a l so  
shows  how these  parameters  are  used  by the  software  to  construct the  safety segment of a  
SafetyOpen .  

 

Figure  65  – Sources  for safety related  connection  parameters  
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F igure  66  defines  how the  SafetyOpen  parameters  are  mapped  i n  Orig inators  and  Targets  of 
a  safety connection .  

 

Figure  66  – Parameter mapping  between  orig inator and  target 

8.8.5  Establ ish ing  connections  

When  configuration  data  i s  transmi tted  wi th in  the  SafetyOpen  th is  i s  defined  as  a  Form  1  
SafetyOpen .  When  no  configuration  data  i s  transmi tted  wi th in  the  SafetyOpen  th is  i s  defined  
as  a  Form  2  SafetyOpen .  Th is  i s  defined  in  F igure  67.  

I f a  connection  has  configuration  data,  th is  configuration  data  shal l  on ly be  sen t when  i t  i s  
needed .  Un less  the  configuration  has  been  changed ,  th is  shal l  be  accompl ished  by send ing  a  
Form  2  SafetyOpen ,  and  on ly fo l lowed  wi th  a  Form  1  SafetyOpen  i f the  target responds  wi th  
Device  Not Configured  error.  

When  a  device  receives  a  Form  1  SafetyOpen  contain ing  configuration  data  and  an  SCID  that 
matches  i ts  existing  configuration ,  i t  shal l  re-apply the  configuration .  Al l  existing  ru les  checks  
( i . e .  OUN ID  and  TUN ID  checks)  shal l  sti l l  apply.  

S ince  a l l  safety nodes  are  requ i red  to  have  NV storage  for configuration  data,  th is  i s  on ly 
l i kely on  device  replacement,  i n i ti a l  start-up  or when  the  configuration  has  changed .  Th is  
process  i s  i l l ustrated  i n  F igure  68.  

Targets  shal l  respond  to  a  Form  2  SafetyOpen  wi th  an  error code  01 hex,  add i tional  code  
01 1 0hex  (device  not configured),  when  the  device  i s  not configured .  
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When  an  orig inator detects  that the  configuration  data  held  for a  device  has  changed ,  i t  shal l  
a lways  i ssue  a  Form  1  connection  request the  fi rst  time  i t  connects.  The  SCID  returned  shal l  
be  val i dated  against the  value  held .  

There  are  two  kinds  of Form  2  SafetyOpens:  wi th  and  wi thout the  SCID.  

•  Form  2a:  When  a  target receives  a  Form  2  SafetyOpen  (no  configuration  data)  
accompan ied  by a  non-zero  Safety Configuration  ID  (SCID  =  SCCRC +  SCTS),  i t  shal l  
compare  i t  against the  SCID  of the  configuration  and  on ly accept the  connection  i f they 
match .  

•  Form  2b:  When  a  target receives  a  Form  2  SafetyOpen  (no  configuration  data)  
accompan ied  by a  zero  value  SCID,  i t  skips  the  check.  

Table  1 02  provides  a  summary of the  Forms  of SafetyOpens.  

Table  1 02  – SafetyOpen  summary 

 Form  1 SafetyOpen  wi th  
data  

Form  2aSafetyOpen  wi th  
SCID  check 

Form  2bSafetyOpen  wi thout  
SCID  check  

TUN ID  X X  X 

OUN ID  X X  X 

UPIDa  X X X 

CPCRC X X X 

SCID  X X  =  0  

Con fi g .  Data  i n  
SafetyOpen  

Yes  No  No  

a  UPID  i s  deri ved  from  componen ts  i n  the  SafetyOpen  or from  appl i cati on  data  retu rned  i n  the  SafetyOpen  
response.  See  6 . 3 . 1 2 .  

 

The  processing  of SafetyOpens  in  Targets  wi l l  d i ffer depend ing  on  the  Form  of SafetyOpen  
message  that i s  received .  F igure  68  defines  the  message  and  event sequence  for the  Form  1  
SafetyOpen  and  the  objects  that are  responsible  for the  various  processing  steps.  F igure  68  
defines  that the  primary d i fference  between  processing  Form  1  and  Form  2  i s  the  step  where  
configuration  data  i s  passed  to  a  configuration  assembly and  an  owner assigned  to  that 
configuration .  
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Figure  67  – CP  2/3  Safety connection  establ ishment in  targets  for Form  2a  SafetyOpen  
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Figure  68  – General  sequence  to  detect configuration  is  requ ired  

8.8.6  Recommendations  for consumer number al location  
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i n i ti a l  a l l ocation ,  bu t i n  deal i ng  wi th  the  case  where  a  producer has  closed  a  connection  for 
some  reason  and  now needs  to  decide  when  i t  i s  acceptable  to  re-assign  that consumer 
number again .  
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detecting  that i t  has  not gotten  a  Time  Correction  message  wi th in  Timeout_Mu l tipl ier.PI  +  1  
p ing  i n tervals.  During  th is  period ,  the  Consumer sti l l  th inks  the  connection  i s  open ,  i s  sti l l  
processing  received  data,  and  i s  sti l l  send ing  Time  Coord ination  responses  (even  though  the  
producer i gnores  them).  

I f a  producer were  to  get a  new connection  request from  another consumer and  re-al locate  
th is  consumer number,  there  wou ld  be  two  consumers  using  the  same number during  th is  
period .  The  producer wou ld  again  start processing  Time  Coord ination  responses  and  send ing  
Time  Correction  messages  wi th  that consumer number.  I n  other words,  i f the  tim ing  were  j ust 
ri gh t,  the  ol d  consumer m ight never detect the  connection  has  fai led  and  there  wou ld  exist  two 
consumers  wi th  the  same  number send ing  confl icting  clock i n formation  and  using  confl icting  
correction  values.  Wh i le  th is  case  wi l l  u l timately be  detected  by the  producer th rough  PID  
seed ing ,  a  means  shal l  be  employed  to  m in im ize  the  occurrence.  

Mu l tipoin t producers  shal l  quaran tine  consumer numbers  that have  been  taken  off- l ine  for 
Timeout_Mu l tipl ier.PI  +  2  p i ng  i n tervals  before  i t  can  be  re-al located  to  another connection .  
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The  on ly exception  to  th i s  i s  when  a  Consumer i ssues  a  ForwardClose  to  noti fy the  producer 
that the  connection  i s  being  closed .  I n  th is  case,  the  consumer number can  be  re-used  
immed iately.  

8.8.7  Recommendations  for connection  establ ishment 

When  a  mu l tipoin t consumer decides  to  un i l ateral l y close  a  connection ,  the  on ly way for a  
producer to  detect th is  even t (other than  getting  a  Forward  Close  from  the  consumer)  i s  when  
i t  no  l onger receives  a  Time  Coord ination  response  for Timeout_Mu l tip l ier.PI  +  2  Ping  
I n tervals.  During  that time  in terval ,  the  consumer number i s  sti l l  a l located  to  that consumer.  
There  i s  a  strong  l i kel ihood  that wh i l e  th is  connection  i s  sti l l  open ,  that consumer wi l l  i ssue  a  
new SafetyOpen .  Producers  have  two  options  in  th is  case:  

•  Search  through  the  existi ng  connections  and  see  i f a  connection  to  th is  same  consumer i s  
a l ready establ ished  and  i f so,  re-issue  the  consumer number again ;  

•  Al l ocate  a  new consumer and  a l l ow the  o ld  consumer number to  time-ou t and  go  th rough  
quaran tine.  

The  fi rst option  i s  the  more  compl icated  to  code,  bu t i s  the  recommended  option  s ince  i t  offers  
a  more  robust re-al location  scheme for consumer numbers.  The  advantage  of the  second  
option  i s  that i t  i s  s impler to  implement,  bu t a l l ows  for consumer numbers  to  l angu ish  i n  
quaran tine  l onger than  necessary.  The  second  option  can  a lso  make connection  startup  
problematic for appl ications  where  the  number of consumers  i s  >  8 .  

I f option  one  i s  used ,  the  recommended  scheme to  match  up  connections  shou ld  be  to  match  
up:  

•  OUN ID,  and  

•  Appl ication  data  path .  

I f these  match  up  wi th  the  parameters  of an  existi ng  connection ,  then  that device’s  consumer 
number can  be  re-issued .  

8.8.8  Ownersh ip  establ ishment 

Subclause  8. 9  d iscusses  two  methods  of establ ish ing  connection  ownersh ip,  th rough  the  
software  tools  or from  the  SafetyOpen .  I t  i nd icates  that devices  are  requ i red  to  support a  
faci l i ty to  a l l ow “tool  on ly”  configuration  or orig inator configuration .  I t  a lso  impl ies  that 
attempts  to  reconfigure  a  device  via  the  SafetyOpen  wi l l  be  rejected  i f the  configuration  i s  
l ocked .  I f the  “ tool  on ly”  state  i s  not set,  the  OUN ID  of the  selected  orig inator can  also  be  set 
by the  software  tool  during  target device  commission ing  for added  securi ty.  

Th is  subclause  8. 8.8  wi l l  define  how th is  capabi l i ty has  been  defined  i n  the  new Safety 
objects.  The  new Safety objects  are  requ i red  in  devices  that wi l l  be  configured  by the  Safety 
Network Configuration  Tool  (SNCT).  

To  establ ish  ownersh ip  of the  configuration  (and  the  connection  i n  ou tpu ts),  the  OUN ID  of the  
orig inating  device  i s  passed  to  the  target i n  the  SafetyOpen  message.  

Safety devices  shal l  NV-store  the  OUN ID  for the  configuration  in  the  device.  Also,  safety 
devices  shal l  NV-store  the  s ignature  for the  configuration  (SCID)  i n  the  device.  The  SCID  i s  
derived  by concatenating  the  SCCRC and  the  SCTS  in  the  SafetyOpen .  

Outpu t devices  shal l  NV-store  the  OUN ID  associated  wi th  the  safety ou tpu t connection .  

When  the  user has  tested  and  veri fi ed  the  tool -generated  configuration ,  they can  lock the  
configuration  from  changes  and  flag  i t  as  “Locked”.  The  “Configuration  Lock”  fl ag  i s  an  
attribu te  of the  Safety Supervisor.  To  mod i fy i t,  a  password  can  be  provided  wh ich  provides  
user defined  securi ty.  
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Devices  wh ich  are  configured  by the  SafetyOpen  cannot have  a  “Configuration  Lock”  
cond i tion .  The  assumption  i s  the  Lock cond i tion  i s  set and  control led  at the  connection  
orig inator.  

8.8.9  Ownership  use  cases  

8.8.9. 1  General  

Th is  subclause  8 .8.9  wi l l  present a  series  of connection  scenarios  where  configuration  i s  a l so  
being  attempted .  Each  scenario  wi l l  provide  a  brief description  of how the  device  shou ld  deal  
wi th  each  case.  Most of these  cases  u ti l i ze  the  SafetyOpen  to  configure  the  device.  As  such ,  
the  tool -based  configuration  features  such  as  the  “Configuration  Lock”  attribu te  shal l  not be  i n  
use.  

8.8.9.2  The  user-designated  owner connects  and  configures  an  un-owned,  un-
configured  input device  – (OUN ID  assigned  at  fi rst  connection)  

The  Configuration  Lock attribu te  in  the  target shal l  be  “un locked”  and  the  Safety Supervisor 
shal l  be  i n  Configure  mode;  device  has  no  configuration .  The  SafetyOpen  i s  val idated  by the  
target device  as  being  correct and  the  orig inator OUN ID  i s  stored  i n  the  target and  re lated  to  
the  configuration .  A poin t-to-poin t or mu l tipoin t connection  i s  establ i shed .  Normal  operation  
starts.  

The  orig inator of a  Form  1  SafetyOpen  that configures  a  previously unconfigured  and  
unowned  i npu t device  shal l  become the  owner of the  configuration .  

8.8.9.3  The  user-designated  owner connects  and  configures  an  un-owned,  un-
configured  output device  – (OUNID  assigned  at  fi rst  connection)  

The  Configuration  Locked  attribu te  i n  the  target shal l  be  “un locked”  and  the  Safety Supervisor 
shal l  be  i n  Configure  mode;  device  has  no  configuration .  The  SafetyOpen  i s  va l i dated  by the  
target device  as  being  correct and  the  OUN ID  i s  stored  in  the  target and  re lated  to  the  
configuration  and  the  connection .  A poin t-to-poin t connection  i s  establ i shed .  Normal  operation  
starts.  

A Form  1  SafetyOpen  that configures  a  previously unconfigured  and  unowned  ou tpu t device  
shal l  become the  owner of both  the  connection  and  the  configuration .  

8.8.9.4 Owner connects  and  configures  an  owned,  un-configured  input device  – 
(OUNID  assigned  by tool )  

The  Configuration  Lock attribu te  i n  the  target shal l  be  “un locked”  and  the  Safety Supervisor 
shal l  be  i n  Configure  mode;  device  has  no  configuration .  The  SafetyOpen  i s  va l i dated  by the  
target device  as  being  correct and  the  SafetyOpen  OUN ID  matches  the  stored  OUN ID.  A 
poin t-to-poin t or mu l tipoin t connection  i s  establ ished .  Normal  operation  starts.  

8.8.9.5  Owner connects  and  configures  an  owned,  unconfigured  output device  – 
(OUNID  assigned  by tool )  

The  Configuration  Lock attribu te  i n  the  target shal l  be  “un locked”  and  the  Safety Supervisor 
shal l  be  i n  Configure  mode;  device  has  no  configuration .  The  SafetyOpen  i s  val idated  by the  
target device  as  being  correct and  the  SafetyOpen  OUN ID  matches  the  stored  OUN ID  for the  
configuration  and  the  connection .  The  target stores  the  configuration .  A poin t-to-poin t 
connection  i s  establ ished .  Normal  operation  starts.  

A second  device  attempts  to  connect to  an  owned  poin t-to-poin t ou tpu t connection .  

I f no  connections  are  open  the  SafetyOpen  wi l l  be  evaluated  by the  target device.  I f a  Form  1  
SafetyOpen  i s  sen t where  the  orig inator OUN ID  i s  d i fferent than  the  OUN ID  that i s  stored  wi th  
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the  connection  the  SafetyOpen  shal l  be  re jected  and  an  error message,  “O_UN ID  M ismatch”  
i s  retu rned .  

8.8.9.6  Owner connects  and  attempts  to  re-configure  a  tool -owned,  configured  
device  – (Configuration  Lock set)  

I f an  orig inator attempts  to  configure  a  device  wi th  the  Configuration  Lock attribu te  set,  the  
device  shal l  re ject the  SafetyOpen  and  return  an  error message  “Configuration  Not Al lowed”  
i s  retu rned .  

8.8.9.7  Device  reconfiguration  – Input Device 

The  owner of a  device  sends  a  SafetyOpen  wi th  configuration  data  p l us  an  SCID  (SCCRC and  
SCTS)  to  the  target device.  The  data  may or may not be  the  same as  what exists  i n  the  
device  and  the  SCID  may or may not match  the  existing  SCID.  Regard less,  as  l ong  as  the  
fol lowing  process  i s  fo l lowed ,  i t  shou ld  treat the  message  as  a  re-configuration .  

A target i npu t device  that has  an  existi ng  configuration  shal l  (at  a  m in imum)  do  the  fol lowing  
when  a  Form  1  SafetyOpen  i s  received :  

•  veri fy that the  TUN ID  i n  the  SafetyOpen  matches  the  device  TUN ID;  

•  i f configuration  data  in  i ncluded  (Form  1 ) ,  veri fy that the  OUN ID  i n  the  SafetyOpen  
matches  the  stored  OUN ID;  

•  veri fy the  E lectron ic Key matches  the  device;  

•  ca lcu late  the  SCCRC over the  received  data  and  confi rm  that i t  obtains  the  same value;  

•  veri fy the  CPCRC over the  configuration  i s  correct;  

•  s tart  i ts  reconfiguration  process  (en ters  Config  State) ,  close  and  i nh ib i t  connections  du ring  
the  reconfiguration  (respond  to  connection  requests  wi th  an  error response,  “ I nval id  
Mode/State”) ;  

•  u pdate  the  configuration  and  SCID  in  NV Memory;  

•  veri fy and  val idate  the  connection  parameters;  

•  va l idate  the  appl ication  path ;  

•  con fi rm  the  safety connection  requested  i s  supported ;  

•  safety parameters  are  wi th in  val id  ranges;  

•  transi tion  the  connection  to  the  establ i shed  state,  and  the  device  to  the  execu ting  state;  

•  new connections  can  now be  accepted .  

A connection  of the  requested  type  i s  establ ished .  Wh i le  new connections  can  again  be  
accepted ,  these  other devices  shal l  now ei ther have  the  new SCID,  or connect wi th  an  
SCID  =  0 .  

8.8.9.8  Device  reconfiguration  – Output Device  

The  owner of a  device  sends  a  SafetyOpen  wi th  configuration  p lus  an  SCID  to  the  target 
device.  The  data  may or may not be  the  same as  what exists  i n  the  device  and  the  SCID  may 
or may not match  the  existi ng  SCID.  Regard less,  as  l ong  as  the  fol lowing  process  i s  fo l lowed ,  
i t  shou ld  treat the  message  as  a  re-configuration .  

A target ou tpu t device  that has  an  existi ng  configuration  shal l  (at a  m in imum)  do  the  fol l owing  
when  a  Form  1  SafetyOpen  i s  received :  

•  i f the  connection  path  i s  to  an  ou tpu t resource,  veri fies  that the  OUN ID  in  the  SafetyOpen  
matches  the  OUN ID  for the  connection ;  

•  veri fy that the  TUN ID  i n  the  SafetyOpen  matches  the  device  TUN ID;  
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•  veri fy the  E lectron ic Key matches  the  device;  

•  i f configuration  data  in  i ncluded  (Form  1 ) ,  veri fy that the  OUN ID  in  the  SafetyOpen  
matches  the  stored  OUN ID  for the  configuration ;  

•  ca lcu late  the  SCCRC over the  received  data  and  confi rm  that i t  obtains  the  same  value;  

•  veri fy the  CPCRC over the  configuration  i s  correct;  

•  s tart  i ts  reconfiguration  process  by closing  and  i nh ib i ti ng  connections  during  the  
reconfiguration  (respond  to  connection  requests  wi th  an  error response,  “ I nval id  
Mode/State”) ;  

•  u pdate  the  configuration  and  SCID  i n  NV memory;  

•  veri fy and  val idate  the  connection  parameters;  

•  va l idate  the  appl ication  path ;  

•  con fi rm  the  safety connection  requested  i s  supported ;  

•  safety parameters  are  wi th in  val id  ranges;  

•  transi tion  the  connection  to  the  establ i shed  state,  and  the  device  to  the  execu ting  state.  

A connection  of the  requested  type  shou ld  now be  establ ished .  

8.8.9.9  Connection  establ ishment to  a  previously owned  device  (Changing  OUN ID)  

When  attempting  to  configure  a  device  that has  another owner,  a  SafetyOpen  configuration  
request ( i . e . ,  Form  1 )  wi thout a  match ing  OUN ID  wi l l  be  rejected  wi th  an  error response,  
“OUN ID  M ismatch” .  

To  clear an  existing  OUN ID,  safety targets  shal l  support a  “reset to  ou t-of-box”  us ing  a  reset 
swi tch  on  the  device  or us ing  the  specia l  reset command  defined  i n  the  Safety Supervisor.  

I f the  device  has  a  Safety I /O  connection  when  a  reset command  i s  received ,  the  reset 
command  shal l  be  re jected  and  an  error message returned ,  “ I nval id  Mode/State” .  I n  order for 
a  device  to  be  reset by command  i t  shal l  not have  Safety I /O  connections  establ i shed .  

A second  device  attempts  to  connect to  an  owned  mu l tipoin t connection .  

A second  orig inator sends  a  SafetyOpen  ( i . e . ,  Form  2a,  or Form  2b)  to  a  device  that has  a  
mu l tipoin t connection  owned  by another orig inator.  I f the  SCID  i n  the  SafetyOpen  i s  non-zero,  
the  SCID  i s  compared  to  the  saved  SCID.  I f the  s i gnatures  match ,  the  connection  i s  
establ i shed .  I f the  si gnature  does  not match ,  the  error response  “SCID  M ismatch”  i s  returned .  
The  owner does  not need  to  be  active  during  th is  process.  

A target device  that has  an  existi ng  configuration  shal l  (at a  m in imum)  do  the  fol lowing  when  
a  Form  2a  or 2b  SafetyOpen  i s  received :  

•  i f the  connection  path  i s  to  an  ou tput resource,  veri fies  that the  OUN ID  i n  the  SafetyOpen  
matches  the  OUN ID  for the  connection ;  

•  i f the  SCID  i s  non-zero,  confi rm  the  SCID  matches  the  device  SCID;  

•  veri fy that the  TUN ID  i n  the  SafetyOpen  matches  the  device  TUN ID;  

•  veri fy the  E lectron ic Key matches  the  device;  

•  veri fy the  CPCRC over the  configuration  i s  correct;  

•  veri fy and  val idate  the  connection  parameters;  

•  va l i date  the  appl ication  path ;  

•  confi rm  the  safety connection  requested  i s  supported ;  

•  safety parameters  are  wi th in  val id  ranges;  
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•  transi tion  the  connection  to  the  establ i shed  state.  

8.8.1 0  PID/CID  usage and  establ ishment 

The  PID/CID  seed ing  mechan ism  has  been  defined  to  detect message  i nsertion  from  an  
i nval id  source.  Th is  i nsertion  can  occur from  another producer send ing  Safety Data,  another 
producer send ing  Time  Correction  messages,  or an  i nval id  consumer send ing  Time 
Coord ination  messages.  Al l  these  cases  wi l l  be  covered  by the  PID/CID  scheme i n  the  Safety 
Protocol .  The  key to  th is  i s  the  exchange  of PID/CID  i n formation  during  the  connection  
establ ishment process.  The  Producer wi l l  provide  i ts  PID  to  a l l  i ts  consumers,  and  a l l  the  
consumers  shal l  provide  thei r respective  CID  back to  the  producer.  Th is  exchange  occurs  
regard less  of who  orig inates  the  connection ,  or what type  of safety connection  i s  being  
establ ished .  

During  connection  establ i shment the  producing  and  consuming  nodes  shal l  exchange  thei r 
respective  PID/CID  in formation  (Vendor ID  +  Device  Serial  Number +  Connection  Seria l  
Number).  The  orig inator sends  i ts  ID  i n  the  SafetyOpen  request,  and  the  target returns  i ts  ID  
as  part of the  SafetyOpen  Success  response.  The  two  cases  are  defined  in  F igure  69.  

The  PID  shal l  be  used  to  seed  Data  production  CRCs  and  Time  Correction  CRC,  and  the  CID  
shal l  be  used  to  seed  the  Time  Coord ination  CRC.  

 

Figure  69  – PID/CID  exchanges  for two orig inator scenarios  

8 .8.1 1  Proper PID/CID  usage  in  mu ltipoint  and  point-to-point connections  

The  d iagram  shown  in  F igure  70  i l l ustrates  how the  Producer and  Consumer ID  parameters  
are  to  be  used  to  generate  the  CRC seed  values  for both  the  Base  and  Extended  Format.  Th is  
d iagram  defines  the  mu l tipoin t case,  bu t i t  a lso  appl ies  to  Poin t-to-poin t connections  as  wel l  
( th is  i s  done  s imply for consistency).  References  to  TS  _Rol lover_Cnt and  Rol lover Detector 
on ly appl ies  to  the  Extended  Format i s  not used  in  the  Base  Formats.  The  producer seeds  are  
generated  using  on ly the  S1 ,  S3  and  S5  generators  ( i . e .  same  seed  used  for S1  and  S2  CRC 
calcu lations)  and  the  CID  seed  i s  generated  wi th  the  S3  and  S5  generator.  

IEC  

Orginator/Consumer Target/Prducer

Safety Forward Open()

Safety Forward  Open Response()

CPCRC,  OUNID,  TUNID,  SCID,  CID

Success,  Respnose Data =  PID,  Consumer #,  ID & RPI  if needed

Orginator/Producer Target/Consumer

Safety Forward Open()

Safety Forward Open Response()

CPCRC,  OUNID,  TUNID,  SCID,   PID

Success,  Respnose Data =  CID,   ID & RPI  if needed
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Figure  70  – Seed  generation  for mul tipoint  connections  

PID  parameters  shal l  be  used  to  seed  the  CRCs  for Produced  Data  messages  and  Time  
Correction  messages,  and  CID  parameters  shal l  be  used  to  seed  the  CRC for the  Time  
Coord ination  responses.  

As  shown  in  the  fi gure,  mu l tipoin t producers  wi l l  need  to  main tain  a  consumer array to  keep  
track of the  seed  value  for each  a l located  consumer number.  The  scheme shal l  a lso  apply to  
Poin t-to-poin t connections  except that on ly one  consumer seed  value  needs  to  be  main tained .  

The  d iagram  shown  i n  F igure  71  i l l ustrates  how the  seed  values,  set up  during  connection  
establ ishment,  get used  i n  the  run-time  data  production .  
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Figure  71  – PID/CID  runtime handl ing  

8 .8.1 2  Network supported  services  

The  purpose  of subclauses  8 .8. 1 2  and  8 . 8. 1 3  i s  to  promote  compatib i l i ty between  devices  
developed  to  exchange  safety data  over the  FSCP 2/1  Safety Networks.  I t  defines  gu idel ines  
on  wh ich  safety services  shou ld  be  supported  by the  d i fferen t safety device  types.  

The  goal  i s  to  a l l ow the  development of i npu t and  ou tpu t devices  wh ich  range  from  very 
s imple  d iscrete  I /O  to  smart h i gh  functional i ty special ty I /O  modu les.  When  an  i npu t or ou tput 
modu le  reach  a  certain  l evel  of functional  requ i rements,  they may need  to  be  viewed  as  
embedd ing  a  safety Log ic Device  wi th in  the  modu le.  
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8.8.1 3  FSCP 2/1  safety device  type  

8.8.1 3. 1  General  

To simpl i fy the  exchange  of i n formation  and  presentation  of Safety Data  to  the  users  of 
mu l tiple  systems,  the  devices  that participate  on  the  safety network are  d ivided  i n to  4  device  
types.  The  device  types  are:  

•  I npu t Devices;  

•  Log ic Devices;  

•  Ou tpu t Devices;  

•  I /O  Devices.  

I npu t Devices  are  devices  that translate  user s i gnals  i n to  safety data  and  send  the  safety data  
to  Log ic Devices.  I npu t Devices  do  not receive  safety data  other than  the  safety connection  
status.  I f a  device  wi th  i npu t i n formation  needs  to  receive  safety data  from  the  other s ide  of 
the  safety connection ,  i t  shou ld  be  considered  an  I /O  Device  or a  Log ic Device,  and  fol low the  
gu idel ines  of the  I /O  or Log ic Safety Device  Type.  

Log ic Devices  are  devices  that process  Safety I npu t Data  and  Produce  Ou tpu t Data.  D i rect 
commun ication  between  I npu t Devices  and  Ou tput Devices  i s  not supported .  A Log ic Device,  
no  matter how s imple,  has  to  be  between  an  I npu t Device  and  an  Ou tpu t Device.  

Ou tpu t Devices  are  devices  that present some s ignal  to  the  user’s  envi ronment based  on  the  
safety data  consumed  by the  device.  Ou tpu t Devices  may have  status  that i s  produced  back 
to  the  Log ic Device.  

I /O  Devices  are  devices  that have  both  Safety I npu ts  and  Safety Ou tpu ts.  

8.8.1 3.2  Safety connection  category 

Al l  safety connections  can  be  p laced  i n  one  of four categories.  They are:  

•  I npu t_Device_To_Log ic_Device;  

•  Log ic_Device_To_Output_Device;  

•  Log ic_Device_To_I /O_Device  (an  Ou tpu t device  wi th  Status  i s  considered  an  I /O  Device);  

•  Log ic_Device_To_Log ic_Device.  

Log ic devices  may chose  to  support any or a l l  of the  safety connection  categories.  I f a  device  
does  support a  safety connection  category,  i t  shou ld  support a l l  the  recommended  services  of 
that category.  

8.8.1 3.3  Safety connection  services  

Table  1 03  defines  a l l  the  defined  Safety Val idator Services  that Connection  Targets  or 
Connection  Orig inators  can  support.  
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Table  1 03  – Orig inator/Target service  mapping  

Connection  orig inator 
or target 

Safety connection  types  Val idator type  

Type  Use  

Target Poi n t-to-poi n t  Producer Type  1  

Target Poi n t-to-poi n t  Consumer Type  2  

Target Mu l ti po i n t  Producer Type  3  

Ori g i nator Poi n t-to-poi n t  Producer Type  1  

Ori g i nator Poi n t-to-poi n t  Consumer Type  2  

Ori g i nator Mu l ti po i n t  Consumer Type  4  

 

Table  1 04  defines  the  Safety Val idator Services  that Connection  Targets  or Connection  
Orig inators  shou ld  not support.  Mu l tipoin t producers  are  not requ i red  to  i n i tiate  connections  to  
i ts  consumers;  the  consumers  shal l  connect to  i t;  Mu l tipoin t Consumers  shou ld  be  the  
connection  Orig inator,  and  Mu l tipoin t Producers  shou ld  be  connection  targets.  

Table  1 04 – Unsupported  orig inator/target service  types  

Connection  orig inator 
or target 

Safety connection  types  Val idator type  

Type  Use  

Target Mu l ti po i n t  Consumer N /A 

Ori g i nator Mu l ti po i n t  Producer N /A 

 

8.8.1 3.4 Services  supported  for each  category 

Figure  72  and  F igure  74  l i st the  preferred  Safety Connection  Services  for various  Connection  
Categories  (see  F igure  73  and  F igure  75  for fu rther clari fication).  For each  Safety Connection  
Category,  the  d i fferent columns  represent preferred  methods  of establ ish ing  safety 
connections  between  the  two  devices.  For any particu lar device,  on ly one  column  wou ld  be  
supported  at one  time.  
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    Supported  Services  for I nput  or Ou tput Type  

  Safety Connection  Category 1  2  3  

     I nput  
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To  

Log ic  

Device  

Log ic  

Device  

To  

Output  

Device  

Log ic  

Device  

To  

I /O  Device  

(Output wi th  Status)  

 Safety Connection  Service   

 Orig inator   
or Target 

Safety Connection  Type  

 

Op  1  Op  2   Op  1  Op  2  Op  3  

 

I npu t  

and  

Ou tpu t 

Devi ces  

Target Po i n t-to-poi n t  Producer   O    O   

Target Po i n t-to-poi n t  Consumer    R  R O   

Target Mu l ti poi n t  Producer  R    R    

           

 

 

Log ic  

Devi ces  

Ori g i nator Po i n t-to-poi n t  Producer    R  R O   

Ori g i nator Po i n t-to-poi n t  Consumer   O    O   

Ori g i nator Mu l ti poi n t  Consumer  R    R    

Key   

Op1 ,  2 ,  3  =  Opti onal  Combinations  

R =  Recommended  Services  for compati b i l i ty  

O  =  Opti onal  Service  

 

Figure  72  – Connection  categories  and  supported  services  
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Figure  73  – Recommended  connection  types  
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Figure  74 – Logic-to-log ic  supported  services  
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Figure  75  – Recommended  connection  types  for log ic  to  log ic 

8.9  Safety configuration  process  

8.9. 1  In troduction  to  safety configuration  

The  purpose  of th is  subclause  8 .9  i s  to  i den ti fy the  Safety Network Configuration  process  and  
the  configuration  data  flows  th rough  the  safety system.  Th is  subclause  8 .9  defines  the  system  
and  the  software  requ i rements  of the  Safety Network Configuration  i n terface  and  how data  i s  
protected  to  ensure  the  safety system  meets  SIL3.  

The  configuration  process  i s  comprised  of two  parts:  1 )  down load  and  2)  testi ng  and  
veri fication .  

Download  Process:  

During  the  down load  portion  of the  configuration  process  the  configuration  data  i s  transferred  
from  one  of the  fol l owing  two  sources:  

•  The  Safety Network Configuration  Tool  (SNCT)  to  the  device  being  configured ;  

•  From  the  orig inator to  the  target device.  

Veri fication  Process:  

•  Du ring  the  veri fication  stage  the  user wi l l  functional l y test the  device  i n  the  system,  and  
vi sual l y veri fy that the  correct configuration  data  has  been  transferred  to  the  device  being  
configured .  

•  Together the  protections  in  these  two  parts  ensure  that devices  are  su i tably configured  for 
use  i n  a  S I L3  envi ronment.  

8.9.2  Configuration  goals  

The  safety re lated  goals  for the  configuration  process  for FSCP 2/1  safety devices  are  shown  
i n  Table  1 05.  
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Table  1 05 – Configuration  goals  

Goal  Description  

Goal  1  To  ensu re  wi th  h i gh  i n tegri ty that  the  i n tended  confi gu rati on  created  by the  user wi th  the  
software  was  correctl y sen t to  and  saved  i n  the  safety d evice  

Goal  2  To  have  a  common  down load  process  that  i s  the  same  for the  transfer of con fi gu rati on  
d ata  to  a l l  safety devi ces  

Goal  3  To  have  a  common  down load  process  that  i s  the  same  for the  transfer of con fi gu rati on  
d ata  from  a  software  tool  or an  ori g i nati ng  device  du ri ng  confi gu rati on  

Goal  4  To  ensu re  wi th  S I L3  i n teg ri ty that  a  target  device  has  the  i n tended  confi gu rati on  pri or to  
open ing  a  safety connecti on .  The  measu res  used  du ri ng  con fi gu rati on  down load  shou l d  
be  reused  i n  the  safety connecti on  establ i shmen t process  

Goal  5  To  ensu re  u n i que  i den ti fi cati on  of confi gu rati on  wi th  or wi thou t  data  bei ng  i ncl uded  wi th i n  
a  connecti on  establ i shment 

 

8.9.3  Configuration  overview 

Safety configuration  beg ins  wi th  the  down load ing  of configuration  data  i n to  a  safety device.  
F igure  76  shows  the  possib le  configuration  data  transfers  in to  safety devices.  The  numbers  i n  
the  fi gure  are  references  to  the  d iscussion  numbering  below.  

 

Figure  76  – Configuration  data  transfers  

The  devices  i nvolved  i n  the  configuration  process  are  shown  i n  F igure  76.  The  functions  of 
i tems  1 ,  2 ,  and  3  are  described  as  fol l ows:  

•  The  SNCT (1 )  Safety Network Configuration  Tool  and  the  process  described  i n  th is  part  
a l l ows  th is  tool  to  be  non -safety cri ti cal ;  

•  The  Orig inator (2)  i s  a  device  that i s  capable  of configuring  Target devices  (3)  wh i le  
i n i ti ating  connections  to  them.  Because  these  devices  can  hold  configuration  data  for 
Targets  (for targets  that are  not configured  by the  SNCT d i rectl y) ,  they have  add i tional  
procedures  to  complete  the  configuration  process;  

•  The  Target device  (3)  i s  one  that can  be  e i ther configured  d i rectl y by the  SNCT or can  be  
configured  by an  Orig inator (2)  owner.  The  ownersh ip  concept p lays  an  importan t role  i n  
assuring  the  i n tegri ty of “orig inator configured”  targets.  

There  are  two  basic configuration  procedures  (see  F igure  76).  The  configuration  procedures  
are  described  as  fol lows:  

•  SNCT-to-Orig inator (flow 4)  and  SNCT-to-Target (flow 5).  Th is  procedure  i s  one  that  
configures  a  s ing le  device  and  these  devices  hold  no  configuration  data  for other devices;  

•  SNCT-to-Orig inator-to-Target (fl ow 4  p lus  flow 6  or 7) .  Th is  special  procedure  i s  for 
configuring  an  orig inator device  that holds  configuration  data  for a  target;  
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•  F l ow 6  i s  a  procedure  that dupl icates  the  sequence  of operations  that wou ld  otherwise  be  
done  in  flow 5;  

•  F l ow 7  i s  a  procedure  by wh ich  the  configuration  i s  performed  as  part of the  processing  of 
a  SafetyOpen .  

There  are  two  ways  that a  replacement device  can  be  reconfigured  from  the  orig inator and  
they are  described  as  fol l ows:  

•  F l ow 6  i s  a  procedure  that dupl icates  the  sequence  of operations  that wou ld  otherwise  be  
done  in  flow 5;  

•  F l ow 7  i s  a  procedure  by wh ich  the  configuration  i s  performed  as  part of the  processing  of 
a  SafetyOpen .  

8.9.4 User configuration  gu idel ines  

Th is  subclause  8. 9. 4  describes  user configuration  gu idel ines  that assure  a  FSCP 2/1  safety 
system  i s  properly configured  and  protected .  These  gu idel ines  are  used  to  define  the  safety 
manual  requ i rements.  

The  user configuration  data  flows  are  defined  i n  F igure  77.  

a)  The  FSCP 2/1  safety system  user shal l  assure  that SNCT-configured-devices  (2)  are  
l ocked  after veri fication .   
 
Devices  that can  be  configured  via  the  SNCT i n terface  shal l  i nclude  a  safety manual  
advisory that i nstructs  the  user to  l ock the  device  after veri fication  has  been  completed .  

b)  The  FSCP 2/1  safety system  user shal l  assure  that a l l  orig inator-configured-devices  (3)  
have  ownersh ip  (7)  assigned  to  the  i n tended  orig inator.   
 
Devices  that can  be  configured  by a  Form  1  SafetyOpen  shal l  i nclude  a  safety manual  
advisory that i nstructs  the  user to  veri fy that a l l  orig inator-configured  safety devices  have  
thei r ownersh ip  assignments  as  part of the  fi nal  veri fication  process.  

c)  The  user shal l  vi sual l y confi rm  (4)  the  sen t configuration  data  and  confi rm  i t  was  
down loaded  correctl y.   
 
Al l  FSCP 2/1  safety devices  shal l  i nclude  a  safety manual  advisory that i nstructs  the  user 
to  visual l y veri fy that a l l  configuration  data  was  down loaded  correctly.  

d )  The  user shal l  functional l y test thei r appl ication .  

e)  The  user shal l  assure  the  SCID  (5)  check by target and  orig inator i s  done.  
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Figure  77  – Protection  measures  in  safety devices  

8.9.5  Configuration  process  SIL3  justi fication  

The  FSCP 2/1  safety device  being  down loaded  has  safety measures  defined  wh ich  ensures  
i n tegri ty of data  and  data  transfers  as  speci fied  by I EC  61 508  S I L3.  

The  SNCT on  the  other hand ,  wi l l  not be  assessed  due  to  the  l im i tations  of personal  computer 
hardware,  the  operating  system  u ti l i zed ,  and  the  development tools.  Because  of these  factors,  
the  techn iques  employed  to  configure  a  safety device  requ i re  that the  safety device  and  user 
procedures,  not the  workstation  software,  enforce  the  protection  measures.  

S I L3  i n tegri ty i s  ach ieved  by meeting  the  fol lowing  requ i rements:  

•  A receiving  SI L3  device  shal l  calcu late  a  SCCRC wi th  S I L3  i n tegri ty and  compare  i t  to  the  
SCCRC wi th in  the  SCID;  

•  For Form  1  configured  or tool  configured  devices,  configuration  val idation  of the  
down loaded  safety-relevant data  from  the  software  (or orig inator)  shal l  be  performed  wi th  
S I L3  i n tegri ty;  

•  When  a  S I L3  device  i s  configured  d i rectl y from  a  workstation ,  the  device  safety manual  
shal l  i nstruct the  user to  compare  the  transferred  SCID  and  configuration  data  wi th  the  
SCID  and  configuration  data  orig inal ly viewed  i n  the  workstation ;  

•  The  SNCT software  shal l  provide  a  faci l i ty to  a l l ow the  user to  confi rm  down loaded  
configurations  are  correct;  

•  S I L3  devices  shal l  store/restore  i ts  configuration  data  wi th  S IL3  i n tegri ty;  

•  S I L3  devices  shal l  hand le  a l l  device  state  transi tions  wi th  S I L3  i n tegri ty;  

•  Sub-systems  that are  requ i red  to  be  examined  and  assessed  to  S IL3;  

•  Target device  configuration  processing ;  

•  Target device  configuration  storage;  

•  Target device  configuration  val i dation ;  

•  Target device  modes.  
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8.9.6  Device  functions  for tool  configuration  

The  process  by wh ich  the  SNCT i n teracts  wi th  orig inators  and  targets  are  control led  by 
faci l i ties  defined  i n  the  Safety Supervisor object.  Features  such  as  Password  protection  and  
the  Configuration  Lock attribu te  combine  to  provide  securi ty for th is  i n terface.  S ince  the  
Safety Supervisor i s  provided  in  the  basel ine  profi le  (see  6 .5. 3)  for both  safety targets  and  
orig inators,  the  in terface  detai l s  are  common.  Subclauses  8. 9.7  to  8 . 9. 1 2  wi l l  define  these  
features  and  how they are  used  by the  SNCT.  

8.9.7  Password  securi ty 

The  SNCT in terface  defines  the  fol lowing  functions  to  optional ly provide  password  securi ty:  

•  Password  functional i ty added .  

Support for one  password  shal l  be  implemented  by devices  supporting  the  SNCT 
i n terface.  

Passwords  submi tted  to  devices  supporting  the  SNCT i n terface  shal l  be  values  obtained  
from  runn ing  the  encryption  a lgori thm  defined  in  7 . 1 . 2 . 3.  

The  defau l t  password  value  i n  devices  supporting  the  SNCT in terface  shal l  be  zero.  

Software  shal l  transparen tl y i nsert “zero”  i n  a l l  services  wh ich  requ i re  one  un ti l  a  user 
sets  i t  to  someth ing  d i fferen t.  

•  The  SNCT in terface  shal l  support a  Password  service  to  set passwords  wh ich  takes  2-
password  parameters;  Old  PW and  New PW.  

•  The  SNCT in terface  shal l  provide  a  Reset Password  service  wh ich  takes  a  vendor speci fic 
fi e ld  to  reset the  password .  

Each  vendor shal l  choose  a  method  to  reset passwords  and  i nstruct the  user what to  fi l l  i n  
to  cause  the  device  to  reset the  password .  The  software  shal l  on ly i nsert whatever value  
the  user en ters  i n to  the  reset fie ld  (see  the  Reset_Password  service  i n  the  Safety 
Supervisor object defin i tion  i n  6 . 5. 3).  

The  safety supervisor commands  that have  a  password  parameter define  the  
processing  requ i rements  and  error responses  for these  parameters.  

8.9.8  SNCT interface  services  

The  SNCT shal l  provide  the  fol lowing  services.  

•  The  SNCT in terface  shal l  provide  a  Configure  Request service  wh ich  requ i res  password ,  
TUN ID,  and  OUN ID  to  execu te.  

•  I n  the  SNCT in terface,  an  unowned  device  shal l  capture  the  OUN ID  as  the  device  owner 
when  the  fi rst Configure_Request i s  received .  

•  The  SNCT in terface  shal l  provide  a  Val idate  Configuration  service  wh ich  requ i res  the  
SCID,  SCCRC,  and  the  SCTS  to  execu te.  

•  The  SNCT in terface  shal l  provide  an  Apply service  that causes  the  device  to  save  the  
configuration  to  NV memory.  

•  The  SNCT in terface  shal l  provide  a  special  Reset service  wh ich  requ i res  the  password  
and  TUN ID  to  execu te  and  supports  the  2  common  Reset types  a long  wi th  one  that can  
reset to  the  defau l t  bu t preserve  the  password .  

•  The  SNCT in terface  defines  an  optional  a  Mode  Change  service  wh ich ,  i f implemented ,  
shal l  requ i re  a  password  to  execu te.  

8.9.9  Configuration  lock 

The  SNCT in terface  defines  the  fol lowing  functions  for Configuration  Lock.  I ts  i n ten t i s  to  
provide  a  way for the  user to  flag  that a  tool -generated  configuration  has  been  tested  and  
veri fied  as  val id .  From  that poin t,  the  si gnature  (SCID)  reflects  a  veri fied  configuration .  The  
configuration  lock has  the  fol lowing  characteristics.  
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•  The  SNCT i n terface  shal l  provide  a  Configuration  Lock service  wh ich  requ i res  the  
password  and  TUN ID  to  execu te.  

•  The  SNCT Configuration  Lock Attribu te  shal l  have  a  defau l t  value  of “Un locked” .  

•  Safety devices  wh ich  support the  SNCT in terface  shal l  requ i re  that the  “Configuration  
Lock”  attribu te  be  cleared  before  any command  to  change  a  safety device  to  the  Configure  
State  (Configure_Request)  wi l l  be  accepted .  

•  The  Configuration  Lock has  two  purposes:  

– Serves  to  i nd icate  that the  user has  tested  and  confi rmed  the  Tool -based  configuration  
i n  th is  device  i s  correct.  

– “Tool  On ly”  mode  requ i rement.  When  the  Configuration  Lock attribu te  i s  set,  the  device  
shal l  re ject any Form  1  SafetyOpen  messages.  

These  two features  make  i t  cl ear that for the  SNCT to  configure  any safety node,  i t  shal l  
support features  to  set and  clear the  Configuration  Lock attribu te,  and  shal l  present the  
proper password  to  do  so.  These  features  are  i l l ustrated  i n  the  sequence  d iagram  defined  i n  
F igure  80.  

8.9.1 0  Effect of configuration  lock on  device  behavior 

Figure  78  defines  the  effect that the  “configuration  locked”  cond i tion  has  on  the  abi l i ty of a  
device  to  be  configured ;  there  are  requ i rements  defined  in  the  Safety Supervisor object that 
cause  safety devices  to  re ject a l l  attempts  to  change  a  l ocked  configuration .  

 

Figure  78  – Configuration ,  testing  and  locked  relationships  
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Table  1 06  defines  the  effect that ownersh ip  has  on  a  device’s  abi l i ty to  be  configured .  I t  
shows  that owned  devices  can  on ly be  Form  1  configured  by the  orig inator that has  the  owner 
UN ID.  A l ocked  device  can  never be  configured  regard less.  

Table  1 06  – Configuration  owner control  vs.  device  state  

 Ownersh ip  ru l es  Configure  mode  Execute/Id l e  Mode  
Un locked  

Execute/Id le  Mode  
Locked  

Confi gu rati on  

Un -owned  

Tool  confi gu rati on  

or 

Form  1  acceptance  by anyone  

Tool  confi gu rati on  

or 

Form  1  acceptance  by 
anyone  

No  Tool  con fi gu rati on ,  

No  Form  1  accepted  

Ori g i nator 

Owned  

Tool  confi gu rati on  

or 

Form1  by owner on l y 

No  Tool  con fi gu rati on  
(shal l  reset  fi rst)  

or 

Form1  by owner on l y 

No  Tool  con fi gu rati on ,  

No  Form  1  accepted  

Software  Tool  
Owned   

Tool  confi gu rati on  on l y  

No  Form  1  accepted  

Tool  confi gu rati on  on l y  

No  Form  1  accepted  

No  Tool  con fi gu rati on ,  

No  Form  1  accepted  

 

8.9.1 1  Configuration  ownership  

The  SNCT in terface  defines  functional i ty for hand l ing  the  configuration  owner i den ti fier for a  
device.  Th is  function  has  been  defined  to  a l low a  device  to  provide  exclusive  configuration  
righ ts  to  a  particu lar configuration  source.  The  source  cou ld  a l so  be  assigned  exclusively to  a  
configuration  tool .  The  fol lowing  functions  are  provided :  

•  Configuration  UN ID  attribu te  

The  defau l t  i s  to  a l low any device  to  be  an  owner.  

Devices  are  requ i red  to  capture  the  fi rst  configuration  source  as  the  owner.  

Attribu tes  and  services  i n  the  Safety Supervisor are  defined  wh ich  a l l ow Tools  to  be  the  
exclusive  configuration  source.  

•  Even  though  an  owner has  been  assigned  as  a  configuration  source,  the  SNCT tool  has  
the  abi l i ty to  override  a  configuration .  The  SNCT shal l  provide  protection  measures  to  
assure  the  user cannot perform  an  override  wi thou t warn ings  and  the  proper password .  

8.9.1 2  Configuration  mode 

Al l  safety devices  shal l  support a  non-volati l e  configuration  mode;  th is  means  that once  a  
device  i s  commanded  to  en ter the  configuration  mode  i t  shal l  remain  i n  the  configuration  
mode  un ti l  the  configuration  i s  successfu l l y va l i dated .  

8.9.1 3  Measures  used  to  ensure  integri ty of configuration  process  

8 .9.1 3.1  Safety Configuration  Identi fier (SCID)  

I n  safety systems  i t  i s  necessary to  clearly i den ti fy the  configuration .  The  i den ti fication  i s  used  
during  several  operations:  

Download  from  tools  –Th is  g i ves  the  user the  abi l i ty to  check that the  tool  and  device  agree  
on  the  in formation  down loaded .  

Device  Replacement – I f the  tool  i s  used  for device  replacement,  the  user has  the  abi l i ty to  
veri fy that the  configuration  i s  the  correct one  to  down load .  I f the  orig inator i s  used  to  
au tomatical ly reconfigure  a  device,  the  SCID  i s  used  to  i nd icate  that a  reconfiguration  i s  
necessary and  ensure  the  i n tegri ty of the  operation .  
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Connection  Establ i shment – The  orig inator and  target use  the  SCID  to  ensure  that both  
devices  are  using  the  same  configuration .  

The  SCID  i s  a  concatenation  of the  SCTS  and  the  SCCRC described  i n  8 . 9. 1 3. 3  and  8 . 9. 1 3. 4  
respectively.  

8.9.1 3.2  Orig inator and  Target SCID  coverage 

When  orig inators  are  used  to  configure  targets,  F igure  79  i l l ustrates  how the  SCIDs  provide  
coverage  of the  various  configurations.  The  SCID  for targets  that are  configured  by orig inators  
are  not ca lcu lated  i n  the  orig inators,  the  calcu lation  i s  performed  i n  the  workstation .  The  
target configurations  are  protected  by thei r respective  SCIDs.  

 

Figure  79  – Orig inator's  configuration  data  

8.9.1 3.3  Safety Configuration  CRC (SCCRC)  

Th is  i s  a  CRC that covers  the  device  configuration  data  that i s  con tained  i n  a  SafetyOpen .  I t  
i s  part of the  SCID  for the  device.  The  SCCRC is  described  i n  8 . 2 .  

The  safety function  of the  SCCRC i s  used  to  ensure  the  correctness  of the  safety-related  
appl ication  data.  

8.9.1 3.4 Safety Configuration  Timestamp (SCTS)  

The  Safety Configuration  Time  Stamp  is  a  safety related  s ignature  that i den ti fi es  the  revision  
of the  device  configuration  contained  i n  e i ther a  SafetyOpen  or i n  a  safety device.  I t  i s  part of 
the  SCID  for the  device  configuration .  

The  safety function  of the  SCTS  is  to  ensure  the  un iqueness  of the  safety-related  appl ication  
data.  

8.9.1 3.5  System-wide  un ique "Safety Network Number"  (SNN)  

The  Safety Network Number un iquely i denti fies  a  network across  a l l  networks  i n  the  safety 
system.  The  end  user i s  responsible  for assign ing  a  un ique  number to  each  safety network or 
safety sub-net wi th in  a  system.  Th is  number shal l  be  defined  during  node  commission ing  ( i . e.  
set via  the  Propose_TUNID/Apply_TUN ID  process  defined  in  6 . 6 . 5.20  i f the  SNCT I n terface  i s  
supported).  

8.9.1 3.6  System-wide  "Unique  Node  Identi fier"  (UN ID)  

Un iquely i den ti fies  a  node  across  a l l  networks  in  the  safety system.  Th is  value  i s  made  up  of 
the  Safety Network Number (SNN)  and  the  Node  Address  of the  device.  Th is  value  i s  a  
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structure  consisting  of the  6  octet SNN  and  the  4  octet Node  Address.  The  4  octet node  
address  i s  s ized  to  accommodate  al l  forms  of CPF  2  network addresses.  

struct  UNID 
{  
DATE_AND_TIME  SNN;  
UDINT   NodeID;  
} ;  

NodeIDs  smal ler than  4  octets  ( i . e .  CP  2/3)  shal l  be  a l igned  to  the  l east s ign i ficant octet i n  
l i ttl e  end ian  order.  The  unused  octets  shal l  be  zero  fi l l ed .  

The  safety function  of the  UN ID  i s  to  un iquely i den ti fy orig inators  and /or targets  du ring  the  
connection  establ i shment process.  

Other uses  of UN ID:  

•  TUN ID  =  Target's  Un ique  Network I den ti fier.  The  safety function  of the  TUN ID  i s  to  den ti fy 
the  target i n  the  SafetyOpen  and  Configuration  mode  message.  

•  OUN ID  =  Orig inator's  Un ique  Network I denti fier.  The  safety function  of the  OUN ID  i s  to  
i den ti fy the  orig inator i n  the  SafetyOpen .  

•  OCPUN ID  =  Ou tpu t Connection  Poin t Own ing  UN ID.  The  safety function  of the  OCPUN ID  
i s  to  i denti fy the  owner of the  ou tpu t connection  i n  the  target.  Set to  the  OUN ID  of the  
orig inator i n  the  SafetyOpen  that obtains  ownersh ip  of the  ou tpu t connection  poin t.  Used  
to  prevent an  unau thorized  orig inator to  obtain  ownersh ip  of an  ou tpu t connection  poin t.  

•  CFUN ID  =  Configuration  Own ing  UN ID.  The  safety function  of the  CFUN ID  is  to  i den ti fy 
the  owner of the  safety configuration  in  the  target,  th is  shou ld  be  equal  to  the  OUN ID  i n  
normal  operation .  Th is  i s  set to  the  OUN ID  of the  orig inator i n  the  SafetyOpen  that 
i ncludes  configuration  data  and  i s  used  to  prevent an  unau thorized  orig inator from  
mod i fying  the  configuration .  

8.9.1 3.7  Connection  Parameters  CRC (CPCRC)  

The  Connection  Parameter CRC i s  a  safety related  CRC covering  the  CPF  2  connection  
establ i shment data  i n  the  SafetyOpen .  Th is  CRC wi l l  a lso  cover the  add i tional  parameters  
requ i red  by the  safety protocol .  The  CRC is  defined  i n  7 . 1 . 2 .3.  

The  safety fuction  of the  CPCRC is  to  ensure  the  i n tegri ty of the  connection  data  con tained  
wi th in  the  SafetyOpen .  

8.9.1 4 Download  process  

8.9.1 4. 1  Overview 

The  safety down load  process  ensures  that the  configuration  data  i s  transferred  wi th  h igh  
i n tegri ty from  the  SNCT or the  Orig inator to  the  device  being  configured .  At the  successfu l  
completion  of the  down load  process  the  configuration  i s  considered  val id .  There  are  two  
down load  processes  used  wi th  safety devices:  

•  SNCT down loads  to  orig inators  and  targets;  

•  Orig inator down loads  to  targets  using  a  Form  1  SafetyOpen .  

The  fol lowing  subclauses  wi l l  describe  the  detai l s  of the  processes  that are  used  for the  
down load  of safety devices.  

8.9.1 4.2  SNCT download  to  orig inators  and  targets  

Figure  80  show the  process  of down load ing  a  safety device  from  the  SNCT.  The  down load  
process  between  the  SNCT and  the  Configured  Device  assures  that the  data  i s  i nstan tiated  in  
the  Configured  Device’s  memory wi th  h igh  i n tegri ty.  
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Figure  80  – SNCT to  device  download  process  

8.9.1 4.3  SNCT to  device  download  process  steps  

The  fol l owing  are  the  process  steps  for the  SNCT to  device  down load  process  as  shown  in  
F igure  80.  

a)  C lear Configuration  Lock Attribu te  

i )  Device:  Configuration  Lock Attribu te  cleared  

b)  En ter configuration  state  wi th  password ,  TUN ID,  OUN ID  

i )  Device:  No  safety I /O  connections  can  be  active.  

i i )  Device:  Device  saves  Config  mode  to  NV storage  

A)  Un ti l  “Val idate”  and  “Apply” ,  power cycles  go  back to  config  mode 

c)  Transfer of configuration  data  

i )  Tool :  Calcu late  “proposed  SCCRC”  for data  (SCCRC part of SCID)  

i i )  Device:  Any expl ici t  messages  are  a l lowed  to  set configuration  in  device,  bu t 
device  shal l  on ly accept safety-related  expl ici t  messages  over the  connection  that 
pu t i t  i n to  the  configuration  mode  

d )  Val idate  configuration  data  

i )  Tool :  Send  Val idate_Request wi th  SCID  (wh ich  con tains  proposed  SCCRC)  

i i )  Device:  Analyze  configuration  data  

i i i )  Device:  Calcu lates  SCCRC value  and  compares  to  “proposed  SCCRC”  

i v)  Device:  send  SCID  i n  Val idate_Reply 

v)  Tool :  Compares  returned  SCCRC to  “proposed  SCCRC”  

e)  Apply Configuration  

i )  Device:  Save  configuration  to  NV storage  wi th  SCID  

i i )  Device:  Mark configuration  as  val id  

i i i )  Device:  Set mode  to  I d le  

IEC  

Developer/Integrator SNCT Device Applet

Login()

Start Dev.  Configuration() Start Device Applet()

The general  Validatation Process is
device specific but is triggered by
 the Safety Supervisor.  The
Signature serves as Configuration
Identifier

Configuring process may reference any number
of different objects.   Connection configuration in
originators is  done through the
Connection Configuration Object.   Services are
only accepted over the connection that placed
device in  configure state.

Device Mode is control led  by Safety
Supervisor.   I t wi l l  be in  the Config
state whenever the device i  s
not completely configured.
I f an  error occurs during download,
Safety Supervisor remains in
Config  state.

Validate

Set Attributes()

SCCRC

Configured  Device

Apply

Validate
instances

Config  Request (PW,
TUNID,  OUNID)

Success
Request
Val idation

Apply

Success

Success (SCID)

Config.  Unlock (PW)

Safety Supervisor Configured Object

Success Set Unverified()

Modify Device Configuration()

Configure connections()

Local  Edits()

Apply Configuration()

()

Validate_Configuration
(SCID)

Confirm
Success

Idle State()

SCID

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 21 5  – 

i v)  Tool :  Capture  and  store  the  SCID  wi th  the  configuration  fi le .  

8.9.1 4.4 SNCT downloads  to  orig inators  which  do  Form  1  target configuration  

Figure  81  show the  process  by wh ich  Orig inators  are  i n i ti al ly configured  and  how the  Form  1  
SafetyOpen  i s  used  to  down load  Target devices.  Once  the  user fi n ishes  defin ing  the  
Orig inator and  Target configurations  in  the  SNCT,  i t  i s  sent to  the  Orig inator.  At th is  poin t the  
orig inator SCID  can  be  confi rmed  by the  user.  Th is  process  ensures  that the  configuration  
data  in  the  SNCT and  orig inator match  wi th  a  h igh  degree  of i n tegri ty.  

Then  the  user shal l  p lace  the  Orig inator i n to  execute  mode  to  get the  Target devices  
down loaded .  I f the  connection  i s  successfu l ,  the  Target configuration /SCID  was  accepted  by 
the  target and  confi rmed  by the  orig inator.  Th is  action  a lso  establ ished  the  Orig inator as  the  
Target’s  owner and  prevents  the  Target from  being  down loaded  by any other device  except 
the  SNCT.  

 

Figure  81  – SNCT Downloads  to  orig inators  that perform  Form  1  configuration  

8.9.1 4.5  SNCT downloads  to  orig inators  that perform  Form  1  configuration  

The  fol l owing  are  the  process  steps  for SNCT Down loads  to  orig inators  that perform  Form  1  
configuration  as  shown  in  F igure  81 .  

a)  C lear Configuration  Lock Attribu te  on  orig inator 

i )  Device:  Configuration  Lock Attribu te  cleared  

b)  En ter configuration  state  wi th  password ,  TUN ID,  OUN ID  

i )  Device:  No  safety I /O  connections  can  be  active  

i i )  Device:  Device  saves  “Configuring”  mode  to  NV storage  

i i i )  Un ti l  “Val i date”  and  “Apply” ,  power cycles  go  back to  “Configuring  mode 

c)  Transfer of configuration  data  

i )  Tool :  Calcu late  “proposed  SCCRC”  for data  (SCCRC part of SCID)  

i i )  Tool :  Any expl ici t  messages  are  a l lowed  to  set configuration  i n  device,  bu t device  
shal l  on ly accept safety-related  expl ici t  messages  over the  connection  that pu t i t  
i n to  the  configuration  mode.  

d )  Val idate  configuration  data  

i )  Tool :  Send  Val idate  _Request wi th  SCID  (wh ich  contains  proposed  SCCRC)  

i i )  Device:  Analyze  configuration  data  
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i i i )  Device:  Calcu lates  SCCRC value  and  compares  to  “proposed  SCCRC”  

i v)  Device:  send  SCID  in  Val idate_Reply 

v)  Tool :  Compares  returned  SCCRC to  “proposed  SCCRC”  

e)  Apply Configuration  

i )  Device:  Save  configuration  to  NV storage  wi th  SCID  

i i )  Device:  Mark configuration  as  val id  

i i i )  Device:  Set mode  to  I d le  

i v)  Tool :  Capture  and  store  the  SCID  wi th  the  configuration  fi le .  

f)  Set Mode  to  Run  

i )  Orig inator:  Sends  Form  2  SafetyOpens  (see  8. 8. 5)  

i i )  Target retu rns  one  of the  fol lowing  errors:  

A)  Unconfigured :  01 hex,  01 1 0hex  – Device  Not Configured  

B)  Prior configuration :  01 hex,  80Chex  – SCID  M ismatch  error 

i i i )  Orig inator:  Sends  Form  1  SafetyOpen  

i v)  Targets:  Veri fy and  Apply the  configuration  data  

v)  Targets:  Return  target SCID# to  orig inators  

vi )  Orig inator:  Compare  sent and  received  SCID#’s  

vi i )  Orig inator:  Return  On-Line  status  to  SNCT 

8.9.1 5 Verification  process  

8 .9.1 5.1  Verification  process  overview 

The  veri fication  process  uses  the  data  that was  transferred  during  any of the  down load  
processes  to  a l low the  user to  correctly veri fy that the  down loaded  data  i s  correct,  the  system  
operation  i s  correct and  the  system  is  ready for SIL  3  operation .  There  are  three  main  parts  to  
the  configuration  process:  

•  Configuration  Data  Veri fication ;  

•  Functional  testing ;  

•  Configuration  Locking .  

Key requ i rements  for the  safety manual :  

•  The  device  Safety Manual  shal l  con tain  an  advisory that user testi ng  i s  the  means  by 
wh ich  a l l  down loads  are  val idated ;  

•  The  device  Safety Manual  shal l  con tain  an  advisory that the  s ignature  shou ld  on ly be  
considered  “veri fied ”  (and  configuration  l ocked)  after user testing .  

The  device  User manual  shal l  con tain  an  advisory that configuring  an  orig inator wi th  
connection  data  and /or target configuration  data  shal l  be  down loaded  to  the  target so  i t  can  
be  tested  and  veri fied .  On ly then  can  SCIDs  from  the  target be  confi rmed .  

As  shown  i n  F igure  82,  when  orig inators  are  tool -configured  and  targets  are  orig inator 
configured ,  on ly the  orig inator i s  “ locked”  after veri fication  and  testing .  The  target i n  th is  case  
uses  ownersh ip  assignments  for protection .  Also  shown  i n  F igure  82  i s  that Targets  can  a lso  
be  tool -configured  as  wel l .  I n  th is  case,  these  targets  are  a lso  “ l ocked”  after veri fication  and  
testing .  
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Figure  82  – Protection  from  locking  and  ownership  

8.9. 1 5.2  User configuration  veri fication  and  al ternatives  

8.9. 1 5.2 .1  Overview 

The  user needs  to  visual l y veri fy that the  down loaded  configuration  i s  correct and  i s  the  
i n tended  configuration  for the  device.  Th is  subclause  8. 9. 1 5. 2  presents  four a l ternatives  that 
wi l l  fu l fi l l  the  requ i rements  for user veri fication  of the  device  configuration  data.  I n  a l l  cases  
the  user needs  to  veri fy the  functional i ty of the  devices  being  configured  th rough  some  kind  of 
functional  testing .  

One  or a  combination  of the  fol lowing  options  can  be  used  to  fu l fi l l  the  user veri fication  
requ i rement:  user comparison  of the  orig inal  software  d isplay,  and  resu l ts  of the  read  back 
that have  been  d isplayed  by a  d i verse  means.  

8.9.1 5.2 .2  Al ternative  1  – immediate  read  back and  d iverse  comparison  

The  device  configuration  data  i s  read  back by the  work station  and  presented  to  the  user 
u ti l i zing  a  d iverse  execution  path  i n  the  workstation ,  th is  i s  shown  i n  F igure  83.  

 

Figure  83  – Example  of read  back and  comparison  of orig inal  and  printout 

Read ing  back the  en ti re  configuration ,  comparing  i t  to  what the  software  has  and  provid ing  a  
prin tou t of the  device  configuration  for the  user to  compare  wi th  what was  previously en tered .  
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The  user shal l  examine  and  compare  the  prin tou t to  the  orig inal  data  to  satisfy the  i n tegri ty 
requ i rements.  Any au tomated  comparison  by the  software  tools  i s  a  d iagnostic and  shal l  not 
be  re l ied  upon  i n  and  of i tsel f to  ensure  i n tegri ty.  

The  read  back and  d isplay using  a  d iverse  means  reduces  the  possib i l i ty of a  systemic error 
i n  the  workstation  causing  the  same data  corruption  on  data  en try and  user checking ,  wh ich  
cou ld  cause  an  undetected  error.  I f,  for i nstance,  a  corruption  occurred  prior to  the  generation  
of the  CRC the  data  wou ld  be  in terpreted  as  correct by the  device  and  the  same  data  and  
CRC wou ld  be  sen t back to  the  workstation .  Au tomated  checks  of the  orig inal  and  read  back 
data  wou ld  not i nd icate  an  error,  because  the  data  matches  the  CRC.  I f the  data  was  
d isplayed  using  the  same  mechan ism  as  the  orig inal  d i splay mechan ism  the  error cou ld  sti l l  
be  masked  and  wou ld  be  undetected .  The  d iverse  d isplay paths  shou ld  reduce  th is  common  
cause  of error.  

8.9.1 5.2 .3  Al ternative  2  – local  d iverse  d isplay 

I t  i s  possible  to  ach ieve  the  same  l evel  of i n tegri ty at defined  i n  8 . 9. 1 5. 2 .2  s i nce  i t  can  be  
shown  that the  configuration  data  on  the  workstation  storage  i s  i den tical  to  the  configuration  
data  i n  the  device.  The  veri fication  of configuration  data  i s  accompl i shed  by wri ti ng  the  
configuration  data  and  CRC to  the  l ocal  d rive  in  the  workstation .  The  configuration  data  and  
CRC from  the  l ocal  d rive  are  then  sen t to  the  device.  The  device  then  veri fi es  the  correct 
transfer by comparing  the  data  and  CRC.  I f the  transfer to  the  device  i s  correct,  the  device  
sends  i ts  calcu lated  CRC back to  the  workstation  to  confi rm  that the  data  was  sen t correctly.  
At that poin t the  workstation  compares  the  device  CRC to  the  stored  CRC.  At th is  time  i t  can  
be  assumed  that the  data  i n  the  workstation  was  correctl y sen t to  the  device.  I t  i s  important 
that the  CRC is  on ly calcu lated  once  by the  workstation  and  stored  on  the  l ocal  d ri ve.  I t  i s  not 
recalcu lated  for the  purpose  of transfers.  Th is  a lso  ensures  the  i n tegri ty of the  data  on  the  
l ocal  d rive.  At th is  poin t i t  can  be  assumed  that the  data  i n  the  workstation  was  correctl y sent 
to  the  device.  

For veri fication ,  the  user shal l  view the  “sen t”  configuration  data  using  a  d i verse  means  to  
confi rm  that the  correct configuration  was  sen t to  the  device.  S ince  the  data  on  the  
workstation  storage  i ncludes  a  CRC,  a  d i verse  means  of d i splay wi l l  a l l ow the  user to  uncover 
any errors  caused  by the  workstation  when  the  data  was  en tered  in to  storage.  Th is  effectively 
dupl icates  the  functional i ty of the  fu l l  read  back method  wi thout the  overhead  of doing  a  fu l l  
data  read  back from  the  device  to  the  workstation .  F igure  84  g raph ical l y depicts  th is  process.  

 

Figure  84 – Diverse  d isplay without fu l l  data  read  back 

8.9.1 6  Verification  process  

Figure  85  defines  the  complete  process  for veri fying  the  configuration  of safety devices.  I t  i s  
assumed  that the  data  has  be  down loaded  using  the  process  described  i n  8 . 9. 1 4,  ensuring  
that the  SNCT and  the  device  have  the  same configuration  data.  One  a l ternative  shal l  be  
selected  for the  user veri fication  of the  configuration  data.  Upon  completion  of th is  process  
the  devices  and  system  are  ready for S IL  3  operation .  
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Figure  85  – Verification  process  including  al l  al ternatives  

8.9.1 7  Configuration  error analysis  

8.9.1 7. 1  Configuration  errors  and  detection  measures  relationships  

Table  1 07  defines  the  errors  and  detection  measures  that are  considered  for the  down load  
and  configuration  process  defined  by the  SNCT in terface.  
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Table  1 07  – Errors  and  detection  measures  
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a  U ser Au then ti cati on  i s  an  opti ona l  featu re  and  on l y app l i es  i f the  featu re  i s  u sed  by the  end  u ser.  

 

8.9.1 7.2  Configuration  errors  

8 .9.1 7.2 .1  User misd irects  configuration  

The  user i s  requ i red  to  functional ly test devices  that are  configured  so  user m isd i rection  can  
be  d iscovered  du ring  testing .  

I f the  user configures  a  node  un in ten tional ly and  i t  i s  not noticed ,  the  orig inator connecting  to  
the  node  wi l l  not have  the  match ing  s ignature  and  wi l l  e i ther reconfigure  the  device  wi th  the  
correct s i gnature  or re ject the  connection .  E i ther of these  two  actions  wi l l  resu l t i n  the  system  
going  to  a  safety state.  

I f the  end  user enables  au then tication  features,  users  cannot configure  nodes  for wh ich  they 
do  not have  au thorization .  User au then tication  i s  an  optional  feature.  

8.9.1 7.2 .2  System  misroutes  configuration  

There  are  two  d i fferent cases  for a  system  to  m isrou te  a  configuration :  configuration  
preformed  during  connection  establ ishment by a  Form  1  SafetyOpen ,  and  configuration  from  a  
workstation  or O-to-T configuration  process.  Both  of these  cases  are  expla ined  in  the  
fol lowing  paragraphs.  

•  I f a  rou ting  error occurs  during  the  establ ishment of a  configuration  session  the  
configuration  mode  message  wi l l  be  rejected  by the  device  because  of the  wrong  TUN ID  
or OUN ID  i n  the  mode  message.  

•  I f a  configuration  message  i s  m isrou ted  wi th in  a  configuration  session ,  i t  wi l l  be  re jected  
by the  receiving  device  i f the  device  i s  not i n  the  correct mode  or i s  received  on  a  
connection  other than  the  connection  used  to  establ ish  the  configuration  mode.  I f the  
device  i s  i n  the  correct mode  the  configuration  message  wou ld  have  to  be  addressed  to  
the  correct class,  i nstance,  attribu te  to  be  accepted  and  wou ld  be  d iscovered  during  the  
SCID  val idation  steps.  The  device  that was  supposed  to  correctly receive  the  configuration  
message  wi l l  a lso  fa i l  the  SCID  val idation .  The  user wi l l  a lso  d iscover th is  during  the  
check of the  configuration  read  back from  the  device.  

8.9.1 7.2 .3  Lost configuration  message 

The  detections  for a  l ost message  are  the  same  as  those  for a  m isrou ted  message.  
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8.9.1 7.2 .4 The  configuration  is  corrupted  

I f for any reason  the  configuration  i s  corrupted ,  i t  wi l l  be  detected  by the  SCID  checks,  the  
user functional  testi ng ,  and  the  user configuration  examination .  

8.9.1 7.2 .5  Configuration  at  an  inappropriate  time 

Configuration  of operating  devices  i s  prevented  by the  user au then tication  and  setting  of the  
configuration  mode.  I f a  user attempts  to  configure  a  device  that the  user i s  not au thorized  for 
the  mode  request wi l l  be  re jected .  I f the  user sends  configuration  messages  to  a  device  
wi thou t the  configuration  mode  set the  device  wi l l  re ject the  changes.  

8.9.1 7.2 .6  User loads  the  wrong  configuration  

Each  configuration  i s  un iquely i denti fied  by the  SCID.  Users  are  requ i red  to  implement 
procedures  to  veri fy that the  configuration  being  loaded  i s  the  correct one  for the  appl ication .  

8.9.1 7.2 .7  Configuration  process  i s  in terrupted  

I f the  configuration  process  i s  i n terrupted  for any reason  the  device  wi l l  remain  i n  the  
configuration  mode  un ti l  a  val i d  configuration  i s  l oaded  and  the  mode  i s  changed .  

When  the  configuration  process  i s  i n terrupted  the  process  wi l l  need  to  be  restarted  on  a  new 
connection  wi th  a  new configuration  request.  

8.9.1 7.3  Detection  measures  

8.9.1 7.3.1  User authentication  

Al l  safety devices  have  optional  password  protection .  The  Configuration  Lock,  Configuration  
Request,  Mode  Change,  and  Reset commands  a l l  requ i re  the  use  of a  password  to  change  
the  state.  

8.9.1 7.3.2  Identi fication  of configuration  fi le  

Al l  safety configuration  fi l es  are  un iquely i denti fied  by the  SCID.  

8.9.1 7.3.3  Identi fication  of target to  be  configured  

The  configuration  mode  message  and  the  veri fy message  both  use  the  TUN ID  for 
i den ti fication  of the  target.  

8.9.1 7.3.4 CRC  protection  on  configuration  

Part of the  SCID  i s  the  SCCRC.  The  SCCRC is  32  bi t  CRC that i s  ca lcu lated  over the  safety 
configuration  data.  

8.9.1 7.3.5  Configuration  ownership  

When  an  ou t-of-box target device  i s  configured  by an  orig inator,  the  device  captures  the  
OUN ID  and  subsequently prevents  any other orig inator from  configuring  the  device.  Thus  the  
ownersh ip  assignment (OUN ID)  provides  a  means  of l ocking  th is  device  to  a  s i ng le  
configuration  source.  

8.9.1 7.3.6  Configuration  session  control  

Prior to  configuring  a  device  i t  shal l  be  placed  i n to  a  configuration  mode.  The  configuration  
mode  i s  persisten t i n  the  device  and  remains  in  p lace  un ti l  the  device  i s  set to  another mode 
by a  command .  The  configuration  mode  i n  safety devices  implementing  the  SNCT i n terface  
shal l  persist  th rough  power cycles.  

Copyright International  Electrotechnical  Commission  



 –  222  – I EC  61 784-3-2: 201 6    I EC  201 6  

Upon  en tering  the  configuration  mode,  devices  implementing  the  SNCT in terface  shal l :  

•  S tore  the  configuration  mode  i n  NV;  

•  Mark the  existing  configuration  i nval id ;  

•  Lock ou t a l l  configuration  messages  for connections  other that the  one  that set the  
configuration  mode;  

To  en ter the  configuration  mode,  devices  implementing  the  SNCT i n terface  shal l :  

•  con fi rm  User Password  in  the  configuration  mode  command ;  

•  con fi rm  TUN ID  in  the  configuration  mode  command .  

8.9.1 7.3.7  User functional  testing  

The  user i s  requ i red  to  functional l y test new and  replacement devices  prior to  u ti l i zing  the  
system  i n  a  S I L3  envi ronment.  

8.9.1 7.3.8  Configuration  protection  

After configuration ,  testi ng ,  and  user veri fication  has  been  completed  by one  of the  
procedures  defined  i n  8 . 9 . 1 6,  a l l  tool -configured  devices  are  locked .  These  are  Targets,  
Orig inators,  or both .  Th is  l ocked  state  can  be  read  to  provide  an  i nd ication  that the  
configuration  has  been  veri fied  and  a lso  guards  against i nadverten t configuration  changes  by 
requ i ring  the  user to  fi rst un lock the  device.  

As  a  resu l t  of user testing ,  orig inator-configured  target devices  have  ownersh ip  assignments  
wh ich  b inds  these  devices  to  thei r owners;  effectively locking  these  devices  from  being  
i nadverten tly configured  by some  other source.  As  shown  in  F igure  82,  the  combination  of 
l ocked  tool -configured  orig inators  and  owned  targets  provides  a  secure  envi ronment to  
protect the  veri fied  system  from  unauthorized  changes.  

8.9.1 7.3.9  Diagnostic  software  protections  (not safety related)  

The  software  may a lso  implement data  protection  measures  of the  device  configuration  data  
as  a  data  i n tegri ty measure  and  for the  early error detection  mechan ism.  I t  i s  importan t to  
understand  that these  measures  are  not safety re lated  and  therefore  do  not need  to  ach ieve  
SI L3  or be  assessed .  These  areas  are  defined  here:  

Storage  of Configuration  Data  to  Hard  D isk,  CD,  etc shal l  i nclude  the  SCID  and  be  checked  
during  a  fi le  l oad  operation .  

The  transfer of Configuration  Data  across  software  i n terfaces  shal l  i nclude  the  SCID  and  be  
checked  by the  receiving  software  component.  

8.9.1 7.4 Device  memory archi tecture  considerations  

I t  i s  importan t to  understand  the  memory arch i tecture  that target devices  cou ld  use  to  know 
how i t  cou ld  behave  during  configuration .  Al l  these  arch i tectures  are  supported  by th is  part  
bu t wi l l  change  the  behavior for the  user.  

There  are  3  d istinct data  areas  defined  wi th  respect to  configuration :  

•  NV stored  copy – th is  i s  a  val id  configuration  stored  i n  Non-volati le  memory and  i s  what i s  
used  to  set up  a  safety device  on  power-up;  

•  Working  RAM  copy – Th is  i s  a  va l id  configuration  that i s  an  exact copy of the  configuration  
i n  NV memory,  bu t i s  what i s  used  du ring  run -time  operation ;  

•  Ed i table  RAM  Copy – Th is  i s  a  data  space  that can  be  mod i fied  by software  in  the  
configuration  mode,  bu t has  yet to  be  appl ied ;  
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Product developers  may choose  to  implement one  or more  of these  data  areas  to  i ncrease  
user fl exibi l i ty.  

NV Copy On ly – Th is  design  approach  keeps  configuration  on ly i n  NV memory.  When  the  
configuration  mode  i s  en tered ,  the  en ti re  configuration  i s  i nval idated  and  there  i s  no  
possibi l i ty to  restore  the  configuration .  The  software  shal l  successfu l l y down load  a  complete  
and  val id  configuration  to  the  device.  Once  i t  i s  va l idated  and  appl ied  the  NV copy i s  marked  
as  good .  The  restore  command  i s  not supported  i n  th is  type  of device.  

NV and  Working  Copy – Th is  design  approach  keeps  configuration  in  NV memory and  a  
working  copy i n  RAM.  When  the  device  en ters  the  configuration  state,  the  working  copy i s  
mod i fied ,  bu t un ti l  the  configuration  i s  val idated  and  appl ied ,  the  ol d  val id  configuration  i s  sti l l  
avai lable  to  be  restored .  A power cycle  before  the  Apply wou ld  revert to  the  last configuration  
i n  NV memory.  The  restore  command  i s  supported  and  wou ld  re-copy the  NV version  i n to  
working  RAM.  

NV and  Working  Copy wi th  Ed i t  bu ffers  – Th is  design  approach  keeps  a  val id  working  
configuration  at  a l l  times  un ti l  a  “val i date  and  apply”  i s  done.  I f the  configuring  device  qu i ts  
wi thou t applying  the  changes,  the  restore  command  wou ld  al low the  device  to  s imply exi t  the  
configure  state  and  run  wi th  what i s  i n  memory.  The  restore  command  i s  supported ,  bu t no  
copy from  NV RAM  is  needed ,  the  working  copy can  be  used .  

8.1 0  Electron ic  Data  Sheets  extensions  for safety 

8. 1 0.1  General  ru les  for EDS  based  safety devices  

8. 1 0.1 . 1  General  

The  structure  and  ru les  for EDS  are  defined  i n  I SO  1 5745–3:2003,  Annex A and  I SO 1 5745–
4: 2003,  Annex C.  The  extensions  for safety are  defined  i n  the  fol lowing  subclauses.  

8.1 0.1 .2  Safety configuration  assembly defin i tion  

Safety devices  can  be  configured  from  an  EDS fi le  defin i tion .  Safety devices  that are  
configured  via  EDS  fi le  shal l  define  a  Configuration  Assembly so  that the  software  knows  how 
to  calcu late  the  SCID.  A standard  EDS assembly section  shal l  be  used  to  define  the  various  
parameters  con tained  in  the  Safety Configuration  Assembly.  A fie ld  and  keyword  has  been  
defined  i n  the  [Parameter Class]  section  to  i denti fy the  i nstance  I d  of the  assembly.  A 
connection  manager en try shal l  a lso  be  used  to  reference  th is  assembly i f i t  i s  to  be  
configurable  wi th  a  Form1  SafetyOpen .  

8.1 0.1 .3  Configuration  CRC 

The  SNCT and  EDS  based  safety device  shal l  use  the  same  method  for calcu lating  the  
SCCRC.  EDS  based  safety devices  shal l  use  CRC-S4  wi th  the  seed  value  defined  in  7 . 1 . 2 . 3.  
The  data  inpu t to  the  CRC algori thm  i s  defined  by the  Configuration  Assembly.  Any padd ing  in  
the  configuration  assembly wi l l  be  assumed  to  be  zero  for purposes  of calcu lating  the  
SCCRC.  

8.1 0.1 .4  Password  encryption  for EDS  devices  

The  SNCT and  any other configuration  software  implementing  the  SNCT in terface  shal l  have  
a  standard ized  method  for encrypting  passwords  prior to  presenting  them  to  a  safety device.  
Software  tools  implementing  the  SNCT in terface  shal l  use  CRC-S4  wi th  the  seed  value  
defined  i n  7 . 1 . 2 .3 .  

When  an  encrypted  password  i s  smal ler than  the  fi xed-size  password  parameter,  the  method  
described  under the  Set_Password  service  in  the  Safety Supervisor object defin i tion  shal l  be  
used .  
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8.1 0.2  EDS extensions  for safety 

8 . 1 0.2. 1  Addi tional  Object C lass  sections  

Table  1 08  iden ti fi es  section  keywords  that are  used  to  publ icize  Safety object class  
i n formation .  Each  of the  fol lowing  EDS  Section  Keywords  may con tain  any of the  Common  
Object Class  En try Keyword(s)  described  in  CPF  2 .  The  fol lowing  table  con tains  Safety object 
class  section  names.  

Table  1 08  – Object C lass  section  keywords  

CIP  object C l ass  
code  

Section  keyword  name Requ i red/ 
Optional  

Safety Supervisor obj ect 39hex  [Safety Supervi sor Cl ass]  Opti onal  

Safety Val i dator ob j ect 3Ahex  [Safety Val i dator C l ass]  Opti onal  

Safety D i screte  Ou tpu t  Poi n t  ob j ect 3Bhex  [Safety D i screte  Ou tpu t Poi n t  C l ass]  Opti onal  

Safety D i screte  Ou tpu t  Group  ob j ect 3Chex  [Safety D i screte  Ou tpu t Group  C lass]  Opti onal  

Safety D i screte  I npu t  Poi n t  object  3Dhex  [Safety D i screte  I npu t  Poi n t  Class]  Opti onal  

Safety D i screte  I npu t  Group  ob j ect 3Ehex  [Safety D i screte  I npu t  Group  C l ass]  Opti onal  

Safety Dual  Channel  Ou tpu t  ob j ect  3Fhex  [Safety D i screte  Ou tpu t Group  Cl ass]  Opti onal  

Safety Anal og  I npu t  Poin t  ob j ect 49hex  [Safety Anal og  I npu t  Poi n t  C l ass]  Opti onal  

Safety Anal og  I npu t  Group  object 4Ahex  [Safety Anal og  I npu t  Group  Class]  Opti onal  

Safety Dual  Channel  Anal og  I npu t  ob j ect 4Bhex  [Safety Dual  Channel  Analog  I npu t  C l ass]  Opti onal  

SERCOS  I I I  L i nk obj ect  4Chex  [SERCOS  I I I  L i nk Class]  Opti onal  

 

8.1 0.2 .2  Extension  to  [Fi le]  section  for safety 

EDS Fi les  for safety device  shal l  be  protected  by a  CRC.  CRC-S4  wi th  the  seed  value  defined  
i n  7 . 1 . 2 .3  shal l  be  used .  

The  EDS  Fi l e  CRC value  shal l  be  en tered  i n  the  [fi l e]  section  wi th  the  en try keyword  
“EDSFi leCRC=”.  The  EDSFi leCRC en try keyword  shal l  be  contained  on  a  s ing le  l i ne.  

The  SNCT shal l  confi rm  the  EDS  fi le  CRC prior to  us ing  the  fi le  con ten ts  as  described  below:  

a)  Open  fi le  as  a  b inary fi le .  Load  the  enti re  fi l e  i n to  memory;  

b)  Remove  the  en ti re  l i ne  i nclud ing  the  carriage  return  that has  the  EDSFi leCRC=  en try;  

c)  Calcu late  the  CRC over the  remain ing  conten ts  of the  fi l e;  

d )  Compare  the  calcu lated  CRC to  the  EDSFi leCRC=  en try’s  value.  

An  “EDSFi leCRC=”  keyword  and  value  shal l  be  i ncluded  in  a l l  safety device  EDS  fi l es.  I f the  
[Device  Classi fication ]  en try describes  the  device  as  having  any Safety capabi l i ti es  and  the  
EDSFi leCRC=  en try keyword  does  not exist,  then  the  SNCT shal l  not use  the  fi l e.  

8.1 0.2 .3  Extension  to  [Device  Classification]  section  for safety 

The  EDS  fi le  for safety devices  shal l  i nclude  a  [Device  Classi fication ]  section  wh ich  shal l  
con tain  the  l i ne:  

Classx =  Safety;  

where  

x i s  a  decimal  value.  

The  Classx keyword ,  wi th  the  Classi fication  fie ld  equal  to  Safety,  i s  defined  i n  Table  1 09.  
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Table  1 09  – Safety Classx entry format 

Entry name  F ie ld  
number 

Data  Type  Requ i red /Optional  

Classi fi cati on  1  F i e l d  keyword  Requ i red  

Reserved  2 , 3  empty  

Port  I n stance  4 , 5 ,… n  U I NT Cond i ti onal a  

a  Requ i red  i f the  devi ce  supports  more  than  1  CI P  port  

 

C lassi fication  shal l  be  the  value  Safety.  

The  Port I nstance  fie lds  are  the  Port Object i nstances  that support safety.  

8.1 0.2 .4 Extension  to  [ParamClass]  section  for Safety 

The  SafetyCfgAssemby Keyword  shal l  be  used  in  the  safety devices  to  i den ti fy the  
configuration  assembly object i nstance.  The  keyword  i s  defined  i n  Table  1 1 0 .  

Table  1 1 0  – Parameter class  keywords  

Entry name  Entry 
keyword  

F ie ld  
number 

Data  Type  Requ i red /Optiona
l  

Safety 
Assembly 
I nstance  

SafetyCfgAs
sembly 

1  U I NT Cond i ti onal a  

a  Shal l  be  i n  implemen tati on  for safety d evices  that  are  con fi gu red  vi a  EDS  fi l e  

 

SafetyCfgAssembly – I den ti fies  the  configuration  assembly object i nstance  number for safety-
related  parameters  in  th is  device.  

A “SafetyCfgAssemby=”  keyword  en try shal l  be  i ncluded  for safety devices  that are  configured  
via  EDS  fi le .  Th is  value  shal l  a l so  match  an  AssemN  en try keyword  speci fied  in  the  
[Assembly]  section .  

8.1 0.2 .5  Extension  to  [Connection  Manager]  section  for safety 

8 . 1 0.2 .5.1  General  

There  are  four new keywords  defined  for safety that are  described  in  th is  subclause  8 . 1 0. 2 . 5.  
The  new keywords  are  summarized  i n  Table  1 1 1 .  
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Table  1 1 1  – New Connection  Manager section  keywords  for safety 

Entry name  Entry keyword  F ield  
number 

Data  type  Requ i red /Optiona
l  

Maximum  
Safety 
Connection
s  

MaxSafetyConnecti on
s  

1  US INT Opti onal  

Maximum  
Safety I npu t 
Connection
s  

MaxSafetyI npu tCnxns  1  US INT Opti onal  

Maximum  
Safety 
Ou tpu t  
Connection
s  

MaxSafetyOu tpu tCnxn
s  

1  US INT Opti onal  

Defau l t  
Safety 
Connection
s  

    

 Connection  I nstance  1  1  U I NT Requ i red  

 Connection  I nstance  n  n  U I NT Cond i ti onal  

Extended  
Format 
Support 

ExtendedFormat 1  US INT Opti onal  

 

8.1 0.2 .5.2  Max safety connections  

Safety devices  wi l l  typical l y support a  l arge  number of possib le  assembl ies  that m ix and  
match  d i fferen t combinations  of I /O  data  and /or status.  At the  same time,  these  devices  have  
a  l im i t  on  how many safety I /O  connections  can  be  establ ished  at any one  time.  These  
keywords  in  the  [Connection  Manager]  section  define  these  l im i ts.  I f no  en try exists  i n  the  
EDS  fi le ,  no  l im i ts  exist.  

8.1 0.2 .5.3  Defau lt  safety connections  

There  wi l l  often  be  a  set of connections  that are  most common ly used .  Product developers  
can  optional l y define  a  defau l t  set of connections  that a l l ow the  user to  qu ickly and  easi l y add  
these  connections  to  an  orig inator configuration .  The  Defau l tSafetyConnections  en try keyword  
speci fies  wh ich  connection  manager en tries  are  these  “defau l t”  connections.  

8.1 0.2 .5.4 Safety Format Support 

A device  wh ich  supports  the  Extended  Format shal l  declare  that support by entering  th is  
keyword  i n  the  Connection  Manager section  of the  device’s  EDS fi l e .  By making  th is  
declaration ,  connection  configuration  software  a l gori thms  can  be  enabled  to  configure  a  new 
format type  attribu te  in  the  Connection  Configuration  object.  When  th is  keyword  i s  not present 
i n  an  EDS fi le ,  i t  wi l l  be  assumed  on ly the  Base  Format i s  supported  (equ ivalent to  
SafetyFormat =  BaseOn ly) .  The  possib le  options  are:  

•  SafetyFormat =  1 ;   supports  Base  Format on ly;  

•  SafetyFormat =  2 ;   supports  Extended  Format on ly;  

•  SafetyFormat =  3 ;   supports  both  base  and  Extended  Format.  

8.1 0.2 .5.5  Changes  and  addi tions  to  Connection  Manager fields  

8. 1 0.2.5.5.1  Overview of changes  and  add itions  

Connection  manager en try shal l  be  defined  for each  safety component to  wh ich  a  connection  
can  be  establ i shed .  The  safety connections  are  defined  using  the  existing  Connection  
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Manager section  defined  i n  I SO 1 5745–2:2003,  Annex A wi th  the  fol lowing  extensions.  The  
SNCT shal l  use  each  entry to  present the  user wi th  a  set of connection  options  that can  be  
connected  to  from  an  orig inator.  

Table  1 1 2  l i sts  the  fi el ds  currently defined  for the  Connection  Manager section .  

Table  1 1 2  – Connection  Manager field  usage  for safety 

Field  name F ield  number Data  type  Usage  for safety 

Tri gger and  
transport  

1  DWORD Class:  shal l  be  0  

Tri gger:  sha l l  be  appl i cati on  

Transport Appl i cati on  type:  a l l  0  

         p roducers  sha l l  be  I npu t  On l y 

         consumers  sha l l  be  Excl u si ve  Owner 

EXAMPLE  

producers  (cl i en ts) :  02040001 hex  

consumers  (server) :  84040001 hex  

Connection  
parameters  

2  DWORD  O-to-T s i ze:  sha l l  on l y be  fi xed  

T-to-O  s i ze:  sha l l  on l y be  fi xed  

Octets  per s l ot:  a lways  i g nored  

Rea l  Time  Transfer format:  5  =  Safety 

Pri ori ty:  a lways  h i gh  

Connection  Type:  

I npu ts :  T-to-O  Mu l ti poi n t  or Poi n t-to-poi n t  

            O-to-T Poi n t-to-poi n t  

Ou tpu ts:  O-to-T and  T-to-O  Poi n t-to-Poi n t  

EXAMPLE  

Mu l ti poi n t  I npu t (producer) :  22645505hex 

Poin t-to-poi n t  Ou tpu t  (consumer) :  22445505hex  

O-to-T  RPI  3  Param  E i ther l eave  b l ank or provide  Param  reference  to  defi ne  
devi ce  capabi l i ty  

O-to-T  s i ze  4  U INT or Param  I F  b l ank,  wi l l  e i ther ass i gn  the  s i ze  from  the  associated  
ASSEM  reference  or the  software  wi l l  u se  the  Time  
Coord i nati on  s i ze  

O-to-T  format 5  Assem  For Safety ou tpu t  connecti ons,  th i s  fi e l d  shal l  i nd i cate  the  
Safety ou tpu t  assembly to  wh i ch  the  connection  i s  
associated .  For safety i npu t connecti ons,  th i s  fi e l d  shal l  be  
empty 

T-to-O  RPI  6  Param  E i ther l eave  b l ank or provide  Param  reference  to  defi ne  
devi ce  capabi l i ty  

T-to-O  s i ze  7  U INT or Param  I f b l ank,  wi l l  e i ther ass i gn  the  s i ze  from  the  ASSEM  
reference  or the  software  wi l l  u se  the  Time  Coord i nati on  
s i ze  

T-to-O  format 8  Assem  For Safety i npu t  connecti ons,  th i s  fi e l d  shal l  i n d i cate  the  
Safety i npu t  assembly to  wh i ch  the  connecti on  i s  
associated .  For safety ou tpu t  connections,  th i s  fi e l d  shal l  
be  empty 

con fi g  #1  s i ze  9  U INT or Param  Can  opti onal l y be  used  

con fi g  #1  
format 

1 0  Param  or 
Assem  

Can  opti onal l y be  used  

con fi g  #2  s i ze  1 1  U I NT or Param  S ize  of con fi gurati on  assembly when  devi ce  supports  
con fi gu rati on  vi a  Form  1  SafetyOpen   
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Field  name F ield  number Data  type  Usage  for safety 

confi g  #2  
format 

1 2  Param  or 
Assem  

Th i s  fi e l d  can  i n d i cate  wh i ch  assembly wi l l  hol d  the  Form  1  
SafetyOpen  con fi gu rati on  data  

Connection  
name  stri ng  

1 3  Eds_Char 
Array 

Un i que  name  to  a l l ow a  u ser to  i den ti fy the  app l i cati on  
assembly to  wh i ch  th i s  i nstance  i s  associated  

Hel p  s tri ng  1 4  Eds_Char 
Array 

U ser he l p  message  re l a ted  to  u si ng  the  connecti on  

Data  Path  1 5  Eds_Char 
Array 

Complete  path  compri s i ng  of Con fi g ,  Consumed ,  and  
Produced  path .  Nu l l  paths  are  i nserted  where  no  path  
exi sts  (see  poss ib l e  formats  be l ow)  

ASYNC1  1 6  US INT Th i s  i s  a  FSCP  2 /1  excl us i ve  fi e l d  

On l y appl i es  to  producing  connecti ons.  F i e l d  shou l d  be  
empty for consum ing  connections.  U sed  to  ca l cu late  
Network Reaction  Time  

Max Consumer 
Numbera  

1 7  US INT Th i s  i s  a  FSCP  2 /1  excl us i ve  fi e l d  

When  safety devices  wi sh  to  defi ne  mu l ti poi n t  connections  
and  need  to  restri ct  the  max number of consumers  to  a  
va l ue  l ess  than  the  defau l t  maximum  of 1 5 ,  th i s  fi e l d  can  
defi ne  the  product  l im i t.  I f th i s  fi e l d  i s  empty,  the  SNCT 
shal l  a lways  use  the  defau l t  va l ue  of 1 5  for the  maximum  
number of mu l ti poi n t  connecti ons.  Th i s  fi e l d  can  be  l eft  
empty for poi n t-to-poin t  connections.  See  7 . 7 . 5 . 1 1  
(Max_Consumer_Number)  for the  defi n i ti on  of l egal  va l ues  
for th i s  fi e l d  

a  Th i s  fi e l d  i s  speci fi ed  on l y for safety re l ated  speci fi cati ons  and  shal l  e i ther be  empty or om i tted  for non -
safety re l ated  connection  manager i n stances.  

 

8.1 0.2 .5.5.2  Trigger and  Transport field  

Safety devices  define  whether a  connection  i s  a  producing  (cl ien t)  or consuming  (server)  
connections  by fi l l i ng  ou t th is  fi el d .  The  other parts  of the  fie ld  wi l l  have  fi xed  defin i tions  as  
fol lows:  

•  C lass:  a lways  0 ;  

•  Tri gger:  a lways  appl ication ;  

•  Transport type:  a l l  0 .  

8.1 0.2 .5.5.3  Connection  Parameter field  

Safety devices  define  what types  of connections  are  possible  for a  connection  by using  th is  
fi e ld .  Al l  the  other fie lds  wi l l  have  fixed  values.  Table  1 1 3  provides  the  on ly val id  va lues  for 
Safety devices.  

Table  1 1 3  – Connection  parameter field  settings  for safety 

Connection  T\type  Connection  parameter setting  

Produci ng  (cl i en t)  i npu t connecti on  22645505hex  or 22445505hex  (no  
mu l ti poi n t)  

Consum ing  (server)  ou tpu t 
connecti on  

22445505hex  

 

8.1 0.2 .5.5.4 Data  Path  field  

I EC  61 1 58-6-2  defines  a  method  to  construct an  appl ication  path  i n  a  Forward  Open  for 3  
references:  one  for configuration ,  one  for consumed  data,  and  one  for produced  data.  Wi th  
the  i n troduction  of NULL  paths  for safety,  there  are  some add i tional  requ i rements  for safety.  
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8.1 0.2 .5.5.5  ASYNC field  

Th is  parameter i s  necessary to  properly calcu late  the  Network Reaction  Time  for a  safety 
connection .  Th is  parameter i s  general l y d i fferen t for i npu t connection  and  ou tpu t connections  
bu t i s  design  dependent.  Th is  fie ld  i s  requ i red  in  the  Connection  Manager section  for 
producing  (cl i en t)  connections.  Devices  wh ich  produce  on  i npu t connections  shal l  define  a  
ASYNC value  for those  connections,  and  devices  wh ich  produce  on  ou tpu t connections  ( i . e.  
l og ic devices  or scanners)  shal l  define  a  ASYNC value  for these  connections.  Any value  
provided  on  consuming  (server)  connections  wi l l  be  i gnored  by the  software.  I f an  ASYNC 
parameter i s  not defined  in  a  producing  connection ,  the  software  shal l  use  a  worst-case  
defau l t  va lue  of 1 .  The  values  of the  ASYNC parameter are:  

•  ASYNC =  0  =  synchronous;  

•  ASYNC =  1  =  asynchronous.  

8.1 1  Requirements  for CP  2/2  

8. 1 1 .1  EPI  ru les  for safety messages  that travel  over CP  2/2  

Safety packets  that shal l  travel  over CP  2/2  have  certain  restrictions  based  on  the  Safety 
format used  when  establ ish ing  the  connection .  

Safety Connection  using  the  Base  Format and  travel i ng  over CP  2/2  are  restricted  to  EPI s  
l ess  than  1 00  ms.  The  method  by wh ich  th is  restriction  i s  enforced  i s  a  vendor speci fic 
decis ion .  For example,  the  restriction  cou ld  be  en forced  i n  the  orig inator configuration  
software  or i n  orig inator connection  establ i shment checks.  Vendors  wi l l  be  responsible  for 
veri fying  that proper restrictions  are  in  p lace.  

Safety Connections  using  the  Extended  Format are  able  to  use  the  h igher range  of 1  000  ms.  

8.1 1 .2  Defau lt  safety I /O  service 

Safety connections  support both  Poin t-to-poin t and  Mu l tipoin t connection  types,  bu t 
EtherNet/IP  has  a  number of system  compl ications  when  Mu l ticast services  are  used .  I t  i s  
h igh ly recommended  that when  configuring  safety connections  i n  an  orig inator,  the  safety 
configuration  software  shou ld  present poin t-to-poin t as  the  defau l t  service  for a l l  Safety 
configurations.  The  User shou ld  be  g iven  the  option  to  select Mu l tipoin t,  bu t i f th is  selection  i s  
not speci fical l y made,  poin t-to-poin t shou ld  be  used .  

Safety CP  2/2  devices  shou ld  consider add ing  support for mu l tip le  poin t-to-poin t connections  
to  the  same  safety i npu t assembly to  better faci l i tate  the  use  of poin t-to-poin t.  

8.1 1 .3  Dupl icate  IP  detection  

Safety devices  that reside  on  CP  2/2  shal l  support the  I Pv4  Address  Confl ict  Detection  
mechan ism  defined  i n  CP  2/2 .  

8.1 1 .4 Priori ty for safety connections  

CP 2/2  safety devices  shal l  u ti l i ze  the  standard  CP  2/2  Qual i ty of Service  scheme;  see  
IEC  61 1 58-5-2  for implementation  detai l s .  CP  2/2  safety devices  shal l  implement the  QoS  
services  and  support priori ty marking  via  D i ffServ Code  Poin ts  (DSCP).  CP  2/2  safety devices  
shal l  use  “schedu led ”  as  the  defau l t  priori ty for safety I /O  devices.  
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8.1 2  Requirements  for CP  2/3  

8 . 1 2.1  Al location  of CP  2/3  identi fiers  

8 . 1 2.1 . 1  General  

During  connection  processing  of a  SafetyOpen  CP 2/3  safety i den ti fiers  shal l  be  assigned  
from  the  avai l able  pool  of CP  2/3  Group  1  i den ti fiers.  

I n  order to  preserve  connection  ID ’s,  the  ru les  i n  subclauses  8 . 1 2 . 1 . 2  to  8 . 1 2 . 1 . 1 0  shal l  be  
implemented  for the  al l ocation  of connection  ID ’s.  

8.1 2.1 .2  Basic  CP  2/3  algori thm  (general  model )  

Safety connection  orig inators  shal l  i n i tia l l y ask the  target (via  SafetyOpen)  to  a l locate  one,  
two,  or th ree  i den ti fiers  accord ing  to  the  ru les  stated  i n  Table  1 1 4 .  

Table  1 1 4 – CP  2/3  ID  assignment ru les  

Connection  
Type  

In termed iate  (F i rst)  
Hop  

Last (On ly)  Hop  
1 s t  attempt 

Last (On ly)  Hop  
2nd  attempt 

Last (On ly)  Hop  
3 rd  attempt 

Poin t  to  poi n t  T  ⇒  O :  Target  Rou ter 

O  ⇒  T :  Ori g i nator or 
Ori g i nati ng  Rou ter 

T  ⇒  O :  Target 

O  ⇒  T:  Target 

Connection  Fau l t,  

Connection  cannot  be  
establ i shed  

Connection  
Fau l t,  

Connection  
cannot  be  
estab l i shed  

Mu l ti poi n t  T  ⇒  
O  

( typ i ca l ;  i n pu t  
modu l e ,  ou tpu t  
modu l e  s tatus)  

T  ⇒  O :  Target  Rou ter 

O  ⇒  T :  Ori g i nator or 
Ori g i nati ng  Rou ter 

TC:        Target  Rou ter 

T  ⇒  O :  Target 

O  ⇒  T:  Cond i ti ona l  

TC:        Target  

T  ⇒  O :  Target  

O  ⇒  T :  Ori g i nator ( i f 
fi rs t  request  was  
Target)  

TC:        Target 

Connection  
Fau l t,  

Connection  
cannot  be  
establ i shed  

Mu l ti poi n t  O  ⇒  
T  

T  ⇒  O :  Target  Rou ter 

O  ⇒  T :  Ori g i nator or 
Ori g i nati ng  Rou ter 

TC:  Ori g i nator or 
Ori g i nati ng  Rou ter 

T  ⇒  O :  Target 

O  ⇒  T :  Ori g i nator 

TC:  Ori g i nator or 
Ori g i nati ng  Rou ter 

T  ⇒  O :  Ori g i nator 

O  ⇒  T:  Ori g i nator 

TC:  Ori g i nator or 
Ori g i nati ng  Rou ter 

Connection  
Fau l t,  

Connection  
cannot  be  
establ i shed  

 

Th is  i s  accompl ished  by i nserting  0xFFFFFFFF  i den ti fi ers  i n  the  SafetyOpen  request sen t to  
the  target.  

I f a  safety target cannot or refuses  to  a l l ocate  the  i den ti fier(s),  the  target shal l  respond  to  the  
Safety Open  request wi th  a  0x01  general  error status  wi th  extended  status  0x031 F  i nd icating  
no  connection  resources  are  avai lable.  

The  orig inator receives  the  SafetyOpen  response.  

 I f the  target has  a l located  i den ti fiers  from  i ts  pool ,  i t  shal l  i nsert them  in to  the  SafetyOpen  
success  response.  

The  orig inator accepts  these  and  the  connection  i s  completed .  

I f the  target has  not a l l ocated  i den ti fi ers  from  i ts  pool  then  the  orig inator has  the  option  to  
a l l ocate  i den ti fiers  from  i ts  own  pool .  I f the  orig inator does  a l locate  the  i den ti fier(s)  then  i t  
shal l  convey th is  data  to  the  target (via  a  second  SafetyOpen)  

I f the  orig inator cannot or refuses  to  a l locate  an  i den ti fi er then  the  connection  cannot be  
establ ished .  
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8.1 2.1 .3  Case  1  (target al locates  identi fiers)  

Th is  fi rst scenario  has  the  orig inator requesting  that the  target a l l ocate  the  connection  
i denti fiers  and  the  target agrees  to  do  so.  

The  connection  orig inator asks  the  target (via  Safety Open)  to  a l locate  one,  two  or th ree  
i den ti fiers.  

•  The  target agrees  to  a l l ocate  the  i den ti fi er(s)  and  responds  to  the  Safety Open  request 
wi th  success.  

•  The  orig inator receives  the  Safety Open  response  and  accepts  these  identi fiers  and  the  
connection  i s  completed .  

8.1 2.1 .4 Case  2  (target cannot al locate  identi fiers)  

Th is  second  scenario  has  the  orig inator requesting  that the  target a l locate  the  connection  
i den ti fiers  bu t the  target cannot or refuses  to  do  so.  

•  The  connection  orig inator asks  the  target (via  Safety Open)  to  a l l ocate  one,  two  or th ree  
i den ti fiers  ( iden ti fi er =  0xFFFFFFFF).  

•  The  target chooses  not to  a l l ocate  the  i denti fier(s)  and  responds  to  the  Safety Open  
request wi th  a  0x01  general  error code  wi th  extended  status  0x05  i nd icating  that the  
resources  are  not avai lable.  

•  The  orig inator receives  the  Safety Open  response,  sees  that target cannot a l locate  
i den ti fiers  and  then  chooses  to  a l locate  i denti fiers  from  i ts  own  pool .  

•  The  orig inator then  constructs  a  second  Safety Open  wi th  the  i den ti fiers  speci fied .  

•  The  target accepts  th is  Safety Open  and  the  connection  i s  completed .  

8.1 2.1 .5  Case  3  (orig inator al locates  identi fiers)  

Th is  th i rd  scenario  has  the  orig inator decid ing  to  a l l ocate  i ts  own  i den ti fiers  wi th  asking  the  
target.  

•  The  connection  orig inator a l locates  the  i den ti fiers  from  i ts  pool  and  en ters  these  values  
i n to  the  Safety Open  wh ich  i s  then  sen t to  the  target.  

•  The  target accepts  th is  Safety Open  and  responds  wi th  success.  

•  The  orig inator receives  the  Safety Open  response  and  the  connection  i s  completed .  

8.1 2.1 .6  Order of MSGID  Al location  

As stated  before  each  node  has  a  total  of 1 2  Group1  i denti fiers  that can  be  used  for safety 
connections.  I n  order to  provide  consistency among  producers  and  consumers,  the  fol lowing  
ru le  shal l  be  used  when  a l locating  i den ti fiers:  The  fi rst MSGID  to  be  a l located  shal l  start  at the  
h ighest avai lable  value  and  move  downward .  

Thus  the  fi rst  MSGID  wou ld  be  B(hex)  or 1 01 1 (binary)  and  the  next wou ld  be  A(hex)  or 
1 01 0(binary).  

8.1 2.1 .7   Ru les  for connection  ID  assignment 

The  fol lowing  ru les  for CP  2/3  ID  assignment shal l  be  fol l owed  by Safety targets,  orig inators  
and  bridges.  These  ru les  provide  repeatable  ID  a l location  for a  system  where  one  or no  
rou ters  are  connected  to  CP  2/3.  I t  effectively takes  unused  IDs  from  target devices  and  
provides  them  to  bridges.  Because  one  resource,  the  rou ter,  i s  a l lowed  to  ask for these  
resources,  i t  shou ld  work reputably.  Bu t any attempt to  extend  th is  to  other orig inators  cou ld  
resu l t i n  a  s i tuation  where  repeatable  power up  was  not ach ievable.  

•  Ru le  1 :  Al l  on -l i nk mu l tipoin t orig inators  provide  the  th i rd  group  1  I D  when  establ ish ing  a  
connection .  
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•  Ru le  2 :  Al l  off- l ink mu l tipoin t connection  orig inators  (rou ters)  request the  th i rd  g roup  1  I D  
from  the  target 

•  Ru le  3 :  The  g roup  1  I D  i n  targets  are  d ivided  i n to  2  types,  reserved  and  free.  

– The  reserved  IDs  are  equal  to  2  ×  the  maximum  number of safety connections  that a  
device  can  support.  The  maximum  number of connections  i s  speci fied  when  a  device  i s  
configured .  

– The  number of free  IDs  i s  equal  to  Max group  1  ID  (1 2)  – reserved  IDs.  

– I n  most target devices,  th is  cou ld  be  a  defau l t  value  and  the  user wou ld  never need  to  
change  i t.  

•  Ru le  4 :  Each  target wou ld  provide  2  reserved  group  1  IDs  to  mu l tipoin t or poin t to  poin t 
orig inators  un ti l  i ts  reserved  IDs  are  depleted .  Once  i ts  reserved  IDs  are  depleted  i t  wou ld  
reject requests  to  establ i sh  new connections.  Bu t i t  wou ld  sti l l  a l low orig inators  to  try to  
establ ish  mu l tipoin t connection  to  mu l tipoin t productions  that were  a l ready establ ished .  

•  Ru le  5 :  Each  target wou ld  provide  the  th i rd  g roup1  ID  to  mu l tipoin t orig inators  from  i ts  free  
pool .  Once  the  free  pool  i s  exhausted ,  i t  wou ld  re ject the  request and  the  orig inator wou ld  
need  to  supply the  th i rd  ID .  

8.1 2.1 .8  Point  to  point message connections  

The  basic a lgori thm  described  in  8 . 1 2 . 1 . 2  to  8 . 1 2 . 1 . 7  appl ies  to  th is  connection  types.  

8.1 2.1 .9  Mu ltipoint  message  connections  

Mul tipoin t producers  shal l  a l l ocate  an  i den ti fi er from  i ts  own  pool ,  i . e .  the  source  MACID  shal l  
be  that of the  producer.  Mu l tipoin t producers  shal l  re ject any connection  request that attempts  
to  assign  IDs  for i ts  produced  data  or time  correction  data.  The  mu l ti -cast consumer may 
fol low the  basic a lgori thm  described  above.  

8.1 2.1 . 1 0  CP  2/3  ID  quarantin ing  requ irements  

Target devices  need  to  take  care  that they don ’ t  re-al l ocate  any group  1  I Ds  un ti l  they are  
certain  that the  IDs  are  no  l onger being  used  by the  device  they had  been  previously a l located  
to.  To  assure  that th is  cond i tion  wi l l  not occur,  the  fol lowing  a lgori thm  shal l  be  fol lowed .  

When  a  safety device  closes  a  connection  i n  wh ich  g roup  1  IDs  were  a l located  to  another 
device,  the  g roup  1  I D  shal l  be  p laced  in to  quaran tine  for a  period  equal  to  the  
(connection_EPI  ×  Ping_I n terval_Mu l tip l ier)  ×  (Timeout_Mu l tip l ier.PI  +  2).  During  th is  time,  the  
ID  cannot be  used  or a l located  to  another device.  

I f an  orig inator who  borrowed  an  ID  detects  the  commun ication  fai lu re  and  re-issues  a  new 
connection  request before  these  IDs  are  removed  from  quaran tine,  devices  can  define  
schemes  that detect these  requests  and  pu l l  the  IDs  from  quaran tine  early and  return  them  to  
the  orig inator.  However,  care  shal l  be  taken  to  assure  that th is  i s  done  wi th  i n tegri ty.  

8.1 2.2  Additional  requ irements  

None.  

8.1 3  CP  1 6/3  requ irements  

8 . 1 3.1  General  arch i tecture  for CPF  2  on  CP  1 6/3  

The  safety l ayer of FSCP 2/1  on  CP  1 6/3  i s  implemented  accord ing  to  the  FSCP 2/1  
speci fication  wi thou t any mod i fications.  I n  particu lar,  th is  means  that  

•  FSCP 2/1  on  CP  1 6/3  uses  the  safety message  formats  defined  i n  th is  standard ,  

•  the  same  CRC polynomials,  seed  values  and  al gori thms  are  used ,  and  
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•  a l l  FSCP 2/1  objects  and  services  are  implemented  accord ing  to  th is  standard .  

Therefore,  FSCP 2/1  on  CP  1 6/3  does  not rely on  any measures  to  ensure  data  i n tegri ty 
provided  by the  CP  1 6/3  transport l ayer.  CP  1 6/3  may fu l l y be  regarded  as  being  part of the  
b lack channel .  

FSCP 2/1  rel ies  on  a  basic set of standard  CIP  objects  and  services  to  establ i sh  transport 
connections  and  exchange  cycl ic  data.  As  CP  1 6/3  does  not provide  an  implementation  of the  
CIP  appl ication  l ayer,  an  adaptation  layer i s  needed  to  fi l l  the  gap  between  the  CP  1 6/3  
transport l ayer and  FSCP 2/1 .  

Al though  a l l  mechan isms  were  adopted  from  the  existi ng  FSCP 2/1  speci fication ,  some 
add i tions  and  changes  to  the  speci fication  had  to  be  made.  Al l  add i tions  and  changes  do  not 
affect the  measures  defined  by FSCP 2/1  to  ensure  data  in tegri ty.  

8.1 3.2  Basel ine  FSCP 2/1  on  CP  1 6/3  device  

The  functional i ty needed  to  implement FSCP 2/1  i n  a  CP  1 6/3  device  i s  encapsu lated  i n  an  
adaptation  layer on  top  of the  standard  CP  1 6/3  communication  mechan isms.  The  CP  1 6/3  
function  group  “S  0  1 830  Safety Connection ”  provides  the  functional i ty for configuring  both  
expl ici t and  I /O  connections,  and  for exchang ing  data  via  the  CP  1 6/3  Messag ing  Protocol  
(SMP).  

F igure  86  shows  how the  FSCP 2/1  Adaptation  Layer provides  CIP  functional i ty s im i l ar to  the  
Basel ine  Safety Device  defined  in  6 . 6.  

 

Figure  86  – Basel ine  FSCP 2/1  on  CP  1 6/3  device  
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8.1 3.3  Supported  objects  and  services  in  CP  1 6/3  devices  

8 . 1 3.3. 1  General  

CP 1 6/3  devices  shal l  support the  CPF  2  objects  as  speci fied  i n  8 . 1 3.3. 2  to  8 . 1 3. 3. 8.  

8.1 3.3.2  Identi ty object (class  code 0x01 )  

Al l  requ i red  services  shal l  be  supported .  

8.1 3.3.3  Connection  Manager object (class  code  0x06)  

The  Connection  Manager object offers  the  services  needed  to  open  and  close  FSCP 2/1  
connections:  

•  Forward  Close  (0x4E);  

•  Forward  Open  (0x54).  

Al though  the  Connection  Manager object provides  the  i n terface  to  these  services,  most of the  
processing  has  to  be  done  in  the  FSCP 2/1  l ayer to  ensure  h igh  i n tegri ty.  Th is  i s  the  purpose  
of the  Val idator Connection  Establ i shment Eng ine  shown  i n  F igure  88.  The  FSCP 2/1  
Adaptation  Layer on ly takes  care  of preparing  the  b lack channel  for the  safety connection  by 
setting  up  the  necessary SMP sessions.  

8.1 3.3.4 Connection  Configuration  object (class  code 0xF3)  

The  Connection  Configuration  object i s  usual ly on ly implemented  for Connection  Orig inators.  

Each  instance  of th is  object keeps  the  configuration  data  for one  connection  that i s  needed  to  
bu i ld  a  Forward  Open  service  message  to  the  Connection  Target.  

8.1 3.3.5  Message  Router object (class  code  0x02)  

The  Message  Rou ter object does  not provide  any accessible  service.  I t  d istribu tes  incoming  
expl ici t  messages  to  a l l  other objects  i n  a  device.  

8.1 3.3.6  Safety Supervisor object (class  code  0x39)  

CP 1 6/3  devices  shal l  support the  Safety Supervisor object basel ine  l evel  at  a  m in imum.  

8.1 3.3.7  Safety Val idator object (class  code  0x3A)  

CP 1 6/3  devices  shal l  support the  Safety Val idator object i n  i ts  en ti rety.  

8.1 3.3.8  SERCOS I I I  Link object (class  code 0x4C)  

CP 1 6/3  devices  shal l  support the  SERCOS I I I  L ink object i n  i ts  en ti rety.  

8.1 3.4 Transport layer requ irements  

8. 1 3.4. 1  General  

FSCP 2/1  on  CP  1 6/3  devices  shal l  use  the  CP  1 6/3  Messag ing  Protocol  (SMP)  to  exchange  
safety messages.  SMP defines  a  set of messag ing  containers  that can  be  transported  via  
CP  1 6/3  connections.  

8.1 3.4.2  Transport layer considerations  

CP 1 6/3  offers  two  basic mechan isms  to  exchange  data  between  two  devices.  
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•  Cycl ic  connections  

A cycl ic  CP 1 6/3  connection  transports  a  data  package contain ing  one  or more  data  
values  from  a  producer to  a  consumer.  The  s ize  of the  data  package,  the  conten ts  and  the  
production  rate  are  usual l y configurable  wh i l e  a  device  i s  i n  parameterization  level .  When  
l eaving  the  parameterization  l evel ,  the  configuration  wi l l  remain  static.  The  producer of the  
connection  wi l l  then  produce  cycl ic  data  at the  configured  rate.  

•  Service  channel  

The  service  channel  i s  an  acycl ic commun ication  channel  exclusively con trol led  by the  
CP  1 6/3  master.  The  master may send  data  to  or retrieve  data  from  a  s lave  device.  

Nei ther cycl ic  connections  nor the  service  channel  can  fu l fi l l  a l l  requ i rements  of FSCP  2/1  on  
CP  1 6/3.  Therefore,  the  FSCP 2/1  adaptation  layer uses  the  CP  1 6/3  Messag ing  Protocol  
(SMP)  to  exchange  FSCP 2/1  messages  wi th  other CP  1 6/3  devices.  Th is  protocol  i s  l ayered  
on  top  of the  cycl ic  CP  1 6/3  connections.  I t  offers  a  send()/recv()- l ike  API  to  the  appl ication  
l ayer ( in  th is  case,  to  the  FSCP 2/1  Adaptation  Layer).  The  appl ication  layer i n  the  producer 
can  send  messages  of arbi trary l eng th  to  a  consumer.  SMP uses  a  fi xed -leng th  data  con tainer 
i n  a  cycl ic  connection  to  transport these  messages.  Messages  that are  b igger than  the  data  
con tainer wi l l  be  spl i t  i n to  several  fragments  wh ich  are  then  transported  sequentia l l y.  A 
priori ti zation  scheme a l lows  h igh-priori ty messages  to  i n terrupt the  transmission  of l ong ,  
fragmented  messages  of l ower priori ty.  Th is  a l lows  for an  effective  mu l tip lexing  of several  
l og ical  commun ication  channels  on  a  s ing le  transport container.  

Being  a  part of the  CP  1 6/3  transport l ayer,  the  CP  1 6/3  Messag ing  Protocol  stack i s  a  part of 
the  b lack channel .  I t  does  not affect any of the  mechan isms  and  data  i n tegri ty measures  
implemented  by the  FSCP 2/1  l ayer.  

The  example  in  F igure  87  shows  a  possib le  configuration  of SMP for a  s ing le  FSCP 2/1  
connection .  Two  SMP containers  are  used ,  one  being  configured  i n  the  AT to  transport 
messages  from  the  CP  1 6/3  s lave  to  the  CP  1 6/3  master,  wh i le  the  other con tainer i s  
configured  in  the  MDT to  transport messages  from  the  CP  1 6/3  master to  the  CP  1 6/3  s lave.  
The  CP  1 6/3  master,  acting  as  the  connection  orig inator,  wi l l  i n i ti ate  the  safety connection  by 
send ing  a  CIP  Forward  Open  as  an  unconnected  expl ici t  message  to  the  s lave.  Th is  message  
i s  transported  via  the  SMP con tainer 2 .  The  s lave  responds  wi th  a  Forward  Open  Response  
message  transported  by SMP con tainer 1 .  At the  same  time  i t  s tarts  producing  FSCP 2/1  data  
messages  wh ich  are  transported  i n  the  same  con tainer.  The  use  of a  session  wi th  i denti fier 
a l lows  an  effective  mu l tip lexing  of mu l tip le  l og ical  communication  channels  on  a  s ing le  
transport con tainer.  
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Figure  87  – FSCP 2/1  Adaptation  Layer and  SMP interaction  

8. 1 3.4.3  Mu lticast connections  

CP 1 6/3  MS  (master-s lave)  connections  shal l  on ly be  used  to  bu i l d  poin t-to-poin t safety 
connections.  CP  1 6/3  CC (cross  commun ication)  connections  may be  used  to  bu i l d  poin t-to-
poin t or mu l tipoin t safety connections.  

8.1 3.4.4 FSCP 2/1  Adaptation  Layer for CIP  Services  

CP 1 6/3  does  not support the  Common  I ndustria l  Protocol  (CIP).  Therefore,  the  adoption  of 
FSCP 2/1  as  a  safety layer for CP  1 6/3  devices  raises  the  need  for an  adaptation  l ayer that 
implements  a  basic set of CIP  services  and  objects.  

The  objects  and  services  offered  by the  FSCP 2/1  Adaptation  Layer shown  in  F igure  88  are  
not part of the  safety protocol  i tsel f.  Therefore,  these  services  do  not need  to  be  performed  
wi th  h igh  i n tegri ty.  The  FSCP 2/1  Adaptation  Layer may be  regarded  as  being  part of the  
b lack channel .  

Explicit

Messages

Expl icit

Messages

IEC  
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Figure  88  – FSCP 2/1  Adaptation  

8. 1 3.5  FSCP 2/1  and  the  CP  1 6/3  device  model  

Figure  89  shows  the  components  of a  generic CP  1 6/3  device.  There  i s  a  clear separation  i n to  
commun ication-  and  device-related  components.  The  commun ication-related  components  are  
defined  i n  the  CP  1 6/3  commun ication  profi l e  (SCP).  The  CP  1 6/3  I n terface  component 
represents  the  physical  i n terface  to  the  CP  1 6/3  network,  wh i le  the  CP  1 6/3  S lave  component 
provides  a  l og ical  i n terface  wi th  a  CP  1 6/3  S lave  Address  that i s  un ique  to  the  CP  1 6/3  
Network.  Th is  structure  a l l ows  for a  modu lar device  design  wi th  several  subdevices  sharing  a  
s ing le  physical  i n terface.  

 

IEC   
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Figure  89  – CP  1 6/3  device  model  

I n  th is  con text,  “modu lar design”  does  not imply that the  device  hardware  i s  modu lar as  wel l .  
A monol i th ic device  may in ternal ly be  regarded  as  being  modu lar i f i t  features  several  
i ndependent subdevices.  For example,  a  dual  axis  AC d rive  control lers  may i n ternal l y be  
modeled  as  a  s i ng le  device  con tain ing  two  independent subdevices  wi th  two  d i fferen t CP  1 6/3  
addresses  that are  connected  to  the  CP  1 6/3  Network via  the  same in terface.  

I n  CP  1 6/3  terms,  safety functional i ty i s  modeled  as  a  function -speci fic profi le  that implements  
one  or more  resources  i n  a  subdevice.  Th is  impl ies  that a  CP  1 6/3  Device  may con tain  
several  i ndependent safety devices  as  defined  by th is  part.  As  there  i s  a  substan tia l  
d i fference  between  a  “device”  and  a  “safety device”  i n  the  CP  1 6/3  context,  care  shou ld  be  
taken  not to  m ix up  these  terms.  

Modu lar I /O  devices  are  modeled  as  a  s ing le  CP  1 6/3  Device  wi th  usual ly one  s ing le  
subdevice.  Each  I /O  modu le  i s  represented  by a  set of function  g roups  in  th is  subdevice.  

8.1 3.6  UN ID  assignment on  CP  1 6/3  

8. 1 3.6. 1  General  

FSCP 2/1  requ i res  the  assignment of a  p lan twide  Un ique  Node  ID  (UN ID)  to  each  safety 
device.  The  1 0  octet UN ID  consists  of a  6  octet Safety Network Number (SNN)  combined  wi th  
the  node’s  4  octet NodeID  (MACID  on  CP  2/3,  I P  address  on  CP  2/2 ,  SDID  on  CP 1 6/3).  

For a  CP 1 6/3  Safety Device,  the  MACID/IPNodeID  address  portion  of the  UN ID  shal l  be  
replaced  by a  4  octet CP 1 6/3  Safety Device  ID  (SDID).  Both  the  SDID  and  the  SNN  shal l  be  
stored  as  attribu tes  of the  CP  1 6/3  object.  

struct UN ID  

{  

S_SNNDate_AND_Time SNN ;  

UDINT    SDID;  

}  

IEC  
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8.1 3.6.2  CP  1 6/3  Safety Device  ID  

Subclause  8. 1 3. 5  on  the  CP  1 6/3  device  model  showed  that i t  i s  impossible  to  un iquely 
i den ti fy a  safety modu le  i n  a  modu lar device  by i ts  network node  address  (CP  1 6/3  s lave  
address).  

On  the  other hand ,  exclud ing  the  network node  address  from  the  NodeID  portion  of the  UN ID  
l eads  to  a  better separation  of the  standard  device  configuration  from  the  safety configuration .  
Th is  faci l i tates  device  commission ing ,  because  a  modu le  may be  moved  to  a  d i fferen t 
physical  l ocation  after the  safety configuration  has  been  veri fied  and  l ocked .  On ly the  non-
safety-relevant parts  of the  configuration  have  to  be  ad justed  to  the  new network topology by 
chang ing  the  CP  1 6/3  addresses.  The  safety l ayer wi l l  s ti l l  ensure  that on ly safety connections  
configured  for th is  safety device  can  be  establ ished .  

Therefore,  i n  a  CP  1 6/3  network,  the  MACID  portion  of the  UN ID  shal l  be  chosen  by the  
configuration  tool  or set i n  the  safety device  by other means  (e. g .  D IP  swi tches),  and  shal l  not 
be  re lated  to  nei ther the  standard  network node  address,  nor the  physical  posi tion  of a  
modu le  on  the  device's  l ocal  bus.  
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Figure  90  – Adding  a  standard  modu le  to  a  modu lar device 

I t  has  to  be  assured  that the  cabl ing  attached  to  a  modu le  i s  a l so  moved  to  the  new location  
when  moving  a  safety modu le  wi thou t updating  the  safety network configuration .  The  
manufacturer of a  FSCP 2/1  on  CP  1 6/3  device  shal l  ensure  th is  by appropriate  means  or by 
add ing  an  appropriate  advisory to  the  device’s  safety manual .  

8.1 3.6.3  Safety Network Number assignment 

FSCP 2/1  requ i res  the  assignment of Safety Network Numbers  (SNN)  i n  a l l  FSCP 2/1  on  
CP  1 6/3  nodes.  SNN  and  MACID  together form  the  UN ID  that has  to  be  un ique  for each  
device  in  a  safety system.  Because  the  SDID  portion  of the  UN ID  i s  not re lated  to  the  
standard  network address  of a  safety device,  a  SNN  value  i s  not l im i ted  to  the  boundaries  of 
s ing le  CP  1 6/3  network.  Several  CP 1 6/3  networks  may use  the  same  SNN  as  long  as  they 
belong  to  the  same  configuration  segment (a  g roup  of CP  1 6/3  networks  configured  by a  
s ing le  configuration  tool ) .  The  configuration  tool  shal l  be  responsible  for assign ing  d i fferen t 
SDID  values  to  a l l  safety devices  i n  one  configuration  segment.  

CP 1 6/3  
bus  coupler  

l ocal  bus  

CP 1 6/3  
Network  

CP  1 6/3  
address  8  Slot 1  

I /O  
modu le  

Slot 2  Slot 3  Slot 4  Slot 5  

I /O  
modu le  

Safety  
I /O  

modu le  

I /O  
modu le  

Safety  
I /O  

modu le  

CP 1 6/3  
bus  coupler  

l ocal  bus  

CP  1 6/3  
address  8  Slot 1  

I /O  
modu le  

Slot 2  Slot 3  Slot 4  Slot 5  

Safety  
I /O  

modu le  

SDID:  
0x471 1 081 5  

I /O  
modu le  

Safety  
I /O  

modu le  

SDID:  
0x4200CAFE  

standard  I /O  modu le  
added  i n  s l ot  2  

CP 1 6/3  
Network  

SDID:  
0x471 1 081 5  

SDID:  
0x4200CAFE  

IEC  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 241  – 

9  System  requ irements  

9.1  Ind icators  and  switches  

9 . 1 . 1  General  ind icator requ irements  

FSCP 2/1  safety devices  are  requ i red  to  have  modu le  and  network i nd icators.  

Device  developers  are  free  to  have  add i tional  i nd icators  on  thei r products  i f they so  desi re.  

Importan t:  FSCP 2/1  safety devices  shal l  provide  a  separate  Modu le  Status  LED  and  a  
Network Status  LED.  I n  th is  case,  these  i nd icators  provide  importan t add i tional  safety-related  
i n formation  to  the  user that cannot be  accompl ished  wi th  a  combined  Net/Mod  Status  
i nd icator.  

Important:  I f there  i s  a  confl ict  between  tu rn ing  an  LED  on  Red  versus  Green ,  the  LED  shou ld  
be  tu rned  on  Red .  

9.1 .2  LED  ind ications  for setting  the  device  UN ID  

Table  1 1 5  defines  the  way the  LED  ind ications  are  used  for setting  the  UN ID.  

Table  1 1 5  – LED  ind ications  for setting  UN ID  

Safety Supervi sor 
State/Event  

MOD  LED  NET LED  

Sel f-test F l ash  Red /Green  Off 

Wai ti ng  for TUN ID  F l ash  Red /Green  Connection  dependen t 

Wai ti ng  for TUN ID  

Proposed  UN ID  Rcvd  

F l ash  Red /Green  F l ash  Red /Green  

250  ms  /  250  ms  

Reuse  CP  2 /3  Group  4  
pattern  

Confi gu ri ng  F l ash  Red /Green  Connection  dependen t 

I d l e  F l ash ing  Green  Connection  dependen t 

Execu ti ng  Green  Connection  d ependen t  

 

9.1 .3  Module  Status  LED 

Th is  bi–color (g reen/red)  LED  provides  device  status.  I t  i nd icates  whether or not the  device  
has  power and  i s  operating  properly.  Table  1 1 6  defines  the  Modu le  Status  LED  states.  
Table  1 1 6  defines  the  Modu le  Status  LED  cond i tions  for safety devices  (wh ich  has  to  use  the  
Safety Supervisor object) .  The  states  shown  reflect the  device  states  speci fied  in  the  I den ti ty 
object.  These  states  are  a lso  mapped  to  the  states  defined  in  Safety Supervisor object.  

For safety devices  wh ich  use  the  SNCT in terface,  the  states  of the  Safety Supervisor shal l  be  
what determine  the  Modu le  LED  status.  
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Table  1 1 6  – Modu le  Status  LED 

For Safety Supervisor 
state:  

LED  i s :  To  i nd icate:  

No  Power Off There  i s  no  power appl i ed  to  the  d evice  

Execu ti ng  Green  The  device  i s  operati ng  i n  a  normal  cond i ti on  

I d l e  state  F l ash ing  Greena  The  Device  i s  i n  the  I d l e  or S tandby S tate .  Reference  the  
I den ti ty ob j ect (6 . 4)  or Safety Supervi sor ob ject  (6 . 5 . 3)b  

Abort F l ash ing  Reda  Recoverabl e  Fau l t  

Cri ti ca l  Fau l t  Red  The  device  has  an  un recoverab l e  fau l t,  may need  replacing  

Devi ce  Sel f Testi ng ,  
Wai ti ng_for_TUN ID  or 
Con fi gu ri ng2  

F l ash ing  Red -
Greena  

The  Device  i s  i n  Sel f Test or the  Device  needs  commissi on i ng  
due  to  con fi gu rati on  or UN ID  m iss i ng ,  i ncomplete  or i ncorrectc.  
Reference  the  I d en ti ty ob j ect  (6 . 4)  or Safety Supervi sor ob ject  
(6 . 5 . 3)b  

a  The  fl ash  rate  for i s  approximate l y 1  fl ash  per second .  The  LED  shou l d  be  on  for 0 , 5  s  on  off for 
approximatel y 0 , 5  s .  

b  The  state  of safety devices  i s  determ ined  by the  Safety Supervi sor ob ject.  

c  An  Uncon fi gu red /unowned  safety devi ce  shou l d  not  be  a l l owed  to  pers i st  wh i l e  connected  to  an  acti ve  safety 
system.  

 

9.1 .4 Ind icator warn ing  

The  User Safety Manual  shal l  provide  a  warn ing  that states  “LEDs  are  NOT re l iable  i nd icators  
and  cannot be  guaran teed  to  provide  accurate  in formation .  They shou ld  ONLY be  used  for 
general  d iagnostics  during  commission ing  or troubleshooting .  Do  not attempt to  use  LEDs  as  
operational  i nd icators” .  

9.1 .5  Network Status  LED 

Th is  b i–color (green/red)  LED  ind icates  the  status  of the  commun ication  l i nk.  The  i nd ications  
for th is  LED  are  defined  i n  Table  1 1 7.  

Table  1 1 7  – Network status  LED  states  

For Safety Supervisor state:  LED  i s :  To  i nd icate:  

Not Powered /Not  On - l i ne   Off Devi ce  i s  not  on–l i ne.  

The  device  has  not  completed  the  
Dup_MAC_ID  test  yet.  

The  device  may not  be  powered ,  
l ook at  Modu le  S tatus  LED  

On-l i ne,  Not  Connected  F l ash ing  Green  a  Devi ce  i s  on–l i ne  bu t has  no  
connections  i n  the  establ i shed  
s tate .  

The  device  has  passed  the  
Dup_MAC_ID  test,  i s  on–l i ne,  bu t  
has  no  establ i shed  connecti ons  to  
other nodes.  

For a  Group  2  On l y device  i t  
means  that  th i s  device  i s  not  
a l l ocated  to  a  master.  

For a  UCMM  capab le  devi ce  i t  
means  that  the  d evi ce  has  no  
estab l i shed  connecti ons.  

For safety devices,  a  connection  
may be  establ i shed ,  bu t the  
Val i dator has  not  completed  an  
i n i ti a l  Time  Coord inati on  exchange  
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For Safety Supervisor state:  LED  i s :  To  i nd icate:  

Li nk OK,  On - l i ne,  Connected  Green  The  device  i s  on–l i ne  and  has  
connecti ons  i n  the  establ i shed  
state  

Connection  Time-ou t  F l ash ing  Red  a  One  or more  I /O  Connections  are  
i n  the  Timed–Out state  

Cri ti ca l  L i nk Fai l u re  Red  Fa i l ed  commun icati on  device.  The  
devi ce  has  detected  an  error that  
has  rendered  i t  i ncapabl e  of 
commun icati ng  on  the  network 

Commun icati on  Fau l ted  and  
Received  an  I den ti fy Comm  Fau l t  
Request  – Long  Protocol  or 
Propose_TUN ID  servi ce  received  

F l ash ing  Red -Green  A speci fi c  Commun icati on  Fau l ted  
devi ce.  The  device  has  d etected  a  
Network Access  error and  i s  i n  the  
Commun icati on  Fau l ted  state.  The  
devi ce  has  subsequen tl y rece ived  
and  accepted  an  I den ti fy 
Commun icati on  Fau l ted  Request  – 
Long  Protocol  message.  

Safety devices  u se  th i s  i nd i cati on  
to  a l l ow mai n tenance  personnel  to  
commissi on  the  UN ID  i n  a  safety 
devi ce  

a  The  fl ash  ra te  for i s  approximate l y 1  fl ash  per second .  The  LED  shou l d  be  on  for 0 , 5  s  on  off for 
approximatel y 0 , 5  s .  

 

9.1 .6  Switches  

9 . 1 .6.1  NodeID  switches  

The  fol l owing  a lgori thm  can  a lso  be  appl ied  to  the  hand l i ng  of the  Baud  Rate  swi tch  i f 
implemented .  When  hardware  swi tches  are  used  for setti ng  NodeID  and /or Baud  Rate  there  
are  some d i fferences  in  how these  values  are  processed  i n  safety devices.  Th is  subclause  
9 . 1 . 6  wi l l  ou tl i ne  the  a lgori thm.  

There  i s  d i rect re lationsh ip  between  the  NodeID  setting  and  the  NodeID  portion  of the  Target 
UN ID  (TUN ID)  i n  the  safety supervisor.  See  the  Safety Supervisor (6 .5. 3)  object for more  
i n formation .  

9.1 .6.2  NodeID  determination  

During  device  in i tia l ization ,  the  NodeID  swi tches  are  read  by the  device  fi rmware.  

The  NodeID  attribu te  ( i f supported)  i n  the  CP  2/3  object shal l  a lways  reflect the  value  in  use.  

The  fol lowing  l og ic i s  appl ied :  

•  When  the  swi tches  are  read ,  i f the  swi tches  speci fy a  va l id  NodeID,  (a  value  from  0  to  63  
for NodeID),  th is  va lue  shal l  be  used  as  the  NodeID;  

•  When  the  swi tches  are  read ,  i f the  speci fied  NodeID  d i ffers  from  the  value  stored  i n  the  
CP  2/3  object’s  NodeID  Attribu te  (NVRAM  values),  the  appropriate  attribu te/s  shal l  be  
updated  and  saved  to  NVRAM;  

•  When  the  swi tches  are  read ,  i f the  swi tches  speci fy an  i nval id  NodeID,  (a  value  g reater 
than  63),  the  device  shou ld  fo l low one  the  recommended  options  in  I EC  62026-3;  

•  When  the  swi tches  are  read ,  i f the  swi tches  used  to  speci fy the  NodeID  are  set to  a  va l i d  
va lue  (a  value  from  0  to  63  for the  NodeID),  the  NodeID  attribu te  shal l  have  Get On ly 
access;  

•  When  the  swi tches  are  read ,  i f the  swi tches  are  set to  the  software  programmable  mode  
(>63  for the  NodeID),  the  NodeID  attribu te  shal l  have  Set access;  
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•  I f a  device  has  no  swi tches  i t  shal l  use  defau l t  values  for NodeID  i n  i ts  ou t-of-box 
configuration  (63  for the  NodeID).  For FSCP 2/1  on  CP  1 6/3  the  SDID  i n  the  SERCOS I I I  
L ink object has  to  be  set to  defau l t  values.  

•  I f the  device  i s  ou t-of-box i t  shal l  use  the  current NodeID  swi tch  settings  i f these  are  val i d  
va lues.  

Safety devices  shal l  mon i tor and  detect changes  in  the  NodeID  and  Baud  Rate  ( i f appl icable)  
swi tch  settings.  Developers  are  free  to  determine  an  appropriate  sample  period  for th is  
detection .  

When  a  NodeID  swi tch  setting  change  i s  detected ,  the  device  shal l  update  the  
MACID_Swi tch_Value  attribu te.  I f the  NodeID  swi tch  equals  the  NodeID  in  use  or the  NodeID  
Swi tches  are  greater than  63  and  software  settable  clear the  NodeID  changed  attribu te  and  
make  no  change  i n  the  state  of the  device,  otherwise  set the  NodeID  changed  attribu te  and  
transi tion  to  the  ABORT state  (see  flow chart i n  F igure  91 ) .  

When  an  I P  swi tch  setti ng  change  i s  detected  i t  shal l  determine  i f the  change  creates  a  
m ismatch  cond i tion .  I f the  I P  swi tch  d i ffers  from  the  I P  Address  attribu te,  i t  shal l  transi tion  to  
the  ABORT state.  

When  a  Baud  Rate  swi tch  setting  change  i s  detected ,  the  device  shal l  update  the  
Baud_Rate_Swi tch_Changed  attribu te  and  the  Baud_Rate_Swi tch_Value  attribu te,  then  
transi tion  to  ABORT.  

I f a  FSCP 2/1  safety device  supports  the  Set_Attribu te  service  to  the  NodeID  attribu te,  and  
the  NodeID  swi tches  are  set to  enable  the  set service,  safety devices  shal l  on ly accept the  
Set_Attribu te  wh i le  i n  the  “Wai ting  for TUN ID”  state.  Otherwise,  i t  shal l  reply wi th  a  “Device  
State  Confl ict” .  

I f a  FSCP 2/1  safety device  supports  the  Set_attribu te  service  to  the  Baud  Rate  attribu te,  
Safety devices  shal l  on ly accept the  Set_Attribu te  wh i le  i n  the  “Wai ting  for TUN ID”  state.  
Otherwise,  i t  shal l  reply wi th  a  “Device  State  Confl ict” .  
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Figure  91  – Safety device  NodeID  processing  log ic 

9 . 1 .6.3  Reset switch  

I f a  reset swi tch  i s  provided  on  a  safety device,  the  safety device  shal l  execute  a  Safety 
Supervisor Type  2  reset ( i . e .  reset to  ou t-of-box,  bu t preserve  the  password).  

9.2  Instal lation  gu idel ines  

The  instal lation  gu idel ines  of I EC  61 91 8  and  IEC 61 784-5-2  for CPF  2  shal l  apply.  
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9.3  Safety function  response time 

9 .3.1  Overview 

The  safety function  response  time  i s  the  worst-case  time  from  a  safety re lated  even t as  i npu t 
to  the  system  or as  a  fau l t  wi th in  the  system,  un ti l  the  time  that the  system  is  i n  the  safety 
state.  The  scope  of the  reaction  time  i s  defined  in  F igure  92 .  

 

Figure  92  – Safety function  response  time 

To determine  the  safety function  time  of any con trol  chain  the  user shal l  add  up  the  
components  of the  safety chain .  

Using  the  example  in  F igure  92 ,  the  safety function  response  time  wou ld  be:  

Safety function  response  time  =  Sensor reaction  time   
+  I npu t reaction  time   
+  Network reaction  time   
+  Control ler reaction  time   
+  Network reaction  time   
+  Ou tpu t reaction  time   
+  Actuator reaction  time  

(1 3)  

9.3.2  Network time  expectation  

The  Network Time  Expectation  i s  a  portion  of the  Safety function  response  time.  The  Network 
Time  Expectation  i s  the  worst case  time,  from  the  time  the  data  i s  captured  by the  safety data  
producer,  un ti l  the  consuming  appl ication  recogn izes  a  safety state.  Th is  a l so  includes  errors  
during  production  and  consumption .  

The  Network_Time_Expectation_Mu l tipl ier used  i n  the  previous  subclauses  of th i s  part,  
represents  the  worst case  measured  time  from  the  time  the  data  i s  captured  by the  safety 
data  producer un ti l  the  time  that the  consuming  appl ication  recogn izes  a  safety state  
i nd ication .  

IEC  

Sensor Input Logic Output Actuator

Input Logic OutputSafety Data 
Transport

Safety Data 
Transport
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Producer
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Consumer
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The  Network_Time_Expectation_Mu l tipl ier va lue  necessary to  ensure  a  timeou t error i s  not 
detected  i s :  

Network_Time_Expectation_Mu l tip l ier >  EPI  ×  Timeout_Mu l tip l ier  
 +  Safety_Message_Time(max)  
 +  Time_Coord_Message_Time(max))  /  1 28  µs  
 +  Connection_Correction_Constan t 

(1 4)  

where:  

Safety_Message_Time(max)  i s  the  actual  time  from  the  data  being  captured  by the  safety 
data  producer un ti l  the  time  that the  safety data  i s  passed  to  the  consuming  appl ication  for 
use.  

Time_Coord_Message_Time(max)  i s  the  maximum  time i t  cou ld  take  for the  time  
coord ination  i n formation  to  be  sen t from  the  consumer to  the  producer.  Th is  i s  measured  
from  the  time  the  Consumer_Clk_Count i s  captured  to  Consumer_Time_Value  un ti l  the  
time  Producer_Clk_Count i s  captured  to  Producer_Rcved_Time_Value.  

Timeout_Mu l tipl ier i s  a  parameter that i s  needed  by the  safety protocol  processing .  Th is  
value  determines  the  number of messages  that may be  l ost before  declaring  a  connection  
error.  A Timeout_Mu l tip l i er of 1  i nd icates  that no  messages  may be  l ost.  A 
Timeout_Mu l tipl ier of 2  i nd icates  that 1  message  may be  l ost,  etc.  I n  add i tion  to  the  
Timeout_Mu l tipl ier checks  wi th in  the  protocol ,  reaction  time  checks  are  a lso  performed .  A 
reasonable  defau l t  for the  Timeout_Mu l tip l ier wou ld  be  2 .  A reasonable  l im i t  wou ld  be  for 
configuration  software  to  restrict the  Timeout_Mu l tipl ier to  i n teger values  from  1  to  4 .  For 
the  ExtendedFormat the  Timeout_Mu l tip l i er may be  increased  to  255  as  l ong  as  the  
Network Time  Expectation  value  does  not exceed  5, 8  s .  

Connection_Correction_Constan t i s  a  va lue  i n  1 28  µs  i ncrements  that i s  subtracted  from  
the  time  stamp  to  represent the  worst case  error due  to  Time  d ri ft,  the  asynchronous  
nature  of the  producer and  consumer clocks,  and  the  m in imum  time for the  Time  
Coord ination  Message  to  traverse  from  the  consumer to  the  producer.  

Timeout_Mu l tipl ier and  Connection_Correction_Constan t are  described  i n  7 . 7 . 5.8  and  
7 . 7. 5. 1 5  respectively.  

9.3.3  Equations  for calcu lating  network reaction  times  

The  most l og ical  p lace  for the  user to  set and  determine  the  Network reaction  times  i s  at  the  
l og ic device  s ince  i t  i s  very l i kely both  the  configuration  holder and  connection  orig inator.  

There  are  two  cases  of safety connection  reaction  times  for most l og ic devices.  They are:  

•  I npu t Connection  reaction  time;  

•  Ou tpu t Connection  reaction  time.  

Table  1 1 8  defines  the  producing  appl ication  and  consuming  appl ication  for the  Network 
reaction  time  cases  above.  

Table  1 1 8  – Connection  reaction  time  type  – producing/consuming  appl ications  

Connection  reaction  time  
type  

Producing  appl ication  Consuming  appl ication  

Safety I npu t I npu t  modu l e  Con trol l er 

Safety Ou tpu t  Con trol l er Ou tpu t  modu le  

 

F i gure  93  shows the  analysis  of the  Safety Function  Response  Time  components.  The  time  
enforcement analysis  i s  done  from  the  Outpu t s ignal  back to  the  I npu t s ignal .  Doing  the  
analysis  from  the  Outpu t s ignal  back to  the  I npu t s ignal  a l l ows  the  effects  of asynchronous  
productions  to  be  seen .  
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The  analysis  assumes  that the  ou tpu t modu le  wi l l  have  an  in ternal  cycle  that checks  the  age  
of the  l ast received  ou tpu t data.  The  age  of the  ou tpu t data  wi l l  be  main tained  at  l ess  than  the  
Network_Time_Expectation_Mu l tip l ier (NTEM)  value.  

 

Figure  93  – Safety function  response time  components  

From  an  analysis  poin t of view,  a  con trol ler to  con trol l er connection  wou ld  be  treated  the  
same  as  an  I npu t connection .  

For an  I npu t or Con trol ler to  Control ler Connection :  

Network reaction  time  =  Network_Time_Expectation_Mu l tip l ier  ×  1 28  μS  ( 1 5)  

For a  Connection  to  an  Outpu t Modu le:  

I f the  Outpu t Production  i s  Asynchronous  to  the  Control ler Cycle:  

Network reaction  time  =  Network_Time_Expectation_Mu l tip l ier  ×  1 28  μS  ( 1 6)  

I f the  Ou tpu t Production  i s  Synchronous  to  the  Control ler Cycle:  

Network reaction  time  =  Network_Time_Expectation_Mul tipl ier  ×  1 28  μS  – EPI_in_Sec (1 7)  
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The  Ou tpu t Connection  cases  can  be  s impl i fied  to:  

Network reaction  time  =  Network Time  Expectation  Mu l tip l ier  ×  1 28  μS   
+  (EPI_in_Sec  ×  (ASYNC – 1 ))  

(1 8)  

where  the  ASYNC parameter i s  defined  as  fol lows:  

ASYNC parameter 

I f the  producing  appl ication  i s  synchronous  wi th  data  production ,  ASYNC =  0 .  I f the  producing  
appl ication  i s  asynchronous  to  the  data  production ,  ASYNC =  1 .  The  net effect of th is  
d i fference  i s  that one  add i tional  EPI  i s  added  to  the  Network reaction  time  for asynchronous  
devices.  Th is  ASYNC parameter shou ld  be  provided  to  the  Safety Configuration  software  via  
and  EDS  fi l e  en try.  The  defau l t  va lue  i n  cases  where  i t  i s  not provided  shal l  be  0 .  

9.4 Duration  of demands  

The  duration  of demand  by the  safety-related  appl ication  to  the  safety communication  layer 
shal l  be  su fficien t i n  duration  such  that demand  i s  detected  by the  longest EPI  se lected  by the  
appl ication .  

9.5  Constraints  for calcu lation  of system  characteristics  

9 .5.1  Number of nodes  

CP 2/3  based  implementations  are  l im i ted  to  a  maximum  of 32  producing  and  32  consuming  
nodes  for th is  safety profi le .  CP  2/2  based  implementations  have  no  l im i tation  on  the  number 
of producers  and  consumers  for th is  safety profi le .  

9.5.2  Network PFH  

Th is  subclause  9 . 5.2  wi l l  describe  the  calcu lations  used  for the  determination  of the  network 
PFH .  The  network i s  targeted  at S I L  3  systems  therefore  the  PFH  shal l  be  <1 0 -9  (or <1 0 -7  i f a  
1  %  factor i s  i ncluded  i n  the  calcu lations).  

The  safety network protocol  consists  of four parts,  safety data,  time  stamp i n formation ,  the  
mu l tipoin t time  correction  i n formation ,  and  the  time  coord ination  p ing  response.  Each  of these  
parts  has  i ts  own  protection  that con tribu tes  to  the  PFH .  

 

Figure  94 – Network protocol  rel iabi l i ty block d iagram  (RBD)  

From  the  RBD  in  F igure  94,  the  equation  for the  overal l  network residual  error rate  i s :  

 R(p)T =  R(p)  data  +  R(p)ts  +  R(p)time coord+  R(p)  time_corr (1 9)  

When  applying  the  residual  error rates  i n  the  calcu lation  of the  PFH ,  i t  i s  importan t to  consider 
that the  time  coord ination  and  the  mu l tipoin t time  correction  i n formation  are  transmi tted  at 
rates  other than  the  rate  of the  time  stamp and  data.  Using  the  d i fferen t transmission  rates  
and  the  i n formation  from  the  RBD,  for the  overal l  PFH  equation  for poin t-to-poin t connection  
i s :  

Λ  =  3  600  ×  (((R(p)ts  +  R(p)data  )  ×  νmsg)  +  (R(p)t_coord  ×  νping  ))  ×  (NoProd  – 1 )  ×  1 00  (20)  

IEC  
R(p)ts R(p)Conn Sec R(p)ping  responseR(p)data
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where  

νmsg  i s  the  transmission  rate  i n  messages/second ;  

νping  i s  the  transmission  rate  i n  messages/second ;  

NoP i s  the  number of Producers;  

3  600  i s  the  conversion  of hours  to  seconds;  

1 00  i s  the  1  %  factor.  

The  PFH  equation  for mu l tipoin t PFH  is :  

Λ  =  3  600  ×  (((R(p)ts  +  R(p)data)  ×  νmsg×NoP)  +  ( (R(p)t_coord   
+  R(p)t_corr)  ×  νping  ×  NoC/P))  × 1 00  

(21 )  

where  

νmsg  i s  the  transmission  rate  i n  messages/second ;  

νping  i s  the  transmission  rate  i n  messages/second ;  

NoC/P i s  the  number of Consumers  per Producer;  

NoP i s  the  number of Producers;  

3  600  i s  the  conversion  of hours  to  seconds;  

1 00  i s  the  1  %  factor.  

F igure  95  and  F igure  96  summarizes  the  worst-case  resu l t.  The  numbers  are  obtained  from  
detai l ed  calcu lations  and  the  equations  above.  
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I nputs  

Expected  Packet  I n terval  (EPI )  0 , 01 0  Seconds  

P i ng  I n terval  1 , 000  Seconds  

Number of Nodes  (m)  63   

Mu l ti po i n t  Consumers  1 5   

B i t  E rror Probabi l i ty  0 , 001   

Resu l ts  

  
Poin t-to-
poin t Mu l tipoint  

R(p)data  <=  2  octets  R(p)  data  secti on  –  2  octets  of d ata  7 , 02  ×  1 0-20  7 , 02  ×  1 0-20  

R(p)data  >=  3  octets  R(p)  data  secti on  –  250  octets  of data  8 , 54  ×  1 0-1 9  8 , 54  ×  1 0-1 9  

        

R(p)data  R(p)  data  secti on  8 , 54  ×  1 0-1 9  8 , 54  ×  1 0-1 9  

R(p)ts  R(p)time  s tamp  secti on  3 , 1 8  ×  1 0-1 8  3 , 1 8  ×  1 0-1 8  

R(p)mu l ti  R(p)  Time  correcti on  message    2 , 68  ×  1 0-1 8  

R(p)rep l y R(p)  Time  coord i nati on  message  2 , 68  ×  1 0-1 8  2 , 68  ×  1 0-1 8  

      

M sg_per_sec Messages  per second  =  1  /  EPI  1 00  1 00  

Rpl_per_sec Repl i es  per second  =  1  /  P i ng_I n terval  1 , 00  1 , 00  

      

 λ  9. 07  ×  1 0-9  1 , 08  ×  1 0-8  

 % of 1 , 00E-07  goal ,  up  to  1 00  % i s  OK 9, 07  %  1 0 , 80  %  

    

 PFH  =  λ  /  1 00  9, 07  ×  1 0-1 1  1 , 08  ×  1 0-1 0  

 % of S IL  3  (1 , 00E-07)  PFD  l im i t,  up  to  1  % i s  OK 0 , 090  7  %  0 , 1 08  0  %  

 

Figure  95  – Network PFH  summary 
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I nputs  

Expected  Packet  I n terval  (EPI )  0 , 01 0  Seconds  

P i ng  I n terval  0 , 524  Seconds  

Number of Nodes  (m)  63   

Mu l ti po i n t  Consumers  1 5   

B i t  E rror Probabi l i ty  0 , 001   

Resu l ts  

  
Poin t-to-
poin t Mu l tipoint  

R(p)data  <=  2  octets  R(p)  data  secti on  –  2  octets  of d ata  5 , 05  ×  1 0-22  5 , 05  ×  1 0-22  

R(p)data  >=  3  octets  R(p)  data  secti on  –  250  octets  of data  4 , 34  ×  1 0-25  4 , 34  ×  1 0-25  

        

R(p)data  R(p)  data  secti on  5 , 05  ×  1 0-22  5 , 05  ×  1 0-22  

R(p)ts  R(p)time  s tamp  secti on  1 , 26  ×  1 0-22  1 , 26  ×  1 0-22  

R(p)mu l ti  R(p)  Time  correcti on  message    1 , 31  ×  1 0-1 8  

R(p)rep l y R(p)  Time  coord i nati on  message  1 , 1 3  ×  1 0-1 8  1 , 31  ×  1 0-1 8  

    

M sg_per_sec Messages  per second  =  1  /  EPI  1 00  1 00  

Rpl_per_sec Repl i es  per second  =  1  /  P i ng_I n terval  1 , 00  1 , 00  

    

 λ  2, 66  ×  1 0-1 1  8 , 1 8  ×  1 0-1 0  

 % of 1 , 00E-07  goal ,  up  to  1 00  % i s  OK 0, 022  6  %  0 , 81 8  %  

    

 PFH  =  λ  /  1 00  2, 66  ×  1 0-1 3  8 , 1 8  ×  1 0-1 2  

 % of S IL  3  (1 , 00E-07)  PFD  l im i t,  up  to  1  % i s  OK 0 , 000  3  %  0 , 008  2  %  

 

Figure  96  – Extended  Format PFH  summary 

9.5.3  Bi t  Error Rate  (BER)  

9.5.3.1  General  

I EC  61 784-3  requ i res  a  b i t  error rate  (BER)  of 0 , 01  be  used  i n  PDF/PFH  calcu lations  un less  
evidence  i s  g iven  that th i s  BER i s  not practical .  A BER of 0 , 01  means  that 1  of every 1 00  b i ts  
transmi tted  i s  transmi tted  incorrectly.  Th is  of course,  i s  an  unreal i stic  cond i tion  for an  
i ndustria l  con trol  system  network where  avai labi l i ty needs  to  be  main tained .  

9.5.3.2  CP  2/3  BER 

The  m in imum  packet s ize  used  in  FSCP 2/1  on  CP  2/3  i s  1 08  b i ts .  CP  2/3  has  extensive  error 
confinement and  a l l  nodes  on  a  CP  2/3  system  check a l l  messages  at every transmission .  I n  
the  presence  of persistent errors  a  CP  2/3  device  wi l l  bus-off ( i . e .  the  node  ceases  a l l  network 
activi ty)  and  remain  i n  the  bus-off state  un ti l  power cycled .  Because  of the  extensive  and  
d iverse  checking  and  the  mandatory error hand l ing  a  CP  2/3  system  wi l l  s top  operating  i n  the  
presence  of h igh  bi t  errors.  I t  can  be  shown  that a  CP  2/3  network wi l l  not operate  wi th  a  BER 
above  0 , 001 .  The  inabi l i ty to  operate  i s  true  for both  CP  2/3  and  FSCP 2/1 .  

9.5.3.3  CP  2/2  BER 

The  m in imum  packet s ize  for a  FSCP 2/1  on  CP  2/2  i s  720  bi ts ,  wh ich  i s  much  l arger than  the  
1 08  b i ts  on  CP  2/3.  Like  CP  2/3,  CP 2/2  wi l l  not operate  wi th  a  BER above  0 , 001 ,  though  the  
checking  mechan ism  i s  d i fferen t i n  the  case  of CP  2/2 .  CP  2/2  uses  the  time  expectation  
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mechan ism  inherent i n  the  FSCP 2/1  protocol  to  ensure  messages  are  del i vered  on  time.  I f a  
correct message  i s  not del i vered ,  wi th in  the  expectation  period ,  the  connection  wi l l  closed  and  
the  device  wi l l  go  to  the  safety state.  I f h igh  BER (above  0 , 001 )  are  present,  the  safety 
connection  wi l l  be  closed  and  the  network wi l l  not be  able  to  operate.  I t  s imply wi l l  not be  
avai lable.  

Rational  for setting  maximum  BER at 0 , 001  for CP  2/2 :  

a)  I f the  percent of packets  not del i vered  correctly was  h igh  enough ,  some  messages  
wou ld  not be  del i vered  before  the  connection  wou ld  time-out.  

b)  I f the  connections  timed  ou t frequently,  the  network wou ld  not be  avai lable  and  cou ld  
not be  used .  

c)  I f a  network i s  not avai lable,  i t  i s  i n  a  safe  cond i tion .  

9.5.3.4 Summary 

A BER <  0 , 001  wi l l  cause  the  safety protocol  to  exceed  the  maximum  7  RPI  time  l im i t 
frequently enough  for the  network not to  be  avai lable  for practical  use,  therefore  BER =  0 , 001  
was  used  for a l l  calcu lations.  

9.6  Maintenance 

There  are  no  specia l  main tenance  requ i rements  for th is  protocol .  

9.7  Safety manual  

Implementers  of th is  part  shal l  supply a  safety manual  wi th  fo l lowing  i n formation  at a  
m in imum:  

a)  The  safety manual  shal l  i n form  the  users  of constrain ts  for calcu lation  of system  
characteristics,  see  9 .5.  

b)  The  safety manuals  shal l  i n form  the  users  of thei r responsibi l i ti es  i n  the  proper 
parameterization  of the  device,  see  8 . 9.  

c)  The  safety manuals  shal l  provide  warn ing  on  the  proper usage  of LEDs,  see  9 . 1 . 4 .  

I n  add i tion  to  the  requ i rements  of th is  subclause  9 .7  the  safety manual  shal l  fo l l ow al l  
requ i rements  i n  I EC  61 508.  

1 0  Assessment 

I t  i s  h igh ly recommended  that implementers  of FSCP 2/1  obtain  veri fication  for a l l  functional  
safety aspects  of the  product,  both  the  protocol  and  any appl ication ,  i n  accordance  wi th  the  
i ndependence  and  competence  requ i rements  of I EC  61 508-1 : 201 0,  Clause  8 .  I t  i s  h igh ly 
recommended  that implementers  of FSCP 2/1  obtain  proof that a  su i table  assessment test 
has  been  performed .  
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Annex A 
( informative)  

 
Additional  information   

for functional  safety communication  profi les  of CPF 2  
 

A.1  Hash  function  example  code 

#include  " s tdio. h"       / / for  printf  
#include  " memory. h"      / / for  memcmp 
 
#define  CRCS1_POLYNOMIAL   0 x37  
#define  CRCS2_POLYNOMIAL   0 x3b  
#define  CRCS3_POLYNOMIAL   0 x0 8 0F 
#define  CRC32_POLYNOMIAL   0 xedb8 8 32 0   / /  not  0 x0 4 C1 1DB7  
#define  CRCS5_POLYNOMIAL   0 x5D6DCB  
 
 
/ /  CRC32  ( CRC-S4 )  
/ /  polynomial  0 xedb8 8 32 0  =  s tandard CRC-32  bit  reversed from the  
regular  
/ /  published polynomial  of  0 x0 4 c1 1db7 .  This  table  s hould be  used to  
/ /  replicate  s tandard Ethernet  CRC  hardware  algorithm.  Thus  the  
s oftware  
/ /  implementation  of  the  Ethernet  CRC  s hould produce  the  same  result  
as  the  
/ /  hardware.  This  table  was  generated via  right  shifting  the  LSB  of  
each  
/ /  byte  
const  unsigned long  CRC32 Table[ 2 56]  =  
{  
0 x0 0 0 0 0 0 0 0 ,  0 x7 7 0 7 30 96,  0 xEE0E61 2 C,  0 x990 951BA,  
0 x0 7 6DC4 19 ,  0 x7 06AF4 8F,  0 xE963A535 ,  0 x9E64 95A3 ,  
0 x0 EDB88 32 ,  0 x7 9DCB8A4 ,  0 xE0D5E91 E,  0 x97D2 D988 ,  
0 x0 9B64C2B,  0 x7 EB17 CBD,  0 xE7 B8 2D0 7 ,  0 x90BF1D91 ,  
0 x1DB7 10 64 ,  0 x6AB02 0F2 ,  0 xF3B97 1 4 8 ,  0 x8 4 BE4 1DE,  
0 x1ADAD4 7D,  0 x6DDDE4 EB,  0 xF4 D4 B551 ,  0 x8 3D385C7 ,  
0 x1 36C98 56,  0 x64 6BA8C0 ,  0 xFD62 F97 A,  0 x8A65C9EC,  
0 x1 4 0 1 5C4F,  0 x630 66CD9,  0 xFA0F3D63 ,  0 x8 D0 8 0DF5 ,  
0 x3B6E2 0C8 ,  0 x4 C691 0 5E,  0 xD560 4 1 E4 ,  0 xA2 67 7 1 7 2 ,  
0 x3C0 3E4 D1 ,  0 x4 B0 4D4 4 7 ,  0 xD2 0D85FD,  0 xA50AB56B,  
0 x35B5A8FA,  0 x4 2 B2 98 6C,  0 xDBBBC9D6,  0 xACBCF94 0 ,  
0 x32D86CE3 ,  0 x4 5DF5C7 5 ,  0 xDCD60DCF,  0 xABD13D59,  
0 x2 6D930AC,  0 x51DE0 0 3A,  0 xC8D7 51 8 0 ,  0 xBFD061 16,  
0 x2 1B4 F4 B5 ,  0 x56B3C4 2 3 ,  0 xCFBA9599,  0 xB8BDA50F,  
0 x2 8 0 2 B8 9E,  0 x5F0 58 8 0 8 ,  0 xC60CD9B2 ,  0 xB10 BE92 4 ,  
0 x2 F6F7C87 ,  0 x5868 4 C1 1 ,  0 xC1 61 1DAB,  0 xB6662D3D,  
0 x7 6DC4 1 90 ,  0 x0 1DB7 1 0 6,  0 x98D2 2 0BC,  0 xEFD510 2A,  
0 x7 1B1 8589 ,  0 x0 6B6B51F,  0 x9FBFE4A5 ,  0 xE8B8D4 33 ,  
0 x7 8 0 7 C9A2 ,  0 x0F0 0F934 ,  0 x960 9A8 8 E,  0 xE1 0 E98 18 ,  
0 x7 F6A0DBB,  0 x0 86D3D2 D,  0 x91 64 6C97 ,  0 xE6635C01 ,  
0 x6B6B51F4 ,  0 x1 C6C6162 ,  0 x8 56530D8 ,  0 xF2 62 0 0 4 E,  
0 x6C0 695ED,  0 x1B0 1A57 B,  0 x8 2 0 8F4 C1 ,  0 xF50FC4 57 ,  
0 x65B0D9C6,  0 x1 2 B7 E950 ,  0 x8BBEB8EA,  0 xFCB988 7 C,  
0 x62DD1DDF,  0 x1 5DA2D4 9,  0 x8CD37 CF3 ,  0 xFBD4 4 C65 ,  
0 x4 DB2 61 58 ,  0 x3AB551CE,  0 xA3BC00 7 4 ,  0 xD4BB30E2 ,  
0 x4 ADFA54 1 ,  0 x3DD895D7 ,  0 xA4 D1C4 6D,  0 xD3D6F4 FB,  
0 x4 369E96A,  0 x34 6ED9FC,  0 xAD67 88 4 6,  0 xDA60B8D0 ,  
0 x4 4 0 4 2D7 3 ,  0 x330 31DE5 ,  0 xAA0A4C5F,  0 xDD0D7CC9,  
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0x500 57 1 3C,  0 x2 7 0 2 4 1AA,  0 xBE0B10 1 0 ,  0 xC90C2 0 86,  
0 x57 68 B52 5 ,  0 x2 06F8 5B3 ,  0 xB966D4 0 9,  0 xCE61 E4 9F,  
0 x5EDEF90E,  0 x2 9D9C998 ,  0 xB0D098 2 2 ,  0 xC7D7 A8B4 ,  
0 x59B33D17 ,  0 x2 EB4 0D8 1 ,  0 xB7 BD5C3B,  0 xC0BA6CAD,  
0 xEDB8 832 0 ,  0 x9ABFB3B6,  0 x0 3B6E2 0C,  0 x7 4 B1D2 9A,  
0 xEAD54 7 39 ,  0 x9DD2 7 7 AF,  0 x0 4 DB2 61 5 ,  0 x7 3DC1683 ,  
0 xE3630B12 ,  0 x94 64 3B8 4 ,  0 x0D6D6A3E,  0 x7 A6A5AA8 ,  
0 xE4 0 ECF0B,  0 x930 9FF9D,  0 x0A0 0AE2 7 ,  0 x7 D0 7 9EB1 ,  
0 xF00F934 4 ,  0 x8 7 0 8A3D2 ,  0 x1E0 1F2 68 ,  0 x690 6C2 FE,  
0 xF7 62 57 5D,  0 x8 06567 CB,  0 x196C367 1 ,  0 x6E6B06E7 ,  
0 xFED4 1B7 6,  0 x8 9D32 BE0 ,  0 x1 0 DA7A5A,  0 x67DD4ACC,  
0 xF9B9DF6F,  0 x8 EBEEFF9,  0 x1 7 B7 BE4 3 ,  0 x60B0 8ED5 ,  
0 xD6D6A3E8 ,  0 xA1D1937 E,  0 x38 D8C2 C4 ,  0 x4 FDFF2 52 ,  
0 xD1BB67 F1 ,  0 xA6BC57 67 ,  0 x3FB506DD,  0 x4 8B2 364B,  
0 xD80D2BDA,  0 xAF0A1B4 C,  0 x360 34AF6,  0 x4 1 0 4 7A60 ,  
0 xDF60 EFC3 ,  0 xA867DF55 ,  0 x31 6E8EEF,  0 x4 669BE7 9 ,  
0 xCB61B38C,  0 xBC668 31A,  0 x2 56FD2A0 ,  0 x52 68 E2 36,  
0 xCC0C7 7 95 ,  0 xBB0B4 7 0 3 ,  0 x2 2 0 2 16B9,  0 x550 52 62F,  
0 xC5BA3BBE,  0 xB2 BD0B2 8 ,  0 x2 BB4 5A92 ,  0 x5CB36A04 ,  
0 xC2D7 FFA7 ,  0 xB5D0CF31 ,  0 x2 CD99E8B,  0 x5BDEAE1D,  
0 x9B64 C2 B0 ,  0 xEC63F2 2 6,  0 x7 56AA39C,  0 x0 2 6D930A,  
0 x9C0 906A9,  0 xEB0E363F,  0 x7 2 0 7 67 8 5 ,  0 x0 50 0 57 13 ,  
0 x95BF4A82 ,  0 xE2 B8 7A1 4 ,  0 x7 BB1 2BAE,  0 x0 CB61B38 ,  
0 x92D2 8E9B,  0 xE5D5BE0D,  0 x7 CDCEFB7 ,  0 x0BDBDF2 1 ,  
0 x8 6D3D2 D4 ,  0 xF1D4 E2 4 2 ,  0 x68 DDB3F8 ,  0 x1FDA836E,  
0 x8 1BE16CD,  0 xF6B92 65B,  0 x6FB0 7 7 E1 ,  0 x1 8B7 4 7 7 7 ,  
0 x8 8 0 8 5AE6,  0 xFF0F6A7 0 ,  0 x660 63BCA,  0 x1 1 0 1 0B5C,  
0 x8F659EFF,  0 xF862AE69,  0 x61 6BFFD3 ,  0 x1 66CCF4 5 ,  
0 xA00AE2 7 8 ,  0 xD7 0DD2 EE,  0 x4 E0 4 8354 ,  0 x390 3B3C2 ,  
0 xA7 67 2 661 ,  0 xD0601 6F7 ,  0 x4 9694 7 4 D,  0 x3E6E7 7 DB,  
0 xAED1 6A4A,  0 xD9D65ADC,  0 x4 0 DF0B66,  0 x37 D8 3BF0 ,  
0 xA9BCAE53 ,  0 xDEBB9EC5 ,  0 x4 7 B2 CF7 F,  0 x30B5FFE9,  
0 xBDBDF2 1C,  0 xCABAC2 8A,  0 x53B39330 ,  0 x2 4 B4 A3A6,  
0 xBAD0 3605 ,  0 xCDD7 0693 ,  0 x54 DE57 2 9,  0 x2 3D967 BF,  
0 xB3667A2E,  0 xC4 61 4AB8 ,  0 x5D68 1B0 2 ,  0 x2 A6F2B94 ,  
0 xB4 0BBE37 ,  0 xC30C8EA1 ,  0 x5A05DF1B,  0 x2 D0 2 EF8D  
} ;  
 
/ / CRCS3_POLYNOMIAL  =  0 x0 8 0F 
/ / This  table  was  generated via  left  s hifting the  MSB  of  each  byte  
const  unsigned short  CRC16Table[ 2 56 ]  =  
{  
0 x0 0 0 0 ,  0 x0 8 0F,  0 x1 0 1 E,  0 x1 8 1 1 ,  0 x2 0 3C,  0 x2 8 33 ,  0 x30 2 2 ,  0 x38 2D,  
0 x4 0 7 8 ,  0 x4 8 7 7 ,  0 x5 0 66,  0 x58 69 ,  0 x60 4 4 ,  0 x68 4 B,  0 x7 0 5A,  0 x7 8 55 ,  
0 x8 0F0 ,  0 x8 8FF,  0 x90 EE,  0 x98 E1 ,  0 xA0CC,  0 xA8C3 ,  0 xB0D2 ,  0 xB8DD,  
0 xC08 8 ,  0 xC8 8 7 ,  0 xD0 96,  0 xD8 99,  0 xE0B4 ,  0 xE8 BB,  0 xF0AA,  0 xF8A5 ,  
0 x0 9EF,  0 x0 1 E0 ,  0 x1 9F1 ,  0 x1 1FE,  0 x2 9D3 ,  0 x2 1DC,  0 x39CD,  0 x31C2 ,  
0 x4 997 ,  0 x4 1 98 ,  0 x598 9,  0 x51 8 6,  0 x69AB,  0 x61A4 ,  0 x7 9B5 ,  0 x7 1BA,  
0 x8 91F,  0 x8 1 1 0 ,  0 x990 1 ,  0 x91 0 E,  0 xA92 3 ,  0 xA1 2 C,  0 xB93D,  0 xB1 32 ,  
0 xC967 ,  0 xC1 68 ,  0 xD97 9,  0 xD1 7 6,  0 xE95B,  0 xE1 54 ,  0 xF94 5 ,  0 xF1 4A,  
0 x1 3DE,  0 x1BD1 ,  0 x0 3C0 ,  0 x0BCF,  0 x33E2 ,  0 x3BED,  0 x2 3FC,  0 x2 BF3 ,  
0 x53A6,  0 x5BA9,  0 x4 3B8 ,  0 x4 BB7 ,  0 x7 39A,  0 x7 B95 ,  0 x638 4 ,  0 x6B8B,  
0 x932 E,  0 x9B2 1 ,  0 x8 330 ,  0 x8B3F,  0 xB31 2 ,  0 xBB1D,  0 xA30C,  0 xAB03 ,  
0 xD356,  0 xDB59,  0 xC34 8 ,  0 xCB4 7 ,  0 xF36A,  0 xFB65 ,  0 xE37 4 ,  0 xEB7B,  
0 x1A31 ,  0 x1 2 3E,  0 x0A2 F,  0 x0 2 2 0 ,  0 x3A0D,  0 x32 0 2 ,  0 x2 A1 3 ,  0 x2 2 1C,  
0 x5A4 9,  0 x52 4 6 ,  0 x4 A57 ,  0 x4 2 58 ,  0 x7 A7 5 ,  0 x7 2 7A,  0 x6A6B,  0 x62 64 ,  
0 x9AC1 ,  0 x92 CE,  0 x8ADF,  0 x8 2 D0 ,  0 xBAFD,  0 xB2 F2 ,  0 xAAE3 ,  0 xA2 EC,  
0 xDAB9,  0 xD2 B6,  0 xCAA7 ,  0 xC2A8 ,  0 xFA8 5 ,  0 xF2 8A,  0 xEA9B,  0 xE2 94 ,  
0 x2 7 BC,  0 x2 FB3 ,  0 x37 A2 ,  0 x3FAD,  0 x0 7 8 0 ,  0 x0F8F,  0 x1 7 9E,  0 x1F91 ,  
0 x67 C4 ,  0 x6FCB,  0 x7 7 DA,  0 x7 FD5 ,  0 x4 7 F8 ,  0 x4 FF7 ,  0 x57 E6,  0 x5FE9,  
0 xA7 4 C,  0 xAF4 3 ,  0 xB7 52 ,  0 xBF5D,  0 x8 7 7 0 ,  0 x8F7F,  0 x97 6E,  0 x9F61 ,  
0 xE7 34 ,  0 xEF3B,  0 xF7 2A,  0 xFF2 5 ,  0 xC7 0 8 ,  0 xCF07 ,  0 xD7 1 6,  0 xDF19,  
0 x2 E53 ,  0 x2 65C,  0 x3E4 D,  0 x364 2 ,  0 x0 E6F,  0 x0660 ,  0 x1 E7 1 ,  0 x1 67 E,  
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0x6E2 B,  0 x662 4 ,  0 x7 E35 ,  0 x7 63A,  0 x4 E1 7 ,  0 x4 61 8 ,  0 x5E0 9,  0 x5606,  
0 xAEA3 ,  0 xA6AC,  0 xBEBD,  0 xB6B2 ,  0 x8 E9F,  0 x8690 ,  0 x9E8 1 ,  0 x968E,  
0 xEEDB,  0 xE6D4 ,  0 xFEC5 ,  0 xF6CA,  0 xCEE7 ,  0 xC6E8 ,  0 xDEF9,  0 xD6F6,  
0 x34 62 ,  0 x3C6D,  0 x2 4 7 C,  0 x2 C7 3 ,  0 x1 4 5E,  0 x1C51 ,  0 x0 4 4 0 ,  0 x0 C4F,  
0 x7 4 1A,  0 x7 C15 ,  0 x64 0 4 ,  0 x6C0B,  0 x5 4 2 6 ,  0 x5C2 9 ,  0 x4 4 38 ,  0 x4 C37 ,  
0 xB4 92 ,  0 xBC9D,  0 xA4 8C,  0 xAC8 3 ,  0 x94AE,  0 x9CA1 ,  0 x8 4 B0 ,  0 x8 CBF,  
0 xF4 EA,  0 xFCE5 ,  0 xE4 F4 ,  0 xECFB,  0 xD4D6 ,  0 xDCD9 ,  0 xC4 C8 ,  0 xCCC7 ,  
0 x3D8D,  0 x358 2 ,  0 x2 D93 ,  0 x2 59C,  0 x1 DB1 ,  0 x1 5BE,  0 x0DAF,  0 x0 5A0 ,  
0 x7 DF5 ,  0 x7 5FA,  0 x6DEB,  0 x65E4 ,  0 x5DC9,  0 x55C6,  0 x4 DD7 ,  0 x4 5D8 ,  
0 xBD7 D,  0 xB57 2 ,  0 xAD63 ,  0 xA56C,  0 x9D4 1 ,  0 x954 E,  0 x8D5F,  0 x8 550 ,  
0 xFD0 5 ,  0 xF50A,  0 xED1B,  0 xE51 4 ,  0 xDD39 ,  0 xD536 ,  0 xCD2 7 ,  0 xC52 8  
} ;  
 
/ / CRCS1_POLYNOMIAL=0x37  
/ / This  table  was  generated via  left  s hifting the  MSB  of  each  byte  
const  unsigned char  CRC8Table37 [ 2 56 ]  =  
{  
0 x0 0 ,  0 x37 ,  0 x6e,  0 x59,  0 xdc,  0 xeb,  0 xb2 ,  0 x8 5 ,  
0 x8 f,  0 xb8 ,  0 xe1 ,  0 xd6,  0 x53 ,  0 x64 ,  0 x3d,  0 x0a,  
0 x2 9,  0 x1e,  0 x4 7 ,  0 x7 0 ,  0 xf5 ,  0 xc2 ,  0 x9b,  0 xac,  
0 xa6,  0 x91 ,  0 xc8 ,  0 xff,  0 x7 a,  0 x4 d,  0 x1 4 ,  0 x2 3 ,  
0 x52 ,  0 x65 ,  0 x3c,  0 x0b,  0 x8e,  0 xb9,  0 xe0 ,  0 xd7 ,  
0 xdd,  0 xea,  0 xb3 ,  0 x8 4 ,  0 x0 1 ,  0 x36,  0 x6f,  0 x58 ,  
0 x7 b,  0 x4 c,  0 x1 5 ,  0 x2 2 ,  0 xa7 ,  0 x90 ,  0 xc9,  0 xfe,  
0 xf4 ,  0 xc3 ,  0 x9a,  0 xad,  0 x2 8 ,  0 x1f,  0 x4 6,  0 x7 1 ,  
0 xa4 ,  0 x93 ,  0 xca,  0 xfd,  0 x7 8 ,  0 x4 f,  0 x1 6,  0 x2 1 ,  
0 x2 b,  0 x1c,  0 x4 5 ,  0 x7 2 ,  0 xf7 ,  0 xc0 ,  0 x99,  0 xae,  
0 x8d,  0 xba,  0 xe3 ,  0 xd4 ,  0 x51 ,  0 x66,  0 x3f,  0 x0 8 ,  
0 x0 2 ,  0 x35 ,  0 x6c,  0 x5b,  0 xde,  0 xe9,  0 xb0 ,  0 x8 7 ,  
0 xf6,  0 xc1 ,  0 x98 ,  0 xaf,  0 x2 a,  0 x1d,  0 x4 4 ,  0 x7 3 ,  
0 x7 9,  0 x4 e,  0 x1 7 ,  0 x2 0 ,  0 xa5 ,  0 x92 ,  0 xcb,  0 xfc,  
0 xdf,  0 xe8 ,  0 xb1 ,  0 x8 6,  0 x0 3 ,  0 x34 ,  0 x6d,  0 x5a,  
0 x50 ,  0 x67 ,  0 x3e,  0 x0 9,  0 x8c,  0 xbb,  0 xe2 ,  0 xd5 ,  
0 x7 f,  0 x4 8 ,  0 x1 1 ,  0 x2 6,  0 xa3 ,  0 x94 ,  0 xcd,  0 xfa,  
0 xf0 ,  0 xc7 ,  0 x9e,  0 xa9,  0 x2 c,  0 x1b,  0 x4 2 ,  0 x7 5 ,  
0 x56,  0 x61 ,  0 x38 ,  0 x0f,  0 x8a,  0 xbd,  0 xe4 ,  0 xd3 ,  
0 xd9,  0 xee,  0 xb7 ,  0 x8 0 ,  0 x0 5 ,  0 x32 ,  0 x6b,  0 x5c,  
0 x2 d,  0 x1a,  0 x4 3 ,  0 x7 4 ,  0 xf1 ,  0 xc6,  0 x9f,  0 xa8 ,  
0 xa2 ,  0 x95 ,  0 xcc,  0 xfb,  0 x7 e,  0 x4 9,  0 x1 0 ,  0 x2 7 ,  
0 x0 4 ,  0 x33 ,  0 x6a,  0 x5d,  0 xd8 ,  0 xef,  0 xb6,  0 x8 1 ,  
0 x8 b,  0 xbc,  0 xe5 ,  0 xd2 ,  0 x57 ,  0 x60 ,  0 x39,  0 x0e,  
0 xdb,  0 xec,  0 xb5 ,  0 x8 2 ,  0 x0 7 ,  0 x30 ,  0 x69,  0 x5e,  
0 x54 ,  0 x63 ,  0 x3a,  0 x0d,  0 x8 8 ,  0 xbf,  0 xe6,  0 xd1 ,  
0 xf2 ,  0 xc5 ,  0 x9c,  0 xab,  0 x2 e,  0 x1 9,  0 x4 0 ,  0 x7 7 ,  
0 x7 d,  0 x4 a,  0 x1 3 ,  0 x2 4 ,  0 xa1 ,  0 x96,  0 xcf,  0 xf8 ,  
0 x8 9,  0 xbe,  0 xe7 ,  0 xd0 ,  0 x55 ,  0 x62 ,  0 x3b,  0 x0c,  
0 x0 6,  0 x31 ,  0 x68 ,  0 x5f,  0 xda,  0 xed,  0 xb4 ,  0 x8 3 ,  
0 xa0 ,  0 x97 ,  0 xce,  0 xf9,  0 x7 c,  0 x4 b,  0 x1 2 ,  0 x2 5 ,  
0 x2 f,  0 x1 8 ,  0 x4 1 ,  0 x7 6,  0 xf3 ,  0 xc4 ,  0 x9d,  0 xaa,  
} ;  
 
/ / CRCS2_POLYNOMIAL  =  0 x3b  
/ / This  table  was  generated via  left  s hifting the  MSB  of  each  byte  
const  unsigned char  CRC8Table3b[ 2 56 ]  =  
{  
0 x0 0 ,  0 x3b,  0 x7 6,  0 x4 d,  0 xec,  0 xd7 ,  0 x9a,  0 xa1 ,  
0 xe3 ,  0 xd8 ,  0 x95 ,  0 xae,  0 x0f,  0 x34 ,  0 x7 9,  0 x4 2 ,  
0 xfd,  0 xc6,  0 x8 b,  0 xb0 ,  0 x1 1 ,  0 x2 a,  0 x67 ,  0 x5c,  
0 x1 e,  0 x2 5 ,  0 x68 ,  0 x53 ,  0 xf2 ,  0 xc9,  0 x8 4 ,  0 xbf,  
0 xc1 ,  0 xfa,  0 xb7 ,  0 x8 c,  0 x2d,  0 x1 6,  0 x5b,  0 x60 ,  
0 x2 2 ,  0 x19 ,  0 x54 ,  0 x6f,  0 xce,  0 xf5 ,  0 xb8 ,  0 x8 3 ,  
0 x3c,  0 x0 7 ,  0 x4 a,  0 x7 1 ,  0 xd0 ,  0 xeb,  0 xa6,  0 x9d,  
0 xdf,  0 xe4 ,  0 xa9,  0 x92 ,  0 x33 ,  0 x0 8 ,  0 x4 5 ,  0 x7 e,  
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0xb9,  0 x8 2 ,  0 xcf,  0 xf4 ,  0 x55 ,  0 x6e,  0 x2 3 ,  0 x1 8 ,  
0 x5a,  0 x61 ,  0 x2 c,  0 x1 7 ,  0 xb6 ,  0 x8d,  0 xc0 ,  0 xfb,  
0 x4 4 ,  0 x7 f,  0 x32 ,  0 x0 9,  0 xa8 ,  0 x93 ,  0 xde,  0 xe5 ,  
0 xa7 ,  0 x9c,  0 xd1 ,  0 xea,  0 x4 b,  0 x7 0 ,  0 x3d,  0 x06 ,  
0 x7 8 ,  0 x4 3 ,  0 x0 e,  0 x35 ,  0 x94 ,  0 xaf,  0 xe2 ,  0 xd9,  
0 x9b,  0 xa0 ,  0 xed,  0 xd6,  0 x7 7 ,  0 x4 c,  0 x0 1 ,  0 x3a,  
0 x8 5 ,  0 xbe,  0 xf3 ,  0 xc8 ,  0 x69 ,  0 x52 ,  0 x1f,  0 x2 4 ,  
0 x66,  0 x5d,  0 x1 0 ,  0 x2 b,  0 x8a,  0 xb1 ,  0 xfc,  0 xc7 ,  
0 x4 9,  0 x7 2 ,  0 x3f,  0 x0 4 ,  0 xa5 ,  0 x9e,  0 xd3 ,  0 xe8 ,  
0 xaa,  0 x91 ,  0 xdc,  0 xe7 ,  0 x4 6 ,  0 x7 d,  0 x30 ,  0 x0b,  
0 xb4 ,  0 x8f,  0 xc2 ,  0 xf9,  0 x58 ,  0 x63 ,  0 x2 e,  0 x1 5 ,  
0 x57 ,  0 x6c,  0 x2 1 ,  0 x1 a,  0 xbb,  0 x8 0 ,  0 xcd,  0 xf6 ,  
0 x8 8 ,  0 xb3 ,  0 xfe,  0 xc5 ,  0 x64 ,  0 x5f,  0 x1 2 ,  0 x2 9 ,  
0 x6b,  0 x50 ,  0 x1d,  0 x2 6,  0 x8 7 ,  0 xbc,  0 xf1 ,  0 xca,  
0 x7 5 ,  0 x4 e,  0 x0 3 ,  0 x38 ,  0 x99 ,  0 xa2 ,  0 xef,  0 xd4 ,  
0 x96,  0 xad,  0 xe0 ,  0 xdb,  0 x7 a,  0 x4 1 ,  0 x0 c,  0 x37 ,  
0 xf0 ,  0 xcb,  0 x8 6,  0 xbd,  0 x1c,  0 x2 7 ,  0 x6a,  0 x51 ,  
0 x1 3 ,  0 x2 8 ,  0 x65 ,  0 x5e,  0 xff,  0 xc4 ,  0 x8 9,  0 xb2 ,  
0 x0d,  0 x36 ,  0 x7 b,  0 x4 0 ,  0 xe1 ,  0 xda,  0 x97 ,  0 xac,  
0 xee,  0 xd5 ,  0 x98 ,  0 xa3 ,  0 x0 2 ,  0 x39,  0 x7 4 ,  0 x4 f,  
0 x31 ,  0 x0a,  0 x4 7 ,  0 x7 c,  0 xdd,  0 xe6,  0 xab,  0 x90 ,  
0 xd2 ,  0 xe9 ,  0 xa4 ,  0 x9f,  0 x3e,  0 x0 5 ,  0 x4 8 ,  0 x7 3 ,  
0 xcc,  0 xf7 ,  0 xba,  0 x8 1 ,  0 x2 0 ,  0 x1 b,  0 x56,  0 x6d,  
0 x2 f,  0 x1 4 ,  0 x59,  0 x62 ,  0 xc3 ,  0 xf8 ,  0 xb5 ,  0 x8e,  
} ;  
 
/ /  polynominal  0 x5D6DCB  
/ /  This  table  was  generated via  left  s hifting the  MSB  of  each  byte  and 
appending an  
/ /  additional  byte  to  form a  long word value.  The  MSB  of  the  table  
value  will   
/ /  always  be  z ero  
const  unsigned long CRCS5Table[ 2 56]  =  
{  
0 x0 0 0 0 0 0 0 0 ,  0 x0 05d6dcb,  0 x0 0 badb96,  0 x0 0e7 b65d,  
0 x0 0 2 8dae7 ,  0 x0 0 7 5b7 2 c,  0 x0 0 92 0 1 7 1 ,  0 x0 0cf6cba,  
0 x0 051 b5ce,  0 x0 0 0cd8 0 5 ,  0 x0 0 eb6e58 ,  0 x0 0b60393 ,  
0 x0 0 7 96f2 9 ,  0 x0 0 2 4 0 2 e2 ,  0 x0 0c3b4 bf,  0 x0 09ed97 4 ,  
0 x0 0a36b9c,  0 x0 0fe0657 ,  0 x0 0 1 9b0 0a,  0 x0 0 4 4 ddc1 ,  
0 x0 0 8bb1 7 b,  0 x0 0d6dcb0 ,  0 x0 0 31 6aed,  0 x0 06c07 2 6,  
0 x0 0f2 de52 ,  0 x0 0afb399,  0 x0 0 4 8 05c4 ,  0 x0 0 1 568 0f,  
0 x0 0da04 b5 ,  0 x0 0 8 7 697 e,  0 x0 0 60df2 3 ,  0 x0 03db2 e8 ,  
0 x0 0 1bbaf3 ,  0 x0 0 4 6d7 38 ,  0 x0 0 a161 65 ,  0 x0 0fc0cae,  
0 x0 03360 1 4 ,  0 x0 06e0ddf,  0 x0 0 8 9bb8 2 ,  0 x0 0d4 d64 9,  
0 x0 0 4 a0f3d,  0 x0 0 1 7 62 f6,  0 x0 0 f0d4 ab,  0 x0 0adb960 ,  
0 x0 062 d5da,  0 x0 03fb8 1 1 ,  0 x0 0d8 0e4 c,  0 x0 0 8 5638 7 ,  
0 x0 0b8d16f,  0 x0 0e5bca4 ,  0 x0 0 0 2 0af9,  0 x0 05f67 32 ,  
0 x0 090 0b88 ,  0 x0 0cd664 3 ,  0 x0 0 2 ad0 1e,  0 x0 07 7 bdd5 ,  
0 x0 0e964 a1 ,  0 x0 0b4 0 96a,  0 x0 0 53bf37 ,  0 x0 0 0 ed2 fc,  
0 x0 0c1 be4 6,  0 x0 09cd38d,  0 x0 0 7 b65d0 ,  0 x0 0 2 608 1b,  
0 x0 037 7 5e6,  0 x0 06a1 8 2d,  0 x0 0 8dae7 0 ,  0 x0 0d0c3bb,  
0 x0 0 1faf01 ,  0 x0 0 4 2 c2 ca,  0 x0 0 a57 4 97 ,  0 x0 0f8 195c,  
0 x0 066c0 2 8 ,  0 x0 03bade3 ,  0 x0 0dc1bbe,  0 x0 0 8 1 7 67 5 ,  
0 x0 0 4 e1acf,  0 x0 0 1 37 7 0 4 ,  0 x0 0 f4 c1 59,  0 x0 0a9ac92 ,  
0 x0 094 1e7 a,  0 x0 0c97 3b1 ,  0 x0 0 2 ec5ec,  0 x0 0 7 3a8 2 7 ,  
0 x0 0bcc4 9d,  0 x0 0e1a956,  0 x0 0 0 61f0b,  0 x0 05b7 2 c0 ,  
0 x0 0c5abb4 ,  0 x0 098c67 f,  0 x0 0 7 f7 0 2 2 ,  0 x0 0 2 2 1de9,  
0 x0 0ed7 1 53 ,  0 x0 0b01c98 ,  0 x0 0 57 aac5 ,  0 x0 0 0ac7 0e,  
0 x0 0 2 ccf15 ,  0 x0 0 7 1a2 de,  0 x0 0 961 4 8 3 ,  0 x0 0cb7 94 8 ,  
0 x0 0 0 4 15f2 ,  0 x0 0597 8 39,  0 x0 0 bece64 ,  0 x0 0e3a3af,  
0 x0 0 7 d7adb,  0 x0 0 2 0 1 7 1 0 ,  0 x0 0 c7 a1 4d,  0 x0 09acc86,  
0 x0 055a0 3c,  0 x0 0 0 8cdf7 ,  0 x0 0 ef7baa,  0 x0 0b2 1661 ,  
0 x0 0 8fa4 89 ,  0 x0 0d2c94 2 ,  0 x0 0 357 f1f,  0 x0 068 1 2d4 ,  
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0x0 0a7 7 e6e,  0 x0 0fa1 3a5 ,  0 x0 0 1da5f8 ,  0 x0 04 0c8 33 ,  
0 x0 0de11 4 7 ,  0 x0 0 8 37 c8c,  0 x0 0 64 cad1 ,  0 x0 039a7 1a,  
0 x0 0f6cba0 ,  0 x0 0aba66b,  0 x0 0 4 c10 36,  0 x0 0 1 1 7dfd,  
0 x0 06eebcc,  0 x0 0338 60 7 ,  0 x0 0d4 30 5a,  0 x0 0 8 95d91 ,  
0 x0 0 4 631 2 b,  0 x0 0 1b5ce0 ,  0 x0 0 fceabd,  0 x0 0a1 8 7 7 6,  
0 x0 03f5e02 ,  0 x0 062 33c9,  0 x0 0 8 58594 ,  0 x0 0d8 e8 5f,  
0 x0 0 1 7 8 4 e5 ,  0 x0 0 4 ae92 e,  0 x0 0 ad5f7 3 ,  0 x0 0f0 32 b8 ,  
0 x0 0cd80 50 ,  0 x0 090ed9b,  0 x0 0 7 7 5bc6,  0 x0 0 2 a360d,  
0 x0 0e55ab7 ,  0 x0 0b837 7 c,  0 x0 0 5f81 2 1 ,  0 x0 0 0 2 ecea,  
0 x0 09c359e,  0 x0 0c158 55 ,  0 x0 0 2 6ee0 8 ,  0 x0 0 7 b83c3 ,  
0 x0 0b4 ef7 9,  0 x0 0e98 2 b2 ,  0 x0 0 0 e34 ef,  0 x0 053592 4 ,  
0 x0 0 7 551 3f,  0 x0 02 83cf4 ,  0 x0 0cf8aa9,  0 x0 092 e7 62 ,  
0 x0 05d8bd8 ,  0 x0 0 0 0e61 3 ,  0 x0 0 e7 50 4 e,  0 x0 0ba3d85 ,  
0 x0 0 2 4 e4 f1 ,  0 x0 0 7 98 93a,  0 x0 0 9e3f67 ,  0 x0 0c352 ac,  
0 x0 0 0 c3e16,  0 x0 05153dd,  0 x0 0 b6e58 0 ,  0 x0 0eb88 4 b,  
0 x0 0d63aa3 ,  0 x0 0 8b57 68 ,  0 x0 0 6ce1 35 ,  0 x0 031 8cfe,  
0 x0 0fee0 4 4 ,  0 x0 0a38d8f,  0 x0 0 4 4 3bd2 ,  0 x0 0 1 95619 ,  
0 x0 0 8 7 8f6d,  0 x0 0dae2 a6,  0 x0 0 3d54 fb,  0 x0 060 3930 ,  
0 x0 0af558a,  0 x0 0f2 38 4 1 ,  0 x0 0 1 58e1c,  0 x0 0 4 8 e3d7 ,  
0 x0 0599e2a,  0 x0 0 0 4 f3e1 ,  0 x0 0 e34 5bc,  0 x0 0be2 8 7 7 ,  
0 x0 0 7 1 4 4 cd,  0 x0 0 2 c2 90 6,  0 x0 0 cb9f5b,  0 x0 096f2 90 ,  
0 x0 0 0 8 2 be4 ,  0 x0 0554 62 f,  0 x0 0 b2 f0 7 2 ,  0 x0 0ef9db9,  
0 x0 0 2 0f1 03 ,  0 x0 0 7 d9cc8 ,  0 x0 0 9a2a95 ,  0 x0 0c7 4 7 5e,  
0 x0 0faf5b6,  0 x0 0a7 98 7d,  0 x0 0 4 0 2 e2 0 ,  0 x0 0 1d4 3eb,  
0 x0 0d2 2f51 ,  0 x0 0 8f4 2 9a,  0 x0 0 68f4 c7 ,  0 x0 035990c,  
0 x0 0ab4 0 7 8 ,  0 x0 0f62db3 ,  0 x0 0 1 1 9bee,  0 x0 0 4 cf62 5 ,  
0 x0 0 8 39a9f,  0 x0 0def7 54 ,  0 x0 0 394 1 0 9,  0 x0 064 2 cc2 ,  
0 x0 0 4 2 2 4 d9,  0 x0 01f4 91 2 ,  0 x0 0f8ff4 f,  0 x0 0a592 8 4 ,  
0 x0 06afe3e,  0 x0 037 93f5 ,  0 x0 0d0 2 5a8 ,  0 x0 0 8d4 8 63 ,  
0 x0 0 1 391 1 7 ,  0 x0 0 4 efcdc,  0 x0 0 a94a8 1 ,  0 x0 0f4 2 7 4 a,  
0 x0 03b4bf0 ,  0 x0 0662 63b,  0 x0 0 8 1 90 66,  0 x0 0dcfdad,  
0 x0 0e1 4 f4 5 ,  0 x0 0bc2 2 8 e,  0 x0 0 5b94d3 ,  0 x0 0 0 6f918 ,  
0 x0 0c995a2 ,  0 x0 094 f8 69,  0 x0 0 7 34 e34 ,  0 x0 0 2 e2 3ff,  
0 x0 0b0fa8b,  0 x0 0ed97 4 0 ,  0 x0 0 0a2 1 1d,  0 x0 057 4 cd6,  
0 x0 098 2 0 6c,  0 x0 0c54da7 ,  0 x0 0 2 2 fbfa,  0 x0 0 7 f9631  
} ;  
 
 
/ × ×  GetCRC32 Ethernet  
 
    \ par  Purpose:  
    CRC32  calculation  routine  for  polynomial  0 xedb8 832 0  which  is  bit  
reversed 
    from the  regular  polynomial  of  0 x0 4 c1 1db7  thus  the  ( crc  >>  8 )  
below 
    i s  right  s hifted.  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
result  
    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  l east  len  bytes  in  s iz e  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
× /  
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unsigned long GetCRC32 Ethernet( const  void × pStart,  int  len,  unsigned 
long preset)  
{  
    unsigned long crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
    while  ( len--  >  0 )  
    {  
        unsigned char  data8  =  × buf++;  
        crc  =  CRC32 Table[ ( crc  ^  data8 )  &  0 xff]  ^  ( crc  >>  8 ) ;  
    }  
    return  crc;  
}    / / GetCRC32 Ethernet  
 
 
/ × ×  ComputeCRCS1  
 
    \ par  Purpose:  
    CRC8  calculation  routine  for  polynomial  0 x37 .  
    Note  that  the  CRC8Table37  was  computed via  left  s hift  operations .  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
result  
    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned char  ComputeCRCS1 ( const  void × pStart,  int  len,  unsigned char  
preset)  
{  
    unsigned char  crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
 while  ( len--  >  0 )  
 {  
  crc  =  CRC8Table37 [ ( crc  ^  × buf++) ] ;  
 }  
 return  ( crc) ;  
}    / / ComputeCRCS1  
 
 
 
/ × ×  ComputeCRCS2  
 
    \ par  Purpose:  
    CRC8  calculation  routine  for  polynomial  0 x3b.  
    Note  that  the  CRC8Table3b  was  computed via  left  s hift  operations .  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
result  
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    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned char  ComputeCRCS2 ( const  void × pStart,  int  len,  unsigned char  
preset)  
{  
    unsigned char  crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
 while  ( len--  >  0 )  
 {  
  crc  =  CRC8Table3b[ ( crc  ^  × buf++) ] ;  
 }  
 return  ( crc) ;  
}    / / ComputeCRCS2  
 
 
/ × ×  ComputeCRCS3  
 
    \ par  Purpose:  
    CRC1 6  calculation  routine  for  polynomial  0 x0 8 0 F.  
    The  CRC1 6Table  was  computed via  left  s hift  operations  and thus  
will  do  
    a  ( crc  <<  8 ) .  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
result  
    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over  
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
× /  
unsigned short  ComputeCRCS3( const  void × pStart,  int  l en,  unsigned 
s hort  preset)  
{  
    unsigned short  crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
 while  ( len--  >  0 )  
 {  
        unsigned char  data  =  × buf++;  
        crc  =  CRC16Table[ ( ( crc  >>  8 )  ^  data) ]  ^  ( crc  <<  8 ) ;  
 }  
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 return  ( crc) ;  
}    / / ComputeCRCS3  
 
 
/ × ×  ComputeCRCS3Ref4  
 
    \ par  Purpose:  
    Compute  crc  given  4  bytes  of  data  and a  preset  for  the  crc.  
    This  assumes  the  input  data  i s  s tored in  native  ( little  or  big)  
    endian  format.  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  data        Value  to  compute  CRC  on  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned s hort  ComputeCRCS3Ref4 ( unsigned long data,  unsigned short  
preset)  
{  
    unsigned short  crc  =  preset;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( data&0xff) ]        ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>8 ) &0xff) ]   ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>16 ) &0 xff) ]  ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>2 4 ) & 0 xff) ]  ^  ( crc  <<  8 ) ;  
    return  crc;  
}  
 
/ × ×  ComputeCRCS3Ref2  
 
    \ par  Purpose:  
    Compute  crc  given  2  bytes  of  data  and a  preset  for  the  crc.  
    This  assumes  the  input  data  is  s tored in  native  ( little  or  big)  
endian  format.  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  data        Value  to  compute  CRC  on  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned short  ComputeCRCS3Ref2 ( unsigned short  data,  unsigned short  
preset)  
{  
    unsigned short  crc  =  preset;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( data&0xff) ]        ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>8 ) &0 xff) ]   ^  ( crc  <<  8 ) ;  
    return  crc;  
}  
 
/ * *  ComputeCRCS5  
 
    \ par  Purpose:  
    CRCS5  calculation  routine  for  polynomial  0 x5D6DCB.  
    The  CRCS5Table  was  computed via  left  s hift  operations  and thus  
    will  do  a  ( crc  <<  8 ) .  
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
    Result  from the  previous  block with  preset.  
 
    \ note  
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    Restrictions :  
    l en  >  0  
    pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e.    
    CRC  value  returned is  a  l ong with  the  MSB  =  0  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  ( unsigned long)  
 
* /  
unsigned long ComputeCRCS2 4 ( const  void * pStart,  int  len,  unsigned long 
preset)  
{  
     unsigned long crc  =  preset;   
     unsigned long temp;  
     unsigned char  * buf  =  ( unsigned char  * ) pStart;  
 
     while  ( len--  >  0 )  
     {  
          unsigned char  data  =  * buf++;  
      / /  XOR data  with  CRC2 ,  look up  result,  then  XOR with  CRC;  
          crc  =  CRCS5Table[ ( ( crc  >>  1 6 )  ^  data) &0xff]  ^  ( crc  <<  8 ) ;  
 }  
 return  ( crc  &  0 x0 0ffffff) ;  
}    / / ComputeCRCS5  
 
/ × ×  ComputeCRCS3Ref1  
 
    \ par  Purpose:  
    Compute  crc  given  1  bytes  of  data  and a  preset  for  the  crc.  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  data        Value  to  compute  CRC  on  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned short  ComputeCRCS3Ref1 ( unsigned char  data,  unsigned short  
preset)  
{  
    unsigned short  crc  =  preset;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  data]  ^  ( crc  <<  8 ) ;  
    return  crc;  
}  
 
 
/ / The  following routines  were  used to  generate  the  above  tables .  
/ /Just  as  a  s anity check,  rerun  the  calculations  and test  that  the  
/ / tables  are  correct  
unsigned char   CRC8 Table37 Ref[ 2 56 ] ;  
unsigned char   CRC8 Table3bRef[ 2 56 ] ;  
unsigned short  CRC1 6TableRef[ 2 56 ] ;  
unsigned long  CRC32 TableRef[ 2 56 ] ;  
unsigned long  CRCS5TableRef[ 2 56 ] ;  
 
/ / left  s hift  MSB  
s tatic  void I nitSafetyCRC8Table( )  
{  
    unsigned short  j ;  
    unsigned char  i ;  
    unsigned char  carry8=0 ;  
    unsigned char  entry8=0 ;  
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    / / CRCS1_POLYNOMIAL  
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry8  =  s tatic_cast<unsigned char>( j ) ;  
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry8  =  entry8  &  0 x8 0 ;      / /  carry8  is  the  most  
s ignificant  bit  
            entry8  =  entry8  <<  1 ;  
            i f  ( carry8 )                / /  i f  carry8  is  nonzero  
            {  
                entry8  =  entry8  ^  CRCS1_POLYNOMIAL;     / /  XOR by CRC  
polynom 
            }  
        }  
        CRC8 Table37Ref[ j ]  =  entry8 ;  
    }  
    / / CRCS2_POLYNOMIAL  
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry8  =  s tatic_cast<unsigned char>( j ) ;  
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry8  =  entry8  &  0 x8 0 ;      / /  carry8  is  the  most  
s ignificant  bit  
            entry8  =  entry8  <<  1 ;  
            i f  ( carry8 )                / /  i f  carry8  is  nonzero  
            {  
                entry8  =  entry8  ^  CRCS2_POLYNOMIAL;     / /  XOR by CRC  
polynom 
            }  
       }  
        CRC8 Table3bRef[ j ]  =  entry8 ;  
    }  
}   / /  end of  initSafetyCRCTable8bit  
 
/ / left  s hift  MSB  
s tatic  void I nitSafetyCRC16Table( )  
{  
    unsigned short  j ;  
    unsigned char  i ;  
    unsigned s hort  carry16=0 ;  
    unsigned s hort  entry16=0 ;  
 
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry16  =  j ;  
        for  ( i  =  0 ;  i  <  1 6 ;  ++i )  
        {  
            carry16  =  entry16  &  0 x8 0 0 0 ;      / /  carry16  is  the  lowest  
                                            / /  s ignificant  bit  
            entry16  =  entry16  <<  1 ;  
            i f  ( carry16 )                / /  if  carry16  is  nonzero  
            {  
                e ntry16  =  entry16  ^  CRCS3_POLYNOMIAL;     / /  XOR by CRC  
polynom 
            }  
        }  
        CRC1 6TableRef[ j ]  =  entry16;  
    }  
}   / /  end of  initSafetyCRC16Table( )  
 

Copyright International  Electrotechnical  Commission  



 –  264  – I EC  61 784-3-2: 201 6    I EC  201 6  

/ /right  shift  LSB  
s tatic  void I nitSafetyCRC32 Table( )  
{  
    unsigned long j ;  
    unsigned char  i ;  
    unsigned long carry32=0 ;  
    unsigned long entry32=0 ;  
 
    / / right  shift  
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry32  =  j ;  
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry32  =  entry32  &  1 ;      / /  carry16  is  the  lowest  
                                       / /  s ignificant  bit  
            entry32  =  entry32  >>  1 ;  
            i f  ( carry32 )                / /  if  carry16  is  nonzero  
            {  
                e ntry32  =  entry32  ^  CRC32_POLYNOMIAL;     / /  XOR by 
                                                         / /  CRC  
polynom 
            }  
        }  
        CRC32 TableRef[ j ]  =  entry32 ;  
    }  
}   / /  end of  initSafetyCRC32 Table( )  
 
 
/ / left  s hift  MSB  
s tatic  void I nitSafetyCRCS5Table( )  
{  
   unsigned short  j ;  
    unsigned char  i ;  
    unsigned long carry2 4=0 ;  
    unsigned long entry2 4=0 ;  
    unsigned long poly =  unsigned long( CRCS5_POLYNOMIAL) ;  
 
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry2 4  =  ( j <<1 6 ) ;       
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry2 4  =  entry2 4  &  0 x8 0 0 0 0 0 ;      / /  carry2 4  is  the  most  
s ignificant  bit  
            entry2 4  =  entry2 4  <<  1 ;  
            i f  ( carry2 4 )                / /  if  carry2 4  is  nonz ero  
            {  
                entry2 4  =  entry2 4  ^  poly;     / /  XOR by CRC  polynom 
            }  
        }  
        CRCS5TableRef[ j ]  =  entry2 4  &  0 x0 0ffffff;  / /  Upper  byte  is  
don' t  care    
    }  
}   / /  end of  initSafetyCRCS5Table( )  
 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned char  Crc8ComputeSlow( const  void×  buffer,  unsigned int  count,   
unsigned char  poly,  unsigned char  preset)  
{  
    const  unsigned char×  ptr  =  ( const  unsigned char  × )  buffer;  
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    unsigned char  crc8=preset;  
    unsigned char  value=0 ;  
 
    while  ( count-- )  
    {  
        value  =  × ptr++;  
        crc8  ^ =  value;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( crc8  &  0 x8 0 )  
            {  
                crc8  =  ( crc8  <<  1 )  ^  poly;  
            }  
            else  
            {  
                crc8  <<=  1 ;  
            }  
        }  
    }  
    return  crc8 ;  
}    / / Crc8ComputeSlow 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned short  Crc1 6ComputeSlow( const  void×  buffer,  unsigned int  
count,  unsigned short  poly,  unsigned short  preset)  
{  
    const  unsigned char×  ptr  =  ( const  unsigned char  × )  buffer;  
    unsigned s hort  crc1 6=preset;  
    unsigned s hort  value=0 ;  
 
    while  ( count--)  
    {  
        value  =  × ptr++;  
        crc1 6  ^ =  ( value  <<  8 ) ;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( crc16  &  0 x8 0 0 0 )  
            {  
                crc1 6  =  ( crc16  <<  1 )  ^  poly;  
            }  
            else  
            {  
                crc1 6  <<=  1 ;  
            }  
        }  
    }  
    return  crc1 6;  
}    / / Crc16ComputeSlow 
 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned long Crc32 ComputeSlow( const  void×  buffer,  unsigned int  count,  
unsigned long poly,  unsigned long  preset)  
{  
    const  unsigned char×  ptr  =  ( const  unsigned char  × )  buffer;  
    unsigned long crc32 =preset;  
    unsigned long value=0 ;  
 
    while  ( count--)  
    {  
        value  =  × ptr++;  

Copyright International  Electrotechnical  Commission  



 –  266  – I EC  61 784-3-2: 201 6    I EC  201 6  

        crc32  ^ =  ( value) ;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( crc32  &  1 )  
            {  
                crc32  =  ( crc32  >>  1 )  ^  poly;  
            }  
            else  
            {  
                crc32  >>=  1 ;  
            }  
        }  
    }  
    return  crc32 ;  
}    / / Crc32 ComputeSlow 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned long CRCS5ComputeSlow( const  void*  buffer,  unsigned int  count,  
unsigned long poly,  unsigned long preset)  
{  
    const  unsigned char*  ptr  =  ( const  unsigned char  * )  buffer;  
    unsigned long CRCS5  =  preset;  
    unsigned long value=0 ;  
 
    while  ( count-- )  
    {  
        value  =  * ptr++;  
        CRCS5  ^ =  ( value  <<  1 6 ) ;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( CRCS5  &  0 x8 0 0 0 0 0 )  
            {  
                CRCS5  =  ( CRCS5  <<  1 )  ^  poly;  
 
            }  
            else  
            {  
                CRCS5  <<=  1 ;  
            }  
        }  
    }  
    return  ( CRCS5  &  0 x0 0ffffff) ;  
}    / / CRCS5ComputeSlow 
 
 
/ / define  a  s tructure  such  that  it  i s  9  bytes  long in  packed format  
/ / so  as  to  equal  the  crc  test  s tring length  ( in  DoCrcTest  below)  
s truct  SomeStruct  
{  
    unsigned char   aByte1 ;  
    unsigned char   aByte2 ;  
    unsigned char   aByte3 ;  
    unsigned s hort  aShort;  
    unsigned long  aLong;  
} ;  
 
 
i nt  DoCrcTest( )  
{  
    const  char  × string =  " 1 2 3 4 567 89" ;  
    i nt  len  =  9 ;             / / length  of  " 1 2 3 4 567 89"  
    unsigned long  crc32 ;  
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    unsigned s hort  crc1 6;  
    unsigned char   crc8 ;  
    S omeStruct  aStruct;  
 
    / / fill  aStruct  with  equivalent  to  " 1 2 34 567 8 9"  in  
    / / little  endian  memory order  
    aStruct. aByte1   =  0 x31 ;  
    aStruct. aByte2   =  0 x32 ;  
    aStruct. aByte3   =  0 x33 ;  
    aStruct. aShort  =  0 x3534 ;  
    aStruct. aLong  =  0 x393837 36;  
    i nt  crcMatch  =  0 ;  
 
 
    / / the  s low methods  s erve  as  the  reference  implementation 
    / / all  other  optimizations  ( ie  table  driven)  shall  match  these  
    crc8  =  Crc8 ComputeSlow( string,  len,  CRCS1_POLYNOMIAL,  0 xff) ;  
    i f  ( crc8  ! =  0 x4 C)  
    {  
        crcMatch  | =  1 ;  
    }  
    crc8  =  Crc8 ComputeSlow( string,  len,  CRCS2_POLYNOMIAL,  0 xff) ;  
    i f  ( crc8  ! =  0 xBF)  
    {  
        crcMatch  | =  2 ;  
    }  
    crc1 6  =  Crc16ComputeSlow( string,  len,  CRCS3_POLYNOMIAL,  0 xffff) ;  
    i f  ( crc16  ! =  0 x951 6 )  
    {  
        crcMatch  | =  4 ;  
    }  
 
    crc32  =  Crc32 ComputeSlow( string,  len,  CRC32_POLYNOMIAL,  
0 xffffffff) ;  
    i f  ( crc32  ! =  0 x34 0bc6d9)  
    {  
        crcMatch  | =  8 ;  
    }  
 
    crc8  =  ComputeCRCS1 ( string,  len,  0 xff) ;  
    i f  ( crc8  ! =  0 x4 C)  
    {  
        crcMatch  | =  0 x1 0 ;  
    }  
    crc8  =  ComputeCRCS2 ( string,  len,  0 xff) ;  
    i f  ( crc8  ! =  0 xBF)  
    {  
        crcMatch  | =  0 x2 0 ;  
    }  
    crc1 6  =  ComputeCRCS3( string,  len,  0 xffff) ;  
    i f  ( crc16  ! =  0 x9516 )  
    {  
        crcMatch  | =  0 x4 0 ;  
    }  
 
    crc32  =  GetCRC32 Ethernet( string,  len,  0 xffffffff) ;  
    i f  ( crc32  ! =  0 x34 0bc6d9)  
    {  
        crcMatch  | =  0 x8 0 ;  
    }  
 
    / / retest  that  the  tables  are  correct  
    I nitSafetyCRC8Table( ) ;  
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    I nitSafetyCRC16Table( ) ;  
    I nitSafetyCRC32 Table( ) ;  
 
    i f  ( memcmp( &CRC8Table37Ref[ 0 ] ,  & CRC8Table37 [ 0 ] ,  2 56 )  ! =  0 )  
    {  
        crcMatch  | =  0 x2 0 0 ;  
    }  
    i f  ( memcmp( &CRC8Table3bRef[ 0 ] ,  & CRC8Table3b[ 0 ] ,  2 56 )  ! =  0 )  
    {  
        crcMatch  | =  0 x4 0 0 ;  
    }  
    i f  ( memcmp( &CRC16TableRef[ 0 ] ,  & CRC16Table[ 0 ] ,  5 1 2 )  ! =  0 )  
    {  
        crcMatch  | =  0 x8 0 0 ;  
    }  
    i f  ( memcmp( &CRC32 TableRef[ 0 ] ,  & CRC32 Table[ 0 ] ,  1 0 2 4 )  ! =  0 )  
    {  
        crcMatch  | =  0 x1 0 0 0 ;  
    }  
 
    / / should work on  both  big  and little  endian  machine  
    crc1 6  =  0 xffff;  
    crc1 6  =  ComputeCRCS3Ref1 ( aStruct. aByte1 ,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref1 ( aStruct. aByte2 ,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref1 ( aStruct. aByte3 ,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref2 ( aStruct. aShort,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref4 ( aStruct. aLong,   crc16 ) ;  
    i f  ( crc16  ! =  0 x9516 )  
    {  
        crcMatch  | =  0 x2 0 0 0 ;  
    }  
 
 return  crcMatch;  
}  
 
i nt  main( int  argc,  char×  argv[ ] )  
{  
    i nt  result  =  DoCrcTest( ) ;  
    i f  ( result==0 )  
        printf( " Tests  passed! \n" ) ;  
    e l se  
        printf( " Tests  failed,  result  =  0 x%x\ n" , result) ;  
    return  result;  
}  

 

A.2  …  

Void  
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Annex B  
( informative)  

 
I nformation  for assessment of the  functional  safety 

communication  profi les  of CPF 2  
 

Accord ing  to  I EC  ru les,  th is  standard  does  not make  a  statement on  how to  val idate  
conformance.  However,  test and  val idation  of compl iance  of FSCP 2/1  devices  wi th  
I EC  61 784-3-2  may be  requ i red  by l aw.  

Correspond ing  i n formation  re lative  to  the  test and  compl iance  wi th  th is  standard  can  be  
retrieved  from  the  local  National  Commi ttees  of the  I EC  or from  the  re levant fi e ldbus  
organ ization .  

NOTE  For I EC  61 784-3-2 ,  the  re l evan t  fi e l dbus  organ izati on  i s  ODVA,  see  www.odva. org .  

 

Copyright International  Electrotechnical  Commission  

http://www.odva.org/


 –  270  – I EC  61 784-3-2: 201 6    I EC  201 6  

Bibl iography 

[1 ]  I EC  60050  (al l  parts),  International Electrotechnical Vocabulary (avai l able  at 
<http://www.electropedia.org/)  

NOTE  See  a l so  the  I EC  Mu l ti l i n gual  D i cti onary – E l ectri ci ty,  E l ectron i cs  and  Te l ecommun icati ons  
(avai l ab le  on  CD-ROM  and  at  <h ttp: //www. el ectroped ia . org>)  

[2 ]  I EC  60204-1 ,  Safety of machinery – Electrical equipment of machines – Part 1 : 
General requirements  

[3 ]  I EC  TS  61 000-1 -2 ,  Electromagnetic compatibility (EMC)  – Part 1 -2:  General – 
Methodology for the achievement of functional safety of electrical and electronic 
systems including equipment with  regard to electromagnetic phenomena  

[4 ]  I EC  61 000-6-7,  Electromagnetic compatibility (EMC)  – Part 6-7: Generic standards – 
Immunity requirements for equipment intended to perform functions in  a  safety-related 
system (functional safety)  in  industrial locations  

[5 ]  I EC  61 1 31 -6,  Programmable controllers – Part 6: Functional safety 

[6 ]  I EC  61 1 58  (a l l  parts),  Industrial communication networks – Fieldbus specifications  

[7 ]  I EC  61 496  (a l l  parts),  Safety of machinery – Electro-sensitive protective equipment 

[8 ]  I EC  61 508-1 : 201 0,  Functional safety of electrical/electronic/programmable electronic 
safety-related systems – Part 1 :  General requirements  

[9 ]  I EC  61 508-4: 201 0,  Functional safety of electrical/electronic/programmable electronic 
safety-related systems – Part 4:  Definitions and abbreviations  

[1 0]  I EC  61 508-5: 201 0,  Functional safety of electrical/electronic/programmable electronic 
safety-related systems – Part 5:  Examples of methods for the determination of safety 
integrity levels  

[1 1 ]  I EC  61 51 1  (a l l  parts) ,  Functional safety – Safety instrumented systems for the process 
industry sector 

[1 2 ]  I EC  61 784-4 1 1 ,  Industrial communication networks – Profiles – Part 4:  Secure 
communications for fieldbuses  

[1 3 ]  I EC  61 784-5  (a l l  parts),  Industrial communication networks – Profiles – Part 5:  
Installation  of fieldbuses – Installation  profiles for CPF x  

[1 4 ]  I EC  61 800-5-2,  Adjustable speed electrical power drive systems – Part 5-2: Safety 
requirements – Functional 

[1 5]  I EC  TR 62059-1 1 : 2002,  Electricity metering equipment – Dependability – Part 11 :  
General concepts 

[1 6]  I EC  62061 ,  Safety of machinery – Functional safety of safety-related electrical,  
electronic and programmable electronic control systems  

______________ 

1 1   Proposed  new work i tem  under consi derati on .  

Copyright International  Electrotechnical  Commission  

http://www.electropedia.org/
http://www.electropedia.org/


I EC  61 784-3-2: 201 6    I EC  201 6  – 271  – 

[1 7]  I EC  TR 6221 0:2003,  Power system control and associated communications – Data 
and communication security 

[1 8]  I EC  62280:201 4,  Railway applications – Communication,  signalling and processing 
systems – Safety related communication in  transmission systems  

[1 9]  I EC  62443  (al l  parts),  Industrial communication networks – Network and system 
security 

[20]  I EC  TR 62685,  Industrial communication networks – Profiles – Assessment guideline 
for safety devices using IEC 61784-3 functional safety communication profiles 
(FSCPs)  

[21 ]  I SO/IEC Gu ide  51 : 201 4,  Safety aspects – Guidelines for their inclusion in  standards  

[22]  I SO/IEC 2382-1 4,  Information technology – Vocabulary – Part 14: Reliability,  
maintainability and availability 

[23]  I SO/IEC 2382-1 6: 1 996,  Information technology – Vocabulary – Part 16: Information 
theory 

[24]  I SO/IEC  7498-1 ,  Information technology – Open Systems Interconnection – Basic 
Reference Model:  The Basic Model 

[25]  I SO/IEC  1 9501 :2005,  Information technology – Open Distributed Processing – Unified 
Modeling Language (UML)  Version 1 . 4. 2  

[26]  I SO  1 021 8-1 ,  Robots and robotic devices – Safety requirements for industrial robots – 
Part 1 :  Robots  

[27]  I SO  1 21 00,  Safety of machinery – General principles for design – Risk assessment 
and risk reduction 

[28]  I SO  1 3849  (a l l  parts) ,  Safety of machinery – Safety-related parts of control systems  

[29]  ANSI /ISA-84.00.01 -2004  (a l l  parts) ,  Functional Safety: Safety Instrumented Systems 
for the Process Industry Sector 

[30]  GS-ET-26 1 2,  Grundsatz für die  Prüfung und Zertifizierung von Bussystemen für die  
Übertragung sicherheitsrelevanter Nachrichten,  May 2002.  HVBG,  Gustav-Heinemann-
Ufer 1 30,  D-50968  Köln  ("Principles for Test and Certification of Bus Systems for 
Safety relevant Communication")  (avai lable  i n  German  on ly)  

[31 ]  VDI /VDE  21 80  (a l l  parts) ,  Safeguarding of industrial process plants by means of 
process control engineering  

[32 ]  ANDREW S.  TANENBAUM,  DAVID  J .  WETHERALL,  Computer Networks,  5 th  Ed i tion ,  
Pren tice  Hal l ,  N . J . ,  I SBN-1 0:  01 321 26958,  I SBN-1 3:  978-01 321 26953  

[33]  W.  WESLEY PETERSON,  EDWARD J .  WELDON,  Error-Correcting Codes,  2nd  Ed i tion  
1 972,  M IT-Press,  I SBN  0-262-1 6-039-0  

[34]  NFPA79  (201 2),  Electrical Standard for Industrial Machinery 

______________ 

1 2  Th i s  d ocumen t  has  been  one  of the  starti ng  po in ts  for th i s  part.  I t  i s  cu rren tl y undergoi ng  a  major revi s ion .  

Copyright International  Electrotechnical  Commission  



 –  272  – I EC  61 784-3-2: 201 6    I EC  201 6  

[35]  GUY E.  CASTAGNOLI ,  On the Minimum Distance of Long Cyclic Codes and Cyclic 
Redundancy-Check Codes,  1 989,  D issertation  No.  8979  of ETH  Zurich ,  Swi tzerland  

[36]  GUY E.  CASTAGNOLI ,  STEFAN  BRÄUER,  and  MARTIN  HERRMANN,  Optimization of 
Cyclic Redundancy-Check Codes with  24 and 32 Parity Bits,  J une  1 993,  I EEE  
Transactions  On  Commun ications,  Volume  41 ,  No.  6  

[37]  The  CIP  Networks  Library Volume  5:  CIP Safety Specification ,  Ed i tion  2 . 6 ,  November 
201 2 ,  avai l able  at <h ttp: //www.odva.org>  

[38]  The  CIP  Networks  Library Volume 1 :  CIP Common,  Ed i tion  3 . 1 8,  Apri l  201 5,  avai lable  
at <h ttp: //www.odva.org>  

[39]  I EC  62026-3,  Low-voltage switchgear and controlgear – Controller-device interfaces 
(CDIs)  – Part 3:  DeviceNet 

 

_______________ 

 

Copyright International  Electrotechnical  Commission  



 

 

Copyright International  Electrotechnical  Commission  



 –  274  – I EC  61 784-3-2: 201 6    I EC  201 6  

SOMMAIRE 

AVANT-PROPOS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  284  

0  I n troduction  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  286  

0. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  286  

0.2  Déclaration  de  d roi ts  de  propriété  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  289  

1  Domaine  d 'appl ication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  291  

2  Références  normatives  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  291  

3  Termes,  défin i tions,  symboles,  abréviations  et  conventions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  293  

3. 1  Termes  et défin i tions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  293  

3. 1 . 1  Termes  et défin i tions  communs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  293  

3. 1 . 2  CPF 2 :  Termes  et  défin i ti ons  supplémentai res  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  298  

3.2  Symboles  et abréviations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  299  

3.2 . 1  Symboles  et abréviations  communs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  299  

3.2 .2  CPF 2 :  Symboles  et abréviations  supplémentai res  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  299  

3.3  Conventions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  300  

4  Présentation  générale  du  FSCP 2/1   (CIP  Safety™ )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  301  

4. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  301  

4.2  FSCP 2/1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  301  

5  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  303  

5. 1  Documents  externes  de  spéci fications  appl icables  au  profi l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  303  

5.2  Exigences  fonctionnel l es  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  303  

5.3  Mesures  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  303  

5.4  Structure  de  l a  couche  de  commun ication  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  304  

5.5  Relations  avec la  FAL  (et DLL,  PhL)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

5.5. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

5.5.2  Types  de  données  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

6  Services  de  l a  couche  de  commun ication  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

6. 1  I n troduction  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

6.2  Objet connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

6.2 . 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

6.2 .2  Extensions  des  attribu ts  de  classe  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306  

6.2 .3  Extensions  de  services  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  307  

6.2 .4  Format de  réponse  de  messages  expl ici tes  pour SafetyOpen  et 
SafetyClose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  308  

6.3  Objet Gestionnai re  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  308  

6.3. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  308  

6.3.2  ForwardOpen  pour l a  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  309  

6.3.3  Segment de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 1  

6.3.4  Règles  du  poin t d ’orig ine  pour l e  calcu l  du  CRC de  paramètre  de  
connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 5  

6.3.5  Organ igrammes  de  tra i tement de  SafetyOpen  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 6  

6.3.6  Contrôles  exigés  par les  producteurs  mu l tipoin ts  avec les  connexions  
existan tes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  322  

6.3.7  Uti l i sation  de  la  clé  électron ique  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  322  

6.3.8  RPI  en  fonction  d ’API  dans  les  connexions  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  323  

6.3.9  Élaboration  du  chemin  d ’appl ication  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  323  

6.3. 1 0  Types  de  connexion  de  l ’ objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  324  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 275  – 

6 . 3 . 1 1  Données  de  réponse  d ’appl ication  dans  une  réponse  SafetyOpen  
satisfaisan te  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  326  

6.3. 1 2  Réponse  SafetyOpen  non  satisfaisante  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  328  

6.3. 1 3  Service  ForwardClose  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  330  

6.4  Objet I den ti té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  330  

6.4. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  330  

6.4.2  Mod i fications  apportées  aux services  communs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  331  

6.4.3  Extensions  pour l es  apparei ls  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  331  

6.5  Objets  de  l ia i son  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  331  

6.5. 1  Mod i fications  apportées  à  l ’objet DeviceNet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  331  

6.5.2  Mod i fications  apportées  à  l ’objet I n terface  TCP/IP  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  332  

6.5.3  Objet L ia ison  SERCOS I I I  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  332  

6.6  Objet Programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  334  

6.6. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  334  

6.6.2  Attribu ts  de  classe  de  programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . .  335  

6.6.3  Sous-classes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  335  

6.6.4  Attribu ts  i nstance  de  programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  335  

6.6.5  Sémantique  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  339  

6.6.6  Sous-classes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  346  

6.6.7  Services  communs  du  programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . .  346  

6.6.8  Comportement du  Programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  358  

6.7  Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  366  

6.7. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  366  

6.7.2  Attribu ts  de  classe  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  366  

6.7.3  Attribu ts  i nstance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  366  

6.7.4  Services  de  classes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  374  

6.7.5  Services  i nstance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  374  

6.7.6  Comportement d ’objet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  375  

6.8  Objet de  configuration  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  379  

6.8. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  379  

6.8.2  Extensions  d ’attribu ts  de  classe  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  379  

6.8.3  Attribu ts,  a jou ts  et  extensions  instances  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  379  

6.8.4  Extensions  ou  restrictions  de  sémantique  des  attribu ts  i nstance  pour 
des  raisons  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  382  

6.8.5  Paramètres  spéciaux relati fs  à  l a  sécuri té  – (Attribu t 1 3)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  387  

6.8.6  Services  spéci fiques  à  l ’objet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  393  

6.8.7  Extensions  des  services  communs  pour la  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  394  

6.8.8  Comportement d ’objet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  396  

7  Protocole  de  couche  de  commun ication  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  397  

7. 1  Format PDU  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  397  

7. 1 . 1  Codage  PDU  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  397  

7. 1 . 2  CRC de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 1  

7.2  Comportement du  protocole  de  commun ication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 2  

7.2 . 1  Séquence  des  con trôles  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 2  

7.2 .2  Terminaison  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 2  

7.2 .3  Erreur de  con tre-véri fication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 3  

7.3  Opération  de  datation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 3  

7.4  Comptages  de  remplacement dans  l ’EF  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 4  

7.5  Diagrammes séquentiels  de  protocoles  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 4  

Copyright International  Electrotechnical  Commission  



 –  276  – I EC  61 784-3-2: 201 6    I EC  201 6  

7 . 5. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 4  

7.5.2  Transmission  de  sécuri té  normale  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 5  

7.5.3  Transmission  de  messages  perdus,  corrompus  et retardés  . . . . . . . . . . . . . . . . . . . . . . . . .  41 7  

7.5.4  Transmission  de  messages  perdus,  corrompus  ou  retardés  avec 
production  répétée  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 9  

7.5.5  Demande  Ping  poin t à  poin t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  422  

7.5.6  Demande  Ping  mu l tipoin ts  avec sécuri té  CP  2/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  423  

7.5.7  Demande  Ping  mu l tipoin ts  sur l es  réseaux de  sécuri té  CP  2/2  . . . . . . . . . . . . . . . . . . . .  425  

7.5.8  Demande  Ping  mu l tipoin ts  – Retransmission  abou tie  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  426  

7.5.9  Demande  Ping  mu l tipoin ts  – Retransmission  avec temporisation  . . . . . . . . . . . . . . . . .  427  

7.6  Défin i tion  du  protocole  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  428  

7.6. 1  Général i tés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  428  

7.6.2  Vue  de  hau t n i veau  d ’un  apparei l  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  428  

7.6.3  Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  429  

7.6.4  Relation  en tre  SafetyVal i datorServer et SafetyVal i datorCl ien t . . . . . . . . . . . . . . . . . . . . .  429  

7.6.5  Gestion  du  remplacement de  l a  datation  de  format étendu  . . . . . . . . . . . . . . . . . . . . . . . . . .  431  

7.6.6  Défin i tion  de  l a  fonction  SafetyVal idatorCl ien t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  437  

7.6.7  Défin i tion  de  l a  fonction  SafetyVal idatorServer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  446  

7.7  Spéci fications  des  messages  de  sécuri té  et des  données  de  protocole  . . . . . . . . . . . . . . .  459  

7.7. 1  Octet de  mode  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  459  

7.7.2  Section  de  datation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  460  

7.7.3  Message  de  coord ination  temporel le. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  460  

7.7.4  Message  de  correction  de  temps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  461  

7.7.5  Production  des  données  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  462  

7.7.6  Variables  dynamiques  du  producteur . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  469  

7.7.7  Variables  dynamiques  de  producteur par consommateur . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  472  

7.7.8  Variables  de  données  du  consommateur. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  473  

7.7.9  Variables  statiques  d ’en trée  du  consommateur . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  475  

7.7. 1 0  Variables  dynamiques  du  consommateur . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  476  

8  Gestion  de  la  couche  de  commun ication  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  478  

8. 1  Présentation  générale  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  478  

8.2  Défin i tion  des  mesures  u ti l i sées  l ors  de  l ’ établ issement d ’une  connexion  . . . . . . . . . . . .  479  

8.3  Val idation  de  l a  re lation  poin t d ’orig ine-cib le  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  483  

8.4  Détection  des  demandes  de  connexion  mal  acheminées  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  484  

8.5  Trai tement de  SafetyOpen  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  484  

8.6  Gestion  de  propriété  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  484  

8.7  Pontage  de  d i fféren tes  couches  physiques  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  486  

8.8  Établ issement de  connexion  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  487  

8.8. 1  Présentation  générale  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  487  

8.8.2  Fai ts  de  base  pour l ’ établ issement d ’une  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  488  

8.8.3  Configuration  des  connexions  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  488  

8.8.4  Mul tipl icateur de  délai  de  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  490  

8.8.5  Établ issement de  connexions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  492  

8.8.6  Recommandations  pour l ’ attribu tion  d ’un  nombre  de  consommateurs  . . . . . . . . . .  495  

8.8.7  Recommandations  pour l ’ établ issement d ’une  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  496  

8.8.8  Établ issement de  propriété  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  497  

8.8.9  Cas  d ’u ti l i sation  de  la  propriété  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  497  

8.8. 1 0  Uti l i sation  et établ i ssement de  la  relation  PID/CID  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  500  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 277  – 

8 . 8 . 1 1  Uti l i sation  PID/CID  correcte  dans  l es  connexions  mu l tipoin ts  et  poin t à  
poin t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  501  

8.8. 1 2  Services  pris  en  charge  par le  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  504  

8.8. 1 3  Type  d ’apparei l  de  sécuri té  FSCP 2/1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  504  

8.9  Processus  de  configuration  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  509  

8.9. 1  I n troduction  à  l a  configuration  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  509  

8.9.2  Objecti fs  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  509  

8.9.3  Présentation  générale  de  l a  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 0  

8.9.4  Lignes  d i rectrices  pour la  configuration  de  l ’ u ti l i sateur . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 1  

8.9.5  Justi fication  de  n iveau  SIL3  du  processus  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . .  51 2  

8.9.6  Fonctions  d ’apparei l s  pour configuration  par ou ti l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 3  

8.9.7  Sécuri té  par mot de  passe  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 3  

8.9.8  Services  d ’ i n terface  SNCT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 3  

8.9.9  Verrou i l l age  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 4  

8.9. 1 0  I n fluence  du  verrou i l l age  de  configuration  sur l e  comportement des  
apparei ls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 4  

8.9. 1 1  Propriété  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 6  

8.9. 1 2  Mode  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 6  

8.9. 1 3  Mesures  d ’assurance  de  l ’ i n tégri té  du  processus  de  configuration  . . . . . . . . . . . . . . .  51 6  

8.9. 1 4  Processus  de  té léchargement aval  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 9  

8.9. 1 5  Processus  de  véri fication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  523  

8.9. 1 6  Processus  de  véri fication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  526  

8.9. 1 7  Analyse  des  erreurs  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  528  

8. 1 0  Extensions  de  fi ches  techn iques  é lectron iques  à  des  fi ns  de  sécuri té  . . . . . . . . . . . . . . . . .  532  

8. 1 0. 1  Règles  générales  appl icables  aux apparei ls  de  sécuri té  EDS  . . . . . . . . . . . . . . . . . . . . . .  532  

8. 1 0.2  Extensions  EDS  à  des  fins  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  532  

8. 1 1  Exigences  pour l e  profi l  CP  2/2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  538  

8. 1 1 . 1  Règles  EPI  appl icables  aux messages  de  sécuri té  acheminés  via  CP  
2/2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  538  

8. 1 1 . 2  Service  E/S  de  sécuri té  par défau t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  538  

8. 1 1 . 3  Dupl ication  de  détection  I P  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  538  

8. 1 1 . 4  Priori té  pour l es  connexions  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  538  

8. 1 2  Exigences  pour l e  profi l  CP  2/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  539  

8. 1 2 . 1  Attribu tion  des  i den ti fi an ts  CP  2/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  539  

8. 1 2 .2  Exigences  supplémentai res  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  542  

8. 1 3  Exigences  pour l e  profi l  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  542  

8. 1 3. 1  Arch i tecture  générale  de  l a  CPF  2  sur CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  542  

8. 1 3.2  FSCP 2/1  de  référence  pour apparei l s  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  542  

8. 1 3.3  Objets  et services  pris  en  charge  dans  les  apparei l s  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . .  543  

8. 1 3.4  Exigences  re latives  aux couches  de  transport . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  544  

8. 1 3.5  FSCP 2/1  et modèle  d ’apparei l  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  548  

8. 1 3.6  Attribu tion  de  l ’UN ID  sur CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  549  

9  Exigences  système . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  551  

9. 1  Voyants  et  commutateurs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  551  

9. 1 . 1  Exigences  générales  concernant l es  voyants  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  551  

9. 1 . 2  I nd ications  LED  pour l e  paramétrage  de  l ’UN ID  des  apparei ls  . . . . . . . . . . . . . . . . . . . . .  551  

9. 1 . 3  LED  État du  modu le  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  551  

9. 1 . 4  Avertissement l ié  aux voyants  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  552  

9. 1 . 5  LED  État de  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  552  

Copyright International  Electrotechnical  Commission  



 –  278  – I EC  61 784-3-2: 201 6    I EC  201 6  

9 . 1 . 6  Commutateurs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  553  

9.2  Lignes  d i rectrices  d ’ instal l ation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  556  

9.3  Temps  de  réponse  de  l a  fonction  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  556  

9.3. 1  Présentation  générale  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  556  

9.3.2  Délai  du  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  558  

9.3.3  Équation  de  calcu l  des  temps  de  réaction  du  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  558  

9.4  Durée  des  demandes  (ou  sol l ici tations)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  561  

9.5  Contrain tes  l i ées  au  calcu l  des  caractéristiques  du  système . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  561  

9.5. 1  Nombre  de  nœuds  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  561  

9.5.2  PFH  de  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  561  

9.5.3  Taux d ’erreurs  su r l es  b i ts  (BER)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  564  

9.6  Main tenance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  565  

9.7  Manuel  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  565  

1 0  Évaluation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  565  

Annexe  A ( in formative)   I n formations  supplémentai res  pour l es  profi l s  de  
commun ication  de  sécuri té  fonctionnel le  de  l a  CPF  2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  566  

A. 1  Exemple  de  code  de  fonction  de  hachage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  566  

A.2  …  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  580  

Annexe  B  ( in formative)   I n formation  pour l ’évaluation  des  profi l s  de  commun ication  de  
sécuri té  fonctionnel le  de  l a  CPF  2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  581  

Bibl iograph ie  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  582  

 

F i gure  1  – Relation  en tre  l ’ I EC  61 784–3  et d ’au tres  normes  (mach ines)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  287  

Figure  2  – Relations  en tre  l ’ I EC  61 784–3  et d ’au tres  normes  ( transformation)  . . . . . . . . . . . . . . . . . . . .  289  

Figure  3  – Relation  des  objets  de  val i dation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  302  

Figure  4  – Couches  de  commun ication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  305  

Figure  5  – ForwardOpen  avec segment de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 1  

Figure  6  – Format cib le  de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 3  

Figure  7  – Service  SafetyOpen  de  tra i tement de  cib le  sans  données  de  configuration  
(SafetyOpen  de  forme  2)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 8  

Figure  8  – Service  SafetyOpen  de  tra i tement de  cib le  avec données  de  configuration  
(SafetyOpen  de  forme  1 )  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  320  

Figure  9  – Log ique  du  poin t d ’orig ine  permettant de  déterminer l e  format à  u ti l i ser . . . . . . . . . . . . .  322  

Figure  1 0  – Appl ication  de  configuration  d ’apparei l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  350  

Figure  1 1  – Organ igrammes  de  tra i tement de  Configuration  et Val idation  . . . . . . . . . . . . . . . . . . . . . . . . . . .  352  

Figure  1 2  – Trai tement UN ID  pendant l ’ état “Wai ti ng  for TUN ID”  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  358  

Figure  1 3  – D iagramme d ’états  du  Programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  359  

Figure  1 4  – Relations  en tre  configuration ,  essais  et  verrou i l lage  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  364  

Figure  1 5  – Types  de  connexion  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  372  

Figure  1 6  – D iagramme de  transi tions  d ’état de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . .  377  

Figure  1 7  – Log ique  pour le  type  de  format «Autodétection»  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  393  

Figure  1 8  – D iagramme d ’états  de  l ’ objet Configuration  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  396  

Figure  1 9  – F lux de  données  de  l ’ objet Configuration  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  397  

Figure  20  – Format de  l ’ octet Mode  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  399  

Figure  21  – Section  de  données  à  1  ou  2  octets,  format de  base  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  399  

Figure  22  – Section  de  données  à  1  ou  2  octets,  format Etendu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  400  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 279  – 

F igure  23  – Format de  section  de  données  de  3  à  250  octets,  format de  base  . . . . . . . . . . . . . . . . . . . .  401  

Figure  24  – Format de  section  de  données  de  3  à  250  octets,  format Etendu  . . . . . . . . . . . . . . . . . . . . .  401  

Figure  25  – Format de  section  de  datation ,  Format de  base  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  402  

Figure  26  – Codage  du  message  de  coord ination  temporel le  BF  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  403  

Figure  27  – Codage  du  message  de  coord ination  temporel le  EF  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  403  

Figure  28  – Codage  du  message  de  correction  de  temps  BF  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  405  

Figure  29  – Codage  du  message  de  correction  de  temps  EF  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  405  

Figure  30  – Codage  PDU  poin t à  poin t à  1  ou  2  octets  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  406  

Figure  31  – Codage  PDU  mu l tipoin ts  à  1  ou  2  octets  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  407  

Figure  32  – Format de  connexion  de  sécuri té  de  format 2  mu l tipoin ts  à  1  ou  2  octets  . . . . . . . . .  408  

Figure  33  – Codage  PDU  poin t à  poin t de  3  à  250  octets  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  409  

Figure  34  – Codage  PDU  mu l tipoin ts  de  3  à  248  octets  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  409  

Figure  35  – Format de  connexion  de  sécuri té  mu l tipoin ts  de  3  à  248  octets  . . . . . . . . . . . . . . . . . . . . . . . .  41 0  

Figure  36  – Ordre  de  calcu l  du  CRC pour l es  messages  de  format étendu  . . . . . . . . . . . . . . . . . . . . . . . . .  41 1  

Figure  37  – Séquence  de  datation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 4  

Figure  38  – D iagramme d ’une  séquence  de  sécuri té  producteur/consommateur 
normale  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 5  

Figure  39  – D iagramme d ’une  séquence  de  sécuri té  producteur/ consommateur 
normale  (production  répétée)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 6  

Figure  40  – D iagramme séquentiel  d ’un  message  producteur vers  consommateur 
corrompu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 7  

Figure  41  – D iagramme séquentiel  d ’un  message  producteur vers  consommateur 
perdu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 8  

Figure  42  – D iagramme séquentiel  d ’un  message  retardé  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 9  

Figure  43  – D iagramme séquentiel  d ’un  message producteur vers  consommateur 
corrompu  avec production  répétée  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  420  

Figure  44  – D iagramme séquentiel  d ’une  terminaison  de  connexion  occasionnée  par 
des  retards  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  421  

Figure  45  – D iagramme séquentiel  d ’un  con trôle  CRC de  sécuri té  non  satisfai t . . . . . . . . . . . . . . . . . .  422  

Figure  46  – D iagramme séquentiel  d ’une  demande  Ping  poin t à  poin t – réponse  
normale  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  423  

Figure  47  – D iagramme séquentiel  d ’une  demande  Ping  mu l tipoin ts  satisfaisan te,  
sécuri té  CP  2/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  425  

Figure  48  – D iagramme séquentiel  d ’une  demande  Ping  mu l tipoin ts  satisfaisan te,  
sécuri té  CP  2/2  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  426  

Figure  49  – D iagramme séquentiel  d ’une  retransmission  de  demande  Ping  mu l tipoin ts. . . . . . .  427  

Figure  50  – D iagramme séquentiel  d ’une  temporisation  de  demande  Ping  mu l tipoin ts  . . . . . . . .  427  

Figure  51  – D iagramme de  re lations  des  en ti tés  de  modèle  de  référence  d ’un  apparei l  
de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  429  

Figure  52  – Deux apparei ls  échangeant des  données  de  sécuri té  via  un  
SafetyVal idatorCl ien t et un  SafetyVal idatorServer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  430  

Figure  53  – Consommateur d ’orig ine  et producteur cible  poin t à  poin t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  433  

Figure  54  – Producteur d ’orig ine  et  consommateur cible  poin t à  poin t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  434  

Figure  55  – Consommateur d ’orig ine  et producteur cible  mu l tipoin ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  436  

Figure  56  – F lux de  données  de  production  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  437  

Figure  57  – Contrôle  des  données  de  sécuri té  de  consommation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  447  

Copyright International  Electrotechnical  Commission  



 –  280  – I EC  61 784-3-2: 201 6    I EC  201 6  

F igure  58  – SafetyVal idatorServer – déclenché  par l 'appl ication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  448  

Figure  59  – Propriété  cible  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  483  

Figure  60  – Formes  de  SafetyOpen  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  484  

Figure  61  – D iagramme d ’états  de  la  propriété  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  485  

Figure  62  – Mapping  de  l ’UN ID  de  service  SafetyOpen  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  486  

Figure  63  – Couche  appl ication  CPF  2  commune  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  486  

Figure  64  – Exemple  d ’acheminement de  bou t en  bou t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  487  

Figure  65  – Sources  des  paramètres  de  connexion  re lati ve  à  l a  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  491  

Figure  66  – Mapping  des  paramètres  en tre  l e  poin t d ’orig ine  et  l a  cib le  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  492  

Figure  67  – Établ issement d ’ une  connexion  de  sécuri té  CP  2/3  dans  les  cib les  pour un  
service  SafetyOpen  de  forme  2a  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  494  

Figure  68  – Séquence  générale  de  détection  de  l a  nécessi té  d ’une  configuration  . . . . . . . . . . . . . . .  495  

Figure  69  – Échanges  PID/CID  pour deux scénarios  de  poin t d ’orig ine  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  501  

Figure  70  – Génération  des  valeurs  de  départ pour l es  connexions  mu l tipoin ts  . . . . . . . . . . . . . . . . . .  502  

Figure  71  – Trai tement d ’exécu tion  PID/CID  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  504  

Figure  72  – Catégories  de  connexion  et  services  pris  en  charge  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  506  

Figure  73  – Types  de  connexion  recommandés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  507  

Figure  74  – Services  pris  en  charge  l og ique  à  log ique  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  508  

Figure  75  – Types  de  connexion  recommandés  pour les  services  log ique  à  l og ique  . . . . . . . . . . . .  509  

Figure  76  – Transferts  de  données  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 0  

Figure  77  – Mesures  de  protection  des  apparei ls  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 2  

Figure  78  – Relations  en tre  configuration ,  essais  et  verrou i l lage  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 5  

Figure  79  – Données  de  configuration  du  poin t d ’orig ine  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 7  

Figure  80  – Processus  de  téléchargement aval  du  SNCT à  l ’apparei l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  520  

Figure  81  – Téléchargements  aval  du  SNCT vers  les  poin ts  d 'orig ine  qu i  réal i sen t l a  
configuration  de  forme 1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  522  

Figure  82  – Protection  contre  le  verrou i l lage  et propriété  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  524  

Figure  83  – Exemple  de  relecture  et de  comparaison  du  poin t d ’orig ine  et  de  
l ’ exemplai re  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  525  

Figure  84  – Affichage  d ivers  sans  relecture  complète  des  données  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  526  

Figure  85  – Processus  de  véri fication  comprenant tou tes  l es  méthodes  a l ternatives  . . . . . . . . . . .  528  

Figure  86  – FSCP 2/1  de  référence  des  apparei ls  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  543  

Figure  87  – I n teraction  en tre  Couche  d ’adaptation  FSCP 2/1  et SMP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  546  

Figure  88  – Couche  d ’adaptation  FSCP 2/1  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  547  

Figure  89  – Modèle  d ’apparei l  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  548  

Figure  90  – Ajou t d ’ un  modu le  normal isé  à  un  apparei l  modu la i re  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  550  

Figure  91  – Log ique  de  trai tement du  NodeID  des  apparei ls  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  556  

Figure  92  – Temps  de  réponse  de  l a  fonction  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  557  

Figure  93  – Composantes  du  temps  de  réponse  de  l a  fonction  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . .  560  

Figure  94  – Schéma  de  principe  de  fiabi l i té  de  protocole  de  réseau  (RBD)  . . . . . . . . . . . . . . . . . . . . . . . . .  561  

Figure  95  – Syn thèse  de  l a  PFH  de  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  563  

Figure  96  – Syn thèse  de  l a  PFH  de  format étendu  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  564  

 

Tableau  1  – Erreurs  de  commun ication  et matrice  de  mesures  de  détection  . . . . . . . . . . . . . . . . . . . . . . .  304  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 281  – 

Tableau  2  – Nouveaux attribu ts  de  classe  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  307  

Tableau  3  – Extensions  de  service  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  308  

Tableau  4  – Format de  réponse  SafetyOpen  et  SafetyClose  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  308  

Tableau  5  – I den ti fi an t de  segment de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 1  

Tableau  6  – Défin i tion  du  segment de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 2  

Tableau  7  – Format de  rou tage  de  segment de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 4  

Tableau  8  – Format étendu  de  segment de  réseau  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  31 4  

Tableau  9  – Règ les  d ’évaluation  des  paramètres  de  production  mu l tipoin ts  . . . . . . . . . . . . . . . . . . . . . . . .  322  

Tableau  1 0  – Options  de  paramétrage  du  service  ForwardOpen  pour l es  connexions  de  
sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  325  

Tableau  1 1  – Paramètres  de  connexion  de  réseau  pour l es  connexions  de  sécuri té  . . . . . . . . . . .  326  

Tableau  1 2  – Réponse  d ’appl ication  de  cible  de  sécuri té  CP  2/3  ( ta i l le :  1 0  octets)  . . . . . . . . . . . . .  326  

Tableau  1 3  – Réponse  d ’appl ication  de  cible  de  sécuri té  CP  2/3  EF  ( ta i l le :  1 4  octets)  . . . . . . . .  327  

Tableau  1 4  – Réponse  d ’appl ication  de  cible  SafetyOpen  ( ta i l l e :  1 8  octets)  . . . . . . . . . . . . . . . . . . . . . . . .  327  

Tableau  1 5  – Réponse  d ’appl ication  de  cible  SafetyOpen  EF  ( ta i l le :  22  octets)  . . . . . . . . . . . . . . . . . .  328  

Tableau  1 6  – Nouveaux codes  d ’erreurs  étendus  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  328  

Tableau  1 7  – Tableau  de  l i gnes  d i rectrices  concernant l es  événements  d ’erreur 
SafetyOpen  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  329  

Tableau  1 8  – Mod i fications  apportées  aux services  communs  de  l ’objet I den ti té  . . . . . . . . . . . . . . . . .  331  

Tableau  1 9  – Extensions  de  l ’ objet I den ti té  pour l es  apparei l s  CP  1 6/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  331  

Tableau  20  – Nouvel  attribu t i nstance  de  l ’ objet DeviceNet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  332  

Tableau  21  – Nouvel  attribu t i nstance  de  l ’ objet I n terface  TCP/IP  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  332  

Tableau  22  – Attribu ts  de  classe  de  l ’ objet Lia ison  SERCOS I I I  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  333  

Tableau  23  – Attribu ts  i nstance  de  l ’ objet Lia ison  SERCOS I I I  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  333  

Tableau  24  – Services  communs  de  l ’ objet L ia ison  SERCOS I I I  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  334  

Tableau  25  – Attribu ts  de  classe  de  programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  335  

Tableau  26  – Attribu ts  i nstance  de  programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  335  

Tableau  27  – Valeurs  d ’ ind ication  de  l ’ attribu t État de  l ’ apparei l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  340  

Tableau  28  – Format de  l ’ attribu t État d ’exception  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  340  

Tableau  29  – Valeurs  communes  de  l ’ attribu t Détai l  d ’exception  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  341  

Tableau  30  – Syn thèse  du  format de  détai l  d ’exception . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  342  

Tableau  31  – Syn thèse  du  comportement des  apparei ls  pour d i verses  valeurs  CFUN ID  . . . . .  344  

Tableau  32  – Services  communs  du  programme de  contrôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  346  

Tableau  33  – Services  spéci fiques  de  l ’objet Programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . .  346  

Tableau  34  – Structure  de  message  Configure_Request . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  348  

Tableau  35  – Structure  de  message  Val idate_Configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  349  

Tableau  36  – Structure  de  message  de  réussi te  Val idate_Configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  349  

Tableau  37  – Code  d ’erreur Val idate_Configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  349  

Tableau  38  – Codes  étendus  Val idate_Configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  350  

Tableau  39  – Structure  de  message  Set_Password  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  352  

Tableau  40  – Structure  de  message  Reset_Password  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  353  

Tableau  41  – Configuration_Lock/Un lock message  structure  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  353  

Tableau  42  – Structure  de  message  Mode_Change  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  354  

Tableau  43  – Structure  de  message  Safety_Reset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  354  

Copyright International  Electrotechnical  Commission  



 –  282  – I EC  61 784-3-2: 201 6    I EC  201 6  

Tableau  44  – Types  de  ré in i tia l i sation  de  sécuri té  du  Programme de  contrôle  de  
sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  354  

Tableau  45  – Paramètre  d ’attribu t Mode  poin t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  355  

Tableau  46  – Règ les  de  tra i tement appl icables  aux types  de  réin i tia l i sation  . . . . . . . . . . . . . . . . . . . . . . .  355  

Tableau  47  – Service  Propose_TUN ID  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  356  

Tableau  48  – Service  Apply_TUN ID  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  356  

Tableau  49  – Événements  l i és  au  Programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  359  

Tableau  50  – Matrice  d ’événements  d ’état du  Programme de  con trôle  de  sécuri té  . . . . . . . . . . . . . .  360  

Tableau  51  – Contrôle  du  propriétai re  de  configuration  par rapport à  l ’ état de  l ’apparei l  . . . . .  364  

Tableau  52  – Mapping  des  états  du  Programme de  contrôle  de  sécuri té  et de  l ’ objet 
I den ti té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  364  

Tableau  53  – Mapping  des  événements  de  l ’ objet Programme de  con trôle  de  sécuri té  . . . . . . .  365  

Tableau  54  – Mapping  des  événements  d ’objet I den ti té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  365  

Tableau  55  – Attribu ts  de  classe  de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  366  

Tableau  56  – Attribu ts  i nstance  de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  367  

Tableau  57  – Attribu tions  d ’états  de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  369  

Tableau  58  – Type  d ’Objet de  val idation  de  sécuri té,  attribu tions  de  champs  de  b i ts  . . . . . . . . . .  370  

Tableau  59  – Règ les  d ’évaluation  du  paramètre  SafetyOpen  des  producteurs  
mu l tipoin ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  372  

Tableau  60  – Services  de  classes  de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  374  

Tableau  61  – Services  instance  de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  374  

Tableau  62  – Données  du  service  Get_Attribu tes_Al l  de  l 'objet de  Val i dation  de  
sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  375  

Tableau  63  – Matrice  d ’événements  d ’état de  l ’Objet de  val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . .  378  

Tableau  64  – Mapping  des  états  des  objets  Programme de  con trôle  de  sécuri té  et 
Val idation  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  378  

Tableau  65  – Extensions  d ’attribu ts  de  classe  d ’objet de  configuration  de  connexion  . . . . . . . . . .  379  

Tableau  66  – Ajou ts/extensions  d ’attribu ts  i nstance  d ’Objet de  configuration  de  
connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  379  

Tableau  67  – Défin i tions  des  b i ts  de  d rapeaux de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  383  

Tableau  68  – Paramètres  de  connexion  O-à-T . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  384  

Tableau  69  – Paramètres  de  connexion  T-à-O . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  385  

Tableau  70  – Formats  de  m ise  en  correspondance  des  données  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  386  

Tableau  71  – Format 0  de  m ise  en  correspondance  des  données  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  387  

Tableau  72  – Format 1  de  m ise  en  correspondance  des  données  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  387  

Tableau  73  – Valeurs  SCCRC de  l ’apparei l  cib le  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  390  

Tableau  74  – Valeurs  SCTS  de  l ’ apparei l  cible  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  390  

Tableau  75  – Paramètres  de  connexion  de  correction  de  temps  pour une  connexion  
mu l tipoin ts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  390  

Tableau  76  – S ign i fication  de  l ’attribu t Type  de  format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  391  

Tableau  77  – S ign i fication  de  l ’attribu t État du  format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  393  

Tableau  78  – Services  spéci fiques  à  l ’ objet Configuration  de  connexion  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  394  

Tableau  79  – Données  du  service  de  réponse  Get_Attribu tes_Al l  (attribu ts  a jou tés)  . . . . . . . . . . .  394  

Tableau  80  – Données  du  service  de  réponse  Get_Attribu tes_Al l  (paramètres  a jou tés)  . . . . . .  395  

Tableau  81  – Données  du  service  de  Demande  Set_Attribu tes_Al l  (attribu ts  a jou tés)  . . . . . . . . .  395  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 283  – 

Tableau  82  – Données  du  service  Réponse  Set_Attribu tes_Al l  (paramètres  a jou tés)  . . . . . . . . . .  395  

Tableau  83  – Mapping  des  états  des  objets  Programme de  con trôle  de  sécuri té  et CCO . . . .  396  

Tableau  84  – Sections  de  connexion  et formats  PDU  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  398  

Tableau  85  – Variables  de  l ’ octet Mode  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  399  

Tableau  86  – Variables  de  datation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  402  

Tableau  87  – Variables  du  message  de  coord ination  temporel le  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  403  

Tableau  88  – Variables  du  message  de  correction  de  temps  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  405  

Tableau  89  – Polynômes  de  CRC u ti l i sés  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 2  

Tableau  90  – Sections  de  connexion  et formats  de  messages  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41 2  

Tableau  91  – Réception  des  données  – Déclenchée  par l a  l i a ison . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  449  

Tableau  92  – Réception  Time_Correction  – Déclenchée  par l a  l i a ison  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  449  

Tableau  93  – Réception  des  données  – Déclenchée  par l 'appl ication  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  450  

Tableau  94  – Réception  de  Time_Correction  – Déclenchée  par l 'appl ication  . . . . . . . . . . . . . . . . . . . . . . .  450  

Tableau  95  – Appl ication  de  consommation  – Contrôle  des  données  de  sécuri té  . . . . . . . . . . . . . . . .  450  

Tableau  96  – Détermination  de  l 'état de  l a  connexion  du  producteur . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  462  

Tableau  97  – État de  l a  connexion  de  sécuri té  de  consommation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  474  

Tableau  98  – Erreurs  d ’établ issement de  connexion  et mesures  de  détection  des  
erreurs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  479  

Tableau  99  – Attribu tions  de  Date/Heure  SNN  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  480  

Tableau  1 00  – Plage  l égale  SNN  des  valeurs  temporel les  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  480  

Tableau  1 01  – Paramètres  de  connexion  de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  489  

Tableau  1 02  – Récapi tu lati f SafetyOpen  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  493  

Tableau  1 03  – Mapping  des  services  poin t d 'orig ine/cible  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  505  

Tableau  1 04  – Types  de  service  poin t d 'orig ine/cib le  non  pris  en  charge  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  506  

Tableau  1 05  – Objecti fs  de  configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  509  

Tableau  1 06  – Contrôle  du  propriétai re  de  configuration  par rapport à  l ’ état de  
l ’ apparei l  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  51 6  

Tableau  1 07  – Erreurs  et mesures  de  détection  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  528  

Tableau  1 08  – Mots  clés  des  sections  de  classe  d ’objet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  533  

Tableau  1 09-  Format d ’en trée  de  Classex de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  534  

Tableau  1 1 0  – Mots  clés  de  classes  de  paramètres  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  534  

Tableau  1 1 1  – Nouveaux mots  clés  de  l a  section  Gestionnai re  de  connexion  à  des  fins  
de  sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  535  

Tableau  1 1 2  – U ti l i sation  du  champ Gestionnai re  de  connexion  à  des  fins  de  sécuri té  . . . . . . . .  536  

Tableau  1 1 3  – Paramétrages  du  champ de  paramètres  de  connexion  à  des  fi ns  de  
sécuri té  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  537  

Tableau  1 1 4  – Règ les  d ’attribu tion  d ’ ID  CP  2/3  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  539  

Tableau  1 1 5  – I nd ications  LED  pour l e  paramétrage  de  l ’UN ID  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  551  

Tableau  1 1 6  – LED  État du  modu le  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  552  

Tableau  1 1 7  – États  de  la  LED  État de  réseau  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  553  

Tableau  1 1 8  – Type  de  temps  de  réaction  de  connexion  – appl ications  de  
production /consommation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  559  

 

  

Copyright International  Electrotechnical  Commission  



 –  284  – I EC  61 784-3-2: 201 6    I EC  201 6  

COMMISSION  ÉLECTROTECHNIQUE INTERNATIONALE 

____________ 

 
RÉSEAUX DE COMMUNICATION  INDUSTRIELS –  

PROFILS –  
 

Partie  3-2:  Bus  de terrain  de sécuri té  fonctionnel le  –  
Spécifications  supplémentaires  pour CPF 2  

 
AVANT-PROPOS 

1 )  La  Commissi on  É lectrotechn i que  I n ternational e  ( I EC)  est  u ne  organ i sati on  mond ia le  de  normal i sati on  
composée  de  l 'ensemble  des  comi tés  é l ectrotechn i ques  nationaux (Comi tés  nati onaux de  l ' I EC).  L ' I EC  a  pou r 
ob jet  de  favori ser l a  coopérati on  i n ternational e  pou r tou tes  l es  questi ons  de  normal i sati on  dans  l es  d omaines  
de  l 'é l ectri ci té  et  de  l 'é l ectron i que.  A cet  e ffet,  l ' I EC  – en tre  au tres  acti vi tés  –  publ i e  des  Normes  
i n ternati onal es ,  des  Spéci fi cati ons  techn i ques,  des  Rapports  techn iques,  des  Spéci fi cati ons  accessi b l es  au  
publ i c  (PAS)  et  des  Gu i des  (ci -après  dénommés  "Publ i cati on (s)  de  l ' I EC")  Leu r é l aborati on  est  con fi ée  à  des  
comi tés  d 'études,  aux travaux desquel s  tou t  Com i té  nati onal  i n téressé  par l e  su j et  tra i té  peu t  parti ci per.  Les  
organ isati ons  i n ternati ona les,  gouvernementa l es  et  non  gouvernemental es ,  en  l i a i son  avec l ' I EC,  parti ci pen t 
éga l emen t  aux travaux.  Les  organ i sati ons  i n ternati onal es ,  gouvernemen ta l es  et  non  gouvernementa les ,  en  
l i a i son  avec l ' I EC,  parti ci pen t  éga l emen t aux travaux.  L ' I EC  col l abore  étro i tement  avec l 'Organ i sati on  
I n ternati onal e  d e  Normal i sati on  ( I SO),  se l on  d es  cond i ti ons  fi xées  par accord  en tre  l es  deux organ i sati ons.  

2 )  Les  déci s i ons  ou  accords  offi ci e l s  de  l ' I EC  concernan t  l es  questi ons  techn i ques  représen ten t,  dans  l a  mesure  
du  possi b l e ,  un  accord  i n ternational  su r l es  su j ets  étud i és ,  é tan t  d onné  que  l es  Comi tés  nati onaux de  l ' I EC  
i n téressés  son t représen tés  dans  chaque  com i té  d ’ études.   

Les  Publ i cati ons  de  l ' I EC  se  présenten t sous  l a  forme  de  recommandations  i n ternati onal es  et  son t ag réées  comme  
te l l es  par l es  Com i tés  nationaux de  l ' I EC.  Tous  l es  efforts  ra i sonnabl es  son t  en trepri s  afi n  q ue  l ' I EC  s 'assu re  de  
l 'exacti tu de  du  con tenu  techn ique  de  ses  publ i cati ons;  l ' I EC  ne  peu t  pas  être  tenue  responsabl e  d e  l 'éven tuel l e  
mauvaise  u ti l i sati on  ou  i n terprétati on  qu i  en  est  fa i te  par un  q ue lconque  u ti l i sateu r fi nal .  

4 )  Dans  l e  bu t d 'encourager l ' un i form i té  i n ternati onale ,  l es  Com i tés  nati onaux de  l ' I EC  s 'engagen t,  dans  tou te  l a  
mesure  possib l e ,  à  appl i quer d e  façon  transparen te  l es  Publ i cati ons  de  l ' I EC  dans  l eu rs  publ i cati ons  nati onal es  
et  rég ional es .  Tou tes  d i vergences  en tre  tou tes  Publ i cati ons  de  l ' I EC  et  tou tes  publ i cati ons  nati onal es  ou  
rég i onal es  correspondan tes  doiven t ê tre  i nd i quées  en  termes  cl a i rs  dans  ces  dern ières.  

5)  L ' I EC  e l l e-même  ne  fou rn i t  aucune  a ttestati on  de  conform i té.  Des  organ i smes  de  certi fi cati on  i ndépendan ts  
fou rn i ssen t  des  services  d 'éval uati on  de  con formi té  et,  dans  certa i ns  secteu rs ,  accèden t  aux marques  de  
con form i té  de  l ' I EC.  L ' I EC  n 'est  responsabl e  d 'aucun  des  services  effectués  par l es  organ i smes  de  certi fi cati on  
i n dépendants.  

6)  Tous  l es  u ti l i sateu rs  doi ven t  s 'assu rer q u ' i l s  son t  en  possession  d e  l a  dern ière  éd i ti on  de  cette  publ i cati on .  

7)  Aucune  responsabi l i té  ne  do i t  ê tre  impu tée  à  l ' I EC,  à  ses  adm in i strateu rs,  employés,  auxi l i a i res  ou  
mandatai res ,  y  compri s  ses  experts  parti cu l i ers  et  l es  membres  de  ses  com i tés  d 'études  e t  des  Com i tés  
nati onaux de  l ' I EC,  pou r tou t  pré j ud ice  causé  en  cas  de  dommages  corporel s  et  matérie l s ,  ou  de  tou t au tre  
d ommage  de  que l que  natu re  que  ce  soi t,  d i recte  ou  i nd i recte,  ou  pou r supporter l es  coû ts  (y compri s  l es  fra i s  
d e  j usti ce)  et  l es  dépenses  décou l an t  de  l a  publ i cati on  ou  d e  l ' u ti l i sati on  de  cette  Publ i cati on  de  l ' I EC  ou  de  
tou te  au tre  Publ i cati on  d e  l ' I EC,  ou  au  créd i t  q u i  l u i  est  accordé.   

8)  L 'atten ti on  est  a tti rée  su r l es  références  normati ves  ci tées  dans  cette  publ i cati on .  L 'u ti l i sati on  de  publ i cati ons  
référencées  est ob l i gatoi re  pour une  app l i cati on  correcte  de  l a  présen te  publ i cati on .  

9)  L ’ atten ti on  est  a tti rée  su r l e  fa i t  q ue  certai ns  des  é l émen ts  d e  l a  présente  Publ i cati on  de  l ’ I EC  peuven t  fa i re  
l ’ obj et  d e  d roi ts  de  brevet.  L ’ I EC  ne  sau rai t  ê tre  tenue  pou r responsabl e  de  ne  pas  avoi r i den ti fi é  d e  te l s  d ro i ts  
de  brevets  et  de  ne  pas  avo i r s i gnal é  l eu r exi stence.  

La  Norme  in ternationale  I EC  61 784-3-2  a  été  établ ie  par l e  sous-comi té  65C:  Réseaux 
i ndustrie ls ,  du  comi té  d ’études  65  de  l ’ I EC:  Mesure,  commande  et au tomation  dans  les  
processus  i ndustriels .  

Cette  trois ième éd i ti on  annu le  et remplace  l a  deuxième  éd i ti on  parue  en  201 0.  Cette  éd i tion  
consti tue  une  révis ion  techn ique.  Les  mod i fications  majeures  par rapport à  l ’ éd i tion  
précédente  sont énumérées  ci -dessous  (et surl i gnées  en  j aune  dans  l e  présent document) .  

•  Ajou t d ’exigences  détai l l ées  pour l ’ u ti l i sation  de  FSCP 2/1  en  l i a ison  avec CP  1 6/3  (voi r 
4 . 1 ,  6 . 4 .3 ,  6 . 5.3 ,  8 . 2 ,  8 . 1 3,  et d iverses  références  lors  du  référencement des  réseaux 
CPF  2);  
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•  Défin i tion  des  mots-clés  de  l a  section  de  classe  d ’objet pour la  sécuri té  donnée  dans  l a  
défin i tion  du  fi ch ier EDS  en  8 . 1 0. 2 . 1 ;  

•  De  nouvel les  sections  su r l a  présentation  générale  du  CRC de  sécuri té  en  7 . 1 . 2 . 1  et  l es  
comptages  de  remplacement pour le  format EF  en  7 . 4 ;  

•  Corrections  apportées  aux calcu ls  de  l a  PFH  en  9 . 5.2 ;  

•  Changement de  MACID  en  NodeID  à  ti tre  de  référence  générale  à  l ’ i den ti fian t de  réseau ;  

•  D i verses  corrections  m ineures  apportées  depu is  l a  dern ière  publ ication .  

Le  texte  de  cette  norme  est i ssu  des  documents  su ivan ts:   

FDIS  Rapport  de  vote  

65C/851 /FDIS  65C/854/RVD 

 
Le  rapport de  vote  i nd iqué  dans  le  tableau  ci -dessus  donne  tou te  in formation  sur l e  vote  ayan t 
abou ti  à  l 'approbation  de  cette  norme.  

Cette  publ ication  a  été  réd igée  selon  les  D i rectives  I SO/IEC,  Partie  2 .  

Une  l i ste  de  tou tes  l es  parties  de  l a  série  I EC  61 784-3,  publ iées  sous  l e  ti tre  général  Réseaux 
de communication industriels  – Profils – Bus de terrain de sécurité fonctionnelle ,  peu t être  
consu l tée  sur l e  s i te  Web de  l ’ I EC.  

Le  comi té  a  décidé  que  le  con tenu  de  cette  publ ication  ne  sera  pas  mod i fié  avant l a  date  de  
stabi l i té  i nd iquée  sur l e  s i te  web  de  l ’ I EC  sous  "h ttp: //webstore. iec. ch"  dans  les  données  
relatives  à  l a  publ ication  recherchée.  À cette  date,  l a  publ ication  sera   

•  recondu i te,  

•  supprimée,  

•  remplacée  par une  éd i tion  révisée,  ou  

•  amendée.  

 

IMPORTANT – Le  logo "colour inside"  qui  se  trouve  sur la  page de  couverture  de  
cette  publ ication  ind ique  qu 'el le  contient des  cou leurs  qu i  sont considérées  comme 
uti les  à  une  bonne compréhension  de  son  contenu.  Les  uti l isateurs  devraient,  par 
conséquent,  imprimer cette  publ ication  en  uti l isant une  imprimante  cou leur.  
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0  In troduction  

0.1  Général i tés  

La  norme  IEC 61 1 58  re lati ve  aux bus  de  terrain ,  a insi  que  ses  normes  associées  I EC  61 784-1  
et  I EC  61 784-2 ,  défin i t  un  ensemble  de  protocoles  de  commun ication  qu i  assuren t l a  
commande  répartie  d ’appl ications  au tomatisées.  La  technolog ie  de  bus  terrain  est désormais  
reconnue  et b ien  éprouvée.  Ainsi ,  l es  amél iorations  des  bus  de  terrain  con tinuen t à  se  
développer,  tra i tan t des  appl ications  pour des  domaines  te ls  que  l es  appl ications  en  temps  
réel  re lati ves  à  l a  sécuri té  et à  l a  sûreté.   

La  présente  norme  défin i t  l es  principes  pertinen ts  appl icables  aux commun ications  en  termes  
de  sécuri té  fonctionnel l e  en  référence  à  l a  série  I EC  61 508,  et  spéci fie  p lusieurs  couches  de  
commun ication  de  sécuri té  (profi l s  et protocoles  correspondants)  basées  sur l es  profi l s  de  
commun ication  et  l es  couches  de  protocoles  de  l ’ I EC  61 784-1 ,  l ’ I EC 61 784-2  et l a  série  
I EC  61 1 58.  E l l e  ne  couvre  pas  les  aspects  re lati fs  à  l a  sécuri té  é lectrique  et à  l a  sécuri té  
i n trinsèque.  

La  F igure  1  représente  l es  relations  en tre  l a  présente  norme et l es  normes  pertinen tes  
relatives  à  l a  sécuri té  et au  bus  de  terrain  dans  un  envi ronnement mach ines.  

 

Anglais  Français  

Product  s tandards  Normes  de  produ i ts  

Safety fu ncti on ,  e . g .  l i gh t  cu rta i ns  Foncti on  de  sécu ri té ,  par exemple  ri deaux de  l um ière  

IEC  
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Anglais  Français  

Safety for PLC Sécuri té  re l ati ve  aux au tomates  prog rammables  

Safety fu ncti ons  for d ri ves  Foncti ons  de  sécu ri té  appl i cabl es  aux en traînemen ts  

Safety requ i remen ts  for robots  Exi gences  de  sécu ri té  appl i cabl es  aux robots  

Genera l  pri nci p l es  for des ign  – Ri sk assessmen t and  
ri sk reduction  

Pri nci pes  généraux de  concepti on  –  Appréciati on  du  
ri sque  et  réducti on  d u  ri sque  

Securi ty (profi l e-speci fi c)  Sû reté  (spéci fi que  au  profi l )  

Securi ty (common  part)  Sû reté  (parti e  commune)  

Desi gn  of safety-re l ated  e lectri ca l ,  e l ectron ic  and  
programmable  e l ectron ic  con trol  systems  (SRECS)  
for mach i nery 

Conception  des  systèmes  de  commande  é l ectri q ues,  
é l ectron i ques  et  é l ectron i ques  programmables  re l ati fs  à  l a  
sécu ri té  pou r l es  mach i nes  

S I L  based  Basé  su r S I L  

PL  based  Basé  su r PL  

I nsta l l ati on  gu i de  (profi l e-speci fi c)  Gu i de  d ’ i nstal l ati on  (spéci fi que  au  profi l )  

I n sta l l ati on  gu i de  (common  part)   Gu i de  d ’ i nstal l ati on  (parti e  commune)  

Desi gn  ob jecti ve  Objecti f de  concepti on  

Appl i cabl e  s tandards  Normes  appl i cabl es  

Methods  Méthodes  

Generi c  EMC  & FS  CEM  & FS  généri ques  

EMC & FS  CEM  & FS  

Safety of e l ectri ca l  equ i pmen t Sécuri té  des  équ i pemen ts  é l ectri ques  

Safety-re l ated  parts  of mach inery (SRPCS)  Sécuri té  des  mach i nes  – Parti es  des  systèmes  de  
commande  re l ati ves  à  l a  sécu ri té  (SRPCS)  

Non -e l ectri cal  Non  é l ectri que  

E l ectrica l  É l ectri que  

Functi onal  safety commun icati on  profi l es  Profi l s  de  commun icati on  de  sécu ri té  foncti onnel l e   

F i e l dbus  for use  i n  i ndustri a l  con trol  systems  Bus  de  terra in  pou r u ti l i sati on  dans  des  systèmes  de  
commande  i ndustri e l s  

Functi onal  safety (FS)  (bas ic  standard )  Sécuri té  foncti onne l l e  (FS)  (norme  de  base)  

Functi onal  safety for mach i nery (SRECS)  Sécuri té  foncti onne l l e  des  mach i nes  (SRECS)  

Key Légende  

(ye l l ow)  safety-re l ated  s tandards  ( j aune)  normes  re l ati ves  à  l a  sécu ri té  

(b l ue)  fi e l dbus-re lated  standards  (b l eu )  normes  re l ati ves  au  bus  de  terra in  

(dashed  ye l l ow)  th i s  s tandard  ( j aune  poi n ti l l é)  l a  présen te  norme  

NOTE  Les  paragraphes  6 . 7 . 6 . 4  (hau te  complexi té)  et  6 . 7 . 8 . 1 . 6  ( fa i b l e  complexi té)  de  l ’ I EC  62061  spéci fi en t  l a  
re l a ti on  en tre  PL  (catégori e)  e t  S I L.  

Figure  1  – Relation  entre  l ’ IEC  61 784–3  et  d ’autres  normes  (machines)  

La  F igure  2  représente  l es  relations  en tre  l a  présente  norme  et l es  normes  pertinen tes  
relatives  à  l a  sécuri té  et au  bus  de  terrain  dans  un  envi ronnement de  transformation .  
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Anglais  Français  

Product  s tandards  Normes  de  produ i ts  

Safety functi on ,  e . g .  l i gh t  cu rta i ns  Foncti on  d e  sécu ri té ,  par exemple  ri deaux de  l um ière  

Safety for PLC Sécu ri té  re l ati ve  aux au tomates  programmables  

Safety functi ons  for d ri ves  Fonctions  de  sécu ri té  appl i cabl es  aux en traînemen ts  

Safety requ i remen ts  for robots  Exi gences  de  sécu ri té  appl i cabl es  aux robots  

Securi ty (profi l e-speci fi c)  Sû reté  (spéci fi q ue  au  profi l )  

Securi ty (common  part)  Sû reté  (parti e  commune)  

I nsta l l ati on  gu i de  (profi l e -speci fi c)  Gu i de  d ’ i nsta l l ati on  (spéci fi q ue  au  profi l )  

I n sta l l ati on  gu i de  (common  part)  Gu i de  d ’ i nsta l l ati on  (parti e  commune)  

See  safety s tandards  for mach inery (F i gu re  1 )  Vo i r normes  de  sécu ri té  pou r l es  mach i nes  (F i gu re  1 )  

Va l i d  a l so  i n  process  i ndustri es,  whenever 
appl i cabl e  

Va l able  égal emen t dans  l es  i ndustri es  d e  transformati on ,  
l e  cas  échéan t 

Functi onal  safety commun icati on  profi l es  Profi l s  de  commun icati on  de  sécu ri té  foncti onnel l e  

EMC and  functi onal  safety CEM  et  sécu ri té  foncti onnel l e  

F i e l dbus  for u se  i n  i n dustri a l  con trol  systems  Bus  de  terra in  pou r u ti l i sati on  dans  des  systèmes  de  
commande  i ndustri e l s  

Functi onal  safety (bas ic  s tandard )  Sécuri té  foncti onne l l e  (norme  de  base)  

Functi onal  safety–safety i n strumen ted  systems  for 
the  process  i ndustry sector 

Sécu ri té  foncti onnel l e  –  Systèmes  i nstrumen tés  de  
sécu ri té  pou r l e  secteu r d es  i ndustri es  d e  transformati on  

3  parts  =  mod i fi ed  I EC  61 51 1  3  parti es  =  I EC  61 51 1  mod i fi ée  

IEC  
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Anglais  Français  

Part  1  –4  Parti es  1  à  4  

Key Légende  

(ye l l ow)  safety-re l ated  s tandards  ( j aune)  normes  re l ati ves  à  l a  sécu ri té  

(b l ue)  fi e l dbus-re l ated  s tandards  (b l eu )  normes  re l a ti ves  au  bus  d e  terrai n  

(dashed  ye l l ow)  th i s  standard  ( j aune  poi n ti l l é)  l a  présen te  norme  

a  Pour d es  envi ronnements  é l ectromagnéti ques  spéci fi és,  s i non  I EC  61 326-3-1  ou  I EC  61 000-6-7  

b  EN  rati fi ée.  

Figure  2  – Relations  entre  l ’ IEC  61 784–3  et  d ’autres  normes  (transformation)  

Les  couches  de  communication  de  sécuri té  m ises  en  œuvre  dans  l e  cadre  de  systèmes  
relati fs  à  l a  sécuri té  conformément à  l a  série  I EC  61 508,  assuren t l a  confiance  nécessai re  à  
accorder à  l a  transmission  de  messages  ( i n formation)  en tre  deux participants  ou  p lus  sur un  
bus  de  terrain  dans  un  système relati f à  l a  sécuri té,  ou  une  fiabi l i té  su ffisante  dans  l e  
comportement de  sécuri té  en  cas  d ’erreurs  ou  de  défai l lances  du  bus  de  terrain .  

Les  couches  de  communication  de  sécuri té  spéci fiées  dans  la  présente  norme permetten t de  
garan ti r cette  assurance  en  u ti l i san t un  bus  de  terrain  dans  des  appl ications  nécessi tan t une  
sécuri té  fonctionnel l e  j usqu ’au  n iveau  d ’ i n tégri té  de  sécuri té  (SI L)  spéci fié  par son  profi l  de  
commun ication  de  sécuri té  fonctionnel le  correspondant.  

La  revend ication  du  S I L  qu i  en  résu l te  pour un  système  dépend  de  la  m ise  en  œuvre  du  profi l  
de  commun ication  de  sécuri té  fonctionnel le  (FSCP)  retenu  au  sein  du  système  – la  m ise  en  
œuvre  du  profi l  de  commun ication  de  sécuri té  fonctionnel l e  dans  un  apparei l  normal  ne  su ffi t  
pas  à  l e  qual i fier d ’apparei l  de  sécuri té.  

La  présente  norme  décri t:  

– l es  principes  de  base  de  m ise  en  œuvre  des  exigences  de  l a  série  I EC  61 508  pour les  
commun ications  de  données  re latives  à  l a  sécuri té,  y  compris  l es  défau ts  de  
transmission  potentie ls ,  l es  mesures  correctives  et l es  considérations  concernant 
l ’ i n tégri té  des  données;  

– l es  profi l s  de  commun ication  de  sécuri té  fonctionnel le  pour p lusieurs  fami l l es  de  profi l s  
de  commun ication  dans  l es  I EC  61 784-1  et I EC  61 784-2 ,  y compris  l es  extensions  de  
l a  couche  de  sécuri té  aux sections  re latives  au  service  et  aux protocoles  de  
commun ication  de  la  série  I EC  61 1 58.  

0.2  Déclaration  de  droi ts  de  propriété  

La  commission  é lectrotechn ique  i n ternationale  ( I EC)  atti re  l ’ atten tion  su r l e  fa i t qu ’ i l  est  
déclaré  que  l a  conformi té  aux d isposi tions  du  présent document peu t impl iquer l ’ u ti l i sation  de  
brevets  i n téressant l es  profi l s  de  communication  de  sécuri té  fonctionnel le  pour l a  fami l l e  2 ,  où  
l a  notation  [xx]  désigne  le  déten teur des  d roi ts  de  propriété.  

US  6 ,631 , 476  [RA]  Safety network for i ndustria l  control ler provid ing  redundant 
connections  on  s ing le  med ia  

US  6, 701 , 1 98  [RA]  Safety network for i ndustria l  con trol l er a l lowing  i n i tia l ization  on  
standard  networks  

US  6, 721 , 900  [RA]  Safety network for i ndustria l  con trol ler having  reduced  bandwid th  
requ i rements  

US  6, 891 , 850  [RA]  Network independent safety protocol  for i ndustria l  con trol ler 

US  6, 91 5, 444  [RA]  Network independent safety protocol  for i ndustria l  control ler 
us ing  data  man ipu lation  techn iques  
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L’ I EC ne  prend  pas  posi tion  quan t à  l a  preuve,  à  l a  va l id i té  et à  l a  portée  de  ces  d roi ts  de  
propriété.  

Le  déten teur de  ces  d roi ts  de  propriété  a  donné  l ’ assurance  à  l ’ I EC  qu ’ i l  consent à  négocier 
des  l i cences  avec des  demandeurs  du  monde  en tier,  g ratu i tement ou  à  des  termes  et 
cond i tions  ra isonnables  et  non  d iscrim inatoi res.  À ce  propos,  l a  déclaration  du  déten teur des  
d roi ts  de  propriété  est enreg istrée  à  l ’ I EC.  

Des  in formations  peuvent être  demandées  à:  

[RA]  Rockwel l  Automation ,  I nc.   
1 201  S .  Second  Street  
M i lwaukee,  WI  53204   
USA  
Contact:  Département de  la  propriété  i n tel lectuel l e .  

L 'atten tion  est d 'au tre  part atti rée  su r l e  fai t  que  certains  des  é léments  du  présent document 
peuvent fa i re  l 'objet de  d roi ts  de  propriété  i n tel lectuel l e  au tres  que  ceux i den ti fiés  ci -dessus.  
L ' I EC  ne  saurai t  être  tenue  pour responsable  de  ne  pas  avoi r i den ti fié  de  te ls  d roi ts  de  
propriété  et de  ne  pas  avoi r s ignalé  leur existence.  

L ’ I SO  (www. iso.org /paten ts)  et l ’ I EC  (h ttp: //paten ts. iec. ch )  main tiennent à  d i sposi tion  des  
bases  de  données  en  l i gne  des  brevets  re lati fs  à  l eurs  normes.  Les  u ti l i sateurs  son t i nvi tés  à  
l es  consu l ter pour obten i r l es  dern ières  i n formations  re latives  à  ces  brevets.  
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RÉSEAUX DE COMMUNICATION  INDUSTRIELS –  
PROFILS –  

 
Partie  3-2:  Bus  de terrain  de sécuri té  fonctionnel le  –  

Spécifications  supplémentaires  pour CPF 2  
 
 
 

1  Domaine d 'appl ication  

La  présente  partie  de  l a  série  I EC  61 784-3  spéci fie  une  couche  de  commun ication  re lative  à  
l a  sécuri té  (services  et protocole)  fondée  su r l a  CPF  2  de  l ’ I EC  61 784-1 ,  l ’ I EC  61 784-2  et  l e  
Type  2  de  l ’ I EC  61 1 58.  E l l e  i den ti fie  l es  principes  appl icables  aux communications  de  sécuri té  
fonctionnel le  défin ies  dans  l ’ I EC  61 784-3,  et  appropriés  à  cette  couche  de  commun ication  de  
sécuri té.  Cette  couche  de  commun ication  de  sécuri té  est destinée  à  être  mise  en  œuvre  
un iquement su r l es  apparei ls  de  sécuri té .  

NOTE  1  E l l e  ne  couvre  pas  l es  aspects  re l ati fs  à  l a  sécu ri té  é l ectri que  et  à  l a  sécu ri té  i n tri nsèque.  La  sécu ri té  
é l ectri que  concerne  l es  dangers  te l s  q ue  l es  chocs  é l ectri ques.  La  sécu ri té  i n tri n sèque  concerne  l es  dangers  
associés  aux atmosphères  expl os i b l es .  

La  présente  partie 1  défin i t  l es  mécan ismes  de  transmission  des  messages  re lati fs  à  l a  
sécuri té  en tre  l es  participants  d ’un  réseau  réparti ,  en  u ti l i sant l a  technolog ie  de  bus  de  terrain  
conformément aux exigences  de  la  série  I EC  61 508 2  concernant l a  sécuri té  fonctionnel l e .  Ces  
mécan ismes  peuvent être  u ti l i sés  dans  d iverses  appl ications  i ndustrie l les,  te l les  que  la  
commande  de  processus,  l ’ usinage  au tomatique  et l es  mach ines.  

La  présente  partie  fourn i t  des  l i gnes  d i rectrices  tan t pour l es  développeurs  que  pour l es  
évaluateurs  d ’apparei l s  et systèmes  conformes.  

NOTE  2  La  revend icati on  du  S I L  qu i  en  résu l te  pou r un  système  dépend  de  l a  m i se  en  œuvre  du  profi l  d e  
commun icati on  de  sécu ri té  foncti onnel l e  retenu  au  se i n  d u  système  – l a  m i se  en  œuvre  du  profi l  d e  commun icati on  
de  sécu ri té  foncti onnel l e ,  con forme  à  l a  présente  parti e ,  dans  u n  apparei l  normal  n e  su ffi t  pas  à  l e  q ua l i fi er 
d ’ appare i l  d e  sécu ri té .  

2  Références  normatives  

Les  documents  su ivan ts  son t ci tés  en  référence  de  man ière  normative,  en  i n tégral i té  ou  en  
partie ,  dans  l e  présent document et  son t i nd ispensables  pour son  appl ication .  Pour les  
références  datées,  seu le  l ’ éd i tion  ci tée  s’appl ique.  Pour l es  références  non  datées,  l a  
dern ière  éd i tion  du  document de  référence  s’appl ique  (y compris  l es  éventuels  
amendements).  

I EC  61 1 31 -2,  Automates programmables – Partie 2:  Exigences et essais des équipements 

I EC  61 1 31 -3,  Automates programmables – Partie 3:  Langages de programmation 

I EC  61 1 58-2,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie  2:  Spécification et définition  des services de la  couche physique 

I EC  61 1 58-3-2,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie  3-2: Définition des services de la  couche liaison de données – Éléments de type 2 

________________ 

1   Dans  l es  pages  su i van tes  de  l a  présen te  norme,  “ l a  présen te  parti e”  se  substi tue  à  “cette  parti e  de  l a  série  
I EC  61 784-3” .  

2   Dans  l es  pages  su i van tes  de  l a  présen te  norme,  “ I EC  61 508”  se  substi tue  à  “série  I EC  61 508” .  
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I EC  61 1 58-3-1 9,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie 3-19: Définition  des services de la  couche liaison de données – Éléments de type 19 

I EC  61 1 58-4-2,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie  4-2: Spécification du protocole de la  couche liaison de données – Éléments de type 2 

I EC  61 1 58-4-1 9,  Réseaux de communication industriels – Spécifications des bus de terrain  –
Partie  4-19: Spécification du protocole de la  couche liaison de données – Éléments de 
type  19 

I EC  61 1 58-5-2,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie  5-2: Définition  des services de la  couche application – Éléments de type 2 

I EC  61 1 58-5-1 9,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie  5-19: Définition  des services de la  couche application – Éléments de type 19 

I EC  61 1 58-6-2,  Réseaux de communication industriels – Spécifications des bus de terrain  – 
Partie  6-2: Spécification du protocole de la  couche application – Éléments de type 2 

I EC  61 1 58-6-1 9,  Réseaux de communication industriels – Spécifications des bus de terrain – 
Partie 6-19: Spécification du protocole de la  couche application – Éléments de type 19 

I EC  61 326-3-1 ,  Matériel électrique de mesure,  de commande et de laboratoire – Exigences 
relatives à  la  CEM – Partie  3-1 : Exigences d'immunité  pour les systèmes relatifs à  la  sécurité 
et pour les matériels destinés à  réaliser des fonctions relatives à  la  sécurité  (sécurité  
fonctionnelle)  – Applications industrielles générales 

I EC  61 326-3-2,  Matériel électrique de mesure,  de commande et de laboratoire – Exigences 
relatives à  la  CEM – Partie  3-2:  Exigences d'immunité  pour les systèmes relatifs à  la  sécurité 
et pour les matériels destinés à  réaliser des fonctions relatives à  la  sécurité (sécurité  
fonctionnelle)  – Applications industrielles dont l’environnement électromagnétique est spécifié 

I EC  61 508  (tou tes  parties) ,  Sécurité  fonctionnelle des systèmes 
électriques/électroniques/électroniques programmables relatifs à  la  sécurité 

I EC  61 784-1 ,  Réseaux de communication industriels – Profils – Partie  1 :  Profils de bus de  
terrain 

I EC  61 784-2,  Réseaux de communication industriels – Profils – Partie 2:  Profils de bus de  
terrain  supplémentaires pour les réseaux en  temps réel basés sur l’ISO/CEI 8802-3 

I EC  61 784-3:  —3,  Réseaux de communication industriels – Profils – Partie  3:  Bus de terrain  
de sécurité  fonctionnelle – Règles générales et définitions de profils  

I EC  61 784-5-2,  Réseaux de communication industriels – Profils – Partie  5-2: Installation  des 
bus de terrain – Profils d'installation  pour CPF 2 

I EC  61 91 8,  Réseaux de communication industriels – Installation  de réseaux de 
communication dans les locaux industriels 

I SO  1 3849-1 : 2006,  Sécurité  des machines – Parties des systèmes de commande relatives à  
la  sécurité  – Partie 1 :  Principes généraux de conception 

________________ 

3 A publ i er.  
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I SO  1 5745-2: 2003,  Systèmes d'automatisation industrielle  et intégration – Cadres 
d'intégration d'application pour les systèmes ouverts – Partie 2:  Description  de référence pour 
les systèmes de contrôle fondés sur l'ISO 11898  (d i spon ible  en  ang lais  seu lement)  

I SO  1 5745-3: 2003,  Systèmes d'automatisation industrielle  et intégration – Cadres 
d'intégration d'application pour systèmes ouverts – Partie  3:  Description  de référence pour les 
systèmes de contrôle  fondés sur la  CEI 61158 (d ispon ible  en  ang la is  seu lement)  

I SO  1 5745-4: 2003,  Systèmes d'automatisation industrielle  et intégration – Cadres 
d'intégration d'application pour les systèmes ouverts – Partie 4:  Description  de référence pour 
les systèmes de contrôle  fondés sur Ethernet  (d i spon ible  en  ang lais  seu lement)  

3  Termes,  défin i tions,  symboles,  abréviations  et conventions  

3.1  Termes  et  défin i tions  

Pour l es  besoins  du  présent document,  l es  termes  et  défin i ti ons  su ivants  s 'appl iquen t.  

NOTE  Les  défi n i ti ons  des  termes  eux-mêmes  défi n i s  au  3 . 1  son t  marquées  en  i ta l i que.   

3.1 .1  Termes  et  défin i tions  communs  

NOTE  Ces  termes  et  défi n i ti ons  communs  provi ennent  d e  l ’ I EC  61 784-3:—.  

3.1 .1 . 1   
d isponibi l i té  
probabi l i té ,  pour un  système au tomatisé,  qu ’ i l  ne  se  produ ise  pas  de  cond i tions  
opérationnel les  non  satisfaisan tes,  te l les  que  la  perte  de  production ,  pendant une  période  
donnée  

3.1 .1 .2   
probabi l i té  d ’erreurs  sur les  éléments  binaires  
Pe 
probabi l i té  de  réception  d 'un  b i t donné  avec la  va leur i ncorrecte  

3.1 .1 .3   
canal  noi r 
système de communication défini qui contient un  ou plusieurs éléments sans  preuve  de  
conception  ou  de  val idation  conformément à  l ' I EC  61 508  

Note  1  à  l 'arti cl e :  Cette  d éfi n i ti on  é tend  l a  s i gn i fi cati on  habi tue l l e  d u  canal  pou r i ncl u re  l e  système  qu i  con ti en t  l e  
canal .  

3.1 .1 .4   
pont 
apparei l  abstrai t  qu i  re l ie  des  segments  de  réseau  mu l tip les  l e  l ong  de  l a  couche  de  l ia ison  de  
données  

3.1 .1 .5   
système de  communication  fermé 
nombre  fixe  ou  nombre  maximal  fi xe  d ’é léments  rel iés  par un  système  de  commun ication  don t 
l es  propriétés  son t connues  et fi xées  et  où  l e  ri sque  d ’accès  non  au torisé  est considéré  
comme nég l igeable  

[SOURCE:  I EC  62280:201 4,  3 . 1 . 6 ,  mod i fié  – " transmission"  remplacé  par "commun ication "]  

3.1 .1 .6   
canal  de  communication   
connexion  l og ique  en tre  deux poin ts  l im i tes  d ’un  système de communication  
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3.1 .1 .7   
système de  communication  
ensemble  de  matérie ls ,  de  l og iciels  et de  supports  de  propagation  qu i  permet l a  transmission  
de  messages  ( I SO/IEC  7498-1 ,  couche  d 'appl ication )  d 'une  appl ication  à  une  au tre  

3.1 . 1 .8   
connexion  
l i a ison  l og ique  en tre  deux objets  d ’appl ication  d ’apparei l s  i dentiques  ou  d i fféren ts  

3.1 . 1 .9   
contrôle  de  redondance cycl ique 
CRC 
<valeur>  donnée  redondante  dédu i te,  et  enreg istrée  ou  transmise  s imu l tanément,  d ’ un  b loc 
de  données  afin  de  détecter tou te  corruption  des  données  

<méthode>  procédure  u ti l i sée  pour calcu ler l es  données  redondantes  

Note  1  à  l ’ arti cl e :  Les  termes  «code  CRC»  et  « s i gnatu re  CRC» ,  et  l es  éti quettes  te l l es  que  CRC1 ,  CRC2,  peuven t  
éga l emen t être  u ti l i sés  d ans  l a  présen te  norme  pou r se  référer aux données  redondantes.  

Note  2  à  l ’ arti cl e :  Voi r égal emen t  [32 ] ,  [33] 4.  

3.1 .1 . 1 0   
système de  communication  défin i   
canal  défin i   
nombre  fixe  ou  nombre  maximal  fi xe  d 'é léments  re l iés  par un  système  de  commun ication  à  
bus  de  terrain ,  don t l es  propriétés  son t connues  et  fi xées,  par exemple  les  cond i tions  
d ' i nstal lation ,  l ' immun i té  é lectromagnétique,  l es  é léments  (acti fs)  de  réseau  i ndustriel ,  et  où  l e  
ri sque  d 'accès  non  au tori sé  est rédu i t  à  un  n iveau  tolérable  conformément au  modèle  de  cycle  
de  vie  de  l ' I EC  62443,  en  u ti l i san t par exemple  des  zones  et  des  condu i ts  

3.1 .1 . 1 1   
erreur 
écart ou  d iscordance  en tre  une  valeur ou  une  cond i tion  calcu lée,  observée  ou  mesurée  et  l a  
va leur ou  l a  cond i tion  vraie,  prescri te  ou  théoriquement correcte  

Note  1  à  l 'arti cl e :  Les  erreu rs  peuven t être  causées  par des  erreu rs  de  concepti on  du  matéri e l /l og icie l  e t/ou  d es  
i n formati ons  a l térées  du  fa i t  d 'un  brou i l l age  é l ectromagnéti que  e t/ou  au tres  effets .  

Note  2  à  l 'arti cl e :  Les  erreu rs  ne  produ i sen t  pas  nécessai remen t une  défaillance  ou  une  anomalie .  

[SOURCE:  I EC  61 508-4: 201 0,  3 . 6 . 1 1 ,  mod i fié  – notes  a jou tées]  

3.1 .1 . 1 2   
défai l lance 
cessation  de  l 'apti tude  d 'une  un i té  fonctionnel le  à  accompl i r une  fonction  requ ise  ou  à  
fonctionner comme prévu  

Note  1  à  l 'arti cl e :  U ne  défai l l ance  peu t  être  causée  par une  erreur (problème  de  concepti on  matéri e l l e/l og icie l l e  
ou  ruptu re  de  message,  par exemple) .  

[SOURCE:  I EC  61 508-4:201 0,  3 . 6 .4 ,  mod i fié  – notes  et  fi gures  remplacées]  

3.1 .1 . 1 3   
anomal ie  
cond i tion  anormale  qu i  peu t en traîner une  réduction  de  capaci té  ou  l a  perte  de  capaci té  d 'une  
un i té  fonctionnel le  à  accompl i r une  fonction  requ ise  

________________ 

4 Les  ch i ffres  en tre  crochets  se  réfèren t  à  l a  b ib l i og raph ie.  
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Note  1  à  l 'arti cl e :  L ' I EC  60050-1 91 : 1 990,  1 91 -05-01 ,  d éfi n i t  l e  terme  " fau l t"  (en  français  "panne")  comme  un  état  
d ’ i napti tude  à  accompl i r u ne  foncti on  requ i se,  en  excl uan t  l ’ i napti tude  d ue  à  l a  main tenance  préven ti ve,  à  d ’ au tres  
acti ons  prog rammées  ou  à  un  manque  de  ressources  extéri eu res.  

[SOURCE:  I EC  61 508-4:201 0,  3 . 6. 1 ,  mod i fié  – référence  à  l a  fi gu re  supprimée]  

3.1 .1 . 1 4  
bus  de  terrain  
système de communication basé  su r l e  transfert de  données  en  série  et u ti l i sé  dans  des  
appl ications  d ’au tomatisation  i ndustriel le  ou  de  commande  de  processus  

3.1 .1 . 1 5  
DLPDU  
DÉCONSEILLÉ:  trame 
Data  L ink Protocol  Data  Un i t  (Un i té  de  données  de  protocole  de  l ia ison  de  données)  

3.1 .1 . 1 6   
fonction  de  hachage 
fonction  (mathématique)  de  m ise  en  correspondance des  valeurs  d ’un  ensemble  
(éventuel l ement)  très  g rand  de  valeurs  en  une  plage  de  valeurs  (habi tuel l ement)  pl us  peti te  

Note  1  à  l ’ arti cl e :  Les  foncti ons  de  hachage  peuven t  être  u ti l i sées  pou r d éterm iner l ’ a l térati on  des  données.  

Note  2  à  l ’ arti cl e :  Les  foncti ons  de  hachage  cou ran tes  i ncl uen t  l a  pari té ,  l a  somme  de  con trôl e  ou  l e  CRC.  

[SOURCE:  I EC  TR 6221 0:2003,  4 . 1 . 1 2 ,  mod i fié  – a jou t de  “  habi tuel lement ”  et  de  notes]  

3.1 .1 . 1 7   
danger 
état ou  ensemble  de  cond i tions  d ’un  système qu i ,  avec d ’au tres  cond i tions  associées,  
en traîne  inévi tablement un  préjud ice  pour l es  personnes,  l es  b iens  ou  l ’envi ronnement 

3.1 .1 . 1 8   
maître  
enti té  de  commun ication  active  capable  d ’ in i tier et de  programmer des  activi tés  de  
commun ication  effectuées  par d ’au tres  stations  qu i  peuvent être  des  maîtres  ou  des  esclaves  

3.1 .1 . 1 9   
message 
série  ordonnée  d ’octets  destinée  à  commun iquer des  i n formations   

[SOURCE:  I SO/IEC  2382-1 6: 1 996,  1 6 . 02 .01 ,  mod i fié  – caractère  remplacé  par octet]  

3.1 .1 .20   
déclenchement de  nu isance 
déclenchement parasi te  sans  effet préjud iciable  

Note  1  à  l ’ arti cl e :  Les  erreu rs  anormales  i n ternes  peuven t être  générées  dans  des  systèmes  de  commun icati on  
te l s  q ue  des  systèmes  de  transmissi on  par ondes  rad i oél ectri ques,  par exemple,  d u  fa i t  d ’ un  trop  g rand  nombre  de  
nouvel l es  ten tati ves  en  présence  de  pertu rbati ons.  

3.1 .1 .21   
n iveau  de  performance 
PL 
n iveau  d iscret u ti l i sé  pour spéci fier l a  capaci té  des  parties  re latives  à  l a  sécuri té  des  
systèmes  de  commande  à  accompl i r une  fonction  de  sécuri té  dans  des  cond i tions  prévisibles  

Note  1  à  l 'arti cl e :  L ’ abrévi ati on  «PL»  est  déri vée  d u  terme  ang l a i s  dével oppé  correspondan t  "performance  l evel " .  

[SOURCE:  I SO  1 3849-1 : 2006,  3 . 1 . 23]  
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3.1 .1 .22   
redondance 
existence  de  pl usieurs  moyens  pour accompl i r une  fonction  exigée  ou  pour représenter des  
i n formations  

[SOURCE:  I EC  61 508-4:201 0,  3 . 4 .6 ,  mod i fié  – exemple  et notes  supprimés]  

3.1 .1 .23   
fiabi l i té  
probabi l i té  qu ’un  système au tomatisé  pu isse  accompl i r une  fonction  exigée,  dans  des  
cond i tions  données,  pendant un  i n terval le  de  temps  donné  ( t1 ,  t2)  

Note  1  à  l ’ arti cl e :  I l  est  cons idéré  en  général  q ue  l e  système  au tomati sé  est  en  é tat  d ’ accompl i r l a  foncti on  exi gée  
au  débu t  de  l ’ i n terval l e  de  temps  donné.  

Note  2  à  l ’ arti cl e :  Le  terme  “ fi ab i l i té”  est  auss i  employé  pour dési gner l ’ apti tu de  caractéri sée  par cette  probab i l i té .   

N ote  3  à  l ’ arti cl e :  Au  cou rs  d e  l a  péri ode  MTBF  ou  MTTF,  l a  probabi l i té  qu ’ un  système  au tomati sé  exécu te  une  
foncti on  exi gée  dans  l es  cond i ti ons  données  décroît.  

Note  4  à  l ’ arti cl e :  La  fi abi l i té  est  d i fféren te  de  l a  d i spon ib i l i té .  

[SOURCE:  I EC  TR 62059-1 1 : 2002,  3 . 1 7,  mod i fié  – u ti l i sation  des  mots  "un  système 
au tomatisé"  à  l a  p lace  de  "une  en ti té"  et a jou t de  deux notes]  

3.1 . 1 .24  
taux d ’erreurs  résiduel les  
taux statisti que  de  défau t de  détection  d 'erreurs  par l es  mesures  de  sécuri té  SCL 

3.1 . 1 .25   
risque 
combinaison  de  l a  probabi l i té  d ’occurrence  d ’un  dommage  ou  préjud ice  et de  l a  g ravi té  de  ce  
dern ier 

Note  1  à  l ’ arti cl e :  Pou r p l us  d ’ i n formations  su r ce  concept,  se  reporter à  l ’Annexe  A de  l ’ I EC  61 508-5: 201 0 .  

[SOURCE:  I EC  61 508-4: 201 0,  3 . 1 . 6 ] ,  [SOURCE:  Gu ide  ISO/IEC 51 : 201 4,  défin i tion  3 . 9 ,  
mod i fiée  – note  d i fférente]  

3.1 .1 .26   
canal  de  communication  de  sécuri té  
canal  de  communication  qu i  débu te  au  sommet de  la  SCL de  l a  source  et  qu i  se  termine  au  
sommet de  la  SCL du  col lecteur  

Note  1  à  l ’ arti cl e :  Le  cana l  peu t  ê tre  modél i sé  sous  l a  forme  de  deux SCL  re l i ées  par un  canal  n oi r ou  un  système  
de  commun icati on  d éfi n i ,  ou  un  canal  défi n i .  

3.1 .1 .27   
couche de  communication  de  sécuri té  
SCL 
couche  de  commun ication  s i tuée  au -dessus  de  l a  FAL  qu i  comprend  tou tes  mesures  
complémentai res  nécessai res  permettan t d ’assurer l a  transmission  de  données  en  tou te  
sécuri té  conformément aux exigences  de  l ’ I EC  61 508  

3.1 .1 .28   
connexion  de  sécuri té  
connexion  qu i  u ti l i se  l e  protocole  de  sécuri té  pour des  transactions  de  communications  

3.1 .1 .29   
données  de  sécuri té  
données  transmises  par un  réseau  de  sécuri té  u ti l i san t un  protocole  de  sécuri té  
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Note  1  à  l ’ arti cl e :  La  couche de  communication  de  sécurité  n e  garan ti t  pas  l a  sécu ri té  des  données  propremen t 
d i tes ,  mai s  u n i quemen t l a  transmission  en  tou te  sécu ri té  de  ces  dern ières.  

3.1 .1 .30   
apparei l  de  sécuri té  
apparei l  conçu  conformément à  l ’ I EC 61 508  et qu i  met en  œuvre  l e  profi l  de  commun ication  
de  sécuri té  fonctionnel l e  

3.1 .1 .31   
fonction  de  sécuri té  
fonction  qu ’un  système E/E/PE  re lati f à  l a  sécuri té  ou  d ’au tres  mesures  de  réduction  du  
risque  doiven t mettre  en  œuvre,  et qu i  est destinée  à  atteindre  ou  à  main ten i r un  état de  
sécuri té  de  l ’ équ ipement commandé,  compte  tenu  d ’un  événement dangereux spéci fique  

[SOURCE:  I EC  61 508-4: 201 0,  3 . 5. 1 ,  mod i fiée  – références  et exemple  supprimés]  

3.1 .1 .32   
temps  de  réponse  de  la  fonction  de  sécuri té  
temps  écou lé  dans  l e  cas  l e  p lus  défavorable  après  l ’ acti vation  d ’un  capteur de  sécuri té  re l ié  
à  un  bus  de  terrain ,  avan t que  ne  soi t  atte in t l ’état de  sécuri té  correspondant de  son  (ses)  
actionneur(s)  de  sécuri té,  du  fa i t  d ’erreurs  ou  de  défai l l ances  dans  l a  fonction  de  sécuri té  

Note  1  à  l ’ arti cl e :  Ce  concept,  i n trodu i t  d ans  l ’ I EC  61 784-3:—,  5 . 2 . 4 ,  est  tra i té  par l es  profi l s  de  commun icati on  de  
sécu ri té  foncti onnel l e  défi n i s  dans  l a  présen te  parti e .  

3.1 .1 .33   
n iveau  d ’ intégri té  de  sécuri té  
SIL  
n iveau  d iscret (un  sur quatre  n iveaux possibles),  correspondant à  une  p lage  de  valeurs  
d ’ i n tégri té  de  sécuri té,  où  l e  n i veau  d ’ i n tégri té  de  sécuri té  4  est l e  n iveau  l e  p lus  é levé  et l e  
n i veau  d ’ in tégri té  de  sécuri té  1  est l e  n i veau  le  p lus  fa ible  

Note  1  à  l ’ arti cl e :  Les  mesu res  de  défa i l l ance  ci b l e  (voi r l ’ I EC  61 508-4 : 201 0 ,  3 . 5. 1 7)  app l i cabl es  aux quatre  
n i veaux d ’ i n tégri té  de  sécu ri té  son t  spéci fi ées  dans  l es  Tableaux 2  e t  3  de  l ’ I EC  61 508-1 : 201 0 .  

Note  2  à  l ’ arti cle :  Les  n iveaux d ’ i n tégri té  de  sécu ri té  son t  u ti l i sés  pou r spéci fi er l es  exi gences  d ’ i n tég ri té  de  
sécu ri té  d es  foncti ons  équ iva len tes  à  attri buer aux systèmes  E/E/PE  re l ati fs  à  l a  sécu ri té.  

Note  3  à  l ’ arti cl e :  Le  n i veau  d ’ i n tégri té  de  sécu ri té  (S I L)  n ’ est  pas  u ne  propri été  d ’ un  système,  sous-système,  
é l émen t ou  composan t.  L ’ i n terprétati on  correcte  de  l ’ express ion  « système  re l ati f à  l a  sécuri té  avec S I Ln»  (où  n  est  
éga l  à  1 ,  2 ,  3  ou  4 )  s i gn i fi e  que  l e  système  est  poten ti e l l emen t capabl e  de  prend re  en  charge  des  foncti ons  d e  
sécu ri té  avec un  n iveau  d ’ i n tégri té  de  sécu ri té  j usqu ’ à  n .  

Note  4  à  l 'arti cl e :  L ’ abrévi ati on  «SI L»  est  déri vée  d u  terme  ang la i s  d ével oppé  correspondan t  "safety i n teg ri ty 
l evel "  

[SOURCE:  I EC  61 508-4:201 0,  3 . 5.8]  

3.1 .1 .34  
mesure  de  sécuri té  
mesure  permettan t de  con trôler l es  erreurs  de  commun ication  éven tuel les,  qu i  est conçue  et 
m ise  en  œuvre  conformément aux exigences  de  l ’ I EC  61 508  

Note  1  à  l ’ arti cl e :  Dans  l a  prati que ,  p l us ieu rs  mesures  de  sécu ri té  son t  combinées  pou r atte i nd re  l e  n i veau  
d ’ i n tégri té  d e  sécu ri té  exi gé.  

Note  2  à  l ’ arti cl e :  Les  erreurs  d e  commun icati on  et  l es  mesures  de  sécu ri té  associées  son t  d étai l l ées  dans  
l ’ I EC  61 784-3 :—,  5 . 3  et  5 . 4 .  

3.1 .1 .35  
PDU  de  sécuri té  
SPDU  
PDU  transféré  via  l e  canal  de  commun ication  de  sécuri té  
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Note  1  à  l ’ arti cl e :  Le  SPDU  peu t  comporter deux exemplai res  ou  p l u s  des  données  de  sécu ri té  u ti l i san t  d es  
s tructu res  de  codage  et  des  foncti ons  de  hachage  d i fféren tes,  associées  à  des  parti es  expl i ci tes  de  protecti ons  
suppl émen ta i res  te l l es  qu 'une  cl é ,  un  nombre  de  séquences  ou  un  mécan i sme  de  d atati on .   

Note  2  à  l ’ arti cl e :  Les  SCL redondantes  peuven t  fou rn i r deux vers ions  d i fféren tes  du  SPDU  en  vue  de  son  
i nserti on  d ans  des  champs  séparés  de  l a  trame  de  bus  de  terra i n .  

Note  3  à  l 'arti cl e :  L ’ abrévi ati on  «SPDU»  est  déri vée  du  terme  ang l a is  dével oppé  correspondan t "safety PDU" .  

3.1 .1 .36   
appl ication  relative  à  la  sécuri té  
programmes conçus  conformément à  l ’ I EC  61 508  pour satisfai re  aux exigences  SI L  de  
l ’ appl ication  

3.1 .1 .37   
système relati f à  la  sécuri té  
système  qu i  exécu te  l es  fonctions de sécurité  conformément à  l ’ I EC  61 508  

3.1 . 1 .38   
esclave  
enti té  de  commun ication  passive  capable  de  recevoi r des  messages  et de  l es  envoyer en  
réponse  à  une  au tre  en ti té  de  commun ication  qu i  peu t être  maître  ou  esclave  

3.1 .1 .39   
déclenchement parasi te  
déclenchement provoqué  par l e  système  de  sécuri té  sans  i n jonction  du  processus  

3.1 .1 .40   
horodatage 
i n formation  temporel l e  i ncluse  dans  un  message  

3.1 .2  CPF  2:  Termes  et  défin i tions  supplémentaires  

3. 1 .2 .1   
format de  base 
format u ti l i sé  pour l es  RPI  de  connexion  d ’une  durée  i n férieure  à  1 00  ms  ou  pour des  
appl ications  dans  lesquel l es  des  connexions  i n terrompues  sont admises  

3.1 .2 .2   
format étendu  
uti l i sé  pour l es  RPI  de  connexion  d ’une  durée  supérieure  à  1 00  ms  ou  pour des  appl ications  
dans  lesquel l es  des  connexions  i n terrompues  sont à  évi ter 

3.1 .2 .3   
demande ping  (demande  d ’acqui ttement)  
demande  d ’acqu i ttement de  l a  réception  d ’un  message  par le  consommateur 

3.1 .2 .4  
réponse  à  demande  ping  
réponse  à  une  demande p ing  

3.1 .2 .5   
s ignature 
méthode  d ’ i den ti fication  un ique  d ’un  ensemble  de  données  

Note  1  à  l ’ arti cl e :  Ceci  peu t  prend re  l a  forme  d ’ une  révis i on ,  d ’ une  somme  de  con trôle  ou  d ’ une  tou te  au tre  
méthode  convenue  en tre  l es  appare i l s  d ’ ori g i ne  e t  ci b l es .  
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3.2  Symboles  et  abréviations  

3.2 .1  Symboles  et  abréviations  communs 

CP Commun icati on  Profi l e  (Profi l  d e  commun icati on )   [ I EC  61 784-1 ]  

CPF  Commun icati on  Profi l e  Fam i l y (Fam i l l e  de  profi l s  de  commun icati on )  [ I EC  61 784-1 ]  

CRC Cycl i c  Redundancy Check (Con trôle  de  redondance  cycl i que)    

DLL  Data  L i nk Layer (Couche  de  l i a i son  de  données)  [ I SO/IEC  7498-1 ]  

DLPDU  Data  L i nk Protocol  Data  Un i t  (Un i té  de  données  de  protocol e  de  l i a i son  de  
données)   

 

CEM  Compati b i l i té  é l ectromagnéti que   

EUC Equ ipment  Under Con trol  (Équ i pemen t  commandé)  [ I EC  61 508-4: 201 0]  

E /E/PE  E l ectri ca l /E l ectron ic/Programmable  E l ectron ic  
(É l ectri que/él ectron i que/él ectron ique  programmable)  

[ I EC  61 508-4 : 201 0]  

FAL  F i e l dbus  Appl i cati on  Layer (Couche  appl i cati on  d e  bus  de  terra i n )  [ I EC  61 1 58-5]  

FS  Functi onal  Safety (Sécuri té  foncti onnel l e)   

FSCP  Functi onal  Safety Commun icati on  Profi l e  (Profi l  de  commun icati on  de  
sécu ri té  foncti onnel l e)  

 

MTBF  Mean  Time  Between  Fa i l u res  (Du rée  moyenne  de  bon  fonctionnement)    

MTTF  Mean  Time  To  Fa i l u re  (Durée  moyenne  de  foncti onnement avan t 
défa i l l ance)   

 

PDU  Protocol  Data  Un i t  (Un i té  de  données  de  protocol e)  [ I SO/IEC  7498-1 ]  

PFD  Probabi l i ty of d angerous  Fai l u re  on  Demand  (Probabi l i té  de  défai l l ance  
dangereuse  su r sol l i ci ta ti on )  

[ I EC  61 508-4: 201 0 ]  

PFH  Fréquence  moyenne  de  défa i l l ance  dangereuse  [h - 1 ]  par heu re  [ I EC  61 508-4: 201 0 ]  

PhL  Physi ca l  Layer (Couche  phys ique)  [ I SO/I EC  7498-1 ]  

PL  Performance  Level  (N i veau  de  performance)  [ I SO  1 3849-1 ]  

PLC  Prog rammable  Log ic Con trol l er (Au tomate  programmable)   

SCL  Safety Commun icati on  Layer (Couche  de  commun icati on  de  sécu ri té)   

S I L  Safety I n tegri ty Level  (N iveau  d ’ i n tégri té  d e  sécu ri té)  [ I EC  61 508-4: 201 0]  

3.2.2  CPF  2:  Symboles  et  abréviations  supplémentaires  

AIRS  Al ready I n  Requested  Mode/State  (Déj à  en  Mode/État  sol l i ci té)  

BER B i t  Error Rate  (Taux d ’ erreu rs  su r l es  b i ts)  

BF  Base  Format  (Format de  base)   

CCO  Connection  Con fi gu rati on  Object  (Objet de  con fi gu rati on  d e  connexion )  

CFUN ID  Confi gu rati on  UN ID  (UN ID  de  configu rati on )  

CNP  Connection  Poin t  (Poi n t  de  connexion )  

CID  Consumer I D  ( I D  consommateur)   

C I P™ 5 Common  I ndustri a l  Protocol  (Protocol e  i ndustri e l  commun )  (cad re  d ’ appl i cati on  partagé  parm i  l es  
profi l s  de  commun icati on  CPF-2)  

CPCRC Connection  Parameter CRC (CRC de  paramètre  d e  connexion )  

CTM  Connection  Timeou t  Mu l ti p l i er (Mu l tip l i cateur d e  tempori sati on  de  connexion )  

EDS  E l ectron ic  Data  Sheet  (F i che  techn i que  é l ectron i que)  

EF  Extended  Format (Format é tendu )  

EPI  Expected  Packet  I n terva l  ( I n terval l e  de  paquets  attendus)  

LED  L i gh t  Em i tti n g  D iode  (D iode  é l ectrol um inescen te)   

MACID  Devi ce  phys ical  add ress  (CP  2/3)  (Ad resse  phys i que  d ’ apparei l  (CP  2 /3)  

________________ 

5  Pou r l a  décl arati on  des  marques,  voi r l ’ Arti cl e  4 .  
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MOD 

NodeID  

Modu l e  

Pour l es  apparei l s  d e  sécu ri té  CP  2 /3 ,  i l  s ’ ag i t  d e  l a  MACID  de  l ’ apparei l  su r l e  réseau .  Pou r l es  
apparei l s  de  sécu ri té  CP  2 /2 ,  i l  s ’ ag i t  de  l ’ ad resse  I P  de  l ’ apparei l  su r l e  réseau .  Pou r l es  
apparei l s  de  sécu ri té  CP  1 6/3 ,  i l  s ’ ag i t  d u  SDID  de  l ’ apparei l  su r l e  réseau .    

NV Non -Volati l e  (Non  vo l ati l )   

NVS  Non -Volati l e  Storage  (Mémoi re  non  vol ati l e)  

OCPUN ID  Ou tpu t  Connecti on  Owner UN ID  (Propri éta i re  de  connexion  de  sorti e  UN ID)  

OSC Object  State  Con fl i ct  (Confl i t  d ’ état  d ’ ob jet)  

O-à-T  Ori g i nator to  Target  (Po i n t  d ’ ori g i ne  vers  Ci b l e)  

OUN ID  Ori g i nator UN ID  (Poi n t  d ’ ori g i ne  UN ID)  

P I D   Producer I den ti fi er ( I den ti fi an t  de  producteu r)  

PS  Power Suppl y (Al imentati on )  

Res.  Reserved  (Réservé)  

RPI  Requested  Packet  I n terval  ( I n terval l e  d e  paquets  sol l i ci tés)  

SCCRC Safety Con fi gu rati on  Data  CRC  (CRC de  données  de  con fi gu rati on  de  sécuri té)  

SCID  Safety Con fi gu rati on  I den ti fi ed  (Con fi gu rati on  de  sécu ri té  i den ti fi ée)  

SCTS  Safety Con fi gu rati on  Time  S tamp  (Datati on  de  con fi gu rati on  de  sécu ri té)  

SNCT  Safety Network Con fi gu rati on  Tool  (Ou ti l  d e  con fi gu rati on  de  réseau  de  sécu ri té)  

SNN  Safety Network Number (Numéro  de  réseau  de  sécu ri té)   

T-à-O  Target  to  Ori g i nator (Ci b l e  vers  Po in t  d ’ ori g i ne)   

TBD  To  Be  Defi ned  (À défi n i r)  

TNS  TUN ID  Not  Set  (TUN ID  non  défi n i )  

TUN ID  Target  UN ID  (UN ID  Cib le)  

UML  Un iversal  Model i ng  Language  (Langage  de  modé l i sati on  un i fi é)   [ I SO/IEC  1 9501 ]  

UN ID  Un i que  Network I den ti fi er ( I den ti fi an t  de  réseau  un i que)  

3.3  Conventions  

Les  conventions  u ti l i sées  pour l es  descriptions  des  objets,  services  et protocoles  son t 
décri tes  dans  l es  I EC  61 1 58-3-2 ,  I EC  61 1 58-4-2,  I EC  61 1 58-5-2  et I EC  61 1 58-6-2 .  

Le  cas  échéant,  l a  présente  partie  u ti l i se  des  organ igrammes,  des  d iagrammes  séquentie ls  
UML et un  pseudo-code  C  pour l a  description  des  concepts.  
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4 Présentation  générale  du  FSCP 2/1   (CIP  Safety™ )  

4.1  Général i tés  

La  fami l l e  de  profi l s  de  commun ication  2  (communément appelée  CIP™ 6)  défin i t  des  profi l s  
de  commun ication  sur l a  base  du  type  2  de  l ’ I EC  61 1 58-2 ,  de  l ’ I EC  61 1 58-3-2 ,  l ’ I EC  61 1 58-4-
2 ,  l ’ I EC  61 1 58-5-2  et l ’ I EC  61 1 58-6-2 .  

La  fami l l e  de  profi l s  de  commun ication  1 6  (communément appelée  SERCOS®7)  défin i t  un  
profi l  de  communication  CP  1 6/3  sur l a  base  des  normes  IEC  61 1 58-3-1 9,  I EC  61 1 58-4-1 9,  
I EC  61 1 58-5-1 9  et  I EC  61 1 58-6-1 9.  

Les  profi l s  de  base  CP 2/1 ,  CP  2/2,  CP  2/3  et CP  1 6/3  son t défin is  dans  l ’ I EC  61 784-1  et 
l ’ I EC  61 784-2.  Le  profi l  de  commun ication  de  sécuri té  fonctionnel l e  CPF  2  FSCP 2/1  (CIP  
Safety™ 6)  est fondé  sur l es  profi l s  de  base  CPF  2  défin is  dans  l ’ I EC  61 784-1  et  l ’ I EC  61 784-
2 ,  l e  profi l  de  base  CP  1 6/3  défin i  dans  l ’ I EC 61 784-2  a insi  que  l es  spéci fications  de  l a  
couche  de  commun ication  de  sécuri té  défin ies  dans  l a  présente  partie.  

4.2  FSCP 2/1  

Le  FSCP 2/1  est basé  su r l e  modèle  producteur/consommateur de  CPF  2 .  L’association  des  
producteurs  et  des  consommateurs  consti tue  un  é lément important de  la  re lation  qu i  garan ti t 
l a  hau te  in tégri té  nécessai re  aux appl ications  relati ves  à  l a  sécuri té.   

La  couche  de  communication  de  sécuri té  FSCP 2/1  est spéci fiée  à  l ’ a ide  d ’un  Objet de  
val idation  de  sécuri té.  Cet objet est chargé  de  l a  gestion  des  connexions  de  sécuri té  
FSCP 2/1  et consti tue  l ’ i n terface  en tre  l es  objets  d ’appl ication  re lati fs  à  l a  sécuri té  et  l es  
connexions  de  couches  de  l i a ison ,  te l  que  représenté  à  l a  F igure  3 .  L ’objet de  val idation  de  
sécuri té  garanti t  l ’ i n tégri té  des  transferts  de  données  de  sécuri té.  

________________ 

6  C I P™  (Common  I ndustri a l  Protocol )  et  C I P  Safety™  dési gnen t  l es  appel l ati ons  commercia l es  de  l ’ organ i sme  
sans  bu t  l ucrati f ODVA,  I nc.  Cette  i n formation  est d onnée  à  l ’ i n ten ti on  des  u ti l i sateu rs  de  l a  présen te  Norme  
i n ternati onal e  et  n e  s i gn i fi e  n u l l emen t  que  l ’ I EC  approuve  ou  recommande  l e  déten teu r de  l a  marque  ou  de  l ’ un  
que lconque  de  ses  produ i ts .  La  con form i té  à  l a  présen te  norme  n ’ exi ge  pas  l ’ emploi  des  appel l ati ons  CIP™  ou  
CIP  Safety™ .  L ’ emploi  des  appel l ati ons  CIP™  ou  CIP  Safety™  exi ge  l ’ au tori sati on  de  ODVA et l a  con form i té  
aux cond i ti ons  d ’ u ti l i sati on  (essai s  e t  va l i dati on ) .  

7 SERCOS® est une  appel l ati on  commercia l e  de  SERCOS  I n ternational  e .V.   Cette  i n formation  est  donnée  à  
l ' i n ten ti on  d es  u ti l i sateu rs  de  l a  présente  Norme  i n ternati ona le  et  ne  s i gn i fi e  nu l l emen t que  l ’ I EC  approuve  ou  
recommande  l e  d éten teu r de  l a  marque  ou  de  l ’ u n  q ue lconque  de  ses  produ i ts .  La  conform i té  à  l a  présente  
norme  n ’exi ge  pas  l ’ emplo i  d e  l ’ appel l ati on  commercia l e  SERCOS®.  L ’ emploi  de  l ’ appel l ati on  commercia le  
SERCOS® exige  l ’ au tori sati on  du  déten teu r d e  cette  appel l ati on  et  l a  con formi té  aux cond i ti ons  d ’ u ti l i sati on  
(essai s  et  va l i dati on ).  
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Anglais  Français  

Produci ng  safety appl i cati on  Producti on  d ’ appl i cati on  de  sécu ri té   

Safety Val i dator cl i en t Obj et  de  val i dati on  de  sécu ri té  cl i en t  

Safety data  production  Producti on  des  données  de  sécu ri té  

Time  Coord i nati on  recepti on  Réception  du  s i gna l  de  coord i nati on  temporel l e  

data  connection  connexion  de  données  

data  producer producteu r de  d onnées  

data  consumer consommateur de  données  

Time  Coord i nati on  connection  Connexion  d u  s i gna l  de  coord inati on  temporel l e  

Safety Val i dator server Objet  de  val i dati on  de  sécu ri té  serveu r 

Safety data  reception  Réception  des  données  de  sécu ri té  

Time  Coord i nati on  producti on  Producti on  de  l a  coord inati on  temporel l e  

Consum ing  safety app l i cati on  Appl i cati on  de  sécu ri té  consommatri ce  

Figure  3  – Relation  des  objets  de  val idation  de  sécuri té  

L’ in tégri té  des  transferts  de  données  de  sécuri té  est assurée  comme su i t:  

– l ’ appl ication  relati ve  à  l a  sécuri té  productrice  u ti l i se  une  i nstance  d ’objet de  val idation  
de  sécuri té  cl i en t pour générer des  données  de  sécuri té  et assurer l a  coord ination  
temporel l e ;  

– l e  cl ien t u ti l i se  un  producteur de  données  de  l i a ison  pour transmettre  l es  données  et 
un  consommateur de  l i a ison  pour recevoi r des  messages  de  coord ination  temporel le ;  

– l ’ appl ication  re lative  à  l a  sécuri té  consommatrice  u ti l i se  un  objet de  val idation  de  
sécuri té  serveur pour recevoi r et  véri fi er l es  données;  

– l e  serveur u ti l i se  un  consommateur de  l ia ison  pour recevoi r l es  données  et un  
producteur de  l ia ison  pour transmettre  des  messages  de  coord ination  temporel le .  

Le  FSCP 2/1  u ti l i se  le  concept de  canal  noi r.  Les  producteurs  et consommateurs  de  données  
de  l i a ison  n ’on t aucune  connaissance  sur l e  paquet de  données  de  sécuri té  et ne  metten t en  
œuvre  aucune  fonction  de  sécuri té.  Les  objets  de  val idation  de  sécuri té  son t responsables  du  
transfert à  hau te  in tégri té  et du  contrôle  des  données  de  sécuri té.  

Le  FSCP 2/1  appl i que  l es  mesures  su ivantes  pour assurer l ’ i n tégri té  des  messages  de  
sécuri té:  

– datation ;  

– au then ti fication  de  connexion ;  
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– assurance  d ’ i n tégri té  des  données;   

– redondance  avec con tre-véri fication ;  

– d i fféren ts  systèmes  d ’assurance  d ’ i n tégri té  des  données.  

Les  messages  son t produ i ts  avec une  datation  qu i  permet au  consommateur de  véri fi er l ’âge  
des  données  transmises.  L’ iden ti fication  fa i t  l ’ objet d ’un  codage  dans  chaque  message  relati f 
à  l a  sécuri té  afin  de  s’assurer que  le  bon  consommateur u ti l i se  l e  message.  Tous  l es  
messages  re lati fs  à  l a  sécuri té  u ti l i sen t un  CRC un ique.  La  transmission  des  données  
relati ves  à  l a  sécuri té  est redondante.  D iverses  mesures  de  production  de  messages  relati fs  à  
l a  sécuri té  permettent de  s ’assurer que  les  messages  CPF  2  standard  ne  son t pas  i n terprétés  
comme des  messages  de  sécuri té.  

5 Général i tés  

5.1  Documents  externes  de  spécifications  appl icables  au  profi l  

Le  document su ivan t est particu l ièrement u ti le  pour b ien  comprendre  l a  conception  des  
protocoles  FSCP 2/1 :  

•  GS-ET-26  [30]  

5.2  Exigences  fonctionnel les  de  sécuri té  

Les  exigences  su ivan tes  doivent s ’appl i quer pour le  développement d ’apparei ls  qu i  metten t 
en  œuvre  le  protocole  FSCP 2/1 .  Les  mêmes  exigences  on t été  appl iquées  pour l e  
développement de  ce  protocole.  

•  Le  protocole  FSCP 2/1  est conçu  de  man ière  à  prendre  en  charge  l e  n i veau  d ’ i n tégri té  de  
sécuri té  3  (SI L  3)  (voi r I EC  61 508),  et l e  PLe/catégorie  4  (voi r I SO  1 3849-1 ).   

•  L ’état de  sécuri té  des  données  d iscrètes  est l ’ état hors  tension  (0) .  Pour l es  valeurs  
analog iques,  l ’ état hors  tension  doi t  être  défin i  par l ’ appl ication  re lati ve  à  l a  sécuri té.   

•  Les  exigences  fondamentales  relatives  au  développement du  protocole  FSCP 2/1  son t 
spéci fiées  dans  l ’ I EC  61 784-3.  

•  Le  protocole  FSCP 2/1  est m is  en  œuvre  en  appl i quan t l a  méthode  du  canal  noi r;  aucune  
dépendance  relati ve  à  l a  sécuri té  ne  s ’appl ique  aux profi l s  de  commun ication  CPF  2  
normaux.  

•  Les  m ises  en  œuvre  du  FSCP 2/1  doivent satisfai re  à  l ’ I EC  61 508.  

•  Les  cond i tions  envi ronnementales  doiven t être  conformes  à  l ’ I EC  61 1 31 -2  pour les  
n iveaux de  base  et aux I EC  61 326-3-1  et  61 326-3-2  pour l es  essais  de  marge  de  sécuri té,  
à  moins  que  des  normes  de  produ i ts  spéci fiques  existen t.    

•  Les  commun ications  de  sécuri té  et  normale  doiven t être  i ndépendantes.  Les  apparei ls  de  
sécuri té  et normaux doiven t cependant être  capables  d ’u ti l i ser l e  même canal  de  
commun ication .  

•  Sau f spéci fication  dans  l a  présente  partie,  l es  exigences  re lati ves  au  CPF  2  ne  doivent 
pas  être  mod i fiées  pour l a  sécuri té.  

5.3  Mesures  de  sécuri té  

Le  Tableau  1  comprend  l es  mesures  appl i quées  pour détecter l es  erreurs  de  communication ,  
a insi  que  la  couverture  fourn ie  par chaque  mesure  u ti l i sée.  
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Tableau  1  – Erreurs  de  communication  et  matrice  de  mesures  de  détection  

Erreurs  de  
commun ication  

Mesures  de  sécuri té  

N
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 d
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Corruption       X  X  

Répéti ti on  non  prévue   X     Xa  (X)e   

Séquence  i ncorrecte   X     Xa  (X)e   

Perte    Xc    Xa  (X)e   

Retard  i nacceptable   (X)e  X       

I n serti on   Xd   X   Xa  (X)e   

Dégu i semen t  Xd   X   Xb  Xf  X  

Ad ressage     X   Xb    

a  Le  CRC rel ati f à  l a  sécu ri té  fou rn i t  u ne  protecti on  suppl émen ta i re  pou r l es  erreurs  de  commun icati on  dans  
l es  messages.   

b  Le  codage  de  l ’ i den ti fi an t  un i que  dans  l e  CRC  re l ati f à  l a  sécu ri té  évi te  l es  erreu rs  de  dégu i semen t et  
d ’ ad ressage.  

c  Un  message  non  reçu  dans  l e  dé l a i  (prévu )  est  détecté.  

d  Les  messages  de  d égu i sement ou  i nsérés  ne  présenten t  pas  l a  datati on  prévue.   

e  Non  revend i qué  pou r l e  profi l  FSCP  2/1 .   

f I l  est  vra i semblabl e  que  l e  dégu i semen t ne  comporte  pas  de  données  redondan tes,  e t  q u ’ i l  ne  sati sfasse  
pas  à  l a  con tre-véri fi cati on .   

 

5.4 Structure  de  la  couche de  communication  de  sécuri té  

Le  protocole  de  sécuri té  est structu ré  en  couches  au  hau t du  protocole  de  réseau  standard  ( l a  
p i l e  de  protocoles  standard  est un  canal  noi r).  La  F igure  4  représente  l a  re lation  en tre  la  
couche  de  commun ication  de  sécuri té  et l es  couches  CPF  2  existantes.  

Les  couches  de  sécuri té  accepten t l es  données  de  sécuri té  provenant du  ci rcu i t  d ’appl ication  
relati f à  l a  sécuri té.  Les  couches  de  sécuri té  é laboren t ensu i te  un  message  de  sécuri té,  
transmetten t ce  message,  et reçoiven t et décodent ce  même message.  Une  fois  l e  message  
de  sécuri té  décodé  et véri fié ,  l es  données  son t présentées  au  ci rcu i t  d ’appl ication  re lati f à  l a  
sécuri té  du  récepteur.  
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Anglai s  Français  

Safety appl i cati on  obj ects  Objets  d ’ appl i cati on  de  sécu ri té  

Safety appl i cati on  obj ect  l i brary  B i b l i othèque  d ’ob j ets  d ’ appl i cati on  de  sécu ri té  

S tandard  appl i cati on  ob jects  Objets  d ’ appl i cati on  normal i sés  

S tandard  appl i cati on  ob ject  l i brary B i b l i othèque  d ’ob j ets  d ’ appl i cati on  normal i sés  

CPF2  safety l ayer Couche  de  sécu ri té  CPF2  

CPF  2  connection  obj ects  (safety)  Obj ets  de  connexion  CPF  2  (sécuri té)  

CP2  connecti on  obj ects  (exp l i ci t,  I /O,  rou ti ng )  Ob j ets  de  connexion  CP2  (expl i ci te,  E /S ,  
acheminement)  

CP2  s tandard  l ayer Couche  normal i sée  CP2  

Transport and  data  l i n k l ayer Couche  de  l i a i son  de  données  et  de  transport  

Encapsu l ati on  Encapsu l ati on  

Fu tu re?(ATM,  F i rewi re,  USB,  B l ue  Tooth ,  e tc. )  Fu tu r?  (ATM,  F i rewi re,  USB,  B l ue  Tooth ,  e tc. )  

Phys i ca l  l ayer Couche  phys i que  

Figure  4  – Couches  de  communication  
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5.5 Relations  avec la  FAL (et DLL,  PhL)  

5.5.1  Général i tés  

Cette  couche  de  commun ication  de  sécuri té  doi t être  u ti l i sée  un iquement avec les  profi l s  de  
commun ication  CPF 2  (CP  2/3  (DeviceNet™ 8) ,  CP  2/2  (EtherNet/IP™ 9)  et CP  1 6/3  (SERCOS 
I I I™ 1 0)) .  I l  n ’existe  aucune  exigence  concernant l es  profi l s  de  commun ication  CPF  2  au tres  
que  cel les  défin ies  dans  l a  présente  partie.  

5.5.2  Types  de  données  

Les  profi l s  défin is  dans  l a  présente  partie  prennent en  charge  tous  l es  types  de  données  
CPF  2  défin is  dans  l ’ I EC  61 1 58-5-2 .  

6 Services  de  la  couche de  communication  de  sécuri té  

6.1  In troduction  

Le  présent Article  6  défin i t  l es  extensions  des  objets  CPF  2  existants,  a insi  que  l es  nouveaux 
objets  de  sécuri té.  Les  connexions  de  sécuri té  u ti l i sen t l es  connexions  de  classe  0  pour les  
messages  E/S.  Les  connexions  de  messages  expl ici tes  standard  son t u ti l i sées  pour 
l ’ établ issement des  connexions  E/S  de  sécuri té.  

6.2  Objet connexion  

6.2 .1  Général i tés  

Plusieurs  attribu ts  et services  de  classes  spéci fiques  à  l a  sécuri té  son t défin is  pour prendre  
en  charge  l a  sécuri té.  Les  nœuds  de  sécuri té  CP  2/3  contenus  dans  le  protocole  FSCP 2/1  
doiven t mettre  en  œuvre  l es  services  SafetyOpen  et  SafetyClose  de  l ’objet Connexion .  

6.2.2  Extensions  des  attributs  de  classe 

Le  Tableau  2  défin i t  l es  attribu ts  de  classe  u ti l i sés  par les  apparei ls  de  sécuri té.  

  

________________ 

8  Devi ceNet™  dési gne  l ’ appel l ati on  commercia l e  de  l ’ organ i sme  sans  bu t  l u crati f ODVA,  I nc.  Cette  i n formation  
est  d onnée  à  l ’ i n ten ti on  des  u ti l i sateu rs  de  l a  présen te  Norme  i n ternational e  et  ne  s i gn i fi e  nu l l emen t que  l ’ I EC  
approuve  ou  recommande  l e  déten teu r de  l a  marque  ou  de  l ’ u n  quel conque  de  ses  produ i ts .  La  conformi té  à  l a  
présen te  norme  n ’ exi ge  pas  l ’ emploi  de  l ’ appel l ati on  commercia l e  Devi ceNet™ .  L ’ emploi  d e  l ’ appel l a ti on  
commercia l e  Devi ceNet™  exige  l ’ au tori sati on  d e  ODVA.  

9  E therNet/I P™  dési gne  l ’ appel l ati on  commercia l e  de  ODVA,  I nc.  Cette  i n formation  est  d onnée  à  l ’ i n ten ti on  des  
u ti l i sateu rs  de  l a  présen te  Norme  i n ternational e  et  ne  s i gn i fi e  nu l l emen t que  l ’ I EC  approuve  ou  recommande  l e  
déten teu r de  l a  marque  ou  de  l ’ u n  quelconque  de  ses  produ i ts .  La  conform i té  à  l a  présen te  norme  n ’ exige  pas  
l ’ emploi  d e  l ’ appel l ati on  commercia le  E therNet/I P™ .  L ’ emploi  de  l ’ appel l ati on  commercia le  E therNet/I P™  exi ge  
l ’ au tori sati on  de  ODVA.  

1 0 SERCOS® et  l ' i n terface  SERCOS® dési gnen t l es  appel l ati ons  commercia les  de  SERCOS  
I n ternati onal  e .V.   Cette  i n formation  est  donnée  à  l ' i n ten ti on  des  u ti l i sateu rs  de  l a  présen te  Norme  
i n ternati onal e  et  ne  s i gn i fi e  n u l l emen t q ue  l ’ I EC  approuve  ou  recommande  l e  déten teu r d e  l a  marque  ou  de  l ’ u n  
q ue lconque  de  ses  produ i ts .  La  con form i té  à  ce  profi l  n ’ exi ge  pas  l ’ emploi  de  l ’ appel l ati on  commercia le  
SERCOS®.  L ’ emploi  de  l ’ appel l ati on  commercia l e  SERCOS® exi ge  l ’ au tori sati on  du  déten teu r de  cette  
appel l ati on .  
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Tableau  2  – Nouveaux attributs  de  classe  

ID  
d ’ attri
bu t 

M ise  en  
œuvre  

nécessaire  

Règ les  
d ’accès  

NV Nom  Type  de  
données  

Description  de  l ’ attribu t 

8  Facu l tati f Obten i r V  Comptage  
d ’ erreu rs  de  
d emandes  de  
connexion  

U INT Compteu r de  d iagnosti c  qu i  
représente  l e  cumu l  des  
anomal i es  SafetyOpen  ou  
SafetyClose a    

9  Facu l tati f Obten i r V  Compteu r des  
connexions  de  
sécu ri té  

STRUCT 
de :  

Compteurs  d ’ états  

Comptage  de  
demandes  
SafetyOpen  
abou ti es  

U INT Comptage  de  demandes  
SafetyOpen  abou ti es  ém i ses  de  
ce  nœud  vers  une  au tre  ci b l e  

Comptage  de  
demandes  
SafetyOpen  non  
abou ti es  

U INT Comptage  de  demandes  
SafetyOpen  non  abou ti es  ém ises  
de  ce  nœud  vers  une  au tre  ci b l e   

Comptage  de  
demandes  
SafetyClose  
abou ti es  

U INT Comptage  de  demandes  
SafetyClose  abou ti es  ém i ses  de  
ce  nœud  vers  une  au tre  ci b l e  

Comptage  de  
demandes  
SafetyClose  non  
abou ti esb  

U I NT Comptage  de  demandes  
SafetyClose  non  abou ti es  ém ises  
de  ce  nœud  vers  une  au tre  cib l e  

Comptage  des  
i n d i cati ons  
SafetyOpen  
abou ti es  

U INT Comptage  de  demandes  
SafetyOpen  abou ti es  ém i ses  d ’ un  
poi n t  d ’ ori g i ne  externe  vers  ce  
nœud  

Comptage  des  
i n d i cati ons  
SafetyOpen  non  
abou ti esb  

U I NT Comptage  de  demandes  
SafetyOpen  non  abou ti es  ém ises  
d ’ un  poi n t  d ’ ori g i ne  externe  vers  
ce  nœud  

Comptage  des  
i n d i cati ons  
SafetyClose  
abou ti es  

U INT Comptage  de  demandes  
SafetyClose  abou ti es  ém i ses  d ’ un  
poi n t  d ’ ori g i ne  externe  vers  ce  
nœud  

Comptage  des  
i n d i cati ons  
SafetyClose  non  
abou ti esb  

U I NT Comptage  de  demandes  
SafetyClose  non  abou ti es  ém ises  
d ’ un  poi n t  d ’ ori g i ne  externe  vers  
ce  nœud  

a  L ’ attri bu t  8  est  l a  somme  des  4  compteurs  de  d éfai l l ance  dans  l ’ a ttri bu t  9 .  La  représentati on  d es  erreu rs  de  
connexion  par cet  a ttri bu t u n i que  peu t  être  u ti l i sée  dans  l es  l og i ci e l s  de  su rvei l l ance  afi n  de  con trôl er d e  
man ière  effi cace  l es  erreu rs  sans  i n terroger l es  structu res  supp lémen ta i res  d e  l ’ a ttri bu t  9 .  Une  foi s  q ue  
l ’ a ttri bu t  8  a  é té  défi n i  comme  non  n u l ,  l e  l og i cie l  de  su rve i l l ance  peu t  exam iner l ’ attri bu t  9  pou r p l us  de  
d étai l s .  

b  I ncl us  d ans  l ’ a ttri bu t  de  cl asse  8 .  

 

6.2.3  Extensions  de  services  

Le  Tableau  3  défin i t  l es  services  pouvant être  u ti l i sés  par les  apparei l s  de  sécuri té  CP 2/3  sur 
l e  FSCP 2/1 .  Ces  services  doivent être  pris  en  charge  par un  apparei l  cib le  sur ce  même 
profi l .  Les  services  SafetyOpen  et SafetyClose,  u ti l i sés  en  l i eu  et p lace  des  services  
ForwardOpen  et  ForwardClose  de  l ’objet Gestionnai re  de  connexion  héri ten t du  même 
comportement que  ces  services  de  Gestionnai re  de  connexion .  
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Tableau  3  – Extensions  de  service 

Code  de  
service   

M ise  en  œuvre  nécessai re  Nom  du  
service  

Description  du  service  

C lasse  I nstance   

4Dhex  Facu l tati f N /A Compteurs  de  
ré i n i ti a l i sati on  

Ce  servi ce  remet à  zéro  l es  attri bu ts  de  cl asse  
8  et  9   

4Ehex  Exi gé  N /A SafetyClose  U ti l i sé  pou r fermer une  connexion  E/S  de  
sécu ri té .  Voi r l e  servi ce  ForwardClose  de  
l ’ obj et  Gesti onna i re  de  connexion  en  6 . 3 . 1 3  

54hex  Exi gé  N /A SafetyOpen a  U ti l i sé  pou r établ i r u ne  connexion  E /S  de  
sécu ri té .  Voi r l e  servi ce  ForwardOpen  de  
l ’ obj et  Gesti onnai re  de  connexion  en  6 . 3 . 2  

a  Les  données  du  service  SafetyOpen  do i ven t con ten i r u n  segmen t de  réseau  de  sécu ri té  dans  l e  champ 
Connection_Path .  

 

6.2.4 Format de  réponse  de  messages  expl ici tes  pour SafetyOpen  et  SafetyClose 

Les  réponses  des  services  SafetyOpen  et  SafetyClose  on t un  format commun .  Ce  format 
con tien t des  i n formations  d ’état pour des  cond i tions  de  réussi te  et  d ’échec.  Des  données  de  
réponse  spéci fiques  à  chaque  service  son t transmises  s i  l a  réponse  du  service  est posi ti ve.  S i  
l a  réponse  du  service  est une  erreur,  un  état FSCP 2/1  satisfaisan t i nd iqué  par l e  code  
d ’erreur général  FFhex est transmis,  accompagné  d ’une  quan ti té  variable  d ’ in formations  
portan t sur l ’erreur étendue.    

Le  format de  réponse  pour l es  services  spéci fiques  aux objets  SafetyOpen  et  SafetyClose  est 
défin i  dans  l e  Tableau  4 :  

Tableau  4  – Format de  réponse  SafetyOpen  et SafetyClose 

Nom  de  paramètre  Type  de  données  Description  du  paramètre  de  réponse  

Réservé  USINT Réservé  

É tat  généra l  US INT Un  des  codes  d ’ é tat  général  énumérés  dans  
l ’ I EC  61 1 58-6-2  (codes  d ’ état)  

Tai l l e  de  l ’ é tat  
suppl émen tai re   

US INT Nombre  de  mots  de  1 6  b i ts  dans  l e  tab leau  d ’ états  
suppl émen tai res  

É tat  supplémenta i re  MATRICE  de  U INT  É tat  supp lémenta i re  

Données  de  réponse  MATRICE  d ’OCTETS   Données  de  réponse  ém ises  par l a  demande  ou  
données  d ’ erreu rs  suppl émen ta i res  s i  l ’ état  généra l  a  
i nd i qué  une  erreu r 

 

Les  données  de  réponse  et  l es  états  généraux/supplémentai res  pour les  services  SafetyOpen  
et  SafetyClose  doiven t correspondre  aux données  de  réponse  et  états  
généraux/supplémentai res  pour les  services  ForwardOpen  et ForwardClose  de  l ’ objet 
Gestionnai re  de  connexion ,  respectivement.  

6.3  Objet Gestionnaire  de  connexion  

6.3.1  Général i tés  

Les  apparei ls  de  sécuri té  CP  2/2  et  CP  1 6/3  doiven t u ti l i ser un  service  ForwardOpen  avec un  
segment de  réseau  de  sécuri té  pour établ i r des  connexions  de  sécuri té.  Ce  segment i denti fie  
de  man ière  un ique  le  service  ForwardOpen  comme un  service  ForwardOpen  de  sécuri té.  
Dans  l ’ ensemble  du  présent paragraphe  6 . 3 ,  l e  terme  “SafetyOpen”  doi t  fa i re  référence  tan t 
au  service  ForwardOpen  de  l ’ objet Gestionnai re  de  connexion  ( lorsqu ’ i l  con tien t un  segment 
de  réseau  de  sécuri té)  qu ’au  service  SafetyOpen  de  l ’objet Connexion .  
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6.3.2  ForwardOpen  pour la  sécuri té  

6.3.2 . 1  Contenu  de  ForwardOpen  pour la  sécuri té  

Le  con tenu  du  service  ForwardOpen  de  l ’ objet Gestionnai re  de  connexion ,  y compris  l e  
segment de  réseau  de  sécuri té,  est présenté  à  l a  F igure  5  ci -dessous.  Les  rég lages  
appropriés  des  d ivers  paramètres  du  service  ForwardOpen  sont i nd iqués  à  l a  F igure  5.  

Nom  de  paramètre  Type  de  données  
/  Tai l l e  

Destination  cibl e  et  sémantique   

Priori té/Time_ti ck OCTET Demande  de  ma in tenance  du  gesti onnai re  d e  
connexion  

Time-ou t_ti cks  USINT Demande  de  ma in tenance  du  gesti onnai re  d e  
connexion  

I D  de  connexion  de  réseau  O-à-T  UDINT I n stance  de  connexion  de  consommati on : :  I D  
de  connexion  consommée  CIP  

I D  de  connexion  de  réseau  T-à-O   UDINT I n stance  de  connexion  de  producti on : :  I D  de  
connexion  de  producti on  C IP  

Numéro  de  série  d e  connexion  U INT Val eu r:  N uméro  à  1 6  b i ts  u n i que  (pou r l e  poi n t  
d ’ ori g i ne).  

Desti nata i re :  Demande  de  ma in tenance  d u  
gesti onnai re  de  connexion  

I D  du  fou rn i sseu r d ’ ori g i ne  U INT Demande  de  mai n tenance  du  gesti onnai re  d e  
connexion  

Numéro  de  série  d u  po i n t  d ’ ori g i ne  UDINT Demande  de  ma in tenance  du  gesti onnai re  d e  
connexion  

Mu l ti p l i cateu r de  tempori sati on  de  
connexion   

US INT I n stance  de  connexion  de  producti on  et  de  
consommati on :  Mu l ti p l i cateu r de  tempori sati on  

Réservé  3  OCTETS   

RPI  O-à-T UDINT I n stance  de  connexion  de  consommati on :  EPR 

P
a
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u
 O
-à
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Propriétai re  redondan t WORD  Va l eu r:  0  ( l es  connexions  de  sécu ri té  ne  
prennen t  pas  en  charge  l a  redondance) ;  
Desti nata i re :  Gesti onnai re  d e  connexion  

Type  de  connexion  Va l eu r:  Po in t  à  po i n t;  Desti nata i re :  Gesti onnai re  
d e  connexion  

Pri ori té  Va l eu r:  Pri ori té  é l evée;  Desti nata i re:  
Gestionnai re  de  connexion  

F i xe/Variabl e  Va l eu r:  F i xe;  Desti nata i re :  Gesti onnai re  de  
connexion  

Ta i l l e  de  connexion  (en  
octets)   

Va l eu r:  Tai l l e  du  PDU  de  sécuri té ,  y  compri s  l es  
secti ons  Mode  Octet,  Actual  (Réel ) ,  
Complement (Complémen ta i re)  et  Time  s tamp  
(Datati on );  Desti nata i re :  I n stance  de  connexion  
de  consommation :  Attri bu t  de  ta i l l e  de  
connexion  consommée   

RPI  T-à-O UDINT I nstance  de  connexion  de  production :  EPR 
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Propriétai re  redondan t WORD  Va l eu r:  0  ( l es  connexions  de  sécu ri té  ne  
prennen t  pas  en  charge  l a  redondance) ;  
Desti nata i re :  Gesti onnai re  d e  connexion  

Type  de  connexion  Va l eu r:  Po in t  à  po i n t;  Desti nata i re :  Gesti onnai re  
d e  connexion  

Pri ori té  Va l eu r:  Pri ori té  é l evée;  Desti nata i re:  
Gestionnai re  de  connexion  

F i xe/Variabl e  Va l eu r:  F i xe;  Desti nata i re :  Gesti onnai re  de  
connexion  
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Nom  de  paramètre  Type  de  données  
/  Tai l l e  

Destination  cibl e  et  sémantique   

Tai l l e  d e  connexion  (en  
octets)  

Va l eu r:  Tai l l e  d u  PDU  de  sécuri té ,  y compri s  l es  
secti ons  Mode  Octet,  Actual  (Réel ) ,  
Complement (Complémen ta i re)  e t  Time  stamp  
(Datati on ).  

Desti nata i re :  I n stance  de  connexion  de  
production ;  Tai l l e  de  connexion  produ i te  

Type  de  transport/Déclencheur SWORD Val eu r:  Va leu r de  sécu ri té  s imple  ou  
mu l ti poi n ts .  

Desti nata i re :  I n stance  d ’ob jet  de  va l i dati on .  

Déclencheur tou j ou rs  rég l é  su r Appl i cati on .  

C l i en t/serveur:  se lon  l a  d i recti on  

Connection_Path_Size  USINT nombre  de  mots  de  1 6  b i ts  dans  l e  champ  
Connection_Path  –  l e  d esti nata i re  est l a  
demande  de  mai n tenance  du  gesti onnai re  de  
connexion .  

NOTE  La  val eu r i ncl use  dans  l e  ca l cu l  d u  CRC  
ne  comprend  pas  l es  mots  employés  pou r l es  
segmen ts  Réseau /Port.  

C
o
n
n
e
ct
io
n
_
P
a
th
 (
E
P
A
T
H
 c
o
m
p
lé
té
) 

 

Chem in  Variab le  Consommé  par l e(s)  gesti onnai re(s)  de  
connexion  en  pon t  i n terméd iai re(s) .    Chaque  
segmen t Format d e  rou tage-Réseau  de  sécu ri té  
su i t  imméd iatemen t l e  pon t  (CPF  2  – vers  – 
CPF  2 )  pou r l equel  i l  est  desti né   

Segment  
l og i que:  Cl é  
é l ectron ique  

I D  du  
fou rn i sseur 

U INT 

Val eu r:  Cl é  é l ectron i que  de  l a  ci b l e  exi gée.  

Mai n tenance  du  gesti onnai re  d e  connexion  ou  
de  l ’ obj et  Connexion   

Type  de  prod .  U I NT 

Code  de  prod .  U I NT 

Compati b l e/  

Rev.  
pri ncipa le  

SWORD 

Rev.  
secondai re  

US INT 

Chemin  
d ’ appl i cati on  1  

Segment 
l og i que:  
C l asse  

Variab le ;  1  mot 
général ement   

Se  reporter à  l ’ I EC  61 1 58-6-2  pou r l es  règ l es  
de  paramétrage/anal yse  de  ces  chemins.  Segment 

l og i que:  
I n stance  

Variab le ;  1  mot 
général ement 

Chemin  
d ’ appl i cati on  2  

Segment 
l og i que:  Poi n t  
de  connexion  

Variab le ;  1  mot 
général ement 

Se  reporter à  l ’ I EC  61 1 58-6-2  pou r l es  règ l es  
de  paramétrage/anal yse  de  ces  chemins.  

>Chemin  
d ’ appl i cati on  3  

Segment 
l og i que:  Poi n t  
de  connexion  

Variab le ;  1  mot 
général ement 

Se  reporter à  l ’ I EC  61 1 58-6-2  pou r l es  règ l es  
de  paramétrage/anal yse  de  ces  chemins.  

Données  de  
con fi gu rati on  

Segment d e  
données:  
Données  
s imples  

Variab le  Données  de  con fi gu rati on  à  u ti l i ser pou r l ’ objet  
d ’ appl i cati on  re l ati f à  l a  sécu ri té  i den ti fi é  par l e  
chem in  de  con fi gu rati on  

 S
e
g
m
e
n
t 
d
e
 r
é
s
e
a
u
: 

S
é

it
é
  

N om  de  segmen t de  
sécu ri té  

50hex  Segmen t de  réseau  de  sécu ri té   

Ta i l l e  de  segmen t US INT Tai l l e  de  format ci b l e  =  54  octets   

Format  de  segmen t US INT Format  ci b l e  =  0  

Données  de  sécu ri té  de  
réseau  

TABLEAU  D’  

 OCTETS  

Données  de  segmen t d e  réseau  de  sécu ri té  
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Légende  

 

 

 =  Champs  Connexion /Objet  de  va l i dati on  de  sécu ri té  couverts  par l e  CRC  des  paramètres  de  
connexion  

 =  Segment  de  données  de  confi gu rati on  couvert  par SCCV  

 

Figure  5  – ForwardOpen  avec segment de  réseau  de  sécuri té  

6.3.2 .2  ForwardOpen  pour la  sécuri té  pour format étendu  

Les  poin ts  d ’orig ine  de  sécuri té  qu i  prennent en  charge  l e  format étendu  peuvent se  
connecter à  des  cib les  avec des  RPI  d ’une  durée  i n férieure  ou  égale  à  1 00  ms  avec le  format 
étendu  (EF)  ou  l e  format de  base  (BF).   

Les  poin ts  d ’orig ine  de  sécuri té  qu i  se  connectent à  une  cible  CP  2/2 ,  à  une  cib le  CP  1 6/3  ou  
à  une  cible  CP  2/3,  avec un  sau t CP  2/2  ou  un  sau t CP  1 6/3  sur l e  chemin  et on t un  RPI  d ’une  
durée  supérieure  à  1 00  ms  doiven t u ti l i ser l e  format étendu .   

D i fféren tes  méthodes  peuvent être  u ti l i sées  pour y parven i r.  Les  fich iers  EDS  et l es  l og iciels  
de  configuration  peuvent préconfigurer l e  choix,  ou  l e  poin t d ’orig ine  peu t u ti l i ser un  
a lgori thme dynamique  pour effectuer l es  déterminations.   

Le  mécan isme  u ti l i sé  par le  poin t d ’orig ine  pour i nd iquer à  une  cib le  que  le  format étendu  fai t  
l ’ objet d ’une  demande  présente  un  nouveau  format de  segment de  réseau  de  sécuri té  te l  que  
défin i  en  6 . 3. 3 .  

6.3.3  Segment de  réseau  de  sécuri té  

6.3.3.1  Format commun  

Le  type  de  segment de  paramètres  de  connexion  de  sécuri té  a  été  a jou té  à  l a  défin i tion  du  
segment de  réseau  CPF 2  comme type  de  segment 1 0hex  (produ isan t une  valeur de  segment 
de  50hex).  La  défin i tion  actual isée  de  Segment de  réseau  est donnée  dans  le  Tableau  5.  

Tableau  5  – Identi fiant de  segment de  réseau  de  sécuri té  

Type  de  segment de  réseau  Nom  de  segment de  réseau  

50hex  Segment de  sécu ri té  

 

Le  format du  segment de  réseau  de  sécuri té  est défin i  dans  le  Tableau  6 .  Ce  type  de  segment 
se  s i tue  dans  l a  p lage  des  types  de  segments  de  réseau ,  qu i  comporte  un  champ de  ta i l l e  de  
données.  Le  paramètre  de  format de  segment de  sécuri té,  à  savoi r l e  premier paramètre  dans  
l a  zone  de  données,  i nd ique  les  données  qu i  su iven t.  
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Tableau  6  – Défin i tion  du  segment de  réseau  de  sécuri té  

Décalage  d ’octet Nom  de  champ Type  de  données  Description  

0  Type  de  segmen t SWORD I nd i que  l e  segmen t de  réseau  de  sécu ri té  
(50hex)  

1  Longueu r des  
données  du  segmen t  
de  réseau  

SWORD Longueu r des  données  de  segmen t  à  
su i vre  (en  mots)  

2  Format de  segmen t  
de  réseau  de  
sécu ri té  

US INT I nd i que  l e  type  de  segment d e  réseau  de  
sécu ri té  

0  =  Format ci b l e  

1  =  Format de  rou tage   

2=  Format EF  

3  –  255  =  Réservé  

3  – n  Données  du  segmen t  
de  réseau  de  
sécu ri té  

MATRICE  
D ’OCTETS  

Données  de  segmen t de  réseau  de  
sécu ri té ,  défi n i es  par l e  format de  segmen t 

 

6.3.3.2  Segment de  réseau  de  sécuri té:  Format cible  (00hex)  

Le  format cible  est orien té  vers  l a  cib le  de  l a  connexion .  La  valeur du  paramètre  Longueur 
des  données  de  segment de  réseau  doi t  être  27  (1 bhex) ,  ce  qu i  correspond  à  27  MOTS.  La  
F igure  6  défin i t  l e  format cib le  de  réseau  de  sécuri té.  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 31 3  – 

Nom  de  champ Type  de  données  Description  

Réservé  SWORD Rempl i ssage  

CRC de  con fi gu rati on  (SCCRC)  UDINT CRC-54  d u  segmen t de  d onnées  de  con fi gu rati on  
ci b l e.  

Une  va l eu r de  0  i nd i que  que  l e  con trôl e  SCID  
peu t  être  om is   

Datati on  d e  con fi gu rati on (SCTS)  DATE_AND_TIME  Datati on  de  l a  con fi gu rati on .  Une  va l eu r d e  0  
i n d i que  que  l e  con trôle  SCID  peu t  être  om is .  
Va l eu r de  6  octets  (Date:  2  octets ,  Heu re:  4  
octets)  

EPI  de  correcti on  de  temps  UDINT Non  u ti l i sé :  0  

U ti l i sé:  I nstance  de  connexion  de  correcti on  de  
temps:  EPI  

Paramètres  de  connexion  de  réseau  
de  correcti on  de  temps   

WORD  Paramètres  de  connexion  de  réseau  pou r l a  
connexion  de  correcti on  de  temps.  Ce  champ 
u ti l i se  l a  même défi n i ti on  que  l e  paramètre  de  
connexion  de  réseau  con tenu  dans  l ’ obj et  
Gesti onnai re  de  connexion .  

N on  u ti l i sé :  0  (Nu l ) .  

U ti l i sé:  F i xe,  pri ori té  é l evée,  mu l ti poi n ts  

Target_UN ID  (TUN ID)  STRUCT.  de:   

1 0  OCTETS  

UN ID  de  l ’ appare i l  ci b l e.  Cette  val eu r est  u ne  
va leu r de  1 0  octets  consti tuée  de  l ’ i den ti fi an t  de  
réseau  de  sécuri té  (6  octets)  et  de  l ’ ad resse  de  
nœud  (ad resse  de  4  octets)   

UN ID  du  poin t  d ’ ori g i ne  (OUN ID)  STRUCT.  de:  

1 0  OCTETS  

UN ID  de  l ’ appare i l  d 'ori g i ne .  Cette  val eu r est  u ne  
val eu r de  1 0  octets  consti tuée  de  l ’ i d en ti fi an t  de  
réseau  de  sécuri té  (6  octets)  e t  d e  l ’ ad resse  de  
nœud  (ad resse  de  4  octets)  

P i ng_I n terval_EPI_Mu l ti p l i er U INT Nombre  qu i  défi n i t  l e  P i ng_Coun t_I n terval  pou r l a  
connexion .  La  p l age  de  val eu rs  val i de  est  donnée  
en  7 . 7 . 5 . 1 0  

Time_Coord_Msg_M in_Mu l ti p l i er U INT Pour l ’ i nstance  de  connexion  de  producti on .  
P l age  val i de  compri se  en tre  0  et  7  81 3  

Network_Time_Expectati on_Mu l ti p l i er U INT Pour l ’ i nstance  de  connexion  de  consommati on .  
P l age  val i de  compri se  en tre  1  e t  45  31 3  

Timeout_Mu l ti p l i er US INT U ti l i sé  par l e  producteu r et  l e  consommateu r pou r 
l a  tempori sati on  des  connexions.  P l age  va l i de  
compri se  en tre  1  e t  4  

Max_Consumer_Number USINT Val eu r:  1  (Poi n t  à  poi n t) ,  2 -1 5(Mu l ti po i n ts)  

CRC des  paramètres  de  connexion  
(CPCRC)  

UDINT CRC-S4  des  paramètres  de  connexion  ci b l e  dans  
cette  demande  

I D  d e  connexion  de  correcti on  d e  
temps  

UDINT Non  u ti l i sé :  FFFFFFFFhex  

U ti l i sé:  I nstance  de  connexion  de  correcti on  de  
temps: :  I D  de  connexion  

Légende    

 =  Champs  de  segmen t de  sécu ri té  couverts  par l e  CRC des  paramètres  de  connexion  

 

Figure  6  – Format cible  de  réseau  de  sécuri té  

6.3.3.3  Segment de  réseau  de  sécuri té:  format de  routage (01 hex)  

Le  format de  rou tage  est orien té  vers  un  rou teur i n terméd iai re  le  l ong  du  chemin  de  
connexion ,  l orsqu ’ i l  est nécessai re  que  ce  rou teur sache  qu ’ i l  s ’ag i t d ’un  service  Safety 
ForwardOpen .  Actuel l ement,  seu ls  l es  rou teurs  CP  2/3  nécessi ten t que  ce  segment de  réseau  
soi t  orien té  vers  eux.  Le  segment de  réseau  est appl i qué  au  sous-réseau  duquel  l a  demande  
de  connexion  a  été  émise.  Les  segments  de  réseau  de  sécuri té  du  format de  rou tage  
apparaissent un iquement dans  l a  partie  du  chemin  du  Connection_Path  d ’un  service  Safety 
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ForwardOpen .  La  l ongueur de  segment totale  est de  6  mots.  Le  format de  rou tage  de  
segment de  réseau  de  sécuri té  est défin i  dans  le  Tableau  7 .  

Tableau  7  – Format de  routage  de  segment de  réseau  de  sécuri té  

Nom  de  champ Type  de  données  Description  

Réservé  SWORD Réservé,  va l eur =  0  

I D  de  connexion  de  correcti on  
de  temps 

UDINT Non  u ti l i sé :  FFFFFFFFhex  

U ti l i sé :  I nstance  de  connexion  de  correcti on  de  
temps: :  I D  de  connexion  

EPI  de  correcti on  de  temps  UDINT Non  u ti l i sé :  0  

U ti l i sé :  I nstance  de  connexion  de  correcti on  de  
temps: :  EPI   

Paramètres  de  connexion  de  
réseau  de  correcti on  d e  temps  

WORD  Paramètres  de  connexion  de  réseau  pou r l a  
connexion  de  correcti on  de  temps.  Ce  champ 
u ti l i se  l a  même défi n i ti on  que  l e  paramètre  de  
connexion  de  réseau  dans  l ’ ob j et  Gesti onnai re  de  
connexion .   

Non  u ti l i sé :  0  (N u l ) .  

U ti l i sé:  F i xe ,  pri ori té  é l evée,  mu l ti poi n ts  

 

6.3.3.4 Segment de  réseau  de  sécuri té:  Format étendu  (0x02)  

Le  format étendu  est orien té  vers  l a  cib le  de  l a  connexion  et  présenté  dans  le  Tableau  8 .   

Tou tes  l es  connexions  de  sécuri té  EF  doiven t être  établ ies  au  moyen  du  segment de  réseau  
de  sécuri té  de  format étendu  dans  un  service  Forward  Open  (CP 2/2  ou  CP 1 6/3)  ou  
SafetyOpen  (CP 2/3) .  

Tableau  8  – Format étendu  de  segment de  réseau  de  sécuri té  

Nom  de  champ Type  de  
données  

Description  

Réservé  octet Rempl i ssage  

CRC de  con fi gu rati on  (SCCRC)  UDINT CRC-S32  du  segmen t  de  données  de  con fi gu rati on  ci b l e.  

Une  va l eu r d e  0  i nd i que  que  l e  con trôl e  SCID  peu t  être  
om is  

Datati on  de  con fi gu rati on  
(SCTS)  

DATE_AND_TIM
E  

Datati on  de  l a  con fi gu rati on .  Une  va l eu r de  0  i nd i que  
que  l e  con trôle  SCID  peu t  être  om is.  Val eu r de  6  octets  
(Date:  2  octets ,  Heu re :  4  octets)  

EPI  de  correcti on  de  temps  UDINT Non  u ti l i sé :  0  

U ti l i sé:  I n stance  de  connexion  de  correcti on  de  temps: :  
EPI  

Paramètres  de  connexion  de  
réseau  de  correcti on  de  temps  

WORD  Paramètres  de  connexion  de  réseau  pou r l a  connexion  
de  correcti on  de  temps.  Ce  champ  u ti l i se  l a  même  
défi n i ti on  que  l e  paramètre  d e  connexion  de  réseau  dans  
l ’ obj et  Gesti onna i re  de  connexion .   

Non  u ti l i sé :  0  (Nu l ) .  

U ti l i sé:  F i xe ,  pri ori té  é l evée,  mu l ti poi n ts  

Target_UN ID  (TUN ID)  STRUCT de :  

U I NT 

1 0 :  octets  

UN ID  de  l ’ apparei l  ci b l e.  Cette  va l eu r est  u ne  val eu r de  
1 0  octets  consti tuée  de  l ’ i den ti fi an t  de  réseau  de  
sécu ri té  (6  octets)  et  de  l ’ ad resse  de  nœud  (ad resse  de  
4  octets)  

UN ID  du  poin t  d ’ ori g i ne  
(OUN ID)  

STRUCT de :  

U I NT 

1 0 :  octets  

UN ID  de  l ’ apparei l  d 'ori g i ne .  Cette  val eu r est  u ne  va leu r 
de  1 0  octets  consti tuée  de  l ’ i den ti fi an t  de  réseau  de  
sécu ri té  (6  octets)  et  de  l ’ ad resse  de  nœud  (ad resse  de  
4  octets)  
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Nom  de  champ Type  de  
données  

Description  

Ping_I n terval_EPI_Mu l ti p l i er U INT Nombre  qu i  défi n i t  l e  P i ng_Coun t_I n terval  pou r l a  
connexion .  La  p l age  de  val eu rs  va l i de  est  donnée  en  
7 . 7 . 5 . 1 0  

Time_Coord_Msg_M in_Mu l ti p l i e
r 

U INT Pour l ’ i nstance  de  connexion  de  producti on .  P l age  val i de  
compri se  en tre  0  et  7  81 3  

Network_Time_Expectati on_Mu l
ti p l i er 

U INT Pour l ’ i nstance  de  connexion  de  consommati on .  P l age  
va l i de  compri se  en tre  1  et  45  31 3  

Timeout_Mu l ti p l i er US INT U ti l i sé  par l e  producteu r et  l e  consommateu r pou r l a  
tempori sati on  des  connexions.  P lage  val i d e  compri se  
en tre  1  e t  255  pou r H iAvai l ab i l i tyFormat  

Max_Consumer_Number USINT Val eu r:  1  (poi n t  à  poi n t),  2 -1 5(mu l ti poi n ts)  

Max_Fau l t_Number U INT U ti l i sé  par l es  producteu rs  e t  l es  consommateurs  afi n  de  
déterm iner l e  nombre  de  paquets  erronés  pouvant  être  
om is  avan t  q u ’ une  connexion  ne  doi ve  être  fermée.  

P l age  val i de  compri se  en tre  0  et  255b  

Valeu r par défau t  =  5 .  

Une  va l eu r de  0  i nd i que  que  l es  connexions  doiven t être  
fermées  dès  q u ’ une  erreu r est détectée  

CRC des  paramètres  de  
connexion  (CPCRC)  

UDINT CRC-S32  des  paramètres  de  connexion  ci b l e  d ans  cette  
demande  

I Da  de  connexion  de  correcti on  
de  temps  

UDINT Non  u ti l i sé :  0XFFFFFFFF  

U ti l i sé :  I nstance  de  connexion  de  correcti on  de  temps: :  
I D  de  connexion  

Datati on  i n i ti a l ea  U INT U ti l i sé  par l e  consommateu r pou r i n i t i a l i ser 
Last_Time_Stamp_for_Rol l over.  

Rég l age  du  poin t  d ’ ori g i ne  de  consommati on  su r 0xFFFF   

Va l eu r de  remplacement 
i n i ti a l ea  

U INT U ti l i sé  par l e  consommateu r pou r i n i ti a l i ser 
TS_Rol l over_Coun t.  

Rég l age  du  poin t  d ’ ori g i ne  de  consommation  su r 0xFFFF   

a  Ces  champs  NE  son t  PAS  i n cl us  dans  l e  CPCRC.  

b  Voi r 8 . 8 . 3  pou r l es  règ l es  et  restri cti ons  en  mati ère  de  confi gu rati on  du  poi n t  d ’ ori g i ne.   

 

6.3.4 Règles  du  point  d ’orig ine  pour le  calcu l  du  CRC  de  paramètre  de  connexion  

Le  CRC de  paramètre  de  connexion  (CPCRC)  est ca lcu lé  un iquement l ors  de  la  première  
configuration  d ’une  connexion  ou  lors  de  l a  mod i fication  de  cette  configuration .  Dans  l es  
au tres  cas,  cette  valeur reste  statique  dans  l e  poin t d ’orig ine.   

La  ta i l le  du  chemin  de  connexion  dans  le  service  SafetyOpen  change  de  valeur selon  qu ’un  
poin t d ’orig ine  envoie  ou  non  des  données  de  configuration .  Dans  l a  mesure  où  ce  champ est 
i nclus  dans  l e  calcu l  du  CPCRC,  i l  est  nécessai re  que  l es  poin ts  d ’orig ine  calcu len t et 
conservent deux valeurs  l orsqu ’ i l s  prennent en  charge  l a  fonction  de  configuration  
SafetyOpen .  Une  valeur permet de  configurer un  apparei l  tou t en  ouvran t l a  connexion ,  l ’ au tre  
valeur permettan t l ’ouverture  strictement d i te  de  la  connexion  (aucune  donnée  de  
configuration  n ’est i ncluse).   

La  ta i l l e  du  chemin  doi t  également être  «préajustée»  afin  de  supprimer les  en trées  de  chemin  
«dépou i l l ées»  par l es  rou teurs  au  moment où  l e  service  Safety ForwardOpen  transi te  par 
chaque  sous-réseau .  L ’exigence  qu i  s ’appl ique  impose  que  l e  poin t d ’orig ine  soi t  chargé  de  
calcu ler l a  va leur CPCRC sur l a  base  de  l ’ état réel  du  service  SafetyOpen  ou  ForwardOpen  
au  moment où  l a  cib le  le  reçoi t,  de  sorte  que  cette  dern ière  pu isse  effectuer un  calcu l  s imple  
dans  tous  l es  cas.  
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6.3.5  Organigrammes  de  trai tement de  SafetyOpen  

Les  organ igrammes  su ivan ts  présenten t l e  comportement exigé  d ’une  cib le  à  réception  d ’un  
service  SafetyOpen :  

a)  Véri fier l e  CRC de  paramètre  de  connexion .  Comme l e  représente  l a  F igure  6 ,  l e  CRC de  
paramètre  de  connexion  couvre  l es  champs  SafetyOpen  u ti l i sés  par l a  cib le.  Les  rou teurs  
d isposés  le  l ong  du  chemin  ne  doivent pas  mod i fier ces  champs;  

b)  La  cible  véri fie  l ’ adaptation  du  segment de  clé  électron ique  (voi r 6 . 3 .7);  

c)  Selon  le  type  de  connexion  de  sécuri té,  l a  l og ique  défin ie  à  l a  F igure  7  ou  à  l a  F igure  8  
doi t  être  observée.  
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Anglais  Français  

ForwardOpen  wi th  no  confi gurati on  d ata  ForwardOpen  sans  données  de  con fi gu rati on  

TUN ID  match?  TUN ID  adapté?  

No  Non  

Yes  Ou i  

SCID  match?  SCID  adapté?  

IEC  

TUNID
Match?

Yes

SCID
Match?

SUCCESS
Connection  Opened

ForwardOpen iwth  No configuration  data
(Type 2 SafetyOpen)

SafetyOpen(TUNID,  SCID,  OUNID)

OCPUNID
=

OUNID

FAILURE

Valid
OCPUNID?

No
Set

OCPUNID=OUNID

Output
Device?

Yes

Yes

No

Yes

No

Yes

Key:

UNID = Unique Network Identifier TUNID = Target's Unique Network Identifier
SCID = Target's Safety Configuration  ID OUNID = Originator's Unique Network Identifier
OCP = Output Connection  Point OCPUNID = Output Connection  Owning UNID
CFUNID = Configuration  Owning UNID

SCID = 0?

No

Yes

No

No
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Anglais  Français  

Outpu t  devi ce  Apparei l  d e  sorti e  

Va l i d  OCPUND?  OCPUN ID  va l i de?  

Set Rég l er 

SUCCESS  Connecti on  Opened  RÉUSSITE  Connexion  Ouverte  

FAI LURE  ÉCHEC 

Key Légende  

UN ID  un i que  network i den ti fi er i d en ti fi an t  de  réseau  un i que  

SCID  target's  safety confi gu rati on  I D  I D  d e  confi gu rati on  de  sécu ri té  de  l a  ci b l e  

OCP  ou tpu t  connecti on  poi n t  po i n t  de  connexion  de  sorti e  

CFUN ID  con fi gu rati on  own i ng  UN ID  UN ID  de  propriéta i re  de  l a  confi gu rati on  

TUN ID  target's  un i que  network i d en ti fi er i den ti fi an t  de  réseau  un i que  de  l a  ci b l e  

OUN ID  ori g i nator's  un i que  network i d en ti fi er i d en ti fi an t  de  réseau  un i que  du  poi n t  d 'ori g i ne  

OCPUN ID  ou tpu t  connecti on  own i ng  UN ID  UN ID  de  propriéta i re  de  l a  connexion  de  sortie  

Figure  7  – Service  SafetyOpen  de  trai tement de  cible  sans  données  
de  configuration  (SafetyOpen  de  forme 2)  
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Anglais  Français  

ForwardOpen  wi th  con fi gu rati on  d ata  ForwardOpen  avec données  de  con fi gu rati on  

CPCRC Correct?  CPCRC correct?  

IEC  

TUNID
Match?

Config  Data 
Included?

SUCCESS
Connection  Opened

ForwardOpen with  configuration  data
(Type 1  SafetyOpen)

SafetyOpen(TUNID,  TConfig,  SCID,  OUNID)

OCPUNID
=

OUNID

FAILURE

Valid
OCPUNID?

No
Set

OCPUNID=OUNID

Output
Device

Yes

Yes

Yes

 CFUNID == 0?

CFUNID
=

OUNID

Reconfigure 
Device

Save SCID

Set
CFUNID=OUNID

Yes

Key:

UNID = Unique Network Identifier TUNID = Target's Unique Network Identifier
CPCRC = Connection  Parameter CRC SCID = Target's Safety Configuration  ID
SCCRC= CRC portion  of the SCID OUNID = Originator's Unique Network Identifier
OCPUNID = Output Connection  Owning UNID CFUNID = Configuration  Owning UNID

CPCRC 
Correct?

No

Yes

No

No

Electronic 
Key Match?

Yes

Yes

No

No

Yes

No

SCCRC
Correct?

Valid  
Connection
Params?

No

Yes

No

Yes

No

No
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Anglais  Français  

TUN ID  Match?  TUN ID  adapté?  

No  Non  

Yes  Ou i  

E l ectron ic key match?  Cl é  é l ectron i que  adaptée?  

Va l i d  connecti on  params?  Paramètres  de  connexion  val i des   

Con fi g  data  i ncl uded?  Données  de  con fi g  i ncl uses?  

SCCRC Correct?  SCCRC correct?  

Set Rég l er 

Ou tpu t  devi ce  Apparei l  d e  sorti e  

Reconfi gu re  device  save  SCID  Reconfi gu rer SCID  de  sécu ri té  d ’ apparei l  

Va l i d  OCPUN ID?  OCPUN ID  va l i de?  

SUCCESS  connection  opened  RÉUSSITE  connexion  ouverte  

FAI LURE  ÉCHEC 

Key Légende  

UN ID  un i que  network i d en ti fi er i den ti fi an t  de  réseau  un i que  

SCID  target's  safety confi gu rati on  I D  I D  de  confi gu rati on  de  sécu ri té  de  l a  ci b l e  

CPCRC connecti on  parameter CRC  CRC de  paramètre  de  connexion  

CFUN ID  con fi gu rati on  own i ng  UN ID  UN ID  de  propriéta i re  d e  l a  confi gu rati on  

TUN ID  target's  u n i que  network i den ti fi er i den ti fi an t  de  réseau  un i que  de  l a  ci b l e  

OCPUN ID  ou tpu t  connecti on  own i ng  UN ID  UN ID  de  propriéta i re  d e  l a  connexion  de  sorti e  

SCCRC CRC porti on  of the  SCID  parti e  CRC de  SCID  

OUN ID  ori g i nator's  un i que  network i d en ti fi er i den ti fi an t  de  réseau  un i que  du  poi n t  d 'ori g i ne  

Figure  8  – Service  SafetyOpen  de  trai tement de  cible  avec données  
de  configuration  (SafetyOpen  de  forme 1 )  

Les  poin ts  d ’orig ine  de  sécuri té  qu i  ne  prennent en  charge  aucun  au tre  moyen  permettan t de  
déterminer le  format de  connexion ,  peuvent mettre  en  œuvre  l a  l og ique  représentée  à  l a  
F igure  9  afin  de  déterminer l e  format de  man ière  dynamique.  
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Anglai s  Français  

Orig i nate  SafetyOpen  SafetyOpen  de  po in t  d 'ori g i ne  

Con fi g  change  i s  any time  the  RPI ,  Path ,  
E l ectron ic  Key,  or Format Type  i s  changed  

Mod i fi cati on  de  confi gu rati on  à  chaque  
mod i fi cati on  de  RPI ,  de  chem in ,  de  cl é  
é l ectron i que  ou  d e  type  de  format 

1 s t  SafetyOpen  s i nce  Confi gChange?  1 er SafetyOpen  en  foncti on  de  l a  mod i fi cati on  de  
con fi gu rati on?  

Yes  Ou i  

Format Type  attri bu te  Attri bu t d e  type  de  format 

Au to  Au to  

Format s tatus   É tat  d e  format  

New Nouveau  

Old  or new Ancien  ou  nouveau  

Format type  Type  de  format 

No  Non  

Format s tatus  a ttri bu te?  Attri bu t d 'é tat  de  format?  

O ld  Ancien  

New or au to  Nouveau  ou  au to  

Send  SafetyOpen  (new format)  Envoi  de  SafetyOpen  (nouveau  format)  

IEC  

Originate 
Safety Open

Send Safety Open
(New  Format)

Format Status 
attribute?

New  or Auto

Send Safety Open
(Old   Format)

Success / Error
Success/Error

Old

Format Status
 =  New

Format Status
= Old

Format Type 
attribute?

Error code ==
0x205,  0x802 

or 0x803

Exit Success

Exit Fai lureNo

New

Auto

Success

Error

Error

Success

Yes

No

1 st  
Safety Open 
since Config
 Change ?

Format Status =
Format Type

Yes

Config  Change is any time the RPI ,  Path,  
Electronic Key,  or Format Type is changed

Format Type 
attribute?

Old  or New

Auto
Format Status

= New

Format Status
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Anglai s  Français  

(Ol d  format)  (Ancien  format)  

Success  Réuss i te  

Error Erreu r 

Error code  … . or Code  d 'erreu r … .  ou  

Con fl i ct  Con fl i t  

Exi t  fa i l u re  Échec en  sorti e  

Exi t  success  Réuss i te  en  sorti e  

Figure  9  – Logique  du  point  d ’orig ine  permettant de  déterminer le  format à  u ti l i ser 

6.3.6  Contrôles  exigés  par les  producteurs  multipoints  avec les  connexions  
existantes  

I l  est  vi s iblement possib le  que  l es  paramètres  de  sécuri té  u ti l i sés  dans  un  service  
ForwardOpen  ou  SafetyOpen  de  d ivers  poin ts  d ’orig ine  de  consommation  ne  soien t pas  
tou jours  i den tiques.  Un  ensemble  cohéren t de  règ les  doi t  permettre  de  déterminer la  méthode  
d ’évaluation  de  ces  paramètres  par une  cib le  de  production  mu l tipoin ts ,  l orsque  l esd i ts  
paramètres  son t en  contrad iction  avec d ’au tres  connexions  de  consommation  déjà  établ ies.  
Le  Tableau  9  défin i t  l es  règ les  d ’évaluation  des  paramètres  de  production  mu l tipoin ts .  

Tableau  9  – Règles  d ’évaluation  des  paramètres  de  production  mu ltipoints  

Paramètre  de  sécuri té  Règ le  d ’ évaluation  de  production  
s i  l a  connexion  existe  

Réponse  d 'erreur a  

( l e  cas  échéant)  

Générale  Étendue  

Ping_I n terval  EPI  Mu l ti p l i er Doi t  correspond re  au  P . I . E .M .  
exi stan t 

01 hex  

00hex  

0801 hex  

001 2hex  

Mu l ti p l i cateu r m i n imal  de  messages  de  
coord i nati on  temporel l e  

Accepte  n ' importe  l equel  (peuven t 
ê tre  tous  d i fféren ts)  

N /A 

Mu l ti p l i cateu r de  dé la i  d u  réseau  Accepte  n ' importe  l equel  (peuven t 
ê tre  tous  d i fféren ts)  

N /A 

Timeout_Mu l ti p l i er Accepte  n ' importe  l equel  (peuven t 
ê tre  tous  d i fféren ts)  

N /A 

Max_Consumer_Number Doi t  s ’ adapter au  
Max_Consumer_Number existan t   

00hex  

0 1 hex  

0801 hex  

002Ahex  

RPI  T-à-O,  RPI  O-à-T  et  RPI  de  correcti on  
de  temps  

Doi t  s ’ adapter aux RPI  d e  connexion  
exi stan ts  

01 hex  0 1 1 1 hex  

Type  de  segmen t de  réseau  Doi t  s ’ adapter au  format  de  
connexion  exi stan t  b  

0x01  0x803  

Max_Fau l t_Number Accepte  n ' importe  l equel  (peuven t 
être  tous  d i fféren ts)  

N /A 

a  Une  au tre  connexion  peu t  égalemen t être  ouverte  en  l i eu  et  p l ace  de  l a  transmissi on  d ’ une  réponse  d 'erreu r,  
au  choi x du  dével oppeu r d ’ appare i l s .   

b  Les  demandes  de  connexion  u l téri eu res  formu lées  su r une  connexion  mu l ti poi n ts  exi stan te  doi ven t  tou tes  
avoi r l e  même  format  que  l a  connexion  exi stan te  

 

6.3.7  U ti l isation  de  la  clé  électron ique  de  sécuri té  

Les  poin ts  d ’orig ine  et  cib les  de  sécuri té  doivent satisfai re  aux exigences  su ivan tes  
d ’u ti l i sation  du  segment Clé  é lectron ique  dans  un  service  SafetyOpen .    

Ce  segment doi t  être  présent dans  tou tes  les  demandes  de  service  SafetyOpen  ou  Safety 
ForwardOpen .  
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La  clé  é lectron ique  doi t tou jours  être  trai tée  par l es  apparei l s  cibles  avec in tégri té  (ne  peu t 
être  confi rmée  de  man ière  externe).   

Le  b i t  de  compatib i l i té  et  l e  comportement de  l a  clé  é lectron ique  doivent être  pris  en  charge  
par l es  poin ts  d ’orig ine  et  cib les  de  sécuri té,  te l  que  défin i .  Les  caractères  de  remplacement 
(champs  rég lés  sur 0)  pour chaque  champ in terne  de  la  clé  é lectron ique  ne  doiven t pas  être  
pris  en  charge.  

6.3.8  RPI  en  fonction  d ’API  dans  les  connexions  de  sécuri té  

Les  apparei l s  de  sécuri té  n ’on t pas  l a  capaci té  de  négocier l a  valeur RPI .  Les  cib les  de  
sécuri té  accepten t l e  RPI  demandé dans  la  mesure  où  i l  peu t être  pri s  en  charge,  ou  le  
rejetten t dans  son  i n tégral i té.  La  to lérance  relative  à  une  demande  RPI  acceptable  doi t  être  
de  ±  1 28  µs.   

Les  i n terval les  API  T-à-O,  O-à-T et de  correction  de  temps  dans  une  réponse  satisfaisante  
doivent tou jours  avoi r l a  même valeur que  l e  service  SafetyOpen  reçoi t.  

6.3.9  Élaboration  du  chemin  d ’appl ication  de  sécuri té  

L’ IEC 61 1 58-6-2  défin i t  une  méthode  d ’é laboration  d ’un  chemin  d ’appl ication  dans  un  service  
SafetyOpen  pour l es  3  références  su ivan tes:  une  méthode  pour configuration ,  une  méthode  
pour les  données  consommées  et une  méthode  pour l es  données  produ i tes.  

Les  types  de  chemin  possib les  son t i den ti fiés  comme su i t:  

A.  -  [Classe]  [Ensemble]  [I nstance]  [Configuration- instance]  

B.  -  [Classe]  [Ensemble]  [I nstance]  [Producteur-instance]  

C.  -  [Classe]  [Ensemble]  [I nstance]  [Consommateur-instance]  

D.  -  [Classe]  [Ensemble]  [I nstance]  [I nstance  NULLE  défin ie  par l ’ apparei l ) ]  

E .  -  [CNP]  [CNP consommateur]  

F.  -  [CNP]  [CNP producteur]  

G .  -  [CNP]  [CNP NUL défin i  par l ’ apparei l ]  

Lorsque  l a  classe  de  référence  des  3  chemins  est i den tique,  l eur format est souvent 
comprimé:  (CNP désigne  le  Poin t de  connexion).  

[Class]  [Class  #]  [I nstance]  [# I nstance]  [CNP]  [CNP Consommateur]  [CNP]  [CNP Producteur]  

Dans  l a  mesure  où  la  classe  de  référence  des  trois  chemins  doi t  être  i den tique,  une  valeur 
i nstance  NULLE  doi t être  réservée  dans  cette  classe  (par les  développeurs  d ’apparei ls)  afin  
d ’u ti l i ser l e  format comprimé  de  sécuri té.  La  valeur NULLE  est u ti l i sée  pour la  partie  du  
chemin  de  référence  de  l a  connexion  de  coord ination  temporel le  et de  la  connexion  de  
configuration  (dans  les  poin ts  d ’orig ine  de  non-configuration ).  Lorsque  l a  pratique  ne  permet 
pas  l ’ u ti l i sation  d ’une  référence  de  classe  commune,  l a  forme  longue  doi t  être  u ti l i sée.   

Les  règ les  su ivan tes  s ’appl iquent à  l ’ é laboration  du  chemin  SafetyOpen :  

•  tous  l es  apparei l s  doivent au  m in imum  prendre  en  charge  la  forme  longue;  

•  u n  chemin  Nu l  ou  un  poin t de  connexion  Nu l  doi t permettre  de  représenter l a  connexion  de  
coord ination  temporel le ;  

•  u n  chemin  Nu l  ou  un  poin t de  connexion  Nu l  doi t  être  u ti l i sé  pour l e  chemin  de  
configuration  l orsqu ’aucune  donnée  de  configuration  ne  peu t être  transmise  sur l a  
connexion ;   
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•  l es  poin ts  d ’orig ine  doiven t tou jours  transmettre  un  chemin  de  configuration  val ide  su r 
tou tes  l es  connexions  qu i  peuvent accepter un  service  SafetyOpen  de  forme  1 ,  et  ce,  
même en  l ’ absence  de  tou te  donnée  de  configuration  (c’est-à-d i re  forme 2a).  

Le  chemin  ou  l e  poin t de  connexion  «Nu l»  u ti l i sé  doi t  re lever du  choix du  modu le.  La  méthode  
qu i  permet d ’effectuer ce  choix dans  un  fich ier EDS  u ti l i se  le  champ «Chemin  de  données»  
dans  la  section  Gestionnai re  de  connexion .  Les  apparei l s  configurés  au  moyen  d ’un  applet de  
configuration  doiven t également fourn i r ce  chemin .   

Les  concepteurs  d ’apparei ls  de  sécuri té  peuvent chois i r l e  format de  chemin  à  spéci fier dans  
l eurs  fich iers  EDS,  parmi  l es  options  su ivan tes.  Les  combinaisons  de  trois  chemins  possib les  
pour l es  services  SafetyOpen  des  formes  1 ,  2a  u ti l i sés  sur l es  connexions,  qu i  accepten t l es  
données  de  configuration ,  son t l es  su ivan tes:   

•  [A,  D ,  B]  pour l es  connexions  d ’en trée;  

•  format comprimé  [A,  G ,  F]  pour l es  connexions  d ’en trée;  

•  [À,  C,  D ]  pour l es  connexions  de  sortie;  

•  format comprimé  [A,  E ,  G ]  pour les  connexions  de  sortie .  

Les  combinaisons  de  trois  chemins  possib les  pour l es  services  SafetyOpen  des  formes  2a,  2b  
u ti l i sés  sur l es  connexions,  qu i  n ’accepten t pas  les  données  de  configuration ,  son t l es  
su ivan tes:  

•  [D ,  D ,  B ]  pour l es  connexions  d ’en trée;  

•  format comprimé  [D,  G ,  F]  pour l es  connexions  d ’en trée;  

•  [D ,  C,  D ]  pour l es  connexions  de  sortie ;  

•  format comprimé  [D,  E ,  G ]  pour l es  connexions  de  sortie .  

6.3.1 0  Types  de  connexion  de  l ’objet de  val idation  de  sécuri té  

La  fonction  Objet de  val idation  de  sécuri té,  se lon  l e  type  de  connexion  de  sécuri té  prévu  dans  
l e  service  SafetyOpen ,  exige  tou jours  en tre  2  et  3  ressources  de  connexion .  Le  service  
SafetyOpen  comporte  l es  i n formations  de  connexion  qu i  permetten t à  une  cib le  d ’établ i r ces  
connexions  de  man ière  appropriée.  Le  présent paragraphe  6 . 3 . 1 0  i nd ique  de  quel l e  man ière  
sont déterminés  les  types  de  connexion ,  a insi  que  l a  man ière  don t l e  service  SafetyOpen  doi t  
être  rempl i .    

Une  hypothèse  de  base  repose  su r l e  fa i t  que  l es  connexions  pour les  messages  de  
coord ination  et de  correction  de  temps  n ’exigen t aucune  en trée  de  chemin ,  dans  la  mesure  où  
e l l es  comporten t un  chemin  impl ici te  d ’accès  à  l ’Objet de  val idati on  de  sécuri té  qu i  coordonne  
l a  connexion  de  sécuri té.  Les  d ivers  scénarios  de  connexion  sont décri ts  dans  l ’Objet de  
val idation  en  6 . 7.  

La  fonction  Objet de  val idation  de  sécuri té  peu t déterminer le  type  de  ressources  de  
connexion  exigé  en  observant l e  paramètre  du  service  SafetyOpen .  Les  d ivers  paramètres  de  
service  SafetyOpen ,  a insi  que  l es  paramètres  clés  don t a  besoin  l a  fonction  de  sécuri té  pour 
déterminer l es  types  de  connexions  son t défin is  dans  l e  Tableau  1 0 .  Les  i nstances  d ’objet de  
connexion  peuvent ne  pas  être  d i spon ibles  en  ra ison  de  l a  capaci té  ou  des  l im i tes  de  
l ’ i denti fian t de  cib le;  i l  peu t par a i l l eurs  n 'y avoi r aucun  i den ti fian t de  connexion  qu i  ne  soi t 
pas  attribué.  L ’apparei l  peu t également ne  pas  avoi r l a  capaci té  nécessai re  au  trai tement de  
l a  connexion  supplémentai re;  etc.  Les  objets  Connexion  de  sécuri té  exigen t des  ressources  
s im i la i res  aux connexions  E/S  standard .  
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Tableau  1 0  – Options  de  paramétrage  du  service  ForwardOpen  
pour les  connexions  de  sécuri té  

Type  de  
conne-
xion  O-à-

T  

Type  de  
conne-
xion  T-à-

O  

Type  de  
transport/  
d écl en -
cheu r 

Chem in  
d ’ appl i ca-
ti on  1  

Chem in  
d ’ appl i ca-
ti on  2 a  

Chem in  
d ’ appl i ca-
ti on  3 a  

N ombre  
maximal  
d e  

consom  
mateurs  

Type  de  
connexion  de  
l ’ ob j et  d e  

va l i dati on  de  
sécuri té  

Facteurs  
de  

d éci s i on  
c l és  

Rôle  c i b l e  

Poi n t  à  
po i n t  

Po in t  à  
po i n t  

App l i ca t i on ,  
c l asse  0 ,  
c l i en t  

Chem i n  
N u l  d éfi n i  
pa r l e  
fou rn i sseu r 
b  

Chem i n  
N u l  d é fi n i  
par l e  
fou rn i sseu r 

Ob j et  
d ’ app l i ca -
t i on  d ’ en trée  
d e  sécu ri té  

1  Po i n t  à  po i n t  

P rodu cteu r 
(En trée )  

2 -po i n t  à  
po i n t  +  
C l i en t  

Con nexi on  d e  
p rodu cti on :  

Don nées  d e  
sécu ri té  

Con nexi on  d e  
consommation :  

Coord i na ti on   

Po i n t  à  
po i n t  

Po in t  à  
po i n t  

App l i ca t i on ,  
c l asse  0 ,  
se rveu r  

Chem i n  
N u l  d éfi n i  
pa r l e  
fou rn i sseu r  

Ob je t  
d ’ app l i ca -
t i on  d e  
sort i e  d e  
sécu ri té  

Chem in  Nu l  
d éfi n i  pa r l e  
fou rn i sseu r  

1  Poi n t  à  po i n t  

Con sommateu r 
(Sort i e )  

2 -po i n t  à  
po i n t  +  
Serveu r 

Con nexi on  d e  
con sommation :  

Don nées  d e  
sécu ri té  

Con nexi on  d e  
p roducti on :  

Coord i n a ti on  

Po i n t  à  
po i n t  

Mu l ti po i n ts  App l i ca t i on ,  
c l asse  0 ,  
c l i en t  

Chem i n  
N u l  d éfi n i  
pa r l e  
fou rn i sseu r  

Chem i n  
N u l  d éfi n i  
par l e  
fou rn i sseu r  

Objet  
d ’ app l i ca t i on  
d ’ en trée  d e  
sécu ri té   

2 -1 5  Produ cteu r 
mu l t i po i n ts  

CP  2 /3  

2  –
Mu l t i po i n ts  
+  1  po i n t  à  
po i n t  +  
C l i en t  

Con nexi on  d e  
p roducti on :  

Don nées  d e  
sécu ri té  

Con nexi on  d e  
p roducti on :  

Correct i on  

Con nexi on  d e  
con sommation :  
coord i na t i on  

Po i n t  à  
po i n t  

Mu l ti po i n ts   App l i ca t i on ,  
C l asse  0 ,  
C l i en t  

Chem i n  
N u l  d éfi n i  
pa r l e  
fou rn i sseu r  

Chem i n  
N u l  d éfi n i  
par l e  
fou rn i sseu r  

Objet  
d ’ app l i ca t i on  
d ’ en trée  d e  
sécu ri té  

2 -1 5  Produ cteu r 
mu l t i po i n ts  

CP  2 /2  

1  –
Mu l t i po i n ts  
+  1  po i n t  à  
po i n t  +  
C l i en t  

Con nexi on  d e  
p roducti on :  

Don nées  d e  
sécu ri té  +  
correct i on  

Con nexi on  d e  
con sommation :  

coord i na t i on  

Mu l t i po i n ts   Po in t  à  
po i n t  

App l i ca t i on ,  
C l asse  0 ,  
se rveu r  

Chem i n  
N u l  d éfi n i  
pa r l e  
fou rn i sseu r  

Ob je t  
d ’ app l i ca -
t i on  d e  
sort i e  d e  
sécu ri té  

Chem in  Nu l  
d éfi n i  pa r l e  
fou rn i sseu r  

2 -1 5  Consomma-
teu r 
mu l t i po i n ts  

CP  2 /3  

2  –
Mu l t i po i n ts  
+  1  po i n t  à  
po i n t  +  
Serveu r 

Con nexi on  d e  
con sommation :  

Don nées  d e  
sécu ri té  

Con nexi on  d e  
con sommation :  

Correct i on  

Con nexi on  d e  
p roducti on :  
coord i na t i on  

Mu l t i po i n ts  Po i n t  à  
po i n t  

App l i ca t i on ,  
C l asse  0 ,  
se rveu r 

Chem i n  
N u l  d éfi n i  
pa r l e  
fou rn i sseu r 

Ob je t  
d ’ app l i ca -
t i on  d e  
sort i e  d e  
sécu ri té  

Chem in  N u l  
d éfi n i  pa r l e  
fou rn i sseu r 

2 -1 5  Con somma-
teu r 
mu l t i po i n ts  

CP  2 /2  

1  –
Mu l t i po i n ts  
+  1  po i n t  à  
po i n t  +  
Serveu r 

Con nexi on  d e  
con sommation :  

Don nées  d e  
sécu ri té  +  
correct i on  

Con nexi on  d e  
p roducti on :  
coord i na t i on  

a  En trée  e t  sorti e  par rapport  au  réseau .  

b  Les  appare i l s  con fi gu rab les  vi a  EDS  d o i ven t  d éfi n i r  u n  chem in  N u l  d ’ app l i ca t i on  d ans  l e  fi ch i e r EDS .  

 

Le  Tableau  1 1   défin i t  l es  paramètres  de  connexion  de  réseau  à  u ti l i ser pour l ’ensemble  des  
trois  connexions  associées  à  chaque  type  de  connexion  de  sécuri té.  
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Tableau  1 1  – Paramètres  de  connexion  de  réseau  pour les  connexions  de  sécuri té  

Type  de  cible  Paramètre  de  connexion  
de  réseau  

Valeur de  
paramètre  
correcte  

Description  

Producteu r poin t  à  
po i n t  

O-à-T  4406  hex  Pri ori té  é l evée  poi n t  à  po i n t,  fi xe  

T-à-O  4408  hex  Pri ori té  é l evée  poi n t  à  po i n t,  fi xe  

Correcti on  de  temps  0000  hex  N on  u ti l i sé  

Producteu r poin t  à  
po i n t  

O-à-T  4408  hex  Pri ori té  é l evée  poi n t  à  po i n t,  fi xe  

T-à-O  4406  hex  Pri ori té  é l evée  poi n t  à  po i n t,  fi xe  

Correcti on  de  temps  0000  hex  N on  u ti l i sé  

Producteu r 
mu l ti po in ts  

O-à-T  4406  hex  Pri ori té  é l evée  poi n t  à  po i n t,  fi xe  

T-à-O  240E  hex  Pri ori té  é l evée,  mu l ti poi n ts ,  fi xe  

Correcti on  de  temps  2406  hex  Pri ori té  é l evée  mu l ti poi n ts ,  fi xe  

 

Les  réponses  SafetyOpen  satisfaisan tes  doiven t renvoyer les  i den ti fian ts  de  connexion  
u ti l i sés,  a insi  que  le  Consumer_Number attribué  au  poin t d ’orig ine  (tou jours  FFFFhex pour les  
connexions  poin t à  poin t) .   

6.3.1 1  Données  de  réponse  d ’appl ication  dans  une  réponse  SafetyOpen  satisfaisante  

Le  format d ’une  réponse  SafetyOpen  satisfaisante  est i den tique  à  celu i  de  la  
Forward_Open_Reply défin i  dans  l ’ I EC  61 1 58-6-2.  La  transmission  des  données  en  retour est 
défin ie  dans  l e  Tableau  1 2 .  

La  cible  d ’une  fonction  SafetyOpen  doi t  renvoyer l es  données,  défin ies  du  Tableau  1 2  au  
Tableau  1 5  dans  l e  champ Réponse  d ’appl ication  de  l a  réponse  SafetyOpen .  Le  nombre  de  
consommateurs  et  l es  données  de  réponse  PID  son t importan ts  un iquement l orsque  l e  poin t 
d ’orig ine  est l e  consommateur.  

Tableau  1 2  – Réponse  d ’appl ication  de  cible  de  sécuri té  CP  2/3  (tai l le:  1 0  octets)  

Nom  de  paramètre  Type  de  données  Description  

Consumer_Number U INT  

P I D/CID  STRUCT de:  I den ti fi an t  de  ci b l e  permettan t de  générer 
une  va leu r d e  départ  P I D  ou  CID  

  I d  d u  fou rn i sseur de  ci b l e  U INT I d  d u  fou rn i sseur de  ci b l e  

  N uméro  de  séri e  d e  l ’ apparei l  d e  ci b l e  UDINT Numéro  de  série  de  l ’ apparei l  d e  ci b l e  

  N uméro  de  séri e  de  connexion  de  ci b l e   U I NT Numéro  de  série  de  connexion  de  ci b l e  
attri bué  à  l a  connexion .  L ’ i den ti fi an t  i nstance  
de  l ’Objet  d e  va l i dati on  d e  sécu ri té  do i t  ê tre  
u ti l i sé  

 

Lorsque  l a  cib le  d ’une  connexion  u ti l i se  le  format étendu  avec l es  l ia isons  CP 2/2  ou  CP  1 6/3,  
e l l e  doi t  u ti l i ser l a  réponse  d ’appl ication  de  cib le  SafetyOpen  EF  de  1 4  octets  défin ie  dans  l e  
Tableau  1 3.   
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Tableau  1 3  – Réponse  d ’appl ication  de  cible  de  sécuri té  CP  2/3  EF  (tai l le:  1 4  octets)  

Nom  de  paramètre  a  Type  de  données  Description  

Consumer_Number U I NT  

P ID/CID  STRUCT de:  I den ti fi an t  d e  ci b l e  permettan t de  générer u ne  
val eu r de  départ  P ID  ou  CID  

  I d  d u  fou rn i sseu r d e  ci b l e  U I NT I d  d u  fou rn i sseur de  ci b l e   

  N uméro  de  séri e  de  l ’ apparei l  d e  
ci b l e  

UDINT Numéro  de  série  de  l ’ apparei l  d e  ci b l e  

  N uméro  de  séri e  d e  l a  connexion  de  
ci b l e  

U I NT Numéro  de  série  de  l a  connexion  de  ci b l e  
attri bué  à  l a  connexion .  I l  convien t  d ’ u ti l i ser 
l ’ i den ti fi an t i n stance  de  l ’Obj et  de  val i dati on  de  
sécu ri té   

Datati on  i n i ti a l e  b  U I NT U ti l i sé  par l e  consommateur pou r i n i ti a l i ser 
Last_Time_Stamp_for_Rol l over 

Val eu r de  remplacement i n i ti a le  b  U I NT U ti l i sé  par l e  consommateu r pou r i n i ti a l i ser 
TS_Rol l over_Coun t 

a  Ces  champs  son t  tou j ou rs  présents  d ans  l e  champ  Réponse  d ’ appl i cation .  Lorsqu ’une  ci b l e  de  sécu ri té  CP  
2 /3  reçoi t  u ne  foncti on  SafetyOpen  q u i  n ’ est  pas  mu l ti poin ts  (aucune  connexion  de  correcti on  de  temps  
n ’ é tan t  a i ns i  étab l i e) ,  l e  paramètre  Time_Correcti on_Connecti on_ID  doi t  être  rég l é  su r FFFF hex.  S i  l a  ci b l e  
n ’ est  pas  un  producteu r mu l ti poi n ts ,  l e  nombre  de  consommateu rs  est  rég lé  su r FFFFhex.  

b  I l  convi en t q ue  l es  ci b l es  de  consommati on  renvoien t l es  valeu rs  reçues  dans  l a  foncti on  SafetyOpen   

 

Tableau  1 4  – Réponse  d ’appl ication  de  cible  SafetyOpen  (tai l le:  1 8  octets)  

Nom  de  paramètre  a  Type  de  données  Description  

Consumer_Number U INT  

P ID/CID  STRUCT de:  I den ti fi an t  de  ci b l e  permettan t de  générer une  
val eu r de  d épart  P ID  ou  CID   

  I d  d u  fou rn i sseur de  ci b l e  U INT I d  d u  fou rn isseu r d e  ci b l e   

  N uméro  de  séri e  de  l ’ apparei l  d e  
ci b l e  

UDINT Numéro  de  série  de  l ’ apparei l  d e  ci b l e   

  N uméro  de  séri e  de  l a  connexion  de  
ci b l e  

U INT Numéro  de  série  de  l a  connexion  de  ci b l e  
a ttri bué  à  l a  connexion .  L ’ i den ti fi an t  i nstance  de  
l ’Obj et de  va l i dati on  de  sécu ri té  do i t  être  u ti l i sé  

Time_Correction_Connecti on_ID  UDINT I den ti fi an t  de  connexion  choi s i  par l a  ci b l e  pou r 
l a  connexion  de  correcti on  de  temps.  La  val eu r 
est  retou rnée  s i  e l l e  est  cho i s ie  par l e  po i n t  
d ’ ori g i ne   

Time_Correction_API  UDINT Renvoie  l a  même  va leu r reçue  dans  l e  paquet  
Demande.   

a  Ces  champs  son t  tou j ou rs  présents  d ans  l e  champ  Réponse  d ’ appl i cati on .  Lorsqu ’ une  ci b l e  de  sécu ri té  CP  
2 /3  reçoi t  u ne  foncti on  SafetyOpen  qu i  n ’ est  pas  mu l ti poi n ts  (aucune  connexion  de  correcti on  de  temps  n ’ est 
a i ns i  é tabl i e) ,  l e  paramètre  Time_Correcti on_Connecti on_ID  doi t  ê tre  rég lé  su r FFFFhex.  S i  l a  ci b l e  n ’ est pas  
u n  producteu r mu l ti poi n ts ,  l e  nombre  de  consommateurs  est  rég l é  su r FFFFhex.   

 

Lorsque  la  cib le  d ’une  connexion  u ti l i se  l e  format étendu  sur l e  CP  2/3,  e l l e  doi t  u ti l i ser l a  
réponse  d ’appl ication  de  cib le  SafetyOpen  EF  de  22  octets  défin ie  dans  l e  Tableau  1 5.  
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Tableau  1 5  – Réponse  d ’appl ication  de  cible  SafetyOpen  EF  (tai l le:  22  octets)  

Nom  de  paramètre  a  Type  de  données  Description  

Consumer_Number U INT  

P ID/CID  STRUCT de:  I den ti fi an t  de  ci b l e  u ti l i sé  pou r générer u ne  
va l eu r de  départ  P ID  ou  CID   

  I d  d u  fou rn i sseu r d e  ci b l e  U INT I d  d u  fou rn i sseur de  ci b l e  

  N uméro  de  séri e  de  l ’ apparei l  d e  
ci b l e   

UDINT Numéro  de  série  de  l ’ apparei l  d e  ci b l e  

  N uméro  de  séri e  d e  l a  connexion  de  
ci b l e  

U INT Numéro  de  série  de  l a  connexion  de  ci b l e  
attri bué  à  l a  connexion .  I l  convien t  d ’ u ti l i ser 
l ’ i den ti fi an t i n stance  de  l ’Obj et  de  val i dati on  de  
sécu ri té  

Time_Correcti on_Connecti on_ID  UDINT I den ti fi an t  de  connexion  choi s i  par l a  ci b l e  
pou r l a  connexion  de  correcti on  de  temps.  La  
va l eu r est  retou rnée  s i  e l l e  est  choi s i e  par l e  
po i n t  d ’ ori g i ne   

Time_Correcti on_API  UDINT Renvoie  l a  même  va leu r reçue  dans  l e  paquet  
Demande.   

Datati on  i n i ti a l e  b  U I NT U ti l i sé  par l e  consommateur pou r i n i t i a l i ser 
Last_Time_Stamp_for_Rol l over 

Val eu r de  remplacement i n i ti a le  b  U I NT U ti l i sé  par l e  consommateu r pou r i n i t i a l i ser 
TS_Rol l over_Coun t 

a  Ces  champs  son t  tou j ou rs  présen ts  dans  l e  champ  Réponse  d ’ appl i cati on .  Lorsqu ’une  ci b l e  CP  2 /3  reçoi t  
u ne  foncti on  SafetyOpen  qu i  n ’ est  pas  mu l ti po i n ts  (aucune  connexion  de  correcti on  d e  temps  n ’ est  a i ns i  
é tabl i e) ,  l e  paramètre  Time_Correcti on_Connecti on_ID  doi t  ê tre  rég l é  su r FFFFhex.  S i  l a  ci b l e  n ’ est  pas  u n  
producteu r mu tl i poi n ts ,  l e  nombre  de  consommateurs  est  rég l é  su r 0xFFFF.    

b  I l  convi en t  q ue  l es  ci b l es  de  consommati on  renvoien t l es  valeu rs  reçues  dans  l a  foncti on  SafetyOpen .   

 

6.3.1 2  Réponse  SafetyOpen  non  satisfaisante  

La  fonction  SafetyOpen  comporte  certains  cas  d ’erreurs  spéciaux qu i  ne  son t pas  m is  en  
correspondance  avec l ’ensemble  existan t de  codes  d ’erreurs,  et  étend  l a  défin i tion  des  codes  
d ’erreurs  existan ts.   

Le  Tableau  1 6  défin i t de  nouveaux codes  d ’erreurs  étendus  de  sécuri té  et présente  l a  
défin i tion  étendue  des  codes  d ’erreurs  existan ts.  

Tableau  1 6  – Nouveaux codes  d ’erreurs  étendus  de  sécuri té  

État  
général  

État  
étendu  

Expl i cation  

01 hex  0 1 05hex  Con fl i t  d e  propri été  ou  d éfau t  d 'adaptati on  OUN ID.  La  con fi gu rati on  est dé jà  
propri été  d ’ u n  au tre  poi n t  d ’ ori g i ne  

01 hex  0 1 06hex  Con fl i t  d e  propri été  ou  défau t  d 'adaptati on  OUN ID.  La  connexion  de  sorti e  éta i t  d é j à  
propri été  d ’ u n  au tre  poi n t  d ’ ori g i ne .  

01 hex  0205hex  E rreu r de  paramètre  dans  l e  servi ce  Unconnected  Send  (Envoi  non  connecté)  ou  

Erreu r de  paramètre  dans  l e  servi ce  SafetyOpen  ou  SafetyClose  

01 hex  801 hex  RPI  mu l ti poi n ts  i ncompati b l e .  Une  connexion  exi stan te  a  été  établ i e  à  un  RPI  
d i fféren t.   

01 hex  802hex  Ta i l l e  de  connexion  de  sécu ri té  i nval i de   

01 hex  803hex  Format de  connexion  de  sécuri té  i nval i de   

01 hex  804hex  Paramètres  de  connexion  de  correcti on  de  temps  i nval i des  

01 hex  805hex  Mu l ti p l i cateu r EPI  d ’ i n terval l es  P i ng  i nva l i de   

01 hex  806hex  Mu l ti p l i cateu r m i n imal  de  messages  de  coord i nati on  temporel l e  

01 hex  807hex  Mu l ti p l i cateu r de  dél a i  d u  réseau  
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État  
général  

État  
étendu  

Expl i cation  

01 hex  808hex  Mu l ti p l i cateu r de  tempori sati on  

01 hex  809hex  N ombre  maximal  de  consommateurs  i nval i de  

01 hex  80Ahex  CPRC  i nva l i de  

01 hex  80Bhex  I D  de  connexion  de  correcti on  de  temps  i n va l i de  

01 hex  80Chex  Défau t  d 'adaptati on  SCID.  La  va l eu r de  SCID  é ta i t  non  nu l l e  e t  n e  corresponda i t  pas  
à  l a  va l eu r de  l a  ci b l e   

01 hex  80Dhex  TUN ID  non  défi n i .  L ’ apparei l  est  ou t-of-box (hors  connexion )  et  TUN ID  n ’ a  pas  été  
défi n i ,  l es  connexions  ne  son t  d onc pas  adm ises   

01 hex  80Ehex  Défau t  d 'adaptati on  TUN ID.  Le  TUN ID  fou rn i  n ’ est pas  adapté.  Le  message  a  é té  
vrai semblabl emen t achem iné  vers  ce  nœud  par erreu r  

01 hex  80Fhex  Opérati on  de  con fi gu rati on  non  admise  

 

Le  Tableau  1 7  de  matrice  d ’événements/erreurs  fourn i t  des  l i gnes  d i rectrices  concernant l es  
codes  d ’erreurs  à  appl iquer pour les  erreurs  potentie l les  détectées  l ors  du  tra i tement d ’un  
service  SafetyOpen .  Ces  l i gnes  d i rectrices  ne  son t pas  censées  consti tuer une  l i ste  
exhaustive.  

Tableau  1 7  – Tableau  de  l ignes  d i rectrices  concernant 
l es  événements  d ’erreur SafetyOpen  

Événement  Type  d ’ erreur État  
général  

É tat  étendu  

L’appare i l  ci b l e  a  reçu  une  demande  
SafetyOpen  dans  des  états  de  l ’ obj et  
Programme  de  con trôl e  d e  sécu ri té  
au tres  q ue  l ’ é tat  de  repos  et  l ’ é tat  
d ’ exécu ti on    

Opérati on  de  con fi gu rati on  non  admise  01 hex  080Fhex  

Apparei l  non  con figu ré  01 hex  1 1 0hex  

Type  (nom)  d e  connexion  de  sécu ri té  
i nva l i de   

E rreu r de  paramètre  de  sécu ri té  -  

Type  de  connexion  i nval i de  

01 hex  3 1 5hex  

Ta i l l e  de  connexion  de  sécu ri té  i nval i de   E rreu r de  paramètre  de  sécu ri té  – 

Ta i l l e  de  connexion  de  sécu ri té  i nval i de   

01 hex  0802hex  

Format d e  connexion  de  sécuri té  
i nva l i de   

E rreu r d e  paramètre  de  sécu ri té  – 

Format d e  connexion  de  sécuri té  
i nva l i de   

01 hex  0803hex  

Paramètres  de  connexion  de  correcti on  
de  temps  i nval i des  

Erreu r d e  paramètre  de  sécu ri té  – 

Paramètres  de  connexion  de  correcti on  
de  temps  i nval i des  

01 hex  0804hex  

Mu l ti p l i cateu r EPI  d ’ i n terval l es  P i ng  
hors  p l age  

Erreu r d e  paramètre  de  sécu ri té  – 

Mu l ti p l i cateu r EPI  d ’ i n terval l es  P i ng  
i nva l i de  

01 hex  0805hex  

Mu l ti p l i cateu r M i n .  de  messages  de  
coord i nati on  temporel l e  hors  p l age  

Erreu r de  paramètre  de  sécu ri té  – 

Mu l ti p l i cateu r m i n imal  de  messages  de  
coord i nati on  temporel l e  

01 hex  0806hex  

Mu l ti p l i cateu r de  dél a i  hors  p l age   E rreu r d e  paramètre  de  sécu ri té  – 

Mu l ti p l i cateu r de  dél a i  

01 hex  0807hex  

Mu l ti p l i cateu r de  tempori sati on  hors  
p l age  

Erreu r d e  paramètre  de  sécu ri té  – 

Mu l ti p l i cateu r de  tempori sati on  

01 hex  0808hex  

N ombre  maximal  de  consommateurs  
non  compri s  dans  l es  l im i tes  du  
producteu r mu l ti poi n ts  

Erreu r d e  paramètre  de  sécu ri té  – 

Nombre  maximal  de  consommateurs  
i nva l i de  

01 hex  0809hex  
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Événement  Type  d ’ erreur État  
général  

É tat  étendu  

Valeu r CPCRC dans  SafetyOpen  et  
va leu r CPCRC cal cu lée   

E rreu r d e  paramètre  de  sécu ri té  – 

CPRC i nva l i de  

01 hex  080Ahex  

I D  de  connexion  de  correcti on  de  temps  
I nval i de  

Erreu r de  paramètre  de  sécu ri té  – 

I D  de  connexion  de  correcti on  de  temps  
i nva l i de  

01 hex  080Bhex  

Le  RPI  demandé  n ’ est  pas  compati b l e  
avec l es  connexions  mu l ti poi n ts  
établ i es  précédemment 

RPI  mu l ti poi n ts  i ncompati b l e  01 hex  801 hex  

RPI  O-à-T,  RPI  T-à-O,  ou  RPI  de  
correcti on  de  temps  non  pri s  en  charge  

RPI  non  pri s  en  charge  01 hex  0 1 1 1 hex  

Tou tes  l es  i nstances  Objet  d e  
va l i dati on  de  sécu ri té  son t  u ti l i sées  

Le  Gestionnai re  d e  connexion  ou  l ’ ob jet  
de  connexion  ne  peu t p l u s  prend re  en  
charge  de  connexions   

01 hex  0 1 1 3hex  

 

6.3.1 3  Service  ForwardClose  de  sécuri té  

Aucun  comportement supplémentai re  n ’est défin i  pour l e  service  ForwardClose  l orsqu ’ i l  est 
u ti l i sé  pour fermer une  connexion  de  sécuri té.  Dans  les  exigences  de  sécuri té  su ivan tes,  l e  
terme  «SafetyClose»  fai t  référence  tan t au  service  ForwardClose  de  l ’objet Gestionnai re  de  
connexion ,  qu ’au  service  SafetyClose  de  l ’ objet Connexion .    

Le  service  SafetyClose  doi t  être  u ti l i sé  pour fermer l es  connexions  avec une  cible  de  sécuri té  
(et tous  les  au tres  nœuds  du  chemin  de  connexion ,  dans  l e  cas  d ’un  service  ForwardClose).   

La  demande  SafetyClose  doi t  supprimer une  connexion  parmi  tous  les  nœuds  qu i  participen t 
à  l a  connexion  d ’orig ine.  

La  demande SafetyClose  doi t occasionner l a  désaffectation  de  tou tes  l es  ressources  dans  
l ’ ensemble  des  nœuds  qu i  participen t à  l a  connexion ,  y compris  l es  ID  de  connexion ,  l a  
l argeur de  bande  et  l es  mémoi res  tampons  i n ternes.   

Les  cibles  qu i  reçoivent l a  demande  de  service  SafetyClose  doiven t fermer l a  connexion  dont 
l es  paramètres  de  l ’ ID  du  fourn isseur du  poin t d ’orig ine,  du  numéro  de  série  de  connexion  et  
du  numéro de  série  du  poin t d ’orig ine  son t adaptés.  Les  i n formations  supplémentai res  
fourn ies  par ce  service  (c’est-à-d i re  le  chemin  de  connexion)  doivent être  i gnorées  par la  
cib le.  

Une  réponse  satisfaisante  SafetyClose  doi t  être  transmise  après  suppression  de  l a  connexion  
au  n iveau  de  la  cib le.  

À réception  d ’une  réponse  satisfaisante  SafetyClose,  l e  poin t d ’orig ine  et chaque  nœud  
i n terméd iai re  l e  l ong  du  chemin ,  ferment l a  connexion  et  l i bèren t l es  ressources  associées  à  
cette  connexion .  Tou tefois,  l e  poin t d ’orig ine  doi t  également fermer la  connexion  s i  aucune  
réponse  n ’est reçue  au  cours  d ’une  période  d ’atten te  sélectionnée  par le  fourn isseur.  

6.4 Objet  Identi té  

6.4.1  Général i tés  

Code  de  classe:  01 hex 

Le  présent paragraphe  6 . 4  décri t  l es  mod i fications  apportées  à  l ’ objet I denti té  pour prendre  
en  charge  la  sécuri té.  
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Tous  l es  apparei ls  de  sécuri té  CPF  2  doiven t substi tuer l e  comportement défin i  dans  l ’ objet 
Programme de  con trôle  de  sécuri té  au  comportement d ’état de  l ’ objet I den ti té.  

6.4.2  Modi fications  apportées  aux services  communs 

Le  Tableau  1 8  défin i t  l es  services  de  l ’objet I den ti té  qu i  exigen t des  actual isations.  

Tableau  1 8  – Modifications  apportées  aux services  communs  de  l ’objet Identi té  

Code  de  
service  

M ise  en  œuvre  nécessai re  Nom  de  
service  

Description  du  service  

C lasse  Instance   

05hex  Facu l tati f Cond i ti onnel  a  Ré i n i ti a l i sati on  Appel le  l e  service  Réi n i ti a l i sati on  pou r l ’ apparei l  

a  Cond i ti onnel  – Le  servi ce  Réi n i ti a l i sati on  de  l ’ obj et  I den ti té  ne  d oi t  pas  être  pri s  en  charge  dans  l es  
apparei l s  de  sécu ri té  (réponse  aux demandes  avec erreu r «Servi ce  non  pri s  en  charge» ) .  Le  service  do i t  
ê tre  remplacé  par l e  service  Réi n i ti a l i sati on  défi n i  par l e  prog ramme de  con trô l e  de  sécu ri té .  

 

6.4.3  Extensions  pour les  apparei ls  CP  1 6/3   

Les  extensions  de  l ’ objet I den ti té  des  apparei ls  CP  1 6/3  son t spéci fiées  dans  l e  Tableau  1 9.  

Certains  des  attribu ts  des  extensions  de  l ’ objet pour CP  1 6/3  renvoien t à  des  IDN  (Numéros  
d ’ identi fication)  de  CP  1 6/3  u ti l i sant l a  nomenclature  de  CP  1 6/3,  par exemple  S-0-1 300.  Ces  
IDN  de  CP 1 6/3  son t spéci fiés  en  détai l  dans  l ’ I EC  61 1 58-4-1 9.  

Tableau  1 9  – Extensions  de  l ’objet  Identi té  pour les  apparei ls  CP  1 6/3    

ID  
d ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Nom  Type  de  
données  

Description  de  
l ’ attribu t 

Sémantique  de  l a  
valeur 

1  Exigé  Obten i r  I D  d u  
fou rn i sseur 

Voi r I EC  61 1 58-5-2  
 

2  Exigé  Obten i r Type  
d ’ apparei l  

Voi r I EC  61 1 58-5-2  
 

3  Exigé  Obten i r Code  produ i t   Voi r I EC  61 1 58-5-2   

4  Exigé  Obten i r Révi s i on  Voi r I EC  61 1 58-5-2   

5  Exigé  Obten i r É tat   Voi r I EC  61 1 58-5-2   

6  Exigé  Obten i r N uméro  de  
séri e  

Voi r I EC  61 1 58-5-2  
 

7  Exigé  Obten i r Nom  du  
produ i t   

Voi r I EC  61 1 58-5-2  

Les  32  prem iers  
caractères  de  
CP  1 6 /3  S -0-
1 300. x. 4  

8-1 8  Facu l tati f Voi r I EC  61 1 58-5-2  

 

6.5 Objets  de  l iaison  

6.5.1  Modifications  apportées  à  l ’objet DeviceNet 

6.5.1 . 1  Attribut supplémentaire  de  sécuri té  

Code  de  classe:  03hex 

Le  présent paragraphe  6 . 5. 1  défin i t l es  mod i fications  et a jou ts  nécessai res  de  l ’ objet 
DeviceNet pour prendre  en  charge  l a  sécuri té.  Un  attribu t doi t  être  a jou té  pour permettre  l a  
l ectu re  du  numéro  de  réseau  de  sécuri té  (SNN).  La  défin i tion  de  cet attribu t est donnée  dans  
l e  Tableau  20.  
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Tableau  20  – Nouvel  attribut instance  de  l ’objet DeviceNet 

ID  de  
l ’ attri
bu t 

M ise  en  
œuvre  

nécessai re  

Règ le  
d ’ accès  

Nom  Type  de  
données  

Description  de  
l ’ attribu t 

Sémantique  de  l a  valeur 

1 1  Exi gé  Obten i r N uméro  
de  
réseau  
de  
sécu ri té   

6  OCTETS  Numéro  un i que  pou r 
l ’ ensemble  du  
système  pou r l e  
sous-réseau  su r 
l equel  repose  cet  
apparei l   

L ’ attri bu t  do i t  con ten i r l a  
parti e  SNN  du  TUN ID  
dans  l e  prog ramme  de  
con trôl e  de  sécu ri té.  Voi r 
8 . 2  pou r une  défi n i ti on  
u l téri eu re  de  cet  a ttri bu t  

 

Les  apparei ls  qu i  metten t en  œuvre  l e  FSCP 2/1  sur l e  CP  2/3  doiven t prendre  en  charge  
l ’ attribu t 1 1  de  l ’ objet DeviceNet.  

6.5.1 .2  Limitation  de  connexion  rapide  de  sécuri té  

Tous  les  apparei l s  de  sécuri té  CP  2/3  ne  doiven t pas  prendre  en  charge  l a  caractéristique  
Qu ick Connect (Connexion  rapide).  L ’attribu t Connexion  Rapide  ne  doi t  pas  être  pris  en  
charge  et doi t  répondre  à  tou t service  d ’attribu t Get/Set (Obten i r/Défin i r)  avec l e  code  d ’erreur 
«Attribu t non  pris  en  charge» .  

6.5.2  Modi fications  apportées  à  l ’objet  In terface  TCP/IP  

Code  de  classe:  F5hex  

Le  présent paragraphe  6. 5. 2  défin i t  l es  mod i fications  et  a jou ts  nécessai res  de  l ’ objet I n terface  
TCP/IP  pour prendre  en  charge  l a  sécuri té.  Un  attribu t doi t  être  a jou té  pour permettre  l a  
l ectu re  du  numéro  de  réseau  de  sécuri té  (SNN).  La  défin i tion  de  cet attribu t est donnée  dans  
l e  Tableau  21 .   

Tableau  21  – Nouvel  attribut instance  de  l ’objet Interface  TCP/IP  

ID  de  
l ’ attribu

t  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Nom  Type  de  
données  

Description  de  
l ’ attribu t 

Sémantique  de  l a  val eur 

7  Exi gé  Obten i r N uméro  
de  
réseau  
de  
sécu ri té   

6  
OCTETS  

Numéro  u n i que  
pou r l ’ ensemble  du  
système  pou r l e  
sous-réseau  su r 
l equel  repose  cet  
apparei l   

L ’ attribu t  do i t  con ten i r l a  
parti e  SNN  du  TUN ID  
dans  l e  prog ramme  de  
con trôl e  de  sécu ri té.  Voi r 
8 . 2  pou r une  défi n i ti on  
u l téri eu re  de  cet  a ttri bu t  

 

Les  apparei l s  qu i  mettent en  œuvre  l e  FSCP 2/1  sur l e  CP 2/2  Sécuri té  doiven t prendre  en  
charge  l ’attribu t 7  de  l ’objet I n terface  TCP/IP.  

6.5.3  Objet  Liaison  SERCOS I I I   

6.5.3.1  Général i tés  

Code  de  classe:  4Chex  

Le  présent paragraphe  6. 5. 3  fourn i t  des  in formations  sur l ’ objet L ia ison  SERCOS I I I .  Cet objet 
doi t  être  présent dans  tous  l es  produ i ts  qu i  prennent en  charge  FSCP 2/1  su r CP  1 6/3.  S i  des  
l i a isons  CP  1 6/3  mu l tiples  existen t dans  un  apparei l ,  p l usieurs  i nstances  de  l ’ objet L ia ison  
SERCOS I I I  doiven t être  u ti l i sées.  L ’attribu t 1  permet de  l i re  l e  numéro  de  réseau  de  sécuri té  
(SNN).    

6.5.3.2  Attributs  de  classe  

Les  attribu ts  de  classe  de  l ’ objet Lia ison  SERCOS I I I  son t défin is  dans  l e  Tableau  22 .  
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Tableau  22  – Attributs  de  classe  de  l ’objet Liaison  SERCOS I I I    

ID  de  
l ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Nom  Type  de  
données  

Description  de  
l ’ attribu t 

Sémantique  de  l a  valeur 

1  Cet  a ttri bu t  est  facu l tati f et  est  décri t  dans  l ’ I EC  61 1 58-5-2 .  

2  Cond i ti onnela

 
Obten i
r 

I n stance  
maximale  

U INT Nombre  maximal  
d ’ i nstances  d ’ un  
ob jet  actuel l emen t 
créé  à  ce  n i veau  de  
cl asse  de  l ’ apparei l   

N ombre  l e  p l us  é l evé  
d ’ i nstances  d ’ un  obj et  créé  
à  ce  n i veau  de  h i érarch i e  
de  cl asse  

 

3  à  7  Cet  a ttri bu t  est  facu l tati f et  est  décri t  dans  l ’ I EC  61 1 58-5-2 .  

  a  S i  l ’ apparei l  a  d es  l i a i sons  d ’ i n terface  CP  1 6/3  mu l ti p l es ,  cet  a ttri bu t  doi t  ê tre  pri s  en  charge.   
 

6.5.3.3  Attributs  Instance  

Les  attribu ts  i nstance  de  l ’ objet L ia ison  SERCOS I I I  son t défin is  dans  le  Tableau  23.  

Tableau  23  – Attributs  instance de  l ’objet Liaison  SERCOS I I I   

ID  de  
l ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès  

Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  de  l a  
valeur 

1  Exi gé  Obten i r Numéro  
de  réseau  
de  
sécu ri té  

6  OCTETS  Numéro  u n i que  pou r 
l ’ ensemble  du  
système  pou r l e  
sous-réseau  su r 
l equel  repose  cet  
apparei l  

L ’ attri bu t  do i t  con ten i r 
l a  parti e  SNN  du  
TUN ID  dans  l e  
programme  de  con trôl e  
de  sécu ri té.  Voi r 8 . 2  
pou r u ne  défi n i t i on  
u l téri eu re  de  cet  
a ttri bu t 

2  Facu l tati f  Obten i r Du rée  du  
cycl e  de  
commun i
cati on  

D INT  CP  1 6/3  S-0-1 002   

3  Facu l tati f Obten i r É tat  
i n terface  

WORD  CP  1 6/3  S-0-1 01 4   

4  Facu l tati f Obten i r Compteur 
d ’ erreu rs  

MST-P/S  

I NT CP  1 6/3  S-0-1 028   

5  Facu l tati f Obten i r Compteur 
d ’ erreu rs  

Port1  e t  
Port2  

S truct  d e:  CP  1 6/3  S-0-1 035   

Compteur 
d ’ erreu rs   

Port1  

I NT 

Compteur 
d ’ erreu rs  

Port2  

I NT 

6  Facu l tati f Obten i r Ad resse  
SERCOS
®  

I NT CP  1 6/3  S-0-1 040   

 

6.5.3.4 Services  communs  

La  défin i tion  des   services  communs  de  l ’objet Lia ison  SERCOS I I I  est  donnée  dans  le  
Tableau  24.  
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Tableau  24 – Services  communs  de  l ’objet Liaison  SERCOS I I I   

Code  de  
service  

M ise  en  œuvre  nécessai re  Nom  de  service  Description  du  service  

C lasse  Instance    

0Ehex  Cond i ti onnel a  Exi gé  Get_Attri bu te_Sing l e  U ti l i sé  pou r l i re  un  attri bu t  d ’ ob j et   

a  Cond i tionnel  – Exi gé  s i  n ’ importe  quel  attri bu t de  cl asse  est pri s  en  charge.  
 

6.6  Objet Programme de  contrôle  de  sécuri té  

6.6.1  Général i tés  

Code  de  classe:  39  hex 

Le  programme de  con trôle  de  sécuri té  consti tue  l ’objet cen tral  des  apparei ls  de  sécuri té  
FSCP 2/1 .  Deux m ises  en  œuvre  fondamentales  du  programme de  contrôle  de  sécuri té  son t 
défin ies:  

•  Programme de  con trôle  de  référence  – défin i  comme une  m ise  en  œuvre  de  con trôle  qu i  
prend  en  charge  tous  l es  attribu ts  et  services  «exigé»  défin i s  par cette  défin i tion  d ’objet.  
Ce  programme de  référence  i nclu t tous  l es  comportements  de  d iagrammes  d ’états,  à  
l ’ exclusion  du  trai tement des  événements  d ’état pour l es  services  non  exigés  (voi r 6 . 6 .8);  

•  Programme de  con trôle  SNCT – défin i  comme une  m ise  en  œuvre  de  contrôle  qu i  prend  
en  charge  la  fonctionnal i té  de  référence  dans  son  in tégral i té,  a insi  que  l es  attribu ts  et 
services  portan t l e  marquage  «cond i tionnel»  sur l e  support SNCT.    

Tous  l es  apparei ls  de  sécuri té  i nstal l és  sur un  réseau  de  sécuri té  FSCP 2/1  doiven t prendre  
en  charge  la  défin i tion  du  Programme de  con trôle  de  sécuri té  de  référence.  

De  nombreux paramètres  de  l ’ objet Programme de  con trôle  de  sécuri té  étan t considérés  
cri tiques  pour l a  sécuri té,  l es  attribu ts  de  cet objet doiven t avoi r une  i n tégri té  p lus  élevée  que  
l es  données  d ’objet normal isées.   

Le  comportement d ’état de  l ’ objet Programme de  contrôle  de  sécuri té  doi t  con trôler l ’ état de  
l ’ apparei l  complet.  Tous  l es  objets  d ’un  apparei l  de  sécuri té  doiven t être  asservis  aux états  et 
commandes  du  programme de  con trôle  de  sécuri té  afin  de  gérer ses  fonctions  et ses  
comportements.  

L ’objet Programme de  con trôle  de  sécuri té  cen tral i se  l es  défin i ti ons  d ’état d ’objets  
d ’appl ication  et  l es  i n formations  d ’état associées,  l es  i nd ications  d ’état d ’exception  (a larmes 
et  avertissements),  et  défin i t  un  modèle  de  comportement supposé  par l es  objets  i den ti fi és  
comme appartenant à  des  apparei l s  de  sécuri té.  En  d ’au tres  termes,  s i  l ’ i nstance  d ’objet 
Programme de  con trôle  de  sécuri té  est soumise  à  une  demande  de  ré in i tia l i sation ,  l a  
réin i tia l i sation  est effectuée  par cette  i nstance  d ’objet,  a i nsi  que  par l ’ ensemble  de  ses  objets  
d ’appl ication  associés.    

L ’objet Programme de  con trôle  de  sécuri té  doi t  fourn i r à  l ’objet I denti té  ses  in formations  
d ’état.  Une  demande  de  ré in i tia l i sation  à  l ’ i n ten tion  de  l ’ objet I den ti té  n ’est pas  prise  en  
charge  par l es  apparei ls  de  sécuri té  FSCP 2/1  (voi r 6 . 4)  et  doi t  être  remplacée  par une  
demande  de  ré in i tia l i sation  à  l ’ i n ten tion  de  l ’objet Programme de  contrôle  de  sécuri té  qu i  
comporte  des  qual i fi cati fs  supplémentai res  capables  d ’exécuter l a  demande.  D ’au tres  
relations  son t spéci fiées  en  6 . 6 . 8.  

De  p lus,  certa ins  attribu ts  i nstance  son t réservés  pour permettre  une  extension  fu ture  
destinée  à  mettre  en  œuvre  les  profi l s  défin is  pour l ’ i ndustrie  des  semi -conducteurs.  
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6.6.2  Attributs  de  classe  de  programme de  contrôle  de  sécuri té  

Les  attribu ts  de  classe  u ti l i sés  par l e  programme de  con trôle  de  sécuri té  son t défin is  dans  l e  
Tableau  25.  

Tableau  25  – Attributs  de  classe  de  programme de  contrôle  de  sécuri té  

ID  d ’ attribu t M ise  en  œuvre  
nécessai re  

Règ le  
d ’ accès  

Nom  Type  de  
données  

Description  de  l ’ attribu t 

1  – 96  Ces  attri bu ts  de  cl asse  son t  décri ts  dans  l ’ I EC  61 1 58-6-2 .  

97-98  Réservé  par l e  FSCP  2/1  pou r une  u ti l i sati on  fu tu re  

99  Cond i ti onnel  a  Obten i r Sous-
classe  

U INT I den ti fi e  u n  sous-ensemble  
d ’ attri bu ts  de  classe,  de  
services  e t  de  
comportemen ts  
suppl émen tai res  

a   S i  l a  va l eu r de  sous-cl asse  est  00 ,  q u i  i den ti fi e  « aucune  sous-cl asse» ,  a l ors  i l  convien t  d ’ appl i quer cet  
a ttri bu t.  Dans  l e  cas  con tra i re ,  cet  a ttri bu t  doi t  ê tre  appl i qué .  

 

6.6.3  Sous-classes  

Chaque  sous-classe  de  n iveau  de  classe  donne  une  s ign i fication  un ique  pour un  i n terval le  de  
recouvrement d ’ i den ti fi an ts  d ’attribu ts  de  classe  et/ou  de  services  de  classe.  L’ i n terval le  des  
défin i tions  de  sous-classes  commence  à  l a  valeur ID  96hex  avec une  numérotation  
descendante  pour les  attribu ts,  et à  l a  va leur ID  63hex  avec une  numérotation  descendante  
pour les  services.  La  sous-classe  d ’une  classe  donnée  est i den ti fiée  par l a  va leur de  son  
attribu t de  classe  de  sous-classe.  Aucune  sous-classe  n ’est actuel lement défin ie  pour 
l ’ i nstance  de  classe.  

6.6.4 Attributs  instance  de  programme de  contrôle  de  sécuri té  

Les  attribu ts  i nstance  u ti l i sés  par l e  programme de  contrôle  de  sécuri té  son t défin is  dans  l e  
Tableau  26.  

Tableau  26  – Attributs  instance de  programme de  contrôle  de  sécuri té  

ID  
d ’ attri
bu t 

M ise  en  œuvre  
nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  l ’ attribu t 

1  Facu l tati f Obten i r NV Nombre  
d ’ attri bu ts  

US INT Nombre  d ’ attribu ts  pri s  en  
charge  par l ’ i n stance  d ’ obj et  

2  Facu l tati f Obten i r NV L i s te  d ’ attri bu ts  MATRICE  
de  USINT 

L i ste  d ’ attri bu ts  pri s  en  charge  
par l ’ i nstance  d ’ ob jet  

3  Réservé       

4  Réservé       

5  Facu l tati f Obten i r NV Nom  du  fabri can t  Chaîne  
cou rte  

Texte  ASCI I ,  20  caractères  
max. ,  voi r 6 . 6 . 5. 1  

6  Facu l tati f Obten i r NV Numéro  de  
modèl e  d u  
fabri can t 

Chaîne  
cou rte  

Texte  ASCI I ,  20  caractères  
max. ,  spéci fi é  par l e  fabri can t   

7  Facu l tati f Obten i r NV N i veau  de  
révi s ion  l og i ci e l l e  

Chaîne  
cou rte  

Texte  ASCI I ,  6  caractères  
max. ,  voi r 6 . 6 . 5. 2  

8  Facu l tati f Obten i r NV N i veau  de  
révi s ion  
matéri e l l e  

Chaîne  
cou rte  

Texte  ASCI I ,  6  caractères  
max. ,  voi r 6 . 6 . 5. 3  

9  Facu l tati f Obten i r NV Numéro  de  série  
du  fabri can t 

Chaîne  
cou rte  

Texte  ASCI I ,  30  caractères  
max. ,  spéci fi é  par l e  fabri can t,  
vo i r 6 . 6 . 5 . 4  
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ID  
d ’ attri
bu t 

M ise  en  œuvre  
nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  l ’ attribu t 

1 0  Facu l tati f Obten i r NV Confi gu rati on  
d ’ apparei l  

Chaîne  
cou rte  

Texte  ASCI I ,  50  caractères  
max. ,  spéci fi é  par l e  fabri can t.  
I n formations  suppl émen ta i res  
facu l tati ves  concernan t  l a  
con fi gu rati on  de  l ’ apparei l  

1 1  Exi gé  Obten i r V  É tat  d e  l ’ apparei l  US INT Voi r 6 . 6 . 5 . 5  

1 2  Exi gé  Obten i r V  É tat  d ’ excepti on  SWORD Voi r 6 . 6 . 5 . 6  

1 3  Cond i ti onnel ,  
basé  su r l e  b i t  7  
d ’ état  
d ’ excepti on  

Obten i r V  Al arme  de  détai l  
d ’ excepti on  

STRUCT.  
de:  

S tructu re  de  3  é l émen ts  
con tenan t  une  représentati on  
en  mode  poi n t  d u  déta i l  de  
l ’ a l arme  

Déta i l  
d ’ excepti on  
commun  

STRUCT.  
de :  

 

Ta i l l e  US INT Nombre  d ’ octets  de  détai l  
d ’ excepti on  commun  

Déta i l  MATRICE  
de :  

Voi r 6 . 6 . 5 . 7  

Déta i l   SWORD Voi r 6 . 6 . 5 . 7  

Déta i l  
d ’ excepti on  de  
l ’ apparei l  

STRUCT.  
de:  

 

Ta i l l e  US INT Nombre  d ’ octets  de  détai l  
d ’ excepti on  de  l ’ apparei l  

Déta i l  MATRICE  
de :  

Spéci fi é  par l e  fabri can t  

Déta i l  n  SWORD Spéci fi é  par l e  fabri can t  

Déta i l  
d ’ excepti on  du  
fabri can t 

STRUCT.  
de:  

 

Ta i l l e  US INT Nombre  d ’ octets  de  détai l  
d ’ excepti on  d u  fabri can t 

Déta i l  MATRICE  
de :  

Spéci fi é  par l e  fabri can t  

Déta i l  n  SWORD Spéci fi é  par l e  fabri can t  

1 4  Cond i ti onnel ,  
basé  su r l e  b i t  7  
d ’ état  
d ’ excepti on  

Obten i r V  Averti ssement d e  
d étai l  
d ’ excepti on  

STRUCT.  
de:  

S tructu re  de  3  é l émen ts  
con tenan t  une  représentati on  
en  mode  poi n t  d u  déta i l  
d ’ averti ssement  

Déta i l  
d ’ excepti on  
commun  

STRUCT.  
de :  

 

Ta i l l e  US INT Nombre  d ’ octets  de  détai l  
commun  

Déta i l  MATRICE  
de :  

Voi r 6 . 6 . 5 . 8  

Déta i l  n  SWORD Voi r 6 . 6 . 5 . 8  

Déta i l  
d ’ excepti on  de  
l ’ apparei l  

STRUCT.  
de:  

 

Ta i l l e  US INT Nombre  d ’ octets  de  détai l  de  
l ’ apparei l  

Déta i l  MATRICE  
de :  

Spéci fi é  par l e  fabri can t  

Déta i l  n  SWORD Spéci fi é  par l e  fabri can t  
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ID  
d ’ attri
bu t 

M ise  en  œuvre  
nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  l ’ attribu t 

Détai l  
d ’ excepti on  du  
fabri can t 

STRUCT.  
de:  

 

Ta i l l e  US INT Nombre  d ’ octets  de  détai l  du  
fabri can t  

Déta i l  MATRICE  
de :  

Spéci fi é  par l e  fabri can t  

Déta i l  n  SWORD Spéci fi é  par l e  fabri can t  

1 5  Exi gé  Défi n i r NV Acti vati on  
a l arme   

BOOL Voi r 6 . 6 . 5 . 1 2  

1 6  Exi gé  Défi n i r NV Acti vati on  
averti ssemen t 

BOOL Voi r 6 . 6 . 5 . 1 2  

1 7  Facu l tati f Défi n i r A Temps  DATE_ 
AND_ 
TIME  

Val eu r de  l ’ horl oge  temps  rée l  
i n terne  de  l ’ apparei l  

1 8  Facu l tati f Obten i r NV Comportemen t 
de  l ’ horl oge  
pendan t un  cycl e  
d ’ a l imen tati on  

US INT Décri t  l e  comportement  de  
l ’ horl oge  temps  rée l  i n terne  de  
l ’ apparei l  (a ttri bu t  «Time» )  
pendan t  un  cycl e  
d ’ a l imen tati on :   

0  =  [par défau t]  l ’ horl oge  se  
ré i n i ti a l i se  tou jou rs  pendant  un  
cycl e  d ’ a l imentati on  

1  =  l a  va l eu r de  l ’ horl oge  est  
arch i vée  dans  l a  mémoi re  non  
vol ati l e  hors  tension  

2  =  horl oge  à  p i l e  d e  secours  
foncti onnant  hors  a l imen tati on  
de  l ’ apparei l   

3 -255  =  réservé   

1 9  Facu l tati f Obten i r NV Date  de  d ern ière  
mai n tenance  

DATE   Date  de  dern i er en treti en  de  
l ’ apparei l   

20  Facu l tati f Obten i r NV Date  de  
prochaine  
mai n tenance  
programmée  

DATE   Date  de  recommandati on  d u  
prochai n  en treti en  d e  l ’ apparei l  

2 1  Facu l tati f Obten i r NV Tempori sateu r 
d 'expi rati on  de  
mai n tenance  
programmée  

I NT Voi r 6 . 6 . 5 . 1 4  

22  Cond i ti onnel  – 
Exi gé  s i  
l ’ expi rati on  
d ’ éta l onnage  est  
pri se  en  charge   

Défi n i r NV Acti vati on  
d ’ averti ssement 
de  l ’ expi rati on  de  
ma in tenance  
prog rammée  

BOOL Voi r 6 . 6 . 5 . 1 5  

23  Facu l tati f Obten i r NV  Heu res  de  
foncti onnement 

UDINT I nd i cati on  d u  nombre  d ’ heu res  
de  m i se  sous  tensi on  de  
l ’ apparei l  
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ID  
d ’ attri
bu t 

M ise  en  œuvre  
nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  l ’ attribu t 

24  Cond i ti onnel  c  Défi n i  
u n i que-
men t par 
l e  
service  
«Verrou i
l l age/Dé
verrou i l l
age  de  
con fi gu r
ati on»  

 

Obten -
ti on  
poss ib l e  

NV Verrou i l l age  de  
con fi gu rati on  

BOOL Marque  l a  con fi gu ration  
d ’ apparei l  i n terne  comme 
véri fi ée  et  verrou i l l ée,  ou  
a l ternati vemen t comme  non  
véri fi ée,  non  verrou i l l ée  et  
mod i fi ab le  

25  Cond i ti onnel  c  Obten i r NV Confi gu rati on  

UN ID  

1 0  octets  CFUN ID  – I den ti fi e  l e  
propri étai re  de  l a  confi gu rati on  
d ’ un  apparei l :  

Ensemble  des  FFhex  =  
con fi gu rati on  par ou ti l  
u n i quement.  

0  =  sans  propriéta i re,  accepte  
tou t  propriétai re  

26  Exi gé  Obten i r NV I den ti fi an t  d e  
con fi gu rati on  de  
sécu ri té  

1 0  octets  Le  SCID  est  consti tué  du  CRC 
de  con fi gu rati on  d e  sécu ri té  +  
d atati on  d e  l a  con fi gu rati on  de  
sécu ri té .  I l  s ’ ag i t  de  l a  
s i gnatu re  de  l a  con fi gu rati on  

27   Exi gé  Obten i r NV UN ID  Cib l e  
(Target  UN ID)  

1 0  octets  UN ID  cou ran te  de  l ’ apparei l  

28  Cond i ti onnel  d  Obten i r NV Propriéta i res  des  
poi n ts  de  
connexion  de  
sorti e  

  

N ombre  
d ’ en trées  de  
matri ce  

U INT Nombre  d ’ en trées  OCPUN ID  
STRUCT  

Propriéta i res  de  
sorti es  

MATRICE  
de  

STRUCT 

 

OCPUN ID  1 0  octets  UN ID  d u  propriéta i re  des  
ressou rces  de  sorti e .  

0  =  sans  propriéta i re,  accepte  
tou t  propriétai re  (par d éfau t)  

Ta i l l e  d u  e-
chemin  (ePath )  

US INT Ta i l l e  d u  chem in ,  nombre  
d ’ octets   

Ressource  
d 'app l i cati on  

e-chemin  
compact 

Chem in  vers  l a  ressou rce  
«avec propriétai re»  (c’ est-à-d i re  
20  04  24  01  – cl asse  
d ’ ensemble,  i nstance  1 )  

29   Cond i ti onnel  c   Obten i r V   Proposi ti on  de  
TUN ID  

1 0  octets  Val eu r UN ID  qu ’ un  poi n t  
d ’ ori g i ne  ten te  de  défi n i r dans  
l ’ apparei l   

97-98  Réservé  par l e  FSCP  2/1  pou r une  u ti l i sati on  fu tu re  
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ID  
d ’ attri
bu t 

M ise  en  œuvre  
nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  l ’ attribu t 

99  Cond i ti onnel  b  Obten i r NV Sous-cl asse  U INT I den ti fi e  u n  sous-ensemble  
d ’ attri bu ts  d ’ i nstance,  de  
services  et  de  comportemen ts  
suppl émen tai res  

a  Le  comportemen t non  volati l  d e  l ’ a ttri bu t  Time  dépend  de  l a  va l eu r de  l ’ attri bu t  Comportemen t  de  l ’ horl oge  
pendan t un  cycl e  d ’ al imentati on .   

b  S i  l a  va l eu r de  sous-cl asse  est  00,  q u i  i den ti fi e  «aucune  sous-cl asse» ,  a l ors  i l  convien t  d ’ appl i q uer cet 
a ttri bu t.  Dans  l e  cas  con tra i re ,  cet a ttri bu t  doi t  ê tre  appl i qué .  

c  Les  apparei l s  de  sécu ri té  qu i  prennen t  en  charge  l ’ i n terface  SNCT (c’est-à-d i re  non  con fi gu rée  par l a  
foncti on  SafetyOpen  ou  tou t  moyen  spéci fi q ue  au  fou rn i sseur)  d o i ven t  prend re  en  charge  cet  a ttri bu t.  

d  Cond i ti onnel  – l ’ a ttri bu t  Propriéta i re  de  Connexion  de  sorti e  do i t  ê tre  pri s  en  charge  pou r tous  l es  ensembles  
d e  sorti es  de  sécu ri té .  

 

6.6.5  Sémantique 

6.6.5.1  Nom  du  fabricant 

L’attribu t Nom  du  fabrican t,  i den ti fi e  l e  fabrican t de  l ’apparei l .  

Cet attribu t n ’est pas  garan ti ,  par spéci fication ,  d ’être  un ique.  I l  ne  consti tue  par conséquent 
pas  un  attribu t de  substi tu tion  à  l ’attribu t correspondant de  l ’objet I den ti té,  et  i l  convien t de  ne  
pas  l ’ u ti l i ser à  des  fins  d ’ iden ti fication .  

6.6.5.2  N iveau  de  révision  log iciel le  

I l  s ’ ag i t d ’une  chaîne  de  textes  à  code  ASCI I  qu i  représente  la  révis ion  du  l og iciel  
correspondant à  l ’ apparei l  spéci fi que  i den ti fié  par l ’ objet I den ti té.  

6.6.5.3  N iveau  de  révision  matériel le  

I l  s ’ag i t  d ’une  chaîne  de  textes  à  code  ASCI I  qu i  représente  l a  révis ion  du  matériel  i denti fié  
par l ’ objet I den ti té.  Le  fabrican t de  l ’ apparei l  doi t  contrôler cette  révis ion  de  man ière  à  pouvoi r 
assurer l a  traçabi l i té  des  mod i fications  apportées  au  matérie l  de  l ’ apparei l .  

6.6.5.4 Numéro de  série  du  fabricant 

Cet attribu t est une  représentation  de  chaîne  du  numéro  de  série  du  fourn isseur de  l ’apparei l ,  
qu i  est formatée  pour s ’a juster à  l a  p lupart des  systèmes  de  su ivi  de  fabrication .  I l  n ’est pas  
nécessai re  que  cet attribu t soi t  adapté  au  numéro  de  série  de  l ’objet I den ti té  qu i  permet 
d ’ i den ti fier de  man ière  un ique  l ’ apparei l  dans  l ’ envi ronnement réseau .  

6.6.5.5  État de  l ’ apparei l  

Cet attribu t représente  l ’ état couran t de  l ’apparei l .  Sa  valeur change  con join tement au  
changement de  l ’ état de  l ’ apparei l .  Les  valeurs  d ’ i nd ication  de  l ’ attribu t État de  l ’ apparei l  son t 
défin ies  dans  l e  Tableau  27.   
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Tableau  27  – Valeurs  d ’ ind ication  de  l ’ attribut État de  l ’apparei l  

Valeur d ’ attribut  État  

0  Non  défi n i  

1  Au tovéri fi cati on  

2  Repos  

3  Excepti on  d ’ au tovéri fi cati on  

4  Exécu ti on  

5  Abandon  

6  Anomal i e  cri ti que  

7  Con fi gu rati on  

8  Atten te  d e  TUN ID  

9-50  Réservé  par FSCP  2/1  

51 -99  Spéci fi que  à  l ’ apparei l  

1 00-255  Spéci fi que  au  fou rn i sseur 

 

6.6.5.6  État d ’exception  

Attribu t à  un  seu l  octet don t l a  valeur i nd ique  l ’état des  a larmes  et des  avertissements  pour 
l ’ apparei l .  Cette  i nd ication  peu t être  fourn ie  par l ’ une  des  deux méthodes  su ivan tes:  de  base  
ou  étendue.  

Dans  le  cas  de  l a  méthode  de  base,  l e  b i t  sept de  l ’attribu t État d ’exception  est rég lé  sur zéro;  
l a  commun ication  de  cet attribu t permet de  consigner de  man ière  exclusive  tou tes  ces  
exceptions.  Le  format des  b i ts  zéro  à  s ix dans  ce  mode  est spéci fique  à  l ’ apparei l ;  i l  peu t 
tou tefois  être  précisé  davantage  dans  une  spéci fication  de  profi l  de  l ’ apparei l  appropriée.  S i  l e  
format n ’est pas  spéci fié,  i l  est  a lors  équ ivalen t à  celu i  spéci fié  pour l a  méthode  étendue.   

Dans  l e  cas  de  la  méthode  étendue,  l e  b i t  sept de  l ’attribu t État d ’exception  est rég lé  sur un ;  
l a  commun ication  de  cet attribu t permet de  consigner ces  exceptions,  l e  format étan t spéci fié  
dans  l e  Tableau  28.  De  p lus,  l es  attribu ts  Détai l  d ’exception  son t pris  en  charge.  Les  b i ts  de  
l ’ attribu t État d ’exception  son t déterminés  par un  é lément l og ique  «OR»  des  b i ts  associés  de  
l ’ attribu t Détai l  d ’exception ,  te l  qu ’ ind iqué.  

Tableau  28  – Format de  l ’attribut État d ’exception  

Bi t  Mode  poin t  de  l ’ état  d ’ exception ,  b i t  7  
rég lé  sur 0  fonction  

Mode  poin t  de  l ’ état  d ’ exception ,  b i t  7  rég lé  sur 1  
fonction  

0  Défi n i ti on  spéci fi q ue  à  l ’ apparei l  (vo i r Profi l  
d e  l ’ apparei l )  

ALARME/commune  à  l ’ apparei l  a  

1  ALARME/spéci fi que  à  l ’ apparei l   

2  ALARME/spéci fi que  au  fabri can t  

3  Réservé  – rég lé  su r 0  

4  AVERTISSEMENT/commun  à  l ’ appare i l  a  

5  AVERTISSEMENT/spéci fi q ue  à  l ’ appare i l  

6  AVERTISSEMENT/spéci fi q ue  au  fabrican t 

7  0  =  méthode  de  base  1  =  méthode  é tendue  

a  L ’ a l arme  ou  l ’ averti ssemen t n ’ est  pas  spéci fi que  au  type  d ’ apparei l  ou  au  fabri can t de  ce  dern i er.   

 

6.6.5.7  Alarme et  avertissement relati fs  au  détai l  d ’exception  

Les  formats  de  ces  deux attribu ts  sont i den tiques.  I l s  sont a insi  décri ts  con join tement dans  l e  
présent paragraphe.   

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 341  – 

Les  attribu ts  re lati fs  à  l ’ état détai l lé  des  a larmes  ou  des  avertissements  son t associés  à  
l ’ apparei l .  Chaque  attribu t est une  structure  con tenant trois  membres,  chacun  de  ces  
membres  étan t re lati f respectivement à  l ’état détai l l é  des  exceptions  communes  (c’est-à-d i re  
non  spéci fiques  à  l ’apparei l ) ,  spéci fi ques  à  l ’ apparei l ,  mais  non  spéci fiques  au  fabrican t,  et 
spéci fiques  au  fabricant.  Le  détai l  commun  est défin i  en  6 . 6 . 5.8  et  6 . 6. 5. 9.  Le  détai l  
spéci fique  à  l ’ apparei l  est défin i  dans  le  profi l  d ’apparei l  approprié.  Le  détai l  spéci fique  au  
fabricant est défin i  par ce  dern ier.  Une  valeur de  S IZE  (TAILLE)  nu l le  i nd ique  qu ’aucun  détai l  
n ’est défin i  pour la  structure  du  détai l  d ’exception  associée.  

Chacun  des  trois  membres  de  l a  structure  est défin i  comme une  structure  con tenant une  l i ste  
ordonnée  (c’est-à-d i re  une  matrice)  d ’OCTETS de  l ongueur S IZE  (TAILLE),  et un  en tier non  
s igné  don t l a  valeur est S I ZE  (TAILLE).  Chaque  octet de  chaque  matrice  a  un  mapping  
spéci fique.  Ce  mapping  est formaté  sous  l a  forme de  8  b i ts  qu i  représenten t 8  cond i tions  
i ndépendantes,  tand is  qu ’une  valeur de  1  i nd ique  l 'établ issement (ou  l ’ existence)  de  l a  
cond i tion ,  et une  valeur de  0  i nd ique  la  suppression  (ou  l ’ absence)  de  la  cond i tion .  S i  un  
apparei l  ne  prend  pas  en  charge  un  détai l  d ’exception ,  l e  b i t  correspondant n ’est j amais  
établ i .  Les  modes  poin ts  déd iés  aux a larmes  et avertissements  dans  l es  attribu ts  
correspondants  son t structurés  en  paral lè le,  de  sorte  que  l 'établ i ssement d ’ une  a larme ou  
d ’un  avertissement d ’une  cond i tion  peu t être  fonction  de  l a  gravi té.  S i  une  cond i tion  ne  peu t 
pas  être  i n trinsèquement à  l a  fo is  une  a larme et un  avertissement,  l a  posi tion  de  b i ts  paral lè le  
correspondant à  l ’au tre  état doi t  rester «nu l le» .   

L ’existence  d ’une  structu re  variable  du  détai l  d ’exception  dépend  de  la  va leur de  l ’ attribu t État 
d ’exception .  L ’existence  d ’une  structu re  variable  du  détai l  d ’exception  est exigée  un iquement 
s i  l e  b i t  sept de  l ’ attribu t État d ’exception  est rég lé  sur 1  ( i nd iquant l a  consignation  de  la  
méthode  étendue),  l e  b i t  (parmi  l es  b i ts  zéro  à  s ix)  dud i t  attribu t correspondant au  type  
d ’exception  particu l ier étan t également rég lé  sur 1 .  

6.6.5.8  Détai l  d ’exception  commun  

Cette  structure  se  rapporte  aux cond i tions  d ’exception  (c’est-à-d i re  a larmes  ou  
avertissements)  communes  à  tous  les  apparei l s.  L ’élément de  détai l  de  l a  structure  est une  
l i ste  ordonnée  (c’est-à-d i re  une  matrice)  d ’octets  de  l ongueur S IZE  qu i  consti tue  la  va leur de  
l ’ é lément de  structure  S ize.  Pour chaque  octet du  champ Détai l ,  tous  les  b i ts  non  iden ti fi és  
son t réservés  pour une  normal isation  fu ture.   

Le  premier octet de  cet attribu t est CommonExceptionDetai l [0 ] .  Les  détai l s  d ’exception  
supplémentai res,  s ’ i l s  sont fourn is,  son t appelés  CommonExceptionDetai l [1 ]  et 
CommonExceptionDetai l [SIZE] .  L ’exception  spéci fi que  associée  à  chacun  des  modes  poin t 
est donnée  dans  l e  Tableau  29.  La  S IZE  pour cette  révis ion  est de  deux (2).  Les  détai l s  des  
cri tères  propres  à  chaque  cond i tion  d ’exception  ne  relèvent pas  du  domaine  d ’appl ication  de  
l a  présente  partie.  

6.6.5.9  Valeurs  communes  de  l ’ attribut Détai l  d ’exception  

Tableau  29  – Valeurs  communes  de  l ’attribut Détai l  d ’exception  

Détai l  d ’ exception  commun  [0 ]  a  Détai l  d ’exception  commun  [1 ]  a  

Excepti on  de  d i agnosti c  i n terne  su ri n tensi té  d ’ a l imen tati on  

Excepti on  de  m i croprocesseur a l imentati on  réservée  

Excepti on  EPROM  Tension  de  sorti e  d ’ a l imentati on  

Excepti on  EEPROM  Tension  d ’ en trée  d ’ a l imen tati on  

Excepti on  RAM  Date  de  mai n tenance  programmée  

Réservé   Noti fi cati on  au  fabri can t  

Excepti on  temps  réel  i n terne  Réi n i ti a l i sati on  d e  l ’ excepti on  

Réservé   Réservé   

a  S i  u n  apparei l  ne  prend  pas  en  charge  un  déta i l  d ’ excepti on ,  l e  b i t  correspondan t n ’ est  j amais  établ i .  
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6.6.5.1 0  Détai l  d ’exception  de  l ’apparei l  

Cette  structu re,  de  forme  s imi lai re  au  détai l  d ’exception  commun ,  se  rapporte  aux cond i tions  
d ’exception  spéci fiques  aux apparei ls  i nd ividuels  i nsta l l és  sur l e  réseau ,  et qu i  son t défin ies  
dans  leurs  profi l s  d ’apparei l  respecti fs.  L ’é lément de  détai l  de  l a  structure  est une  l i ste  
ordonnée  (c’est-à-d i re  une  matrice)  d ’octets  de  l ongueur SIZE  qu i  consti tue  la  valeur de  
l ’ é lément de  structure  S ize.  Pour une  description  détai l l ée  de  cet attribu t,  consu l ter l e  profi l  
d ’apparei l  spéci fique  approprié.  

6.6.5.1 1  Détai l  d ’exception  du  fabricant 

Cette  structu re  (voi r Tableau  30),  de  forme  s im i la i re  au  détai l  d ’exception  commun,  se  
rapporte  aux cond i tions  d ’exception  spéci fiques  aux fabrican ts  des  apparei l s  i nd ividuels  
i nsta l lés  sur l e  réseau ,  et qu i  son t défin ies  par ces  dern iers  dans  l eur documentation  de  
produ i t.  L ’é lément de  détai l  de  l a  structure  est une  l i ste  ordonnée  (c’est-à-d i re  une  matrice)  
d ’octets  de  l ongueur S IZE  qu i  consti tue  l a  va leur de  l ’é lément de  structure  S ize.  Pour une  
description  détai l lée  de  cet attribu t,  consu l ter l a  documentation  du  fabrican t d ’apparei ls  
spéci fiques  appropriée.  

Tableau  30  – Synthèse  du  format de  détai l  d ’exception  

Composante  
de  détai l   

B i t  7  B i t  6  B i t  5  B i t  4  B i t  3  B i t  2  B i t  1  B i t  0  

Tai l l e  d u  
déta i l  
d ’ excepti on  

0  0  0  0  0  0  0  0  

Déta i l  
d ’ excepti on  
commun  0  

Rés.  Anomal i
e  en  
temps  
rée l  

Rés.  Mémoi re  
données  

Mémoi re  
non  
vol ati l e  

Mémoi re  
codage  

M icropro
cesseur 

D i agnosti c  

Déta i l  
d ’ excepti on  
commun  1  

Rés.  Réi n i ti a l i
sati on  
d e  
l ’ excepti
on  

Noti fi cat
i on  au  
fou rn i ss
eur  

Date  de  
mai n tenan
ce  
programm
ée  

Tension  
d ’ en trée  
d 'a l iment
ati on  

Tension  
de  sorti e  
d 'a l iment
ati on  

Rés.  Su ri n tens i t
é  
d 'a l imentati
on  

Ta i l l e  d u  
déta i l  
d ’ excepti on  
de  l ’ apparei l  

TBD a  TBD a  TBD a  TBD a  TBD a  TBD a  TBD a  TBD a  

Déta i l  
d ’ exception  
de  l ’ apparei l  
0  

--  --  - -  - -  --  --  - -  - -  

Déta i l  
d ’ exception  
de  l ’ apparei l  
n  

--  --  - -  - -  --  --  - -  - -  

Ta i l l e  d u  
détai l  
d ’ exception  
du  fabri can t  

TBDa  TBD a  TBD a  TBD a  TBD a  TBD a  TBD a  TBD a  

Déta i l  d u  
fabri can t  0  

--  --  - -  - -  --  --  - -  - -  

Déta i l  d u  
fabri can t  n  

--  --  - -  - -  --  --  - -  - -  

a  Consu l ter l a  documentati on  appropri ée  du  fabri can t  d ’ apparei l s  spéci fi ques  pou r u ne  défi n i ti on  complète.  

 

6.6.5.1 2  Activation  des  alarmes  et  avertissements  

Ces  attribu ts  booléens  permetten t d ’activer (1 )  ou  de  désactiver (0)  l e  processus  de  
paramétrage  des  b i ts  d ’exception  de  l ’objet Programme de  con trôle  de  sécuri té.  La  
désactivation  s ign i fie  l 'absence  d 'établ i ssement des  b i ts  correspondants,  cette  désactivation  
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con tribuan t à  l a  suppression  de  ces  b i ts  s ' i l s  avaien t été  établ i s .  Les  états  d ’a larme et 
d ’avertissement ne  son t également pas  conservés;  l orsqu ’ i l s  son t acti vés,  l es  bi ts  doiven t être  
rég lés  un iquement s i  l a  cond i tion  correspondante  est vraie.  

L ’état par défau t de  ces  attribu ts  Activer est acti vé  (1 ) .  

6.6.5.1 3  Time (Temps)  

Cet attribu t facu l tati f représente  l a  va leur de  l ’ heure  et de  l a  date  conservée  par l ’ horloge  
temps  réel  de  l ’ apparei l  avec une  résolu tion  d ’une  m i l l i seconde.   

La  valeur par défaut de  l ’attribu t Time  est zéro  (0),  ce  qu i  correspond  à  00: 00:00,  1 970-01 -01 .  

6.6.5.1 4 Temporisateur d 'expiration  de  maintenance  programmée 

Cet attribu t,  comportan t une  résolu tion  d ’une  heure,  permet d ’engendrer un  avertissement 
s ign i fian t que  l ’ apparei l  doi t  fa i re  l ’objet d ’un  étalonnage.  Un  temporisateur du  programme de  
con trôle  de  sécuri té  décrémente  cet attribu t une  fois  par heure  sous  tension .  Lorsque  l ’ attribu t 
n ’est p lus  posi ti f et l ’ attribu t Activer Avertissement de  l ’expi ration  de  main tenance  
programmée est rég lé  su r acti vé,  cette  s i tuation  génère  l a  cond i tion  Avertissement de  
l ’ expi ration  de  main tenance  programmée.  Ceci  en traîne  le  rég lage  du  b i t Avertissement de  
main tenance  programmée.  

L’attribu t Temporisateur d ’expi ration  de  main tenance  programmée,  lorsqu ’ i l  est  m is  en  œuvre,  
ne  doi t  pas  retomber à  zéro;  l ’ attribu t ne  décrémente  p lus  l orsqu ’ i l  a ttein t sa  valeur l a  pl us  
négative.  Le  temporisateur d ’expi ration  de  main tenance  programmée,  l orsqu ’ i l  est m is  en  
œuvre,  doi t  poursu ivre  sa  décrémentation  i ndépendamment de  l ’état de  l ’attribu t Activer 
Avertissement de  l ’ expi ration  de  main tenance  programmée.  Ce  même temporisateur,  tou jours  
l orsqu ’ i l  est m is  en  œuvre,  doi t  être  main tenu  dans  la  mémoire  non  volati l e .  

6.6.5.1 5  Activation  d ’avertissement de  l ’expiration  de  maintenance programmée 

Cet attribu t booléen  permet d ’activer (1 )  ou  de  désactiver (0)  l e  processus  de  paramétrage  du  
b i t  d ’exception  de  main tenance  programmée  de  l ’ objet Programme de  con trôle  de  sécuri té.  La  
désactivation  s ign i fie  l 'absence  d 'établ issement du  b i t  correspondant,  cette  désactivation  
con tribuant à  l a  suppression  de  ce  b i t  s ' i l  avai t été  établ i .  Lorsqu ’ i l  est acti vé,  l e  b i t  doi t  être  
rég lé  un iquement s i  l a  cond i tion  correspondante  est vraie.   

L ’état par défau t de  cet attribu t Activer est acti vé  (1 ).  

6.6.5.1 6  Verrou i l lage  de  configuration  

L’attribu t Verrou i l l age  de  configuration ,  l orsqu ’ i l  est  m is  en  œuvre  avec l ’ i n terface  SNCT,  doi t 
être  u ti l i sé  pour marquer l a  configuration  de  l ’ apparei l  comme étan t véri fi ée,  et pour 
verrou i l l er cette  dern ière;  0  =  Non  verrou i l l é  (non  véri fié  et mod i fiable),  1  =  Verrou i l l é  (véri fi é  
et non  mod i fiable).   

La  valeur par défau t de  l ’ attribu t Verrou i l lage  de  configuration  est 0  =  non  verrou i l lé .  E l l e  est 
u ti l i sée  principalement pour l es  apparei ls  de  sécuri té  configurés  par l ’ i n terface  SNCT (c’est-à-
d i re  non  configurés  par SafetyOpen).  Après  configuration  de  l ’ apparei l  par ou ti l  et  sa  
val idation  par l ’ u ti l i sateur,  l e  l og iciel  règ le  ce  d rapeau  afin  de  «neu tral iser»  l es  mod i fications  
u l térieures  éven tuel les.  I l  est possib le  de  protéger ce  d rapeau  par un  mot de  passe  qu i  
nécessi te  une  véri fication  de  l ’ u ti l i sateur préalablement au  déverrou i l l age  et  à  l a  mod i fication  
de  l a  configuration .   

Le  rég lage  de  l ’attribu t Verrou i l l age  de  configuration  d ’un  apparei l  doi t  en traîner paral lè lement 
le  refus  des  Configure_Requests,  de  l a  fonction  Réin i tia l i sation  de  sécuri té  (Safety Reset)  de  
types  1  et  2  et de  tou te  fonction  SafetyOpen  de  forme  1  va l i de.  
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6.6.5.1 7  Configuration  UN ID  (CFUNID)  

L’attribu t Configuration  UN ID  doi t  être  m is  en  œuvre  comme partie  i n tégrante  de  l ’ i n terface  
SNCT.  La  configuration  UN ID  i den ti fi e  l e  propriétai re  de  l a  configuration  dans  cet apparei l  de  
sécuri té.  L’attribu t Configuration  UN ID  peu t être  rég lé  par d i fféren ts  moyens.  Les  
s ign i fications  spéciales  su ivan tes  doiven t être  attribuées  à  l ’attribu t Configuration  UN ID:   

•  Tous  les  octets  rég lés  su r 00hex  =  Pas  de  propriétai re,  accepte  tou t propriétai re,   

•  Tous  les  octets  rég lés  sur FFhex  =  l ’ ou ti l  l og icie l  est l e  propriétai re  attribué.  

La  valeur par défau t de  la  configuration  UN ID  doi t  correspondre  au  rég lage  de  tous  l es  octets  
su r 00hex.   

Lorsque  l ’ attribu t Configuration  UN ID  est rég lé  sur «Pas  de  propriétai re,  accepte  tou t 
propriétai re» ,  l es  apparei ls  de  sécuri té  FSCP 2/1  doivent sa isi r l a  première  source  de  
configuration  (Forme 1  et/ou  Configure_Request)  comme étan t l e  propriétai re.  
(voi r Tableau  31 ) .  

La  valeur CFUN ID  est u ti l i sée  con join tement à  l a  valeur OUN ID  qu i  accompagne  la  
Configure_Request ou  une  fonction  SafetyOpen  de  forme  1 .  Voi r l e  Tableau  31  pour l a  
défin i tion  de  l a  méthode  u ti l i sée  par l es  apparei l s  pour répondre  aux d ivers  services  basés  
su r l a  valeur de  rég lage  de  l ’attribu t CFUN ID  au  moment de  l a  réception  du  service.  
L ’ in terface  SNCT doi t  tou jours  u ti l i ser tou tes  les  valeurs  FFhex  pour l ’attribu t OUN ID.  

EXEMPLE   S i  l ’ a ttri bu t  CFUN ID  est  rég l é  su r tou tes  l es  va leu rs  FFhex,  l ’ a ttri bu t  OUN ID  de  Con fi gu re_Request doi t  
ê tre  égal  à  cette  val eu r pou r tra i ter l a  commande.  

Tableau  31  – Synthèse  du  comportement des  apparei ls  pour d iverses  valeurs  CFUNID  

Service  Valeur de  CFUN ID  

 FFhex  00hex  OUN ID  

Confi gu re_Request (FFhex)  de  
SNCT 

Acceptati on  Acceptati on  

Défi n i r CFUN ID  =  FFhex  

Échec 

Confi gu re_Request (OUN ID)  Échec Acceptati on  

Défi n i r CFUN ID  =  OUN ID  

Accepter u n i quemen t s i  
CFUN ID  =  OUN ID   

Échec à  défau t 

SafetyOpen  de  forme  1  Échec Acceptati on  

Défi n i r CFUN ID  =  OUN ID  

Accepter u n i quemen t s i  
CFUN ID  =  OUN ID   

Échec à  défau t 

 

6.6.5.1 8  Identi fiant de  configuration  de  sécuri té  (SCID)  

L’attribu t I den ti fian t de  configuration  de  sécuri té  est l a  s ignature  de  la  configuration  de  
sécuri té.  Cet attribu t est une  concaténation  du  CRC de  la  configuration  de  sécuri té  (SCCRC)  
+  l a  datation  de  la  configuration  de  sécuri té  (SCTS).  Ces  valeurs  son t obtenues  à  parti r de  l a  
fonction  SafetyOpen  ou  du  l og iciel  de  configuration  de  sécuri té  au  cours  de  la  va l idation  de  
configuration .  

La  valeur par défau t de  l ’attribu t SCID  du  programme de  contrôle  de  sécuri té  doi t  être  0 .   

Lorsqu ’un  apparei l  adopte  le  mode  Configuration ,  l ’ attribu t SCID  doi t  être  rég lé  su r 0  et 
main tenu  à  cette  valeur (par l ’ i n terméd iai re  de  cycles  d ’a l imentation )  j usqu ’à  exécu tion  
satisfaisan te  de  Val idate  (val idation).  

typedef  struct  _S_SCID 
{  
DWORD            dwCRC;    / / calculated by device  
DWORD             dwTime;   / /  s et  by s oftware  
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WORD             wDate;  
}  S_SCID;  

6.6.5.1 9  UN ID  Cible  (TUN ID)  

I l  s ’ ag i t  d ’un  attribu t NV qu i  reflète  l ’UN ID  que  l a  configuration  a  sauvegardé.  

L’attribu t UN ID  Cib le  du  programme de  con trôle  de  sécuri té  doi t tou jours  refléter soi t  l ’UN ID  
cib le  par défau t ou  couran te  que  l e  processus  de  paramétrage  UN ID  a  sauvegardée.  

L’UN ID  d ’un  apparei l  doi t  être  arch ivé  dans  l a  mémoi re  non  volati l e  NV comme partie  
i n tégran te  de  la  procédure  de  paramétrage  UN ID.   

L ’UN ID  d ’un  apparei l  doi t  être  arch ivé  dans  l ’objet DeviceNet,  l ’ objet I n terface  TCP/IP  ou  
l ’ attribu t SNN  de  l ’ objet SERCOS I I I  comme partie  i n tégran te  de  l a  procédure  de  paramétrage  
UN ID.  

La  mémoire  non  volati le  d ’un  apparei l  présentan t un  état par défau t du  fabrican t doi t 
comporter une  valeur UN ID  non  val ide  (par exemple  FFhex,  FFhex,  FFhex,  FFhex,  FFhex,  
FFhex) .  

L 'UN ID  d ’un  apparei l  doi t  être  l u  à  parti r de  la  mémoi re  non  volati le  l ors  de  l a  m ise  sous  
tension ,  pu is  té léchargé  sur un  attribu t de  l ’objet Programme de  con trôle  de  sécuri té  et 
l ’ attribu t Safety_Network_Number de  l ’objet DeviceNet,  de  l ’ objet I n terface  TCP/IP  ou  de  
l ’ objet SERCOS I I I .     

S i  l ’UN ID  représente  un  Nombre  val ide  (non  égal  à  l a  va leur de  l ’ apparei l  à  l 'état "ou t-of-
box"),  ce  nombre  doi t être  comparé  au  NodeID.  En  cas  d 'adaptation ,  l a  procédure  de  
démarrage  de  l ’ apparei l  se  poursu i t.  En  cas  de  défau t d 'adaptation ,  l ’ apparei l  passe  à  l ’état 
Abandon  (Abort) .  

Lorsque  la  défai l lance  d ’un  apparei l  a  pour orig ine  le  défau t d 'adaptation  du  paramétrage  
Commutation  mémoire  non  volati l e  (Swi tch-NV),  cet apparei l  doi t permettre  soi t  une  
réin i tia l i sation  sur l ’ état ou t-of-box,  soi t  l a  transmission  d 'une  demande  Récupération  
(Recover)  au  programme de  con trôle  de  sécuri té  afin  de  supprimer l a  fonction  Abandon .  Dans  
l es  deux cas,  l ’ apparei l  doi t  passer à  l ’ état «Attente  de  TUN ID» .    

La  l ecture  de  l ’attribu t UN ID  dans  le  programme de  con trôle  de  sécuri té  doi t  être  effectuée  
avec une  i n tégri té  de  sécuri té.  

L ’appl ication  des  données  de  configuration  et  de  l ’UN ID  à  l a  mémoire  non  volati l e  (NV)  doi t  
s ’effectuer avec une  i n tégri té  de  sécuri té.  

6.6.5.20  Proposition  de  TUN ID  (OUNID)  

La  valeur par défau t de  l ’ attribu t Proposi tion  de  TUN ID  doi t  correspondre  à  tou tes  l es  valeurs  
FFhex.   

Cet attribu t reflète  l a  va leur proposée lorsque  l ’apparei l  su i t  l e  processus  
“ProposeTUN IG/ApplyTUN ID” .  Une  fois  l ’appl ication  achevée,  cet attribu t doi t  être  rég lé  de  
nouveau  sur l a  va leur par défau t ou t-of-box de  tou tes  l es  valeurs  FFhex.  

6.6.5.21  Propriétaire  de  connexion  de  sortie  (OCPUNID)  

Cet attribu t n 'est u ti l i sé  que  pour l es  connexions  de  sécuri té  sur l es  sorties.  Les  connexions  
de  sécuri té  aux sorties  défin issen t un  propriétai re  afin  d ’évi ter que  des  connexions  erran tes  
ne  détournent une  ressource  de  sortie  dans  un  système  de  sécuri té  val idé.  Cet i den ti fian t de  
propriétai re  i den ti fie  l ’apparei l  de  sécuri té  d ’orig ine  auquel  on t été  conférés  les  d roi ts  de  
propriété  pour cette  connexion  de  sortie  de  sécuri té.  Ce  paramètre  provien t des  paramètres  
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du  Segment de  sécuri té  de  SafetyOpen .  La  valeur OCPUNID  peu t être  i dentique  à  cel le  de  
l ’ attribu t 25  du  programme de  con trôle  de  sécuri té  (CFUN ID)  l orsque  l ’ apparei l  est également 
configuré  comme partie  i n tégran te  de  SafetyOpen .  Dans  l a  mesure  où  un  apparei l  peu t 
comporter deux ressources  de  sortie  ou  p lus,  et  peu t admettre  l ’ existence  de  propriétai res  
d istincts  de  chaque  ressource,  cet attribu t prend  l a  forme  d ’une  structure  permettant l e  
main tien  séparé  de  chaque  ressource.  La  ressource  est i den ti fi ée  par une  adresse  de  
Segment l og ique.  

La  valeur par défau t pour tous  les  OCPUN ID  doi t  être  0  (accepte  tou t propriétai re),  chaque  
ePath  étan t d i rigé  vers  la  ressource  respective.  

6.6.6  Sous-classes  

Chaque  sous-classe  de  n iveau  d ’ i nstance  donne  une  s ign i fication  un ique  pour un  i n terval le  de  
recouvrement d ’ i den ti fian ts  d ’attribu ts  i nstance  et/ou  de  services  instance.  L ’ in terval le  des  
défin i tions  de  sous-classes  commence  à  l a  va leur ID  96hex  avec une  numérotation  
descendante  pour les  attribu ts,  et à  l a  va leur ID  63hex  avec une  numérotation  descendante  
pour l es  services.  La  sous-classe  d ’une  instance  donnée  est i den ti fi ée  par la  valeur de  son  
attribu t i nstance  Sous-classe.  Aucune  sous-classe  n ’est actuel lement défin ie  pour les  
i nstances.  

6.6.7  Services  communs  du  programme de  contrôle  de  sécuri té  

6.6.7.1  Présentation  générale  des  services  communs 

Les  services  communs  pris  en  charge  par l e  programme de  con trôle  de  sécuri té  sont défin is  
dans  l e  Tableau  32 .  Les  services  spéci fiques  de  l ’ objet Programme de  con trôle  de  sécuri té  
son t défin is  dans  l e  Tableau  33.  

Tableau  32  – Services  communs  du  programme de  contrôle  de  sécuri té  

Code  de  
service  

M ise  en  œuvre  nécessai re  Nom  de  service  Description  du  service  

C lasse  Instance   

0Ehex  Cond i ti onnel  Exi gé  Get_Attri bu tes_S ing le  Renvoie  l e  con tenu  de  l ’ a ttri bu t  spéci fi é  

01 0hex  n /a  Exi gé  Set_Attri bu tes_Sing l e  Mod i fi e  u ne  va leu r d ’ attri bu t 

0Dhex  n /a  Cond i ti onnel  
a  

Appl i cati on  Appl i que  u ne  con fi gu rati on  en  atten te  à  
l a  mémoi re  non  vol ati l e ,  e t  d i ri ge  
l ’ apparei l  vers  l ’ é tat  Repos   

1 5  h ex  n /a  Facu l tati f Restau rati on  Restau re  l a  dern i ère  con fi gu rati on  
appl i quée  dans  l es  apparei l s  qu i  l a  
prennen t en  charge  

a  Les  apparei l s  d e  sécu ri té  qu i  prennen t  en  charge  l ’ i n terface  SNCT (c’ est-à-d i re  non  con fi gu rée  par 
SafetyOpen  ou  tou t  moyen  spéci fi q ue  au  fou rn i sseur)  d oi ven t  prend re  en  charge  ce  service.  

 

L ’apparei l  peu t sol l ici ter l ’existence  d ’un  service  i nstance  de  Programme de  con trôle  de  
sécuri té  en  i n terne,  tel  que  spéci fié  par l e  fabricant.  

Tableau  33  – Services  spéci fiques  de  l ’objet  Programme de  contrôle  de  sécuri té  

Code  de  
service  

M ise  en  œuvre  nécessai re  Nom  de  service  Description  du  service  

C lasse  Instance   

4Bhex    Réservé   

4Chex  n /a  Facu l tati f Récupérati on  Reti re  l ’ apparei l  d e  l ’ état  Abandon   

4Ehex  n /a  Facu l tati f Perform_Diagnosti cs  Con tri bue  à  l ’ exécu ti on  d ’ un  ensemble  
de  rou ti nes  de  d i agnosti c  par l ’ apparei l  
l e  cas  échéan t 
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Code  de  
service  

M ise  en  œuvre  nécessai re  Nom  de  service  Description  du  service  

C lasse  Instance   

4Fhex  n /a  Cond i ti onnel  a  Con fi gu re_Request  D i ri ge  l ’ apparei l  vers  l ’ é tat  
Con fi gu rati on  l e  cas  échéan t.  Ce  
service  exi ge  l a  sa i s i e  d ’ un  mot de  
passe  pou r son  exécu ti on  

50hex  n /a  Cond i ti onnel  a  Va l i date_Confi gu rati on  Con tri bue  à  l ’ exécu ti on  d ’ un  con trôle  d e  
val i dati on  de  l a  confi gu rati on  en  atten te  
par l ’ apparei l .  Ce  servi ce  exige  d u  
l og i ci e l  q u ’ i l  fou rn i sse  l e  SCID  (CRC +  
Datati on )   

51 hex  n /a  Cond i ti onnel  a  Set_Password  Permet de  défi n i r u n  attri bu t  de  mot d e  
passe  dans  l ’ ob j et  Programme  de  
con trôle  

52hex  n /a  Cond i ti onnel  a  Con fi gu rati on_Lock/ 
U n l ock 

 

Ce  service  i n tervien t  après  l a  présence  
de  l ’ attri bu t  Verrou i l l age  de  
con fi gu rati on  dans  l e  Programme  de  
con trôl e  de  sécu ri té.  Ce  servi ce  exi ge  l a  
sa i s i e  d ’u n  mot de  passe  pou r son  
exécu ti on  

53hex  n /a  Cond i ti onnel  c  Changement de  mode  Doi t  ê tre  m is  en  œuvre  pou r l es  
apparei l s  l og i ques  q u i  prennen t  en  
charge  l ’  « exécu ti on» ,  i n dépendamment 
des  connexions  E /S.  L ’ exécu tion  des  
changements  de  mode  dans  l es  
apparei l s  de  sécu ri té  exi ge  un  mot  de  
passe  

54hex  n /a  Type  0  exi gé,  

Types  1  e t  2  
Cond i ti onnel  a  

Ré i n i ti a l i sati on  de  
sécu ri té  

Ré i n i ti a l i se  l ’ apparei l  d ’ une  man ière  
s im i l a i re  à  l ’ ob jet  I den ti té ,  à  l ’ excepti on  
du  fa i t  q ue  l ’ exécu ti on  exi ge  un  mot de  
passe   

55hex  n /a  Cond i ti onnel  b  Ré i n i ti a l i sati on  mot de  
passe  

Permet de  ré i n i ti a l i ser l e  mot  de  passe  
dans  un  apparei l .  Le  con tenu  des  
données  de  ce  message  est  spéci fi que  
au  fou rn i sseur 

56hex  n /a  Cond i ti onnel  d  Propose_TUN ID  Permet d ’ i n i ti er l e  paramétrage  du  
TUN ID  dans  un  apparei l  à  l 'é tat  ou t-of-
box 

57hex  n /a  Cond i ti onnel  d  Appl y_TUN ID  Permet d ’ effectuer p l e i nement  l e  
paramétrage  TUN ID   

a  Do i t  ê tre  m is  en  œuvre  pou r l es  apparei l s  d e  sécu ri té  FSCP 2 /1  qu i  prennen t  en  charge  l ’ i n terface  SNCT.   

b  Cond i tionné  par l a  pri se  en  charge  du  servi ce  de  mot de  passe  comme  parti e  i n tégran te  de  l ’ i n terface  SNCT.  

c  Do i t  ê tre  m is  en  œuvre  pou r l es  apparei l s  de  sécu ri té  FSCP 2 /1  q u i  prennen t  en  charge  l ’ i n terface  SNCT et  
q u i  son t  d es  apparei l s  l og i ques  q u i  prennen t  en  charge  l ’  « exécu tion» ,  i ndépendamment  d es  connexions  
E /S .  L ’ exécu tion  d es  changements  d e  mode  dans  l es  apparei l s  de  sécu ri té  exi ge  un  mot de  passe.  

d  Doi t  ê tre  m is  en  œuvre  pou r l es  apparei l s  de  sécu ri té  FSCP  2 /1  q u i  prennen t  en  charge  l ’ i n terface  SNCT,  
mais  vi vemen t recommandé  pou r l es  apparei l s  con fi gu rab l es  par l a  foncti on  SafetyOpen  de  forme  1 ,  mai s  
qu i  n e  prennent  pas  en  charge  l ’ i n terface  SNCT.    

 

L ’apparei l  peu t sol l ici ter l ’existence  d ’un  service  i nstance  de  Programme de  con trôle  de  
sécuri té  en  i n terne,  te l  que  spéci fié  par l e  fabrican t.  Généralement,  ces  demandes  son t 
générées  après  un  événement te l  que  l ’acti vation  d ’un  bouton  ou  la  fermeture  d ’un  con tact 
externe.  

6.6.7.2  Service  de  récupération  

Ce service  permet de  fai re  passer l es  objets  d ’appl ication  d ’apparei l s  de  l ’ état d 'anomal ie  
récupérable  à  l ’ état de  repos.  Cette  demande  de  service  peu t être  émise  en  in terne  par les  
objets  d ’appl i cation .  
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6.6.7.3  Service  Perform_Diagnostics  

Le  service  Perform_Diagnotics  permet d ’ i nd iquer à  l ’ objet Programme de  con trôle  de  sécuri té  
d ’effectuer un  essai  de  d iagnostic.  Cet essai  est de  type  commun  ou  dépendant de  l ’apparei l .  
Les  essais  de  d iagnostic communs  peuvent comprendre  l es  é léments  su ivants:  RAM,  
EPROM,  mémoire  non  volati l e  et  communications.  La  structu re  des  essais  de  d iagnostic de  
type  commun  est spéci fique  à  l a  m ise  en  œuvre.  Les  détai l s  des  d iagnostics  dépendant de  
l ’ apparei l  ne  re lèvent pas  du  domaine  d ’appl ication  de  l a  présente  partie.  

6.6.7.4 Service  Configure_Request  

Le  service  Configure_Request permet de  fai re  passer les  objets  d ’appl ication  d ’apparei l  de  
l ’ état Abandon ,  Exécu tion  ou  Repos  à  l ’état Configuration .    

En  cas  de  réception  d ’une  Configure_Request,  une  erreur “Confl i t  d ’état d ’objet (0Chex)”  doi t 
être  retournée  s i  l ’ attribu t Configuration_Lock est défin i .  La  demande  contien t trois  
paramètres,  à  savoi r l e  paramètre  du  mot de  passe  con tenu  dans  l e  programme de  con trôle  
de  sécuri té,  l ’UN ID  d ’apparei l  cib le  et  l ’UN ID  du  poin t d ’orig ine.  Ces  valeurs  son t adaptées  
aux mots  de  passe,  TUN ID  et CFUN ID  de  l ’ apparei l .  La  présence  de  l ’UN ID  est nécessai re  
pour permettre  à  l ’ apparei l  de  déterminer s i  l a  source  est un  ou ti l  l og icie l  ou  un  poin t d ’orig ine  
de  capaci té  ACR.  

En  cas  d ’acceptation  de  la  commande  Configure_Request,  l ’ apparei l  doi t accepter 
un iquement l es  messages  de  configuration  destinés  aux objets  re lati fs  à  l a  sécuri té  sur «cette  
seu le  connexion» .  Les  ten tatives  d ’écri tu re  d ’au tres  messages  destinés  aux objets  relati fs  à  l a  
sécuri té  doiven t être  re jetées.    

En  cas  d ’échec d ’une  connexion  de  configuration  pour quelque  moti f que  ce  soi t,  une  au tre  
Configure_Request doi t  être  reçue  (établ i ssan t a insi  une  nouvel le  source  de  connexion )  avan t 
de  pouvoir effectuer des  mod i fications  de  configuration  (même après  un  cycle  d ’a l imentation).    

La  structu re  de  Configure_Request est défin ie  dans  l e  Tableau  34.  

Tableau  34 – Structure  de  message Configure_Request  

Nom  Type  de  
données  

Description  

Code  de  servi ce  USINT 4Fhex  

Mot  de  passe  MATRICE  de  
1 6  OCTETS  

 

TUN ID  MATRICE  de  
1 0  OCTETS  

UN ID  d ’ apparei l  ci b l e.  Permet de  détecter l es  demandes  mal  
acheminées   

OUN ID  MATRICE  de  
1 0  OCTETS  

UN ID  de  l ’ apparei l  d ’ ori g i ne.  S i  l e  po i n t  d ’ ori g i ne  est  u n  ou ti l  l og i cie l ,  ce  
paramètre  doi t  ê tre  rég l é  su r tou tes  l es  va l eurs  FFhex.  S i  l e  po i n t  
d ’ ori g i ne  est u n  apparei l  d e  capaci té  ACR,  ce  paramètre  doi t  ê tre  
l ’ UN ID  de  l ’ apparei l  

 

Un  code  d ’erreur «Paramètre  i nval ide»  (20hex)  doi t  être  retourné  en  cas  d ’erreur de  défaut 
d 'adaptation  TUN ID  ou  OUN ID  lors  du  tra i tement d ’une  demande  de  configuration  du  
Programme de  con trôle  de  sécuri té.  

Un  code  d ’erreur «Violation  de  privi lège»  (0Fhex)  doi t  être  retourné  en  cas  de  défaut 
d 'adaptation  de  mot de  passe  l ors  du  tra i tement d ’une  demande  de  configuration  du  
Programme de  con trôle  de  sécuri té.   

6.6.7.5  Service  Val idate_Configuration   

Ce service  condu i t  l ’ apparei l  à  val ider une  configuration  en  atten te,  par l a  réal i sation  d ’un  
calcu l  CRC avec ces  données  et en  l e  comparant au  CRC associé  au  message.  S i  l e  CRC ne  
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produ i t  pas  l e  même résu l tat,  une  réponse  d 'erreur te l le  que  défin ie  ci -dessous  est retournée.  
Dans  le  cas  con trai re,  une  réponse  « réussi te»  est retournée.  Voi r l a  F igure  1 0  et l a  F igure  1 1  
pour les  détai l s  de  tra i tement de  ce  service.  Cette  commande  ne  peu t être  reçue  que  sur l a  
connexion  qu i  a  p lacé  l ’ apparei l  en  mode  configuration .  La  mémoire  non  volati le  de  l ’apparei l  
arch ive  le  SCID  final  dans  l ’attribu t 26  du  Programme de  contrôle  de  sécuri té.   

La  structu re  du  message  Val idate_Configuration  est défin ie  dans  l e  Tableau  35.  

Tableau  35  – Structure  de  message Val idate_Configuration  

Nom  Type  de  
données  

Description  

Code  de  servi ce  US INT 50hex  

SCID  STRUCT.  de:  I D  de  confi gu rati on  de  sécu ri té  

SCCRC 4  OCTETS  Proposi ti on  d e  CRC de  con fi gu rati on  de  sécu ri té  te l  q ue  ca l cu l é  par l e  
l og i cie l .  Cette  proposi ti on  est  va l i dée  par l ’ apparei l  

SCTS  6  OCTETS  Datati on  de  con fi gu rati on  de  sécu ri té .  Cette  va l eu r marque  l a  date  e t  
l ’ heu re  de  l a  con fi gu rati on ,  q u i  est  u ti l i sée  comme  mécan isme  de  
détecti on  des  mod i fi cati ons  

 

La  structure  de  l a  Réponse  de  val idation  aboutie  (Success  Val i date  Reply)  est défin ie  dans  le  
Tableau  36.   

Tableau  36  – Structure  de  message de  réussi te  Val idate_Configuration  

Nom  Type  de  
données  

Description  

Code  de  servi ce  USINT 50hex  

SCID  STRUCT.  d e:  I D  de  confi gu rati on  de  sécu ri té  

SCCRC 4  OCTETS  CRC de  con fi gu rati on  de  sécuri té  te l  q ue  ca l cu l é  par l ’ appare i l  

SCTS  6  OCTETS  Datati on  de  con fi gu rati on  de  sécu ri té .  Cette  va l eu r refl ète  l es  données  
transm ises  dans  l a  demande  Val i dati on   

 

En  cas  d ’échec de  l a  commande  Val idate_Configuration  du  Programme de  con trôle  de  
sécuri té,  l a  réponse  d 'erreur doi t  transmettre  une  “erreur de  val idation”  défin ie  par l a  classe  
(D0hex) .  Le  code  d ’erreur su ivan t présenté  dans  le  Tableau  37  est défin i  comme une  erreur de  
val idation  dans  l e  Programme de  contrôle  de  sécuri té,  l es  codes  d ’erreur supplémentai res  
son t défin is  dans  le  Tableau  38.  

Tableau  37  – Code  d ’erreur Val idate_Configuration  

Code  d ’ erreur 
général  

Code  d ’ erreur 
supplémentai re  

Nom  
d ’erreur 

Description  

D0hex  Vo i r Tabl eau  38  Erreu r de  
val i dati on  

Cette  erreu r est  u ne  erreu r spéci fi que  de  cl asse  pou r 
l e  Programme  de  con trôl e  de  sécu ri té ;  e l l e  est  
transm ise  en  réponse  à  une  erreu r 
Val i date_Confi gu rati on .   
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Tableau  38  – Codes  étendus  Val idate_Configuration  

Codes  d ’erreur 
supplémentai res  

Code  de  
raison  

Description  

1  Défau t  
d 'adaptati on  
CRC 

I l  s ’ ag i t  d u  code  supp lémenta i re  non  spéci fi que  par défau t,  en  l ’ absence  
de  tou te  au tre  i n formati on  suppl émen ta i re  et  l orsque  l e  CRC  de  
con fi gu rati on  ne  correspond  pas  à  l a  va leu r transmise  

2  Paramètre  d e  
con fi gu rati on  
i nva l i de  

Ce  code  peu t  être  u ti l i sé  pou r i n d i quer u ne  erreu r d e  paramètre  s i  u n  
apparei l  procède  à  une  va l i dati on  spéci fi que  des  données  de  
con fi gu rati on .   

NOTE  Ceci  peu t  se  produ i re  même  en  cas  d e  m ise  en  correspondance  
des  CRC.   

3  TUN ID  non  
défi n i  

Ce  code  peu t  être  u ti l i sé  pou r i n d i quer q ue  l ’ appare i l  est  en  atten te  de  
l ’ é tat TUN ID  et  q ue  son  TUN ID  do i t  ê tre  défi n i  

 

 

Anglais  Français  

Appl yConfi g  (Con fi gKey)  Appl i cati on  d e  l a  con fi gu rati on  (cl é  de  confi gu rati on )  

Va l i date  done?  Val i dati on  réal i sée?  

No  Non  

Fa i l u re:  no  val i dati on  Échec:  pas  de  val i dati on  

Yes  Ou i  

Set  Mode  =  " i d l e"  Défi n i r Mode  =  "Repos"  

Success  Réussi te  

Figure  1 0  – Appl ication  de  configuration  d ’apparei l  

IEC  

ApplyConfig(ConfigKey)

Validate
done?

No
Failure:

No val idation

Yes

Set
Mode = "Idle"

Success
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Anglais  Français  

SetConfi gMode  (Password )  Défi n i ti on  du  mode  de  con fi gu rati on  (Mot d e  passé)  

Va l i d  TUN ID?  TUN ID  va l i d e?  

No  non  

fa i l u re:  TUN ID  not  set  échec:  TUN ID  non  défi n i  

yes  ou i  

va l i d  password?  mot d e  passe  va l i de?  

fa i l u re:  i nva l i de  password  échec:  mot de  passe  i nva l i de  

vai d  con fi g?  con fi g  val i de?  

fa i l u re:  i nva l i d  con fi g  échec:  con fi g  i nval i de  

veri fi ed?  véri fi é?  

fa i l u re:  i nva l i d  s tate  échec:  é tat i n va l i de  

IEC  

SetConfigMode(Password)

Valid
password?

Yes

No

Open 
safety I /O

connections?

Yes

No

Success

Failure:
Inval id  password

Failure:
Inval id  state

Set
ValidConfig  =  

False

ValidateConfig(SCID)

SCID
match?

Yes

No
Failure:

Invalid  SCID

Valid
config?

Yes

No
Failure:

Inval id  config

Store SCID

Success

Set
SCID = 0

Mode = "Configuring"

Verfied?

No

Yes
Force connections

closed

Calculate SCID

Set
ValidConfig  =  True

Valid
TUNID?

Failure:
TUNID not set

No

Yes

Copyright International  Electrotechnical  Commission  



 –  352  – I EC  61 784-3-2: 201 6    I EC  201 6  

Anglais  Français  

SetConfi gMode  (Password )  Défi n i ti on  du  mode  de  con fi gu rati on  (Mot d e  passé)  

cal cu l ate  SCID  cal cu l er SCID  

openSafety I /O  connections?  connexions  E /S  SafetyOpen  

force  connecti ons  cl osed  forcer l es  connexions  fermées  

SCID  match?  SCID  adapté?  

fa i l u re:  i nva l i d  SCID  échec:  SCID  i nva l i de  

set  … .  défi n i r …  

s tore  SCID  arch i ver SCID  

success  réuss i te  

Figure  1 1  – Organigrammes  de  trai tement de  Configuration  et  Val idation  

6.6.7.6  Service  Set_Password  

Le  service  Set_Password  condu i t  l ’ apparei l  à  défin i r un  mot de  passe  dans  le  Programme de  
contrôle.  Ce  service  u ti l i se  2  paramètres.  Le  premier d ’en tre  eux est un  paramètre  mot de  
passe  qu i  représente  le  mot de  passe  existan t,  l e  second  étan t un  paramètre  qu i  représente  
l e  nouveau  paramètre.  Lors  du  premier paramétrage  d ’un  mot de  passe,  l e  paramètre  de  mot 
de  passe  Curren t (courant)  est rég lé  sur l a  va leur par défau t Ou t-of-box (zéro).   

La  structu re  de  Set_Password  est défin ie  dans  le  Tableau  39.  

Tableau  39  – Structure  de  message Set_Password  

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 51 hex  

Mot  de  passe  cou ran t 1 6  OCTETS   

Nouveau  mot de  passe  1 6  OCTETS   

 

Un  code  d ’erreur «Violation  de  privi lège»  (0Fhex)  doi t  être  retourné  en  cas  de  défaut 
d 'adaptation  du  mot de  passe  couran t l ors  du  trai tement d ’une  commande  «Défin i tion  du  mot 
de  passe»  du  Programme de  con trôle  de  sécuri té.  

Un  mot de  passe  de  caractères  rédu i ts  par rapport au  paramètre  de  mot de  passe  doi t  être  
a l i gné  à  d roi te  en  ord re  peti t-boutiste  selon  l ’ octet de  poids  fa ib le  du  paramètre  de  mot de  
passe  de  1 6  octets.  Les  octets  supérieurs  i nu ti l i sés  du  paramètre  de  mot de  passe  doivent 
être  rempl is  de  zéros.  

6.6.7.7  Service  Reset_Password   

Ce service  permet la  réin i tia l i sation  des  mots  de  passe  dans  un  apparei l .  Le  con tenu  exact et  
l ’ usage  son t spéci fi ques  au  fourn isseur afin  de  protéger l ’ i n tégri té  des  mots  de  passe.  Ce  
service  requ iert  l ’ u ti l i sation  de  1  paramètre  et d ’un  champ de  données  spéci fi que  au  
fourn isseur.  Le  paramètre  exigé  est un  champ de  ta i l l e  de  données  qu i  permet d ’ i den ti fier l a  
ta i l l e  du  champ de  données  spéci fique  au  fourn isseur.  Le  con tenu  des  données  du  
fourn isseur est supposé  être  un ique  à  l ’ apparei l  et l e  moyen  d ’u ti l i sation  de  ce  service  doi t 
être  prévu  par chaque  fourn isseur.    

La  structu re  de  Reset_Password  est défin ie  dans  l e  Tableau  40.  
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Tableau  40  – Structure  de  message Reset_Password   

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 55hex  

Ta i l l e  des  données   US I NT Nombre  d ’ octets  d e  données  spéci fi ques  au  fou rn i sseur  

Données  du  fou rn i sseu r Ta i l l e  des  données   Données  du  fou rn i sseur con tenan t  d ’ au tres  données  
nécessa i res  à  l a  ré i n i t i a l i sati on  du  mot  de  passe   

 

En  cas  d ’erreur «Tai l le  de  données»  au  n iveau  de  la  commande  Reset_Password  du  
Programme de  con trôle  de  sécuri té,  l e  code  d ’erreur 1 5hex  ( trop  grand  nombre  de  données)  
ou  1 3hex  ( trop  faible  nombre  de  données)  doi t  être  retourné.   

Un  code  d ’erreur «Violation  de  privi lège»  (0Fhex)  doi t  être  retourné  en  cas  de  défaut 
d 'adaptation  des  données  du  fourn isseur l ors  du  tra i tement d ’une  commande  Reset_Password  
du  Programme de  con trôle  de  sécuri té.  

6.6.7.8  Service  Configuration_Lock/Unlock 

Le service  Configuration_Lock/Un lock condu i t  l ’ apparei l  à  mod i fier l ’attribu t 
Configuration_Lock dans  l e  Programme de  con trôle  de  sécuri té.  Ce  service  requ iert un  
paramètre  de  valeur (0  =  déverrou i l lé ,  1  =  verrou i l l é) ,  et  l e  paramètre  de  mot de  passe.  Le  
paramètre  de  mot de  passe  est comparé  au  mot de  passe  arch ivé  et est exécu té  un iquement 
en  cas  d 'adaptation  du  mot de  passe.  Une  erreur «Défau t d 'adaptation  de  mot de  passe»  est 
retournée  en  cas  de  défau t d 'adaptation  du  mot de  passe.  

La  structu re  de  Configuration_Lock/Un lock est défin ie  dans  le  Tableau  41 .  

Tableau  41  – Configuration_Lock/Unlock message structure 

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 52hex  

Va leu r BOOL  0  =  non  verrou i l l é ,  1  =  verrou i l l é  

Mot  d e  passe  1 6  OCTETS   

TUN ID  1 0  OCTETS  UN ID  d ’ apparei l  ci b l e.  Permet de  détecter l es  d emandes  mal  
acheminées   

 

En  cas  de  défau t d 'adaptation  de  TUN ID  de  l a  commande  Configuration_Lock/Un lock du  
Programme de  con trôle  de  sécuri té,  l e  code  d ’erreur (020hex)  “Paramètre  i nval ide”  doi t  être  
retourné.  

Un  code  d ’erreur «Violation  de  privi lège»  (0Fhex)  doi t  être  retourné  en  cas  de  défaut 
d 'adaptation  du  mot de  passe  l ors  du  trai tement de  l a  commande  Configuration_Lock/Un lock 
du  Programme de  con trôle  de  sécuri té.  

6.6.7.9  Service  de  changement de  mode 

Le  service  Changement de  mode  est u ti l i sé  par les  apparei ls  devant passer de  l ’état Repos  à  
l ’ état Exécution ,  i ndépendamment de  l ’ état de  connexion .  L ’exécu tion  de  cette  commande  
exige  une  au torisation  appropriée,  d ’où  l a  nécessi té  du  mot de  passe.  

La  structure  du  service  Changement de  mode  est défin ie  dans  le  Tableau  42 .  
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Tableau  42  – Structure  de  message Mode_Change 

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 53hex  

Va l eu r BOOL 0  =  Repos,  1  =  Exécu ti on  

Mot  de  passe  1 6  OCTETS   

 

Un  code  d ’erreur «Violation  de  privi lège»  (0Fhex)  doi t  être  retourné  en  cas  de  défaut 
d 'adaptation  du  mot de  passe  de  l a  commande  «Changement de  mode»  du  Programme de  
con trôle  de  sécuri té.  

6.6.7.1 0  Service  Safety_Reset  

Ce service  permet de  réin i tia l i ser l ’apparei l .  Le  service  Safety_Reset se  substi tue  au  service  
de  ré in i tia l i sation  normal i sé  défin i ,  de  te l le  sorte  qu ’ i l  peu t être  qual i fi é  par l e  mot de  passe.  

En  cas  de  réception  d ’une  Réin i tia l i sation  de  sécuri té  de  type  1  ou  2 ,  une  erreur “Confl i t  d ’état 
d ’objet (0Chex)”  doi t  être  retournée  s i  l ’ attribu t Configuration_Lock est défin i .   

La  structu re  de  Safety_Reset est défin ie  dans  l e  Tableau  43.  

Tableau  43  – Structure  de  message Safety_Reset  

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 54hex  

Type  de  ré i n i ti a l i sati on  US INT Voi r Tabl eau  44  

Mot  d e  passe  1 6  OCTETS   

TUN ID  1 0  OCTETS  UN ID  d ’ apparei l  ci b l e.  Permet d e  détecter l es  demandes  
mal  acheminées   

Attri bu te_Bi t_Map  USINT Paramètre  en  mode  poi n t  q u i  i nd i que  quel s  attri bu ts  
do i ven t être  préservés  pou r l a  ré i n i ti a l i sati on .  Ce  
paramètre  est  i ncl us  un i quemen t l orsque  l e  type  de  
ré i n i ti a l i sati on  est  2 .  Voi r Tableau  45.   

 

En  cas  de  défau t d 'adaptation  de  TUN ID  lors  de  l a  transmission  de  l a  commande  
Réin i tia l i sation  de  sécuri té  du  Programme de  con trôle  de  sécuri té,  l e  code  d ’erreur (20hex)  
«Paramètre  i nval ide»  doi t  être  retourné.  

Un  code  d ’erreur «Violation  de  privi lège»  (0Fhex)  doi t  être  retourné  en  cas  de  défaut 
d 'adaptation  du  mot de  passe  l ors  du  trai tement d ’une  commande  «Réin i tia l i sation  de  
sécuri té»  du  Programme de  con trôle  de  sécuri té.  

Tableau  44 – Types  de  réin i tial isation  de  sécuri té  du  Programme de  contrôle  de  sécuri té  

Valeur:  Type  de  réin i tial i sation  

0  Ému le  l e  m i eux possi b l e  l a  pu issance  d ' i térati on  (des  cycl es)  de  l ’ apparei l   

1  Revien t l e  p l us  préci sémen t possi b l e  à  l a  con fi gu rati on  par défau t,  pu i s  ému le  l e  m ieux poss ib l e  l a  
pu i ssance  d ' i térati on  (des  cycles)   

2  Revien t l e  p l us  préci sémen t possi b l e  à  l a  con fi gu rati on  ou t-of-box,  sau f pou r protéger l es  
paramètres  i nd i qués  par l ’ a ttri bu t  Mode  poi n t,  pu i s  ému le  l e  m i eux possib l e  l a  pu i ssance  d ' i térati on  
(des  cycl es)   
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Tableau  45  – Paramètre  d ’attribut Mode point 

Bi t  Affectations  de  l ’ attribu t Mode  poin t   

0  Lorsque  défi n i ,  protège  l e  MACID  défi n i  par l e  l og i ci e l  

1  Lorsque  défi n i ,  protège  l e  débi t  en  bauds  défi n i  par l e  l og i ci e l  

2  Lorsque  défi n i ,  protège  l e  TUN ID  

3  Lorsque  défi n i ,  protège  l e  mot d e  passe  

4  Lorsque  défi n i ,  protège  l e  CFUN ID  

5  Lorsque  défi n i ,  protège  l e  OCPUN ID  

6  Réservé,  tou j ou rs  0  

7  U ti l i se  l a  m i se  en  correspondance  é tendue  (à  défi n i r u l téri euremen t)  

 

Le  Tableau  46  i nd ique  de  quel l e  man ière  un  apparei l  de  sécuri té  doi t  tra i ter l es  d i fféren ts  
types  de  ré in i tia l i sation  basés  sur l a  cond i tion  Verrou i l l age/Déverrou i l l age  et su r l ’ état de  
connexion  de  sécuri té.  

Tableau  46  – Règles  de  trai tement appl icables  aux types  de  réin i tial isation  

 Condi tions  potenti el l es  à  réception  d 'une  Réin i ti a l i sation  

Type  de  
réin i tial i sation  

Ouverture  /  
Verrou i l l age  de  l a  
connexion  de  
sécuri té  

Ouverture  /  
Déverrou i l l age  de  
l a  connexion  de  

sécuri té  

Aucune  
connexion  de  
sécuri té  /  
Verrou i l l é  

Aucune  connexion  
de  sécuri té  /  
Déverrou i l l é  

Type  0  Réponse  d 'erreu r de  
mode/état 

Réponse  d 'erreu r de  
mode/état 

Tra i temen t  et  
réponse  

Trai temen t  et  
réponse  

Type  1  Réponse  d 'erreu r de  
mode/état 

Réponse  d 'erreu r de  
mode/état 

Réponse  d 'erreu r 
de  mode/état  

Tra i temen t  et  
réponse  

Type  2  Réponse  d 'erreu r de  
mode/état 

Réponse  d 'erreu r de  
mode/état 

Réponse  d 'erreu r 
de  mode/état  

Tra i temen t  et  
réponse  

 

6.6.7.1 1  Service  Propose_TUNID   

Le service  Propose_TUNID  établ i t  une  proposi tion  de  paramétrage  TUN ID  dans  l ’apparei l .  La  
valeur n ’est pas  arch ivée  dans  l a  mémoi re  non  volati le  ou  dans  l ’ attribu t TUN ID  j usqu ’à  
réception  du  service  d ’appl ication .  

Le  service  Propose_TUN ID  doi t  être  accepté  un iquement l orsque  l ’ apparei l  cib le  est dans  
l ’ état “Wai ting_for_TUN ID”.   

Une  fois  que  l e  TUN ID  est défin i  avec succès,  i l  peu t passer à  l ’état Configuration .   

Le  NodeID  du  TUN ID  doi t  être  adapté  au  MACID  de  l ’ objet DeviceNet ou  à  l ’attribu t I P  de  
l ’ objet TCP/IP  ou  au  SDID  de  l ’Objet L ia ison  SERCOS I I I .  

La  valeur de  l ’ attribu t NodeID  est l e  résu l tat de  la  l ecture  des  commutateurs  ou  du  rég lage  par 
ou ti l .  Dans  chaque  cas,  l a  partie  MACID/IP  de  Proposed_TUN ID  doi t  correspondre  à  ce  
résu l tat.  

La  structu re  du  service  Propose_TUNID  est défin ie  dans  le  Tableau  47.  
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Tableau  47  – Service  Propose_TUNID   

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 56hex 

TUN ID  1 0  OCTETS  Propos i ti on  de  va leu r UN ID  d ’ apparei l  ci b l e  

 

S i  un  poin t d ’orig ine  souhai te  annu ler une  proposi tion /appl ication ,  l a  transmission  d ’une  
proposi tion  de  service  avec un  TUN ID  de  tou tes  les  valeurs  FFhex  d oi t  annu ler l a  
proposi tion /appl ication .   

Le  pseudo-code  su ivan t défin i t  l e  comportement du  service  Propose_TUNID:  

TUNIDProposedHandler( )  
{  
I F  ( Device_State=Waiting_for_TUNID)  
   THEN I F  ( Propose_TUNID[ TUNID]  ! =  all  FFhex)  
         THEN I F  ( Propose_TUNID[ TUNID_MACID]  ==  NodeID)  
             THEN 
    TUNIDProposedAttr  =  Propose_TUNID[ TUNID]  
NET  LED  Flash  s equence  is  s tarted 
                  Return  Success  Reply 
ELSE  
 
   Error  Code  “ Invalid Parameter”  is  returned 
ELSE  / /  cancel  propose_apply operation,  returns  att.  to  all  FFhex  
       S top  NET  LED  Flash  Sequence  
      TUNIDProposedAttr  =  Propose_TUNID[ TUNID]  
       Return  Success  Reply 
ELSE  
      Error  Code  “ Obj ect  State  Conflict”  is  returned 
}  

6.6.7.1 2  Service  Apply_TUNID   

La  structure  du  service  Apply_TUN ID  est défin ie  dans  l e  Tableau  48  et un  organ igramme de  
tra i tement est défin i  à  l a  F igure  1 2 .  

Tableau  48  – Service  Apply_TUN ID   

Nom  Type  de  données  Description  

Code  de  servi ce  USINT 57hex  

TUN ID  1 0  OCTETS  Propos i ti on  de  val eu r UN ID  d ’ apparei l  ci b l e  

 

Le  service  Apply_TUN ID  doi t val ider l e  TUN ID  par rapport à  l a  va leur proposée.  I l  i n terrompt 
également l e  cl i gnotement LED,  sauvegarde  l e  TUN ID  dans  l a  mémoi re  non  volati l e ,  actual ise  
l ’ attribu t TUN ID  dans  l e  Programme de  con trôle,  et règ le  l ’attribu t proposed_TUN ID  sur tou tes  
l es  valeurs  FFhex.  Le  Programme de  con trôle  doi t  a lors  passer à  l ’ état Configuration .  

Le  pseudo-code  su ivant défin i t  l e  comportement du  service  Apply_TUN ID:  

Apply_TUNIDHandler( )  
{  
I F  ( Device_State=Waiting_for_TUNID)  
   THEN I F  { ( Apply_TUNID[ TUNID]  ! =  all  FFhex)  
AND  ( TUNIDProposedAttr  ==  Apply_TUNID[ TUNID] )  
        THEN 
  S top  Flash  Sequence  
  Target_UNID  =  TUNIDProposedVar[ TUNID]    
/ / NV Memory operation  
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/ /  Set  SNN attribute  in  DeviceNet,  SERCOS  I I I  Link obj ect  or  TCP/ IP  
obj ect,  NV Memory operation  
              S afety_Network_Number  =  TUNIDProposedVar[ SNN]  
              TUNIDProposedVar[ TUNID]  =  TUNID_OUT_OF_BOX_DEFAULT  
              Return  Success  Reply 
              Device_State  =  CONFIGURING 
ELSE  
              Error  Code  “ Invalid Parameter”  is  returned 
ELSE  
      Error  Code  “ Obj ect  State  Conflict”  is  returned 
}  

 

 

Anglai s  Français  

Wai ti ng_for_TUN ID  (defau l t  va l ue  i n  UN ID. )  Wai ti ng_for_TUN ID  (val eu r par défau t  dans  UN ID)  

recei ve  …  récepti on  …  

IEC  
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Anglai s  Français  

defau l t  par défau t 

no  Non  

yes  Ou i  

i nva l i d  parameter error erreu r d e  paramètre  i nval i de  

save  … .  sauvegarde  …  

store  arch i ve  …  

con fi gu ri ng  con fi gu rati on  

Figure  1 2  – Trai tement UN ID  pendant l ’ état  “Waiting  for TUN ID”  

6.6.8  Comportement du  Programme de  contrôle  de  sécuri té  

6.6.8.1  États  de  l ’objet Programme de  contrôle  de  sécuri té  

La  F igure  1 3  i nd ique  l e  d iagramme d ’états  qu i  défin i t  l e  comportement de  l ’ objet Programme 
de  con trôle  de  sécuri té.  Des  in formations  complémentai res  concernant l es  événements  l i és  
aud i t  programme sont données  dans  le  Tableau  49.  

 

Anglais  Français  

power appl i ed ,  or Reset  Request  from  any s tate  
except  Cri ti cal  Fau l t  or Execu ti ng ,  or Perform  
D iagnosti c  Request from  any state  except  Cri ti ca l  
Fau l t  or Recoverabl e  Fau l t   

a l imentati on  appl i q uée  ou  demande  de  ré i n i ti a l i sati on  d e  tou t  
é tat,  sau f Anomal i e  cri ti que  ou  Exécu ti on ,  ou  exécu ti on  
demande  de  d i agnosti c  de  tou t  é tat,  sau f Anomal i e  cri ti que  
ou  Anomal i e  récupérabl e  

sel f-test passed   au tovéri fi cati on  réussi e  

i nva l i d  i nva l i de  

wai ti ng  for a tten te  de  

fl ash  red /g reen  rouge/vert  cl i gnotan t  

IEC  

Configuring
MOD LED:

Flash Red/Green

Self-
Testing
MOD LED:

Flash Red/Green

Idle
MOD LED:
Flash Green

Executing
MOD LED:
Green

Self-Test
Exception
MOD LED:
Flash Red

Abort
MOD LED:
Flash Red

Critical
Fault

MOD LED:
Red

Critical  Fault
from any state

TUNID
Valid

Selt-test
Passed

Configured
Configure
Request or

Cnxn w/Config

Apply

Defined  by
Device
Profi le

Recover
Request
Configured

Self-test
Failed

Recover Request or
Cleared  Exception

Power Appl ied,  or
Reset Request fron  any state except Critical  Fault or Executing,

or Perfrom Diagnostics Request fron  any state except Critical  Fault or
Recoverable Fault

Rec.  Fault
from any state
except Critical

Fault

Val idate

Recovery

refer to Event
Matrix for rules

Defined by
Device
Profi le

Configure
Request

Configure
Request

Waiting for
TUNID
MOD LED:

Flash Red/Green

Selt-test
Passed
TUNID
Inval id

Selt-test
Passed

TUNID Valid
Unconfigured
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Anglais  Français  

sel f-testi ng  au tovéri fi cati on  

sel f-test fa i l ed  échec de  l 'au tovéri fi cati on  

recover request  or cl eared  exception  demande  de  récupérati on  ou  excepti on  supprimée  

fl ash  red  rouge  cl i gnotan t  

val i d  va l i de  

u nconfi gu red  non  con fi gu ré  

con fi gu red  con fi gu ré  

or ou  

recovery récupérati on  

refer to  even t  matri x  for ru l es  se  reporter à  l a  matri ce  d 'événemen ts  pou r l es  règ l es  

rec.  fau l t  from  any s tate  except  cri ti cal  fau l t  anomal i e  récupérab l e  de  tou t é tat,  sau f anomal i e  cri ti que  

con fi gu ri ng  con fi gu rati on  

appl y appl i cati on  

i d l e  repos  

abort abandon  

val i date  va l i dati on  

d efi ned  by device  profi l  d éfi n i  par l e  profi l  d ’ apparei l  

execu ti ng  exécu ti on  

cri ti cal  fau l t  from  any s tate  anomal i e  cri t i que  de  tou t  é tat 

cri ti cal  fau l t  anomal i e  cri t i que  

red  rouge  

g reen  vert  

Figure  1 3  – D iagramme d ’états  du  Programme de  contrôle  de  sécuri té  

Tableau  49  – Événements  l iés  au  Programme de  contrôle  de  sécuri té  

État Description  

Exécu tion  L ’ appare i l  est  en  cou rs  d ’ exécu ti on  (par exemple,  est  en  phase  de  con fi gu rati on  complète ,  
ne  comporte  pas  d ’ erreu rs  et  a  sati sfai t  aux cri tères  défi n i s  par l e  fou rn i sseur) .  Cet  état,  e t  
l es  transi ti ons  vers  ou  hors  de  cet  é tat,  do i t  être  spéci fi é  davan tage  dans  une  spéci fi cati on  
de  profi l  d ’ apparei l  appropriée    

Au tovéri fi cati on  L ’ i nstance  ob jet  exi ste  et  a  é té  i n i ti a l i sée;  tous  l es  attri bu ts  on t  des  val eu rs  i n i ti a l es  
appropri ées  ( te l  q u ’ i n d i qué  dans  l e  présen t  documen t et  d ans  l a  spéci fi cati on  de  profi l  
d ’ appare i l  appl i cabl e).  Les  b i ts  d ’É tat  d ’ excepti on  on t  é té  ré i n i ti a l i sés .  L ’ appare i l  effectue  
un  essai  spéci fi que  à  l ’ appare i l  e t  spéci fi que  au  type  d ’ apparei l  afi n  de  déterm iner s ’ i l  est  
q ua l i fi é  pou r exécu ter son  processus  d ’ appl i cati on   

Exception  
d ’ au tovéri fi cati on  

L ’ obj et  a  détecté  une  cond i ti on  d ’ excepti on  au  cou rs  de  l ’ au tovéri fi cation .  Les  d étai l s  de  
l ’ exception  son t  arch ivés  dans  l es  val eu rs  d ’ attri bu t  appropriées  de  l ’ obj et  Prog ramme  de  
con trôl e  de  sécu ri té  

Repos  L ’ obj et  e t  l ’ apparei l  on t  é té  i n i ti a l i sés ,  on t effectué  une  au tovéri fi cati on  sati sfai san te  et  on t  
u ne  con fi gu rati on  va l i de.  De  p l us ,  l ’ apparei l  n ’ u ti l i se  pas  l es  composan ts  opérati onnel s  d e  
ses  foncti ons  spéci fi q ues.  La  con fi gu rati on  et  l e  repos  son t des  états  pers i stan ts  protégés  
par d es  cycl es  d ’ a l imen tati on    

Abandon  L ’ i nstance  ob jet  est  dans  l ’ é tat Abandon ;  l ’ adoption  de  cet  état  est  possi b l e  un i quement  par 
l ’ occu rrence  d ’ événemen ts  à  générati on  i n terne.  Les  cond i ti ons  nécessai res  à  l a  sorti e  d ’ un  
état  d 'anomal i e  récupérabl e  son t  défi n i es  dans  l a  matri ce  d 'Événemen ts   

Atten te  d e  TUN ID  L ’ appare i l  q u i tte  l ’ é tat  d ’ au tovéri fi cati on  et  déterm ine  q ue  l e  TUN ID  arch ivé  d ans  l a  
mémoi re  non  vo lati l e  a  u ne  val eu r par défau t ou t-of-box.  I l  reste  dans  cet  é tat  j u squ ’à  
l ’ achèvement sati sfai san t  de  l a  séquence  de  paramétrage  TUN ID  (c’ est-à-d i re  opérati on  de  
proposi ti on /appl i cati on  d ans  l ’ i n terface  SNCT).  L ’ apparei l  peu t  a l ors  être  con fi gu ré   
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État Description  

Confi gurati on  L ’ obj et e t  l ’ appare i l  on t  é té  i n i ti a l i sés ,  on t  effectué  une  au tovéri fi cati on  sati sfai san te,  mais  
n ’ on t  PAS  de  con fi gu rati on  val i de .  La  confi gu rati on  et  l e  repos  son t d es  états  pruden ts  
protégés  par des  cycl es  d ’ a l imen tati on   

Anomal i e  cri ti que  L ’ obj et (et  l ’ appare i l )  son t d ans  un  état  d 'anomal i e  à  parti r d uquel  aucune  récupérati on  ne  
se  produ i t.  Les  services  d ’ ob jet  n e  peuven t  pas  ê tre  tra i tés.  Les  cond i ti ons  nécessai res  à  l a  
sorti e  d ’ un  état d 'anomal i e  cri ti que  ne  re l èvent  pas  du  domaine  d ’ appl i cati on  d e  l a  présen te  
parti e  

 

La  valeur de  l ’attribu t État du  Programme de  con trôle  de  sécuri té  i nd ique  l ’état général  de  
l ’ apparei l .  E l l e  est actual isée  par rapport aux transi tions  d ’état appropriées  dans  l ’ objet 
Programme de  contrôle  de  sécuri té.  Les  valeurs  d ’attribu t 1  à  8  représenten t des  états  
val ides.  Une  valeur nu l le  i nd ique  que  l ’ état du  Programme de  con trôle  de  sécuri té  n ’est pas  
connu ;  l es  cond i tions  dans  l esquel les  une  valeur nu l le  peu t exister ne  re lèvent pas  du  
domaine  d ’appl ication  de  l a  présente  partie.  

6.6.8.2  Matrice  d ’événements  d ’état du  Programme de  contrôle  de  sécuri té  

Le Tableau  50  défin i t l es  états  et événements  appl icables  au  Programme de  contrôle  de  
sécuri té  

Tableau  50  – Matrice  d ’événements  d ’état du  Programme de  contrôle  de  sécuri té  

Événemen t  

É tat  

Atten te  
de  

TUN ID  

Con fi gu rati on  

(É tat  de  
sécuri té )  

Repos  

(É tat  de  
sécuri té )  

Au tovéri fi ca
ti on  

(É tat  de  
sécuri té )  

Excepti on  
d ’ au tovéri fi
cati on  

(É tat  de  
sécuri té )  

Exécu ti on  Abandon  

(É tat  de  
sécuri té )  

Anomal i e  
cri t i que  

(É tat  de  
sécuri té )  

Al imen ta t i on  
app l i qu ée  

  - -  Le  po i n t  
d ’ en trée  par 
d éfau t  
e ffectue  son  
p rocessu s  
d ’ app l i cat i on  
d ’ au tovéri fi c
a t i on  

- -  - -  - -  Tran s i t i on  
ve rs  
l 'AUTOVERI
F I CATION  

Au tovéri fi ca t
i on  réu ss i e  

 

  N on  
app l i cab l e  

Tran s i t i on  
ve rs  l e  
d ern ie r é ta t  
sau vegardé  
s ’ i l  n e  s ’ ag i t  
pas  d e  l ’ é ta t  
ou t-of-box  

À  d éfau t,  

Atten te  d e  
TUN I D  

N on  
app l i cab le  

N on  
app l i cab l e  

N on  
app l i cab l e  

N on  
app l i cab l e  

Échec  d e  
l ’ au tovéri fi ca
ti on  

  N on  
app l i cab l e  

Défi n i t i on  
d es  b i ts  
d ’ é ta t  
d ’ excep ti on  
appropri és  
e t  tran s i t i on  
ve rs  l ’ é ta t  
EXCEPTION  
DE  L ’AUTO-
VERI FI CATI
ON   

N on  
app l i cab le  

N on  
app l i cab l e  

N on  
app l i cab l e  

N on  
app l i cab l e  

Propos i t i on  
d e  TUN I D  

Va l i d at i o
n  d es  
paramètr
es  e t  d u  
d i ag ram
me  LED  
F l ashNet  

E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r 
OSCb  

E rreu r OSC b  
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Événemen t  

É tat  

Atten te  
de  

TUN ID  

Con fi gu rati on  

(É tat  de  
sécuri té )  

Repos  

(É tat  de  
sécuri té )  

Au tovéri fi ca
ti on  

(É tat  de  
sécuri té )  

Excepti on  
d ’ au tovéri fi
cati on  

(É tat  de  
sécuri té )  

Exécu ti on  Abandon  

(É tat  de  
sécuri té )  

Anomal i e  
cri t i que  

(É tat  de  
sécuri té )  

App l i cat i on  
d e  TUN I D  

Sauvegar
d e  d e  
TUN I D  
d ans  l a  
mémoi re  
n on  
vo l a ti l e ,  

Tran s i t i o
n  ve rs  
l ’ é ta t  
Con fi gu ra
t i on   

E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r 
OSCb  

E rreu r OSC b  

Con d i t i on  
d ’ excepti on  
su pprimée   

  N on  
app l i cab l e  

N on  
app l i cab le  

Défi n i t i on  
d es  b i ts  
d ’ é ta t  
d ’ excep ti on  
appropri és  
e t  tran s i t i on  
vers  l ’ é ta t  
AUTO-
VERI FI CATI
ON   

N on  
app l i cab l e  

N on  
app l i cab l e  

N on  
app l i cab l e  

Anoma l i e  
cri t i qu e  

Tran s i t i o
n  ve rs  
l ’ é ta t  
ANOMAL
I E  
CRI TI QU
E  

Tran s i t i on  vers  
l ’ é ta t  
ANOMALIE  
CRITI QUE  

Trans i t i on  
ve rs  l ’ é ta t  
ANOMALI E  
CRI TI QUE  

Tran s i t i on  
ve rs  l ’ é ta t  
ANOMALI E  
CRI TI QUE  

Tran s i t i on  
vers  l ’ é ta t  
ANOMALI E  
CRI TI QUE  

Tran s i t i on  
ve rs  l ’ é ta t  
ANOMALIE  
CRITI QUE  

Trans i t i on  
vers  l ’ é ta t  
ANOMALI E  
CRI TI QUE  

N on  pri se  en  
compte  d e  
l ’ événemen t  

Demande  d e  
con fi gu ra t i on  

E rreu r 
TNS c  

M a i n t i en  d ans  
l ’ é ta t  

Va l i d a t i on  e t  
acceptat i on  

Tran s i t i on  
ve rs  l ’ é ta t  
Con fi gu ra t i on
,  

S i  n on  
ve rrou i l l é   

E rreu r OSCb  E rreu r OSC b  Re tra i t  d es  
connexi on s,  

S i  n on  
ve rrou i l l é  

App l i cat i on  
d e  l ’ é ta t  d e  
sécu ri té  

Tran s i t i on  
ve rs  l ’ é ta t  
Con fi gu ra t i o
n  

 S i  
con fi gu ré :  
Trans i t i on  
vers  l ’ é ta t  
REPOS  

- - -  

N on  
con fi gu ré :  

Trans i t i on  
vers  l ’ é ta t   

Con fi gu rat i
on  

- - -  

S i  d é fau t  
d 'adapta t i o
n  
Commu ta te
u r/TUN I D   

E rreu r 
OSCb  

E rreu r OSC b  

Va l i d a t i on  

Con fi gu ra t i o
n  

E rreu r 
OSCb  

M a i n t i en  d ans  
l ’ é ta t  –  
Arch i vage  d u  
résu l ta t  

E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r 
OSCb  

E rreu r OSC b  

Demande  
d ’ app l i ca t i on  

E rreu r 
OSCb  

T ran s i t i on  vers  
l ’ é ta t  Repos  s i  
va l i d e  

E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  E rreu r 
OSCb  

E rreu r OSC b  

S afe tyOpen  
d e  forme  1  

E rreu r 
TNS c  

App l i cat i on  d e  
l a  trans i t i on  d e  
con fi gu ra t i on  
ve rs  l ’ é ta t  
Exécu t i on  s i  
con fi gu ra t i on  
Va l i d e  

Trans i t i on  
ve rs  l ’ é ta t  
Con fi gu ra t i on
,   

Adopti on  d e  
l ’ é ta t  
REPOS/EXÉ
CUTION  
fon ct i on  d u  
p rofi l  

E rreu r OSCb  E rreu r OSC b  Re tra i t  d es  
connexi on s,  
tran s i t i on  
ve rs  l ’ é ta t  
Con fi gu ra t i o
n ,  adopti on  
d e  l ’ é ta t  
REPOS/EX
ÉCUTION  
fonct i on  d u  
p rofi l  

E rreu r 
OSCc  

E rreu r OSC b  

Demande  d e  
ré i n i t i a l i sa t i o
n   

Tra i teme
n t  d e  
type  

Tran s i t i o
n  ve rs  
l ’ AUTOV
ERI F I CA
TION  

Tra i temen t  d e  
type  

Tran s i t i on  vers  
l ’ AUTO-
VERI F I CATION  

Tra i temen t  
d e  type  

s i  n on  
ve rrou i l l é  

Trans i t i on  
ve rs  l ’AUTO-
VERI FI CATIO
N  

Tra i temen t  
d e  type  

Tran s i t i on  
ve rs  l ’ AUTO-
VERI F I CATI
ON  

Tra i temen t  
d e  type  

Tran s i t i on  
vers  l ’ AUTO-
VERI FI CATI
ON  

Tra i temen t  
d e  type  

S i  n on  
ve rrou i l l é ,  

Tran s i t i on  
ve rs  
l ’ AUTO-
VERI F I CATI
ON   

Tra i temen t  
d e  type  

S i  n on  
verrou i l l é  

Trans i t i on  
vers  
l ’ AUTO-
VERI FI CAT
ION  

Tra i temen t  
d e  type  
Tran s i t i on  
ve rs  l ’ AUTO-
VERI F I CATI
ON  
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Événemen t  

É tat  

Atten te  
de  

TUN ID  

Con fi gu rati on  

(É tat  de  
sécuri té )  

Repos  

(É tat  de  
sécuri té )  

Au tovéri fi ca
ti on  

(É tat  de  
sécuri té )  

Excepti on  
d ’ au tovéri fi
cati on  

(É tat  de  
sécuri té )  

Exécu ti on  Abandon  

(É tat  de  
sécuri té )  

Anomal i e  
cri t i que  

(É tat  de  
sécuri té )  

Demande  
Abandon  
i n te rne   

Tran s i t i o
n  ve rs  
l ’ é ta t  
Abandon  

Tran s i t i on  vers  
l ’ é ta t  Abandon  

Trans i t i on  
ve rs  l ’ é ta t  
Abandon  

E rreu r OSCb  E rreu r OSC b  T ran s i t i on  
ve rs  l ’ é ta t  
Abandon  

E rreu r 
AI RS a  

E rreu r OSC b  

Demande  
Récupérat i o
n  

E rreu r 
OSCb  

E rreu r OSC b  E rreu r OSC b  N ou ve l l e  

AUTO-
VERI F I CATI
ON  

Tran s i t i on  
vers  l ’ AUTO-
VERI FI CATI
ON  

E rreu r OSC b  S i  
con fi gu ré :  
Trans i t i on  
vers  l ’ é ta t  
REPOS  

- - -  

N on  
con fi gu ré :  

Trans i t i on  
vers  l ’ é ta t   

Con fi gu rat i
on  

- - -  

S i  d é fau t  
d 'adapta t i o
n  
Commu ta te
u r//TUN I D   

E rreu r 
OSCb  

E rreu r OSC b  

E xécu t i on  d e  
l a  d emande  
D i agnost i c  

E rreu r 
OSCb  

E rreu r OSC b  T ran s i t i on  
ve rs  l ’AUTO-
VERI F I CATIO
N  

N ouve l l e  

AUTO-
VERI FI CATI
ON  

Trans i t i on  
vers  l ’ AUTO-
VERI FI CATI
ON  

E rreu r OSC b  E xécu t i on  
d e  tou s  l es  
essa i s  d e  
d i agnost i c   

E rreu r OSC b  

É ch ec  d e  l a  
connexi on  
d e  sécu ri té   

N on  p ri se  
en  
compte  
d e  
l ’ événem
en t  

N on  p ri se  en  
compte  d e  
l ’ événemen t  

N on  p ri se  en  
compte  d e  
l ’ événemen t  

N on  p ri se  en  
compte  d e  
l ’ événemen t  
d  

N on  p ri se  en  
compte  d e  
l ’ événemen t  

P rofi l  
d ’ appare i l  
d éfi n i  

N on  p ri se  
en  compte  
d e  
l ’ événemen
t  d  

N on  p ri se  en  
compte  d e  
l ’ événemen t  
d  

Con nexi on  
E /S  d e  
sécu ri té  
é tab l i e  

I mposs i b l
e  

I mposs ib l e  P rofi l  
d ’ appare i l  
d éfi n i  

N on  p ri se  en  
compte  d e  
l ’ événemen t  
d  

I m poss i b l e  P rofi l  
d ’ appare i l  
d éfi n i  

I m poss i b l e  I mposs ib l e  

Con nexi on  
E /S  d e  
sécu ri té  
su pprimée  

N on  p ri se  
en  
compte  
d e  
l ’ événem
en t  d  

N on  p ri se  en  
compte  d e  
l ’ événemen t  d  

N on  p ri se  en  
compte  d e  
l ’ événemen t  d  

N on  p ri se  en  
compte  d e  
l ’ événemen t  
d  

I m poss i b l e  P rofi l  
d ’ appare i l  
d éfi n i  

N on  p ri se  
en  compte  
d e  
l ’ événemen
t  d  

E rreu r OSC b  

Changemen t  
d e  mode   

E rreu r 
OSCb  

E rreu r OSC b  P rofi l  
d ’ appare i l  
d éfi n i  

E rreu r OSCb  E rreu r OSC b  P rofi l  
d ’ appare i l  
d éfi n i  

E rreu r 
OSCb  

E rreu r OSC b  

Restau ra ti on   E rreu r 
OSCb  

Restau ra ti on  d e  
l a  con fi g u ra t i on  
p récéden te  

E rreu r OSC b  E rreu r OSC b  E rreu r OSC b  N on  p ri se  
en  compte  
d e  
l ’ événemen t  
d  

E rreu r 
OSCb  

E rreu r OSC b  

Verrou i l l age/
Déverrou i l l a
ge  

E rreu r 
OSCb  

E rreu r OSC b  S i  va l i d e ,  
exécu ti on  e t  
répon se   

E rreu r OSCb  E rreu r OSC b  S i  va l i d e ,  
exécu ti on  e t  
répon se  

S i  va l i d e ,  
exécu ti on  
e t  répon se  

E rreu r OSC b  

Défi n i t i on s  d es  LED  app l i cab l es  au x é tats  

LED  É ta t  
d u  modu l e  

Rou ge/Ver
t  
c l i g notan t  

Rou ge/Vert  
c l i g no tan t  

Vert  
c l i g notan t  

Rouge/Vert  
c l i g no tan t  

Rouge  
cl i g no tan t  

Vert  fi xe  Rou ge  
cl i g notan t  

Rou ge  fi xe  

a Erreur AIRS = Réponse d'erreur «Déjà en  Mode/État soll icité»  (Code 0B
hex

).  

b Erreur OSC = Réponse d 'erreur “Confl it d ’état d ’objet” (Code 0C
hex

) dans toute la mesure du  possible.  

c Erreur TNS= Réponse d 'erreur “TUNID non défini”,  code étendu  01
hex

 ou  code étendu spécifique à l ’objet 80D
hex .  

d  Non  prise en  compte de l ’événement:  Défini  comme «l ’événement n’a pas d’ influence sur l ’état»,  aucune réponse nécessaire.  

 

L ’apparei l  peu t sol l ici ter l ’existence  d ’un  service  i nstance  de  Programme de  con trôle  de  
sécuri té  en  i n terne,  te l  que  spéci fié  par l e  fabrican t.  Généralement,  ces  demandes  son t 
générées  après  un  événement te l  qu ’un  échec de  d iagnostic.   
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6.6.8.3  In fluence  du  verrou i l lage  sur le  comportement de  l ’apparei l  

La  F igure  1 4  défin i t  l ’ i n fl uence  de  la  cond i tion  «verrou i l l ée»  su r l a  capaci té  de  configuration  
d ’un  apparei l ;  l es  apparei ls  verrou i l l és  re jetteron t tou tes  l es  ten tatives  de  mod i fication  des  
données  de  configuration  qu i  affecten t l e  SCID.  

 

Anglais  Français  

i n i ti a l  s tartup  unconfi gu red  démarrage  i n i ti a l  non  con fi gu ré  

tool  con fi gu rati on  messages  messages  de  con fi gu rati on  par ou ti l  

power cycl e  cycl e  d 'a l imen tati on  

con fi gu rati on  mode  mode  con fi gu rati on  

val i dati on  fa i l u re  échec de  l a  va l i dati on  

type  1  SafetyOpen  SafetyOpen  type  1  

see  ownersh ip  ru l es  voi r règ les  de  propri été  

con fi gu re  request  demande  de  con fi gu rati on  

cl ose  connecti ons  fermer l es  connexions  

val i date  &  app ly command  commande  Val i dati on  &  Appl i cati on  

transi ti on  to  I d l e  transi ti on  vers  Repos  

con fi gu rati on  unLocked  con fi gu rati on  non  verrou i l l ée  

reset  request  demande  Réi n i ti a l i sati on  

execu te,  i d l e ,  or abort  wh i l e  exécu ti on ,  repos  ou  abandon  l orsque   

u n l ocked  non  verrou i l l é  

l ocked  verrou i l l é  

IEC  

Configuration
mode

Execute,   
Id le,  or Abort 

while
Unlocked

Execute,   
I d le,  or Abort 

while
Locked

Initial  startup
unconfigured

Validation
fai lure

Power
cycle

Validate &
Apply Commnd
transition  to Idle

Configuration
locked

Configuration
unLocked

Tool
configuration
messages

X
Type 1

SafetyOpen
or
Tool

configuration
messages

Configure
Request
close 

connections

Configure
Request

Type 1
SafetyOpen
* see ownership 

rules

X

Tool
C\

configuration
M\messages
X

X
Reset
Request
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Anglais  Français  

confi gu re  request  demande  de  Con fi gu rati on  

tool  C  C  ou ti l  

con fi gu rati on  M \messages  M \messages  de  con fi gu rati on  

con fi gu rati on  l ocked  con fi gu rati on  verrou i l l ée  

or tool  con fi gu rati on  messages  ou  messages  de  con fi gu rati on  par ou ti l  

Figure  1 4  – Relations  entre  configuration ,  essais  et  verrou i l lage 

Le  Tableau  51  défin i t  l ’ i n fluence  de  l a  propriété  su r l a  capaci té  de  configuration  d ’un  apparei l .  
I l  i nd ique  que  l a  configuration  des  apparei l s  avec propriétai re  peu t être  un iquement de  forme 
1 ,  l ad i te  configuration  étan t effectuée  par l e  poin t d ’orig ine  ayant l ’UN ID  du  propriétai re.  Un  
apparei l  verrou i l l é  ne  peu t j amais  être  configuré  sans  ten i r compte  de  son  propriétai re.  

Tableau  51  – Contrôle  du  propriétaire  de  configuration  par rapport à  l ’ état de  l ’apparei l  

 Règ les  de  propriété  Mode  de  
configuration  

Mode  
Exécution /Repos  
non  verrou i l l é  

Mode  
Exécution /Repos  

verrou i l l é  

Confi gu rati on  avec propri éta i re  

(Confi g .  OUN ID  =  UN ID  du  
propri étai re)  

Forme  1  acceptée  par 
l e  seu l  propriéta i re   

Forme  1  acceptée  
par l e  seu l  
propri étai re  

Tou tes  l es  formes  1  
refusées  

Con fi gu rati on  sans  propriétai re  

(Confi g .  OUN ID  =  0 )  

Forme  1  acceptée  par 
qu i conque  

Forme  1  acceptée  
par qu i conque  

Tou tes  l es  formes  1  
refusées  

Ou ti l  SW détenu  

(Confi g .  OUN ID  =  tou tes  l es  val eu rs  
FFhex)  

Aucune  forme  1  
acceptée  

Aucune  forme  1  
acceptée  

Tou tes  l es  formes  1  
refusées  

 

6.6.8.4 Mapping  des  états  de  l ’objet Programme de  contrôle  de  sécuri té  et  de  l ’objet 
Identi té  

Le  Tableau  52  défin i t  l e  mapping  en tre  l es  états  du  Programme de  con trôle  de  sécuri té  et  l es  
états  défin is  pour l ’ objet I den ti té.  Ce  mapping  des  états  défin i t  l ’ i n terface  en tre  ces  trois  
objets.  L ’attribu t d ’état de  l ’objet I den ti té  (s i  pris  en  charge)  doi t  su ivre  ce  tableau .  

Tableau  52  – Mapping  des  états  du  Programme de  contrôle  
de  sécuri té  et  de  l ’objet Identi té  

Programme  de  contrôle  de  sécuri té  I denti té  

Au tovéri fi cati on  Au tovéri fi cati on  de  l ’ apparei l  

Excepti on  d ’ au tovéri fi cati on  Pri ncipal emen t non  récupérable  

Repos  En  atten te  

Con figu rati on  En  atten te  

Atten te  d e  TUN ID  En  atten te  

Exécu ti on  Opérati onnel  

Abandon  Pri ncipal emen t récupérab le  

Anomal i e  cri ti que  Pri nci pal emen t non  récupérable  

 

6.6.8.5  Mapping  des  événements  des  objets  Programme de  contrôle  de  sécuri té  et  
Identi té  

Le  Tableau  53  décri t  l e  mapping  des  événements  du  Programme de  con trôle  de  sécuri té  
défin is  et des  événements  équ ivalents  défin is  pour l ’objet I den ti té.  Ce  mapping  des  
événements  défin i t  l ’ i n terface  en tre  ces  objets.  Ce  mapping  est fourn i  à  des  fi ns  de  référence.  
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Tableau  53  – Mapping  des  événements  de  l ’objet Programme de  contrôle  de  sécuri té  

Mapping  des  événements  d ’ état  du  Programme de  
contrôle  de  sécuri té  avec  ->  

Événement d ’ i denti té  équ ivalent  

Al imentati on  appl i quée  Al imentati on  appl i q uée  

Échec de  l ’ au tovéri fi cati on  Essai s  non  sati sfai ts  

Au tovéri fi cati on  sati sfai te  Essai s  sati sfa i ts  

Propos i ti on  d e  TUN ID  Aucun  événemen t équ ival en t  

Appl i cati on  de  TUN ID  Aucun  événemen t équ ival en t  

Cond i ti on  d ’ exception  supprimée   Anomal i e  corri gée  

Anomal i e  cri ti que  Anomal i e  pri ncipa l e  non  récupérabl e  

Demande  de  con fi gu rati on  Désacti vé   

Va l i dati on  de  con fi gu rati on   Aucun  événemen t équ ival en t  

Appl i cati on  de  l a  con fi gu rati on  Acti vé   

SafetyOpen  de  forme  1  Aucun  événemen t équ ival en t   

Demande  Réin i ti a l i sati on   Ré i n i ti a l i sation  

Abandon  ( I n terne)  Anomal i e  pri ncipa l e  récupérable  

Demande  Récupération  Anomal i e  corri gée  

Exécu ti on  de  l a  demande  D i agnosti c  Aucun  événemen t équ ival en t  

Échec de  l a  connexion  de  sécu ri té   Désacti vé   

Connexion  de  sécu ri té  établ i e  Acti vé   

Connexion  de  sécu ri té  supprimée  Aucun  événemen t équ ival en t  

Changemen t de  mode  Aucun  événemen t équ ival en t  

Restau rati on  Aucun  événemen t équ ival en t  

Verrou i l l age/Déverrou i l l age  Aucun  événemen t équ ival en t  

 

6.6.8.6  Mapping  des  événements  des  objets  Identi té  et Programme de  contrôle  de  
sécuri té  

Le  Tableau  54  décri t  l e  mapping  des  cond i tions  d ’événements  défin ies  des  objets  I den ti té  
avec les  événements  équ ivalen ts  défin is  pour l ’objet Programme de  contrôle  de  sécuri té.  Ce  
mapping  des  événements  défin i t  l es  événements  équ ivalents  en tre  ces  objets.  Ce  mapping  
est fourn i  un iquement à  des  fins  de  référence;  l ’ objet Programme de  con trôle  de  sécuri té  est 
l ’ objet de  con trôle  des  apparei l s  de  sécuri té  et seu ls  l es  événements  défin is  par l e  programme 
de  contrôle  doivent être  m is  en  œuvre  dans  ces  mêmes  apparei l s .  

Tableau  54 – Mapping  des  événements  d ’objet Identi té  

Mapping  des  événements  d ’ i denti té  avec  ->  Événements  de  Programme de  contrôle  de  sécuri té   

Al imentati on  app l i q uée  Al imen tati on  app l i quée  

Essai s  non  sati sfai ts  Échec de  l ’ au tovéri fi cati on  

Essai s  sati sfa i ts  Au tovéri fi cati on  sati sfai te  

Désacti vé   Demande  de  con fi gu rati on  

Acti vé   Appl i cati on  d e  l a  con fi gu rati on  

Anomal i e  pri ncipa l e  récupérable  Abandon  ( i n terne)  

Anomal i e  pri ncipa l e  non  récupérab le  Anomal i e  cri ti que  

Anomal i e  secondai re  Aucune  i n fl uence  

Anomal i e  corri gée  Cond i ti on  d ’ exception  supprimée   

Réi n i ti a l i sati on  Erreu r Servi ce  non  pri s  en  charge  

 

Copyright International  Electrotechnical  Commission  



 –  366  – I EC  61 784-3-2: 201 6    I EC  201 6  

6.7  Objet de  val idation  de  sécuri té  

6.7.1  Général i tés  

Code  de  classe:  3Ahex 

L’Objet de  val idation  de  sécuri té  est conçu  pour être  u ti l i sé  dans  l es  apparei ls  de  sécuri té  sur 
tous  l es  réseaux FSCP 2/1 .  Cet objet con tien t l es  i n formations  nécessai res  à  l a  coord ination  
et  au  main tien  de  connexions  de  sécuri té  fiables  en tre  les  appl ications  relati ves  à  l a  sécuri té  
cl i en t et serveur.  Le  rôle  principal  de  la  fonction  Val idation  de  sécuri té  est d ’ag i r comme 
gestionnai re  de  transport de  sécuri té  des  mu l tip les  connexions  CPF  2  de  fa ible  n iveau  qu i  
ensemble  consti tuen t une  connexion  de  sécuri té  complète.   

L ’apparei l  con tenant l ’Objet de  val idation  de  sécuri té  peu t créer p lusieurs  i nstances  de  l ’Objet 
de  val idation  de  sécuri té  pour chaque  poin t de  connexion  d ’appl ication  relative  à  l a  sécuri té  
(par exemple,  ensemble  de  données  d ’appl ication )  pris  en  charge  par l ’ apparei l .   

L ’Objet de  val idation  de  sécuri té  prend  en  charge  deux types  fondamentaux de  transport de  
sécuri té:  Poin t à  poin t et mu l tipoin ts.  Chaque  type  de  transport de  sécuri té  comprend  un  
ensemble  défin i  de  connexions  CPF  2  de  faible  n i veau  qu i  doi t  être  attribué  avec l ’Objet de  
val idation  de  sécuri té  en  cas  d ’ instanciation  d ’une  connexion  de  sécuri té  par une  fonction  
SafetyOpen .  

6.7.2  Attributs  de  classe 

Les  attribu ts  de  classe  destinés  au  programme de  con trôle  de  sécuri té  son t défin is  dans  le  
Tableau  55.  

Tableau  55  – Attributs  de  classe  de  l ’Objet de  val idation  de  sécuri té  

ID  
d ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Nom  Type  de  
données  

Description  de  l ’ attribut  Sémantique  
de  l a  val eur 

1  – 7  Facu l tati f 

 

Obten i r   Vo i r I EC  61 1 58-5-2  et  
I EC  61 1 58-6-2  pou r u ne  
descripti on  des  attri bu ts  de  
cl asse  réservés  facu l tati fs  

 

8  Exi gé  Obten i r Comptage  des  
anomal i es  de  
connexion  de  
sécu ri té   

U I NT Compteur de  d i agnosti cs  
q u i  représen te  l e  cumu l  
d es  anomal i es  d e  
connexion  de  sécu ri té   

 

 

Comptage  des  anomal ies  de  connexion  de  sécuri té:  l ’ attribu t Comptage  des  anomal ies  de  
connexion  de  sécuri té  de  l ’Objet de  val i dation  de  sécuri té  doi t  représenter le  cumu l  (avec 
au to-remplacement)  des  fréquences  d ’occurrence  d ’une  anomal ie  des  connexions  de  sécuri té  
pour quelque  moti f que  ce  soi t.  

6.7.3  Attributs  instance 

6.7.3.1  Présentation  générale  des  attributs  instance 

La  p l upart des  valeurs  d ’attribu ts  son t i ncorporées  au  programme ou  obtenues  à  parti r du  
processus  d ’établ i ssement des  connexions  dynamiques.  La  seu le  valeur d ’attribu t 
défin issable  est l e  d iagnostic de  l ’ âge  maximal  des  données  (Max Data  Age).  Une  l i ste  
complète  des  attribu ts  i nstance  est défin ie  dans  le  Tableau  56.  
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Tableau  56  – Attributs  instance de  l ’Objet de  val idation  de  sécuri té  

ID  
d ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  val eur 

1  Exi gé  Obten i r  É tat  de  
l ’Objet d e  
val i dati on  de  
sécu ri té   

US INT É tat  de  l a  connexion  
de  sécu ri té   

 

2  Exi gé  Obten i r  Type  d ’Objet  
de  va l i dati on  
de  sécu ri té  

US INT Type  d ’Objet  de  
val i dati on  de  sécu ri té  
u ti l i sé  dans  cette  
i n stance   

Voi r 6 . 7 . 3 . 3  

3  Facu l tati f Obten i r  Mu l ti p l i cateu r 
EPI  
d ’ i n terval l e  
P i ng  

U INT Nombre  qu i  défi n i t  l e  
P i ng_Count_I n terval  
pou r une  connexion  
parti cu l i ère   

1 6  à  1  000  

4  Facu l tati f Obten i r  Mu l ti p l i cateu r 
m i n imal  d e  
messages  de  
coord i nati on  
temporel l e   

STRUCT
.  de:  

  

  Ta i l l e  de  
matri ce  d e  
Mu l ti p l i cateu r 
m i n imal  d e  
messages  de  
coord i nati on  
temporel l e  

US INT La  ta i l l e  de  l a  matri ce  
est  éga l e  au  nombre  
max.  d e  
consommateurs  pou r 
l es  producteu rs  
mu l ti poi n ts ,  e t  à  1  pou r 
l e  consommateur poin t  
à  poi n t  e t  mu l ti poi n ts   

 

Mu l ti p l i cateu r 
m i n imal  d e  
messages  de  
coord i nati on  
temporel l e  

MATRIC
E  de:  
U I NT 

Nombre  m i n imum  
d ’ i n créments  de  1 28  
µs  suscepti b l e  d ’ être  
u ti l i sé  pou r un  
message  de  
coord i nati on  
temporel l e  pour l e  
passage  d u  
consommateur au  
producteu r    

0  –  7  81 3  

5  Facu l tati f Obten i r  Mu l ti p l i cateu r 
de  dél a i  d u  
réseau  

STRUCT
.  de:  

  

  Ta i l l e  de  
matri ce  d e  
mu l ti p l i cateu r
s  de  dél a i  d u  
réseau  

US INT La  ta i l l e  de  l a  matri ce  
est  éga l e  au  nombre  
max.  d e  
consommateurs  pou r 
l es  producteu rs  
mu l ti poi n ts ,  e t  à  1  pou r 
l e  consommateur poin t  
à  poi n t  e t  mu l ti poi n ts   

 

Mu l ti p l i cateu r 
de  dél a i  d u  
réseau  

MATRIC
E  de:  
U I NT 

Nombre  maximum  
d ’ i n créments  de  1 28  
µs  qu ’ un  
consommateur do i t  
permettre  à  l ’ âge  des  
données  de  sécu ri té  
d ’ a tte i nd re   

0  – 45  31 3  

6  Facu l tati f Obten i r  Mu l ti p l i cateu r 
de  
tempori sati on  

STRUCT
.  de:  

  

  Ta i l l e  de  
matri ce  d e  
mu l ti p l i cateu r
s  de  
tempori sati on  

US INT La  ta i l l e  de  l a  matri ce  
est  éga l e  au  nombre  
max.  d e  
consommateurs  pou r 
l es  producteu rs  
mu l ti poi n ts ,  e t  à  1  pou r 
l e  consommateur poin t  
à  poi n t  e t  mu l ti poi n ts   
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ID  
d ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  val eur 

Mu l ti p l i cateu r 
de  
tempori sati on  

MATRIC
E  de:  
US INT 

Détermine  l e  nombre  
de  messages  
suscepti b l es  d ’ ê tre  
perdus  préalablemen t 
à  tou te  décl arati on  
d ’ erreu r de  connexion   

Format de  
base:   

1 -4  

Format  
é tendu :  

1 -255  

7  Facu l tati f Obten i r  Nombre  
maximal  de  
consommate
urs   

US INT Nombre  de  
consommateurs  
maximum  adm is  pou r 
l a  connexion  

1  (Poi n t  à  
po i n t)  

2 -1 5  
(Mu l ti poi n ts)  

8  Facu l tati fa  Obten i r  I n stance  de  
connexion  de  
données  

U INT I D  d ’ i nstance  de  
connexion  de  l a  
connexion  de  données  
de  sécu ri té   

 

9  Facu l tati fa  Obten i r  I n stance  de  
connexion  de  
coord i nati on  

STRUCT
.  de :  

 

I D  d ’ i nstance  de  
connexion  de  l a  
connexion  de  
coord i nati on  de  
sécu ri té   

1 -nombre  
max.  de  
connexions  
de  l ’ apparei l   

  Ta i l l e  de  
matri ce  
d ’ i nstances  
de  connexion  
de  
coord i nati on  

US INT La  ta i l l e  d e  l a  matri ce  
est  égal e  au  nombre  
max.  de  
consommateurs  pou r 
l es  producteu rs  
mu l ti po in ts ,  e t  à  1  pou r 
l e  consommateur poin t  
à  poi n t  e t  mu l ti po in ts   

 

I n stance  de  
connexion  de  
coord i nati on  

MATRIC
E  de:  

U I NT 

  

1 0  Facu l tati fa  Obten i r  I n stance  de  
connexion  de  
correcti on  

U INT I D  d ’ i nstance  de  
connexion  de  l a  
connexion  de  
correcti on  de  temps   

0  (Lorsque  
non  u ti l i sé)  

1 -nombre  
max.  d e  
connexions  
de  l ’ apparei l   

1 1  Facu l tati fa  Obten i r  Rattachemen
t CCO 

U INT I d  d ’ i n stance  d ’ un  
CCO qu i  déti en t  l es  
paramètres  
d ’ étab l i ssement  de  
connexion  pou r cette  
connexion .  U ti l i sé  
un i quement  par l es  
poi n ts  d ’ ori g i ne  d e  l a  
connexion  de  sécu ri té  

0  ( l orsque  
non  u ti l i sé  
ou  en  
l 'absence  de  
ra ttachemen
t)  

1 2  Exi gé  Défi n i r  Âge  max.  
des  données  

U INT D i agnosti c  qu i  d éti en t  
l ’ âge  des  données  l e  
p l us  é l evé  détecté  
d ans  des  i ncrémen ts  
d e  1 28  µs.  Attri bu t  
u ti l i sé  un i quemen t 
pou r l es  
consommateurs  de  
sécu ri té  

 

1 3  Exi gé  Obten i r  Chem in  de  
données  
d ’ appl i cati on  

EPATH  
m is  en  
paquets    

Po i n ts  de  l i a i son  avec 
l es  données  
d ’ appl i cati on  
associées  à  cette  
connexion  de  sécu ri té  
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ID  
d ’ attri
but  

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

NV Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  val eur 

1 4  Facu l tati f Obten i r V  Code  
d ’ erreu r 

U INT Moti f d ’ erreu r dans  
cette  i n stance  

0  en  
l ’ absence  
d ’ erreu r,  
d ans  l es  
au tres  cas,  
code  
d ’ erreu r 
spéci fi que  à  
l a  m i se  en  
œuvre  

1 5  Cond i ti onnel  
b  

Obten i r V  Compteurs  
d es  
anomal i es  
Producteu r/C
onsommateur 

STRUCT
.  de:  

  

  Ta i l l e  de  
matri ce  de  
compteu rs  
Producteu r/C
onsommateur 

US INT La  ta i l l e  de  l a  matri ce  
est  égal e  au  nombre  
max.  de  
consommateurs  pou r 
l es  producteu rs  
mu l ti poi n ts ,  e t  à  1  pou r 
l e  consommateur po in t  
à  poi n t  e t  mu l ti poi n ts   

 

Compteur 
d es  
anomal i es  
Producteu r/C
onsommateur 

MATRIC
E  de:  

US INT 

Nombre  d 'anomal i es  
détectées  par ce  
compteur  

Vo i r 
6 . 7 . 3 . 1 4  

a  Ces paramètres peuvent éventuel lement être  publ iés.  Cependant,  toutes les  instances d ’Objet de  val idation  
doivent avoir des  paramètres i nternes  qu i  représentent ces  variables.  

b  Si  l ’apparei l  prend  en  charge le  format étendu,  cet attribut est exigé.  

 

6.7.3.2  État de  l ’Objet de  val idation  de  sécuri té  

Cet attribu t défin i t  l ’ état couran t de  l ’ i nstance  d ’Objet de  val idation  de  sécuri té.  Les  transi tions  
propres  à  cet attribu t d ’état reflèten t l ’état couran t de  l ’ objet;  l es  défin i ti ons  son t fourn ies  dans  
l e  Tableau  57.  Cet attribu t peu t être  u ti l i sé  pour déterminer l a  cond i tion  des  connexions  de  
sécuri té  établ ies  

Tableau  57  – Attributions  d ’états  de  l ’Objet de  val idation  de  sécuri té  

Valeur Nom  d ’état  Description  

0  Non  attri bué  Dans  cet  é tat,  l ’Obj et  de  va l i dati on  de  sécu ri té  n ’ a  pas  été  attri bué  à  une  
connexion ,  ou  a  été  fermé    

1  I n i ti a l i sati on  Dans  cet  é tat,  l ’Obj et  de  va l i dati on  de  sécu ri té  se  s i tue  dans  l e  processus  
d ’ échange  des  i n formati ons  de  coord inati on  temporel l e  su r l a  connexion .  La  
connexion  de  «sécuri té»  n ’ est  pas  encore  p l e i nemen t établ i e   

2  É tabl i  Dans  cet  é tat,  l ’ i n stance  Objet  de  val i dati on  de  sécu ri té  est  p l e i nemen t  établ i e  
et  produ i t/consomme  des  données  de  sécu ri té  pou r l e  compte  de  l ’ appl i cati on  
re l ati ve  à  l a  sécu ri té    

3  Connexion_Fai l ed  Cet  état  est  acti f l orsque  tou tes  l es  connexions  associées  à  cet  Obj et  de  
val i dati on  on t  échoué  pou r quel que  ra i son  q ue  ce  so i t.   Dans  l e  cas  des  
producteu rs ,  tou tes  l es  connexions  de  consommateur mu l ti po in ts  do i ven t  avoi r 
échoué.  Le  producteu r reste  dans  l ’ é tat  E tabl i  tan t q u ’ un  consommateur est  
tou jou rs  acti f.  

4 -255  Réservé   
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6.7.3.3  Type d ’Objet de  val idation  de  sécuri té  

Cet attribu t défin i t  l e  type  de  transport u ti l i sé  par l 'objet de  val idation  de  sécuri té,  don t l a  
défin i tion  est donnée  dans  le  Tableau  58.  Les  cibles  doivent dédu i re  cette  valeur des  
paramètres  de  connexion  de  sécuri té  de  la  fonction  SafetyOpen .  

Tableau  58  – Type  d ’Objet de  val idation  de  sécuri té,  attributions  de  champs  de  bi ts  

Bi t  7  B i ts  0  – 6  

Producteu r (cl i en t)  =  0 / 

Consommateur (serveu r)  =  1   

Type  de  connexion  de  sécu ri té :   
0  =  non  attri bué  
1  =  po i n t  à  po i n t   
2  =  Mu l ti poi n ts   
3 -1 27  =  Réservé   

 

Les  transports  propres  à  chaque  type  d ’Objet de  val idation  de  sécuri té  son t représentés  à  l a  
F igure  1 5.  Cet attribu t peu t être  u ti l i sé  pour demander à  un  apparei l  de  déterminer le  type  de  
connexion  qu i  a  été  établ ie .  
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Anglais  Français  

consuming  connecti on  connexion  de  consommati on  

coord i nati on  connecti on  connexion  de  coord i nati on  

produci ng  connecti on  connexion  de  producti on  

i npu t  appl i cati on  appl i cati on  d 'en trée  

val i dator ob j et  de  va l i d ati on  

data  produci ng  connecti on  connexion  de  producti on  de  données  

data  production  production  d e  données  

ou tpu t appl i cati on  appl i cati on  d e  sorti e  

data  consum ing  connecti on  connexion  de  consommati on  de  d onnées  

data  consumption  consommati on  d e  d onnées  

IEC  

Application
Data 

consuming
connection

Producing 
connection

Consuming 
connection

Safety data

e) Multi-Cast Consumer Connection on CP 2/3 Type 0x82

Application
Data 

consuming 
connection

Producing 
connection

f)  Multi-Cast Consumer Connection Type 0x82 

Validator

Validator

Safety data
+ correction

Correction 
message

Coordination
message Coordination

message

Input
appl ication

Data 
producing 
connection

Producing
connection

Safety data

Coordination
messages

Correction 
message

c) Multi-Cast Producer Connection on CP 2/3 Type 0x02

Input
Application

Data 
producing 
connection

d) Multi-Cast Producer Connection Type 0x02

Validator
Validator

Safety data
+ correction

Coordination
messages

Input
appl ication

Data
producing
connection

Coordination
connection

Consuming 
connection

a) Single Cast Producer (Input) Connection Type 0x01

Validator

Data 
production

Output
application

Data
consuming
connection

Coordination
connection

Producing 
connection

b) Single Cast Consumer (Output) Connection Type 0x81

Validator

Data 
consumption

Consuming 
Connection
Consuming 
Connection
Consuming 
connection

Consuming 
Connection
Consuming 
Connection
Consuming 
connection
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Anglais  Français  

a)si ng l e  cast  producer ( i npu t)  connecti on  Type  0x01  connexion  (en trée)  de  producteu r monod i ffus ion  de  type  
0x01  

b)si ng l e  cast  consumer (ou tpu t)  connecti on  Type  
0x81  

connexion  (sorti e)  de  consommateur monod i ffus i on  de  
type  0x81  

coord i nati on  messages  messages  de  coord i nati on  

safety data  données  de  sécu ri té  

correcti on  message  message  de  correcti on  

c)mu l ti -cast  producer connection  on  CP  2/3  Type  
0x02  

connexion  de  producteu r mu l ti desti natai res  su r CP  2/3  
type  0x02  

d )mu l ti -cast  producer connecti on  Type  0x02  connexion  de  producteu r mu l ti desti natai res  de  type  0x02  

e)mu l ti -cast  consumer connecti on  on  CP  2 /3  Type  
0x82  

connexion  de  consommateu r mu l ti desti natai res  su r CP  
2 /3  type  0x82  

f)mu l ti -cast  consumer connection  Type  0x82  connexion  de  consommateu r mu l ti desti natai res  de  type  
0x82  

Figure  1 5  – Types  de  connexion  de  sécuri té  

6.7.3.4 Mu ltipl icateur EPI  d ’ interval le  Ping  

Cet attribu t est u ti l i sé  comme partie  i n tégran te  de  l a  fonction  Val i dation  de  sécuri té.  Ce  
paramètre  provien t des  paramètres  du  Segment de  sécuri té  de  la  fonction  SafetyOpen .  Les  
règ les  que  doivent su ivre  l es  producteurs  mu l tipoin ts  pour l ’évaluation  de  ce  paramètre  
provenant de  consommateurs  mu l tip les  son t défin ies  dans  le  Tableau  59.  

6.7.3.5  Mu l tipl icateur min imal  de  messages  de  coord ination  temporel le  

Cet attribu t est u ti l i sé  comme partie  i n tégran te  de  la  fonction  val idation  de  sécuri té.  Ce  
paramètre  provien t des  paramètres  du  Segment de  sécuri té  de  la  fonction  SafetyOpen .  Les  
règ les  que  doiven t su ivre  l es  producteurs  mu l tipoin ts  pour l ’évaluation  de  ce  paramètre  
provenant de  consommateurs  mu l tip les  son t défin ies  dans  le  Tableau  59.  

Tableau  59  – Règles  d ’évaluation  du  paramètre  SafetyOpen  des  producteurs  mu ltipoints  

Paramètre  de  sécuri té  Règ le  d ’ évaluation  des  producteurs  Réponse  d 'erreur 
( l e  cas  échéant)  

Mu l ti p l i cateu r EPI  d ' i n terval l e  P i ng  Doi t  correspondre  au  P . I . E .M .  exi stan t  

( l e  consommateur l e  défi n i t  en  premier l i eu )  

Paramètre  i nval i de  

Mu l ti p l i cateu r m i n imal  de  messages  
Time_Coord  

Accepter tou t  mu l ti p l i cateu r 

(peuven t  être  tous  d i fféren ts)  

NA 

Mu l ti p l i cateu r de  dél a i  d u  réseau  Accepter tou t  mu l ti p l i cateu r 

(peuven t  être  tous  d i fféren ts)  

NA 

Mu l ti p l i cateu r de  tempori sati on  Accepter tou t  mu l ti p l i cateu r 

(peuven t  être  tous  d i fféren ts)  

NA 

Nombre  maximal  de  consommateurs   Doi t  correspondre  au  
Max_Consumer_Number exi stan t  

( l e  consommateur l e  d éfi n i t  en  premier l i eu )  

Paramètre  i nval i de  

 

6.7.3.6  Mu ltipl icateur de  délai  du  réseau  

Cet attribu t défin i t l e  temps  de  réaction  de  connexion  associé  à  cette  connexion .  Ce  
paramètre  provien t des  paramètres  du  Segment de  sécuri té  de  l a  fonction  SafetyOpen .  Les  
règ les  que  doiven t su ivre  l es  producteurs  mu l tipoin ts  pour l ’évaluation  de  ce  paramètre  
provenant de  consommateurs  mu l tip les  son t défin ies  dans  le  Tableau  59.  

Copyright International  Electrotechnical  Commission  



I EC  61 784-3-2: 201 6    I EC  201 6  – 373  – 

6.7.3.7  Mu l tipl icateur de  temporisation  

Cet attribu t défin i t  l a  tolérance  de  l ’objet de  val idation  de  sécuri té  pour l es  messages  perdus  
préalablement à  l a  défai l l ance  d ’une  connexion  et à  l ’appl ication  d ’une  mesure  de  sécuri té.   
Ce  paramètre  provien t des  paramètres  du  Segment de  sécuri té  de  la  fonction  SafetyOpen .  
Les  règ les  que  doiven t su ivre  l es  producteurs  mu l tipoin ts  pour l ’ évaluation  de  ce  paramètre  
provenant de  consommateurs  mu l tip les  sont défin ies  dans  le  Tableau  59.  

6.7.3.8  Nombre maximal  de  consommateurs  

Cet attribu t défin i t  l e  nombre  maximal  de  consommateurs  au torisés  à  se  connecter à  un  
producteur mu l tipoin ts  (Type  82).  Les  consommateurs  et producteurs  mu l tipoin ts  on t besoin  
tous  deux de  connaître  cette  valeur pour fonctionner correctement.  Ce  paramètre  provient des  
paramètres  du  Segment de  sécuri té  de  l a  fonction  SafetyOpen .  Les  règ les  que  doivent su ivre  
l es  producteurs  mu l tipoin ts  pour l ’évaluation  de  ce  paramètre  provenant de  consommateurs  
mu l tip les  son t défin ies  dans  l e  Tableau  59.  

6.7.3.9  Instance  de  connexion  de  données  

Cet attribu t i den ti fi e  l ’ i nstance  de  l ’ objet de  connexion  responsable  de  la  connexion  Données  
de  sécuri té.  Cet attribu t est attribué  comme partie  i n tégrante  du  processus  d ’établ i ssement de  
l a  connexion .  

6.7.3.1 0  Instance  de  connexion  de  coord ination  

Cet attribu t i den ti fie  l ’ i nstance  de  l ’ objet de  connexion  responsable  de  la  connexion  
Coord ination  temporel le .  Cet attribu t est attribué  comme partie  i n tégran te  du  processus  
d ’établ i ssement de  la  connexion .  

6.7.3.1 1  Instance  de  connexion  de  correction  

Cet attribu t i den ti fi e  l ’ i nstance  de  l ’ objet de  connexion  responsable  de  l a  connexion  Correction  
de  temps  s i  e l l e  est u ti l i sée.  Cet attribu t est attribué  comme partie  i n tégrante  du  processus  
d ’établ i ssement de  la  connexion .  

6.7.3.1 2  Rattachement CCO 

Cet attribu t i denti fie  l ’ i nstance  Configuration  de  connexion  u ti l i sée  pour l ’ établ issement de  
cette  connexion  de  sécuri té.  Ce  rattachement est nécessai re  pour i nd iquer à  l a  fonction  CCO 
la  fermeture  de  l a  connexion ,  de  sorte  qu ’e l le  pu isse  ten ter de  rétabl i r l a  connexion .  Cet 
attribu t est u ti l i sé  un iquement avec l es  poin ts  d ’orig ine  de  connexion .  Cet attribu t peu t être  
attribué  comme partie  i n tégrante  du  processus  d ’établ i ssement de  connexion  ou  i ncorporé  au  
programme au  moment de  l a  conception .  

6.7.3.1 3  Âge  maximal  des  données  

L’âge  des  données  de  paquets  reçues  est défin i  comme la  d i fférence  en tre  l ’ horloge  de  
1 28  µs  du  consommateur et l a  datation  reçue  au  moment de  la  réception  du  paquet.  L ’attribu t 
Âge  maximal  des  données  est l a  va leur maximale  de  cet âge  l orsque  la  connexion  est/a  été  
établ ie.  La  valeur peu t être  u ti l i sée  par des  ou ti l s  de  d iagnostic afin  d 'accorder le  
mu l tip l i cateur de  délai  du  réseau .   

L ’attribu t Age  maximal  des  données  doi t  tou jours  refléter l a  p lus  g rande  valeur atte in te  par 
l ’ âge  des  données  de  connexion ,  sans  dépasser l a  va leur du  mu l tip l i cateur de  déla i .   

En  cas  d ’anomal ie  et de  fermeture  d ’une  connexion  de  sécuri té,  l ’ attribu t Age  maximal  des  
données  doi t  être  ré in i tial i sé  à  l a  va leur 0 ,  l orsque  l a  connexion  est rétabl ie .  
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6.7.3.1 4 Compteur des  anomal ies  Producteur/Consommateur 

Cet attribu t reflète  l es  compteurs  d 'anomal ies  de  producteur ou  consommateur i n ternes,  dans  
l e  cas  des  connexions  qu i  u ti l i sen t l e  format étendu .     

Lorsque  la  connexion  est une  connexion  de  consommation  EF,  l ’ attribu t Compteur 
d 'anomal ies  de  producteur/Consommateur doi t  refléter l es  Consumer_Fau l t_Counters.  
Lorsque  l a  connexion  est une  connexion  de  production  EF,  l ’ attribu t doi t refléter l e  
Producer_Fau l t_Counter.  

L ’attribu t est u ti l i sé  dans  l es  essais  d ’évaluation  qu i  véri fi en t l e  bon  fonctionnement du  
comportement de  détection  des  anomal ies  EF.  

6.7.4 Services  de  classes  

Les  services  de  classes  pris  en  charge  par l 'objet de  Val idation  de  sécuri té  son t défin i s  dans  
l e  Tableau  60.  

Tableau  60  – Services  de  classes  de  l ’Objet  de  val idation  de  sécuri té  

Code  de  
service  

M ise  en  œuvre  
nécessaire  

Nom  Description  du  service  

0Ehex  Exi gé  Get_Attri bu te__Sing le  U ti l i sé  pou r l a  l ectu re  d ’ une  va leu r d ’ attri bu t de  
classe  de  l ’Objet  d e  val i dati on  de  sécu ri té   

4Bhex  Facu l tati f Ré i n i ti a l i sati on  de  tous  
l es  compteurs  d ’ erreu rs  

U ti l i sé  pou r ré i n i ti a l i ser l ’ a ttri bu t  de  cl asse  8  
dans  tou tes  l es  i nstances  

 

6.7.5  Services  instance   

6.7.5.1  Présentation  générale  des  services  instance 

Les  services  i nstance  pris  en  charge  par le  l 'objet de  Val idation  de  sécuri té  son t défin is  dans  
l e  Tableau  61 .  

Tableau  61  – Services  instance de  l ’Objet  de  val idation  de  sécuri té  

Code  de  
service  

M ise  en  œuvre  
nécessaire  

Nom  Description  du  service  

01 hex  Facu l tati f Get_Attri bu te_Al l  Renvoie  l es  valeu rs  de  tous  l es  attri bu ts  i nstance   

0Ehex  Exi gé  Get_Attri bu te__Sing le  U ti l i sé  pou r l a  l ectu re  d ’ u ne  val eu r d ’ attri bu t de  
l ’Obj et de  val i dati on  d e  sécu ri té   

1 0hex  Exi gé  Set_Attri bu te_Sing l e  U ti l i sé  pou r ré i n i ti a l i ser l ’ attri bu t  Age  maximum  
des  données   

4Bhex  Facu l tati f Réi n i ti a l i sati on  du  code  
d ’ erreu r 

U ti l i sé  pou r ré i n i ti a l i ser l ’ attri bu t  i n stance  1 4  

 

6.7.5.2  Get_Attributes_Al l  Response 

Les  données  de  réponse  pour l e  service  Get_Attribures_Al l  son t défin ies  dans  le  Tableau  62 .  
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Tableau  62  – Données  du  service  Get_Attributes_Al l  de  l 'objet  de  Val idation  de  sécuri té  

ID  d ’ attribu t Nombre  d ’octets  Nom   Type  de  données  

1  0  É tat  de  l ’Obj et  de  va l i dati on  de  sécu ri té   US INT 

2  1  Type  d ’Objet  de  val i dati on  de  sécu ri té  US INT 

3  2 , 3  Mu l ti p l i cateu r EPI  d ' i n terval l e  P i ng  U INT 

4  vari abl e  Mu l ti p l i cateu r m i n imal  d e  messages  de  
coord i nati on  temporel l e  

STRUCT 

5  vari abl e  Dél a i  d u  réseau  STRUCT 

6  vari abl e  Mu l ti p l i cateu r de  tempori sati on  STRUCT 

7  vari abl e  Nombre  maximal  de  consommateurs   US INT 

8  vari abl e  I nstance  de  connexion  de  données  U INT =  0  s i  non  pri s  en  
charge  

9  vari abl e  I nstance  de  connexion  de  coord i nati on  U INT =  0  s i  non  pri s  en  
charge  

1 0  vari abl e  I nstance  de  connexion  de  correcti on  STRUCT 

1 1  vari abl e  Rattachement  CCO U INT =  0  s i  non  pri s  en  
charge  

1 2  vari abl e  Âge  maximal  des  données  U INT 

1 3  vari abl e  Chem in  d ’ appl i cati on  EPATH  

1 4   Code  d ’ erreu r U INT 

 

6.7.6  Comportement d ’objet 

6.7.6.1  Diagramme de  transitions  d 'état 

Le  comportement de  l ’Objet de  val idation  de  sécuri té  est représenté  à  l a  F igure  1 6  et  au  
Tableau  63.  
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Anglais  Français  

safety supervi sor S tate  =  Sel f-Test,  Sel f-Test  
Fau l t,  Abort,  I d l e ,  or Con fi gu ri ng  

état  du  programme  de  con trôle  de  sécu ri té  =  au tovéri fi cati on ,  
anomal i e  de  l 'au tovéri fi cati on ,  Abandon ,  Repos  ou  
Con fi gu rati on  

safety cl ose  fermetu re  de  l a  sécu ri té  

i d l e  repos  

safety supervi sor =  a l l owing  s tate  
Net  Access  S tate  Mach i ne  =  On - l i ne  safety 
connecti on  accepted  

programme de  con trôl e  d e  sécu ri té  =  état d 'au tori sati on  

d i ag ramme  d 'états  d 'accès  au  réseau  =  connexion  de  
sécu ri té  en  l i gne  acceptée  

i n i ti a l i s i ng  i n i ti a l i sati on  

run /i d l e  =  i d l e  Exécu ti on /repos  =  repos  

connecti on  fa i l u re  or timeou t  échec de  connexion  ou  tempori sati on  

get  a ttri bu te  request obten i r demande  d 'attri bu t 

t ime  coord i nati on  handshake  complete  and  1 s t  
d ata  recei ved  

transfert  de  coord inati on  temporel l e  complet  e t  premières  
données  reçues  

val i dator ob j et  de  Val i dati on  

establ i shed  établ i  

run /i d l e  =  appl .  exécu ti on /repos  =  appl .  

IEC  

Application
Run/Idle

Validator state

Message
Run/Idle

Validator

 

Safety connection 
accepted

 

Idle

In itial izing

Run/Idle =  Idle

Established

Run/Idle =  Appl.  
Run/Idle 
condition

Safety Supervisor 
State =  Self-Test,  

Self-Test Fault,  Abort,  
Id le,  or Configuring

Connection  
fai lure or 
timeout

Safety 
Close

Safety Supervisor =  al lowing state
Net Access State Machine = On-l ine

safety connection accepted

Time Coordination  handshake
complete

and  1 st data received

Get Attribute
Request

Get Attribute
Request

Connection fai led

All  
connections 
fai led  or 
timed out

Consumer 
connection  

fai led,
other 

connections 
open
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Anglais  Français  

appl i cati on  run /i d l e  exécu ti on /repos  d 'appl i cati on  

message  run /i d l e  exécu ti on /repos  des  messages  

run /i d l e  cond i ti on  cond i ti on  exécu ti on /repos  

consumer connecti on  fa i l ed ,  other connecti ons  
open  

échec de  connexion  du  consommateu r,  au tres  connexions  
ouvertes  

val i dator s tate  é tat  de  l 'obj et  de  val i dati on  

a l l  connections  fa i l ed  or t imed  ou t  échec de  tou tes  l es  connexions  ou  tempori sati on  

connecti on  fa i l ed  échec de  connexion  

safety connection  accepted  connexion  de  sécu ri té  acceptée  

Figure  1 6  – Diagramme de  transitions  d ’état de  l ’Objet  de  val idation  de  sécuri té  

6.7.6.2  REPOS ( IDLE)  

L’état Repos  est l ’ état i n i tia l  sais i  après  l a  m ise  sous  tension/l ’ au tovéri fication .  Cet état 
correspond  à  l ’état normal  en  l ’absence  d ’ouverture  ou  d 'échec de  connexions.  

6.7.6.3  In i tial isation  

Pour l es  producteurs  mu l tipoin ts,  cet état est effecti f pour chaque  connexion  de  
consommateur trai tée  par l e  producteur.  Pour l es  producteurs  poin t à  poin t et l ’ ensemble  des  
consommateurs,  cet état se  rapporte  à  l a  connexion  Objet de  val idation  de  sécuri té  complète.  

6.7.6.4 Établ i  

Pour l es  producteurs  mu l tipoin ts,  cet état est effecti f pour chaque  connexion  de  
consommateur trai tée  par l e  producteur.  Pour l es  producteurs  poin t à  poin t et l ’ ensemble  des  
consommateurs,  cet état se  rapporte  à  l a  connexion  Objet de  val idation  de  sécuri té  complète.  

6.7.6.5  Connection_Fai led  

Cet état est acti f l orsque  tou tes  l es  connexions  associées  à  l ’Objet de  val idation  de  sécuri té  
on t échoué.  Cet état peu t perdurer j usqu ’à  réception  d ’un  SafetyClose,  ou  j usqu ’au  
rétabl issement de  l a  connexion  à  parti r d ’un  poin t d ’orig ine  d 'adaptation  (c’est-à-d i re  que  
OUN ID  et l e  chemin  d ’appl ication  correspondent à  une  ressource  de  connexion).  

6.7.6.6  Matrice  d ’événements  d ’état 

Le  Tableau  63  présente  l a  matrice  d ’événements  d ’état qu i  défin i t  l e  comportement de  l ’Objet 
de  val i dation  de  sécuri té.  Le  Tableau  64  met en  correspondance  les  états  de  l ’Objet de  
val idation  de  sécuri té  et  du  Programme de  con trôle  de  sécuri té.  
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Tableau  63  – Matrice  d ’événements  d ’état de  l ’Objet  de  val idation  de  sécuri té  

 É tat  

Événement  Repos  In i ti a l isation  Exécution  Échec connexion  

Al imen tati on  app l i quée  et  
au tovéri fi cati on  effectuée  

É tat  i n i ti a l  --  - -   

Programme  de  con trôl e  de  sécu ri té  =  
état  d ’ au tori sati on ,  

D i ag ramme  d ’ états  d 'accès  au  réseau  
=  en  l i g ne,  

Nouvel l e  connexion  de  sécu ri té  
demandée   

Demande  de  
val i dati on  et  

Transi ti on  
vers  l ’ état  
I n i ti a l i sati on  

S i  producteu r 
mu l ti po i n ts ,   

I n i ti a l i sati on  
de  l a  
connexion  de  
sécu ri té   

S i  producteu r 
mu l ti po i n ts ,  
i n i ti a l i sati on  de  
l a  connexion  
de  sécu ri té   

Adaptati on  de  
OUN ID  et  du  
chemin  
d ’ appl i cati on ,  

S i  adaptati on ,  
transi ti on  vers  
l ’ é tat I n i ti a l i sati on  

Transfert  de  coord i nati on  temporel l e  
achevé  

--  Transi ti on  
vers  l ’ é tat  
Exécu ti on  

S i  producteu r 
mu l ti poi n ts ,   

N ouveau  
consommateur 
en  l i gne  

--  

Échec d u  consommateur dans  un  
producteu r mu l ti poin ts  tand i s  que  
d ’ au tres  consommateu rs  son t  
tou jou rs  en  l i gne   

- -  LED  de  l ’ é tat  
Net  rouge  
cl i gnotan t 

LED  de  l ’ é tat  
N et  rouge  
cl i gnotan t 

- -  

Échec de  tou tes  l es  connexions  --  Échec de  l a  
transi ti on  vers  
l ’ é tat  
Connexion   

Échec de  l a  
transi ti on  vers  
l ’ é tat 
Connexion   

LED  de  l ’ é tat  Net  
rouge  cl i gnotan t  

Adaptati on  d e  l a  demande  de  
connexion  du  consommateur (c’ est-à-
d i re  que  OUN ID  et  l e  chem in  
d ’ appl i cati on  corresponden t à  u ne  
connexion  de  consommateur non  
abou ti e) .  

--  Transi ti on  du  
consommateu
r vers  l ’ é tat 
I n i ti a l i sati on  

Transi ti on  du  
consommateur 
vers  l ’ état  
I n i ti a l i sati on  

Transi ti on  vers  
l ’ é tat I n i ti a l i sati on  

Récepti on  de  SafetyClose  Réponse  
sati sfa i san te,  
mai n ti en  dans  
l ’ é tat Repos  

Réponse  
sati sfai san te,  

Transi ti on  
vers  l ’ état  
Repos  

Réponse  
sati sfai san te,  

Transi ti on  vers  
l ’ é tat  Repos  

Réponse  
sati sfai san te,  

Transi ti on  vers  
l ’ é tat Repos  

 

Tableau  64 – Mapping  des  états  des  objets  Programme 
de  contrôle  de  sécuri té  et  Val idation  de  sécuri té  

Programme  de  contrôle  de  sécuri té  Objet  de  val i dation  de  sécuri té  

Autovéri fi cati on  Repos  

Excepti on  d ’ au tovéri fi cati on  Repos  

Atten te  d e  TUN ID  Repos  

Repos  Repos a ,  I n i ti a l i sati on ,  Exécu tion ,  ou  Connecti on_Fai l ed  

Con fi gu rati on  Repos  

Exécu ti on  Reposa ,  é tat  I n i ti a l i sati on  ou  Exécu tion ,  ou  Connection_Fai l ed  

Abandon  Repos  

Anomal i e  cri ti que  Repos  

a  U n  Objet d e  val i dati on  de  sécu ri té  do i t  accepter des  connexions  un iquement l orsque  l ’ état d u  Prog ramme  de  
con trôl e  de  sécu ri té  peu t  accepter l es  connexions  dépendan t  de  l ’ apparei l  (c’ est-à-d i re  état  Exécu tion  
u n i quement,  ou  é tat  Exécu ti on /Repos).  Un  Ob jet  de  val i dati on  de  sécu ri té  peu t  être  au  repos  tand i s  qu ’ un  
au tre  est  tou j ou rs  acti f.  
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6.8  Objet de  configuration  de  connexion  

6.8. 1  Général i tés  

Ce  p ara g ra p h e  d é fi n i t  l e s  e xte n s i on s  d e  l ’ O b j e t d e  co n fi g u ra ti on  d e  co n n e xi o n ,  d e  cl a s s e  
F 3 h e x  po u r F S C P  2 /1 .  Voi r l ’ I E C  6 1 1 5 8 -4 -2  p ou r u n e  d é fi n i ti on  co m p l è te .   

C o d e  d e  cl as s e :  F 3 h e x 

6.8.2  Extensions  d ’attributs  de  classe 

L e s  a ttri bu ts  d e  cl a s s e  d e s ti n é s  à  ê tre  u ti l i s é s  p a r l es  a pp a re i l s  F S C P  2 /1  s on t d é fi n i s  d a n s  l e  
Tab l ea u  6 5 .  

Tableau  65  – Extensions  d ’attributs  de  classe  d ’objet de  configuration  de  connexion  

ID  d ’ at-
tribu t 

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Nom  Type  de  
données  

Description  de  l ’ attribut  

9  C o n d i ti o n n e l a  D é fi n i r É m i s s i o n  d e  
s i g n a tu re  

U D I N T C ré é  e t  u ti l i s é  p a r l e  l o g i ci e l  d e  
co n fi g u ra ti o n  p o u r d é te cte r l e s  
m o d i fi ca ti o n s  a p p o rté e s  a u x 
va l e u rs  d ’ a ttri b u ts  i n s ta n ce   

a  C e t  a ttri b u t  e s t  e xi g é  a ve c l e s  s e u l s  a p p a re i l s  q u i  n ’ u ti l i s e n t  p a s  l ’ i n te rfa ce  S N C T d e  s é cu ri té .   

 

6.8.3  Attributs,  ajouts  et  extensions  instances  

Le  Ta b l e a u  6 6  d é fi n i t  l e s  a ttri bu ts  et  m od i fi ca ti on s  i n s ta n ces  d e s ti n é s  à  ê tre  u ti l i s é s  p ar l e s  
a p pa re i l s  F S C P  2 /1 .  

Tableau  66  – Ajouts/extensions  d ’attributs  instance 
d ’Objet  de  configuration  de  connexion  

ID  
d ’ attribu t 

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Mémoire  
non  

volati l e  

Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  valeur 

9  E xi g é  D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

M i s e  e n  
co rre s p o n d a n ce  
d e  d o n n é e s  

S TRU C T.  
d e :  

  

fo rm a t_n u m b e r U I N T C e  n u m é ro  
d é te rm i n e  l e  
fo rm a t d e  m i s e  
e n  
co rre s p o n d a n ce  
u ti l i s é  

2  – 9 9  
Ré s e rvé   

1 0 0  – 1 9 9  
S p é ci fi q u e s  
a u  
fo u rn i s s e u r.  
To u te s  l e s  
a u tre s  
va l e u rs  s o n t  
Ré s e rvé e s  

D a ta _M a p  
d a ta _s i z e  

U I N T  Ta i l l e ,  e n  
o cte ts ,  d e s  
i n fo rm a ti o n s  d e  
m i s e  e n  
co rre s p o n d a n ce  

 

D a ta _M a p _d a ta  M a tri ce  
d ’ o cte ts  

D o n n é e s  d e  
fo rm a t d e  m i s e  
e n  
co rre s p o n d a n ce  
d e  d o n n é e s  
b a s é e s  s u r l e  
n u m é ro  d e  
fo rm a t 
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ID  
d ’ attribu t 

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Mémoire  
non  

volati l e  

Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  valeur 

1 0  F a cu l ta ti f D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

C o n fi g  #2  D a ta 2   S TRU C T.  
d e :  

  

co n fi g _d a ta _s i z e  U I N T L o n g u e u r d e  
co n fi g _d a ta  e n  
o cte ts  

 

co n fi g _d a ta  M a tri ce  
d ’ o cte ts  

C o n fi g  #2  d a ta   

1 1  F a cu l ta ti f D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

I D  d ’ a p p a re i l  d e  
re m p l a ce m e n t 

S TRU C T.  
d e :  

  

ve n d o r_i d   U I N T I D  d u  
fo u rn i s s e u r 

 

p ro d u ct_typ e   U I N T Typ e  d ’ a p p a re i l   

p ro d u ct_co d e   U I N T C o d e  p ro d u i t   

m a j o r_re v  U S I N T Ré vi s i o n  
p ri n ci p a l e  

 

m i n o r_re v  U S I N T Ré vi s i o n  
s e co n d a i re  

 

1 2  C o n d i ti o n n e l a  D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

D é s a cti va ti o n  d e  
co n n e xi o n  

B O O L   0  –  
co n n e xi o n  
a cti vé e .  

1  –  
co n n e xi o n  
d é s a cti vé e .  

E n  ca s  d e  
ré ce p ti o n  
d ’ u n  s e rvi ce  
O u ve rtu re ,  
ce tte  va l e u r 
d o i t  ê tre  
ré g l é e  s u r 0 .  
E n  ca s  d e  
ré ce p ti o n  
d ’ u n  s e rvi ce  
F e rm e tu re  
o u  Arrê t,  
ce tte  va l e u r 
d o i t  ê tre  
ré g l é e  s u r 1  

1 3  C o n d i ti o n n e l a  D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

P a ra m è tre s  d e  
s é cu ri té  

S TRU C T.  
d e :  

  

ré s e rvé  U S I N T Ré s e rvé   D o i t  ê tre  
é g a l  à  z é ro   

ré s e rvé  U S I N T Ré s e rvé  D o i t  ê tre  
é g a l  à  z é ro  

C RC  d e  
co n fi g u ra ti o n  

U D I N T C RC - S 4  p o rta n t  
s u r l e s  d o n n é e s  
d e  
co n fi g u ra ti o n  
d e  l ’ a p p a re i l  
ci b l e  d a n s  l e s  
a ttri b u ts  7  e t  1 0  

C e tte  va l e u r 
e s t  ca l cu l é e  
p a r l e  
l o g i ci e l  d e  
co n fi g u ra ti o n  
s u r l a  b a s e  
d e s  d o n n é e s  
d e s  a ttri b u ts  
7  e t  1 0  
a p rè s  
a p p l i ca ti o n  
d e  l a  
co n fi g u ra ti o n   

S i g n a tu re  d e  
co n fi g u ra ti o n  

D ATE  E T 
H E U RE  
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ID  
d ’ attribu t 

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Mémoire  
non  

volati l e  

Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  valeur 

E P I  d e  
co rre cti o n  d e  
te m p s  

U D I N T   

P a ra m è tre s  d e  
co n n e xi o n  d e  
co rre cti o n  d e  
te m p s   

WO RD    

U N I D  C i b l e  1 0  o cte ts   U N I D  d e  
l ’ a p p a re i l  
ci b l e  

E s p a ce  ré s e rvé  
p o u r l ’ U N I D  d u  
p o i n t  d ’ o ri g i n e  

1 0  o cte ts  To u s  l e s  z é ro s  P e rm e t à  
F W d e  
re m p l i r 
fa ci l e m e n t  
l ’ O U N I D  
d a n s  l e  
s e g m e n t d e  
s é cu ri té  

M u l ti p l i ca te u r 
E P I  d ’ i n te rva l l e s  
P i n g   

U I N T   

M u l ti p l i ca te u r 
m i n i m a l  d e  
m e s s a g e s  d e  
co o rd i n a ti o n  
te m p o re l l e  

U I N T   

M u l ti p l i ca te u r 
E xp .  d e  te m p s  
ré s e a u  

U I N T   

M u l ti p l i ca te u r d e  
te m p o ri s a ti o n  

U S I N T   

N o m b re  m a xi m a l  
d e  
co n s o m m a te u rs   

U S I N T   

1 4  C o n d i ti o n n e l a  O b te n i r M é m o i re  
n o n  
vo l a ti l e  

C RC  d e  
p a ra m è tre  d e  
co n n e xi o n  

U D I N T C RC - S 4  p o rta n t  
s u r l e s  
p a ra m è tre s  d e  
co n n e xi o n  
u ti l i s é s  d a n s  u n  
s e rvi ce  
S a fe tyO p e n  

C e tte  va l e u r 
e s t  ca l cu l é e  
p a r ce t  
a p p a re i l  u n e  
s e u l e  fo i s ,  
l o rs q u e  l a  
co n fi g u ra ti o n  
e s t  
a p p l i q u é e .  
E l l e  d o i t  
p o u vo i r ê tre  
l u e  p a r l e  
l o g i ci e l  d e  
co n fi g u ra ti o n   

1 5  C o n d i ti o n n e l a  D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

I n s ta n ce  d e  
co n fi g u ra ti o n  

U I N T O b j e t  co n fi g u ré  
p o u r ce  n œ u d   

=  0 ,  
l o rs q u ’ a u cu n  
o b j e t  n ’ e s t  
a ttri b u é  

1 6  C o n d i ti o n n e l a  D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

Attri b u ti o n  d ’ I d  B O O L  L o rs q u e  
s u p p ri m é ,  l e  
p o i n t  d ’ o ri g i n e  
a ttri b u e  l e s  I d  
d e  ré s e a u  p o u r 
l e s  co n n e xi o n s  
q u ’ i l  a  p ro d u i te s   

0 :  a ttri b u ti o n  
d e  l ’ I d  p o u r 
l e s  
co n n e xi o n s  
p ro d u i te s  
( p a r d é fa u t)   

1 :  
s o l l i ci ta ti o n  
d e  l a  ci b l e  
co n ce rn a n t  
l e s  I d  
p ro d u i ts  
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ID  
d ’ attribu t 

M ise  en  
œuvre  

nécessaire  

Règ le  
d ’ accès   

Mémoire  
non  

volati l e  

Nom  Type  de  
données  

Description  de  
l ’ attribut 

Sémantique  
de  l a  valeur 

1 7  C o n d i ti o n n e l a  O b te n i r  N u m é ro  d e  s é ri e  
d e  co n n e xi o n  
ci b l e  

U I N T N u m é ro  
i n s ta n ce  d e  
l ’ O b j e t d e  
va l i d a ti o n  d e  
s é cu ri té  d e  l a  
ci b l e .  Re n vo i  
d u  N u m é ro  d e  
s é ri e  d e  
co n n e xi o n  ci b l e  
a u  co u rs  d e  
l ’ é ta b l i s s e m e n t 
d e  l a  
co n n e xi o n .  
L e ctu re  p a r l e s  
o u ti l s  d e  
d i a g n o s ti c  

0  l o rs q u e  l a  
co n n e xi o n  
n ’ e s t  p a s  
é ta b l i e  

2 0  C o n d i ti o n n e l  
b  

D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

Typ e  d e  fo rm a t U S I N T D é fi n i t  l e  fo rm a t 
à  u ti l i s e r p o u r 
l a  co n n e xi o n  
a ve c u n e  ci b l e  

0  =  Au to  
( p a r d é fa u t)  

1  =  « B a s e »  

2  =  
« É te n d u »  

2 1  C o n d i ti o n n e l  
b  

O b te n i r M é m o i re  
n o n  
vo l a ti l e  

É ta t  d u  fo rm a t U S I N T I n d i q u e  l e  
fo rm a t 
a ctu e l l e m e n t 
u ti l i s é  l o rs q u e  
l e  typ e  d e  
fo rm a t e s t  Au to  
( o u  e n  
l ’ a b s e n ce  
d ’ a cco rd  
p o s s i b l e  s u r u n  
fo rm a t d o n n é )   

0  =  Au to  

1  =  « B a s e »  

2  =  
« É te n d u »  

0 xF F  =  
“ d é te cti o n  
d e  co n fl i t”  

2 2  C o n d i ti o n n e l  
b  

D é fi n i r M é m o i re  
n o n  
vo l a ti l e  

N o m b re  
d ' a n o m a l i e s  
m a xi m a l  

U I N T U ti l i s é  p a r l e s  
p ro d u cte u rs  e t  
l e s  
co n s o m m a te u rs  
a fi n  d e  
d é te rm i n e r l e  
n o m b re  d e  
p a q u e ts  
e rro n é s  
p o u va n t  ê tre  
é l i m i n é s  a va n t  
q u ’ u n e  
co n n e xi o n  n e  
d o i ve  ê tre  
fe rm é e  

Va l e u r p a r 
d é fa u t =  5  

U n e  va l e u r 
d e  0  i n d i q u e  
q u e  l e s  
co n n e xi o n s  
d o i ve n t ê tre  
fe rm é e s  d è s  
q u ’ u n e  
e rre u r e s t  
d é te cté e  

a  C e t  a ttri b u t  e s t  n é ce s s a i re  p o u r u n  a p p a re i l  q u i  p re n d  e n  ch a rg e  l e s  co n n e xi o n s  d e  s é cu ri té ;  ce t  a ttri b u t  e s t  
fa cu l ta ti f d a n s  l e s  a u tre s  ca s .  

b  C e t  a ttri b u t  e s t  n é ce s s a i re  p o u r u n  a p p a re i l  q u i  p re n d  e n  ch a rg e  l e  fo rm a t é te n d u ;  ce t  a ttri b u t  e s t  fa cu l ta ti f 
d a n s  l e s  a u tre s  ca s .  

 

6.8.4 Extensions  ou  restrictions  de  sémantique  des  attributs  instance  pour des  
raisons  de  sécuri té  

6.8.4.1  Drapeaux de  connexion– (Attribut 2)  

Ce s  d ra p ea u x s on t d é fi n i s  d a n s  l e  Ta b l e au  6 7 .  
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Tableau  67  – Défin i tions  des  bi ts  de  drapeaux de  connexion  

Bi ts  Défin i ti on  pour l es  apparei l s  de  sécuri té  

B i t  0 :  D i re cti o n  d e  co n n e xi o n   
To u j o u rs  0  =  P o i n t  d ’ o ri g i n e  d e  l a  co n n e xi o n  

B i ts  1 -3 :  F o rm a t d e  tra n s fe rt  e n  te m p s  ré e l  O - à - T    
To u j o u rs  1 0 1  =  F o rm a t d e  s é cu ri té  

B i ts  4 -6 :  F o rm a t d e  tra n s fe rt  e n  te m p s  ré e l  T- à - O    
To u j o u rs  1 0 1  =  F o rm a t d e  s é cu ri té  

B i ts  7 -1 5 :  N o n  u ti l i s é .    
to u j o u rs  0  

Va l e u r:  0 0 5 Ah e x  =  P o i n t  d ’ o ri g i n e   
0 0 5 B h e x  =  C i b l e  

 

6.8.4.2  Ind ice  de  données  CS  – (Attribut 4)  

L’ i n d i ce  d e  d o n n é e s  C S  n ’ e s t p a s  u ti l i sé ,  i l  d o i t  ê tre  é g al  à  F F F F  F F F F h e x.  

6.8.4.3  Mu l tipl icateur de  temporisation  de  connexion  – (partie  de  l ’attribut 5)  

L e  p rod u cteu r e t l e  co n so m m a teu r u ti l i s e n t l e  m u l ti pl i ca te u r d e  tem p ori s a ti on  d e  co n n e xi on  
a fi n  d e  te m pori s e r l es  3  co n n e xi on s  n orm a l i s ée s .  Le  m u l ti p l i ca te u r e s t u ti l i s é  p a r l e  
co n so m m a teu r d e  l a  con n e xi on  p ou r d é term i n er s ’ i l  co n vi e n t d e  tem p ori s er l a  co n n e xi on .  

L a  va l e u r d e  te m po ri s a ti o n  d e  l a  con n e xi on  es t d é fi n i e  com m e  s u i t:   

RP I  d e  con n e xi o n  ×  (C TM  +  1 )  ×  4  

I n te rva l l e :  0  à  7  

o ù  

0  =  ( 0 x4 ) ;  

1  =  ( 0 x8 ) ;  

2  =  ( 0 x1 2 ) ;  

3  =  ( 0 x1 6 ) ;  

4  =  ( 0 x2 0 ) ;  

5  =  ( 0 x2 4 ) ;  

6  =  ( 0 x2 8 ) ;  

7  =  ( 0 x3 2 ) .  

Va l e u r:  Tou j o u rs  1  (x8 )  

6.8.4.4 Classe  de  transport et  déclencheur – (partie  de  l ’attribut 5)  

L a  va l e u r d e  l a  cl as s e  d e  tra n s p ort e t  d u  d é cl e n ch eu r p ou r l a  s écu ri té  e s t d e  2 0 h e x  p ou r u n e  
con n e xi on  d ’ e n tré e  ou  d e  A0 h e x  p ou r u n e  co n n e xi o n  d e  s orti e .  

6.8.4.5  RPI  O-à-T (partie  de  l ’attribut 5)  

S i  l a  d i re cti on  e s t 0  (C l i e n t /  T-à-O) ,  i l  s ’ a g i t  d u  RP I  d e  l a  coord i n a ti on  te m p ore l l e  e t l e  RP I  T-
à -O  es t l e  RP I  d e  p ro d u cti on  d es  d on n é es .   

S i  l a  d i recti on  e s t 1  ( S erve u r /  O -à -T) ,  i l  s ’ a g i t  d u  RP I  d e  p rod u cti on  d es  d on n é es  e t  l e  RP I  T-
à -O  es t l e  RP I  d e  coord i n a ti on  te m po re l l e .   

L e  RP I  d e  co ord i n a ti on  te m p ore l l e  e s t d é fi n i  com m e  s u i t:  
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I n te rva l l e :  1 0 0  µs  à  1 0 0  0 0 0  0 0 0  µs  

M u l ti p l i ca te u r E P I  d ’ i n te rva l l es  P i n g  ×  RP I  d e  prod u cti on  d e  d on n é e s   

RP I  d e  p ro d u cti o n  d e  d on n é es  

I n te rva l l e :  1 0 0  µs  à  1  0 0 0  0 0 0  µs  

6.8.4.6  Paramètres  de  connexion  O-à-T – (partie  de  l ’attribut 5)  

Le s  p a ram è tre s  d e  con n e xi on  O - à-T s o n t d é fi n i s  d an s  l e  Tab l e a u  6 8 .  

Tableau  68  – Paramètres  de  connexion  O-à-T 

Bi ts  Paramètre  Valeur 

0 -8  Ta i l l e  d e  co n n e xi o n  
( e n  o cte ts )  

S i  l a  d i re cti o n  e s t  1  ( S e rve u r /  O - à - T) ,  i l  s ’ a g i t  d e  l a  ta i l l e  d u  m e s s a g e  d e  
s é cu ri té :  

S i  l a  ta i l l e  d e s  d o n n é e s  e s t d e  1 - 2  o cte ts :  Ta i l l e  d e s  d o n n é e s  
d ’ a p p l i ca ti o n  +  6  

S i  l a  ta i l l e  d e s  d o n n é e s  e s t d e  3 - 2 5 0  o cte ts :  ( Ta i l l e  d e s  d o n n é e s  
d ’ a p p l i ca ti o n  ×  2 )  +  8  

S i  l a  d i re cti o n  e s t  0  ( C l i e n t  /  T-à -O ) ,  i l  s ’ a g i t  d e  l a  ta i l l e  d u  m e s s a g e  d e  
co o rd i n a ti o n  te m p o re l l e  ( 6  o cte ts )  

I n te rva l l e :  7 - 5 1 0  

9  F i xe /Va ri a b l e  To u j o u rs  0  ( F i xe )  

1 0 -1 1  P ri o ri té  To u j o u rs  0 1  ( E l e vé e )  

1 2  Ré s e rvé  To u j o u rs  0  

1 3 -1 4  Typ e  d e  co n n e xi o n  To u j o u rs  1 0  ( P o i n t  à  p o i n t)  

1 5  P ro p ri é ta i re  re d o n d a n t To u j o u rs  0  ( l a  s é cu ri té  n e  p re n d  p a s  e n  ch a rg e  l a  re d o n d a n ce )  

 

6.8.4.7  RPI  T-à-O – (partie  de  l ’attribut 5)  

S i  l a  d i re cti on  es t 0  (C l i en t /  T-à -O ) ,  i l  s ’ a g i t  d u  RP I  d e  l a  p rod u cti on  d e  d o n n é e s  e t l e  RP I  O -
à -T e s t l e  RP I  d e  coord i n a ti on  te m p o re l l e .   

S i  l a  d i re cti on  es t 1  ( S erve u r / O -à- T) ,  i l  s ’ a g i t  d u  RP I  d e  co ord i n a ti on  te m pore l l e  e t l e  RP I  O -
à -T e s t l e  RP I  d e  pro d u cti on  d e  d on n é e s .   

Va l e u r:  vo i r RP I  O - à- T.  

6.8.4.8  Paramètres  de  connexion  T-à-O – (partie  de  l ’attribut 5)  

Le s  p a ram è tre s  d e  con n e xi on  T-à -O  s o n t d é fi n i s  d an s  l e  Tab l e a u  6 9 .  
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Tableau  69  – Paramètres  de  connexion  T-à-O 

Bi ts  Paramètre  Valeur 

0 -8  Ta i l l e  d e  
co n n e xi o n  ( e n  
o cte ts )  

S i  l a  d i re cti o n  e s t  0  ( C l i e n t  /  T- à - O ) ,  i l  s ’ a g i t  d e  l a  ta i l l e  d u  m e s s a g e  d e  
s é cu ri té .  

P o u r u n e  co n n e xi o n  p o i n t  à  p o i n t,  vo i r l e s  p a ra m è tre s  d e  co n n e xi o n  O -à -T.   

P o u r l e s  co n n e xi o n s  m u l ti p o i n ts  a ve c u n e  ta i l l e  d e  d o n n é e s  d e  1 - 2  o cte ts :  
Ta i l l e  d e s  d o n n é e s  d ’ a p p l i ca ti o n  +  1 2  

P o u r l e s  co n n e xi o n s  m u l ti p o i n ts  a ve c u n e  ta i l l e  d e  d o n n é e s  d e  3 - 2 4 8  o cte ts :  
( Ta i l l e  d e s  d o n n é e s  d ’ a p p l i ca ti o n  ×  2 )  +  1 4  

L e s  ca l cu l s  d e  co n n e xi o n s  m u l ti p o i n ts  d o i ve n t i n cl u re  l a  s e cti o n  d e  co rre cti o n  
d e  te m p s .  C e ci  e s t  e xi g é  p o u r to u te s  l e s  co n n e xi o n s  m u l ti p o i n ts  a fi n  d e  
s ’ a s s u re r d u  ca l cu l  co rre ct d u  C P C RC  d a n s  l e  s e rvi ce  S a fe tyO p e n .  L a  va l e u r 
e s t  d é te rm i n é e  p a r l ’ a p p a re i l  ci b l e .  

S i  l a  d i re cti o n  e s t  1  ( S e rve u r /  O - à -T) ,  i l  s ’ a g i t  d e  l a  ta i l l e  d u  m e s s a g e  d e  
co o rd i n a ti o n  te m p o re l l e  ( 6  o cte ts ) .  

I n te rva l l e :  7 - 5 0 8  

9  F i xe /Va ri a b l e  To u j o u rs  0  ( F i xe )  

1 0 -1 1  P ri o ri té  To u j o u rs  0 1  ( E l e vé e )  

1 2  Ré s e rvé  To u j o u rs  0  

1 3 -1 4  Typ e  d e  co n n e xi o n  0 1  ( M u l ti p o i n ts )  

1 0  ( P o i n t  à  p o i n t)  

Va l e u r p a r d é fa u t:  1 0  ( P o i n t  à  p o i n t)  

1 5  P ro p ri é ta i re  
re d o n d a n t 

To u j o u rs  0  ( l a  s é cu ri té  n e  p re n d  p a s  e n  ch a rg e  l a  re d o n d a n ce )  

 

6.8.4.9  Chemin  de  connexion  (Attribut 6)  

6.8.4.9. 1  Tai l le  du  chemin  de  connexion  

I l  s ’ ag i t  d u  n om b re  d e  m o ts  à  1 6  bi ts  a rch i vé s  d a n s  l e  C h e m i n  d e  con n e xi on .  C e  ch e m i n  d o i t  
ê tre  a j u s té  a fi n  d e  re ti re r l a  ta i l l e  d e s  é l é m e n ts  d e  ch e m i n  d u  p on t l ors  d u  ca l cu l  d u  C PC RC  
(c’ e s t- à-d i re  q u e  l a  ta i l l e  u ti l i s é e  po u r l e  ca l cu l  d oi t  ê tre  l a  va l e u r q u e  l a  ci b l e  p ou rra  o bs e rve r 
a prè s  q u e  l e  ( l e s)  p on t(s )  a u ra  (au ro n t)  re ti ré  s e s  ( l e u rs )  s e g m en ts  e t a j u s té  ce tte  ta i l l e  d e  
m an i è re  a p prop ri ée ) .  

6.8.4.9.2  Chemin  de  connexion  

L es  ch e m i n s  d e  con n e xi on  s on t a s s oci és  à  l a  co n n e xi o n  d a n s  l ’ ord re  s u i van t:  (1 )  C h e m i n  d e  
P o n t,  (2 )  C h e m i n  d e  con fi g u ra ti on ,  ( 3 )  C h e m i n  d e  con s o m m a ti o n  e t (4 )  C h e m i n  d e  prod u cti on .  

L e  ch e m i n  d e  p on t (1 )  d oi t  ê tre  s ép a ré ,  pa r l e  po i n t d ’ ori g i n e ,  d es  ch e m i n s  d ’ a p p l i ca ti on  2 ,  3  
e t 4  a u  m o m e n t d e  l a  con s ti tu ti on  d u  s ervi ce  S a fe tyO p e n  e t  l ors  d u  ca l cu l  d u  C P C RC .  

6.8.4.9.3  Chemin  de  pont 

C h em i n  va l i d e  con s tru i t p ou r l e  pa rco u rs  e n tre  l e  p oi n t d ’ ori g i n e  e t l a  ci b l e .  

6.8.4.9.4 Chemin  de  configuration   

L e ch e m i n  e s t va l i d e  s i  l ’ a ttri b u t 7  ou  8  co m p orte  d e s  d on n é e s  d e  con fi g u ra ti o n ,  ce  ch e m i n  
é ta n t n u l  d a n s  l es  a u tre s  ca s .  L e  ch e m i n  provi en t d a n s  to u s  l e s  ca s  d e  l ’ a p pl e t ci b l e  (c’ es t- à-
d i re  l e  fi ch i e r E D S ) .  

Copyright International  Electrotechnical  Commission  



 –  3 8 6  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

6.8.4.9.5  Chemin  de  consommation  cible  

Le  ch e m i n  e s t va l i d e  s ’ i l  s ’ a g i t  d e  l a  d i re cti o n  1  ( S e rve u r /  O - à-T)  o u  es t n u l  d an s  l e s  a u tre s  
ca s .  Le  ch e m i n  p ro vi e n t d an s  tou s  l es  ca s  d e  l ’ a p p l e t ci b l e  (c’ e s t-à -d i re  l e  fi ch i e r E D S ) .  

6.8.4.9.6  Chemin  de  production  cible  

Le  ch e m i n  e s t val i d e  s ’ i l  s ’ a g i t  d e  l a  d i re cti on  0  (C l i e n t /  T-à -O )  o u  e s t n u l  d an s  l e s  a u tre s  cas .  
Le  ch e m i n  pro vi en t d an s  to u s  l es  ca s  d e  l ’ a pp l e t ci b l e  ( c’ e s t-à -d i re  l e  fi ch i e r E D S ) .  

6.8.4.1 0  Tai l le  des  données  de  configuration  # 1  (partie  de  l ’attribut 7)  

S o n  u ti l i s a ti o n  es t facu l ta ti ve  p ou r l a  s écu ri té ,  l a  ta i l l e  d e s  d on n é es  é ta n t n u l l e  e n  ca s  d e  n on -
u ti l i s a ti on .  

6.8.4.1 1  Données  de  configuration  # 1  (partie  de  l ’attribut 7)  

S o n  u ti l i s a ti on  e s t fa cu l ta ti ve  pou r l a  s écu ri té ,  e t d o i t  p a r a i l l eu rs  ê tre  con ca té n é e a ve c l e  
co n te n u  d e s  d on n ée s  d e  C o n fi g #2 .  

6.8.4.1 2  Tai l le  des  données  de  configuration  # 2  (partie  de  l ’attribut 1 0)  

N o m bre  d ’ octe ts  s tockés  d a n s  l e s  d on n ée s  C on fi g  #2  ( ci -d es s o u s ) .  

I n te rva l l e :  1  à  <  Ta i l l e  d e  con fi g u rati on  m a xi m al e  ad m i s s i b l e>  

6.8.4.1 3  Données  de  configuration  # 2  (partie  de  l ’attribut 1 0)  

U ti l i s é es  pou r s tocker l e s  d on n é es  d e  con fi g u ra ti o n  d e  l ’ ap p arei l  ci b l e .  

6.8.4.1 4 M ise  en  correspondance  des  données  (Attribut 9)  

6.8.4.1 4.1  Attribution  de  format de  mise  en  correspondance 

Le  Ta b l e a u  7 0  d é fi n i t  u n  e n s em b l e  d e  form a ts  d e  m i s e  en  corres p o n d a n ce  actu e l l e m e n t 
d é fi n i s  d a n s  l ' i n te rval l e  n orm a l i s é .  L ' i n te rva l l e  s p éci fi q u e  a u  fou rn i s s e u r p e u t tou j ou rs  ê tre  
u ti l i s é  p o u r d es  form a ts  d e  m i se  en  co rre s p on d a n ce  sp é ci a u x.  

Tableau  70  – Formats  de  mise  en  correspondance  des  données  

Numér
o  de  
format 

Nom  de  format Tai l l e  S  des  
données  de  m ise  

en  
correspondance  
de  données  (en  

octets)  

Données  de  
m ise  en  

correspondan
ce  de  données  

Commentai re  

0  F o rm a t  d e  
s cru ta ti o n  o u ve rt   

4  o cte ts  Vo i r Ta b l e a u  7 1  F o rm a t  s i m p l e  q u i  m e t  e n  
co rre s p o n d a n ce  l e s  d o n n é e s  s o u s  
fo rm e  d e  g ra n u l a ri té  d e  m o ts  d a n s  l e s  
ta b l e a u x d ’ i m a g e s  d ’ e n tré e  e t  d e  s o rti e  

1  F o rm a t  d e  
s cru ta ti o n  à  
i n d e x d ’ o cte t 

4  o cte ts  Vo i r Ta b l e a u  7 2  F o rm a t s i m p l e  q u i  m e t  e n  
co rre s p o n d a n ce  l e s  d o n n é e s  s o u s  
fo rm e  d e  g ra n u l a ri té  d ’ o cte ts  d a n s  l e s  
ta b l e a u x d ’ i m a g e s  d ’ e n tré e  e t  d e  s o rti e  

2 - 9 9  Ré s e rvé     

1 0 0 -
1 9 9  

S p é ci fi q u e  a u  
fo u rn i s s e u r 

   

2 0 0  –  
6 5  5 3 5  

Ré s e rvé     
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6.8.4.1 4.2  U ti l isation  du  format 0  pour les  scrutateurs  de  sécuri té  

Le  form a t 0  d e  m i s e  e n  corre s p on d a n ce  d e  d on n ée s  con ti e n t l a  s tru ctu re  d es  d on n ée s  d e  
m i s e  e n  corres p o n d a n ce  q u i  u ti l i s e  l e  form a t d é cri t  d a n s  l e  typ e  d e  fo rm a t d e  m i s e  en  
co rre s p on d an ce ,  d é fi n i  d a n s  l e  Tab l ea u  7 1 .  

Tableau  71  – Format 0  de  mise  en  correspondance des  données  

Nom  Type  de  
données  

Description  Valeur 

D é ca l a g e  d e s  i m a g e s  
d e  d o n n é e s  d u  p o i n t  
d ’ o ri g i n e  à  l a  ci b l e   

U I N T D é ca l a g e ,  e n  u n i té s  d e  1 6  b i ts ,  
d a n s  l e  ta b l e a u  d ’ i m a g e s  d u  
p o i n t  d ’ o ri g i n e  à  l a  ci b l e  

S i  l a  d i re cti o n  e s t  0  ( C l i e n t  /  T-à -O ) :  
To u j o u rs  0 .  

S i  l a  d i re cti o n  e s t  1  ( S e rve u r /  O - à -T) :  
D é ca l a g e  d e  m o ts  d a n s  l e  ta b l e a u  d e s  
d o n n é e s  d e  s o rti e  d e  s é cu ri té  

D é ca l a g e  d e s  i m a g e s  
d e  d o n n é e s  d e  l a  ci b l e  
à  l ’ o ri g i n e  

U I N T D é ca l a g e ,  e n  u n i té s  d e  1 6  b i ts ,  
d a n s  l e  ta b l e a u  d ’ i m a g e s  d e  l a  
ci b l e  à  l ’ o ri g i n e  

S i  l a  d i re cti o n  e s t  0  ( C l i e n t  /  T-à -O ) :  
D é ca l a g e  d e  m o ts  d a n s  l e  ta b l e a u  d e s  
d o n n é e s  d ’ e n tré e  d e  s é cu ri té  

S i  l a  d i re cti o n  e s t  1  ( S e rve u r /  O - à -T) :  
To u j o u rs  0  

 

6.8.4.1 4.3  U ti l isation  du  format 1  pour les  scrutateurs  de  sécuri té  

Le  form a t 1  d e  m i s e  e n  corres p on d a n ce  d e  d on n ée s  con ti e n t l a  s tru ctu re  d es  d on n é es  d e  
m i s e  en  corre sp o n d a n ce  q u i  u ti l i s e  l e  form a t d é cri t  d a n s  l e  typ e  d e  fo rm a t d e  m i s e  en  
co rres p on d a n ce ,  d é fi n i  d a n s  l e  Tab l ea u  7 2 .  

Tableau  72  – Format 1  de  mise  en  correspondance des  données  

Nom  Type  de  
données  

Description  Valeur 

D é ca l a g e  d e s  i m a g e s  
d e  d o n n é e s  d u  p o i n t  
d ’ o ri g i n e  à  l a  ci b l e   

U I N T D é ca l a g e ,  e n  u n i té s  d e  8  b i ts ,  
d a n s  l e  ta b l e a u  d ’ i m a g e s  d u  
p o i n t  d ’ o ri g i n e  à  l a  ci b l e  

S i  l a  d i re cti o n  e s t  0  ( C l i e n t  /  T- à - O ) :  
To u j o u rs  0 .  

S i  l a  d i re cti o n  e s t  1  ( S e rve u r /  O - à - T) :  
D é ca l a g e  d ’ o cte ts  d a n s  l e  ta b l e a u  d e s  
d o n n é e s  d e  s o rti e  d e  s é cu ri té  

D é ca l a g e  d e s  i m a g e s  
d e  d o n n é e s  d e  l a  ci b l e  
à  l ’ o ri g i n e  

U I N T D é ca l a g e ,  e n  u n i té s  d e  8  b i ts ,  
d a n s  l e  ta b l e a u  d ’ i m a g e s  d e  l a  
ci b l e  à  l ’ o ri g i n e  

S i  l a  d i re cti o n  e s t  0  ( C l i e n t  /  T- à -O ) :  
D é ca l a g e  d ’ o cte ts  d a n s  l e  ta b l e a u  d e s  
d o n n é e s  d ’ e n tré e  d e  s é cu ri té .  

S i  l a  d i re cti o n  e s t  1  ( S e rve u r /  O - à -T) :  
To u j o u rs  0  

 

6.8.4.1 5 ID  d ’apparei l  de  remplacement 

N ’ e s t j a m a i s  u ti l i s é .  

6.8.4.1 6  Désactivation  de  connexion  (Attribut 1 2)  

Lors q u e  l ’ a ttri b u t D é s acti va ti on  d e  co n n e xi o n  d an s  l ’ ob j e t C C O  e s t TRU E ,  l a  con n exi on  d o i t 
re ster d és a cti vée  d a n s  l e s  cycl e s  d ’ a l i m e n ta ti o n .  Lors q u e  l ’ a ttri bu t D é s acti va ti o n  d e  
co n n e xi o n  d a n s  l ’ ob j e t C C O  e s t F AL S E ,  l a  con n e xi on  d o i t  re s te r a cti vé e  d an s  l es  cycl e s  
d ’ a l i m e n ta ti on .  

6.8.5  Paramètres  spéciaux relati fs  à  la  sécuri té  – (Attribut 1 3)  

6.8.5. 1  Mu ltipl icateur EPI  d ’ in terval les  Ping  

Ce t a ttri b u t e s t u ti l i s é  co m m e  pa rti e  i n tég ra n te  d e  l a  fon cti on  O b j e t d e  va l i d a ti o n  d e  s é cu ri té .  
Ce  pa ra m è tre  fa i t  p a rti e  i n té g ran te  d es  p ara m è tre s  d u  S e g m e n t d e  s écu ri té  d e  l a  fon cti o n  
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S a fe tyO pe n .  P i n g _I n terva l _E P I _M u l ti p l i er e s t l e  n om bre  q u i  d é fi n i t  l e  P i n g _C ou n t_I n terva l  
p ou r l a  con n e xi on  d e  s é cu ri té .   

Le s  a p p a re i l s  q u i  m e tte n t en  œu vre  l e s  e xte n s i on s  d e  s é cu ri té  d e  l ’ ob j e t C C O  d o i ven t 
e ffe ctu er u n  co n trô l e  d es  i n te rva l l es  p orta n t s u r l e  m u l ti p l i ca te u r E P I  d ’ i n te rva l l e s  P i n g  au  
co u rs  d ’ u n e  d em a n d e  Va l i d a te _C on fi g u ra ti o n .    

L ’ e m p l o i  d u  m u l ti pl i ca te u r E P I  d ’ i n terva l l e s  P i n g  e s t d é fi n i  com m e  s u i t:  

I n te rva l l e :  [M a x_C on s u m e r_N u m b e r  ×  Ti m e o u t_M u l ti p l i e r. P I  + 1 5 ]  à  1  0 0 0 .  

Va l e u r p a r d é fa u t:  

S i  l a  d i re cti on  e s t 0  ( C l i en t /  T-à -O ) :  1 0 0  

S i  l a  d i recti on  e s t 1  ( S e rve u r /  O -à -T) :  1 9  

6.8.5.2  Mu ltipl icateur min imal  de  messages  de  coordination  temporel le  

Ce t a ttri b u t e s t u ti l i s é  co m m e  pa rti e  i n tég ra n te  d e  l a  fon cti on  O b j e t d e  va l i d a ti o n  d e  s é cu ri té .  
Ce  p ara m è tre  p ro vi e n t d e s  pa ra m ètre s  d u  S e g m e n t d e  s é cu ri té  d e  l a  fo n cti on  S a fe tyO pe n .  
Ti m e _C oord _M s g _M i n _M u l ti pl i e r e s t l e  n om b re  m i n i m u m  d ’ i n cré m en ts  d e  1 2 8  µs  s u sce p ti bl e  
d ’ ê tre  u ti l i s é  p ou r u n  m es s a g e  d e  coord i n a ti o n  te m pore l l e  p ou r l e  p as s a g e  d u  co n s om m a te u r 
a u  p rod u cte u r.  La  va l eu r p a r d é fa u t e s t 0 .  

Le s  ap p are i l s  q u i  m e tte n t e n  œu vre  l e s  e xten s i o n s  d e  s é cu ri té  d e  l ’ ob j e t C C O  d oi ven t 
e ffe ctu e r u n  con trô l e  d e s  i n te rva l l es  p orta n t s u r l e  Ti m e _C oord _M sg _M i n _M u l i ti p l i er a u  cou rs  
d ’ u n e  d em a n d e  Va l i d a te _C on fi g u ra ti o n .   

L ’ e m p l o i  d u  m u l ti p l i ca te u r m i n i m a l  d e  m es s a g e s  d e  coord i n a ti on  te m p o re l l e  es t d é fi n i  co m m e  
su i t:  

I n te rva l l e :  0  à  7  8 1 3 ,  ce  q u i  é q u i va u t à  0  s  à  1  s .  

Va l e u r pa r d é fau t:   2  e n  l ’ a bs e n ce  d e  p on t;  3  ou  p l u s  a ve c a j ou t d ’ u n  pon ta g e .  

6.8.5.3  Mu ltipl icateur de  délai  du  réseau  

Ce t a ttri b u t e s t u ti l i s é  co m m e  p arti e  i n té g ra n te  d e  l a  fon cti on  O bj e t d e  va l i d a ti o n  d e  s écu ri té .  
Ce  pa ra m è tre  fa i t  p a rti e  i n tég ra n te  d e s  p a ra m è tres  d u  S eg m e n t d e  s é cu ri té  d e  l a  fon cti o n  
S a fetyO p e n .  N e twork_Ti m e _E xp e cta ti on _M u l ti p l i e r es t l e  n om bre  m a xi m u m  d ’ i n cré m e n ts  d e  
1 2 8  µs  q u ’ u n  con so m m ate u r d oi t  p e rm e ttre  à  l ’ â g e  d es  d on n é es  d e  s é cu ri té  d ’ a tte i n d re .   

Le s  ap p are i l s  q u i  m e tte n t e n  œu vre  l e s  e xten s i o n s  d e  s écu ri té  d e  l ’ ob j e t C C O  d o i ve n t 
e ffectu e r u n  con trô l e  d e s  i n terva l l e s  p orta n t s u r l e  N e two rk_Ti m e _E xp e cta ti o n _M u l ti p l i e r a u  
co u rs  d ’ u n e  d e m an d e  Val i d a te _C on fi g u ra ti o n .   

L ’ e m p l o i  d u  m u l ti p l i ca te u r d e  d é l ai  d u  ré s ea u  e s t d é fi n i  com m e  s u i t:   

I n terva l l e  0  à  4 5  3 1 3 ,  ce  q u i  é q u i va u t à  1  s  à  5 , 8  s .  

É q u a ti on  Vo i r d é ta i l s  e n  8 . 8 . 4 .  

6.8.5.4 Mu ltipl icateur de  temporisation  

Ce t a ttri b u t e s t u ti l i s é  co m m e  p arti e  i n té g ra n te  d e  l a  fon cti on  O bj e t d e  va l i d a ti o n  d e  s écu ri té .  
Ce  pa ra m è tre  fa i t  p a rti e  i n tég ra n te  d e s  p a ra m è tres  d u  S eg m e n t d e  sé cu ri té  d e  l a  fon cti o n  
S a fetyO p e n .   

Les  a p pa re i l s  q u i  m e tte n t e n  œu vre  l es  e xte n s i o n s  d e  s écu ri té  d e  l ’ ob j e t C C O  d o i ve n t 
e ffectu e r u n  co n trô l e  d e s  i n te rva l l e s  p o rta n t su r l e  Ti m e o u t_M u l ti p l i e r a u  cou rs  d ’ u n e  
d em a n d e  Val i d a te _C on fi g u ra ti o n .   
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L’ e m p l o i  d u  m u l ti pl i ca te u r d e  te m pori s a ti o n  e s t d é fi n i  co m m e  s u i t:  

F orm a t d e  b as e  d ' i n te rva l l e  1  à  4  

F orm a t é te n d u  d ' i n te rva l l e  1  à  2 5 5  

Va l e u r p a r d é fa u t 2  

6.8.5.5  Nombre  maximal  de  consommateurs  

C e t a ttri bu t d é fi n i t  l e  n o m bre  m a xi m a l  d e  con s o m m a te u rs  a u tori s é s  à  se  con n ecter à  u n  
p rod u cteu r m u l ti po i n ts  ( Typ e  2 ) .  I l  e s t n éce ss a i re  q u e  l e s  co n s om m a te u rs  e t prod u cteu rs  
m u l ti po i n ts  co n n a i s se n t to u s  d e u x cette  val eu r p ou r fon cti on n e r corre cte m e n t.  C e t a ttri b u t e s t 
u ti l i s é  co m m e  p arti e  i n té g ra n te  d e  l a  fon cti on  O bj e t d e  va l i d a ti o n  d e  s écu ri té .  C e  p ara m è tre  
fa i t  p a rti e  i n té g ra n te  d e s  p ara m è tre s  d u  S e g m e n t d e  s écu ri té  d e  l a  fon cti on  S a fe tyO p e n .   

L es  a p p are i l s  q u i  m e tte n t e n  œu vre  l e s  e xten s i o n s  d e  s écu ri té  d e  l ’ ob j e t C C O  d o i ve n t 
e ffectu e r u n  con trôl e  d es  i n terva l l e s  p orta n t s u r l e  N om b re  m a xi m a l  d e  con s o m m a te u rs  a u  
co u rs  d ’ u n e  d e m an d e  Va l i d a te _C on fi g u ra ti o n .   

L ’ e m p l o i  d u  n om bre  m a xi m a l  d e  co n s o m m a te u rs  e s t d é fi n i  com m e  s u i t:  

I n terva l l e :  1  à  1 5  

Va l e u r pa r d é fa u t:  1 5  

Va l e u r:  e s t i s s u e  d e  l ’ a p p l e t ci b l e  (c’ es t- à-d i re  l e  fi ch i e r E D S ) .  

6.8.5.6  UN ID  de  connexion  cible  

C e t a ttri b u t con s ti tu e  l ’ U N I D  d e  l ’ a pp a re i l  d e  s é cu ri té  ci b l e  p ou r ce tte  con n e xi on .  C e  
p ara m è tre  fa i t  pa rti e  i n té g ra n te  d e s  pa ra m è tres  d u  s e g m e n t d e  s é cu ri té  d e  l a  fon cti o n  
S a fe tyO p e n .  I l  es t  véri fi é  p a r l ’ ap p arei l  ci b l e  a fi n  d e  con fi rm e r q u e  l a  d e m an d e n ’ a  p a s  fa i t 
l ’ ob j e t d ’ u n  m a u vai s  ach e m i n e m en t.  L ’ e s s ai  d e  l a  con n e xi on  p ar l ’ u ti l i s a te u r con s ti tu e  l a  s eu l e  
m é th od e  pe rm e tta n t d e  co n fi rm e r q u e  ce tte  va l e u r e s t corre cte .  

Le  form a t U N I D  ci b l e  a vec l e  C P  2 /3  e s t d é fi n i  co m m e  s u i t:  

OC TE T 0 -5 :  N u m é ro  d e  ré s e au  d e  s écu ri té   

O C TE T 6 :  C P  2 /3  M AC I D  

O C TE T 7 -9 :  Tou j o u rs  0  po u r C P  2 /3  

6.8.5.7  CRC  de  configuration  de  sécuri té  (SCCRC)  

Le  S C C RC  e s t u ti l i s é  co m m e  s i g n a tu re  d e  l a  co n fi g u ra ti on  d e  l ’ ap p arei l  e t  p e u t s e rvi r à  
co n fi rm e r l ’ i n tég ri té  d e  l a  con fi g u ra ti o n  d a n s  l a  d u ré e .  Le  l o g i ci e l  d e  con fi g u ra ti o n  d oi t ca l cu l e r 
l e  S C C RC  s u r l e s  d on n é es  d e  con fi g u ra ti o n  d an s  l e u r ord re  e xa ct d ’ a pp a ri ti o n  d a n s  l e  
m es s a g e  S afe tyOp e n .  Le  m ê m e  ca l cu l  es t e ffe ctu é  pa r l e s  a pp a re i l s  ci b l e s  e t co m p a ré  a ve c 
ce tte  va l e u r.  

Le  S C C RC  d oi t  ê tre  ca l cu l é  s u r l es  d on n é e s  d e  co n fi g u ra ti o n  p ar l ’ a p p a re i l ,  à  ch aq u e  
va l i d a ti o n  d e  l a  con fi g u ra ti on  d e  ce  d e rn i e r (c’ e s t-à -d i re  D e m an d e Va l i d a te_C o n fi g u ra ti on  a u  
Prog ra m m e  d e  con trô l e  d e  s écu ri té  o u  con n e xi on  d e  s é cu ri té  d e  typ e  1 ) .  

Le  S C C RC  d oi t  ê tre  a rch i vé  d a n s  l a  m é m oi re  n on  vol a ti l e  a vec l e s  a u tre s  a ttri b u ts  N V à  
ch aq u e  a p p l i ca ti on  d ’ u n e  con fi g u ra ti o n  (c’ e s t-à -d i re  a pp l i ca ti on  d e  l a  d e m a n d e  a u  Prog ra m m e  
d e  con trôl e  d e  sé cu ri té) .   

Le  m a n u e l  d e  s é cu ri té  d o i t  i n d i q u e r à  l ’ u ti l i s a te u r d e  s o u m e ttre  à  es s a i  l e s  con fi g u ra ti on s  d e  
co n n e xi o n  d e  s é cu ri té  a p rès  l e u r a pp l i ca ti on  à  u n  p o i n t d ’ ori g i n e ,  a fi n  d e  co n fi rm e r q u e  l a  
co n n e xi o n  ci b l e  fon cti on n e  te l  q u e  p ré vu .   
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L’ u ti l i s a ti on  d u  S C C RC  d e  l ’ a pp a re i l  ci b l e  es t p rés e n té e  d a n s  l e  Ta b l e a u  7 3 .  

Tableau  73  – Valeurs  SCCRC de  l ’apparei l  cible  

Type  de  connexion  de  sécuri té   Valeur SCCRC   

Typ e  1  S C C RC  i d e n ti fi a n t  l e s  d o n n é e s  d e  co n fi g u ra ti o n  d a n s  l e s  d o n n é e s  C o n fi g  #2   

Typ e  2 a  S C C RC  i d e n ti fi a n t  l a  co n fi g u ra ti o n  p ré vu e  d e  l ’ a p p a re i l  ci b l e  

Typ e  2 b  0  

 

6.8.5.8  Signature  de  configuration  de  sécuri té  (Datation)  

L es  va l e u rs  S C TS  d e  l ’ ap p arei l  ci b l e  so n t pré s e n té e s  d a n s  l e  Tab l e a u  7 4 .  

Tableau  74 – Valeurs  SCTS  de  l ’apparei l  cible  

Type  de  connexion  de  sécuri té   Valeur SCTS  

Typ e  1  S C TS  i d e n ti fi a n t  l e s  d o n n é e s  d e  co n fi g u ra ti o n  d a n s  l e s  d o n n é e s  C o n fi g  #1   

Typ e  2 a  S C TS  i d e n ti fi a n t  l a  co n fi g u ra ti o n  p ré vu e  d e  l ’ a p p a re i l  ci b l e  

Typ e  2 b  0  

 

6.8.5.9  EPI  de  correction  de  temps 

C e  pa ra m è tre  d é fi n i t  l ’ E P I  d u  m e s sa g e  d e  corre cti o n  d e  tem p s  u ti l i s é  d an s  u n e  co n n e xi o n  
m u l ti po i n ts .  

La  va l eu r d ’ u n e  co n n e xi o n  m u l ti p oi n ts  e s t l a  s u i va n te :  

M u l ti pl i ca te u r E P I  d ’ i n terva l l e s  P i n g  ×  RP I  d e  p rod u cti on  d e  d o n n é es ;   

D a n s  l e s  au tres  ca s ,  ce tte  val e u r e s t n u l l e .  

6.8.5.1 0  Paramètres  de  connexion  de  correction  de  temps 

D é fi n i t  l e s  pa ra m è tres  d e  co n n e xi on  u ti l i s és  d a n s  l e  m es s a g e  d e  corre cti on  d e  tem p s  u ti l i s é  
d a n s  u n e  con n e xi on  m u l ti po i n ts .  

La  va l e u r e s t 0 0 0 0 h e x  p ou r u n e  con n e xi on  n on  m u l ti p oi n ts  ou  2 4 0 6 h e x  p ou r u n e  co n n e xi on  
m u l ti po i n ts ,  te l  q u e  d é fi n i  d a n s  l e  Tab l e a u  7 5 .  

Tableau  75  – Paramètres  de  connexion  de  correction  
de  temps  pour une  connexion  mul tipoints  

Bi ts  Paramètre  Valeur 

0 -8  Ta i l l e  d e  co n n e xi o n  ( e n  o cte ts )  Ta i l l e  d u  m e s s a g e  d e  co rre cti o n  d e  te m p s  d e  6  o cte ts   

9  F i xe /Va ri a b l e  To u j o u rs  0  ( F i xe )  

1 0 -1 1  P ri o ri té  To u j o u rs  0 1  ( E l e vé e )  

1 2  Ré s e rvé  To u j o u rs  0  

1 3 -1 4  Typ e  d e  co n n e xi o n  0 1  ( M u l ti p o i n ts )  

1 5  P ro p ri é ta i re  re d o n d a n t To u j o u rs  0  ( l a  s é cu ri té  n e  p re n d  p a s  e n  ch a rg e  l a  re d o n d a n ce )  
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6.8.5.1 1  CRC  des  paramètres  de  connexion  (CPCRC)  – (Attribut 1 4)  

L’ a ttri b u t C RC  d e s  p ara m è tre s  d e  co n n e xi o n  d o i t  ê tre  ca l cu l é  pa r ce t a pp a re i l  d ’ ori g i n e  à  
ch aq u e  va l i d a ti o n  d e  l a  con fi g u ra ti o n  d u  p oi n t d ’ ori g i n e  (c’ es t- à-d i re  D e m a n d e 
Va l i d a te _C on fi g u ra ti o n  au  p ro g ra m m e  d e  co n trô l e  d e  s é cu ri té ) .  

Le  S C C RC  d oi t  ê tre  a rch i vé  d a n s  l a  m é m oi re  n on  vo l a ti l e  a ve c l es  au tres  a ttri b u ts  N V à  
ch aq u e  a p p l i ca ti on  d ’ u n e  con fi g u ra ti o n  (c’ es t-à -d i re  a p p l i ca ti o n  d e  l a  d e m an d e  a u  Prog ra m m e  
d e  con trô l e  d e  s écu ri té ) .   

I l  con vi e n t d ’ e xi g e r d e  l ’ u ti l i s a te u r q u ’ i l  s ou m e tte  à  es s a i  ce tte  con n e xi o n ,  a près  q u ’ e l l e  s o i t 
a p p l i q u ée ,  a fi n  d e  co n fi rm er l a  con fi g u ra ti o n  d e  co n n e xi o n .  À p a rti r d e  l à ,  l e  S C C RC  e s t u ti l i s é  
co m m e  s i g n a tu re  d e  ce tte  con fi g u ra ti on  d e  co n n e xi o n  et  p e u t s ervi r à  con fi rm er l ’ i n té g ri té  d e  
l a  con fi g u ra ti on  d a n s  l a  d u ré e .  Le  ca l cu l  pro p re m e n t d i t  e s t e ffectu é  a vec l e s  pa ra m è tres  d e  
con n e xi o n  d e  l a  fo n cti on  S a fe tyO p e n  d an s  l ’ ord re  e xa ct d e  l e u r ap p ari ti o n  d a n s  l e  m es s a g e .  
Le  m ê m e  ca l cu l  es t e ffe ctu é  p a r l es  a p pa re i l s  ci b l es  e t com pa ré  a ve c ce tte  va l e u r:  l ’ ord re  
e xa ct d o i t  d o n c ê tre  re s p e cté .  

6.8.5.1 2  Instance  de  configuration  – (Attribut 1 5)  

Ce t a ttri bu t as s u re  l a  l i a i s o n  a ve c l ’ i n s tan ce  d e  l ’ ob j e t a ttri b u é  à  ce tte  con n e xi on .  L ’ a ttri b u t 
pe u t ê tre  u ti l i s é  l ors q u e  l a  fo n cti on  S a fe tyO p e n  n e  pe rm e t pa s  d e  tran s m e ttre  l e s  d on n ée s  d e  
co n fi g u ra ti on  d e  l a  ci b l e .  U n e  va l e u r d e  0  (va l e u r p a r d é fau t)  p ou r ce t a ttri bu t i n d i q u e  
l ’ ab s e n ce  d ’ a ttri b u ti on  d ’ o bj e t.  

6.8.5.1 3  Attribution  d ’ Id  

Ce t a ttri b u t b oo l é e n  p e rm e t d ’ a ccord e r à  l ’ u ti l i s a te u r u n e  ce rta i n e  so u p l e ss e  con ce rn a n t l a  
m é th od e  d ’ a ttri bu ti on  d ’ i d en ti fi a n ts  pa r l es  p oi n ts  d ’ ori g i n e  à  l ’ é ta b l i ss e m en t d ’ u n e  co n n e xi on .  
Ce ci  e s t p a rti cu l i ère m e n t i m p orta n t po u r l e  F S C P  2 /1  s u r l e  C P  2 /3 .  Le  co m p ortem e n t p a r 
d é fa u t d u  p oi n t d ’ ori g i n e  con s i s te  à  fo u rn i r d e s  i d e n ti fi a n ts  p ou r l e s  con n e xi o n s  d an s  
l es q u e l l es  i l  es t  l e  p rod u cte u r.  S i  l ’ u ti l i s a te u r d é fi n i t  ce t a ttri bu t,  l e  p oi n t  d ’ ori g i n e  d e m a n d e  en  
re va n ch e  à  l a  ci b l e  d e  fou rn i r u n  i d e n ti fi a n t p ou r ce s  con n e xi on s  g é n éré e s .  U n  u ti l i s a te u r pe u t 
so u h a i te r e ffe ctu e r ce tte  op é ra ti on  l ors q u e  l e  po i n t d ’ ori g i n e  com p orte  u n  g ran d  n om b re  d e  
co n n e xi o n s ,  m a i s  n e  co m p orte  p as  u n  n o m b re  s u ffi s a n t d ’ é l é m en ts  p ou r p rocé d e r à  
l ’ a p p l i ca ti o n .  C e t a ttri bu t s ’ a p pl i q u e  u n i q u e m en t a u x p rod u cti on s  n on  m u l ti p oi n ts  (ce s  
d e rn i è re s  d oi ve n t tou j ou rs  ê tre  a ttri bu é es  p a r l e  p rod u cte u r) .  C e tte  fon cti o n  é ta n t con s i d é ré e  
co m m e  u n e  fo n cti on  a van cée ,  i l  co n vi e n t d e  l a  prés e n te r à  u n  u ti l i s a te u r a vec l a  p l u s  g ra n d e  
a tten ti on .  I l  d oi t  ê tre  recom m a n d é  à  l ’ u ti l i s ate u r q u ’ i l  co n vi e n t d ’ u ti l i s e r ce tte  fo n cti on  
u n i q u e m e n t d a n s  d e s  s cé n a ri os  d ’ a pp l i ca ti on  l i m i té s  o ù  u n e  rép é ta b i l i té  d e  con n e xi on  pe u t 
ê tre  g ara n ti e.  

6.8.5.1 4 Type de  format 

Le  Ta b l ea u  7 6  d é fi n i t  l a  s i g n i fi ca ti on  d e  l ’ a ttri b u t Type  d e  form a t.  

Tableau  76  – Sign ification  de  l ’attribut Type  de  format 

Nom  de  valeur du  type  de  format S ign i fication  

Au to   L e  p o i n t  d ’ o ri g i n e  d é te rm i n e  l e  fo rm a t à  u ti l i s e r p o u r 
l ’ é ta b l i s s e m e n t d e  l a  p re m i è re  co n n e xi o n  

d e  B a s e  L e  p o i n t  d ’ o ri g i n e  u ti l i s e  l e  fo rm a t e xi s ta n t p o u r l ’ é ta b l i s s e m e n t d e  
l a  co n n e xi o n  s u i va n te  

É te n d u  L e  p o i n t  d ’ o ri g i n e  u ti l i s e  l e  fo rm a t é te n d u  p o u r l ’ é ta b l i s s e m e n t  d e  
l a  co n n e xi o n  s u i va n te  

 

S i  l a  va l e u r « Au to»  n ’ e s t p as  d é fi n i e  co m m e  l a  va l e u r p a r d é fa u t d e  l ’ a ttri bu t Typ e  d e  form a t,  
l e  po i n t  d ’ ori g i n e  d é te rm i n e  l e  form a t à  u ti l i se r.  S i  l a  val eu r « d e  B as e »  e s t l a  va l e u r d e  
co n fi g u ra ti on  fa cu l ta ti ve  d e  l ’ a ttri b u t Typ e  d e  form a t,  l e  p o i n t d ’ ori g i n e  u ti l i s e  u n i q u e m e n t l e  
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form a t « d e  B as e » .  S i  l a  va l eu r « É ten d u »  es t l a  va l e u r d e  con fi g u ra ti on  fa cu l ta ti ve  d e  l ’ a ttri b u t 
Typ e  d e  form a t,  l e  po i n t d ’ o ri g i n e  u ti l i s e  u n i q u e m e n t l e  form a t « É te n d u » .   

L ’ a ttri b u t É ta t d u  form a t d o i t  ê tre  ré g l é  s u r l a  va l e u r 0 xF F  (D é te cti on  d e  con fl i t)  s i  l e  type  d e  
form a t e s t « d e  B as e »  o u  « E te n d u »  e t  s i  u n e  ci b l e  ré p on d  p ar u n e  e rre u r « F orm a t d e  
co n n e xi o n  d e  s é cu ri té  i n va l i d e »  ( 0 x0 1 ,  0 x8 0 3 )  o u  u n e  e rreu r « Ta i l l e  d e  co n n e xi o n  d e  sé cu ri té  
i n va l i d e  (0 x0 1 ,  0 x8 0 2 ) .     

L ’ a ttri b u t Typ e  d e  form a t n e  pe u t p as  ê tre  m o d i fi é  l orsq u e  l a  co n n e xi o n  e s t acti ve .  L ors q u e  l e  
form a t e s t rég l é  s u r « Au to » ,  l a  l og i q u e  s u i van te  p ré s en tée  à  l a  F i g u re  1 7  d oi t  ê tre  u ti l i s é e :  

Originate 

Safety Open

Send Safety Open

(Extended  

Format)

Format Status 

attribute?

Extended or Auto

Send Safety Open

(Base  Format)

Success / Error
Success/Error

Base

Format Status

 = Extended

Format Status

= Base

Format Type 

attribute?

Error code ==

0x205,  0x802 

or 0x803

Exit Success

Exit FailureNo

Extended

Auto

Success

Error

Error

Success

Yes

No

1
st
 

Safety Open 

since Config

 Change ?

Format Status =

Format Type

Yes

Config  Change is any time the RPI ,  Path,  

Electronic Key,  or Format Type is changed

Format Type 

attribute?

Base or Extended

Auto
Format Status

= Auto

Format Status

= Conflict

 
IEC 

Anglais  Français  

C o n fi g  ch a n g e  i s  a n y ti m e  th e  RP I ,  P a th ,  
E l e ctro n i c  Ke y,  o r F o rm a t Typ e  i s  ch a n g e d  

m o d i fi ca ti o n  d e  co n fi g u ra ti o n  à  ch a q u e  m o d i fi ca ti o n  
d e  RP I ,  C h e m i n ,  cl é  é l e ctro n i q u e  o u  typ e  d e  fo rm a t 

o ri g i n a te  S a fe tyO p e n  S a fe tyO p e n  d e  p o i n t  d ' o ri g i n e  

1 s t  S a fe tyO p e n  C o n fi g  ch a n g e  1 e r S a fe tyO p e n  d u  fa i t  d e  l a  m o d i fi ca ti o n  d e  
co n fi g . ?  

ye s  o u i  

fo rm a t  typ e  a ttri b u te ?  a ttri b u t  Typ e  d e  fo rm a t?  

fo rm a t  s ta tu s  é ta t  d u  fo rm a t 

b a s e  o r e xte n d e d  d e  b a s e  o u  é te n d u  

n o  n o n  

fo rm a t  typ e  typ e  d e  fo rm a t 

fo rm a t  s ta tu s  a ttri b u te ?  a ttri b u t  É ta t  d u  fo rm a t?  

e xte n d e d  o r a u to  é te n d u  o u  a u to  
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Anglais  Français  

s e n d  s a fe ty o p e n  e n vo i  d e  S a fe tyO p e n  

( e xte n d e d  fo rm a t)  ( fo rm a t é te n d u )  

( b a s e  fo rm a t)  ( fo rm a t d e  b a s e )  

s u cce s s  /e rro r ré u s s i te  /  e rre u r 

e rro r e rre u r 

e rro r co d e  co d e  d ' e rre u r 

e xte n d e d  é te n d u  

co n fl i ct  co n fl i t  

s u cce s s  ré u s s i te  

e xi t  fa i l u re  é ch e c d e  s o rti e  

e xi t  s u cce s s  ré u s s i te  d e  s o rti e  

Figure  1 7  – Logique  pour le  type  de  format «Autodétection»  

6.8.5.1 5 État du  format 

L e  Ta b l ea u  7 7  d é fi n i t  l a  s i g n i fi ca ti on  d e  l ’ a ttri b u t É ta t d u  form a t.  

Tableau  77  – Sign ification  de  l ’attribut État du  format 

Nom  de  valeur 
de  l ’ état  du  

format 

S ign i fi cation  du  Point  d ’orig ine  S ign i fication  de  l a  cible  

Au to   L e  p o i n t  d ’ o ri g i n e  n ’ a  p a s  e n co re  d é te rm i n é  l e  typ e  d e  fo rm a t à  
u ti l i s e r  

N A 

« d e  B a s e »  S i  l e  typ e  d e  F o rm a t e s t  Au to  

  L e  p o i n t  d ’ o ri g i n e  a  d é te rm i n é  q u e  l a  ci b l e  re q u i e rt  u n  a n ci e n  
fo rm a t 

S i  l e  typ e  d e  F o rm a t e s t  « d e  B a s e »  

  L e  p o i n t  d ’ o ri g i n e  s e  co n n e cte  u n i q u e m e n t a ve c l ’ a n ci e n  fo rm a t 

S i  l e  typ e  d e  fo rm a t  e s t  « É te n d u »   

  I l  co n vi e n t  q u e  ce tte  co n d i ti o n  n e  s e  p ro d u i s e  j a m a i s  

L a  ci b l e  u ti l i s e  l e  fo rm a t 
« d e  B a s e »   

« É te n d u »   S i  l e  typ e  d e  F o rm a t e s t  Au to  

  L e  p o i n t  d ’ o ri g i n e  a  d é te rm i n é  q u e  l a  ci b l e  a cce p te  u n  n o u ve a u  
fo rm a t  

S i  l e  typ e  d e  F o rm a t e s t  « d e  B a s e »  

  I l  co n vi e n t  q u e  l a  co n d i ti o n  n e  s e  p ro d u i s e  j a m a i s  

S i  l e  typ e  d e  fo rm a t  e s t  « É te n d u »   

  L e  p o i n t  d ’ o ri g i n e  s e  co n n e cte  u n i q u e m e n t a ve c l e  n o u ve a u  
fo rm a t 

L a  ci b l e  u ti l i s e  l e  fo rm a t 
« É te n d u »   

“ D é te cti o n  d e  
co n fl i t”  

S i  l e  typ e  d e  fo rm a t  e s t  « d e  B a s e »  o u  « E te n d u »  e t  e n  ca s  d e  
ré ce p ti o n  d ’ e rre u rs  d e  typ e  d e  s e g m e n t,  i l  e xi s te  u n  co n fl i t  d e  
p a ra m é tra g e  e n tre  l a  ci b l e  e t  l e  p o i n t  d ’ o ri g i n e .  C e t  é ta t  i d e n ti fi e  
ce tte  co n d i ti o n  p a r u n  d ra p e a u  

L a  ci b l e  re ço i t  d e s  
d e m a n d e s  S a fe tyO p e n  
p o u r u n  fo rm a t  q u ’ e l l e  n e  
p re n d  p a s  e n  ch a rg e  

 

6.8.6  Services  spécifiques  à  l ’objet 

L’ O b j e t C on fi g u ra ti on  d e  co n n e xi o n  fo u rn i t  l e s  s e rvi ce s  s p é ci fi q u es  à  l ’ ob j e t s u i van ts ,  d é fi n i s  
d a n s  l e  Ta b l e au  7 8 .  
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Tableau  78  – Services  spéci fiques  à  l ’objet Configuration  de  connexion  

Service  M ise  en  œuvre  nécessai re  Nom  de  service  Description  du  service  

C lasse  I nstance   

4 B  h e x  C o n d i ti o n n e l a  N /A Ki ck- Ti m e r 
( S ti m u l a te u r d e  
te m p o ri s a te u r)  

S ti m u l e  l ’ é d i ti o n  d u  te m p o ri s a te u r 
d e  ch i e n  d e  g a rd e  

4 C  h e x  F a cu l ta ti f C o n d i ti o n n e l  b  O u ve rtu re  O u vre  l e s  co n n e xi o n s  

4 D  h e x  F a cu l ta ti f C o n d i ti o n n e l  b  F e rm e tu re  F e rm e  l e s  co n n e xi o n s  

4 E  h e x  F a cu l ta ti f C o n d i ti o n n e l  b  Arrê t  I n te rro m p t l e s  co n n e xi o n s  

4 F  h e x  C o n d i ti o n n e l a  N /A M o d i fi ca ti o n  
d é m a rra g e  

G è re  l ’ é d i ti o n  d e  s e s s i o n s  

5 0  h e x  E xi g é  N /A O b te n i r é ta t O b te n i r é ta t p o u r d e s  co n n e xi o n s  
m u l ti p l e s   

5 1  h e x  C o n d i ti o n n e l a  N /A M o d i fi ca ti o n  a ch e vé e  Ach è ve  l ’ é d i ti o n  d e  s e s s i o n s  

5 2  h e x  C o n d i ti o n n e l a  N /A Vé ri fi ca ti o n  d e s  
m o d i fi ca ti o n s   

Vé ri fi e  l e s  m o d i fi ca ti o n s  e n  a tte n te  

a  L e s  a p p a re i l s  d e  s é cu ri té  n e  d o i ve n t  p a s  m e ttre  e n  œ u vre  ce s  s e rvi ce s ,  d a n s  l a  m e s u re  o ù  l ’ o u ti l  d e  
co n fi g u ra ti o n  l o g i ci e l l e  co o rd o n n e  l a  co n fi g u ra ti o n  p a r l ’ i n te rm é d i a i re  d u  P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té .  

b  L e s  a p p a re i l s  d e  s é cu ri té  d o i ve n t  p re n d re  e n  ch a rg e  l e s  s e rvi ce s  O u ve rtu re ,  F e rm e tu re  e t  Arrê t.  C e s  
s e rvi ce s  d o i ve n t  ê tre  a cce p té s  u n i q u e m e n t e n  ca s  d e  d é ve rro u i l l a g e  d e  l ’ a p p a re i l .  S i  l ’ a p p a re i l  e s t  ve rro u i l l é ,  
i l  d o i t  ré p o n d re  p a r u n e  e rre u r « C o n fl i t  d ’ é ta t  d e  l ’ a p p a re i l » .  

 

6.8.7  Extensions  des  services  communs pour la  sécuri té  

6.8.7.1  Obten ir Tous  Attributs  (Code  de  service  01 hex)  

L es  a ttri bu ts  a j ou té s  à  l a  fi n  d e  l a  ré p on s e  G e t_Attri b u te _Al l  s on t d é fi n i s  d a n s  l e  Ta b l e a u  7 9  
e t l e  Tab l e a u  8 0 .  To u s  l es  a u tre s  p a ra m è tres  d e  ce  s e rvi ce  s o n t te l s  q u e  d é fi n i s  d an s  l ’ o b j e t 
C C O  n orm a l i s é  d an s  l es  I E C  6 1 1 5 8 -5- 2  e t I E C  6 1 1 58 -6 -2 .  

Tableau  79  – Données  du  service  de  réponse Get_Attributes_Al l  (attributs  ajoutés)  

Nom  Type  de  données  Description  

P a ra m è tre s  d e  
s é cu ri té  

S TRU C T.  d e :   

U S I N T Re m p l i s s a g e ,  ré g l é  s u r zé ro  

U S I N T Re m p l i s s a g e ,  ré g l é  s u r zé ro  

U D I N T C RC  d e  co n fi g u ra ti o n  ( S C C RC )  

D ATE  E T H E U RE  D a ta ti o n  d e  co n fi g u ra ti o n  (S C TS )  

U D I N T E P I  d e  co rre cti o n  d e  te m p s  

WO RD  P a ra m è tre s  d e  co n n e xi o n  d e  co rre cti o n  d e  te m p s   

1 0 : o cte ts  U N I D  C i b l e  

1 0 : o cte ts  Re m p l i s s a g e ,  ré g l é  s u r zé ro  

U I N T M u l ti p l i ca te u r E P I  d ’ i n te rva l l e s  P i n g   

U I N T M u l ti p l i ca te u r m i n i m a l  d e  m e s s a g e s  d e  co o rd i n a ti o n  te m p o re l l e  

U I N T M u l ti p l i ca te u r E xp .  d e  te m p s  ré s e a u  

U S I N T M u l ti p l i ca te u r d e  te m p o ri s a ti o n  

U S I N T N o m b re  m a xi m a l  d e  co n s o m m a te u rs   

C RC  d e  p a ra m è tre  
d e  co n n e xi o n  

U D I N T C RC - 3 2  p o rta n t  s u r l e s  p a ra m è tre s  d e  co n n e xi o n  u ti l i s é s  d a n s  u n  
s e rvi ce  S a fe tyO p e n  

I n s ta n ce  d e  
co n fi g u ra ti o n  

U I N T  
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Nom  Type  de  données  Description  

D ra p e a u  
d ’ a ttri b u ti o n  d ’ I D  

B O O L   

N u m é ro  d e  s é ri e  d e  
co n n e xi o n  ci b l e  

U I N T I n s ta n ce  d ’ O b j e t  d e  va l i d a ti o n  d e  s é cu ri té  re n vo yé e  p a r l a  ci b l e  
l o rs  d e  l ’ é ta b l i s s e m e n t d e  l a  co n n e xi o n  

 

Tableau  80  – Données  du  service  de  réponse  Get_Attributes_Al l  (paramètres  ajoutés)  

Nom  Type  de  données  Description  

L o n g u e u r U S I N T L o n g u e u r d e s  p a ra m è tre s  d e  s é cu ri té  s u p p l é m e n ta i re s  =  4  

Typ e  d e  fo rm a t U S I N T  

É ta t  d u  fo rm a t U S I N T  

N o m b re  d ' a n o m a l i e s  
m a xi m a l  

U I N T  

 

6.8.7.2  Set_Attribute_Al l  (Code  de  service  02hex)  

L es  a ttri b u ts  a j ou té s  à  l a  fi n  d e  l a  rép on s e  S e t_Attri b u te _Al l  d oi ve n t ê tre  é ten d u s  tel  q u e  
d é fi n i  d an s  l e  Ta b l e au  8 1  e t l e  Ta b l ea u  8 2 .  Tou s  l e s  a u tre s  p a ram è tre s  d e  ce  s e rvi ce  s o n t te l s  
q u e  d é fi n i s  d an s  l ’ ob j e t C C O  n orm a l i s é  d an s  l es  I E C  61 1 5 8 -5 -2  e t I E C  6 1 1 5 8 -6 -2 .  

Tableau  81  – Données  du  service  de  Demande Set_Attributes_Al l  (attributs  ajoutés)  

Nom  Type  de  données  Description  

P a ra m è tre s  d e  
s é cu ri té  

S TRU C T.  d e :   

U S I N T Re m p l i s s a g e ,  ré g l é  s u r z é ro  

U S I N T Re m p l i s s a g e ,  ré g l é  s u r z é ro  

U D I N T C RC  d e  co n fi g u ra ti o n  ( S C C RC )  ( va l e u r ré g l é e  =  0 ,  l ’ a p p a re i l  e ffe ctu e  
ce  ca l cu l )   

D ATE  E T H E U RE  D a ta ti o n  d e  co n fi g u ra ti o n  ( S C TS )  ( l e  ca s  é ch é a n t,  s i n o n  =  0 )  

U D I N T E P I  d e  co rre cti o n  d e  te m p s  

WO RD  P a ra m è tre s  d e  co n n e xi o n  d e  co rre cti o n  d e  te m p s   

1 0 o cte ts  U N I D  C i b l e  

1 0 o cte ts  Re m p l i s s a g e ,  ré g l é  s u r z é ro  

U I N T M u l ti p l i ca te u r E P I  d ’ i n te rva l l e s  P i n g   

U I N T M u l ti p l i ca te u r m i n i m a l  d e  m e s s a g e s  d e  co o rd i n a ti o n  te m p o re l l e  

U I N T M u l ti p l i ca te u r E xp .  d e  te m p s  ré s e a u  

U S I N T M u l ti p l i ca te u r d e  te m p o ri s a ti o n  

U S I N T N o m b re  m a xi m a l  d e  co n s o m m a te u rs   

I n s ta n ce  d e  
co n fi g u ra ti o n  

U I N T  

D ra p e a u  
d ’ a ttri b u ti o n  d ’ I D  

B O O L   

 

Tableau  82  – Données  du  service  Réponse  Set_Attributes_Al l  (paramètres  ajoutés)  

Nom  Type  de  données  Description  

L o n g u e u r U S I N T L o n g u e u r d e s  p a ra m è tre s  d e  s é cu ri té  s u p p l é m e n ta i re s  =  3  

Typ e  d e  fo rm a t U S I N T  

N o m b re  d ' a n o m a l i e s  
m a xi m a l  

U I N T  
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6.8.7.3  Restauration  (Code  de  service  1 5hex)  

L e s  a p p are i l s  d e  s é cu ri té  n e  d oi ve n t p as  m e ttre  en  œu vre  l e  s e rvi ce  Res ta u ra ti o n  a u  n i vea u  
d e  l a  cl a ss e  ou  d e  l ’ i n s ta n ce ,  d an s  l a  m e s u re  où  l ’ ou ti l  d e  con fi g u rati on  co ord o n n e  l a  
co n fi g u ra ti on  p a r l ’ i n te rm éd i a i re  d u  P ro g ra m m e  d e  con trô l e  d e  s écu ri té .  

6.8.8  Comportement d ’objet 

L e  com p orte m e n t d e  l ’ o b j e t C on fi g u ra ti on  d e  co n n e xi o n  p ou r l e s  ap p are i l s  d e  s écu ri té  d o i t 
ê tre  co n trô l é  pa r l e  P rog ra m m e  d e  co n trô l e  d e  sé cu ri té  e t  re s pe cte r l e  co m p orte m en t d é fi n i  
d an s  l e  Ta b l e a u  8 3 ,  l a  F i g u re  1 8  e t l a  F i g u re  1 9 .  

Tableau  83  – Mapping  des  états  des  objets  Programme de  contrôle  de  sécuri té  et  CCO 

Programme  de  contrôle  de  sécuri té  Configuration  de  connexion  

Au to vé ri fi ca ti o n  É d i ti o n s  n o n  a d m i s e s  

E xce p ti o n  d ’ a u to vé ri fi ca ti o n  É d i ti o n s  n o n  a d m i s e s  

Re p o s  É d i ti o n s  n o n  a d m i s e s  

C o n fi g u ra ti o n  É d i ti o n s  a d m i s e s  

E xé cu ti o n  É d i ti o n s  n o n  a d m i s e s  

Ab a n d o n  É d i ti o n s  n o n  a d m i s e s  

An o m a l i e  cri ti q u e  É d i ti o n s  n o n  a d m i s e s  

 

 

Anglais  Français  

i d l e  re p o s  

s a fe ty s u p e rvi s o r p ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  

a p p l y a p p l i ca ti o n  

co n fi g u re  s ta te  é ta t  d e  co n fi g u ra ti o n   

s e t  a ttri b u te s  d é fi n i r l e s  a ttri b u ts  

co n fi g u re  co n fi g u ra ti o n  

Figure  1 8  – Diagramme d ’états  de  l ’objet Configuration  de  connexion  

L e  fl u x d e  d on n ée s  a p p l i ca b l e  à  l ’ ob j et C o n fi g u ra ti on  d e  con n e xi on  d an s  l ’ é ta t d e  
co n fi g u ra ti on  es t d é fi n i  à  l a  F i g u re  1 9 .  

IEC  

Configure

I dle

Set
attributes

Safety Supervisor
Apply

Safety Supervisor
Configure state
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Anglais  Français  

NV va l i dator i nstance  data  données  d ' i nstance  de  l 'ob jet  de  va l i dati on  NV 

safety supervi sor prog ramme de  con trôl e  de  sécu ri té  

appl y appl i cati on  

val i date  val i dati on  

appl y ed i ts  appl i cati on  des  éd i ti ons  

i nstance  data  d onnées  d ' i nstance  

process  ed i ts  tra i tement  des  éd i ti ons  

pend ing  val i dator i nstance  data  données  d ' i nstance  de  l 'ob jet  de  va l i dati on  en  a tten te  

Figure  1 9  – F lux de  données  de  l ’objet  Configuration  de  connexion  

7  Protocole  de  couche de  communication  de  sécuri té  

7.1  Format PDU  de  sécuri té  

7 . 1 . 1  Codage  PDU  de  sécuri té  

7. 1 . 1 . 1  Règles  générales  de  codage 

Le  protocole  de  sécuri té  défin i t  neu f formats  de  codage  de  section  u ti l i sés  dans  des  
combinaisons  d i fféren tes  pour les  messages  de  sécuri té.  Les  neuf types  de  formats  de  
codage  de  section  son t l es  su ivants:  

•  section  de  données  BF  à  1  ou  2  octets  (voi r 7 . 1 . 1 . 4),   

•  section  de  données  EF  à  1  ou  2  octets  (voi r 7 . 1 . 1 . 4),  

•  section  de  données  BF  de  3  à  250  octets  (voi r 7 . 1 . 1 . 6) ,  

•  section  de  données  EF  de  3  à  250  octets  (voi r 7 . 1 . 1 . 6) ,  

•  section  BT de  datation  (voi r 7 . 1 . 1 . 8),  

•  section  BF  de  coord ination  temporel le  (voi r 7 . 1 . 1 . 9),  

•  section  EF  de  coord ination  temporel le  (voi r 7 . 1 . 1 . 9),  

•  section  BT de  correction  de  temps  (voi r 7 . 1 . 1 . 9).  

•  section  EF  de  correction  de  temps  (voi r 7 . 1 . 1 . 9).  

Ces  codages  de  section  permettent de  consti tuer s ix types  de  messages  de  sécuri té  des  
formats  de  connexion .  Les  deux formats  «de  Base»  et «Étendu»  peuvent être  u ti l i sés  dans  l es  
s i x types  de  message.  Les  s ix types  de  formats  de  connexion  sont l es  su ivan ts:  

IEC  

Process edits

Validate
Apply edits

NV Validator 
instance data

Pending
Validator 
instance
data

Instance 
data

Safety Supervisor
Validate

Safety Supervisor
Apply
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•  p oi n t  à  p oi n t à  1  ou  2  octe ts  ( voi r 7 . 1 . 1 . 1 3 ) ,  

•  m u l ti po i n ts  à  1  ou  2  octe ts  form a t 1  ( vo i r 7 . 1 . 1 . 1 4 ,  

•  m u l ti p oi n ts  à  1  ou  2  octe ts  form a t 2  ( vo i r 7 . 1 . 1 . 1 5),  

•  m u l ti p o i n ts  d e  3  à  2 4 8  octe ts  form a t 1  ( vo i r 7 . 1 . 1 . 1 6 ),  

•  m u l ti p o i n ts  d e  3  à  2 4 8  octe ts  form a t 1  ( vo i r 7 . 1 . 1 . 1 7 ),  

•  m u l ti p o i n ts  d e  3  à  2 4 8  octe ts  form a t 2  ( vo i r 7 . 1 . 1 . 1 8 ),  

L e  Tab l e a u  8 4  d é fi n i t l e s  s e cti on s  u ti l i s é e s  d a n s  l es  d i ve rs  typ e s  d e  m es s a g e s  p ou r l e s  s i x 
typ e s  d e  form a t d e  con n e xi o n  d i fféren ts :  

Tableau  84 – Sections  de  connexion  et  formats  PDU  

 

Format de  connexion  de  
sécuri té   

Types  de  messages  

Message  de  donnéesb  Message  de  
coord ination  
temporel leb  

Message  
de  

correction  
de  temps  

Tai l l e  
des  

données   

Type  de  
connexion  

de  
sécuri té   

Type  
de  
saut  
de  

réseau   

Section  
de  

données  
à  1  ou  2  
octets  

Section  
de  

données  
de  3  à  
250  

octets  

Section  
de  

datation a  

Section  
de  

correction  
de  temps  

Section  de  
coord ination  
temporel l e  

Section  
de  

correction  
de  temps  

 

1  o u  2  
o cte ts  

P o i n t  à  
p o i n t  

To u s  X  Xa   X   

 

m u l ti p o i n ts  

C P  2 /3  X   Xa   X  X 

C P  2 /2  X   Xa  X  X  

 

3  à  2 4 8  
o cte ts  

P o i n t  à  
p o i n t  

To u s   X  Xa   X   

 

M u l ti p o i n ts  

C P  2 /3   X  Xa   X  X 

C P  2 /2   X  Xa  X  X  

a  L e  fo rm a t d e  b a s e  co m p re n d  u n e  s e cti o n  i n d é p e n d a n te  p o u r l a  d a ta ti o n ;  i l  fa i t  p a rti e  i n té g ra n te  d e  l a  s e cti o n  
d e  d o n n é e s  d a n s  l e  fo rm a t  E te n d u .  

b  L e  m e s s a g e  p e u t  u ti l i s e r s o i t  l e  fo rm a t  d e  b a s e ,  s o i t  l e  fo rm a t  E te n d u .   

 

7.1 .1 .2  Octet mode  

L’ octe t M od e  e s t d é cri t  e n  d e h ors  d e s  d é fi n i ti on s  d e  se cti o n s ,  é ta n t d on n é  q u e  l es  d i ffére n te s  
p a rti e s  son t i n cl u s es  d a n s  l e s  d i ve rs  C RC  d e  se cti on s .  La  d i s p os i ti on  d e  l ’ octe t M od e  e s t 
d é fi n i e  à  l a  F i g u re  2 0 .  D a n s  l e  form a t d e  b as e ,  l e s  b i ts  0  à  4  d e  l ’ octe t M o d e  fo n t p a rti e  
i n té g ra n te  d e  l a  s e cti on  d e  d a ta ti on ,  ta n d i s  q u e  l e s  bi ts  5  à  7  fon t pa rti e  i n té g ra n te  d es  
s ecti o n s  d e  d on n é e s .  D a n s  l e  form a t E te n d u  à  p aq u e ts  co u rts ,  l e s  b i ts  5  à  7  fo n t p arti e  
i n té g ra n te  d u  C RC  d es  d on n ée s .  D a n s  l e  form a t E te n d u  à  p aq u e ts  l on g s ,  l e s  b i ts  0  à  4  d e  
l ’ octe t M od e  fo n t pa rti e  i n té g ra n te  d u  C RC  d e s  d o n n é es  com p l é m e n ta i re s ,  ta n d i s  q u e  l es  b i ts  
5  à  7  fon t pa rti e  i n té g ran te  d u  C RC  d e s  d on n é es  vra i e s .  Les  va ri a b l e s  u ti l i s é es  d an s  l ’ octet 
M od e ,  l e s  d e s cri p ti on s  s u cci n ctes  e t l e s  ré fé re n ce s  vi s a n t à  com p l é te r l e s  d e s cri p ti o n s  s o n t 
d on n ée s  d a n s  l e  Ta b l ea u  8 5 .  
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Octet  Mode   

7  6  5  4  3  2  1  0  

Ru n _I d l e  TB D _2 _B i t  TB D _B i t  N _Ru n _I d l e  TB D _2 _B i t_C o p y N _TB D _B i t  P i n g _C o u n t 

N _Ru n _I d l e a  N _TB D _2 _B i ta  N _TB D _B i ta  
a

 L e s  va l e u rs  n e  s o n t  p a s  tra n s m i s e s  d a n s  l e  p a q u e t  d e  d o n n é e s ,  e l l e s  s o n t  d é d u i te s  p a r l e  co n s o m m a te u r.  

 

Figure  20  – Format de  l ’octet Mode 

Tableau  85  – Variables  de  l ’octet Mode 

Nom  Description  Référence  

Ru n _I d l e  Ru n _I d l e  d o i t  ê tre  u ti l i s é e  p o u r i n d i q u e r l a  co n vi vi a l i té  d e s  
d o n n é e s  te l l e  q u e  d é te rm i n é e  p a r l ’ a p p l i ca ti o n  re l a ti ve  à  l a  
s é cu ri té  d u  p ro d u cte u r 

7 . 7 . 1 . 1  

N _Ru n _I d l e  C o m p l é m e n t  d e  Ru n _I d l e  7 . 7 . 1 . 2  

TB D _2 _B i t  Ré s e rvé  p o u r u n e  u ti l i s a ti o n  fu tu re   7 . 7 . 1 . 3  

TB D _2 _B i t  C o p y C o p i e  d u  TB D _2 _B i t  7 . 7 . 1 . 4  

TB D _B i t  Ré s e rvé  p o u r u n e  u ti l i s a ti o n  fu tu re .  L e  TB D _B i t  d o i t  ê tre  ré g l é  
s u r 0  p a r l ’ O b j e t  d e  va l i d a ti o n  d e  s é cu ri té   

7 . 7 . 1 . 6  

N _TB D _B i t C o m p l é m e n t  d u  TB D _B i t  7 . 7 . 1 . 7  

P i n g _C o u n t L e  co m p ta g e  d e  d e m a n d e s  P i n g  p e rm e t d e  d é te rm i n e r l e  
m o m e n t a u q u e l  u n  co n s o m m a te u r d o i t  e n vo ye r u n  m e s s a g e  d e  
co o rd i n a ti o n  te m p o re l l e  

7 . 7 . 1 . 5  

 

7.1 .1 .3  Trai tement CRC  de  l ’octet  Mode  pour le  format de  base  

L e  tra i te m e n t d e  l ’ octe t M od e  d a n s  l e s  C RC  B F  d oi t  ê tre  e ffe ctu é  com m e s u i t:  

•  L og i q u e  d e  l ’ octe t M od e  d e  typ e  C RC  p ré a l a bl em e n t à  l ’ i n cl u s i o n  d a n s  l e  C RC ;     

•  C RC  d e s  d on n é e s  ré e l l es  O cte t M o d e  AN D  E 0 h e x;  

•  C RC  d es  d on n é es  com p l é m e n ta i res  (O cte t M o d e  XO R F F h e x)  AN D  E 0 h e x;   

•  C RC  d e  s e cti on  d e  d a ta ti o n  O cte t M od e  AN D  1 F h e x.  

7.1 .1 .4  Section  de  données  à  1  ou  2  octets,  format de  base 

L a  s ecti on  d e  d on n é es  à  1  ou  2  octe ts  d o i t  com p orte r l e  ou  l es  octe ts  d e s  d o n n é e s  ré e l l e s ,  
l ’ octe t M od e ,  l e  C RC  ré e l  e t l e  C RC  co m p l é m e n ta i re .  La  d i s pos i ti on  d e  l a  s ecti o n  d e  d on n ée s  
à  1  ou  2  octe ts  e s t d é fi n i e  à  l a  F i g u re  2 1 .  

Section  de  données  à  1  ou  2  octets  

D o n n é e s  ré e l l e s  O cte t  M o d e  C RC  ré e l  C RC  co m p l .  

7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  

1  –  2  o cte ts    C RC -S 1  C RC - S 2  

 
 

Légende  

 =  C o u ve rt  p a r l e  C RC  d e  d o n n é e s  ré e l l e s  

 =  C o u ve rt  p a r l e  C RC  d e  d o n n é e s  co m p l é m e n ta i re s  

 =  C o u ve rt  p a r l e  C RC  d e  l a  s e cti o n  d e  d a ta ti o n  

 

F igure  21  – Section  de  données  à  1  ou  2  octets,  format de  base 
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Le  ca l cu l  d u  C RC  d es  d on n é es  rée l l e s  B F  à  1  o u  2  octe ts  d oi t  i n cl u re :   

•  L ’ i d e n ti fi a n t d u  p rod u cte u r ( P I D )  (p a r C RC - S 1 ) ;  

•  L ’  (O cte t M od e )  AN D  ( E 0 h e x)  ( pa r C RC -S 1 ) ;  

•  Le  ou  l es  octe ts  d e s  d on n é es  ré e l l e s  (p a r C RC -S 1 ) .   

Le  ca l cu l  d u  C RC  d es  d on n é es  com p l é m e n ta i res  B F  à  1  o u  2  octe ts  d o i t  i n cl u re :   

•  L ’ i d e n ti fi a n t d u  p rod u cte u r ( PI D )  (p a r C RC - S 1 ) ;  

•  L ’  (O cte t M od e  XOR F F h e x)  AN D  ( E 0 h e x)  ( p ar C RC -S 2 );  

•  L es  octe ts  d e s  d on n é es  co m p l é m e n ta i res  XO R F F h e x  (p a r C RC - S 2 ) .  

N O TE  L e  P I D  u ti l i s e  l e  C RC -S 1  p o u r l e  ca l cu l  d u  C RC  ré e l  e t  co m p l é m e n ta i re .   

7.1 .1 .5  Section  de  données  à  1  ou  2  octets,  format étendu  

La  s e cti on  d e  d on n é es  à  1  ou  2  octe ts  ap p l i ca b l e  au  fo rm a t E te n d u  d oi t  com p re n d re  l e  o u  l e s  
octe ts  d es  d on n é e s  rée l l e s ,  l ’ octe t M o d e ,  l a  d a ta ti on  e t l e  C RC -S 5  cal cu l é  s u r l ’ en s e m b l e  d u  
p a q u e t.  L e  form a t E te n d u  d e  l a  s e cti on  d e  d on n é es  à  1  o u  2  octe ts  e s t re pré s e n té  à  l a  
F i g u re  2 2 .  

Format Etendu  de  l a  section  de  données  à  1  ou  2  octets  

D o n n é e s  ré e l l e s  O cte t  M o d e  a  C RC  S 5  D a ta ti o n  C RC  S 5  

2  o cte ts  1  o cte t 2  o cte ts  2  o cte ts  1  o cte t 

1  –  2  O cte ts    C RC - S 5 _0  C RC -S 5 _1  D a ta ti o n  C RC - S 5 _2  

a  L e s  B i ts  0 -4  n e  s o n t  p a s  i n cl u s  d a n s  l e  ca l cu l  d u  C RC .  

Légende  

 =  C o u ve rt  p a r l e  C RC  S 5  
 

 

Figure  22  – Section  de  données  à  1  ou  2  octets,  format Etendu  

Le  ca l cu l  d u  C RC  d e  l a  s e cti o n  d e  d on n ée s  E F  à  1  ou  2  octe ts  d oi t  u ti l i s er C RC - S 5  e t i n cl u re :  

•  l ’ i d e n ti fi a n t d e  p rod u cte u r (P I D ) ;  

•  l e  co m p tag e  d e  re m p l a ce m e n t à  1 6  b i ts ;  

•  l ’ octe t M od e  AN D  ( E 0  h e x) ;  

•  l e  o u  l es  octe ts  d es  d on n é es  ré e l l e s ;   

•  l a  d a ta ti on .  

7.1 .1 .6  Section  de  données  de  3  à  250  octets,  format de  base 

L a  se cti o n  d e  d o n n é es  d e  3  à  2 5 0  octe ts  d o i t  com p orte r l es  octe ts  d es  d o n n é es  ré el l e s ,  l ’ octe t 
M od e ,  l e  C RC  ré e l ,  l es  o cte ts  d e s  d on n é es  com p l ém e n ta i re s  e t  l e  C RC  com p l é m en tai re .  L a  
d i s p os i ti o n  d e  l a  s e cti on  d e  d o n n é es  à  3  ou  2 5 0  octe ts  e s t d é fi n i e  à  l a  F i g u re  2 3 .  
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Section  de  données  de  3  à  250  octets  

D o n n é e s  
ré e l l e s  

O cte t  M o d e  C RC  ré e l  D o n n é e s  co m p l é m e n ta i re s  C RC  cm p l .  

3  – 2 5 0  o cte ts    C RC - S 3  3 - 2 5 0  o cte ts  C RC - S 3  

 

Légende  

 =  C o u ve rt  p a r l e  C RC  d e  d o n n é e s  ré e l l e s  

 =  C o u ve rt  p a r l e  C RC  d e  d o n n é e s  co m p l é m e n ta i re s  

 =  C o u ve rt  p a r l e  C RC  d e  l a  s e cti o n  d e  d a ta ti o n  

   
 

 

F igure  23  – Format de  section  de  données  de  3  à  250  octets,  format de  base 

Le  ca l cu l  d u  C RC  d es  d on n é es  rée l l e s  B F  d e  3  à  2 5 0  octe ts  d o i t  i n cl u re :   

•  L ’ i d e n ti fi a n t d u  p rod u cte u r ( P I D )  (p a r C RC - S 3 ) ;  

•  L ’  (O cte t M od e )  AN D  ( E 0 h e x)  ( pa r C RC -S 3 ) ;  

•  Le  ou  l es  octe ts  d e s  d on n é es  ré e l l e s  (p a r C RC -S 3 ) .   

Le  ca l cu l  d u  C RC  d es  d on n é es  com p l é m e n ta i res  B F  d e  3  à  2 5 0  octe ts  d oi t  i n cl u re :   

•  L ’ i d e n ti fi a n t d u  p rod u cte u r ( PI D )  (p a r C RC - S 3 ) ;  

•  L ’  (O cte t M od e  XOR F F h e x)  AN D  ( E 0 h e x)  ( p ar C RC -S 3 );  

•  L es  octe ts  d e s  d on n é es  co m p l é m e n ta i res  XO R F F h e x  (p a r C RC - S 3 ) .  

7.1 . 1 .7  Section  de  données  de  3  à  250  octets,  format Etendu  

L a  s e cti on  d e  d o n n é e s  E F  d e  3  à  2 5 0  octe ts  d oi t  co m po rte r l e s  octe ts  d es  d on n é e s  ré e l l es ,  
l ’ octe t M o d e,  l e  C RC - S 3 ,  l es  octe ts  d e s  d on n ée s  com pl ém e n ta i re s ,  l a  d a ta ti on  e t  l e  C RC -S 5 .  
L a  s ecti on  d e  d on n é e s  E F  d e  3  à  2 5 0  octe ts  es t re prés e n té e  à  l a  F i g u re  2 4 .  

Format Etendu  – 3  à  250  Octets  

D o n n é e s  
ré e l l e s  

O cte t  M o d e  
C RC  d e  
d o n n é e s  
ré e l l e s  

D o n n é e s  
co m p l é m e n ta i
re s  

C RC  d e  d o n n é e s  
co m p l é m e n ta i re s  

D a ta ti o n  C RC  d e  
d o n n é e s  
co m p l é m e n ta i
re s  

3 - 2 5 0  o cte ts  1  o cte t 2  o cte ts  3  – 2 5 0  o cte ts  2  o cte ts  2  o cte ts  1  o cte t  

3  – 2 5 0  O cte ts    C RC - S 3  
C o m p l é m e n t   
3 -2 5 0  O cte ts  

C RC - S 5 _0  
C RC -
S 5 _1  

d a ta ti o n  C RC - S 5 _2  

 

Figure  24 – Format de  section  de  données  de  3  à  250  octets,  format Etendu  

Le  ca l cu l  d u  C RC  d es  d on n é es  rée l l e s  E F  d e  3  à  2 5 0  octe ts  d o i t  i n cl u re :   

•  L ’ i d e n ti fi a n t d u  p rod u cte u r ( P I D )  (par CRC-S3) ;  

•  L e  co m p ta g e  d e  re m p l ace m e n t (par CRC-S3) ;  

•  L ’  ( Octe t M od e )  AND  (0 xE 0 )  (par CRC-S3) ;  

•  l e  o u  l es  octe ts  d e s  d on n ée s  rée l l e s  (par CRC-S3).   

Le  ca l cu l  d u  C RC  d es  d on n é es  com pl é m e n ta i re s  E F  d e  3  à  2 5 0  octe ts  d oi t  i n cl u re :   

•  L ’ i d e n ti fi a n t d u  p rod u cte u r ( P I D )  (par CRC-S5) ;  

•  L e  co m p ta g e  d e  re m p l ace m e n t (par CRC-S5) ;  

Copyright International  Electrotechnical  Commission  



 –  4 0 2  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

•  L ’ O cte t M o d e  AND  0 x1 F  (par CRC-S5);  

•  L es  octe ts  d e s  d on n ée s  rée l l e s  XOR  0 xF F  (par CRC-S5) ;  

•  La  d a ta ti on  (par CRC-S5) .  

7.1 .1 .8  Section  de  datation ,  Format de  base  

L a s e cti on  D a ta ti on  se  co m p ose  d e  l ’ octe t M od e ,  d e  Ti m e _S ta m p  e t d u  C RC  d e  d ata ti o n .  La  
d i s p os i ti o n  d e  l a  s e cti on  D a ta ti on  es t d é fi n i e  à  l a  F i g u re  2 5 .  

L es  d e scri p ti on s  d es  vari a bl e s  d e  l a  s ecti o n  D a ta ti on  s on t d é fi n i es  d a n s  l e  Ta b l e au  8 6 .  

Time  Stamp Section  

7  6  5  4  3  2  1  0          7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  7  6  5  4  3  2  1  0  

 

 

  T ime  Stamp CRC-S1  

Mode  octet   

 

 

Légende  

 =  C o u ve rt  p a r l e  C RC  d e  d o n n é e s  ré e l l e s  

 =  C o u ve rt  p a r l e  C RC  d e  d o n n é e s  co m p l é m e n ta i re s  

 =  C o u ve rt  p a r l e  C RC  d e  l a  s e cti o n  D a ta ti o n  

 
Anglais  Français  

t i m e  s ta m p  s e cti o n  s e cti o n  D a ta ti o n  

t i m e  s ta m p  d a ta ti o n  

o cte t o cte t   

Figure  25  – Format de  section  de  datation ,  Format de  base  

Tableau  86  – Variables  de  datation  

Nom  Description  Référence  

D a ta _Ti m e _S ta m p  P o i n t  à  p o i n t  --  D a ta _Ti m e _S ta m p  re p ré s e n te  l a  d a ta ti o n  d u  
p ré l è ve m e n t d e s  d o n n é e s  p o u r p ro d u cti o n ,  p a r ra p p o rt  à  l ’ h o rl o g e  d u  
co n s o m m a te u r.    
M u l ti p o i n ts  - -  D a ta _Ti m e _S ta m p  re p ré s e n te  l a  d a ta ti o n  d u  
p ré l è ve m e n t d e s  d o n n é e s  p o u r p ro d u cti o n ,  p a r ra p p o rt  à  l ’ h o rl o g e  d u  
p ro d u cte u r.   

7 . 7 . 2  

 

Le  ca l cu l  d u  C RC  d e  d a ta ti o n  B F  d oi t i n cl u re :  

•  L ’ octe t I d e n ti fi an t d u  prod u cteu r (P I D )  ( pa r C RC -S 1 ) ;  

•  L ’  ( Octe t M od e )  AN D  ( 1 F h e x)  ( pa r C RC - S 1 );  

•  Le  ou  l es  octe ts  d e  d a ta ti on  (pa r C RC -S 1 ).  

7.1 .1 .9  Section  de  coord ination  temporel le  

La  s ecti on  d e  co ord i n a ti o n  te m p ore l l e  d oi t  ê tre  tra n s m i s e  a u  p rod u cteu r pa r l e  con s om m a te u r 
e n  ré p on s e  à  u n  ch an g em e n t d an s  l e  com p ta g e  d e  d e m a n d es  Pi n g .  

La  s ecti o n  d e  coord i n a ti o n  te m po re l l e  e s t u ti l i s é e  com m e  M es s a g e  d e  coord i n a ti on  te m p ore l l e  
p ou r tou te s  l es  d e m a n d e s  d e  coord i n a ti o n  te m p o re l l e  po i n t à  p oi n t e t m u l ti p o i n ts .  I l  e xi s te  
d e u x fo rm a ts :  l e  form a t d e  b as e  ( B F )  e t l e  form a t é te n d u  ( E F ) .   

Copyright International  Electrotechnical  Commission  



I E C  6 1 7 8 4 -3 - 2 : 2 0 1 6    I E C  2 0 1 6  – 4 0 3  – 

Le  cod a g e  a p p l i ca b l e  à  l a  s ecti on  d e  coord i n a ti on  te m p ore l l e  B F  e s t d é fi n i  à  l a  F i g u re  2 6 ,  
ce l u i  ap p l i ca b l e  à  l a  s e cti on  d e  coo rd i n a ti o n  te m p ore l l e  E F  é tan t d é fi n i  à  l a  F i g u re  2 7 .  L e s  
va ri a b l e s  u ti l i s é es  d an s  l a  s ecti o n  d e  coord i n a ti o n  te m p orel l e ,  l es  d e scri p ti on s  s u cci n cte s  e t 
l e s  référe n ces  vi s a n t à  com p l é te r l e s  d es cri p ti on s  s on t d o n n é e s  d an s  l e  Ta bl e au  8 7 .  

 

Anglais  Français  

re s e rve d  ré s e rvé  

o f b i ts  d e s  b i ts  

Figure  26  – Codage  du  message  de  coordination  temporel le  BF  

 

 

Figure  27  – Codage  du  message  de  coord ination  temporel le  EF  

Tableau  87  – Variables  du  message  de  coord ination  temporel le  

Nom  Description  Référence  

C o n s u m e r_Ti m e _Va l u e  C o n s u m e r_Ti m e _Va l u e  d a n s  l e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  
d o i t  m a rq u e r ( l e  p l u s  p ré ci s é m e n t p o s s i b l e )  l ’ h e u re  à  l a q u e l l e  l e  
co n s o m m a te u r tra n s m e t u n  m e s s a g e  d e  ré p o n s e  a u x d e m a n d e s  
P i n g  

7 . 7 . 3 . 2  

Ack_O cte t  S e  co m p o s e  d e :   

P a ri ty_E ve n  L e  b i t  P a ri ty_E ve n  d a n s  l e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  d o i t  
co n s ti tu e r l a  p a ri té  p a i re  d e s  b i ts  0  à  6  d u  m e s s a g e   

 

P i n g _Re s p o n s e _B i t  L e  P i n g _Re s p o n s e _B i t  d a n s  l e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  
d o i t  i n d i q u e r l a  tra n s m i s s i o n  d ’ u n e  ré p o n s e  a u x d e m a n d e s  P i n g    

7 . 7 . 3 . 1  

P i n g _C o u n t_Re p l y L e  P i n g _C o u n t_Re p l y d a n s  l e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  
d o i t  i n d i q u e r l a  d e m a n d e  d e  P i n g  à  l a q u e l l e  ré p o n d  l e  
co n s o m m a te u r  

7 . 7 . 3 . 3  

Ré s e rvé  Ré s e rvé ,  ré g l é  s u r z é ro   

C RC - S 3  C RC  co u vra n t  l e s  d o n n é e s  co n te n u e s  d a n s  l e  m e s s a g e  d e  
co o rd i n a ti o n  te m p o re l l e  B F   

 

C RC - S 5  C RC  co u vra n t  l e s  d o n n é e s  co n te n u e s  d a n s  l e  m e s s a g e  d e  
co o rd i n a ti o n  te m p o re l l e  E F   

 

 

IEC  

Ack_
Octet_2

C onsumer _Ti me _
Value

Ack_
Octet

C RC-S 3

1 2 3 4 5 6 7 8

Ack_Octet

PE Reserved PR Res. PC R

Pari ty_Even (of bi ts  6 : 0) Pi ng_C ount_Repl y

Pi ng_Res pons e

Ack  _  
Octet  Consumer  _  Time  _  Value  CRC  _  S  5  _  0  CRC  _  S  5  _  1  CRC  _  S  5  _  2  
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La  rè g l e  s u i va n te  d o i t  ê tre  u ti l i s é e  p ou r l e  cal cu l  d u  b i t  d e  p ari té  d a n s  l e  m e s s a g e  d e  
co ord i n a ti on  te m p ore l l e :   

B i t  7  d e  p ari té  pa i re  d e  fo rm e  Ack_O cte t s u r l e  Ack_O cte t.  

La  rè g l e  s u i va n te  d oi t  être  u ti l i s é e  p ou r l e  pa ra m é trag e  d e s  b i ts  d a n s  l e  Ack_O cte t_2  d u  
m e s s a g e  d e  C o ord i n a ti on  te m p ore l l e:   

Ack_O cte t_2  =  ( ( Ack_O cte t XO R F F h e x)  AN D  5 5 h e x)  O R ( Ack_O cte t E T AAh e x) .  

Le  form a t d e  C o ord i n a ti o n  te m pore l l e  E F  d oi t  ê tre  u ti l i s é  l ors  d e  l ’ é ta bl i s s e m e n t d ’ u n e  
co n n e xi o n  a vec l e  form a t E te n d u .  D a n s  l e s  a u tre s  cas ,  l e  form a t d e  C oord i n a ti on  tem p orel l e  
B F  d oi t  ê tre  u ti l i s é .  

7.1 .1 . 1 0  Calcu l  du  CRC  de  coord ination  temporel le  

Le  ca l cu l  d u  C RC  d e  coord i n a ti on  tem p orel l e  d o i t  i n cl u re :  

•  L ’ i d e n ti fi a n t d e  con s om m a te u r (C I D )  (p ar C RC - S 3  o u  C RC -S 5 ) ;   

•  L ’ octe t Ack (p ar C RC - S 3  C RC - S 5 ) ;   

•  La  C on s u m e r_Ti m e _Va l u e  ( p ar C RC -S 3  C RC - S 5 ).  

Ack_O cte t_2  d a n s  l e  m e s s a g e  d e  C o ord i n a ti on  tem p ore l l e  n e  d o i t  pa s  ê tre  i n cl u s  d an s  l e  
C RC  d e  s écu ri té .  

7.1 .1 . 1 1  Section  de  correction  de  temps 

Le  m es s a g e  d e  corre cti on  d e  te m p s  d oi t  ê tre  tran s m i s  pa r u n  p ro d u cte u r m u l ti p o i n ts  à  ch a q u e  
co n so m m a teu r m u l ti po i n ts ,  p ou r ch a q u e  i n terval l e  P i n g .  Le  m e s s ag e  d e  co rrecti on  d e  te m p s ,  
q u i  co n ti e n t l es  i n form a ti o n s  s pé ci fi q u es  a u  con s o m m a te u r,  e s t tran s m i s  p ar l e  p rod u cte u r a u  
co n so m m a teu r à  u n  d éb i t  i n féri e u r à  ce l u i  d e s  d on n é es  p rod u i te s .  Le  m e s sa g e  d e  correcti on  
d e  te m p s  tran s m e t l es  i n form a ti on s  s p é ci fi q u e s  a u  con s o m m a te u r,  à  ce  m ê m e con s om m a teu r 
à  u n  d é bi t  i n féri e u r à  ce l u i  d es  d on n ée s  prod u i te s .  Le  cod ag e  d u  m e s s a g e  d e  correcti o n  d e  
te m p s  B F  e s t rep ré s en té  à  l a  F i g u re  2 8  e t l a  s e cti o n  d e  corre cti on  d e  te m ps  E F  e st d é fi n i e  à  
l a  F i g u re  2 9 .  Le s  vari a b l es  u ti l i s é e s  d a n s  l a  s e cti on  d e  correcti on  d e  te m p s  s on t d é fi n i es  d a n s  
l e  Tab l e a u  8 8 .  
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Anglai s  Français  

o f b i ts  d e s  b i ts  

Figure  28  – Codage  du  message de  correction  de  temps  BF  

MCast 
Octct

Time_Correction CRC-S5_0 CRC-S5_1 CRC-S5_2

 

Figure  29  – Codage du  message  de  correction  de  temps  EF  

Tableau  88  – Variables  du  message  de  correction  de  temps 

Nom  Description  Référence  

C o n s u m e r_Ti m e _C o rre cti o n _Va l u e  C o n s u m e r_Ti m e _C o rre cti o n _Va l u e  d a n s  l e  
m e s s a g e  d e  co rre cti o n  d e  te m p s  d o i t  ê tre  u ti l i s é e  
p o u r co rri g e r l a  d a ta ti o n  d e s  d o n n é e s  e t  é va l u e r 
l ’ h e u re  p a r ra p p o rt  à  l ’ h o rl o g e  d e s  co n s o m m a te u rs  
m u l ti p o i n ts   

7 . 7 . 4 . 2  

M C a s t_O cte t S e  co m p o s e  d e :   

P a ri ty_E ve n  L e  b i t  P a ri ty_E ve n  d a n s  l e  m e s s a g e  d e  co rre cti o n  
d e  te m p s  d o i t  co n s ti tu e r l a  p a ri té  p a i re  d e s  b i ts  0  à  
6  d u  m e s s a g e   

 

M u l ti _C a s t_Acti ve _I d l e  M u l ti _C a s t_Acti ve _I d l e  d a n s  l e  m e s s a g e  d e  
co rre cti o n  d e  te m p s  d o i t  i n d i q u e r “ Re p o s ”  s i  l a  
tra n s m i s s i o n  p ré cè d e  l a  ré p o n s e  d e  ce  
co n s o m m a te u r a ve c u n  m e s s a g e  d e  co o rd i n a ti o n  
te m p o re l l e  va l i d e  

7 . 7 . 4 . 3  

C o n s u m e r_# L e  C o n s u m e r_# d a n s  l e  m e s s a g e  d e  co rre cti o n  d e  
te m p s  d o i t  i n d i q u e r l e  n u m é ro  d e  co n s o m m a te u r 
a u q u e l  s ’ a d re s s e  ce  m e s s a g e   

7 . 7 . 4 . 1  

Ré s e rvé  Ré s e rvé ,  ré g l é  s u r z é ro  7 . 7 . 4 . 4  

C RC - S 3  C RC  co u vra n t  l e s  d o n n é e s  co n te n u e s  d a n s  l e  
m e s s a g e  d e  co rre cti o n  d e  te m p s  B F   

 

C RC - S 5  C RC  co u vra n t  l e s  d o n n é e s  co n te n u e s  d a n s  l e  
m e s s a g e  d e  co rre cti o n  d e  te m p s  E F   

 

 

IEC  

M cas t_
Octet_2

Tim e _C orrection _
Value

M cas t_
Octet

C RC-S 3

1 2 3 4 5 6 7 8

M cas t_Octet

PE C ons um er _#Res. M AI Res.

Pari ty_E ven (of bi ts  6 : 0)

M ulti _C ast_Active_I dl e
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La  rè g l e  s u i va n te  d o i t  ê tre  u ti l i s é e  p ou r l e  cal cu l  d u  b i t  d e  p ari té  d a n s  l e  m e s s a g e  d e  
co rrecti on  d e  te m p s :   

B i t  7  d e  l a  pa ri té  p a i re  d e  form e  M C a s t _O cte t d a n s  l e  M C a s t _O cte t.   

La  rè g l e  s u i va n te  d o i t  ê tre  u ti l i s é e  p ou r l e  p ara m é tra g e  d es  b i ts  d a n s  l e  M ca s t_O cte t_2  d u  
m e s s a g e  d e  correcti on  d e  te m p s :   

M C a s t_O cte t_2  =  ((M C a s t_Octe t XO R F F h e x)  AN D  5 5 h e x)  O R ( M C a s t_O cte t AN D  AAh e x) .  

Le  fo rm a t d e  corre cti on  d e  te m p s  E F  d o i t  ê tre  u ti l i s é  l ors  d e  l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi on  
a ve c l e  form a t E ten d u .  D a n s  l e s  a u tre s  cas ,  l e  form a t d e  corre cti on  d e  te m ps  B F  d oi t  ê tre  
u ti l i s é .  

7.1 .1 . 1 2  Calcu l  du  CRC  de  correction  de  temps  

Le  ca l cu l  d u  C RC  d e  corre cti o n  d e  tem p s  d oi t  i n cl u re :  

•  L ’ i d e n ti fi a n t d u  prod u cteu r (P I D )  ( pa r C RC - S 3 ) ;  

•  M ca s t_Octe t (p a r C RC -S 3 ) ;  

•  Ti m e _C orrecti on _Va l u e  ( pa r C RC - S 3 ).  

M C a s t_O cte t_2  d u  m es s a g e  d e  co rrecti o n  d e  te m ps  n e  d oi t p as  ê tre  i n cl u s  d an s  l e  CRC  d e  
sé cu ri té .  

7.1 .1 . 1 3  Format de  connexion  de  sécuri té  point  à  point à  1  ou  2  octets  

La  F i g u re  3 0  d é fi n i t  l ’ org a n i s a ti on  d e  l a  s e cti on  po u r l e  form a t d e  co n n e xi o n  d e  s écu ri té  p oi n t 
à  po i n t à  1  ou  2  octe ts .  

1  -2 Byte Data Message

Base or 

Extended

Data  Format

Base 1  or 2  byte Data  Section Base Time Stamp Section 

Producer to Consumer  

Time Coordination Message
Consumer to Producer

Extended 1  or 2  byte Data  

format

Extended or Base 

Time Coordination 

Format
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Anglais  Français  

b a s e  o r e xte n d e d  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  b a s e  o u  é te n d u  

1  – 2  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  à  1  o u  2  o cte ts  

p ro d u ce r to  co n s u m e r p ro d u cte u r ve rs  co n s o m m a te u r 

b a s e  1  o r 2  b yte  d a ta  s e cti o n  s e cti o n  d e  d o n n é e s  d e  b a s e  à  1  o u  2  o cte ts  

b a s e  ti m e  s ta m p  s e cti o n  s e cti o n  d e  d a ta ti o n  d e  b a s e  

e xte n d e d  1  o r 2  b yte  d a ta  fo rm a t fo rm a t d e  d o n n é e s  é te n d u  à  1  o u  2  o cte ts  

e xte n d e d  o r b a s e  ti m e  co o rd i n a ti o n  fo rm a t fo rm a t d e  co o rd i n a ti o n  te m p o re l l e  é te n d u  o u  d e  b a s e  

co n s u m e r to  p ro d u ce r co n s o m m a te u r ve rs  p ro d u cte u r 

ti m e  co o rd i n a ti o n  m e s s a g e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  30  – Codage  PDU  point à  point à  1  ou  2  octets  
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7.1 . 1 . 1 4 Format de  connexion  de  format 1  mu ltipoints  à  1  ou  2  octets  

La  F i g u re  3 1  d é fi n i t l ’ org a n i s a ti on  d e  l a  se cti o n  po u r l e  form a t d e  con n e xi on  m u l ti p oi n ts  d e  
form a t 1  à  1  o u  2  octe ts .  

Time Correction  Message

Extended or Base

Time Correction Format

Producer to Consumer

1  - 2  byte Data  Message

Base or Extended 

Data  Format

Base 1  or 2  byte Data  Section Base Time Stamp Section 

Producer to Consumer  

Extended 1  or 2  byte Data  

format

Time Coordination  Message
Consumer to Producer

Extended or Base 

Time Coordination  Format

 
IEC 

Anglais  Français  

b a s e  o r e xte n d e d  d a ta  fo rm a t fo rm a t  d e  d o n n é e s  d e  b a s e  o u  é te n d u  

1  – 2  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  à  1  o u  2  o cte ts  

p ro d u ce r to  co n s u m e r p ro d u cte u r ve rs  co n s o m m a te u r 

b a s e  1  o r 2  b yte  d a ta  s e cti o n  s e cti o n  d e  d o n n é e s  d e  b a s e  à  1  o u  2  o cte ts  

b a s e  ti m e  s ta m p  s e cti o n  s e cti o n  d e  d a ta ti o n  d e  b a s e  

e xte n d e d  1  o r 2  b yte  d a ta  fo rm a t fo rm a t  d e  d o n n é e s  é te n d u  à  1  o u  2  o cte ts  

e xte n d e d  o r b a s e  ti m e  co rre cti o n  fo rm a t fo rm a t  d e  co rre cti o n  d e  te m p s  é te n d u  o u  d e  b a s e  

co n s u m e r to  p ro d u ce r co n s o m m a te u r ve rs  p ro d u cte u r 

ti m e  co rre cti o n  m e s s a g e  m e s s a g e  d e  co rre cti o n  d e  te m p s  

e xte n d e d  o r b a s e  ti m e  co o rd i n a ti o n  fo rm a t fo rm a t  d e  co o rd i n a ti o n  te m p o re l l e  é te n d u  o u  d e  b a s e  

ti m e  co o rd i n a ti o n  m e s s a g e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  31  – Codage  PDU  mu ltipoints  à  1  ou  2  octets  

7 . 1 . 1 . 1 5  Format de  connexion  de  sécuri té  de  format 2  mul tipoints  à  1  ou  2  octets  

L a  F i g u re  3 2  d é fi n i t l ’ org a n i s a ti on  d e  l a  s e cti on  p ou r l e  form a t d e  con n e xi on  d e  s écu ri té  d e  
form a t 2  m u l ti p o i n ts  à  1  o u  2  octe ts .  
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b a s e  o r e xte n d e d  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  b a s e  o u  é te n d u  

1  – 2  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  à  1  o u  2  o cte ts  

p ro d u ce r to  co n s u m e r p ro d u cte u r ve rs  co n s o m m a te u r 

ti m e  co rre cti o n  m e s s a g e  m e s s a g e  d e  co rre cti o n  d e  te m p s  

b a s e  fo rm a t 1  –  2  b yte  d a ta  s e cti o n  s e cti o n  d e  d o n n é e s  d e  fo rm a t d e  b a s e  à  1  o u  2  o cte ts  

b a s e  ti m e  s ta m p  s e cti o n  s e cti o n  d e  d a ta ti o n  d e  b a s e  

e xte n d e d  fo rm a t  1  – 2  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  d e  fo rm a t é te n d u  à  1  o u  2  o cte ts  

e xte n d e d  o r b a s e  ti m e  co rre cti o n  fo rm a t fo rm a t d e  co rre cti o n  d e  te m p s  é te n d u  o u  d e  b a s e  

co n s u m e r to  p ro d u ce r co n s o m m a te u r ve rs  p ro d u cte u r 

e xte n d e d  o r b a s e  ti m e  co o rd i n a ti o n  fo rm a t fo rm a t d e  co o rd i n a ti o n  te m p o re l l e  é te n d u  o u  d e  b a s e  

ti m e  co o rd i n a ti o n  m e s s a g e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  32  – Format de  connexion  de  sécuri té  de  format 2  mu ltipoints  à  1  ou  2  octets  

7 . 1 . 1 . 1 6  Format de  connexion  de  sécuri té  point à  point de  3  à  250  octets  

L a F i g u re  3 3  d é fi n i t  l ’ o rg a n i s a ti on  d e  l a  s e cti on  p ou r l e  form a t d e  co n n e xi o n  d e  s écu ri té  p oi n t 
à  poi n t d e  3  à  2 50  octe ts .  

3 – 250 Byte Data  Message

Base or Extended

Data  Format

Base 3 to 250 byte Data Section Base Time Stamp Section

Producer to Consumer

Time Coordination  Message
Consumer to Producer

Extended 3 to 250 byte Data  

format
Base or Extended

Time Coordination  Format
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b a s e  o r e xte n d e d  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  b a s e  o u  é te n d u  

3 - 2 5 0  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  d e  3  à  2 5 0  o cte ts  
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p ro d u ce r to  co n s u m e r p ro d u cte u r ve rs  co n s o m m a te u r 

b a s e  3  to  2 5 0  b yte  d a ta  s e cti o n  s e cti o n  d e  d o n n é e s  d e  b a s e  d e  3  à  2 5 0  o cte ts  

b a s e  ti m e  s ta m p  s e cti o n  s e cti o n  d e  d a ta ti o n  d e  b a s e  

e xte n d e d  3  to  2 5 0  b yte  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  fo rm a t  é te n d u  d e  3  à  2 5 0  o cte ts  

co n s u m e r to  p ro d u ce r co n s o m m a te u r ve rs  p ro d u cte u r 

b a s e  o r e xte n d e d  ti m e  co o rd i n a ti o n  fo rm a t fo rm a t d e  co o rd i n a ti o n  te m p o re l l e  d e  b a s e  o u  é te n d u  

ti m e  co o rd i n a ti o n  m e s s a g e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  33  – Codage  PDU  point à  point de  3  à  250  octets  

7 . 1 . 1 . 1 7  Format PDU  de  sécuri té  de  format 1  mu l tipoints  de  3  à  248  octets  

L a F i g u re  3 4  d é fi n i t  l ’ o rg a n i s a ti on  d e  l a  s ecti on  p ou r l e  form a t d e  con n e xi on  d e  
s écu ri té  m u l ti p oi n ts  d e  3  à  2 4 8  octe ts .  

3 – 248 Byte Data  Message

Base or Extended 

Data  Format

Base 3 to 248 byte Data Section Base Time Stamp Section

Producer to Consumer

Extended 3 to 248 byte Data  

format

Time Coordination  Message
Consumer to Producer

Base or Extended 

Time Coordination  Format

Time Correction  Message

Base or Extended 

Time Correction Format

Producer to Consumer
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b a s e  o r e xte n d e d  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  b a s e  o u  é te n d u  

3 - 2 4 8  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  d e  3  à  2 4 8  o cte ts  

p ro d u ce r to  co n s u m e r p ro d u cte u r ve rs  co n s o m m a te u r 

b a s e  3  to  2 4 8  b yte  d a ta  s e cti o n  s e cti o n  d e  d o n n é e s  d e  b a s e  d e  3  à  2 4 8  o cte ts  

b a s e  ti m e  s ta m p  s e cti o n  s e cti o n  d e  d a ta ti o n  d e  b a s e  

e xte n d e d  3  to  2 4 8  b yte  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  fo rm a t  é te n d u  d e  3  à  2 4 8  o cte ts  

co n s u m e r to  p ro d u ce r co n s o m m a te u r ve rs  p ro d u cte u r 

b a s e  o r e xte n d e d  ti m e  co rre cti o n  fo rm a t fo rm a t d e  co rre cti o n  d e  te m p s  d e  b a s e  o u  é te n d u  

ti m e  co rre cti o n  m e s s a g e  m e s s a g e  d e  co rre cti o n  d e  te m p s  

b a s e  o r e xte n d e d  ti m e  co o rd i n a ti o n  fo rm a t fo rm a t d e  co o rd i n a ti o n  te m p o re l l e  d e  b a s e  o u  é te n d u  

ti m e  co o rd i n a ti o n  m e s s a g e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  34 – Codage  PDU  mu ltipoints  de  3  à  248  octets  
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7.1 .1 . 1 8  Format PDU  de  sécuri té  de  format 2  mu ltipoints  de  3  à  248  octets  

La  F i g u re  3 5  d é fi n i t  l ’ o rg a n i s a ti on  d e  l a  s e cti on  p ou r l e  form a t d e  con n e xi on  d e  
sé cu ri té  m u l ti po i n ts  d e  3  à  2 4 8  octe ts .  

Time Coordination  Message
Consumer to Producer

Base or Extended 

Time Coordination  Format

Time Correction  Message3 - 248 Byte Data  Message

Data  Message 

Base Time Stamp Section

Producer to Consumer

Base or Extended 

Time Correction  Format
Base format 3 - 248 Byte Data  Section

Extended Format 3 -248 Byte Data  

Format
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d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  

3 -2 4 8  b yte  d a ta  m e s s a g e  m e s s a g e  d e  d o n n é e s  d e  3  à  2 4 8  o cte ts  

p ro d u ce r to  co n s u m e r p ro d u cte u r ve rs  co n s o m m a te u r 

b a s e  fo rm a t 3  to  2 4 8  b yte  d a ta  s e cti o n  s e cti o n  d e  d o n n é e s  d e  fo rm a t d e  b a s e  d e  3  à  2 4 8  o cte ts  

b a s e  ti m e  s ta m p  s e cti o n  s e cti o n  d e  d a ta ti o n  d e  b a s e  

e xte n d e d  fo rm a t 3  – 2 4 8  b yte  d a ta  fo rm a t fo rm a t d e  d o n n é e s  d e  fo rm a t  é te n d u  d e  3  à  2 4 8  o cte ts  

co n s u m e r to  p ro d u ce r co n s o m m a te u r ve rs  p ro d u cte u r 

b a s e  o r e xte n d e d  ti m e  co rre cti o n  fo rm a t fo rm a t d e  co rre cti o n  d e  te m p s  d e  b a s e  o u  é te n d u  

t i m e  co rre cti o n  m e s s a g e  m e s s a g e  d e  co rre cti o n  d e  te m p s  

b a s e  o r e xte n d e d  ti m e  co o rd i n a ti o n  fo rm a t fo rm a t d e  co o rd i n a ti o n  te m p o re l l e  d e  b a s e  o u  é te n d u  

t i m e  co o rd i n a ti o n  m e s s a g e  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  35  – Format de  connexion  de  sécuri té  mul tipoints  de  3  à  248  octets  

7 . 1 . 1 . 1 9  Ordre  des  calcu ls  du  CRC  pour le  format Etendu  

La  F i g u re  3 6  re prés e n te  l e  p o i n t d ’ a j u s tem e n t d u  co m p ta g e  d e  re m p l ace m e n t a u x ca l cu l s  d u  
C RC  p ou r l e s  m e ss a g es  d e  form a t é te n d u .  

N O TE  L a  b a s e  d e  ca l cu l  d u  C RC  e s t to u j o u rs  fo n d é e  s u r l e  P I D /C I D  co m m e  d a n s  l e  fo rm a t d e  b a s e ;  l e  co m p ta g e  
d e  re m p l a ce m e n t  e s t  tra i té  co m m e  u n  p a ra m è tre  d e  d o n n é e  s u p p l é m e n ta i re .  
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P I D  s e e d s  m a rq u a g e s  d u  P I D  

Ro l l o ve r_C o u n t a d d i ti o n s  to  C RC  ca l cu l a ti o n s  a j o u ts  d e  Ro l l o ve r_C o u n t  a u x ca l cu l s  d e  C RC  

Ru n ti m e  d a ta  i n cl u d e d  i n  C RC s  d o n n é e s  Ru n ti m e  i n cl u s e s  d a n s  l e s  C RC  

1  &  2  b yte  fo rm a t fo rm a t à  1  &  2  o cte ts  

a ctu a l  d a ta  d o n n é e s  ré e l l e s  

ti m e  s ta m p  d a ta ti o n  

3  to  2 5 0  b yte  fo rm a t fo rm a t d e  3  à  2 5 0  o cte ts  

co m p l e m e n t d a ta  d o n n é e s  co m p l é m e n ta i re s  

Figure  36  – Ordre  de  calcu l  du  CRC pour les  messages  de  format étendu  

7. 1 .2  CRC  de  sécuri té  

7 . 1 .2 .1  Présentation  générale  du  CRC  de  sécuri té  

L es  d i ve rs e s  s ecti o n s  d e  F S C P  2 /1  u ti l i s e n t ci n q  C RC  d e  s é cu ri té .   

•  U n  CRC  d e  8  b i ts  (C RC - S 1  ou  C RC -S 2 )  e s t u ti l i s é  p ou r l es  s e cti on s  d e  d o n n é e s  B F  
co n ten an t j u s q u ’ à  d e u x octe ts  d e  d on n ée s  d e  s écu ri té ,  a i n s i  q u e  l e s  s ecti o n s  d e  d a ta ti on .   

•  U n  CRC  d e  1 6  b i ts  ( C RC - S 3 )  e s t u ti l i s é  po u r l e s  s ecti o n s  d e  d on n é es  B F  e t E F  d e  3  à  2 5 0  
octe ts  e t  p ou r l e s  m es s a g e s  d e  correcti o n  d e  te m ps  e t d e  co ord i n a ti on  te m p ore l l e  e n  B F .  

•  U n  CRC  d e  2 4  b i ts  (C RC - S 5 )  e s t u ti l i s é  p o u r l e  form a t d e  d on n ée s  E F  j u s q u ’ à  d e u x octets  
d e  d on n é es  d e  s écu ri té  e t  p ou r l es  s ecti o n s  d e  d on n é es  com p l é m en ta i res  E F  d e  3  à  2 50  
octe ts .  L e  C RC  d e  2 4  b i ts  e s t ég a l e m en t u ti l i s é  p ou r l e s  m e ss a g es  d e  co rre cti on  d e  te m ps  
e t d e  co ord i n a ti on  te m po re l l e  en  E F .  

•  U n  CRC  d e  3 2  b i ts  (C RC - S 4 ) ,  es t u ti l i s é  p o u r l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi o n ,  l a  
co n fi g u ra ti on  e t l ’ e xten s i o n  d e  s écu ri té  d e  l a  d é fi n i ti on  d u  fi ch i e r E D S .   

7.1 .2 .2  Polynômes  de  CRC 

L e  Ta b l ea u  8 9  d é fi n i t  l e s  p ol yn ô m es  u ti l i s é s  d a n s  l e  F S C P  2 /1 .  
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Tableau  89  – Polynômes  de  CRC  uti l i sés  

Nom  Valeur Hex de  polynôme  

C RC -S 1  3 7 h e x  

C RC -S 2  3 B h e x  

C RC - S 3  0 8 0 F h e x  

C RC - S 4  E D B 8 8 3 2 0 h e x  

C RC - S 5  5 D 6 D C B h e x  

 

7.1 .2 .3  Spécifications  d ’uti l isation  des  CRC 

L ’ u ti l i s a ti on  d u  C RC  d e  m e ss a g eri e  E /S  es t d é fi n i e  e n  7 . 1 ,  a ve c a pp l i ca ti o n  d e s  C RC -S 1 ,  
C RC -S 2  e t C RC - S 3 ,  d e  n o m breu x a u tres  C RC  é ta n t tou te fo i s  d é fi n i s  d a n s  l e  F S C P  2 /1  p ou r 
l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi on ,  l a  co n fi g u ra ti on  e t l ’ e xte n si on  d e  s écu ri té  d e  l a  d é fi n i ti on  d u  
fi ch i er E D S .  Le  Ta b l e au  9 0  d é fi n i t  l e  typ e  d ’ al g ori th m e u ti l i s é  e t l a  va l e u r d e  d ép a rt p ou r 
ch a q u e  u ti l i s a ti o n .  

Tableau  90  – Sections  de  connexion  et  formats  de  messages  

Nom  du  CRC  Algori thme  u ti l i sé  Valeur de  départ Description  

S C C RC  C RC - S 4  

( vo i r Arti cl e  A. 1 )   

F F F F F F F F h e x  C RC  d e  co n fi g u ra ti o n  d e  s é cu ri té  

C P C RC  C RC - S 4  

( vo i r Arti cl e  A. 1 )  

F F F F F F F F h e x  C RC  d e  p a ra m è tre  d e  co n n e xi o n  

C RC  d e  m o t d e  
p a s s e  

C RC - S 4  

( vo i r Arti cl e  A. 1 )  

F D F D F D F D h e x  U ti l i s é  p o u r l e  cryp ta g e  d e s  m o ts  d e  
p a s s e  a va n t  tra n s m i s s i o n  

C RC  d u  fi ch i e r 
E D S  

C RC - S 4  

( vo i r Arti cl e  A. 1 )  

F D F D F D F D h e x  U ti l i s é  p o u r a s s u re r l ’ i n té g ri té  d e s  
fi ch i e rs  E D S  u ti l i s é s  p a r l e s  a p p a re i l s  
d e  s é cu ri té  

 

7.2  Comportement du  protocole  de  communication  

7 .2 .1  Séquence  des  contrôles  de  sécuri té  

L a  sé q u e n ce  s u i va n te  d es  con trôl es  d oi t  ê tre  u ti l i s é e  p ou r vé ri fi er l es  m e s sa g es .  

a )  C o n trô l e  d es  co m p ta g e s  d e  d e m a n d es  P i n g ;  

b )  É va l u a ti on  d u  C RC  d e  s ecti o n  d e  d a ta ti o n ;  

c)  É va l u a ti on  d es  d a ta ti o n s ;  

d )  É va l u a ti on  d u  C RC  d es  d on n é e s  ré el l es ;  

e )  É va l u a ti on  d u  C RC  d es  d on n é e s  com p l é m en ta i res ;  

f)  Ré a l i s a ti o n  d ’ u n e  co n tre - véri fi ca ti o n .  

7.2.2  Terminaison  de  connexion  

Lors q u ’ u n  p ro d u cte u r d é te cte  u n e  e rre u r q u i  e xi g e  u n e  te rm i n a i s o n  d e  con n e xi on  (c’ es t-à -d i re  
u n e  ré p on s e  a u x d e m an d es  P i n g  h ors  d e  l ’ i n te rva l l e  Pi n g  d u  p rod u cte u r) ,  i l  d o i t  te rm i n er l a  
co n n e xi o n  e t n o ti fi er l ’ a pp l i ca ti on  d e  l ’ a cti on .   

Tou s  l es  con s om m a te u rs  d oi ve n t s u rve i l l er l a  tra n s m i ss i on  p é ri od i q u e  d es  d on n ée s  et  pa s s er 
à  u n  é ta t d e  s écu ri té  e n  ca s  d ' arrê t d es  tra n s m i s s i on s  p é ri od i q u e s .  S i  l e  con s om m a te u r 
d é te cte  u n e  e rre u r,  i l  d oi t  p a ss e r à  u n  é ta t d e  s é cu ri té  e t  term i n e r l a  con n e xi on  d e  
co n so m m a ti o n  as s oci é e  à  ce tte  e rre u r.  
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Lors q u e  l a  cou ch e  d e  s écu ri té  d é te cte  u n e  erre u r q u i  e xi g e  l a  te rm i n a i s o n  d ’ u n e  co n n e xi o n ,  l a  
sé q u e n ce  su i va n te  d o i t  être  s u i vi e  pou r e ffectu e r l a d i te  term i n a i s on .  

a )  L a  cou ch e  d e  s écu ri té  d é tecte  u n e  e rre u r q u i  e xi g e  u n e  te rm i n ai s on  d e  co n n e xi o n .  

b )  L a  cou ch e  d e  s é cu ri té  n o ti fi e  l e  prog ra m m e  d ’ ap p l i ca ti o n  p a r l e  p ara m é tra g e  d e  l ’ é ta t d e  
co n n e xi o n ,  a fi n  d ’ i n d i q u e r u n e  a n om a l i e  d e  co m m u n i ca ti on  d e  s é cu ri té .    

c)  L ’ a p p l i ca ti on  re l a ti ve  à  l a  s écu ri té  d oi t  tra n s férer l e s  d on n ée s  e t l e s  E /S  ( p a r e xe m p l e ,  
ré g l a g e  d es  s orti es  s u r l ’ é ta t d e  sé cu ri té)  a s s oci é e s  à  l a  co n n e xi o n  ve rs  u n  é tat d e  
s écu ri té  

d )  L a  cou ch e  d e  s é cu ri té  d oi t  n o ti fi e r l e  s ys tè m e  d e  co m m u n i ca ti on s  s ou s - j a ce n t d ’ u n e  e rre u r 
e t s o l l i ci te r l a  te rm i n a i s on  d e  l a  co n n e xi on  pa r l e  p a ram é tra g e  d e  s o n  é ta t d e  m a n i è re  à  
i n d i q u er u n e  erreu r d e  co m m u n i ca ti on  d e  s écu ri té .  

e )  L a  cou ch e  d e  s é cu ri té  d o i t m a i n te n i r s on  é ta t d e  s é cu ri té  j u s q u ’ à  l a  s u p pre s s i o n  d e  
l ’ a n om a l i e  e t j u s q u ’ au  l an ce m e n t d ’ u n e  s éq u en ce  d e  re d é m arra g e  d e  con n e xi on .  

7.2.3  Erreur de  contre-véri fication  

Lors q u e  d e s  d on n é e s  d e  s é cu ri té  a yan t fa i t  l ’ ob j e t d ’ u n e  con tre- vé ri fi ca ti on  s e  ré vè l en t 
d i ffé re n tes ,  l es  d on n ée s  s o n t tra i tée s  co m m e  d e s  d on n ée s  e rron é es .  Le  con s o m m a te u r B F  
d oi t  te rm i n e r l a  con n e xi on  ( vo i r 7 . 2 . 2 )  et  l e  con s om m a teu r E F  i n cré m e n te  l e  
Co n su m er_F a u l t_C ou n t e t re j e tte  l e  p a q u e t s i  l e  com p tag e  es t i n fé ri eu r à  M a x_F a u l t_N u m b e r 
ou  term i n e  l a  con n e xi on  s ’ i l  es t  é g a l  o u  s u p é ri e u r à  M a x_F a u l t_N u m be r.  

7.3  Opération  de  datation  

La  d a ta ti on  p e rm e t d e  ca l cu l e r l ' actu a l i té  d e  réce p ti on  d e s  d on n ée s  d a n s  l e  con s om m a te u r.  
La  F i g u re  3 7  re p ré s en te  l a  s é q u e n ce  d e s  op é ra ti on s  d e  d a ta ti o n  p ou r u n e  p a i re  
p rod u cteu r/co n s om m a te u r p oi n t à  p oi n t s i m pl e .  

 

Anglais  Français  

p ro d u ce r co u n t co m p ta g e  d u  p ro d u cte u r 

co n s u m e r co u n t  co m p ta g e  d u  co n s o m m a te u r 

Re q u e s t d e m a n d e  

co n s u m e r ti m e  te m p s  d e  co n s o m m a ti o n  
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Anglais  Français  

n e w o ffs e t n o u ve a u  d é ca l a g e  

O ffs e t d é ca l a g e  

ti m e  s ta m p  d a ta ti o n  

m a x.  a g e  â g e  m a x.  

Figure  37  – Séquence  de  datation  

À l ’ é ta b l i ss e m en t d e  l a  co n n e xi o n ,  l e  p ro d u cte u r d oi t  so l l i ci te r u n e  ré po n se  à  l a  d e m a n d e  P i n g  
i n i ti al e .  

L orsq u e  l e  co n so m m a teu r con s ta te  u n e  m od i fi ca ti on  d a n s  l e  com p tag e  d es  d e m a n d es  P i n g ,  i l  
d oi t  p ré p arer u n  m es s ag e  d e  rép on s e  d e  coord i n a ti on  tem p orel l e  con ten a n t l a  va l e u r d e  
co n s o m m a ti on  d e  s on  co m p tag e  d ’ h o rl og e .   

L e  p rod u cte u r d o i t  u ti l i s e r l e  co m p tag e  d ’ h orl og e  d a n s  l a  rép o n s e  d e  co ord i n a ti on  te m pore l l e  
a fi n  d e  ca l cu l e r u n  d é ca l a g e  q u i  s era  a p p l i q u é  a u x p rod u cti on s  fu tu re s .   

P o u r ch aq u e  pro d u cti on  ord on n a n cé e ,  l e  prod u cteu r d oi t u ti l i s er l a  va l e u r d e  so n  p ropre  
co m p ta g e  d ’ h o rl og e ,  a i n s i  q u e  l e  d éca l a g e  p ou r ca l cu l e r l a  d a ta ti on ,  e t tra n s m e ttre  ce s  
i n form a ti o n s  a u  con s om m a te u r a vec l e s  d on n ée s .   

L e  co n s om m a te u r d oi t  u ti l i s er l a  va l e u r q u ’ i l  a  re çu e  d u  p rod u cte u r po u r ca l cu l e r l ’ â g e  d e s  
d on n ée s ,  e t ce ,  p ar s ou s tra cti on  d e  l a  d a ta ti on  d u  p rod u cte u r d e  s on  co m p ta g e  d ’ h orl og e  
co u ra n t.  S i  l e  d e l ta  ca l cu l é  e s t i n fé ri e u r a u  d e l ta  m a xi m u m  s p éci fi é  p a r l ’ u ti l i s a te u r,  l es  
d on n ée s  s on t corre cte s  e t s on t u ti l i sé e s  p ar l ’ a p pl i ca ti on  i n te rn e  à  l ’ a pp a re i l .  S i  l e  d e l ta  es t 
s u p é ri e u r à  l a  va l e u r s p éci fi é e  p ar l ’ u ti l i s a te u r,  l es  d on n é es  s on t con s i d é rée s  com m e  trop  
a n ci en n es  p o u r ê tre  u ti l i s é es ,  ce  q u i  e n tra în e  l a  te rm i n a i s on  d e  l a  con n exi on .   

L e  prod u cteu r d oi t s ol l i ci ter u n e  a u tre  rép o n s e  à  l a  d e m a n d e  Pi n g  d u  co n s o m m a te u r p ou r 
ch a q u e  i n te rva l l e  Pi n g .  C e ci  occa si on n e  u n  n ou ve au  ca l cu l  d u  d é ca l a g e  d u  pro d u cteu r et 
e m p ê ch e  l e  vi e i l l i s s e m e n t l e n t d e s  d o n n é es  provo q u é  p ar d es  erreu rs  d e  te m p s .  

U n  fa cte u r d e  co rre cti on  d e  tem p s  e s t a j ou té  a fi n  d e  ten i r co m p te  d e  l ’ ob l i q u i té  e t d e  l a  d é ri ve  
m a xi m a l e s  d e s  h orl og e s  d an s  u n  s ys tè m e  a syn ch ron e .  C e  m es s a g e  p e rm e t d ’ aj u s te r l e  
d éca l a g e  d u  p rod u cte u r.  

7.4 Comptages  de  remplacement dans  l ’EF   

U n  com p ta g e  d e  rem p l a ce m e n t es t u ti l i s é  e n  l i a i s on  a vec l a  d a ta ti on  tran s m i s e  p ou r é ten d re  
j u s q u ’ à  3 2  b i ts  l a  p l a g e  d e  fon cti o n n e m e n t ré el l e  d e  l a  d a ta ti on .  L e  com p ta g e  d e  
re m p l ace m en t n ’ es t pa s  to u te fo i s  tra n s m i s  a ve c l a  d a ta ti o n .  Le s  val eu rs  i n i ti a l e s  d u  co m p tag e  
d e  re m p l ace m e n t so n t d é fi n i e s  à  l ’ é tab l i s s em e n t d ’ u n e  con n e xi on  e t m a i n te n u e s  d e  façon  
i n d ép e n d a n te  à  l a  foi s  p a r l e  p rod u cte u r e t l e  con s om m a te u r.  La  va l e u r d u  com p ta g e  d e  
re m p l ace m en t e s t i n cl u s e  d an s  l e  ca l cu l  d u  C RC  d e s  d on n ée s ;  a i n s i  l es  d e u x e xtré m i té s  
d oi ven t s ’ acco rd e r à  to u t m o m e n t s u r l a  va l e u r e n  cou rs  d es  pa q u e ts  à  rece voi r d e  m an i è re  
s a ti s fa i sa n te .  

7 .5  Diagrammes  séquentiels  de  protocoles  

7 .5.1  Général i tés  

Le s  d i a g ram m es  s é q u e n ti e l s  d e  p rotocol e s  re p ré s en te n t l a  re l a ti o n  e n tre  p rod u cteu rs  e t 
co n s om m a teu rs  p ar rap p ort à  l a  d a ta ti on  e t a u x é vé n e m en ts .  L ’ é co u l e m en t d u  te m ps  
s ’ e ffe ctu e  d u  h au t vers  l e  b as  d e  ch a q u e  fi g u re .  Les  m e s s ag e s  n orm a u x re çu s  pa r l e  
p rod u cteu r o u  l e  con s o m m a te u r s on t p ré s e n té s  d a n s  l e s  zon es  d e  te xte  n orm a l .  Le s  
m e s s a g e s  a n orm au x s o n t prés e n tés  d an s  l e s  zon es  d e  te xte  en  g ras .  Les  m e s sa g es  
a tte n d u s ,  m a i s  n on  re çu s  s o n t p ré s en tés  sou s  form e  d e  te xte  l i b re .  
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7.5.2  Transmission  de  sécuri té  normale  

U n e  co m m u n i ca ti o n  n o rm a l e  e n tre  u n  p rod u cteu r e t  u n  con s o m m a te u r d e  sé cu ri té  e xi g e  u n e  
sé q u e n ce  d e  m es s a g e s  p é ri od i q u es .  L ors q u e  l e  co n s om m a te u r re çoi t  u n  m e ss a g e  va l i d e ,  l a  
tra n s a cti on  s ’ e ffe ctu e  te l  q u e  d é fi n i  à  l a  F i g u re  3 8 .  

 

Anglai s  Français  

p ro d u ce r p ro d u cte u r 

co n s u m e r co n s o m m a te u r 

s a fe ty m e s s a g e  m e s s a g e  d e  s é cu ri té  

va l i d  m e s s a g e  m e s s a g e  va l i d e  

n e two rk ti m e  e xp e cta ti o n  d é l a i  d u  ré s e a u  

co n s u m e r a cti vi ty m o n i to r co n trô l e u r d ' a cti vi té  d u  co n s o m m a te u r 

Figure  38  – D iagramme d ’une  séquence de  sécuri té  producteur/consommateur normale  

Le  p ro d u cte u r d e  sé cu ri té  g é n è re  d es  d on n é es  à  u n e  fré q u e n ce  fi xe  a p pe l é e  I n te rva l l e  d e  
pa q u e ts  a tte n d u  ( E P I ) .   

Le s  con s o m m a te u rs  d é cl e n ch é s  p a r l a  l i a i s o n  d o i ve n t m a i n te n i r u n  te m p ori sa te u r d ’ a cti vi té  
réi n i ti a l i s é  ap rè s  ré ce p ti o n  d ’ u n  m es s a g e  a tten d u  val i d e .  

S i  u n  m e ss a g e  val i d e  n ’ a  p as  é té  reçu  a va n t e xp i ra ti o n  d u  te m p ori sa teu r d ’ a cti vi té ,  l e  
co n so m m a teu r d écl en ch é  pa r l a  l i a i s o n  d oi t  te rm i n e r l a  con n e xi on  ( vo i r 7 . 2 . 2 )  e t  p a s se r à  
l ’ é ta t d e  s écu ri té  d é fi n i .  

Le s  co n som m a te u rs  d oi ve n t vé ri fi er l ’ â g e  d e s  d o n n é e s  re çu e s  pa r u n  co n trô l e  d es  d a ta ti on s  
reçu e s .  

S i  l ’ âg e  d e s  d on n ée s  s e  ré vè l e  s u p é ri e u r a u  d é l a i  d u  rés e au ,  l e  con s om m a te u r d o i t  te rm i n e r 
l a  co n n e xi o n  ( vo i r 7 . 2 . 2 )  e t pa s s e r à  l ’ é ta t d e  s é cu ri té  d é fi n i .  
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Figure  39  – Diagramme d ’une  séquence de  sécuri té  producteur/ 
consommateur normale  (production  répétée)  

L es  co m m u n i ca ti o n s  d e  s é cu ri té  d oi ve n t ê tre  con fi g u ra b l e s  a ve c l a  p rod u cti o n  ré p é té e .  D a n s  
ce  cas ,  l e  con s om m a te u r n ’ u ti l i s e  pa s  ch aq u e  p a q u e t q u i  l u i  es t  tra n s m i s .  

L ors q u ’ u n e  co m m u n i ca ti o n  d e  s é cu ri té  e s t tra n s m i se  a ve c u n e  p rod u cti o n  ré pé té e ,  l e s  
con s o m m a te u rs  d écl en ch é s  p ar l ' a p pl i ca ti on  d o i ve n t u ti l i s e r l e  d e rn i e r p a q u e t reçu  p ou r 
ach e ve r l a  tra n sa cti on ,  te l  q u e  re pré s e n té  à  l a  F i g u re  3 9 .  

Le s  con s om m a teu rs  q u i  u ti l i s e n t l es  con n e xi o n s  d e  form a t d e  b a s e  d oi ve n t co n s ta te r 
l ’ au g m e n ta ti on  d e  d a ta ti o n  p o u r ch a q u e  p é ri od e  s u cce s s i ve ;  à  d é fa u t,  l a  con n e xi on  d oi t  ê tre  
te rm i n é e  ( voi r 7 . 2 . 2 ) .   

Le s  con s om m a teu rs  q u i  u ti l i s en t l e s  con n e xi on s  d e  fo rm a t éten d u  d o i ve n t con s ta te r 
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7.5.3  Transmission  de  messages  perdus,  corrompus  et  retardés  

I l  es t  p os s i b l e ,  e n  ra i son  d e  p ertu rb a ti o n s  e xtéri e u res ,  q u e  l e  m es s a g e  tra n s m i s  d u  pro d u cte u r 
a u  con s om m a te u r s oi t  co rro m pu ,  te l  q u e  d é fi n i  à  l a  F i g u re  4 0 .  S i  u n  m e ss a g e  corrom pu  e s t 
d é tecté  a u  n i ve a u  d e  l a  co u ch e  n orm a l i s é e ,  i l  d o i t  ê tre  é l i m i n é  e t n on  pré s e n té  à  l ’ a p pl i ca ti o n .  
Ce ci  en tra în e  u n e  e xp i ra ti o n  d u  con trô l e u r d ’ acti vi té  d u  con s om m a te u r.  L ’ âg e  d e s  d on n é es  
d ép a ss e  ég a l e m e n t l e  d é l a i  d u  ré s ea u  e t l e  con so m m a teu r te rm i n e  l a  con n e xi on  ( vo i r 7 . 2 . 2 )  e t 
p as s e  à  l ’ é ta t d e  sé cu ri té  d é fi n i .     

S i  l es  C RC -S x e t l e s  d on n é e s  tra n sm i s es  s o n t vé ri fi és  e t  s ’ i l  e s t  con s ta té  q u e  l ’ u n  ou  l ’ a u tre  
co m p orte  u n e  e rre u r,  o u  q u e  l a  con tre-vé ri fi ca ti on  d e s  d on n é es  com p orte  u n e  e rre u r,  l e  
co n s o m m a te u r d oi t  a l ors  é l i m i n e r l e  p a q u e t ( form a t E te n d u  AN D  ( (C on s u m e r_F au l t_C o u n t <  
M a x_F a u l t_N u m b er) ) ,  ou  term i n er l a  co n n e xi on  e t pa s se r à  l ’ é ta t d e  s é cu ri té  d é fi n i  ( form a t d e  
base  OR format Etendu)  AND  ((Consumer_Fau l t_Count ≥  Max_Fau l t_Number)  (voi r 7 . 2 . 2 ) .  
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Figure  40  – Diagramme séquentiel  d ’un  message producteur 
vers  consommateur corrompu  
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I l  e s t p oss i b l e ,  en  ra i s on  d e  p e rtu rb a ti o n s  e xté ri e u re s,  q u e  l e  m e ss a g e  tra n s m i s  d u  prod u cte u r 
a u  con s om m a te u r s o i t  p e rd u ,  te l  q u e  d é fi n i  à  l a  F i g u re  4 1 .  C e ci  e n tra în e  u n e  e xp i ra ti on  d u  
con trôl e u r d ’ acti vi té  d u  co n s om m a teu r.  L’ â g e  d es  d on n ée s  d ép as s e  ég a l e m en t l e  d é l ai  d u  
ré s ea u  e t l e  con s om m a te u r term i n e  l a  con n e xi o n  ( vo i r 7 . 2 . 2 )  e t p as s e  à  l ’ é ta t d e  sé cu ri té  
d é fi n i .  
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Figure  41  – Diagramme séquentiel  d ’un  message producteur vers  consommateur perdu  

La  tra n sm i ss i on  d e s  m es s a g e s  p e u t ê tre  re tard é e .  S i  u n  m e ss a g e  es t re ta rd é  d e  sorte  

•  q u ’ i l  e s t reçu  a u -d e l à  d u  d é l a i  d u  co n trô l eu r d ’ acti vi té  d u  con s om m ate u r (a pp l i ca ti o n  
d écl en ch é e  p ar l a  l i a i s on ),  ou   

•  q u e  l ’ â g e  d e s  d on n é es  d é pa s s e  l e  d é l a i  d u  rés e a u ,  

a l o rs  tou s  l es  m e s sa g es  u l té ri eu rs  s on t i g n oré s ,  e t l a  co n n e xi on  d oi t  ê tre  te rm i n é e .  

D a n s  l es  d e u x ca s ,  l e  co n s om m a teu r te rm i n e  l a  con n e xi on  ( voi r 7 . 2 . 2 )  e t  p as s e  à  l ’ é ta t d e  
sé cu ri té  d é fi n i .  C e  com p o rte m en t es t d é fi n i  à  l a  F i g u re  4 2 .  
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Figure  42  – Diagramme séquentiel  d ’un  message  retardé  

7.5.4 Transmission  de  messages  perdus,  corrompus  ou  retardés  avec production  
répétée 

I l  est  possible,  en  raison  de  perturbations  extérieures,  que  le  message  transmis  du  producteur 
au  consommateur soi t  corrompu ,  te l  que  défin i  à  l a  F igure  43.  La  production  peu t être  répétée  
afin  de  m in im iser l es  déclenchements  de  nu isance  et  accroître  la  d i spon ibi l i té  du  système  
en tier.  

IEC  

delay

Safety Msg (Data,  Mode,  Ping,  Timestamp =1 ,  CRC-Sx)

Producer Consumer

E
P
I

Safety Message (Data,  Mode,  Ping,  Timestamp =3,  CRC-Sx)

Safety Message (Data,  Mode,  Ping,  Timestamp =2,  CRC-Sx)

E
P
I

Ignore 
message

Ignore 
message

Ignore 
message

Data old  
terminate 
connection

C
o
n
su

m
e
r 
a
ct
iv
ity

m
o
n
ito

r

No 
Message
receivedN

et
w
o
rk
 t
im

e
e
xp

ec
ta
tio

n

Copyright International  Electrotechnical  Commission  



 –  4 2 0  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

 

Anglai s  Français  

p ro d u ce r p ro d u cte u r 

co n s u m e r co n s o m m a te u r 

s a fe ty a p p l i ca ti o n  a p p l i ca ti o n  d e  s é cu ri té  

s a fe ty m e s s a g e  m e s s a g e  d e  s é cu ri té  

va l i d  m e s s a g e  u s e d  b y co n s u m e r m e s s a g e  va l i d e  re çu  p a r l e  co n s o m m a te u r 

n e two rk ti m e  e xp e cta ti o n  d é l a i  d u  ré s e a u  

co n s u m e r a cti vi ty m o n i to r co n trô l e u r d ' a cti vi té  d u  co n s o m m a te u r 

L i n k C RC d o e s  n o t  m a tch  d a ta ,  d a ta  i s  
n o t  fo rwa rd e d  to  s a fe ty l a ye r 

L e  C RC  d e  l i a i s o n  n e  co rre s p o n d  p a s  a u x d o n n é e s ,  l e s  d o n n é e s  n e  
s o n t p a s  tra n s m i s e s  à  l a  co u ch e  d e  s é cu ri té  

l i n k va l i d  m e s s a g e  m e s s a g e  d e  l i a i s o n  va l i d e  

Figure  43  – Diagramme séquentiel  d ’un  message  producteur vers  consommateur 
corrompu  avec production  répétée 

S i  d e s  erreu rs  s o n t d étectée s  d a n s  l es  co u ch es  n orm al i s é es ,  l e s  m es s a g e s  pe u ve n t être  
é l i m i n é s ,  ta n t q u ’ u n  m e ss a g e  a tten d u  va l i d e  e s t re çu  d a n s  l e  con trôl eu r d ’ a cti vi té  d u  
co n so m m a teu r e t  q u e  l ’ âg e  d es  d on n é e s  n e  d é p as s e  p as  l e  d é l a i  d u  rés e a u .   

L e s  m e s s a g e s  ré pé té s  va l i d e s  d oi ven t ê tre  écra s és .  L’ a pp l i ca ti o n  u ti l i s e  l e  m e ss a g e  va l i d e  l e  
p l u s  réce n t.  

I l  pe u t ê tre  p os s i bl e ,  e n  ra i s o n  d e  pe rtu rb a ti on s  e xté ri eu re s ,  q u ’ u n e  s é ri e  d e  m es s a g e s  s o i t 
retard é e ,  e n tra în a n t l a  p e rte  d e  l a  co n n e xi o n .  C e tte  s é q u e n ce  e s t d é fi n i e  à  l a  F i g u re  4 4 .  La  
co n n e xi o n  e s t te rm i n é e  s i  au cu n  m es s a g e  va l i d e  n ’ e s t reçu  a va n t e xp i ra ti on  d u  te m p ori s a te u r 
p é ri od i q u e  d u  con so m m ate u r 
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Figure  44 – D iagramme séquentiel  d ’une  terminaison  
de  connexion  occasionnée par des  retards  

U n  m es s a g e  d e  l i a i s o n  va l i d e  q u i  n e  s a ti s fai t  p a s  a u  con trôl e  C RC  d e  sé cu ri té  con d u i ra  l e  
con s o m m a te u r à  su p p ose r q u e  l a  l i a i s o n  s o u s -j a ce n te  n ’ e s t p a s  fi a b l e  e t,  s e l on  l e  form a t 
u ti l i s é  e t/ou  l e  n om b re  d ’ occu rre n ce s ,  p e u t p ro vo q u e r l a  term i n a i son  d e  l a  con n e xi on .  C e tte  
sé q u e n ce  es t d é fi n i e  à  l a  F i g u re  4 5 .  
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Figure  45  – Diagramme séquentiel  d ’un  contrôle  CRC  de  sécuri té  non  satisfai t  

7 .5.5  Demande  Ping  point à  point 

Une  séquence  de  transaction  de  messages  de  demande  et  de  réponse  Ping  permet de  
main ten i r une  temporisation  cohérente  en tre  producteurs  et consommateurs.  La  description  
complète  du  producteur est donnée  en  7 . 6 . 6  et  cel le  du  consommateur est donnée  en  7 . 6 . 7 .  
Cette  séquence  de  messages  pour une  demande  Ping  poin t à  poin t est défin ie  à  l a  F igure  46.  
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N o d e  n œ u d  

p i n g  s u cce s s ,  n e w p i n g  re q u e s t  d e m a n d e  p i n g  s a ti s fa i s a n te ,  n o u ve l l e  d e m a n d e  P i n g  

ti m e  co o rd i n a ti o n  m s g  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

Figure  46  – Diagramme séquentiel  d ’une  demande  Ping  point à  point – réponse  normale  

À ch a q u e  i n te rva l l e  Pi n g  d e  p rod u cteu r p oi n t à  poi n t,  l e  com p ta g e  d e  d e m a n d e s  P i n g  d oi t  ê tre  
i n crém e n té  d an s  l ’ e n -tê te  d e  m e s sa g e  d e  s é cu ri té  d i s pon i b l e  s u i va n t.   

L ’ i n te rva l l e  P i n g  d e  p rod u cteu r po i n t à  po i n t d oi t ê tre  u n  m u l ti p l e  d e  l ’ E PI ;  l e s  d e m a n d es  P i n g  
d oi ve n t ê tre  form u l é es  à  u n e  fréq u en ce  b as é e  s u r l e  P i n g _I n te rva l _E P I _M u l i tp l i er.   

Lors q u ’ u n  co n so m m a teu r p o i n t à  p oi n t con s ta te  u n e  m od i fi ca ti on  d a n s  l e  com p tag e  d e  
d e m an d es  Pi n g ,  i l  g é n è re  u n  m e s s ag e  d e  coord i n a ti on  te m p ore l l e .  

Le  m e s s a g e  d e  coord i n a ti o n  tem p orel l e  ( vo i r 7 . 5 . 2 )  d oi t  ê tre  re çu  p ar l e  prod u cteu r d a n s  u n  
d é l a i  pres cri t.  S i  l e  m e s s a g e  d e  co ord i n a ti on  te m p ore l l e  n ’ e s t p as  reçu  d a n s  ce  d é l a i ,  l e  
p rod u cteu r d o i t  term i n e r l a  con n e xi on  ( vo i r 7 . 2 . 2 ) .  

7.5.6  Demande Ping  mu ltipoints  avec sécuri té  CP  2/3  

U n e  s é q u e n ce  d e  tra n s a cti o n  d e  m es s a g e s  d e  d e m an d e e t d e  ré p on s e  Pi n g  p e rm e t d e  
m a i n te n i r u n e  tem p ori s a ti on  coh é re n te  e n tre  p ro d u cte u rs  e t co n so m m a teu rs .   

P ou r l es  co n n e xi on s  m u l ti p oi n ts  d e  s écu ri té  C P  2 /3 ,  u n  m e ss a g e  d i s ti n ct d oi t  ê tre  u ti l i sé  p ou r 
co m m u n i q u er l es  i n fo rm ati on s  d e  correcti o n  d e  te m ps  d u  p ro d u cteu r à  ch a q u e  con s om m a te u r 
m u l ti p o i n ts .  
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La  description  complète  du  producteur est donnée  en  7 . 6. 6  et  cel l e  du  consommateur est 
donnée  en  7 . 6 .7 .  Cette  séquence  de  messages  pour une  demande  Ping  mu l tipoin ts  est 
défin ie  à  l a  F igure  47.  Le  message  de  correction  de  temps  est défin i  sur un  d iagramme 
séparé  pour des  ra isons  de  clarté.  
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ti m e  co rre cti o n  co rre cti o n  d e  te m p s  

ti m e  co rre cti o n  m e s s a g e  m e s s a g e  d e  co rre cti o n  d e  te m p s  

Figure  47  – D iagramme séquentiel  d ’une  demande 
Ping  multipoints  satisfaisante,  sécuri té  CP  2/3  

P e n d a n t ch a q u e  i n terva l l e  P i n g  d e  p rod u cteu r m u l ti po i n ts ,  u n e  d em a n d e  P i n g  es t tran s m i s e  
p a r l e s  prod u cte u rs  m u l ti p oi n ts  au x co n s o m m a te u rs  m u l ti po i n ts  s ol l i ci ta n t u n e  ré po n se .   

Tou s  l e s  con s om m a te u rs  m u l ti p o i n ts  d oi ven t ré p on d re  à  u n e  m od i fi ca ti on  d e  l a  va l e u r d e  
d e m an d e P i n g ,  e t l e s  co n s o m m a te u rs  a u tre s  q u e  l e  con s om m a teu r 1  d oi ven t a tte n d re  
C on s u m e r_N u m b e r -1  ×  l ’ E P I  pou r ré p on d re .   

Tou s  l es  con s om m a te u rs  m u l ti p o i n ts  d oi ven t ré p on d re  d a n s  l e  d él a i  d e  l ’ i n terva l l e  Pi n g  d e  l a  
d e m an d e  ou  d a n s  l e  d é l a i  d e  l ’ i n te rva l l e  su i va n t.   

L e s  m e s sa g es  d e  corre cti on  d e  te m p s  d o i ve n t ê tre  tra n sm i s  a u x con s om m a te u rs  m u l ti p oi n ts  à  
u n e  fré q u e n ce  q u i  pe rm e t d ’ a s s u re r q u e  ch aq u e  con som m a teu r ob ti en t u n  m es s a g e  d e  
co rre cti on  d e  tem p s  d a n s  u n  i n terval l e  P i n g  d e  pro d u cte u r u n i q u e .  

7.5.7  Demande  Ping  mu ltipoints  sur les  réseaux de  sécuri té  CP 2/2  

U n e  d e m a n d e  e t  u n e  ré po n s e  à  d e m a n d e  P i n g  s o n t u ti l i s ée s  p ou r m ai n te n i r u n e  tem p ori s a ti on  
e n tre  l e s  p ro d u cte u rs  m u l ti p oi n ts  e t l e u rs  con s om m a te u rs .  P ou r l e s  rés e au x d e  s é cu ri té  C P  
2 /2 ,  l e  m e ss a g e  d e  correcti on  d e  te m p s  d o i t  ê tre  con ca té n é  a u  m e ss a g e  d e  d on n é es  d e  
s é cu ri té  e t  tra n s m i s  com m e  m e ss a g e  u n i q u e .  L a  d e scri p ti o n  co m p l è te  d u  pro d u cte u r es t 
d on n é e  e n  7 . 6 . 6  e t ce l l e  d u  con s o m m a te u r e s t d on n é e  e n  7 . 6 . 7 .  C e tte  s é q u e n ce  d e  
m e ss a g es  p o u r u n e  d e m a n d e  P i n g  m u l ti p oi n ts  es t d é fi n i e  à  l a  F i g u re  4 8 .  

Safety Message (Data,  Mode,  Ping=3,  Timestamp =4  CRC-Sx) +Time Correction  (MCast Byte,  Time Correction ,  Consumer_# =1  CRC-Sx)
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Figure  48  – D iagramme séquentiel  d ’une  demande 
Ping  mu ltipoints  satisfaisante,  sécuri té  CP  2/2  

P e n d a n t ch a q u e  i n te rva l l e  P i n g  d e  p ro d u cte u r,  u n e  d e m a n d e  P i n g  es t tran s m i se  p ar l es  
p rod u cte u rs  m u l ti po i n ts  a u x con s o m m a te u rs  m u l ti p oi n ts  s o l l i ci ta n t u n e  ré p o n s e .  

7.5.8  Demande  Ping  mul tipoints  – Retransmission  aboutie  

C e tte  s éq u en ce  d e  m e s sa g es  p ou r u n e  d em a n d e  P i n g  m u l ti p oi n ts  a vec re tran s m i s s i o n s  e s t 
d é fi n i e  à  l a  F i g u re  4 9 .  La  con n e xi o n  d e  correcti on  d e  te m ps  n ’ e s t pa s  d é fi n i e  p o u r d es  ra i s on s  
d e  cl a rté .  
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p i n g  s u cce s s ,  n e w p i n g  re q u e s t  d e m a n d e  p i n g  s a ti s fa i s a n te ,  n o u ve l l e  d e m a n d e  P i n g  

ti m e  co o rd i n a ti o n  m s g  m e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  

n o d e  1  p i n g  re s p o n s e  n o t re ce i ve d ,  i n i ti a te  re try ré p o n s e  à  d e m a n d e  P i n g  d e  n œ u d  1  n o n  re çu e ,  l a n ce r 
re tra n s m i s s i o n  

Figure  49  – Diagramme séquentiel  d ’une  retransmission  de  demande  Ping  mu ltipoints  

La  p e rte  ou  l e  re ta rd  d ’ u n  m es sa g e  d e  coo rd i n a ti on  te m p ore l l e  m u l ti po i n ts  a p rès  l e s  
i n te rva l l e s  P i n g  (Ti m e ou t_M u l ti p l i er. P I  +  2 )  d oi t  e n tra în e r l a  g é n é ra ti on  d ’ u n e  e rre u r e t l a  
ferm e tu re  d e  l a  con n e xi o n .  

7.5.9  Demande  Ping  multipoints  – Retransmission  avec temporisation  

Ce tte  s éq u en ce  d e  m es s a g e s  p ou r u n e  d em a n d e  P i n g  m u l ti p oi n ts  a vec re tra n s m i s s i on s  e t 
te m p ori s a ti on  e s t d é fi n i e  à  l a  F i g u re  5 0 .  L a  co n n e xi o n  d e  co rre cti on  d e  tem p s  n ’ es t p as  
d é fi n i e  p ou r d e s  ra i so n s  d e  cl a rté .  
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Figure  50  – Diagramme séquentiel  d ’une  temporisation  de  demande  Ping  mul tipoints  

S i  l a  rép on s e  à  d e m a n d e  P i n g  d e m e u re  re ta rd ée ,  l e  p ro d u cte u r i n d i q u e  u n e  a n o m a l i e  d e  so n  
é ta t à  d es ti n a ti o n  d u  co n s o m m a te u r s p é ci fi q u e  e t  l e  con s o m m a te u r p as s e  à  l ’ é ta t d e  s écu ri té  

IEC  

Node 1  ping 
response not 

received ,  initiate 
retry

Safety Message (Data,  Mod e,  Ping=3,  Timestamp =1 ,  CRC-Sx)

Producer Consumer

P
ro

du
ce

r
pi

ng
 in

te
rv

al

E
P

I
E

P
I

E
P

I
E

P
I

E
P

I
E

P
I

P
ro

d
uc

e
r

p
in

g 
in

te
rv

a
l

Time Coordin ation Msg (Consumer_Time_Value, Ping  = 

1 , Con_Status,  CRC)

Safety 
message

Safety message

Safety Message (Data,  Mode,  Ping=0,  Timestamp =1 ,  CRC-Sx)

Time Coordination  Msg (Consumer_Time_Value, Ping  = 2, Con_Status,  CRC)

Safety 
message

Safety 
message

Ping
response

node 1

Ping
response

node 2

Ping
request

Time Coordination Msg (Consumer_Time_Value, Ping  = 

1 , Con_Status,  CRC)

Time Coordination  Msg (Consumer_Time_Value, Ping = 2, Con _Status,  CRC)

Ping
response

node 1

Ping
response

Node 2

Node 1  ping 
response not 

received ,   go to 
safety state

Copyright International  Electrotechnical  Commission  



 –  4 2 8  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

d é fi n i .  S i  l a  d e m a n d e  P i n g  a  é té  re ta rd ée  e n  ra i s on  d ’ u n e  a n o m a l i e  d u  con s om m a te u r,  ce  
d e rn i e r s era  d é j à  p a ss é  à  u n  é ta t d e  s é cu ri té .  

7.6  Défin i tion  du  protocole  de  sécuri té  

7.6.1  Général i tés  

La  cou ch e  d e  s écu ri té  es t u n e  cou ch e  d e  s e rvi ce  s i tu é e  e n tre  l a  cou ch e  d e  tra n s p ort C PF  2  
n orm al i s é e  e t l a  cou ch e  d ’ a p p l i ca ti o n  re l a ti ve  à  l a  s é cu ri té ,  te l  q u e  d é fi n i  à  l a  F i g u re  5 1 .  I l  
n ’ es t p as  n é ce s s ai re  q u e  ce tte  cou ch e  d e  s écu ri té  s o i t  d i re cte m e n t a d re ss a b l e  d an s  l e  ca d re  
C PF  2 ;  i l  s ’ a g i t  e n  re va n ch e  d ’ u n  co m p orte m e n t a ss oci é  à  u n e  con n e xi on  e n tre  l es  
a p p l i ca ti on s  q u i  é ch a n g e n t d es  d on n é e s  d an s  u n e  a p p l i ca ti on  S I L  3 .  C e  com porte m e n t e s t 
m i s  e n  œu vre  en  ta n t q u ’ o bj e t d e  val i d a ti on  d e  s é cu ri té  te l  q u e  d é cri t  e n  6 . 7 .  

N O TE  P l u s i e u rs  m é th o d e s  p e u ve n t  p e rm e ttre  d e  ré a l i s e r ce  co m p o rte m e n t s o u h a i té .  L e s  o b j e ts  i n d i q u é s  d a n s  ce  
p a ra g ra p h e  s o n t  à  co n s i d é re r co m m e  m o d è l e  d e  ré fé re n ce .  D e s  p ro d u i ts  e t  d e s  a p p l i ca ti o n s  i n d i vi d u e l s  p e u ve n t 
ch o i s i r d e  m e ttre  e n  œ u vre  ce  co m p o rte m e n t,  s ’ i l s  l e  co n s i d è re n t  n é ce s s a i re .  C e p e n d a n t,  i l  e s t  n é ce s s a i re  
d ’ e xp ri m e r ce  co m p o rte m e n t i ci  d e  m a n i è re  à  co n s ti tu e r l a  b a s e  d e  d é ve l o p p e m e n t  d e s  p ro d u i ts .  

7.6.2  Vue  de  haut n iveau  d ’un  apparei l  de  sécuri té  

La  F i g u re  5 1  rep ré s en te  u n  m od è l e  d e  ré fé re n ce  d ’ u n  ap p a re i l  d e  s é cu ri té  con te n a n t u n  o u  
p l u s i e u rs  o bj e ts  d ’ a p p l i ca ti o n  re l a ti ve  à  l a  s é cu ri té .  C h aq u e  o bj e t d ’ ap p l i ca ti on  re l a ti ve  à  l a  
sé cu ri té  fo n cti on n e  a ve c u n e  p a i re  d ’ ob j e ts  d e  va l i d a ti on  d e  sé cu ri té  a fi n  d ’ é ch a n g e r l es  
d on n ée s  S I L  3  e n tre  l a  co u ch e  d e  tra n s po rt C PF  2  e t  l es  ci rcu i ts  é l e ctron i q u e s  E /S  d e  
sé cu ri té .  C e s  ci rcu i ts  é l ectron i q u e s  so n t co n çu s  d e  m a n i ère  à  fo u rn i r u n  n i ve au  d e  d é te cti on  
d ’ e rre u r e t d e  l oca l i s a ti o n  d es  a n om a l i es  a d a p té  au x a p p l i ca ti o n s  S I L  3 .  C h acu n  d e s  d eu x 
ob j e ts  d e  va l i d a ti on  d e  s é cu ri té  es t a s s oci é  à  u n  ca n a l  d e  com m u n i ca ti on  d e  ré s ea u  te l  q u ’ u n  
C P  2 /3  ou  C P  2 /2 .  C e  m od èl e  s u p p os e  u n e  top ol og i e  d e  s é cu ri té  1 o o2  d an s  l a q u e l l e  d eu x 
C PU  i n d ép en d an ts  pa rti ci pe n t a u  p ro tocol e  d e  sé cu ri té .  
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d iag  CPU  CPU  d i ag  

comm  CPU  CPU  comm  

S I L  3  safety e l ectron ics  ci rcu i ts  é l ectron i ques  de  sécuri té  S I L  3  

has  …  a  …  

execu ted  on  exécu té  su r 

exchanges  …  échange  …  

(of A+B)  (de  A+B)  

transforms  S I L  3  data  between  network channel  
and  phys ical  I /O  

transforme  l es  d onnées  S I L  3  en tre  l e  canal  du  
réseau  et  l es  E/S  phys iques  

safety va l i d ator ob j et  de  val i dati on  de  sécu ri té  

cross  checks  A+B  data  con tre-véri fi cati on  d es  données  A+B  

u ses  a  pa i r of u ti l i se  une  pai re  d e  

safety appl i cati on  object  ob j et  d 'appl i cati on  de  sécu ri té  

Figure  51  – Diagramme de  relations  des  enti tés  de  modèle  
de  référence  d ’un  apparei l  de  sécuri té  

7 .6.3  Objet de  val idation  de  sécuri té  

Le  paragraphe  6. 7  défin i t  un  Objet de  val i dation  de  sécuri té  duquel  l es  fonctions  
SafetyVal idatorServer et SafetyVal idatorCl ien t sont m ises  en  œuvre.  

Les  principes  généraux et l es  attribu ts  communs  de  ces  deux fonctions  de  couche  de  sécuri té  
son t défin is  en  7 . 6 . 4 .  

7.6.4 Relation  entre  SafetyVal idatorServer et  SafetyVal idatorCl ient 

La  F igure  52  représente  une  vue  de  hau t n iveau  de  deux apparei ls  qu i  échangent des  
données  via  un  SafetyVal idatorCl ien t et  un  SafetyVal idatorServer.  Une  appl ication  de  
production  de  sécuri té  u ti l i se  un  SafetyVal idatorCl ien t pour transmettre  des  données  de  
sécuri té  à  une  appl ication  de  consommation  de  sécuri té  qu i  u ti l i se  un  SafetyVal idatorServer.       

NOTE  Seu l  un  des  chemins  redondants  assu re  l ' i n terface  avec l a  couche  de  transport  CPF  2 .  Les  données  A+B  
(réel l es  et  complémen tai res)  son t  encapsu lées  dans  une  trame  de  transport  u n i que  et  u n  seu l  processeu r est 
impl i qué  dans  l a  réception  et  l a  transmission  des  trames  de  données.  
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Figure  52  – Deux apparei ls  échangeant des  données  de  sécuri té  via  un  
SafetyVal idatorCl ient et  un  SafetyVal idatorServer 
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7.6.5  Gestion  du  remplacement de  la  datation  de  format étendu  

7.6.5.1  Général i tés  

Le  F orm a t é te n d u  re q u i ert u n e  s yn ch ro n i s a ti on  coord o n n é e  e n tre  l es  prod u cte u rs  e t l es  
co n so m m a teu rs  l ors  d e  l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi o n  a ss oci é e  à  d e s  op éra ti o n s  d e  
m a i n te n an ce ,  a fi n  d e  d é te cter e t  g é re r l es  é vé n em e n ts  d e  re m p l ace m e n t d e  d a ta ti on .  L e s  
p a ra g rap h es  s u i va n ts  7 . 6 . 5 . 2  à  7 . 6 . 5 . 4  p ré s e n ten t d e  m a n i ère  g rap h i q u e  ce s  op é ra ti on s  p o u r 
ch a q u e  cas  u n i q u e .  L ’ e xe m p l e  d e  co d e  pré s e n te  é g al e m e n t ce s  op éra ti o n s  d a n s  l eu r ord re  
d ’ a pp a ri ti o n  d an s  l e  cod e .  

7.6.5.2  Consommateur d ’orig ine  et  producteur cible  point  à  point 

Lors q u e  l e  co n s om m a teu r es t à  l ’ ori g i n e  d e s  con n e xi on s  p o i n t à  po i n t,  i l  fa u t q u e  l e  p oi n t 
d ’ o ri g i n e  fo u rn i s s e  d e s  va l e u rs  d ’ i n i ti a l i s a ti on  d an s  l e  s e rvi ce  S a fe tyO p e n .  La  ci b l e  u ti l i s e  ces  
va l e u rs  p ou r i n i ti al i s e r l e s  p ara m è tre s  d e  p rod u cti on .  

Le  com p ta g e  d e  re m p l a ce m e n t u ti l i s é  d a n s  l e  C RC  po i n t à  p o i n t d e  F orm a t é te n d u  d o i t  ê tre  
n u l  j u s q u ’ à  ré al i s a ti o n  d e  l ’ é ch a n g e  d e  coord i n a ti o n  te m pore l l e  i n i ti a l .   

Le  p roces s u s  com p l e t es t re p rés e n té  à  l a  F i g u re  53 .  
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Originator Target

SafetyOpen:(Initial_TS,  Initial_Rollover_Value)

SafetyOpen Response:()

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

TimeCoordination:(Consumer_Time_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

Shall  be < 8,3

Consumer ProducerInitial_TS = Consumer_Clk_Count
Initial_Rollover_Value = Consumer_Clk_Count+Initial_RC_Offset

Initial_RC_Offset =  Initial_RC_Offset +  1
 Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count =  Initial_Rollover_Value

Data_Time_Stamp = 0,  Run_Idle =  Id le,
RC_Used_In_CRC = 0x0000

Calculate Consumer_Time_Correction_Value

Data_Time_Stamp = Producer_Clk_Count +
        Consumer_Time_Correction_Value
 IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rol lover)
THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
 ENDIF
 RC_Used_In_CRC = TS_Rollover_Count
 Last_Time_Stamp_For_Rollover =  Data_Time_Stamp

Consumer_Time_Value = Consumer_Clk_Count

Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count =  Initial_Rol lover_Value

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
           }
 ENDIF

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
           }
 ENDIF
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ta rg e t  ci b l e  

s h a l l  b e  d o i t  ê tre  

ca l cu l a te  …  ca l cu l e r 

Figure  53  – Consommateur d ’orig ine  et  producteur cible  point à  point 

L e  tem p s  q u i  s ’ éco u l e  e n tre  l a  g é n éra ti o n  d u  se rvi ce  S a fe tyO p e n  e t l e  tra i te m e n t pa r l e s  con s om m a te u rs  d u  p re m i e r p aq u e t pro d u i t  a p rè s  l a  
ré cep ti o n  pa r l e s  p rod u cte u rs  d u  m e ss a g e  Ti m e_C o ord i n a ti on  d oi t  ê tre  i n féri e u r à  8 , 3  s e con d es .  

7.6.5.3  Producteur d ’orig ine  et consommateur cible  point à  point 

L ors q u e  l e  p rod u cteu r e s t à  l ’ ori g i n e  d es  con n e xi o n s  p oi n t à  p oi n t d e  F orm a t é te n d u ,  l e  co n so m m a te u r ci bl e  d oi t  fou rn i r l es  va l e u rs  d ’ i n i ti a l i s a ti on  
d an s  l a  ré pon s e  S a fe tyOp e n .  L e  p rod u cte u r d ’ ori g i n e  u ti l i se  ce s  va l e u rs  p ou r i n i ti a l i s er l es  p a ra m è tres  d e  p rod u cti on .  

L e  proce ss u s  co m p l e t e st re p ré s en té  à  l a  F i g u re  5 4 .  
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Orginator Target

SafetyOpen:()

SafetyOpen Response:(Initial_TS,  Initial_Rollover_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

TimeCoordination:(Consumer_Time_Value)

Production:(Data_Time_Stamp,  RC_Used_In_CRC)

Shall  be <  8,3

ConsumerProducer

Calculate Consumer_Time_Correction_Value

Initial_TS = Consumer_Clk_Count
Initial_Rollover_Value =  Consumer_Clk_Count+Initial_RC_Offset
Initial_RC_Offset =  Initial_RC_Offset +  1
Last_Time_Stamp_For_Rollover =  Initial_TS
TS_Rollover_Count =  Initial_Rollover_Value

Last_Time_Stamp_For_Rol lover =  Initial_TS
TS_Rollover_Count =  Initial_Rollover_Value

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover = Data_Time_Stamp
           }
 ENDIF

Consumer_Time_Value =  Consumer_Clk_Count

Data_Time_Stamp = 0,  Run_Idle =  Id le,
 RC_Used_In_CRC  =  0x0000

Data_Time_Stamp = Producer_Clk_Count +
        Consumer_Time_Correction_Value
IF unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
THEN  { TS_Rollover_Count =  TS_Rollover_Count  +  1 }
ENDIF
 RC_Used_In_CRC = TS_Rollover_Count,  Data_Time_Stamp
Last_Time_Stamp_For_Rollover =  Data_Time_Stamp

IF (Run_Idle == Idle) AND (Init_Complete_Out == 0) AND 
(Data_Time_Stamp == 0)
THEN { RC_Used_In_CRC = 0x0000}
ELSE  { IF unsigned(Data_Time_Stamp < Last_Time_Stamp_For_Rollover)
             THEN { TS_Rollover_Count =TS_Rollover_Count  +  1 }
             ENDIF
             RC_Used_In_CRC = TS_Rollover_Count
             Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
           }
 ENDIF
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Figure  54 – Producteur d ’orig ine  et consommateur cible  point à  point 
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Le  te m p s  q u i  s ’ é co u l e  e n tre  l a  g én é ra ti on  d e  l a  ré p on s e  S a fe tyO p e n  et  l e  tra i tem e n t p ar l e s  con s o m m a te u rs  d u  pre m i er pa q u e t prod u i t  a p rè s  l a  
ré cep ti o n  pa r l e s  p rod u cte u rs  d u  m e s s a g e  Ti m e_C o ord i n a ti on  d oi t  ê tre  i n féri e u r à  8 , 3  s e con d es .  

7.6.5.4 Consommateur d ’orig ine  et  producteur cible  mu l tipoints  

Lorsq u e  l e  con s o m m a te u r e s t à  l ’ ori g i n e  d e s  con n e xi on s  m u l ti po i n ts  d e  F orm a t é te n d u ,  l e  p rod u cteu r ci b l e  d oi t  fou rn i r l es  va l e u rs  d ’ i n i ti al i s a ti o n  
d an s  l a  rép on s e  S a fe tyO p en .  Le  co n s o m m a te u r ci b l e  u ti l i s e  ce s  va l e u rs  p ou r i n i ti al i s e r l es  p a ra m è tres  d e  prod u cti on .  Les  va l e u rs  q u e  l e  p ro d u cte u r 
ci b l e  tra n sm e t d a n s  l a  rép on s e  S a fe tyO pe n  d i ffè re n t s e l on  q u e  l e  pre m i er con s o m m a te u r s o l l i ci te  ou  n on  u n e  co n n e xi o n .   

Le  m arq u a g e  a cti f d u  C RC  p a r l e  com p ta g e  d e  re m p l a ce m e n t d a n s  l e s  m e s s ag es  m u l ti po i n ts  d e  F orm a t E ten d u  d oi t  co m m e n cer i m m é d i a te m e n t à  l a  
p re m i è re  prod u cti on .    

Le  proce s su s  co m p l e t e st re p ré s en té  à  l a  F i g u re  5 5 .  
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Originator Target

SafetyOpen: ()

SafetyOpen Response: (I nitial_TS,  I nitial_Rollover_Value)

Production: (Data_Time_Stamp,  RC_U sed_I n_CRC)

Shall  be < 8, 3

Consumer Producer I F 1 st  Consumer
TH EN  { I nitial_TS = Producer_Clk_Count
             I n itial_Rollover_Value =  Producer_Clk_Count 
                                                    +  I nitial_RC_Offset
             I n itial_RC_Offset =  I nitial_RC_Offset + 1
             Last_Time_Stamp_For_Rollover = I nitial_TS
             TS_Rollover_Count  =  I nitial_Rollover_Value}
ELSE { I nitial_TS = Last_Time_Stamp_For_Rollover 
             I n itial_Rollover_Value =  TS_Rollover_Count }
EN DI F

TS = Producer_Clk_Count 
 I F unsigned(Data_Time_Stamp < 
Last_Time_Stamp_For_Rollover)
THEN  { TS_Rollover_Count =TS_Rollover_Count  +  1 }
 EN DI F
 RC_Used_I n_CRC = TS_Rollover_Count
 Last_Time_Stamp_For_Rollover = Data_Time_Stamp

Last_Time_Stamp_For_Rollover = I nitial_TS
TS_Rollover_Count =  I nitial_Rollover_Value

I F unsigned(Data_Time_Stamp 
                               <  Last_Time_Stamp_For_Rollover)
THEN  { TS_Rollover_Count =  TS_Rollover_Count  +  1 }
EN DI F
RC_U sed_I n_CRC = TS_Rollover_Coun
Last_Time_Stamp_For_Rollover =  Data_Time_Stamp
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Figure  55  – Consommateur d ’orig ine  et  producteur cible  mu l tipoints  

L e  tem p s  q u i  s ’ é cou l e  e n tre  l a  g é n érati o n  d e  l a  ré pon s e  S a fety Op e n  e t  l e  tra i tem e n t p ar l e s  con s om m a teu rs  d u  pre m i er p a q u e t d oi t ê tre  i n fé ri eu r à  
8 , 3  s eco n d e s .  
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7.6.6  Défin i tion  de  la  fonction  SafetyVal idatorCl ient 

7.6.6.1  Général i tés  

Le  S a fe tyVal i d a to rC l i e n t con s ti tu e  l a  re p rés e n ta ti on  d e  l a  co u ch e  d e  s écu ri té  q u i  a u g m en te  
u n e  con n e xi o n  n orm a l i s é e  s u r l e  C P  2 /3  ou  C P  2 /2  a fi n  d e  tra n sm e ttre  l e s  d on n é e s  d e  
sé cu ri té  S I L  3 .  I l  coord o n n e  l a  p rod u cti on  d e s  d on n é e s  d ’ a p pl i ca ti on  a vec u n e  i n s ta n ce  
h om ol og u e  d u  S a fe tyVa l i d a torC l i e n t.  

7.6.6.2  Production  de  sécuri té  

Le  pré s e n t p a ra g rap h e  7 . 6 . 6  d écri t  l a  p ro d u cti on  d e s  d on n é e s  e t l e s  i n te rfa ces  e n tre  
l ’ a p p l i ca ti o n ,  l e  S a fe tyVa l i d a torC l i e n t e t l a  cou ch e  d e  l i a i s o n  s ou s -j a cen te .  L e  com p o rte m en t 
d ' e xé cu ti on  d e  S a fe tyVa l i d a torC l i e n t e t s e s  i n te rface s  con s ti tu e n t l ’ ob j e t d u  prés e n t 
p a ra g ra p h e .  L’ a pp l i ca ti on  p rop re m en t d i te  d oi t  pré s e n te r u n e  i n té g ri té  é l e vé e ,  ce  q u i  p eu t ê tre  
accom p l i  d e  n o m b re u se s  m a n i è re s  e t con s ti tu e  u n e  d é ci s i on  d e  co n cep ti o n  fi n al e  d u  
fou rn i s s e u r.     

La  F i g u re  5 6  re p ré se n te  g ra p h i q u e m en t l e  fl u x d e  d on n ée s  en tre  l e  S a fe tyVa l i d a to rC l i e n t e t 
u n e  a p p l i ca ti on  re l a ti ve  à  l a  s écu ri té  d e  prod u cti o n .  S a fety_D a ta _Ou t e s t prod u i t à  u n e  
fré q u e n ce  p é ri od i q u e ,  d é s i g n ée  com m e  l ’ I n terva l l e  d e  p a q u e ts  a tten d u  ( E P I ) .  Le  
S a fe tyVa l i d atorC l i e n t d o i t  é ch an ti l l on n e r,  s a i s i r e t d a te r l e s  d o n n é es  à  tra n s m e ttre  à  ch a q u e  
p é ri od e  E P I .  

Safety M essage

Run-Time
Safety

Validator
Client

Safety_Connection  type
EPI

Data Size

Safety 
Producing

Application

Safety_Data_Out

S_Connection_Fault

Link
Producer

Timeout_Multiplier
Ping_Interval_EPI_Multiplier
Max_Consumer_Number

Time_Coord_Msg_Min_Multipier

Link
Consumer

Safety Ack

Consumer_Active_Idle

Producer_ID

Consumer_Open(C#)
Validator

Connection
Establishment

Engine

S_Connection_Fault

 
IEC 

Anglai s  Français  

s a fe ty p ro d u ci n g  a p p l i ca ti o n  a p p l i ca ti o n  d e  p ro d u cti o n  d e  s é cu ri té  

s a fe ty m e s s a g e  m e s s a g e  d e  s é cu ri té  

l i n k p ro d u ce r p ro d u cte u r d e  l i a i s o n  

l i n k co n s u m e r co n s o m m a te u r d e  l i a i s o n  

s a fe ty Ack Acq .  d e  s é cu ri té  

ru n -ti m e  s a fe ty va l i d a to r cl i e n t S a fe ty va l i d a to r cl i e n t  d ' e xé cu ti o n  

va l i d a to r co n n e cti o n  e s ta b l i s m e n t e n g i n e  u n i té  d ' é ta b l i s s e m e n t d e  co n n e xi o n  d ' o b j e t  d e  va l i d a ti o n  

Figure  56  – Flux de  données  de  production  de  sécuri té  

7 .6.6.3  In terface  d ’appl ication  de  production  

L ’ a pp l i ca ti on  d e  prod u cti on  fo u rn i t  l e  S a fe ty_D a ta_O u t au  S a fe tyVa l i d a torC l i e n t.  Le  
S a fe tyVal i d a torC l i e n t d o i t  é l a b ore r l es  M od e _O cte t,  Actu al _D a ta  e t C o m pl e m e n t_D a ta,  a i n s i  
q u e  l a  s ecti on  d e  d a ta ti on .  
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Le  S a fe tyVa l i d a torC l i e n t d oi t  re n voye r l ’ é ta t d e  con n e xi on  d e  s écu ri té  à  l ’ a p p l i ca ti o n  d e  
p rod u cti on  p ou r ch a q u e  co n s o m m a te u r.  

7.6.6.4 Logique  de  production  des  données  de  sécuri té  

Le s  p ara g ra p h e s  7 . 6 . 6 . 4  à  7 . 6 . 6 . 8  d écri ve n t l a  l o g i q u e  q u e  tou s  l es  p rod u cte u rs  d e  d on n é e s  
d e  sé cu ri té  d oi ven t s u i vre .  La  m i s e  e n  œu vre  rée l l e  d e  l a  l o g i q u e  p e u t vari e r,  m a i s  d e s  
ré su l ta ts  é q u i va l e n ts  d oi ve n t ê tre  ob te n u s .  La  l og i q u e  d é fi n i e  d a n s  l e  p ré s e n t d ocu m e n t 
su p pos e  u n e  a p pl i ca ti on  d e  p rod u cti on  a s yn ch ron e  q u i  m e t l es  d on n é es  d e  s é cu ri té  à  
d i s p os i ti o n  d u  S a fe tyVa l i d a torC l i e n t.    

Le s  d é fi n i ti on s  re l a ti ves  a u x vari a b l e s  u ti l i s é es  d a n s  l a  l og i q u e  d e  p rod u cti on  d e  d on n ée s  d e  
sé cu ri té  s on t d on n ée s  e n  7 . 7 .  

7.6.6.5  Exemple  de  log ique  d ’amorçage (démarrage)  à  froid  pour la  production  des  
données  de  sécuri té  

La  l og i q u e  d e  pro d u cti on  d éd i é e  à  l ’ i n i ti a ti o n  d ’ u n  a m orça g e  à  froi d  d ’ u n e  co n n e xi o n  es t l a  
su i va n te :  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Cold start  after  connection  establishment  processing  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould be  executed at  the  transition  of  the  
/ /   producing connection  from closed to  open.  
/ /  For  Point-to-point  connections  this  logic  may 
/ /   be  performed any time  the  connection  is  Opened or  Re-Opened.  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
Ping_Interval_EPI_Count  =  0 ,  
RR_Con_Num_Index_Pntr  =  Max_Consumer_Number,  
 
/ /  I nitialize  the  ping count  in  the  s afety message  to  0  
Mode_Octet. Ping_Count  =  0 ,  
 
/ /  Time_Drift_Per_Ping_Interval,  the  minimum value  is  1  
Time_Drift_Per_Ping_Interval  =  
Roundup( EPI  ×  Ping_Interval_EPI_Multiplier  /  3 2 0 0 0 0 ,  
 
FOR ( Consumer_Num =  1  to  Max_Consumer_Number) ,  
{  
 / /  Producer  Dynamic  Variables  
 Consumer_Active_Idle[ Consumer_Num-1 ]  =  I dle,  
 S_Connection_Fault[ Consumer_Num-1 ]  =  OK,  
 Producer_Rcved_Time_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
 Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
 Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1 ]  =  
0 x0 0 0 0 ,  
 Consumer_Time_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0  
  
 / /  Producer  Derived Variables  
  
 / /  Time_Drift_Constant,  the  minimum value  is  1 .  
( Time_Drift_Constant  is  not  
 / /  s aved but  is  used in  the  calculation  of  the  
 / /  Connection_Correction_Constant  below. )  
 Time_Drift_Constant  =  
   Roundup( ( Timeout_Multiplier[ Consumer_Num-1 ]  +1 ) × EPI  ×  
    Ping_Interval_EPI_Multiplier  /  3 2 0 0 0 0 ) ,  
  
 / /  Connection_Correction_Constant  
 Connection_Correction_Constant[ Consumer_Num-1 ]  =  
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Time_Drift_Constant  +  1  –  Time_Coord_Msg_Min_Multiplier  [ Consumer_Num-
1 ] ,  
 
 / /  Time_Coord_Response_EPI_Limit   
 Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ] =  Roundup( ( 50 0 0 0 0 0  +  
   ( Time_Coord_Msg_Min_Multiplier[ Consumer_Num-1 ] × 1 2 8 )  +  
   ( EPI  ×  (  Consumer_Num –  1 ) ) )  /  EPI ) ,  
   
 / /  Time_Coord_Response_EPI_Limit  has  a  maximum value  of  1 0 0 0  
 I F  ( Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  >  1 0 0 0 ) ,  
 THEN 
 {  
  Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  =  1 0 0 0 ,  
 }  
 ENDIF 
}  
ENDFOR 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end,  Cold s tart  after  connection  establishment  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.6.6.6  Exemple  de  log ique  de  réamorçage d ’un  consommateur mu l tipoints  pour la  
production  de  données  de  sécuri té  

C e tte  l og i q u e  pe rm e t l ’ arrê t e t l e  réa m orça g e  d e  ch a q u e  co n s o m m a te u r m u l ti p oi n ts ,  ta n d i s  
q u e  l a  p rod u cti on  m u l ti poi n ts  d e s ti n é e  à  d ’ a u tre s  co n s om m a teu rs  s e  p ou rsu i t.     

L e  p rés e n t p a rag ra p h e  7 . 6 . 6 . 6  d é fi n i t l a  l og i q u e  n é ce ss a i re  po u r ré a m orce r u n  con s om m a te u r 
i n d i vi d u e l ,  m a i s  i l  n e  re p ré s en te  p a s  u n e  m i s e  e n  œu vre  e ffi ca ce  d e  l a  m é th od e  d e  d é te cti on  
d u  ré am o rçag e  d e  l a  con n e xi on  i n d i vi d u e l l e .  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Re-initialization  of  Multipoints  production  to  individual  consumers  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould be  executed after  a  multipoints  consumer  performs  
/ /   a  s uccessful  open  to  a  multipoints  producer  while  the  production  
/ /   i s  in  process  to  re-initialize  production  to  that  consumer  number 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
FOR ( Consumer_Num =  1  to  Max_Consumer_Number) ,  
{  
I F  ( Consumer_Open( Consumer_Num-1 ) transitions  from Closed to  Open)  
  THEN 
  {  
 / /  Producer  Dynamic  Variables  
  Consumer_Active_Idle[ Consumer_Num-1 ]  =  I dle,  
  S_Connection_Fault[ Consumer_Num-1 ]  =  OK,  
  Producer_Rcved_Time_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
  Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  0 x0 0 0 0 ,  
  Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1=  0 x0 0 0 0 ,  
  
  / /  Producer  Derived Variables  
  / /  Time_Drift_Constant,  the  minimum value  i s  1  
  / / ( Time_Drift_Constant  is  not  
  / /  s aved but  is  used in  the  calculation  of  the  
  / /  Connection_Correction_Constant  below. )  
  Time_Drift_Constant  =  
 Roundup( ( Timeout_Multiplier[ Consumer_Num-1 ]  +1 )  ×  EPI  ×  
    Ping_Interval_EPI_Multiplier  /  3 2 0 0 0 0 ) ,  
 / /  Connection_Correction_Constant  
  Connection_Correction_Constant[ Consumer_Num-1 ]  =  
 Time_Drift_Constant  +  1  –  Time_Coord_Msg_Min_Multiplier  
[ Consumer_Num-1 ] ,  
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  / /  Time_Coord_Response_EPI_Limit   
  Time_Coord_Response_EPI_Limit[ Consumer_Num-1=  Roundup( ( 50 0 0 0 0 0  +  
   ( Time_Coord_Msg_Min_Multiplier[ Consumer_Num-1 ] × 1 2 8 )  +  
   ( EPI  ×  (  Consumer_Num –  2 ) ) )  /  EPI ) ,  
   
  / /  Time_Coord_Response_EPI_Limit  has  a  maximum value  of  1 0 0 0  
  I F  ( Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  >  1 0 0 0 ) ,  
  THEN 
   {  
   Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ]  =  1 0 0 0 ,  
   }  
  ENDIF  
 }  
ENDIF 
}  

7.6.6.7  Exemple  de  production  de  données  combinée 

La  log ique  exigée  commune  du  SafetyVal idatorCl ien t pour tou tes  les  connexions  de  sécuri té  
est présentée  ci -dessous.  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  s tart  of  EPI  Safety Data  production  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  logic  assumes  that  the  application  has  passed the  Safety 
/ /   Data  and Application_Run_Idle  to  the  Safety Validator.  
/ /  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Capture  the  time  to  be  used for  the  time  stamp 
Producer_Safe_Data_TS  =  Producer_Clk_Count,  
 
/ /  Check if  it  is  time  to  increment  the  Ping Count  
Ping_Interval_EPI_Count  =  Ping_Interval_EPI_Count  +  1 ,  
 
I F  ( Ping_Interval_EPI_Count  >=  Ping_Interval_EPI_Multiplier) ,  
THEN 
{  
I ncrement  Mode_Octet. Ping_Count,  
Ping_Interval_EPI_Count  =  0 ,  
}  
ENDIF 
 
/ /  Set  the  remainder  of  the  Mode_Octet  bits  
Mode_Octet. Run_Idle  =  Application_Run_Idle,  
Mode_Octet. TBD_Bit   =  0 ,  
Mode_Octet. TBD_2_Bit   =  0 ,  
 
/ /  Execute  the  safety producer,  connection  type  specific  functions  
I F  ( Connection_Type  ==  multipoints ) ,  
THEN 
{   
multi_cast_producer_function( ) ,  
}  
ELSE  
{   
s ingle_cast_producer_function( ) ,  
}  
ENDIF 
 
 
/ /  s et  Mode_Octet  redundant  bits  ( 2 : 4 )  to  the  correct  values  
Mode_Octet  =  ( Mode_Octet  AND  0 xe3 ) OR( ( Mode_Octet>>3 )  AND  0 x1c  XOR 
0 x1 4 ) ,  
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Calculate  Data  Section  CRC,  
Calculate  Time_Stamp  Section  CRC,  
Trigger  the  s ending of  the  Data  Message,  
 
/ /  I f  on  FSCP  2  on  CP  2 / 3  and Multipoints ,  s end the  Time  Correction  
/ /   Message  if  it  is  time.  
I F  ( ( Connection_Type  ==  CP  2 / 3 )  AND 
( Send_Time_Correction_Message  ==  1 ) ) ,  
THEN 
{  
Trigger  the  s ending of  the  Time  Correction  Message,  
Send_Time_Correction_Message  =  0 ,  
}  
ENDIF 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  s afety data  production  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  point-to-point  production  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
s ingle_cast_producer_function( )  
/ /  Check if  a  Time  Coordination  message  has  been  received in  
/ /   the  allotted time.  
I F  ( Ping_Interval_EPI_Count  ==  8 ) ,  
THEN 
{  
I ncrement  Ping_Int_Since_Last_Time_Coord_Msg_Count[ 0 ] ,  
I F  ( Ping_Int_Since_Last_Time_Coord_Msg_Count[ 0 ]  
>=  ( Timeout_Multiplier[ 0 ]  +  2 ) ) ,  
 THEN 
{  
 S_Connection_Fault[ 0 ] =Faulted,  
}  
ENDIF 
}  
ENDIF 
 
/ / Hold Data_Time_Stamp  =  0  until  time  coordination  msg received 
I F( Consumer_Active_Idle[ 0 ]  ==  I dle) ,  
THEN 
{  
Mode_Octet. Run_Idle  =  I dle,  
Time_Stamp_Section. Data_Time_Stamp  =  0 x0 0 0 0 ,  
}  
ELSE  
{  
Time_Stamp_Section. Data_Time_Stamp  =  Producer_Safe_Data_TS  +  
Consumer_Time_Correction_Value[ 0 ] ,  
}  
ENDIF 
 
END  s ingle_cast_ producer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  point-to-point  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  multipoints  production  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
multi_cast_producer_function( )  
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/ /  Check if  its  time  to  s tart  s ending  Time  Correction  messages  
/ /  Time  Correction  messages  are  s ent  s tarting at  the  8 th  EPI  
production  
/ /   within  the  Ping interval  
I F  ( Ping_Interval_EPI_Count  ==  8 ) ,  
THEN 
{  
RR_Con_Num_Index_Pntr  =  0 ,  
}  
ENDIF 
 
/ /  Check if  a  Time  Coordination  message  has  been  received in  
/ /   the  allotted time.  
I F  ( RR_Con_Num_Index_Pntr  <  Max_Consumer_Number) ,  
THEN 
{  
I ncrement   
Ping_Int_Since_Last_Time_Coord_Msg_Count[ RR_Con_Num_Index_Pntr] ,  
I F  ( Ping_Int_Since_Last_Time_Coord_Msg_Count[ RR_Con_Num_Index_Pntr]  
>=  ( Timeout_Multiplier[ RR_Con_Num_Index_Pntr]  +  2 ) ) ,  
THEN 
{  
 S et  S_Connection_Fault[ RR_Con_Num_Index_Pntr] =Faulted,  
}  
ENDIF 
ENDIF 
 
/ /  Check if  its  time  to  s end an  active  non-error  Time  Correction  
/ /   message  
I F  ( ( RR_Con_Num_Index_Pntr  <  Max_Consumer_Number)  AND 
   ( Consumer_Active_Idle[ RR_Con_Num_Index_Pntr]  ==  Active) ) ,  AND  
   ( Consumer_Open[ RR_Con_Num_Index_Pntr]  ==  Open)  AND 
   ( S_Connection_Fault[ RR_Con_Num_Index_Pntr]  ==  OK)  
THEN 
{  
S end_Time_Correction_Message  =  1 ,  
Mcast_Octet. Consumer_#  =  RR_Con_Num_Index_Pntr  +  1 ,  
Mcast_Octet. Multi_Cast_Active_Idle  =  
Consumer_Active_Idle[ RR_Con_Num_Index_Pntr] ,  
Time_Correction_Section. Time_Correction_Value  =  
Consumer_Time_Correction_Value[ RR_Con_Num_Index_Pntr] ,  
 S et  Mcast_Octet. Parity_Even  to  the  correct  value,  
MCast_Octet_2  =  ( ( MCast_Octet  XOR 0 xFF)  AND 0 x55 )  OR 
( MCast_Octet  AND 0 xAA)  
Calculate  CRC  of  time  correction  message,  
}  
ELSE  
{  
/ / load null  TI ME_CORRECTION Section,  
Mcast_Octet. Consumer_#  =  0 ,  
Mcast_Octet. Multi_Cast_Active_Idle  =  I dle,  
Time_Correction_Section. Time_Correction_Value  =  0 ,  
 S et  Mcast_Octet. Parity_Even  to  the  correct  value,  
MCast_Octet_2  =  ( ( MCast_Octet  XOR 0 xFF)  AND 0 x55 )  OR 
 ( MCast_Octet  AND  0 xAA)  
Calculate  CRC  of  time  correction  s ection,  
}  
ENDIF 
 
/ /  I f  Time  Correction  messages  are  being s ent,  increment  to  the  
/ /   next  consumer  
I F  ( RR_Con_Num_Index_Pntr  <  Max_Consumer_Number) ,  
THEN 
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{  
RR_Con_Num_Index_Pntr  =  RR_Con_Num_Index_Pntr  +  1 ,  
}  
ENDIF 
 
/ /  Set  the  time  s tamp  value  
Time_Stamp_Section. Data_Time_Stamp  =  Producer_Safe_Data_TS,  
END  multi_cast_producer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  multipoints  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.6.6.8  Exemple  de  log ique  de  réception  des  messages  de  coord ination  temporel le  

Le  SafetyVal idatorCl ien t doi t  accompl i r l es  étapes  su ivan tes  pour chaque  message  de  
coord ination  temporel l e  reçu .  Pour l es  connexions  de  sécuri té  poin t à  poin t et mu l tipoin ts ,  l e  
message  de  coord ination  temporel le  reçoi t  une  Consumer_Time_Value.    

Les  producteurs  doivent permettre  la  réception  des  réponses  de  coord ination  temporel l e  au  
cours  du  Ping_In terval  ou  du  Ping_In terval  +1 .  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ / Time  Coordination  message  reception  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Consumer_Num equals  1  for  point  to  point  
/ /  Consumer_Num equals  the  consumer  the  message  
/ /   was  received from for  multipoints  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould only be  executed I f  Ack_Byte. Ping_Response  
/ /   of  the  message  is  equal  to  1  AND Consumer_Open[ Consumer_Num-1 ]  
/ /   i s  equal  to  Open.  I f  Ack_Byte. Ping_Response  is  equal  to  0  OR 
/ /   Consumer_Open[ Consumer_Num-1 ] is  equal  to  Closed,  this  
/ /   message  should be  ignored.  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  rej ect  Time  Coordination  packets  if  CONSUMER_TIMESTAMP  has  
/ /  previously been  captured AND this  is  not  the  first  time  
/ /  coordination  message  from this  consumer 
I F  (   ( Consumer_Time_Value[ Consumer_Num-1 ]  ==  
Time_Coordination_Section. Consumer_Time_Value)   AND 
        ( Consumer_Active_Idle[ Consumer_Num-1 ]  ==  Active)  )  
THEN 
{  
        / /  the  only time  this  would be  the  case  is  if  that  Time  
Coordination  was  already received 
        Abort  the  processing of  this  packet.  Do  Not  close  the  
connection.  
}  
ENDIF 
 
 
/ /  Capture  the  received time  
Producer_Rcved_Time_Value[ Consumer_Num-1 ]  =  Producer_Clk_Count,  
 
/ /  Perform the  integrity checks  
Check the  CRC  of  the  Time  Coordination  Section,  based on  format  used,  
Ack_Byte_Error  =  false,  
I F  ( ( Ack_Byte  parity incorrect)  
THEN 
{  
Ack_Byte_Error  =  true,  
}  
ENDIF 
I F  ( BaseFormat)  

Copyright International  Electrotechnical  Commission  



 –  444  – I EC  61 784-3-2: 201 6    I EC  201 6  

THEN 
{  
/ / ckeck Ack_Byte_2  if  BaseFormat  
I F  ( ( Ack_Byte  parity incorrect)  OR ( Ack_Byte_2  ! =  
   ( ( ( Ack_Byte  XOR 0 xFF)  AND  0 x55 )  OR ( Ack_Byte  AND  0 xAA) ) ) )  
THEN 
{  
Ack_Byte_Error  =  true,  
}  
ELSE  
{  
Ack_Byte_Error  =  false,  
}  
ENDIF 
ENDIF 
I F  ( ( CRC_Error  based on  format  used)  OR ( Ack_Byte_Error  =  true)  OR 
/ /  Ensure  that  the  Time  Coordination  message  returned 
/ /   with  the  s ame  ping interval  or  the  next  ping interval.  
/ /   The  next  ping interval  i s  allowed for  the  case  that  a  
/ /   multipoints  consumer  connects  to  an  existing  producer.  
/ /   I f  the  new consumer  receives  its  first  message  near  the  end 
/ /   of  the  ping interval,  the  time  coordination  may arrive  back 
/ /   at  the  producer  during the  next  ping interval.  
     ( ( Ack_Byte. Ping_Count_Reply ! =  Ping_Count)  AND 
      ( Ack_Byte. Ping_Count_Reply ! =  Ping_Count-1 ) )  OR 
/ /  Ensure  that  the  Time  Coordination  message  returned 
/ /   within  the  approximatley 5  s econd limit  
( ( Consumer_Active_Idle[ Consumer_Num-1 ]  ==  Active)  AND 
 ( Ping_Interval_EPI_Count  >  
  Time_Coord_Response_EPI_Limit[ Consumer_Num-1 ] ) ) ,  
THEN 
{  
I F  ( ExtendedFormat) ,  
THEN 
{  
/ / decide  whether  to  close  the  connection  or  not  
I ncrement  Producer_Fault_Counter[ Consumer_Num-1 ]  
I F  ( Producer_Fault_Counter[ Consumer_Num-1 ]  >=  Max_Fault_Number)  
THEN 
{  
S_Connection_Fault[ Consumer_Num-1 ]  =  Faulted,  
Abort  the  processing of  this  packet.  Close  the  connection.  
}  
ELSE  
{  
Abort  the  processing of  this  packet.  Do  Not  close  the  connection.  
}  
ENDIF 
}  
ELSE  
{  
S_Connection_Fault[ Consumer_Num-1 ]  =  Faulted,  
Abort  the  processing  of  this  packet.  Close  the  connection.  
}  
ENDIF 
}  
ENDIF 
 
/ /  at  this  point  we  know we  have  a  good,  non-redundant  time  
coordination  packet  
 
/ /  Capture  the  received CONSUMER time  
Consumer_Time_Value[ Consumer_Num-1 ]  =  
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  Time_Coordination_Section. Consumer_Time_Value;  
 
/ /  Determine  the  worst  case  Consumer_Time_Correction_Value  based on  
the  
/ /   received Time_Coordination  s ection 
Worst_Case_Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =    
 Time_Coordination_Section. Consumer_Time_Value  
 -  Producer_Rcved_Time_Value[ Consumer_Num-1 ]  
-  Connection_Correction_Constant[ Consumer_Num-1 ] ,  
 
/ /  Determine  the  worst  case  time  drift  s ince  the  last  
/ /   Time  Coordination  information  was  received.  This  is  equal  to  the  
/ /   number  of  Ping I ntervals  s ince  the  last  Time  Coordination  message  
/ /   times  the  Time  Drift  per  Ping  I nterval  plus  1  for  the  asyncronous  
/ /   clocks .  This  value  will  not  be  used until  the  s econd 
/ /   Time_Coordination  message  is  recived.  
 
Time_Drift_Since_Last_Time_Coord =  
( { Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1 ] +  1 }  
  *  Time_Drift_Per_Ping_Interval )  +  1 ,  
 
/ /  I f  this  Time_Coordination  Transport  delay is  greater  then  the  
/ /   l ast  Time_Coordination  Transport  delay by more  than  the  
appropriate  
/ /   number  of  Time_Drift_Per_Ping_Intervals ,  then,  use  the  previous  
/ /   Correction  value  minus  the  appropriate  number  of  
/ /   Time_Drift_Per_Ping_Intervals .  This  action  is  not  taken  until  the  
/ /   s econd Time_Coordination  message  is  received.  
/ /  The  math  for  this  check s hould be  1 6  bit  or  greater 
I F  ( ( Consumer_Active_Idle[ Consumer_Num-1 ]  ==  Active)  AND 
( ( Consumer_Time_Correction_Value[ Consumer_Num-1 ] -  
  Worst_Case_Consumer_Time_Correction_Value[ Consumer_Num-1 ]  –  
 Time_Drift_Since_Last_Time_Coord)  AND  0 x8 0 0 0  ==  0 ) ) ,  
THEN 
{  
Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  
Consumer_Time_Correction_Value[ Consumer_Num-1 ]  -  
Time_Drift_Since_Last_Time_Coord,  
}  
ELSE  
{  
Consumer_Time_Correction_Value[ Consumer_Num-1 ]  =  
Worst_Case_Consumer_Time_Correction_Value[ Consumer_Num-1 ] ,  
}  
ENDIF 
 
/ /  Set  the  flag  indicating a  Time_Coordination  message  has  been  
received 
I F  ( S_Connection_Fault[ Consumer_Num-1 ]  =  OK)  
THEN 
{  
Consumer_Active_Idle[ Consumer_Num-1 ]  =  Active,  
}  
ENDIF 
 
/ /  Reset  the  Time_Coordination  message  timer  
Ping_Int_Since_Last_Time_Coord_Msg_Count[ Consumer_Num-1 ]  =  0 ,  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end producer  time  coordination  information  reception  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
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7.6.7  Défin i tion  de  la  fonction  SafetyVal idatorServer  

7 .6.7.1  Général i tés  

La  fon cti on  S a fe tyVa l i d a torS e rver con s ti tu e  l a  cou ch e  d e  s é cu ri té  q u i  a u g m e n te  u n e  
co n n e xi o n  n o rm a l i s ée  s u r l e  C P  2 /3  o u  C P  2 /2  a fi n  d e  tran s m e ttre  l es  d on n ée s  S I L  3 .   E l l e  
co ord on n e  l a  réce p ti on  d e s  d o n n ée s  d e  s écu ri té  a ve c u n e  i n s ta n ce  h om ol og u e  d e  l a  cl a s s e  
d u  S a fetyVa l i d a torC l i e n t e t  fo u rn i t ces  d on n é e s  à  l ’ ap p l i ca ti o n  re l a ti ve  à  l a  s écu ri té  d e  
co n so m m a ti o n .  

7.6.7.2  Consommation  de  sécuri té  

Le  p ré se n t p a ra g rap h e  7 . 6 . 7  d é cri t l a  con s o m m a ti on  d e s  d on n ée s  e t l e s  i n te rfa ces  en tre  
l ’ a p p l i ca ti o n ,  l e  S a fe tyVa l i d a torS erve r e t  l a  cou ch e  d e  l i a i s on  s ou s - j a ce n te .   

I l  e xi s te  d eu x ve rs i on s  d e  con trôl e  d e s  con s o m m a te u rs  d e  d on n é e s  d e  sé cu ri té.  I l  s ’ ag i t  d e s :  

•  S a fe tyVa l i d atorS e rver – D é cl e n ch é  p a r l a  l i a i s on   
C e ci  co n vi en t a u x a p p l i ca ti on s  d e  con s o m m ati on  s yn ch ro n i s é es  s u r l a  réce p ti on  d e s  
d on n é es ,  ou  a u x a pp l i ca ti on s  d e  co n s o m m a ti o n  q u i  p ré se n te n t u n  re tard  con ti n u  pa r 
rap p ort à  l a  ré cep ti o n  d e s  d on n é es .  

•  S a fe tyVa l i d atorS e rver – D é cl e n ch é  p a r l ’ a p p l i ca ti on .   
C e ci  con vi e n t a u x ap p l i ca ti o n s  d e  co n s om m a ti on  à  ca ractère  p é ri od i q u e  et  n on  
s yn ch ro n i s é es  s u r l a  réce p ti on  d es  d o n n é e s .  

D a n s  l es  d e u x ve rs i on s ,  l e  S a fe tyVa l i d a torS e rve r d o i t  e xé cu te r l es  as p ects  s u i va n ts  d u  
co n trô l e  d e s  d on n ée s  d e  s écu ri té :  

•  co ord i n a ti on  te m po re l l e  a vec l e  p rod u cte u r;   

•  vé ri fi ca ti o n  d e  l ’ i n té g ri té  d e  l a  s ecti on  d e  d a ta ti on ;  

•  vé ri fi ca ti o n  d e  l ’ i n té g ri té  d e s  d o n n é es ;  

•  vé ri fi ca ti o n  d u  d é l a i  d u  ré s ea u .  

7.6.7.3  SafetyVal idatorServer – déclenché  par la  l iaison  

La  F i g u re  5 7  rep ré s en te  l e s  fl u x d e  d on n é e s  a p p l i ca b l e s  a u  S a fe tyVa l i d a to rS erve r d an s  l e  
m od e  d é cl e n ch é  p a r l a  l i a i s on .  
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va l i d a ti o n  d e  s é cu ri té  

Figure  57  – Contrôle  des  données  de  sécuri té  de  consommation  

L e S a fe tyVa l i d a to rS erve r d é cl e n ch é  p a r l a  l i a i s on  d o i t  e xé cu te r tou s  l e s  as p ects  d u  p rotocol e  
d e  sé cu ri té  d e  ch a q u e  m e ss a g e  reçu .  

P o u r l es  co n n e xi o n s  m u l ti po i n ts ,  l e  S a fe tyVa l i d a torS erve r d é cl e n ch é  pa r l a  l i a i s o n  d oi t  
e xé cu te r é g al e m e n t to u s  l e s  as p e cts  d u  p rotocol e  d e  s é cu ri té  d e  ch a q u e  s e cti on  
Ti m e_C orre cti on  reçu e .  

L e  S a fe tyVa l i d a torS erve r d oi t  s ’ as s u rer d e  l a  con tre -véri fi ca ti on  d es  d on n é es  d e  s é cu ri té  
p rés e n té es  à  l ’ ap p l i ca ti on  d e  con s om m a ti o n  e t d u  res p ect d u  d é l a i  d u  ré s e a u .  

L e  S a fe tyVal i d a to rS erve r d écl e n ch é  p a r l a  l i a i s on  d oi t  ré g l e r l e  n ou vea u  d rap e au  d e  d on n ée s  
à  ch a q u e  fo i s  q u e  l e s  d on n é es  s on t p rê te s  à  ê tre  u ti l i s é es .  
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7.6.7.4 SafetyVal idatorServer – déclenché  par l 'appl ication  
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Figure  58  – SafetyVal idatorServer – déclenché par l 'appl ication   

L e  S a fe tyVa l i d a torS erve r d écl en ch é  pa r l ' a pp l i ca ti on  n e  tra i te  p a s  e n ti è re m e n t ch a q u e  
m es s a g e .  

L ’ é ta p e  d e  réce p ti on  d e  tra i te m en t d u  S a fe tyVal i d a to rS erve r d é cl e n ch é  p a r l ' a p p l i ca ti o n  d o i t 
vé ri fi e r l e  com p ta g e  d e  d e m a n d es  P i n g  p o u r to u s  l e s  m e ss a g es  d e  d on n é es  en tran ts .  

P o u r l a  co n s om m a ti on  m u l ti p oi n ts  d es  S a fe tyVa l i d a torS e rve rs  d écl e n ch é s  pa r l ' a p p l i ca ti o n ,  l a  
to u te  d e rn i è re  s e cti on  Ti m e_C o rre cti on  reçu e  d oi t  ê tre  tra n sm i se  à  l ’ a p p l i ca ti o n  d e  
co n s o m m a ti on .  

L ’ a p p l i ca ti on  d e  co n s om m a ti on  re l a ti ve  à  l a  s écu ri té  d o i t  s o l l i ci te r d e  n ou ve l l es  d on n ée s  
a u p rè s  d u  S a fe tyVa l i d a to rS erve r a fi n  q u e  ce  d e rn i e r e ffe ctu e  l e  tra i te m e n t d ’ u n  m es sa g e .  

D a n s  l e  cas  d es  a p p l i cati on s  p é ri od i q u es  n o n  s yn ch ro n i s é es  s u r l a  réce p ti o n  d es  d o n n é es ,  
ce ci  ré d u i t  l a  ch arg e  d e  tra i te m e n t,  d an s  l a  m es u re  où  l a  s e cti on  d e  d on n é es  fa i t  u n i q u e m en t 
l ’ ob j e t d ’ u n e  con tre -vé ri fi ca ti on  (d a n s  l a  d e u xi è m e  é ta p e  d e  tra i te m e n t d e  l a  F i g u re  58  p ou r 
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l e s  m es s a g es  d e  d on n é e s  d e  s é cu ri té  u ti l i s é s ) .  C e ci  e s t p a rti cu l i ère m e n t u ti l e  po u r l e  ca s  où  
l e s  E P I  d e  ré s ea u  p ré se n te n t u n e  fré q u en ce  pl u s  ra p i d e  q u e  l a  fréq u e n ce  p éri o d i q u e  d e  
l ’ ap p l i ca ti o n  d e  con s om m a ti on .   

L ' a p p l i ca ti on  d e  con s om m a ti on  d oi t  s ’ a s s u rer q u ’ e l l e  ob ti e n t d e  n o u ve l l e s  d on n ée s  a u  m o i n s  
u n e  foi s  to u te s  l es  2  s .  a fi n  d e  s ’ a s su re r q u e  l a  d a ta ti o n  n ’ es t p as  re m p l a cé e .  

7.6.7.5  Logique  de  réception  des  données  de  sécuri té  

Le  p roces s u s  d e  réce p ti on  d e s  d on n é e s  d e  s écu ri té  co m p re n d :  

•  u n  con trô l e  P i n g _C ou n t;  

•  u n  con trô l e  d e  l a  s ecti on  d e  d a ta ti on ;  

•  u n  con trô l e  d e  l ’ i n té g ri té  d e s  d o n n é es ;  

•  u n  con trô l e  d e  l a  d a ta ti on ;  

•  l a  d é d u cti o n  d e  Ru n _I d l e  e t  d e  l ’ é ta t d ' a n om al i e .  

L es  d é fi n i ti on s  d es  vari a b l e s  u ti l i s é e s  d a n s  l a  l og i q u e  d e  ré ce p ti on  d es  d on n é e s  d e  s écu ri té  
s o n t d o n n é es  e n  7 . 7 . 7 . 6 .  

L e  Ta b l ea u  9 1  d é fi n i t  l es  é tap e s  d e  tra i te m e n t d es  d o n n é e s  d e  s écu ri té  e xécu té e s  p ar l e  
S a fetyVa l i d a torS erve r d é cl e n ch é  p a r l a  l i a i s on .  

Tableau  91  – Réception  des  données  – Déclenchée par la  l iaison  

 Poin t  à  point  Mu l tipoin ts  

C o n trô l e  d e  P i n g _Re s p o n s e  N o n  N o n  

C o n trô l e  d e  P i n g _C o u n t  O u i   O u i   

C o n trô l e  d u  C RC  d e  s e cti o n  d e  d a ta ti o n  O u i   O u i   

C o n trô l e  d e  Ru n _I d l e  O u i   O u i   

C o n trô l e  d e  TB D _B i t  O u i   O u i   

C o n trô l e  d e s  C RC  d e  d o n n é e s  O u i   O u i   

C o n trô l e  d e s  d o n n é e s  ré e l l e s /co m p l é m e n ta i re s  O u i   O u i   

D é d u cti o n  d e  D a ta _Ti m e _S ta m p  O u i   O u i   

 

Le  Ta b l e a u  9 2  d é fi n i t  l es  é ta pe s  d e  tra i te m en t d es  d on n ée s  d e  s écu ri té  q u i  d oi ve n t ê tre  
e xé cu té e s  pa r l e  S a fe tyVa l i d a torS e rve r d é cl e n ch é  p ar l a  l i a i s on  p ou r l a  ré ce p ti on  d e  ch aq u e  
se cti on  d e  co rre cti on  d e  te m ps .  

Tableau  92  – Réception  Time_Correction  – Déclenchée  par la  l iaison  

Mul tipoin ts  Mu l tipoin ts  

C o n trô l e  M C a s t_O cte t e t  M C a s t_O cte t_ O u i ,  s i  a d a p ta ti o n  d e  co n s u m e r_#  

C o n trô l e  d u  C RC  d e  Ti m e _C o rre cti o n  O u i ,  s i  a d a p ta ti o n  d e  co n s u m e r_# 

O b te n ti o n  d e  Ti m e _C o rre cti o n _Va l u e  O u i ,  s i  a d a p ta ti o n  d e  co n s u m e r_# 

C o n trô l e  d e  M u l ti _C a s t_Acti ve _I d l e  O u i ,  s i  a d a p ta ti o n  d e  co n s u m e r_# 

 

Le  Tab l e a u  9 3  d é fi n i t  l e s  é ta pe s  d e  tra i te m en t d e s  d o n n é e s  d e  s écu ri té  e xé cu té es  à  l a  
ré ce p ti on  d e  ch aq u e  m e s s a g e  p ar l e  S a fe tyVa l i d a torS erver d é cl e n ch é  p a r l ' a p p l i ca ti on .  
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Tableau  93  – Réception  des  données  – Déclenchée par l 'appl ication  

 Poin t  à  poin t  Mu l tipoin ts  

C o n trô l e  d e  P i n g _Re s p o n s e  N o n  N o n  

C o n trô l e  d e  P i n g _C o u n t  O u i   O u i   

C o n trô l e  d u  C RC  d e  s e cti o n  d e  d a ta ti o n  N o n  N o n  

C o n trô l e  d e  Ru n _I d l e  N o n  N o n  

C o n trô l e  d e  TB D _B i t  N o n  N o n  

C o n trô l e  d e s  C RC  d e  d o n n é e s  N o n  N o n  

C o n trô l e  d e s  d o n n é e s  ré e l l e s /co m p l é m e n ta i re s  N o n  N o n  

D é d u cti o n  d e  D a ta _Ti m e _S ta m p  N o n  N o n  

 

Le  Ta b l e a u  9 4  d é fi n i t  l es  é ta pe s  d e  tra i te m en t d es  d on n ée s  d e  s écu ri té  q u i  d oi ve n t ê tre  
e xé cu té e s  à  ré ce p ti on  d e  ch aq u e  s e cti o n  Ti m e _C orre cti on  pa r l es  S a fe tyVa l i d a to rS e rve rs  
d é cl e n ch é s  p ar l ' a pp l i cati on .  

Tableau  94 – Réception  de  Time_Correction  – Déclenchée par l 'appl ication  

 Mu l tipoin ts  

C o n trô l e  d e  M C a s t_O cte t e t  M C a s t_O cte t_2  Tra n s m i s s i o n  d u  m e s s a g e  s i  a d a p ta ti o n  d e  co n s u m e r_# 

C o n trô l e  d u  C RC  d e  Ti m e _C o rre cti o n  N o n  

O b te n ti o n  d e  Ti m e _C o rre cti o n _Va l u e  N o n  

C o n trô l e  d e  M u l ti _C a s t_Acti ve _I d l e  N o n  

 

Le  Ta b l e au  9 5  d é fi n i t  l e s  é ta p es  d e  tra i te m e n t d e s  d o n n é es  d e  s é cu ri té  e xé cu té es  p a r l e  
S a fe tyVal i d a torS e rve r d écl e n ch é  p ar l ' ap p l i ca ti on ,  e n  ca s  d e  s ol l i ci ta ti on  d e s  d on n é e s  d e  
sé cu ri té .  

Tableau  95  – Appl ication  de  consommation  – Contrôle  des  données  de  sécuri té  

 Poin t  à  poin t Mu l tipoin ts  

C o n trô l e  d e  P i n g _Re s p o n s e  N A N A 

C o n trô l e  d e  P i n g _C o u n t  N A N A 

C o n trô l e  d u  C RC  d e  s e cti o n  d e  d a ta ti o n  O u i   O u i   

C o n trô l e  d e  M C a s t_O cte t e t  M C a s t_O cte t_2  N A O u i  ( à  p a rti r d e  l a  d e rn i è re  co rre cti o n )  

C o n trô l e  d u  C RC  d e  Ti m e _C o rre cti o n   N A O u i  ( à  p a rti r d e  l a  d e rn i è re  co rre cti o n )  

O b te n ti o n  d e  Ti m e _C o rre cti o n _Va l u e  N A O u i  ( à  p a rti r d e  l a  d e rn i è re  co rre cti o n )  

C o n trô l e  d e  M u l ti _C a s t_Acti ve _I d l e  N A O u i  ( à  p a rti r d e  l a  d e rn i è re  co rre cti o n )  

C o n trô l e  d e  Ru n _I d l e  O u i   O u i   

C o n trô l e  d e  TB D _B i t  O u i   O u i   

C o n trô l e  d e s  C RC  d e  d o n n é e s  O u i   O u i   

C o n trô l e  d e s  d o n n é e s  ré e l l e s /co m p l é m e n ta i re s  O u i   O u i   

D é d u cti o n  d e   D a ta _Ti m e _S ta m p  O u i   O u i   

 

7.6.7.6  Contrôle  des  comptages  de  demandes  Ping  

Le  S a fe tyVal i d a to rS erve r d oi t  co n trô l e r l e  P i n g _C ou n t à  ch aq u e  m e s sa g e .  L e  con trô l e  d e  
P i n g _C ou n t vé ri fi e  l e  com p ta g e  d es  d e m an d es  Pi n g  p ou r d é te rm i n e r s ’ i l  a  va ri é .  
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S i  u n  S a fe tyVa l i d a torS e rver d é te cte  u n e  vari a ti on  d u  com p ta g e  d es  d e m a n d es  P i n g ,  i l  d o i t  
p rod u i re  u n  m e ss a g e d e  coord i n a ti on  te m p o re l l e  d a n s  ce t i n te rva l l e  P i n g  o u  d a n s  u n  d é l ai  d e  
5  s ,  s e l on  l a  p l u s  p e ti te  d u ré e .  

I l  co n vi e n t d e  n e  pa s  trai te r l e s  erreu rs  d e  co n trô l e  d e  P i n g _C ou n t co m m e  d es  d é fa i l l a n ce s  
d a n g e re u se s .  I l  n ’ es t p as  n éce s s a i re  d e  vé ri fi er l e  C RC  d e  l a  s e cti on  d e  d a ta ti on  pou r 
e ffe ctu er l e  co n trô l e  d e  P i n g _C ou n t.  

7.6.7.7  In terval le  maximal  de  vérification  des  données  et  du  délai  du  réseau  

L’ i n té g ri té  d es  d on n é es  d oi t  fai re  l ’ ob j e t d ’ u n  con trô l e  a u  m oi n s  u n e  fo i s  tou te s  l es  2  s .  

La  d a ta ti on  e t  l e  d é l a i  d u  rés e au  (N TE )  d o i ve n t fa i re  l ’ o b j e t d ’ u n  con trôl e  au  m oi n s  u n e  foi s  
to u tes  l e s  2  s .  

7.6.7.8  Exemple  d ’ in i tial isation  d ’amorçage à  froid  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Cold start  after  connection  establishment  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  This  Logic  s hould be  executed at  the  transition  of  the  
/ /   consuming connection  from closed to  open.  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
S_Con_Flt_C_Out  =  OK,  
I nit_Complete_Out  =  0 ,  
S_Run_Idle_Out  =  I dle,  
 
Last_Ping_Count  =  3 ,  
Time_Coordination_Count_Down  =  0 x0 0 0 0 ,  
 
Corrected_Data_Time_Stamp  =  0 x0 0 0 0 ,  
Last_Data_Time_Stamp  =  0 x0 0 0 0 ,  
Last_Rcved_Multi_Cast_Active_Idle   =  I dle,  
Last_Rcved_Time_Correction_Value   =  0 x0 0 0 0 ,  
Time_Correction_Ping_Interval_Count  =  0 x0 0 0 0 ,  
Time_Correction_Received_Flag =  0 ,  
Data_Age  =  0 x0 0 0 0 ,  
Max_Data_Age  =  0 x0 0 0 0 ,  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end,  Cold s tart  after  connection  establishment  processing 
/ / / / / / / / // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.6.7.9  SafetyVal idatorServer – log ique  déclenchée par l a  l iaison  

Le s  p a ra g ra p h e s  7 . 6 . 7 . 1 0  e t  7 . 6 . 7 . 1 1  d é cri ve n t l a  l og i q u e  d e  ré ce p ti o n  d e s  d on n é e s  d e  
sé cu ri té  d u  co n s o m m a te u r p ou r l e  S a fe tyVa l i d a to rS e rver – o p ti on  d é cl e n ch é e  p a r l a  l i a i s on .  
L ’ e xp re ss i o n  « D é cl e n ch é  p ar l a  l i a i s on »  s i g n i fi e  q u e  l a  l og i q u e  d a n s  s o n  en s e m b l e  e s t 
e xé cu té e  à  ch a q u e  ré ce p ti o n .  

Le  p a ra g ra p h e  7 . 6 . 7 . 1 0  d é cri t l a  l og i q u e  com bi n é e  a s soci é e  à  l a  réce p ti o n  d es  pa q u e ts  d e  
d on n é e s  d e  s écu ri té  p ou r l e s  typ e s  d e  con n e xi on  d e  s écu ri té  p oi n t à  p oi n t e t  m u l ti po i n ts .  

Le  p a ra g ra p h e  7 . 6 . 7 . 1 1  d é cri t l a  l og i q u e  as s oci ée  à  l a  ré ce p ti on  d e s  m es sa g es  d e  co rre cti on  
d e  tem p s  p ou r l e  type  d e  co n n e xi o n  d e  sé cu ri té  m u l ti p o i n ts .   

C e tte  l og i q u e  d o i t  ê tre  exé cu tée  u n i q u e m e n t e n  cas  d ’ ou ve rtu re  d e  l a  con n e xi on  s a n s  a u cu n e  
e rre u r.  
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7.6.7.1 0  Exemple  de  log ique  de  réception  combinée – log ique  déclenchée  par la  
l i aison  

La  log ique  su ivan te  est l a  l og ique  de  réception  de  SafetyVal idatorServer exigée  pour l a  
réception  des  paquets  de  données  de  sécuri té  du  type  de  connexion  de  sécuri té  poin t à  poin t 
ou  mu l tipoin ts ,  pour le  SafetyVal i datorServer  – Log ique  déclenchée  par l a  l i a ison .     

Les  connexions  mu l tipoin ts  doiven t transmettre  un  message  de  coord ination  temporel le  
(Consumer_Num  – 1 )  après  variation  du  comptage  de  demandes  Ping .       

Les  consommateurs  mu l tipoin ts  qu i  se  connecten t à  un  producteur existant doiven t 
transmettre  l e  message  Time_Coord ination  imméd iatement à  l a  première  réception  val ide.  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // /  
/ /  Safety Data  Consumption  –  l ink triggered logic  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
/ /  I f  the  Extended  Format  is  being used,  we  s hall  determine  a  
rollover  value  to  
/ /  be  used when  calculating CRCs  before  we  attempt  to  validate  the  
message  
/ /  ( s ince  the  rollover  i s  part  of  CRC  values  in  the  message) .  
I F  ( ExtendedFormat) ,  
THEN 
{  
/ /  For  point  to  point,  a  time_stamp  other  than  0  or  a  Run  
/ /   i ndication,  indicate  that  the  Time_Coordination_Message  has  been 
/ /   received by the  Client  and the  corrected time  s tamp  is  being used.  
I F  ( ( Point  to  point)  AND   ( I nit_Complete_Out  ==  0 )  AND 
( Time_Stamp_Section. Data_Time_Stamp  ==  0 )  AND 
 ( Mode_Byte. Run_Idle  ==  I DLE) ) ,  
THEN 
{  
 RC_Used_in_CRC   =  0 x0 0 0 0 ,  
}  
ELSE  
{  
RC_Used_in_CRC   =  TS_Rollover_Count,  
 
/ /  check for  time  s tamp  rollover  
I F  ( unsigned compare( Time_Stamp_Section. Data_Time_Stamp  <  
       Last_Time_Stamp_For_Rollover) )  
THEN 
{  
     RC_Used_in_CRC  =  RC_Used_in_CRC   +  1 ,  
}  
ENDIF 
}  
ENDIF 
  }  
ENDIF 
 
Temp_Fault_Flag =  OK,  
 
/ /  check for  data  integrity faults  
I F  ( ( CRC  Error  based on  format  used)  
OR ( Complement_Data_Section  CRC  ! =  OK)  
OR ( Mode_Byte. Run_Idle  ! =  not  Mode_Byte. N_Run_Idle)  
OR ( Mode_Byte.  TBD_2_Bit  ! =  
Mode_Byte.  TBD_2_Bit  _Copy)  
OR ( Mode_Byte. TBD_Bit  ! =  not  Mode_Byte. N_TBD_Bit)  
OR ( Actual_Data  ! =  not  Complement_Data)  [ for  >  2  bytes  only]  
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) ,  
THEN  
{  
 Temp_Fault_Flag =  Faulted,  
}  
ENDIF 
 
/ /  Set  up  Time_Stamp_Delta,  to  be  used to  check for  out  of  s equence  
/ /   messages   Time_Stamp_Delta  is  not  calculated until  the  EPI  
/ /   reception  after  I nit_Complete_Out  is  s et  to  1 .  
I F( Init_Complete_Out  ==  0 ) ,  
THEN 
{  
 Time_Stamp_Delta  =  1 ,  
}  
ELSE  
{  
 Time_Stamp_Delta  =  Time_Stamp_Section. Data_Time_Stamp  –  
Last_Data_Time_Stamp,  
}  
ENDIF 
 
/ /  Take  a  look at  the  time  s tamp  delta  and determine  if  it  indicates  
/ /  the  message  was  received in  the  right  order.  
I F  ( ( Time_Stamp_Delta  <  0 )  OR 
      ( Time_Stamp_Delta  >  Network_Time_Expectation_Multiplier) ) ,  
THEN 
{  
Temp_Fault_Flag =  Faulted,   
}  
ENDIF 
 
/ /  I f  the  Extended  Format  is  being used,  we  can  drop  s ome  packets  
with  
/ /  data  integrity/message  validation  or  out  of  order  errors .  
I F  ( ( ExtendedFormat)  AND  ( Temp_Fault_Flag ==  Faulted) ) ,  
THEN 
 {  
increment  Consumer_Fault_Counter  
 
/ /  Calculate  updated data  age  for  the  data  in  the  last  good packet  
I F  ( I nit_Complete_Out)  
THEN 
{  
            Data_Age  =  Consumer_Clk_Count  –  
Last_Corrected_Data_Time_Stamp,  
}  
ENDIF 
 
/ /  Calculate  the  maximum worst  case  age  
I F  ( Data_Age  >  Max_Data_Age)  
THEN 
{  
           Max_Data_Age  =  Data_Age,  
}  
ENDIF 
 
/ /  I s  it  OK to  ignore  this  error?  
/ /  I t  is  OK if  the  consumer  fault  counter  is  not  greater  than  the  
/ /  maximum faults  allowed and the  updated data  age  from the  
/ /  last  good packet  s till  meets  our  data  age  criteria 
/ /  ( less  than  the  time  expectation  multiplier)  
I F  (  
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       ( Consumer_Fault_Counter  <  Max_Fault_Number)  AND 
       ( Data_Age  <=  Network_Time_Expectation_Multiplier)  
     )  
THEN 
{  
Abort  the  processing of  this  packet.  Do  Not  close  the  connection.  
Do  not  use  the  Data.  
Do  not  update  Last_Corrected_Data_Time_Stamp  or  Last_Data_Time_Stamp 
           }  
ELSE  
{  
            S _Con_Flt_C_Out  =  Faulted,  
             Abort  the  processing of  this  packet.  Close  the  
connection.  
}  
  ENDIF 
}  
ENDIF 
 
/ /  execute  a  function  that  checks  for  ping count  changes  and 
/ /  determines  if  it  i s  time  to  produce  a  time  coordination message  
ping_count_check_in_consumer_function( ) ,  
 
I nit_Complete_Out_Temp  =  0 ,  
 
/ /  execute  the  safety connection  type  s pecific  functions  
I F  ( Connection_Type  ==  Multipoints ) ,  
THEN 
{  
 multi_cast_consumer_function( ) ,  
}  
ELSE  
{  
 s ingle_cast_consumer_function( ) ,  
}  
ENDIF 
 
         / /  I f  we  are  using the  ExtendedFormat,  at  this  point  we  have  
a  properly formatted 
/ /  message  that  was  received in  the  right  order.  With  the  Extended  
Format  
/ /  update  the  rollover  count  and last  timestamp  for  rollover.  
I F  ( ExtendedFormat) ,   
THEN 
{  
 / /  Only update  the  rollover  count  if  this  is  a  multipoints  
connection  
      / /  or  if  this  i s  a  point  to  point  connection  that  is  out  of  the  
initialization  
 / /  phase.  
 I F  ( ( Connection_Type  ==  Multipoints )  OR 
           ( I nit_Complete_Out_Temp  ==  1 ) ) ,  
 THEN 
 {  
       / /  Check the  timestamp  value  in  the  message  to  determine  if  
a  
            / /  rollover  has  occurred,  and if  s o,  update  the  rollover  
count  
            / /  accordingly.    
       I F  ( unsigned compare( Time_Stamp_Section. Data_Time_Stamp  <  
             Last_Time_Stamp_For_Rollover) )  
       THEN 
       {  
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  TS_Rollover_Count   =  TS_Rollover_Count   +  1 ,  
       }  
       ENDIF  
 
            Last_Time_Stamp_For_Rollover  =  
Time_Stamp_Section. Data_Time_Stamp,   
 }  
 ENDIF 
 
 / /  Save  the  corrected data  timestamp  s o  we  can  recalculate  a  data  
age  
      / /  if  the  next  packet  has  errors .  
 Last_Corrected_Data_Time_Stamp  =  Corrected_Data_Time_Stamp,  
}  
        ENDIF 
 
/ /  Save  Time  s tamp  for  next  reception  s equence  check 
Last_Data_Time_Stamp  =  Time_Stamp_Section. Data_Time_Stamp,  
 
/ /  Calculate  the  worst  case  age  
I F  ( I nit_Complete_Out_Temp  ==  1 ) ,  
THEN 
{  
 Data_Age  =  Consumer_Clk_Count  –  Corrected_Data_Time_Stamp,  
}  
ENDIF 
 
/ /  Calculate  the  maximum worst  case  age  
I F  ( Data_Age  >  Max_Data_Age)  
THEN 
{  
 Max_Data_Age  =  Data_Age,  
}  
ENDIF 
 
/ /  Check for  Age,  I ntegrity,  and out  of  s equence  faults  
I F  ( (  unsigned int_16(  Data_Age  >  Network_Time_Expectation_Multiplier)  
AND  ( I nit_Complete_Out_Temp  ==  1 ) )  
OR ( Temp_Fault_Flag ==  Faulted) )  
         THEN 
{  
/ /  The  connection  will  be  closed,  the  data  s hould not  be  used  
S_Con_Flt_C_Out_Temp  =  Faulted,  
}  
ENDIF 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  The  following information  is  passed on  to  the  consuming application 
/ /    with  block integrity:  Safety 
Data, I nit_Complete_Out, S_Run_Idle_Out  
/ /    and S_Con_Flt_C_Out.  
/ /  The  time  between  the  checking  of  the  age  of  the  data  and passing 
/ /   the  data  off  to  the  consuming application  s hall  be  protected under 
/ /   the  time_stamp  check or  the  consuming application  time  checks .  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
Make  Safety Data  Available  to  Consuming  Application 
I nit_Complete_Out  =  I nit_Complete_Out_Temp,  
S_Run_Idle_Out     =  S_Run_Idle_Out_Temp,  
S_Con_Flt_C_Out    =  S_Con_Flt_C_Out_Temp,  
 / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / / / // / / // / // // / / /  
/ /  end Safety Data  Consumption  –  link triggered logic  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
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/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  point  to  point  consumer  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
s ingle_cast_consumer_function( )  
/ /  For  point  to  point  multipoints ,  no  time  s tamp  correction  is  
required 
Corrected_Data_Time_Stamp  =  Time_Stamp_Section. Data_Time_Stamp,  
 
/ /  Determine  the  I nit_Complete_Out  state  to  be  passed on  to  the  
/ /   consuming application.  
/ /  For  point  to  point  or  bi-dir,  a  time_stamp  other  than  0  or  a  Run  
/ /   i ndication,  indicate  that  the  Time_Coordination_Message  has  been  
/ /   received by the  Client  and the  corrected time  s tamp  i s  being used.  
I F  ( ( I nit_Complete_Out  ==  1 )  OR 
      ( Corrected_Data_Time_Stamp  ! =  0 )  OR 
      ( Mode_Byte. Run_Idle  ==  Run) ) ,  
THEN 
{  
 I nit_Complete_Out_Temp  =  1 ,  
}  
ENDIF 
 
/ /  Determine  the  Run_Idle  indication  to  be  passed on  to  the  consuming 
/ /   application.  
I F  ( ( ( Mode_Byte. Run_Idle  ==  I dle)  OR ( I nit_Complete_Out_Temp  ==  0 ) )  
THEN 
{  
 S_Run_Idle_Out_Temp  =  I dle,  
}  
ELSE  
{  
 S_Run_Idle_Out_Temp  =  Run,  
}  
ENDIF 
 
END  s ingle_cast_consumer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  point  to  point  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Start  of  multipoints  consumer  function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
multi_cast_consumer_function( )  
/ /  I f  multipoints ,  check that  a  time  correction  message  has  been  
/ /   received within  the  last  Timeout_Multiplier. PI  +  1  Ping I ntervals  
I F   ( Time_Correction_Ping_Interval_Count  >  ( Timeout_Multiplier. PI  +  
1 ) )  
THEN 
{  
 Temp_Fault_Flag =  Faulted,  
}  
ENDIF 
 
/ /  I f  multipoints ,  add correction  value  to  time  stamp 
Corrected_Data_Time_Stamp  =   Time_Stamp_Section. Data_Time_Stamp  +  
 Last_Rcved_Time_Correction_Value  
/ /  Determine  the  I nit_Complete_Out  state  to  be  passed on  to  the  
/ /   consuming application.  
/ /  For  multipoints ,  the  reception  of  a  Time_Coorection  Message,  
indicate  
/ /   that  data  may be  used.  
I F  ( Time_Correction_Received_Flag ==  1 )  
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THEN 
{  
 I nit_Complete_Out_Temp  =  1 ,  
}  
ENDIF 
/ /  Determine  the  Run_Idle  indication  to  be  passed on  to  the  consuming 
/ /   application.  
I F  ( ( Mode_Byte. Run_Idle  ==  I dle)  OR 
    ( I nit_Complete_Out_Temp  ==  0 )  OR 
    ( Time_Correction_Received_Flag ==  0 )  OR   / / used only on  
multipoints  
    ( Last_Rcved_Multi_Cast_Active_Idle==Idle) ) / / used only on  
multipoints  
THEN 
{   
 S_Run_Idle_Out_Temp  =  I dle,  
}  
ELSE  
{  
 S _Run_Idle_Out_Temp  =  Run,  
}  
ENDIF 
end multi_cast_consumer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end of  multipoints  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 
 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /
/ / / // / // /  
/ /  Start  of  ping count  check function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /
/ / / // / // /  
ping_count_check_in_consumer_function( )  
 
/ /  Check if  its  time  to  s end a  Time  Coordination  Message  
/ /  Multipoints  connections  s end a  Time  Coordination  Message  
/ /    ( Consumer_Num –  1 )  receptions  after  the  ping count  change.  
I F  ( received Mode_Byte. Ping_Count  ! =  Last_Ping_Count) ,  
THEN 
{  
 Time_Coordination_Count_Down  =  Consumer_Num,  
      I ncrement  Time_Correction_Ping_Interval_Count,  
}  
ENDIF 
 
/ /     For  multipoints-consumers  connecting to  an  existing producer,  
s end 
/ /  the  Time_Coordination  message  immediately upon  the  1 st  reception.  
I F  ( I t  i s  the  first  data  reception) ,  
THEN 
{  
 Produce  Time_Coordination_Message,  
Time_Coordination_Count_Down  =  0 ,  
}  
ENDIF 
 
/ /  Check if  a  ping count  change  has  been  detected and the  Time  
/ /    Coordination  message  has  not  been  s ent  yet.  
I F  ( Time_Coordination_Count_Down  >  0 ) ,  
THEN  
{  
decrement  Time_Coordination_Count_Down,  
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          / /  Send the  Time_Coordination_message  if  the  decremented 
/ /   Time_Coordination_Count_Down  transitions  to  0  
I F  ( Time_Coordination_Count_Down  ==  0 ) ,  
THEN 
{  
 Produce  Time_Coordination_Message,  
}  
ENDIF 
}  
ENDIF 
 
/ /  Save  ping count  for  next  reception  check 
Last_Ping_Count  =  Mode_Byte. Ping_Count,  
 
end ping_count_check_in_consumer_function( )  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /
/ / / // / // // / / // / // // / / // / // // / / /  
/ /  end of  ping  count  check function  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / /  
 

7.6.7.1 1  Exemple  de  réception  d ’un  message de  correction  de  temps  – log ique  
déclenchée par la  l iaison  

La  log ique  su ivan te  est l a  l og ique  SafetyVal idatorServer exigée  associée  à  l a  réception  du  
message  de  correction  de  temps  pour l e  type  de  connexion  de  sécuri té  mu l tipoin ts ,  pour l e  
consommateur – déclenché  par l a  l i a ison .  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Consumer  processing –  Time  Correction  Message  reception  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  I s  the  Time  Correction  message  for  this  Consumer?  
I F  ( MCast_Octet. Consumer_Num =  Consumer_Num)  
 / /  Perform integrity checks .  
THEN 
{  
I F  ( Time  Coordination  message  CRC  incorrect)  
OR ( MCast_Octet  parity incorrect)  
OR { MCast_Octet_2  ! =  ( ( ( MCast_Octet  XOR0xFF) AND0x55 )  
  OR( MCast_Octet  AND0xAA) ) }  
   OR { ( MCast_Octet. Multi_Cast_Active_Idle  ==  I dle)  
AND  ( Last_Rcved_Multi_Cast_Active_Idle  ==  Active) } ,  
      / /  only one  transition  from connection  idle  to  active  will  
/ /  be  allowed,  to  prevent  an  erroneous  idle  indication,  
/ /  a  transistion  from active  to  idle  will  be  latched into  
/ /  a  fault  s tate  
 THEN 
{  
S_Con_Flt_C_Out  =  Faulted,  
 }  
ENDIF 
 
 / /  Save  the  Time_Correction_Value.  
 Last_Rcved_Time_Correction_Value  =  
Time_Correction_Section. Time_Correction_Value,  
 
 / /  Save  the  Multi_Cast_Active_Idle  bit.  
 Last_Rcved_Multi_Cast_Active_Idle  =  
MCast_Octet. Multi_Cast_Active_Idle,  
 
 / /  Set  the  Time_Correction_Received_Flag.  
 Time_Correction_Received_Flag =  1 ,  
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 / /  Reset  the  Time  Correction  timeout  counter  
 Time_Correction_Ping_Interval_Count  =  0 ,  
ENDIF 
/ / / / / / / / // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end –  Time  Correction  Message  reception  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
 

7.6.7.1 2  SafetyVal idatorServer – log ique  déclenchée  par l 'appl ication  

P o u r l e  S a fe tyVa l i d a torS e rve r – d écl e n ch é  pa r l ' ap p l i ca ti on ,  l a  m ê m e  l og i q u e  d écri te  ci -
d es s u s  d oi t  ê tre  ap p l i q u é e  p a r l a  com b i n a i s on  d u  S a fe tyVa l i d a torS e rve r,  m a i s  u n i q u e m e n t 
l ors q u e  s o l l i ci té  p ar l ’ ap p l i ca ti on  d e  con s om m a ti on .  L e s  m i s e s  e n  œ u vre  d écl en ch é e s  p a r 
l ' a pp l i ca ti on  tra i te n t u n i q u e m en t l e s  p a q u e ts  d e  s é cu ri té  l o rs q u e  l ’ ap p l i ca ti o n  l e  n éce ss i te .  
C e tte  s tra tég i e  d e  m i s e  e n  œu vre  e s t u ti l e  p ou r l e s  a pp l i ca ti on s  d on t l a  fré q u e n ce  d ' exé cu ti on  
es t h a b i tu e l l e m e n t i n fé ri eu re  à  u n e  fré q u e n ce  d ’ E P I  typ i q u e .  L e s  fon cti on s  p e u ve n t ê tre  
ré p arti e s  tel  q u e  d é fi n i  d a n s  l e  Tab l e a u  9 2  e t  l e  Ta bl e au  9 5 .  

Le s  é tap es  d e  trai te m e n t d e  pro tocol es  d é fi n i e s  d a n s  l e  Ta b l e a u  9 5  n é ces s i te n t d ’ ê tre  
e xé cu té es  u n i q u e m en t a ve c l es  m e s s a g e s  u ti l i s é s  p a r l ’ a p p l i ca ti o n  d e  con s o m m a ti on .  

7.6.7.1 3  Exemple  de  log ique  de  production  des  messages  de  coordination  temporel le  

Le  S a fe tyVa l i d a to rS erve r d oi t  e xécu te r l e s  é ta pe s  s u i va n tes  à  ch a q u e  e n vo i  d ’ u n  m e s sa g e  d e  
co ord i n a ti on  te m p ore l l e .  P o u r l es  con n e xi on s  d e  s écu ri té  p o i n t à  po i n t e t m u l ti po i n ts ,  l e s  
d on n é e s  d e  coo rd i n a ti on  te m p ore l l e  so n t tra n s m i s e s  d an s  l e  m es s a g e  d e  co ord i n a ti on  
te m p ore l l e .  C e tte  l og i q u e  es t d é cri te  é g a l e m e n t d a n s  l a  s i n g l e _ca s t_fu n cti o n ()  d e  l a  s ecti on  
d e  l og i q u e  d e  p ro d u cti on  co m b i n é e .  

/ / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ / Time  Coordination  message  production  processing 
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  Set  the  Ping_Count_Reply to  the  value  captured at  the  ping request  
Ack_Octet. Ping_Count_Reply =  Mode_Octet. Ping_Count,  
 
/ /  Set  the  Ping_Response  bit  to  1  
Ack_Octet. Ping_Response  =  1 ,  
 
/ /  Set  the  Consumer_Time_Value  to  the  producers  clock value  
Time_Coordination_section. Consumer_Time_Value  =  Producer_Clk_Count,  
 
/ /  Add data  integrity measures  
Set  Ack_Octet. Reserved( 6: 4 )  =  0 ,  
S et  Ack_Octet. Reserved( 2 )  =  0 ,  
S et  Ack_Octet. Parity_Even  bit  to  the  correct  value,  
Ack_Octet_2  ! =( ( ( Ack_Octet  XOR 0 xFF) AND  0 x55 ) OR 
              ( Ack_Octet  AND  0 xAA) ) ,  
Calculate  CRC  on  Time  Coordination  message,  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  
/ /  end time  coordination  message  s end logic  
/ / / / / / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / / // / // // / /  

7.7  Spécifications  des  messages  de  sécuri té  et  des  données  de  protocole  

7.7. 1  Octet de  mode 

7.7.1 . 1  Mode_Octet.Run_Id le  

La  va l e u r n u l l e  d u  b i t  Ru n _I d l e  d o i t  i n d i q u e r l ’ é ta t Re pos  ( I d l e ),  e t l a  va l e u r 1  d u  b i t  Ru n _I d l e  
d oi t  i n d i q u e r l ’ é ta t E xécu ti on  ( Ru n ) .  
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P o u r l e s  co n n e xi o n s  p oi n t à  p oi n t,  l e  b i t  Ru n _I d l e  d oi t ê tre  ré g l é  s u r l ’ é ta t Re pos  s i  
l ’ ap p l i ca ti o n  d e  p rod u cti on  es t « au  re p os »  ou  s i  l e  prod u cteu r a tte n d  l es  i n fo rm a ti on s  
con cern a n t l e s  m es s ag e s  d e  coo rd i n a ti on  te m p ore l l e  à  rece vo i r a u  d é bu t d e  l a  prod u cti on  d e s  
d on n ée s .    

S i  ce s  i n form a ti on s  on t é té  re çu es ,  l e  b i t  Ru n _I d l e  d oi t  ê tre  ré g l é  s u r l ' é ta t Ru n _i d l e  i n d i q u é  
p ar l ’ a pp l i cati on  d e  p rod u cti o n .    

P o u r l e s  con n e xi on s  m u l ti p oi n ts ,  l e  b i t  Ru n _I d l e  d o i t  ê tre  ré g l é  s u r l ' é ta t Ru n _I d l e  i n d i q u é  pa r 
l ’ a pp l i ca ti on  d e  p rod u cti on .  

7.7.1 .2  Mode_Octet.N_Run_Id le  

L e  b i t  com p l é m e n ta i re  N _Ru n _I d l e  d o i t  to u j ou rs  co m p l é ter l e  b i t  Ru n _I d l e  

7.7.1 .3  Mode_Octet TBD_2_Bit 

L e  M od e _O cte t Res e rved  TB D _2 _b i t d oi t  ê tre  rég l é  s u r 0  p ar l e  p rod u cteu r.  

7.7.1 .4  Mode_Octet.TBD_2_Copy 

L e  b i t  TB D _2 _C op y d o i t  to u j ou rs  ê tre  é g a l  a u  b i t  TB D _2 .  

7.7.1 .5  Mode_Octet.Ping_Count 

L e  con s om m a te u r u ti l i s e  l e  P i n g _C o u n t p ou r d é te rm i n er l e  m om en t où  i l  con vi e n t d ’ e n vo ye r 
u n  m es s ag e  d e  coo rd i n a ti on  te m p orel l e .  

7.7.1 .6  Mode_Octet.TBD_Bit 

L e  TB D _bi t Ré s ervé  M od e_O cte t d oi t  ê tre  ré g l é  s u r 0  p a r l e  pro d u cte u r.  L e s  b i ts  rés e rvé s  
d oi ven t ê tre  i g n oré s  pa r l e  con s om m a teu r,  sa u f p ou r l e  con trô l e  d u  C RC  e t l e  con trôl e  
ré e l /com pl é m e n ta i re  d e  l a  p ai re  TB D _B i t/N _TB D _B i t.  

7.7.1 .7  Mode_Octet.N_TBD_Bit 

L e  b i t  com p l é m e n ta i re  N _TB D _B i t d oi t  tou j ou rs  co m p l é te r l e  TB D _B i t.  

7.7.2  Section  de  datation  

Time_Stamp_Section .Data_Time_Stamp :  l a   D a ta _Ti m e_S tam p  corre s po n d  à  l ’ h e u re  d e  
p ré l è ve m en t d es  d o n n é es  p ou r ce tte  p rod u cti on .  

P o u r l e s  co n n e xi o n s  p oi n t à  p oi n t,  l a  D a ta_Ti m e _S tam p  es t d é fi n i e  p ar ra pp ort au  
te m p ori s a teu r p l a cé  su r l e  con s om m a te u r.  P ou r l e s  con n e xi on s  m u l ti p o i n ts ,  l a  
D a ta _Ti m e _S ta m p  e s t d é fi n i e  p a r rap p ort a u  te m p ori s a te u r p l a cé  su r l e  p ro d u cte u r.  

L a   D a ta _Ti m e _S ta m p  e s t tou j ou rs  e xp ri m ée  en  i n crém e n ts  d e  1 2 8  µs .  

7.7.3  Message  de  coord ination  temporel le  

7 .7.3.1  Bi t  Ack_Octet.Ping_Response   

Le  b i t  P i n g _Re s po n se  d oi t  i n d i q u er q u ’ u n e  rép on s e  à  d em a n d e  P i n g  es t tra n s m i s e  p ar l e  
co n s om m a teu r d e s  d on n é es  d e  s é cu ri té  s u r ce  n œu d ,  à  l a  p ro d u cti on  d e s  d on n é es .  

S i  l e  b i t  P i n g _Re s pon se  es t ég a l  à  1 ,  i l  d o i t i n d i q u e r q u e  l e s  C on s u m e r_Ti m e_Val u e  e t  
P i n g _C ou n t_Rep l y son t va l i d es  pou r ce tte  pro d u cti on  d es  d on n é es .  
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S i  l e  b i t  P i n g _Res p on s e  b i t  e s t é g a l  à  0 ,  i l  d o i t i n d i q u e r q u e  l es  C o n s u m e r_Ti m e _Va l u e  e t 
P i n g _C ou n t_Rep l y n e  s on t p as  va l i d e s  p ou r cette  p rod u cti o n  d e s  d on n é es ,  e t q u ’ i l  co n vi en t 
d e  l es  i g n ore r.  

7.7.3.2  Ack_Octet.Consumer_Time_Value  

La  C on s u m e r_Ti m e_Va l u e  d oi t  ê tre  l a  va l eu r d ’ h o rl og e  d u  co n s o m m a te u r d e s  d o n n é e s  d e  
sé cu ri té  a u  m om en t d e  l a  tra n s m i ss i o n  d u  m e ss a g e .  

La  C on s u m e r_Ti m e_Va l u e  p e rm e t d e  d é d u i re  l a  D a ta _Ti m e _S ta m p  p ou r l a  prod u cti on  d e  
d on n é es  d an s  l es  au tres  d i re cti on s .  

7.7.3.3  Ack_Octet.Ping_Count_Reply 

La   Pi n g _C ou n t_Re p l y es t u ti l i s ée  pa r ch a q u e  co n so m m a teu r po u r i n d i q u e r l a  d e m a n d e  P i n g  
à  l a q u e l l e  i l  e s t ré p on d u .    

La  P i n g _C ou n t_Re p l y es t é g a l e  à  l a  va l e u r d u  P i n g _C ou n t a u q u e l  i l  e s t ré p on d u .  

7.7.3.4 Bi ts  réservés  de  coordination  temporel le  Ack_Octet.  

Le  con s om m a teu r d o i t ré g l e r l e s  b i ts  ré s ervé s  d e  coord i n a ti on  te m p o re l l e  su r l a  va l e u r 0 .   

Le  p rod u cteu r d o i t  i g n ore r l e s  b i ts  rés e rvé s  s a u f p ou r l e  con trôl e  d u  C RC  e t d e  Ack_O cte t_2 .  

7.7.4 Message de  correction  de  temps 

7.7.4.1  Mcast_Octet.Consumer_# 

P o u r l e s  d on n ée s  à  p ro d u cti on  m u l ti p oi n ts ,  l es  b i ts  M u l ti _C a s t_Acti ve _I d l e  e t 
C on s u m e r_Ti m e_C orre cti on _Va l u e  d oi ve n t ê tre  d i ri g és  ve rs  l e  con s o m m a te u r i n d i q u é  pa r l e  
ch a m p  C on s u m e r_# d u  m e s s a g e .   

Le  C on s u m e r_#  e s t d i ri g é  ve rs  u n  con s om m a te u r s p é ci fi q u e  (1  à  1 5 ) .  

Le s  b i ts  M u l ti _C a s t_Acti ve _I d l e  e t C o n s u m er_Ti m e _C orre cti o n _Va l u e  d oi ve n t ê tre  a pp l i q u és  
p a r l e  co n som m a teu r i n d i q u é  p a r l e  C o n s u m er_#.  

U n  C on s u m e r_# é g a l  à  0  d oi t  ê tre  u ti l i s é  p ou r i n d i q u e r l ’ a bs e n ce  d e  tra n s fe rt d e s  b i ts   
M u l ti _C a s t_Acti ve_I d l e  e t  C on s u m er_Ti m e _C orre cti o n _Va l u e  s i  n éce s s a i re .  

7.7.4.2  Time_Correction_Section .Consumer_Time_Correction_Value 

L e  co n s o m m a te u r m u l ti po i n ts  u ti l i s e  C on s u m e r_Ti m e _C o rre cti on _Va l u e  p ou r corri g er 
P ro d u ce r_Ti m e_S ta m p ,  l a  d a ta ti o n  rés u l ta n te  é ta n t a i n s i  d éfi n i e  p ar rap p ort à  l ’ h orl o g e  d u  
con s o m m a te u r.  

7.7.4.3  Mcast_Octet.Mul ti_Cast_Active_Idle  

L a val e u r 0  d u  b i t  M u l ti _C as t_Acti ve _I d l e  d oi t  i n d i q u e r l ’ é ta t Re pos ,  et  l a  va l eu r 1  d u  b i t  
M u l ti _C a s t_Acti ve _I d l e  d oi t  i n d i q u e r l ’ é ta t Acti f.  

U n e  fo i s  l e  b i t  M u l ti _C as t_Acti ve _I d l e  ré g l é  s u r “Acti f”  ap rè s  l a  p re m i è re  prod u cti on  d e  
d on n ée s ,  ce  b i t  n e  d o i t  p l u s  ê tre  rég l é  s u r rep os  j u s q u ’ à  l a  ré i n i ti a l i s a ti on  d e  l a  con n e xi o n  d e  
s écu ri té .   

S i  l e  con s om m a teu r con s ta te  l a  tra n s i ti on  d u  b i t  M u l ti po i n ts _Acti ve _I d l e  d e  l ’ é ta t Acti f à  l ’ é ta t 
Re pos ,  i l  d oi t  fe rm er l a  con n e xi on  e n  ca s  d ’ u ti l i s ati on  d u  form a t d e  B a se .  S i  l e  form at E te n d u  
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es t u ti l i s é  e t s i  l e  M a x_F au l t_C ou n t n ’ a  p a s  é té  a tte i n t,  l e  pa q u e t e s t s u p p ri m é .  À d é fa u t,  l a  
co n n e xi o n  e s t ferm é e .    

P o u r l es  con n e xi on s  m u l ti p o i n ts ,  l e  b i t  Ru n _I d l e  d e  M od e _O cte t d o i t  ê tre  ré g l é  s u r l ' é ta t 
Ru n _I d l e  i n d i q u é  p a r l ’ a p p l i ca ti on  d e  p rod u cti on .   

I l  e s t n éce s s ai re  q u e  l e  con s om m a te u r ob s erve  l es  d e u x b i ts  Ru n _I d l e  e t 
M u l ti _C a s t_Acti ve _I d l e .  

7.7.4.4 Bi ts  réservés  de  correction  de  temps  Mcast_octet 

Le  p rod u cteu r d o i t  ré g l e r l e s  b i ts  ré s e rvé s  d e  corre cti on  d e  te m ps  s u r 0 .    

Le  con s o m m a te u r d oi t  i g n ore r l e s  bi ts  ré s ervé s  sa u f p ou r l e  con trôl e  d u  C RC  e t d e  
M C _O cte t_2 .  

7.7.5  Production  des  données  de  sécuri té  

7.7.5.1  État de  la  connexion  de  production  

L' é tat d e  l a  co n n e xi o n  d u  p rod u cteu r d o i t  ê tre  d é te rm i n é  p a r l a  com b i n a i so n  d e s  d ra p e a u x 
S _C on n ecti o n _F a u l t  e t C o n s u m e r_Acti ve _I d l e  ( vo i r Ta b l e au  9 6  p o u r u n e  d é fi n i ti on ) .  

Tableau  96  – Détermination  de  l 'état de  l a  connexion  du  producteur 

S_Connection_Fau l t  Consumer_Acti ve_Id le  État  de  l a  connexion  du  
producteur 

Commentai re  

An o m a l i e  N é g l i g e r É ta t  =  D é fe ctu e u x 
( a n o m a l i e )  

Ré a m o rça g e  e xi g é  

O K Re p o s  É ta t  =  Re p o s  L a  co n n e xi o n  d e  s é cu ri té  
n ’ a  p a s  é té  a cti vé e   

O K Acti f É ta t  =  Acti f L a  co n n e xi o n  d e  s é cu ri té  
e s t  a cti ve  

 

7.7.5.2  Consumer_Open  

P o u r l e s  prod u cte u rs  d e  d on n é es  d e  sé cu ri té,  l a  re ss ou rce  C on su m er_O p e n  u ti l i s é e  e n tre  
l ’ u n i té  d ’ é ta b l i s se m en t d e  con n e xi o n  d e  l ' o bj e t d e  va l i d a ti o n  e t l ’ O b j e t d e  va l i d a ti on  
d ’ e xécu ti on  d oi t  p e rm e ttre  d ’ i n d i q u e r s i  u n  co n s om m a teu r p arti cu l i e r d e s  d on n é es  p rod u i te s  a  
o u  n o n  u n e  co n n e xi o n  ou ve rte  acti ve .   

S i  l e  p ro d u cte u r es t m u l ti p o i n ts ,  u n e  re s s ou rce  C on s u m e r_Op e n  d o i t  e xi s te r po u r ch aq u e  
co n s o m m a te u r m u l ti p oi n ts ,  d e  1  à  M a x_C on s u m e r_N u m b er ( i n d e x d e  0  à  
M a x_C on s u m e r_N u m b e r – 1 ) .   

L es  va l e u rs  C o n su m er_O p en  s on t O u verte s  ou  F e rm é e s .  

L ’ i n d i ca ti o n  C on s u m e r_O p e n  d o i t a g i r com m e  u n e  a cti va ti on  d e  l ’ O b j et d e  va l i d a ti on  
d ’ e xécu ti on ,  s u r u n e  ba s e  co n n e xi on  p a r con n e xi on .  Ap rè s  l ' étab l i s s em e n t s a ti s fa i s a n t d e  l a  
con n e xi on ,  l e s  d ra pe a u x C on s u m e r_O pe n  d oi ven t p a s s er d e  l ’ é ta t F erm é  à  l ’ é ta t O u ve rt.  

L ’ u n i té  d ’ é ta bl i s s e m e n t d e  co n n e xi o n  d e  l ' o bj e t d e  va l i d a ti on  d o i t fou rn i r u n e  m a tri ce  d e  
re s sou rces  d ' é ta t d e  l a  co n n e xi o n  d u  con s om m a te u r p o u r l es  p rod u cte u rs  m u l ti po i n ts  q u i  
d oi ven t ê tre  a ttri b u és  l ors q u ’ u n  co n s o m m a te u r é ta bl i t  u n e  con n e xi on .    

L e  n o m b re  d e  con s o m m a te u rs  a ttri bu é  à  u n  O b j e t d e  val i d a ti on  d ’ e xé cu ti on  d o i t ê tre  l e  
n om b re  tran s m i s  a u  con s o m m a te u r d an s  l a  ré pon s e  d ’ é ta b l i s s e m e n t d e  con n e xi on .    
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Le  n om b re  d e  con n e xi on s  d u  con s om m a te u r p e u t ê tre  tra i té  co m m e  u n  g rou p e  d ’ a ttri b u ti on  
p ou va n t ê tre  ré u ti l i sé  e t ré a ttri b u é  si  n é ce s s a i re .   

L ’ u n i té  d ’ é tab l i s s e m e n t d e  con n e xi on  d e  l ' ob j e t d e  va l i d a ti on  d oi t  s ’ as s u re r q u e  l a  res s ou rce  
Co n s u m e r_O pe n  po u r to u t n om b re  d e  con s o m m a te u rs  a ttri bu é  es t ré g l é e  s u r l ’ é ta t F e rm é  
p e n d a n t u n e  d u ré e  m i n i m a l e  d e  (Ti m eo u t_M u l ti p l i e r. P I  +  2 )  ×  I n terva l l e  P i n g  p ré a l a b l e m e n t à  
to u te  réa ttri b u ti on  d e  ce  n o m b re  d e  con s om m a te u rs  à  u n e  au tre  co n n e xi on .  C e tte  op éra ti on  
es t d es ti n é e  à  s ’ a s su re r d e  l a  te m p o ri s a ti on  d es  con n e xi on s  é tab l i e s  précé d e m m e n t,  e t  ce ,  
p ré a l a b l e m en t à  tou te  a ttri b u ti on  d e  ce  n o m b re  à  u n e  n ou ve l l e  con n e xi on .    

E n  d ’ au tres  term e s ,  s i  l ’ u n i té  d ’ é ta b l i ss e m en t d e  con n e xi on  d e  l ' o b j e t d e  va l i d a ti on  con s ta te  l e  
rég l ag e  d e  S _C on n ecti o n _F a u l t,  e l l e  d oi t  rég l e r l a  re s s ou rce  C o n s u m e r_O pe n  s u r F e rm é  
p e n d a n t u n e  d u ré e  m i n i m a l e  d e  ( Ti m e o u t_M u l ti p l i e r +  2 )  ×  I n terva l l e  P i n g ,  ou  é ve n tu e l l e m e n t 
j u sq u ’ à  ce  q u e  l e  m ê m e  co n so m m a teu r te n te  d e  ré tab l i r l a  m ê m e  co n n e xi on .  

7.7.5.3  Appl ication_Run_Id le  

S i  l ’ a p pl i ca ti o n  d e  p rod u cti on  co n trô l e  d e  m a n i ère  a cti ve  l e s  d o n n é es ,  l ’ i n d i ca ti o n  Ru n _I d l e  
d oi t  m e n ti on n e r l ’ é ta t E xécu ti on .  S i  l ’ ap p l i ca ti on  d e  p rod u cti on  n e  co n trôl e  p as  d e  m an i è re  
acti ve  l es  d o n n é es ,  e t s ’ i l  con vi e n t q u e  ces  d on n ée s  ad op ten t u n  é ta t d e  s écu ri té ,  l ’ i n d i ca ti o n  
Ru n _I d l e  d o i t  m en ti o n n e r l ’ é ta t Re p os .  

7.7.5.4 Consumer_Active_Id le  [par consommateur]  

Co n s u m e r_Acti ve_I d l e  es t u n  d ra p e au  d ’ e xé cu ti on  q u i  i n d i q u e  s i  d es  i n fo rm a ti o n s  va l i d e s  
co n ce rn a n t l e  m es s a g e  d e  coo rd i n a ti on  te m p ore l l e  on t é té  re çu e s  p o u r ce  con s om m ate u r.   

S i  u n  pro d u cte u r d e  d on n é e s  d e  s écu ri té  g é n è re  d es  d on n é es  e t s i  d es  i n form ati on s  va l i d e s  
co n ce rn a n t l a  co ord i n a ti o n  te m p ore l l e  o n t é té  re çu es  s an s  a u cu n e  e rre u r,  l ’ é ta t d u  d ra p ea u  
Co n s u m e r_Acti ve _I d l e  d oi t  ê tre  é g al  à  Acti f,  ou  à  Rep os  d a n s  l e  ca s  con tra i re .   

P o u r l e s  p rod u cte u rs  m u l ti p oi n ts ,  u n  d ra p ea u  C on s u m er_Acti ve _I d l e  d oi t  e xi s te r p ou r ch a q u e  
co n so m m a teu r m u l ti po i n ts ,  n u m é ro té  d e  1  à  M a x_C o n su m er_N u m b e r.  

Le s  va l e u rs  C o n s u m er_Acti ve _I d l e  s o n t Re p os  e t Acti f.  

À l ’ é ta b l i s s em e n t d ’ u n e  con n e xi on ,  to u s  l e s  d ra p e a u x C on s u m er_Acti ve _I d l e  d o i ve n t ê tre  
i n i ti a l i sé s  s u r l ’ é ta t Re p os .  

7.7.5.5  S_Connection_Fau lt  [par consommateur]  

D rap e au  d ’ e xécu ti on  q u i  i n d i q u e  s i  l a  con n exi on  d e  s é cu ri té  a vec l e  cl i e n t es t O K ou  
D é fe ctu e u s e .  

L’ i n d i ca ti o n  S _C on n e cti o n _F au l t d ’ u n e  a n om a l i e  d oi t  s i g n a l er q u e  l e  prod u cte u r a  d éce l é  u n  
p rob l è m e  a u  n i ve a u  d e  l a  co n n exi on  d e  sé cu ri té  a vec ce  con s om m a te u r ou  q u e  l e  
co n s o m m a teu r a  s i g n a l é  e n  re tou r u n e  e rre u r a u  p rod u cte u r.   

S i  l e  p rod u cte u r d e  d on n ée s  d e  s écu ri té  a  reçu  u n e  i n form a ti on  i n va l i d e  co n cern a n t l a  
co ord i n a ti on  te m p ore l l e ,  o u  u n e  te m p ori s a ti on  d e  l ad i te  i n form a ti on ,  l ’ é ta t d u  d ra p ea u  
S _C on n ecti o n _F a u l t  d oi t  ê tre  é g a l  à  « An om al i e » ,  l e d i t  é ta t é ta n t O K d a n s  l es  a u tres  ca s .  

P o u r l es  p rod u cteu rs  m u l ti po i n ts ,  i l  d o i t  y a vo i r u n  d ra p ea u  S _C on n e cti on _F a u l t  p ou r ch a q u e  
co n s om m a teu r m u l ti po i n ts ,  n u m é ro té  d e  1  à  M a x_C o n su m er_N u m b e r.  

Le s  va l e u rs  d e  S _C o n n ecti on _F au l t s o n t O K e t D é fectu e u x.  
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À l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi on ,  to u te s  l e s  va ri a b l e s  S _C on n ecti on _F au l t d o i ve n t ê tre  
i n i ti al i s é es  su r O K.  

7.7.5.6  Variables  statiques  d ’entrée  du  producteur 

I l  s ’ ag i t  d e s  p ara m è tre s  d e  te m ps  d e  con fi g u ra ti on  q u i  d é fi n i s s e n t l ’ op éra ti on  d u  prod u cte u r d e  
p ro tocol es  d e  s é cu ri té .  

7.7.5.7  EPI  

L e  term e  E P I  d és i g n e  l ’ i n terva l l e  d e  p aq u e ts  a tte n d u .  L a  fré q u e n ce  d e  pro d u cti on  d e s  
d on n ée s  d e  s écu ri té  n e  d oi t  p as  d ép as s e r l ’ E P I .  L ’ E P I  es t e xp ri m é  com m e  u n e  val e u r e n ti ère  
e n  m i cros e co n d es .  La  p l a g e  l é g a l e  d e s  va l e u rs  e s t co m p ri s e  e n tre  1 0 0  µs  e t 1  0 0 0  0 0 0  µs .  

P o u r tou te s  l e s  con n e xi on s  d e  s é cu ri té,  l e  p rod u cte u r e t to u s  l e s  con s o m m a te u rs  d oi ve n t 
a voi r l e  m ê m e  E P I .  

7.7.5.8  Timeout_Mul tipl ier [par consommateur]  

Le  Ti m e ou t_M u l ti p l i er i n d i q u e  l e  n om bre  d e  n ou vel l e s  te n ta ti ve s  d e  pro d u cti on  d e  d on n é es  à  
u ti l i s e r d a n s  l e s  é q u a ti on s  d e  d é te cti on  d ’ u n e  d éfa i l l a n ce  d e  co n n e xi o n .  

Le  F orm a t d e  b a s e  a  l i m i té  l e  p ara m è tre  Ti m e ou t_M u l ti p l i e r à  d es  va l e u rs  com pri s e s  e n tre  1  
e t  4 .  P ou r ce  form a t,  l a  va l e u r Ti m e ou t_M u l ti p l i e r a  é té  u ti l i s é e  pou r u n  d ou bl e  ob j e cti f.  À 
sa voi r:  

a )  P o u r ca l cu l e r l e  d é l a i  d u  rés e a u ;  

b )  P o u r d é te rm i n e r l e  n om b re  d ’ i n te rva l l es  P i n g  à  a tte n d re  s a n s  Ti m e _C oord i n a ti on  o u  l a  
correcti on  d e  te m p s  a van t d e  d é cl a re r u n e  a n om a l i e  d e  con n e xi o n .  

Le  form a t E te n d u  pe rm e t d ’ u ti l i s e r u n e  p l u s  g ra n d e  va l e u r d u  p ara m è tre  Ti m e ou t_M u l ti p l i er 
p ou r l e  cal cu l  d u  d él a i  d u  rés e a u ,  l a  va l e u r u ti l i sé e  p ou r d é term i n e r l e  n o m b re  d ’ i n terva l l e s  
P i n g  à  a tte n d re  s a n s  Ti m e_C o ord i n a ti o n  ou  l a  co rrecti on  d e  te m p s  a va n t d e  d é cl a rer u n e  
a n o m a l i e  d e  con n e xi on  re stan t p ar a i l l e u rs  l i m i té e  à  u n e  va l e u r m a xi m a l e  d e  4 .  Le  form a t 
E te n d u  pe rm e t d ’ u ti l i s e r u n e  val eu r d u  p a ra m è tre  Ti m e ou t_M u l ti p l i e r com pri s e  e n tre  1  e t 2 5 5 .    

D a n s  l ’ e n s e m b l e  d u  p ré se n t d ocu m e n t,  l e  te rm e “ Ti m e o u t_M u l ti p l i e r”  fa i t  ré fé re n ce  à  l a  va l e u r 
d u  pa ra m è tre  Ti m eo u t_M u l ti pl i e r.  “ Ti m e ou t_M u l ti p l i e r. P I ”  fa i t  ré fé re n ce  à  l a  val eu r d é d u i te  d e  
“ Ti m e ou t_M u l ti p l i e r”  a fi n  d e  d é te rm i n e r l e  n o m bre  d ’ i n te rva l l es  P i n g  à  a tte n d re  s an s  
Ti m e _C oord i n a ti o n  ou  l a  correcti on  d e  tem p s  a va n t d e  d é cl a re r u n e  an om a l i e  d e  con n e xi on .   

P o u r l e  form a t d e  B as e ,  Ti m e ou t_M u l ti p l i e r. P I  d oi t  ê tre  é g al  à  Ti m e ou t_M u l ti p l i er.  P ou r l e  
form a t E te n d u ,  Ti m e ou t_M u l ti p l i er. P I  d o i t  ê tre  ég a l  à  l a  p l u s  pe ti te  va l e u r d e  
Ti m e o u t_M u l ti p l i e r ou  à  4 ,  s e l on  l a  pl u s  fa i b l e  d e s  d eu x va l e u rs .  

Le  Ti m e ou t_M u l ti p l i er d oi t  ê tre  u ti l i s é  p ou r d é te rm i n er l e  n om b re  d ’ i n te rva l l es  Pi n g  
( Ti m e ou t_M u l ti p l i e r. P I  +  2 )  q u ’ u n  p ro d u cte u r a tte n d  a va n t d e  rej e te r u n  con s om m a te u r q u i  a  
om i s  d ’ en voye r u n e  ré p on s e  d e  coord i n a ti on  te m p ore l l e  a prè s  u n e  d e m an d e  P i n g .   

La  p l a g e  l é g al e  d es  va l eu rs  Ti m e ou t_M u l ti p l i er d u  fo rm a t d e  B as e  d oi t  corres p on d re  a u x 
va l e u rs  1 ,  2 ,  3  o u  4 .  L a  pl ag e  l é g a l e  d e s  va l e u rs  Ti m e o u t_M u l ti p l i e r d u  fo rm a t E te n d u  d oi t  ê tre  
co m p ri s e  e n tre  1  e t 2 5 5  ta n t q u e  l a  va l e u r d e  d é l a i  d u  rés e au  n e  d é pa s se  p a s  5 , 8  s .  

P ou r tou t p ro d u cte u r,  ch a q u e  con s om m a te u r p e u t a voi r u n  Ti m e ou t_M u l ti p l i er d i fféren t.  

7.7.5.9  Connection_Type 

I l  sp é ci fi e  s i  l a  co n n e xi o n  es t p o i n t à  p oi n t ou  m u l ti po i n ts .  
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P o u r tou t p rod u cte u r,  ch aq u e  co n n e xi o n  d e  p ro d u cte u r e t  l a  ( l e s )  con n e xi on (s )  d e  
co n so m m a teu r corres p o n d a n te ( s)  d oi ve n t a vo i r l e  m ê m e  Typ e  d e  con n e xi o n .  

7.7.5.1 0  Ping_Interval_EPI_Multipl ier 

I l  s ’ a g i t  d u  n o m bre  q u i  d é fi n i t  l e  P i n g _C ou n t_I n te rva l  pou r u n e  con n e xi on  p arti cu l i è re .   

Le  Pi n g _C ou n t_I n te rva l  d oi t  ê tre  é g al  à  l ’ E P I  fo i s  l e  P i n g _I n terva l _E P I _M u l ti p l i er.  

C e  m êm e  i n te rva l l e  d oi t  d é fi n i r l a  fré q u e n ce  d e  d e m a n d e  e t d e  tra n s m i s s i o n  d es  m es s a g e s  d e  
co ord i n a ti on  te m p o re l l e .  

I l  d o i t pa r a i l l e u rs  d é fi n i r l a  fré q u e n ce  d e  tra n s m i s s i on  d es  s ecti on s  d e  C orre cti on  d e  te m ps  à  
ch a q u e  con s o m m a te u r.   

U n  P i n g _I n te rva l _E P I _M u l ti p l i e r l é g a l  d oi t  co m p orter u n e  va l e u r m i n i m a l e  d é te rm i n é e  à  pa rti r 
d e  l ’ éq u a ti on  M a x_C o n s u m er N u m b e r  ×  Ti m e ou t_M u l ti p l i e r. P I  +  1 5 ,  e t u n e  va l e u r m a xi m a l e  
i n fé ri eu re  à  1  0 0 0 .  Le s  va l e u rs  pa r d é fa u t d oi ve n t ê tre  1 0 0  p o u r l es  con n e xi o n s  m u l ti p oi n ts  et 
1 9  po u r l es  co n n e xi o n s  p oi n t à  p oi n t.  

I l  con vi e n t d e  d é fi n i r l e  P i n g _I n terva l _E P I _M u l ti p l i er s u ffi s a m m e n t g ra n d  p ou r pe rm e ttre  à  l a  
d em a n d e  P i n g  d ’ ê tre  re co n n u e  p a r l e(s )  se rve u r(s ) ,  a u ( x)  s e rveu r( s)  d e  tran s m e ttre  l a  ( l e s )  
s ecti o n ( s)  d e  coo rd i n a ti o n  te m p ore l l e ,  e t à  to u te s  l es  s ecti on s  Ti m e_C oord i n a ti o n  d ’ a rri ver e t 
d ’ ê tre  tra i té e s  p a r l e  cl i en t.  To u tes  ce s  é ta p es  d o i ve n t s e  d érou l er a va n t e xp i ra ti on  d u  d é l a i  d u  
P i n g _I n te rva l .  

Le  cl i e n t d o i t  tra n s m e ttre  to u tes  l e s  s ecti o n s  Ti m e _C orrecti on  d an s  l e  P i n g _I n te rva l .  

L e  P i n g _I n te rva l _E P I _M u l ti pl i e r d o i t  ê tre  d é fi n i  s u ffi s a m m e n t pe ti t  p ou r g a ra n ti r q u e  l e  
P i n g _C ou n t_I n te rva l  es t i n féri e u r o u  é g a l  à  1 0 0  s  

U n  i n te rva l l e  d e  com p ta g e  d e  d e m a n d es  P i n g  su p éri e u r à  1 0 0  s  p e u t co n tri bu e r,  s e l o n  u n  
éca rt d e  pl u s  d e  0 , 5  s ,  à  l a  d éri ve  d e  l ’ h orl og e ,  s e l on  l e  Ti m eo u t_M u l ti pl i e r. P I  pou r ce tte  
con n e xi on .  U n e  d u ré e  d e  0 , 5  s  a  é té  d é fi n i e  co m m e  l a  val eu r m a xi m al e  p o u va n t ê tre  a ttri b u é e  
à  l a  d é ri ve  d e  l ’ h o rl og e ,  e t ce ,  a fi n  d ’ é vi te r tou te  re m i s e  à  zéro  d e  l ’ h orl og e .   

L es  va ri a b l es  s u i va n te s  p erm e tten t d e  ca l cu l er l e  P i n g _I n terva l _E P I _M u l ti p l i er.  

•  C _TO _S _D el a y_M u l ti p l i er e s t ég a l  à  l a  d u ré e ,  e n  tan t q u e  m u l ti p l i ca teu r d u  te m ps  E P I ,  
é q u i va l a n t à  l a  d u ré e  d ’ i n i ti a ti on  d ’ u n  m es s a g e ,  au  d é l a i  d e  tra n s port e t a u  d é l a i  d e  
tra i te m e n t d e  réce p ti on  d u  M es s a g e  d e  d on n é es ,  ou  a u  m e ss a g e  Ti m e _C o rrecti on  
tra n s m i s  p ar l e  cl i en t a u  s e rve u r.  

•  S _TO _C _D el a y_M u l ti p l i er e s t ég a l  à  l a  d u ré e ,  e n  tan t q u e  m u l ti pl i ca te u r d u  te m p s  E P I ,  
é q u i va l a n t à  l a  d u ré e  d ’ i n i ti a ti on  d ’ u n  m es s a g e ,  au  d é l a i  d e  tra n s port e t a u  d é l a i  d e  
tra i te m e n t d e  réce p ti on  d u  M es s ag e  Ti m e _C oord i n a ti on  tran s m i s  p a r l e  s e rve u r a u  cl i e n t.  

•  P i n g _Rcve d _TO _Ti m e _C o ord _S en t_M u l ti p l i er e s t ég a l  à  l a  d u rée ,  e n  ta n t q u e  
m u l ti pl i ca te u r d u  tem p s  E P I ,  a d m i s e  e n tre  l e  te m ps  d e  ré ce p ti on  E P I ,  d on t i l  co n vi en t 
q u ’ el l e  d é cl e n ch e  l ’ e n vo i  d u  m es s a g e  d e  coord i n a ti on  te m pore l l e ,  e t l e  m o m e n t o ù  i l  
co n vi e n t q u e  ce  m e s s ag e  s oi t  tran s m i s .  

•  Ti m e_C oord _Rcved _TO _Ti m e _C oo rd _Proces s e d _M u l ti p l i er e s t é g al  à  l a  d u rée ,  e n  ta n t 
q u e  m u l ti p l i ca teu r d u  te m p s  E P I ,  a d m i s e  e n tre  l e  te m ps  d e  ré ce p ti on  d u  m e s s ag e  d e  
coord i n a ti on  te m p o re l l e  e t  l e  tra i te m e n t e ffecti f d u d i t  m e ss a g e .  

P o u r u n  ré se a u  s i m p l e ,  i l  e s t ra i s on n ab l e  d e  p ré voi r q u e  l e s  C _TO _S _D e l a y_M u l ti p l i e r e t 
S _TO _C _D el a y_M u l ti p l i er s e ron t i n féri e u rs  à  2  foi s  l a  va l e u r d e  l ’ E P I .  
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P o u r u n  ré s e a u  s h u n té  q u i  d ép e n d  d u  n om b re  d e  s a u ts ,  i l  e s t ra i s on n ab l e  d e  p ré voi r q u e  l es  
C _TO _S _D e l a y_M u l ti p l i e r e t  S _TO _C _D el a y_M u l ti p l i er s eron t i n fé ri e u rs  à  4  foi s  l a  va l e u r d e  
l ’ E P I .  4  s e ra  u ti l i sé  com m e  va l e u r m i n i m a l e  d e  C _TO _S _D el a y_M u l ti p l i er e t d e  
S _TO _C _D e l a y_M u l ti p l i e r p o u r l e  cal cu l  d e  l a  val eu r m i n i m a l e  d e  
P i n g _I n te rval _E P I _M u l ti p l i e r.   

I l  con vi e n t q u e  l es  m u l ti p l i ca te u rs  E P I  C _TO _S _D e l a y_M u l ti p l i er e t S _TO _C _D e l a y_M u l ti p l i er 
n e  ti e n n e n t p as  com p te  d e s  m es s a g e s  p erd u s  s u r l e  ré s e au .  L e  Ti m e ou t_M u l ti p l i er ti en t 
co m p te  d es  m e s sa g es  pe rd u s .  

I l  con vi e n t q u e  l a  va l e u r d e  Pi n g _Rcve d _TO_Ti m e_C oord _S e n t_M u l ti p l i e r s o i t i n féri e u re  à  3  
fo i s  l a  va l e u r d e  l ’ E P I .   

I l  con vi e n t q u e  l a  va l eu r d e  Ti m e _C o ord _Rcved _TO _Ti m e_C oord _Proces s e d _M u l ti p l i er so i t 
i n fé ri eu re  à  3  foi s  l a  val e u r d e  l ’ E P I .   

L ’ é q u a ti o n  q u i  p e rm e t d e  d é te rm i n e r l e  P i n g _I n terva l _E P I _M u l ti p l i er m i n i m u m  es t l a  su i va n te :  

[{Ti m e ou t_M u l ti p l i e r. P I  (C #)  m a x pou r tou s  l es  co n s om m a teu rs }  ×  M a x_C o n s u m e r_N u m ]  
 +  C _TO _S _D e l a y_M u l ti p l i er 
 +  S _TO _C _D e l a y_M u l ti p l i er 
 +  Pi n g _Rcve d _TO _Ti m e _C oo rd _S en t_M u l ti p l i er 
 +  Ti m e _C oo rd _Rcve d _TO _Ti m e _C o ord _P roce s se d _M u l ti p l i e r +  1  ( 1 )  

où  

C # =  C on s u m e r_N u m b er 

4  é ta n t l a  co n s ta n te  u ti l i s ée  p ou r C _TO_S _D e l a y_M u l ti p l i e r e t  S _TO _C _D e l a y_M u l ti p l i e r e t 3  
é ta n t l a  co n s tan te  u ti l i sé e  p ou r P i n g _Rcve d _TO _Ti m e _C oo rd _S e n t_M u l ti p l i er e t 
Ti m e_C oord _Rcved _TO _Ti m e _C oo rd _Proces s e d _M u l ti p l i er.  

Le  Pi n g _I n te rval _E P I _M u l ti p l i er d oi t  ê tre  s u pé ri eu r ou  é g a l  à :  

[{Ti m e ou t_M u l ti p l i er. P I  (C #)  m a x p ou r tou s  l e s  
co n s o m m a te u rs}  ×  M a x_C o n s u m er_N u m ]  +  1 5   ( 2 )  

Le  pro d u cteu r s e  fon d e  s u r ce tte  re l a ti o n  l ors  d e  l a  tra n sm i ss i on  d e s  m e s sa g es  C orre cti o n  d e  
te m p s .  I l  con vi e n t d ’ au g m e n te r e n  con s éq u en ce  l e  P i n g _I n terval _E P I _M u l ti p l i e r p ou r l e s  
va l e u rs  d e  C _TO _S _D e l a y_M u l ti p l i e r e t  S _TO _C _D el a y_M u l ti p l i er s u p é ri eu re s  à  4 ,  e t  l es  
va l e u rs  d e  P i n g _Rcve d _TO _Ti m e _C o ord _S e n t_M u l ti p l i e r e t 
Ti m e _C oord _Rcve d _TO _Ti m e _C oo rd _Proce s s ed _M u l ti p l i e r su p éri e u res  à  3 .  

Le  Pi n g _I n terval _E P I _M u l ti p l i er d oi t  ê tre  i n féri e u r à :  1 0 0  s  /  E P I .  

La  p l a g e  d u  P i n g _I n te rva l _E P I _M u l ti p l i er com p ri se  e n tre  7 5  e t 1 0 0  s a ti s fa i t  a u x res tri cti on s  
d é fi n i e s  ci -d e s s u s  po u r tou te s  l es  va l e u rs  l é g a l es  d é fi n i e s  ci -d es s ou s :  

•  E P I ,  0 , 0 0 0  1  s  à  1  1 ;  

•  Ti m e o u t_M u l ti p l i e r. P I ,  1  à  4 ;  

•  M a x_C on s u m e r_N u m ,  1  à  1 5 ;  

•  C _TO _S _D e l a y_M u l ti p l i e r e t  S _TO _C _D e l a y_M u l ti p l i e r,  1  à  4 ;  

•  P i n g _Rcve d _TO_Ti m e _C o ord _S en t_M u l ti p l i er,  1  à  3 ;  

•  Ti m e _C oord _Rcve d _TO _Ti m e _C oo rd _Proce s s ed _M u l ti p l i e r,  1  à  3 .  
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Le  p rod u cte u r,  q u e l  q u ’ i l  so i t,  e t  tou s  l es  co n s om m a te u rs  d o i ve n t a vo i r l e  m êm e  
P i n g _I n te rval _E P I _M u l ti p l i e r.  

7.7.5.1 1  Max_Consumer_Number 

N o m b re  m a xi m u m  d e  con s om m a te u rs  p ou va n t ê tre  con fi g u rés .  

S i  l e  type  d e  co n n e xi o n  es t p o i n t à  po i n t,  l e  M a x_C on s u m e r_N u m b e r d o i t ê tre  é g a l  à  1 .  

P o u r l es  con n e xi on s  m u l ti po i n ts ,  l a  p l a g e  l é g al e  d e s  va l e u rs  d e  M a x_C on s u m e r_N u m b er d o i t 
ê tre  co m p ri s e  en tre  1  e t 1 5 .  

Le  p rod u cte u r,  q u e l  q u ’ i l  s oi t,  e t  tou s  l es  co n s om m a te u rs  d o i ve n t a voi r l e  m ê m e  
M a x_C on s u m e r_N u m b er.  

7.7.5.1 2  Time_Coord_Msg_Min_Multipl ier [par consommateur]  

Ti m e _C oord _M sg _M i n _M u l ti p l i er es t l e  n o m b re  m i n i m u m  d ’ i n crém e n ts  d e  1 2 8  µs  su s ce p ti b l e  
d ’ ê tre  u ti l i s é  p ou r u n  m e s sa g e  d e  coo rd i n a ti o n  tem p orel l e  p ou r l e  pa s s ag e  d u  co n s om m a teu r 
a u  p rod u cte u r.  U n e  val e u r d e  ce tte  va ri a b l e  a u tre  q u e  0  pe rm e t u n e  m ei l l e u re  p ré ci s i on  d e  l a  
d a ta ti on .  La  va l e u r p a r d é fau t d u  Ti m e_C o ord _M s g _M i n _M u l ti p l i e r d oi t  ê tre  0 ,  e t  l a  p l a g e  
l é g al e  d es  va l e u rs  d oi t  ê tre  com pri s e  e n tre  0  e t 7  8 1 3 ,  ce  q u i  é q u i vau t d e  0  s  à  1  s .    

N om b re  m i n i m a l  d ’ i n cré m en ts  d e  1 2 8  µs  s u sce p ti b l es  d ’ ê tre  p ri s  e n  ch a rg e :  

D u :  

C o n s o m m a te u r s a i s i ss a n t l a  C o n s u m er_Ti m e _Va l u e  à  p arti r d u  C on s u m e r_C l k_C o u n t 
p ou r l e  m e ss a g e  d e  coord i n a ti on  te m pore l l e ,  

Au :  

P ro d u cte u r sa i s i s s an t l a  Prod u ce r_Rcve d _Ti m e _Va l u e  à  ré ce p ti on  d u  m e ss a g e  d e  
co ord i n a ti on  te m p o re l l e  

P o u r tou t p ro d u cte u r,  ch a q u e  con s om m a te u r pe u t a voi r u n  Ti m e _C oord _M s g _M i n _M u l ti pl i e r 
d i fféren t.  

7.7.5.1 3  Variables  statiques  dédui tes  de  la  connexion  du  producteur 

C es  va ri ab l es  s ta ti q u es  so n t d é d u i te s  d es  va ri ab l es  s ta ti q u es  d ’ e n trée .  E l l e s  s o n t d é d u i tes  au  
m om en t d e  l a  con fi g u ra ti on  e t  s on t u ti l i s é e s  l ors  d u  trai te m en t d u  p rod u cte u r.  

7.7.5.1 4 Time_Drift_Per_Ping_Interval  [par consommateur]  

Va l e u r e xpri m é e  en  i n crém e n ts  d e  1 2 8  µs  q u i  re prés e n te  l a  d é ri ve  te m p ore l l e  l a  p l u s  
d é fa vo ra b l e  d u e  à  u n e  i m p réci s i on  d u  q u a rtz  a u  co u rs  d ‘ u n  i n te rva l l e  Pi n g .  

La  pré ci s i on  d e s  h orl og es  d e s  a p pa re i l s  d e  s écu ri té  d o i t  ê tre  d e  0 , 0 2  %  ( 0 , 0 0 0  2 ) .  C om p te  
te n u  d e  l a  d é ri ve  pos i ti ve  e t  n é g a ti ve ,  l a  p ré ci s i on  res p ecti ve  d es  h orl og e s  s era  d e  0 , 0 0 0  2  ×  2  
ou  0 , 0 0 4  ( 0 , 0 4  % ) .   

La  p l a g e  l é g a l e  d e s  va l eu rs  e s t com p ri s e  e n tre  1  e t 3 1 3 ,  d a n s  l a  m es u re  o ù  l ’ i n te rva l l e  Pi n g  
es t l i m i té  à  1 0 0  s  ( 1 0 0  0 0 0  0 0 0  µs ) .  

Le  ca l cu l  d e  Ti m e_D ri ft_P er_P i n g _I n terva l  e s t e ffectu é  ave c d es  ré fé re n ce s  tem p orel l e s  
e xpri m é es  e n  m i cros eco n d e s  ( E P I  d é s i g n e  l ’ E P I  e n  m i cros e con d es ) .  Le  ca l cu l  d e  
Ti m e _D ri ft_P e r_Pi n g _I n te rva l  es t e ffectu é  a vec u n  e n ti e r d e  3 2  b i s ,  l e  rés u l ta t ob te n u  é tan t 
u n  e n ti e r d e  1 6  bi ts .  La  d i vi s i on  p a r u n  fa cte u r d e  3 2 0  0 0 0  e ffe ctu é e  d a n s  l e  ca l cu l  d e  
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Ti m e _D ri ft_P e r_Pi n g _I n te rva l  éq u i va u t à  u n e  m u l ti pl i ca ti on  p a r l a  d éri ve  d ’ h orl og e  l a  p l u s  
d é fa vo rab l e  é g a l e  à  0 , 0 0 0  4  e t à  u n e  d i vi s i on  p a r 1 2 8  µs .  

Ti m e _D ri ft_P e r_Pi n g _I n te rva l  ( C #)  =   
Arron d i  [E P I  ×  Pi n g _I n te rva l _E P I _M u l ti p l i e r /  3 2 0  0 0 0 ]  
OR 1 ,  se l on  l a  p l u s  g ra n d e  d es  d e u x va l e u rs  ( 3 )  

où  

C # =  C on s u m er_N u m be r 

E XE M P L E   S i  E P I  =  8  0 0 0  µs  e t  P i n g _I n te rva l _E P I _M u l ti p l i e r =  1 0 0 ,  Ti m e _D ri ft_P e r_P i n g _I n te rva l ( C #)  =  3  ( 3 8 4  µs )  

7.7.5.1 5 Connection_Correction_Constant [par consommateur]  

Va l e u r e xp ri m ée  e n  i n cré m e n ts  d e  1 2 8  µs  q u i  es t s ou s tra i te  d e  l a  d a ta ti on  a fi n  d e  re p rés e n te r 
l ’ erre u r l a  p l u s  d é fa vorab l e  d u e  à :   

•  l a  d é ri ve  tem p orel l e ;  

•  l a  n a tu re  a syn ch ron e  d es  h orl og e s  d es  pro d u cteu r e t  con s om m a te u r;  

•  l a  d u ré e  m i n i m a l e  n é ces s a i re  a u  m e s s ag e  d e  coord i n a ti on  te m p ore l l e  po u r pa s se r d u  
con s o m m a te u r a u  prod u cte u r.  

C on n ecti o n _C o rre cti on _C on s ta n t [C #]  =   
Ti m e_D ri ft_C o n s ta n t +  1  – Ti m e _C oord _M s g _M i n _M u l ti p l i e r [C #]  ( 4 )  

où  

C # =  C on s u m e r_N u m b er 

La  Ti m e _D ri ft_C on s ta n t (q u i  fa i t  p arti e  i n té g ra n te  d u  ca l cu l  d e  
Co n n ecti o n _C o rre cti on _C on s ta n t)  es t u n e  va l e u r e xpri m é e  e n  i n crém e n ts  d e  1 2 8  µs  q u i  e s t 
so u s tra i te  d e  l a  d a ta ti on  a fi n  d e  rep ré s e n te r l a  d é ri ve  te m p ore l l e  l a  p l u s  d é fa vorab l e  d u e  à  
u n e  i m p ré ci s i on  d u  cri s ta l .  L a  préci s i on  d e s  h orl o g e s  d es  p rod u cte u r e t con s o m m a te u r d o i t  
ê tre  d e  0 , 0 2  %  ( 0 , 0 0 0  2 ).  C om p te  te n u  d e  l a  d é ri ve  p os i ti ve  e t  n é g a ti ve ,  l a  p ré ci s i on  
res p e cti ve  d e s  h orl o g e s  s e ra  d e  0 , 0 0 0  2  ×  2  ou  0 , 0 0 4  ( 0 , 0 4  % ) .  

La  p l a g e  l ég a l e  d es  va l e u rs  a p p l i ca b l e s  à  l a  Ti m e_D ri ft_C o n s tan t es t com p ri s e  e n tre  1  e t 
1  56 3 .  

Le  ca l cu l  d e  l a  Ti m e _D ri ft_C on s ta n t e s t e ffe ctu é  a ve c d e s  ré fé ren ce s  tem p ore l l e s  e xp ri m ée s  
e n  m i cros e con d es  (E P I  d é si g n e  l ’ E PI  e n  m i cros e co n d es ) .   

Le  ca l cu l  d e  l a  Ti m e _D ri ft_C on s ta n t d oi t  ê tre  e ffe ctu é  en  u ti l i s a n t a u  m oi n s  u n  e n ti e r d e  3 2  
b i ts ,  l e  rés u l ta t ob te n u  é ta n t u n  e n ti er d e  1 6  b i ts .  

Le  fa cte u r d e  1 /3 2 0  0 0 0  d a n s  l e  ca l cu l  d e  l a  Ti m e_D ri ft_C on s ta n t é q u i va u t à  u n e  
m u l ti p l i ca ti on  p a r l a  d é ri ve  d ’ h orl o g e  l a  p l u s  d é fa vorab l e  ég a l e  à  0 , 0 0 0  4  e t à  u n e  d i vi s i on  pa r 
1 2 8 .  

Ti m e _D ri ft_C o n s ta n t ( co m p ta g e s  p a r i n cré m en ts  d e  1 2 8  µs )  =   
Arron d i  [(Ti m e ou t_M u l ti p l i er. P I  
(C #)  +  1 )  ×  E P I _i n _µs  ×  P i n g _I n terva l _E P I _M u l ti p l i er /  3 2 0  0 0 0 ]  
OR 1 ,  s e l on  l a  p l u s  g ra n d e  d e s  d e u x va l e u rs .  ( 5 )  

E XE M P L E  Ti m e o u t_M u l ti p l i e r. P I  =  2 ,  E P I ( e n  m i cro s e co n d e s )  =  8  0 0 0 ,  P i n g _I n te rva l _E P I _M u l ti p l i e r =  1 0 0 ,  
Ti m e _D ri ft_C o n s ta n t  =  8 ,  Ti m e _C o o rd _M s g _M i n _M u l ti p l i e r =  2 ,  a l o rs  C o n n e cti o n _C o rre cti o n _C o n s ta n t  =  7 .  
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7.7.5.1 6  Time_Coord_Response_EPI_Limit [par consommateur]  

La  Ti m e _C oo rd _Res p o n s e _E P I _L i m i t pe rm e t d e  s ’ a s s u rer q u ’ u n  m es s a g e  d e  coord i n a ti on  
te m p ore l l e  tran s m i s  au  p rod u cteu r q u i  l e  d e m a n d e ,  p arvi en t d a n s  u n  d é l ai  s u ffi s a n t p o u r 
p ré ve n i r tou te  p os s i b i l i té  d e  re m pl a ce m e n t m a th é m a ti q u e  d ’ u n e  d a ta ti on  d e  1 6  b i ts .  D ’ au tres  
co n trô l es  p e rm e tte n t d e  s’ a ss u re r d e  l a  tra n s m i s s i on  d u  m es s a g e  Ti m e _C oo rd i n a ti on  d a n s  
l ’ i n te rva l l e  Pi n g ,  e t  d e  l a  s u p p re s s i on  d ’ u n  n om b re  d e  m es s a g e s  d e  coo rd i n a ti o n  te m pore l l e  
l i m i té .  

Ti m e _C oord _Res p o n s e _E P I _L i m i t  (va l e u r e xp ri m é e  en  i n crém e n ts  d ’ E P I )  pe rm e t d e  
d é te rm i n e r s i  l a  d u ré e  co m pri s e  en tre  l ’ i n cré m e n ta ti on  d u  com p ta g e  d e  d em a n d e s  Pi n g  e t l a  
rép o n se  d e  co ord i n a ti on  te m po re l l e  e s t i n fé ri e u re  à  u n e  va l e u r tem p orel l e  ég a l e  à :  

{5  +  [Ti m e _C o ord _M s g _M i n _M u l ti p l i e r  ×  0 , 0 0 0  1 2 8 ]  +  [E P I  ×  ( C on s u m e r_N u m  – 1 ) ] }  
 e n  s eco n d e s .  ( 6 )  

P o u r m a i n ten i r u n  te m ps  d e  ré a cti on  i n féri e u r à  5 , 8  s ,  l e  te m ps  d e  tra n s p ort d u  m es s a g e  d e  
sé cu ri té  p l u s  l e  tem p s d e  tra n s p ort d u  m es s a g e  d e  coord i n a ti on  te m p o re l l e  m o i n s  l a  d u rée  
m i n i m a l e  d u  m e ss a g e d e  coo rd i n a ti o n  te m pore l l e  
[Ti m e_C oord _M s g _M i n _M u l ti p l i er/0 , 0 0 0  1 2 8 ]  d o i ve n t ê tre  i n fé ri eu rs  à  5 , 0  s  s i  l a  d é ri ve  l a  p l u s  
d é fa vorab l e  d e  0 , 5  s  es t p ri s e  e n  co m p te .  C e tte  procé d u re  p erm e t d e  m a i n ten i r l a  
Co n n e cti o n _C o rre cti on _C o n s ta n t d an s  l a  pl ag e  d é fi n i e  a fi n  d ’ é vi te r to u t rem p l a cem e n t l ors  d u  
co n trô l e  d e  l ’ â g e .  

La  p l a g e  l ég a l e  d es  va l e u rs  a pp l i ca bl es  à  Ti m e _C oo rd _Re s p on se _E P I _Li m i t es t co m pri s e  
e n tre  5  e t  1  0 0 0 .  

S i  C o n s u m e r_Acti ve _I d l e [C on su m er_N u m - 1 ]  = =  Acti f,  l es  p ro d u cte u rs  d o i ve n t vé ri fi e r q u e  l es  
m e ss a g es  d e  co ord i n a ti o n  te m p ore l l e  s o n t reçu s  d a n s  l a  Ti m e _C oord _Re sp on s e _E P I _Li m i t e t 
a n n u l e n t l a  co n n e xi o n  s ’ i l s  n e  l e  s on t p as .   

Le  ca l cu l  d e  l a  Ti m e_C oo rd _Re s po n se _E P I _L i m i t s ’ e ffe ctu e  a ve c d e s  ré fé re n ces  tem p ore l l e s  
e xpri m é es  en  m i cros e con d es  ( E P I  d és i g n e  l ’ E P I  e n  m i cros e con d es ) .  

Le  ca l cu l  d e  l a  Ti m e _C oord _Re sp o n s e _E P I _L i m i t d oi t  ê tre  e ffectu é  a ve c u n  e n ti e r d e  3 2  b i ts ,  
l e  ré s u l ta t ob ten u  é ta n t u n  en ti e r d e  1 6  b i ts .  

Ti m e_C oord _Re s po n s e_E P I _L i m i t [C #]  =   
Arron d i  ( {5  0 0 0  0 0 0  +  [Ti m e_C oord _M s g _M i n _M u l ti p l i e r[C #]  ×  1 2 8 ]   
+  [E P I  ×  ( C # – 1 ) ] }  /  E P I )   
O R 1  0 0 0  s el on  l a  p l u s  fa i b l e  d e s  d eu x va l e u rs .  ( 7 )  

où  

C # =  C on s u m e r_N u m b er 

E XE M P L E  S i  Ti m e _C o o rd _M s g _M i n _M u l ti p l i e r =  2  ( 2 5 6  µs ) ,  E P I  =  8  0 0 0  µs  e t  C o n s u m e r_N u m b e r =  1 ,  
Ti m e _C o o rd _Re s p o n s e _E P I _L i m i t  =  6 2 6 .  

7.7.6  Variables  dynamiques  du  producteur 

7.7.6.1  Producer_Clk_Count 

Ch a q u e  p rod u i t  q u i  g é n ère  ou  con s om m e  d e s  d o n n é e s  d e  sé cu ri té  d oi t  d é d u i re  u n  
te m p ori s a te u r p éri o d i q u e  q u i  i n crém e n te  u n  com p te u r ( Prod u ce r_C l k_C o u n t ou  
Co n s u m e r_C l k_C ou n t)  to u tes  l e s  1 2 8  µs .   

Le s  tol éran ces  e t l a  s ta bi l i té  d e  Prod u cer_C l k_C o u n t d oi ven t ê tre  d e  ±  0 , 0 2  % .  
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P ro d u ce r_C l k_C ou n t (e t C o n su m er_C l k_C o u n t)  d oi ve n t a voi r u n e  l o n g u e u r d e  1 6  b i ts .  

7.7.6.2  Producer_Safe_Data_TS 

P ro d u ce r_S a fe _D a ta_TS  e s t u n e  va ri a bl e  q u i  d oi t  ê tre  d é fi n i e  ég a l e  à  Pro d u ce r_C l k_C o u n t a u  
m om en t d u  p ré l è ve m e n t e t d e  l a  s a i s i e  à  p arti r d e  l ’ ap p l i ca ti on  d e  p rod u cti on  d e s  S a fe ty_D a ta  
p ou r u n e  prod u cti on  d e  d on n ée s  E PI  p a rti cu l i ère.  

Le  po i n t d e  p ré l è ve m e n t es t l e  p o i n t q u i  m a rq u e  l a  fi n  d e s  re s p on s a b i l i té s  d e  con trô l e  
te m p ore l  d es  ap p l i ca ti on s  d e  p rod u cti on  e t  l e  d é bu t d es  re sp on s a b i l i tés  d e  con trôl e  te m p ore l  
d e s  p ro toco l e s  d e  s é cu ri té .  C e tte  val e u r s e rt d e  d a ta ti on  d es  d on n é e s  re l a ti ve s  à  l ’ h orl og e  d u  
p rod u cteu r.  L a  p l a g e  l é g a l e  d e s  va l e u rs  e s t co m p ri s e  en tre  0  e t 6 5  5 3 5 .  

7.7.6.3  Data_Time_Stamp 

M om en t d e  p ré l è ve m en t d e s  d o n n é es  d e  s é cu ri té ,  pa r ra pp ort à  l ’ h orl og e  d u  con s om m a te u r.   

La  va l e u r D a ta_Ti m e_S ta m p  e s t d é d u i te  p ar l e  prod u cte u r p ou r u n e  p ro d u cti on  p o i n t à  po i n t.  

La  va l e u r D a ta _Ti m e _S ta m p  e s t d é d u i te  pa r l e  con s om m a teu r d a n s  l e s  co n n e xi o n s  
m u l ti po i n ts .  

La  p l ag e  l ég a l e  d es  va l eu rs  e s t co m p ri s e  e n tre  0  e t 6 5  5 3 5 .  

P o u r l es  con n e xi on s  p oi n t à  p o i n t:  

 D a ta_Ti m e_S ta m p  =  P rod u cer_S a fe _D a ta_TS  +  C o n s u m er_Ti m e_C orre cti on _Va l u e  ( 8 )  

P o u r l e s  con n e xi on s  m u l ti p o i n ts :  

 D a ta _Ti m e _S ta m p  =  Prod u cer_S a fe_D a ta _TS  ( 9 )  

7.7.6.4 Ping_Interval_EPI_Count 

Co m p tag e  d u  n om b re  d e  p é ri od e s  E P I  e n tre  l ’ i n crém e n ta ti on  d u  Pi n g _C ou n t.  

P i n g _I n terva l _E P I _C o u n t p e rm e t d e  con trô l er l e s  i n te rval l e s  P i n g  e t  l a  tra n s m i ss i on  d es  
m e ss a g es  d e  corre cti o n  d e  te m ps  p ou r l e s  prod u cte u rs  m u l ti p oi n ts .  

S on  i n crém e n tati on  s ’ e ffectu e  à  ch a q u e  p rod u cti on  d e  d on n ée s .  Lors q u e  
P i n g _I n terva l _E P I _C o u n t a tte i n t l e  P i n g _I n terva l _E P I _M u l ti p l i e r,  i l  e s t ré i n i ti a l i s é  s u r 0 ,  e t  l e  
co m p tag e  d e  d e m an d es  P i n g  e s t i n crém e n té .  

P ou r l e s  p rod u cte u rs  m u l ti p o i n ts ,  l es  m e s s ag e s  d e  correcti on  d e  te m ps  d oi ve n t ê tre  tran s m i s  
a u x n  con s om m a te u rs  ( où  n  =  1  à  M a x_C on s u m e r_N u m be r) ,  p ou r l es  9 e  à  n + 9  prod u cti on s  d e  
l ’ i n te rva l l e  Pi n g .   

L e  m e ss a g e d e  corre cti on  d e  tem p s d u  co n s om m a te u r 1  d oi t  ê tre  tran sm i s  e n  prem i er,  s u i vi  
d e  2 , 3 ,  … ,  n .  

L ’ ob j ecti f d e  ce tte  l og i q u e  e s t d e  ré p arti r l e s  m es s a g e s  d e  correcti o n  d e  tem p s  à  u n  p oi n t 
d on n é  d an s  l ’ i n te rva l l e  Pi n g ,  l ors q u ’ i l  con vi e n t q u e  l es d i ts  m e s s a g e s  s oi en t d é j à  p arve n u s  e t 
q u ’ i l s  a i en t é té  trai té s  p ou r ce  m ê m e  i n te rva l l e .  

L a  p l a g e  l é g a l e  d es  va l e u rs  e s t co m p ri s e  e n tre  0  e t l e  P i n g _I n terva l _E P I _M u l ti p l i er.  
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I l  con vi en t d e  rég l e r l a  va ri ab l e  P i n g _I n te rval _E P I _C ou n t s u r 0 0 0 0  h e x l ors  d e  l ’ é ta bl i s s e m e n t 
d ’ u n e  co n n exi on .  

7.7.6.5  RR_Con_Num_Index_Pntr 

Va ri a bl e  u ti l i s é e  p ar l e  prod u cte u r m u l ti po i n ts  po u r co n trô l e r l a  vé ri fi ca ti on  d e  l a  te m p o ri s a ti on  
à  l a  ré cep ti o n  d es  m e s sa g es  d e  co ord i n a ti on  te m p ore l l e ,  e t p ou r con trô l er é g a l e m e n t l a  
tra n s m i s s i on  d es  m e ss a g es  d e  co rre cti on  d e  te m ps .   

U n e  val e u r s u pé ri e u re  o u  é g a l e  à  M a x_C on s u m er_N u m be r i n d i q u e  l ’ ab s e n ce  d e  vé ri fi ca ti on  
d es  te m pori s a ti o n s  d e  co ord i n a ti on  te m p ore l l e  s u r ce t E P I ,  e t  l ’ a b s en ce  d e  tran s m i s s i on  d e  
co rre cti on s  d e  te m p s ,  su r l a  b a s e  d e  ce t E P I .     

U n e  va l e u r d e  0  à  ( M a x_C on s u m e r_N u m b e r -1 )  i n d i q u e  q u e l l es  te m p ori s a ti on s  d e  
coord i n a ti on  te m po re l l e  fo n t l ’ ob j e t d ’ u n  co n trô l e  (C on s u m e r_N u m b er =  
RR_C on _N u m _I n d e x_Pn tr +  1 )  s u r ce t E P I  e t q u e l  m e s s a g e  d e  correcti on  d e  te m p s  
(C on s u m er_N u m b e r =  RR_C on _N u m _I n d e x_P n tr +  1 )  p e u t ê tre  tra n s m i s  s u r l a  b as e  d e  ce tte  
p rod u cti on  E P I .   

7.7.6.6  Time_Drift_Since_Last_Time_Coord  [par consommateur]  

Va ri a b l e  con te n a n t l a  d éri ve  te m po re l l e  m a xi m a l e  q u i  a u ra i t pu  s e  p rod u i re  e n tre  l e  
p rod u cte u r e t  l e  co n som m a teu r d ep u i s  l a  d ern i ère  ré cep ti o n  d ’ u n  m e ss a g e  d e  coord i n a ti on  
te m p ore l l e .  C e tte  va l eu r e s t é g a l e  à  P i n g _I n t_S i n ce _Las t_Ti m e _C oord _M s g _C ou n t foi s  l e  
Ti m e_D ri ft_P er_P i n g _I n terva l .  Le  P i n g _I n t_S i n ce _Las t_Ti m e _C oord _M s g _C ou n t es t l e  
n om b re  d ’ i n te rva l l e s  P i n g  d e p u i s  l e  d e rn i e r m e s s a g e  d e  coord i n a ti on  te m p ore l l e .   

L a  Ti m e _D ri ft_S i n ce _L a s t_Ti m e _C oo rd  d o i t  p erm e ttre  d e  d é te rm i n e r d e  m a n i ère  i n d i re cte  s i  
l e  d é l a i  d e  réce p ti on  d u  m es s a g e  d e  coord i n a ti o n  te m pore l l e  e s t b i en  p l u s  i m porta n t q u e  l e  
d él ai  d u  m e ss a g e  d e  coo rd i n a ti o n  te m pore l l e  p ré cé d en t.   

L e  d é l a i  d u  m e s s a g e  d e  coord i n a ti on  te m p ore l l e  a  u n e  i n fl u e n ce  s u r l a  
C o n s u m er_Ti m e_C orre cti on _Va l u e  u ti l i s é e .  D e s  d é l a i s  pl u s  i m p ortan ts  d u  m e s s a g e  d e  
co ord i n a ti on  te m p ore l l e  occa s i on n e n t l a  com p e n s a ti on  d e  Ti m e _S ta m p  d an s  u n e  d i recti on  
n ég a ti ve ,  p ro voq u a n t l e  vi e i l l i s s e m e n t d e s  d on n é e s .  

S i  l a  d i ffére n ce  e n tre  l e s  d é l a i s  d e  d e u x m es s a g e s  Ti m e _C oord i n a ti o n  con s écu ti fs  e s t 
s u pé ri e u re  à  l a  d u ré e  d e  l ’ E P I ,  l a  C o n s u m e r_Ti m e _C orrecti on _Va l u e  u l té ri eu re  pe u t d on n e r 
l i e u  à  u n e  Ti m e _S tam p  d e  l a  p rod u cti on  E P I  s u i va n te  e ffe cti vem en t i n féri e u re  à  l a  
Ti m e_S ta m p  d e  l a  p rod u cti on  E P I  p ré céd e n te .  C e ci  e n tra în e ra i t  u n e  e rre u r d e  s é q u e n cem e n t 
d u  con s om m a te u r d e  Ti m e _S ta m p .  

D a n s  l a  m e s u re  où  l a  d é ri ve  te m p ore l l e  m a xi m a l e  e s t co n trô l é e ,  s oi t  l a  d e rn i è re  
Ti m e_C orre cti on _Va l u e  m o i n s  l a  va l e u r Ti m e _D ri ft_S i n ce _L as t_Ti m e _C o ord ,  ou  l a  n o u ve l l e  
va l e u r Ti m e _C orrecti o n _Val u e ,  d o i t ê tre  tran s m i s e  a u  co n s o m m a teu r,  s e l o n  l a  m e i l l e u re  d es  
d eu x va l e u rs .  

C e ci  e m pê ch e  l es  l o n g s  d é l ai s  d e  rem i s e  d e s  m es s a g e s  d e  co rre cti on  d e  te m ps  d e  p ro vo q u e r 
d es  erreu rs  d e  s é q u e n ce m e n t d a n s  l e s  co n trô l e s  d e  l a  d a ta ti o n .  

P o u r l e s  p ro d u cte u rs  m u l ti p oi n ts ,  u n e  Ti m e _D ri ft_S i n ce _La s t_Ti m e _Coo rd  d oi t  e xi s te r po u r 
ch aq u e  con so m m a teu r m u l ti p o i n ts ,  1  à  M a x_C on s u m e r_N u m b e r.  

L a  p l a g e  l é g a l e  d e s  va l e u rs  e s t co m p ri s e  en tre  0  e t 3  9 1 0 .  

7.7.6.7  Worst_Case_Consumer_Time_Correction_Value   

Va l e u r pro vi so i re  u ti l i sé e  p ou r d é term i n e r l a  C on s u m er_Ti m e _C orrecti on _Va l u e .  
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7.7.7  Variables  dynamiques  de  producteur par consommateur 

7.7.7. 1  Général i tés  

Le s  va ri a b l e s  d yn a m i q u e s  s u i van te s  s on t d e s  va ri a b l es  d e  p ro d u cte u r q u i  e xi s te n t po u r 
ch aq u e  con s o m m a te u r.  I l  n ’ y a  q u ’ u n e  s eu l e  vari a b l e  p ou r ch a q u e  con so m m a teu r d a n s  l e  ca s  
d e s  co n n e xi on s  p oi n t à  p oi n t.  P o u r l es  con n e xi on s  m u l ti po i n ts ,  i l  e xi ste  u n  
M a x_C on s u m er_N u m be r d e  vari a b l e s ,  ch aq u e  n om b re  rep ré s en ta n t u n  con s om m a te u r 
i n d i vi d u e l .  

7.7.7.2  Consumer_Time_Value[par consommateur]  

Va l e u r te m po re l l e  tra n s m i s e  pa r l e  co n s om m a teu r a u  p ro d u cte u r d ’ u n e  d a ta ti on  ou  d a n s  u n  
m e ss a g e  d e  co ord i n a ti on  te m pore l l e .  U n e  C on s u m e r_Ti m e _Va l u e  es t reçu e  pou r ch a q u e  
co n s o m m a te u r m u l ti p o i n ts ,  1  à  M a x_C o n s u m er_N u m b e r.  

La  p l a g e  l é g a l e  d es  va l e u rs  e s t co m p ri s e  e n tre  0  e t 6 5  5 3 5 .  

Tou tes  l es  va ri a b l e s  C o n s u m e r_Ti m e _Va l u e  d o i ve n t ê tre  ré g l ée s  s u r 0 0 0 0 h e x l ors  d e  
l ’ é ta b l i s se m e n t d ’ u n e  con n e xi on .  

L ors  d e  l a  ré ce p ti on  d ’ u n  m es s a g e  d e  coo rd i n a ti on  te m p ore l l e ,  l e  p rod u cte u r d oi t  véri fi e r q u e  
l a  Ti m e _C o ord i n a ti on _S ecti o n . C on s u m e r_Ti m e_Val u e  e s t d i ffé re n te  d e  l a  d ern i ère  
C o n s u m er_Ti m e_Val u e  re çu e .  S i  te l  e s t l e  ca s ,  l e  m es s a g e  d e  coord i n a ti on  te m p ore l l e  n e  d o i t 
p as  ê tre  tra i té .  

C e  con trôl e  e m p êch e  to u t tra i te m en t pa r u n  p rod u cte u r d es  m es s a g es  d e  coord i n a ti on  
te m p ore l l e  d u pl i q u és  g é n éré s  p a r l e  ré s ea u .  

7.7.7.3  Producer_Rcved_Time_Value[par consommateur]  

P rod u ce r_Rcve d _Ti m e _Va l u e  d oi t  ê tre  d é fi n i e  é g a l e  au  P ro d u ce r_C l k_C o u n t au  m om en t d e  l a  
ré cep ti o n  d es  i n form a ti on s  con ce rn an t l es  m es s a g e s  d e  coord i n a ti on  te m p orel l e ,  e n  
p ro ve n an ce  d u  con s om m a te u r d e  d a ta ti o n .  

U n e  Prod u ce r_Rcve d _Ti m e _Va l u e  d o i t  e xi s ter p o u r ch aq u e  co n s o m m a te u r m u l ti p oi n ts ,  1  à  
M a x_C on s u m er_N u m be r.  

L a  p l a g e  l é g a l e  d e s  va l e u rs  e s t co m p ri s e  en tre  0  e t 6 5  5 3 5 .  

Tou te s  l e s  va ri a b l es  Prod u ce r_Rcve d _Ti m e _Va l u e  d o i ve n t ê tre  ré g l ée s  su r 0 0 0 0 h e x l ors  d e  
l ’ é tab l i s s e m e n t d ’ u n e  con n e xi on .  

7.7.7.4 Consumer_Time_Correction_Value[par consommateur]  

L a  C on s u m e r_Ti m e _C orre cti on _Val u e  e xi s te  u n i q u e m e n t p ou r l e s  con n e xi on s  d e  sé cu ri té  
m u l ti p o i n ts .  

L a  C on s u m e r_Ti m e _C orrecti on _Val u e  es t a j ou té e  à  l a  d a ta ti o n  d es  d o n n é e s  d u  p rod u cte u r 
p ou r pe rm e ttre  a u  ré su l ta t d ’ i n d i q u e r l e  m o m e n t d e  prél è ve m en t l e  p l u s  tôt  e t l e  p l u s  
d é fa vorab l e  d e s  d on n é e s  p a r ra p po rt à  l a  val e u r d ’ h orl og e  d u  co n s o m m a te u r.    

U n e  C on s u m er_Ti m e _C o rre cti on _Va l u e  e xi s te  p ou r ch a q u e  con s o m m a te u r m u l ti p o i n ts ,  1  à  
M a x_C on su m er_N u m be r.  
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C o n s u m e r_Ti m e_C orre cti on _Va l u e  [C o n s u m er_N u m b e r]  =   

 C o n s u m er_Ti m e _Val u e  [C o n s u m er_N u m b e r]   
-  Pro d u ce r_Rcve d _Ti m e _Val u e  [C o n s u m er_N u m b e r]   
-  C on n ecti on _C orre cti on _C on s ta n t [C on s u m e r_N u m b er]  

( 1 0 )  

La  p l ag e  l ég a l e  d e s  va l eu rs  es t com p ri s e  e n tre  0  e t  6 5  5 3 5 .  

Tou te s  l es  va ri a b l e s  C on s u m er_Ti m e _C orrecti on _Va l u e  d o i ve n t ê tre  ré g l é es  s u r 0 0 0 0 h e x l ors  
d e  l ’ é ta b l i s s e m e n t d ’ u n e  co n n e xi o n .  

7.7.7.5  Ping_Int_Since_Last_Time_Coord_Msg_Count [par consommateur]  

P i n g _I n t_S i n ce_L as t_Ti m e_C oord _M s g _C ou n t e s t l e  co m p tag e  d ’ e xé cu ti on  d u  n om b re  
d ’ i n te rva l l e s  P i n g  en tre  l es  m es s a g e s  d e  coord i n a ti on  te m pore l l e  p ou r u n  con s om m a teu r 
p arti cu l i e r.  

P o u r l es  con n e xi on s  p oi n t à  po i n t,  l e  P i n g _I n t_S i n ce _La s t_Ti m e _C oord _M s g _C ou n t d oi t  être  
i n cré m e n té  à  l a  8 e  p ro d u cti on  E P I  d e  l ’ i n te rva l l e  P i n g .  

P o u r l e s  co n n e xi on s  m u l ti po i n ts ,  P i n g _I n t_S i n ce _La s t_Ti m e _C oord _M s g _C ou n t d oi t  ê tre  
i n cré m e n té  to u tes  l e s  (8 + n ) è m e s  p rod u cti on s  E P I  d e  l ‘ i n te rva l l e  Pi n g ,  o ù  n  es t é g a l  a u  
n om b re  d e  con s o m m a te u rs  – 1 .   

L e  Pi n g _I n t_S i n ce_La s t_Ti m e _C oord _M s g _C o u n t po u r tou t co n s o m m a te u r p arti cu l i e r d o i t 
ê tre  ré i n i ti a l i s é  à  l a  ré cep ti o n  d ’ u n  m e ss a g e  d e  co ord i n a ti on  te m p ore l l e  va l i d e  prove n a n t d e  
ce  con s o m m a te u r.  

S i  l e  P i n g _I n t_S i n ce _L a s t_Ti m e _C oord _M s g _C ou n t ve n a i t à  d ép a ss e r l e  
Ti m eo u t_M u l ti p l i e r. P I  p l u s  2  p ou r u n e  co n n e xi on  d o n n é e ,  l e  con s om m a te u r con s i d éré  d oi t 
ê tre  ré g l é  su r l ’ é ta t d é fe ctu eu x.  

S i  l e  p rod u cte u r es t m u l ti p o i n ts ,  Pi n g _I n t_S i n ce _La s t_Ti m e _C oo rd _M s g _C ou n t e xi s te  p ou r 
ch aq u e  con so m m a teu r m u l ti po i n ts ,  1  à  M a x_C on s u m e r_N u m b e r.   

L a  va l e u r l ég a l e  d es  val e u rs  es t com p ri s e  e n tre  0  e t 5 .  

Tou te s  l e s  va ri a b l es  P i n g _I n t_S i n ce _La s t_Ti m e _C oord _M sg _C ou n t d oi ve n t ê tre  ré g l é es  s u r 
0 0 0 0 h e x l ors  d e  l ’ é tab l i s se m e n t d ’ u n e  co n n e xi o n .  

7.7.7.6  Producer_Fau lt_Counter 

D a n s l e  ca s  d u  form a t E te n d u ,  i l  s ’ a g i t  d ’ u n e  va l e u r p ro vi s oi re  u ti l i s ée  p ou r l a  tra ça b i l i té  d u  
n om b re  d ’ erreu rs  d ’ i n tég ri té  d e s  d on n é es  d é te cté e s  p ar l e  p rod u cte u r à  l a  ré cep ti o n  d es  
m e ss a g es  d e  coord i n a ti o n  te m p o re l l e .  C e tte  va l e u r e s t i n cré m e n tée  à  ch aq u e  d é te cti on  d ’ u n  
m e ss a g e d e  coo rd i n a ti on  te m p ore l l e  co m p orta n t u n e  e rre u r d ’ i n té g ri té  d e s  d o n n é e s .  C e tte  
va l e u r es t re m i s e  à  0  to u tes  l es  h e u res .  S i  ce tte  va l e u r a tte i n t l e  M a x_F au l t_N u m b e r pou r l e  
co n s o m m a te u r con cern é  ( p a ra m è tre  S a fe tyO pe n ),  l a  co n n e xi on  es t fe rm é e.  

7.7.8  Variables  de  données  du  consommateur 

7 .7.8.1  Général i tés  

L e  p ré s en t p ara g ra p h e  7 . 7 . 8  d é cri t  l es  vari a b l e s  d e  d o n n é es  u ti l i s ée s  p a r u n  con s o m m a te u r 
d e  s é cu ri té  p ou r l a  réce p ti o n  d e s  d o n n é e s  d e  s é cu ri té .  Le s  va ri ab l es  i n tern e s  s o n t d é fi n i e s  
d an s  u n e  ten ta ti ve  d e  d é fi n i ti on  d u  co m p orte m e n t d u  con s om m a teu r d e  d on n ée s  d e  sé cu ri té  à  
l a  ré ce p ti on  d e  ce s  d ern i è res .  
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7.7.8.2  État de  la  connexion  de  consommation  

I l  e s t p oss i b l e  d e  d é d u i re  l ' é ta t d es  d o n n é e s  e t d e s  con n e xi on s  d e  s é cu ri té  à  pa rti r d e s  
d rap e au x S _C o n _F l t_C _O u t,  S _Ru n _I d l e _O u t e t I n i t_C o m p l ete _O u t.  Le  Ta b l e au  9 7  ré ca pi tu l e  
l a  l o g i q u e  q u e  l ’ a pp l i ca ti on  d e  con s om m a ti o n  p e u t e m pl o ye r p ou r d é d u i re  l e s  d on n ée s  e t  l ' é ta t 
d e  s é cu ri té .  

Tableau  97  – État de  la  connexion  de  sécuri té  de  consommation  

S_Con_Fl t_C
_Out 

S_Run_Id le
_Out 

I n i t_Complete
_Out 

État  de  l a  
connexion  

Description  

An o m a l i e  I g n o re r I g n o re r D é fe ctu e u x L a  co n n e xi o n  d e  s é cu ri té  e s t  d é fe ctu e u s e .  U n  
ré a m o rça g e  e s t n é ce s s a i re .  M e ttre  l e s  
d o n n é e s  e n  é ta t  d e  s é cu ri té .   

O K Re p o s  0  Re p o s  L a  co n n e xi o n  d e  s é cu ri té  n ’ a  p a s  é té  a cti vé e .  
M e ttre  l e s  d o n n é e s  e n  é ta t  d e  s é cu ri té . .  

O K Re p o s  1  Re p o s  L a  co n n e xi o n  d e  s é cu ri té  a  é té  a cti vé e  e t  
l ’ a p p l i ca ti o n  d e  p ro d u cti o n  e s t e n  m o d e  
Re p o s .  M e ttre  l e s  d o n n é e s  e n  é ta t  d e  
s é cu ri té .  

O K Acti f 0  N /A I l l é g a l  – n e  p e u t  p a s  s e  p ro d u i re  

O K Acti f 1  E xé cu te r L a  co n n e xi o n  d e  s é cu ri té  e s t  a cti ve  e t  
l ’ a p p l i ca ti o n  d e  p ro d u cti o n  e s t e n  m o d e  
E xé cu ti o n .  U ti l i s e r l e s  d o n n é e s  

 

L ' é ta t d e  con n e xi on  d es  co n n e xi on s  d e  sé cu ri té  d e  co n s om m a ti on  d oi t  ê tre  i n d i q u é  te l  q u e  
d é fi n i  d a n s  l e  Ta b l e au  9 7 .  

7.7.8.3  S_Con_Fl t_C_Out 

S _C on _F l t_C _Ou t i n d i q u e  à  l ’ a pp l i ca ti o n  d e  con s om m a ti on  s ’ i l  con vi e n t q u e  l e s  d on n é e s  d e  
sé cu ri té  q u ’ e l l e  u ti l i s e  s o i e n t d an s  u n  é ta t d e  s écu ri té ,  é tan t d on n é  q u e  l es  ob j e ts  d e  
va l i d a ti o n  d e  s écu ri té  on t d étecté  u n e  a n o m a l i e  d e  con n e xi o n  d e  s écu ri té .   
S _C on _F l t_C _O u t_Te m p  s ert d ’ e m p l a ce m e n t p ro vi s o i re  à  ce tte  vari a b l e .  

Le s  va l e u rs  d e  S _C on _F l t_C _O u t son t OK e t D é fectu e u x.  

Tou s  l es  d ra p ea u x S _C on _F l t_C _Ou t d oi ve n t ê tre  rég l és  s u r O K l ors  d e  l ’ é ta b l i s s e m en t d ’ u n e  
co n n e xi o n .  

7.7.8.4 S_Run_Id le_Out 

S _Ru n _I d l e _O u t d o i t  ê tre  u ti l i s é  p a r u n e  a p p l i ca ti o n  d e  con s om m a ti on  p ou r d é term i n er s ’ i l  
co n vi en t q u e  l es  d on n é e s  d e  sé cu ri té  q u ‘ e l l e  u ti l i s e  s o i e n t d a n s  u n  é ta t d e  sé cu ri té .  

Le  S _Ru n _I d l e _O u t d o i t  i n d i q u e r l ’ é ta t Re p os  l orsq u e  l ’ a pp l i ca ti o n  d e  p rod u cti on  es t a u  re pos  
ou  l es  O b j e ts  d e  va l i d a ti on  d e  s écu ri té  n e  s o n t pa s  a cti fs .  S _Ru n _I d l e_O u t_Te m p  se rt 
d ’ e m p l a cem e n t p ro vi s oi re  à  ce tte  va ri ab l e .  

Le s  va l eu rs  d e  S _Ru n _I d l e _O u t s on t I D L E  ( RE PO S )  ou  RU N  ( E XÉ C U TI ON ) .   

Tou s  l e s  d ra pe a u x S _Ru n _I d l e _O u t d oi ven t ê tre  rég l é s  s u r Rep os  l ors  d e  l ’ é ta b l i s s e m e n t 
d ’ u n e  co n n exi on .  

7.7.8.5  In i t_Complete_Out 

I n i t_C om pl e te _O u t i n d i q u e  s i  l ’ i n i ti a l i sa ti o n  d e  l a  d a ta ti on  e s t a ch e vé e  ou  n on .  
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S _Ru n _I d l e _O u t d oi t  ê tre  e n  m od e  Re pos  j u s q u ’ à  ce  q u e  I n i t_C om pl e te_O u t s o i t  ré g l é  s u r 1 .   

Aprè s  l e  p rem i er é tab l i s se m e n t d e  l a  con n e xi on ,  l ’ ap p l i ca ti on  con s om m a tri ce  d oi t  fe rm e r l es  
co n n e xi o n s  d e  form a t d e  b a s e  s i  l ’ i n i ti a l i s ati on  n ’ a  p as  l i eu  d an s  u n  d él ai  d e  1 0  s .  
L ’ a p p l i ca ti on  co n s o m m a tri ce  d o i t  ferm e r l e s  co n n e xi on s  é ten d u e s  s i  l ’ i n i ti a l i s a ti on  n ’ a  pa s  l i e u  
d a n s  u n  d é l a i  d e  8 , 3  s .  

S _Ru n _I d l e _O u t i n d i q u e  l ’ é ta t Rep os ,  i n d é p en d a m m e n t d e  ce tte  te m pori s a ti o n .  E n  ca s  
d ’ i n té g ra ti on  d e  l a  tem p ori s a ti on ,  l ’ erreu r d o i t ê tre  ve rrou i l l é e  j u s q u ’ à  l a  fe rm e tu re  d e  l a  
co n n e xi o n  d e  s écu ri té ,  e t u n e  te n ta ti ve  d e  ré ou ve rtu re .  

P o u r l e s  co n n e xi o n s  p oi n t à  p oi n t,  l e  d ra p e a u  I n i t_C om p l e te _Ou t d o i t  i n d i q u e r q u e  l e  
p rod u cteu r a  e ffecti ve m e n t re çu  l e  p rem i e r m e ss a g e  d e  co ord i n a ti on  te m p ore l l e ,  e t  q u e  l e  
p rod u cteu r g é n ère  d e s  d o n n é es  a ve c u n e  d a ta ti on  p a r rap p ort à  l ’ h o rl og e  d u  con s om m a teu r 

P o u r l e s  con n e xi on s  m u l ti p oi n ts ,  l e  d ra pe a u  I n i t_C om p l e te_O u t d oi t  i n d i q u e r q u e  l e  
p rod u cte u r a  e ffecti vem e n t re çu  l e  p re m i e r m es s a g e  d e  co ord i n a ti on  tem p ore l l e  p ou r ce  
co n s om m a te u r,  e t  q u e  ce  d ern i e r a  re çu  l e  prem i er m e ss a g e  d e  correcti on  d e  te m ps  s u r l a  
b a s e  d es  i n fo rm a ti o n s  con cern a n t l a  co ord i n a ti on  te m p ore l l e.  

P o u r l e s  con n e xi on s  p oi n t à  po i n t,  l a  va l e u r D a ta _Ti m e_S ta m p d oi t ê tre  ré g l é e  s u r 0  p ar l e  
p rod u cteu r j u s q u ’ à  ré ce p ti on  d e  l a  prem i ère  se cti on  d e  co ord i n a ti o n  te m po re l l e .    

S i  l e  con s om m a te u r reço i t  l a  D a ta _Ti m e _S tam p s ou s  form e  d e  va l e u r n on  n u l l e ,  l a  vé ri fi ca ti on  
d e  l a  d a ta ti on  d o i t  ê tre  a cti vé e .  

P o u r l e s  con n e xi on s  m u l ti p o i n ts ,  l a  va l e u r D a ta _Ti m e _S tam p d o i t  tou j ou rs  ê tre  ré g l ée  é g al e  à  
l ’ h orl o g e  d u  p rod u cte u r.  

Le  co n s o m m a te u r m u l ti p oi n ts  d oi t  a cti ve r l a  vé ri fi ca ti o n  d e  l a  d a ta ti on  à  l a  ré cep ti o n  d e  l a  
p rem i è re  s e cti on  d e  co rre cti on  d e  tem p s .  

P o u r to u tes  l es  co n n e xi o n s  d e  s é cu ri té  con s om m ée s ,  l a  vé ri fi ca ti on  d e  l a  d a ta ti on  d oi t  ê tre  
acti vé e  si  l e  m od e  d es  d o n n é e s  i n d i q u e  E xé cu ti o n .  

I n i t_C om pl e te _Ou t_Tem p  s e rt d ’ e m p l a ce m e n t p ro vi s o i re  à  ce tte  vari a b l e .  

7.7.9  Variables  statiques  d ’entrée  du  consommateur 

7.7.9. 1  Connection_Type 

S p éci fi e  s i  l a  con n e xi on  es t p o i n t à  p oi n t ou  m u l ti po i n ts .  Le  p rod u cte u r,  q u e l  q u ’ i l  s o i t,  e t  tou s  
l e s  co n s o m m a te u rs  d o i ve n t a vo i r l e  m êm e  C on n e cti o n _Type .  

7.7.9.2  Consumer_Num 

N u m é ro  d ’ a ttri b u ti on  d ’ u n  con so m m ate u r m u l ti p oi n ts  ( 1  à  1 5) .  

7.7.9.3  Network_Time_Expectation_Multipl ier 

N om b re  m a xi m u m  d ’ i n crém e n ts  d e  1 2 8  µs  d on t i l  co n vi en t q u ’ u n  co n s om m a te u r p e rm e tte  à  
l ’ âg e  d e s  d on n ée s  d e  s écu ri té  d ’ a tte i n d re .   

Le s  d on n é e s  d e  s é cu ri té  d oi ven t a d op te r u n  é ta t d e  s écu ri té  s i  l e s  d o n n é es  d e  s écu ri té  
co n s o m m é es  s o n t p l u s  a n ci e n n e s  q u e  l e  N e twork_Ti m e _E xpe cta ti o n _M u l ti p l i e r.  

La  pl a g e  l é g a l e  d e s  va l e u rs  e s t co m p ri s e  e n tre  0  e t  4 5  3 1 3 ,  ce  q u i  é q u i va u t à  u n e  d u ré e  d e  0  
s  à  5 , 8  s .  L a  l i m i te  d e  5 , 8  s ,  l ’ e xi g e n ce  i m pos an t l a  vé ri fi ca ti on  d e  N e twork_Ti m e _E xp e cta ti on  
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a u  m o i n s  u n e  foi s  to u tes  l es  2  s ,  e t  l a  va ri a ti o n  d e  va l eu r Ti m e _C orre cti o n  m a xi m a l e  ( ou  l a  
d é ri ve  d ’ h orl og e  m a xi m a l e )  p ou r u n  i n te rva l l e  P i n g  d e  0 , 5  s ,  p e rm e tte n t d e  s’ a ss u re r q u e  l a  
va l e u r d e  b a se  d e  l ’ h orl og e  d e  8 , 3 8 8  s  (F F F F h e x  ×  0 , 0 0 0  1 2 8 )  n e  re vi en t p as  à  zé ro  e n tre  l es  
co n trô l e s .      

L e  te m ps  d e  ré a cti o n  rée l  d u  rés e a u  p eu t être  ce tte  va l e u r te m p orel l e  pl u s  1  E P I  s i  
l ’ a pp l i ca ti on  d e  p rod u cti o n  es t a s yn ch ron e  pa r ra pp o rt à  l a  p rod u cti on  d e s  d on n é es ,  d a n s  l a  
m es u re  où ,  d a n s  ce  cas ,  l ’ â g e  d es  d on n é es  p eu t co rre sp on d re  à  u n  E P I  a u  m om e n t o ù  l a  
d a ta ti on  s ’ a p pl i q u a i t  au x d on n é es  p ro d u i te s .  

7.7.9.4 Timeout_Multipl ier 

N o m b re  d e  n ou ve l l es  te n ta ti ve s  d e  p rod u cti on  d e  d o n n é e s  à  u ti l i se r d an s  l es  é q u ati on s  d e  
d é tecti on  d ’ u n e  a n o m a l i e  d e  ré s ea u .  I l  s ’ a g i t  d e  l a  m ê m e  va l e u r u ti l i s é e  p a r l e  p rod u cte u r.  

7.7.9.5  Ping_Interval_EPI_Multipl ier 

N o m b re  q u i  d é fi n i t l e  P i n g _C o u n t_I n te rva l  p o u r u n e  con n e xi on  p a rti cu l i ère .  Le  
P i n g _C ou n t_I n terva l  e st é g a l  à  l ’ E P I  fo i s  l e  Pi n g _I n te rva l _E P I _M u l ti pl i e r.  

I l  s ’ ag i t  d e  l a  m ê m e  va l e u r u ti l i s é e  p ar l e  prod u cte u r.  

7.7.9.6  Variables  statiques  dédui tes  de  la  connexion  du  consommateur 

C e s  va ri ab l es  s ta ti q u e s  so n t d é d u i tes  d e s  va ri a b l es  s ta ti q u e s  d ’ e n tré e .  C es  va ri a b l e s  
s ta ti q u e s  s on t d é d u i te s  a u  m om e n t d e  l a  con fi g u ra ti on  e t s o n t u ti l i s é e s  l ors  d u  tra i te m e n t d u  
p rod u cte u r.  

7.7.1 0  Variables  dynamiques  du  consommateur 

7 .7.1 0.1  Consumer_Clk_Count 

C h aq u e  p rod u i t  q u i  co n s o m m e  d e s  d on n é es  d e  s écu ri té  d é d u i t  u n  te m p ori s a te u r p é ri od i q u e  
q u i  i n crém e n te  u n  com pte u r (C o n s u m er_C l k_C ou n t)  tou tes  l es  1 2 8  µs .  

L es  to l é ra n ce s  e t l a  s tab i l i té  d e  C on s u m e r_C l k_C ou n t s on t d e  ±  0 , 0 2  %  é ta n t d on n é  q u e  l e s  
a pp a re i l s  d e  s é cu ri té  d oi ve n t com porter d es  h orl og e s  a ya n t ce tte  to l éra n ce .  

C o n s u m e r_C l k_C o u n t d o i t  a voi r u n e  l on g u e u r d e  1 6  b i ts .  

S i  l a  d i ffé re n ce  e n tre  l e  C o n s u m e r_C l k_C o u n t a u  m o m en t où  l es  d on n é es  s on t tra n s m i s e s  à  
l ’ a pp l i ca ti o n  d e  con s o m m a ti on  po u r u ti l i s a ti on  e t  l a  D a ta _Ti m e _S ta m p  tra n s m i s e  a ve c l e s  
d on n ée s  e s t s u p é ri e u re  au  N e twork_Ti m e _E xp e cta ti on _M u l ti p l i e r,  l e  d ra p ea u  
S _C on _F l t_C _O u t d o i t  ê tre  rég l é  s u r “D é fe ctu e u x”  p o u r i n d i q u er q u e  l e  te m ps  d e  ré a cti on  d u  
ré s ea u  n ’ a  p as  é té  s a ti s fa i t.  

7.7.1 0.2  Last_Ping_Count 

U n  co n s om m a te u r d e  d on n é e s  d e  s écu ri té  d oi t ê tre  ca pa b l e  d e  d é te cte r l e  m o m e n t o ù  l e  
P i n g _C ou n t a  é té  m o d i fi é .  C e tte  va ri ab l e  à  2  b i ts  p e rm e t d e  m a i n te n i r l e  P i n g _C o u n t p ou r 
com p ara i s on  l o rs  d e  l a  ré ce p ti on  s u i va n te .   

D a n s  l a  m es u re  où  i l  con vi e n t q u e  l a  p rod u cti on  i n i ti a l e  d e s  d o n n é es  d e  s é cu ri té  com p orte  u n  
P i n g _C ou n t d e  0 0 ,  l e  Las t_P i n g _C ou n t d o i t  ê tre  i n i ti al i s é  s u r 1 1 .  

7.7.1 0.3  Time_Coordination_Count_Down  

D o i t  ê tre  rég l é  é g a l  à  C o n su m er_N u m b e r à  récep ti on  d ’ u n e  d e m an d e  d e  m es s a g e s  P i n g  
m u l tp o i n t.  
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Le  con s o m m a te u r d o i t d é cré m en te r l a  va l e u r Ti m e_C o ord i n a ti on _C ou n t_D own  l o rs  d e  l a  
réce p ti on  u l té ri eu re  d es  d on n é e s  con s om m ée s ,  j u s q u ’ à  ce  q u e  l a  va l eu r so i t  é g a l e  à  0 .  

S i  l a  va l e u r es t é g a l e  à  1  l ors  d e  l a  réce p ti on  d e s  d on n é es  con s om m é es ,  l a  rép on s e  à  
d e m an d e  P i n g  p o u r ce  con s o m m a te u r d oi t  ê tre  tran s m i s e .   

L ’ ob j ecti f d e  ce tte  l og i q u e  es t d e  ré pa rti r l e s  ré p on s e s  à  d em a n d e  P i n g  m u l ti p o i n ts .  

Lors  d u  p re m i e r é ta b l i ss e m e n t d ’ u n e  con n e xi on ,  l e  Ti m e _C o ord i n a ti on _C o u n t_D own  d o i t  ê tre  
i n i ti a l i s é  à  0 .  

7.7.1 0.4 Corrected_Data_Time_Stamp 

Ce tte  va l e u r e s t l ’ e xe m p l a i re  con s om m a te u r d e  l a  D a ta_Ti m e_S tam p  re çu e .  

P o u r l es  con n e xi on s  m u l ti po i n ts ,  l a  C orre cte d _D a ta _Ti m e _S ta m p  d o i t  ê tre  l a  so m m e  d e  l a  
d a ta ti on  re çu e  e t d e  l a  Las t_Rcved _Ti m e_C orre cti on _Va l u e .  

7.7.1 0.5  Last_Data_Time_Stamp 

C e tte  va l e u r e s t l ’ e xe m p l a i re  s a u ve g a rd é  d e  l a  D a ta_Ti m e_S ta m p  re çu e .   

La  La s t_D a ta _Ti m e_S tam p  d oi t  ê tre  u ti l i s ée  p ou r d é tecter l e s  m e ss a g es  h o rs  s é q u e n ce .  

Lors  d u  pre m i er é tab l i s s e m e n t d ’ u n e  co n n e xi on ,  l a  La s t_D a ta_Ti m e _S ta m p  d o i t  ê tre  
i n i ti a l i s é e  à  0 .  

7.7.1 0.6  Last_Rcved_Multi_Cast_Active_Id le  

C e tte  va l e u r e s t l ’ e xe m p l a i re  s a u ve g a rd é  d u  M u l ti _C a s t_Acti ve _I d l e  re çu .  

Le  d e rn i er Las t_Rcve d _M u l ti _C as t_Acti ve _I d l e  d oi t  ê tre  u ti l i sé  po u r d é te cte r u n  ch a n g e m e n t 
d e  l ’ é ta t a cti f à  l ’ é ta t re pos ,  q u i  s erai t  co n s i d éré  com m e  u n e  a n o m a l i e .   

Lors  d u  p re m i e r é tab l i s s e m e n t d ’ u n e  con n e xi o n ,  l e  La s t_Rcve d _M u l ti _C a s t_Acti ve _I d l e  d oi t 
ê tre  i n i ti al i s é  à  0 .  

7.7.1 0.7  Last_Rcved_Time_Correction_Value  

C e tte  va l e u r e s t l ’ e xe m p l a i re  s a u ve g a rd é  d e  l a  Ti m e _C orrecti o n _Va l u e  reçu e .  

La  La s t_Rcve d _Ti m e _C o rre cti on _Va l u e  d o i t  ê tre  u ti l i s é e  p ou r corri g er l a  d a ta ti on  pou r 
ch a q u e  con s o m m a te u r m u l ti p oi n ts .   

L ors  d u  p rem i er é ta b l i ss e m e n t d ’ u n e  con n e xi on ,  l a  Las t_Rcve d _Ti m e_C o rre cti on _Va l u e  d oi t  
ê tre  i n i ti a l i sé e  à  0 .  

7.7.1 0.8  Time_Correction_Ping_Interval_Count 

C e tte  va l e u r i n d i q u e  l e  n om bre  d ’ i n te rva l l e s  Pi n g  e ffecti fs  d e pu i s  l a  d e rn i è re  ré cep ti on  d ’ u n  
m es s a g e  d e  corre cti on  d e  te m ps .  

S i  l e  Ti m e _C o rrecti on _P i n g _I n te rva l _C o u n t e s t s u p é ri e u r à  Ti m eo u t_M u l ti pl i e r. P I  +  1 ,  l a  
con n e xi on  d o i t  ê tre  d é fe ctu eu s e .  
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7.7.1 0.9  Time_Correction_Received_Flag  

C e tte  va l eu r i n d i q u e  q u ’ u n  m e ss a g e d e  corre cti on  d e  te m ps  a  é té  re çu  p ou r ce  co n s o m m a te u r 
m u l ti po i n ts .  C e tte  va l e u r i n d i q u e  q u ’ u n  m es s a g e  d e  co rre cti on  d e  te m p s a  é té  re çu  e t q u e  l a  
d a ta ti on  pe u t ê tre  corri g é e  e t  véri fi é e .  

Lors q u e  l e  Ti m e _C o rre cti o n _Rece i ve d _F l a g  es t ré g l é ,  l e  con s om m ate u r d o i t  i n i ti e r l e  
p roce ss u s  d e  correcti o n  e t d e  vé ri fi ca ti o n  d e  l a  d a ta ti on .  

7.7.1 0. 1 0  Data_Age 

C e tte  va l e u r i n d i q u e  l ’ â g e  l e  p l u s  d é fa vora b l e  d es  d on n é e s  ave c u n  i n cré m en t d e  1 2 8  µs .  

L ’ â g e  d es  d on n é e s  es t d é te rm i n é  a u  p oi n t d e  p ré l è ve m en t d e  ce s  d ern i ères  p a r u n e  
a p p l i ca ti on  d e  con s om m a ti on .  Ave c l e s  con s o m m a te u rs  d é cl e n ch és  p ar l ’ ap p l i ca ti o n ,  ce  
p ré l è ve m en t es t a s yn ch ro n e  p a r rap p ort à  l a  réce p ti on  d e s  d o n n é es .  Ave c l es  con s om m a te u rs  
d é cl e n ch é s  p ar l a  l i a i s on ,  ce  p ré l è ve m e n t e s t e ffe ctu é  à  l a  ré ce p ti on  d es  d on n é es .     

L ’ â g e  d e s  d o n n é es  es t d é fi n i  com m e  l a  d i ffé re n ce  en tre  l e  C o n s u m er_C l k_C o u n t a u  p o i n t d e  
p ré l è ve m en t e t  l a  d a ta ti on  d e s  d on n é es  l o rs  d e  l a  d e rn i è re  s a i s i e  d e  ce s  d e rn i ères .  

7.7.1 0. 1 1  Max_Data_Age 

C e tte  va l e u r i n d i q u e  l a  va l e u r m a xi m a l e  d e  D a ta _Ag e  d e p u i s  s a  d ern i ère  ré i n i ti a l i s a ti on .  

7.7.1 0. 1 2  Consumer_Fau lt_Counter 

P o u r l e  form a t E te n d u ,  i l  s ’ a g i t  d ’ u n e  va l e u r provi so i re  u ti l i s é e  p ou r l a  traça b i l i té  d u  n o m bre  
d ’ e rre u rs  d ’ i n tég ri té  d e s  d o n n é es  q u e  l e  con s om m a te u r d é tecte  à  l a  ré ce p ti on  d e s  m e ss a g es  
d e  correcti on  d e s  d o n n é es  e t d e  tem ps .  C e tte  va l e u r e s t i n cré m e n té e  à  ch a q u e  d é tecti o n  d ’ u n  
m e s s a g e  d e  co rre cti on  d e s  d o n n ée s  e t  d e  tem ps ,  a ve c u n e  erre u r d ’ i n té g ri té  d e s  d on n é e s .  
C e tte  va l eu r e s t ré i n i ti a l i s é e  s u r 0  tou te s  l e s  h e u res .  S i  ce tte  va l e u r a tte i n t l e  
M a x_F a u l t_N u m b e r (p a ra m è tre  S a fe tyO p en ) ,  l a  co n n e xi o n  e s t ferm é e .  

8  Gestion  de  la  couche  de  communication  de  sécuri té  

8.1  Présentation  générale  

Le s  p arag ra p h e s  8 . 1  à  8 . 7  n e  ch erch e n t pa s  à  fou rn i r u n  tu tori e l  s u r ch a q u e  as p ect d e  l a  C P F  
2 ,  m a i s  e n  re van ch e  u n e  p rés e n ta ti on  g én é ra l e  d e  h a u t n i ve a u  d e  l a  m é th od e  d ’ é ta b l i s s e m e n t 
d e s  con n e xi o n s  C P F  2  s u r ch a q u e  ré s ea u  e t p ou r l e s  d i ffé re n ts  typ e s  d e  ré s e a u ,  en  
so u l i g n a n t l e s  cara cté ri s ti q u es  u ti l i s é e s  e t l e s  exte n s i on s  e xi g é es  p ou r p re n d re  e n  ch arg e  l es  
co n n e xi o n s  d e  sé cu ri té .   

Tou tes  l es  co n n e xi o n s  F S C P 2 /1  d o i ve n t ê tre  é ta b l i es  e n  u ti l i s a n t u n  se rvi ce  F orward  O p en  
a ve c u n  se g m en t d e  rés e a u  d e  s é cu ri té  (C P  2 /2 )  o u  u n  s ervi ce  S a fe tyO p e n  ( C P  2 /3 ) .  I l  e xi s te  
d e s  m e s u res  d e  d é te cti o n  d e s  e rre u rs  s ys tè m e  e t u ti l i s a teu r d é fi n i es .  L e  Ta b l ea u  9 8  d é fi n i t  
l es  e rreu rs  et  l es  m e s u res  d e  d é te cti o n  d e  ces  erreu rs .  
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Tableau  98  – Erreurs  d ’établ issement de  connexion  et  mesures  de  détection  des  erreurs  

Erreurs  d ’établ i ssement 
de  connexion  

Mesures  de  détection  des  erreurs  d ’ établ i ssement de  connexion  

Essais  
u ti l i sateur 

Véri fi cation  
OUN ID   

Véri fication  
TUN ID  

CPCRC  CRC ID  de  
configuration  

(SCID)  

M a u va i s  a ch e m i n e m e n t  d e  
l a  d e m a n d e  d e  co n n e xi o n  
p a r l ’ u ti l i s a te u r  

X  X1  X   

M a u va i s  a ch e m i n e m e n t  d e  
l a  d e m a n d e  d e  co n n e xi o n  
p a r l e  s ys tè m e   

  X    

S a fe tyO p e n  co rro m p u      X  X 

C o n fi g u ra ti o n  d ’ a p p l i ca ti o n  
co rro m p u e  o u  m o d i fi é e   

    X  

Re co n fi g u ra ti o n  à  p a rti r 
d ’ u n  p o i n t  d ’ o ri g i n e  e rro n é  

 Xa     

a  S ’ a p p l i q u e  u n i q u e m e n t s i  l a  p ro p ri é té  a  é té  é ta b l i e .    

 

8.2  Défin i tion  des  mesures  u ti l isées  lors  de  l ’établ issement d ’une  connexion  

« N u m é ro  d e  ré se a u  d e  sé cu ri té»  (S N N )  u n i q u e  g l o b a l  – I d e n ti fi e  d e  m an i ère  u n i q u e  u n  ré se a u  
s u r to u s  l es  rés e au x d u  s ys tè m e  d e  s écu ri té .  L e  m a n u e l  d e  s écu ri té  d e  l ’ u ti l i s a teu r d o i t  
con te n i r u n e  re com m an d a ti on  q u i  s ti pu l e  « I l  con vi e n t q u e  l ’ u ti l i s a teu r a ttri b u e  d e s  n u m éros  
S N N  p ou r ch aq u e  ré se a u  o u  sou s-ré s ea u  d e  sé cu ri té ,  q u i  s on t d e s  n u m é ros  g l o ba u x 
u n i q u es » ,  ou  u n  l i be l l é  à  ce t e ffe t.  

L e  n u m é ro  d e  ré se a u  d e  s écu ri té  fa i t  p arti e  i n té g ran te  d e  l ’ U N I D .  C e tte  va l eu r es t u n e  val eu r 
d e  6  octe ts  q u i  u ti l i s e  l e  form a t C P F  2  D ATE _AN D _TI M E .  

L es  va l e u rs  D ATE  co m p ri s es  e n tre  l e s  d éci m a l es  1  e t 1 1  6 8 7  ( 1 9 7 2 -0 1 -0 1  à  2 0 0 2 -1 2 -3 1 )  s o n t 
d es  va l e u rs  a n ci e n n e s  ré s ervé e s  a u x va l e u rs  d e  p ara m é tra g e  m a n u e l  d u  S N N .  

L e  S N N  p e u t ê tre  u n  d e s  d eu x typ e s  s u i va n ts :  

•  P a ra m é tra g e  m a n u e l ,  ou  

•  G én é ré  p a r o u ti l  l og i ci e l .  

L e  typ e  d e  S N N  p e u t ê tre  d é te rm i n é  à  pa rti r d e  l a  s ecti o n  D ATE ,  voi r l e  Tab l e a u  9 9  pou r d es  
d é ta i l s .  
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Tableau  99  – Attributions  de  Date/Heure  SNN  

De DATE  
(décimale)  

A DATE  
(décimale)  

De  DATE  
(Jour)  

A DATE  (Jour)  Type  SNN  

0  0  1 9 7 2 - 0 1 - 0 1  1 9 7 2 -0 1 - 0 1  S N N  n u l  (va l e u r i l l é g a l e )  

1  1  1 9 7 2 - 0 1 - 0 2  1 9 7 2 -0 1 - 0 2  P a ra m é tra g e  m a n u e l  – fo n d  d e  p a n i e r  

2  2  1 9 7 2 - 0 1 - 0 3  1 9 7 2 -0 1 - 0 3  P a ra m é tra g e  m a n u e l  – C P  2 /1   

3  3  1 9 7 2 - 0 1 - 0 4  1 9 7 2 -0 1 - 0 4  Ré s e rvé  p o u r u n e  u ti l i s a ti o n  fu tu re   

4  4  1 9 7 2 - 0 1 - 0 5  1 9 7 2 -0 1 - 0 5  P a ra m é tra g e  m a n u e l  – C P  2 /2  

5  5  1 9 7 2 - 0 1 - 0 6  1 9 7 2 -0 1 - 0 6  P a ra m é tra g e  m a n u e l  – C P  2 /3  

6  6  1 9 7 2 - 0 1 - 0 7  1 9 7 2 -0 1 - 0 7  P a ra m é tra g e  m a n u e l  – C P  1 6 /3  

7  1  4 6 0  1 9 7 2 - 0 1 - 0 7  1 9 7 5 - 1 2 - 3 1  Ré s e rvé  p o u r u n e  u ti l i s a ti o n  fu tu re   

1  4 6 1  1 1  6 8 7  1 9 7 6 - 0 1 - 0 1  2 0 0 3 - 1 2 - 3 1  P l a g e  s p é ci fi q u e  a u  fo u rn i s s e u r 

1 1  6 8 8  6 5  5 3 4  2 0 0 4 - 0 1 - 0 1  2 1 5 1 - 0 6 - 0 5  G é n é ré  p a r o u ti l  l o g i ci e l  

6 5  5 3 5  6 5  5 3 5  2 1 5 1 - 0 6 - 0 6  2 1 5 1 - 0 6 - 0 6  I n d i ca ti o n  d e  l a  ci b l e  s i g n i fi a n t  q u ’ a u cu n  S N N  
n ’ a  é té  d é fi n i   

 

S i  u n  ou ti l  l og i ci e l  d é ch i ffre  u n  typ e  S N N  rés e rvé ,  i l  d o i t  l ’ a ffi ch e r com m e  u n e  va l e u r H e x.  

L a  p l ag e  l ég a l e  d e s  va l eu rs  TI M E  p ou r l e  typ e  d e  S N N  e s t é n u m é ré e  a u  Ta bl e au  1 0 0 .  

Tableau  1 00  – Plage  légale  SNN  des  valeurs  temporel les  

Type  SNN   De  valeur hex 
temporel le  

À valeur hex 
temporel le   

De  date  
j /h /m in /s  

A date  
j /h /m in /s  

S N N  n u l  0 0 0 0 0 0 0 0  0 0 0 0 0 0 0 0  0 0 d 0 0 h 0 0 m i n 0 0 , 0 0 0 s  0 0 d 0 0 h 0 0 m i n 0 0 , 0 0 0 s  

P a ra m é tra g e  m a n u e l  
( D ATE  =  1  à  5 )  

0 0 0 0 0 0 0 1  0 0 0 0 2 7 0 F  
 ( 9  9 9 9  
d é ci m a l e )  

0 0 d 0 0 h 0 0 m i n 0 0 , 0 0 1 s  0 0 d 0 0 h 0 0 m i n 0 9 , 9 9 9 s  

Ré s e rvé  p o u r u n e  
u ti l i s a ti o n  fu tu re   

-  -  -  -  

G é n é ré  p a r o u ti l  
l o g i ci e l  

0 0 0 0 0 0 0 0  0 5 2 6 5 B F F  0 0 d 0 0 h 0 0 m i n 0 0 , 0 0 0 s  0 0 d 2 3 h 5 9 m i n 5 9 , 9 9 9 s  

I n d i ca ti o n  d e  l a  ci b l e  
s i g n i fi a n t  q u ’ a u cu n  
S N N  n ’ a  é té  d é fi n i  

F F F F F F F F  F F F F F F F F  -2 4 d 2 0 h 3 1 m i n 2 3 , 6 4 8 s  - 2 4 d 2 0 h 3 1 m i n 2 3 , 6 4 8 s  

 

« I d en ti fi an t d e  n œu d  u n i q u e»  (U N I D )  g l ob a l  – I d e n ti fi e  d e  m a n i è re  u n i q u e  u n  n œ u d  su r tou s  
l e s  rés e au x d u  s ys tèm e  d e  s é cu ri té .  C e tte  va l e u r es t co n s ti tu é e  d u  n u m é ro  d e  ré s ea u  d e  
sé cu ri té  ( S N N )  e t  d e  l ’ a d res s e  d e  n œu d  d e  l ’ a p pa re i l .  E l l e  con s ti tu e  a i n s i  u n e  s tru ctu re  
co m p os é e  d u  S N N  d e  6  octe ts  e t  d ’ u n e  a d res s e  d e  n œu d  à  4  octe ts .  L ’ a d res s e  d e  n œu d  à  4  
octe ts  es t d i m e n s i on n é e  d e  faço n  à  s ’ a d ap te r à  to u tes  l e s  form e s  d ’ a d res s es  d e  rés e au  C PF  
2 .  

struct  UNID 
{  
DATE_AND_TIME  SNN;  
UDINT     NodeID;  
} ;  

Le s  N od e I D  i n fé ri e u rs  à  4  octe ts  (c’ e s t-à -d i re  C P 2 /3 )  d oi ve n t ê tre  a l i g n é s  s u r l ’ octe t d e  p o i d s  
fa i b l e  d a n s  l ’ o rd re  pe ti t-b o u ti s te .  Le s  octe ts  n o n  u ti l i s é s  d o i ven t ê tre  rem p l i s  d e  zé ros .  

F on cti o n  d e  sé cu ri té  – L ’ U N I D  p e rm et d ’ i d en ti fi er d e  m an i è re  u n i q u e  l e s  p o i n ts  d ’ ori g i n e  e t/ou  
ci b l e s  a u  cou rs  d u  p roce s su s  d ’ é tab l i s s e m e n t d e  con n e xi on .    
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Au tre s  u ti l i s a ti o n s  d e  l ’ U N I D :  

TU N I D  =  I d e n ti fi a n t d e  ré s e au  u n i q u e  d e  l a  ci b l e   

F on cti o n  d e  sé cu ri té  – I d e n ti fi e  l a  ci b l e  d a n s  l e  s e rvi ce  S a fe tyO pe n .  

OU N I D  =   I d e n ti fi a n t d e  ré s ea u  u n i q u e  d u  p oi n t d ’ ori g i n e   

F on cti o n  d e  sé cu ri té  – I d e n ti fi e  l e  p oi n t d ’ ori g i n e  d an s  l e  se rvi ce  S a fe tyO pe n .  

OC P U N I D  =  U N I D  d e  p ro pri é té  d e  co n n e xi o n  d e  s orti e  

F on cti o n  d e  s écu ri té  – I d e n ti fi e  l e  p ropri é ta i re  d e  l a  con n e xi o n  d e  s orti e  d an s  l a  ci b l e ;  ce ci  
d oi t  ê tre  é q u i va l e n t à  l ’ O U N I D  e n  fon cti on n e m en t n orm a l .    

CF U N I D  =  U N I D  d e  p rop ri é té  d e  con fi g u ra ti on  

F on cti o n  d e  s é cu ri té  – I d e n ti fi e  l e  prop ri é ta i re  d e  l a  con fi g u rati on  d e  s é cu ri té  d a n s  l a  ci bl e;  
ce ci  d oi t  ê tre  é q u i va l e n t à  l ’ O U N I D  e n  fon cti on n e m en t n orm a l .   

I d en ti fi a n t d u  p rod u cteu r ( P I D )  =  I d e n ti fi e  l e  p rod u cteu r d es  d on n ée s  d ’ e xé cu ti on  e t d e s  
d on n é e s  d e  co rrecti on  d e  te m p s .  

L’ i d e n ti fi a n t d u  p rod u cte u r ( P I D )  d o i t  ê tre  u ti l i s é  com m e  va l e u r i n i ti a l e  d a n s  l es  C RC  d u  
p ro tocol e  d ’ e xé cu ti on .    

Le  con s om m a te u r d oi t o b te n i r l ’ i d e n ti fi a n t d u  p rod u cteu r à  p arti r d e  S a fe tyO p e n  ou  d e  l a  
rép o n s e  S a fe tyO p e n  (s e l on  l e  p o i n t d ’ ori g i n e )  et  u ti l i se r l a  va l e u r com m e  val e u r i n i ti a l e  d e  
vé ri fi ca ti o n  d ’ e xécu ti on  d e s  C RC  d e  s écu ri té .  

La  va l e u r d u  P I D  e s t l a  s u i va n te :  I D  d u  fou rn i s s e u r +  N u m é ro  d e  s é ri e  d e  l ’ a p p a re i l  +  N u m éro 
d e  s é ri e  d e  co n n e xi o n  C I P .  

F on cti o n  d e  s écu ri té  – L e  P I D  p erm e t d ’ a s su re r l e  b o n  ach e m i n em e n t d es  d o n n ée s  d e  
co n n e xi o n  p rod u i te s /d e  sé cu ri té  e t d es  d on n é e s  d e  correcti on  d e  te m p s .  

I d en ti fi a n t d u  con s om m a teu r (C I D )  – I d e n ti fi e  l e  prod u cte u r d u  m es s a g e  d e  coo rd i n a ti o n  
te m p ore l l e .  

L ’ i d e n ti fi a n t d u  co n s om m a te u r ( C I D )  d o i t  ê tre  u ti l i s é  com m e  va l e u r i n i ti a l e  d u  C RC  d u  
m e s sa g e  d e  coord i n a ti on  te m p ore l l e.   

Le  p rod u cte u r d o i t  ob ten i r l ’ i d e n ti fi a n t d u  con s om m a teu r à  p arti r d u  S afe tyOp e n  o u  d e  l a  
rép o n se  S a fe tyO p e n  (s e l on  l e  p o i n t d ’ ori g i n e )  et  u ti l i se r l a  va l e u r com m e  val e u r i n i ti a l e  d e  
vé ri fi ca ti o n  d ’ e xécu ti on  d e s  C RC  d e  s écu ri té .  

La  va l e u r d u  C I D  e s t l a  s u i va n te :  I D  d u  fo u rn i s s eu r +  N u m éro  d e  s é ri e  d e  l ’ ap p are i l  +  N u m éro 
d e  s é ri e  d e  co n n e xi o n  C I P .    

F on cti o n  d e  sé cu ri té  – Le  C I D  p erm e t d ’ as s u re r l e  b on  a ch e m i n em e n t d e s  d on n é e s  d e  
co ord i n a ti on  te m p ore l l e .  

CRC  d e s  pa ra m è tre s  d e  co n n e xi o n  (C PC RC )  – I l  s ’ a g i t  d ’ u n  C RC  re l a ti f à  l a  s é cu ri té  co u vra n t 
l e s  d on n é es  d ’ é ta b l i ss e m en t d e  con n e xi on  C P F  2  d a n s  l e  s ervi ce  S a fe tyO p e n .  C e  C RC  
co u vre  ég a l e m e n t l e s  pa ra m è tre s  su p p l é m e n ta i res  e xi g és  p a r l e  p ro toco l e  d e  s é cu ri té.  Le  
CRC  u ti l i s é  p ou r l e  C PC RC  es t C RC - S 4 ,  d é fi n i  e n  7 . 1 . 2 .   
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F on cti o n  d e  s é cu ri té  – Le  C PC RC  p e rm e t d ’ as s u re r l ’ i n té g ri té  d es  d on n é e s  d e  con n e xi on  
co n te n u e s  d a n s  l e  s ervi ce  S a fe tyO p en .  

C RC  d e  con fi g u ra ti o n  d e  s é cu ri té  ( S C C RC )  – I l  s ’ a g i t  d ’ u n  C RC  co u vran t l es  d on n ée s  d e  
co n fi g u ra ti on  d e  l ’ a p pa re i l  con te n u e s  d a n s  l e  s e rvi ce  S a fe tyO p en .  Le s  p ara m è tre s  cou verts  
p a r l e  C PC RC  n e  s on t p a s  cou ve rts  p a r l e  S C C RC .  L e  C RC  u ti l i s é  pou r l e  S C C RC  e s t  C RC -
S 4  d é fi n i  e n  7 . 1 . 2 .  

L e  C RC  d e s  d on n é es  d e  co n fi g u ra ti o n  d e  sé cu ri té  ( S C C RC )  d o i t  ê tre  ca l cu l é  s u r tou te  l a  
s ecti o n  d e  d o n n é es  d ’ a p p l i ca ti on  tra n s m i se  à  l ’ ap p arei l  d on t l a  con fi g u ra ti on  e s t e ffectu é e  pa r 
o u ti l  l og i ci e l .  

Le  S C C RC  p rop re m e n t d i t  d oi t  ê tre  i n cl u s  d an s  l e  cal cu l  d u  C PC RC .  

F on cti o n  d e  s écu ri té  – Le  S C C RC  p erm e t d ’ as s u rer l ’ i n tég ri té  d es  d on n é es  d e  con fi g u ra ti on  
l ors  d e  l eu r tra n sm i ss i on  a i n s i  q u e  l ors  d e  l e u r a rch i va g e .   

D a ta ti on  d e  co n fi g u ra ti on  d e  s é cu ri té  ( S C TS )  – S i g n a tu re  rel a ti ve  à  l a  s écu ri té  q u i  i d en ti fi e  l a  
ré vi s i o n  d e  l a  con fi g u rati on  d ’ a p p a re i l  con te n u e  d a n s  u n  s e rvi ce  S a fe tyO p e n  ou  d a n s  u n  
a p p a re i l  d e  s é cu ri té .   

La  S C TS  d o i t  co n s ti tu e r u n  m a rq u a g e  d e  l a  d a ta ti on  (H e u re /D a te )  d e  l a  cré a ti on  ou  d e  l a  
m od i fi ca ti on  d e  con fi g u ra ti on .   

Le  p a ram è tre  S C TS  d an s  l e  s ervi ce  S a fe tyO pe n  d oi t  ê tre  i n cl u s  d a n s  l e  ca l cu l  d u  C PC RC .  

Le  l o g i ci e l  d e  co n fi g u ra ti o n  d o i t  s u i vre  l e  form a t d e  d a ta ti o n  d é fi n i  C PF  2  ( vo i r I E C  6 1 1 3 1 -3 )  
p ou r l e  pa ra m é tra g e  d e  l a  s i g n a tu re .  

F on cti o n  d e  s é cu ri té  – L a  S C TS  p erm e t d e  s ’ as s u rer d e  l ’ i d e n ti té  d e s  d o n n é e s  d ’ a p p l i ca ti on  
rel a ti ve s  à  l a  s écu ri té .  

I d e n ti fi an t d e  co n fi g u ra ti o n  d e  s é cu ri té  ( S C I D )  – co m b i n ai s on  d u  S C C RC  e t d e  l a  S C TS .  L a  
S C TS  e t l e  S C C RC  p e rm e tte n t tou s  d e u x d ’ i d e n ti fi e r d e  m an i ère  u n i q u e  u n e  con fi g u ra ti o n  d e  
l ’ u ti l i s a te u r e t d u  p oi n t d ’ ori g i n e .  

Le  S C I D  =  0  d a n s  u n  s e rvi ce  S a fe tyO p e n  d e  form e  2 b  d oi t  com p o rte r u n e  s i g n i fi ca ti on  
p a rti cu l i ère  q u i  pe rm e t d ’ i n d i q u e r q u e  l e  S C I D  n e  d o i t  p a s  ê tre  vé ri fi é  p a r u n e  ci b l e  a van t 
l ’ a ccep ta ti on  d e  l a  con n e xi on .  

Ce tte  va l eu r S C I D  s pé ci a l e  p erm e t a u x po i n ts  d ’ ori g i n e  q u i  n e  s e  p ré occu p e n t pa s  d e  l a  
co n fi g u ra ti on  d ’ u n  a p p a re i l  d ’ é ta bl i r d es  con n e xi o n s  s an s  con n a ître  l a  va l eu r S C I D .  

Le  m an u e l  d e  s écu ri té  d oi t  con te n i r d e s  i n s tru cti on s  d e  l ’ u ti l i s a te u r q u i  s ti p u l e n t « S ’ i l  e s t 
ch oi s i  d e  con fi g u rer d e s  co n n e xi o n s  d e  s écu ri té  a ve c u n  S C I D  =  0 ,  i l  fa u t s ’ a s su re r q u e  l es  
p oi n ts  d ’ ori g i n e  e t l e s  ci b l es  o n t l e s  con fi g u ra ti o n s  ap p ro pri é es » ,  ou  u n  l i be l l é  é q u i va l en t 
s i m i l a i re .  

D a ta ti on  i n i ti a l e  – Lors q u e  l e  form a t d e  m e ss a g e d e  s é cu ri té  é te n d u  e s t u ti l i sé ,  l e  s e g m e n t d e  
sé cu ri té  e t l a  ré po n se  S a fe tyO p en  d e  fo rm a t E te n d u  son t u ti l i sé s  l ors  d e  l ’ é tab l i s s e m e n t d ’ u n e  
co n n e xi o n .  S e l o n  l e  type  d e  con n e xi on  ( voi r 7 . 6 . 5 ) ,  l a  d a ta ti o n  i n i ti a l e  es t tra n s m i s e  d a n s  l e  
se rvi ce  S a fe tyO pe n  ou  d a n s  l a  ré p on s e  S a fe tyO p e n .  La  va l e u r d e  d a ta ti on  i n i ti al e  p e rm e t d e  
d é fi n i r u n  p a ra m è tre  d e  d a ta ti on  i n i ti a l e  u ti l i s é  p ou r d é tecte r l e s  re m pl a ce m en ts  d e  d a ta ti o n .  

Va l e u r d e  re m p l ace m e n t i n i ti a l e  – L ors q u e  l e  form a t d e  m e ss a g e  d e  s écu ri té  é te n d u  es t 
u ti l i s é ,  l e  s eg m e n t d e  s écu ri té  e t l a  ré p on s e  S a fetyO p e n  d e  fo rm a t E te n d u  s on t u ti l i s é s  l ors  d e  
l ’ é ta b l i ss e m e n t d ’ u n e  co n n e xi o n .  S e l o n  l e  typ e  d e  con n e xi on  ( voi r 7 . 6 . 5 ),  l a  d a ta ti o n  i n i ti al e  
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es t tran s m i s e  d a n s  l e  s e rvi ce  S a fe tyO p en  ou  d a n s  l a  ré p on s e  S a fe tyO pe n .  La  va l e u r d e  
rem p l a ce m e n t i n i ti a l e  pe rm e t d e  d é fi n i r l e  p a ra m è tre  d e  co m p ta g e  d e  rem p l a ce m e n t i n i ti a l  au  
n i ve a u  d u  co n s om m a teu r.  C e tte  va l eu r e s t i n cl u s e  d a n s  l e  ca l cu l  C RC  p ou r l e s  p a q u e ts  d e  
d on n é e s .  S i  l e  p rod u cte u r e t  l e  con s o m m a te u r n ’ u ti l i s e n t pa s  l a  m ê m e  va l eu r,  l e s  co n trô l e s  
CRC  d u  con s om m a te u r é ch o u en t.  C e tte  ca ra cté ri s ti q u e  fou rn i t  u n e  ca p a ci té  d e  d é tecti on  
su pp l é m e n ta i re  p o u r l es  m e s sa g es  i n s érés  e t l es  p a q u e ts  h o rs  s é q u e n ce .  

8.3  Val idation  de  la  relation  point d ’orig ine-cible  

D a n s l a  tram e  C P F  2 ,  l e s  n œu d s  s on t s oi t  d es  po i n ts  d ’ ori g i n e  ( n œu d s  q u i  s ol l i ci te n t d es  
co n n e xi o n s )  s oi t  d e s  ci b l es  ( n œu d s  q u i  re ço i ve n t d es  d e m a n d e s  d e  con n exi on ) .  Le s  
co n trô l e u rs  s on t g én é ra l e m e n t l e s  po i n ts  d ’ o ri g i n e  d e  con n exi on .  L es  m o d u l es  E /S  (a i n s i  q u e  
d ’ a u tre s  co n trô l eu rs  ou  m on i te u rs )  s o n t g é n éra l em e n t l es  ci b l e s .  Le s  ci b l es  p eu ve n t p ren d re  
e n  ch a rg e  d e u x po i n ts  d e  con n e xi on  d ’ a p p l i ca ti on  ou  p l u s .  

Co n si d érer l e  s ys tè m e  re p rés e n té  à  l a  F i g u re  5 9 .  S u p pos er,  p o u r l e s  be s oi n s  d e  l ’ i l l u s tra ti on ,  
q u e  to u tes  l e s  ci b l es  s on t pa rfa i te m e n t i d e n ti q u es .   

 

Anglai s  Français  

N o d e s  o wn e d  b y o ri g i n a to r . .  N œ u d s  d é te n u s  p a r l e  p o i n t  d ’ o ri g i n e  …  

O ri g i n a to r P o i n t  d ’ o ri g i n e  

B ri d g e /ro u te r P o n t/ro u te u r 

Ta rg e t C i b l e  

( d o tte d  l i n e s  re p re s e n t  l o g i ca l  re l a ti o n s h i p  
/co n n e cti o n s ;  s o l i d  l i n e s  re  p h ys i ca l  co n n e cti o n s )  

( l e s  l i g n e s  e n  p o i n ti l l é  re p ré s e n te n t  l e s  re l a ti o n s  
l o g i q u e s /co n n e xi o n s ;  l e s  l i g n e s  co n ti n u e s  re p ré s e n te n t  l e s  
co n n e xi o n s  p h ys i q u e s )  

Figure  59  – Propriété  cible  

L ’ u ti l i s a ti on  d e  p on ts /rou te u rs  n orm a l i s és  e t d e  p i l es  d e  p ro toco l es  à  co u ch es  i n fé ri e u re s  
n orm a l i s é e s  d a n s  l es  n œu d s  d ’ e xtré m i té  fa vori s e  l ’ occu rre n ce  d ’ e rre u rs  s u pp l ém e n tai re s  q u i  
e xi g en t d es  m e s u res  d e  p rotecti on  p l u s  s é vères  q u e  ce l l e s  a p pl i q u é e s  l ors  d e  l ’ é ta b l i s se m en t 
d ’ u n e  con n e xi on  C PF  2 .  P a r e xe m p l e ,  l e  pon t/rou teu r e s t s u sce p ti bl e  d e  m a l  a ch e m i n er (p ar 
e xe m pl e ,  corrom p re  l e  N o d e I D  d e  d e s ti n a ti on )  u n e  d em a n d e  d e  con n e xi on  d u  p oi n t d ’ o ri g i n e  
A d e s ti n é e  à  l a  ci b l e  1  p l u tô t à  l a  ci b l e  2 ,  3  ou  4 .  La  s o u rce  d e  l ’ e rre u r p e u t é g a l em e n t ê tre  
u n e  m au va i s e  con fi g u ra ti on  d u  po i n t d ’ ori g i n e  B  p a r l ’ u ti l i s a te u r e n  vu e  d ’ u n e  con n e xi on  à  l a  
ci b l e  1 ,  tan d i s  q u e  l e  p o i n t d ’ ori g i n e  A es t e n  m od e  h o rs  l i g n e  e t  l a  ci b l e  1  es t s ou s  te n s i on .  
L a  con n e xi on  d u  p oi n t d ’ ori g i n e  B  à  l a  ci b l e  1  s e ra i t  a d m i s e  s an s  u n  s eco n d  n i ve au  d e  

IEC  

Nodes Owned by Originator BNodes Owned by Originator A

Originator A Originator B

Target 1 Target 2 Target 3 Target 4

Bridge/
Rou ter

(Dotted l ines represent logical  relationships/
connections;  sol id  l ines are physical  connections)
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co m p ara i son  a u -d e s s u s  d e  l a  cl é  él e ctron i q u e  i d en ti q u e ,  p oi n t a u q u e l  l ’ a pp l i ca ti on  d u  po i n t 
d ’ ori g i n e  B  p e u t p l a cer l a  ci b l e  1  ( e n  su p pos a n t q u ’ i l  s ’ a g i t  d ’ u n  a p pa re i l  d e  s orti e )  d an s  u n  
é ta t d e  fon cti on n e m en t i n corre ct eu  é g a rd  à  l ’ ap p l i ca ti on  m i s e  e n  œ u vre  p a r l e  po i n t d ’ o ri g i n e  
A.  

8.4 Détection  des  demandes  de  connexion  mal  acheminées  

Tou te s  l e s  d em a n d e s  S a fetyO p e n  con ti e n n e n t l ’ U N I D  d e  l ’ a p pa re i l  ci b l e .  À ré cep ti o n  d ’ u n  
se rvi ce  S a fe tyO pe n ,  l a  ci b l e  d oi t  com p arer l ’ U N I D  d e  l a  ci b l e  S a fe tyO p en  ( TU N I D )  a vec s on  
p rop re  U N I D .  S i  l a  com pa ra i s on  e n tre  TU N I D  e t  U N I D  es t s a ti s fa i s a n te ,  l a  d e s ti n a ti o n  d e  
S a fe tyO pe n  e s t con s i d é ré e  corre cte  e t l e  trai te m e n t d o i t  s e  p o u rsu i vre .  

8.5 Trai tement de  SafetyOpen  

I l  e xi s te  d eu x m é th od e s  d e  tra i te m e n t d e  S a fe tyO p en  ( voi r F i g u re  6 0 ) .  

•  D e s ti n a ti on ,  p ropri é té ,  tra i te m e n t d e s  d on n ée s  d e  con fi g u ra ti o n  e t vé ri fi ca ti o n  S C I D ;  

•  D e s ti n a ti on ,  p ropri é té  e t  vé ri fi ca ti o n  S C I D  ( fa cu l ta ti f) .  
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D a ta  D o n n é e s  

O ri g i n a to r P o i n t  d ’ o ri g i n e  

Ta rg e t  C i b l e  

Figure  60  – Formes  de  SafetyOpen  

8.6  Gestion  de  propriété  

I l  e xi s te  d e u x m é th od es  d ’ éta b l i ss e m e n t d e  prop ri é té  d e  co n fi g u ra ti on  e t/ou  con n e xi on ,  à  
s a voi r p ar l e s  ou ti l s  d e  co n fi g u ra ti on  o u  pa r l e  se rvi ce  S a fe tyO p e n .  L ’ o u ti l  p eu t rég l er l e  m od e  
d e  s orte  q u e  l a  co n fi g u rati on  re l è ve  d e  l u i  s e u l  ou  d u  po i n t d ’ ori g i n e .    

L es  te n ta ti ve s  d e  re con fi g u ra ti o n  d ’ u n  a p pa re i l  vi a  l e  s e rvi ce  S a fe tyO pe n  d o i ven t ê tre  
re fu s é es  s i  s e u l  l e  m o d e  d e  con fi g u ra ti on  pa r ou ti l  es t  s é l e cti on n é .  

S i  l e  m od e  co n fi g u ré  pa r l e  po i n t d ’ o ri g i n e  es t u ti l i s é ,  l ’ O U N I D  d u  p o i n t d ’ ori g i n e  s é l e cti o n n é  
p eu t ê tre  d é fi n i  p a r ou ti l  l o g i ci e l  l ors  d e  l a  m i s e  e n  s e rvi ce  d e  l ’ a p pa re i l  ci b l e  p ou r u n e  s é cu ri té  
s u pp l é m en ta i re .  La  F i g u re  6 1  d é fi n i t  l e s  m é th od e s  d e  tran s i ti on  d ’ u n  é ta t d e  p ropri é té  à  u n  
a u tre .  

Originator Target

Form 2  SafetyOpen(TU N I D,  OU N I D,  CPCRC,  SCI D)

Form 1  SafetyOpen(TU N I D,  OU N I D,  CPCRC,  SCI D,  data,  DataCRC)

IEC  
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Acce p t o wn e rs h i p  Acce p ta ti o n  d e  p ro p ri é té  

To o l  s e t m o d e  =  to o l  o wn e d  M o d e  d e  ré g l a g e  p a r o u ti l  =  o u ti l  a ve c p ro p ri é ta i re  

To o l  re s e ts  o ri g i n a to r U N I D  L ’ o u ti l  ré i n i ti a l i s e  l ’ U N I D  d u  p o i n t  d ’ o ri g i n e  

To o l  s e ts  m o d e  =  o ri g i n a to r o wn e d  L ’ o u ti l  rè g l e  l e  m o d e  =  p o i n t  d ’ o ri g i n e  a ve c p ro p ri é ta i re  

o ri g i n a to r o wn e d  p o i n t  d ’ o ri g i n e  a ve c p ro p ri é ta i re  

To o l  s e ts  o ri g i n a to r U N I D  L ’ o u ti l  rè g l e  l ’ U N I D  d u  p o i n t  d ’ o ri g i n e  

N o  o ri g i n a to r o wn e rs h i p  Au cu n e  p ro p ri é té  d u  p o i n t  d ’ o ri g i n e  

To o l  s e ts  m o d e  =  to o l  o wn e d  L ’ o u ti l  rè g l e  l e  m o d e  =  o u ti l  a ve c p ro p ri é ta i re  

Figure  61  – D iagramme d ’états  de  la  propriété  de  connexion  

P o u r é tab l i r l a  p rop ri é té  d e  l a  con fi g u ra ti on  ( et  d e  l a  con n e xi on  d e s  s o rti es )  d e s  ci bl es ,  
l ’ OU N I D  d e  l ’ ap p arei l  d ’ ori g i n e  d o i t  ê tre  tra n s féré  à  l a  ci b l e  d an s  l e  s ervi ce  S a fe tyO pe n .   

L ’ O U N I D  d e  l ’ a pp a re i l  d ’ o ri g i n e  d oi t  ê tre  a rch i vé  d an s  l a  m é m o i re  n on  vol a ti l e  a ve c l a  
co n fi g u ra ti on  à  l a q u e l l e  e l l e  es t a s soci é e .  

L e s  a p p a re i l s  d e  s orti e  d oi ven t a rch i ver l ’ OU N I D  as s oci é  a u x s orti es  d e  s écu ri té  a fi n  d ’ é vi te r 
q u e  d ’ a u tre s  p oi n ts  d ’ ori g i n e  n e  d é to u rn e n t l es  s o rti e s  d e  m a n i è re  i n te m p es ti ve .  Le  m a i n ti e n  
d e  l ’ O U N I D  d u  po i n t d ’ ori g i n e  a s s oci é  à  l a  co n fi g u ra ti o n  p erm e t à  pl u si e u rs  a p p a re i l s  d e  s e  
co n n e cte r à  u n  ap p arei l  d ’ e n trée  tou t e n  m a i n te n a n t l a  p rop ri é té  d e  co n fi g u ra ti o n .  L a  
F i g u re  6 2  d é fi n i t  l e  m a p pi n g  d es  U N I D S  d e  s ervi ce  S a fe tyO p en  a vec l e s  e m p l ace m en ts  d e  
p rop ri é té  d e  p oi n t d ’ ori g i n e  d e  l ’ a p pa re i l  ci b l e .  
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N o originator
ownership

Originator owned

Accept
 ownership

Tool  Set Mode =  Tool  Owned

I nitial  power turn on

First originator connects

Tool  sets 
originator UN I D
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Figure  62  – Mapping  de  l ’UN ID  de  service  SafetyOpen   

8 .7  Pontage de  d i fférentes  couches  physiques  

L es  n œu d s  C PF  2  p a rta g en t u n e  a pp l i ca ti on  e t u n e  cou ch e  u ti l i s a te u r com m u n e s  te l  q u e  
d é fi n i  à  l a  F i g u re  63 .  
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C P F  2  co n n e cti o n  o b j e cts  ( s a fe ty)  O b j e ts  d e  co n n e xi o n  C P F  2  ( s é cu ri té )  

( e xp l i ci t,  I /O ,  ro u ti n g )  ( e xp l i ci te  ,  E /S ,  a ch e m i n e m e n t)  

e n ca p s u l a ti o n  e n ca p s u l a ti o n  

C P  2  s ta n d a rd  l a ye r C o u ch e  n o rm a l i s é e  C P  2  

Tra n s p o rt  a n d  d a ta  l i n k l a ye r C o u ch e  d e  l i a i s o n  d e  tra n s p o rt  e t  d o n n é e s  

F u tu re ?  F u tu r?  

P h ys i ca l  l a ye r C o u ch e  p h ys i q u e  

Figure  63  – Couche appl ication  CPF  2  commune 
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Le s  ob j e ts  d e  con n e xi on  C PF  2  s on t l es  e n ti tés  q u i  ra p proch e n t l es  d i fféren ces  i n tri n s è q u es  
e n tre  l e s  ca p aci té s  e t l e s  s e rvi ce s  fo u rn i s  p a r l e s  ré s ea u x s o u s -j ace n ts ,  a ve c é ch a n g e  d e s  
d on n é es  S I L  3  a vec l e s  o b j e ts  d ’ a pp l i ca ti on  ci -d e s su s .  P a r e xe m p l e ,  l e s  tra m e s  d e  d on n é es  
d e  cou ch e  p h ys i q u e  C P 2 /3  ( c’ e s t-à -d i re  C AN )  s e  l i m i te n t ch a cu n e  à  u n  n om bre  m a xi m al  d e  8  
octe ts .  L ’ ob j e t d e  co n n exi on  C P F  2  d an s  u n  n œu d  C P  2 /3  tra n s po rte  d e s  pa q u e ts  E /S  d e  p l u s  
d e  8  octe ts  vi a  l e  p ro tocol e  d e  frag m en ta ti on  E /S  d u  C P  2 /3 ,  tan d i s  q u e  s u r l e s  ré s e a u x d e  
p l u s  g ra n d e  ca p a ci té  te l s  q u e  l e  C P  2 /2 ,  l a  tai l l e  d e  con n e xi o n  m a xi m a l e  d e  51 1  octe ts  
s ’ a j u s te  à  u n e  tra m e d e  d on n é e s  d e  cou ch e  p h ys i q u e .  U n e  foi s  l a  co n n e xi o n  d e  s écu ri té  
é ta b l i e ,  l a  cou ch e  a p pl i ca ti o n  re l a ti ve  à  l a  s écu ri té  éch a n g e  l es  d on n é es  d e  s é cu ri té  a vec l es  
obj e ts  d e  con n e xi on  d e  s é cu ri té .   

Le  p ro tocol e  d e  sé cu ri té  a  é té  con çu  p ou r p erm e ttre  l e  tra n s p o rt d e  b o u t e n  b ou t d es  d on n ée s  
d e  s é cu ri té  sa n s  e xi g e r u n e  con n a i ss a n ce  s pé ci fi q u e  d u  p ro tocol e  d e  s écu ri té  i n te rn e  o u  d e  
l ’ é va l u a ti o n  S I L  3  d ’ a p p a re i l s  i n te rm é d i ai re s .  La  F i g u re  6 4  re p rés e n te  u n e  co n n e xi o n  d e  b ou t 
e n  bo u t en tre  u n  n œu d  d e  s écu ri té  s u r l e  C P  2 /3  e t  u n  n œu d  d e  s é cu ri té  s u r l e  C P  2 /1  
ach e m i n é  s u r u n  rés e au  C P  2 /2 .  Le s  p oi n ts  d ’ e xtré m i té  d e  con n e xi o n  d e  s é cu ri té  p e rm e tte n t 
a u x h o m ol og u es  d e  n i ve a u  d ’ a p p l i ca ti o n  d e  p a rta g er l e s  d on n é es  S I L  3 .  
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Figure  64 – Exemple  d ’acheminement de  bout en  bout 

L ’ é tab l i s s em e n t d ’ u n e  co n n e xi o n  d e  s é cu ri té  es t d yn a m i q u e  s u r ch aq u e  ré s e au .  Les  po i n ts  
d ’ o ri g i n e  C P  2 /2  u ti l i s en t l e  s e rvi ce  F orwa rd O p en  d e  l ’ o bj e t G es ti on n a i re  d e  con n e xi on .  Le  
ch em i n  d e  co n n e xi o n  d e s  d on n é es  d ’ u n  se rvi ce  F orwa rd O p en  i n cl u t  u n  s e g m e n t d e  ré s e au  d e  
s écu ri té  p ou r l e  n œu d  d ’ e xtrém i té .  C e  s eg m en t d e  ré s e au  d e  s é cu ri té  i n fo rm e  l e  d es ti n a ta i re  
q u ’ u n  ob j e t d e  con n e xi on  ca p a b l e  d e  pre n d re  e n  ch a rg e  u n e  co n n e xi o n  d e  s écu ri té  d oi t 
p ou vo i r a cce p te r l a  d em a n d e .  I l  i n cl u t  é g a l e m e n t l es  d on n é es  u ti l i s é es  po u r s p éci fi er l es  
a ttri b u ts  d ’ ob j e t d e  con n e xi on  a s soci é s  à  s on  com p orte m e n t d e  s écu ri té  ( p ar exe m p l e ,  
te m p ori s a te u rs  d e  d é l a i ) .    

P o u r l a  s é cu ri té  C P  2 /3 ,  l e  po i n t d ’ ori g i n e  d o i t  é ta b l i r u n e  co n n e xi o n  d e  m es s ag e ri e  e xp l i ci te  
a vec l e  rou te u r o u  l e  n œu d  d ’ e xtré m i té  a fi n  d e  fo u rn i r l e s  d e m a n d e s  d e  s e rvi ce  F orwa rd O p e n  
o u  S a fe tyO p en .  Les  a u tres  rés e a u x C P F  2  fou rn i s s e n t ( g é n éra l e m e n t)  l e  s e rvi ce  
F orwa rd O p en  à  l ’ U C M M  s a n s  con n e xi on .  

8.8  Établ issement de  connexion  de  sécuri té  

8 .8.1  Présentation  générale  

L ’ é ta b l i s s e m e n t d e  con n e xi o n s  d e  s écu ri té  con s ti tu e  u n e  fon cti o n  s ys tèm e  es s e n ti e l l e .  D eu x 
é l é m e n ts  d e  s écu ri té  s on t à  tra i ter:  à  s a voi r,  l ’ é ta b l i s se m e n t d ’ u n e  re l a ti on  d e  con n e xi on  a vec 
u n  p oi n t d ’ o ri g i n e  e t l ’ é tab l i s s em e n t d ’ u n e  con n e xi on  d ’ e xé cu ti on .  L e  p ré se n t p a ra g ra p h e  
d écri t l e s  e xi g en ces  s ys tè m e  vi s a n t à  e xécu te r ce s  d eu x op érati on s  a ve c i n té g ri té .  

IEC  

DeviceN et ControlN et Ethernet

CI P 
routing

CI P 
routing

CI P Safety 
connection

CI P Safety 
connection

CI P Safety 
app objects

CI P Safety 
app objects

Safety specific functionali ty ;  impl ementation requires certification

Copyright International  Electrotechnical  Commission  



 –  4 8 8  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

8.8.2  Fai ts  de  base  pour l ’établ issement d ’une  connexion  

Le s  fa i ts  d e  b as e  p ou r l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi on  d e  s é cu ri té  so n t d é fi n i s  ci - d e s s ou s .  

•  S a fetyOp e n  es t u n  s ervi ce  d é fi n i  d a n s  l ’ ob j e t C o n n e xi on .  

– u n e  co n n e xi o n  d e  m e s sa g eri e  e xpl i ci te  es t e xi g ée  a vec u n  ch e m i n  aya n t p ou r ci b l e  
l ’ ob j e t C o n n e xi o n .  

•  F orwa rd O p e n  es t u n  s ervi ce  d é fi n i  d a n s  l ’ o bj e t G e s ti o n n a i re  d e  con n e xi on .  

– I l  s ’ a g i t  d ’ u n  m es s a g e  n on  con n e cté  co m po rtan t u n  ch em i n  a yan t po u r ci b l e  l ’ o b j e t 
G es ti on n a i re  d e  co n n e xi on .  

– L ors q u ’ e l l e  p ro vi e n t d ’ u n  p o i n t d ’ ori g i n e  d e  s é cu ri té  C P 2 /3 ,  u n e  co n n e xi o n  d e  
m es s a g e  e xp l i ci te  es t exi g é e  a ve c u n  ch em i n  a ya n t p ou r ci b l e  l ’ ob j e t G e s ti o n n a i re  d e  
con n e xi on .  

•  L e  s e rvi ce  S a fetyO p e n  e xi g e  u n  e n s e m b l e  co m p l é m e n ta i re  d e  p a ra m è tres  d e  con n e xi on  
a fi n  d e  d é fi n i r l e  tro i s i èm e  po i n t d e  co n n e xi o n  d a n s  l e s  n œ u d s  d e  s écu ri té  C P  2 /3 ,  l orsq u e  
l e  typ e  d e  co n n e xi o n  e s t m u l ti p oi n ts .  C es  p ara m è tre s  s on t co n ten u s  d a n s  l e  s e g m e n t d e  
s écu ri té .  

•  U n  ch e m i n  d ’ ap p l i ca ti o n  n u l  e s t d é fi n i  p o u r i n d i q u e r q u ’ u n e  con n e xi on  n ’ a  p a s  d e  d on n é e s  
d ’ a p p l i ca ti on ,  ou  q u e  l e  s e rvi ce  S a fe tyO p en  n e  com p orte  a u cu n e  d on n é e  d e  con fi g u rati on .  
C h aq u e  fou rn i s s e u r d e  m od u l e  d e  s é cu ri té  d oi t  d é fi n i r u n  ch e m i n  n u l  a pp ro pri é  à  s on  
a pp a re i l .  U n  ch e m i n  n u l  d o i t  to u j ou rs  u ti l i s e r u n e  ré fére n ce  d e  ch e m i n  co m p l è te  (c’ es t-à -
d i re  2 0  0 4  2 4  [i n s tan ce  s p éci fi q u e  au  fou rn i s s e u r] ) .  Pou r l e s  a pp a re i l s  a ve c E D S ,  
l ’ i n s ta n ce  n u l l e  s é l e cti on n ée  d oi t  être  d i ffu s é e  a ve c u n e  e n tré e  d a n s  l a  se cti o n  d e  
g e s ti on n ai re  d e  con n e xi o n  d u  fi ch i e r E D S  (s e  re p orter à  l ’ I S O  1 57 4 5- 4 : 2 0 0 3 ,  An n e xe  C ) .  

•  Le  ch e m i n  d ’ a p p l i ca ti o n  d e  l a  con n e xi on  d e  C o ord i n a ti on  tem p orel l e  d o i t  to u j ou rs  ê tre  n u l .  

•  L e  s e rvi ce  S a fetyO p e n  d e  fo rm e  2  ( au cu n e  d on n ée  d e  co n fi g u ra ti on )  d o i t i n cl u re  u n  
ch e m i n  d ’ ap p l i ca ti on  n u l  p ou r l e  ch em i n  d e  con fi g u ra ti o n .   

•  L a  con n e xi on  d e  C o rre cti on  d e  te m ps  n ’ e xi g e  au cu n  ch e m i n .  

•  L e s  p ara m ètre s  s u p p l ém e n tai re s  d u  tro i s i è m e  p o i n t d e  co n n e xi o n  s o n t d é si g n é s  e t  
co m p orte n t l e s  val e u rs  su i va n te s :    

– RP I  d e  corre cti on  d e  te m ps ;  

– I D  d e  con n exi on  d e  rés e a u  d e  corre cti on  d e  te m ps ;  

– Typ e  d e  co n n e xi on  =  m u l ti po i n ts ;  

– P ri ori té  =  Pri o ri té  é l e vé e ;  

– F i xe/Va ri a b l e  =  F i xe ;  

– Ta i l l e  d e  con n e xi on  =  6  ( ta i l l e  d e  correcti on  d e  tem p s  fi xe) .  

•  L ’ I D  d e  co n n e xi on  d e  rés e a u  d e  co rre cti on  d e  te m p s  n e  fa i t  p as  p a rti e  i n té g ra n te  d u  
C PC RC .   

•  L e s  ta i l l es  d e  co n n e xi o n s  n orm a l i s é es  O -à -T e t T-à -O  d oi ve n t tou j ou rs  re fl é ter l a  ta i l l e  à  2  
co n n e xi o n s  p o u r ch a q u e  con n e xi on .  E n  d ’ au tres  te rm e s ,  l a  ta i l l e  d e  l a  co n n e xi on  
co m p ortan t l es  p aq u e ts  d e  corre cti on  d e  d on n é e s  e t  d e  te m p s  con caté n é s  refl è te  ce tte  
co m b i n ai s on .  L e  ca l cu l  d e s  ta i l l e s  d e  res s ou rces  d e  con n e xi on  a pp rop ri é e s  po u r l a  
s é cu ri té  C P 2 /3  re l è ve  d e  l a  re sp on s a b i l i té  d e s  p on ts  e t  d e s  n œu d s  d e  sé cu ri té  C P  2 /3  
( cette  op é rati on  es t faci l i té e  e n  ce  s e n s  q u e  l a  ta i l l e  d u  tro i s i è m e  po i n t d e  co n n e xi o n ,  q u e  
co m p orte  l e  m e ss a g e  S a fe tyO pe n ,  pe u t ê tre  aj ou té e  ou  s ou s trai te ) .  

8.8.3  Configuration  des  connexions  de  sécuri té  

L e  p ré s en t pa ra g ra ph e  8 . 8 . 3  d é fi n i t  l es  pa ra m è tre s  n éce s sa i res  po u r e xé cu ter l e  pro tocol e  d e  
s é cu ri té .  I l  d é fi n i t  ég a l e m en t l e s  p aram è tre s  d u  s e g m e n t d e  s écu ri té  n éce s s a i re s  p ou r u n  
tra n s fe rt d a n s  l e  s e rvi ce  S a fe tyO pe n ,  a fi n  d ’ é tab l i r corre cte m en t u n e  co n n e xi o n  d e  s é cu ri té .  
L e  pré s e n t p a ra g rap h e  8 . 8 . 3  d écri t  l a  m é th o d e  d ’ a ttri b u ti on  d e  ces  p a ra m è tres  e t p rop os e  d es  
va l e u rs  p ar d é fau t ra i s on n a b l es  pou r u n  s ys tè m e  d e  s écu ri té .  
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Le s  p a ra m è tre s  q u ’ i l  e st  n é ces s a i re  d e  co n fi g u re r p ou r u n e  con n e xi on  d e  s é cu ri té  s o n t l e s  
su i va n ts :  

•  Ti m e o u t_M u l ti p l i e r;  

•  M a x C o n su m er N u m b e r;  

•  U N I D  C i b l e ;  

•  U N I D  d e  po i n t d ’ ori g i n e ;  

•  E P I ;  

•  M u l ti p l i ca teu r E P I  d ’ i n terva l l e  P i n g ;  

•  M u l ti p l i ca teu r m i n i m a l  d e  m es s a g e s  d e  coord i n a ti o n  te m p ore l l e ;  

•  Ti m e ou t_M u l ti p l i e r;  

•  N o m bre  m a xi m a l  d e  co n s om m a teu rs ;   

•  M u l ti pl i ca te u r d e  d él ai  d e  ré s ea u ;  

•  AS YN C ;  

•  M a x_F a u l t_N u m b e r (F orm a t é te n d u  u n i q u e m e n t) .  

P re s q u e  tou s  l e s  pa ra m è tres  AS YN C  s on t i n cl u s  d an s  l e  s e rvi ce  S a fe tyO p en .  Le  l o g i ci e l  d e  
con fi g u ra ti on  p o u r u n  p oi n t d ’ ori g i n e  d e  co n n e xi o n  d e  s écu ri té  d oi t  p ré vo i r u n  m o ye n  d e  
con fi g u ra ti on  d e s  pa ra m è tre s  s u i va n ts ,  o u  d ’ a ttri b u ti on  d e  va l e u rs  p ar d é fa u t a u x d i ts  
p ara m è tre s :  I n terva l l e  d e  pa q u e ts  p ré vu ,  U N I D  ci b l e ,  U N I D  d e  p o i n t d ’ ori g i n e ,  
Ti m eo u t_M u l ti pl i e r,  M u l ti p l i ca te u r E P I  d ’ i n te rva l l e  P i n g ,  M u l ti p l i ca te u r m i n i m a l  d e  m e s s ag es  
d e  co ord i n ati on  te m pore l l e ,  n om b re  m a xi m a l  d e  co n som m a te u rs ,  m u l ti p l i ca teu r d e  d é l a i  d e  
ré s ea u ,  AS YN C  e t M a x_F a u l t_N u m b er ( form a t E te n d u  u n i q u e m en t) .  La  p l a g e  d e  va l e u rs  d e  
M a x_F a u l t_N u m b e r d oi t ê tre  l i m i tée  à  l a  p l a g e  com p ri s e  e n tre  0  e t 2 5 5 .  Le  Ta b l e au  1 0 1  
ré ca p i tu l e  l e s  m é th od e s  d ’ o b ten ti o n  d e  ce s  p a ram è tre s  e t  d ’ a u tre s  p ara m è tre s .  

Tableau  1 01  – Paramètres  de  connexion  de  sécuri té  

Paramètre  Méthode  de  
configuration  proposée   

Valeur par défaut  proposée  

I n te rva l l e  d e  p a q u e ts  p ré vu  d e  
d o n n é e s  ( E P I ) .  

E s ti m a ti o n  a ttri b u é e  p a r 
l ’ u ti l i s a te u r o u  b a s é e  s u r 
u n  o u ti l  

Au cu n e ,  l ’ u ti l i s a te u r d o i t  e n  fo u rn i r u n e  

E P I  d e  co o rd i n a ti o n  te m p o re l l e  E P I  d e  
d o n n é e s  ×  M u l ti p l i ca te u r 
E P I  d ’ i n te rva l l e  P i n g  

C a l cu l é e  p a r l o g i ci e l  

E P I  d e  co rre cti o n  d e  te m p s  E P I  d e  
d o n n é e s  ×  M u l ti p l i ca te u r 
E P I  d ’ i n te rva l l e  P i n g  

C a l cu l é e  p a r l o g i ci e l  

U N I D  C i b l e  Attri b u é  p a r l ’ u ti l i s a te u r o u  
o b te n u  p a r l o g i ci e l   

Au cu n e ,  l ’ u ti l i s a te u r d o i t  e n  fo u rn i r u n e   

U N I D  d e  p o i n t  d ’ o ri g i n e   Attri b u é  p a r l ’ u ti l i s a te u r Au cu n e ,  l ’ u ti l i s a te u r d o i t  e n  fo u rn i r u n e  

Ti m e o u t_M u l ti p l i e r Attri b u é  p a r l ’ u ti l i s a te u r 2  

M u l ti p l i ca te u r E P I  d ’ i n te rva l l e  
P i n g  

Va l e u r p a r d é fa u t  p o u r l e s  
e n tré e s  o u  l e s  s o rti e s  

1 0 0  p o u r l e s  e n tré e s  
1 9  p o u r l e s  s o rti e s  

M u l ti p l i ca te u r m i n i m a l  d e  
m e s s a g e s  d e  co o rd i n a ti o n  
te m p o re l l e  

Va l e u r p a r d é fa u t  d u  
ch e m i n  

2  s a n s  p o n t  
3  a ve c p o n t 

N o m b re  m a xi m a l  d e  
co n s o m m a te u rs   

Va l e u r fi xe  1 5  

M u l ti p l i ca te u r d e  d é l a i  d e  
ré s e a u  

C a l cu l  C a l cu l é e  

AS YN C  E n tré e  d e  fi ch i e r E D S  1  ( a s yn ch ro n e )  
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Paramètre  Méthode  de  
configuration  proposée   

Valeur par défaut  proposée  

D a ta ti o n  i n i ti a l e  ( fo rm a t  E te n d u  
u n i q u e m e n t)  

Attri b u ti o n  d yn a m i q u e  Au cu n e ,  l e  p ro d u cte u r d o i t  a ttri b u e r u n e  va l e u r 
b a s é e  s u r l e  fo rm a t e t  l e  typ e  d e  co n n e xi o n  

C o m p ta g e  d e  re m p l a ce m e n t 
i n i ti a l  ( fo rm a t E te n d u  
u n i q u e m e n t)  

Attri b u ti o n  d yn a m i q u e  Au cu n e ,  l e  p ro d u cte u r d o i t  a ttri b u e r u n e  va l e u r 
b a s é e  s u r l e  fo rm a t e t  l e  typ e  d e  co n n e xi o n  

M a x_F a u l t_N u m b e r ( fo rm a t 
E te n d u  u n i q u e m e n t)  

Va l e u r p a r d é fa u t  5  

 

8.8.4 Mu ltipl icateur de  délai  de  réseau  

Le  ca l cu l  d u  M u l ti p l i ca te u r d e  d é l a i  d e  ré se a u  con s ti tu e  l ’ u n  d e s  p ri n ci p au x ca l cu l s  e xi g é s  
d ’ u n  ou ti l  d e  con fi g u ra ti on  d e  s écu ri té  ou  d ’ u n  p o i n t d ’ ori g i n e  d e  con n e xi on .  L e  p ré s en t 
p a ra g ra p h e  8 . 8 . 4  d é cri t  u n e  m é th od e  d e  ca l cu l  s i m p l i fi é e .  

Le  p a ra g rap h e  9 . 3 . 2  d é fi n i t  l e  m u l ti pl i ca te u r d e  d él a i  d e  rés e au  com m e  s u i t:  

N e two rk_Ti m e _E xp e cta ti o n _M u l ti p l i e r >   [E P I _i n _s e c  ×  Ti m e o u t_M u l ti p l i e r 
+  S a fe ty_M e s s a g e _Ti m e ( m a x)  
+  Ti m e _C o o rd _M e s s a g e _Ti m e ( m a x) ]  /  1 2 8  µ s  
+  C o n n e cti o n _C o rre cti o n _C o n s ta n t  

( 1 1 )  

C e rta i n e s  h yp o th ès e s  d e  s i m p l i fi ca ti on  pe u ven t ê tre  form u l é es  co m m e  s u i t:   

•  Te m ps  d e  m e ss a g e  d e  s é cu ri té  ( m a x)  =  1  E P I ;  

•  Te m ps  d e  m e ss a g e  d e  co ord i n a ti on  te m p ore l l e  =  Tem p s  d e  m e s s a g e  d e  s écu ri té  ( m a x) ;  

•  L ’ e ffe t d e  Ti m e _D ri ft_C on s ta n t es t n é g l i g ea b l e  ( l a  con s ta n te  C o rre cti on  d e  con n e xi on  p e u t 
ê tre  i g n oré e) .   

C e s  h yp o th ès e s  p erm e tte n t d e  form u l e r l ’ é q u a ti on  g é n éra l i s é e  s u i van te :  

M u l ti pl i ca te u r d e  d é l a i  d e  rés e a u  =  [E P I _i n _se c  ×  ( Ti m e ou t_M u l ti p l i e r +  2 ) ]  /  1 2 8  µs   ( 1 2 )  

O ù :  

 L a  va l eu r n e  d é pa s s e  pa s  5 , 8  s .  

L e  pa ra m è tre  M u l ti p l i ca te u r d e  d é l a i  d e  ré s e au  p eu t à  prés e n t ê tre  d é te rm i n é  p ar u n  
e n se m b l e  com m u n  d ’ en tré es  u ti l i s a te u r e t u n  p a ra m è tre  d e  fi ch i e r E D S .  

L a  F i g u re  6 5  rep ré s en te  l e s  po i n ts  d ’ o b te n ti on  d e s  d i ve rs  p ara m è tre s  d é fi n i s  d a n s  l e  
Tab l e a u  1 0 1 .  E l l e  re prés e n te  ég a l e m en t l a  m é th od e  d ’ u ti l i sa ti o n  d e  ce s  p ara m è tre s  p ar l e  
l og i ci e l  a fi n  d e  con s ti tu e r l e  s e g m en t d e  sé cu ri té  d ’ u n  se rvi ce  S a fe tyO pe n .  
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Anglais  Français  

S a fe ty p a ra m e te r d e fa u l ts  Va l e u rs  p a r d é fa u t  d e s  p a ra m è tre s  d e  s é cu ri té  

S a ftyO p e n  s a fe ty s e g m e n t S e g m e n t  d e  s é cu ri té  d e  S a fe tyO p e n  

C o n tro l s  d e s i g n e r C o n ce p te u r d e  co m m a n d e s  

Ti m e o u t  m u l ti p l i e r M u l ti p l i ca te u r d e  te m p o ri s a ti o n  

D a ta  E P I  E P I  d e  d o n n é e s  

N e two rk ti m e  e xp e cta ti on  ca l cu l a ti o n  C a l cu l  d u  d é l a i  d e  ré s e a u  

E D S  d e vi ce  p ro fi l e  d a ta  D o n n é e s  d e  p ro fi l  d ’ a p p a re i l  E D S  

N e two rk re a cti o n  ti m e  ca l cu l a ti o n  C a l cu l  d u  te m p s  d e  ré a cti o n  d e  ré s e a u  

Figure  65  – Sources  des  paramètres  de  connexion  relative  à  la  sécuri té  

L a  F i g u re  6 6  d éfi n i t  l a  m é th od e  d e  m i s e  e n  corre s p on d an ce  d e s  p a ra m è tres  S a fe tyO p e n  d a n s  
l es  p oi n ts  d ’ o ri g i n e  e t l es  ci b l e s  d ’ u n e  con n e xi on  d e  s écu ri té .  
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Anglais  Français  

O ri g i n a to r P o i n t  d ’ o ri g i n e  

Ta rg e t  C i b l e  

C o n n .  P a ra m s  P a ra m è tre s  d e  co n n e xi o n  

C o n n e cti o n  o b j e ct  O b j e t  d e  co n n e xi o n  

C o n n e cti o n  p a ra m e te rs  P a ra m è tre s  d e  co n n e xi o n  

C o n n e cti o n  co n fi g u ra ti o n  o b j e ct  O b j e t  d e  co n fi g u ra ti o n  d e  co n n e xi o n  

C o n fi g u ra ti o n  d a ta  D o n n é e s  d e  co n fi g u ra ti o n  

C o n fi g u ra ti o n  a s s e m b l y E n s e m b l e  d e  co n fi g u ra ti o n  

S a fe ty p a ra m s  P a ra m è tre s  d e  s é cu ri té  

S a fe ty s e g m e n t S e g m e n t  d e  s é cu ri té  

S a fe ty va l i d a to r O b j e t  d e  va l i d a ti o n  d e  s é cu ri té  

S a fe ty s u p e rvi s o r P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  

Figure  66  – Mapping  des  paramètres  entre  le  point d ’orig ine  et  l a  cible  

8 .8.5  Établ issement de  connexions  

L a  tran s m i s s i on  d e s  d on n é e s  d e  con fi g u ra ti on  d a n s  l e  s e rvi ce  S a fe tyO p e n  es t d é fi n i e  com m e  
u n  s e rvi ce  S a fe tyO p en  d e  form e  1 .  L ’ a b s en ce  d e  tra n s m i s s i on  d e s  d on n é es  d e  con fi g u ra ti on  
d an s  l e  s e rvi ce  S a fe tyO p en  e s t d é fi n i e  com m e  u n  s e rvi ce  S a fe tyO p e n  d e  form e  2 .  C e tte  
s é q u e n ce  e s t d é fi n i e  à  l a  F i g u re  6 7 .  

S i  u n e  co n n e xi on  com p orte  d e s  d on n é e s  d e  con fi g u ra ti o n ,  ce s  d ern i ères  d oi ve n t ê tre  
tra n s m i s es  u n i q u e m e n t s i  n é ce ss a i re .  C e tte  tran s m i s s i o n  d o i t  ê tre  e xé cu té e ,  s au f m od i fi ca ti on  
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d e  l a  con fi g u ra ti on ,  pa r l ’ e n vo i  d ’ u n  se rvi ce  S a fe tyO p en  d e  fo rm e  2 ,  e t  u n i q u e m e n t s u i vi e  d ’ u n  
se rvi ce  S a fe tyO pe n  d e  fo rm e  1  s i  l a  ci b l e  re n vo i e  u n e  e rre u r « Ap pa re i l  n on  con fi g u ré » .   

Lors q u ’ u n  ap p arei l  reçoi t  u n  s ervi ce  S a fe tyO pe n  d e  form e  1  con te n a n t d e s  d on n ée s  d e  
co n fi g u ra ti on  e t  u n  S C I D  a d ap té  à  s a  con fi g u ra ti on  e xi s ta n te ,  i l  d o i t ré a pp l i q u e r l a  
co n fi g u ra ti on .  Tou s  l e s  con trôl es  d e  rè g l es  e xi s ta n te s  (c’ es t-à -d i re  co n trô l e s  O U N I D  e t 
TU N I D )  d o i ve n t tou j o u rs  s ‘ a p pl i q u er.   

D a n s  l a  m es u re  où  tou s  l e s  n œu d s  d e  s é cu ri té  d o i ve n t com p orte r u n  a rch i va g e  N V po u r l es  
d on n é e s  d e  con fi g u ra ti on ,  ce tte  tra n s m i s s i o n  e s t p roba b l e  u n i q u e m en t l o rs  d u  re m pl ace m e n t 
d ’ u n  a p pa re i l ,  d ’ u n  a m orça g e  i n i ti a l  o u  d ’ u n e  m od i fi ca ti o n  d e  l a  con fi g u ra ti on .  C e  proce ss u s  
es t re prés e n té  à  l a  F i g u re  6 8 .  

Le s  ci b l es  d o i ve n t ré pon d re  à  u n  s e rvi ce  S a fe tyO p e n  d e  form e  2  pa r u n  co d e  d ’ e rre u r 0 1 h e x,  
u n  cod e  su p p l é m e n ta i re  0 1 1 0 h e x  (a p p are i l  n on  co n fi g u ré) ,  l ors q u e  l ’ ap p are i l  n ’ e s t pa s  
co n fi g u ré .   

Lors q u ’ u n  po i n t d ’ ori g i n e  d é te cte  u n e  m o d i fi ca ti on  d e s  d on n é es  d e  con fi g u ra ti on  con s ervé e s  
p ou r u n  a pp a re i l ,  i l  d oi t  tou j o u rs  é m e ttre  u n e  d e m a n d e  d e  con n e xi on  d e  form e  1  à  sa  
p rem i è re  con n e xi on .  Le  S C I D  re n voyé  d o i t  ê tre  va l i d é  pa r rap p ort à  l a  va l e u r co n s e rvé e .  

I l  e xi s te  d e u x typ e s  d e  s e rvi ces  S a fe tyO pe n  d e  fo rm e  2 :  a ve c e t s a n s  l e  S C I D .  

•  F orm e  2 a :  Lo rs q u ’ u n e  ci b l e  re ço i t  u n  s ervi ce  S a fe tyO pe n  d e  form e  2  ( au cu n e  d on n ée  d e  
co n fi g u ra ti on )  a ccom pa g n é  d ’ u n  I D  d e  con fi g u ra ti o n  d e  s é cu ri té  n o n  n u l  ( S C I D  =  
S C C RC  +  S C TS ) ,  e l l e  d o i t  l e  co m p are r au  S C I D  d e  l a  con fi g u ra ti on  e t  acce p ter 
u n i q u e m e n t l a  co n n e xi o n  s i  e l l e s  s on t a d a p té es .  

•  F orm e  2 b :  Lo rs q u ’ u n e  ci b l e  re çoi t  u n  s e rvi ce  S a fe tyO p e n  d e  form e  2  ( a u cu n e  d on n é e  d e  
con fi g u ra ti on )  a cco m pa g n é  d ’ u n  S C I D  d e  va l eu r n u l l e ,  e l l e  om e t l e  con trô l e .     

L e  Ta b l e a u  1 0 2  ré ca p i tu l e  l e s  form es  d e  s ervi ces  S a fe tyO pe n .  

Tableau  1 02  – Récapi tu lati f SafetyOpen  

 SafetyOpen  de  forme  
1  avec  données  

SafetyOpen  de  forme  
2a  avec contrôle  SCID  

SafetyOpen  de  forme  2b  
sans  contrôle  SCID   

TU N I D  X X X 

O U N I D  X X X 

U P I D a  X  X X 

C P C RC  X X X 

S C I D  X X =  0  

D o n n é e s  d e  co n fi g u ra ti o n  
d a n s  l e  s e rvi ce  
S a fe tyO p e n  

O u i   N o n  N o n  

a  L ’ U P I D  e s t d é d u i t  d e s  co m p o s a n ts  d u  s e rvi ce  S a fe tyO p e n  o u  d e s  d o n n é e s  d ’ a p p l i ca ti o n  co n te n u e s  d a n s  l a  
ré p o n s e  S a fe tyO p e n .  Vo i r 6 . 3 . 1 2 .  

 

Le  tra i te m en t d es  s ervi ces  S a fe tyO p e n  d a n s  l e s  ci bl es  d i ffè re  s e l on  l a  form e  d u  m e s s a g e  
S a fe tyO p e n  re çu .  La  F i g u re  6 8  d é fi n i t l e  m e s sa g e  e t l a  s é q u e n ce  d ’ é vé n e m e n ts  p o u r l e  
s e rvi ce  S a fe tyOp e n  d e  form e  1 ,  a i n s i  q u e  l e s  ob j e ts  ch a rg é s  d es  d i ve rs es  é ta pe s  d e  
tra i te m e n t.  C e tte  fi g u re  p ré ci s e  é g al e m e n t q u e  l a  d i ffé ren ce  p ri n ci pa l e  en tre  l e s  form e s  1  e t  2  
d e  tra i te m e n t co n s ti tu e  l ’ é ta p e  d e  tra n s i ti on  d e s  d on n ée s  d e  co n fi g u ra ti on  ve rs  u n  en s e m b l e  
d e  con fi g u ra ti on  e t  d ’ a ttri b u ti on  d ’ u n  p rop ri é tai re  à  ce tte  co n fi g u ra ti on .  
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Anglai s  Français  

O ri g i n a to r P o i n t  d ’ o ri g i n e  

M e s s a g e  ro u te r Ro u te u r d e  m e s s a g e s  

C o n n e cti o n  o b j e ct O b j e t  d e  co n n e xi o n  

Va l i d a to r o b j e ct  O b j e t  d e  va l i d a ti o n  

Ap p l i ca ti o n  a s s e m b l i e s  E n s e m b l e s  d ’ a p p l i ca ti o n  

S u p e rvi s o r o b j e ct O b j e t  d e  p ro g ra m m e  d e  co n trô l e  

O p e n  cl a s s  3  co n n e cti o n  C o n n e xi o n  d e  cl a s s e  3  o u ve rte  

C h e ck s ta te  &  S C I D  Vé ri fi ca ti o n  d e  E ta t  &  S C I D  

S ta te  O K É ta t  O K 

Va l i d a te  S a fe tyO p e n  Va l i d a ti o n  d e  S a fe tyO p e n  

Ve ri fy s ta te  &  S C I D  Vé ri fi ca ti o n  d e  E ta t  &  S C I D  

C o n fi rm  C o n fi rm a ti o n  

Al l o ca te  I /O  co n n e cti o n  Attri b u ti o n  d e  co n n e xi o n  E /S  

Al l o ca te  O K Attri b u ti o n  O K 

S e t  O U N I D  Ré g l a g e  d e  O U N I D  

S a fe tyO p e n  re s p o n s e  Ré p o n s e  d e  S a fe tyO p e n  

Tra n s i ti o n  s ta te  to  e xe cu te  Tra n s i ti o n  d ’ é ta t  ve rs  E xé cu ti o n  

S ta te  ch a n g e d  É ta t  m o d i fi é  

C l o s e  cl a s s  3  co n n e cti o n  C o n n e xi o n  d e  cl a s s e  3  fe rm é e  

C o n n e cti o n  cl o s e d  C o n n e xi o n  fe rm é e  

Figure  67  – Établ issement d ’une  connexion  de  sécuri té  CP  2/3  
dans  les  cibles  pour un  service  SafetyOpen  de  forme 2a 

IEC  

Originator Connection ObjectMessage RouterUCMM

Open Class 3 Connection() Open Class 3 Connection()

Message3()

SafetyOpen() 1 :  SafetyOpen()

5:  Al locate OK()

4:  Al locate I /O Connection()

SafetyOpen Response()

Cl ose Class 3 Connection() Close Class 3 Connection()

Connection  Cl osed()

Val idator Object
Supervisor Object

Check State & SCI D

State OK
Verify
state

&
SCI D

I /O AppN otify

Confirm

3:  SafetyOpen Response()

SafetyOpen()

Transition State to Execute

State changed

Application
Assem bl ies

Set OU NI D

Val idate
Safety Open
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Anglais  Français  

U n co n fi g u re d  ta rg e t  d e vi ce  Ap p a re i l  ci b l e  n o n  co n fi g u ré  

C o n n e cti o n  o ri g i n a to r P o i n t  d ’ o ri g i n e  d e  co n n e xi o n  

Va l i d a to r o b j e ct  O b j e t  d e  va l i d a ti o n  

S a fe ty s u p e rvi s o r P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  

C o n fi g u ra ti o n  a s s e m b l y E n s e m b l e  d e  co n fi g u ra ti o n  

Typ e  2  s a fe tyO p e n  S a fe tyO p e n  d e  typ e  2  

S ta te  ch e ck Vé ri fi ca ti o n  d ’ é ta t  

D e vi ce  n o t co n fi g u re d  Ap p a re i l  n o n  co n fi g u ré  

Typ e  1  S a fe tyO p e n  S a fe tyO p e n  d e  typ e  1  

Ap p l y co n fi g u ra ti o n  Ap p l i ca ti o n  d e  l a  co n fi g u ra ti o n  

S u cce s s  Ré u s s i te  

S a fe tyO p e n  re s p o n s e  Ré p o n s e  d e  S a fe tyO p e n  

G o to  e xe cu te  s ta te  Al l e r ve rs  l ’ é ta t E xé cu ti o n  

E xe cu te  s ta te  É ta t  E xé cu ti o n  

Figure  68  – Séquence  générale  de  détection  de  la  nécessité  d ’une  configuration  

8 .8.6  Recommandations  pour l ’attribution  d ’un  nombre  de  consommateurs  

L ors  d e  l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi on  m u l ti p o i n ts ,  l e  prod u cteu r d e  ce tte  con n exi on  d oi t 
a ttri b u er au  con s o m m a te u r u n  n om b re  u n i q u e .  L a  d i ffi cu l té  p ri n ci p a l e  d e  ce  proce ss u s  n e  
ré s i d e  p a s  d a n s  l ’ a ttri b u ti o n  i n i ti al e ,  m a i s  d a n s  l a  g es ti on  d u  ca s  où  u n  prod u cte u r a  fe rm é 
u n e  con n e xi o n  p ou r u n  m o ti f d on n é  e t n é ces s i te  à  p ré s en t d e  d é ci d e r d u  m om e n t o ù  l a  
ré a ttri b u ti o n  d e  ce  n om b re  d e  con s om m a te u rs  es t acce p ta bl e .    

IEC  

Connection Originator Val idator Object

Type 2 Safety Open()

Type 1  Safety Open()

Apply Configuration()

Success()

Safety Open Response()

Configuration  Assem blySafety Supervisor

State Check()

U nconfigured  Target Device

Check State()

Execute State()

Goto Execute State()

Device Not
Configured()Device Not Configured()
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D a n s  l a  m es u re  où  l e s  prod u cte u rs  m u l ti p o i n ts  co n ti n u e n t d e  prod u i re  d es  d o n n é es  m êm e  e n  
ca s  d e  ferm e tu re  d ’ u n e  con n e xi on  à  u n  con s o m m a te u r p a rti cu l i e r (c’ es t-à -d i re  e n  su p pos a n t 
q u e  d ’ a u tres  con n e xi on s  d e  con s om m a teu r s on t tou j ou rs  ou verte s ) ,  l e  s e u l  m é ca n i s m e  à  
d i sp os i ti o n  d ’ u n  co n s om m a teu r m u l ti po i n ts  p ou r d é te cte r l a  p e rte  d e  l a  con n e xi on  con s i s te  à  
d é te rm i n e r q u ’ u n  m e s s ag e  d e  corre cti on  d e  te m p s  n e  l u i  a  p as  é té  a ttri b u é  d an s  l e  ca d re  d e s  
i n te rva l l es  Pi n g  Ti m e ou t_M u l ti p l i e r. P I  +  1 .  Au  cou rs  d e  ce tte  p é ri od e ,  l e  co n s o m m a te u r pe n s e  
to u j ou rs  q u e  l a  con n e xi on  es t ou ve rte ,  con ti n u e  à  tra i te r l es  d on n é es  reçu e s  e t  à  tran s m e ttre  
l e s  ré p on s es  d e  coo rd i n a ti o n  te m pore l l e  ( m ê m e  s i  l e  prod u cte u r l e s  i g n ore ).     

S i  l e  pro d u cte u r ven a i t  à  rece vo i r u n e  n ou vel l e  d e m a n d e  d e  co n n e xi o n  d ’ u n  a u tre  
co n so m m a teu r e t à  réa ttri b u e r ce  n om b re  d e  con so m m a teu rs ,  d eu x co n s om m a teu rs  
u ti l i s e ra i e n t a l ors  l e  m ê m e  n om bre  a u  co u rs  d e  ce tte  p éri od e .  L e  prod u cte u r re com m e n cerai t  
à  tra i te r l es  ré p on s es  d e  coord i n a ti on  tem p orel l e  e t à  tra n s m e ttre  d es  m es s a g e s  d e  correcti on  
d e  te m p s  ave c ce  n o m b re  d e  con s om m a teu rs .  E n  d ’ a u tres  term e s ,  s i  l a  tem p ori s a ti on  é ta i t 
s i m pl em e n t co rre cte ,  l ’ a n ci e n  con s om m a te u r p ou rra i t  n e  j a m a i s  d é te cte r q u e  l a  con n e xi on  a  
éch ou é  e t i l  e xi s terai t  d e u x con s o m m a te u rs  a ve c l e  m ê m e  n om b re  q u i  tra n s m e ttra i e n t d es  
i n fo rm a ti o n s  d ’ h orl o g e  co n fl i ctu e l l es  a vec d es  va l e u rs  d e  corre cti on  tou t a u s s i  co n fl i ctu e l l e s .  
B i e n  q u e  ce  cas  s oi t d é te cté  fi n a l e m en t p a r l e  p rod u cte u r p ar u n  m arq u a g e  P I D ,  u n  m o ye n  
d oi t  ê tre  p révu  p ou r en  ré d u i re  l ’ occu rre n ce .  

Le s  p rod u cte u rs  m u l ti p oi n ts  d oi ve n t m e ttre  en  q u a ra n ta i n e  l es  n om b res  d e  con s om m a te u rs  
q u i  on t é té  u ti l i s é s  h ors  l i g n e  p en d a n t l e s  i n te rva l l e s  Pi n g  Ti m eo u t_M u l ti pl i e r. P I  +  2 ,  a va n t 
q u ’ i l s  n e  pu i ss e n t ê tre  ré a ttri b u és  à  u n e  au tre  con n e xi on .  L a  s e u l e  e xce p ti o n  à  ce tte  op éra ti o n  
es t l e  m om e n t où  u n  co n s om m a teu r ém e t u n  s ervi ce  F o rwa rd C l os e  p o u r s i g n i fi e r a u  
p rod u cteu r l a  ferm e tu re  d e  l a  co n n e xi o n .  D a n s  ce  cas ,  i l  e s t p os si b l e  d e  ré u ti l i s e r 
i m m é d i a te m e n t l e  n o m b re  d e  co n s om m a te u rs .  

8.8.7  Recommandations  pour l ’établ issement d ’une connexion  

Lors q u ’ u n  con s o m m a te u r m u l ti p oi n ts  d é ci d e  d e  ferm e r u n e  co n n e xi o n  d e  m a n i è re  u n i l a té ra l e ,  
l a  s e u l e  fa çon  p ou r u n  p rod u cte u r d e  d é te cte r ce t é vén e m en t ( a u tre m e n t q u e  p ar l a  
tra n s m i s s i on  d ’ u n  s ervi ce  F orwa rd C l os e  p a r l e  co n so m m a teu r)  e s t l e  m o m e n t o ù  i l  n e  re çoi t 
p l u s  d e  ré p on s e  d e  coord i n a ti on  te m p ore l l e  p e n d a n t l e s  i n te rva l l e s  Pi n g  
Ti m e o u t_M u l ti p l i e r. P I  +  2 .  P e n d a n t ce t i n terva l l e  d e  te m ps ,  l e  n om b re  d e  co n s om m a teu rs  e st 
to u j ou rs  a ttri b u é  a u  con s om m a te u r con cern é .  I l  e s t très  p rob ab l e  q u e  ce  con s om m a te u r 
é m e tte  u n  n ou ve a u  s ervi ce  S a fe tyO p en  ta n d i s  q u e  ce tte  co n n e xi o n  re s te  ou ve rte .  D e u x 
op ti on s  s ’ offre n t a u x p rod u cte u rs  d a n s  ce  cas :   

•  E xa m i n e r l es  con n e xi on s  e xi s tan te s  e t d é te rm i n e r s i  u n e  con n e xi on  a vec ce  m ê m e  
co n s o m m a te u r e s t d é j à  é ta b l i e  e t s i  te l  es t l e  ca s,  ré é m e ttre  l e  n om b re  d e  
co n s o m m a te u rs ;  

•  Attri b u er u n  n ou ve au  co n s om m a teu r e t pe rm e ttre  l a  te m p ori s a ti o n ,  p u i s  l a  m i s e  e n  
q u a ran ta i n e ,  d e  l ’ a n ci e n  n om b re  d e  co n s om m a teu rs .  

La  p re m i è re  op ti on  e s t l a  p l u s  d i ffi ci l e  à  cod e r,  m ai s  re pré s e n te  l ’ o p ti on  re co m m an d ée  d a n s  l a  
m es u re  où  e l l e  prop os e  u n  p ro g ram m e  d e  ré attri bu ti on  p l u s  robu s te  p ou r d es  n om b re s  d e  
co n s o m m a te u rs .  L a  s eco n d e  o p ti on  pré s e n te  l ’ a va n ta g e  d ’ u n e  m i s e  e n  œu vre  p l u s  s i m p l e ,  
to u t e n  p e rm e tta n t au x n om b re s  d e  con s o m m a te u rs  d e  res ter e n  q u a ra n ta i n e  p l u s  l on g te m p s  
q u e  n é ce s s a i re .  C e tte  s e con d e  op ti o n  pe u t é g al e m e n t re n d re  p ro bl ém a ti q u e  l ’ a m orça g e  d es  
co n n e xi o n s  p ou r d e s  a pp l i ca ti on s  a ve c l es q u e l l e s  l e  n om b re  d e  con s om m a teu rs  es t >  8 .  

S i  l a  p re m i ère  op ti on  es t re te n u e ,  i l  co n vi en t q u e  l e  prog ra m m e  re com m a n d é d ’ a d ap ta ti on  a u x 
co n n e xi o n s  so i t  é g a l e m e n t ad a p té :  

•  à  l ’ O U N I D ,  e t  

•  a u  ch e m i n  d e  d on n ée s  d ’ a p pl i ca ti o n .  

S i  ce s  é l é m e n ts  s o n t a d a p té s  au x p ara m è tre s  d ’ u n e  con n e xi on  e xi s ta n te ,  l e  n o m bre  d e  
co n s o m m a te u rs  con ce rn é  d e  l ’ ap p are i l  pe u t ê tre  ré é m i s .  
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8.8.8  Établ issement de  propriété  

Le  p a ra g ra ph e  8 . 9  p rés e n te  d e u x m éth od es  d ’ é tab l i s s e m e n t d e  l a  p rop ri é té  d e  con n e xi on ,  p a r 
l es  ou ti l s  l o g i ci e l s  ou  à  p arti r d u  s ervi ce  S a fe tyO p e n .  C e  p a ra g rap h e  i n d i q u e  q u e  d es  
a pp a re i l s  s o n t n éce ss a i res  pou r p re n d re  e n  ch a rg e  u n e  i n s ta l l a ti on  q u i  p erm e t u n e  
con fi g u ra ti on  « p ar o u ti l  u n i q u e m e n t»  o u  u n e  con fi g u ra ti o n  p a r p o i n t d ’ ori g i n e .  C e  p arag ra ph e  
i m p l i q u e  e n fi n  q u e  l es  te n ta ti ve s  d e  reco n fi g u ra ti on  d ’ u n  a p p are i l  vi a  l e  s e rvi ce  S a fe tyO p en  
son t re fu s é es  e n  cas  d e  verrou i l l ag e  d e  l a  co n fi g u ra ti on .  Lo rs q u e  l ’ é ta t « o u ti l  u n i q u e m e n t»  
n ’ e s t p a s  d é fi n i ,  l ’ ou ti l  l og i ci e l  pe u t é g al em e n t d éfi n i r l ’ O U N I D  d u  po i n t d ’ o ri g i n e  s é l e cti o n n é  
l ors  d e  l a  m i s e  e n  s e rvi ce  d e  l ’ a p p a re i l  ci b l e  p o u r u n e  s é cu ri té  s u p p l é m e n ta i re .     

Le  p ré se n t p ara g ra p h e  8 . 8 . 8  s p é ci fi e  l a  m é th od e  d e  d é fi n i ti o n  d e  ce tte  ca p aci té  d a n s  l es  
n ou ve au x ob j e ts  S écu ri té .  Le s  a p pa re i l s  con fi g u rés  p a r ou ti l  d e  con fi g u ra ti on  d e  ré s ea u  d e  
sé cu ri té  ( S N C T)  d o i ve n t co m p orter l es  n ou ve a u x o b j e ts  S é cu ri té .   

P o u r étab l i r l a  p ropri é té  d e  l a  con fi g u ra ti on  ( et  l a  con n e xi o n  d e s  s o rti es ) ,  l ’ O U N I D  d e  
l ’ a p p are i l  d ’ o ri g i n e  e s t tra n sm i s  à  l a  ci b l e  d an s  l e  m e s s a g e  S a fe tyO p e n .  

Le s  a pp a re i l s  d e  s écu ri té  d oi ve n t arch i ver l ’ O U N I D  d a n s  l a  m é m oi re  n on  vol a ti l e  p ou r l a  
co n fi g u ra ti on  d e  l ’ a pp a re i l .  C e s  ap p a re i l s  d oi ve n t é g a l e m en t a rch i ve r d a n s  l a  m é m o i re  n on  
vol a ti l e  l a  s i g n a tu re  d e  l a  co n fi g u ra ti o n  ( S C I D )  d a n s  l ’ ap p are i l .  L e  S C I D  es t d é d u i t p ar 
con ca té n a ti o n  d u  S C C RC  e t d e  l a  S C TS  d a n s  l e  s e rvi ce  S a fe tyOp e n .   

L es  ap p arei l s  d e  s orti e  d oi ve n t a rch i ve r d an s  l a  m é m oi re  n o n  vo l a ti l e  l ’ O U N I D  a ss oci é  à  l a  
con n e xi on  d e  s orti e  d e  s é cu ri té .  

L ors q u e  l ’ u ti l i s a teu r a  s ou m i s  à  es s a i  e t véri fi é  l a  co n fi g u rati on  g é n é ré e  p a r o u ti l ,  i l  p eu t 
ve rrou i l l er l a  con fi g u ra ti on  con tre  to u t ch a n g em e n t e t  l ’ é ti q u e te r com m e  « Ve rrou i l l ée » .  Le  
d rap e au  « Ve rrou i l l ag e  d e  con fi g u ra ti on »  e s t u n  a ttri b u t d u  Prog ram m e  d e  co n trô l e  d e  
s écu ri té .  U n  m o t d e  p a ss e  q u i  fou rn i t  u n e  s écu ri té  d é fi n i e  pa r l ’ u ti l i s a te u r p e u t l e  m od i fi e r.  

L es  a p pa re i l s  con fi g u ré s  p ar l e  s e rvi ce  S a fe tyOp e n  n e  pe u ve n t p a s  com p o rte r u n  
« Ve rro u i l l a g e  d e  con fi g u ra ti on » .  L ’ h yp oth è s e  fo rm u l é e  p os e  l a  d é fi n i ti on  d e  l a  con d i ti o n  d e  
ve rrou i l l a g e  e t s on  co n trô l e  a u  p oi n t d ’ ori g i n e  d e  co n n e xi o n .  

8.8.9  Cas  d ’uti l isation  de  la  propriété  

8 .8.9.1  Général i tés  

L e  p ré s e n t p ara g ra p h e  8 . 8 . 9  p rés e n te  u n e  s é ri e  d e  s cé n ari os  d e  co n n e xi o n  co m p orta n t 
é g a l e m e n t u n e  te n ta ti ve  d e  co n fi g u ra ti o n .  C h a q u e  scé n ari o  fou rn i t  u n e  d es cri p ti on  s u cci n cte  
d e  l a  façon  d on t i l  con vi e n t q u e  l ’ a pp a re i l  tra i te  ch aq u e  ca s .  La  p l u pa rt d e  ce s  cas  u ti l i s e n t l e  
s e rvi ce  S a fetyO p e n  pou r co n fi g u re r l ’ a p pa re i l .  Ai n s i ,  l e s  ca ractéri s ti q u e s  d e  con fi g u ra ti o n  pa r 
o u ti l ,  te l l e s  q u e  l ’ a ttri bu t « Verro u i l l ag e  d e  con fi g u rati on » ,  n e  d o i ve n t pa s  ê tre  u ti l i s é es .  

8.8.9.2  Le  propriétaire  désigné par l ’u ti l isateur connecte  et  configure  un  apparei l  
d ’entrée  sans  propriétai re  et  non  configuré  – (attribution  de  l ’OUN ID  à  l a  
première  connexion)  

L ’ a ttri bu t Ve rrou i l l a g e  d e  con fi g u ra ti on  d a n s  l a  ci b l e  d oi t  ê tre  « d é verrou i l l é »  e t l e  P rog ra m m e  
d e  con trô l e  d e  s é cu ri té  d oi t  ê tre  e n  m od e  C o n fi g u ra ti on ;  l ’ a p p a re i l  n ’ es t p as  co n fi g u ré .  
L ’ a p pa re i l  ci b l e  va l i d e  l e  s ervi ce  S a fe tyO p e n  com m e  corre ct e t l ’ O U N I D  d e  p oi n t d ’ ori g i n e  e s t 
a rch i vé  d a n s  l a  ci b l e  e t a s s oci é  à  l a  con fi g u ra ti on .  U n e  con n e xi o n  po i n t à  p oi n t ou  m u l ti po i n ts  
e s t é tab l i e .  L e  fon cti on n e m e n t n orm a l  d ém a rre .  

L e  p o i n t d ’ ori g i n e  d ’ u n  s e rvi ce  S a fe tyO pe n  d e  form e  1  q u i  con fi g u re  u n  ap p are i l  d ’ e n tré e  
p ré cé d e m m e n t n on  co n fi g u ré  e t s a n s  p rop ri é ta i re  d oi t  d e ve n i r l e  p ro pri é ta i re  d e  l a  
co n fi g u ra ti on .  

Copyright International  Electrotechnical  Commission  



 –  4 9 8  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

8.8.9.3  Le  propriétai re  désigné  par l ’u ti l isateur connecte  et  configure  un  apparei l  de  
sortie  sans  propriétai re  et  non  configuré  – (attribution  de  l ’OUN ID  à  la  
première  connexion)  

L’ a ttri bu t « Ve rrou i l l a g e  d e  co n fi g u ra ti on »  d e  l a  ci b l e  d o i t ê tre  « d é ve rrou i l l é »  e t l e  Prog ra m m e  
d e  con trôl e  d e  s é cu ri té  d oi t  ê tre  e n  m od e  C o n fi g u ra ti on ;  l ’ ap p are i l  n ’ e s t p as  co n fi g u ré .  
L ’ a p pa re i l  ci b l e  va l i d e  l e  s e rvi ce  S a fe tyOp e n  com m e  correct e t l ’ OU N I D  e s t arch i vé  d a n s  l a  
ci b l e  e t a s soci é  à  l a  con fi g u ra ti o n  e t à  l a  con n exi on .  U n e  co n n e xi o n  p oi n t à  p o i n t e s t é ta b l i e .  
Le  fon cti o n n e m e n t n orm a l  d ém a rre .  

U n  s e rvi ce  S a fe tyO pe n  d e  form e  1  q u i  con fi g u re  u n  a p p a re i l  d e  s orti e  p ré céd e m m e n t n on  
co n fi g u ré  e t s an s  p rop ri é ta i re  d oi t  d e ve n i r l e  p ropri é ta i re  d e  l a  co n n e xi o n  e t d e  l a  
co n fi g u ra ti on .  

8.8.9.4 Le  propriétaire  connecte  et  configure  un  apparei l  d ’entrée  avec propriétai re  
et non  configuré  – (attribution  de  l ’OUN ID  par outi l )  

L’ a ttri b u t « Ve rrou i l l a g e  d e  co n fi g u ra ti o n »  d e  l a  ci b l e  d o i t ê tre  « d é verrou i l l é »  e t l e  Prog ram m e 
d e  con trô l e  d e  s écu ri té  d oi t  ê tre  e n  m od e  C on fi g u ra ti on ;  l ’ a pp a re i l  n ’ es t pa s  co n fi g u ré .  
L ’ a pp a re i l  ci b l e  va l i d e  l e  s e rvi ce  S a fe tyO pe n  co m m e  co rre ct e t l ’ O U N I D  d u  se rvi ce  
S a fe tyO p e n  co rre sp on d  à  l ’ O U N I D  a rch i vé .  U n e  con n e xi on  p o i n t à  p o i n t ou  m u l ti po i n ts  es t 
é ta b l i e .  Le  fo n cti on n e m e n t n o rm a l  d é m a rre .  

8.8.9.5  Le  propriétaire  connecte  et  configure  un  apparei l  de  sortie  avec propriétai re  
et non  configuré  – (attribution  de  l ’OUN ID  par outi l )  

L’ a ttri b u t « Ve rrou i l l ag e  d e  co n fi g u ra ti o n »  d e  l a  ci b l e  d o i t  ê tre  « d é ve rrou i l l é »  e t  l e  Prog ra m m e  
d e  con trô l e  d e  sé cu ri té  d oi t  ê tre  en  m od e  C o n fi g u ra ti on ;  l ’ ap p are i l  n ’ e s t p a s  con fi g u ré .  
L ’ a p p a re i l  ci b l e  va l i d e  l e  s ervi ce  S a fe tyO p en  co m m e co rrect e t l ’ OU N I D  d u  s e rvi ce  
S a fe tyO pe n  corre s p on d  à  l ’ O U N I D  a rch i vé  pou r l a  con fi g u ra ti on  e t l a  con n e xi o n .  La  ci b l e  
a rch i ve  l a  co n fi g u ra ti on .  U n e  con n exi on  po i n t à  p o i n t e s t é ta bl i e .  Le  fon cti o n n e m e n t n orm a l  
d é m arre .  

U n  s eco n d  a pp a re i l  te n te  d e  s e  re l i er à  u n e  co n n e xi o n  d e  s o rti e  po n t à  po i n t a vec 
p rop ri é tai re .  

L ’ a p p a re i l  ci b l e  é va l u e  l e  s e rvi ce  S a fe tyO p e n  s i  au cu n e  con n e xi on  n ’ es t o u verte .  L ors q u ’ u n  
se rvi ce  S a fetyO pe n  d e  fo rm e  1  e s t tra n sm i s  a u  p o i n t d e  d i ffé re n ce  e n tre  l ’ O U N I D  d e  po i n t 
d ’ ori g i n e  e t l ’ OU N I D  a rch i vé  a vec l a  co n n e xi on ,  l e  se rvi ce  S a fe tyO p en  d o i t  ê tre  re fu s é  e t u n  
m e s sa g e  d ’ e rre u r,  “ O _U N I D  M i s m a tch ” ,  e s t re n vo yé .  

8.8.9.6  Le  propriétai re  connecte  et  tente  de  reconfigurer un  apparei l  détenu  par outi l  
et  configuré  – (Verrou i l lage  de  configuration  défin i )  

S i  u n  p o i n t d ’ ori g i n e  te n te  d e  co n fi g u re r u n  a pp are i l  a ve c l ’ a ttri b u t Verrou i l l a g e  d e  
co n fi g u ra ti on  d é fi n i ,  l ’ a p p a re i l  d oi t re j e te r l e  s e rvi ce  S a fe tyOp e n  e t re n vo yer u n  m e ss a g e 
d ’ e rreu r « C on fi g u ra ti o n  n o n  a d m i s e» .  

8.8.9.7  Reconfiguration  d ’apparei l  – Apparei l  d ’entrée  

Le  prop ri é tai re  d ’ u n  a p p are i l  tran s m e t à  l ’ a p pa re i l  ci b l e  u n  s ervi ce  S a fe tyO p e n  a ve c d e s  
d on n é es  d e  co n fi g u ra ti on  e t u n  S C I D  ( S C C RC  e t S C TS ).  Le s  d on n é e s  p e u ve n t ou  n on  ê tre  
i d e n ti q u e s  à  ce l l e s  q u e  com p orte  l ’ a p pa re i l  et  l e  S C I D  p e u t o u  n on  ê tre  ad a p té  au  S C I D  
e xi s ta n t.  I n d é p en d a m m en t d e  ce  q u i  p récè d e ,  i l  co n vi e n t q u e  l e  m e s s ag e  tra n s m i s  s o i t  tra i té  
co m m e  u n e  re con fi g u ra ti o n ,  e t ce ,  ta n t q u e  l e  proces s u s  s u i va n t e s t re s p ecté .  

U n  ap p arei l  d ’ e n tré e  ci b l e  q u i  com p orte  u n e  con fi g u ra ti o n  e xi s ta n te  d o i t  (au  m i n i m u m )  
e xé cu te r ce  q u i  s u i t  à  l a  réce p ti o n  d ’ u n  s e rvi ce  S a fe tyO p e n  d e  form e  1 .  

•  vé ri fi er q u e  l e  TU N I D  d u  s e rvi ce  S a fe tyO p en  corre s pon d  au  TU N I D  d e  l ’ ap p arei l ;  
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•  s i  l e s  d o n n é es  d e  con fi g u ra ti on  s on t i n cl u se s  ( form e  1 ) ,  vé ri fi e r q u e  l ’ O U N I D  d u  s ervi ce  
S a fe tyO pe n  co rre s p on d  à  l ’ O U N I D  a rch i vé ;  

•  vé ri fi e r q u e  l a  cl é  él e ctron i q u e  e s t ad a p tée  à  l ’ a pp a re i l ;  

•  ca l cu l e r l e  S C C RC  a vec l e s  d on n ée s  re çu es  et  con fi rm e r q u e  l a  m ê m e  va l e u r e s t ob te n u e ;   

•  vé ri fi er q u e  l e  C PC RC  d e  l a  con fi g u ra ti o n  e s t corre ct;  

•  i n i ti er s on  p roce s s u s  d e  recon fi g u ra ti on  (s a i s i e  É ta t d e  con fi g u ra ti on ) ,  fe rm e r e t  n e u tra l i s e r 
l e s  con n e xi on s  a u  cou rs  d e  l a  re con fi g u ra ti o n  (ré p on d re  a u x d em a n d e s  d e  con n e xi on  a ve c 
u n e  ré p o n s e  d ’ e rre u r,  « M od e /É ta t i n va l i d e » ) ;  

•  actu a l i s e r l a  co n fi g u ra ti on  e t l e  S C I D  d a n s  l a  m ém o i re  n on  vo l a ti l e ;  

•  vé ri fi e r e t va l i d e r l e s  p ara m è tre s  d e  con n e xi on ;  

•  va l i d e r l e  ch e m i n  d ’ a p p l i ca ti on ;  

•  co n fi rm e r l a  p ri s e  en  ch a rg e  d e  l a  con n e xi on  d e  s é cu ri té  d em a n d é e ;   

•  l e s  p ara m è tre s  d e  sé cu ri té  fi g u re n t d a n s  d e s  p l ag e s  va l i d e s ;  

•  fa i re  p a ss e r l a  co n n e xi o n  d an s  l ’ é ta t é tab l i ,  e t  l ’ a p pa re i l  d a n s  l ’ é ta t d ’ e xé cu ti o n ;  

•  l e s  n ou ve l l e s  co n n e xi o n s  p e u ve n t d é s orm a i s  ê tre  a cce p té es .  

U n e  con n e xi o n  d u  typ e  s o l l i ci té  e s t éta b l i e .  Ta n d i s  q u e  l es  n ou ve l l es  con n e xi o n s  p e u ve n t u n e  
n ou ve l l e  fo i s  ê tre  a cce p té es ,  ces  au tres  a pp a re i l s  d o i ve n t à  p ré s e n t com p orte r l e  n ou ve l  S C I D  
o u  s e  co n n e cter a vec u n  S C I D  =  0 .  

8.8.9.8  Reconfiguration  d ’apparei l  – Apparei l  de  sortie  

L e  prop ri é ta i re  d ’ u n  ap p are i l  tra n s m e t à  l ’ a pp a re i l  ci b l e  u n  s ervi ce  S a fe tyOp e n  a vec u n e  
co n fi g u ra ti on  e t u n  S C I D .  L e s  d on n é es  pe u ve n t ou  n on  ê tre  i d e n ti q u es  à  ce l l es  q u e  co m p orte  
l ’ ap p a re i l  e t l e  S C I D  pe u t ou  n o n  ê tre  a d a p té  a u  S C I D  e xi sta n t.  I n d ép e n d a m m e n t d e  ce  q u i  
p récè d e ,  i l  con vi e n t q u e  l e  m es s a g e  tra n s m i s  s o i t  tra i té  co m m e  u n e  re con fi g u ra ti o n ,  e t ce ,  
ta n t q u e  l e  p roces s u s  s u i va n t es t re s p e cté .  

U n  a p pa re i l  d e  s orti e  ci b l e  q u i  com porte  u n e  con fi g u ra ti o n  e xi s tan te  d oi t  (a u  m i n i m u m )  
e xé cu te r ce  q u i  s u i t  à  l a  ré cep ti o n  d ’ u n  se rvi ce  S a fe tyO p e n  d e  form e  1 .  

•  s i  l e  ch e m i n  d e  con n e xi o n  s e  d i ri g e  ve rs  u n e  re s so u rce  d e  s o rti e ,  vé ri fi e r q u e  l ’ O U N I D  d u  
s e rvi ce  S a fe tyO pe n  corre s pon d  à  l ’ O U N I D  p ou r l a  con n e xi on .    

•  vé ri fi e r q u e  l e  TU N I D  d u  s e rvi ce  S a fetyO p e n  corres p on d  a u  TU N I D  d e  l ’ a p pa re i l ;  

•  vé ri fi e r q u e  l a  cl é  é l e ctron i q u e  e s t ad a p tée  à  l ’ a p p a re i l ;  

•  s i  l e s  d o n n é es  d e  co n fi g u ra ti on  s on t i n cl u s es  ( form e  1 ) ,  vé ri fi er q u e  l ’ O U N I D  d u  s ervi ce  
S a fe tyO p e n  co rre s p on d  à  l ’ O U N I D  arch i vé  p o u r l a  con fi g u ra ti o n ;  

•  ca l cu l e r l e  S C C RC  a ve c l e s  d on n é es  reçu es  et  co n fi rm e r q u e  l a  m ê m e  va l eu r es t o bten u e ;   

•  vé ri fi e r q u e  l e  C PC RC  d e  l a  con fi g u ra ti o n  es t corre ct;  

•  i n i ti er s o n  p roce s s u s  d e  re con fi g u ra ti on  p ar l a  fe rm e tu re  e t l a  n e u tra l i s a ti on  d e s  
co n n e xi o n s  a u  co u rs  d e  l a  reco n fi g u ra ti on  (ré p o n d re  a u x d e m a n d es  d e  con n e xi on  a vec 
u n e  rép o n s e  d ’ e rreu r,  « M od e /É ta t i n va l i d e » ) ;  

•  a ctu a l i s e r l a  co n fi g u ra ti on  e t  l e  S C I D  d a n s  l a  m é m oi re  n on  vo l a ti l e ;  

•  vé ri fi er e t va l i d er l e s  p a ra m è tres  d e  co n n e xi o n ;  

•  va l i d e r l e  ch e m i n  d ’ a p p l i ca ti o n ;  

•  co n fi rm e r l a  p ri s e  e n  ch arg e  d e  l a  con n e xi on  d e  s écu ri té  d e m an d ée ;   

•  l e s  p ara m è tre s  d e  s écu ri té  fi g u re n t d a n s  d es  pl a g e s  va l i d e s ;  

•  fa i re  pa s s er l a  co n n e xi o n  d a n s  l ’ é ta t é ta b l i ,  e t  l ’ ap p arei l  d an s  l ’ é ta t d ’ e xécu ti on .  

I l  con vi e n t d ’ é ta b l i r à  p ré s e n t u n e  con n e xi on  d u  typ e  s o l l i ci té .  
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8.8.9.9  Établ issement d ’une  connexion  à  un  apparei l  avec propriétaire  précédent 
(modification  de  l ’OUN ID)  

Lors  d e  s a  te n ta ti ve  d e  co n fi g u ra ti on  d ’ u n  a p p a re i l  a yan t u n  a u tre  p ro p ri é tai re ,  u n e  d e m a n d e  
d e  con fi g u ra ti o n  S a fe tyO p e n  (c’ e s t-à -d i re  d e  fo rm e  1 )  s a n s  OU N I D  co rre s p on d an t s era  
re fu s é e  a ve c u n e  rép o n s e  d ’ e rre u r,  « D é fau t d ' a d a p ta ti on  O U N I D » .  

Po u r s u p pri m e r u n  O U N I D  e xi s ta n t,  l e s  ci b l e s  d e  s écu ri té  d oi ve n t p re n d re  e n  ch a rg e  u n e  
« ré i n i ti al i s a ti on  su r o u t-of-b o x»  e n  a pp l i q u an t u n e  re m i se  à  zéro  d e  l ’ a p pa re i l  ou  en  u ti l i s a n t l a  
com m an d e  d e  ré i n i ti a l i s a ti o n  s p éci a l e  d é fi n i e  d a n s  l e  P rog ram m e  d e  co n trô l e  d e  s é cu ri té.   

S i  l ’ a pp are i l  com p orte  u n e  con n e xi on  E /S  d e  s orti e  en  cas  d e  réce p ti on  d ’ u n e  com m an d e  d e  
ré i n i ti a l i s a ti on ,  ce tte  com m a n d e  d o i t  ê tre  re fu s ée  e t u n  m es s a g e  d ’ e rre u r d o i t  ê tre  ren vo yé ,  
(M od e /É ta t i n val i d e » ) .  Au cu n e  con n e xi on  E /S  d e  sorti e  n e  d o i t  ê tre  é ta b l i e  p ou r q u ’ u n  a p p a re i l  
so i t  ré i n i ti a l i s é  p ar com m an d e .  

U n  s econ d  ap p arei l  te n te  d e  se  re l i e r à  u n e  con n e xi on  m u l ti p oi n ts  a ve c prop ri é ta i re .  

U n  s econ d  p oi n t d ' ori g i n e  tra n s m e t u n  s e rvi ce  S a fe tyO pe n  (c' es t-à -d i re  d e  fo rm e  2 a  o u  2 b )  à  
u n  a pp a re i l  co m p orta n t u n e  con n e xi on  m u l ti p oi n ts  d o n t l e  p ropri é ta i re  es t u n  a u tre  p oi n t 
d ' ori g i n e .  S i  l e  S C I D  d u  s e rvi ce  S a fetyO pe n  e s t n on  n u l ,  i l  e s t com p a ré  a u  S C I D  s a u ve g a rd é .  
S i  l e s  s i g n a tu re s  corre s po n d e n t,  l a  co n n e xi o n  e s t é tab l i e .  S i  ce s  s i g n a tu res  n e  corre s p on d en t 
p a s ,  l a  ré p on s e  d ’ erreu r « D é fa u t d ' a d a p ta ti on  S C I D »  e s t re n vo yé e .  I l  n ’ es t pa s  n éce s sa i re  
q u e  l e  p rop ri é ta i re  s o i t  a cti f a u  cou rs  d e  ce  p roces s u s .  

U n  a p pa re i l  ci b l e  q u i  com p orte  u n e  con fi g u ra ti on  e xi s ta n te  d oi t  ( au  m i n i m u m )  e xé cu te r ce  q u i  
su i t  à  l a  réce p ti on  d ’ u n  s e rvi ce  S a fe tyO p en  d e  fo rm e  2 a  ou  2 b :  

•  s i  l e  ch e m i n  d e  con n e xi o n  s e  d i ri g e  ve rs  u n e  re s so u rce  d e  s o rti e ,  vé ri fi e r q u e  l ’ O U N I D  d u  
s e rvi ce  S a fe tyO pe n  corre s pon d  à  l ’ O U N I D  p ou r l a  con n e xi on .   

•  S i  l e  S C I D  e s t n on  n u l ,  co n fi rm e r q u e  ce l u i -ci  corre s pon d  au  S C I D  d e  l ’ a pp a re i l ;   

•  vé ri fi e r q u e  l e  TU N I D  d u  s e rvi ce  S a fetyO pe n  corres p on d  a u  TU N I D  d e  l ’ a p pa re i l ;  

•  vé ri fi e r q u e  l a  cl é  é l e ctron i q u e  e s t ad a p tée  à  l ’ a p p a re i l ;  

•  vé ri fi er q u e  l e  C P C RC  d e  l a  con fi g u ra ti o n  es t correct;  

•  vé ri fi e r e t  val i d e r l e s  p ara m è tre s  d e  co n n e xi o n ;  

•  va l i d e r l e  ch e m i n  d ’ a pp l i ca ti o n ;  

•  co n fi rm e r l a  p ri s e  en  ch arg e  d e  l a  con n e xi on  d e  s écu ri té  d em a n d é e ;   

•  l es  p a ra m è tres  d e  s é cu ri té  fi g u re n t d a n s  d e s  p l a g es  va l i d es ;  

•  fa i re  p as s e r l a  co n n e xi o n  ve rs  l ’ é tat é ta b l i .  

8.8.1 0  U ti l isation  et établ issement de  la  relation  PID/CID  

Le  m éca n i s m e  d e  m arq u a g e  P I D /C I D  a  é té  d é fi n i  p ou r d é te cte r l ’ i n s erti on  d e  m e ss a g es  à  
p arti r d ’ u n e  s o u rce  n on  va l i d e .  C e tte  i n s erti on  pe u t ê tre  e ffe ctu é e  pa r u n  a u tre  p rod u cte u r q u i  
tra n s m e t d e s  d on n ée s  d e  s é cu ri té ,  u n  a u tre  p rod u cte u r q u i  tra n s m e t d es  m e ss a g es  d e  
co rre cti on  d e  te m p s  o u  u n  con s om m a teu r i n va l i d e  q u i  tran s m e t d es  m e s s a g e s  d e  coord i n a ti on  
te m p ore l l e .  Tou s  ce s  cas  s on t tra i té s  p a r l e  p rog ram m e  P I D /C I D  d an s  l e  p ro toco l e  d e  
sécu ri té .  L ’ é ch a n g e  d e s  i n form a ti on s  P I D /C I D  a u  co u rs  d u  p roce s s u s  d ’ é ta bl i s s e m e n t d e  
co n n e xi o n  co n s ti tu e  l ’ é l é m e n t cl é  d e  ce tte  s i tu a ti on .  Le  p rod u cte u r fo u rn i t  s on  P I D  à  tou s  se s  
co n s o m m a te u rs ,  e t ce s  d e rn i e rs  d oi ve n t fo u rn i r l eu r C I D  re s p e cti f e n  re to u r a u  p ro d u cteu r.  
Ce t é ch an g e  a  l i eu  q u e l l e  q u e  s o i t  l ’ ori g i n e  d e  l a  co n n e xi on ,  ou  q u e l  q u e  s oi t  l e  typ e  d e  
co n n e xi o n  d e  s é cu ri té  éta b l i .  

Lors  d e  l ’ é ta b l i s se m e n t d ’ u n e  con n e xi on ,  l e s  n œu d s  d e  p ro d u cti o n  e t d e  con s o m m a ti on  
d oi ven t é ch a n g e r l e u rs  i n form a ti on s  P I D /C I D  res p ecti ve s  ( I D  d u  fou rn i s s e u r +  N u m éro  d e  
sé ri e  d e  l ’ a pp a re i l  +  N u m é ro  d e  sé ri e  d e  con n e xi on ) .  Le  p oi n t d ’ ori g i n e  tran s m e t s on  I D  d a n s  
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l a  d e m an d e S a fe tyO p en ,  e t l a  ci b l e  ren voi e  s o n  I D  co m m e  p a rti e  i n tég ra n te  d e  l a  ré p on s e  
sa ti s fa i s a n te  S a fe tyO p e n .  L es  d e u x cas  s on t d é fi n i s  à  l a  F i g u re  6 9 .  

Le  P I D  d oi t  ê tre  u ti l i sé  p o u r l e  m a rq u a g e  d e s  C RC  d e  p ro d u cti on  d e  d on n ée s  e t d u  C RC  d e  
co rre cti on  d e  te m ps ,  e t l e  C I D  d oi t ê tre  u ti l i s é  p ou r l e  m a rq u a g e  d u  C RC  d e  coo rd i n a ti o n  
te m p ore l l e .  

 

Anglai s  Français  

o ri g i n a to r/co n s u m e r p o i n t  d ' o ri g i n e /co n s o m m a te u r 

ta rg e t/p ro d u ce r ci b l e /p ro d u cte u r 

s a fe ty fo rwa rd  o p e n  F o rwa rd O p e n  d e  s é cu ri té  

s a fe ty fo rwa rd  o p e n  re s p o n s e  ré p o n s e  d e  F o rwa rO p e n  d e  s é cu ri té  

s u cce s s ,  re s p o n s e  d a ta  =  d o n n é e s  d e  ré p o n s e  s a ti s fa i s a n te s  

i f n e e d e d  s i  n é ce s s a i re  

o ri g i n a to r/p ro d u ce r p o i n t  d ' o ri g i n e /p ro d u cte u r 

ta rg e t/co n s u m e r ci b l e /co n s o m m a te u r 

Figure  69  – Échanges  PID/CID  pour deux scénarios  de  point  d ’orig ine  

8 .8. 1 1  U ti l isation  PID/CID  correcte  dans  les  connexions  mu ltipoints  et  point  à  point 

L e  d i a g ra m m e  p ré s e n té  à  l a  F i g u re  7 0  re p ré se n te  l a  m é th od e  d ’ u ti l i s a ti o n  d e s  p a ra m è tres  
d ’ i d e n ti fi a n t d u  p rod u cte u r e t  d u  con so m m a teu r p ou r g é n é re r l e s  va l e u rs  d e  d é p art C RC  pou r 
l es  form a ts  d e  B as e  e t E te n d u .  C e  d i a g ra m m e  d é fi n i t  l e  ca s  d e  con n e xi on  m u l ti po i n ts ,  m a i s  
s ’ ap p l i q u e  é g a l em e n t a u x co n n e xi on s  p o i n t à  po i n t ( op é ra ti on  e ffe ctu ée  s i m p l em e n t à  d es  fi n s  
d e  co h é ren ce ).  Les  référen ce s  à  TS  _Rol l ove r_C n t e t a u  d é te cte u r d e  rem p l a cem e n t 
s ’ ap p l i q u e n t u n i q u e m e n t a u  form a t E te n d u ,  e t n e  s o n t p a s  u ti l i s é e s  d an s  l es  form a ts  d e  ba s e.  
L e s  va l e u rs  d e  d ép a rt d u  p ro d u cte u r s on t g é n é ré e s  u n i q u e m en t a u  m oye n  d es  g én é ra te u rs  
S 1 ,  S 3  e t S 5  (c’ e s t-à-d i re  m ê m e  m a rq u a g e  u ti l i s é  p ou r l e s  ca l cu l s  d es  C RC  S 1  e t  S 2 ) ,  e t l e  
m a rq u a g e  C I D  es t g én é ré  a u  m oye n  d es  g é n é ra te u rs  S 3  e t  S 5 .  

IEC  

Orginator/Consum er Target/Prducer

Safety Forward Open()

Safety Forward  Open Response()

CPCRC,  OUNI D,  TU NI D,  SCI D,  CID

Success,  Respnose Data =  PID,  Consum er #,  I D & RPI  if needed

Orginator/Producer Target/Consum er

Safety Forward Open()

Safety Forward Open Response()

CPCRC,  OUN I D,  TUNI D,  SCI D,   PID

Success,  Respnose Data =  CID,   I D & RPI  if needed
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mu l ti -poi n t  connecti on  Establ i shment  CRC seed  
hand l i ng  

é tabl i ssement de  connexion  mu l ti po i n ts  – tra i temen t de  
marquage  CRC 

mu l ti -poi n t  producer connection  target  ci b l e  de  connexion  du  producteu r mu l ti poi n ts  

mu l ti -poi n t  consumer 1  connecti on  ori g i nator poi n t  d 'ori g i ne  d e  connexion  du  consommateur 1  
mu l ti poi n ts  

producer I D  parameters  paramètres  d ' I D  d e  producteur 

safetyopen  response  réponse  SafetyOpen  

consumer I D  parameters  paramètres  d ' I D  d e  consommateur 

S1 ,  S2 ,  S3 ,  S5  CRC generators  générateu rs  CRC S1 ,  S2 ,  S3,  S5  

CRC generator générateu r CRC 

i n i ti a l  producer seed  marquage  de  producteu r i n i ti a l  

consumer seed  marquage  de  consommateu r 

consumer array matri ce  de  consommateu r 

mu l ti -poi n t  consumer 2  connecti on  ori g i nator poi n t  d 'ori g i ne  d e  connexion  du  consommateur 2  
mu l ti poi n ts  

Figure  70  – Génération  des  valeurs  de  départ pour les  connexions  mu l tipoints  
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Le s  p a ram è tre s  P I D  d oi ven t ê tre  u ti l i s é s  p ou r l e  m arq u ag e  d es  C RC  d e s  m es s a g e s  d e  
d on n é e s  p rod u i tes  e t  d es  m e s s a g e s  d e  correcti o n  d e  te m p s ,  e t l es  p a ra m è tre s  C I D  d o i ve n t 
ê tre  u ti l i s és  p ou r l e  m a rq u ag e  d u  C RC  d e s  ré pon se s  d e  co ord i n a ti on  te m p ore l l e .   

Co m m e  l e  re prés e n te  l a  fi g u re ,  i l  e st  n é ce ss a i re  po u r l es  p rod u cte u rs  m u l ti p o i n ts  d e  
co n s erve r u n e  m a tri ce  d e  con s om m a te u rs  a fi n  d e  s u i vre  l ’ é vo l u ti on  d e  l a  va l e u r d e  d é p art 
p ou r ch aq u e  n om b re  d e  co n s om m a te u rs  a ttri b u é .  Le  prog ra m m e  d o i t  ég a l e m en t s ’ a p p l i q u e r 
a u x co n n e xi o n s  p o i n t à  p oi n t,  à  l ’ e xce p ti on  d u  fa i t  q u ’ i l  e s t n éce ss a i re  d e  con s erver u n e  se u l e  
va l e u r d e  d é p art d e  con s o m m a te u r.  

Le  d i a g ra m m e  prés e n té  à  l a  F i g u re  7 1  rep ré s e n te  l a  m é th od e  d ’ ap p l i ca ti o n  d e s  va l e u rs  d e  
d é p a rt,  é ta bl i e s  l ors  d e  l ’ é ta b l i ss e m en t d e  l a  co n n e xi o n ,  d a n s  l a  prod u cti on  d es  d on n é es  
d ’ e xécu ti on .  
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m u l ti - p o i n t  ru n ti m e  C RC  s e e d  h a n d l i n g  tra i te m e n t  d e  m a rq u a g e  C RC  d ' e xé cu ti o n  m u l ti p o i n ts  

m u l ti - p o i n t  p ro d u ce r co n n e cti o n  ta rg e t  ci b l e  d e  co n n e xi o n  d u  p ro d u cte u r m u l ti p o i n ts  

m u l ti - p o i n t  co n s u m e r 1  co n n e cti o n  o ri g i n a to r p o i n t  d ' o ri g i n e  d e  co n n e xi o n  d u  co n s o m m a te u r 1  
m u l ti p o i n ts  

l a s t  ti m e  s ta m p  d e rn i è re  d a ta ti o n  

ro l l o ve r d e te cto r d é te cte u r d e  re m p l a ce m e n t 

p ro d u ce r s e e d  m a rq u a g e  d e  p ro d u cte u r 

p ro d u ce d  d a ta  d o n n é e s  p ro d u i te s  

p ro d u ce d  d a ta  p a cke t  p a q u e t d e  d o n n é e s  p ro d u i te s  

C RC  ch e cke rs  vé ri fi ca te u rs  C RC  

p a cke t  g o o d  p a q u e t  co rre ct 

S 1 ,  S 2 ,  S 3 ,  S 5  C RC  g e n e ra to rs  g é n é ra te u rs  C RC  S 1 ,  S 2 ,  S 3 ,  S 5  

t i m e  co rre cti o n  d a ta  d o n n é e s  d e  co rre cti o n  d e  te m p s  

co n s u m e r s e e d  m a rq u a g e  d e  co n s o m m a te u r 

co n s u m e r 1  p a cke t  g o o d  p a q u e t d e  co n s o m m a te u r 1  co rre ct  

C RC  ch e cke r vé ri fi ca te u r C RC  

C RC  g e n e ra to r g é n é ra te u r C RC  

ti m e  co o rd i n a ti o n  p a cke t p a q u e t d e  co o rd i n a ti o n  te m p o re l l e  

t i m e  co o rd  d a ta  d o n n é e s  d e  co o rd i n a ti o n  te m p o re l l e  

co n s u m e r a rra y m a tri ce  d e  co n s o m m a te u r 

m u l ti - p o i n t  co n s u m e r 2  co n n e cti o n  o ri g i n a to r p o i n t  d ' o ri g i n e  d e  co n n e xi o n  d u  co n s o m m a te u r 2  
m u l ti p o i n ts  

co n s u m e r 1  s e e d  m a rq u a g e  d e  co n s o m m a te u r 1  

co n s u m e r 2  s e e d  m a rq u a g e  d e  co n s o m m a te u r 2  

co n s u m e r n  s e e d  m a rq u a g e  d e  co n s o m m a te u r n  

Figure  71  – Trai tement d ’exécution  PID/CID  

8.8.1 2  Services  pris  en  charge  par le  réseau  

L e s  p a ra g rap h es  8 . 8 . 1 2  e t 8 . 8 . 1 3  o n t p ou r ob j e t d e  fa vori s e r l a  com pa ti b i l i té  e n tre  l e s  
a p p a re i l s  d éve l o p pé s  p ou r é ch a n g e r d es  d on n ée s  d e  s écu ri té  s u r l es  ré s ea u x d e  sé cu ri té  
F S C P  2 /1 .  I l s  d é fi n i s s en t p ar a i l l e u rs  d e s  reco m m a n d a ti on s  con ce rn a n t l e s  a p pa re i l s  d e  
s écu ri té  d on t i l  con vi en t q u e  l es  d i fféren ts  type s  d ’ a p pa re i l s  d e  s écu ri té  p re n n e n t e n  ch arg e .  

L’ o bj ecti f e s t d e  pe rm e ttre  l e  d é ve l op pe m en t d es  a pp a re i l s  d ’ e n tré e  e t  d e  s o rti e  q u i  i n cl u e n t 
a u s s i  b i e n  d es  m od u l es  E /S  d i s cre ts  trè s  s i m p l e s  q u e  d es  m od u l e s  E /S  s pé ci a l i s é s  d e  
fo n cti on n a l i té  é l e vé e  e t i n te l l i g e n ts .  L ors q u ’ u n  m o d u l e  d ’ e n tré e  ou  d e  s orti e  a tte i n t u n  ce rta i n  
n i ve a u  d ’ e xi g e n ce s  d e  fon cti on n e m e n t,  i l  p e u t se  ré vé l er n éce s s a i re  d e  l e  con s i d é re r co m m e  
i n té g ra n t u n  a pp a re i l  l o g i q u e  d e  sé cu ri té  d a n s  l e  m od u l e .  

8.8.1 3  Type  d ’apparei l  de  sécuri té  FSCP 2/1  

8 .8.1 3. 1  Général i tés  

P o u r u n e  s i m p l i fi ca ti o n  d e  l ’ é ch an g e  d e s  i n form a ti on s  e t d e  l a  prés e n ta ti on  d es  d on n ée s  d e  
s é cu ri té  a u x u ti l i s a teu rs  d e  s ys tè m es  m u l ti p l e s ,  l es  a p p a re i l s  q u i  p arti ci pe n t a u  rés e a u  d e  
s é cu ri té  so n t ré pa rti s  e n  4  typ e s .  C e s  typ e s  s on t l e s  s u i va n ts :  

•  a p pa re i l s  d ‘ e n tré e ;  

•  a p pa re i l s  l og i q u e s ;  
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•  a p p a re i l s  d e  s orti e ;  

•  a p p a re i l s  E /S .  

Le s  a p pa re i l s  d ’ e n tré e  s o n t d e s  ap p a re i l s  q u i  trad u i s e n t d e s  s i g n au x u ti l i s a teu r en  d on n é es  d e  
sé cu ri té  e t tra n s m e tte n t ces  d o n n ée s  au x a pp a re i l s  l og i q u e s .  Le s  a p p a re i l s  d ’ e n tré e  n e  
reço i ve n t a u cu n e  a u tre  d o n n é e  d e  s é cu ri té  q u e  l es  d on n é es  p ré s en ta n t u n  é ta t d e  con n e xi on  
d e  s é cu ri té .  S i  u n  ap p are i l  co m p o rta n t d es  i n form a ti on s  d ’ e n tré e  d o i t  rece voi r d es  d on n é e s  d e  
sécu ri té  d e  l ’ a u tre  p arti e  d e  l a  con n e xi o n  d e  s é cu ri té ,  i l  co n vi e n t d e  l e  co n s i d é re r com m e  u n  
ap p a re i l  E /S  o u  u n  a pp a re i l  l o g i q u e ,  e t  s u i vre  l es  l i g n e s  d i rectri ce s  d u  typ e  d ’ a p p a re i l  E /S  ou  
d ’ a p p a re i l  d e  s écu ri té  l og i q u e .   

Le s  a p pa re i l s  l og i q u e s  s o n t d e s  a pp a re i l s  q u i  tra i ten t l es  d on n é e s  d ’ e n tré e  d e  s écu ri té  e t l e s  
d on n é es  d e  s o rti e  d e  p rod u cti on .  La  co m m u n i ca ti on  d i recte  en tre  l es  a p p a re i l s  d ’ e n tré e  e t  l es  
a p pa re i l s  d e  s o rti e  n ’ e s t p a s  pri s e  e n  ch a rg e .  U n  ap p are i l  l og i q u e  d o i t  s e  s i tu e r e n tre  u n  
a pp a re i l  d ’ en trée  e t u n  ap p arei l  d e  s o rti e ,  pe u  i m p orte  l a  s i m p l i ci té  i m p l i q u ée .  

Le s  a p pa re i l s  d e  s orti e  s on t d e s  a p pa re i l s  q u i  p ré s e n te n t u n  ce rta i n  n i vea u  d e  s i g n a l  à  
l ’ en vi ron n em e n t u ti l i s a te u r s u r l a  b as e  d es  d on n é es  d e  s é cu ri té  con s o m m é e s  pa r l ’ ap p arei l  
co n cern é .  L ' é ta t d e s  a p pa re i l s  d e  s orti e  p e u t ê tre  « tra n s m i s »  à  l ’ a p p a re i l  l o g i q u e .  

Le s  a p pa re i l s  E /S  son t d e s  a pp a re i l s  q u i  com porte n t d e s  e n tré es  e t  d es  so rti e s  d e  s écu ri té .  

8.8.1 3.2  Catégorie  de  connexions  de  sécuri té  

Tou te s  l e s  co n n e xi o n s  d e  s é cu ri té  pe u ven t ê tre  rép a rti es  d an s  l ’ u n e  d es  q u a tre  ca té g ori e s  ci -
d e ss ou s :  

•  I n p u t_D e vi ce _To_Log i c_D e vi ce ;  

•  L og i c_D e vi ce _To_O u tp u t_D e vi ce ;  

•  L og i c_D e vi ce _To_I /O _D e vi ce  (u n  a p p a re i l  d e  s o rti e  a vec É ta t e s t con si d é ré  com m e  u n  
a p pa re i l  E /S ) ;  

•  Log i c_D e vi ce _To_Log i c_D e vi ce .  

Les  a p pa re i l s  l og i q u es  p e u ve n t ch oi s i r d e  pren d re  en  ch arg e  u n e  o u  l ’ e n se m b l e  d es  
ca tég o ri es  d e  con n e xi on  d e  s écu ri té .  S i  u n  ap p arei l  pre n d  e ffe cti ve m en t en  ch a rg e  u n e  
ca té g o ri e  d e  co n n e xi o n  d e  sé cu ri té ,  i l  co n vi e n t q u ’ i l  pre n n e  e n  ch arg e  tou s  l es  s e rvi ce s  
re com m a n d és  d e  ce tte  ca tég o ri e .  

8.8.1 3.3  Services  de  connexions  de  sécuri té  

Le Ta b l e au  1 0 3  prés e n te  to u s  l e s  s e rvi ce s  d ' ob j e t d e  va l i d a ti o n  d e  sé cu ri té  d é fi n i s  q u e  l es  
ci b l e s  o u  l e s  p oi n ts  d ' ori g i n e  d e  con n e xi on  p e u ve n t p re n d re  e n  ch a rg e .  

Tableau  1 03  – Mapping  des  services  point d 'orig ine/cible  

Point  d 'orig ine  ou  cibl e  
de  connexion  

Types  de  connexion  de  sécuri té   Type  d 'objet  de  
val idation  

Type  U ti l i sation  

C i b l e  P o i n t  à  p o i n t  P ro d u cte u r Typ e  1  

C i b l e  P o i n t  à  p o i n t  C o n s o m m a te u r Typ e  2  

C i b l e  M u l ti p o i n ts  P ro d u cte u r Typ e  3  

P o i n t  d ' o ri g i n e  P o i n t  à  p o i n t  P ro d u cte u r Typ e  1  

P o i n t  d ' o ri g i n e  P o i n t  à  p o i n t  C o n s o m m a te u r Typ e  2  

P o i n t  d ' o ri g i n e  M u l ti p o i n ts  C o n s o m m a te u r Typ e  4  
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Le  Ta b l e a u  1 0 4  p ré s en te  l e s  s ervi ces  d ' ob j e t d e  va l i d a ti o n  d e  sé cu ri té  d o n t i l  con vi e n t q u e  l e s  
ci b l e s  ou  po i n ts  d ' ori g i n e  d e  co n n e xi o n  n ’ as s u ren t p a s  l a  p ri s e  e n  ch arg e .  I l  n ’ e s t p as  
n é ces s a i re  q u e  l e s  prod u cteu rs  m u l ti po i n ts  i n i ti en t d es  con n e xi o n s  a vec l e u rs  co n s om m a te u rs  
q u i  d oi ve n t se  co n n ecter;  i l  con vi e n t q u e  l es  con s om m a te u rs  m u l ti p oi n ts  con s ti tu en t l e  p o i n t 
d ’ ori g i n e  d e  con n e xi on ,  e t q u e  l e s  p ro d u cte u rs  m u l ti p o i n ts  con s ti tu en t l e s  ci b l es  d e  con n e xi on .  

Tableau  1 04 – Types  de  service  point d 'orig ine/cible  non  pris  en  charge 

Point  d 'orig ine  ou  cibl e  
de  connexion  

Types  de  connexion  de  sécuri té   Type  d 'objet  de  
val idation  

Type  U ti l i sation  

C i b l e  M u l ti p o i n ts  C o n s o m m a te u r N /A 

P o i n t  d ' o ri g i n e  M u l ti p o i n ts  P ro d u cte u r N /A 

 

8.8.1 3.4 Services  pris  en  charge  pour chaque  catégorie  

L a  F i g u re  7 2  e t l a  F i g u re  7 4  ré p e rtori e n t l e s  s e rvi ce s  d e  con n e xi on  d e  sé cu ri té  p ré fé re n ti el s  
p ou r l e s  d i ve rse s  ca té g o ri es  d e  con n e xi on  ( vo i r l a  F i g u re  7 3  e t  l a  F i g u re  7 5  p ou r p l u s  d e  
cl a ri fi ca ti on ).  P o u r ch aq u e  ca té g ori e  d e  co n n e xi o n  d e  s écu ri té ,  l e s  d i ffé ren te s  co l on n es  
re pré s e n te n t l es  m é th od e s  p ré fé re n ti e l l e s  d ’ é ta b l i ss e m e n t d e  co n n e xi o n s  d e  s é cu ri té  e n tre  l e s  
d e u x ap p arei l s .  P ou r tou t a p p a re i l  p a rti cu l i e r,  u n e  s e u l e  col on n e  s era i t  p ri se  e n  ch a rg e  à  l a  
fo i s .  

 

 

 

    Services  pri s  en  charge  pour l e  type  d 'en trée  
ou  de  sortie  

  Catégorie  de  connexion  de  sécuri té  1  2  3  

     Apparei l  
d 'en trée  

à  

Apparei l  
l og ique  

Di spo- 
s i ti f 

l og ique  
à  

D i spo- 
s i ti f de  
sortie  

Apparei l  l og ique  

à  

Apparei l  E /S  

(Sortie  avec  état)  

 Service  de  connexion  de  sécuri té   

 Poin t  
d 'orig ine  ou  

cible  Type  de  connexion  de  sécuri té  

 

Op  1  Op  2   Op  1  Op  2  Op  3  

 

Appareils 
d 'entrée et 
de sortie 

C i b l e  P o i n t  à  p o i n t  P ro d u cte u r   O    O   

C i b l e  P o i n t  à  p o i n t  C o n s o m m a te u r    R  R O   

C i b l e  M u l ti p o i n ts  P ro d u cte u r  R    R    

           

 

Appareils 
logiques 

P o i n t  
d ' o ri g i n e  

P o i n t  à  p o i n t  P ro d u cte u r    R  R O   

P o i n t  
d ' o ri g i n e  

P o i n t  à  p o i n t  C o n s o m m a te u r   O    O   

P o i n t  
d ' o ri g i n e  

M u l ti p o i n ts  C o n s o m m a te u r  R    R    

Légende    

O p 1 ,  2 ,  3  =  C o m b i n a i s o n s  fa cu l ta ti ve s  

R =  S e rvi ce s  re co m m a n d é s  a p p l i ca b l e s  à  l a  co m p a ti b i l i té  

O  =  S e rvi ce  fa cu l ta ti f 

Figure  72  – Catégories  de  connexion  et  services  pris  en  charge 
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Anglai s  Français  

i npu t  devi ce  to  l og i c  devi ce  apparei l  d 'en trée  à  apparei l  l og i que  

l og i c  d evi ce  to  ou tpu t device  apparei l  l og ique  à  apparei l  d e  sorti e  

l og i c  d evi ce  to  I /O  device  (ou tpu t  w s tatus)  apparei l  l og ique  à  apparei l  E /S  (sorti e  avec E tat)  

i npu t en trée  

target ci b l e  

l og i c  l og i que  

ori g i nator po i n t  d 'ori g i ne  

ou tpu t  sorti e  

I /O  E /S  

and  et  

recommended  recommandé  

opti onal  facu l tati f 

Figure  73  – Types  de  connexion  recommandés 
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S e rvi ce  d e  co n n e xi o n  d e  s é cu ri té  

 C a té g o ri e  d e  co n n e xi o n  d e  s é cu ri té  4  

Ap p a re i l  l o g i q u e  à  a p p a re i l  l o g i q u e  

 P o i n t  
d ' o ri g i n e  o u  
ci b l e  

 

Typ e  d ' o b j e t  d e  va l i d a ti o n  d e  
s é cu ri té  

  

C o m b i n a i s o n s  d e  s e rvi ce s  p ri s  e n  ch a rg e  

O p  1  O p  2  O p  3  O p  4  

 

C i b l e  
d ’ a p p a re i l  
l o g i q u e  

C i b l e  P o i n t  à  p o i n t  P ro d u cte u r    O   

C i b l e  P o i n t  à  p o i n t  C o n s o m m a te u r   O    

C i b l e  M u l ti p o i n ts  P ro d u cte u r  R     

         

 

P o i n t  
d ' o ri g i n e  
d ’ a p p a re i l  
l o g i q u e  

P o i n t  
d ' o ri g i n e  

P o i n t  à  p o i n t  P ro d u cte u r   O    

P o i n t  
d ' o ri g i n e  

P o i n t  à  p o i n t  C o n s o m m a te u r    O   

P o i n t  
d ' o ri g i n e  

M u l ti p o i n ts  C o n s o m m a te u r  R     

Légende    

O p 1 ,  2 ,  3  =  C o m b i n a i s o n s  fa cu l ta ti ve s  

R =  s e rvi ce s  re co m m a n d é s  a p p l i ca b l e s  à  l a  co m p a ti b i l i té  

O  =  S e rvi ce  fa cu l ta ti f 

Figure  74 – Services  pris  en  charge  log ique  à  log ique 

 

 

Anglais  Français  
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Anglais  Français  

o ri g i n a to r p o i n t  d ' o ri g i n e  

a n d  e t  

re co m m e n d e d  re co m m a n d é  

o p ti o n a l  fa cu l ta ti f 

Figure  75  – Types  de  connexion  recommandés  pour l es  services  log ique  à  log ique 

8 .9  Processus  de  configuration  de  sécuri té  

8 .9.1  In troduction  à  la  configuration  de  sécuri té  

L e  pré s en t pa ra g ra ph e  8 . 9  a  p ou r ob j e t d ’ i d en ti fi er l e  proce s su s  d e  con fi g u ra ti on  d e  ré s e a u  d e  
s écu ri té  e t  l es  fl u x d e  d o n n é e s  d e  co n fi g u ra ti on  d a n s  l e  s ys tè m e  d e  s écu ri té .  C e  pa ra g ra ph e  
8 . 9  d é fi n i t  l es  e xi g e n ces  s ys tè m es  e t l o g i ci e l l e s  d e  l ’ i n terfa ce  d e  co n fi g u ra ti on  d e  ré s ea u  d e  
s écu ri té ,  a i n s i  q u e  l a  m é th od e  d e  p ro te cti on  d e s  d on n é e s  p e rm e tta n t d e  s ’ a s su re r q u e  l e  
s ys tè m e  d e  s é cu ri té  s a ti s fa i t  a u  n i vea u  S I L  3 .  

L e  proce s su s  d e  con fi g u ra ti on  co m pre n d  d e u x p a rti e s :  1 )  té l é ch a rg em e n t a val  e t 2 )  e s sa i s  e t 
vé ri fi ca ti o n .  

P roce s su s  d e  tél éch a rg e m en t a va l :  

Au  cou rs  d u  té l éch arg e m e n t a va l  d u  p roce ss u s  d e  con fi g u ra ti o n ,  l e s  d o n n é es  d e  con fi g u ra ti o n  
p rovi e n n e n t d e  l ’ u n e  d e s  d eu x s o u rce s  s u i va n tes :  

•  d e  l ’ o u ti l  d e  co n fi g u ra ti on  d u  ré s ea u  d e  s écu ri té  (S N C T)  à  l ’ a p p a re i l  co n fi g u ré ;  

•  d u  po i n t d ’ ori g i n e  à  l ’ a p pa re i l  ci b l e .   

P roce ss u s  d e  véri fi ca ti on :  

•  l ’ u ti l i sa te u r so u m e t l ’ ap p are i l  à  u n  e ss a i  d e  fon cti o n n e m en t d a n s  l e  sys tè m e  p e n d an t l a  
p h a s e  d e  vé ri fi ca ti o n ,  e t vé ri fi e  d e  m a n i è re  vi s u e l l e  q u e  l e s  d on n ée s  d e  con fi g u ra ti on  
a pp rop ri é e s  o n t é té  tran s m i s e s  à  l ’ a p p a re i l  con fi g u ré .       

•  l e s  p ro te cti o n s  d e  ces  d e u x pa rti e s  p erm e tten t d e  s’ a ss u re r q u e  l a  con fi g u ra ti on  d es  
a pp a re i l s  e st a d ap té e  à  u n e  u ti l i s a ti on  d a n s  u n  e n vi ron n e m e n t S I L  3 .  

8.9.2  Objecti fs  de  configuration  

Le s  ob j e cti fs  re l a ti fs  à  l a  s é cu ri té  d u  p roce s s u s  d e  con fi g u ra ti o n  a pp l i ca bl e  au x a pp a re i l s  d e  
sé cu ri té  F S C P  2 /1  s on t p rés e n tés  d a n s  l e  Ta b l e a u  1 0 5 .  

Tableau  1 05  – Objecti fs  de  configuration  

Objecti f Description  

O b j e cti f 1  S ’ a s s u re r a ve c u n e  h a u te  i n té g ri té  q u e  l a  co n fi g u ra ti o n  p ré vu e  cré é e  p a r l ’ u ti l i s a te u r a ve c l e  
l o g i ci e l  a  é té  co rre cte m e n t tra n s m i s e  e t  a rch i vé e  d a n s  l ’ a p p a re i l  d e  s é cu ri té  

O b j e cti f 2  D i s p o s e r d ’ u n  p ro ce s s u s  d e  té l é ch a rg e m e n t a va l  co m m u n  i d e n ti q u e  p o u r l e  tra n s fe rt  d e s  
d o n n é e s  d e  co n fi g u ra ti o n  à  to u s  l e s  a p p a re i l s  d e  s é cu ri té     

O b j e cti f 3  D i s p o s e r d ’ u n  p ro ce s s u s  d e  té l é ch a rg e m e n t a va l  co m m u n  i d e n ti q u e  p o u r l e  tra n s fe rt  d e s  
d o n n é e s  d e  co n fi g u ra ti o n  à  p a rti r d ’ u n  o u ti l  l o g i ci e l  o u  d ’ u n  a p p a re i l  d ’ o ri g i n e  p e n d a n t  l a  
co n fi g u ra ti o n  

O b j e cti f 4  S ’ a s s u re r a ve c u n e  i n té g ri té  d e  n i ve a u  S I L  3  q u ’ u n  a p p a re i l  ci b l e  p ré s e n te  l a  co n fi g u ra ti o n  
p ré vu e  p ré a l a b l e m e n t à  l ’ o u ve rtu re  d ’ u n e  co n n e xi o n  d e  s é cu ri té .  I l  co n vi e n t d e  ré a p p l i q u e r 
l e s  m e s u re s  u ti l i s é e s  a u  co u rs  d u  té l é ch a rg e m e n t a va l  d e  co n fi g u ra ti o n ,  d a n s  l e  p ro ce s s u s  
d ’ é ta b l i s s e m e n t d e  l a  co n n e xi o n  d e  s é cu ri té    

O b j e cti f 5  S ’ a s s u re r d e  l ’ i d e n ti fi ca ti o n  u n i q u e  d e  l a  co n fi g u ra ti o n  a ve c o u  s a n s  i n cl u s i o n  d e  d o n n é e s  
d a n s  l ’ é ta b l i s s e m e n t d ’ u n e  co n n e xi o n  
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8.9.3  Présentation  générale  de  la  configuration  

La  co n fi g u ra ti o n  d e  s é cu ri té  d éb u te  a ve c l e  té l é ch a rg e m e n t a va l  d es  d on n é es  d e  
co n fi g u ra ti on  d a n s  u n  a p pa re i l  d e  s écu ri té .  La  F i g u re  7 6  re prés e n te  l e s  tran s fe rts  d e  d on n é es  
d e  con fi g u ra ti on  p os s i b l es  vers  l es  a p p a re i l s  d e  s é cu ri té .  Le s  n o m b re s  q u i  a p pa ra i s s e n t s u r l a  
F i g u re  con s ti tu e n t d es  ré fé re n ce s  à  l a  n u m érota ti o n  d e  tra va i l  ci -d e s s ou s .  

 

Anglais  Français  

d o wn l o a d  té l é ch a rg e m e n t a va l  

S N C T to  o ri g i n a to r S N C T à  p o i n t  d ' o ri g i n e  

S N C T to  ta rg e t S N C T à  ci b l e  

o ri g i n a to r to  ta rg e t  d o wn l o a d  té l é ch a rg e m e n t a va l  d u  p o i n t  d ' o ri g i n e  à  l a  ci b l e  

o ri g i n a to r d e vi ce  a p p a re i l  d ' o ri g i n e  

s a fe tyo p e n  co n fi g u ra ti o n  co n fi g u ra ti o n  S a fe tyO p e n  

ta rg e t  d e vi ce  a p p a re i l  ci b l e  

Figure  76  – Transferts  de  données  de  configuration  

L e s  a p p a re i l s  i m p l i q u és  d a n s  l e  proce s s u s  d e  con fi g u ra ti on  s o n t re p rés e n tés  à  l a  F i g u re  7 6 .  
L e s  fon cti o n s  d es  é l é m e n ts  1 ,  2  e t  3  s o n t d écri tes  co m m e  s u i t:  

•  l ’ ou ti l  d e  con fi g u ra ti o n  d e  ré s e au  d e  s écu ri té  S N C T ( 1 )  et  l e  proce ss u s  d écri t d a n s  l a  
p ré s e n te  p a rti e  p e rm e tte n t à  ce t o u ti l  d e  n e  pa s  ê tre  cri ti q u e  p o u r l a  s é cu ri té ;  

•  L e  p o i n t d ’ o ri g i n e  (2 )  e s t u n  a p pa re i l  ca p ab l e  d e  co n fi g u re r l e s  a p p a re i l s  ci b l es  d e  
co n fi g u ra ti on  ( 3 )  tou t en  i n i ti a n t d e s  co n n e xi on s  a ve c e u x.  C e s  a p pa re i l s  s on t a s s oci és  à  
d e s  p rocé d u re s  s u p p l ém e n ta i re s  vi sa n t à  a ch e ve r l e  p roces s u s  d e  con fi g u ra ti o n  d a n s  l a  
m e s u re  où  i l s  pe u ve n t co n s e rve r d e s  d on n ée s  d e  con fi g u ra ti o n  d é d i é es  a u x ci bl e s  ( p ou r 
l e s  ci b l es  n on  con fi g u rée s  d i rectem e n t p ar l e  S N C T) .  

•  L ’ a pp a re i l  ci b l e  (3 )  es t u n  a p p are i l  q u i  p e u t ê tre  con fi g u ré  d i re cte m en t pa r l e  S N C T,  ou  p a r 
u n  p rop ri é ta i re  d e  p o i n t d ’ o ri g i n e  (2 ) .  Le  con cep t d e  prop ri é té  j ou e  u n  rôl e  i m p o rta n t d an s  
l ’ as s u ra n ce  d e  l ’ i n té g ri té  d e s  ci b l e s  « co n fi g u ré es  p a r l e  p oi n t d ’ o ri g i n e » .  

I l  e xi s te  d eu x p rocé d u res  d e  con fi g u ra ti on  fon d am e n ta l e s  ( voi r F i g u re  7 6 ) .  C es  p rocéd u re s  
s o n t d é cri tes  co m m e su i t:  

•  S N C T à  p o i n t d ' ori g i n e  ( fl u x 4 )  e t S N C T à  C i b l e  ( fl u x 5 ) .   C e tte  p rocé d u re  con s i s te  à  
co n fi g u re r u n  ap p are i l  s i m pl e ,  l e s  a pp a re i l s  ob te n u s  n e  con te n a n t a u cu n e  d on n é e  d e  
co n fi g u ra ti on  d e s ti n é e  à  d ’ a u tre s  ap p are i l s ;   

•  S N C T à  p o i n t d ' ori g i n e  à  C i b l e  ( fl u x 4  p l u s  fl u x 6  ou  7 ) .  C e tte  procé d u re  s pé ci a l e  p e rm e t 
d e  con fi g u re r u n  a p pa re i l  d ’ ori g i n e  q u i  con ti e n t d es  d o n n é es  d e  con fi g u ra ti o n  pou r u n e  
ci b l e ;   
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•  L e  fl u x 6  con s ti tu e  u n e  p rocé d u re  d e  d u p l i ca ti on  d e  l a  s éq u e n ce  d ’ op é ra ti o n s  q u i  s e ra i e n t 
e xé cu té e s  a u tre m en t d a n s  l e  fl u x 5 ;  

•  Le  fl u x 7  con s ti tu e  u n e  p rocé d u re  p a r l a q u e l l e  l a  co n fi g u ra ti o n  es t e xécu té e  co m m e  p a rti e  
i n té g ra n te  d u  tra i tem e n t d ’ u n  s e rvi ce  S a fetyO pe n .  

I l  e xi s te  d e u x m é th od es  d e  recon fi g u ra ti on  d ’ u n  a pp a re i l  d e  re m p l ace m e n t à  p a rti r d u  p oi n t 
d ’ o ri g i n e ;  ces  m é th o d e s  s o n t d écri te s  co m m e  s u i t:  

•  L e  fl u x 6  con s ti tu e  u n e  p rocé d u re  d e  d u p l i ca ti on  d e  l a  s é q u e n ce  d ’ o pé ra ti on s  q u i  se ra i en t 
e xé cu té es  a u tre m en t d an s  l e  fl u x 5 ;   

•  L e  fl u x 7  con s ti tu e  u n e  p rocé d u re  p a r l a q u e l l e  l a  co n fi g u ra ti o n  es t e xécu té e  co m m e  p a rti e  
i n té g ra n te  d u  tra i tem e n t d ’ u n  s e rvi ce  S a fetyO p e n .  

8.9.4 Lignes  d i rectrices  pour la  configuration  de  l ’u ti l isateur 

Le  p rés e n t p ara g ra p h e  8 . 9 . 4  d é cri t  l e s  l i g n es  d i rectri ce s  p ou r l a  con fi g u ra ti on  d e  l ’ u ti l i s a te u r 
q u i  p erm e tten t d e  s ’ as s u re r d e  l a  con fi g u ra ti on  e t d e  l a  p ro te cti on  a pp rop ri é e s  d ’ u n  s ys tè m e  
d e  s écu ri té  F S C P  2 /1 .  C e s  l i g n e s  d i rectri ce s  p e rm e tte n t d e  d é fi n i r l e s  exi g e n ces  re l a ti ves  a u  
m a n u e l  d e  s é cu ri té .  

Le s  fl u x d e  d on n é es  d e  co n fi g u ra ti on  d e  l ’ u ti l i s a te u r s on t d é fi n i s  à  l a  F i g u re  7 7 .   

a )  l ’ u ti l i sa te u r d u  s ys tè m e d e  s écu ri té  F S C P  2 /1  d o i t  s ‘ a s s u rer d u  verro u i l l a g e  d e s  a pp a re i l s  
con fi g u rés  p a r l e  S N C T (2 )  ap rè s  vé ri fi ca ti on .   
 
L es  a pp a re i l s  d on t l a  con fi g u ra ti o n  p eu t s ’ effe ctu er vi a  l ’ i n te rfa ce  S N C T d oi ven t i n cl u re  
d es  re com m a n d a ti o n s  co n ce rn an t l e  m a n u e l  d e  s é cu ri té  q u i  i n d i q u en t à  l ’ u ti l i s a te u r d e  
ve rrou i l l er l ’ a p pa re i l  u n e  fo i s  l a  vé ri fi ca ti o n  e ffe ctu ée .  

b )  l ’ u ti l i sa te u r d u  s ys tèm e  d e  s é cu ri té  F S C P  2 /1  d o i t  s ’ a s s u rer q u e  l a  p ropri é té  (7 )  d e  to u s  
l e s  a p pa re i l s  con fi g u rés  p a r l e  p oi n t d ’ ori g i n e  (3 )  e s t a ttri bu é e  au  po i n t d ' ori g i n e  p ré vu .
  
Le s  a pp a re i l s  d on t l a  co n fi g u ra ti on  p e u t ê tre  e ffe ctu é e  p a r u n  s e rvi ce  S a fe tyO pe n  d e  
form e  1  d oi ve n t i n cl u re  d e s  recom m a n d a ti on s  co n ce rn an t l e  m a n u e l  d e  s écu ri té  q u i  
i n d i q u e n t à  l ’ u ti l i s a teu r d e  véri fi e r q u e  l a  prop ri é té  d e  tou s  l e s  a p p a re i l s  d e  sé cu ri té  
con fi g u rés  p a r l e  p o i n t d ’ ori g i n e  es t a ttri b u é e  com m e  pa rti e  i n tég ra n te  d u  p roces s u s  d e  
vé ri fi ca ti o n  fi n a l e .  

c)  l ’ u ti l i sa te u r d o i t  con fi rm e r d e  m a n i è re  vi s u e l l e  (4 )  l e s  d o n n é es  d e  co n fi g u ra ti on  
tra n s m i s es ,  a i n s i  q u e  l eu r té l é ch arg e m en t a va l  co rrect.   
 
Tou s  l e s  a p p are i l s  d e  s é cu ri té  F S C P  2 /1  d o i ve n t i n cl u re  d es  re com m an d a ti o n s  co n ce rn an t 
l e  m a n u e l  d e  s é cu ri té  q u i  i n d i q u e n t à  l ’ u ti l i sa teu r d e  vé ri fi e r d e  m a n i è re  vi s u e l l e  l e  
té l éch arg e m e n t a va l  correct d e  to u te s  l e s  d on n é es  d e  co n fi g u ra ti on .  

d )  l ’ u ti l i s a te u r d oi t  s ou m e ttre  l eu r a p p l i ca ti o n  à  u n  e s s ai  d e  fo n cti on n e m e n t.  

e )  l ’ u ti l i sa te u r d oi t  s ’ a s s u rer d u  co n trô l e  e ffe cti f S C I D  ( 5)  p a r l a  ci b l e  e t l e  p o i n t d ’ ori g i n e .  
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Figure  77  – Mesures  de  protection  des  apparei ls  de  sécuri té  

8 .9.5  Justi fication  de  n iveau  SIL3  du  processus  de  configuration  

L e s  m es u re s  d e  s é cu ri té  a s s oci ée s  à  l ’ ap p are i l  d e  s é cu ri té  F S C P  2 /1  té l é ch a rg é  a va l  so n t 
d é fi n i es  d e  m an i è re  à  s ’ a s su re r d e  l ’ i n té g ri té  d es  d on n ée s  e t  d e s  tra n s fe rts  d e  d o n n é e s  tel  
q u e  sp é ci fi é  p ar l e  n i ve au  S I L  3  d e  l ’ I E C  6 1 5 0 8 .    

L e  S N C T n ’ es t p a r a i l l e u rs  p as  é va l u é  e n  ra i s on  d e s  l i m i tes  i m p os ée s  au  m a té ri e l  
i n form a ti q u e  p ers o n n e l ,  a u  s ys tè m e  d ’ e xpl oi ta ti on  u ti l i s é  e t a u x ou ti l s  d e  d é ve l o p pe m en t.  E n  
ra i s on  d e  ces  facteu rs ,  l e s  tech n i q u es  u ti l i s é es  p ou r l a  co n fi g u ra ti o n  d ’ u n  ap p are i l  d e  s é cu ri té  
e xi g en t d e  l ’ a p pa re i l  d e  s écu ri té  e t  d e s  p rocé d u res  d e  l ’ u ti l i sa teu r,  e t n on  p a s  d u  l o g i ci e l  d e  
p os te  d e  tra va i l ,  q u ’ i l s  m e tten t e n  œu vre  l e s  m es u re s  d e  protecti o n .   

L a  s a ti s fa cti o n  au x e xi g e n ce s  s u i van tes  pe rm e t d ’ a tte i n d re  l e  n i ve a u  d ’ i n té g ri té  S I L3 :  

•  u n  a p p arei l  S I L 3  d e  réce p ti on  d o i t  ca l cu l e r u n  S C C RC  a ve c l e  n i vea u  d ’ i n tég ri té  S I L3  e t l e  
com p arer a ve c l e  S C C RC  d an s  l e  S C I D ;  

•  p ou r l es  a p pa re i l s  con fi g u rés  p a r l a  fo rm e  1  o u  u n  ou ti l ,  l a  va l i d a ti on  d e  co n fi g u ra ti on  d e s  
d on n ée s  re l a ti ve s  à  l a  s é cu ri té  tél é ch a rg ée s  a va l  à  p arti r d u  l og i ci e l  ( ou  d u  p o i n t d ’ ori g i n e )  
d oi t  ê tre  e ffectu é e  a ve c u n  n i ve a u  d ’ i n té g ri té  S I L3 ;   

•  l ors q u e  l a  co n fi g u ra ti on  d ’ u n  a p pa re i l  S I L 3  s ’ e ffe ctu e  d i recte m e n t à  pa rti r d ’ u n  p os te  d e  
tra va i l ,  l e  m a n u e l  d e  s é cu ri té  d e  l ’ ap p arei l  d oi t  i n d i q u e r à  l ’ u ti l i sa teu r d e  com p arer l e  S C I D  
e t l es  d o n n ée s  d e  con fi g u ra ti on  tra n s férée s  a ve c l e  S C I D  e t l e s  d on n é e s  d e  con fi g u rati on  
o bs e rvée s  à  l ’ ori g i n e  a u  p os te  d e  trava i l ;  
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•  L e  l og i ci e l  S N C T d o i t  pré vo i r u n e  fo n cti on n al i té  q u i  p e rm e t à  l ’ u ti l i s a teu r d e  con fi rm e r l e  
ca ra ctè re  corre ct d e s  con fi g u ra ti o n s  té l é ch arg é es ;  

•  l e s  a p pa re i l s  S I L  3  d o i ve n t arch i ve r/res tau re r l e u rs  d on n ée s  d e  con fi g u ra ti o n  a vec u n  
n i ve au  d ’ i n té g ri té  S I L3 ;  

•  l e s  a p p arei l s  S I L3  d oi ve n t tra i te r to u te s  l es  tra n si ti o n s  d ’ é ta t d ’ ap p are i l s  a ve c u n  n i ve a u  
d ’ i n té g ri té  S I L 3 ;  

•  l es  so u s -s ys tè m e s  q u ’ i l  e s t n é ces s a i re  d ’ e xa m i n e r e t d ’ é va l u er s e l on  l e  n i ve a u  S I L 3 ;  

•  l e  tra i te m e n t d e  con fi g u ra ti o n  d e s  a p p a re i l s  ci bl es ;  

•  l ’ a rch i va g e  d e  con fi g u ra ti o n  d e s  a pp a re i l s  ci b l e s ;  

•  l a  va l i d a ti o n  d e  con fi g u rati on  d e s  a pp a re i l s  ci b l e s ;  

•  l e s  m od es  d e s  a pp a re i l s  ci b l es .  

8.9.6  Fonctions  d ’apparei ls  pour configuration  par outi l  

L e  p roce s s u s  d ’ i n te ra cti o n  d u  S N C T a ve c l es  p oi n ts  d ' ori g i n e  e t l e s  ci b l e s  e s t con trô l é  p ar l e s  
i n s ta l l a ti on s  d é fi n i e s  d a n s  l ’ ob j e t P rog ra m m e  d e  co n trô l e  d e  s écu ri té .  Le s  ca ractéri s ti q u e s  
te l l e s  q u e  l a  p ro te cti on  p a r m ot d e  pa s s e  e t  l ’ a ttri b u t Verrou i l l ag e  d e  con fi g u ra ti on  s’ a ss oci e n t 
p ou r a s s u re r l a  s é cu ri té  d e  ce tte  i n te rface .  Les  d é ta i l s  d ’ i n terfa ce  s on t co m m u n s  d a n s  l a  
m es u re  où  l e  P ro g ra m m e  d e  con trôl e  d e  s é cu ri té  es t fo u rn i  d a n s  l e  pro fi l  d e  ré fé re n ce  ( voi r 
6 . 5 . 3 )  tan t p o u r l es  ci b l es  q u e  p ou r l es  p oi n ts  d ' o ri g i n e  d e  s écu ri té .  L es  p a ra g rap h es  8 . 9 . 7  à  
8 . 9 . 1 2  d é fi n i s s e n t ces  ca ra cté ri s ti q u e s ,  a i n s i  q u e  l e s  m é th od es  d ’ u ti l i s a ti on  d e  ces  d e rn i è re s  
p ar l e  S N C T.  

8.9.7  Sécuri té  par mot de  passe 

L’ i n te rfa ce  S N C T d é fi n i t  l es  fon cti on s  s u i va n tes  d e  s é cu ri té  p a r m o t d e  pa s se  fa cu l ta ti ve :  

•  C o m p l é m en t d e  fon cti o n n a l i té  p a r m o t d e  p a ss e .  

La  p ri s e  e n  ch arg e  d ’ u n  m o t d e  p as s e  d oi t  ê tre  m i se  e n  œu vre  p ar l es  a p pa re i l s  q u i  
p ren n en t e n  ch a rg e  l ’ i n te rface  S N C T.    

Le s  m o ts  d e  p a ss e  sou m i s  a u x a p pa re i l s  q u i  p re n n e n t en  ch a rg e  l ‘ i n te rfa ce  S N C T d o i ve n t 
ê tre  l es  va l e u rs  ob te n u e s  p ar l ’ e xé cu ti on  d e  l ’ a l g o ri th m e  d e  cryptag e  d é fi n i  e n  7 . 1 . 2 . 3 .  

L a  va l e u r d e  m o t d e  pa s se  pa r d é fa u t d a n s  l e s  a p pa re i l s  q u i  p ren n en t en  ch a rg e  l ’ i n terface  
S N C T d o i t  ê tre  n u l l e .  

Le  l og i ci e l  d o i t  i n s é rer l a  va l eu r « zé ro»  e n  tou te  tran s p a re n ce  d a n s  tou s  l e s  s e rvi ce s  
q u i  re q u i è re n t l a  va l e u r « 1 »  j u s q u ’ à  ce  q u ’ u n  u ti l i s a te u r l a  rè g l e  s u r u n e  va l e u r 
d i fféren te.  

•  L ’ i n te rfa ce  S N C T d oi t  p ren d re  e n  ch a rg e  u n  s e rvi ce  M o t d e  p as s e  q u i  u ti l i s e  d es  
p a ra m è tre s  à  2  m o ts  d e  p a ss e ,  à  s a voi r l e s  m o ts  d e  p as s e  a n ci e n s  e t l e s  m o ts  d e  p a s s e  
n ou ve a u x.  

•  L ’ i n te rfa ce  S N C T d o i t  fo u rn i r u n  se rvi ce  Ré i n i ti a l i s a ti on  d e  m o t d e  p as s e  q u i  u ti l i s e  u n  
ch a m p  sp é ci fi q u e  au  fou rn i s s e u r p ou r ré i n i ti a l i s er l e  m o t d e  pa s se .  

C h a q u e  fou rn i s s e u r d o i t  ch o i s i r u n e  m é th o d e  d e  ré i n i ti a l i sa ti o n  d e  m o ts  d e  p a ss e  e t 
i n d i q u e r à  l ’ u ti l i s a te u r l e s  él é m e n ts  à  i n s érer p o u r q u e  l ’ ap p arei l  ré i n i ti a l i s e  l e  m o t d e  
p as s e .  Le  l og i ci e l  d oi t i n s é rer u n i q u e m en t l a  va l eu r sa i s i e  p a r l ’ u ti l i s a te u r d a n s  l e  ch a m p  
d e  ré i n i ti al i s a ti o n  ( vo i r l e  s e rvi ce  Re s e t_Pa ss word  d a n s  l a  d éfi n i ti on  d e  l ’ ob j e t P rog ram m e  
d e  con trô l e  d e  sé cu ri té  e n  6 . 5 . 3 ) .  

L es  co m m a n d e s  d u  p rog ram m e  d e  con trôl e  d e  s écu ri té  q u i  com p orte n t u n  p a ra m è tre  
d e  m o t d e  p a ss e  d é fi n i s s e n t l e s  e xi g e n ce s  d e  tra i te m e n t e t l es  ré p on s es  d ’ e rre u r 
as s oci é e s  à  ces  pa ra m è tres .  

8.9.8  Services  d ’ interface  SNCT 

Le  S N C T d oi t  fou rn i r l es  se rvi ces  s u i va n ts :  
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•  L ’ i n te rface  S N C T d o i t fou rn i r u n  se rvi ce  D e m a n d e  d e  con fi g u rati on  q u i  re q u i ert l ’ e xé cu ti on  
d u  m ot d e  p as s e ,  d u  TU N I D  e t  d e  l ’ O U N I D .    

•  D a n s  l ’ i n terfa ce  S N C T,  u n  a pp a re i l  s a n s  p ro pri é ta i re  d o i t  s a i s i r l ’ O U N I D  com m e  
p rop ri é tai re  d e  l ’ a pp a re i l  à  l a  ré ce p ti o n  d e  l a  p rem i ère  C on fi g u re _Req u es t.  

•  L ’ i n te rface  S N C T d oi t fo u rn i r u n  se rvi ce  Va l i d a ti on  d e  C o n fi g u ra ti o n  q u i  re q u i e rt 
l ’ e xé cu ti o n  d u  S C I D ,  d u  S C C RC  e t d e  l a  S C TS .   

•  L ’ i n te rface  S N C T d o i t  fou rn i r u n  s ervi ce  App l i ca ti on  q u i  con d u i t  l ’ ap p arei l  à  s a u ve g ard e r l a  
co n fi g u ra ti on  d a n s  l a  m é m o i re  N V.    

•  L ’ i n te rface  S N C T d oi t  fo u rn i r u n  s e rvi ce  Ré i n i ti a l i s a ti on  sp é ci a l  q u i  re q u i e rt l ’ e xé cu ti on  d u  
m o t d e  p a s se  e t  d u  TU N I D ,  e t q u i  p re n d  en  ch a rg e  l e s  2  typ e s  d e  ré i n i ti a l i s a ti on  com m u n s ,  
a i n s i  q u ’ u n  type  d e  ré i n i ti a l i s a ti on  q u i  p eu t re ve n i r à  l a  va l e u r p a r d é fa u t to u t e n  
p ro té g ea n t l e  m o t d e  p as s e .  

•   L ’ i n te rfa ce  S N C T d é fi n i t  u n  s e rvi ce  C h an g em e n t d e  m o d e  fa cu l ta ti f q u i ,  s i  m i s  e n  œu vre ,  
d oi t  re q u é ri r l ’ e xé cu ti o n  d ’ u n  m ot d e  p a s s e .  

8.9.9  Verrou i l lage  de  configuration  

L’ i n te rfa ce  S N C T d é fi n i t  l e s  fo n cti on s  s u i va n te s  p ou r l e  Ve rrou i l l a g e  d e  co n fi g u ra ti o n .  S o n  
ob j e cti f es t d e  fou rn i r u n e  m é th o d e  d e  m a rq u ag e  p ar l ’ u ti l i s a te u r q u ’ u n e  co n fi g u ra ti on  g én é ré e  
p a r o u ti l  a  é té  s ou m i se  à  es s a i  e t vé ri fi é e  com m e  va l i d e .  La  s i g n a tu re  ( S C I D )  re fl è te  e n  
co n s é q u e n ce  u n e  con fi g u ra ti o n  vé ri fi é e .  L e  verrou i l l a g e  d e  co n fi g u ra ti on  a  l e s  
ca ra ctéri s ti q u e s  s u i va n tes .  

•  L ’ i n te rfa ce  S N C T d oi t  fou rn i r u n  s ervi ce  Ve rrou i l l a g e  d e  con fi g u ra ti o n  q u i  re q u i e rt 
l ’ e xécu ti o n  d u  m o t d e  p as s e  e t d u  TU N I D .   

•  L a  va l e u r p ar d é fa u t d e  l ’ a ttri b u t Ve rro u i l l a g e  d e  co n fi g u ra ti on  S N C T es t « N o n  ve rrou i l l é » .  

•  L e s  a pp a re i l s  d e  s é cu ri té  q u i  p re n n e n t e n  ch arg e  l ’ i n te rface  S N C T d oi ve n t e xi g er q u e  
l ’ a ttri bu t « Ve rrou i l l ag e  d e  con fi g u ra ti o n »  s o i t s u pp ri m é  a van t a cce p ta ti on  d e  to u te  
co m m a n d e  d e  m od i fi ca ti on  d e  l ’ é ta t d ’ u n  a p p a re i l  d e  s écu ri té  à  l ’ é ta t d e  co n fi g u ra ti o n  
(C on fi g u re _Re q u es t) .    

•  L e  verrou i l l ag e  d e  con fi g u ra ti on  a  u n  d ou b l e  ob j ecti f:  

– I n d i q u e r q u e  l ’ u ti l i s a te u r a  vé ri fi é  p a r es s a i  e t con fi rm é q u e  l a  con fi g u ra ti on  p a r ou ti l  d e  
ce t ap p are i l  e s t corre cte .   

– E xi g er l e  m o d e  « O u ti l  u n i q u e m e n t» .  U n e  fo i s  l ’ a ttri bu t Verrou i l l a g e  d e  con fi g u ra ti o n  
d é fi n i ,  l ’ a p p a re i l  d o i t  re fu s er to u s  l es  m e s sa g es  S a fe tyO p e n  d e  form e  1 .   

Ce s  d eu x ca ra ctéri s ti q u e s  i n d i q u e n t cl a i re m e n t q u e  s i  l e  S N C T s ou h a i te  con fi g u rer tou t n œu d  
d e  s écu ri té ,  i l  d o i t  p ren d re  e n  ch a rg e  l es  ca ra cté ri s ti q u es  d e  d é fi n i ti o n  e t  d e  s u pp re ss i o n  d e  
l ’ a ttri b u t Verrou i l l a g e  d e  co n fi g u ra ti on ,  e t  d o i t  p rés e n te r l e  m o t d e  p a s s e  a p prop ri é  p o u r ce tte  
opé ra ti on .  Le  d i a g ram m e  s éq u en ti e l  d é fi n i  à  l a  F i g u re  8 0  re p ré se n te  ce s  ca racté ri s ti q u e s .  

8.9.1 0  Influence  du  verrou i l lage  de  configuration  sur le  comportement des  apparei ls  

F i g u re  7 8  d é fi n i t  l ’ i n fl u e n ce  d e  l a  co n d i ti on  « con fi g u ra ti o n  ve rrou i l l é e »  s u r l a  ca p aci té  d e  
co n fi g u ra ti on  d ’ u n  a p pa re i l ;  l ’ ob j e t P ro g ra m m e  d e  co n trô l e  d e  s écu ri té  d é fi n i t  d es  e xi g e n ce s  
q u i  con d u i s e n t l es  a pp arei l s  d e  s é cu ri té  à  re j e te r tou te s  l e s  te n ta ti ve s  d e  m o d i fi ca ti on  d ’ u n e  
co n fi g u ra ti on  ve rro u i l l é e.  
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Figure  78  – Relations  entre  configuration ,  essais  et  verrou i l lage 
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Le  Tab l e a u  1 0 6  d é fi n i t  l ’ i n fl u en ce  d e  l a  p rop ri é té  s u r l a  ca pa ci té  d e  con fi g u ra ti on  d ’ u n  
a p pa re i l .  I l  i n d i q u e  q u e  l a  con fi g u ra ti o n  d e s  ap p arei l s  a ve c p ro p ri é ta i re  p e u t ê tre  u n i q u e m e n t 
d e  form e  1 ,  l a d i te  con fi g u ra ti on  é ta n t e ffe ctu é e  pa r l e  p o i n t d ’ ori g i n e  a ya n t l ’ U N I D  d u  
p rop ri é tai re .  U n  a p pa re i l  ve rrou i l l é  n e  pe u t j a m a i s  ê tre  con fi g u ré  s a n s  te n i r com p te  d e  s on  
p rop ri é tai re .  

Tableau  1 06  – Contrôle  du  propriétaire  de  configuration  par rapport à  l ’ état  de  l ’apparei l  

 Règ les  de  
propriété  

Mode  de  configuration  Mode  
Exécution/Repos  non  

verrou i l l é  

Mode  Exécution /Repos  
verrou i l l é  

C o n fi g u ra ti o n  

S a n s  p ro p ri é ta i re  

C o n fi g u ra ti o n  p a r o u ti l  

o u  

Acce p ta ti o n  d e  fo rm e  1  p a r 
q u i co n q u e  

C o n fi g u ra ti o n  p a r o u ti l  

o u  

Acce p ta ti o n  d e  fo rm e  1  
p a r q u i co n q u e  

Au cu n e  co n fi g u ra ti o n  p a r o u ti l ,  

Au cu n e  fo rm e  1  a cce p té e  

P o i n t  d ' o ri g i n e  

Ave c p ro p ri é ta i re  

C o n fi g u ra ti o n  p a r o u ti l  

o u  

F o rm e  1  p a r l e  p ro p ri é ta i re  
u n i q u e m e n t   

Au cu n e  co n fi g u ra ti o n  
p a r o u ti l  ( d o i t  
ré i n i ti a l i s e r a u  
p ré a l a b l e  

o u  

F o rm e  1  p a r l e  
p ro p ri é ta i re  u n i q u e m e n t  

Au cu n e  co n fi g u ra ti o n  p a r o u ti l ,  

Au cu n e  fo rm e  1  a cce p té e  

O u ti l  l o g i ci e l  a ve c 
p ro p ri é ta i re   

C o n fi g u ra ti o n  p a r o u ti l  
u n i q u e m e n t 

Au cu n e  fo rm e  1  a cce p té e  

C o n fi g u ra ti o n  p a r o u ti l  
u n i q u e m e n t 

Au cu n e  fo rm e  1  
a cce p té e  

Au cu n e  co n fi g u ra ti o n  p a r o u ti l ,  

Au cu n e  fo rm e  1  a cce p té e  

 

8.9.1 1  Propriété  de  configuration  

L ’ i n te rfa ce  S N C T d é fi n i t  u n e  fo n cti o n n a l i té  d e  tra i te m e n t d e  l ’ i d en ti fi an t d e  prop ri éta i re  d e  
con fi g u ra ti on  p o u r u n  ap p arei l .  C e tte  fon cti o n  a  é té  d é fi n i e  p ou r pe rm e ttre  à  u n  a p p a re i l  d e  
fo u rn i r d e s  d roi ts  d e  con fi g u ra ti o n  e xcl u s i fs  à  u n e  s o u rce  d e  con fi g u ra ti o n  pa rti cu l i ère .  La  
so u rce  pe u t é g a l e m en t ê tre  a ttri b u ée  e xcl u s i ve m e n t à  u n  ou ti l  d e  co n fi g u ra ti on .  L e s  fo n cti on s  
su i va n te s  s on t fou rn i e s :  

•  Attri bu t U N I D  d e  con fi g u ra ti on  

L a  va l eu r pa r d é fa u t e s t d e  p e rm e ttre  à  tou t ap p a re i l  d ’ ê tre  p ropri é ta i re .  

Le s  a p pa re i l s  d o i ve n t s a i s i r l a  p re m i è re  s ou rce  d e  co n fi g u ra ti on  com m e  é ta n t l e  
p rop ri é tai re .  

L e s  a ttri bu ts  e t  s e rvi ce s  d u  Prog ra m m e  d e  co n trô l e  d e  s é cu ri té  son t d é fi n i s  d e  m a n i è re  à  
p e rm e ttre  au x ou ti l s  d e  con s ti tu er l a  so u rce  d e  co n fi g u ra ti on  e xcl u s i ve .    

•  L ’ o u ti l  S N C T a  l a  cap aci té  d ' é cras e r u n e  con fi g u ra ti on  m ê m e  s i  u n  p rop ri é tai re  a  é té  
a ttri b u é  co m m e  sou rce  d e  co n fi g u ra ti on .  Le  S N C T d o i t p ré voi r d e s  m es u re s  d e  pro tecti on  
q u i  p e rm e tte n t d e  s ’ a s s u rer q u e  l ’ u ti l i s a te u r n e  p eu t pa s  e ffe ctu e r u n  écra s e m e n t sa n s  
a ve rti s s em e n ts  e t sa n s  m ot d e  pa s s e  correct.  

8.9.1 2  Mode de  configuration  

Tou s  l e s  ap p are i l s  d e  s é cu ri té  d oi ve n t pren d re  e n  ch arg e  u n  m od e  d e  co n fi g u ra ti o n  n on  
vo l a ti l ;  ce l a  s i g n i fi e  q u e  l ors q u ’ i l  e s t com m an d é  à  u n  a pp a re i l  d ’ a d op te r l e  m od e  d e  
co n fi g u ra ti on ,  i l  d o i t  co n s e rve r ce  m o d e  j u s q u ’ à  l a  val i d a ti on  s a ti s fa i s a n te  d e  l a  con fi g u ra ti on .  

8.9.1 3  Mesures  d ’assurance  de  l ’ in tégri té  du  processus  de  configuration  

8.9. 1 3.1  Identi fiant de  configuration  de  sécuri té  (SCID)  

I l  es t  n é ces s a i re  d ’ i d e n ti fi er cl a i re m e n t l a  con fi g u ra ti o n  d es  s ys tè m es  d e  s écu ri té .  
L ’ i d e n ti fi ca ti o n  s ’ a p p l i q u e  a u  cou rs  d e  p l u s i e u rs  o pé ra ti on s :  

Copyright International  Electrotechnical  Commission  



I E C  6 1 7 8 4 -3 - 2 : 2 0 1 6    I E C  2 0 1 6  – 5 1 7  – 

Té l é ch arg e m e n t a va l  e ffe ctu é  p a r l es  ou ti l s  – C e ci  p erm e t à  l ’ u ti l i s a teu r d e  vé ri fi er q u e  l ’ o u ti l  
e t  l ’ a p pa re i l  co n vi e n n e n t d e s  i n form a ti on s  tél éch arg é e s  a va l .  

Re m p l a cem e n t d es  a pp a re i l s  – S i  l ’ ou ti l  es t  u ti l i s é  p ou r l e  rem p l a ce m e n t d e s  a pp a re i l s ,  
l ’ u ti l i s a te u r a  l a  ca p aci té  d e  véri fi e r q u e  l a  con fi g u ra ti on  e s t ce l l e  q u i  p e u t ê tre  té l é ch a rg ée  
a va l .  L ors q u e  l e  p o i n t d ’ ori g i n e  e s t u ti l i s é  p ou r u n e  recon fi g u ra ti on  a u to m a ti q u e  d ’ u n  a p pa re i l ,  
l e  S C I D  p e rm e t d ’ i n d i q u e r q u ’ u n e  re con fi g u ra ti o n  s e  ré vè l e  n éce s sa i re  e t d e  s ’ as s u re r d e  
l ’ i n té g ri té  d e  l ’ op é ra ti on .     

É ta b l i ss e m en t d e  con n exi on  – L e  po i n t d ’ ori g i n e  e t l a  ci b l e  u ti l i s e n t l e  S C I D  p ou r s ’ a s su re r 
q u e  l e s  d e u x a p pa re i l s  u ti l i s e n t l a  m ê m e  con fi g u rati on .  

Le  S C I D  e s t u n e  co n ca té n a ti on  d e  l a  S C TS  e t d u  S C C RC  d é cri ts  e n  8 . 9 . 1 3 . 3  e t 8 . 9 . 1 3 . 4  
res p ecti ve m e n t.  

8.9.1 3.2  Couverture  du  SCID  du  point  d ’orig ine  et  de  la  cible  

Lors q u e  l e s  p oi n ts  d ' ori g i n e  p e rm e tte n t d e  con fi g u rer l es  ci b l e s ,  l a  F i g u re  7 9  i n d i q u e  d e  q u el l e  
m a n i ère  l es  S C I D  cou vre n t l e s  d i ffé re n tes  co n fi g u ra ti on s .  Le  S C I D  d e s  ci b l e s  con fi g u ré es  pa r 
l es  p oi n ts  d ' ori g i n e  n ’ e s t p as  ca l cu l é  pa r ces  d e rn i e rs ;  l e  ca l cu l  e s t e ffe ctu é  a u  p os te  d e  
tra va i l .  Les  co n fi g u ra ti on s  ci b l e s  s on t p ro té g é e s  p ar l e u rs  S C I D  re s p ecti fs .  

 

Anglais  Français  
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Figure  79  – Données  de  configuration  du  point d ’orig ine 

8 .9.1 3.3  CRC  de  configuration  de  sécuri té  (SCCRC)  

I l  s ’ a g i t  d ’ u n  C RC  co u vra n t l e s  d o n n é es  d e  con fi g u ra ti on  d ’ ap p arei l  q u e  co m p orte  u n  s e rvi ce  
S a fe tyO p e n .  I l  fa i t  pa rti e  i n té g ra n te  d u  S C I D  d e  l ’ a pp a re i l .  Le  S C C RC  e s t d é cri t e n  8 . 2 .  

L a  fon cti on  d e  s é cu ri té  d u  S C C RC  p e rm e t d ’ a s s u rer l e  cara ctè re  a p prop ri é  d es  d o n n é es  
d ’ a pp l i ca ti on  re l a ti ve s  à  l a  s écu ri té .  
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8.9.1 3.4 Datation  de  configuration  de  sécuri té  (SCTS)  

I l  s ’ a g i t  d ’ u n e  s i g n a tu re  re l a ti ve  à  l a  sé cu ri té  q u i  i d e n ti fi e  l a  ré vi s i on  d e  l a  co n fi g u ra ti on  
d ’ a pp a re i l  co n te n u e  d a n s  u n  s ervi ce  S a fe tyO p en  ou  u n  a p pa re i l  d e  s écu ri té .  E l l e  fa i t p arti e  
i n té g ra n te  d u  S C I D  d e  l a  con fi g u ra ti o n  d e  l ’ a p pa re i l .  

La  fon cti on  d e  s écu ri té  d e  l a  S C TS  p e rm e t d ’ a s s u rer l e  ca ractère  u n i q u e  d e s  d o n n é e s  
d ’ a p p l i ca ti on  re l a ti ves  à  l a  s é cu ri té .  

8.9.1 3.5  «Numéro de  réseau  de  sécuri té»  un ique  pour l ’ensemble  du  système (SNN)  

Ce  n u m éro  i d e n ti fi e  d e  m a n i è re  u n i q u e  u n  ré s ea u  p arm i  tou s  l es  rés e a u x d u  s ys tè m e  d e  
sé cu ri té .  L’ u ti l i s a te u r fi n al  e s t ch a rg é  d ’ a ttri b u e r u n  n u m éro  u n i q u e  à  ch aq u e  rés e au  d e  
sé cu ri té  ou  s ou s -ré s ea u  d e  s é cu ri té  d a n s  u n  s ys tè m e .  C e  n u m éro d o i t  ê tre  d é fi n i  l o rs  d e  l a  
m i s e  e n  s ervi ce  d e s  n œ u d s  (c’ es t- à-d i re  d é fi n i  vi a  l e  p roce s su s  
P ro pos e _TU N I D /Ap pl y_TU N I D  e xp l i ci té  en  6 . 6 . 5 . 2 0  e n  cas  d e  pri s e  en  ch a rg e  d e  l ’ i n terfa ce  
S N C T) .  

8.9.1 3.6  « Identi fiant de  nœud  unique»  pour l ’ensemble  du  système (UN ID)  

Ce  n u m éro  i d e n ti fi e  d e  m a n i è re  u n i q u e  u n  n œu d  pa rm i  tou s  l es  ré se a u x d u  s ys tè m e  d e  
sé cu ri té .  C e tte  va l e u r es t con s ti tu é e  d u  n u m é ro  d e  rés e a u  d e  s é cu ri té  (S N N )  e t  d e  l ’ ad re s s e  
d e  n œu d  d e  l ’ ap p are i l .  E l l e  con s ti tu e  a i n s i  u n e  s tru ctu re  com p os ée  d u  S N N  d e  6  octe ts  e t  d e  
l ’ ad re s se  d e  n œu d  d e  4  octe ts .  L ’ a d re s s e  d e  n œu d  d e  4  octe ts  es t d i m en s i o n n é e  d e  fa çon  à  
s ’ ad a p te r à  tou te s  l es  form es  d ’ a d re s se s  d e  ré s ea u  C P F  2 .  

struct  UNID 
{  
DATE_AND_TIME  SNN;  
UDINT   NodeID;  
} ;  

Le s  N o d e I D  d e  m oi n s  d e  4  octe ts  (c’ es t- à-d i re  C P  2 /3 )  d o i ve n t ê tre  a l i g n és  s u r l ’ octe t d e  
p oi d s  fa i b l e  d a n s  l ’ ord re  p e ti t-b o u ti s te .  Les  octe ts  n on  u ti l i s és  d oi ve n t ê tre  rem p l i s  d e  zéros .  

La  fo n cti on  d e  s écu ri té  d e  l ’ U N I D  p e rm e t d ’ i d en ti fi er d e  m a n i è re  u n i q u e  l e s  p o i n ts  d ' ori g i n e  
e t/ou  l es  ci b l e s  a u  co u rs  d u  p roces s u s  d ’ é ta b l i s s e m en t d e  co n n e xi on .   

Au tres  u ti l i s a ti o n s  d e  l ’ U N I D :  

•  TU N I D  =  I d e n ti fi a n t d e  ré se a u  u n i q u e  d e  l a  ci b l e .  La  fon cti on  d e  s é cu ri té  d u  TU N I D  
con s i s te  à  i d e n ti fi er l a  ci b l e  d a n s  l e  s ervi ce  S a fe tyO p en  e t  l e  m es s a g e  d e  m od e  d e  
con fi g u ra ti on .  

•  O U N I D  =  I d e n ti fi a n t d e  rés e au  u n i q u e  d u  po i n t d ' ori g i n e .  La  fon cti o n  d e  s écu ri té  d e  
l ’ O U N I D  con s i s te  à  i d en ti fi er l e  po i n t d ’ o ri g i n e  d a n s  l e  s e rvi ce  S a fe tyO pe n .  

•  O C PU N I D  =  U N I D  d e  p ro pri é té  d e  po i n t d e  co n n e xi o n  d e  sorti e .  L a  fon cti on  d e  s écu ri té  d e  
l ’ O C PU N I D  co n s i s te  à  i d e n ti fi er l e  p rop ri é tai re  d e  l a  con n e xi on  d e  so rti e  d a n s  l a  ci b l e .  
Ré g l é  su r l ’ OU N I D  d u  po i n t d ’ ori g i n e  d a n s  l e  s e rvi ce  sa fe tyO p e n  q u i  ob ti e n t l a  prop ri é té  
d u  p oi n t d e  co n n e xi o n  d e  s orti e .  U ti l i s é  p ou r e m p ê ch e r u n  d ' ori g i n e  n on  a u tori s é  d ’ ob ten i r 
l a  p rop ri é té  d ’ u n  po i n t d e  con n e xi on  d e  s orti e .  

•  C F U N I D  =  U N I D  d e  pro p ri é té  d e  co n fi g u ra ti on .  La  fon cti on  d e  s écu ri té  d u  C F U N I D  
co n s i s te  à  i d e n ti fi e r l e  p ro pri é ta i re  d e  l a  con fi g u rati on  d e  sé cu ri té  d a n s  l a  ci b l e ;  i l  con vi e n t 
q u e  ceci  s o i t  é q u i va l e n t à  l ’ O U N I D  e n  fon cti on n e m e n t n orm a l .  Ré g l é  s u r l ’ OU N I D  d u  p oi n t 
d ’ o ri g i n e  d a n s  l e  s e rvi ce  S a fe tyO p e n  q u i  i n cl u t l e s  d o n n ée s  d e  con fi g u ra ti o n  e t p e rm e t 
d ’ e m p ê ch e r u n  p o i n t d ' ori g i n e  n on  au tori s é  d e  m od i fi e r l a  con fi g u ra ti on .  
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8.9.1 3.7  CRC  des  paramètres  de  connexion  (CPCRC)  

CRC  re l a ti f à  l a  s écu ri té  cou vra n t l e s  d o n n é e s  d ’ é ta b l i ss e m en t d e  co n n exi on  C PF  2  d an s  l e  
se rvi ce  S a fe tyO p en .  C e  C RC  cou vre  é g a l e m e n t l es  p a ram è tre s  su p pl é m e n ta i res  e xi g és  p a r l e  
p ro tocol e  d e  s écu ri té .  Le  C RC  es t d éfi n i  en  7 . 1 . 2 . 3 .  

La  fon cti on  d e  s écu ri té  d u  C P C RC  co n s i s te  à  as s u rer l ’ i n té g ri té  d e s  d on n é es  d e  con n e xi on  
co n ten u es  d a n s  l e  se rvi ce  S a fe tyO p e n .  

8.9.1 4 Processus  de  téléchargement aval  

8 .9. 1 4.1  Présentation  générale  

Le  p roce s s u s  d e  té l é ch a rg e m e n t a va l  d e  s écu ri té  a ss u re  q u e  l e s  d on n ée s  d e  con fi g u ra ti o n  
so n t tra n s féré es  a ve c u n e  h a u te  i n té g ri té  d u  S N C T ou  d u  p oi n t d ‘ o ri g i n e  vers  l ' a p p a re i l  
co n fi g u ré .  La  co n fi g u ra ti o n  e s t co n s i d é ré e  va l i d e  s i  l e  p roces s u s  d e  té l éch a rg em e n t a va l  e s t 
e ffe ctu é  d e  m an i ère  s ati s fa i sa n te .  D e u x p roce ss u s  d e  té l é ch a rg e m e n t a va l  s on t u ti l i s és  a ve c 
l e s  a pp a re i l s  d e  s écu ri té :  

•  té l é ch a rg e m e n ts  a va l  S N C T ve rs  l e s  p oi n ts  d ' ori g i n e  e t  l es  ci b l e s ;  

•  té l é ch a rg e m e n ts  a va l  d es  p oi n ts  d ' ori g i n e  ve rs  l e s  ci b l e s  u ti l i s a n t u n  s e rvi ce  S a fe tyO p e n  
d e  form e  1 .  

Le s  p a ra g rap h es  s u i van ts  d é cri ve n t l e s  d é ta i l s  d e s  proces s u s  d e  té l éch a rg em e n t a val  d e s  
a p pa re i l s  d e  s écu ri té .  

8.9.1 4.2  Téléchargement aval  SNCT vers  les  points  d 'orig ine  et  les  cibles  

La  F i g u re  8 0  re p ré s en te  l e  proce s su s  d e  té l é ch arg e m e n t a va l  d ’ u n  a p pa re i l  d e  s écu ri té  à  
p a rti r d u  S N C T.  Le  p roce s s u s  d e  tél éch a rg em e n t a val  e n tre  l e  S N C T e t l ’ a pp a re i l  con fi g u ré  
as s u re  l ’ i n s ta n ci a ti on  d es  d on n ée s  d an s  l a  m ém o i re  d e  l ’ ap p arei l  co n fi g u ré  a ve c u n e  h au te  
i n té g ri té .  
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co n fi g u re  co n n e cti o n s  co n fi g u ra ti o n  d e s  co n n e xi o n s  
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s e t  a ttri b u te s  ré g l e r l e s  a ttri b u ts  
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co n fi rm  s u cce s s  co n fi rm a ti o n  d e  ré u s s i te  

a p p l y a p p l i ca ti o n  

va l i d a te  i n s ta n ce s  va l i d a ti o n  d e s  i n s ta n ce s  

a p p l y co n fi g u ra ti o n   a p p l i ca ti o n  d e  co n fi g u ra ti o n  

i d l e  s ta te  é ta t  Re p o s  

d e vi ce  m o d e  i s  co n tro l l e d  b y S a fe ty S u p e rvi s o r.  I t  
wi l l  b e  i n  th e  C o n fi g  s ta te  wh e n e ve r th e  d e vi ce  i s  n o t  
co m p l e te l y co n fi g u re d .  I f a n  e rro r o ccu rs  d u ri n g  
d o wn l o a d ,  S a fe ty S u p e rvi s o r re m a i n s  i n   co n fi g  s ta te  

l e  m o d e  d ’ a p p a re i l  e s t  co n trô l é  p a r l e  p ro g ra m m e  d e  
co n trô l e  d e  s é cu ri té .  I l  e s t  à  l ' é ta t  C o n fi g .  l o rs q u e  
l ’ a p p a re i l  n ' e s t p a s  co m p l è te m e n t co n fi g u ré .  E n  ca s  
d ' e rre u r a u  co u rs  d u  té l é ch a rg e m e n t a va l ,  l e  p ro g ra m m e  
d e  co n trô l e  d e  s é cu ri té  re s te  à  l ' é ta t  C o n fi g .  

C o n fi g u ri n g  p ro ce s s  m a y re fe re n ce  a n y n u m b e r o f 
d i ffe re n t o b j e cts .  C o n n e cti o n  co n fi g u ra ti o n  i n  
o ri g i n a to rs  i s  d o n e  th rou g h  th e  C o n n e cti o n  
C o n fi g u ra ti o n  O b j e ct.  S e rvi ce s  a re  o n l y a cce p te d  
o ve r th e  co n n e cti o n  th a t p l a ce d  d e vi ce  i n  co n fi g u re  
s a te  

l e  p ro ce s s u s  d e  co n fi g u ra ti o n  p e u t  ré fé re n ce r n ' i m p o rte  
q u e l  n o m b re  d ' o b j e ts  d i ffé re n ts .  L a  co n fi g u ra ti o n  d e  
co n n e xi o n  d a n s  l e s  p o i n ts  d ' o ri g i n e  e s t  ré a l i s é e  p a r l ' o b j e t  
C o n fi g u ra ti o n  d e  co n n e xi o n .  L e s  s e rvi ce s  n e  s o n t 
a cce p té s  q u e  s u r l a  co n n e xi o n  q u i  a  p l a cé  l ’ a p p a re i l  à  
l ' é ta t  C o n fi g u ra ti o n  

Th e  g e n e ra l  va l i d a ti o n  p ro ce s s  i s  d e vi ce  s p e ci fi c  b u t  
i s  tri g g e re d  b y th e  S a fe ty S u p e rvi s o r.  Th e  S i g n a tu re  
s e rve s  a s  C o n fi g u ra ti o n  i d e n ti fi e r 

l e  p ro ce s s u s  g é n é ra l  d e  va l i d a ti o n  e s t  s p é ci fi q u e  à  
l ’ a p p a re i l ,  m a i s  e s t  d é cl e n ch é  p a r l e  p ro g ra m m e  d e  
co n trô l e  d e  s é cu ri té .  L a  s i g n a tu re  e s t  u ti l i s é e  co m m e  
i d e n ti fi a n t  d e  co n fi g u ra ti o n  

Figure  80  – Processus  de  téléchargement aval  du  SNCT à  l ’ apparei l  

8 .9 .1 4.3  Etapes  du  processus  de  téléchargement aval  du  SNCT à  l ’ apparei l  

Le s  é ta p e s  d e  proce s su s  s u i va n te s  re prés e n te n t l es  é tap e s  d u  p roce s s u s  d e  té l é ch a rg em e n t 
a va l  d u  S N CT à  l ’ a p p a re i l ,  te l  q u e  re prés e n té  à  l a  F i g u re  8 0 .  

a )   S u ppri m er l ’ a ttri b u t Verrou i l l ag e  d e  co n fi g u ra ti on  

i )   Ap p a re i l :  Attri b u t Verro u i l l ag e  d e  con fi g u ra ti on  s u p p ri m é   

b )   S a i s i r l ’ é ta t d e  con fi g u ra ti on  a vec m o t d e  p a s se ,  TU N I D ,  OU N I D  

i )   Ap p are i l :  Au cu n e  co n n e xi on  E /S  d e  s é cu ri té  n e  p e u t ê tre  a cti ve .  

i i )   Ap p are i l :  L ’ ap p arei l  s a u ve g a rd e  l e  m o d e  d e  C on fi g u ra ti on  d a n s  l a  m é m o i re  N V 

A)  J u s q u ’ au x é ta p es  « Va l i d a ti on »  e t « App l i ca ti on » ,  l e s  cycl e s  d ’ a l i m e n ta ti on  
re vi en n en t au  m o d e  d e  co n fi g u ra ti on   

c)   Tra n s fe rt d e s  d on n ée s  d e  con fi g u ra ti o n  
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i )   O u ti l :  C a l cu l e r l e  « S C C RC  p rop os é »  p ou r l e s  d on n ée s  ( pa rti e  S C C RC  d u  S C I D )  

i i )   Ap p a re i l :  L e s  m es s a g e s  e xp l i ci te s  s o n t a u tori s é s  à  d é fi n i r l a  con fi g u ra ti o n  d e  
l ’ a p p a re i l ,  m a i s  ce  d ern i er d oi t  acce p ter u n i q u e m e n t l e s  m es s ag e s  e xpl i ci te s  
rel a ti fs  à  l a  s é cu ri té  su r l a  co n n e xi o n  q u i  l e  p l a ce  e n  m o d e  d e  co n fi g u ra ti on .   

d )   Va l i d a ti on  d e s  d on n ée s  d e  con fi g u ra ti on  

i )   O u ti l :  Tran s m e ttre  Va l i d a te_Re q u e s t a ve c l e  S C I D  ( q u i  co n ti e n t l e  S C C RC  
p rop os é)  

i i )   Ap p are i l :  An a l ys e r l es  d on n é es  d e  con fi g u ra ti on  

i i i )   Ap p are i l :  C a l cu l e  l a  va l eu r S C C RC  et l a  co m pa re  a u  « S C C RC  p rop os é»  

i v)   Ap p are i l :  Tra n s m e ttre  l e  S C I D  d a n s  Va l i d a te _Re p l y 

v)   O u ti l :  C o m p a re  l e  S C C RC  ren voyé  a u  « S C C RC  p rop os é »   

e )   Ap p l i q u e r l a  co n fi g u ra ti on  

i )   Ap p are i l :  S a u veg a rd e r l a  co n fi g u ra ti on  d a n s  l a  m é m o i re  N V a vec l e  S C I D  

i i )   Ap p are i l :  M a rq u e r l a  con fi g u ra ti on  com m e  va l i d e  

i i i )   Ap p are i l :  Ré g l e r l e  m o d e  s u r Re p os  

i v)   O u ti l :  S a i s i r e t arch i ve r l e  S C I D  a ve c l e  fi ch i e r d e  co n fi g u ra ti on .  

8.9.1 4.4 Téléchargements  aval  du  SNCT vers  les  points  d 'orig ine  qu i  réal isent la  
configuration  cible  de  forme 1  

La F i g u re  8 1  prés e n te  l e  p roces s u s  d e  con fi g u ra ti o n  i n i ti a l e  d e s  p o i n ts  d ' ori g i n e ,  a i n s i  q u e  l a  
m é th od e  d ’ u ti l i s a ti on  d u  s e rvi ce  S a fe tyOp e n  d e  form e  1  p ou r l e  té l é ch a rg em e n t a va l  d es  
a pp a re i l s  ci b l e s .  U n e  foi s  l e s  con fi g u ra ti on s  d ’ ori g i n e  e t d e  ci b l e  d é fi n i e s  d a n s  l e  S N C T p a r 
l ’ u ti l i s a te u r,  e l l es  s on t tra n sm i se s  a u  p o i n t d ' ori g i n e .  L e  S C I D  d e  p o i n t d ’ ori g i n e  p e u t a l ors  ê tre  
con fi rm é  p ar l ’ u ti l i s a te u r.  C e  p roces s u s  pe rm e t d e  s ’ as s u re r q u e  l es  d on n é es  d e  con fi g u ra ti on  
d an s  l e  S N C T e t l e  p o i n t d ’ ori g i n e  corre sp o n d e n t a vec u n  d e g ré  d ’ i n té g ri té  é l e vé .  

L’ u ti l i s a teu r d o i t  a l o rs  p l ace r l e  p oi n t d ’ ori g i n e  e n  m o d e  d ’ e xé cu ti o n  p ou r o b te n i r l e  
té l é ch arg e m e n t a va l  d e s  a p p a re i l s  ci b l e s .  S i  l a  co n n e xi o n  e st sa ti s fa i s a n te ,  l a  con fi g u ra ti on  
ci b l e /l e  S C I D  on t é té  acce p tés  p a r l a  ci b l e  e t con fi rm é s  pa r l e  po i n t d ’ ori g i n e .  C e tte  acti o n  a  
é g a l e m e n t é tab l i  l e  po i n t  d ’ ori g i n e  co m m e  é ta n t l e  p rop ri é ta i re  d e  l a  ci b l e  e t  e m pê ch e  l e  
té l é ch arg e m e n t a va l  d e  l a  ci b l e  pa r to u t a u tre  a pp a re i l  q u e  l e  S N C T.  
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Figure  81  – Téléchargements  aval  du  SNCT vers  les  points  d 'orig ine 
qu i  réal isent la  configuration  de  forme 1  

8 .9. 1 4.5  Téléchargements  aval  du  SNCT vers  les  points  d 'orig ine  qu i  réal isent la  
configuration  de  forme 1  

L e s  étap e s  d e  proce ss u s  s u i van te s  re pré s e n te n t l e s  é ta p es  d u  p roces s u s  d e  té l é ch a rg e m e n ts  
a va l  d u  S N C T ve rs  l es  p o i n ts  d ' ori g i n e  q u i  ré a l i se n t l a  con fi g u ra ti on  d e  form e  1 ,  te l  q u e  
rep ré s en té  à  l a  F i g u re  8 1 .   

a )   S u pp ri m e r l ’ a ttri b u t Ve rro u i l l a g e  d e  co n fi g u ra ti on  s u r l e  p o i n t d ’ ori g i n e  

i )   Ap p are i l :  Attri b u t Verrou i l l ag e  d e  co n fi g u ra ti on  s u p p ri m é   

b )   S a i s i r l ’ é ta t d e  con fi g u rati on  a vec m o t d e  p a ss e ,  TU N I D ,  O U N I D  

i )   Ap pa re i l :  Au cu n e  co n n e xi on  E /S  d e  s écu ri té  n e  p e u t ê tre  a cti ve .  

i i )   Ap pa re i l :  L ’ a p pa re i l  sa u ve g a rd e  l e  m o d e  C o n fi g u ra ti on  d a n s  l a  m é m o i re  N V 

i i i )   J u s q u ’ au x é tap e s  « Val i d a ti on »  e t « Ap p l i ca ti o n » ,  l e s  cycl e s  d ’ a l i m en tati on  
re vi e n n e n t a u  m od e  d e  C o n fi g u ra ti on   

c)   Tran s fe rt d es  d on n é e s  d e  con fi g u ra ti o n  

i )   O u ti l :  C a l cu l e r l e  « S C C RC  p rop os é »  p ou r l es  d on n é e s  ( p arti e  S C C RC  d u  S C I D )  

i i )   O u ti l :  L es  m e ss a g es  e xpl i ci te s  so n t a u tori s é s  à  d é fi n i r l a  con fi g u ra ti on  d e  
l ’ ap p a re i l ,  m a i s  ce  d e rn i e r d o i t  a cce p te r u n i q u e m e n t l es  m e s sa g es  e xp l i ci tes  
re l a ti fs  s u r l a  con n e xi on  q u i  l e  p l ace  e n  m od e  d e  con fi g u ra ti on .   

d )  Va l i d a ti o n  d es  d on n ée s  d e  con fi g u ra ti on  

i )   O u ti l :  Tran s m e ttre  Va l i d a te_Re q u e s t a ve c l e  S C I D  ( q u i  co n ti e n t l e  S C C RC  
p rop os é)  

i i )   Ap pa re i l :  An a l ys e r l es  d on n é es  d e  con fi g u ra ti on  

i i i )   Ap pa re i l :  C a l cu l e  l a  va l eu r S C C RC  et l a  co m pa re  a u  « S C C RC  p rop os é»  

i v)   Ap pa re i l :  Tra n s m e ttre  l e  S C I D  d a n s  Va l i d a te _Re p l y 

v)   O u ti l :  C o m p a re  l e  S C C RC  ren voyé  a u  « S C C RC  p rop os é »   

e )   Ap pl i q u e r l a  co n fi g u ra ti on  

i )   Ap pa re i l :  S au veg a rd er l a  co n fi g u ra ti on  d a n s  l a  m é m o i re  N V ave c l e  S C I D  
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i i )   Ap pa re i l :  M a rq u er l a  con fi g u ra ti on  com m e  va l i d e  

i i i )   Ap pa re i l :  Rég l e r l e  m o d e  s u r Rep os  

i v)   O u ti l :  S a i s i r e t a rch i ve r l e  S C I D  a vec l e  fi ch i e r d e  co n fi g u ra ti on .   

f)   Ré g l er l e  m o d e  s u r « E xécu ti on »   

i )   P o i n t  d ' o ri g i n e :  Tran s m et l es  s e rvi ce s  S a fe tyO p en  d e  form e  2  ( vo i r 8 . 8 . 5 )  

i i )   l a  ci b l e  ren voi e  l ’ u n e  d e s  erre u rs  s u i va n te s :  

A)   N o n  con fi g u ré:  0 1 h e x,  0 1 1 0 h e x  – Ap pa re i l  n on  con fi g u ré  

B )   Ava n t con fi g u ra ti on :  0 1 h e x,  8 0 C h e x  –  e rre u r d e  d éfa u t d ' a d ap ta ti o n  S C I D  

i i i )   P o i n t  d ' o ri g i n e :  Tran s m et u n  s ervi ce  S a fe tyO pe n  d e  form e  1  

i v)   C i b l e s :  Vé ri fi e r et  a p pl i q u er l e s  d on n é es  d e  con fi g u ra ti on  

v)   C i b l es :  Re n vo i e n t l e  #  S C I D  d e  ci bl e  a u x po i n ts  d ' ori g i n e  

vi )   P o i n t d ' o ri g i n e :  C o m p a re  l e s  #  S C I S  tran s m i s  e t re çu s  

vi i )   P o i n t d ' o ri g i n e :  Ren voi e  l ' éta t e n  l i g n e  au  S N C T 

8.9.1 5 Processus  de  vérification  

8 .9.1 5.1  Présentation  générale  du  processus  de  vérification  

L e proce ss u s  d e  véri fi ca ti o n  u ti l i se  l es  d on n é es  tra n s féré e s  a u  co u rs  d es  p roce s s u s  d e  
té l éch arg e m e n t a va l  a fi n  d e  p erm e ttre  à  l ’ u ti l i s a te u r d e  véri fi e r d e  m an i è re  ap p rop ri é e  l e  
ca ractère  corre ct d e s  d on n é e s  té l é ch arg é es  a i n s i  q u e  d u  fon cti o n n e m en t d u  s ys tèm e ,  e t  d e  
s ’ a s s u rer q u e  l e  s ys tè m e  e s t p rê t pou r u n  fo n cti on n e m en t S I L  3 .  Le  proce s s u s  d e  
co n fi g u ra ti on  com p re n d  tro i s  p a rti e s  p ri n ci pa l e s :  

•  vé ri fi ca ti on  d e s  d on n é e s  d e  con fi g u rati on ;  

•  e s s ai s  d e  fon cti o n n e m e n t;  

•  ve rrou i l l a g e  d e  con fi g u ra ti on .  

E xi g e n ce s  es s e n ti e l l e s  a p p l i ca bl e s  au  m a n u e l  d e  sécu ri té :  

•  L e  m an u el  d e  s é cu ri té  d es  a p pa re i l s  d oi t  con ten i r d es  reco m m a n d a ti on s  s p é ci fi a n t q u e  l es  
e s s ai s  u ti l i s a teu r con s ti tu en t l e  m o ye n  d e  val i d ati on  d e  to u s  l e s  té l é ch arg e m en ts  a va l ;  

•  C e  m an u el  d oi t  con ten i r pa r a i l l e u rs  d e s  recom m a n d a ti o n s  s p éci fi an t q u ’ i l  con vi e n t d e  
co n si d érer u n i q u e m e n t l a  s i g n a tu re  co m m e  « vé ri fi é e »  (e t l a  con fi g u ra ti o n  ve rro u i l l é e)   
a p rè s  l es  es s a i s  u ti l i s a teu r.  

L e  m a n u el  u ti l i s a te u r d es  a pp a re i l s  d oi t  co n te n i r é g a l e m en t d e s  re co m m a n d a ti on s  s p é ci fi a n t 
q u e  l a  con fi g u ra ti o n  d ' u n  p o i n t d ' ori g i n e  com p orta n t d e s  d o n n é e s  d e  co n n e xi o n  et/o u  d e  
con fi g u ra ti on  d e  ci b l e  d o i t  ê tre  té l é ch arg é e  ve rs  l a  ci bl e  d e  m a n i è re  à  p o u vo i r ê tre  s o u m i s e  à  
es s a i  e t vé ri fi é e .  Les  S C I D  pro ve n a n t d e  l a  ci b l e  p e u ve n t ê tre  con fi rm és  u n i q u e m e n t à  p arti r 
d e  ce tte  é ta p e .  

C o m m e  l e  re prés e n te  l a  F i g u re  8 2 ,  l orsq u e  l e s  po i n ts  d ' ori g i n e  so n t con fi g u ré s  p a r ou ti l  e t  l es  
ci b l e s  s on t con fi g u ré es  pa r l e  p o i n t d ’ ori g i n e ,  s e u l  ce  d e rn i e r es t « verrou i l l é »  a prè s  
vé ri fi ca ti o n  e t e ss a i s .  La  ci b l e  u ti l i s e  d an s  ce  ca s  l e s  a ttri b u ti o n s  d e  p ro pri é té  à  d e s  fi n s  d e  
p ro tecti o n .  La  F i g u re  8 2  i n d i q u e  é g a l e m e n t q u e  l es  ci b l e s  p eu ven t ê tre  co n fi g u ré es  a u ss i  p ar 
o u ti l .  D a n s  ce  cas ,  ces  ci b l e s  s on t é g a l e m e n t « ve rrou i l l é e s »  a p rès  vé ri fi ca ti on  e t e s sa i s .  
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Figure  82  – Protection  contre  le  verrou i l lage  et  propriété  

8.9.1 5.2  Véri fication  de  la  configuration  par l ’u ti l isateur et  méthodes  al ternatives  

8.9.1 5.2. 1  Présentation  générale  

L’ u ti l i s a te u r a  b es oi n  d e  vé ri fi e r p ar e xa m e n  vi s u e l  q u e  l a  con fi g u ra ti o n  té l éch a rg é e  es t  
co rrecte  e t co n s ti tu e  l a  co n fi g u ra ti on  pré vu e  p ou r l ’ ap p arei l .  Le  prés e n t p a ra g rap h e  8 . 9 . 1 5 . 2  
p rés e n te  q u a tre  m é th od e s  a l te rn a ti ve s  q u i  s a ti s fo n t a u x e xi g e n ces  re l a ti ve s  à  l a  vé ri fi ca ti on  
p a r l ’ u ti l i s a te u r d e s  d on n é es  d e  con fi g u ra ti on  d e s  a p pa re i l s .  L ’ u ti l i s a te u r a  be s oi n ,  d a n s  to u s  
l e s  ca s ,  d e  vé ri fi e r l a  fon cti o n n a l i té  d es  ap p arei l s  co n fi g u rés  p ar u n  ce rta i n  type  d ’ e ss a i  d e  
fo n cti on n e m e n t.  

U n e  op ti on  ou  u n e  co m b i n a i s on  d es  op ti o n s  s u i van te s  p e u t ê tre  a p p l i q u é e  p ou r s ati s fa i re  à  
l ’ e xi g e n ce  d e  véri fi ca ti on  p a r l ’ u ti l i s a te u r:  com p a ra i s on  pa r l ’ u ti l i s a te u r d e  l ’ a ffi ch a g e  l og i ci e l  
d ’ o ri g i n e  e t rés u l ta ts  d e  l a  re l e ctu re  a ffi ch é s  p a r u n  a pp a re i l  ti e rs .  

8.9.1 5.2 .2  Al ternative  1  – relecture  immédiate  et  comparaison  d iverse 

L e  p os te  d e  tra va i l  e ffe ctu e  l a  re l e ctu re  d e s  d o n n é es  d e  co n fi g u ra ti on  d es  ap p are i l s  e t l e s  
p ré s e n te  à  l ’ u ti l i s a teu r q u i  e m p l o i e  u n  ch e m i n  d ’ e xé cu ti on  d i ve rs  d a n s  l e  p os te  d e  tra va i l ,  tel  
q u e  re prés e n té  à  l a  F i g u re  8 3 .  
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Figure  83  – Exemple  de  relecture  et  de  comparaison  
du  point d ’orig ine  et  de  l ’ exemplaire  

Re l e ctu re  d e  l a  con fi g u ra ti on  e n ti è re ,  co m p a ra i s o n  d e  ce tte  d ern i ère  a vec l es  é l ém e n ts  
d ’ a ffi ch ag e  d u  l og i ci e l  e t fo u rn i tu re  d ’ u n  e xem p l a i re  d e  l a  con fi g u ra ti o n  d es  a p p a re i l s  a fi n  q u e  
l ’ u ti l i s a te u r l e  com pa re  a vec l a  con fi g u ra ti o n  précé d e m m e n t s a i s i e .  L ’ u ti l i s a teu r d o i t  exa m i n e r 
e t com pa re r l ’ e xe m p l a i re  a ve c l es  d on n ée s  d ’ ori g i n e  a fi n  d e  s a ti s fa i re  au x e xi g e n ce s  
d ’ i n té g ri té .  Tou te  com p a ra i s on  a u to m a ti s é e  p a r l es  ou ti l s  l og i ci e l s  con s ti tu e  u n  d i ag n os ti c,  
m a i s  n e  d oi t a u cu n em en t re prés e n te r u n e  s ou rce  fi ab l e  q u i  p e rm e t d ’ a ss u re r l ’ i n té g ri té .  

L a  re l e ctu re  e t l ’ a ffi ch ag e  p ar u n  a p p a re i l  ti e rs  réd u i s e n t l a  p os s i b i l i té  d ’ u n e  e rre u r 
s ys té m a ti q u e  d u  p os te  d e  tra vai l ,  occas i o n n a n t l a  m êm e  corru p ti on  d e  d on n ée s  à  l a  s a i s i e  d e  
ces  d e rn i è re s  e t u n e  vé ri fi ca ti o n  pa r l ’ u ti l i s a te u r,  su s cep ti b l e  d ’ occas i on n e r u n e  e rre u r n o n  
d é tecté e .  S i ,  pa r e xe m p l e ,  u n e  co rru p ti o n  s’ e s t p rod u i te  a va n t l a  g é n é ra ti on  d u  C RC ,  
l ’ a pp a re i l  i n te rp rè te  l es  d on n é es  com m e  é ta n t correctes ,  l e s  m ê m es  d on n é es  e t C RC  é ta n t 
re tra n s m i s  a u  p os te  d e  tra va i l .  L es  con trôl e s  au tom ati s é s  d e s  d on n é es  d ’ ori g i n e  e t re l u e s  
n ’ i n d i q u e n t p as  d ’ erre u r d a n s  l a  m e s u re  où  l es  d on n é es  corres p on d e n t a u  C RC .  S i  l ’ a ffi ch a g e  
d es  d o n n é e s  u ti l i s ai t  l e  m ê m e  m éca n i s m e  q u e  l e  m éca n i s m e  d ’ a ffi ch a g e  d ’ ori g i n e ,  l ’ erre u r 
p ou rra i t  to u j ou rs  être  m as q u ée  e t n e  p a s  ê tre  d é te cté e.  I l  co n vi e n t q u e  l e s  ch e m i n s  
d ’ a ffi ch ag e  d i ve rs  réd u i se n t ce tte  ca u s e  d ’ e rre u r co m m u n e.  

8.9.1 5.2 .3  Al ternative  2  – affichage  d ivers  local  

L ’ o b ten ti o n  d u  m ê m e  n i ve a u  d ’ i n tég ri té  d é fi n i  e n  8 . 9 . 1 5 . 2 . 2  es t p os s i bl e  d a n s  l a  m es u re  où  i l  
p e u t ê tre  d é m on tré  q u e  l es  d o n n é es  d e  co n fi g u rati on  a rch i vé es  d a n s  l a  m é m oi re  d u  p os te  d e  
tra va i l  son t i d e n ti q u e s  a u x d o n n é e s  d e  co n fi g u rati on  d e  l ’ a p pa re i l .  La  s a i s i e  d e s  d on n é es  d e  
co n fi g u ra ti on  e t d u  C RC  s u r l e  p i l o te  l oca l  d u  pos te  d e  tra va i l  pe rm e t d e  vé ri fi e r l e s  d o n n é es  
d e  con fi g u ra ti on .  Les  d on n é e s  d e  con fi g u ra ti o n  e t l e  C RC  d u  p i l o te  l oca l  s o n t e n s u i te  tran s m i s  
à  l ’ ap p arei l .  C e  d e rn i er vé ri fi e  a l o rs  l e  b on  d é ro u l e m e n t d u  tra n s fe rt p ar u n e  co m p a ra i s o n  d e s  
d on n é e s  e t  d u  C RC .  Lors q u e  l e  tra n s fe rt ve rs  l ’ ap p arei l  e s t correct,  ce  d e rn i e r re n vo i e  s on  
C RC  ca l cu l é  a u  p os te  d e  tra va i l  a fi n  d e  con fi rm e r l a  tra n s m i s s i o n  correcte  d es  d on n é es .  Le  
p os te  d e  tra va i l  com pa re  a l ors  l e  C RC  d e  l ’ a p pa re i l  au  C RC  a rch i vé .  La  tra n s m i ss i o n  corre cte  
à  l ’ a pp a re i l  d e s  d on n é es  d u  p os te  d e  tra va i l  p eu t ê tre  s u p p os é e à  ce t i n s ta n t.  I l  e s t i m p orta n t 
q u e  l e  C RC  so i t ca l cu l é  u n i q u em e n t u n e  s e u l e  fo i s  p ar l e  p os te  d e  tra va i l  e t a rch i vé  s u r l e  
p i l o te  l oca l .  I l  n ’ e s t p a s  re ca l cu l é  à  d e s  fi n s  d e  tra n s fe rts .  C e ci  g a ra n ti t é g a l e m en t l ’ i n té g ri té  
d e s  d on n é e s  s u r l e  p i l o te  l ocal .  L a  tra n s m i s s i on  correcte  à  l ’ a pp a re i l  d e s  d on n é es  d u  p os te  d e  
tra va i l  p e u t ê tre  s u ppos é e  à  ce t i n s ta n t.  

L ’ u ti l i s a teu r d o i t,  à  d es  fi n s  d e  vé ri fi ca ti on ,  ob s erve r l es  d on n é es  d e  con fi g u ra ti on  
« tra n s m i s es »  a u  m o yen  d ’ u n  a p pa re i l  ti e rs  a fi n  d e  con fi rm e r q u e  l a  con fi g u ra ti o n  co rre cte  a  
é té  tra n s m i s e  à  l ’ a pp are i l .  D a n s  l a  m e s u re  où  l e s  d on n é e s  a rch i vé es  d a n s  l a  m é m o i re  d u  
p os te  d e  trava i l  com porte n t u n  C RC ,  u n  a p pa re i l  ti e rs  d ’ a ffi ch a g e  p erm e t à  l ’ u ti l i s ate u r d e  
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Figure  84 – Affichage  d ivers  sans  relecture  complète  des  données  

8.9.1 6  Processus  de  vérification  

L a  F i g u re  8 5  d é fi n i t  l e  p roce ss u s  co m p l e t d e  vé ri fi ca ti o n  d e  l a  con fi g u ra ti on  d e s  a p p a re i l s  d e  
s écu ri té .  I l  e s t s u p p os é  q u e  l e  té l éch arg e m en t a va l  d e s  d o n n é es  a  é té  e ffectu é  p ar l e  
p roce s s u s  d é cri t  e n  8 . 9 . 1 4 ,  e n  s ’ a s s u ran t q u e  l e  S N C T e t l ’ a pp a re i l  on t l e s  m ê m e s  d on n ée s  
d e  con fi g u ra ti o n .  U n e  m é th od e  al te rn a ti ve  d oi t  ê tre  s é l e cti on n ée  p ou r l a  vé ri fi ca ti on  d es  
d on n é es  d e  con fi g u ra ti o n  p ar l ’ u ti l i s a teu r.  Le s  a p pa re i l s  e t l e  s ys tè m e s on t p rê ts  p ou r u n  
fo n cti on n e m e n t d e  n i ve a u  S I L  3  u n e  fo i s  ce  proce ss u s  a ccom p l i .  
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Figure  85  – Processus  de  vérification  comprenant toutes  les  méthodes  al ternatives  

8 .9.1 7  Analyse  des  erreurs  de  configuration  

8 .9.1 7.1  Relations  entre  erreurs  de  configuration  et  mesures  de  détection  

L e Ta b l e au  1 0 7  d é fi n i t  l es  e rre u rs  e t l es  m es u re s  d e  d é te cti on  p ri s e s  e n  co m p te  p o u r l e  
p roces s u s  d e  té l é ch a rg em e n t a va l  e t d e  con fi g u ra ti o n  d é fi n i  p a r l ’ i n te rfa ce  S N C T.  

Tableau  1 07  – Erreurs  et  mesures  de  détection  
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C o n fi g u ra ti o n  m a l  
a ch e m i n é e  p a r l ’ u ti l i s a te u r   

X     X   X   

C o n fi g u ra ti o n  m a l  
a ch e m i n é e  p a r l e  s ys tè m e  

X  X   X   X  X 

M e s s a g e  d e  co n fi g u ra ti o n  
p e rd u   

   X    X  X 

C o n fi g u ra ti o n  co rro m p u e      X    X  X 

C o n fi g u ra ti o n  a u  m o m e n t 
i n a p p ro p ri é   

     X    

C o n fi g u ra ti o n  e rro n é e  
ch a rg é e  p a r l ‘ u ti l i s a te u r  

 X      X  X 

I n te rru p ti o n  d u  p ro ce s s u s  d e  
co n fi g u ra ti o n   

     X    

a  L ’ a u th e n ti fi ca ti o n  d e  l ’ u ti l i s a te u r e s t  u n e  ca ra cté ri s ti q u e  fa cu l ta ti ve  q u i  s ’ a p p l i q u e  u n i q u e m e n t s i  l ’ u ti l i s a te u r 
fi n a l  e n  fa i t  u s a g e .   

 

8.9.1 7.2  Erreurs  de  configuration  

8.9.1 7.2 .1  Configuration  mal  acheminée par l ’u ti l isateur 

L ’ u ti l i s a teu r d oi t  s ou m e ttre  à  u n  es s a i  d e  fon cti on n em e n t l e s  a p p a re i l s  con fi g u rés ,  u n  m a u va i s  
ach e m i n e m en t pa r l ’ u ti l i s a te u r p ou va n t a i n s i  ê tre  d é ce l é  a u  co u rs  d e  l ’ es s a i .  

S i  l ’ u ti l i s a te u r con fi g u re  u n  n œ u d  d e  m an i è re  i n tem p es ti ve  s an s  q u e  ce l a  s oi t  re m a rq u é ,  l e  
p oi n t d ’ ori g i n e  q u i  s e  co n n ecte  au  n œu d  n e  com p orte  p a s  l a  s i g n a tu re  d ' a d a p ta ti on  e t 
re con fi g u re  a l ors  l ’ a p p a re i l  a ve c l a  b o n n e  s i g n a tu re  ou  re fu s e  l a  con n e xi o n .  L ’ u n e  ou  l ’ a u tre  
d e  ce s  d eu x a cti on s  e n tra în e  l e  p a s sa g e  d u  s ys tè m e  vers  u n  é ta t d e  s écu ri té .   

S i  l ’ u ti l i s a teu r fi n a l  a cti ve  l e s  ca ractéri s ti q u e s  d ’ a u th e n ti fi ca ti o n ,  l e s  u ti l i s a te u rs  n e  p eu ven t 
p a s  con fi g u re r l es  n œ u d s  p ou r l e sq u e l s  i l s  n ’ o n t p as  d ’ a u tori s a ti on .  L ’ a u th e n ti fi ca ti o n  d e  
l ’ u ti l i s a te u r e s t u n e  caracté ri s ti q u e  fa cu l ta ti ve .  
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8.9.1 7.2.2  Configuration  mal  acheminée  par l e  système 

I l  e xi s te  d e u x ca s  d i ffére n ts  d e  m au va i s  a ch e m i n e m e n t d ’ u n e  con fi g u ra ti o n  p a r u n  s ys tè m e .  
co n fi g u ra ti on  e xécu té e  l ors  d e  l ’ é ta bl i s s e m en t d ’ u n e  con n e xi o n  p a r u n  se rvi ce  S a fe tyO p en  d e  
form e  1 ,  e t  co n fi g u ra ti on  à  p arti r d ’ u n  p os te  d e  tra va i l  ou  u n  p roces s u s  d e  co n fi g u ra ti on  O -à-T 
Le s  a l i n éa s  s u i va n ts  e xp l i ci te n t ces  d e u x cas .  

•  S i  u n e  e rre u r d ’ a ch e m i n em e n t se  p rod u i t  l ors  d e  l ’ é ta b l i s s e m e n t d ’ u n e  s e s s i on  d e  
co n fi g u ra ti on ,  l ’ a p p arei l  re j e tte  l e  m e s s ag e  d e  m od e  d e  con fi g u ra ti o n  en  ra i s on  d u  TU N I D  
o u  d e  l ’ O U N I D  erron é  d u  m es s a g e  d e  m o d e .  

•  S i  u n  m e ss a g e  d e  co n fi g u ra ti on  e s t m a l  ach em i n é  d a n s  u n e  s es s i on  d e  con fi g u ra ti o n ,  i l  
e s t  re fu s é  pa r l ’ a p p a re i l  d e  réce p ti o n  s i  l e  m od e  d e  ce  d e rn i e r n ’ e s t pa s  co rrect ou  s ’ i l  e s t 
reçu  s u r u n e  con n e xi on  a u tre  q u e  l a  con n e xi o n  q u i  p erm e t d ’ é ta b l i r l e  m od e  d e  
co n fi g u ra ti on .  S i  l ’ a pp a re i l  es t  e n  m od e  co rre ct,  l e  m es s ag e  d e  con fi g u ra ti on  d e vra i t  ê tre  
a d re ss é  ve rs  l a  cl a ss e ,  l ’ i n s ta n ce  e t  l ’ a ttri b u t co rre cts  à  a cce p te r,  e t s e ra i t  d é tecté  a u  
co u rs  d e s  é ta p es  d e  val i d a ti on  d u  S C I D .  L’ ap p a re i l  s u p p osé  a vo i r corre cte m en t re çu  l e  
m e s sa g e  d e  co n fi g u ra ti on  n e  sa ti s fa i t  é g a l e m e n t p as  à  l a  va l i d a ti on  d u  S C I D .  L ’ u ti l i sa teu r 
d é te cte  é g a l e m e n t ce t é ta t d e  fa i t  au  cou rs  d u  con trô l e  d e  l a  re l e ctu re  d e  con fi g u ra ti on  d e  
l ’ ap p are i l .  

8.9.1 7.2 .3  Message  de  configuration  perdu  

Le s  d é tecti on s  d ’ u n  m e s s a g e  p erd u  s o n t i d en ti q u e s  à  ce l l es  d ’ u n  m e s sa g e  m a l  a ch e m i n é .  

8.9.1 7.2 .4 Corruption  de  la  configuration  

E n  ca s  d e  co rru p ti o n  d e  l a  con fi g u ra ti on  p ou r q u e l q u e  ra i s on  q u e  ce  s oi t,  ce tte  d e rn i è re  e s t 
d é te cté e  p ar l e s  co n trô l e s  S C I D ,  l es  es s a i s  d e  fon cti o n n e m e n t d e  l ’ u ti l i sa teu r e t l ’ e xa m e n  d e  
l a  co n fi g u ra ti on  p ar l ’ u ti l i s a teu r.  

8.9.1 7.2 .5  Configuration  au  moment inapproprié  

L’ a u th e n ti fi ca ti on  d e  l ’ u ti l i s a teu r e t  l e  p a ra m é trag e  d u  m od e  d e  co n fi g u ra ti o n  e m p ê ch e n t tou te  
co n fi g u ra ti on  d e s  a p pa re i l s  d ’ e xp l oi ta ti on .  S i  u n  u ti l i s a te u r te n te  d e  co n fi g u re r u n  a p p are i l  
p ou r l e q u e l  i l  n ’ a  p a s  l ’ au tori s a ti on ,  l a  d em a n d e  d e  m o d e  es t re fu sé e .  S i  l ’ u ti l i s a te u r tra n s m e t 
l e s  m es s ag e s  d e  co n fi g u ra ti on  à  u n  a p pa re i l  s a n s  q u e  l e  m od e  d e  co n fi g u ra ti on  n e  s o i t  d é fi n i ,  
l ’ ap p are i l  re fu s e  l e s  m od i fi ca ti on s .  

8.9.1 7.2 .6  Configuration  erronée  chargée  par l ’ u ti l i sateur 

Ch a q u e  con fi g u ra ti on  e st i d e n ti fi é e  d e  m a n i è re  u n i q u e  p ar l e  S C I D .  L e s  u ti l i s a teu rs  d oi ven t 
m e ttre  e n  œu vre  d e s  p rocé d u re s  d e  véri fi ca ti o n  d u  caractère  a p pro p ri é  d e  l a  co n fi g u ra ti on  
ch a rg ée  p ou r l ’ a p p l i ca ti on  con ce rn é e .  

8.9.1 7.2 .7  In terruption  du  processus  de  configuration  

E n  cas  d ’ i n te rru p ti o n  d u  p roces s u s  d e  con fi g u ra ti o n  p ou r q u e l q u e  ra i s on  q u e  ce  s o i t,  l ’ a p pa re i l  
res te  e n  m o d e  con fi g u rati on  j u s q u ’ a u  ch a rg e m e n t d ’ u n e  con fi g u ra ti on  va l i d e  e t  à  l a  
m od i fi ca ti on  d u  m od e .  

E n  cas  d ’ i n te rru p ti o n  d u  proce s su s  d e  con fi g u ra ti on ,  i l  es t n éce s sa i re  q u e  ce  d e rn i e r s oi t  
réa m orcé  d a n s  l e  ca s  d ’ u n e  n o u ve l l e  co n n e xi o n  ave c u n e  n ou ve l l e  d em a n d e  d e  con fi g u ra ti on .  

8.9.1 7.3  Mesures  de  détection  

8.9.1 7.3.1  Authentification  de  l ’ uti l isateur 

Tou s  l es  a pp a re i l s  d e  s écu ri té  co m p orte n t u n e  p ro te cti o n  pa r m ot d e  p as s e  facu l tati ve .  Le s  
co m m a n d e s  Ve rrou i l l a g e  d e  con fi g u ra ti on ,  D e m a n d e  d e  con fi g u ra ti on ,  C h an g em e n t d e  m od e  
e t Réi n i ti a l i s a ti o n  e xi g e n t to u te s  l ’ u ti l i sa ti on  d ’ u n  m o t d e  pa s se  pou r m o d i fi er l ’ é ta t.  
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8.9.1 7.3.2  Identi fication  du  fich ier de  configuration  

Tou s  l e s  fi ch i e rs  d e  con fi g u ra ti o n  d e  s é cu ri té  so n t i d e n ti fi é s  d e  m a n i è re  u n i q u e  p a r l e  S C I D .  

8.9.1 7.3.3  Identi fication  de  la  cible  à  configurer 

Le  m e s sa g e d e  m od e  d e  con fi g u ra ti on  e t l e  m es s a g e  d e  vé ri fi ca ti o n  u ti l i s e n t tou s  d e u x l e  
TU N I D  p ou r i d e n ti fi e r l a  ci b l e .  

8.9.1 7.3.4 Protection  du  CRC  lors  de  la  configuration  

Le  S C C RC  fa i t  p a rti e  i n té g ra n te  d u  S C I D .  L e  S C C RC  e s t u n  C RC  d e  3 2  b i ts  cal cu l é  a vec l es  
d on n é e s  d e  co n fi g u ra ti on  d e  s é cu ri té .  

8.9.1 7.3.5  Propriété  de  configuration  

Lors q u ’ u n  ap p arei l  ci b l e  à  l ' é ta t ou t- of-b ox es t con fi g u ré  p a r u n  p o i n t d ' ori g i n e ,  i l  sa i s i t 
l ’ O U N I D  e t e m p ê ch e  e n s u i te  sa  con fi g u ra ti on  pa r tou t au tre  p on t d ' ori g i n e .  Ai n s i ,  l ’ a ttri b u ti on  
d e  prop ri é té  (O U N I D )  fou rn i t  u n  m oye n  d e  verrou i l l ag e  d e  ce t a p p a re i l  s u r u n e  s ou rce  d e  
co n fi g u ra ti on  u n i q u e .  

8.9.1 7.3.6  Contrôle  de  session  de  configuration  

U n  a p p a re i l  d o i t  ê tre  p l acé  e n  m od e  d e  con fi g u ra ti on  a va n t d ’ ê tre  con fi g u ré .  Le  m od e  d e  
co n fi g u ra ti on  e s t p ers i s te n t d an s  l ’ a p p a re i l  e t  l e  re s te  j u s q u ’ à  ce  q u e  l ’ a p p a re i l  s oi t  ré g l é  s u r 
u n  au tre  m o d e  p ar u n e  co m m a n d e .  L e  m od e  con fi g u ra ti on  d e s  ap pa re i l s  d e  s écu ri té  q u i  
m e tten t en  œu vre  l ’ i n te rface  S N C T d oi t  p ers i s te r to u t a u  l o n g  d e s  cycl e s  d ’ a l i m e n ta ti o n .  

Lors q u ’ i l s  a d op te n t l e  m od e  d e  con fi g u ra ti o n ,  l es  a pp arei l s  q u i  m e tte n t e n  œu vre  l ’ i n terface  
S N C T d o i ve n t:  

•  a rch i ve r l e  m od e  d e  con fi g u ra ti o n  d a n s  l a  m ém o i re  N V;  

•  m a rq u e r l a  co n fi g u ra ti on  e xi s ta n te  com m e  i n va l i d e ;  

•  ve rrou i l l e r to u s  l es  m e ss a g es  d e  con fi g u ra ti o n  p ou r l e s  con n e xi on s  a u tre s  q u e  ce l l e  q u i  
d é fi n i t  l e  m od e  d e  con fi g u ra ti on ;   

P o u r a d op te r l e  m od e  d e  con fi g u ra ti on ,  l es  ap p arei l s  q u i  m e tte n t en  œu vre  l ’ i n terfa ce  S N C T 
d oi ve n t:  

•  co n fi rm e r l e  m o t d e  p a ss e  u ti l i s a te u r d an s  l a  co m m an d e  d e  m o d e  d e  con fi g u ra ti o n ;  

•  co n fi rm e r l e  TU N I D  d a n s  l a  co m m an d e  d e  m o d e  d e  con fi g u rati on .  

8.9.1 7.3.7  Essais  de  fonctionnement par l ’u ti l isateur 

L’ u ti l i s a te u r d oi t  s ou m e ttre  à  d e s  es s a i s  d e  fon cti o n n e m e n t l es  a p pa re i l s  n ou ve au x e t d e  
rem p l a cem e n t a van t d ’ u ti l i s e r l e  s ys tè m e  d an s  u n  e n vi ro n n em e n t S I L 3 .  

8.9.1 7.3.8  Protection  de  la  configuration  

Tou s  l es  a p p a re i l s  con fi g u rés  pa r ou ti l  s on t ve rrou i l l é s  ap rè s  ré a l i s a ti on  d e  l a  co n fi g u ra ti o n ,  
d e s  es s a i s  e t d e  l a  vé ri fi ca ti on  p a r l ’ u ti l i sa teu r s e l o n  l ’ u n e  d es  p rocé d u res  d é fi n i e s  e n  8 . 9 . 1 6 .   
Ce s  ap p are i l s  son t l e s  ci b l es ,  l es  p oi n ts  d ' ori g i n e  ou  l es  d e u x à  l a  fo i s .  C e t é ta t d e  
ve rrou i l l a g e  p e u t ê tre  l u  d e  m a n i è re  à  i n d i q u e r l a  vé ri fi ca ti on  d e  l a  co n fi g u ra ti on ,  e t p ro tè g e  
é g a l e m e n t l e  s ys tè m e  co n tre  l es  m od i fi ca ti on s  d e  con fi g u ra ti o n  i n te m pe s ti ve s ,  e n  e xi g e an t d e  
l ’ u ti l i s a te u r q u ’ i l  d é verrou i l l e  en  p re m i e r l i e u  l ’ ap p arei l .     

Le s  e ss a i s  p ar l ’ u ti l i s a te u r a ttri b u e n t u n  prop ri é tai re  a u x a p pa re i l s  ci b l e s  con fi g u ré s  p a r l e  
p oi n t d ’ ori g i n e ,  ce tte  a ttri b u ti on  ra tta ch e  ce s  a p pa re i l s  à  l e u rs  prop ri é ta i re s  e t  ve rrou i l l e  
e ffecti vem e n t ce s  a pp a re i l s  con tre  tou te  con fi g u ra ti o n  i n te m p es ti ve  p a r u n e  a u tre  s ou rce .  
Co m m e  l e  re pré s e n te  l a  F i g u re  8 2 ,  l a  com b i n a i s on  d e s  po i n ts  d ' ori g i n e  co n fi g u ré s  p a r ou ti l  e t 

Copyright International  Electrotechnical  Commission  



I E C  6 1 7 8 4 -3 - 2 : 2 0 1 6    I E C  2 0 1 6  – 5 3 1  – 

ve rrou i l l é s  e t d es  ci bl es  a vec p ropri é ta i re  o ffre  u n  e n vi ron n e m e n t s écu ri s é  q u i  p ro tè g e  l e  
s ys tè m e  vé ri fi é  co n tre  l e s  m od i fi ca ti on s  n on  a u to ri s é es .  

8.9.1 7.3.9  Protections  par log iciel  de  d iagnostic  (non  relatives  à  la  sécuri té)  

Le  l og i ci e l  p e u t ég a l e m en t m e ttre  e n  œu vre  d es  m es u re s  d e  p ro te cti on  d es  d on n ée s  d e  
co n fi g u ra ti on  d e  l ’ a pp arei l  com m e  m e s u re  d ’ i n tég ri té  d e s  d on n ée s ,  e t à  d es ti n a ti o n  d u  
m é ca n i s m e  d e  d é tecti on  p récoce  d e s  e rre u rs .  I l  es t  i m p o rta n t d e  com pre n d re  q u ’ i l  n e  s ’ a g i t  
p a s  d e  m e s u re s  re l a ti ve s  à  l a  s é cu ri té ,  e t  q u ’ i l  n ’ es t p a s  n é ce ss a i re  q u e  ce s  m e s u res  
a ttei g n e n t u n  n i ve a u  S I L 3  ou  q u ’ e l l e s  s o i e n t é va l u é es .  Les  d om ai n es  co n cern é s  s on t d é fi n i s  
i ci :  

L ’ a rch i va g e  d e s  d on n é e s  d e  con fi g u ra ti on  s u r d i s q u e  d u r,  C D ,  e tc.  d o i t  i n cl u re  l e  S C I D  e t ê tre  
vé ri fi é  l ors  d u  ch arg e m en t d ’ u n  fi ch i e r.   

Le  tra n s fe rt d e s  d o n n é es  d e  con fi g u ra ti on  s u r l e s  i n te rface s  l og i ci e l l e s  d o i t  i n cl u re  l e  S C I D  e t 
ê tre  vé ri fi é  p a r l a  com p osa n te  l og i ci e l l e  d e  réce p ti on .  

8.9.1 7.4 Considérations  portant sur l ’arch itecture  de  la  mémoire  des  apparei ls  

I l  e s t i m porta n t d e  com p re n d re  l ’ a rch i te ctu re  d e  l a  m ém o i re  q u e  l e s  ap p are i l s  ci b l es  
p ou rra i e n t u ti l i s e r a fi n  d e  co n n a ître  son  co m po rtem e n t pote n ti el  l ors  d e  l a  con fi g u ra ti o n .  
Tou tes  ces  a rch i te ctu re s  s on t p ri s es  e n  ch a rg e  pa r ce tte  pa rti e ,  m a i s  m o d i fi e n t l e  
co m p orte m e n t p ou r l ’ u ti l i s a te u r.   

Tro i s  d o m a i n es  d e  d on n é es  d i s ti n cts  s o n t d é fi n i s  e u  ég a rd  à  l a  con fi g u ra ti o n :  

•  co p i e  a rch i vé e  d an s  l a  m é m oi re  N V – co n fi g u rati on  va l i d e  a rch i vée  d a n s  l a  m é m oi re  n on  
vo l a ti l e  e t u ti l i s é e  pou r l a  con fi g u rati on  d ’ u n  a pp a re i l  d e  s écu ri té  l ors  d e  s a  m i s e  s o u s  
te n s i on ;   

•  co p i e  d e  m é m o i re  vi ve  (RAM )  d e  tra va i l  – con fi g u ra ti on  va l i d e  q u i  con s ti tu e  u n e  co pi e  
fi d è l e  d e  l a  co n fi g u ra ti on  d a n s  l a  m é m o i re  N V,  m a i s  q u i  e s t u ti l i s é e  l ors  d e  l ’ e xécu ti on ;  

•  co p i e  d e  m é m o i re  vi ve  (RAM )  m od i fi a bl e  – e sp a ce  d e  d o n n é e s  po u va n t ê tre  m od i fi é  p ar l e  
l og i ci e l  e n  m o d e  d e  con fi g u ra ti o n ,  m a i s  q u ’ i l  fa u t tou te fo i s  a pp l i q u e r;  

Le s  d é ve l op p e u rs  d e  p rod u i ts  pe u ve n t ch oi s i r d e  m e ttre  en  œu vre  u n  d o m a i n e  d e  d o n n é es  o u  
p l u s  a fi n  d e  ren force r l a  fl e xi b i l i té  d e  l ’ u ti l i s a te u r.   

C op i e  m é m o i re  N V u n i q u e m en t – C e tte  a p proch e  d e  co n ce p ti on  con s e rve  l a  con fi g u ra ti on  
u n i q u e m e n t d a n s  l a  m é m oi re  N V.  Lors q u e  l e  s ys tè m e  e s t e n  m o d e  d e  con fi g u ra ti on ,  l a  
co n fi g u ra ti on  com pl è te  es t i n va l i d é e ,  e t to u te  res tau ra ti on  d e  l a  con fi g u ra ti on  es t i m pos s i b l e .  
Le  l og i ci e l  d o i t  tél é ch a rg e r d e  m a n i ère  s a ti s fa i s an te  u n e  co n fi g u ra ti o n  com p l è te  e t val i d e  d a n s  
l ’ ap p are i l .  U n e  fo i s  q u e  l a  cop i e  N V e s t va l i d é e  e t a p p l i q u é e ,  e l l e  es t m arq u ée  com m e  
« corre cte » .  C e  type  d ’ a pp a re i l  n e  p re n d  p a s  e n  ch a rg e  l a  com m a n d e  d e  re s ta u ra ti on .  

C o pi e  d e  m é m o i re  N V e t d e  m é m o i re  d e  tra va i l  – C e tte  a p p roch e  d e  con cep ti o n  co n se rve  l a  
con fi g u ra ti on  d an s  l a  m é m oi re  N V e t u n e  cop i e  d e  tra va i l  d an s  l a  m é m oi re  vi ve .  Lors q u e  
l ’ a pp a re i l  ad op te  l ’ é ta t d e  con fi g u ra ti on ,  l a  co p i e  d e  tra va i l  e s t m od i fi ée ,  m a i s  j u s q u ’ à  
va l i d a ti on  e t a p p l i ca ti o n  d e  l a  con fi g u ra ti on ,  l ’ a n ci e n n e  con fi g u ra ti o n  va l i d e  p eu t tou j o u rs  ê tre  
re s ta u rée .  U n  cycl e  d ’ a l i m e n tati on  p ré a l a b l e  à  l a  p h a s e  Ap p l i ca ti o n  re tou rn e ra i t  à  l a  d e rn i è re  
con fi g u ra ti on  d a n s  l a  m é m oi re  N V.  L a  com m an d e  d e  re s ta u ra ti on  e s t pri s e  e n  ch a rg e  e t 
re cop i e  l a  ve rs i on  N V d a n s  l a  m é m oi re  vi ve  d e  tra va i l .  

C o pi e  d e  m é m oi re  N V e t co pi e  d e  m é m oi re  d e  tra vai l  a ve c m ém oi res  tam p on s  d ’ é d i ti o n  – 
ce tte  a pp roch e  d e  con ce p ti on  con s e rve  u n e  con fi g u ra ti on  d e  tra va i l  va l i d e  p erm a n en te  
j u s q u ’ à  l ’ e xé cu ti on  d ’ u n e  p h as e  « va l i d a ti o n  et  a p p l i ca ti on » .  S i  l ’ a p pa re i l  d e  con fi g u ra ti o n  
q u i tte  l ’ é ta t d e  con fi g u rati on  s a n s  ap p l i q u e r l es  m od i fi ca ti on s ,  l a  com m a n d e  d e  re s ta u ra ti on  
p erm e t à  l ’ a p pa re i l  d e  q u i tter s i m pl e m e n t l ’ é ta t d e  con fi g u ra ti on  e t d e  fon cti on n er a ve c l e s  
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d on n é e s  con te n u e s  d a n s  l a  m é m oi re .  La  co m m a n d e  d e  re s ta u ra ti on  es t pri s e  e n  ch arg e ,  
a u cu n e  cop i e  d e  l a  m é m o i re  vi ve  N V n ’ es t n éce s sa i re ,  e t  l a  co p i e  d e  tra va i l  p e u t ê tre  u ti l i s é e .  

8.1 0  Extensions  de  fiches  techn iques  électron iques  à  des  fins  de  sécuri té  

8 . 1 0.1  Règles  générales  appl icables  aux apparei ls  de  sécuri té  EDS 

8. 1 0.1 . 1  Général i tés  

L a  s tru ctu re  e t  l e s  rè g l e s  ap p l i ca b l e s  au x E D S  s o n t d é fi n i es  d a n s  l ’ I S O  1 5 7 4 5 –3 : 2 0 0 3 ,  
An n e xe  A e t l ’ I S O  1 5 7 4 5 –4 : 2 0 0 3 ,  An n e xe  C .  Le s  e xte n s i o n s  d e  s écu ri té  s on t d é fi n i es  d an s  
l e s  p a ra g ra p h e s  s u i va n ts.  

8.1 0.1 .2  Défin i tion  d ’un  ensemble  de  configuration  de  sécuri té  

L es  a pp a re i l s  d e  s écu ri té  pe u ven t ê tre  con fi g u ré s  à  p a rti r d e  l a  d é fi n i ti on  d ’ u n  fi ch i e r E D S .  
L es  a pp a re i l s  d e  s é cu ri té  con fi g u rés  vi a  u n  fi ch i e r E D S  d o i ve n t d é fi n i r u n  E n s e m b l e  d e  
co n fi g u ra ti on  d e  s orte  q u e  l e  l og i ci e l  s a ch e  co m m e n t ca l cu l e r l e  S C I D .  U n e  se cti on  
d ’ e n s e m b l e  E D S  n o rm a l i s é  d o i t  pe rm e ttre  d e  d é fi n i r l e s  d i ffére n ts  p a ram è tre s  con te n u s  d a n s  
l ’ E n s e m bl e  d e  con fi g u ra ti o n  d e  sé cu ri té.  U n  ch a m p e t u n  m ot cl é  o n t é té  d é fi n i s  d a n s  l a  
s e cti o n  [C l as s e  d e  pa ra m è tre ]  po u r i d e n ti fi e r l ’ I d  i n s ta n ce  d e  l ’ e n s e m bl e .  U n e  e n tré e  
G e s ti on n ai re  d e  con n e xi on  d oi t  é g a l e m e n t ê tre  u ti l i s é e  p o u r ré fé ren cer ce t e n s e m b l e  s ’ i l  d o i t  
ê tre  con fi g u ra b l e  a vec u n  s e rvi ce  S afe tyO pe n  d e  form e  1 .  

8.1 0.1 .3  CRC  de  configuration   

L e s  a p p a re i l s  d e  s é cu ri té  S N C T e t E D S  d o i ve n t u ti l i s e r l a  m ê m e m é th od e  d e  ca l cu l  d u  
S C C RC .  Le s  ap p are i l s  d e  s é cu ri té  E D S  d o i ven t u ti l i se r C RC - S 4  a vec l a  va l e u r d e  d é p a rt 
d é fi n i e  e n  7 . 1 . 2 . 3 .  L ’ e n tré e  d e  d o n n é es  d e  l ’ a l g o ri th m e  C RC  e s t d é fi n i e  p ar l ’ E n s e m b l e  d e  
co n fi g u ra ti on .  Tou t re m p l i s sa g e  d e  l ’ e n s e m b l e  d e  con fi g u ra ti o n  es t su p pos é  ê tre  n u l  à  d es  
fi n s  d e  ca l cu l  d u  S C C RC .  

8.1 0.1 .4  Cryptage  du  mot de  passe  pour les  apparei ls  EDS 

L e  S N C T e t tou t au tre  l og i ci e l  d e  con fi g u ra ti on  q u i  m e tte n t e n  œu vre  l ’ i n te rface  S N C T d oi ven t 
d i s p ose r d ’ u n e  m é th od e  n orm a l i s é e  d e  cryp tag e  d es  m o ts  d e  p as s e  a pp l i q u é e  p ré a l ab l e m e n t 
à  l e u r pré s e n ta ti on  à  u n  ap p are i l  d e  s é cu ri té .  L es  ou ti l s  l og i ci e l s  q u i  m e tte n t e n  œ u vre  
l ’ i n te rfa ce  S N C T d oi ve n t u ti l i s e r C RC -S 4  a ve c l a  va l e u r d e  d ép a rt d éfi n i e  e n  7 . 1 . 2 . 3 .  

L orsq u ’ u n  m o t d e  pa s s e  cryp té  e s t p l u s  p e ti t  q u e  l e  p aram è tre  d e  m o t d e  p as s e  à  ta i l l e  fi xe ,  l a  
m é th od e  d é cri te  d an s  l e  ca d re  d u  se rvi ce  S e t_P as s word  i n cl u s  d a n s  l a  d é fi n i ti on  d e  l ’ ob j e t 
P rog ra m m e  d e  con trô l e  d e  s écu ri té  d oi t  ê tre  e m p l o yé e .  

8.1 0.2  Extensions  EDS  à  des  fins  de  sécuri té   

8 . 1 0.2 . 1  Sections  supplémentaires  de  classe  d ’objet   

L e  Ta bl ea u  1 0 8  i d e n ti fi e  l es  m ots  cl és  d e  se cti on  u ti l i sé s  pou r pu b l i er l es  i n form a ti on s  d e  l a  
cl a s s e  d ’ ob j e t S écu ri té .  C h a cu n  d es  m ots  cl é  d e  s e cti on  E D S  s u i va n ts  p e u t co n te n i r l e /l e s  
m o t(s )  cl é (s )  d e  l ’ E n tré e  d e  cl a ss e  d ’ ob j e t com m u n e  d é cri t(s )  d a n s  l a  C PF  2 .  Le  ta b l e au  
s u i va n t con ti e n t l e s  n om s  d e s  s ecti on s  d e  l a  cl a s s e  d ’ ob j e t S écu ri té .   
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Tableau  1 08  – Mots  clés  des  sections  de  classe  d ’objet   

Objet  du  C IP  Code  
de  

classe   

Nom  du  mot clé  de  l a  section   

 

Exigé/ 
Facu l tati f 

O b j e t  P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  3 9 h e x  [C l a s s e  P ro g ra m m e  d e  co n trô l e  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  d e  va l i d a ti o n  d e  s é cu ri té  3 Ah e x  [C l a s s e  O b j e t  d e  Va l i d a ti o n  d e  s é cu ri té ]  F a cu l ta ti f 

O b j e t  P o i n t  d e  s o rti e  d i s crè te  d e  s é cu ri té  3 B h e x  [C l a s s e  P o i n t  d e  s o rti e  d i s crè te  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  G ro u p e  d e  s o rti e s  d i s crè te s  d e  
s é cu ri té   

3 C h e x  [C l a s s e  G ro u p e  d e  s o rti e s  d i s crè te s  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  P o i n t  d ’ e n tré e  d i s crè te  d e  s é cu ri té  3 D h e x  [C l a s s e  P o i n t  d ’ e n tré e  d i s crè te  d e  s é cu ri té ]  F a cu l ta ti f 

O b j e t  G ro u p e  d ’ e n tré e s  d i s crè te s  d e  
s é cu ri té   

3 E h e x  [C l a s s e  G ro u p e  d ’ e n tré e s  d i s crè te s  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  S o rti e  d e  ca n a l  d o u b l e  d e  s é cu ri té   3 F h e x  [C l a s s e  G ro u p e  d e  s o rti e s  d i s crè te s  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  P o i n t  d ’ e n tré e  a n a l o g i q u e  d e  
s é cu ri té  

4 9 h e x  [C l a s s e  G ro u p e  d ’ e n tré e s  a n a l o g i q u e s  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  G ro u p e  d ’ e n tré e s  a n a l o g i q u e s  d e  
s é cu ri té  

4 Ah e x  [C l a s s e  G ro u p e  d ’ e n tré e s  a n a l o g i q u e s  d e  
s é cu ri té ]  

F a cu l ta ti f 

O b j e t  E n tré e  a n a l o g i q u e  d e  ca n a l  d o u b l e  
d e  s é cu ri té   

4 B h e x  [C l a s s e  E n tré e  a n a l o g i q u e  d e  ca n a l  d o u b l e  
d e  s é cu ri té ]  

F a cu l ta ti f 

O b j e t  L i a i s o n  S E RC O S  I I I   4 C h e x  [C l a s s e  L i a i s o n  S E RC O S  I I I ]  F a cu l ta ti f 

 

8.1 0.2.2  Extension  de  la  section  [fich ier]  à  des  fins  de  sécuri té  

L es  fi ch i ers  E D S  d é d i é s  à  u n  ap p are i l  d e  s é cu ri té  d oi ve n t ê tre  p roté g é s  p a r u n  C RC .  Le  C RC -
S 4  a vec l a  va l e u r d e  d é p a rt d é fi n i e  e n  7 . 1 . 2 . 3  d o i t  ê tre  u ti l i s é .  

La  val eu r C RC  d e  fi ch i e r E D S  d oi t ê tre  s a i s i e  d an s  l a  s ecti o n  [fi ch i e r]  a vec l e  m o t cl é  d ‘ e n tré e  
“ E D S F i l e C RC = ” .  C e  d e rn i e r d o i t  fi g u rer s u r u n e  s e u l e  l i g n e .  

Le  S N C T d oi t  co n fi rm er l e  C RC  d e  fi ch i e r E D S  a va n t to u te  u ti l i s a ti o n  d u  co n ten u  d u  fi ch i e r te l  
q u e  d écri t  ci -d e ss o u s :   

a )   o u vri r l e  fi ch i e r com m e  u n  fi ch i e r b i n a i re .  C h arg e r l e  fi ch i e r en ti e r d a n s  l a  m ém oi re .  

b )   re ti re r l a  l i g n e  com pl è te  y co m p ri s  l e  retou r ch a ri ot co m po rtan t l ’ en trée  E D S F i l eC RC = ;  

c)   ca l cu l e r l e  C RC  s u r l e  con ten u  re s ta n t d u  fi ch i e r;  

d )   co m p are r l e  C RC  ca l cu l é  a ve c l a  va l eu r d e  l ’ e n tré e  E D S F i l e C RC = .   

Tou s  l es  fi ch i e rs  E D S  d es  a p pa re i l s  d e  s é cu ri té  d o i ve n t com p orte r u n  m o t cl é  e t  u n e  va l eu r 
“E D S F i l e C RC = ” .  S i  l ’ e n tré e  [cl a s s i fi ca ti o n  d e s  a p p a re i l s ]  d écri t  l ’ ap p are i l  co m m e  com p orta n t 
d e s  cap a ci té s  d e  sé cu ri té  e t  s i  l e  m o t cl é  d e  l ’ e n tré e  E D S F i l e C RC =  n ’ e xi s te  pa s ,  l e  S N C T n e  
d oi t  p a s  u ti l i s e r l e  fi ch i e r.  

8.1 0.2 .3  Extension  de  la  section  [classi fication  des  apparei ls]  à  des  fins  de  sécuri té  

Le  fi ch i e r E D S  d é d i é  a u x a p pa re i l s  d e  s écu ri té  d oi t  i n cl u re  u n e  s e cti on  [cl as s i fi ca ti on  d e s  
ap p a re i l s ]  q u i  d oi t  con te n i r l a  l i g n e  s u i va n te :   

C l a s se x =  S écu ri té ;  

où  

x es t u n e  va l e u r d é ci m a l e .  
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Le  m o t cl é  d e  C l a s s e x,  a vec l e  ch a m p  C l a s s i fi ca ti o n  corre s p on d an t a u  ch am p  S é cu ri té,  e s t 
d é fi n i  d a n s  l e  Tab l ea u  1 0 9 .   

Tableau  1 09- Format d ’entrée  de  C lassex de  sécuri té   

Nom  d ’en trée  Numéro  
de  champ 

Type  de  données  Exigé/Facu l tati f 

C l a s s i fi ca ti o n  1  M o t  cl é  d u  ch a m p  E xi g é  

Ré s e rvé  2 , 3  Vi d e   

I n s ta n ce  d e  P o rt  4 , 5 , … n  U I N T C o n d i ti o n n e l a  

a  E xi g é  s i  l ’ a p p a re i l  p re n d  e n  ch a rg e  p l u s  d ’ 1  p o rt  C I P .  

 

La  va l eu r d e  C l as s i fi ca ti o n  d oi t  corres p on d re  à  ce l l e  d e  S écu ri té .  

Le s  ch a m p s  d ’ I n s ta n ce  d e  Port so n t l es  i n s ta n ces  d e  l ’ O b j e t P ort q u i  pre n n e n t e n  ch arg e  l a  
sé cu ri té .  

8.1 0.2 .4 Extension  de  la  section  [ParamClass]  à  des  fins  de  sécuri té  

Le s  ap p are i l s  d e  s écu ri té  d o i ve n t u ti l i s e r l e  m o t cl é  S a fe tyC fg Ass e m b y p ou r i d e n ti fi e r 
l ’ i n s ta n ce  d ’ o b j e t d ’ en s e m b l e  d e  con fi g u ra ti on .  Le  m o t cl é  e st d é fi n i  d an s  l e  Tab l e a u  1 1 0 .  

Tableau  1 1 0  – Mots  clés  de  classes  de  paramètres  

Nom  d ’en trée  Mot  cl é  
d ’ entrée  

Numéro  
de  

champ 

Type  de  
données  

Exigé/Facu l tati f 

I n s ta n ce  
d ’ e n s e m b l e  d e  
s é cu ri té  

S a fe tyC fg A
s s e m b l y 

1  U I N T C o n d i ti o n n e l a  

a  D o i t  ê tre  m i s  e n  œ u vre  p o u r l e s  a p p a re i l s  d e  s é cu ri té  co n fi g u ré s  vi a  u n  fi ch i e r 
E D S  

 

S a fe tyC fg Ass e m b l y –  I d e n ti fi e  l e  n u m é ro  d ’ i n s ta n ce  d e  l ‘ ob j e t d ’ en s em b l e  d e  con fi g u ra ti on  
p ou r l e s  p ara m è tre s  re l a ti fs  à  l a  s é cu ri té  d e  ce t a p pa re i l .   

U n e  e n tré e  d e  m o t cl é  “S a fetyC fg As s e m b y= ”  d oi t  ê tre  p ré vu e  p ou r l es  ap p arei l s  d e  s écu ri té  
con fi g u rés  vi a  u n  fi ch i e r E D S .  C e tte  va l e u r d o i t  ég a l e m en t corre s po n d re  à  u n  m ot cl é  d ’ en trée  
As s e m N  sp é ci fi é  d a n s  l a  s ecti o n  [E n s e m b l e ] .  

8.1 0.2.5  Extension  de  la  section  [Gestionnaire  de  connexion]  à  des  fins  de  sécuri té  

8 . 1 0.2.5.1  Général i tés  

L e prés e n t p a rag ra p h e  d é cri t q u a tre  n o u ve au x m o ts  cl és  d e  s é cu ri té .  Le  Ta b l e a u  1 1 1  
réca p i tu l e  ces  m o ts  cl é s.  
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Tableau  1 1 1  – Nouveaux mots  clés  de  la  section  Gestionnaire  
de  connexion  à  des  fins  de  sécuri té  

Nom  d ’ en trée  Mot  cl é  d ’ en trée  Numéro  de  
champ 

Type  de  
données  

Exigé/Facu l tati f 

C o n n e xi o n s  d e  s é cu ri té  
m a xi m a l e  

M a xS a fe tyC o n n e cti o n s  1  U S I N T F a cu l ta ti f 

C o n n e xi o n s  d ’ e n tré e  d e  
s é cu ri té  m a xi m a l e  

M a xS a fe tyI n p u tC n xn s  1  U S I N T F a cu l ta ti f 

C o n n e xi o n s  d e  s o rti e  d e  
s é cu ri té  m a xi m a l e  

M a xS a fe tyO u tp u tC n xn s  1  U S I N T F a cu l ta ti f 

C o n n e xi o n s  d e  s é cu ri té  
p a r d é fa u t  

    

 I n s ta n ce  d e  co n n e xi o n  1  1  U I N T E xi g é  

 I n s ta n ce  d e  co n n e xi o n  n  N  U I N T C o n d i ti o n n e l  

P ri s e  e n  ch a rg e  d e  
fo rm a t  é te n d u  

E xte n d e d F o rm a t 1  U S I N T F a cu l ta ti f 

 

8.1 0.2.5.2  Connexions  de  sécuri té  maximale  

Le s  ap p arei l s  d e  sé cu ri té  p ren n e n t g én é ra l e m en t e n  ch a rg e  u n  g ra n d  n om bre  d ’ en s e m b l es  
p os s i b l es  q u i  m é l a n g e n t e t  m e tte n t e n  co rre s p on d a n ce  d i ffé re n tes  com b i n a i s on s  d e  d on n ée s  
e t/ou  é ta t E /S .  C e s  ap p a re i l s  com p orte n t con j oi n te m e n t u n e  l i m i te  con ce rn a n t l e  n om b re  d e  
con n e xi on s  E /S  d e  s écu ri té  p ou van t ê tre  é ta b l i e s  à  tou t m om e n t.  Le s  m o ts  cl és  d e  l a  s e cti on  
[G e s ti on n ai re  d e  con n e xi on ]  d é fi n i ss e n t ce s  l i m i te s .  I l  n ’ e xi s te  a u cu n e  l i m i te  s i  l e  fi ch i e r E D S  
n e  co m porte  a u cu n e  e n tré e .  

8.1 0.2.5.3  Connexions  de  sécuri té  par défaut 

I l  e xi s te  s o u ve n t u n  en s e m b l e  d e  co n n exi on s  l e s  p l u s  cou ra m m e n t u ti l i s é e s .  Le s  
d é ve l op pe u rs  d e  prod u i ts  pe u ve n t é ve n tu e l l e m e n t d é fi n i r u n  e n s e m b l e  d e  con n e xi on s  p ar 
d é fau t q u i  p erm e t à  l ’ u ti l i s a teu r d ’ a j o u ter ra p i d e m e n t e t  fa ci l e m e n t ce s  con n e xi on s  à  u n e  
con fi g u ra ti on  d ’ ori g i n e .  L e  m ot cl é  d ’ e n tré e  D e fa u l tS a fe tyC on n e cti on s  sp é ci fi e  q u e l l es  e n tré e s  
d e  g e s ti on n a i re  d e  con n e xi on  con s ti tu e n t ce s  con n e xi on s  “pa r d é fau t” .  

8.1 0.2.5.4 Prise  en  charge  du  format de  sécuri té  

U n  a p p a re i l  q u i  pre n d  e n  ch a rg e  l e  form a t E te n d u  d oi t  d é cl a re r ce tte  p ri s e  e n  ch arg e  e n  
s a i s i s s an t ce  m o t cl é  d an s  l a  s e cti on  G es ti on n a i re  d e  co n n e xi on  d e  s o n  fi ch i e r E D S .  P ar ce tte  
d écl ara ti o n ,  l e s  a l g ori th m es  d e  l o g i ci e l  d e  con fi g u ra ti on  d e  co n n e xi o n  p e u ve n t ê tre  a cti vé s  
p ou r co n fi g u re r u n  n o u ve l  a ttri b u t d e  typ e  d e  form a t d a n s  l ’ ob j e t C on fi g u ra ti on  d e  co n n e xi o n .  
L ors q u ’ u n  fi ch i e r E D S  n e  com porte  p a s  ce  m o t d e  p as s e ,  i l  e s t s u p p os é  q u e  s eu l  l e  form a t d e  
b as e  es t p ri s  en  ch a rg e  (é q u i va l a n t à  S a fe tyF orm a t =  B as e O n l y).  L e s  op ti on s  pos s i b l e s  s on t 
l e s  s u i va n tes :  

•  S a fe tyF orm a t =  1 ;  p ri s e  en  ch a rg e  d u  form a t d e  B as e  u n i q u e m e n t;  

•  S a fe tyF orm a t =  2 ;  p ri s e  en  ch a rg e  d u  form a t E te n d u  u n i q u e m e n t;  

•  S a fe tyF orm a t =  3 ;  p ri s e  en  ch a rg e  d e s  form a ts  d e  B a s e  e t E te n d u .  

8.1 0.2.5.5  Modi fications  et  ajouts  aux champs  Gestionnaire  de  connexion  

8 . 1 0.2.5.5.1  Présentation  générale  des  modifications  et  ajouts  

U n e  e n trée  d e  g e s ti on n ai re  d e  con n e xi on  d oi t  ê tre  d é fi n i e  p ou r ch a q u e  co m p os a n te  d e  
sé cu ri té  à  l a q u e l l e  u n e  co n n e xi o n  p eu t ê tre  é ta b l i e .  L e s  con n e xi on s  d e  s écu ri té  s o n t d é fi n i e s  
e n  u ti l i s a n t l a  s ecti on  G es ti on n a i re  d e  con n e xi on  e xi s ta n te  s p éci fi ée  d a n s  l ’ An n e xe  A d e  
l ’ I S O  1 5 7 4 5-2 : 2 0 0 3  a vec l e s  e xten s i o n s  s u i van te s .  Le  S N C T d oi t  u ti l i s er ch a q u e  e n tré e  p ou r 
p ré s e n ter à  l ’ u ti l i s a te u r u n  e n se m b l e  d ’ op ti on s  d e  co n n e xi on  q u ’ i l  e s t pos s i b l e  d e  ré al i s e r à  
p a rti r d ' u n  po i n t d ' ori g i n e .  
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Le  Ta b l e a u  1 1 2  é n u m è re  l e s  ch a m ps  a ctu el s  d é fi n i s  po u r l a  s ecti on  G e s ti on n ai re  d e  
co n n e xi o n .  

Tableau  1 1 2  – U ti l isation  du  champ Gestionnaire  de  connexion  à  des  fins  de  sécuri té  

Nom  de  champ Numéro  de  
champ 

Type  de  
données  

U ti l i sation  à  des  fins  de  sécuri té  

D é cl e n ch e m e n t 
e t  tra n s p o rt  

1  D WO RD  C l a s s e :  D o i t  ê tre  é g a l e  à  zé ro  

D é cl e n ch e m e n t:  d o i t  ê tre  l ’ a p p l i ca ti o n  

Typ e  d ’ a p p l i ca ti o n  d e  tra n s p o rt:  To u s  typ e s  =  0  

         l e s  p ro d u cte u rs  d o i ve n t  ê tre  E n tré e  u n i q u e m e n t 

         l e s  co n s o m m a te u rs  d o i ve n t  ê tre  P ro p ri é ta i re  e xcl u s i f 

E XE M P L E  

p ro d u cte u rs  ( cl i e n ts ) :  0 2 0 4 0 0 0 1 h e x  

co n s o m m a te u rs  ( s e rve u r) :  8 4 0 4 0 0 0 1 h e x  

P a ra m è tre s  d e  
co n n e xi o n  

2  D WO RD  Ta i l l e  O - à - T:  d o i t  ê tre  u n i q u e m e n t fi xe  

Ta i l l e  T- à - O :  d o i t  ê tre  u n i q u e m e n t fi xe  

O cte ts  p a r i n te rva l l e :  to u j o u rs  i g n o ré  

F o rm a t d e  tra n s fe rt  e n  te m p s  ré e l :   5  =  S é cu ri té  

P ri o ri té :  to u j o u rs  é l e vé e  

Typ e  d e  co n n e xi o n :  

E n tré e s :  M u l ti p o i n ts  o u  p o i n t  à  p o i n t  T-à - O  

              P o i n t  à  p o i n t  O -à -T 

S o rti e s :  P o i n t  à  p o i n t  O - à - T  e t  T- à - O  

E XE M P L E  

E n tré e  m u l ti p o i n ts  ( p ro d u cte u r) :  2 2 6 4 5 5 0 5 h e x  

S o rti e  p o i n t  à  p o i n t  ( co n s o m m a te u r) :  2 2 4 4 5 5 0 5 h e x  

RP I  O -à - T 3  P a ra m  L a i s s e r e n  b l a n c o u  fo u rn i r u n e  ré fé re n ce  P a ra m  p o u r 
d é fi n i r l a  ca p a ci té  d e  l ’ a p p a re i l   

ta i l l e  O - à - T 4  U I N T o u  
P a ra m  

S i  l a i s s é  e n  b l a n c,  a ttri b u ti o n  d e  l a  ta i l l e  à  p a rti r d e  l a  
ré fé re n ce  AS S E M  a s s o ci é e  o u  l e  l o g i ci e l  u ti l i s e  l a  ta i l l e  d e  
C o o rd i n a ti o n  te m p o re l l e   

fo rm a t  O -à -T 5  As s e m  P o u r l e s  co n n e xi o n s  d e  s o rti e  d e  s é cu ri té ,  ce  ch a m p  d o i t  
i n d i q u e r l ’ e n s e m b l e  d e  s o rti e  d e  s é cu ri té  a u q u e l  l a  
co n n e xi o n  e s t  a s s o ci é e .  P o u r l e s  co n n e xi o n s  d ’ e n tré e  d e  
s é cu ri té ,  ce  ch a m p  d o i t  ê tre  vi d e  

RP I  T- à - O  6  P a ra m  L a i s s e r e n  b l a n c o u  fo u rn i r u n e  ré fé re n ce  P a ra m  p o u r 
d é fi n i r l a  ca p a ci té  d e  l ’ a p p a re i l   

ta i l l e  T- à - O  7  U I N T o u  
P a ra m  

S I  l a i s s é  e n  b l a n c,  a ttri b u ti o n  d e  l a  ta i l l e  à  p a rti r d e  l a  
ré fé re n ce  AS S E M  o u  l e  l o g i ci e l  u ti l i s e  l a  ta i l l e  d e  
C o o rd i n a ti o n  te m p o re l l e   

F o rm a t T- à - O  8  As s e m  P o u r l e s  co n n e xi o n s  d ’ e n tré e  d e  s é cu ri té ,  ce  ch a m p  d o i t  
i n d i q u e r l ’ e n s e m b l e  d ’ e n tré e  d e  s é cu ri té  a u q u e l  l a  
co n n e xi o n  e s t  a s s o ci é e .  P o u r l e s  co n n e xi o n s  d e  s o rti e  d e  
s é cu ri té ,  ce  ch a m p  d o i t  ê tre  vi d e  

ta i l l e  co n fi g  #1  9  U I N T o u  
P a ra m  

P e u t  ê tre  u ti l i s é  é ve n tu e l l e m e n t  

fo rm a t  co n fi g  #1  1 0  P a ra m  o u  
As s e m  

P e u t  ê tre  u ti l i s é  é ve n tu e l l e m e n t  

ta i l l e  co n fi g  #2  1 1  U I N T o u  
P a ra m  

Ta i l l e  d e  l ’ e n s e m b l e  d e  co n fi g u ra ti o n  l o rs q u e  l ’ a p p a re i l  
p re n d  e n  ch a rg e  l a  co n fi g u ra ti o n  vi a  l e  s e rvi ce  S a fe tyO p e n  
d e  fo rm e  1   

fo rm a t  co n fi g  #2  1 2  P a ra m  o u  
As s e m  

C e  ch a m p  p e u t  i n d i q u e r q u e l  e n s e m b l e  co n ti e n t  l e s  
d o n n é e s  d e  co n fi g u ra ti o n  S a fe tyO p e n  d e  fo rm e  1  
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Nom  de  champ Numéro  de  
champ 

Type  de  
données  

U ti l i sation  à  des  fins  de  sécuri té  

C h a în e  d e  n o m  
d e  co n n e xi o n  

1 3  M a tri ce  
E d s _C h a r 

N o m  u n i q u e  p e rm e tta n t  à  u n  u ti l i s a te u r d ’ i d e n ti fi e r 
l ’ e n s e m b l e  d ’ a p p l i ca ti o n  a u q u e l  ce tte  i n s ta n ce  e s t  
a s s o ci é e  

C h a în e  d ' a i d e  1 4  M a tri ce  
E d s _C h a r 

M e s s a g e  d ’ a i d e  à  l ’ u ti l i s a te u r re l a ti f à  l ’ u ti l i s a ti o n  d e  l a  
co n n e xi o n  

C h e m i n  d e  
d o n n é e s  

1 5  M a tri ce  
E d s _C h a r 

C h e m i n  co m p l e t  co n s ti tu é  d e s  ch e m i n s  C o n fi g . ,  
C o n s o m m é  e t  P ro d u i t.  D e s  ch e m i n s  n u l s  s o n t  i n s é ré s  a u x 
p o i n ts  o ù  i l  n ’ e xi s te  a u cu n  ch e m i n  ( vo i r l e s  fo rm a ts  
p o s s i b l e s  ci - d e s s o u s )  

AS YN C 1  1 6  U S I N T I l  s ’ a g i t  d ’ u n  ch a m p  e xcl u s i f F S C P  2 /1   

S ’ a p p l i q u e  u n i q u e m e n t a u x co n n e xi o n s  d e  p ro d u cti o n .  I l  
co n vi e n t  q u e  l e  ch a m p  s o i t  vi d e  p o u r l e s  co n n e xi o n s  d e  
co n s o m m a ti o n .  U ti l i s é  p o u r ca l cu l e r l e  te m p s  d e  ré a cti o n  
d u  ré s e a u  

N o m b re  m a xi m a l  
d e  
co n s o m m a te u rs  
a  

1 7  U S I N T I l  s ’ a g i t  d ’ u n  ch a m p  e xcl u s i f F S C P  2 /1   

L o rs q u e  l e s  a p p a re i l s  d e  s é cu ri té  s o u h a i te n t d é fi n i r d e s  
co n n e xi o n s  m u l ti p o i n ts  e t  n é ce s s i te n t  d e  l i m i te r l e  n o m b re  
m a xi m a l  d e  co n s o m m a te u rs  à  u n e  va l e u r i n fé ri e u re  à  l a  
va l e u r m a xi m a l e  p a r d é fa u t  d e  1 5 ,  ce  ch a m p  p e u t  d é fi n i r l a  
l i m i te  d e  p ro d u i t.  S i  ce  ch a m p  e s t  vi d e ,  l e  S N C T d o i t  
to u j o u rs  u ti l i s e r l a  va l e u r p a r d é fa u t  d e  1 5  p o u r l e  n o m b re  
m a xi m u m  d e  co n n e xi o n s  m u l ti p o i n ts .  C e  ch a m p  p e u t  ê tre  
l a i s s é  vi d e  p o u r l e s  co n n e xi o n s  p o i n t  à  p o i n t.  Vo i r 7 . 7 . 5 . 1 1  
( M a x_C o n s u m e r_N u m b e r)  p o u r l a  d é fi n i ti o n  d e s  va l e u rs  
l é g a l e s  a p p l i ca b l e s  à  ce  ch a m p  

a  C e  ch a m p  e s t  d é fi n i  u n i q u e m e n t  p o u r l e s  s p é ci fi ca ti o n s  re l a ti ve s  à  l a  s é cu ri té  e t  d o i t  ê tre  s o i t  vi d e ,  s o i t  o m i s  
p o u r l e s  i n s ta n ce s  d e  g e s ti o n n a i re  d e  co n n e xi o n  n o n  re l a ti ve s  à  l a  s é cu ri té .  

 

8.1 0.2.5.5.2  Champ Déclenchement et  transport 

L es  a p pa re i l s  d e  s écu ri té  d é fi n i ss e n t s i  u n e  co n n e xi o n  es t u n e  con n e xi o n  d e  p rod u cti on  
(cl i e n t)  ou  d e  con s om m a ti o n  ( s erve u r)  p a r l e  re m p l i s s ag e  d e  ce  ch a m p .  L es  a u tre s  p arti es  d u  
ch am p  com p o rte n t l es  d é fi n i ti on s  fi xe s  ci -d e s s ou s :  

•  C l a s s e :  tou j o u rs  0 ;  

•  D écl e n ch e m e n t:  tou j o u rs  p ar l ’ a pp l i ca ti o n ;  

•  Typ e  d e  Tra n s p ort:  Tou s  typ e s  =  0 .  

8.1 0.2.5.5.3  Champ de  paramètres  de  connexion  

C e  ch a m p  p e rm e t a u x a p pa re i l s  d e  s é cu ri té  d e  d é fi n i r l e s  typ es  d e  con n e xi o n s  pos s i b l e s  p ou r 
u n e  co n n e xi o n  d on n é e .  Tou s  l es  a u tre s  ch a m ps  p ré s e n ten t d e s  va l eu rs  fi xes .  L e  Ta bl e a u  1 1 3  
fou rn i t  l es  se u l e s  va l e u rs  va l i d e s  p ou r l e s  ap p are i l s  d e  s é cu ri té .   

Tableau  1 1 3  – Paramétrages  du  champ de  paramètres  
de  connexion  à  des  fins  de  sécuri té  

Type  de  connexion  Paramétrage  des  paramètres  de  connexion  

C o n n e xi o n  d ’ e n tré e  d e  p ro d u cti o n  ( cl i e n t)  2 2 6 4 5 5 0 5 h e x  o u  2 2 4 4 5 5 0 5 h e x  ( a u cu n e  co n n e xi o n  m u l ti p o i n ts )  

C o n n e xi o n  d e  s o rti e  d e  co n s o m m a ti o n  
( s e rve u r)  

2 2 4 4 5 5 0 5 h e x 

 

8.1 0.2.5.5.4 Champ Chemin  de  données  

. L ’ I E C  6 1 1 5 8 -6 -2  d é fi n i t  u n e  m é th od e  d e  ré a l i s a ti on  d ’ u n  ch e m i n  d ’ ap p l i ca ti o n  d a n s  u n  s ervi ce  
F orwa rd O p en  p ou r 3  ré fé re n ce s :  u n e  ré fé re n ce  p ou r l a  con fi g u ra ti o n ,  u n e  ré fé re n ce  p ou r l e s  
d on n é es  con s om m é e s  e t u n e  ré fé re n ce  p ou r l e s  d on n é es  pro d u i te s .  L ’ i n trod u cti on  d e  
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ch e m i n s  N U LL  p o u r l a  s écu ri té  s ’ a ccom p ag n e d ’ e xi g e n ce s  s u pp l é m en ta i re s  en  m ati è re  d e  
sé cu ri té .  

8.1 0.2 .5.5.5  Champ ASYNC  

Ce  p a ra m è tre  e s t n é ces s a i re  au  ca l cu l  correct d u  te m ps  d e  ré acti o n  d e  ré se a u  p ou r u n e  
co n n e xi o n  d e  s é cu ri té .  C e  pa ra m è tre  d i ffè re  g é n é ra l e m e n t p o u r l e s  con n e xi o n s  d ’ e n trée  e t d e  
so rti e ,  m a i s  d é pe n d  d e  l a  con ce p ti on .  L a  s ecti on  G es ti on n a i re  d e  con n e xi on  d es  co n n e xi on s  
d e  p rod u cti on  (cl i e n t)  d oi t  com p orte r ce  ch a m p .  L es  a p p a re i l s  d e  p rod u cti on  a ve c d e s  
co n n e xi o n s  d ’ e n tré e  d o i ve n t d é fi n i r u n e  va l e u r AS YN C  p o u r ce s  con n e xi on s  e t  l es  a pp a re i l s  
d e  prod u cti o n  a vec d es  co n n e xi o n s  d e  s orti e  (c’ es t-à -d i re  d es  a p p a re i l s  l og i q u es  o u  d es  
scru ta te u rs )  d oi ven t d é fi n i r u n e  va l eu r AS YN C  p o u r ce s  m ê m es  con n e xi o n s .  Le  l og i ci e l  i g n ore  
tou te  va l eu r fo u rn i e  a ve c l es  con n e xi on s  d e  con so m m a ti on  (s e rve u r) .  S i  u n  p a ra m è tre  AS YN C  
n ’ e s t p as  d é fi n i  d a n s  u n e  con n e xi on  d e  pro d u cti on ,  l e  l og i ci e l  d o i t  u ti l i s er u n e  val e u r p a r 
d é fa u t d u  cas  l e  p l u s  d é fa vora b l e  d e  1 .  Le s  va l e u rs  d u  p a ra m è tre  AS YN C  s o n t l es  su i va n te s :   

•  AS YN C  =  0  =  s yn ch ro n e ;  

•  AS YN C  =  1  =  as yn ch ron e .  

8.1 1  Exigences  pour le  profi l  CP  2/2  

8. 1 1 .1  Règles  EPI  appl icables  aux messages  de  sécuri té  acheminés  via  CP  2/2  

Le s  p a q u e ts  d e  s écu ri té  q u i  d oi ve n t ê tre  a ch e m i n és  vi a  C P  2 /2  co m p orte n t ce rta i n es  
res tri cti o n s  b as é es  s u r l e  form a t d e  s é cu ri té  u ti l i s é  p ou r l ’ é ta b l i s s e m e n t d e  l a  con n e xi on .   

Le s  con n e xi on s  d e  s é cu ri té  q u i  u ti l i s e n t l e  form at d e  b a s e  e t q u i  s on t ach e m i n ée s  vi a  C P 2 /2  
so n t l i m i té e s  à  d es  E PI  i n fé ri e u rs  à  1 0 0  m s .  La  m é th o d e  d ’ ap p l i ca ti on  e ffe cti ve  d e  ce tte  
res tri cti o n  re l è ve  d ’ u n e  d éci s i o n  s p é ci fi q u e  a u  fo u rn i s se u r.  P a r e xe m p l e ,  l a  res tri cti on  p e u t 
ê tre  a p p l i q u ée  d a n s  l e  l og i ci e l  d e  con fi g u ra ti o n  d ’ ori g i n e  ou  d a n s  l e s  co n trô l es  d e  
l ‘ é tab l i s s e m e n t d e  con n e xi o n  d ’ ori g i n e .  Le s  fou rn i s s e u rs  s o n t ch arg é s  d e  s ’ as s u re r d e  l a  m i s e  
e n  p l a ce  d es  res tri cti o n s  a pp ropri é es .    

Le s  co n n e xi o n s  d e  s é cu ri té  q u i  u ti l i se n t l e  form a t E te n d u  pe u ve n t u ti l i s e r l a  p l a g e  su p éri e u re  
d e  1  0 0 0  m s.  

8.1 1 .2  Service  E/S  de  sécuri té  par défaut 

Le s  co n n e xi o n s  d e  s é cu ri té  pre n n en t e n  ch a rg e  ta n t l es  typ es  d e  con n e xi on  p oi n t à  po i n t q u e  
m u l ti p o i n ts ,  m a i s  E th erN e t/I P  com p orte  d e  n om breu s es  com p l i ca ti o n s  s ys tè m e  l ors  d e  
l ‘ ap p l i ca ti o n  d e  s e rvi ce s  M u l ti cas t (m u l ti d e s ti n a ta i res ) .  I l  es t vi ve m e n t recom m a n d é  q u e  l ors  
d e  l a  co n fi g u ra ti on  d e  co n n e xi o n s  d e  s é cu ri té  d an s  u n  p oi n t d ' ori g i n e ,  i l  con vi e n t q u e  l e  
l og i ci e l  d e  co n fi g u ra ti on  d e  s é cu ri té  p rés e n te  u n e  co n n e xi o n  p o i n t à  p oi n t com m e  l e  s e rvi ce  
p a r d é fa u t p ou r tou te s  l es  con fi g u ra ti on s  d e  s é cu ri té .  I l  con vi en t q u e  l ’ u ti l i s a te u r a i t  l a  
p os si b i l i té  d e  ch o i s i r l a  co n n e xi o n  M u l ti po i n ts ,  m a i s  i l  co n vi en t d ‘ u ti l i s e r u n e  co n n e xi o n  p o i n t à  
p oi n t s i  ce  ch oi x n ’ e s t p as  sp é ci fi q u e m en t e ffe ctu é .   

I l  con vi e n t q u e  l e s  a p pa re i l s  C P  2 /2  d e  sé cu ri té  e n vi s ag e n t l ’ a j ou t d ’ u n e  p ri s e  e n  ch a rg e  d e  
p l u s i e u rs  con n e xi on s  p oi n t à  p oi n t a vec l e  m ê m e  e n s em b l e  d ’ e n tré e  d e  s é cu ri té  a fi n  d e  
fa ci l i te r d a va n ta g e  l ’ u ti l i s a ti on  d ’ u n e  co n n e xi o n  p oi n t à  p oi n t.  

8.1 1 .3  Dupl ication  de  détection  IP  

L es  a p pa re i l s  d e  s écu ri té  p l a cé s  s u r C P  2 /2  d oi ve n t p re n d re  e n  ch a rg e  l e  m é can i s m e  d e  
d é tecti on  d e  co n fl i t  d ’ a d res s e  I P v4  d é fi n i  d a n s  l e  p ro fi l  C P  2 /2 .  

8.1 1 .4 Priori té  pour l es  connexions  de  sécuri té  

L es  a p p arei l s  d e  s é cu ri té  C P  2 /2  d oi ve n t u ti l i s er l e  p ro g ra m m e  d e  q u a l i té  d e  s e rvi ce  C P  2 /2  
n orm a l i s é ;  vo i r l ’ I E C  6 1 1 5 8 -5 -2  p o u r l e s  d é ta i l s  d e  m i s e  e n  œu vre .  L e s  a p pa re i l s  d e  s écu ri té  
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C P  2 /2  d oi ve n t m ettre  e n  œu vre  l e s  s e rvi ce s  Q oS  e t pre n d re  e n  ch a rg e  l e  m a rq u a g e  d e  
p ri ori té  vi a  d es  p oi n ts  d e  co d e  D i ffS erv (D S C P ) .  L es  a p pa re i l s  d e  s écu ri té  C P  2 /2  d o i ve n t 
u ti l i s e r l a  p ri ori té  « ord on n an cé e»  com m e  l a  p ri ori té  p a r d é fa u t p ou r l e s  a pp a re i l s  E /S .  

8.1 2  Exigences  pour le  profi l  CP  2/3  

8. 1 2.1  Attribution  des  identi fiants  CP  2/3  

8. 1 2.1 . 1  Général i tés  

Lors  d u  p roces s u s  d e  co n n e xi o n  d ’ u n  se rvi ce  S a fe tyO p e n  C P  2 /3 ,  l e  p aq u e t d ’ u n i té s  
d i s p on i b l e  d ’ i d e n ti fi a n ts  d e  g rou p e  1  C P  2 /3  d o i t  a ttri b u er d es  i d e n ti fi a n ts  d e  s écu ri té .   

Le s  rè g l e s  d é fi n i e s  d e  8 . 1 2 . 1 . 2  à  8 . 1 2 . 1 . 1 0  d o i ve n t ê tre  m i s e s  e n  œu vre  p ou r l ’ a ttri b u ti on  
d ’ i d e n ti fi a n ts  d e  con n e xi o n ,  e t ce ,  pou r p ro té g e r ce s  d e rn i e rs .  

8.1 2.1 .2  Algori thme CP  2/3  de  base  (modèle  général )  

Le s  p oi n ts  d ' ori g i n e  d e  co n n e xi o n  d e  sé cu ri té  d o i ve n t d e m an d er i n i ti a l em e n t à  l a  ci b l e  ( vi a  l e  
se rvi ce  S a fe tyO p en )  d ’ a ttri b u er u n ,  d e u x ou  tro i s  i d e n ti fi a n ts  s e l o n  l e s  règ l e s  é n on cé es  d an s  
l e  Tab l e a u  1 1 4 .  

Tableau  1 1 4 – Règles  d ’attribution  d ’ ID  CP  2/3  

Type  de  connexion  (Premier)  sau t 
i n termédiai re  

Dern ier saut  
(un iquement)  

1 ère  ten tati ve  

Dern ier sau t  
(un iquement)  

2 e  ten tati ve  

Dern ier saut  
(un iquement)  

3 e  ten tati ve  

P o i n t  à  p o i n t  T  ⇒  O :  Ro u te u r ci b l e  

O  ⇒  T:  P o i n t  
d ' o ri g i n e  o u  ro u te u r 
d ’ o ri g i n e  

T  ⇒  O :  C i b l e  

O  ⇒  T :  C i b l e  

An o m a l i e  d e  
co n n e xi o n ,  

L a  co n n e xi o n  n e  p e u t 
p a s  ê tre  é ta b l i e  

An o m a l i e  d e  
co n n e xi o n ,  

L a  co n n e xi o n  n e  
p e u t  p a s  ê tre  
é ta b l i e  

M u l ti p o i n ts  T  ⇒  O  

( typ i q u e ;  m o d u l e  
d ’ e n tré e ,  é ta t  d e  
m o d u l e  d e  s o rti e )  

T  ⇒  O :  Ro u te u r ci b l e  

O  ⇒  T :  P o i n t  
d ' o ri g i n e  o u  ro u te u r 
d ’ o ri g i n e  

TC :        Ro u te u r 
ci b l e  

T  ⇒  O :  C i b l e  

O  ⇒  T :  
C o n d i ti o n n e l  

TC :        C i b l e  

T  ⇒  O :  C i b l e  

O  ⇒  T :  P o i n t  d ' o ri g i n e  
( s i  l a  p re m i è re  
d e m a n d e  é ta i t  l a  ci b l e )  

TC :        C i b l e  

An o m a l i e  d e  
co n n e xi o n ,  

L a  co n n e xi o n  n e  
p e u t  p a s  ê tre  
é ta b l i e  

M u l ti p o i n ts  O  ⇒  T  T  ⇒  O :  Ro u te u r ci b l e  

O  ⇒  T:  P o i n t  
d ' o ri g i n e  o u  ro u te u r 
d ’ o ri g i n e  

TC :  P o i n t  d ' o ri g i n e  
o u  ro u te u r d ’ o ri g i n e  

T  ⇒  O :  C i b l e  

O  ⇒  T :  P o i n t  
d ' o ri g i n e  

TC :  P o i n t  d ' o ri g i n e  
o u  ro u te u r d ’ o ri g i n e  

T  ⇒  O :  P o i n t  d ' o ri g i n e  

O  ⇒  T:  P o i n t  d ' o ri g i n e  

TC :  P o i n t  d ' o ri g i n e  o u  
ro u te u r d ’ o ri g i n e  

An o m a l i e  d e  
co n n e xi o n ,  

L a  co n n e xi o n  n e  
p e u t  p a s  ê tre  
é ta b l i e  

 

C eci  es t réa l i s é  pa r l ’ i n s e rti on  d es  i d e n ti fi an ts  0 xF F F F F F F F  d a n s  l a  d em a n d e  S a fe tyO p en  
tra n s m i s e  à  l a  ci b l e .   

S i  u n e  ci b l e  d e  sé cu ri té  n e  pe u t ou  re fu se  d ’ a ttri b u e r l e  ou  l e s  i d e n ti fi a n ts ,  e l l e  d oi t  ré p on d re  à  
l a  d em a n d e  S a fe tyO p e n  p ar u n  é ta t d ’ e rre u r g é n é ra l e  0 x0 1  ave c u n  é ta t é te n d u  0 x0 3 1 F ,  q u i  
i n d i q u e  l ’ ab s e n ce  d e  re ss o u rces  d e  co n n e xi o n .   

Le  p o i n t d ' ori g i n e  reço i t  l a  ré p on s e  S a fe tyO p en .  

S i  l a  ci b l e  a  a ttri b u é  d es  i d e n ti fi a n ts  à  p arti r d e  s o n  p aq u e t d ’ u n i té s ,  e l l e  d oi t  l e s  i n té g rer d a n s  
l a  rép o n s e  s a ti s fa i s a n te  S a fe tyO pe n .     

Le  p o i n t d ’ ori g i n e  a ccep te  ce s  i d e n ti fi a n ts  e t  l a  con n e xi on  e s t réa l i s ée .  
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S i  l a  ci bl e  n ’ a  p a s  a ttri bu é  d ’ i d e n ti fi a n ts  à  pa rti r d e  s on  p a q u e t d ’ u n i té s ,  l e  p oi n t d ’ ori g i n e  a  l a  
p os s i b i l i té  d ’ a ttri b u e r d e s  i d en ti fi a n ts  à  p a rti r d e  s on  prop re  pa q u e t d ’ u n i té s .  S i  l e  p o i n t 
d ’ o ri g i n e  a ttri b u e  l e  o u  l e s  i d e n ti fi a n ts ,  i l  d oi t  a ch e m i n e r ces  d on n ée s  ve rs  l a  ci b l e  ( vi a  u n  
se con d  s e rvi ce  S a fe tyOp e n ) .  

S i  l e  p o i n t d ’ o ri g i n e  n e  p e u t o u  re fu s e  d ’ a ttri b u e r u n  i d e n ti fi a n t,  l a  con n e xi on  n e  p eu t p as  ê tre  
é tab l i e .  

8.1 2.1 .3  Cas  1  ( la  cible  attribue  des  identi fiants)  

C e  p re m i e r s cé n a ri o  e xi g e  d u  p oi n t d ’ ori g i n e  q u ’ i l  d em a n d e  à  l a  ci b l e  d ’ a ttri b u e r l es  
i d e n ti fi a n ts  d e  con n e xi on ,  l a  ci b l e  a cce p tan t ce tte  d e m a n d e .  

Le  p oi n t d ' ori g i n e  d e  con n e xi on  d e m a n d e  à  l a  ci b l e  ( vi a  l e  s e rvi ce  S a fe tyO p en )  d ’ a ttri b u e r u n ,  
d e u x o u  tro i s  i d e n ti fi a n ts .  

•  La  ci bl e  con s en t à  a ttri b u er l e (s )  i d en ti fi a n t(s )  e t ré p on d  d e  m a n i è re  s a ti s fa i sa n te  à  l a  
d e m an d e  S a fe ty O p e n .  

•  L e  p o i n t d ’ ori g i n e  reço i t  l a  ré po n s e  S a fetyO p e n  e t a ccep te  ces  i d en ti fi an ts ,  l a  con n exi on  
es t a i n s i  ré al i s é e .  

8.1 2.1 .4 Cas  2  ( la  cible  ne  peut pas  attribuer d ’ identi fiants)  

C e  s eco n d  scé n ari o  e xi g e  d u  po i n t d ’ o ri g i n e  q u ’ i l  d em a n d e  à  l a  ci b l e  d ’ a ttri b u e r l e s  i d e n ti fi a n ts  
d e  con n e xi on ,  l a  ci b l e  n e  pou va n t tou te foi s  y s ou s cri re  ou  re fu s a n t ce tte  d em a n d e .  

•  L e  p oi n t d ’ ori g i n e  d e  con n e xi on  d em a n d e  à  l a  ci b l e  ( vi a  l e  se rvi ce  S a fe tyO p en )  d ’ a ttri b u e r 
u n ,  d e u x ou  tro i s  i d e n ti fi a n ts  ( i d e n ti fi a n t =  0 xF F F F F F F F ) .  

•  L a  ci bl e  ch o i s i t  d e  n e  p a s  a ttri b u e r l e  ou  l es  i d e n ti fi a n ts  e t  ré po n d  à  l a  d e m a n d e  
S a fe tyO p e n  p a r u n  cod e  d ’ erre u r g é n éral e  0 x0 1  a ve c u n  é ta t é ten d u  0 x0 5 ,  q u i  i n d i q u e  
l ’ a bs e n ce  d e s  re ss ou rces  n é ces s a i res .   

•  L e  p oi n t d ’ ori g i n e  reço i t  l a  ré p on s e  S a fe tyO p en ,  co n s ta te  q u e  l a  ci b l e  n e  p e u t p as  a ttri b u e r 
d ’ i d e n ti fi a n ts ,  p u i s  ch oi s i t  d ’ a ttri bu e r ce s  m êm es  i d e n ti fi an ts  à  p a rti r d e  s on  p rop re  p a q u e t 
d ’ u n i té s .    

•  L e  p oi n t d ’ ori g i n e  con s ti tu e  a l o rs  u n  se con d  s e rvi ce  S afe tyO pe n  a vec l e s  i d e n ti fi an ts  
s p éci fi é s .  

•  L a  ci b l e  acce p te  ce  s e rvi ce  S a fe tyO p en  e t l a  con n e xi on  e s t réa l i s ée .  

8.1 2.1 .5  Cas  3  ( le  point d ’orig ine  attribue  des  identi fiants)  

C e  tro i s i è m e  scé n a ri o  e xi g e  d u  p oi n t d ’ o ri g i n e  q u ’ i l  d éci d e  d ’ a ttri b u e r s e s  p ropres  i d e n ti fi a n ts  
a vec s o l l i ci ta ti o n  d e  l a  ci b l e .  

•  L e  p oi n t d ’ ori g i n e  d e  con n e xi on  a ttri b u e  l es  i d en ti fi a n ts  d e  s on  p a q u e t d ’ u n i té s  e t sa i s i t 
ces  val eu rs  d a n s  l e  s e rvi ce  S a fe tyO p e n  tra n sm i s  e n s u i te  à  l a  ci b l e .   

•  L a  ci b l e  a cce p te  ce  s e rvi ce  S a fetyOp e n  e t rép on d  d e  m an i ère  s a ti s fa i s a n te .  

•  L e  po i n t d ’ ori g i n e  re ço i t  l a  ré p on s e  S a fe tyO p en  e t l a  co n n e xi on  es t ré a l i sé e .  

8.1 2.1 .6  Ordre  d ’attribution  des  MSGID  

C o m m e  i n d i q u é  ci -d es s u s ,  ch a q u e  n œ u d  com p orte  u n  n om b re  to ta l  d e  1 2  i d e n ti fi a n ts  d e  
g rou p e  1  pou va n t ê tre  u ti l i s és  po u r l e s  con n e xi on s  d e  s écu ri té .  La  rè g l e  s u i va n te  d ’ a ttri b u ti on  
d es  i d e n ti fi an ts  d o i t  ê tre  su i vi e  a fi n  d ’ as s u rer u n e  ce rta i n e  coh é re n ce  e n tre  l es  p ro d u cte u rs  e t 
l es  co n s om m a te u rs .  Le  prem i er M S G I D  d e va n t ê tre  a ttri b u é  d o i t  com m e n cer à  l a  va l e u r 
d i s p on i b l e  l a  p l u s  él e vé e  e t é vo l u e r ve rs  l e  ba s .  

Ai n s i ,  l e  p re m i e r M S G I D  s era i t  B ( h e x)  o u  1 0 1 1 (b i n a i re ) ,  e t  l e  s u i va n t s erai t  A( h e x)  ou  
1 0 1 0 (b i n a i re ) .  
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8.1 2.1 .7   Règ les  d ’attribution  des  ID  de  connexion  

Le s  rè g l e s  su i va n te s  d ’ a ttri b u ti on  d es  I D  C P  2 /3  d o i ve n t ê tre  s u i vi es  p a r l es  ci bl e s ,  p oi n ts  
d ' ori g i n e  e t p on ts  d e  s écu ri té .  C e s  rè g l e s  pré voi e n t l ’ a ttri bu ti on  d ’ I D  re p rod u cti b l es  p ou r u n  
s ys tè m e  a ve c l e q u e l  u n  s e u l  o u  au cu n  rou te u r n ’ es t co n n e cté  a u  C P  2 /3 ,  e t  où  l e s  I D  n on  
u ti l i s és  d es  a pp a re i l s  ci b l e s  s on t tra n sm i s  a u x p on ts .  D a n s  l a  m e s u re  où  u n e  re s s ou rce ,  à  
sa voi r l e  rou te u r,  e s t a u tori s é e  à  s ol l i ci te r ce s  re ss ou rces ,  i l  co n vi e n t q u ’ e l l e  fo n cti on n e  
co rre cte m e n t.  To u te  te n ta ti ve  d ’ e xten s i o n  d e  cette  fon cti o n n a l i té  à  d ’ au tres  p oi n ts  d ' ori g i n e  
p e u t tou te foi s  a b ou ti r à  u n e  s i tu a ti o n  où  u n e  m i s e  s ou s  te n s i on  re p ro d u cti b l e  n ’ es t pa s  
réa l i s ab l e .  

•  Rè g l e  1 :  tou s  l es  p o i n ts  d ' ori g i n e  m u l ti p oi n ts  e n  l i a i s on  fo u rn i ss e n t l e  troi s i è m e I D  d e  
g rou pe  1  l ors  d e  l ’ é ta b l i s s e m e n t d ’ u n e  con n e xi on .  

•  Rè g l e  2 :  tou s  l e s  p o i n ts  d ' ori g i n e  d e  con n exi on  m u l ti p oi n ts  h ors  l i a i s on  (rou te u rs )  
s o l l i ci te n t l e  tro i s i è m e  I D  d e  g rou p e  1  a u près  d e  l a  ci b l e   

•  Rè g l e  3 :  L es  I D  d e  g ro u pe  1  d e s  ci b l e s  s o n t ré p arti s  en  2  type s ,  rés e rvé s  e t l i bre s :  

– L es  I D  ré s e rvés  é q u i va l e n t à  2  ×  l e  n om b re  m a xi m a l  d e  con n e xi o n s  d e  sé cu ri té  q u ’ u n  
a pp a re i l  p eu t p re n d re  e n  ch a rg e .  L e  n om b re  m a xi m a l  d e  con n e xi on s  e s t s p é ci fi é  
l ors q u ’ u n  a pp a re i l  e s t con fi g u ré .  

– L e  n o m bre  d ’ I D  l i b res  es t é g a l  à  I D  d e  g ro u pe  1  m a x.  ( 1 2 )  – I D  ré s ervé s .   

– D a n s  l a  p l u p art d e s  a pp a re i l s  ci b l e s ,  ce ci  pe u t ê tre  u n e  va l e u r pa r d é fa u t e t i l  n ’ es t 
j a m a i s  n é ces s a i re  q u e  l ’ u ti l i s a te u r l a  m od i fi e .  

•  Rè g l e  4 :  ch aq u e  ci b l e  fou rn i t  2  I D  d e  g rou p e  1  rés e rvé s  a u x p oi n ts  d ' ori g i n e  m u l ti po i n ts  ou  
p oi n t à  p oi n t j u s q u ’ à  l ’ ép u i s e m e n t d e  s es  I D  rés e rvé s .  U n e  foi s  se s  I D  rés e rvé s  é pu i sé s ,  l a  
ci b l e  re j e tte  l es  d e m a n d es  d ’ é ta b l i s s e m e n t d e  n ou ve l l es  con n e xi on s .  E l l e  p e rm e t tou tefoi s  
a u x po i n ts  d ' ori g i n e  d e  te n te r d ’ é ta bl i r u n e  co n n e xi o n  m u l ti p o i n ts  à  d e s  p rod u cti on s  
m u l ti p o i n ts  d é j à  é ta b l i es .  

•  Rè g l e  5 :  ch a q u e  ci b l e  fou rn i t  l e  tro i si è m e  I D  d e  g rou p e  1  a u x p oi n ts  d ' ori g i n e  m u l ti p oi n ts  à  
p arti r d e  s on  p a q u e t d ’ u n i tés  l i bre .  U n e  fo i s  l e  p a q u e t d ’ u n i té s  é pu i sé ,  l a  ci b l e  re j e tte  l a  
d em a n d e  e t i l  e s t n éce s s a i re  q u e  l e  po i n t d ’ ori g i n e  fou rn i s s e  l e  troi s i èm e  I D .  

8.1 2.1 .8  Connexions  de  messages  point  à  point 

L’ a l g ori th m e  d e  ba s e  d écri t  d e  8 . 1 2 . 1 . 2  à  8 . 1 2 . 1 . 7  s ’ a p p l i q u e  à  ces  type s  d e  con n e xi on .  

8.1 2.1 .9  Connexions  de  messages  mul tipoints  

Le s  p rod u cte u rs  m u l ti poi n ts  d o i ve n t a ttri b u er u n  i d e n ti fi a n t d e  l eu r p ro pre  p a q u e t d ’ u n i tés ,  
c’ e s t-à -d i re  q u e  l e  M AC I D  s ou rce  d o i t  ê tre  ce l u i  d u  p rod u cte u r.  L es  p rod u cte u rs  m u l ti p oi n ts  
d oi ven t re fu s e r tou te  d em a n d e  d e  co n n e xi o n  q u i  te n te  d ’ a ttri bu e r d es  I D  pou r s es  d on n é es  
p rod u i tes  ou  d e  correcti on  te m p ore l l e .  L e  con s o m m a te u r m u l ti d es ti n a ta i re s  p eu t a p p l i q u e r 
l ’ a l g ori th m e  d e  b a s e  d é cri t  ci -d es s u s.  

8.1 2.1 . 1 0  Exigences  relatives  à  la  mise  en  quarantaine  des  ID  CP  2/3  

I l  e s t n é ces s a i re  q u e  l e s  a p p a re i l s  ci b l e s  ve i l l e n t à  n e  ré attri bu e r au cu n  I D  d e  g ro u pe  1  
j u s q u ’ à  ce  q u ’ i l s  s o i e n t ce rta i n s  q u e  l e s  I D  n e  s on t p l u s  u ti l i s és  p a r l ’ a pp a re i l  a u q u e l  i l s  on t 
é té  p ré cé d e m m e n t a ttri b u é s .  L’ al g ori th m e  s u i va n t d o i t  ê tre  a pp l i q u é  a fi n  d e  s ’ as s u re r q u e  
ce tte  con d i ti o n  n e  s e  prod u i t  p as .  

Lors q u ’ u n  ap p arei l  d e  s é cu ri té  fe rm e  u n e  con n exi on  d a n s  l a q u e l l e  d e s  I D  d e  g rou p e  1  on t é té  
a ttri b u é s  à  u n  a u tre  a pp a re i l ,  l ’ I D  d e  g rou p e  1  d o i t  ê tre  m i s  en  q u ara n ta i n e  pe n d a n t u n e  
p é ri od e  ég a l e  à  (con n e cti on _E PI  ×  Pi n g _I n te rva l _M u l ti p l i e r)  ×  (Ti m eou t_M u l ti p l i e r. P I  +  2 ) .  
P e n d a n t ce tte  p éri o d e ,  l ’ I D  n e  p e u t ê tre  u ti l i s é  ou  a ttri b u é  à  au cu n  a u tre  a p p are i l .     

S i  u n  po i n t d ' ori g i n e  a ya n t e m p ru n té  u n  I D  d é te cte  l a  d é fai l l a n ce  d e  l a  com m u n i ca ti on  e t  
ré ém e t u n e  n o u ve l l e  d e m a n d e  d e  con n e xi on  a va n t q u e  ce s  I D  n e  s o i e n t p l u s  m i s  en  
q u a ra n ta i n e ,  l es  a p p a re i l s  p e u ve n t d é fi n i r d e s  p ro g ra m m es  d e  d é te cti o n  d e  ces  d e m a n d es  e t 
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e xtra i re  ra p i d e m e n t l es  I D  d e  l e u r q u aran ta i n e  e t l e s  re n vo yer a u  p oi n t d ’ ori g i n e .  I l  d o i t 
to u te fo i s  ê tre  vei l l é  à  s ’ as s u rer q u e  ce tte  op é ra ti on  e s t réa l i s é e  a ve c i n té g ri té .  

8.1 2.2  Exigences  supplémentaires  

Au cu n e .  

8.1 3  Exigences  pour le  profi l  CP  1 6/3  

8 . 1 3.1  Archi tecture  générale  de  la  CPF  2  sur CP  1 6/3   

La  cou ch e  d e  s écu ri té  d e  F S C P  2 /1  s u r C P  1 6 /3  e s t m i s e  e n  œu vre  con form é m e n t à  l a  
sp é ci fi ca ti o n  d e  F S C P  2 /1  s an s  a u cu n e  m od i fi ca ti o n .  C e l a  s i g n i fi e  n ota m m en t q u e  

•  F S C P  2 /1  s u r C P  1 6 /3  u ti l i s e  l es  form a ts  d e  m e ss a g e  d e  s écu ri té  d é fi n i s  d a n s  l a  p ré s en te  
n orm e ,  

•  l es  m ê m es  p ol yn ô m es  d e  C RC ,  m ê m e s  va l e u rs  d e  d é p art C RC  e t m ê m es  a l g ori th m e s  
C RC  s on t u ti l i s é s ,  e t  

•  tou s  l es  ob j e ts  e t  s ervi ces  F S C P  2 /1  s on t m i s  e n  œ u vre  co n form é m e n t à  l a  prés e n te  
n orm e .  

P ar con sé q u e n t,  l e  profi l  F S C P  2 /1  s u r C P 1 6 /3  n e  rep os e  s u r au cu n e  m es u re  p e rm e tta n t 
d ’ a s s u re r l ’ i n té g ri té  d e s  d on n ée s  fo u rn i e  p ar l a  co u ch e  d e  tran s p ort C P  1 6 /3 .  Le  C P  1 6 /3  p e u t 
pl e i n em e n t ê tre  co n s i d é ré  com m e  p a rti e  i n tég ra n te  d u  can a l  n oi r.  

Le  F S C P  2 /1  s e  fo n d e  s u r u n  e n s e m b l e  d e  b a se  d ’ ob j e ts  e t  s e rvi ce s  C I P  n orm a l i s és  p ou r 
é ta b l i r d e s  co n n e xi o n s  d e  tra n s p ort e t é ch a n g e r d es  d on n ée s  cycl i q u es .  D a n s  l a  m e su re  où  l e  
C P  1 6 /3  n e  fou rn i t  a u cu n e  m i se  e n  œu vre  d e  l a  cou ch e  a p p l i ca ti on  C I P ,  u n e  cou ch e  
d ’ a d a p ta ti on  es t e xi g é e  p o u r com b l e r l ’ éca rt en tre  l a  co u ch e  d e  tra n s p ort C P  1 6 /3  e t l e  
F S C P  2 /1 .  

B i en  q u e  to u s  l e s  m éca n i s m e s  a i e n t é té  a d op tés  à  p a rti r d e  l a  sp é ci fi ca ti on  F S C P  2 /1  
e xi s ta n te ,  i l  a  fa l l u  ap p orter ce rtai n s  a j o u ts  e t  m od i fi ca ti on s  à  l a  s p éci fi ca ti on .  Tou s  l es  a j ou ts  
e t m od i fi ca ti on s  n ’ a ffe cte n t p a s  l es  m e s u res  d é fi n i e s  p a r l e  p ro fi l  F S C P  2 /1  p ou r as s u re r 
l ’ i n té g ri té  d es  d on n é e s .  

8.1 3.2  FSCP 2/1  de  référence  pour apparei ls  CP  1 6/3     

La fon cti on n a l i té  e xi g é e  p o u r m e ttre  e n  œ u vre  l e  F S C P  2 /1  d an s  u n  a p pa re i l  C P 1 6 /3  e s t 
en cap s u l é e  d a n s  u n e  cou ch e  d ’ a d ap ta ti on  à  l a  p a rti e  s u p é ri eu re  d e s  m éca n i s m es  d e  
com m u n i ca ti o n  C P  1 6 /3  n orm al i s é s .  L e  g rou p e  d e  fon cti on s  C P  1 6 /3  “ S  0  1 8 3 0  C on n e xi on  d e  
sé cu ri té ”  fou rn i t  l a  fon cti on n a l i té  q u i  p e rm e t l a  con fi g u ra ti on  d e s  co n n e xi o n s  à  l a  foi s  
e xp l i ci tes  e t  d ’ E /S ,  e t l ’ é ch an g e  d e  d on n ée s  vi a  l e  P ro toco l e  d e  m e s sa g eri e  C P  1 6 /3  ( S M P ) .  

La  F i g u re  8 6  rep ré s en te  l a  m a n i ère  d o n t l a  cou ch e  d ’ ad a p ta ti o n  F S C P  2 /1  fou rn i t  u n e  
fon cti on n a l i té  C I P  s i m i l a i re  à  ce l l e  d e  l ’ ap p are i l  d e  s écu ri té  d e  ré fé re n ce  d é fi n i  e n  6 . 6 .  
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Anglai s  Français  

S a fe ty s u p e rvi s o r P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  

S a fe ty va l i d a to r O b j e t  d e  va l i d a ti o n  d e  s é cu ri té  

I d e n ti ty  I d e n ti té  

S E RC O S  I I I  o b j e ct O b j e t  S E RC O S  I I I  

M s g  ro u te r Ro u te u r d e  m e s s a g e   

S a fe ty co n n e cti o n s  C o n n e xi o n s  d e  s é cu ri té  

C o n n e cti o n  m a n a g e r G e s ti o n n a i re  d e  co n n e xi o n  

S a fe ty co m p o n e n t  l e ve l  N i ve a u  d e  co m p o s a n te  d e  s é cu ri té  

C I P  S a fe ty a d a p ta ti o n  l a ye r C o u ch e  d ’ a d a p ta ti o n  d e  s é cu ri té  C I P  

S E RC O S  I I I  m e s s a g i n g  p ro to co l  P ro to co l e  d e  m e s s a g e ri e  S E RC O S  I I I  

S E RC O S  I I I  D a ta  l i n k l a ye r  C o u ch e  d e  l i a i s o n  d e  d o n n é e s  S E RC O S  I I I  

S E RC O S  I I I  n e two rk ré s e a u  S E RC O S  I I I  

Figure  86  – FSCP 2/1  de  référence  des  apparei ls  CP  1 6/3     

8 . 1 3.3  Objets  et  services  pris  en  charge  dans  les  apparei ls  CP  1 6/3    

8 . 1 3.3. 1  Général i tés  

Le s  a p pa re i l s  C P  1 6 /3  d o i ve n t p ren d re  en  ch a rg e  l e s  o bj e ts  C P F  2  te l  q u e  s p éci fi é  d e  8 . 1 3 . 3 . 2  
à  8 . 1 3 . 3 . 8 .  
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8.1 3.3.2  Objet  Identi té  (code  de  classe  0x01 )   

Tou s  l e s  s e rvi ce s  e xi g és  d oi ve n t ê tre  pri s  e n  ch arg e .  

8.1 3.3.3  Objet Gestionnaire  de  connexion  (code de  classe  0x06)   

L ’ o bj e t G e s ti on n a i re  d e  con n e xi on  o ffre  l es  s e rvi ce s  e xi g és  p ou r ou vri r e t fe rm er l e s  
co n n e xi o n s  F S C P  2 /1 .  

•  F orwa rd C l os e  ( 0 x4 E ) ;  

•  F orwa rd O pe n  ( 0 x5 4 ) .  

B i en  q u e  l ’ ob j e t G es ti on n a i re  d e  con n e xi on  fo u rn i s se  l ’ i n terfa ce  à  ce s  se rvi ce s ,  i l  fau t q u e  l a  
m a j eu re  p a rti e  d u  tra i tem e n t s oi t  e ffectu é e  d a n s  l a  cou ch e  F S C P  2 /1  p ou r as s u rer u n e  h a u te  
i n té g ri té .  I l  s ’ a g i t  d e  l ’ ob j ecti f d e  l ’ u n i té  d ’ é tab l i s s e m e n t d e  co n n e xi o n  d e  l ' ob j e t d e  va l i d a ti on  
re pré s e n té e  à  l a  F i g u re  8 8 .  La  cou ch e  d ’ a d ap ta ti on  F S C P  2 /1  n e  ve i l l e  q u ’ à  l a  p ré p arati on  d u  
ca n a l  n o i r p ou r l a  co n n e xi on  d e  s é cu ri té  e n  é ta b l i s sa n t l e s  s es s i on s  S M P  n éce ss a i res .  

8.1 3.3.4 Objet  Configuration  de  connexion  (code  de  classe  0xF3)  

H a b i tu e l l e m e n t,  l ’ ob j e t C o n fi g u ra ti on  d e  con n exi on  n ’ e s t m i s  e n  œ u vre  q u e  p ou r l e s  p o i n ts  
d ’ o ri g i n e  d e  co n n e xi o n .  

Ch a q u e  i n s ta n ce  d e  ce t ob j e t m a i n ti e n t l e s  d on n ée s  d e  con fi g u ra ti o n  p ou r u n e  con n e xi on  
e xi g é e  p ou r form u l e r u n  m e s s a g e  d e  s ervi ce  F orwa rd O pe n  à  l a  ci b l e  d e  co n n e xi o n .  

8.1 3.3.5  Objet Routeur de  message  (code  de  classe  0x02)  

L’ o b j e t Rou te u r d e  m e s sa g e  n e  fou rn i t  a u cu n  s e rvi ce  acce ss i b l e .  I l  d i s tri b u e  d e s  m e s s a g e s  
e n tra n ts  e xp l i ci tes  à  tou s  l e s  a u tre s  ob j e ts  con te n u s  d a n s  u n  a p pa re i l .  

8.1 3.3.6  Objet Programme de  contrôle  de  sécuri té  (code  classe  de  0x39)  

Les  ap p are i l s  C P  1 6 /3  d o i ve n t p re n d re  e n  ch arg e  l e  n i ve a u  d e  ré fé re n ce  d e  l ’ o b j e t 
Pro g ra m m e  d e  con trôl e  d e  sé cu ri té  à  u n  m i n i m u m  d o n n é .  

8.1 3.3.7  Objet  de  val idation  de  sécuri té  (code  de  classe  0x3A)  

Le s  ap p are i l s  C P  1 6 /3  d o i ve n t p re n d re  e n  ch a rg e  l ’ O b j e t d e  va l i d a ti on  d e  s écu ri té  d a n s  s on  
i n té g ra l i té .  

8.1 3.3.8  Objet Liaison  SERCOS I I I  (code  de  classe  0x4C)  

Le s  ap p arei l s  C P  1 6 /3  d oi ven t p ren d re  e n  ch a rg e  l ’ ob j e t L i a i so n  S E RC O S  I I I  d an s  s o n  
i n té g ra l i té .  

8.1 3.4 Exigences  relatives  aux couches  de  transport  

8 . 1 3.4.1  Général i tés  

Le F S C P 2 /1  d es  ap p are i l s  C P  1 6 /3  d o i t  u ti l i s e r l e  p ro toco l e  d e  m e ss a g eri e  C P  1 6 /3  ( S M P)  
p ou r l ’ é ch a n g e  d e s  m e s sa g es  d e  s écu ri té .  Le  S M P  d é fi n i t u n  e n s e m b l e  d e  con te n eu rs  d e  
m es s a g e ri e  p ou va n t ê tre  a ch e m i n és  vi a  d e s  con n e xi on s  C P  1 6 /3 .  

8.1 3.4.2  Considérations  relatives  aux couches  de  transport  

Le  C P 1 6 /3  o ffre  d e u x m éca n i s m es  d e  b as e  p ou r l ’ é ch a n g e  d e  d on n é es  en tre  d e u x a p p are i l s .  

•  C on n e xi on s  cycl i q u e s   
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U n e  con n e xi on  C P 1 6 /3  cycl i q u e  tran s p orte  d ' u n  pro d u cteu r à  u n  con s om m a te u r u n  
p a q u e t d e  d o n n é e s  con te n a n t u n e  ou  p l u s i e u rs  va l e u rs  d e  d on n é e s .  L a  ta i l l e  d u  pa q u e t d e  
d on n é e s ,  l e  con te n u  e t l e  ta u x d e  p rod u cti on  so n t g é n é ra l e m e n t co n fi g u ra b l es  p e n d a n t 
q u ' u n  ap p are i l  e s t à  l ’ é ta pe  d e  p a ram é tra g e .  Lors q u ’ i l  q u i tte  l ’ é tap e  d e  p ara m é tra g e ,  l a  
co n fi g u ra ti on  re s te  s ta ti q u e .  Le  p rod u cte u r d e  l a  con n e xi on  p ro d u i t  a l o rs  d e s  d o n n é es  
cycl i q u e s  a u  ta u x con fi g u ré .  

•  Voi e  d e  s ervi ce   

I l  s ’ a g i t  d ’ u n  ca n a l  d e  co m m u n i ca ti on  acycl i q u e  com m an d é  e xcl u s i vem e n t p a r l e  m a ître  
C P  1 6 /3 .  Le  m a ître  p e u t e n vo yer d e s  d on n é e s  à  o u  récu pé re r d es  d on n é es  d ' u n  a p p a re i l  
e scl a ve .  

N i  l e s  con n exi on s  cycl i q u e s ,  n i  l a  voi e  d e  s e rvi ce  n e  p e u ve n t s a ti s fai re  à  to u te s  l e s  e xi g en ces  
d e  F S C P  2 /1  s u r C P  1 6 /3 .  P ar co n sé q u e n t,  l a  co u ch e  d ' a d ap ta ti on  F S C P  2 /1  u ti l i s e  l e  
p ro tocol e  d e  m e s s ag e ri e  C P  1 6 /3  ( S M P )  p ou r éch an g er d e s  m e ss a g es  F S C P  2 /1  a ve c 
d ' a u tre s  a p p a re i l s  C P  1 6 /3 .  C e  p ro toco l e  es t p osé  e n  cou ch e  a u -d e s su s  d e s  co n n e xi o n s  
cycl i q u es  C P  1 6 /3 .  I l  fou rn i t  u n  AP I  co m m e  ‘ ’ s e n d  ()  /  recv () ’ ’  à  l a  cou ch e  a p p l i ca ti on  ( d a n s  ce  
ca s ,  à  l a  cou ch e  d ' a d a p ta ti o n  F S C P  2 /1 ) .  La  cou ch e  a pp l i ca ti o n  d u  p rod u cte u r p eu t en vo ye r à  
u n  con s o m m a te u r d e s  m e s s ag e s  d e  l o n g u eu r a rb i tra i re .  L e  S M P u ti l i se  u n  co n te n e u r d e  
d on n é e s  d e  l o n g u eu r fi xe  d a n s  u n e  con n e xi o n  cycl i q u e  p ou r ach e m i n er ce s  m es s a g es .  Les  
m es s a g e s  d e  ta i l l e  p l u s  g ran d e  q u e  l e  con te n e u r d e  d on n ée s  s on t d i vi s és  e n  p l u s i e u rs  
fra g m en ts  q u i  son t e n s u i te  tra n s p ortés  s é q u e n ti e l l e m e n t.  U n  m é ca n i sm e  d e  pri ori s a ti on  
p erm e t à  d e s  m e s s ag es  d e  h a u te  p ri ori té  d ’ i n terrom p re  l a  tra n s m i s s i on  d e  l on g s  m es s a g e s  
fra g m en té s  d e  m o i n d re  p ri ori té .  C e l a  p e rm e t u n  m u l ti p l e xa g e  e ffi ca ce  d e  p l u s i e u rs  ca n au x d e  
com m u n i ca ti o n  l og i q u es  su r u n  s e u l  co n te n eu r d e  tra n s p ort.  

F a i sa n t pa rti e  d e  l a  cou ch e  d e  tran s p ort C P  1 6 /3 ,  l a  pi l e  d e  p ro tocol e  d e  m e s s a g e ri e  C P  1 6 /3  
fa i t  é g a l e m en t p a rti e  i n té g ran te  d u  can a l  n oi r.  E l l e  n ' a ffecte  a u cu n  d e s  m é ca n i s m es  e t a u cu n e  
d es  m e s u res  d ' i n té g ri té  d e  d o n n é es  m i s  e n  œu vre  pa r l a  cou ch e  F S C P  2 /1 .  

L ' e xem p l e  d e  l a  F i g u re  8 7  p ré s e n te  u n e  con fi g u ra ti on  p os s i b l e  d u  S M P  po u r u n e  se u l e  
co n n e xi o n  F S C P  2 /1 .  D e u x con te n e u rs  S M P  s on t u ti l i s é s ,  l ' u n  é tan t con fi g u ré  d a n s  l ' AT p ou r 
tra n s p orte r d e s  m e s s ag e s  à  pa rti r d e  l ’ e s cl a ve  C P  1 6 /3  au  m a ître  C P  1 6 /3 ,  tan d i s  q u e  l ' a u tre  
co n te n eu r es t con fi g u ré  d a n s  l e  M D T p ou r tran s porter d e s  m es s a g e s  d u  m a ître  C P  1 6 /3  à  
l ’ e scl a ve  C P 1 6 /3 .  L e  m a ître  C P  1 6 /3 ,  ag i s s a n t co m m e  p o i n t d ’ ori g i n e  d e  con n e xi o n ,  i n i ti e  l a  
co n n e xi o n  d e  s écu ri té  pa r l ' e n vo i  d ' u n  s ervi ce  C I P  F orward O p en  com m e  u n  m e s sa g e e xp l i ci te  
n on  con n e cté  à  l ' es cl a ve .  C e  m e s s a g e  es t tra n s porté  p a r l e  co n ten e u r S M P  2 .  L ' e s cl a ve  
rép o n d  pa r u n  m es s a g e  d e  Rép o n s e  F orwa rd O p e n  tra n s porté  p ar l e  con te n e u r S M P  1 .  D a n s  
l e  m ê m e  te m p s ,  i l  com m e n ce  à  p ro d u i re  d e s  m es s a g e s  d e  d o n n é e s  F S C P  2 /1  q u i  s on t 
tra n s p ortés  d a n s  l e  m êm e  con te n e u r.  L ' u ti l i s a ti on  d ' u n e  se s s i o n  à  i d e n ti fi a n t p e rm e t u n  
m u l ti pl e xa g e  e ffi cace  d e  p l u s i eu rs  ca n a u x d e  com m u n i ca ti on  l o g i q u e s  s u r u n  s e u l  con te n e u r 
d e  tra n sp ort.  
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( S E RC O S  M a s te r)  ( M a ître  S E RC O S )    

Figure  87  – In teraction  entre  Couche  d ’adaptation  FSCP 2/1  et  SMP 

8. 1 3.4.3  Connexions  à  mul tidestinataires  

L e s  co n n e xi o n s  M S  ( m a ître-es cl a ve )  C P  1 6 /3  d o i ve n t s ervi r u n i q u em e n t à  ré a l i s er d e s  
co n n e xi o n s  d e  s é cu ri té  p oi n t à  p oi n t.  Le s  con n e xi o n s  C C  (co m m u n i ca ti o n  tran s vers a l e )  C P 
1 6 /3  pe u ven t ê tre  u ti l i s é es  p ou r réa l i s e r d es  con n e xi on s  d e  s é cu ri té  p o i n t à  p oi n t o u  
m u l ti p o i n ts .  

8.1 3.4.4 Couche  d ’adaptation  FSCP 2/1  pour Services  CIP   

L e  C P 1 6 /3  n e  pren d  p a s  e n  ch a rg e  l e  Pro toco l e  i n d u s tri e l  co m m u n  ( C I P ) .  Pa r con s é q u e n t,  
l ’ a d o p ti on  d e  F S C P  2 /1  co m m e  cou ch e  d e  sé cu ri té  pou r l es  a p p a re i l s  C P  1 6 /3  cré e  l a  
n éce s s i té  d ’ u n e  cou ch e  d ’ a d ap ta ti on  q u i  m e t en  œu vre  u n  en s em b l e  d e  b a se  d e  s e rvi ce s  e t 
o bj e ts  C I P .   

Explicit

Messages

Expl icit

Messages
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Le s  o bj e ts  e t s e rvi ce s  offe rts  pa r l a  cou ch e  d ’ ad a p ta ti on  F S C P  2 /1  re p rés e n té e  à  l a  F i g u re  8 8  
n e  fon t p as  p a rti e  d u  p ro tocol e  d e  s écu ri té  p rop re m en t d i t.  Par co n s é q u e n t,  i l  n ’ e s t pa s  
n é ces s a i re  q u e  ces  s e rvi ce s  s oi e n t e ffectu é s  a ve c u n e  h a u te  i n té g ri té .  La  co u ch e  
d ’ a d a p ta ti on  F S C P  2 /1  p e u t ê tre  con s i d é ré e  com m e  p arti e  i n té g ra n te  d u  ca n a l  n o i r.  

 

Anglais  Français  
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Figure  88  – Couche d ’adaptation  FSCP 2/1   
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8.1 3.5  FSCP 2/1  et modèle  d ’apparei l  CP  1 6/3  

La  F i g u re  8 9  i n d i q u e  l e s  com p os a n ts  d ’ u n  a p p are i l  C P  1 6 /3  g é n éri q u e .  Le s  com p os an ts  
re l a ti fs  à  l a  com m u n i ca ti on  s o n t n e tte m e n t d i s ti n cts  d es  com p os an ts  re l a ti fs  a u x a p p a re i l s.  
L es  co m p os a n ts  re l a ti fs  à  l a  com m u n i ca ti o n  s on t d é fi n i s  d an s  l e  p ro fi l  d e  com m u n i ca ti on  C P  
1 6 /3  ( S C P ) .  L e  com p os an t d ’ i n terfa ce  C P 1 6 /3  re pré s e n te  l ’ i n terfa ce  p h ys i q u e  a vec l e  rés e a u  
C P  1 6 /3 ,  ta n d i s  q u e  l e  co m p osa n t e scl a ve  C P  1 6 /3  fo u rn i t  u n e  i n te rfa ce  l o g i q u e  a ve c u n e  
a d re s s e  es cl a ve  C P  1 6 /3  u n i q u e  p ou r l e  ré se a u  C P  1 6 /3 .  C e tte  s tru ctu re  pe rm e t u n e  
con cep ti o n  d ’ a pp a re i l  m od u l a i re  com p re n a n t p l u s i e u rs  s ou s -a p p a re i l s  q u i  p a rta g en t u n e  s eu l e  
i n te rface  p h ys i q u e .  

 

Anglai s  Français  
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Figure  89  – Modèle  d ’apparei l  CP  1 6/3  

D a n s  ce  con te xte ,  u n e  « con ce p ti on  m od u l a i re »  n ’ i m p l i q u e  l a  m od u l a ri té  d u  m atéri e l  d e  
l ’ a pp a re i l .  U n  ap p a re i l  m o n ol i th i q u e  p e u t i n tri n s èq u e m e n t être  con s i d é ré  co m m e  m o d u l a i re  s ’ i l  
com p orte  p l u s i e u rs  so u s -a pp a re i l s  i n d ép e n d a n ts .  Pa r e xe m p l e ,  u n  con trôl e u r d ’ en tra în e m en t 
e n  C A à  d e u x a xes  p e u t i n tri n s è q u e m e n t ê tre  m o d é l i s é  co m m e  u n  ap p are i l  u n i q u e  com p orta n t 
d e u x s ou s-a p p a re i l s  i n d ép e n d a n ts  a ve c d eu x a d res s es  C P  1 6 /3  d i fféren tes ,  q u i  so n t 
co n n e cté s  a u  ré s e a u  C P 1 6 /3  vi a  l a  m ê m e  i n te rface .   

D a n s  l a  te rm i n o l og i e  C P  1 6 /3 ,  l a  fo n cti on n a l i té  d e  s écu ri té  e s t m od é l i s é e  co m m e  u n  p rofi l  
s p é ci fi q u e  à  l a  fo n cti on  q u i  m e t e n  œu vre  u n e  ou  p l u s i e u rs  res s ou rce s  d a n s  u n  s ou s -a pp a re i l .  
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Ce ci  i m p l i q u e  q u ’ u n  ap p arei l  C P 1 6 /3  p e u t co m porter p l u s i e u rs  a pp a re i l s  d e  s é cu ri té  
i n d é p e n d a n ts  te l s  q u e  d é fi n i s  p ar l a  p ré s en te  pa rti e .  D a n s  l a  m es u re  où  i l  e xi s te  u n e  
d i fféren ce  es s e n ti e l l e  e n tre  u n  « a p p a re i l »  e t  u n  « ap p are i l  d e  s é cu ri té »  d a n s  l e  con te xte  
C P  1 6 /3 ,  i l  co n vi e n t d e  ve i l l e r à  n e  p as  con fo n d re  ce s  te rm e s .  

L es  a p pa re i l s  E /S  m od u l a i res  s o n t m od é l i s é s  com m e  u n  a p pa re i l  C P  1 6 /3  u n i q u e  q u i  
co m p orte  h a b i tu e l l e m en t u n  s eu l  s ou s -a pp a re i l .  C h a q u e  m o d u l e  E /S  e s t re p rés e n té  p ar u n  
e n s e m b l e  d e  g ro u p e s  d e  fon cti on s  d a n s  ce  s ou s -a pp a re i l .  

8.1 3.6  Attribution  de  l ’UN ID  sur CP  1 6/3  

8. 1 3.6.1  Général i tés  

Le  profi l  F S C P  2 /1  e xi g e  l ‘ a ttri bu ti on  à  l ’ é ch e l l e  d e  l ’ u s i n e  d ’ u n  I D  d e  n œu d  u n i q u e  (U N I D )  à  
ch aq u e  a p pa re i l  d e  s écu ri té .  L ’ U N I D  à  1 0  octe ts  co m pren d  u n  N u m é ro  d e  ré s ea u  d e  s é cu ri té  
(S N N )  à  6  octe ts  com b i n é  a ve c l e  N od e I D  à  4  octe ts  d u  n œu d  ( M AC I D  s u r C P2 /3 ,  a d res s e  I P  
su r C P  2 /2 ,  S D I D  s u r C P  1 6 /3 ) .  

Po u r u n  ap p a re i l  d e  s é cu ri té  C P  1 6 /3 ,  u n  I D  d ’ ap p arei l  d e  sé cu ri té  C P  1 6 /3  à  4  octe ts  ( S D I D )  
d oi t  s e  su b s ti tu er à  l a  pa rti e  a d re ss e  M AC I D /I PN o d e I D  d e  l ’ U N I D .  Les  S D I D  e t S N N  d oi ven t 
to u s  d e u x ê tre  arch i vé s  co m m e  a ttri b u ts  d e  l ’ ob j e t C P  1 6 /3 .  

s tru ct U N I D  

{  

S _S N N D a te_AN D _Ti m e S N N ;  

U D I N T    S D I D ;  

}  

8.1 3.6.2  ID  d ’apparei l  de  sécuri té  CP  1 6/3     

Le  8 . 1 3 . 5  con s a cré  a u  m o d è l e  d ’ a p pa re i l  C P  1 6 /3  a  m on tré  q u e  l ’ a d re s s e  d e  n œu d  d e  ré se a u  
(a d re s s e  es cl a ve  C P  1 6 /3 )  n e  p erm e t pa s  d ’ i d en ti fi er d e  m a n i è re  u n i q u e  u n  m o d u l e  d e  
sé cu ri té  d an s  u n  a p p a re i l  m od u l a i re .  

D ’ a u tre  p a rt,  l ’ e xcl u s i o n  d e  l ’ a d re s s e  d e  n œ u d  d e  rés e au  d e  l a  p arti e  N o d e I D  d e  l ’ U N I D  
e n tra în e  u n e  m e i l l e u re  s é pa ra ti on  e n tre  l a  co n fi g u ra ti on  d ’ ap p arei l  n orm a l i sé e  e t  l a  
co n fi g u ra ti on  d e  s écu ri té .  C e tte  s é pa ra ti on  faci l i te  l a  m i s e  en  s ervi ce  d e s  a p p a re i l s ,  d a n s  l a  
m e s u re  o ù  u n  m od u l e  p e u t ê tre  d é p l a cé  ve rs  u n  l i e u  p h ys i q u e  d i ffé re n t a prè s  véri fi ca ti on  e t 
ve rrou i l l a g e  d e  l a  co n fi g u ra ti on  d e  s é cu ri té .  S e u l e s  l e s  p a rti e s  d e  l a  con fi g u ra ti on  n on  
rel a ti ve s  à  l a  s écu ri té  d o i ve n t ê tre  a d a p tée s  à  l a  n ou vel l e  to p o l og i e  d e  ré s ea u  en  ch a n g e a n t 
l e s  ad re ss e s  C P  1 6 /3 .  La  cou ch e  d e  s é cu ri té  p e rm e t to u j ou rs  d e  s ’ a ss u re r d e  l ’ é ta b l i s s e m e n t 
d e s  s eu l es  co n n e xi o n s  d e  s écu ri té  con fi g u rée s  p ou r ce t a pp a re i l  d e  s écu ri té .  

P ar con s é q u en t,  d a n s  u n  rés e a u  C P  1 6 /3 ,  l a  p a rti e  M AC I D  d e  l ’ U N I D  d o i t  ê tre  ch oi s i e  p ar 
l ' ou ti l  d e  co n fi g u ra ti on  ou  d é fi n i e  d a n s  l ’ ap p a re i l  d e  s écu ri té  p ar d ’ a u tre s  m oye n s  ( pa r 
exe m pl e ,  com m u ta te u rs  D I P) ,  e t n e  d o i t  ê tre  a ss oci é e  n i  à  l ’ ad re s s e  d e  n œu d  d e  ré s ea u  
n orm a l i s é ,  n i  à  l a  p os i ti on  ph ys i q u e  d ’ u n  m od u l e  s u r l e  b u s  l oca l  d e  l ’ ap p a re i l .  
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Figure  90  – Ajout d ’un  module  normal isé  à  un  apparei l  modulaire  

I l  fau t s ’ a ssu re r é g a l e m e n t d u  d é p l ace m e n t ve rs  l e  n ou vel  e m p l ace m e n t d u  câ b l a g e  fi xé  à  u n  
m od u l e ,  l ors  d u  d é p l a cem e n t d ’ u n  m od u l e  d e  s é cu ri té  s a n s  a ctu al i s a ti on  d e  l a  co n fi g u ra ti on  
d u  ré s e a u  d e  s é cu ri té .  Le  fab ri ca n t d ’ u n  F S C P 2 /1  s u r u n  a p p a re i l  C P 1 6 /3  d oi t  ve i l l e r à  ce  
d é p l ace m e n t p ar d e s  m o ye n s  a p p ropri é s  ou  p a r l ’ a j o u t d e  re com m an d a ti on s  tou t a u ss i  
a p prop ri ée s  d an s  l e  m an u el  d e  s écu ri té  d e  l ’ a pp a re i l .  

8.1 3.6.3  Attribution  de  numéros  de  réseau  de  sécuri té  

Le  F S C P  2 /1  e xi g e  l ’ a ttri b u ti on  d e  n u m é ros  d e  ré s ea u  d e  s é cu ri té  (S N N )  d a n s  tou s  l e s  
m od u l e s  F S C P  2 /1  s u r l e s  n œu d s  C P  1 6 /3 .  Le s  S N N  e t M AC I D  form e n t e n s e m b l e  l ’ U N I D  q u i  
d oi t  ê tre  u n i q u e  po u r ch a q u e  a pp a re i l  d ’ u n  s ys tè m e  d e  s é cu ri té .  U n e  val e u r S N N  n e  se  l i m i te  
pa s  au  pé ri m è tre  d ’ u n  ré s e au  C P  1 6 /3  u n i q u e  é ta n t d on n é  q u e  l a  p a rti e  S D I D  d e  l ’ U N I D  n ’ e s t 
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p a s  a s s oci ée  à  l ’ ad re s se  d e  rés e a u  n orm a l i sé  d ’ u n  a pp a re i l  d e  s é cu ri té .  P l u s i eu rs  ré se a u x C P  
1 6 /3  pe u ven t u ti l i s er l e  m êm e  S N N  ta n t q u ’ i l s  a pp a rti e n n e n t a u  m ê m e  s eg m en t d e  
co n fi g u ra ti on  (u n  g ro u p e  d e  rés e a u x C P  1 6 /3  co n fi g u ré s  p ar u n  s e u l  o u ti l  d e  con fi g u ra ti on ).  

L' o u ti l  d e  con fi g u ra ti o n  d o i t  ê tre  ch a rg é  d e  l ' a ttri b u ti o n  d e  d i ffé re n te s  va l eu rs  S D I D  à  to u s  l e s  
a pp a re i l s  d e  s é cu ri té  d an s  u n  se u l  se g m en t d e  co n fi g u ra ti on .  

9  Exigences  système 

9.1  Voyants  et  commutateurs  

9. 1 . 1  Exigences  générales  concernant les  voyants  

Le s  a p pa re i l s  d e  s écu ri té  F S C P  2 /1  d oi ven t co m p orter d es  vo ya n ts  d e  m o d u l e  e t d e  ré s ea u .   

Le s  d é ve l op p e u rs  d ’ a p pa re i l s  pe u ven t tou t à  fa i t  éq u i p er l e u rs  p ro d u i ts  d e  vo ya n ts  
su p p l é m e n ta i res  s ’ i l s  l e  so u h a i te n t.  

I m portan t:  Le s  a p p a re i l s  d e  s é cu ri té  F S C P  2 /1  d oi ve n t fo u rn i r u n e  L E D  d ' é ta t d e  m o d u l e  e t 
u n e  L E D  d ' éta t d e  ré s ea u  d i s ti n ctes .  D a n s  ce  cas ,  ce s  vo ya n ts  fou rn i s se n t à  l ’ u ti l i sa teu r d es  
i n fo rm a ti o n s  re l a ti ve s  à  l a  s é cu ri té  s u p p l é m en ta i res  i m p orta n te s  q u i  n e  pe u ve n t ê tre  o b ten u es  
a vec u n  vo ya n t É ta t d e  ré s ea u /m o d u l e  co m b i n é .  

I m p orta n t:  E n  ca s  d e  p ro b l è m e  l i é  au  pos i ti on n e m en t d e  l a  L E D  s u r « Arrêt»  (cou l e u r rou g e)  
ou  s u r « M a rch e »  (cou l eu r ve rte) ,  i l  con vi e n t d e  p os i ti on n er ce tte  d e rn i è re  s u r « Arrê t»  (rou g e ) .  

9.1 .2  Ind ications  LED  pour le  paramétrage  de  l ’UN ID  des  apparei ls  

Le Tab l e a u  1 1 5  d é fi n i t l a  m é th o d e  d ’ u ti l i s a ti on  d e s  i n d i ca ti o n s  LE D  p ou r l e  p a ra m é trag e  d e  
l ’ U N I D .  

Tableau  1 1 5  – Ind ications  LED  pour le  paramétrage de  l ’UN ID  

État/Événement du  Programme 
de  contrôle  de  sécuri té   

LED  MOD LED  RES  

Au to vé ri fi ca ti o n  C l i g n o te m e n t Ro u g e /ve rt  Arrê t 

Atte n te  d e  TU N I D  C l i g n o te m e n t Ro u g e /ve rt  D é p e n d a n t  d e  l a  co n n e xi o n  

Atte n te  d e  TU N I D  

P ro p o s e d  U N I D  Rcvd  

C l i g n o te m e n t Ro u g e /ve rt  C l i g n o te m e n t Ro u g e /ve rt  

2 5 0  m s  /  2 5 0  m s  

Ré u ti l i s a ti o n  d u  m o d è l e  d e  g ro u p e  4  C P  2 /3  

C o n fi g u ra ti o n  C l i g n o te m e n t Ro u g e /ve rt  D é p e n d a n t  d e  l a  co n n e xi o n  

Re p o s  Ve rt  cl i g n o ta n t D é p e n d a n t  d e  l a  co n n e xi o n  

E xé cu ti o n  Ve rt D é p e n d a n t  d e  l a  co n n e xi o n  

 

9.1 .3  LED  État  du  modu le  

Ce tte  L E D  b i co l ore  ( vert/rou g e)  fo u rn i t  l ' é ta t d e  l ’ a p p a re i l .  E l l e  i n d i q u e  si  ce  d e rn i e r e s t s ou s  
te n s i on  o u  n o n  e t  s ’ i l  fon cti on n e  correctem e n t.  Le  Tab l e a u  1 1 6  d é fi n i t  l e s  é tats  d e  l a  L E D  É ta t 
d u  m o d u l e .  C e  tab l e a u  d é fi n i t  l e s  co n d i ti on s  d e  l a  L E D  É ta t d u  m od u l e  p ou r l e s  a p pa re i l s  d e  
sécu ri té  ( i l  fa u t q u e  l ’ o bj e t P rog ra m m e  d e  con trô l e  d e  s é cu ri té  s o i t  u ti l i s é ).  L es  é ta ts  i n d i q u és  
re fl è te n t l es  é ta ts  d ’ a p pa re i l  sp é ci fi é s  d an s  l ’ obj e t I d e n ti té .  C e s  é ta ts  s o n t é g a l e m e n t m i s  e n  
co rre sp on d a n ce  a ve c l e s  é ta ts  d é fi n i s  d a n s  l ’ ob j e t P ro g ra m m e  d e  con trôl e  d e  sé cu ri té .   

Po u r l e s  a p p are i l s  d e  s écu ri té  q u i  u ti l i s en t l ’ i n te rfa ce  S N C T,  l es  é ta ts  d u  Prog ra m m e  d e  
con trôl e  d e  s écu ri té  d oi ve n t con s ti tu e r ce  q u i  d é te rm i n e  l ' é ta t d e  l a  L E D  M od u l e .  
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Tableau  1 1 6  – LED  État  du  module  

Pour l ’ état  du  Programme 
de  contrôle  de  sécuri té:   

La  LED  est:  Pour i nd iquer:  

Au cu n e  a l i m e n ta ti o n  Arrê t Au cu n e  a l i m e n ta ti o n  d e  l ’ a p p a re i l  

E xé cu ti o n  Ve rt L ’ a p p a re i l  fo n cti o n n e  n o rm a l e m e n t 

Re p o s  Ve rt  cl i g n o ta n ta  L ’ a p p a re i l  e s t  a u  re p o s  o u  e n  a tte n te .  Ré fé re n ce m e n t d e  
l ’ o b j e t  I d e n ti té  ( 6 . 4 )  o u  d e  l ’ o b j e t  P ro g ra m m e  d e  co n trô l e  d e  
s é cu ri té  ( 6 . 5 . 3 ) b  

Ab a n d o n  Ro u g e  
cl i g n o ta n ta  

An o m a l i e  ré cu p é ra b l e  

An o m a l i e  cri t i q u e  Ro u g e  L ’ a p p a re i l  p ré s e n te  u n e  a n o m a l i e  n o n  ré cu p é ra b l e ,  s o n  
re m p l a ce m e n t p e u t  s e  ré vé l e r n é ce s s a i re  

Au to vé ri fi ca ti o n  d e  
l ’ a p p a re i l ,  
Wa i ti n g _fo r_TU N I D  o u  
C o n fi g u ra ti o n 2  

Ro u g e /Ve rt  
cl i g n o ta n t  a  

L ’ a p p a re i l  fa i t  l ’ o b j e t  d ’ u n e  a u to vé ri fi ca ti o n  o u  d o i t  ê tre  m i s  
e n  s e rvi ce  e n  ra i s o n  d e  l ’ a b s e n ce  o u  d u  ca ra ctè re  i n co m p l e t  
o u  i n co rre ct  d e  l a  co n fi g u ra ti o n  o u  d e  l ’ U N I D c.   
Ré fé re n ce m e n t d e  l ’ o b j e t  I d e n ti té  ( 6 . 4 )  o u  d e  l ’ o b j e t  
P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  ( 6 . 5 . 3 ) b  

a  L a  fré q u e n ce  d e  cl i g n o te m e n t e s t  e n vi ro n  d e  1  cl i g n o te m e n t p a r s e co n d e .  I l  co n vi e n t  q u e  l a  L E D  s o i t  a l l u m é e  
p e n d a n t 0 , 5  s  o u  é te i n te  p e n d a n t  e n vi ro n  0 , 5  s .    

b  L ’ o b j e t  P ro g ra m m e  d e  co n trô l e  d e  s é cu ri té  d é te rm i n e  l ’ é ta t  d e s  a p p a re i l s  d e  s é cu ri té .  

c  I l  co n vi e n t  q u ’ u n  a p p a re i l  d e  s é cu ri té  n o n  co n fi g u ré /s a n s  p ro p ri é ta i re  n e  s o i t  p a s  a u to ri s é  à  co n ti n u e r d e  
fo n cti o n n e r l o rs q u ’ i l  e s t  co n n e cté  à  u n  s ys tè m e  d e  s é cu ri té  a cti f.  

 

9.1 .4 Avertissement l ié  aux voyants  

Le  m an u el  d e  sé cu ri té  p ou r l ’ u ti l i s ate u r d oi t  com p orte r u n  a ve rti s s em e n t q u i  s ti p u l e  q u e  l es  
« L E D  N E  so n t P AS  d e s  vo ya n ts  fi a b l e s  e t q u ’ i l  n ’ e s t pa s  ce rta i n  q u ’ e l l e s  fou rn i s s e n t d e s  
i n fo rm a ti o n s  préci s e s » .  I l  con vi e n t d ’ u ti l i s e r l e s  LE D  U N I QU E M E N T po u r u n  d i a g n os ti c 
g én é ra l  l o rs  d e  l a  m i s e  e n  s e rvi ce  ou  d e  l a  re ch e rch e  d ' a n om a l i es .  N e  p as  ten ter d ’ u ti l i s er l e s  
L E D  com m e  vo yan ts  o p é ra ti on n e l s» .  

9.1 .5  LED  État  de  réseau  

Ce tte  L E D  b i co l ore  ( ve rt/rou g e )  i n d i q u e  l ' é ta t d e  l a  l i a i s on  d e  co m m u n i ca ti on .  Les  i n d i ca ti o n s  
p rop re s  à  cette  LE D  s on t d é fi n i e s  d an s  l e  Ta b l e a u  1 1 7 .  
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Tableau  1 1 7  – États  de  l a  LED  État de  réseau  

Pour l ’ état  du  Programme de  
contrôle  de  sécuri té:   

La  LED  est:  Pour i nd iquer:  

H o rs  te n s i o n /co n n e xi o n   Arrê t L ’ a p p a re i l  e s t  h o rs  co n n e xi o n .  

L ’ a p p a re i l  n ’ a  p a s  e n co re  s u b i  l ’ e s s a i  
D u p _M AC _I D .  

I l  s e  p e u t q u e  l ’ a p p a re i l  n e  s o i t  p a s  
s o u s  te n s i o n ,  e xa m i n e r l a  L E D  É ta t d u  
m o d u l e  

C o n n e cté ,  n o n  co n n e cté  Ve rt  cl i g n o ta n t a  L ’ a p p a re i l  e s t  co n n e cté ,  m a i s  a u cu n e  
co n n e xi o n  n ’ e s t  e ffe cti ve m e n t é ta b l i e .   

L ’ a p p a re i l  a  s a ti s fa i t  à  l ’ e s s a i  
D u p _M AC _I D ,  e s t  co n n e cté ,  m a i s  i l  
n ’ e xi s te  a u cu n e  co n n e xi o n  é ta b l i e  
a ve c d ’ a u tre s  n œ u d s .  

P o u r u n  a p p a re i l  d u  s e u l  g ro u p e  2 ,  
ce l a  s i g n i fi e  q u e  ce t  a p p a re i l  n ’ e s t  p a s  
a ttri b u é  à  u n  m a ître .  

P o u r u n  a p p a re i l  d e  ca p a ci té  U C M M ,  
ce l a  s i g n i fi e  q u e  l ’ a p p a re i l  n e  
co m p o rte  a u cu n e  co n n e xi o n  é ta b l i e .  

P o u r l e s  a p p a re i l s  d e  s é cu ri té ,  u n e  
co n n e xi o n  p e u t ê tre  é ta b l i e ,  m a i s  
l ’ O b j e t d e  va l i d a ti o n  n ’ a  p a s  p ro cé d é  à  
u n  é ch a n g e  i n i ti a l  d e  co o rd i n a ti o n  
te m p o re l l e    

L i a i s o n  O K,  e n  l i g n e ,  co n n e cté  Ve rt L ’ a p p a re i l  e s t  e n  l i g n e ,  a ve c d e s  
co n n e xi o n s  e ffe cti ve m e n t é ta b l i e s .   

Te m p o ri s a ti o n  d e  co n n e xi o n  Ro u g e  cl i g n o ta n t a  U n e  co n n e xi o n  E /S  o u  p l u s  e s t ( s o n t)  
d a n s  l ’ é ta t  Te m p o ri s a ti o n   

D é fa i l l a n ce  d e  l i a i s o n  cri t i q u e  Ro u g e  D é fa i l l a n ce  d e  l ’ a p p a re i l  d e  
co m m u n i ca ti o n .  L ’ a p p a re i l  a  d é te cté  
u n e  e rre u r q u i  l u i  a  i n te rd i t  to u te  
co m m u n i ca ti o n  s u r l e  ré s e a u   

D é fa i l l a n ce  d e  co m m u n i ca ti o n  e t  
ré ce p ti o n  d ’ u n e  d e m a n d e  
d ’ i d e n ti fi ca ti o n  d e  d é fa i l l a n ce  d e  
co m m u n i ca ti o n  – Ré ce p ti o n  d ’ u n  
p ro to co l e  l o n g  o u  d ’ u n  s e rvi ce  
P ro p o s e _TU N I D .   

Ro u g e /Ve rt  cl i g n o ta n t Ap p a re i l  s p é ci fi q u e  e n  é ta t  
" d é fa i l l a n ce  d e  co m m u n i ca ti o n " .  
L ’ a p p a re i l  a  d é te cté  u n e  e rre u r 
d ’ a ccè s  a u  ré s e a u  e t  s o n  é ta t e s t  
« D é fa i l l a n ce  d e  co m m u n i ca ti o n » .  
L ’ a p p a re i l  a  e n s u i te  re çu  e t  a cce p té  
u n  m e s s a g e  d e  d e m a n d e  
d ’ i d e n ti fi ca ti o n  d e  d é fa i l l a n ce  d e  
co m m u n i ca ti o n  –  P ro to co l e  l o n g .  

L e s  a p p a re i l s  d e  s é cu ri té  u ti l i s e n t  
ce tte  i n d i ca ti o n  p o u r p e rm e ttre  a u  
p e rs o n n e l  d e  m a i n te n a n ce  d e  m e ttre  
e n  s e rvi ce  l ’ U N I D  d a n s  u n  a p p a re i l  d e  
s é cu ri té .  

a  L a  fré q u e n ce  d e  cl i g n o te m e n t e s t  e n vi ro n  d e  1  cl i g n o te m e n t p a r s e co n d e .  I l  co n vi e n t  q u e  l a  L E D  s o i t  a l l u m é e  
p e n d a n t 0 , 5  s  o u  é te i n te  p e n d a n t  e n vi ro n  0 , 5  s .   

 

9.1 .6  Commutateurs  

9. 1 .6.1  Commutateurs  NodeID   

L’ a l g ori th m e  s u i va n t pe u t é g a l e m en t ê tre  a p p l i q u é  a u  tra i te m e n t d u  com m u ta te u r d e  d éb i t  en  
b a u d s  l ors q u ’ i l  e s t m i s  en  œu vre .  Lors q u e  d es  com m u ta te u rs  m éca n i q u e s  so n t u ti l i sé s  p ou r l e  
p a ra m é tra g e  d u  N od e I D  e t/ou  d u  d é bi t  e n  b a u d s ,  l a  m an i ère  d on t ce s  va l e u rs  s on t tra i tée s  
d a n s  l e s  a p p are i l s  d e  s é cu ri té  pré s e n te  certa i n es  d i fféren ces .  Le  prés e n t p a ra g rap h e  9 . 1 . 6  
p rés e n te  l ’ a l g ori th m e  d an s  l es  g ra n d es  l i g n e s .  
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I l  e xi s te  u n e  re l a ti on  d i re cte  e n tre  l e  p ara m é tra g e  d u  N od e I D  e t  l a  p a rti e  N o d e I D  d e  l ’ U N I D  
ci b l e  ( TU N I D )  d a n s  l e  p rog ra m m e  d e  con trôl e  d e  s écu ri té .  Vo i r l ’ o bj e t P ro g ra m m e  d e  co n trô l e  
d e  s é cu ri té  (6 . 5 . 3 )  p ou r p l u s  d ’ i n form a ti on s .  

9.1 .6.2  Détermination  du  NodeID   

Le s  com m u ta te u rs  N o d e I D  s on t l u s  p ar l e  m i crol og i ci e l  d e  l ’ a p pa re i l  l ors  d e  l ’ i n i ti a l i s a ti o n  d e  
ce  d e rn i e r.  

L ’ a ttri b u t N od e I D  (s i  pri s  e n  ch a rg e )  d e  l ’ o b j e t C P  2 /3  d oi t  tou j o u rs  re fl é te r l a  va l e u r u ti l i s ée .  

La  l og i q u e  s u i va n te  s ’ a pp l i q u e :  

•  L ors  d e  l a  l e ctu re  d es  co m m u ta te u rs ,  s i  ce s  d e rn i e rs  s p éci fi e n t u n  N od e I D  va l i d e  ( va l e u r 
d e  N od e I D  co m p ri s e  en tre  0  e t 6 3 ) ,  ce tte  va l e u r d o i t  ê tre  u ti l i s é e  co m m e  l e  N od e I D ;   

•  L ors  d e  l a  l e ctu re  d e s  co m m u ta te u rs ,  s i  l e  N od e I D  s pé ci fi é  d i ffè re  d e  l a  va l e u r a rch i vé e  
d a n s  l ’ a ttri b u t N od e I D  d e  l ’ o b j e t C P  2 /3  ( va l e u rs  N VRAM ) ,  l e  ou  l e s  a ttri b u ts  a p prop ri és  
d oi ve n t ê tre  actu a l i s és  e t s a u ve g a rd é s  d an s  l a  m é m oi re  N VRAM ;   

•  Lors  d e  l a  l ectu re  d e s  com m u ta te u rs,  s i  ce s  d ern i e rs  sp é ci fi e n t u n  N od e I D  i n va l i d e  ( va l e u r 
su p éri e u re  à  6 3 ) ,  i l  con vi e n t q u e  l ’ a p p a re i l  a pp l i q u e  l ’ u n e  d e s  op ti on s  reco m m a n d é e s  d a n s  
l ’ I E C  6 2 0 2 6 -3 ;  

•  L ors  d e  l a  l ectu re  d es  com m u ta teu rs ,  s i  l e s  com m u ta teu rs  u ti l i s é s  p o u r s p éci fi er l e  N od e I D  
s o n t ré g l é s  su r u n e  va l e u r va l i d e  (va l e u r d e  N o d e I D  co m pri s e  en tre  0  e t 6 3 ) ,  l ’ a ttri b u t 
N o d e I D  d oi t  a voi r u n  a ccè s  O b te n i r u n i q u e m e n t;  

•  Lors  d e  l a  l ectu re  d e s  co m m u ta teu rs ,  s i  ce s  d e rn i e rs  son t ré g l és  s u r l e  m od e  
p rog ra m m a bl e  pa r l og i ci e l  (> 6 3  p ou r l e  N od e I D ) ,  l ’ a ttri b u t N o d e I D  d o i t  a vo i r u n  a ccè s  
D é fi n i r;   

•  Lors q u ’ u n  a p pa re i l  n e  com p orte  p as  d e  com m u ta teu r,  i l  d o i t u ti l i s e r l es  va l e u rs  p ar d é fau t 
p ou r l e  N od e I D  d an s  s a  con fi g u ra ti on  ou t-o f- bo x ( 6 3  po u r l e  N od e I D ) .  Pou r F S C P  2 /1  s u r 
C P  1 6 /3 ,  i l  fa u t q u e  l e  S D I D  d a n s  l ’ ob j e t Li a i s on  S E RC O S  I I I  s oi t  ré g l é  s u r d e s  va l eu rs  p a r 
d é fa u t;   

•  L ors q u e  l ’ ap p are i l  es t  ou t-o f-bo x,  i l  d o i t  u ti l i s e r l es  p ara m é tra g es  d e  co m m u ta te u r N od e I D  
co u ra n ts  s i  ces  d e rn i ers  so n t d e s  va l e u rs  va l i d e s .  

Le s  ap p are i l s  d e  s é cu ri té  d oi ve n t con trô l e r e t d é te cte r l es  va ri a ti o n s  d e  l a  va l e u r N od e I D  ou  
d e s  pa ra m é tra g e s  d e  l ’ a ttri b u t I P  e t d u  co m m u ta te u r d e  d é b i t  e n  b a u d s  ( l e  ca s  éch é an t) .  L e s  
d é ve l op p e u rs  o n t to u te  l i be rté  d e  d é term i n e r u n e  p é ri od e  d e  prél è ve m en t ap p rop ri é e  p ou r 
ce tte  d é te cti on .  

E n  cas  d e  d é tecti on  d ’ u n  ch a n g e m e n t d e  p a ra m é tra g e  d u  com m u ta teu r N o d e I D ,  l ’ a pp a re i l  d oi t 
actu a l i s e r l ’ a ttri b u t M AC I D  _S wi tch _Va l u e .  Lors q u e  l e  com m u ta te u r N od e I D  é q u i va u t au  
N o d e I D  u ti l i s é  ou  l ors q u e  l es  com m u ta te u rs  N o d e I D  so n t s u pé ri e u rs  à  l a  va l e u r 6 3  e t 
ré g l a b l e s  p ar l og i ci el ,  s u p p ri m e r l ’ a ttri b u t m od i fi é  p a r l e  N o d e I D  e t  n e  pa s  m o d i fi e r l ’ é ta t d e  
l ’ a pp a re i l ;  d a n s  l e  ca s  co n tra i re ,  d é fi n i r l ’ a ttri b u t m od i fi é  p a r l e  N od e I D  e t p a ss e r à  l ’ é ta t 
AB AN D O N  ( vo i r org a n i g ra m m e  à  l a  F i g u re  9 1 ) .   

Lorsq u ’ u n  ch an g em e n t d e  p a ra m é tra g e  d e  com m u ta te u r I P  e s t d é tecté ,  i l  d o i t ê tre  d é term i n é  
s i  ce  ch a n g e m e n t g é n ère  u n e  con d i ti on  d e  d é fa u t d ' ad a p ta ti o n .  S i  l e  co m m u ta te u r I P  e s t 
d i ffé re n t d e  l ’ a ttri b u t Ad res s e  I P ,  i l  d oi t  p a s s er à  l ’ é ta t AB AN D O N .  

E n  ca s  d e  d é te cti on  d ’ u n  ch an g e m e n t d e  p aram é tra g e  d u  co m m u ta te u r d e  d éb i t e n  b au d s ,  
l ’ a pp a re i l  d o i t  actu a l i s e r l ’ a ttri b u t B a u d _Ra te _S wi tch _C h an g ed  e t l ’ attri b u t 
B a u d _Ra te _S wi tch _Va l u e ,  pu i s  pa s se r à  l ‘ é ta t AB AN D O N .  

S i  u n  ap p are i l  d e  s é cu ri té  F S C P  2 /1  p re n d  en  ch arg e  l e  s e rvi ce  S e t_Attri b u te  p ou r l ’ a ttri b u t 
N o d e I D ,  e t  s i  l e s  co m m u ta teu rs  N o d e I D  s o n t rég l és  d e  m a n i è re  à  a cti ver l e  s ervi ce  d é fi n i ,  l e s  
a pp a re i l s  d e  s é cu ri té  d oi ve n t acce p te r u n i q u e m en t l e  S e t_Attri b u te  tou t e n  é ta n t d a n s  l ’ é ta t 
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“ Atte n te  d u  TU N I D ” .  D an s  l e  ca s  con tra i re ,  l ’ ap p arei l  d o i t ré p on d re  pa r u n  « C o n fl i t  d ’ é ta t 
d ’ a pp a re i l » .  

S i  u n  a p p a re i l  d e  s écu ri té  F S C P  2 /1  p re n d  e n  ch a rg e  l e  s ervi ce  S e t_Attri b u te  p ou r l ’ a ttri b u t 
D é b i t  e n  b a u d s ,  l e s  a p pa re i l s  d e  s é cu ri té  d oi ve n t a cce p te r u n i q u e m e n t l e  S e t_Attri b u te  tou t 
e n  é tan t d a n s  l ’ é ta t “ Atte n te  d u  TU N I D ” .  D an s  l e  cas  con tra i re ,  l ’ a pp a re i l  d oi t  ré p on d re  p a r u n  
« C on fl i t  d ’ é ta t d ’ ap p are i l » .  
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Anglai s  Français  
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Figure  91  – Logique  de  trai tement du  NodeID  des  apparei ls  de  sécuri té  

9 . 1 .6.3  Commutateur de  réin i tial isation  

S i  u n  a p pare i l  d e  s é cu ri té  co m p orte  u n  co m m u ta te u r d e  ré i n i ti a l i s a ti on ,  i l  d o i t  e xécu te r u n e  
réi n i ti a l i sa ti on  d e  type  2  d u  Prog ra m m e  d e  co n trô l e  d e  s écu ri té  (c’ e s t-à -d i re  ré i n i ti a l i s a ti o n  à  
l ’ é ta t o u t-o f-b o x,  m a i s  con s erva ti o n  d u  m o t d e  p as s e ).  

9.2  Lignes  d i rectrices  d ’ instal lation  

L e s  l i g n es  d i re ctri ces  d ’ i n s ta l l a ti o n  d e  l ’ I E C  6 1 9 1 8  e t  d e  l ’ I E C  6 1 7 8 4 -5 -2  p ou r l a  C P F  2  
d oi ven t s ‘ a p p l i q u er.  

9.3  Temps  de  réponse  de  la  fonction  de  sécuri té  

9 .3.1  Présentation  générale  

L e  te m ps  d e  ré p on s e  d e  l a  fon cti o n  d e  s é cu ri té  corres p on d  a u  te m p s  l e  p l u s  d é fa vora bl e  q u i  
s ’ é co u l e  en tre  u n  é vé n em e n t re l a ti f à  l a  sé cu ri té  co m m e é l é m e n t d ‘ e n tré e  d u  s ys tè m e  ou  
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co m m e  a n om a l i e  d u  s ys tè m e ,  j u s q u ’ a u  m om en t o ù  l e  s ys tè m e  e s t d an s  u n  é ta t d e  s é cu ri té .  
La  p o rté e  d u  te m ps  d e  ré a cti o n  e s t d é fi n i e  à  l a  F i g u re  9 2 .  

 

Anglai s  Français  
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Figure  92  – Temps  de  réponse  de  la  fonction  de  sécuri té  

P o u r d é term i n er l e  tem p s  d e  l a  fo n cti on  d e  s écu ri té  d e  tou te  ch a în e  d e  co m m a n d e ,  
l ’ u ti l i s a te u r d oi t  ad d i ti on n er l e s  co m p os an ts  d e  l a  ch a în e  d e  s écu ri té .   

S e l o n  l ’ e xe m p l e  d e  l a  F i g u re  9 2 ,  l e  tem p s  d e  ré p on s e  d e  l a  fon cti o n  d e  s é cu ri té  s e ra i t  l e  
su i va n t:  

Te m p s  d e  ré p on se  d e  l a  fon cti on  d e  s é cu ri té  =  Te m ps  d e  ré a cti o n  d u  cap teu r  
+  Te m ps  d e  ré a cti on  d e  l ’ e n tré e   
+  Te m ps  d e  ré a cti on  d u  ré s ea u   
+  Te m ps  d e  ré a cti on  d u  con trôl e u r  
+  Te m ps  d e  ré a cti on  d u  ré s ea u   
+  Te m ps  d e  ré a cti on  d e  l a  s orti e   
+  Te m ps  d e  ré a cti on  d e  l ’ a cti on n e u r 

( 1 3 )  

IEC  

Sensor Input Logic Output Actuator

Input Logic OutputSafety Data 
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9.3.2  Délai  du  réseau  

P arti e  d u  te m p s  d e  ré p on s e  d e  l a  fo n cti on  d e  sé cu ri té .  Le  d é l a i  d u  rés e a u  corres p on d  a u  
te m p s  l e  p l u s  d é fa vora b l e ,  en tre  l e  m om en t d e  l a  s a i s i e  d e s  d on n ée s  p ar l e  p ro d u cte u r d e  
d on n é es  d e  s écu ri té  e t l e  m om e n t où  l ’ ap p l i ca ti o n  d e  con s om m a ti on  re con n a ît u n  é ta t d e  
sé cu ri té .  C e ci  i n cl u t é g al e m e n t l e s  erre u rs  d e  p rod u cti on  e t d e  con s o m m a ti on .  

Le  N e twork_Ti m e _E xp ecta ti o n _M u l ti p l i er u ti l i s é  d a n s  l es  p a ra g rap h es  p récé d e n ts  d e  l a  
p ré s e n te  p arti e ,  re p ré se n te  l e  te m p s  m e s u ré  l e  p l u s  d é fa vora b l e  e n tre  l e  m om e n t d e  l a  s a i s i e  
d e s  d on n ée s  p a r l e  p ro d u cte u r d e  d on n ée s  d e  s écu ri té  e t l e  m o m e n t o ù  l ’ a p pl i ca ti o n  d e  
co n so m m a ti o n  re con n a ît l ’ i n d i ca ti on  d ’ u n  é ta t d e  s é cu ri té .  

La  va l e u r N e twork_Ti m e _E xp ecta ti o n _M u l ti p l i er n é ce s s a i re  p o u r s ’ a s s u rer d e  l a  n on -d é te cti on  
d ’ u n e  e rre u r d e  te m pori s a ti o n  e s t l a  s u i va n te :  

N e twork_Ti m e _E xp e cta ti on _M u l ti p l i e r >  E P I  ×  Ti m e ou t_M u l ti p l i e r  
 +  S a fe ty_M e ss a g e_Ti m e( m a x)  
 +  Ti m e _C o ord _M e ss a g e_Ti m e( m a x))  /  1 2 8  µ s  
 +  C on n e cti on _C orrecti o n _C o n s ta n t 

( 1 4 )  

où :  

S a fety_M e ss a g e_Ti m e ( m a x)  e s t l e  te m ps  ré e l  e n tre  l a  sa i s i e  d es  d on n é es  p a r l e  
p rod u cte u r d e  d o n n é es  d e  s écu ri té  e t l e  m om en t d u  tra n s fert d e  ce s  d on n é e s  à  
l ’ a p p l i ca ti o n  d e  con s om m a ti o n  en  vu e  d e  l e u r u ti l i s a ti o n .   

Ti m e _C oord _M e ss a g e _Ti m e( m a x)  es t l e  te m p s  m a xi m u m  p o te n ti e l  d e  tra n s m i s s i on  d e s  
i n fo rm a ti o n s  d e  coord i n a ti on  te m p orel l e  en tre  l e  con s o m m a te u r e t l e  prod u cteu r.  C e  te m p s  
m a xi m u m  e s t m es u ré  e n tre  l e  m o m e n t d e  l a  s a i s i e  d e  C on s u m er_C l k_C ou n t s u r  
C o n su m er_Ti m e _Val u e  e t l e  m o m e n t d e  l a  s a i s i e  d e  Prod u ce r_C l k_C ou n t s u r 
P ro d u ce r_Rcve d _Ti m e_Va l u e .    

Ti m e ou t_M u l ti p l i e r es t u n  p aram è tre  e xi g é  p a r l e  tra i tem e n t d u  p ro toco l e  d e  s écu ri té .  
C e tte  va l e u r d é te rm i n e  l e  n o m b re  d e  m e s s ag e s  s u sce p ti b l es  d ’ ê tre  pe rd u s  p réa l a b l e m e n t 
à  to u te  d é cl a ra ti on  d ’ e rre u r d e  co n n e xi o n .  U n  Ti m e o u t_M u l ti p l i e r d e  1  i n d i q u e  q u ’ a u cu n  
m e ss a g e  n e  p eu t ê tre  p e rd u .  U n  Ti m e o u t_M u l ti p l i er d e  2  i n d i q u e  q u e  1  m e ss a g e  pe u t ê tre  
p e rd u ,  e tc.  O u tre  l e s  co n trô l es  d e  Ti m eo u t_M u l ti pl i e r d an s  l e  ca d re  d u  p ro tocol e ,   d e s  
co n trô l e s  d u  te m p s  d e  ré a cti on  s o n t é g a l e m en t e ffectu é s .  U n e  va l e u r p a r d é fau t 
rai s on n ab l e  d u  Ti m eou t_M u l ti p l i e r se ra i t  u n e  va l e u r ég a l e  à  2 .  U n e  l i m i te  ra i s on n a b l e  
co n s i s te ra i t,  p ou r l e  l og i ci el  d e  con fi g u ra ti on ,  à  re s tre i n d re  l e  Ti m e ou t_M u l ti p l i er à  d e s  
va l e u rs  e n ti è re s  com pri s es  en tre  1  e t 4 .  P ou r l e  E xte n d e d F orm at,  l a  va l e u r d u  
Ti m eo u t_M u l ti pl i e r p eu t ê tre  p orté e  à  2 5 5  ta n t q u e  l a  va l e u r d e  d é l a i  d u  ré s ea u  n e  
d ép a ss e  p a s  5 , 8  s .  

C o n n e cti o n _C o rrecti on _C o n s tan t e s t u n e  va l e u r d ’ i n cré m e n ts  d e  1 2 8  µs  s ou s tra i te  d e  l a  
d a ta ti on  a fi n  d e  rep ré s e n te r l ’ erre u r l a  p l u s  d é fa vora b l e  d u e  à  l a  d é ri ve  te m p ore l l e ,  l a  
n a tu re  as yn ch ron e  d e s  h orl og e s  d u  p rod u cte u r e t d u  con s om m a te u r,  e t l e  te m p s  m i n i m a l  
d e  tra n s fe rt d u  m e s sa g e  d e  coord i n a ti on  te m pore l l e  e n tre  l e  con s om m a teu r e t l e  
p rod u cte u r.   

Ti m eo u t_M u l ti p l i e r e t C on n e cti on _C orrecti on _C on s tan t s o n t d é cri ts  en  7 . 7 . 5 . 8  e t 7 . 7 . 5 . 1 5  
re s pe cti ve m e n t.  

9.3.3  Équation  de  calcu l  des  temps de  réaction  du  réseau  

L’ e m p l a cem e n t l e  p l u s  l o g i q u e  d e  d é fi n i ti on  e t d e  d é term i n a ti o n  d es  te m p s  d e  ré a cti on  d u  
rés e a u  p ar l ’ u ti l i s a te u r es t l ’ a p p a re i l  l og i q u e ,  d a n s  l a  m e s u re  o ù  ce  d ern i e r e s t trè s  
vra i s e m b l a b l e m e n t l e  su p port d e  con fi g u ra ti on  e t l e  p oi n t d ’ ori g i n e  d e  con n e xi on .    

I l  e xi s te  d e u x cas  d e  tem p s  d e  ré acti on  d e  con n e xi o n  d e  s écu ri té  p o u r l a  p l u p a rt d e s  a pp a re i l s  
l og i q u es .  I l  s ’ ag i t:  

•  d u  te m ps  d e  ré a cti on  d e s  con n e xi on s  d ’ e n tré e ;  
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•  d u  tem p s  d e  ré acti on  d es  co n n e xi o n s  d e  sorti e .   

Le  Ta b l e a u  1 1 8  d é fi n i t l es  a pp l i ca ti o n s  d e  prod u cti o n  e t d e  con s om m a ti on  p ou r l es  cas  d e  
te m p s  d e  ré acti o n  d e  ré se a u  s u s m en ti o n n é s .    

Tableau  1 1 8  – Type  de  temps  de  réaction  de  connexion  – appl ications  de  
production/consommation  

Type  de  temps  de  réaction  de  
connexion  

Appl i cation  de  
production  

Appl i cation  de  
consommation  

E n tré e  d e  s é cu ri té  M o d u l e  d ’ e n tré e  C o n trô l e u r 

S o rti e  d e  s é cu ri té  C o n trô l e u r M o d u l e  d e  s o rti e  

 

La  F i g u re  9 3  p ré s en te  l ’ a n al ys e  d e s  com pos a n tes  d u  te m p s  d e  rép on s e  d e  l a  fo n cti on  d e  
s écu ri té .  L ’ a n al ys e  d ’ a pp l i ca ti on  tem p orel l e  s ’ e ffectu e  en tre  l e  re to u r d u  s i g n a l  d e  s o rti e  ve rs  
l e  s i g n a l  d ’ e n tré e .  C e tte  a n a l ys e  p e rm e t d ’ ob s erve r l e s  e ffe ts  d es  p rod u cti on s  as yn ch ron es .  

L ’ a n a l yse  pos e  l ’ h ypo th è s e  d e  l ’ e xi s te n ce  d ’ u n  cycl e  i n tern e  au  m o d u l e  d e  s orti e  q u i  vé ri fi e  
l ’ â g e  d e s  d ern i è res  d on n é e s  d e  s orti e  reçu e s .  L ’ â g e  d e  ces  d on n é es  d e  s o rti e  e s t m a i n ten u  à  
u n e  va l e u r i n fé ri eu re  à  l a  val e u r N e two rk_Ti m e _E xp e cta ti on _M u l ti p l i e r (N TE M ) .  
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The oldest input captured on cycle 

(n) will be an input signal just 

missed by the previous cycle (n-1)

The oldest input captured on 

cycle (n-1) will be an input 

produced at a time NTEM prior

The oldest age of an input produced on this 

production will be the maximum time enforced 

by the input module

  If the age check times out due 

to the loss or delay of the 

message containing the 

transition to safety state,  then 

the timeout will occur from the 

production prior to the control 

cycle containing the safety state 

data.  
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Anglai s  Français  

i n p u t  p ro d u ce d  e n tré e  p ro d u i te  

i n p u t  co n s u m e d  e n tré e  co n s o m m é e  

s ta rt  o f a p p l i ca ti o n  cycl e  d é b u t  d u  cycl e  d ' a p p l i ca ti o n  

e n d  o f a p p .  cycl e  fi n  d u  cycl e  d ' a p p l i ca ti o n  

o u tp u t p ro d u cti o n  p ro d u cti o n  d e  s o rti e  

s ta rt  o f o u tp u t  m o d u l e  a pp l i ca ti o n  d é b u t  d ' a p p l i ca ti o n  d u  m o d u l e  d e  s o rti e  

o u tp u t s i g n a l  d e a cti va te d  s i g n a l  d e  s o rti e  d é s a cti vé  

TI M E  TE M P S  

s a fe ty fu n cti o n  re s p o n s e  ti m e  te m p s  d e  ré p o n s e  d e  l a  fo n cti o n  d e  s é cu ri té  

i n p u t  re a cti o n  ti m e  te m p s  d e  ré a cti o n  d e  l ' e n tré e  

n e two rk re a cti o n  ti m e  te m p s  d e  ré a cti o n  d u  ré s e a u  

co n tro l l e r re a cti o n  ti m e  te m p s  d e  ré a cti o n  d u  co n trô l e u r 

o u tp u t re a cti o n  t i m e  te m p s  d e  ré a cti o n  d e  l a  s o rti e  

va l u e  d e fi n e d  b y va l e u r d é fi n i e  p a r 

i n p u t  m o d u l e  m o d u l e  d ' e n tré e  

i n p u t  co n n e cti o n  N TE M  N TE M  d e  co n n e xi o n  d ' e n tré e  

co n tro l l e r co n trô l e u r 

typ i ca l l y g é n é ra l e m e n t 

o u tp u t co n n e cti o n  co n n e xi o n  d e  s o rti e  

th e  o u tp u t m o d u l e  l e  m o d u l e  d e  s o rti e  

th e  a g e  o f th e  o u tp u t d a ta  wi l l  b e  m a i n ta i n e d  a t  l e s s  th a n  
th e  N TE M  va l u e  

l ' â g e  d e s  d o n n é e s  d e  s o rti e  e s t  m a i n te n u  à  u n e  
va l e u r i n fé ri e u re  à  l a  va l e u r N TE M  

th e  o l d e s t  i n p u t ca p tu re d  o n  cycl e  ( n )  wi l l  b e  a n  i n p u t  
s i g n a l  j u s t  m i s s e d  b y th e  p re vi o u s  cycl e  ( n -1 )  

l ' e n tré e  l a  p l u s  a n ci e n n e  s a i s i e  s u r l e  cycl e  ( n )  e s t  u n  
s i g n a l  d ' e n tré e  o m i s  p a r l e  cycl e  p ré cé d e n t  (n - 1 )  

th e  o l d e s t  i n p u t ca p tu re d  o n  cycl e  ( n - 1 )  wi l l  b e  a n  i n p u t  
p ro d u ce d  a t  a  ti m e  N TE M  p ri o r 

l ' e n tré e  l a  p l u s  a n ci e n n e  s a i s i e  s u r l e  cycl e  ( n -1 )  e s t  
u n e  e n tré e  p ro d u i te  à  u n  te m p s  N TE M  p ré cé d e n t 

i f th e  a g e  ch e ck ti m e s  o u t  d u e  to  th e  l o s s  o r d e l a y o f th e  
m e s s a g e  co n ta i n i n g  th e  tra n s i ti o n  to  s a fe ty s ta te ,  th e n  
th e  ti m e o u t  wi l l  o ccu r fro m  th e  p ro d u cti o n  p ri o r to  th e  
co n tro l  cycl e  co n ta i n i n g  th e  s a fe ty d a ta  

s i  l e  co n trô l e  d e  l ' â g e  e s t  te m p o ri s é  d u  fa i t  d e  l a  p e rte  
o u  d u  re ta rd  d u  m e s s a g e  co n te n a n t  l a  tra n s i ti o n  ve rs  
l ' é ta t  d e  s é cu ri té ,  l a  te m p o ri s a ti o n  a  l i e u  à  p a rti r d e  l a  
p ro d u cti o n  p ré cé d a n t  l e  cycl e  d e  co n trô l e  co n te n a n t  
l e s  d o n n é e s  d ' é ta t  d e  s é cu ri té  

th e  o l d e s t  a g e  o f a n  i n p u t p ro d u ce d  o n  th i s  p ro d u cti o n  
wi l l  b e  th e  m a xi m u m  ti m e  e n fo rce d  b y th e  i n p u t  m o d u l e  

l ' â g e  l e  p l u s  a n ci e n  d ' u n e  e n tré e  p ro d u i te  s u r ce tte  
p ro d u cti o n  e s t  é g a l  a u  te m p s  m a xi m a l  a p p l i q u é  p a r l e  
m o d u l e  d ' e n tré e  

Figure  93  – Composantes  du  temps  de  réponse  de  la  fonction  de  sécuri té  

D ’ u n  p oi n t d e  vu e  a n al yti q u e ,  u n e  co n n e xi o n  e n tre  co n trô l e u rs  s e ra i t  tra i té e  d e  l a  m ê m e  
m an i ère  q u ’ u n e  co n n e xi o n  d ’ en trée .  

P o u r u n e  con n e xi on  d ’ en trée  ou  e n tre  con trôl e u rs :  

Tem p s  d e  ré acti o n  d u  ré se a u  =  N e two rk_Ti m e _E xp e cta ti on _M u l ti pl i e r  ×  1 2 8  μS  ( 1 5)  

P o u r u n e  con n e xi on  à  u n  m o d u l e  d e  s orti e :   

S i  l a  prod u cti on  d e  s o rti e  es t a s yn ch ron e  a vec l e  cycl e  d u  con trô l eu r:  

Tem p s  d e  réa cti o n  d u  rés e a u  =  N e twork_Ti m e_E xp e cta ti on _M u l ti p l i e r  ×  1 2 8  μS  ( 1 6 )  

S i  l a  prod u cti on  d e  so rti e  es t s yn ch ron e  a vec l e  cycl e  d u  con trôl eu r:  
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Te m ps  d e  réa cti on  d u  ré s ea u  =  N e twork_Ti m e _E xpe cta ti o n _M u l ti pl i e r  ×  1 2 8  μS  – 
E P I _i n _S e c 

( 1 7 )  

Le s  ca s  d e  con n e xi on  d e  s orti e  pe u ve n t ê tre  s i m p l i fi é s  com m e  s u i t:  

Te m ps  d e  réa cti on  d u  ré s e au  =  M u l ti p l i ca te u r d e  d é l ai  d e  ré s ea u  ×  1 2 8  µS   
+  ( E P I _i n _S ec  ×  ( AS YN C  – 1 ))  

( 1 8 )  

où  l e  pa ra m è tre  AS YN C  es t d é fi n i  com m e  s u i t:  

paramètre  ASYNC 

S i  l ’ a p p l i ca ti o n  d e  prod u cti on  es t s yn ch ron e  a ve c l a  p ro d u cti on  d e  d o n n é es ,  AS YN C  =  0 .  S i  
l ’ ap p l i ca ti o n  d e  p rod u cti on  es t a s yn ch ron e  a ve c l a  p rod u cti on  d e  d on n ée s ,  AS YN C  =  1 .  L ’ e ffe t 
rés e a u  d e  ce tte  d i fféren ce  rés i d e  d an s  l ’ a j o u t d ’ u n  E PI  su p pl é m e n ta i re  a u  tem p s  d e  ré acti on  
d u  rés e a u  p o u r l es  a pp a re i l s  a s yn ch ron e s .  I l  con vi e n t d e  fo u rn i r ce  pa ra m è tre  AS YN C  a u  
l og i ci e l  d e  co n fi g u ra ti on  d e  sé cu ri té  vi a  u n e  en tré e  d e  fi ch i er E D S .  La  va l eu r p a r d é fa u t d a n s  
l e s  cas  où  ce  p ara m è tre  n ’ es t p as  fou rn i ,  d o i t  ê tre  0 .  

9.4 Durée  des  demandes  (ou  sol l ici tations)  

La  d u ré e  d e  l a  d em a n d e  e n tre  l ’ a p p l i ca ti on  re l a ti ve  à  l a  s é cu ri té  e t l a  cou ch e  d e  
co m m u n i ca ti on  d e  s écu ri té  d oi t  ê tre  s u ffi s a n te  d e  m a n i è re  à  ce  q u e  l ’ E P I  l e  p l u s  l on g  
sé l e cti o n n é  p ar l ’ a pp l i ca ti on  p u i s s e  d é tecte r ce tte  d e m an d e .  

9.5 Contraintes  l i ées  au  calcu l  des  caractéristiques  du  système 

9.5. 1  Nombre  de  nœuds  

Le s  m i se s  e n  œu vre  d e  type  C P  2 /3  s e  l i m i te n t à  u n  n om b re  m a xi m u m  d e  3 2  n œu d s  d e  
p rod u cti on  et  d e  3 2  n œu d s  d e  con s om m a ti o n  p ou r ce  p ro fi l  d e  s é cu ri té .  L es  m i se s  e n  œu vre  
d e  type  C P 2 /2  n e  com porten t p a s  d e  l i m i te s  co n cern a n t l e  n om bre  d e  p rod u cte u rs  e t  d e  
co n s o m m a te u rs  p o u r ce  m ê m e  p ro fi l .  

9.5.2  PFH  de  réseau  

Le  p rés e n t p a ra g rap h e  9 . 5 . 2  d é cri t l es  ca l cu l s  q u i  p erm e tte n t d e  d é te rm i n e r l a  P F H  d u  
rés e a u .  Le s  s ys tè m es  S I L 3  con s ti tu e n t l a  ci b l e  d u  rés e a u .  La  P F H  d o i t p ar con s éq u en t ê tre  
< 1 0 - 9  (ou  < 1 0 -7  s i  l es  ca l cu l s  i n tè g re n t u n  fa cte u r d e  1  % ) .  

Le  p ro tocol e  d e  rés e au  d e  s é cu ri té  com p re n d  q u a tre  p arti es ,  à  s a vo i r,  l es  d on n ée s  d e  
sé cu ri té ,  l es  i n fo rm a ti o n s  d e  d a ta ti on ,  l e s  i n form a ti on s  con ce rn a n t l a  correcti on  d e  tem ps  
m u l ti po i n ts  e t  l a  rép on s e  à  d e m a n d e  P i n g  d e  coo rd i n a ti o n  te m p ore l l e .  C h a cu n e  d e  ces  p arti es  
a  s a  prop re  p ro te cti o n  q u i  co n tri b u e  à  l a  P F H .  

 

Figure  94 – Schéma de  principe  de  fiabi l i té  de  protocole  de  réseau  (RBD)  

S e l o n  l e  s ch ém a  d e  p ri n ci pe  d e  l a  F i g u re  9 4 ,  l ’ éq u a ti o n  a pp l i ca bl e  a u  ta u x d ’ e rre u rs  
rés i d u e l l es  d e  rés e a u  g l ob a l  e s t l a  s u i va n te :  

 R( p) T =  R( p )  d a ta  +  R(p ) ts  +  R(p ) ti m e co ord +  R( p )  ti m e _corr ( 1 9 )  

IEC  
R(p)ts R(p)Conn Sec R(p)ping  responseR(p)data
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Lors q u e  l e s  ta u x d ’ e rre u rs  rés i d u e l l es  s on t a p p l i q u és  d a n s  l e  ca l cu l  d e  l a  P F H ,  i l  e s t i m portan t 
d e  te n i r com p te  d u  fa i t  q u e  l e s  i n form a ti on s  co n cern a n t l a  coord i n a ti o n  te m pore l l e  e t  l a  
co rrecti on  d e  te m ps  m u l ti p oi n ts  s on t tran s m i s es  à  d es  ta u x a u tre s  q u e  l e  ta u x d e  tra n s m i s s i on  
d e  l a  d a ta ti o n  e t d e s  d on n ée s .  S u r l a  ba s e  d es  d i ffé re n ts  ta u x d e  tra n s m i s s i on  e t  d es  
i n fo rm a ti o n s  i s su e s  d u  s ch é m a  d e  p ri n ci p e ,  l ’ é q u a ti on  d e  ca l cu l  d e  l a  PF H  g l ob al e  p ou r u n e  
co n n e xi o n  p o i n t à  po i n t es t l a  s u i van te :  

Λ  =  3  6 0 0  ×  ((( R( p) ts  +  R( p )d a ta  )  ×  νm s g )  +  (R( p )t_coord  ×  νpi n g  ))  ×  (N o Prod  – 1 )  ×  1 0 0  ( 2 0 )  

où  

νm sg   es t l e  ta u x d e  tra n s m i s s i o n  e n  m es s a g e s /s econ d e  

νp i n g  e s t l e  tau x d e  tra n s m i ss i o n  en  m e ss a g es /s e con d e  

N o P e s t l e  n om b re  d e  p rod u cte u rs  

3  6 0 0  e s t l a  con ve rs i o n  d es  h e u res  e n  s e con d es  

1 0 0  es t l e  fa cte u r d e  1 %  

L’ é q u a ti o n  PF H  p ou r u n e  P F H  m u l ti p o i n ts  e s t l a  s u i va n te :  

Λ  =  3  6 0 0  ×  ( ((R( p ) ts  +  R(p )d a ta)  ×  νm s g × N o P)  +  ( ( R( p ) t_coord   
+  R(p ) t_corr)  ×  νp i n g  ×  N oC /P))  × 1 0 0  

( 2 1 )  

où  

νm s g  e s t l e  ta u x d e  tran s m i s s i o n  e n  m e s s a g e s /s econ d e  

νp i n g  e s t l e  ta u x d e  tran s m i s s i o n  e n  m e s s a g e s /s econ d e  

N oC /P es t l e  n om bre  d e  co n som m a teu rs  p a r p ro d u cte u r 

N o P es t l e  n om bre  d e  p rod u cte u rs  

3  6 0 0  es t l a  con vers i o n  d e s  h eu re s  e n  s eco n d e s  

1 0 0  es t l e  fa cte u r d e  1 %  

La  F i g u re  9 5  e t  l a  F i g u re  9 6  ré ca pi tu l e n t l e  rés u l ta t l e  p l u s  d é fa vorab l e .  Le s  n om b re s  s o n t 
ob te n u s  à  p a rti r d e s  ca l cu l s  d é ta i l l é s  e t d e s  é q u a ti o n s  ci -d e ss u s .  
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Entrées  

I n te rva l l e  d e  p a q u e ts  a tte n d u  ( E P I )  0 , 0 1 0  S e co n d e s  

I n te rva l l e  P i n g  1 , 0 0 0  S e co n d e s  

N o m b re  d e  n œ u d s  ( m )  6 3   

C o n s o m m a te u rs  m u l ti p o i n ts  1 5   

P ro b a b i l i té  d ’ e rre u rs  s u r l e s  b i ts  0 , 0 0 1   

Résu l tats  

  Poin t  à  poin t Mu l tipoints  

R( p ) d a ta  <=  2  o cte ts  S e cti o n  d e  d o n n é e s  R( p )  – 2  o cte ts  d e  d o n n é e s  7 , 0 2  ×  1 0 - 2 0  7 , 0 2  ×  1 0 -2 0  

R( p ) d a ta  >=  3  o cte ts  S e cti o n  d e  d o n n é e s  R( p )  – 2 5 0  o cte ts  d e  d o n n é e s  8 , 5 4  ×  1 0 -1 9  8 , 5 4  ×  1 0 -1 9  

        

R( p ) d a ta  S e cti o n  d e  d o n n é e s  R( p )  8 , 5 4  ×  1 0 -1 9  8 , 5 4  ×  1 0 -1 9  

R( p ) ts  S e cti o n  d e  d a ta ti o n  R( p )  3 , 1 8  ×  1 0 -1 8  3 , 1 8  ×  1 0 -1 8  

R( p ) m u l ti  M e s s a g e  d e  co rre cti o n  d e  te m p s  R( p )    2 , 6 8  ×  1 0 -1 8  

R( p ) re p l y M e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  R( p )  2 , 6 8  ×  1 0 -1 8  2 , 6 8  ×  1 0 -1 8  

      

M s g _p e r_s e c M e s s a g e s  p a r s e co n d e  =  1  /  E P I  1 0 0  1 0 0  

Rp l _p e r_s e c Ré p o n s e s  p a r s e co n d e  =  1  /  P i n g _I n te rva l  1 , 0 0  1 , 0 0  

      

 λ  9 . 0 7  ×  1 0 -9  1 , 0 8  ×  1 0 -8  

 % d ’objecti f 1 , 00E-07,  OK j usqu ’à  1 00  %  9 , 0 7  %  1 0 , 8 0  %  

    

 PFH  =  λ  /  1 00  9 , 0 7  ×  1 0 -1 1  1 , 0 8  ×  1 0 -1 0  

 

% de  S IL  3  (1 , 00E-07)  l im i te  PFD,  OK j usqu ’à  
1  %  0 , 0 9 0  7  %  0 , 1 0 8  0  %  

 

Figure  95  – Synthèse  de  la  PFH  de  réseau  

Copyright International  Electrotechnical  Commission  



 –  5 6 4  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

Entrées  

I n te rva l l e  d e  p a q u e ts  a tte n d u  ( E P I )  0 , 0 1 0  S e co n d e s  

I n te rva l l e  P i n g  0 , 5 2 4  S e co n d e s  

N o m b re  d e  n œ u d s  ( m )  6 3   

C o n s o m m a te u rs  m u l ti p o i n ts  1 5   

P ro b a b i l i té  d ’ e rre u rs  s u r l e s  b i ts  0 , 0 0 1   

Résu l tats  

  Poin t  à  poin t Mu l tipoints  

R( p ) d a ta  <=  2  o cte ts  S e cti o n  d e  d o n n é e s  R( p )  – 2  o cte ts  d e  d o n n é e s  5 , 0 5  ×  1 0 -2 2  5 , 0 5  ×  1 0 -2 2  

R( p ) d a ta  >=  3  o cte ts  S e cti o n  d e  d o n n é e s  R( p )  – 2 5 0  o cte ts  d e  d o n n é e s  4 , 3 4  ×  1 0 -2 5  4 , 3 4  ×  1 0 -2 5  

        

R( p ) d a ta  S e cti o n  d e  d o n n é e s  R( p )  5 , 0 5  ×  1 0 -2 2  5 , 0 5  ×  1 0 -2 2  

R( p ) ts  S e cti o n  d e  d a ta ti o n  R( p )  1 , 2 6  ×  1 0 -2 2  1 , 2 6  ×  1 0 -2 2  

R( p ) m u l ti  M e s s a g e  d e  co rre cti o n  d e  te m p s  R( p )    1 , 3 1  ×  1 0 -1 8  

R( p ) re p l y M e s s a g e  d e  co o rd i n a ti o n  te m p o re l l e  R( p )  1 , 1 3  ×  1 0 -1 8  1 , 3 1  ×  1 0 -1 8  

    

M s g _p e r_s e c M e s s a g e s  p a r s e co n d e  =  1  /  E P I  1 0 0  1 0 0  

Rp l _p e r_s e c Ré p o n s e s  p a r s e co n d e  =  1  /  P i n g _I n te rva l  1 , 0 0  1 , 0 0  

    

 λ  2 , 6 6  ×  1 0 -1 1  8 , 1 8  ×  1 0 -1 0  

 % d ’objecti f 1 , 00E-07,  OK j usqu ’à  1 00  %  0 , 0 2 2  6  %  0 , 8 1 8  %  

    

 PFH  =  λ  /  1 00  2 , 6 6  ×  1 0 -1 3  8 , 1 8  ×  1 0 -1 2  

 

% de  S IL  3  (1 , 00E-07)  l im i te  PFD,  OK j usqu ’à  
1  %  0 , 0 0 0  3  %  0 , 0 0 8  2  %  

 

Figure  96  – Synthèse de  la  PFH  de  format étendu  

9.5.3  Taux d ’erreurs  sur les  bi ts  (BER)  

9.5.3. 1  Général i tés  

L’ I E C  6 1 7 8 4 -3  e xi g e  l ’ a p pl i ca ti o n  d ’ u n  ta u x d ’ erre u rs  s u r l es  b i ts  ( B E R)  d e  0 , 0 1  d an s  l e s  
ca l cu l s  PD F /P F H ,  à  m o i n s  q u ’ i l  n e  s o i t  d é m on tré  q u e  ce  B E R n ' e s t p a s  réa l i s a b l e .  U n  B E R d e  
0 , 0 1  s i g n i fi e  q u e  1  b i t  s u r 1 0 0  b i ts  tra n s m i s  e s t tra n sm i s  d e  m a n i ère  i n corre cte .  C e ci  con s ti tu e  
b i e n  é vi d em m e n t u n e  con d i ti on  n on  ré a l i s te  p ou r u n  rés e a u  d e  s ys tè m e s  d e  con trôl e  
i n d u s tri e l s  d on t l a  d i sp on i b i l i té  d o i t  ê tre  m a i n ten u e .  

9.5.3.2  BER de  CP  2/3  

La  ta i l l e  d e  p a q u e t m i n i m a l e  u ti l i s é e  a vec l e  p ro tocol e  F S C P  2 /1  d a n s  l e s  a p p a re i l s  C P  2 /3  e s t 
d e  1 0 8  b i ts .  U n  a p pa re i l  C P  2 /3  com p orte  u n  sys tè m e  d e  l i m i ta ti on  e xte n si ve  d es  e rre u rs  e t 
to u s  l e s  n œu d s  d ’ u n  s ys tè m e  C P  2 /3  vé ri fi e n t to u s  l e s  m e s s a g e s  à  ch aq u e  tra n s m i s s i on .  E n  
p rés e n ce  d ‘ e rre u rs  p ersi s ta n te s ,  u n  ap p are i l  C P  2 /3  i n te rro m p t l e  b u s  (c’ es t-à -d i re  q u e  l e  
n œ u d  ces s e  tou te s  l es  acti vi tés  d u  rés e a u )  e t con se rve  ce t éta t j u s q u ’ a u x cycl es  
d ’ a l i m en ta ti on .  U n  s ys tèm e  C P  2 /3  ces s e  d e  fon cti o n n e r en  p ré s e n ce  d ’ u n  n o m bre  él e vé  
d ’ e rre u rs  s u r l es  b i ts  en  ra i s on  d e s  vé ri fi ca ti on s  g én é ra l i sé e s  e t d i ve rs es  e t d u  tra i te m e n t 
obl i g a to i re  d es  e rre u rs .  I l  pe u t ê tre  d ém on tré  q u ’ u n  rés e a u  C P  2 /3  n e  p e u t pa s  fon cti o n n e r 
a ve c u n  B E R s u p é ri eu r à  0 , 0 0 1 .  L ’ i n ca p a ci té  à  fon cti on n er e s t vra i e  p ou r l e s  C P  2 /3  e t F S C P  
2 /1 .  
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9.5.3.3  BER de  CP  2/2  

La  tai l l e  d e  p a q u e t m i n i m a l e  u ti l i s é e  a ve c u n  p rotocol e  F S C P 2 /1  d a n s  u n  a p p are i l  C P 2 /2  e s t 
d e  7 2 0  bi ts ,  ce  q u i  con s ti tu e  u n e  ta i l l e  b i en  p l u s  g ran d e  q u e  l a  ta i l l e  d e  1 0 8  b i ts  u ti l i s é e  a ve c 
l ’ a p p a re i l  C P  2 /3 .  Tou t co m m e  l ’ a p p a re i l  C P  2 /3 ,  l ’ a pp a re i l  C P  2 /2  n e  fo n cti on n e  p a s  a ve c u n  
B E R s u pé ri e u r à  0 , 0 0 1 ,  b i e n  q u e  l e  m é ca n i s m e d e  véri fi ca ti on  so i t  d i ffé ren t d an s  l e  ca s  d e  
l ’ a pp a re i l  C P  2 /2 .  C e  d ern i er u ti l i s e  l e  m é ca n i sm e  d e  d é l a i  i n te rn e  a u  p rotocol e  F S C P 2 /1  a fi n  
d e  s’ a ss u re r d e  l a  rem i s e  d e s  m e ss a g es  d a n s  l es  d é l a i s  i m p a rti s .  La  n on -re m i s e  d ’ u n  
m e s s a g e  corre ct d a n s  l a  p é ri od e  p ré vu e  e n tra în e  l a  fe rm e tu re  d e  l a  con n e xi on  e t l e  tra n s fert 
d e  l ’ a p pa re i l  à  l ’ é ta t d e  s écu ri té .  E n  p ré s en ce  d e  B E R é l e vés  ( su p é ri e u rs  à  0 , 0 0 1 ) ,  l a  
con n e xi o n  d e  sé cu ri té  es t ferm é e  e t l e  ré s e au  n ’ e s t pa s  e n  m e su re  d e  fo n cti on n e r.  I l  n ’ es t tou t 
s i m p l e m e n t p as  d i sp o n i b l e .  

J u s ti fi ca ti on  p ou r l e  p a ra m é trag e  d ’ u n  B E R m axi m u m  à  l a  va l e u r 0 , 0 0 1  p ou r u n  a pp a re i l  C P 
2 /2 :  

a )  S i  l e  p ou rcen tag e  d e  p aq u e ts  n on  rem i s  corre ctem e n t e s t s u ffi sa m m e n t él e vé ,  ce rta i n s  
m e s sa g es  n e  s on t p a s  re m i s  a va n t l a  tem p ori s a ti on  d e  l a  con n e xi on .  

b )  S i  l a  te m po ri s a ti on  d e s  co n n e xi o n s  es t fré q u e n te ,  l e  rés e au  n ’ e s t pa s  d i sp on i b l e  e t  n e  
p e u t p as  ê tre  u ti l i sé .   

c)  S i  u n  rés e a u  n ’ es t p as  d i sp on i b l e ,  i l  e s t p ro té g é .  

9.5.3.4 Synthèse 

U n  B E R <  0 , 0 0 1  co n d u i t l e  pro toco l e  d e  sé cu ri té  à  d é pa s se r l a  l i m i te  te m p ore l l e  d e  7  RP I  
su ffi sa m m en t s ou ve n t p ou r re n d re  l e  ré s ea u  n on  d i s p on i b l e  po u r tou te  u ti l i s a ti on  pra ti q u e .  U n  
B E R =  0 , 0 0 1  a  pa r co n sé q u e n t é té  u ti l i s é  p o u r to u s  l e s  ca l cu l s .  

9.6  Maintenance 

I l  n ’ e xi s te  a u cu n e  e xi g e n ce  d e  m a i n te n a n ce  pa rti cu l i ère  po u r ce  p ro tocol e.  

9.7  Manuel  de  sécuri té  

Le s  i n g é n i e u rs  d ’ ap p l i ca ti o n  d e  l a  p ré s en te  p a rti e  d oi ven t fou rn i r u n  m a n u e l  d e  s écu ri té  
co n te n an t au  m i n i m u m  l es  i n form a ti o n s  s u i van tes :    

a )   l e  m a n u e l  d e  s é cu ri té  d o i t  i n form er l es  u ti l i s a te u rs  d e s  con tra i n te s  l i é es  a u  ca l cu l  d es  
ca ra cté ri s ti q u es  d e s  s ys tè m e s ,  vo i r 9 . 5 .  

b )   l e  m a n u el  d e  s écu ri té  d oi t  i n form er l es  u ti l i s a te u rs  d e  l e u rs  res p on s a b i l i té s  e u  é g a rd  
a u  p a ram é tra g e  a pp ropri é  d e  l ’ a pp a re i l ,  voi r 8 . 9 .  

c)   l e  m a n u el  d e  s é cu ri té  d o i t  fou rn i r d es  a ve rti ss e m en ts  con ce rn a n t l a  b on n e  u ti l i s a ti o n  
d e s  L E D ,  voi r 9 . 1 . 4 .  

O u tre  l e s  e xi g e n ces  s ti p u l é es  d a n s  l e  prés e n t p ara g ra p h e  9 . 7 ,  l e  m a n u e l  d e  s é cu ri té  d o i t  
re s pe cte r tou tes  l e s  e xi g e n ces  d e  l ’ I E C  6 1 5 0 8 .  

1 0  Évaluation  

I l  e s t forte m e n t re com m a n d é  a u x i n g én i e u rs  d ’ a p pl i ca ti o n  d u  F S C P  2 /1  d ’ ob te n i r l a  vé ri fi ca ti on  
p ou r to u s  l es  a s pe cts  d e  s écu ri té  fon cti on n el l e  d u  p ro d u i t,  ta n t d u  p rotocol e  q u e  d e  tou te  
a p p l i ca ti on ,  co n form é m e n t a u x e xi g e n ce s  d ’ i n d é pe n d a n ce  e t d e  com pé te n ce  s pé ci fi é e s  à  
l ’ Arti cl e  8  d e  l ’ I E C  6 1 5 0 8 -1 : 2 0 1 0 .  I l  e s t forte m e n t re com m a n d é  au x i n g é n i e u rs  d ’ a pp l i ca ti o n  d u  
F S C P  2 /1  d ’ ob te n i r l a  pre u ve  q u ’ u n  e s s ai  d e  con form i té  a pp ro p ri é  a  é té  ré a l i s é .  
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Annexe A 
( informative)  

 
I nformations  supplémentaires  pour les  profi ls  de  communication  

de sécuri té  fonctionnel le  de la  CPF 2  
 

A.1  Exemple  de  code de  fonction  de  hachage 

#include  " stdio. h"       / / for  printf  
#include  " memory. h"      / / for  memcmp 
 
#define  CRCS1_POLYNOMIAL   0 x37  
#define  CRCS2_POLYNOMIAL   0 x3b  
#define  CRCS3_POLYNOMIAL   0 x0 8 0F 
#define  CRC32_POLYNOMIAL   0 xedb8 8 32 0   / /  not  0 x0 4 C1 1DB7  
#define  CRCS5_POLYNOMIAL   0 x5D6DCB  
 
 
/ /  CRC32  ( CRC-S4 )  
/ /  polynomial  0 xedb8 8 32 0  =  s tandard CRC-32  bit  reversed from the  
regular  
/ /  published polynomial  of  0 x0 4 c1 1db7 .  This  table  s hould be  used to  
/ /  replicate  s tandard Ethernet  CRC  hardware  algorithm.  Thus  the  
s oftware  
/ /  implementation  of  the  Ethernet  CRC  s hould produce  the  same  result  
as  the  
/ /  hardware.  This  table  was  generated via  right  shifting the  LSB  of  
each  
/ /  byte  
const  unsigned long CRC32 Table[ 2 56]  =  
{  
0 x0 0 0 0 0 0 0 0 ,  0 x7 7 0 7 30 96,  0 xEE0E61 2 C,  0 x990 951BA,  
0 x0 7 6DC4 19 ,  0 x7 06AF4 8F,  0 xE963A535 ,  0 x9E64 95A3 ,  
0 x0 EDB88 32 ,  0 x7 9DCB8A4 ,  0 xE0D5E91E,  0 x97D2 D988 ,  
0 x0 9B64C2B,  0 x7 EB17 CBD,  0 xE7 B8 2D0 7 ,  0 x90BF1D91 ,  
0 x1DB7 10 64 ,  0 x6AB02 0F2 ,  0 xF3B97 1 4 8 ,  0 x8 4 BE4 1DE,  
0 x1ADAD4 7D,  0 x6DDDE4 EB,  0 xF4 D4 B551 ,  0 x8 3D385C7 ,  
0 x1 36C98 56,  0 x64 6BA8C0 ,  0 xFD62 F97A,  0 x8A65C9EC,  
0 x1 4 0 1 5C4F,  0 x630 66CD9,  0 xFA0F3D63 ,  0 x8D0 8 0DF5 ,  
0 x3B6E2 0C8 ,  0 x4 C691 0 5E,  0 xD560 4 1 E4 ,  0 xA2 67 7 1 7 2 ,  
0 x3C0 3E4 D1 ,  0 x4 B0 4D4 4 7 ,  0 xD2 0D85FD,  0 xA50AB56B,  
0 x35B5A8FA,  0 x4 2 B2 98 6C,  0 xDBBBC9D6,  0 xACBCF94 0 ,  
0 x32D86CE3 ,  0 x4 5DF5C7 5 ,  0 xDCD60DCF,  0 xABD1 3D59,  
0 x2 6D930AC,  0 x51DE0 0 3A,  0 xC8D7 51 8 0 ,  0 xBFD0 61 16,  
0 x2 1B4 F4 B5 ,  0 x56B3C4 2 3 ,  0 xCFBA9599,  0 xB8BDA50F,  
0 x2 8 0 2 B8 9E,  0 x5F0 58 8 0 8 ,  0 xC60CD9B2 ,  0 xB10BE92 4 ,  
0 x2 F6F7C87 ,  0 x5868 4 C1 1 ,  0 xC1 61 1DAB,  0 xB6662D3D,  
0 x7 6DC4 1 90 ,  0 x0 1DB7 1 0 6,  0 x98 D2 2 0BC,  0 xEFD510 2A,  
0 x7 1B1 8589 ,  0 x0 6B6B51F,  0 x9FBFE4A5 ,  0 xE8B8D4 33 ,  
0 x7 8 0 7 C9A2 ,  0 x0F0 0F934 ,  0 x960 9A8 8E,  0 xE1 0 E98 18 ,  
0 x7 F6A0DBB,  0 x0 86D3D2 D,  0 x91 64 6C97 ,  0 xE6635C01 ,  
0 x6B6B51F4 ,  0 x1 C6C61 62 ,  0 x8 56530D8 ,  0 xF262 0 0 4 E,  
0 x6C0 695ED,  0 x1B0 1A57 B,  0 x8 2 0 8F4 C1 ,  0 xF50FC4 57 ,  
0 x65B0D9C6,  0 x1 2 B7 E950 ,  0 x8BBEB8EA,  0 xFCB988 7 C,  
0 x62DD1DDF,  0 x1 5DA2D4 9,  0 x8CD37 CF3 ,  0 xFBD4 4 C65 ,  
0 x4 DB2 61 58 ,  0 x3AB551 CE,  0 xA3BC00 7 4 ,  0 xD4BB30E2 ,  
0 x4 ADFA54 1 ,  0 x3DD895D7 ,  0 xA4 D1C4 6D,  0 xD3D6F4 FB,  
0 x4 369E96A,  0 x34 6ED9FC,  0 xAD67 88 4 6,  0 xDA60B8D0 ,  
0 x4 4 0 4 2D7 3 ,  0 x330 31DE5 ,  0 xAA0A4C5F,  0 xDD0D7CC9,  
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0x500 57 1 3C,  0 x2 7 0 2 4 1AA,  0 xBE0 B10 1 0 ,  0 xC90C2 0 86,  
0 x57 68B52 5 ,  0 x2 06F8 5B3 ,  0 xB966D4 0 9,  0 xCE61E4 9F,  
0 x5EDEF90E,  0 x2 9D9C998 ,  0 xB0D098 2 2 ,  0 xC7D7A8B4 ,  
0 x59B33D17 ,  0 x2 EB4 0D8 1 ,  0 xB7 BD5C3B,  0 xC0BA6CAD,  
0 xEDB8 8 32 0 ,  0 x9ABFB3B6,  0 x0 3B6E2 0C,  0 x7 4 B1D2 9A,  
0 xEAD54 7 39 ,  0 x9DD2 7 7AF,  0 x0 4 DB2 61 5 ,  0 x7 3DC1683 ,  
0 xE3630B12 ,  0 x94 64 3B8 4 ,  0 x0D6D6A3E,  0 x7 A6A5AA8 ,  
0 xE4 0 ECF0B,  0 x930 9FF9D,  0 x0A0 0AE2 7 ,  0 x7 D0 7 9EB1 ,  
0 xF00F934 4 ,  0 x8 7 0 8A3D2 ,  0 x1E0 1F2 68 ,  0 x690 6C2 FE,  
0 xF7 62 57 5D,  0 x8 06567 CB,  0 x196C367 1 ,  0 x6E6B06E7 ,  
0 xFED4 1B7 6,  0 x8 9D32 BE0 ,  0 x1 0DA7A5A,  0 x67DD4ACC,  
0 xF9B9DF6F,  0 x8 EBEEFF9,  0 x1 7 B7 BE4 3 ,  0 x60B0 8ED5 ,  
0 xD6D6A3E8 ,  0 xA1D1937 E,  0 x38D8C2 C4 ,  0 x4 FDFF2 52 ,  
0 xD1BB67 F1 ,  0 xA6BC57 67 ,  0 x3FB506DD,  0 x4 8B2 364B,  
0 xD80D2 BDA,  0 xAF0A1B4 C,  0 x360 34AF6,  0 x4 1 0 4 7A60 ,  
0 xDF60EFC3 ,  0 xA867DF55 ,  0 x31 6E8EEF,  0 x4 669BE7 9 ,  
0 xCB61B38C,  0 xBC668 31A,  0 x2 56FD2A0 ,  0 x52 68 E2 36,  
0 xCC0C7 7 95 ,  0 xBB0B4 7 0 3 ,  0 x2 2 0 2 16B9,  0 x550 52 62F,  
0 xC5BA3BBE,  0 xB2 BD0B2 8 ,  0 x2 BB4 5A92 ,  0 x5CB36A04 ,  
0 xC2D7 FFA7 ,  0 xB5D0CF31 ,  0 x2 CD99E8B,  0 x5BDEAE1D,  
0 x9B64 C2 B0 ,  0 xEC63F2 2 6,  0 x7 56AA39C,  0 x0 2 6D930A,  
0 x9C0 90 6A9,  0 xEB0E363F,  0 x7 2 0 7 67 8 5 ,  0 x0 50 0 57 13 ,  
0 x95BF4A82 ,  0 xE2 B8 7A1 4 ,  0 x7 BB1 2BAE,  0 x0 CB61B38 ,  
0 x92D2 8E9B,  0 xE5D5BE0D,  0 x7 CDCEFB7 ,  0 x0BDBDF2 1 ,  
0 x8 6D3D2 D4 ,  0 xF1D4 E2 4 2 ,  0 x68DDB3F8 ,  0 x1FDA836E,  
0 x8 1BE16CD,  0 xF6B92 65B,  0 x6FB0 7 7 E1 ,  0 x1 8B7 4 7 7 7 ,  
0 x8 8 0 8 5AE6,  0 xFF0F6A7 0 ,  0 x660 63BCA,  0 x1 1 0 1 0B5C,  
0 x8F659EFF,  0 xF862AE69,  0 x61 6BFFD3 ,  0 x1 66CCF4 5 ,  
0 xA00AE2 7 8 ,  0 xD7 0DD2 EE,  0 x4 E0 4 8354 ,  0 x390 3B3C2 ,  
0 xA7 67 2 661 ,  0 xD0601 6F7 ,  0 x4 9694 7 4 D,  0 x3E6E7 7 DB,  
0 xAED16A4A,  0 xD9D65ADC,  0 x4 0DF0B66,  0 x37 D8 3BF0 ,  
0 xA9BCAE53 ,  0 xDEBB9EC5 ,  0 x4 7 B2 CF7 F,  0 x30B5FFE9,  
0 xBDBDF2 1C,  0 xCABAC2 8A,  0 x53B39330 ,  0 x2 4 B4A3A6,  
0 xBAD03605 ,  0 xCDD7 0693 ,  0 x54 DE57 2 9,  0 x2 3D967 BF,  
0 xB3667A2E,  0 xC4 61 4AB8 ,  0 x5D68 1B0 2 ,  0 x2 A6F2B94 ,  
0 xB4 0BBE37 ,  0 xC30C8EA1 ,  0 x5A0 5DF1B,  0 x2 D0 2 EF8D  
} ;  
 
/ / CRCS3_POLYNOMIAL  =  0 x0 8 0F 
/ / This  table  was  generated via  left  s hifting  the  MSB  of  each  byte  
const  unsigned short  CRC16Table[ 2 56 ]  =  
{  
0 x0 0 0 0 ,  0 x0 8 0F,  0 x1 0 1 E,  0 x1 8 1 1 ,  0 x2 0 3C,  0 x2 8 33 ,  0 x30 2 2 ,  0 x3 8 2D,  
0 x4 0 7 8 ,  0 x4 8 7 7 ,  0 x50 66,  0 x58 69 ,  0 x60 4 4 ,  0 x68 4 B,  0 x7 0 5A,  0 x7 8 55 ,  
0 x8 0F0 ,  0 x8 8FF,  0 x90 EE,  0 x98 E1 ,  0 xA0CC,  0 xA8 C3 ,  0 xB0D2 ,  0 xB8DD,  
0 xC08 8 ,  0 xC8 8 7 ,  0 xD0 96,  0 xD8 99,  0 xE0B4 ,  0 xE8 BB,  0 xF0AA,  0 xF8A5 ,  
0 x0 9EF,  0 x0 1 E0 ,  0 x1 9F1 ,  0 x1 1FE,  0 x2 9D3 ,  0 x2 1 DC,  0 x39CD,  0 x31C2 ,  
0 x4 997 ,  0 x4 1 98 ,  0 x598 9,  0 x51 8 6,  0 x69AB,  0 x61A4 ,  0 x7 9B5 ,  0 x7 1BA,  
0 x8 91F,  0 x8 1 1 0 ,  0 x990 1 ,  0 x91 0 E,  0 xA92 3 ,  0 xA1 2 C,  0 xB93D,  0 xB1 32 ,  
0 xC967 ,  0 xC1 68 ,  0 xD97 9,  0 xD1 7 6 ,  0 xE95B,  0 xE1 54 ,  0 xF94 5 ,  0 xF1 4A,  
0 x1 3DE,  0 x1BD1 ,  0 x0 3C0 ,  0 x0BCF,  0 x33E2 ,  0 x3BED,  0 x2 3FC,  0 x2 BF3 ,  
0 x53A6,  0 x5BA9,  0 x4 3B8 ,  0 x4 BB7 ,  0 x7 39A,  0 x7 B95 ,  0 x638 4 ,  0 x6B8B,  
0 x932 E,  0 x9B2 1 ,  0 x8 330 ,  0 x8B3F,  0 xB31 2 ,  0 xBB1D,  0 xA30C,  0 xAB03 ,  
0 xD356,  0 xDB59,  0 xC34 8 ,  0 xCB4 7 ,  0 xF36A,  0 xFB65 ,  0 xE37 4 ,  0 xEB7B,  
0 x1A31 ,  0 x1 2 3E,  0 x0A2 F,  0 x0 2 2 0 ,  0 x3A0D,  0 x32 0 2 ,  0 x2 A1 3 ,  0 x2 2 1C,  
0 x5A4 9,  0 x5 2 4 6 ,  0 x4 A57 ,  0 x4 2 58 ,  0 x7 A7 5 ,  0 x7 2 7A,  0 x6A6B,  0 x62 64 ,  
0 x9AC1 ,  0 x92 CE,  0 x8ADF,  0 x8 2 D0 ,  0 xBAFD,  0 xB2 F2 ,  0 xAAE3 ,  0 xA2 EC,  
0 xDAB9,  0 xD2 B6,  0 xCAA7 ,  0 xC2A8 ,  0 xFA85 ,  0 xF2 8A,  0 xEA9B,  0 xE2 94 ,  
0 x2 7 BC,  0 x2 FB3 ,  0 x3 7A2 ,  0 x3FAD,  0 x0 7 8 0 ,  0 x0F8F,  0 x1 7 9E,  0 x1F91 ,  
0 x67 C4 ,  0 x6FCB,  0 x7 7 DA,  0 x7 FD5 ,  0 x4 7 F8 ,  0 x4 FF7 ,  0 x5 7 E6,  0 x5FE9,  
0 xA7 4 C,  0 xAF4 3 ,  0 xB7 52 ,  0 xBF5D,  0 x8 7 7 0 ,  0 x8F7F,  0 x97 6E,  0 x9F61 ,  
0 xE7 34 ,  0 xEF3B,  0 xF7 2A,  0 xFF2 5 ,  0 xC7 0 8 ,  0 xCF07 ,  0 xD7 1 6,  0 xDF19,  
0 x2 E53 ,  0 x2 65C,  0 x3E4 D,  0 x364 2 ,  0 x0 E6F,  0 x0660 ,  0 x1 E7 1 ,  0 x1 67 E,  
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0x6E2 B,  0 x662 4 ,  0 x7 E35 ,  0 x7 63A,  0 x4 E1 7 ,  0 x4 61 8 ,  0 x5E0 9,  0 x5606 ,  
0 xAEA3 ,  0 xA6AC,  0 xBEBD,  0 xB6B2 ,  0 x8 E9F,  0 x8690 ,  0 x9E8 1 ,  0 x968E,  
0 xEEDB,  0 xE6D4 ,  0 xFEC5 ,  0 xF6CA,  0 xCEE7 ,  0 xC6E8 ,  0 xDEF9,  0 xD6F6,  
0 x34 62 ,  0 x3C6D,  0 x2 4 7 C,  0 x2 C7 3 ,  0 x1 4 5E,  0 x1C51 ,  0 x0 4 4 0 ,  0 x0 C4F,  
0 x7 4 1A,  0 x7 C15 ,  0 x64 0 4 ,  0 x6C0B,  0 x54 2 6 ,  0 x5C2 9 ,  0 x4 4 38 ,  0 x4 C37 ,  
0 xB4 92 ,  0 xBC9D,  0 xA4 8C,  0 xAC8 3 ,  0 x94AE,  0 x9CA1 ,  0 x8 4 B0 ,  0 x8 CBF,  
0 xF4 EA,  0 xFCE5 ,  0 xE4 F4 ,  0 xECFB,  0 xD4D6,  0 xDCD9,  0 xC4 C8 ,  0 xCCC7 ,  
0 x3D8D,  0 x358 2 ,  0 x2 D93 ,  0 x2 59C,  0 x1DB1 ,  0 x1 5BE,  0 x0DAF,  0 x0 5A0 ,  
0 x7 DF5 ,  0 x7 5FA,  0 x6DEB,  0 x65E4 ,  0 x5DC9,  0 x55C6,  0 x4 DD7 ,  0 x4 5D8 ,  
0 xBD7 D,  0 xB57 2 ,  0 xAD63 ,  0 xA56C,  0 x9D4 1 ,  0 x954 E,  0 x8D5F,  0 x8 550 ,  
0 xFD0 5 ,  0 xF50A,  0 xED1B,  0 xE51 4 ,  0 xDD39,  0 xD536,  0 xCD2 7 ,  0 xC52 8  
} ;  
 
/ / CRCS1_POLYNOMIAL=0x37  
/ / This  table  was  generated via  left  s hifting the  MSB  of  each  byte  
const  unsigned char  CRC8 Table37 [ 2 56 ]  =  
{  
0 x0 0 ,  0 x37 ,  0 x6e,  0 x59,  0 xdc,  0 xeb,  0 xb2 ,  0 x8 5 ,  
0 x8 f,  0 xb8 ,  0 xe1 ,  0 xd6,  0 x53 ,  0 x64 ,  0 x3d,  0 x0a,  
0 x2 9,  0 x1e,  0 x4 7 ,  0 x7 0 ,  0 xf5 ,  0 xc2 ,  0 x9b,  0 xac,  
0 xa6,  0 x91 ,  0 xc8 ,  0 xff,  0 x7 a,  0 x4 d,  0 x1 4 ,  0 x2 3 ,  
0 x5 2 ,  0 x65 ,  0 x3c,  0 x0b,  0 x8e,  0 xb9,  0 xe0 ,  0 xd7 ,  
0 xdd,  0 xea,  0 xb3 ,  0 x8 4 ,  0 x0 1 ,  0 x36,  0 x6f,  0 x58 ,  
0 x7 b,  0 x4 c,  0 x1 5 ,  0 x2 2 ,  0 xa7 ,  0 x90 ,  0 xc9,  0 xfe,  
0 xf4 ,  0 xc3 ,  0 x9a,  0 xad,  0 x2 8 ,  0 x1f,  0 x4 6,  0 x7 1 ,  
0 xa4 ,  0 x93 ,  0 xca,  0 xfd,  0 x7 8 ,  0 x4 f,  0 x1 6,  0 x2 1 ,  
0 x2 b,  0 x1c,  0 x4 5 ,  0 x7 2 ,  0 xf7 ,  0 xc0 ,  0 x99,  0 xae,  
0 x8d,  0 xba,  0 xe3 ,  0 xd4 ,  0 x51 ,  0 x66,  0 x3f,  0 x0 8 ,  
0 x0 2 ,  0 x35 ,  0 x6c,  0 x5b,  0 xde,  0 xe9,  0 xb0 ,  0 x8 7 ,  
0 xf6,  0 xc1 ,  0 x98 ,  0 xaf,  0 x2 a,  0 x1d,  0 x4 4 ,  0 x7 3 ,  
0 x7 9,  0 x4 e,  0 x1 7 ,  0 x2 0 ,  0 xa5 ,  0 x92 ,  0 xcb,  0 xfc,  
0 xdf,  0 xe8 ,  0 xb1 ,  0 x8 6,  0 x0 3 ,  0 x34 ,  0 x6d,  0 x5a,  
0 x50 ,  0 x67 ,  0 x3e,  0 x0 9,  0 x8c,  0 xbb,  0 xe2 ,  0 xd5 ,  
0 x7 f,  0 x4 8 ,  0 x1 1 ,  0 x2 6,  0 xa3 ,  0 x94 ,  0 xcd,  0 xfa,  
0 xf0 ,  0 xc7 ,  0 x9e,  0 xa9,  0 x2 c,  0 x1b,  0 x4 2 ,  0 x7 5 ,  
0 x56,  0 x61 ,  0 x38 ,  0 x0f,  0 x8a,  0 xbd,  0 xe4 ,  0 xd3 ,  
0 xd9,  0 xee,  0 xb7 ,  0 x8 0 ,  0 x0 5 ,  0 x32 ,  0 x6b,  0 x5c,  
0 x2 d,  0 x1a,  0 x4 3 ,  0 x7 4 ,  0 xf1 ,  0 xc6,  0 x9f,  0 xa8 ,  
0 xa2 ,  0 x95 ,  0 xcc,  0 xfb,  0 x7 e,  0 x4 9,  0 x1 0 ,  0 x2 7 ,  
0 x0 4 ,  0 x33 ,  0 x6a,  0 x5d,  0 xd8 ,  0 xef,  0 xb6,  0 x8 1 ,  
0 x8 b,  0 xbc,  0 xe5 ,  0 xd2 ,  0 x57 ,  0 x60 ,  0 x39,  0 x0e,  
0 xdb,  0 xec,  0 xb5 ,  0 x8 2 ,  0 x0 7 ,  0 x3 0 ,  0 x69,  0 x5e,  
0 x5 4 ,  0 x63 ,  0 x3a,  0 x0d,  0 x8 8 ,  0 xbf,  0 xe6,  0 xd1 ,  
0 xf2 ,  0 xc5 ,  0 x9c,  0 xab,  0 x2 e,  0 x1 9,  0 x4 0 ,  0 x7 7 ,  
0 x7 d,  0 x4 a,  0 x1 3 ,  0 x2 4 ,  0 xa1 ,  0 x96,  0 xcf,  0 xf8 ,  
0 x8 9,  0 xbe,  0 xe7 ,  0 xd0 ,  0 x55 ,  0 x62 ,  0 x3b,  0 x0c,  
0 x0 6,  0 x31 ,  0 x68 ,  0 x5f,  0 xda,  0 xed,  0 xb4 ,  0 x8 3 ,  
0 xa0 ,  0 x97 ,  0 xce,  0 xf9,  0 x7 c,  0 x4 b,  0 x1 2 ,  0 x2 5 ,  
0 x2 f,  0 x1 8 ,  0 x4 1 ,  0 x7 6,  0 xf3 ,  0 xc4 ,  0 x9d,  0 xaa,  
} ;  
 
/ / CRCS2_POLYNOMIAL  =  0 x3b  
/ / This  table  was  generated via  left  s hifting the  MSB  of  each  byte  
const  unsigned char  CRC8Table3b[ 2 56 ]  =  
{  
0 x0 0 ,  0 x3b,  0 x7 6,  0 x4 d,  0 xec,  0 xd7 ,  0 x9a,  0 xa1 ,  
0 xe3 ,  0 xd8 ,  0 x95 ,  0 xae,  0 x0f,  0 x34 ,  0 x7 9,  0 x4 2 ,  
0 xfd,  0 xc6,  0 x8 b,  0 xb0 ,  0 x1 1 ,  0 x2 a,  0 x67 ,  0 x5c,  
0 x1 e,  0 x2 5 ,  0 x68 ,  0 x53 ,  0 xf2 ,  0 xc9,  0 x8 4 ,  0 xbf,  
0 xc1 ,  0 xfa,  0 xb7 ,  0 x8 c,  0 x2d,  0 x1 6,  0 x5b,  0 x60 ,  
0 x2 2 ,  0 x19 ,  0 x54 ,  0 x6f,  0 xce,  0 xf5 ,  0 xb8 ,  0 x8 3 ,  
0 x3c,  0 x0 7 ,  0 x4 a,  0 x7 1 ,  0 xd0 ,  0 xeb,  0 xa6,  0 x9d,  
0 xdf,  0 xe4 ,  0 xa9,  0 x92 ,  0 x33 ,  0 x0 8 ,  0 x4 5 ,  0 x7 e,  
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0xb9,  0 x8 2 ,  0 xcf,  0 xf4 ,  0 x55 ,  0 x6e,  0 x2 3 ,  0 x1 8 ,  
0 x5a,  0 x61 ,  0 x2 c,  0 x1 7 ,  0 xb6,  0 x8d,  0 xc0 ,  0 xfb,  
0 x4 4 ,  0 x7 f,  0 x32 ,  0 x0 9,  0 xa8 ,  0 x93 ,  0 xde,  0 xe5 ,  
0 xa7 ,  0 x9c,  0 xd1 ,  0 xea,  0 x4 b,  0 x7 0 ,  0 x3d,  0 x06 ,  
0 x7 8 ,  0 x4 3 ,  0 x0 e,  0 x35 ,  0 x94 ,  0 xaf,  0 xe2 ,  0 xd9,  
0 x9b,  0 xa0 ,  0 xed,  0 xd6,  0 x7 7 ,  0 x4 c,  0 x0 1 ,  0 x3a,  
0 x8 5 ,  0 xbe,  0 xf3 ,  0 xc8 ,  0 x69 ,  0 x52 ,  0 x1f,  0 x2 4 ,  
0 x66,  0 x5d,  0 x1 0 ,  0 x2 b,  0 x8a,  0 xb1 ,  0 xfc,  0 xc7 ,  
0 x4 9,  0 x7 2 ,  0 x3f,  0 x0 4 ,  0 xa5 ,  0 x9e,  0 xd3 ,  0 xe8 ,  
0 xaa,  0 x91 ,  0 xdc,  0 xe7 ,  0 x4 6 ,  0 x7 d,  0 x30 ,  0 x0b,  
0 xb4 ,  0 x8f,  0 xc2 ,  0 xf9,  0 x58 ,  0 x63 ,  0 x2 e,  0 x1 5 ,  
0 x57 ,  0 x6c,  0 x2 1 ,  0 x1 a,  0 xbb,  0 x8 0 ,  0 xcd,  0 xf6,  
0 x8 8 ,  0 xb3 ,  0 xfe,  0 xc5 ,  0 x64 ,  0 x5f,  0 x1 2 ,  0 x2 9 ,  
0 x6b,  0 x50 ,  0 x1d,  0 x2 6,  0 x8 7 ,  0 xbc,  0 xf1 ,  0 xca,  
0 x7 5 ,  0 x4 e,  0 x0 3 ,  0 x3 8 ,  0 x99 ,  0 xa2 ,  0 xef,  0 xd4 ,  
0 x96,  0 xad,  0 xe0 ,  0 xdb,  0 x7 a,  0 x4 1 ,  0 x0 c,  0 x37 ,  
0 xf0 ,  0 xcb,  0 x8 6,  0 xbd,  0 x1c,  0 x2 7 ,  0 x6a,  0 x51 ,  
0 x1 3 ,  0 x2 8 ,  0 x65 ,  0 x5e,  0 xff,  0 xc4 ,  0 x8 9,  0 xb2 ,  
0 x0d,  0 x36 ,  0 x7 b,  0 x4 0 ,  0 xe1 ,  0 xda,  0 x97 ,  0 xac,  
0 xee,  0 xd5 ,  0 x98 ,  0 xa3 ,  0 x0 2 ,  0 x39,  0 x7 4 ,  0 x4 f,  
0 x31 ,  0 x0a,  0 x4 7 ,  0 x7 c,  0 xdd,  0 xe6,  0 xab,  0 x90 ,  
0 xd2 ,  0 xe9 ,  0 xa4 ,  0 x9f,  0 x3e,  0 x0 5 ,  0 x4 8 ,  0 x7 3 ,  
0 xcc,  0 xf7 ,  0 xba,  0 x8 1 ,  0 x2 0 ,  0 x1 b,  0 x56,  0 x6d,  
0 x2 f,  0 x1 4 ,  0 x59,  0 x62 ,  0 xc3 ,  0 xf8 ,  0 xb5 ,  0 x8e,  
} ;  
 
/ /  polynominal  0 x5D6DCB  
/ /  This  table  was  generated via  left  s hifting the  MSB  of  each  byte  and 
appending an  
/ /  additional  byte  to  form a  long word value.  The  MSB  of  the  table  
value  will   
/ /  always  be  z ero  
const  unsigned long CRCS5Table[ 2 56]  =  
{  
0 x0 0 0 0 0 0 0 0 ,  0 x0 05d6dcb,  0 x0 0badb96,  0 x0 0e7 b65d,  
0 x0 0 2 8dae7 ,  0 x0 0 7 5b7 2 c,  0 x0 0 92 0 1 7 1 ,  0 x0 0cf6cba,  
0 x0 051 b5ce,  0 x0 0 0cd8 0 5 ,  0 x0 0 eb6e58 ,  0 x0 0b60393 ,  
0 x0 0 7 96f2 9 ,  0 x0 0 2 4 0 2 e2 ,  0 x0 0c3b4 bf,  0 x0 09ed97 4 ,  
0 x0 0a36b9c,  0 x0 0fe0657 ,  0 x0 0 1 9b0 0a,  0 x0 0 4 4 ddc1 ,  
0 x0 0 8bb1 7 b,  0 x0 0d6dcb0 ,  0 x0 0 31 6aed,  0 x0 06c07 2 6,  
0 x0 0f2 de52 ,  0 x0 0afb399,  0 x0 0 4 8 05c4 ,  0 x0 0 1 568 0f,  
0 x0 0da04 b5 ,  0 x0 0 8 7 697 e,  0 x0 0 60df2 3 ,  0 x0 03db2 e8 ,  
0 x0 0 1bbaf3 ,  0 x0 0 4 6d7 38 ,  0 x0 0a161 65 ,  0 x0 0fc0cae,  
0 x0 03360 1 4 ,  0 x0 06e0ddf,  0 x0 0 8 9bb8 2 ,  0 x0 0d4d64 9,  
0 x0 0 4 a0f3d,  0 x0 0 1 7 62 f6,  0 x0 0f0d4 ab,  0 x0 0adb960 ,  
0 x0 062 d5da,  0 x0 03fb8 1 1 ,  0 x0 0d8 0e4 c,  0 x0 0 8 5638 7 ,  
0 x0 0b8d16f,  0 x0 0e5bca4 ,  0 x0 0 0 2 0af9,  0 x0 05f67 32 ,  
0 x0 090 0b88 ,  0 x0 0cd664 3 ,  0 x0 0 2 ad0 1e,  0 x0 0 7 7 bdd5 ,  
0 x0 0e964 a1 ,  0 x0 0b4 0 96a,  0 x0 0 53bf37 ,  0 x0 0 0 ed2 fc,  
0 x0 0c1 be4 6,  0 x0 09cd38d,  0 x0 0 7 b65d0 ,  0 x0 0 2 608 1b,  
0 x0 037 7 5e6,  0 x0 06a1 8 2 d,  0 x0 0 8dae7 0 ,  0 x0 0d0c3bb,  
0 x0 0 1faf01 ,  0 x0 0 4 2 c2 ca,  0 x0 0a57 4 97 ,  0 x0 0f8 195c,  
0 x0 066c0 2 8 ,  0 x0 03bade3 ,  0 x0 0dc1bbe,  0 x0 0 8 1 7 67 5 ,  
0 x0 0 4 e1acf,  0 x0 0 1 37 7 0 4 ,  0 x0 0f4 c1 59,  0 x0 0a9ac92 ,  
0 x0 094 1e7 a,  0 x0 0c97 3b1 ,  0 x0 0 2 ec5ec,  0 x0 0 7 3a8 2 7 ,  
0 x0 0bcc4 9d,  0 x0 0e1a956,  0 x0 0 0 61f0b,  0 x0 05b7 2 c0 ,  
0 x0 0c5abb4 ,  0 x0 098c67 f,  0 x0 0 7 f7 0 2 2 ,  0 x0 0 2 2 1de9,  
0 x0 0ed7 1 53 ,  0 x0 0b01c98 ,  0 x0 0 57 aac5 ,  0 x0 0 0ac7 0e,  
0 x0 0 2 ccf15 ,  0 x0 0 7 1a2de,  0 x0 0 961 4 8 3 ,  0 x0 0cb7 94 8 ,  
0 x0 0 0 4 15f2 ,  0 x0 0597 8 39,  0 x0 0bece64 ,  0 x0 0e3a3af,  
0 x0 0 7 d7adb,  0 x0 0 2 0 1 7 1 0 ,  0 x0 0c7 a1 4d,  0 x0 09acc86,  
0 x0 055a0 3c,  0 x0 00 8cdf7 ,  0 x0 0 ef7baa,  0 x0 0b2 1661 ,  
0 x0 0 8fa4 89 ,  0 x0 0d2c94 2 ,  0 x0 0 357 f1f,  0 x0 068 1 2 d4 ,  
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0x0 0a7 7 e6e,  0 x0 0fa1 3a5 ,  0 x0 0 1da5f8 ,  0 x0 0 4 0c8 33 ,  
0 x0 0de11 4 7 ,  0 x0 0 8 37 c8 c,  0 x0 0 64 cad1 ,  0 x0 039a7 1a,  
0 x0 0f6cba0 ,  0 x0 0aba66b,  0 x0 0 4 c10 36,  0 x0 0 1 1 7dfd,  
0 x0 06eebcc,  0 x0 0338 60 7 ,  0 x0 0d4 30 5a,  0 x0 0 8 95d91 ,  
0 x0 0 4 631 2 b,  0 x0 0 1b5ce0 ,  0 x0 0fceabd,  0 x0 0a1 8 7 7 6,  
0 x0 03f5e02 ,  0 x0 062 33c9,  0 x0 0 8 58594 ,  0 x0 0d8e8 5f,  
0 x0 0 1 7 8 4 e5 ,  0 x0 0 4 ae92 e,  0 x0 0ad5f7 3 ,  0 x0 0f0 32 b8 ,  
0 x0 0cd80 50 ,  0 x0 090ed9b,  0 x0 0 7 7 5bc6,  0 x0 0 2 a360d,  
0 x0 0e55ab7 ,  0 x0 0b837 7 c,  0 x0 0 5f81 2 1 ,  0 x0 0 0 2 ecea,  
0 x0 09c359e,  0 x0 0c158 55 ,  0 x0 0 2 6ee0 8 ,  0 x0 0 7 b83c3 ,  
0 x0 0b4 ef7 9,  0 x0 0e98 2 b2 ,  0 x0 0 0 e34 ef,  0 x0 053592 4 ,  
0 x0 0 7 551 3f,  0 x0 0 2 83cf4 ,  0 x0 0cf8aa9,  0 x0 092 e7 62 ,  
0 x0 05d8bd8 ,  0 x0 0 0 0e61 3 ,  0 x0 0 e7 50 4 e,  0 x0 0ba3d85 ,  
0 x0 0 2 4 e4 f1 ,  0 x0 0 7 98 93a,  0 x0 0 9e3f67 ,  0 x0 0c352 ac,  
0 x0 0 0c3e16,  0 x0 05153dd,  0 x0 0b6e58 0 ,  0 x0 0eb88 4 b,  
0 x0 0d63aa3 ,  0 x0 0 8b57 68 ,  0 x0 0 6ce1 35 ,  0 x0 031 8cfe,  
0 x0 0fee0 4 4 ,  0 x0 0a38d8f,  0 x0 0 4 4 3bd2 ,  0 x0 0 1 95619 ,  
0 x0 0 8 7 8f6d,  0 x0 0dae2 a6,  0 x0 0 3d54 fb,  0 x0 060 3930 ,  
0 x0 0af558a,  0 x0 0f2 38 4 1 ,  0 x0 0 1 58e1c,  0 x0 0 4 8 e3d7 ,  
0 x0 0599e2a,  0 x0 0 0 4 f3e1 ,  0 x0 0 e34 5bc,  0 x0 0be2 8 7 7 ,  
0 x0 0 7 1 4 4 cd,  0 x0 0 2 c2 90 6,  0 x0 0cb9f5b,  0 x0 096f2 90 ,  
0 x0 0 0 8 2 be4 ,  0 x0 0554 62 f,  0 x0 0b2 f0 7 2 ,  0 x0 0ef9db9,  
0 x0 0 2 0 f1 03 ,  0 x0 0 7 d9cc8 ,  0 x0 0 9a2a95 ,  0 x0 0c7 4 7 5e,  
0 x0 0faf5b6,  0 x0 0a7 98 7 d,  0 x0 0 4 0 2 e2 0 ,  0 x0 0 1d4 3eb,  
0 x0 0d2 2f51 ,  0 x0 0 8f4 2 9a,  0 x0 0 68f4 c7 ,  0 x0 035990c,  
0 x0 0ab4 0 7 8 ,  0 x0 0f62db3 ,  0 x0 0 1 1 9bee,  0 x0 0 4 cf62 5 ,  
0 x0 0 8 39a9f,  0 x0 0def7 54 ,  0 x0 0 394 1 0 9,  0 x0 064 2 cc2 ,  
0 x0 0 4 2 2 4 d9,  0 x0 0 1f4 91 2 ,  0 x0 0f8ff4 f,  0 x0 0a592 8 4 ,  
0 x0 06afe3e,  0 x0 037 93f5 ,  0 x0 0d0 2 5a8 ,  0 x0 0 8d4 8 63 ,  
0 x0 0 1 391 1 7 ,  0 x0 0 4 efcdc,  0 x0 0a94a8 1 ,  0 x0 0f4 2 7 4 a,  
0 x0 03b4bf0 ,  0 x0 0662 63b,  0 x0 0 8 1 90 66,  0 x0 0dcfdad,  
0 x0 0e1 4 f4 5 ,  0 x0 0bc2 2 8 e,  0 x0 0 5b94d3 ,  0 x0 0 0 6f918 ,  
0 x0 0c995a2 ,  0 x0 094 f8 69,  0 x0 0 7 34 e34 ,  0 x0 0 2 e2 3ff,  
0 x0 0b0 fa8b,  0 x0 0ed97 4 0 ,  0 x0 0 0 a2 1 1d,  0 x0 057 4 cd6,  
0 x0 098 2 0 6c,  0 x0 0c54da7 ,  0 x0 0 2 2 fbfa,  0 x0 0 7 f9631  
} ;  
 
 
/ × ×  GetCRC32 Ethernet  
 
    \ par  Purpose:  
CRC32  calculation  routine  for  polynomial  0 xedb8 8 32 0  which  is  bit  
reversed 
    from the  regular  polynomial  of  0 x0 4 c1 1db7  thus  the  ( crc  >>  8 )  
below 
    i s  right  s hifted.  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
result  
    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  l east  len  bytes  in  s iz e  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
× /  
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unsigned long GetCRC32 Ethernet( const  void × pStart,  int  len,  unsigned 
long preset)  
{  
    unsigned long crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
    while  ( len--  >  0 )  
    {  
        unsigned char  data8  =  × buf++;  
        crc  =  CRC32 Table[ ( crc  ^  data8 )  &  0 xff]  ^  ( crc  >>  8 ) ;  
    }  
    return  crc;  
}    / / GetCRC32 Ethernet  
 
 
/ × ×  ComputeCRCS1  
 
    \ par  Purpose:  
CRC8  calculation  routine  for  polynomial  0 x37 .  
    Note  that  the  CRC8Table37  was  computed via  left  s hift  operations .  
 
    \ note  
    Doing incremental  crc  calculation  i s  done  with  providing the  
result  
    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned char  ComputeCRCS1 ( const  void × pStart,  int  len,  unsigned char  
preset)  
{  
    unsigned char  crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
 while  ( len--  >  0 )  
 {  
  crc  =  CRC8 Table37 [ ( crc  ^  × buf++) ] ;  
 }  
 return  ( crc) ;  
}    / / ComputeCRCS1  
 
 
 
/ × ×  ComputeCRCS2  
 
    \ par  Purpose:  
CRC8  calculation  routine  for  polynomial  0 x3b.  
    Note  that  the  CRC8Table3b  was  computed via  left  s hift  operations .  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing  the  
result  
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    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over  
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned char  ComputeCRCS2 ( const  void × pStart,  int  len,  unsigned char  
preset)  
{  
    unsigned char  crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
 while  ( len--  >  0 )  
 {  
  crc  =  CRC8Table3b[ ( crc  ^  × buf++) ] ;  
 }  
 return  ( crc) ;  
}    / / ComputeCRCS2  
 
 
/ × ×  ComputeCRCS3  
 
    \ par  Purpose:  
CRC16  calculation  routine  for  polynomial  0 x0 8 0F.  
    The  CRC16Table  was  computed via  left  s hift  operations  and thus  
will  do  
    a  ( crc  <<  8 ) .  
 
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing the  
result  
    from the  previous  block with  preset.  
 
    \ note  
    Restrictions :  
        l en  >  0  
        pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
× /  
unsigned s hort  ComputeCRCS3( const  void × pStart,  int  len,  unsigned 
short  preset)  
{  
    unsigned short  crc  =  preset;  
    unsigned char  × buf  =  ( unsigned char  × ) pStart;  
 
 while  ( len--  >  0 )  
 {  
        unsigned char  data  =  × buf++;  
        crc  =  CRC16Table[ ( ( crc  >>  8 )  ^  data) ]  ^  ( crc  <<  8 ) ;  
 }  
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 return  ( crc) ;  
}    / / ComputeCRCS3  
 
 
/ × ×  ComputeCRCS3Ref4  
 
    \ par  Purpose:  
    Compute  crc  given  4  bytes  of  data  and a  preset  for  the  crc.  
    This  assumes  the  input  data  is  s tored in  native  ( little  or  big)  
    endian  format.  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  data        Value  to  compute  CRC  on  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned short  ComputeCRCS3Ref4 ( unsigned long data,  unsigned short  
preset)  
{  
    unsigned s hort  crc  =  preset;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( data&0xff) ]        ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>8 ) &0xff) ]   ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>16 ) &0xff) ]  ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>2 4 ) & 0xff) ]  ^  ( crc  <<  8 ) ;  
    return  crc;  
}  
 
/ × ×  ComputeCRCS3Ref2  
 
    \ par  Purpose:  
    Compute  crc  given  2  bytes  of  data  and a  preset  for  the  crc.  
    This  assumes  the  input  data  i s  s tored in  native  ( little  or  big)  
endian  format.  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  data        Value  to  compute  CRC  on  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned short  ComputeCRCS3Ref2 ( unsigned short  data,  unsigned short  
preset)  
{  
    unsigned short  crc  =  preset;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( data&0xff) ]        ^  ( crc  <<  8 ) ;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  ( ( data>>8 ) &0xff) ]   ^  ( crc  <<  8 ) ;  
    return  crc;  
}  
 
/ * *  ComputeCRCS5  
 
    \ par  Purpose:  
    CRCS5  calculation  routine  for  polynomial  0 x5D6DCB.  
    The  CRCS5Table  was  computed via  left  s hift  operations  and thus  
    will  do  a  ( crc  <<  8 ) .  
    \ note  
    Doing incremental  crc  calculation  is  done  with  providing  the  
    Result  from the  previous  block with  preset.  
 
    \ note  
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    Restrictions :  
    l en  >  0  
    pStart  points  to  valid memory with  at  least  len  bytes  in  s iz e.    
CRC  value  returned is  a  long with  the  MSB  =  0  
 
    \ param I nput:  \ b  pStart      S tarting address  to  compute  CRC  over 
    \ param I nput:  \ b  len         Number  of  bytes  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  ( unsigned long)  
 
* /  
unsigned long ComputeCRCS2 4 ( const  void * pStart,  int  len,  unsigned long 
preset)  
{  
     unsigned long crc  =  preset;   
     unsigned long temp;  
     unsigned char  * buf  =  ( unsigned char  * ) pStart;  
 
     while  ( len--  >  0 )  
     {  
          unsigned char  data  =  * buf++;  
      / /  XOR data  with  CRC2 ,  look up  result,  then  XOR with  CRC;  
          crc  =  CRCS5Table[ ( ( crc  >>  1 6 )  ^  data) &0xff]  ^  ( crc  <<  8 ) ;  
 }  
 return  ( crc  &  0 x0 0ffffff) ;  
}    / / ComputeCRCS5  
 
/ × ×  ComputeCRCS3Ref1  
 
    \ par  Purpose:  
    Compute  crc  given  1  bytes  of  data  and a  preset  for  the  crc.  
 
    \ par  Scope:  public  
 
    \ param I nput:  \ b  data        Value  to  compute  CRC  on  
    \ param I nput:  \ b  preset      Preset  value  for  CRC  
 
    \ par  Edit  History:  
× /  
unsigned short  ComputeCRCS3Ref1 ( unsigned char  data,  unsigned s hort  
preset)  
{  
    unsigned short  crc  =  preset;  
    crc  =  CRC1 6Table[ ( crc  >>  8 )  ^  data]  ^  ( crc  <<  8 ) ;  
    return  crc;  
}  
 
 
/ / The  following routines  were  us ed to  generate  the  above  tables .  
/ /Just  as  a  s anity check,  rerun  the  calculations  and test  that  the  
/ / tables  are  correct  
unsigned char   CRC8Table37Ref[ 2 56 ] ;  
unsigned char   CRC8Table3bRef[ 2 56 ] ;  
unsigned short  CRC16TableRef[ 2 56 ] ;  
unsigned long  CRC32 TableRef[ 2 56 ] ;  
unsigned long  CRCS5TableRef[ 2 56 ] ;  
 
/ / left  s hift  MSB  
s tatic  void I nitSafetyCRC8Table( )  
{  
    unsigned s hort  j ;  
    unsigned char  i ;  
    unsigned char  carry8=0 ;  
    unsigned char  entry8=0 ;  
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    / / CRCS1_POLYNOMIAL  
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry8  =  s tatic_cast<unsigned char>( j ) ;  
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry8  =  entry8  &  0 x8 0 ;      / /  carry8  i s  the  most  
s ignificant  bit  
            entry8  =  entry8  <<  1 ;  
            i f  ( carry8 )                / /  if  carry8  is  nonzero  
            {  
                entry8  =  entry8  ^  CRCS1_POLYNOMIAL;     / /  XOR by CRC  
polynom 
            }  
        }  
CRC8Table37Ref[ j ]  =  entry8 ;  
    }  
    / / CRCS2_POLYNOMIAL  
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry8  =  s tatic_cast<unsigned char>( j ) ;  
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry8  =  entry8  &  0 x8 0 ;      / /  carry8  i s  the  most  
s ignificant  bit  
            entry8  =  entry8  <<  1 ;  
            i f  ( carry8 )                / /  if  carry8  is  nonzero  
            {  
                entry8  =  entry8  ^  CRCS2_POLYNOMIAL;     / /  XOR by CRC  
polynom 
            }  
       }  
CRC8Table3bRef[ j ]  =  entry8 ;  
    }  
}   / /  end of  initSafetyCRCTable8bit  
 
/ / left  s hift  MSB  
s tatic  void I nitSafetyCRC1 6Table( )  
{  
    unsigned short  j ;  
    unsigned char  i ;  
    unsigned short  carry16=0 ;  
    unsigned short  entry16=0 ;  
 
    for  ( j  =  0 ;  j  <  2 5 6 ;  j ++)  
    {  
        entry1 6  =  j ;  
        for  ( i  =  0 ;  i  <  1 6 ;  ++i )  
        {  
            carry16  =  entry16  &  0 x8 0 0 0 ;      / /  carry1 6  is  the  lowest  
                                            / /  s ignificant  bit  
            entry16  =  entry16  <<  1 ;  
            i f  ( carry16 )                / /  if  carry16  is  nonzero  
            {  
                entry16  =  entry1 6  ^  CRCS3_POLYNOMIAL;     / /  XOR by CRC  
polynom 
            }  
        }  
CRC16TableRef[ j ]  =  entry16;  
    }  
}   / /  end of  initSafetyCRC16Table( )  
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/ /right  shift  LSB  
s tatic  void I nitSafetyCRC32 Table( )  
{  
    unsigned long j ;  
    unsigned char  i ;  
    unsigned long carry32=0 ;  
    unsigned long entry32=0 ;  
 
    / / right  shift  
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry32  =  j ;  
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry32  =  entry32  &  1 ;      / /  carry1 6  is  the  lowest  
                                       / /  s ignificant  bit  
            entry32  =  entry32  >>  1 ;  
            i f  ( carry32 )                / /  if  carry16  is  nonzero  
            {  
                entry32  =  entry32  ^  CRC32_POLYNOMIAL;     / /  XOR by 
                                                         / /  CRC  
polynom 
            }  
        }  
CRC32 TableRef[ j ]  =  entry32 ;  
    }  
}   / /  end of  initSafetyCRC32 Table( )  
 
 
/ / left  s hift  MSB  
s tatic  void I nitSafetyCRCS5Table( )  
{  
   unsigned short  j ;  
    unsigned char  i ;  
    unsigned long  carry2 4=0 ;  
    unsigned long  entry2 4=0 ;  
    unsigned long  poly =  unsigned long( CRCS5_POLYNOMIAL) ;  
 
    for  ( j  =  0 ;  j  <  2 56 ;  j ++)  
    {  
        entry2 4  =  ( j <<1 6 ) ;       
        for  ( i  =  0 ;  i  <  8 ;  ++i )  
        {  
            carry2 4  =  entry2 4  &  0 x8 0 0 0 0 0 ;      / /  carry2 4  is  the  most  
s ignificant  bit  
            entry2 4  =  entry2 4  <<  1 ;  
            i f  ( carry2 4 )                / /  if  carry2 4  is  nonzero  
            {  
                entry2 4  =  entry2 4  ^  poly;     / /  XOR by CRC  polynom 
            }  
        }  
        CRCS5TableRef[ j ]  =  entry2 4  &  0 x0 0ffffff;  / /  Upper  byte  is  
don' t  care    
    }  
}   / /  end of  initSafetyCRCS5Table( )  
 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned char  Crc8ComputeSlow( const  void×  buffer,  unsigned int  count,   
unsigned char  poly,  unsigned char  preset)  
{  
    const  unsigned char×  ptr  =  ( const  unsigned char  × )  buffer;  
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    unsigned char  crc8=preset;  
    unsigned char  value=0 ;  
 
    while  ( count-- )  
    {  
        value  =  × ptr++;  
        crc8  ^ =  value;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( crc8  &  0 x8 0 )  
            {  
                crc8  =  ( crc8  <<  1 )  ^  poly;  
            }  
            else  
            {  
                crc8  <<=  1 ;  
            }  
        }  
    }  
    return  crc8 ;  
}    / / Crc8ComputeSlow 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned short  Crc1 6ComputeSlow( const  void×  buffer,  unsigned int  
count,  unsigned short  poly,  unsigned short  preset)  
{  
    const  unsigned char×  ptr  =  ( const  unsigned char  × )  buffer;  
    unsigned s hort  crc1 6=preset;  
    unsigned s hort  value=0 ;  
 
    while  ( count--)  
    {  
        value  =  × ptr++;  
        crc1 6  ^ =  ( value  <<  8 ) ;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( crc1 6  &  0 x8 0 0 0 )  
            {  
                crc1 6  =  ( crc16  <<  1 )  ^  poly;  
            }  
            else  
            {  
                crc1 6  <<=  1 ;  
            }  
        }  
    }  
    return  crc1 6;  
}    / / Crc16ComputeSlow 
 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match 
unsigned long Crc32 ComputeSlow( const  void×  buffer,  unsigned int  count,  
unsigned long poly,  unsigned long preset)  
{  
    const  unsigned char×  ptr  =  ( const  unsigned char  × )  buffer;  
    unsigned long crc32 =preset;  
    unsigned long  value=0 ;  
 
    while  ( count-- )  
    {  
        value  =  × ptr++;  
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        crc32  ^ =  ( value) ;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( crc32  &  1 )  
            {  
                crc32  =  ( crc32  >>  1 )  ^  poly;  
            }  
            el se  
            {  
                crc32  >>=  1 ;  
            }  
        }  
    }  
    return  crc32 ;  
}    / / Crc32 ComputeSlow 
 
/ / This  is  the  reference  model  that  the  table  driven  routine  shall  
match  
unsigned long CRCS5ComputeSlow( const  void*  buffer,  unsigned int  count,  
unsigned long poly,  unsigned long preset)  
{  
    const  unsigned char*  ptr  =  ( const  unsigned char  * )  buffer;  
    unsigned long CRCS5  =  preset;  
    unsigned long value=0 ;  
 
    while  ( count-- )  
    {  
        value  =  * ptr++;  
        CRCS5  ^ =  ( value  <<  1 6 ) ;  
        for  ( int  i  =  0 ;  i  <  8 ;  i++)  
        {  
            i f  ( CRCS5  &  0 x8 0 0 0 0 0 )  
            {  
                CRCS5  =  ( CRCS5  <<  1 )  ^  poly;  
 
            }  
            el se  
            {  
                CRCS5  <<=  1 ;  
            }  
        }  
    }  
    return  ( CRCS5  &  0 x0 0ffffff) ;  
}    / / CRCS5ComputeSlow 
 
 
/ / define  a  s tructure  such  that  it  is  9  bytes  long in  packed format  
/ / so  as  to  equal  the  crc  test  s tring length  ( in  DoCrcTest  below)  
s truct  SomeStruct  
{  
    unsigned char   aByte1 ;  
    unsigned char   aByte2 ;  
    unsigned char   aByte3 ;  
    unsigned short  aShort;  
    unsigned long  aLong;  
} ;  
 
 
i nt  DoCrcTest( )  
{  
    const  char  × string =  " 1 2 34 567 89" ;  
    i nt  len  =  9 ;             / / length  of  " 1 2 34 567 89"  
    unsigned long  crc32 ;  
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    unsigned short  crc1 6;  
    unsigned char   crc8 ;  
    S omeStruct  aStruct;  
 
    / / fill  aStruct  with  equivalent  to  " 1 2 34 567 8 9"  in  
    / / little  endian  memory order  
    aStruct. aByte1   =  0 x31 ;  
aStruct. aByte2   =  0 x3 2 ;  
    aStruct. aByte3   =  0 x33 ;  
aStruct. aShort  =  0 x3534 ;  
    aStruct. aLong  =  0 x393837 36;  
    i nt  crcMatch  =  0 ;  
 
 
    / / the  s low methods  s erve  as  the  reference  implementation 
    / / all  other  optimizations  ( ie  table  driven)  shall  match  these  
    crc8  =  Crc8 ComputeSlow( string,  len,  CRCS1_POLYNOMIAL,  0 xff) ;  
    i f  ( crc8  ! =  0 x4 C)  
    {  
        crcMatch  | =  1 ;  
    }  
    crc8  =  Crc8 ComputeSlow( string,  len,  CRCS2_POLYNOMIAL,  0 xff) ;  
    i f  ( crc8  ! =  0 xBF)  
    {  
        crcMatch  | =  2 ;  
    }  
    crc1 6  =  Crc16ComputeSlow( string,  len,  CRCS3_POLYNOMIAL,  0 xffff) ;  
    i f  ( crc16  ! =  0 x9516 )  
    {  
        crcMatch  | =  4 ;  
    }  
 
    crc32  =  Crc32 ComputeSlow( string,  len,  CRC32_POLYNOMIAL,  
0 xffffffff) ;  
    i f  ( crc32  ! =  0 x34 0bc6d9)  
    {  
        crcMatch  | =  8 ;  
    }  
 
    crc8  =  ComputeCRCS1 ( string,  len,  0 xff) ;  
    i f  ( crc8  ! =  0 x4 C)  
    {  
        crcMatch  | =  0 x1 0 ;  
    }  
    crc8  =  ComputeCRCS2 ( string,  len,  0 xff) ;  
    i f  ( crc8  ! =  0 xBF)  
    {  
        crcMatch  | =  0 x2 0 ;  
    }  
    crc1 6  =  ComputeCRCS3( string,  len,  0 xffff) ;  
    i f  ( crc16  ! =  0 x9516 )  
    {  
        crcMatch  | =  0 x4 0 ;  
    }  
 
    crc32  =  GetCRC32 Ethernet( string,  len,  0 xffffffff) ;  
    i f  ( crc32  ! =  0 x34 0bc6d9)  
    {  
        crcMatch  | =  0 x8 0 ;  
    }  
 
    / / retest  that  the  tables  are  correct  
    I nitSafetyCRC8Table( ) ;  
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    I nitSafetyCRC16Table( ) ;  
    I nitSafetyCRC32 Table( ) ;  
 
    i f  ( memcmp( &CRC8Table37Ref[ 0 ] ,  & CRC8Table37 [ 0 ] ,  2 56 )  ! =  0 )  
    {  
        crcMatch  | =  0 x2 0 0 ;  
    }  
    i f  ( memcmp( &CRC8Table3bRef[ 0 ] ,  & CRC8Table3b[ 0 ] ,  2 56 )  ! =  0 )  
    {  
        crcMatch  | =  0 x4 0 0 ;  
    }  
    i f  ( memcmp( &CRC16TableRef[ 0 ] ,  & CRC1 6Table[ 0 ] ,  5 1 2 )  ! =  0 )  
    {  
        crcMatch  | =  0 x8 0 0 ;  
    }  
    i f  ( memcmp( &CRC32 TableRef[ 0 ] ,  & CRC32 Table[ 0 ] ,  1 0 2 4 )  ! =  0 )  
    {  
        crcMatch  | =  0 x1 0 0 0 ;  
    }  
 
    / / should work on  both  big  and little  endian  machine  
    crc1 6  =  0 xffff;  
    crc1 6  =  ComputeCRCS3Ref1 ( aStruct. aByte1 ,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref1 ( aStruct. aByte2 ,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref1 ( aStruct. aByte3 ,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref2 ( aStruct. aShort,  crc16 ) ;  
    crc1 6  =  ComputeCRCS3Ref4 ( aStruct. aLong,   crc16 ) ;  
    i f  ( crc16  ! =  0 x9516 )  
    {  
        crcMatch  | =  0 x2 0 0 0 ;  
    }  
 
 return  crcMatch;  
}  
 
i nt  main( int  argc,  char×  argv[ ] )  
{  
    i nt  result  =  DoCrcTest( ) ;  
    i f  ( result==0 )  
        printf( " Tests  passed! \n" ) ;  
    e l se  
        printf( " Tests  failed,  result  =  0 x%x\ n" , result) ;  
    return  result;  
}  

 

A.2  …  

Vide  
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Annexe B  
( i n form ati ve)  

 
I nformation  pour l ’évaluation  des  profi ls  de communication  

de sécuri té  fonctionnel le  de la  CPF 2  
 

S e l o n  l es  rè g l e s  d e  l ’ I E C ,  l a  p ré s e n te  n orm e  n ’ é n on ce  p as  l e s  co n d i ti on s  d e  va l i d a ti on  d e  l a  
con form i té .  Tou te fo i s ,  l es  es s a i s  e t va l i d a ti on  d e  con form i té  d e s  a p pa re i l s  F S C P  1 7 /1  à  
l ' I E C  6 1 7 8 4 -3 -2  p eu ve n t ê tre  e xi g é s  p ar l a  l o i .  

L ’ i n fo rm a ti on  corres p on d an te  re l a ti ve  a u x es s a i s  e t à  l a  con form i té  à  l a  p ré s en te  n orm e  p e u t 
ê tre  ob ten u e  au p rè s  d e s  co m i té s  n a ti o n au x l oca u x d e  l ’ I E C  ou  d e  l ’ org an i sa ti on  d e  bu s  d e  
te rra i n  co m pé te n te .  

N O TE  P o u r l ’ I E C  6 1 7 8 4 - 3 - 2 ,  l ’ o rg a n i s a ti o n  d e  b u s  d e  te rra i n  co m p é te n te  e s t  O D VA,  vo i r www. o d va . o rg .  
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B i bl i og ra ph i e  

 I E C  6 0 0 5 0  (tou te s  p arti e s ),  Vocabulaire Electrotechnique International (d i s p on i b l e  à  [1 ]
l ’ a d re s se  < < http: //www. electropedia. org/)  

N O TE  Vo i r é g a l e m e n t  l e  d i cti o n n a i re  m u l ti l i n g u e  d e  l ’ I E C  – E l e ctri ci té ,  é l e ctro n i q u e  e t  
té l é co m m u n i ca ti o n s  ( d i s p o n i b l e  s u r C D -RO M  e t  à  l ’ a d re s s e  < h ttp : //www. e l e ctro p e d i a . o rg > ) .  

 I E C  6 0 2 0 4 -1 ,  Sécurité  des machines – Équipement électrique des machines – Partie 1 :  [2]
Règles générales  

 I E C /TS  6 1 0 0 0 -1 -2 ,  Electromagnetic compatibility (EMC)  – Part 1 -2: General – [3]
Methodology for the achievement of the functional safety of electrical and electronic 
equipment with  regard to electromagnetic phenomena ( d i s pon i b l e  e n  an g l a i s  
se u l e m en t)  

 I E C  6 1 0 0 0 -6 -7 ,  Compatibilité  électromagnétique (CEM)  – Partie  6-7: Normes [4]
génériques – Exigences d’immunité pour les équipements visant à  exercer des 
fonctions dans un  système lié  à  la  sécurité  (sécurité  fonctionnelle)  dans des sites 
industriels  

 I E C  6 1 1 3 1 -6 ,  Automates programmables – Partie  6:  Sécurité  fonctionnelle  [5]

 I E C  6 1 1 5 8  (a l l  pa rts) ,  Réseaux de communication industriels – Spécifications des bus [6]
de terrain  

 I E C  6 1 4 9 6  ( to u te s  p arti e s ) ,  Sécurité  des machines – Équipements de protection [7]
électro-sensibles  

 I E C  6 1 50 8 -1 : 2 0 1 0 ,  Sécurité fonctionnelle des systèmes électriques/électroniques/ [8]
électroniques programmables relatifs à  la  sécurité  – Partie 1 :  Exigences générales  

 I E C  6 1 50 8 -4 : 2 0 1 0 ,  Sécurité fonctionnelle  des systèmes électriques/électroniques/ [9]
électroniques programmables relatifs à  la  sécurité – Partie  4:  Définitions et 
abréviations  

 I E C  6 1 50 8 -5: 2 0 1 0 ,  Sécurité fonctionnelle  des systèmes électriques/électroniques/ [1 0]
électroniques programmables relatifs à  la  sécurité  – Partie  5:  Exemples de méthodes 
pour la  détermination des niveaux d’intégrité de sécurité  

 I E C  6 1 51 1  ( to u tes  p a rti e s ) ,  Sécurité  fonctionnelle – Systèmes instrumentés de sécurité  [1 1 ]
pour le  secteur des industries de transformation  

 I E C  6 1 7 8 4 -4 1 1 ,  Industrial communication networks – Profiles – Part 4:  Secure [1 2]
communications for fieldbuses  ( d i s po n i b l e  en  a n g l a i s  s e u l e m e n t)  

 I E C  6 1 7 8 4 -5  ( tou tes  l e s  p a rti e s ) ,  Réseaux de communication industriels – Profils – [1 3]
Partie  5:  Installation des bus de terrain  – Profils d'installation  pour CPF x  

 I E C  6 1 8 0 0 -5 -2 ,  Entraînements électriques de puissance à  vitesse variable – [1 4]
Partie  5-2: Exigences de sécurité  – Fonctionnelle  

 I E C  TR 6 2 0 59 -1 1 : 2 0 0 2 ,  Équipements de comptage de l’électricité – Sûreté de [1 5]
fonctionnement – Partie 11 :  Concepts généraux  

________________ 

1 1   P ro p o s i ti o n  d ’ u n  n o u ve a u  s u j e t  d ’ é tu d e  à  l ' é tu d e .  
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I E C  6 1 7 8 4 -3 - 2 : 2 0 1 6    I E C  2 0 1 6  – 5 8 3  – 

 I E C  6 2 0 6 1 ,  Sécurité  des machines – Sécurité  fonctionnelle des systèmes de [1 6]
commande électriques,  électroniques et électroniques programmables relatifs à  la  
sécurité   

 I E C  TR 6 2 2 1 0 : 2 0 0 3 ,  Power system control and associated communications – Data  and [1 7]
communication security (d i sp on i b l e  e n  a n g l a i s  s eu l e m e n t)  

 I E C  6 2 2 8 0 : 2 0 1 4 ,  Applications ferroviaires – Systèmes de signalisation,  de [1 8]
télécommunication et de traitement – Communication de sécurité  dans les systèmes 
de transmission  

 I E C  6 2 4 4 3  (tou te s  l e s  pa rti e s ) ,  Réseaux industriels de communication – Sécurité  dans [1 9]
les réseaux et les systèmes 

 I E C  TR 6 2 6 8 5 ,  Réseaux de communication industriels – Profils – Lignes directrices [20]
pour l’évaluation des appareils de sécurité utilisant les profils de communication pour 
la  sécurité  fonctionnelle (FSCP)  de la  CEI 61784-3  

 G u i d e  I S O /I E C  5 1 : 2 0 1 4 ,  Aspects liés à  la  sécurité – Principes directeurs pour les [21 ]
inclure dans les normes  

 I S O /I E C  2 3 8 2 -1 4 ,  Technologies de l’information – Vocabulaire – Partie  14:  Fiabilité,  [22]
maintenabilité  et disponibilité  

 I S O /I E C  2 3 8 2 -1 6 : 1 9 9 6 ,  Technologies de l’information – Vocabulaire – Partie 16:  [23]
Théorie  de l’information  

 I S O /I E C  7 4 9 8 -1 ,  Technologies de I’information – Modèle de référence de base pour [24]
l'interconnexion de systèmes ouverts (OSI) :  Le  modèle de base ( d i s p on i b l e  e n  an g l a i s  
s e u l e m en t)  

 I S O /I E C  1 9 5 0 1 : 2 0 0 5 ,  Technologies de l’information – Traitement distribué ouvert – [25]
Langage de modélisation unifié  (UML) ,  version 1 . 4. 2 (d i s p on i b l e  en  a n g l a i s  s e u l e m e n t)  

 I S O  1 0 2 1 8 -1 ,  Robots et dispositifs robotiques – Exigences de sécurité  pour les robots [26]
industriels – Partie  1 :  Robots  

 I S O  1 2 1 0 0 ,  Sécurité  des machines – Principes généraux de conception – Appréciation [27]
du risque et réduction du risque  

 I S O  1 3 8 4 9  (tou te s  l e s  pa rti e s ) ,  Sécurité  des machines – Parties des systèmes de [28]
commande relatives à  la  sécurité   

 AN S I /I S A- 8 4 . 0 0 . 0 1 -2 0 0 4  (a l l  pa rts) ,  Functional Safety: Safety Instrumented Systems [29]
for the Process Industry Sector (d i s p on i bl e  en  an g l a i s  s e u l e m e n t)  

 G S -E T-2 6 1 2,  Grundsatz für die  Prüfung und Zertifizierung von Bussystemen für die [30]
Übertragung sicherheitsrelevanter Nachrichten,  May 130.  HVBG,  Gustav-Heinemann-
Ufer 50968,  D- Köln  ("Principles for Test and Certification of Bus Systems for Safety 
relevant Communication")  (d i s pon i b l e  e n  a l l e m a n d  s eu l e m e n t)  

 VD I /VD E  2 1 8 0  (a l l  p a rts ) ,  Safeguarding of industrial process plants by means of [31 ]
process control engineering (d i sp o n i b l e  e n  a n g l a i s  s eu l e m e n t)  

________________ 

1 2  C e  d o cu m e n t co n s ti tu e  l ’ u n  d e s  p o i n ts  d e  d é p a rt  d e  l ’ é l a b o ra ti o n  d e  l a  p ré s e n te  p a rti e .  I l  fa i t  a ctu e l l e m e n t 
l ’ o b j e t  d ’ u n e  ré vi s i o n  i m p o rta n te .  
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 –  5 8 4  – I E C  6 1 7 8 4 -3 -2 : 2 0 1 6    I E C  2 0 1 6  

 AN D RE W S .  TAN E N B AU M ,  D AVI D  J .  WE TH E RAL L ,  Computer Networks,  5 th  E d i ti on ,  [32]
P re n ti ce  H a l l ,  N . J . ,  I S B N - 1 0 :  0 1 3 2 1 2 6 9 5 8 ,  I S B N - 1 3 :  9 7 8 -0 1 3 2 1 2 6 9 53  ( d i s p on i b l e  e n  
a n g l a i s  s eu l e m e n t)  

 W.  WE S LE Y P E TE RS O N ,  E D WARD  J .  WE LD ON ,Error-Correcting Codes,  2 n d  E d i ti on  [33]
1 9 7 2 ,  M I T-P re ss ,  I S B N  0 -2 6 2 - 1 6 -0 3 9 -0  ( d i s po n i b l e  e n  a n g l a i s  s e u l em e n t)  

 N F P A7 9  (2 0 1 2 ) ,  Electrical Standard for Industrial Machinery ( d i s p on i b l e  e n  a n g l a i s  [34]
s e u l e m e n t)   

 G U Y E .  C AS TAG N OL I ,  On the Minimum Distance of Long Cyclic Codes and Cyclic [35]
Redundancy-Check Codes,  1 9 8 9 ,  D i s s erta ti on  N o .  8 9 7 9  o f E TH  Zu ri ch ,  S wi tze rl an d  
( d i s pon i b l e  e n  a n g l ai s  s e u l em e n t)   

 G U Y E .  C AS TAG N O L I ,  S TE F AN  B RÄU E R,  an d  M ARTI N  H E RRM AN N ,  Optimization of [36]
Cyclic Redundancy-Check Codes with  24 and 32 Parity Bits,  J u n e  1 9 9 3 ,  I E E E  
Tra n s a cti on s  O n  C om m u n i ca ti on s ,  Vol u m e  4 1 ,  N o .  6  (d i s p on i b l e  e n  a n g l a i s  s eu l e m en t)  

 Th e  C I P  N e two rks  L i b ra ry Vol u m e  5 :  CIP Safety Specification ,  E d i ti on  2 . 6 ,  N ovem be r [37]
2 0 1 2 ,  d i s pon i b l e  à  l ’ a d re s s e  h ttp : //www. od va . o rg  (d i s pon i b l e  e n  a n g l ai s  s e u l em e n t)  

 Th e  C I P  N e tworks  L i b ra ry Vo l u m e  1 :  CIP Common ,  E d i ti on  3 . 1 8 ,  Apri l  2 0 1 5 ,  d i s pon i b l e  [38]
à  l ’ a d res s e  < h ttp : //www. od va . o rg >  (d i sp o n i b l e  e n  a n g l a i s  s eu l e m e n t)  

 I E C  6 2 0 2 6 -3 ,  Appareillage à  basse tension – Interfaces appareil de commande-[39]
appareil (CDI)  – Partie  3: DeviceNet 
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