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FOR E WOR D  

1 )  Th e  I n t e rn ati o n al  E l e c tro te c h n i c al  C o m m i s s i o n  ( I E C )  i s  a  wo rl d wi d e  o rg an i z at i o n  fo r  s ta n d ard i z ati o n  c o m p ri s i n g  
al l  n ati o n al  e l e c tro te ch n i c al  c o m m i tte e s  ( I E C  N ati o n al  C o m m i tt e e s ) .  Th e  o b j e ct  o f  I E C  i s  to  p ro m o te  
i n t e rn ati o n al  c o - o p e rati o n  o n  al l  q u e s ti o n s  c o n c e rn i n g  s tan d a rd i z a ti o n  i n  th e  e l e c t ri c al  an d  e l e c tro n i c  f i e l d s .  To  
th i s  e n d  an d  i n  a d d i t i o n  to  o th e r  ac ti vi t i e s ,  I E C  p u b l i s h e s  I n te rn at i o n al  S tan d ard s ,  Te c h n i c a l  S p e ci f i ca ti o n s ,  
Te c h n i c al  R e p o rts ,  P u b l i cl y  Avai l ab l e  S p e c i f i c at i o n s  ( P AS )  a n d  G u i d e s  ( h e re afte r  re f e rre d  to  as  “ I E C  
P u b l i c ati o n ( s ) ” ) .  Th e i r  p re p arati o n  i s  e n tru s te d  t o  te c h n i c al  co m m i tt e e s ;  an y I E C  N ati o n al  C o m m i tt e e  i n te re s te d  
i n  th e  s u b j e c t  d e al t  wi t h  m ay p art i ci p at e  i n  t h i s  p re p arato ry  wo rk.  I n te rn ati o n al ,  g o ve rn m e n t al  a n d  n o n -
g o ve rn m e n tal  o rg an i z at i o n s  l i ai s i n g  wi th  th e  I E C  al s o  p arti c i p a te  i n  th i s  p re p a ra ti o n .  I E C  c o l l ab o rat e s  cl o s e l y  
wi t h  th e  I n t e rn at i o n al  O rg an i z ati o n  fo r S t an d a rd i z at i o n  ( I S O )  i n  acc o rd an ce  wi th  co n d i t i o n s  d e te rm i n e d  b y 
ag re e m e n t  b e twe e n  th e  two  o rg an i z ati o n s .  

2 )  Th e  f o rm al  d e ci s i o n s  o r  ag re e m e n ts  o f  I E C  o n  te ch n i c al  m a tte rs  e x p re s s ,  as  n e arl y  a s  p o s s i b l e ,  an  i n te rn a ti o n al  
c o n s e n s u s  o f  o p i n i o n  o n  th e  re l e van t  s u b j e c ts  s i n c e  e ach  te c h n i c al  c o m m i t te e  h as  re p re s e n tati o n  fro m  al l  
i n te re s te d  I E C  N ati o n al  C o m m i tt e e s .  

3 )  I E C  P u b l i c ati o n s  h ave  th e  f o rm  o f  re c o m m e n d ati o n s  fo r  i n te rn a ti o n a l  u s e  an d  are  ac ce p te d  b y I E C  N a ti o n al  
C o m m i tte e s  i n  th at  s e n s e .  W h i l e  al l  re as o n ab l e  e ffo rt s  are  m ad e  t o  e n s u re  th at  th e  te ch n i c al  c o n te n t  o f  I E C  
P u b l i c ati o n s  i s  acc u rate ,  I E C  c an n o t  b e  h e l d  re s p o n s i b l e  fo r  th e  wa y i n  wh i ch  th e y are  u s e d  o r  fo r  an y 
m i s i n te rp re ta ti o n  b y  an y e n d  u s e r.  

4 )  I n  o rd e r  to  p ro m o te  i n t e rn ati o n al  u n i f o rm i ty,  I E C  N ati o n al  C o m m i tte e s  u n d e rtake  to  ap p l y I E C  P u b l i ca ti o n s  
tran s p are n tl y  to  th e  m ax i m u m  e x te n t  p o s s i b l e  i n  t h e i r  n at i o n al  an d  re g i o n al  p u b l i c ati o n s .  An y d i ve rg e n c e  
b e twe e n  an y I E C  P u b l i c at i o n  an d  th e  c o rre s p o n d i n g  n ati o n al  o r  re g i o n al  p u b l i cati o n  s h al l  b e  cl e arl y  i n d i cat e d  i n  
th e  l atte r.  

5 )  I E C  i ts e l f  d o e s  n o t  p ro vi d e  an y a tte s t at i o n  o f  c o n fo rm i ty.  I n d e p e n d e n t  c e rt i f i c a ti o n  b o d i e s  p ro vi d e  co n fo rm i ty  
a s s e s s m e n t  s e rvi c e s  an d ,  i n  s o m e  are as ,  ac ce s s  to  I E C  m a rks  o f  c o n fo rm i t y.  I E C  i s  n o t  re s p o n s i b l e  fo r  an y 
s e rvi c e s  c arri e d  o u t  b y i n d e p e n d e n t  c e rti f i c at i o n  b o d i e s .  

6 )  Al l  u s e rs  s h o u l d  e n s u re  th at  th e y h ave  t h e  l at e s t  e d i t i o n  o f  th i s  p u b l i ca ti o n .  

7 )  N o  l i ab i l i ty  s h al l  att ac h  to  I E C  o r  i ts  d i re c t o rs ,  e m p l o ye e s ,  s e rvan ts  o r  ag e n t s  i n cl u d i n g  i n d i vi d u al  e x p e rts  an d  
m e m b e rs  o f  i ts  te c h n i c al  c o m m i tt e e s  an d  I E C  N ati o n al  C o m m i tte e s  fo r  an y p e rs o n al  i n j u ry,  p ro p e rty  d a m ag e  o r  
o t h e r d am ag e  o f  an y n atu re  wh ats o e ve r,  wh e t h e r d i re ct  o r  i n d i re ct,  o r  fo r  co s ts  ( i n c l u d i n g  l e g al  f e e s )  a n d  
e x p e n s e s  a ri s i n g  o u t  o f  th e  p u b l i cati o n ,  u s e  o f ,  o r  re l i an ce  u p o n ,  t h i s  I E C  P u b l i ca ti o n  o r  an y o th e r I E C  
P u b l i ca ti o n s .  

8 )  Att e n t i o n  i s  d rawn  to  t h e  N o rm ati ve  re f e re n c e s  ci t e d  i n  t h i s  p u b l i c at i o n .  U s e  o f  t h e  re f e re n c e d  p u b l i c ati o n s  i s  
i n d i s p e n s ab l e  fo r  th e  c o rre c t  ap p l i cati o n  o f  th i s  p u b l i ca ti o n .  

9 )  Att e n t i o n  i s  d rawn  t o  t h e  p o s s i b i l i t y  th at  s o m e  o f  t h e  e l e m e n ts  o f  t h i s  I E C  P u b l i c ati o n  m ay b e  th e  s u b j e c t  o f  
p a te n t  r i g h ts .  I E C  s h al l  n o t  b e  h e l d  re s p o n s i b l e  fo r  i d e n ti fyi n g  an y o r  a l l  s u ch  p a te n t  ri g h ts .  

I n te rn ati o n al  S tan d ard  I E C  6 1 1 6 2 - 46 0  h as  be e n  p re p are d  b y I E C  te ch n i cal  co m m i tte e  8 0 :  
M ari ti m e  n avi g ati o n  an d  rad i o co m m u n i cati o n  e q u i pm e n t  an d  s ys te m s .  

Th e  te xt  o f  th i s  s tan d ard  i s  bas e d  o n  th e  fo l l o wi n g  d o cu m e n ts :  

F D I S  R e p o rt  o n  vo ti n g  

8 0 /7 6 4 /F D I S  8 0 /7 6 9 /R V D  

 
Fu l l  i n fo rm ati o n  o n  th e  vo ti n g  fo r  th e  appro val  o f  th i s  s tan d ard  can  be  fo u n d  i n  th e  re po rt  o n  
vo ti n g  i n d i cate d  i n  th e  abo ve  tabl e .  

Th i s  pu bl i cati o n  h as  b e e n  d rafte d  i n  acco rd an ce  wi th  th e  I S O/I E C  D i re cti ve s ,  P art  2 .  
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Th i s  I n te rn ati o n al  S tan d ard  i s  to  be  u s e d  i n  co n j u n cti o n  wi th  I E C  6 1 1 6 2 - 4 5 0 : 2 0 1 1 .  

A l i s t  o f  al l  parts  i n  th e  I E C  6 1 1 6 2  s e ri e s ,  p u b l i s h e d  u n d e r th e  g e n e ral  t i t l e  Maritime 
navigation and radiocommunication equipment and systems – Digital interfaces,  can  b e  fo u n d  
o n  th e  I E C  we bs i te .  

Th e  co m m i tte e  h as  d e ci d e d  th at  th e  co n te n ts  o f  th i s  pu b l i cati o n  wi l l  re m ai n  u n ch an g e d  u n ti l  
th e  s tab i l i ty  d ate  i n d i cate d  o n  th e  I E C  we b  s i te  u n d e r " h ttp: //we bs to re . i e c. ch "  i n  th e  d ata 
re l ate d  to  th e  s pe ci fi c  pu b l i cati o n .  At  th i s  d ate ,  th e  pu b l i cati o n  wi l l  b e  

•  re co n fi rm e d ,  

•  wi th d rawn ,  

•  re p l ace d  b y a  re vi s e d  e d i ti o n ,  o r  

•  am e n d e d .  

A b i l i n g u al  ve rs i o n  o f  th i s  p u b l i cati o n  m ay be  i s s u e d  at  a  l ate r  d ate .  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page of  th is  publ ication  ind icates  
that  i t  contains  colours  which  are  considered  to  be  usefu l  for  the correct  
understanding  of  i ts  contents.  Users should  therefore print  th is  document  using  a  
colour printer.  
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1  Scope 

Th i s  part  o f  I E C  6 1 1 6 2  i s  an  ad d - o n  to  th e  I E C  6 1 1 6 2 - 4 5 0  s tan d ard  wh e re  h i g h e r s afe ty  an d  
s e cu ri ty  s tan d ard s  are  n e e d e d ,  e . g .  d u e  to  h i g h e r e xp o s u re  to  e xte rn al  th re ats  o r  to  i m pro ve  
n e two rk i n te g ri ty.  Th i s  s tan d ard  p ro vi d e s  re q u i re m e n ts  an d  te s t  m e th o d s  fo r  e q u i p m e n t  to  be  
u s e d  i n  an  I E C  6 1 1 6 2 - 46 0  co m p l i an t  n e two rk as  we l l  as  re q u i re m e n ts  fo r  th e  n e two rk i ts e l f  
an d  re q u i re m e n ts  fo r  i n te rco n n e cti o n  fro m  th e  n e two rk to  o th e r n e two rks .  Th i s  s tan d ard  al s o  
co n tai n s  re q u i re m e n ts  fo r  a  re d u n d an t  I E C  6 1 1 6 2 - 46 0  co m pl i an t  n e two rk.  

Th i s  s tan d ard  e xte n d s  th e  i n fo rm ati ve  g u i d an ce  g i ve n  i n  An n e x D  o f  I E C  6 1 1 6 2 - 45 0 : 2 0 1 1 .  I t  
d o e s  n o t  i n tro d u ce  n e w ap pl i cati o n  l e ve l  pro to co l  re q u i re m e n ts  to  th o s e  th at  are  d e fi n e d  i n  
I E C  6 1 1 6 2 - 4 5 0 .  

2  Normative references 

Th e  fo l l o wi n g  d o cu m e n ts ,  i n  wh o l e  o r  i n  part,  are  n o rm ati ve l y re fe re n ce d  i n  th i s  d o cu m e n t  an d  
are  i n d i s pe n s abl e  fo r  i ts  app l i cati o n .  F o r d ate d  re fe re n ce s ,  o n l y  th e  e d i ti o n  ci te d  ap pl i e s .  Fo r 
u n d ate d  re fe re n ce s ,  th e  l ate s t  e d i t i o n  o f  th e  re fe re n ce d  d o cu m e n t  ( i n cl u d i n g  an y 
am e n d m e n ts )  app l i e s .  

I E C  6 0 9 4 5 ,  Maritime navigation and radiocommunication equipment and systems – General 
requirements – Methods of testing and required test results 

I E C  6 1 1 6 2 - 4 5 0 : 2 0 1 1 ,  Maritime navigation and radiocommunication equipment and systems 
– Digital interfaces – Part 450: Multiple talker and multiple listeners – Ethernet 
interconnection 

I E C  6 1 9 2 4- 2 : 2 0 1 2 ,  Maritime navigation and radiocommunication equipment and systems – 
Integrated navigation systems – Part 2: Modular structure for INS – Operational and 
performance requirements,  methods of testing and required test results 

I E C  6 2 2 8 8 : 2 0 1 4 ,  Maritime navigation and radiocommunication equipment and systems – 
Presentation of navigation-related information on shipborne navigational displays – General 
requirements,  methods of testing and required test results 

I E E E  8 0 2 . 1 D - 2 0 0 4 ,  IEEE Standards for Local Area Networks: Media Access Control (MAC) 
Bridges 

I E E E  8 0 2 . 1 Q- 2 0 0 5 ,  Virtual Bridged Local Area Networks 

I S OC  R FC  79 2 ,  Internet Control Message Protocol (ICMP),  Standard STD0005 (and updates) 

I S OC  R FC  1 1 1 2 ,  Host Extensions for IP Multicasting 

I S OC  R FC  2 2 3 6 ,  Internet Group Management Protocol,  Version 2 
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I S OC  R FC  3 4 1 1 ,  An Architecture for Describing Simple Network Management Protocol 
(SNMP) Management Frameworks 

I S OC  R FC  4 6 0 4 ,  Using Internet Group Management Protocol Version 3 (IGMPv3) and 
Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast 

I S OC  R FC  5 4 2 4 ,  The Syslog Protocol 

3  Terms and  defin i tions  

Fo r th e  pu rpo s e s  o f  th i s  d o cu m e n t,  th e  te rm s  an d  d e fi n i t i o n s  g i ve n  i n  I E C  6 1 1 6 2 - 4 5 0 ,  as  we l l  
as  th e  fo l l o wi n g  app l y.  

3.1   
450-Node 
d e vi ce  co m pl i an t  wi th  th e  I E C  6 1 1 6 2 - 45 0  s tan d ard  an d  wh i ch  s ati s fi e s  ad d i ti o n al  
re q u i re m e n ts  s pe ci fi e d  i n  th i s  s tan d ard  

N o t e  1  to  e n t ry:  Th i s  al s o  i n cl u d e s  n o d e s  o n l y  i m p l e m e n ti n g  th e  O N F  fu n cti o n  b l o c k.  

3.2   
460-Forwarder 
n e two rk i n fras tru ctu re  d e vi ce  th at  can  s afe l y  e xch an g e  d ata s tre am s  be twe e n  a  4 6 0 - N e two rk 
an d  o th e r co n tro l l e d  n e two rks  i n cl u d i n g  o th e r 4 6 0 - N e two rks  

3.3   
460-Gateway 
n e two rk i n fras tru ctu re  d e vi ce  th at  co n n e cts  4 6 0 - N e two rks  an d  u n co n tro l l e d  n e two rks  an d  
wh i ch  s ati s fi e s  th e  s afe ty  an d  s e cu ri ty  re q u i re m e n ts  as  s pe ci fi e d  i n  th i s  s tan d ard  

3.4   
460-Network 
n e two rk wh i ch  co n s i s ts  o f  o n l y 4 6 0 - N o d e s ,  4 6 0 - S wi tch e s ,  46 0 - F o rward e r,  4 6 0 - G ate way an d  
4 6 0 - Wi re l e s s  g ate way as  we l l  as  4 5 0 - N o d e s  

3.5   
460-Node 
d e vi ce  co m p l i an t  wi th  th e  re q u i re m e n t  o f  a  4 5 0 - N o d e  an d  wh i ch  s ati s fi e s  th e  s afe ty an d  
s e cu ri ty  re q u i re m e n ts  as  s p e ci fi e d  i n  th i s  s tan d ard  

3.6   
460-Switch  
n e two rk i n fras tru ctu re  d e vi ce  u s e d  to  i n te rco n n e ct  n o d e s  o n  a  4 6 0 - N e two rk an d  wh i ch  
s ati s fi e s  th e  s afe ty an d  s e cu ri ty  re q u i re m e n ts  as  s p e ci fi e d  i n  th i s  s tan d ard  

3.7   
460-Wireless  gateway 
n e two rk i n fras tru ctu re  d e vi ce  th at  co n n e cts  a  4 6 0 - N e two rk an d  wi re l e s s  n e two rks  an d  wh i ch  
s ati s fi e s  th e  s afe ty  an d  s e cu ri ty  re q u i re m e n ts  as  s pe ci fi e d  i n  th i s  s tan d ard  

3.8  
advanced  encryption  standard  
AES 
s ym m e tri c- ke y bl o ck ci ph e r al g o ri th m  wh i ch  i s  bas e d  o n  a  s u bs ti tu ti o n - p e rm u tati o n  n e two rk 
( S P N )  an d  d o e s  n o t  u s e  th e  d ata e n crypti o n  s tan d ard  ( D E S )  fe i s te l  n e two rk 
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3.9   
alarm  
h i g h e s t  pri o ri ty  o f  an  al e rt,  an n o u n ci n g  a  s i tu ati o n  o r  co n d i ti o n  re q u i ri n g  i m m e d i ate  atte n ti o n ,  
d e ci s i o n  an d ,  i f  n e ce s s ary,  acti o n  b y th e  bri d g e  te am ,  to  m ai n tai n  th e  s afe  n avi g ati o n  o f  th e  
s h i p  

3.1 0   
appl ication  level  gateway 
n e two rk i n fras tru ctu re  d e vi ce  th at  co n n e cts  4 6 0 - N e two rks  wi th  o th e r n e two rks  an d  wh i ch  
s ati s fi e s  th e  s afe ty an d  s e cu ri ty  re q u i re m e n ts  as  s p e ci fi e d  i n  th i s  s tan d ard  

3.1 1   
backdoor 
i n s tal l e d  pro g ram  al l o wi n g  re m o te  acce s s  to  a  co m pu te r b y pro vi d i n g  a  m e th o d  o f  bypas s i n g  
n o rm al  au th e n ti cati o n  

3.1 2   
control led  network 
an y n e two rk th at  h as  b e e n  d e s i g n e d  to  o pe rate  s u ch  th at  au th o ri ti e s  are  s ati s fi e d  by 
d o cu m e n te d  e vi d e n ce  th at  i t  d o e s  n o t  p o s e  an y s e cu ri ty  ri s ks  to  an y co n n e cte d  n e two rk n o d e s  

N o t e  1  to  e n t ry:  F o r  e x am p l e  an y I E C  6 1 1 6 2 - 4 5 0  c o m p l i a n t  n e two rk th a t  i s  a p p ro ve d  b y  cl as s i f i c at i o n  s o ci e t y,  f l ag  
s tate  o r  re c o g n i z e d  o rg an i z at i o n  ( R O ) .  

3.1 3   
category B  alerts  
al e rts  wh e re  n o  ad d i ti o n al  i n fo rm ati o n  fo r  d e ci s i o n  s u pp o rt  i s  n e ce s s ary b e s i d e s  th e  
i n fo rm ati o n  wh i ch  can  be  pre s e n te d  at  th e  ce n tral  al e rt  m an ag e m e n t  H M I  

3.1 4   
caution  
l o we s t  pri o ri ty  o f  an  al e rt  

N o t e  1  to  e n t ry:  C a u ti o n  rai s e s  a  b ri d g e  te a m ’ s  aware n e s s  o f  a  c o n d i t i o n  wh i ch  d o e s  n o t  warran t  an  al arm  o r  
warn i n g  c o n d i t i o n ,  b u t  s t i l l  re q u i re s  atte n ti o n  o u t  o f  th e  o rd i n a ry  co n s i d e rati o n  o f  th e  s i tu a ti o n  o r  o f  g i ve n  
i n fo rm a ti o n .  

3.1 5   
demi l i tarized  zone 
DMZ 
ph ys i cal  o r  l o g i cal  s u b- n e two rk th at  co n tai n s  an d  e xpo s e s  an  o rg an i z ati o n ’ s  e xte rn al - faci n g  
s e rvi ce s  to  a  l arg e r an d  u n - tru s te d  n e two rk,  u s u al l y  I n te rn e t  

3.1 6   
den ial  of  service 
DoS 
atte m pt  to  pre ve n t  l e g i ti m ate  u s e rs  fro m  acce s s i n g  a  m ach i n e  o r  n e two rk re s o u rce  

3.1 7  
flow 
co m b i n ati o n  o f  th e  fo l l o wi n g  i n fo rm ati o n :  s o u rce  an d  d e s ti n ati o n  M AC  ad d re s s ,  s o u rce  an d  
d e s ti n ati o n  I P  ad d re s s ,  pro to co l ,  s o u rce  an d  d e s ti n ati o n  U D P /TC P  po rt  n u m be r 

3.1 8   
fai lure  mode and  effects  analysis  
FMEA 
fai lure  mode,  effects  and  cri tical i ty analysis  
FMECA 
an al yti c  m e th o d  as  s pe ci fi e d  i n  I E C  6 0 8 1 2  
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N o t e  1  to  e n try:  F M E C A  e x t e n d s  F M E A b y i n cl u d i n g  a  c ri t i c al i t y  an a l ys i s ,  wh i c h  i s  u s e d  to  c h a rt  th e  p ro b ab i l i ty  o f  
fai l u re  m o d e s  ag ai n s t  th e  s e ve ri t y  o f  th e i r  c o n s e q u e n ce s .  

3.1 9   
i n ternet  control  message protocol  
ICMP 
pro to co l  acco rd i n g  to  I S OC  R FC  79 2  

3.20   
i n ternet  g roup  management  protocol  
IGMP 
pro to co l  acco rd i n g  to  I S OC  R FC  1 1 1 2  ( ve rs i o n  1 ) ,  I S OC  R FC  2 2 3 6  ( ve rs i o n  2 )  an d  
I S OC  R FC  4 6 0 4  ( ve rs i o n  3 )  

3.21   
loss  rate 
am o u n t  o f  l o s t  d ata b y th e  re ce i vi n g  d e vi ce  o f  a  fl o w as  l o s t  packe ts  pe r to tal  am o u n t  o f  
p acke ts ,  m e as u re d  at  th e  i n pu t  p o rt  o f  a  d e vi ce  

N o t e  1  to  e n t ry:  Th e  l o s s  rat e  i s  e x p re s s e d  i n  p e rce n t.  

3.22   
malware 
mal icious  code 
s o ftware  u s e d  o r  cre ate d  to  d i s ru p t  co m pu te r  o pe rati o n  

3.23   
maximum  network load  
cu m u l ati ve  m axi m u m  am o u n t  o f  al l  traffi c  fro m  al l  n e two rk n o d e s  an d  n e two rk i n fras tru ctu re  
co m po n e n ts  o f  a  s i n g l e  4 6 0 - N e two rk 

N o t e  1  to  e n t ry:  Th e  m a xi m u m  n e two rk l o ad  i s  m e as u re d  i n  b yt e s  p e r  s e co n d  ( B /s ) .  

3.24  
maximum  transmission  rate  
m axi m u m  n u m be r o f  byte s  pe r s e co n d  th at  can  b e  tran s m i tte d  b y a  n e two rk n o d e  o r  n e two rk 
i n fras tru ctu re  e q u i p m e n t 

3.25   
neighbour MAC address 
M AC  ( m e d i a acce s s  co n tro l )  ad d re s s  o f  co n n e cte d  4 5 0 - N o d e  o r  4 6 0 - N o d e  as  s e e n  b y 46 0 -
S wi tch  an d  as  re po rte d  by S N M P  ( s i m pl e  n e two rk m an ag e m e n t  pro to co l )  

3.26  
network infrastructure components  
d e vi ce s  th at  co n n e ct  at  l e as t  two  n o d e s  i n  a  4 6 0 - N e two rk an d  two  d i ffe re n t  n e two rks  s u ch  as  
4 6 0 - S wi tch ,  4 6 0 - Fo rward e r,  46 0 - G ate way an d  4 6 0 - Wi re l e s s  g ate way 

3.27  
nominal  network capaci ty 
n e two rk capaci ty  as  a  b i t  rate  wh i ch  i s  bas e d  o n  th e  co n fi g u rati o n  

N o t e  1  to  e n t ry:  Th e  c ap ac i t y  i s  th e  l o we s t  c ap aci ty  o f  an y s wi tc h  i n  th e  n e two rk t o  ro u t e  al l  traff i c.  

N o t e  2  to  e n t ry:  Th i s  i s  u s e d  fo r  s p e ci fyi n g  cap ab i l i t i e s  o f  e q u i p m e n t.  

3.28  
other network function  
ONF 
fu n cti o n  b l o ck th at  i n te rface s  to  th e  n e two rk as  s pe ci fi e d  i n  I E C  6 1 1 6 2 - 4 5 0  
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N o t e  1  to  e n try:  Th e  O N F  re p re s e n ts  a  fu n c ti o n  th at  i s  al l o we d  t o  s h a re  t h e  i n fras tru c tu re  o f  an  I E C  6 1 1 6 2 - 4 5 0  
n e t wo rk b u t  d o e s  n o t  u s e  th e  p ro t o co l s  d e fi n e d  i n  I E C  6 1 1 6 2 - 4 5 0 .  

3.29   
rapid  spanning  tree  protocol  
RSTP 
pro to co l  acco rd i n g  to  I E E E  8 0 2 . 1 D  

3.30   
removable  external  data  source 
REDS 
u s e r re m o vabl e  n o n - n e two rk d ata s o u rce ,  i n cl u d i n g ,  bu t  n o t  l i m i te d  to  co m pact  d i s cs ,  m e m o ry 
s ti cks  an d  B l u e to o th 1  d e vi ce s  

3.31   
ring  topology 
to po l o g y wh e re  e ach  n o d e  i s  co n n e cte d  i n  s e ri e s  to  two  o th e r n o d e s  

3.32   
RSA 
pu b l i c- ke y cryp to s ys tem  as  d e s cri b e d  i n  I E E E  1 3 6 3  

3.33   
safety 
pro te cti o n  o f  n e two rks  fro m  u n - i n te n ti o n al  th re ats  s u ch  as  s ys te m  m al - fu n cti o n i n g ,  m i s -
co n fi g u rati o n  an d  m i s - o p e rati o n  

3.34   
secure  area 
are a wi th  d e fi n e d  p h ys i cal  pe ri m e te rs  an d  b arri e rs ,  wi th  ph ys i cal  e n try  co n tro l s  o r  acce s s  
po i n t  pro te cti o n  o r  acce s s  po i n t  o bs e rvati o n  

N o t e  1  t o  e n try:  A  s h i p ’ s  n avi g ati o n  b ri d g e  wi th  c l o s e d  c o n s o l e s  an d  a cce s s  o b s e rvat i o n  b y  th e  M as t e r  o r  O ff i ce r  
o f  th e  wat c h  i s  an  e x am p l e  o f  a  s e c u re  are a.  

3.35   
securi ty 
pro te cti o n  o f  n e two rks  fro m  i n te n ti o n al  th re ats  s u ch  as  vi ru s ,  wo rm ,  d e n i al - o f- s e rvi ce  attacks ,  
i l l i ci t  acce s s ,  e tc.  

3.36  
simple  network management  protocol  
SNMP 
pro to co l  acco rd i n g  to  I S OC  R FC  3 41 1  

3.37  
sh ipborne network 
d ata n e two rk i n fras tru ctu re  o n  bo ard  a  s h i p  to  e xch an g e  d ata be twe e n  e q u i pm e n t  o n  bo ard  

N o t e  1  to  e n t ry:  Th i s  m ay o r  m ay n o t  b e  c o n n e cte d  to  s h o re  b y  s at e l l i t e s  o r  o th e r  m e an s  

3.38  
sn i ffing  
m o n i to ri n g  an d  an al ys i s  o f  th e  n e two rk traffi c  

______________ 

1  B l u e to o th  i s  t h e  trad e m a rk o f  a  p ro d u c t  s u p p l i e d  b y  B l u e to o th  S p e ci al  I n te re s t  G ro u p .  

 Th i s  i n f o rm ati o n  i s  g i ve n  fo r  th e  c o n ve n i e n ce  o f  u s e rs  o f  t h i s  s tan d ard  a n d  d o e s  n o t  c o n s ti t u te  an  e n d o rs e m e n t  
b y  I E C  o f  th e  p ro d u c t  n am e d .  E q u i val e n t  p ro d u c ts  m ay b e  u s e d  i f  t h e y c an  b e  s h o wn  to  l e ad  to  t h e  s a m e  re s u l ts .  
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3.39   
stream  
co m b i n ati o n  o f  al l  f l o ws  fro m  a  d e vi ce  wh i ch  u s e  s am e  pro to co l  

3.40   
syslog  
pro to co l  acco rd i n g  to  I S OC  R FC  5 4 2 4  wh i ch  i s  u s e d  fo r  an  e xte rn al  l o g g i n g  i n  I E C  6 1 1 6 2 - 45 0  

3.41   
system  integrator 
pe rs o n  o r  o rg an i s ati o n  re s po n s i b l e  fo r  th e  fu n cti o n al i ty  o f  th e  i n te g rate d  4 6 0 - n e two rk 

3.42   
threat  
po te n ti al  cau s e  o f  an  i n ci d e n t  i n  co m pu te r  s e cu ri ty  th at  m ay re s u l t  i n  h arm  to  th e  s ys te m  

3.43   
traffic  
co m b i n ati o n  o f  al l  s tre am s  fro m  a d e vi ce  

3.44   
uncontrol led  network 
d ata n e two rk th at  i s  n o t  an  I E C  6 1 1 6 2 - 45 0  co m p l i an t,  I E C  6 1 1 6 2 - 4 6 0  co m p l i an t  o r  a  
co n tro l l e d  n e two rk 

E XAM P LE :  Wi re l e s s  n e t wo rks .  

3.45   
vi rtual  local  area network 
VLAN  
n e two rk acco rd i n g  to  I E E E  8 0 2 . 1 Q 

3.46   
vi rtual  private  network 
VPN  
e xte n s i o n  o f  a  pri vate  n e two rk th ro u g h  e n caps u l ate d ,  e n cryp te d ,  an d  au th e n ti cate d  l i n ks  
acro s s  s h are d  o r  p u b l i c  n e two rks  

3.47  
warn ing  
an n o u n ci n g  a  s i tu ati o n  o r  co n d i ti o n  re q u i ri n g  atte n ti o n  bu t  n o  i m m e d i ate  atte n ti o n  o r  acti o n  b y 
th e  bri d g e  te am  

N o t e  1  to  e n try:  Warn i n g s  are  p re s e n te d  fo r  p re c au ti o n ary re as o n s  to  m ake  th e  b ri d g e  te am  aware  o f  c h an g e d  
c o n d i t i o n s  wh i ch  are  n o t  i m m e d i at e l y  h a z a rd o u s ,  b u t  m ay b e co m e  s o ,  i f  n o  f o rward - l o o ki n g  d e ci s i o n  i s  m ad e  o r 
ac ti o n  i s  take n .  

3.48  
wireless  access  point  
wireless  AP 
d e vi ce  th at  co n n e cts  wi re l e s s  d e vi ce s  to  wi re d  d e vi ce s  th ro u g h  vari o u s  wi re l e s s  te ch n o l o g i e s  
s u ch  as  Wi - F i ,  B l u e to o th  

4 H igh-level  requ irements 

4.1  Overview 

Th i s  s tan d ard  i s  b as e d  o n  I E C  6 1 1 6 2 - 4 5 0  wh i ch  i s  i n d i s p e n s abl e  fo r  th i s  s tan d ard .  Th i s  
s tan d ard  s pe ci fi e s  m o re  s tri n g e n t  re q u i re m e n ts  fo r  e q u i p m e n t,  s ys te m  d e s i g n  an d  o pe rati o n .  
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C o m p l i an ce  wi th  th i s  s tan d ard  wi l l  pro vi d e  ad d i t i o n al  pro te cti o n  fro m  th re ats  b o th  fro m  
e xte rn al  co n n e cti o n s  to  a  n e two rk an d  co n n e cti o n s  wi th i n  a  n e two rk.  Wh e n  a  n e two rk i s  s o l e l y 
ph ys i cal l y  e n cl o s e d  i n  a  s e cu re  are a s u ch  as  th e  b ri d g e  o f  a  s h i p  wh e re  acce s s  can  b e  
co n tro l l e d ,  th e  l arg e r th re at  wi l l  be  fro m  th e  e xte rn al  co n n e cti o n s .  R e q u i re m e n ts  app l i cabl e  to  
s e cu re  are as  are  g i ve n  i n  4 . 7 .  

4.2  Description  

Fi g u re  1  s h o ws  a  n e two rk i m pl e m e n ti n g  th e  re q u i re m e n ts  o f  th i s  s tan d ard  o n  d i ffe re n t  parts  
an d  co m po n e n ts  o f  th e  n e two rk.  Th e  g re y s ym bo l s  re pre s e n t  e q u i pm e n t  s pe ci fi e d  i n  th i s  
s tan d ard .  Th e  pe n tag o n s  re pre s e n t  l o g i cal  s o ftware  fu n cti o n s  s pe ci fi e d  i n  th i s  s tan d ard .  

 

Figure  1  – Functional  overview of  IEC 61 1 62-460  requ irement  appl ications 

S o m e  e xam p l e s  o f  th e  u s e  o f  a  4 6 0 - G ate way are  g i ve n  i n  An n e x A an d  s o m e  e xam p l e s  o f  th e  
u s e  o f  th e  s tan d ard  are  g i ve n  i n  An n e x D .  

4.3  General  requ i rements  

4.3.1  Equ ipment  and  system  requ irements 

( S e e  1 0 . 3 )  

Th e  re q u i re m e n ts  o f  th i s  s u bcl au s e  ap pl y  to  al l  e q u i pm e n t  an d  s ys te m s  i n te n d e d  to  be  
co m p l i an t  wi th  an y p art  o f  th i s  s tan d ard .  S u bcl au s e s  4 . 4  to  4 . 6  s u m m ari z e  re q u i re m e n ts  fo r  
o n e  type  o f  capabi l i ty  th at  m ay be  i m p l e m e n te d  al o n e ,  wi th o u t  re q u i ri n g  co m p l i an ce  wi th  o th e r 
parts  o f  th e  s tan d ard .  

Al l  e q u i p m e n t  fo rm i n g  th e  4 6 0 - N e two rk s h al l  s ati s fy th e  g e n e ral  re q u i re m e n ts  fo r  n avi g ati o n  
an d  rad i o co m m u n i cati o n  e q u i p m e n t  as  s pe ci fi e d  i n  I E C  6 0 9 4 5 .  

N O TE  I E C  6 0 9 4 5  i n cl u d e s  th e  re q u i re m e n t  t h at  e q u i p m e n t  b e  s o  d e s i g n e d  th at  m ai n te n an c e  o f  s o ft ware  c an  b e  
re ad i l y  c arri e d  o u t  o n  b o ard  s h i p ,  fo r  e x a m p l e  to  s u p p o rt  p e ri o d i c  u p d ate  o f  f i rm ware  o f  n e t wo rk i n fras tru c tu re  
e q u i p m e n t  to  i m p ro ve  e n c ryp t i o n  a l g o ri th m s  an d  s e cu ri ty  fe atu re s .  

Al l  n e two rk n o d e s ,  n e two rk i n fras tru ctu re  co m p o n e n ts  an d  cab l e s  s h al l  s ati s fy th e  
re q u i re m e n ts  i n  C l au s e s  4  an d  5  o f  I E C  6 1 1 6 2 - 45 0 : 2 0 1 1 .  

IEC 
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M an u factu re rs  o f  n e two rk n o d e s  an d  n e two rk i n fras tru ctu re  co m po n e n ts  s h al l  pro vi d e  a  l i s t  o f  
al l  M AC  ad d re s s e s  to  be  u s e d  i n  a  46 0 - N e two rk.  

4.3.2  Physical  composi tion  requ i rements  

( S e e  1 0 . 1 2 . 3 . 1 )  

A 4 6 0 - N e two rk s h al l  o n l y  b e  co m po s e d  o f  th e  fo l l o wi n g  ph ys i cal  n e two rk n o d e s  o r  n e two rk 
i n fras tru ctu re  co m po n e n ts :  

•  4 5 0 - N o d e ,  i . e . ,  n e two rk n o d e s  co m p l i an t  wi th  I E C  6 1 1 6 2 - 4 5 0  an d  wh i ch  fu l fi l  th e  
re q u i re m e n ts  i n  4 . 4 . 1 ;  

•  4 6 0 - N o d e ,  n e two rk n o d e s  co m pl i an t  wi th  I E C  6 1 1 6 2 - 4 5 0  an d  wh i ch  fu l f i l  th e  ad d i ti o n al  
re q u i re m e n ts  i n  4 . 4 . 2 ;  

•  n e two rk i n fras tru ctu re  co m p o n e n ts  co m p l i an t  wi th  th e  re q u i re m e n ts  fo r  a  4 6 0 - S wi tch  o r  
4 6 0 - Fo rward e r i n  4 . 4 . 3  an d  4 . 4 . 4 ;  

•  app l i cati o n  l e ve l  g ate ways  co m p l i an t  wi th  th e  re q u i re m e n ts  o f  a  46 0 - G ate way o r 4 6 0 -
Wi re l e s s  g ate way i n  4 . 4 . 5 .  

4.3.3  Log ical  composi tion  requ i rements  

( S e e  1 0 . 1 2 . 3 . 1 )  

A 4 6 0 - N e two rk s h al l  al s o  i n cl u d e  th e  fo l l o wi n g  l o g i cal  s ys te m  fu n cti o n  co m p o n e n ts  wh i ch  are  
l o cate d  at  al l  n o d e s  i n  a  4 6 0 - N e two rk:  

•  n e two rk m o n i to ri n g  fu n cti o n ,  a  S F  ( s ys te m  fu n cti o n  bl o ck,  s e e  I E C  6 1 1 6 2 - 4 5 0 )  o r an  ON F 
( o th e r n e two rk fu n cti o n  b l o ck,  s e e  I E C  6 1 1 6 2 - 4 5 0 )  co m p l i an t  wi th  th e  re q u i re m e n ts  i n  
4 . 5 . 1 ;  

•  s ys te m  m an ag e m e n t  fu n cti o n ,  a  S F  o r  an  ON F  co m p l i an t  wi th  th e  re q u i re m e n ts  i n  4 . 5 . 2 .  

4.4  Physical  component  requ irements  

4.4.1  450-Node 

( S e e  1 0 . 4 )  

N e two rk n o d e s  th at  fu l f i l  th e  re q u i re m e n ts  o f  I E C  6 1 1 6 2 - 4 5 0  s h al l  al s o  fu l fi l  th e  fo l l o wi n g  
re q u i re m e n ts  i n  o rd e r to  b e  u s e d  i n  a  4 6 0 - N e two rk:  

•  n o  co n n e cti o n  to  e xte rn al  n e two rks  o r R E D S ;  

•  s ys l o g  i m p l e m e n te d  as  d e fi n e d  I E C  6 1 1 6 2 - 45 0 : 2 0 1 1 ,  4 . 3 . 3 . 2 ;  

•  d ata  o u tpu t  b an d wi d th  d o cu m e n te d  b y th e  m an u factu re r as  d e s cri be d  i n  6 . 2 . 2 . 1 ;  

•  i m pl e m e n te d  ON F  s e rvi ce s  i f  pro vi d e d  s p e ci fi e d  b y th e  m an u factu re r  i n cl u d i n g  th e  
n e ce s s ary pro to co l  p aram e te rs ,  fo r  i n s tan ce  fo r  I P  ad d re s s  an d  U D P /TC P  p o rt  n u m be r.  

4.4.2  460-Node 

Th e  fo l l o wi n g  fu n cti o n s  s h al l  be  i m p l e m e n te d  i n  a  4 6 0 - N o d e :  

•  n e two rk traffi c  m an ag e m e n t  as  s p e ci fi e d  i n  5 . 1 ;  

•  s e cu ri ty  re q u i re m e n t  as  s p e ci fi e d  i n  6 . 2 . 1 ,  6 . 2 . 2 . 1  an d  6 . 2 . 4 . 1 ;  

•  re d u n d an cy as  s pe ci fi e d  i n  7 . 2 ;  

•  n e two rk m o n i to ri n g  as  s p e ci fi e d  i n  8 . 1 . 2 .  

I f  an y o f  th e  fo l l o wi n g  fu n cti o n s  are  s u ppo rte d  by a  46 0 - N o d e ,  th e y s h al l  b e  i m p l e m e n te d  as  
s p e ci fi e d  i n  th e  fo l l o wi n g :  

•  co n n e cti o n  wi th  e xte rn al  co n tro l l e d  n e two rks :  



 – 1 6  – I E C  6 1 1 6 2 - 46 0 : 2 0 1 5  © I E C  2 0 1 5  

– al l  val i d  d ata packe ts  wi th  co rre ct  I P  ad d re s s  an d  U D P /TC P  p o rt  n u m be r re ce i ve d  fro m  
an  e xte rn al  co n tro l l e d  n e two rk s h al l  b e  pro ce s s e d  an d  ch e cke d  b y app l i cati o n  l e ve l  
s o ftware  i n  th e  4 6 0 - N o d e ;  

N O TE  Th i s  m ay b e  u s e d  to  cre ate  g at e ways  t o  o th e r  n e two rk p ro to co l s  s u c h  as  M O D B U S  o r  O P C .  

– o r i f  a  co n n e cti o n  wi th  th e  co n tro l l e d  n e two rk i s  u s e d  to  fo rward  u n m o d i fi e d  d atag ram s  
b e twe e n  th e  4 6 0 - N e two rk an d  co n tro l l e d  n e two rks  o r  o th e r 4 6 0 - N e two rks ,  th e n  th i s  
fo rward i n g  s h al l  be  h an d l e d  b y a  4 6 0 - Fo rward e r;  

•  s u ppo rt  fo r  R E D S  as  s pe ci fi e d  i n  6 . 2 . 3 ;  

•  d i re ct  co n n e cti o n  wi th  u n co n tro l l e d  n e two rks  as  s p e ci fi e d  i n  6 . 3 . 4 ;  

•  VLAN  co m pati b i l i ty  as  s p e ci fi e d  i n  5 . 1 ;  

•  i m pl e m e n te d  ON F s e rvi ce s  s p e ci fi e d  b y th e  m an u factu re r  i n cl u d i n g  th e  n e ce s s ary pro to co l  
param e te rs ,  fo r  i n s tan ce  fo r  I P  ad d re s s  an d  U D P /TC P  po rt  n u m be r.  

4.4.3  460-Switch  

Th e  fo l l o wi n g  fu n cti o n s  s h al l  be  i m p l e m e n te d  i n  n e two rk i n fras tru ctu re  co m p o n e n ts  wh i ch  
co n n e ct  e q u i pm e n t  wi th i n  a  4 6 0 - N e two rk:  

•  n e two rk traffi c  m an ag e m e n t  as  s p e ci fi e d  i n  5 . 2 ;  

•  s e cu ri ty  re q u i re m e n t  as  s pe ci fi e d  i n  6 . 2 . 1 ,  6 . 2 . 2 . 2 ,  6 . 2 . 4  an d  6 . 4 ;  

•  n e two rk m o n i to ri n g  as  s p e ci fi e d  i n  8 . 1 . 3 ;  

•  VLAN  co m pati b i l i ty,  i f  pro vi d e d ,  as  s p e ci fi e d  i n  5 . 2 . 1 .  

4.4.4  460-Forwarder 

Th e  fo l l o wi n g  fu n cti o n s  s h al l  b e  i m p l e m e n te d  i n  a  4 6 0 - Fo rward e r:  

•  n e two rk traffi c  m an ag e m e n t  as  s p e ci fi e d  i n  5 . 3 ;  

•  s e cu ri ty  re q u i re m e n t  as  s p e ci fi e d  i n  6 . 2 . 1 ,  6 . 2 . 2 . 2 ,  6 . 2 . 4  an d  6 . 4 ;  

•  n e two rk m o n i to ri n g  as  s p e ci fi e d  i n  8 . 1 . 4 ;  

•  VLAN  fu n cti o n al i ty  to  co m b i n e  two  ph ys i cal  n e two rks  ( co n tro l l e d  n e two rks  an d  o th e r  4 6 0 -
N e two rks )  i n to  a  l o g i cal  n e two rk,  i f  pro vi d e d ,  as  s pe ci fi e d  i n  5 . 3 .  

4.4.5  460-Gateway and  460-Wireless  gateway 

C o n n e cti o n s  to  u n co n tro l l e d  n e two rks  s h al l  b e  pro te cte d  b y a  g ate way fu l fi l l i n g  th e  
re q u i re m e n ts  fo r  a  4 6 0 - G ate way as  s p e ci fi e d  i n  6 . 3 . 5  o r  a  4 6 0 - Wi re l e s s  g ate way as  s p e ci fi e d  
i n  6 . 3 . 6 .  Th e  fo l l o wi n g  fu n cti o n s  s h al l  be  i m pl e m e n te d  i n  a  4 6 0 - G ate way an d  4 6 0 - Wi re l e s s  
g ate way:  

•  s e cu ri ty re q u i re m e n t  as  s p e ci fi e d  i n  6 . 2 ,  6 . 3  an d  6 . 4 ;  

•  n e two rk m o n i to ri n g  as  s p e ci fi e d  i n  8 . 1 . 5 .  

4.5  Log ical  component  requ irements 

4.5.1  Network moni toring  function  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  p e rfo rm  th e  fo l l o wi n g  fu n cti o n s :  

•  n e two rk l o ad  as  s pe ci fi e d  i n  8 . 2 . 2 ;  

•  n e two rk re d u n d an cy as  s p e ci fi e d  i n  8 . 2 . 3 ;  

•  n e two rk to po l o g y as  s p e ci fi e d  i n  8 . 2 . 4 .  

4.5.2  System  management  function  

( S e e  1 0 . 1 2 . 2 )  
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Th e  s ys te m  m an ag e m e n t  fu n cti o n  s h al l  pe rfo rm  th e  fo l l o wi n g  fu n cti o n s :  

•  m ai n tai n  al l  n e two rk i n fras tru ctu re  co n fi g u rati o n  i n fo rm ati o n  an d  be  ab l e  to  re s to re  th i s  to  
th e  e q u i pm e n t  wh e n  re q u e s te d .  Th e  m an ag e m e n t  fu n cti o n  s h al l  m ai n tai n  a  h i s to ry o f  at  
l e as t  th e  pre vi o u s  co n fi g u rati o n ;  

•  fu n cti o n al i ty  to  s ave  an d  to  re s to re  co n fi g u rati o n  i n fo rm ati o n  e i th e r au to m ati cal l y  o r  
m an u al l y  fro m  4 6 0 - S wi tch e s ,  4 6 0 - Fo rward e rs ,  4 6 0 - G ate ways  an d  4 6 0 - Wi re l e s s  g ate ways ;  

•  fu n cti o n al i ty  to  ch an g e  th e  i n fras tru ctu re  co n fi g u rati o n .  

N O TE  Th i s  fu n c ti o n  i s  n e c e s s ary to  al l o w e x c h an g e  o f  e q u i p m e n t  wi th  n e w M A C  a d d re s s e s  as ,  e . g .  4 6 0 - S wi tch e s  
wh i c h  o n l y  al l o w a  kn o wn  M AC  to  b e  co n n e ct e d  t o  a  s p e ci fi c  p o rt .  

Th e  s ys te m  m an ag e m e n t  fu n cti o n  s h al l  be  re d u n d an tl y  avai l ab l e .  

4.6  System  documentation  requ irements  

( S e e  1 0 . 1 2 . 3 . 1 )  

A s ys te m  i n te g rato r  o f  a  4 6 0 - N e two rk s h al l  pro vi d e  d o cu m e n tati o n  o f  th e  n e two rk s tru ctu re .  

A s ys te m  i n te g rato r o f  a  46 0 - N e two rk s h al l  pro vi d e  d o cu m e n tati o n  s h o wi n g  th at  th e  
4 6 0 - n e two rk i n cl u d e s  o n l y  e q u i pm e n t  l i s te d  i n  4 . 3 . 2 .  

S e e  al s o  5 . 4.  

4.7 Secure  area requ irements  

( S e e  1 0 . 1 2 . 3 . 1 )  

Th e  46 0 - S wi tch  an d  4 6 0 - Fo rward e r m ay s u ppo rt  re l axe d  M AC  ad d re s s  re l ate d  re q u i re m e n ts  
i n  s e cu re  are as  as  d e s cri be d  i n  6 . 2 . 4 . 2 .  

Th e  d o cu m e n tati o n  fo r  th e  4 6 0 - S wi tch  an d  4 6 0 - F o rward e r s h al l  i n cl u d e  th e  d e s cri pti o n  o f  th e  
s e cu re  are a an d  th e  d e s cri p ti o n  o f  th e  fe atu re s  wh i ch  can  b e  re l axe d  wh e n  i n s tal l e d  i n  th e  
s e cu re  are a.  

5  Network traffic  management  requ i rements  

5.1  460-Node requ irements 

( S e e  1 0 . 5 . 1 )  

Th e  46 0 - N o d e  s h al l  co m p l y wi th  th e  fo l l o wi n g  to  s ati s fy  n e two rk traffi c  m an ag e m e n t  
re q u i re m e n ts :  

•  a l l  traffi c  s h al l  be  s pe ci fi e d  as  o n e  o f  th e  I E C  6 1 1 6 2 - 4 5 0  co m p l i an t  d ata type s  fo r 
e xam p l e  I E C  6 1 1 6 2 - 1  s e n te n ce  tran s m i s s i o n ,  b i n ary i m ag e  traffi c  o r  ON F ;  

N O TE  1  C h art  u p d ate  i s  a n  e x am p l e  o f  O N F .  

•  th e  m axi m u m  o pe rati o n al  d ata o u tpu t  fo r  a  d e vi ce  s h al l  be  d e cl are d  b y th e  
m an u factu re r i n  b yte s  pe r  s e co n d  ave rag e d  o ve r a  s pe ci fi e d  pe ri o d  o f  t i m e ;  

•  d e vi ce  b e h avi o u r  s h al l  be  s pe ci fi e d  b y th e  m an u factu re r  wh e n  i ts  m axi m u m  i n p u t  d ata 
rate  i s  e xce e d e d ;  

•  o n l y  d ata s pe ci fi e d  fo r  th e  n o d e  s h al l  b e  pro ce s s e d  b y th e  n o d e ;  

•  d e vi ce s  s h al l  co n ti n u e  n o rm al  o pe rati o n  wi th  an  i n pu t  l o s s  rate  o f  packe ts  u p  to  0 , 1  % 
fo r  t i m e  pe ri o d  o f  1 0  m i n .  

I f  VLAN  i s  pro vi d e d ,  VLAN  pro to co l  ve rs i o n  I E E E  8 0 2 . 1 Q : 2 0 0 5  s h al l  be  s u p po rte d .  Al l  VLAN  
traffi c  s h al l  b e  i n cl u d e d  i n  th e  m axi m u m  tran s m i s s i o n  rate .  
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N O TE  2  F o r  e x am p l e  V LAN  i s  u s e d  to  c re ate  a  s e p arate  s e g m e n t.  

5.2  460-Switch  requ irements 

5.2.1  Resource al location  

( S e e  1 0 . 6 . 1 )  

Th e  fo l l o wi n g  are  re q u i re d  fo r  re s o u rce  al l o cati o n :  

•  m e an s  to  co n fi g u re  a  s tre am  o r a  n e two rk fl o w th at  i s  i d e n ti fi e d  b y th e  co m b i n ati o n  o f  
i n te rface  i d e n ti fi e r,  th e  M AC  ad d re s s  o r  I P  ad d re s s ,  pro to co l  n u m be r an d  TC P  o r U D P  
p o rt  n u m b e r;  

•  m e an s  to  al l o cate  n e two rk b an d wi d th  re s o u rce  fo r e ach  re g i s te re d  s tre am ;  

•  a l l  i n co m i n g  an d  o u tg o i n g  traffi c  s h al l  be  re g i s te re d ;  

•  a l l  traffi c  n o t  re g i s te re d  s h al l  b e  pro h i b i te d ;  

•  th e  am o u n t  o f  b an d wi d th  al l o cate d  at  a  4 6 0 - S wi tch  s h al l  be  m o re  th an  th e  s u m  o f  al l  
n o rm al  traffi c  vo l u m e s  o f  e ach  traffi c  cl as s  al l o cate d  to  th e  n e two rk co n n e cte d  to  th e  
s wi tch ;  

•  th e  to tal  am o u n t  o f  traffi c  pe r i n te rface  to  a  4 5 0 - N o d e  an d  46 0 - N o d e  s h al l  be  l i m i te d  to  
th e  n e two rk d e s i g n  val u e  o f  th at  i n te rface .  Th e  n e two rk d e s i g n  val u e  s h al l  be  
s e l e ctab l e  be twe e n  0  % to  5 0  % o f  th e  capaci ty  o f  th e  s wi tch ;  

•  i f  VLAN  pro vi d e d ,  a  m e an s  to  co n fi g u re  vi rtu al  n e two rks  ( VLAN )  p e r i n te rface  s h al l  be  
pro vi d e d ;  

•  i f  VLAN  pro vi d e d ,  VLAN  p ro to co l  ve rs i o n  I E E E  8 0 2 . 1 Q : 2 0 0 5  s h al l  be  s u pp o rte d .  

5.2.2  Loop prevention  

( S e e  1 0 . 6 . 2 )  

Th e  s wi tch  s h al l  pro vi d e  a  l o o p p re ve n ti o n  m e ch an i s m  fo r e xam p l e  R S TP ,  M S TP .  N e two rk 
to po l o g y an d  s wi tch  co n fi g u rati o n  s h al l  s u ppo rt  i ts  co n ve rg e n ce  wi th i n  5  s .  

N O TE  Wh e n  t h e re  i s  a  l o o p  i n  a  n e t wo rk,  th e  traff i c  i s  n e ve r t e rm i n ate d .  Th i s  i n c re as e s  th e  n e t wo rk traffi c  
s i g n i f i c an tl y.  Th i s  p ro b l e m  b e c o m e s  s e ve re  wh e n  m u l t i c as ti n g  traffi c  i s  m u l t i p l i e d  b y  a  s wi tc h .  A  n e two rk l o o p  ca n  
b e  c au s e d  b y n e two rk m i s c o n f i g u rati o n .  Al s o ,  i t  i s  c au s e d  wh e n  th e re  a re  m u l t i p l e  p at h s  to  th e  d e s ti n a ti o n  b y  th e  
n e t wo rk to p o l o g y ( i . e .  m e s h  n e t wo rk to p o l o g y)  o r  n e two rk re d u n d a n c y.  

Th e  fo l l o wi n g  are  th e  R S TP  re q u i re m e n ts  i f  pro vi d e d :  

•  R S TP  p ro to co l  ve rs i o n  I E E E  8 0 2 . 1 D - 2 0 0 4  s h al l  b e  s u p po rte d ;  

•  a  46 0 - S wi tch  s h al l  pro vi d e  a  capab i l i ty  to  e n abl e  R S TP  i n  al l  i n te rface s .  

5.3  460-Forwarder requ irements 

5.3.1  Traffic  separation  

( S e e  1 0 . 7 . 1 )  

Th e  fo l l o wi n g  are  re q u i re d  fo r  traffi c  s e parati o n :  

•  m e an s  to  co n fi g u re  tran s m i tt i n g  al l  o r  a  s u bs e t  o f  th e  traffi c;  

•  m e an s  to  co n fi g u re  fo r  a  m axi m u m  traffi c  f l o w;  

•  i f  VLAN  pro vi d e d ,  a  m e an s  to  co n fi g u re  vi rtu al  n e two rks  ( VLAN )  p e r  e ach  i n te rface ;  

•  i f  VLAN  pro vi d e d ,  VLAN  p ro to co l  ve rs i o n  I E E E  8 0 2 . 1 Q : 2 0 0 5  s h al l  b e  s u pp o rte d .  

5.3.2  Resource al location  

( S e e  1 0 . 7 . 2 )  
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Th e  fo l l o wi n g  are  re q u i re d  fo r  re s o u rce  al l o cati o n :  

•  th e  4 6 0 - F o rward e r s h al l  h ave  a  capaci ty  m o re  th an  th e  s u m m ati o n  o f  al l  traffi c  vo l u m e s  
o f  e ach  traffi c  cl as s  al l o cate d  to  th e  n e two rk co n n e cte d  to  th e  s wi tch ;  

•  th e  46 0 - F o rward e r s h al l  b e  co n fi g u rabl e  fo r  a  m axi m u m  traffi c  fl o w;  

•  a  m e an s  s h al l  be  pro vi d e d  to  co n fi g u re  a  s tre am  o r a  n e two rk f l o w th at  i s  i d e n ti fi e d  by 
th e  co m b i n ati o n  o f  i n te rface  i d e n ti f i e r,  th e  M AC  ad d re s s  o r  I P  ad d re s s ,  p ro to co l  
n u m be r an d  TC P  o r  U D P  po rt  n u m b e r;  

•  a  m e an s  s h al l  be  pro vi d e d  to  al l o cate  n e two rk re s o u rce  fo r  al l  re g i s te re d  s tre am s ;  

•  a  m e an s  s h al l  be  pro vi d e d  to  al l o cate  re s o u rce  fo r e ach  vi rtu al  n e two rk i f  pro vi d e d .  

5.3.3  Traffic  priori tization  

( S e e  1 0 . 7 . 3 )  

Al l  o r  part  o f  th e  traffi c  m ay be  pri o ri t i z e d  to  co n tro l  tran s fe r  o f  traffi c  fro m  o n e  4 6 0 - N e two rk to  
co n tro l l e d  n e two rks .  B y d e fau l t  al l  traffi c  s h al l  h ave  a  val u e  o f  z e ro  fo r  th e  d e fau l t  pri o ri ty.  Th e  
pri o ri t i z ati o n  m ay be  pro vi d e d  b y e i th e r I P  D S C P  ( D i ffe re n ti ate d  S e rvi ce  C o d e  P o i n t)  o r  C o S  
( C l as s  o f  S e rvi ce )  i n  VLAN  i f  pro vi d e d .  Th e re  are  e i g h t  pri o ri t i e s  wh e re  z e ro  ( = 0 0 0 )  i s  th e  
l o we s t  an d  s e ve n  ( = 1 1 1 )  i s  th e  h i g h e s t.  

Th e  p ri o ri ty  o f  e ach  packe t  i s  pro vi d e d  bas e d  o n  th e  traffi c  typ e .  Th e  pri o ri ty  i n fo rm ati o n  i s  
g i ve n  i n  th e  pre ce d e n ce  o f  I P  D S C P  fi e l d  o r  C o S  fi e l d .  Tabl e  1  i s  an  e xam pl e  o f  th e  
re l ati o n s h i p  b e twe e n  traffi c  type s  an d  traffi c  pri o ri ti z ati o n  s pe ci fi e d  i n  I P  D S C P  an d  C o S  i n  
VLAN .  

Table  1  – Traffic  priori tization  wi th  CoS and  DSCP 

CoS Value  DSCP value  Traffi c  type  based  on  IEC 61 1 62-450  

0 0 0  0 0 0 0 0 0  D ata  p ro vi d e d  b y  O N F  e x ce p t  n e two rk c o n tro l  a n d  
m an ag e m e n t  traf f i c  

0 0 1  0 0 1 0 0 0  P R O P ,  U S R 1  to  U S R 8  

0 1 0  0 1 0 0 0 0  M I S C ,  s i m p l e  b i n ary i m ag e  

0 1 1  0 1 1 0 0 0  V D R D ,  TI M E  

1 0 0  1 0 0 0 0 0  R C O M ,  re - t ra n s m i ttab l e  b i n ary i m ag e  

1 0 1  1 0 1 0 0 0  TG TD ,  S ATD ,  N AV D  

1 1 0  1 1 0 0 0 0  R e s e rve d  

1 1 1  1 1 1 0 0 0  N e two rk co n t ro l  an d  m an a g e m e n t  traffi c  

 

Th e  fo l l o wi n g  are  re q u i re d  fo r  traffi c  pri o ri t i s ati o n  at  a  4 6 0 - Fo rward e r:  

•  m e an s  to  h an d l e  d ro ppi n g  o f  l o we r pri o ri ty  traffi c  b as e d  o n  pri o ri ty;  

•  i f  th e  am o u n t  o f  traffi c  to  b e  tran s fe rre d  i n  3 0  s  i s  h i g h e r th an  5 0  % o f  th e  s e t  m axi m u m  
th e n  traffi c  p ri o ri t i s ati o n  s h al l  be  u s e d  to  d ro p  l o we r pri o ri ty traffi c  u n ti l  th e  traffi c  i s  
b e l o w 5 0  % o f  th e  s e t  m axi m u m ;  

•  th e  h i g h e s t  p ri o ri ty  traffi c  s h al l  co n ti n u e  l o s s l e s s  u n ti l  th e  am o u n t  o f  traffi c  to  be  
tran s fe rre d  i n  3 0  s  i s  h i g h e r th an  1 0 0  % o f  th e  s e t  m axi m u m  afte r  wh i ch  al s o  a  part  o f  
h i g h e s t  p ri o ri ty  traffi c  s h al l  be  d ro ppe d ;  

•  th e  u s e  o f  d ro pp i n g  s h al l  b e  re po rte d  by s ys l o g  fo r  e ach  pe ri o d  o f  3 0  s  d u ri n g  wh i ch  
th e  d ro pp i n g  h as  be e n  u s e d .  
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5.4  System  design  requ irements  

5.4.1  Documentation  

( S e e  1 0 . 1 2 . 3 . 2 )  

D o cu m e n ts  s h al l  b e  pro vi d e d  wh i ch  i n cl u d e  th e  fo l l o wi n g  i n fo rm ati o n :  

•  4 6 0 - N e two rk traffi c  f l o w an al ys i s  an d  n e two rk to po l o g y i n fo rm ati o n ;  

•  d o cu m e n ts  th at  s p e ci fy th e  to tal  am o u n t  o f  n e two rk traffi c  an d  ave rag e  l o ad  o f  al l  
traffi c  fo r  th e  46 0 - N e two rk;  

•  th e  m axi m u m  traffi c  f l o w tran s fe rre d  fro m  o n e  4 6 0 - N e two rk to  an o th e r 4 6 0 - N e two rk at  
e ach  4 6 0 - Fo rward e r;  

•  th e  pri o ri t i z ati o n  o f  e ach  traffi c  type  at  e ach  4 6 0 - Fo rward e r.  

S e e  al s o  4 . 6 .  

5.4.2  Traffic  

( S e e  1 0 . 1 2 . 3 . 3 )  

S ys te m  d e s i g n  fo r  4 6 0 - N e two rks  s h al l  co m pl y wi th  th e  fo l l o wi n g  re q u i re m e n ts :  

•  th e  m axi m u m  d e s i g n e d  n e two rk l o ad  s h al l  n o t  e xce e d  th e  n o m i n al  n e two rk cap aci ty;  

•  th e  ave rag e  l o ad  o f  al l  traffi c  i n  a  4 6 0 - N e two rk s h al l  n o t  e xce e d  9 5  % o f  n o m i n al  
n e two rk capaci ty pl an n e d  o ve r a  pe ri o d  o f  1  s  an d  s h al l  n o t  e xce e d  8 0  % o f  n o m i n al  
n e two rk capaci ty  p l an n e d  o ve r a  pe ri o d  o f  1 0  s .  

6 Securi ty requ i rements  

6.1  Securi ty scenarios 

6. 1 .1  Threat  scenarios 

As  s h o wn  i n  th e  e xam p l e  o f  n e two rk to po l o g y i l l u s trate d  i n  F i g u re  1 ,  4 6 0 - N e two rks  are  
th re ate n e d  i n te rn al l y  b y 4 5 0 - N o d e s  an d  e xte rn al l y  fro m  u n co n tro l l e d  n e two rks  s u ch  as  o th e r 
s h i p bo rn e  e q u i pm e n t  o r o ff- s h i p  e q u i p m e n t.  Th e re fo re ,  46 0 - N e two rks  are  re q u i re d  to  be  
pro te cte d  n o t  o n l y  fro m  i n te rn al  th re ats  b u t  al s o  fro m  e xte rn al  th re ats .  

6.1 .2  In ternal  threats  

Th e  fo l l o wi n g  are  s ce n ari o s  th at  can  o ccu r i n  4 6 0 - N e two rks :  

•  m al ware  re pl i cati o n  fro m  o th e r  e q u i pm e n t  i n  a  4 6 0 - N e two rk s u ch  as  a  n o te bo o k th at  i s  
i n fe cte d  b y th e  m al ware ;  

•  i n fe cti o n  fro m  co rru p te d  m as s  s to rag e  d e vi ce s  ( e . g .  U S B  fl as h  d ri ve )  o r re m o vab l e  m e d i a 
d ri ve s  ( C D /D VD )  b e i n g  u s e d  wi th i n  th e  4 6 0 - N e two rk,  e . g .  i n  co n n e cti o n  wi th  ( au th o ri s e d  o r 
u n au th o ri s e d )  m ai n te n an ce  an d  s u ppo rt;  

•  attacke r i n s tal l s  a  b ackd o o r i n  o n e  o f  th e  e q u i pm e n t  an d  g e ts  s ys te m  pri vi l e g e  th ro u g h  i t .  
Th e n  h e  attacks  o th e r  e q u i p m e n t;  

•  u s e r d e l e te s  th e  s ys te m  fi l e  o r  ch an g e s  th e  co n fi g u rati o n  fi l e  b y  m i s take  ( m i s - o pe rati o n ) ;  

•  i l l i ci t  acce s s  th at  pro h i b i ts  th e  n o rm al  o pe rati o n  o f  e q u i p m e n t;  

•  fal s e  d ata g e n e rati o n  th at  pro h i bi ts  th e  n o rm al  o p e rati o n  o f  e q u i pm e n t;  

•  s e cu ri ty th re ats  i n  co n tro l l e d  n e two rks  wh i ch  are  e as i l y  p ro p ag ate d  i n to  46 0 - N e two rks ;  

•  s e cu ri ty th re ats  i n  o th e r 4 6 0 - N e two rks  wh i ch  are  e as i l y  pro p ag ate d  i n to  4 6 0 - N e two rks ;  
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•  i n te rru p ti o n  o f  n e two rk s e rvi ce  d u e  to  th e  h e avy vo l u m e  o f  bro ad cas ti n g  traffi c  an d  o f  
I C M P  an d  I G M P  packe ts .  

R e q u i re m e n ts  fo r  s e cu ri ty  ag ai n s t  i n te rn al  th re ats  are  d e s cri be d  i n  6 . 2 .  

6.1 .3  External  threats  

Th e  fo l l o wi n g  are  s ce n ari o s  th at  are  cau s e d  fro m  e xte rn al  n e two rks :  

•  th re ats  fro m  u n - s e cu re  wi re l e s s  n e two rks ;  

•  a  m al ware  i n  o th e r s h i pb o rn e  n e two rks  i n fe cts  e q u i pm e n t  i n  th e  4 6 0 - N e two rk;  

•  u s e r i n  a  s h i p bo rn e  n e two rk l o g s  i n  re m o te l y  to  e q u i pm e n t  i n  a  4 6 0 - N e two rk,  an d  d e l e te s  
an  i m p o rtan t  f i l e  o r  ch an g e s  th e  co n fi g u rati o n  b y m i s take  ( m i s - o pe rati o n ) ;  

•  s h i p bo rn e  e q u i pm e n t  h as  i n s tal l e d  a  backd o o r th at  i s  u s e d  as  an  attack ag e n t.  D i re ct  
attack to  e q u i pm e n t  th ro u g h  th e  n e two rk i n fras tru ctu re  s u ch  as  s wi tch  o r  ro u te r;  

•  s can n i n g  attack.  Attacke r fi n d s  a  p o rt  fo r  attack b y s can n i n g  th e  p o rts  f i rs t.  I f  fo u n d ,  i t  
s can s  th e  s e rvi ce  wi th  th e  po rt.  Fo r e xam p l e ,  wh e n  po rt  n u m be r 8 0  i s  o pe n  fo r  th e  we b  
s e rvi ce ,  th e  attacke r co l l e cts  th e  i n fo rm ati o n  o f  we b  s e rve r typ e  an d  ve rs i o n ;  

•  i n - d i re ct  attack to  th e  4 6 0 - N e two rk vi a  u n co n tro l l e d  n e two rks  s u ch  as  an o th e r s h i pbo rn e  
n e two rk;  

•  d ata s n i ffi n g  an d  m o d i fi cati o n  attack d u ri n g  th e  co m m u n i cati o n  wi th  e xte rn al  e q u i pm e n t  
an d  s ys te m s .  Wh e n  e q u i p m e n t i n  a  4 6 0 - N e two rk co m m u n i cate s  wi th  o ff- s h i p  n e two rk 
s ys te m s ,  th e  attack e xtracts  an d  m o d i fi e s  d ata b y s n i ff i n g .  F o r e xam p l e ,  th e  n avi g ati o n al  
ro u te  i n fo rm ati o n  m ay be  e xpo s e d  to  an d  be  m o d i fi e d  b y p i rate s  an d  te rro ri s ts ;  

•  i n co m i n g  e xce s s i ve  d ata traffi c  to  4 6 0 - N e two rks  an d  pro to co l  fe atu re s  attack i n cl u d i n g  
S YN  fl o o d i n g  attack.  

R e q u i re m e n ts  fo r  s e cu ri ty  ag ai n s t  e xte rn al  th re ats  are  d e s cri be d  i n  6 . 3 .  

6.2  In ternal  securi ty requ i rements  

6.2.1  General  

( S e e  1 0 . 5 . 1 ,  1 0 . 6 . 3 . 1 ,  1 0 . 7 . 4 . 1 )  

A 4 6 0 - N o d e ,  46 0 - S wi tch  an d  46 0 - Fo rward e r s h al l  n o t  u ti l i z e  a  wi re l e s s  LAN  i n te rface  an d  
Wi re l e s s  acce s s  po i n t  ( AP )  fu n cti o n s .  

Al l  VLAN  tu n n e l l i n g  pro to co l  s h al l  be  d i s abl e d  i n  a  4 6 0 - N o d e ,  4 6 0 - S wi tch  an d  4 6 0 - Fo rward e r.  

6.2.2  Denial  of  service  protection  

6.2.2.1  460-Node 

( S e e  1 0 . 5 . 2 . 2 )  

Th e  m axi m u m  o pe rati o n al  i n pu t  an d  o u tp u t  b an d wi d th  fo r  a  d e vi ce  s h al l  b e  d e cl are d  b y th e  
m an u factu re r ave rag e d  o ve r a  s pe ci fi e d  ti m e  p e ri o d .  

M e an s  s h al l  b e  pro vi d e d  to  e n s u re  n o rm al  o pe rati o n  o f  th e  n o d e  u n d e r e xce s s i ve  i n co m i n g  
traffi c  re ce i ve d  at  i ts  E th e rn e t  p o rt.  

6.2.2.2  460-Switch ,  460-Forwarder,  460-Gateway and  460-Wireless  gateway 

( S e e  1 0 . 6 . 3 . 2 ,  1 0 . 7 . 4 . 2 ,  1 0 . 8 . 1 )  

P ro te cti o n  fro m  D o S  attacks  u s i n g  I C M P  an d  I G M P  pro to co l s  s h al l  b e  pro vi d e d .  Ad d i t i o n al  
D o S  p re ve n ti o n  m e th o d s  m ay be  pro vi d e d .  
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6.2.3  REDS securi ty 

( S e e  1 0 . 5 . 2 . 3 )  

6.2.3.1  Physical  protection  

Th e  n u m b e r o f  co n n e cti o n  po i n ts  ( U S B  po rts ,  d i s c  d ri ve s ,  e tc. )  s h al l  be  l i m i te d  to  th e  abs o l u te  
m i n i m u m  re q u i re d  fo r  th e  o pe rati o n  o f  th e  s ys te m  an d  i ts  l i fe ti m e  m ai n te n an ce  an d  s u p po rt.  
Al l  o th e r po i n ts  s h al l  be  p h ys i cal l y  b l o cke d  fro m  e as y acce s s  b y a  u s e r wi th o u t  a  to o l  o r  ke y.  

6.2.3.2  Operational  protection  

C o n n e cti o n  p o i n ts  s h al l  l i m i t  th e i r  o pe rati o n  to  pe rm i tti n g  co n n e cti o n  o n l y  to  d ata s o u rce s .  

Fo r U S B  bas e d  d e vi ce s ,  o n l y  U S B  d e vi ce  cl as s  0 8 h  ( U S B  m as s  s to rag e )  i s  acce p tabl e  fo r  
R E D S .  Fo r o th e r d e vi ce s  th e  m an u factu re r  s h al l  pro vi d e  i n fo rm ati o n  abo u t  th e  te ch n o l o g y 
u s e d  an d  h o w th e  co n n e cti o n  po i n t  fu l fi l s  th e  re q u i re m e n t to  l i m i t  co n n e cti o n  to  o n l y  d ata 
s o u rce s .  

U S B  co n n e cti o n  p o i n ts  u s e d  fo r ke ybo ard s ,  pri n te rs ,  e tc.  s h al l  be  b l o cke d  fro m  e as y acce s s  
by a  u s e r e . g .  by  m e an s  o f  a  to o l  o r  ke y o r  p as s wo rd  pro te cti o n  ( d i s ab l e /e n abl e )  i n  th e  d e vi ce  
s e t- u p.  

6.2.3.3  Executable  program  fi le  veri fication  

Al l  au to m ati c  e xe cu ti o n  at  a  4 6 0 - N o d e  fro m  R E D S  i n cl u d i n g  U S B  au to - ru n  s h al l  be  pro h i b i te d .  

M an u al  e xe cu ti o n  o f  an y type  o f  f i l e s  fro m  R E D S  s h al l  o n l y  be  po s s i bl e  afte r  pas s i n g  
au th e n ti cati o n  fo r  acce s s i n g  th e  e xe cu tab l e  co n te n t  o f  th e  R E D S .  M an u al  e xe cu ti o n  s h al l  be  
po s s i bl e  o n l y  fo r  th e  fi l e s  wh i ch  are  ve ri fi e d  be fo re  e xe cu ti o n ,  u s i n g  d i g i tal  s i g n atu re  o r  
sp e ci al  ke ys .  

N O TE  1  A  d i g i tal  s i g n a tu re  m e th o d  i s  b as e d  o n  a  p ri va te /p u b l i c  ke y p ai r.  Typ i c al l y,  a  h as h  fu n cti o n  i s  u s e d ,  fo r  
e x am p l e  t h e  S H A- 2  fam i l y.  ( U s e  o f  M D 5  an d  S H A- 1  a re  n o w d i s c o u rag e d ,  s e e  I S O /I E C  1 0 1 1 8 - 3 . )  

N O TE  2  S p e c i al  ke ys  m a y b e  val u e s  c al c u l at e d  fro m  th e  d e l i ve re d  d ata  u s i n g  a  s p e ci fi e d  fu n cti o n  a n d  c o m p are d  
ag a i n s t  a  kn o wn  an d  e xp e c te d  val u e ,  b o th  th e  f u n c ti o n  an d  t h e  val u e  b e i n g  s p e ci f i e d  b y  th e  t ru s te d  s o u rc e  o r 
s e n d e r.  

6.2.3.4  Non-executable  data  veri fication  

Al l  n o n - e xe cu tabl e  d ata i n  R E D S  s h al l  be  ve ri f i e d  b e fo re  i t  i s  u s e d  i n  e q u i p m e n t.  

6.2.4  Access  control  

6.2.4.1  Device  access  control  

( S e e  1 0 . 5 . 2 . 4 ,  1 0 . 6 . 3 . 3 ,  1 0 . 7 . 4 . 3 ,  1 0 . 8 . 2 )  

Acce s s  to  m ake  ch an g e s  i n  th e  co n fi g u rati o n  o f  4 6 0 - N o d e ,  46 0 - S wi tch ,  46 0 - Fo rward e r,  
4 6 0 - G ate way an d  4 6 0 - Wi re l e s s  g ate way e q u i p m e n t  s h al l  be  s u bj e ct  to  u s e r au th e n ti cati o n .  

U s e r au th e n ti cati o n  s h al l  b e  p ro vi d e d  wi th  l o g - i n  i n fo rm ati o n .  Th e  fo l l o wi n g  i s  re q u i re d  fo r  th e  
d e vi ce  acce s s  co n tro l  pro ce s s :  

•  a  u s e r au th e n ti cati o n  m e ch an i s m  s h al l  b e  p ro vi d e d  b e fo re  ch an g i n g  th e  d e vi ce  s e tti n g s .  
S o m e  e xam p l e s  o f  au th e n ti cati o n  i n cl u d e s  pas s wo rd s  an d  ke y card s ;  

•  i f  a  pas s wo rd  i s  re q u i re d  at  l o g i n ,  i t  s h al l  b e  pro vi d e d  wi th  at  l e as t  8  ch aracte rs .  Lo n g e r 
p as s wo rd s  an d  o th e r au th e n ti cati o n  to ke n s  l i ke  R S A ke ys ,  e tc.  m ay b e  s u pp o rte d  
wh e re  p o s s i b l e ;  
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•  th e  o pe rato r’ s  m an u al  s h al l  i n cl u d e  g u i d an ce  s u ch  as :  pas s wo rd s  s h o u l d  n o t  co n tai n  
th e  u s e r n am e  o r  parts  o f  th e  u s e r’ s  fu l l  n am e ,  s u ch  as  h i s  f i rs t  n am e ,  co m pan y n am e ,  
pro d u ct  n am e ,  e tc.  D i cti o n ary wo rd s  s h o u l d  n o t  b e  u s e d .  R an d o m  an d  m e an i n g l e s s  
p as s wo rd s  s h o u l d  b e  u s e d ;  

•  p as s wo rd s  s h al l  u s e  at  l e as t  th re e  o f  th e  fo u r avai l ab l e  ch aracte r type s :  l o we rcas e  
l e tte rs ,  u pp e rcas e  l e tte rs ,  n u m be rs ,  an d  s pe ci al  ch aracte rs .  

6.2.4.2  Network access  control  

( S e e  1 0 . 6 . 3 . 4 ,  1 0 . 7 . 4 . 4 )  

N e two rk acce s s  co n tro l  i s  i n te n d e d  to  p e rm i t  o r  to  d e n y acce s s  to  4 6 0 - N e two rk re s o u rce s .  A  
4 6 0 - S wi tch  o r  4 6 0 - F o rward e r s h al l  d e n y th e  acce s s  o f  u n au th o ri s e d  e q u i pm e n t  an d  
u n au th o ri s e d  traffi c  b y  n e two rk acce s s  co n tro l .  

E ach  co n n e cte d  4 5 0 - N o d e  an d  4 6 0 - N o d e  to  a  46 0 - N e two rk,  i f  i n s tal l e d  o u ts i d e  o f  a  s e cu re  
are a,  s h al l  b e  au th o ri s e d  b y i ts  M AC  ad d re s s  an d  ph ys i cal l y  co n n e cte d  to  a  p o rt  at  a  
4 6 0 - S wi tch  o r  4 6 0 - Fo rward e r.  I f  a  co n n e cte d  n o d e  i s  i n te n d e d  to  be  i n s tal l e d  i n  a  s e cu re  are a 
m e an s  s h al l  b e  pro vi d e d  to  e n abl e  o r  d i s abl e  th e  au th o ri s ati o n  b y M AC  ad d re s s .  

Al l  b yp as s i n g  an d  o ri g i n ati n g  traffi c  at  a  46 0 - S wi tch  an d  46 0 - Fo rward e r s h al l  be  au th o ri s e d  by 
I P  ad d re s s  an d  U D P /TC P  po rt  n u m be r.  

N O TE  Typ i c al l y  n e two rk ac ce s s  c o n tro l  f u n c ti o n s  are  p ro vi d e d  b y  th e  e q u i p m e n t  m an u f ac tu re r  u n d e r  th e  n am e  o f  
Acce s s  C o n tro l  L i s t  ( AC L) .  

6.3  External  securi ty requ irements 

6.3.1  Overview 

Al l  traffi c  fro m  u n co n tro l l e d  n e two rks  i s  pas s e d  o r pro ce s s e d  th ro u g h  th e  4 6 0 - G ate way o r  
4 6 0 - Wi re l e s s  g ate way.  Fi g u re  2  s h o ws  an  e xam p l e  o f  a  4 6 0 - N e two rk wi th  a  46 0 - G ate way.  As  
s h o wn  i n  Fi g u re  2 ,  a  4 6 0 - G ate way co n s i s ts  o f  f i re wal l s  an d  D M Z wi th  vari o u s  s e rve rs .  Th e  
D M Z i s  l o cate d  be twe e n  th e  i n te rn al  4 6 0 - N e two rk an d  th e  u n co n tro l l e d  n e two rk.  Two  f i re wal l s  
are  i m p l e m e n te d ,  o n e  fo r  th e  u n co n tro l l e d  n e two rk an d  th e  o th e r fo r  th e  4 6 0 - N e two rk.  Th e s e  
fi re wal l s  are  cl as s i fi e d  as  e xte rn al  an d  i n te rn al .  

Th e  4 6 0 - G ate way co m po n e n ts  m ay be  i m pl e m e n te d  i n  o n e  d e vi ce  o r  i n  d i ffe re n t  d e vi ce s .  

 

Figure 2  – 460-Network with  460-Gateway 
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6.3.2  Fi rewal ls  

6.3.2.1  External  fi rewal l  

An  e xte rn al  f i re wal l  b l o cks  al l  traffi c  u n l e s s  i t  i s  re g i s te re d  an d  d e s ti n e d  o n l y  to  e q u i pm e n t  i n  
th e  D M Z.  Th i s  m e an s  th at  i n  p ri n ci pl e  al l  d i re ct  co m m u n i cati o n  to  a  4 6 0 - N e two rk i s  n o t  
al l o we d .  

6.3.2.2  In ternal  fi rewal l  

An  i n te rn al  fi re wal l  bl o cks  al l  traffi c  u n l e s s  i t  i s  d e s ti n e d  to  e q u i pm e n t i n  a  4 6 0 - N e two rk an d  i t  
o ri g i n ate s  fro m  e q u i p m e n t  i n  th e  D M Z.  Al l  traffi c  pas s i n g  th ro u g h  th e  i n te rn al  f i re wal l  i s  
re g i s te re d  i n  ad van ce .  

6.3.2.3  Direct  communication  

Wh e n  d i re ct  co m m u n i cati o n  i s  re q u i re d  to  e q u i pm e n t  i n  a  46 0 - N e two rk,  p e rm i s s i o n  fro m  an  
ad m i n i s trato r  o r  s u pe rvi s o r  i s  re q u i re d  to g e th e r wi th  m o n i to ri n g  d u ri n g  th e  e n ti re  
co m m u n i cati o n  pe ri o d  ( s e e  6 . 3 . 5  an d  An n e x A) .  

6.3.3  Communication  securi ty 

( S e e  1 0 . 8 . 3 )  

Al l  co n n e cti o n s  be twe e n  u n co n tro l l e d  n e two rks  an d  a  46 0 - N e two rk s h al l  u s e  VP N  th ro u g h  a  
4 6 0 - G ate way o r  4 6 0 - Wi re l e s s  g ate way.  Al l  d ata e xch an g e d  wi th  an  u n co n tro l l e d  n e two rk s h al l  
be  e n crypte d  to  pro te ct  fro m  s e cu ri ty attacks .  

Th e  s e cu re  e n cryp ti o n  al g o ri th m  s h al l  u s e  e i th e r  as ym m e tri c  o r  s ym m e tri c  al g o ri th m s  wi th  th e  
fo l l o wi n g  ke y l e n g th :  

•  an  as ym m e tri c  e n crypti o n  al g o ri th m  s h al l  pro vi d e  at  l e as t  2  0 48 - b i t  ke y l e n g th  ( 2 5 6  B )  
wi th  e n cryp ti o n  s tre n g th  at  l e as t  as  s tro n g  as  R S A;  

•  a  s ym m e tri c  e n cryp ti o n  al g o ri th m  s h al l  pro vi d e  at  l e as t  2 5 6 - bi t  ke y l e n g th  ( 3 2  B )  wi th  
an  e n cryp ti o n  s tre n g th  at  l e as t  as  s tro n g  as  AE S .  

6.3.4  460-Node 

( S e e  1 0 . 5 . 2 . 5 )  

A 4 6 0 - N o d e  can  e xch an g e  i n fo rm ati o n  wi th  o th e r  e q u i pm e n t  d i re ctl y  fro m  u n co n tro l l e d  
n e two rks  o n l y th ro u g h  a  4 6 0 - G ate way bypas s i n g  th e  D M Z i f  i t  i s  re q u i re d .  Wh e n  d i re ct  
co n n e cti o n  i s  pro vi d e d ,  th e  fo l l o wi n g  re q u i re m e n ts  s h al l  be  s ati s fi e d :  

•  b y  m an u factu ri n g  d e fau l t,  d i re ct  co n n e cti o n  fro m  an  u n co n tro l l e d  n e two rk s h al l  b e  s e t  
to  “ n o t  al l o we d ” ;  

•  th e  d i re ct  co n n e cti o n  fro m  an  u n co n tro l l e d  n e two rk s h al l  o n l y  be  acti vate d  by an  
o pe rato r  fro m  a 4 6 0 - N o d e .  I t  s h al l  be  pro te cte d  fro m  acti vati o n  re m o te l y  vi a  an  
e xte rn al  n e two rk;  

•  a  4 6 0 - N o d e  s h al l  h ave  a  pe rm an e n t i n d i cati o n  wh e n  d i re ct  co n n e cti o n  wi th  an  
u n co n tro l l e d  n e two rk i s  acti vate d ;  

•  a  cau ti o n  s h al l  be  g e n e rate d  afte r  a  p re - d e fi n e d  ti m e  pe ri o d ;  

•  th e  cau ti o n  m ay b e  re p l ace d  wi th  a  warn i n g  afte r  an o th e r p re - d e fi n e d  t i m e  pe ri o d ;  

•  a l l  co n n e cti o n s  be twe e n  u n co n tro l l e d  n e two rks  an d  a  4 6 0 - N o d e  s h al l  s ati s fy e xte rn al  
co m m u n i cati o n  s e cu ri ty  re q u i re m e n ts  ( s e e  6 . 3 . 3 ) .  
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6.3.5  460-Gateway 

6.3.5.1  Fi rewal l  

( S e e  1 0 . 8 . 4 )  

Th e  fo l l o wi n g  are  re q u i re m e n ts  fo r  a  4 6 0 - G ate way:  

•  b y  m an u factu ri n g  d e fau l t,  d i re ct  co n n e cti o n  fro m  an  u n co n tro l l e d  n e two rk s h al l  b e  s e t  
to  “ n o t  al l o we d ”;  

•  i n te rn al  an d  e xte rn al  f i re wal l s  s h al l  be  pro vi d e d  wh i ch  are  co n fi g u re d  wi th  th e  
co m b i n ati o n  o f  s o u rce /d e s ti n ati o n  I P  ad d re s s ,  pro to co l  an d  po rt  n u m be r;  

•  al l  co n n e cti o n s  be twe e n  u n co n tro l l e d  n e two rks  an d  a  4 6 0 - N e two rk s h al l  be  re g i s te re d ;  

•  a l l  co n n e cti o n s  fro m  u n co n tro l l e d  n e two rks  to  a  4 6 0 - N e two rk s h al l  s ati s fy e xte rn al  
co m m u n i cati o n  s e cu ri ty  re q u i re m e n ts  ( s e e  6 . 3 . 3 ) ;  

•  a  4 6 0 - G ate way s h al l  e i th e r i n d i cate  acti vate d  d i re ct  co n n e cti o n  be twe e n  4 6 0 - N e two rks  
an d  u n co n tro l l e d  n e two rks  o r  g e n e rate  a  cau ti o n  “C o n n e cte d  to  u n co n tro l l e d  n e two rk”.  
I f  pro vi d e d ,  th e  cau ti o n  s h al l  u s e  an  i n te rface  as  d e s cri be d  i n  8 . 2 . 7 ;  

N O TE  I n d i c ati o n  m ay b e  b as e d  o n  m e ch an i c al  p o s i t i o n ,  l am p ,  d i s p l ay,  e tc .  

•  a  4 6 0 - G ate way s h al l  p ro vi d e  a  l i s t  o f  al l  acti vate d  d i re ct  co n n e cti o n s  be twe e n  

4 6 0−N e two rks  an d  u n co n tro l l e d  n e two rks .  Th i s  l i s t  s h al l  be  re co rd e d  b y th e  g ate way o r  
an  e xte rn al  d e vi ce  i n cl u d i n g  ch an g e s  o ve r th e  pas t  1 2  m o n th s .  M e an s  to  vi e w th e  l i s t  
s h al l  be  pro vi d e d .  At  l e as t  th e  fo l l o wi n g  i n fo rm ati o n ,  i f  avai l abl e ,  s h al l  be  re co rd e d  fo r 
e ach  acti vate d  d i re ct  co n n e cti o n :  s o u rce  I P  ad d re s s ,  d e s ti n ati o n  I P  ad d re s s ,  s tarti n g  
t i m e  an d  e n d  t i m e  o f  th e  co n n e cti o n ,  pro to co l ,  an d  TC P  po rt  n u m be r;  

•  th e  d i re ct  co n n e cti o n  wi th  a  46 0 - N o d e  fro m  an  u n co n tro l l e d  n e two rk s h al l  o n l y  be  
acti vate d  b y an  o pe rati o n  o n  th e  i n s tal l ati o n  s i te  o r  th e  46 0 - N e two rk s i d e  o f  th e  fi re wal l .  
I t  s h al l  n o t  be  acti vate d  fro m  u n co n tro l l e d  n e two rks .  M e an s  s h al l  be  pro vi d e d  to  e n s u re  
th at  th e  o pe rati o n  can  o n l y  b e  pe rfo rm e d  wi th  p e rm i s s i o n  fro m  an  ad m i n i s trato r o r 
s u pe rvi s o r;  

•  a l l  d i re ct  co n n e cti o n  s h al l  be  te rm i n ate d  au to m ati cal l y  afte r a  pre - d e fi n e d  ti m e  pe ri o d  
n o  l o n g e r th an  4  h  u n l e s s  th e re  i s  u s e r  i n te rve n ti o n  to  e xte n d  th e  ti m e ;  

•  a l l  traffi c  fo r d i re ct  co n n e cti o n  s h al l  n o t  be  fo rward e d  au to m ati cal l y  afte r  a  t i m e  p e ri o d  
o f  1 0  m i n  o f  n o  traffi c  o n  th e  co n n e cti o n .  

6.3.5.2  Appl ication  server 

( S e e  1 0 . 8 . 5 )  

An  ap pl i cati o n  s e rve r al l o ws  a  co m m o n  d ata acce s s  to  b e  s e e n  b y th e  u n co n tro l l e d  n e two rks  
an d  th e  4 6 0 - N e two rk.  

Th e  app l i cati o n  s e rve r s h al l  pro vi d e  an  app l i cati o n  l e ve l  au th e n ti cati o n  m e ch an i s m  s u ch  as  
pas s wo rd  to  cl i e n t  fro m  u n co n tro l l e d  n e two rks .  

Th e  fo l l o wi n g  are  re q u i re m e n ts  fo r  an y s e rve r th at  i s  l o cate d  at  th e  D M Z i n  a  46 0 - G ate way:  

•  n o  ro u ti n g  o f  p acke ts  i s  al l o we d ;  

•  s h al l  co m p l y wi th  4 6 0 - N o d e  re q u i re m e n ts ;  

•  m e an s  s h al l  b e  p ro vi d e d  to  pro te ct  fro m  m al ware  as  app ro pri ate  to  th e  co m pu te r 
p l atfo rm .  

6.3.5.3  In teroperable  access to  fi le  storage of  DMZ 

( S e e  1 0 . 8 . 6 )  

M e an s  m ay b e  pro vi d e d  to  d o wn l o ad /u pl o ad  fi l e s  be twe e n  th e  D M Z an d  u n co n tro l l e d  n e two rks  
o r  a  4 6 0 - N e two rk i n  o rd e r  to  acce s s  th e  f i l e  s to rag e  wi th i n  th e  D M Z.  I f  acce s s  to  th e  fi l e  
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s to rag e  wi th i n  th e  D M Z i s  pro vi d e d ,  th e n  i t  s h al l  i m pl e m e n t  a  pro to co l  s u ch  as  S M B  
n e two rki n g  pro to co l  ( fo r  e xam pl e  S am ba 2 )  o r  S FTP  ( S e cu re  S h e l l  ( S S H )  Fi l e  Tran s fe r 
P ro to co l ) .  

6.3.6  460-Wireless  gateway 

( S e e  1 0 . 9 . 2 )  

Th e  fo l l o wi n g  are  re q u i re m e n ts  fo r  a  4 6 0 - Wi re l e s s  g ate way:  

•  wi re l e s s  acce s s  po i n t  ( AP )  fu n cti o n s  s h al l  n o t  be  al l o we d .  Th i s  m e an s  th at  a  wi re l e s s  
g ate way s h al l  be  o pe rate d  o n l y  as  a  cl i e n t;  

•  traffi c  fo rward i n g  fro m  th e  wi re l e s s  n e two rk to  4 6 0 - N e two rk s h al l  n o t  be  al l o we d ;  

•  a  co rre s po n d i n g  S F o r  ON F  as  d e fi n e d  i n  I E C  6 1 1 6 2 - 45 0  s h al l  be  p ro vi d e d .  A wi re l e s s  
g ate way s h al l  m e e t  al l  th e  re q u i re m e n ts  o f  a  4 6 0 - G ate way.  Al l  d ata e xch an g e d  th ro u g h  
a  wi re l e s s  i n te rface  s h al l  m e e t  th e  e n crypti o n  re q u i re m e n t  o f  6 . 3 . 3 ;  

•  wi re l e s s  co n n e cti o n  s h al l  be  e s tab l i s h e d  o n l y  to  re g i s te re d  Wi re l e s s  AP ( s )  wi th  
au th e n ti cati o n .  

6.4  Addi tional  securi ty issues 

( S e e  1 0 . 6 . 3 . 5 ,  1 0 . 7 . 4 . 5 ,  1 0 . 8 . 7 )  

Th e  fo l l o wi n g  m an ag e m e n t  fu n cti o n s  are  re q u i re d  fo r  a  46 0 - S wi tch ,  4 6 0 - F o rward e r,  
4 6 0 - G ate way an d  4 6 0 - Wi re l e s s  g ate way:  

•  th e  co n fi g u rati o n  s h al l  b e  re tai n e d  fo l l o wi n g  a s wi tch  o ff  o r  po we r fai l u re  an d  th e  
e q u i p m e n t  s h al l  re tu rn  to  th e  n o rm al  o pe rati o n  u po n  re s to rati o n  o f  po we r;  

•  wh e n  ch an g e s  are  m ad e  to  th e  co n fi g u rati o n ,  th e  pre vi o u s  co n fi g u rati o n  s h al l  be  
s to re d .  M e an s  s h al l  be  pro vi d e d  to  re ve rt  to  th e  pre vi o u s  co n fi g u rati o n ;  

•  i n s tal l ati o n  i n s tru cti o n  s h al l  ad vi s e  th at  ph ys i cal  acce s s  to  4 6 0 - S wi tch ,  4 6 0 - F o rward e r,  
4 6 0 - G ate way an d  4 6 0 - Wi re l e s s  g ate way s h al l  be  re s tri cte d .  

7 Redundancy requ irements 

7.1  General  requ irements 

( S e e  1 0 . 1 2 . 3 . 9 )  

7.1 .1  General  

A s i n g l e  co m po n e n t  fai l u re  ( cab l e ,  4 6 0 - S wi tch ,  4 6 0 - Fo rward e r,  4 6 0 - G ate way o r 4 6 0 - Wi re l e s s  
g ate way)  s h al l  n o t  affe ct  th e  fu n cti o n al i ty  o f  th e  cri t i cal  n o d e s  i n  4 6 0 - N e two rk.  

D o cu m e n tati o n  o f  s ys te m  co n fi g u rati o n  s h al l  i d e n ti fy  wh i ch  n o d e s  are  cri ti cal .  

N O TE  1  Th re e  ki n d s  o f  fai l u re s  are  d e fi n e d  i n  I E C  6 2 4 3 9 - 1 :  tran s i e n t  fa i l u re ,  c o m p o n e n t  fai l u re ,  s ys te m ati c  f ai l u re  
( s e e  An n e x  B ) .  

Wh e n  a  p ro b l e m  o ccu rs  i n  a  4 6 0 - N e two rk,  th e  re co ve ry t i m e  fro m  a  fai l u re  e ve n t  to  th e  
acti vati o n  o f  a  re d u n d an t m e th o d  s h al l  be  n o  l o n g e r th an  5  s .  

N O TE  2  F o r  s ys te m s  th at  re q u i re  s h o rte r  re co ve ry t i m e  t h an  5  s  re fe r to  I S O  1 6 4 2 5 .  

______________ 

2 www. s a m b a. o rg  

 S am b a i s  th e  trad e m ark o f  a  p ro d u c t  s u p p l i e d  b y S am b a  O rg an i z ati o n .  

 Th i s  i n f o rm ati o n  i s  g i ve n  fo r  th e  c o n ve n i e n ce  o f  u s e rs  o f  t h i s  s tan d ard  an d  d o e s  n o t  c o n s ti t u te  an  e n d o rs e m e n t  
b y I E C  o f  th e  p ro d u c t  n am e d .  E q u i val e n t  p ro d u cts  m ay b e  u s e d  i f  t h e y c an  b e  s h o wn  to  l e ad  to  th e  s a m e  re s u l ts .  

http://www.samba.org/
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Th e  re d u n d an cy s h al l  be  p ro vi d e d  by e i th e r i n te rface  re d u n d an cy ( s e e  7 . 1 . 2 )  o r  d e vi ce  
re d u n d an cy ( s e e  7 . 1 . 3 ) .  F i g u re  3  s h o ws  an  e xam pl e  fo r  n e two rk co n fi g u rati o n  wi th  th e  
re d u n d an cy s p e ci fi e d  i n  th i s  s tan d ard .  

 

Figure  3  – An  example of  redundancy 

7.1 .2  In terface redundancy 

I n te rface  re d u n d an cy m e an s  th at  th e re  are  m o re  th an  o n e  I E C  6 1 1 6 2 - 4 5 0  i n te rface s  at  th e  
d e vi ce  an d  i n te rface s  are  co n n e cte d  to  at  l e as t  two  d i ffe re n t  4 6 0 - S wi tch e s .  

Th e  e q u i p m e n t  s h al l  i m pl e m e n t  i n te rface  re d u n d an cy b y e i th e r o f  th e  m e th o d s  be l o w.  

•  D ata s tre am  re d u n d an cy 

Th e  e q u i pm e n t  wi th  th e  d ata s tre am  re d u n d an cy s h al l  tran s m i t  an d  re ce i ve  th e  s am e  d ata 
fro m  two  i n te rface s .  Wh e n  e q u i pm e n t re ce i ve s  d u pl i cate d  m e s s ag e s ,  th e  d u p l i cate d  
m e s s ag e  s h al l  be  pro ce s s e d  at  th e  n e two rk l aye r o r  abo ve  th e  tran s po rt  l aye r.  

•  L i n k bas e d  re d u n d an cy 

Th e  e q u i pm e n t  wi th  th e  l i n k bas e d  re d u n d an cy s h al l  tran s m i t  an d  re ce i ve  d ata o n l y o n  th e  
fi rs t  i n te rface ,  wh i l e  th e  s e co n d  i n te rface  i s  i n  s tan d b y.  I f  th e  f i rs t  i n te rface  fai l s ,  th e  
s e co n d  i n te rface  s h al l  take  o ve r wi th i n  5  s .  Th e  two  i n te rface s  can  be  co n fi g u re d  wi th  two  
s e parate  I P  ad d re s s e s  o r  o n e  co m m o n  I P  ad d re s s  

N O TE  1  Th i s  te c h n i q u e  i s  kn o wn  as  S wi tc h  F au l t  To l e ran ce ,  B acku p  B o n d i n g  o r D u al  H o m i n g .  Th e  i n te rfa c e  
s wi t ch i n g  i s  m an ag e d  b y  th e  o p e rati n g  s ys te m .  Th e  ap p l i c ati o n  l a ye r re g a rd s  b o th  i n te rf ac e s  a s  a  s i n g l e  
i n t e rfac e  a n d  d o e s  n o t  n e e d  to  p ro c e s s  d u p l i cate d  m e s s ag e s .  Th i s  e n ab l e s  th e  u s e  o f  re d u n d an c y p ro to co l s  
s u c h  as  C A R P  ( c o m m o n  ad d re s s  re d u n d an c y p ro t o co l ) .  

N O TE  2  Th e  i m p l e m e n ta ti o n  o f  i n te rfac e  re d u n d an c y d e p e n d s  o n  th e  l o cal  are a  n e two rk ( L AN )  to p o l o g y.  

7.1 .3  Device redundancy 

D e vi ce  re d u n d an cy m e an s  th at  at  l e as t  two  d e vi ce s  wi th  th e  s am e  fu n cti o n  are  acti vate d  at  
th e  s am e  ti m e .  

E q u i pm e n t  wi th  d e vi ce  re d u n d an cy s h al l  h ave  a u n i q u e  d e vi ce  i d e n ti f i e r,  i . e .  TAG  b l o ck an d  
S F I ,  an d  s h al l  b e  co n n e cte d  to  a  d i ffe re n t  4 6 0 - S wi tch .  Fo r ad d i t i o n al  s afe ty,  d e vi ce  
re d u n d an cy can  be  u s e d  wi th  i n te rface  re d u n d an cy.  

7.2  460-Node requ i rements  

( S e e  1 0 . 5 . 3 )  

E ach  46 0 - N o d e  d e fi n e d  as  cri ti cal  s h al l  pro vi d e  at  l e as t  i n te rface  re d u n d an cy o r d e vi ce  
re d u n d an cy.  

N O TE  Th e  m an u fac t u re r  o f  th e  4 6 0 - N o d e  d e fi n e s  th e  e q u i p m e n t  as  c ri t i cal  o r  n o t  cri t i c al .  
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D o cu m e n tati o n  s h al l  be  pro vi d e d  d e s cri b i n g  th e  re d u n d an cy capabi l i ty.  

7.3  460-Switch  requ irements  

( S e e  1 0 . 5 . 3 )  

I f  a  4 6 0 - S wi tch  i s  fai l i n g  o r  a  cabl e  b e twe e n  46 0 - S wi tch e s  i s  d i s co n n e cte d ,  th e  m ai n  n e two rk 
traffi c  re s u l t i n g  fro m  o th e r  4 6 0 - S wi tch e s  i n  th e  4 6 0 - N e two rk s h al l  be  re ro u te d  to  th e  4 6 0 - N o d e  
d e fi n e d  as  cri ti cal  e i th e r b y a  ri n g ,  a  b acku p  i n te rface ,  o r  an y co m parab l e  arch i te ctu re .  

7.4  460-Forwarder requ irements 

I f  re d u n d an cy i s  pro vi d e d ,  th e  re d u n d an cy re q u i re m e n ts  o f  a  4 6 0 - S wi tch  s h al l  b e  appl i e d .  

7.5  460-Gateway and  460-Wireless  gateway requ irements  

I f  re d u n d an cy i s  pro vi d e d ,  th e  re d u n d an cy re q u i re m e n ts  o f  th e  4 6 0 - S wi tch  s h al l  b e  ap pl i e d .  

7.6  Network moni toring  function  requ i rements  

N e two rk m o n i to ri n g  fu n cti o n s  s h al l  be  re d u n d an tl y  avai l abl e  ( s e e  8 . 2 . 6 ) .  

7.7 System  design  requ irements 

( S e e  1 0 . 1 2 . 3 . 9 )  

Th e  s ys te m  d o cu m e n tati o n  s h al l  i n cl u d e  FM E A o r FM E C A fo r i ts  re d u n d an cy capabi l i ty.  

Th e  s ys te m  i n te g rato r o f  a  46 0 - N e two rk s h al l  pro vi d e  s u ffi ci e n t  d o cu m e n tati o n  s h o wi n g  th at  
th e  4 6 0 - N e two rk i n cl u d i n g  al l  co n n e cte d  e q u i pm e n t  fu l fi l s  th e  s i n g l e  co m p o n e n t  fai l u re  
re q u i re m e n t:  a  fai l u re  i n  a  cab l e ,  a  46 0 - S wi tch ,  4 6 0 - Fo rward e r,  4 6 0 - G ate way o r  4 6 0 –Wi re l e s s  
g ate way,  s h al l  n o t  affe ct  th e  fu n cti o n al i ty  o f  th e  cri ti cal  n o d e s  i n  a  46 0 - N e two rk.  Th e  
d o cu m e n tati o n  s h al l  i d e n ti fy  th e  cri t i cal  n o d e s .  

8 Network moni toring  requ irements 

8.1  Network status  moni toring  

8. 1 .1  460-Network 

Th e  co n fi g u rati o n  o f  th e  4 6 0 - N e two rk an d  th e  traffi c  f l o ws  s h al l  be  re po rte d  an d  m o n i to re d  as  
d e s cri be d  i n  8 . 1 . 2  to  8 . 1 . 5 .  

8.1 .2  460-Node 

( S e e  1 0 . 5 . 4 )  

Th e  re q u i re d  co n fi g u rati o n  i n fo rm ati o n  fo r  m o n i to ri n g  at  a  46 0 - N o d e  i s :  

•  th e  n u m be r o f  i n te rface s ;  

•  th e  l i s t  o f  traffi c  fl o ws  an d  i ts  d e s i g n e d  m axi m u m  traffi c  rate ;  

•  th e  ch an g e  o f  th e  fl o ws  – ad d ,  d e l e te  o r  m o d i fy;  

•  th e  l i s t  o f  f l o ws  as s i g n e d  to  e ach  i n te rface .  

Th e  i n fo rm ati o n  s h al l  be  pro vi d e d  b y s ys l o g  ( s e e  I E C  6 1 1 6 2 - 4 5 0 )  pe ri o d i cal l y  e ach  3 0  m i n  at  
a  46 0 - N o d e .  Al s o  th e  i n fo rm ati o n  s h al l  be  l o g g e d  wh e n e ve r ch an g e s  i n  th e  co n fi g u rati o n  
o ccu r s u ch  as  ad d i t i o n  o r  d e l e ti o n  o f  f l o ws  at  n o d e s .  Th e  co n fi g u rati o n  i n fo rm ati o n  s h al l  n o t  
be  re p o rte d  m o re  o fte n  th an  o n ce  p e r  m i n u te .  
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8.1 .3  460-Switch  

( S e e  1 0 . 6 . 4 )  

Th e  re q u i re d  co n fi g u rati o n  i n fo rm ati o n  fo r  m o n i to ri n g  at  a  46 0 - S wi tch  i s :  

•  i n te rface  i n fo rm ati o n ;  

•  l i s t  o f  n e i g h bo u r M AC  ad d re s s  pe r i n te rface ;  

•  th e  ch an g e  o f  n e i g h bo u r M AC  ad d re s s .  

Th e  i n fo rm ati o n  s h al l  be  re po rte d  by a  4 6 0 - S wi tch  wh e n  i t  re ce i ve s  a  S N M P  re q u e s t  m e s s ag e  
( s e e  8 . 2 . 4 ) .  Al s o ,  th e  i n fo rm ati o n  s h al l  be  l o g g e d  wh e n e ve r ch an g e s  i n  th e  co n fi g u rati o n  o ccu r 
s u ch  as  ch an g e s  o f  a  n e i g h b o u r M AC  ad d re s s .  Th e  co n fi g u rati o n  i n fo rm ati o n  s h al l  n o t  b e  
re po rte d  m o re  o fte n  th an  o n ce  pe r m i n u te .  

Th e  re q u i re d  traffi c  fl o w i n fo rm ati o n  fo r  m o n i to ri n g  at  a  4 6 0 - S wi tch  i s  th e  i n te rface  i n pu t  an d  
o u tpu t  l i n k u ti l i z ati o n  i n  pe rce n t  ( ave rag e  o ve r 5  m i n ) .  

Th e  i n fo rm ati o n  s h al l  be  re po rte d  by a  4 6 0 - S wi tch  wh e n  i t  re ce i ve s  a  S N M P  re q u e s t  m e s s ag e  
( s e e  8 . 2 . 2 ) .  Al s o ,  th e  i n fo rm ati o n  s h al l  b e  l o g g e d  wh e n e ve r s i g n i fi can t  ch an g e s  ( m o re  th an  
1 0  % d i ffe re n ce  wi th  th e  p re vi o u s  i n fo rm ati o n  i n  0  % to  1 0 0  % s cal e  o f  n e two rk capaci ty)  h ave  
be e n  m ad e .  Th e  traffi c  f l o w i n fo rm ati o n  s h al l  n o t  b e  re p o rte d  m o re  o fte n  th an  o n ce  e ve ry 3  s .  

8.1 .4  460-Forwarder 

( S e e  1 0 . 7 . 5 )  

Th e  4 6 0 - Fo rward e r s h al l  pro vi d e  th e  co n fi g u rati o n  i n fo rm ati o n  wh i ch  i s  re q u i re d  fo r  th e  s wi tch  
( s e e  8 . 1 . 3 )  pe ri o d i cal l y  e ach  3 0  m i n  u s i n g  S N M P .  I f  VLAN  i s  pro vi d e d ,  cu rre n t  VLAN  
co n fi g u rati o n  i n fo rm ati o n  s h al l  b e  pro vi d e d .  Al s o ,  th e  i n fo rm ati o n  s h al l  be  re po rte d  wh e n e ve r 
ch an g e s  h ave  be e n  m ad e .  Th e  co n fi g u rati o n  i n fo rm ati o n  s h al l  n o t  b e  re po rte d  m o re  o fte n  th an  
o n ce  p e r  m i n u te .  

Th e  4 6 0 - Fo rward e r s h al l  pro vi d e  th e  traffi c  f l o w i n fo rm ati o n  wh i ch  i s  re q u i re d  fo r  th e  s wi tch  
( s e e  8 . 1 . 3 )  to g e th e r wi th  th e  n u m b e r o f  val i d  i n pu t  an d  o u tpu t  packe ts  pe r i n te rface  ( ave rag e  
o ve r 5  m i n ) .  Th e  i n fo rm ati o n  s h al l  be  p ro vi d e d  p e ri o d i cal l y  e ve ry 3 0  s .  Al s o ,  th e  i n fo rm ati o n  
s h al l  be  re po rte d  wh e n e ve r s i g n i fi can t  ch an g e s  ( m o re  th an  1 0  % d i ffe re n ce  wi th  th e  pre vi o u s  
i n fo rm ati o n  i n  0  % to  1 0 0  % s cal e  o f  n e two rk capaci ty)  h ave  be e n  m ad e .  Th e  traffi c  f l o w 
i n fo rm ati o n  s h al l  n o t  be  re po rte d  m o re  o fte n  th an  o n ce  e ve ry 3  s .  

8.1 .5  460-Gateway and  460-Wireless  gateway 

( S e e  1 0 . 8 . 8 ,  1 0 . 9 . 3 )  

Th e  4 6 0 - G ate way s h al l  pro vi d e  co n fi g u rati o n  i n fo rm ati o n  u s i n g  s ys l o g  ( s e e  8 . 1 . 2 )  an d /o r 
S N M P  ( s e e  8 . 1 . 3 )  pe ri o d i cal l y e ach  3 0  m i n .  Al s o ,  th e  i n fo rm ati o n  s h al l  be  re po rte d  wh e n e ve r 
ch an g e s  h ave  be e n  m ad e .  Th e  co n fi g u rati o n  i n fo rm ati o n  s h al l  n o t  b e  re po rte d  m o re  o fte n  th an  
o n ce  p e r m i n u te .  

Ad d i t i o n al l y,  th e  4 6 0 - G ate way s h al l  pro vi d e  traffi c  f l o w i n fo rm ati o n  u s i n g  s ys l o g  an d /o r  S N M P  
( s e e  8 . 1 . 3 )  pe ri o d i cal l y  e ve ry 3 0  s .  Al s o ,  th e  i n fo rm ati o n  s h al l  be  re po rte d  wh e n e ve r 
s i g n i fi can t  ch an g e s  ( m o re  th an  1 0  % d i ffe re n ce  wi th  th e  pre vi o u s  i n fo rm ati o n  i n  0  % to  1 0 0  % 
s cal e  o f  n e two rk capaci ty)  h ave  be e n  m ad e .  Th e  traffi c  f l o w i n fo rm ati o n  s h al l  n o t  b e  re po rte d  
m o re  o fte n  th an  e ve ry 3  s .  

8.2  Network moni toring  function  

8.2.1  General  

( S e e  1 0 . 1 1 . 1 )  
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Th e  n e two rk m o n i to ri n g  fu n cti o n  as s i s ts  i n  m ai n tai n i n g  th e  n e two rk o pe rati o n  by m o n i to ri n g  
th e  n e two rk l o ad ,  re d u n d an cy an d  to po l o g y,  d e te cti n g  vi o l ati o n s  an d  g e n e rati n g  al e rts .  Th e  
fu n cti o n  o f  n e two rk m o n i to ri n g  s h al l  b e  avai l ab l e  at  l e as t  i n  a  4 6 0 - N o d e  wh i ch  i s  a  part  o f  a  
4 6 0 - N e two rk.  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  pro vi d e  e i th e r  a  l o cal  h u m an  m ach i n e  i n te rface  ( H M I )  o r 
an  i n te rface  fo r  th e  al e rts  ( s e e  8 . 2 . 7) .  

I f  a  l o cal  H M I  i s  pro vi d e d  an d  th e  s ys te m  i s  i n te n d e d  fo r  i n s tal l ati o n  o n  th e  bri d g e  th e  
i n te rface  fo r  al e rts  ( s e e  8 . 2 . 7 )  s h al l  b e  pro vi d e d .  C o m p ati bi l i ty  fo r  b ri d g e  i n s tal l ati o n  s h al l  be  
d e cl are d  by th e  m an u factu re r.  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  ke e p  a  re co rd i n g  wh i ch  i s  avai l ab l e  o n  d e m an d .  Th e  
re co rd i n g  s h al l  be  capabl e  o f  s to ri n g  e ve n ts  fo r  at  l e as t  th e  l as t  3  m o n th s  o r  l as t  1 0  0 0 0  
e ve n ts  wh i ch e ve r i s  s m al l e r.  At  l e as t  th e  fo l l o wi n g  e ve n ts  s h al l  be  s to re d  i n  th e  re co rd i n g :  

•  an y al e rt  fro m  th e  n e two rk m o n i to ri n g  fu n cti o n ;  

•  an y e ve n t  o r re po rts  fro m  4 6 0 - S wi tch e s  u s i n g  S N M P .  

Th e  re co rd i n g s  s h al l  b e  capabl e  o f  b e i n g  d i s pl aye d  i n  a  fo rm at  s u i tabl e  fo r  vi e wi n g  b y u s e rs .  
An  e xam pl e  i s  g i ve n  i n  Fi g u re  4 .  

 

Figure  4  – Example  of  network status  record ing  information  

8.2.2  Network load  moni toring  function  

( S e e  1 0 . 1 1 . 2 )  

Th e  s ys te m  d o cu m e n tati o n  s h al l  i n cl u d e  an  an al ys i s  o f  th e  m axi m u m  n e two rk l o ad  b as e d  o n  
th e  m an u factu re r’ s  d e cl arati o n s  o f  to tal  m axi m u m  traffi c  rate s  fo r  al l  f l o ws  th e  s ys te m  
g e n e rate s  to  th e  46 0 - N e two rk.  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  re q u e s t  S N M P  re s po n s e s  fro m  th e  4 6 0 - S wi tch e s  as  
s p e ci fi e d  i n  8 . 1 . 3  pe ri o d i cal l y  e ve ry 3 0  s .  

Th e  n e two rk l o ad  m o n i to ri n g  fu n cti o n  s h al l  g e n e rate  th e  fo l l o wi n g  al e rts .  

IEC 
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•  C au ti o n :  N e two rk traffi c  capaci ty m ay b e  e xce e d e d  – wh e n  th e  o bs e rve d  n e two rk l o ad  
h as  e xce e d e d  th e  8 0  % l i m i t  fo r  a  p e ri o d  o f  3 0  s  m o re  o fte n  th an  3  t i m e s  wi th i n  a  
p e ri o d  o f  1 0  m i n ;  

•  Warn i n g :  N e two rk traffi c  capaci ty  e xce e d e d  – wh e n  th e  o bs e rve d  n e two rk l o ad  h as  
e xce e d e d  th e  8 0  % l i m i t  fo r  a  pe ri o d  o f  3 0  s  m o re  o fte n  th an  1 0  t i m e s  wi th i n  a  pe ri o d  o f  
1 0  m i n .  

8.2.3  Redundancy moni toring  function  

( S e e  1 0 . 1 1 . 3 )  

Th e  s ys te m  d o cu m e n tati o n  s h al l  i n cl u d e  a l i s t  o f  d ata s o u rce s  wh i ch  are  re d u n d an tl y  avai l abl e  
e i th e r by i n te rface  re d u n d an cy ( s e e  7 . 1 . 2 )  o r  d e vi ce  re d u n d an cy ( s e e  7 . 1 . 3 ) .  Fo r i n te rface  
re d u n d an cy th e  l i s t  s h al l  co n tai n  th e  M AC  ad d re s s ,  i n te rface  n u m b e r an d  i n te rface  avai l abl e  
i n  a  4 6 0 - S wi tch .  Fo r d e vi ce  re d u n d an cy,  th e  l i s t  s h al l  co n tai n  th e  M AC  ad d re s s  o f  e ach  
re d u n d an tl y  avai l abl e  d e vi ce .  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  re q u e s t  S N M P  re s po n s e s  fro m  th e  46 0 - S wi tch e s  as  
s p e ci fi e d  i n  8 . 1 . 3  p e ri o d i cal l y  e ve ry 3 0  s .  

Th e  l i s t  s h al l  i n cl u d e  th e  fo l l o wi n g  i n fo rm ati o n :  

•  n am e  o f  d ata s o u rce :  M axi m u m  8  ch aracte r s tri n g ;  

•  two  o r  m o re  M AC  ad d re s s e s ,  i n te rface  n u m b e r an d  i n te rface  avai l abl e  al te rn ati ve s  fo r 
e ach  re d u n d an t  n e two rk ad d re s s  fro m  wh i ch  th i s  d ata i s  avai l abl e .  

Wh e n  l e s s  th an  two  M AC  ad d re s s e s ,  o r  o n e  M AC  ad d re s s  wi th  l e s s  th an  two  i n te rface s  
avai l abl e  fo r th e  s o u rce  o f  d ata,  h as  b e e n  l o s t  fo r  a  pe ri o d  o f  2  m i n  th e  n e two rk re d u n d an cy 
m o n i to ri n g  fu n cti o n  s h al l  g e n e rate  th e  fo l l o wi n g  al e rt:  

C au ti o n :  N e two rk re d u n d an cy l o s t  fo r  xxxx.  

Wh e re  xxxx i s  a  n am e  o f  th e  d ata s o u rce .  

8.2.4  Network topology moni toring  function  

( S e e  1 0 . 1 1 . 4 )  

S ys te m  d o cu m e n tati o n  s h al l  i n cl u d e  th e  l i s t  o f  acce p te d  d e vi ce s  fo r  a  46 0 - N e two rk wi th  th e i r  
M AC  ad d re s s e s .  

M ai n tai n i n g  th e  n e two rk to po l o g y re q u i re s  n e two rk to p o l o g y m o n i to ri n g  an d  g e n e rati n g  al e rts  
bas e d  o n  d e te cte d  ad d i t i o n al  d e vi ce s  n o t  avai l abl e  i n  th e  l i s t  o f  acce p te d  d e vi ce s .  Th e  
n e two rk m o n i to ri n g  fu n cti o n  s h al l  re q u e s t  n e two rk co n fi g u rati o n  i n fo rm ati o n  fro m  th e  46 0 -
S wi tch e s  as  s p e ci fi e d  i n  8 . 1 . 3  u s i n g  S N M P  pe ri o d i cal l y  e ve ry 3 0  m i n .  

Wh e n  a  M AC  ad d re s s ,  wh i ch  i s  n o t  i n cl u d e d  i n  th e  l i s t  o f  acce p te d  d e vi ce s ,  h as  be e n  fo u n d  
fro m  th e  S N M P  re q u e s ts  th e  n e two rk to po l o g y m o n i to ri n g  fu n cti o n  s h al l  g e n e rate  th e  fo l l o wi n g  
al e rt.  

C au ti o n :  N e w d e vi ce  i s  d e te cte d  i n  th e  n e two rk.  

8.2.5  Syslog  recording  function  

( S e e  1 0 . 1 1 . 5 )  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  pro vi d e  re co rd i n g  an d  vi e wi n g  o f  th e  s ys l o g  i n fo rm ati o n  
wh i ch  th e  4 5 0 - N o d e s ,  4 6 0 - N o d e s ,  46 0 - G ate ways  an d  4 6 0 - Wi re l e s s  g ate ways  h ave  pro vi d e d .  

Th e  m i n i m u m  capaci ty o f  th e  re co rd i n g  s h al l  be  1 0 0  0 0 0  m e s s ag e s .  Th e  re co rd e d  s ys l o g  
m e s s ag e s  s h al l  b e  avai l abl e  fo r  at  l e as t  th e  l as t  3 0  d ays .  
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8.2.6  Redundancy of  network moni toring  function  

( S e e  1 0 . 1 2 . 7 . 3 )  

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  b e  re d u n d an tl y  avai l abl e .  

8.2.7 Alert  management  

8.2.7.1  Alerts  and  ind ication  

( S e e  1 0 . 1 1 . 6 . 1 )  

Al e rts  an d  i n d i cati o n s  s h al l  co m p l y wi th  th e  pre s e n tati o n  re q u i re m e n ts  s pe ci fi e d  i n  I E C  6 2 2 8 8 .  

8.2.7.2  Alert  management  interface 

( S e e  1 0 . 1 1 . 6 . 2 )  

A b i - d i re cti o n al  i n te rface  faci l i tate s  co m m u n i cati o n  s o  th at  al e rts  can  be  tran s fe rre d  to  
e xte rn al  s ys te m s  an d  au d i bl e  al arm s  ( i f  pro vi d e d )  can  be  m u te d  o r  ackn o wl e d g e d  fro m  
e xte rn al  s ys te m s .  

Th e  al e rt  m an ag e m e n t  i n te rface ,  i f  p ro vi d e d ,  s h al l  be  co m p l i an t  wi th  th e  re q u i re m e n ts  o f  
An n e x E ,  th e  s tate  d i ag ram  o f  I E C  6 1 9 2 4 - 2 : 2 0 1 2 ,  An n e x J  an d  th e  d e tai l e d  s e n te n ce  
d e fi n i t i o n s  o f  I E C  6 1 9 2 4 - 2 : 2 0 1 2 ,  An n e x K.  

Al e rt  m an ag e m e n t re q u i re s :  

•  c l as s i fi cati o n  o f  al e rts ;  

•  pre s e n tati o n  o f  th e  al e rts ;  

•  re po rti n g  o f  al e rts ;  

•  h an d l i n g  o f  u n ackn o wl e d g e d  warn i n g s ;  

•  fu n cti o n al i ty  o f  re m o te  ackn o wl e d g e  an d  re m o te  s i l e n ci n g .  

8.2.7.3  Unacknowledged  warnings 

( S e e  1 0 . 1 1 . 6 . 3 )  

An  u n ackn o wl e d g e d  warn i n g  s h al l  be :  

•  re pe ate d  as  a  warn i n g  afte r  a  l i m i te d  t i m e  pe ri o d  n o t  e xce e d i n g  5  m i n ;  o r  

•  ch an g e d  to  al arm  pri o ri ty  afte r  a  l i m i te d  ti m e  p e ri o d  n o t  e xce e d i n g  5  m i n ;  o r  

•  ch an g e d  to  al arm  p ri o ri ty  afte r  a  u s e r  s e l e ctab l e  t i m e  n o t  m o re  th an  5  m i n .  

Th e  d e fau l t  t i m e  fo r  th e  u s e r s e l e cte d  p e ri o d  s h al l  b e  6 0  s .  

8.2.7.4  Remote  acknowledgments  and  si lencing  of  alerts  

( S e e  1 0 . 1 1 . 6 . 4 )  

R e m o te  ackn o wl e d g e m e n t  s h al l  o n l y  b e  po s s i b l e  fo r  cate g o ry B  al e rts ,  s e e  I E C  6 1 9 2 4 - 2 : 2 0 1 2 ,  
An n e x C .  

R e m o te  s i l e n ci n g  o f  th e  re l e van t  au d i b l e  al arm s  o f  th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  be  
p o s s i bl e  at  an y t i m e  i f  pro vi d e d .  

9  Control led  network requ irements 

( S e e  1 0 . 1 0 )  
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A co n tro l l e d  n e two rk i s  an y n e two rk th at  h as  be e n  d e s i g n e d  to  o p e rate  s u ch  th at  i t  d o e s  n o t  
po s e  an y s e cu ri ty  ri s ks  to  an y o f  i ts  co n n e cte d  n e two rk n o d e s .  Th i s  s h al l ,  as  a  m i n i m u m ,  
s ati s fy th e  fo l l o wi n g  re q u i re m e n ts :  

•  i t  s h al l  n o t  be  po s s i b l e  to  co n n e ct  d e vi ce s  to  th e  n e two rk th at  can  be  u s e d  to  i n s e rt  n o n -
au th o ri s e d  traffi c  i n to  th e  n e two rk,  n e i th e r  b y d i re ct  acce s s  to  th e  ph ys i cal  i n fras tru ctu re  
n o r  th ro u g h  wi re l e s s  i n te rface s ;  

•  n e two rk n o d e s  s h al l  n o t  al l o w a u s e r d i re ct  acce s s  to  o pe rati n g  s ys te m s  o r fu n cti o n s  th at  
can  b e  u s e d  to  i n s e rt  n o n - au th o ri s e d  traffi c  i n to  th e  n e two rk,  u n l e s s  th i s  u s e r i s  au th o ri s e d  
to  pe rfo rm  th e s e  o pe rati o n s ;  

•  i t  s h al l  n o t  be  p o s s i b l e  to  tran s fe r d ata fro m  a n o n - au th o ri s e d  R E D S  o r  a  R E D S  wi th  u n -
au th o ri s e d  co n te n ts  to  an y n o d e  o r  d e vi ce  i n  th e  n e two rk.  

N O TE  M o s t  co n tro l l e d  n e two rks  wo u l d  a l s o  i n cl u d e  p ro vi s i o n s  fo r  h i n d e ri n g  u n au t h o ri s e d  re ad i n g  o f  d ata  i n  th e  
n e two rk,  h i n d e ri n g  ch an g e s  i n  n e t wo rk t o p o l o g y,  e tc .  H o we ve r,  s u c h  p ro vi s i o n s  a re  n o t  re q u i re d  f o r  th e  co n tro l l e d  
n e two rks  c o n n e c t e d  to  t h e  4 6 0 - N e t wo rk.  

Th e  s ys te m  i n te g rato r  s h al l  pro vi d e  s ati s facto ry d o cu m e n te d  e vi d e n ce  th at  th e s e  
re q u i re m e n ts  are  m e t.  

1 0  Methods of  testing  and  requ i red  test  resul ts  

1 0.1  Subject  of  tests  

Th e  e q u i p m e n t  u n d e r te s t  ( E U T)  m ay be  an  i n d i vi d u al  n e two rk/s ys te m  co m po n e n t  as  d e fi n e d  
i n  th i s  s tan d ard  o r  a  s ys te m  bas e d  o n  th i s  s tan d ard .  

1 0.2  Test  si te  

A n e two rk pro to co l  an al ys e r i s  re q u i re d  ( fo r  e xam p l e  wi re s h ark 3) .  

A s i m u l ato r arran g e m e n t wi th  th e  fo l l o wi n g  ch aracte ri s ti cs  i s  re q u i re d :  

•  capabl e  o f  tran s m i tti n g  an d  re ce i vi n g  I E C  6 1 1 6 2 - 4 5 0  co m p l i an t  d ata an d  n o n  
I E C  6 1 1 6 2 - 4 5 0  co m p l i an t  d ata;  

•  capab l e  o f  g e n e rati n g  i n val i d  d ata;  

•  capabl e  o f  s u ppo rti n g  th e  E th e rn e t  i n te rface  ap pro pri ate  to  th e  E U T;  

•  capabl e  o f  pro vi d i n g  S N M P  an d  s ys l o g  cl i e n t- s e rve r d ata;  

•  capab l e  o f  m o n i to ri n g  n e two rk co n fi g u rati o n  an d  s tatu s  i n fo rm ati o n  o ve r S N M P ;  

•  capab l e  o f  m o n i to ri n g  n e two rk co n fi g u rati o n  an d  s tatu s  i n fo rm ati o n  o ve r s ys l o g ;  

•  capab l e  o f  pro vi d i n g  I C M P  p acke ts ;  

•  capab l e  o f  pro vi d i n g  n e two rk l o ad  fro m  0  % to  1 0 0  % u s i n g  I E C  6 1 1 6 2 - 45 0  co m p l i an t  d ata 
an d  n o n  I E C  6 1 1 6 2 - 4 5 0  co m pl i an t  d ata ( fo r  e xam pl e  TC P /I P ,  U D P /I P ,  m u l ti cas t  an d  
b ro ad cas t) ;  

•  capab l e  o f  pro vi d i n g  I E C  6 1 1 6 2 - 4 5 0  co m p l i an t  d ata wi th  pri o ri ty  as  s pe ci fi e d  i n  Tabl e  1 ,  i f  
th e  E U T s u pp o rts  th i s  fu n cti o n al i ty;  

•  capab l e  o f  pro vi d i n g  I E C  6 1 1 6 2 - 4 5 0  co m p l i an t  d ata to  m u l ti pl e  n e two rks  i n cl u d i n g  VLAN s  
an d  s u bn e ts .  

______________ 

3 www. wi re s h ark. o rg  

 Wi re s h ark i s  t h e  tra d e m a rk o f  a  p ro d u c t  s u p p l i e d  b y  t h e  Wi re s h ark o rg an i z ati o n .  

 Th i s  i n f o rm ati o n  i s  g i ve n  fo r  th e  c o n ve n i e n ce  o f  u s e rs  o f  t h i s  s tan d ard  a n d  d o e s  n o t  c o n s ti t u te  an  e n d o rs e m e n t  
b y  I E C  o f  th e  p ro d u c t  n am e d .  E q u i val e n t  p ro d u c ts  m ay b e  u s e d  i f  th e y c a n  b e  s h o wn  to  l e ad  to  th e  s am e  re s u l ts .  

http://www.wireshark.org/
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A s i m u l ato r  arran g e m e n t fo r  s e cu ri ty  te s ti n g  wi th  th e  fo l l o wi n g  ch aracte ri s ti cs  i s  al s o  re q u i re d :  

•  capab l e  o f  pro vi d i n g  cl i e n t- s e rve r co n n e cti o n ;  

•  capab l e  o f  pro vi d i n g  D o S  attack packe t  g e n e rati o n .  

G u i d an ce  o n  te s ti n g  i s  g i ve n  i n  An n e x C .  

1 0.3  General  requ irements  

( S e e  4 . 3 . 1 )  

C o n fi rm  co m p l i an ce  o f  e ach  46 0 - N e two rk co m po n e n t  wi th  th e  g e n e ral  re q u i re m e n ts  fo r  
s h i pbo ard  n avi g ati o n  rad i o co m m u n i cati o n  e q u i pm e n t  i n  acco rd an ce  wi th  I E C  6 0 9 4 5 .  

C o n fi rm  co m p l i an ce  o f  e ach  4 6 0 - N e two rk co m p o n e n t wi th  g e n e ral  re q u i re m e n ts  i n  
acco rd an ce  wi th  C l au s e s  4  an d  5  o f  I E C  6 1 1 6 2 - 45 0 : 2 0 1 1 .  

C o n fi rm  b y th e  m an u factu re r ’ s  d o cu m e n tati o n  th at  a  l i s t  o f  al l  M AC  ad d re s s e s  i s  pro vi d e d  fo r  

th e  46 0 - N e two rk.  

Te s t  d ata o r  te s t  re po rts  fro m  te s ts  p re vi o u s l y  co n d u cte d  i n  acco rd an ce  wi th  th e  re fe re n ce d  
I E C  s tan d ard s  m ay al l o w co m p l i an ce  to  be  ve ri f i e d  b y i n s p e cti o n  o f  th e  te s t  d o cu m e n ts .  

1 0.4  450-Node 

( S e e  4 . 4 . 1 )  

C o n fi rm  b y o bs e rvati o n  th at  th e re  i s  n o  co n n e cti o n  to  e xte rn al  n e two rks  o r  R E D S .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  s ys l o g  i s  i m p l e m e n te d  as  d e fi n e d  i n  I E C  6 1 1 6 2 - 4 5 0 : 2 0 1 1 ,  
4 . 3 . 3 . 2 .  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  d ata o u tpu t  fro m  a  n o d e  i s  
d o cu m e n te d  as  d e s cri be d  i n  6 . 2 . 2 . 1 .  

I f  ON F s e rvi ce s  are  pro vi d e d ,  co n fi rm  b y i n s p e cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  
th e y i n cl u d e  n e ce s s ary pro to co l  param e te rs ,  fo r  i n s tan ce  fo r  I P  an d  U D P /TC P  po rt  n u m be r.  

1 0.5  460-Node 

1 0.5.1  Network traffic  management  

( S e e  5 . 1 )  

C o n fi rm  b y an al yti cal  e val u ati o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  46 0 - N o d e  d o e s  n o t  cre ate  
n o n  I E C  6 1 1 6 2 - 45 0  co m p l i an t  traffi c.  

R e fe r  to  th e  m an u factu re r’ s  d o cu m e n tati o n  an d  co n fi rm  by i n s p e cti o n  o f  d o cu m e n te d  e vi d e n ce  
th at  th e  m axi m u m  tran s m i s s i o n  rate  fo r  al l  s u pp o rte d  s e rvi ce s  i s  s pe ci fi e d  an d  co n fi rm  by 
an al yti cal  e val u ati o n  o f  d o cu m e n te d  e vi d e n ce  th at  al l  I E C  6 1 1 6 2 - 45 0  co m p l i an t  d ata m e e t  
th e i r  m axi m u m  tran s m i s s i o n  rate .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  a  d e vi ce  m e e ts  i ts  e q u i p m e n t  p e rfo rm an ce  re q u i re m e n ts  
wi th  a  l o s s  rate  o f  p acke ts  u p  to  0 , 1  % fo r  a  t i m e  p e ri o d  o f  1 0  m i n .  

C o n fi rm  b y i n s p e cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  m an u factu re r  h as  s p e ci fi e d  d e vi ce  
be h avi o u r wh e n  th e  m axi m u m  i n p u t  d ata rate  h as  b e e n  e xce e d e d .  
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C o n fi rm  b y an al yti cal  e val u ati o n  o f  th e  46 0 - N o d e  th at  i t  d i s card s  al l  o th e r re ce i ve d  d ata 
e xce p t  d ata i t  s u p po rts .  

I f  pro vi d e d ,  re fe r to  th e  m an u factu re r’ s  d o cu m e n tati o n  an d  co n fi rm  by i n s pe cti o n  o f  
d o cu m e n te d  e vi d e n ce  th at  th e  m axi m u m  tran s m i s s i o n  rate  fo r  al l  s u pp o rte d  VLAN  s e rvi ce s  i s  
s pe ci fi e d  an d  co n fi rm  b y an al yti cal  e val u ati o n  o f  d o cu m e n te d  e vi d e n ce  th at  al l  I E C  6 1 1 6 2 - 4 5 0  
co m p l i an t  d ata i n  e ach  VLAN  m e e t  th e i r  m axi m u m  tran s m i s s i o n  rate .  

I f  VLAN  i s  pro vi d e d ,  co n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  4 6 0 - N o d e  
s u ppo rts  VLAN  ve rs i o n  I E E E  8 0 2 . 1 Q: 2 0 0 5 .  

1 0.5.2  Securi ty 

1 0.5.2.1  Securi ty general  

( S e e  6 . 2 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  E U T d o e s  n o t  u ti l i z e  an y 
wi re l e s s  LAN  i n te rface  o r  Wi re l e s s  AP  fu n cti o n s .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e re  i s  n o  VLAN  tu n n e l l i n g  pro to co l  i n  u s e  i f  VLAN  i s  
pro vi d e d .  

1 0.5.2.2  Den ial  of  service  behaviour 

( S e e  6 . 2 . 2 . 1 )  

C o n fi rm  b y i n s p e cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  m axi m u m  o pe rati o n al  
i n p u t  ban d wi d th  i s  d e cl are d  by th e  m an u factu re r.  

U s e  s i m u l ati o n  arran g e m e n ts  to  cre ate  traffi cs  u p  to  m axi m u m  th at  i s  d e cl are d  b y th e  
m an u factu re r.  C o n fi rm  by o bs e rvati o n  th at  th e  E U T m e e ts  i ts  p e rfo rm an ce  re q u i re m e n ts .  

U s e  s i m u l ati o n  arran g e m e n ts  to  cre ate  traffi cs  o f  2 0 0  % o f  th e  m axi m u m  th at  i s  d e cl are d  b y 
th e  m an u factu re r fo r  a  pe ri o d  o f  at  l e as t  1 0  m i n .  Afte r 1 0  m i n  re tu rn  to  th e  1 0 0  % traffi c.  
C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  4 6 0 - N o d e  be h ave s  d u ri n g  an d  afte r th e  ch an g e  i n  
traffi c  as  d e s cri be d  b y th e  m an u factu re r’ s  d o cu m e n tati o n .  

C o n fi rm  b y i n s p e cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  m axi m u m  o pe rati o n al  
o u tpu t  ban d wi d th  i s  d e cl are d  b y th e  m an u factu re r.  

C o n fi rm  b y an al yti cal  e val u ati o n  o f  th e  d o cu m e n te d  e vi d e n ce  o r  co n fi rm  by an al yti cal  
e val u ati o n  o f  th e  E U T i ts e l f  th at  th e  E U T d o e s  n o t  e xce e d  th e  d e cl are d  m axi m u m  o p e rati o n al  
o u tpu t  ban d wi d th .  

1 0.5.2.3  Securi ty for REDS 

( S e e  6 . 2 . 3 )  

R e fe r to  th e  d e vi ce  th e  m an u factu re r’ s  d o cu m e n tati o n  an d  co n fi rm  b y i n s pe cti o n  o f  th e  

d o cu m e n te d  e vi d e n ce  th at  th e  n u m be r o f  co n n e cti o n  p o i n ts  fo r  R E D S  ( U S B  po rts ,  d i s c  d ri ve s ,  
e tc. )  are  l i m i te d  to  th e  abs o l u te  m i n i m u m  re q u i re d  fo r  th e  o pe rati o n  o f  th e  s ys te m  an d  i ts  
l i fe ti m e  m ai n te n an ce  an d  s u pp o rt.  C o n fi rm  b y o bs e rvati o n  th at  an y o th e r  co n n e cti o n  po i n ts  
are  b l o cke d  fro m  e as y acce s s  b y a  u s e r  wi th o u t  a  to o l  o r  ke y.  

F o r  U S B  bas e d  co n n e cti o n  p o i n ts  fo r  R E D S  attach  o n e  b y o n e  a  ke ybo ard  o r  m o u s e  d e vi ce  
( i . e .  U S B  d e vi ce  cl as s  o th e r th an  0 8 h )  to  th e  po rt  an d  co n fi rm  b y an al yti cal  e val u ati o n  th at  th e  
E U T bo th  re fu s e s  to  re co g n i z e  th e  attach e d  d e vi ce  an d  re fu s e s  to  pe rfo rm  an y fu n cti o n al i ty  
wi th  th e  attach e d  d e vi ce .  
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Fo r U S B  bas e d  po rts  fo r  o th e r  pu rpo s e s  th an  d ata s o u rce s ,  co n fi rm  b y o bs e rvati o n  th at  th e y 
are  bl o cke d  fro m  e as y acce s s  by a  u s e r.  

Fo r o th e r co n n e cti o n  po i n ts  th an  fo r  U S B  bas e d  R E D S  u s e  i n fo rm ati o n  pro vi d e d  b y th e  
m an u factu re r  abo u t  th e  te ch n o l o g i cal l y  po s s i b l e  ro l e s  o f  th e  R E D S .  I f  s u ch  a  R E D S  i s  
te ch n o l o g i cal l y  s u bj e ct  fo r  po s s i bl e  ch an g e  o f  ro l e  th e n  attach  o n e  b y o n e  an  e xam pl e  o f  n o n -
d ata s to rag e  d e vi ce  to  th e  po rt  an d  co n fi rm  by an al yti cal  e val u ati o n  th at  th e  E U T bo th  re fu s e s  
to  re co g n i z e  th e  attach e d  d e vi ce  an d  re fu s e s  to  pe rfo rm  an y fu n cti o n al i ty  wi th  th e  attach e d  
d e vi ce .  

On e  b y o n e  attach  a  d e vi ce  to  th e  co n n e cti o n  p o i n ts  fo r  R E D S  o r  i n s e rt  a  m e d i a i n to  th e  
R E D S  ( d i s c  d ri ve s ,  e tc. )  an d  co n fi rm  b y an al yti cal  e val u ati o n  th at  al l  au to m ati c  e xe cu ti o n s  at  
th e  E U T i s  pro h i bi te d .  

I f  th e  E U T pro vi d e s  m an u al  e xe cu ti o n  o f  an y typ e  o f  f i l e s  fro m  R E D S ,  co n fi rm  b y an al yti cal  
e val u ati o n  th at  m an u al  e xe cu ti o n  i s  o n l y  po s s i bl e  fo r  f i l e s  wh i ch  h ave  be e n  ve ri fi e d  b y d i g i tal  
s i g n atu re s  o r  s p e ci al  ke ys .  

U s e  th e  m an u factu re r’ s  d o cu m e n tati o n  abo u t  n o n - e xe cu tab l e  f i l e s  wh i ch  can  b e  u s e d  b y E U T.  
C o n fi rm  b y an al yti cal  e val u ati o n  th at  al l  n o n - e xe cu tab l e  fi l e s  are  ve ri fi e d  as  d e s cri be d  i n  th e  
m an u factu re r’ s  d o cu m e n tati o n  be fo re  u s e  by th e  E U T.  

1 0.5.2.4  Access  control  to  configuration  setup 

( S e e  6 . 2 . 4 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  acce s s  to  m ake  ch an g e s  
i n  th e  co n fi g u rati o n  o f  th e  E U T i s  s u b j e ct  to  u s e r au th e n ti cati o n .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  u s e r  au th e n ti cati o n  be fo re  ch an g i n g  d e vi ce  s e tti n g s  
i s  bas e d  o n  an  at  l e as t  8  ch aracte r l o n g  pas s wo rd ,  R S A ke ys ,  o r  an o th e r appro pri ate  m e th o d .  

C o n fi rm  b y o bs e rvati o n  th at  pas s wo rd s  are  n o t  acce p te d  u n l e s s  th e y h ave  at  l e as t  th re e  o f  th e  
fo u r  avai l ab l e  ch aracte r typ e s :  l o we rcas e ,  u p pe rcas e ,  n u m be r,  s p e ci al  ch aracte r.  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  o p e rato r’ s  m an u al  
i n cl u d e s  g u i d an ce  o n  th e  u s e  o f  s tro n g  pas s wo rd s  i f  appro p ri ate .  

1 0.5.2.5  Direct  access  to  uncontrol led  network 

( S e e  6 . 3 . 4 )  

Th e  fo l l o wi n g  te s ts  are  app l i cab l e  i f  th e  46 0 - N o d e  pro vi d e s  d i re ct  e xch an g e  o f  i n fo rm ati o n  
wi th  o th e r  e q u i pm e n t  co n n e cte d  to  an  u n co n tro l l e d  n e two rk.  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  m an u factu ri n g  d e fau l t  s e tti n g s  o f  th e  E U T e n ab l e  n o  
d i re ct  co n n e cti o n s  wi th  u n co n tro l l e d  n e two rks .  

Fo r  e ach  co n fi g u re d  d i re ct  d ata e xch an g e ,  co n fi rm  b y an al yti cal  e val u ati o n  th at  o n l y  th e  
o pe rato r  o f  th e  4 6 0 - N o d e  can  acti vate  i t .  

Fo r e ach  d i re ct  d ata e xch an g e  co n fi rm  b y o bs e rvati o n  th at:  

•  th e re  i s  an  pe rm an e n t  i n d i cati o n  wh e n  d i re ct  d ata e xch an g e  i s  acti ve ;  

•  a  cau ti o n  i s  cre ate d  afte r a  pre - d e fi n e d  t i m e  p e ri o d ;  

•  th e  cau ti o n  i s  re p l ace d  by a  warn i n g  afte r  an o th e r p re - d e fi n e d  t i m e  p e ri o d .  
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C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  VP N  i s  u s e d  fo r  
co m m u n i cati o n  wi th  u n co n tro l l e d  n e two rks .  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  e n crypti o n  al g o ri th m  u s e d  
fo r  VP N  m e e ts  th e  re q u i re m e n ts  o f  th e  e n cryp ti o n  s tre n g th  as  s p e ci fi e d  i n  6 . 3 . 3 .  

1 0.5.3  Redundancy 

( S e e  7 . 2 ,  7 . 3 )  

R e fe r to  th e  m an u factu re r’ s  d o cu m e n tati o n  an d  co n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n te d  
e vi d e n ce  wh i ch  m e an s  are  pro vi d e d  fo r  re d u n d an cy capab i l i ty  o f  th e  E U T.  

1 0.5.4  Moni toring  

( S e e  8 . 1 . 2 )  

Confirm by observation  th at  m o n i to ri n g  i n fo rm ati o n  to  s ys l o g  i s  pro vi d e d  by th e  E U T pe ri o d i cal l y  
e ach  3 0  m i n  an d  n o t  m o re  o fte n  th an  o n ce  p e r 1  m i n  o f  co n fi g u rati o n  i n fo rm ati o n .  

1 0.6  460-Switch  

1 0.6.1  Resource al location  

( S e e  5 . 2 . 1 )  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  a  m e an s  i s  pro vi d e d  to  
co n fi g u re  a  s tre am  o r a  n e two rk fl o w th at  i s  i d e n ti f i e d  b y th e  co m b i n ati o n  o f  i n te rface  i d e n ti fi e r,  
th e  M AC  ad d re s s  o r  I P  ad d re s s ,  pro to co l  n u m be r an d  TC P  o r U D P  p o rt  n u m be r.  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  m e an s  are  pro vi d e d  to  
al l o cate  a  n e two rk re s o u rce  fo r  al l  re g i s te re d  s tre am s .  

R e g i s te r al l  i n co m i n g  an d  o u tg o i n g  traffi c.  U s e  s i m u l ati o n  arran g e m e n ts  to  cre ate  bo th  
re g i s te re d  an d  n o n - re g i s te re d  traffi c.  C o n fi rm  b y  an al yti cal  e val u ati o n  th at  o n l y  i n co m i n g  an d  
o u tg o i n g  traffi c  g o e s  th ro u g h  an d  al l  n o n - re g i s te re d  traffi c  i s  b l o cke d .  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  m e an s  are  pro vi d e d  fo r 
l i m i ti n g  th e  to tal  am o u n t o f  traffi c  fo r  e ach  i n te rface  to  a  4 5 0 - N o d e  an d  4 6 0 - N o d e  u s i n g  th e  
re s o u rce  al l o cati o n .  

U s e  a  s i m u l ati o n  arran g e m e n t  to  i n te rface  two  4 6 0 - N o d e s  to  th e  E U T an d  s e t  th e  n o d e s  to  
co m m u n i cate  wi th  e ach  o th e r u s i n g  th e  s e t  m axi m u m  traffi c.  C o n fi rm  b y an al yti cal  e val u ati o n  
th at  al l  traffi c  pas s  th e  E U T.  I n cre as e  th e  traffi c  b y  5 0  % o ve r th e  s e t  m axi m u m  traffi c  fo r  a  
pe ri o d  o f  1 0  m i n .  C o n fi rm  b y an al yti cal  e val u ati o n  th at  e xce s s i ve  traffi c  i s  b l o cke d .  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at,  i f  VLAN  i s  pro vi d e d ,  a  m e an s  
i s  pro vi d e d  to  co n fi g u re  vi rtu al  n e two rks  ( VLAN )  fo r  e ach  i n te rface .  

C o n fi rm  b y i n s p e cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  i f  VLAN  i s  pro vi d e d ,  th at  th e  
VLAN  pro to co l  ve rs i o n  I E E E  8 0 2 . 1 Q : 2 0 0 5  i s  s u pp o rte d .  

1 0.6.2  Loop prevention  

( S e e  5 . 2 . 2 )  

C o n fi rm  b y th e  d o cu m e n te d  e vi d e n ce  th at  th e  E U T pro vi d e s  a  l o o p  p re ve n ti o n  m e ch an i s m .  

I f  R S TP  i s  pro vi d e d ,  co n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  R S TP  
pro to co l  ve rs i o n  I E E E  8 0 2 . 1 D - 2 0 0 4  i s  s u p po rte d .  
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S e t  th re e  4 6 0 - S wi tch e s  fo r  l o o p  to po l o g y co n n e ct  wi th  at  l e as t  o n e  4 6 0 - N o d e  at  e ach  s wi tch  
fo r  e xam pl e  u s i n g  u n i cas t.  C o n fi rm  by an al yti cal  e val u ati o n  th at  th e  s wi tch  d o e s  n o t  d u p l i cate  
d ata at  s wi tch e s .  

S e t  th re e  4 6 0 - S wi tch e s  fo r  l o o p to po l o g y co n n e ct  wi th  at  l e as t  o n e  4 6 0 - N o d e  pe r s wi tch  fo r  
e xam p l e  u s i n g  u n i cas t.  D i s co n n e ct  o n e  b y o n e  th e  cabl e s  b e twe e n  e ach  n e i g h bo u ri n g  4 6 0 -
S wi tch .  C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  d ata i s  re ach ab l e  am o n g  4 6 0 - N o d e s  wi th i n  
5  s .  

1 0.6.3  Securi ty 

1 0.6.3.1  Securi ty general  

( S e e  6 . 2 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  E U T d o e s  n o t  u ti l i z e  an y 
wi re l e s s  LAN  i n te rface  o r  wi re l e s s  AP  fu n cti o n s .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e re  i s  n o  VLAN  tu n n e l l i n g  pro to co l  i n  u s e  i f  VLAN  i s  
pro vi d e d .  

1 0.6.3.2  Den ial  of  service  behaviour 

( S e e  6 . 2 . 2 . 2 )  

C o n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  E U T pro vi d e s  I C M P  an d  I G M P  D o S  
pre ve n ti o n .  

1 0.6.3.3  Access control  to  configuration  setup 

( S e e  6 . 2 . 4 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  acce s s  to  m ake  ch an g e s  
i n  th e  co n fi g u rati o n  o f  th e  E U T i s  s u b j e ct  to  u s e r au th e n ti cati o n .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  u s e r  au th e n ti cati o n  b e fo re  ch an g i n g  d e vi ce  s e tti n g s  
i s  bas e d  o n  at  l e as t  a  8  ch aracte r  l o n g  pas s wo rd ,  R S A ke ys ,  o r an o th e r ap pro pri ate  m e th o d .  

C o n fi rm  b y o bs e rvati o n  th at  pas s wo rd s  are  n o t  acce p te d  u n l e s s  th e y h ave  at  l e as t  th re e  o f  th e  
fo u r  avai l ab l e  ch aracte r  typ e s :  l o we rcas e ,  u p pe rcas e ,  n u m be r,  s pe ci al  ch aracte r.  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  o p e rato r’ s  m an u al  
i n cl u d e s  g u i d an ce  o n  th e  u s e  o f  s tro n g  pas s wo rd s  i f  ap pro p ri ate .  

1 0.6.3.4  Access  control  for  network 

( S e e  6 . 2 . 4 . 2 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  m e an s  are  pro vi d e d  to  pe rm i t  
o r  d e n y a  f l o w b as e d  o n  th e  I P  ad d re s s  an d  U D P /TC P  po rt  n u m be r fo r  e ach  ph ys i cal  po rt.  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  m e an s  are  pro vi d e d  to  pe rm i t  o r  d e n y a  d e vi ce  b as e d  o n  
th e  M AC  ad d re s s  fo r  e ach  p h ys i cal  p o rt.  I f  th e  E U T s u ppo rts  i n s tal l ati o n  i n  a  s e cu re  are a 
co n fi rm  b y an al yti cal  e val u ati o n  th at  th e  m e an s  are  co n fi g u rab l e  to  e i th e r e n ab l e  o r  d i s abl e  
au th o ri s ati o n  b y M AC  ad d re s s .  

1 0.6.3.5  Addi tional  securi ty issues 

( S e e  6 . 4 )  
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C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  E U T co n ti n u e s  n o rm al  o p e rati o n  wi th  th e  pre vi o u s  
co n fi g u rati o n  afte r  a  s wi tch  o ff  o r  p o we r fai l u re .  

C o n fi rm  by an al yti cal  e val u ati o n  th at  m e an s  are  p ro vi d e d  to  re ve rt  to  th e  pre vi o u s  s to re d  
co n fi g u rati o n .  

C o n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  g u i d an ce  i s  g i ve n  to  i n s tal l  th e  E U T i n  
a  ph ys i cal l y  pro te cte d  l o cati o n .  

1 0.6.4  Moni toring  

( S e e  8 . 1 . 3 )  

C o n fi rm  by an al yti cal  e val u ati o n  th at  th e  fo l l o wi n g  m o n i to ri n g  i n fo rm ati o n  i s  pro vi d e d  b y th e  
E U T:  

•  i n te rface  i n fo rm ati o n ;  

•  l i s t  o f  n e i g h bo u r M AC  ad d re s s  pe r i n te rface ;  

•  th e  ch an g e  o f  n e i g h bo u r M AC  ad d re s s .  

C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk co n fi g u rati o n  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  
p e ri o d i cal l y  e ve ry 3 0  m i n  b y th e  E U T.  C o n fi rm  by an al yti cal  e val u ati o n  th at  th e  i n fo rm ati o n  i s  
re po rte d  wh e n e ve r s o m e  ch an g e s  i n  th e  co n fi g u rati o n  o ccu r  s u ch  as  ch an g e s  o f  a  n e i g h bo u r 
M AC  ad d re s s .  C o n fi rm  b y o bs e rvati o n  th at  th e  co n fi g u rati o n  i n fo rm ati o n  i s  n e ve r re po rte d  
m o re  o fte n  th an  o n ce  p e r  1  m i n .  

C o n fi rm  b y o bs e rvati o n  th at  th e  i n te rface  i n pu t  an d  o u tpu t  l i n k u ti l i z ati o n  i n  pe rce n t  ( ave rag e  
o ve r 5  m i n )  i s  pro vi d e d  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk s tatu s  
i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  pe ri o d i cal l y  e ve ry 3 0  s  by th e  E U T.  C o n fi rm  b y o bs e rvati o n  
th at  th e  i n fo rm ati o n  i s  re p o rte d  wh e n e ve r s i g n i fi can t  ch an g e s  ( m o re  th an  1 0  % d i ffe re n ce  wi th  
th e  pre vi o u s  i n fo rm ati o n  i n  a  0  % to  1 0 0  % s cal e  o f  n e two rk cap aci ty)  h ave  be e n  m ad e .  
C o n fi rm  b y o bs e rvati o n  th at  th e  s tatu s  i n fo rm ati o n  i s  n e ve r re po rte d  m o re  o fte n  th an  o n ce  p e r  
3  s .  

1 0.7 460-Forwarder 

1 0.7.1  Traffic  separation  

( S e e  5 . 3 . 1 )  

Confirm by inspecti on  of the manufacturer’s docu mentation  that means are provi ded to transmit al l  or 
a subset of the traffi c be twe e n  a  4 6 0 - N e two rk an d  co n tro l l e d  n e two rks  o r  o th e r 4 6 0 - N e two rks .  

Fo l l o w i n s tru cti o n s  g i ve n  b y th e  m an u factu re r an d  s e t  th e  E U T to  l i m i t  th e  m axi m u m  traffi c  
f l o w be twe e n  a  4 6 0 - N e two rk an d  co n tro l l e d  n e two rks  o r  o th e r 4 6 0 - N e two rks .  C o n fi rm  b y 
an al yti cal  e val u ati o n  th at  th e  to tal  traffi c  tran s fe rre d  d o e s  n o t  e xce e d  th e  s e t  m axi m u m .  

I f  VLAN  capabi l i ty  i s  pro vi d e d ,  co n fi rm  b y inspection  of the manu factu rer’s docu mentation  th at  
m e an s  are  p ro vi d e d  to  co n fi g u re  tran s m i tti n g /d i s co n n e cti n g  be twe e n  a  4 6 0 - N e two rk an d  
co n tro l l e d  n e two rks  o r  o th e r 46 0 - N e two rks  wi th  VLAN  at  th e  E U T.  

I f  VLAN  capabi l i ty i s  pro vi d e d ,  co n fi rm  b y inspection  of the manufacturer’s documentation th at  th e  
4 6 0 - Fo rward e r i m p l e m e n ts  th e  VLAN  p ro to co l  ve rs i o n  I E E E  8 0 2 . 1 Q : 2 0 0 5 .  

1 0.7.2  Resource al location  

( S e e  5 . 3 . 2 )  
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R e g i s te r  al l  i n co m i n g  an d  o u tg o i n g  traffi c.  U s e  s i m u l ati o n  arran g e m e n t  to  cre ate  bo th  
re g i s te re d  an d  n o n - re g i s te re d  traffi c.  C o n fi rm  b y o bs e rvati o n  th at  o n l y i n co m i n g  an d  o u tg o i n g  
traffi c  g o e s  th ro u g h  an d  al l  n o n - re g i s te re d  traffi c  i s  b l o cke d .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  m e an s  are  p ro vi d e d  fo r  l i m i ti n g  th e  to tal  am o u n t  o f  traffi c  
fo r  e ach  i n te rface  to  a  45 0 - N o d e  an d  4 6 0 - N o d e  fo r  a  g i ve n  val u e  o f  th at  i n te rface  u s i n g  
re s o u rce  al l o cati o n .  

C o n n e ct  two  4 6 0 - N o d e s  to  th e  E U T an d  s e t  th e  n o d e s  to  co m m u n i cate  wi th  e ach  o th e r u s i n g  
s e t  m axi m u m  traffi c.  C o n fi rm  b y o bs e rvati o n  th at  al l  traffi c  p as s e s  th e  E U T.  I n cre as e  th e  
traffi c  b e yo n d  th e  s e t  m axi m u m  traffi c.  C o n fi rm  b y an al yti cal  e val u ati o n  th at  e xce s s i ve  traffi c  
i s  b l o cke d .  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  a  m e an s  i s  pro vi d e d  to  
co n fi g u re  a  s tre am  o r  a  n e two rk fl o w th at  i s  i d e n ti fi e d  by th e  co m b i n ati o n  o f  i n te rface  i d e n ti fi e r,  
th e  M AC  ad d re s s  o r  I P  ad d re s s ,  pro to co l  n u m b e r an d  TC P  o r  U D P  p o rt  n u m be r.  C o n fi rm  b y 
o bs e rvati o n  th at  m e an s  are  pro vi d e d  to  al l o cate  a  n e two rk re s o u rce  fo r  al l  re g i s te re d  s tre am s .  

I f  VLAN  capabi l i ty  i s  pro vi d e d ,  co n fi rm  b y an al yti cal  e val u ati o n  th at  m e an s  are  pro vi d e d  fo r 
l i m i ti n g  th e  to tal  am o u n t  o f  traffi c  fo r  e ach  VLAN  to  co n tro l l e d  n e two rks  o r  4 6 0 - N e two rks  fo r  a  
g i ve n  val u e  u s i n g  re s o u rce  al l o cati o n .  

1 0.7.3  Traffic  priori tisation  

( S e e  5 . 3 . 3 )  

U s e  a  s i m u l ati o n  arran g e m e n t  to  s e t  th re e  d i ffe re n t  typ e s  o f  traffi c  wi th  d i ffe re n t  pri o ri t i e s  
wh i ch  i n cl u d e  th e  l o we s t  p ri o ri ty.  S e t  th e  traffi c  l i m i t  to  be  e n o u g h  o n l y  fo r  th e  h i g h e s t  p ri o ri ty 
traffi c.  I n cre as i n g  th e  traffi c  wi th  th e  l o we s t  pri o ri ty  u n ti l  d ata l o s s  o ccu rs .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  l o s s  rate  o f  th e  h i g h e r pri o ri ty traffi c  i s  l o we s t  an d  
th at  o f  l o we s t  pri o ri ty  i s  th e  h i g h e s t.  

C re ate  i n cre as e d  traffi c  h i g h e r th an  5 0  % o f  th e  s e t  m axi m u m  fo r 3 0  s  an d  re tu rn  to  th e  s e t  
m axi m u m .  C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e re  was  a  d ro p  i n  l o we r pri o ri ty  traffi c  u n ti l  
th e  traffi c  i s  b e l o w 5 0  % o f  th e  s e t  m axi m u m .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  h i g h e s t  pri o ri ty  traffi c  co n ti n u e s  l o s s l e s s  u n ti l  th e  
am o u n t  o f  traffi c  tran s fe rre d  i n  th e  l as t  3 0  s  i s  h i g h e r th an  th e  s e t  m axi m u m  afte r  wh i ch  al s o  a 
part  o f  h i g h e s t  pri o ri ty  traffi c  i s  d ro p pe d .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  u s e  o f  d ro ppi n g  i s  re p o rte d  b y s ys l o g  fo r  e ach  pe ri o d  
o f  3 0  s  d u ri n g  wh i ch  th e  d ro p pi n g  h as  be e n  u s e d .  

1 0.7.4  Securi ty 

1 0.7.4.1  Securi ty in  general  

( S e e  6 . 2 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  E U T d o e s  n o t  u ti l i z e  an y 
wi re l e s s  LAN  i n te rface  o r  wi re l e s s  AP  fu n cti o n s .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e re  i s  n o  VLAN  tu n n e l l i n g  pro to co l  i n  u s e  i f  VLAN  i s  
pro vi d e d .  

1 0.7.4.2  Denial  of  service  behaviour 

( S e e  6 . 2 . 2 . 2 )  
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C o n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  E U T p ro vi d e s  I C M P  an d  I G M P  D o S  
pre ve n ti o n .  

1 0.7.4.3  Access control  to  configuration  setup 

( S e e  6 . 2 . 4 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  acce s s  to  m ake  ch an g e s  
i n  th e  co n fi g u rati o n  o f  th e  E U T i s  s u b j e ct  to  u s e r au th e n ti cati o n .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  u s e r  au th e n ti cati o n  b e fo re  ch an g i n g  d e vi ce  s e tti n g s  
i s  bas e d  o n  at  l e as t  a  8  ch aracte r l o n g  pas s wo rd ,  R S A ke ys ,  o r  an o th e r ap pro pri ate  m e th o d .  

C o n fi rm  b y o bs e rvati o n  th at  pas s wo rd s  are  n o t  acce p te d  u n l e s s  th e y h ave  at  l e as t  th re e  o f  th e  
fo u r avai l ab l e  ch aracte r  typ e s :  l o we rcas e ,  u p pe rcas e ,  n u m be r,  s p e ci al  ch aracte r.  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  o pe rato r’ s  m an u al  
i n cl u d e s  g u i d an ce  o n  th e  u s e  o f  s tro n g  pas s wo rd s  i f  ap pro pri ate .  

1 0.7.4.4  Access  control  for  network 

( S e e  6 . 2 . 4 . 2 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  m e an s  are  pro vi d e d  to  pe rm i t  
o r  d e n y a  f l o w b as e d  o n  th e  I P  ad d re s s  an d  U D P /TC P  po rt  n u m be r fo r  e ach  ph ys i cal  po rt.  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  m e an s  are  pro vi d e d  to  p e rm i t  o r  d e n y a  d e vi ce  bas e d  o n  
th e  M AC  ad d re s s  fo r  e ach  p h ys i cal  p o rt.  I f  th e  E U T s u ppo rts  i n s tal l ati o n  i n  a  s e cu re  are a 
co n fi rm  b y an al yti cal  e val u ati o n  th at  th e  m e an s  are  co n fi g u rab l e  to  e i th e r e n ab l e  o r  d i s abl e  
au th o ri s ati o n  b y M AC  ad d re s s .  

1 0.7.4.5  Addi tional  securi ty 

( S e e  6 . 4 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T co n ti n u e s  n o rm al  o p e rati o n  wi th  th e  pre vi o u s  
co n fi g u rati o n  wh e n  po we r i s  re ap pl i e d  afte r  s wi tch  o ff  o r  i n pu t  po we r i n te rru pti o n .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  afte r  ch an g e s  h ave  b e e n  m ad e  to  th e  E U T co n fi g u rati o n  
m e an s  are  pro vi d e d  to  re ve rt  to  th e  pre vi o u s  s to re d  co n fi g u rati o n .  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  g u i d an ce  i s  g i ve n  to  i n s tal l  
th e  E U T i n  l o cati o n  wi th  re s tri cte d  ph ys i cal  acce s s .  

1 0.7.5  Moni toring  

( S e e  8 . 1 . 4 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  fo l l o wi n g  m o n i to ri n g  i n fo rm ati o n  i s  p ro vi d e d  by th e  E U T:  

•  i n te rface  i n fo rm ati o n ;  

•  l i s t  o f  n e i g h b o u r M AC  ad d re s s  pe r i n te rface ;  

•  th e  ch an g e  o f  n e i g h bo u r M AC  ad d re s s .  

C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk co n fi g u rati o n  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  
pe ri o d i cal l y  e ve ry 3 0  m i n  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  i n fo rm ati o n  i s  l o g g e d  
wh e n e ve r s o m e  ch an g e s  i n  th e  co n fi g u rati o n  o ccu r s u ch  as  ch an g e s  o f  th e  n e i g h bo u r M AC  
ad d re s s .  C o n fi rm  b y o bs e rvati o n  th at  th e  co n fi g u rati o n  i n fo rm ati o n  i s  n e ve r re po rte d  m o re  
o fte n  th an  o n ce  pe r 1  m i n .  
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C o n fi rm  b y o bs e rvati o n  th at  th e  i n te rface  i n pu t  an d  o u tpu t  l i n k u ti l i z ati o n  i n  pe rce n t  ( ave rag e  
o ve r 5  m i n )  i s  pro vi d e d  by th e  E U T to g e th e r wi th  th e  n u m be r o f  val i d  i n pu t  an d  o u tpu t  packe ts  
pe r i n te rface  ( ave rag e  o ve r 5  m i n ) .  

C o n fi rm  by o bs e rvati o n  th at  th e  n e two rk s tatu s  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  pe ri o d i cal l y  
e ve ry 3 0  s  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  i n fo rm ati o n  i s  re po rte d  wh e n e ve r 
s i g n i fi can t  ch an g e s  ( m o re  th an  1 0  % d i ffe re n ce  wi th  th e  p re vi o u s  i n fo rm ati o n  i n  a  0  % to  
1 0 0  % s cal e  o f  n e two rk capaci ty)  h ave  b e e n  m ad e .  C o n fi rm  by o bs e rvati o n  th at  th e  s tatu s  
i n fo rm ati o n  i s  n e ve r re po rte d  m o re  o fte n  th an  o n ce  pe r  3  s .  

1 0.8  460-Gateway 

1 0.8.1  Denial  of  service  behaviour 

( S e e  6 . 2 . 2 . 2 )  

C o n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  E U T p ro vi d e s  I C M P  an d  I G M P  D o S  
pre ve n ti o n .  

1 0.8.2  Access  control  to  configuration  setup 

( S e e  6 . 2 . 4 . 1 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  acce s s  to  m ake  ch an g e s  
i n  th e  co n fi g u rati o n  o f  th e  E U T i s  s u b j e ct  to  u s e r au th e n ti cati o n .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  u s e r  au th e n ti cati o n  b e fo re  ch an g i n g  d e vi ce  s e tti n g s  
i s  bas e d  o n  at  l e as t  a  8  ch aracte r l o n g  pas s wo rd ,  R S A ke ys ,  o r an o th e r ap pro pri ate  m e th o d .  

C o n fi rm  b y o bs e rvati o n  th at  pas s wo rd s  are  n o t  acce p te d  u n l e s s  th e y h ave  at  l e as t  th re e  o f  th e  
fo u r avai l ab l e  ch aracte r  typ e s :  l o we rcas e ,  u p pe rcas e ,  n u m be r,  s pe ci al  ch aracte r.  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  o pe rato r’ s  m an u al  
i n cl u d e s  g u i d an ce  o n  th e  u s e  o f  s tro n g  pas s wo rd s  i f  ap pro pri ate .  

1 0.8.3  Communication  securi ty 

( S e e  6 . 3 . 3 )  

U s e  a  s i m u l ati o n  arran g e m e n t  to  e s tab l i s h  a  VP N  co n n e cti o n  th ro u g h  th e  E U T b e twe e n  
4 6 0 - N e two rk an d  u n co n tro l l e d  n e two rk.  C o n fi rm  by an al yti cal  e val u ati o n  th at  VP N  wi th  TC P  i s  
pro vi d e d  o ve r th e  co n n e cti o n .  

C o n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  e n cryp ti o n  al g o ri th m  u s e d  fo r  VP N  
m e e ts  th e  re q u i re m e n t  o f  e n cryp ti o n  s tre n g th  as  fo l l o ws :  

•  an  as ym m e tri c  e n cryp ti o n  al g o ri th m  wi th  at  l e as t  a  2  0 4 8 - b i t  ke y l e n g th  ( 2 5 6  B ) ;  

•  s ym m e tri c  e n cryp ti o n  al g o ri th m  wi th  at  l e as t  a  2 5 6 - b i t  ke y l e n g th  ( 3 2  B ) .  

1 0.8.4  Fi rewal l  

( S e e  6 . 3 . 5 . 1 )  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  al l  d i re ct  co n n e cti o n s  to  th e  4 6 0 - N e two rk are  d i s abl e d  i n  
th e  m an u factu re r' s  d e fau l t  co n fi g u rati o n .  

S e t  an  E U T be twe e n  4 6 0 - N e two rks  an d  u n co n tro l l e d  n e two rks .  S e t  a  p i n g  g e n e rato r to  
2 0  d i ffe re n t  I P  ad d re s s e s  an d  po rt  n u m be r fo r  th e  ad d re s s  ran g e  o f  th e  u n co n tro l l e d  n e two rk,  
4 6 0 - N e two rk an d  D M Z.  C o n fi rm  by an al yti cal  e val u ati o n  th at  th e  fo l l o wi n g  packe ts  d o  n o t  
p as s  th ro u g h  th e  E U T:  
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•  p i n g  te s t  to  th e  i n te rn al  ad d re s s  ran g e  o f  th e  4 6 0 - N e two rk;  

•  p i n g  te s t  to  ad d re s s  a  ran g e  o f  D M Z o f  th e  E U T;  

•  p i n g  te s t  to  ad d re s s  a  ran g e  o f  u n co n tro l l e d  n e two rks .  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T re g i s te rs  traffi c  as  an  e xte rn al /i n te rn al  f i re wal l  ru l e  wh i ch  
co n s i s ts  o f  s o u rce  an d  d e s ti n ati o n  I P  ad d re s s ,  pro to co l  an d  po rt  n u m be r.  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T p ro vi d e s  a  m e an s  to  l i s t  al l  d i re ct  co n n e cti o n s  fo r  th e  l as t  
1 2  m o n th s .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  th e  E U T pro vi d e s  m e an s  to  l i s t  acti vate d  d i re ct  
co n n e cti o n s  be twe e n  4 6 0 - N e two rks  an d  u n co n tro l l e d  n e two rks  wi th  s tatu s  i n fo rm ati o n  fo r  
e ach  o f  th e s e  co n n e cti o n s ,  i n cl u d i n g :  s o u rce  I P  ad d re s s ,  d e s ti n ati o n  I P  ad d re s s ,  s tarti n g  t i m e  
an d  e n d  t i m e  o f  th e  co n n e cti o n ,  p ro to co l ,  an d  TC P  p o rt  n u m b e r.  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  m e an s  pro vi d e d  to  al l o w d i re ct  co n n e cti o n  wi th  a  
4 6 0 - N o d e  fro m  an  u n co n tro l l e d  n e two rk can  o n l y be  acti vate d  b y an  o pe rati o n  o n  th e  

4 6 0 - N e two rk s i d e  o f  th e  fi re wal l .  C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r ’ s  d o cu m e n tati o n  

th at  th i s  can n o t  be  acti vate d  fro m  u n co n tro l l e d  n e two rks .  C o n fi rm  th at  m e an s  are  pro vi d e d  to  
e n s u re  th at  th e  o pe rati o n  can  o n l y  be  pe rfo rm e d  afte r o b tai n i n g  pe rm i s s i o n ,  fo r  i n s tan ce  fro m  
th e  bri d g e  o ffi ce rs .  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T te rm i n ate s  al l  d i re ct  co n n e cti o n  au to m ati cal l y  afte r  a  
pre d e fi n e d  t i m e  n o t  e xce e d i n g  4  h  u n l e s s  th e re  i s  u s e r  i n te rve n ti o n  to  e xte n d  th e  t i m e .  

C o n fi rm  by o bs e rvati o n  th at  th e  E U T te rm i n ate s  al l  d i re ct  co n n e cti o n  au to m ati cal l y  afte r  th e  
co n n e cti o n  i s  i d l e  fo r  a  pre - d e fi n e d  t i m e  n o t  e xce e d i n g  1 0  m i n .  

I f  d i re ct  co n n e cti o n  be twe e n  4 6 0 - N e two rks  an d  an  u n co n tro l l e d  n e two rk i s  p ro vi d e d ,  e i th e r 
co n fi rm  by o bs e rvati o n  th at  th e  acti vate d  s tate  i s  i n d i cate d  o r co n fi rm  b y an al yti cal  e val u ati o n  
th at  th e  acti vate d  s tate  g e n e rate s  a  cau ti o n .  

1 0.8.5  Appl ication  server 

( S e e  6 . 3 . 5 . 2 )  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  an  ap pl i cati o n  s e rve r pro vi d e s  
m e an s  to  au th e n ti cate  cl i e n ts  co n n e cte d  o ve r u n co n tro l l e d  n e two rks  fo r  e xam p l e  b y pas s wo rd .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  L3  fo rward i n g  o r  ro u ti n g  i s  d i s ab l e d .  

Ve ri fy  co m pl i an ce  wi th  4 6 0 - N o d e  re q u i re m e n ts  i n  acco rd an ce  wi th  1 0 . 5 ;  

C o n fi rm  b y i n s p e cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  m e an s  fo r  pro te cti o n  fro m  
m al ware  are  d e s cri be d  as  appro pri ate  to  th e  co m p u te r p l atfo rm .  

1 0.8.6  In teroperable  access  to  fi le  storage of  DMZ 

( S e e  6 . 3 . 5 . 3 )  

C o n fi rm  b y o bs e rvati o n  th at  a  f i l e  can  be  d o wn l o ad e d  an d  u pl o ad e d  b e twe e n  th e  D M Z an d  
u n co n tro l l e d  n e two rks  i f  pro vi d e d .  

C o n fi rm  b y o bs e rvati o n  th at  a  f i l e  can  be  d o wn l o ad e d  an d  u pl o ad e d  b e twe e n  th e  D M Z an d  
4 6 0 - N e two rks  i f  pro vi d e d .  
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I f  acce s s  to  th e  fi l e  s to rag e  wi th i n  th e  D M Z i s  p ro vi d e d ,  co n fi rm  by i n s pe cti o n  o f  th e  
m an u factu re r’ s  d o cu m e n tati o n  th at  a  pro to co l  i s  pro vi d e d  s u ch  as  S M B  o r S F TP .  

I f  i m p l e m e n te d ,  co n fi rm  b y i n s p e cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  E U T acce s s  to  fi l e  
s to rag e  an d  re l ate d  d ata traffi c  o f  D M Z s ati s fi e s  th e  re q u i re m e n ts  fo r  ON F ,  N F as  s p e ci fi e d  i n  
I E C  6 1 1 6 2 - 45 0  an d  th e  46 0 - N o d e .  

1 0.8.7 Add i tional  securi ty 

( S e e  6 . 4 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T co n ti n u e s  n o rm al  o p e rati o n  wi th  th e  pre vi o u s  
co n fi g u rati o n  wh e n  po we r i s  re ap pl i e d  afte r  s wi tch  o ff  o r  i n pu t  po we r i n te rru pti o n .  

C o n fi rm  b y an al yti cal  e val u ati o n  th at  afte r  ch an g e s  h ave  b e e n  m ad e  to  th e  E U T co n fi g u rati o n  
m e an s  are  pro vi d e d  to  re ve rt  to  th e  pre vi o u s  s to re d  co n fi g u rati o n .  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  g u i d an ce  i s  g i ve n  to  i n s tal l  
th e  E U T i n  l o cati o n  wi th  re s tri cte d  ph ys i cal  acce s s .  

1 0.8.8  Moni toring  

( S e e  8 . 1 . 5 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  m o n i to ri n g  i n fo rm ati o n  i s  pro vi d e d  b y th e  E U T o f  i n te rface  
i n fo rm ati o n .  

C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk co n fi g u rati o n  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  o r 
s ys l o g  pe ri o d i cal l y  e ve ry 3 0  m i n  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  i n fo rm ati o n  i s  
re po rte d  wh e n e ve r s o m e  ch an g e s  i n  th e  co n fi g u rati o n  o ccu r s u ch  as  ch an g e s  o f  f l o ws .  
C o n fi rm  b y o bs e rvati o n  th at  th e  co n fi g u rati o n  i n fo rm ati o n  i s  n e ve r re p o rte d  m o re  o fte n  th an  
o n ce  p e r 1  m i n .  

C o n fi rm  b y o bs e rvati o n  th at  th e  i n te rface  i n pu t  an d  o u tpu t  l i n k u ti l i z ati o n  i n  pe rce n t  ( ave rag e  
o ve r 5  m i n )  i s  pro vi d e d  by th e  E U T to g e th e r wi th  th e  n u m be r o f  val i d  i n pu t  an d  o u tpu t  packe ts  
pe r i n te rface  ( ave rag e  o ve r 5  m i n ) .  

C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk s tatu s  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  o r s ys l o g  
pe ri o d i cal l y  e ve ry 3 0  s  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  i n fo rm ati o n  i s  re po rte d  
wh e n e ve r s i g n i fi can t  ch an g e s  ( m o re  th an  1 0  % d i ffe re n ce  wi th  th e  pre vi o u s  i n fo rm ati o n  i n  0  % 
to  1 0 0 % s cal e  o f  n e two rk cap aci ty)  h ave  be e n  m ad e .  C o n fi rm  b y o bs e rvati o n  th at  th e  s tatu s  
i n fo rm ati o n  i s  n e ve r re po rte d  m o re  o fte n  th an  o n ce  pe r 3  s .  

1 0.9  460-Wireless  gateway 

1 0.9.1  General  

C o n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  E U T s ati s fi e s  th e  re q u i re m e n ts  o f  th e  
4 6 0 - G ate way ( s e e  1 0 . 8 ) .  

1 0.9.2  Securi ty 

( S e e  6 . 3 . 6 )  

C o n fi rm  b y o bs e rvati o n  th at  wi re l e s s  acce s s  po i n t  ( AP )  fu n cti o n s  are  n o t  acti vate d .  

C o n fi rm  b y o bs e rvati o n  th at  th e  fo rward i n g  fu n cti o n  i s  n o t  al l o we d .  

C o n fi rm  b y th e  m an u factu re r’ s  d o cu m e n tati o n  th at  al l  traffi c  to  a  46 0 - N e two rk are  co m p l i an t  
wi th  I E C  6 1 1 6 2 - 4 5 0  traffi c.  
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C o n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  e n cryp ti o n  al g o ri th m  u s e d  fo r  VP N  
m e e ts  th e  re q u i re m e n t  o f  e n cryp ti o n  s tre n g th  as  fo l l o ws :  

•  an  as ym m e tri c  e n cryp ti o n  al g o ri th m  wi th  at  l e as t  a  2  0 4 8 - b i t  ke y l e n g th  ( 2 5 6  B ) ;  

•  s ym m e tri c  e n cryp ti o n  al g o ri th m  wi th  at  l e as t  2 5 6 - bi t  ke y l e n g th  ( 3 2  B ) .  

C o n fi rm  b y o bs e rvati o n  th at  al l  co n n e cti o n s  to  wi re l e s s  AP  are  e s tab l i s h e d  o n l y wi th  
au th e n ti cati o n .  

1 0.9.3  Moni toring  

( S e e  8 . 1 . 5 )  

C o n fi rm  by o bs e rvati o n  th at  th e  m o n i to ri n g  i n fo rm ati o n  i s  pro vi d e d  b y th e  E U T o f  I n te rface  
i n fo rm ati o n .  

C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk co n fi g u rati o n  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  o r 
s ys l o g  pe ri o d i cal l y  e ve ry 3 0  m i n  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  i n fo rm ati o n  i s  
re po rte d  wh e n e ve r s o m e  ch an g e s  i n  th e  co n fi g u rati o n  o ccu r s u ch  as  ch an g e s  o f  f l o ws .  
C o n fi rm  b y o bs e rvati o n  th at  th e  co n fi g u rati o n  i n fo rm ati o n  i s  n e ve r re p o rte d  m o re  o fte n  th an  
o n ce  p e r  1  m i n .  

C o n fi rm  b y o bs e rvati o n  th at  th e  i n te rface  i n pu t  an d  o u tpu t  l i n k u ti l i z ati o n  i n  pe rce n t  ( ave rag e  
o ve r 5  m i n )  i s  pro vi d e d  by th e  E U T to g e th e r wi th  th e  n u m be r o f  val i d  i n pu t  an d  o u tpu t  packe ts  
pe r i n te rface  ( ave rag e  o ve r 5  m i n ) .  

C o n fi rm  b y o bs e rvati o n  th at  th e  n e two rk s tatu s  i n fo rm ati o n  i s  s e n t  th ro u g h  S N M P  o r s ys l o g  
pe ri o d i cal l y  e ve ry 3 0  s  b y th e  E U T.  C o n fi rm  b y o bs e rvati o n  th at  th e  i n fo rm ati o n  i s  re po rte d  
wh e n e ve r s i g n i fi can t  ch an g e s  ( m o re  th an  1 0  % d i ffe re n ce  wi th  th e  pre vi o u s  i n fo rm ati o n  i n  0  % 
to  1 0 0  % s cal e  o f  n e two rk capaci ty)  h ave  b e e n  m ad e .  C o n fi rm  b y o bs e rvati o n  th at  th e  s tatu s  
i n fo rm ati o n  i s  n e ve r re po rte d  m o re  o fte n  th an  o n ce  pe r 3  s .  

1 0.1 0  Control led  network 

( S e e  C l au s e  9 )  

C o n fi rm  by i n s pe cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  co n tro l l e d  n e two rk i s  n o t  ab l e  to  
i n s e rt  n o n - au th o ri s e d  traffi c  i n to  th e  n e two rk,  n e i th e r by d i re ct  acce s s  to  th e  ph ys i cal  
i n fras tru ctu re  n o r th ro u g h ,  e . g .  wi re l e s s  i n te rface .  

C o n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  co n tro l l e d  n e two rk pro vi d e  m e an s  
to  pre ve n t  d i re ct  acce s s  to  o pe rati n g  s ys te m s  o r  fu n cti o n s  th at  can  b e  u s e d  to  i n s e rt  n o n -
au th o ri s e d  traffi c  i n to  th e  n e two rk,  u n l e s s  th i s  u s e r i s  s pe ci al l y  au th o ri s e d  to  p e rfo rm  th e s e  
o pe rati o n s .  

C o n fi rm  by i n s p e cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  co n tro l l e d  n e two rk p ro vi d e s  
m e an s  to  pre ve n t  tran s fe rri n g  d ata fro m  a  n o n - au th o ri s e d  R E D S  o r a  R E D S  wi th  u n -
au th o ri s e d  co n te n ts  to  an y n o d e  o r  d e vi ce  i n  th e  n e two rk.  

1 0.1 1  Network moni toring  function  

1 0.1 1 . 1  General  

( S e e  8 . 2 . 1 )  

Confirm by observation  th at  th e  E U T pro vi d e s  m o n i to ri n g  e i th e r th ro u g h  a l o cal  h u m an  m ach i n e  
i n te rface  o r  an  al e rt  m an ag e m e n t  i n te rface .  

I f  co m pati bi l i ty  fo r  bri d g e  i n s tal l ati o n  h as  be e n  d e cl are d  by th e  m an u factu re r co n fi rm  b y 
o bs e rvati o n  th at  th e  E U T pro vi d e s  an  al e rt  m an ag e m e n t  i n te rface .  
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S e t  a  s i m u l ati o n  arran g e m e n t  to  cau s e  cau ti o n s  an d  warn i n g s .  C o n fi rm  b y o bs e rvati o n  th at  
th e  E U T re p o rts  al l  al e rts  an d  i s  cap ab l e  o f  acce p ti n g  re s po n s i b i l i ty  tran s fe rre d ,  re m o te  
ackn o wl e d g e  an d  re m o te  s i l e n ce  co m m an d s  i f  an  al e rt  m an ag e m e n t  i n te rface  i s  pro vi d e d .  

S e t  a  s i m u l ati o n  arran g e m e n t  to  cau s e  cau ti o n s  an d  warn i n g s ,  an d  to  g e n e rate  e ve n ts  an d  
re po rts  fro m  4 6 0 - S wi tch e s .  C o n fi rm  b y o bs e rvati o n  th at  al l  al e rts ,  e ve n ts  an d  re po rts  fro m  
4 6 0 - S wi tch e s  are  re co rd e d  i n  th e  E U T.  

C o n fi rm  by th e  d o cu m e n te d  e vi d e n ce  th at  th e  E U T h as  a  capab i l i ty  to  s to re  e ve n ts  fo r  at  l e as t  
th e  l as t  3  m o n th s  o r  l as t  1 0  0 0 0  e ve n ts  wh i ch e ve r i s  s m al l e r  to g e th e r wi th  th e  capabi l i ty  o f  
d i s p l ayi n g  th e  i n fo rm ati o n .  

1 0.1 1 .2  Network load  moni toring  function  

( S e e  8 . 2 . 2 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  s ys te m  d o cu m e n tati o n  i n cl u d e s  an  an al ys i s  o f  th e  m axi m u m  
n e two rk l o ad .  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T re q u e s ts  th e  n e two rk m o n i to ri n g  i n fo rm ati o n  fro m  al l  
4 6 0 - S wi tch e s  u s i n g  S N M P  pe ri o d i cal l y  e ve ry 3 0  s .  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T g e n e rate s  cau ti o n s  wh e n  th e  o bs e rve d  n e two rk l o ad  
e xce e d s  th e  8 0  % l i m i t  o f  i ts  m axi m u m  n e two rk capaci ty  fo r  a  p e ri o d  o f  3 0  s  m o re  th an  3  t i m e s  
wi th i n  a  pe ri o d  o f  1 0  m i n .  

C o n fi rm  by o bs e rvati o n  th at  th e  E U T g e n e rate s  al e rts  wh e n  th e  o bs e rve d  n e two rk l o ad  h as  
e xce e d e d  th e  8 0  % l i m i t  o f  th e  m axi m u m  n e two rk capaci ty fo r  a  p e ri o d  o f  3 0  s  m o re  th an  
1 0  t i m e s  wi th i n  a  pe ri o d  o f  1 0  m i n .  

1 0.1 1 .3  Redundancy moni toring  function  

( S e e  8 . 2 . 3 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  s ys te m  d o cu m e n tati o n  i n cl u d e s  a  l i s t  o f  d ata s o u rce s  wh i ch  
are  re d u n d an tl y  avai l abl e .  

C o n fi rm  b y o bs e rvati o n  th at  th e  l i s t  pro vi d e s  wi th  th e  n am e s  o f  d ata s o u rce s  two  o r  m o re  M AC  
ad d re s s ,  i n te rface  n u m b e r an d  i n te rface  avai l abl e  al te rn ati ve s  fo r  e ach  re d u n d an t  n e two rk 
ad d re s s  fro m  wh i ch  th i s  d ata i s  avai l abl e .  

C o n fi rm  b y o bs e rvati o n  th at  th e  E U T g e n e rate s  cau ti o n s  wh e n  l e s s  th an  two  M AC  ad d re s s e s ,  
o r  o n e  M AC  ad d re s s  wi th  l e s s  th an  two  i n te rface s  avai l abl e  fo r  a  s o u rce  o f  d ata i n  th e  l i s t,  h as  
be e n  l o s t  fo r a  pe ri o d  o f  2  m i n  fo r  al l  S N M P  re q u e s ts  p e rfo rm e d  e ve ry 3 0  s  by  th e  E U T.  

1 0.1 1 .4  Network topology moni toring  function  

( S e e  8 . 2 . 4 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  s ys te m  d o cu m e n tati o n  i n cl u d e s  a  l i s t  o f  acce p te d  d e vi ce s .  

U s e  th e  s i m u l ati o n  arran g e m e n t  an d  co n fi rm  b y o bs e rvati o n  th at  th e  E U T re q u e s ts  th e  
n e two rk to po l o g y i n fo rm ati o n  fro m  al l  4 6 0 - S wi tch e s  u s i n g  S N M P  re q u e s t/re s po n s e  m e s s ag e s  
p e ri o d i cal l y  e ve ry 3 0  m i n .  

U s e  th e  s i m u l ati o n  arran g e m e n t  an d  co n fi rm  b y o bs e rvati o n  th at  th e  E U T g e n e rate s  cau ti o n s  
wh e n  a  M AC  ad d re s s ,  wh i ch  i s  n o t  i n cl u d e d  i n  th e  l i s t  o f  acce pte d  d e vi ce s ,  h as  be e n  fo u n d .  
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1 0.1 1 .5  Syslog  record ing  function  

( S e e  8 . 2 . 5 )  

C o n fi rm  by o bs e rvati o n  th at  th e  n e two rk m o n i to ri n g  fu n cti o n  pro vi d e s  re co rd i n g  an d  vi e wi n g  o f  
th e  s ys l o g  i n fo rm ati o n  fro m  th e  45 0 - N o d e s ,  4 6 0 - N o d e s ,  4 6 0 - G ate ways  an d  4 6 0 - Wi re l e s s  
g ate ways  i n  4 6 0 - N e two rk.  

C o n fi rm  by i n s pe cti o n  o f  th e  d o cu m e n te d  e vi d e n ce  th at  th e  m i n i m u m  capaci ty  o f  th e  re co rd i n g  
i s  1 0 0  0 0 0  m e s s ag e s  an d  th at  th e  re co rd e d  s ys l o g  m e s s ag e s  are  avai l ab l e  at  l e as t  fo r  th e  l as t  
3 0  d ays .  

1 0.1 1 .6  Alert  management  

1 0.1 1 .6.1  Alerts  and  ind ications 

( S e e  8 . 2 . 7 . 1 )  

Ve ri fy  i n  acco rd an ce  wi th  I E C  6 2 2 8 8  th at  th e  pre s e n tati o n  o f  al e rts  an d  i n d i cati o n s  co m p l i e s  
wi th  th e  re q u i re m e n t.  

1 0.1 1 .6.2  Alert  management  interface 

( S e e  8 . 2 . 7 . 2 )  

C o n fi rm  by i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  m an u factu re r  d e fi n e d  al e rts  
are  i n  co m p l i an ce  wi th  th e  cri te ri a  fo r  cl as s i fi cati o n  an d  cate g o ri e s  o f  al e rts  d e fi n e d  i n  
I E C  6 1 9 2 4- 2 : 2 0 1 2 ,  8 . 3  an d  th e  al e rts  fo r  E C D I S  l i s te d  i n  I E C  6 1 9 2 4 - 2 : 2 0 1 2 ,  An n e x C .  

Fo r  te s t  o f  al e rt  co m m u n i cati o n  an d  p re s e n tati o n ,  re fe r  to  th e  m an u factu re r’ s  d o cu m e n tati o n  
to  i d e n ti fy  at  l e as t  1  o f  th e  avai l ab l e  warn i n g s  wh i ch  m ay be  ch o s e n  at  ran d o m  an d  2  o f  th e  
avai l abl e  cau ti o n s  wh i ch  m ay b e  ch o s e n  at  ran d o m .  Th e n  pe rfo rm  th e  fo l l o wi n g  te s t  u s i n g  a  
s i m u l ato r fo r B AM :  

•  co n fi rm  b y an al yti cal  e val u ati o n  th at  th e  al e rt  co m m u n i cati o n  co m pl i e s  wi th  th e  s e n te n ce s  
l i s te d  i n  An n e x E ,  th e  d e tai l e d  s e n te n ce  d e fi n i t i o n s  o f  I E C  6 1 9 2 4 - 2 : 2 0 1 2 ,  An n e x K an d  th e  
s tate  d i ag ram  o f  I E C  6 1 9 2 4 - 2 : 2 0 1 2 ,  An n e x J ;  

•  co n fi rm  by an al yti cal  e val u ati o n  th at,  i f  m e an s  are  p ro vi d e d  to  i n te rface  to  a  ce n tral i s e d  
al e rt  m an ag e m e n t s ys te m ,  a  cau ti o n  al e rt  i s  pro vi d e d  wh e n  th e  pe ri o d i c  re ce pti o n s  o f  th e  
H B T s e n te n ce  i s  i n te rru p te d .  

1 0.1 1 .6.3  Unacknowledged  warnings 

( S e e  8 . 2 . 7 . 3 )  

C o n fi rm  b y i n s pe cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  d e fau l t  val u e  fo r  al e rt  
e s cal ati o n  i s  6 0  s .  

C o n fi rm  b y o bs e rvati o n  th at  th e  u s e r s e l e ctab l e  t i m e  pe ri o d  fo r  al e rt  e s cal ati o n  i s  l e s s  th an  
5  m i n .  

C o n fi rm  b y i n s p e cti o n  o f  th e  m an u factu re r’ s  d o cu m e n tati o n  th at  th e  m an u factu re r  p ro vi d e s  
i n fo rm ati o n  abo u t:  

•  wh i ch  warn i n g s  are  re p e ate d  as  warn i n g ;  

•  wh i ch  warn i n g s  are  ch an g e d  to  al arm s  afte r th e  u s e r s e l e ctab l e  t i m e  p e ri o d ;  

•  wh i ch  warn i n g s  are  ch an g e d  to  al arm s  afte r th e  m an u factu re r' s  fi xe d  t i m e  p e ri o d .  

R e fe r to  th e  m an u factu re r’ s  d o cu m e n tati o n  to  i d e n ti fy  at  l e as t  2  cas e s  wh i ch  m ay b e  ch o s e n  
at  ran d o m ,  i f  avai l abl e ,  i n  wh i ch  a  warn i n g  i s  re p e ate d  as  warn i n g .  C o n fi rm  b y o bs e rvati o n  
th at  th e  t i m e  be twe e n  re pe ti t i o n s  i s  as  s e l e cte d  by th e  u s e r.  
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R e fe r  to  th e  m an u factu re r’ s  d o cu m e n tati o n  to  i d e n ti fy  at  l e as t  2  cas e s  wh i ch  m ay b e  ch o s e n  
at  ran d o m ,  i f  avai l ab l e ,  i n  wh i ch  a warn i n g  i s  ch an g e d  to  al arm .  C o n fi rm  b y o bs e rvati o n  th at  
th e  ti m e  b e fo re  ch an g e  o f  pri o ri ty  i s  as  s e l e cte d  b y th e  u s e r.  

1 0.1 1 .6.4  Remote  acknowledgements  and  si lencing  of  alerts  

( S e e  8 . 2 . 7 . 4 )  

C re ate  2  al e rts ,  at  l e as t  o n e  o f  cate g o ry B .  C o n fi rm  b y o bs e rvati o n  th at  ALF,  ALC  an d  H B T 
s e n te n ce s  are  tran s m i tte d  fro m  th e  E U T to  th e  al e rt  m an ag e m e n t  i n te rface .  

U s e  a  s i m u l ato r  to  s e n d  an  AC N  s e n te n ce  to  th e  E U T to  s i l e n ce  o n e  o f  th e  al e rts .  C o n fi rm  by 
o bs e rvati o n  th at  ALF ,  ALC  an d  H B T s e n te n ce s  re po rt  co rre ctl y  th e  n e w s tate  o f  th e  al e rts .  

U s e  a  s i m u l ato r to  s e n d  an  AC N  s e n te n ce  to  th e  E U T to  ackn o wl e d g e  th e  cate g o ry B  al e rt.  
C o n fi rm  b y o bs e rvati o n  th at  ALF,  ALC  an d  H B T s e n te n ce s  re po rt  co rre ctl y th e  n e w s tate  o f  
th e  al e rts .  

1 0.1 2  System  level  

1 0.1 2.1  General  

Th i s  s u bcl au s e  co n tai n s  m e th o d s  o f  te s ti n g  an d  re q u i re d  re s u l ts  fo r  s ys te m  l e ve l  co n fi rm ati o n  
o f  th e  re q u i re m e n ts .  Th e  s ys te m  l e ve l  co n fi rm ati o n  m ay b e  pe rfo rm e d  fo r:  

•  a  typi cal  s ys te m  s e tu p ,  as  d e s cri be d  b y th e  app l i can t  o f  co n fo rm an ce  te s ti n g ;  o r 

•  a  re al  o n bo ard  i n s tal l ati o n ,  as  d e s cri b e d  b y th e  ap pl i can t  o f  co n fo rm an ce  te s ti n g .  

Th e  s ys te m  l e ve l  co n fo rm an ce  te s ti n g  i s  b as e d  o n  re al  l i fe  e q u i p m e n t  i n s te ad  o f  s i m u l ati o n  
arran g e m e n ts .  Th e  targ e t  o f  s ys te m  l e ve l  co n fo rm an ce  te s ti n g  i s  to  pro ve  th at  a  re al  l i fe  
s ys te m  co n s i s ti n g  o f  n e two rk i n fras tru ctu re  an d  e q u i p m e n t  ( fo r e xam p l e  n avi g ati o n  
i n s tru m e n ts  l i ke  R ad ar,  E C D I S ,  G yro - co m pas s ,  e tc. )  fu l fi l  th e  s ys te m  re q u i re m e n ts  o f  th i s  
s tan d ard .  

Th e  bas i s  o f  s ys te m  l e ve l  co n fo rm an ce  i s  th at  e ach  i n d i vi d u al  co m po n e n t  h as  be e n  
be fo re h an d  s e parate l y  te s te d  acco rd i n g  to  th i s  s tan d ard  fo r  th e  co rre s po n d i n g  i n d i vi d u al  
fu n cti o n ( s ) ,  s e e  1 0 . 4  to  1 0 . 9 .  

Th e  m i n i m u m  s ys te m  fo r  s ys te m  l e ve l  co n fo rm an ce  te s ti n g  co n s i s ts  at  l e as t  o f  th e  fo l l o wi n g  
fu n cti o n s :  

•  two  pi e ce s  o f  4 6 0 - S wi tch e s ;  

•  two  pi e ce s  o f  n o d e s  o f  e i th e r  type  4 5 0 - N o d e  o r  4 6 0 - N o d e  an d  

•  a  n e two rk m o n i to ri n g  fu n cti o n .  

Th e  te s t  s i te  re q u i re m e n ts  are  a  n e two rk p ro to co l  an al ys e r ( fo r  e xam pl e  wi re s h ark 4)  capab l e  
o f  

•  i n j e cti n g  m o re  n e two rk traffi c  i n to  th e  4 6 0 - S wi tch e s  u s i n g  I E C  6 1 1 6 2 - 45 0  co m p l i an t  d ata  
an d  n o n  I E C  6 1 1 6 2 - 4 5 0  co m pl i an t  d ata ( fo r  e xam pl e  TC P /I P ,  U D P /I P ,  m u l ti cas t  an d  
b ro ad cas t)  to  i n cre as e  th e  n e two rk l i n e  l o ad  fro m  th e  n o rm al  n e two rk l o ad  l e ve l  u p  to  th e  
1 0 0  % l i n e  l o ad ,  

•  i n j e cti n g  D o S  attack i n to  th e  4 6 0 - S wi tch e s .  

______________ 

4 www. wi re s h ark. o rg  

http://www.wireshark.org/
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1 0.1 2.2  System  management  function  

( S e e  4 . 5 . 2 )  

C o n fi rm  b y o bs e rvati o n  th at  th e  co n fi g u rati o n  i n fo rm ati o n  fo r a  4 6 0 - S wi tch  can  be  s to re d  i n  
th e  s ys te m .  R e p l ace  a  4 6 0 - S wi tch  wi th  an o th e r u n - co n fi g u re d  4 6 0 - S wi tch .  C o n fi rm  b y 
o bs e rvati o n  th at,  b y  u s i n g  a  s ys te m  m an ag e m e n t  fu n cti o n ,  i t  i s  po s s i b l e  to  re s to re  th e  o ri g i n al  
co n fi g u rati o n  to  th e  n e w 4 6 0 - S wi tch .  Th i s  te s t  s h al l  b e  re pe ate d  fo r  al l  46 0 - S wi tch e s  an d  
4 6 0 - Fo rward e rs .  

R e m o ve  o n e  4 6 0 - N o d e  an d  re pl ace  i t  wi th  an o th e r e q u i val e n t  d e vi ce  wi th  a  d i ffe re n t  M AC  
ad d re s s .  C o n fi rm  by o bs e rvati o n  th at  b y  u s i n g  th e  s ys te m  m an ag e m e n t  fu n cti o n  i t  i s  p o s s i bl e  
to  ch an g e  th e  o ri g i n al  co n fi g u rati o n  to  acce p t  th e  n e w d e vi ce .  

S wi tch  o ff  th e  fi rs t  s ys te m  m an ag e m e n t  fu n cti o n .  C o n fi rm  b y o bs e rvati o n  th at  th e  s e co n d  
s ys te m  m an ag e m e n t  fu n cti o n  i s  avai l abl e .  

1 0.1 2.3  System  design  

1 0.1 2.3.1  General  

( S e e  4 . 3 . 2 ,  4 . 3 . 3 ,  4 . 6 ,  4 . 7 )  

Confirm by inspecti on  of documented evi dence that th e  fo l l o wi n g  i n fo rm ati o n  i s  pro vi d e d :  

•  th e  s tru ctu re  o f  th e  n e two rk i n cl u d i n g  n e two rks  i n  a  s e cu re  are a i f  pro vi d e d ;  

•  th at  th e  n e two rk co n s i s ts  o f  o n l y  4 6 0 - N e two rk ph ys i cal  co m p o n e n ts ,  4 6 0 - N e two rk n o d e s  
an d  n e two rk i n fras tru ctu re  co m po n e n ts ;  

•  th at  al l  n e two rks  co n n e cte d  wi th  a  4 6 0 - Fo rward e r are  e i th e r  co n tro l l e d  n e two rks  o r  o th e r 
4 6 0 - N e two rks .  

C o n fi rm  b y o bs e rvati o n  th at  bo th  a  n e two rk m o n i to ri n g  fu n cti o n  an d  a  s ys te m  m an ag e m e n t 
fu n cti o n  are  avai l abl e  i n  th e  n e two rk.  

1 0.1 2.3.2  Documentation  

( S e e  4 . 6 ,  5 . 4 . 1 )  

C o n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  th e  fo l l o wi n g  i n fo rm ati o n  i s  pro vi d e d :  

•  th e  46 0 - N e two rk traffi c  fl o w an al ys i s  an d  n e two rk to po l o g y;  

•  th e  to tal  am o u n t  o f  n e two rk traffi c  an d  ave rag e  l o ad  o f  al l  traffi c  fo r  th e  4 6 0 - N e two rk;  

•  th e  m axi m u m  traffi c  f l o w tran s fe rre d  fro m  o n e  4 6 0 - N e two rk to  an o th e r 4 6 0 - N e two rk at  
e ach  4 6 0 - Fo rward e r;  

•  th e  pri o ri t i z ati o n  o f  e ach  traffi c  typ e  at  e ach  4 6 0 - Fo rward e r;  

•  an  an al ys i s  o f  th e  m axi m u m  n e two rk l o ad ;  

•  a  l i s t  o f  d ata s o u rce s  wh i ch  are  re d u n d an tl y  avai l abl e ;  

•  a  l i s t  o f  acce p te d  d e vi ce s .  

1 0.1 2.3.3  Network traffic  design  

( S e e  5 . 4 . 2 )  

C o n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n t  e vi d e n ce  th at  th e  am o u n t  o f  ban d wi d th  al l o cate d  at  
e ach  46 0 - S wi tch  i s  m o re  th an ,  o r  e q u al  to ,  th e  s u m  o f  al l  traffi c  vo l u m e s  o f  e ach  traffi c  cl as s  
al l o cate d  to  th e  n e two rk co n n e cte d  to  th e  s wi tch .  

U s e  a  n e two rk d e s i g n  d o cu m e n t  an d  s e l e ct  th re e  po rts  to  co n fi rm  b y o bs e rvati o n  th at  th e  
m e as u re d  traffi c  i s  l o we r th an  o r  e q u al  to  th e  d e fi n e d  val u e  o f  s u m  o f  traffi c  l o ad .  C o n fi rm  by 
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o bs e rvati o n  th at  th e  ave rag e  l o ad  o f  al l  traffi c  i n  a  4 6 0 - N e two rk d o e s  n o t  e xce e d  9 5  % o f  th e  
n o m i n al  n e two rk cap aci ty  p l an n e d  o ve r a  pe ri o d  o f  1  s  an d  d o e s  n o t  e xce e d  8 0  % o f  th e  
n o m i n al  n e two rk capaci ty  pl an n e d  o ve r a  pe ri o d  o f  1 0  s .  

1 0.1 2.3.4  Loop prevention  

U s e  a  n e two rk d e s i g n  d o cu m e n t  an d  s e l e ct  at  l e as t  two  4 6 0 - S wi tch e s  fo r  l o o p  to po l o g y 
co n n e ct  wi th  at  l e as t  o n e  4 6 0 - N o d e  at  e ach  s wi tch  fo r  e xam p l e  u s i n g  u n i cas t.  C o n fi rm  by 
an al yti cal  e val u ati o n  th at  th e  s wi tch  d o e s  n o t  d u p l i cate  d ata at  s wi tch e s .  

1 0.1 2.3.5  Resource al location  

C o n fi rm  b y i n s pe cti o n  o f  th e  d o cu m e n t  e vi d e n ce  th at  th e  am o u n t  o f  ban d wi d th  al l o cate d  at  
e ach  4 6 0 - Fo rward e r i s  m o re  th an ,  o r  e q u al  to ,  th e  s u m  o f  al l  traffi c  vo l u m e s  o f  e ach  traffi c  
cl as s  al l o cate d  to  th e  n e two rk co n n e cte d  to  th e  4 6 0 - Fo rward e r.  

U s e  a  n e two rk d e s i g n  d o cu m e n t  an d  s e l e ct  two  po rts  to  co n fi rm  b y o bs e rvati o n  th at  th e  
m e as u re d  traffi c  i s  l o we r th an ,  o r  e q u al  to ,  th e  d e fi n e d  val u e  o f  th e  s u m  o f  th e  traffi c  l o ad .  

1 0.1 2.3.6  Traffic  priori t isation  

I f  avai l abl e  i n  th e  s ys te m  u n d e r te s t,  s e l e ct  two  traffi c  f l o ws  wi th  d i ffe re n t  pri o ri ty  fo r  wh i ch  
co n n e cte d  46 0 - N o d e  bas e d  d e vi ce s  s h o w acti vi ty.  U s e  a  s i m u l ati o n  arran g e m e n t  to  i n j e ct  
ad d i ti o n al  traffi c  wi th  a  pri o ri ty  l e ve l  be twe e n  two  s e l e cte d  pri o ri t i e s  u p  to  fu l l  l i n e  l o ad .  
C o n fi rm  b y o bs e rvati o n  th at  th e  d e vi ce  u s i n g  h i g h e s t  pri o ri ty  traffi c  f l o w co n ti n u e s  to  s h o w 
acti vi ty  wh i l e  th e  d e vi ce  u s i n g  l o we s t  pri o ri ty  traffi c  i s  d i s to rte d .  

1 0.1 2.3.7  Den ial  of  service  behaviour 

U s e  a  n e two rk d e s i g n  d o cu m e n t  an d  s e l e ct  th re e  4 6 0 - N o d e s  to  i n j e ct  ad d i ti o n al  traffi c  fl o ws  
u p  to  l i n e  l o ad  fo r  1  h .  C o n fi rm  b y o bs e rvati o n  th at  46 0 - N o d e s  co n ti n u e  th e i r  n o rm al  o pe rati o n  
as  s tan d - al o n e  d e vi ce s .  R e m o ve  th e  i n j e cte d  ad d i t i o n al  traffi c  an d  co n fi rm  b y o bs e rvati o n  th at  
4 6 0 - N o d e s  re s u m e  th e i r  o pe rati o n  bas e d  o n  i n fo rm ati o n  re ce i ve d  fro m  th e  4 6 0 - N e two rk.  

1 0.1 2.3.8  Uncontrol led  network securi ty 

I f  th e  s ys te m  u n d e r te s t  i n cl u d e s  a  4 6 0 - G ate way,  re pe at  al l  te s ts  as  d e s cri b e d  i n  1 0 . 8 .  

I f  th e  s ys te m  u n d e r te s t  i n cl u d e s  a  46 0 - Wi re l e s s  g ate way,  re pe at  al l  te s ts  as  d e s cri be d  i n  
1 0 . 9 .  

1 0.1 2.3.9  Redundancy 

( S e e  7 . 1 ,  7 . 7 )  

C o n fi rm  b y i n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  th at  FM E A o r FM E C A i s  avai l abl e  an d  cri t i cal  
n o d e s  are  i d e n ti fi e d  an d  th at  n o  s i n g l e  p o i n ts  o f  fai l u re  affe ct  th e  fu n cti o n al i ty  o f  th e  cri t i cal  
n o d e s .  

U s e  F M E A o r  F M E C A d o cu m e n ts  an d  s e l e ct  2 0  % o f  cri t i cal  d e vi ce s  o r  at  l e as t  th re e  d e vi ce s  
as  re pre s e n tati ve  d e vi ce s .  C au s e  a  s i n g l e  fai l u re  o n e  b y o n e  fo r e ach  re pre s e n tati ve  d e vi ce  
an d  co n fi rm  b y an al yti cal  e val u ati o n  th at  re d u n d an t  d e vi ce s  co n ti n u e  n o rm al  o pe rati o n  wi th i n  
5  s .  

S e l e ct  two  traffi c  f l o ws  fo r  co n n e cte d  4 6 0 - N o d e  bas e d  d e vi ce s  an d  s h o w acti vi ti e s .  
D i s co n n e ct  a  cab l e  be twe e n  two  4 6 0 - S wi tch e s  an d  co n fi rm  b y an al yti cal  e val u ati o n  th at  th e  
i n te rru p ti o n  o f  d ata tran s fe r  i s  5  s  o r  l e s s .  
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1 0.1 2.4  Network moni toring  function  

Fo r n e two rk m o n i to ri n g  fu n cti o n ,  re pe at  al l  te s ts  as  d e s cri be d  i n  1 0 . 1 1 . 1  

1 0.1 2.5  Network load  moni toring  function  

Fo r n e two rk l o ad  m o n i to ri n g  fu n cti o n ,  re pe at  al l  te s ts  as  d e s cri b e d  i n  1 0 . 1 1 . 2 .  

1 0.1 2.6  Redundancy moni toring  function  

Fo r n e two rk re d u n d an cy m o n i to ri n g  fu n cti o n ,  re pe at  al l  te s ts  as  d e s cri be d  i n  1 0 . 1 1 . 3 .  

1 0.1 2.7  Network topology moni toring  function  

1 0.1 2.7.1  General  

Fo r n e two rk to po l o g y m o n i to ri n g  fu n cti o n ,  re pe at  al l  te s ts  as  d e s cri b e d  i n  1 0 . 1 1 . 4 .  

1 0.1 2.7.2  Syslog  record ing  function  

Fo r s ys l o g  re co rd i n g  fu n cti o n ,  re pe at al l  te s ts  as  d e s cri be d  i n  1 0 . 1 1 . 5 .  

1 0.1 2.7.3  Redundancy of  network moni toring  function  

( S e e  8 . 2 . 6 )  

S wi tch  o ff  th e  f i rs t  n e two rk m o n i to ri n g  fu n cti o n .  C o n fi rm  b y o bs e rvati o n  th at  th e  s e co n d  
n e two rk m o n i to ri n g  fu n cti o n  i s  avai l ab l e .  
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Annex A 
( i n fo rm ati ve )  

 
Communication  scenarios between  an  IEC 61 1 62-460 

network and  uncontrol led  networks 
 

A.1  General  

Th i s  an n e x g i ve s  s o m e  e xam pl e  s ce n ari o s  fo r th e  u s ag e  o f  a  46 0 - G ate way as  s h o wn  i n  
Fi g u re  A. 1 .  

 

Figure A.1  – Usage model  for  communication  between  a  IEC  61 1 62-450 
network and  shore  networks 

A.2  Routine off-sh ip  

•  D ata e xch an g e  fro m  s h i p  to  s h o re ,  e . g .  KP I  d ata 

– e n e rg y u s ag e  re po rts  

– e n vi ro n m e n tal  d ata ( S o x,  N o x,  e tc. )  

– C B M  ( C o n d i t i o n e d  B as e  M ai n te n an ce  d ata)  

– d i ag n o s ti c  d ata ( l o g s ,  e tc. )  

– o pe rati o n s  re po rts  ( n o o n  re po rts ,  e l e ctro n i c  l o g  d ata)  

•  D ata e xch an g e  s h o re  to  s h i p  
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– ch art  s e rvi ce s  ( l i ce n s e s ,  u pd ate s )  

– we ath e r 

– o ce an  cu rre n ts  

A.3  Routine on-ship  

S o m e  n avi g ati o n al  d ata i s  re q u i re d  i n  n o n - o p e rati o n al ,  s e cu re  s h i ps  n e two rks  s u ch  as  

– E C D I S /B ri d g e  I n fo rm ati o n  ch an n e l  o n  C ap tai n ’ s  P C ,  

– G P S  d ata.  

A.4 460-Gateway usage for d i rect  connection  wi th  equ ipment  

D i re ct  co n n e cti o n  to  an  I E C  6 1 1 6 2 - 46 0  n e two rk i s  pro vi d e d  th ro u g h  s e rvi ce  co n n e cti o n  
th ro u g h  p o rts  A- B .  Th e  fo l l o wi n g  are  e xam pl e s  fo r  th i s  s ce n ari o .  

•  An  i s s u e  ari s e s  o n  th e  bri d g e .  I t  i s  a  s afe ty i s s u e  co n ce rn i n g  th e  d i s pl ay o n  th e  E C D I S  an d  
re q u i re s  a  patch .  

•  Wh i l e  th e  s h i p  i s  i n  po rt  a  re m o te  co n n e cti o n  i s  pl an n e d  at  1 8 : 0 0 .  

•  Th e  E C D I S  s e rvi ce  e n g i n e e r co o rd i n ate s  th e  co n n e cti o n  wi th  th e  s h i p’ s  I T d e partm e n t  an d  
cre w.  

•  Th e  I T  d e partm e n t o pe n s  th e  R D P  po rt  o n  th e  p e ri m e te r f i re wal l  fo r a  re g i s te re d  I P  
ad d re s s  o r  an  au th e n ti cate d  u s e r an d  fo rward s  to  i t  to  th e  I n te r- s ys te m  G ate way F i re wal l .  

•  Th e  cre w co o rd i n ate s  th e  o n /o ff  s wi tch  t i m i n g  wi th  th e  s e rvi ce  e n g i n e e r.  Th e y tu rn  o n  th e  
co n n e cti o n .  

•  Th e  s e rvi ce  e n g i n e e r co n n e cts  an d  re pai rs  th e  s ys te m .  

•  Th e  cre w d i s co n n e cts  th e  bri d g e  fo r  re m o te  s e rvi ce .  

•  Th e  I T  d e partm e n t  cl o s e s  th e  R D P  po rt  o n  th e  pe ri m e te r  f i re wal l .  
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Annex B  
( i n fo rm ati ve )  

 
Summary of redundancy protocols in  the IEC 62439 series  

 

B.1  Summary of  redundancy protocols  

Tab l e  B . 1  s u m m ari s e s  th e  re d u n d an cy pro to co l s  an d  re co ve ry t i m e s  s pe ci fi e d  i n  th e  
I E C  6 2 4 3 9  s e ri e s .  

Table  B .1  – Redundancy protocols  and  recovery t imes 

Protocol  Solu tion  
Frame 
loss  

Redundancy 
protocol  

End  node  
attachment  

Network 
topology 

Recovery t ime  
for  the  considered  

fai l u res  

I P  I P  ro u t i n g  Ye s  
Wi th i n  t h e  
n e two rk 

S i n g l e  
S i n g l e  
m e s h e d  

> 3 0  s  t yp i c al  
n o t  d e te rm i n i s t i c  

S TP  I E E E  8 0 2 . 1 D  Ye s  
Wi th i n  t h e  
n e two rk 

S i n g l e  
S i n g l e  
m e s h e d  

> 2 0  s  t yp i c al  
n o t  d e te rm i n i s t i c  

R S TP  I E E E  8 0 2 . 1 0  Ye s  
Wi th i n  t h e  
n e two rk 

S i n g l e  
S i n g l e  
m e s h e d ,  
r i n g  

C a n  b e  d e te rm i n i s ti c  
fo l l o wi n g  th e  ru l e s  o f  
C l a u s e  8  

C R P  I E C  6 2 4 3 9 - 4  Ye s  
I n  t h e  e n d  
n o d e s  

S i n g l e  an d  
d o u b l e  

D o u b l y  
m e s h e d ,  
c ro s s -
c o n n e c te d  

1  s  wo rs t  c a s e  
fo r  5 1 2  e n d  n o d e s  

D R P  I E C  6 2 4 3 9 - 6  Ye s  
Wi th i n  t h e  
n e two rk 

S i n g l e  an d  
d o u b l e  

R i n g ,  
d o u b l e  ri n g  

1 0 0  m s  wo rs t  cas e  
fo r  5 0  s wi tc h e s  

M R P  I E C  6 2 4 3 9 - 2  Ye s  
Wi th i n  t h e  
n e two rk 

S i n g l e  R i n g  

5 0 0  m s ,  2 0 0  m s ,  
3 0  m s  o r 
1 0  m s  wo rs t  c as e  
fo r  5 0  s wi tc h e s  
d d i

B R P  I E C  6 2 4 3 9 - 5  Ye s  
I n  t h e  e n d  
n o d e s  

D o u b l e  
D o u b l y  
m e s h e d ,  
c o n n e c te d  

4 , 8  m s  wo rs t  cas e  
fo r  5 0 0  e n d  n o d e s  

P R P  I E C  6 2 4 3 9 - 3  N o  
I n  t h e  e n d  
n o d e s  

D o u b l e  
D o u b l y  
m e s h e d ,  
i ndependent 

0  s  

H S R  I E C  6 2 4 3 9 - 3  N o  
I n  t h e  e n d  
n o d e s  

D o u b l e  
R i n g ,  
m e s h e d  

0  s  

Fo r  th e  re d u n d a n c y p ro t o c o l s  s p e ci fi e d  i n  th e  I E C  6 2 4 3 9  s e ri e s ,  th e  re c o ve ry t i m e s  i n  th i s  tab l e  are  
g u aran te e d  wh e n  u s i n g  th e  s e tt i n g s  an d  p aram e te rs  s p e ci fi e d  i n  th e  as s o ci at e d  p art  o f  th e  I E C  6 2 4 3 9  s e ri e s .  
Fa s t e r  re c o ve ry t i m e s  m ay b e  a ch i e ve d  u s i n g  d i ffe re n t  s e tt i n g s  an d  p aram e te rs  u n d e r t h e  u s e r’ s  
re s p o n s i b i l i ty.  

 

B.2  RSTP recovery t ime 

Th e  fau l t  re co ve ry ti m e  i n  th e  ri n g  to p o l o g y fo r  R S TP  i s  cal cu l ate d  as  fo l l o ws :  

TL  +  N*  m ax (TP A, (TTC+TF ) ) :  fo r  i n te r- s wi tch  l i n k fai l u re  an d  n o n - ro o t  s wi tch  fai l u re  

TL  +  2 *  N*  TP A:  fo r  i n te r- s wi tch  l i n k fai l u re  an d  n o n - ro o t  s wi tch  fai l u re  

wh e re  

N i s  th e  n u m be r o f  s wi tch e s  i n  th e  ri n g ;  

TL  i s  th e  t i m e  re q u i re d  b y a  s wi tch  to  d e te ct  a  l i n k fai l u re ;  
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TP A  i s  th e  t i m e  re q u i re d  by a  p ai r  o f  s wi tch e s  to  p e rfo rm  R S TP  pro p o s al - ag re e m e n t  
h an d s h aki n g ;  e q u al  to  th e  s u m  o f  B P D U  pro ce s s i n g  ti m e s  i n  b o th  s wi tch e s  o f  th e  p ai r;  

TTC  i s  th e  t i m e  re q u i re d  b y a  p ai r  o f  s wi tch e s  to  pro pag ate  a  to po l o g y ch an g e  B P D U ;  e q u al  
to  th e  s u m  o f  th e  B P D U  pro ce s s i n g  t i m e s  i n  bo th  s wi tch e s  o f  th e  pai r.  

R S TP  p e rfo rm an ce  i s  u s u al l y  d e fi n e d  as  fai l o ve r t i m e  o r  re co ve ry ti m e  p e r s i n g l e  h o p.  Th e  
l ate s t  R S TP  s tan d ard  s pe ci fi e d  i n  I E E E  8 0 2 . 1 D - 2 0 0 4  l i m i ts  th e  m axi m u m  n e two rk d i am e te r to  
4 0  h o ps .  R S TP  i s  bo th  pre d i ctab l e  an d  re p e atabl e  fo r  fai l u re  an d  re co ve ry o f  a  l i n k o r  s wi tch  
i n  a  ri n g  to po l o g y.  P re ci s e  e q u ati o n s  can  b e  u s e d  to  d e te rm i n e  th e  n e two rk o u tag e  t i m e ;  fo r a  
ri n g  o f  twe n ty s wi tch e s ,  wo rs t  cas e  fai l o ve r t i m e s  o n  th e  o rd e r o f  1 0 0  m s  are  q u i te  re al i s ti c.  
Typi cal  R S TP  pe rfo rm an ce  i s  m u ch  be tte r.  
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Annex C 
( i n fo rm ati ve )  

 
Guidance for testing  

 

C.1  Methods of  test  

Fo r th e  pu rpo s e s  o f  th i s  s tan d ard  th i s  an n e x g i ve s  g u i d an ce  o n  m e th o d s  o f  te s t  b as e d  o n  
I S O  9 2 4 1 - 1 2  ( s e e  B i b l i o g rap h y) .  I t  i s  i n te n d e d  to  pro vi d e  g u i d an ce  to  accre d i te d  te s ti n g  
l ab o rato ri e s  fo r  th e  d e ve l o p m e n t o f  te s t  pl an s  an d  te s t  pro ce d u re s  th at  e val u ate  a  m i n i m u m  
d e g re e  o f  co m p l i an ce  wi th  th e  re q u i re m e n ts  s pe ci fi e d .  Th e y d o  n o t  i d e n ti fy  s p e ci fi c  pro ce s s e s ,  
appro ach e s  o r  faci l i t i e s .  

C.2  Observation  

O bs e rvati o n  re fe rs  to  s i m p l e  e xam i n ati o n  o f  th e  pre s e n tati o n  o f  i n fo rm ati o n  to  co n fi rm  th at  a  
parti cu l ar o bs e rvab l e  co n d i t i o n  h as  b e e n  m e t.  Obs e rvati o n s  m ay be  m ad e  b y an y pe rs o n  wi th  
th e  n e ce s s ary s ki l l  to  u n d e rs tan d  th e  p re s e n tati o n  o f  i n fo rm ati o n  to  d e te rm i n e  i f  a  s tate m e n t 
co n ce rn i n g  an  o bs e rvabl e  pro pe rty  h as  be e n  co rre ctl y  app l i e d .  I t  i s  u s e d  wh e n  s u i tabl y  trai n e d  
i n d i vi d u al s  wi th  a  b ro ad  ran g e  o f  e d u cati o n  an d /o r e xpe ri e n ce  can  be  co n fi d e n tl y  e xp e cte d  to  
re ach  th e  s am e  co n cl u s i o n  abo u t  a  pro pe rty o f  pre s e n te d  i n fo rm ati o n  o r th e  pe rfo rm an ce  o f  
d i s pl ay e q u i p m e n t.  

Th e  p h ras e  " co n fi rm  by o bs e rvati o n "  i s  u s e d  i n  th e  m e th o d  o f  te s t.  C o n fo rm an ce  i s  
d e te rm i n e d  b y co m pari n g  th e  o bs e rve d  pro pe rty to  th e  re q u i re m e n t.  S o m e  o bs e rvati o n s  m ay 
be  m ad e  d i re ctl y  fro m  th e  pre s e n tati o n .  O th e r o bs e rvati o n s  m ay re q u i re  s i m u l ati o n  o f  i n pu t  
fro m  s e n s o rs  o r  o th e r s o u rce s .  Typi cal  co n fi rm ati o n s  b y o bs e rvati o n  i n cl u d e :  

•  e xi s te n ce  o f  fu n cti o n s  o r  fe atu re s ;  

•  u s e  o f  s ym bo l s  o r a  d e fi n e d  ran g e  o f  wo rd s ;  

•  a  s ys te m  o u tp u t  i n  re s p o n s e  to  a  d e fi n e d  i n p u t.  

C.3  Inspection  of  documented  evidence 

I n s pe cti o n  o f  d o cu m e n te d  e vi d e n ce  re fe rs  to  e xam i n ati o n  o f  re l e van t  d o cu m e n ts  to  co n fi rm  
th at  a  parti cu l ar pre s e n tati o n  o r  d i s p l ay re q u i re m e n t  h as  b e e n  m e t.  D o cu m e n te d  e vi d e n ce  
m ay i n cl u d e  m an u al s ,  s ys te m  re q u i re m e n ts ,  d e s i g n  j u s ti f i cati o n ,  i n d u s try  co n ve n ti o n s ,  e tc.  
I n s pe cti o n s  m ay be  m ad e  b y a  s u i tabl y  q u al i fi e d  p e rs o n  wh o  h as  th e  n e ce s s ary e d u cati o n ,  
s ki l l  an d /o r e xpe ri e n ce  to  app l y th e  d o cu m e n tati o n  to  th e  s ys te m ' s  pre s e n tati o n  o r d i s p l ay 
e q u i p m e n t.  I t  i s  u s e d  wh e n  pe rfo rm an ce  o f  a  s ys te m ' s  pre s e n tati o n  o r  d i s p l ay e q u i p m e n t  i s  
n o t  d i re ctl y  o bs e rvab l e  o r  m e as u rabl e .  I t  m ay al s o  be  u s e d  wh e n  o bs e rvati o n  wo u l d  be  
e xce s s i ve l y  re pe ti t i o u s ,  t i m e  co n s u m i n g ,  o r  e xp e n s i ve .  Th e  p h ras e  " co n fi rm  b y i n s pe cti o n  o f  
d o cu m e n te d  e vi d e n ce "  i s  u s e d  i n  th e  m e th o d  o f  te s t.  C o n fo rm an ce  i s  d e te rm i n e d  by 
co m p ari n g  th e  d o cu m e n te d  pro pe rty to  th e  re q u i re m e n t.  Typi cal  co n fi rm ati o n s  by i n s pe cti o n  o f  
d o cu m e n te d  e vi d e n ce  i n cl u d e :  

•  co n fo rm an ce  to  a  s tan d ard  o r  o th e r d o cu m e n te d  e vi d e n ce ;  

•  e xi s te n ce  o f  o pti o n al  fe atu re s  o r  fu n cti o n s ;  

•  d e s i g n  an d /o r o p e rati o n  o f  al g o ri th m s .  

C.4 Measurement 

I n  th i s  s tan d ard ,  m e as u re m e n t  re fe rs  to  m e as u ri n g  o r  cal cu l ati n g  a val u e  o r  vari abl e  fo r  
co m p ari s o n  to  a  s pe ci fi e d  val u e  to  d e te rm i n e  th at  a  parti cu l ar re q u i re m e n t  h as  b e e n  m e t.  
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M e as u re m e n ts  m ay re q u i re  th e  u s e  o f  te s t  faci l i t i e s  an d  e q u i p m e n t.  M e as u re m e n ts  m ay b e  
m ad e  b y an y pe rs o n  wi th  th e  n e ce s s ary s ki l l  to  m e as u re  an d /o r cal cu l ate  th e  val u e  an d  
co m p are  i t  ag ai n s t  a  re q u i re m e n t,  s tan d ard  o r  o th e r  d o cu m e n te d  e vi d e n ce .  C o m pl i an ce  i s  
d e te rm i n e d  b y co m pari n g  th e  m e as u re d  o r  cal cu l ate d  val u e  o r  vari ab l e  to  th e  re q u i re m e n t.  

C.5  Analytical  evaluation  

Th e  te s t  m e th o d  “an al yti cal  e val u ati o n ”  re fe rs  to  d e tai l e d  e xam i n ati o n  o f  th e  pre s e n tati o n  o f  
i n fo rm ati o n  to  co n fi rm  th at  a  parti cu l ar  co n d i ti o n  h as  b e e n  m e t.  Th e  p h ras e  " co n fi rm  b y  
an al yti cal  e val u ati o n "  i s  u s e d .  An al yti cal  e val u ati o n s  m ay be  m ad e  by a  re l e van t  e xpe rt  wi th  
th e  n e ce s s ary e d u cati o n ,  s ki l l s  an d /o r  e xpe ri e n ce  to  m ake  an  i n fo rm e d  an d  re l i abl e  j u d g e m e n t 
co n ce rn i n g  th e  pre s e n tati o n  o f  i n fo rm ati o n ,  i ts  app ro pri ate n e s s  an d  u s ab i l i ty.  I t  i s  u s e d  fo r  th e  
e val u ati o n  o f  p ro pe rti e s  wh i ch  can  be  j u d g e d  o n l y  i n  co n te xt  o f  o th e r i n fo rm ati o n  o r  kn o wl e d g e  
wh i ch  re q u i re s  th e  te s te r pre s e n tati o n .  C o m p l i an ce  i s  d e te rm i n e d  b y co m p ari n g  th e  o bs e rve d  
pro p e rty to  th e  re q u i re m e n t.  
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Annex D 
( i n fo rm ati ve )  

 
Some examples to  use th is  standard  

 

Fi g u re  D . 1  to  Fi g u re  D . 4  o f  th i s  an n e x g i ve s  s o m e  e xam p l e s  o f  h o w th i s  s tan d ard  co u l d  b e  
u s e d .  

 

 

Figure D.1  – 460-Forwarder used  between  two  networks 

 

 

Figure  D.2  – 460-Forwarder used  between  two  networks 

IEC 

IEC 
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Figure  D.3  – 460-Gateway used  for  e-Navigation  services 

 

 

Figure  D.4  – 460-Gateway used  for  remote  maintenance 

IEC 

IEC 
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Annex E  
( n orm ati ve)  

 
IEC 61 1 62 interfaces for the network moni toring  function  

 

Th e  n e two rk m o n i to ri n g  fu n cti o n  s h al l  be  capab l e  o f  at  l e as t  tran s m i tti n g  an d  re ce i vi n g  d ata 
wi th  th e  o pti o n al  l o g i cal  i n te rface s  i n  F i g u re  E . 1  u s i n g  th e  s e n te n ce s  s p e ci fi e d  i n  Tab l e  E . 1  
an d  Tab l e  E . 2 .  

Fi g u re  E . 1  s h o ws  th e  l o g i cal  i n te rface s .  I f  m o re  th an  o n e  l o g i cal  i n te rface  i s  i m pl e m e n te d  o n  a  
s i n g l e  ph ys i cal  i n te rface  th e n  al l  as pe cts  o f  e ach  l o g i cal  i n te rface ,  i n cl u d i n g  al e rt  
co m m u n i cati o n ,  h e artbe at,  e tc.  s h al l  be  d i s ti n g u i s h ab l e  fro m  th o s e  o f  o th e r l o g i cal  i n te rface s  
i m pl e m e n te d  o n  th e  s am e  p h ys i cal  i n te rface .  

 

Figure  E.1  – Network moni toring  function  log ical  i nterfaces 

Tabl e  E . 1  an d  Tab l e  E . 2  s pe ci fy  s e n te n ce s  wh i ch  can  be  u s e d  wi th  i n te rface  al te rn ati ve s  
I E C  6 1 1 6 2 - 1 ,  I E C  6 1 1 6 2 - 2  an d  I E C  6 1 1 6 2 - 4 5 0 .  Th e  m an u factu re r s h al l  s p e ci fy  wh i ch  
i n te rface  i s  s u ppo rte d .  

Table  E. 1  – Sentences  received  by the  network moni toring  function  

Mnemonic  I n terface (see  Figure  E. 1 )  Name  Comment  

AC N a  B AM ,  I N S  Al e rt  co m m an d  Al e rt  co m m an d  e . g .  
ackn o wl e d g e  

H B Tb  B AM ,  I N S  H e artb e at  S u p p o rt  re l i ab l e  al e rt  re l ate d  
c o m m u n i c ati o n  

R e p e a te d  o n c e  p e r 1  m i n  

a  S e e  I E C  6 1 9 2 4 - 2 .  

b  S e e  I E C  6 1 1 6 2 - 1 .  

 

Table  E.2  – Sentences  transmitted  by the  network moni toring  function  

Mnemonic  I n terface (see  Figure  E. 1 )  Name Comment  

ALC a  B AM ,  I N S  C yc l i c  al e rt  l i s t  L i s t  o f  cu rre n t  al e rt  

ALF a  B AM ,  I N S  Al e rt  s e n te n ce  D e tai l s  o f  a  n e w al e rt  

AR C a  B AM ,  I N S  Al e rt  co m m an d  re f u s e d  Al e rt  co m m an d  n o t  acc e p te d  

H B Tb  B AM ,  I N S  H e artb e at  S u p p o rt  re l i ab l e  a l e rt  re l ate d  
c o m m u n i c at i o n  

a  S e e  I E C  6 1 9 2 4 - 2 .  

b  S e e  I E C  6 1 1 6 2 - 1 .  

 

IEC 



I E C  6 1 1 6 2 - 46 0 : 2 0 1 5  © I E C  2 0 1 5  – 6 1  –  

B i bl i o g raph y 

I E C  6 0 8 1 2 ,  Analysis techniques for system reliability – Procedure for failure mode and effects 
analysis (FMEA) 

I E C  6 1 1 6 2  ( al l  parts ) ,  Maritime navigation and radiocommunication equipment and systems 
– Digital interfaces – Part 1: Single talker and multiple listeners 

I E C  6 1 1 6 2 - 1 ,  Maritime navigation and radiocommunication equipment and systems – Digital 
interfaces – Part 1: Single talker and multiple listeners  

I E C  6 1 1 6 2 - 2 ,  Maritime navigation and radiocommunication equipment and systems – Digital 
interfaces – Part 2: Single talker and multiple listeners,  high-speed transmission  

I E C  6 2 4 3 9  ( al l  parts ) ,  Industrial communication networks – High availability automation 
networks 

I E C  6 2 43 9 - 1 ,  Industrial communication networks – High availability automation networks – 
Part 1: General concepts and calculation methods  

I E C  6 2 4 3 9 - 2 ,  Industrial communication networks – High availability automation networks – 
Part 2: Media Redundancy Protocol (MRP)  

I E C  6 2 4 3 9 - 3 ,  Industrial communication networks – High availability automation networks – 
Part 3: Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy 
(HSR)  

I E C  6 2 43 9 - 4,  Industrial communication networks – High availability automation networks – 
Part 4: Cross-network Redundancy Protocol (CRP)  

I E C  6 2 43 9 - 5 ,  Industrial communication networks – High availability automation networks – 
Part 5: Beacon Redundancy Protocol (BRP)  

I E C  6 2 4 3 9 - 6 ,  Industrial communication networks – High availability automation networks – 
Part 6: Distributed Redundancy Protocol (DRP)  

I S O /I E C  1 0 1 1 8 - 3 ,  Information technology – Security techniques – Hash-functions – Part 3: 
Dedicated hash-functions 

I S O /I E C  1 8 0 3 3 - 3 ,  Information technology – Security techniques – Encryption algorithms – 
Part 3: Block ciphers 

I S O  9 2 41 - 1 2 ,  Ergonomic requirements for office work with visual display terminals (VDTs) – 
Part 12 – Presentation of information 

I S O  1 6 4 2 5 ,  Ships and marine technology – Guidelines for the installation of ship 
communication networks for shipboard equipment and systems 

I M O  R e s o l u ti o n  M S C . 3 0 2 ( 8 7) ,  Performance standards for bridge alert management (BAM) 

C I G R E  B 5 - 1 0 9 ,  Redundancy challenges on IEC 61850 systems and Migration Paths for 
IEC 61850 Substation Communication Networks 

I E E E  8 0 2 . 1 Q ,  Virtual bridged local area networks 



 – 6 2  – I E C  6 1 1 6 2 - 46 0 : 2 0 1 5  © I E C  2 0 1 5  

I E E E  8 0 2 . 3 ,  IEEE Standards for Local Area Networks: Carrier Sense Multiple Access with 
Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications 

I E E E  8 0 2 . 1 0 ,  IEEE Standard for Interoperable LAN/MAN Security (SILS) 

I E E E  8 0 2 . 1 1 ,  Wireless Local Area Networks 

I E E E  8 0 2 . 1 5 . 4 ,  IEEE Standard for Local and metropolitan area networks – Part 15.4: Low-
Rate Wireless Personal Area Networks (LR-WPANs) 

I E E E  1 3 6 3 ,  IEEE Standard Specifications for Public-Key Cryptography 

I S OC  R FC  76 8 ,  User Datagram Protocol (UDP),  Standard STD0006 

I S OC  R FC  79 1 ,  Internet Protocol (IP),  Standard STD0005 (and updates) 

I S OC  R FC  79 3 ,  Transmission control protocol (TCP) 

I S OC  R FC  1 2 1 3 ,  Management Information Base for Network Management of TCP/IP-based 
internets 

I S OC  R FC  3 4 1 0 ,  Introduction and Applicability Statements for Internet Standard 
Management Framework 

I S OC  R FC  3 4 1 8 ,  Management Information Base (MIB) for the Simple Network Management 
Protocol (SNMP) 

I S OC  R FC  42 5 1 ,  The Secure Shell (SSH) Protocol Architecture 

Universal Serial Bus Revision 2.0 specification ( avai l abl e  fro m  www. u s b . o rg )  

Universal Serial Bus Revision 3.1  specification ( avai l abl e  fro m  www. u s b . o rg )  

_____________ 

http://www.usb.org/
http://www.usb.org/
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