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I N TE RN ATI ON AL E L E CTRO TE CH N I CAL CO M M I S S I O N  

____________ 

 
ELECTROMAGNETIC COMPATIBILITY (EMC)  –  

 
Part 4-23:  Testing  and  measurement techniques  –  
Test methods  for protective  devices  for HEMP  

and  other radiated  disturbances  
 

F ORE WORD  

1 )  Th e  I n te rn a ti on a l  E l e ctrote ch n i ca l  Co m m i s s i on  ( I E C )  i s  a  worl d wi d e  o rg a n i za ti o n  for s ta n d a rd i z a ti on  co m p ri s i n g  
a l l  n a ti o n a l  e l e ctrote ch n i ca l  co m m i tte e s  ( I E C  N a ti o n a l  C o m m i tte e s ) .  Th e  o b j e ct  of I E C  i s  to  p ro m o te  
i n te rn a ti on a l  co -o p e ra ti o n  o n  a l l  q u e s ti on s  co n ce rn i n g  s ta n d a rd i za ti o n  i n  th e  e l e ctri ca l  a n d  e l e ctro n i c fi e l d s .  T o  
th i s  e n d  a n d  i n  a d d i ti o n  to  o th e r a cti vi ti e s ,  I E C  p u b l i s h e s  I n te rn a ti o n a l  S ta n d a rd s ,  T e ch n i ca l  S p e ci fi ca ti o n s ,  
Te ch n i ca l  Re p o rts ,  P u b l i cl y Ava i l a b l e  S p e ci fi ca ti o n s  ( P AS )  a n d  G u i d e s  ( h e re a fte r re fe rre d  to  a s  “ I E C  
P u b l i ca ti o n (s ) ” ) .  Th e i r p re p a ra ti o n  i s  e n tru s te d  to  te ch n i ca l  co m m i tte e s ;  a n y I E C  N a ti o n a l  C o m m i tte e  i n te re s te d  
i n  th e  s u b j e ct  d e a l t  wi th  m a y p a rti ci p a te  i n  th i s  p re p a ra tory wo rk.  I n te rn a ti o n a l ,  g o ve rn m e n ta l  a n d  n on -
g ove rn m e n ta l  o rg a n i za ti o n s  l i a i s i n g  wi th  th e  I E C  a l s o  p a rti ci p a te  i n  th i s  p re p a ra ti o n .  I E C  col l a b ora te s  cl o s e l y  
wi th  th e  I n te rn a ti o n a l  O rg a n i za ti o n  fo r S ta n d a rd i za ti o n  ( I S O )  i n  a cco rd a n ce  wi th  con d i t i o n s  d e te rm i n e d  b y 
a g re e m e n t b e twe e n  th e  two  o rg a n i za ti on s .  

2 )  Th e  fo rm a l  d e ci s i o n s  o r a g re e m e n ts  of I E C  on  te ch n i ca l  m a tte rs  e xp re s s ,  a s  n e a rl y  a s  p o s s i b l e ,  a n  i n te rn a ti o n a l  
con s e n s u s  o f o p i n i o n  o n  th e  re l e va n t  s u b j e cts  s i n ce  e a ch  te ch n i ca l  com m i tte e  h a s  re p re s e n ta ti o n  fro m  a l l  
i n te re s te d  I E C  N a ti o n a l  C om m i tte e s .   

3 )  I E C  P u b l i c a ti o n s  h a ve  th e  fo rm  o f re co m m e n d a ti on s  fo r i n te rn a ti o n a l  u s e  a n d  a re  a cce p te d  b y  I E C  N a ti o n a l  
C o m m i tte e s  i n  th a t  s e n s e .  W h i l e  a l l  re a s o n a b l e  e ffo rts  a re  m a d e  to  e n s u re  th a t  th e  te ch n i ca l  co n te n t  of I E C  
P u b l i ca ti o n s  i s  a ccu ra te ,  I E C  ca n n ot  b e  h e l d  re s p on s i b l e  for th e  wa y i n  wh i ch  th e y a re  u s e d  o r fo r a n y 
m i s i n te rp re ta ti o n  b y a n y e n d  u s e r.  

4 )  I n  ord e r to  p rom o te  i n te rn a ti o n a l  u n i fo rm i ty,  I E C  N a ti o n a l  C om m i tte e s  u n d e rta ke  to  a p p l y I E C P u b l i ca ti o n s  
tra n s p a re n tl y to  th e  m a xi m u m  e xte n t  p os s i b l e  i n  th e i r n a ti o n a l  a n d  re g i on a l  p u b l i ca ti o n s .  An y d i ve rg e n c e  
b e twe e n  a n y I E C  P u b l i ca ti o n  a n d  th e  co rre s p o n d i n g  n a ti o n a l  or re g i o n a l  p u b l i ca ti on  s h a l l  b e  cl e a rl y i n d i ca te d  i n  
th e  l a tte r.  

5 )  I E C  i ts e l f d oe s  n o t  p ro vi d e  a n y a tte s ta ti o n  of co n fo rm i ty.  I n d e p e n d e n t  ce rti fi ca ti o n  b o d i e s  p rovi d e  co n fo rm i ty 
a s s e s s m e n t  s e rvi ce s  a n d ,  i n  s o m e  a re a s ,  a cce s s  to  I E C m arks  o f con fo rm i ty.  I E C i s  n o t  re s p on s i b l e  fo r a n y 
s e rvi ce s  ca rri e d  o u t  b y i n d e p e n d e n t ce rti fi ca ti o n  b o d i e s .  

6 )  Al l  u s e rs  s h ou l d  e n s u re  th a t  th e y h a ve  th e  l a te s t  e d i ti on  of th i s  p u b l i ca ti on .  

7 )  N o  l i a b i l i ty s h a l l  a tta ch  to  I E C  or i ts  d i re cto rs ,  e m p l oye e s ,  s e rva n ts  o r a g e n ts  i n cl u d i n g  i n d i vi d u a l  e xp e rts  a n d  
m em b e rs  of i ts  te ch n i ca l  com m i tte e s  a n d  I E C  N a ti on a l  Co m m i tte e s  fo r a n y p e rs o n a l  i n j u ry,  p ro p e rty  d a m a g e  o r 
oth e r d a m a g e  of a n y n a tu re  wh a ts o e ve r,  wh e th e r d i re ct  o r i n d i re ct,  or for cos ts  ( i n cl u d i n g  l e g a l  fe e s )  a n d  
e xp e n s e s  a ri s i n g  o u t  of th e  p u b l i ca ti o n ,  u s e  of,  o r re l i a n ce  u p o n ,  th i s  I E C  P u b l i ca ti o n  o r a n y o th e r I E C  
P u b l i ca ti o n s .   

8 )  Atte n ti o n  i s  d ra wn  to  th e  N o rm a ti ve  re fe re n ce s  ci te d  i n  th i s  p u b l i ca ti o n .  U s e  o f th e  re fe re n ce d  p u b l i ca ti o n s  i s  
i n d i s p e n s a b l e  fo r th e  co rre ct a p p l i ca ti on  o f th i s  p u b l i c a ti on .  

9 )  Atte n ti o n  i s  d ra wn  to  th e  p os s i b i l i ty th a t  s o m e  of th e  e l e m e n ts  o f th i s  I E C  P u b l i ca ti on  m a y b e  th e  s u b j e ct  o f 
p a te n t ri g h ts .  I E C  s h a l l  n ot  b e  h e l d  re s p o n s i b l e  fo r i d e n ti fyi n g  a n y o r a l l  s u ch  p a te n t ri g h ts .  

I n tern a ti on a l  S ta n d ard  I E C  6 1 0 0 0 - 4 - 2 3  h as  b e en  p re p a red  b y s u b com m i tte e  7 7 C:  H i g h  p o wer 
tra n s i e n t p h e n om e n a ,  of I E C tech n i ca l  com m i ttee  7 7 :  E l e ctrom ag n eti c com pa ti b i l i ty.  

I t  form s  P art 4 - 2 3  of I E C  6 1 0 0 0 .  I t  h as  th e  s ta tu s  of a  b a s i c E M C p u b l i cati on  i n  accord a n ce  
wi th  I E C  G u i d e  1 0 7 .  

Th i s  s eco n d  e d i ti o n  ca n ce l s  a n d  rep l aces  th e  fi rs t e d i ti o n  p u b l i s h e d  i n  2 0 0 0 .  Th i s  e d i ti o n  
con s ti tu te s  a  tech n i ca l  re vi s i o n .  

Th i s  ed i ti o n  i n cl u d es  th e  fol l o wi n g  s i g n i fi ca n t tech n i ca l  ch a n g es  wi th  re s p ect to  th e  pre vi ou s  
ed i ti o n :  

a)  u p d a tes  to  th e  s h i e l d i n g  effecti ve n es s  ( S E )  tes t  m eth od  i n  C l au s e  5 ;  

b)  a  n e w An n ex F  d es cri b i n g  m eth o d s  for te s ti n g  ‘ i n s i d e - to -o u t’  h as  b e en  a d d ed .  
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Th e  text of th i s  s tan d ard  i s  b as e d  o n  th e  fo l l o wi n g  d ocu m e n ts :  

C D V Re p o rt  o n  voti n g  

7 7 C /2 5 3 /C D V 7 7 C /2 5 7 /RVC  

 
F u l l  i n fo rm a ti o n  o n  th e  voti n g  for th e  ap pro va l  of th i s  s ta n d ard  ca n  b e  fo u n d  i n  th e  re port on  
voti n g  i n d i cated  i n  th e  a b o ve  ta b l e .  

Th i s  p u b l i cati on  h as  b e e n  d ra fte d  i n  accord a n ce  wi th  th e  I S O /I E C  D i re cti ves ,  Pa rt 2 .  

A l i s t  of a l l  p arts  i n  th e  I E C  6 1 0 0 0  s eri es ,  p u bl i s h e d  u n d er th e  g e n era l  ti tl e  Electromagnetic 
compatibility (EMC) ,  ca n  be  fo u n d  o n  th e  I E C we b s i te .  

Th e  com m i tte e  h as  d eci d e d  th a t th e  con ten ts  of th i s  p u b l i ca ti o n  wi l l  re m ai n  u n ch a n g e d  u n ti l  
th e  s ta bi l i ty d a te  i n d i cate d  o n  th e  I E C  we bs i te  u n d er " h ttp : //we bs tore . i ec. ch "  i n  th e  d a ta  
re l a te d  to  th e  s p e ci fi c  p u b l i ca ti o n .  At  th i s  d a te,  th e  p u b l i cati on  wi l l  b e   

•  reco n fi rm e d ,  

•  wi th d ra wn ,  

•  rep l ace d  b y a  re vi s e d  e d i ti o n ,  or 

•  am en d e d .  

A b i l i n g u a l  vers i o n  of th i s  p u bl i cati o n  m a y be  i s s u e d  at  a  l ate r d ate .  

 

IMPORTANT – The  'colour inside'  logo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  wh ich  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore  print  th is  document using  a  
colour printer.  
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I N TRO D U CTI O N  

I E C 6 1 0 0 0  i s  p u b l i s h ed  i n  s e parate  p arts ,  accord i n g  to  th e  fo l l o wi n g  s tru ctu re :  

Part  1 :  General  

G e n era l  co n s i d erati on s  ( i n tro d u cti o n ,  fu n d am en ta l  pri n ci p l es )  

D efi n i ti o n s ,  term i n o l o g y 

Part  2:  Environment  

D es cri pti o n  of th e  en vi ro n m en t  

C l as s i fi cati o n  of th e  en vi ron m e n t  

C om pa ti b i l i ty l e ve l s  

Part  3:  L im i ts  

E m i s s i o n  l i m i ts  

I m m u n i ty l i m i ts  ( i n  s o  far as  th e y d o  n o t fal l  u n d e r th e  res po n s i bi l i ty of th e  prod u ct 
com m i ttees )  

Part  4:  Testing  and  measurement techn iques  

M e as u rem en t te ch n i q u es  

Tes ti n g  te ch n i q u es  

Part  5:  Instal lation  and  mi tigation  gu idel ines  

I n s ta l l a ti on  g u i d e l i n e s  

M i ti g a ti o n  m eth od s  an d  d e vi ces  

Part  6:  Generic Standards  

Part  9:  M iscel laneous  

E ach  p art i s  fu rth er s u b d i vi d e d  i n to  s e vera l  p arts ,  pu b l i s h e d  e i th er as  i n te rn a ti o n a l  s tan d ard s ,  
as  tech n i ca l  s p eci fi cati o n s  or tech n i ca l  re ports ,  s om e  of wh i ch  h a ve  al re a d y b ee n  pu b l i s h e d  
as  s e cti o n s .  O th e rs  wi l l  be  pu b l i s h e d  wi th  th e  p a rt n u m b er fol l o we d  b y a  d as h  a n d  a  s econ d  
n u m be r i d e n ti fyi n g  th e  s u bd i vi s i on  ( e xam p l e :  I E C  6 1 0 0 0 - 6 - 1 ) .  

Th e  I E C  h as  i n i ti a te d  th e  p re p a rati on  of s ta n d a rd i ze d  m eth od s  to  p rotect ci vi l i a n  s oci ety from  
th e  effects  of h i g h  p o we r e l ectrom ag n eti c ( H P E M )  e n vi ro n m en ts .  S u ch  effects  co u l d  d i s ru pt 
s ys tem s  for com m u n i ca ti on s ,  e l ectri c p o we r,  i n form ati o n  tech n o l o g y,  e tc.  

Th i s  p art of I E C  6 1 0 0 0  i s  a n  i n tern a ti o n al  s ta n d a rd  th a t es tab l i s h e s  th e  tes t co n ce p ts ,  s et- u ps ,  
req u i red  e q u i pm en t,  a n d  tes t proce d u res  for pro te cti ve  d e vi ces  a g a i n s t  H E M P rad i ate d  
d i s tu rb a n ce s .  

An n e x F  pro vi d es  exam pl es  of th e  S E  te s t  m eth o d  p l a ci n g  th e  TX a n te n n a  i n s i d e  th e  b arri er.  
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ELECTROMAGNETIC COMPATIBILITY (EMC)  –  
 

Part 4-23:  Testing  and  measurement techniques  –  
Test methods  for protective  devices  for HEMP  

and  other radiated  disturbances  
 
 
 

1  Scope 

Th i s  p art of I E C  6 1 0 0 0  pro vi d es  a  protecti ve  d e vi ces  tes t m eth o d  for H E M P  a n d  oth er 
ra d i ate d  d i s tu rb a n ces .  I t  i s  pri m ari l y i n te n d ed  for H E M P  tes ti n g  bu t ca n  be  ap p l i e d  to  o th er 
extern a l l y g en erate d  rad i ate d  d i s tu rb a n ces  wh ere  a pp ro pri a te.  I t  p ro vi d es  a  bri ef d es cri p ti o n  
of th e  m os t i m porta n t co n ce p ts  for tes ti n g  of s h i e l d i n g  e l em e n ts .  F or e ach  tes t,  th e  fo l l o wi n g  
bas i c  i n form a ti o n  i s  p ro vi d e d :  

– th e ore ti ca l  fo u n d ati on  of th e  tes t (th e  tes t con ce pts );  

– tes t s et- u p  i n cl u d i n g  o u ts i d e - to -i n  a n d  i n s i d e -to- o u t m eas u rem en ts ;  

– req u i red  eq u i pm e n t;  

– tes t proce d u re s ;  

– d a ta  proces s i n g .  

Th i s  i n te rn a ti on a l  s tan d a rd  d oe s  n o t p ro vi d e  i n fo rm ati on  on  req u i re m en ts  for s peci fi c l e ve l s  
for te s ti n g .  

Th i s  p art  of I E C  6 1 0 0 0  h a s  b ee n  u pd a te d  to  i n cl u d e  a  n e w te s t  m e th o d .  

D u e  to  th e  a va i l a b l e  s p ace ,  a  tran s m i tti n g  a n te n n a  pos i ti o n  o u ts i d e  th e  barri e r h as  m a i n l y 
be e n  s u g g e s te d .  H o we ver,  n o wa d a ys ,  m a n y E M P  prote cti o n  fa ci l i ti e s  i n  pra cti ca l  u s e  d o  n o t  
actu al l y h a ve  e n ou g h  s pace a vai l a bl e  o u ts i d e  th e  e l ectrom ag n e ti c barri er d u e  to  p h ys i ca l  
con s trai n ts  s u ch  as  co n cre te  wa l l s  or s o i l  to  a l l o w th e  m eth o d  d es cri b e d  i n  I E C  6 1 0 0 0 - 4 -
2 3 : 2 0 0 0  (e d i ti on  1 )  to  b e  a p p l i e d  correctl y.  F ro m  exp eri e n ce  m an y faci l i ti es  h a ve  a va i l a bl e  
s pace  for a  1  m  s ep arati on  or l es s  on l y.  

Th erefore ,  i n  m an y p ra cti ca l  cas es  i t  i s  n o t p os s i b l e  to  m ea s u re  s h i e l d i n g  e ffecti ve n es s  
accord i n g  to  th e  te s t m eth od  of pre vi o u s  d ocu m en ts .  Th e  co n s tru ctors  for E M P protecti o n  
faci l i ti e s  are  a l s o  u n wi l l i n g  to  b u i l d  faci l i ti es  wi th  extra  s p ace for m eas u rem e n ts  wi th  th e  
tra n s m i tti n g  a n ten n a  o u ts i d e  th e  barri er d u e  to  th e  g rea t expe n s e  a n d  i n effi ci en cy of th e  
op era ti o n a l  worki n g  are a  for n e w or exi s ti n g  bu i l d i n g s .  

Th i s  d ocu m en t pro vi d es  a d d i ti o n a l l y a  m e th o d  th a t a l l o ws  th e  tra n s m i tti n g  an te n n a  to  b e  
p l ace d  i n s i d e  th e  en cl o s u re  a n d  th e  re cei vi n g  an ten n a  o u ts i d e  th e  b arri er ( ‘ i n s i d e- to-o u t’  
m eth o d ) .  An n ex F  i n cl u d es  te s t s et-u p  a n d  p roce d u re  exa m pl es .  

2  Normative references  

Th e fol l o wi n g  d ocu m e n ts  are  re ferred  to  i n  th e  text i n  s u ch  a  wa y th a t s om e or a l l  of th e i r 
con ten t con s ti tu tes  re q u i rem e n ts  of th i s  d ocu m e n t.  F or d ate d  refere n ce s ,  o n l y th e  e d i ti on  
ci te d  a pp l i es .  F or u n d ate d  refe re n ces ,  th e  l a tes t e d i t i on  of th e  re fere n ce d  d ocu m en t ( i n cl u d i n g  
an y am e n d m en ts )  a p pl i e s .  

I E C 6 0 0 5 0 - 1 6 1 ,  International Electrotechnical Vocabulary (IEV)  – Part 161 : Electromagnetic 
compatibility ( a va i l a b l e  at  www. e l ectro p e d i a. org )  
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I E C  6 1 0 0 0 - 2 -9 ,  Electromagnetic compatibility (EMC)  – Part 2: Environment – Section 9:  
Description of HEMP environment – Radiated disturbance  

I E C  6 1 0 0 0 - 5-3 ,  Electromagnetic compatibility (EMC)  – Part 5-3: Installation and mitigation  
guidelines – HEMP protection concepts 

3 Terms and  defin i tions  

F or th e  p u rp os es  of th i s  d ocu m en t,  th e  term s  a n d  d efi n i ti o n s  g i ven  i n  I E C  6 0 0 5 0 - 1 6 1 ,  a s  we l l  
as  th e  fo l l o wi n g  a pp l y.  

3. 1   
aperture  
op e n i n g  i n  a n  e l ectrom ag n e ti c b arri er (s h i e l d )  th ro u g h  wh i ch  E M  fi e l d s  m a y p e n e tra te  

3.2   
aperture  point-of-entry  
i n ten ti o n a l  or i n a d ve rte n t h o l e s ,  cracks ,  op e n i n g s  or oth e r d i s con ti n u i ti es  i n  a  s h i e l d  s u rface  

N o te  1  to  e n try:  I n te n ti o n a l  a p e rtu re  p o i n ts -o f- e n try a re  p ro vi d e d  for p e rs o n n e l  a n d /o r e q u i p m e n t e n try a n d  e g re s s  
a n d  fo r ve n ti l a ti o n  th ro u g h  a n  e l e ctrom a g n e ti c  b a rri e r.  

3.3   
attenuation  
re d u cti o n  i n  m a g n i tu d e  ( a s  a  re s u l t  of a bs o rp ti o n  an d  s catte ri n g )  of an  e l ectri c or m ag n e ti c 
fi e l d ,  a  cu rre n t  or a  vo l ta g e ,  u s u a l l y expres s e d  i n  d eci b el s  

3.4   
bandwidth  (of a  device)  
wi d th  of a  freq u e n c y b a n d  o ver wh i ch  a  g i ve n  ch ara cteri s ti c of a n  e q u i pm en t or tra n s m i s s i o n  
ch a n n e l  d o es  n ot d i ffer from  i ts  re fere n ce va l u e  b y m ore  th a n  a  s p eci fi ed  a m ou n t o r rati o  

[S O U RC E :  I E C  6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 6 - 0 9 ,  m od i fi ed  – th e  n ote  h as  be e n  d e l ete d . ]  

3.5   
bandwidth  (of an  emission  or signal )  
wi d th  of th e  freq u en c y ba n d  ou ts i d e  wh i ch  th e  l e vel  of a n y s p ectra l  com pon e n t d o es  n ot 
exce e d  a  s p e ci fi ed  p erce n ta g e  of a  refe re n ce l e ve l  

[S O U RC E :  I E C  6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,   1 6 1 - 0 6 - 1 0 ]  

3.6   
bounded  wave simu lator  
typ e  of s i m u l ator for p ro d u ci n g  e l e ctrom ag n e ti c fi e l d s  i n  a  l oca l i ze d  re g i o n  of s pace re ferre d  to  
as  a  " tes t vo l u m e"  

3.7   
box  
en cl os u re  th a t co n ta i n s  e l e ctri cal  eq u i pm en t  

N o te  1  to  e n try:  S u ch  b o xe s  u s u a l l y co n ta i n  m o d u l e s  o f s u b s ys te m s .  

3.8   
broadband  

3.8. 1   
broadband   
< em i s s i o n >  em i s s i o n  wh i ch  h as  a  ba n d wi d th  g rea ter th a n  th a t of a  p arti cu l ar m e as u ri n g  
ap p a ra tu s  or rece i ve r 
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3.8.2   
broadband  device  
d e vi ce  wh os e ba n d wi d th  i s  s u ch  th a t i t  i s  ab l e  to  acce p t an d  proce s s  a l l  th e  s pectral  
com p on e n ts  of a  p a rti cu l ar e m i s s i o n  

[S O U RC E :  I E C  6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 6 - 1 2 ]  

3.9   
ci rcu i t  
co l l e cti o n  of i n terco n n ected  el ectro n i cs  form i n g  on e  or m ore  cl os e d  p a th s  

3. 1 0   
conductive  point-of-en try  
e l ectri ca l  wi re  or ca b l e  or oth er co n d u cti ve  o bj ect,  s u ch  as  a  m eta l  ro d ,  wh i ch  p a s s es  th ro u g h  
th e  e l e ctrom ag n e ti c ba rri er 

3. 1 1   
coupl ing  
i n teracti o n  of e l ectrom ag n e ti c fi e l d s  wi th  e l ectri ca l  s ys tem s ,  wh ere b y p art o f th e  e n e rg y of th e  
fi e l d  i s  tran s fe rre d  to  th e  s ys tem  

3. 1 2   
current  i n jection  test  
tes t tech n i q u e  b y wh i ch ,  th ro u g h  s om e  exte rn a l  m e a n s ,  a  cu rre n t i s  force d  to  fl o w i n  a  ci rcu i t  
at  a  d es i red  l oca ti o n  

N o te  1  to  e n try:  F o r E M P  te s ti n g  p u rp o s e s ,  i t  i s  a  p roce s s  b y wh i ch  s i m u l a te d  E M P  tra n s i e n t  cu rre n t p u l s e s  a re  
i n tro d u ce d  i n to  a  co m p on e n t,  ci rcu i t  o r s ys te m  to  m e a s u re  d a m a g e  or u p s e t th re s h o l d s .  

3. 1 3   
cut-off frequency  
<wa ve g u i d e>  l o we s t fre q u e n c y for wh i ch  th e re  i s  n o  a tte n u a ti o n  of th e  e l e ctrom ag n eti c fi e l d s  
pro p a g a ti n g  i n  a  l os s l e s s  wa ve g u i d e   

N o te  1  to  e n try:  B e l o w th i s  fre q u e n cy,  th e  fi e l d s  a tte n u a te  e xp o n e n ti a l l y wi th  d i s ta n ce  a l on g  th e  wa ve g u i d e .  

3. 1 4  
dipole  
s tra i g h t a n te n n a ,  u s u a l l y fe d  i n  th e  cen ter,  th a t p ro d u ce s  m axi m u m  rad i a ti o n  i n  a  p l a n e  n orm a l  
to  i ts  p ri n ci p a l  axi s  

3. 1 5   
direct drive  
exci tati on  of a n  e l ectri ca l  s ys tem  b y d i re ctl y a pp l yi n g  a  vol ta g e  or cu rre n t s o u rce  ( e i th er 
tra n s i e n t or co n ti n u o u s  wa ve)  to  s ys tem  cab l e s  or s u rfaces  as  a  m e an s  of s i m u l a ti n g  th e  
effe cts  of tra n s i e n t E M  p u l s es   

N o te  1  to  e n try:  S e e  cu rre n t  i n j e cti o n  te s t  (3 . 1 2 ) .  

3. 1 6   
direct fi eld  penetration  
pe n etrati o n  of th e  s ys te m  s h i e l d i n g  b y th e  E M  fi el d  

3. 1 7   
direction  of propagation  
d i recti o n  of th e  e l ectrom ag n eti c p l a n e- wa ve pro p ag a ti o n  vector k,  wh i ch  i s  perp e n d i cu l ar to  
th e  p l a n e  co n ta i n i n g  th e  ve ctors  of th e  e l ectri c  a n d  th e  m a g n eti c  fi e l d s  
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3. 1 8   
electric field  strength  
E  
m ag n i tu d e  of th e  e l ectri c  fi e l d  vector of a n  e l ectrom ag n e ti c wa ve or of a  fi e l d  cre a te d  b y a n  
e l ectri c ch a rg e  d i s tri b u ti o n ,  m e as u re d  i n  vo l t  per m eter 

3. 1 9   
electromagnetic  barrier  
shield  
to p ol o g i ca l l y cl os e d  s u rface  m a d e to  pre ve n t or l i m i t  E M  fi e l d s  a n d  co n d u cte d  tra n s i e n ts  from  
en teri n g  th e  e n cl os e d  s p ace   

N o te  1  to  e n try:  Th e  b a rri e r con s i s ts  o f th e  s h i e l d  s u rfa ce  a n d  P oE  tre a tm e n ts  a n d  i t  e n cl o s e s  th e  p ro te cte d  
vo l u m e .  

3.20   
electromagnetic  d isturbance  
an y e l ectrom ag n e ti c p h e n om en on  wh i ch  m a y d e g rad e  th e  p erform a n ce of a  d e vi ce ,  
eq u i pm en t or s ys tem ,  or ad vers e l y affect l i vi n g  or i n ert m atter 

[S O U RC E :  I E C 6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 1 - 0 5]  

3.21   
electromagnetic  envi ronment  
to ta l i ty of e l ectrom ag n eti c p h en om en a  exi s ti n g  a t  a  g i ve n  l oca ti on  

[S O U RC E :  I E C 6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 1 - 0 1 ,  m od i fi ed  – th e  n ote  h as  be e n  d e l ete d . ]  

3.22   
electromagnetic  pu lse  
EMP  
a l l  typ e s  of el ectrom ag n e ti c  fi e l d s  pro d u ce d  b y a  n u cl e ar exp l os i o n   

N o te  1  to  e n try:  E l e ctrom a g n e ti c  p u l s e  i s  a l s o  re fe rre d  to  a s  n u cl e a r e l e ctrom a g n e ti c  p u l s e  ( N E M P ) .  

3.23   
(electromagnetic)  radiation  

a)  p h e n om e n o n  b y wh i ch  en erg y i n  th e  form  of e l ectrom ag n e ti c wa ves  e m an ates  from  a  
s ou rce  i n to  s p ace  

b)  e n erg y tra n s fe rre d  th ro u g h  s pace i n  th e  form  of e l ectrom a g n e ti c wa ves  

[S O U RC E :  I E C 6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 1 - 1 0 ,  m od i fi ed  – th e  n ote  h as  be e n  d e l ete d . ]  

3.24  
electromagnetic  topology  
d e s cri pti o n  of th e  i n terco n n ecti o n  of s h i e l d s  or e l e ctrom ag n e ti c b arri ers  i n  a  s ys tem  th a t l i m i t  
th e  E M P  e n vi ro n m en t wi th i n  th e  s ys tem  

3.25   
external  coupl ing  
proces s  b y wh i ch  a n  i n ci d e n t e l ectrom ag n eti c  fi e l d  s tri kes  th e  exteri or p orti on s  of a  
con d u cti n g  s ys te m  e n cl o s u re  a n d  i n d u ces  cu rre n ts  a n d  ch arg es  

3.26   
gasket  
e l em e n t,  n orm a l l y el ectri ca l l y con d u cti ve  an d  fl exi bl e ,  u s e d  to  s e a l  an  ap e rtu re  i n  a n  
en cl os u re  
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3.27   
ins ide-to-out  
tes t m eth od  wh ere  th e  tran s m i tti n g  an ten n a  i s  p l ace d  i n s i d e  a n d  th e  re ce i vi n g  a n te n n a  i s  
p l ace d  ou ts i d e  th e  s h i e l d ed  en cl os u re  

3.28   
hardening  
proce s s  of d e creas i n g  th e  vu l n era bi l i ty of a  s ys te m  or com pon e n t b y d es i g n  tech n i q u es ,  for 
exam p l e  b y prote cti n g  a g a i n s t,  or d eco u pl i n g  from ,  a n  u n d es i ra b l e  extern a l  en vi ro n m en t s u ch  
as  E M P  

3.29   
high-al ti tude  electromagnetic  pu lse  
HEMP  
e l ectrom a g n eti c pu l s e  pro d u ced  wh en  a  n u cl ear exp l os i on  occu rs  ou ts i d e  th e  e arth ' s  
atm os p h ere ,  typ i ca l l y a b o ve  an  a l ti tu d e  of 3 0  km  

3.30   
hyperband  
sp ectru m  of E M  fi e l d  wi th  a  b a n d  rati o  g rea te r th a n  1 0  

3.31   
impu lse  rad iating  antenna  
IRA 
half IRA 
fu l l  IRA 
fu l l  I RA wi th  a  fu l l  pa ra b o l i c  d i s h  or h a l f I RA wi th  a  d i vi d ed  p arab o l i c d i s h  on  a  co n d u cti n g  
g ro u n d  p l a n e  an d  a n  i m p ed a n ce  tra n s form er from  50  Ω to  1 0 0  Ω  

3.32   
inside-to-out  
a l tern a ti ve  tes t  m eth o d  wh e re  th e  rece i vi n g  a n ten n a  i s  p l ace d  o u ts i d e  a n d  th e  tra n s m i tti n g  
an te n n a  i s  p l ace d  i n s i d e  of th e  s h i e l d e d  e n cl os u re  

3.33   
magnetic field  strength  
H 
m ag n i tu d e  of th e  m ag n eti c fi e l d  ve ctor of a n  el ectrom ag n e ti c wa ve ,  or th e  fi e l d  pro d u ce d  b y a  
cu rre n t fl o wi n g  i n  a  wi re,  l oo p  a n te n n a,  etc. ,  m eas u re d  i n  am p e res  p er m eter 

3.34  
outside-to-in  
con ve n ti on a l  tes t m eth o d  wh ere  th e  re ce i vi n g  a n te n n a  i s  p l ace d  i n s i d e  an d  th e  tran s m i tti n g  
an ten n a  i s  p l ace d  o u ts i d e  of th e  s h i e l d ed  e n cl os u re  

3.35   
overal l  sh ield ing  
global  sh ield ing  
pro tecti on  of an  e n ti re  en ti ty b y u s e  of a  s i n g l e  s h i e l d i n g  e n cl os u re  or s om e  practi cal  
eq u i val e n t,  s u ch  as  th e  p rotecti o n  of th e  con ten ts  of an  e n ti re  b u i l d i n g  b y s h i e l d i n g  th e  e n ti re  
bu i l d i n g  

3.36   
penetration  
tra n s fer of e l ectrom ag n e ti c en erg y th ro u g h  an  e l ectrom ag n e ti c b arri e r from  on e  vo l u m e to  
an o th er  
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N o te  1  to  e n try:  Th i s  ca n  occ u r b y fi e l d  d i ffu s i o n  th ro u g h  th e  b a rri e r,  b y fi e l d  l e a ka g e  th ro u g h  a p e rtu re s ,  a n d  b y 
e l e ctri ca l  cu rre n t  p a s s i n g  th ro u g h  co n d u cto rs  co n n e cti n g  th e  two  vo l u m e s  ( wi re s ,  ca b l e s ,  co n d u i ts ,  p i p e s ,  d u cts ,  
e tc. ) .  

3.37   
point-of-entry  
PoE  
ph ys i ca l  l oca ti o n  (p o i n t/p ort)  o n  th e  e l e ctrom a g n e ti c  b arri er,  wh ere  E M  e n erg y m a y e n ter or 
exi t  a  to p o l og i ca l  vo l u m e,  u n l es s  an  a d eq u ate  P o E  protecti ve  d e vi ce  i s  pro vi d e d   

N o te  1  to  e n try:  A P oE  i s  n o t  l i m i te d  to  a  g e om e tri ca l  p oi n t.  P oE s  a re  cl a s s i fi e d  a s  a p e rtu re  P o E s  o r co n d u cto r 
P o E s  a ccord i n g  to  th e  typ e  o f p e n e tra ti o n .  Th e y a re  a l s o  cl a s s i fi e d  a s  a rch i te ctu ra l ,  m e ch a n i ca l ,  s tru ctu ra l  o r 
e l e ctri ca l  P o E s  a cco rd i n g  to  th e  a rch i te ctu ra l  e n g i n e e ri n g  d i s ci p l i n e  i n  wh i ch  th e y a re  u s u a l l y e n co u n te re d .  

3.38   
PoE  protective  device  
PoE  treatment  
pro tecti ve  m eas u re  u s ed  to  pre ve n t or l i m i t  E M  e n erg y from  e n teri n g  a  protecte d  vo l u m e a t a  
P o E   

N o te  1  to  e n try:  C o m m on  P o E  p rote cti ve  d e vi ce s  i n cl u d e  wa ve g u i d e s  b e l o w cu t- off,  cl o s u re  p l a te s  fo r a p e rtu re  
P o E s ,  a n d  fi l te rs  a n d  s u rg e  a rre s te rs  on  p e n e tra ti n g  co n d u cto rs .  

3.39   
protected  volume  
th re e-d i m en s i o n a l  s p a ce  en cl os ed  b y a n  e l ectrom ag n eti c  b arri er  

3.40   
pu lse  
ab ru p t va ri ati o n  of s h ort  d u ra ti o n  of a  p h ys i cal  q u an ti ty fo l l o we d  b y a  ra p i d  re tu rn  to  th e  i n i ti a l  
va l u e  

[S O U RC E :  I E C  6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 2 - 0 2 ]  

3.41   
rad io  frequency  
RF  
freq u e n c y of th e  el ectro m a g n e ti c s pectru m  th at i s  b etwe e n  th e  au d i o  fre q u e n c y porti o n  a n d  
th e  i n frare d  po rti on  

N o te  1  to  e n try:  S o m e ti m e s ,  a u d i o  fre q u e n ci e s  a re  co n s i d e re d  to  b e  i n cl u d e d  a s  p a rt  of th e  RF  s p e ctru m .  

3.42   
penetrating  fi eld  
fi e l d  i n s i d e  th e  s h i e l d e d  vo l u m e th a t m a y p e n etrate  vi a  s h i e l d  i m p erfecti on s  

3.43   
shielded  enclosure  
screened  room  
m es h  or s h e et m etal l i c  h o u s i n g  d e s i g n e d  e xpres s l y for th e  p u rp o s e  of s e p a ra ti n g  
e l ectrom a g n e ti ca l l y th e  i n tern a l  a n d  extern a l  e n vi ron m e n t  

[S O U RC E :  I E C 6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 4 - 3 7 ]  

3.44  
shield ing  degradation  
g e n era l  or l oca l i ze d  re d u cti o n  of e l ectrom ag n eti c s h i e l d i n g  effecti ven es s  as  a  res u l t of 
op e n i n g s ,  pe n etrati o n s ,  we ar,  i m pro per u ti l i za ti o n ,  etc.  

Copyright International  Electrotechnical  Commission  



I E C 6 1 0 0 0 - 4 - 2 3 : 2 0 1 6  © I E C  2 0 1 6  – 1 5  – 

3.45   
shield ing  effectiveness  
SE  
m eas u re  of th e  re d u cti o n  or atten u ati on  i n  th e  e l ectrom a g n eti c fi e l d  s tren g th  a t a  p o i n t i n  
s pace cau s e d  b y th e  i n s erti o n  of a  s h i el d  be twe e n  th e  s o u rce  a n d  th at po i n t,  u s u a l l y 
expres s e d  i n  d eci b el s  ( d B )  

3.46   
skin  effect  
te n d e n c y of a l tern a ti n g  cu rren t to  co n cen trate  i n  th e  s u rface  l a ye r of a  co n d u ctor,  res u l ti n g  i n  
th e  effecti ve  res i s ta n ce  o f th e  co n d u ctor i n cre as i n g  wi th  fre q u e n c y 

3.47   
system  
co l l ecti o n  of e q u i pm en t,  s u bs ys tem s ,  s ki l l e d  pe rs on n e l ,  a n d  te ch n i q u es  ca pa b l e  of pe rform i n g  
or s u pp orti n g  a  d e fi n e d  o p era ti o n a l  rol e   

N o te  1  to  e n try:  A co m p l e te  s ys te m  i n cl u d e s  re l a te d  fa ci l i ti e s ,  e q u i p m e n t,  s u b s ys te m s ,  m a te ri a l s ,  s e rvi c e s  a n d  
p e rs o n n e l  re q u i re d  for i ts  o p e ra ti o n  to  th e  d e g re e  th a t  i t  ca n  b e  con s i d e re d  s e l f-s u ffi ci e n t  wi th i n  i ts  o p e ra ti o n a l  o r 
s u p p o rt  e n vi ro n m e n t  

3.48   
transient,  ad j ecti ve  a n d  n o u n  
pertai n i n g  to  or d e s i g n ati n g  a  ph e n om en o n  o r a  q u a n ti ty wh i ch  vari es  b e twe e n  two  
con s ecu ti ve  s te a d y s ta te s  d u ri n g  a  ti m e  i n terval  s h ort com p are d  wi th  th e  ti m e- s cal e  of i n tere s t  

[S O U RC E :  I E C 6 0 0 5 0 - 1 6 1 : 1 9 9 0 ,  1 6 1 - 0 2 - 0 1 ]  

3.49   
protection  device  
d e vi ce  p ro vi d i n g  protecti on  to  a  co n d u cti ve  P oE   

N o te  1  to  e n try:  I t  m a y,  fo r e xa m p l e ,  co n s i s t  o f on e  or m ore  o f th e  fo l l o wi n g :  a  s p a rk g a p ,  a  m e ta l  o xi d e  va ri s to r 
(M O V)  o r a  fi l te r.  Th e s e  d e vi ce s  a re  u s e d  to  re d u c e  th e  e l e ctri ca l  d i s tu rb a n ce  wh i ch  p e n e tra te s  a n  e l e ctro m a g n e ti c  
b a rri e r.  

3.50   
waveguide  below cut-off  
wa ve g u i d e  wh os e  pri m a ry p u rpos e  i s  to  atte n u ate  e l ectrom ag n e ti c  wa ves  at freq u en ci es  
be l o w i ts  l o we s t cu t- off freq u en c y,  wh i l e  a t th e  s a m e ti m e pro vi d i n g  a  p h ys i cal  op e n i n g  i n to  a  
s h i e l d e d  e n cl os u re  

3.51   
wire  mesh  
con n e cte d  wi re  fa bri c  n orm al l y u s e d  for pro tecti on  of a p ertu res  i n  a n  e l ectro m ag n e ti c b arri er  

4 HEMP test concepts  

4.1  General  

A ke y as p e ct i n  H E M P  pro tecti on  i s  d e s cri b i n g  a n d  u s i n g  th e  e l ectro m a g n e ti c s h i e l d i n g  
to p ol o g y of th e  s ys tem .  Th i s  am ou n ts  to  l ocati n g  an d  ch aracte ri zi n g  th e  va ri o u s  s u rfaces  ( or 
e l ectrom a g n e ti c b a rri e rs )  wi th i n  th e  s ys tem  e n cl os i n g  reg i on s  ( vo l u m es )  prote cte d  a g a i n s t 
H E M P .  I n  re a l  s ys tem s ,  op e n i n g s  s h a l l  b e  p res e n t i n  th e  s h i e l d s  for th e  n o rm al  o p era ti o n  a n d  
fu n cti o n i n g  of th e  e q u i pm en t i n s i d e.  Th e s e  o pe n i n g s  d e g rad e  th e  s h i e l d i n g ,  a n d  i f th e  
d e g rad a ti o n  i s  to o  l arg e ,  vari o u s  typ es  of H E M P p rote cti o n  d e vi ces  s h a l l  b e  pro vi d ed  a t th es e  
pe n etrati o n  p oi n ts  i n  th e  s h i e l d .  Th e  l oca ti o n  of th e  vari ou s  p e n e trati on  po i n ts  a n d  th e  typ e s  of 
pro tecti ve  d e vi ces  d e te rm i n e  th e  l oca ti o n  an d  typ e  of tes t to  b e  co n d u cte d  to  veri fy th e  s ys tem  
s h i e l d i n g .  
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As  a n  exa m p l e ,  a  h yp o th eti ca l  ca s e  of a  b u i l d i n g  con tai n i n g  a  h i g h l y s h i e l d e d  s cre e n  room  i s  
con s i d ere d .  I n s i d e  th e  s cree n  room ,  i t  i s  a s s u m ed  th at th ere  a re  s e ve ra l  eq u i pm e n t 
en cl os u res ,  l i n ke d  to g eth er b y s h i e l d ed  ca bl es  an d  co n n ecto rs .  Th e  fi rs t s h i e l d i n g  s u rface  i n  
th i s  s ys tem  i s  th e  b u i l d i n g  en cl os u re .  D e pe n d i n g  on  th e  typ e  of bu i l d i n g ,  th i s  m a y or m a y n o t 
pro vi d e  s i g n i fi ca n t s h i e l d i n g  for th e  i n teri or vo l u m e.  After e n erg y pe n etrati o n  a l o n g  
i n a p pro p ri ate l y p rotecte d  s i g n a l  a n d  p o wer l i n es  fi e l d  pe n etra ti o n  th rou g h  a pe rtu res  i n  th e  wa l l  
( i n cl u d i n g  cracks  a n d  i n a p p ro pri ate  j o i n ts )  a n d  d i ffu s i o n  th ro u g h  th e  wa l l  are  th e  m a i n  
pa th wa ys  for extern a l  e n erg y to  l e ak i n to  th e  s h i e l d e d  ro om .  Larg e  a p ertu re s  i n  th e  form  of 
d o ors  a n d  wi n d o ws ,  as  we l l  a s  con d u cti n g  pe n etrati o n s  for e l e ctri ca l  p o wer a n d  
com m u n i ca ti o n s  l i n es ,  m a y b e  p res e n t.  Tes ts  of th es e  i n d i vi d u al  p en e tra ti o n  m ech an i s m s  
s h a l l  b e  re q u i re d  to  e va l u a te  th e  s h i e l d i n g  pro vi d e d  b y th i s  en cl os u re .  

I n s i d e  th e  b u i l d i n g ,  th e  H E M P  fi e l d  i s  a tte n u a te d  s om e wh at b y th e  bu i l d i n g  wa l l s  or en cl os u re .  
Th u s ,  th e  e l ectri ca l  d i s tu rba n ce e xpe ri e n ce d  b y th e  i n tern a l  s cre e n  ro om  i s  l o we r th a n  th at of 
th e  am bi en t exte rn a l  H E M P  fi e l d .  B eca u s e  th e  i n te rn a l  s h i e l d e d  ro om  i s  s pe ci fi ca l l y d e s i g n e d  
to  re d u ce  th e  E M  fi e l d s  i n s i d e ,  i t  i s  exp ecte d  th a t i t  wi l l  fu n cti o n  pro pe rl y –  i f th e  vari ou s  
pro te cti on  d e vi ces  a p p l i ed  to  th e  s h i e l d  p en etrati on s  are  o pe ra ti o n al .  F i el d  p e n etrati on  
th ro u g h  cracks  a n d  j o i n ts  i n  th e  wa l l s ,  d i ffu s i on  th ro u g h  th e  s h i el d  m ateri al  a n d  con d u cti ve  
pe n etrati o n s  a l o n g  s i g n a l  wi res  are  th e  m ai n  pa th wa ys  for e n e rg y to  l e a k i n to  th e  s h i e l d e d  
room .  

I n s i d e  th e  s cree n  ro om ,  th e  co n d u cti n g  exte ri ors  of th e  e q u i pm e n t h o u s i n g  a n d  th e  s h i e l d e d  
cab l es  form  th e  th i rd  b arri er i n  th i s  h yp o th e ti ca l  s ys te m .  As  b efore,  th e  E M  e n erg y i s  a b l e  to  
pe n etrate  i n to  th es e  i n te rn a l  boxes  b y co n d u cti ve  pe n e trati on s ,  a p e rtu re  p en e tra ti o n s  a n d  b y 
d i ffu s i on .  M ore o ver,  e n e rg y p e n e trati on  th ro u g h  bra i d ed  ca b l e s  an d  ca b l e  co n n ectors  m a y 
occu r on  th e  l i n es  l i n ki n g  th e  vari o u s  i n tern a l  e q u i pm e n t e n cl os u res .  

An n ex A d es cri b e s  tes t con ce pts  for b o th  con d u cti ve  a n d  rad i ate d  d i s tu rb a n ces .  I n  C l a u s e  4 ,  
vari o u s  m eth o d s  are  d e s cri be d  for tes ti n g  pro te cti ve  m eas u re s  a g a i n s t th e  ra d i ate d  H E M P  
en vi ro n m en t o n l y.  Th es e  tes ts  i n vo l ve  th e  d i rect g e n era ti on  of E M  fi e l d s  acti n g  o n  e q u i pm en t 
en cl os u res  or s h i e l d s ,  o r th e  i n j e cti o n  of cu rre n t a n d  ch a rg e  o n to  s h i el d s  to  s i m u l ate  th e  
rad i ate d  fi e l d  i n tera cti on  to  th e  s tru ctu res .  I n  th e  rem ai n d e r of C l a u s e  4 ,  a  bri ef i n tro d u cti o n  
i n to  th e  vari ou s  H E M P  tes t con ce p ts  a n d  te ch n i q u e s  for ra d i a te d  fi e l d  d i s tu rb an ces  i s  g i ve n .  
Th e  s peci fi c tes t proce d u res  are  pres e n te d  i n  C l a u s e  5.  

4.2  Testing  of sh ield ing  enclosures  

4.2. 1  General  

Th ere  are  s e vera l  d i fferen t wa ys  of ch aracteri zi n g  th e  b e h a vi o u r of pro tecti ve  en cl os u res .  
B el o w,  vari ou s  te s t co n ce p ts  are  e xam i n e d  th at s erve  to  d es cri b e  th e  s h i e l d i n g  be h a vi o u r of 
th e  i n d i vi d u a l  s h i el d i n g  e l em en ts  i n  q u e s ti o n .  An n e x A s h o u l d  b e  con s u l te d  for m ore  
i n form a ti o n  reg a rd i n g  th e s e  typ es  of H E M P  tes ts .  I n s te a d ,  tes t m eth o d s  for veri fyi n g  th e  
pro te cti on  l e ve l s  pro vi d ed  b y i n d i vi d u al  s h i e l d i n g  com po n e n ts  wi th i n  th e  s ys tem  wi l l  b e  
exam i n e d  a n d  i n d i cati on  g i ve n  as  to  wh a t s h o u l d  be  m eas u re d  i n  th e  te s ts .  

Field transfer functions 

A com m on  m ea s u re  of s h i e l d i n g  i s  o b ta i n e d  b y e xam i n i n g  th e  s tre n g th  of th e  i n tern a l  E M  fi e l d  
re l a ti ve  to  th e  i n ten s i ty of th e  e xtern a l  exci tati o n  E M  fi e l d  ( i . e.  th e  fi e l d  wi th  th e  b u i l d i n g  
re m ove d ) .  B eca u s e  th e  extern a l  an d  i n tern a l  E M  e n vi ron m en ts  ca n  be  d efi n e d  i n  term s  of 
e i th er th e  E-fi e l d  o r th e  H-fi e l d ,  an d  be ca u s e  th es e  fi e l d s  are  vecto r q u a n ti ti es ,  a  l arg e  n u m ber 
of fi e l d  com b i n a ti o n s  i s  p os s i b l e.  M oreo ver,  th e s e  fi e l d s  are  ti m e -varyi n g  i n  n a tu re ,  d u e  to  th e  
tra n s i e n t n a tu re  of th e  H E M P  th re at.  

Co n s i d e ri n g  th e  i n tern a l  a n d  e xtern a l  fi e l d s  to  b e  d ecom pos ed  i n to  th e i r freq u en c y- d om ai n  
s pe ctra,  a  m eas u re  of th e  a tte n u a ti on  pro vi d e d  b y th e  b u i l d i n g  i s  pro vi d e d  b y th e  fi e l d  tra n s fer 
fu n cti o n  T(ω )  wh i ch  i s  th e  ra ti o  of s u i ta b l y ch os e n  fi e l d  q u an ti ti e s  as  
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wh ere  

)(ω outA  rep res e n ts  th e  s p e ctra l  m ag n i tu d e  a n d  p h as e  com pon e n ts  of a  p arti cu l ar vector 

com pon e n t of e i th er th e  E  or H e xci tati on  fi e l d  ou ts i d e  th e  faci l i ty;  a n d  

)(ω inA  rep res e n ts  a  m ag n i tu d e  an d  p h as e  com p on e n t of e i th er E  or H i n s i d e  th e  b u i l d i n g .  

D e p en d i n g  o n  th e  ch o i ce  of th e  i n tern a l  a n d  extern a l  fi e l d s ,  th i s  rati o  ca n  b e  d i m en s i o n l es s  or 
h a ve  d i m en s i on s  of a n  i m p ed a n ce ( i n  o h m s )  or a n  a d m i ttan ce  ( i n  s i em e n s ).  

Th e  fi e l d  tra n s fer fu n cti on  i n  E q u a ti o n  ( 1 )  i s  a  com p l ex va l u e d  fu n cti on ,  h a vi n g  bo th  a  
m ag n i tu d e  a n d  p h as e.  An  i l l u s tra ti o n  of a  m e as u red  tran s fe r fu n cti o n  b etwe e n  th e  extern a l  
e xci tati on  a n d  th e  i n tern a l  H-fi e l d s  for a  s am pl e  s h i el d i n g  e n cl os u re  i s  i l l u s tra te d  i n  F i g u re  1 .  I f 
an  accu rate  re pres en ta ti o n  of th e  i n te rn a l  tran s i e n t fi e l d s  i s  to  b e  d e te rm i n ed  from  
m eas u re m en ts  of T(ω ) ,  b oth  q u a n ti ti es  s h a l l  b e  m eas u re d .  I f on l y a  re l a ti ve  i n d i cati o n  of th e  
a tte n u a ti o n  as  a  fu n cti o n  of th e  fre q u e n c y i s  d e s i red  for th e  b u i l d i n g ,  th e n  i t  i s  s u ffi ci e n t to  
m eas u re  on l y th e  m a g n i tu d e  |A i n |  a n d  |Aou t | .  

 

Figure 1  – Example of measured  magn i tude  and  phase  of the  transfer function  
T(ω )  = Hi n/Hout  for a  sh ielded  enclosure  

Shielding effectiveness 

Th e s h i e l d i n g  e ffecti ve n es s  of a  faci l i ty i s  cl os e l y re l ate d  to  th e  s h i e l d  tra n s fer fu n cti on  
d i s cu s s e d  a b o ve i n  th at i t  com pares  th e  rel a ti ve  m ag n i tu d es  of two s i m i l ar fi e l d  com po n e n ts  i n  
th e  fre q u e n c y d om ai n .  H o we ver,  th i s  q u a n ti ty con tai n s  l es s  i n form ati o n  b eca u s e  th e  p h as e  
i n form ati o n  i s  l acki n g .  S h i el d i n g  effecti ve n e s s  of th e  en cl os u re  i s  d efi n e d  a s  fo l l o ws :  
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wh ere  

Ao u t  a n d  A i n  rep res e n t  s u i ta b l e  exte rn a l  an d  i n te rn a l  E-  or H-fi e l d  q u a n ti ti es .  

Th u s ,  i t  i s  cl os e l y re l ated  to  th e  m a g n i tu d e  p l o t of th e  tran s fe r fu n cti o n  for th e  fi e l d s .  

B eca u s e  of th e  fu n d am en ta l  d i ffere n ces  i n  e l ectri c an d  m ag n eti c s h i e l d i n g  m ech a n i s m s  a t l o w 
freq u e n ci es ,  th e  s h i e l d i n g  effe cti ve n e s s  for e l ectri c fi e l d s ,  d e n o ted  b y SEE ,  a n d  for m ag n eti c  
fi e l d s ,  SEH ,  are  s i g n i fi ca n tl y d i ffere n t  a t l o w fre q u e n ci e s .  F i g u re  2  i l l u s tra tes  th e  th e oreti ca l  
s h i e l d i n g  pro vi d e d  b y a  cl os e d  a l u m i n u m  s h el l  of a  th i ckn es s  of 0 , 5  m m .  G e n era l l y,  SEH  i s  l es s  
th a n  SEE  at l o w fre q u en ci es  (b el o w 1 0 0  kH z) ,  d u e  to  th e  fact th at th e  l o w-freq u en c y m ag n eti c  
fi e l d  i s  ab l e  to  d i ffu s e  th ro u g h  th e  pro tecti ve  e n cl os u re  wa l l s  m ore  e a s i l y th a n  d o es  th e  
e l ectri c fi e l d .  I t  i s  for th i s  re as o n  th a t m ag n e ti c fi e l d  SE  i s  typ i ca l l y u s e d  at  l o we r freq u en ci es  
(b e l o w 1 0  M H z) ,  an d  at  h i g h er fre q u e n ci es  ( ab o ve 1 0  M H z)  th e  SE  fo r e l ectri c or m a g n eti c  
fi e l d  can  be  u s e d  to  ch aracte ri ze  an  e n cl os u re .  

 

Figure 2  – E lectric  field  and  magnetic  fi eld  sh ield ing  effectiveness   

of a  0 ,5  mm  th ick aluminum  enclosure  [29] 1  

As  a  fu rth er exam pl e  of th e  m ea s u re d  m ag n eti c fi e l d  s h i e l d i n g  effe cti ve n es s  of a  re a l  
e n cl os u re ,  F i g u re  3  i l l u s tra tes  th e  b eh a vi o u r of SEH  as  m eas u red  for th e  s am e b u i l d i n g  
d i s cu s s e d  i n  F i g u re  1 .  I t  s h o u l d  b e  n o te d  th a t th e  s h i el d i n g  h a s  s e vera l  pe aks  an d  n u l l s ,  
corres p o n d i n g  to  i n tern a l  a n d  exte rn a l  res o n an ces  of th e  e n cl os u re ,  as  we l l  a s  freq u en cy-
d e p en d en t pe n etrati o n s  th at occu r i n  a d d i ti o n  to  th e  s i m p l e  d i ffu s i ve  p e n e trati on  of fi e l d s  
th ro u g h  th e  s h i e l d  m ateri a l .  

______________ 

1  N u m b e rs  i n  s q u a re  b ra cke ts  re fe r to  th e  B i b l i o g ra p h y.  
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Figure 3  –  Measured  magnetic  field  sh ield ing  effectiveness  SEH  for a  bu i ld ing  

4.2.2  Bu i ld ings  

F or a  b u i l d i n g  s u ch  a s  th at i l l u s tra te d  i n  F i g u re  4 ,  th e  i n tern a l  H E M P - i n d u ced  res p o n s e  ari s es  
m ai n l y from  con d u cti ve  a n d  ap e rtu re- typ e  p e n e tra ti o n s .  Th u s ,  a n y te s t of th e  g l o b a l  e n cl os u re  
s h i e l d i n g  s h ou l d  s tri ve  to  a d eq u ate l y exci te  th es e  p e n e trati on s .  Th e  fi el d  p en e tra ti o n  b y 
d i ffu s i on  th ro u g h  th e  bu i l d i n g  s h i e l d  ( i . e .  th e  wa l l s  of th e  e n cl os u re)  i s  g e n e ra l l y s m a l l er th an  
th at  of th e  con d u cti n g  s h i e l d  i n s i d e  th e  wa l l s .  

Th e  H E M P  tes t co n ce p t for p h ys i ca l l y l arg e  b u i l d i n g s  re q u i res  e i th er th e  e xci ta ti o n  b y H P E M  
u l tra - wi d eb a n d  ( U W B ) ,  con ti n u ou s  wa ve ( CW )  s i g n a l s  s i m u l a ti n g  fi e l d s  o n  th e  exteri or of th e  
te s t o bj ect (s e e  th e  d i s cu s s i o n  of th e  vari ou s  te s t i n terface  l ocati on s  i n  F i g u re  A. 1 ).  F or th i s  
exci ta ti on ,  th e  m eas u re m en t of a  s u i ta b l e  i n tern a l  res p o n s e i n d u ced  b y th i s  extern a l  fi e l d  i s  
n e e d e d .  

 

Figure 4  – Conceptual  i l lustration  of the  HEMP test of a  bu i ld ing  

O n  th e  exteri o r of th e  bu i l d i n g ,  th e  ra d i a te d  or s i m u l a te d  H E M P  exci tati on  fi e l d  i s  expre s s e d  
b y th e  fo l l o wi n g  p a ram eters  ( s e e  I E C  6 1 0 0 0 - 2 - 9 ):  

– th e  i n ci d en t fi e l d  (p l u s  g rou n d - refl e cted  fi el d ,  i f an y)  wa veform  ch a racte ri s ti cs  (s u ch  as  i ts  
a m pl i tu d e ,  ri s e  ti m e,  a n d  fal l  t i m e);  

– th e  exci ta ti o n  fi e l d  p ol ari za ti on ;  

– th e  a m ou n t of th e  s ys tem  exteri or i l l u m i n ate d  b y th e  ra d i a te d  or s i m u l ated  fi e l d .  

D e ta i l s  of h o w th i s  e xtern a l  fi e l d  m a y b e  pro d u ce d  or a pp roxi m ated  a re  pres en ted  i n  5 . 2 .  
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D i ffe ren t typ es  of i n tern a l  res p on s e s  ca n  b e  ch os e n  to  d es cri b e  th e  s h i e l d i n g  of th e  faci l i ty 
en cl os u re .  Th es e  i n cl u d e  th e  i n tern al  E-  o r H-fi e l d s  or th e  i n d u ce d  vo l ta g e  a n d  cu rre n t o n  
i n tern a l  co n d u ctors .  C o n s eq u en tl y,  d i ffere n t m ea s u res  for th e  s h i e l d i n g  can  b e  g e n erated  for 
an y p arti cu l ar s ys tem .  M ore o ver,  th e  l oca ti o n  of th e  i n tern a l  obs ervati o n  p o i n t ca n  vary,  ag a i n  
g i vi n g  ri s e  to  wi d e  vari ati on s  of s h i e l d i n g  fi g u res  o f m eri t.  

4.2.3  Shel ters  and  sh ielded  rooms  

F or a  s h e l ter or a  s h i e l d ed  ro om ,  i t  i s  a s s u m ed  th a t th e  ra d i a te d  H E M P en vi ro n m en t i s  s ti l l  
be i n g  a p p l i e d  to  th e  exte ri or of th e  e n cl os u re  wh e re  th e  i n ci d e n t H E M P  fi e l d s  are  as s u m ed  to  
pro vi d e  th e  m ai n  exci ta ti o n  to  th e  s tru ctu re .  C on s e q u e n tl y,  th e  tes t con ce pts  for th es e  
en cl os u re s  are  s i m i l a r to  th os e  for l arg e  b u i l d i n g s .  Th es e  s m al l e r e n cl o s u res  ca n  a g a i n  b e  
ch aracteri ze d  b y e i th er 

– a  com pl ex- val u e d  fi e l d  tra n s fer fu n cti o n ,  or 

– a  s h i e l d i n g  effe cti ve n e s s .  

I t  s h o u l d  be  kep t i n  m i n d ,  h o we ve r,  th a t th ere  wi l l  a l s o  be  tra n s i e n t s i g n a l s  con d u cte d  i n to  th i s  
fa ci l i ty o n  co n d u cti n g  P o E s  s u ch  a s  p o wer l i n es  a n d  d a ta  l i n es ,  an d  th e s e  s h a l l  b e  a d d re s s e d  
sep ara te l y,  as  d i s cu s s e d  i n  I E C  6 1 0 0 0 - 5-3 .  

Th e  m ai n  d i ffe re n ce b etwe e n  l arg e  bu i l d i n g s  wi th o u t co n d u cti n g  s h i e l d e d  e n cl os u res  a n d  
s h e l ters  or s h i e l d ed  ro o m s  i s  th a t th e  H E M P  p rotecti o n  l e ve l s  p ro vi d e d  b y th es e  s m al l er 
en cl os u res  wi l l  b e  s i g n i fi can tl y h i g h e r,  s i n ce  th e y are  s p e ci fi ca l l y d es i g n e d  to  p ro vi d e  a  h i g h  
d e g ree  of s h i e l d i n g .  C o n s eq u en tl y,  th e  i n tern a l  s i g n a l  l e ve l s  a re  u s u a l l y s m al l er th a n  i n  th e  
cas e  of j u s t bu i l d i n g s .  T h i s  m akes  th e  m eas u re m en ts  m ore  s u s ce pti bl e  to  n o i s e.  I n  a d d i ti o n ,  
d u e  to  th e  s m a l l er s i ze,  th e  effe cts  of i n tern a l  ca vi ty res o n a n ces  wi l l  occu r at h i g h er 
fre q u e n ci es .  As  a  res u l t,  q u as i -s ta ti c s h i e l d i n g  co n ce p ts  are  ap p l i ca b l e  o ve r a  wi d er ra n g e  of 
freq u e n ci e s  for th es e  e n cl os u res  (s e e  I E C  6 1 0 0 0 - 5 -3 ).  

F i g u re  5  i l l u s trates  a  g e n eri c s h i e l d e d  ro om  wi th  s e ve ra l  P o E s  of th e  s h i e l d i n g  b arri e r 
i d e n ti fi e d .  

N O TE  P o we r a n d  s i g n a l  co n d u cti n g  p e n e tra ti o n s  a re  n o t  i l l u s tra te d ,  a s  th e y a re  co n s i d e re d  s e p a ra te l y i n  
I E C  6 1 0 0 0 -4 -2 5 .  

Ch a racte ri zi n g  th e  o ve ra l l  b a rri er s h i e l d i n g  b y a  fi e l d  tra n s fer fu n cti o n  T(ω ) ,  or b y s h i e l d i n g  
effecti ve n es s  SE,  p ro vi d es  a  g l o ba l  m ea s u re  o f th e  p e n e tra ti on  effects  from  al l  of th e  
pe n e tra ti o n  m ech a n i s m s  i n d i cate d  i n  F i g u re  5 .  Th at i s  to  s a y,  th e  i n tern a l  fi el d s  a ri s e  from  th e  
pe n etrati o n s  from  a l l  of th e  P o E s  taken  tog eth er,  a l o n g  wi th  th e  d i ffu s i on  th ro u g h  th e  m ate ri a l  
i n  th e  wa l l s  of th e  s h i e l d .  O th er m e as u rem en t tech n i q u e s  are  a vai l a bl e  for ch aracte ri zi n g  th e  
pro te cti on  pro vi d e d  b y th e  i n d i vi d u a l  p en etra ti o n s  (s u ch  as  th e  g as ket,  a i r  ve n t,  s h i e l d e d  
con d u i t,  etc. )  a n d  th es e  a re  d i s cu s s e d  i n  4 . 4 .  
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Figure 5  – I l lustration  of a  sh ielded  room  or enclosure exci ted  by HEMP fields  

4.2.4  Cabinets,  racks  and  boxes  

Th es e en cl os u re s  a re  typ i ca l l y l ocate d  wi th i n  a n  exi s ti n g  E M  b arri er,  wh i ch  s i g n i fi ca n tl y 
m od i fi e s  th e  e l ectrom ag n e ti c fi e l d  e n vi ron m en t exci ti n g  th e  s ys tem .  An  i n tern a l  b ox or a n  
eq u i pm en t cab i n et i s  exci te d  b y a  com bi n ati o n  of th e  i n tern a l  E M  fi e l d  p l u s  i n j ecte d  cu rre n ts  
on  ca b l e  s h i e l d s  com i n g  from  oth er e q u i pm en t th a t h a ve  a l s o  b e en  exci te d  b y th e  l oca l  fi el d s .  
Th i s  i s  i l l u s tra te d  i n  F i g u re  6 .  

 

Figure 6  – I l lustration  of equ ipment racks,  cabinets  and  box exci ted  
by in ternal  HEMP d isturbance  

Field illumination test 

F or tes ts  of th es e  e n cl o s u res  i n vo l vi n g  th e  E M  fi e l d s  i n s i d e  a  l a rg er en cl os u re ,  th e  pre vi o u s  
con ce pt of fi e l d  i l l u m i n a ti on  ca n  b e  a d o pte d  to  m e as u re  th e  g l o b a l  s h i e l d i n g  p ro vi d e d  b y th e  
eq u i pm en t.  As  b efore ,  th i s  s h i e l d i n g  m a y b e  ch ara cte ri ze d  b y 

– a  com pl ex- val u ed  fi e l d  tran s fer fu n cti o n ,  or 

– a  s h i e l d i n g  effecti ve n es s  of th e  en cl os u re .  

D u e  to  th e  s m a l l er s i ze  of th e s e  e n cl os u res ,  h o we ver,  d i ffi cu l ti es  i n  th i s  m eas u rem en t ca n  
ari s e  from  th e  d en s e  i n tern a l  packi n g  of i n tern a l  e l ectron i c com po n e n ts .  O fte n  th i s  m ake s  i t  
d i ffi cu l t to  l ocate  s u i ta b l e  E M  fi e l d  s en s ors  i n s i d e  th e  box.  F u rth erm ore,  b e ca u s e  th e  te s ti n g  i s  
con d u cte d  o n  th e  box or en cl os u re  s u rfa ce ,  th ere  are  l arg e  u n certa i n ti e s  i n  th e  
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ch ara cteri za ti o n  of th e  H E M P  fi e l d  e n vi ron m en t.  F i n a l l y,  th e  i n terco n n e cti o n  b e twe e n  th e  
vari o u s  e q u i pm en t i tem s  can  b e  rath er com pl ex,  a n d  i f a  s i n g l e  b ox or eq u i pm en t rack i s  
te s te d ,  i ts  m eas u re d  re s po n s e m a y be  con s i d e rab l y d i fferen t from  th at  fou n d  wh e n  i t  i s  
con n ecte d  to  th e  res t of th e  s ys tem .   

Shield transfer impedance  

An  a l tern ati ve  to  th e  fi e l d  tes ti n g  of b oxes  a n d  s m a l l  en cl os u re s  i s  to  u s e  th e  co n ce p t of a  
tra n s fer i m p ed a n ce of th e  e n cl os u re  (s e e  An n e x E ).  Th i s  i s  s i m i l ar to  th e  tre a tm en t of a  
s h i e l d e d  ca bl e  d i s cu s s e d  i n  5 . 3 ,  an d  i n vo l ves  tes ti n g  a t a  b ox l e ve l  i n terface  i n  th e  s ys tem .  I n  
th i s  cas e ,  a  cu rre n t I(t)  i s  i n j ecte d  on to  th e  s u rfa ce  of th e  box or ra ck,  a n d  a n  op e n - ci rcu i t  
vo l tag e  Voc(t)  o n  a  s u i tab l e  i n tern a l  s e n s e  wi re  i s  m eas u re d .  I n  th i s  fo rm  of te s ti n g ,  i t  i s  
i m porta n t to  e n s u re  th a t th e  i n j ected  cu rre n t fl o ws  o ver th e  exteri or of th e  box i n  th e  s am e 
wa y as  wh en  th e  b ox i s  con n ecte d  to  th e  res t of th e  s ys tem .  Th i s  i m p l i es  th a t th e  cu rre n t exi t  
p o i n t  ( th e  g ro u n d  con n ecti on )  h as  to  be  m ai n ta i n e d  s o  th a t th e  i n j ected  cu rre n t ca n  b e  
rem ove d  prop erl y.  

F i g u re  7  i l l u s tra te s  a  g e n era l  s h i e l d e d  en cl os u re  e xci te d  b y a n  extern a l  cu rren t i n j ecti o n .  J u s t  
i n s i d e  th e  s h e l l  at  p o i n ts  a  a n d  b,  a  s e n s e  wi re  i s  con n ecte d  to  th e  s h i e l d ,  an d  th e  op e n - ci rcu i t  
vo l tag e  Vo c i s  m eas u re d .  Th e  tra n s fer i m p ed a n ce of th i s  e n cl os u re  i s  a  com pl ex va l u e d  
q u a n ti ty,  d efi n e d  i n  term s  of th e  fre q u en c y d om a i n  s p ectra l  com po n en ts  as  

 ( ) ( )
( )ω
ω

ω
I

V
Z oc

t =  (3 )  

wh ere  

I(ω )  i s  th e  i n j ecte d  cu rren t,  a n d  

Vo c  (ω)  i s  th e  m eas u re d  o p e n - ci rcu i t  vo l ta g e  on  th e  s e n s e  wi re .  

Th i s  s h i e l d  tra n s fer i m pe d a n ce va l u e  vari es ,  d e p e n d i n g  o n  th e  l oca ti o n  of term i n a l s  i n s i d e  th e  
en cl os u re  for d e term i n i n g  th e  op e n - ci rcu i t vo l ta g e .  F o r a d e q u a te  s e n s i n g  of th e  s h i e l d i n g  
pro vi d ed  b y th e  e n ti re  en cl os u re ,  th e  vo l tag e  s en s e  p oi n ts  s h o u l d  b e  l oca ted  wi th i n  th e  
en cl os u re ,  n e ar th e  cu rre n t i n j e cti on  l oca ti o n s .  

 

Figure 7  – A general  sh ield  exci ted  by current i n jection  

Th e s h i e l d  tra n s fer i m pe d a n ce  i s  a  fu n cti o n  of th e  e l e ctri ca l  pro perti e s  of th e  s h i e l d i n g  
m ateri a l ,  as  wel l  as  th e  s h i e l d  d i m en s i on s  an d  th e  n a tu re  of a n y i m perfecti o n s  i n  th e  
en cl os u re  s u ch  as  s e am s ,  ap e rtu res ,  e tc.  I n  th e  s peci al  ca s e  of a  th i n  s ph eri ca l  s h i e l d  i n  
wh i ch  th ere  a re  n o  ap e rtu re  p e n e tra ti on s ,  i t  i s  pos s i b l e  to  ca l cu l ate  th e  H-fi e l d  s h i e l d i n g  
effecti ve n es s  SEH ,  g i ven  th e  s h i el d  tran s fer i m pe d a n ce a n d  th e  d . c.  res i s ta n ce  of th e  s h i e l d  
th ro u g h  th e  rel a ti o n s h i p :  
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wh ere  

a  i s  th e  ra d i u s  of a  th i n  s p h eri ca l  s h i e l d  ( i n  m );  

∆  i s  th e  th i ckn es s  of th e  s h i e l d  ( i n  m );  

γ  i s  th e  pro pa g ati o n  con s ta n t  i n  th e  s h i e l d i n g  m ateri a l ,  g i ven  b y γ  ≈ �푗푗푗푗;  

σ  i s  th e  e l ectri ca l  co n d u cti vi ty of th e  s h i e l d  m a teri a l  ( i n  S /m ) ;  

Zt  i s  th e  s h i e l d  tra n s fer i m p ed a n ce  ( i n  Ω /m );  

R′  i s  th e  p er u n i t  l e n g th  d . c.  res i s ta n ce  of th e  s h i e l d  ( i n  Ω /m ).  

4.3  Testing  of sh ielded  cables  and  connectors  

4.3. 1  General  

S h i e l d e d  ca b l es  are  fre q u e n tl y u s e d  to  tran s m i t  i n fo rm ati o n  b etwe e n  e q u i p m en t co n ta i n e d  
wi th i n  two p ro tecti ve  e n cl os u res .  As  s u ch ,  o n e  ca n  d e fi n e  two  d i s ti n ct tra n s m i s s i o n  l i n es :  a n  
e xtern a l  l i n e  h a vi n g  cu rre n ts  an d  ch a rg es  fl o wi n g  on  th e  e xteri or of th e  ca b l e ,  to g e th er wi th  a  
p oss i b l e  g rou n d - pl a n e  re tu rn ,  an d  an  i n te rn a l  l i n e  co n s i s ti n g  of th e  co n d u ctors  i n s i d e  th e  
s h i e l d .  H E M P  fi e l d s  ca n  exci te  th e  extern al  tran s m i s s i on  l i n e ,  a n d  i f th e  ca b l e  s h i e l d  i s  
i m perfect,  s om e of th e  e xtern al  cu rre n ts  a n d  ch a rg es  ca n  p en e tra te  th rou g h  th e  s h i e l d  a n d  
e xci te  th e  i n tern a l  l i n e .  Th i s  l e a d s  to  a n  u n wa n te d  res p o n s e  i n  th e  " prote cte d "  eq u i pm e n t.  I n  
4 . 3 ,  tes t  con ce p ts  for th i s  co u pl i n g  m ech a n i s m  are  exam i n e d .  

An n ex B  s u m m ari zes  i m porta n t as p ects  of th e  ch a racteri za ti on  of a  cab l e  s h i e l d .  Th i s  i n vo l ves  
two p aram eters :  th e  s h i e l d  tra n s fer i m p ed a n ce  a n d  th e  tra n s fer a d m i tta n ce .  F or m os t p racti ca l  
cab l e  s h i el d s ,  th e  tra n s fer i m pe d an ce i s  a  com p l ex va l u ed ,  fre q u e n c y- d e p en d en t fu n cti o n ,  
d escri b e d  b y re a l  a n d  i m a g i n ary p a rts ,  or e q u i va l e n tl y,  b y a  m ag n i tu d e  an d  p h as e  fu n cti o n .  
Th e tran s fer a d m i ttan ce ,  h o we ve r,  i s  pri m ari l y reacti ve ,  a n d  i s  effe cti ve l y m od e l l e d  b y a  
freq u e n c y i n d e p en d en t cap aci ta n ce .  

W h i l e  th e  tran s fer i m pe d a n ce i s  a  fu n cti o n  o f th e  s h i e l d  prop erti e s  on l y,  th e  tra n s fer 
a d m i ttan ce  d e pe n d s  o n  b oth  th e  s h i e l d  a n d  th e  co n fi g u ra ti o n  of th e  extern a l  tran s m i s s i on  l i n e .  
I t  i s  pos s i b l e ,  h o we ver,  to  p res e n t th e  m e as u re d  tra n s fer a d m i ttan ce  p aram eter i n  a n oth er 
form :  th a t of th e  s h i e l d i n g  l e a kag e p aram e ter,  wh i ch  i s  i n d e pe n d e n t of th e  e xtern a l  ci rcu i t.  
S u bcl a u s e  4 . 3 . 2  con s i d e rs  tes t m eth od s  for th e  tra n s fer i m ped a n ce a n d  a d m i tta n ce  q u a n ti ti es ,  
keep i n g  i n  m i n d  th a t th e  l atter q u a n ti ty d e p en d s  o n  th e  d eta i l s  of th e  exte rn a l  ci rcu i t,  s u ch  as  
th e  extern al  l i n e  h e i g h t,  wi re  ra d i u s ,  a n d  n a tu re  o f th e  l oca l  g ro u n d  pl a n e  n ear th e  ca bl e .  

4.3.2  Testing  of cable  sh ields  

4.3.2 .1  Determination  of the  transfer impedance  

Al th ou g h  th ere  are  s e vera l  d i ffe re n t  tes t co n fi g u ra ti o n s  for m eas u ri n g  th e  tran s fe r i m ped a n ce  
of a  cab l e  s h i e l d ,  th e y are  a l l  re l a ted  to  th e  b a s i c con fi g u rati o n  s h o wn  i n  F i g u re  8 .  An  extern a l  
vo l tag e  s o u rce  Vs  fee d s  th e  x =  0  e n d  of a  cab l e  s h i e l d  of l en g th  L  wh i ch  i s  con n e cte d  to  th e  
g ro u n d  ( i . e .  th e  refere n ce co n d u ctor)  th ro u g h  a  s h ort-ci rcu i t a t  th e  op p os i te  e n d  of th e  ca b l e .  
Th e  res i s ta n ce  Zs  at th e  s ou rce  l i m i ts  th e  cu rren t fl o wi n g  i n  th e  cab l e  exteri or.  

Th e  i n n er (coaxi a l )  con d u ctor of th e  s h i el d e d  ca b l e  i s  s h orte d  to  th e  s h i e l d  a t th e  x =  L  e n d  of 
th e  l i n e ,  a n d  th e  op e n -ci rcu i t vo l ta g e,  Vi ,  i s  m eas u red  at th e  x =  0  e n d .  U n d er th e  as s u m pti o n s  
th a t 

– th e  i n tern a l  an d  extern a l  tra n s m i s s i on  l i n e s  a re  e l ectri ca l l y s h ort (L  <<  λ) ,  a n d  
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– th at th ere  i s  n e g l i g i b l e  fi e l d  exci ta ti o n  of th e  i n n e r ca b l e  d u e  to  fi e l d s  e n te ri n g  th ro u g h  th e  
en d s  of th e  l i n e,  

th e  fre q u e n c y-d e pe n d e n t tra n s fer i m p ed a n ce of th i s  ca bl e  s h i e l d  ca n  b e  a p proxi m a te d  from  
E q u a ti o n  ( B . 8 )  as  

  ( ) ( ) ( ) Ω/m
L s

is

e

i'
t

'
t

'
t

V

VZ

LI

V
jXRZ ≈≈+= ωωω  (5 )  

wh e re  

Z′t  i s  th e  ca b l e  tra n s fer i m pe d a n ce ( i n  Ω/m );  

ω  i s  th e  a n g u l ar freq u en c y ( i n  2π ×  H z);  

Vi  i s  th e  o p en -ci rcu i t  vol tag e  o n  th e  i n tern al  con d u ctor;  

Ie  i s  th e  o p e n - ci rcu i t  cu rre n t on  th e  s h i e l d ;  

Vs  i s  th e  e xci ta ti o n  vo l ta g e  of th e  e xtern a l  ci rcu i t of th e  cab l e  s h i e l d  ( i n  V);  

L  i s  th e  l e n g th  of th e  s h i e l d  co n d u ctor ( i n  m );  

Zs  i s  th e  e ffecti ve  s o u rce  i m p e d a n ce  of th e  exte rn a l  vo l tag e  s o u rce  ( i n  Ω) .  

W h en  u s i n g  th es e  expre s s i on s ,  i t  i s  very i m porta n t to  e n s u re  th a t th e  l i n e  i s  e l ectri cal l y s h ort.  
As  th e  fre q u e n c y i n cre a s es ,  th e  cu rre n t d i s tri bu ti o n  o n  th e  exteri or ca b l e  b eg i n s  to  h a ve  
peri o d i c n u l l s  an d  p e a ks  d u e  to  refl e cti o n s  from  th e  s h orted  en d  of th e  l i n e.  M ore o ver,  th e re  
are  i n te rn a l  refl e cti on s  from  th e  s h ort on  th e  i n teri or ca b l e.  Th e s e  os ci l l a ti o n s  are  th e  ca u s e  of 
s i g n i fi ca n t  e rrors  i n  th e  m e as u rem en t of tra n s fer i m ped a n ce a t h i g h  freq u e n ci es .  

 

Figure 8  – Basic configuration  for transfer impedance  measurement  

F i g u re  8  i l l u s trates  th e  typ i ca l  freq u e n c y d o m a i n  be h a vi o u r of th e  m ea s u red  tra n s fer 
i m pe d a n ce for fou r d i ffere n t bra i d ed  ca b l es  h a vi n g  re as o n ab l y g oo d  s h i e l d i n g .  At  l o w 
freq u e n ci es ,  Z′t  i s  p ri m ari l y res i s ti ve,  wi th  a  va l u e  eq u a l  to  th e  pe r-u n i t- l e n g th  d . c.  res i s ta n ce  
of th e  s h i e l d .  At h i g h er freq u en ci e s ,  th e  fi el d  p e n e tra ti o n  th rou g h  th e  a p e rtu res  i n  th e  b ra i d  of 
th e  s h i e l d  be g i n s  to  affe ct th e  i n te rn a l  res p on s e a n d  th e  s h i e l d i n g  be h a vi o u r i s  s l i g h tl y 
d e g ra d e d .  Accom pa n yi n g  th i s  i n cre a s e  i n  tra n s fe r i m pe d an ce at h i g h  freq u e n ci es  i s  a n  
e l ectri ca l  p h a s e vari ati on  – a  q u a n ti ty th at  i t  i s  es s en ti a l  to  kn o w i f a n y d e ta i l ed  ca l cu l a ti o n s  
are  to  b e  p erform e d  u s i n g  th e  m eas u re d  Z′t.  
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a)  – Magn i tude  b)  – Phase  

N O TE  At h i g h  fre q u e n ci e s  th e  cu rve s  a re  p ro p o rti o n a l  to  √f ra th e r th a n  f,  wh i ch  i n d i ca te s  th a t  re s p o n s e s  a re  n ot  
we l l  re p re s e n te d  b y a  s i m p l e  i n d u cta n ce .  

Figure 9  – Measured  transfer impedance  magn i tude  and  phase of transfer impedance  
per un i t  l ength  for four braided  sh ield  cables  wi th  good  sh ield ing  properties  

4.3.2 .2  Determination  of the  transfer admittance  

Th e  e val u ati o n  of th e  tra n s fe r ad m i tta n ce  of th e  ca b l e  s h i e l d  u ti l i ze s  th e  g e n era l  tes t  
con fi g u rati o n  s h o wn  i n  F i g u re  1 0 .  Th i s  i s  s i m i l ar to  th e  con fi g u rati on  fo r th e  tran s fe r 
i m p e d a n ce  m e as u rem en ts ,  bu t wi th  d i ffere n t te rm i n a ti o n s  at  th e  ca b l e  e n d s .  U s i n g  E q u a ti o n  
(B . 9 ) ,  to g eth er wi th  th e  s am e as s u m pti o n s  as  for th e  tra n s fer i m p ed an ce ,  th e  tra n s fer 
a d m i ttan ce  of th e  s h i e l d  can  be  expre s s ed  as  

  S/m
1 '

e
'
i

s

i'
t SCCj

V

I

L
Y ω−≈−≈  (6 )  

wh ere  

Y′t  i s  th e  ca b l e  tra n s fer a d m i ttan ce  ( i n  S /m );  

Ii  i s  th e  i n tern a l  co n d u ctor cu rren t ( i n  A) ;  

Vs  i s  th e  exci ta ti o n  vo l ta g e  of th e  e xtern a l  ci rcu i t of th e  cab l e  s h i e l d  ( i n  V);  

L  i s  th e  l e n g th  of th e  ca bl e  ( i n  m ) ;  

ω  i s  th e  a n g u l a r freq u en c y ( i n  2π ×  H z) ;  

S  i s  th e  s h i e l d  l e akag e  p aram eter ( i n  m /F );  

C′i  i s  th e  i n tern a l  p er-u n i t- l e n g th  cap aci ta n ce  of th e  coaxi a l  ca bl e  ( i n  F /m );  

C′e  i s  th e  extern a l  p er- u n i t- l e n g th  cap a ci ta n ce  of th e  coaxi a l  ca bl e  ( i n  F /m ).  

Th u s ,  a  m ea s u rem e n t o f th e  i n tern a l  con d u ctor cu rre n t ari s i n g  from  th e  e xte rn a l  s o u rce  
vo l tag e  p ro vi d es  th e  tra n s fe r ad m i ttan ce .  U n d er th e  a p proxi m ati o n  th a t Y′t  i s  p u re l y re acti ve,  
th e  s h i el d  l e akag e p ara m eter ca n  be  d e te rm i n e d ,  i f th e  i n tern a l  a n d  extern a l  p er- u n i t- l e n g th  
cap a ci ta n ces  of th e  coa xi a l  cab l e  are  kn o wn .  Th e  para m eter S  i s  a  s i n g l e ,  rea l - va l u e d  n u m ber,  
a n d  d e p en d s  on l y on  th e  ch aracteri s ti cs  of th e  bra i d e d  ca b l e .  H e n ce ,  i t  i s  a  u s efu l  d e s cri ptor 
for ca b l e  s h i e l d s .  
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Figure 1 0  – Basic  configuration  for transfer admittance  measurement  

4.3.3  Testing  of cable  connectors  

Co n n ecto rs  on  s h i e l d e d  cab l e s  are  often  m ore  i m porta n t i n  d e te rm i n i n g  th e  o vera l l  s h i e l d i n g  
of th e  cab l e  s ys tem  th a n  i s  th e  ca b l e  s h i e l d .  Th i s  i s  b eca u s e  th e  co n n ector i n trod u ces  a n  
i n te rru p ti o n  to  th e  s h i e l d ,  a n d ,  as  s u ch ,  pres e n ts  an  i m perfecti on  i n  th e  s h i e l d i n g  to po l o g y.  
O n e  wa y to  re pres e n t  th e  effe cts  of th e  con n e ctor (a s  s e en  b y th e  i n tern a l ,  or s h i e l d e d ,  
tra n s m i s s i o n  l i n e  ci rcu i t)  i s  b y u s i n g  d i s crete  vo l ta g e  a n d  cu rre n t s ou rce s  a t th e  l ocati on  of th e  
con n e ctor.  Th e  s tre n g th s  of th e s e  s ou rces  are  re l ate d  to  th e  exte rn a l  cu rren t an d  vo l ta g e  on  
th e  con n ector m u l ti pl i e d  b y d i s cre te  tra n s fe r i m p e d a n ce a n d  a d m i tta n ce  p aram ete rs  
rep res e n ti n g  th e  con n e ctor,  m u ch  as  i n  th e  c as e  o f th e  d i s tri b u ted  cab l e  s h i e l d  p e n e trati on s .  

As  i n  th e  cas e  of a  b ra i d e d  s h i e l d ,  th e  l u m p e d  tra n s fer i m pe d a n ce of a  con n ector co n ta i n s  
bo th  a  re s i s ti ve  a n d  re a cti ve  p art,  a n d  th e  tra n s fer ad m i tta n ce  of a  co n n ector i s  pri m ari l y 
cap aci ti ve .  H o we ver,  ca b l e  co n n ectors  are  a l wa ys  d es i g n e d  s o  th at th ere  i s  ve ry s m a l l  E-fi el d  
pe n etrati o n  th ro u g h  th e  d e vi ce .  C o n s e q u e n tl y,  th e  tra n s fer a d m i tta n ce  effects  of th e  
con n e ctor are  a l m os t a l wa ys  m u ch  l o wer th a n  th e  effects  from  th e  tra n s fer i m p ed a n ce .  
U s u a l l y,  th e  l u m p ed  tra n s fer i m ped a n ce  pa ram ete r i s  th e  o n l y o n e  re q u i re d .  

Th e  tes t co n fi g u ra ti o n  for ca b l e  con n e ctors  i s  s i m i l ar to  th a t for th e  cab l e  s h i e l d  tra n s fe r 
i m pe d a n ce d i s cu s s e d  pre vi o u s l y.  F i g u re  1 1  i l l u s trates  th e  g e n era l  tes t co n fi g u ra ti o n  fo r s u ch  
m eas u rem en ts .  Th e  s am e re q u i rem en ts  for th e  tes t e q u i pm en t for th e  ca b l e  s h i e l d  tes t are  
req u i red  h ere ,  an d  th e  con s tru cti on  of th e  ou ter s h i e l d  s h al l  b e  s u ch  th a t i t  i s  a  m u ch  b ette r 
s h i e l d  th a n  th e  con n ecto r.  Th i s  i m p l i es  th a t a  s o l i d  s h i el d  i s  p refera b l e  to  a  bra i d e d  s h i e l d  for 
th i s  m eas u re m en t.  

 

Figure 1 1  – Test configuration  for transfer impedance  
measurement of a  cable  connector 

IEC  

I n te rn a l   
con d u cto r  

S h i e l d   
con d u cto r  

Ii  
O p e n  
ci rcu i t  

L  

X 

Vs  

0  

Re fe re n ce  
g ro u n d  p l a n e  

S h ort-  
ci rcu i t  

S h o rt-  
ci rcu i t  

IEC 

I nternal   
conductor 

Solid  shield   

 

Ie  
L  

X 

Vs  

0  

Reference 
ground  plane  

Short- 
circuit 

Short- 
circuit 

Vi  
Zs  

Connector 
(idealized)  

 

Copyright International  Electrotechnical  Commission  



I E C 6 1 0 0 0 - 4 - 2 3 : 2 0 1 6  © I E C  2 0 1 6  – 2 7  – 

G i ven  a  m eas u rem en t of th e  i n te rn a l  op e n - ci rcu i t vo l ta g e,  th e  tran s fer i m ped a n ce of th e  
con n ector i s  d e te rm i n e d  b y th e  e xpres s i o n  

 ( ) ( ) ( ) Ω
s

i
s

e

i
ttt

V

V
Z

I

V
jxRZ ≈≈+= ωωω  (7 )  

wh e re  

Vi  an d  Vs  h a ve  b e en  d e fi n e d  i n  4 . 3 . 2 . 1 ,   

Zt  i s  th e  tra n s fer i m pe d an ce  of th e  co n n ector ( i n  Ω) ,  an d  

Zs  i s  th e  i m pe d a n ce  of th e  e xtern al  ci rcu i t ( i n  Ω) .  

I t  s h o u l d  b e  n ote d  th at wh i l e  th e  l e n g th  of th e  cab l e ,  L ,  d o e s  n o t a p p e ar e xp l i ci tl y i n  th i s  
expre s s i on ,  i t  i s  n eces s a ry th at L  <<  λ.  Th u s  L  s h ou l d  be  as  s h ort as  p os s i b l e  to  m axi m i ze  th e  
freq u e n c y ra n g e  of va l i d i ty for th e  m eas u rem en ts .  

4.4 Testing  of sh ield ing  materials  

4.4. 1  General  

I m perfecti o n s  i n  th e  s h i e l d i n g  top o l o g y of a  s ys te m  can  ofte n  b e  protecte d  b y u s i n g  l oca l i ze d  
m eth o d s  s u ch  as  g as ke ts  (on  s ea m  or be twe e n  d oors  a n d  th e i r j am bs ),  co n d u cti n g  s h ee ts  or  
s cree n s  (co ve ri n g  ap e rtu res ) ,  an d  o th e r s pe ci al i ze d  m e as u res  l i ke  h o n e ycom b s  a n d  
wa ve g u i d es  b e yo n d  cu t-off.  C h aracteri zi n g  th e s e  pro te cti on  m eas u res  i s  l e s s  o b vi o u s  
beca u s e  th ei r b e h a vi o u r d e p e n d s  n ot o n l y on  th e i r i n d i vi d u a l  e l ectri ca l  co m pos i ti o n ,  b u t a l s o  
on  h o w th e  d e vi ces  are  con n ecte d  to  th e  s h i e l d i n g  to p ol o g y.  F or exa m pl e,  a  very l o n g  crack 
m i g h t b e  protecte d  b y fi l l i n g  i t  wi th  a  co n d u cti n g  m ate ri a l .  Th i s  co u l d  b e  effecti ve  i n  p ro te cti n g  
ag a i n s t cu rren ts  fl o wi n g  acros s  th e  crack:  th e  co n d u cti n g  m a teri a l  l e ts  th e  cu rre n t p as s  o ver 
th e  crack wi th ou t m u ch  d i s torti o n  a n d  th e  H-fi e l d  on  th e  s h i e l d e d  s i d e  i s  m i n i m i ze d .  H o we ver,  
for cu rre n ts  p a ra l l e l  to  th e  crack,  th e  pres e n ce or a bs e n ce  of th e  pro tecti ve  fi l l i n g  i s  
u n i m portan t.  Th e  cu rre n t i s  n ot s i g n i fi ca n tl y affecte d  b y th e  s l i t,  an d  a n y pro te cti on  ag a i n s t 
th i s  cu rre n t  com p on e n t i s  u n n eces s ary.  

I n  d es cri b i n g  tes ts  s u i ta b l e  for th es e  com po n en ts ,  th ere fore,  a n  a ttem pt i s  m ad e to  
ch aracteri ze  th e  i n tri n s i c s h i e l d i n g  p ro p e rty of th e  pro tecti on  d e vi ce ,  i n d ep e n d e n tl y of h o w i t  i s  
u s e d  i n  a  p arti cu l ar i n s tal l a ti on .  Th i s  m ea n s  th at a  parti cu l a r com p o n e n t m i g h t b e  cl as s i fi e d  as  
a  "g o od "  protecti ve  d e vi ce  i n  on e  i n s ta l l a ti o n ,  b u t d u e  to  th e  parti cu l ari ti es  of h o w i t  i s  u s e d  i n  
an o th er faci l i ty,  co n s i d ered  to  b e  a  " p oor"  com p on e n t i n  a n oth e r i n s ta l l a ti o n .  E va l u a ti n g  th e  
g l ob al  b eh a vi ou r of a  s ys tem ,  tog eth er wi th  a l l  of i ts  protecti o n  d e vi ces ,  i s  th e  rol e  of s ys tem  
l e ve l  te s ti n g ,  a  s u b j ect wh i ch  i s  be yo n d  th e  s co pe  of th i s  s ta n d ard .  

4.4.2  Conducting  gaskets  

F i g u re  1 2  s h o ws  s e vera l  con fi g u ra ti o n s  of a  con d u cti n g  g as ke t s ervi n g  as  a  H E M P  protecti o n  
d e vi ce .  Th e  b a s i c m e ch a n i s m  for pro tecti o n  i s  th a t th e  g as ket fo rm s a  co n d u cti n g  p ath  
be twe en  th e  two p arts  of th e  en cl os u re ;  th i s  keep s  cu rre n t an d  ch arg e  fro m  " l eaki n g "  i n to  th e  
i n s i d e  ( i . e .  i n to  th e  pro te cte d  re g i o n ) .  E ach  of th e  th re e  con fi g u rati on s  i n  th e  fi g u re  h a s  a  
d i ffere n t s h i e l d i n g  be h a vi ou r,  d u e  to  th e  d i ffere n ce s  i n  th e  g e om e try of th e  e n cl os u re  wa l l s  
th at  s u rro u n d  th e  g as ke t.  
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Figure 1 2  – Examples  of conducting  gaskets  used  as  HEMP protection  devices  

A s i m p l e  ye t g e n e ra l  ci rcu i t m od e l  for a  g as ke t s e a l  ca n  be  m ad e b y n o ti n g  th e  i m porta n t pa rts  
of th e  g e om etry i n  F i g u re  1 2 .  C u rren t fl o wi n g  from  on e  co n d u ctor to  a n oth er h as  to  p as s  
th ro u g h  th e  g as ke t a n d  th i s  wi l l  p re s e n t a n  e l ectri ca l  res i s ta n ce  to  th e  cu rren t.  S i m i l a rl y,  th e  
fl a t p l a tes  on  e i th er s i d e  of th e  g a s ket  a p pe ar l oca l l y as  a  ca p aci tan ce  th rou g h  wh i ch  a  
d i s p l a cem e n t cu rre n t  ca n  fl o w.  F i n a l l y,  th e  m e ta l  co n d u ctors  of th e  two  wa l l s  form  a n  
i n d u cta n ce  i n  th i s  ci rcu i t.  

F i g u re  1 3  s h o ws  th e  e q u i va l e n t ci rcu i t  re p res e n tati o n  of s u ch  a  g a s kete d  o p en i n g .  Th e  
res i s ta n ce  of th e  g a s ket  an d  th e  ca paci ta n ce  of th e  g as ke t o p en i n g  a p p ear i n  p ara l l e l ,  a n d  
th i s  com b i n ati o n  i s  i n  s e ri es  wi th  th e  i n d u cta n ces  repres en ti n g  th e  cu rren t pa th s  th rou g h  th e  
wa l l s  of th e  e n cl os u re .  S p eci fi c va l u es  fo r L  an d  C d ep e n d  on  th e  l oca l  g eom etry of th e  s e a l ,  
wh ereas  th e  va l u e  of R  d e p e n d s  on  bo th  th e  g e om e try a n d  o n  th e  i n tri n s i c e l e ctri cal  p rop erti es  
of th e  g as ke t m ateri a l .  

 

Figure 1 3  – Ci rcu i t  model  representing  the behaviour  
of a  conducting  gasket for HEMP protection  

Th e s e ci rcu i t va l u es  ca n  b e  m e as u re d  or ca l cu l ate d  u s i n g  s i m pl e  m od e l s  for th e  s p eci fi c 
sh a p e  a n d  g e om e try u n d er co n s i d erati o n  for a  g i ve n  prob l em .  F or ch aracte ri zi n g  th e  e l e ctri ca l  
pro p erti e s  of th e  g as ket m ate ri a l ,  h o we ve r,  m e as u rem e n ts  of e l e ctri cal  res i s ti vi ty of th e  g as ke t 
m a teri a l  ca n  b e  u s e d .  Th i s  q u a n ti ty i s  i n d e p en d e n t of th e  s u rro u n d i n g s  of th e  g as ket  a n d  c a n  
be  u s e d  to  ran k th e  effecti ve n es s  of on e  typ e  of g as ket wi th  a n o th er.  I t  s h ou l d  b e  n o ted ,  
h o we ver,  th at s u ch  g as ke ts  are  u s u a l l y m a d e  of fl e xi b l e  m ateri a l ,  a n d ,  th erefore ,  th e i r 
ch aracte ri s ti cs  a re  d ep e n d e n t o n  co n tact pres s u re  a s  i n  a l l  exam pl es  of F i g u re  1 2 .  Th e  a g e  of 
g as ke t m ateri a l s  i s  a l s o  a  factor.  

F i g u re  1 4  i l l u s tra tes  th e  m eas u re m en t con fi g u rati on  for th e  res i s ti vi ty.  Th i s  i s  th e  fo u r-
e l ectro d e  m e th od ,  a n d  i t  i s  s p eci a l l y d es i g n ed  s o  th a t m ea s u rem e n ts  of m ate ri a l s  wi th  very 
l o w res i s ti vi ti es  ca n  b e  m ad e .  F or th i s  m eas u re m en t,  a  b l ock of th e  g as ke t m ateri a l  i s  
san d wi ch e d  b e twe e n  two  e l ectro d es  m ad e from  cop p e r or a n o th er h i g h l y con d u cti n g  m ate ri a l .  
An  extern a l  d . c.  vo l ta g e  s ou rce  i s  co n n ecte d  acro s s  th e  two o u ter e l e ctrod es  a n d  a  cu rren t i s  
a l l o we d  to  p as s  th rou g h  th e  e l ectrod e .  Th e  re s u l ti n g  vo l tag e  d ro p  acros s  th e  s a m pl e  i s  
m eas u red  u s i n g  a  h i g h  i n p u t i m p e d a n ce vo l tm ete r,  s o  as  n o t to  d i s tu rb  th e  cu rre n t fl o w i n  th e  
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s am p l e .  W i th  th e s e  p ara m eters  m e as u re d ,  th e  d . c.  res i s ti vi ty of th e  s am pl e  m ateri a l  i s  g i ve n  
b y th e  expres s i o n :  

 
L

A

I

V

o

s
DC =ρ  Ω · m  (8 )  

wh ere  

ρD C  i s  th e  d . c.  res i s ti vi ty of th e  s am p l e  m ateri al  i n  (Ω · m );  

A  i s  th e  cros s -s ecti o n al  are a  of th e  g as ke t m ateri a l  ( i n  m 2 ) ;  

L  i s  th e  th i ckn es s  of th e  g a s ket s am p l e  ( i n  m );  

Io  i s  th e  cu rre n t  pas s i n g  th rou g h  th e  s am p l e  ( i n  A);  

Vs  i s  th e  vo l ta g e  d rop  a cros s  th e  s am pl e  ( i n  V) .  

 

Figure 1 4 –  Measurement configuration  for the  resistivi ty of a  sample  

S i m i l ar m e as u rem en ts  can  b e  m ad e  at h i g h er fre q u e n ci es  a n d  a  freq u en cy- d e p e n d e n t g as ke t  
i m pe d a n ce ca n  b e  m e a s u re d .  H o we ver,  th i s  q u a n ti ty i s  of l i m i te d  u s e ,  b e cau s e  i ts  freq u en c y 
vari a ti o n s  are  e as i l y co n fu s e d  wi th  th os e  of th e  g a s ket-m ou n ti n g  h ard ware  an d  s u rro u n d i n g s .  
Co n s e q u e n tl y,  th e  d . c.  re s i s ti vi ty i s  th e  m os t com m on l y u s e d  p aram ete r fo r ch aracte ri zi n g  th e  
g as ke t m ateri a l .  

4.4.3  Conducting  sheets  and  screens  

4.4.3. 1  General  

C on d u cti n g  s cre en s  or s h e e ts  of co n d u cti n g  m ateri a l  are  ofte n  u s e d  to  l i m i t th e  H E M P  
p e n e tra ti o n  th ro u g h  a p ertu res  i n  th e  s h i el d .  S u ch  p rotecti o n  d e vi ces  i n cl u d e  

– wi re  m es h  s cre en s ;  

– con d u cti ve  p ai n t coa ti n g s ;  

– vacu u m  m e ta l l i ze d  co ati n g s ;  

– fl am e /arc s pra ys ;  

– m etal l i c  fo i l s  l i n i n g  e q u i p m en t ba ys ;  

– m etal l i c  fi l l i n g s  a d d e d  to  p l as ti c en cl os u res .  
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As  i n  th e  cas e  of g as keti n g  m ateri al ,  i t  i s  p os s i b l e  to  ch a racteri ze  th e s e  pro tecti on  d e vi ces  
e i th er b y m ea s u rem en ts  of th e i r s h i e l d i n g  b eh a vi ou r as  i n s ta l l e d  i n  a  s peci fi c top o l og i ca l  
con fi g u ra ti o n ,  or b y a n  a l tern a te  m ea s u rem en t of s om e i n tri n s i c  e l ectri ca l  pro p erty of th e  
s h i e l d i n g  m ateri a l .  W h i l e  th i s  l a tter m e as u rem en t m a y n ot accu rate l y i n d i ca te  h o w th e  
pro te cti on  d e vi ce  wi l l  fu n cti o n  i n  an  arbi trary i n s ta l l ati on ,  i t  d o es  pro vi d e  a  u s efu l  tech n i q u e  for 
d i s ti n g u i s h i n g  b e twee n  o n e  protecti o n  m ate ri a l  a n d  a n oth er i n  a  s e l f-con s i s te n t m a n n e r.  T wo  
tes t co n ce p ts  for co n d u cti n g  ap ertu re  p ro tecti ve  d e vi ces  are  d i s cu s s e d  i n  4 . 4 . 3 . 2  an d  4 . 4 . 3 . 3 :  
on e  wh i ch  m e as u res  th e  res i s ti vi ty of th e  co n d u cti n g  m ateri a l ,  a n d  an oth er wh i ch  m ea s u res  
th e  s h i el d i n g  e ffecti ve n es s  of th e  m ate ri a l  u s e d  for s h i e l d i n g  u n d er co n tro l l e d  co n d i ti o n s .  

4.4.3.2  Measurement of material  resistivi ty 

Th e res i s ti vi ty of th e  m ateri a l  com pri s i n g  th e  p rotecti ve  co ver of a n  ap ertu re  i s  o n e  pa ram eter 
th at  m a y b e  u s e d  to  ch ara cteri ze  i ts  s h i e l d i n g .  As  i n  th e  ca s e  of th e  co n d u cti n g  g as ket 
d e s cri b ed  i n  4 . 4 . 2 ,  th e  res i s ti vi ty of a  co n d u cti n g  s h e et can  b e  d e term i n e d  u s i n g  th e  tes t 
con fi g u rati o n  s h o wn  i n  F i g u re  1 4 .  An  a l tern a ti ve  a p pro ach  i s  to  u s e  a  m e as u rem e n t tech n i q u e  
i n  wh i ch  th e  d . c.  res i s ti vi ty i s  m ea s u red  wi th  p ro b es  l ocate d  o n  th e  s u rface  of th e  s am pl e  as  
i n d i cate d  i n  F i g u re  1 5 .  

 

Figure 1 5 – Test concept for measuring  the  resistivi ty wi th  surface  probes  

I n  th i s  tes t,  a  con s ta n t d . c.  cu rren t s ou rce  Io  i s  con n ecte d  to  two e l ectrod e s  s ep a rate d  b y a  
d i s ta n ce  L  a n d  i n  g oo d  e l ectri ca l  co n tact wi th  a  b l ock of con d u cti n g  m a teri a l .  I n  res po n s e to  
th i s  cu rre n t,  a  vo l ta g e  Vs  i s  i n d u ce d  acros s  th e  two  e l ectro d es .  Th i s  vo l ta g e  m a y be  m eas u re d  
b y a  h i g h  i m pe d a n ce vo l tm eter a n d  th e  res i s ti vi ty i s  a g a i n  g i ven  b y th e  expres s i o n  i n  
E q u ati o n  ( 8 ).  Th e  s am e  exp res s i on  i s  u s e d  i n  th e  p res e n t  cas e ,  beca u s e  i t  i s  as s u m e d  th a t 
th e  b l ock i s  a  g o o d  co n d u ctor a n d  th e  cu rren t  te n d s  to  fl o w u n i form l y acros s  th e  cros s -
s ecti on a l  are a  A  of th e  m ate ri a l  from  o n e  el ectro d e  to  th e  oth er.  

I t  i s  i m porta n t to  n o te  th at th i s  m e a s u rem en t pro ced u re  i s  ap p l i ca b l e  o n l y a t l o w fre q u e n ci e s  
wh e re  th e  s ki n  d e pth  of th e  m ate ri a l  i n  q u es ti on  i s  very l arg e  com p ared  to  th e  th i ckn es s  of th e  
s am pl e.  I f th e  freq u en c y of th e  cu rre n t s ou rce  were  a l l o wed  to  i n cre as e,  th e  s ki n  d e p th  ( g i ve n  

b y 훿 = �휌 (휋휋푗)⁄ )  d ecre ase s  an d ,  at  s o m e po i n t,  b eg i n s  to  b e  co m para bl e  wi th  th e  th i ckn es s  of 
th e  m ateri a l  u n d er te s t.  At th i s  p o i n t,  th e  d e ta i l s  of th e  cu rre n t d i s tri bu ti on  i n  th e  co n d u cto r 
cros s - s e cti on  s h a l l  b e  taken  i n to  a cco u n t,  as  d i s cu s s ed  i n  An n ex E .  

As  n ote d  i n  An n ex E ,  both  th e  s u rfa ce  i m ped a n ce (re l a ti n g  th e  ta n g e n ti al  E-fi e l d  o u ts i d e  th e  
pro tecti ve  b arri e r to  th e  exci ta ti on  s u rface  cu rren t)  a n d  th e  tra n s fer i m pe d a n ce ( re l a ti n g  th e  
ta n g e n ti a l  E-fi e l d  i n s i d e  th e  protecti ve  b arri e r to  th e  exci tati o n  s u rface  cu rre n t)  m a y be  
ca l cu l ate d  (s e e  E q u a ti o n s  (E . 1 4 )  an d  ( E . 1 8 )),  o n ce  th e  m ate ri a l  res i s ti vi ty i s  kn own .  Th u s ,  th e  
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d . c.  m eas u rem e n t of th e  res i s ti vi ty can  b e  u s e d  to  i n fer th e  s h i el d i n g  pro p e rti es  of th e  m ate ri a l  
for h i g h er fre q u e n ci es .  

4.4.3.3  Sh ield ing  effectiveness  measurements  

A m ore  d i re ct a pp ro ach  for ch a racteri zi n g  th e  s h i el d i n g  b eh a vi o u r of a  wi re  m es h  or 
con d u cti n g  s cre en  i s  to  m eas u re  i ts  s h i e l d i n g  effecti ven es s  u n d er s ta n d a rd  co n d i ti o n s .  I t  i s  
we l l  kn o wn  th a t i n  th e  n e ar fi e l d  ( or e q u i va l e n tl y,  for l o w freq u en ci es ) ,  th e  e l e ctri c a n d  
m a g n e ti c fi e l d s  p e n e tra te  i n to  a  co n d u ctor d i ffere n tl y.  C on s e q u e n tl y,  a  s h i e l d  s h a l l  b e  
ch aracte ri ze d  i n  g en era l  b y two d i ffere n t s h i e l d i n g  effecti ve n es s  p aram eters .  F or fa r- fi e l d  
sh i e l d i n g ,  wh ere  th e  i n ci d e n t fi e l d  on  th e  s h i e l d  i s  a  pl a n e  wa ve ,  th e  two  s h i e l d i n g  
effecti ve n es s  va l u es  b ecom e e q u a l ,  a n d  th i s  s i n g l e  va l u e  m a y b e  u s e d  to  ch aracteri ze  th e  
pro tecti on .  

F i g u re  1 5  i l l u s trates  a  m eas u re m en t co n ce p t for th e  p l a n e- wa ve  s h i e l d i n g  effecti ve n es s  of 
s cree n s  a n d  s h e e ts .  F i g u re  1 5  a)  s h o ws  th e  i d e a l  s i tu a ti o n ,  i n  wh i ch  a  pl a n e  wa ve i s  i n ci d e n t 
u p o n  a n  i n fi n i te  s cre e n .  Th e  s h i e l d i n g  of th i s  s cree n  ca n  b e  ch ara cteri ze d  b y th e  fo l l o wi n g  
eq u ati on  ( s e e  E q u ati o n  ( 2 )):  

 d Blog20
in

out
1 0A 













=

A

A
SE  (9 )  

wh ere  

outA  rep re s e n ts  th e  pri n ci p a l  com pon e n t of th e  i n ci d e n t  fi el d  Ei n c (or Hi n c)  a t a n  obs erva ti o n  

p o i n t  wi th  th e  co n d u cti n g  s cre e n  rem ove d ;   

inA  i s  th e  s am e com po n e n t o f th e  fi e l d  th a t i s  tran s m i tted  th rou g h  th e  s cre e n :  Etr  ( or Htr) .  

Th e  res u l ti n g  s h i e l d i n g  effecti ve n es s  d e pe n d s  o n  th e  a n g l e  ψ  th at th e  i n ci d e n t fi e l d  m akes  
wi th  th e  n orm a l  to  th e  s h e e t.  N orm al l y,  th e  a n g l e  ψ  =  0 °  i s  ch os e n  for d efi n i n g  th e  s h i e l d i n g  
pro p erti e s  of th e  i n fi n i te  p l a n e.  

F or actu a l  m eas u rem en ts ,  th e  i d e al i ze d  co n fi g u rati on  of F i g u re  1 6 a )  ca n n o t b e  re a l i ze d ,  d u e  
to  th e  fact th at th e  s ou rce  pro d u ci n g  th e  i n ci d e n t fi e l d  i s  n o t of i n fi n i te  s i ze,  n or i s  i t  i n fi n i te l y 
far from  th e  s cree n .  M ore o ve r,  th e  s cree n  i s  n o t i n fi n i te l y l arg e .  Th i s  i m pl i e s  th a t th e  
m ea s u rem en ts  m ad e  u s i n g  th e  tes t co n fi g u ra ti o n  i n  F i g u re  1 6 b )  ca n  b e  d i ffe re n t  from  th os e  
exp ecte d  from  a  th eo re ti cal  trea tm en t of th e  i n fi n i te  p l a n e  g e om etry,  d u e  to  th e  fo l l owi n g  
effects :  

– th e  n on - p l an e - wa ve  n atu re  of th e  i n ci d e n t fi e l d s  from  th e  s o u rce ;  

– th e  ra d i a ti o n  p a ttern  from  th e  s ou rce;  

– d i ffracti o n  from  th e  e d g e s  of th e  s cre e n .  

To  m i n i m i ze  th i s  d i ffi cu l ty,  i t  i s  com m on  to  re q u i re  th e  fo l l o wi n g  con d i ti o n s  to  be  m ai n ta i n e d  i n  
th e  m e as u rem en t con fi g u rati on :  

– th e  s i ze  of th e  s cre e n  a  >>  λ ;  

–  th e  o bs erva ti o n  a n d  s ou rce  p os i ti o n s  do  a n d  ds  <  a ;  

– =  0 °  ( n orm al  i n ci d e n ce) .  

W i th  th e s e  as s u m p ti on s ,  an  a p proxi m ati on  to  th e  p l a n e - wa ve s h i e l d i n g  effecti ve n es s  of th e  
s cree n  i s  ob tai n ed  b y m aki n g  two  m eas u re m en ts  of th e  s e l ecte d  pri m ary fi e l d  com po n e n ts  at 
th e  o bs ervati on  l ocati on .  Th e  fi rs t m e as u rem e n t i s  wi th  th e  p l a te  rem o ved  an d  i s  d e n oted  as  

m
removedE  (or m

removedH ) .  Th e  s e con d  m eas u re m e n t i s  th e  s a m e fi e l d  com po n e n t wi th  th e  p l a te  
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i n  p l ace  i n  fro n t of th e  rad i ator,  a n d  i s  d e n o ted  a s   m
coveredE  (or m

coveredH ) .  Th e  s h i e l d i n g  

effecti ve n e s s  for th i s  co n fi g u ra ti o n  i s  th e n  e va l u ated  a s  

  dBlog20
m
covered

m
removed

1 0



















=
E

E

SE  (1 0 )  

  

a)  I deal i zation  b)  Experimental  real i zation  

Figure 1 6  – Concepts  for sh ield ing  effectiveness  measurement  
of conducting  sheets  and  screens  

As  a n  exam p l e  of th e  p l a n e- wa ve s h i el d i n g  effe cti ven es s  of a  p l ate  of d i fferen t m ateri a l ,  
F i g u re  1 7  pres en ts  ca l cu l a te d  d ata  for co p per,  a l u m i n i u m  an d  i ron  s h e ets ,  e ach  h a vi n g  a  
th i ckn es s  of 0 , 0 1  m m .  S i m i l ar res u l ts  are  exp ecte d  for m ateri a l s  h a vi n g  o th er co n d u cti vi ti e s .  

 

Figure 1 7  – Example  of the  calcu lated  plane-wave sh ield ing  effectiveness  
of a  0, 01  mm  th ick plate  of d i fferent material  as  a  function  of frequency 

4.4.4  Cut-off waveguides  and  honeycombs  

An o th er typ e  of H E M P  p ro tecti on  m e as u re  i s  to  u s e  o n e  or m ore  cu t-off wa veg u i d es  or 
h o n e ycom b  s tru ctu re s  i n  a  co n d u cti n g  wa l l ,  as  i l l u s trate d  i n  F i g u re  1 8 .  Th i s  p erm i ts  th e  e as y 
fl o w of a i r or oth er n o n - con d u cti n g  m a teri a l  i n  a n d  ou t of a n  e n cl os u re,  wh i l e  a t th e  s am e  ti m e  
p ro vi d i n g  l arg e  atte n u ati on  to  th e  E M  fi e l d  e n vi ro n m e n t.  Th e  tes t con ce pt for th i s  p en e tra ti o n  
p ro tecti on  m eth o d  i s  i d e n ti ca l  to  th a t for th e  con d u cti n g  m es h  o r s cre en  s h o wn  i n  F i g u re  1 5 .   
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) M a te ri a l  p a ra m e te rs :  
C u  :  σ  =  5 8  ×  1 0 6  S /m ,  mr  =  1  
Al  :  σ  =  3 8  ×  1 0 6  S /m ,  mr  =  1  
F e  :  σ  =  1 0  ×  1 0 6  S /m ,  mr  =  4 0 0  
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As  b efore ,  th e  wa ve g u i d es  or h o n e ycom b pro tecti o n  s h a l l  b e  l ocate d  i n  a  h i g h l y con d u cti n g  
wa l l ,  a n d  s h i e l d i n g  effe cti ve n e s s  m e as u rem e n ts  s h al l  b e  m ad e  wi th  a n d  wi th o u t th e  wa l l  
pre s e n t,  a s  d es cri b e d  i n  4 . 4 . 3 .  

 

Figure 1 8  – Cut-off wavegu ides  and  honeycomb used  as  protective elements  

4.5  Summary of test concepts  

A n u m b er of d i ffe ren t tes t co n ce pts  h a ve  b e en  pres e n te d  i n  Cl a u s e  4  for d i ffe re n t as pe cts  of 
s h i e l d e d  s ys tem s .  Tabl e  1  s u m m ari zes  th e  recom m e n d e d  tes t co n cep ts  for th e  d i ffere n t 
s ys tem  com po n e n ts .  I n  s e l ecti n g  th e  vari o u s  tes ts ,  i t  i s  i m porta n t to  rea l i ze  th at th e re  i s  n e ve r 
a  " b e s t"  tes t for a  s ys tem .  E a ch  te s t h as  i ts  s tro n g  p oi n ts  an d  i ts  fl a ws .  E ach  te s t h as  
u n certa i n ti es  an d  erro rs  i n  th e  res u l t,  for exam p l e  te s t o bj ect a n d  m eas u rem e n t e q u i pm en t 
i n te racti o n ,  tes t o bj ect va ri a b i l i ty,  u n i form i ty of fi e l d s ,  n o n - l i n e ar effe cts  an d  m eas u re m en t  
errors .  I n  s e l ecti n g  a  tes t,  th erefore,  th e  u s e r s h o u l d  carefu l l y co n s i d er th e  fol l o wi n g  
req u i rem en ts  for th e  pro p os e d  tes t:  

– wh y i s  th e  te s t  b e i n g  co n d u cte d ?  

– i s  th e  tes t rea l l y n e ce s s a ry?  

– wh a t i s  th e  exp ected  res u l t  from  th e  tes t?  

– wh at  i s  th e  re q u i re d  a ccu ra cy of th e  tes t res u l ts ?  

An s wers  to  th es e  q u e s ti o n s  wi l l  s e rve  to  p u t  th e  va ri o u s  tes t proced u res  i n to  b etter 
pe rs p ecti ve  a n d  wi l l  a l l o w th e  u s er to  s e l ect th e  pro p er tes t an d  m i n i m i ze  th e  cos t of th e  
tes ti n g .  
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Table  1  – Recommended  test  procedure  for d i fferent  test  objects  

Test object  

Test procedure  

Fu l l -  & 
reduced  
scale  

transien t 
i l l umina-

tion  

Fu l l -scale  
CW 

i l l umination  

TEM  cel l  
s imu lation  

Smal l  
s imu lator 
pu lse  

exci tation  

Local  
exci tation  
of PoEs  

Current 
i n jection  
testing  

Special i zed  
test 

fi xtu res  

Bu i ld ings  a  b  -  -  c  -  -  

Shielded  rooms  a  b  -  -  c  c  -  

Equ ipment 
enclosures  -  -  a  a  b  c  -  

Apertures  -  -  -  -  a  b  c  

Gaskets  and  
seams  -  -  -  -  b  a  c  

Cable  and  
condu i t  
characteri zation  

-  -  c  c  -  b  a  

a   Re co m m e n d e d  te s t  con ce p t( s ) .  

b   B a ck-u p  te s t  co n ce p t.  

c   Te s t  o f l a s t  re s o rt.  

 

5 Test methods  for measuring  the  shielding  effectiveness  of HEMP protection  
faci l i ties  

5.1  General  

B e ca u s e  of th e  d i vers e  wa ys  to  s i m u l a te  th e  effects  of H E M P  o n  a  s ys tem ,  th ere  i s  a  wi d e  
vari e ty of fa ci l i ti e s ,  e q u i pm en t co n fi g u ra ti o n s ,  a n d  proce d u res  th at ca n  b e  u s e d  to  perfo rm  
tes ts  o n  protecti on  d e vi ces .  C l au s e  5  s u m m a ri ze s  tes t proced u res  for each  of th e  tes t 
con ce p ts  pre s e n te d  i n  C l a u s e  4 .  

5.2  Electromagnetic  field  testing  

5.2. 1  General  

As  n ote d  i n  th e  i n teracti on  s e q u en ce d i ag ram  of F i g u re  A. 1 ,  te s ti n g  ca n  b e  d on e  e i th e r b y 
g e n era ti n g  th e  e xci ta ti o n  E-  a n d  H- fi el d s  at a  tes ti n g  i n terface  wi th i n  th e  s ys tem ,  or b y 
s i m u l ati n g  th e  effects  of th es e  fi e l d s  i n teracti n g  wi th  th e  s ys te m  b a rri ers  b y i n j e cti n g  
ap prop ri a te  cu rren t an d  ch arg e  o n  th e  s u rfaces .  S u bcl a u s e  5. 2  d i s cu s s es  s i m u l a ti on  m e th od s  
for th e  fi e l d  exci tati o n  of th e  s ys tem  u n d er tes t.  

5.2.2  Pu lse fi eld  testing  

5.2.2 .1  Fu l l -scale  system  i l l umination  

F u l l -s ca l e  p u l s e  tes ti n g  i s  m os t s u i tab l e  for p erform i n g  a  h i g h -co n fi d en ce ,  s ys tem -l e ve l  
as s e s s m e n t.  B e ca u s e  i t  i s  ca pa b l e  of pro vi d i n g  m u ch  m ore  i n form ati o n  a b ou t th e  s ys tem  
res p o n s e to  H E M P ,  i t  i s  s el d om  u s ed  to  e va l u ate  o n l y th e  s h i e l d i n g  be h a vi o u r of a  s i n g l e  
pro te cti ve  e l e m en t of th e  s ys tem ,  s u ch  as  th e  o u te r s h i e l d i n g  barri e r.   

Th e  i n ci d e n t H E M P  fi e l d s  are  typ i ca l l y pro d u ced  b y a  ca p aci ti ve  d i s ch arg e  M ARX g e n e ra tor 
wh i ch  s tores  e n erg y i n  ca p aci tor b a n ks  over a  pe ri od  of s evera l  m i n u tes  a n d  th e n  d i s ch arg e s  
th e  en erg y i n  a  ti m e of th e  ord er of s e vera l  n an os eco n d s  i n to  a  ph ys i ca l l y l arg e  ra d i ati n g  
s tru ctu re  (typ i ca l  d i m en s i on s  be i n g  of th e  ord er of 50  m  to  1 0 0  m ).  Th e  ra d i ati n g  s tru ctu re  can  
be h a ve l i ke  a  wa veg u i d e  to  con d u ct th e  fi e l d s  to  th e  tes t o bj ect,  or i t  can  b eh a ve l i ke  a n  
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an ten n a  ra d i a ti n g  i n  fre e  s pace.  I n  e i th er cas e ,  th e  tes t o bj ect i s  i l l u m i n a te d  b y a  tra n s i en t 
H E M P  fi e l d  a n d  i t  res p on d s  i n  th e  a p pro pri ate  m an n er.  T yp i ca l l y,  th e  tes t o b j e ct s h o u l d  n o t b e  
g re a ter th an  o n e -th i rd  to  h a l f th e  h ei g h t of th e  worki n g  vo l u m e of th e  s i m u l a tor s o  as  to  
m i n i m i ze  th e  p l a te  i n tera cti on  a n d  to  b etter a p p roxi m ate  fre e- s p ace  co n d i ti o n s .  F i g u re  1 9  
i l l u s tra te s  s e vera l  exam p l e  typ es  of fu l l -s ca l e  s i m u l ators .  Al te rn a ti ve  typ es  of s i m u l ators  
h a vi n g  d i ffere n t pro pe rti e s  ca n  a l s o  be  con s i d e re d .  
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a)  Vertical l y pol arized ,  bounded-wave  s imu lator 

 
b)  Al ternate  configuration  for a  vertical l y polarized ,  bounded-wave  s imu lator 

 
c)  Hori zon tal l y polarized  rad iating  simu lator 
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d)  Verti cal l y polarized  rad iating  s imu lator 

 
e)  Ai rborne  horizontal l y pol arized  rad i ating  simu lator 

Figure 1 9  – Examples  of fu l l -scale,  pu lse-rad iating  HEMP simulators  

Test set-up 

F i g u re  1 9 b )  i l l u s trates  th e  typ i ca l  te s t s et-u p  for th i s  typ e  of H E M P  tes ti n g .  Th e  tes t obj ect i s  
l oca te d  i n  th e  " worki n g  vo l u m e "  of th e  s i m u l ator.  A refere n ce  fi e l d  s e n s or i s  l ocate d  i n  th e  
worki n g  vo l u m e at a  l oca ti o n  wh ere  i t  wi l l  n ot b e  s e ve re l y a ffecte d  b y th e  s ca tte re d  fi e l d s  from  
th e  tes t o bj ect.  (Th e  m an u factu re r of th e  faci l i ty wi l l  u s u a l l y pro vi d e  i n form ati o n  a s  to  th e  
op ti m u m  l ocati on s  of th e  worki n g  vo l u m e an d  referen ce  s e n s or. )  

Th e  te s t obj ect i s  i n s tru m en te d  a ccord i n g  to  th e  g o a l s  of th e  parti cu l a r tes t.  Th i s  i n vo l ves  
p l aci n g  E-  or H-fi e l d  prob es ,  cu rre n t prob es  or vo l tag e  prob es  at pre- s e l ected  p o i n ts  wi th i n  th e  
s ys tem ,  a n d  con n ecti n g  th es e  to  th e  d a ta  acq u i s i ti o n  com pu ter b y m ean s  of th e  n on -
con d u cti n g  fi bre  o pti c ca b l es .  D e p e n d i n g  on  th e  tes t o bj e cti ve,  th e  tes t o bj ect co n fi g u rati on  
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m a y i n vo l ve  co n n ecti on s  to  th e  po we r m ai n s  a n d  to  o th er co n n e cte d  e q u i p m en t,  wh i ch  ca n  
affe ct th e  tes t res u l ts .  

Co n tro l  of th e  p u l s er a n d  th e  d a ta  a cq u i s i ti o n  s ys te m  i s  carri ed  ou t i n  a n  eq u i p m en t room  
wh i ch  i s  l oca te d  u n d e r o r n e ar th e  s i m u l ator s tru ctu re.  I t  s h o u l d  be  d e s i g n e d  s o  th at i t  d o es  
n o t i n terfe re  wi th  th e  s i m u l a tor fi e l d s ,  an d  i t  i s  u s u a l l y s h i e l d e d  s o  th a t th e  s i m u l ati o n  fi e l d s  d o  
n o t a d vers e l y affect th e  d a ta  record i n g  a n d  p roces s i n g  e q u i pm e n t.  

Test equipment 

As i d e  from  th e  b as i c  s i m u l ator faci l i ty n ee d e d  to  s i m u l a te  th e  H E M P  e n vi ro n m en t,  th e  
fol l o wi n g  typ e s  of e q u i pm en t are  n ee d ed  for th i s  type  of te s ti n g :  

– E-  a n d  H-fi e l d  re feren ce  s e n s ors  for m eas u ri n g  th e  tra n s i en t e xci tati o n  s i m u l a tor fi e l d s ;  

– E-  a n d  H-fi e l d  s e n s ors  fo r m eas u ri n g  fi e l d s  wi th i n  th e  s ys tem  u n d e r tes t;  

– cu rren t a n d  vo l ta g e  s e n s ors  fo r m eas u ri n g  i n te rn a l  wi re  re s p o n s es ;  

– ca l i brati o n  eq u i p m en t for a l l  s e n s ors ;  

– fi b er o pti c tra n s m i tters ,  re ce i vers  a n d  cab l e  for d a ta  extracti on ;  

– tra n s i e n t d i g i ti zers  for e a ch  d ata  ch a n n e l  (ri s e  ti m e  of 1  n s );  

– d a ta  acq u i s i ti on  com p u te r a n d  m as s  s tora g e  m ed i u m ;  

– d a ta  p roces s i n g  com pu te r a n d  p l o t ca pa b i l i ty.  

D e ta i l s  of th es e  e q u i pm e n t i tem s  a re  pro vi d ed  i n  An n ex C.  

Test procedure 

Th i s  i s  a  tra n s i en t te s t:  th e  p u l s er i s  fi red  a n d  th e  tran s i en t res po n s e  of th e  s ys tem  i s  
m ea s u red  wi th  th e  wa veform  d i g i ti zi n g  eq u i pm e n t.  I f th i s  te s t i s  u s ed  to  ch aracteri ze  th e  fi rs t 
l a yer of s h i el d i n g  of th e  s ys te m ,  as  d efi n e d  i n  An n ex A an d  i n  C l a u s e  4 ,  i t  i s  n eces s a ry to  
con vert th e  m ea s u red  tran s i e n t res p o n s es  i n to  th e  fre q u e n c y d om a i n  to  e va l u ate  th e  s ys te m  
tra n s fer fu n cti o n  T(ω)  or th e  s h i el d i n g  effecti ve n es s ,  SE.  F i g u re  2 0  s u m m ari zes  th e  s teps  i n  
th i s  tes t  proced u re.  I t  s h o u l d  b e  n o te d  th a t a fter th e  re s p on s e ra ti o  R(ω)/F(ω)  h as  b e en  
com pu te d ,  correcti on s  to  th e  tra n s fer fu n cti o n  m ay b e  n e ed e d .  Th i s  s i tu ati on  ari s e s  wh en  th e  
d es i g n  of th e  s i m u l ator i s  s u ch  th a t th e  s p ectru m  F(ω)  h as  a  very s m a l l  va l u e  a t certa i n  
freq u e n ci es .  At th es e  fre q u e n ci es ,  th e  res p on s e R(ω)  i s  d om i n a ted  b y n o i s e  a n d  th e  ra ti o  ca n  
h a ve  a  l a rg e  ps eu d o-re s on a n ce .  
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Figure 20  – Test procedure for the  pu lse  test  

I t  i s  i m po rta n t to  re a l i ze  th a t H E M P  ca n  a rri ve  wi th  d i ffere n t a n g l e s  of i n ci d en ce rel a ti ve  to  th e  
te s t o bj ect.  Th e refore ,  th e  te s t proce d u re  i n  F i g u re  2 0  s h o u l d  be  carri ed  ou t for d i ffere n t 
po l ari za ti on s  of th e  exci ta ti o n  fi e l d  ( i f p erm i tted  b y th e  s i m u l a tor)  an d  wi th  d i ffere n t  
ori e n ta ti o n s  of th e  tes t o bj ect.  

5.2.2 .2  Smal l  HEMP simulators  

Sm al l er vers i o n s  of th e  fu l l -s cal e  tra n s i e n t H E M P  fi e l d  s i m u l a tors  d i s cu s s ed  i n  5. 2 . 2 . 1  are  
ofte n  fo u n d  i n  u n i vers i ty l ab oratori es ,  res e a rch  o rg a n i za ti on s  a n d  m a n u fa ctu ri n g  com pa n i es .  
Th es e  s i m u l a tors  are  s i m i l ar to  th e i r l arg er co u n terp arts ,  wi th  th e  exce p ti o n  th a t en ti re  
s ys te m s  can n ot b e  tes te d ,  d u e  to  th e  s m a l l  wo rki n g  vo l u m e .  U s u a l l y,  th es e  s i m u l a tors  are  
u s e d  to  tes t i n d i vi d u a l  b o xes ,  s m al l  ca b i n ets  or ca b l es .  

Th e  s m a l l  s i ze  of th es e  s i m u l ators  pro vi d es  a  b e n efi t  i n  th a t th e  ri s e  ti m es  of th e  fi e l d s  are  
u s u a l l y fas ter th a n  i n  th e  l a rg er,  fu l l -s ca l e  s i m u l ators .  H o we ve r,  th e  p e a k vol tag e s  of th e  
pu l s er,  an d  co n s eq u en tl y th e  p e ak E-  an d  H-fi e l d  s tre n g th s ,  a re  l i m i te d  b y th e  d i e l ectri c  
bre akd o wn  ch aracte ri s ti cs  of th e  a i r n e ar th e  fee d i n g  s ecti on .  

Th e  tes t e q u i pm en t,  tes t  s e t- u p  a n d  proce d u res  fo r th es e  s m al l - s ca l e  s i m u l ators  are  th e  s am e 
as  i n d i cate d  i n  5. 2 . 2 . 1 .  

5.2.2 .3  Reduced-scale  system  i l lumination  

A s o l i d  s ta te  h yp erb an d  g e n e ra tor co n n ecte d  to  a  fu l l  I RA,  a d ap ted  h a l f I RA or a n o th er 50  Ω  
d i recte d  a n ten n a  re pres e n ts  a  red u ced - s ca l e  s ys tem  i l l u m i n ati on  m eth od  wi th  ch aracteri s ti cs  
accord i n g  to  5 . 2 . 2 . 2 .  S u ch  a  m ed i u m  po wer pu l s e  s ou rce  i s  e as i l y tran s p o rta b l e  to  a  tes t s i te  
an d  h as  a  fi e l d  s tren g th  wh i ch  i s  d etecta b l e  wi th i n  th e  s h i e l d i n g  e n cl os u re  wi th  a  h i g h  
pro b ab i l i ty.   

W i th  th e  exce pti o n  of th e  s i g n a l  s o u rce  th e  tes t e q u i pm e n t,  tes t  s e t- u p  a n d  proced u res  fo r 
th es e  red u ce d - s ca l e  s i m u l a tors  a re  th e  s a m e as  i n d i ca te d  i n  5. 2 . 2 . 1 .  
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M e a s u re  re fe re n ce  
fi e l d  F(t)  

(Ere f  o r Hre f)  
M e a s u re  i n te rn a l  

re s p o n s e  R(t)  

 

C o m p u te  s p e ctru m  R(ω)  
b y F o u ri e r tra n s form  

 

C om p u te  s p e ctru m  F(ω)  
u s i n g  F o u ri e r tra n s fo rm  

 

Co m p u te  ra ti o   
R(ω)  F(ω)  

 

C o rre ct  s p e ctru m  

O u tp u t  tra n s fe r 
fu n cti on  

O u tp u t  a s  
SE  
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5.2.3  CW field  testing  

5.2.3.1  General  

An  a l tern a ti ve  to  p u l s e  tes ti n g  i s  to  m ake th e  m eas u rem en ts  i n  th e  fre q u e n c y d om ai n .  S u ch  
te s ts  are  s i g n i fi ca n tl y l e s s  e xpe n s i ve  th a n  th e  tra n s i en t tes ts ,  d u e  to  th e  rel ati ve l y i n exp e n s i ve  
eq u i pm e n t i n vo l ve d .  M oreo ver,  beca u s e  i t  i s  p os s i bl e  to  d we l l  o n  e a ch  fre q u e n c y for a  l o n g  
ti m e,  th i s  tes t m eth od  can  b e  u s e d  fo r h i g h l y s h i e l d e d  s ys tem s  i n  wh i ch  pu l s e  tes ti n g  i s  
i n effi ci en t d u e  to  th e  l o w s i g n a l  s tre n g th .  

5.2.3.2  Global  i l lumination  wi th  active radiators  

A typ i ca l  te s t co n fi g u ra ti on  for a  CW  tes t i s  s h o wn  i n  F i g u re  2 1 .  Th i s  fi g u re  s h o ws  th e  faci l i ty 
be i n g  tes te d ,  th e  CW  an te n n a ,  th e  m eas u rem e n t e q u i pm en t en cl os u re  a n d  as s oci ated  ca b l e  
con n ecti on s .  Th e  m eas u ri n g  e q u i pm e n t i s  l oca te d  o n  th e  g ro u n d  n e ar th e  fa ci l i ty.  B e ca u s e  
th i s  i s  a  fi e l d  i l l u m i n a ti o n  tes t,  i t  i s  i m p orta n t to  h a ve  th e  CW  rad i ati n g  a n te n n a  l oca te d  a t l ea s t 
se vera l  wa ve l e n g th s  fro m  th e  faci l i ty s o  th a t th e  i l l u m i n a ti n g  fi el d  a p pe ars  a s  a  p l a n e  wa ve .  

 

Figure 21  – Typical  configuration  of a  CW test faci l i ty  

Test set-up 

F i g u re  2 2  i l l u s trates  th e  d e tai l s  of th e  CW  m eas u rem en t s e t- u p .  Th e  h e art  of th e  s ys te m  i s  a  
n e twork an a l ys er,  wh i ch  h as  th e  ca p ab i l i ty of m eas u ri n g  two res p on s e s  s i m u l ta n e o u s l y:  a  
referen ce  ch a n n e l  a n d  ch a n n e l  A,  wh i ch  i s  th e  d es i re d  s ys tem  res p o n s e .  Th e  n e two rk 
an a l ys er i s  con tro l l e d  b y a  p ers o n a l  com pu ter (P C ).  B o th  p i ece s  of e q u i pm e n t s h o u l d  b e  
l oca te d  i n  a  s h i e l d e d  reg i on ,  we l l  a wa y from  th e  ra d i a te d  fi e l d  prod u ced  b y th e  i n ci d e n t fi e l d  of 
th e  CW  a n te n n a.  

As s oci a te d  wi th  th e  m eas u rem en t com pu te r i s  a  d a ta  a n a l ys i s  com p u te r.  Th i s  a n a l ys i s  
fu n cti o n  ca n  b e  co n ta i n e d  wi th i n  th e  m eas u rem en t com pu te r i ts e l f,  or i t  ca n  b e  p erform e d  b y a  
se p arate  com pu te r,  l i n ke d  d i rectl y to  th e  m eas u re m en t com pu ter.  
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B a l u n  

Re s i s ti ve l y  
l oa d e d  wi re  

D i e l e ctri c  p ol e  

S h i e l d e d  fa ci l i ty  

I n te rn a l  ca b l e  

C u rre n t p ro b e  

Re fe re n ce  
fi e l d  s e n s o r  P o we r 

a m p l i fi e r  

N e twork a l a ys e r a n d  
m e a s u re m e n t  e q u i p m e n t  
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Figure 22  – Example  CW measurement set-up  

Th e  extern a l  fi e l d /cu rre n t  s en s ors  for th e  refe re n ce a n d  th e  m eas u rem e n t ch a n n e l s  s h o u l d  n ot  
vi ol a te  th e  s h i e l d  to po l og y s u rro u n d i n g  th e  m eas u rem en t e q u i pm en t.  A com m on  wa y of 
en s u ri n g  th a t th e  s h i e l d i n g  i s  m a i n ta i n ed  i s  to  u s e  fi bre  o pti c l i n ks  for b o th  of th es e  ch a n n e l s .  
Th i s  re q u i re s  a  co n vers i on  of th e  e l ectri ca l  s i g n a l s  at th e  s e n s o rs  to  o pti ca l  s i g n a l s  b y m ea n s  
of a  fi bre  op ti cs  tra n s m i tter,  th e  tra n s m i s s i o n  of th e  o pti ca l  s i g n a l s  vi a  a n  op ti cal  ca b l e ,  an d  
th e  re co n s ti tu ti o n  of th e  e l ectri ca l  s i g n a l  wi th i n  th e  e q u i p m en t e n cl os u re  b y a  fi bre  o pti cs  
rece i ve r.  

Th e  n e twork an a l ys e r p ro vi d es  a n  o u tp u t RF  s i g n a l  wh i ch  i s  s we p t o ver th e  freq u en c y ra n g e  
of i n te res t.  Th i s  s i g n a l  i s  tra n s m i tte d  vi a  a  5 0  Ω  co a xi a l  ca b l e  to  an  RF  p o we r am pl i fi er,  wh i ch  
bo os ts  th e  s i g n a l  l e ve l  a n d  th e n  fe e d s  i t  to  a  s peci a l l y d es i g n e d  a n te n n a  to  rad i ate  th e  s i g n a l .  

Th e  co axi a l  ca b l e  s h i e l d  s h o u l d  b e  e l ectri ca l l y b o n d e d  to  th e  s h i e l d e d  e q u i pm en t en cl os u re  at  
th e  p en e tra ti o n  p o i n t to  i s o l a te  th e  exte rn al  a n d  i n tern a l  re g i on s ,  as  i n d i cate d  i n  F i g u re  2 2 .  I n  
ad d i ti o n ,  ferri te  be a d  a tten u ators  ca n  be  l oca te d  at a b ou t 3 0  cm  i n terval s  a l o n g  th e  ca b l e  to  
h e l p  m i n i m i ze  th e  u n wa n te d  e xtern a l  fi el d  cou p l i n g  an d  pro p ag a ti o n  a l on g  th e  ca b l e.  An  
a l tern a ti ve  to  th e  u s e  o f a  h ard - wi re d  con n ecti on  b etwe e n  th e  n etwo rk an a l ys er a n d  th e  
am pl i fi er i s  to  u s e  a  fi b re  op ti cs  l i n k,  as  i l l u s tra te d  i n  F i g u re  2 2 .  

Test equipment 

F or th i s  tes t,  th e  fo l l o wi n g  typ es  of e q u i pm en t are  n e ed e d :  

– CW  ra d i a ti n g  a n ten n a;  

– po we r am pl i fi e r;  

– n e twork a n a l ys er;  

– re feren ce  a n d  re s p o n s e s en s ors ;  

– fi b er o pti cs  tran s m i s s i on  s ys tem ;  

– d a ta  acq u i s i ti on  com pu te r a n d  m as s  s tora g e  m e d i u m ;  

– d a ta  proces s i n g  com p u te r a n d  p l o t ca pa b i l i ty.  

P erti n e n t d e tai l s  of th i s  e q u i pm en t are  d i s cu s s e d  i n  An n e x D .  

Test procedure 
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E xte rn a l  re fe re n ce  
s e n s o r  

F i b re  o p ti cs  l i n k  

F i b re  o p ti cs  l i n k  

F i b re  o p ti cs  
tra n s m i tte r  

F i b re  o p ti cs  
re ce i v e r  
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re ce i v e r  

N e t wo rk 
a n a l ys e r  

D a ta  a cq u i s i ti o n  
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O ff- l i n e  
s to ra g e  ( ta p e )  

D a ta  p ro ce s s i n g  
co m p u te r  
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S h i e l d e d  e n cl o s u re  

A 

Re f 

E l e ctri ca l  
b o n d  

O u t  

C o a xi a l  ca b l e  
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To  e n s u re  th a t th e  CW  tes t i s  co n d u cte d  pro perl y,  a  s eri e s  of s te p s  s h o u l d  b e  p e rform e d  i n  
s etti n g  u p  th e  m eas u re m e n t e q u i pm en t a n d  co n d u cti n g  th e  m e as u rem en ts .  As  s h o wn  i n  
F i g u re  2 3 ,  th es e  proced u res  co n s i s t of acti vi ti es  th a t p e rta i n  d i rectl y to  th e  con d u ct of th e  tes t  
( l ab e l l e d  as  "CW  tes t a cti vi ty" ).  Th e  oth e r a n a l ys i s  s u p p ort tas ks  (d e n ote d  as  " CW  d ata  
proce s s i n g  acti vi ty" )  s erve  to  en s u re  th at th e  te s t co n fi g u ra ti o n  i s  corre ct a n d  th at th e  tes t 
d a ta  are  of s u ffi ci e n t q u a l i ty for th e  d ata  a n al ys i s ,  a n d  fi n a l l y to  p erform  th e  d es i re d  a n a l ys i s  
on  th e  m e as u red  CW  d a ta.  

 

Figure 23  – Test and  analysis  procedures  for conducting  a  CW test  

Th e fi rs t s tep  i n  co n d u cti n g  th e  CW  te s t i s  to  d eci d e  u po n  th e  l ocati o n  of th e  CW  te s t a n te n n a.  
I n  th e  d i recti o n  bro ad s i d e  to  th e  a n te n n a ,  th e  ra d i a ted  E M  fi e l d  i s  p ri m ari l y h ori zo n ta l l y 
po l ari ze d .  Th u s ,  th i s  C W  an te n n a  i s  s u i ta b l e  for s i m u l a ti n g  th e  e ffect of a n  i n ci d en t 
h ori zo n ta l l y po l ari ze d  H E M P  fi e l d .  D eta i l s  of an te n n a  pl acem en t are  p ro vi d e d  i n  An n e x D .  

O n ce  th e  an te n n a  l oca ti on  i s  fi xe d ,  th e  refere n ce  s en s or i s  s e l ecte d  an d  th e  ca l i bra ti o n s  of 
th e  res p on s e a n d  refe re n ce  s e n s ors  are  pe rform ed .  Th e  n e xt s te p  i n  th e  C W  tes t p roce d u re  i s  
to  l oca te  th e  d es i re d  m eas u rem en t p oi n ts  (pre s u m ab l y wi th i n  th e  faci l i ty or tes t o bj ect),  
con n e ct th e  pre vi o u s l y ca l i brate d  s e n s ors ,  a n d  ru n  th e  fi bre  op ti c ca b l es  from  th e  tran s d u cer 
n e ar th e  n e twork a n a l ys e r to  th e  m eas u re m en t l ocati on .  I n  d o i n g  th i s ,  care  s h o u l d  be  ta ken  to  
en s u re  th at th e  s h i e l d i n g  to po l o g y of th e  tes t o bj e ct i s  n o t vi o l ate d .  F or exam pl e,  e ve n  th ou g h  
th e  fi bre  o pti c ca b l es  d o  n ot con d u ct e l ectri ca l  s i g n a l s ,  i f th e y p as s  th rou g h  a  d o or i n to  a  
s h i e l d e d  en cl os u re ,  th e  d o or s h a l l  rem ai n  op e n  to  l e t th e  cab l e  p as s .  S u ch  a n  o p en  d oor 
con s ti tu tes  a  s h i e l d i n g  vi o l a ti o n  a n d  s h o u l d  b e  a vo i d e d .  
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W i th  th e  a p propri ate  eq u i p m en t con n ecte d  at th e  i n tern a l  m eas u re m en t p oi n ts ,  th e  
m eas u re m en t p roces s  ca n  proce e d ,  wi th  th e  s i m u l ta n eo u s  m eas u re m en t of th e  referen ce  a n d  
th e  res p on s e s e n s ors .  G e n era l l y,  th e  ca l i bra ti o n  tran s fer fu n cti o n  To(ω )  i s  a p pl i e d  to  th es e  
res p o n s es  d u ri n g  th e  m eas u rem e n t proces s  an d ,  as  a  res u l t,  th ere  are  th re e  d a ta  fi l e s  
p ro vi d ed  for e ach  m eas u rem en t:  

– th e  refere n ce  s e n s or s p e ctru m ;  

– th e  re s p o n s e s e n s or s pe ctru m ;  

– th e  correcte d  tra n s fer fu n cti o n .  

As  n o te d  i n  F i g u re  2 3 ,  co n cu rre n t wi th  th e  m eas u re m en ts ,  d ata  an a l ys i s  s h ou l d  b e  perform ed ,  
wi th  p l otti n g  of th es e  d a ta  fi l es ,  a n d  a  p re l i m i n ary e xa m i n a ti o n  of th e  re a s on a b l e n es s  of th e  
res u l ts  s h ou l d  b e  m ad e.  I f th ere  are  an y b a d  d a ta  p o i n ts  i n  e i th er of th e  s e n s or res po n s e s ,  
th e y s h ou l d  b e  ch ecked  an d  a  n e w tra n s fer fu n cti on  ca l cu l ated .  

After th e  m eas u re m en ts  of th e  tran s fer fu n cti o n s  are  com p l ete d ,  F i g u re  2 3  i n d i cates  th a t th e  
rem a i n i n g  tas k i s  th e  pro ces s i n g  of th e  m eas u red  d a ta.  U s u a l l y,  fo r a  CW  te s t,  th i s  wi l l  i n vo l ve  
taki n g  th e  m eas u re d  (a n d  correcte d )  tra n s fer fu n cti o n  s p ectru m  an d  con ve rti n g  i t  to  a  
tra n s i e n t,  H E M P res p o n s e  of th e  s ys tem .  To  d e s cri be  th i s  extra po l a ti on  proces s ,  th e  s i g n a l  
fl o w d i a g ra m  s h o wn  i n  F i g u re  2 4  ca n  b e  u s e d .  I n  a d d i ti o n ,  i f on l y th e  s h i e l d i n g  effecti ven es s  
of th e  e n cl os u re  i s  d es i red ,  th i s  q u a n ti ty ca n  b e  d e term i n e d  from  th e  tran s fe r fu n cti o n ,  as  
d i s cu s s e d  pre vi o u s l y i n  C l a u s e  4 .  

 

Figure 24 – Analysis  flow d iagram  for extrapolating  
a  measured  CW spectrum  to  the  HEMP response  

5.2.3.3  G lobal  i l lumination  wi th  existing  CW sources  

An  a l tern a ti ve  to  th e  C W  or p u l s e  te s ti n g  of a  s ys tem ,  u s i n g  a n  a cti ve  tra n s m i tter a n d  
a n ten n a ,  i s  to  con s i d e r a  p as s i ve  a p pro ach  i n  wh i ch  am bi e n t E M  s i g n al s  aro u n d  th e  s ys tem  
p ro vi d e  th e  exci ta ti o n .  Th es e  s i g n a l s  ari s e  from  s tati on ary tra n s m i tters  an d ,  con s e q u e n tl y,  
th ere  ca n  b e  a  l arg e  va ri a b i l i ty i n  th e  res u l ts .  C o n s i d e rati o n  s h o u l d  b e  g i ve n  to  th e  i l l u m i n ati on  
d i re cti o n  of th e  s tati on ary tran s m i tter.  
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F i g u re  2 5  i l l u s tra tes  a n  e xam p l e  s ca n  of th e  E M  s p ectru m  (from  9  kH z to  3  G H z)  wh i ch  cou l d  
be  u s e d  to  exci te  a  tes t  o bj ect i n  th i s  m an n e r.  

 

Figure 25  – Example  scan  from  9  kHz to  3  GHz for the  ambient  
el ectromagnetic  fi eld  from  communication  signals  

Th ere  a re  s e vera l  a d va n tag es  i n  p erform i n g  tes ts  i n  th i s  m an n er:  

– th e  i n ci d en t E M  e n vi ro n m en t i s  a  p l a n e  wa ve ,  exci ti n g  th e  e n ti re  s ys tem  u n d e r tes t  
s i m u l ta n eo u s l y;  

– th ere  i s  n o  i n te rfere n ce  wi th  n e arb y e q u i pm e n t;  

– n o  re g u l atory ( P TT,  F C C,  e tc. )  a p pro va l  i s  n e e d e d ;  

– th e  tes t i s  i n expe n s i ve,  d u e  to  m i n i m al  e q u i pm en t cos ts ;  

– th e re  i s  n o  e q u i pm en t l i a b i l i ty i s s u e .  

H o we ver,  th i s  m e th o d  pres e n ts  th e  fol l o wi n g  d i s a d va n ta g es :  

– th ere  i s  n o  con tro l  o ver th e  ch aracte ri s ti cs  of th e  exci tati on  E M  e n vi ro n m en t ( am pl i tu d e ,  
po l ari za ti on ,  etc. ) ;  

– th e  s i g n a l /n o i s e  rati o  i s  l o w,  m a ki n g  i t  d i ffi cu l t to  m ea s u re  i n  h i g h l y s h i el d ed  reg i o n s ;   

– ph as e  i n form ati on  an d  com pl e te  s pectral  i n form ati o n  are  n ot a va i l a b l e,  m aki n g  i t  
i m pos s i bl e  to  ca l cu l ate  th e  correct tra n s i e n t res p o n s es ;  

– th e  i n te rn al  eq u i pm en t s h a l l  b e  tu rn e d  off d u e  to  th e  l o w s i g n a l  l e ve l s  pro vi d e d  b y th e  
extern a l  s o u rce s .  

Test set-up 

Th e tes t s et-u p  i n  th i s  ca s e  i s  s i m i l a r to  th at s h o wn  i n  F i g u re  2 1 ,  exce pt th at th e  tra n s m i tti n g  
an ten n a  a n d  p o we r am p l i fi er are  n ot pres e n t.  M ore o ve r,  th e  n e twork an a l ys er m a y be  
rep l a ce d  b y a  s p ectru m  a n a l ys er,  as  th e  ph as e s  of th e  extern a l  refere n ce an d  i n tern a l  
res p o n s e s i g n a l s  are  n ot m ea s u red .  

Test equipment 

F or th i s  tes t co n ce pt,  th e  fo l l o wi n g  typ es  of e q u i p m en t are  n e e d e d :  
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– s pectru m  an a l ys e r cap a b l e  of s i m u l ta n e o u s  m eas u re m e n ts  o n  two  ch a n n e l s ;  

– referen ce  a n d  res po n s e s en s ors ;  

– fi b er o pti cs  tran s m i s s i on  s ys tem ;  

– d a ta  acq u i s i ti on  com pu te r a n d  m a s s  s tora g e  m ed i u m ;  

– d a ta  proces s i n g  com pu te r a n d  p l o t ca pa b i l i ty.  

Test procedure 

Th e proce d u re  for p erform i n g  th i s  tes t i s  i l l u s tra te d  i n  F i g u re  2 6 .  I t  i s  i m porta n t to  p erform  a  
pre -tes t as s es s m e n t of th e  am b i e n t E M  fi e l d  e n vi ron m en t to  d e te rm i n e  i f i t  i s  s u i tab l e  for 
perform i n g  th e  tes t.  I f th ere  are  n o t e n ou g h  E M  fi e l d  em i s s i o n s  o ver th e  d es i re d  b an d wi d th ,  
th e n  i t  wi l l  b e  n eces s ary to  p erform  a  p u l s e  or CW  tes t.  

An  i m p orta n t as p ect of th i s  typ e  of te s t i s  to  e n s u re  th at th e  m eas u rem e n ts  of th e  i n tern a l  a n d  
referen ce res p on s es  are  p erform ed  s i m u l tan e ou s l y.  B eca u s e  th e  am b i e n t E M  e n vi ro n m en t 
ch a n g es  a s  a  fu n cti on  of ti m e ,  th ere  i s  n o  g u aran te e  th at th e  i n ci d e n t fi e l d s  wi l l  b e  co n s ta n t.  I f 
th e  m eas u rem en ts  of th e s e  re s p o n s es  are  n ot s i m u l ta n e ou s ,  vari ati on s  of th e  rece i ve d  s i g n a l  
s tre n g th s  wi l l  m a s k th e  s h i e l d i n g  of th e  s ys tem .  

 

Figure 26  – Test procedure for the  ambient  EM  exci tation  test  
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5.2.3.4  Double-ended  TEM  cel l  

Th e d ou b l e- e n d e d  TE M  ce l l  i s  a n o th e r wa y of p rod u ci n g  a  u n i fo rm  an d  con trol l e d  E M  fi e l d  
en vi ro n m e n t to  g l o b al l y e xci te  a  s h i e l d e d  e n cl os u re.  Th i s  d e vi ce  i s  l i ke  a  coaxi a l  tra n s m i s s i o n  
l i n e ,  wi th  a  s ou rce  a t on e  e n d  a n d  a  m atch e d  l oa d  a t an o th er.  Th e  s o u rce  pro d u ces  a  
tra n s ve rs e  E M  (TE M )  fi e l d  wi th i n  th e  co axi a l  l i n e  wh i ch  i n teracts  wi th  th e  te s t o bj ect l oca te d  
i n s i d e  th e  co axi a l  reg i on ,  a n d  i s  u l ti m ate l y a bs orb ed  b y th e  term i n ati on  i m pe d a n ce .  

F i g u re  2 7  i l l u s trates  a  typ i ca l  d o u b l e - e n d ed  TE M  ce l l ,  wi th  a  cu t- a wa y vi e w s h o wi n g  th e  
cen tre  co n d u ctor of th e  coa xi a l  s ys tem  a n d  th e  ob j ect u n d er tes t.  As  l o n g  a s  th e  tes t ob j e ct i s  
n o t to o  l arg e  com pared  wi th  th e  cros s -s ecti o n  of th e  ce l l ,  th e  exci ta ti o n  fi e l d  ca n  b e  take n  to  
be  a p proxi m a te l y u n i form .  B eca u s e  th e  TE M  m od e i n  th i s  wa veg u i d e  h as  n o  l o w-fre q u e n c y 
cu t- off,  th e  tes ti n g  m a y be  con d u cted  at  very l o w fre q u e n ci es  – we l l  b e l o w th e  fre q u e n ci es  
perm i tted  b y a  ra d i a ti n g  an ten n a  s tru ctu re.  As  th e  fre q u e n c y of o p era ti on  i n cre as es ,  h o we ver,  
oth er m od es  an d  ca vi ty typ e  re s on a n ces  ca n  occu r;  th es e  effecti ve l y l i m i t  th e  h i g h -freq u en c y 
u ti l i ty of th e  d e vi ce .  S u p p l i ers  of i n d i vi d u a l  T E M  ce l l s  pro vi d e  i n form ati o n  as  to  th e  u s a b l e  
ba n d wi d th s  of th e i r eq u i p m en t,  wh i ch  typ i ca l l y ra n g e  from  s evera l  te n s  of ki l oh ertz to  1 0 0  M H z 
for ce l l s  h a vi n g  a  worki n g  vo l u m e  i n  th e  ord er of a  m etre  i n  h e i g h t.  

 

Figure 27  – Double-ended  TEM  cel l  for field  i l lumination  testing  of smal l  enclosures  
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Th e  e q u i pm en t s e t- u p  for tes ti n g  i n  th e  TE M  ce l l  i s  s i m i l a r to  th a t u s e d  for th e  CW  fi el d  
i l l u m i n a ti o n  tes ti n g  d i s cu s s e d  i n  5. 2 . 3 . 2 ,  wi th  th e  exce pti on  th at th e  s h i e l d e d  e n cl os u re  
s u rrou n d i n g  th e  e q u i pm e n t i n  th e  CW  cas e  i s  n o t  n ee d e d ,  b eca u s e  of th e  s h i el d  s u rro u n d i n g  
th e  TE M  ce l l .  F i g u re  2 8  i l l u s trates  th e  e q u i pm en t con n ecti on s  for th i s  tes t.  

 

Figure 28  – Example  test set-up  for fi eld  i l l umination  in  the  TEM  cel l  

Test equipment 

F or th i s  tes t co n ce pt,  th e  fo l l o wi n g  typ es  of e q u i p m en t are  n e e d e d :  

– TE M  ce l l  wi th  m atch ed  te rm i n a ti o n  res i s ta n ce ;  

– CW  power am p l i fi er,  n e twork a n al ys er or s p e ctru m  an a l ys e r ca p ab l e  o f s i m u l ta n e ou s  
m ea s u rem en ts  o n  two  ch an n e l s :  

– referen ce  a n d  m eas u re m en t s e n s ors ;  

– fi b er o pti cs  tran s m i s s i on  s ys tem ;  

– d a ta  acq u i s i ti on  com pu te r a n d  m as s  s tora g e  m e d i u m ;  

– d a ta  proces s i n g  com p u te r a n d  p l o t ca pa b i l i ty.  

Test procedure 

Tes ti n g  i n  th e  TE M  ce l l  proce e d s  i n  a  m an n er s i m i l a r to  th e  o th er tes ts  d es cri b e d  pre vi o u s l y:  
th e  n etwork an a l ys e r d ri ves  th e  p o wer a m p l i fi er an d  s wee ps  from  a  l o w freq u en c y to  a  h i g h  
freq u e n c y wh i ch  i s  d e te rm i n e d  b y th e  u p pe r l i m i ts  of o pe ra ti o n  of th e  TE M  ce l l .  M e as u rem en ts  
of th e  refere n ce fi e l d  s e n s ors  a n d  th e  i n te rn a l  s ys tem  res p on s e are  m ad e  s i m u l ta n e o u s l y b y 
th e  n etwo rk a n al ys er an d  th e  tra n s fer fu n cti on  be twe en  th es e  two q u a n ti ti es  i s  d e ve l o pe d  
d i rectl y i n  th e  s pectru m  an a l ys e r.  I f an  extra p o l a ted  tra n s i e n t  re s p o n s e  i s  d es i re d  from  th es e  
m e as u rem en ts ,  th e n  th e  an a l ys i s  proce d u re  i l l u s tra te d  i n  F i g u re  2 4  i s  u s ed .  H o we ve r,  i f th e  
sh i e l d i n g  effecti ven es s  o f th e  en cl os u re  i s  d es i re d ,  s u ch  a  d e tai l e d  an a l ys i s  i s  n ot p erform e d :  
on l y th e  SE  res p o n s e  i s  form ed  from  th e  tra n s fer fu n cti o n ,  as  d es cri b e d  b y E q u ati o n  ( 2 ).  

5.2.3.5  Single-ended  TEM  cel l  

An  a l tern a ti ve  to  th e  d o u b l e - en d ed  TE M  ce l l  d e s cri be d  a bo ve  i s  th e  ta pere d  TE M  ce l l  as  
sh o wn  i n  F i g u re  2 9 .  I n  th i s  te s t  ch am b er,  th e  i n n er co n d u ctor i s  offs et verti ca l l y s o  as  to  
cre a te  a  l a rg e r tes t vo l u m e,  a n d  i t  h a s  a  g ra d u a l l y fl ared  re ctan g u l a r co axi a l  cros s -s ecti o n ,  
term i n a ti n g  i n  a  m atch e d  l oa d .  

Th e  e n d  te rm i n ati o n  co n s i s ts  of a  com b i n ati on  l o w-fre q u e n c y ci rcu i t e l em en t of 50  Ω  l oa d  an d  
a  h i g h - freq u en c y a bs orb er wa l l  fo r a bs o rb i n g  th e  i n ci d e n t pro pa g ati n g  wa ve as  i n  a n ech o i c  
ch am b e rs .  Th e  cros s o ver b etwe e n  th es e  two  reg i m es  d e p en d s  o n  th e  ce l l  s i ze  a n d  th e  
abs orb er l e n g th .  Th e  b roa d ba n d  i m pe d a n ce m atch  pro vi d ed  b y th e  term i n a ti on  acts  to  
s u p pres s  h i g h e r m od e s .  Th e  abs orb i n g  m ate ri a l  s i g n i fi ca n tl y re d u ces  th e  Q  of th e  ch am be r 
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ca vi ty,  th e re b y re d u ci n g  th e  res on a n ce effects  of th e  ca vi ty m od es .  F i el d  vari a b i l i ty i n s i d e  th e  
em pty ch am b er s h ou l d  b e  l es s  th a n  ±  4  d B  for fre q u e n ci es  from  d . c.  to  1  G H z.  

Th e  ce l l s  h a ve  be e n  g i ven  th e  n am e  " G TE M "  ce l l s  to  em ph as i ze  th e i r g i g a h ertz cap a b i l i ty.  
Ce l l s  h a ve  b ee n  co n s tru cte d  wi th  tes t ch a m be r h e i g h ts  from  0 , 5  m  to  o ver 3  m  for u s e  i n  
tes ti n g  pri n te d  ci rcu i t  b oa rd s  u p  to  b ox-s i ze  e q u i p m e n t.  La rg er ce l l s ,  ca pa b l e  of com pl ete  rack 
or ve h i cl e  tes ti n g ,  are  u n d er s tu d y.  

Tes ti n g  i n  th es e  m od i fi e d  TE M  ce l l s  i s  i d en ti ca l  to  th at d i s cu s s e d  i n  5. 2 . 3 . 4 ,  wi th  th e  e xce p ti o n  
th a t th e  u pp er fre q u e n cy ran g e  i s  h i g h e r.  C o n s eq u en tl y,  s i m i l ar e q u i p m en t i s  u s e d  (b u t 
perh ap s  wi th  a  l arg er b a n d wi d th ) ,  a n d  th e  s am e tes t proce d u re  as  th a t d i s cu s s e d  i n  5 . 2 . 3 . 4  i s  
u s e d .  S ee  a l s o  I E C  6 1 0 0 0 -4 -2 0  for i n form ati o n  o n  te s ti n g  wi th  th e  u s e  of TE M  ce l l s .  

 

Figure 29  – I l lustration  of the  single-ended  TEM  cel l  and  associated  equ ipment  

5.2.3.6  Local ized  barrier sh ield ing  effectiveness  test method  

I n  s om e i n s ta n ces ,  a  s h i e l d e d  e n cl os u re  ca n n o t be  vi e we d  as  b e i n g  a  “ g oo d ”  s h i e l d .  S u ch  i s  
th e  cas e  i f th e re  are  m an y o pe n i n g s  i n  th e  s h i e l d  or i f th e  s h i e l d  m a teri a l  i s  n o t h i g h l y 
con d u cti n g .  I n  th es e  i n s ta n ces ,  th e  tes ti n g  of th e  s h i e l d i n g  can  b e  a ccom p l i s h e d  b y 
perform i n g  a  l oca l  b arri er i l l u m i n ati o n  u s i n g  a  s m al l  an ten n a  th at p ro vi d es  E M  fi el d  
i l l u m i n a ti o n  i n  th e  vi ci n i ty of th e  b arri er p en etra ti on .  S u ch  te s ts  are  l es s  re l i a b l e  th a n  are  th e  
fu l l  s ys tem  i l l u m i n a ti o n  tes ts ,  b eca u s e  th e  s h i e l d i n g  effe cti ve n e s s  val u e s  d e p en d  o n  th e  
l oca ti o n  of th e  i n tern al  m eas u re m en t s e n s or,  as  we l l  as  th e  l oca ti o n  of th e  e xtern a l  a n te n n a .  
Th u s ,  a  ra n g e  of SE  va l u es  can  b e  o b ta i n e d  for a n y p arti cu l ar s ys te m .  F or exam p l e ,  as  
i l l u s tra te d  i n  C l a u s e  4 ,  l oca l  i l l u m i n ati on  tes ts  can  b e  a p p l i e d  to  th e  m eas u rem e n t of th e  
o vera l l  s h i e l d i n g  of th e  e n cl os u re  ( as  i n  F i g u re  5),  to  th e  l oca l i ze d  m eas u rem en t of th e  
s h i e l d i n g  p ro vi d e d  b y wi re  m e s h  o r co n d u cti n g  p a n e l  p rotecti o n  o ve r a p e rtu res  ( as  i n  
F i g u re  1 5) ,  or to  th e  l o ca l i ze d  tes ti n g  of oth e r P o E  protecti o n  m eth od s  ( as  s u g g es te d  i n  
F i g u re  1 8 ) .  

IEC  
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D u e  to  th e  l oca l i ze d  n atu re  of th e  exci ta ti o n  s ou rce,  th i s  m eas u rem en t p ro vi d e s  i n fo rm ati o n  
on l y a b o u t th e  s h i e l d i n g  i n  th e  re g i on  wh ere  th e  e xci ta ti o n  E M  fi el d  i s  s tro n g es t.  F or l oca l i ze d  
P o E  m ea s u rem en ts  th e  tes ti n g  i s  p erform ed  i n  th e  vi ci n i ty of th e  p e n e trati o n  p oi n t.  

As  n ote d  i n  C l au s e  4 ,  th e  s h i e l d i n g  b eh a vi ou r of an  e n cl os u re  at  l o w fre q u e n ci es  i s  d i ffere n t  
for th e  E-  a n d  H-fi el d s .  B ecau s e  th e  E-fi e l d s  are  re l a ti ve l y e as y to  s h i e l d  for th es e  
fre q u e n ci es ,  o n l y tes ts  of th e  m ag n eti c fi e l d  s h i e l d i n g  effecti ve n es s  are  re q u i re d .  As  th e  
fre q u e n c y i n cre as es ,  th e  E-  a n d  H-s h i e l d i n g  e ffe cti ven e s s  b ecom e s  i d e n ti ca l ,  a n d  i t  i s  
eq u i val e n t to  th e  pl a n e - wa ve  s h i el d i n g  effecti ve n es s .  Th i s  q u an ti ty i s  a l s o  m e as u red  b y th e  
tes t m eth o d .  

S i n ce  th e  el ectrom a g n eti c b arri er h as  to  rem ai n  i n tact d u ri n g  th e  co n d u ct of th e  s h i el d i n g  
effecti ve n es s  m e as u rem en ts ,  a n d  s i n ce  th e  u s e  of e l ectri cal l y n o i s y e q u i p m en t h as  to  be  
res tri cte d ,  co n s tru cti on  a cti vi ty or u n u s u a l  o p e ra ti on s  (faci l i ty m od i fi cati o n ,  m a i n ten a n ce )  m a y 
be  affe cted .  Rad i ate d  s i g n a l  l e vel s  are  l o w a n d  pre s e n t n o  h a za rd  to  e q u i pm e n t,  b u t  
freq u e n cy a d j u s tm en ts  m a y be  re q u i re d  to  a vo i d  s e l f- i n terfe re n ce  or i n terfere n ce wi th  n e arb y 
faci l i ti es .  N orm al  e l ectri ca l  s afety p reca u ti on s  a p p l y d u ri n g  th i s  tes t.  

Test set-up 

I n  con d u cti n g  th e s e  l o w- freq u e n c y m a g n e ti c fi el d  or p l an e - wa ve s h i e l d i n g  effecti ve n es s  te s ts  
of th e  e n cl os u re,  th e  b a s i c tes t s e t- u p s  i l l u s trate d  i n  F i g u re  2 9  a n d  F i g u re  3 1  s h a l l  be  u s e d .  
M e as u re m en ts  of th e  re ce i vi n g  a n te n n a  res po n s es ,  wi th  a n d  wi th ou t th e  s h i e l d  p res e n t,  are  
m ad e,  a n d  th e  ra ti o  of th es e  res p o n s es  pro vi d es  an  i n d i cati o n  of th e  s h i e l d i n g  effe cti ve n es s  of 
th e  l oca l  barri e r a s  

  dBlog20
m

c
1 0

V

V
SE =  (1 1 )  

wh ere  

Vc  i s  th e  m eas u re d  rece i ver res p o n s e u n d er ca l i bra ti o n  co n d i ti o n s  ( wi th ou t th e  barri e r) ;  

Vm  i s  th e  m eas u re d  res p on s e wi th  th e  b arri e r i n  p l ace .  

Th i s  proce d u re  s h o u l d  b e  ap p l i e d  to  s h i e l d e d  e n cl os u res  l arg e  e n ou g h  to  accom m od a te  th e  
tes t e q u i p m en t i n s i d e  th e  e n cl os u re .   

Test set-up for plane-wave measurements 

Th e s et- u p  for cal i brati on  a n d  m eas u rem en t of p l a n e- wa ve  s h a l l  b e  p l ace d  i n  accord a n ce  wi th  
F i g u re  3 0 a )  a n d  F i g u re  3 0 b) .  

I f i t  i s  n o t p os s i b l e  to  p l ace  th e  tran s m i tti n g  a n te n n a  o u ts i d e  d u e  to  p h ys i ca l  con s tra i n ts ,  th e  
s et- u p  for th e  m ea s u rem en t fo l l o ws  F i g u re  3 0 c).  Th e  os ci l l a tor a n d  p o we r am pl i fi e r m a y b e  
p l ace d  i n s i d e  th e  s h i e l d ed  e n cl os u re  wi th  a n  a d d i ti on a l  s h i e l d e d  rack.  W h e n  u s i n g  a  vector 
n e twork a n a l ys er,  th e  os ci l l a tor i s  p art  of th e  n e twork a n a l ys er a n d  th e refore  i n  i ts  l oca ti o n .  
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a)  Cal ibration  

 

b)  Measurement  

 

c)  Measurement ( inside-to-out)  

Figure 30  – Test set-up  for the  plane-wave sh ield ing  effectiveness  measurements  

Th e d i m en s i o n s  a n d  com pos i ti o n  of th e  vari ou s  d i s ta n ces  d1  to  d3  are  g i ve n  i n  Ta b l e  2 .  

Table  2  – Dimensions  and  composition  of d istances  d1  to  d3 ,  wi th  reference  to  F igure  30  

Term  M in imum  d imension  Composi tion  

d1  2  m  d2  +  d3  +  b a rri e r th i ckn e s s  

d2  3 0  cm  d1  –  d3  –  b a rri e r th i ckn e s s  

( wi th i n  d yn a m i c ra n g e  a n d  p h ys i ca l  co n s tra i n ts )  

d3  3 0  cm  d1  – d2  –  b a rri e r th i ckn e s s  

( wi th i n  d yn a m i c ra n g e  a n d  p h ys i ca l  co n s tra i n ts )  

 

Test set-up for magnetic field measurements 

Th e s e t- u p  for m ag n e ti c fi e l d  ca l i bra ti o n  a n d  m ea s u rem e n t s h al l  b e  u s e d  i n  accord a n ce wi th  
F i g u re  3 1 a)  a n d  F i g u re  3 1 b) .  
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O s ci l l a to r  P o we r 
am p l i fi e r  P re a m p l i fi e r  S p e ctru m  a n a l ys e r  
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d1  

IEC  
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I f i t  i s  n ot p os s i b l e  to  p l a ce  th e  tra n s m i tti n g  a n te n n a  o u ts i d e  for a  s e p arati on  d i s ta n ce  of twi ce  
th e  l oo p  a n te n n a  d i am eter an d  th e  th i ckn e s s  of th e  e l ectrom a g n e ti c  b arri e r d u e  to  ph ys i ca l  
con s tra i n ts ,  th e  tra n s m i tti n g  l oo p  an ten n a  s h a l l  b e  pl ace d  at a  d i s ta n ce  of 3 0  cm  from  th e  tes t 
are a  s u rface .  I n  th i s  ca s e ,  th e  d i s ta n ce  of th e  re ce i vi n g  a n te n n a  from  th e  tes t s u rface  s h a l l  
a l s o  b e  3 0  cm ,  a n d  th e  d i s ta n ce  b e twee n  two  l o o p  an ten n as  for th e  cal i b rati on  s h a l l  b e  twi ce  
th e  l o op  a n te n n a  d i am ete r a n d  th e  th i ckn es s  of th e  e l ectrom ag n e ti c b arri e r.  

 

a)  Cal ibration  

 

b)  Measurement  

Figure 31  – Test set-up  for the  H-field  sh ield ing  effectiveness  measurements  

Th e  d i m en s i o n s  a n d  com pos i ti o n  of th e  va ri ou s  d i s ta n ces  d1  to  d3  are  g i ve n  i n  Ta b l e  3 .  

Table  3  – Dimensions  and  composition  of d istances  d1  to  d3 ,  wi th  reference  to  F igure  31  

Term  M in imum  d imension  Composi tion  

L oo p  d i a m e te r  -  U s u a l l y 3 0  cm  

d1  6 0  cm  +  b a rri e r th i ckn e s s  d2  +  d3  +  b a rri e r th i ckn e s s  

d2  3 0  cm  d1  –  d3  –  b a rri e r th i ckn e s s  

( wi th i n  d yn a m i c ra n g e  a n d  p h ys i ca l  co n s tra i n ts )  

d3  3 0  cm  d1  – d2  –  b a rri e r th i ckn e s s  

( wi th i n  d yn a m i c ra n g e  a n d  p h ys i ca l  co n s tra i n ts )  

 

Th e  l oca l i ze d  a n te n n as  a re  u s ed  to  i l l u m i n a te  vari ou s  porti o n s  of th e  s h i e l d e d  e n cl os u re.  F or 
th e  pl a n e - wa ve  s h i e l d i n g  m eas u rem en ts ,  th e  e n ti re  s u rfa ce  ( i n cl u d i n g  th e  fl o or wh e n  b oth  
s i d es  of th e  s h i e l d  are  acces s i b l e)  of th e  e l e ctrom ag n eti c b arri er s h a l l  b e  d i vi d e d  i n to  
n u m be re d  pl a n e  areas  n o t g re ater th a n  2 , 5  m  ×  2 , 5  m ,  as  i l l u s tra te d  b y th e  e xam pl e  i n  
F i g u re  3 2 .  Th e  ci rcl es  i n  th i s  fi g u re  i n  th e  ce n tre  o f each  are a  i n d i ca te  th e  vari o u s  tra n s m i tti n g  
an ten n a  l ocati on s  for th e s e  m eas u rem e n ts .  Th e  m ag n eti c fi e l d  s h i el d i n g  e ffecti ve n es s  
m eas u re m en ts  s h a l l  b e  perform ed  at s e a m s  an d  P o E s ,  s u ch  as  a i r ve n t,  a cces s  p a n e l ,  fi l te r 
an d  s o  o n .   
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Figure 32  –  Example  of antenna locations  for the  local ized  antenna tests  
for a  hypothetical  sh ielded  enclosure  or faci l i ty  

Test equipment 

Th e tes t e q u i pm en t re q u i red  for s h i e l d i n g  effe cti ve n e s s  m eas u rem e n ts  i n cl u d es  th e  fo l l o wi n g :  

– RF  s i g n a l  os ci l l a tors ;  

– RF  p o we r am pl i fi er(s )  wi th  a  p o wer o u tp u t as  req u i red  for d yn am i c ra n g e ;  

– pre am pl i fi er(s );  

– rece i vers /s p ectru m  a n a l ys e r(s );  

– an ten n a(s );  

– m i s cel l an e ou s  cab l es  a n d  atten u ators  – a s  re q u i red .   

N O TE  1  Al te rn a ti ve l y a  ve ctor n e two rk a n a l ys e r ca n  b e  u s e d  i n  p l a ce  of RF  s i g n a l  os ci l l a to rs  a n d  
re ce i ve rs /s p e ctru m  a n a l ys e rs .  

Test procedures 

Plane-wave shielding effectiveness measurements 

F or each  p l a n e- wa ve  tes t are a  d efi n e d  i n  F i g u re  3 2 ,  e i g h t s h i e l d i n g  effecti ve n e s s  
m eas u rem en ts  s h a l l  b e  m ad e b y s we e p i n g  th e  rece i ver a n ten n a  pos i ti o n .  Th es e  
m eas u rem en ts  s h a l l  be  m a d e at  fou r d i s ti n ct fre q u e n ci es  i n  th e  H E M P b a n d ,  for e a ch  o f two  
tra n s m i tti n g  a n ten n a  p o l a ri za ti on s ,  as  fol l o ws .  

a)  F re q u e n ci es  

O n e tes t freq u e n c y i n  e ach  freq u en c y ra n g e  of Tab l e  4  s h a l l  b e  ch os e n  accord i n g  to  th e  
ap pro ve d  tes t  p l a n  b y th e  o wn e r.  

Table  4 – Measurement frequencies  and  antennas  in  plane-wave  

Frequency range  An tenna type  

2 0  M H z to  1 0 0  M H z  B i con i ca l  

1 0 0  M H z to  3 0 0  M H z B i con i ca l  

3 0 0  M H z to  6 0 0  M H z  D i p o l e  o r l o g  p e ri o d i c  

6 0 0  M H z to  1  G H z D i p o l e  o r l o g  p e ri o d i c  

 

N O TE  2  I n s te a d  o f m e a s u ri n g  on l y fo u r s i n g l e  te s t  fre q u e n ci e s ,  a  ve ctor n e two rk a n a l ys e r ca n  b e  u s e d  to  
m e a s u re  a  s we e p  o ve r th e  fre q u e n cy ra n g e  l i s te d  i n  Ta b l e  4 .  I f a va i l a b l e ,  tra n s m i tti n g  a n te n n a s  wi th  a  b ro a d  
fre q u e n c y ra n g e  ( u s u a l l y l o g  p e ri od i c)  ca n  b e  u s e d  a n d  th e  fre q u e n cy ra n g e s  of th e  s we e p s  a cco rd i n g  to  Ta b l e  4  
ca n  b e  a d j u s te d  to  th e  fre q u e n cy ra n g e  of th e  ch o s e n  tra n s m i tti n g  a n te n n a s .  Re ce i vi n g  a n te n n a s  wi th  fi b re  op ti c  
s ys te m s  wi th  corre s p o n d i n g  s e n s o rs  o f a  b ro a d  fre q u e n cy ra n g e  ca n  b e  u s e d  a s  we l l .  

IEC  
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b)  Tran s m i tti n g  an te n n a  po l ari za ti o n s  

D i p o l e  ( or a n te n n a  ap ertu re )  p ara l l e l  to  th e  tes t are a  s u rface  i n  two ori e n ta ti o n s ,  at  9 0 °  to  
ea ch  o th er a n d  p ara l l e l  to  th e  pri n ci p a l  we l d  s e a m s  i n  th e  s h i e l d .  

Th e  pl a n e - wa ve  ca l i brati on  for e ach  fre q u e n c y a n d  tra n s m i tti n g  a n te n n a  p o l ari za ti on  s h a l l  be  
perform e d  i n  a ccord an ce  wi th  F i g u re  2 9 a ).  Th e  tra n s m i tti n g  an d  rece i vi n g  an te n n as  s u ch  as  
b i co n i ca l ,  d i p o l e ,  l og  p eri od i c,  or oth er l i n e ar a n te n n as  s h a l l  b e  ori en ted  p a ra l l e l  to  e ach  oth er 
(or a p ertu re  a n te n n a  p l a n es  p a ra l l el  to  each  o th e r).  Th e  d i s ta n ce  b etwe e n  an te n n as  s h a l l  b e  
as  l arg e  as  p os s i b l e,  wi th i n  d yn am i c ran g e  con s trai n ts ,  b u t s h a l l  be  at l ea s t 2  m .  Th e  
rece i vi n g  a n te n n a  p os i ti o n  s h a l l  b e  va ri ed  b y ±  3 0  cm  from  i ts  n om i n a l  l o ca ti o n  to  en s u re  th at 
i t  i s  n o t l ocated  at a  m i n i m u m  of th e  rad i ati o n  pa ttern .  Te s t e q u i pm en t s h a l l  b e  ch os e n  to  
pro vi d e  a  d yn am i c ra n g e  at  l e as t 2 0  d B  i n  exces s  of th e  s h i e l d i n g  e ffecti ven es s  re q u i rem en t 
at th e  tes t fre q u e n c y.  D u ri n g  ca l i bra ti o n ,  n o  e q u i pm en t or o th er el ectrom ag n e ti c refl ector 
(exce p t g rou n d )  s h a l l  b e  cl os er th a n  th re e  ti m e s  th e  a n te n n a  s e p ara ti o n .  Th e  an ten n as  s h a l l  
be  a t l e as t 0  m  a b o ve  g ro u n d .  Th e  re ce i ved  s i g n a l  s tre n g th  for ea ch  fre q u e n c y a n d  
tra n s m i tti n g  a n te n n a  p o l ari za ti o n  s h a l l  be  record e d  a s  th e  ca l i bra ti o n  s i g n a l  (Vc)  for th at  
con fi g u rati o n .   

N O TE  3  To  g e t  a n  i d e a  o f th e  l i m i ts  of th e  m e a s u ri n g  s ys te m  a n d  th e  tru th  o f th e  te s t  re s u l ts  a  n o i s e  
m e a s u re m e n t ca n  b e  p e rfo rm e d  o ve r a l l  fre q u e n c y ra n g e s  o f i n te re s t.  Th e re fo re  th e  re ce i vi n g  a n te n n a  ca n  b e  
re p l a ce d  b y a  5 0  Ω  te rm i n a tor ( or p a cke d  i n to  a n  a l u m i n i u m  fo i l  i n  ca s e  of a  s m a l l  fi b re  o p ti c  fi e l d  s e n s o r) .  

Afte r th e  ca l i b ra ti o n  i s  com pl ete d ,  th e  pl a n e - wa ve  s h i e l d i n g  effe cti ve n es s  m eas u rem en ts  for 
each  tes t area ,  a n d  at ea ch  re q u i re d  freq u en c y an d  tran s m i tti n g  a n te n n a  p o l ari za ti o n ,  s h a l l  b e  
perform ed  a s  s h o wn  i n  F i g u re  2 9 b).  I d e n ti ca l  eq u i pm en t,  a n te n n as ,  cab l e  a n d  e q u i pm en t 
s etti n g s  ( exce pt atten u ator s e tti n g s )  s h a l l  b e  u s e d  i n  th e  ca l i brati o n  a n d  m e as u rem e n t 
s eq u en ces .  

Th e  tra n s m i tti n g  a n te n n a  s h a l l  n orm al l y b e  p l aced  ou ts i d e  th e  e l ectrom ag n eti c  b arri er a n d  
cen tere d  o n  th e  tes t are a .  Th e  tra n s m i tti n g  a n te n n a ’ s  a xi s  (or p l a n e  i n  th e  cas e  of an  a p ertu re  
an ten n a)  s h a l l  b e  p ara l l e l  to  th e  te s t a re a  s u rface  a n d  p a ra l l e l  to  on e  of th e  two pri n ci p al  we l d  
s eam  d i recti on s .  Th e  d i s ta n ce  from  th e  cl os es t p o i n ts  of th e  tra n s m i tti n g  an ten n a  to  th e  tes t 
are a  s u rface  s h a l l  b e  3 0  cm  l es s  th a n  th e  s e p ara ti on  at  wh i ch  ca l i b rati on  was  p erform ed .  

To  perform  th e  s wep t m ea s u rem e n ts ,  th e  re ce i vi n g  a n te n n a  s h a l l  b e  s we pt over th e  e n ti re  te s t  
are a  a t d i s ta n ces  of ap proxi m ate l y 5  cm  to  6 0  cm  from  th e  tes t are a  s u rface  a n d  s h a l l  b e  
rotate d  i n  ori en ta ti o n  u n ti l  a  m axi m u m  rece i ved  s i g n a l  i s  o bta i n e d .  Th e  m axi m u m  rece i ve d  
si g n a l  s tre n g th  s h a l l  b e  record e d  as  th e  s we pt m eas u re  s i g n al  Vm  for th at  tes t  are a,  
freq u e n c y,  an d  tra n s m i tti n g  a n te n n a  p o l ari za ti on .  S h i e l d i n g  effe cti ve n e s s  va l u es  are  
ca l cu l ate d  u s i n g  E q u a ti o n  ( 1 1 ).  

I f i t  i s  n o t p os s i b l e  to  p l ace  th e  tra n s m i tti n g  a n te n n a  o u ts i d e  d u e  to  p h ys i ca l  con s tra i n ts ,  th e  
tra n s m i tti n g  a n te n n a  ca n  be  p l ace d  i n  th e  s h i e l d ed  en cl os u re .  Th e  p l an e - wa ve ca l i b ra ti o n  i s  
th e  s am e  as  i n  F i g u re  2 9 a )  a n d  th e  s h i e l d i n g  e ffe cti ve n es s  m eas u re m en ts  s h a l l  b e  p erform ed  
as  s h o wn  i n  F i g u re  2 9 c).  F o r m ea s u rem en ts ,  a l l  e q u i pm e n t excep t for th e  tra n s m i tti n g  
an ten n a  s h a l l  b e  p l ace d  ou ts i d e  or s h i e l d e d  i n s i d e  th e  e n cl os u re  to  a vo i d  i n terfe re n ce wi th  th e  
tra n s m i tti n g  E M  wa ve .  I t  i s  reco g n i ze d  th at te s ti n g  of th e  s h i e l d e d  e n cl os u re  s h al l  be  a vo i d e d  
at,  or very n e ar,  th e  s h i e l d e d  en cl os u re  res o n a n t freq u e n c y.  Th e  tes t p roced u re  for s h i e l d i n g  
effecti ve n es s  m eas u re m en ts  i s  th e  s am e  as  th a t of p l aci n g  th e  tra n s m i tti n g  a n ten n a  o u ts i d e .   

Magnetic field shielding effectiveness measurements 

F or e ach  2 , 5  m  ×  2 , 5  m  m a g n eti c fi e l d  te s t  area  s h o wn  i n  F i g u re  3 2 ,  s i x s h i e l d i n g  
effecti ve n es s  m eas u re m en ts  s h al l  b e  m a d e a t th ree  fre q u e n ci e s  for e a ch  of two  tra n s m i tti n g  
an ten n a  po l ari za ti on s ,  as  fo l l o ws :  

1 )  F re q u e n ci es  
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O n e tes t freq u en c y i n  e ach  fre q u en c y ra n g e  of Tab l e  5  s h a l l  b e  ch os e n  accord i n g  to  th e  
ap pro ve d  tes t  p l a n  b y th e  o wn e r.  

Table  5  – Measurement  frequencies  and  antennas  in  magnetic field  

Frequency range  An tenna type  

1 0  kH z to  1 6  kH z Lo o p  

1 4 0  kH z to  1 6 0  kH z Lo o p  

1 4  M H z to  1 6  M H z  Lo o p  

 

N O TE  4  I n s te a d  o f m e a s u ri n g  o n l y  th re e  s i n g l e  te s t  fre q u e n ci e s ,  a  ve ctor n e two rk a n a l ys e r ca n  b e  u s e d  to  
m e a s u re  a  s we e p  o ve r th e  fre q u e n cy ra n g e  l i s te d  i n  T a b l e  5 .  As  re ce i vi n g  a n te n n a s ,  fi b re  o p ti c  s ys te m s  wi th  
corre s p o n d i n g  s e n s o rs  o f a  b ro a d  fre q u e n cy ra n g e  ca n  b e  u s e d  a s  we l l .  

2 )  An ten n a  p o l ari za ti o n s  

P l a n e  of th e  l oo p  an te n n a  n orm al  to  th e  tes t are a  s u rfa ce  i n  two ori e n ta ti o n s ,  at 9 0°  to  e ach  

oth er an d  p ara l l e l  to  th e  p ri n ci p a l  we l d  s eam s  i n  th e  s h i e l d .  

F or th es e  m ea s u rem en ts ,  m ag n eti c fi e l d  cal i brati on  a t e ach  fre q u e n cy a n d  tra n s m i tti n g  
an ten n a  p o l a ri za ti o n  s h a l l  be  p erform ed  i n  accord a n ce wi th  F i g u re  3 1 a ).  Th e  l o o ps  of th e  
tra n s m i tti n g  a n d  rece i vi n g  a n ten n as  s h a l l  b e  i n  th e  s am e  p l a n e .   

Th e  rece i vi n g  a n te n n a  p os i ti on  s h a l l  b e  vari ed  b y ±  3 0  cm  from  i ts  n om i n a l  l oca ti o n  to  e n s u re  
th at i t  i s  n o t l oca te d  a t a  m i n i m u m  of th e  ra d i ati on  p atte rn .  Te s t  eq u i pm e n t s h a l l  b e  ch os e n  to  
pro vi d e  a  d yn am i c ra n g e  at  l e as t 2 0  d B  i n  exces s  of th e  s h i e l d i n g  e ffecti ven es s  re q u i rem en t 
at th e  tes t freq u en c y.  D u ri n g  ca l i bra ti o n ,  n o  eq u i p m en t or o th er el ectro m a g n e ti c re fl ectors  
(exce p t g rou n d )  s h a l l  b e  cl os e r th a n  th re e  ti m es  th e  a n te n n a  s e para ti o n .  Th e  an ten n as  s h a l l  
be  a t l e as t 2  m  a bo ve  g ro u n d .  Th e  rece i ved  s i g n a l  s tre n g th  for ea ch  fre q u e n c y a n d  
tra n s m i tti n g  an te n n a  p o l ari za ti o n  s h a l l  b e  re cord e d  as  th e  ca l i bra ti o n  s i g n a l  Vc  for th a t  
con fi g u rati o n .  

N O TE  5  To  g e t  a n  i d e a  o f th e  l i m i ts  of th e  m e a s u ri n g  s ys te m  a n d  th e  tru th  o f th e  te s t  re s u l ts  a  n o i s e  
m e a s u re m e n t ca n  b e  p e rfo rm e d  o ve r a l l  fre q u e n c y ra n g e s  o f i n te re s t.  Th e re fo re  th e  re ce i vi n g  a n te n n a  ca n  b e  
re p l a ce d  b y a  5 0  Ω  te rm i n a to r ( or p a cke d  i n to  a n  a l u m i n i u m  fo i l  i n  ca s e  of a  s m a l l  fi b re  o p ti c  fi e l d  s e n s o r) .  

Afte r th e  ca l i brati on  i s  com pl ete d ,  m ag n e ti c fi e l d  s h i e l d i n g  effecti ven es s  m eas u rem en ts  for 
each  tes t area ,  a n d  at ea ch  re q u i re d  freq u en c y an d  tra n s m i tti n g  a n te n n a  p o l a ri za ti o n ,  s h a l l  b e  
perform ed  as  s h o wn  i n  F i g u re  3 1 b) .  I d en ti ca l  e q u i p m en t,  a n ten n a s ,  ca b l e  a n d  e q u i pm e n t 
s etti n g s  ( exce pt atte n u ator s e tti n g s )  s h a l l  b e  u s e d  i n  th e  ca l i brati o n  an d  m eas u re m en t 
s eq u en ces .  

Th e  tra n s m i tti n g  a n te n n a  s h al l  n orm al l y b e  p l aced  ou ts i d e  th e  e l ectrom ag n eti c  b arri e r a n d  
cen te re d  on  th e  te s t are a .  Th e  p l a n e  of th e  tra n s m i tti n g  l o o p  a n te n n a  s h a l l  b e  n orm a l  to  th e  
tes t are a  s u rface  a n d  p a ra l l e l  to  o n e  of th e  two p ri n ci p a l  we l d  s e am  d i re cti on s .  Th e  d i s ta n ce  
from  th e  cl os es t p o i n ts  of th e  tra n s m i tti n g  a n te n n a  to  th e  tes t are a  s u rfa ce  s h a l l  be  3 0  cm  l es s  
th a n  th e  s e para ti o n  a t wh i ch  ca l i brati o n  was  p erform ed .  

Th e  rece i vi n g  an te n n a  s h a l l  n orm a l l y b e  i n s i d e  th e  barri er.  To  pe rform  th e  s we p t  
m eas u rem e n t,  th e  rece i vi n g  a n te n n a  s h a l l  b e  s we pt o ver th e  en ti re  te s t are a  a t d i s ta n ces  from  
ap proxi m ate l y 5  cm  to  6 0  cm  from  th e  tes t are a  s u rface  a n d  s h a l l  b e  ro ta te d  from  verti ca l  to  
h ori zo n ta l  p o l a ri za ti o n  u n ti l  a  m axi m u m  re cei ved  s i g n a l  i s  o bta i n e d .  Th e  m axi m u m  rece i ve d  
s i g n a l  s tre n g th  s h a l l  b e  record e d  as  th e  s we pt m ea s u re  s i g n al  Vm  for th at  tes t  are a,  
freq u e n c y,  an d  tran s m i tti n g  an te n n a  p o l ari za ti o n .  

Test frequencies and pass/fail criteria  

Th e o wn er s h a l l  d efi n e  tes t freq u en ci es  a n d  a l l  p as s /fa i l  re q u i rem en ts .  H o we ve r,  as  a  g u i d e  
for o wn e rs ,  th i s  s ta n d a rd  recom m en d s  fre q u e n ci es  l i ke  Tab l e  4  an d  Ta b l e  5  th at can  be  
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s e l ecte d  for tes ti n g  th e i r s h i e l d e d  e n cl os u res .  S u cce s s fu l  te s ts  at th es e  fre q u e n ci es  s h o u l d  
pro vi d e  ve ry h i g h  co n fi d en ce  th a t a  s h i el d e d  e n cl os u re  pro vi d es  a  “ g o o d ”  s h i e l d  a t a l l  th e  
freq u e n ci e s  from  1 0  kH z to  1  G H z.  

5.3  Current  i n j ection  test  procedures  

5.3. 1  General  

Tes ts  i n  5. 3  d ea l  wi th  th os e  th a t i n vo l ve  th e  e xci tati on  of a  H E M P  p rotecti o n  d e vi ce  or 
m a teri a l  b y a  d i rect i n j e cti o n  of cu rren t ( a n d  ch arg e) ,  as  o p pos e d  to  th e  exci tati on  b y a n  
e l ectrom a g n eti c fi e l d .  Th i s  corres p on d s  to  th e  e xci ta ti o n  of th e  s ys tem  s h i el d i n g  to p ol o g y a t 
obs ervati o n  po i n ts  i n s i d e  th e  p ri n ci pa l  s h i e l d i n g  s u rface,  as  d i s cu s s ed  i n  An n ex A.  

5.3.2  In j ection  testing  of enclosures  

Th e  l o w- fre q u e n c y te s ti n g  of th e  s h i e l d i n g  pro vi d e d  b y a n  e n cl os u re  or b ox b y cu rre n t  
i n j ecti o n  i s  d i s cu s s ed  i n  4 . 2 . 4  an d  i s  i l l u s trated  con ce ptu al l y i n  F i g u re  7 .  Th i s  d i a g ram  i s  
rep e a te d  i n  F i g u re  3 2 a)  wh i ch  s h o ws  cu rren t b e i n g  i n j e cte d  a t o n e  l oca ti on  on  th e  e xte rn a l  
sh i e l d  a n d  extra cted  a t a n o th er l ocati o n .  Th e  i n tern a l  o p e n - ci rcu i t  vo l ta g e  i s  m eas u re d  acros s  
two s e n s e  wi re s  co n n ected  to  th e  i n s i d e  of th e  en cl os u re.  

Th i s  te s t i s  n ot d es i g n e d  to  s i m u l a te  th e  effects  of an  i n ci d e n t H E M P fi e l d  acti n g  o n  th e  
en cl os u re ;  ra th er,  i t  s i m u l a tes  th e  e ffects  of a n  H E M P - i n d u ced  cu rren t o n  l on g  ca b l es  b e i n g  
con d u cte d  o n to  th e  s h i e l d i n g  e n cl os u re.  Th u s ,  th e  l oca ti o n s  of cu rre n t i n j e cti o n  s h a l l  
corres p o n d  to  po i n ts  at wh i ch  th ere  wo u l d  be  cu rre n t fl o wi n g  o n to  th e  en cl os u re  wh en  i t  i s  i n  
i ts  n orm al  op erati n g  co n fi g u ra ti o n .  I n  s om e cas e s ,  th e re  m a y b e  m u l ti p l e  ca b l e  a ttach m e n t 
po i n ts ,  req u i ri n g  s e vera l  d i ffere n t cu rren t i n j ecti on  s i m u l a ti o n s  to  accou n t for th e  d i ffe re n t  
pos s i b l e  exci tati on s  of th e  s h i e l d .  

Test set-up 

F i g u re  3 2 b)  i l l u s trates  th e  s et- u p  for th i s  te s t.  A n e twork an a l ys er,  con trol l e d  b y a  d a ta  
acq u i s i ti on  com pu ter,  fe ed s  a  l o w- l e ve l  exci tati o n  s i g n a l  to  a  po wer am p l i fi er.  Th i s  am pl i fi er,  
typ i ca l l y wi th  a  co a xi a l  cab l e  ou tp u t,  fe e d s  a  ba l u n - l i ke  s p l i tter wh i ch  i n j e cts  cu rre n t o n to  o n e  
con n e cti on  o n  th e  e n cl o s u re  exteri or an d  rem ove s  th e  cu rre n t from  an o th er p o i n t.  Th es e  
i n j ecti o n  p o i n ts  s h a l l  co rre s p o n d  to  l ocati on s  h a vi n g  e l ectri ca l  co n n ecti on s  i n  th e  n orm a l  
op erati n g  con fi g u rati o n  o f th e  s ys tem .  

A s u i ta bl e  vo l ta g e  i s  m eas u re d  acros s  an  i n tern a l  s en s e  wi re  a n d  i s  con d u cted  b a ck to  th e  
n e twork an a l ys er b y a  fi bre  op ti c l i n k,  s o  as  n ot to  i n te rru p t th e  cu rre n t p ath  o n  th e  s ys tem  
exte ri o r.  W i th  a  m e as u rem en t of th i s  i n tern a l  vo l tag e ,  a  m eas u re  of th e  s h i e l d  tra n s fer 
i m pe d a n ce  Zt  i s  o bta i n e d  from  E q u ati o n  ( 3 ).  

I n  p erform i n g  th i s  tes t,  i t  i s  i m porta n t to  e n s u re  th a t th e  fre q u e n c y of op e rati on  i s  s u ffi ci e n tl y  
l o w,  s o  th a t λ  =  c  /  2πf >  L ,  wh ere  L  i s  th e  l o n g es t d i m e n s i o n  of th e  e n cl os u re.  
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a)  Test concept  

 

b)  Equ ipment con figuration  

Figure 33  – Test concept and  equ ipment configuration  for  
cu rrent  i n jection  testing  of a  sh ielded  enclosure  or box 

Test equipment 

F or th i s  te s t,  th e  fo l l o wi n g  typ es  of e q u i p m en t a re  n e ed e d :  

– n e twork a n a l ys er or o th e r s u i tab l e  d e tector cap a b l e  of m eas u ri n g  th e  i n j e cte d  cu rre n t o n  
th e  e n cl os u re exteri or a n d  th e  i n tern a l  vo l tag e ;  

– l o w-fre q u e n cy am p l i fi e r s u i tab l e  for i n j ecti n g  th e  a m pl i fi e d  cu rre n t  o n to  th e  en cl os u re ;  

– ba l u n  or oth er co axi a l  b a l an ce d  l i n e  tra n s i ti on  d e vi ce  for i n j ecti n g  cu rren t o n to  th e  s ys tem ;  

– vo l tag e  a n d  cu rren t prob es ;  
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a  

b  

Vo c  
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– fi b e r o p ti c tra n s m i s s i o n  u n i t or oth er d a ta  tran s m i s s i o n  m e d i u m  s u i tab l e  for p as s i n g  th e  
i n te rn a l  m eas u re d  vo l ta g e  b ack to  th e  n etwork a n a l ys er wi th ou t ca u s i n g  pertu rb a ti o n s  i n  
th e  extern al  cu rre n t p ath ;  

– con trol l i n g  com pu te r a n d  d a ta  an a l ys i s  s ta ti o n ;  

– as s orted  ca b l es  a n d  co n n ectors .  

Test procedure 

Th i s  tes t i s  co n d u cte d  b y fi rs t exa m i n i n g  th e  s ys te m  to  d eterm i n e  th e  vari o u s  cu rre n t i n j ecti o n  
po i n ts  th a t wo u l d  n orm al l y b e  exci te d  b y a n  H E M P  e ve n t.  Th e  s i ze  of th e  e n cl os u re  (L)  i s  
m ea s u red ,  a n d  th e  h i g h e s t fre q u e n c y of o pe rati on  (fm a x)  i s  th en  d eterm i n e d ,  s o  th at th e  
m i n i m u m  wa ve l en g th  (λm i n )  i s  λm i n  =  c/2πfm a x  >  L .  Th e n ,  th e  n etwo rk an al ys e r i s  s we p t from  
th e  l o wes t p os s i bl e  fre q u en c y to  th e  com pu te d  m a xi m u m  freq u e n c y,  an d  th e  com pl ex va l u ed  
tra n s fer i m ped a n ce  rati o  of Voc/I i s  e va l u ate d .  

Th i s  m eas u re m en t i s  re p ea ted  for d i ffere n t i n tern a l  vo l tag e  co l l e cti on  p o i n ts ,  s o  as  to  o bta i n  a  
rep res e n tati ve  s am pl i n g  of th e  vari ati o n s  of th e  i n tern a l  res p o n s es .  I n  a d d i ti on ,  i f th ere  are  
oth er extern al  cu rre n t i n j ecti on  po i n ts  pos s i b l e,  th e s e  m eas u rem en ts  s h a l l  b e  re p ea te d  wi th  
th e  i n j ecti o n  of th e  CW  cu rren t b ei n g  m ad e  a t th e s e  p oi n ts .  

Th e  to ta l  s e t of m eas u re d  res p o n s es  s h o u l d  b e  pres e n te d  i n  th e  form  of s u m m ary cu rves  
s h o wi n g  th e  res p o n s e  d i s tri b u ti on s  as  a  fu n cti o n  of fre q u e n c y.  F u rth e rm ore,  th e  s h i el d i n g  
effecti ve n es s  of th e  e n cl os u re  ca n  b e  com p u te d  u s i n g  E q u ati on  ( 4 ).  

5.3.3  Transfer impedance and  admittance  of cable  sh ields  and  connectors  

Tes t proce d u res  for d e te rm i n i n g  th e  tran s fer i m p ed a n ce a n d  a d m i tta n ce  of ca b l e  s h i e l d s  are  
d efi n e d  for exam p l e  wi th i n  th e  I E C  6 2 1 5 3 - 4 -x s eri es .  An n ex A pro vi d e s  i n form ati on  o n  th es e  
m e as u rem en t te ch n i q u es .  

5.3.4  Testing  of gasket material  

5.3.4.1  Resistivi ty measurement 

Th e tes ti n g  of th e  res i s ti vi ty of a  g as ke t m a teri a l  h a s  b ee n  d es cri b ed  i n  4 . 4 . 2 .  S u ch  
m ea s u rem en ts  m a y n o t b e  i n d i ca ti ve  of h o w i t  m i g h t actu al l y p erform  as  a  h ard e n i n g  e l em e n t 
wh e n  i n s ta l l ed  i n  a  faci l i ty o r en cl os u re ,  bu t,  n e ve rth e l e s s ,  s u ch  tes ts  of th e  d . c.  re s i s ti vi ty are  
u s e fu l  i n  ch ara cteri zi n g  th e  g as ke t m ate ri a l .  

Test set-up 

Th e  tes t s e t-u p  for th i s  m e as u rem en t i s  i l l u s trated  i n  F i g u re  1 4 .  I n  th i s  fi g u re ,  th e  m ateri a l  
u n d er tes t i s  l ocate d  b e twe e n  two  el ectro d es ;  a  cu rre n t i s  ca u s e d  to  fl o w b y th e  exci tati on  
vo l tag e  s ou rce ,  a n d  th e  re s u l ti n g  vol tag e  i s  m e a s u re d  acros s  th e  s am pl e .  I n  th e  a ctu a l  tes t  
s e t- u p,  th e  exci ta ti o n  s o u rce  a n d  th e  vo l tm eter a re  al l  co n ta i n e d  i n  o n e  u n i t  −  th e  fo u r- prob e  
vo l tm eter,  as  s peci fi e d  b e l o w.  

Test equipment 

F or th i s  tes t,  th e  fo l l o wi n g  typ es  of e q u i pm e n t are  n e ed e d :  

– a  fo u r- prob e o h m m eter h a vi n g  a  m eas u rem en t ra n g e  of 1 0 4  Ω  to  1 0 –5  Ω ;  

– s i l ver-  or g o l d -p l a te d  e l e ctro d es  h a vi n g  a  co n tacti n g  are a  A  =  1 , 6  cm 2  (corres p o n d i n g  to  a  
ci rcu l ar d i am eter of 1 , 4 3  cm )  for h o l d i n g  th e  s am p l e .  Th es e  e l ectro d e s  s h o u l d  h a ve  
s u i tab l e  pro vi s i o n s  for attach i n g  th e  o h m m eter e l e ctro d es ;  

– a  th i ckn es s  g a u g e  for m eas u ri n g  i n  i n crem e n ts  of 0 , 0 2  m m ;  
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– an  a ppro pri a te  fi xtu re  or ap p a ra tu s  h a vi n g  ca p a b i l i ti e s  of s u p p orti n g  th e  e l ectro d es  a n d  
tes t s peci m en ,  an d  s u i tab l e  m ea n s  of a p pl yi n g  a  p res s u re  of (6 , 8 9  ×  1 0 6 )  P a  on  th e  
s am pl e.  

Test procedure 

G as ket s p eci m en s  wi th  th i ckn es s e s  ran g i n g  from  0 , 1  cm  to  0 , 3  cm  a n d  a  cros s -s ecti on a l  area  
a t l eas t th e  s a m e as  th e  e l ectro d es  s h a l l  b e  ob ta i n e d  for tes ti n g .  Pri or to  tes ti n g ,  th e  s u rfaces  
of th e  m ate ri a l  s h o u l d  b e  cl e a n ed  a n d  an y d i rt  or fore i g n  m atter rem oved .  Th e  e l ectro d es  
s h o u l d  a l s o  b e  cl e a n e d .  P ri o r to  tes ti n g ,  th e  tes t s p eci m en  a n d  tes t fi xtu re  a n d  e l ectrod es  
s h o u l d  be  con d i ti on e d  fo r a t l eas t 3  h  a t  a  s tan d ard  tem p eratu re  of 2 3  ° C  a n d  a t a  re l ati ve  
h u m i d i ty of 4 5  %  to  7 5  % .  

M e as u re  th e  are a  A  of th e  s i l ver-  or g ol d - p l a ted  e l e ctro d es .  U s i n g  th e  th i ckn es s  g a u g e  
m eas u re  an d  re cord  th e  th i ckn es s  L  of th e  m a te ri a l  at  th e  con tact l oca ti o n  wi th  th e  e l ectro d e s .  
Th e  m ateri a l  be i n g  te s te d  s h a l l  h a ve  s u ffi ci e n t are a  to  co n ta ct th e  en ti re  e l ectrod e are a .  Th en ,  
pos i ti o n  th e  m a teri a l  b etwe e n  th e  e l ectro d e s  a n d  a pp l y a  pres s u re  of ( 6 , 8 9  ×  1 0 6 )  P a  ±  5  %  
acros s  th e  s a m pl e.  W h i l e  m a i n ta i n i n g  co n s ta n t pre s s u re ,  m ea s u re  a n d  re co rd  th e  s am pl e  
re s i s tan ce  R .  

W i th  th e s e  m e as u re d  q u an ti ti es ,  th e  d . c.  res i s ti vi ty o f th e  g as ket  m ate ri a l  i s  ca l cu l a te d  as  

 
L

A
R=DCρ  (1 2 )  

wh ere  

ρD C  i s  th e  d . c.  re s i s ti vi ty (W · m );  

R  i s  th e  m eas u re d  res i s ta n ce  (W );  

A  i s  th e  s m al l es t cros s -s ecti on a l  area  of p a rt  or s am p l e  b e twee n  p ro be  el ectrod e s  (m 2 ) ;  

L  i s  th e  d i s ta n ce  b e twe e n  th e  two  e l e ctro d es  (m ).  

5.3.4.2  Material  resistivi ty us ing  the surface  probe method  

An  al tern a ti ve  tes t m eth od  for th e  res i s ti vi ty of a  g as ke t m a y b e  u s ed  for cas es  wh ere  th e  
g as ke t m ateri a l  can n ot b e  cu t.  Th i s  i n vo l ves  m aki n g  a  s u rface  m ea s u rem en t of th e  res i s tan ce  
of th e  s am pl e.  

Test set-up 

F or th i s  te s t,  th e  two - p o i n t prob e  s h o wn  i n  F i g u re  3 4  i s  u s e d .  Th i s  pro b e  h as  a n  e l ectro d e  
s ep arati o n  of L  =  2 , 5 4  cm ,  an d  oth er typ i ca l  d i m en s i o n s  are  i n d i cate d  i n  th e  fi g u re .  F or pa rts  
to o  s m a l l  to  b e  m ea s u re d  wi th  th i s  pro b e ,  a  d i ffere n t pro b e  wi th  a  s m al l er e l ectro d e  s e p arati o n  
m a y b e  u s e d ,  wi th  th e  e l ectro d e ’ s  wi d th  a n d  s paci n g  be i n g  re d u ced  to g e th er.  

E ach  e l ectro d e  s h o u l d  tou ch  th e  g as ket a t o n e  po i n t.  I n  th e  ca s e  of a  pa rt wh os e  cros s -
s e cti on  con fi g u rati o n  m akes  i t  d i ffi cu l t or i m po s s i bl e  to  m eas u re  u s i n g  th i s  m eth o d ,  th e  
s m al l er tes t  pro be  d es cri be d  a b o ve  s h o u l d  be  u s e d .  
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Dimensions in  centimetres 

 

Figure 34 – Surface  probe for volume resistivi ty measurement  

Test equipment 

F or th i s  tes t,  th e  fo l l o wi n g  typ es  of e q u i pm en t are  n e ed e d :  

– a  fo u r- prob e o h m m eter h a vi n g  a  m i n i m u m  s en s i ti vi ty of 1  mΩ ;  

– s i l ver-  or g ol d - p l a te d  e l e ctro d es  h a vi n g  th e  d i m en s i o n s  s h o wn  i n  F i g u re  3 4 ,  a n d  s u i ta b l e  
pro vi s i o n s  for a tta ch i n g  th e  oh m m eter e l e ctrod es .  

Test procedure 

Th e  d . c.  vo l u m e res i s ti vi ty of th e  m ate ri a l  s h a l l  b e  m eas u re d  u s i n g  a n  oh m m e ter ca p a b l e  of 
m eas u ri n g  to  a  m i n i m u m  of 1  mΩ .  Th e  s am pl e  to  b e  m eas u re d  s h a l l  b e  pl ace d  o n  a  
n o n con d u cti ve  s u rface .  Th e  m e as u rem e n t pro be  s h a l l  b e  p l aced  o n  th e  g as ket p a rt be i n g  
tes te d ,  or a l tern a ti ve l y,  o n  a  p i ece  of s a m pl e  m ate ri al  th at i s  1 , 2 7  cm  wi d e  b y 7 , 6 2  cm  l o n g  b y 
0 , 1 4  cm  to  0 , 3  cm  th i ck,  i n  s u ch  a  m an n er th a t th e  we i g h t of th e  tes t pro b e  i s  u n i form l y 
d i s tri b u te d  o n  th e  p a rt  o r tes t s am pl e .  Th e  e n ti re  wi d th  of th e  p art  s h a l l  b e  i n  con tact wi th  
e ach  e l ectro d e .  After a  3 0  s  s ta b i l i za ti o n  p e ri o d ,  th e  re s i s ta n ce  R  o n  th e  o h m m eter s h a l l  be  
reco rd e d .  Th e  d . c.  vo l u m e res i s ti vi ty s h a l l  b e  ca l cu l a te d  u s i n g  E q u ati o n  ( 1 2 ).  

 

IEC  

I n s u l a ti n g  m a te ri a l  

E l e ctro d e s  

G a s ke t  m a te ri a l  

Cro s s -s e cti o n a l  
a re a  A  

O h m m e te r  

Vi n  Vo u t  

Ii n  Io u t  

1 , 2 7  

2 , 5 4  

0 , 4 7  

P ro b e  s e p a ra ti o n  L   =  2 , 5 4  

P rob e  we i g h t:  2 0 0  g  to  2 4 0  g  

Copyright International  Electrotechnical  Commission  



 – 6 0  – I E C  6 1 0 0 0 - 4 -2 3 : 2 0 1 6  © I E C  2 0 1 6  

Annex A 
(i n form a ti ve )  

 
HEMP test concepts  for electrical  systems 

A.1  Overview 

H E M P  tes ti n g  of an  e l e ctri ca l  s ys tem  i s  n eces s ary b e ca u s e  m a th e m ati cal  an d  n u m e ri ca l  
m od e l s  d o  n ot pro vi d e  s u ffi ci e n tl y accu rate  re s u l ts  to  g i ve  a  h i g h  con fi d e n ce l e vel  i n  th e  
as s es s m en t of a  s ys tem ' s  s u rvi va bi l i ty i n  a n  H E M P e n vi ron m en t.  M a n y d i ffere n t fa ctors  e n ter 
i n to  th e  d e ci s i o n  to  p e rfo rm  an  H E M P  tes t:  

– re l a ti ve  i m porta n ce  of th e  s ys tem  an d  i ts  s u rvi vab i l i ty req u i rem en ts ;  

– typ e  of s ys te m ,  i ts  p h ys i ca l  con fi g u rati o n  an d  l ocati on ;  

– a va i l ab l e  fu n d s ,  t i m e a n d  p ers on n e l  for tes ti n g ;  

– d es i re d  accu rac y of th e  res u l ts .  

B efore  d e term i n i n g  th e  tes t req u i rem en ts  for a  s ys te m ,  th e  ab o ve factors  s h o u l d  b e  carefu l l y 
we i g h e d  to  s ee  i f a  tes t  i s  actu a l l y n ee d ed .   

A.2  Types  of HEMP tests  

A.2. 1  General  

Th ere  a re  s e ve ra l  d i ffe re n t  typ es  of tes ts  th a t ca n  b e  p erform ed  o n  s ys tem s  to  d e te rm i n e  th e  
res p o n s e to  a n  H E M P  e xci tati on .  S om e  tes ts  a re  ra th e r s i m pl e  a n d  s tra i g h tforward ,  wh i l e  
oth ers  re q u i re  l a rg e  fa ci l i ti e s  a n d  s i g n i fi ca n t d a ta  proces s i n g  ca p a b i l i ti es .  Th e  fo l l o wi n g  
s u bcl a u s es  A. 2 . 2  to  A. 2 . 6  b ri e fl y d es cri b e  th e  m aj or typ es  of H E M P  tes ts .  

A.2.2  System-level  transient  tests  

P erh a ps  th e  m os t th oro u g h  tes t of a  s ys tem  (as i d e  from  u s i n g  a n  actu a l  n u cl e ar en vi ro n m en t)  
i s  to  pe rform  a  th re at- l e ve l  tes t o n  th e  e n ti re  s ys tem .  Th i s  typ e  of tes t i n vo l ves  l oca ti n g  a  
th re at- l e ve l ,  p u l s e d  E M P  s i m u l a tor n ear th e  fa ci l i ty b e i n g  i n ve s ti g ate d ,  an d  co n d u cti n g  a  
s eri es  of m eas u re m en ts  b y ch a n g i n g  p aram ete rs  s u ch  as  th e  a n g l es  o f i n ci d en ce or th e  
s ys tem ' s  e l ectri ca l  co n fi g u ra ti o n  ( i . e .  d o ors  o pe n  o r s h u t,  e tc. ) .  

T yp i ca l l y,  i n  th i s  typ e  of tes t,  a  l arg e  am ou n t of tra n s i e n t d ata  i s  m eas u red  a n d  s a ved  for 
an a l ys i s  afte r th e  te s t i s  com pl ete d .  Th e  res u l ts  of th e  p os t- tes t a n a l ys i s  a re  u s u a l l y 
expres s e d  as  a  prob a b i l i ty of s u rvi va l  of th e  s ys tem  i n  th e  e ve n t of a n  H E M P  e ven t,  a n d  
i n vo l ve  th e  co n cep t of wa veform  n orm s .  

Th e  pri n ci pa l  a d van ta g e  of th i s  typ e  of tes t i s  th at th e  e n ti re  s ys tem  i s  s u bj ecte d  to  th e  
d es i re d  th re a t-l e ve l  e n vi ron m e n t.  As  a  res u l t,  an y n o n - l i n e ar p ro tecti o n  d e vi ces  wi l l  b e  
stres s e d  a n d  th e  re s u l ti n g  s ys te m  res p o n s e wi l l  i n cl u d e  th e  effects  o f th es e  e l em e n ts .  
F u rth erm ore ,  th e  effects  of oth er u n i n te n d e d  n o n - l i n e ari ti es  s u ch  as  fl a s h o vers  i n  ca b l es ,  
wh i ch  are  very d i ffi cu l t  to  pre d i ct a n a l yti ca l l y,  wi l l  b e  i n cl u d e d .  

O n  th e  oth er h a n d ,  th e  eq u i pm en t i n vo l ve d  i n  s u ch  tes ts  i s  bu l ky,  e xp e n s i ve  a n d  n ot e a s i l y 
tra n s portab l e.  C on s e q u e n tl y,  a  fi xe d  s i te  s i m u l a tor i s  u s u a l l y u s e d  for th i s  typ e  of tes ti n g .  I f 
th e  s ys tem  to  be  tes te d  can n ot b e  e as i l y m ove d ,  th i s  tes t i s  d i ffi cu l t to  co n d u ct.  F u rth erm ore,  
th e re  i s  u s u a l l y a  l arg e  am ou n t of d a ta  g en era te d  b y th i s  typ e  of tes t,  an d  th e  p os t- tes t 
an a l ys i s  effort  ca n  b e  co n s i d era b l e.  
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A.2.3  CW field  i l lumination  tests  

An  a l te rn a ti ve  to  th e  fu l l -s ca l e ,  th re a t- l e vel  p u l s e  te s ti n g  i s  to  u s e  th e  C W  fi el d  i l l u m i n a ti on  
te s t co n cep t.  Th i s  tes t con ce p t i s  s i m i l ar to  th a t of th e  s ys tem -l e ve l  pu l s e -tes ti n g  co n cep t i n  
th at a  ra d i a ti n g  s tru ctu re  ( i . e.  a n  a n te n n a )  i s  l oca te d  n ea r th e  s ys tem  u n d er tes t.  U n l i ke  th e  
pu l s e  tes t,  h o we ve r,  th e  exci tati on  of th e  a n te n n a  i s  ti m e h arm on i c (e . g .  C W ) an d  i s  s we pt or 
s te p pe d  th ro u g h  a  ra n g e  of freq u en ci es ,  s tarti n g  a t a  l o w fre q u e n c y of 1 0  kH z to  1 0 0  kH z a n d  
sto p p i n g  a t a  h i g h  fre q u e n c y of 1 0 0  M H z to  2 0 0  M H z.  S om e n e wer C W  tes ti n g  s ys te m s  
op e rate  u p  to  th e  g i g a h ertz (G H z)  freq u en c y ran g e .  

Th e  b as i c g o a l  of th e  C W  tes t i s  to  m eas u re  a  tra n s fer fu n cti o n  from  a  s u i tab l e  referen ce  
e l ectrom a g n eti c E M  fi e l d  q u an ti ty o u ts i d e  th e  faci l i ty to  a  res p on s e  i n s i d e  th e  faci l i ty.  As  th i s  
m ea s u rem en t i s  con d u cted  i n  th e  fre q u e n c y d om a i n ,  th e  tra n s fer fu n cti o n  i s  a  com pl ex va l u e d  
fu n cti o n ,  ch ara cteri ze d  b y i ts  m ag n i tu d e  a n d  p h a s e  or co n ve rs e l y b y i ts  re a l  a n d  i m a g i n ary 
parts .  

S u i tab l e  exte rn a l  refere n ce  q u an ti ti es  i n cl u d e  a  com pon e n t of th e  i n ci d e n t or to tal  E-  o r H-

fi e l d s ,  a  cu rren t i n d u ce d  on  a  l o n g  extern a l  ca b l e,  or p erh a ps  th e  i n pu t cu rren t i n  th e  CW  
an te n n a  i ts e l f.  I n  cas es  wh e n  th e  m eas u re d  re s p on s e h as  to  b e  extra p ol a te d  from  an  H E M P  
res p o n s e,  th e  ch o i ce  of th e  exte rn a l  refe re n ce s h ou l d  be  m ad e  s o  th a t i t  can  b e  re l a te d  to  a n  
i n ci d en t H E M P fi e l d .  I n tern a l  res po n s e q u an ti ti e s  can  i n cl u d e  E-  a n d  H-fi el d s  i n s i d e  th e  
faci l i ty,  cu rren ts  o n  i n tern a l  ca b l es  a n d  vol tag es  a t  e q u i pm en t te rm i n a l s .  

Th i s  form  of tes ti n g  h a s  s e vera l  ad va n tag es  o ve r th e  fu l l - s ca l e  pu l s e  tes ti n g  d es cri be d  e arl i er.  
Th e  e q u i pm en t u s e d  i s  rea d i l y a va i l a bl e  a n d  i s  s i g n i fi ca n tl y l es s  cos tl y th an  th at re q u i re d  for 
pu l s e  tes ti n g .  F u rth erm o re ,  th e  e n ti re  s ys te m  can  b e  e as i l y tra n s p orted  to  rem ote  s i te s  a n d  
q u i ckl y e recte d .  B eca u s e  of th e  n a rro wb a n d  ch aracte ri s ti cs  of th e  e xci ta ti o n  a n d  
m e as u rem en t proces s ,  th e  effects  of n o i s e  ca n  b e  re d u ce d .  T yp i ca l l y,  i t  i s  eas i er to  g et a  
"cl e a n "  CW  s pectru m  th a n  to  g e t a  cl e a n  tra n s i e n t  wa veform .  

Th e  m aj or d i s a d van tag e  of CW  tes ti n g  i s  th a t,  beca u s e  of th e  l o w p o wer l e ve l  a n d  n o n -
tra n s i e n t m od e of o p era ti on ,  n on - l i n e ar protecti ve  d e vi ces  wi th i n  th e  s ys te m  are  n o t tri g g e re d .  
I n  a d d i ti o n ,  oth er u n pre d i ctab l e  n on - l i n e ari ti e s ,  s u ch  as  ca b l e  i n s u l ati on  fl a s h o ve r,  are  n ot 
n o ted .  C on s e q u e n tl y,  th i s  tes t m eth od  o n l y p ro vi d es  th e  l i n e a r (o r l o w- l e ve l )  res p on s e an d  
s ys tem s  te s te d  i n  th i s  m an n er m a y a p p e a r to  be  m ore  vu l n era b l e  th a n  th e y re a l l y a re ,  s i n ce  
th e  n on - l i n ear effects  can  a d d  extra  p rotecti o n  – i f th e y o p era te .  

Th i s  d efi ci e n c y m a y n ot  b e  s eri ou s  i n  s om e ci rcu m s tan ces ,  as  m a n y s ys te m s  u s e  b oth  
n o n l i n e ar d e vi ces  to g eth er wi th  e l ectri ca l  fi l ters .  CW  tes ti n g  on  th es e  s ys tem s  p ro vi d es  a  
rea s o n ab l e  wors t- cas e  e s ti m ati o n  of th e  re s p o n s e  – n am el y,  th e  res p on s e th a t wo u l d  b e  
ob tai n ed  i f th e  n o n - l i n e ar d e vi ce  were  n ot  to  fu n cti on  pro p erl y.  M oreo ver,  th e re  exi s t m eth od s  
to  com bi n e  a n al yti ca l l y th e  l o w- l e ve l  CW  m eas u rem e n ts  of a  s ys tem  wi th  th e  n on -l i n ear 
d e vi ce  ch a racteri s ti cs  to  p erm i t a  ca l cu l ati o n  of th e  p u l s e d ,  n on - l i n e ar b e h a vi ou r of th e  
s ys tem .  

A s econ d  d i s a d va n tag e  of th i s  tes t  a p proach  i s  th a t th e  fi n a l  m eas u red  re s u l t  i s  u s u a l l y n ot  
th e  fi n a l  d e s i red  res u l t.  To  o bta i n  th e  extra p o l a te d  tra n s i e n t H E M P  res p on s e,  s om e a d d i ti o n a l  
d a ta  proces s i n g  s h o u l d  b e  u n d ertake n ,  a n d  th i s  ca n  g i ve  ri s e  to  erro rs  i n  th e  re s u l ti n g  
tra n s i e n t res po n s e.  

A.2.4  Current  i n j ection  testing  

Th e  two  pre vi ou s  tes ts  a re  ap p l i e d  to  th e  e n ti re  s ys tem .  An  a l te rn ate  tes t  con ce pt i s  to  exci te  
on l y parts  of th e  s ys tem .  O n e wa y of d o i n g  th i s  i s  to  i d e n ti fy i m porta n t el ectri ca l  co n d u ctors  
en teri n g  a  faci l i ty a n d  i n j ect p u l s e  or CW  cu rren ts  o n to  th e  cab l es .  Th e  i n j ecte d  cu rren ts  wi l l  
th e n  re - d i s tri bu te  th em s e l ves  wi th i n  th e  fa ci l i ty a n d  pro vi d e  an  i n d i cati on  of th e  s ys tem  
res p o n s e u n d er extern al  fi e l d  exci tati on  con d i ti o n s .  
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T yp i ca l l y for th i s  typ e  of te s t,  a  pre- te s t an a l ys i s  s h o u l d  b e  p erform ed  i n  ord er to  i d e n ti fy th e  
i m porta n t con d u cti ve  cu rren t p ath s  i n to  th e  faci l i ty or s ys tem  be i n g  co n s i d ere d .  Th es e  m i g h t 
i n cl u d e  p o wer l i n es ,  co m m u n i ca ti o n  ca b l es  or m ech an i ca l  con d u ctors .  F or e ach  of th es e  
con d u ctors ,  a n  a n a l ys i s  of th e  extern a l  E M - fi e l d  cou p l i n g  s h o u l d  be  pe rform e d  to  es ti m ate  th e  
am pl i tu d e  an d  wa ves h a pe of th e  H E M P  res p o n s e .  A cu rre n t i n j ecti o n  s ou rce  h a vi n g  th e  
pro p er tra n s i en t ( or s p ectra l )  ch aracteri s ti cs  i s  th e n  ap p l i e d  to  e a ch  of th e  s e l ected  
con d u ctors  a n d  th e  i n te rn a l  res p o n s es  are  m ea s u red .  

Th e  a d va n ta g e  of th i s  type  of tes t i s  th at p u l s e  i n j e cti o n  eq u i pm e n t i s  typ i ca l l y s m al l er a n d  
l es s  exp en s i ve  th an  th e  fu l l - s cal e  s i m u l ator a n d  as s oci ate d  e q u i pm en t.  F u rth erm ore,  th re at-
l e ve l  cu rre n ts  are  e as i er to  i n d u ce  b y pu l s e  i n j e cti on  m e th o d s  th a n  b y a n  E M - fi el d  
i l l u m i n a ti o n .  W h en  o p era te d  i n  a  p u l s e d  m od e ,  th i s  typ e  of tes ti n g  a l s o  pro vi d es  th e  pos s i b i l i ty 
of exci ti n g  n o n l i n ear d e vi ces  l oca ted  al o n g  th e  co n d u cti n g  p ath s  b e i n g  exci te d .  Th u s ,  a  p u l s ed  
cu rre n t i n j e cti o n  tes t a n d  a  CW  fi el d  i l l u m i n a ti o n  te s t can  com pl e m e n t e ach  oth er.  

Th i s  typ e  of tes t i s  fu n d am en ta l l y i n com p l e te,  as  th e  p os s i b l e  s yn e rg i s ti c  e ffects  of 
s i m u l ta n eo u s  exci ta ti on  of th e  wh ol e  s ys tem  are  n o t taken  i n to  acco u n t.  Th u s ,  th ere  i s  a l wa ys  
s om e u n kn o wn  error i n  th i s  s i m u l ati o n  te ch n i q u e.  F u rth e rm ore,  a  ke y fe a tu re  of th i s  typ e  of 
te s t i s  th at th e  l i n ki n g  of th e  i n j ecte d  cu rren t l e ve l s  on  th e  e xtern al  con d u ctors  to  th e  i n ci d e n t 
H E M P  fi e l d  i s  ofte n  d o n e  b y a n a l ys i s .  Th i s  s te p  ca n  i n tro d u ce u n certa i n ti es  i n  th e  re s u l ts .  

A.2.5  Partial  i l lumination  testing  

P arti a l  i l l u m i n a ti o n  tes ti n g  i s  th e  cou n terp a rt  to  p u l s e  i n j ecti on  tes ti n g ,  exce p t th at  th e  s ys tem  
exci tati on  i s  vi e we d  a s  ari s i n g  from  a  p a rti a l  E M - fi e l d  exci tati o n  of th e  s ys tem  i n s tea d  of a  
cu rren t i n j ecti o n  o n  o n e  of th e  s ys tem ' s  con d u ctors .  Th i s  tes ti n g  ap p roach  i s  s om eti m es  
d e n ote d  as  th e  p i ece- wi s e  ap p l i cati on  of rad i ati on  th rou g h  a n  E M P  s i m u l ator ( P ARTE S )  
con ce pt.  

Th i s  tes t i s  accom pl i s h e d  b y u s i n g  s m al l  e l ectri c  or m ag n e ti c d i p o l e  a n te n n as  re ferred  to  as  
" d ri ve rs "  a t vari ou s  l ocati on s  o n  th e  exteri or s u rfa ce  of th e  s ys tem  be i n g  te s te d .  L oca l l y,  th es e  
d ri vers  pro d u ce  a n  E M  fi e l d  exci ta ti o n  of th e  s ys tem  an d  a  s u i tab l e  i n tern a l  re s p o n s e  ca n  b e  
m eas u re d .  E i th er CW  or p u l s e  te s ti n g  i s  p os s i b l e  u s i n g  th i s  co n ce p t.  B y co n s i d eri n g  a  s u i ta b l y 
l arg e  n u m b er of d ri ver l oca ti o n s  an d  b y a n a l yti ca l l y com bi n i n g  th e  m e as u re d  res p o n s es  for 
ea ch ,  th e  res po n s e  of a  p l a n e- wa ve  exci tati on  of th e  s ys tem  ca n  b e  i n ferre d .  

Th e  m ai n  ad va n tag e  of th i s  a ppro ach  i s  th a t e l ectri ca l l y l arg e  s ys te m s can  b e  te s te d .  
Al th ou g h  s u ch  s ys tem s  m i g h t re q u i re  m an y m ea s u rem e n ts  as  th e  d ri ver l oca ti o n  i s  ch a n g e d ,  
th e  m eth od  ca n  a l l o w for s u ch  te s ti n g .  

Th e  pri n ci p a l  d i s a d van ta g e  of th i s  tes ti n g  i s  th at con s i d e ra b l e  an a l yti ca l  work s h ou l d  b e  d on e  
to  corre ctl y com b i n e  th e  m ea s u re d  d a ta  fi l es  to  ob tai n  th e  fi n a l  d es i red  re s u l t.  I n  ad d i ti o n ,  
th e re  i s  a l wa ys  th e  o pe n  q u e s ti o n  of d eci d i n g  u p on  th e  b es t l ocati on s  of th e  d ri ver s o u rces .  
F i n a l l y,  th e  q u es ti o n  of n on - l i n ear d e vi ce  op erati o n  i s  n ot a d d re s s e d  com pl e te l y i n  th i s  typ e  of 
tes t.  

A.2.6  Subsystem  and  component testing  

B es i d es  fu l l - s ca l e  s ys te m  tes ti n g ,  tes ti n g  a l s o  e xi s ts  at th e  s u bs ys tem  ( i . e .  " b l ack-box" )  l e ve l  
an d  at  th e  com po n en t l e ve l .  I n  th i s  tes t,  a  p i ece  of e l ectro n i c  e q u i p m en t or perh aps  e ve n  a  
d i s cre te  com p on e n t wi th i n  th e  e q u i pm en t i s  tes te d  for i ts  res p o n s e .  I n  d o i n g  th i s  th e  H E M P  
stres s  a t th e  com p on e n t s h o u l d  b e  d e te rm i n ed ,  e i th er from  a  tes t  o r b y a n a l ys i s .  

Th i s  typ e  of tes t i s  a d va n ta g e o u s  b e ca u s e  com p on e n t tes ti n g  i s  re l ati ve l y i n expe n s i ve  a n d  i s  
rap i d l y con d u cted .  F u rth erm ore,  i f th e  com po n en t or e q u i pm en t fai l s ,  h ard e n i n g  p roce d u res  
can  be  d e term i n e d  b y a n a l ys i n g  th e  m od e  of fa i l u re  of th e  d e vi ce .  

H o we ver,  th e  m aj or d i s a d va n ta g e  of th i s  typ e  of tes ti n g  i s  th a t i t  i s  d i ffi cu l t  to  e n s u re  th at th e  
com pon e n t i s  te s te d  wi th  th e  s am e e l ectri cal  s tres s  th a t wo u l d  b e  fou n d  u n d e r H E M P  
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exci tati on  co n d i ti o n s .  Th e  H E M P  s tres s  i n s i d e  a  com pl e x s ys tem  i s  d i ffi cu l t  to  kn o w exactl y 
wi th o u t pe rform i n g  a  s ys tem  l eve l  tes t.  ( I f s u ch  a  te s t were  to  be  p erform e d ,  th e n  th e re  wo u l d  
be  n o  n e e d  to  perform  a  com p on e n t tes t. )  T yp i ca l l y,  th e  H E M P  s tres s  at a  com p on e n t i s  
u s u a l l y d ete rm i n e d  b y a n a l ys i s ,  a n d  th i s  i s  th e n  u s ed  to  d e s i g n  th e  p rop e r pu l s e  or CW  
exci tati on  of th e  com pon en t.  

A.3  Defin i tion  of the testing  interface  

A ke y as pect of te s ti n g  i s  th e  d e fi n i ti on  of th e  te s ti n g  i n te rface  wi th i n  th e  s ys tem .  Th i s  can  be  
th o u g h t of as  th e  l ocati o n  a t wh i ch  th e  s i m u l ated  H E M P  s tres s  s h a l l  be  a p p l i e d  to  th e  s ys tem .  
I t  i s  g e n e ra l l y re co g n i ze d  th a t an  el ectri ca l l y co m pl ex s ys tem  can  be  re p re s e n te d  b y a  s eri es  
of s h i e l d i n g  s u rfaces ,  or " E M  b arri ers , "  wh i ch  are  p e n etra te d  a t s e l ected  po i n ts  b y o n e  of 
s e vera l  " E M  p e n e trati on  m e ch a n i s m s , "  s u ch  as  d i ffu s i o n ,  a p e rtu re  p e n e tra ti o n  o r co n d u cti n g  
pe n e tra ti o n .  F i g u re  A. 1  i l l u s trates  s u ch  a  d i a g ra m  for a  g en eri c e l ectri ca l  s ys tem ,  s h o wi n g  
reg i o n s  of d i fferen t H E M P - i n d u ced  e l ectri ca l  s tre s s e s  ( wi th i n  th e  h ori zo n ta l  l i n es ) ,  to g e th er 
wi th  th e  vari ou s  cou p l i n g  pa th s  an d  p e n e tra ti on  m ech a n i s m s .  

I t  s h o u l d  b e  n ote d  i n  F i g u re  A. 1  th at th e  H E M P i n teracti on  wi th  th e  s ys te m  h a s  be e n  d i vi d e d  
i n to  two p arts :  o n e  wh i ch  d e a l s  wi th  pe n etrati o n s  th ro u g h  th e  s h i e l d i n g  ba rri er b y d i ffu s i o n  
an d  a p ertu res ,  a n d  an o th e r p art  d e a l i n g  wi th  p e n e tra ti o n s  a l on g  d e l i b erate l y m a d e  co n d u cti n g  
pa th s ,  s u ch  as  s i g n al  l i n es ,  co n tro l  l i n es ,  p o wer l i n e s ,  e tc.  Th i s  s tan d a rd  d ea l s  wi th  tes ti n g  
con ce pts  fo r th e  fi rs t typ e  of p e n e tra ti on ,  n a m e l y te s t m e th od s  fo r s h i el d i n g  e n cl os u res .  
I E C 6 1 0 0 0 - 4 - 2 4  d i s cu s s es  th e  tes t m eth o d s  fo r pro tecti ve  d e vi ces  for H E M P -co n d u cted  
d i s tu rb a n ce s ,  wh i ch  co n cen trate  on  te s t  m eth o d s  for a p propri ate  s i g n a l  i n j ecti o n  o n to  th e  
s i g n a l  a n d /o r po we r l ea d s  of e q u i pm en t,  as  i n d i ca te d  i n  F i g u re  A. 1 .  

Tes ti n g  of th e  s h i e l d i n g  of th e  s ys tem  ca n  b e  co n d u cte d  at a n y on e  of th e  i n terfa ce  l ocati o n s  
d e n ote d  b y th e  l e tte rs  A th ro u g h  H ,  wh i ch  m o ve  pro g re s s i ve l y i n to  th e  s ys tem .  Th es e  
i n terface  l oca ti o n s  are  n ot actu a l  " te s t p o i n ts ",  a s  th e y d o  n o t re fer to  s peci fi c l oca ti o n s  on  
cab l es  or com p on e n ts  i n  th e  s ys tem .  Ra th er,  th e y d e n o te  g en eri c l oca ti o n s  of p os s i b l e  tes t  
po i n ts  wi th i n  th e  s ys te m .  Th e  m os t s tra i g h tforward  tes ti n g  i s  a t i n te rface  p o i n t A a t th e  
exte ri o r of th e  s ys tem ,  wh ere  th e  e xci tati on  i s  d u e  to  th e  e xtern al  E-  a n d  H-fi e l d s  prod u ced  b y 
th e  H E M P .  At th i s  l oca ti on ,  i t  i s  n eces s ary to  s i m u l ate  th e  b e h a vi o u r of th e  i n ci d e n t H E M P  
fi e l d s  o ver th e  e n ti re  s ys tem  (pl u s  an y refl ecte d  fi e l d s  from  n e arb y obj ects ,  s u ch  as  a  g ro u n d  
p l a n e).  I f th i s  s i m u l ati o n  i s  ca rri e d  o u t pro p e rl y,  th e  res p on s e of th e  s ys tem  wi l l  b e  
com p ara b l e  to  th at  of th e  s ys tem  u n d er H E M P  i l l u m i n ati o n .  

I n terface  p o i n t  B  i s  s ti l l  l oca ted  o n  th e  exteri or of th e  s ys tem ,  b u t  i t  occ u rs  afte r th e  i n ci d e n t 
fi e l d  h as  co u p l e d  to  th e  s ys tem  exte ri or a n d  i n d u ce d  cu rre n ts  a n d  ch arg es  o n  th e  exteri or 
s h i e l d .  Th u s ,  th e  s ys tem  exci tati on  at th i s  p o i n t i s  on e  s tep  rem ove d  from  th e  i n ci d en t fi e l d .  As  
n o ted  i n  F i g u re  A. 1 ,  H E M P  s tres s  a t th i s  l e ve l  o f th e  i n te ra cti o n  d i a g ram  ca n  p e n e trate  i n to  
th e  s ys tem  th ro u g h  ap ertu res ,  d i ffu s i o n ,  or b y co n d u cti ve  pe n etrati o n s ,  ofte n  referre d  to  as  
po i n ts  of e n try ( P o E s ) .  I n  th e  fi e l d - i l l u m i n a ted  ca s e,  a l l  of th e s e  p e n e tra ti on  m ech a n i s m s  are  
exci te d  s i m u l tan e o u s l y b y th e  i n ci d e n t fi e l d .  I n  th e  tes ti n g  a t i n te rface  l e ve l  B ,  h o we ver,  each  
pe n etrati o n  i s  u s u al l y tes te d  s ep a rate l y,  d u e  to  th e  s i ze  of th e  s ys tem .  C o n s e q u e n tl y,  tes ti n g  
at th i s  l e vel  g i ves  ri s e  to  po ten ti a l  errors ,  n ot o n l y beca u s e  of a  m ore  com pl i cated  re q u i rem e n t 
on  th e  tem p ora l  b e h a vi o u r of th e  exci ta ti on  s ou rces ,  b u t b eca u s e  P o E s  are  u s u a l l y n ot a l l  
tes te d  a t th e  s am e  ti m e .  
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Figure A. 1  – Sample  HEMP interaction  d iagram  i l lustrating  penetration  mechanisms,  
system  responses  and  generic test in terface locations  

Th e  n e ces s ary tes t exci tati on s  at th i s  l oca ti o n  ca n  b e  d e s cri be d  i n  term s  o f an  i n j e cted  cu rre n t  
d e n s i ty a n d  a  corres p o n d i n g  ch arg e  d e n s i ty o n  th e  s u rface  of th e  s h i e l d ,  or,  i f l o n g  co n d u ctors  
are  con s i d e re d ,  th e  s o u rce s  are  extern a l  cu rre n ts  a n d  vol tag e s  re l ati ve  to  a  s u i ta b l e  re fe re n ce 
con d u ctor ( g ro u n d  p l a n e ).  B eca u s e  th e  be h a vi o u r of th es e  e l ectri ca l  re s p on s es  d e p e n d s  o n  
th e  n a tu re  of th e  H E M P  exci tati on  a n d  o n  th e  el e ctri ca l  n a tu re  of th e  e xte ri or of th e  s ys te m ,  
th e s e  res p o n s e s  are  m ore  com pl i cate d  th a n  are  th e  re q u i re d  s i m u l ati o n  s ou rces  at  l oca ti o n  A.  

M o vi n g  fu rth er i n to  th e  s ys tem ,  i n terface  po i n t  C  i s  a  fi e l d  p o i n t a t a  l oca ti on  j u s t i n s i d e  th e  
pe n etrati o n  po i n ts  of th e  p ri m ary E M  b arri e r.  At  th i s  l oca ti o n ,  th e  H E M P  re s p o n s es  con s i s t of 
th e  l oca l  E-  a n d  H-fi e l d s  wi th i n  th e  s h i e l d .  Th e s e  fi e l d s  prop a g a te  i n to  th e  i n te ri or of th e  
s ys tem ,  a n d  cou p l e  to  th e  s u rfaces  of s eco n d ary s h i e l d s  i n  th e  s ys tem .  Th es e  s h i e l d s  u s u a l l y 
con s i s t of th e  e n cl os u re s  of i n d i vi d u a l  b oxes  or eq u i pm en t racks  a n d  th e  s h i e l d s  of ca b l es .  
Th i s  g i ves  ri s e  to  l oca l  cu rre n t a n d  ch a rg e  o n  th e  i n n er s h i e l d i n g  s u rfaces ,  d e n ote d  b y 
i n terface  D .  Th e  re s p o n s es  at  D  co n ta i n  a l l  of th e  effects  of i n te rn a l  ca vi ty re s on a n ces ,  
i n tern a l  ca b l e  res o n a n ce s ,  l oca l  fi e l d  pertu rb a ti o n s  d u e  to  i n tern a l  l oa d i n g  a n d  a  m yri a d  of 
oth er com pl i cati on s  a ri s i n g  from  a  re a l i s ti c s ys te m .  

F i n a l l y,  th e  cu rre n ts  a n d  ch arg es  at  D  pe n etrate  th ro u g h  th e  s econ d a ry s h i el d i n g  l a ye r,  ag a i n  
b y d i ffu s i ve  or a pertu re  typ e  p e n e trati on s ,  to  crea te  i n tern a l  e xci ta ti o n  E-  an d  H-fi e l d s  at  
l oca ti o n  E .  Th e s e  fi e l d s  cou p l e  to  i n tern a l  cab l es  o r wi re s  a n d  e ve n tu a l l y l e a d  to  te s t  i n terface  
F  a t th e  com p on e n t or " b l ack-box"  l e ve l .  
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H E M P  tes ti n g  can  b e  perform ed  a t an y o n e  of th e  aforem en ti on e d  i n te rface  l ocati o n s .  
H o we ver,  th e  d e e p er th e  tes t  i n terface  i s  l oca te d  wi th i n  th e  s ys tem ,  th e  m ore  d i ffi cu l t  i t  i s  to  
accu ra te l y d e s cri be  th e  H E M P  s tres s  n e e d e d  to  a p p l y to  th e  tes t.  Th u s ,  th ere  wi l l  be  
con s i d era b l e  u n certai n ty i n  th e  tes t res u l ts  for i n te rn a l  te s t i n terface s .  H o we ver,  th e  cl os er th e  
te s t l oca ti o n  i s  to  th e  co m pon e n ts ,  th e  m ore  accu ra te  i s  th e  kn o wl e d g e a s  to  th e  b eh a vi ou r of 
th e  com p on e n ts  or bl ack boxes  d u e  to  th e  s tres s .  C on s e q u e n tl y,  o n e  tra d e- off th a t occu rs  i n  
H E M P  te s ti n g  i s  ch o os i n g  be twe en  th e  e as e  of d es cri b i n g  an d  s i m u l a ti n g  th e  d es i red  s tres s  
on  th e  s ys tem ,  an d  th e  a ccu rac y of kn o wi n g  th e  res p o n s e  o f th e  s ys tem  to  th i s  s tres s .  

As  m en ti o n e d  e arl i er,  th ere  i s  an  a d d i ti on a l  cou p l i n g  p a th  ari s i n g  fro m  th e  co n d u cti n g  
pe n etrati o n s  th ro u g h  th e  s h i e l d s ,  a n d  th es e  g i ve  ri s e  to  te s ti n g  i n te rface  po i n ts  G  an d  H .  
Al th ou g h  th es e  are  n ot d i s cu s s e d  fu rth er i n  th i s  s ta n d a rd ,  th e y are  s h o wn  i n  F i g u re  A. 1  fo r 
com pl ete n e s s .  

A.4  Use of test data  

A.4. 1  General  

D a ta  acq u i red  u n d er tes t  pro g ram s  can  h a ve  s e vera l  d i fferen t u s es ,  d e p e n d i n g  on  th e  n a tu re  
of th e  tes t a n d  o n  th e  fu n cti on a l  re q u i rem e n ts  of th e  s ys tem .  D i ffere n t u s es  of te s t d a ta  are  
s u m m ari ze d  b e l o w.  

A.4.2  Acceptance  of new systems  

A n e w s ys te m  wh i ch  i s  d es i g n ed  to  be  h ard e n e d  a g a i n s t th e  effects  of H E M P  wi l l  h a ve  on e  o r 
m ore  h a rd n es s  s p eci fi cati on s  for th e  d es i g n .  At th e  e n d  of th e  co n s tru cti o n  of th e  s ys te m  an d  
j u s t b efore  form a l  d e l i very b y th e  m an u factu rer,  i t  i s  com m on  to  req u i re  an  acce p ta n ce te s t to  
d em on s tra te  th a t th e  s ys tem  m eets  th e  re q u i re d  H E M P  s peci fi ca ti o n s .  

Th e  d a ta  acq u i re d  i n  tes t  prog ram s  can  b e  u s e d  for acce pta n ce  p u rpos es .  S u ch  te s ts  ca n  b e  
s i m pl e  " pro of"  tes ts  wh e re  th e  s u rvi va b i l i ty of th e  s ys tem  i s  va l i d ate d ,  or th e y ca n  am ou n t to  
d e tai l e d  m e as u rem en ts  of s tres s  l e ve l s  a t th e  d efi n e d  i n terfa ce s  a n d  a  ve ri fi cati on  of s afety 
m arg i n s  b y d eterm i n i n g  th e  s tre n g th  of cri ti ca l  co m pon e n ts  or cri ti ca l  i n p u ts  to  s u bs ys tem s .  

A.4.3  System  assessments  

F or a  s ys tem  th a t i s  n o t  s u bj ect to  H E M P  s u rvi vab i l i ty re q u i rem e n ts ,  or wh i ch  h a s  n ot b e e n  
pre vi o u s l y tes te d ,  a  tes t  pro g ram  can  pro vi d e  d a ta  u s efu l  for as s es s i n g  th e  cu rre n t s ta te  of 
H E M P  h ard n es s .  Th i s  a m ou n ts  to  m a ki n g  d e ta i l e d  m eas u re m en ts  of H E M P - i n d u ced  s tres s  a t 
th e  d efi n ed  i n te rface  p oi n ts  a n d  th e n  com pa ri n g  th es e  s tre s s es  wi th  th e  kn o wn  ( or es ti m ate d )  
s u s ce p ti b i l i ty of th e  co m pon e n ts .  Th i s  com p ari s on  of th e  s tre s s /res p o n s e  ch a racteri s ti cs  
perm i ts  an  es ti m ati o n  of th e  s ys tem  b eh a vi ou r.  

A.4.4  Hardness  survei l l ance monitoring  

O n ce a  s ys tem  i s  d eterm i n e d  as  h ard e n e d  ag a i n s t H E M P ,  p eri od i c m ea s u rem e n ts  of th e  
s ys tem  ca n  be  m a d e  to  e n s u re  th at th e  s ta te  of h a rd n e s s  rem ai n s  i n tact.  F re q u e n tl y,  s u ch  
m eas u rem e n ts  co n s i s t  of CW  tra n s fer fu n cti o n s  from  an  o bs ervati on  p o i n t  ou ts i d e  th e  s ys te m  
to  o n e  i n s i d e.  C h an g es  i n  th i s  tra n s fer fu n cti o n  o ver a  p e ri o d  of t i m e i n d i cate  a  d e g ra d ati on  i n  
th e  h ard n e s s  of th e  s ys te m  or a  re d u cti o n  of th e  s afety m arg i n .  

A.4.5  System  design  

An o th e r u s e  of tes t d ata  i s  i n  th e  area  of n e w s ys tem  d es i g n .  E xp eri e n ce  i n  s ys tem  te s ti n g  
can  l e a d  to  a n  u n d e rs ta n d i n g  of h o w be tter to  h ard e n  e q u i p m en t an d  h o w to  d es i g n ,  from  th e  
g ro u n d  u p ,  a  H E M P  h ard e n e d  s ys tem .  I n  ad d i ti o n ,  com po n en t tes ti n g  ( or l a b ora tory " b e n ch "  
te s ti n g )  can  pro vi d e  i n form ati o n  ab o u t com po n en t an d  s u bs ys te m  re s po n s es  to  H E M P  
tra n s i e n ts  th a t can  u l ti m ate l y b e  u s efu l  for s ys tem -l e ve l  te s ti n g  a n d  as s es s m en ts .  
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A.5  Testing  uncertainties  

I n  each  of th e  tes ti n g  co n ce p ts  d es cri b e d  a bo ve ,  th e re  are  u n ce rta i n ti es  wh i ch  a d d  e rrors  to  
th e  fi n al  tes t re s u l ts .  G e n era l l y,  th es e  erro rs  are  d i ffi cu l t to  kn o w q u an ti tati ve l y,  bu t a  l i s t  of 
th e  u n ce rta i n ti es  wi l l  a t l e as t h e l p  th e  tes t p ers on n e l  to  be  a ware  of p o te n ti a l  d i ffi cu l ti es  wi th  
th e  te s ti n g .  S i g n i fi ca n t u n certa i n ti es  can  res u l t  fro m  th e  fo l l o wi n g :  

a)  A l ack of kn o wl ed g e of th e  i n ci d e n t H E M P e n vi ron m en t,  a s  d es cri b ed  b y i ts  an g l e  of 
i n ci d en ce  a n d  p ol ari za ti o n  re l a ti ve  to  th e  earth .  

b)  Th e  vari ab i l i ty of th e  H E M P  wa ve fo rm  as  a  fu n cti on  of th e  s ys tem  l oca ti o n  o n  th e  ea rth ,  
a n d  th e  i n a b i l i ty to  s i m u l ate  th i s  wa ve form  p reci s e l y beca u s e  of 

1 )  n o n - i d e a l  s p a ti a l  vari a ti o n s  of th e  s i m u l ate d  H E M P fi e l d ;  

2 )  a n  i m p reci s e  kn o wl e d g e  of th e  e l e ctri ca l  p ro pe rti e s  of th e  g ro u n d ;  

3 )  errors  i n  th e  ca l cu l a ti o n s  for extra p o l ati n g  a  l o w- l e ve l  res p o n s e  to  H E M P  l e ve l s ;  

4 )  m e as u rem en t errors ;  

5)  l ack of p reci s e  i n form ati o n  of th e  fa i l u re  l e ve l s  of com pon e n ts ;  

6 )  u n kn o wn  d e g ra d ati on  of th e  s ys tem  h a rd n e s s  o ver ti m e.  

c)  A fi n a l  s ou rce  of u n certa i n ty i n  th e  tes t proces s  i s  often  i n tro d u ce d  b y th e  d es i re  to  kn o w 
to o  m u ch  from  a  s i n g l e  l i m i te d  tes t.  O n l y a  fi n i te  n u m b e r of e xci tati on s  ca n  b e  con s i d e re d  
i n  a  tes t,  a n d  co n s eq u en tl y,  a n y s tati s ti ca l  i n fere n ce ab o u t th e  pro b a b i l i ty of s ys te m  
s u rvi va l  ag a i n s t H E M P  wi l l  b e  i n com pl ete.  F u rth e rm ore,  e ve n  i f o n e  s ys te m  i s  th oro u g h l y 
te s te d  a n d  ch ara cteri ze d ,  i t  i s  d i ffi cu l t to  extra po l ate  th e  res u l ts  to  a n  e n s em bl e  of s i m i l ar 
s ys tem s .  E ach  s ys tem  ca n  b e  (a n d  u s u a l l y i s )  e l ectri ca l l y d i s ti n ct from  th e  oth ers ,  a n d  
con s e q u e n tl y,  th e  d e ta i l s  of th e  H E M P  res p on s e s  ca n  vary co n s i d e rab l y from  s ys tem  to  
s ys tem .  Th i s  i s  wh y th e  u s e  of a  s afety m a rg i n  i n  h a rd e n i n g  i s  u s efu l .  
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Annex B  
(i n form a ti ve )  

 
Characterization  of shielded  cables  

B.1  Fundamentals  of cable  shielding  

I n  i ts  s i m pl es t con fi g u rati on ,  a  s h i e l d ed  tra n s m i s s i on  l i n e  s ys tem  co n s i s ts  of a  ca b l e  wi th  th e  
s h i e l d  co n n ected  to  e ach  of th e  e n cl os u res .  Th e  e n cl os u res  a n d  th e  ca b l e  a re  u s u al l y l ocated  
o ver a  co n d u cti n g  g ro u n d  p l an e  wi th  th e  cab l e  a t  a  h e i g h t h .  As  s h o wn  i n  F i g u re  B . 1 ,  th e  two 
en cl os u res  are  co n n ecte d  to  th e  g rou n d  p l a n e  b y e xtern a l  i m pe d a n ces  Z( e )  s o  th at e i th e r a  
g ro u n d e d  or o p e n -ci rcu i t  con fi g u ra ti o n  ca n  b e  co n s i d ere d .  

 

Figure B. 1  – Geometry of a  sh ielded  coaxial  l ine  wi th  an  in ternal  ci rcu i t  

F or a  s h i e l d e d  ca b l e  i l l u m i n a ted  b y an  e l ectrom a g n e ti c fi e l d ,  th e  extern al  e l ectri c a n d  
m a g n e ti c fi el d s  ca n  p e n etrate  th rou g h  i m pe rfecti on s  i n  th e  ca b l e  s h e a th  a n d  g i ve  ri s e  to  
d i s tu rb i n g  cu rren ts  a n d  vo l ta g es  o n  th e  i n te rn a l  co n d u ctors .  An n e x B  d o es  n o t co ver 
ad d i ti o n a l  fi el d  p e n e tra ti o n  th a t m a y o ccu r th rou g h  th e  en cl os u res  a t e i th er en d  of th e  l i n e.  

Th e  cou p l i n g  th rou g h  th e  ca bl e  s h i e l d  b e twe en  th e  extern al  e l e ctrom a g n e ti c fi e l d  a n d  th e  
i n n er co n d u ctors  occu rs  th ro u g h  th re e  bas i c  p h e n om en a :  

– d i ffu s i on  of th e  E-  a n d  H-fi e l d s  th ro u g h  th e  s h e ath  m ateri a l ;  

– pe n etra ti o n  of th e  fi e l d s  th ro u g h  th e  s m a l l  ap ertu res  of th e  brai d e d  s h i e l d s;  

– a  m ore  com p l i ca te d  i n d u cti o n  p h en om e n o n  d u e  to  th e  o verl a p p i n g  of th e  i n d i vi d u a l  s tra n d s  
(or carri ers )  of th e  s h i e l d .  

Th e  l as t  two  p h e n om en a occu r on l y for bra i d e d  s h i e l d s .  

Th e  b e h a vi ou r of th e  i n d u ce d  res p o n s e o n  th e  i n n er co n d u ctors  of a  s h i e l d e d  ca b l e  ca n  b e  
d es cri b ed  i n  te rm s  of a  tran s fer i m p ed a n ce Zt  a n d  a  tra n s fer ad m i ttan ce  Yt  of th e  s h i e l d .  To  
u n d ers ta n d  th e  tra n s fer i m pe d a n ce a n d  a d m i tta n ce  con ce p ts ,  a  ti m e - varyi n g  extern a l  E M  fi e l d  
wh i ch  i n d u ces  bo th  a  cab l e  s h ea th  cu rre n t  Is  a n d  a  s h e a th -to- g rou n d  vol ta g e  Vs  (or 
eq u i val e n tl y,  a  s h ea th  ch arg e  d e n s i ty)  i s  co n s i d ere d .  P orti o n s  of th e  exte rn al  e l ectri c a n d  
m ag n e ti c fi e l d s  are  a b l e  to  pe n etra te  th rou g h  th e  s h i e l d ,  a n d  th e s e  i n d u ce  i n tern a l  vo l ta g e  
an d  cu rre n t re s p o n s es ,  Vi  a n d  Ii ,  res p e cti vel y.  Th es e  q u a n ti ti es  a n d  th e i r as s u m e d  p o l a ri ti es  
are  s h o wn  i n  F i g u re  B . 1 .  F or th i s  co n d u ctor s ys te m ,  a  re tu rn  cu rre n t Ig  fl o ws  i n  th e  g ro u n d ;  
th i s  cu rre n t  i s  th e  s u m  of Is  a n d  Ii .  
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Figure B.2  – Coaxial  cable  l ocated  over a  conducting  ground  plane  

Th e  cu rre n t fl o w i n  th e  cab l e  s h e ath  cre ate s  a n  axi a l  e l ectri c fi e l d  i n s i d e  th e  s h ea th .  D u e  to  
th e  s ki n  effect,  th e  cu rren t d i s tri b u ti o n  a n d  th e  as s oci ate d  e l e ctri c fi e l d  d i s tri bu ti o n  i n  th e  
sh e a th  cros s -s ecti on  are  n o t u n i form .  I f Is  i s  th e  to ta l  cu rre n t fl o wi n g  i n  th e  s h e a th ,  th e  e l ectri c 
fi e l d  Ei  o n  th e  i n n er s u rfa ce  of th e  s h i el d  i s  prod u ce d  b y an  atte n u a ted  cu rre n t d en s i ty,  wi th  
th e  red u cti o n  b e i n g  d ete rm i n ed  a p proxi m a te l y b y δ ,  th e  s ki n  d e p th  i n  th e  s h i e l d  m ateri a l ,  
g i ve n  b y 

  ( ) m/1 σmπδ f=  ( B . 1 )  

wh ere  

σ  i s  th e  co n d u cti vi ty of th e  s h e a th  m ateri a l ;  

f i s  th e  fre q u e n c y of th e  i n d u ce d  cu rren t;  

m  i s  th e  p erm e a b i l i ty of th e  s h e a th  m a teri a l .  

Th i s  axi a l  e l ectri c fi e l d  com pon e n t o n  th e  i n n er s u rface  of th e  s h e a th  crea tes  a  vo l tag e  
be twe en  th e  i n tern a l  con d u ctors  a n d  th e  s h e a th ,  an d ,  d ep e n d i n g  o n  th e  term i n a ti o n  
i m pe d a n ce s  of th e  i n n e r s i g n a l  con d u ctor,  a  cu rre n t m a y fl o w.  Th e  protecti on  ca p ab i l i ty of th e  
cab l e  s h i e l d  i s  d e te rm i n ed  b y th e  am ou n t of re d u cti on  of th e  el ectri c  fi e l d  com pon e n t d u e  to  
th e  s ki n  d e pth  atten u a ti o n .  Th i s  re d u cti o n  ca p a b i l i ty i s  d ete rm i n e d  m ore  preci s e l y i n  
Cl a u s e  B . 2  th rou g h  th e  con ce pt of a  tra n s fer i m pe d a n ce ,  wh i ch  i s  d e fi n e d  as  th e  ra ti o  
be twe en  th e  i n n er e l ectri c fi el d  Ei  a n d  th e  to tal  s h i e l d  cu rre n t  Is  i n  th e  freq u en c y d om a i n .  

Th e  el ectri ca l  d u a l  of th e  tran s fe r i m p ed a n ce i s  th e  tra n s fer a d m i tta n ce ,  wh i ch  d es cri be s  th e  
proces s  b y wh i ch  a  porti on  of th e  i n d u ce d  ch arg e  on  th e  ca b l e  s h e ath  fi n d s  i ts  wa y o n to  th e  
i n tern a l  wi re  i n s i d e  th e  s h i e l d .  Th i s  i n d u cti o n  of ch arg e  o n  th e  i n n e r co n d u ctor a m ou n ts  to  a n  
i n j e cte d  cu rre n t on  th e  i n tern a l  ca b l e.  Th i s  e ffect ca n  b e  re l a te d  to  th e  exte rn a l  s h i e l d - to-
g ro u n d  vo l tag e  Vs  b y a  tran s fer ad m i ttan ce .  

B.2  Defin i tions  of transfer impedance and  transfer admittance  

Th e ca b l e  s h e ath  wi th  i ts  extern a l  re tu rn  ( g e n e ral l y a  g rou n d  p l a n e)  a n d  th e  i n te rn al  c on d u ctor 
form  two  co u p l e d  ci rcu i ts ,  a s  s h o wn  i n  F i g u re  B . 2 .  F i g u re  B . 3  s h o ws  two p e r-u n i t- l e n g th  

IEC  

I n te rn a l  vo l ta g e  
a n d  cu rre n t re s p o n s e s  

I n n e r co n d u cto r 
ra d i u s  ao  

Return current 
Ig  =  Is +  Ii  

G ro u n d  p l a n e   

Shield   
voltage 

Vs  
∆   

Vi   

a   

b   

Ii   

W a l l   
th i ckn e s s   

y  

z 

x  
Current  
density Js   

Total  shield  
current  Is   

Copyright International  Electrotechnical  Commission  



I E C 6 1 0 0 0 - 4 - 2 3 : 2 0 1 6  © I E C  2 0 1 6  – 6 9  – 

ci rcu i ts  form ed  b y th e  s h e a th  a n d  i ts  g ro u n d  re tu rn ,  an d  th e  s h e a th  a n d  th e  i n tern a l  
con d u ctor.  I n  th i s  d e ve l o pm en t i t  i s  as s u m ed  th a t th e  e xtern a l  ci rcu i t i s  i n d e pe n d e n t of th e  
be h a vi o u r of th e  i n tern a l  ci rcu i t,  an d  th at th e  i n te rn a l  ci rcu i t h as  bo th  a  vo l ta g e-  a n d  cu rren t-
con trol l e d  s o u rce  pro vi d i n g  th e  exci tati o n  from  th e  extern a l  ci rcu i t.  Th i s  ci rcu i t  con fi g u rati o n  
res u l ts  from  th e  a s s u m pti on  th at th e  cab l e  p erform s  as  a  g o o d  s h i e l d .  

 

Figure B.3  – Two per-uni t-length  circu i ts  formed  by the  sheath  and  i ts  g round  return ,  
and  the sheath  and  the in ternal  conductor 

F or th e s e  two co u p l ed  l i n es ,  th e  cu rren t a n d  vo l tag e  Is  a n d  Vss  of th e  o u ter s h i e l d  a n d  th e  
cu rren t a n d  vol ta g e  Ii  a n d  Vi  of th e  i n n er co n d u ctor a re  d es cri b e d  b y th e  fo l l o wi n g  s e t of 
d i ffe re n ti a l  eq u ati on s :  
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sss
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s VIZ
dx
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s IVY
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i VIZ
dx

dV
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sii

'
i

i IVY
dx

dI
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I n  th es e  expres s i o n s ,  th e  exte rn a l  tra n s m i s s i o n  l i n e  i s  d e s cri b ed  b y th e  p e r- u n i t- l e n g th  

i m pe d a n ce a n d  a d m i tta n ce  p ara m eters  '
sZ a n d  '

sY ,  wh i ch  for a  l os s l es s  l i n e  are  re l a te d  to  th e  

extern a l  p er u n i t  l e n g th  l i n e  i n d u cta n ce  a n d  cap aci ta n ce  q u a n ti ti es  b y  '
s

'
s LjZ ω= a n d  

'
s

'
s CjY ω= .  S i m i l arl y,  for a  l os s l es s  cab l e  th e  i n tern al  l i n e  p aram eters  '

iZ  an d  '
iY are  re l ated  

to  th e  i n tern a l  p er u n i t  l e n g th  l i n e  i n d u ctan ce a n d  ca p aci ta n ce  b y '
i

'
i LjZ ω= an d   '

i
'

i CjY ω= .  
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Th e  pri m a ry exci ta ti o n  s o u rces  i n  th i s  prob l em  a re  th e  d i s tri b u te d  vo l ta g e  a n d  cu rre n t s ou rces  
'

ssV  an d  '
ssI  on  th e  extern a l  ci rcu i t.  Th e  exci ta ti on  s o u rces  for th e  i n tern al  ci rcu i t  a re  th e  

vo l tag e  an d  cu rren t s ou rces  s h o wn  i n  F i g u re  B . 1  an d  are  d e n o ted  b y '
siV an d  '

siI res p e cti ve l y.  

Th es e  i n te rn a l  s o u rces  a re  re l ated  to  th e  extern a l  l i n e  res p on s es  b y 

  V/ms
'
t

'
si IZV =  (B . 6 )  

  A/ms
'

t
'
si VYI =  (B . 7 )  

wh ere  

'
tZ and

'
tY  a re  th e  tran s fer i m p e d a n ce  p er u n i t l en g th  an d  tra n s fe r a d m i tta n ce  p e r u n i t 

l en g th  of th e  s h i e l d .  

Th es e  q u a n ti ti es  m a y b e  form al l y d e fi n e d  from  E q u a ti o n s  ( B . 4 )  a n d  (B . 5)  b y s e tti n g  Ii  a n d  Vi  to  
ze ro ,  as  

  Ω/m
1

0

i

s

'
t

i =

=
I

dx

dV

I
Z  (B . 8 )  

  S/m
1

0

i

s

'
t

i =

=
V

dx

dI

V
Y  ( B . 9 )  

I n  th e  d efi n i ti o n  of th e  tra n s fe r i m pe d a n ce i n  E q u a ti o n  ( B . 8 ),  th e  res u l ti n g  p aram eter '
tZ

d e p e n d s  o n l y o n  th e  e l ectri ca l  a n d  p h ys i ca l  com p os i ti on  of th e  s h i e l d e d  ca b l e .  Th i s  i s  n o t tru e  
for th e  tra n s fer a d m i tta n ce  i n  E q u a ti o n  ( B . 9 ) ,  h o we ve r,  beca u s e  th e  exte rn a l  s h i e l d  vol tag e ,  
Vs ,  d e p en d s  o n  th e  g e om e try of th e  extern a l  con d u ctor.  M ore  s p eci fi ca l l y,  th e  tra n s fer 
i m pe d a n ce d ep e n d s  on  th e  extern a l  ca p aci ta n ce  of th e  ca b l e  s h i e l d  to  th e  re fere n ce g rou n d  
p l a n e.  

An  a l tern a ti ve  to  e va l u a ti n g  th e  i n tern al  cu rre n t  exci tati on  s o u rce  as  i n  E q u ati o n  ( B . 7 )  i s  to  
con s i d e r th e  perti n e n t e xtern a l  res p on s e  to  b e  th e  extern a l  ch arg e  d en s i ty o n  th e  cab l e  s h i e l d ,  
q′e ,  i n s te ad  of th e  e xte rn a l  s h i e l d - to- g rou n d  vo l ta g e .  I n  th i s  m an n e r,  th e  i n tern a l  cu rren t 
s ou rce  ca n  b e  wri tte n  as  

 '
es

'
i

'
si qSCjI ω−=  (B . 1 0 )  

wh ere  

C′i  i s  th e  p er- u n i t- l en g th  ca p aci tan ce  of th e  i n tern a l  l i n e ;  

Ss  i s  a  s h i e l d  l e akag e  fa ctor (m e as u red  i n  m /F )  wh i ch  d ep e n d s  on l y on  th e  s h i el d  
ch aracteri s ti cs .  

T yp i ca l l y,  th e  s h i e l d  l e a kag e facto r Ss  i s  th e  m ore  d es i ra bl e  i n d i ca tor of ca b l e  s h i e l d  
be h a vi o u r,  as  i t  i s  i n d ep e n d e n t of th e  extern a l  l i n e  g eom e try.  H o we ver,  m e as u rem en t 

tech n i q u es  fre q u e n tl y p ro vi d e  a  d i rect kn owl e d g e of '
tY  i n s te ad  of Ss .  O n ce   '

tY  i s  kn o wn  for a  

p arti cu l ar te s t  s e t- u p ,  th e  actu a l  ca b l e  s h i e l d  pa ra m ete r ca n  be  d e te rm i n e d  b y th e  expres s i on  

Copyright International  Electrotechnical  Commission  



I E C 6 1 0 0 0 - 4 - 2 3 : 2 0 1 6  © I E C  2 0 1 6  – 7 1  – 

 
'
e

'
t

'
i

s
1

C

Y

Cj
S

ω
=  (B . 1 1 )  

B.3  Relative significance of Z′t  and  Y′t  

Th e d efi n i ti o n s  of th e  tran s fer i m ped a n ce  a n d  a d m i tta n ce  of th e  ca b l e  s h i e l d  i n  E q u ati on s  
(B . 8 )  a n d  ( B . 9 )  a s  d es cri be d  a b o ve  a re  va l i d  for bo th  s ol i d  tu b u l ar a n d  bra i d e d  cab l es .  F or a  
s o l i d  tu b u l ar s h i e l d ,  th e  e l ectros tati c s h i el d i n g  i s  m u ch  g rea ter th a n  th e  m ag n e tos ta ti c  
s h i e l d i n g ,  a n d ,  as  a  res u l t,  th e  tran s fer i m p ed a n ce  te rm  d om i n a tes  at l o w freq u e n ci es .  Th i s  
fact h a s  l ed  s om e i n ve s ti g a tors  to  n e g l e ct th e  tra n s fer a d m i ttan ce  term  i n  E M C  co u p l i n g  
pro b l em s .  

F or b ra i d e d  cab l e s ,  th e  cou p l i n g  m ech a n i s m s  g i vi n g  ri s e  to  th e  tran s fer i m pe d a n ce an d  
ad m i ttan ce  are  e n h a n ce d ,  d u e  to  th e  E-  a n d  H-fi e l d  p e n e tra ti on  th rou g h  th e  s h i e l d  ap ertu res .  
Ag a i n ,  at  l o w fre q u e n ci es ,  th e  e l e ctros ta ti c s h i e l d i n g  of th e  brai d  i s  m u ch  be tter th a n  th e  

m ag n e ti c fi e l d  s h i e l d i n g ,  an d  '
tY  i s  u s u a l l y s m a l l  com pare d  wi th  '

tZ .  H o we ver,  as  th e  

freq u e n c y i n crea s es ,  bo th  th e  E-  a n d  H-fi e l d s  are  a bl e  to  pe n etrate  th ro u g h  th e  b ra i d  
a p ertu res .  I n  th i s  cas e,  th e  i n d u ce d  e ffects  o n  th e  i n n er con d u ctor from  bo th  fi e l d  com po n e n ts  
can  b e  of th e  s am e ord e r of m ag n i tu d e .  F or s h i e l d s  th a t are  n o t we l l  d es i g n e d  to  excl u d e  th e  
E-fi e l d ,  n e g l ecti n g  th e  tran s fer a d m i tta n ce  m a y l e a d  to  rou g h l y fa ctors  of 2  error i n  th e  
e s ti m ate d  i n te rn a l  re s p o n s es .  
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Annex C  
(i n form a ti ve )  

 
Equipment for HEMP pulse measurements  

C.1  General  

O ve r th e  ye ars ,  s peci al i ze d  eq u i pm e n t h as  e vo l ve d  for pe rform i n g  fas t tra n s i e n t 
m eas u rem e n ts  o n  s ys te m s .  Th i s  eq u i pm e n t fa l l s  i n to  th re e  broa d  ca te g ori es :  

1 )  s en s ors  d es i g n e d  to  m ea s u re  a  tra n s i e n t res po n s e;  

2 )  d a ta  l i n ks  to  tran s m i t th e  m ea s u red  i n fo rm ati o n  fro m  th e  tes t  p o i n t  to  a n  an a l ys i s  s ta ti o n ;  

3 )  tra n s i e n t record i n g  d e vi ce  ca pa b l e  of s tori n g  th e  m ea s u red  d a ta .  

F or e ach  of th es e  co m pon e n ts ,  co n s i d era b l e  effort h as  g o n e  i n to  th e i r d es i g n  an d  
perform an ce op ti m i zati o n .  C o n s i d e rati o n s  h a ve  i n cl u d e d  th e  fol l o wi n g :  

– s u ffi ci e n t  b a n d wi d th  to  a ccu ra tel y m e as u re  th e  fas t H E M P - i n d u ce d  tran s i e n ts ;  

– m i n i m al  ph a s e  d i s torti o n  to  m ai n ta i n  th e  i n te g ri ty o f m eas u re d  p u l s e  s h a p e s ;  

– m i n i m al  en d - to- e n d  l os s  i n  th e  m eas u rem en t ch a i n  to  pro vi d e  a  h i g h  s i g n a l -to-n o i s e  rati o;  

– s ta n d a rd  ca l i bra ti o n  of th e  m eas u rem en t p ro b e s  a n d  s en s ors .  

An n ex C  pro vi d es  b a s i c  i n form a ti on  o n  th e  ke y e l em en ts  of a  H E M P  p u l s e  m eas u rem en t 
s ys tem .  

C.2  Sensors  for HEMP measurements  

C.2. 1  B-  and  H-field  sensors  

S en s ors  for m eas u ri n g  th e  tra n s i e n t  m ag n e ti c fi e l d  are  es s e n ti a l l y s m al l  l oo ps  wh i ch  m a y b e  
con fi g u re d  i n  s u ch  a  wa y as  to  m i n i m i ze  a n y a d d i ti o n a l  res p o n s e th a t th e  E-fi e l d  m a y i n d u ce  
on  th e  s e n s or.  Al l  of th e s e  s e n s ors  crea te  a  vo l tag e  a cros s  th e  l o o ps  th a t i s  pro p orti o n a l  to  
th e  ti m e ra te  of ch an g e of th e  m ag n e ti c fl u x p as s i n g  th rou g h  th e  l oo ps .  Th u s ,  th e y are  ofte n  
referred  to  as  B- d o t s e n s ors ,  as  th e y actu a l l y res p on d  to  th e  d eri vati ve  of th e  B-fi e l d .  

F i g u re  C . 1  i l l u s tra tes  s e ve ra l  com m on  co n fi g u ra ti on s  for s u ch  m ea s u rem en t l oo p s .  Th e  fi rs t  
two (o n  th e  to p  of th e  fi g u re )  are  co n fi g u re d  to  wo rk i n  con j u n cti on  wi th  a  re feren ce co n d u ctor 
as  a  g ro u n d  p l an e.  H e n ce th e y c a n  pro vi d e  an  i n d i cati on  of i n d u ced  s u rface  cu rre n t fl o wi n g  o n  
th e  con d u ctor.  Th e  o th ers  are  for o pera ti o n  a wa y from  a  refere n ce  co n d u ctor,  an d  th u s  th e y 
m e as u re  th e  "fre e- fi e l d "  re s p o n s e  of th e  H-fi e l d .  
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Figure C. 1  – Magnetic  fi eld  sensors  [23]  

O th er typ e s  of co i l  co n fi g u ra ti o n s  a re  a l s o  fo u n d  i n  H-fi e l d  H E M P  s e n s ors .  F i g u re  C . 2  
i l l u s tra tes  a  cyl i n d ri ca l  co i l  s en s or h a vi n g  a  s i n g l e  s l ot a cros s  wh i ch  th e  i n d u ced  vo l ta g e  i s  
m e as u red  wi th  two s h i e l d e d  coa xi a l  ca b l e s ,  p ro vi d i n g  a  ba l a n ce d  ou tp u t.  F i g u re  C . 3  s h o ws  
two-  a n d  fo u r- g a p co n fi g u ra ti o n s  for th e  c yl i n d ri ca l  co i l .  

 

Figure C.2  – S ing le-slot,  cyl indrical  coi l  sensor [23]  
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Figure C.3  – Two- and  four-slot cyl indrical  coi l  sensors  [23]  

Th e b a s i c l i m i ti n g  factor of th e s e  typ es  of s e n s o rs  i s  th e i r s i ze ,  s i n ce  th e  s e n s or s h o u l d  b e  
e l ectri ca l l y s m al l  i n  ord e r for i t  to  fu n cti on  prop e rl y i n  H E M P  te s ts .  L arg e  (~ 0 , 5  m  d i a m eter)  
s en s ors  are  a va i l a b l e  fo r m e as u ri n g  th e  B- fi e l d s  i n  a  ra n g e  of 1 0  kH z to  3 0  M H z.  S m a l l er 
s en s ors  ( a p proxi m ate l y 1 0  cm  d i am ete r)  are  a va i l a b l e  for h i g h er fre q u e n c y m e as u re m en ts ,  
typ i ca l l y wi th  an  effecti ve  b a n d wi d th  of 9  kH z to  1 50  M H z.  

C.2.2  D- and  E-field  sensors  

Th e b a s i c co n fi g u ra ti o n  for an  E-fi el d  s e n s or i s  s h o wn  i n  F i g u re  C . 4 .  Th e  two p l a tes ,  wh en  
i m m ers ed  i n  a  ti m e - varyi n g  E-fi e l d ,  prod u ce a  s h ort-ci rcu i t  cu rre n t th a t i s  pro p orti o n a l  to  th e  
ti m e rate  of ch a n g e of th e  fi e l d .  Th i s  s i g n a l  i s  often  i n te g ra ted  ( e i th er pas s i vel y as  s h o wn ,  or 
b y a n  acti ve  i n te g ra tor)  to  p ro vi d e  a n  i n d i cati o n  of th e  actu a l  E-fi e l d .  

 

Figure C.4 – E lectrical  configuration  of an  E-field  sensor [23]  

E-fi e l d  m ea s u rem e n ts  m ad e i n  free  s pa ce u s u a l l y u s e  an  a n te n n a  ( or s e n s or)  s i m i l ar to  th a t 
i l l u s tra ted  i n  F i g u re  C. 5 .  Th i s  s e n s or re s p o n d s  to  th e  E-fi el d  com po n en t th at  i s  para l l e l  to  th e  
l on g  d i m en s i o n  of th e  a n te n n a.  Th i s  a n te n n a  ca n  b e  re l a ti ve l y l a rg e  ( a b ou t 1 , 4  m  i n  o vera l l  
l e n g th )  a n d  th i s  s i ze  l i m i ts  th e  practi ca l  u pp er freq u en c y res p on s e of th e  an te n n a  to  ab o u t  
30  M H z,  i f freq u en c y d e pe n d e n t ca l i bra ti on  cu rves  are  n ot pro vi d e d .  H o we ver,  i n  th e  e ve n t 
th a t th e  an te n n a  m an u factu rer p ro vi d es  s u ch  a  ca l i brati o n  factor re l a ti n g  th e  m eas u red  
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vo l tag e  a t  i ts  term i n a l s  to  th e  i n ci d e n t E-fi e l d  a t a  s peci fi e d  fre q u e n c y,  th i s  typ e  of a n te n n a  
can  be  u s e d  at  fre q u e n ci es  u p  to  a b ou t 2 0 0  M H z.  

 

Figure C.5 – Biconical  E-field  sensor 

O th er typ es  of s m a l l er E-fi e l d  s e n s ors  are  p os s i b l e.  F i g u re  C . 6  i l l u s tra tes  a  s p h eri ca l  d i po l e  
s en s or wh i ch  i s  u s e d  to  m eas u re  th e  E-fi e l d  o n  a  con d u cti n g  s u rface .  L arg e r s e n s ors  of th i s  
typ e  h a ve  a  m axi m u m  freq u e n c y of ab o u t 4 5  M H z wi th  a  ri s e- ti m e  m ea s u rem en t ca pa b i l i ty of 
ab o u t  7 , 4  n s .  S m a l l er u n i ts  of th i s  typ e  h a ve  a  m axi m u m  freq u e n c y of 1 5 0  M H z an d  a  ri s e  
ti m e of 2 , 3  n s .  

 

Figure C.6  – E-field  sensor mounted  on  a  conducting  ground  plane  [23]  

O th er typ es  of E-fi e l d  s en s ors  h a ve  rath er od d  cros s -s ecti on a l  s h a p es ,  as  s h o wn  i n  
F i g u re  C . 7 .  Th i s  i s  th e  a s ym p toti c co n i ca l  d i p o l e  ( ACD )  s e n s or wh i ch  i s  d es i g n ed  to  pro vi d e  a  
kn o wn  res po n s e b y s i m pl y m eas u ri n g  s om e g eo m etri cal  facto r.  Th i s  i s  kn o wn  as  " ca l i bra ti o n  
b y th e  ru l er"  a n d  i s  o n l y pos s i b l e  for a  l i m i te d  n u m be r of a n te n n a  s h ap e s .  

 

Figure C.7  – Equ ipotential  shapes  for an  optimal ly designed  E-field  sensor [23]  
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C.2.3  Current  sensors  

Cu rre n t s en s ors  (or pro bes )  are  es s e n ti a l l y s m a l l  tra n s form ers  wh i ch  a re  cl am p e d  o ver a  
cab l e  carryi n g  a  cu rre n t  a n d  p ro vi d e  a  vo l ta g e  wh i ch  i s  prop orti o n a l  to  th e  cu rre n t fl o wi n g  
th ro u g h  th e  ca b l e.  Th e  op e rati o n  of th es e  d e vi ce s  i s  s i m i l a r to  th a t of a  Ro g o ws ki  coi l ,  as  
p i ctu re d  i n  F i g u re  C . 8 .  

 

Figure C.8  – Rogowski  coi l  used  for current measurements  [23]  

U s u a l l y,  th es e  co i l s  are  m ad e of a  s i n g l e- tu rn  l oo p  of h i g h  perm i tti vi ty m a teri a l  to  i n cre as e  th e  
m ea s u rem en t s en s i ti vi ty.  F i g u re  C . 9  i l l u s tra tes  th i s  con fi g u ra ti on ,  i n  wh i ch  a  vo l ta g e  i s  
i n d u ced  acros s  th e  s l o t i n  th e  h i g h  p erm ea b i l i ty to ro i d  b y th e  cu rre n t i n  a  wi re  pa s s i n g  th ro u g h  
th e  h o l e  i n  th e  s e n s or.  

Typ i ca l  rea l i za ti on s  of th es e  d e vi ce s  are  th e  pro b es  wh i ch  u s e  m u l ti pl e  vo l ta g e  p i ck - u p  p o i n ts  
as  s h o wn  i n  F i g u re  C . 1 0 .  L a rg e  ve rs i o n s  of th e s e  pro b es  h a ve  a  b an d wi d th  of 1 0 0  kH z to  
1 0 0  M H z.  Th e  s m a l l e r vers i o n s  of th es e  pro bes  a re  of th e  "cl i p- on "  typ e  an d  ca n  op erate  
typ i ca l l y from  2 0 0  kH z to  3 0 0  M H z.  

 

Figure C.9  – Toroidal  current sensor made  of magnetic material  [23]  

   

a)  – Unbalanced  at  
two  points  

b)  – Unbalanced  at   
four points  

c)  – Balanced   
p ick-up  

Figure C. 1 0  – Vol tage pick-up  points  on  the  edges  of the  toroidal  sensor [23]  
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C.3  Signal  transmission  

C.3. 1  General  

M e as u red  res po n s es  fro m  th e  s e n s ors  s h ou l d  b e  re l a ye d  from  th e  s en s or to  th e  m e as u rem en t 
eq u i pm en t.  Th e  prefe rre d  tech n i q u e  for d oi n g  th i s  i s  to  em p l o y fi bre  o p ti c  l i n ks ,  beca u s e  th e y 
h a ve  a  m i n i m a l  i n fl u e n ce  o n  th e  E M  en vi ro n m e n t s u rrou n d i n g  th e  tes t e q u i pm en t.  

C.3.2  Fibre  optic l inks  

M a n y d i ffere n t m eth od s  are  u s e d  to  tra n s m i t i n fo rm ati on  i n  H E M P  tes ts ,  for exam p l e  wi re s ,  
coaxi a l  ca b l es ,  wa ve g u i d es  an d  ra d i o .  F or th e  h i g h es t q u a l i ty s i g n a l  tran s m i s s i o n ,  h a rd - wi re d  
e l ectri ca l  co n n ecti o n s  from  th e  s e n s ors  to  th e  tran s i e n t d i g i ti ze rs  s h ou l d  b e  u s ed .  H o we ve r,  
s u ch  wi res  ca n  a l s o  pi ck u p  p art of th e  H E M P  s i g n a l  a n d  corru pt th e  res p o n s es  of th e  
s en s ors .  F u rth erm ore ,  th e  pres e n ce of l o n g  e l ectri cal  ca b l es  i n s i d e  a  faci l i ty ca n  d i s tort th e  
n orm a l  E M  fi e l d s  a n d  m a y e ve n  i n trod u ce  a n  i n a d ve rte n t E M  co u p l i n g  p ath .  

W ei g h t i s  o n e  of th e  m a i n  d i s ad va n tag es  of co axi a l  ca bl es :  th e  RG 1 4  a n d  RG 1 9  ca b l e s  we i g h  
3 5 0  kg /km  an d  1  1 0 0  kg /km  res p ecti ve l y:  a  typ i ca l  s i n g l e- fi b re  ca bl e  we i g h s  o n l y 1 2  kg /km .  
Th i s  d i ffere n ce m a y b e co m e m u ch  m ore  d ras ti c i n  m u l ti ch a n n e l  ca b l es .  N o i s e  i m m u n i ty i s  a l s o  
a  prob l em  i n  coaxi a l  ca b l e s .  Th e y are  s e n s i ti ve  to  th e  e l ectri c  a n d  m ag n e ti c  fi e l d s  g e n era ted  
b y m ach i n ery,  l i g h tn i n g  or E M P .  G ro u n d  l o o ps  an d  os ci l l ati on s  a re  a l s o  s e vere  p oten ti a l  
pro b l em s  i n  coaxi a l  ca bl e  s ys te m s .  

As  a  re s u l t  of th e s e  d i ffi cu l ti es ,  th e  u s e  of fi bre  op ti c l i n ks  i s  ofte n  re co m m e n d e d  for H E M P  
te s ti n g .  Th e  u s e  of s u ch  l i n ks  e l i m i n ates  fi l teri n g  an d  g rou n d i n g  prob l em s ,  a n d  m i n i m i zes  to  a  
fe w m i l l i m etres  th e  a pe rtu re  s i ze s  for p a s s -th rou g h  con n ectors  i n  th e  s h i e l d i n g  s tru ctu re .  An  
ad d i ti o n a l  b en efi t i s  th at th e  fi bres  are  practi ca l l y free  from  cros s ta l k:  e ve n  i f l i g h t i s  ra d i a te d  
b y o n e  fi bre ,  i t  ca n n o t b e  re ca ptu red  b y o th e r fi b re s .  

F i g u re  C . 1 1  i l l u s tra tes  a  s i n g l e -ch a n n e l  fi bre  o pti c tra n s m i s s i on  s ys tem .  T yp i ca l l y,  th ere  are  
actu a l l y two fi bre  ch an n e l s :  on e  for tra n s m i tti n g  th e  s i g n a l ,  a n d  a n oth e r for con trol l i n g  th e  
se tti n g s  of a  s i g n a l  a tten u a tor l oca te d  i n  th e  tra n s m i tter  u n i t n e ar th e  s en s ors .  

 

Figure C. 1 1  – Example  of a  sing le-channel  fibre  optic transmission  system  [23]  

F i g u re  C . 1 2  com pares  th e  atte n u a ti o n  an d  b an d wi d th  ch aracteri s ti cs  of two RG  typ e  ca bl e s  
wi th  th os e  of typ i ca l  fi b res .  Th e  s ki n  effe ct i n  a  coaxi a l  ca b l e  cau s es  th e  a tte n u a ti o n  to  ri s e  
wi th  th e  s q u are  ro ot  of th e  fre q u e n c y,  typ i ca l l y s ta rti n g  b el o w 1  M H z.  As  a  res u l t,  for very l o n g  
coaxi a l  l i n es ,  s eri ou s  d i s p ers i o n  e ffects  ari s e  wh i ch  s h ou l d  b e  corre cted  wi th  fi l ters .  
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Figure C. 1 2  – Attenuation  of coaxial  l ines  
and  fibre  optic  cables  as  a  function  of frequency 

C.3.3  Fibre  optic transducers  

Tran s d u cers  s h o u l d  b e  l oca ted  a t e ach  e n d  of th e  fi bre  op ti c ca b l e  to  con vert th e  e l e ctri ca l  
s i g n a l s  to  m od u l a te d  l i g h t b e am s ,  an d  to  th e n  con ve rt th e  l i g h t b ack to  e l ectri ca l  s i g n a l s .  S u ch  
u n i ts  can  ta ke  m a n y form s ,  bu t  th e  m ore  m o d ern  u n i ts  con s i s t of a  m i crop roces s or con trol l er 
an d  i n tern a l  bu s  s ys tem  wh i ch  ca n  h o u s e,  p o we r a n d  con tro l  d i ffe ren t m od u l es .  Th i s  p erm i ts  
th e  s ys te m  to  b e  ta i l ore d  for s p eci fi c  a p p l i ca ti o n s .  

A typ i ca l  p l u g - i n  s ys te m  con s i s ts  of a  ba s e  m od u l e  fi tti n g  i n to  th e  m a i n  u n i t,  a  fi bre  o pti c ca b l e  
for s i g n a l s ,  a  fi bre  op ti c  cab l e  for co n tro l  i f n eces s ary,  o n e  or two b attery- p o we re d ,  s m al l -
si ze d ,  s h i e l d e d  (m ore  th a n  2 0 0  V/m  CW  a n d  1 0 0  kV/m  p u l s e d  e l e ctrom ag n e ti c  fi e l d s )  m od u l es  
an d  o n e  or two b a ttery ch a rg ers .  E ach  p l u g - i n  ca n  b e  i n d i vi d u al l y m an ag e d  b y th e  
m i croproces s or con tro l  s ys te m  i n s i d e  th e  m ai n fra m e.  M os t m od u l e s  are  re m otel y co n tro l l a b l e  
vi a  a  d e d i ca te d  con tro l  op ti c l i n k.  Th es e  m od u l e s  are  p o were d  b y b atteri es  wh i ch  pro vi d e  
m ore  th a n  8  h  co n ti n u o u s  op erati on .  Th e  m a xi m u m  opti c l i n k l en g th  for s ta n d a rd  m od e l s  i s  
1  km .  

A wi d e  ra n g e  of fi bre  o pti c p l u g - i n s  i s  a va i l a b l e ,  p ro vi d i n g  a  l arg e  s e l e cti on  of worki n g  m od es  
(acq u i s i ti o n ,  te l em e try,  s ti m u l a ti o n ,  E M  fi e l d  m on i tori n g ,  au d i o  a n d  vi d e o tra n s m i s s i o n s ),  
freq u e n c y ra n g es  (from  d . c.  u p  to  1  G H z)  a n d  va ri ab l e  g a i n  a tte n u a ti o n .  

C.4 Signal  detection  and  processing  

Th e d ete cte d  s i g n a l  from  th e  fi bre  o pti c tra n s d u ce r i s  d i g i ti ze d ,  proce s s ed  an d  th e n  arch i ve d .  
A n u m ber of d i ffere n t tra n s i e n t d i g i ti ze rs  are  cu rren tl y a vai l a bl e  o n  th e  m arke t.  Th e  o n e  
s e l ecte d  s h o u l d  b e  ca p a b l e  of m eas u ri n g  th e  l e ad i n g  e d g e  of th e  fas tes t H E M P  wa veform  th a t 
i s  to  b e  m ea s u re d .  T yp i ca l  ri s e- ti m e re q u i rem en ts  wi l l  b e  of th e  ord e r of 1  n s .  F u rth e rm ore ,  
th e  d i g i ti ze r s h o u l d  h a ve  an  a d eq u ate  d yn am i c ra n g e  ( n u m ber of b i ts  i n  th e  re p res en ta ti on  of 
th e  d i g i ti ze d  d a ta)  s o  as  to  a vo i d  th e  d i g i ti za ti o n  errors  i n  th e  res po n s es .  F i n a l l y,  th e  d i g i ti ze r 
s h o u l d  h a ve  s u ffi ci e n t m em ory to  b e  ca p ab l e  of m e as u ri n g  th e  com p l ete  tra n s i e n t res po n s e,  
from  s tart to  fi n i s h ,  wi th ou t th e  re q u i rem en t of h a vi n g  m u l ti pl e  d i g i ti ze rs  s am pl i n g  d i ffere n t  
porti o n s  of th e  s am e wa veform .  
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Th e  pre s e n t- d a y ca p a bi l i ti e s  of p ers on a l  com pu ters  m ake i t  u n n ece s s ary to  u s e  th e  o l d er,  
l arg er a n d  s l o we r com pu ters  th a t h a ve  trad i ti o n a l l y b ee n  u s e d  for d a ta  a cq u i s i ti o n  a n d  
an a l ys i s  p u rpos e s ,  b oth  for p u l s e  a n d  CW  tes ti n g .  S i m i l a rl y,  th e  i n i ti a l  d ata  proces s i n g  
(p l o tti n g  a n d  co rre cti n g )  of th e  ra w d a ta  a n d  th e  s u bs e q u e n t extra p o l ati on  a n al ys i s  ca n  b e  
perform e d  o n  a  P C  u s i n g  s tan d ard  s i g n a l  proce s s i n g  pro g ram s .  
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Annex D  
(i n form a ti ve )  

 
Equipment for CW testing  

D.1  General  

An n ex D  d i s cu s s es  th e  eq u i pm en t a n d  cal i brati o n  te ch n i q u es  n e ed e d  for co n d u cti n g  a  CW  
tes t.  S om e of th e  e q u i p m en t,  s u ch  as  th e  fi e l d  s en s ors  a n d  th e  fi bre  o pti c l i n ks ,  i s  th e  s am e 
as  th at  u s e d  fo r tra n s i e n t tes ts .  H o we ver,  o th er i te m s  s u ch  a s  th e  CW  n e twork a n a l ys er a n d  
th e  ra d i a ti n g  a n te n n as  are  d i ffere n t.  

D.2  Antenna system  

S e vera l  d i fferen t typ es  of rad i ati n g  a n ten n as  a re  pos s i b l e ,  d e p e n d i n g  on  th e  d es i re d  
po l ari za ti on s  a n d  th e  fre q u e n c y ra n g e  of op erati o n .  F o r fre q u e n ci e s  b e twe en  a b ou t 1  M H z to  
1 0 0  M H z,  th e  an ten n a  s h o wn  i n  F i g u re  D . 1 a)  ra d i ates  a n  E-fi e l d  i n  th e  d i recti on  bro a d s i d e  to  
th e  a n te n n a  th a t i s  m a i n l y h ori zo n ta l l y p o l a ri ze d .  At l o we r freq u en ci es ,  th e  rad i a ti on  effi ci en c y 
d ro ps  a n d  a t th e  h i g h -fre q u e n c y en d ,  th e  rad i ati o n  fi e l d  co n ta i n s  s i d e  l o b e s  d u e  to  th e  l arg e  
e l ectri ca l  s i ze  of th e  a n te n n a .  

Th e  a n ten n a  i s  con n ected  to  th e  e arth  a t b oth  e n d s ,  th ro u g h  a  res i s tan ce  of th e  ord er of 
40 0  Ω  to  50 0  Ω .  Th i s  e l ectri ca l  con n e cti o n  s erve s  to  e n h an ce th e  l o w-freq u en c y rad i a ti o n  
ch aracte ri s ti cs  of th e  a n ten n a .  Th e  a n te n n a  i s  fe d  at i ts  ap ex b y a  p o wer a m pl i fi er wh i ch  i s  
con n ecte d  vi a  a  co a xi a l  cab l e.  Th i s  u n ba l an ce d  l i n e  s h o u l d  be  m atch e d  to  th e  ba l a n ce d  
an ten n a  i n p u t at th e  top  of th e  d i el ectri c s u p p ort to wer b y a  b al a n ci n g  tra n s form er,  re ferred  to  
as  a  b al u n .  C are  s h o u l d  be  e xe rci s ed  to  e n s u re  th a t d u ri n g  th e  te s ti n g  th e  p o we r l e ve l  of th e  
am pl i fi er d oes  n o t e xcee d  th e  ra te d  o p era ti o n a l  p o we r l e ve l  of th e  ba l u n .  

I f a  verti ca l  i n ci d e n t E- fi e l d  i s  d e s i red ,  a  verti ca l  a n te n n a  ca n  b e  em pl o ye d .  Th i s  i s  i l l u s tra ted  
i n  F i g u re  D . 1 b ).  A verti ca l  co n d u ctor i s  fe d  b y a  vo l ta g e  s o u rce  b etwe e n  th e  a n te n n a  b as e  an d  
th e  g ro u n d ,  pro d u ci n g  a  verti ca l l y p o l ari ze d  E-fi e l d .  At l o w fre q u en ci es  ( i . e.  fre q u e n ci es  s u ch  
th a t λ  >  a n te n n a  l e n g th ),  th e  ra d i a ti o n  from  th i s  type  of a n te n n a  i s  ve ry p oo r.  

F i g u re  D . 1 c)  i l l u s trate s  an o th e r typ e  of ra d i a ti n g  a n te n n a ,  kn o wn  as  th e  P  ×  M  a n te n n a .  I t  
ap p ears  a s  a  s i m p l e  e n d - fed  tra n s m i s s i o n  l i n e ,  h a vi n g  a  l oa d  at th e  e n d  e q u a l  to  th e  
ch a racteri s ti c i m p e d a n ce  of th e  l i n e.  Th i s  l i n e  h a s  th e  b e n efi ci a l  p ro p erty of ra d i ati n g  a n  E M  
fi e l d  h a vi n g  a  ch ara cteri s ti c i m pe d a n ce of exactl y 3 7 7  Ω  – e ve n  at very l o w freq u e n ci es .  Th i s  
rad i ati o n  occu rs  i n  th e  " backwa rd "  d i recti o n ,  th a t i s  to  s a y,  to  th e  ri g h t of th e  s ou rce  i n  
F i g u re  D . 1 c) .  Th i s  a n ten n a  i s  effe cti ve  i n  th i s  m an n er on l y for l o w fre q u e n ci es ,  h o we ver.  As  
th e  fre q u e n c y b e g i n s  to  i n cre as e  s o  th at  λ  >  th e  l i n e  l e n g th ,  th e  b e am  of th e  ra d i a ti on  b e g i n s  
to  m ove to  th e  fo rward  d i recti on  an d  th e  an te n n a  becom es  th e  we l l -kn o wn  B e ve ra g e  a n te n n a .  

F or b o th  h ori zo n ta l  a n d  verti ca l  a n te n n as ,  i t  i s  i m p orta n t to  a d d  res i s ti ve  l o a d i n g  a l o n g  th e  
wi res .  Th i s  res i s ta n ce  s e rves  to  d a m p o u t th e  n a tu ra l  a n te n n a  res o n an ces ,  th ere b y cre a ti n g  a  
s m ooth er ra d i a te d  fi e l d  s pectru m .  I n  a d d i ti o n ,  b y p rop erl y ch o os i n g  th e  l e ve l  of i m p e d an ce  
l oa d i n g  on  th e  a n te n n a ,  th e  E/H ra ti o  of th e  fi e l d s  n e ar th e  a n te n n a  ca n  be  m a d e m ore  l i ke  
th at  of a  p l a n e  wa ve i n  free  s pa ce ,  n am e l y 3 7 7  Ω .  
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a)  Horizontal l y polari zed  an tenna  

 

b)  Verti cal l y polarized  antenna  

 

c)  P  ×  M  antenna  

Figure D. 1  – Various  antennas  for CW testing  

As  th e  p res e n ce of th e  an te n n a  fee d  ca b l e  ca n  pertu rb  th e  ra d i ate d  fi e l d s ,  care  s h o u l d  b e  
u s e d  i n  l oca ti n g  th e  cab l e  n e ar th e  a n ten n a.  F or op ti m al  p erform an ce,  th e  ca bl e  s h ou l d  ru n  
d i rectl y d o wn  th e  s u p p ort m a s t an d  th e n  o u t from  th e  a n te n n a  i n  a  pe rp e n d i cu l ar d i re cti o n  to  
th e  a n te n n a  bro a d s i d e .  P eri o d i ca l l y pl aced  fe rri te  b e ad s  on  th e  exteri or of th e  co axi a l  cab l e  
can  h e l p  to  e l i m i n a te  u n wa n te d  co u p l i n g  effects  to  th i s  ca b l e.  

CW  a n te n n as  are  u s e d  to  pro vi d e  an  i n ci d e n t CW  fi el d  o n  th e  s ys te m  u n d e r tes t th a t 
ap proxi m ate s  a  p l a n e  wa ve.  As  s h o wn  i n  F i g u re  D . 2 ,  th e  a n g l e  of i n ci d e n ce of th e  s i m u l a te d  
H E M P  fi e l d ,  d e n oted  b y th e  a n g l e  ψ,  i s  d efi n ed  b y th e  a n g l e  from  th e  top  (a p ex)  of th e  
a n te n n a  d o wn  to  th e  faci l i ty u n d er tes t.  Th u s ,  th e  l ocati o n  of th e  a n te n n a  re l a te s  to  th e  a n g l e  
of i n ci d e n ce of th e  H E M P  b e i n g  s i m u l a te d .  

F or th e  s i m u l a ted  E M  fi e l d  to  a pp e ar as  a  p l a n e  wa ve ,  th e  an te n n a  s h o u l d  be  l oca te d  a s  fa r 
from  th e  faci l i ty as  p oss i b l e .  S p eci fi ca l l y,  th e  d i s tan ce  d  i n  F i g u re  D . 2  s h o u l d  b e  l arg er th a n  
th e  typ i ca l  d i m en s i on s  o f th e  fa ci l i ty u n d e r te s t.  I n  a d d i ti on ,  th e  d i s tan ce  d  s h ou l d  b e  l arg er 
th a n  th e  d i m en s i on s  of th e  a n te n n a .  O ften  th es e  req u i re m en ts  ca n n o t b e  m e t,  d u e  to  th e  l arg e  
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s i ze  of th e  faci l i ty.  I t  s h ou l d  b e  n ote d  th a t th i s  d i ffi cu l ty con cern i n g  a n te n n a  p l acem en t a l s o  
occu rs  i n  p u l s e  te s ti n g .  

I f th e  faci l i ty b ei n g  te s te d  i s  very l arg e  an d  th e  a n te n n a  ca n n o t be  l oca te d  s o  th at  d i s  l arg e r 
th a n  th e  faci l i ty d i m en s i on ,  th e  CW  te s t can  be  con d u cte d  u s i n g  th e  PARTE S  co n cep t 
d i s cu s s e d  i n  a n n e x A.  Th i s  i n vo l ves  d eterm i n i n g  th e  pri n ci pa l  po i n ts  of en try ( P oE s )  of th e  
faci l i ty an d  l ocati n g  th e  an ten n a  s o  th a t th i s  pa rt  of th e  fa ci l i ty i s  s u i ta bl y i l l u m i n ate d  b y th e  
s i m u l ate d  p l a n e - wa ve exci ta ti o n  from  th e  an ten n a .  

 

Figure D.2  – Relationsh ip  between  the  CW antenna and  the  i ncident HEMP field  

I n  a d d i ti on  to  th e  pro p e r pl acem e n t of th e  a n te n n a ,  th ere  i s  a  n e ed  to  l oca te  th e  a n ten n a  
po we r am p l i fi e r,  th e  m otor-g e n era to r u n i t a n d  th e  m ea s u rem en t eq u i pm en t ( n etwork 
an a l ys e r).  As  d i s cu s s e d  earl i er,  th e  l oca ti o n  of th i s  eq u i p m en t s h o u l d  b e  ch os en  i n  s u ch  a  
wa y th a t th e  E M  fi e l d s  p rod u ce d  b y th e  an te n n a  d o  n ot s e ve re l y i n teract wi th  th e  e q u i p m en t 
an d  cau s e  pe rtu rb a ti o n s  i n  th e  m e as u re d  res u l ts .  Th i s  i m pl i es  th a t a l l  con d u cti n g  ca b l es  
sh o u l d  b e  ru n  cl os e l y to  th e  g ro u n d  a n d  i n  s u ch  a  d i recti o n  th a t th e y are  o rth o g o n a l  to  th e  E-
fi e l d s  pro d u ce d  b y th e  a n te n n a.  I f p os s i b l e ,  th e  m ea s u rem e n t e q u i p m en t s h ou l d  b e  l oca te d  
a wa y from  th e  faci l i ty or i n  a  s ep ara te  s h i el d ed  e n cl os u re  to  m i n i m i ze  th e  e ffects  of d i rect E M  
i n tera cti o n  wi th  th e  a n ten n a  fi e l d s .  

D.3  Power ampl i fier 

Th e p o we r am p l i fi er takes  a  l o w- l e ve l  CW  s i g n a l  from  th e  n e twork an a l ys er as  a n  i n p u t,  
am pl i fi es  i t  to  a  p o wer l e ve l  of th e  o rd er of 5 0  W  to  1 0 0  W ,  a n d  th e n  fe e d s  th e  s i g n a l  to  th e  
CW  an te n n a  th ro u g h  a  5 0  Ω  co axi a l  cab l e .  A typ i ca l  am pl i fi er o pera tes  fro m  a  l o w freq u en c y 
of 1 0  kH z to  a  h i g h  fre q u e n c y of 2 5 0  M H z.  Th e  fre q u e n c y of th e  s i g n a l  pro vi d e d  to  th e  
am pl i fi er i s  s wep t o ver a  ra n g e  of fre q u e n ci es  b y th e  n e two rk a n a l ys e r.  Th e  a m p l i fi er s h o u l d  
n o t b e  o verd ri ven  a t i ts  i n p u t b y th e  an a l ys er,  a n d  th e  ou tpu t p o we r s h o u l d  n o t o ve rd ri ve  th e  
an ten n a  ba l u n ,  wh i ch  wo u l d  res u l t  i n  p os s i b l e  d a m ag e to  th e  b al u n  co i l s .  

Th e  po we r am p l i fi er i s  l o cate d  n e a r th e  b as e  of th e  a n te n n a  s o  th a t th e  fee d  ca b l e  from  th e  
am pl i fi er to  th e  a n te n n a  b a l u n  i s  as  s h ort as  p os s i b l e .  
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D.4 Receiver (network analyser)  

Th e rece i ve r for th i s  s ys tem  i s  typ i ca l l y a  n etwo rk an a l ys er.  F or th i s  a pp l i cati on ,  th e  n e twork 
an a l ys er i s  s we pt from  approxi m a tel y 1 0  kH z to  2 0 0  M H z i n  a  m od e th at i s  con tro l l ed  b y th e  
com p u te r con n ecte d  to  th e  a n a l ys er th rou g h  th e  I E E E  bu s .  Th e  n etwork a n a l ys er pro vi d es  a  
l o w- l e ve l ,  50  Ω  s i n u s o i d a l  o u tp u t  as  i t  s we e ps  th ro u g h  th e  d es i g n ated  freq u e n ci e s ,  wh i ch  
s erves  to  co n tro l  th e  aforem en ti o n e d  p o we r am pl i fi er.  

Two  i n p u t  ch a n n e l s  to  th e  n e twork a n a l ys er are  u s ed :  o n e  i s  th e  refere n ce ch a n n e l  from  th e  
refere n ce s e n s or l ocate d  o n  th e  e xteri o r of th e  faci l i ty a n d  th e  oth er i s  th e  m ea s u rem en t 
ch a n n e l  wh i ch  i s  co n n e cte d  to  a  s u i ta b l e  m eas u rem e n t s en s or or p ro b e,  n o rm al l y l ocate d  
i n s i d e  th e  faci l i ty.  As  n oted  i n  F i g u re  2 2  i n  5. 2 . 3 . 2 ,  th es e  s e n s or con n ecti o n s  s h ou l d  b e  m ad e  
wi th  fi b re  op ti c tra n s d u cers ,  s o  as  to  e l i m i n ate  e l e ctri ca l  cou p l i n g  wi th  th e  m eas u re m en t 
eq u i p m en t.  

Th e  n e twork an a l ys e r p ro vi d es  a  tra n s fer fu n cti on  for th e  m eas u re m en t T(ω ) ,  wh i ch  i s  a  
com pl ex va l u ed  q u a n ti ty d efi n e d  a t each  an g u l ar fre q u e n c y ω  b y a  m ag n i tu d e  a n d  a  p h as e.  
Th e  p h as e  q u an ti ty pro vi d es  i n form ati o n  of th e  re l a ti ve  ti m es  of arri va l  of th e  res po n s es  at th e  
se n s ors  a n d  s h a l l  b e  re ta i n e d  for h i g h - q u a l i ty C W  m eas u re m en ts .  F re q u en tl y,  wh en  CW  tes t 
res u l ts  are  pre s e n te d ,  o n l y th e  m ag n i tu d e  of th e  res p o n s e  i s  p l otted  a n d  d i s cu s s e d .  Th e  
ph a s e  i s  e q u a l l y i m p o rta n t,  b u t i t  i s  ofte n  om i tte d  i n  d i s cu s s i o n .  

D.5 Reference and  response sensors  

M a n y of th e  s am e  s en s ors  u s ed  for tra n s i e n t H E M P  tes ti n g  ca n  b e  u s e d  for CW  te s ti n g .  
An n ex C  p ro vi d e s  i n form ati o n  a bo u t th es e  s e n s ors .  An  i m porta n t a s p ect of th e  CW  tes t  
con fi g u rati o n  i s  th e  pro per l ocati on  of th e  refere n ce s en s or.  Th e  p u rp os e  of h a vi n g  a  
refe ren ce s e n s or m eas u re m en t i s  to  pro vi d e  a  wa y of rel a ti n g  th e  m ea s u re d  res u l ts  i n  th e  
faci l i ty u s i n g  th e  CW  an te n n a  to  th e  res p o n s e  th a t wo u l d  b e  o bta i n e d  i f th e  e xci ta ti o n  were  a n  
i n ci d en t p l a n e  wa ve .  Th u s ,  i t  i s  n eces s ary to  u n d e rs ta n d  h o w th e  refe ren ce  s e n s or i s  exci te d .  

As  s h o wn  i n  F i g u re  D . 3 ,  th e  res po n s e m e as u re d  b y th e  refe re n ce s en s or co n s i s ts  of an  
i n ci d en t wa ve co n tri b u ti o n  p l u s  a  con tri b u ti o n  refl e cte d  from  th e  g ro u n d .  Th i s  re s u l ti n g  fi e l d  i s  
th e  to tal  exci tati on  fi el d  a t th e  s e n s or.  I f th e  re fe re n ce  s e n s or i s  l ocate d  fa r from  th e CW  
an ten n a,  i t  ca n  be  s e en  th at th e  d i rect a n d  g rou n d - refl ected  ra ys  from  th e  an ten n a  a p ex ( i . e.  
from  th e  d ri vi n g  s o u rce  on  th e  a n te n n a )  wi l l  h a ve  ab o u t th e  s am e  p ath  l en g th  as  wi l l  th e  
con tri b u ti o n s  for th e  eq u i va l e n t i n ci d e n t H E M P  p l an e  wa ve.  I n  th i s  ca s e ,  th e  re s p on s e of th e  
s en s or wi l l  be  e as i l y re l ate d  to  th e  res p on s e of a  p l a n e- wa ve exci tati o n .  H o we ve r,  i f th e  
s en s or i s  too  cl os e  to  th e  a n ten n a ,  th e  s e n s or res po n s e for th e  CW  ca s e  wi l l  b e  d i ffere n t from  
th a t of th e  p l an e- wa ve e xci ta ti o n .  A g e n e ra l  ru l e  of th u m b i s  th a t th e  re feren ce s e n s or s h o u l d  
be  l oca te d  a t a  d i s ta n ce  eq u a l  to  s e vera l  a n ten n a  l en g th s  a wa y from  th e  a n te n n a .  
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Figure D.3  – Incident and  ground-reflected  field  contribu tions   
to  the  reference sensor exci tations  

Th ere  i s  an o th er i m porta n t ru l e  i n  l oca ti n g  th e  re fere n ce s e n s or:  i t  s h o u l d  n o t b e  l oca te d  cl os e  
to  oth er con d u cti n g  s tru ctu res  wh i ch  ca n  co n tam i n ate  th e  l oca l  E M  fi e l d s .  Th i s  i m p l i e s  th a t th e  
refe ren ce  s e n s or s h ou l d  n o t b e  l oca te d  to o  cl os e  to  th e  faci l i ty u n d er tes t.  

F i g u re  D . 4 a)  s e rve s  as  an  exam p l e  of th i s ,  b y i l l u s tra ti n g  th e  m e as u re d  H- fi el d  re fere n ce  
s en s or s p ectru m  ta ke n  i n  a n  actu al  CW  tes t.  Th i s  re s p o n s e was  taken  u s i n g  e q u a l l y s p aced  
s am pl e  p o i n ts  a n d  exh i b i ts  a  very ra p i d  fal l - off of th e  res p o n s e at h i g h  fre q u e n ci es  d u e  to  th e  
s en s or l i m i ta ti o n s .  Th e  res o n a n ces  i n  th e  res p on s e are  d u e  to  a n ten n a  re s on a n ces  a n d  
re fl ecti on s  from  n e arb y o bj ects .  Th e  fi rs t n u l l  i n  th i s  tota l  fi e l d  res p on s e d u e  to  th e  refl ecti on  i n  
th e  g ro u n d p l a n e  occu rs  at a b o u t 2 0 0  M H z,  an d  th i s  a l s o  acco u n ts  for th e  h i g h -fre q u e n c y fa l l -
off of th e  s p ectru m .  

F i g u re  D . 4 b)  i l l u s trates  th e  d e l ta- fu n cti o n  res po n s e of th i s  s p ectru m ,  ob ta i n e d  b y taki n g  th e  
i n vers e  F o u ri e r tra n s form  of th e  s pectru m .  Th i s  tra n s i e n t  res p on s e cl e arl y i l l u s trates  th e  i n i ti a l  
res p o n s e of th e  s e n s or,  arri vi n g  wi th  a  t i m e d e l a y d e term i n e d  b y th e  a n ten n a  a n d  refere n ce 
sen s or g e om e try a n d  th e  d eta i l s  of th e  fi bre  o p ti c ca bl es .  L ater i n  ti m e ,  s m a l l er i m pu l s e s  
arri ve  a t th e  s en s or.  Th e s e  h a ve  b ee n  refl ecte d  from  a  n e a rb y b u i l d i n g  a n d  s h o u l d  b e  
e l i m i n a ted  i f p os s i b l e  b y m ovi n g  th e  s e n s or fu rth e r a wa y from  th e  b u i l d i n g .  
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a)  Measured  H-fi eld  spectrum  

 

b)  Computed  del ta-function  response from  spectrum  

Figure D.4 – Measured  reference H-field  spectrum  and  i ts  inverse Fourier transform  

D.6  Fibre optic system  

As  i n  th e  tra n s i e n t  tes t cas e ,  a  fi bre  o p ti c  s ys te m  for extra cti n g  th e  re fe re n ce  an d  res p on s e  
s i g n a l s  from  th e  s ys tem  a n d  carryi n g  th em  to  th e  n e twork an a l ys er i s  n e ed ed .  C h a racteri s ti cs  
of th i s  tra n s m i s s i o n  s ys te m  are  p ro vi d e d  i n  An n e x C.  

Afte r th e  l oca ti o n  of th e  referen ce s e n s or h as  be e n  d eterm i n e d ,  i t  i s  n eces s ary to  ca l i bra te  th e  
m eas u rem e n t ch a i n .  Th i s  i s  i m porta n t,  as  i t  corrects  an y d i fferen ces  i n  th e  s en s or m ag n i tu d e  
res p o n s es ,  b u t i t  a l s o  re m oves  an y u n wa n te d  p h as e  s h i fts  i n  th e  res p o n s es .  Th e s e  p h as e  
s h i fts  am ou n t to  ti m e s h i fts  i n  th e  tra n s i e n t res p o n s e an d  ca n  cau s e  errors  i n  d a ta  
i n terp o l ati on  i f th e y are  p re s e n t i n  th e  m e as u re d  d ata.  

Th e  ca l i b ra ti o n  i s  accom p l i s h e d  b y l ocati n g  th e  m eas u re m en t s e n s or n e xt to  th e  refe re n ce 
s en s or a n d  m aki n g  a  s we e p of th e  s p ectru m .  F i g u re  D . 5 a)  i l l u s tra tes  th e  res u l ts  of s u ch  a  
m eas u rem en t.  D en oti n g  th e  refere n ce s p e ctru m  for th e  ca l i brati o n  proces s  as  Ro(ω)  a n d  th e  
ca l i brati o n  res p o n s e s p e ctru m  as  So(ω) ,  a  tra n s fer fu n cti o n  b e twe e n  th e  two i s  d efi n e d  as  

  ( ) ( )
( )ω
ω

ω
 o

o
o

R

S
T =  (D . 1 )  

Th i s  d eri ved  tra n s fer fu n cti o n  i s  i l l u s tra ted  i n  F i g u re  D . 5 b) .  B e ca u s e  th e  two  s en s ors  are  n o t  
i d e n ti ca l  a n d  b ecau s e  th e y are  i n  s l i g h tl y d i fferen t l oca ti o n s ,  th e  tra n s fe r fu n cti o n  To(ω )  i s  n ot 
e q u a l  to  u n i ty.  I n  a d d i ti o n ,  d i ffe re n ces  i n  th e  l e n g th s  a n d  o p ti ca l  ch ara cteri s ti cs  of fi bre  op ti c 
cab l es  ca n  con tri b u te  to  va ri ati on s  i n  To(ω ) .  I f b o th  s e n s ors  a re  of th e  s am e  typ e ,  s u ch  
vari a ti o n s  s h o u l d  b e  s m a l l ,  a n d  l a rg e  vari ati o n s  i n d i cate  th e  pos s i b l e  p res e n ce of s ta n d i n g  
wa ves  i n  th e  vi ci n i ty of th e  refe re n ce  s e n s or,  wh i ch  i s  s om eth i n g  to  a voi d .  
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O n ce  th e  ca l i bra ti o n  tra n s fer fu n cti on  To(ω )  h a s  b ee n  d eterm i n e d ,  a  ch eck of th e  ca l i bra ti o n  
proces s  s h o u l d  b e  p erfo rm e d .  Th i s  i n vol ves  m aki n g  a  n e w m ea s u rem e n t of th e  refe re n ce  
s en s or res p on s e ,  d e n o te d  b y R1 (ω) ,  a n d  a  n e w res p o n s e  s e n s or m eas u rem e n t,  S1 (ω) .  W i th  
th es e  m eas u rem en ts ,  a  n e w,  a n d  correcte d ,  tra n s fer fu n cti o n  i s  d efi n e d  a s  

  ( ) ( )
( ) ( )ωω

ω
ω

oTR

S
T

1

1 1
=  (D . 2 )  

I d e al l y,  th i s  n e w tran s fer fu n cti on  s h ou l d  b e  u n i ty.  H o we ver,  s l i g h t  vari a ti o n s  i n  th e  
m ea s u rem en ts  wi l l  ca u s e  i t  to  b e  d i fferen t.  F i g u re  D . 6  i l l u s trates  th i s  s e co n d  tran s fer fu n cti o n  
an d  s h o ws  th at i t  i s  i n d e e d  cl os e  to  u n i ty.  Th i s  ca l i bra ti o n  proce d u re  a n d  ch e ck of th e  
ca l i brati o n  s h o u l d  b e  u s e d  for each  tes t an d  reca l i b ra ti o n s  s h ou l d  b e  p erform ed  ro u ti n e l y.  Th e  
ca l i brati o n  tra n s fer fu n cti on  ( )ωoT  s h o u l d  be  ap p l i e d  to  a l l  tra n s fer fu n cti o n  m e as u rem en ts  

m ad e u s i n g  th e  ca l i bra te d  s e n s ors  a n d  th e  fi xed  s ys tem  co n fi g u ra ti o n .  
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a)  Reference  and  response  sensor spectra  

 

b)  Deri ved  cal ibration  functi on  

Figure D.5  – Measured  sensor responses  and  cal ibration  function  

 

Figure D.6  – Measured  transfer function ,  corrected  by cal ibration  fi le  
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D.7  Limitations  of measurements  

I n  d e vel o p i n g  a  ca l i bra ti on  proced u re  for th e  m eas u rem e n t ch a i n ,  th ere  are  s e vera l  l i m i ti n g  
factors  th at s h ou l d  b e  rem em b ere d  an d  taken  i n to  accou n t.  Th e  d yn am i c ra n g e  of th e  
m eas u rem e n ts  ca n  b e  l i m i ted  b y th e  fol l o wi n g :  

– n o i s e  i n  th e  fi bre  op ti c tra n s m i s s i on  s ys te m ;  

– i n s u ffi ci en t b an d wi d th  of th e  n etwork an a l ys er;  

– am pl i fi er g a i n  s e tti n g .  

Th es e  l i m i tati on s  can  be  u n d ers to o d  a n d  p a rti a l l y a l l e vi a te d  b y m aki n g  n o i s e  fl o or 
m eas u re m en ts  wi th  th e  am pl i fi er tu rn e d  off,  ch a n g i n g  th e  e m i s s i on  l e ve l s  of th e  a n te n n a  b y 
ch a n g i n g  th e  am p l i fi e r g a i n  a n d  b y ch a n g i n g  th e  n etwork an a l ys er ba n d wi d th .  
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Annex E  
(i n form a ti ve )  

 
Characterization  of a  planar shield  for HEMP protection  

E.1  General  

Th e protecti o n  of e q u i pm en t a g a i n s t th e  effects  of H E M P  i s  ofte n  accom pl i s h e d  b y u s i n g  th e  
pri n ci p l es  of e l ectrom ag n e ti c s h i e l d i n g .  As  d e n o ted  i n  F i g u re  E . 1 ,  l o ca l i ze d  e l ectri c or 
m ag n e ti c s o u rces  of E M  e n erg y crea te  extern a l  E-  a n d  H- fi e l d s  i n  th e  vi ci n i ty of a  s h i e l d ed  
en cl os u re .  D u e  to  th e  re fl ecti on  a n d  atte n u a ti o n  o f th es e  fi e l d s  a t th e  e n cl o s u re  b o u n d ary,  th e  
i n tern a l  E-  a n d  H-fi e l d s  a re  re d u ce d  i n s i d e  th e  s h i e l d .  

 

Figure E.1  – Example  of a  general  sh ield ing  problem  

Th e ch ara cteri za ti o n  of th i s  pro b l em  i s  d i ffi cu l t  i n  th e  m os t g e n eral  cas e ,  b ecau s e  th e  
s h i e l d i n g  d ep e n d s  n ot o n l y o n  th e  e l ectri cal  ch aracte ri s ti cs  of th e  s h i e l d ,  b u t a l s o  o n  th e  
n a tu re  a n d  l oca ti o n  of th e  exci ta ti o n  s ou rce s .  F o r exam p l e ,  i f th e  extern a l  s ou rce  i s  m ag n e ti c 
i n  n atu re  ( ca u s e d  b y ci rcu l a ti n g  e l ectri c cu rren ts  i n  a  l o op ) ,  th e  fi e l d s  n ear th e  s o u rce  are  
pre d om i n ate l y m ag n e ti c.  S i m i l arl y,  i f th e  s o u rce  a pp e ars  as  a  l i n e ar cu rre n t fl o wi n g  o n  a  th i n  
wi re ,  th e  fi e l d s  are  pre d o m i n ate l y e l ectri c i n  th e i r com p os i ti on .  O f cou rs e ,  M axwe l l ’ s  e q u a ti o n s  
d i ctate  th at  b o th  E-  a n d  H-fi el d s  exi s t  to g e th er ( exce p t at d . c. ) .  Th i s  i m pl i es  th at th ere  i s  a  
d i ffere n t i m pe d a n ce l e ve l  for th e  two  s o u rces  – wi th  th e  m ag n eti c s ou rce  p rod u ci n g  E M  fi e l d s  
wi th  a  l o w E/H ra ti o ,  a n d  th e  e l ectri c s o u rce s  prod u ci n g  fi e l d s  wi th  a  h i g h  E/H ra ti o .  

S tri ctl y s p eaki n g ,  th e  co n ce p t of th e  fi e l d  i m pe d an ce  i s  va l i d  o n l y i n  th e  ra d i a ti o n  zo n e  ( or 
"far"  fi e l d )  wh ere  th e  E-  a n d  H-fi e l d s  a re  m u tu a l l y orth og o n a l  an d  l o cate d  i n  th e  p l an e  
tra n s ve rs e  to  th e  d i recti o n  of pro pa g ati on .  I n  th i s  reg i o n ,  th e  wa ve i m p e d an ce  i s  d e fi n e d  a s  Zc  
=  |E| /|H| .  I n  th e  n e ar fi e l d ,  at  d i s tan ce s  cl os er th a n  s e veral  wa ve l e n g th s ,  th e  fi e l d s  h a ve  
com p l i cated  s p a ti a l  d e pe n d e n ci es  a n d  s u ch  a  tra n s vers e  d efi n i ti o n  of i m p e d a n ce  i s  n o t va l i d .  
H o we ver,  i t  i s  p os s i b l e  to  con s i d e r th e  m ag n i tu d e s  of th e  E-  an d  H-fi e l d s  i n  th e  n e ar fi e l d  i n  
ord er to  arri ve  at  a n  " i m pe d a n ce l e vel "  for th e  fi e l d s ,  an d  th i s  q u a n ti ty wi l l  be  d i fferen t,  
d e p en d i n g  o n  wh eth er th e  s o u rce  i s  pri m ari l y e l ectri c  or m ag n eti c.  

At l a rg e  d i s ta n ce s  from  th e  s ou rce  (D  >>  λ) ,  th e  d i s ti n cti o n  be twe e n  th e  e l e ctri c a n d  m a g n eti c  
s ou rces  fad e s  a n d  th e  fi e l d s  b ecom e ra d i a ti n g  tran s vers e  e l ectrom ag n e ti c (TE M )  wa ves  wi th  
a  ch aracteri s ti c i m pe d an ce of E/H =  3 7 7  Ω .  L oca l l y,  th es e  fi el d s  ap p e ar l i ke  a  p l a n e  wa ve.  
F i g u re  E . 2  s u m m ari zes  th e  be h a vi o u r of th e  fi e l d s  from  b oth  m a g n eti c a n d  e l e ctri c s o u rces ,  
an d  i l l u s tra tes  th a t a t fa r d i s tan ces ,  th e y bo th  p rod u ce th e  s am e typ e  o f fi el d ,  n am e l y th e  
p l a n e  wa ve.  
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Figure E.2  – Behaviour of the  impedance ratio  |E| /|H |  as  a  function   
of d istance from  a  source  [29]  

Th e p en e tra ti o n  of E M  fi e l d s  i n to  th e  e n cl os u re  a l s o  d ep e n d s  o n  th e  n atu re  of th e  exci tati o n  
fi e l d s .  G e n era l l y,  for s ou rces  th at are  cl os e  to  th e  s h i e l d  ( i . e.  for D  <  λ ,  o r co n vers e l y,  a t  l o w 
freq u e n ci es )  th e  E-fi e l d  i s  ve ry s tro n g l y atte n u ate d  b y th e  en cl os u re ,  bu t th e  H-fi e l d  i s  a bl e  to  
d i ffu s e  th rou g h  th e  s h i e l d .  Th u s ,  th e  a ctu a l  i n te rn a l  fi e l d s  d ep e n d  o n  th e  s h i e l d  ch ara cteri s ti cs  
a n d  o n  th e  typ e  of extern a l  s ou rce .  

F re q u e n tl y,  th i s  s h i e l d i n g  pro bl em  i s  s i m pl i fi ed  b y m aki n g  th e  fol l o wi n g  as s u m pti o n s :  

– th e  s o u rce  i s  ve ry far fro m  th e  s h i e l d  (D  >>  λ) ,  s o  th at th e  e xtern a l  fi e l d  i s  a  p l an e  wa ve ;  

– th e  s h i el d i n g  e n cl os u re  i s  a n  i n fi n i te  p l an ar s l a b.  

S u ch  i n fi n i te  p l a n e  s h i e l d s  are  often  u s e d  i n  m od e l l i n g  an d  i n  tryi n g  to  i n terpre t m eas u re d  
d a ta  from  H E M P te s ts ,  pri m ari l y d u e  to  th e  s i m p l i ci ty of th e  re s u l ti n g  e xp res s i o n s  for th e  
s h i e l d i n g  e ffecti ven es s .  I t  s h o u l d  b e  re co g n i ze d  th a t a n y val u e s  of s h i e l d i n g  effecti ve n es s  for 
s u ch  s tru ctu res  can ,  at t i m es ,  va s tl y o vers tate  th e  s h i e l d i n g  actu al l y o b ta i n e d  i n  a  re a l i s ti c  
s h i e l d .  Th i s  i s  b eca u s e  rea l  s tru ctu res  are  n ot i n fi n i te  i n  two d i recti o n s  ( a s  i s  th e  cas e  of an  
i n fi n i te  s l ab)  an d  b e ca u s e  m an y i n te rferen ce s o u rces  are  n o t re a l l y p l a n e  wa ves .  

N e verth e l es s ,  a n  exam i n a ti on  of th e  s h i el d i n g  of a  fl a t p l ate  i s  i n s tru cti on a l ,  be ca u s e  i t  cl earl y 
i l l u s tra te s  th e  co n n ecti o n  b e twe e n  th e  res i s ti vi ty o f th e  s h i e l d  m ate ri a l ,  th e  s u rface  i m p ed a n ce  
pres e n te d  to  th e  i n ci d e n t fi e l d  a n d  th e  tra n s fer i m ped a n ce on  th e  s h i e l d ed  s i d e .  An n ex E  
pro vi d es  a  d i s cu s s i o n  of th i s  b ackg ro u n d  m ateri a l  for th e  pu rp os e of b e tter u n d ers tan d i n g  
th es e  s h i e l d i n g  co n cep ts .  

E.2  Problem  geometry 

F i g u re  E . 3  i l l u s tra tes  th e  pro b l em  u n d er d i s cu s s i on  i n  An n ex E .  An  i n fi n i te l y l arg e,  fi n i te l y 
con d u cti n g  s l a b  of th i ckn e s s ,  d,  i s  i l l u m i n ate d  b y a n  i n ci d en t e l ectrom a g n e ti c p l a n e  wa ve.  Th i s  
fi e l d  i n d u ce s  a  vo l u m e  cu rren t d en s i ty,  J,  to  fl o w i n  th e  m ateri a l  an d  th i s  cu rren t re- ra d i a tes ,  
pro d u ci n g  a  refl ecte d  fi e l d  prop a g a ti n g  b a ck to wa rd s  th e  ori g i n a l  s o u rce  o f th e  fi e l d s ,  p l u s  a  
tra n s m i tte d  fi e l d  wh i ch  e n ters  i n to  th e  " pro tecte d "  re g i o n  o n  th e  o pp os i te  s i d e  of th e  s l a b .  I f 
th e  s l a b  were  to  b e  perfectl y co n d u cti n g ,  th e  e n ti re  i n ci d e n t fi el d  wou l d  b e  refl ecte d ,  wi th  n o  
pe n etrati n g  fi e l d .  I n  re a l i ty,  h o we ver,  as  a  s l a b  of fi n i te  co n d u cti vi ty i s  i n vo l ved ,  s om e 
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pe n etrati n g  fi e l d  wi l l  occu r,  a n d  i t  i s  d e s i re d  to  d e ve l op  expres s i o n s  for ca l cu l a ti n g  th i s  
pe n etrate d  fi e l d  i n  term s  of s h i el d  th i ckn e s s ,  e l ectri ca l  co n d u cti vi ty a n d  o th e r p erti n e n t  
pa ram ete rs .  

I n  th i s  pro b l em ,  th e  am o u n t of fi e l d  th a t p e n e trates  i n to  th e  protecte d  re g i on  d e p en d s  o n  th e  
po l a ri za ti on  an d  th e  an g l e  of i n ci d e n ce ,  ψ,  of th e  i n ci d e n t fi e l d .  To  s i m pl i fy th e  d i s cu s s i o n ,  i t  i s  
as s u m ed  th a t th e  i n ci d e n t fi e l d  i s  n orm a l l y i n ci d e n t o n  th e  s l ab  ( i . e .  ψ  =  0 ) ,  s o  th a t th e  
s h i e l d i n g  fa ctors  b ecom e  i n d e p en d en t of th e  i n ci d e n ce  a n g l es .  

Th e  g oa l  of th e  a n a l ys i s  pres e n te d  h ere,  th erefo re,  i s  to  s u m m a ri ze  th e  an a l yti cal  exp re s s i on s  
th at  m a y b e  u s e d  to  p re d i ct  th e  E M  fi e l d s  th a t p en etrate  i n to  th e  s h i e l d ed  reg i o n .  

 

Figure E.3  – Conducting  s lab  of th ickness,  d,  and  i nfin i te  extent serving   
as  an  electromagnetic  barrier 

E.3  Equivalent ci rcui t representation  

E.3.1  General  

Th e b e h a vi o u r of th e  E M  fi e l d s  i l l u s tra ted  i n  F i g u re  E . 4  ca n  b e  d e s cri b e d  u s i n g  a n  eq u i va l e n t 
two-p ort ci rcu i t (s e e  F i g u re  E . 4 ) .  Th e  con d u cti n g  s l ab  i n  th e  p ro b l em  i s  re pres e n te d  b y a  
l i n e ar two- p ort ci rcu i t,  i n  wh i ch  th e  ta n g e n ti a l  E-  an d  H-fi e l d s  o n  th e  u n s h i el d e d  s i d e  a re  
l i n e arl y rel a te d  to  th e  corres p o n d i n g  fi e l d  q u a n ti ti es  on  th e  s h i e l d ed  s i d e  th rou g h  a  m atri x  
eq u ati on .  I n  F i g u re  E . 4 a) ,  th e  exci ta ti o n  i s  p ro vi d ed  b y a  s eri e s  vo l ta g e  s ou rce ,  g i ve n  b y th e  
i n ci d en t E-fi e l d  Ei n c,  a n d  b y a  s h u n t cu rre n t s o u rce  g i ve n  b y th e  i n ci d en t m ag n e ti c fi e l d ,  Hi n c.  
Th e  i m p e d a n ce s  of th es e  s ou rces  ( i . e.  th e  re l a ti o n s h i p  be twe en  E  a n d  H)  i s  th e  ch aracteri s ti c 
i m pe d a n ce of free  s p ace ,  Zc,  a n d  th i s  i s  re pres en te d  b y th e  i m pe d a n ce e l em en t i n  th e  s o u rce  
ci rcu i t.  

F i g u re  E . 4 b )  i l l u s trates  a n  e q u i va l e n t re p res e n ta ti on  for th e  exci tati on  of th i s  ci rcu i t.  Th e  s h u n t 
cu rre n t s o u rce  can  be  tra n s form ed  i n to  a  vo l tag e  s o u rce  u s i n g  a  N orto n - to-Th e ve n i n  
tra n s form ati on ,  a n d  th e  re l a ti o n s h i p  Ei n c  =  Zc·Hi n c  can  b e  u s e d  to  arri ve  a t th e  eq u i va l e n t  
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s ou rce  vol ta g e  of 2  Ei n c.  A s i m i l a r tran s form ati o n  can  b e  u s e d  to  o b ta i n  th e  e l ectri ca l l y d u a l  
s ou rce :  a  cu rre n t s o u rce  of 2  Hi n c  i n  s h u n t wi th  th e  i m p e d a n ce  Zc .  

O n  th e  s h i e l d e d  s i d e  of th e  s l a b,  th e  m od e l  con ta i n s  a  l oa d  i m pe d a n ce Zc,  wh i ch  i s  e q u a l  to  
th e  ch aracteri s ti c i m pe d an ce of fre e  s p ace .  W i th  e i th e r of th e  eq u i va l e n t s o u rces  s h o wn  i n  

exci ti n g  th e  s l a b,  s u i ta b l e  expres s i o n s  fo r d e term i n i n g  th e  ta n g e n ti a l  tan
2E  an d  tan

2H fi e l d s  on  

th e  s h i e l d ed  s i d e  ca n  b e  d e ve l op e d .  

 

a)  Ci rcu i t represen tation  of the  conducting  sl ab  

 

b)  Al ternate  ci rcu i t  representation  of the  conducting  sl ab  

Figure E.4  – Equ ivalent ci rcu i t  representation  of the  sh ield ing  problem  

E.3.2  Chain  parameter representation  of the  sh ield  

A g e n era l  two- p ort ci rcu i t  as  s h o wn  i n  F i g u re  E . 5  can  b e  re pres e n te d  b y a  n u m b e r of d i ffe re n t  
m atri x re l ati on s h i ps :  

– op e n - ci rcu i t i m p e d a n ce p aram eters  (Z) ;  

– s h ort-ci rcu i t a d m i tta n ce  p aram ete rs  (Y) ;  

– ch a i n  ( or ABCD)  p aram eters ;  

– s catteri n g  pa ram e ters  (S) ;  

– h ybri d  p a ram e ters  (h) .  

I n  th e  p res e n t cas e ,  th e  ch a i n  param e ters  are  th e  m os t u s efu l  as  th e y pro vi d e  a  re l ati on s h i p  
b e twe e n  th e  vo l ta g e  a n d  cu rren t q u an ti ti es  o n  on e  p ort of th e  ci rcu i t a n d  th os e  a t th e  o th er 
p ort.  W i th  refe ren ce to  F i g u re  E . 5 ,  th e  ch a i n  pa ram eter rel a ti o n s h i p  ca n  b e  exp res s e d  a s  
(s ee  [3 5] )  
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Hta n  1  Zc  

Eta n  
1  

Zc  

Hta n  2  
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I t  s h o u l d  be  n oted  th a t i n  th es e  exp res s i on s ,  th ere  i s  a  req u i re m en t th a t th e  ABCD  p aram ete rs  
s h a l l  s a ti s fy th e  re l a ti o n s h i p  AD-BC =  1  for a  l i n e a r,  b i l a tera l  s ys tem .  

 

Figure E.5  – Two-port representation  of a  ci rcu i t  

Le tti n g  th e  vari a b l es  V1  a n d  I1  re pres en t th e  ta n g e n ti a l  E-  a n d  H-fi e l d s  on  th e  i l l u m i n ate d  s i d e  

of th e  s l a b  ( tan
1E  a n d  tan

1H )  a n d  V2  a n d  I2 d e n ote  th e  fi e l d s  tan
2E an d  tan

2H  o n  th e  s h i e l d e d  

s i d e ,  re fere n ce  [8 ]  h as  d e ve l o pe d  th e  fo l l o wi n g  ch a i n  p a ram e te r rep res e n ta ti o n  for th e  s l ab :  
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 (E . 3 )  

wh ere  dt i s  a  d i ffu s i o n  ti m e  an d  R  i s  th e  d . c.  s l ab  s u rface  res i s tan ce  ( i n  Ω) ,  g i ven  b y 

 
d

Rd
σ

mσt 1
and2

d ==  (E . 4 )  

I n  th e s e  expres s i o n s ,  d  i s  th e  s l a b  th i ckn es s ,  σ  =  1 /ρ  i s  th e  e l e ctri ca l  con d u cti vi ty of th e  
m ateri a l  a n d  m  i s  th e  p erm e ab i l i ty of th e  s am p l e .  

E.3.3  Ci rcui t  responses  

E.3.3.1  Expression  for the  surface  fi elds  

U s i n g  s ta n d ard  ci rcu i t  an a l ys i s  tech n i q u es ,  th e  res p on s es  fo r E  a n d  H an ywh ere  i n  th e  
p ro b l em  can  be  d eterm i n e d .  S p eci fi ca l l y,  th e  s u rface  fi e l d s  on  th e  i l l u m i n a te d  s i d e  of th e  s l a b  
can  be  e va l u a te d  as  

 ( )
( ) ( )

inc

ccc

ctan
1 2E

DZBCZAZ

BAZ
E

+++
+

=  (E . 5 )  

a n d  

 ( )
( ) ( )

inc

ccc

ctan
1 2E

DZBCZAZ

DCZ
H

+++
+

=  (E . 6 )  
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V1  V2  
(AB CD )  

P a ra m e te rs  
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wh ere  A ,  B,  C a n d  D  are  th e  s l a b  ch a i n  para m eters  d e fi n ed  i n  e q u a ti o n  ( E . 3 ) .  

Th e  l i m i ti n g  cas es  of E q u a ti o n s  ( E . 5)  a n d  ( E . 6 )  a re  i n s tru cti ve .  W h en  th e  con d u cti vi ty of th e  
s l ab  va n i s h e s ,  or e q u i va l e n tl y,  wh en  d  =  0 ,  th e  ch a i n  p aram ete rs  b ecom e A  =  1 ,  B  =  0 ,  C =  0 ,  
D  =  1 ,  a n d  th es e  e q u a ti o n s  a re  re d u ce d  to  th e  fre e -s p ace ca s e  wh ere  

 inc

c

tan
1

inctan
1

1
and E

Z
HEE ==  (E . 7 )  

An o th er cas e  of i n te res t i s  wh e n  th e  s l a b  b ecom e s  pe rfectl y con d u cti n g  ( i . e .  σ → ∞).  For th is  
cas e ,  th e  ch a i n  p aram e ters  are  A  =  1 ,  B =  0 ,  C =  ∞ ,  D  =  1 ,  a n d  th e  fi e l d s  i n  E q u a ti o n s  ( E . 5)  
an d  ( E . 6 )  take  o n  th e  req u i re d  va l u es   

 incinc

c

tan
1

tan
1 2

2
and0 HE

Z
HE ===  ( E . 8 )  

on  th e  s u rface  of th e  co n d u ctor.  

E.3.3.2  Expression  for the  penetrating  fields  

I n  a  s i m i l a r m an n er,  th e  fi el d s  p e n e trati n g  i n to  th e  s h i e l d  re g i on ,  tan
2E  an d  tan

2H ,  ca n  b e  

d e term i n e d  b y ci rcu i t a n a l ys i s .  Th es e  fi e l d s  h a ve  th e  form  

 
( ) ( )

inc

ccc

ctan
2 2E

DZBCZAZ

Z
E

+++
=  (E . 9 )  

a n d  
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E

DZBCZAZ
H

+++
=  (E . 1 0 )  

Ch ecks  of th es e  fi e l d s  for th e  l i m i ti n g  cas es  d e s cri be d  i n  E . 3 . 3. 1  i n d i ca te  th at fo r n o  s l a b  
pres e n t th e  fi e l d s  be com e th e  fre e- s p ace  i n ci d en t  fi e l d s ,  an d  fo r a  perfectl y co n d u cti n g  s l ab ,  
th e  fi e l d s  a re  ze ro,  i n d i ca ti n g  p e rfe ct  s h i e l d i n g .  

E.3.3.3  The surface  impedance  

U s i n g  th e  g en era l  fi e l d  e xpre s s i o n s  i n  E q u ati on s  (E . 5)  an d  ( E . 6 ) ,  i t  i s  p os s i bl e  to  d e ve l o p  an  
exp res s i on  for th e  s u rfa ce  i m pe d an ce on  th e  i l l u m i n a te d  s i d e  of th e  s l a b .  Th i s  q u a n ti ty i s  
u s e fu l ,  i n  th a t i t  p e rm i ts  th e  an a l ys i s  of p ro b l em s on  th e  i l l u m i n ate d  s i d e  of th e  s l ab  wi th ou t 
req u i ri n g  a  fu rth e r a n a l ys i s  of fi e l d s  i n s i d e  th e  s l ab  or i n  th e  s h i e l d e d  re g i o n  b e yo n d .  Th i s  
i m pe d a n ce i s  d e fi n ed  as  th e  ra ti o  of E  an d  H o n  th e  s u rfa ce  as :  

 
( )
( ) ( )Ω

c

c
tan

1

tan
1

s
DCZ

BAZ

H

E
Z

+
+

==  (E . 1 1 )  

F or a  th i n  s l a b  of fi n i te  con d u cti vi ty a t l o w fre q u e n ci es ,  th e  ch a i n  p aram eters  b ecom e A  =  1 ,  
B  =  0 ,  C =  1 /R  a n d  D  =  1 .  I n  th i s  cas e ,  th e  s u rface  i m pe d a n ce b ecom e s :  
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





+
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for cas e s  wh ere  th e  s u rface  res i s ta n ce  of th e  m a teri a l  i s  m u ch  l es s  th a n  th e  i m pe d a n ce of 
fre e  s p ace  ( 3 7 7  Ω) .  

At  h i g h er freq u en ci es ,  th e  ch a i n  p ara m ete rs  i n  E q u a ti o n  ( E . 1 1 )  s h o u l d  be  e va l u a te d  u s i n g  
E q u ati o n  ( E . 3 ) .  Th e  g e n e ra l  exp res s i on  for Zs  b e com es :  
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( )Ω
coshsinh

sinhcosh

dd
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dc

dddc
s
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
 +
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ωtωtωt
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jjjRZ

jjRjZ
Z  ( E . 1 3 )  

F or m an y typ e s  of co n d u cti n g  m ateri a l s  i n  th e  H E M P  freq u e n c y ra n g e ,  i t  i s  p os s i b l e  to  u s e  a  
l o w-fre q u e n c y s i m p l i fi cati on  to  E q u a ti o n  ( E . 1 3 ):  

 ( ) ssds 1 LjRjjRZ ω
σ
ωmωt +≡+=≈  (E . 1 4 )  

wh ere  th e  s u rface  res i s tan ce  Rs  a n d  th e  s u rface  i n d u cta n ce Ls  a re  g i ve n  i n  te rm s  of th e  
freq u e n c y f =  ω/2π  a s :  

 
f

R
L

f
R

πσ
mπ

2
and

2 s
ss ==  (E . 1 5)  

Tabl e  E . 1  pre s e n ts  th e  s u rface  res i s ta n ce  for s e vera l  m a teri a l s .  

Table  E. 1  – Surface resistance  and  electrical  parameters  for selected  materials  

Material  Conductivi ty σ  

S /m  

Permeabi l i ty m  

H /m  

Skin  depth  δ  

m  

Surface resistivi ty Rs  

Ω  

S i l ve r 6 , 1 7  ×  1 0 7  4π ×  1 0 - 7  

0 , 0 6 4 2  /  f  2 , 5 2  ×  1 0 - 7 f  

Co p p e r 5 , 8 0  ×  1 0 7  4π ×  1 0 - 7  
0 , 0 6 6  /  f  2 , 6 1  ×  1 0 - 7 f  

Al u m i n i m u m  3 , 7 2  ×  1 0 7  4π ×  1 0 - 7  
0 , 8 2 6  /  f  3 , 2 6  ×  1 0 - 7 f  

B ra s s  1 , 5 7  ×  1 0 7  4π ×  1 0 - 7  
0 , 1 2 7  /  f  5 , 0 1  ×  1 0 - 7 f  

Ti n  0 , 9 0  ×  1 0 7  4π ×  1 0 - 7  
0 , 1 6 8  /  f  6 , 6 2  ×  1 0 - 7 f  

S o l d e r 0 , 7 1  ×  1 0 7  4π ×  1 0 - 7  
0 , 1 8 5  /  f  7 , 7 3  ×  1 0 - 7 f  
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Material  Conductivi ty σ  

S /m  

Permeabi l i ty m  

H /m  

Skin  depth  δ  

m  

Surface resistivi ty Rs  

Ω  

G ra p h i te  3 , 0  ×  1 0 4  4π ×  1 0 - 7  
2 , 9 1  /  f  1 , 1 5  ×  1 0 - 5 f  

P l e xi g l a s  5 , 1  ×  1 0 - 3  4π ×  1 0 - 7  
7 , 0 5  ×  1 0 3  /  f  0 , 0 2 8 f  

 

E.3.3.4  Sh ield  transfer impedance  

Th e tra n s fer i m pe d an ce of th e  p l ate  i s  d e fi n ed  as  th e  ra ti o  of tan
2E / tan

2H ,  or e q u i va l en tl y,  th e  

ra ti o  of th e  i n tern a l  E-fi e l d  to  th e  extern a l  s u rfa ce  cu rre n t d e n s i ty.  Th i s  i s  s l i g h tl y d i ffe ren t  
from  th e  tran s fer i m pe d a n ce of a  ca b l e  i n  wh i ch  th e  i m pe d a n ce i s  d efi n e d  as  th e  ra ti o  of th e  
i n tern a l  E-fi e l d  ( a  d i s tri b u te d  vo l ta g e  s ou rce)  to  th e  to ta l  s h i e l d  cu rre n t.  I n  th i s  cas e,  th e  
tra n s fe r i m p e d a n ce  h as  th e  u n i ts  of Ω/m .  I ts  u n i ts  are  i n  Ω .  A ci rcu i t a n al ys i s  of pro vi d es  th e  
fol l o wi n g  expre s s i o n  for th e  tra n s fer i m p ed a n ce  of th e  pl a te :  

  ( ) ( )Ω
c

c
tan

1

tan
2

t
DCZ

Z

H

E
Z

+
==  (E . 1 6 )  

or,  e q u i va l e n tl y:  
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coshsinh dd
1
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c
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
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
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ωtωtωt jjjRZ

Z
Z  (E . 1 7 )  

a n d  for g oo d  co n d u ctors  i n  th e  H E M P  fre q u e n c y ra n g e,  th i s  i s  a p proxi m a te d  as :  

 ( )Ω
sinh d

d
t

ωt

ωt

j

jR
Z ≈  (E . 1 8 )  

I t  s h o u l d  b e  n o te d  th a t a t l o w fre q u e n ci e s ,  th e  tra n s fer i m p e d a n ce  i s  Zt  ≈ R ,  wh i ch  i s  th e  d . c.  
s u rface  res i s ta n ce  of th e  s l a b.  I t  i s  i n tere s ti n g  to  n o te  th at th i s  i s  th e  s am e  va l u e  a s  th e  
s u rface  i m ped a n ce  i n  E q u a ti o n  ( E . 1 2 ) .  Th u s ,  a  l o w-fre q u e n c y m eas u re m en t of th e  s u rface  
i m pe d a n ce on  th e  fro n t  s i d e  of th e  p l a te  can  s erve  to  ch aracteri ze  th e  tra n s fer i m pe d an ce of 
th e  p l a te  at  l o w freq u en ci es .  

E.3.3.5  Transfer admi ttance  

Th e tra n s fer a d m i tta n ce  of th e  p l a n ar s h ee t i s  d e fi n e d  as  

  
( ) ( )

( )dddc

c
tan

1

tan
2

t

sinhcosh

1

S
1

ωtωtωt jjRjZ

BAZE

H
Y

+
=

+
==

 (E . 1 9 )  

F or a  th i n  s l ab  of fi n i te  con d u cti vi ty a t l o w freq u e n ci es ,  th e  ch a i n  p ara m eters  are  A  =  1 ,  B  =  0 ,  
C =  1 /R  a n d  D  =  1 a n d  i n  th i s  tra n s fer a d m i tta n ce  i m pe d a n ce b ecom es Yt  ≈  1 /Zc  =  0 , 0 0 2  7  ( S ) .  
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Annex F  
(i n form a ti ve )  

 
Inside-to-out measurement method  

F.1  Purpose  

S om e H E M P protecti on  faci l i ti es  i n  practi ca l  u s e  d o  n ot h a ve  en o u g h  s p a ce  a va i l a b l e  o u ts i d e  
th e  e l ectrom ag n eti c b arri er ( d u e  to  p h ys i ca l  con s tra i n ts  s u ch  as  co n cre te  wa l l s  or s o i l )  to  
a l l o w for th e  correct a p p l i ca ti o n  of th e  m eas u re m en t m eth o d  d e s cri b ed  wi th i n  th e  m ai n  b o d y 
of th i s  d ocu m en t ( o u ts i d e- to- i n );  p racti ca l  e xp e ri e n ce  h as  s h o wn  th at  m an y faci l i ti es  h a ve  u p  
to  1  m  of ava i l a b l e  s e para ti o n  s p ace.  Terri tori a l  re g u l atory co n s tra i n ts  can  a l s o  b e  a  
pro h i b i ti n g  fa ctor for co n d u cti n g  o u ts i d e - to- i n  m ea s u rem e n ts .  

Th erefore ,  i n  m a n y p ra cti ca l  cas es  i t  i s  n o t p os s i b l e  to  m ea s u re  s h i e l d i n g  e ffecti ve n es s  
accord i n g  to  th e  s ta n d ard  ou ts i d e - to- i n  tes t m eth od .  Th e  con s tru ctors  for H E M P  pro te cti o n  
faci l i ti e s  are  a l s o  u n wi l l i n g  to  b u i l d  faci l i ti es  wi th  e xtra  s p ace for th i s  m eas u re m e n t o u ts i d e  of 
th e  b arri e r d u e  to  th e  g rea t expe n s e  a n d  i n effi ci en cy of th e  op era ti o n a l  worki n g  a re a  for th e  
exi s ti n g  b u i l d i n g .  

An n ex F  pro vi d es  s om e experi m e n ta l  d ata  th at  d em on s tra tes  th e  fe as i b i l i ty of p l aci n g  th e  
tra n s m i tti n g  a n ten n a  i n s i d e  th e  en cl os u re  a n d  th e  re ce i vi n g  an ten n a  p l aced  a  s h ort d i s ta n ce  
ou ts i d e  ( ‘ i n s i d e- to -o u t’  m e th od ) .  

I t  i s  i m porta n t to  n o te  th a t th ere  i s  a  ri s k to  e q u i pm en t an d  o th er m a teri a l s  i n s i d e  th e  faci l i ty 
u s i n g  th i s  m eth o d ;  th ere fore ,  rem o va l  of e q u i pm en t i s  recom m e n d ed .  

W i th  th i s  m eth o d ,  i t  m a y b e  d i ffi cu l t  to  d ete rm i n e  wh e th e r th e  tra n s m i tter i s  actu a l l y 
tra n s m i tti n g ;  th ere fore ,  i t  i s  re com m en d e d  th a t a  fi e l d  m ea s u rem e n t pro be  wi th  a  rea d - ou t  
ou ts i d e  th e  ch a m be r i s  u ti l i ze d  to  con fi rm  a  fi e l d  i s  actu a l l y pres e n t i n s i d e.  

F.2  Comparison  of existing  SE test methods  

Tabl e  F . 1  pro vi d es  a  co m pari s on  of exi s ti n g  S E  tes t m eth o d s  from  a  vari e ty of s tan d ard s  
i n cl u d i n g  th e  p re vi ou s  ed i ti o n  ( E d i ti on  1 . 0 )  of th i s  s ta n d a rd .  
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Table  F .1  – Comparison  with  other standards  

Standard  
I E C  6 1 0 0 0 -4 -2 3 : 2 0 0 0  
(E d i ti o n  1 . 0 )  

I E E E -S TD -2 9 9  M I L -S TD -1 8 8 - 1 2 5 - 1  

Publ ication  2 0 0 0  2 0 0 6  2 0 0 5  

Test frequency 

1 5  kH z to  3 0  kH z:  1  p oi n t  

3 0 0  kH z to  5 0 0  kH z:  1  p o i n t  

1  M H z to  2 0  M H z:  1  p oi n t  

5 0  M H z to  2 0 0  M H z:  
3  p o i n ts  

9  kH z to  1 6  kH z:  1  p o i n t  

1 4 0  kH z to  1 6 0  kH z:  1  p o i n t  

1 4  M H z to  1 6  M H z:  1  p oi n t  

2 0  M H z to  1 0 0  M H z:  1  p o i n t  

1 0 0  M H z to  3 0 0  M H z:  
1  p oi n t  

3 0 0  M H z to  6 0 0  M H z:  
1  p oi n t   

6 0 0  M H z to  1  G H z:  1  p oi n t  

1  G H z to  2  G H z:  1  p o i n t  

2  G H z to  4  G H z:  1  p o i n t  

4  G H z to  8  G H z:  1  p oi n t  

8  G H z to  1 8  G H z:  1  p o i n t  

1 0  kH z to  1 0 0  kH z:  
2 0  p o i n ts  

1 0 0  kH z to  1  M H z:  2 0  p o i n ts  

1  M H z to  1 0  M H z:  4 0  p o i n ts  

1 0  M H z to  1 0 0  M H z:  
1 5 0  p o i n ts  

1 0 0  M H z to  1  G H z:  
1 5 0  p oi n ts  

Antenna type  
Lo o p  a n te n n a  

D i p o l e  a n te n n a  

Lo o p  a n te n n a  

B i con i ca l  a n te n n a  

D i p o l e  a n te n n a  

H o rn  a n te n n a  

Lo o p  a n te n n a  

B i co n i ca l  a n te n n a  

Lo g  p e ri o d i c  a n te n n a  

TX/RX an tenna  

d i stance/location  

T X:  ≥  5  m  ( ou ts i d e )  

RX:  5  cm  to  6 0  cm  

T X:  ≥  1 , 7  m  (o u ts i d e )  

RX:  0 , 3  m  

T X:  2 , 0 5  m  ( o u ts i d e )  

RX:  1 , 0  m  

Uni t  test area  2 , 5  m  ×  2 , 5  m  2 , 6  m  ×  2 , 0  m  3 , 0 5  m  ×  3 , 0 5  m  

Pass/fai l  cri teria  -  B y o wn e r 

1 0  kH z to  1 0  M H z  

:  ≥  2 0 l o g 1 0  f -6 0  d B  

1 0  M H z to  1  G H z  

:  ≥  8 0  d B  

 

F.3  Inside-to-out SE  test of shielded  rooms  

F.3. 1  Measurements  of the  inside-to-out  SE  

Th e con d i ti o n s  of tes ti n g  re a l  exam pl es  of H E M P  p rotecte d  faci l i ti es  a re  s h o wn  i n  Tab l e  F . 2 .  
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Table  F .2  – Test sh ielded  rooms  

 

Sh ielded  room  #1  Sh ielded  room  #2  Sh ielded  room  #3  

   

Chamber 
si ze  

2 , 9  m  ×  3 , 9  m  ×  2 , 4  m  
3 , 6  m  ×  5 , 9  m  ×  3 , 0  m  

1 , 1  m  ×  2 , 4  m  ×  2 , 3  m  

9 , 0  m  ×  6 , 0  m  ×  3 , 0  m  

2 , 0  m  ×  3 , 0  m  ×  3 , 0  m  

PoE  
D o o r,  wa ve g u i d e ,  h on e yco m b ,  

fi l te r,  co n n e cto r p a n e l  

D oo r,  wa ve g u i d e ,  h on e yco m b ,  
fi l te r 

D oo r,  wa ve g u i d e ,  h o n e yco m b ,  
fi l te r 

SE  Ap p ro xi m a te l y 6 0  d B  to  7 0  d B  Ap p ro xi m a te l y 6 0  d B  to  7 0  d B  8 0  d B  

Door type  S i n g l e  I n te rl o cks  I n te rl o cks  

Fi l ter type  E M I  E M I  E M P  

 

a)  Tes t s e t- u p  for th e  i n s i d e -to- o u t  S E  m eas u rem e n t 

I n  th e  o u ts i d e -to- i n  cas e ,  th e  tra n s m i tti n g  a n te n n a  was  p l ace d  o u ts i d e  th e  e l e ctrom a g n e ti c 
barri er a n d  th e  rece i vi n g  a n ten n a  was  p l aced  i n s i d e .  I n  co n tras t,  for th e  i n s i d e -to- o u t,  th e  
tra n s m i tti n g  a n ten n a  was  p l ace d  i n s i d e  th e  e l ectro m ag n e ti c b arri e r an d  th e  TX eq u i pm en t was  
p l ace d  i n  a n o th er s h i e l d e d  room  to  protect from  E M  d i s tu rb a n ces .  Th e  rece i vi n g  an te n n a  was  
p l ace d  o u ts i d e  th e  b a rri er.  I t  was  th e n  retes te d  u n d er th e  e q u a l  s e para ti on  d i s ta n ce  p l aci n g  
th e  tra n s m i tti n g  a n te n n a  ou ts i d e .  Th e  res u l ts  we re  th e n  com pare d .  

U s i n g  th e  b as i c tes t m eth o d  of M I L- S TD - 1 8 8 - 1 2 5 -1  to  m eas u re  th e  s h i el d i n g  effecti ve n es s ,  
th e  n om i n a l  d i s ta n ce  fro m  th e  tra n s m i tti n g  an ten n a  re feren ce p o i n t to  th e  tes t are a  s u rface  i s  
2 , 0 5  m ,  a n d  th e  n om i n al  d i s tan ce  from  th e  recei vi n g  a n te n n a  referen ce p oi n t to  th e  te s t are a  
s u rfa ce  i s  1  m .  

Tes t po i n ts  for th e  s h i e l d ed  room  #1  a n d  #2  are  s e l ecte d  a t th e  d o or,  an d  th e  te s t p oi n t of th e  
sh i e l d e d  room  #3  i s  s e l e cte d  a t th e  wa l l .  Re g ard i n g  fre q u e n ci e s  of 2 0 0  kH z,  5 0  M H z,  
2 0 0  M H z,  4 0 0  M H z,  a n d  1  G H z,  o u ts i d e-to- i n  m eas u rem e n t res u l ts  were  com p are d  wi th  
i n s i d e -to- ou t m eas u rem en t res u l ts .  Th e  s h i e l d e d  RF  cab l es  of 1 0  m  were  u s e d  b o th  for 
ca l i brati o n  an d  m eas u re m e n t.  

Th e  tes t s et- u p  for ou ts i d e- to- i n  an d  i n s i d e- to- o u t S E  m eas u rem e n t i s  s h o wn  i n  F i g u re  F . 1 .  

IEC  IEC  IEC  
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a)  Sh ielded  room  #1  

 

b)  Sh ielded  room  #2  

 

c)  Sh ielded  room  #3  

Figure F . 1  – Test set-up  for the  outside-to-in  and  inside-to-out SE  measurement 

IEC 

IEC 

IEC  
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b)  Tes t re s u l ts  for th e  i n s i d e -to- o u t S E  m eas u rem en t 

Th e  m eas u rem e n t res u l ts  are  s h o wn  i n  Ta b l e  F . 3 .  

Table  F .3  – Comparison  of the  SE  measurement  resu l ts  
(Unit:  dB)  

 Freq .  200  kHz  50  MHz 200  MHz 400  MHz 1  GHz  

Sh ielded  
room  #1  

-  Door -  

O u ts i d e -to - i n  S E  4 2  8 3  4 6  5 4  5 2  

I n s i d e -to- o u t  S E  4 2  8 4  4 7  5 1  5 2  

D i ffe re n ce  0  +1  +1  -3  0  

Shielded  
room  #2  

-  Door -  

O u ts i d e -to - i n  S E  3 7  8 1  5 6  5 2  4 5  

I n s i d e -to- o u t  S E  4 6  7 9  5 7  5 0  4 2  

D i ffe re n ce  +9  -2  +1  -2  -3  

Shielded  
room  #3  

-  Wal l  - 

O u ts i d e -to - i n  S E  >  D R >  D R 9 2  8 2  9 3  

I n s i d e -to- o u t  S E  >  D R >  D R 9 5  7 7  8 9  

D i ffe re n ce  ?  ?  +3  -5  -4  

N O TE  ">  D R"  m e a n s  th e  s h i e l d i n g  e ffe cti ve n e s s  i s  s u p e ri o r to  th e  D R (d yn a m i c ra n g e )  va l u e .  D R i s  th e  ra n g e  
i n  wh i c h  th e  te s t  s ys te m  i s  a b l e  to  m e a s u re  th e  S E .  

 

Th e actu al  m eas u rem e n t re s u l ts  of o u ts i d e- to- i n  a n d  i n s i d e- to -o u t  s h i e l d i n g  effecti ve n es s  for 
each  s h i el d e d  room  are  n ot i d en ti ca l .  Th i s  i s  p rob a b l y d u e  to  th e  d i fferen t s h i el d ed  room  
con d i ti o n s .  C are  s h ou l d  be  ta ke n  to  en s u re  th a t s u ffi ci e n t d yn am i c ra n g e  a bo ve  th e  n o i s e  fl oor 
i s  a vai l a b l e  for th e  i n s i d e- to- ou t m eth od  or,  at  te s t fre q u e n ci es  wh ere  th i s  i s  n ot p os s i b l e ,  an  
a l te rn a ti ve  te s t  fre q u e n c y s h o u l d  b e  s p eci fi cal l y s e l ected  to  a vo i d  th i s  i s s u e.  

F.3.2  Summary 

Th e  i n s i d e- to- o u t m eth o d  pro d u ce s  very com p arab l e  re s u l ts  to  th e  trad i ti o n a l  ou ts i d e - to- i n  
m eth o d ,  parti cu l arl y wh e re  th e  s h i el d i n g  effecti ve n es s  of th e  i n s ta l l ati on  i s  a n ti ci pa te d  to  be  
l o wer th a n  a  h i g h  q u a l i ty s h i e l d e d  ro om  (>  8 0  d B ) .  

F or cas es  wh ere  ra d i a te d  H E M P pro te cti o n  i s  re q u i re d  to  be  m u ch  l es s  th a n  8 0  d B ,  th e  i n s i d e-
to- o u t m eth od  cl e arl y h a s  m eri t.  Th i s  d o es  n ot precl u d e  th e  m eth o d  be i n g  a p p l i e d  to  h i g h  
q u a l i ty s h i e l d e d  ro om s ;  h o we ve r,  d yn am i c ra n g e  m a y be  a  l i m i ti n g  factor.  
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