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TELECONTROL EQUIPMENT AND SYSTEMS –  

 
Part  5-604:  Conformance test  cases for  
the IEC 60870-5-1 04 companion  standard  

 
FOREWORD 

1 )  The  I n ternati onal  E l ectrotechn i cal  Commiss i on  ( I EC)  i s  a  worl dwi de  o rgan i zati on  fo r  s tandard i zati on  compri s i ng  
al l  nati onal  e l ectrotechn i cal  comm i ttees  ( I EC  Nati onal  Comm i ttees) .  The  object  o f  I EC  i s  to  promote  
i n ternati onal  co-operati on  on  al l  questi ons  concern i ng  s tandard i zati on  i n  the  e l ectri cal  and  e l ectron i c  f i e l ds .  To  
th i s  end  and  i n  add i t i on  to  o ther  acti vi t i es ,  I EC  publ i shes  I n ternat i onal  Standards ,  Techn i cal  Speci fi cati ons,  
Techn i cal  Reports ,  Publ i cl y  Avai l abl e  Speci f i cat i ons  (PAS)  and  Gu i des  (hereafter  referred  to  as  “ I EC  
Publ i cati on (s) ”) .  The i r  preparati on  i s  en trusted  to  techn i cal  comm i ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subject  deal t  wi th  may part i ci pate  i n  th i s  preparatory  work.  I n ternati onal ,  g overnmen tal  and  non -
governmen tal  organ i zat i ons  l i ai s i ng  wi th  the  I EC  al so  parti c i pate  i n  th i s  preparati on .  I EC  co l l aborates  cl ose l y  
wi th  the  I n ternat i onal  Organ i zati on  fo r  Standard i zat i on  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by  
ag reement  between  the  two  organ i zati ons .  

2 )  The  formal  deci s i ons  or  ag reemen ts  o f  I EC  on  techn i cal  matters  express,  as  nearl y  as  poss ib l e,  an  i n ternati onal  
consensus  o f  opi n i on  on  the  re l evan t  subjects  s i nce  each  techn i cal  comm i ttee  has  represen tati on  from  al l  
i n terested  I EC  Nati onal  Commi ttees.   

3 )  I EC  Publ i cati ons  have  the  form  of  recommendati ons  for  i n ternati onal  u se  and  are  accepted  by I EC  Nati onal  
Comm i ttees  i n  that  sense.  Wh i l e  al l  reasonable  e fforts  are  made  to  ensu re  that  the  techn i cal  con ten t  o f  I EC  
Publ i cati ons  i s  accu rate ,  I EC  cannot  be  hel d  responsi bl e  fo r  the  way i n  wh i ch  they are  used  o r  for  any 
m i s i n terpretati on  by  any end  u ser.  

4)  I n  order  to  promote  i n ternati onal  u n i form i ty,  I EC  Nati onal  Commi ttees  undertake  to  appl y  I EC  Publ i cati ons  
transparen tl y  to  the  maximum  exten t  poss ibl e  i n  thei r  nat i onal  and  reg i onal  publ i cati ons .  Any d i vergence  
between  any I EC  Publ i cat i on  and  the  correspond i ng  nati onal  or  reg i onal  publ i cati on  shal l  be  cl earl y  i nd i cated  i n  
the  l atter.  

5)  I EC  i tse l f  does  no t  provi de  any attestat i on  o f  con form i ty.  I ndependen t  cert i f i cati on  bod ies  provi de  con form i ty  
assessmen t  servi ces  and ,  i n  some  areas,  access  to  I EC  marks  of  con form i ty.  I EC  i s  not  responsi bl e  for  any  
servi ces  carri ed  ou t  by i ndependen t  certi f i cat i on  bod i es .  

6)  Al l  u sers  shou ld  ensu re  that  they have  the  l atest  ed i t i on  o f  th i s  publ i cati on .  

7)  No  l i abi l i ty  shal l  attach  to  I EC  or  i ts  d i rectors,  employees,  servan ts  or  agen ts  i n cl u d i ng  i nd i vi dual  experts  and  
members  of  i ts  techn i cal  comm i ttees  and  I EC  Nati onal  Comm i ttees  for  any personal  i n j u ry,  property  damage  or  
o ther  damage  o f  any natu re  whatsoever,  whether d i rect  or  i nd i rect,  o r  for  costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  o f  the  publ i cati on ,  u se  o f,  o r  re l i ance  upon ,  th i s  I EC  Publ i cati on  or  any o ther  I EC  
Publ i cati ons .   

8 )  Atten t i on  i s  d rawn  to  the  Normati ve  references  ci ted  i n  th i s  publ i cat i on .  U se  o f  the  referenced  publ i cati ons  i s  
i nd i spensable  for  the  correct  appl i cati on  o f  th i s  publ i cati on .  

9 )  Atten ti on  i s  d rawn  to  the  poss ib i l i ty  that  some  of  the  e l emen ts  o f  th i s  I EC  Publ i cati on  may be  the  subj ect  o f  
paten t  ri g h ts .  I EC  shal l  not  be  he l d  responsi bl e  for  i den ti fyi ng  any or  a l l  such  paten t  ri g h ts .  

The  main  task of  I EC  techn ical  commi ttees  i s  to  prepare  I n ternational  Standards.  I n  
exceptional  ci rcumstances,  a  techn ical  commi ttee  may propose  the  publ ication  of  a  techn ical  
speci fi cation  when  

•  the  requ i red  support  cannot  be  obtained  for  the  publ ication  of  an  I n ternational  Standard ,  
despi te  repeated  efforts,  or  

•  the  subject  i s  s ti l l  under techn ical  development or  where,  for any other reason ,  there  i s  the  
fu tu re  bu t  no  immed iate  possibi l i ty  o f  an  ag reement  on  an  I n ternational  Standard .  

Techn ical  speci fi cations  are  subject  to  review wi th in  th ree  years  of  publ ication  to  decide  
whether they can  be  transformed  i n to  I n ternational  Standards.   

I EC  60870-5-604,  wh ich  i s  a  techn ical  speci fi cation ,  has  been  prepared  by IEC  techn ical  
commi ttee  57:  Power systems  management  and  associated  i n formation  exchange.  
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Th is  second  ed i ti on  cancels  and  replaces  the  fi rst  ed i tion  publ i shed  i n  2007.  Th is  ed i ti on  
consti tu tes  a  techn ical  revis ion .  

Th is  ed i ti on  i ncludes  the  fo l lowing  s i gn i fi can t  techn ical  changes  wi th  respect  to  the  previous  
ed i tion :  

a)  Resolu ti on  of  ambigu i ti es  between  IEC  60870-5-1 04:2006  and  IEC  TS  60870-5-604:201 6  
( together wi th  I EC  60870-5-1 04/AMD1 ) ;  

b)  Refinement  of  some  test  cases  to  enhance  operabi l i ty  between  tested  devices;  

c)  Add i t ional  test  cases  (main ly  negative  test  cases)  added .  

The  text  o f  th is  techn ical  speci fi cation  i s  based  on  the  fo l l owing  documents:  

Enqu i ry  d raft  Report  on  vo ti ng  

57/1 61 4/DTS  57/1 683/RVC 

 
Fu l l  i n formation  on  the  voting  for  the  approval  o f  th is  techn ical  speci fi cation  can  be  found  i n  
the  report  on  voti ng  i nd icated  i n  the  above  table.  

Th is  publ i cation  has  been  drafted  i n  accordance  wi th  the  ISO/IEC  Di recti ves,  Part  2 .  

A l i s t  o f  al l  parts  of  I EC  60870  series,  publ i shed  under the  general  t i t l e  Telecontrol equipment 
and systems,  can  be  found  on  the  IEC  websi te.  

The  commi ttee  has  decided  that  the  con ten ts  of  th i s  publ i cati on  wi l l  remain  unchanged  un ti l  
the  stabi l i ty  date  i nd icated  on  the  IEC  websi te  under "h ttp: //webstore. iec. ch "  i n  the  data 
re lated  to  the  speci fi c  publ i cation .  At  th i s  date,  the  publ ication  wi l l  be  

•  transformed  i n to  an  I n ternational  s tandard ,  

•  recon fi rmed,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or  

•  amended .  

A bi l i ngual  version  of  th is  publ i cation  may be  i ssued  at  a  l ater  date.  

 

IMPORTANT – The  'colour inside'  logo  on  the  cover page of  th is  publ ication  ind icates  
that  i t  contains  colours  which  are  considered  to  be usefu l  for  the  correct  
understanding  of  i ts  contents.  Users  shou ld  therefore print  th is  document  using  a  
colour  printer.  

 

  



 – 6  – I EC  TS  60870-5-604:201 6  © IEC  201 6  

INTRODUCTION  

Th is  part  of  I EC  60870,  wh ich  i s  a  techn ical  speci fi cati on ,  describes  test  cases  for 
con formance  testing  of  te lecontrol  equ ipment  or  systems  us ing  the  I EC  60870-5-1 04  
compan ion  standard  and  I EC  60870-5-6,  Guidelines for conformance testing for the 
IEC 60870-5 companion standards.  
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TELECONTROL EQUIPMENT AND SYSTEMS –  
 

Part  5-604:  Conformance test  cases for  
the IEC 60870-5-1 04 companion  standard  

 
 
 

1  Scope 

Th is  part  of  I EC  60870,  wh ich  i s  a  techn ical  speci fi cati on ,  describes  test  cases  for 
con formance  testi ng  of  te lecon trol  equ ipment,  Substation  Au tomation  Systems  (SAS)  and  
te lecon trol  systems,  i nclud ing  fron t-end  functions  of  SCADA,  us ing  the  I EC  60870-5-1 04  
compan ion  standard  and  I EC  60870-5-6,  Guidelines for conformance testing for the IEC 
60870-5 companion standards.  

The  use  of  th i s  part  of  IEC  60870  faci l i tates  i n teroperabi l i ty  by  provid ing  a  standard  method  of  
testing  protocol  implementations,  bu t  i t  does  not  guaran tee  i n teroperabi l i ty  o f  devices.  I t  i s  
expected  that  us ing  th i s  speci fi cation  du ring  testing  wi l l  m in im ize  the  ri sk of  non -
in teroperabi l i ty.  

The  goal  of  th is  part  of  I EC  60870  i s  to  enable  unambiguous  and  standard ised  evaluation  of  
IEC  60870-5  compan ion  standard  protocol  implementations.  The  gu idel i nes  and  cond i ti ons  for  
the  testi ng  envi ronment  are  described  i n  I EC  60870-5-6.  The  detai led  test  cases  per 
compan ion  standard ,  con tain i ng  among  others  mandatory and  opti onal  mandatory test  cases  
per  Basic  Appl ication  Function ,  ASDU  and  transmission  procedure,  wi l l  become  avai lable  as  a  
techn ical  speci fi cation .  Other  functional i ty  may need  add i ti onal  test  cases  bu t  th is  i s  ou ts ide  
the  scope  of  th i s  part  of  I EC  60870.  For  proper testi ng ,  i t  i s  recommended  to  define  these  
add i ti onal  test  cases.  Th is  document  i s  such  a  Techn ical  Speci fi cation  for  the  men tioned  
compan ion  standard .  

Th is  part  o f  I EC  60870  deals  main ly  wi th  commun ication  con formance  testing ;  therefore  other 
requ i rements,  such  as  safety  or  EMC are  not  covered .  These  requ i rements  are  covered  by 
other  standards  ( i f  appl icable)  and  the  proof  of  compl iance  for  these  topics  i s  done  accord ing  
to  these  standards.  

2  Normative references 

The  fo l l owing  documents,  i n  whole  or  i n  part,  are  normati vely referenced  i n  th is  document  and  
are  i nd ispensable  for  i ts  appl i cation .  For dated  references,  on ly  the  ed i ti on  ci ted  appl i es.  For 
undated  references,  the  l atest  ed i t ion  of  the  referenced  document  ( i nclud ing  any 
amendments)  appl ies. 1  

I EC  60870-5-4:1 993,  Telecontrol equipment and systems – Part 5: Transmission protocols – 
Section 4: Definition and coding of application information elements  

I EC  60870-5-5:1 995,  Telecontrol equipment and systems – Part 5: Transmission protocols – 
Section 5: Basic application functions  

___________ 

1   The  base  s tandard  always  takes  precedence.  I n  case  o f  ambigu i ty  between  th i s  techn i cal  speci f i cati on  and  the  
base  s tandards  ( I EC  60870-5-1  to  I EC  60870-5-5 ,  I EC  60870-5-1 04) ,  th i s  part  o f  I EC  60870  needs  to  be  
c l ari f i ed  or  amended .  

 When  test i ng ,  negati ve  behaviou r i s  not  descri bed  i n  the  base  s tandard ,  the  behaviou r  descri bed  i n  th i s  
documen t  prevai l s  and  shou ld  be  observed .  

 The  con formance  s tatemen t  produced  after  testi ng  i nd i cates  any l ack of  con formance  to  e i ther  the  test  p l an  or  
the  base  s tandard .  
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IEC  60870-5-6:2006,  Telecontrol equipment and systems – Part 5-6: Guidelines for 
conformance testing for the IEC 60870-5 companion standards  

I EC  60870-5-1 01 :2003,  Telecontrol equipment and systems – Part 5-101: Transmission 
protocols – Companion standard for basic telecontrol tasks  

I EC  60870-5-1 04:2006,  Telecontrol equipment and systems – Part 5-104: Transmission 
protocols – Network access for IEC 60870-5-101  using standard transport profiles 

I ETF RFC2200,  Internet Official Protocol Standards  

3  Terms and  defin i tions  

For the  pu rposes  of  th is  document,  the  terms  and  defin i ti ons  g i ven  i n  IEC  60870-5-6  apply.  

4 Abbreviated  terms 

For the  pu rposes  of  th is  document,  the  abbreviati ons  g iven  i n  I EC  60870-5-6  apply.  

5  Conformance testing  for IEC 60870-5-1 04  

5.1  Overview and  legend  

An  overview of  tests  i s  g i ven  i n  Tables  1  to  26.  Procedural  and  functi onal  testing  shal l  always  
start  wi th  the  Station  I n i t ial i sati on  function  and  proceeds  wi th  the  next  Basic  Appl ication  
Functions.  The  procedure  i n  each  test  case  shal l  be  fo l l owed,  wh ich  means  that  the  DUT i s  
able  to  functi on  as  described  i n  the  speci fi c  test  case.  

The  test  procedures  i n  Tables  1  th rough  1 1  shal l  be  carried  ou t  wi th  no  errors  detected  du ri ng  
testi ng  of  al l  the  Basic  Appl i cation  Functions  i n  Tables  1 2  th rough  26.  These  tests  are  
preferably  au tomatical l y  performed  by the  used  test  platform .   

I n  add i tion  to  the  performance  cri teria  l i s ted  i n  the  test  procedures,  5 . 3  l i s ts  the  protocol  
speci fi cations  that  shal l  be  veri fi ed  au tomatical l y by the  testing  software  or  veri fi ed  manual l y  
by review of  the  test  h i story log  after  execu tion  of  the  test  procedures.  The  veri f i cati on  shal l  
resu l t  i n  no  errors  detected  du ri ng  the  complete  test  procedure.  

Th is  test  p lan  has  a d i rect  reference  to  the  P ICS and  possibly a  PIXIT.  Wi thou t  a  reference  to  
a  PICS  or  PIXIT th i s  test  plan  i s  obsolete.  

Test  case  numbering  syn tax i s  subclause  number +  table  number +  test  case  number.  

Test  cases  are  mandatory depending  on  the  description  i n  the  co lumn  ‘Requ i red ’ .  The  
fo l lowing  s i tuations  are  possible:  

M   =   Mandatory test  case  regard less  i f  enabled  i n  the  P ICS/PIXIT,  not  on ly  i n  one  
s i tuation  bu t  du ring  execu tion  of  al l  the  tests  as  i n  the  PICS  and/or P IXIT 

PICS,  x. x   =   Mandatory test  case  i f  the  functional i ty  i s  enabled  i n  the  PICS  (by marking  the  
appl i cable  check box) ,  wi th  a  reference  to  the  section  number of  the  PICS  (x. x) ;   

NOTE  P ICS  9 . x  always  re fers  to  60870-5-1 04:2006,  C l ause  9 .  

PIXIT  =   Mandatory test  case  i f  the  functional i ty  i s  enabled/described  i n  the  P IXIT.  
Veri fi cation  of  these  test  cases  by the  user/owner of  the  PIXIT i s  requ i red  before  
the  test  i s  s tarted .  
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For each  test  case  the  test  resu l ts  shal l  be  marked  i n  the  appropriate  column  of  the  test  resu l t  
chart  i n  5 . 5  and  5 .6.  Each  test  case  can  e i ther  pass  the  test  (Passed) ,  fai l  the  test  (Fai l ed) ,  
not  appl icable,  when  the  con fi gu rati on  value  i s  not  supported  by the  device  (N .A. ) ,  or  the  test  case  
was  not  performed  (Empty) .  I deal l y,  there  shou ld  be  no  empty boxes  when  test i ng  i s  complete.  

For testi ng  reverse  d i recti on ,  the  same  test  procedures  apply i n  the  opposi te  d i rection  
(replace  "Con tro l l i ng "  wi th  "Con tro l led"  and  vice  versa) ,  except  for  COT44-47  wh ich  are  on ly 
defi ned  i n  Mon i tor  d i rection  (on ly  a  con tro l led  station  i s  al l owed  to  send  these  COT) .  

The  test  tables  are  d i vided  i n to  5  subclauses:  

•  Subclause  5. 2  Con figu ration  parameters  IEC  60870-5-1 04  

•  Subclause  5. 3  Veri fi cation  of  IEC  60870-5-1 04  commun ication  

•  Subclause  5. 4  Con formance  test  procedures  

•  Subclause  5. 5  Test  resu l t  chart   

•  Subclause  5. 6  Test  resu l ts  of  command  transmission  

The  procedure  to  perform  al l  the  mandatory test  cases,  accord ing  to  the  PID,  i s  shown  i n  
Fi gu re  1 .  

 

Figure  1  – Test  procedure 
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5.2  Configuration  parameters  IEC 60870-5-1 04  

Since  I EC  60870-5-1 04  con tains  a  number of  con figu ration  parameters  affecti ng  protocol  behaviou r,  the  con formance  test  procedures  i n  5 . 4  and  
veri fi cation  i n  5 . 3  shal l  be  performed  at  l east  once  for  each  supported  value  of  the  parameters  l i s ted  i n  Table  1 .  Basical l y  the  DUT shal l  be  tested  i f  
the  functional i ty  i n  5 . 3  and  5. 4  behaviou r  i s  correct  for  the  con fi gu rati on(s)  i n  Table  1 .  

Table  1  – Run  the  Conformance  Test  Procedures  for   
each  of  the  fo l lowing  supported  con figuration  parameter  values  

No.  Test  Description  Reference Requ i red  

5. 2. 1 . 1  System  defi n i t i on  Con tro l l i ng  stati on  test  (Master)   P ICS,  9 . 1  

5 . 2 . 1 . 2  Con tro l l ed  s tati on  test  (S lave)   P ICS,  9 . 1  

5 . 2 . 1 . 50  Frame  l eng th  Maximum  l eng th  L  (con tro l  d i rect i on )  I EC  60870-5-1 01 :2003,  6 . 2  P ICS,  9 . 4  

5 . 2 . 1 . 51  Maximum  l eng th  L  (mon i tor  d i recti on )  I EC  60870-5-1 01 :2003,  6 . 2  P ICS,  9 . 4  

5 . 2 . 1 . 70  COMMON  ADDRESS o f  ASDU  Two  (2 )  octets  for  Common  Address  o f  ASDU  (CASDU)  I EC  60870-5-1 01 :2003,  7 . 2 . 4  P ICS,  9 . 5  

5 . 2 . 1 . 80  I NFORMATION  OBJECT ADDRESS Th ree  (3 )  octets  for  I n formati on  Object  Address  (stru ctu red  o r  u nstructu red )  I EC  60870-5-1 01 :2003,  7 . 2 . 5  P ICS,  9 . 5  

5 . 2 . 1 . 90  CAUSE  OF TRANSMISSION  Two  (2 )  octets  for  COT f i e l d  (2nd  octe t  i s  Ori g i nator  add ress)  I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5  

 

5.3  Veri fication  of  IEC 60870-5-1 04  communication  

Th is  subclause  l i s ts  the  protocol  speci fi cations  that  shal l  be  veri fi ed  au tomatical l y  by the  testing  software  or  veri f ied  manual l y  by review of  the  test  
h i story l og  after  execu tion  of  the  test  procedures.  Every test  case  describes  functional i ty  that  has  passed  the  test  i f  the  functi onal i ty  as  i n  the  the  
description  co lumn  was  shown  to  be  correct.  Correct  means:  the  functional i ty  shal l  be  checked  e i ther  au tomatical l y  or  manual ly,  and  also  be  
checked  by the  test  eng ineer i n  a  human  readable  format  l og - fi l e .  For example  to  test  the  IV qual i f ier  o f  some  i n formation  e lements,  the  ASDU  
con tain ing  th i s  e lement  shal l  be  sen t  wi th  the  IV=1 .  Every test  case  marked  “Passed”,  has  to  be  veri fiable  du ring  testi ng  and  arch ived  i n  l og - fi l es  for 
post  assessment.   

To  i den ti fy  i f  a  test  case  i s  mandatory,  i t  i s  necessary to  read  5 . 1  carefu l l y.  
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Table  2  – Tests  on  transport  provider level  (1  of 5)  

No.  Test  Description  Reference Requ i red  

5. 3 . 2 . 1  I P  FRAME  I P  Header,  I P  Fragmen t  Re-assembl i ng   I ETF  RFC2200  M  

5 . 3 . 2 . 2  Sou rce  Address ,  Desti nati on  address  I ETF  RFC2200  M  

5 . 3 . 2 . 3  TCP  FRAME  TCP  Header,  TCP  Con tro l  f i e l d  (speci fi cal l y  ACK,  RST,  SYN ,  FIN ) ,  TCP  Sequenci ng  I ETF  RFC2200  M  

5 . 3 . 2 . 4  [The  server (con tro l l ed  stati on )  u ses  the ]  port  number 2404  [(con fi rmed  by I ANA)  i n  al l  
cases,  both  for  the  l i s ten i ng  port  and  establ i shed  connecti ons.  The  cl i en t  (con tro l l i ng  
s tati on )  i s  free  to  use  ephemeral  port  number,  e . g .  as  al l ocated  by  the  cl i en t’ s  TCP/I P  
impl emen tati on ]  

I EC  60870-5-1 04:2006,  5 . 4  M  

5 . 3 . 2 . 5  Acti vel y  opening  a  new TCP  connect i on  s tarts  wi th  a  TCP  frame  con tai n i ng  (SYN)  from  the  
node  that  takes  the  i n i t i at i ve  to  establ i sh  the  TCP  connecti on .  Th i s  i s  answered  by the  o ther 
node  wi th  (SYN ,  ACK) ,  wh i ch  i n  tu rn  i s  answered  by the  i n i t i at i ng  node  wi th  (ACK) .  
There i nafter  the  TCP  connecti on  i s  es tabl i shed  

I ETF  RFC2200  

I EC  60870-5-1 04:2006,  7 . 1  

M  

5 . 3 . 2 . 6  Acti vel y  closing  an  establ i shed  TCP  connecti on  s tarts  wi th  a  TCP  frame  con tai n i ng  (FIN )  
from  the  node  that  takes  the  i n i t i ati ve  to  c l ose  the  TCP  connecti on .  Th i s  i s  answered  by the  
o ther  node  (ACK)  fo l l owed  by a  TCP  frame  from  th i s  same  other  node  con tai n i ng  al so  (FIN ) .  
Th i s  i n  tu rn  i s  answered  by  the  i n i t i ati ng  node  wi th  (ACK) .  There i nafter  the  TCP  connecti on  
i s  c l osed .  

I t  can  be  accepted  i f  a  n ode  combi nes  an  (ACK)  and  a  (FIN )  i n  a  s i ng le  TCP  frame  i n  repl y  
to  a  TCP  frame  wi th  a  (FIN ) .  

I ETF  RFC2200  

I EC  60870-5-1 04:2006,  7 . 1 ,  Fi g u re  
1 9  

M  

5 . 3 . 2 . 7  Du ri ng  the  test  n o  problems  shou l d  be  detected  on  TCP/IP  l evel  I ETF  RFC2200  M  

5 . 3 . 2 . 1 0  CS1 04  APDU  
FRAME  
LAYOUT 

Start  character  o f  APDU :  68
H
 I EC  60870-5-1 04:2006,  C l ause  5  M  

5 . 3 . 2 . 1 1  Con fi gu red  number  o f  octets  L  as  the  maximum  number  o f  Data  octets  (ASDU  +  Con tro l  
f i e l d )  i n  APDU :  The  maximum  l eng th  o f  APDU  for  both  d i recti ons  i s  253 .  I t  i s  a  f i xed  system  
parameter.  

I EC  60870-5-1 04:2006,  C l ause  5  M  

5 . 3 . 2 . 1 2  4-octet  Con tro l  f i e l d  I EC  60870-5-1 04:2006,  C l ause  5  M  
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Table  2  (2 of 5)  

No.  Test  Description  Reference Requ i red  

5. 3 . 2 . 20  CS1 04  I -FORMAT APDU  

I n formati on  transfer  frame  

Con tro l  f i e l d  octet  1  b i t  1  (LSB)  =  0  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 21  Con tro l  f i e l d  octets  1 -2 ,  b i t  2 . . 1 6  con tai n  end  sequence  number  N (S)  range  
0 . .Maximum  val ue  32767  

I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 22  Con tro l  f i e l d  octet  3  b i t  1  (b i t  1 7)  =  0  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 23  Con tro l  f i e l d  octets  3 -4,  b i t  1 8 . . 32  con tai n  Recei ve  sequence  number N (R)  range  
0 . .maximum  val ue  32767  

I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 24  I - format  frame  con tai ns  exactl y  one  ASDU  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 25  CS1 04  S-FORMAT APDU  

Numbered  Supervi sory 
fu ncti on  frame  

Con tro l  f i e l d  octet  1 ,  b i t  1 -2  have  val ue  01
B  I EC  60870-5-1 04:2006,  

C lause  5  
M  

5 . 3 . 2 . 26  Con tro l  f i e l d  octets  1 -2 ,  b i t  3 . . 1 6  al l  con tai n  val ue  0  I EC  60870-5-1 04:2006,  
C lause  5  

M  

5 . 3 . 2 . 27  Con tro l  f i e l d  octet  3  b i t  1  (b i t  1 7)  =  0  I EC  60870-5-1 04:2006,  
C lause  5  

M  

5 . 3 . 2 . 28  Con tro l  f i e l d  octets  3 -4,  b i t  1 8 . . 32  con tai n  Recei ve  sequence  number N (R)  range  
0 . .maximum  val ue  32767  

I EC  60870-5-1 04:2006,  
C lause  5  

M  

5 . 3 . 2 . 29  S- frame  APDU  on l y con tai ns  a  s i ng l e  APCI  f i e l d  I EC  60870-5-1 04:2006,  
C lause  5  

M  

5 . 3 . 2 . 30  CS1 04  U -FORMAT APDU  

Unnumbered  Con tro l  fu ncti on  
frame  

Con tro l  f i e l d  octet  1 ,  b i t  1 -2  have  val ue  1 1
B
 I EC  60870-5-1 04:2006,  

C l ause  5  
M  

5 . 3 . 2 . 31  Con tro l  f i e l d  octet  1 ,  b i t  3  u sed  for  con tro l  functi on  STARTDT Acti vati on  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 32  Con tro l  f i e l d  octet  1 ,  b i t  4  u sed  for  con tro l  functi on  STARTDT Con fi rmati on  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 33  Con tro l  f i e l d  octet  1 ,  b i t  5  u sed  for  con tro l  functi on  STOPDT Acti vati on  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 34  Con tro l  f i e l d  octet  1 ,  b i t  6  u sed  for  con tro l  functi on  STOPDT Con fi rmati on  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 35  Con tro l  f i e l d  octet  1 ,  b i t  7  u sed  for  con tro l  functi on  TESTFR Acti vati on  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 36  Con tro l  f i e l d  octet  1 ,  b i t  8  u sed  for  con tro l  functi on  TESTFR Con fi rmati on  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 37  Con tro l  f i e l d  b i t  3 . . 8  con tai ns  exactl y  one  acti ve  (b i t  wi th  val ue  1 )  Con tro l  
fu ncti on  (TESTFR,  STARTDT,  STOPDT,  e i ther  Acti vati on  or  Con fi rmati on )  per  U -
frame  

I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 38  Con tro l  f i e l d  octets  2 -4 ,  b i t  9 . . 32  al l  con tai n  val ue  0  I EC  60870-5-1 04:2006,  
C l ause  5  

M  

5 . 3 . 2 . 39  U - frame  APDU  on l y  con tai ns  a  s i ng l e  APCI  f i e l d  I EC  60870-5-1 04:2006,  
C l ause  5  

M  
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Table  2  (3 of 5)  

No.  Test  Description  Reference Requ i red  

5. 3 . 2 . 50  TRANSMISSION  
PROCEDURE  

Balanced  transm iss i on  (after  TCP  connecti on  has  been  establ i shed )  I EC  60870-5-1 04:2006,  
I n troducti on  

M  

The  i n i t i al  val ues  of  the  Send  sequence  number N (S)  and  the  Recei ve  sequence  
number N (R)  are  set  to  0  (zero)  after  a  new TCP  connecti on  i s  successfu l l y  
establ i shed  wh i ch  i s  then  a  S topped  connect i on  

I EC  60870-5-1 04:2006,  5 . 1  M  

An  I - frame  con tai ns  the  cu rren t  val ues  o f  the  Send  sequence  number N (S)  and  
the  Recei ve  sequence  number N (R)  

I EC  60870-5-1 04:2006,  5 . 1  M  

After  sending  an  I - frame,  the  Send  sequence  number N (S)  i n  the  Primary s tat i on  
i s  i n cremen ted  wi th  1  

I EC  60870-5-1 04:2006,  5 . 1  M  

After  receiving  a  val i d  I - frame,  the  Recei ve  sequence  number N (R)  i n  the  
Secondary s tati on  i s  i ncremen ted  wi th  1  

I EC  60870-5-1 04:2006,  5 . 1  M  

Yet  u nacknowledged  I - frames  from  the  Primary s tat i on  are  acknowledged  by  
e i ther  an  I - frame  or  an  S- frame  from  the  Secondary s tati on  

I EC  60870-5-1 04:2006,  5 . 1  M  

The  Rece i ve  sequence  number N (R)  acknowledges  al l  yet  u nacknowledged  I -

frames  wi th  N (S)  <  N (R)  

I EC  60870-5-1 04:2006,  5 . 1  M  

A  Primary s tat i on  sends  at  most  the  configured  amount  of  K 
unacknowledged  I - frames  before  i t  s tops  and  wai ts  for  an  acknowledgemen t  

I EC  60870-5-1 04:2006,  5 . 5  M  

A  Secondary s tat i on  sends  an  acknowledgemen t  after  receiving  at  most  the  
configured  amount  of  W I - frames   

I EC  60870-5-1 04:2006,  5 . 5  M  

An  APDU  wi th  a  Send  sequence  number N (S)  that  i s  higher or lower (called “out 
of sequence”)  th an  the  cu rren t  Receive  sequence  number N (R) ,  resu l ts  i n  
[send i ng  an  S - frame  to  con fi rm  the  I - frames  that  i t  has  recei ved  ( i f  appl i cabl e )  
after  wh i ch ]  a  TCP  Acti ve  c l ose  (TCP  Con tro l  f i e l d  FIN )  i s  g i ven  by the  
Secondary Stati on  (because  one  or  more  previous  APDUs  may have  been  l ost  
al ong  the  way to  thei r  desti nati on  due  to  connecti on  fai l u res)  

I EC  60870-5-1 04:2006,  5 . 1  

  

M  

U -Frame  Con tro l  fu ncti on  STARTDT_ACT answered  wi th  STARTDT_CON  I EC  60870-5-1 04:2006,  5 . 3  M  

U -Frame  Con tro l  fu ncti on  STOPDT_ACT answered  wi th  STOPDT_CON  I EC  60870-5-1 04:2006,  5 . 3  M  

U -Frame  Con tro l  fu ncti on  TESTFR_ACT answered  wi th  TESTFR_CON  I EC  60870-5-1 04:2006,  5 . 2  M  

 

  



  
–
 1
4
 –
 

IE
C
 T
S
 6
0
8
7
0
-5
-6
0
4
:2
0
1
6
 ©

 IE
C
 2
0
1
6
 

Table  2  (4 of 5)  

No.  Test  Description  Reference Requ i red  

5. 3 . 2 . 70  TRANSMISSION  CONTROL 
USING  START/STOP  

After  a  TCP  connecti on  has  been  establ i shed ,  i n i t i al l y  a  Stopped connection  i s  
created  (a  S topped  connecti on  i s  an  open  ( “establ i shed”)  TCP  connecti on  that  i s  
i n  con f i rmed  STOPDT s tate)  and  al l ows  the  exchange  o f  U - frames  i n  con tro l l i ng  
and  con tro l l ed  d i recti on  

I EC  60870-5-1 04:2006,  5 . 3  M  

The  rece i pt  o f  I -  and  S- frames  i n  a  Stopped connection resu l ts  i n  a  TCP  Acti ve  
c l ose  (TCP  Con tro l  f i e l d  FIN ) .  

I EC  60870-5-1 04:2006,  5 . 3  M  

The  con tro l l i ng  s tati on  sends  a  STARTDT_ACT after  wh i ch  a  Pending Started 
connection  i s  created .   

I f  n o  redundan t  l i nks  are  con fi g u red ,  the  con tro l l i ng  s tati on  may send  U - ,  I - ,  and  
S-  frames  immed iate l y  after  the  STARTDT_ACT wh i ch  wi l l  be  accepted  by  the  
con tro l l ed  s tati on  

I EC  60870-5-1 04:2006,  5 . 3  M  

The  con tro l l ed  s tat i on  expl i ci t l y  d i sabl es  the  transfer  o f  I -  and  S- frames  and  the  
con tro l l i ng  s tat i on  does  no t  accept  I -  o r  S- frames  i n  a  Pending Started 
connection,  bu t  on l y  U - frames  

I EC  60870-5-1 04:2006,  5 . 3  M  

After  the  con tro l l i ng  s tati on  has  recei ved  STARTDT_CON,  the  Started 
connection  i s  created  and  the  con tro l l ed  s tati on  may sen t  U - ,  I - ,  and  S-  frames  
immed iate l y  after  the  STARTDT_CON .  Con tro l l ed  and  con tro l l i ng  s tat i ons  are  
a l l owed  to  send  U - ,  I - ,  and  S-  frames  

I EC  60870-5-1 04:2006,  5 . 3  M  

The  Con tro l l i ng  s tat i on  expl i ci t l y  d i sables  the  transfer  o f  I - frames  i n  mon i tori ng  
d i recti on  by  send i ng  a  STOPDT_ACT to  the  Con tro l l ed  s tati on ,  after  wh i ch  a  
Pending Stopped connection  i s  created   

I EC  60870-5-1 04:2006,  5 . 3  M  

The  con tro l l ed  s tat i on  d i sables  the  transfer  of  I - frames  after  the  STOPDT_ACT i s  
recei ved .  The  con tro l l i ng  s tati on  may recei ve  I - frames,  wh i ch  are  transferred  
before  the  recei pt  o f  the  STOPDT_ACT 

I EC  60870-5-1 04:2006,  5 . 3  M  

I f  u ncon fi rmed  I - frames  are  i n  the  con tro l l ed  s tat i on ,  the  Pending Stopped 
connection  i s  cal l ed  the  Pending Unconfirmed Stopped connection.  I f  the  
con tro l l ed  stati on  rece i ves  the  S - frame  to  con fi rm  the  I - frames  ( immed iatel y  o r  
after  t ime-ou t  t2  o f  the  con tro l l i ng  s tat i on  expi res)  the  con tro l l ed  s tat i on  sends  
the  STOPDT_CON  after  the  Stopped connection  i s  created  

I EC  60870-5-1 04:2006,  5 . 3  M  

I f  NO  uncon fi rmed  I - frames  are  i n  the  con tro l l ed  s tat i on  the  con tro l l ed  s tati on  
sends  a  STOPDT_CON  to  the  con tro l l i ng  s tati on  after  wh i ch  the  Stopped 
connection  i s  created  

I EC  60870-5-1 04:2006,  5 . 3  M  

Send  sequence  number N (S)  and  Rece ive  Sequence  number N (R)  remai n  
u nchanged  du ri ng  the  u se  o f  U - frames  wi th  STARTDT /  STOPDT i nd i cat i ons  

I EC  60870-5-1 04:2006,  5 . 3  M  
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Table  2  (5 of 5)  

No.  Test  Description  Reference  Requ i red  

5. 3 . 2 . 90  TIME  OUT I NTERVALS  An  unanswered  TCP  Acti ve  open  by  the  ( f i xed )  Con tro l l i ng  Stat i on  (TCP  
Con tro l  f i e l d  SYN :  CONNECTION  REQUEST)  i s  actual l y  cancel led  after  the  
con fi gu red  t ime  out  t

0
 ( range  1 . . 255  s )  and  subsequen tl y  restarted .  I t  i s  

h i gh l y  recommended  to  cancel  the  cu rren t  t imed  ou t  TCP  Acti ve  open ,  to  
preven t  agai nst  an  i ncreasi ng  n umber o f  “not  cancel l ed ”  TCP  connect i ons  
because  o f  the  l im i ted  number o f  avai l able  open  connecti ons  i n  a  system  

I EC  60870-5-1 04:2006,  7 . 1 ,  
F i gu re  1 9  

P IXIT 

A  TCP  Passi ve  open  by  the  Con tro l l ed  Stati on  (LISTEN)  remai ns  acti ve  
i n fi n i te l y  u n t i l  a  CONNECT i s  recei ved  

I EC  60870-5-1 04:2006,  7 . 1  M  

An  I - frame  from  the  Primary Stat i on  that  i s  not  acknowledged  wi th i n  the  
con fi g u red  t ime  ou t  t

1
 ( range  1 . . 255  s )  resu l ts  i n  a  TCP  Acti ve  cl ose  (TCP  

Con tro l  f i e l d  FIN )  by  the  Primary Stat i on .  [The  t ime  ou t  t
1
 ru ns  for  every I -

frame  i nd i vi dual l y  and  i s  cancel l ed  i f  that  parti cu l ar  I - frame  has  been  
con fi rmed . ]  

I EC  60870-5-1 04:2006,  5 . 1 ,  
F i gu re  1 2  

I EC  60870-5-1 04:2006,  5 . 2  

I EC  60870-5-1 04:2006,  5 . 3  

M  

A  U - frame  from  the  Primary Stat i on  that  i s  not  con f i rmed  wi th i n  the  
con fi gu red  t ime  ou t  t

1
 ( range  1 . . 255  s )  resu l ts  i n  a  TCP  Acti ve  cl ose  (TCP  

Con tro l  f i e l d  FIN )  by  the  Primary Stat i on  

I EC  60870-5-1 04:2006,  5 . 1  

I EC  60870-5-1 04:2006,  5 . 2  

M  

After  the  con fi gu red  t ime  period  t
2
 ( range  1 . . 254  s )  o f  t ransm i tt i ng  I - frames,  

[wh i ch  s tarts  after  the  f i rst  u ncon fi rmed  frame  i s  recei ved ] ,  f rom  the  Primary 
Stat i on  i n  one  d i recti on  on l y,  an  S - frame  i s  sen t  by  the  Secondary Stati on  to  
acknowledge  the  l ast  I - frame  

I EC  60870-5-1 04:2006,  5 . 1 ,  
F i gu re  1 0  

M  

t
2
 <  t

1
  I EC  60870-5-1 04:2006,  9 . 6  M  

After  the  con f i gu red  t ime  period  t
3
 ( range  1  s . . 48  h ,  reso l u ti on  1  s )  o f  

i nacti vi ty  (no  recepti on  o f  I - ,  S -  or  U - frames  on  the  connecti on  by  e i ther  
P rimary o r  Secondary s tati on ) ,  a  U - frame  wi th  TESTFR_ACT i s  sen t .  The  
recepti on  o f  every frame  – I  frame,  S  frame  or  U  frame  – retri g gers  t imer  t3  
and  al l  t ime  ou t  i n terval  ru l es  appl y  

I EC  60870-5-1 04:2006,  5 . 2  M  

t
3
 >  t

1
  I EC  60870-5-1 04:2006,  9 . 6  M  
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Table  3  – Tests  on  data  un i t  i denti fier 

No.  Test  Description  Reference  Requ i red  

5. 3 . 3 . 1  TYPE  IDENTIFICATION  Compati bl e  ASDU  type  u sed/accepted   fo r  al l  ASDUs  as  i n  the  P ICS  I EC  60870-5-1 01 :2003,  7 . 2 . 1 . 1  

I EC  60870-5-1 01 :2003,  7 . 3 . 1  

I EC  60870-5-1 04:2006,  C l ause  8  
P ID  

P ICS,  9 . 5  

5 . 3 . 3 . 2  VARIABLE  STRUCTURE  
QUALIFIER 

Vari able  s tructu re  qual i f i er  SQ (Sequence  or  Set)  as  defi ned  for  each  ASDU  I EC  60870-5-1 01 :2003,  7 . 2 . 2  

I EC  60870-5-1 01 :2003,  7 . 3 . 1  

M  

5 . 3 . 3 . 3  SQ:=1  on l y  fo r  COT Spon taneous  (3 ) ,  Cycl i c/Peri od ic  (1 ) ,  Backg round  Scan  
(2)  o r  I n terrogati on  (20 . . 36) .  Check the  P ICS  for  the  supported  COT val ues  

I EC  60870-5-1 01 :2003,  7 . 2 . 2  P IXIT 

5 . 3 . 3 . 4  Vari able  s tructu re  qual i f i er  i  (Number of  e l emen ts)  accord i ng  to  t ransm i tted  
n umber of  i n formati on  e l emen ts  

I EC  60870-5-1 01 :2003,  7 . 2 . 2  M  

5 . 3 . 3 . 5  Defi ned  n umber  o f  octets  for  ASDU  I EC  60870-5-1 01 :2003,  7 . 2  M  

5 . 3 . 3 . 1 0  CAUSE  OF TRANSMISSION  Ori g i nator  add ress  i den ti f i es  sou rce  appl i cati on  o f  Primary s tat i on  or  0  i f  
presen t  bu t  not  u sed   

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

I EC  60870-5-1 04:2006,  9 . 5  

P IXI T 

5 . 3 . 3 . 1 1  Compati bl e  Cause  Of  Transm iss i on  (COT)  u sed/accepted .  Check the  P ICS  
for  the  supported  COT val ues  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

P ICS,  9 . 5  

5 . 3 . 3 . 1 2  P /N  bi t  =  0 :  pos i t i ve  con fi rmati on  o f  act i vati on  I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  

5 . 3 . 3 . 1 3  P /N  bi t  =  1 :  negati ve  con fi rmati on  o f  act i vati on  I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  

5 . 3 . 3 . 1 4  Test  b i t  =  0 :  ASDU  generated  du ri ng  normal  cond i t i ons  I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  

5 . 3 . 3 . 1 5  Test  b i t  =  1 :  ASDU  generated  du ri ng  test  cond i t i ons  I EC  60870-5-1 01 :2003,  7 . 2 . 3  P IXI T 
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Table  4  – Veri fication  of  ASDUs for process  in formation  in  moni tor (normal )  d i rection  (1  of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4. 1 0  M_SP_NA_1  

ASDU  1  

S i ng l e-po i n t  i n formati on  

S IQ  wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1  P ICS,  9 . 5  

5 . 3 . 4. 1 1  S IQ  wi th  SQ  =  1 ,  wi th  on l y  the  IOA o f  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y  by  +1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1  P I XIT 

5 . 3 . 4 . 1 2  COT as  def i ned  i n  the  attached  P ICS  I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 1 3  S IQ  SP I  =  0  (OFF) ,  1  (ON )  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 1 4  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 1 5  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P IXIT 

5 . 3 . 4 . 1 6  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P IXIT 

5 . 3 . 4 . 1 7  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P IXIT 

5 . 3 . 4 . 1 8  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 30   M_DP_NA_1  

ASDU  3  

Double-poi n t  i n formati on  

D IQ  wi th  SQ =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 31   D IQ  wi th  SQ =  1 ,  wi th  on l y  the  IOA o f  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y by  + 1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 3  P IXIT 

5 . 3 . 4 . 32   COT as  def i ned  i n  the  attached  P ICS  I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 33   D IQ  DPI  =  0  ( i n determ inate  or  i n termed iate  s tate) ,  1  (OFF) ,  2  (ON ) ,  3  ( i n determ i nate  
s tate)  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P ICS,  9 . 5  

5 . 3 . 4 . 34   RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P ICS,  9 . 5  

5 . 3 . 4 . 35   BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P IXIT 

5 . 3 . 4 . 36   SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P IXIT 

5 . 3 . 4 . 37   NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P IXIT 

5 . 3 . 4 . 38   I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P ICS,  9 . 5  
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Table  4  (2 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 50   M_ST_NA_1  

ASDU  5  

S tep-posi t i on  i n formati on   

VTI  wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 5  P ICS,  9 . 5  

5 . 3 . 4 . 51   VTI  wi th  SQ  =  1 ,  wi th  on l y  the  IOA of  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y by  + 1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 5  P IXI T 

5 . 3 . 4 . 52   COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 5  P ICS,  9 . 5   

5 . 3 . 4 . 53   VTI  Val ue  val i d  range  −64. . +63  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 5  P ICS,  9 . 5  

5 . 3 . 4 . 54   Transi en t  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 5  P ICS,  9 . 5  

5 . 3 . 4 . 55   QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 56   BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 57   SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 58   NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 59   I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 60   OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 70  M_BO_NA_1  

ASDU  7  

B i ts tri n g  o f  32  b i t  

BSI  wi th  SQ =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 7  P ICS,  9 . 5  

5 . 3 . 4 . 71  BSI  wi th  SQ  =  1 ,  wi th  on l y  the  IOA o f  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y  by  +1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 7  P IXI T 

5 . 3 . 4 . 72  COT as  def i ned  i n  the  attached  P ICS  I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 7  P ICS,  9 . 5   

5 . 3 . 4 . 73  BSI   BSI  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 3  P ICS,  9 . 5  

5 . 3 . 4 . 74  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 75  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 
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Table  4  (3 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 76   SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 77  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 78  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 79  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 90   M_ME_NA_1  

ASDU  9  

Measu red  val ue,  
normal i sed  val ue  

NVA wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 9  P ICS,  9 . 5  

5 . 3 . 4 . 91   NVA wi th  SQ =  1 ,  wi th  on l y  the  IOA of  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y by  + 1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 9  P IXI T 

5 . 3 . 4 . 92   COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 9  P ICS,  9 . 5   

5 . 3 . 4 . 93   NVA Val ue  ( trans l ati on  consi deri ng  the  scal i n g  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

P IXIT 

5 . 3 . 4 . 94   Range  − 1  to  + 1 −2–1 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

5 . 3 . 4. 95   QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4. 96   BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 97   SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 98   NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 99   I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4. 1 00  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  
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Table  4  (4 of 18)  

No.  Test  Description  Reference Requ i red  

5.3.4.1 1 0 M_ME_NB_1  

ASDU  1 1  

Measu red  val ue,  scal ed  
val ue  

SVA wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 1  P ICS,  9 . 5  

5 . 3 . 4 . 1 1 1   SVA wi th  SQ  =  1 ,  wi th  on l y  the  IOA of  the  1 st  e l emen t  and  the  fo l l owing  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y  by  +1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 1  P IXIT 

5 . 3 . 4 . 1 1 2  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 1  P ICS,  9 . 5  

5 . 3 . 4 . 1 1 3  SVA  Val ue  ( trans l ati on  consi deri ng  the  scal i ng  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5   

P IXIT 

5 . 3 . 4 . 1 1 4  Range  −2 1 5  to  2 1 5   –  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5   

5 . 3 . 4. 1 1 5  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5   

5 . 3 . 4. 1 1 6  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 1 1 7  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 1 1 8  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 1 1 9  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5   

5 . 3 . 4. 1 20  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5   

5 . 3 . 4. 1 30  M_ME_NC_1  

ASDU  1 3  

Measu red  val ue,  short  
f l oat i n g  po i n t  number 

I EEE  STD  754  wi th  SQ  =  0 ,  each  e l emen t  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 3  P ICS,  9 . 5   

5 . 3 . 4. 1 31  I EEE  STD  754  wi th  SQ  =  1 ,  wi th  on l y  the  IOA of  the  1 s t  e l emen t  and  the  fo l l owi ng  
I n formati on  E lements  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y  by  +1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 3  P IXIT 

5 . 3 . 4. 1 32  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 3  P ICS,  9 . 5   
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Table  4  (5 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 1 33  I EEE  STD  754  Fracti on  =  0 . .  1 −2–23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993 ,  6 . 5  

P ICS,  9 . 5   

5 . 3 . 4. 1 34  Exponen t  =  0 . .  255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5   

5 . 3 . 4. 1 35  S i gn  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993 ,  6 . 5  

P ICS,  9 . 5   

5 . 3 . 4. 1 36  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5   

5 . 3 . 4. 1 37  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 1 38  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 1 39  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 1 40  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5   

5 . 3 . 4. 1 41  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5   

5.3.4.1 50 M_IT_NA_1  

ASDU  1 5  

I n teg rated  to tal s  

BCR  wi th  SQ  =  0 ,  each  e l emen t  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 5  P ICS,  9 . 5  

5 . 3 . 4. 1 51  BCR  wi th  SQ  =  1 ,  wi th  on l y  the  IOA of  the  1 st  e l ement  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrementi ng  con ti nuousl y  by  + 1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 5  P IXI T 

5.3.4.1 52 COT as defined in  the attached PICS  I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 1 5  P ICS,  9 . 5   

5 . 3 . 4. 1 53  BCR   Val ue  range  −231  to  +231 –1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5   

5 . 3 . 4 . 1 54  Sequence  Number  SQ range  0  to  31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5   

5 . 3 . 4 . 1 55  CY =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5   

5 . 3 . 4 . 1 56  CA =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5   

5 . 3 . 4 . 1 57  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5   

5 . 3 . 4 . 1 70  M_PS_NA_1  

ASDU  20  

Packed  s i ng l e-po i n t  
i n formati on  wi th  s tatus  
change  detecti on  

SCD  wi th  SQ  =  0 ,  each  e lemen t  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 20  P ICS,  9 . 5  

5 . 3 . 4 . 1 71  SCD  wi th  SQ  =  1 ,  wi th  on l y  the  IOA of  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y by  + 1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 20  P IXIT 

5 . 3 . 4 . 1 72  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 20  P ICS,  9 . 5  
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Table  4  (6 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 1 73  SCD   STi  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 40  P IXI T 

5 . 3 . 4 . 1 74  CDi  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 40  P IXIT 

5 . 3 . 4 . 1 75  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 1 76  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 1 77  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 1 78  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 1 79  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 1 80  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 1 90  M_ME_ND_1  

ASDU  21  

Measu red  val ue,  
n ormal i sed  value  wi thou t  
qual i ty  descri ptor  

NVA wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 21  P ICS,  9 . 5  

5 . 3 . 4 . 1 91  NVA wi th  SQ =  1 ,  wi th  on l y  the  IOA of  the  1 st  e l emen t  and  the  fo l l owi ng  
I n formati on  E l emen ts  are  i den ti f i ed  by  numbers  i ncrement i ng  con ti nuousl y  by  +1  
from  th i s  offset  (see  I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 1 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 21  P IXIT 

5 . 3 . 4 . 1 92  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 21  P ICS,  9 . 5  

5 . 3 . 4 . 1 93  NVA Val ue  ( transl ati on  consi deri ng  the  scal i n g  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

P IXI T 

5 . 3 . 4 . 1 94  Range  − 1  to  +1 –2–1 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

5 . 3 . 4. 21 0  M_SP_TB_1  

ASDU  30  

S i ng l e-po i n t  i n formati on  
wi th  t ime  tag  
CP56Time2a 

S IQ wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA  I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 22  P ICS,  9 . 5  

5 . 3 . 4. 21 1  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 22  P ICS,  9 . 5  
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Table  4  (7 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 21 2  S IQ  SP I  =  0  (OFF) ,  1  (ON )  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 21 3  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 21 4  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P IXI T 

5 . 3 . 4 . 21 5  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P IXI T 

5 . 3 . 4 . 21 6  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P IXI T 

5 . 3 . 4 . 21 7  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 4 . 21 8  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 21 9  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 220  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 221  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 222  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 223  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 224  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 225  day o f  week =  0  o r  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 226  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 227  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 228  year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 230  M_DP_TB_1  

ASDU  31  

Double-poi n t  i n formati on  
wi th  t ime- tag  
CP56Time2a 

D IQ  wi th  SQ =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 23  P ICS,  9 . 5  

5 . 3 . 4 . 231  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 23  P ICS,  9 . 5  
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Table  4  (8 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 232  D IQ  D IQ  =  0  ( i ndeterm i nate  o r  i n termed iate  s tate) ,  1  (OFF) ,  2  (ON ) ,  3  ( i ndeterm i nate  
s tate)  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P ICS,  9 . 5  

5 . 3 . 4 . 233  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P ICS,  9 . 5  

5 . 3 . 4 . 234  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P IXI T 

5 . 3 . 4 . 235  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P IXI T 

5 . 3 . 4 . 236  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P IXI T 

5 . 3 . 4 . 237  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 2  P ICS,  9 . 5  

5 . 3 . 4 . 238  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 239  m inu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 240  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 241  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 242  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 243  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 244  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 245  day o f  week =  0  o r  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 246  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 247  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 248  year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 250  M_ST_TB_1  

ASDU  32  

S tep-posi t i on  
i n formati on  wi th  t ime- tag  
CP56Time2a 

VTI  wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 24  P ICS,  9 . 5  

5 . 3 . 4 . 251  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 24  P ICS,  9 . 5  

5 . 3 . 4 . 252  VTI  Val ue  val i d  range  –64. . +63  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 5  P ICS,  9 . 5  

5 . 3 . 4 . 253  Transi en t  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 5  P ICS,  9 . 5  
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No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 254  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 255  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 256  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 257  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 258  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 259  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 260  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 261  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 262  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 263  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 264  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 265  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 266  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 267  day o f  week =  0  o r  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 268  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 269  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 270  year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 280  M_BO_TB_1  

ASDU  33  

B i ts tri n g  o f  32  b i t  wi th  
t ime-tag  CP56Time2a 

BSI  wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 25  P ICS,  9 . 5  

5 . 3 . 4 . 281  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 25  P ICS,  9 . 5  

5 . 3 . 4 . 282  BSI   BS I  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 3  P ICS,  9 . 5  
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Table  4  (10 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 283  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 284  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 285  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 286  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 287  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 288  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 289  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 290  m inu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 291  h ou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 292  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 293  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 294  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 295  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 296  day o f  week =  0  o r  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 297  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 298  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 299  year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 31 0  M_ME_TD_1  

ASDU  34  

Measu red  val ue,  
n ormal i sed  value  wi th  
t ime-tag  CP56Time2a 

NVA wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 26  P ICS,  9 . 5  

5. 3 . 4. 31 1  COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 26  P ICS,  9 . 5  

5. 3 . 4. 31 2  NVA Val ue  ( trans l ati on  consi deri ng  the  scal i ng  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

P IXI T 

5 . 3 . 4. 31 3  Range  –1  to  +1 –2–1 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  
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Table  4  (11  of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 31 4  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 31 5  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 31 6  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 31 7  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 31 8  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 31 9  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 320  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 321  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 322  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 323  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 324  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 325  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 326  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 327  day o f  week =  0  o r  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 328  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 329  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 330  year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 340  M_ME_TE_1  

ASDU  35  

Measu red  val ue,  scal ed  
val ue  wi th  t ime- tag  
CP56Time2a 

SVA wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 27  P ICS,  9 . 5  

5. 3 . 4. 341  COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 27  P ICS,  9 . 5  

5. 3 . 4. 342  SVA  Val ue  ( trans l ati on  consi deri ng  the  scal i n g  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  

P IXI T 

5 . 3 . 4. 343  Range  –2 1 5  to  2 1 5   –  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  
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No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 344  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 345  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 346  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 347  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXI T 

5 . 3 . 4 . 348  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 349  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4 . 350  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 351  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 352  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 353  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 354  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 355  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 356  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 357  day o f  week =  0  o r  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 358  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 359  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 360  year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4 . 370  M_ME_TF_1  

ASDU  36  

Measu red  val ue,  short  
f l oat i n g  po i n t  number 
wi th  t ime- tag  
CP56Time2a 

I EEE  STD  754  wi th  SQ  =  0 ,  each  e l emen t  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 28  P ICS,  9 . 5  

5. 3 . 4. 371  COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 28  P ICS,  9 . 5  
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Table  4  (13 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 372  I EEE  STD  754  Fracti on  =  0 . .  1 –2–23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 4. 373  Exponen t  =  0 . .  255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 4. 374  S i gn  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 4. 375  QDS  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4. 376  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 377  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 378  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P IXIT 

5 . 3 . 4. 379  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4. 380  OV =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 4. 381  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 382  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 383  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 384  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 385  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 386  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 387  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 388  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 389  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 390  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 391  year  =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  
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No.  Test  Description  Reference  Requ i red  

5. 3 . 4. 400  M_IT_TB_1  

ASDU  37  

I n teg rated  to tal s  wi th  
t ime  tag  CP56Time2a 

BCR wi th  SQ  =  0 ,  each  e l emen t  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 29  P ICS,  9 . 5  

5. 3 . 4. 401  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 29  P ICS,  9 . 5  

5. 3 . 4. 402  BCR  range  −231  to  +231 –1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5  

5 . 3 . 4. 403  Sequence  Number SQ range  0  to  31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5  

5 . 3 . 4. 404  CY =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5  

5 . 3 . 4. 405  CA =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5  

5 . 3 . 4. 406  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 9  P ICS,  9 . 5  

5 . 3 . 4. 407  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 408  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 409  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 0  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 1  res2 ,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 2  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 3  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 4  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 5  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 6  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 41 7  year  =  0 . . 99  (year  2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  
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Table  4  (15 of 18)  

No.  Test  Description  Reference  Requ i red  

5. 3 . 4. 430  M_EP_TD_1  

ASDU  38  

Even t  of  pro tecti on  
equ ipmen t  wi th  t ime- tag  
CP56Time2a 

SEP  wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 30  P ICS,  9 . 5  

5. 3 . 4. 431  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 30  P ICS,  9 . 5  

5. 3 . 4. 432  SEP  ES  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P IXI T 

5 . 3 . 4. 433  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P ICS,  9 . 5  

5 . 3 . 4. 434  BL  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P IXI T 

5 . 3 . 4. 435  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P IXI T 

5 . 3 . 4. 436  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P IXI T 

5 . 3 . 4. 437  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P ICS,  9 . 5  

5 . 3 . 4. 438  E I  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 0  P IXIT 

5 . 3 . 4. 439  CP1 6Time2a m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 20  P ICS,  9 . 5  

5 . 3 . 4. 440  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 441  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 442  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 443  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 444  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 445  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 446  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 447  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 448  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 449  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 450  year  =  0 . . 99  (year 2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  
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Table  4  (16 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4 . 460  M_EP_TE_1  

ASDU  39  

Packed  start  even ts  o f  
pro tecti on  equ ipmen t  
wi th  t ime- tag  
CP56Time2a 

SPE  wi th  SQ  =  0 ,  each  e l ement  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 31  P ICS,  9 . 5  

5. 3 . 4. 461  COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 31  P ICS,  9 . 5  

5. 3 . 4. 462  SPE  GS  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXI T 

5 . 3 . 4. 463  SL1  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXI T 

5 . 3 . 4. 464  SL2  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P I XIT 

5 . 3 . 4. 465  SL3  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXI T 

5 . 3 . 4. 466  S IE  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXI T 

5 . 3 . 4. 467  SRD  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P I XIT 

5 . 3 . 4. 468  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P ICS,  9 . 5  

5 . 3 . 4. 469  QDP  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P ICS,  9 . 5  

5 . 3 . 4. 470  BL  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 

5 . 3 . 4. 471  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 

5 . 3 . 4. 472  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 

5 . 3 . 4. 473  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P ICS,  9 . 5  

5 . 3 . 4. 474  E I  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 
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Table  4  (17 of 18)  

No.  Test  Description  Reference Requ i red  

 CP1 6Time2a  m i l l i seconds  =  0 . .59999  IEC  60870-5-1 01 :2003,  7. 2.6.20  PICS,  9 .5  

5. 3 . 4. 475  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 476  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 477  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 478  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 479  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 480  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 481  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 482  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 483  day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 484  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 485  year  =  0 . . 99  (year 2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5.3.4.490  M_EP_TF_1  

ASDU  40  

Packet  ou tpu t  c i rcu i t  
i n formati on  o f  protect i on  
equ i pmen t  wi th  t ime  tag  
CP56Time2a 

OCI  wi th  SQ  =  0 ,  each  e l emen t  wi th  i ts  own  IOA I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 32  P ICS,  9 . 5  

5. 3 . 4. 491  COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 1 . 32  P ICS,  9 . 5  

5. 3 . 4. 492  OCI  GC  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXI T 

5 . 3 . 4. 493  CL1  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXIT 

5 . 3 . 4. 494  CL2  =  0 , 1   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXIT 

5 . 3 . 4. 495  CL3  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P IXIT 

5 . 3 . 4. 496  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 1  P ICS,  9 . 5  
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Table  4  (18 of 18)  

No.  Test  Description  Reference Requ i red  

5. 3 . 4. 497  QDP  RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P ICS,  9 . 5  

5 . 3 . 4. 498  BL  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 

5 . 3 . 4. 499  SB  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 

5 . 3 . 4. 500  NT =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P IXIT 

5 . 3 . 4. 501  I V  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P ICS,  9 . 5  

5 . 3 . 4. 502  E I  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 4  P ICS,  9 . 5  

5 . 3 . 4. 503  CP1 6Time2a m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 20  P ICS,  9 . 5  

5 . 3 . 4. 504  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 505  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 506  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 507  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 508  res2 ,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 509  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 51 0  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 51 1  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 51 2  day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 51 3  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 4. 51 4  year  =  0 . . 99  (year  2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  
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Table  5  – Veri fication  of  ASDUs for process  information  in  control  (normal )  d i rection  (1  of 8)  

No.  Test  Description  Reference  Requ i red  

5. 3 . 5 . 1   C_SC_NA_1  

ASDU  45  

S i ng l e  command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 1  P ICS,  9 . 5  

5 . 3 . 5 . 2   SCO SCS  =  0  (OFF) ,  1  (ON )  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 5  P ICS,  9 . 5  

5 . 3 . 5 . 3   RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 5  P ICS,  9 . 5  

5 . 3 . 5 . 4   QU  =  0  (no  add i t i onal ) ,  1  (short  pu l se) ,  2  ( l ong  pu l se) ,  3  (pers i s ten t)  I EC  60870-5-1 01 :2003,   7 . 2 . 6. 26  P ICS,  9 . 6  

5 . 3 . 5 . 5   QU  =  4  to  8 ,  9  to  1 5 ,  1 6  to  3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P IXIT 

5 . 3 . 5 . 6   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 1 0   C_DC_NA_1  

ASDU  46  

Double  command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 2  P ICS,  9 . 5  

5 . 3 . 5 . 1 1   DCO DCS  =  1  (OFF) ,  2  (ON )  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 6  P ICS,  9 . 5  

5 . 3 . 5 . 1 2   QU  =  0  (no  add i t i onal ) ,  1  (short  pu l se) ,  2  ( l ong  pu l se) ,  3  (pers i s ten t)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

5 . 3 . 5 . 1 3   QU  =  4  to  8 ,  9  to  1 5 ,  1 6  to  3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P IXIT 

5 . 3 . 5 . 1 4   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 20   C_RC_NA_1  

ASDU  47  

Regu lati ng  s tep  
command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 3  P ICS,  9 . 5  

5 . 3 . 5 . 21   RCO  RCS  =  1  (next  s tep  LOWER) ,  2  (next  s tep  H IGHER)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 7  P ICS,  9 . 5  

5 . 3 . 5 . 22   QU  =  0  (no  add i t i onal ) ,  1  (short  pu l se) ,  2  ( l ong  pu l se) ,  3  (pers i s ten t)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

5 . 3 . 5 . 23   QU  =  4  to  8 ,  9  to  1 5 ,  1 6  to  3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P IXIT 

5 . 3 . 5 . 24   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

P IXIT 
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Table  5  (2 of 8)  

No.  Test  Description  Reference Requ i red  

5. 3 . 5 . 30   C_SE_NA_1  

ASDU  48  

Set  po i n t  command ,  normal i sed  
val ue  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 4  P ICS,  9 . 5  

5 . 3 . 5 . 31   NVA Val ue  ( trans l ati on  consi deri ng  the  scal i n g  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

P IXIT 

5 . 3 . 5 . 32   Range  –1  to  +1 –2–1 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

5 . 3 . 5 . 33   QOS  QL =  0 ,  1 … 63  or  64… 1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P IXIT 

5 . 3 . 5 . 34   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 40   C_SE_NB_1  

ASDU  49  

Set  po i n t  command ,  scaled  
val ue  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 5  P ICS,  9 . 5  

5 . 3 . 5 . 41   SVA  Val ue  (wi th  scal i n g  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  

P IXIT 

5 . 3 . 5 . 42   Range  –2 1 5  to  2 1 5   –  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  

5 . 3 . 5 . 43   QOS  QL =  0 ,  1 … 63  or  64… 1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P IXIT 

5 . 3 . 5 . 44   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 50   C_SE_NC_1  

ASDU  50  

Set  po i n t  command ,  short  
f l oat i ng  po i n t  val ue  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 6  P ICS,  9 . 5  

5 . 3 . 5 . 51   I EEE  STD  754  Fracti on  =  0 . .  1 –2–23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 5 . 52   Exponen t  =  0 . .  255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 5 . 53   S i g n  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 5 . 54   QOS  QL =  0 ,  1 … 63  or  64… 1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P IXI T 

5 . 3 . 5 . 55   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P ICS,  9 . 6  

P IXI T 
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Table  5  (3 of 8)  

No.  Test  Description  Reference Requ i red  

5. 3 . 5 . 60   C_BO_NA_1  

ASDU  51  

B i ts tri ng  o f  32  b i ts  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 2 . 7  P ICS,  9 . 5  

5 . 3 . 5 . 61   BSI   BSI  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 3  P ICS,  9 . 5  

5 . 3 . 5 . 70  C_SC_TA_1  

ASDU  58  

S i ng l e  command  wi th  
t ime  tag  CP56Time2a 

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 1  P ICS,  9 . 5  

5 . 3 . 5 . 71   SCO SCS  =  0  (OFF) ,  1  (ON )  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 5  P ICS,  9 . 5  

5 . 3 . 5 . 72   RES  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 5  P ICS,  9 . 5  

5 . 3 . 5 . 73   QU  =  0  (no  add i t i onal ) ,  1  (short  pu l se) ,  2  ( l ong  pu l se) ,  3  (pers i s ten t)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

5 . 3 . 5 . 74   QU  =  4  to  8 ,  9  to  1 5 ,  1 6  to  3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P IXIT 

5 . 3 . 5 . 75   S /E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 76   CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 77   m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 78   hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 79   Res1  =  <0>  g enu i ne  t ime,  o r  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 80   res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 81   I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 82   SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 83   day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 84   day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 85   mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 86   year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 90  C_DC_TA_1  

ASDU  59  

Double  command  wi th  
t ime  tag  CP56Time2a 

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 2  P ICS,  9 . 5  
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Table  5  (4 of 8)  

No.  Test  Description  Reference  Requ i red  

5. 3. 5. 91   DCO  DCS  =  1  (OFF),  2  (ON)  I EC 60870-5-1 01 : 2003,  7 . 2 . 6 . 1 6  P ICS,  9 . 5  

5. 3. 5. 92   QU  =  0  (no  add i ti onal ) ,  1  (short  pu l se),  2  ( l ong  pu l se),  3  (pers i stent)  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 26  P ICS,  9 . 6  

5. 3. 5. 93   QU  =  4  to  8 ,  9  to  1 5,  1 6  to  31  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 26  PIXIT  

5. 3 . 5. 94   S /E  =  0 ,  1  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 26  P ICS,  9 . 6  

P IXIT  

5. 3 . 5. 95   CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 96   m inu tes  =  0 . . 59  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 97   hou rs  =  0 . . 23  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 98   Res1  =  <0>  g enu ine  time,  or <1 >  substi tu ted  t ime  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 99   res2,  res3,  res4  =  0  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3 . 5. 1 00  I V =  0 . . 1  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 1 01  SU  =  0 . . 1  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3 . 5. 1 02  day of week =  0  or 1 . . 7  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  PICS,  9 . 5  

5. 3. 5. 1 03  day of month  =  1 . . 31  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 1 04  month  =  1 . . 1 2  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 1 05  year =  0 . . 99  (year 2000  =  00,  year 1 999  i s  99)  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 1 8  P ICS,  9 . 5  

5. 3. 5. 1 1 0  C_RC_TA_1  

ASDU  60   

Regu lati ng  step  
command  wi th  t ime  tag  
CP56Time2a  

COT as  defi ned  i n  the  attached  P ICS   I EC 60870-5-1 04: 2006,  8 . 3  P ICS,  9 . 5  
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Table  5  (5 of 8)  

No.  Test  Description  Reference Requ i red  

5. 3 . 5 . 1 1 1  RCO  RCS  =  1  (next  s tep  LOWER) ,  2  (next  s tep  H IGHER)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 7  P ICS,  9 . 5  

5 . 3 . 5 . 1 1 2  QU  =  0  (no  add i t i onal ) ,  1  (short  pu l se) ,  2  ( l ong  pu l se) ,  3  (pers i sten t)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

5 . 3 . 5 . 1 1 3  QU  =  4  to  8 ,  9  to  1 5 ,  1 6  to  3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P IXIT 

5 . 3 . 5 . 1 1 4  S/E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 26  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 1 1 5  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 1 6  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 1 7  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 1 8  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 1 9  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 20  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 21  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 22  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 23  day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 24  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 25  year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 30  C_SE_TA_1   

ASDU  61   

Set  po i n t  command ,  
normal i sed  val ue  wi th  
t ime  tag  CP56Time2a 

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 4  P ICS,  9 . 5  

5 . 3 . 5 . 1 31  NVA Val ue  ( trans l ati on  consi deri ng  the  scal i ng  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

P IXIT 

5 . 3 . 5 . 1 32  Range  –1  to  + 1 −2–1 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  
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Table  5  (6 of 8)  

No.  Test  Description  Reference Requ i red  

5. 3 . 5 . 1 33  QOS  QL =  0 ,  1 … 63  or  64… 1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P IXIT 

5 . 3 . 5 . 1 34  S/E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P ICS,  9 . 6  

P IXIT 

5 . 3 . 5 . 1 35  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 36  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 37  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 38  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 39  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 40  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 41  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 42  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 43  day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 44  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 45  year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 50  C_SE_TB_1  

ASDU  62   

Set  po i n t  command ,  
scal ed  val ue  wi th  t ime  
tag  CP56Time2a  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 5  P ICS,  9 . 5  

5 . 3 . 5 . 1 51  SVA  Val ue  (wi th  scal i n g  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  

P IXIT 

5 . 3 . 5 . 1 52  Range  −2 1 5  to  2 1 5   –  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  

5 . 3 . 5 . 1 53  QOS  QL =  0 ,  1 … 63  or  64… 1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P IXIT 

5 . 3 . 5 . 1 54  S/E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P ICS,  9 . 6  

P IXIT 
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Table  5  (7 of 8)  

No.  Test  Description  Reference Requ i red  

5. 3 . 5 . 1 55  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 56  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 57  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 58  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 59  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 60  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 61  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 62  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 63  day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 64  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 65  year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 70  C_SE_TC_1  

ASDU  63  

Set  po i n t  command ,  
short  f l oat i n g  po i n t  
val ue  wi th  t ime  tag  
CP56Time2a 

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 6  P ICS,  9 . 5  

5 . 3 . 5 . 1 71  I EEE  STD  754  Fracti on  =  0 . .  1 –2–23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 5 . 1 72  Exponen t  =  0 . .  255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 5 . 1 73  S i gn  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 8  

I EC  60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5 . 3 . 5 . 1 74  QOS  QL =  0 ,  1 … 63  or  64… 1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P IXIT 

5 . 3 . 5 . 1 75  S/E  =  0 ,  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 39  P ICS,  9 . 6  

P IXIT 
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Table  5  (8 of 8)  

No.  Test  Description  Reference Requ i red  

5. 3 . 5 . 1 76  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 77  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 78  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 79  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 80  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 81  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 82  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 83  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 84  day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 85  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 86  year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 90  C_BO_TA_1  

ASDU  64  

B i ts tri ng  o f  32  b i ts  wi th  
t ime  tag  CP56Time2a 

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 7  P ICS,  9 . 5  

5 . 3 . 5 . 1 91  BSI   BSI  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 3  P ICS,  9 . 5  

5 . 3 . 5 . 1 92  CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 93  m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 94  hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 95  Res1  =  <0>  g enu i ne  t ime,  or  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 96  res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 97  I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 98  SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 1 99  day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 200  day o f  mon th  =  1 . . 3 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 201  mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 202  year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 5 . 220  PROCESS CONTROL 
TIME  TAGS 

E i ther the  set  o f  Process  Con tro l  ASDUs  wi thou t  t ime  tag  or  the  set  o f  Process  
Con tro l  ASDUs  wi th  CP56Time2a  i s  u sed  

I EC  60870-5-1 04:2006,  9 . 5  P ICS,  9 . 5  
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Table  6  – Veri fication  of  ASDUs for system  in formation  in  moni tor (normal )  d i rection  

No.  Test  Description  Reference  Requ i red  

5 . 3 . 6 . 1   M_EI_NA_1  

ASDU  70  

End  of  i n i t i al i sat i on  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 3 . 1  P ICS,  9 . 5  

5 . 3 . 6 . 2   I n formati on  Object  Address  =  0  I EC  60870-5-1 01 :2003,  7 . 3 . 3 . 1  P ICS,  9 . 5  

5 . 3 . 6 . 3   COI   U I  =0 ,  1 ,  2 ,  3 -31  or  32-1 27  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 21  P IXIT 

5 . 3 . 6 . 4   BS  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 21  P IXIT 

 

Table  7  – Veri fication  of  ASDUs for system  in formation  in  control  (normal )  d i rection  (1  of 3)  

No.  Test  Description  Reference Requ i red  

5 . 3 . 7. 1   C_IC_NA_1  

ASDU  1 00  

I n terrogat i on  command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 4. 1  P ICS,  9 . 5  

5 . 3 . 7. 2   I n formati on  Object  Address  =  0  I EC  60870-5-1 01 :2003,  7 . 3 . 4. 1  P ICS,  9 . 5  

5 . 3 . 7. 3   QOI   QOI  =  1 . .  1 9  or  20…36  or  37…63  or  64…255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 22  P IXIT 

5 . 3 . 7. 1 0   C_CI_NA_1  

ASDU  1 01  

Coun ter  i n terrogati on  
command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 2  P ICS,  9 . 5  

5 . 3 . 7. 1 1   I n formati on  Object  Address  =  0  I EC  60870-5-1 01 :2003,  7 . 3 . 4. 2  P ICS,  9 . 5  

5 . 3 . 7. 1 2   QCC   RQT Coun ter  request  =  0…5   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 23  P ICS,  9 . 6  

5 . 3 . 7. 1 3   FRZ Coun ter  freeze  =  0…3   I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 23  P ICS,  9 . 6  

5 . 3 . 7. 20   C_RD_NA_1  

ASDU  1 02  

Read  command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 4. 3  P ICS,  9 . 5  

5 . 3 . 7. 30   C_CS_NA_1  

ASDU  1 03  

C l ock synch ron i sati on  
command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 4. 4  P ICS,  9 . 5  

5 . 3 . 7. 31   I n formati on  Object  Address  =  0  I EC  60870-5-1 01 :2003,  7 . 3 . 4. 4  P ICS,  9 . 5  

 

  



  
–
 4
4
 –
 

IE
C
 T
S
 6
0
8
7
0
-5
-6
0
4
:2
0
1
6
 ©

 IE
C
 2
0
1
6
 

Table  7  (2 of 3)  

No.  Test  Description  Reference Requ i red  

5 . 3 . 7. 32   CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 33   m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 34   hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 35   Res1  =  <0>  g enu i ne  t ime,  o r  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 36   res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 37   res1  =  <0>  g enu i ne  t ime  or <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 6  

5 . 3 . 7. 38   I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 39   SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

P ICS,  9 . 6  

5 . 3 . 7. 40   day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 41   day o f  week =  <1 . . 7>  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 6  

5 . 3 . 7. 42   day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 43   mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 44   year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 60   C_RP_NA_1  

ASDU  1 05   

Reset  process  command  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 4. 6  P ICS,  9 . 5  

5 . 3 . 7. 61   I n formati on  Object  Address  =  0  I EC  60870-5-1 01 :2003,  7 . 3 . 4. 6  P ICS,  9 . 5  

5 . 3 . 7. 62   QRP   QRP  =  1 ,  2  (zero  i s  not  perm i tted )  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 27  P IXIT 

5 . 3 . 7. 70   C_CD_NA_1  

ASDU  1 07  

Test  command  wi th  t ime  
tag  CP56Time2a  

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 04:2006,  8 . 8  P ICS,  9 . 5  

5 . 3 . 7. 71   TSC  Test  sequence  coun ter,  1 6  b i t  =  U I 1 6[1 . . 1 6 ]<0. . 65535>  I EC  60870-5-1 04:2006,  8 . 8  P ICS,  9 . 5  
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Table  7  (3 of 3)  

No.  Test  Description  Reference Requ i red  

5 . 3 . 7. 72   CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 73   m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 74   hou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 75   Res1  =  <0>  g enu i ne  t ime,  o r  <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 76   res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 77   res1  =  <0>  g enu i ne  t ime  or <1 >  substi tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 6  

5 . 3 . 7. 78   I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 79   SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

P ICS,  9 . 6  

5 . 3 . 7. 80   day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 81   day o f  week =  <1 . . 7>  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 6  

5 . 3 . 7. 82   day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 83   mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 7. 84   year  =  0 . . 99  (year 2000  =  00 ,  year 1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  
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Table  8  – Veri fication  of  ASDUs for parameters  in  control  (normal )  d i rection  (1  of 2)  

No.  Test  Description  Reference  Requ i red  

5 . 3 . 8 . 1   P_ME_NA_1  

ASDU  1 1 0  

Parameter  o f  measu red  
val ue,  normal i sed  val ue  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 5 . 1  P ICS,  9 . 5  

5 . 3 . 8 . 2   NVA Val ue  ( transl ati on  consi deri ng  the  scal i ng  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

P IXIT 

5 . 3 . 8 . 3   Range  − 1  to  +1 −2–1 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 6  P ICS,  9 . 5  

5 . 3 . 8 . 4   QPM   KPA =  0 -4  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 24  P ICS,  9 . 6  

P IXIT 

5 . 3 . 8 . 5   LPC  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 24  P IXIT 

5 . 3 . 8 . 6   POP  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 24  P IXIT 

5 . 3 . 8 . 1 0   P_ME_NB_1  

ASDU  1 1 1  

Parameter  o f  measu red  
val ues ,  scaled  val ue  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 5 . 2  P ICS,  9 . 5  

 

5 . 3 . 8 . 1 1   SVA  Val ue  (wi th  scal i ng  factor)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  

P ID  

P ICS,  9 . 5  

P IXIT 

5 . 3 . 8 . 1 2   Range  −2 1 5  to  2 1 5   –  1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 7  P ICS,  9 . 5  

5 . 3 . 8 . 1 3   QPM   KPA =  0 -4  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 24  P ICS,  9 . 6  

P IXIT 

5 . 3 . 8 . 1 4   LPC  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 24  P IXIT 

5 . 3 . 8 . 1 5   POP  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 24  P IXIT 

5 . 3 . 8 . 20   P_ME_NC_1  

ASDU  1 1 2  

Parameter  o f  measu red  
val ues ,  short  f l oat i n g  
po i n t  n umber 

COT as  defi ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 5 . 3  P ICS,  9 . 5  
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Table  8  (2 of 2)  

No.  Test  Description  Reference  Requ i red  

5 . 3. 8. 21   I EEE  STD  754  Fraction  =  0 . .  1 −2–23  I EC 60870-5-1 01 : 2003,  7 . 2 . 6 . 8  

I EC 60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5. 3. 8. 22   Exponent  =  0 . .  255  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 8  

I EC 60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5. 3 . 8. 23   S i gn  =  0 , 1  I EC 60870-5-1 01 : 2003,  7 . 2 . 6 . 8  

I EC 60870-5-4: 1 993,  6 . 5  

P ICS,  9 . 5  

5. 3. 8. 24   QPM   KPA =  0-4  I EC 60870-5-1 01 : 2003,  7 . 2 . 6. 24  P ICS,  9 . 6  

P IXIT  

5. 3 . 8. 25   LPC =  0 , 1  I EC 60870-5-1 01 : 2003,  7 . 2 . 6 . 24  P IXI T  

5. 3 . 8. 26   POP  =  0 , 1  I EC 60870-5-1 01 : 2003,  7 . 2 . 6 . 24  P IXI T  

5. 3 . 8. 30   P_AC_NA_1  

ASDU  1 1 3  

Parameter acti vati on  

COT as  defi ned  i n  the  attached  P ICS   I EC 60870-5-1 01 : 2003,  7 . 3. 5. 4  P ICS,  9 . 5  

5 . 3. 8. 31   QPA  QPA =  3  (other val ues  not  perm i tted )  I EC 60870-5-1 01 : 2003,  7 . 2 . 6 . 25  P IXI T  
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Table  9  – Veri fication  of  ASDUs for fi le  transfer ( in  moni tor (normal )  and  control  d i rection)  (1  of 4)  

No.  Test  Description  Reference  Requ i red  

5 . 3 . 9 . 1   F_FR_NA_1  

ASDU  1 20  

F i l e  ready 

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 1  P ICS,  9 . 5  

5 . 3 . 9 . 2   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 3   NOF  =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 4   LOF  LOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 35  P ICS,  9 . 5  

5 . 3 . 9 . 5   LOF  =  1 . . 1 677721 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 35  P ICS,  9 . 5  

5 . 3 . 9 . 6   FRQ  U I  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 28  P IXIT 

5 . 3 . 9 . 7   BS  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 28  P IXIT 

5 . 3 . 9 . 1 0   F_SR_NA_1  

ASDU  1 21  

Secti on  ready 

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 2  P ICS,  9 . 5  

5 . 3 . 9 . 1 1   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 1 2   NOF  =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 1 3   NOS   NOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 1 4   NOS  =  1 . . 255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 1 5   LOS  LOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 35  P ICS,  9 . 5  

5 . 3 . 9 . 1 6   LOS  =  1 . . 1 677721 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 35  P ICS,  9 . 5  

5 . 3 . 9 . 1 7   SRQ  U I  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 29  P IXIT 

5 . 3 . 9 . 1 8   BS  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 29  P IXIT 

5 . 3 . 9 . 30   F_SC_NA_1  

ASDU  1 22  

Cal l  d i rectory,  se l ect  f i l e ,  
cal l  f i l e ,  cal l  secti on  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 9 . 31   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 32   NOF =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  
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Table  9  (2 of 4)  

No.  Test  Description  Reference  Requ i red  

5 . 3 . 9 . 33   NOS   NOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 34   NOS  =  1 . . 255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 35   SCQ  U I 1  =  0 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 30  P ICS,  9 . 5  

5 . 3 . 9 . 36   U I 2  =  0 . . 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 30  P ICS,  9 . 5  

5 . 3 . 9 . 40   F_LS_NA_1  

ASDU  1 23  

Last  secti on ,  l ast  
segmen t  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 3  P ICS,  9 . 5  

5 . 3 . 9 . 41   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 42   NOF =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 43   NOS   NOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 44   NOS  =  1 . . 255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 45   LSQ  LSQ =  0 . . 4  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 36  P ICS,  9 . 5  

5 . 3 . 9 . 46   CHS   CHS  =  0 . . 255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 37  P ICS,  9 . 5  

5 . 3 . 9 . 50   F_AF_NA_1  

ASDU  1 24  

ACK fi l e ,  ACK secti on  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 5  P ICS,  9 . 5  

5 . 3 . 9 . 51   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 52   NOF =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 53   NOS   NOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 54   NOS  =  1 . . 255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 55   AFQ  U I 1  =  0 . . 4  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 32  P IXIT 

5 . 3 . 9 . 56   U I 2  =  0 . . 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 32  P IXIT 

5 . 3 . 9 . 60   F_SG_NA_1  

ASDU  1 25  

Segment  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 5  P ICS,  9 . 5  
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Table  9  (3 of 4)  

No.  Test  Description  Reference  Requ i red  

5 . 3 . 9 . 61   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 62   NOF =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 63   NOS   NOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 64   NOS  =  1 . . 255  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 34  P ICS,  9 . 5  

5 . 3 . 9 . 65   LOS   LOS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 36  P ICS,  9 . 5  

5 . 3 . 9 . 66   LOS  =  1 . . 234  (1 . . 240)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 36  P ICS,  9 . 5  

5 . 3 . 9 . 67   Segment  Segment  data I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 6  P ICS,  9 . 5  

5 . 3 . 9 . 70   F_DR_TA_1  

ASDU  1 26  

D i rectory  

COT as  def i ned  i n  the  attached  P ICS   I EC  60870-5-1 01 :2003,  7 . 3 . 6 . 7  P ICS,  9 . 5  

5 . 3 . 9 . 71   NOF   NOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 72   NOF =  1 . . 65535  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 33  P ICS,  9 . 5  

5 . 3 . 9 . 73   LOF  LOF =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 35  P ICS,  9 . 5  

5 . 3 . 9 . 74   LOF  =  1 . . 1 677721 5  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 35  P ICS,  9 . 5  

5 . 3 . 9 . 75   SOF  STATUS  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 38  P ICS,  9 . 5  

5 . 3 . 9 . 76   RES1  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 38  P ICS,  9 . 5  

5 . 3 . 9 . 77   FOR  =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 38  P ICS,  9 . 5  

5 . 3 . 9 . 78   FA =  0 , 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 38  P ICS,  9 . 5  
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Table  9  (4 of 4)  

No.  Test  Description  Reference  Requ i red  

5 . 3 . 9 . 79   CP56TIME2A m i l l i seconds  =  0 . . 59999  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 80   m i nu tes  =  0 . . 59  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 81   h ou rs  =  0 . . 23  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 82   Res1  =  <0>  g enu i ne  t ime,  or  <1 >  su bsti tu ted  t ime  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 83   res2,  res3 ,  res4  =  0  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 84   I V  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 85   SU  =  0 . . 1  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 86   day o f  week =  0  or  1 . . 7  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 87   day o f  mon th  =  1 . . 31  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 88   mon th  =  1 . . 1 2  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

5 . 3 . 9 . 89   year =  0 . . 99  (year  2000  =  00 ,  year  1 999  i s  99)  I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 1 8  P ICS,  9 . 5  

 

5.4  Conformance test  procedures 

The  con formance  test  procedures  shal l  be  tested  for  al l  the  mandatory test  cases  i n  5 . 3  and  for  every con fi gu rati on  as  i n  5 . 2.  See  5 . 1  for  the  
procedure  to  execu te  al l  mandatory test  cases.   

A test  i s  passed  i f  the  described  behaviour  has  been  au tomatical l y  veri f ied  by the  test  software  or shown  to  the  test  eng ineer i n  a  human  readable  
format.  A speci fi c  Function  has  passed  completely  i f  al l  mandatory test  cases  i n  that  g roup  have  passed .   

To  i den ti fy  i f  a  test  case  i s  mandatory,  i t  i s  necessary to  read  5. 1  carefu l l y.  
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Table  1 0  – Data  un i t  identi fier  conformance test  procedures  (1  of 2)  

No.  Test  Description  Reference  Requ i red  

5. 4 . 1 0 . 1  TYPE  
IDENTIFICATION  

I f COT=44 is NOT supported,  an y  undefi ned  or  not  supported  ASDU  rece i ved  by  the  con tro l l ed  
s tati on  shou l d  be  m i rrored  wi th  P /N=1  negati ve  

I EC  60870-5-1 01 :2003,  7 . 3  P ICS,  9 . 5  

Type id and cot 
assignments: COT 
44  

Any undefi ned  or  no t  supported  ASDU  recei ved  by  the  con tro l l i ng  s tati on  i s  i g nored  (or 
d i scarded )  

I EC  60870-5-1 01 :2003,  7 . 3  P ICS,  9 . 5  

P IXIT 

I f  COT =  44  i s  supported ,  any u ndefi ned  or  not  supported  ASDU  i s  m i rrored  by  the  
con tro l l ed  s tati on  wi th  P /N  =  1 :  n egati ve  con fi rmati on  of  acti vati on  us i ng  COT =  44  
(unknown  type  i den ti f i cati on )  

I EC  60870-5-1 01 :2003,  7 . 3  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
44  

These  tests  are  performed  correctl y  for  at  l east  th ree  undefi ned  or  n ot  supported  ASDUs.  
The  test  shou l d  i ncl ude  at  l east  one  u ndefi ned  ASDU .  I f  poss ibl e ,  the  test  shou l d  i ncl ude  at  
l east  one  ASDU  defi ned  i n  the  s tandard ,  bu t  not  supported  by  the  DUT.  

Undefi ned  ASDU  =  ASDU  wh i ch  i s  not  def i ned  by  the  s tandard .  

U nsupported  ASDU  =  ASDU  wh i ch  i s  defi ned  by  the  s tandard ,  bu t  no t  supported  by  the  DUT 

 M  

5 . 4. 1 0 . 5   CAUSE  OF 
TRANSMISSION  

Test  b i t  =  0 :  ASDU  generated  du ri ng  normal  cond i t i ons  I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  

Test  b i t  =  1 :  ASDU  generated  du ri ng  test  cond i t i ons  I EC  60870-5-1 01 :2003,  7 . 2 . 3  P IXIT 

I f  COT=45  i s  NOT supported ,  any message  recei ved  by  the  con tro l l ed  s tati on  con tai n i ng  an  
undefi ned  o r  not  supported  COT shou l d  be  m i rrored  wi th  P/N=1  negati ve  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
45 

Any message  recei ved  by the  con tro l l i ng  s tat i on  con tai n i ng  an  u ndefi ned  or  not  supported  
COT i s  i gnored  (or  d i scarded )  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5  

I f  COT=45  i s  supported ,  any undefi ned  or  not  supported  ASDU  i s  m i rrored  by  the  con tro l l ed  
s tati on  wi th  P /N  =  1 :  n egati ve  con fi rmati on  o f  acti vati on  us i ng  COT =  45  (unknown  cause  o f  
transm iss i on )  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
45 

Ori g i nator  address  i s  zero  or  the  appl i cable  Ori g i nator  address   I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5  

These  tests  are  performed  correctl y  fo r  at  l east  th ree  u ndefi ned  or  not  supported  COTs.  The  
test  shou l d  i ncl ude  at  l east  one  u ndefi ned  COT.  I f  poss i bl e,  the  test  shou ld  i n cl ude  at  l east  
one  COT defi ned  i n  the  standard ,  bu t  n ot  supported  by  the  DUT.  

Undefi ned  COT =  COT wh i ch  i s  n ot  defi ned  by  the  s tandard .  

Unsupported  COT =  COT wh i ch  i s  defi ned  by  the  s tandard ,  bu t  no t  supported  by  the  DUT.  

 M  
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Table  1 0  (2 of 2)  

No.  Test  Description  Reference  Requ i red  

5.4.1 0.1 0  COMMON  
ADDRESS  of  
ASDU  

I f COT=46 is NOT supported,  any message recei ved  by  the  con tro l l ed  s tat i on  containing  an  
undefined CASDU shou l d  be  mirrored with  P/N=1  negative 

I EC  60870-5-1 01 :2003,  7 . 2 . 4  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
46  

Any message recei ved  by  the  con tro l l i ng  stati on  containing  an  undefined CASDU i s  i g nored  (or  
d i scarded )   

I EC  60870-5-1 01 :2003,  7 . 2 . 4  P ICS,  9 . 5  

I f  COT=46  i s  supported ,  any ASDU  wi th  u ndefi ned  CASDU  i s  m i rrored  by  the  con tro l l ed  
s tat i on  wi th  P /N  =  1 :  negati ve  con fi rmati on  o f  acti vati on  us i ng  COT =  46  (u nknown  CASDU)  

I EC  60870-5-1 01 :2003,  7 . 2 . 4  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
46  

B roadcast  CASDU  val ue  (0xFF<FF> )  on l y  u sed  i n  con tro l  d i recti on  wi th  ASDU  Types  1 00  
( I n terrogati on ) ,  1 01  (Coun ter  i n terrogati on ) ,  1 03  (C lock Sync)  or  1 05  (Reset  Process) .  

I EC  60870-5-1 01 :2003,  7 . 2 . 4  P IXIT 

The  Con tro l l ed  s tati on  re j ects  al l  o ther  ASDU  Types  wi th  a  Broadcast  CASDU  val ue  by 
m i rrori ng  the  ASDU  wi th  P /N  =  1  negati ve  (and  wi th  COT =  46 ,  i f  supported )  

I EC  60870-5-1 01 :2003,  7 . 2 . 4  M  

The  Con tro l l i n g  s tat i on  hand l es  any recei ved  ASDU  wi th  a  Broadcast  CASDU  as  an  ASDU  
wi th  an  undefi ned  CASDU  

I EC  60870-5-1 01 :2003,  7 . 2 . 4  M  

 

Table  1 1  – In formation  object  address conformance test  procedures 

No.  Test  Description  Reference  Requ i red  

5.4.1 1 .1  OBJECT 
ADDRESS 

I f COT=47 is NOT supported,  any message recei ved  by  the  con tro l l ed  s tat i on  containing  an  
undefined IOA shou l d  be  mirrored with  P/N=1  negative 

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
47 

Any message recei ved  by  the  con tro l l i n g  s tati on  containing  an  undefined IOA i s  i g nored  (or  
d i scarded )   

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5  

I f  COT=47  i s  supported ,  any ASDU  wi th  u ndefi ned  IOA i n  con tro l  d i recti on  i s  m i rrored  by  the  
con tro l l ed  s tat i on  wi th  P /N  =  1 :  n egat i ve  con fi rmati on  o f  act i vati on  u s i ng  COT =  47  
(unknown  IOA)  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P ICS,  9 . 5   

Type id and cot 
assignments: COT 
47 

  These  tests  are  performed  correctl y  for  each  supported  ASDU.   M  
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Table  1 2  – Station  in i tial isation  function  conformance test  procedures (1  of 3)  

No.  Test  Description  Reference  Requ i red  

5. 4. 1 2 . 1   Local  I n i t i a l i sati on  o f  the  
Con tro l l i ng  s tati on :   
( re- ) boot  

After  i ts  power on ,  hardware  reset  o r  warm  boot,  the  Con tro l l i ng  s tat i on  (wh i ch  
may be  con fi gu red  as  a  f i xed  se lect i on  i n  case  o f  two  equ i val en t  Con tro l l i ng  
s tati ons)  s tarts  to  create  the  number  o f  con fi gu red  Stopped  connecti ons  (a  TCP  
connecti on  i n  STOPDT s tate)  to  each  con fi gu red  Con tro l l ed  s tat i on  

I EC  60870-5-1 04:2006,  7 . 1  M  

Du ri ng  o r  after  the  creati on  o f  one  or  more  new S topped  connecti ons ,  the  
Con tro l l i ng  s tat i on  i n i t i ates  the  creat i on  o f  exactl y  one  Started  connecti on  to  
each  con fi g u red  Con tro l l ed  s tati on  by  send i ng  a  STARTDT_ACT.  Th i s  
STARTDT_ACT i s  sen t  over  the  Stopped  connect ion  that  i s  con fi gu red  as  the  
preferred  Started  connecti on  ( i f  mu l t i pl e  Stopped  connecti ons  to  the  same  
Con tro l l ed  s tati on  are  avai l able)  to  that  Con tro l l ed  s tat i on  

I EC  60870-5-1 04:2006,  5 . 3   M  

The  Con tro l l i ng  s tati on  f i n i shes  the  Stat i on  i n i t i al i sat i on  by  s tart i ng  the  update  o f  
i ts  i n ternal  process  represen tati on  by  i ssu i ng  a  General  I n terrogati on  command  
C_IC_ACT to  each  Con tro l l ed  s tati on  

I EC  60870-5-1 04:2006,  7 . 1  M  

Each  Con tro l l ed  s tati on  enabl es  the  Stopped  connect i on  over  wh i ch  the  
STARTDT_ACT was  rece i ved  by send i ng  a  STARTDT_CON  over  that  same  
connecti on  to  the  Con tro l l i n g  s tati on  

I EC  60870-5-1 04:2006,  5 . 3  M  

Each  Con tro l l ed  s tat i on  updates  the  Con tro l l i n g  s tati on  wi th  the  requested  actual  
process  i n formati on  i n  the  General  i n terrogati on  cycle .  The  normal  te l econ tro l  
operati ons  may beg i n  

I EC  60870-5-1 04:2006,  7 . 1  M  

5 . 4. 1 2 . 1 0  Local  i n i t i al i sat i on  o f  the  
Con tro l l ed  s tati on :   
( re- ) boot  

After  power  on ,  hardware  reset  or  warm  boot  the  Con tro l l ed  s tati on  wai ts  for  the  
establ i shmen t  o f  one  o r (opti onal )  more  TCP  connecti ons  from  the  Con tro l l i ng  
s tati on (s)  after  i ts  t ransport  provi der  ( the  TCP  s tack)  and  i n ternal  appl i cati on  
componen ts  are  i n i t i al i sed  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l ed  s tat i on  on l y  a l l ows  Acti ve  TCP  connect i ons  from  con f i gu red  
Con tro l l i ng  s tati ons  (opti onal ,  for  secu ri ty  reasons)  

 P IXI T 

The  Con tro l l ed  s tati on  f i n i shes  the  creati on  o f  exactl y  one  Started  connecti on  by 
send i ng  a  STARTDT_CON  after  recei vi ng  a  STARTDT_ACT from  the  Con tro l l i ng  
s tati on  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l ed  s tat i on  f i n i shes  i ts  l ocal  i n i t i a l i sat i on  by  send i ng  the  M_EI  (End  
o f  i n i t i al i sati on )  to  the  Con tro l l i n g  s tati on   

( th i s  i s  opti onal ,  bu t  recommended ,  because  i t  al l ows  the  Con tro l l ed  s tat i on  to  
d i s ti n gu i sh  between  th i s  i n i t i ated  l ocal  i n i t i al i sat i on  and  o ther  connecti on  
establ i shmen t  procedu res  l i ke  l ost  connecti ons)  

I EC  60870-5-1 04:2006,  7 . 1  P ICS,  9 . 5  
System info in 
monitor direction  

The  Con tro l l ed  s tati on  s tarts  the  General  i n terrogati on  procedu re  to  update  the  
Con tro l l i ng  s tat i on  wi th  the  actual  process  i n formati on  after  rece ipt  o f  the  
General  I n terrogat i on  command  C_IC_ACT.  The  normal  te l econ tro l  operati ons  
may beg i n  

I EC  60870-5-1 04:2006,  7 . 1  M  
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Table  1 2  (2 of 3)  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Remote  i n i t i al i zat i on .   

I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Remote  i n i t i al i zati on  opti ons  marked  i n  the  P ICS:  
-  P ICS,  9 . 5 ,  “System  i n formati on  i n  con tro l  d i recti on ”,  “Reset  process  command”.  

-  P ICS,  9 . 6 ,  “Stat i on  i n i t i al i zat i on ”,  “Remote  i n i t i al i zati on ”.  

5 . 4 . 1 2 . 20  Remote  
i n i t i al i sati on  o f  the  
Con tro l l ed  s tati on   

The  Con tro l l i ng  s tat i on  forces  the  Con tro l l ed  s tat i on  to  do  a  restart  o f  the  Appl i cati on  processes  
by  i ssu i ng  a  “Reset  process”  C_RP_ACT wi th  QRP=1  over  the  Started  connecti on  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l ed  s tati on  con fi rms  the  forced  restart  by  send i ng  a  C_RP_ACTCON  to  the  
Con tro l l i n g  s tati on  ( “Reset  process”  procedu re  means  reset  o f  l ayer  7  and  User processes  )  

I EC  60870-5-1 04:2006,  7 . 1  

I EC  60870-5-1 01 :2003,  6 . 2 . 3  

M  

The  Con tro l l ed  s tati on  sends  a  TCP  Act i ve  c l ose  (TCP  Con tro l  f i e l d  FIN )  over  the  Started  
connecti on  and  al l  S topped  connecti ons  to  the  Con tro l l i ng  s tat i on  to  c l ose  all S tarted  and  
Stopped  connecti ons  between  the  two  commun icati on  partners .  The  TCP  Acti ve  cl ose  may be  
sen t  before ,  du ri ng  or  after  the  “Reset  process”  procedu re,  wh i ch  i s  system  dependen t  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l i ng  s tat i on  con ti nues  to  t ry  to  create  the  number o f  con fi gu red  Stopped  connecti ons  
to  the  Con tro l l ed  s tati on  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l ed  s tat i on  wai ts  wi th  the  establ i shmen t  o f  one  or  (opt i onal )  more  Stopped   
connecti on (s) ,  t i l l  i ts  t ransport  provi der ( the  TCP  s tack)  and  i n ternal  appl i cati on  componen ts  are  
i n i t i al i sed  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l ed  s tat i on  on l y  al l ows  Stopped  connecti ons  from  con fi g u red  Con tro l l i ng  stat i ons  
(opti onal ,  fo r  secu ri ty  reasons)  

 M  

The  Con tro l l ed  s tati on  f i n i shes  the  creati on  o f  exactl y  one  Started  connecti on  by send i ng  a  
STARTDT_CON  after  rece i vi ng  a  STARTDT_ACT from  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 04:2006,  7 . 1  M  

The  Con tro l l ed  s tat i on  f i n i shes  i ts  l ocal  i n i t i al i sat i on  by  send i ng  the  M_EI  (End  o f  i n i t i al i sat i on )  
to  the  Con tro l l i ng  s tati on  

( th i s  i s  opt i onal ,  bu t  recommended ,  because  i t  a l l ows  the  Con tro l l ed  s tati on  to  d i s ti n gu i sh  
between  th i s  i n i t i ated  l ocal  i n i t i al i sati on  and  other  connecti on  establ i shment  procedu res  l i ke  l ost  
connecti ons)  

I EC  60870-5-1 04:2006,  7 . 1  P IXIT 

The  Con tro l l ed  s tati on  s tarts  the  General  i n terrogati on  procedu re  to  update  the  Con tro l l i ng  
s tati on  wi th  the  actual  process  i n formati on  after  recei pt  o f  the  General  I n terrogat i on  command  
C_IC_ACT.  The  normal  te lecon tro l  operati ons  may beg i n  

I EC  60870-5-1 04:2006,  7 . 1  M  

5 . 4. 1 2 . 21  Reset  o f  pend i ng  
i n formati on  wi th  
t ime  tag  o f  the  
even t  bu ffer  

The  Con tro l l i n g  s tati on  forces  one  LRU  (us i ng  a  speci fi c  CASDU  address  i n  the  C_RP_ECT)  or  
al l  LRUs  (us i ng  broadcast  CASDU  address  i n  the  C_RP_ACT)  i n  the  Con tro l l ed  stati on  to  do  a  
restart  o f  the  Appl i cati on  processes.  QRP  i s  set  to  2  i n  the  C_RP_ACT.  Run  th i s  test  wh i l e  the  
Con tro l l ed  s tati on  has  pend i ng  even ts  i n  the  bu ffer.  

I EC  60870-5-5: 1 995,  6 . 1  

I EC  60870-5-1 01 :2003,  
7 . 2 . 6 . 27  

P IXIT 

  The  Con tro l l ed  s tati on  con f i rms  the  Reset  o f  pend i ng  i n formati on  wi th  t ime  tag  o f  the  even t  
bu ffer  by  send i ng  a  C_RP_ACTCON  to  the  Con tro l l i ng  s tat i on  from  each  addressed  LRU  (wi th  
the  LRUs  speci f i c  CASDU  address)  and  resets  i ts  pend i ng  i n formati on  wi th  t ime  tag  i n  the  even t  
bu ffer.  The  Con tro l l ed  s tat i on  does  not  send  any even ts  anymore  (un t i l  n ew even ts  are  
generated ) .  

I EC  60870-5-5: 1 995,  6 . 1  

I EC  60870-5-1 01 :2003,  
7 . 2 . 6 . 27  

P IXIT 
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Table  1 2  (3 of 3)  

No.  Test  Description  Reference Requ i red  

5. 4. 1 2 . 30  Re-establ i sh i ng  a  
l os t  S tarted  
connecti on  between  
the  Con tro l l i ng  and  
the  Con tro l l ed  
s tat i on  when  no  
o ther  connecti ons  
are  avai l abl e  

After  the  Started  connecti on  i s  i n operabl e  for  a  l onger  peri od  than  t ime-ou t  (t
1
)  al l ows,  the  Primary  

s tati on  (whether  Con tro l l i ng  or  Con tro l l ed )  i n i t i ates  a  TCP  acti ve  cl ose  on  the  Started  connecti on  
(wh i ch  may never  arri ve)  

I EC  60870-5-1 04:2006,  5 . 3  M  

After  detecti ng  that  the  Started  connecti on  i s  i noperabl e  and  no t  yet  c l osed ,  the  Secondary  s tat i on  
i n i t i ates  a  TCP  acti ve  cl ose  on  the  Started  connecti on  (wh i ch  may never  arri ve) .  Both  s i des  o f  the  
i n operable  Started  connecti on  have  been  cl osed  now and  the  Started  connecti on  i s  no  l onger presen t  

I EC  60870-5-1 04:2006,  5 . 3  M  

After  detecti ng  that  the  Started  connecti on  i s  no  l onger presen t,  the  Con tro l l i ng  s tat i on  (wh i ch  may 
be  con fi gu red  as  a  f i xed  sel ect i on  i n  case  o f  two  equ i valen t  Con tro l l i ng  s tati ons)  t ri es  to  create  a  new 
S topped  connecti on  to  the  Con tro l l ed  s tati on  at  regu l ar  i n terval s  

I EC  60870-5-1 04:2006,  5 . 3  M  

After  the  creati on  o f  the  new S topped  connecti on ,  the  Con tro l l i ng  s tati on  i n i t i ates  the  creati on  o f  the  
new S tarted  connecti on  to  the  Con tro l l ed  s tati on  by  send i ng  a  STARTDT_ACT over the  new 
establ i shed  Stopped  connecti on  

I EC  60870-5-1 04:2006,  5 . 3  M  

The  Con tro l l ed  s tat i on  f i n i shes  the  creati on  o f  the  new Started  connecti on  by  send i ng  a  
STARTDT_CON  over that  same  connecti on  over wh i ch  the  STARTDT_ACT was  rece i ved  to  the  
Con tro l l i ng  s tat i on  

I EC  60870-5-1 04:2006,  5 . 3  M  

After  re-establ i shment  of  the  connecti on  between  Con tro l l i ng  and  Con tro l l ed  s tat i on ,  no  M_EI  (End  of  
i n i t i al i sati on )  i s  sen t  (nor  needed )  to  the  Con tro l l i n g  s tat i on .  Normal  operat i on  con ti nues  wi th  the  
appl i cati on  messages  that  have  no t  yet  been  acknowledged  ( i f  supported  and  i f  avai l abl e)  and  beg i ns  
the  General  I n terrogati on  procedu re  

 M  

5 . 4. 1 2. 40  COMPATIBI LITY 
WITH  OTHER  TEST 
CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  commun icati on ”  have  been  
revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  tabl e  and  no  manual  
i n terven ti on  was  requ i red  for  con t i nued  normal  operati on  

 M  
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Table  1 3  – Redundant  l ink conformance test  procedures (1  of 3)  

Remark:  these  test  cases  are  describing  the  redundancy mechan ism  (wi th  mu l tiple  connections  to  a  s i ng le  Con tro l led  station ,  o f  wh ich  exactl y  one  
i s  the  Started  connection  and  the  other connections  are  Stopped  connections) ,  bu t  not  how th is  mechan ism  wi l l  be  used  i n  operational  redundan t 
systems.  The  d i vers i ty  of  operati onal  systems  requ i res  add i ti onal  testi ng .  

No.  Test  Description  Reference Requ i red  

NOTE:  The  tests  i n  th i s  Tabl e  are  on l y  requ i red  for  systems  support i ng  Redundan t  connecti ons .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Redundan t  connecti ons  opti ons  marked  i n  the  P ICS:  
-  P ICS,  9 . 6 ,  “Redundan t  connecti ons”  

5.4.1 3.1   Peri od i c  check o f  ALL 

redundan t  

connecti ons  

Both  Con tro l l i ng  and  Con tro l l ed  stati on  g uard  the  con fi g u red  i nacti vi ty  t ime  period  t
3
 on  

the  Started  connection  and  start  a  TESTFR procedure  when  t
3
 expi res.  Al l  t ime  ou t  

i n terval  ru l es  appl y  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l i n g  and  Con tro l l ed  s tat i on  g uards  the  con fi g u red  i nacti vi ty  t ime  period  t
3
 on  

all the  Stopped  connections  and  starts  a  TESTFR procedure  when  t
3
 expi res.  Al l  

t ime  ou t  i n terval  ru l es  appl y  

I EC  60870-5-1 04:2006,  1 0  M  

5.4.1 3.1 0  Re-establ i sh i ng  a  l ost  
S tarted  connecti on  
between  the  
Con tro l l i ng  and  the  
Con tro l l ed  s tati on  
when  redundan t  
connecti ons  are  
avai l abl e :  (au tomati c  
swi tch -over)  

After the  Started  connecti on  i s  i noperabl e  for  a  l onger peri od  than  t ime-ou t  (t
1
)  al l ows,  

the  Primary s tat i on  (whether  Con tro l l i ng  or  Con tro l l ed )  i n i t i ates  a  TCP  acti ve  cl ose  on  
the  Started  connecti on  (wh i ch  may never  arri ve)  

I EC  60870-5-1 04:2006,  1 0  M  

After  detecti on  that  the  Started  connecti on  i s  n o  l onger presen t,  the  Con tro l l i ng  s tati on  
(wh i ch  may be  con fi g u red  as  a  f i xed  sel ecti on  i n  case  of  two  equ i val en t  Con tro l l i ng  
s tati ons)  i n i t i ates  the  creati on  o f  a  new S tarted  connecti on  by  send i ng  a  STARTDT_ACT 
over one  of  the  redundan t,  un t i l  now s ti l l  S topped  connecti ons  to  the  same  Con tro l l ed  
s tati on  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l ed  s tati on  f i n i shes  the  creati on  o f  the  new Started  connecti on  by send i ng  a  
STARTDT_CON  over that  same  connecti on  over  wh i ch  the  STARTDT_ACT was  recei ved  
to  the  Con tro l l i n g  s tat i on .  The  Con tro l l ed  s tat i on  sends  an  act i ve  cl ose  on  the  o l d  
S tarted  connect i on .  

I EC  60870-5-1 04:2006,  1 0  M  

After  re-establ i shment  of  the  S tarted  connecti on  between  Con tro l l i ng  and  Con tro l l ed  
s tati on ,  no  M_EI  (End  o f  i n i t i al i sat i on )  i s  sen t  (nor  needed)  to  the  Con tro l l i ng  s tat i on .  
Normal  operat i on  con ti nues  wi th  the  appl i cati on  messages  that  have  not  yet  been  
acknowledged  ( i f  supported  and  i f  avai l able)  and  beg i ns  the  General  I n terrogat i on  
procedu re  

I EC  60870-5-1 04:2006,  1 0  M  

The  send-  and  recei ve  coun ters  are  not  reset  to  “0”  as  l ong  as  the  TCP  connecti on  i s  
es tabl i shed .  Each  TCP  connecti on ,  n ot  affected  by  STARTDT and  STOPDT procedu res  
o r  swi tch -over  procedu res,  main tai ns  i ts  send-  and  recei ve  coun ter  

I EC  60870-5-1 04:2006,  5 . 3  

I EC  60870-5-1 04:2006,  1 0  

M  
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Table  1 3  (2 of 3)  

No.  Test  Description  Reference  Requ i red  

5.4.1 3.20  Re-establ i sh i ng  a  l ost  
redundan t  connecti on  
between  the  
Con tro l l i n g  and  the  
Con tro l l ed  s tat i on   

After  detecti ng  that  one  o f  the  redundan t  (Started  or  S topped)  connecti ons  i s  i noperabl e  
and  no t  ye t  c l osed ,  the  Control l i ng  s tati on  (wh i ch  may be  con fi g u red  as  a  f i xed  
sel ect i on  i n  case  of  two  equ i val en t  Con tro l l i n g  s tat i ons)  i n i t i ates  a  TCP  acti ve  cl ose  on  
the  i noperable  connecti on  (wh i ch  may never  arri ve)  

I EC  60870-5-1 04:2006,  1 0  M  

After  detecti ng  that  one  o f  the  redundan t  (Started  or  S topped)  connecti ons  i s  i noperabl e  
and  not  yet  c l osed ,  the  Control l ed  s tat i on  i n i t i ates  a  TCP  acti ve  c l ose  on  the  i noperable  
connecti on  (wh i ch  may never arri ve)  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l i ng  s tat i on  tri es  at  regu lar  i n terval s  to  create  a  new Stopped  connect i on  for  
the  now cl osed  i noperabl e  connecti on  to  the  Con tro l l ed  s tati on  

I EC  60870-5-1 04:2006,  1 0  M  

5.4.1 3.30  Manual  swi tch ing  over 
the  Started  connecti on  
to  another  redundan t  
S topped  connecti on :  
(manual  swi tch -over)  

The  Control l i ng  s tat i on  (wh i ch  may be  con fi g u red  as  a  f i xed  se lecti on  i n  case  o f  two  
equ i val en t  Con tro l l i n g  s tati ons)  i ssues  a  STOPDT_ACT on  the  cu rren t  S tarted  
connecti on  to  the  Con tro l l ed  s tat i on  

I EC  60870-5-1 04:2006,  1 0  M  

After  send i ng  the  STOPDT_ACT,  the  Con tro l l i ng  s tati on  (opti onal l y,  bu t  recommended)  
s tops  the  transfer  o f  I - frames  on  the  Started  connecti on  that  i s  then  i n  pend i ng  STOPDT 
state  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l ed  s tat i on  al so  s tops  the  transfer o f  I - frames  on  the  Started  connecti on  after  
recei pt  o f  the  STOPDT_ACT,  wh i ch  then  i s  i n  pend i ng  STOPDT s tate ,  even  before  the  
STOPDT_CON  i s  sen t.  

NOTE  Due  to  t im i ng  e ffects ,  i t  i s  al l owed  that  (wh i ch  cannot  be  preven ted )  one  I - frame  
wi l l  be  sen t  after  the  con tro l l ed  s tati on  has  rece i ved  the  STOPDT_ACT because  i t  i s  
al ready handed  over to  the  TCP  socket  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l ed  s tati on  acknowledges  al l  yet  u nacknowledged  I - frames  from  the  
Con tro l l i n g  s tat i on  wi th  one  or  more  S - frames  

I EC  60870-5-1 04:2006,  5 . 3  

I EC  60870-5-1 04:2006,  1 0  

M  

The  Con tro l l i ng  s tat i on  al so  acknowledges  al l  yet  u nacknowledged  I - frames  from  the  
Con tro l l ed  s tat i on  wi th  one  or  more  S- frames  wi th i n  or  accord i ng  to  t ime  ou t  t2  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l ed  s tati on  f i n i shes  the  pend i ng  STOPDT state  fo r  the  Started  connecti on  by  
send i ng  a  STOPDT_CON  to  the  Con tro l l i ng  s tati on  wh i ch  transforms  the  previous l y  
S tarted  connecti on  to  a  Stopped  connecti on  

I EC  60870-5-1 04:2006,  1 0  M  

The  Con tro l l i ng  s tati on  i n i t i ates  the  creati on  o f  a  new S tarted  connecti on  by  send i ng  a  
STARTDT_ACT over the  se l ected  Stopped  connecti on  to  the  same  Con tro l l ed  s tati on  

I EC  60870-5-1 04:2006,  1 0  M  
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Table  1 3  (3 of 3)  

No.  Test  Description  Reference  Requ i red  

  The  Con tro l l ed  s tati on  f i n i shes  the  creati on  o f  the  new S tarted  connecti on  by  send i ng  a  
STARTDT_CON  over  that  same  connecti on  over  wh i ch  the  STARTDT_ACT was  recei ved  
to  the  Con tro l l i n g  s tati on  

I EC  60870-5-1 04:2006,  1 0  M  

After  establ i sh i ng  a  new Started  connecti on  between  Con tro l l i n g  and  Con tro l l ed  s tat i on ,  
no  M_EI  (End  o f  i n i t i al i sat i on )  i s  sen t  (nor  needed)  to  the  Con tro l l i n g  s tati on .  Normal  
operati on  con t i nues  

I EC  60870-5-1 04:2006,  1 0  M  

The  send-  and  recei ve  coun ters  are  not  reset  to  “0”  as  l ong  as  the  TCP  connecti on  i s  
es tabl i shed .  Each  TCP  connecti on ,  not  affected  by  STARTDT and  STOPDT procedu res  
or  swi tch -over  procedu res,  main tai ns  i ts  send-  and  recei ve  coun ter  

I EC  60870-5-1 04:2006,  5 . 3  

I EC  60870-5-1 04:2006,  1 0  

M  
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Table  1 4  – Cycl ic  data  transmission  function  conformance test  procedures 

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Cycl i c  data  transm iss i on  and /or  Background  Scan .   

I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Cycl i c  and /or  Backg round  Scan  opti ons  marked  i n  the  P ICS:  

– P ICS,  9 . 5 ,  “Process  i n formati on  i n  mon i tor d i rect i on ” .  At  l east  one  o f  the  types  shou l d  be  se l ected .  

– P ICS,  9 . 5,  “Type  i den ti f i cati on  and  cause  of  t ransm iss i on  ass i gnmen ts” ,  co l umn  COT 1  and  COT 2 .  

– P ICS,  9 . 6,  secti ons  “Cycl i c  data  transm i ss i on ”  and  “Backg round  scan ”.  

5 . 4 . 1 4. 1  Cycl i c  data  
transm iss i on  
and  Backg round  
Scan  – 
sequen ti al  
procedu re  

The  Con tro l l ed  s tati on  transfers  the  con fi gu red  Peri od i c  /  Cycl i c  process  i n formati on  data  i n  ASDUs   
( l ook at  P ICS  for  the  supported  ASDU ’s) ,  wi th  COT=1  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4 . 3  

I EC  60870-5-5: 1 995,  6 . 3 . 1  

I EC  60870-5-1 01 :2003,  7 . 4 . 3   

P ICS,  9 . 6  

Cyclic data 
transmission  

The  Con tro l l ed  s tati on  uses  the  con fi g u red  peri od  for  process  i n formati on  transferred  i n  ASDUs  
wi th  COT=1  (PER/CYC)  

I EC  60870-5-1 01 :2003,  7 . 4 . 3  

I EC  60870-5-5: 1 995,  6 . 3 . 1  

P ICS,  9 . 6   

Cyclic data 
transmission  

The  Con tro l l ed  s tati on  transfers  the  con fi gu red  Backg round  Scan  process  i n formati on  data  i n  
ASDUs  wi th  COT=2  (BACK)  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  
7 . 4. 1 3  

I EC  60870-5-5 : 1 995,  6 . 3 . 1  

P ICS,  9 . 6   

Background Scan  

The  Con tro l l ed  s tati on  transm i ts  Peri od i c,  Cycl i c,  Backg round  Scan  process  i n formati on  data  o f  the  
same  Type,  COT and  pri ori ty  bu t  wi th  gaps  i n  the i r  addresses  as  a  Set  of  I n formati on  e l emen ts  
(SQ:=0)  i n  one  s i ng le  ASDU ,  f i l l ed  up  to  bu t  not  exceed i ng  the  maximum  con f i gu red  ASDU  or  
APDU  l eng th  as  i n  the  P ICS  

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  
7 . 2 . 2 . 2  

M  

The  Con tro l l ed  s tati on  transm i ts  Peri od i c,  Cycl i c,  Backg round  Scan  process  i n formati on  data  o f  the  
same  type ,  COT and  pri ori ty  and  wi th  sequen ti al  addresses  as  a  Sequence  o f  I n formati on  e l emen ts  
(SQ:=1 )  i n  one  s i ng le  ASDU ,  f i l l ed  up  to  bu t  not  exceed i ng  the  maximum  con f i gu red  ASDU  or  
APDU  l eng th  as  i n  the  P ICS  

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  
7 . 2 . 2 . 2  

P IXIT 

Process  i n formati on  data  consi st i n g  of  ( the  I n formati on  Object  Addresses  o f)  measu red  val ues  that  
are  sen t  i n  ASDUs  wi th  COT=1  shou ld  not  appear  i n  ASDUs  wi th  COT=2  (Backg round  Scan ) ,  
COT=3  (Spon taneous)  or  I n terrogati on  (COT=20  to  36)  

I EC  60870-5-1 01 :2003,  
7 . 4. 1 3  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

P IXIT 

The  Con tro l l ed  s tati on  uses  the  con fi gu red  peri od  fo r  process  i n formati on  transferred  i n  ASDUs  
wi th  COT=2  

I EC  60870-5-5 : 1 995,  6 . 3 . 1  

P ID  

P ICS,  9 . 6   

Background Scan  

The  val ues  o f  the  object(s )  t ransferred  and  s tored  on  the  con tro l l i ng  s tati on  shou ld  represen t  the  
actual  val ues  on  the  con tro l l ed  s tat i on  

 M  

The  Con tro l l i ng  s tat i on  acti vates  or  deacti vates  cycl i c  o r  peri od i c  transm iss i on  o f  the  add ressed  
ob j ect  by u s i ng  P_AC_NA_1  (ASDU 1 1 3).  The Control led station acknowledges the activation  or 
deactivation by mirroring  the command with  COT=7 (ACTCON)  

I EC  60870-5-1 01 :2003,  
7 . 3 . 5 . 4  

P ICS,  9 . 6   

Parameter 
activation  

The  tests  i n  th i s  Tabl e  are  performed  correctl y  by each  ASDU  i n  the  P ICS  that  supports  COT=1  
(PER/CYC)  and /or  2  (BACK)  

I EC  60870-5-1 04:2006,  9 . 5 ,  
9 . 6  

M  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  commun icati on ”  have  been  
revi ewed  wi thou t  any error  du ri ng  execu ti on  of  the  test  cases  i n  th i s  tabl e  and  no  manual  
i n terven ti on  was  requ i red  for  con ti nued  normal  operati on  

 M  

5.4.1 4.1 0  COMPATIBI LIT
Y WITH   
OTHER TEST 
CASES  
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Table  1 5  – Data  acqu isi t ion  through  read  function  conformance test  procedures 

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Data  acqu i s i t i on  th rough  Read .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Acqu i s i t i on  o f  even ts  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”,  “Read  command”.  
– P ICS,  9 . 5 ,  “Type  i den ti f i cat i on  and  cause  of  transm iss i on  ass i gnments” ,  co l umn  COT 5 .  
– P ICS,  9 . 6 ,  “Read  procedu re”.  

5 . 4 . 1 5 . 1   Data  acqu i s i t i on  th rough  
Read  – sequen ti al  
procedu re:  

The  Con tro l l i ng  s tati on  send  a  Read  command  (C_RD,  ASDU  1 02)  wi th  COT =  5  
to  the  Con tro l l ed  s tati on  ( l ook at  P ICS  for  the  supported  ASDU ’s)  

I EC  60870-5-1 01 :2003,  7 . 3 . 4. 3  

I EC  60870-5-5 : 1 995,  6 . 2 . 1  

M  

The  Con tro l l ed  s tati on  sends  the  requested  I n formati on  Object  i n  the  correct  
ASDU  that  i s  con fi g u red  for  the  requested  I n formati on  Object  ( l ook at  P ICS  9 . 5,  
“Type  i den ti f i cat i on  and  cause  o f  t ransm i ssi on  ass i gnments”  for  the  supported  
ASDUs)  to  the  Con tro l l i n g  s tati on  

I EC  60870-5-1 01 :2003,  7 . 3 . 1  

I EC  60870-5-1 01 :2003,  7 . 4. 2  

I EC  60870-5-5 : 1 995,  6 . 2 . 1  

M  

The  val ues  o f  the  obj ect(s)  transferred  and  s tored  on  the  con tro l l i ng  stat i on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on .  

 M  

The  tests  i n  th i s  tabl e  are  performed  correct l y  by  every ASDU  i n  the  P ICS  that  
supports  COT=5  (REQ)  

I EC  60870-5-1 04:2006,  9 . 5 ,  9 . 6  

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 3  

M  

Al l  o f  the  appl i cable  i tems  i n  5 . 3  “Veri f i cat i on  o f  I EC  60870-5-1 04  
commun icat i on ”  have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  
the  test  cases  i n  th i s  tab l e  and  no  manual  i n terven ti on  was  requ i red  for  
con ti nued  normal  operati on   

 M  

5 . 4. 1 5. 1 0  COMPATIBI LITY WITH   
OTHER TEST CASES  
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Table  1 6  – Acqu isi t ion  of  events  function  conformance test  procedures 

No.  Test  Description  Reference Requ i red  

NOTE:  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Acqu i s i t i on  o f  even ts .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory  fo r  systems  wi th  the  re l evan t  Acqu i s i t i on  o f  even ts  opt i ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  mon i tor  d i recti on ” .  At  l east  one  of  the  types  shou l d  be  se l ected .  

– P ICS,  9 . 5 ,  “Type  i den ti f i cat i on  and  cause  of  transm iss i on  ass i gnments” ,  co l umn  COT 3 .  
– P ICS,  9 . 6 ,  secti on  “Spon taneous  transm i ssi on ”.  

5 . 4 . 1 6 . 1  Acqu i s i t i on  of  even ts  -
sequen ti al  procedu re  

When an  event occurs in  the Control led station,  The Control led station  transfers the 
configured process information  data in  ASDUs  (look at PICS for the supported 
ASDUs)with  COT=3 to the Control l ing  station  

I EC  60870-5-1 01 :2003,  7 . 4. 4  

I EC  60870-5-5: 1 995,  6 . 4 . 1  

M  

Local  bu ffer  functi on  to  co l l ect  even ts  that  may appear  faster  than  i t  i s  poss i bl e  
to  t ransm i t  them  to  the  Con tro l l i ng  s tati on  to  preven t  the  l oss  o f  even ts  

I EC  60870-5-1 01 :2003,  7 . 4. 4  

I EC  60870-5-5: 1 995,  6 . 4  

M  

Even ts  without a  t ime  tag  are  transm i tted  i n  ch rono log i cal  order o f  occu rrence  to  
the  Con tro l l i n g  s tat i on  

Note :  Th i s  test  i s  on l y  requ i red  for  systems  support i ng  even ts  wi thou t  t ime  tag .  
(See  P ICS  9 . 5,  “Type  i den ti f i cat i on  and  cause  of  transm iss i on  ass i gnmen ts”:  
COT 3  shou l d  be  marked  for  at  l east  one  type  wi thou t  t ime  tag )  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  P ICS,  9 . 5  

Type id and COT 
assignment 

The  Con tro l l ed  s tati on  transm i ts  even ts  o f  the  same  Type,  COT and  pri ori ty  
bu t  wi th  gaps  i n  thei r  addresses  as  a  Set of Information elements  (SQ:=0)  
i n  one  s i ng l e  ASDU ,  f i l l ed  u n t i l  the  maximum  con fi gu red  ASDU  or  ADPU  
l eng th  as  i n  the  P ICS   

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

M  

The  Con tro l l ed  s tati on  transm i ts  even ts  o f  the  same  type,  COT and  pri ori ty  
and  wi th  sequen ti al  addresses  as  a  Sequence of Information elements  
(SQ:=1 )  i n  one  s i ng l e  ASDU ,  f i l l ed  un ti l  the  maximum  con fi gu red  ASDU  or  
ADPU  l eng th  as  i n  the  P ICS.  U s i ng  SQ=1  i s  opt i onal  for  a  con tro l l ed  s tati on  
and  a  mandatory  requ i remen t  for  a  con tro l l i ng  s tati on  

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

P IXI T 

The  t ime  l abel  i n  ASDUs  wi th  a  t ime  tag  represen ts  the  t ime  o f  occu rrence  
(p l aus i b i l i ty  test)  

 M  

The  Con tro l l ed  s tati on  sends  a  spon taneous  cl ock synch ron i sati on  message  wi th  
COT=3  to  i nd i cate  i ts  i n ternal  date  and  hou r sh i ft  immed iatel y  after  the  hou r  sh i ft  
o r  before  send i ng  subsequen t  ASDUs  wi th  short  t ime  tag  

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 4.  

I EC  60870-5-1 01 :2003,  7 . 4. 3   

P ICS,  9 . 5  

Type id and COT 
assignment: COT 
3 / ASDU 103  

The  t ime  l abel  i n  the  cl ock synch ron i zati on  message  from  the  Con tro l l ed  s tat i on  
represen ts  the  t ime  o f  occu rrence  (pl aus i bi l i ty  test)  

 P ICS,  9 . 5  

Type id and COT 
assignment: COT 
3 / ASDU 103  

The  val ues  o f  the  obj ect(s)  t ransferred  and  s tored  on  the  con tro l l i n g  s tat i on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on .   

 M  

The  tests  i n  th i s  Tabl e  are  performed  correctl y  by  each  ASDU  i n  the  P ICS  that  
supports  COT=3,  spon taneous  

I EC  60870-5-1 01 :2003,  9 . 5 ,  9 . 6  M  

5 . 4. 1 6 . 1 0  COMPATIBI LITY WITH   
OTHER TEST CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  
commun icat i on ”  have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  of  the  
test  cases  i n  th i s  tabl e  and  no  manual  i n terven ti on  was  requ i red  for  con ti nued  
normal  operati on   

 M  
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Table  1 7  – General  i nterrogation  function  conformance test  procedures  (1  of 5)  

No.  Test  Description  Reference  Requ i red  

5 . 4. 1 7. 1   General  i n terrogati on  – 

Ou tstat i on  i n terrogati on  

-  one  Log i cal  Remote  Un i t  
(LRU )  avai l abl e  i n  the  
con tro l l ed  s tat i on  -  

The  Con tro l l i ng  s tati on  sends  an  I n terrogati on  Command  (ASDU  1 00)  wi th  COT 
=  6 ,  C_IC_ACT,  to  the  Con tro l l ed  s tat i on  wi th  QOI=20  (stati on )  i f:  

–  the  con tro l l i ng  s tat i on  recei ves  an  ENDIN IT  message;  
– the  con tro l l i ng  s tat i on  observes  a  l oss  o f  l i nk and  the  l i nk i s  avai l abl e  agai n ;  
–  an  i n terrogati on  procedu re  i s  i n i t i ated  manual l y  (e . g .  by  the  operator)  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 22  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

The  Con tro l l ed  s tati on  m i rrors  the  I n terrogati on  Command  wi th  COT =  7 ,  
C_IC_ACTCON  to  the  Con tro l l i ng  s tati on  i f  the  Con tro l l ed  s tat i on  i s  ready to  
retu rn  the  i n terrogati on  i n formati on  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

The  Con tro l l ed  stati on  m i rrors  the  I n terrogati on  Command  wi th  COT =  7 ,  
C_IC_ACTCONneg  to  the  Con tro l l i ng  s tat i on  i f  the  Con tro l l ed  s tati on  i s  NOT 
ready to  retu rn  the  i n terrogati on  i n formati on .  I n  th i s  case,  the  Con tro l l i ng  s tati on  
may repeat  the  command  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

All Information Objects  that  are  part  o f  the  i n i t i ated  G I  wi th  that  QOI  are  sen t  
wi th  the  correspond i ng  COT (20-36)  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

The  Con tro l l ed  s tati on  sends  G I  data  i n  ASDUs  wi thou t  t ime  s tamp  I EC  60870-5-1 01 :2003,  7 . 4. 5  M  

The  Con tro l l ed  s tat i on  transm i ts  I n terrogated  process  i n formati on  data  o f  
the  same  Type,  COT and  pri ori ty  bu t  wi th  gaps  i n  thei r  add resses  as  a  Set 
of Information elements  (SQ:=0)  i n  one  s i ng l e  ASDU ,  f i l l ed  up  to  bu t  n ot  
exceed i ng  the  maximum  con fi g u red  ASDU  or APDU  l eng th  as  i n  the  P ICS.   

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

M  

The  Con tro l l ed  s tat i on  transm i ts  I n terrogated  process  i n formati on  data  o f  
the  same  type,  COT and  pri ori ty  and  wi th  sequen ti al  addresses  as  a  
Sequence of Information elements  (SQ:=1 )  i n  one  s i ng le  ASDU ,  f i l l ed  up  to  
bu t  not  exceed i ng  the  maximum  con fi gu red  ASDU  or  APDU  l eng th  as  i n  the  
P ICS.   

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

P IXIT 

The  con tro l l i ng  s tat i on  shal l  be  able  to  hand le  bo th  SQ=0  and  SQ=1  I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

M  

The  Con tro l l ed  s tat i on  sends  an  I n terrogat i on  Command  wi th  COT =  1 0 ,  
C_IC_ACTTERM,  to  the  Con tro l l i ng  s tati on  after  all configured G I  data  i s  sen t  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

G I  messages  con tai n  actual  s tatus  i n formati on .  Test  by  send i ng  an  even t  du ri ng  
the  G I  before  the  correspond i ng  G I  message.  The  val ue  i n  the  G I  shou ld  be  
u pdated .  Wi th  s i ng le  transfer,  bu ffered  t ime  tagged  even ts  are  transm i tted  from  
the  Con tro l l ed  s tati on  before  G I  data  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

I EC  60870-5-5: 1 995,  6 . 6  

M  

The  val ues  o f  the  ob j ect(s)  transferred  and  s tored  on  the  con tro l l i ng  s tat i on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on .   

 M  

The  tests  i n  th i s  tabl e  are  performed  correctl y  by  every ASDU  i n  the  P ICS  that  
supports  the  appl i cable  COT=20-36  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  

The  tests  i n  th i s  Tabl e  are  performed  correctl y  fo r  supported  General  
I n terrogati on  g roups:  The  Con tro l l i ng  stati on  sends  an  I n terrogati on  Command  
(ASDU  1 00)  wi th  COT =  6 ,  C_IC_ACT,  to  the  Con tro l l ed  s tat i on  wi th  QOI =21 . . . 36  
(g roup  1 . . . 1 6) .  

At  l east  3  g roups  need  to  be  tested  (un l ess  on l y  1  o r  2  g roups  are  supported ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 22  

P ICS,  9 . 6  

Station 
interrogation  
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Table  1 7  (2 of 5)  

No.  Test  Description  Reference  Requ i red  

NOTE:  The  fo l l owi ng  tests  are  on l y  requ i red  for   

-  systems  support i ng  more  than  one  Log i cal  Remote  Un i t  

-  systems  support i ng  the  broadcast  CASDU  address  wh i l e  on l y  supporti ng  one  Log i cal  Remote  Un i t.  

I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  functi onal i ty  above  descri bed  as  supported  i n  the  P IXIT.  

5 . 4 . 1 7. 1 0  General  
i n terrogati on  – 

Ou tstat i on  
i n terrogati on  

-  more  than  one  
Log i cal  Remote  
Un i t  (LRU )  
avai l abl e  i n  the  
con tro l l ed  s tati on  
-  

The  Con tro l l i ng  s tati on  sends  an  I n terrogati on  Command  (ASDU  1 00)  wi th  COT =  6 ,  
C_IC_ACT,  to  the  Con tro l l ed  s tat i on  wi th  QOI=20  (stati on )  wi th  CASDU  broadcast  address  
(FF  or  FFFF)  i f:  

–  the  con tro l l i ng  s tati on  recei ves  an  ENDIN IT  message;  
– the  con tro l l i ng  s tati on  observes  a  l oss  o f  l i nk and  the  l i nk i s  avai l abl e  agai n ;  
–  an  i n terrogati on  procedu re  i s  i n i t i ated  manual l y  (e . g .  by the  operator  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 22  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

Every LRU  m i rrors  the  I n terrogat i on  Command  wi th  COT =  7,  C_IC_ACTCON  to  the  
Con tro l l i ng  s tat i on ,  con tai n i ng  i ts  con fi gu red  CASDU  address  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

I t  may be  poss ibl e  that  one  or  more  LRU (s)  m i rrors  the  I n terrogati on  Command  wi th  COT =  
7 ,  C_IC_ACTCONneg  to  the  Con tro l l i ng  s tati on  (e . g .  i f  the  LRU(s)  i s  not  ready to  retu rn  the  
i n terrogated  i n formati on ) ,  con tai n i ng  i ts  con fi gu red  CASDU  address .  Then ,  the  con tro l l i ng  
s tati on  s tarts  the  normal  G I  procedu re  ( for  one  LRU  avai l able)  con tai n i ng  the  CASDU  
address  of  that/those  LRU(s)  and  f i n i shes  correctl y  the  G I  for  every LRU  as  descri bed  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

I t  may be  poss ibl e  that  one  or  more  LRU (s)  sends  an  ENDIN IT  to  the  Con tro l l i n g  s tati on  
du ri ng  o r  after  the  completi on  o f  the  f i rst  i n i t i ated  i n terrogati on  procedu re  ( i f  th e  LRU(s)  i s  
restarted ) ,  con tai n i ng  the  LRUs  con fi g u red  CASDU  address.  Then  the  con tro l l i ng  s tati on  
s tarts  the  normal  G I  procedu re  ( for  one  LRU  avai l ab le)  con tai n i ng  the  CASDU  address  o f  
that/those  LRU(s)  and  f i n i shes  correctl y  the  G I  for  every LRU  as  descri bed  

 P IXI T 

All Information Objects  th at  are  part  o f  the  i n i t i ated  G I  wi th  that  QOI  are  sen t  wi th  the  
correspond i ng  COT (20-36)  to  the  Con tro l l i n g  stati on  fo r  every LRU ,  con tai n i ng  i ts  
con fi gu red  CASDU  address  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

The  Con tro l l ed  s tati on  sends  G I  data  i n  ASDUs  wi thou t  t ime  s tamp  I EC  60870-5-1 01 :2003,  7 . 4. 5  M  

The  Con tro l l ed  s tat i on  transm i ts  I n terrogated  process  i n formati on  data  o f  the  same  
Type,  COT and  pri ori ty  bu t  wi th  g aps  i n  the i r  addresses  as  a  Set of Information 
elements  (SQ:=0)  i n  one  s i ng l e  ASDU ,  f i l l ed  u p  to  bu t  not  exceed i ng  the  maximum  
con fi gu red  ASDU  or  APDU  l eng th  as  i n  the  P ICS.   

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

M  

The  Con tro l l ed  s tat i on  transm i ts  I n terrogated  process  i n formati on  data  o f  the  same  
type,  COT and  pri ori ty  and  wi th  sequen ti al  add resses  as  a  Sequence of Information 
elements  (SQ:=1 )  i n  one  s i ng l e  ASDU ,  f i l l ed  u p  to  bu t  not  exceed i ng  the  maximum  
con fi gu red  ASDU  or  APDU  l eng th  as  i n  the  P ICS.   

I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

P IXI T 

The  con tro l l i ng  s tati on  shal l  be  able  to  hand l e  SQ=0  and  SQ=1  I EC  60870-5-3 : 1 992,  5 . 1 . 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 2 . 2  

M  

The  Con tro l l ed  s tat i on  sends  an  I n terrogati on  Command  wi th  COT =  1 0 ,  C_IC_ACTTERM,  
for  every LRU  to  the  Con tro l l i n g  s tati on  after  all configured G I  data  of  that  LRU  i s  sen t,  
con tai n i ng  i ts  con fi gu red  CASDU  address  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6 . 1  

M  

 

  



 IE
C
 T
S
 6
0
8
7
0
-5
-6
0
4
:2
0
1
6
 ©

 IE
C
 2
0
1
6
 

–
 6
5
 –
 

Table  1 7  (3 of 5)  

No.  Test  Description  Reference Requ i red  

  G I  messages  con tai n  actual  s tatus  i n formati on  (an  even t  before  the  
correspond i ng  G I  message  can  s tale  the  s tatus  i n  the  G I )  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-5: 1 995,  6 . 6  

M  

The  val ues  o f  the  object(s )  t ransferred  and  s tored  on  the  con tro l l i ng  s tati on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on .  The  val ues  o f  the  
ob j ect(s)  t ransferred  and  s tored  on  the  con tro l l i ng  s tat i on  shou l d  represen t  the  
actual  val ues  on  the  con tro l l ed  s tat i on  

 M  

The  tests  i n  th i s  table  are  performed  correctl y  by  every ASDU  i n  the  P ICS  that  
supports  the  appl i cable  COT=20-36  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  

The  tests  i n  th i s  Table  are  performed  correctl y  for  supported  General  
I n terrogat i on  g roups:  The  Con tro l l i ng  s tati on  sends  an  I n terrogati on  Command  
(ASDU  1 00)  wi th  COT =  6 ,  C_IC_ACT,  to  the  Con tro l l ed  s tati on  wi th  
QOI=21 . . . 36  (g roup  1 . . . 1 6)  wi th  CASDU  broadcast  add ress  (FF  or  FFFF) .  

At  l east  3  g roups  need  to  be  tested  (un l ess  on l y  1  o r  2  g roups  are  supported ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 22  

P ICS,  9 . 6  

Station 
interrogation  

NOTE  The  Con tro l l ed  stati on  shal l  fu l f i l  one  o f  the  fo l l owi ng  3  opti ons .  I f  the  Con tro l l i ng  s tat i on  supports  acti vati ng  a  new i n terrogati on  wh i l e  another i n terrogati on  i s  al ready 
runn i ng ,  then  the  Con tro l l i ng  s tat i on  shal l  be  able  to  hand l e  each  opti on .  

 General  i n terrogati on  – 

Re-acti vate  a  ru nn i ng  
Ou tstat i on  i n terrogati on  

Opt i on  1 :  the  runn i ng  G I  
con ti nues  

The  Con tro l l i ng  s tat i on  sends  an  I n terrogati on  Command  (ASDU  1 00)  wi th  COT 
=  6 ,  C_IC_ACT,  to  the  Con tro l l ed  s tati on  wi th  QOI=20  (stat i on )  or  21 . . 36  (g roup  
1 . . 1 6)   when  a  General  I n terrogat i on  i s  al ready runn i ng .  A  runn i ng  G I  means  
that  the  con tro l l i ng  s tat i on  has  not  recei ved  the  C_IC_TERM  after  i t  h as  sen t  a  
C_IC_ACT 

I EC  60870-5-1 01 :2003,  7 . 3 . 4. 1  P IXIT 

The  Con tro l l ed  s tat i on  m i rrors  the  I n terrogati on  Command  wi th  COT =  7,  
C_IC_ACTCONneg ,  to  the  Con tro l l i n g  s tat i on   

I EC  60870-5-1 01 :2003,  7 . 3 . 4. 1  

I EC  60870-5-1 01 :2003,  7 . 4 . 5  

P IXIT 

The  Con tro l l ed  s tat i on  con ti nues  the  al ready runn i ng  General  I n terrogati on  I EC  60870-5-1 01 :2003,  7 . 4 . 5  P IXIT 
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Table  1 7  (4 of 5)  

No.  Test  Description  Reference Requ i red  

 General  i n terrogati on  – 

Re-acti vate  a  runn i ng  
Ou tstat i on  i n terrogat i on  

Opti on  2 :  the  runn i ng  G I  
i s  s topped  and  the  
second  G I  i s  s tarted  

The  Con tro l l i ng  s tat i on  sends  an  I n terrogati on  Command  (ASDU  1 00)  wi th  COT 
=  6 ,  C_IC_ACT,  to  the  Con tro l l ed  s tat i on  wi th  QOI=20  (stati on )  o r  21 . . 36  (g roup  
1 . . 1 6 )  when  a  General  I n terrogat i on  i s  al ready runn i ng .  A  runn i ng  G I  means  that  
the  con tro l l i ng  s tati on  has  no t  recei ved  the  C_IC_ACTTERM  after  i t  has  sen t  a  
C_IC_ACT 

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

P ICS,  P ID  

P IXI T 

The  Con tro l l ed  s tati on  s tops  the  runn i ng  General  I n terrogati on  ( th i s  may be  
i nd i cated  by  the  Con tro l l ed  s tat i on  by send i ng  a  C_IC_ACTTERM  or  a  
C_IC_ACTCONneg )  and  m i rrors  the  I n terrogati on  Command  wi th  COT =  7,  
C_IC_ACTCON  to  the  Con tro l l i ng  stati on  

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

I EC  60870-5-1 01 ,  7 . 4 . 5  

P IXI T 

The  Con tro l l ed  s tati on  con ti nues  the  normal  General  I n terrogati on  procedure   I EC  60870-5-1 01 :2003,  7 . 4. 5  

P ICS,  P ID  

P IXI T 

 General  i n terrogati on  – 

Re-acti vate  a  runn i ng  
Ou tstat i on  i n terrogat i on  

Opti on  3 :  the  runn i ng  G I  
con ti nues  and  after  
acti vati on  term inati on  
(COT=1 0)  the  second  G I  
i s  s tarted .  

The  Con tro l l i ng  s tat i on  sends  an  I n terrogati on  Command  (ASDU  1 00)  wi th  COT 
=  6 ,  C_IC_ACT,  to  the  Con tro l l ed  s tati on  wi th  QOI=20  (stati on )  or  2 1 …  36  
(g roup  1 … 1 6)  when  a  General  I n terrogati on  i s  al ready runn i ng .  A  runn i ng  G I  
means  that  the  con tro l l i ng  s tat i on  has  not  recei ved  the  C_IC_TERM  after  i t  has  
sen t  a  C_IC_ACT 

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

P ICS,  P ID  

P IXI T 

The  Con tro l l ed  s tati on  con ti nues  the  runn i ng  General  I n terrogati on  and  m i rrors  
the  second  I n terrogat i on  Command  wi th  COT =  7,  C_IC_ACTCON  to  the  
Con tro l l i ng  s tati on .  

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

P IXI T 

The  Con tro l l ed  s tati on  con ti nues  wi th  the  f i rst  General  I n terrogati on  procedu re.  
After  act i vati on  term i nati on  (COT=1 0)  the  I n formati on  Objects  that  are  part  o f  
the  second  i n i t i ated  G I  are  sen t  wi th  the  correct  COT (20-36)  to  the  Con tro l l i ng  
s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 5  

P ICS,  P ID  

P IXI T 
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Table  1 7  (5 of 5)  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  General  i n terrogati on  Deacti vati on .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  General  i n terrogati on  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Type  i den ti f i cati on  and  cause  o f  transm iss i on  assi g nmen ts”,  co l umn  COT 8  and  9  fo r  ASDU  Type  1 00 .  

5 . 4. 1 7. 50  General  i n terrogati on  – 

Deacti vate  a  runn i ng  
Ou tstat i on  i n terrogat ion  

The  Con tro l l i ng  s tat i on  sends  an  I n terrogat ion  Command  wi th  COT =  8 ,  
C_IC_DEACT to  the  Con tro l l ed  s tati on  wi th  QOI=20  (s tati on )  or  21 . . 36  (g roup  
1 . . 1 6 )  

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

 P ICS,  P ID  

M  

The  Con tro l l ed  s tati on  sends  an  I n terrogat i on  Command  wi th  COT =  9 ,  
C_IC_DEACTCON  to  the  Con tro l l i ng  s tati on   

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

 P ICS,  P ID  

M  

No  fu rther  I n formati on  Objects  that  are  part  o f  the  G I  for  that  QOI  are  sen t  to  the  
Con tro l l i ng  s tati on .  No  I n terrogat i on  Command  wi th  COT =  1 0  (ACTTERM)  to  
the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 3 . 4 . 1  

 P ICS,  P ID  

M  

5 . 4. 1 7. 60  COMPATIBI LITY WITH   
OTHER TEST CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  
commun icati on ”  have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  of  the  
test  cases  i n  th i s  tab l e  and  no  manual  i n terven ti on  was  requ i red  for  con t i nued  
normal  operati on   

 M  
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Table  1 8  – Clock synchronisation  function  conformance test  procedures 

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owing  tests  are  on l y  requ i red  for  systems  support i ng  Cl ock synch ron i zati on .   

I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  C l ock synch ron i zati on  opti ons  marked  i n  the  P ICS:  

– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”  

– P ICS,  9 . 6 ,  sect i on  “C lock synch ron i zati on ”.  

5 . 4 . 1 8 . 1  C l ock 
synch ron i sati on  -
sequen ti al  
procedu re  

The  Con tro l l i ng  s tat i on  sends  a  C l ock Synch ron i sati on  message  (ASDU  1 03 )  wi th  COT =  
6 ,  C_CS_ACT,  to  the  Con tro l l ed  s tat i on  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

The  t ime  l abel  i n  the  c l ock synch ron izati on  message  from  the  Con tro l l i ng  s tati on  
represen ts  the  t ime  o f  occu rrence  (p laus i bi l i ty  test)  

 M  

The  Con tro l l ed  s tat i on  m i rrors  ASDU  1 03  wi th  COT=7,  C_CS_ACTCON ,  con tai n i ng  the  
local time minus the value of time correction i n  the  Con tro l l ed  s tat i on  before  i t  was  
ad j usted  back to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

Any even ts  wai t i n g  i n  the  Con tro l l ed  s tat i on  BEFORE  the  Time  Sync  arri ves  s t i l l  have  
the i r  previous,  u nad ju sted  t ime  tags  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

Even ts  occu rri ng  AFTER  the  Time  Sync  has  arri ved  i n  the  Con tro l l ed  s tat i on  u se  the  new,  
corrected  t ime  val ue  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

Even ts  occu rri ng  before  the  FIRST Time  Sync  arri ves  i n  the  Con tro l l ed  s tati on  after  a  
Reset  Process  or  Local  i n i t i al i sati on  have  the  I V  ( I nval i d )  b i t  i n  the  t ime  l abel  set  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

Even ts  occu rri ng  after  the  con fi gu red  cl ock accu racy i n terval  i n  the  Con tro l l ed  s tati on  has  
passed  wi thou t  a  Time  Sync  from  the  Con tro l l i ng  s tati on  have  the  IV  ( I nval i d )  b i t  i n  the  
t ime  l abel  set  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

The  c l ock synch ron i sati on  i s  execu ted  after  s tati on  i n i t i al i sat i on  and  at  con fi gu red  
i n terval s  

P ID  M  

5 . 4. 1 8 . 1 0  C l ock 
synch ron i sati on  – 

Change  the  cl ock 

The  Con tro l l i ng  s tat i on  i ncreases  i ts  i n ternal  t ime  one  day and  one  hou r  ahead  I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5: 1 995,  6 . 7  

M  

Sequen ti al  C l ock synch ron i sati on  procedu re  con ti nues  I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5 : 1 995,  6 . 7  

M  

Even ts  occu rri ng  AFTER the  Time  Sync  has  arri ved  i n  the  Con tro l l ed  s tat i on  u se  the  new,  
corrected  t ime  val ue  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5 : 1 995,  6 . 7  

M  

The  Con tro l l i ng  s tat i on  i ncreases  i ts  i n ternal  t ime  one  day and  one  hou r back.  I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5 : 1 995,  6 . 7  

M  

Sequen ti al  C l ock synch ron i sati on  procedu re  con ti nues  I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5 : 1 995,  6 . 7  

M  

Even ts  occu rri ng  AFTER the  Time  Sync  has  arri ved  i n  the  Con tro l l ed  s tat i on  u se  the  new,  
corrected  t ime  val ue  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-5 : 1 995,  6 . 7  

M  

5 . 4. 1 8. 1 5  C l ock 
synch ron i sati on  – 

Broadcast  

The  Con tro l l i n g  s tati on  sends  a  C l ock Synch ron i sati on  message  (ASDU  1 03)  wi th  COT =  
6 ,  C_CS_ACT and  wi th  the  Broadcast  CASDU ,  to  the  Con tro l l ed  s tati on .  The  Con tro l l ed  
s tati on  repl i es  wi th  i ts  own  CASDU(s)  

I EC  60870-5-1 04:2006,  7 . 6  

I EC  60870-5-1 01 ,  7 . 2 . 4  

I EC  60870-5-5 : 1 995,  6 . 7  

P IXI T 

5 . 4. 1 8. 20  COMPATIBI LITY 
WITH   OTHER 
TEST CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cat i on  o f  I EC  60870-5-1 04  commun icati on ”  have  
been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  tabl e  and  no  
manual  i n terven t i on  was  requ i red  for  con ti nued  normal  operat i on   

 M  
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Table  1 9  – Command  transmission  function  conformance test  procedures  (1  of 9)  

These  procedures  are  passed  on ly i f  the  mandatory procedures  and  test  cases  are  passed  for  every supported  ASDU  accord ing  to  the  P ICS.  The  
detai led  resu l t  shal l  be  reported  as  i n  5 . 6 .  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm iss i on  wi th  Se l ect  and  Execu te.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6 ,  “Sel ect  and  execu te  command”  and  “Sel ect  and  execu te  set  po i n t  command”.  

5 . 4. 1 9 . 1   Command  transm iss i on  – 
sequen ti al  procedu re:  

Se l ect  and  Execu te  

The  Con tro l l i ng  s tati on  sends  a  S i ng le ,  Doubl e,  Regu lati n g  s tep  or   Setpo i n t  
Command  message  ( l ook at  P ICS  9 . 5  “Process  i n formati on  i n  con tro l  d i recti on ”  
for  the  supported  ASDUs)  wi th  COT =  6 ,  C_SC/DC/SE/RC_ACT,  and  S/E=1  
(SELECT)  to  the  Con tro l l ed  s tat i on   

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCON ,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 1  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

M  

The  Con tro l l i ng  s tati on  sends  the  same  Command  message  wi th  COT=6,  
C_SC/DC/SE/RC_ACT,  and  S/E=0  (EXECUTE)  to  the  Con tro l l ed  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCON ,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 1  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  generates  an  even t  (RETURN_INF)  wi th  
COT=1 1 (RETURN_INF  caused  by  a  remote  command)  o r  COT=1 2  (RETURN_INF 
caused  by a  l ocal  command) ,  when  the  s tatus  of  the  (Process)  I n formati on  Object  
that  i s  associ ated  wi th  the  command  object  changes  as  a  resu l t  o f  the  command .   

The  con tro l l ed  s tati on  may send  the  RETURN_INF  wi th  COT=3,  1 1 ,  o r  1 2  after 
the  ACTTERM.  The  Con tro l l i ng  s tat i on  performs  an  overal l  check on  the  correct  
command  procedu re  and  correspond i ng  s tatus  change,  regard l ess  o f  the  o rder  i n  
wh i ch  they occu r.   

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P ICS,  9 . 6  
Type id and COT 
assignment:  
   COT 11/12 

The  Con tro l l ed  s tat i on  m i rrors  the  previ ous  Command  message  wi th  COT=1 0,  
C_SC/DC/SE/RC_ACTTERM  ( for  SE  i f  supported  as  i n  the  P ICS) ,  to  the  
Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P ICS,  9 . 6  
C_SE ACTTERM 
used 
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Table  1 9  (2 of 9)  

No.  Test  Description  Reference  Requ i red  

  Command  functi on  EXECUTE  after  SELECT shal l  be  recei ved  wi th i n  the  

con fi gu red  del ay i n  the  con tro l l ed  s tati on  

I EC  60870-5-5: 1 995,  6 . 8 . 1  M  

Command  execu ti on  i n  prog ress  shal l  be  completed  wi th  s tatus  change  and  

ACTTERM  ( for  SE  i f  supported  as  i n  the  P ICS)  wi th i n  the  con f i g u red  de lay  i n  the  

con tro l l i ng  s tat i on .   

The  con tro l l ed  s tati on  may send  the  RETURN_INF  wi th  COT=3,  1 1 ,  o r  1 2  after  

the  ACTTERM  i f  and  on l y  i f  the  Con tro l l i n g  s tat i on  performs  an  overal l  check on  

the  correct  command  procedu re  and  correspond i ng  s tatus  change,  regard l ess  o f  

the  order i n  wh i ch  they occu r 

 P ICS,  9 . 6  

Type id and COT 

assignment:  

   COT 3/11/12 

The  val ues  o f  the  obj ect(s )  transferred  and  s tored  on  the  con tro l l i ng  s tati on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on  

 M  

I f  the  SELECT message  from  the  Con tro l l i ng  s tat i on  i s  not  correctl y  m i rrored  by  

the  Con tro l l ed  s tat i on ,  then  the  Con tro l l i ng  s tat i on  does  not  proceed  wi th  send i ng  

the  EXECUTE  message  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 1  

M  

I f  the  EXECUTE  message  from  the  Con tro l l i ng  does  no t  con tai n  exact l y  the  same  

i n formati on  as  the  SELECT message,  then  the  Con tro l l ed  m i rrors  the  same  ASDU  

wi th  COT=7,  C_SC/DC/SE/RC_ACTCONneg  (Negati ve  ACTCON) ,  to  the  

Con tro l l i n g  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 1  

M  
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Table  1 9  (3 of 9)  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm iss i on  wi th  Se l ect  and  Execu te  and  wi th  Deacti vati on .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i rect i on ”  
– P ICS,  9 . 6  secti on  Command  transm iss i on ,  “Se l ect  and  execu te  command”,  “Se l ect  and  execu te  set  po i n t  command”  and  “Type  i d  and  COT ass i gnmen ts”:  co l umn  COT 8/9 .  

5.4.1 9.1 0  Command  transm i ss i on  – 
sequen ti al  procedu re:  

Se l ect  and  Deacti vati on   

The  Con tro l l i ng  s tati on  sends  a  S i ng l e,  Doubl e ,  Regu lati ng  s tep  o r  Setpoi n t  
Command  message   ( l ook at  P ICS  for  the  supported  ASDUs)   wi th  COT =  6 ,  
C_SC/DC/SE/RC_ACT,  and  S/E=1  (SELECT)  to  the  Con tro l l ed  s tati on   

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCON,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l i ng  s tat i on  sends  the  same  Command  message  wi th  COT=8,  
C_SC/DC/SE/RC_DEACT,  and  S/E=1  (SELECT)  to  the  Con tro l l ed  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=9,  
C_SC/DC/SE/RC_DEACTCON,  to  the  Con tro l l i n g  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

Both  the  Con tro l l i ng  and  Con tro l l ed  s tat i ons  have  deacti vated  the  Command  
transm iss i on  procedu re  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  val ue  o f  the  Object(s )  does  not  change  at  al l  du ri ng  th i s  command  
procedu re  

 M  
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Table  1 9  (4 of 9)  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm iss i on  wi th  D i rect  Execu te.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory  for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6  secti on  Command  transm i ss i on ,  “D i rect  command”  and  “D i rect  set  po i n t  command”.  

5 . 4 . 1 9 . 20  Command  transm i ss i on  – 
sequen ti al  procedu re:  

D i rect  Execu te  

The  Con tro l l i ng  s tat i on  sends  a  S i ng l e ,  Doubl e,  Regu lati n g  s tep,  Setpo i n t  or  
B i tstri n g  Command  message   ( l ook at  P ICS  for  the  supported  ASDUs)  wi th  COT =  
6 ,  C_SC/DC/SE/RC_ACT and  S/E=0  (EXECUTE)  to  the  Con tro l l ed  s tati on   

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

M  

  The  Con tro l l ed  s tat i on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCON ,  to  the  Con tro l l i ng  s tat i on   

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  generates  an  even t  (RETURN_INF)  wi th  COT=1 1  
(RETURN_INF caused  by  a  remote  command)  or  1 2  (RETURN_INF  caused  by a  
l ocal  command) ,  when  the  s tatu s  o f  the  (Process)  I n formati on  Object  that  i s  
associ ated  wi th  the  command  obj ect  changes  as  a  resu l t  o f  the  command .   

The  con tro l l ed  s tati on  may send  the  RETURN_INF  wi th  COT=3  (SPONT) ,  1 1  
(RETURN_INF caused  by  a  remote  command) ,  or  1 2  (RETURN_INF  caused  by  a  
l ocal  command)  after  th e  ACTTERM  i f  the  Con tro l l i ng  s tat i on  performs  an  overal l  
check on  the  correct  command  procedu re  and  correspond i ng  s tatus  change,  
regard less  of  the  order i n  wh ich  they occu r 

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P ICS,  9 . 6  
Type id and COT 
assignment:  
   COT 11/12 

The  Con tro l l ed  s tat i on  m i rrors  the  previ ous  Command  message  wi th  COT=1 0,  
C_SC/DC/SE/RC_ ACTTERM  ( for  SE  i f  supported  as  i n  the  P ICS) ,  to  the  
Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P ICS,  9 . 6  
C_SE_ACTTERM  
used  

Command  execu ti on  i n  prog ress  shal l  be  completed  wi th  s tatus  change  and  

ACTTERM  ( for  SE  i f  supported  as  i n  the  P ICS)  wi th i n  the  con fi gu red  de lay  i n  the  

con tro l l i ng  s tat i on .   

The  con tro l l ed  s tati on  may send  the  RETURN_INF  wi th  COT=3  (SPONT) ,  1 1  

(RETURN_INF caused  by  a  remote  command) ,  or  1 2  (RETURN_INF  caused  by  a  

l ocal  command)  after  th e  ACTTERM  i f  the  Con tro l l i ng  s tat i on  performs  an  overal l  

check on  the  correct  command  procedu re  and  correspond i ng  s tatus  change,  

regard less  of  the  order i n  wh ich  they occu r 

 P ICS,  9 . 6   
Type id and COT 
assignment:  
   COT 3/11/12 

The  val ues  o f  the  ob ject(s)  transferred  and  s tored  on  the  con tro l l i n g  s tati on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tat i on  

 M  

   

 



 IE
C
 T
S
 6
0
8
7
0
-5
-6
0
4
:2
0
1
6
 ©

 IE
C
 2
0
1
6
 

–
 7
3
 –
 

Table  1 9  (5 of 9)  

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owing  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm iss i on  wi th  Se l ect  and  Execu te.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6  secti on  Command  transm i ss i on ,  “Se l ect  and  execu te  command”  and  “Se lect  and  execu te  set  po i n t  command”.  

5 . 4. 1 9 . 30  Command  transm iss i on  – 
sequen ti al  procedu re:  

Se l ect  wi th  Negat i ve  
Con fi rmati on  by  Con tro l l ed  
s tat i on  (Abort)  

The  Con tro l l i ng  s tati on  sends  a  S i ng l e,  Doubl e,  Regu lati ng  s tep  or  Setpoi n t  
Command  message   ( l ook at  P ICS  for  the  supported  ASDUs)  wi th  COT =  6 ,  
C_SC/DC/SE/RC_ACT,  and  S/E=1  (SELECT)  to  the  Con tro l l ed  s tat i on  for  a  not  
con tro l l abl e  or  no t  exi s ti ng  I n formati on  object  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

 

M  
 

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCONneg  (Negati ve  ACTCON)  to  the  con tro l l i ng  s tat i on .  

I n  case  o f  a  not  exi st i ng  I n formati on  obj ect,  the  con tro l l ed  s tat i on  cou l d  i n s tead  
m i rror  the  same  ASDU  wi th  COT=47  (u nknown  I n formati on  Object  Add ress)  to  the  
Con tro l l i ng  s tati on  ( i f  supported  (see  P ICS  clause  8 . 5)  

I EC  60870-5-1 01 :2003,  7 . 4. 7   

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

I EC  60870-5-1 04:2006,  6  

M  

The  Con tro l l i ng  s tat i on  s tops  the  Command  functi on  wi th  an  i nd i cati on  at  u ser 
l eve l  

I EC  60870-5-1 01 :2003,  7 . 4 . 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P IXIT  

The  val ue  o f  the  Object(s )  does  not  change  at  al l  d u ri ng  th i s  command  
procedu re  

 M  

The  con tro l l ed  s tati on  does  not  accept  and  responds  wi th  a  P /N=1  i f  a  n ot  al l owed  
command  (e. g .  DCO=0  or  3 ;  RCO=0  or  3 )  i s  recei ved  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  
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Table  1 9  (6 of 9)  

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owing  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm iss i on  wi th  Se l ect  and  Execu te.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6  secti on  Command  transm i ss i on ,  “Se l ect  and  execu te  command”  and  “Se lect  and  execu te  set  po i n t  command”.  

5 . 4. 1 9 . 40  Command  transm iss i on  – 
sequen ti al  procedu re:  

Se l ect  wi th  Negat i ve  
Execu te  Con fi rmat i on  by 
Con tro l l ed  s tati on  i f  
Execu te  i s  recei ved  after  
con fi gu red  del ay i n  the  
con tro l l i n g  s tat i on  

The  Con tro l l i ng  s tati on  sends  a  S i ng le ,  Doubl e ,  Regu lat i ng  s tep  o r   Setpoi n t  
Command  message  ( l ook at  P ICS  for  the  supported  ASDUs)  wi th  COT =  6 ,  
C_SC/DC/SE/RC_ACT,  and  S/E=1  (SELECT)  to  the  Con tro l l ed  s tat i on   

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCON,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l i ng  s tat i on  sends  the  same  Command  message  wi th  COT=6,  
C_SC/DC/SE/RC_ACT,  and  S/E=0  (EXECUTE)  to  the  Con tro l l ed  s tat i on  AFTER  
the  con fi g u red  de l ay i n  the  con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

M  

The  Con tro l l ed  s tat i on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCONneg  (Negati ve  ACTCON)  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

M  

Al ternati ve l y,  the  Con tro l l ed  s tat i on  can  f i rs t  accept  the  command  wi th  a  Pos i t i ve  
ACTCON  and  then  send  a  Negat i ve  Term i nati on  by  m i rrori ng  the  previous  
Command  message  wi th  COT=1 0,  C_SC/DC/SE/RC_ ACTTERM  ( for  SE  i f  
supported  as  i n  the  P ICS)  and  P /N=1 ,  to  the  Con tro l l i n g  s tati on  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P IXIT 
P ICS,  9 . 6  
C_SE ACTTERM 
used 

The  Con tro l l i ng  s tat i on  s tops  the  Command  functi on  wi th  an  i nd i cati on  at  u ser 
l eve l  

I EC  60870-5-1 01 :2003,  7 . 4 . 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P IXIT  

The  val ue  o f  the  Object(s )  does  not  change  at  al l  d u ri ng  th i s  command  
procedu re  

 M  
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Table  1 9  (7 of 9)  

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm issi on  wi th  D i rect  Execu te .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory  for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6  secti on  Command  transm i ss i on ,  “D i rect  command”  and  “D i rect  set  po i n t  command”.  

5 . 4. 1 9 . 50  Command  transm i ss i on  – 
sequen ti al  procedu re:  

D i rect  Execu te  wi th  
Negati ve  Con fi rmat i on  by 
Con tro l l ed  s tati on  

The  Con tro l l i ng  s tati on  sends  a  S i ng l e,  Doubl e,  Regu lati ng  step,  Setpo i n t  o r  
B i ts tri ng  Command  message   ( l ook at  P ICS  for  the  supported  ASDUs)  wi th  COT 
=  6 ,  C_SC/DC/SE/RC_ACT,  and  S/E=0  (EXECUTE)  to  the  Con tro l l ed  s tati on  for  
a  not-con tro l l abl e  or  not  exi s ti ng  I n formati on  obj ect  

I EC  60870-5-1 01 :2003,  7 . 4 . 7  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

 P ICS,  P ID  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7,  
C_SC/DC/SE/RC_ACTCONneg  (Negati ve  ACTCON) ,  to  the  Con tro l l i ng  s tati on .  

I n  case  o f  a  not  exi st i ng  I n formati on  object,  the  con tro l l ed  s tati on  cou ld  i ns tead  
m i rror  the  same  ASDU  wi th  COT=47  (u nknown  I n formati on  Object  Address)  to  
the  Con tro l l i n g  s tat i on  ( i f  supported  (see  P ICS  cl ause  8 . 5)  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

I EC  60870-5-1 04:2006,  6  

M  

Al ternati ve l y,  i n  case  of  a  not-con tro l l abl e  I n formati on  obj ect,  the  Con tro l l ed  
s tati on  can  f i rs t  accept  the  command  wi th  a  Pos i t i ve  ACTCON  and  then  send  a  
Negati ve  Term inati on  by  m i rrori ng  the  previ ous  Command  message  wi th  
COT=1 0,  C_SC/DC/SE/RC_ ACTTERM  ( for  SE  i f  supported  as  i n  the  P ICS)  and  
P/N=1 ,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  P IXI T 
P ICS,  9 . 6  
C_SE ACTTERM 
used 

The  Con tro l l i ng  s tati on  s tops  the  Command  functi on  wi th  an  i n d i cati on  at  u ser  
l eve l  

I EC  60870-5-1 01 :2003,  7 . 4 . 7  

I EC  60870-5-5: 1 995,  6 . 8 . 1  

P IXIT  

The  Con tro l l ed  s tati on  does  NOT change  the  s tatus  o f  the  (Process)  I n formati on  
Object  that  i s  associ ated  wi th  the  command  obj ect  

 M  

The  val ue  of  the  Object(s )  does  not  change  at  al l  du ri ng  th i s  command  
procedu re  

 M  

The  con tro l l ed  s tat i on  does  not  accept  and  responds  wi th  a  P /N=1  i f  a  n ot  
al l owed  command  (e . g .  DCO=0  or  3 ;  RCO=0  or  3 )  i s  recei ved  

I EC  60870-5-1 01 :2003,  7 . 4. 7  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  

I EC  60870-5-5 : 1 995,  6 . 8 . 1  

M  
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Table  1 9  (8 of 9)  

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Command  transm issi on  wi th  t ime  tag .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory  for  systems  wi th  the  re l evan t  command  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Process  i n formati on  i n  con tro l  d i recti on ” .  

5 . 4 . 1 9 . 60  Command  transm i ss i on  
wi th  network de l ay 
supervi s i on  – sequen ti al  
procedu re:  

Command received WITHIN 
configured delay 

The  Con tro l l i ng  s tati on  sends  a  S i ng l e ,  Doubl e,  Regu lati ng  s tep,  Setpo i n t  or  
B i ts tri ng  Command  message  wi th  t ime  tag  ( l ook at  P ICS  for  the  supported  
ASDU ’s  wi th  t ime  tag  CP56Time2a)  con tai n i ng  the  t ime  o f  command  i n i t i at i on  to  
the  Con tro l l ed  s tati on   

I EC  60870-5-1 04:2006,  8  M  

The  t ime  l abel  i n  the  Command  message  from  the  Con tro l l i ng  s tat i on  represen ts  
the  t ime  o f  i n i t i at i on  (pl aus ibi l i ty  test)  

 M  

The  Con tro l l ed  s tati on  accepts  the  Command  message  i f  the  t ime  d i f ference  
between  t ime  tag  i n  the  Command  message  and  the  l ocal  t ime  i n  the  Con tro l l ed  
s tati on  i s  l ess  than  or  equal  to  the  con fi gu red  maximum  al l owable  de lay o f  
commands  

I EC  60870-5-1 04:2006,  8  

I EC  60870-5-1 04:2006,  9 . 6  

M  

After  accepti ng  the  command ,  normal  command  process i ng  con ti nues  (see  
above)  

I EC  60870-5-1 04:2006,  8  M  

5. 4. 1 9. 70  Command  transm i ss i on  
wi th  network de l ay 
supervi s i on  – sequen ti al  
procedu re:  

Command  recei ved  
AFTER con fi gu red  del ay 

 

The  Con tro l l i ng  s tati on  sends  a  S i ng le ,  Doubl e,  Regu lati ng  s tep,  Setpoi n t  o r  
B i ts tri ng  Command  message  wi th  t ime  tag  ( l ook at  P ICS  for  the  supported  
ASDU ’s  wi th  t ime  tag  CP56Time2a)  con tai n i ng  the  t ime  of  command  i n i t i at i on  to  
the  Con tro l l ed  s tati on   

I EC  60870-5-1 04:2006,  8  M  

The time label  in  the Command message from the Control l ing  station  represents the time 
of initiation  (plausibi l i ty test)  

 M  

The  Con tro l l ed  s tati on  accepts  the  Command  message  i f  the  t ime  d i fference  
between  t ime  tag  i n  the  Command  message  and  the  l ocal  t ime  i n  the  Con tro l l ed  
s tati on  exceeds  the  con f i gu red  maximum  al l owable  de lay  o f  commands  [and  
passes  i t  to  the  con tro l l ed  s tat i on  appl i cati on  to  i den ti fy  that  a  command  was  
recei ved  “ too  l ate”]  

I EC  60870-5-1 04:2006,  8  

I EC  60870-5-1 04:2006,  9 . 6  

 

M  

[After  accepti ng  the  command ,  NO  pro tocol  response  i s  retu rned  ( the  ASDU  I S  
NOT M IRRORED  wi th  COT=7,  C_SC/DC/SE/RC_ACTCON) ,  to  the  Con tro l l i n g  
s tati on ]  

I EC  60870-5-1 04:2006,  8  

 

M  

[NO command  process  i s  acti vated  i n  the  Con tro l l ed  s tati on  and  therefore  NO  
statu s  change  occu rs]  

I EC  60870-5-1 04:2006,  8  

 

M  

5. 4. 1 9. 75  Command  transm i ss i on  – 

Command  recei ved  wi th  
t ime  tag  i n  the  fu tu re  

The  Con tro l l ed  s tati on  behaves  i n  the  same  way as  descri bed  i n  test  case  
“Command  rece i ved  AFTER con fi gu red  de lay“  

I EC  60870-5-1 04:2006,  8  M  
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Table  1 9  (9 of 9)  

No.  Test  Description  Reference Requ i red  

5. 4. 1 9. 80  Command  transm i ssi on  – 

Test  for  al l  supported  
ASDU ’s  

The  tests  i n  th i s  table  are  performed  correctl y  by every  supported  ASDU  
accord i ng  to  the  P ICS.  Resu l ts  are  shown  i n  5 . 6  

 P ICS,  9 . 5  

Process info for 
control dir.  

5 . 4 . 1 9 . 85  Command  transm i ss i on  – 
Commands  wi th  o r  
wi thou t  t ime  tag  

E i ther  the  ASDUs  o f  the  set  <45>  –  <51 >  o r  o f  the  set  <58>  –  <64>  are  u sed  o r 
con fi gu red  at  the  same  t ime  

I EC  60870-5-1 04:2006,  9 . 5  P ICS,  9 . 5  

Process info for 
control dir.  

5 . 4 . 1 9 . 86  Command  transm i ss i on  – 
Command  recei ved  
du ri ng  G I  

Command  fu ncti on  du ri ng  a  runn i ng  general  i n terrogati on  i s  processed  and  
execu ted  wi thou t  wai t i n g  fo r  the  G I  to  f i n i sh .  Th i s  i s  performed  correctl y  by  
every supported  ASDU  accord i ng  to  the  P ICS.  I f  ASDUs  are  con fi gu rable  to  u se  
Se l ect  and  Execu te  or  D i rect  Execu te,  then  test  each  ASDU  at  once  (wi th  Se l ect  
and  Execu te  or D i rect  Execu te)  and  one  ASDU  wi th  bo th  Se l ect  and  Execu te  
and D i rect  Execu te.  

I EC  60870-5-5: 1 995,  5  

I EC  60870-5-1 01 :2003,  7 . 4  

P ICS,  9 . 5  

Process info for 
control dir.  

5 . 4 . 1 9 . 90  COMPATIBI LI TY WITH   
OTHER  TEST CASES  

Al l  o f  the  appl i cable  i tems  i n  5 . 3  “Veri f i cat i on  o f  I EC  60870-5-1 04  
commun icati on ”  have  been  revi ewed  wi thou t  any  error  du ri ng  execu ti on  of  the  
test  cases  i n  th i s  table  and  no  manual  i n terven ti on  was  requ i red  for  con ti nued  
normal  operati on   

 P ICS,  9 . 5  

Process info for 
control dir.  

 

Table  20  – Transmission  of  integrated  totals  (telecounting )  function  conformance test  procedures (1  of 4)  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Transm i ss i on  o f  i n teg rated  to tal s  u s i ng  Mode  A.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Transm iss i on  o f  i n teg rated  total s  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “System  i n formati on  i n  con tro l  d i rect i on ”  
– P ICS,  9 . 6  secti on  Transm iss i on  of  i n teg rated  to tal s ,  “Mode  A”.  

5 . 4 . 20 . 1   
Transm iss i on  of  
i n teg rated  to tal s  – 
sequen ti al  procedu re:  

Mode  A  – Local  freeze  
wi th  spon taneous  
transm iss i on  

The Control led station  sends a Counter value (look at PICS for the supported ASDUs)  as 
an  event with  COT = 3 (SPONT),  M_IT_SPONT,  and,  i f appl icable,  correct time tag  to the 
Control l ing  station  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5 : 1 995,  6 . 9 . 1  

M  

The  Coun ter  val ues  are  sen t  by  the  Con tro l l ed  s tati on  at  the  con f i gu red  i n terval s  I EC  60870-5-1 01 :2003,  7 . 4. 8  M  

The  Coun ter  val ue  i s  e i ther  the  l ocal l y  memori sed  i ncremen t  du ri ng  the  past  
i n terval  or  the  l ocal l y  frozen  i n teg rated  to tal  (memori sed  coun ter)  at  the  end  o f  
the  past  i n terval  (pl aus i bi l i ty  test)  

 M  

The  Sequence  number o f  the  transm i tted  Coun ter  val ue  (SQ)  changes  wi th  each  
coun ter  t ransm issi on  i n terval  (p l aus i bi l i ty  test)  

 M  

The  val ues  o f  the  obj ect(s)  t ransferred  and  s tored  on  the  con tro l l i n g  s tat i on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on   

 M  

The  tests  i n  th i s  tabl e  are  performed  correctl y  by  every M_I T ASDU  i n  the  P ICS  
that  supports  COT 3  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  
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Table  20  (2 of 4) 

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Transm i ss i on  o f  i n teg rated  to tal s  us i ng  Mode  B .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory  for  systems  wi th  the  re l evan t  Transm issi on  o f  i n teg rated  total s  opt i ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “System  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6  secti on  Transm iss i on  of  i n teg rated  to tal s ,  “Mode  B”.  

5.4.20.1 0  Transm iss i on  of  i n teg rated  
to tal s  – sequen t i al  
procedu re:  

Mode  B  – Local  freeze  
wi th  Coun ter  I n terrogati on  

The  Con tro l l i n g  s tati on  sends  a  Coun ter  i n terrogat i on  command  (ASDU  1 01 )  wi th  
COT=6,  C_CI_ACT,  FRZ=0  (no  freeze/reset)  and  RQT=1  (general )  to  the  
Con tro l l ed  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Con tro l l i ng  s tati on  sends  the  Coun ter  I n terrogati on  command  at  the  
con fi gu red  i n terval s  

 M  

The  Con tro l l ed  s tati on  m i rrors  the  coun ter  i n terrogati on  command  (ASDU  1 01 )  
wi th  COT=7,  C_CI_ACTCON,  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

Al l  Coun ter  I n formati on  Objects  that  are  part  o f  the  Coun ter I n terrogat ion  for  the  
requested  RQT are  sen t  wi th  the  correspond i ng  COT (37-41 )  to  the  Con tro l l i ng  
s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Coun ter  val ue  i s  e i ther  the  l ocal l y  memori sed  i ncremen t  du ri ng  the  past  
i n terval  o r  the  l ocal l y  frozen  i n teg rated  to tal  (memori sed  coun ter)  at  the  end  o f  
the  past  i n terval  (pl aus i b i l i ty  test)  

 M  

The  Sequence  number of  the  transm i tted  Coun ter  val ue  (SQ)  changes  wi th  each  
coun ter  transm iss i on  i n terval  (p l ausi bi l i ty  test)  

 M  

The  Con tro l l ed  s tati on  sends  the  same  Coun ter  i n terrogati on  command  i t  
rece i ved  (ASDU  1 01 )  wi th  COT =  1 0 ,  C_CI_ACTTERM,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  9 . 1  

M  

The  val ues  o f  the  obj ect(s )  t ransferred  and  s tored  on  the  con tro l l i ng  s tat i on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tat i on  

 P I XIT 

The  tests  i n  th i s  table  are  performed  correctl y  by every M_IT ASDU  i n  the  P ICS  
that  supports  COT 37-41  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  

 
 The  tests  i n  th i s  Tabl e  are  performed  correct l y  fo r  supported  Coun ter 

I n terrogati on  g roups:  The  Con tro l l i ng  s tati on  sends  a  Coun ter  I n terrogati on  
Command  (ASDU  1 01 )  wi th  COT =  6 ,  C_CI_ACT,  FRZ=0  (no  freeze/reset)  to  the  
Con tro l l ed  s tati on  wi th  RQT=1 . . . 4  (g roup  1 . . . 4) .  
At  l east  2  g roups  need  to  be  tested  (un l ess  on l y  1  g roup  i s  supported ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

P ICS,  9 . 6   
Transmission of 
integrated totals  

 
 I f  supported ,  the  Coun ter  i n terrogati on  command  shou l d  al so  be  tested  wi th  the  

Broadcast  CASDU  address .  The  Con tro l l ed  s tati on  shou l d  repl y  wi th  i ts  own  
CASDU(s)  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

P I XIT 
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Table  20  (3 of 4)  

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Transm i ss i on  o f  i n teg rated  to tal s  us i ng  Mode  C.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Transm iss i on  o f  i n teg rated  total s  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “System  i n formati on  i n  con tro l  d i recti on ”  
– P ICS,  9 . 6  secti on  Transm iss i on  of  i n teg rated  to tal s ,  “Mode  C”.  

5 . 4 . 20 . 20  Transm iss i on  of  
i n teg rated  to tal s  – 
sequen ti al  procedu re:  

Mode  C  – Remote  
i n i t i ated  freeze  wi th  
Coun ter  I n terrogati on  

The  Con tro l l i ng  s tat i on  sends  a  Coun ter  i n terrogati on  command  (ASDU  1 01 )  wi th  
COT=6,  C_CI_ACT,  FRZ=1 . . 3  ( freeze,  freeze  wi th  reset,  reset)  and  RQT=  (general )  
to  the  Con tro l l ed  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Freeze  Coun ter  i n terrogati on  command  i s  sen t  at  the  con fi gu red  i n terval   M  

The  Con tro l l ed  s tati on  sends  a  con fi rmati on  o f  the  same  coun ter  i n terrogati on  
command  i t  recei ved  (ASDU  1 01 )  wi th  COT=7,  C_CI_ACTCON ,  to  the  Con tro l l i n g  
s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Con tro l l ed  s tat i on  memori ses  the  coun ters  i n d i cated  i n  the  RQT fi e l d  wi thou t  
affecti ng  other  coun ter  val ues  o r  coun ters  pend i ng  fo r  t ransm iss i on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Con tro l l i ng  s tat i on  sends  a  Coun ter  i n terrogati on  command  (ASDU  1 01 )  wi th  
COT=6,  C_CI_ACT,  FRZ =0  (no  freeze/reset)  and  RQT=1 . . 5  to  the  Con tro l l ed  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Coun ter  I n terrogati on  command  i s  sen t  at  the  con fi gu red  i n terval s   M  

The  Con tro l l ed  s tati on  sends  a  con fi rmati on  o f  the  same  coun ter  i n terrogati on  
command  i t  rece i ved  (ASDU  1 01 )  wi th  COT=7  (ACTCON)  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

Al l  I n formati on  Objects  that  are  part  o f  the  Coun ter  I n terrogat i on  for  the  requested  
RQT are  sen t  wi th  the  correspond i ng  COT (37-41 )  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Coun ter  val ue  i s  e i ther  the  i ncremen t  or  the  i n teg rated  to tal  (memori sed  
coun ter)  that  was  memori sed  du ri ng  the  previ ous  Memori se  Coun ter  command  
(p l aus i bi l i ty  test)  

 M  

The  Sequence  number o f  the  transm i tted  Coun ter  val ue  (SQ)  changes  wi th  each  
coun ter  t ransm iss i on  i n terval  (p l aus i bi l i ty  test)  

 M  

The  Con tro l l ed  s tat i on  sends  the  same  Coun ter  i n terrogati on  command  i t  recei ved  
(ASDU  1 01 )  wi th  COT =  1 0 ,  C_CI_ACTTERM,  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  val ues  of  the  obj ect(s )  t ransferred  and  s tored  on  the  con tro l l i n g  s tati on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on  

 M  

The  tests  i n  th i s  tabl e  are  performed  correctl y  by every M_IT ASDU  i n  the  P ICS  that  
supports  COT 37-41  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  

  The  tests  i n  th i s  Tabl e  are  performed  correctl y  fo r  supported  Coun ter  I n terrogati on  
g roups:  The  Con tro l l i ng  stati on  sends  a  Coun ter  I n terrogati on  Command  (ASDU  1 01 )  
wi th  COT =  6 ,  C_CI_ACT,  FRZ=1  ( freeze)  to  the  Con tro l l ed  s tat i on  wi th  RQT=1 . . . 4  
(g roup  1 . . . 4) .  

At  l east  2  g roups  need  to  be  tested  (un l ess  on l y  1  g roup  i s  supported ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

P ICS,  9 . 6   
Transmission of 
integrated totals  

  The  tests  i n  th i s  Tabl e  are  performed  correctl y  for  each  supported  Coun ter  reset  
opt i on :  The  Con tro l l i ng  s tat i on  sends  a  Coun ter  I n terrogati on  Command  (ASDU  1 01 )  
wi th  COT =  6 ,  C_CI_ACT,  FRZ=2  or  3  ( freeze  wi th  reset  or  reset  on l y)  to  the  
Con tro l l ed  s tati on  wi th  RQT=5  (general ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5 : 1 995,  6 . 9 . 1  

P ICS,  9 . 6   
Transmission of 
integrated totals  

  I f  supported ,  the  Coun ter  i n terrogati on  command  shou l d  al so  be  tested  wi th  the  
Broadcast  CASDU  address .  The  Con tro l l ed  s tati on  shou l d  rep l y  wi th  i ts  own  
CASDU(s)  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5 : 1 995,  6 . 9 . 1  

P IXI T 
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Table  20  (4 of 4)  

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Transm i ss i on  o f  i n teg rated  to tal s  us i ng  Mode  D .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Transm iss i on  o f  i n teg rated  total s  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “System  i n formati on  i n  con tro l  d i rect i on ”  
– P ICS,  9 . 6  secti on  Transm iss i on  of  i n teg rated  to tal s ,  “Mode  D”.  

5 . 4 . 20 . 30  Transm iss i on  of  
i n teg rated  to tal s  – 
sequen ti al  procedu re:  

Mode  D  – Remote  
i n i t i ated  freeze  wi th  
spon taneous  
transm iss i on  

The  Con tro l l i ng  s tat i on  sends  a  Coun ter  i n terrogat i on  command  (ASDU  1 01 )  wi th  COT=6,  
C_CI_ACT,  FRZ=1 . . 3  ( freeze,  freeze  wi th  reset,  reset)  and  RQT=5  (general )  to  the  
Con tro l l ed  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Freeze  Coun ter  i n terrogati on  command  i s  sen t  at  the  con fi gu red  i n terval   M  

The  Con tro l l ed  s tati on  sends  a  con fi rmati on  o f  the  same  coun ter  i n terrogati on  command  i t  
recei ved  (ASDU  1 01 )  wi th  COT=7,  C_CI_ACTCON ,  to  the  Con tro l l i ng  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Con tro l l ed  s tati on  memori ses  the  coun ters  i nd i cated  i n  the  RQT f i e l d  wi thou t  affecti ng  
o ther  coun ter  val ues  or coun ters  pend i ng  for  transm iss i on  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Con tro l l ed  s tati on  sends  a  Coun ter  val ue  ( l ook at  P ICS  for  the  supported  ASDUs)  as  
an  even t  wi th  COT =  3  (SPONT) ,  M_IT_SPONT,  and ,  i f  appl i cable ,  correct  t ime  tag  to  the  
Con tro l l i ng  stati on  

Note:  The  o rder o f  send i ng  C_CI_ACTCON  and  M_IT_SPONT by the  Con tro l l ed  s tat i on  i s  
no t  re l evan t  and  shal l  not  be  tested  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Coun ter  val ues  are  sen t  by  the  Con tro l l ed  s tat i on  at  the  con f i gu red  i n terval s   M  

The  Coun ter  val ue  i s  e i ther  the  i n cremen t  or  the  i n teg rated  to tal  (memori sed  coun ter)  that  
was  memori sed  du ri ng  the  previous  Memori se  Coun ter  command  (pl aus ibi l i ty  test)  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  Sequence  number of  the  transm i tted  Coun ter  val ue  (SQ)  changes  wi th  each  coun ter  
transm iss i on  i n terval  (pl aus i bi l i ty  test)  

I EC  60870-5-1 01 :2003,  7 . 4 . 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

M  

The  val ues  o f  the  obj ect(s )  t ransferred  and  s tored  on  the  con tro l l i n g  s tati on  shou l d  
represen t  the  actual  val ues  on  the  con tro l l ed  s tat i on  

 M  

The  tests  i n  th i s  tabl e  are  performed  correctl y  by every  M_IT ASDU  i n  the  P ICS  that  
supports  COT 3  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  

The  tests  i n  th i s  Table  are  performed  correctl y  for  supported  Coun ter  I n terrogati on  g roups:  
The  Con tro l l i ng  s tati on  sends  a  Coun ter  I n terrogat i on  Command  (ASDU  1 01 )  wi th  COT =  
6 ,  C_CI_ACT,  FRZ=1  ( freeze)  to  the  Con tro l l ed  s tat i on  wi th  RQT=1 . . . 4  (g roup  1 . . . 4 ) .  

At  l east  2  g roups  need  to  be  tested  (u n l ess  on l y  1  g roup  i s  supported ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5: 1 995,  6 . 9 . 1  

P ICS,  9 . 6   
Transmission of 
integrated totals  

The  tests  i n  th i s  Tabl e  are  performed  correctl y  for  each  supported  Coun ter reset  opti on :  
The  Con tro l l i n g  s tati on  sends  a  Coun ter  I n terrogati on  Command  (ASDU  1 01 )  wi th  COT =  
6 ,  C_CI_ACT,  FRZ=2  or  3  ( freeze  wi th  reset  or  reset  on l y)  to  the  Con tro l l ed  s tat i on  wi th  
RQT=5  (general ) .  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5 : 1 995,  6 . 9 . 1  

P ICS,  9 . 6   
Transmission of 
integrated totals  

I f  supported ,  the  Coun ter  i n terrogat i on  command  shou l d  al so  be  tested  wi th  the  Broadcast  
CASDU  address .  The  Con tro l l ed  s tat i on  shou ld  repl y  wi th  i ts  own  CASDU(s)  

I EC  60870-5-1 01 :2003,  7 . 4. 8  

I EC  60870-5-5 : 1 995,  6 . 9 . 1  

P IXIT 

5 . 4. 20. 40  COMPATIBI LITY 
WITH   OTHER TEST 
CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cat i on  o f  I EC  60870-5-1 04  commun icati on ”  have  
been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  tabl e  and  no  
manual  i n terven t i on  was  requ i red  for  con ti nued  normal  operati on   

 P ICS,  9 . 5  
System info in 
control direction  
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Table  21  – Parameter load ing  function  conformance test  procedures 

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Parameter  l oad i ng .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Parameter l oad i ng  opti ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Parameter  i n  con tro l  d i rect i on ”  

5 . 4. 21 . 1   Parameter  l oad i ng  – 
sequen ti al  procedu re:  

Load  and  acti vate  
parameter 

The  Con tro l l i ng  s tat i on  sends  a  Parameter  command  ( l ook at  P ICS  for  the  
supported  ASDUs)  wi th  COT =  6  ACT to  the  Con tro l l ed  s tati on  

I EC  60870-5-5: 1 995,  6 . 1 0 . 1  M  

The  parameter i s  l oaded  and  wi l l  be  act i vated  immed iate l y  (after  check for  
feas i bi l i ty  and  acceptance  o f  be i ng  a  val i d  val ue)  

I EC  60870-5-5: 1 995,  6 . 1 0 . 1  

I EC  60870-5-1 01 :2003,  7 . 4. 9  

M  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU ,  wi th  COT=7_ACTCONpos,  to  the  
Con tro l l i ng  s tat i on ,  wh i ch  con tai n  the  actual  parameter  val ue  that  i s  i n  operati on .   

-  The  actual  val ue  i n  th i s  case  i s  the  “new”  val ue  and  no t  the  o l d  parameter  val ue !  

I EC  60870-5-5: 1 995,  6 . 1 0 . 1  

I EC  60870-5-1 01 :2003,  7 . 4. 9  

M  

The  actual  parameter val ue  i n  the  ACTCON  i s  equal  to  the  operati onal  parameter 
i n  the  con tro l l ed  s tat i on  (pl aus i bi l i ty  test)  

I EC  60870-5-1 01 :2003,  7 . 4. 9  
P ICS,  P ID  

M  

The  val ues  o f  the  obj ect(s )  t ransferred  and  s tored  on  the  con tro l l i ng  s tati on  
shou l d  represen t  the  actual  val ues  on  the  con tro l l ed  s tati on  

 M  

The  tests  i n  th i s  tabl e  are  performed  correctl y  by  every ASDU  i n  the  P ICS  that  
supports  the  appl i cabl e  COT  and  for  each  supported  parameter  (Threshol d ,  
smooth i ng  factor,  h i gh /l ow l im i t ) .  

Look at  P ICS  9 . 6  secti on  Parameter  l oad i ng  fo r  the  supported  parameters .  

I EC  60870-5-1 01 :2003,  8 . 5 ,  8 . 6  M  

5 . 4. 21 . 1 0  Parameter  l oad i ng  – 
sequen ti al  procedu re :  

Load  and  acti vate  
parameter wi th  Negati ve  
Con fi rmati on  by Con tro l l ed  
s tati on  

The  Con tro l l i ng  s tat i on  sends  a  Parameter command  ( l ook at  P ICS  for  the  
supported  ASDUs)  wi th  COT =  6  ACT to  the  Con tro l l ed  s tati on  

I EC  60870-5-5: 1 995 ,  6 . 1 0 . 1  P ICS,  9 . 6   
Parameter loading,  
supported 
parameters  

The  parameter i s  l oaded  bu t  CANNOT be  acti vated  immed iatel y  (after  check for 
feas i bi l i ty  and  acceptance  o f  be i ng  a  val i d  val ue)  

Negati ve  val ues  for  the  parameters  Th resho ld  val ue  and  Smooth i ng  factor  always  
are  consi dered  as  i nval i d  and  no t  acti vated .  

I f  a l l  val ues  for  the  supported  parameters  are  consi dered  val i d ,  then  th i s  test  can  
be  ski pped .  

I EC  60870-5-5: 1 995 ,  6 . 1 0 . 1  P ICS,  9 . 6   
Parameter loading,  
supported 
parameters  

The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  wi th  COT=7(ACTCONneg )  to  the  
Con tro l l i ng  s tati on ,  wh i ch  i nd i cates  that  the  parameter  cou l d  no t  be  l oaded  and/or 
acti vated .   

The  actual  val ue  i n  th i s  case  i s  the  “o l d ”  exi st i n g  val ue  and  no t  the  parameter that  
cou l d  not  be  act i vated !  

I EC  60870-5-5: 1 995 ,  6 . 1 0 . 1  

I EC  60870-5-1 01 :2003,  7 . 4 . 9  

P ICS,  9 . 6   
Parameter loading,  
supported 
parameters  

5 . 4 . 21 . 1 5  Parameter l oad i ng  – 
Parameter act i vati on  

The  Con tro l l ed  s tati on  wi l l  re j ect  any rece i ved  Parameter Acti vati on  command  
(ASDU  1 1 3)  wi th  QPA =  1  o r  2 .  The  Con tro l l ed  s tati on  m i rrors  the  same  ASDU  

wi th  P /N=<1 >  negati ve  (and  wi th  COT =  44,  i f  supported )  to  the  Con tro l l i ng  s tati on  

I EC  60870-5-1 01 :2003,  7 . 2 . 6 . 25  M  

5 . 4. 21 . 20  COMPATIBI LI TY WITH   
OTHER  TEST CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  commun icati on ”  
have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  
table  and  no  manual  i n terven ti on  was  requ i red  for  con ti nued  normal  operati on   

 M  
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Table  22  – Test  procedure  function  conformance test  procedures 

No.  Test  Description  Reference  Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Test  procedu re.   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  Test  procedu re  opti ons  marked  i n  the  PICS:  
– P ICS,  9 . 5 ,  “System  i n formati on  i n  con tro l  d i rect i on ”,  “Test  command”  
– P ICS,  9 . 6  secti on  Test  procedu re  

5 . 4. 22. 1   Test  procedu re  – 
sequen ti al  procedu re  

The  Primary s tati on  sends  a  Test  command  (ASDU  1 07)  wi th  COT =  6 ,  
C_TS_ACT,  to  the  Secondary s tat i on .  The  Primary s tati on  may choose  any 
val ue  of  TSC 

I EC  60870-5-1 04:2006,  8 . 8  

I EC  60870-5-1 01 :2003,  7 . 4. 1 0  

M  

The  Test  command  i s  sen t  at  the  con fi gu red  i n terval  peri od  P ID  P IXI T  

The  Secondary s tat i on  sends  the  same  Test  command  (ASDU  1 07)  wi th  COT =  
7,  C_TS_ACTCON,  to  the  Primary s tat i on .  The  TSC  i n  the  response  shal l  match  
the  request,  and  the  t ime  i n  the  response  shal l  al so  exactl y  match  the  t ime  i n  
the  request   

I EC  60870-5-1 04:2006,  8 . 8  

 I EC  60870-5-1 01 :2003,  7 . 4 . 1 0  
M  

M i smatch i ng  val ues  of  TSC  are  detected  by  the  Primary s tat i on  I EC  60870-5-1 04:2006,  8 . 8  

I EC  60870-5-1 01 :2003,  7 . 4. 1 0  

M  

5 . 4 . 22. 1 0  COMPATIBI LITY WITH   
OTHER TEST CASES  

Al l  o f  th e  appl i cable  i tems  i n  5 . 3  “Veri f i cat i on  o f  I EC  60870-5-1 04  
commun icati on ”  have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  of  
the  test  cases  i n  th i s  tabl e  and  no  manual  i n terven ti on  was  requ i red  for  
con ti nued  normal  operati on   

 M  
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Table  23  – Fi le  transfer procedure function  conformance test  procedures (1  of 3)  

No.  Test  Description  Reference Requ i red  

NOTE  The  fo l l owi ng  tests  are  on l y  requ i red  for  systems  support i ng  Fi l e  transfer  i n  mon i tor  d i recti on .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory  fo r  systems  wi th  the  re l evan t  F i l e  t ransfer  opt i ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Fi l e  t ransfer”  
– P ICS,  9 . 6  secti on  Fi l e  transfer,  F i l e  t ransfer  i n  mon i tor d i rect i on  

5 . 4. 23. 1   F i l e  transfer  procedu re  
(mon i tor  d i recti on )  – 
sequen ti al  procedu re  

The Control l ing  station  sends a cal l  directory command (ASDU 1 22)  with  COT = 5,  
F_SC_REQ,  to the Control led station  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

P ICS,  9 . 5  
Type id and COT 
assignments: 
ASDU 122-COT 5 
ASDU 126-COT 5  

The  Con tro l l ed  s tati on  sends  a  f i l e  d i rectory  (ASDU  1 26)  wi th  COT =  5 ,  F_DR_REQ,  
to  the  Con tro l l i ng  stati on  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

P ICS,  9 . 5  
Type id and COT 
assignments: 
ASDU 122-COT 5 
ASDU 126-COT 5  

The  Con tro l l i ng  s tati on  sends  a  se lect  f i l e  (ASDU  1 22)  wi th  COT =  1 3 ,  F_SC_FILE ,  to  
the  Con tro l l ed  s tati on ,  SCQ=1  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tat i on  sends  a  f i l e  ready  (ASDU  1 20)  wi th  COT =  1 3 ,  F_FR_FILE ,  to  
the  Con tro l l i ng  s tati on ,  FRQ=0  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i ng  s tati on  sends  a  cal l  f i l e  (ASDU  1 22)  wi th  COT =  1 3 ,  F_SC_FILE ,  to  
the  Con tro l l ed  s tati on ,  SCQ=2  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  a  secti on  ready  (ASDU  1 21 )  wi th  COT =  1 3 ,  
F_SR_FILE,  to  the  Con tro l l i ng  s tati on ,  SRQ=0  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i n g  s tati on  sends  a  cal l  secti on  (ASDU  1 22)  wi th  COT =  1 3 ,  F_SC_FILE ,  
to  the  Con tro l l ed  s tati on ,  SCQ=6  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  a  number  o f  segmen ts  (ASDU  1 25)  wi th  COT =  1 3 ,  
F_SG_FI LE,  to  the  Con tro l l i n g  s tat i on  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  a  l ast  segmen t  (ASDU  1 23)  wi th  COT =  1 3 ,  F_LS_FILE ,  
to  the  Con tro l l i ng  stati on ,  LSQ=3  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i ng  s tat i on  sends  an  acknowledge  secti on  (ASDU  1 24)  wi th  COT =  1 3 ,  
F_AF_FI LE,  to  the  Con tro l l ed  s tati on ,  AFQ=3.  On  negati ve  acknowledge  (AFQ=4)  the  
same  secti on  i s  t ransm i tted  agai n .  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  procedu re  from  ASDU  1 21  wi th  COT=1 3,  F_SR_FILE  (SRQ=0)  to  ASDU  1 24  wi th  
COT=1 3  (AFQ=3)  i s  repeated  for  al l  secti ons  i n  the  f i l e  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  a  l ast  secti on   (ASDU  1 23 )  wi th  COT =  1 3 ,  F_AF_FILE,  
to  the  Con tro l l i ng  stati on ,  LSQ=1  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  
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Table  23  (2 of 3)  

No.  Test  Description  Reference Requ i red  

  The  Con tro l l i ng  s tati on  sends  an  acknowledge  f i l e  (ASDU  1 24)  wi th  COT =  1 3 ,  
F_AF_FI LE,  to  the  Con tro l l ed  s tat i on ,  AFQ=1  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

Se l ect  a  speci fi c  secti on  (ASDU  1 22,  F_SC,  SCQ=5)  and  abort  secti on  (ASDU  1 22,  
F_SC,  SCQ=7)  are  supported  

P ID  P IXI T 

NOTE  The  fo l l owing  tests  are  on l y  requ i red  for  systems  support i ng  Fi l e  transfer i n  con tro l  d i recti on .   
I f  ‘M ’  i s  men ti oned ,  the  test  case  i s  mandatory for  systems  wi th  the  re l evan t  F i l e  transfer  opt i ons  marked  i n  the  P ICS:  
– P ICS,  9 . 5 ,  “Fi l e  transfer”  
– P ICS,  9 . 6  secti on  Fi l e  transfer,  F i l e  transfer i n  con tro l  d i rect i on  

5 . 4. 23 . 1 0  F i l e  transfer  procedu re  
(con tro l  d i recti on )  – 
sequen ti al  procedu re  

The  Con tro l l i ng  s tat i on  sends  a  f i l e  ready command  (ASDU  1 20)  wi th  COT =  1 3 ,  
F_FR_FILE ,  to  the  Con tro l l ed  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  a  cal l  f i l e  (ASDU  1 22)  wi th  COT =  1 3 ,  F_SC_FI LE,  to  
the  Con tro l l i ng  s tati on ,  SCQ=2  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i ng  s tat i on  sends  a  secti on  ready (ASDU  1 21 )  wi th  COT =  1 3 ,  
F_SR_FI LE,  to  the  Con tro l l ed  s tati on ,  SRQ=0  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  a  cal l  secti on   (ASDU  1 22)  wi th  COT =  1 3 ,  F_SC_FILE ,  
to  the  Con tro l l i ng  s tati on ,  SCQ=6  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i ng  s tati on  sends  a  number o f  segmen ts  (ASDU  1 25)  wi th  COT =  1 3 ,  
F_SG_FILE,  to  the  Con tro l l ed  s tati on  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i ng  s tat i on  sends  a  l ast  segmen t  (ASDU  1 23)  wi th  COT =  1 3 ,  F_LS_FILE ,  
to  the  Con tro l l ed  s tati on ,  LSQ=3  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tat i on  sends  an  acknowledge  secti on   (ASDU  1 24)  wi th  COT =  1 3 ,  
F_AF_FI LE,  to  the  Con tro l l i n g  s tati on ,  AFQ=3.  On  negati ve  acknowledge  (AFQ=4)  the  
same  secti on  i s  t ransm i tted  agai n  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  procedu re  from  ASDU  1 21  wi th  COT=1 3,  F_SR_FILE  (SRQ=0)  to  ASDU  1 24  wi th  
COT=1 3 ,  F_AF_FILE  (AFQ=3)  i s  repeated  for  al l  secti ons  i n  the  f i l e  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l i ng  s tati on  sends  a  l ast  secti on   (ASDU  1 23 )  wi th  COT =  1 3 ,  F_LS_FILE ,  
to  the  Con tro l l ed  s tati on ,  LSQ=1  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

The  Con tro l l ed  s tati on  sends  an  acknowledge  f i l e  (ASDU  1 24)  wi th  COT =  1 3 ,  
F_AF_FI LE,  to  the  Con tro l l i n g  s tat i on ,  AFQ=1  

I EC  60870-5-1 01 :2003,  7 . 4. 1 1  

I EC  60870-5-5: 1 995,  6 . 1 2  

M  

Se l ect  a  speci fi c  secti on  (ASDU  1 22 ,  F_SC,  SCQ=5)  and  abort  secti on  (ASDU  1 22,  
F_SC,  SCQ=7)  are  supported  

P ID  P IXI T 

ASDUs  sen t  or  rece i ved  wi th  the  no t  con fi gu red  or  not  appl i cabl e  IOA are  not  

accepted ,  i g nored  or  n egati ve l y  con fi rmed  wi th  COT=44  and  P/N=<1 >  n egati ve  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  
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Table  23  (3 of 3)  

No.  Test  Description  Reference Requ i red  

5. 4. 23 . 1 5  F i l e  transfer  procedu re  
– Query Log  

The  requesti ng  s tat i on  sends  a  Query Log  (ASDU  1 27)  wi th  COT =  1 3  (FI LE)  to  the  
recei vi ng  s tati on  

I EC  60870-5-1 04:2006,  8 . 9  P ICS,  9 . 5  

Type id and COT 
assignment: COT 
13 / ASDU 127 

The  rece i vi ng  s tat i on  se l ects  the  records  accord i ng  the  range  speci fi ed  i n  the  request  
and  s tarts  the  normal  f i l e  transfer  procedu re  

I EC  60870-5-1 04:2006,  8 . 9  P ICS,  9 . 5  

Type id and COT 
assignment: COT 
13 / ASDU 127 

These  tests  are  performed  correctl y  for  the  fo l l owi ng  combi nati ons  of  RangeStartTime  
and  RangeStopTime:  

– RangeStartTime:  Avai l abl e ,  RangeStopTime:  Avai l abl e  

– RangeStartTime:  0  (al l  zeros) ,  RangeStopTime:  Avai l abl e  

– RangeStartTime:  Avai l abl e ,  RangeStopTime:  0  (al l  zeros)  

– RangeStartTime:  0  (al l  zeros) ,  RangeStopTime:  0  (al l  zeros)  

I EC  60870-5-1 04:2006,  8 . 9  P ICS,  9 . 5  

Type id and COT 
assignment: COT 
13 / ASDU 127 

5 . 4 . 23. 20  COMPATIBI LI TY WITH   
OTHER  TEST CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  commun icati on ”  
have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  tabl e  
and  no  manual  i n terven ti on  was  requ i red  for  con t i nued  normal  operati on  

 P ICS,  9 . 6  
File transfer 
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Table  24  – Addi tional  conformance test  procedures 

No.  Test  Description  Reference Requ i red  

5. 4. 24. 1   Ou t  o f  servi ce  behavi ou r Behaviou r on  mai n  vo l tage  suppl y  i n terrupti ons  o f  the  Con tro l l ed  system .  System  i s  
abl e  to  s tart  au tomati cal l y  wi thou t  any manual  ass i s tance  

 M  

Behaviou r on  mai n  vo l tage  suppl y  i n terrupti ons  o f  the  Con tro l l i ng  system .  System  i s  
abl e  to  s tart  au tomati cal l y  wi thou t  any manual  ass i s tance  

 M  

Behaviou r on  d i sconnect i on  o f  the  phys i cal  commun i cati on  to  the  Con tro l l ed  
system .  System  i s  able  to  connect  au tomati cal l y  wi thou t  any manual  ass i s tance  

 M  

Behaviou r on  d i sconnect i on  o f  the  phys i cal  commun i cati on  to  the  Con tro l l i ng  
system .  System  i s  able  to  connect  au tomati cal l y  wi thou t  any manual  ass i s tance  

 M  

These  tests  are  performed  correctl y  i n  the  s i tuat i on  when  there  i s  no  acti ve  Basi c  
appl i cati on  functi on  and  when  there  i s  an  acti ve  Basi c  appl i cati on  functi on  ( for  
example  a  ru nn i ng  General  I n terrogati on ) .  

After  any connecti on  re-establ i shment,  u ncon fi rmed  messages  may be  transm i tted  
when  the  Start  procedu re  i s  completed ,  i f  requ i red  by  the  u ser  process.  

I EC  60870-5-1 04:2006,  5 . 3  M  

5.4.24.1 0  M i sce l l aneous  The  con tro l l ed  s tati on  responds  wi th  P /N=1 negat i ve  (wi th  COT =  44,  i f  supported )  i f  
a  BAF i s  not  impl emen ted  or  u sed  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  

The  con tro l l i ng  s tati on  detects  the  recei pt  o f  a  P /N=1  negati ve  and  (opti onal l y)  
shows  th i s  on  an  HM I  or  a  test  too l  

I EC  60870-5-1 01 :2003,  7 . 2 . 3  M  

5.4.24.20  Time  i nval i d  After  recei pt  o f  an  ASDU  wi th  t ime  s tamp  marked  i nval i d  ( IV=1 )  the  con tro l l i ng  
s tati on  immed iate l y  i n i t i ates  a  C l ock synch ron i sati on  procedu re  ( i f  supported )  after 
the  Cl ock synch ron i sati on  procedu re  has  been  completed  as  part  o f  the  
I n i t i al i sati on  procedu re  

I EC  60870-5-1 04:2006,  7 . 6   P IXI T 

5 . 4. 24. 30  COMPATIBI LITY WITH   
OTHER TEST CASES  

Al l  o f  the  appl i cabl e  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  commun icat i on ”  
have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  
tab le  and  no  manual  i n terven ti on  was  requ i red  for  con t i nued  normal  operati on  

 M  
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Table  25  – Negative  conformance test  procedures 

No.  Test  Description  Reference Requ i red  

5.4.25.1   TCP/IP  Connecti on  wi th  
u nknown  I P  address  

Establ i sh i ng  a  connecti on  by  the  con tro l l i ng  s tat i on  havi ng  an  I P  address  that  i s  not  
known  i n  the  con tro l l ed  s tati on  i s  not  poss i bl e  

 P IXIT 

5.4.25.2  Qual i ty  descri ptor  The  qual i ty  descri ptor  consi st  o f  f i ve  defi ned  qual i ty  b i ts  wh i ch  can  be  set  
i ndependen t l y  from  each  other  

 P IXIT 

5.4.25.3  Command  transm i ss i on  D i rect  Execu te  commands  sen t  to  an  obj ect  con fi gu red  as  Se l ect  before  Operate  
command  are  answered  wi th  ACT_CON_NEG  and  not  execu ted  by  the  con tro l l ed  
s tati on   

 P IXIT 

5 . 4. 25. 4   Summer t ime  – 

Summer t ime  b i t  i s  
taken  i n to  accoun t  when  
u s i ng  commands  and  
even ts  

Summer/Win tert ime  change  i ncl ud i ng  the  s i tuati on  that  one  s tat i on  i s  i n  wi n ter  t ime  
mode  and  one  s tati on  i s  i n  summer t ime  mode  i s  extens i vel y  tested  for  al l  
concern i ng  ASDU ’s  and  COT’s .  

Expected  resu l t :  

–  A  command  us i ng  summer t ime  b i t  shal l  be  used  to  e i ther  accept  o r  i g nore  the  
command  based  on  i ts  con fi gu red  acceptabl e  de l ay for  command  transm issi on  

– The  t ime  s tamp o f  an  even t  i s  recal cu l ated  and  the  summer t ime  bi t  i s  taken  i n to  
accoun t  to  defi ne  the  val i d  t ime  s tamp  for  the  recei vi ng  s tati on .  

For  al l  commands  and  even ts  as  i n  the  P ICS  the  fo l l owi ng  combinati ons  are  tested :  

– send i ng  s tati on  not  i n  summer t ime,  recei vi ng  s tati on  not  i n  summer t ime  

– send i ng  stati on  not  i n  summer t ime,  recei vi ng  s tati on  i n  summer t ime  

– send i ng  stati on  i n  summer t ime,  rece i vi ng  s tat i on  no t  i n  summer t ime  

– send i ng  s tati on  i n  summer t ime,  rece i vi ng  s tat i on  i n  summer t ime  

Examples:  

– A  command  sen t  wi th  SU -bi t  =1  ( i n  summer t ime)  and  t ime  1 5 :00:000  i s  execu ted  
by  the  DUT when  i ts  t ime  i s  1 4: 00:000  not  i n  summer t ime.  

– A  command  sen t  wi th  SU -bi t  =1  ( i n  summer t ime)  and  t ime  1 5 :00:000  i s  NOT 
execu ted  ( i g nored )  by  the  DUT when  i ts  t ime  i s  1 4:00 :000  i n  summer t ime   

 P IXIT 

5.4.25.50  COMPATIBI LITY WITH   
OTHER TEST CASES  

Al l  o f  the  appl i cable  i tems  i n  5 . 3  “Veri f i cati on  o f  I EC  60870-5-1 04  commun icati on ”  
have  been  revi ewed  wi thou t  any error  du ri ng  execu ti on  o f  the  test  cases  i n  th i s  
table  and  no  manual  i n terven ti on  was  requ i red  for  con ti nued  normal  operati on   

 M  
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Table  26  – PIXIT related  conformance test  procedures 

Th is  table  can  be  used  for speci fi c  PIXIT re lated  test  procedures.  I f  there  are  no  speci fi c  P IXIT re lated  test  cases  then  th i s  table  can  be  skipped .  

No.  Test  Description  Reference Requ i red  

5. 4. 26. 1   Functi on   P IXIT,  secti on    

5 . 4 . 26. 2    P IXIT,  secti on    

5 . 4 . 26. 3    P IXIT,  secti on    

5 . 4 . 26. 4    P IXIT,  secti on    

5 . 4 . 26. 50  Functi on   P IXIT,  secti on    

5 . 4 . 26. 51   P IXIT,  secti on    

5 . 4 . 26. 52   P IXIT,  secti on    

5 . 4 . 26. 53   P IXIT,  secti on    

5 . 4 . 26. 1 00  Functi on   P IXIT,  secti on    

5 . 4 . 26. 1 01   P IXIT,  secti on    

5 . 4 . 26. 1 02   P IXIT,  secti on    

5 . 4 . 26. 1 03   P IXIT,  secti on    

5 . 4 . 26. 1 50  Functi on   P IXIT,  secti on    

5 . 4 . 26. 1 51   P IXIT,  secti on    

5 . 4 . 26. 1 52   P IXIT,  secti on    

5 . 4 . 26. 1 53   P IXIT,  secti on    

 

5.5  Test  resu l ts  chart  

The  resu l ts  of  the  test  procedures  i n  5 . 2 ,  5 . 3 ,  and  5 .4  shal l  be  charted  i n  Table  27.  For  al l  con figu ration  setti ngs,  the  test  procedures  shou ld  be  
performed  un less  i nd icated  otherwise.  
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Table  27  – Test  resu l ts  chart  (1  of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of   
the  supported  confi guration  parameter  values  on  the  ri gh t  

Station  Type  Di rection  

  
√  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  
 
FAI L  i n d i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  
 
N . A.  i n d i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  
 
Empty i n d i cates  the  Test  Procedu re  was  no t  performed .  (There  shou l d  be  no  empty boxes  when   test i ng  i s  

complete)  
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System  defi n i t i on  5.2 . 1 . 1  Control l i ng  station  test  (Master)      

5.2 . 1 .2  Control l ed  station  test  (Slave)      

Frame  l eng th  5.2 . 1 .50  Maximum  l ength  L  (control  d i rection)      

5.2 . 1 .51  Maximum  l ength  L  (moni tor  d i rection )      

Common  Address  o f  
ASDU  

5.2 . 1 .70  Two (2)  octets  for  Common  Address  of  ASDU  (CASDU)      

I n formati on  Object  
Address  

5.2 . 1 .80  Three  (3)  octets  for  I n formation  Object  Address  (structured  or  unstructured)      

Cause  o f  Transm iss i on  5.2. 1 .90  Two (2)  octets  for  COT fi el d  (2nd  octet  i s  Orig inator  address)      

Tests  on  Transport  
Provi der Level  

5.3 .2. 1  IP  Frame     

5.3 .2.3  TCP  Frame     

5.3 .2. 1 0  CS1 04  Frame  Layout      

5.3 .2.20  CS1 04  I -Format  APDU      

5.3 .2.25  CS1 04  S-Format  APDU      

5.3 .2.30  CS1 04  U -Format  APDU      

5.3 .2.50  Transmission  Procedure      

5.3 .2.70  Transmission  Control  Using  START/STOP     

5.3 .2.90  Time  Out  I n tervals      
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Table  27  (2 of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of  the  supported  configuration  parameter  values  on  the  r igh t  Station  Type  Di rection  

 √  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  

N . A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou ld  be  no  empty boxes  when   test i ng  i s  complete)  

C
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Veri f i cati on  o f  
Data  Un i t  
I den ti f i er  

5.3.3 . 1  Type  Identi fi cation      

5.3.3 . 1 0  Cause  of  Transmission      

     

Veri fication  of 
ASDUs 

5.3.4. 1 0  ASDU  1  Sing le-point  I n formation      

5.3.4.30  ASDU  3  Doubl e-poin t  I n formation      

5.3.4.50  ASDU  5  Step-posi t ion  In formation      

5.3.4.70  ASDU  7  B i tstri ng  of  32  bi t      

5.3.4.90  ASDU  9  Measured  value,  normal ised  value      

5.3.4. 1 1 0  ASDU  1 1  Measured  value,  scaled  value      

5.3.4. 1 30  ASDU  1 3  Measured  value,  short  f l oating  poin t  number     

5.3.4. 1 50  ASDU  1 5  I n teg rated  Total s      

5.3.4. 1 70  ASDU  20  Packed  s ing le-point  i n formation  wi th  status  change  detection      

5.3.4. 1 90  ASDU  21  Measured  value,  normal ised  value  wi thou t  qual i ty descriptor      

5.3.4.21 0  ASDU  30  Sing le-poin t  i n formation  wi th  t ime  tag  CP56Time2a     

5.3.4.230  ASDU  31  Double-point  i n formation  wi th  t ime  tag  CP56Time2a      

5.3.4.250  ASDU  32  Step-posi ti on  i n formation  wi th  t ime-tag  CP56Time2a      

5.3.4.280  ASDU  33  B i tstring  of  32  bi t  wi th  t ime-tag  CP56Time2a     

5.3.4.31 0  ASDU  34  Measured  value,  normal ised  value  wi th  t ime-tag  CP56Time2a     

5.3.4.340  ASDU  35  Measured  value,  scaled  value  wi th  t ime-tag  CP56Time2a     

5.3.4.370  ASDU  36  Measured  value,  short  f l oating  poin t  number  wi th  t ime-tag  CP56Time2a     

5.3.4.400  ASDU  37  I n teg rated  total s  wi th  t ime  tag  CP56Time2a     

5.3.4.430  ASDU  38  Event  of  protection  equ ipment  wi th  t ime-tag  CP56Time2a      

5.3.4.460  ASDU  39  Packed  start  events  of  protection  equ ipment  wi th  t ime-tag  CP56Time2a     
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Table  27  (3 of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of   
the  supported  configuration  parameter  val ues  on  the  ri gh t  

Station  Type  Di rection  

 √  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  

N . A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou ld  be  no  empty boxes  when   test i ng  i s  complete)  
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 5.3.4.490  ASDU  40  Packet  ou tpu t  ci rcu i t  i n formation  of  protection  equ ipment  wi th  t ime  tag  CP56Time2a     

5.3.5 . 1  ASDU  45  Sing le  Command      

5.3.5 . 1 0  ASDU  46  Double  Command      

5.3.5 .20  ASDU  47  Regu lati ng  step  command      

5.3.5 .30  ASDU  48  Set  poin t  command ,  normal ised  value      

5.3.5 .40  ASDU  49  Set  poin t  command ,  scaled  value      

5.3.5 .50  ASDU  50  Set  poin t  command ,  short  f l oati ng  poin t  value      

5.3.5 .60  ASDU  51  B i tstring  of  32  bi ts      

5.3.5 .70  ASDU  58  Sing le  command  wi th  t ime  tag  CP56Time2a     

5.3.5 .90  ASDU  59  Double  command  wi th  t ime  tag  CP56Time2a     

5.3.5 . 1 1 0  ASDU  60  Regu lati ng  step  command  wi th  t ime  tag  CP56Time2a      

5.3.5 . 1 30  ASDU  61  Set  poin t  command ,  normal ised  value  wi th  t ime  tag  CP56Time2a      

5.3.5 . 1 50  ASDU  62  Set  poin t  command ,  scaled  value  wi th  t ime tag  CP56Time2a     

5.3.5 . 1 70  ASDU  63  Set  poin t  command ,  short  f l oati ng  poin t  value  wi th  t ime tag  CP56Time2a     

5.3.5 . 1 90  ASDU  64  B i tstring  of  32  bi ts  wi th  t ime tag  CP56Time2a     

5.3.6. 1   ASDU  70  End  of  I n i t i al i sation      

5.3.7. 1   ASDU  1 00  I n terrogation  command      

5.3.7. 1 0   ASDU  1 01  Counter  i n terrogation  command      

5.3.7.20   ASDU  1 02  Read  command      

5.3.7.30   ASDU  1 03  Clock synchron isation  command      

5.3.7.60   ASDU  1 05  Reset  process  command      

5.3.7.70   ASDU  1 07  Test  command  wi th  t ime  tag  CP56Time2a     

5.3.8. 1   ASDU  1 1 0  Parameter  of  measured  value,  normal i sed  value      
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Table  27  (4 of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of  
 the  supported  configuration  parameter  values  on  the  ri gh t  

Station  Type  Di rection  

 √  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  

N . A.  i nd i cates  that  con fi gu rati on  val ue  i s  no t  supported  by  the  devi ce .  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou ld  be  no  empty boxes  when   test i ng  i s  complete)  
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 5.3.8. 1 0   ASDU  1 1 1  Parameter  of  measured  values,  scaled  value      

5.3.8.20   ASDU  1 1 2  Parameter  of  measured  values,  short  f l oating  point  number      

5.3.8.30   ASDU  1 1 3  Parameter  acti vat ion      

5.3.9 . 1   ASDU  1 20  Fi l e  ready     

5.3.9 . 1 0   ASDU  1 21  Section  ready     

5.3.9 .30   ASDU  1 22  Cal l  d i rectory,  select  fi l e,  cal l  f i l e ,  cal l  section      

5.3.9 .40   ASDU  1 23  Last  section ,  l ast  segment      

5.3.9 .50   ASDU  1 24  ACK fi l e,  ACK section      

5.3.9 .60   ASDU  1 25  Segment      

5.3.9 .70   ASDU  1 26  Di rectory     

Data  Un i t  
I den ti f i er  

5.4. 1 0. 1  Type  Identi fi cation      

5.4. 1 0.5  Cause  Of  Transmission      

5.4. 1 0. 1 0  Common  Address  of  ASDU      

I n formati on  
obj ect  address  

5.4. 1 1 . 1  Object  Address      

S tati on  
i n i t i al i sati on  
functi on    

5.4. 1 2. 1  Local  I n i t ial i sation  of  the  Control l i ng  stati on :  (re-)boot      

5.4. 1 2. 1 0  Local  i n i t ia l i sation  of  the  Control l ed  station :  (re-)boot      

5.4. 1 2.20  Remote  i n i t i al isation  of  the  Control l ed  stati on      

5.4. 1 2.21  Reset  of  pend ing  i n formation  wi th  t ime tag  of  the  event  bu ffer      

5.4. 1 2.30  Re-establ i sh ing  a  l ost  Started  connection  between  the  Control l i ng  and  the  Control l ed  station  when  no  
other  connections  are  avai l able  

    

5.4. 1 2.40  Compatibi l i ty Wi th  Other  Test  Cases      
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Table  27  (5 of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of   
the  supported  configuration  parameter  val ues  on  the  ri gh t  

Station  Type  Di rection  

 √  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  

N . A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou ld  be  no  empty boxes  when   test i ng  i s  complete)  C
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Redundan t  Li nk  5.4. 1 3. 1  Period ic  check of  ALL  redundant  connections      

5.4. 1 3. 1 0  Re-establ i sh ing  a  l ost  Started  connection  between  the  Control l i ng  and  the  Control l ed  station  when  
redundant  connections  are  avai l able:  (au tomati c  swi tch -over)  

    

5.4. 1 3.20  Re-establ i sh ing  a  l ost  redundant  connection  between  the  Control l i ng  and  the  Control l ed  station      

5.4. 1 3.30  Manual  swi tch ing  over  the  Started  connection  to  another  redundant  Stopped  connection :  (manual  
swi tch -over)  

    

Cycl ic data 
transmission  
function  

5.4. 1 4. 1  Cycl i c  data  transmission  and  Background  Scan  – sequential  procedure      

5.4. 1 4. 1 0  Compatibi l i ty Wi th  Other  Test  Cases      

Data  acqu i s i t i on  
th rough  Read  
functi on  

5.4. 1 5. 1  Data  acqu isi t ion  th rough  Read  – sequential  procedure     

5.4. 1 5. 1 0  Compatibi l i ty Wi th  Other  Test  Cases      

Acqu i s i t i on  o f  
even ts  functi on  

5.4. 1 6. 1  Acqu isi t ion  of  events  –sequential  procedure     

5.4. 1 6. 1 0  Compatibi l i ty Wi th  Other  Test  Cases      

General  
i n terrogati on  
functi on   

5.4. 1 7. 1  Ou tstation  i n terrogation  – one  Log ical  Remote  Un i t  (LRU)  avai l able  i n  the  control led  station  -      

5.4. 1 7. 1 0  Ou tstation  i n terrogation  – more  than  one  Log ical  Remote  Un i t  (LRU)  avai l able  i n  the  control l ed  station  -      

5.4. 1 7.20  Re-acti vate  a  runn ing  Ou tstation  i n terrogation  –  
Option  1 :  the  runn ing  G I  continues.  

    

5.4. 1 7.30  Re-acti vate  a  runn ing  Ou tstation  i n terrogation  
Option  2:  the  runn ing  G I  i s  stopped  and  the  second  G I  i s  started  

    

5.4. 1 7.40  Re-acti vate  a  runn ing  Ou tstation  i n terrogation  
Option  3:  the  runn ing  G I  continues  and  after  acti vation  termination  (COT=1 0)  the  second  G I  i s  started .  

    

5.4. 1 7.50  Deacti vate  a  runn ing  Outstation  i n terrogation      

5.4. 1 7.60  Compatibi l i ty Wi th  Other  Test  Cases      
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Table  27  (6 of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of   
the  supported  configuration  parameter  val ues  on  the  ri gh t  

Station  Type  Di rection  

 √  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  

N . A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou ld  be  no  empty boxes  when   test i ng  i s  complete)  
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C l ock 
synch ron i sat i on  
functi on  

5.4. 1 8. 1  Clock synchron isation  –sequenti al  procedure      

5.4. 1 8. 1 0  Clock synchron isation  – Change  the  c lock     

5.4. 1 8. 1 5  Clock synchron isation  – Broadcast      

5.4. 1 8.20  Compatibi l i ty Wi th  Other  Test  Cases      

Command  
transm iss i on  
functi on  

5.4. 1 9. 1  Select  and  Execute      

5.4. 1 9. 1 0  Select  and  Deacti vation       

5.4. 1 9.20  Di rect  Execute      

5.4. 1 9.30  Select  wi th  Negati ve  Confi rmation  by Con trol l ed  station  (Abort)      

5.4. 1 9.40  Select  wi th  Negati ve  Execute  Confi rmation  by Control l ed  station  i f  Execute  i s  recei ved  after  
configured  delay i n  the  control l i ng  station  

    

5.4. 1 9.50  Di rect  Execute  wi th  Negati ve  Confi rmation  by Control l ed  station      

5.4. 1 9.60  Command  transmission  wi th  network delay supervision  – sequential  procedure:Command  received  
WITHIN  confi gured  delay 

    

5.4. 1 9.70  Command  transmission  wi th  network delay supervision  – sequential  procedure:Command  received  
AFTER  confi gured  delay 

    

5.4. 1 9.75  Command  transmission  – Command  received  wi th  t ime  tag  i n  the  fu ture      

5.4. 1 9.80  Test  for  al l  supported  ASDU ’s      

5.4. 1 9.85  Command  transmission  – Commands  wi th  or  wi thou t  t ime  tag      

5.4. 1 9.86  Command  transmission  – Command  received  during  G I      

5.4. 1 9.90  Compatibi l i ty Wi th  Other  Test  Cases      

Transm iss i on  o f  
i n teg rated  to tal s  
( te l ecoun ti ng )  
functi on  

5.4.20. 1  Mode  A – Local  freeze  wi th  spontaneous  transmission      

5.4.20. 1 0  Mode  B  – Local  freeze  wi th  Counter  I n terrogation      

5.4.20.20  Mode  C  – Remote  i n i t i ated  freeze  wi th  Counter  I n terrogation      

5.4.20.30  Mode  D  – Remote  i n i t i ated  freeze  wi th  spontaneous  transmission      

5.4.20.40  Compatibi l i ty Wi th  Other  Test  Cases      

Parameter  
l oad i ng  functi on  

5.4.21 . 1  Load  and  activate  parameter      

5.4.21 . 1 0  Load  and  activate  parameter  wi th  Negative  Confi rmation  by Control l ed  station      

5.4.21 . 1 5  Parameter  activation      

5.4.21 .20  Compatibi l i ty Wi th  Other  Test  Cases      
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Table  27  (7 of 7)  

 Record  the  conformance  test  procedure  resu l t  for  each  of   
the  supported  configuration  parameter  val ues  on  the  ri gh t  

Station  Type  Di rection  

 √  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  fo r  at  l east  one  o f  the  Test  Cases.  

N . A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou ld  be  no  empty boxes  when   test i ng  i s  complete)  
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Test  procedu re  
functi on  

5.4.22. 1  Test  procedure  – sequential  procedure      

5.4.22. 1 0  Compatibi l i ty Wi th  Other  Test  Cases      

F i l e  t ransfer  
procedu re  
functi on  

5.4.23. 1  Fi l e  transfer  procedure  (moni tor  d i rection)  – sequential  procedure     

5.4.23. 1 0  Fi l e  transfer  procedure  (control  d i rection)  – sequential  procedure      

5.4.23. 1 5  Fi l e  transfer  procedure  – Query l og      

5.4.23.20  Compatibi l i ty Wi th  Other  Test  Cases      

Add i t i onal  
Con formance  
Test  
Procedu res  

5.4.24. 1  Ou t  of  service  behaviour      

5.4.24. 1 0  M iscel l aneous      

5.4.24.20  Time  i nval id      

5.4.24.30  Compatibi l i ty Wi th  Other  Test  Cases      

N egati ve  
Con formance  
Test  
Procedu res  

5.4. 1 5. 1  Negati ve  tests      

5.4.25.50  Compatibi l i ty Wi th  Other  Test  Cases      

P I XIT re lated  
Con formance  
Test  
Procedu res  

5.4.26. 1  Function:      

5.4.26.50  Function:      

5.4.26. 1 00  Function:      

 

5.6  Test  resu l ts  of  command  transmission  

5.6.1  General  

Tables  28  to  31  provide  an  example  of  the  detai led  resu l ts  requ i red  by the  test  procedures  speci fied  i n  Table  1 9 .  
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5.6.2  Test  resu l ts  of  sing le  command  transmission  

Table  28  – Test  resu l ts  of  sing le  command  transmission  (1  of 3)  

Test  resu l ts  of  the  S i ng l e  command  (SCO)  

√  i nd i cates  the  Test  Procedure  PASSED for  that  con fi gu rati on  value.  

FAI L i nd i cates  Test  Procedure  fai l ed  for at  l east  one  of  the  Test  Cases.  

N .A.  i nd i cates  that  con fi gu rati on  value  i s  not  supported  by the  device  

Empty i nd i cates  the  Test  Procedure  was  not  performed.  (There  shou ld  be  no  
empty boxes  when   test i ng  i s  complete) .  

Detai l ed  i n formation  on  enclosu res  per Command  type.  

The  datal i nk servi ces  are  not  shown  i n  the  detai l s,  on l y the  command  ASDUs.  

Each  IOA cou ld  be  confi gu red  S/E  or  on ly E .  

S+E  on /off  =  Select  and  Execu te  command  on /off  

S+D  =  Select  and  Deactivate  command  on /off  

E  on /off  =  D i rect  Execu te  command  on/off  

ACTCONpos=Posi t i ve  Acti vati on  Confi rmation  

ACTCONneg=Negative  Acti vati on  Confi rmation  

DEACTCONpos=Deacti vation  Con fi rmation  posi t i ve  

ACTTERM=Acti vati on  Term inati on  

I f  ACTTERM  i s  stated  i n  row ‘message  from  the  RTU ’ ,  ACTCONpos  wi th  
S/E=0  execu te  has  been  received  before.  

I n  the  case  of  a  S+E  command  al so  ACTCONpos  wi th  S/E=1  se lect  has  been  
received  before  the  ACT wi th  S/E=0!  

NOTE  Th i s  tab l e  shows  the  on l y  correct  behavi ou r.  Other behavi ou r means  the  test  
fai l ed !  

ASDU  type  =  45  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=0  (no  add .  def. )        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r  after 
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

S tatus  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

S tatus  change  process  I f  avai l ab le  I f  avai l able  No  No  I f  avai l able  I f  avai l ab le  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l abl e  
(Y/N )?  
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Table  28  (2 of 3)  

ASDU  type  =  45  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=1  (short  pu l se)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r  after  
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E   E   

S tatus  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  
Process  

I f  avai l able  I f  avai l able  No  No  I f  avai l ab le  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l able  
(Y/N )  ?  

      

ASDU  type  =  45  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=2  ( l ong  pu l se)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r  after  
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai l able  No  No  I f  avai l ab le  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l able  
(Y/N )  ?  
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Table  28  (3 of 3)  

ASDU  type  =  45  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=3  (pers i sten t)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r after 
Se l ect/Execu te  

E  E  S  or  E  S  o r  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai l able  No  No  I f  avai l able  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l abl e  (Y/N )?        

 

General  remarks   
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5.6.3  Test  resu l ts  of  double  command  transmission  

Table  29  – Test  resu l ts  of  double  command  transmission  (1  of 3)  

Test  resu l ts  of  the  Doubl e  command  (DCO)  

√  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi gu rati on  val ue .  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases.  

N .A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou l d  be  no  empty 
boxes  when   testi ng  i s  complete) .  

Detai l ed  i n formati on  on  encl osu res  per  Command  type.  

The  datal i nk servi ces  are  not  shown  i n  the  detai l s ,  on l y  the  command  ASDUs.  

Each  IOA cou ld  be  con fi gu red  S/E  or  on l y  E .  

S+E  on /off  =  Se l ect  and  Execu te  command  on /off  

S+D  =  Se l ect  and  Deacti vate  command  on /off  

E  on /off  =  D i rect  Execu te  command  on /off  

ACTCONpos=Posi t i ve  Acti vati on  Con fi rmat i on  

ACTCONneg=Negati ve  Acti vati on  Con fi rmati on  

DEACTCONpos=Deacti vati on  Con fi rmati on  posi t i ve  

ACTTERM=Acti vati on  Term i nat i on  

I f  ACTTERM  i s  s tated  i n  row ‘message  from  the  RTU ’ ,  ACTCONpos  wi th  S/E=0  execu te  
has  been  rece i ved  before.  

I n  the  case  o f  a  S+E  command  al so  ACTCONpos  wi th  S/E=1  se l ect  has  been  recei ved  
before  the  ACT wi th  S/E=0 !  

NOTE  Th i s  tabl e  shows  the  on l y  correct  behavi ou r.  Other  behavi ou r means  the  test  
fai l ed !  

ASDU  type  =  46  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=0  (no  add .  def. )        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r  after  
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai l able  No  No  I f  avai l ab le  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l able  
(Y/N )?  
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Table  29  (2 of 3)  

ASDU  type  =  46  S+E  on  S+E  o ff  S+D  on  S+D  off  Eon  Eoff  

QU=1  (short pulse)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r after 
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai lable  No  No  I f  avai l able  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Result       

Log  f i l e  avai l abl e  
(Y/N )  ?  

      

       

ASDU  type  =  46  S+E  on  S+E  o ff  S+D  on  S+D  off  Eon  Eoff  

QU=2 (long  pulse)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r after 
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai lable  No  No  I f  avai l able  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l abl e  
(Y/N )  ?  
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Table  29  (3 of 3)  

ASDU  type  =  46  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=3  (pers i sten t)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r after 
Se l ect/Execu te  

E  E  S  or  E  S  o r  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai l able  No  No  I f  avai l able  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l abl e  (Y/N )?        

 

General  remarks:   
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5.6.4  Test  resu l ts  of  regu lating  step  command  transmission  

Table  30  – Test  resu l ts  of  regu lating  step  command  transmission  (1  of 3)  

Test  resu l ts  of  the  Regu lat i ng  s tep  command  (RCO)  

√  i n d i cates  the  Test  Procedu re  PASSED  for  that  con fi g u rati on  val ue.  

FAI L  i nd i cates  Test  Procedu re  fai l ed  for  at  l east  one  o f  the  Test  Cases .  

N .A.  i nd i cates  that  con f i gu rati on  val ue  i s  not  supported  by the  devi ce.  

Empty i nd i cates  the  Test  Procedu re  was  not  performed .  (There  shou l d  be  no  empty 
boxes  when   testi ng  i s  complete) .  

Detai l ed  i n formati on  on  encl osu res  per  Command  type.  

The  datal i nk servi ces  are  not  shown  i n  the  detai l s ,  on l y  the  command  ASDUs.  

Each  IOA cou l d  be  con fi gu red  S/E  or  on l y  E .  

S+E  on /off  =  Se lect  and  Execu te  command  on /off  

S+D  =  Se l ect  and  Deacti vate  command  on /off  

E  on /off  =  D i rect  Execu te  command  on /off  

ACTCONpos=Posi t i ve  Acti vati on  Con fi rmat i on  

ACTCONneg=Negati ve  Acti vati on  Con fi rmati on  

DEACTCONpos=Deacti vati on  Con fi rmati on  pos i t i ve  

ACTTERM=Acti vati on  Term i nat i on  

I f  ACTTERM  i s  s tated  i n  row ‘message  from  the  RTU ’ ,  ACTCONpos  wi th  S/E=0  execu te  
has  been  recei ved  before.  

I n  the  case  o f  a  S+E  command  al so  ACTCONpos  wi th  S/E=1  se l ect  has  been  recei ved  
before  the  ACT wi th  S/E=0 !  

NOTE  Th i s  tabl e  shows  the  on l y  correct  behavi ou r.  Other  behavi ou r means  the  test  
fai l ed !  

ASDU  type  =  47  S+E  up  S+E  down  S+D  up  S+D  down  E  u p  E  down  

QU=0  (no  add .  def. )        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r  after  
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai l able  No  No  I f  avai l ab le  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l able  
(Y/N )?  
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Table  30  (2 of 3)  

ASDU  type  =  47  S+E  up  S+E  down  S+D  up  S+D  down  E  up  E  down  

QU=1  (short pulse)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r after 
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status change process I f  avai l able  I f  avai lable  No  No  I f  avai l able  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l abl e  (Y/N )?        

       

ASDU  type  =  47  S+E  on  S+E  o ff  S+D  on  S+D  off  Eon  Eoff  

QU=2  ( l ong  pu l se)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown behaviour after 
Select / Execute 

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai lable  No  No  I f  avai l able  I f  avai l able  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l abl e  (Y/N )?        
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Table  30  (3 of 3)  

ASDU  type  =  47  S+E  on  S+E  off  S+D  on  S+D  off  Eon  Eoff  

QU=3  (pers i s ten t)        

Message  from  RTU  ACTTERMpos  ACTTERMpos  DEACTCONpos  DEACTCONpos  ACTTERMpos  ACTTERMpos  

Shown  behaviou r  after  
Se l ect/Execu te  

E  E  S  or  E  S  or  E  E  E  

Status  change  RTU  Yes,  HM I  Yes,  HM I  No  No  Yes,  HM I  Yes,  HM I  

Status  change  process  I f  avai l able  I f  avai l ab le  No  No  I f  avai l able  I f  avai l ab le  

Requ i red  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t        

Log  f i l e  avai l able  
(Y/N )?  

      

 

General  remarks   
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5.6.5  Test resu l ts  of setpoint command  transmission  

Table  31  – Test resu l ts  of setpoin t command  transmission  (1  of 2)  

Test resu l ts  of the  Setpoi n t  command  (NVA)  

√ i nd icates  the  Test Procedu re  PASSED for that  confi guration  val ue.  

FAIL  i nd icates  Test Procedu re  fa i l ed  for at  l east one  of the  Test Cases.  

N .A.  i nd icates  that  confi guration  va l ue  i s  not  supported  by the  devi ce.  

Empty i nd icates  the  Test  Procedu re  was  not  performed .  (There  shou l d  be  no  empty 
boxes  when   testi ng  i s  complete).  

Detai l ed  i n formation  on  enclosures  per Command  type.  

The  datal i nk services  are  not  shown  i n  the  detai l s ,  on l y the  command  ASDUs.  

Each  IOA cou ld  be  confi gured  S/E  or on l y E .  They shou ld  not  be  able  to  support  both  
at  a  time.  

S+E  on /off =  Select  and  Execu te  command  on /off 

S+D  =  Select  and  Deacti vate  command  on /off 

E  on /off =  D i rect  Execu te  command  on /off 

ACTCONpos=Posi ti ve  Acti vati on  Confi rmation  

ACTCONneg=Negati ve  Acti vati on  Confi rmation  

DEACTCONpos=Deacti vation  Confi rmation  posi ti ve  

ACTTERM=Activati on  Term ination  

I f ACTTERM i s  s tated  i n  row ‘message  from  the  RTU ’ ,  ACTCONpos  wi th  S/E=0  execu te  
has  been  recei ved  before.  

I n  the  case  of a  S+E  command  al so  ACTCONpos  wi th  S /E=1  sel ect  has  been  recei ved  
before  the  ACT wi th  S/E=0!  

NOTE  Th is  tabl e  shows  the  on ly correct  behavi ou r.  Other behaviou r means  the  test  
fa i l ed !  

ASDU  type  =  48  S+E  S+D   E  

QL=0     

Message  from  RTU  ACTCONpos  /  ACTTERMpos 2  DEACTCONpos  ACTCONpos  /  ACTTERMpos2  

After S  or E  E  S  or E  E  

S tatus  change  RTU  Yes,  HMI  No  Yes,  HMI  

S tatus  change  process  I f avai l abl e  No  I f avai l abl e  

Requ i red  P ICS,  9 . 5  9 . 6  PICS,  9 . 5  9 . 6  P ICS,  9 . 5  9 . 6  

Resu l t     

Log  fi l es  avai l able  (Y/N )?     

Genera l  remarks   

___________ 

2 I f the  P ICS  states  ACTTERM i s  used ,  ACTTERM i s  appl i cable,  i f not  ACTCON  i s  appl i cabl e.  
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Table  31  (2 of 2)  

ASDU  type  =  49  S+E  S+D   E  

QL=0     

Message  from  RTU  ACTCONpos  /  ACTTERMpos 3  DEACTCONpos  ACTCONpos  /  ACTTERMpos3  

After S  or E  E  S  or E  E  

S tatus  change  RTU  Yes,  HMI  No  Yes,  HMI  

S tatus  change  process  I f avai l abl e  No  I f avai l abl e  

Requ i red  P ICS,  9 . 5  9 . 6  PICS,  9 . 5  9 . 6  P ICS,  9 . 5  9. 6  

Resu l t     

Log  fi l es  avai l able  (Y/N )?     

 

Genera l  remarks   

ASDU  type =  50  S+E  S+D   E  

QL=0     

Message  from  RTU  ACTCONpos  /  ACTTERMpos3  DEACTCONpos  ACTCONpos  /  ACTTERMpos3  

After S  or E  E  S  or E  E  

S tatus  change  RTU  Yes,  HMI  No  Yes,  HMI  

S tatus  change  process  I f avai l abl e  No  I f avai l abl e  

Requ i red  P ICS,  9 . 5  9 . 6  PICS,  9 . 5  9 . 6  P ICS,  9 . 5  9. 6  

Resu l t     

Log  fi l es  avai l able  (Y/N )?     

 

Genera l  remarks   

 

___________ 

___________ 

3 I f the  P ICS  states  ACTTERM  i s  used  ACTTERM  i s  appl i cable,  i f not  ACTCON  i s  appl i cab le.  
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