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INTERNATIONAL ELECTROTECHNICAL COMMISSION

E‘LECTRICAL INSTALLATIONS OF BUILDINGS -

Part 4: Protection for safety -
Chapter 44: Protection against overvoltages —

Section 444: Protection against electromagnetic interferences (EMI)
in installations of buildings

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organization for standardization
comprising all fational electrotechnical committees (IEC National Committees). The object of the IEC is to
promote international co-operation on all questions concerning standardization in the electrical and electronic
fields. To this end and in addition to other activities, the IEC publishes International Standards. Their
Preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt
with may participate in this preparatory work. International, governmental and non-governmental organizations
liaising with the IEC also participate in this preparation. The IEC collaborates closely with the International
Organization for Standardization (I80) in accordance with conditions determined by agreement between the -

two organizations.

2) The formal decisions or agreements of the IEC on technical matters, express as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation

from all interested National Committees.

3) The documents produced have the form of recommendations for international use and are published in the
form of standards, technical reports or guides and they are accepted by the National Committees in that

sense.

4) In order to promote international unification, IEC National Committees undertake to apply IEC International
Standards transparently to the maximum extent possible in their national and regional standards. Any

indicated in the latter.

5) The IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any

equipment deciared to be in conformity with one of its standards.

6) Attention is drawn to the possibility that some of the elements of this International Standard may be the

subject of patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International standard IEC 364-4-444 has been prepared by IEC technical committee 64:

Electrical installations of buildings.

The text of this standard is based on the following documents:

FDIS Report on voting
64/792/FDIS 64/866/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

"Annex A is for information only.
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INTRODUCTION

Electromagnetiq interfergnces (EMI) can disturb or damage information technology systems or
equipment, equipment with electronic components or circuits.

Currents due to lightning, switching -operations, short circuits and other electromagnetic
phenomena can cause overvoltages and electromagnetic interference.

These effects appear:

- where large metal loops exist"); and

~ where different electrical wiring systems are installed on different routes, e.qg. for power
supply and for signalling information technology equipment within a building.

The value of the induced voltage depends on the rate of rise (di’d1) of the interference current,
and on the size of the loop. ‘

Power cables carrying large currents with a high rate of rise of current (dirdt) (e.g. the starting
current of lifts or currents controlied by rectifiers) can induce overvoltages in cables . of

information technology systems, which can influence or damage information technology or
similar electrical equipment.

In or near rooms for medical use, electric or magnetic fields of electrical installations can
interfere with medical electrical equipment. .

V) Equipotential bonding systems, strzural metalwork or pipe systems for non-electrical supplies, e.g. for water,
gas, heating or air conditioning. can crezte such induction loops.




364-4-444 © IEC:1996 -7~

ELECTRICAL INSTALLATIONS OF BUILDINGS -

Part 4: Protection for safety —
Chapter 44: Protection against overvoltages —
Section 444: Protection against electromagnetic interferences (EMI)
: in installations of buildings

444.1 Scope

This section of IEC 364-4 provides information for architects of buildings and for designers
and installers of electrical installations of buildings on some installation concepts which can
limit electromagnetic interference (EMI). Basic considerations are given here to mitigate these
disturbances. Further requirements are given in other chapters or sections of IEC 364, e.g.
IEC 364-5-548 or in other IEC Standards, e.g. IEC 1000-2, future IEC 1000-5, IEC 1024-1 and
IEC 1312-1. These considerations are in line with the above-mentioned standards (see
figure 5).

444.2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this section of IEC 364-4. At the time of publication, the editions
indicated were valid. All normative documents are subject to revision, and parties to
agreements based on this section of IEC 364-4 are encouraged to investigate the possibility of
applying the most recent editions of the normative documents indicated below. Members of IEC
and ISO maintain registers of currently valid International Standards.

IEC 364-4-41: 1992, Electrical installations of buildings ~ Part 4: Protection forA safety -
Chapter 41: Protection against electric shock

IEC 364-5-54: 1980, Electrical installations of buildings — Part 5: Selection and erection of
electrical equipment — Chapter 54: Earthing arrangements and protective conductors

IEC 742: 1983, Isolating transformers and safety isolating transformers - Requirements

IEC 1000-2-5: 1995 Electromagnetic compatibility (EMC) — Part 2: Enwronment - Section 5:
Classification of electromagnetic environments

| IEC 1024-1: 1990, Protection of structures against lightning — Part 1: General principles

IEC 1312-1: 1995, Protection against lightning electromagnetic ihvpulse - Part 1: General
- principles
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IEC 364-5-548: 1996, Electrical installations of buildings - Part 5: Selection and erection of elec-

trical equipment - Chapter 54: Earthing arrangements and prolective conductors - Section 548:
Earthing arrangements and equipotential bonding for information technology equipment

444.3 Measures

Measures to be taken against electric and magnetic influences on electrical equipment:

All - electrical equipment shall meet the appropriate electromagnetic compatibility (EMC)
requirements, and shall be in accordance with the relevant EMC standards.

Reference is also. made to IEC 364-3: 321.10, Electromagnetic, electrostatic or ionizing
influence; and Amendment 1 to IEC 364-5-51; 515.3, Electromagnetic compatibility (EMC);
515.3.1, Choice of the immunity and emission levels.

Furthermore, reference is made to IEC 364-5-548.

Consideration shall be given by the planner and designer of the electrical installations to the
following (see also figure 4) for reducing the effect of induced overvoltages and EMI:

444.3.1 Location of potential sources of interference relative to sensitive equipment.

444.3.2 Location of sensitive equipment relative to high electrical current such as in busbars
or in equipment, e.qg. lifts. . ' '

444.3.3 = Provision of filters and/or surge protective devices in the circuits feeding sensitive
electrical equipment.

444.3.4  Selection of protéctive devices with appropriate time delay characteristics to avoid
unwanted tripping on transients.

444.3.5 Bonding of metal enclosures and screening.

444.3.6  Adequate separation (distance or screening) of power and signal cébles, and cross-
overs at right angles. '

444.3.7 Adequate separation (distance or screening) of power and signal cables from down
conductors of LPS (see IEC 1024-1 and figure 5).

444.3.8 Avoidance of inductive loops by selection of a common route for the wiring of
different systems (see also 444.4.4). :

444.3.9 Use of screened and/or twisted pair signal cables.
444.3.10 Bonding connections to be made as short as possible.

444.3.11 Wiring systems with single-core c;onductors to be enclosed in bonded metallic
enclosures or equivalent. .
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444.3.12 Avoidance of TN-C system in installations with sensitive equipment (see figure 1 as
well as clause 548.4 of IEC 364-5-548). For buildings which have, or are likely to have,
significant information technology equipment installed, consideration shall be given to the use
of separate protective conductors (PE) and neutral conductors (N) beyond the incoming supply

point, in order to minimize the possibility of electromagnetic problems due to the diversion of
neutral current through signal cables causing damage or interference. '

.444.3.13 For TN-C-S systems within the building, there are two possibilities, depending on the
arrangement for interconnection of equipment and extraneous conductive parts:

—- change of the TN-C section of the TN-C-S System into a TN-S section for distribution
within the building (see figures 1a, 1b and 2); :

~ avoidance of excessive loops between different TN-S sections of the TN-C-S system
within the building (see figure 1b). :

444.3.14 Metal pipes (e.g. for water, gas or heating cables), and cables should enter the
building at the same place. Metal sheets, screens, metal pipes and connections of these parts
shall be bonded and connected to the main equipotential bonding (MEB) of the building (see
figure 3) with low impedance conductors. '

444.3.15 In the case of different areas which have separated equipotential bonding systems, .

the use of metal-free fibre optic cable or other non-conducting systems should be used
between these different areas.

NOTE - The problem of earth differential voltages on large public telecommunication networks is the
responsibility of the network operator, who may employ other methods.

444.4 Measures for signal connections

In buildings which include a PEN conductor, or where there is EMI on signal cables due to
inadequate provisions in the electrical installations (see clause 548.5 of IEC 364-5-548), the
following methods may be considered to avoid or minimize the problem.

444.4.1  Use of fibre optic links for signél connections.
444,42 Use of Class Il equipmeht.

444.4.3 Use of local transformers with separate windings (double-wound transformers) for
the supply of the information technology equipment, taking into account the requirements of
312.2.3 and 413.1.5 for IT systems (local IT systems), or of clause 413.5 of IEC 364-4-41, for
protection by electrical separation (e.g. transformers according to IEC 742).

444.4.4 Use of suitable wiring (cabl'ing) routing in order to minimize the enclosed area of
common loops formed by the supply cables and signal cables.
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Figure 1a - TN-C system Figure 1b ~TN-C-S system
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1) Voltage drop AU along PEN
2) Loop of limited area
3) Extraneous conductive part

NOTE - In a TN-C system, the current which in a TN-S system would flow only through the neutral conductor, fiows:
also through the screens or reference conductors of signal cables, exposed conductive parts, and extraneous
conductive parts such as structural metalwork. ' ‘

Figure 1 - TN-C and TN-C-S systems in a building
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Equipotential boriding ‘ L
conductor, if necessary PE N

-

Equipment 1

L_/ IEC 319/96

1) Avoidance of voltage drop AU along the PE
2) Loop of limited area

NOTE ~ The TN-S system avoids the sharing of the neutral current described in figure 1

Figure 2 — Avoidance of neutral conductor currents in a bonding structure
by using the TN-S system within the building system
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Figure 3 — Armoured cables and metal pipes entering the buildings (examples)
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Symbol legend A [de ¢ ¢ | Main earthing
terminal
® Bonding points of earthing Power supply To earth electrodes, .
conductors for protective or e.g., foundation
functional pruposes earth electrode .
. IEC 3229
FE = Functional earthing conductor, / = Symbol for PE conductor
(optional), used and bonded
according to the operator ingructions / = Symbol for neutral conductor
SPDs = Surge protective device / = Symbol for phase conductor
Description of the illustrated measures : Reference
Subclause '
444 .3.14 Cables and metal pipes enter the building at the same place 1)
444.3.8 Common route with adequate separations and avoidance of loops 2)
IEC 1000-2-5; Bondings as short as possible, and use of earthed conductor paraliel to a 3)
444.3.10 . cable
444.3.9 Signal cables screened and/or conductors twisted pairs 4)
444.3.12 Avoidance of TN-C beyond the incoming supply point 5)
444.4.3 Use of transformers with separate windings 6)
"IEC 364-5-548, Local horizontal bonding system, if available 7)
annex B .
444.4.2 .| Use of class Il equipment . 8)

Figure 4 — lllustration of measures described in this standard in an existing building
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3) Local horizontal equipotential power supply system
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PE Protective conductor of an a.c. power supply system

Figure 5 — Overview of an earthing system of building according to
IEC 364-5-54, IEC 1000-2-5 and IEC 1024
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Annex A
(informative)
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