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Does use of thermal imaging automatically violate the Fourth Amendment protection against unreasonable searches and seizures?
No. Criminal Justice has seen much advancement in recent years in the area of technology. Today law enforcement officers have more weapons and tools at their disposal than ever before. In large police forces such as Las Angeles, for example, S.W.A.T. teams now have access to “less than deadly weapons” such as shot guns that fire bean bags rather than steel shot, a gun that deploys a net at a target to subdue it, and even an ultra-low frequency sound wave capable of jostling internal organs causing temporary, severe nausea.


With all this technology available to fight crime, it was merely a matter of time before it trickled down into criminal investigations. Thermal imaging, super-sensitive listening devices, and even x-ray vision are creating new opportunities for earlier criminal detection, and new problems for law-makers and the courts. It is this problem that requires analysis.

That the Fourth Amendment protects against unlawful searches and seizures is well known, and for the most part a bright line rule. That technology is constantly pushing the envelope as to what is a search is a matter of contention.

A person’s expectation of privacy stands as the measuring stick for how far the government may encroach upon our private lives in order to further the cause of justice. The Fourth Amendment issue first arose in 1967 with Katz v. United States, 389 U.S. 347. Here, the defendant was convicted of transmitting wagering information via telephone. The evidence for this conviction was obtained using electronic listening devices without a search warrant. That conviction was overturned. The Court held that the Fourth Amendment protects a person from a warrant-less search and seizure if he has a reasonable expectation of privacy. Expectation of privacy was the keystone for whether a search was a search for years until 2001. 

The case that drew the line in the sand as to what constituted a technologically advanced search was Kyllo v. United States, 121 S.Ct. 2038 (2001). The Court sets out the best synopsis of the case:

Suspicious that marijuana was being grown in petitioner Kyllo’s home in a triplex, agents used a thermal-imaging device to scan the triplex to determine if the amount of heat emanating from it was consistent with the high-intensity lamps typically us for indoor marijuana growth. The scan showed that Kyllo’s garage roof and a side wall were relatively hot compared to the rest of his home and substantially warmer than the neighboring units. Based in part on the thermal imaging, a Federal Magistrate Judge issued a warrant to search Kyllo’s home, where the agents found marijuana growing. After Kyllo was indicted on a federal drug charge, he unsuccessfully moved to suppress the evidence seized from his home and then entered a conditional guilty plea. The Ninth Circuit ultimately affirmed, upholding the thermal imaging on the ground that Kyllo had shown no subjective expectation of privacy because he had made no attempt to conceal the heat escaping from his home. Even if he had, ruled the court, there was no objectively reasonable expectation of privacy because the thermal imager did not expose any intimate details of Kyllo’s life, only amorphous hot spots on his home’s exterior.
Held: Where, as here, the Government uses a device that is not in general public use, to explore details of a private home that would previously have been unknowable without physical intrusion, the surveillance is a Fourth Amendment search, and is presumptively unreasonable without a warrant. 

The attorneys for the United States argued numerous points in an attempt to validate the search warrant and ultimate charge of the defendant, one of which was that the use of thermal imaging was not invasive as to trigger the Katz test of invasion of privacy, and that such a test was “circular…and unpredictable”(Id.). 

… [T]he Agema 210 is a non-intrusive device which emits no rays or beams and shows a crude visual image of the heat being radiated from the outside of the house; it did not show any people or activity within the walls of the structure; [t]he device used cannot penetrate walls or windows to reveal conversations or human activities; and [n]o intimate details of the home were observed (Kyllo, p.*30).
The majority Court disagreed:

To withdraw protection of this minimum expectation would be to permit police technology to erode the privacy guaranteed by the Fourth Amendment. Thus, obtaining by sense-enhancing technology any information regarding the home’s interior that could not otherwise have been obtained without physical intrusion into a constitutionally protected area constitutes a search-at least where (as here) the technology in question is not in general public use. This assures preservation of that degree of privacy against government that existed when the Fourth Amendment was adopted (p. 2043). 
Government counsel also argued that since the unit could only see exterior walls, as could the human eye, that it should be a legal search. Again the Court stated that this was taking technology too far:
We have previously reserved judgment as to how much technological enhancement of ordinary perception from such a vantage point, if any, is too much. While we upheld enhanced aerial photography of an industrial complex in Dow Chemical, we noted that we found it important that this is not an area immediately adjacent to a private home, where privacy expectations are most heightened, 476 U.S., at 237, n.4, 106 S.Ct. 1819.


This case even sparked marked dissent within the ranks of the High Court who sighted in their opinion that this reversal took the threat of technology too seriously at its present abilities:

While the Court take[s] the long view and decides this cased based largely on the potential of yet-to-be-developed technology that might allow through-the-wall surveillance, this case involved nothing more than off-the-wall surveillance by law enforcement officers to gather information exposed to the general public from the outside…(Id.).

While Kyllo set out the limits of how not to use a thermal imager in a criminal investigation, other cases have shown that with proper preparation a search warrant will be valid when aided by thermal imaging. In U.S. v. Robinson, 62 F.3d 1325, an 11th Circuit case, the Court upheld a search made possible by use of thermal imaging because of the level of investigation that was done prior to using the tool. 
Here the defendant pled guilty to manufacture and possession of marijuana with intent to distribute and possession of firearms in connection with drug trafficking crime. He appealed the denial of his suppression motion based on use of a thermal imaging device to obtain a warrant. The Court of Appeals affirmed holding that “(1) aerial surveillance of occupied, private residence with infrared thermal detection was not an unconstitutional search, and (2) probable cause existed to search defendant's home.”(Id). 

Probable cause existed due to the investigating officer’s use of other legally obtainable information to request a search warrant:

Additionally, subpoenaed utility records showed that Robinson's average kilowatt consumption of 5,570 hours and average utility statement of $410.89 for the months of June, July and August, 1991, had increased to nearly 10,000 kilowatt hours for December, 1991, and a utility statement of $562.00. Houses approximately the size of Robinson's generated monthly power statements between $130.00 and $150.00. Agent West's investigation of Robinson's financial status showed that Robinson owned an attractive house of approximately 2,800 square feet with a swimming pool and a nearby lot containing a new, prefabricated metal building. Although Robinson paid for the high-pressure, sodium lights with a cashier's check in excess of $7,000.00, Agent West found that the Alabama Department of Revenue had no record of Robinson's having filed income tax returns.
After collecting this information, Agent West directed a helicopter crew to conduct a Forward Looking Infrared Receiver (“FLIR”), thermal imaging examination to compare the heat emanating from Robinson's house with the intensity of the heat from surrounding objects. Robinson's home was considerably warmer than surrounding houses. Listing his investigatory findings, Agent West applied for a search warrant of Robinson's home. On January 31, 1992, Agent West and others executed the search warrant and found a major, indoor marijuana growing operation. (Id). 
Other cases of note regarding the validity of thermal imaging in searches are fairly scarce, but the following are on point if not necessarily in the same circuit as Alabama: State v. Siegel, 679 So.2d 1201 (5th district appellate court upheld search by thermal imagery due to correctly obtaining other extraneous information before using imager, then obtaining search warrant); U.S. v. Broussard,  987 F.2d 215 (5th Circuit upheld use of thermal imaging but case overruled due to unrelated problems with jury selection). 

After reviewing Kyllo and Robinson side by side it becomes clear what an officer must do in order to obtain a valid search warrant and subsequent arrest. Use of a thermal imager alone will never lead to a valid warrant as detailed in Kyllo, but if an officer suspects illegal activity, either by a confidential informant or otherwise, then he should start his investigation with a call to the power company for power usage records. These are legal and easily obtainable. After confirming substantially higher kilowatt use he should then drive by the address and observe the building. Is the property in disrepair? Are the windows blacked out? Is there a high level of random vehicle traffic coming and going from the address? If so then probable cause is much easier to demonstrate, and thus use of the thermal imager should be validated. After all these pieces of the puzzle are put together, the officer can be satisfied that his request for a search warrant will most likely be granted, and any subsequent arrest will be valid.
