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This book contains a considerable amount of information about surveillance methods and equipment,
some of which has never been published.

It is intended as a manual for self-defense against eavesdroppers. I do not encourage anyone to use it to
invade the privacy of any other person. Bugging people is against several laws. It could get you arrested
and put in a place you wouldn't like very much.

The author and the publisher are not responsible for the use or misuse of any information contained in
this book.
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NTRODIJCTION

I believe that everyone in America should be al-
lowed to enjoy the right guaranteed by the Fourth
Amendment: the right to be left alone by govern-
ment and others who would invade their privacy.
I believe this, but not everyone else does.

There are many people in this country-and not
just federal agents-who can listen to everything
you and your family are saying in your home, on
your telephones, or in your office or car. They can
and sometimes do. I think that everyone has the
right to know about this.

Information about the methods, types of equip-
ment, easy availability, effectiveness, and means to
find and defeat them should be available to every-
one who wants it.

People are entitled to get what they bargained
for when they place their security, peace of mind,
and their cash (usually a lot of the last) in the hands
of someone who claims he can make their homes
and offices seqire from spies and wiretappers.

SI]RVEIII.ANCE AND gIIilCS

Bugging people may be unlawful, but it is not
always morally s'rong, e.g.rwhen a person is be-
ing victimized by another and law-enforcement
agencies are unable or unwilling to help. Bugging
should be used only in self-defense. There are no
"Equalizers" and "A-Teams" in real life.

The guy uas a reml lowlife, uery big and uery
rneAn, and he had a lot offrtends. Eueryone wbo
freEtented tbe bar was afratd of btm, ryecwl$ tbe

barterdu, who was hts u-wife. He would come lnto
the bar drunk andforce her to go ultth hirn on hK
rnotorcycle. Somettrns be unuld beat bq andwhen
sbe came back to work, aneryone sAu her brulsed,
puffyface.

She called bts mllttary cotnrnandtng offfer, but
he told bq that uttbout aidence orwltnesses, there
u6r,s notblnghe could do.

Sbe called the police, uho satd tbqt would "driue
by" and lookfor hlrn, but they could net)er catch
btm at the tauern.

One of the barregulan u6$ an electronlcs tecbnl-
clan, utbo, afiu seeing ber abused on@ too ofen, told,
bq be mrgh be abb to belp. He butlt a bug, showed
her bow to turn lt on, and suggested some bidtng
places for it. Tbe nst ttrte bq %-hwfund forced bu
to go wttb him,, sbe btd tbe bug tn bts bedroorn.

For ten nigbts tbe tecbntctan parked his old
Dod.ge uan near tbe guy's apartffient and listened
until he got sonetbtng he could use: the sounds af
hl.m uerbally abusing and tben beating anotber
wornan he had taken botne.

The rrcxt day, he made copi6 of the tape and sent
one to tbe guy, along wtth a note, and anotber to
his CO. The ex neuer catne back to tbe bar again.
This ts a tr,,rc stoty.

I understand the helplessness law-enforcement
officials must feel when arrested drug dealers and
other criminals are back on the street within hours;
I sympathize with them if they bend the rules to try
to keep known criminals off the street. I don't like
crime either.

\fhat I do not sympathize with is the govern-
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ment's abuse of the power it has to spy on people
who are not criminals and are not even suspected of
a crime, such as political activists and protestors
who disagree with the way the administration is
running the country. This I am against.

\Xtren Richard Nixon had Assistant U.S. Attomey
General Morton Halperin's phones tapped, was
there a clear and present danger to national secu-
rity to justify this action? Nixon remarked of this;
"$7hen a president does it, it is not illegal."

During the Nixon administration, federal agents
tapped the phones of those they believed to be po-
litical dissidents, and U.S. Attorney General John
Mitchell tried to justiff this by claiming that "national
security may involve threats from domestic groups."

The U.S. Supreme Court disagreed with Mitchell,
and ruled that the government could not indis-
criminately ap the phones of zuspected dissidents.

The Federal Bureau of Investigation (nBI) has,
for years, tried to get public libraries to provide the
names of patrons vfio check out certain books that
it corsiders seditious, and agants have admiued that
they go to libraries to look for people who read
publications such as Aviation 'Week, Defense
Electronics, and other technical magazine.Is read-
nga magaztne that anyone can subscribe to a threat
to national security?

A few year6 ago, the FBI conducted a large-scale
zurveillance operation against menrbers of a group
of people who were protesting the United States'
involvement in El Salvador, and the agency got
caught doing this. The punishment for the agents
involved in violating surveillance laws was not a
long prison term, as the laws speciff, but rather a
short suspension without pay.

There are people who spy on others for selfish,
malicious reasons or, sometimes, for apparent rea-
sons other than the fact that they have the oppor-
tunity. The following is one such example.

Sylula uas a popular gh4; sbe was pretty, su)eet,
lnnocent,frlendly, and trusttng. She was twenty-
nto, had aJob sbe llfud, and enJoyed berbttparrc
ln tbe mus-tcals at a local open-alr theater. She had
a lotgotngfor ber, but apparmtly sorneolp didn't
llhc ber.

Strange tbtngs hqt bapglng to her. Sbe called
afrlend and ananged to tneet ber at a shopplng

center. when she got back n ber cat sbefotntd that
someone bad let the alr out of the ttrcs. Anotbq ttme
sbe tnade a date to go to A fliotsle, but tbe guy called
to tell ber that someone had brcken bts uiln^bteld,
and be was unabh to take herbecause he was too
u.pset. On another occaston, sbe called a turt, but
afterwatttngfor a long tl,rne and tben calltng to
check on lt, sbe was tuA fuat someone had cancelled
It. Too many sffange tbtngs were bappmlng, and tt
d&tressed her.

One day afi|,end wbom Sylfla confided tn wg-
gested that maybe someone wre l&tenlng ln on ber
tel@hone. Tttis was eum more d&treslng-she u)as
so nalue tbat she couWn't belteue anyone uouW do
tbat. Tbrsfitend knew a guyfrom btgb rchool wbo
was in the rcbool radto chth and knoum as an elec-
tronlrs kook. She called htn and asked ff be knew
hant sorneone cwld l*tm ln on sornwne\ telepbvte.

He kneut a kttle bit abwtphoTu tapptng, and be
agreed to look at Sylula's pbotu llne. InJust afew
tnl.nutes, hefound a wlre connected to ber llne tn
tbe basernent. He traced lt to a llne going to anotber
apartm,en4 and tbey calld thepoltce and tbephoru
cotnpany. Tbe poltce alrnted tbe tnan who lh.ted tn
that apartment. Sylula was tbere wben the poltce
took the lnan duo!; sbe dldn't euen knout btm.

I am against using surveillance for selfish or ma-
licious purposes. I know what it is like to be bugged.

A SPECTJIJTITVE HISTORY OF SPYING

Sir \7"illiam Blackstone defined eavesdroppers as,
uSuch as listen under walls or windows, or the eaves
of a house, to harken after discourse, and thereupon
to frame slanderous and mischiwous tales."

Surveillance is as old as man. Supreme Court
Justice Hugo t. Black observed of it that'the prac-
tice has undoubtedly gone on since the beginning of
human society."

Even when our distant ancestors were living in
caves, there were probably those who liked to spy
on others-to see where they hid their food, to
watch caveman with cavewoman, or just because
they were nosey.

As the spoken language developed, some per-

D'''
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son probably discovered, man being a curious and
inventive creature, that he could hear beuer by lis-
tening through a hollow reed or other such organ-
ic listening device; maybe a coconut shell was the
original "contact microphone."

Speaking led to a way of recording what peo-
ple had to say, the written language. At flust, it was
the exclusive property of kings and courts, the rich
and powerful. Common people were forbidden
from having books or knowing how to read them,
sometimes under penalty of death by brfure.

Hundreds of years passed before the peasants
were allowed this knowledge, but the heads of state
still didn't like the idea.

They had secrets they didn't want the people to
read, but there were plenty of people who were
determined to read. Govemment officials started to
worry, and they developed codes to hide informa-
tion from citizens who could now read.

One of the earliest of these was the ,,Caesar

Cipher," which was a simple letter zubstitution like
the cryptograms in newspapers. The Spartan code
involved writing the message on a strip of cloth
wound around a specific-size spea4 then removing
it. Only by rewrapping it on something the same
size as the spear could it be read. Other codes had
interesting namss such as the Russian "Nihilist" and
"Prisoner" codes, the "Corkscrew," "Rail Fence,"
"Spaghetti," and "swinging Squares."

Codes were broken; new ones were devised and
subsequently broken; locks were invented, followed
closely by picks; and spying continued.

The earliest likely example of electronic spying
was in the Old West, where outlaw gans rsed stolen
telegraphs and tapped the lines to find out what the
sheriff was up to or the date of the next gold ship-
ment. \Vhile no one knows for sure who the first tele-
phone tapper was, it could have been Watson.

Soon the American Telephone and Telegraph
Company was born, with its operator-assisted calls.
But it was too easy for the operators to listen in, be-
lieved an undertaker named Strowger, so in 1889
he invented the mechanical "stepping switch" that
automatically connected the lines, and the manual
switchboards were replaced. This kept the opera-
tors from listening, but it was still easy for anyone
else to tap a phone line.

In December 1947 Drs. Bardeen, Shockley, and

Brattain, working at Bell laboratories, invented ttre tran_
sistor, and the age of modem surveillance was bom.

Today there are many high-tech methods of spy-
ing on others, and it has become big business-
governments spend billions of dollars for satellites
and supercomputers, microwave equipment, so-
phisticated bugs, lasers, and atl types of other de-
vices to spy on other governments and the
American people. Industrial espionage has become
a big business in itself, and easily available, low-
cost surveillance devices have made it more com-
mon for people to spy on other people.

Knowledge has not kept up with the tectrnology,
at least not in terms of the general public's know-
ing how to counter electronic invasion by others.
Anyone can buy a wireless microphone and use it to
spy on someone else, but it's not easy to find a
book that tells how to stop bugging or how to find
a hidden listening device.

You won't find these books at Valdenbooks or
B. Dalton, and they are not book-of-the month se-
lections. The few listed in libraries' card catalogues
are usually "missingo (checked out and not re-
turned). This partly explains why people know so
little about spying and countermeasures.

YOIIR RIGHT TO KNOV

\7hile researching this book, I went to several
shopping malls with atape recorder and notebook
and asked people if they knew anything about spy-
ing, surveillance, and wiretapping. I got a lot of
strange looks from people who hurried away as if I
were maybe a spy or something. (Of course, maybe
the black fedora, trench coat, and zunglasses had
something to do with this.) I saw obvious anger in
some faces, and one man replied, "yeah, the gov-
ernment spies on all of us." But by far the most
common reaclion was a blank stare and a comment
like, "Oh, well, not much. I never really thought
about it."

People are still unsuspecting in an age where
surveillance is so easy. Perhaps if they knew how
easy it is to spy on others they would care, and if
they knew that they can do a great deal to prevent
being spied upon, they would want to know how.

This book is for everyone. It assumes that the
reader knows very little about surveillance and pre-



T DON'T BUG ME I

sents information about different methods of eaves-

dropping, types of spying equipment av-ailable and

ho*they are used and countered, and, finally, how

to buy, build, and use some of these devices'

t like to think I have included at least a little in-

formation on every method of surveillance that ex-

ists, but there maywell be equipment or methods I
know nothing about. I would like to hear from any-

one who does. Anonymous letters in care of the
publisher (Paladin Press, P.O. Box 1307, Boulder,

cO 80306) are welcome.
Finally, although this book is intended for ev-

eryone, each person's situation is unique. Some

people are more likely to be bugged than others'

bifferent people react to spying in different ways,

and people have to decide for themselves how far

they are willing to go to prevent their being bugged.

This book doesn't have all of the answers for ev-

ery situation, but it has enough basic information
to enable readers to know how to deal with the
possibility of being bugged, protect themselves

against it, and relate to professional debuggers on
their own terms.

THETNUTHABOUTCOME

There are people who claim to be counter-
zurveillance €srperts and who are happy to take your

money in orchange for sweeping your home or of-

fice for bugs. Most really are experts, but a few are

not. Most are well-equipped; a few aren't. This book

will help you tell one from the other.

You can start to separate the real pros from the

wannabes by asking a few questions' Ask if they
have a bug detector that will cover the low- and

medium-frequency bands, or if they use a spectrum

analyzsr. Ask them about downline phone taps and

how they would look for them. Anyone who knows

his business will not be offended by zuch questions.

Remarked one private investigator who resented

my comments after he sakl he could find any kind
of surveillance, including an inductive down-line
wiretap, "'Who are you to question me, anyway? I
have been in this business for twenty years, and I
. . .' Another person who told me he did counter-
surveillance work didn't know what a nonlinear
junction detector was.

There are esablished companies with experienced

experts in the field listed in the yellow pages under

"securify consultants." I would start with them rather

than someone who does debugging as a sideline.

Some methods of spying on people cannot be
detected by any electronic countersurveillance
equipment; others are difficult to find. Most, how-
ever, are simple to find. The real experts will tell
you this. There are no methods of electronic zurveil-

lance that I know of against which you are totally
helpless. Even if there is no way to detect some of
them with electronic equipment, all can be dealt
with and defeated. It may be inconvenient, and it
may be orpensive, but it can be done. You canprv
tect yourself from electronic surveillance.

But remember, if you believe you are being
bugged and decide to call in a team of counter-
surveillance experts, make the call from a pay
phone. Don't let a spy know you zuspect him.

WITY ME?

"r07hy would anyone want to bug me?" some of
you are probably asking. Are you uimportant"

enough to place under surveillance?'tl7hat is im-
portant to some people isn't to others. You don't
have to be rich or famous, a public figure, criminal,
or political activist to be on someone's watch list-
although it does help.

A small contractor preparing a bid on a small
job can be a target. If a competing company knows

what the competition is prepared to bid, it can bid
lower. This is one way that small companies be-

come large companies. A jealous spouse with twen-
ty dollars can buy a wireless microphone and make

you a target. One business partner thinks the oth-

er is cheating him, so he bugs him. Law firms bug

opposition flrms more often than people think be-

cause it never makes the newspapers. A neighbor

bugs another neighbor because of some petty mis-

understanding. Students bug teaclrers to get test in-

formation. Management bugs employees to find out
whats going on or what they think. Suangers bug
strangers just for the hell of it. The federal govern-

ment has been known to bend the rules a little
when they want to spy on someone. How many of
these categories do you fall into?

In the several years I spent gathering information
for this book, I interviewed dozens of people in
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dozens of cities. The interviewees included counter-
surveillance experts, debugging equipment manufac-
furers or vendors, law-enforcernent personnel, former
federal agents, lawyers, phone company employees,
elecronic technicians and engineers, victims of surveil-
lance, and a few who had bugged others.

Blg Bustness.Is Brggest Offendcr
One conclusion their testimonies and other

information I gathered make clear is that most ille-
gal bugging is done by big businesses spying on
each other or their employees.

Suroetllanrce W tbe Fefural @aernment
On the other hand, illegal surveillance by the

feds appears to be less common than I (and most
people) imagined. (But still not uncommon
enough.) There are two apparent reasons for this.
First, most surveillance is illegal, and if a federal
agent gets caught conducting an illegal surveillance,
he might lose his job (a job that could be very well-
paying). Chances are, he would get off with a se-
ries of reprimands, but there are limits to what fed-
eral employees can get away with.

Second, surveillances are experuive. tfTho is go-
ing to pay for the equipment? \7hile most federal
agents have access to surveillance gear, they have
to account for it, and once a bug is installed, it gen-
erally stays installed. You don't usually get it back,
and quality bugs are not cheap.

Then, once installed, someone has to be in place
to hear what the device is receiving. Unless it is a
high-powered and expensive repeater system, that
means setting up a listening post-usually in a van
with agents to man it. To be effective, this has to
be continuous. If an agent leaves for a short time,
he may miss the information he is listening for.
Stakeouts of this type can take a lot of time.

Finally, while the information received in this
way may be extremely usefu.l, it cannot be used as
evidence in court.

Federal agents do conduct unlawful surveil-
lance-they have been caught doing so*but it,s
not like they can bug anyone, anytime.

Of tlre People andby tbe Peoplc
Personal zurveillance by ordinary people is more

common than one might think. Bugs are easy to get

and use, and the avetage person is totally defense-
less against them.

Many buggers are close enough to the people
they bug that they can access areas they want to
bug without breaking in. These include friends,
neighbors, and family members. Vith the same ac-
cess, they can usually retrieve the bug when it has
served its purpose, so it is never found and there
is no record of it.

Even when a person or a business discovers that
surveillance has been going on, the public rarely
hears about it because he or it doesn't tell anyone.
No one wants that kind of publicity.

Regardless of who is bugging whom, and how
often, there are many who are concerned about it.
At the end of this book is a list of companies that
sell equipment used for surveillance or counter-
surveillance devices. There are more than foay busi-
nesses on it, and it is far from complete. For local
vendors, look in the yellow pages under ,,security

consultants." In a large city, there are a number of
them listed, and these businesses are zurviving, even
thriving, even though the cost of sweeping an of-
fice for bugs is considerable, and the equipment is
not cheap. People are paying this money for equip-
ment or expertise because there is a need for it.

One of the professional debuggers we talked to
made an interesting comment: ,,you look in the
back of any of a number of magazines, electronics
and like that, and you see ads for wireless micro-
phones and phone bugs and that stuff. This has
been going on for forty years, and if they weren't
selling these things, they wouldn't keep running the
ads." Someone is buying them.

THE II\VS TIIAT CONCERN STJR\TEILII\NCE

This chapter is not intended as legal advice. It
simply points out that there are laws against peo-
ple bugging other people. The Omnibus Crime
Control and Safe Sffeets Act of 195g, which breezed
through Congress (368 to L7 in the House and72
to 4 in the Senate), was intended as a tool to fight
organized crime. For the first time, this bill made it
legal for the govemment to ,,intercept wire and oral
communications under specified conditions, with
safeguards designed to protect the right of priva-
cy," and it made it unlawful for people to do the
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same thing. "Specified conditions" were defined as

a court order or a situation that was a matter of "na-

tional secur$."
The Omnibus Act reads in Part:

'(l) ExcePt as otheruise Wctfica@ protlded tn
thts ch a7ter anY Percon who:

(a) willfully intercepts, endeavors to intercept'

or procures any other person to intercept or en-

deavor to intercept, any wire or oral communication;

(b) willfully uses, endeavors to use, or pro-

cures any other person to use or endeavor to use

any electronic, mechanical, or other device to in-

tercept any oral communication when
(i) such device is affixed to, or otherwise

transmits a signal through, a wire, cable, or other

like connection used in wire communication; or
(ii) zuch device transmits communications

by radio, or interferes with the transrnission of such

communication; or
(iii) such person knows, or has reason to

know, that such device or any component thereof
has been sent througb the mail or transported in in-

terstate or foreign commerce; or
(iv) such use or endeavor to use

(A) takes place on the premises of any

business or other commercial establishment the op-

erations of which affect interstate or foreign com-

merce; or
(B) obtains or is for the PurPose of

obtaining information relating to the operations of
any business or other commercial establishment the

operations of whictr affect interstate or foreign com-

merce; Or
(v) such person acts in the District of

Columbia, the Commonwealth of Puerto Rico, or
any territory or possession.of the United States;

(c) willfully discloses, or endeavors to dis-

close, to any other person the contents of any wire
or oral communication, knowing or having reason

to know that the information was obtained through
the interception of a wire or oral communication in
violation of this subsection; or

(d) willfully uses, or endeavors to use, the

contents of any wire or oral communication, know-
ing or having reason to know that the information
was obtained through the interception of a wire or
oral communication in violation of this zubsection;

sball beflned not rnore tban $IO,A0O.OO or lm-
prtsoned not rnore thanftue yeats, or botb."

The act goes on to say that agents, switchboard
operators, and employees working in the normal
course of their employment with a communication
common carrier, the FCC, and telephone oPerators

who are "making mechanical or service quality-con-

trol checks" are exempt from this law.
Also exempt is anyone acting for the president

as a matter of national security. This law specifical-
ly states, 'Nothing containd in the act or in section

605 of the Communications Act of 1934 shall limit
the constitutional power of the President to take
such measures as he deems necessary to protect
the Nation against a clear and present danger to the
strucnrre or existence of the Government."

rVhat this part of Omnibus seems to say is that:

. It is legal for the government agencies to bug
people if they have a watrant or if the situation con-

cems national security<r if they don't get caught.
. It is against the law for people to bug people

by using any kind of device that is attached to a
wire or transmits a radio signal or has been trans-

ported through foreign or interstate commerce.
Since practically everything that could be used

as a surveillance device is made-at least in part-
in Japan, Taiwan, or Singapore, this would app r-
ently include wireless microphones and other RF

transmitters, shotgun microphones, lasers, and, in
fact, virnrally any method of eavesdropping except
hiding "in the eaves of a house."

Section 2572 of th:s long, complicated law, statas:

'Arry pmon who urtllfully serds through tbe mall,
or sends or carries any elecftonlc, mecbanlcal, or
other detice, btouting or haulng reasolt. to knaD tbat
the destgn of sucb derlce rmfuts ltpritnarily L$e'ful

for the purpose of tbe suffeptltlotts tnterc@tton of
uire or oral cornmunicatians, or knows or bas rea-
son to know that such aduer-tlsetnent will be sent
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tbrough the matl or transfened tnterctate shall be

ffned no rnore than $I1,OaO.OO or imprisoned not
more tbanf.ue years or botb."

In general, this section seerns to say that it is un-
lawful to make, sell, advertise, ship, or use surveil-
lance devices that are "primarily useful" for spying
on people. But where does it say anything about
possessing such devices?

Wireless microphones are used more often than
any other type of Fansmifter, and anyone can buy one.
There are kits that when assembled are wireless mi-
crophones and telephone line transmitters, whose pur-
chase or ownership is either legal Out whose sale is
still illegal) or is not being enforced by the law.

Apparently, possession is not considered suffi-
cient to constitute an "endeavor to unlawfully use";
if it were, then every person who owns a wireless
microphone, baby monitor, or two-way radio would
be violating the law.

The bottom line, as someone who claimed to be
a former federal agent told us, is if federal officials
wanted to, they could anest anyone who owns any-
thing that could be used for surveillance. Such is
the power given to the government over the peo-
ple by this act.

Although not everyone arrested and charged un-
der this law would be convicted, most people
would be bankrupted by the legal cost of a trial in
U.S. District Court. But as there are so many places
that sell phone tap kiB and wireless microphones, it
would also be prohibitively expensive to the gov-
ernment to locate, arrest, andvy all of them.

To help control this problem, the Federal Com-
munications Commission (FCC), or someone pre-
tending to represent it, is getting into the act. AII
devices that transmit an RF signal have to be "type
accepted" by the FCC, and this costs several thou-
sand dollars for each model. The FCC has sent let-
ters to companies that make these kits, according
to an article in Full D&closuqe.

Public law 99-508 (the EleCronic Communications
Privacy Act of 1986, Title 18 USC, various sections)
also concerns surveillance. It says (in part) that there
are some kinds of radio telephone calls and radio
transmissions that are legal to listen to and some that
are illegal. This is discussed in more detail later.

In addition to federal laws, there are local laws

against surveillance breaking and entering, unlaw-
ful entry, trespassing, and invasion of privacy.

Ultimately, however, the law is whatever the
supreme court says it is.

SI.JRVEILIANCE AI{D PRNTACY
IN THE PRESENT

It seems that the federal government doesn't
want people !o be able to keep anyttring secret from
it. One proposed bill-S265, the so-called .coun-
terterrorism' bill introduced by Senators Joseph R.
Biden, Jr., (Democarat-Del.) and Dennis DeConcini
(Democrat-Ariz.)-would have forced manufacnrr-
ers of hardware and software that can encrypt data
to provide the government with a secret key to
break the code. It did not become law . . . this time.

But people like Biden and DeConcini never give
up. They'll be back.

RSA Data Security, Inc., has an encryption pro-
gram that the computer industry wants to use as a
standard, but the National Security Agency (NSA)
is trying to prevent it because the program is too
secure. Even the NSA cannot break it.

The founding fathers could not have conceived
of computers in the eighteenth century. If they had,
they probably would have mentioned them in the
Fourth Amendment, along with personal effects.

It is well known that cellular phones (,,the parcy
line of the 1990s") can be easily monitored. There is
an effective method of encrypting cellular phone traf-
fic that has already been installed by GTE Mobilnet.
This would provide the privacy that vendors prom-
ised when the cellular net was new. Apparently the
govemment can use the new method, but as of this
writing, it is not available to the general public. The
key contained in a signal that goes out on the cellu-
lar datz channels changes frequently and has abeady
been given to the govemment,I've been told.

Motorola makes a landline phone-scrambling
system called SVX that is very secure, which the
government uses. Try to buy one. Motorola also
makes a chip called the Vulcan, built into some of its
Saber brand two-way radios, that encrypts trans-
missions with the DES. The FBI and other federal
agencies use these radios, but Motorola does not
sell them to the public.

New laws regulate the use of scanners. Florida,
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Michigan, and NewJersey have outlawed the use
of them in motor vehicles, and more states are like-
ly to follow. Federal intelligence agencies, I have
been told, collect names of the purchasers of scan-
ners. Some local police also keep records of peo-
ple who own them, and bills have been introduced
in the U.S. House of Representatives that would re-
quire registration of scanners, two-way radios, and
possibly even pagers.

Telephone companies keep a computer record
of every call made on their systems-not just long
distance, every call-which is available to law-en-
forcement personnel.

When a wornan wbo ltued tn Caltfornla\ Slltcon
ualley are a dtsappeared and wasn't b e ard /rom for
seueral days, herfamlly called the poltce. In the tn-
uestlgation, the poltce learned tbat the wotnan bad
called home and talked to one of her cbtWrenJust
afier she lefi. Sbe saf.d she was calltngfrorn a pay
phone at a nearby conumlence store.

Thepalteuwe able to accqs the telcorecords and
obntn tbe numfurfrom wblcb tbe ull bd actually
bempla.ced.It seens tbat sbe bad set up ternporary
houseleeeplng uttb a bus drttter tn a warby ctty.

The van Eck method of computer snooping, de-
scribed in Part V, is probably used by the govern-
ment to eavesdrop on people's personal and busi-

ness computers, as ttrere is apparently no law
against this.

Wang Laboratories was preparing a demonstra-
tion on TEMPEST, a method of protecting comput-
ers from van Eck, but, allegedly, the feds moved,
classified the technology, and convinced tITang to
cancel its seminar after threatening to make arrests.

Apparently the federal goveffrment doesn't want
people to know how to protect tbelr cnmputer sys-
tems from zurveillance, even though it can buy a TEM-
PEST secure system from \[ang to protect its s]4sterns.

National secunty?

The trend is clear. Sooner or later Omnibus will
be amended, or new laws will be enacted, to fur-
ther weaken the Fourth Amendment and broaden
the power of the government to use surveillance
against the people it is supposed to serve.

\7hy is this happening? One argument is thatthis
oversight power is needed not because the feds are
the bad guys, but because they are fighting a los-
ing battle against crime, much of it drug-related.
Maybe if we didn't have zuch a serious drug prob-
lem in America, we would all have greater freedom
and personal privacy.

On the other hand, maybe the present adminis-
tration wants a police state. Sometimes it seems that
way. \$7hen you have a spy for president . . .

There is little we can do to change this, but for
now, we can keep them out of our living rooms.

mF''
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}IICR.OPIIONES

The simplest type of bug (generic term used here
for any kind of listening device) is an ordinary mi-
crophone. It can be hidden anywhere in the area
under surveillance with a wire leading to the lis-
tening post, whictr might be an adjoining apartment,
in the backyard behind the rhododendron bushes,
across a fence, or just about anywhere.

The listener may have a tape recorder or just a
small battery-powered amplifier and earphones. The
inside wires can be hidden under the edge of carpeting
or inside the cracks between a wall and door frame,
and the microphone can be as small as a pencil eraser.

A microphone can be used from an apartment
or office next to the target, with a small plastic tube
inside a wall socket to feed the sound into it. The
area inside the walls in which the wiring is installed
is usually common to the rooms on both sides in
apartment and office buildings. Darken the room,
remove the plastic plate from a wall plug, and look
in. You might see light coming through the small
openings. tf light can get out, sound can get out.

A carbon microphone can sometimes be hidden
behind the plastic plate that phone wires come
through and then be connedted to the two unused
(black and yellow) wires that are in the phone ca-
ble. The listener can be found by following the ca-
ble. Listeners c:ln connect these wires to the fwo un-
used wires of their own phone cable at the telephone
company "66" block at which all the lines enter the
building, and they can listen in the comfort of their
own apartrnent. This is called a "bridging tap."

Most, but not all, microphones can be located and
made useless with ultrasonic sound (USS) generators.

There are various types of microphone elements.
The condenser or "electret" can be very small: 3/&
inch diameter and 1/8-inch thick. The electret re-
quires a small battery, but it can be at the other end
of the wire. This is the type that is built into some
tape recorders.

The carbon microphone is the type used in tele-
phones. If you have a phone with screw-off caps,
take off a cap andtake a look. These microphones
usually are much larger than the other types and
harder to hide, but they can be as small as a quarter.

The carbon microphone requires a DC power
source, which is why there is DC voltage on the
phone line. Inside are a bunch of small carbon gran-
ules. A voice entering the lines changes the resis-
tance of the granules, and these variations are re-
ceived by another phone as sound. Since it is a DC
device, it doesn't pick up humming and interfer-
ence so it doesn't require expensive shielded cable.

Dynamic and magnetic microphones are the
smallest, as tiny as t/4-inch square and 1/8-inch
thick, and do not require a power source. These
and the Electret are AC devices and usually need
shielded cable, an inside wire that has a grounded
braided copper covering. Long unshielded wires at-
tached to them act as antennas and pick up noise,
usually tlre 6O-cycle hum from power lines and ap-
pliances that interferes with the sound. Also, there is
audio equipment to prevent this problem so these
microphones will work on ordinary phone-line type
(unshielded) wires.
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Another problem with microphones is that the
sound they receive can fade as the distance between
them and the people being listened to increases'
The sound can also become distorted in a room
with poor acoustics. A mioophone preamplifier will
improve the quality of the sound, as will equaliz-
ers and certain types of filters. Viking International
has some good audio gear that will correct this
problem, including the model 12DB preamplifier.

Contaa Mlctopbottcs
A common microphone is the contact type,

sometimes called an electronic stethoscope. This is

the device that magazine ads claim can "hear
through walls," and it can do iust that with varying
degrees of success, depending on the qualtty of the
device, the thickness and composition of the walls,

and the background noise.
Try placing the open end of an ordinary drinking

glass against the wall of the room you are in, and
press your ear tigtrtly against the bouom to see what
you can hear in the next room. A contact micro-
phone will hear much more, and the better ones
will have equalizers or band pass filters to help elim-
inate unwanted sounds and vibrations.

The famous "spike microphone" is a contact rpi-

crophone mounted on the end of a nail or spike that
is first driven into a wall so that the tip is touching the
inside of the wall of the room to be listened in on.

There is no way to detect a contact microphone,
but anything that causes the wall to vibrate slightly
will make it difficult if not impossible for anyone to
hear your conversations. A four-dollar transistor ra-

dio will do the job just fine. Remove the plastic case

and tape it to the wall, near the center, with the
speaker pressed directly to the zurface. Cover it with
anything handy to deaden the sound so it isn't a dis-

traction and hang a picture over it. Tuned to a twen-
ty-four-hour news station, it will be most discouraging

to eavesdropp€rc, though they will be well-informed
on current events and weather forecasts.

A microphone might be used instead of an RF

transmitter for long-term surveillance in a place in
which it would be difficult to use the l2Gvolt light-
ing circuit for power or a bug with large and long-
lasting batteries would be difficult to hide. A car-
bon microphone is about a dollar at surplus stores

or may be removed from an old phone for free.

Tbe Tube
Many years ago, before telephones and

electronic intercoms were invented, communicat-
ing aboard a ship was done through metal speak-
ing tubes. The helmsman had a metal cone that he
yelled into to talk to the engine-room crew, who
answered in the same way.

Private homes and most small apartment build-
ings are wired with Romex heavy-plastic insulated
cable that carries electricity to wall plugs and
switches from the service or circuit breaker box.
Commercial buildings and large office and apafi-
ment buildinp are wired with "speaking tubes.' The
electrical conduit (electrical metallic tubing, or EMI)
that contains the power lines will carry sound just
like the speaking fubes aboard yesterday's ships.

In a large building, these tubes make up a com-
plex maze that go up and down inside walls, ele-
vator shafu, and air-vent shafts, and across ceilings.

The steel boxes in which two conduits join or
branch off are called handi-boxes, and the ones that
hold switches and wall plugs are called switch
boxes. A microphone can be hidden inside one of
these boxe or in the main service panel in the base-

ment maintenance area, and it will pick up the
sound that gets into the tubes. How well this
works-how much can be heard and how clear it
will be-depends on a number of things.

In a smaller building with fewer "conversations"
in the tube and with the microphone in a box close
to the target, it works quite well. If placed in the
main panel in a large building, it becomes some-
thing of apa;try line, with dozens of people talking
at the same time. Audio filtering equipment will im-
prove the sound.

Vith good equipment-a high gain amplifier
with filtering equipment-reception can be im-
proved considerably.

There aren't any types of electronic equipment
that will detect a microphone inside a handi-box,
but defeating this method of listening is simple: fill
all of the switch boxes with something that blocks
the sound.

Liquid Seal-Flex will do, as will Insta-Foam
aerosol packing foam. Do not use anything that ab-
sorbs moisture, such as cloth or paper, because it
is a potential fire hazard. Different cities have dif-
ferent codes concerning this, and there is also the

10
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National Electric Code (NEC) to be considered. Call
the flre marshall or a coslmercial electrician for pre-
cise regulations in your area.

THE RADIO SPECTRUM

A word of explanation about frequency bands
is in order before we get into RF (radio frequenry)
transmitters. Sound (audio), RF (radio and TV
waves), light, etc., are all part of the electromag-
netic spectrum, and they all vibrate at various rates
or frequencies in cycles per second or hertz, the
term most people use. I prefer cycles.

The audio spectrum begins with infrasonic
sound, from 1 to 20 cycles per second, and then au-
dible sound, from about 20 to 20,000 cycles per sec-
ond. Above sound is ultrasonic sound, and then ra-
dio frequency (RF) or radio waves begin.

The area within the electromagnetic spectrum
in which radio waves operate is called the radio
spectrum. The lowest RF area starls at about 6,000

rycles. This overlaps with the audio portion, but it is
still considered part of the radio spectrum, which
is divided into the following groups:

o VLF-Very low freguency, from 5,000 cycles
or 6 kilocycles 0<c.) to 30 kc. Used mainly for ma-
rine navigation and communication.

o LF-Low frequency, from 30,000 cycles or 30
kc. to 300,000 cycles or 300 kc. per second. Also
used mainly by the maritime services.

o MF-Medium frequency, from 300 kc. to
3,000 kc. or 3 megacycles or millioncycles (mc.).
AM broadcasting is in this band.

o HF-High frequency, from 3 to 30 mc. It is
used for all types of communications, including in-
ternational shortwave broadcasting, ham radio, cit-
izens band, law enforcement, etc.

o VHF-Very high frequency, from 30 to 300
mc. Almosi all bugs ffansmit in this uet A. few rare
exceptions are microwave and the MF ones men-
tioned in this chapter.

. UHF-lJltrahigh frequency, from 300 to 3,000
mc. or 3 gigacycles or billioncycles (gc.). UHF tele-
vision and public-service stations-police and oth-
er local govemment agencies that use repeaters op-
erate from this range.

o SHF-Superhigh frequency, from 3 to 30 gc.

This and EHF are the microwave bands, which are
used for communications, navigation, space explo-
ration, and satellite transmissions.

o El{F-Extremely high frequency, from 30 to
300 gc. At 300 gc., radio waves end, and infrared
light begins. Then there is visible light, ultraviolet
light, X rays, gamma rays, and, finally, cosmic rays
from outer space.

An interesting poster-size chart, called the United
States Frequency Allocations, shows the electro-
magnectic spectrum in detail and is available from
the U.S. Government Printing Office.

RF TRANSIdITIERS

Anything that transmits can be used as a bug.
This will be discussecl in detail a litrle later, but trans-
mitters all have a few things in common: they re-
quire a microphone, an antenna, and a power
source that is usually a bahery. If the transmitter is
hidden inside a lamp, dock, or wall plug, it can use
the power lines to operate.

Rernate Control
The remote-control bug is essentially the same as

any other bug. It can be large or small and can be
fumed on or off from a remote location with a device
no more complicated than a garage-door opener.

The listener c n activate the remote, and if he
doesn't hear anything, he can shut it off and try later.
This makes the device more difficult to find and con-
serves the battery. One of these placed inside alarge
book with several D-cell batteries can last for months.

Repeater T?ansniltters
One of the more sophisticated types of bugs is

the repeater, which uses the same principle as com-
mercial two-way radios used by taxi companies, pi>
lice agencies, etc. The mobile units send out a signal
that is received by the repeater unit located on top
of a mountain or other high place and is rebroad-
cast from this higher location at a higher power lev-
el, thus greatly increasing the range.

For example, using a portable (hand-held) ra-
dio in Santa Cruz, California, I have alked through
a repeater to someone on Nob Hill in San Francisco,
fifty-eight miles away.

1t
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Vhen a repeater system is used for surveillance,
a very small RF transmitter is hidden somewhere
inside the area to be bugged. The small size makes
it easier to hide and harder to find. The repeater
used to relay its signal to the listening post can be
placed in an adjoining office, inside a wall, on the
roof, or on the outside of the building.

I once knew am nwho managed a commercial
window-washing company, who told about some

of the "ternporary help" occasionally provided by
the owner of the company. The manager related
that these people didn't know a damn thing about
cleaning windows--their hands were too clean for
them to be working people-and he was told that
sometimes they would go up by themselves, and
he was to leave them alone.

A repeater transmitter is uzually hidden in a light
fixture or sign where it can be connected to the
power lines. Its higher output often requires more
power than a banery can provide. For example, a

repeater about the size of a videocassette can have
a power output of as much as 30 watts, and fitted
with a directional antenna, it can transmit as many
miles. That kind of power would drain a car bat-
tery overnight.

A repeater system is often used in a situation in
which a listening post can't be set up close to the
target, such as in a rural area or an upper-middle-
class neighborhood where it is not easy to rent an

office or apartment and a suspicious van or other
vehicle would likely be noticed and reported.

A repeater is not the easiest surveillance system

to set up, and it isn't likely to be used for short-term
surveillance. Access can be a problem, and it is ex-
pensive and not usually reffieved.

One of the rules in surveillance is: "If you find
it, you own it." Surveillance has to be cost-effective
like anything else----except perhaps for the writing of
books about surveillance.

Burst Transmltter
The burst transmifter is a special (and expensive)

RF device. Instead of sending a continuous signal, it
stores what it hears and periodically ffansmits it in a
fraction-of-a-second burst. This technique is used
in satellite transmissions. Since it transmits for such
a short period of time, it is difficult to home in on
it with bug detectors.

The sound in the target area is picked up by a
microphone and then converted into digital form
in the same way it is described in Part II on secure
phone communications.

Once in digital form, the information is stored
in memory chips, the same way in which data arc
stored in computer memory, and when the mem-
ory is full, it is dumped to the transmitter and goes

out in a burst.
Using the newer (and smaller) surface-mount

chips, the burst transmitter and the batteries are
about the size of tvro 35mm film boxes, depending
on how much memory the transmitter has and how
well it was designed. At this size, it can store about
L0 to 15 minutes of sound.

The burst transmitter is too orpensive to be used
for short-term surveillance, and the size of it and its
batteries (probably four penlight or larger cells)
makes it harder to hide. Since it is not feasible in
most circumstances for a spy to penetrate the tar-
get regularly to replace batteries, the burst trans-
mitter is most likely inside something that plugs into
the ligbting circuit.

The burst transmitter is one of the most difficult
bugs to detect. It can use a carbon microphone,
which ultrasonic sound devices will not locate, and
if it is well shielded, the nonlinear junction device
(NLJD, described later) will not detect it. A piece of
equipment that is effective in finding the burst trans-
mitter is the countersurveillance monitor model
CPM-700 made by REI. This device covers 50 kc. to
3 gc. and has a "time check" feature that records
the time that a signal is received. I haven't used this
monitor, but intelligence professionals who use it
whenever they sweep for bugs swear by it. A care-
ful physical search can also detect the present gen-
eration of burst transmitters.

The burst transmitter is not something that the
average electronic technician can build easily-at
least not in a small space. It requires extensive de-
sign and layout work and several circuit boards
stacked atop one another. All things considered, it is
very expensive to make. If one were to hire an elec-
trical engineer to build one, it would cost several
thousand dollars for the prototype.

Mtcrowaue Transmllter
A microwave bug is like other RF-type

L2
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mitters except that it transmits on microwave fre-
quencies. One microwave engineer told me that he
has seen transmitters that are one-fourth the size of
a cigarette package, have an output of 100 milli-
watts, and work in the 10 to 1.1. gc. range. Under
the right conditions, 100 mw. can have a range of
several blocks. I have never seen one of these. At
this frequency range only a microwave receiver or a
spectrum analyzer can detect the RF signal.

Microwave bugs are also highly directional. Low
frequencies bend and follow the curvature of the
Earth, which is called ground wave. Radio stations
on low frequencies can be received thousands of
miles away. Mioowaves are "line of sight" and travel
in a straight line, which has some effect on where
they can be used.

This and their cost make them rare. Since they
are inside devices, the spies who install them aren't
likely to get them back. A professional will seldom
even try to retrieve bugs--it is too dangerous. The
following is one of the few examples of a spy be-
ing caught in the act.

\Vefound a transmitter bldden irstde a bot-atr
reglster wbile sueeplng the area urtth a bug detec-
tor. We dectded to try to draw out theperson who
bad bidden it, so ue bid a small uldeo camera in-
stde the roorn, and tben disabled tbe bug. Tbe next
euening tbe camera recorded a wornan opentng tbe
register tofix tt. Sbe uas a tetnporary ernp@ee pro-
utded by an agency,

Microwave surveillance is generally an outside
method of gathering information.

Iow Frequenqt
One of the countersurveillance experts I

interviewed told me that he had never encountered a
bug that operated in the m-MF band. These trans-
mitters ate rare, but they have been used. This makes
the LF band a good place for a bug to transmit be-
cause no one expects to find it there, and many bug
detectors will not tune this low-frequency arca.

One reason that bugs traditionally have not been
used on LF is that it is an AM band. Almost all the ra-
dios that operate there-short-wave amateur radio,
intemational broadcasting, and others-are AM. AM is
much more vulnerable to static and other interfer-

ence. Ever notice on your car radio that on AM you
hear static and whining from nearby cars, whistling,
and other noises that you do not hear on FtvI?

An FM bug can be built to work on high fre-
quency (HF), but back in the early days of surveil-
lance transmitters, most receivers would not receive
FM on low frequency. So FM bugs were used on
the higher band, VHF, which is almost o<clusively
FM, and the tradition continues.

The spectrum analyzer will find an LF bug, and
there are a number of receivers that cover LF and
will receive both ArU and FM.

The AR-3000 scanner covers LF (and everything
else). It costs about $1,000 and can be interfaced to
a computer by using an optional software package.
This is a good scanner, but it is sometimes in short
supply because the manufacturer doesn't mass pro-
duce them. Try Scanners Unlimited in San Carlos,
California, or EEB in the Vashington, D.C., area.

The ICOM R-71A communications receiver tunes
100 kc. to 30 mc. and is an excellent radio. It costs
about $850.

The top of the line is the ICOM R9000, which
receives 100 kc. to 2 gc. in all modes (including TID
and has a built-in computer, including data/video
display screen. It sells for about $4,500.

Other receivers that cover LF are by Kenwood,
Yaesu, andJapan Radio, all of which are compara-
ble. I prefer ICOM, but they are all good radios.

I know for a fact that LF bugs have been used. If
you call in a team of debuggers, ask them to check
for them. Or buy a receiver and check yourself, but
be warned, shortwave radio listening is a fascinating
and addicting hobby.

INFRARED TRANSI{ITTERS

Infrared bugs pick up and amplify sound just
like RF bugs, but they transmit on a beam of invis-
ible light. The principle is similar to the remote-con-
trol device for a TV set.

It is simple to build an infrared transmitter; in fact,
it is one of the devices that frst-year electronics stu-
dents can choose as a lab exercise. Two small chips
and a dozen other small components are all that you
need for a finished product that is about one-inch
square and that has an effective range of several hun-
dred feet or more, depending on how it is made.
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The receiver is also simple: a small filter passes
through the IR light, which strikes a photocell. The
variations of the light cause the photocell to gener-
ate a voltage with the same variations, which feed
into a small amplifier and come out as sound.

The advantage of such a device is that it won't
be found by most conventional RF bug detectors,
but Capri has an optional probe that will "see" in-
frared light.

Its disadvantages are twofold: it has to be placed
so that the beam of light is pointed out a window,
and the batteries used to power it are much larger
than the device itself. It normally uses TTL circuits
that operate on 5 volts so it most often will use four
penlight cells. Some types use CMOS, which can
use a standard 9-volt battery, but this makes it eas-
ier to find during the physical search. Depending
on how it is designed, the batteries may last a few
days or a couple of weels, but not months or years,
thus limiting the time frame of the surveillance.

VISIBIJ,IIGHT TRANS}IITITRS

You are sitting in your favorite chair in the liv-
ing room of your home, talking to your spouse
about personal matters that you would never dis-
cuss with anyone else. Several blocks down the
slreet, an eavesdropper has a telescope pointed at
your picture window and is hearing, and tape-
recording, every word you say.

This ingenious and insidious tedrnique for eaves
dropping is the most unzuspected and difficulfto-find
listening device of all. It is called ttre light modulator.

The principle is the same as that of the IR de-
vice except that the signal is transmitted by an or-
dinary light bulb. The one in the table lamp be-
side your easy chair will do nicely. A microphone
inside the lamp picks up and amplifies the sound
in the room and then channels it into a circuit that
causes the voltage going to the lamp to vary ac-
cording to the sound from the audio amplifier. The
voltage is varied only about 10 percent, so the
changes in brightness are so slight you would nev-
er notice it.

The listening post can be anywhere from which
the light can be seen, and with a telescope, that can
be a considerable distance. Even if ttre curtains are
closed, it will still work if enough light shows
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through: it is the variations in the light and not the
intensity that sends the intelligence.

How well it works depends on the sensitivity of
the receiver and the qualrty of the audio equipment
used. Because there is no RF signal, bug detectors
and the spectrum analyzer will miss it. By using a
carbon microphone and shielding the light modu-
lator, the operator can hide it from conventional de-
bugging equipment.

It costs less than $50 to build a light modulator,
but gening it into your target's lamp can be diffi-
cult. Installing it requires taking the lamp apatt and
doing some wiring that takes perhaps ten to twen-
ty minutes. The modulating device can also be
placed inside the wall socket into which the lamp
is plugged.

A visible-light transmitter can be detected in at
least four ways. First, the same probe for the TD-
53 bug detector that dercce IR will also see the vari-
ations in light.

second, use a voltmeter to measure the voltage
from the bulb socket (not the outleD while there is
some sound in the room. It should be a steady 110
to L20 volts and not vary at all. If the needle swings
back and forth, you have just found a bug. Now
measure the voltage from the plug to see if it is
there or in the lamp.

Third, a good photographer's "spot" light meter
will show any flickering.

Fourth, a physical search will uncover the de-
vice. Take the lamp aparl The lamp cord should
go directly to the switch and then the socket. There
should not be any kind of elecuical device, printed
circuit board, microphone, small wires, etc., in the
lantp.Then look irside the switchbox (the "univer-
sal hiding place") for the types of extraneous de-
vices, wires, etc.

The visibleJight transmitter is a clever device.
Beware of peddlers crying, "New lamps for old."

WINEIJSS II\ITERCOMS

Sometimes called subcarrier transceivers, wire-
less intercoms are like conventional intercorns, ex-
cept that the signals are sent through power lines.
Some wireless baby monitors use this technique.

The range of subcarrier devices is limited to
those power lines that are from the same line trans-
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former, the kind you see on some telephone poles.
They step from 12,000-21,000 volts down to IZ0
volts used in lighting circuim. Because of the char-
acteristics of these transformers, the signals can't
get through them and into the next transformer and
the lighting circuits it feeds.

One such transformer can supply approxi-
mately twenty single-family houses, one hundred
apartments, or a medium-size office building-
which tells you approximately from how far away
it is effective.

The signal from a subcarrier device can be de-
tected by a device made for this purpose, such
as the one available from Capri Electronics. The
microphone can usually be detected with ultra-
sonic sound.

If you have one of these in your home, keep in
mind that others can listen in on it from other apart-
ments or down the street . . .

Vith inside devices, there are trade-offs. A wire-
less microphone can be inexpensive, but it has a
short range and battery life. The burst transmitter is
harder to find with surveillance gear, but it is larger
and more expensive. A repeater has almost unlimit-
ed range, but it is expensive and can be difficult to
install. You must consider all these things before de-
ciding upon the type of bug to use. you will under-
stand this better after reading the section on physi-
cal searches for surveillance devices in part III.
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and turns it off again when the phone is hung up.
Drop-out relays arc available from many places,
such as Sherwood Communications.

In a private home, ttre listening post can be in the
backyard, or the wire can lead across a fence to a
neighbor's yard (or house). It can also be inside the
house, using the tape recorder and drop-out relay, as
was done in one case with whidr I am familiar.

The wbolefamtly was a buncb of tbtarcs. Tbey
burylafizedpeoplel boma, sob anjtbtng tbey cantd
from wbre tbey worked-euen tf tbq had no use
for tt-and at school Steue to& euerythlng be coul.d
ga bX bards on. StaE afud aflatber stufunt to sbare
a house wttb btm, hls wlfe, and brotherc. The stu-
dent agreed, and they rmted a brge bome near tbe
cttrtpus. After a wblle, be realtzed uhat Steue and
hisfamily were really ltke and became concerned
about bts computer and electrontc equipment.

Art.u tbfnhng about ttfol a long fime, be dectded
to bug tben and trnnlled a Marantz tape recorder
and a drop-outrelay ontbephone lttu they sbared.

It wasn't long before befound out that St@e and
orrc of bts brotberwerepbnntngtofafu aburylary
Just after graduation and steal all hts etcpenstue
equtpment and take tt wttb tbeffi tn a rented mw-
ing truckwhm they moued back to tbetrfatnrly home
tn Virgtnta.

Tbe roornm,ate arrd afrend decined tu set up tbe
tbteues. fhey btd in theffierd's uan tnfront of the
hootse andphotograpbed them in the act of loadtng
tbe stuff into the rented truck. Caugbt ln the act,
tbey were gluen a cbotce: load up thetr belongtngs,

:ii.},;,1:,1,',
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AN OVERVIEIY

Never assume that your telephone conversations
are secure. Even if you aren't being bugged, what
about the person on the other end of the line?

There are ten basic methods of intercepting
phone conversations:

1. Direct listening wiretaps
2. Remote listening wiretaps

Down-line taps
SO and REMOBS
Cordless phone monitoring
Cellular phone monitoring
Answering machine hacking
Voice mail hacking
Microwave and satellite interception
Phone tricks

DINECT IISTEDIING WINE TAPS

The first method is just like the hidden
microphone in the preceding section, except that
the wires are connected to a phone line and strung
to the listening post, or eristing wires are used.

At the listening post, the wiretapper might use
a lineman's test set, an ordinary telephone, or a "lis-
ten down the line" amplifier, but most likely he will
use a modified tape recorder. Brperienced spies al-
ways tape-record what they hear.

The recorder will probably have a udf,op-out" re-
lay iltat interfaces it to the phone line. This device
tums the recorder on when the phone is being used

3.
4.

5.
6.

7.
8.

9.
10.
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Ieaue toun and dont come bde, or be anested. They
beaded south.

The direct method is the same in private homes
and office or apartment buildings, but the wiretaps
are sometimes wired in different ways.

Each unit may have its own small four-wire ca-
ble, like those used in private homes, or there may
be a larger cable with wires for twenty-five, fifty, or
one hundred phones that loops through the build-
ing from the main phone line connection panel,
sometimes called a "sixty-six block."

In older buildings, this block may be on the
basement wall where anyone can access it. Newer
buildings usually have the phone wiring in a se-
cured area called a distribution closet. At each unit,
the small four-wire cable branches offfrom the large
one, enters tbrough a small hole drilled in the wall,
and is connected to the plastic modular jack, or to
an opening in the wall covered with a plastic plate
(the same size as a wall plug or light switch) that
has the modular jack built into it.

If multiline cable is used, then anyone cnn tap
into any of the lines inside it. To select a particular
line, the tapper has to know which it is by the col-
ors of the wires inside the cable (more on this in
Part III).

NEMOTS LISTEI\IING wtREf,APS:
TYPES OF NF PHOIYE BUGS

An RF phone bug is a transmitter, the same as
in the preceding enample except that it is connect-
ed to the telephone line instead of a microphone.
Obviously, it will not pick up the sounds inside the
room where it is placed, only what is spoken over
the telephone.

There are several ways to use an RF phone bug.
It may be direct or inductive. A direct tap is wired to
the phone line and may be series or parallel. The se-
ries uzually draws its power from the phone line, and
the parallel uzually has a binery to provide power.

An inductive ap uses a coil of wire placed close
to a phone or the phone line and picks up the con-
versation from the electromagnetic field that radi-
ates from the phone or the line. And again, as with
direct listen, the wiretapper has to know which
line to tzp.
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If the target is a private home, then it's obvi-
ous which pair to use, but as before, the spies
have to get into the house, bac\rard, or basement
to tap the line.

In old apartrnent buildings, especially big houses
that have been converted into apartments, the
phone wires are strung all over the basement area.
New wires, old wires, and ancient wires are every-
where. This is a wiretapper's dream. Access is uzu-
ally easy, the phone lines are often tagged with the
apartment number, and the places in which to tap
,ghe line are almost unlimited. There is plenty of
Space for a large (and longJasting) battery, and of-
ten the doorbell wires are right beside the phone
wires, which is like manna from heaven: the listen-
er taps the doorbell line, changes it to DC, and uses
it to power the bug.

A bug in such a place can accommodate avery
powerful transmitter, and there is plenty of space
for a long antenna so the range is virtually unlimited

-literally 
miles.

Loufs, an earygotng We of guy, was well-ltked
by eueryone, includtng the employees at tbefurnt-
ture store he owned. Iouls bad been dattng a gtrl
ry,amed, Ctndyfor sawal months, and attbougb he
badn't m.enttorud lt to beryet, be was thtnktng tbey
mtgbt euentually get marrted. One euenlng he was
at,a cocktatl lounge, wtsbtng be were ultb Ctndy,
wbo bad told btm she unuJd be out of toum for afal
days ulsittng herfamtly. Afier a wbtle, Louts lefi tbe
bat and as be was getflrry tnto hts ca4 be saw Ctndy
with anotber man golng ln.

Hurt and sbaken, Louls sat tberefor a whlle,
th inhing, and th m uwfi b oflre. Ctndy h ad totd louts
that he was tbe only rnan sbe was seelng, and he
uas t&sd W ber lyfng as unll as thefact that he had
extmded ber more tban tbree tbotsand dollarc tn
cre dtt for neut fumtture.

The next day wben be confronted ber, sbe trted
to lte berway out of fi W saytng he uas ffilstaken,
that sbe badn't been at tbe bar. Sheftnally broke
down and admttted tbat sbe had, but she told htm
It was "too bad becau.e tbere fsrt't anythfng you can
do about lt." W'ben he asked if she was gotng topay
for tbefumiture, sbe r@lted, ,you gaue it to nte, and
I don't oue you anytblng.,'

I"outsfelt s:ck fnsifu. He was burt and angr!, and
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he dectded to get euen. He bad some knowledge of
electronicsfrom his days tn the nauy, so he built a
large transmttterfrom a radto ustngplaru obtat-
tnedfrom an old tssue ofPopular Electronics. He
fnsalled tbe transtnlttqin tbe basemmt of ber apart-
rnent buttdtng

For tbree weeb pnple tn the netgbborhood of tbe
medlum-slze ctr! tn Michtgan ltstened to her lte to
and tne half a dozen men, telllng eacb that be was
tbe only one ln her ltfe, and then braggtng to ber
gtrlfrtends about all tbe monE/ and gffis sbe had
connedfrom them.

'When sorneonefinally told her about what was
happentng, sbefreaked out and dectded (forreal)
to go and stay witb berfamtly. A neigbbor saw ber
load some tbtngs lnto a station uagon, and she neu-
er cnrne back to tbe old netgbborhood. Louts got his
furntture back, but tbe bur^t and bttterness stayed
uith btm alongfime,

Ve think Cindy deserved what she got, and we
sympathize with Louis, but this still does not justify
what he did. He was not defending himself; he was
getting even. And what about the right to privacy
of the many people to whom Cindy talked?

Ilne-Pow ere d Remote Vlretaps
As the name implies, zuch phone bugs receive

power from the volage on the phone lines, which
typically is 48 volts. The power of this type is low
compared to other types, because of the load it
places on the line. If the load is too great, the bug
will be detected automatically by the telco mainte-
nance equipment.

Line-powered bugs are in all other respects the
same as other types of RF phone bugs: they are at-
tached to the line, and they transmit what is being
said on the line to a nearby receiver.

Drolr -Itt Rentat e Wrret ap s
The drop-in is an ordinary carbon telephone

microphone that has a small line-powered bug built
into it. Because it uses a small line-powered bug,
the drop-in has a limited range, approximately one
hundred feet.

It was invented back in the 1960s when almost
all telephones were built by Westem Electric and
used the same type of mouthpiece. In just a few

seconds, the Bakelite cap could be unscrewed and
the replacement dropped in, hence the name.

The handset (receiver) of many of today's phones
are molded in two parts and screwed together, but
if you have a phone wirh the screw-off caps and you
suspect such a device, you ciln just replace the mi-
crophone or the whole phone. Since the drop-in is
line-powered, it will not work once it is removed or
the phone is disconnected from the line.

Series and. Parallcl
These two are also two variations of the basic

RF phone bug. The bug has two wires coming out
of it. Vith the parallel bug, the fwo wires are just
spliced across the tlvo phone line wires. Vith ase-
ries bug, one of the phone wires is cut, and the two
open ends go to the bug's two wires. A parallel bug
is usually battery-powered, and the series device is
usually line-powered-usually, but not always.

There is a difference in how they affect the line,
which will be described in the section in part III on
finding phone bugs.

Ih e Infinlty Trans nttter
The infinity transmitter is not really a transmitter

like the RF devices described above. It is a remote-
controlled device used to listen in on the room
where the target phone is located.

The infinity device is wired inside the target
phone (or some versions have a built-in microphone
and are hidden somewhere else in the area) from

which it can be
connected to the
phone line and*

t
s

N
{
#

still pick
up the sound.

Many years ago when the
infinity transmitter was devel-
oped, the telephone company
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used mechanical stepping switches or relays (cross-

bard to connect one line to another. If you called
a number, the switches or relays would make an
electrical connection between your line and the one
you called as soon as you dialed the last number.

Once the connection was made, the called
phone was turned on, and the mouthpiece or built-
in mioophone was hot. This is called a hook switdt
blpass. The listener would then send a tone down
the line that would stop the phone from ringing.
This was originally done with a harmonica, and the
device was called a harmonica bug.

The Electronic Switching System (ESS) now used
by the telco will not connect the two lines together
until the called line answers, so infinity transmitters
that worked with the crossbar switching systems
won't work with the ESS. Other Wpes will.

The new types intercept and store the voltage
that causes a phone to ring for a fraction of a second
and then place a resistance across the line that sim-
ulates its answering.

In this short period of time, it listens for its acti-
vation tone, like the harmonica note used with the
old type. If it hears this tone, the phone is answered,
and the microphone becomes hot. If not, it releases
the stored ring voltage, and the phone rings as usual.
The bypass can be deactivated by sending another
tone, and the phone will then function normally.

Infinity transmitters that work on the ESS sys-
tems are hard to come by; they are not likely to be
found in'spy shops" or mail-order catalogp.

Another device that is similar to the infinity trars-
mitter is advertised as a "burglar alarm" or "tele-
monitor." If placed on a phone line, it will "answer"
the line and activate its self-contained microphone,
but it will not prevent the phones on that line from
ringing. If the listener were to disable the ringers in
the phones on the target line, this device would
then work as an infinity transmi$er and prevent the
phones from ringing, but before long someone
would start to wonder why po one was calling him
or her anymore.

These devices sell for $150 to $200, which is too
much for most people to spend on something that
isn't likely to work for more than a day or so.

Telemonitors are intended to be used with a
dedicated line that has no phones on it. An example
of the telemonitor is the Panasonic IO(-T2432 Autc-

Logic remote-controlled answering machine, which
has a function called uanswer back."

To use it, you call from any phone, and when it
answers, punch in a code number from the Touch-
tone pad and the built-in microphone will turn on,
allowing you to hear what is being said in the room
where the phone is placed. It stays on for only thirty
seconds, but it demonstrates how telemonitors work.

Telemonitors are legal if not used to listen to
someone without his or her knowledge and are
available from Sherwood.

Sub c arrl. er E x te n stotts
A subcarrier extension system couples a phone

line to the AC power line so that an extension
phone can be plugged into any AC wall outlet using
a small adapter, The principle is the same as wireless
intercoms and baby monitors.

Some companies that sell these systems imply
that the signal can't be received outside your os/n
home. This is untrue, as you learned in the sec-
tion on wireless intercoms. If you have such a
system, keep this in mind, or better yet, take it
back to the place you bought it from and demand
your money back. Tell the clerk that you were a
victim of false advertising.

A subcarrier extension system can be used for
surveillance by hiding it somewhere in the target
area from which both power and phone lines can
be accessed-in the basement of an apartment
building or in your garage if you have an entension
phone there.

Like wireless intercoms, the CD-01 subcarrier
detector from Capri Electronics will find a sub-
carrier extension.

DOWN-LIIIE TAPS

A downJine tap is generally defined as any tap
that is outside the area over which one has control
or to which one has access tHne that is off the
premises. This could be outside of a house or of-
fice building or anywhere from the telephone pole
in an alley to inside the telco's underground junc-
tion points. A down-line tap can be either direct or
remote. Downline taps are uncommon for a num-
ber of reasons, which are explained in part III on
searching phone lines.
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REMOBS EAVESDROPPING

REMOBS stands for Remote Observance. RE-
MOBS is a way to listen in on a phone line from
another (remote) phone line. If your phone were
tapped under a court order, the telco could then
program its computer to tie it to a second (REMOBS)
line, which goes directly to the agency that obtained
the order.

At the offices of that agency, the listeners would
set up their tape recorders and whatever else they
do in these situations. They probably have dedi-
cated lines for this purpose. Of course, I do not
know that they do, but since it is a legal tap, it is
doubtful that two agents and three tape recorders
would take up residence in a cramped distribution
closet. (This makes it hard to send out for a pizza.)
This is one example of REMOBS.

The following is the true account of something
that happened that leads me to think that there is
another way to use REMOBS.

About two years ago, when I first heard of re-
mote observance, I tried to learn more about it. All
I knew at the time, acnrally what I had heard rather
than knew, was what I stated above: that it is a way
to tap one phone from another.

I started by calling Pacific Bell. Everyone I talked
to said he never heard of it. I expected that. I wan-
dered around looking for telco trucks and pestered
some of the workers with questions, but everyone
said he didn't know what it was. Some of them
were lying-I can't prove it, but one curn sometimes
tell when someone is being untruthful.

Then I left messages on a number of computer
bulletin boards asking anyone who knew anything
about REMOBS to call; the message also stated that
there were two lines to use for a demonstration. I
gave the number of line one, but not line two,
which was billed to the first. Both numbers were
unlisted and unpublished.

A few weeks later I recelved a call from some-
one who did not give a name. He said he could
demonstrate REMOBS. He asked me to make a call
on the second line. Since I didn't want to make any-
one else a par'r'/ to this, I called a number that I fig-
ured would put me on hold for a while. I called
Pacific Bell.

A few seconds after the call was answered and

the synthesized voice was saying something about
the high volume of calls, the caller came h on line
two, while he was still on line one, and there was
no "click." I started to ask how he did it, but he cut
me off and offered a second demonstration. I was
told to call a bulletin board system (BBS).

The line went silent, but the dial tone did not
come back on. I pushed the hook switch and got
the dial tone back, hung up, and called a computer
BBS, and about a minute after I logged on, the
anonymous caller-still on line one-started reading
back everything I was Wping on the computer as I
typed it. I tried to get him to explain, but he said
he had to go. I never heard from him agaia.

Have you ever picked up your phone to make
a call and found that someone else was on the line
trying to make a call? Have you ever called a num-
ber that wouldn't ring, and then heard people talk-
ing in the background?

Some observations:

o I had a voltmeter on both lines to monitor the
line voltage. It is set by the telco at 48 volts, and
while it. varies depending on a number of things, it
should be between 46 and 52. \Vhen the phone is
"off hook," it drops to about 12 volts, and if a sec-
ond phone is picked up, it drops a little lower.
When the caller came in on line two, it dropped
from 12 to 9 volts.

. I didn't tell the anonymous caller the number
of the second line. In the first demo, I didn't tell
him whom I was calling from line two. In the sec-
ond demo, I didn't tell him the number or the name
of the computer BBS I called. The system has only
one incoming line.

. There are ways of getting unlisted numbers.
That patr- was no surprise, but somehow he tapped
into line two both by voice and computer.

. Some people have suggested that this was
done by a telco employee who was in the switching
office (SO) at the time. That is one possibility.

o A countersurveillance expert I discussed this
with suggested that he tapped the line into the
apar[ment building. Thafs the first thing I checked.
The SPSP boxes where our lines came in were se-
cured in such a way that I would know if they had
been opened. There is no other place they could
have been tapped without removing the insulation
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from and splicing a wire to the line. This had not
been done.

Pacific Bell will deny that what t have described
is possible, but I am not convinced. Every phone
line in the telco system goes into, and is controlled
by, its mainframe computer system, which is, has
to be, capable of connecting any line to any other
line. Ifith the right access codes, passwords, and
the like, it seems logical that someone could use
REMOBS.

All I know is what happened.

CONDITSS TEITPHOI\IES

Cordless telephones operate under provisions
of the FCC "low power" laws, which limit them to
100 milliwatts (1/10 watt) power. They arc adver-
tised as having a raage of 100 feet, 200 feet, etc.
This is true with the antennas that the base and
handset use and the sensitivity of the receivers.

However, a good scanner with an antenna on
top of a house or building can pick up cordless
phones much further away. Depending on terain
and obstructions, range can be from several blocks
to more than a mile.

Practically every scanner made, from the cheap
est ten-channel available for $50 in pawn shops to
the top-of-thejine models like the AR-3000, receives
cordless phone frequencies. Cordless phones have
ten channels with separate frequencies for base and
handset. These frequencies for base and handset
respectively are:

CHANNET 01
CHANNET 02
CHANNET 03
CHANNET 04
CHANNEL 05
CHANNEL 06
CHANNEL 07
CHANNEL 08
CFIANNET 09
CFIANNEL 10

you use a cordless phone. Also be suspicious if
some mail-order company sends you one as a*mal
keting test" or whatever. This has been done . . .

CELLI.]IAR TEI.EPHOI\TES

In the section on zurveillance law, I mentioned
that there is a law that allows people to listen to
some types of radio-telephone conversations but
not others. This law is the Electronic Commun-
ications Privacy Act (ECPA), which prohibits moni_
toring both cordless and cellular phones. pan of
this law has been reversed by the U.S. Supreme
Court, which, as I understand it, states ttrat,,no rea-
sonable expectation of privacy" exists on cordless
phone frequencies, so apparently they can be moni-
tored legally.

The Omnibus Crime Control and Safe StreeB Act
of 1953 doesn't seem to cover cordless phones,
either, but I don't know for sure. Consult i lawyer
rather than take my word for this.

Listening to cellular radio is still against the law
(ECPA). \Vhy one is legal and the other is not, I do
not understand. They both use a duplex two-way
radio, both are connected to phone lines at one end
(or both), the frequencies of both are public-domain
information, and scanners that can receive both
without being modified are on the market.
According to the law, a person using a cellular
phone has a "reasonable expectation of privacy.,,
In reality, that person does not.

Some salespeople in cellular phone stores will try to
convince you otherwise. I went into one store in
Chicago, pretending to want to buy a phone, and told
a salesperson that I was concerned about people lis_
tening in with squlners and asked if this was possible.

'Certainly not," he replied. ,,By law, scanners aren't
allowed to be sold in this country if they can receive
'our'frequencies, and they are kept confidential."

\7ith the righteous indignation of confronted
liars, he continued, "Even if someone had these fre-
quencies, he couldn't hear anyone for more than a
few seconds because the channels change every
few seconds." None of what he said is true.

rVhereas cordless phones operate on only one
of 10 channels, cellular phones have g20 channels;
each of the tvro vendors uses 410 of them. As the
phone moves from one arcato another, it changes

46.610 49.570
46.530 49.U5
46.620 49.860
46.710 49.770
46.730 49.875
46.770 49.830
46.830 49.890
46.870 49.930
4G%0 49.990
46.970 49.970

Some older cordless phones operate on other
frequencies.They are listed in Appendix D.

Hundreds of thousands of scanners have been
sold in the United States, so keep this in mind when
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t
t

from one channel to another. This makes it harder to
stay with or track any one conversation. It is diffi_
cult, but far from impossible. Cellular telephones
have greater range, as the antennas are usually on
top of towers or tall buildings, and tracking requires
only a good scanner with at least 200 memory chan_
nels (400 is better), a good outside antenna, and
the expertise to program it effectively.

Vith such a scanner it is possible to track the
same conversation throughout most of a large city
and some suburban areas, and if the phone stays
in one place, the scanner won't change channeis.
Some conversations have continued for hours with_
out the scanner's ever-changing channels.

It is not possible to iust dial up a particular cel_
lular phone with a scanner, but if you know that
the caller is in a certain area and recognize the
voice, you can find him if he stays on the air for at
least five minutes. It is also easy to follow the ve_
hicle as he drives and to stay with the conversation,
as described in Appendix F,

To tap into a given phone or to be able to tell
whenever that particular phone goes on the air, you
need a system access monitor (SAM). A portable
SAM that is close to a cellular phone will 1) receive
the signals it sends (called Capture Voice Channel
Assignment), 2) display on the front panel, and 3)
store for later printing all of the information in the
phone's NAM (number assignment module), in_
cluding, among others, the Mobile Identification

cellular system data channels with the SAM and look
for them. You can also monitor the single control
channel r:sed for incoming calls and tell when a call is
placed to that phone. SAIvIs sell for $1,200 to $1,400.

I7ith some cellular phones, it is possible to du_
plicate thqse numbers and bum them into the NAM
chip of another phone. It works on the pirated num_
ber just like the real phone.

I have been told that vendors have added some
new security methods to prevent this. Check with
a local vendor or the manufacturer. Someone could
run up a large bill on your account, and you
wouldn't know it until the next statement came.'uTtrenever you use your cellular phone, re_
member that there is a good chance that someone,
somewhere, is listening.

For more information on how the cellular sys_
tem works, see the article on how cellular radio
works in Appendix F.

Some scanners and communications receivers
receive the cellular bands without modification, in_
cluding the ICOM R7000 and R9000 receivers and
the AR-1000 and AR-3000 scanners. Others are eas_
ily modified. Details on how to do this are in
Appendix G.

ANSWEruNG MACMI\IES

If I were to call your phone number and get an
answering machine that has the remote_control fea_
ture, I could listen to, record, and erase your record_
ed messages if I wanted to.

Using a computer program that generates the
pairs of DTMF (Dual Tone, Multifreguency) Touch_
tone frequencies, I called my mactrine from my sec_
ond line, and although it took five attempts, I was
able to break into it. Vritten in BASIC, what this
program does is to generate all of the tones se_
quentially from 000 to 999,which can then be tape_
recorded, and used from a pay phone.

"Phreaketb thee nanerpbrom tbine ownphone
phor surely thou wtlt bephound and tby cornputer
takenphrorn thee.,'

Frotn tbe Hacker\ Ten Cornmandments.

Touchtones are actually different pairs of fre_

Number (MIN) and
Electronic Serial
Number (ESN).

Once you have
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1. 597
2 697
3 697

A 597
7 852
8 852
9 852
c 852

quencies for each of the twelve keys. In addition
to these twelve, there are four other tones that the
Touchtone pad can generate A, B, C, and D in the
ctrart. These are not included in standard telephones
but are used by the military Autovon system. They
are Flash, Immediatg Priority, and Routine.

These frequencies, in cycles per second, are:

will then start dialing password combinations either
randomly or sequentially until it opens one and then
store that number for later use.

some vM systems use a four-drgt or longer pass-

word. Four digits create 10,000 possible combina-
tions, which take a great deal of time to break.

Betrer systems will disconnect anyone that makes

three incorrect attempts at a password. The hacker
may hit on a password that is being used iust by
chance, but this auto-disconnect feature makes it
much more difficult and provides more security
against hackers.

Voice-mail numbers can be learned by using
computers, something like in the movie War Gatnq
but with improvements. The telco computer is pro-
grammed to look for someone who is dialing many
sequential numbers, and when it detects this, it
prints the information out on a line printer and alere
the telco security personnel.

The improved system is set to work on a partic-
ular exchange and then will dial the last four num-
bers at random so it does not alert the telco system.
It keeps a record of the calls made and the rezults,
such as no answer, disconnect, or the presence of a
voice-mail system. Then the password hacking pro-
gram is used.

If you use voice mail, find out how much secu-
rity it provides. Does it disconnect a hacker after a
certain number of incorrect attempts? Does it keep
a record of when it has been accessed? If so, check
the record now and then if you have reason to be-
lieve someone is trying to get into it.

Accelerated Information, Inc., is a nationwide
voice-mail system that has an interesting security
feature: if you make a mistake and enter your ac-
cess code incorrectly, then the computer requires
that you enter it again twice. It also will make a
record of any incorrect attempts and will advise you
automatically, so you will know if someone has
been trying to get into your message base.

If you can use a longer password, then do so,
remembering to make it of random numbers and
not a number someone might assume you would
use, as mentioned above. Five digits generate
100,000 possible combinations. One would have to
be very determined and spend many hours to break
such a password.

A second method of hacking voice mail is to lis-

KEY FREQ1 FREQ2 KEY

t209
7336
7477

t633
1209
7336
1,477

1633

The anempt to access the remote message play-

back has to be made after the machine seizes (an-

swers) the line and before the incoming message

recording begins, or the generated tones will be on
the message playback tape, which will alert the
owner that someone is trying to access his mactrine.

A machine that uses four digits or includes the

' and* keys provides much more security--cnough
to stop all but the most determined hacker. I don't
know of any models that has these features now,
but sooner or later they will be on the market.

Meanwhile, you might consider making your ac-

cess code of three random numbers. Don't use the
first three digits of your phone nurnber, address, or
area or Zip Codes. These are the first combinations
an experienced hacker, using a battery-operated
Touchtone pad (pocket dialer), will tty. "Don't leave

home without it,' another one of the hacker's ten
commandments, refers to the pocket dialer.

VOICE MAITBOXES

Hacking voice mailboxei works in the same ba-

sic way as breaking into answering machines. Some

computer BBS offer free programs made specifi-
cally for hacking voice mail (VM) passwords.

If a hacker has a VM number and he wants to
get into its private boxes, he will call it late at night
when it isn't busy and adivate the program, which

4
5

6
B
a

0
#
D

FREQl

770
770
770
770
941
941'
941,

941,

FREQ2

t209
1335
7477

1633
1209
1336
t477
1633
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ten to cellular phone frequencies. If someone has
your voice mail number and knows you use a cel_
lular phone, he can use a scanner to track your con-
versation and wait for you to use the VM system.
\Vhen you punch in the password, the scanner
hears the DTMF tones, and a Touchtone decoder
connected to the scanner's speaker jack will display
them on the panel LEDs. Such a decoder is avaii-
able commercially, but it is not cheap.

Anyone who is familiar with digital eledronics can
build a decoder. It is not at all complicated, and the
parts cost less than $50. plans for a decoder can be
found in the public library in the electronics section.

An easier method is to use a pager. Tape-record
the tones from the scanner, call your pager num-
ber, play them into the phone, and the pager will
display the number.

Obviously, this technique will also capture
calling-card numbers, so consider using direct
dial on your cellular phone, and never use or
give out your calling-card number over the cel-
lular radio system.

SAIEttIlS AI\ID IIICROVAVE INTERCEPTION

Satellite or microwave interception of phone calls
doesn't really apply to most of us, but it is interest-
ing to read about.

garclutu Interceptl.on
Satellite phone calls can be intercepted by using

a standard TV earth station or a TVRO receiver and
a four-foot dish. The satellite receiver's base-band
output feeds into a short-wave receiver or scanner
antenna connector, and the listener can tune across
the band and hear hundreds of phone conversa-
tions. However, there is no way to fune in on a par-
ticular conversation; it's a matter of hearing what-
ever is there. Much of the conversation is from big
businesses that have brandt offices across the coun-
try, zuch as fast-food chains and car-rental agencies,
and is very boring, but television stations, newspa-
pers, and wire services use satellite transmissions,
and what they have to say can be far from boring.
Consider CNN's coverage of the war in the Middle
East. There were videotapes of the news crews us-
ing a portable four-foot dish antenna to communi-
cate with the networks. \(rith an earth Etation and

scanner described above, you might have heard all
of what they were saying and not just what they
were allowed to report.

This process is detailed in TIte Htdden Stgnak
on Satellite Wby HaninSton and Cooper, published
by Howard Sams & Company.

Mktowaae Irstentflg
Not so many years ago, all long-distance phone

calls traveled over wires strung on telephone poles,
but today most of them are relayed by microwave
towers. Anyone in the path of these directional m!
crowave signals who has the right equipment can
intercept these calls. The receivers are expensive
(tens of thousands of dollars), complen, andreguire
sophisticated "demultiplexing', circuits.

Federal intelligence agencies have this equip_
ment and can-and do--listen to the phone con_
versations that are transmiEed over the vast network
of microwave relay stations. Overseas calls are rou_
tinely listened to by U.S. government agencies_
national security considerations again.

The Soviets have the same technology, and one
of their embassies just happens to bJdirectly iri
the path of one of these relay towers. Das
vadanya, Ivan. . .

PHOIIE TRICKS

If someone were to call for an enecutive of a big
company to order a change in phone service, zuci
as a new private line or extension, no one would
necessarily know about it until the nent bill came,
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and even then although things go through chan-
nels, it could take some time before he found out
that it had been ordered it.

Some big companies have offices in several lo-
cations. One person might have an office in two
different buildings and have a private line in one

and an extension to that line in the other. This is
called an outside ortension.

If someone knows your private number, he

could call the telco and order an outside ertension
installed in a new property he had "iust acquired." A
spy could do this and tap your line without having

to leave his home. Of course, there is a record of
the location of the el<tension, but it could be a small
apartrnent rented under a phony name.

aaa

Some phones have hook switches that only need

to move a quarter inch or so to turn them on.
Placing a small square of rubber or plastic under
the receiver can hold the line open.

If someone were alone in your office for even
a few seconds, he could call a preananged number
and prop the phone receiver up to keep the line
open. You probably wouldn't notice it until the next
time you used the phone. If he is lucky with his
timing, the intruder might be able to listen in on a
meeting beween you and an important client. The
sound will be muffled, but a good amplifier and
other audio gear will improve it enough for him to
make out what is being said.

Below is another phone Eick that somefimes work.

You are Mr. A., the CEO of a medlum-slze elec-

trontcs coffipany tbat makes AC utdgetq wblch ls

ln tbe ptocw of nwrglng wtth a coflPany that rnaks
DC wtdges. Iberc renatn tnany futalls to fu unrked
out, and you and the CEO of the other cornpany
spend a great deal of tlme on the phona.

vhlle pu me ln tbe ml .Mle of dolng slxteen otber
thlngs, your lntercom ltru buzzq. Your secretary telb
you sbe has Mr. B.frorn tbe otbu ttttdga cotn?any on
tbe ltru. You ptck up tbe pbotu and snn talhtng.

Vhat you don't bnow ls that you are talktng to
eacb otber thrwgb tbe telepboru sJstetn of Mr. C., a
profaslonal tndtsttlalspy who has been htred to get
tntelllgence about the merger. Mr. C. bas a tape

recorder attached to the phone, and euerytblng you
sayLs beingrecorfud.

What Mr. C. dtd was to aall Ww office and haue
h8 secretary tell your recQtlonlst that she has Mn
B. on tbe ltne. Then sbe called Mr. B. and told bts
receptionlst that sbe bas you on tbe llne. So botb of
youptch up tbe pbone and start talhlng, tuuer snp-
ptng to tbtnk about wbo calledwhom.

This has been known to work.

SECT]RE PTIOI\IE COMMI.'I\rICAIIONS

The above examples provide information on the
methods that can be used for phone surveillance.
In Part III on finding bugs and wiretaps, there is a
chapter devoted to searching phone lines. This in-
formation will enable a person to make his inside
wiring secure from electronic intrusion-in some
cases 100-percent secure; in others, very close to
that. Meanwhile, there are other ways of making
communications more secure.

The first is to stop using your home or office
phone for confidential conversations, i.e., for any-
thing that is important enough to someone to cause
him to affa;rrge a phone tap.

Instead, for confidential conversations use apay
phone selected at random and do not use the same

one all the time. A guiet place to use a Pay phone is
hard to find in alarge urban area; uzually the best
place is in the lobby of a large hotel that has a num-
ber of phones in a small, quiet room.

If you were in the habit of using zuch a phone,
someone who was followingyou would know. Real

spy stuff, this . . . So what a professional eaves-
dropper can do is r:se one of the other phones there,

call a preananged number, then place a small plas-

tic block on the hook switch to hold the line open
(as in the preceding orample), replace the receiver,
and hang an "Out of Order' sign on it. The person at

the other end can easily hear you using the phone
nCIft to it. Sound farfetched It's an old trick.

For maximum secrecy, communicate in person
or use a computer and a data-encryption program
when possible. You can use computer bulletin
boards for storing messages to be encrypted.

Phone-scrambling equipment is available that
increases the privacy of phone conversations to var-
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ious levels of security, but they must be used in
pairs: the person to whom you are talking has to
have the same type and use the same prearranged
code as you.

There are solutions to this problem. One readily
available, fairly inexpensive device is the phase-in-
version device that scrambles sound in such away
that it sounds a little like Donald Duck. This device
will keep the average person from knowing what
you are saying, but a pro can defeat it. These de-
vices are available from mail-order companies,

Another option is the digital encrypting sys-
tems that provide various levels of security, de-
pending on the type of system. The Digital Voice
Protection (DVP) system from Motorola provides
a high level of security. The following is a
semitechnical explanation of how it and the oth-
er digital methods work.

First, the sound of your voice goes through a ,bplat-

tef'or band-pass filto, which,clips'the bandwidth of
the sound. This limits the frequency range and makes
it easier to process, similar to the telco system that lim-
is sound from 300 to 3,000 cycles, compared to normal
hearing of about 40 to 15,000 rycles.

Then the sound is "sampled." An electronic gate
is opened for about 1/10,000 of a second, and the fre-
quency of the sound that passes through the gate is
meazured. This is the same method used in compact
disc (CD) music s'4stems, but where a CD samples the
sound 20,000 times a second, the DVp rate is about
7,000. It is less because the bandwidth is narrower.

Each of these samples is then turned into a bi-
nary number, a series of ones and zeros, by an in-
tegrated circuit called an analog-tedigibl converter.
Once the sound has been converted to numbers, it
is a simple task to scramble these numbers. This is

done by both substitution and transposition. The
process is simple, but the result is complicated.

The resulting signal, which sounds like the hiss
of an FM radio tuned off-station, is sent over the
line to the other phone where the process is re_
versed. The binary numbers are decoded and then
fed into a digital-to-analog converter and become
your voice again.

Another method of scrambling, called SVX, uses
the l-)ata Encryption Standard (DES) developed by
IBM for the federal govemment. It is essentially the
same as DVP, o<cept ttlat ttre algorithm used to scram_
ble the binary numbers is much more complex.

To use the SVX or DVp system, each phone is
programmed with the key, using a device that inter_
faces with a computer (a small pC) called the ,,key-

loader," which has a series of buttons on the front
panel that are labeled in hexadecimal, a method of
counting based on the number 15 instead of 10. tike
the other methods, SVX and DVp require that both
parties have the same type of scrambler.

The ultrasecure system that GTE Mobilnet has in_
stalled in its cellular system will one day be avail-
able to the public, and this will keep your commu-
nications secure from anyone except the federal
government and other law-enforcement agencies,
and possibly some others, but even with the key, a
sophisticated computer system that is beyond the
means of most eavesdroppels is required to un-
scramble the transmissions. I don't know when it will
be available; some people at GTE won,t even admit
that it exists. Perhaps if enough people put enough
pressure on the feds and GTE it will be soon.

Cellular One is also working on zuch a system,
but the company won't discuss it other than to say
it is "on the drawing board."
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PARTIII

AN OVERVIEW

Part three is about how to find inside surveil-
lance devices and how to deal with thenr if any arc
found. It is divided into two parts: the physical and
the electronic search. Electronic searches require
equipment that can be expensive and some of
which requires experience to use. They are detailed
in this part.

The physical seardr you can do yourself, and if
done correctly, it will find practically every tlpe of
inside listening device that exists. However, while
there is a considerable amount of useful information
here, just reading it will not make you an instant ex-
pert. There is always the chance you might miss
something a pro would have found. If you have the
funds, I strongly recommend that you hire a pro.

COI\IDUCTTNG A PHYSICAI. SEARCII

The examples presented below, as well as the oth-
ers in the chapters on electronic searches and secur-
ing an area, are intended as a guide rather than a
complete list. Use your imagination and knowledge of
the area to be searched to supplement the list.

First, keep a record of the search and other per-
tinent information. Make an exploded drawing of
the room (as shown in the illustration on page 30)
and list all the possible hazard*places a listening
device could be hidden. The illustration lists some of
them as examples.

Another idea is to photograph the area to be
searched; this is particularly important if it is a busi-

ness with many small offices, a conference room,
etc. During the next search, you can compare the
photographs to the room to see if anything has been
brought into the room(s) that could hide a bug, zuctr
as a new plant, picture, books, furniture, and other
such places.

Earlier, I zuggested that if there is a listening de_
vice present, the person on the other end may hear
you making the search. pulling drawers from desks,
moving pictures, or checking larnps could give you
away.It is better that the listener doesn't know ihat
you are looking, and there are ways of covering the
sounds made in the search.

One way is a two-phased search: the silent
search and the disguised search. Take a long look
at the area and see what can be inspected with-
out making any suspicious noises, make notes in
the file, and then do that part first. For a large area
with a lot of furniture, bookshelves, and office
equipment, consider using small colored invento.
ry labels to mark what has been secured as you
cross it off the list.

Some usefirl tools for a search are pliers, screw_
drivers, a magnifying glass, a dentist's minor, a ruler
to measure things for false botoms or hidden com-
partrnents, and a good flashlight The Mag-Ute and
Mini Mag-Lite work well because the beam can be
adjusted from wide to narrow, but anything with a
very bright beam will do.

Keep in mind what you learned earlier about
where devices can be hidden and what to look
for-antennas, wires, etc. Before you start, here are
some ideas on what to look for.

I
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Vbat Does a Bug look tthe?
Consider a universal truth about inside devices:

They all require (or are) a microphone, sometimes
called a transducer. Transducer isa generic term for
anything that changes energy from one form to an_
other. A microphone changes acoustic energy
(sound) to electrical energy. A speaker generally
changes electrical to acoustic, buiit can work both
wayF-a speaker can be a microphone.

Obviously, the microphone has to be placed in
such l way that it will pick up people's voices in_
side the room it is in. A room with-drapes or cur_
tains, fumiture, plants, and wall hangings has better
acoustics and better places to hide a bug. A room
with bare walls and sparse fumishings doesn,t have
as many places to hide a listening device.

Placing any type of microphone behind a solid
object will mask some of the sound. Anything less
solid, such as upholstery fabric, moss, or leaves on
a plant, conceals the bug and lets most of the sound
in. Certain types of fabrics and foam plastics that
are acoustically transparent (such as are used on
stereo speakers) will let all the sound through.

r$fith a few rare exceptions, anything a micro_
phone is hidden in will have a s-ail hole to let the
sound in. A speaker can also be used, but it is larger
and harder to disguise. The most likely place foi a
speaker being used as a microphone is'inside a hol_
low door where a hole would be seen easily. Re_
gardless of where it is hidden, the wires have to
lead to the listening post, and stringing these wires
cantake time. They obviously haveto go through a
wall, floor, or ceiling at some location, and this
makes a hidden microphone easier to find.

Metallic paint can be used as wires_ordinary
wire will go from the microphone along the edge
of the carpet to the wall socket, then the paint is
sprayed on the wall to lead to the hole. This obvi_
ously is then covered with paint that matches what
is already on the wall. Look for discoloration be_
cause an exact matctr is unlikely. Suctr an installation
might work in a cheap hotel room or basement
maintenance atea, but not someone's living room.

To get the wires out of the room and into the lis_
tening post, the listener must use a hole that already
exists or make a new one. Existing holes are uzual_
ly.behind the plastic plates that cover plug switctres,
telephone wires, and TV cable or antlnnas.

Tiny openings can be made from an upstairs
ap.lrtm9n1, through the floor directly abovl your
geiling light fixture. Any bits of paint or plasteiwill
fall into the glass cover and noi be noticed_until
a burned-out bulb is replaced. Holes drilled else_
where uzually leave traces of plaSer, etc. Even when
small hand drills are used with a vacuum device,
some residue usually remains on the floor.
. tikely places for a hidden microphone are be_
hind or under furniture that is close io a wall plug,
behind drapes, on top of door or window fra-es, Jr
wedged between them and the wall.

Now, let's look.at finding RF devices. How big
is a bug? Bugs can be large and easily seen, or they
can be so small that you are not likei to find them
visually. On ,,The Man from U.N.C.L.L.,,,Napoleon
Solo used a transmitter inside a pen to Att< to peopte*1"I miles away. No way. On the other hand, a
cellular phone could be built into a shoe like the
one Maxwell Smart used.

One device, described elsewhere in this book, was
made from an old tube-type, table_model AM radio.
At the other extreme, a bug inside a martini olive
worked. The AM radio bug fansmined for about one_
half mile; the olive worked for only a few yards.

The smallest commercially made FM wireless mi_
crophone is usually at least 3/*inchsquare and 1_
inch long and encased in metal to shield it from the
NLJD detector described later.

A homemade bug on a printed circuit board is
usually no smaller than one-inch square and can
be larger.

Battertes
One of the most important things to remember

when making a search is to keep 
"li"trr. of a bat_

tery in your mind as you are looking. All bugs have
t9 have power, and if they are not GiO. something
that plugs r_nto the power line, then they must have
a battery. If a bug is to operate for more than a few
days, the battery is usually larger than the bug.

A very small FM wireless microphone with a
range of a hundred feet or so might opexate for two
or three days on a calculator bafiery or a week on
one AA-cell, but it doesn,t have enough power to
se_nd its signal through several walls from an inside

9ffi9e to a building across the street. It may reach
the floors above and below and the adjacent roofils.
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Higher-powered wireless microphones may

reach half a block or so under the right conditions,

but to last for more than a few days, they need sev-

eral penlight or one C- or Dsize cell. A really large

bug with i tange of several miles will drain a C-cell

in i few hours. To keep transmitting for days or

weeks, it requires something on the order of a rno-

torcycle battery.
A number of small baseries can be used to pro-

vide the same amount of power as one larger one'

A motorcycle batery obviously will not fit inside a

hollow door, but a dozen C-cells chained ogether in

parallel can power a wireless microphone for a year'

A D-cell battery will not fit inside a quarter-inch

hole drilled in a wall, but dozens of hearing-aid bat-

teries will. It's been done'
Photocells that generate electricity when exposed

to light can be used to pov/er a bug. T\vo smdl cells

could power a small wireless microphone that nor-

mally uses a calculator battery. Half a dozen would
power alarger wireless microphone' These cells

irau. a surface area of at least one square inch,

which has to be exposed to light. Although solar-

powered bugs can be used only in certain areas'

they have the advantage of never needing the bat-

teries replaced. Inside a ceiling light flurrure' certain

rypes of bmp shades, and in a window ftame arc

liliely places for a solar-powered device.
rui&at does a bug look like? Look for any kind

of elecronic device, a small printed circuit board,

or a small plastic or metal box or molded rubber

block. The block will have a small hole to let the

sound into the microphone, and it usually has an

antenna wire. The rubber can be molded into

shapes other than a block, as well. A glob of caulk-

ingiompound or putry could hide a bug' Such ma-

teiial wtuld have to contain abattery (which, if
seen, would give it away) that might last a weck or

so. This device has a very short range'

Anything th:at looks as if it doesn't belong should

probably be zuspected and examined, and anything

that has wires coming out of it should definitely be

suspect. Keep in mind that bugs can be disguised

as, or hidden in, almost anYthing.

A bug can be built on a thin, slightly flexible
type of circuit board using very small components,

t*tr at surface-mount chips, which are smaller than

ordinary integrated circuits.

The barery can be made from a number of snall
individual cells that are spread out over the board'

Such a device can be less than a quarter-inch thick
and can fit in the space between the spine and

cover of a large book.

Artteflna.s
In an episode of *IheEgualized'onTV, anRFbug

about two inches square was placed inside the limou-

sine of the bad guy and the sound it transmined was

heard clearly several blocks LwLy.A bug of this size

could have suctr a range, but not wittrout the one thing

missing from the bug on the show: the antenna'

Even a high-power bug isn't going to transmit

very far without an antenna, which can be anything
made of metal. A strip of aluminum foil, a curtain
rod (an excellent antenna), the brackets that hold
a lamp shade, wire that holds a picture on a wall,

a metal bar for hanging clothes, springs inside fur-
niture and mattresses, a filing cabinet-literally any-

thing made of any kind of metal-will work, as long

as it is not grounded. Keep this in mind when
searching for a hidden antenna.

A later chapter contains sorne e(amples of places

that bugs have been hidden. Keep these in mind
also. Start with the windows, which are one of the

best places for the bugs described above because

the glass doesn't interfere with the signal as walls
can. Check curtains and drapes. Stand on a chair or

ladder so you can look down at the top of the rods'

Use a flashlight. Look in the window frame for a
solar cell or infrared transmitter. A bug could be
painted over to make it less noticeable.

Check on the outside of the glass for anything

stuck to it. Have a look from the outside if possi-

ble. A contact microphone could be placed on the
glass, with fine wires hidden in the shingles or be-

hind a downspout or even painted over, and lead

to a nearby listening post or to a transmitter hidden

in the grass or buried with the antenna just below
the grass. Look closely for tiny wires or places

where the paint is discolored and doesn't match.

Then look up from below' Small bugs can be
hidden in the folds of the drapes. Shine a small

flashlight from behind the tops of the drapes and

look for the silhouette of a listening device. The
metal hooks that hold the drapes to the rods could
be used as an antefila.
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Iook behind the brackets that hold the rods to the
wall. Open or close the curtains if necessary. Tiny re-
lay bugs can be hidden inside the plastic handles on
the drawstrings of drapes and venetian blinds.

Lamps are another likely place for bugs. Some
shades are made from two layers of material, one
inside the other. A small bug could be dropped in-
side from a small hole in the top. Turn the lamp on
and look closely for shadows near the bottom.

A small, or not so small, bug can be hidden be-
hind a picture on a wall. Use a flashlight and look
very closely. If it is hung with wires, look for an-
other wire attached to them. Use a mirror and look
along the edges.

Plants can easily conceal snooping devices. Look
carefully.

Check underneath desks, chairs, and other fur-
niture. Crawl under them and use the flashlight.
Look for signs of fabric having been cut and sewed
up or tacks pulled loose and replaced. Look close-
ly at the buttons on the upholstery to see if there
seems to be a difference in color, if one looks new-
er than the others. Large upholstery butbns are one
of the best places for hiding small bugs. The fabric
lets the sound through, and with an upholsterer's
front button hook, the bugs can be switched in a
few seconds.

Of course, this requires that the spy know the
kind of fabric used and be able to obtain the same
kind. Because of their small size, they have a short
life, but if they have to transmit only a few yards,
they might last a week. This is a long shot, but it has
been done. If someone wants information badly
enough, they will do whatever is necessary to get it.

Get a ladder and replace a bulb in the ceiling
light furture. Have a good look here; this is another
favorite hiding place. Look for scraps of paint or
plaster from someone having drilled a hole from
above. Make a note of any such opening.

Bugs have been built into bumed-out liEht bulbs.
There is enough space for a'targe bug inside one,
and it has a constant power supply. In a fixture with
a number of bulbs, a single burned-out one might
not be replaced for months. It's one of those little
things that people never seem to get around to.

If you have a ceiling light fixture, then the apart-
ment below you probably does also. Check the car-
peting in the center of the room for anything ineg-

ular, a bulge or soft spot, or a sound hole. Use a
magnifying glass and flashlight.

If you have a smoke detector, replace the bat_
tery and have a close look.'With the electronic com_
ponents that belong there, it may be hard to tell if
there is a bug inside. Look for a microphone. If in
doubt, compare it with another of the same model
or replace it.

^ Look closely at your books, using the flashlight,
for any signs that the material on theipine has Gen
tampered with, such as a tiny hole to let sound into
a hear ing-aid m icrophone.

Quietly remove a few of the larger ones and look
behind the others with a mirror and flashlight. Look
along the tops for signs that dust has been disturbed.

Check the carpet all the way around the edges

.to gee if it can be peeled back; a small bug carr-be
hidden there, as can wires for a microphone.

Dlsgulstng ttte Sound of a Searcb
Anything that makes noise will help to cover the

sound of a search, but some noises are better than
others. A vacuum cleaner is one good cover. Much
can be done while the carpets are being steam_.
cleaned. An elechic drill makes a good cover. Find
something to make some holes in, put up some
new book shelves, do some remodeling , have a
loud party.

Repainting, having the walls cleaned or repa_
pered, or rearranging furniture all help to conceal
the sounds made in searching.

Different sounds can be used for different parts
of the search. For example, removing a wall plug
cover requires the loudest sounds you can gener_
ate because you are making mectranical noisl very
close to the microphone. After arranging suitable
noise, as quietly as possible, remove the covers from
wall plugs, switches, and cable TV. Keep in mind
all the things that can be in such a location: a mi-
crophone or the plastic tube from a microphone, a
pinhole lens from a TV camera, an RF bug, a wire_
less microphone, or a light modulator. A wall plug
cover is a universal place for zurveillance devices. In
a plug or switchbox, there should be nothing else
but the plug (outlet) or switch.

The plug will have either one or two heavy wires
(number 12 or 14 and usually white and black) on
each side of the plug and sometimes abarc copper
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wire that connecB to a screw on the meal box. This

is a ground wire.
f switch will have two, possibly three (on a

three-way switctD wires and the bare ground wire'

look closely. Use the flastrliglrt and mirror. No small

wires or anything else should be there'

If the TV cable comes in through a hole dxilled in

floor or wall, you can't see much, but if it enters

from a box, look inside' There should be nothing

inside it except the cable-no electronic compo-
nents, other wires, or sPlices.

Now check the place where the phone wires

corne in, usually in one of two ways. Either a small

four-wire cable will enter through a small drilled
hole, or there will be a switchbox with a plasic cov-

er like the plugs and switctres, and a modular jack in

the cover.
If there is a plate, remove it and look inside'

There may be a small beige-colored cable with four

wires inside, which have red, green' black, and yel-

low insulation. Or there may be two single wires

of other colors. If so, look for a latge cable inside

the wall. Use a mirror and flashlight to see if you

can find it. It may be inside the wall and hard to

see. Make a mental note of the type of cable.

Every book you have should be removed from

the shelves and opened to see if it has been re-

placed by a hollowed-out one. Remember that large

Looks can have a bug inside the spine if it is loose,

like many old law books, some of which are sel-

dom used. Then use a flashlight and check the
empty shelves carefullY.

Quietly rernove pictures, bulletin boards, and

other wall hangings and have a close look' Bugs

can be built into the frames.
There are bugs that are long and thin and will

fit inside the wall througb a small hole.

The hole can be hidden by an old, unused ad-

hesive picture hanger that has a tiny hole for the

microphone. The baEeries, small hearing-aid tlpes
that aie chained, can supply a low power bug for

weeks or months.
Hollow doors have enough space for a large bug

and a long antenna. A number of small batteries

chained together, as in the above example, will fit
inside, and a speaker, used as a microphone, can

be wedged inside with foam rubber to hold it in
place. The zurface of the door, which vibrates with

sound, acts as a sounding board for the speaker.

No souod hole is needed.
Iook at the top of the doors for evidence of am-

pering-e.g., a hole that has been covered over,
patched, or even left open. If you found a bug in-
side a door, you would not be the first person to
do so.

Upholstered furniture should be closely exam-

ined for tears in the fabric, tacks that are loose, or la-

bels or stickers that could conceal an opening into
which a bug could be inserted. There is a lot of
space inside fumiture to accommodate a large bug

and many baneries, and the springs make a good

antenna. If in doubt, have it reupholstered or re-
place it.

Typewriters and printers can also hide bugs. To

wire them to the power line takes time, but a small

battery-operated bug can be hidden inside the case

from the top. You know what to look for.

Phones can be unplugged and examined, but
since there are phone bugs that are as small as a

pea, they might be missed. Have them examined
by an expert or just rePlace them.

Now consider the possibility of a Trojan horse.

Any kind of gift could contain a bugging device. A
desk pen-and-pencil holder, decoration or sculp-

ture, wall hanging, or a Plant.
A gift that plugs into the wall outlet should be

removed from the atea, taken apart, and checked

physically and electronically, using equipment de-

icribed in the next section' Table lamps are one of
the best places to hide a listening device. A typical
ceramic base lamp could hide a multitude of devices.

Anything ttrat is "accidental$' left behind by a vis-

itor, client, friend, etc., slnould be removed from the

arca and checked out or placed inside sound-

absorbing material and put in a storage are.,aor doset.

Briefcases can have bugs built into them that
you can't see without tearing them apart. They can

also conceal small tape recorders with voice-actu-
ated remote control CVOD switctres and can be eas-

ily modified to record for eight to twelve hours.

The tnanbad a lqtttmate clalm. Tbere wereuit-
nesses wbo saw him pushing tbe ubeelbaffou up
tbe btltwhm ftfell CIt, htm. Tlte lnsurqtrled to funy
the clatrn and refused to pay hlm dtsabtllty, euen

thougb seueral doctots satd he was tnJured. He
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tbreatened, to sue and sbowed tbem tbat be knew
mough about ctuil law to do so.

The insurance representafiues calted him tnfor
a meeting, afterwhlcb be 'forgot,,hts attacbe case,
whlcb contalned a vOX tape iecorder. wben be re.
trieued tt and ltstened to tbe tape, be leamed tbat
tbe lrcurance cofttpany was n)t@ to "buy hlm off,
ratber tbanftgbt btm tn court.

A week later be krt thetr office wttb a checkfor
$5:OOO tn bLspocket, ney nea to cbeat btm out o1
wbat he was legalty entttled m, and befougbt baci.

TYPES OF EQImMENT USED FOR
FTECIN,O1\rIC SEI\RCXIES

In this section, we will examine countersurveil_
lance devices that are used for finding bugs and
how they are used. Some are inexpensiie *? e"ry
to use, while others cost thousands of dollars and
require an experienced operator.

Tbe Bug Detector
A bug detector is a small battery-operated

wide-band radio receiver that will detect nn bugs
over a wide range of frequencies, typically from t io
1,000 mc. They vary from shirt-pocket_size to about
4 by 5 inches.

Most of these units are not tunable. They receive
the whole range without needing to be tuned.
Outside stations can be eliminated by reducing the
sensitivity, or the search can be done in the -arly
morning when there are fewer commercial stations
on the air.

Some of the better models have a verify mode.
$7tren the LEDs indicate a signal, the mode is changed
t9 r.rify, and the signal it has detected comes *roJgh
the sp-eaker or headphones. This tells you what y6u
have found and eliminates false signals.

These detectors run from about one hundred to
several thousand dollars. Capri Electronics makes
the model TD-53 with the verify mode, and it has
optional probes for detectinginfrared light, carrier_
cuffent (wireless intercoms), and video cameras.

I tested the TD-53. A very low_output wireless
microphone was hidden inside arctzilitore while t
was outside. I found it in less than a minute.

To use a bug detector, walk through the area sev_
eral times holding the antenna probJat different an_

gles and poking it into corners and close to furni_
ture and other appointrnents. rVtren it picks.rp. ri!_
nal the red LED indicator on the frorrt panei Ugf,L
up a1d changes as you get closer to the transmitter.

Then you can switch to the veriff mode. If the
speaker is being used, you'll hear the squealing of
feedback. If using the headphones, you will hear
the sounds you are making as yo,r'*ou. around.
Using headphones prevents the listener from know_
ing that the device has been located_there is no
feedback for them to hear.

A good bug detector used carefully will find any
RF transmitter in the search area with the exception
of high microwave devices (which are rare) the
burst transmitter (even rarer), and possibly the low_
frequenry-type mentioned in a pari r. Some bug de_
fectors cover low frequency; some do not.

Mlcrawaae Utectors
A microwave detector is the same as the bug

detector, but it works on (receives) microwave fre-
quencies, and some models have special filters to
block signals on nonmicrowave frequencies that
could interfere. The coverage of moit of these is.
about 800 mc. to about 2 or 3gc., and they will not
detect the 10 to 11. gc. types or some video cam_
eras that operate on about 4 gc.

Uhr a s ont c S o und. Geturator s
All RF bugs (wireless microphones, converted

cordless phones, etc.), IR tran;miffer;, and tape
recorders reguire microphones to pick up sounds. Most
can be found or jammed by using ultrasonic sound.

The 
IJSS 

device generates two sep:uate signals ttrat
sweep through the range at different rp..di so they
produce all combinations of the two friquencies.

When these USS waves strike a microphone,
they cause it to oscillate (vibrate), which jams it and
makes it deaf, and some types emit a whistling
sound, which gives away the location.

This works on most but not all microphones. For
it to work, the microphones must have a frequen_
cy response that goes beyond audio and into the
USS area. Carbon microphones, for example, and
the mioophones in some tape recorders do not re_
spond to the USS generator.

A jamming system called ,,The Exterminator,, is
available from CSI.
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Tape Recorder Detectors
All but a few cheap tape recorders generate an

ultrasonic sound called a bias, usually at about
100,000 cycles. A device that finds a hidden tape
recorder by detecting this sound is available from
Sherwood Communications and CSI. If a recorder
were to be left in an attache case, as in the previ-
ous example, this would most likely find it.

Scanncrs
Scanners are useful in countersurveillance work.

They don't work as fast as bug detectors, but they
have the advantzge of providing you with the fre-
quency that a fiound bug transmits on. Thls is useful
in making a profile. Also, some scanners cover fre-
quencies that many bug detectors do not.

The AR-3000 is recommended, as it will pick up
everything from DC to infrared. Actually the cover-
age is 100 kc. to2,036 mc.-which is continuous,
meaning that nothing is locked out. Because of its
wide coverage, it will detect any RF device except
the burst and some microwave transmitrers.

Most scanners have two modes: scan and
search. Using the search mode, the operator can
set a high and low frequency limit, and the unit
then scans through this area orrer and over, looking
for a signal. Unfortunately, when it finds a station,
it stops and stays there until it is reset or t}re sta-
tion stops transmitring.

The AR-30@ has the sgarctr lock-out feanrre that
no other current scanner has. You can set it to
search through a certain part of iB coverage and
lock out the unwanted signals. Up to forty-eight
separate signals can be deleted, so the scanner can
searctr for bup without the operator having to reset
it constantly.

For example, if you wanted to search from 160
to 155 mc., an area used by the federal government
for bugs and body microphones (wires), the scanner
would stop on the NOAA National \Teather Service
stations on'J.62.45, 762.55 \etc. The lock-out feature
causes the unit to pass over these stations and con-
tinue looking for bugs.

Here are two wa)rs to use a scurner. For the first,
you need a phone that has an infinity transmitter
(usually called "answer back) built in, such as the
Panasonic tC{:I2432 mentioned above. Set the scan-
ner to cover a particular area you want to search

and lock out the unwanted signals. Tlrrn on a ra-
dio in the room you are searching, plug a speaker
with a long cord into the scanner's extemal speaker
jack, and lead this into another room. Place the
speaker next to the phone.

If the scanner finds a bug, it will stop on its fre-
quency and hear the music from the radio, which
comes out the speaker beside the phone. All you
need to do is call the phone and activate the an-
swer-back feature to see if you hear the music.

The second method can be used if you don't
have an AR-3000, or if there are too many interfer-
ing stations, il& as those for pagers, which are ev-
erywhere in a downtown area. It isn't unattended,
but you can use it while doing something else.

Set the scanner beside you where you can easi
ly reac.h the panel buftons. Plug headphones into
the phone jack, hang them around your neck, and
sit back and watch videos.

lJfhen the scanner hears a bug, you will hear
your TV sound coming from the headphones. To
search a different room, just use an external anten-
na placed in that room, nrm on aradio, and go back
to watching television.

To be thorough, search the entire range, but
there are a number of smaller areas to start with.
The best place to start is the FM broadcasting band,
where most wireless microphones transmit. FM is
from 88 to 108 mc., but some wireless microphones
can be adjusted to work slightly above or below
FM, so search from 80 to 115 or so.

One of the most difficult bugs to find is set to
transmit near the sound portion of a TV channel.
Because of the close proximity, these are often cov-
ered by the buzzing that TV sound signals gener-
ate 

^nd 
can be quite hard to find.

The use of such device is called usnuggling,"

and it signifies the work of an experienced spy.
The frequencies for VHF TV channels are listed in
Appendix D, along with a list of common fre-
quencies used by wirelecs microphones and other
such devices.

The military aitctaft and operations band, from
235 to 420 mc., is a good place to look. Until a few
years ago, scanners (or any receivers) that tuned
this area were uncommon. The military surplus
URR-35 and R278 covered most of this band, but
were hard to find. This made for a safe area in
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which to place RF bugs, and they are srill being
used there.

If nothing is found in these areas, then do the
continuous search with whatever scanner you have
available, but if the coverage is less than the AR-
1.000, you will be missing some areas in whictr bugs
can work.

Ihe Ilunter
The scanner methods discussed above are

effective, but here is something that does it one bet-
ter, the Hunter. Made by CSI in Santa Clara, Cali-
fornia, it is a modified ICOM R-7000 communica-
tions receiver with a specially made controller that
sits on top.

To search for an RF bug, you place a second unit
called a scout in the room(s) to be searched. The
scout emits a 4,000-cycle tone that will be picked
up by any bug in the room.

Meanwhile, the R-7000 (an orcellent receiver) is
searching from 25 to 2,000 mc., listening for the
tone emitted by the scout. The controller causes the
R-7000 to skip any signal that does not contain that
tone, and because of extensive modifications, it
hears AM, FM, and single sideband (SSB) without
requiring you to manually switch modes and redo
the search in each one.

The Hunter searches continuously until it finds
the tone, which means it has found a bug. It then
stops and stores that frequency. You can set it up
in your office and go home, leaving the Hunter to
do the searching for you. It's great for remote-
control bugs. It also can trigger an audible alarm,
so you can call using a phone, as in our example
above, to see if it has found anything.

Tbe Scan-troch
The scan-lock is a special scanning receiver that

can be computer programmed to overlook all of
the known transmitters in the area in which it is be-
ing used. In other words, it wtl lock out commercial
radio and TV stations, amateur radio and business
band systems, etc. Once programmed, it will look
for bugs continuously until it is reset.

Scan-lock was supposedly developed by British
intelligence and has a wide coverage, L00 kc. to 2
gc., whictr it can scan through in about six minutes.
Once classified technology, the scan-lock is now

available commercially, but it is hard to find. Try
Sherwood. It has one now and then.

Ihe SpectrumAna$tzer
The spectrum analyzer is a useful device

available for detecting RF bugs, but it also is one of
the most expensive. It is a sophisticated receiver
with a wide coverage that displays what it receives
on a computer screen. Depending on the model,
the screen can display aA area, called a window,
several megacycles wide.

These signals are displayed as vertical blips,
which by their size and shape indicate information
about the signal: mode (FM, AM), frequency, and
other useful data. To use it, the operator sets the
analyzer to display a portion of the radio spectrum
to be searched and watches the screen for signals.

The AX-700 analyzer, available from EEB, cov-
ers 50 to 900 mc., has 100 memory channels, and
sells for around $800. It also has optional coverage
of 100 kc. to 50 mc. for a modest $249, and it can
be interfaced to a computer via the built-in RS-Z3Z
port. Sensitivity is comparable to better communi-
cations receivers, in other words, quite good.

The Hewlett-Packard (Hp) model TlZt}C re-
ceives and displays almost the entire radio spec-
trum, from 100 cycles to 22 gc. with optional cov-
erage to 325 gc. This coverage will find any
surveillance transmitter. It has a color multiplexed
screen and all the bells and whistles one could
want. Base price is about $80,000. You probably get
a discount if you buy two.

Tektronix also makes spectrum analyzers, and
like the FIP, its topof-the-line models are of ercel-
lent quality and comparable price. Both companies
also have less expensive models.

Most two-way-radio repair shops have spectrum
analyzers, and if you know someone in that busi-
ness, you might be able to borrow one to sweep
for RF listening devices. But read the manual first;
they are a bit more complicated than scanners.

The spectrum anallzerwill detect a burst transmit-
ter, but this takes time, depending on the model. Some
have a wider window than others, and some can be
prograrnmed to search different arerx of the spectrum.

A continuous sound causes the memory chips
in the burst device to fill, which then prompts it to
transmit. 'When it does, the spectrum analyzer re-
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ceives ttre transmission, and the display reveals the
frequency. Some models have a storage memory
that freezes the image on the screen.

Using surface-mount technology, a burst trans-
mitter that could store about ten to twenty minutes
of sound would be about the size of t'wo 35mm filrn
boxes. The exact size would depend upon the skill
of the person who builds it and the parts available.

Ih e Nonlfne ar Jutrctlon Inrccbr
Bugs are made (in part) from transistors and

diodes, which are made from layers of different
types of silicon @gpe and N-type), and the point at
which these layers meet is called a junction. One
of the characteristics of these junctions is that when
they are subjected to microwaves of a certain fre-
quency, they reflect back microwaves of different
frequencies, called harmonics.

A nonlinear junction detector (MJD) floods the
areato be searchedwith misowaves, and if a bug
is present, it detects these harmonics from the tran-
sistors and alerts the operator by registering on a
panel meter or sounding an alarm. The NLJD looks
somewhat like a metal detector. The main part can
be dipped to a belt or shoulder sling, and the probe
is swept over the walls, etc.

During construction of the U.S. Embassy in
Moscow, the Soviets buried hundreds of cheap
diodes in the walls. Then when the counterzurveil-
lance crews tried to use their NLJDs, they were so
swamped with false readings that they couldn't find
the real bugs. Clever, those Russiaru.

One of the features of the NIJD is that it can de-
tect a bug that is not tumd on (remote-control ac-
tivateO or has a derid bacery, as well as a wireless
intercom and anything that has trarsistors.

Unfortunately, a bug that is well-strielded (in a met-
al case) will be missed by the MJD, and the device
also tends to detect other types of junctions. More
than once a wall has been ripped out to find a bug
only to discover a corroded plumbing solder joint.
Though not perfect, rhe NLJD works in the hands of
an experienced operatoq but it is not for amateurs.

A NLJD sells for about $15,000, and I have heard
that an improved type is being developed.

Tbe Frequcnoy @urrtq
Another device for finding bugs is the frequency

counter or metef. Portable pocket-size counters,
available from Optoelectronics, range from about
$119 to $375 and cover from 10 cycles to 2.4 gc.

When the antenna is in the presence of an RF
field (radio waves), it detects it, counB the number
of cycles per second that it is receiving, and dis-
plays the frequency on the front panel. The fre-
quency counter is as sensitive as some scanners,
very effective, much faster, and has the added ad-
vantage of indicating the operating frequency of the
detected device. This may tell you something about
the person who placed it, usefid in building a pro.
file, which is detailed later.

To use, turn the unit on and walk around the
area being searched, as if you were using a bug de-
tector, and watch the panel display to see if it sta-
bilizes, i.e., displays a number that doesn't keep
changing. Then program a scanner to the same
reading to verify it and see what you hear. Use an
earphone or the squealing feedback sound will tell
the listener you have found and now own his bug.

As you have seen, the cost of countersurveil-
lance equipment is considerable. A first-rate spec-
trum analyzer, M,JD, and a few other sophisticated
gadgets can add up to $100,000. This equipment is
fascinating and fun to use (if a liale pricey for most
people), but the vast majority of the RF bugs used
by anyone, even the pros and the govemment, can
be found with the moderately priced frequency
counter from Optoelectronics or the TD-53 bug de-
tector and a shortwave receiver.

SEARCHING TIIE PTIONE IINES

As mentioned in a prwious section, a phone-lis-
tening device can be direct (a wire connected to
the line leading to the listening post) or remote (a
RF transmiuer connected to the line, which radiates
the signal to the listener without wires).

In either case a wire will be connected to your
line. If it is, then you can almost alwap find it. The
few exceptiors will be explained later.

You will need the tools used in the phpical search,
an ohmmeter and something to connect across phone
lines to listen in. It will be necessary to get to the place
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at which the phone lines all come together, the 65
block or other connection panel, possibly several
times. Allow an hour or two for the search.

In the physical search, you made a note of the
type of cable used. If it is the four-wire type that
goes to a modular jack, remove it and look at the
back for anything that does not belong there. There
are line-powered bugs as small as a pea that can
be hidden there. They have two thin wires con-
nected across the screws that have the red and
green wires connected to them.

If there is a large twenty-five-pair (or larger) ca-
ble, is it close enough that you could splice a wire to
iP If so, then someone else could do so.

I?aclng Vlres
In larger office and department buildings, either

type of cable will probably go straight down, inside
the wall, to the basement, so there may not be any
way to get to it. Other buildings may have the wire
running through the walls over doorways, along
halls, etc. Follow it as far as you can.

Any wires branching off the line should be con-
nected inside a standard four-wire telco block or
modular jack, or held together with small plastic con-
necting devices such as wire nuts or scotch-locks.

A splice, wires twisted together and left bare or
covered with tape, will have been made by some-
one other than a telco installer-such as a wiretap-
per, If you find a splice, follow it as far as possible to
see where it goes, but leave it alone for now.

A small line-powered bug may be wrapped in-
side a piece of tape or hidden behind a connection
block or inside a short piece of plastic phone cable
insulation that looks like a wire that was connected,
then cut off. Remember that anything that small will
have a range of a hundred feet at best.

Remove any tape and connection blocks you
find and look inside and behind them. Just as
above, the only thing that should be there is plas-
tic: four screws and the two or four wires inside the
cable with red, green, yello*, and black insulation.

Also look for a coil of wire that will be an in-
ductive tap or "pick-up." It can be of any size, as
small as a thimble, or a flat plastic plate several
inches across. \Thatever its size, it will have a wire
coming out of it that leads elsewhere or is attached
to an RF bug. Look for a battery.

Inductive pick-ups are usually placed close to a
phone where there is more magnetism to pick up.
The flat plate type is placed under the phone, and
smaller ones have a suction cup to hold them on
the receiver. They are seldom used along a phone
line because they don't work very well and easily
pick up interference from power lines and many
kinds of appliances, motors, etc., but they do erisi.

In your search, you might find a small circuit
board about one inch square with electronic parts
and a small plastic block about a quarter-inch square
that has four small slide switches This is the dual
inline package (DIp) switch. It will have four wires,
two red and two green. This is a radio frequency
interference (RFI) filter used when transmissions
from commercial radio stations get into the line. It is
not a listening device.

\X/hen you reach the place at which the line dis_
appears into a wall or floor, pick up the search from
the other end.

If you're searching an apartrnent on the ground
floor and the connection block is in the baslment,
you can push a stiff wire, such as a coat hanger,
into the hole, which you may be able to see fiom
inside the basement. Another trick is to strine avery
bright light into the hole. This makes it easier to
find the wire again.

Some buildings often have the connection panel
on a basement wall where anyone can get to it. If
so, look for apartment numbers beside the pairs of
terminals. If there are none, follow the wires and
look for tags hanging on them with the numbers.
Also look for a ceramic or metal blocft about four by
six inches, a single-pair station protector (SpSp),
which may have the apartment number written on
it. Check it out and follow the wires as far as possible.

Newer buildings uzually ltave a distribution clos-
et in the basement and sometimes a smaller one on
each floor called a floor closet. These uzually (but
not always) are in areas that are hard to get to and
sometimes are locked. If so, perhaps a maintenance
person will let you in, or you might find a way to
get past the lock.

The connection panel(s) may be locked with a
TORX security screq whictr is round and has a hex-
shaped opening in the top. These can be opened
with a special tool called aTORXwrench, available
from Bit Connection.
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'u7hen you have accessed the block, look again
at the rows of connections to see if they are labeled
with the apartment numbers, or there may be a writ-
ten list inside the block cabinet or elsewhere in the
closet. Make a note of the colors of the wires in the
block. The twenty-five-pair cable has ten different
colored wires inside it, and if this is the type of ca-

ble inside the wall box in your unit, then the wires
coming into the block strould have the same num-
ber of colors, not just red and green.

These colors are in two groups of five: blue,
orange, grcfl, brown, and slate; and wtrite, red, Hack,
yellow, and violet. Each line will have one color from
each group. This makes twenty-five combinations.

If a larger cable is used, fifty or one hundred
pairs, the wires will be divided into binder groups
each with twenty-five pairs, using the same color
codes and separated by wrapptng thern in a color-
coded string or ribbon.

If, however, they are multicolored and the cable
in your unit is the small four-wire type, then one of
two things is true. First, there is a large cable back
inside the wall vtrere you couldn't see it. If the four-
wire cable enters ttrough a drilled hole rather than
a box with a plastic cover, you won't be able to see

the large cable without making a hole in the wall,
The other possibility is that there is a floor clos-

et, a small disuibution closet on some or all floors of
the building. The smdl wires will go from it to eactr

unit, and alarge cable will connect the floor clos-
et to the main panel in the basement.

A floor closet is a likely place for atarp recorder
or remote phone bug.

If the lines are not labeled, then you have to
trace your line.

The easiest way to do this is to just leave the
phone off the hook and, when the beeping sound
stops, turn on a radio near the phone. This gives
you a sound to listen for.

Next, you need something to use to listen to all
of the lines that come into the block. A lineman's
test set is ideal, as it has a listen-only switch. If you
are using an ordinary phone, connect alligator clips
(available at any ham radio or electronics store for
about a dollar) through a small capacitor to the red
and green wires of the phone. The reason for this
is to reduce ttre dick sounLif you connect across
a line that som@ne is using, he or she will probably

not hear it. There is no rsason to cause that person
to think someone has tapped his/her line.

If you are using a phone that has a modular
plug, buy an extra cord that has the plug on one
end and small metal "spade" clips on the other.
The clips connect to the screw terminals on the al-
ligator clips.

Now go back to the main closet block and start
checking the pairs by connecting the two alligator
clips to each of them. It does not matter which clip
goes to which terminal. Some blocks (uzually older
ones) have pairs of large brass screws in two or
more vertical rows. Other blocks have rows of small
curved dips to which the wires go. These are called
inzulation displacement connectors. A small device
called an impact tool is used to push the wire into
the clip, make the connection, and cut off the loose
end of the wire.

Try them until you hear your radio playing and
note any numbers beside the terminals or count
how far the line is from the top pair. Look closely
at your pair of wires and the terminals to which it
goes. There should be only two pairs of wires: one
coming in from the outside and the one going to
your phone.

On an older block, in an old building, the in-
coming wires are usually of a different size and col-
or-larger with black insulation. In the newer blocks
that use the clips, each of the two clips have one
wire for the line to the phone, and the incoming
line usually enters the block from the back. If there
are more than two pairs of wires connetted to any
of the terminals then the third is probably a tap. See
where it goes.

The black and yellow wires in the twopair cable
are never used. If there is a second line, it will have
its own separate four-wire cable. If you see black
and yellow wires attached to yours, it will be a
bridging tap.

Look behind the block, if possible, for the same
things as before-a splice, tape, coil of wire, etc. Also
check that the block is securely bolted to the wall
and that there is no evidence that it has be,en removed
and replaced, zuch as plaster dust or paint chips on
the floor. Also look for places on the wall at the edge
of the block that have been repainted so the colors
don't match. Rernember the earlier example of using
metallic paint as wires? Iook for this as well.
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In both new and old buildings, there might be
a small box on the wall near the telco block, which
may have the telco name on it. It is big enough to
hide a small tape recorder, which can have extra
batteries, be modified to record for ten hours or so,
and be operated by a dropoutrelay.If you see such
a box, open it and see what is inside. If it and the
telco block are mounted on a wall made of wood
or plasterboard, find out what is on the other side.
It can have a jumper wire attached to the back of
the telco block from behind the wall, which you
otherwise would not have found, as you might not
have paid any attention to the other box.

The next step is to measure the resistance of the
line. Meters that will do this are avalable from any
electronics supply house. An analog meter costs
about $aS. a decent digital meter is available from
Jameco for $40. The instnrction book that omes with
it contains all the information you need to use it.

There are also products that will do this without
your needing to learn how to use the ohmmeter,
such as the Tap Trap for about $100, but they use
LEDs instead of meters. The meter is more accurate.

First a short primer on Ohm's law, which is the
most basic law in electronics. An analogy that com-
pares a phone system to a water tank on a tower is
useful. Gravity makes water flow to a lower level;
the electronic "gravity" that makes electricity flow
is voltage or electrical pressure. The flowing of the
water or electricity is current, and a valve that con-
trols how much water or current flows is resistance.
High resistance is like a closed valve, no water or
cunent flows;whereas an open valve (no resistance)
allows as much water or current to flow as the pipe
or wire can handle.

Measurlng llne Reslstarlice
Telephones work by being connected with wires

through which a small electric current flows. rD7ires

have resistance to this flow of curent; the longer
the wires, the greater the resistance. (Technically,
it is impedance, which is a combination of resis-
tance and capacitive and inductive reactance).

Any device electrically attached to a line between
the point at which the line enters the house (SpSp) or
building (block) and the phone inside will make a
change in the resistance of the line and, unlike down-
line taps, can be easily found with an ohmmeter.

Before you leave the 56 block, disconnect both
the incoming line and the line going up to your
phone. \Xr'hen you get back, unplug your phone and
anything else that is on the line-answering ma-
chine, computer modem, etc.

Set your meter to one of the higher scales (R x
10K ohms or R x 100K ohms), then short the leads
together, and watch the needle to make zure it reads
zero. (This is not necessary with a digital meter.)
There is a small knob marked ,,ohms adjust, to set it
to zero if necessary.

Connect the test leads from the meter to the red
and green wires in the phone block or modular
jack. The other end of the wires is not (or should
not be) connected to anything, so there is infinite
resistance. On the analog meter, the needle should
not move.

If the needle first went toward the zero end and
then slowly staned back the other way, something
is on the line; this is a capacitor charging. If it
moves, make a note of the reading.

Different brands of digital meters have different
displays. Read the instructions to see what a very
high or infinity measurement should read.

The next step is to short the red and green wires
by twisting the bare ends together or connecting an-
other short wire across them. Take your meter and
go back to the closet. Set the meter on the lowest
range, usually R x 1 or R x 10 ohms, and measure the
same wires, still connected to the block terminals.

Vhat you are now measuring, of course, is the
resistance of the loop of wire. One thousand feet
of number 22 wtre has a resistance of 16 ohms, so if
your phone is 500 feet from the block, or on about
the thirtieth floor, that's about what the meter should
read. If it is more than 16 ohms, there is likely a se-
ries tap on the line. Check the meter, make sure the
ohms adjustment is set right, and try it again.

There is one more check to make. \fith both
pairs disconnected, measure across the terminals
on the block, from the line in to the line out termi-
nals on one side and then the other. They should
read a dead short. If not, then a series device is hid-
den inside or behind the block.

If you got a high reading in the first test, mea-
sure across the terminals the other way. The reading
should be infinity. If it is less, a parallel device is
inside or behind the block.
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If the readings aren't normal, then either you
missed something while searctring the line, or what-
ever is connected to the line is in a place you
couldn't get to. If there is a floor doset, check it out
the same as the main one.

Sometimes the lines will go down an elevator
shaft or through a maintenance area. See what you
can find out from the maintenance people or find
out who did the inside wiring. Most of it is done by
private contractors since the Bell system break-up.
There may be labels on the block with the com
pany name on them.

The other possibility is that someone got into the
cable from one of the units and placed the tap, and
unless you can get into every apartment that the ca-
ble serves, you aren't going to find it. There is, how-
ever, a way to destroy it described later.

Once the phone wires leave the 66 block, they
become the telco's property and responsibility. This
is the "point of demarcation." Usually, there will be
another block that contains firses or overload pro-
tectors. If you can get to it, check it out the same
as the 66 block.

Tbe Reflectometer
At this point, you have done everything you can

do. Fut everything back the way it was. Now you
have fwo more choices.

The first is to call in an expert who will use a
device called the 'time domain reflectometer"
CIDD. The TDR is a sophisticated and very expen-
sive electronic device that wi[ send a sipal down a
pair of wires in sudr away that a break in the cable
or another wire that is connected to it will reflect
pa* of the signal back to the unit. The qualities of
the reflected signal are zuch that the TDR can mea-
sure the distance from the unit to the break or tap
and display it on the screen. Hewlett Packard has
a TDR for only $t3,000. HP doesn't make anything
cheap, but it makes some of the best electronic
equipment on the markot. There are other brands
on the market in the $2,000 range.

@emWns, Marttans, and Gbosts
The other option is to have the phone company

do the search. This can be an interesting experi-
ence. The security division of the telco that deals
with wiretapping does not like to talk to the pub-

lic. If you call the telco and try to get through to se-
curity, they will tell you this. You must persist un-
til you zucceed.

Then you will be screened. They are used to peo-
ple whose phones have gremlins in them, whose
departed husbands or wives are trying to contact
them but the operator won't put the call through,
and whom the Martians call late at night. You will
immediately be classed as such a person until you
can convince them you are a rational human being
who does not use LSD very often.

Now the obvious reason you are calling them is
because you believe there is a tap on your line.
Telco personnel do not like that word. They get real
serious about it, I called Pacific Bell-many times-
to see how its personnel handled zuch requests. I
carefully explained that I was writing a book; I
made a point of telling them this (again, many
times), and finally someone said he would have a
representative call me back.

Several days later a gruff-sounding gent using a
speaker phone called and said, "So you think some-
one has tapped your line, etf" with an undisguised
mixlure of sarcasm and condescension.

I explained that I was writing a book and I was
reasonably rational, but he was very uncooperative
and refused to tell me anything about how the telco
would go about zuch a search, but after repeatedly
asking the same question, he finally admined that,
yes, Pacific Bell would make such a search, and,
yes, it would arrange to have my line physically dis-
connected at its end to make resistance measure-
ments. I asked if he would tell me how the line is
routed from any given phone to the central office, to
make it easier to estimate the line resistance, but he
didn't want to talk about it. When he hung up, he
did not say anything like, "Thank you for calling
Pacific Bell." Like I said, talking to the telco is an
interesting experience.

So if you decide to have the telco test your line
for taps, you can get it done but expect a little reluc-
tance. Some professional debuggers are well known
to the telco, and they can cut through the red tape.

DO\TN LII\TE

Once the wires leave the overload protection
system, they go into a heavy plasfic tube that is filled
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with a jellylike substance to keep moisture out,
which leads to the underground conduits or to a
telephone pole in an alley.

Earlier, I said down-line taps are difficult to find,
especially inductive taps. In the above test, the re-
sistance of the wires from your phone to the block
was a known quantity-you knew what the meter
should read. r$7ith a down-line tap, there is no
known quantity.

Even if it were measured when the phone was
frst installed, the resistance can change from new
cables being installed, lines being rerouted from
one switching office (SO) to another, or other fac-
tors. Even variations in temperature change the re-
sistance of wire.

An inductive tap is not physically connected to
the line and does not change the resistance. It could
have an insignificant effect on the impedance of the
line, but a change in temperature of a few degrees
would have as gteatan effect. One "expert" from a
large company that sells countersurveillance equip
ment told me that he has a machine that will "find
any phone tap no matter what kind or where it is."
No way. The real CI(perts will tell you about line re-
sistance and take measurernents for later compari-
son, or use the TDR.

I also said earlier that down-line taps are rare.
The first place to access the line after it leaves the
building is on a telephone pole or junction point.
A wiretapper who wants to climb a pole to tap a
line has two ways to do it. First, he can use an ex-
tension ladder, but this will attract attention, espe-
cially without a telco truck on the scene. The other
way is to use climbers and a safety belt. These cost
about $300, and the climbers are not easy to use. It
takes some practice. Take my word for it. A line-
man's test set will add about a hundred or more to
the cost. This eliminates most amateurs.

Next, the climber has to open the meal pole box
that the drop lines feed into, and then he must find
which line to tap. This takeqtime, and people are
likely to notice. Spies don't like to be noticed.

If the line to be apped comes from a single-fam-
ily home, the climber can see where it enters the
pole box, but if there is more than one drop wire
coming to the pole, zuch as from an aparEnent build-
ing, finding the right one can be difficult. Usually,
all of them go up the outside wall in a group, and

there is no way to tell one from the other.
If the wiretapper knows the number of the line

to be tapped and has the telco automatic number
identification (ANI), he can use that. When he calls
ANI, a computer voice tells him the number he is
calling from. If he does not have the ANI number
and cannot tell which drop wire is the right one,
then there isn't much else he can do.

Once the right line is located, the tapper has wo
choices: string a wire to someplace where he can
set up his listening post, which is not so easy, or
install a remotelisten device, an RF transmitrer. The
obvious choice is the RF bug, taking into consider-
ation size range and banery life.

Sooner or later, the bug will be discovered by
the telco maintenance people. Taps have been
placed on poles, but not too often.

Tb e telqboru compny ard the polfa daitfud that
tbey would decllne to prosecute bltn because of bts
age, and, bemu.se they dtdn't unrx pple n btout bow
easily be bad npryd most of tbephon6 on our block.
Tltey obutously dtdnT u6tnt anyone to knou that a
twelue-year-old was an acptaned uirenpry.'

The above quote came from a true story about
tapping telephones in the early fifties.

In a building where the phone lines leave the
block through a tube and go directly to the under-
ground conduit, placing a tap is even more diffi-
cult. Once underground, the lines soon become part
of a larger cable that is often inside a plastic tube
that has preszurized nitrogen inside to prevent moie
ture from affecting the wires.

There are two places the line can be accessed.
The first is called a junction point, which is an un-
derground room accessible only from a manhole.
Anyone who pulls the cover off in the middle of an
intersection (where they uzually are located) is like-
ly to be noticed. If the tapper does get in, then he
has to find one line out of hundreds, which reguhes
inside telco information.

The other place to access the line is in one of
the large metal cabinets located on street corners.
These are called bridging or uB' boxes. Even if he
does manage to get to the target line, either ttrough
a junction point or "8" box, then what is he going to
do? A direct-listen method is fine if he wants to set
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up a listening post there in the underground room,
but it could be difficult to string a wire to a remote
listening post from the "B' box on a street corner
or out of a manhole cover (cars running over the
wire and the like). A remote method, an RF trans-
mitter, won't reach very far from inside the metal
uB" box or the underground room.

Most down-line taps use one of two methods.
First, a long-play recorder with a drop-out relay is
hidden in the junction point by someone who can
find a place to hide it and access it to switch the
tapes and replace the baueries. This is unlikely.

The other option is a bridging tap: connecting
the line to be tapped to a second unused line. But
there are three reguirements for this option to work:
there has to be zuch a second line, that line has to
be in a location zuch that it will be in the same junc-
tion point or "8" box as the target line, and then
the wiretapper has to find both of them.

Again, this method requires inside information.
There are thousands of pairs of wires in these junc-
tion points. The wiretapper has to know the spe-
cific pair (by its color code) inside a particular
binder group to tap. ttrTithout inside information,
there just is no way.

Down-line taps are very rare, as I said earlier,
and are always the work of a pro or telco em-
ployee. For orample, this is my conception of how
the feds would insAll a court-ordered phone tap.
First, they get the court order; then they would
conact telco security. Security assigns a special tel-
co employee to the proiect, and this person deter-
mines the location of the target line and selects a
junction point to be used. Then they find an un-
used pair of lines in a cable that goes into the same
junction point. This pair is assigned unofficially to
the agency making the tap.

(It is also possible that some federal agencies
have leased a number of lines for this purpose. If
so, they probably have one or more in a number
of junctions-if not all.) .

The telco employee and the fed go into the junc-
tion point and make the bridging tap from the target
line to the unused line. The reason for the junction
point bridging tap is that if it were done in the telco
central office too many people would know about
it. A special circuit is used that balances the
impedance of the tzrget line so it won't be detected

by tap-finding devices.
I also suspect that since the connection is made

in the bridging box it wouldn't show up on a TDR.
If this is not so, then the telco could arange for the
bridging tap to be placed far enough away from the
victim's home or office to prevent the TDR from
working. Depending on the type of TDR, one might
work from less than few thousand feet (for inex-
pensive models) to more than two miles (for
Tektronix and Hewlet packard). If the feds believe
the quarry is someone who might use a TDR, they
will anange for the tap to beyond its range.

At the feds' offices, probably in a special room
for this purpose, the incoming line from the bridg-
ing tap would branch off to three open-reel tape
recorders. Three are used because the tape might
be used as evidence in court, so originals (not
copies) have to be made available to the court and
the defense attorney.

A question I've been asked: Is it possible to Ap
my phone if it uses fiberopric (FO) cable? FO cj-
bles don't connect indMdual phone lines to the tel-
co switching office. They are used as ,,trunks," large
cables that connect one SO to another. FO cables
can be tapped, but this is difficult and requires some
sophisticated gear and access to the cables.

A FO cable consists of a number of thin strands
inside a sheath that would have to be opened from
inside a telco junction point or inside the telco of-
fice. This is a very big deal. Once the cable sheath is
opened, an individual strand could be separated
from the rest and bent into a "V' or an ,,M" shape.
Some of the light from the strand will escape from
the bends, and this can be detected and amplified
with a very specialized and hard-to-get device.

Even then, each strand inside the cable carries
a large number of conversations at the same time.
This is known as multiplexing: many (conversa_
tions) into one (strand). Finding one particular con-
versation is nearly impossible. Some new lineman,s
test sets that just became available can tap into
fiberoptic cables and communicate with the central
office, but they cannot demultiplex (or, find) one
particular conversation.

WIIAI TO DO WIIEN YOU FII\ID A BUG

If you find a listening device or something you

44



I THE LATEST HIGH.TECH SPY METHODS I

think might be, first of all, leave it alone for now.
Don't say anything to alert the listener that you have
found it.

If it is a microphone, make some noise to cov-
er the continued search. If it is an RF transmitter,
shield it temporarily with something metal, and nev-
er assume that it is the only one. Always assume
that there are others.

IookAgaln
A few years ago I saw a TV movie in which a

crook bugged an FBI agent's home (how's that for a
switch?) with several devices that included an FM
wireless microphone. It was "found" by a neighbor
whose FM radio picked up the agent's wife.

So this TV agent reasoned ttlat this was the work
of a real pro: using an easy-to-find device as a cov-
er for another one. That's TV. No e<perienced spy is
going to make a listening device easy to find. Even
if there are twelve bugs, all will be as difficult to lo-
cate as possible, depending on accqss, what is avail-
able, and other variables.

'\7hen you are convinced that you have found
everything, put things back the way they were and
have a pro look over the situation.

Make a nofllc
Once you have found a listening device,

probably the first things you will want to know are
who put it there and why. Generally knowing
whom will tell you why. Let's take a look at some
ideas on finding the spy.

If it is a battery-powered transmitter, estimate
how long it will last. \Vhile it is possible for the spy
to get in periodically to replace the batteries, this is
not usually the cas+spies want to get in and out
and not come back.

\Vhat has happened or is about to happen in the
room where it was found, within the time it will still
operate? An important meeting? A deposition?

Consider also where it wa*placed and how long
that would take. If the offending device was hidden
under a desk using double-sided tape, it could be
someone who was in the room only once and who
was alone or unwatched for just a few seconds or
created a diversion by pretending to drop something
or look through an atJadr€ case for some documents.

If, while interviewing someone, you received a

call that you left your office to take, consider that
the client may have arranged this call to give him
or her time to hide the device.

If it was inside of a hollowed-out book that re-
placed one of yours, this tells you that either the
person who placed it was in your office at least
twice (once to get one of your seldom-read books
and the other time to replace it after the bug was
emplaced) or he knew your profession well enough
to know that you would you have this book but
seldom use it, which means one visit was zufficient.

If it was inside a hollow door, wall plug, light
fixnrre, or other similar hiding place, then whoever
placed it had to have access and be left alone for
some time. Has there been any remodeling done in
the area recently, during which a workman could
have installed irz It could be the work of someone
who broke into the office or room. If you have se-
curity personnel at the doors of your office build-
ing and secure locks at home then it was most like-
ly an inside job.

\X&o could have been alone for the amount of
time required to place the device? Vhat do you
know about thenr.z \Vho cleans the offices and emp
ties the wastebaskets? Do you have the carpets
steam-cleaned on a regular basis? Vho does ifz Who
of these people would have reason to bug you or
might have been paid to install a listening device?

Now consider the degree of sophistication of the
device(s). A $20 FM wireless microphone can be
purchased by anyone who has twenty bucks. These
are of poor quality, compared to the more exotic
and expensive types, and, although they do work,
they are more likely to be used by someone who
has limited knowledge or funds. This is not an ab-
solute, but it is likely.

On the other hand, officers of a well-known re-
ligious organization with assets in the hundreds of
millions relied on a cheap FM wireless microphone
to bug an IRS conference room. They sat in a car
outside the building and listened on the radio.

A small bug hidden inside an upholstery button
is usually the work of a pro because these devices
just aren't that easy to get. The presence of the up-
holstery bug also means that the installer had to
have been in the room at least twice, once to snip a
tiny sample of the material to match and once more
to install it.
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A repeater system,likewise, will be the work of
a pro or the government. Getting someone into a
window-washing or maintenance crew to place the
repeater on the wall of a tall building takes some
connections or a bribe.

The use of an obviously homemade bug tells
you a little about the person who planted it. It isn't
likely to be the feds, and a pro would probably buy
rather than build or do a neater job.

If it is built on an etched circuit board that looks
sloppy, has traces that are crooked or uneven, or
is built on perf board (a thin Bakelite sheet with
holes drilled every 1/10 inch), and the solder joints
are sloppy, it was probably made by an amateur.
The more professional bugs will likely be inside a
metal shield so as to be missed by the NI,IT.

Corsider the probable range of the device, based
on output power, antenna size, and where in the
room it was placed (if near a window, which one
and which direction does it face?).

The power output of the cheaper wireless mi-
crophones may be only 10 milliwatts or even less,
with a probable range of 100 feet under the best
conditions. The range of more expensive units, $50
and up, is about five times as high.This is useful in
trying to determine where the listening post is.

Is there a way to trace i0 Probably not, but the
FBI crime labs are capable of some incredible
things. Omnibus is a federal law so the FBI has ju-
risdiction over its violation. There is a slight chance
it could be traced back to whomwer irstalled it. lt's
worth a try. tut all this information together and
see what kind of profile you can build of the per-
son who bugged you.

Make a Plan
Using the profile, decide how to proceed. You

can disable the device, feed the listener mislead-

ing information, or try to draw him out, either to
catch him and try to have him arrested or other-
wise dealt with, or to find out who he is and, in
turn, bug him.

Deciding how to proceed is dependent upon
your situation, but consider feeding the intruder in-
formation about something that will be zure to ctuse
him to react If you say something that causes him to
believe that something important is about to take
plac*a meeting at a location you disclose-the
listener may show up to see what he can find out.

The location of zuch a meeting should be in anuea,
in which it is easy to look for people; the more se-
cluded, esoterig and important-sounding, the better.

Arrange to have someone get there early and
look for known people, write down license num-
bers, take photographs, etc. See who fits the pro-
file. If one of the license numbers comes back to
a carpenter or firm who remodeled your office,
a client, or a competitor, you know where to be-
gin your plans.

Desmtctlon of Bugs
Once again, consider whether you want the

person who has placed the device to know you have
found it before you destroy or disable it. An inside
bug can be removed or the battery disconnected.
Rather than destroy it, keep it as possible evidence.

If the phone line resistance measurements in-
dicate a bug is attached and you cannot locate it
by following the phone line, it can be burned out
by sending a burst of low-current high voltage
down the line. Burst units are available from some
of the suppliers we have listed, and they arcvery
simple to make, but as this involves high voltages
and the possibility of damaging the telco lines, I
suggest that you have this step done by a profes-
sional technician. (

T\
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PART IV

'u7hereas the first three parts of this book were
concerned with inside listening devices, part four
deals with ways to listen to conversations from a
distance without having to enter the area to hide a
bug or tap a wire, and one type of microwave bug
that is both inside and outside.

Outside listening devices can be active or pas-
sive. A shotgun microphone doesn't do anything
but listen; it is passive. A laser emits a beam of light;
it does something and, thus, is active.

Paraboltc Reflectors and
Sbotgun Mtcropbotres

Microphones can be omnidirectional, designed
to pick up sound from all directions, or unidirec-
tional, designed to pick up sound from one direc-
tion only. However, even unidirectional ones pick
up some sound from all directions.

To make a microphone highly directional, it is
necessary to place it inside something that nar-
rows or concentrates sound. The first of these is
the parabolic reflector, which is much the same
as a TV satellite dish on a smaller scale. It can be
as small as a few inches across, such as the one
made by Tyco as part of its line of Spy-Tech toys
(which really works) to a tylical hand-held plas-
tic L8-inch model, which works much better than
the toy one, to the four-foot tripod-mounted mod-
el from CSI.

Sound waves that strike the dish are concen-
trated and reflected to a focal point where the mi-
crophone element is mounted. The problem with
parabolic reflectors is that they tend to pick up

sound from the back and are not as able to zero in
on someone as the shotgun type.

The shotgun microphone uses one or more long
tubes to narrow the area in which it will pick up
sound. Neuman makes a shotgun that sells for about
$1,200, which is used by broadcasting companies
and TV sports reporters, who can afford whatever
they want. Another good shotgun mike is made by
Sennheiser and sells for about $550.

Shotgun microphones that use more than one
tube are sometimes called ,Gatling guns" because
of their resemblance to the early machine gun.
This type of mike was used in the movie The
Manhattan ProJect.

A Gatling gun microphone is easy to make. It
requires lengths of aluminum or stainless tubing of
about 3/8-inch diameter and starting at l-inch and
increasing in L-inch increments up to 36 inches or
so. Bundle these together, with the flush ends cov-
ered with a metal or plastic housing that contains
the microphone element and is filled with sound-
absorbing material. The tubes have to be straight;
if slightly bent, they don't conduct the sound as well
and can cause distortion.

The performance of any of these directional mi-
crophones can be improved by using an equalizer,
the same type used in stereo systems. Most micro-
phones will "hear" from about 50 to 20,000 cycles
or so; some hear higher, some not as high. The 300
to 3,000 cycle bandwidth used by telephones is
more than sufficient. \7hat is missed at the time be-
cause of interference can, to some degree, be re-
covered from a tape recording using the equalizer.

47



I DONTBUCME

The only way to detec either t!"e is by seeing it,
and if the user has it hidden behind acoustically
transparent material (e.g., thin curtains or the grille
cloth or foam used in speaker systerns), it isnt going
to be seen.

While outside, not much can be done to avoid
being heard by a directional microphone, but at
home, neither type can pick up much through
closed windows and drapes, and there are only so
many places within effective range to hide a four-
foot dish or a four-foot Gatling gun.

Although both types work, they cannot zero in
on one person in a crowd from a hundred yards
aw"y. They can focus on a small group of people
from a hundred feet or so, but they cannot pinpoint
specific conversations any more reliably than that.
And neither mike can hear the spekaer very well if
he is facing the opposite direction.

}TICROVAVE IJSTENING DXVICES

Besides the microwave frequency bugs from an
earlier section, there are other ways to use mi-
crowaves for surveillance. The first method is to
concentrate a microwave beam on something that
vibrates from the sound in the room in which it is
placed. The reflected beam, coming back, is con-
verted into sound,like the laser devices detailed in
the next part.

In the U.S. Embassy in Moscow, the sculpture
of the American eagle that the Soviets presented as

a gift was made so it would 
^6 

as 
^ 

sounding board
for reflecting microwaves. Beware of bears bearing
gifts. tn addition, the steel rebars (reinforcement
bars) inside the concrete walls were arranged in
such a w^y that they would also reflect the mi-
crowave bearn, iust like the eagle.

The second method, used both outside and in-
side, is to plant a small device cdled a resonator,
which looks like several quarter-size metal disks
with a small rod through tfe center, inside the arca
to be bugged. The resonalor maybe inside a small
metal cylinder. A microwave transmitter is placed
somewhere near the tfiget on one side, and a re-
ceiver goes on the other side. A concentrated beam
from the transmitter is direded at the point where
the resonator is hidden.

This device is vibrated by sounds in the room

in which it is placed and modulates the mi-
crowave beam. \7hen the receiver picks it up, it
can demodulate (recover) this sound. This de-
vice is ueqt expensive and therefore aeqtunhke-
ly to be encountered.

Another system that some scientjsts in Germany
are working on will supposedly reflect the mi-
crowave beam from the changing density of the
air+ound makes tiny compressions in air, and this
system is zupposed to convert this drange in density
into sound. .

The principle thatthis works on is probably sim-
ilar to one that produces laser holograms. The laser
beam is split into two smaller beams. One of them
is bounced off a mirror that changes the phase an-
gle, and when the two beams are recombined, they
create an image in space. Unlike the lasers in the
ne:il part, microwaves penetJate walls and don't re-
quire a window. Also, they are unaffected by the
things that can interfere with lasers.

NNDING MICRO\TAVE DEVICES

The operating frequencies of such microwave
listening devices can be anywhere in the microwave
spectrum, from 3 to 300 gc., but the types that can
carry voices are more or less limted to a ma:rimum of
23 gc.,which some spectrum analyzers will detect.

All of the microwave engineers I interviewed
said that they were not aware of any type of trans-
mitter used for voice transmission above 23 gc.'that
area is used for telemetry, radar, deep space ex-
ploration, and satellites, and the transmissions are
nonvoice: pulse code modulation, multiplexed sig-
nals, and so forth.

The chances of zuctr a system being used on you
are slim. they ue very CIpensive and require skilled
people to set them up and operate them; they are
primarily used by the federal government. Unless
you ue very important to them, there is liffle chance
of their using this against you.

Special microwave receivers are available that
tune the area, zuch as one made by Condor Systems
in Silicon Valley. The spectrum analyzer will also
detect microwave transmissions.

The names of other manufacturers of microwave
surveillance receivers are in the list of suppliers in
Appendix C.

-
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LI\SERS: HOVTIIEYWORK

This method of eavesdropping was allegedly de_
vised by CIA. A laser and a telescope are mounted
o1 a.tripod, and the laser beam is pointed at atarget
window. Part of the light beam passes through the
glass, and part is reflected back to the telesc6pe.

This reflected beam is useen', by the telescope,
and the light from the eyepiece is focused on a pho_
tocell that turns variations in the light into electri_
cal impulses. These are converted into sound and
amplified so the listener can hear it.

The target windows vibrate slightly from the
sound inside the room, and this tiny diiference in
the distance from the laser to the window produces
the variations in light that are recovered as sound. It
is just that simpl+in theory.

The laser has to be placed so that the target re_
flects the beam exactly back to the telescope. tf the
angle is not very precise, the reflected blam will
miss-it. Theoretically and under ideal conditions, it
can hear clearly what is being said in the target
room from miles away, but many things can inter_
fere with reception. Dust, fog, iain, street noise,
passing aircaft, vibrations in the target building (in_
cluding elevators, heavy equipment in the base_
ment, anything that can interfere with the beam or
cause the window to vibrate) all considerably re-
duce the effectiveness of the laser listening device.
Good-quality audio-filtering equipment can improve
the system somewhat, as can using a differeni type
of laser, but it is still far from perfect.

The obvious reason for using a laser for surveil_
lance is that no penetration (entering the target area
to install a listening device) is required; thi hten_
er doesn't have to go anywhere near the target.

Because lasers don,t work that well most of the
time, practitioners have devised a way to improve
this method that reguires the spy to gei close to but
not.inside the target. A small contact microphone
is placed in the corner of a wipdow where it is least
likely to be seen. A thin wire is used to lead to an
audio amplifier hidden nearby, which, depending

9n the amount of space available, has a large longl
lasting bauery. Then the audio from the amplifiEr
goes to a speaker that is mounted on a thin glass
olate. This is placed inside a specially madeiase
that absorbs vibrations that would interfere with re_

ception. The laser is focused on the glass plate,
which the speaker causes to vibrate, just like the
windows, and is reflected back the same way. This
improwes reception considerably and can still be
used from a long distance.

A semitechnical explanation of lasers might be
useful here. Iaser stands for "light amplification by
stimulated emission of radiation." the principle of a
laser.is quite simple. The original ruby laser con_
sisted of a small rod made of synthetii ruby (alu_
minum oxide and chromium) about 1 centimeter
(cm.) in diameter and 10 cm. long, which is pol_
ished and mirrored on the ends, and a high_intensity
light source such as a cameraelectronic*flash unii,
yhich is placed close ro ttrg rod. I7hen the lighi
flashes, some of the light enters the rod (which is
called an optical resonator) from the sides. Some
of the light strikes the mirrored ends and is reflect_
ed to the opposite end and then bounces back and
forth. As it does this, it strikes some of the chromi_
um atoms and causes them to emit more light par_
ticles (photons), and this process (amplificatibn)
continues until the intensity of the light is so great
that the miror on one end (which is slightlfless.
reflective) cannot contain it, and it bursts out in a
flash of red light.

Since the mirrored ends are nearly perfectly par_
allel, the beam is likewise parallel; ii itays focused
and does not spread out like other typei of light.

Lasers can be made from a variety of materials
such as glass tubes filled with various gases (heli_
um, neon, carbon dioxide), liquids, or solids. They
have even been made fromJell-O and vodka.

A laser that can change wavelengths is theutuned dye" type. The lasing medium is i tiquiO tfrat
flows through the resonator, and as the color
changes, the wavelength changes. These are ex_
pensive and usually are confined to laboratories,
but they are being developed as a zurveillance laser,
to compensate for fog and dust, etc.

A laser that will work as a listening device can
be purchased at zurplus electronics stoies for about
a hundred dollars, but at that price it will be a
helium-neon laser, the type rrsed in supermarket
check-out stands. It produces a bright re'd beam. If
you point it at a window, someone will see it.

Invisible infrared lasers start at about $750 and
arc available from Edmund Scientific Company.
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These are all low-power lasers; their output is a
few thousandths of one watt. The types used by
government agencies to spy are much higher in
power, one watt ormore. These types are very dan-
gerous. If a person were to be hit square in the eye
by zuch a laser, to quote an engineer from a corn-
pany that makes them, 'The first thing you would
notice would be your eyeball exploding.'

The telescope need not be anything fancy; a
small, inexpensive Tasco, often found in pawn
shops for less than a hundred dollars, works fine.
The electronics are also not complicated: the IR re-
ceiver described elsewhere will work, and it is an-
other device that any tectrnician can build.

Before you go out and buy a laser to try this sy*
tem, read a few books on lasers and safety, and
keep in mind that when you point one of these con-
centrated light devices at someone, there is a good
chance of causing eye damage.

FINDING IASEruI

"If it can see you, then you can see it."
Kodak IR Detection Products and Sunstone IR

converters are cz;rd-siz.e devices fhat are charged by
exposing them to normal visible light. Once

charged, they will glow when exposed to infrared
light. These devices are also available from Edmund
Scientific Company.
' The TD53 bug detectorthatwill findthe IRbup
mentioned above will atso locate a laser beam. Since
the laser beam has to strike the target window at a
precise 9O-degree angle for it to work, it obviously
has to come from a location that is at the same
height as and in a direct line to the target, so it's not
very difficult to pinpoint the source.

DETEAIING IASERII

The easiest way to prevent being listened to by
a laser is to tape a srpall transistor radio to your win-
dows. Tune it to a rock station and send the listen-
er some good vibrations.

Naturally, this will alert your listener that you are
protecting yourself, which you may not want to do.
In that case, heavy drapes will make the laser use-
less, as will an air conditioner in the window or
anything that causes the glass to vibrate. The "cone
of silence" used by Maxwell Smart on "Get Smarf'
will also work. This is a liule ercreme for most peo-
ple, but something similar was used in the U.S.
Embassy in Moscow.
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You are a psychiatrist who has just finished a
session with one of your patients, and you :ue using
your personal computer to transcribe and print your
notes for the file. The patient is an electronics en-
gineer who works for a company that makes nu-
clear weapons. He is psychologically incapable of
having a "normal" sCIntal relationship, and the only
outlet he has for his repressed desires comes from
watching others doing what he cannot. He is a
voyeur, a Peeping Tom.

A surveillance van is parked on the street sev-
eral blocks away, and inside it is a modified TV set
whose screen displays every word you type. Later,
foreign agents follow your patient, watching and
videotaping him through sophisticated night-view-
ing equipment. Then they confront and blackmail
him into revealing classified information.

Like most people who have computers, you had
no way of knowing thatthis is possible. There were
no waming labels on the cr$e or in the manuals, and
the dealer didn't tell you because he didn,t know.

TEMPEST AI\ID VAI\[ ECK IECHNOII)GY

\7e called twenty computer stores and talked to
the sales people about van Eck and TEMpEST. Not
even one of them had ever heard of it. TEMpEST is
an acronym for Transient Electromagnetic pulse
Emanation Standard, which concerns the amount of
electromagnetic radiation that is generated by com-
puter terminals and monitors and the levels that are
considered safe from eavesdropping by the van Eck
system. These safe levels, or "standards," are detailed

in technical report NACSIM 5100A, which has been
classified by the National Security Agency.

More technical stuff: whenever an electric cur_
rent changes in voltage level, it generates electro_
magnetic pulses that radiate into space like radio
waves. In a computer monitor, as in a television set,
an electron gun sends out a beam of elecfions (elec-
tric current), and when these electrons strike the
screen, they cause the coating on the screen to
glow. This beam scans across the screen in a series
of lines, from top to bottom, and "paints" the pic-
ture one line at a time.

As the electron beam scans, it flashes off and on
to make the screen light and dark, and these
changes in the voltage lwel generate the signal that
the van Eck system receives. The base frequencies
most monitors "transmit" on are from 50 to75 mc.,
but they also have harmonics, multiples of the base
frequency. For example, the EVGA monitor used
with this system transmits a strong signal on d1.31
and 63.495, and the seventh harmonics are fairly
strong in the 428 to 430 mc. area. If you have a per-
sonal computer and a scanner that receives this area,
set it to search 52 to 74, and you will hear your
monitor as a loud buzzing sound that changes
whenever you punch a key. The range of 54tilZ
mc. is TV VHF channels 2,3, and 4.

\7hy, you ask, don't I pick up my monitor on
my TV set? The internal signals in monitors are dif-
ferent from those in television sets. To convert a TV
so that it will receive a monitor, one must generate
these signals and inject them into the TV as ,,com-

posite sync" or synchronization.
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The system that does this is known as the van
Eck technology, which is the result of research
done by Dr. r$Zim van Eck at the Neher Labora-
tories in Holland. He conducted a demonstration
of his new system, which is detailed in publica-
tions listed in Appendix I.

The van Eck device is not especially compli-
cated. Any electronics engineer can design it, and
anyone familiar with digital electronics can build it.
It consists only of a small circuit board, a dozen in-
tegrated circuits, and a few other components, all
available at commercial electronics or surplus stores.

The device is usually built into a small black
and white TV with avery directional antenna con-
nected to it, and it can receive a monitor from
half a mile away or so. The TV screen will dis-
play whatever is on the target computer, and it
can be stored on videoape.

A schematic diagram of the van Eck snooping
device is available from Consumertronics.

DEF'EAIING VA]Y ECK

I do not know if using van Eck technology is le-
gal or not. Omnibus prohibits'intercepting a wire
communication," which computer data is not.

Omnibus also makes illegal the use of any uelec-

tronic, mechanical, or other device to intercept any
oral communication," which computer data is not.

Possibly, it would cover interception of data if
the computer were connected to another computer
by phone line, because it would be intercepting a
wire communication tlxat is part of an intersate wire
system, the phone lines.

Anyone with the funds and the desire can set up
a van Eck system in a van and roam around to see
what he can find, and there is no way to detect
them with electronic equipment.

Since there are people who can monitor your
monitor, start by not using your system to process
anything sensitive, if you can avoid it, until the sys-
tem is secured. If you transfer data over the phone
lines, encrypt it.

SECUnING METHODS

The govemment spy agencies hive many of their
computers located in underground rooms, where
they are secure from van Eck systems.

Those that are above ground are often inside
vaults, as in the book and movie The Falcon and
the Sna mara. These ueEataday €96, whidr have
heavy copper-mesh shielding that prevents radia-
tion leakage.

Such methods are a little extreme for the aver-
age person or small business, but Ifang manufac-
fures computer systems that are secured against the
van Eck eavesdropping method. A \fang VGA 386
system sells for about $5,000, compared to an IBM-
clone 386, available for $2,000 or so at many com-
puter stores. But this is a small price to pay for se-
cure data.

Wang's TEMPEST secure systems do more than
just shield the computer to stop it from transmitting;
they are designed and built in a different way. That's
all \Vang would tell me. To buy one, you have to
ushow some ID" and sign statements about not ex-
porting it to a foreign country. National security. . .

If the Vang is too expensive or doesn't fit your
needs, you qtn make your system les susceptible to
van Eck eavesdropping. TEMPEST radiation comes
mainly from the monitor but can also be detected
from the other parts of the system: keyboard, ca-
bles, printer, and the motherboard.
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The monitor can be shielded by placing it in a
metal housing. A 16-gauge metal box made by a
sheet metal shop that is grounded provides a good
start. All cables should be shielded (some abeady
are, but ribbon cables are not) and grounded, and
the metal computer case should also be grounded.

Once this is done, use a scanner to see if you
still hear it. Move the scanner farther away and try it
again. Now check the harmonics.

A good scanner has a sensitivity (in the VHF and
UHF bands) of one microvolt or less. If the scanner
cannot hear the monitor across the room, then a van
Eck device isn't likely to hear it from across the street.

Having two monitors of the same type operat-
ing in the same arca may confuse a van Eck sys-
tem. Use a scanner to check both of them to see if
they are transmitting on the same frequency. If so,
then keep both running at the same time.

Keeping the brightness up and the contrast down
slightly reduces the strengrh of the TEMPEST ndia-
tion, and anything metal between the monitor and
the outside walls, zuch as filing cabinets, also helps.

Elenco Electronics has a TV jammer that trans-
mits a signal on the same frequencies as a monitor.
It comes in kit form, has less than a dozen parts (in-
cluding a premade circuit board) and instructions,
and costs just $5. This is another project that elec-
tronics students often build as a lab exercise. They
could easily add a one-transistor amplifier to in-
crease the power, which should iarl a van Eck lis-
tener very effectively.

COMPUTER DATA DNCRYPTION

It wasn't that many years ago that computers
were available only to the government and big btrsi-
nesses, and only they could encrypt data to keep it
secret. Then, in the seventies, this changed. The
Apple II and IBM PC hit the market, and almost any-
one could afford to buy a computer.

Suddenly, massive amouots of information were
being stored in very small places and being trans-
fened through the phone lines all over the world.
This placed such information at great risk, as it is a
little easier to steal a floppy disk or two than a filing
cabinet, and tapping phones isn't tenibly difficult.
A way to keep confidential information confiden-
tial had to be found.

A number of old ,,pencil and paper" encryption
schemes were quickly rewritten into computer pro-
grarns, and now anyone who had a computer could
encrypt information and keep it private-+omething
that certain govemment agencies didn't like verymuctr.

There are a number of these programs, that pro-
vide varying degrees of security, from modqst to lit-
erally unbreakable, and costing from nothing to sev-
eral hundred dollars. The tvro most important, and
secure, programs are the RSA and the DES.

TIIE RSI\ PI]BLIC KET SYSTEM

The problem with most encryption systems is
not that someone will be able to crack them; it is
key distribution. In a business or govenrment agen-
cy, there are certain people who have to have the
key to access to confidential data, and there is al-
ways the chance that, as it is passed from one au-
thorized person to another, it might fall into the
hands of someone who is not authorized to have
it-such as a spy.

The answer to this problem is ghe public key sys-
tem. The public key system uses two keys or pass-
words. One is the public key, which can be made
available to anyone, and the other is the private key,
which the person using the program keeps secret.
Having someone's public key does not weaken the

or make it possible to derive the private key.
If someone wants to send a secret message to

someone else, he uses that person's public key to
encrypt it and then send it to him. Only the recipi-
ent can unscramble it by using his private key, so
the problem of key distribution is eliminated.

TIIE DAf,A ENCRYPUON STANDAru)

The Data Encryption Standard (DfS; project
Lucifer) was developed in 1977 by IBM for the
National Bureau of Standards (now the National
Insttute of Standards and Tectrnology, or M$I) and
the National Security Agency and is still a formidable
method of encrypting data.

As originally written, it encrypted data. n 64-bit
(8-byte) blocks, but this was later changed to 56
bity-the government wanted a progftrm ttrat only it
could break with its multimillion-dollar supercom-
puters, but64 bits was too difficult for even federal
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agencies. These 56 bits of text can be arranged in
any of 2 ^ 56 possible combinations, which is Z.Z
x 10 ^ 76 or 72,057,000,000,000,000.

DES PB,OGRAMS

Tbe ktaate ltne DBS
The Private Line (version 5.0, April 19gg) is

available from Everett Enterprises of Springfield,
Virginia, for approximately $49.99. It is menu_driv_
en and very easy to use as no knowledge of pro_
gramming is required. Just follow the instnrctions.

It allows the user to quickly switch DES modesr
from ECB to CFB to CBC, the documentation is well
written, it also has the secure-erasd feature, and the
user can select the number of passes. TpL allows
the user to "double encr,/pf, file,using two different
keys, which greatly increases security.

Some other nice things TpL has: it will output
the file in ASCII for transmission over phone lines
or LAIr{s; you ann view the file in I{EX it has a print
option; and it has a built-in routine that performs
the 171 tests that are required to ensure that it is in
compliance with the original DES algorithm.

STJPER CRYPTDES

"Super-Crypt, (version 3.0, December 1990) is
available from Super Software for around $59 plus
postage. Super Crypt is also menu-driven (has nice
pull-down menus) and is also very easy to use_
just follow the instructions.

. \X/hen you open the program, it prompts you for
the subdirectory of the file(s) to be encrypted, whictr
then appears on the screen.

Then you can select multiple files to encrypt and
whictr of the two levels of sectrity you wishio use.
The program even tells you how long it will take.
Both of these are very nice features.

It also has secure erase (the user can select the
number of passes) and has the option of automati_
cally deleting and secure-brasing plain_text files af_
ter they have been encrypted.

PUSI.IC KE'r FROGRAI{S

Mal8afe
The public key program .MailSafe" is available

from RSA Daa Security,Inc. for approximately $125.
MailSafe is menu-driven and is-the easiest of the
gullic key programs to use. Generating the two(public and private) keys is done by simply fol_
lowing the prompts on the screen.

Once this is done, the main menu is accessed,
the desired operation is seleoed, and the file to be
:ncr-fpted or decrlpted is easily called up by mov_
ing the light bar and hining the enter key.

MailSafe not only encrypts messages, it has oth_
er features that make sending data 6ven more se_
cure. Two of these are the .digital envelope,, and
the "digital signature."

7h e MatE qfe rltgttat Bmelope
Suppose Alice decides to send a secret message

to Bob. First, she encrypts the message with the
DES, using a random key, and then she-finds Bob,s
public key, and uses it to encrypt the DES key. The
encrypted document and encrypted DES key are
combined to form the 'digital envelope,, and sent
to Bob. Only Bob can decrypt it, using his private
key, to get the DES key, which is then-used to de_
crypt the original message.

Ihe Matlsqfe Iltgltalslgwatre r
Now to create a ,,digital signature" (which will

authenticate the sender): Alice runs her document
through a "hashing algorithm," which produces a
"message digest,', which is unique to iach docu_
ment. Then she uses her private key to encrypt the
message digest, which produces the ,,digitaliign"_
ture" and sends it along with the document to Bob.tVhen Bob receives this, he uses the same hashing
algorithm to create a new message digest and also
decodes Alice's message digest usin-g her public
key. Then the two message digests 

"re""o-p"r.d. 
tf

they are identical, then the digital signature is au_
thentic and has not been tampired with.

RSA works both ways. If a message is encrypt_
ed.with someone's public key, it..rr1. decrypied
only with that person,s private key, or if thai per_
son uses his private key to encrypt the message,
then only his public key can Oecrtpt it.

THE IRIS PT]BTTC KE^T PROGRAM

IRIS is a shareware RSA program that can be
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downloaded from some computer bulletin boards.
It also has the DES and several other encryption
programs such as Bazeries, Playfair, and Enigma.l

The present version of IRIS is not menu-driven,
but a new soon-to-be-released version will be. It is
produced in England, and using it in the United
States requires a license from RSA Data Securify, Inc.

HOW SECUNE ARE THESE PROGRAMS?

Tbe Data Encryptton Standard
The world's fastest computer, the thirty-million-

dollar Cray YMP supercomputer, can make more
than lwo billion "flips," floating point instructions
per second. If each of these calculations could try
one of the possible DES combinations, it would take
about 417 days to try them all. If the information was
double encrypted, it would take years. The govem-
ment would have to be very interested in the infor-
mation to tie up one of its (many) Crays for that long.
It has bener thinp to do with its time, such as spying
on library patrons and antiwar demonstrators.

For years there have been rumors circulating in
the intelligence community and on computer bul-
letin boards and networks that the DES has "been
broken"-that it has a "ttap door," a secret way of
breaking the code, that only the government knos/s
about. Vhen you consider that the DES was writ-
ten FOR the govemment, I wouldn't be at all sur-
prised (the feds are not above such trickery), but
the source code for the DES has been available for
years and has been examined, tested, and taken
apafiby dozens of o<pert programmers. If this were
true, the world would know about it.

Tbe RSA nfiIlc KEt System
The RSA public key system is the most secure

encryption system that is available to "we the people."3

First of all, RSA can use a longer key. The DES
key is only 56 bits long, but the key length of the
RSA algorithm is almost unlimited. A 250-digit key
length would make for more than 10 ^ 200 possi-
ble ways to arrange a block of text. Numbers with
exponents that big are beyond comprehension to
all but mathmeticians and the Treasury Department.

The Cray YMP would be able to break the 200-
digit key in about two million years. Maybe. If key
distribution is not a problem, then the DES is secure

enough, but if you are in a situation in which the key
has to be made available to a number of people, then
obviously a public key program is indicated.

Keep in mind that if you use the RSA or DES to
encrypt something, you must not lose the key. If you
do, your data is gone forever. There is nothing any-
one can do to get it back.

THE PAK.NAT EJPEruMENT

I would like to hear from anyone who has tried
the following experiment, which I conducted last
year (write to the author in care of Paladin Press,
P.O. Box 1307, Boulder, CO 80305). I used an AT
(286) computer with a clock speed of 10 mc. and
a Casper fiL amber monitor, a high-frequency re-
ceiver, a Toshiba portable computer, and a Pak-Rat
II decoder.

I started a program that converts text on the
screen to Morse code, and while the speaker was
beeping out the listings of the hard-disk directory, I
tuned the receiver to a number of frequencies from
442 kc. to 20 mc. (A scanner that covers 5A b 75
mc. was not available at the time). With the receiv-
er feeding into the decoder and the Toshiba, it print-
ed on its screen the same information that y/as on
the screen of the AT.

I moved the receiving equipment td a motor
home parked in front of the house and set it up to
run on the generator. By using a small whip an-
tenna, I got the same result. I don't know which
of the many signals in the computer I was re-
ceiving or if it was a subharmonic of the moni-
tor, but it did work.

The decoder is too slow to work with a normal
program running on the main system, but if a much
faster ASCII decoder were available, it might work.
This would be an improvement on the van Eck
method as the received information could be stored
on disk and would not require the use of a VCR.

TYPESYRITTRS

Some electronic typewriters also generate elec-
tronic pulses that can be detected and converted to
reveal what is being typed.They should be shielded
and grounded to protect sensitive data that you

55



I DONTBUGME I

don't want others getting their hands on.
IBM Selectric typewriters, which are not elec-

tronic, have to be modified internally to radiate a

signal-or so I have been led to believe.

' These programs will be deailed in my next book, which will have a long and comprehensive chapter on encryption,
computer hacking, and security.

2 Secure-erase writes over the old plain-text file so it can never be recovered.
t A number of big companies such as Novell, DEC, Iotus Development Corporation, Motorola, and Microsoft use

MailSafe. These places have urnpteen software engineers and programmers per square foot, many of whom would have
checked it out thoroughly before trusting ir If ttrere were a "trap door" in MailSafe, they would have ficund it long ago, atfr
RSA Data Security,Inc. would be long gone.
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PARTVI

EC,,OPTICAL

SIJRVEILLANCE

A person can be under video surveillance at
work, on the street, in a cat, anywhere he or she
goes. Retail stores, banks, airports, parking lots,
shopping centers, and drive-up windows all have
video cameras. The lenses inside cars or vans can
be disguised as reflectors or mirrors or as specially
made periscopes that look like air vents. People can
even be under video surveillance in their homes
and offices and not know it.

Pinhole lenses that allow surveillance through
1/8-inch holes can be disguised as sprinklers, and
very thin fiberoptic probes can peek through key-
holes, under doors, through the openings in wall
plug covers from adjoining offices, light fixtures
from upstairs apartments, or through other small
openings. Or an opening can be made.

A forgotten briefcase can contain a camenthat
will transmit to a neighbor's house, a nearby aparl-
ment, or a van parked on the street.

AVAIIf,TBLE EQI.'IPMENT

The latest thing in video surveillance is a very
small, self-contained camera and transmitter from
Interphase. It is 2.8 x 1.6 x 5.6 inches. The 100-mil-
liwatt transmitter will send the signal 100 feet or
more, depending on conditions. Fascinating.

Infrared night-viewing devices allow zurveillance
in total darkness by emitting a beam of IR light, and
starlight scopes use ambient starlight amplified by a
photomultiplier tube or other device to "see" inside
dark rooms if the curbins are open, Edmund Scientific
and Sherwood offer zuch nighrviewing devices.

DEFEAIING VIDEO SI.]RVEILI.AI\TCE

Inside video surveillance is not difficult or ex-
pensive to prevent. The easiest way is to repaint
around any place where there could be a small
opening, such as ceiling light fixtures, and plug the
wall ouflets as with the tube microphones in part I.

A careful physical search will uncover a hidden
camera or the lens, and there are video camera de-
tectors that pick up the signals that cameras gener-
ate. Capri has one that uses a directional antenna.

Fiberoptic probes are flerible and can be worked
through small holes behind cabinets, bookshelves,
or other furniture if the person using them knows
the layout of the target room. tXrhat (and who) is
on the other side of your walls?

Check air vents and hot air registers, both fa-
vorite hiding places. If you fin4 a pinhole lens open-
ing, you can simply cover it with tape, or you can
buy a laser that will disable the camera it is con-
nected to at electronics surplus stores for less than
$100. Poetic justice, I think.

Keep blinds and drapes closed, place a felt strip
on the bottom of doors, and block any opening
through which a lens can look, and no one will be
able to use video devices against you.

Should you find a camera, you can disable it or
leave it in place and feed it misleading information to
draw out the person who placed it. Even though pin-
hole lenses can see through zuch small holes, the rest
of the equipment is much larger. In a home, there
aren't many places to hide it and to do so requires ac-
cess and time, which make it more unlikely.
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Video equipment is also orpensive. Surveillance
carneras alone run $300 to $1,000; a pinhole lens
costs several hundred; a transmifter to send the sig-
nal can cost $2,000, plus a monitor and VCR, It gets
rather spendy.

Those who can afford to install such equipment
realize that the victim might find it, so they have to
accept the loss. You find it, you own it.

There is absolutely no reason anyone should
have to be under video surveillance in his or her
own home.

TWO.WAY TEItrISIOM

People have asked me if it is true that a TV set
can "see" the people who are watching it. A TV, as
with many other things, can have a small video
camera hidden inside it.

But can a TV set, as it is manufacnrred, watch
you? Is this some secret way for the govemment to
spy on you? The answer is no. I spent three unex-
citing terms in college studying the boob tube, and
I know what is inside them.

'What about a cable TV converter box? Yes, a
video camera could possibly be hidden inside your
converter, but it isn't likely. First of all, there isn't
enough space in most of thern. Even if there were,
it would take hours to install a camera, whictr means
someone would have to have that much time in
your home or office or be able to switch yours with
one that has a camera.

The spy would have to know the type you have
(there are many to choose from) and then dupli-
cate any identifying marks on your converter that
you are used to seeing. He would also have to be
able to progam the converter for the same prernium
channels. If he did not do so, when you turned to
HBO to watch a movie and found no HBO, you'd
call the cable comparty andraise hell. The customer
service representative would tell you that your HBO
tt6rs on, the nsrt day you'd retum the converter and
get another one, and thespy would be out several
thousand bucks.

The last drawback to using a cable box to spy
on you is the fact that zuch a camerabas a runge
of no more than a few hundred feet, which limits
the arca available for a listening post.

It isn't likely that someone would choose to

watch you from the cable converter, but it is possi-
ble. If someone did bug your cable, there is a nifty
way to defeat it. The Powermid system from the
Heath Company is basieally a device for using an
infrared remote control to control something in an-
other room. It relays the signal from the remote con-
trol. nide the cable converter behind the fi set
where it can't see anything and use the Powermid.
If you are the feisty type, tape a few hours of com-
mercials, point the converter at your TV, and play
them back.

Another way to defeat the spy's setup is to set the
converter so it points at a wall and place a small mir-
ror on ttrat wall. Bounce the beam from your remote
control off the mirror so the cable box will still work.

Could the camera send a signal through the cable
to the cable company, or to someplace where a spy
has tapped into it? Yes, it could. Cable TV compa-
nies can send many channels through one wire be-
cause each channel has a different frequency.

A spy (a very high-tech spy) could modigr the
camera's transmitter to work on an unused fre-
quency and watch it on his own set with a modi
fied converter, but the cable company would prob-

I DON'T BUG ME I
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ably notice this very quickly. Then it would send
someone around to find out what was going on and
ask some rather hard-to-answer questions.

As far as the cable company using converter box-
es to spy on customers, it's not likely. It would have
to arrange for you to get one of the converters with
z cameta in it, either by having someone break in
and switch boxes or by having someone come to
your home and tell you ttrat the one you have has
been "recalled by the facto4y''or some zuch story. If
two unsmiling cable employees wearing suits show
up at your door with a new converter, be suspicious.

Seriously, if cable companies began to use such
an insidious method of spying, they wouldn't be
able to keep it secret for long, and when people
found out, the loss of subscribers would put them
out of business. No one is that addicted to The
Disney Channel.

Finally, there is the cost. \Vho is going to go to
dl this trouble and expense just to watch you watch-
ing the tube? It's too much money for something

that is so hard to install and easy to defeat.
\vr/hat about audio surveillance through the cable

system? This is easier and much cheaper than video
and certainly possible, but, again, it is farfetched.
The same factors that make it impractical for an in-
dividual to watch you through the converter apply
to his listening to you. And if a cable company is not
willing to risk watching you, it's not going to listen
in. But just in case, if a microphone were used in the
system, it could be defeated by blocking all the open-
ings in the case. You can also take it apart and look.

Since tire converter is usually placed on top of
the TV, the sound from the speaker would partially
block what it was trying to hear so the microphone
could be hidden in the remote control. Again, take
it apart and see. Or install a small slide switch to
turn the banery off when you aren't using it.

I seriously doubt that cable TV is being used for
surveillance, but one way to be 100 percent sure is
to kick the TV habit. Rent videos or, beuer yet, get a
library card. They're free.

s
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PART \rII

METHODS

Believe it or not, there are even more ways for
those who wish to know your business to spy on
you. These include monitoring your mail, ultravio-
let-sensitive chemicals that leave behind evidence
of your presence wherever you go, bumper beep
ers, and electronic trackers.

RAIN, SI.EET, AIitD GIOOM OF MGrrT

Your mail can be opened and resealed without
your knowing it, using the techniques in the book,
CIA Flaps and Seals Manual(available from paladin
Press). This book details methods of dry opening,
steam opening, and resealing; using two knitting
needles to wrap the contents in a tight spiral and
then slipping them through the corners of the en-
velope where there is no glue; avoiding covert traps
set by the sender; and much more. The book also
has some good information on defeating these
methods and makes for some interesting reading.

Opening a person's mail is illegal without a court
order, but there are other methods spies can use.
They can have the post office make copies of the
front of the envelopes that you send and receive.
There is no law against this, and as the saying goes,
even though this might not tell someone what is in-
side an envelope, sometimes it's enough to know
who is communicating with whom. If the govern-
ment, or a spy who is paying off a postal worker,
were investigating you, having the names of peo-
ple with whom you are corresponding could open
up a whole new approach.

Another trick is to spray a sealed envelope with

Freon that makes the envelope transparent so the
user can see some of what is inside. It disappears
without auace, much like the user.

Spray cans of Freon are often resold with differ-
ent labels such as "secret formula letter bomb de-
tection fluid," "X-Ray Spray,,, and so forth at a sub-
stantial markup-often in the $20 to $30 range. A
16-ounce can of Freon is available fromJameco for
$8.95 and can also be found in some electronics
supply houses; it is used for cleaning parts.

Using envelopes with a black pattern on the in-
side prevents this method from working, as will
wrapping the envelope's contents in dark paper.

If you believe someone is Ampering with your
mail, arrange to have anything sensitive sent to you
under a different name, in care of a friend or busi-
ness associate. You can have letters mailed from a
different clty by placing them without a retum ad-
dress in alarger envelope and sending it to the post-
master in that city. If it is addressed and has the
right postage, the post office has to try to deliver it.

I tried this by mailing five letters to five differ-
ent cities, and I received all five. Four of them were
postrnarked in the place to which I sent them, but
the post office apparently sent one back to the city
from where I mailed it; it had the local postrnark.

Also, consider computer bulletin boards. There
are thousands of them all over America, and many
are linked together in networks. Some of these per-
mit encrypted messages. Compuserve, for example
one of the largest and most expensive, has no re-
strictions on this. The "Fido" net forwards electron-
ic mail all over the world and is usually free.
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STTCI(YrINGERS

There are a number of chenricals that "glov/' un-
der ultraviolet light, such as calcium silicate, which
produces an orange light, and zinc orthosilicate,
which glows greenish yellow.

Mixed into a solution, they can be painted on
any surface and will stick to the fingers of anyone
who touches it and then rub off on whatever that
person touches.

Businesses use them to see where their em-
ployees go when the boss isn't around, and in
Moscow, the Soviets painted the snrff on doorknobs
to follow U.S. Embassy staff.

These zubstances ue avalable from places zuch as
The Spy Factory and The Intelligence Group, or drem-
ical supply houses. Anyone can buy them, and any-
one can use them to "follou/'you wherever you go.

BUMPER BEEPERS, rOJACrq AND CAIS

The "bumper beeper" is a small RF transmitter
that can be hidden anywhere on a motor vehicle.
The name comes from the method of attaching it
to the vehicl*a small magnet is attached to the
transmitter, which adheres to the bumper.

The device emits a beep that is picked up by a
"chase" vehicle. It has a special receiver with a ro-
tating antenna to tell which direction the beep sig-
nal is coming from and a meter to measure the sig-
nal's strength. This device does not pick up voices,
it only trarsmits the beep.

Lojack is a system for tracking stolen cars that
was originally set up in the eas! and is now insAlled
in Massachusetts, Michigan, New Jersey, Florida,
Illinois, and Los Angeles County.

For $595, the tojack company will install a spe-
cial type of transmitter in your car. Then, should it
be stolen, the local police or the FBI can turn the
transmitter on by remote control and track wher-
ever it goes. This is a great.idea for recovering stolen
cars, but it could also be used by law enforcement
to track anyone that has it. The lojack system trans-
mits on 908.000 mc.

A bug can be placed inside a car, just as any-
where else. One clever method someone thought
of was to place the bug and a large battery in a
stuffed toy tiger that gas stations used to give away.

It could be quickly switched, and you probably
would never know.

A bug hidden under the dash or re:r deck would
probably never be found and is easily wired to the
electrical system. Since there is so muctr space avail-
able, it would even be possible to wire in a special
circuit, including a transmit/receive CIR) switch and
a sound-activated relay. If the car's radio or stereo
system is not being used, the sound-activated relay
will sense this and trigger the TR switch to connect
the car's antenna to the bug to increase its range.

A bug could be hidden iruide a dummy tum sig-
nal flasher, the dome light, a mirror, a zun visor-
the possibilities are almost endless.

Like any other bug, it has to have an antenna of
some kind, and this is especially true in a vehicle
because ttre steel body strields the signal. Iook for a
wire with one end that is not connected to anything.
Inside the trim around doors is a likely place for an
antenna wire. A good automotive electrician can
find wires that shouldn't be there.

,:984

The following is considered by some as an,,op-
portunity" for some people to remain free when
they otherwise would be locked up. If the general
theme of this book-freedom and personal priva-
cy-has made itself manifest, then the reader can
gue&s that I do not agree. It's like buming bookr-
once it starts, where does it end?

A few years ago, an electronic tracking device was
developed that worked with the telephone system. A
small transmitter was built with an ankle or wdst $rap
attached that would register on the receiver connect-
ed to the phone when it was within range.

The purpose was to keep track of parolees, to
tell if they were home when they were supposed
to be. Use of this device was ,,voluntary." The pris-
oner either volunteered or stayed in prison. The
strap was attached to the convict in zudr awaytJtzt
if it was removed, an alarm would alert the parole
authorities and police. This wasn,t good enough for
the keepers, and so a number of ,,improvements"

have been made in this system.
Today, a person arrested on suspicion of a crime

can be forced into the same deal as a convicted felon,
i.e., "volunteer" to wear the hacking device or stay
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in jail for ayeu or so until the trial. This is part of ttre
federal government's pretrial services system.

Tb ese " lmprouements " tnclude ele ctr onl c uol ce
uefiflcatlon, a Breatbalyz,r to detect coruumptton of
any alcobol, and a caftwra tbat canpbotograpb tbe

pe6on uea.ring the deutce tn bts or ber own bome.
One day soon, anyone the government,,thinks

might commit a crime,, might be forced into the
same situation.

1.9U B getting close . .
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PART VIII

REVENTII\G IJRVEILLANCE

Once an area has been made clean, there are
many things you can do to help keep it that way.
You must first consider how likely you are to be
bugged and by whom? If you are not involved in
any criminal activities such as drug dealing and are
not a political activist who openly criticizes the pre-
sent administration, then you aren't likely to be
bugged by Big Brother. They don't have the man-
power to bug everyone, and you probably don't
have anything to say that they care about.

If you are not a person who has confidential
company information-zuch as trade secets or for-
mulas or designs for a new product-or an attor-
ney working on a big case, then big business has
little reason to bug you.

No matter who or what you are or aren't, there is
the possibilrty that sorneone who has become mad
at you for some reason, either real or imagined, or
has picked you at random because he or she had
the opportunity, will bug you. Such persons are
usually amateurs who use unsophhticated and in-
expensive listening devices.

Your next consideration is how far ue you will-
ing to go to prevent being buggedz

sEcunING niu enne

The first step is to protect your property from
spies the same way you would from any other in-
truders. Even if you aren't concerned about being
bugged, the increasing number of burglaries is a
good reason to do this.

A number of excellent books are available from

=*lltr'l+$F:-=*ffi

rir,!;irr
,:;:i::.;ii

Paladin on the subjects of burglary, breaking and
entering, and lock picking that will tell you a grcat
deal about how it is done and how to keep it from
happening to you.

Staft wfth sec'ure locks. It has been said that locks
do little more than to keep honest people honest.
There is a lot of truth to this. There are dozens of
brands of locks on the market, some of which can
be opened with ordinary picks. ttrThile researching
this manual, I read a few books on the subject of
picking locks and then found a professional lock-
smith who agreed to let me try it.

In his shop, he let me use a set of picks and a
very popular brand of lock. On my first try at pick-
ing, I had it open in less than five minutes. I was
impressed. He was not. He abeady knew how easy
it is to pick some locks.

A much more effective device is the Cobra elec-
tric lock pick, which slightly resembles an electric
toothbrush. It has a pick that is inserted into the
lock, and when it is turned on, it vibrates the pins
inside the lock up and down and a tension tool
tums the core. Itwill open many locks in seconds-
probably the one on your front door.

A set of lockpicks costs less than $20. The Cobra
sells for about $225. Both are illegal to possess in
most states but are available to anyone who has the
money and is determined to get them.

The Cobra will not open an Abloy lock. Nor
will anything else except the key. It is pickproof
but expensive.

Some locks and some keys have a code number
stamped on them. This number is used by a lock-
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smith to make duplicates, which
they will for anyone who has it.
If any of your keys have num-
bers on them, have new ones
made. Also look on the bottom

of Master brand padlocks to make
zure the code stenciled on the bot-

tom has been scratched off.
Some doors can be opened by re-

moving the hinge pins. This is easily
prevented. There are special screvrs
that can be used to replace the ones in
the hinges, and they only cost a few
dollars. Locksmiths and hardware

stores have them.
The windows in the average

home are often the weakest link.
\fihile metal-frame casement
windows are very secure-they
can't be opened from the outside

without breaking the glass-the locks on double-
hung windows are easily defeated.

The swing lock made by Belwith is available at
any hardware store for less than $2. It is made for
doors that open inward but can be installed on dou-
ble-hung windows in five minutes and will prevent
them from being opened from the outside.

Drilling a small hole at a downward angle in the
window frames is another good method. The hole
needs to go through the frame of the top half of the
window and partway into the bottom one. Then
place a nail in the hole, and it won't slide open.

ITrought-iron bars keep intruders out. Sliding
glass doors are easily opened but can be secured
with a dowel placed in the borom of the track.

A PruSONER IN YOIJN OWN HOME?

Alarm systems are good for scaring away some
burglars, but an e4perienced spy knows that ring-
ing alarm bells are often ignored for long periods
of time. They can often Sreak in, make the drop
(plant a listening device), and disappear long be-
fore anyone comes around to investigate. r$Ze have
all heard alarms ringing in a downtown or residen-
ttal areawithout seeing anyone responding to them.
It is far beuer to keep anyone from geUing in than to
depend on an alarm system to scare them away.

At home, one of the best.detenents is man's best
friend, the dog. An aggressive German shepherd or
Doberman that prefers spies to Alpo will give a
would-be intruder second thoughts.

If someone does get in to hide a bug, a voice-
activated tape recorder can be used to capture the
sounds he made, which will tell you what he was
up to. A hidden video camera is even better.

The Heath Company has a video surveillance
camera for $300 and a video transmitter that will re-
lay the signal to a VCR nearby for another $100.

You can also make it hard for an intruder to find
a place to hide a listening device. Anything that can
h opened and could hide a bug, as detailed in pre-
vious chapters, can be secured by painting over the
scf,ews with invisible solutions of the ctrenricals men-
tioned above that glow under W light. plastic covers
on VCRs, switch boxes, phones, the badrs of TV sets,
and lamps make good targets. If these are taken apart,
you sm use a srnall bat-
tery-operated UV light
to see evidence of the
tampering.

A dab of paint or
fingernail polish will
also let you keep a
record of the positior of
such screws to see if
theyhave been moved.

Books and uphol-
stery butrons can have
small dots of the same
chemicals painted on
them and checked
now and then to see if
they have been re-
placed. Battery-operat-
ed UV lights are avail-
able from The Spy
Factory, Sherwood,
and Edmund Scientific.

Small cradss inwalls
and openings
between walls
and windows
or door frames,
and the linle
plastic handles

@
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SPARK GAP

"OLD SPARI(Y"
SPARK GAP TRANSIIITTER \W

TIIREAD

ANTENNA

SPOOL

FOIL
wooD STICK

GALLON GLASS JAR

NEON SIGN
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on venetian blind cords, all of which could conceal a

microphone orsmall bug canbe fiUed with cau$ put-

[y, or silicone sealer. This keeps out more than one

kind of bug.

OI.D SPA$SY

Old sparky is the name sometimes given to
spark-gap Sartsmitt€rs (SGT) used bach in the early

Vl"tt of 
-tnis 

century for communicating with ships

at sea. It produces a loud btzmgsound ttrat jams a

receiver being used to listen to a bug.

Unfortuna-tely, it also interferes with everything

else, zuctt as "Monday Night Football," which could

make you very unpopular in your neighborhood'
Used in a rural area where there aren't any close

neighbors, it is an effective method of preventing

RF bugs from working.
You can make your own SGT, but keep in mind

that it uses 10,000 volts or rnore. This is atvery low
cuffent, but it is still dangerous. You need the fol-

lowing materials:

r One or more neon sign transformers
o A on€-gallon glass iar for each transformer,

with plastic lid
o A pound of salt for each iar
. Miscellaneous junk-a-line cord for the trans-

formers, some metal rods (such as old curtain rods),

empty tlread spools, and several fee of wire' Look at

tfre Aagram and improvise, using what is available'

Fill the jar(s) with water and stir in as much salt

as will disiohe. Dry the jar carefully' wrap several

layers of aluminum foil around q and tape ir in plaoe'

Find a metal rod for e'ach jar (some old threaded

rod found in the garage will work fine) and insert

it through a hole in the lid. Use an empty thread

spool or whatever to hold it in place-the rod
should not touch the bouom of the iar.

Ttre spark gap cflr be made from two pieces of
brass rod (l/4 inch in diameter) or two large bolts

held in place on a small piece of wood, such as a

2 x 4. Make it so one of the rods can be moved

back and forth to adjust the width' Start with a gap

of 1 inch for wery 20,000 volts used'

Vire it as shown in the diagram. The connec-

tion to the foil on the jar can be two turns with the

DONTBUGME I

insulation stripped off, or a metal band' The antenna

can be a brass rod or whatever is handy.
r0(lhen it is assernbld, plug it in and watch the gap

for a silver-blue spark. If there is no spark, unplug it
and close the gap slightly until you get a spark'

One neon transformer is sufficient to iam bugs

within a hundred yards.If you get carried away and

use a dozen transformers, high-voltage plasma will
be floating around all over the area, and someone

could getzapped. The kid next door, for example,

touches your screen door and gets bit. He goes home

and tells his dad, who comes over and punches you

out. A week later his wife has formed the first chapter

of M.A.S.T. (Mothers Agairrst Sparkgap Transmitters),

and some congressperson sponsors a bill outlawing

them without a federal license.

TTTE RT ROOM GUAN)

The Room Guard is a device similar to a bug
detector. It has a sensitivity control that is adjusted

for the ambient (normal background) nn level in
the room in which it is placed, and it triggers an

alarm if this level is exceeded by someone bring-
ing an RF device into the roorn. The Room Guard

is available from Capri Elecuonics.

PHO1YE GUARDS

There are many devices available to help secure

your phone lines.

o A privacy module locks out extension phones'

The first phone that is picked up is the only one

that works, keeping anyone from listening on an

extension. This is also available from Capri.
. A listen-down amplifier alerts you to a hook

bypass switch. This is the technique used by an in-

finity transmitter; it closes the phone cradle switch

and turns on the microPhone.
Any small audio amplifier works. The Electronic

Rainbow has one in kit form for about $10.95.

Hobby stores and new and surplus electronic deal-

ers often have them already built for a few bucks

more. Most of these little amps have the speaker at-

tached, and all that has to be done to make it work
is to connect two small capacitors to the input ol

the amp and to the Phone line.

6s
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The device does not interfere with the phone,
and if there is audio on the line when the phone is
not being used, you can hear it and know that a
hook switch bypass is in use.

o The digital voltmeterused in the REMOBS sec-
tion is another inexpensive device for protecting your
line. Place it on your desk where you qtn see it, and if
anything should be attached to your line, it ctranges
the reading and you'll notice it.

Suctr a meter can also be made to set off an alarm
if the line voltage changes by a certain amount.

. A separate ringer, available from stores ttut sell
telephones, can be placed on the line and a switch
wired to the phone to turn it off or on. This electri
cally isolates it from the line and defeats a hook by-
pass switctr. At first, you will forget about the switctr,
and when you answer, will wonder why no one is
on the other end, but soon you'll get used to it.

. There are devices that prevent the line volt-
age from dropping to the off-hook level that stop a
drop-out relay from automatically turning a ta,pe
recorder on or activating line taps when the phone
is lifted.

o Last but not least, the Telcom Security Unit
does most of the above and defeats or detects vari-
ous types of line taps. It is available from Sherwood.

tnoJAl\HORSES

Beware of spies bearing gifts. If some anony-
mous or suspicious person presents you with some-
thing that could contain a listening device, check it
out, and remember that almost anything can hide
a bug. The most likely one would be a able lamp or
something that plugs into a wall socket.

Be zuspicious of packages with cards asking you
not to open them until Christma-especially if you
receive them inJuly.

LOOK AROT]I\D

Using the above devices & techniques will make
your home secure from inside devices. Now con-
sider outside listening methods.

You already know how to detect and defeat
lasers, and keeping the windows closed and drapes
drawn will defeat directional microphones, but in
the zummer people like to open their windows. An

open window won't reflect a laser beam, but other
things inside the room can, such as a mirror.

To use a directional microphone the listener also
will probably have an open window. Probably the
smallest one available will be used, but it has to be
as big as the reflector. If he can hear you, then you
can hear him. The Gatling gun device discussed ear-
lier can be built for under $200.

One way to use a parabolic is to leave it in plain
sight. A neighbor installs a Lfoot dish on his roof,
which you probably won't notice in the first place,
but if you do, you'll absently think that your neigh-
bor has installed a satellite TV dish on his roof and
forget about it. Oh, maybe once in a while you
might notice it, but you still won't give it any real
thought, other than being jealous if you don't have
satellite TV.

So one day, a week later, when you have
stopped noticing it, it happens to come loose, and
instead of pointing at Telstar, it now points at your
living room window. But you don't notice . . .

A noise generator placed on the window sill
makes it difficult for a listener to hear anything.
Edmund Scientiftc has a sound generator that pro-
duces the sounds of rain, a waterfall, and surf,
which is random sound and hard to tune out wittt
an equalizer. It is pleasant to listen to (except by
the spy across the street) and not distracting like ra-
dio or (ugh) Tv.

Look for surveillance vans. Is there always a
van parked near you? Or a panel truck or pickup
with a camper? An arnateur probably won't have
more than one, but the feds have many and will
probably swirch them frequently. Perhaps you czn
find out who it is.

Do a little spying yourself. \7rite down license
numbers and see if the same ones Out not neces-
sarily on the same vehicles) are there at different
times. If you see a van pull up and stop, watch it for
a while. If the driver doesn't get out and go some-
where, then someone is probably watching some-
one. Use binoculars to watctl them, but dont letthern
see you. See if they seem to be there in shifts.

Two pieces of advice: if it is a government
surveillance, don't assume that you are the target;
by now, you should have a good idea whether you
are of any interest to any agency. Second, don't in-
terfere. Interfering can get you into something you
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can't handle. There might be a drug bust coming
down, and you could mess it up. This could end
up in a drug dealer not being arrested, or it could
result in someone getting hurt-maybe you. Stay
out of it.

One way that you might find out who it is is to
use a scanner. If you have the frequencies of the
police and federal agencies, set it on the repeater
input frequencies. You can only hear their radios if
they are close. On UFIF bands, the mobile units are
almost always 5 mc. above the repeater output. If
you live in a large crty, try this on the local police
band, which is probably from 460.05Q to 460.550.
Set it to search from 465.050 to 564.550. You can
hear the signals direct from the police vehicles, not
through the repeater, so they come in strong only
if they are fairly close.

The frequencies used by both federal and local
law enforcernent in Califomia, including many of the
repeater input frequencies, are given in the book
Gotwnmmt Radlo Systetla by Bob Kelty, available
at Quement Eledronics, or write Kelty at Mobile Radio

Resources, 266t Carcl Drive, SanJose, CL95t25 for
prices. It's available in book form and on computer
disk. Other books have listings for other states.

WARMNG the Electronic Communications Pri-
vacy Act places some restrictions on listening. It
seems to say that it is unlawful to listen to scram-
bled conversations, such as the DES used by the
FBI and other federal agencies-even though you
can't tell what they are saying. Pcsibly the reason is
that they don't want anyone to tape-record them
and keep thern for decoding. But this is not going to
happen with a 7}-bitkey.

Read it and see if you can decipher it (I can't)
before you do this. Or see if you can find a lawyer
who is familiar with this federal law.

If you can elirninate law enforcement as the
spies, then there may well be something unlawful
going on, and maybe you can do something about
it. Just be zure you know what you are gefting into.

These methods will make your home and office
secure from spies. Now let's have a look at surveil-
lance from the other perspective.
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PART D(

BTAINING

EQTJIPMENT

Before you do any kind of surveillance, keep in
mind three things. First, bugging a person for ma-
licious or selfish reasons or to get even is morally
wrong. Second, it is against the law. Third, it can
get you threatened, beaten up, or shot-which, if
you don't alteady know, isn't the most pleasant way
to spend your time. GeEing shot at tends not only to
ruin one's day, but to make one consider backing
off from such situations.

A number of devices that can be used for zurveil-
lance are available to anyone who has the money,
and many can be homemade. Here are some de-
vices people have used to bug others.

o Wreless rnlcropboncs and bugs. Most of the
wireless microphones and bugs that arc available
from stores and by mail order transmit on the FM
broadcast band. The reason is that it is legal to use
them as long as you're not listening to someone who
does not know about it. The Federal C,ommunications
Commission (FCC) permits "low-power" devices to
work in these areas, and, of course, almost everyone
has an FM radio to us€ for listening to them.

\(iireless microphones and other products can be
used 0egally) on many othqr frequencies, but they
are less common because not everyone has a scan-
ner that will recrive them. But spies do. Some of the
frequencies for these are listed in Appendix D.

o Heartng alds. Aids for the hearing impaired
can be used as bugs. In a classroom or lecture hall,
the transmitter is placed on the instructor's desk,
and the receiver is used like a hearing aid. The
range is often limited to a few hundred feet.

. BaW monltots. Some wireless baby monitors
use an RF transmitter instead of the subcarrier
method. Using a portable scanner, I have received
them clearly three blocks from the source. I thought
I was doing the users a favor when I called to tell
them that their baby monitor was broadcasting their
conversations around the neighborhood. They were
anything but thankful, but they did stop using it.. Cltlzens band radlos. CB radios have been
used as bugs. It is not difftcult to take them apart
and remove the receiver and case, and they can be
small enough to hide in a number of places. Install
a different crystal, and it transmits on a frequency
that CB receivers and many squrners won't pick up.
The same can be done with cordless phones.

. Ittuwa! rdbs. Tlco makes a small two-way
radio as part of its Spy-Tech toy line that can be
used as a bug.

c Tfaramttten used atfast-fM futnlp utlrdoux.
This can also be used as a secret listening device.

A spy can modifu and use any of these, or he
can build bugs himself. Some libraries still have
books with schematic diagrams of various types of
bugs that can be built and used with a liule knowl-
edge and experience. look in the card catalogue
under "eavesdropping." The university libraries are
a better place to look because such books are usu-
ally stolen from public libraries.

Schematic diagrams and other information
needed to build a low-frequency transmitter can
also be found in back issues of popularElecffontcs,
Radla Electronics, and other magazines.
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Building them from just a diagram requires the
ability to lay out the components and make and drill
the circuit board, or perf board, but a number of kits
ate avaiable that make them easier to build. Uzually
kits have a circuit board that is predrilled and a pic-
torial diagram that shows where to place the various
parts. The only skills required are the ability ro identifr
the components and to use a soldering iron, and no
expensive test equipment is needed.

wHEnE TO AUy SUR\IEEIAr{CE EQImMENT

Rainbow Kits has a wireless microphone kit that
works both on and outside the FM band for $tZ.gs
and a line-powered phone transmitter for $10.95.

Another bug, a little more advanced, can be
made from the Motorola MC-2831A andMC-2833
chips. They are FM transmitters made for cordless
phones. Add a few components and you have a
complete bug. The chips sell for less than a dollar
and the other parts for about $10.

A different crystal can be used to make it trans-
mit on a frequency in the TV channel 2 band, near
the sound portion of the signal. The characteristics
of the TV signal make it mudr more difficult to find,
and it can be missed by some bug detectors, unless
they are being used by e4perienced operators. This
is the snuggling method mentioned earlier.

Crystals are avalable fromJameco Electronics
and some surplus stores. Check Nut andVoltmag-
azine listings.

These chips can also work in the low- and medi-
um-frequency bands. MF has an area from 1.61 to
1.705 mc. where low-power devices are legal to op
erate, or with a different crysbl it can transmit below
the AM broadcast band, where some bug detectors
will not find them.

"t\e 2833 chip has an extra unused transistor,
and by adding a few more components, it is possi-
ble to increase the power output to about 250 mil-
liwatts which, with a decent antenna, should trans-
mit for at least several blocks.

The microphone can be from a hearing aid.
Some dealers have older or broken hearing aids that
they will sell for a few dollars or give away. The
hearing aids also contain other useful par[s.

Read a few books on basic electronics, schematic
diagrams, and identiffing components (resistors, tran-

sistors, etc.). Practice with the Rainbow kits, and you
may be able to build a bug from the Motorola chips.

For less than $30, you have a sophisticated bug
that would cost hundreds of dollars from a udeal-

er' (if you could find one). If you want to have a
tectrnician make something for you, consider calling
a community college or other school and hiring a
second year work-study electronics student.

To listen to such bugs, it is not necessary to
spend $425 on a new scanner. pawn shops fre-
guently have used scaffrers and strortwave receivers
for less than $100.

Nuts and VolB magazine also has ads for used
receivers and a list of electronic flea markets that
have used equipment.

If you want sornething better, go to a dealer that
specializes in communications equipment. He
should lwve a wide variety to choose from and pro-
fessional salespeople who know their busine$s to
help you find theright model.
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In California, try Quement Electronics in San

Josd or Scanners Unlimited in San Carlos; EEB in
the \Tashington, D.C., area is one of the largest,
and Scanner r$7orld has alarge selection and a free
catalogue. Others are listed in Appendix C.

USING SI,]RVEIIJ.ANCS DEVICES

If someone decided to bug you, how would he
go about doing iP Obtaining a bug is one thing; us-
ing it is another. Once he has one, where is he go-
ing to hide if How easily can he access your office
or home? How much time will he have? Does he
bave a way to get in to have a look firslz $irhat does
he know about you?

Knowing where the most useful information is
going to come from makes a difference in where
the microphone should be placed. The acoustics of
the room should be considered, if possible, as this
can affect the quality of the sound it transmits.

Placing a bug behind a picture in a room with
otherwise bare walls makes for sound that can be
more difficult to understand because of the echoes
it picks up, but it can be installed quickly.

The best results are from a microphone that is
very close to where the speaker will be. On a desk
is an excellent location, such as in a penholder or
desk organizer, but if long range is needed or the
bug needs to function for a long period of time,
then either more space (for batteries) or access to
the power line is needed.

tf it is to be placed inside a lamp, the one closest

to a couch, easy chair, or deSk will probably get the
best audio, but if the lamp is to contain the modu-
lator described above, it has to be somewhere that
light can be seen from outside.

An orperienced spy will consids all these thinp.
The section on physical searching provided

much information on where someone might hide
a bug. Here are a few more examples.

For short-term surveillance, a disposable bug
can be tossed into a wastebasket. You are an attor-
ney and an important client has an appointment
with you. The opposition finds out, and it has some-
one drop in and ask to see you for "only a minute
on a very important matter" just before that ap-
pointment. The visitor makes up a story or discov-
ers that he made a mistake and has the wrong at-

torney. He leaves, and you are puzzled or irritat-
ed-and also bugged. Meanwhile, another client is
in the waiting room listening to you.

Inside a hollowed-out book is another good
place, as mentioned earlier. Such books are avail-
able at places like the Spy Factory. A small hole is
punched in the spine to let ttre sound in, and the
microphone is glued against the hole.

Consider which book to use. Old novels, once
read, are more likely to be left on the shelf than ref-
erence books. A lawyer who bugs a lawyer or an
architect who bugs an architect will have a good
idea of which books are likely to be found but sel-
dom used. Switching books and dust jackets take
but a few seconds.

Some mattresses have little air vents covered
with wire mesh-perfect for letting sound in. A
small incision can be made in the fabric and the
bug slipped inside and secured with glue, Velcro,
or some other adhesive, making sure the micro-
phone is facing the vent. A small piece of the ma-
terial can be removed from a corner of the mattre$s
or from under the "do not remove" tag that most
people do not remove and glued over the opening.'
It is unlikely to be noticed.

Small two-sided makeup mirrors with metal
frames can hide bugs. There is enough space be-
tween the mirrors, the small hole where the frame is
joined lets sound in, and the wire base makes a de-
cent antenna.

Many stereo speakers have thick foam front pan-
els that are held in place with Velcro. A small piece
of the foam can be cut out with a sharp knife and
the bug hidden there, which is one of the best
places for a bug-except, of course, when the
stereo is on. The foam lets all the sound through,
is at the right level to hear voices, and can be in-
sAlled in a minute.

Some speakers sit on small stands, and a bug
can be hidden on the bottom of the enclosure with
Scotch-mount adhesive. It probably won't be no-
ticed until spring cleaning.

I once heard about a bug that was built into a
false bottom of a wastebasket. Only 1/2-inch deep,
which no one would notice, the false bottom con-
tained a homemade transmitter with a series of cal-
culator batteries and had four holes in the edge to
let the sound in.
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Periodically when the batteries got low, the jan-
itor in a large office building was told to switch it
with another one and take the bugged one to an
office on a different floor and leave it. Iater, he was
told to switch them again. This went on for years,
so the story goes. It's probably true. lVhen is the
last time you paid any attention to a wastebasket?

Probably the most clever method of hiding a bug
that I know of was one that was built into a large
black candle. Part of the inside was carefully melted
out from the bottom and the bug (a modified FM
wireless mioophone with a one-stage transistor am-
plifier) and two Dcell batteries were placed inside.
The antenna was a piece of coat hanger, cut to the
precise wavelength for beuer transmission, heated
over a gas stove, and inserted partway into the
candle. Then the wa:r was replaced. A ribbon was
placed around it (to hide the microphone and let
the sound in) and then warmed at the edges so it
stuck to the wax and wouldn't fall off.

The most unusual place for a bug to be hidden
that I ever heard is from a story told by a former
federal agent, who swears it really happened. For
a long time, certain people had been trying to bug
someone without success. He was too careful to say
anything incriminating anywhere someone could be
listening. So what these people did was have one of
their female personnel get close to him, and after a
while, he began to trust her a little. Then, when they
thought he was about to reveal something theywant-
ed to know, she arranged to meet him on a topless
beach in Califomia.

Now, there isn't any way to hide a bug on a girl
wearing a topless string bikini, righP'tU7rong. The
antenna was hidden inside the strings, and the rest
of the bug was . . . intemal. Imagination is the only
limit to where a bug can be hidden.

TIIE IJSIININGPOST

Someone has managed to install a bug in your of-

fice. Nowwhere is he going to set up a listening posp
This has a lot to do with the type of device selected.

If the listener has an office or apartment next
to or directly above or below you, a small wire-
less microphone will probably work fine. If his
listening post is across the street, a high-quality
wireless microphone or infrared device is more
effective for the job.

A temporary post can be in the phone distribu-
tion closet or the maintenance area if the spy has
regular access to the atea, can use a tape recorder,
and can replace the tapes as they become full.

A converted cordless phone will tansmit at,learl- a
block with a good antenna (such as a curtrain rod),
so if the listener is that dose, he c:m use one of these.

A van equipped with the necessities (refrigera-
tor, chemical toilet, and communication equipment)
is the perfect listening post, as it can be within easy
listening range of the target-assuming the spy can
find a parking place.

If there is a park near the target, an eavesdropper
may buy some thrift-store clothes and become
homeless for a while. A pocket-size tape recorder
will capture the conversation.

If the feds have set up a post, it will probably
be large; an office or apartment rented on a tem-
porary basis. There will likely be six agents assigned
to it-{tree teams of two-and three tape recorders,
the large open-reel type, which requires a fair
amount of space.

If a repeater system is used, the listening post will
be a long distance away. They are too expensive for
short transmission. A series phone tap has a low out-
put, so the listening post will be in a neighbot's house
or adjacent apartrnent but not much further.

Use what you can come up with in the profile
of the probable spies, estimate the probable dis-
tance the bug can transmit (based on information
from earlier ctrapters), and look inside this area. Are
there business rivals or other known enemies with-
in the range?

{.-

74



PARTX

iirt:::1.41:
:::a=,:::+:l

The whole purpose of surveillance is to obtain
useful information. Sometimes a listening device
produces information that doesn't seem worth any-
thing at the time, but it might become very useful.

An experienced spy tape-records everything he
hears and keeps every scrap of information he ob-
tains from any source. He will label, date, and store
it for cross-referencing. It is all part of the picture the
spy is trying to create. This is one of the "secrets" of
intelligence. (The other is that there are no secrets.)

An experienced spy is also careful about how
he uses what he hears. If someone suspects he is
being listened to, he can draw him out. If one con-
tractor consistently underbids another by a very
small anount, someone is going to get zuspicious-
and maybe get even.

In a lawsuit, if one party always seems to be one
step ahead of the other, the latter may suspect
surveillance and take appropriate action.

He admitted 6t tbe depositton that he bad been
dtggtng througb tbelr trasb for seueral nontbs. He
produced a box of scraps ofpper he badfound. The
scraps dldn't contaln all tbe informatlon be bad
Amassed, but they dtdn't cbeck tt tbat tbarougbly and
didn't hnow tbat. tf they bad,"tbey would baue known
tbat he bad to baue anotber source of inform.ation.
He b ad joined th e reltgiow organlzatton pramding
to haue an intqest in tbelr pentuse pbilosophy. Hts
real interest was researchtng tbe organlzationfor a
book ard tuffld out ubat bad bappmed to afriend
wbo bad joined tbem. He bu,ged tbetr ffica, and
tbis was tbe source tbey narcrrealtzed be bad.

Some victims of surveillance simply destroy any
devices they find. Some call in the feds. Othen have
their own way of dealing with spies. In the above
example, someone (an amateur) wasn,t as careful
as he might have been. There were times when he
"knew too much," and it almost cost him his life.
To stop his research, someone shot at him and
threatened him in other ways.

SIJRVEILU,NCE AND PRTVACY
INTTIE FUTUNE

The latest development in making electronic de-
vices smaller is called direct mount. An integrated cir-
cuit, or chip, is acnrally only about 1,/32-nchsquare,
which is too small to connect wires to. To make it
easier to use, it is placed inside a plastic or ceramic
package with two rows of pins that easily fit onto a
printed circuit board. This is called the dual inline
package, or DIP. The new direct-mount technology
places the chip directly on the printed circuit board,
which eliminates the need for the bulky package.

Ttrough the use of direct-mount tedrnology, the
burst transmitter can be made as small as a posbge
stamp and can store sound for an hour or more.

Another new development is the molded-plas-
tic circuit board that can be made in any shape,
suctr as a wall outlet, to hide the burst transmitter. It
sends its signal through the air like any RF bug or
through the power lines and is almost impossible
to find. Mass-produced by companies like Intel and
Motorola, these boards are very affordable.

Microminiature bugs the size of an aspirin tablet
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are powered by a beam of microwave energy and
so require no battery. They uansmit a hundred feet
or so and can be used alone or with a repeater.

Microwave beams penetrate walls and closed
windows and are reflected off the air inside a tar-
get room to reveal everything spoken there to the
listener a mile awzy. Only a very expensive receiver
or spectrum analyzer will detect them.

Computer-enhanced techniques used to recon-
stnrct and enhance video images from space
probes have been adapted to improve the sound
received from improved lasers and other audio lis-
tening devices.

Supersensitive receivers with high-gain direc-
tional antennas pick up the radiation from TEM-
PEST secure computers allowing the user to inter-
cept and store anything on the screen.

Supersophisticated debugging equipment will
be invented to find the new surveillance devices,

which will again be improved, and better debug-
ging gear will follow, and the game goes on . . 

:

In L952, n"riarnt'uo* r**r, created, by
way of a supersecret tnetnorandum, tbe Nafional
Securtty Agency, wbichfor many yearc the gouem-
ment dsried euffi %lsted. Tbepraent admtntstratton
could as easlly create another supersecret agency
for tbe purpose of dotnesttc spytng. Ihts could, be
done becau,e drug-related crltme ls a "clear andye-
sent dangq to tbe stnrcturc and eJ$lstence of tbe gou-
erntnent," and tbe agency wouw not be sublect to
the Omnlbus Act or otber laws agatnst electronlc
sunteillance. Nettber tbe people nor the Congress
would know aboutlt.

MAYBETIIEYAIRMDYHAVE... (
euis cttstodtet tpsos custodes? 

S=
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RY OF.A$rJGGrr\c

About ten years ago,an employee of a medium-
size manufacturing company in the Pacific North-
west began working on a plan to burglarize his em-
ployer. He planned to steal information about the
company's manufacturing methods and other pro-
prietary and technical dara. He admitted this when
he was confronted by company officials. All of the
details of this plot are not available, but some of
them are as follows.

The factory was in a secluded location, dark and
deserted at night. Security guards made rounds of
the area, and the police drove through periodically,
but there were long periods of time when no one
was there. This made it an easier target.

Photograph one shows the general location of
the plant. The factory is at the left center, seen over
the guard rail. The company did not want a closer
picture that would ideffiry it to be published. This is
typical and illustrates a point: most people who
have been bugged don't want anyone to know
about it. \7ould you? Because of this, the vast ma-
jority of buggings are never publicized and the pub.
lic has no idea how common it is.

Photograph 2 shows the front of the apartment
building in which a company supervisor lived at
the time of the bugging.

Photograph 3 shows the window on the left
where the microphone was hidden. The bushes
completely cover the corner of the building.

Photograph 4was taken inside the apartment.
The wood frame window was broken. The own-
er of the building kept promising to fix it, but like
many landlords, he was too stingy to spend the

money if he could avoid it. It was spring, the
weather was wann, and so the supervisor did not
complain often enough to force the owner to take
care of it.

At the top of photograph 5 are wires that were
once used to power a light fixture, whictr was bro-
ken and had been taken down. The wires were still
hot and were used to power the bug.

Thin speaker wire led around the comer of the
building, hidden in the crack between the top of
the back door frame and the stucco wall and then
down to the ground. From there it was buried under
the loose dirt and leaves to where the bug was hid-
den behind the rhododendron bush. The bug was a
homemade transmitter that operated on 330 mc.
with an estimated range of half a mile.

This transminer could have been powered by a
large battery, which could have been hidden easily.
Vhy the bugger used the wiring from the old light
fixture is not known, but he could have reached
the wires by sLanding on the railing around the small
back porch just a few feet to the left of the broken
window without anyone being able to see him be-
cause of all the bushes.

How he knew about the broken window and
why he believed it would not be fixed soon are also
unknown. Possibly, he first intended to use a con-
tact microphone on one of the panes but changed
his mhd when he discovered the one thatwouldn't
close. The device wasn't noticed until a storm blew
the shrubs away from the wall.

Photograph 6 is another view of the bushes. On
the right is a white house. This is where the bugger

n
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Photograph No. 1 Photograph No. 2

Photograph No. 3 Photograph No.4

Photograph No.5
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had his listening post. He was a temporary resident
of the property. Because he lived too far away from
the supervisor's apartment for a bug to transmit, he
rented the garage from the people who lived there.

rVhen the supervisor noticed the wire, he fol-
lowed it and found the transmitter. The supervisor
did not know of anyone who would want to bug
him and didn't know how long the listening device
had been in place since the window had been bro-
ken for so lons.

He finally Eoncluded that it had something to
do with the company and probably was part of a
plan to rob or burglarize it, so he reported the inci-
dent to the owners. They called a security expert
who used a frequency meter to see where the bug
was transmitting and advised them to try to draw
the bugger out.

Among the mistakes the bugger made were let-
ting people know that he was interested in short-
wave radio listening and using the frequency he
did. As stated in the section on using a scanner to
find bugs, receivers that will tune this area have
been widely available for only a few years, and this
incident took place in the early eighties.

The countersurveillance plan had the supervi-
sor leak information that the company was going
to do something, which they believed would cause
the suspected thief to act. The plan worked, and
the company employee was caught in the act. He
was "dealt with" by the supervisor and some other
company employees.

Bugging people can be hazardous to one's
health.
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QTJIPMENT

FROI'I C6PRI ELECTROilKS

ADVANCED TRANSMTTTER (BUG) DETECTOR

Geiger counter, the-sensitive antenna system can be used to probe all areas of
a room. As the antenna approaches the hidden transmitter, the audible tone
clicks faster and faster while the ten step solid-state meter indicates the signal
strength.

At this point, switch modes from Deted to Verify to differentiate a bug from a

reguiar radio or TV transmission. If a bugging device is Present, a continuous
squealing tone is generated by the TD-53. By sweeping the probe, this tone can

lead you directlyto the bug. The switch selectable SENSIIIVITYleveI improves
detection capabilities ofthe unitin high signal strength areas. For private (non'
alerting) listening, an earphone jack is provided.

Includedwiththe TD-53is the P-0l wideband active probewhich covers 5 MHz
to 1,000 MHz. The P-01 can be positioned up to 25 feet away from the TD-53

by using an extension cable. For example, the probe could be discreetly placed

in a target room while the TD-53 is monitored in another room.

Several other plug-in probes are available which will extend the usefulness of
your TD-53. (See page 5 of this cataloS.)

The unit measures 5.8" x 3.4 x 2" (with cover closed) and weights 9 oz. It is
powered by one 9 volt alkaline banery (included). Also included is an

iliustrated instruction manual.

PHONE STROBE FLASHER
'l'his solid stiltc strobc llashcs brighlly whcn-
evc r the phonc ri ngs. 11 is ideal lbr usc i n noisv
krcations to let you knorv thc phone is ringing.

Modular_ conncetions lbr casy installation.
i'honc linc powercd - no baltcries rcquircd.
Can bc uscd on singlc antl two linc qistcms, bul
only linc I (thc rcd/grccn pair) will llash.

d@s 
,i.@F

k""-jqIf you suspectyour prem-
ises are bugged, for your
ownpeace of mind, checkit
out. The TD-53 can be used
to detect, vedfyand locate hidden trans-
mitters in your home, ofEce or car.

Use the TD-53 to perform a professional
RF sweep ofyour premises, including your
telephone system. Similar in operation to a
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FROI,I C€PRI EI"ECTRONICS

ANSWERING MACHINE STOPPER

Eliminatc lhc annovancc of picking up vour phonc
whilc the mcssage on thc answcring machinc is plav-

ing. 
-l-hisdcvicc 

slops thc rccordcd mcssagc as soon as

any phonc in thc housc is pickcd up and allorvs thc
ansu,cring machinc to rcsct itscl[.

Easv modular conneclion. Works on singlc and nvo linc svstcms. On two Iinc
svstcms, lhc ansrvcring machinc must be conncctcd to linc I (thc rcd/grccn pair).
Onlv onc unit is rcquircd and it is pluggcd in al thc ansrvcring machine localion.

MICROWAVE DETECTOR
ns ncs thrcats to vour privacv arc put into usc, we

dcvcklp ncw products to countcr thcm.'l-hc 'l'D-2{

is dcsigned to dctcct thc ncw lll.- transmittc rs (hugs)
that opcrate in thc low micrtxvavc bands.

In usc, thc 'l'D-21 warns you of the prcscncc o[
ncarbv microwavc transm.ittcrs in thc frcqucnc-l rangc

of 300 lrlllz ro 2-i00 Ivlllz (2.5 Gllz) bv thc /U'
ALtiIl7'l-l:,D.'l-hc flashing /t,4N(i/i LED a ntl a udio
Ione qive an indicrtion ol thc distancc to thc hug.
('l'he clo::cr \'ou {rt to thc bug, thc lastcr thc l-l:l)
lllshcs rnd thc' tonc clicks.) 

-llrc.$/:',\'.t7l7l47Ygrntnrl.

:rlrns rvith thc two l-lr!)s. hclps rrru quickll zcro in
on hiddcn nricrosarc bugs.

A spccial lilter circuit kccps thc'l D-21 trom bcing
:rctivirlcd falscly hv signals outsidc lhc microlitvc
b:rnd. l)uc kr thc charactcrislics ol nrisros'avcs, thrcc

srvccps ol thc room should bc mirdc silh thc 
-l l)-ll

antcnna ltljustcd to di[[crcnt lcngths as covcrcd in
thc inslruetions.

lhc unit, rvhich rvcighs 7 oz., mc;tsurcs J.ll" x 2.7'' x

crtcndctl to 19" and dctachcs lilr casv st()rilgc. -l'hc

antcnnil, h:rttcn and instruction manual.

TELEPHONE PRIVACY MODULE

With a l l'M-l on cach phonc in thc lpusc, thc firsl prson
to pick up thc phonc is thc only onc who can usc thc linc
until that phonc is hung up. No onc can listcn in on othcr
cxtcnsions; lhus Frcvcnting cavcsdropping.

Also uscful for prcvcnting intcrruplions to modcm lransmissions that can bc
eausctl by picking upan cxtcnsionwhilc thc modcm isin usc. Installscasilywith a

modular plug on onc end flnd a modular jack on lhc othcr cnd. Iror singlc linc
phoncs onlv. Ordcr onc for cach phonc in your housc.

l.lt". 'l'hc antcnna can bc
-l-D-2.1 is furnishcd with

FROI'I CfiPRI EITCTROilKS
VIDEO CAMERA DETECTOR

Ilccausc video surveillance is becoming more
common, you need to bc able 10 detect that typ€
of privacy invasion. The VCD-41 can help you
quickly determine if hidden surveillance cam-
cras are being used in any room.

Vidco cameras radiatc a signal which can be

picked up by the VCD-41's directional loop an-
lenna and converted lo an audible tone. This
tone is heard in the earphones (included). The
tone increases in volume as you get closer to the
camera. Bv lurning the unit with its directional
antenna, vou can pinpoint the camera's localion.
Our tests wilh various cameras have shown a

detection range in excess of 12 feet.

l-he VCD-il mcasurcs 7.5" (wilh antenna at-
tachcd) x 2.7" x l.ti", rvc ighs 7 oz. and is furnished
completc uith 9 r'olt alkalinc battcry, earphones
and instructions.

RF ROOM GUARDTM

Oncc vou sct the RF Room Guard for the ambient RF
Ievel in a room, it will go to an alarm condition if the RF
lcvel in thc room (in the range of I MIIz to 2.5 Gliz)
incrcases. l-hiswill alcrt you to thc possibilitv of an lll: hug

having trccn carricd in by a visitor or plantcd *hilc you
wcre awav. ldcal lor usc in confcrencc rooms or othcr
arcas thal nccd lo bc sccured.

'l hc I{l" lloom Cuard can also warn vou
if yr ur telcphonc has bccn buggcd with
an Illj transmittcr. If thc unit consis-
tanth. alarms whcn rou usc your lclc-
phonc. chanccs arc good that an I{F bug

hls lreen wircd in to thc phonc.

'l-hc allrm condition is indicatcd bv a

rcd l.l:ll on thc front pancl.'l'hc unit
rlro has an alarnr intcrlacc lhlt prr)-
lidcs bolh potvcrctl ( l2 VIX') and drv
c()ntncts [or connccting rcmotc indic:t-
Iors.

'l-hr: lll: I-l>VIi1, mctcrgivcsyou a rcllr-
tivc rcading o[ thc ltlj signal lcvel in

lour arca.'l-his can also hclpyou dctcr-
minc i[ an l{lr bug has bccn installcd
ncaibr'.

(irntrols incf udc S l:NS I'l lWlY 1.or adjusting lirr lhc room's backlrou nd l{ li lo'c I

l and / 1,,4 lllll .S l: 7 lor adjusting thc lo'cl at rvhich thc rlarm s'ill turn on.

An option:rl Alrrrm N'lodulc givcs hoth an adjustablc audiblc alarm and ir ll;tshing

visualalarm.Iteonrcswilhl5 lcctol cahlc.Akrngcrcahlccanbcuscdildcsilctl.
Sincc it mc:rsure s onlr'2.2" x 3.5" x 1.5". it can bc pl:rccd nlost anvNhcrc th:ll ir

rcmotc inclicator is dcsircd.'l'hc Alnrm Motlulc is casilv rvircd to thc al:rrnl

intcrlacc rtn hrek rtl thc lllj Iloonr (itt:rrtl

O
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At last a comprehensive instrument and line analyzer for complete telephone security. The
Communications lntegrity Device (ClD-90) was conceived and developed t0 meet the growing
challenges to maintain communications integrity. Designed by TSCM prolessionals to combat the
intrusive threats brought about by rapid developments in communications technology, advanced
attacks and other vulnerabilities. The ClD90 uses proprietary LSI circuitry (equivalent to many
thousands ol transistors) to provide the utmost reliability and llexibility. lt is built in a rugged
aluminum case, 7 " x12?/a" x2Tq". A sturdy discrete standard locking attache case provides ample
room for the unit and all accessories and options. Lightweight unit (only 17 pounds) including
accessories.
The CID-90 leatures the tollowing advances. Any two wires may be accessed l0r direct testing. An
auto ranging panel meter is used t0 record test results. A 1 20 Ohm phantom standard load may be
placed across any wire pair by a separate control. An Ultra High Gain Audio Arnp circuit with filter,
facilitates all testing. A separate line driver provides excitalion voltage lor carbon mics. ln addition,
the CID-90 contains a polarity reversal control, RF section with a range of 10-750 KHz and a
sensitivity 0l 6 uV System incorporates line tracers with two types 0f t0nes, including silent
(ultrasonic), non-alerting supplied with receiver and audio oscillator tor conventional testing.
lncludes comprehensive manual covering standard, electronic and key telephones.
Battery powered lor portability by comnnnly available batteries. A brJilt in battery condition meter
assures uninterupted testing. Connections are facilitated by jacks, cords and test clips. Tape
recorderoutput provides for evidence recordings. To enhance the ClF90's capabilities, wire access
is provided by an insulated BNC connector, five way binding posts allowing series or parallel access
and test ports. These features enable the operator t0 connect aditional equipment used in
advanced techniques such as Oscilloscope, Datascope, Vectorscope, Countersurveillance Re
ceivers, Spectrum Analyzers and Time Domain Reflectometers.
The CID-90 detects RF taps, Direct attacks, tape recorder switches, data leakagq instrument
manipulation, frame room attacks, system manipulation, system vulnerabilities, audio leakage,
duals, constant line monitors, burglar alarms, phantom transmitters, passive by-passes and dialed
number recorders.

CID-90 will also perlorm the lollowing tests: 0n-HooU0fl Hook-voltage and cunen[ all wire listen,
phantom transmitter detection, loop current balance testing, resistance and capacitance.

I.UI{AB TIGHT CAMERAS

1{0. 5020 Straight Pinhole Lens: 9.0mm/F3.4
tlo. 50Zl R.A Pinhole Lens: 9.0mm/F3.4
1{0. 0000 Straight Pinhole Lens: 5 5mm/F3.0
tlo. 6001 R.A Pinhole Lens: 5.5mmi F3.0
l{0. 6002 Straight Pinhole Lens: 1.lmm/F2.3
llo. 6003 R.A Pinhole Lens: l lmm/F2.3
1{0. 6004 Camcorder/35mm Lens: Smmi F2.0
ilo. 6005 Camcorder/35mm Lens: 1 lmmi F2.0
AUTll IIIS AISll ATAIIAEIE
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c01lliluilrcATt0ils
I]ITEGRITY OEUICE

Pll{HtltE LEitsEs

P.egiS.ne9 for use on concealed cameras, lhe
Pinhole Lenses are useful in any Underiovei
surveillance work. Compact size-and minimal
tront exposure ensure discreel observation.

- 
Lunar light low night level camera fea-

7 tures single slage lmage lntensifier and 1 "' Newvicon (body only, without lens). Extremely
high sensitivity operation; useable picture 3 x 1 0-4

footcandles. Resolution 0l more than 600 lines at
center; low blooming and low image retention; built in RS-
1 70 LSI sync generator, automatic beam control, automatic
electronic focus control, aut0matic gain control. Heavy-duty
die-cast construction.

SPRI tIKtER H EAll SURVEIII.AiICE

Pinhole lens disguised in a standard pendent lire
sprinkler head. The lens has an adjustable iris and
head t0 see in any 360 degree direction. Adjustable
downward and to the side by moving a set screw.
Two focal lengths available.Ihe 1 1 mm f/2.5 sees a
field of view of 10'x 13.5'at 15 feet. The 22mm
"sees" 5'x 6.5' at 1 5 feet. Easy to install. Attaches
to all "C" mount cameras. C0MPLEIE with ceiling
mount.

MIiII-CHIP CAMERA

Miniature CCO chip camera for easy con-
cealment and mounting in light places.
Solid-state design requires no maintenance;
estimated camera life is 10 years. .l 

2 VDC or
110 VAC power makes the CCD a natural
choice for use in vehicles and applications
requiring portability or battery backup.
Features C mount lens and auto exposure
system. Resolution: Vertical 350; Horizontal
400. Sensitivity: Minimum illumination 3
Lux at F/ 1 .4. Power consumption: 0.3 Watts.
1.25" x 1.25" x 4.0". Several Models
Available.

83



I DON'I BUG ME T

FROl't SHERWOOD COI'll'lUNlCf,TlONS

STEAITH g(lOY WIRE SYSTEM

As versatile as it is rugged and de-
pendable, the Stealth Body Wire System
should be your first choice when con-
cealment, plus high performance and
reliability are the criteria. The system
assures crisp, clear wireless operation,
up to one-quarter mile, for listening or

recording. Applications include: buys,
investigative reporting and protection of
undercover otficers.

System receiver features automatic re-
mote or manual operation. Six channel
capability allows the receiver to monitor
six different {requencies with a flip of a
switch. A five positi0n audi0 frlter allows
the person monit0ring to switch various
filters in and 0ut in order to reduce
background noises. Audio control in-
clude volume, squelch, and tone. A
signal strength meter allows lor visual
review ol incoming signals. Dedicated
monitoring can be conducted with an 7e

earphone or headphone monitoring with
the 74 earph0ne. The sealed, lead acid
battery provides long lile power. May be

recharged with 12VDC or 110 VAC
power source. Accessories include re-
ceiving crystal, C0R receiverirecording
cable, 110 VAC charging cable, auto
lighter cable, telescoping anlenna and
sturdy carrying case.

The transmitter operales in the frequency range of I 50 to 1 74 M Hz. The

transmrtter also includes an external microphone jack. Audio AGC with
on/ofl switch helps to maintain constant deviation and notse level.

Recharoeable NiCad batterv orovides 100 mW RF oower outout forRechargeable battery provides 100 mW RF power output for
approximately two hours when fully charged. Ruggedly constructed and

completely self-contained in heavy guage aluminum.

ATTACHE CASE RECOROIIIG SYSTEM

Superb recording brietcase permits
the tull use of the briefcase while
simultaneously providing clandes-

tine and surreptitious recording

capabilities. Choose yout tape re-

corder from our stock. Features

supersensitive hidden microphone.
The recorder is started and stopped

externally.

to 4011 Attache Case Recorder (Leather)

l{a 1012 Attache Case Recorder (Samsonite)

Specially modified portable cassette
recorder recorder lor special operations.
Easy to use voice actuation prevents
silent gaps t0 save you tape and time.
Features regular and half speed to
double the recording time, 1 7i 8 and 1 5i
16th lPS. Cueireview finds selections
with ease. lncludes aut0-level tor perfect
volume playback, tape counter, mike
switch and mic jack for powering elec-
tret mics. Remote jack has zero current
drain t0 preserve battery 0n telephone
installations.

l{0. 5035 Special 0perations Recorder

t{0.250t D-120 Tape

llo. 9003 AC Power SUPPIY

tlo. 0001 1 2 VDC Vehicle AdaPter

STEATTH SYSTEM IIPTIOI{S

Additional options enhance the overall system perlormance of the Stealth
System.

- \-.h :;R L}%*r{&-\\_. - .
.'ait:i:iiqj*fi

SPECIAT (lPERATI()T{S REC{IRIlER
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UI{OEBCOI'ER IIEHICTE UIOEO SYSTEfiI

Mounts specialized camera discreetly in trunk ol car. Remote
control systemimonitor, located rn the driveis compartment
controls the video cameras rotation, elevation, zoom and locus.
All activities are viewed on a 3" screen. The camera's ovjective
lens is concealed behind a simulated side marker. The camera's
pan and tilt movements occur at the lens'lront element, enabling
the system t0 view through small openings yet allowing for a
wide range of motion. Supplied with a 12VDC camera, auto iris
zoom lens, B hour tape deck, output for BF, cables, and ins-
tallation manual.

The Vbn Periscope is designed to look like a standard air venl 0n a
camper 0{ van. lt is a perlertly conceald viewing device. the
system oflers 360 degrees 0f rotatton and 30 degrees of vertical
correction, and is undetectable in close situations. The wire con
cealment screen is retractable, allowing lor covert and undetact-
able viewing.

It is supplied with a universal camera mounl which will ac-
comodate still, video, telephoto and night vision applications. Alt
camera and lens combinations of any size can be attachei to the
extension mount The camera mount can be installed or removed
in seconds

Eflective video can be recorded with the periscope extended only
1 inch above the roof of the surueillance vehrcle. A standard 1 4 "
x 1 4" air vent conceals the Van Periscope and makes it undetec-
table in close surveillance situations.

0ther outstanding teatures 0l the Van Periscope include the use
0t {irst surface minors on all optics, highly water resistanl seals
t0 protect the system integrity and an automattc screen eleval-
ing machanism.

Specilieations:

Weight. .

Mewing Area

ftotrusron Above Rml
Vbrtical Conection .....
lnstaliation: Fits into 14" x 14" air vent opening.

Crnen ilornt

.. . 18lbs.
360 degrees

.. ...7"
. 30 degrees

. .... 19"

.... ..7"

CARRIEfl CURREIIT S(lUNIl M(liIIT(lR

Horizontaladjustment ....
lbrtical adjustment... ....
0uick releasing.

Time-Tec is a self-contained digital
clock and an advanced high-tech R F

detection ctrcurt to detect any radi0
transmitiing bugging devices within
the range o{ 20 MHz to 1 GHz
Operates on AC cunent and is ca-
pable 0f detection wjthin a 6 foot t0
50 fool range. Clock time display
blanks out in the presence of a bug
leaving only the colon between the
hour and mrnute When the device is
no longer presenl, the correct time
will automatrcally return to the cl0ck
Features fully lunctional alarm mode
and battery back-up lncludes ins-
tructions and test transmitter.

TIME.TEC

The smart electronic baby-
sitter - listen lrom another
room. Hear without actually
being there! For use in

homes, offices and indus-
trial facilities. Just plug it
into any AC outlet and
monitor all activites. Re-

ceiver has volume control.
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Designed to be worn on the body, the
pocket size detector leatures a iilent
mode vibrator that is totally covert in
operatton, lnstantly alerts you to the
presence 0l a recorder or buq which is
identified by the visual LEDrs located
on the panel. Features dual mode
wristwand antenna. silent vibratoi
alert. LED's. test transmitter, l0w
battery indicator and self-contained
rechargeable battery pack. Rugged.
arrcratt construction. Test transmit_
ter included.

0uietly and accurately detect and
locate R.F. bugging devices in tele-
pno.nes, vehicles, boats, rooms, arr-
craft or concealed on the body.
Because of the auto function, tlie
BD/L has successfully detected
eavesdropping signals in both strong
R.F. signal areas as well as simplei
environm_ents by nontechnical per-
sonnel. Portable, battery powered
unrt operates in 1-1000 MHz range.
lncludes headphones. earphon6s,
test transmitter, battery, vinyl case
and instructions

R.F, TRANSMITTEB & TAPE RECORllER DETECTl)R BUG IIETECT(IB/L()CATOR

TETEPHtlI.IE WATCHMAII
TELEM(lNIT()R 2(l0ll

:

Ihe Telemonitor 2000 utilizes advanced
logic-chip technology, enabling you io
discreetly listen in on your premisds from
any tone telephone in the world. Unlike
other products, it does not require an
activating beeper or whistle. Allorivs up io
four units per line to be attached anil is
compatible with virtually all telephone
exchanges in use in the U.S. Sensitive
microphone will pick up whispers at 35
leet. Features an area select knob.
Equipped with modular plugs. Requires
n0 batteries. Will not affect normal in-
coming and outgoing calls even while
m0ntt0flng.

Remote activation feature allows tl
user to telephone from virtual
anywhere in the world and listen I
what is happening at another lr
cation. Activated by standard toucl
tones 

. 
with unique 4-digit codel

\ benstltve mlcrophone detects th'1 laintest of sounds ranging fror
hushed conversation to- a- wate
faucet left running - all with excelien
ctarity. lncludes a detachable mi
Capable of remoting the mic over ;

crophone and detailed instructionl
1 00' distance. 3,, x 4,, x|,,.

This compact long wave ultravioler
lamp is the smallest in the world. Tht
ramp_measures only 6la inches lonr
oy,zy8 inches wide and is only yi
inches thick This 4 watt ultraviolet
tamp operates on four (4) AA alkaline
batteries,,which are easily replaced.
Hugged, thermoplastic lariro housino
guarantees years of dependable serl
vice. ldeal for. thief d'etection pur_
poses, re-admission control anb a
must for TSCM insoections.

AC(IU$TIC IIOISE GENERATOR

For protectron against listening
devices that are not detectable bi

conventional methods. Defeats such
devices as wired microphones buried

in a wall, contact 0r spike microphones,
transmitters located in AC outlets anO

duces noise that completeiy covers
reflection from windows. pro.

:::,": l',rj"u urar uornpterety covers your private conversations with
unlrrrcraole sound. lncludes one transducer and various connectors tnrurrr(urduru soun0. rncruoes one transducel and various connectors for
coupling walls, ceilings or-air ducts. Capable of drlvins up to four trinil
ducers. 1.7" x 6.0" x 10.0,,. 3 LB.

of driving up to four trans-

UTTRAUIllLET I iI SPECTI(lII TIGHT
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I

The NVEC 500 second generation viewer is one of tlrc
smallest, lightest and highest performance hand held night
vision instruments currently available. lt utilizes a 18mm

second generation, MCP wafer type image intensifier. This
tube provides self-limiting brigl'rtness wl.rrch eliminates
blooming and streaking whenevet bright objects are in the
field of view.

The NVEC 500 is supplied with a 2 X 50mnr ob;ective le rrs

and can be coupled to any C-mount lens. This allows
various optical configurations using low cost standard 'C'
mount ienses. The evepiece is adjustable to compensate for
any visuai requirement.

This extremeiy compact unit is available with factory new,
or reconditioned-selected grade intensifiers for significant
optical cost savings. Shipped with carrying case, battery,
and operating instructions.

SPECIFICATIONS

OPTICAL

t
I

MECHANICAL

Magnification
Diopter Range

IMAGE TUBE

2X or 3X
+3 to -4

Length
width
Height
Weight

ELECTRICAL

53in
ztn
3 irr

10 oz

1X,

Power
Battery
Battery Life

3 VDC
I t\r\

25 - 30 Hrs.
Tvpe
Resolution
Photocathode
Gain

MX.9916
23Lplmm

S.2OR
7.000 Min.-i5.000 Max.
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MICROPHONE

5600 oHlvls

AII{P CHIP

555 TIMER CHIP

OUIPTJT TO INFRARED LED

SCHEMATIC DIAGI?AM OF

]NFRARED TRANSMITER

12 uf bypass

/sm nt

/",
-[

\

200 oHr\ils

Mrc

/ o.rro,- ,,o
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IK

PHCNOCELL

\

.1

t------{

AUDIO OUIPUT

AT{IENNA

r'rnwf

/ .5 MEGOHM
**/ 

/
//

BASIC RECEIfYER F1CR INF'RARED TRANSil{IITER

GENERIC SCHEilTATIC OF A
WREI.TSS MICROPHONE
rT HAS ONLY 14 PARTS
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USE CAPrcTTORS UKE WTIH AMruFER

$OTS N SCRE$/Ii I,TFT AT 45 DE€ AI{GU
TO IEI,L IF IHEY I-IAVE BEEN REMOVED

PAINTED OVER WTIH TWO
coLoRs oF ].lArL POLtSt{

A FHOT{E BUG CAT{ BE
AS SMAI.I AS A PEA

SREW
Glov\6

'SIDEBANDS'

,BUP 
OT{ SCREEN OF A

SPECMUM AAIAL\ZER

SI{APE S}IOWS MODE; AMfM...
HEIGTfT SFloWS SIGfIAL STRENG1H

K
ORGAI.IIC BUG
(ACruAL SIZE)

n

I oooooooooo ooooooooooooooooooooooooooooooooo

N RCAN
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SErt oPtxtma qrll allJGox! tlriflG

aoulD lStonllllo FO r
rslr aor nor r\rrsncr co

$' Drc$ llTIXO

,GATUNG' 
TYPE

SHOTGUN MICROPHONE

R1O COMMUNICAf,]ONS TEST RECEIVER
Intrductory Price$299.

rhe 
^,EwoProELEcrRoNrcs 

R10 is a RiJPUt
sell @ntained FM npdulation mnitorthat HiintgeaOte l,tiCaO Battery ................$75.
will lock on and demodulate signab lrom TAldl
nearby lransmitteF. lt can be us€d to check Telesping.Whip Antenna with swivel base

the trbduldbn quality ot msr nno muite- 
- 

tor berc'Mieb use . "" $14'

lransmitleE and with the use ol a lreqJercy
@unte. €n be used lo verify marry signalli"s PI9-9f - -t^9T,I-t ,--
rones inctudiru crcss ard DrMF. rhe Rl. !H!"'lHfJS t'ffn ou"nu"
is easy to use and provides a fast, inexpen- Forl Lauderdale, Fhrida 33:]34
sive alternative to sery'Ee rcnilors to verily Toll Free Order Line; 1€00-327-5912
transmitler mdulation. ln FL;305-771-2050'FAx:305-771'2052

PRELIMINARY SPECIFICATIONS

Frequercy Range

Demodulation
Deviation Bange
Frequency Respon$
Auto Tune Tlme
lnput
Oulpuls
Froil Panel Conlrcls
Front Pangl lndicaiors
Power Requirements
Rear Panel Output

30r000MHz
FM

up lo 50!Hz
50 - 5000H2
less lhan 2 se@nds
50O, approximately 0 dBm

Front panel speaker, Front panel Audio out
Audio Level, Squelch, Power

Lock, Power, Low Battery

9 VDC 200mA

Outpul tor model PC10 (PC based multi lurrclion
counte0 pemils high resolulion reciprocal measure
menis ard data logging.

Comp*t Aluminum Cabinet 3.5"H. x 7.3" W. x 6.8" D. Textured Polycarbonate/
Aluminum laminate lront ard rear panels.
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CS I tape-recorder detector. The Hunter lrom CSl.

The lnformer bug detector from CSl.

The "Exterminator" ultrasonic sound microphone jammer.
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APPENDD( C

The asterisk () after some companies indicates
that all requests should be sent on a company let-
terhead. These companies deal only with estab-
lished businesses or government agencies.

Unless otherwise stated, I believe (or know from
personal experience) all of the producB listed here
to be of good quality, or I wouldn't have included
them. I have neither asked for, received, nor been
offered any form of compensation from any busi-
ness in exchange for listing them. I plug 'em as I
see'em.

2tuO
P.O. hx 752
Mtddlc Islan4 

^tY 
11953

2500 takes its name from the old 2500-cyde tone
that was used by the original "boxers," such as

Captain Crunch, to get free long-distance calls from
Ma Bell. 2600 contains interesting information about
telco, zudr as the latest ANI and O.lA numbers, and
much more. The original phreakers' publication.
After all these years, it's still around.

Alpb a Ind,ustu'les, Ittc *
651 IoweilAoerue
Methuert MA 01844

Radio frequency (microwave) surveillance
systems built to military specifications.

Amazlng Concepts
P,O, Box 716
Amherst, NII O3O31

Sells kits for FM transmitters and phone bugs.

Also known as Information Unlimited, which has
Tesla coil kits and plasma generators and other in-
teresting stuff. Free catalog.

Amcrlcan las er $ysfenrs *
IO6 Fowler Road
Goleta, C.493117

Optical surveillance systems built to military
specifications.

Antenna Spec-laltsts
305(M Bnrce Industrlal Hlgbway
Cleoelant OII44139

Antennas, all kinds of antennas.

Btt Cornectlan
719 S. Ifarbor Boulcaard
Fullertot CA92632

The Bit Connection has those sometimes
hard-to-find TORX bits that open the "security
screws" *rat are on some telco blocks and sPSP con-
nectors. A set of four popular sizes is $12.95,
shipped COD.

Buttomoare
P.O, hrc 5786
Belleoue, WA 98006

Computer shareware.

Caprt Elcctronlcs C.arporatlon
e,O, hx 589
Bayfrel4 CO 81122

"Privacy assurance" devices. Equipment for
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detecting bugs, wireless microphones, and video
cameras, among other things. It also has telephone
accessories and books. IB TD-53 bug detector has
accessory probes for locating the light modulator
and infrared bugs and lasers described in the tert.

I tested the TD-53. A low-power wireless mi-
crophone was hidden inside a retail store while I
waited outside (and didn't peek), and I found it in
less than a minute. It also has the verify feature.
Capri's equipment is moderately priced, and its peo
ple are friendly and helpful. I was impressed and
recommend Capri.

@S Salcs, Inc
1245 Rosewood
DeerJXeI4II fu015

Test equipment, function generators, and a
breadboard minilab for building small electronic
projects such as wireless mics ruith a built-in power
supply and wave generators. In kit form, it is

$119.95, or $139.95 asssnbled. Seems like a good
deal to me.

CBC Internatlatal
P,O. hx 315(M
Pboentx, AZ 85M6

CBC has tedrnical information on modifying CB
radios and scanners and building linear amplifiers,
and it also carries alarge selection of books. Many
of its books are very good, but some are a little
overpriced. The one on modiffing scanners, for en-
ample, has a little info on the zubject, and the rest is
padded with stuff that, while useful, is in some of
CBI's other books.

@ny Mau4facwrlng
Room 3O1, Httooka BuIIdIng
#59,2 Cbome
Kargetsu cbo
Cbthuss-Ku Nagoya 464
IAPAN

Cony manufactutes a variety of variable-
frequency transmitters and wireless microphones,
some of which are sold in spy shops such as the
Spy Factory. Depending on whom you ask, they
either do or do not export to the United States. I
wrote to them eons ago, but I have not yet re-
ceived a reply.

Consumerttonlcs
2OII Crescent Drloe
P.O. Drauter 537
Alamogordq NM 88310

C,onsumertronics sells, among other things, plans
for building the van Eck computer-eavesdropping
s)4stem. I sent for them, and for $37 (induding UPS,
COD), I received a l4-page manual that, for the
price, could have been beuer presentd and of bet-
ter quality. I have not built it, so I do not know if
it works or not.

It also has "stealth paints" that will "shield a ve-
hicle from any type of radar detection," "resonant
coils that gather high-intensity, harmful electrical
noise from the unseen but omnipresent electro-
sphere and repackage it as pure and precise har-
monic energy," and a "laying-on-of-hands amplifier,
cerebral synchronizer, and ESP communicator.n I
have been meaning to buy an ESP communicator
for a long time, but I didn't know where to get one.

If these work, then the van Eck circuit probably
does also.

Countersuntelllatrce Systems, Inc (CSI)
72O3 Nornandy Vay
Santfl Clara" CA 9O5W

CSI, located in the heart of smoggy Silicon Valley,
makes The Hunter described in the text, bug and
tape-recorder detectors, an ultrasonic sound mi-
crophone jammer CIhe E:rterminator), and a four-
foot parabolic microphone, among other things. Its
products are nicely made and professionally pack-
aged, as you can see in Appendix B.

I)eco Indu.sffi.es
Box 6O7
BeQford Efifls, NY 1O5O7

Deco has kits for miniature FM transmitters,
phone bugs, etc. It has recently contracted with a
company that manufactures integrated circuits for
a custom-made chip that is the heart of its new wire-
less microphone kit.

This is the model W-75, whictr has a power out-
put of from75 to 100 milliwatts, depending on the
battery voltage, which can be from 5 to 12 volts.
Many wireless microphones, some of which cost
four times as much, have an output of less than one-
fourth as much as the W-75. tt is 9/1.6 by 1. I/4

n'itmnI
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inches, and the frequency can be adjusted with a

screwdriver, and with a wire antenna only 12 inches
long, it has a range of several blocks or more. The
]r'I-75 is in kit form. You have to anach the micro-
phone and antenna wire. Retail price is about $50,

and it's the best deal around.
Deco also has a long-play microcassette recorder

and several phone bug kits. \7rite for a ftee catalog.

Dektor Counter Intelltgence €t Sean'ltit*
515 Barnbard Street
Sansannab, GA 31401

Offers professional countermeasures services to
the private sector, conducts classes and seminars
on the zubject, and markets a complete line of coun-
termeasures equipment both to the public and law
enforcement. Serious inguiries, please.

Eden Press
P,O. hx 8410
Fountaht Vollcy, CA 92 728

Eden Press is well-known for its books on privacy

and the right to be left alone by government snoops.

It has published the classic works on paper tripping
and has a wide variety of books on other subjects
zuch as how to hide things, secret agent stuff, finan-
cial privacy, offshore banking, Swiss banks, and
many nifcy ways to make money. Other books are

on disguises, rsvenge, and much, much more. Eden's

catalogue is free and highly recommended.

Edmund. Sc'tentffic, Inc
IOI E, Gloucester Plhe
Mrrtngnb Nr 08007

Edmund Scientific is an old established company
with a well-deserved reputation for quality prod-
ucts for scientists, students of science, hobbyists,
and experimenters. Its colorful 787-page catalogue
has a vast selection of fascinating products. It spe-

cializes in optics and has page after page of lenses,

mirrors, microscopes, laserS, accessories, fiberop-
tics, borescopes, telescopes, binoculars, filters, in-
frared and uluaviolet light sourc€s, zillions of mag-
nets, lab equipment and zupplies, educational aids
and kits, and a whole lot more.This is one of the
most fascinating catalogs around.

Electtottlc Equlpment Mr& lrc. (EEB)
516 MIA Street, NE
Vtenna" YA 22180

EEB has one of the largest selections of
communications receivers and scanners I know of,
which includes Sony, Realistic, Japan Radio,
Kenwood, Yaesu, Panasonic, Bearcat, Sangean,
Drake, and Icom (my favorite).

EEB has the not-so-easy-to-find Fairmate t{P200
1,000-channel portable scanner, the AR-3000, which
is one helluva ssurner even if it isn't made by lcom;
a nice selection of books, anterutas, and accessories;

and the affordable AX-700 spectrum analyzer men-
tioned in the text.

Electronlc Rahbow, Inc.
6254 laPas I?all
IndlatapoWs, IN 46268

The Rainbow has kits for building wireless
microphones, phone bugs, a high-gain amplifier
that can be used with a parabolic microphone, or
as a listen-down-theJine amplifier. For $15, Rainbow
sells a book with the schematics and circuit board
layout, instructions, and parts list for these and ten
other kits. This is a good deal, I think.

Electrc-Space Systems*
P.O. bx 831359
RlcbardsoU TX 75083

Military optical zurveillance systems.

Elenco ElcctroflIcs
15O V, Carperrter Aaemte
Wbeellng,II fuOgO

Elenco has a nice selection of electronic test
equipment, tools, soldering irons, power zupplies,
function generators, and breadboards for designing
elecronic things. It also has kits for building wireless
microphones and phone bugs and a sound-activated
relay, which can have some interesting applications
if you think about it.

Eaerett Entetprlses
7855 Vlnterctess rlr.
sprlnsfrel4 uA 2Jf262

Privateline DES programs for computers.
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Excalthur Bntqdses
P.O. hx 266
Brnnans, PA 1804.9

Night-vision stuff and starlight scopes for spying
on spies.

Full Dlsclosute
P,O. hx 9O3
IlherryaLc,IL @O48

Full Disclosure is a srnall (volume 23 ts t6 pages)

newspaper that has up-to-date information on elec-

tronic surveillance methods and equipment, inter-
esting articles, and classified ads. The latest issue

has articles on fax interception, the alleged FCC at-

tempt to intimidate comPanies that sell kits and
wireless microphones, and some other scuff on what

the feds are up [o, such as bids to buy surveillance

equipment (e.g., the FBI wants to buy Panasonic

RN-36 microcassette recorders, and the DEA wants

to rent an antenna site from WCD(-W in Miami). I
like this interesting publication. Twelve issues per

year for $18.

Groue Bnterfises
140 Dog Brancb Road
P.O. hx 98
basstowti NC 28902

Grove has communications receivers, scanners'

and accessories, and it sells the excellent AR-3000

that I keep plugging.

II alte d Sp e c'l alrtc s @,
35N RYder St
Santa Clara, C'A 95051

Halted is a large retail store that has

communications receivers and ham equipment,
parts and test equipment, computers, and all that,

but what is the most interesting is its large selection

of used and zurplus gear. It also has lasers (usual-

ly inexpensive) and other optical goodies that are

useful in spying on spies. You can spend hours
browsing through the inany aisles of stuff.

Ileatlc Company
&nton llarbor, MI49022

Heath has been around for close to 50 years and

has a large line of communications, test equipment
and ham geu, and consumer goodies useful in se-

curing your home from spies. It has infrared motion
detectors, the Radar \Tatchdog that detects motion
ttrough walls, portable alarms that are activated by
opening a door, closed-circuit television cameras,

and many other nifty things. Much of its electronic
gear is available in the form of kits, and over the
years,I have built a number of them. All were of ex-

cellent quality and easy to build. I like Heath.

Intelltgence GrouP
1628 lombard Street
San Frane"tsco, CA 94118

The Intelligence Group is a deceptively small,
modernistic store with preffy neon signs and fasci-
nating display cases. In one is a realistic copy of a
Smith & Vesson 9mm automatic with attached laser

sight (real), a Cobra electronic lockpick that the
owner of the store invented, and a collection of au-

thentic police department badges. In another is The
Hunter, a spectrum arwlyzer, the CPM-700 zurveil-
lance monitor, and other goodies. It also has scan-
ners, stun guns, and alarge selection of books, in-
cluding Lee Lapin's new one, Book II, Hou to Get
Anythtng on Anybody.

This is what you see in the store. You don't see

the closed-circuit c?meras that are hidden in some

things in which you wouldn't expect to find them,
or the complete electronics lab and machine shop in
the back, where the company makes its own TV
cameras and other equipment. It's not open to the
public, though.

IG also does professional countersurveillance
sweeps. Stop in when you are in San Francisco. Ifs
iust a few blocks west of Van Ness Avenue O.S. 101).

Internatl.anal Loglstlcs Sy sterrts, Inc. *
P,O. hx 25-T
295 @urtlandt Street
BeWetilAc, NI O7f@

This company carries police, security, and

executive-protection equipment, induding bomb de-

tection and countersurveillance gear. Serious inquiries.
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Intupbase Iatqflat otul, ztd.*
I 5650-4 Vtnyar4 Sutte I 15
Motgar. mA, CA 95037

Interphase is the distributor of the ultrasmall TV
camera with the built-in transmiEer described in the
text. It sells mainly to law-enforcement and securi-
ty companies, and it doesn't mail catalogs.

Jameco Elcct vlntcs
1355 Sboteway Road
&lmont, C,A 94(n2

A large and impressive collection of computers,
test equipment, parts, tools, cabinets and enclo-
sures, power zupplies, cables and connectors, inte-
grated circuits, breadboards and books. Nice color
catalogs are free. Stop in if you are in the area.

Iltton Appue d Tecbnology *
645 AlmanorAoenue
Sunnyaalc, C,A 94088

Military microwave surveillance equipment.

IN R Commutlcallotts, Inc *
180 Marcus bulcoard
Ilauppauge, NY 11788

Microwave receivers.

Ioompanlcs Utfirrtted
P.O. bx 1197
Port Townsen* WA 98368

loompanics describes itself on the front page of
its 230-page catalog as "Sellers of Unuzual Books."
A bit of an understatement, I'd say. Ioompanics lists
hundreds of books on subjects that you won't find
at B. Dalton, such as the underground economy,
privacy (your friend and mine), Big Brother, frauds
and cons, guerrilla warfare, knives, guns, bombs,
anarchy, alternative living, and much more. It also
has interesting articles and even cartoons.

If you are interested in itrst about anything be-
sides working 9 to 5 for someone else and spending
the rest of your time being brainwashed by the boob
tube, then you will find something useful in the
loompanics catalog. It used to be free, but now it is
$3 and is well worlh the price. Higtrly recommended.

Mlqo-Tel Dhtlstott*
Adams-RusseV @.
10713 c{ltpy Road
IluntVaflay, MD 21O3O

Microwave surveillance systems.

Mlctout aoe Sy stemq fnc. *
6075 E MoIIoy Road
$jtracttse, NY 13211

Microwave receivers.

Mobllc Radlo Resources
1224 Ma.drcna Aoeaue
SanJosg CA 95125

MRR has two books of interest to scanner
enthusiasts. The first 's Gouernment Radta Sjts:tetns,

which covers California, and put simply, 'It's the
only book you need.'

The local government issue is 448pges and has
the frequencies of virtually every city, county, and
state goveffrment agency that exists. It goes beyond
just lists of numbers, as it includes repeater input
frequencies and tone-squelch codes, locations of
repeater systems, and channel numbers and how
they are assigned. For example, in Los Angeles
County there are no fewer than L4 pages devoted
to local police, from the Long Beadr areato Arcadia,
which include primary and secondary channels,
links to other departments, detective and narcotics
team frequencies, traffic divisions, separate listings
for the various precincts in Los Angeles, zuch as
Central, Rampart, Valley, etc. The federal govem-
ment version is just as complete and lists about ev-
ery 

^gency 
in Califomia, including DEA, FBI, Secret

Service, INS, Customs, and others. The Secret Service
listings, for orample, include frequencies assigned to
the vice president protection deail, the Night Flawk
and Marine One helicopters and Air Force One,
\fhite House security, Capitol Police, and more.

The second book is Mtlttary Radlo Sysemsby
Bob Kelty. This one you've got to see. I have known
Bob for years and can tell you that there aren't many
people who know as muclr about scanners andra-
dio frequencies as he does.
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Nuts andVolts Magazlne
P,O, Box 1639
Placenttq C'A 92670

Nus and 7olr is a 100-plus-page cz;talog (April

1991 issue) that has both personal and commer-

cial ads for almost anything that a hobbyist could

want. Surplus electronic and test equipment, ham

radio geal parts kits, computer harrd- and software,

satellite TV decoders, solar cell panels (for pow-

ering shotgun microphone amplifiers and other

antispy goodies), tools, books, and hard-to-find
manuals for old equiPment.

It has classified ad sections for information
wanted, things for sale or trade, and a calendar of
events such as electronic flea markets and the like'

Nuts and Volsis an excellent source of informa-

tion. A subscription is $15 Per year (L2 issues), and

a free sample copy is available on request'

Aptoelcctrontcs
5821 NB l4tbAaeurc
Ft Lauderdale, FL *t334

Optoelectronics makes frequency counters as

Oescribed in the tetrt. It has various portable models

that range from 10 cycles lo 2.6 gc. and from $179 to

$379, as well as lab-quality bench models' It also

makes a circuit board that plugs into a personal

computer, which makes it into a frequency counter

with the frequency displayed on the monitor screen'

It runs under Microsoft \Tindows 3.0.

Another fascinating product Optoelectronics
makes is the R-10, which is a communic?tions test

receiver that receives and also demodulates signals

from nearby transmitters, such as bugs. The de-

modulator separates the sound from the signal car-

rier, which means you can hear what is being trans-

mitted, just as in the verfi mode of the TD-53 bug

detector. You remernber that from the tCIc, rigbt? tt
covers 30 to 1,000 mc. and presently s 3.5 x7.3 x
6.8 inches, but the company will soon market it in

the same size as its pocket-size counters.
The most interestirtg product Optoelectronics

sells is the model APS204R1 preselector. This little
goodie increases the sensitivity of the model 3000

counter pictured in Appendix B so that it picks up a

cellular phone from 250 feet away. Fascinating'

Paladtn Press
P.O. hx 1307
huld.er, CO 80306

Paladin has a large selection of books on many

zubjects. It specializes in weapons, self-defense, the

martial arts, military science, and zurvival, and has

an impressive selection that includes some inter-

esting titles on knives, such as The Conplete
Btaf,esmitb and TIte Master Blafu'smtf& on making

them. Paladin also has titles on getting even, paper

tripping, credit, secret hiding places, anarchy, con

games, anO, of course, electronic zurveillance and

countersurveillance-including both How to Get

AnytbtngonAnybodybooks by Lee Lapin and this

book, of course. Its catalog, which is highly rec-

ommended, also frequently includes interviews with
some of its authors.

PK Elcktrontk
IletdenhamPscbwetg 74
2N) Hanbuqg l
Federal RePubllh of GertnanY

PK makes both surveillance and

countersurveillance gear. The factory is in Germany,

but the company has a sales office in New York. (I

didn't know that until I called the factory. 'Kann ich

ein katalog haben, bitte, fur mein book ich bein ger-

schriben?" I tried to ask before he said, "I speak

English.') He told me thatthe company does not ex-

port to private citizens in the United States, only to
iawenforament agencies, the same as the NewYork
sales office. Howwer, it does sell to people qfto live

in Germany (and some other countries), so if sie

haben ein freund im DeuBdrland. He said he would
send a catalog, but I haven't received it yet.

Reawg Cbeck
(415) 567-7Ms
n(n-24(n BauD N81

Formerly Just Say Yes, Reality Check is a

computer-bulletin board that has cuffent informa-

tion on what telco is up to. Some of it is quite tech-
nical, but some is understandable to beginners' This
is a "handle" BBS; it doesn't dig into your person-

al life or ask a lot of questions to give you access. It
is not a pkate BBS, but it has a lot of useful data if
you are into telco information.
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IISA Data Secudu, Inf-
lOTfuiIn Dolpbrn lrr,
Redutoo4 CA 9465

MailSafe public key program.

Scanners Unfirclted
San Carlos, CA

Scanners Unlimited is located a few miles south
of San Francisco, and it has a nice selection of scan-
ning radios, which includes Uniden and Realistic,
and lots of accessories, books, antennas, etc. I
bought my PRO-2006 there.

Scanner WorIA USA
1O New Scotland,Aoenue
Albany, NY 12208

Scanner tf(/orld has been around for as long as
s@nners have. It has a wide variety of scanners, CB
radios, antennas, and accessories. Its catalog is free
for the asking.

E b e no oo d @nmuntcatlan s A s so c-late s
P.O. bx 535-A
Soutbamptort PA f8966

Remember the three monkeys, "See no evil, hear
no evil, speak no evilo? The first thing I noticed
when I got this catalog was the logo, which is a
drawing of ttree heads (human rather than primate).
The first has a night-vision device, the second has a
microphone, and the third is wearing headphones.
I got a kick out of that even though it was proba-
bly not designed with levity in mind.

Sherwood is big on video. It has one closed-cir-
cuit camera that is the size of a cigarette pack (re-
member those?) and another that is on an unendosed
printed circuit board using the new surface-mount
technology made to conceal inside a smoke detec-
tor, complete with wide-angle lens; pinhole lenses
that can peek through a tiny hole, and even one that
is disguised as a sprinkler head; and a briefcase with
camera and VCR inside andSmall transmitters that
send the camera's signal 3,500 feet.

Besides video equipment, Sherwood has direc-
tional microphones, telephone accessories Qots of
these), tape recorders, two-way radio equipment
(including a portable repeater), telephone scram-
blers, voice-alteration devices, document shredders,
night-vision equipment, and the list goes on.

V/hat I find most fascinating is the line of vehicle-
surveillance equipment-everything you need to
set up a van for spying. The line includes a peri-
scope disguised as an air vent, a swivel chair for
360-degree viewing, qlmera lenses disguised as re-
flectors, a silent air conditioner, a bunk bed with
storage area, and even a chemical toilet for long-
term surveillance.

\Vhen I first talked to the people at Sherwood,
they said the catalog is "an education in itself.' I

^gree. 
Sherwood's catalog is 40 pages with lots of

illustrations and a nice book list. It costs $10 and is
well worth it.

SIry Factory,Itrc"
S(Mkacb Street
San Fratrclsco, CA 94113

Spy Factory is located at Fisherman's Wharf in the
Anchorage shopping center. It is one of a chain of
eleven stores with the head offices in San Antonio.

It has a variety of interesting products for sale,
including several models of bug detectors and other
countersurveillance dwices, wireless microphones
from different manufacturers, invisible marking
chemicals that glow under ultraviolet light, stun
guns, telephone scramblers, and alarge assortment
of those clever hiding devices made from the con-
tainers of common household products. Just un-
screw the top, or maybe the bofiom, and stash your
goodies inside. A burglar will think they are real be-
cause they are.

The salespeople are friendly and willing to
demonstrate their products ,ls time permits. Other
shops are in Dallas, El Paso, Houston, Tircson, San
Diego, Las Vegas, Costa Mesa, \Fest Hollywood,
and Sacramento.

Super Sofiware
403 E, Nasa Rd.
Vebster, fX 77598

DES computer programs.

SwS Securltltx
13OO hyd, Road
Street, MD 21154

Electronic surveillance and communications
equipment for government and private agencies.
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Tucher Surplus Stote
18OI Resefle Street
carlnn4 Tx 75355

Tucker's latest caalog is 53 pages' with lots of
surplus electronic equipment and reasonable
prices. It has meters for measuring phone line re-

iist"ttc. and voltage, a reflectometer or two, func-

tion generators that-with an antenna and maybe

a one-tralrsistor amplifier-will ianavan Eck com-
puter snooper system, and lots of other stuff, in-
cluding a low-cost spectrum analyzer,just in case

you have no budget for the $80,000 Hewlett-
Packard model.

VtHng Internatlonal
75O Bxearttae Park hulcaard
San Fratrclsco, C,A 94134

Viking has some excellent audio equipment zuch

as long-play tape recorders, specialized micro-
phones and preamplifiers, dropout relays, and "The

I DONTBUGME I

Firefly," a small battery-poq/ered infrared light
source that can be carried around in the field to
make it easier to tell the good guys from the bad
guys, or the other way around. Its long-play
recorders are not the cheapo types that have a re-

sistor connected acros the remote-contol iack; they
have special electronic circuits to compensate for
the extended recording time, which improves the
audio quahty.

ZK Cefltest Systens*
137 E FrcnontAt)enue
Sunnlntab, CA 94087

ZK makes a pocket-size SAM, which you
remember is a cellular radio system acce$s moni-
tor. On its front panel, it displays the numbers from
the NAM of a cellular phone from its radio signal
and stores them for later printing. Tf,<is picky about
whom it will sell to; it won't sell one to iust anyone
who wants one.
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APPENDD(D

$uqrrENCY Lrsr:

The following frequencies are likely to be used
for bugs.

CITIZENS BAND CTIANI\IEIS 01 TO 40

In the snuggling method described in the text, a
bug will transmit close to one of these frequencies,
uzually the lower ctrannels 2to 5. A bug made from
the MotorolaMC2S33 chip works only on channel
2, as its highest effective freguency is 50 mc.

Ar.lDro mEQI'ENCTES rOR TV
SROAI}C,AS'IING CIIANNES 02 IO 69

0r.:

02:
03:

a4:

05:
06:
07:
08:
09:
10:

1t:
72:
73:
74:
1.5:

1.6:

\72

18:

79:
202

21.:

22:

23:

24:

25:
26:
27:
28:
29:
30:
3t:
32:
33:
34:
35:
362

37:
38:

39:
40:

26.965 mc.
26.975 mc.
26.985 mc.
27.005 mc.
27.015 mc.
27.025 mq
27.035 mc.
27.055 mc.
27.055 mc.
27.075 mq
27.085 mc.
27.L05 mc.
27.11.5 mc.
27.t25 mc.
27.135 mc.
27.155 mc.
27.t65 mq
27.L75 mc.
27.785 mc.
27.205 mc.

27.215 mc.
27.225 mc.
27.235 mc.
27.245 mc.
27.255 mc.
27.265 mc.
27.275 mc.
27.285 mc.
27.295 mq
27,305 mc
27.375 mc.
27.325 mc.
27.335 mc.
27.345 mc.
27.355 mc.
27.355 mc.
27.375 mq
27.385 mc.
27.395 mc.
27.405 mc.

59.75 mq
65.t5 mc.
71.75 mc.
81.75 mc.
87.75 mc.

L79.75 mq
185.75 mc.
191..75 mc.
197.75 mc.
203.75 mq
209.75 mc.
275.75 mc.
475.75 mc.
48L.75 mc.

TV ch. 2
Tvch. 3
TV ch. 4
TVch. 5
TV ch. 6
TVch. Z
TV ch. 8
TV ch. 9
TV ch. 10
fi ch. 11

TV ch. 12
TV ch. 13
fi ch. 14
TV ch. 15
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oLD CORDITSS TELEPHONE FREQT.TENCTES

I\ETY CORDIJSS TEI.EPIIOI\IE TNEQI.]ENCXES

WINETJSS IIICROPHOI\IES

36.70, 37.70,37.16, 40.68, 42.89, 44.87, 47.27,
769 .45,'J,59 .505, t7 0.245, 17 0.045, \7 t.105, L7 L.U5,
L71..905

I.JI\KNOWN

Conversations have been reported on the fol-
lowing frequencies.

47.42, 47.46, 47.50, 49.375, 49.39, 49.405,
49.42, 49.435, 49.7 A, 49.80

FAST.FOOD NDSXAIJRANT
DilVF-IJP VIIIDO\TS

BurgerKfng

Taco Bell

Hardee's

031.000
754.600
770.245

170.305
771.105
1,54.570

WIRELESS BABY MOI\ITORS
(use cordless phone frequenctes)

49.83 49.A5 49.86 49.U5 49.89

AI.]DITORY AIDS FOR HEARING IMPNRED

7 2.025 to 72.97 5 and 7 5.47 5 to 7 5.97 5

These are a small transmitter/receiver set. The
receiver is used like a hearing aid, and the trans-
mitter can be beside a telephone doorbell, the
speaker in a lecture hall, etc.

FEDERAL TnEQUENCTES

The following frequency areas are listed as

being used by undercover federal agents. Since
they have been published, they have probably
been changed, but one never knows. These are
from Bob Kelty's book.

FBI

Moblle Tracktng aBtrmper Beepers"
40.170 40.220

Vlreless Mlcrophones
159.445 169.505 170.245 170.305
777.045 L7t.t05 77r.U5 t71.905

BodyTaps orWlres
171..450 171.600 171,.750 L71.850
172.000 172.2125 t72.2375 772.2625
172.2875 772.3725 772.3375 L72.3625
172.3875

Base
1..705 mc.
1.735 mc.
1..755 mc.
1.795 mc.
1.825 mc.

46.67 mc.
45.63mc.
46.62 mq
45.71. mc.
46.73mc.
46.77 mc.
46.83 mc.
46.8t mc.
46.93 mc.
46.97 mc.

Mcl)onald's 35.020
30.840
33'140

Surgenrtlle 30.&0

Moblle
49.67 mq
49.845 mq
49.86mc.
49.17 mc.
49.875 mc.

467.825 and 457.600

460.e€.75

030.84 and 754.57

and
and
and

?

?

?

49.67 mc.
49.845 mc.
49.85mc.
49.77 mc.
49.875 mc.
49.83 mc.
49.89 mq
49.93 mc.
49.99 mq
49.97 mc.

and
and
and

and

154.600
154.570
1.51.895

754.570

757.5957 and
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418.750

DEA

4t8.575

SECRET SERVICE

407.800 406.275 408.500 408.975

TREI\SIJRY DNPENTMTTTT/BUNNAIT OF
ArcoHor, ToBAcco, AIvD FIREARMS

r66.2u5 170.4725
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T]ENCY LLOCATION

TABLE

FOREST PRODUCTS
FD<ED SERVICE
FEDERAL GOVT.
FDGD SERVTCE

FEDERAL GOW.
SPECTAL INDUSTRIAT
PETROT-FOREST-TRUCKING
BUSINESS TRUCKING

FORESTRY
FORESTRY CONSERVAfiON

INDUSTRIAT
FEDEML GOW.
HIIUTAY MAINT. SPEC. EMERG.

BUSINESS
PETROLEUM RADIO SERVICE
BUSINESS
FIRE

FEDERAL GOVT.
BUSINESS
TELEPHONE MAINT.
MOBITE PHONE PAGING
MOBILE PHONE EMERGENCY

PAGING
BUSINESS

SPECIAL.INDUSTRIAT
BUSINESS

FEDEMT GOW.
POUCE tOCAt GOw'
FOREST PRODUCTS
PO\rER COMPANIES
FOREST PRODUCTS
HI'TTAY MAINT.
FEDERAT GOW.

029.000-029.800
029.800-029.890
029.900-029.9t0
029.920-029.990
o3o.ooo-030.560
oto.s6o-oao.66o
030.550-030.820
o3o.B4o-031.260

031.280-031.980

032.000-033.000
033.020-033.160

033.180-033.380
033.380-033.420
033.420-033.980
034.000-035.000
035.020-035.180
035.160-035.220
035.220-035.620
035.540-035.680

035.700-035.720
035J40-035.860
035.880-035.980
036.000-037.000
037.020-037.420
037.420-037.460
037.460-$7.e60
037.850-037.900
037.900-037.980
038.000-039.000

043.640-043.680

043.700-044.600
044.620-045.o40
045.060-045.640
045.660-045.860
045.80-045.890
045.900-046.040
046.040-046.500
046.520-046.580
046.600-047.000
047.020-047.400
047.420-047.580

039.020-039.980 POLTCE LOCAr GOW.
040.000-042.000 FEDERAL Gow.
042.020-042.940 STATE POLTCE
042.960-043.000 BUSTNESS

043.020.043.1,80 SPECIALINDUSTRIAL
043J80-043220 TELEPHONEMAINT.
043.220-043.520 MOBITE PHONE PAGING

INDUSTRIAL
MOBILE PHONE EMERGENCY

PAGING
TRUCKING
POUCE FORESTRY
POUCE LOCAL GOW.
POUCE HIVAY MAINT.
FIRE INTERSYSTEM NET
POUCE SPECIAL EMERG.
FIRE
tocAr Gow.
FEDERAL GOW.
HIWAY MAINT.
SPECIAL EMERG.,

INDUSTRTAL
047.700-048.540 PO\rER COMPANTES
048.560-049.500 FOREST PRODUCTS, PETROL
049,520-049,580 FOREST PRODUCTS, PETROL
049.600-050.000 FEDERAT Gow.
050.000-054.000 HAM sx METERS
054.000-072.000 Tv CHANNETS 2,3,4
072.000-075.000 FD(ED, PoRTABLE
075.000-088.000 TV CHANNELS 5, 6
O88.OOO-1O8.OOO FMBROADCASTING
1O8.OOO-117.950 AERO, NAVIGATION
118.000-128.800 AERO, AIR-TRAFFIC CONTROL
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r28.825-132.000
132.000-136.000
136.000-144.000
144.000-148.000
r48.000-150.800
150.815-150.965
150.965-150.995
750.995-1.5L.730
751,.145-751.490
757.490-751,.595
157.625-757.955
151..985-1,52.065

1.52.075-152.t25
152.730-152.240
752.270-752.480
752.510-752.8L0
1,52.840-752.860
752.870-753.035

153.035-153.395

153.410-L53.725
153.740-154.1L5
153.130-754.445
1,54.46A-754.49A

L54.515-154.575
154.585-154-640
1.54.550-754.950

754.955-155.145
1,55.160-155.400
1,55.415-1.55.700
L55.775-155.030
156.045-t56.240
1.56.275-157.425

157.425-L57.470
757.450
757.470-t57.515

157.530-757.710
157.740-757760
757.770-158.070

158.200
158.730-758.265
158.280-158.460
L58.490-758.670

AERO, AIRUNE FREQUENCMS
AERO, ArR-TRAFFIC CONTROT
FEDEML GOVT.
HAM TVTO METERS
FEDEML GOVT.
AUTO CLUBS, TO\TTRUCKS
PETROL, OIL SPILT CTEAN-TIP

HIWAY MAINT.
FORESTRY CONSERVAIION
SPECIAT INDUSTRIAL
BUSINESS
TEITPHONE MAINT.
EMERGENCY PAGING
RCC
TA)il BUSINESS

MOBILE PHONE
PAGING
REMOTE BROADCAST,

MOVIE COMPANIES
REMOTE PICKUP

FOREST PRODUCTS
POWER COMPANIES
FIRE, LOCAL GOW.
FIRE

TOCAL GOW. PO\TER
SPECIAL INDUSTRIAT

BUSINESS FOREST PRODUCTS
PETROL, OIL SPIL CTEAN-UP
POUCE (USUATIY COLINTY

AND STAIE)
POUCE rOCAr GOW.
POLTCE, SPECI.AL EMERGENCY
POUCE
POUCE, LOCAT GOW.
HIWAY MAINT., POLICE
MARINE
PAGING
EMERGENCY PAGING
AUTO EMERG. SERV., AUTO

CLUBS, TOINNG
TA]TI
PAGING
MOBILE PHONE (MOBIIE
txns)

PAGING
PO\yER, PETROL
PETROL, FOREST
RCC MOBILE UNITS

158.700
1.58.730-758.970
1.58.985-759.195
159.225-159.455
759.470-t57.490
L59.495-160.200
L60.2L5-161.555
151.500
1.61,.640-761..760

161.800-162.000
162.000-174.000
763.250
166.250
170.150
173.225-L73.375

L74.0A0-276.000
21.6.ooo-2zo.ooo
220.000-225.O00
225.OO0400.000

400.000405.100
406.000420.000
420.000-450.000
450.000-451.000
45t.025451,.$0
45r.t75451.750
451,.775452.025
452.050452.300
452.325452.500

452.525452.600
452.625452.950
452.975453.000
453.025453.975

454.000
454.025454.350
454.375454.975
455.000456.000
456.000460.000

460.025460.550
460.575460.625
460.650462.175
462.200462.450
462.475462.525

PAGING
POUCE, TOCAL GOVT.
POLICE, HI\TAY MAINT
FOREST CONSERVATION
PET'ROL OISPILL CLEAN.UP
TRUCKING
RAITROAD
MARINE
REMOTE PICKUP
MARINE PHONE
FEDEMT GOW.
EMERGENCY PAGING
REMOTE PICKUP
REMOTE PICKTIP
RELAY PRESS, NE\TSPAPERS,

FOREST, PETROL
w cH 7-13
FEDERAL GOVT., TEI,EMETRY
FIAM
FEDERAT GOVT., MIUTARY
AIRCRAFT
SATELLITE, METEROLOGICAL
FEDERAL GOVT.
HAM
REMOTE PICKUP
POWER
POWER PETROL FOREST
SPECIAT INDUSTRI.AL
TN(I FOREST PRODUCTS
TAX[, FOREST PRODUCTS,

TRUCKING, RAIIROAD
AUTO CLUB, TO\NNG
TRUCKING, RAIIROAD
REI.AY PRESS, NEITSPAPERS
POLICE LOCAL GOVT. HIWAY

MAINT. FIRE
PETROL OIL SPILL CLEAN-UP
RCC
MOBILE PHONE
REMOTE PICKUP
MOBIIT REPEAIER IINITS 5

MC. ABOVE REPEAIER
POUCE REPEATER OUT"UT
FIRE REPEATER OUTPUT
BUSINESS TRUCKING TA)il
MANTIFACTURERS
MFG. POIUTERTEIEPHONE

MAINT. FOREST PROD.
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462.550462.725

152.750462.925
462.950463.175
463.20046t.000
455.000-470.000

470.000€06.000
806.000€09.750
809.750€15.000
815.000€21.000
a21.000€25.000
825.000€35.000

835.000-845.000

845.000€51.000

efl.000a54.7r0
854.750-861.000
861.000€66.000
s66.000€70.000

870.000€80.000

880.000€90.000

890.000-895.000

896.000-902.000

GENERAT MOBILE RADIO
SERVICE (CB)

BUSINESS PAGING
SPECIAT EMERGENCY
BUSINESS
MOBIIE I]MTS 

' 
MC. ABOVE

REPEAIER O[.JT
TV LIHF
MOBIIJ PHONE
TRI.JNKED MOBtr.E PHONE
TRT}NKED MOBUT PHONE
PHONE SAXELU1S UPTINK
CELULLAR, MOBtrE UMTS,

NONWIRE
CELUIJ.AR, MOBIIT UNITS,

TTIRE
CELLUI.AR CONTROL

CHANNEIS
MOBIIA PHONE BASE
MOBILE PHONE
MOBITE PHONE BASE UNITS
PHONE SATETUTE

DOITNIJNK
CEttUtAR PHONE BASE,

NONIYIRE
CELLUIAR PHONE BASE,

WIRE
cEttutAR coNllRot

CHANNEIS
PRIVATE BUSINESS RADIO

EXPI.ANAUON OF TERMS AND
USEF'T]L II\FONMAIION

SPECIAL ENERGENCY: This can be anything from
private or police search and rescue to ambulance
companies to disaster relief orpnizations (Red Cross)
and can even be beach patrols or sdrool buses.
FIXED SERVICE: These frequencies can be used
by any service, both private and government, and
are for base-to-base only, no mobiles.
GMRS: This is the General Mobile Radio Service,
the "UHF Citizens Band."
Ff,KED-PORTABLE: For base stations that have
portable G:and-held) units not installed in vehides.
RCG Radio Common C;anier. These frequencies are
assigned to private businesses for mobile telephone
(not cellular) use and other uses.
I,OC,AL GOV3RNMENf: This is usually for city or
county agencies s.rch as the street maintenance crews,
water company, public lhrary seority, and the secu-
rity guards at colleges and universities.

For further details, see the CIU. (Code of Fedsal Regu-
lations) Part tr. These books are in all public libraries.
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RDros\roRK

WT4RMNG: Monfiortng cellular radto frequen-
cles ls a ulolatlon offederal law, tbe Electronlcs
Communlcatlans Priuacy Act of 1986.

The following is for informational purposes only
and is intended to reveal not how easily cellular ra-
dio can be monitored, which has been widely pub-
licized, but that it is possible to track a particular
conversation with a very high degree of success,
which has not been well-publicized.

There are people vfio don't want you to knovr this.
The frequencies used by the cellular-phone sys-

tem are public domain information-available to
anyone. However, to track a given conversation, it is
also necessary to know the frequencies used by the
individual cells, known as usets" or the "formula"
used to calculate them. They are listed at the end
of this chapter.

HOW THE CELLUIAR RADIO SYSTEM WORI$

ltrftren a cellular system is installed, two separate
licenses are issued by the FCC: one to an esablished
telephone company, GTE for example, which is a
uwire" system, and the other to a private company,
zuch as Cellular One, which ls a "nonwire" system.

The license allows each vendor to operate on a
10 mc.-wide band.

The nonwire channels stzrt at 870.030 mc., and
the wire system starts at 880.020 mc. Each channel is
30 kc. wide, which makes 333 channels each. They
arc arranged in 21 gtoups of 74 or 1.5 channels, and
each group has one control or datz channel.

The area in which they operate is divided into
cells. Eactr ell has a main computer-conroUeduans-
mitter and receiver, and a secondary system goes in
areas that have heavy use. Eactr cell computer sys-
tem uses one group, and adjacent cells never use
the same frequencies to prevent them from inter-
fering from each other, although now and then, you
may hear parts of another conversation bleeding
over from another cell.

The cell computer systems, or sites, are about
five miles apart, except in areas where there is
heavy traffic or tall buildings and mountains, in
which case they will be closer. San Francisco, for
example, is 49 square miles in area but has seven
sites that I know of. In SanJos€, site 31A is in the
1900 block of S. Bascom Avenue, 32A is iust a crcu-
ple of miles north in the 3000 block of Tiche, near
Interstate 880, and there are two sites in the Palo
Alto/Menlo Park area, both near Stanford University,
one of the most heavily used areas in the country.

Each vendor's system consists of the central of-
fice (CO), mobile telephone switching office
(MTSO), cell sites, and mobile terminals (MI, cel-
lular telephones).

The CO controls the MTSO, which controls the
cell-site eguipment, which control the MTs.'!7hen
a cellular phone is first tumed on, the receiver scans
all twenty-one of the control or dztz ctrannels, mea-
sures the signal strength of each, and locks onto the
strongest one. This places the phone in that cell.

\7hen the user makes a call and presses the send
button, the number called and a series of codes are
sent on the data channel to the cell-site computer.
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These arc part of the phone's number assignment
module (NAM). Some of these are:

MIN: Mobile Identification Number, the tele-
phone number assigned to the cellular phone.

ESN: Electronic Serial Number, unique to each
phone. The EIAA interim standard, IS-3-B, defines
the ESN: "The serial number is a 32-bit binary num-
ber that uniquely identifies a mobile station to any
cellular system. It must be factory set and not read-
ily alterable in the field . . . Attempts to change the
serial number circuitry should render the mobile
station inoperative."

Two to the 32nd power is 4,294,967,295, or 4.3
billion possible numbers. (The ESN is sometimes in
the NAM or other chip or hidden elsewhere inside
the phone.)

SIDI* Syst€rn Identification Number, Horne, whidr
tells where the phone was assigned, its home area.

SCM: System Class Mark, the class and power
output of the phone.

IPGIL Incoming Page Channel, the channel used
by the phone to listen for an incoming call. The
wire vendor phones use channel334 and the non-
wire use 333.

ACCOIf,: Access Overload Class, certain phones
have priority over others when the system is over-
loaded by too many callers trying to use it at the
same time. The phones issued to law enforcement
and federal intelligence agencies, emergency ser-
vices, and the military have first priority: their
phones can access the system when others are
locked out. This number tells the system the level
of priority the phone has.

F: Preferred System, sets which of the two ven-
dors the phone's account has been established on,
wire or nonwire.

ID Lock DigrL a feature that allows the owner to
call his cellular phone from any other phone and
enter a code number that will prevent it from be-
ing used should it be lost or stolen.

The computer reads the ESN and compares it
with the MIN number to make sure they match,
identifies the unit, and verifies that it is a registered
unit, that the unit has not been shut off for one rea-
son or another (reported stolen or bill not paid).
Then the computer finds an unused channel based

on the information received on the control channel
and makes the call.

Vhile this is happening, the computer is fre-
quently checking the signal strength of the mobile
unit. If the person calling is out in his car driving
around, the signal will get weaker as he gets farttrer
from the location of the cell's computer system.

If the signal strength falls too low, the mobile
unit starts looking through the twenty-one control
channels again,looking for a stronger one, which
will be in another cell-uzually but not always the
cell that is physically closest.

If someone were listening on a scanner, he would
hear alowbuzzjust before the channel changed.

Meanwhile, all that is happening on the control
channels is being monitored by the main switching
office, which controls the whole system (all the cells
and all the channels for the vendor).

Then the switching office will locate a vacant
channel in the new cell and send the mobile unit a
code that causes it to switch to the new frequency.
This is called "handing off."

\7hen a call is placed to the MT, a page call is
sent from the telco office to the MTSO, which sends
it out on one of the two IPCH channels. The MT (if
turned on) hears all these, and if it recognizes its
own MIN and the owner answers, it responds by
sending back its ESN. Then the MTSO selects a va-
cant channel and makes the connection.

If it is not answered, then the MTSO intercept
recording comes on with a message such as, "The
person you are trying to reach is not available,n or
"The cellular phone you are calling is out of range
or is not furned on."

As long as a cellular phone is turned on, it is
communicating with the nearest cell computer, and
the system can tell where the phone is. In an area
with many cells close togetheq such as a large city,
it can locate the phone to within about a quarter
mile or less.

The information that is passed back and forth
between the MI and the cell site transceiver is called
"capture voice channel assignment," and is in a fre-
quency shift code called "Manchester."

The technical specifications for dl this are found
in Recomm.ended Mintmurn Standards, publication
EIN'J.5-3-8, available for $2\ from the EIAA at 2000
"I" Street N\7, \Tashington, D.C. 20006.
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LISTEI\ING AND TRACKING COI\MERSAIIONS

How well one can hear cellular phone conver-
sations in general and track one in particular de-
pends on three factors:

1. the scanner's quality and channel capability
2.'I1:e location of the listener and the antenna
3. How the scanner is programmed

There are a number of scanners available that
work very well for cellular listening. One of the best
is the AR-3000, which has a l,0OGchannel capac!
ty when interfaced with a computer. It can be pro-
grammed so that the channel sets are in separate
banks, and the banks can be scanned in any order
desired. The cost of the AR-3000 including the com-
puter software is about $fru0. The Realistic pRO-

2005 is another good unit. Both are available from
Scanners Unlimited and EEB.

The 2006 can have memory chips added to in-
crease the number of channels to 1,000, which will
cover all the cells for both vendors.

Vhichever scanner you use, programming 333
to 666 channels into it means pushing from 3,000
to 6,000 keys, and one mistake can cause you to
lose a conversation you would otherwise have been
able to track.

LOCAIION AND AITTENNAS

Obviously, you will hear more in a heavily popu-
lated arca that in a rural setting. In the open country-
side, there may be only one cell transminer for several
miles, but in big cities they may be only a mile apart.

No matter where you are, the better your an-
tenna and the higher its location, the better recep-
tion will be. Using a good-quality coaxial cable and
replacing it once a yer or so also help. Scanner
r$7orld, USA has a number of good antennas.

PROGRAMfoNC

How one may want to program the scanner de-
pends on the area in which one is located and how
many channels they have. Most scanners have ten
banks, but there are twenty-one groups of cellular
frequencies. Tracking requires the ability to switch

I THE LATEST HIGH-TECH SPY METHODS I

from one group to another as well as a good idea
of which group to switch to.

Some of the twenty-one groups will be effec-
tively out of range, again depending on the loca-
tion, so ten banks are usually sufficient.

A way that one might start is to select a few
channels from each of the twenty-one groups, pro-
gram them into separate banks, and see how muctr
action there is on each one.

People using cellular phones frequently reveal
their location, so keep a list of those reported on
each bank, and you will soon know the approxi-
mate location of the cell site. Also make notes on
the strength of the signal.

After a day or so of listening, you will know
which groups are the closest. Then program each
set into one of the scanner's banks. This saves re-
programming over and over. This way, if you are
tracking a particular conversation, you will have a
good idea of which bank to switch to. If you know
the general area of the phone you are tracking,
when you hear the buzz, you will know the two or
three scanner banks to activate.

A look at the cell layout diagram strovn that when
a phone leaves one cell, there are only six other cells
it can move into, and knowing the direction it is mov-
ing narrows the possibilities to two or three.

Knowing the area also helps in tracking. If some-
one is following a conversation and the vehicle gets
on a certain freeway, then he will be heading to-
ward only one or two cells, and when the hand-off
tone is heard, it is even easier to know whidr banks
to activate.

If someone is serious about tracking, he should
get a large map of the area, and after many hours
of listening, he should be able to draw outlines of
the cell areas.

MOBILE TRACKING

Besides tracking from a base location, one can
follow a vehicle from a discreet distance and stay
with its transmission, no matter where it goes. This
can be done with a scanner, as in the base method,
but a better way is to use a frequency counter.

Most counters, either portable or laboratory mod-
els, cover the cellular frequencies and will easily
pick up the signal within a certain distance, de-
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pending on the type, quality, and number of other
signals present that can interfere.

Typically, they will work from a few feet to 25

feet or so. However, there are preselectors that in-
crease the sensitivity of the counter and, therefore,
its effective range. One of the best, I think, is the
APS104 from Optoelectronics. It will increase the
range to some 250 feet, meaning you can lock onto
a cellular phone from that fat awaY.

Once you have the frequency, it only takes a

few seconds to punch it into the scanner's memory
or select the bank if it is already programmed.

A person interested in investigating someone could
follow him around with a frequency counter and
sqmner to leam that laueds habits and routines, which
yield a wealth of information.

aoa

The following page is a vsbatim reprint of an arti-

cle that I dovmloaded from a computer bulletin board.

Wru$ YOUWILL HEAR ON CSIIUI.AR NADIO

Early tn tbe tnornlng, tbe rystem fs busy.
Yw uill hear WIe ut tbetrr wo! to thelrJob*
d.utots, htuyers, busirwtnen and unnen, M
contrrctors. Tbey wlll be calllng tbelr offies to
check on tbetr appolntrrtelt&, baue tbelr secre-

turtes make lunch resentAtlons, and tbe llke.
Sottpttrna tbey wlll be ln afoul tnaod, and pu
wlll hear tbeflt, badmouthlngsome of thelretn-
ployea ortelllngtbetntotnnfu up sotne etcqts

fortbetn not @t'ng an qppolnttnent tbqY uant
to auotd.

Soffietlffies blg buslness deals are tnAde,

andpeople talk opmly about bout they are go-

l,ng to screw someoru wer orhw) sotnathtngls
about to come fuwrt sn someoru. People whose

names you would recognlze and euents tbat
could, and sometlmes do, make the eleuen o'
clockneus,

Interln tbe mornlng, tbe system ls slower'
Bored bouseuttues call tbelr husbands at tbe of-

fice, who ofien as not really don't uant to talk
to tbem becau'se tbeY are so bttsY.

The early drug deals start around noon,
stnall dealer mwtng a gratn of cocalne or a

h a lf-ounc e of pot, and bu,st'nas p e ople s qtee ze
tn afat calls whlle on thelr uay to luttcb, tbe
satne bored houseuttues call eacb otber on tbe
uay to the supermarket to get sornetbtngfor
dlnner and a bonle of wblte u)lne, and talk
abwt cbat'tty arcnt andgolngto the synpbo-
ny to hear muslc tbqt don't really llfu.

Iate afiemoon lt $eB uery buv.Husbands
calllngutaes to say tbey u.tlll be late because of
thls ortbat, ortbat they areJust leafingtbe offue
and wlll be tbere tnfifieen mlnutes, that they
are bungry or borny, or ln a bad mood, last-
ffitnute bt't^s'tness fuals and dtnner resn)atlans,
pople cbecWng tbelr uotce mallboxa, vb"tnen
calltng ln tbelr orders, an'd tbe ltlw.

Late at nlgbt lt gets lwer6tl/8. Tltlsls whm
tbe btger drug dmb are arangd. You tilll bur
more people wbose narn6 lou unuld recognlze

arrarrytng to hry an oun& of coke or pot, crack
dealers calltng supplters, plffips calltng tbetr
"ladl6u b wlf tbey baw fuen'W" andsotn*
ttm6 threotenlng to cotne duun on tbem lf they

aren't scortrg ercugb.
People out parryrlng call thAr frtm& to ask

tbem to meet theffi at 4 ntgbtchlb or someone9
hoffie, people bautng a good tlme,

Sotnetlmes you wlll hearpeople calhng
900 numberc to talk about sex ultb $10-4n-
h our+onutnclng-but-bored wotnen wb o pne-

tend to care about the callers . . . people ubo
arelonely..,

Atgutnmts are freEtent, mostly busbands
and wlues or buslness partners yelltng and
sometlmes rnaktng threats agatnst eacb other,

Thm early ln tbe tnornlng, lt starts all
ouef agaln.

Most of thes" o*o:;, apparently, thattheir
cellular radio conversations are private. Some of
them just as$Jme so, or perhaps have been told so

by some person who didn't know any better. Many
of them probably never really gave it much thought.

Some believe it because they were told so by
the company that sold thern their phone, either be-
cause the salesperson didn't know any be$er or be-
cause they lied to keep from losing a sale.
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An executive of a company not mentioned in
this book told me, "It is against federal law to sell
a scanner that can receive the cellular radio fre-
quencies." He seemed like he really believed this,
but he should have known better. That company
manufactures a product that is used in the cellular
radio industry.

Perhaps if enough people exert enough pres-
sure on GTE and the government, they will make
the new encryption system available to the public.
Until they do, I will not buy one.

THE CELLUTAR RADrO FREQT.TENCY SETS

The first ctrannel of each set is the data ctrannel.
The rest are voice channels. Some sets have a dif-
ferent number of channels. Each cell transceiver
uses one set, and in some areas, a cell may have
more than one transceiver.

The frequencies within one cell do not appear
to change, although some people in the business
claim that they do change, anywhere from every
few seconds to weeks, depending on whom you
ask. An executive of a company that makes cellu-
lar test equipment, not mentioned in this book, told
me that they never change. My research indicates
this to be true.

The cellular transceivers are duplex repeaters,
and these listed frequencies are the repeater output
tJtatbroadcase both sides of the conversation. The
mobile units are offset by 45 mc.

The first twenty-one sets are band "B," the wire-
line vendor. The second group of sets, band "A,"
are the nonwire vendor.

CIIAI\I\EL
FREQUENCY

GIAI\[l\[EL
FREQUENCY

I THE I..ATEST HIGH-TECH SPY METHODS I

CTIANNTEL
FREQTJENCY

CIIAI\II\IEL
TREQT.]ENCY

SET 01
335 880.050
356 880.630

377 881.310

398 88L.940
41,9 882.570
440 883.200
46t 883.830
482 884.460
503 995.090

SET 02
350 880.500
37t 881.130

392' 831.750
413 82.390
434 883.020
455 8s3.650
476 884.280
497 884.910
518 885.540

SET 01 (cont'd)
524 ffi5.720
545 836.350
556 886.980
587 87.610
608 88.240
529 888.870
650 889.500

sET 03
343 880.290
364 880.920
385 881.550
406 882.180
427 882.810
448 883.440
469 884.070
490 884.700
511, 885.330
532 835.960
553 836.590
574 8a7.220
595 887.850
61,6 883.480
637 889.110
658 859.740

SET 05
340 880.200
361. 880.830
382 381.460
403 882.090
424 82.720
445 883.350
456 883.980
487 884.610
508 885.240
529 885.879
550 835.500
571 87.1.30
592 87.760
5r3 883.390
534 839.020
555 389.650

SET02 (cont'd)
539 885.170
560 886.300
581 A7.430
6oz 888.060
623 888.690
644 8€,9.320
665 889.950

SET 04
352 880.560
373 881.190
394 881.820
4L5 82.450
436 883.080
457 883.710
478 W.340
499 W.970
520 885.600
541, 8€,6.230

562 885.860
583 887.490
6oa 888.120
625 888.750
646 s89.380

SET 06
351. 880.530
372 881.160
393 88r.790
4t4 882.420
435 883.050
456 s83.680
477 &31,0
498 84.940
519 e8,5.570

540 835.200
561 885.830
582 8F7.460
603 838.090
624 888.720
645 389.350
666 8s9.980
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CIIAI\I\IEL
FBEQUENCY

CIIATII\IEL
TnEQUENCY

CHANNIEL
TREQTTENCT

CXIANI\IEL
TnEQUENCY

SET 07
353 880.590

374 881,.220

395 881.850
416 882.480
437 883.110
458 83.740
479 884.y0
500 885.000
521 885.630
542 886.260
553 885.390
584 887.520
6os 8ss.15o
526 888.780
647 8€,9.41.0

559 889.770

SET 09
342 eeo.z6o
363 830.890

384 881.520
405 882.150
426 882.780
447 883.410
468 884.040
489 AA+.6t0

510 885.300
53r 885.930
552 s86.550
573 887.190
594 887.820
675 888.450
636 889.080
657 889.710

SET 11
338 880.140

359 880.770

380 881.400
401 882.030
4zz 882.660
443 883.290
464 8€,3.920
485 8€.4.550

SET 08
344 880.320

355 880.950

385 881.580
407 882.21A
428 882.840
449 883.470
470 884.100
491 W.730
512 885.350
533 885.990
554 886.620
575 887.250
596 887.830
517 888.510
638 8€,9.140

SDf, 10
348 8f,0.440
369 881.070

390 881.700
4tL 882.330
432 a8z.g6o
453 883.590
474 88/.220
495 884.850
516 s85.4S0
537 886.110
558 sf,6.740
579 8W.370
600 888.000
627 883.530
642 889.260
663 889.890

SET 12
336 880.080
s\t 880.710

378 881.340
399 881.970
420 832.500
441 8€,3.230
462 883.850
483 8U.490

sET ll(cont'd)
506 885.180
527 885.810
548 ef,6.440
569 997.070
590 887.700
6tt 88s.330
632 833.960
653 839.590

sET 13
337 888.110
58 80.740
379 881.370
400 882.000
421. 882.630
442 8f,3.260
463 833.890
4U 8€.4.520

502 885.150
526 885.780
547 SS5.410

568 887.040
589 8€7.670
610 888.300
531 838.930
652 AAp.:60

SET 15
339 880.170
360 880.800
381 881.430
402 882.060
423 A8Z.69o
444 883.320
455 383.950
486 SS4.580

507 885.210
528 885.840

549 886.470
570 887.100
591. 887.730
6tz 88s.360
633 888.990
554 88,9.620

SET l2(cont'd)
504 885.120
525 85.750
546 886.330
567 887.010
588 87.640
609 888.270
6to s88.9oo
651 889.530

SET 14
880.470
881.100
881.730
882.360
882.990
883.520
88l,.250
884.880
885.510
885.140
886.770
887.400
888.030
88S.650
8f,9.290
88,9.920

SET 16
345 880.350
366 880.980
387 881.510
408 882.240
429 882.870
450 883.500
47L 884.130
492 8M.760
573 885.390
534 886.020
555 ss6.650
576 887.280
597 887.910
6ia s88.540
639 889.170
660 ss9.s00

349
370
391
472
433
454
475
496
577
538
559
580
6or
622
543
664
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CHANI\EL
FREQT.IENCY

CIIAI\IhIEL
FnEQT.TENCY

CIIAI\I\IEL
TREQUENCY

SET 2l(cont'd)
502 885.050
523 835.690
544 8€,6.320
565 86.950
586 887.580
607 888.210
6ze s88.840
649 89.470

THE?I GROIJPS TOR THE
NOhISYINE VENDOR

SET 17
341 880.230
362 380.860

383 88r.490
404 882.120
425 882.750
M6 883.380
467 834.010
488 884.640
509 885.270
530 885.900
551, 885.530
572 887.150
593 87.790
614 888.420
635 889.050
655 8s9.5S0

sET 19
345 880.380

367 881.010

3S8 881.640
409 882.270
430 882.900
451 883.530
472 884.160
493 884.790
574 885.420
535 885.050
556 835.680
577 887.310
598 887.940
619 888.570
640 889.200
66t 889.830

SET 21
334 880.020
355 830.650

376 881.280
397 881.910
478 882.540
439 883.t70
460 ss3.800
48L 884.430

SET lE
354 880.620
375 881.250
396 881.880
417 882.510
$e 883.140
459 ffi3.770
480 8U.400
507 885.030
522 885.560

543 U6.zgo
564 U6.gzo
585 887.550
506 888.180
627 888.810
648 89.440

SET 20
347 880.410

358 881.040

389 881.670
41,0 882.300
43t 82.930
452 883.560
473 8U.190
494 884.820
5t5 885.450
536 885.080
557 s86.ZrO
578 87.340
599 87.970
6zo sss.500
641, 89.230
662 889.860

CIIAI\II\EL
FREQUENCY

SET 01
001 870.030
ozz sto.66o
043 87t.290
064 87r.920
085 872.550
ro6 873.180
I27 873.810
1,48 874.440
1,69 g75.o7o

190 W5.700
21.1 876.330
232 876.960
253 877.590
274 878.220
295 878.850
313 879.390

SET 03
003 870.090
024 870.720
045 871,.350
066 871.980
087 872.5L0
108 873.240
129 873.U0
150 874.500
L71, 875.130
192 875.760

CIIAIYNEL
FREQUENCY

SET 02
ooz 870.060
023 870.690
044 871.320
065 871.950
085 872.580
707 873.270
tz8 873.u0
749 874.470
170 875.100
797 U5.730
2L2 876.360
233 eft.ggo
254 U7.620
275 878.250
zg6 878.880
314 879.420

SET 04
004 870.120
025 870.750
046 s71.380
o6t 872.070
088 872.640
109 873.270
130 873.904
t5t 874.530
172 875.1.60
193 875.790
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CIIAI\NEL
FREQI"IENCY

CIIAI\IhIEL
TnEQL'ENCY

CIIAIIhIEL
rnEQr.tENcr

CIIAhII\IEL
TREQT.TENCY

SET 03 (cont'd)
213 U6.390
234 877.020
255 877.650
276 878.7&
297 878.910
315 879.450

SET 05
005 870.150
026 870.780
047 871.410
068 872.040
089 872.670
110 873.300
L3t 873.930
752 874.560
173 875.790
r94 875.820
215 876.450
235 877.080
257 877.710
278 878.340
299 878.970
317 879.510

SET 07
007 870.210
028 870.u0
049 87L.470
070 872.700
091 872.730
Ltz 873.350
133 873.990
154 874.620
175 875.250
196 875.880
277 876.510
238 877.140
259 877.770
280 878.400
301 879.030
319 879.570

SEf 04 (cont'd)
21.4 876.420
235 877.050
256 877.580
277 878.310
298 878.940
3L6 879.480

SET 06
005 870.180
027 870.810
048 871.U0
069 872.070
090 872.700
111 873.330
732 873.960
153 A4.590
174 875.220
L95 875.850
216 876.480
237 877.1,70

258 877.740
279 878.370
300 879.000
318 879.540

SET OE

008 870.240
029 870.870
050 871.500
07L 872.130
092 872.760
113 873.390
134 W4.020
t55 874.650
176 875.280
797 875.910
2r8 875.540
229 877.170
250 877.800
281 878.430
302 U9.050
320 879.600

SET 09
009 870.270
030 870.900
051 871.530
072 872J60
o93 872.790
1,74 873.420
135 874.050
L56 874.680
177 875.310
198 875.940
219 876.570
240 877.200
261 877.830
282 878.460
303 879.090
321 879.630

SET 11
011 870.330
032 870.960
053 871.590
074 872.220
095 872.850
tt6 873.480
137 874.1,10
158 874J40
L79 875.370
zoo sz6.ooo
22t U6.630
242 877.260
253 877.890
284 878.520
305 879.$A
323 U9.690

sET 13
013 870.390
034 871..020

055 871.650
076 872.280
097 872.910
r18 873.540
1,39 874.L70
160 874.800
181 W5.430

SET 10
010 870.300
031 W0.930
052 871.560
073 872.790
094 w2.820
71,5 873.410
136 874.080
L57 874.710
178 875.340
799 875.970
220 876.600
247 877.230
262 877.860
283 878.490
304 879.720
322 879.660

SET 12
0L2 870.360
033 870.990
054 87t.620
075 872.250
096 872.880
117 873.510
138 874.740
159 874.770
180 875.400
210 876.030
222 876.660
243 877.090
254 877.920
285 878.550
306 wgJeo
324 879.720

SET 14
074 870/20
035 871.050
056 871.680
077 872.370
098 872940
119 U3.570
L40 874.200
16 W4.830
L82 875.460
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CIIANNEL
FnEQUENCY

CIIAI\I\EL
FREQT ENCY

CTIAI\I\ET
FREQT.]ENCY

CIIANNEL
FREQUENCY

SET 13 (cont'd)
202 875.060
223 876.690
244 W7.320
265 877.950
286 878.580
307 879.2L0
325 879.750

SET 15
015 870.450
036 871.080
057 871,.710
078 872.340
099 872.970
1,20 873.600
141, 874.230
762 874.850
183 875.490
204 876.120
225 875.750
246 877.380
267 878.010
288 878.640
309 879.270
337 879.81,0

SET 17
0r7 870.51.0
038 877.140
059 871,.770
080 872.400
101 873.030
t22 873.560
1,43 874.290
164 874.920
185 875.550
206 876.180
227 876.310
248 877.440
259 878.070
290 878.700
311, 879.330
329 879.870

SET 14 (cont'd)
203 876.090
224 876.720
245 877.350
256 877.980
287 873.510
308 879.240
326 879.780

SET 16
015 870,480
037 871.110
058 871.740
079 872.370
100 873.000
121, 873.530
142 874.260
1,53 874.890
1,84 W5.520
205 876.150
226 876.780
247 877.410
268 878.040
289 878.670
310 W9.300
328 879.840

SET 18
018 870.540
039 871.170
060 871.800
081 872.430
1.02 873.060
r23 873.690
1,44 874.320
155 a4.950
185 875.580
207 . 876.21,0
228 876.840
249 877.470
270 878.100
291. 878.730
3t2 U9.360
330 879.900

sET 19
019 870.570
040 871..200
061 871.830
082 872.460
103 873.090
1,24 873J20
145 874.350
166 874.980
1,87 875.51.0
208 876.240
229 875.W0
250 877.500
271. 878.730
292 878.760
33r 879.930

SET 21
021 870.530
042 871..260
053 871'890
0u 872.520
105 873.1,50
126 8n.780
147 874.410
163 875.040
189 875.670
210 575.300
231, 876.930
252 877.560
273 878.190
294 878.820
333 879.990

SET 20
020 870.600
041 871,.230
062 871.860
083 872.490
1,04 873.L20
125 873.750
146 W4.380
767 875.010
188 875.640
209 876.270
230 876.900
251. 877.530
272 878.160
293 878.790
332 879.950

FORMT]IA TOR HNDING CEIIS

The following formula can be used to find all
the frequencies used in a cell if only one of them
is known and to convert between the frequency
and channel number.

Frequenry = channel number x .03 mc. + g70 mc.
Channel = frequency - 870 mc. divided by .03
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For example, the frequency 880.050.
Subtract 870.000

= 010.050

10.050 divided by .03 = 335.

880.050 is channel 335.
Reverse the formula, using channel 335:

335x.03 = 10.050 + 870 = 380.050

If you heat a conversation on a frequency, use
the formula to convert it to the dlannel number and
find it in the list of sets above.

l"
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TIIE NEALISTIC PRO-2006

The Realistic PRO-2005 is available from Scan-
ners Unlimited, EEB, and other stores that sell qual-
ity communications equipment, and it has excellent
sensitivity and audio,

To modfi it to receive the cellular band, remove
the antenna and take off the top cover by remov-
ing the lwo Phillips screws of the top cover from
the back. Looking at it from the rear, there is a met-
al plate that goes across the back of the front panel.
On the left side, one comer of the plate is qrt away.
On the green circuit board behind it is a small
screw, and below it are two glass diodes. Use di-
agonal cutting pliers and clip the wire on the bot-
tom diode and then replace the cover. That's all
there is to it.

This is what the newspapers call "very sophisti-
cated equipment."

THE NEALISIC PRO.34

Modifying the Realistic PRO-34 portable scanner
is not as easy as with the 2006, but it is not too dif-
ficult. You will need a small spldering iron.

Remove the battery holder,lay the scanner face
down on your work area, and remove the four
Phillips screws from the back. Inside the battery
compartment on the bottom of the case are two
small plastic hooks and a small paper label with a
number like "7A8." Push out on that label with your
thumb and the case will come apart.

On the back of the circuit board are four hex-

shaped spacers that the four screws from the back cov-
er went to. Use a nutdriver or pliers to rernove them.

On the BNC antenna connector is a small bare
wire that goes to the circuit board. Unsolder both
ends. A second wire goes to the ground foil of the
board from the outside part of the BNC connec-
tor. Loosen one end of it. (It may be a flat strip in-
stead of a wire.)

At the lower left corner of the board is a small
metal can about 1./4 nch square. It has a wire that
goes to a small bracket. Unsolder it at the bracket
end. Now remove the nuts that hold the volume
and squelch controls to the top panel.

Just below the antenna connector is a row of
small pins that project 1/8 inch or so. These pins
are all that hold the two circuit boards together.
Carefully, using a rocking motion, pull the two
boards apafi.. The circuit boards used in the pRO-

34 arc thin and cheap and break very easily. Don't
pull hard, just take your time and do it slowly, or
you will ruin a $300 scanner.

As the two boards separate, work the volume
and squelch controls from the top panel. Set the
board aside. '{fith the antenna connector at your
top right, you will see a number of diodes on the
left side. Clip one lead of the fifth one from the top.
That's all there is to it. Now just reassemble it.

The PRO-34 is not one of Realistic's befter prod-
ucts. It is cheaply made, and the one I used to have
was not as sensitive as the Uniden scanners. It also
does not have memory back-up batteries like the
PRO-32, which means that if the batteries go dead,
you have to reprogram it.
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It also has an annoying beep tone when you use

a l2Gvolt adapter and the baueries are not installed.

The Uniden sslnners are beuer and easier to modiff.

THE T]NIDEN 760 A]\ID 950

To modify the Uniden BC-750-)gf and BC-950-

X.lT scanners:
Remove the four screws from the back cover.

Iocate the large Sanyo chip. It will have the number

LC3517BM-15 printed on it, and it has thirty-two pins.

On one end of the chip is a small notch. Vittr
the notch at the top the pins are numbered from

the top left corner, Ph 1, down the left side and

then up the right side; the bottom left will be pin
16 and the bottom right pin 17.

Pin26 has two small traces going to it. Cut them
with an X-ACTO knife and thm carefully solder pins

26and27 together. Cool them with a damp sponge

as soon as you are done. Integrated circuits are sen-

sitive to heat.
Solder one end of a bare wire lZ-inch long acrosg

pins 19 and 20 and the other end of the wire to the

two traces that went to pin 26 before you cut them.

Now tum it on and enter a cellular frequency, and

if you do not get an elror message you did it right.

Listening to cellular phones is a violation of the
Electronic Communications Privacy Act.
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THE CELLULAR PHONE 'NA}{' I,AYOUT

BIT SIGNIFICANCEHARK
DEFINITTON

Ieast Hex
address

srDH (14-8) 00

srDH (7-0) o1

LU=Local use I
LU I urN o2

lo l.rrN2 (33-28) 03

MrN2 (27-24) 04

l.rrN1 (23-2O) 05

l,trNl (19-12) 06

MrNl (11-4) o'7

MrNl (3-o) 000 o8

00 scl.r ( 3-0) o9

000 rPcH (1O-8) OA

rcPH (7-O) OB

ACCOLC (3-O) 0c

PS=Perf Syst 
I

00 PS OD

00 crM (3-o) OE

LOCK DIGIT 1 LOCK DIGIT 2 OF

I.OCK DIGTT 3 LOCK SPARE BITS l-0

EE=End/End 11.EE oIREP

REP=Reprity HA olHF L2

HF=Handsfree
HA=Horn Alt Spare Locations (13-1D)

contain all 0's

NAM CHECKS(.IM ADJUST},TENT

13
to
1_D

1E

NAI{ CHECKSI'M

122

1F
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GLOSSARY

AC: Alternating current. A current that reverses
directions. It stafis atzero volts, flowing from plus to
minus, builds up to a peak (i.e., the 120 volts used
in lighting circuits) then goes back to zero, and
builds again to a peak, in the opposite direction,
from minus to plus. This is one cycle. The number
of times a second it does this is its frequency. Horxe
cunent, for example, is 60 cycles (per second).

AIIIGAIOR CLIPS: Small spring-loaded clips
made for temporary connections, such as to a
phone line. This is a small version of the ones used
on automobile jumper cables.

AM: Amplitude Modulation, an RF signal that
uses changes in its amplitude (intensif or power,
sort oD to carry intelligence.

N[I: Automatic Number ldentification. A spe-
cial, proprietary telco phone number that, when
called, will answer with a computer synthesized
voice that gives the number from which the call is
placed. This is how telco employees, or anyone
who has the ANI numbers, can identiff an unknown
line. A spy could use ANI from a telephone pole,
or by tapping a multiline cable in an office build-
ing, to find the target line.

AI\[TENNA,: Anything made of metal that is used
to radiate a signal and increase the range of a trans-
mitter. The proper length is shorter as the frequen-
cy increases.

ASCtr: The American Standard Code for Infor_
mation Interchange. Used in computer data storage
and transmission, it has a series of eight ones and
zeros used for numbers and letters.

AUTOVON: A phone s),stem used by the military
that has four DTMF tones that Touchtone pads can
generate but are not included in other telephones.

AABYMOI\IITO& A type of wireless monitor_
ing device that can use the zubcarrier technique or
can be an RF device.

BAI\DWIDTH: The width of a transmitted RF
signal. For example, most two-way radios have a
signal that is 5,000 cycles (5 kilocycles) wide. TV
stations transmit a signal that is 5 megacycles wide.
It occupies that much of the radio spectrum. TV
channel 2 is from 54to 60 mc.

BASEBAND: A signal output from a satellite TV
receiver that can be used with a shortwave radio to
hear satellite phone calls.

BBOX or BRIDGING BO)G a large metal cabi_
net, usually on street corners, where the under_
ground phone lines surface so telco workers can
access them.

BBS: Bulletin Board System, or RBBS, remote
BBS-a computer system accessible by phone us-
ing a modem.
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BIAS: A weak signal gensatd byApe recorders
to align the small areas of magnetism on recording
tape, called domains, previous to sound being
recorded. This signal can be detected by special de-
vices made for the purpose.

BINARY3 A system of counting using only the
numbers 0 and 1.

BIhIDER GROLIP (See also COLoR CODES):
Telco uses these color codes to mark pairs of wires.
There are two groups of five colors that can mark
twenty-five pairs. Each bunch of twenty-five pairs
is called a binder group and is marked using the
same color code, to separate them from the other
binder groups in a large cable.

BIRDIE: An internal signal generated by some
scanners, which it uhearsn as a station. It is usually
heard as a low hissing sound. The newer scanners
have eliminated most birdies, but all have a few.

To tell a birdie from a real signal, disconnect the
antenna, and if it is still there, it is a birdie.

BIf: See computer terms.

BREADBOAID: A type of connection block
used to design electronic circuits. It has rows of
small holes that wires from electronic components
can be inserted temporarily, eliminating the need
to solder them and making for quick, easy changes.

BUG As used in this book, any type of listen-
ing device. The term usually refers to a hidden mi-
crophone, alone, or attached to a radio transmitter.

BUGDEIICTO& A device used for finding an
RF bug by tuning in on the signal it transmits.

BLTMPER BEfpfR: A small transmitter hidden
in or on a vehicle, which transmits a beep tone and
is received by a receiver'made for that purpose, al-
lowing the operator to track the vehicle.

BIIRST: A transmitter that converts sound to dig-
ital form, stores it, and then transmits it in a frac-
tion of a second burst. This makes it more difficult
to find with electronic equipment.

EIYIT: See computer terms.

C,ABI& Any number of electrical wires together
insid€ an insulating sheath. It may contain from two
to hundreds of wires.

CALL BLOCKING: A feature of Caller ID, in
which you can prevent a number you are calling
from knowing your number by dialing a thrree-dig-
it code before you place the call. The person you
are calling has the option of refusing calls that are
blocked. Call Blocking will not prevent anyone you
call from using Call Return or Call Trace.

CAII IRACE: Another feature of Caller ID, this
allows the telco to deterrnine the number of the last
phone that called you, if you request it. However,
the telco will not give you this information, only
the police. Like an instant pen register, it is useful
in trapping prank callers.

CAIIERID A new system being offered by the
Bell system. A small device auached to your phone
will display after the first ring the number of any-
one who calls you. It is available only in certain ar-
eas for personal phones, but is already in use on
all 800 and 900 numbers. Any time you call one of
these numbers, they have a record of your number.

C,ALL RETURN: A function of Caller ID that al-
lows you to call back the last person who called
your phone, even if you didn't answer.

C,AMA,s Crntralized Automatic Message Account-
ing. A feature of the telco ESS that makes a com-
puter record of all local and long-distance calls and
stores them on magnetic tape. It is theoretically "for
statistical purposes only" but is available to law-en-
forcement agencies.

CAPACITOR (also called CONDENSER): An
electronic component that stores electricity in a DC
circuit, and in AC it causes capacitive reactance to
the flow of current, like AC resistance, sort of.

CARBON IIIICROPHOI\E: A microphone that
uses small carbon granules inside a diaphragm. As
sound enters, it vibrates the carbon, which changes
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its resistance, and these changes are heard by a tele-
phone receiver as sound. It requires a DC voltage
to make it work, which is why phone lines have
DC on them.

CARAIE& An RF signal from a transmi$er. It can
have intelligence inside it (voices, music, etc.),
which is separated by a detector.

CCIS: Common Channel Interoffice Signaling.
Pa* of the new ESS used by telco to defeat phreak-
ers. The dialing tones are sent over a separate line
(loop) instead of the voice line.

CELL: A physical areathat the cellular radio is
divided into. Each cell has one or more computer-
controlled transceivers. This is also a place where
people can be caged for illegal zurveillance. A cell
may have a 'window," depending on the jailer.

CNA: Central names and addresses. A division
of the telco that maintains records of customers,
which can be accessed by anyone who knows the
numbers and terminolory.

COCOTS: Company-Owned, Coin-Operated
Telephone System. Privately owned pay phones.
Generally easier to phreak than fortresses.

COLOR CODE: A set of colors used in phone
wiring to identifr the various pairs. It uses the crclors
blue, orange, green, brown, slate and white, red,
black, yellow, and violet. Each pair Qine) uses one
color from each of the two groups.

COMPUIB,TERMS: The following terms make
it easier to understand the chapters on data en-
cryption, but otherwise they are as boring to most
readers as they were to me in college-in spite of
an excellent instructor.

A computer stores dita in binary form,
which is a series of ones and zeros, a system of
counting based on 2 instead of 10. Each one
or zero is called a bit.

In a computer memory chip, each bit of
information is stored as a low-voltage level,
which can be a zero or a high-voltage level

(about 5 volts) which is a one.
Letters and numbers are made up of bytes,

and a byte is made of eigtrt bits. A lener would
be stored as one byte or eight bits and so
would be something like 10001011 or
01110101.

In data encryption, the DES, the data to be
scrambled, flows into the program (in the orig
nal64-bit DES) 8 bytes or 64 bits at a rime.

These 54 bits are then rearranged, substi-
tuted, and transposed according to a preu-
ranged plan, which is the key.

@NIACT ItdICROpHONe A special microphone
used to pick up physical vibrations, such as from a
wall. Sometimes called an electronic stethoscope.

CROSSBA& A type of telco switching system
that was used to connect phone lines together. It
used mechanical relays and has been replaced by
the ESS in all but a few small telcos.

CYCLE: The number of times per second an al-
ternating orrent reverses and changes direction. If
is also called hertz.

DECIBEL: A unit used to measure the relative
strength of an audio or RF signal.

DEMODTTIAIO& A circuit that extracts the in-
telligence from a radio or TV signal. It is also called
a detector.

DEMON DIALER See \k\RGAMES.

DES: The Data Encryption Standard, an encryp
tion program wrifien by IBM for the National Bureau
of Standards.

DIODE: An electronic part similar to a transis-
tor, except that it usually has only fwo layers of sil-
icon instead of three.

DIP: Dual Inline Package, the plastic or ceramic
material with two rows of pins that integrated cir-
cuits are built into.

DIP SWTICI* A small package the same size as
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a DIP that contains a numh of sntall slide switches,

usually four or eight, and is about 1-inch long and
1./4-inch wide.

DIRECT IISIS,N: An eavesdropping method us-

ing either a hidden microphone or a phone tap, in
which wires lead diredly to the listening post.

DISTRIBTITION CLOSET; A place, usually a
small, locked room, where the phone lines enter a
building and are connected to the various pairs of
wires that go to the epartments or offices.

DOWN-LINE: Any place on a phone line out-
side the house or building, on a telephone pole, or
in a telco junction point, etc.

DROR "Make a drop"-plant, hide, or install a

bug or listening device.

DROPWIR&'Ihe phone wire that leads from a
telephone pole to a building.

DTMF: Dual Tone, Multifrequency. Ttre audio
tones used in push-button telephones.

DYIb Digital Voice Protection, a sectue method
of scrambling radio telephone conversations. It is
made by Motorola.

EABfiI SUXIIONs A satellite TV receiving s'4stern.

EAVESDROPPING: Any method, electronic or
otherwise, of secretly listening to someone's con-
versations without his or her knowing.

ECPA': The Electronic Communications Privacy

Act, a federal law that restricts which radio signals

one can listen to legally, among other things.

ENCRYPTION: The Process of scrambling let-

ters to make them unreadable without the key or
password needed to unscmmble them.

ESS: Electronic Switctring System, the comput-
enzed system the telco uses to connect one phone

to another. This system replaced the stepping
switches and crossbars.

EXTENDE& Term used for a line that can be
used by phone phreakers to make pbree calls.

FARADAY C,AGE: A metal cage that uses cop-
per mesh or other metal to keep radio waves from
getting in or out, named after Michael Faraday, one
of the pioneers in electronics.

FEDS: Generic term used here ficr federal agents

FET: Field Effea Transistor, a different type of
transistor that has a gate, source, and drain as its

three parts.

FIBER-OPIIG A thin glass ftber strand rsed to con-

duct light, which can be used in place of phone wires.

FIELD STRENGIII METER: An electronic de-
vice that detects the RF signals from transmitters,
bugs, etc. It can be as simple as a smdl meter with
a diode across it and a length of wire for an anten-
na, or a sophisticated and expensive type used by
cable TV companies to detect cable leaks. The lauer
is made by Simpson.

FILTE& An electronic circuit or device that af-
fects sound or RF signals that enter it. It can be used
with audio signals to block out interference when
used with a bug or shotgun microphone. The equal-
izer on a stereo system is a filter. Some types are:

o Bandpass-allows a certain range or band of
frequencies (either audio or RF) to pass and
blocks all others.

. Bandstop--the opposite of bandpass: a cerain
range is blocked, all others pass.

. T-notdr-an adjusable filter that can be tuned
to block certain frequencies, like an adjusable
bandpass filter.

FIOORCLOSET: A smaller telephone line dis-
tribution closet on some or all floors of office and

apartment buildings.

Fl& An RF signal that uses a change in frequen-
cy to carry intelligence.

FORTRESS: A pay telephone owned by Bell.
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FREET9ARE: Computer software made available
to the public by the author without charge.

FREQLTENCY GOUNTER. A device rhar mea-
zures the frequency of a radio transmifter and dis-
plays it on the front panel.

FREQUENCY HOPPING: The technique of
changing freguencies quickly to prevent the trans-
mission from being intercepted. The Secret Service,
for enample, has 16 drannels set aside for this, start-
ing at 408.625 and including every 25 kc. up to
409.000 mc.

GAIAING GUN: A type of shotgun microphone
using a number of small tubes to make it very di-
rectional. Named for the Gatling gun, one of the
first machin€ gus, which it slightly resembles. For
details see Tbe Blg Brotber Gameby Scott French.

GIGACYCIJ: Gc., a billion cycles per second,
also called gigahera.

GOLD BO)G A device for call forwarding, used
before the telco had this feature. It requires two
lines and can be used as an alibi for people to
uprove" that they were home at a certain time. The
person calls in on one line and makes a call thnough
the other line. Since the telco keeps a record of all
calls, it will strow that a call was, indeed, made from
that line at the time. The Gold Box can also be used
as a remote-control phone tap by connecting it to
the target line.

GROUIYD DEIECTION: A system used in pay
phones to prevent using a red box to obtain phree
calls. It physically senses coins being dropped into
the phone but does not count how many. To de-
feat this, the phreaker frst drop a few coins in so
the ground detection system will be fooled and then
uses the red box.

IIACKE& One who breaks into computer sys-
tems or telephone systems, voice mailboxes, an-
swering machines, etc. It can also mean a person
who has knowledge of computer hardware. The
definition depends on whom you ask.

I THE LATEST HIGH-TECH SPY ME-IHODS I

IIARDWAR& The physical, mechanical parts of
a computer-the circuit boards, disk drives, pe-
ripherals, etc.

IIARMOMG A multiple of an RF signal. For ex-
ample, a transmi$er with a signal on one mc. would
also transmit on 2, 3, 4 mc. (and so on). These har-
monics are "suppre$sed" in the transmiffer and are
usually very weak so they don't radiate very far.

IIARMOMC,A BUG See INFINITY TRAI.ISMITTER.

IIAZARD: Term used in sweeping for bugs to
mean any place a listening device could be hidden.
possible hiding places, or hazards.

HERTZ See CYCLE.

HDIADECIMAL: A system of counting used in
computers, based on t6 instead of 10. It uses the
digits 0 to 9 and the letters A to F.

C.ounting from 0 to L6 would be 0, 1, 2,3,4,5,6,
7r8r9, A, B, C, D, E, F.

HOOK SWITCIIBYPASS: A swirch that defeats
or bypasses the cradle or hook switch in a tele-
phone to tum on the microphone (make it hot). It is
used with an infinity transmitter.

HOTMIG A microphone that is tumed on, usu-
ally meaning the one in a telephone that has been
activated by a hook switch bypass.

IMAGE: Image signal, a signal received by a
scanner that is on a frequency other than that the
scanner is tuned to. It is complicated but similar to
INTERMOD. The "sum and difference" frequencies
are generated by a circuit inside the scanner called
a ulocal oscillator."

IMPEDAT{C& A combination of resistance and
reactance.

II\DIGENT: A term that describes some writers
of books on the subject of electronic surveillance.

INFIMTYIRANSTflTTE& A device thar acri-
vates the microphone inside a telephone from a re-
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mote location, allowing the user to listen to the
sounds in the room where the bugged phone is lo-

cated. It was once called a harmonica bug'

IIIFRARXD TRANSTilITIE& A listening device

that uses invisible infrared light to transmit intelli-
gence, much like a TV remote control, except that

little about TV is intelligent.

II\TETIJGENC& Generic term for information'

INTERCEFT: To overhear in any of swerd ways

sound or video without the zubject's being aware

that it is being done.

INTERMOD Intermodulation This occurs when

you hear a station on your scanner that isn't zup-

posed to be there. When two RF signals combine

in space, they mix together and produce the "sum

anddifference' frequencies of both. For example,

station A has its signal on 10 mc., and station B is

transmitting on 15 mc. If they are physically close

to each other, the signals will mix and generate sig
nals at 25 mc. (2m) andi mc. (difference), which

can be picked up on scanners. tntermod signals are

weak and have short range but cause some inter-

ference in large urban areas. Voice and beeper Vager

systems are the main cause of intermod because

they have high-power signals and trene are so nuny
of ihem. More information about sum and differ-

ence frequencies can be found in books on the

Fourier series, which were writren for the purpose

of confu sing second-year electronics snrdents'

JAIIMERoTUSSJAIITME& A device that gener-

ates ultrasonic sound (USS), whic,h causes most mi-

oophones to vibrate or oscillate and makes thern deaf'

JTTNCIIONFOII{T: An underground room, uzu-

ally entered through a manhole cover (personhole

cover?) where telco lines are accessed for splicing

and repairs.

KIIOCYCL& Kc., 1,000 cycles, also called kilo-
illertz.

IASE& Acronym for Light Amplification by the

Stimulated Emission of Radiation'

LIGHT MODIJL/ITOR: A device that causes

sound in the target area to flicker the light from an

ordinary lamp. The varlations in light are converted

back into sound at the listening post.

IINF-FOWEBED A phone bugthat draws pow-

er from the phone line and needs no battery.

IISTEN DOWN AI{PLI$ER: Any audio ampli-

fier connected to a phone line. It allows the user to
hear anything on the line without seizing it (the

phone is still "on hook"). If an infinity transmitter

is on the line, you will hear the sound it is picking

up through the amPlifier.

TISTENING FOST: Any place used to hear inter-

cepted information. It can be on the premises, in an-

other aparrnent or office, in a van parked nearby, etc'

LOJACXG A company that makes a special type

of bumper beeper transmitter, used for tracking
stolen cars.

LOOP: A special, proprietary phone number

used in testing lines and such. If two people call

the pair of numbers assigned to the loop, they are

connected. Examples of loop numbers arc: 415-927

9900 and 923-9901. These are old, no longer used'

MANCIIESTE& A rype of frequency shift code

used in cellular radio to transmit the various num-

bers in the phone's NAM.

MDT: Mobile Data Terminal, sometimes called
Mobile Communications Terminal (MCI). A com-
puter terminal installed in a police vehicle that com-

municates with the base unit by radio. They use an

unknown type of code, and no one we know of
has been able to break it yet. It is digital and prob-

ably encrypted with the DES, which, for all practical

purposes, makes it unbreakable.

MEGACYCLE Mc., a million cycles per second,

also called megahettz.

MODEM: Acronym for modulator-demodulator,
a device used to convert computer data into sound

so it can be sent througb the phone lines.
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MT: Mobile Terminal, a cellular phone.

MTSO: Mobile Telephone (cellular radio)
Switching Office.

MIILTIPLE gNG: uMany into one," the tech-
nique of sending many signals through one wire
or cable or fiberoptic strand. There are two meth-
ods. In frequency multiplexing, such as cable TV,
each signal (channel) has its own frequency. In
time multiplexing, each signal, such as a phone
convercation, is sampled; a small part of it, a few
thousandths of a second, is sent over the line; then
the same thing with the next conversation. At the
other end, they are recombined by a device called
a demultiplexer.

NOI\UI\IEAR JUNCTION DETECTO& An elec-
tronic device used for finding bugs by flooding the
area with microwaves.

t\Al& Number Assignment Module, the drip in a
cellular phone that contains various numbers de-
scribed in Appendix F.

OSCTITOSCOPE: An electronic device that dis-
plays electrical signals voltage, etc., on a screen.
The squiggly lines on the introduction to ,The Outer
Limits" TV program were an oscilloscope screen.

OMI\EBUS: The Omnibus Crime Control and
Safe Streets Act of 7968, a long, complex federal
law that conc€ffts surveillane, among other things.
It was writen to control organized criminals and to
confuse everyone else.

OUTSIDE EXTENSION: An extension phone at
a different location, such as a second office, or an
extension of a business phone at home.

PAI& Name used for tfe two wires used by a
single-line phone.

PABX: Private Automatic Branch Exchange, a
private interoffice telephone system used in busi-
nesses and factories, etc.

PBIG Private Branch Exchange, an older manu-

al-type of PABX device.

PARABOIIC MICROPTION& A disk-shaped de-
vice used to concentrate sound. See SHOTGUN MI-
CROPHONE.

PARITYI As used in the section on data encrlp-
tion, it is a system of checking computer data for
effors. r$Zhen data is transmitreLfor orample, over
a phone line-it is sent in binary form. Each letter
and number is 1 byte, which is 8 bits (see comput-
er terms), but numbers and leters actually only use
7 of the 8 bits. The eighth one is sometimes used
for parity. Parity can be even or odd (as set by the
transmitting computer). Using odd parity, the pro-
gram counts the number of ones used in the leEer
being transmitted, and if this is an even number, it
adds a one in the unused eighth place (brD to make
it an odd number. At the receiving end, the com-
puter counts the number of ,,ones,' in each letter,
and if it is not an odd number, then it knows that
a mistake has been sent. Simple, no?

PEN 8EGISTE& A device used by the telco to
maintain a record of all calls made to, or from, a
particular number, also called a vep.It can be ac-
tivated by programming the telco computer, and it
can be used to trap prank callers, either by the re-
cipient of the calls or by law enforcement. Before
Omnibus there was no law prohibiting the use of
them by law enforcement or whomever else. Now a
court order is required. See also CAMA.

PEI\IEIBAI& To physically enter the tatget area
to place a listening device.

PHOI\E TllP: Connection of a wire to a phone
line or placement of a coil of wire on or near a
phone or the line to intercept phone conversations.
A tap can be series or parallel.

PI{OTOCELL: An electronic component that
changes light into electrical energy. It is used in so.
lar-powered electronic devices such as calculators
and can be used to power bugs.

PHYSICALSEARCI* The process of physically
searching for listening devices.
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PICIG A device used to open locks when no key

is available.They come in various shapes, zuctr as

ball, diamond, orrved, and rake. For more infor-
mation and illustrations of the achrd size and shape

of picks, se The Btg Btother Gameby Scotr Frendt.

PIRAIEBOARD A computer bulletin board that

has stolen calling card numbers, pirated conrmer-

cial software, telco confidential info, or other zuch

information. Up front, they seem like ordinary sys-

tems, but they have secret codes that can be used

to access hidden information. These access codes

are passed only in persion to trusted users.

PTOCKET DIALBR: A pocket-size device that
stores the Toudr Tones of phone numbers in mern-

ory chips. It can be modified to make the sounds

of coins dropping into a pay phone and used by
phreakers to make free longdistance calls. S€e RED

BOX.

FOTEIYTIOMEIE8: A variable resistor zuch as

the volume control in a radio or TV.

PROnLe The composite information one can

obtain about a person who has placed a listening

device, using various facts such as the type of bug

used, where it was Placed, etc.

PROPAGAIION! The way radio andTV signals

acthow they are affected by objects in their paths,

sunspots, or other signals. This is very difficult to
undirstand, as radio waves are unpredictable at

very higlr frequencies zuch as UIIF.

PT]BIICKEY: See RSA.

RADIO SPECTRUM: The part of the electro-
magnetic spectrum where RI transmitters operate.

REAGf,ANCE: The effect that certain electronic

components have on the flow of alternating cur-

rent. It can be capacitive, from a capacitor; induc-

tive, from an inductor (coil of wire); or both.
Reactance and resistance together are impedance,

sort of like AC resistance.

RECTIfIE& An electronic device that changes

AC to DC. AC flows in two directions; DC in only
one. A rectifier allows the incoming AC to flow in
only one direction. A diode is a rectifier, as are some

vacuum tubes.

nEDBO)& A portable device used to cheat pay

phones by duplicating the sounds of coins drop-

brg. tn spite of the telco's efforts to stop ttlis, this

device still works.

nEftnCTOUEIEn: Literally, to measwe (mete0

a reflection. A very sophisticated device that mea-

sures the disance to a break or ap of a phone line or

cable by sending a signal through the line and mea-

suring changes in the retLrm (reflected) siSftal.

REMOBS: Remote Observance. An alleged
method of telephone surveillance that uses one
phone line to tap another from a remote location.
The phone companies deny that it can be used this

way. I believe that it can, based on personal expe-
rience, but this is only my opinion.

8EMOIE-CONIROL BUG An RF bug that can

be tumed on and off from a remote location. This
makes it harder to find and conserves batteries.

REMOIE LISTEN: Using a radio or light trans-

mitter to send the signal from a bug to a remotely

located listening Post.

REPEAIER: A system that uses a larger, high-
er-power transmitrer to relay the signd from a small-

er one, increasing the range. Also an amplifier used

to boost signals on long telephone lines.

REST.$XAI\IC.E: The opposition to the flow of di-

rect electric current (DC) in a wire or other con-

ductor, measured in ohms.

RESISTO& An electronic component filled with
ohms ttrat resistthe flow of currenl Uzually made of
carbon, turns of small wire, or a metal film.

RF: Radio frequencY.

ROOM GUARD: A device used to detect an RF

bug when it is brought into the area it is placed in.
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RSA,: The most secure computer data encryption
program there is, also known as the public key sys.
tem. It is named after the t}ree Harvard professors
who wrote it, Drs. Rivest, Shamir, and Adleman.
Used with a long key, it is unbreakable even by the
fastest computers.

SAII: System Access Monitor, an electronic de-
vice that reveals on the front panel the numbers
contained in the NAIvI chip of a cellular phone by
detecting its radio signal.

SEIZING Answering a phone line and causing it
to appear busy or in use, an off-hook condition.

SELECTTVITY: A receiver's ability to tune in
one station without hearing another on a close fre-
quency, to separate one station from another.

SIIAREI9AR& Computer programs that are sold
at low cost (usually less than $5) on a trial basis. If
the user decides to keep it, he is to pay the author
of the program a registration fee, usually modest.
Some shareware programs are better than com-
mercial software that costs ten to twenty times as
much. A good example is the database PC File,
zvailable from Buttonware in Seattle.

SHOTGUN IIICROPHOI\IE: A special housing
used with a microphone to concentrate sound to
enable it to hear distant conversations.

SILVER BO)& A modified Touctr Tone dialer that
has the four pairs of DTMF frequencies not includ-
ed in standard phones.

SDfiY-SD(BI,OCIG An electrical panel used for
phone wiring in some large buildings, named for
its capacity of 65 phone lines.

SKIP-TRACING The process of finding people
or information that leads to finding people, usually
meaning people who have skipped town.

Sl\R: Signal-to-Noise Ratio, how loud a signal is
in decibels in comparison to background noise. A
30 dB SNR is "full quieting," and all of the signal
can be heard without any noise.

SAruGGIING: The process of making a bug
transmit near the audio part of a television signal.
This makes it more difficult to find as the loud
buzzng sounds of the TV signal hide the bug.

SPARKGAP mANSil{ITIe A device that uses
high voltage to send a signal through the air. Used
for shipto-shore communications in the early years
of this century, it interferes with other transmissions
on many frequencies.

SPECISLIII See RADIO SPECTRUM.

SPECIRIIMAITALYZER: A special radio receiver
that displays what it is receiving on a video screen.
It is useful in finding bugs.

SPSP: Single Pair Station Protector, a small block
in a metal or plastic can that connects a single
phone line, used in private homes and small apar|
ment buildings. It contains fuses to protect the line
and telco equipment from voltage surges.

STEPPING SVfiCII: The first automaric system'
used by telcos to connect lines. Invented by an under-
taker named Showger in the 1890s, it r:sed largg noisy
rotating mechanical contacts operatd by soleroids.

SUBCARRIE& The principle used in wireless
intercoms to send audio through power lines. It is
also a method of transmitting other information hid-
den inside a signal. Muzak, for example, is trans-
miued on some commercial FM radio stations, and
Video-text (closed captioning and other informa-
tion) is transmitted by some TV stations, hidden in
the VBI.

SUBCABRIERDETE.C:IOR: A device for finding
a hidden subcarrier bugging device or receiving
subcarrier signals on TV channels and FM radio.

SLIBCARRIffi, EI(IENSION: An extension tele-
phone that uses the same method as the wireless
intercom or baby monitor.

S\D& A more secure method of scrambling ra-
dio and radio/telephone conversations that uses the
DES. The government uses it so we can't listen to
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its conversations on our scanners anymore.

SWEEPI Using electronic equipment to search
for listening devices.

IARGET: The area to be bugged or line to be
tapped.

TDR: Time domain reflectometer, an electronic
device that finds breaks or splices in a cable or
phone line.

TT,LCO: Generic term for any telephone com-
pany.

TEIIMOI\ITORs A device similar to the infini-
ty transmitter, except that it will not prevent the
bugged phone from ringing.

TELETEXT: Information hidden in the VBI. It
includes dosed captioning for the hearing impaired,
news, weather, sports, stock-market information,
and more. A decoder !o receive this is available from
some TV dealers. Zendtrh makes zuch a decoder. An

unconfirmed rumor is that the feds use teletext to
transmit secret information to the local field offices
in the nineteenth line of the VBI.

IEMPEST: Acronym for Transient Electro-
magnetic Pulse Emanation Standard, whictr has to
do with the amount of radiation from a computer

system. The details are classified by the NSA.

TTST SET: A special telephone used by telco
personnel. It has two alligator clips to connect to
the phone wires, and a listen-only mode, among
other things.

TORXWRENCXI: A tool used to open special
"security screv/s' used on sorne telco connection
blocks, TV cable convetters, etc.

fRAIttSCf,IVER: A transmitter and receiver built
into one unit.

TRANSDUCE& A device that changes energy
from one form to another. A microphone, for ex-
ample, changes mechanicd energy (the movement

of the diaphragm) to electrical energy.

TRANSISTOR: An electronic component that
consists (usually) of three layers of silicon called
the base, emitter, and collector. This is a bipolar-
type :rs opposed to a FET and was invented int947
by Drs. Bardeen, Brattain, and Shockley at Bell Iabs.

TRAP: Name for a feature of the telco system
computer that can make a record of all calls made o
the trapped number, used to find prank or obscene
callers. Same as PEN REGISTER.

TruMPOT: A small variable resistor (poten-
tiometer) that can be mounted directly on a circuit
board. It has a snall screw on the end to adiust it. A
trimpot is much smaller than other types.

IROJAI\I HORSE: A bug placed inside some-
thing, then sold or given to the person to be
bugged. The gtft is uzually something that plugs in,
such as a table lamp.

TLIBE ldIG A small, usually plastic, tube auached

to a microphone, then inserted into the target area

through a small hole, such as a wall plug, from an
adjoining room.

IYRO: Television Receive Only, a satellite TV
receiver.

VAt\t ECK: Dr. 'Wim van Eck, the engineer who
developed the method of eavesdropping on com-
puters from a distance.

YBI: Vertical Blanking Interval. A TV picture is
composed of a series of lines "painted' on the
screen. Some of these lines cannot be seen on your
TV set; they are used for other purposes-the ver-
tical usync" or "hold," and for teletext information.
Adjust the vertical hold until you see the black bar
on the screen. In the top right corner on some sta-

tions, you will see a series of small black squares
that flicker off and on. This is the teletext informa-
tion in pulse-code modulation. The VBI is the pe-
riod of time (interval) that these lines that make up
the black bar are being painted.
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VOICEMAILDIAII& A computer program that
dials phone numbers, looking for voice mail sys-
tems.

VOICE MAIL IIACKING The process of break-
ing into people's voice mailboxes. Computer pro-
grams such as UFHACK" find the systems and then
hack the passwords. It is available free on some
computer BBSs.

VARGAD{ESDIALER: As in the movie, a com-
puter program that dials phone numbers, looking
for other computers and voice mail systems.

WII\DOV: Ttut portion of the radio spectrum
that is displayed on the screen of a spectrum ana-
lyzer, among other things. See also CEtt.

WIRELESS INTERCOT& An intercom that uses
the power lines to send the sound back and forth,
instead of ordinary wires.

WIRETESS IdICROPHOI\IE: A small radio trans-
mitter that was designed to eliminate the problem
of long cords, used by entertainers. It is often used
as a bug.

ZAPPE& My term for sending a high-voltage,
low-current burst of electricity down a phone line
to burn out a phone bug. Done the right way, it
will do just that. Done wrong, it will damage the
telco lines or equipment and result in your incur-
ring the wrath of Ma Bell, which translates as all
hell breaking loose.
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\ Everyone in Americo should be ollowedr to enjoy the rights guoronteed by the Fourth

Arnendment, including the right to be left
olone by governmenf, businesses, ond
others who con-ond sometimes do-listen
or observe everything you ond your fomily
soy or do in your home, your office, or even
your cor, Everyone olso hos the right to know
obout this invosion of privocy ond how to
stop it,

But there ore people who don't believe in
your right to privocy, ond they don't wont
you to hove the informqtion in this book,
Don'f Bug Me will show you how to protect
yourself from electronic eovesdropping ond
from the surveillonce ond countersurveil-
lonce experts who prey on uninformed
citizens. To do this, you hove to know whot
the spies know. This comprehensive study
discusses every kind of spying device from
inexpensive trcnsmitters often hidden in
potted plonts, lomps. stereo speokers, or
sofos to supersophisticoted systems fovored
by governments or big businesses thot only
o spy could spy,

Even though bugging people is illegol, it is

not olwcys morolly wrong, such cs when you
ore being victimized, So this book olso shows
you how to use simple, recdily occessible,
inexpensive eovesdropping tools to toke the
initiotive in protecting yourself from others
who present o cleor ond present donger to
your security,

"Who will wotch the wotchers?" You will,
ofter you hove reod this book,

For informafion purposes only,
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